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ff A= VPC W& ?

ERFAET= (VPC) REATEMN AWS Ik WERING, ©EZHE 5 AWS = EE LN IE
“, A LATE VPC B3N AWS &R , #li0 Amazon EC2 324,

VPC NEEZRRN VPC 2 BN EZIERE , B LERE , B UERFAE IPv4 it IPv6 tbht7F
AN VPC ZEBHARE, XA VPC FHEHI AT AFEILERE , RMEEINER—MEHh—#, &L
EBECHW VPC ZHBIE VPC X &EiE#E , IEEB 2K VPC EHMAWSIKF R VPC 2 EBI&iE
#, VPC AL TARRXEA ( bFin XEE VPC NEEHE) .

@ Subnet .— @ Subnet

F VPC peering F
[ [

AWSER VPC WL A EAIRIERGZE VPC WEFESE ; ZEZRTEMXEFE VPN E# , F#EF
HBE -2 RN YERHE. RBFERBEHERRETRMAI

VPC X% % 2 12 ] LAFE By SR e E SR v 1% i 15']11[1 MREEZNAWSIKF |, M Al OB EX LK
By VPC RN FEZERUIBNHHEME, BEAIER VPC NEFEERAVFEAM VPC HRIEE
N VPC Y8R,

HBETR AWS Xig7E VPC 2 BIZEIM X E XK , TR AWS XiHH VPC HHEIR ( Hlan EC2
SR Lambda Bi%k ) AILAEARAE IP it EEE , TEFEAMX, VPN EEFIMBZRE, XLER
EREBENE IP utZ=HAP, FAIEXEERELZEINE | FELEARESTREIS. RE—BLT
2IRAWSE FTREH , FRETNE Internet , XEALURD EIGH ER , Fl20%E LK EHIREHM DDoS
Wik, XiFE VPC NEEERME T —MEEBLFEMM A AREXE B L EZRFRHE FIEIE AN
I TR,

VPC XN EEZENEMN

B2 VPC X&EiEH , TENR, EIREBETHARXAN VPC MNEEEHTHWMIEHRELE (BIER
EXRREKF2E ) #E2E2FN., BIETARMXEN VPC N EEHTHRBEREINTR. 8
XEZELR |, 12 Amazon EC2 B,

VPC WZEEN TN 1


https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
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VPC NEFEAR AR

BRI VPC WEESE , BHITUTERE

1. K% VPC WA EZEMETZE VPC WIREE XX AIZE VPC WEEZENIBER, #ZE VPC ATEUA
BHEM AWS IKFFTE , TeEEE5i1ERk&E VPC 19 CIDR REE/ CIDR 3R,

2. ¥ #E VPC WA EEST VPC WEERERUBIE VPC X EiE#E,

3. EFEAFE IP #hiut SR VPC ZHMRERS , VPC NEEEFHFN VPC WIBEE ST [ —NR
Z/NVPC BEAXRFHF MR EM VPC (X VPC) Y IP it SEREMERH.

4. MRFE  FEFESEMN EC2 LHIXBHNEZLAMN BRI EXNE VPC WHEEFZ R4, MR
WA VPC U FHEXERA , MET 5| AXZE VPC AN RS EAEN LA P A LT H ub 3§
JRER B ¥R

5. BT EIA VPC X EEREEIN |, R VPC WHEEZE—MNK EC2 =pHIFEMA/NE DNS £HEBHE
BITIH , MENB LSBT EC2 SEHIMNAE IP thit, EERUITH , BHEN VPC EEEA
DNS E#H &4, /5 A DNS THZ BT , R VPC WEEZT—MM EC2 SLpIERALE
DNS EHBHEHRTI U , MEV B FHENT N EC2 ZHINFHE IP Mk,

BXEZER SR £H VPC NEEE,

VPC X & iEEZMN £ B H

MEBERNFTE , VPC HEERLETZTNMNNER. EFMNERP , BBMUURIT - LERE , B4
BHERE , VPC WHFEEMSTE Amazon VPC 2HI &M API Sas 51T H P HEE R —BRETE,
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- Initiating-request (X#21EXR) : E&AE VPC WEEZBFER, EX—MERY , NHFEE TR M AT6E
#%) pending-acceptance,

« Failed (2%XM) : VPC WEEHEBFERAM. ELAT LIRS , TEES, ELEIMRIZEE. HKRE
BATE 2 NIRRT A BE R AW VPC i FiE#E,

« Pending-acceptance : E#5#2 & VPC WlEHF#ES VPC NEEEBER, EX—K R+ , ERE
VPC WAE & ATAMBREER |, #3FE VPC WIBEE T UESNIEL IER, WMRNGERIIIE
RPATEMIRE |, ZBEREE 7 REDH,

« Expired (EXH]) : VPC WNEEZEFEREZH , F£— VPC HEEBLEZEXNZERPITEMRE,
AN VPC HEEMAILE 2 RAEZ ST K VPC XEEE,

* Rejected : 32 # VPC HWilAHEIEL T pending-acceptance VPC W EEZEER, £ TR
AR, TEEZER, BHRE VPC WREBENIUUE 2 RKNERCELN VPC NEERE , EZEH
VPC BB EMNMITE 2 MR ABR LN EERE, MREREER—AWSKF NAIER |, NIEEL
MERESBMES R 2 M,

* Provisioning (EEME) : VPC WHEEZIFEREES | BT active K&

« Active : VPC MEEZEL TEIRDS , MERETLTE VPC 2B (RIZEHNZEAFNEHRA
FRERD). ELTIRSH |, £— VPC HEHEH AT LAMIBR VPC Xt &iE# , BRTEELE,

(® Note
R VPC FiEN KB EAHEIERERS , N VPC WFEZWRSHREF Active,

- Deleting ( #IBR ) : EATATHIBREERHHXEE VPC WNEEHE. F£— VPC HABESRIM
B active VPC MWEEEMIER , EERE VPC HWIHEEBIRXMBER pending-acceptance
VPC N &EEZBERBNIBER,

« Deleted (EMIBR) : £— VPC HEZECMPERT active B VPC WEiER |, HiERE VPC WHEHE
EMER T pending-acceptance By VPC NEEHEFR, EX—M B+ , TEEZRIEL VPC 5t
EiEE, VPC HEEZENaOERBRASHEE R 2 NI, AFE—HFER2 X, MR VPC W&EiE
BERER—AWSKF AIZEN , NIERRAERMEHREE R 2 Nt

Z VPC XN EiE#

VPC SEEZEEF N VPC 2B —F—K KR, BAILURENEN VPC SIS VPC XNEHiE#RE , B
ETFXEEENNEXR, BFAELHN VPC TEENEMN VPC EREMANZEXE,

TEZEGEA—N VPC EFRANTER VPC EEXNEXR, BHRARD VPC X FiE#E : VPC A Bt
5VPCBMVPCC EEXNEXR. VPCB 5 VPC C *x& , F HLT 8N VPC A Atk VPC B M

£ VPC X &k 3
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VPC C 2 BN EFHER, MREERE VPCB M VPC C 2 AIXFRERE , MAEXME ZH 0|2
—MNE—H VPC X FiEHE,

VPG peering A PC peering

connection connection

VPC X4 R i

BERIUT VPC NEEENRE, EREEERT , EUUEAPFEMKERERE VPC WEE
£, BXEZER , i3 Amazon VPC Transit Gateways (  {Amazon VPC H#R/x) )
Examples ( =% ) o

TEE

- 8/ VPC EEMESNNGE VPC NEEBENHEEGLRHA. AXELZEER , BSH Bl
« TN VPC 2B FEERIRTRIZZ Z A VPC FEERE,

« 87 VPC FWEEEAENEAHRZINELNEZECNNK, XS P A,

o BIEEERERITE VPC £/ Amazon DNS RS 88,

« MR VPC W&EiEREF VPC By IPv4 CIDR RATE RFC 1918 FRiS EMALE IPv4 st SEEA |, X
VPC #9FL5 DNS EH BT AR NFAE IP #hit, TIFFAE DNS THNEMTNELE P st | £
B3 VPC ST B R DNS BATS . BXESEL , #5H SIH VPC X Z5E ik DNS #
#.

o BALAT VPC RNEEERIBNRFEBED IPv6e BfE. B4 NEA VPC KE—1 IPv6 CIDR
B®, 2 VPC RRYSEHIZETT IPvE BIE , XN E VPC #Y IPv6 REMBEE VPC N FEE,

« AXEE VPC WEFEEPHTE it RAERBERER. AXESZRER , B2 WAIRERKA.

E2& CIDR R

« BEEEEBLERNEEMN IPv4 5 IPv6 CIDR 3RHY VPC 2z R G VPC X FiE#,

. MBHREZANIPvACIDRIR , MREEEMA CIDRIREE |, BEH T E0E VPC XWEEHE | BIFEHRIT
BREHAFTESMN CIDR RF{EA IPv6 CIDR 3R,

VPC PR &l 4


https://docs.aws.amazon.com/vpc/latest/tgw/TGW_Scenarios.html
http://www.faqs.org/rfcs/rfc1918.html
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RIEHNE

« VPC NERMZHFERENNFRR, Hltn, 1R VPC A VPC B ZiEEAK VPC A # VPC C 2RIAB
VPC X &iE# , NEFTEET VPC A fHREM VPC B iM% VPC C, £ VPC B M VPC C ZIH]
BRERE , BUTERE CHGE VPC WEERE, AXESEER , B2H HEXNFHN =1 VPC,

I3 P o S AL B E R 1T RV D 45 B3d 43

- MR VPCAEBEERNx , Il VPC B M EIRTTEFER VPC A Ay BB W W < i 8 B Bk M,
- MR VPCA EBERN VPC A FHFMIRE Internet IHRIAY NAT i%% , Ml VPC B F IR IBETLEFER
VPC A F#9 NAT i8& 1518 Internet,

- MR VPCA EEEETNAMER VPN EE , | VPC B FWERTEMER VPN EEZELRAME
JE{I:IO

« 18R VPC A EBEEIATMEN AWS Direct Connect E# |, Nl VPC B FHERTEEH AWS
Direct Connect £ E/\ RN &EE,

« W8 VPC A MK aIBHE Amazon S3 Z| VPC A FIFAE FMEYERE |, Il VPC B FHRRT
SEE A M < im 215\ Amazon S3,

XiEiE VPC X FiE

- XEEE VPC WEEZNRAEZRET (MTU) R 1500 £, XigA VPC WEEEFZFER
i ( MTU & &34 9001 F1 ) . ER , A—XEH VPC WEEZEZFERM, EXERMMNES
B8 , 5ZH (Amazon EC2 AAF#ERE)Y PHEE M (9001 MTU ) ,

o BTN VPC IWNEEES A DNS BT 82Xt E VPC 9FAHE DNS =N EFETNIE IP iy
3k, BfE VPC B9 IPv4 CIDR {2 F RFC 1918 I8 EMFLAE IPv4 bt SEE At 2 a0k,

/\?— VPC *ﬂ%ﬂ

- B VPC Fﬁ*ﬁ_%—ﬂ«}\ﬁﬁﬁ ( R, olE, B2, F4E, BXENR ) NEER, SEEREERX
FiEE, AXEZEERE , HZH Amazon VPC AFEEHPHNESEMIKS X = VPC,

VPC PR &l 5


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/network_mtu.html#jumbo_frame_instances
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
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E VPC X & iE#EE

ERAUTSRKGEZNMER VPC X FikH,

(2

« Bl VPC NEFiERE

- ¥EF¥ VPC X EERE

- 164 VPC XN EEE,

- BEFLER VPC WEFEE

« N VPC NEEEFEMMBHK

- EMENZLAUSIANERSA
« 1B VPC X FiE R T

 MIBR VPC Xt &EiERE

« X VPC NEEEHTRIHE

8l VPC XN FiE

EfE VPC W&k , FELELBEESHM VPC BYNEEEMNER, BULlEREEK,A DN S
—/NVPC 23 VPC N&EiEH# , hafLAEREH M AWS IKF Y VPC BN EERE, X TFXiEHE
VPC W&iE#E (He VPC N FARKXERN) , AMMiERE VPC FrfE X1 HiEK,

EREER , BEE VPC WIEEXEZIER, X TXEE VPC NEE#E , #ZH VPC
FIEXEAXTIEZER, BXRELEE , S H the section called “Accept’s B3 Pending
acceptance WEEENEZER | 55H VPC WEEZEN EmEH,

5

. FREM

s EE-KSMXEPER VPC 632

c ER-—KPNTEXEPER VPC 812

s ETREKF,FME—XEFER VPC #ITIE
« EXEKSMXEPERH VPC #ITHIE

- FRAGTITEE VPC XNEIERE

el 6
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FRF M

« BF VPC WEEEM R MMM

. BREW VPCREESEM IPv4 CIDR R, IBEEE |, | VPC W EEZEMRAF AT R
failed. BN VPC EHME—/ IPv6 CIDR 3t , IIR&IKAER,

EE-KFMXEFER VPC &
R — 0K~ XA A VPC 8 VPC M S

1. BELATMuLFTFF Amazon VPC % #& : https://console.aws.amazon.com/vpc/e
2. HESMBE®KF , % Peering Connections ( F&EiER ) .
3. %$® Create Peering Connection ( BIEX&iEHE ) .
4. BEUTER , AETHEERVUENFERE

o B BULLERREH VPC WEEET B,
« VPCID (#XR7 )  RBREKFHER T2 VPC XFEEM VPC,
« WTEBRERENENS -1 VPC , BEENIKS , REERENS —1 VPC,
o (E ) BERMIRE |, EIEEF Add new tag ( FINFHRE ) |, AR AZIRZNEAE,
5. MURERIRE, EZHER.
6. HURFEWTHITHIAR , EEREZBER,
7. ERMEMEREMERMAR , LA VPC BEARMNIEE , NBFRETUBINSERRRRE.
BXEZEERE , BZH N VPC N HEERFHNHHK.

EE-KFMARXEHER VPC o2
R — 0K~ MRE X SR A VPC I8 VPC M %kl

1. B LT MutiTFF Amazon VPC #2%|#& : https://console.aws.amazon.com/vpc/e
2. HESMBHEF , % Peering Connections ( XI&iER ) .
3. %$® Create Peering Connection ( BIEBX&iEHE )
4. BEUTER , AETHEERVUENFERE

« B BULUER NN VPC NEFEEG R, XHEMACIEER Name UK IEIEENERIR
£,

TR 7


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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« VPCID (#3k7 ) : BREKFPEMTIER VPC WFEEMIERTA VPCo
o IKP O IAREAIKS
- X aBHEXE  RARREERS VPC FiERN XE,
- VPCID (%75 ) : &F#&ES 5 VPC,
5. HERXHiFEIRSP , mFERT VPC AENXE,

6. ESMBEED , £1F Peering Connections ( WFHEE ) . RBEECIEN VPC NEFEE , AB
ERRE, BEZER.

7. HRGERTHTHIAE  EEREZFR,

8. EFRMEMERTMERMAR , LA VPC BEARMNIEE , NBARETUBINSERRRRE.
BXREZER , FSM N VPC N EEEFMHHK.

ERRKFME—XEFER VPC #T6IE
EREMK S M — KSR EA VPC #3R VPC M %kl

1. B AT MuEiTFF Amazon VPC %A : https://console.aws.amazon.com/vpc/e
2. HESMBHEH , % Peering Connections ( X&iER ) .

3. %$® Create Peering Connection ( BIEX&ERE ) .

4. BUOTHTEERGR K AEZKRERCIENFES

« B BAILLUERNEN VPC NEFEZED B, XHEMATIZESR Name BUKIEEERNIRE,
EHRENEESAN ; ¥F VPC WA ETUN VPC HEFEZZH B SHRE,

« VPCID (BR%E )  ERELKFAHPERATAIZE VPC NEEEM VPC,
« Account : 1%&## Another account.

- T ID : WMAERS VPC FIEER AWS K ID.

- VPCID (%75 ) : MAEZATHE VPC NFERER VPC #Y ID,

ETRKF XA ER VPC #IT6IE
HERRMK S RX S A VPC R VPC M ZiE

1. BT MuEITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/o

2. HESMBKS , %8 Peering Connections ( X &ERE ) ,
T R A — KH B A VPC %77 B 8



https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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3. %$® Create Peering Connection ( BIEX&iEHE ) .
4., RUOTAREEERR , A EEHREERUENFEE

« B BAILUERNEN VPC NFEZED B, XHEMATIZESR Name BUKIEEENIRE,
EHRENEESAN ; §F VPC WA ETUN VPC HEFEZZH B SHRE,

« VPCID (#R%E )  ERLKFAHPERATAIZE VPC NEEEM VPC,
« Account : &% Another account.

- TP ID : WMAERS VPC FIEER AWS K ID.

- Xig  RRHEMXE , RAEEFEZ S VPC FIENXE,

- VPCID (%75 ) : MAEZATHE VPC NFERER VPC #Y ID,

AWM TITEE VPC NEiERE
EAER ST &S 0122 VPC XS -

* create-vpc-peering-connection (AWS CLI)

* New-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

¥ VPC N FiE#

#F pending-acceptance JAZSH VPC WEERNERESE VPC WREEESFE TS,
B Deleted WEEENESEL | B51 VPC WEEENEGER, BLEESHOREZTHit
AWS Tk B VPC X EiEEER, WIREEERF— AWS KR8l VPC WEERE |, NEXAE S8
BHEZER,

MR VPC U TARXE , WAFEER T VPC A XE P EZ 115K,

/A Important
BEZEZRERA AWS K VPC EFEE., BERAFARE[AZAE VPC XFEZEKFER
SRIREXS 8B VPC AT RERNIM B R RBNR XHAWENE", EAIUZEHIELT
HER VPC NHFEEBER , IERFEERABUTHEE : BREQHEEREHN AWS KA
188 VPC WIEAEE. BXREZEE , SR B4 VPC HEEE, . BETURKERILE
HH ; BIAERT , BRME 7 RiE2 i,

FERABSITEE VPC XN &EiE#E 9


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcPeeringConnection.html
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B2 VPC WEEER , BT ERARMNFZE FREXNEN VPC ZRAERRE. AXEZER,
BHSH A VPC HEEEEHBHER.

BiER VPC WEEE , BRUTIRIRE

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. FEAXEEFFERESH VPC FIENXE,

3. ESMBEHEH , & Peering Connections ( X&iER ) .

4

RSN EN VPC WEIERE (RAR pend1ng acceptance ) , REMIEERRE. EZHE
Ko BXRANEFEZEGEARRSHNEZEE |, SR VPC WEEENE G AR,

® Tip
MBMTEBE RS E VPC WEERE , BREXE, XEiH VPC X SEEE RUMEES
5 VPC FREXE A # TR,
5. YURZFERHTHEINN , EBREZIER.
6. ii#%uﬂﬂﬂ%ﬂﬁtﬂﬁﬂ%m%z BAmE VPC BEEHFRAMEEHE , NTMARETLEI N EEZRARE,

BXEZEERE , F2H N VPC NEERFHHEEK.

FEABSITEH API 2 VPC WEERE

 accept-vpc-peering-connection (AWS CLI)

» Approve-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

« AcceptVpcPeeringConnection ( Amazon EC2 &if] API )

B4 VPC X EFiEHE

A LR RN B4 T pending-acceptance MRAEM VPC FEFEZFR, BRN{UIEZREE
T EEN AWS IKF B VPC XN EiEE: ; B UELEMATRIER. BX Rejected WNEEHEMN
FZELE , BSH VPC W EEENEH AT,

BiE4 VPC WEEE , TRUATIRIEE

1. BELATMutIiTH Amazon VPC #2#%1& : hitps://console.aws.amazon.com/vpc/e
2. ESMBHKF , % Peering Connections ( X &EER ) .

B4 10


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/accept-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Approve-EC2VpcPeeringConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-AcceptVpcPeeringConnection.html
https://console.aws.amazon.com/vpc/
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3. &EiZ VPC WEFEE , REMIERRE. ELEX.
4. HREWRETHEINR , ERIEBLIBER,

FEHABSITH API E4 VPC X &iEE

* reject-vpc-peering-connection (AWS CLI)

» Deny-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)

+ RejectVpcPeeringConnection ( Amazon EC2 &if] APl )

BE LN VPC NEFERE

& A LATE Amazon VPC 4|8 EFENA VPC XNEiEE, BIABERT |, 4 &8N ERTER
ATHFIE VPC WNEERE , SHEROTECHBRISIELNITEERE, FX VPC NEEZENEME
HMEZELR , §55 VPC WEEEMEREL,

EEREN VPC XNFEE , BRUTIRRE

1. BELATMutiTH Amazon VPC ###1& : hitps://console.aws.amazon.com/vpc/e
2. HESMBEHKD | %8 Peering Connections ( X &ERE ) .
3. REFIHENE VPC NEEE, FRAMERGERERPNERTE,

FERATHTE API #R VPC X &iE#

 describe-vpc-peering-connections (AWS CLI)

+ Get-EC2VpcPeeringConnections (AWS Tools for Windows PowerShell)

« DescribeVpcPeeringConnections ( Amazon EC2 &if] API )

A VPC NEEREMNBHR

EEXNE VPC RHIRflz BB AT IPv4 RE | i@%?ﬁﬁ‘%ﬁﬁ’l\%{ﬁﬂﬂ’ﬂ%W%E*E’J%EHEE%@M%
H. BRHAEBEMAXNE VPC 8 CIDR 3 ( 2 CIDR 3Rty —%8% ) , B¥rH VPC XN EFEEM ID, AX
BEZEE |, i§5H (Amazon VPC AF1E®E) EFE’JEE%E%EEEEO

LTREBARNRY , ZBARATFFAINE VPC (VPCA F VPCB) FHRflzBNERES. 81MNK
EE— N AR ABFRNNE VPC WRELIEE VPC W EIEZENEA,

5 11


https://docs.aws.amazon.com/cli/latest/reference/ec2/reject-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2VpcPeeringConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-RejectVpcPeeringConnection.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-peering-connections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2VpcPeeringConnections.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DescribeVpcPeeringConnections.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
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& B #9ith B #5
VPC A VPC A CIDR S

VPC B CIDR pcx-11112222
VPC B VPC B CIDR Vi

VPC A CIDR pcx-11112222

B, #R VPC XN FEEPH VPC EBXERH IPv6 CIDR # , MR LURNINEE BHREI IPv6 Sk
EX% VPC NiEfE.

AR VPC NEEEXFNBBREENESEE , BERVPC HFEERE,

EREW

s MBHLENENVPC 5EZANEFESBFHTH M IPv4 CIDR REY VPC X , FHEFEKRHBREEITMN
B8 VPC A EHMN VPC KXW HE, AWS HEIAXIFE VPC WEiEEP#HITE — itk 6
Rt sx  IRERRESNE IP HENEHRESRARE, EXEZEE | B55H WARER
H.

- BHKSHEMNEHERALUMNNBZEBRREETN. MR VPC Hi VPC XN EIEEHUE T £ /N
HERNEARZXEES , FZEREAZANFRN , BN FREBE—1MNEENNBHRR XK,

« A LLRLTF pending-acceptance MRAH VPC FEEZARMEA, B2 , LEBHNRESN
blackhole , }H7%# VPC WEFEEETN active RBBF EHKo

7 VPC X EEER IPv4 BXER

1. BEUTMUITH Amazon VPC & : https://console.aws.amazon.com/vpc/s
2. ESMBERD , % Route tables ( BEHE ) »
3. EHREBXPIFTEFMXEKNEHAKRSINSIRE,

MREEBREFRNEREERRAREDELENXEK , XN FRESERBAREIRIXEK,
4. {KIXI%EHE Actions ( #4E ) . Edit routes ( REHH ) .
. 3% Add route (RINEEE).
6. XIF Destination , iHH AXIF VPC WNEEEFHNMEREEDMEIN IPv4 #iEE ., &RATEE
EXTE VPC HWEA IPv4 CIDR 3R, BEEHSEEREA IPv4 it , SINESZBENEEIR IP it
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https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://console.aws.amazon.com/vpc/
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3, 2R , MR VPC B9 CIDRRK 10.0.0.0/16 , NEALIEE 10.0.0.0/24 5
HEMAKH IP ik 10.0.0.7/32,

7. XFER, &FEiZ VPC NEEE,
8. i&#* Save changes (RTFEX )

& VPC MIABERMMFTERXLELIR | LURMERHARET VPC X FiEER 7R & % [ 3 2 &/
VPC,

MREERE AWS XEFEFEA IPve it &R |, MRS EXIFRNFERE, RAE , BALlAR
R BIHEE RN IPv6 BB,

A VPC X E&EERIN IPv6 BZHA

1. B LT MuLFTFHF Amazon VPC ##&l& : https://console.aws.amazon.com/vpc/o
2. ESMBE®ED , £4F Route tables ( B¥HE ) -
3. EPREELHIEFMXERMEBRZINEERE,

® Note
MREZRBEESZFMXENERAR , HEF VPC WERBARENFNEHRK , AEHIA
A LB R

4. {KIXI%E$E Actions (BR1E). Edit routes (4w H).
5. 1%&3#F Add route (RINEEH).

6. XIF Destination , #i AXTEE VPC By IPv6 #i3itSEE ., EBAILUIEEXN S VPC HEA
IPv6 CIDR 3., E{AHSEEHEA IPv6 ik, 2HI1KiE , R XS VPC #9 CIDR A
2001:db8:1234:1a00: : /56 , NEAILAIEE 2001 :db8:1234:1a00: : /64 FHHEMKH IP
it 2001:db8:1234:1a00::123/128,

7. XNTFBH, &#Bi1Z VPC WEHEEE,

i%# Save changes (REEX ) -

©

BEXEZELR , FS 5 Amazon VPC BAFIEM R AR,
FRGSITEH AP RN R H

 create-route (AWS CLI)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route.html
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* New-EC2Route (AWS Tools for Windows PowerShell)
« CreateRoute ( Amazon EC2 &Eif] API )

* replace-route (AWS CLI)

» Set-EC2Route (AWS Tools for Windows PowerShell)
 ReplaceRoute ( Amazon EC2 &ifj API )

EHENLTLAUS| ANERSA

IERLLEH VPC ZEAM AU H AN AN ER VPC AN E2H, IRFEFAVFRERAM
REESXNEN VPC FHESI AR AXEBKRIKH,

ER

o X&E VPC AJLAREBHWIKF K VPC , b A LZ S —AWSIKF Y VPC, BE S —NAWSIK A 5|
AZ44 , {51 Source = Destination FERFZIEMK S ; Hl40 123456789012/sg-1a2b3c4d,

 BEESIANTFARXEANITE VPC WEEH, MEEAXNSZE VPC # CIDR R,

s BAEXNZE VPC #5|f%L£H , VPC NEEELTA FactivelR o

c MRBHERAEENEIPERZFEFND FMNINFANEFzEAELTE , N ATEFRXFENEHH
RLAAYREBESZFZBART. BNEHNLLEAXREIAZE —NEFNFE IP it RKEERE—
NEHIEFMEY CIDRSEEERR. MRESIHE —MNEOINEZLAERR , WRLEAFAYREE
L 2 BB

EREFEERLZEENN

1. B LT MuLFTFF Amazon VPC ##&l& : https://console.aws.amazon.com/vpc/o

2. HESMBEHKH , % Security Groups ( T4 ) o

3. ERZRLA , ARMKNERRE. FEAUMANSUERALEMRN | RAOKIZFRIRE, REHEN
T SAE S hF I

4. ERMAN  FEEERMAN , RAEEERE, HPMKOTEE, NTR ( AWBAN ) HEHF (H
AN ), MAXE VPC FRLAN ID (MRNVTE—XE ) HixtE VPC ) CIDR 3R ( tR{u
FrREXSE ).

(@ Note
X% VPC HN R AR HIR R,
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https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Route.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-CreateRoute.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Set-EC2Route.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-ReplaceRoute.html
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud VPC 3%
5. ERBINAEVAN , FERHEE (flw, RIER ) .

6. EMIBRAN , HiEFIZHNEHIMER,

7. BEBRTEAN,

ERAWTTERAWLAN

authorize-security-group-ingress (AWS CLI)

Grant-EC2SecurityGrouplngress (AWS Tools for Windows PowerShell)

Revoke-EC2SecurityGrouplngress (AWS Tools for Windows PowerShell)

* revoke-security-group-ingress (AWS CLI)

{5 Al 85 & 1T SE AT H A AL

+ authorize-security-group-egress (AWS CLI)

* Grant-EC2SecurityGroupEgress (AWS Tools for Windows PowerShell)

* Revoke-EC2SecurityGroupEgress (AWS Tools for Windows PowerShell)

* revoke-security-group-egress(AWS CLI)

flan , EEFHE LA sg-aaaallll BLATFEN HTTP WX VPC FH sg-bbbb2222 3# 1T A LA
B , AIBABEA LT AWS CLI @15

aws ec2 authorize-security-group-ingress --group-id sg-aaaallll --protocol tcp --
poxt 80 --source-group sg-bbbb2222

EEHREAHMNE , FH describe-security-groups B REFREAMN 5| AR LA,
HWESIANZE4

EREENE VPC FHNZLEHNPREERESIAENLZLE  BRKFFHN—IRZSANLRLAFER
L;{—Fﬁ"%z_o

» describe-security-group-references (AWS CLI)

+ Get-EC2SecurityGroupReference (AWS Tools for Windows PowerShell)

« DescribeSecurityGroupReferences ( Amazon EC2 &if] API )
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https://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-ingress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-egress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupEgress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupEgress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-groups.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-group-references.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2SecurityGroupReference.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DescribeSecurityGroupReferences.html

Amazon Virtual Private Cloud VPC &

EUTREIF |, MERREZEH sg-bbbb2222 IEFE# VPC vpc-aaaaaaaa PHE LA :

aws ec2 describe-security-group-references --group-id sg-bbbb2222

{
"SecurityGroupsReferenceSet": [
{
"ReferencingVpcId": "vpc-aaaaaaaa",
"GroupId": "sg-bbbb2222",
"VpcPeeringConnectionId": "pcx-b@4deed9"
}
]
}

MRMER VPC HEEE , REXNE VPC WA EMBRSI ANRLE , NRLAHANTI,
EAERREHMNN

TR LAMNZE -5 AR VPC HxHF VPC HHERIBRZ2ANMN |, SH5IA VPC WNFiEHE
EMERAINE VPC HNZ2 AN, REFTLNENZEAF B BBRINREANN , BH4M
FHMEREN. SRLAMNERERT VPC MFEZEMEBI AR , MREFEHEEH VPC 4
BTN VPC WEEE , WLZ2AMNFABIRC AL,

B LAEFH Amazon VPC 2§ A EFMMIERE S VPC I ZEHMN,
=5 MRS Bt =22 E BN

BN LA T MUt 3TH Amazon VPC #&l& : https://console.aws.amazon.com/vpc/o

ESMBE®KT | %$F Security Groups ( Z24 ) -

1£$# Actions (#£1E). Manage stale rules (B2 B HL ),

XF VPC , BEFEEIRMUB VPC,

1% Edit,

IR IBF EMBRAVFNISZ LY Delete ( MIBR ) #=H. #%$R Preview changes (IR EX) , REEE
Save rules (fRFHN),

I T o

FRAGTITH API RGNS Z 2 HAN

+ describe-stale-security-groups (AWS CLI)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-stale-security-groups.html

Amazon Virtual Private Cloud VPC &

» Get-EC2StaleSecurityGroup (AWS Tools for Windows PowerShell)

« DescribeStaleSecurityGroups ( Amazon EC2 &if] API )

LT RHIF , VPC A (vpc-aaaaaaaa) Ml VPC B X% , H EEMBER VPC WEFiERE, &

£ VPC A FZ 44 sg-aaaallll 5| T VPC B ##y sg-bbbb2222, TEREH VPC 1217
describe-stale-security-groups @5 H , MBI RRELLYH sg-aaaallll BEFF|AT sg-
bbbb2222 g2 &t SSH MM,

aws ec2 describe-stale-security-groups --vpc-id vpc-aaaaaaaa

{
"StaleSecurityGroupSet": [
{
"VpcId": "vpc-aaaaaaaa",
"StaleIpPermissionsEgress": [],
"GroupName": "Accessl",
"StaleIpPermissions": [
{
"ToPort": 22,
"FromPort": 22,
"UserIdGroupPairs": [
{
"VpcId": "vpc-bbbbbbbb",
"PeeringStatus": "deleted",
"UserId": "123456789101",
"GroupName": "Prodl",
"VpcPeeringConnectionId": "pcx-b@4deed9",
"GroupId": "sg-bbbb2222"
}
1,
"IpProtocol": "tcp"
}
1,
"GroupId": "sg-aaaallll",
"Description": "Reference remote SG"
}
]
}

RN Z AR 17


https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2StaleSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DescribeStaleSecurityGroups.html

Amazon Virtual Private Cloud VPC &

KIS ZSARNE , BRI revoke-security-group-ingress B revoke-security-group-
egress a5 R H MR,

18X VPC 3 F ik ik

ERB R VPC X EEELUNIT T HIRE -

« {# VPC RBEBEEIIXNE VPC R EHIMNERRTRNAE IPv4 DNS EHBHETHFE IPv4 bk, B
XEZER , B TN VPC XN EHIERER DNS @47,

RIK VPC XS F&EEER DNS f#4T

EfE VPC st B HBEEXNF VPC FHIXPIEWETFAKE IPv4 DNS EHB BT NG IPv4 thilt | B2
PHERI BN FERE,

2R DNS 41L& 1 DNS #4758 A VPC,

PIEMAIN FERER |, TEE A DNS B, BAUNLT active RENAEXNFEEREF
DNS ### %%,

SRHLNS XY ZE A0 DNS @47

1. BELATMuITH Amazon VPC #&1& : hitps://console.aws.amazon.com/vpc/e
2. HESMBEHKS , %R Peering Connections ( X&iERE ) .

3. &EFiZ VPC X&EEE  REMREFRE. &RE DNSRE,
4

ERAREXNE VPC WEHMBT N SN VPC hFAE IP bt | FiRBHETUIERNRE
3 VPC W& /5 A DNS f###, %A Requester DNS resolution (&3R5 DNS #47) =
Accepter DNS resolution (#3275 DNS f##7) , E4&BUR T VPC RERAEREZFH VPC,

5. WMREXNE VPCHTE— AWS s, MATARE A EEEFHFHA VPC 5 H DNS B4,
i%# Save changes (REEX ) -

WRNE VPC EFER AWSH AR XEF , MXEF VPC WA ELANEF VPC 215 |, #h
TE2E 45 RRERREFER

N o

FRAGSITH API B B DNS @47

» modify-vpc-peering-connection-options (AWS CLI)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-egress.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-peering-connection-options.html
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» Edit-EC2VpcPeeringConnectionOption (AWS Tools for Windows PowerShell)
« ModifyVpcPeeringConnectionOptions ( Amazon EC2 &if] API )

MRER VPC WEEENBERE , MSTERERE VPC XNEFIET , MRER VPC NEEEN
BRE , WsigciEsE VPC NEFET, BALUER describe-vpc-peering-connections 2% Get-
EC2VpcPeeringConnections @5 REIEBfh VPC 2 VPC WEEENESEMBERE, X TXiEE
NEEE  BXANERERE VPC HXEXREHIERE VPC WEERIED , £RESZH VPC HXE
SRAEBIEZ 5 VPC WEERIEI,

FE R | BE VPC NEEEWERIES , HIEA AWS CLI SN EEZEIN , TR :

aws ec2 modify-vpc-peering-connection-options --vpc-peering-connection-id pcx-aaaabbbb
--requester-peering-connection-options AllowDnsResolutionFromRemoteVpc=true

HER VPC 34 & E 1

FNEEEFRE— VPC HWIREEE T LARERHIBR VPC XN ST, &8 7] LU BRIEFTE RAVIRAS DR
pending-acceptance K VPC X &iE#,

BT ERBRAL T rejected RSK VPC NEFiER, Hila B3N ERIBRES,

£ Amazon VPC 12 & & i BR4ENES) VPC XN EEEMN —EB 2K VPC L MlBRiZ VPC 3 EiE

B, MREFERTEHMKS P VPC B VPC WEER , BES —FHEZIERZ AR T &1
VPC , ] VPC ﬂ%ﬁ?&mﬁ*&ﬂﬂwﬁo BT EM BRE MK B VPC & B9 pending-acceptance
BRI R BN VPC, BAME FIEL L VPC N EIEZER,

I RS S5 AT |, IRAIRIE N Deleting , %Fﬁ“’“ﬁj Deleted. EIZEMBREFTEEESZ, IEL DR
B, A RANEEZEREFZKNATLANEZER , SR VPC NEEENEHER,

EMIBR VPC N EFEE , BIRUTIRIRE

1. BELAT®utiTH Amazon VPC ###1& : hitps://console.aws.amazon.com/vpc/e
ESMBEESF , %$F Peering Connections ( FFiEHE )

% VPC X FiE#,

iR IR Actions ( #4E ) . Delete peering connection ( ilBRX &iE#2 )
BRI ITEIAR |, A delete , RA/F%ER Delete ( MIBR ) -

o A w0 b
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https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcPeeringConnectionOption.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-ModifyVpcPeeringConnectionOptions.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-peering-connections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2VpcPeeringConnections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2VpcPeeringConnections.html
https://console.aws.amazon.com/vpc/
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FERAGSITEH API Bk VPC X EiEE

+ delete-vpc-peering-connection (AWS CLI)

* Remove-EC2VpcPeeringConnection (AWS Tools for Windows PowerShell)
+ DeleteVpcPeeringConnection ( Amazon EC2 &if] API )

X VPC XN FiERE#ITRIEHE

MBSIEMI S VPC SREAIREREE VPC R FREHEE 8 , WHATE TR

+ HFEA VPC R ENER , RIER TR0 RRT R LEFUNE VPC 3 B MR K %
5| VPC NEIEBNBE, BXESEL  WEH EfBEE,

« XF EC2 £l , WiF EC2 RFIMNZLARBAWKRBENEF VPC WRE, AXESER , BHZH Bl
AXNEREH,

« NFEANVPC FRENMHR , RIEEFNAME ACL REARBENE VPC WiRE.

1836 A LAE Al Reachability Analyzer IRBIFHEEERBNVAHY |, flUEHEK. RLHAHIME ACL, &
KXEZEL | 24 Reachability Analyzer £ &I,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcPeeringConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DeleteVpcPeeringConnection.html
https://docs.aws.amazon.com/vpc/latest/reachability/
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VPC 3 FE AL E

BUR M5B T FRIRER VPC WEFEIE.

BE
- GeiEEEAN VPC WERAK VPC NERE
- EABERBN VPC XNERE

BEREOEAN VPC NEEHK VPC NERE

A LABLE VPC WEiEE , MERAXRITLIBRIXNZE VPC BHE/ CIDR R, BXUBEEEHRE VPC
NEEERENTENEZEE , BSRVPC HNERE, BXEIEBANER VPC IEEENEZER
BESFEER VPC X &iE#E,

BXEMBHRNESEER , FSHN VPC NEEEFHMAH K.

[

. HEMZHFEA VPC

- —A VPC 54 VPC EENEXXK
« HEXNZFEN=1 VPC

- HEXEHNZA VPC

MENFHHA VPC

FEHEED , VPCA Fl VPC B 2 AIEEXNEER (pcx-11112222), X% VPC &FRE— AWS Ik
F, HEHE CIDREBEESE,

__r

YPC peering
connection

HEAEMANFEMERFHRNRG VPC &Y, TR AZIXMRENEE. HlW , ENKFIERRE
VPCA , AMFIEFRKIRE VPC B , MEFEXMA VPC #E% ToBR b 77 8] 48 B A iR

# A VPC CIDR

B E| VPC CIDR # 21
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ERFE VPC Y CIDR REVRERIEE VPC WEEEMNEE , NMEHE VPC HIERHE XK.

BRI TR =]:of: B#R
VPC A VPC A CIDR PN

VPC B CIDR pcx-11112222
VPC B VPC B CIDR it

VPC A CIDR pcx-11112222

% IPv4 VPC CIDR

MR VPC A M VPC B HZMXEKE IPv4 CIDR 3t , M AT LAERAX % VPC KE8 % 28 IPv4 CIDR
REVEEHRREH BN VPC HIERE R,

B TR H§it B#R
VPC A VPC A CIDR 1 it
VPC A CIDR 2 VN
VPC B CIDR 1 pcx-11112222
VPC B CIDR 2 pcx-11112222
VPC B VPC B CIDR 1 VAN
VPC B CIDR 2 R ith
VPC A CIDR 1 pcx-11112222
VPC A CIDR 2 pcx-11112222

IPv4 1 IPv6 VPC CIDR

R VPC A M VPC B BXEXH IPv6 CIDR 3% , M AT LAE XS E VPC #Y IPv4 A IPv6 CIDR 3REVEE B
KREFHEN VPC HEEHR,

HEXNZENHAN VPC 22
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BRI TR B #9ith B#R
VPC A VPC A IPv4 CIDR S
VPC A IPv6 CIDR PN
VPC B IPv4 CIDR pcx-11112222
VPC B IPv6 CIDR pcx-11112222
VPC B VPC B IPv4 CIDR PN
VPC B IPv6 CIDR 73
VPC A IPv4 CIDR pcx-11112222
VPC A IPv6 CIDR pcx-11112222

—/NVPC 5FN VPC EEXNEXR

EEBZE—1H0 VPC (VPCA)., VPCA 5 VPCB 2ZHHK VPC XEiEH#E (pcx-12121212) , LA
% VPC A 5 VPC C 2 VPC J&iE#E (pcx-23232323), FIAIX =1 VPC 4 FRE— AWS Ik
P FHE CIDRIEEES,

VPC peering A PC peering

connection connection

VPC B #l VPC C &2&X VPC A EEHEBEXRIERE , A VPC WEFZFEBEMERNERXR, &1
LAfE VPC B 5 VPC C z a6l VPC XW&iE# , l HENEMN =/ VPC # /iR, BXFAXEFNITE
FENEZER |, FSHthe section called “VPC 3 &R,

HEBEDL VPC LIHAHEM VPC FEVRMNAR (MRS FRE ) i, TRFECAXMNEE, &
fit VPC TRHRMAEN TR ; ©NRFHE AL VPC EHNEFIR,

BT HAE#H SN VPC HEEHK , MEES VPC REM — CIDR RRKXILEE,

—/NVPC 54 VPC EBEWEXR 23
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VPC 3%

BRI &

VPC A

VPC B

VPC C

SR: ok
VPC A
VPC B
VPC C
VPC B
VPC A
VPC C

VPC A

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B 5
i
pcx-12121212
pcx-23232323
b
pcx-12121212
7 3

pcx-23232323

BABOREEY REIH A VPC, 1, VPC A 5 VPC B BRI IPv4 # IPv6 CIDR B VPC
G #THE , BHEM VPC 2EARMBENEF. HIEF , &FKRT VPC HEEE,

BUTHAERBHER.

—4VPC 5/ VPC EBEWNEXR
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VPC 3%

BRI &

VPC A

VPC B

VPC C

B Ayt
VPC A
VPC A
VPC B
VPC B
VPC C
VPC C
VPC D
VPC D
VPC E
VPC E
VPC F
VPC F
VPC G
VPC G
VPC B
VPC B
VPC A
VPC A
VPC C

VPC C

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B 5

i

Vi
pcx-aaaabbbb
pcx-aaaabbbb
pcx-aaaacccc
pcx-aaaacccc
pcx-aaaadddd
pcx-aaaadddd
pcx-aaaaeeee
pcx-aaaaeeee
pcx-aaaaffff

pcx-aaaaffff

pcx-aaaagggg
pcx-aaaagggg
PN
S
pcx-aaaabbbb
pcx-aaaabbbb
73
i

—4VPC 5/ VPC EBEWNEXR
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VPC 3%

BRI &

VPC D

VPC E

VPC F

VPC G

B Ayt
VPC A
VPC A
VPC D
VPC D
VPC A
VPC A
VPC E
VPC E
VPC A
VPC A
VPC F
VPC F
VPC A
VPC A
VPC G
VPC G
VPC A

VPC A

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B 5
pCx-aaaacccc
pcx-aaaacccc
7 3

i
pcx-aaaadddd
pcx-aaaadddd
S

i
pcx-aaaaeeee
pcx-aaaaeeee
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VPC

VPC

VPC

A

B

C

CIDR

CIDR
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B &R B Ayt B R
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R VPC A M VPC B RIETEH IPv4 #l IPv6 CIDR 3R , 1 VPC C )% F IPv6 CIDR R , EEMTHR
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B TR B E B#R
VPC A VPC A IPv4 CIDR i
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VPC B IPv6 CIDR pcx-aaaabbbb
VPC C IPv4 CIDR pcXx-aaaacccc
VPC B VPC B IPv4 CIDR it
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pcx-bbbbcccce
pcx-bbbbdddd
pcx-bbbbeeee
pcx-bbbbffff
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VPC D CIDR pcx-bbbbdddd
VPC E CIDR pcx-bbbbeeee
VPC F CIDR pcx-bbbbffff
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VPC A CIDR pcx-aaaadddd
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VPC C CIDR
VPC D CIDR
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VPC E IPv6 CIDR pcx-ddddeeee
VPC F IPv4 CIDR pcx-ddddffff
VPC F IPv6 CIDR pcx-ddddffff
VPC G IPv4 CIDR pcx-ddddgggag
VPC G IPv6 CIDR pcx-ddddgggg

VPC E VPC E IPv4 CIDR 7R i
VPC E IPv6 CIDR 2R i
VPC A IPv4 CIDR pcx-aaaaeeee
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VPC B IPv4 CIDR pcx-bbbbeeee
VPC B IPv6 CIDR pcx-bbbbeeee
VPC C IPv4 CIDR pcX-cccceeee
VPC C IPv6 CIDR pcx-cccceeee
VPC D IPv4 CIDR pcx-ddddeeee
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VPC G IPv4 CIDR pcx-eeeegggg
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VPC E
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PR TR B8t B#R
VPC C IPv6 CIDR pcx-ccccgggyg
VPC D IPv4 CIDR pcx-ddddgggg
VPC D IPv6 CIDR pcx-ddddgggg
VPC E IPv4 CIDR pcx-eeeegggg
VPC E IPv6 CIDR pcx-eeeegggg
VPC F IPv4 CIDR pcx-ffffgggg
VPC F IPv6 CIDR pcx-ffffgggg

BEREREN VPC XNFERE

BT AR VPC WEEZRBHREAR , UREIXE VPC IFM CIDR 3R, 4E CIDR# (MR VPC H
ZA CIDR R ) B ER RN HRINR, EXLERFIF , — A VPC EEEEE CIDR RN ELH
MNRES VPC FWZEiERE,

BXRURFERE VPC NFEEBREENATRTH , FSRVPC HELE. BXREM VPC WFEEMN
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« HE—4 VPC RREFMBIFEA VPC

« iHA—4 VPC H45E CIDR REIFH A VPC
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s —MEARKEREEXRIGRFE A VPC Y VPC
% VPC BRE
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WEEEE—1MNEEHENFRBHL VPC (VPCA) . VPCA 5 VPCB 2ZEM VPC X FER (pcx-
aaaabbbb) , A& VPC A 5 VPC C 2 HK VPC X &iE#% (pcx-aaaacccc)e B/ VPC REEGM
VPC A 1 — /N FH A IR,

Subnet 1 Subnet 2

FW 1 WEBRFER VPC S EiE# pcx-aaaabbbb X5 VPC B 9& 4 CIDR 3, VPC B HIi§
M EA pcx-aaaabbbb kXiAE VPC A HFM 1 B CIDR 3R, M 2 HERHKRMER VPC XN &EiE
¥ pcx-aaaacccc ¥KifE VPC C HEA CIDR 3R, VPC C MIBEHFRMERM pcx-aaaacccc RNAG[H
VPC A #¥M 2 89 CIDR 3,

PR TR B8t B R
FM 1 (VPCA) VPC A CIDR it

VPC B CIDR pcx-aaaabbbb
FM 2 (VPCA) VPC A CIDR 253

VPC C CIDR pcx-aaaacccc
VPC B VPC B CIDR PN
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VPC C VPC C CIDR PN
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Erf EHKEKR IPv6 CIDR 3R, &R LAER VPC W FE#EME VPC B B2 BT IPv6 5 VPC A RV F
M 1EE. Nk, FH VPC A WEREARFIN—F BN VPC B B IPv6 CIDR SREVERH , # VPC
B WEHAKRMNN—FEMNHAN VPCA HRFM 1H IPv6 CIDR REVEEH.

B B# iy B #5 AEEWM
VPC A HEYFX 1 VPC A IPv4 CIDR K i
VPC A IPv6 CIDR 7 Hth VPC R B3R INE A
T IPv6 BE YA i 3§
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VPC B IPv4 CIDR pcx-aaaabbbb

VPC B IPv6 CIDR pcx-aaaabbbb F VPC B B9 IPV6
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VPC A FHIFH 2 VPC A IPv4 CIDR Vi
VPC A IPv6 CIDR it VPC R BEIA IR A
F IPv6 BE At B
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VPC C IPv4 CIDR pcx-aaaacccec

VPC B VPC B IPv4 CIDR it
VPC B IPv6 CIDR R i VPC R B3I INE A
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VPC C VPC C IPv4 CIDR
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pcx-aaaabbbb
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VPC C
VPC B
VPC A
VPC C

VPC A

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B R
7 3
253,
pcx-aaaabbbb
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BRI VPC A4EE FMEY—1 VPC

EBEE— 1 EE—1MNFMHHL VPC (VPCA) ., VPCA 5 VPCB 2B VPC 3 EERE (pcx-
aaaabbbb) , BA& VPC A 5 VPC C Z[E# VPC Xt%i%# (pcx-aaaacccc), VPC B M VPC C &5l
BRNFM, VPCA 5EVPC B 2RI EEZNER VPCB FH—NFM, VPCA 5EVPC C 2Zid

XY SEEZMNER VPC C FH— N F M,

|| I || 1
N v

s

LB VPC EEHM VPC EEHRMEANRIREE (10 Active Directory RS ) B, iR
BYERE, 0 VPC TEAZETHREZITEN VPC,

VPC A BB XRFEANFERERNBRNE VPC B EFN. T 1 WEHBAXRERE VPC A 933
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VPC A CIDR ####
VPC C CIDR
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MRBHWEN VPC EZANVPC B THEERE , AEXE VPC EFEERTH A CIDR # | iHHR
E%EH%%@E%Té—r"ﬂvfﬂnmmgMﬁa'g VPC REZFEIZM VPCo AWS FX#1E VPC I EiE i
TREROEHBERES  IREHESHNER IP FHNEHREEZRBEER,

Hlan . VPCASVPCBMVPCC EBEXNEXRR, VPCBMVPCC EBE CIDR¥ , HEHEH TN
BAIE CIDR 3R, VPCB H¥M 2 WM FTIEM VPC X FiE# pcx-aaaabbbb BLiG R VPC A §9
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RTHEXFER , BULCEEMIERBARME VPCARKHK , HEWi I VPCBHFMN 2 B
CIDR , B#: pcx-aaaabbbb, HT#HAEMEXA , Bt , BRI FM 2 CIDR BWREFEHE
VPC & %$# pcx-aaaabbbb

®E , EUTRAIF , VPC A BEREXN AN VPC XNFEEHBEEZSNFRMRIEMH. VPC A AL
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B EHED AT,

BRI E B 5
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£, LA VPC B # VPC C £=# CIDR thutSBE R BRI AT B HAitREH BT pcx-aaaacccc BHE

VPC C,

Subnet 2 Subnet 3
m;;;n';:x FFD FFD FFD
\
/
4

Subnet 1
I

VPC B REARKKAIRCEEFETRS VPC NEFEENKEMARA, MIEHMEREREI T T

Bl H (FELLBIH |, 5 VPC X &EEHE pcx-aaaaccec) #HITHH,

B E R =]: vk B 5

VPC A VPC A CIDR # PN,
## X IP ## pcx-aaaabbbb
VPC C CIDR # pcx-aaaacccec

—MERRKBRTERIERFH A VPC B VPC

46



Amazon Virtual Private Cloud VPC &

B R =]:of: B#R
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B8 , VPCD M VPCZ EHES CIDR#R, VPCD 5 VPC X 2 AN ERERSIN VPCD HH F
M2, VPCXEVPCZZHEWWNEREREIN VPCZ FHFM 1, XHEERNTHEFRIME VPC X M
VPC D = VPC Z W ERE , NS NRNRELXE EHHY VPC,
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VPC N&EHHR

AR TEERREEZEREN VPC 2B , HARELHEN VPC 5EFE AWS IKF 8 VPC ZE&
B VPC X FiE#E, UTARAUFBYEBERES TEENERNEE,

=1

=
« ERNIHES VPC EANFRRUEHRN TR TE 15
« 54 VPC XE LR KRR

ERANRES VPC EANEXRRUEEX TRV TR

GRS  BHFLENAIHES VPC EENEFEXRR , LEEME VPC 2BXATERFEHE,
THR-Z£RF :

« BRRRAEF-NMHATUSEHIIN VPC , Uk S —TAT2IFET VPC, MERMIIEZHLFA 1T
BIPWFRERER , MITEIEERRMSHIIRNREER,

« BHARIEEZNITEHI], BNFITEEEHCH VPC, HLEE VPC AFR— AWS IKF T , mEM
VPC & F B —N AWS Ik o BHEFAE VPC HEXRSE , MEFEESNIT A UTLIHRMAE
B &R

BRUMAALFTRIRE VPC NSEREENBBHRNESFELR , BSRUTXH

- HEXFHHA VPC
- HEXFH=4 VPC
- HENENZ4 VPC

B X1 Amazon VPC ##H| & IZMER VPC NEEENEZEER |, HSRMFER VPC X EHiERE,

55— VPC NELLFRIEFRIE

EFRAP | BEE—NFLVPC , EREEEEHM VPC HEMN AR, H VPC JREEENE
VPC £ HIP2HRINR , @A , & VPC TJREEEH D VPC W2 HRNE, TEAR—
LR -
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o BTN ITHITEE-MNATFXHHREN VPC, EBFLEHM VPC 5EiZF L VPC XHE , BR , 7%
HEHM VPC HEXERE,

- BHLATREE—NEEEFHAEN VPC, SNMNEFHAUSEN VPC 812 VPC WEiEE , AR ,
EPEEBER VPC XNENHM VPC BARE , bR THEMEFNEA,

- BWBEH—AT Active Directory fR$# VPC, X% VPC FH4&ESKHIME Active Directory ARS8
KEER , BEEFL VPC HELIHFENR, F0 VPC TEXNE VPC WESHRMNE ; © RE W
BRI & 3% B B4 E SR,

AKX Amazon VPC Z2H| &R EIZMER VPC NEEENESER | BSREM VPC HFEE,
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& T VPC X &EER Identity and Access Management

RINMERT , APTEMERER VPC NEEE, ERFX VPC WEEZRFNIHRMNR , HF
IAM policy Kt iNE| &% IAM &17

~l

« Rfl : BlE VPC NEFERE

« R~ 2 VPC NFERE

« R : BIBR VPC XN FiER

- RO EBEKS, P IE

- 1B ERRHEEE VPC NEERE

BX Amazon VPC BELUR BENMREX N ERANZGRNIR  HSH (REENSE) 11
Amazon EC2 HIR1E., RIREMFHE,

ROl B2 VPC XN HFiERE

LA e #2 5 F P AR LA AA#R12HE Purpose=Peering Y VPC X812 VPC X EEEER, F—%
EBEAXN VPC BIREMAZMHE (ec2:ResourceTag), B E , CreateVpcPeeringConnection #
{EMY VPC BRIRLNERE VPC,

BoREBARTRAPNRUGE VPC WEEERR , HILER * BEFAERHERR ID.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Peering"
}
}
},

{
"Effect": "Allow",
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"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc-peering-connection/*"

}

UTRERTIHE AWS IKFFBAFXIR , UEAEEXESSTHEM VPC €32 VPC NF&E: |, B
RNEEZINFEEN VPC REEKS PRSE VPC B,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id-1:vpc/*"
1,
{
"Effect": "Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id-1:vpc-peering-connection/*",
"Condition": {
"ArnEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:region:account-id-2:vpc/vpc-id"
}
}
}
]
}

ROl ¥ VPC XNEERE

UTERBERFAFPNE , UEZRBSEE AWS IKFH VPC WEEEIER, XEEBTHIEAFES
RERAKFH VPC NEFIEEER, BAFEA ec2:RequesterVpe U558 HISEHE L KR

"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
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"Resource'": "arn:aws:ec2:region:account-id-1:vpc-peering-connection/*",
"Condition": {
"ArnEquals": {
"ec2:RequesterVpc": "arn:aws:ec2:region:account-id-2:vpc/*"

UTRERFAFPNR , MEEMNY VPC EBHRZ Purpose=Peering Bt #% VPC JW&FiFR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Peering"
}
}
}
]
}

RO BER VPC X &FiE

LAT SREE IR F 45 2 0K P /P B9 A ABR LA BR1EAT VPC X &5E$E |, FAEE VPC (LA TFR—KFH)
HEEBRIN . ZKBRREIATIEE ec2: AccepterVpc M ec2:RequesterVpc &#%4A , N VPC T
BERIRIA VPC N EEEBRPWIERE VPC SXtEH VPC,

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": "ec2:DeleteVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc-peering-connection/*",
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"Condition": {
"ArnNotEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:region:account-id:vpc/vpc-id",
"ec2:RequesterVpc": "arn:aws:ec2:region:account-id:vpc/vpc-id"

R EEEKF R TE

LTERBEETFAPNRAERSERS FLAE VPC NEEE, AFAUES. /&, B2, ELMBIR
VPC X &E#E |, AR R ib1ER TR AWS K/,

B—REBARTFAFPNBRUEERME VPC WEERE, EXMERT , Resource TRFE * BEF ,
® Itk API #24E (DescribeVpcPeeringConnections) YT A FERENR,

B-REIRTRAOKBRUGIE VPC WEEE , AHRBFEKS PHAAE VPC LERITIIRE,

E=FEBAUER * BEMEN Action TEN -5 , MEAE VPC NEEERER TR, &4
ZHRBHERIABNER TSR VPC BUK VPC XFEZENITRIE, fln , REZEHFRE VPC
BTARKS , WAFTERER VPC NEFEE, RPTESETFARKSH VPC 81 VPC WEFE
B,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "ec2:DescribeVpcPeeringConnections",
"Resource": "*"

1,

{

"Effect": "Allow",
"Action": ["ec2:CreateVpcPeeringConnection", "ec2:AcceptVpcPeeringConnection"],

"Resource": "arn:aws:ec2:*:account-id:vpc/*"
},
{
"Effect": "Allow",
"Action": "ec2:*VpcPeeringConnection",
"Resource": "arn:aws:ec2:*:account-id:vpc-peering-connection/*",
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"Condition": {
"ArnEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:*:account-id:vpc/*",
"ec2:RequesterVpc": "arn:aws:ec2:*:account-id:vpc/*"

R EREFSEE VPC NFER

E1f Amazon VPC ###| A EE VPC WEEE , AFA4AHEER
ec2:DescribeVpcPeeringConnections BN, EFACNENEEZETE , ARXTHE
£/ ec2:DescribeVpcs BEMNR, X AR FEHNRUEEMIEE VPC, &7 LU R R AR AL
FATFFAE ec2:*PeeringConnection PR (ec2:DescribeVpcPeeringConnections BR4N).

UTRERFAFPNRUAESE VPC NEiEE , HFEH Create VPC Peering Connection ( 812 VPC
WNEERE ) WiEEBRERAESEERE VPC 9 VPC WEiERE, MRAFZRVEFRATEERE
VPC #9 VPC 3 &iE#E , MIERS XM,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect":"Allow",
"Action": [
"ec2:DescribeVpcPeeringConnections", "ec2:DescribeVpcs"

1,
"Resource": "*"
.
{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": [
"arn:aws:ec2:*:*:vpc/vpc-id",
"arn:aws:ec2:*:*:vpc-peering-connection/*"
]
}

]
}
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VPC X FiEEBL
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BXRER VPC NEEENANNESEE , S VPC XERH,

BxHftt Amazon VPC Bl , E2 1 (Amazon VPC AFIERE) FH Amazon VPC Fi#i,
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