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« AWS::ElasticLoadBalancingV2::LoadBalancer

- AWS B AT EG — BHEBEESN AP, FAIEGXIFSEZFMAGEE , LNitEZ
. LEBEFEREFAMNLEHEIR. BXELZELR , BSRABEIE AWS,

- &) APl — RREEFER HTTPS B RBAMNKE S API B, FERAZEH API 215E Amazon VPC
WREEAR. B2 , CEELNNARFLERASNNFMAER , AINERBFEALSBERUAR
A IBEEIR, BXEZER |, SR (Amazon EC2 APl %) ®H# AWS PrivateLink 4,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointconnectionnotification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservice.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservicepermissions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://aws.amazon.com/privatelink/pricing/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://aws.amazon.com/blogs/apn/reviewing-dns-mechanisms-for-routing-traffic-and-enabling-failover-for-aws-privatelink-deployments/
https://aws.amazon.com/blogs/apn/reviewing-dns-mechanisms-for-routing-traffic-and-enabling-failover-for-aws-privatelink-deployments/
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c NELFHOE-IMRELE , LAWKRBITENA CIDR REY A SSH RE,
« AXRBIOIBR—IRELE , MATKREELZ2ENZLAMN AL SSH RE.

o B2 |IAM =4I EL B 34 H B tnCloudWatchReadOnly i/ [7] 28 B

BEE2EN

1. B LT MuLiTFF Amazon EC2 #2#l& : https://console.aws.amazon.com/ec2/,
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4. RBRAEGMEGIKE,

5. XTF Key pair ( #8X ) , BEBEHZRHAX,
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/ec2/
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X F Subnet ( M ) , EELEFM,
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2FNERRLA,

7. ERBHEH,

=St
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FHI2 3 : Mid CloudWatch 5 [ fX R
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CloudWatch,

S8, 3 : it CloudWatch 1778 X BR 9


https://console.aws.amazon.com/ec2/
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
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mREBEEIUnauthorizedOperationfiix , FHRIZZEHIER AFHBEE IAM B CloudWatch,
MRFRER |, FRIUMLATAR :

- RIgTRNEZLEATFREH A CloudWatch,
« --region EIEE T HEHPBIE VPC i L0 X,
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SR 6 FE

NRTBRFELNTHECIENES L2 MNEE , AT SUFEM ER,

AN
nmnx

T

-

BN AT ML 3TH Amazon EC2 #&I& : hitps://console.aws.amazon.com/ec2/o
2. ESMBEHES , %#F Instances (3EHl).

3. EBHAMNREH , REMKXIER Instance state ( EHPAZ ) . Terminate instance ( &1k

Bl o
4. HRZRREWEIAE | ERLLL,

MRETBHFE VPC im R , AT LU EMER.

i BR VPC i =
1. BELATMutIiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
2. ESMERTP , ERRR.
3. &# VPC i Ro
4. i%&# Actions ( #4E ) . Delete VPC Endpoint ( #ilB& VPC i%& ) -
5. BRBTHEINR | #A delete , ATk Delete ( IR ) -

=

X
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https://console.aws.amazon.com/vpc/
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AWS g% @B LA T A X5 AWS PrivateLink

& AWS RS ERKIET SR, RIAWERSHELEAEED , A& 45E VPC A INEBRMMX |
XEERETEEM VPC [ AWS RS, MRNMBEEFTFSEBNMEZESER | N AT LAEAFEN VPC
%E3## AWS PrivateLink | , AWS Hl?z”1 MEBEMNELH VPCH—8H | TEEABEBRMMK,

BT LL AWS PrivateLink £ VPC LinT RAZRHRIEZERNANE. AWS RS BEEFERAEBKN
MXENTHEMEENAREFERNAER,

EM

"‘%EE’E%A—IH@ XEEEO VPC KinT RS/ a1t 2R, BEEEREN GB HiEA%E, X
BEZER , HSHAWS PrivateLink E4T

AEN

- DNS £

 DNS f##fr

- #,F DNS

- FRAATAKX

o IP thut3RH

« AWS B;$ 52 &K AWS PrivateLink
- AWS BR$ RO VPC KinTi R
- BEZEORK

- BREDRSEHNIRE

- BiBRENRKS

P K i R

Bz

o LA AWS BRSS B A RS w Bt TiHR , LB AWS BRSS FAEREIIZFN LR
AWS PrivateLink, ZABLARLLE 7iX LS %,
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TEERTRAIMMA AWS RS BE AHBRSLET RIFTHE. AWS BS NoBF FHHRISEHIE
HREMIEBAE VPC B Internet Mk , RIEEREE AWS BRF. NIARE FRBBKGIRRE AWS RS

HRERBE NAT Wx , RAEKEHE VPC WEBERMx , AEBRHET AWS RS, YiXEREBEST
BERMXE , EFaBFME, AWS

______________________________ A
Auvailability Zone Availability Zone
Public subnet ﬁ Public subnet
. i ' T
B
3

)X Connect AWS PrivateLink

TERESRTEFEM AWS RS @5 AWS PrivateLink®, B % , 012#E DO VPC KixT S |,
FEEH VPC A FRF AWS RS EEFERNMKEOZREIEE, KT HREFER DNS #47
BAHT AMEEOMNILE IP it | REEA VPC KiFT A5 2 HAER LXK IFET aMEED

MFE IP ik AWS BRSS. AWS BRSS AWS BRS
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S
"""" AwilabiiityZone

ﬁ Private subnet

AWS BR% B EZEEIER. RELEBEY VPC in R AN FIRNIER,

DNS E#H.5

REHE AWS RF RELARXFLIEET R, HiBZENOT,
protocol://service_code.region_code.amazonaws.com

40 | us-east-2 CloudWatch A E 2 #h Y 20 H L 3w T R80T AR o

https://monitoring.us-east-2.amazonaws.com

5/ AWS PrivateLink , B LAEAAELET RORSEERE. HECIEEND VPC KingT =6t
R4t ZXEMXE DNS B, B LAEHXLEZFR AWS RS WEW VPC 53 1TEE,

0O VPC i [RY X IE DNS BMMEEMT ¢

endpoint_id.service_id.region.vpce.amazonaws.com

7 [X DNS BFEVIEEMT

endpoint_id-az_name.service_id.region.vpce.amazonaws.com
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FERAEBED VPC KinT 28T AWS RS , TS AFAE DNS, &BIFAH DNS |, S UL FRAH
NHiIFSH DNS EME RS A HiER |, BEFEFEED VPC i SR AREIERE, ﬁ%E%L:.M BS
i the section called “DNS 47",

AR describe-vpc-endpoints a8 $ &R & Qw8 DNS & B,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

LT RERAR CIoudWatch & DNS E# K Amazon EOLKHT RBmE RHl. F— 1 KB RMEXE
R, BTRWN=ZARERAEIRER. RE—TMREXRBBRENLRERERX | ZREG AN L ERK
REERBTRA Jaa,mlW%i%D NFE P thiit,

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

b

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}
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RO AEHED VPC w2812 K DNS iEZR2EM., At , XL DNS B2 AT @, B2,
k8 VPC A %089 DNS BRMLREH AWK HEONFAE IP it , Atk , BRIFEERIFE VPC , &
NiX L |P #but A EE A TG 0% R RS

B DNS

MRMEFED VPC KT S /S AFE DNS , HBEH VPC Et/EA T DNS =414 DNS f##47 , &
TR ERIE— /N REN AWSKREMEREXE. TEXTSRFZHVEIADNS EHWiRE , AT
FRAT R IZH) VPC iR A NEEOMNAE IP ik, it , MRENIERNAERF AWS RS AL

HXFARTREAEER , MXEFRAELESKBETRANEED , MLHEENXLENBREFHT
EﬂEEﬁzo

BINEWENN VPC LinTI QIS AFE DNS B AWS BRSS. XFETUBAREALNLRSLET R
AYiER ( HlEnEE AWS SDK R HEER ) BT EIER VPC LiRT Ko

Amazon R &K VPC 124 DNS BR%585 , #4 Route 53 Resolver, Route 53 Resolver B3I T FAHE

REXEPH AL VPC HEMIERK, BR , BFEEM VPC A ZBEA Route 53 Resolver, MIRENZAR
R &5 [E] SR HY VPC s, M AT LAfE A Route 53 Resolver i S F@EATEEMN, EXEZEL , H5

IKAWS Transit Gateway 5 AWS PrivateLink F15£ K Amazon Route 53 Resolver,

FRIAAT AKX

WA L\EEB VPC iR , EANTARHRE—NTFR, RINGELNFNER VPC intlE— /Mﬁ“ﬁ L
FEO, BIFERE VPCIHAW IP iR  REFHINESNMNEANEEOLER IP ik, kRN
LEOW IP#utEH VPC ImaNEREAHRNFTLTE,

HEEFRESR , RS THENEYE | BITEVCRIBATERE :

* ABNVPCARNTRBEZEDHNTAX , AEXETARX AWS RS FEBAM I EAY AWS B
/J/?O

+ % VPC % AE BB DNS B
+ £/ AWS BRZ EXi DNS & (A REHT K ) #HTHHE,

TEERT Amazon CloudWatch B VPC KT = E RMEEANTENMNTARX, 3 VPC
AR AT F P AR B 4 4RT 3R CIoudWatchﬁFH NELIR Iﬂ] Amazon B | ISR REBIT B LI
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-updating
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-aws-transit-gateway-with-aws-privatelink-and-amazon-route-53-resolver/
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TEMEEOMW IP thit, XTREREHEMCTHAXFRNRE, B2, IRTAX 1 ZH , WTHAK 2
YRR TS 15 18] Amazon CloudWatch,

CloudWatch
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& Subnet/ Y
Availability Zone 1
=)
IIIII AvanatnhtyrZuneE

TEETRT Amazon Y VPC LT = , CloudWatch H&igH aMEEONTHRAINTHAX, % VPC
FYEA F R P REMERERAEAERXRET 2158 Amazon CloudWatch B , RIS ER—MEEMA
WHRNEED  FRARAEELZEClIzETR, RAE , RIS REBNIEERSAMEEON IP
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AWS RS BT B HARIBERZHE IPve , B Al lBEHAB IR ZE IPv6, X IPv6 kR
A SABEA AAAA 12RKIBRI DNS &Eif,

FEARILSH IPve WER

+ AWS RS Y MFEHRFSImSES IPv6e T, BXEZEER , 15 H the section called “&%& IPv6
XE
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* IPv6 — ¥ IPv6 bt B B4Rt SRR O . NZFIAIEE FMIFRHR IPv6e I FMET , o #Fitt
ﬁlﬁo

- Dualstack ( X3tk ) — 4 IPv4 M IPv6 st DB RN EED, NEMBEEFMEEER IPv4
M IPv6 HHESEEIAT , F ZiFLEIEDT,

WMEENO VPC imRaXiF IPv4 , NIis S MEEOEE IPv4 ik, NREED VPC w2 IPv6 , Nk
RMEEOES IPv6 ik, TEMNEBM G EIE R MEREOR IPv6 Mit, ﬂu%iﬂsﬁﬁﬁ IPv6 ith it 358
WmRMEED , HEECEHA denyAllIgwTraffic,

AWS BRSS 52 &£/ AWS PrivateLink

UTAAES AWS BRSS S£5L AWS PrivateLink, &RILAGI2 VPC i KRR FEEFIX LRSS , MEIX
ERSHMELESH VPC FIE1T,

EEAWS RS FIPR R , EF 5 SRR XA AWS PrivateLink. RSB/ TS RELIE
0O VPC KinT AREENRSEH , RIBFCRTRFEELET Ko

AWS fRS5 AR5 B 5

Palllb iR com.amazonaws.region.access-analyzer
AWS Account Management com.amazonaws.region.account
Amazon API Gateway com.amazonaws.region.execute-api
AWS AppConfig com.amazonaws.region.appconfig

com.amazonaws.region.appconfigdata

AWS App Mesh com.amazonaws.region.appmesh

com.amazonaws.region.appmesh-envoy-management

AWS N AREFEITE com.amazonaws.region.apprunner
AWS App Runner R com.amazonaws.region.apprunner.requests
Application Auto Scaling com.amazonaws.region.application-autoscaling
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https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
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AWS PrivateLink

AWS BRE

AWS NAEFEBRS

I 5;5# AppStream 2.0

AWS AppSync

Amazon Athena

AWS Audit Manager

Amazon Aurora

AWS Auto Scaling

AWS B2B #HiER ik

AWS Backup

AWS Batch

Amazon Bedrock

AWS Billing Conductor

Amazon Braket

AWS Clean Rooms

AWS T2 EHZBEF]

AR5 B #5

com.amazonaws.region.mgn
com.amazonaws.region.appstream.api
com.amazonaws.region.appstream.streaming
com.amazonaws.region.appsync-api
com.amazonaws.region.athena
com.amazonaws.region.auditmanager
com.amazonaws.region.rds
com.amazonaws.region.autoscaling-plans
com.amazonaws.region.b2bi
com.amazonaws.region.backup
com.amazonaws.region.backup-gateway
com.amazonaws.region.batch
com.amazonaws.region.bedrock
com.amazonaws. ## .bedro ck-agent
com.amazonaws.region.bedrock-agent-runtime
com.amazonaws.region.bedrock-runtime
com.amazonaws.region.billingconductor
com.amazonaws.region.braket
com.amazonaws.region.cleanrooms

com.amazonaws., ## .cleanroo ms-ml
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https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-privatelink.html
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html
https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
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AWS PrivateLink

AWS BRE

AWS Cloud Control API

Amazon Cloud Directory

AWS CloudFormation

AWS CloudHSM

AWS Cloud Map

AWS CloudTrail

Amazon CloudWatch

Amazon CloudWatch B&

Amazon CloudWatch 4% 154128

AWS CodeArtifact

BRS5 B
com.amazonaws.region.cloudcontrolapi
com.amazonaws.region.cloudcontrolapi-fips
com.amazonaws.region.clouddirectory
com.amazonaws.region.cloudformation
com.amazonaws.region.cloudhsmv2
com.amazonaws.region.servicediscovery
com.amazonaws.region.servicediscovery-fips
com.amazonaws.region.data-servicediscovery
com.amazonaws.region.data-servicediscovery-fips
com.amazonaws.region.cloudtrail
com.amazonaws.region.evidently
com.amazonaws.region.evidently-dataplane
com.amazonaws.region.monitoring
com.amazonaws.region.rum
com.amazonaws.region.rum-dataplane
com.amazonaws.region.synthetics
com.amazonaws.region.logs
com.amazonaws. regi@@ on .networ
com.amazonaws.region.codeartifact.api

com.amazonaws.region.codeartifact.repositories
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https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
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AWS BRE

AWS CodeBuild

AWS CodeCommit

AWS CodeConnections

AWS CodeDeploy

Amazon P CodeGuru rofiler

Amazon CodeGuru Reviewer

AWS CodePipeline

Amazon CodeWhisperer

Amazon Comprehend

Amazon Comprehend Medical

AWS Config

Amazon Connect

BRS5 B

com.amazonaws.region.codebuild
com.amazonaws.region.codebuild-fips
com.amazonaws.region.codecommit
com.amazonaws.region.codecommit-fips
com.amazonaws.region.git-codecommit
com.amazonaws.region.git-codecommit-fips
com.amazonaws., ##.codeconnec tions.api
com.amazonaws.region.codestar-connections.api
com.amazonaws.region.codedeploy
com.amazonaws.region.codedeploy-commands-secure
com.amazonaws.region.codeguru-profiler
com.amazonaws.region.codeguru-reviewer
com.amazonaws.region.codepipeline
com.amazonaws.region.codewhisperer
com.amazonaws.region.comprehend
com.amazonaws.region.comprehendmedical
com.amazonaws.region.config
com.amazonaws.region.app-integrations
com.amazonaws.region.cases

com.amazonaws.region.connect-campaigns
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https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/codewhisperer/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
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AWS PrivateLink

AWS BRE

AWS Connector Service

AWS 2% B 3

AWS Data Exchange

Amazon Data Firehose

AWS Database Migration Service

AWS DataSync

Amazon DataZone

AWS Deadline Cloud

Amazon DevOps Guru

AWS Directory Service

Amazon DynamoDB

Amazon EBS [E# API

Amazon EC2

Amazon EC2 Auto Scaling

EC2 Image Builder

BRS5 B

com.amazonaws.region.profile
com.amazonaws.region.voiceid
com.amazonaws.region.wisdom
com.amazonaws.region.awsconnector
com.amazonaws., ####HE %X
com.amazonaws.region.dataexchange
com.amazonaws.region.kinesis-firehose
com.amazonaws.region.dms
com.amazonaws.region.dms-fips
com.amazonaws.region.datasync
com.amazonaws.region.datazone
com.amazonaws, ##.##BEIEE
com.amazonaws. ## .dead line.schedin
com.amazonaws.region.devops-guru
com.amazonaws.region.ds
com.amazonaws. regi@@ on .dynamodb
com.amazonaws.region.ebs
com.amazonaws.region.ec2
com.amazonaws.region.autoscaling

com.amazonaws.region.imagebuilder
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https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
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AWS PrivateLink

AWS BRE

Amazon ECR

Amazon ECS

Amazon EKS

AWS Elastic Beanstalk

AWS Elastic Disaster Recovery

Amazon Elastic File System

Amazon Elastic Inference

Elastic Load Balancing

Amazon ElastiCache

AWS Elemental MediaConnect

Amazon EMR

Amazon EMR on EKS

Amazon EMR Serverless

AR5 B #5

com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.ecs
com.amazonaws.region.ecs-agent
com.amazonaws.region.ecs-telemetry
com.amazonaws.region.eks
com.amazonaws.region.eks-auth
com.amazonaws.region.elasticbeanstalk
com.amazonaws.region.elasticbeanstalk-health
com.amazonaws.region.drs
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticfilesystem-fips
com.amazonaws.region.elastic-inference.runtime
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.elasticache
com.amazonaws.region.elasticache-fips
com.amazonaws.region.mediaconnect
com.amazonaws.region.elasticmapreduce
com.amazonaws.region.emr-containers

com.amazonaws.region.emr-serverless
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-and-vpc.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elastic-inference/latest/developerguide/setting-up-ei.html#eia-privatelink
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS AR5 BRS5 B
I 5% EMR WAL com.amazonaws. regi@@ on .emrwal .prod

AWS Entity Resolution ZH#ECHELARS  com.amazonaws.region.entityresolution

Amazon EventBridge com.amazonaws.region.events

com.amazonaws, ## .pipes-data

AWS Fault Injection Service com.amazonaws.region.fis

Amazon FinSpace com.amazonaws.region.finspace

com.amazonaws.region.finspace-api

Amazon Forecast com.amazonaws.region.forecast

com.amazonaws.region.forecastquery
com.amazonaws.region.forecast-fips
com.amazonaws.region.forecastquery-fips

Amazon Fraud Detector com.amazonaws.region.frauddetector

Amazon FSx com.amazonaws.region.fsx

com.amazonaws.region.fsx-fips

AWS Glue com.amazonaws.region.glue
AWS Glue DataBrew com.amazonaws.region.databrew
Amazon Managed Grafana com.amazonaws.region.grafana

com.amazonaws.region.grafana-workspace
AWS Ground Station com.amazonaws.region.groundstation

Amazon GuardDuty com.amazonaws.region.guardduty-data
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https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
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AWS PrivateLink

AWS BRE

AWS Healthimaging

AWS HealthLake

AWS HealthOmics

IAM Identity Center

IAM Roles Anywhere

Amazon Inspector

AWS loT Core

AWS loT Core Device Advisor

FATF LoRaWAN B AWS loT Core

AR5 B #5
com.amazonaws.region.guardduty-data-fips
com.amazonaws. ## .dicom-medical-imaging
com.amazonaws.region.medical-imaging
com.amazonaws.region.runtime-medical-imaging
com.amazonaws.region.healthlake
com.amazonaws.region.analytics-omics
com.amazonaws.region.control-storage-omics
com.amazonaws.region.storage-omics
com.amazonaws.region.tags-omics
com.amazonaws.region.storage-omics
com.amazonaws.region.identitystore
com.amazonaws.region.rolesanywhere
com.amazonaws.region.inspector2
com.amazonaws.region.iot.data
com.amazonaws.region.iot.credentials
com.amazonaws.region.iot.fleethub.api
com.amazonaws.region.deviceadvisor.iot
com.amazonaws.region.iotwireless.api
com.amazonaws.region.lorawan.cups

com.amazonaws.region.lorawan.lns
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https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
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AWS PrivateLink

AWS RS
AWS loT FleetWise

AWS loT Greengrass

AWS loT RoboRunner

AWS loT SiteWise

AWS loT TwinMaker

Amazon Kendra

AWS Key Management Service

Amazon Keyspaces (for Apache

Cassandra)

Amazon Kinesis Data Streams

AWS Lake Formation

AWS Lambda

Amazon Lex

AWS License Manager

AR5 B #5
com.amazonaws.region.iotfleetwise
com.amazonaws.region.greengrass
com.amazonaws.region.iotroborunner
com.amazonaws.region.iotsitewise.api
com.amazonaws.region.iotsitewise.data
com.amazonaws.region.iottwinmaker.api
com.amazonaws.region.iottwinmaker.data
com.amazonaws.region.kendra
aws.api.region.kendra-ranking
com.amazonaws.region.kms
com.amazonaws.region.kms-fips
com.amazonaws.region.cassandra
com.amazonaws.region.cassandra-fips
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lakeformation
com.amazonaws.region.lambda
com.amazonaws.region.models-v2-lex
com.amazonaws.region.runtime-v2-lex
com.amazonaws.region.license-manager

com.amazonaws.region.license-manager-fips
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https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html
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AWS BRE

Amazon Lookout for Equipment

Amazon Lookout for Metrics

Amazon Lookout for Vision

Amazon Macie

AWS Mainframe Modernization

Amazon Managed Blockchain

Amazon Managed Service for

Prometheus

Amazon Managed Workflows for

Apache Airflow

AWS Management Console

Amazon MemoryDB for Redis

ARSS& R

com.amazonaws.region.license-manager-user-subsc
riptions

com.amazonaws.region.lookoutequipment
com.amazonaws.region.lookoutmetrics
com.amazonaws.region.lookoutvision
com.amazonaws.region.macie2
com.amazonaws.region.m2
com.amazonaws.region.managedblockchain-query

com.amazonaws.region.managedblockchain.bitcoin.
mainnet

com.amazonaws.region.managedblockchain.bitcoin.
testnet

com.amazonaws.region.aps
com.amazonaws.region.aps-workspaces
com.amazonaws.region.airflow.api
com.amazonaws.region.airflow.env
com.amazonaws.region.airflow.ops
com.amazonaws.region.console
com.amazonaws.region.signin
com.amazonaws.region.memory-db

com.amazonaws.region.memorydb-fips
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https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
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AWS BRE

AWS Migration Hub Orchestrator

AWS Migration Hub Refactor Spaces

Migration Hub SR BgZR 1Y

Amazon Neptune Analytics
Amazon Nimble Studio

I 5% OpenSearch RS

AWS Organizations

AWS Outposts

AWS Panorama

AWS X fF#15%

Amazon Personalize

AWS Supply Chain

Amazon Pinpoint

Amazon Polly

BRS5 B
com.amazonaws.region.migrationhub-orchestrator
com.amazonaws.region.refactor-spaces
com.amazonaws.region.migrationhub-strategy
com.amazonaws.region.neptune-graph
com.amazonaws.region.nimble
XER[QHERSEE

com.amazonaws. ##. A43

com.amazonaws., regi@@ on .organtions-
com.amazonaws. ##.ou tposts
com.amazonaws.region.panorama

com.amazonaws.region.payment-cryptography.contr
olplane

com.amazonaws.region.payment-cryptography.datap
lane

com.amazonaws.region.personalize
com.amazonaws.region.personalize-events
com.amazonaws.region.personalize-runtime
com.amazonaws. ## .scn
com.amazonaws.region.pinpoint
com.amazonaws.region.pinpoint-sms-voice-v2

com.amazonaws.region.polly
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https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
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AWS PrivateLink

AWS BRE

AWS T H 5G

AWS Private Certificate Authority

AWS Proton

Amazon Q Business

Amazon QLDB

Amazon QuickSight

Amazon RDS

Amazon RDS Data API

AWS re: Post FAR X

Amazon Redshift

Amazon Redshift #3E API

Amazon Rekognition

AWS RoboMaker

Amazon S3

AR5 B #5
com.amazonaws.region.private-networks
com.amazonaws.region.acm-pca
com.amazonaws.region.pca-connector-ad
com.amazonaws.region.proton

aws.api. ## .gbus iness
com.amazonaws.region.qldb.session
com.amazonaws., region.@@ quic ksight
com.amazonaws.region.rds
com.amazonaws.region.rds-data
com.amazonaws. ## .repostspace
com.amazonaws.region.redshift
com.amazonaws.region.redshift-fips
com.amazonaws.region.redshift-data
com.amazonaws. redshift@@ - data-fips
com.amazonaws.region.rekognition
com.amazonaws.region.rekognition-fips
com.amazonaws.region.streaming-rekognition
com.amazonaws.region.streaming-rekognition-fips
com.amazonaws.region.robomaker

com.amazonaws.region.s3
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https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/redshift/latest/mgmt/security-private-link.html
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
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AWS PrivateLink

AWS BRE

Amazon S3 % Xigifal &

Amazon S3 on Outposts

Amazon SageMaker

AWS Secrets Manager

AWS Security Hub

AWS Security Token Service

R3S B

Amazon SES

AWS SimSpace Weaver

AWS Snow Device Management
Amazon SNS

Amazon SQS

Amazon SWF

BRS5 B
com.amazonaws.s3-global.accesspoint
com.amazonaws.region.s3-outposts
aws.sagemaker.region.notebook
aws.sagemaker.region.studio
com.amazonaws.region.sagemaker.api

com.amazonaws.region.sagemaker.featurestore-run
time

com.amazonaws.region.sagemaker.metrics
com.amazonaws.region.sagemaker.runtime
com.amazonaws.region.sagemaker.runtime-fips
com.amazonaws.region.secretsmanager
com.amazonaws.region.securityhub
com.amazonaws.region.sts
com.amazonaws.region.servicecatalog
com.amazonaws.region.servicecatalog-appregistry
com.amazonaws.region.email-smtp
com.amazonaws.region.simspaceweaver
com.amazonaws.region.snow-device-management
com.amazonaws.region.sns
com.amazonaws.region.sqs

com.amazonaws.region.swf
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
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AWS PrivateLink

AWS BRE

AWS Step Functions

AWS Storage Gateway

AWS Systems Manager

AWS EB{S M 4E4E B aR

Amazon Textract

Amazon Timestream

BT InfluxDB YL &% Timestrea

i

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

BRS5 B

com.amazonaws.region.swf-fips
com.amazonaws.region.states
com.amazonaws.region.sync-states
com.amazonaws.region.storagegateway
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm
com.amazonaws.region.ssm-contacts
com.amazonaws.region.ssm-incidents
com.amazonaws.region.ssmmessages
com.amazonaws.region.tnb
com.amazonaws.region.textract
com.amazonaws.region.textract-fips
com.amazonaws.region.timestream.ingest-cel 1
com.amazonaws.region.timestream.query-cel l

com.amazonaws. ##.timestream -influxdb

com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming

com.amazonaws.region.transfer
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https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
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AWS AR5 BRS5 B
com.amazonaws.region.transfer.server

Amazon Translate com.amazonaws.region.translate

AWS Trusted Advisor com.amazonaws.region.trustedadvisor

Amazon Verified Permissions com.amazonaws.region.verifiedpermissions

Amazon VPC Lattice com.amazonaws.region.vpc-lattice

Amazon WorkSpaces com.amazonaws.region.workspaces

Amazon WorkSpaces E & #l com.amazonaws, region.t@@ hincli ent.api

AWS X-Ray com.amazonaws.region.xray

EFTH

& LAE A

B AWS RS B =F

describe-vpc-endpoint-services i S EE X #F VPC i 2 B RS & o

BLTRRAIERT AWS RS EREEXEFAXIFEOLET R, 1% --query ETURH H RFIN RS &

FRo

aws ec2 describe-vpc-endpoint-services \

--filte
--regio
--query

rs Name=service-type,Values=Interface Name=owner,Values=amazon \
n us-east-1 \
ServiceNames

THEHRRHMEE :

aws.
"aws.

aws.

com.
n

com.
com.

api.us-east-1l.kendra-ranking",
sagemaker.us-east-1.notebook",
sagemaker.us-east-1.studio",
amazonaws.s3-global.accesspoint",
amazonaws.us-east-1.access-analyzer",
amazonaws.us-east-1.account",

ERTAKN AWS

s &%
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https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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]

EERABSHER

REBREBIE , BRI LAMEA describe-vpc-endpoint-services i R BB B X TN HRRSHIEMAE

/BNO

LT RBIEREXIBEXEF Amazon CloudWatch EOKXixT SHNEE,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

THERRfIHE. VpcEndpointPolicySupported R ARRE XN AE
B, SupportedIpAddressTypes RNXIFHLE IP thub3H,

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,

"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"

1,

"Owner": "amazon",

"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

]I

"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"

"PrivateDnsNames": [

{

"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"

EERXBRSWEER
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}

1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [

Ilipv4ll

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

BEE i RR IS

ERERSREXIFHSER , B A describe-vpc-endpoint-services in HH R E
VpcEndpointPolicySupported BY{E. RAIBERIE RN true falseo

AT RAIREEERFREXHEEXBHNmA R, --query EIUR 5 H R &I
VpcEndpointPolicySupported BI{E.

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

THEHR R,

True

LTFRBIFIET AWS BRS EREEXEXFLRT KRR % --query GEIURF 5 RFIN RS A
Mo EfEA Windows S FIRAMFEITHS T , BHBREAFZHEEARNESS , FFHITEEFHMN
BERA A

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
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--query 'ServiceDetails[?VpcEndpointPolicySupported==

THRRHHEH,

aws.
aws.
aws.
com.
com.
com.

api.us-east-1l.kendra-ranking",

sagemaker.
sagemaker.
amazonaws.
amazonaws.
amazonaws.

us-east-1

us-east-1.
s3-global.
us-east-1.
us-east-1.

notebook",
studio",
accesspoint",
access-analyzer",
account",

“true’].ServiceName'

BLTFRBEIFIHT AWS BRS BREEXESPFAIFLIET RREN. % --query ETUR A H RHN RS

Z%. EEH Windows i
\EHH A

BRPEITIEG T ,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

THRRHHEH,

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.

us-east-1

us-east-1

us-east-1

appmesh-envoy-management",
apprunner.requests",
appstream.api",

.appstream.streaming",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.codeguru-reviewer",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
.deadline.scheduling",

awsconnector",
cleanrooms",
cleanrooms-ml",
cloudtrail",
codeguru-profiler",

codepipeline",
codewhisperer",
datasync",

datazone",
deadline.management",

ERRERNZFREABNESS | /T

ELFRMN
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com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

BE IPv6 X

BRI LAE R BT desc ribe-vpc-endpoint-services i B REFEIBEXIHF AWS IRS ATLUET IPv6
WHEE,. % --query HEIUF 5 H PR & 7 RS B o

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

deviceadvisor.iot",

eks",
elastic-inference.runtime",
email-smtp",

.grafana-workspace",

iot.credentials",
jot.data",
iotwireless.api",
lorawan.cups",

.lorawan.1lns",

macie2",
neptune-graph",
nimble",
organizations",
outposts",
pipes-data",
redshift-data",
redshift-data-fips",
refactor-spaces",
sagemaker.runtime-fips",
storagegateway",
transfer",
transfer.server",
verifiedpermissions"

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \
--region us-east-1 \
--query ServiceNames

THRRHREE

"aws.api.us-east-1.kendra-ranking",
"aws.api.us-east-1.gbusiness",

EEF IPv6 X5
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com.amazonaws.us-east-1.athena",
""com.amazonaws.us-east-1.data-servicediscovery",
com.amazonaws.us-east-1.data-servicediscovery-fips",
""com.amazonaws.us-east-1.eks-auth",
""com.amazonaws.us-east-1.glue",
""com.amazonaws.us-east-1.lakeformation",
""com.amazonaws.us-east-1.quicksight-website",
"com.amazonaws.us-east-1.s3-outposts”,
""com.amazonaws.us-east-1.servicediscovery",

com.amazonaws.us-east-1.servicediscovery-fips",

com.amazonaws.us-east-1.timestream-influxdb"
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EEITEE.
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- EEBW VPC AWS RS FEEBATHREINAIR,
- ZEEMFHFE DNS , &9 8 VPC /5B DNS £#HLZF DNS f#tf. BXEZER , H5H
{Amazon VPC AIF{Em) FMEFMES DNS B %,
- EREOKXRTRER IPV6, AWS RS SAXZFBET IPv6 #1T1HR. BXEZEE , HSH the
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RMSZEAOZEBRE.

« &1 AWS PrivateLink BR BB, BXxEZEE , i5S/E AWS PrivateLink Ei&i,

& VPC ir 2

FERAUTIRENEERES AWS BESHED VPC e,
NEIBEOLFET S AWS RS

1. BILATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/s
2. ESMBHKF , % Endpoints (KR ) o

3. EE BIERR

4. XIF Service category ( BRE3EH ) , EF AWS RS
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3 F Service name ( RFEH ) , EEERF. BXEZEE , S H the section called “5... 55
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8. £ Subnets ( FM ) &I , ABANATAXIEE —NEFEMNHRIGE AWS REHNFR, BT ENE
—AAXPERZNFN, BXEZEE |, i5SH the section called “FMFAATFHX",

BITRELEENESNFRPEE - M IMNEER, RABERT , BIDEEFR IP #iSe @+
Y IP bk, AR ESBEARKIMNEED, BERRKSMNEEDERER P bt |, HEFEE P it ,
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« IPv4 - fF IPv4 it DB Im R M EED, NEMBEERE FMEES IPv4 b SBE B RS ES
IPv4 R, FZEIIED,

* IPv6 - ¥¥ IPv6 thit H ELLA IR R MO, XREFTBEIEE FMIINXER IPve ¥ M B RS #ES
IPv6 EREY , FZHFFIIED,

« Dualstack ( I3tk ) — 55 IPv4 M IPv6 thit D ELA RS MEED, NEFBEETFNEHBER
IPv4 # 1Pv6 #iitSERE B RS2 IPv4 M IPv6 E3ReY , F X%,
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1. XIF Policy ( KB ) , i£$F Full access ( T2 HRMNR ) LAFMEEEHEN VPC kA X FrE
BRINTAIEHRIE, BN , %% Custom ( BEX ) SAKI VPC it KB | Z R RIS E4E T
VPC i S BURAATREN R, ZETXERS XIF VPC R XN AT H. BXEZSEL &
S5 i SRR

12. ( ik ) BEERMRZ | H%kEE Add new tag ( FINFHFE ) , RAEWAZFENRNE,

13. EBRBIER R

ERABTITHREORSR

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )
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AMEED , HABNFR OB FRMUSTEINMFAE IP ik, MREBEBRFR , RTMSBBRERS
MEZED, BXEZEELE |, 5SS the section called “FMF A A X",

EREHAERTFM

1. BILATMuLFTFF Amazon VPC #Hl#& : https://console.aws.amazon.com/vpc/e
2. ESMERP  ERIRR

3. E“EEORR.

4. HRRIESF Actions ( #4E ) . Manage subnets ( EEFM )
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BREFEEFIEIEEETAX, XTEMNTAX , £#F—NFM. BRIAMERT , BIVERF
M IP thuSEE R H IP it , HHESBEARSMEED, ERNHLSMEEDER P thit |, EiE
BIEE IP it , REHWAFMubSTEPH IPv4 #hit, tRiE SRS X IPv6e , BHBaUEA
T M b1k SE B R EY IPve Hbiit,

MRENEZLB W VPC I ANImRAMEZONFRERE IP #bit , RN AFB IR INEEOH
BizimRMEED, EERLXERET FM VPC n R EE.

6. %3 Modify subnets ( IEHFM ) o

EARTITERFN

« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # T & PowerShell )

KEZEA

FBANERESEDRSNNERZEOEXEKNZTL2E., ZEERNPFEFITTUM VPC FH EIRKIEE
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EREHERLRE4A
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2. ESMERT , EFRES

3. EREORSR.

4. %$F Actions ( #4E ) . Manage security groups ( EEEZRZE4H ) .
5. REFSELARIECHERRZEA,

6. i&#¥ Modify security groups ( 8 Z£4 ) .
FRAWSITERLRES4YA

« modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )
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1%3% Full Access ( T2 11 ) AATFNRSHITELTEE , HEEEFE Custom ( BEX ) FHin
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6. EERE.
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« modify-vpc-endpoint (AWS CLI)
« Edit-EC2VpcEndpoint ( &M F Windows # I & PowerShell )
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DNS , NI E FT—S$REEXRH , AKIERHEE., BXEZEER , 3§ the section called “FAH
DNS”,

7. ERREFER.
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FRBSTERFE DNS B FIEIM

+ modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( 3&AF Windows B T & PowerShell )

EEIRE
FAI AN D m R THRE , AR RICHEBRBELALANETENHE#ITHE,
E RS & EERE
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ESEMERT , EFRR.

EFREORS,

fI R %E$R Actions (#4E ) . Manage tags ( EEBHFE )

BHERMRE |, iH1EF Add new tag ( RIMFTIRE ) , RERAGRSHWENE.
EERBRTE | BEEFRSHENELEME Remove (MIER ) .
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7. ﬁj:% Save ( 1%# ) °

ERANTTEERE

- create-tags Ml delete-tags (AWS CLI)
« New-EC2Tag#l Remove-EC2Tag ( & F Windows Y T & PowerShell )
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#17 SNS @4
FERUTERERENGE— Amazon SNS TFHITHZE S,
FRZEFANEORIGEERL

B LA T Mt 3T Amazon VPC # %A : https://console.aws.amazon.com/vpc/o
EEMERD , ERIRR

RO R R

£ Notifications ( X0 ) &I+ £ , i%£#F Create notofication ( BIZEH ) .

3 F Notification ARN ( EZI ARN ) , ERECIZMNEATF SNS =FH ARN,
E{THEH , BM Events ( B4 ) ik,

o a0 bk~ w N~

« Connect (E# ) - REEAZCETEORR. X2NRFREBREEEER,
 Accept ( #¥ ) - RS REBES TEEBR,
 Reject (E4 ) - RFIRMEIEL TiEEBER,
« Delete ( HiBR ) - RS EAEMRR T O WS,
7. 1%4% Create notification ( BIZE4 ) o
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ERABTITAEORICIEEL

* create-vpc-endpoint-connection-notification (AWS CLI)

« New-EC2VpcEndpointConnectionNotification ( & F Windows B T & PowerShell )

7 D017 B) 5% B

1£ Amazon SNS B iR b1 AWS PrivateLink R FRREEF BTG EIEKRE , TR
EXEZELR , S {T4%%E Amazon SNS = FH GBI FEEE 2 #H aws: SourceArn =
aws :SourceAccount £RFM4RNKRL ILEENRIE AR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"

VIR

MREBFERANRINZR SNS £ |, | KMS Z4A MR R KB AIEFE AWS PrivateLink 8 AWS
KMS API &4, AT R RHEIZARRE,

{
"Version": "2012-10-17",
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"Statement": [

{

"Effect": "Allow",
"Principal": {

"Service": "vpce.amazonaws.com"
1,

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
1,
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}
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4. i%&# Actions ( #4E ) . Delete VPC Endpoint ( #ilB& VPC %5 ) -

5. HRFIERHITEIAN , A delete,

6. IEZFMIER.
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+ delete-vpc-endpoints (AWS CLI)
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« Remove-EC2VpcEndpoint ( & F Windows ¥y T & PowerShell )
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prefix_list_id TCP 443
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BFRrMVE I3 ¥ 036 E
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& B At M 4R DNS &ifj# & 2l Route 53 Resolver, ik 7 25i% = 5% B Route 53 Resolver B
DNS &Eifj#k & Z A #h B 4%,

I8 Amazon S3 BV O [UBLE AT A UE AT ERim S A FAHE DNS B , AT AFENTES

Ro XTF Amazon S3 #J DNS &if] , AT [ MR B EO R SNAE P i,
FEA1ENF Route 53 Resolver Y ALIAS 12 ZRNZE| Amazon S3 I ARIEEXE , X#XKE VPC K
DNS &EifE2fFHTE) Amazon S3 208 IP sk , MR &5 B 2 M < i o

#.8 DNS

WRIEH Amazon S3 HWE O RSB EFE DNS |, BHIER N A LB RSB EFAE DNS |, NIkE
B AR &R VPC H9iEREE A O 5% 2151 Amazon S3, At , BEBNHMEAE ORI E
X B VPC WARE , M 2% %6 MNxiES.

On-premises . Region
data center

Private subnet

Gateway endpoint /@
D\ / 53 bucket
}@

VPN connection Interface endpoint

FAH DNS SUEMA T A VBT 2R iR =

WREN A A BRI [LECEFLE DNS |, NIk B AN At M LR FRSERAEDOKKHFE Amazon
S3, MXHB VPC MNiERaEAMXiRm KR Amazon S3, Rt , BAIBMELEE , RANERENT
EEAMXIERINRE , FREAZEORS
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On-premises Region

data center
Private subnet @\\“
Gateway endpoint >@
I:’ 53 bucket

a e

i -

VPN connection Interface endpoint

BLEFAHE DNS

A LATE B2 Amazon S3 MENRANHERES , NHEEFAE DNS, BXEZEE , BSMH the
section called “BlZ VPC in 2" ( RIZHREE ) = the section called “/5 AFAH DNS H#” ( BIEF
BiE ).

Bl 2 M < i X

AT IRERERIERES Amazon S3 BRI XK S,
R A B 2 M o i

1. BELATMuLFTFF Amazon VPC | #& : https://console.aws.amazon.com/vpc/e
ESME®KT |, %# Endpoints (KR ) o

b=l FE T J

1 F Service category ( RS ) , EF AWS RF

N FRRS , AR EE KB = FX", RFIEE com. amazonaws, ## .s3,

£ VPC &IiH | ERECEIRK[N VPC,

5F Route tables ( BBHE ) , ERHLEFANEBHRAR. RIEE3RMN—NER , FURSH
B REERRAMERED,

8. XF Policy ( ZKE& ) , #%&# Full access ( T2 H AN ) UAFFIE 4B S VPC IwmR WA
BRIITAIERE. BN, %R Custom ( BENX ) SAMIN VPC SRR |, 2RI H E4E
VPC i S 3 BRI TR AER R

9. (Wt)ZEERMIRZ |, HiEFE Add new tag ( RINFHRZ ) |, REWMAZFZHNEIE,

N o g & DN
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10. EFEAIE KR

ﬁﬁﬁﬁn T Ol 2 P 5% i R

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

158 P 17 A SR B 422 361 15 )

SO L EAEERER RS EARET A, VPC, IP tiSSE NN E#EBNIHRE, AWS MK/ ixis
NEMRIZIER — N SRR RGIFFE 15 R X PR A R BEE Ao

Example 5] : BRHIXT 45 E i = 89 17 8]

BRI AR aws:sourceVpce R ERBIZBRFIFT G ER LN F RN FHE MR, BRIEFEHTIE
ENFAXES , BUATEBLFEREENREELITIEERNHE. HEE , LREEY AWS
Management Consolef f 15 E K /PR LE XY 18 ERRY 5 7]

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"

Example 5l : BRFIXT4FE VPC By [H]

EALAE R aWS'sourceVpc SHRRUEFHETER  ATRBXEE VPC NiFRE, MREER—
VPC HEETZMNmR , X2FEEA. RIFBERRKRBEEN VPC , BNUATRELFERIBEENERE
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LTI ERIGNE, BEE , RIKEIET AWS Management Consoleff 5 EMIREFE L X 8 ER®
HY i ],

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"
}
}
}
]
}

Example Rl : FREIXHFE IP bk S E &Y 7 (8]

A LAE A aws: VpcSource Ip A Z4A QIR RIS HE IP thutSuBE MG R K, BRIEFERRKE
EEMN IP bt , BN T RESEREENREELTIEERNITR. FEE , LEKET AWS
Management Consolef f 15 E K /PR LE XY 18 E MRV 5 7]

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],

"Condition": {

"NotIpAddress": {

"aws:VpcSourcelp": "172.31.0.0/16"

}

}
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}
]
}

Example =~ : BRHIXT 45 E 76 M HY 5 R BR AWS Ik

O LAE s3:ResourceAccount RU4RROIZEREE , A TRHIXISGE AWS IKF A S3 F#EHN
A, BRIE S3EHIBEM AWS IKFFTE , BN TR FERIEERIRERL I X LEFN T,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",

"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"

REREEH &

LU NEREM KR QARBKNIEAR, SEXKBERN , BIFAZRM—NEE , FURSHEN
R REEERAMEED, SEBUEXBKIEAREN , B4 B30 Mk BE R BBRR B,

EREH A xEREEAR

1. BELTMuEITHF Amazon VPC ##l& : https://console.aws.amazon.com/vpc/e
EEMERD , ERRR.

IEFEM KRR R o

1£$® Actions, Manage route tables,

BIEEEERHEUHERRE R

i%# Modify route tables ( S HE ) -

I T
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AW STRIREEAR

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( &M F Windows B T & PowerShell )

Y% VPC i SR B

&) LA MK ik 4R “ﬁﬁ”ﬁ,\\%ﬁﬁ LAk ¥R )@ 3% =M VPC Xt Amazon S3 #1TH 15 E. ERIAZKEE A
-Lq:?l::é-‘ljﬂh—.lo E*E%1Ezm\ Iﬂ jﬁuﬁ ’fﬁlﬂﬁo

{58 F 2 & BB oltum RUR g

B AT Mt 3TH Amazon VPC #%|& : https://console.aws.amazon.com/vpc/s
ESMERT , ERHR.

EEREM KRR

IR IR Actions ( #4E ) . Manage policy ( BRI ) o

1£$E Full Access ( T2i5E ) UAFNRSHITELEHR |, &% Custom ( BENX ) FEHiN0
BEN K,

6. EERE.

o~ 0 bh =

THER1HE Amazon S3 #Iif = KB RA,
Example Rl : BRHIXS 45 E 17 & R HY 17 8]

R LA — N RN AT RIS E S3 FEM. WREM VPC AWS RS A HEAMER S3 F#
B, WshaedrEE A

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"

]I
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"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"

Example Rl : BRFEIXHFE IAM B BRI R R

BO AR REINTEE IAM B iERINREHEREE, YMEA aws:PrincipalArn EEARFiGR
PR,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"

Example 5l : BRHIXT4FE MK~ A FRY5E[HE
14 7] LA 0 22 BR 5l 5 455 TE U P 19 175 (RN PR B SR B o

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-callers-from-specific-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
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"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"

lE Sy

AR RS AT SO EL IR . A MIBRM SR AT, BATEM T MER B R P HIBR S S A
WRFE DNS B A, WFTER BRI X% R o

155 PR R 5 5 AR P 5 i .

B LA T ML $TH Amazon VPC # %A : https://console.aws.amazon.com/vpc/s
EEMERD , ERRR.

R RIS o

i%# Actions ( #4E ) . Delete VPC Endpoint ( #ilB& VPC %5 ) -
HRGIRTHITHEIAN , EA delete,

R BR

I o

R R 1T 3 8

+ delete-vpc-endpoints (AWS CLI)
« Remove-EC2VpcEndpoint ( & A F Windows Ky T & PowerShell )

& F Amazon DynamoDB HJ R 5% i &

B LAERAM K VPC i =M VPC 5E Amazon DynamoDB, #IEMxisa/E , S LU ER IR B
HERFHEFR , ATMNER VPC [ DynamoDB FIRE,

EAMXIKR/T 2R EEMFNEA,

DynamoDB Elft X #FMXLm T KRAEOLIRT R, EAMNXLRTR , LA LMNEN VPC ([
DynamoDB , TER VPC A EBMM<m NAT 8% , Ut EEXAFNEH, ER , MXxKiFH
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BARAARYFNARM ML, Hitt AWS KEEHNE VPC B EMMAR#HTIHR, XNTFXEFZS | &%
MERAEORR  EEFEINTR. EXESZEEL , FZHLS# DynamoDB FF R EEETH
DynamoDB By VPC &K ix¥i m K8,

AES

- EEEBM

- BIEM XIS

« £/ 1AM policy # &5 7]
- XBEEHAE

. YR%E VPC i SUREE

o TR P S i =

= =30

o PR QNEE G EZE SFTERNXE R A, #RE DynamoDB 2R Fr & #Y M [E] X 5 A 1 22 M 5% i
i

- MREFEABI Amazon DNS RS 25 , MR EH VPC ES/E A DNS E41E F DNS fi#fr.
RIEFEABESH DNS RSF 25 , BHEMAFE X DynamoDB M1ERIEFBAT AN AWSHF Y IP thiit,

o X TFBIEMKRiHmKRIFE DynamoDB BYSEH] |, R4 AN 45 /o iF# H DynamoDB BRE. &1
DfEZREAHNF 5| A DynamoDB BIFIZE5IER K ID,

« XNFBEMKim KGR DynamoDB WSEHI , FREIMLE ACL M S i DynamoDB HIRE, &
TREFEM L& ACL #NI e 5| AHIZR%IER , 1B BAM DynamoDB #5145 3k 3R EX DynamoDB #J IP
b1k ST

- WMREFERA AWS CloudTrail i2% DynamoDB ##4E , Ml BEXH B ERSERAE VPC # EC2 =4l
MFAE IP bk BAR BT Z AT ST EAE R M X L5128 1D,

- MXmRNEE IPv4 RE,

- BHZEMFMPEFIHR IPv4 b MAE IPv4 st R IEH VPC FIFAE IPv4 ik, RS
FRMERE , HEFITITN TCP iEE. UEEALE IPv4 #itHNEET2MRE, BIEEC
BB UAMAXGER/NTESITEMNEEES. 3F , #TURUBRETEEPEN SNG4 EY B3
E#HiE$#EE DynamoDB.,

o TEMIHRUEEY BE VPC 24, VPN E#E, VPC WEEHE, FRAMXREN VPC F AWS
Direct Connect ##£5 — i B IRFTEEA MK LT K5 DynamoDB B&1E.

- BHKFNRIABRFANBNXE 20 MHXHR , ZEFAATRE, 84 VPC HWMXimARFIN 255

AN

Mo
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AR S
£ AT I 2 02 E#EZE DynamoDB K MKk Ko

ERAEF A AEMXE R

1. BILATMuLFTF Amazon VPC #Fl& : https://console.aws.amazon.com/vpc/e

2. ESMBE®KD , %$F Endpoints ( HR ) o

3. ERUBRmS.

4. T Service category ( BRFZEH ) , %F AWS RS

5 XFRSF , AR XK = MxX", RFEE com. amazonaws, regi@@ on .dynamodb,

6. 7 VPC&mH , ERE6IEiRIK VPC,

7. XTF Route tables ( %R ) , ERHLEFANBHERK. BRIVFEIHFN—NEEA , FUARSH

BN REE MR K/MEEOD,

8. XIF Policy ( ZKB§ ) , #%&# Full access ( T2 BN ) UAFFIE EHES VPC IwmRl WA
FRPATAIERIE. BN, E#F Custom ( BENX ) SAMHN VPC i 25K HE | 2R MIEH EHE
VPC i 51 BR AT R R R.

9. (Wik) BEERMFRE |, FiLE Add new tag ( FINFHRE ) , REAAZRZHNBINE.

10. EFVERS,

AW TITRIRMXER

 create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( & A F Windows ¥ T & PowerShell )

/A 1AM policy # &5 R]
A LARIE 1AM policy SR HIERLE IAM EAEATLAEA4SER VPC iim K3k i4 R DynamoDB &,
Example 7RI : PR I3 45 Eim K AT (8]

BRI LAE A aws:sourceVpce FHRKLIZA TRHEIN4FE VPC in S IA R KR, BRIEFEAIEER
VPC iR, BN LA TR BG4 X MK~ 1 DynamoDB RHVIAE, I RHMRIZEE — M ARTFENERSR
{5l i 3 1 [B] A PR B SR BE 1B A o

{
"Version": "2012-10-17",
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"Statement": [

{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-1laa22bb"
}
}
}

Example =4l : RIFRBEE IAM BEAEE

ERLLBIRRE | BIAWERRBE IAM Se#H{TER. UTREROEE IAM SR T HENR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"
}
}
}
]
}

Example Rl : AR B4SEMKF B 5E
BB - MUAFRBEBER G RINEE. UTREEREEKS DA FRFHRNR,

"Version": "2012-10-17",
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"Statement": [
{

"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}

REREE =

BULEREM R QARBKNIEHAR, SEXRBERN , BIPFAIAM—NEE , FURSHEN
HHRREBERRAMEED, SEBUEXRBKIEHAREN , R4 B 3h BB &R BBRm R B

EREH A xBREAR

B AT ML $TH Amazon VPC #%|#& : https://console.aws.amazon.com/vpc/s
ESMERD , ERRR.

RN KRR R o

%32 Actions, Manage route tables,

BRESELFIECHERERR.

%32 Modify route tables ( EBEHE ) -

2

AW STRIREEEAR

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

YRR VPC i SRR

&R BN MK ik Rm IR IR KRR A, SUZHIE T i RM VPC X DynamoDB #1THI TG E . BRIASKEE 7T
2R, AXRESER , F5H hRRE,
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{5 F 2 & BB oltum RUR g

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e

2. ESMERP  ERRS

3. EEMKIHR.

4. HRRIESFE Actions ( #4E ) . Manage policy ( EEREE ) o

5. 1%&$R Full Access ( T2 ) UA TN RS HTTEIHE , REIEEFE Custom ( BEX ) HH
B E MR

ERRE

o

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )

TERE DynamoDB #Y i 5 5 B R4l
Example =%l : f£iFRiEGE
B AR — AN IR BRI RIRIGE AR, AT RER T 5 HFHEIR DynamoDB &REVXIR,

{
"Statement": [
{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"
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Example 7R : FREIZT 45 E RV U5 R PR

&0 LA PR HIXY 45 E DynamoDB REVIF BN PRAV K RE ., LA T RBE X8 E DynamoDB {5
@,

{
"Statement": [

{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,

"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

il B PR o Ui =

RTEMXim R T EBIBR. SEMERMXmRES , RS F M ER BRI BRim RS H .
155 A 422 1 £ D BR P90 K o .

B AT Mt TH Amazon VPC # %A : https://console.aws.amazon.com/vpc/s
ESMERSD , ERRR.

RN KRR R o

i%# Actions ( #1E ) . Delete VPC Endpoint ( #ilBk VPC iw5 ) -
HRERRHITHEHIAR |, WA delete,

TR BR

o a0 bk~ w b =

{55 F 5 5 17 1 BR R 5% i =

+ delete-vpc-endpoints (AWS CLI)
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+ Remove-EC2VpcEndpoint ( A F Windows ¥y T & PowerShell )

EFF DynamoDB K% = 68


https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcEndpoint.html
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Bt LT AR IA 8] SaaS 7= & AWS PrivateLink

£/ AWS PrivateLink , A LAFATi5E SaaS & , MEEIIELEBESH VPC FizT—#,
AR
- BIEEORS

iR

BRI AR, MEFEE B AWS PrivateLink EBIRH M SaaS ™=@ AWS Marketplace, K T f#
BEZEE , H5 AWS Marketplace : - PrivateLinko

R AT LA B AWS PrivateLink AWS S/EA#IRE X FH SaaS = m. BXEZER |, 55H
AWS PrivateLink & 1E{k .

TERERTWMER VPC In QEEE SaaS ™ m. RFEEFHCIBE[RSHBEETF R TR KRS
AR R, ERIRSERE , BALGIEED VPC KR , ZRRELZN VPC FH— NS FH
Bin RBRS < B2 EE,

Region

&y

VPC endpoint Metwork Load
Balancer
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BIEE ORI

FRAUTIECEERES SaaS ~mMED VPC KR,

R
T RS
BIBEES SERFRSHZEQR

1. BT MuEITFF Amazon VPC #%& : https://console.aws.amazon.com/vpc/o
2. ESMBE®KD , %4F Endpoints ( HR ) o

3. &EER BRS,

4. WMBEEMNEERSH AWS Marketplace , HFHITATRE

a. XN TFHR$SESH, EHF AWS Marketplace FRS
b. ARSI ER.
5. WMREITHETHIRN “REME” 0 AWS RS, BEMITATHRAE

a. XF “BRE” EB , i%4F PrivateLink Ready & EX RS
b. HARZHBFHEE Verify service ( BIERSE ) -
6. XF VPC, EBREEMNFIHFR=@mM VPC,
7. XtTF Subnets ( FM ) , ABNTRAREZRE —NEFMRHR~ R FM,

8. XIF Security group ( Z£4H ) , EBEESHIAMEEOXBKNZEH, ZE2HAN LA ALGTF
VPC F B RERKAMEEO 2 BHRE,

9. ( Wk ) BERIIRL |, FIEE Add new tag ( BINFTIRE ) , RERAZITZNENE.
10. EHEBIE IR

BB 2 O im R

EXEEEORAMNELR , i3 the section called “Fit & 0% =

BIEEORR 70
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BT AR B RELIIZ®E AWS PrivateLink

BRI ERAMXABIERTRES BEBINBENRENT, ILERZFAATRERE, S0, KK
ERMEMMERS, SR ELE VPC mRRFHEEMXNEIGER, it AWS THEL0IE
P 5 T 19 i 85 v R 17 1) s RUBR 55

EM

BEERESNTARXEESRH Gateway Load Balancer &in T 2 &8/t 13 %%, TERAER
GB BiiE{I%. BXxEZEE , HSHAWS PrivateLink ;Eﬁ\

ES

 IP Hhhb KR

- BH

- BIERERFENNK AT ER R SLRS
« EARNXABITERERLTELERS

BXREZEER , FSAMXAEIGERS,

iR

TERERT NARFRSSENMAERHBEZELIRE AWS PrivateLinke MARRFERSSBERSFERE
VPC I FMHIE1T. BER— VPC WS — N FRHPAIEM <A EERmR. B EBkMMxE A
fRESEAE VPC WATEREE EARBIINXATHEERES , UEHTRE , AEBRBEBKRT
M., F# , BEXNARFRSSENFERECHBBAIMNRATEEHRHEIURHTRE , AFBIERK
P ) < 4% 2% ER 121 1 AR 72 P AR 5589 o
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%3 Create (BI2 ) o

RS RRRIRS

create-vpc-endpoint-service-configuration (AWS CLI)
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9. (Wit)BEERMIRZ |, BikFE Add new tag ( FINFHRZ ) |, REHWMAZFEHNEINE,
10. EEFEHBIRN. HEIRASH pending acceptance,

EARTTREMXABSEHRES.

« create-vpc-endpoint (AWS CLI)
« New-EC2VpcEndpoint ( &M F Windows K T & PowerShell )
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HEMBRTE | EEREFENREANEALNE Remove ( MIBR ) -
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e RS A ol 2w RS

1. B AT MuEiTFF Amazon VPC #2%& : https://console.aws.amazon.com/vpc/e
2. TESMBE®D , % Endpoint services ( i RRSE ) -

3. %$® Create endpoint service ( Bl im RS ) -

4. X¥TF Load balancer type ( TAg39#2R3EE ) |, 1E#F Network ( 4 )

5

¥t F Available load balancers ( AT AfAE9E:R ) , ERESim KRS <EKH Network Load
Balancer, @& TAXSIE T HFEME AR TEREANTAK, BHLET QRS HEXLE
ATAXEH A,

6. 7E Require acceptance for endpoint ( EEEZUFHImS ) EIA |, #%#F Acceptance
required ( FEET ) MERFHESIXNHELUBRFHEEBER. SNFEHESXLEER,

7. ¥F Enable private DNS name ( /3 Fi#A%8 DNS &%) , 1% Associate a private DNS name
with the service ( A DNS B EMRSFKEk ) IREIRSEAE AT L RERSHIFAE DNS
B, REMATAE DNS B85, &N , RS EAETUEARENLET SE A DNS B,
AWSIRFRMUEBAMAER MRS FEAERE LT , AGRSERAETEFEAFTLAE DNS BH. AX
BZEE , BZH E3E DNS £,

8. X¥F Supported IP address types ( X##Y IP ik A ) | ITUATE—BRE -

« %R IPv4 - B AW SRS UIES IPv4 B3R,

. &R IPv6 - B At RBRSS LUER IPV6 B R,

« &EF IPv4 T IPv6 — B Alm RBRSS A IPv4 M IPv6 R,
9. (M) BEFMIRE , FHikE Add new tag ( FFMFHRL ) , RAEHWAZIRENENE.
10. i%&# Create (812 ) ,

AT 8l B iR R ARS

* create-vpc-endpoint-service-configuration (AWS CLI)

« New-EC2VpcEndpointServiceConfiguration ( & F Windows #J T & PowerShell )

fEum SRS AR RS ER & A

AWS ZHEATLUEE 621N VPC LinT RABEETENLET RBRS. RSEREELSIHITIH
THRESEORSERERHRS.
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s NI BRBUAARGFENRSFEAEBEZIZNIKARS. BXREZEER |, 55 H the section called “B
IBIBR”,

- NERSEAERHEENBRSEMNIFNTARX , UEMITEY CZZE DR IAEZEINEHERES. &
XEZER  FEAUNTIR,

- BERSEAENR[UEEBER, BXEZER |, S H the section called “EZ HIELEREFR,

FEARSEREEETIRRRS
ARS5 66 AR & ADEE BA T SRR 612 3 O i SUE B iR SRS
EREHEIREARK

1. BILATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/s

2. ESMBEHET , % Endpoints ( mR ) o

3. %4® Create endpoint ( 812K R ) o

4. 7f Service category ( BRFE R ) &I , % Other endpoint services ( HAtim KRS ) -
5

¥t F Service name ( [RFEH ) , TRARSHAF ( HIE0 com.amazonaws.vpce.us-
east-1.vpce-svc-0el23abc123198abc ) REIER Verify service ( BUERS ) -

NF VPC , RREZEHFPOER[IMN VPC,
7. XIF Subnets ( FM ) , EFEFGMNPIFRFELBRSHFR (TAKX ),
8. XITF IP address type ( IP #tit3EH ) | A MSATIET A3t 1TiE R -

o

o IPv4 —FF IPv4 it D ELAIR A KEO, NAFMEEEFREES IPv4 it SEE Big 2 RS
% IPv4 B3R, F LRI,

« IPv6 - FF IPv6 it D Ei4Aiw S KEO, NEHMAEIEE FRE RN IPv6e W Bix SRS
2 IPv6 BERE , iR,

- Dualstack ( X3tk ) — ¥ IPv4  IPv6 it D EA M AN EED, XREMEEEFMEER
IPv4 1 1Pv6 #it e B Him SRS ER IPv4 § IPv6 BREY , F ZFLIED,

9. XIF DNSrecord IP type ( DNS iB3%k IP K& ) | AIMA TR AR B 1TIEER
- IPv4 - REE, XKigifla X DNS BRI A iBF. IP it RHMFR IPv4 5 Dualstack ( XX
HR ) o

« IPv6 - AFE., XiFEH 5 X DNS ZFAIE AAAA iBF, IP tab R XIR IPv6 =
Dualstack ( M ¥#t% ) -
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« Dualstack ( Witk ) — AFE. XKEMSH X DNS ZBFEIE A F AAAA B, IP k38 %I
4 Dualstack ( X3Et% ) o

« Service defined ( EEXRS ) - MEE. XEMZ X DNS BHEIE A 1exk , AXEMD X
DNS B #8122 AAAA iEF, IP it LM A Dualstack ( Mtk ) o

10. X4 F Security group ( €24 ) , ERESRANKZZOXRBKRNELZE4A,
1. EERBBIRR.

ERABTITHREARS

 create-vpc-endpoint (AWS CLI)

« New-EC2VpcEndpoint ( &M F Windows ¥ T & PowerShell )

MR 3=Y: &

BB SREE  BUUEHERSE,
£%

. EEBINR

- EUHIESEREER

- EERAFYES

« XxExFAH DNS & #i

o BEIEFMN IP Hhh SR

. ETERE

BEEMNR

RRMEZRENASTHEBSERHEPLERSERE (AWS ZHEA ) ARG REHLRET QIRS. B
W, AN EEENBEEETRRTNR , A EIMAERER ; EEUUNEEE WECART
MR, FAFHEZLEENBEEREER.

RIANBRT , BNRSBRSTRSERERTH, BXLFURNNER , AiFEE AWS ZREAGIEED
VPC LT S UEZEBENAKET RBE. BN AWS ZEAFNNR , FEEET B FRAMR
(ARN), BATFHIFRSBIFZIFN AWS 48 ARN R,
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BEH ARN AWS

AWS Ik ( 2REKFRNABEERIEA)

arn:aws:iam::account_id:root

y=:h=:)

arn:aws:iam::account_id:role/role_name

AP

arn:aws:iam::account_id:user/user_name

FIERKEMA — AWS K™

*

EREWM

« MRERTFABAGRGBK[IRSHNR , AR QURSEENEZAER , WEMEEN AFITERS
RBERE P it , ERELE,

- MREBHENR , WAL EINLRT RMERS 2 RANRGELE,

EREH A ERRRRSHNR

1. BELATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e

2. ESMBEHS , % Endpoint services ( ImRRS ) -

3. ERIERRSE , RE%ERER Allow principals ( SAiFEK ) TR,

4. ERMR , iHIERER Allow principals ( AFEM ) o XF Principals to add ( ZRMEIERE ) |,

AEMEE ARN. ERINSE —NEFEA , 1E%R Add principal ( FINEFEAN ) o BIMEMEE | Fik
## Allow principals ( SSFEH& )

5. EMIBRNR , TEBZERK , REMKKIER Actions ( R1E ) . Delete ( #lBR ) o RRFITHIA
B, #iA delete , A/Fi%#E Delete ( MIBR ) -

£ A8 517 0 i RBRSS IR PR

» modify-vpc-endpoint-service-permissions (AWS CLI)

« Edit-EC2EndpointServicePermission ( &M F Windows ¥ T & PowerShell )
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B RIE%LIEREER

RRMERZRENASTHEBEEREBERSERE (AWS ZREA ) ARG REHLET QIRS. B
W, TAZEENREEER TR , A EZIMAEEER ; EEAUNECEE WEAART
R, FAFHEZLEENBEEEER.

BRI RSQRSEEN A EIERER, BN, BL4MFHEIHIELFER, NRETEIERF
R, REERAERTETRRSRS.

HEBEERGEEZIHIELEN |, BA2RBEH, BXEZEE |, iBHZ R the section called “# Wik 2 RS
EHNIREE,

EEEM

- MBREBRFREALERSBRSHNER , YRR BRSEENESIEER , NEEENAESE S
BENE IP i, e REAEN,

- MBEIELEEHWEBZHNIER , WF2F MK IET R 5ERS 2 ERER,

EREHSERERRE

1. BELLT®utiTH Amazon VPC ##l& : https://console.aws.amazon.com/vpc/e
ESMBE®KS | % Endpoint services ( IwREE ) -

TR E KBRS .

£+ Actions, Modify endpoint acceptance setting,

1EE L EBR Acceptance required ( EE#ER ),

%% Save changes ( REEEX )

o g A~ w N

» modify-vpc-endpoint-service-configuration (AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows B9 T & PowerShell )

EREH A EZ HIELEEFER

1. B AT MuLiTFF Amazon VPC ##& : https://console.aws.amazon.com/vpc/e
2. TESMBEHES , £ Endpoint services ( I RES ) -
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3. E&RIRAERS.

4. M Endpoint connections ( im RIEE ) EIFH , EFin[IEE.

5. EEZIERER , MKOKIEE Actions ( #1E ) . Accept endpoint connection request ( 1% ik &E
BER ), BARHITHIAR |, A accept , RFIER Accept ( #F ),

6. EIE4EREER , HER Actions ( 1E ) . Reject endpoint connection request ( IE4 ik RIEE
BER) . BARHIHITHIAR | WA reject , RF%ER Reject (E4 ) o

EABTITEIFIELEZBER

- accept-vpc-endpoint-connections 3, reject-vpc-endpoint-connections (AWS CLI)

« Approve-EC2EndpointConnection= Deny-EC2EndpointConnection ( & A F Windows B T &
PowerShell )

BEAHOER

B UEBESNKIET SRS KABENAFEESR. NREAIRAEEIRELRS , NETEEUERE
MY E R,

MR B Network Load Balancer BRTZ—NMNTAKX , NEAUAN LT RRZSEAZTAX, AL
wHRBRSEATARKE , REEAETLFZUTAXH FRA MBI E#EAQ VP C LImT Ko
FREHAEEK T ARSHNAFEES

1. BT MuEITH Amazon VPC #%& : https://console.aws.amazon.com/vpc/o
2. HESMBEHKD , % Endpoint services ( IwREE ) -
3. EFwKA
4

)X %4% Actions ( #4E ) . Associate or disassociate load balancers ( < Bk = BUR < Bk 1 &5 15
z=)o

5, REFEERLHTARSEE. Hlm

o EHRABEERNEREFREELRET RBRS XK.
- BRABESEHERSEEEUERESKE T RURSHXREK, B4REDEEFE - MBS,

« MREBRENABREEREATE—NTRAX , WZTAXFERE BE2NTHAX" T
MREHET —FHPREFER , WaNHOTHXEALET SRS

6. i%# Save changes ( REEX )
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https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2EndpointConnection.html
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

EANTTEERELR T QRSN ARG ER

» modify-vpc-endpoint-service-configuration (AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows B9 T & PowerShell )

EEBREANABOEREANTARFEALET /RS , RAFEALRT QMRS ID BRAWSE
LI

XEXFH DNS B#;
SERILUFFAE DNS EH SRS IAXHK, XBAE DNS BH5 , LAMER DNS RSB LPNK

B, RESBEHBLALRIEBRSEAEREZE , RAERSEAESEERILE DNS B, BXES
E8 , 2% EE DNS E#.

EREH AR RRSFAE DNS B

1. BT MuEITH Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. TESMBE®S , % Endpoint services ( i RRSE ) -

3. ERIRKRERS.

4. fRORIESE Actions ((3#4E ) . Modify private DNS name ( 1&28#,5 DNS &% ) -
5

%32 Associate a private DNS name with the service ( f$FA8 DNS BME5RSXE ) , RAE@WMA
#.75 DNS &,

- WEXAERNE,
- BWALAESAPERBES (20 *.myexampleservice.com),
ERREFER,

WMREIPRS R verified ( ERIUE ) , NFAHE DNS EMAEERSEAEER. MRBIPRARE
T, FHERBERGRIEL , ARNEEET2Z IR,

N o

AR ST RIRRIRSFLE DNS B

» modify-vpc-endpoint-service-configuration (AWS CLI)

« Edit-EC2VpcEndpointServiceConfiguration ( & F Windows #¥ T & PowerShell )
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EREGE B ERIETRE

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. TESMBE®KS , %#F Endpoint services ( i RRE ) -

3. ERRIERS.
4

fI R %E$R Actions ( 384E ) . Verify domain ownership for private DNS name ( }iE#A% DNS &
MEVIEATER ) -

RRHTHIAR |, WA verify , AAFEEF Verify ( RiE ) .

o

ERBTITREIERIETE

» start-vpc-endpoint-service-private-dns-verification (AWS CLI)

« Start-EC2VpcEndpointServicePrivateDnsVerification ( & F Windows # T & PowerShell )

EIFRY IP oy H
5 A B AR SS SKHEH0 1P b3,
ZREE

BEEEHNIR[URSREBES IPv6 BXR , HME A B OER[LAERAICER IP itRE, BRETEX
¥ IPv6 B, AXREZEE , TS (NEARBERMASERE) 78 1P i RE,

EREH A B REFN P it RE

1. B AT MuLiTFF Amazon VPC ##& : https://console.aws.amazon.com/vpc/e

2. TESMBE®D , %#F Endpoint services ( i RBRE ) -

3. & VPC mRERS.

4. fRORERE Actions ((324E ) . Modify supported IP address types ( 18208 IP #hut A )
5. XTF Supported IP address types ( ¥ IP #hub KA ) | AT TE—BE -

- %R IPv4 - BRIRRIRS AEZ IPv4 B3R,

- E#F IPv6 - ERAWRRSAIES IPv6 B3R,

- 1E#F IPv4 M IPv6 - |5 Aim RBRSS LR IPv4 A IPV6 R,
6. ERRIFER.
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EABTITEURZIFM IP i3 H

» modify-vpc-endpoint-service-configuration (AWS CLI)
« Edit-EC2VpcEndpointServiceConfiguration ( 3& A F Windows #¥ T & PowerShell )

EIERE
RO LA RIRFITERE , USRI RESRBIREALHVERIITOE,
AR A S EE A RS WAL

1. BT MuEITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
ESMHBEES |, %$#F Endpoint services ( ImRBRE ) -

1%$# VPC % RBRSS

fOR%E$F Actions ( #4E ) . Manage tags ( BEHFZE ),

FHFENERMAOIFRE | HiEE Add new tag ( FMFHFRE ) , RAERANRSENIRSE,
BHEMBRRE | EEEFZENRANELNE Remove ( BIBR ) -

1£1® Save (R%E ) o

N o o k& N

EREF A EE R REENRE

B AT Mt $TH Amazon VPC #%|& : https://console.aws.amazon.com/vpc/s
ESMBEHKT | %$F Endpoint services ( IwRBEE ) o

% VPC iR RS |, AAMF%$R Endpoint connections ( i@ SRUERE ) ET+,

TR RERE | RBFMOXIER Actions ( #B4E ) . Manage tags ( BEERE ),
FHFENERMOFE | HikF Add new tag ( RMFHFE ) , RARWANRSENIRSE,
EERRRFE | BEFEFRENENELENHN Remove (HIBR ) .

1£$® Save (R%E ) o

N o a bk~ D=

£ A EH & EE iR RBRSNRIIRE

1. BELATMutiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
2. TESMBEEH , £ Endpoint services ( I RRS ) -
3. % VPC wma RS , AREEE Allow principals ( R XM ) ®EIF,

EEIRZ
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4. EBEMLK , RBEMORER Actions ( #1E ) . Manage tags ( EEBIFE )

5. WFHBANERMIREL |, BiLE Add new tag ( FMFIFL ) , RARWAGSRARZE,

6. BEMKRIFE  BERFENENELEMWH Remove (MR ) o

7. %4 Save (&RE) .

{58 F 25 5 1778 DN A BRAR 25

- create-tags M delete-tags (AWS CLI)
« New-EC2Tag# Remove-EC2Tag ( & F Windows # T & PowerShell )

B VPC ik 2 RS H DNS & #1

BSRAB TN HIEQLURSEEMET DNS B, HRSREHFEMAINALH DNS HEN Hin QUK
5 H93.8 DNS B , RS EAELTEREMEAIALH DNS EMNNAEF, S5 tET
PATHAAERBIIRERIEAEREIZE , ARFENRRIRSEELS DNS &k,

EREW

- IRBRSS REEE — 1N FLH DNS B 75,

« TBRFHE DNS BRBIR A ek , LMERBRSERAE VPC R ARS 3R s 4T R H DNS &
Fho

« FXARBPERIE[INZIFHE DNS o
- ERIEE , BLTRELBERERBMIELH DNS REE,

« BALARAE T, Bl | BRI BARUE example.com , T A2 a.example.com. &/ DNS {r& &
ZA38 63 NFH , ENMNEENEKETFSET 255 MNF/.

MBRMEMFIE |, NSRBI FiESE. Fli , RiIREE .example.com HEIUE T example.com,
BIIEARI b.example.com ERFAE DNS B, ERFFERAEANUSERAZBMZE , BLRRIE

example.com = b.example.com,

AT A R UE

ENEE —AEA RS (DNS ) IBFAXEK , XLIZFKHAER DNS REFEE, TXT BRE2—iF
DNS ig5% , IRHAXENBFNHMESE, EFEE—IEHRA—ME. ENRIEZIEN - , &
AR TXT iEFAME 2B HH DNS BRS525.
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HEANRNENHA DNS REFFHE TXT 18%AT , BIEAEAAERKIE,

RINERGE |, BAILUERA Amazon VPC 84| 5 B EHRBIFIRRARS. ESMERT |, %3 Endpoint
services ( i RIRS ) o EBRIHRIRS , HIE Details (FAEE ) T FH K ZE Domain verification
status ( HRIPIRAS ) B{E. MRERIEETEFNE  BEEF/L2H , ARRTRE. NREFE

B FHEHRIETRE., #ORIER Actions ( #4E ) . Verify domain ownership for private DNS
name ( }iEFA%E DNS EMHIEFIEN ) -

MRBIPRES N verified ( BEWIUE ) , MFAHE DNS EMAIHBRSEAEER. MRBIPRASRER
1t , FEZBERGRIEL , ARNFEET2ZREMW,

MRBUPIRZS A failed ( KM ) , ESH the section called “fi# R 135 1F ] &7,
FRENBMAE

B EREEE TXT iEXPEANBMHRAE, flm, £ AWS Management Console R 1= EE E..
ERIRSARS |, HERSIRSH Details ( #F4EER ) T+ EHF Domain verification name ( FRiE
H %5 ) M Domain verification value ( EH¥UHE ) . SRR LAMERA LT desc ribe-vpc-endpoint-service-
configurations AWS CLI i SRR XRIEEL R T R RFHFE DNS EMEEMNFEE.

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

TEHERAHE., 0 TXTicHEet , BFEEM#EA Value 1 Name,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@QERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

fFlan | BRIREIE B 2 example.com , # B Value #l Name MBI EM RAIHHFTR. F&RE TXT i
FIR B RB,
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B Type =l
_6e86v84tqgqubxbwi TXT vpce: 16p0e 45jevfiwoCP RxITt

i1Tm.example.com

BUUEER Name fERIERFE , ENEFRFBEAREEFERA+R. B2, MREH DNS REEF
A DNS iBERBHEE TRIL , NI E#E“_6e86v84tqgqubxbwiitm” , HF B REE TXT iBFHE
F“example.com”s

ERANTRIE"_6e86v84tqgqubxbwiilim.example.com’Zf& , IRE {6 F & 0] £ F “example.com’=, F 13
( #lan“service.example.com”=“my.service.example.com” )

I TXT 2SR INE S M58 DNS RSS2

F TXT B EZAMEERITEA DNS IRESEMNTEEUR T N ZIRA DNS RESHAL ., &/ DNS 1245
AJBER Amazon Route 53 = H i & M.

Amazon Route 53
NAEREXBEIER, FRAUTE :

« XF Record type ( i0FRFEH ) , &EE TXT,

« X¥F TTL (seconds) [TTL (¥ )], ¥ A 1800,

« XF Routing policy ( B&FH R ) , 1%£3F Simple routing ( E#£EH ) o
« XF Record name ( i2FRE#H ) , WAL T,

« XF Value/Route traffic to ( E/RERHBE ) , WAFHKIIE,

EXEZEELR , 555 (Amazon Route 53 F XA R IERE) PR FEHZEE &0 12F,

—

A7 DNS RUEREABRENKS . SRZTENEF M DNS 25, EARMNEHNSHANE
SR TXT i85, DNS BREFBEEE 48 I 4N , BEEHL TARNAEZLRE,

BREEAENHE , HEF DNS REFBRMANE. TREHRTEB/LNER DNS 4R XA
B, WIRATEE , WA FESHEHEXLELTRENT mBRS

F TXT IBFR 2SR DNS RS 28 98
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DNS/EERHE RT3

GoDaddy A TXT 183

Dreamhost ¥ hn B E X DNS g%

Cloudflare EIE DNS id%

HostGator f# F HostGator /eNOM & DNS g
Namecheap W4a] R FEYIEA D0 TXT/SPF/DKIM/DMARC i3k ?
Names.co.uk B ougii DNS iRiE

Wix B Wix K7 RIS EH TXT gk

BE TXT IEXRREEAXM

B ERANATSREIEENFAE DNS BMEMERKI TXT iEXE2EEEH A M E DNS kSR
RIF121TiZnslookup® < , Z&H W A F Windows 1 Linux.

BRERNENEERERSH DNS FRSEE , ANXLRS [/ ITEME up-to-date FRHRS . EHE
EEFE-—ENES 2L EEHM DNS IRSR.

BIEEH TXT iER 2R E R H EERY DNS RS 25

1. EAUTHTERENENE MRS,

nslookup -type=NS example.com

tef S AT A T ANENEHRSSR,. SFET - SPRIEAXERSH/Z—H

2. FRAUTHSRIETXT EREEEBAN , HH name_server REHE L —SBHHRIINBHR
%%ﬁz_o

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server
3. ELE—THHEd 6 B text = GHNFHERES TXT EEE,
ERMNW RIS, MBEREBES , UWAHSEATAR,
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https://www.hostgator.com/help/article/manage-dns-records-with-hostgatorenom
https://www.namecheap.com/support/knowledgebase/article.aspx/317/2237/how-do-i-add-txtspfdkimdmarc-records-for-my-domain/
https://www.names.co.uk/support/articles/changing-your-domains-dns-settings/
https://support.wix.com/en/article/adding-or-updating-txt-records-in-your-wix-account
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_6e86v84tqgqubxbwiilm.example.com text = "vpce:16p@ERx1Tt45jevFwOCp"

R R IE (7] B
MBHMBISREM , U TEETURBE AR REH,
- HELH DNS REFREAYE TXT CREHFERA TS, WREH DNS BEETAFEAT

Xk, MERTLMN TXT 1R EBIBRIUEE 5 ( Hl21°_6e86v84tqgqubxbwiiim” ) o

- RELEK DNS BHBEEFEEBH MR TXT icZN KR, ¥t DNS 2HE4 B F SRS MM
B TXT EXRMNEMEHRP, ABREERES , FHEUE TXT EXNESBEEREAMIR. WERE
41 DNS Rt E& B A ERFHZ M INE TXT i8%.

- WEER DNS REERE R DNS BREBANNEANEFR, REHRIEEZNELHESR]
REHNETS TR , BT 2RIEEVE, MR DNS RUBF TXT EREERNNERANEF
&, BB R M IRENFE B

s HTFEEZEZANAXFHZN AWS IKF |, EMETEEEL RBIEENE, R DNS #BEHET YT
ERESZEEHEEMBMMN TXTIER , BRZE DNS BHERAA BN ZANAEHELBHAE
—%& TXT i2%., filfn , t1E DNS B Amazon Route 53 B2 |, ME A LURBU T SR 1T 4E,

1. £ Route 53 Z#I & H , IEFEERIUESE —NXE P HEE IERN TXT i2%.
2. ¥ F Value (1) , REUNBEEENKRE , R/ Enter,
3. AMKMXEHEMEE , RAERFIERE

1R DNS REBA A EE —5 TXT EXFEZME , MAIER TXT EXHNEERBHRPHER
Rk —IX , M5 —RERAMB SRR RBRWERRIEE. BR , £REEXNE—MIKRIERMIR,

EWR QRS SHAVIRE

ZA S QB AUBER SR SRSHEXNBIESHWIRE, flm , S EEEE REES SHIEL T
Z e B4,

5

- B2 SNS BA

o A INIER KA

o ANMFEARR
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AWS PrivateLink

2| SNS &EAl

FEAUTERERNBANGE - Amazon SNS =B HiTHEZEE,

EREH AN RIURSIREA

1.

S

BN AT Mt TH Amazon VPC #&l5& : https://console.aws.amazon.com/vpc/o
ES MBS | % Endpoint services ( IREE ) -

TR im RIRS

£ Notifications ( A ) W+ L , %% Create notofication ( BIZZEA ) .

¥ F Notification ARN ( %1 ARN ) , E&FEIENERTF SNS E-M ARN,
E{TREH , M Events ( B4 ) ik,

« Connect (E# ) - REEAZECETENRR, XLARFREBRXEEER,
* Accept ( #¥ ) - RS REFES TEEBR,

 Reject (#£4 ) - RFRMEIEL TIEEBER,

» Delete ( MiBR ) - BRSSEMEMBR T O KR,

%% Create notification ( 8IZEH ) .

FERABSITHR/RSEEAN

« create-vpc-endpoint-connection-notification (AWS CLI)

« New-EC2VpcEndpointConnectionNotification ( i&F F Windows #9 T & PowerShell )

7N D0 [R) SR B

£ SNS B AR AWS PrivateLink A IFRKREBRABHNIGERE , MTFAR. BXEZER | #F
SR {45 Amazon SNS B GRI KR 2 A aws:SourceArn = aws:SourceAccount £
SRR AERIE AR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

#2 SNS EA
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
https://repost.aws/knowledge-center/sns-edit-topic-access-policy/
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"Service": "vpce.amazonaws.com"
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}
}
]
}

7N D03 A SR B

MREERRIRINEZR SNS £& , N KMS ZAM R IR R LIEE AWS PrivateLink 828 A AWS
KMS API #1F, BLT BRBI% AR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
I
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
I
"StringEquals": {
"aws:SourceAccount": "account-id"
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)
)
]
)
il B i /= AR 55

ERBARSE , BAULUSEBIBR, MREEMRESUEZERL T available 5 pending-
acceptance RAEMNIH KRS , WETTEMR Rk 2RSS .

il BR i SRS T MR EBR N A9 S |, R MEARI9E s B REEMONARF RS,
£ A2l & i BRiw R AR S5

B AT Mt 3TH Amazon VPC # %A : https://console.aws.amazon.com/vpc/s
ESME®KT |, %# Endpoint services ( i RIRS ) -

1T FR IR R ARS .

i%#& Actions ( #4E ) . Delete endpoint services ( Ml B&i% = RS ) o

RBREITHINER , #iA delete , RFIEE Delete ( MR ) -

o ~ w0 bh =

15 Al ap & 1T BR i RUBR S5

« delete-vpc-endpoint-service-configurations (AWS CLI)

« Remove-EC2EndpointServiceConfiguration ( &M F Windows #J T & PowerShell )
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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BB 45 RIEE AWS PrivateLink

AWS Identity and Access Management (IAM) AWS fg$5 AT # B EE R T2 iE X AWS BIRE G
B R. IAM BE R IFHHE TR ITEMRRIE ( BF ) FMRN (HENR ) FH AWS PrivateLink %
Ro BAILAER IAM AWS RS | TEXINFANER.

AN

)

PN

ERSHHITEHRIE
EARBEE

« 03] AWS PrivateLink & IAM B & £
- ET 5 RM R AWS PrivateLink
- ERAKIKBIZEFX VPC xS B [E]

KK

X
& 5 = AWS Identity and Access Management (IAM) @B/ AE , E4ABUR T B8 T4E
AWS PrivateLink,

ARSS R P - o SRAGGE A % AWS PrivateLink RS R T , NENEE R 2N R HEFATFERFEIENR
PR, H{REEAEZ AWS PrivateLink ZhRERT A THERY , RATRER EMAMNNIR, T HMMAIEE T
RREBTEHERE R FRESHNR,

REEE G- MNBEMFT TN AWS PrivateLink 2R , N A aE B T2 15 BIAPR AWS PrivateLinko
B TEREELNIRS B RIA AL AWS PrivateLink THEEFI'ER, RE , BX4A[E IAM EE R
RBRXBERUNENBRSAFHNNR, BEFZAEALWERLT# IAM WEXRES,

IAM BER : MREE IAMEER , BAkEFETHMNMEEFRKLLEEN AWS PrivateLink#9 173 8]
R FMEE,

£ S HRTE ORI

SNRIIEE AWS FRAEHEILEEZN AR, BH4T IAM BF BA5ETIE AWS IkKFRAFE
IAM £ @347 B A ( BF AWS ) .

FEA A EABEY S MREENEREIL AWS BRE 5108 F. AWS IAM Identity Center ( IAM Identity
Center ) AP, RLOFINERBEZEMHRIUILAKREN Google = Facebook EIRMEKE F 108 =l
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MBS EMERN , ZFNEERAURER IAM ACRET SHEBEESRIE, HIRFEREBSIHR AWS
B, R RERERE—INAR,

BFEEHNAFER | S LIE S AWS Management Console 3 AWS 15[H[TF, BEXRBEZNEZER
AWS |, S (AWS &F AFERE) PR AEZEE AWS KW,

WMRIE AWS BURIEHZ IR, W& AWS RERATT R EH (SDK) Man w170 (CLI) , MEERE
MEFRNBERBITIMBLEE, MRETFTER AWS TE , NXTMBECEFRER, BXRERAHEENTER
TEBBERNEZEE , SR IAM AFERTHNEE AWS APl B3R,

LTREAAMNEMRIESE , RUREEERMEMEZLER, fll0, AWS BEWEFERASESHRIE
(MFA) SkRIREKFHNREM, ETRESER , 5250 (AWS IAM Identity Center AR 1ERE) FHNZ
E5HRIEN (IAM AFER) FNE AWSHERZESHEIUE (MFA)

AWS K/ root A F°

BIZEf AWS Ik, BEXBER—NMNEBREN , ZEOTUATLLRAKS FHMERR AWS RS ME
Ro L H DI AWS IKF root BF7 , R GIERIK P Bt 62 F A9 B8 R 44 3t ik RN 22 40 & S BN AT 15 )
ZH M, BARWESEERRAFNITERRES. RPFBRAFZIE | FERXERIERRKITRIE
AP EBRITIHES . BXEREUBRAFSHERNESHNERIIK , B2H (AM AFERE) +
MEZERASEIENES.

BREH0

FEARESXREK  BERAXRAR (2RFEEERALRANROAF ) ERESHREBNEKS S ORIE
AWS PR S5 B I B UE B 1T U5 R

REGHREZNLULAFBER. Web B4R, Identity C enter BRAMWAF , REFAEH
AWS RS BN BRI EHNEEFTIHEANAF, AWS Directory Service B4 & 1415 8] B4 AWS
K, i EARe | AREMIGRHES,

EEFEBIHRINER , BWWEFERA AWS IAM Identity Center, & A BAFE IAM Identity Center AR 812 F
FREE S LEEAESIEECHNEORTFN—ARAFNEE , UEZENAE AWS K-
MARFHER, A% IAM Identity Center B{E R , 5510 (AWS IAM Identity Center A 38/)
B 42 1AM Identity Center ? .

IAM R = MEF4H

| AM AP =& AWS K REXNASRNARFEARENRN S M. EAENBRT , RINBUE
ARG EILE  MARCBREAKHEIL (WEBMEEESR )W IAMAF, B2, IREA-LERE
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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MEAZRFERBZIELUR IAM AP , BUERRIBRRHA, BXESEE , B2H (AM AFE
M) PN TREERHZUENEAZSERLRE RZH.

IAM AR —NMEE—4A IAM AFNE B, BTEEREANEHREFRK, BAUERAR—RERZN
BAREENR,. MEERERAF , FHAATUERMHEERRFNER, flin , S&ugEEg—18R
IAMAdmins B4R , HRZAEFRRUEE IAM &R,

RPREAeTE. AFE—5EMARINARFXE  MAGSHEILFTECNEAARA. AFE
BRANKHEILE L MAGRHKNEILE. ETRESER , 558 (AM AFiERE) PHM 612
IAM AP (MARAE ).

IAM B &

| AM SEREZNMBEERENR AWS IkF W&, BERLT IAM AR , BEEREAATKEK, &7
LA AWS Management Console @I Y] A EFIReTEE IAM B, SR LUEI A AWS CLI 5
AWS API RERERABEENL URL REAAE, EXERAABHNEENESEE , 26 (AM AF
Em) BW £/ IAM A,

BB EIER IAM SEEUNTERTRER !

- REAFHR -ZERKESHI2ENE , FUEAGHNACE UNIR, HKESFHHTE MR
i, ZEMRSAGHEXEHASRTHYARE LR, BEXKEENRIINAGHESR , BSH
(AM AFER) 0 AE=ZF S REAMAUEAE, MREFEH IAM Identity Center , MIEEE
BENRE, NIEHENSHEHITESHRIESTFRNAR , IAM Identity Center JFXRE S IAM
FHABHEXEK. BXNRENEE , 56 (AWS IAM Identity Center A 18R RS,

o IEEt IAM BFPABR - IAM AR ERA IAM AFRRAR , LERNREBHNBFETSHNTENR,

- BIKFFW - S UFER IAM BEUATTRKFPHNENA (IEEE ) HEEHIKS PR
Ro ABRRFEKFHRENBEHEESR., B2 , I TELRR AWS RS , B LU RSB ZH
MEFR (MAREAACENIRE ), ETHRATEKFHTRANACGNETRRNER ZRNE
3, H55 (IAM AFER) 9/ IAM AE5E TR RN EREATE,

- BRFGR — B AWS RS FRHEA AWS REFRSPHITIEE, N , YEEENRSFH T
A, ZBRESBEE ST Amazon EC2 FZ1TN AR HE Amazon S3 AFMEIIR. IRFTEELME
RAELHBRANEENNIE, ERARSACRFERRSHEXAGRIITIEE,

- BRIHEELE (FAS) — HEEA IAM AR A BEFRITRER AWS , BEMAEZIRA. FH
HERSE , BAgESRMT—MNRE  ARLBREEHMERESE3 S — M. FASERRBA
ZREANRIAKR AWS R B T RS AHIFERHER, AWS RSREYRZSKEFEESH i
AWS BES RBEBRREFRETRNERN , T 2% H FAS R, EXRERT , BYUMEFRT
XA MRIEMNR. BX K FAS BREWEKREIEE , BTSRERXHELE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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- BSAE - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI2, BRABBRESACR,. BXESER , 28 (AM AFERE) 9 6IER AWS R
SERRENEE,

- REHEXAG-BRFHEXACRE—MERSHEXEKNESAR. AWS BFRSATURARKER
TRENERG, RESHEXACHINELZND AWS IKF |, FBERARSFE. IMMEBEBRTUES
B EEmERSHEXAENIR,

« £ A@@ mazon EC2 LIZ1THNARERF — SR LAEA IAM AREEE EC2 Kfl LE1TH A H
AWS CLI 2 AWS API FRE R ARFHIGRHER, XL TE EC2 RflhFHILRAIZEH. EM
EC2 iflo Bt AWS BEHAFEHAHEAMEBNAREER , BFEE QM MBI ZEHIR K HIE B X
#, PIBEXHIESAE , HEEC2 KHl LETHRFEBRBIRNEIL. EXEZER , BS
5g <IAM AF#5R) i FH IAM AN Amazon EC2 £6l EETH R ARF R TR,

BETHECER IAM ABER IAM AR , H2H (AM BFfEE) FRAEeIE IAM B8 (MAEA
F)o

e AR EE A

&AL AWS B SR AR E M IR AWS F R FERZS PRI BRNER, REEEPH -

XRAWS |, SEFHHRFEKREKE , EQEXHENR, AWS EEREA (AP, root AFHABS

E ) RHFERMTAXLERE, REFHNRBERATERELIFER, KSBEREERL JSON X1
B AWS FEX 7 EH, BX JSON RBMENEHMIATNESEER |, BZH (AM AFERE) F
Ay JSON KEE#LIE

EER W LAER AWS JSON REEREEHRRIL R L, tbp2d , BN EME AT LAHIRR
1TH]RE , UREMALAFZH T,

MIANBERT , ARPFMARXENR, ERTFRAPNAERFRITRENNER , IAWM EER T L612
IAM KB, EERABETUARAERNMMIAM KB , HEATURABE,

IAM SRRBETE SURMERNPR , TR FEERA MRS EZRTERE, S0, RIREF - AT iam:GetRole
BRENKE, HEIZFERNAP UM AWS Management Console AWS CLI, X AWS API 3R EX A&
=8,

ET 50 H R

ETEMOHNRBEEAUMMEISS (W0 IAM AP, AFRPASAE ) B9 JSON IUPRFRE XY, XLEREL
BHAFMARTEMPRAE TN BHLERRRTHLRE, ETHRNMEET SHNEKE , E5H
CIAM A FPER) VA1 IAM REE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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ETEHNRBALR -SARNAKREEREEA KK, ARKBEERALEIAS, 4HAG
o, HERBRIMMAER , SALEERMIIFHNSIAF, HANSE AWS K, RERKIE
AWS RERBMNEFEERE. BT HNAERENRBENANBRRE CBETIERE  F5H (AM A
PiEE) THERENRES ABRRE 2 B#TIERE.

BT #IRA KRB

ETHRFNREZMMNEERE JSON FEEXH, ETRFRNRENRHSE IAM AGEEEEMN
Simple Storage Service ( Amazon S3 ) FEB XK. EXHFETRENEBHNERSH , RSEEA R
DERAEMNREFNBFERRNIGE. NTFEEPHMNKEN TR , RIEEIEE 4TS ZRIRR
TMEREUAREFARLETINGT. EXTEETERNRBEPIEEETE, ERATUASEKF. A
. A, RERAF® AWS RS,

ETRFHNRERNM T ZRSFHNEKERKE, ETREETRARNKBEHER IAM P AWS EX
B

U7 E] 3%l 5l & (ACL)

EEFIFIR (ACL ) EHIBLEAE (KFARA, AFRAE ) ARGARKR. ACL SETHIRAEK
BEREL , REEMFEEMA JSON KM,

Amazon S3 #l Amazon VPC Fi2X# ACL BWiRS =l AWSWAFETH#HEX ACLHNESZEE ,
B2 (Amazon Simple Storage Service FF X AR IERE) HHIFRIESIFFE (ACL ) #EK,

HiRugRE

AWS XIFHMAARERAREERE, XERBRBTOREER ANKBRBEAQER FHRANR.

- RRLA - NRLAR—IERNE , ATREETHOHRBEAILIN IAM K4E (1AM AP A
2 ) BFNRANR, BANKBRENRLR. SEERNRRXEET HHHRBERENRD
RORE, # Principal FEEAFHAGHETRARNRBEANZINRLRRH, F-TUREPH
EXELF/FEZ AT, AXNRILANEZER , F2H (AM BFERE) FH 1AM KA RG
5o

- RSB RE (SCP)-SCP 2 JSON Bt , ATIEEALRLHL LN (OU) WHRANR, AWS
Organizations AWS Organizations 2 —HH FXEMN LW IHENS AWS K- H#HToANMEFE
BNRS. WREALANSHATREDEE , NAIXEZE R £ B0 B A RS2 H 5K (SCP), SCP
BREIK AMKF FEVSE(R (BESN AWS IKFABAF R4 ) BWIPR, B3k Organizations 1 SCP #y
BFZEE , B3 (AWS Organizations A6/ K SCP ¥ TEFRE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
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- SEERE - 2ERBRYLURESXNACIKSAF RGNS FENEASEEENSREK
B, FRGFNIREAFSIAGHNETHONRBENSERBHRE, NREATKREETHIFN
Kb, E—URBPHNEXNELFEEEAT. AXEZER , H2H (AM AFER) PH21ER
%O

ZREERE

S NRBEMRBENA T —MERE , ERNNREMERNEIER, BETHRELRSHREREN
WA AWS BERBAWER , HSH IAM AP EEH N ERITEEE,

#n{a] AWS PrivateLink 5 IAM @& £ 4

EEH IAM BIEiHEBR 281 AWS PrivateLink , 55 7 G WLt IAM Thag At A AWS
PrivateLink,.

A LU B A/ 1AM ThAE AWS PrivateLink

IAM Zh&E AWS PrivateLink 15
EF 5 BH R =
E T RIRH R =
RERE =
REEHR =
KRR (BETHRS ) =
ACL &
ABAC ( BRI ) =
EARR =
REAE §
RSHEXAE B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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ELH THRASHIAM Thasl A A X AWS PrivateLink f1E# AWS BRS Thae , B3 IAM A
EHRHE IAM B & EFANAWS RS,

HET 54r5K/E AWS PrivateLink

XFET B RE =

ETEHNRBETMMESZH (0 IAM A7, AFASAE ) B9 JSON RRREE A, XLRE
EHERFMASREMPRA TN BLERRIITHBLERE, ETHRNTOEETHHMRE  FSH
IAM A PR AV B2 IAM KR,

BEMEA IAM BT EHHNEKRE |, BUEEAFSRIELNREMTRUR A FSRIELRENIHEF. &
TEEETEANERFPIEEETH , RACERTENMNAFRRAR, ETHAIE JSON KEEFFE
BAWmERTE , B5H (IAM BAF1ER) FK IAM JSON EETES A,

ET B MK R AWS PrivateLink

EEFE AWS PrivateLink EF BRI RBEN RG] , ES5R, ET 5 HQHEBE RS AWS PrivateLink

AEPE T EIRBER AWS PrivateLink
YEETRENRRE P

ETHRFNEEZMMNEERE JSON FEEXH, ETRFRNREN RHSE IAM ACEEEEMN
Simple Storage Service ( Amazon S3 ) FEB XK. EXHFETRENEBHOERSYH , RSEEA R
DEAEMNREFNBFERRNIGE. NTFEEPHMNKEN TR , RIEEIEE 4TS ZRIRR
TMEREUAREFARLETINGT. EXTEETERNREPIEEEZER, ERATUASEKF,. A
. A, RERAF® AWS RS,

ESABKS R, SR LHEANKS SHEMKS P IAM KEEENE T RRN RPN ER, F
BKSEAANBETRENREARBIUGEXRRIEN —F¥ME, HERANRFRLTAEMERN
AWS IKF , AIEIKF R E IAM EEE R ESAEEEARE (AFRAR ) RTFBRBRHNR, tbd]
BEHETHONRBHMMNBKEUR TR, B , MRETHRRNEBOE - MK PO EART
WERRR , WFERINNETEONKRE. BXEZER , 558 (IAM AFER) #1 IAM 2
EETHBRNEEBEATE,

ETBMHHERRE 110


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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AWS PrivateLink RS X —fE T ARNER | BNKRERT S KK, A KK a4l AWS =40
LERmSIAREEERS. BXEZEELR |, 5 the section called “iff S 5K B8,

KB 1730 AWS PrivateLink
X RIEIRE =
EERA A LR AWS JSON REERIEEHEANIFRt L, ERER , BN EMAK AfUARAAETIR

1TRME , UREMHL &HF THIT,

JSON KEEHY Action STEIBRT A FAERE B A FRIEL G RIVIRE, REREEESKEKHN AWS
APl 2#ER&., E—EHIHNER , Sl ETE APl BENNEBRENER 8E, T —EREZEEERKE
FIRITSMNMRE, XM INREFR N ERIRIE,

HREE 2 ERFEUR FHATRBIRERIRR,

AWS PrivateLink 5 5% EC2 = H API e B %A, EENITHRIEIRIEEIR/ER AWS
PrivateLink SEAALL T RIS :

ec2
EEREMEQPEESTURE  BEAESFHElRT.

"Action": [
"ec2:actionl",
"ec2:action2"

B AERBESR (*) BESMRME, 0, BEIEELLEE Describe FFKMFIERE , @BUT
BIE -

"Action": "ec2:Describe*"

EEE AWS PrivateLink 21E%I3% , 52 ¥ Amazon EC2 APl &Z i AWS PrivateLink &1/, B%
EZEER , 550 (REBENSZE) F Amazon EC2 E W KR 1E,

AR —


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
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B B SR &R AWS PrivateLink

XIF RGBT IR =

EE R WLER AWS JSON REEREERARIG AT L, tBE2W , BNEME AU LRIR K
1TRME | UREALEMHS THIT.

Resource JSON KB TRIEEERMHMNAREN —NHZ IR, BIXTEE Resource
NotResource T, ENBEXE , EFERH Amazon BEEF (ARN ) BERR. N TFXIFHE
BREE (MR BRBRENR ) iRk , B UBRITHIRE,

X TFAZFRRENRAOIRE (MFHRE ) | BEABES () EEUNATHRRERR,

"Resource": "*"

B SR RE R4 %4A AWS PrivateLink

XEFRET RS R RA R =

EE R WLAER AWS JSON REERIEEHEARIBEF L, BR2ER , BN EETUANT AR FERITER
1, ARIEMHAZRHETHIT,

f£ Condition Jt¥& ( = Condition k) # , AT EBAERMNEM. Condition TEETE
W, BUGIEFERAZRGZER (i, FFHNT ) BEHRER , UERBPHNFEESERPHE
HMTE,

MREE—MEAHIEEZN Condition & , HEE/ Condition TEHIEEZMNE , Il AWS
/2% AND ZEIFEEN]l. MRERAENRHBEEZNMNME , NFERAZBOREER AWS &%
#, ERFIEUNNR 2B LTHE B FTE NS,

EEESHN , ZUAUERSUFEE, S, REEFEA IAM AR 4512 IAM AR, 888
HETFHRRRHNNR BXEZELR , F2H (AM BFERE) 78 1AM ERTE  TENHZ,

AWS X EERFHBZANBETRSHFMHEN. EEEME AWS 2/FH4R , F5H IAM B
FTNAWS £RBEH L TXEHR,

AT &4 ETF AWS PrivateLink :
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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* ec2:VpceServiceName
* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName

BT RSN ML REMTIRER SR , FSH Amazon EC2 E LKV ERE,

W AR ACL AWS PrivateLink

X ACL o

mEEFIFIR (ACL ) EHIBLEMAE (KFARA, AFRAG ) ARGARKR. ACL EETHIRAE
BEREL , REEATEEMA JSON R,

ABAC with AWS PrivateLink

5 ABAC ( REEHHIFRZ ) =

BYEAYTARIES] ( ABAC ) B —MERIURE , ZERBETEMERENNR. £H AWS , XEEH
*l_\jj*-ﬁ.u.o AT LAmE IAM KR ( AFEHAR ) MiFE AWS RIRMINARE. RIESEAEMBIRE ABAC
HE—F, AFIRIT ABAC K , SUEEARIRE SA0]Z 1577 B 49 5 RAR 35 T A S VRIRAE.

ABAC EREE KW EFIEERR , HERBERTSEMUNITR T AT UHREFB.

EETHREEHEER , BEEMFEA aws :ResourceTag/key-name, aws:RequestTag/key-name
= aws: TagKeys %#%EE%H%E’JR#E?\EF?E{ IHREER

ZZIJ%%Aﬂﬁ%ﬂﬁzﬁﬁ’ﬁiﬁ%‘éﬂ%‘ﬁi%ﬁﬁﬁﬁz/\%#ﬁi , XS FiZBRSS  REAR. MREEMRSNX
NTHDFRREISMBEX=NZMHR , MZENTD

BX ABAC WEZER,BEZH (IAM AFER) PHT L2 ABAC? , EEFRE ABAC TRV
B ,ESiH IAM AFER) FREAETEMMNIHRNEZRS (ABAC) .

s BHEIE &5 AWS PrivateLink

T EIReEUE

fim
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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HREAIFHER R RS, HL AWS RS TRER. AXESZER , SEWHLE AWS RS ERTIE
BHES |, 5 IAM AFERFHAWS S 5 IAMBEEANER.

MREERRAFBENBRZANEMSEZES , M AWS Management Console & # 2 IR B IEF.
flan , HB AWS RN EIMNE QB R (SSO) fE#TIHMEA |, ZERLEBIEIITER. HEN
AR EHREFREHE , RAEVGRACKH , fFESBHEBIGREIL. EXIRACGNESZER , HSH
(AM BFiEm) W JHREAE (EHE ).

BRI LAMER AWS CLI 58 AWS APl F 8| ZIREHER ., AE , BALMER X EISEHE B HITIH
AWS, AWS BUZHBERIGEFHES K MAREAKBHRZRA. BXEZEL , BFSH IAM F 1
I Bt &2 2 EALE

1Y 5 AR <5 £ AU BR AWS PrivateLink

X FHERIBE21E (FAS) =

HIEER IAM AP RBeEFHNITREN AWS , EBEANERA. EAELERSH , EFgESRIT—
MRIE , ARHBREERMBRS PR S —MEE. FAS ERRAAZRANNRUK AWS RS @T
RS R HERBER. AWS BRERFHRZFBRIFTESHM AWS BSS HARRKES BETTHIIER
B , T2 KW FAS K. AXMBERT , BLMEFRITXAMREAINR, BXAH FAS 1ERETHY
REEFE  FEAEREE21E,

B RSS A& AWS PrivateLink

xEFRFAE )

RS ABRA—TURSEME. KREFITEREN IAM BE. IAM EE R AT LAE IAM R oI, Sl
BRERSFAG. BXESZER , E5H (IAM AFER) FHIZEER AWS BRSERNENAE.

RS F < A AWS PrivateLink

XEFRFSHEXAG

7|
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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BSHAXABR -SRI AXKN AWS BSRFAR, BRSEAUKARRERTRENEE, RS
EXASHAELNH AWS K/~ , FEBBRSHAE. IAM BEERTUESETREERSHEAXARS
YA R

HET 5 r K& R~ AWS PrivateLink

RIANERT , AFFAGEERIERIEH AWS PrivateLink BRI R, i1t EZER AWS
Management Console, AWS Command Line Interface (AWS CLI) 2t AWS APl $i1TES%. ERFH
PXAERBRATRENNER , IAM E3E G LG 1AM Kig, EEABESALRAERMIAM X
%, APAaLURARE,

ETHUNAERX LR JSON REEMEGZEET IAM KK , ES6 1AM AFRERETH S
IAM SR RE

BXH AWS PrivateLinkE XV REMTRRE ( S FENRFREREN ARN B ) NFEAER , B
57 (IRFERSE) FH Amazon EC2 Hg{E. RIRFMERHEHA,

Bl

- ¥E#l VPC im KA

- ETRSHBEEERS VPC i< 82

» 2N VPC I RRSIEENFLE DNS B
« EFFR VPC i LIRSS HEER RS B

&l VPC i [ 2
HAERT , AFERERLKET R STNNB-— I ETFEANER  BAFETUR, 8% #
RAMBBR 5 R AR REIMT -

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"

}

]

ET 5 R R 115


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html
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AWS PrivateLink

}

BXREM VPC i QIBHX RSFHIBRMNEE ,

&2 ¥ the section called “is S KB

ETRSHAEERS VPC in L8l

B LAEA ec2:VpceServiceOwner ZHBBRIERFHEE (amazon, aws-marketplace K
FID ) RS LARIERH VPC R, AT RARTFEAEENRSZHEEVNE VPC HmaIWR, E
FERALRA , EERXE, KF ID MRSHEEE.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",

"Resource": [

"arn:aws:ec2:
"arn:aws:ec2:
"arn:aws:ec2:
"arn:aws:ec2:

region:
region:
region:
region:

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",

"Resource": [

account-id:
account-id:
account-id:
account-id:

"arn:aws:ec2:region:account-id:

1,

"Condition": {

"StringEquals": {
"ec2:VpceServiceOwner": [
"amazon"

vpc/*",
security-group/*",
subnet/*",
route-table/*"

vpc-endpoint/*"

ETRSHAEERS VPC In R 0IE

116



Amazon Virtual Private Cloud AWS PrivateLink

#HI A VPC iw RBRS IEERFLE DNS B 75

A LAE A ec2:VpceServicePrivateDnsName A4 EKIEH ARES VPC in RIRSXBKNIE
DNS E¥MENHBIEWLE VPC i RRF. U TR OITRFEAIEENFTLAE DNS B VPC in < iR
SRR, EFEALRE , FHERXE, K- ID MFHE DNS B,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"

P

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [

"example.com"

]

}

}
}
]
}

HI AR VPC im [UBRSS T ERY ARSS B R

BRI LAE A ec2:VpceServiceName &A4EIRIE VPC im [BRF B MREH AT LGIEHN VPC Ko
UTRABRFEAEENRSEMEE VPC in SR, EFALTRE , HHRXE. K/~ ID MAR
FE M.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",

BH TR VPC i R RFIEENFAE DNS B 117
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"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"ec2:VpceServiceName": [
""com.amazonaws.region.s3"

£ A i RIR ISR #IXS VPC v KRRV G IR

LR T AR R —ME T HRARE SR LUFEHINE VPC KimTi R, LAIREIHLE AWS ZFEAT
LERZLRT KRR AWS RS

BRARKBTA2BEIRARETSONRBRIE T HFRNRE, Sl , MREBERAEDREES
Amazon S3 , M3EATLAEA Amazon S3 FE BRI KIZFH M ER LBHEE VPC X‘J’f—?—fﬁ‘ﬁ)ﬁﬁﬂ’ﬁﬁ
Al
AES
- AEEmM
« BRIAUR SRR
- BEOWSKE
« MXimREEE
- E# VPC in S K
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N
/.

ZEIn

i AR =M 1AM policy B S # JSON KB XY, HAPNBHMEBE— Principal THE, iR RKEH
RDFEET 20480 NFHF (BEEK )

ERBIEEORIMARLIET ST AWS RS , AT EN LR REREMIMENZART . BRI LA
Bt E I R R B o N RABTHT hNvm R BE |, FRATTREEE b ER A I =2 R B o

HIEFTEES AWS RS X HFim Kk, WER AWS HE% AEEHAHET SRR , WRMNAGTFRZERS
AR IRET SQHTELHRINER. BXEZEER , 53 the section called “EF ik A R ZIF,

HENmR/IRSMIE AWS RS EIE VPC imREY , BRI AN Zig R#EITT2 M,

HRi\vm SR B

ARIA U R B R T i R T2 T RAUR

{
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"
}
]
}

O um SR B

BXRARiET S EKBHNRE AWS RS , 55 [the section called “5.. £EEN RS, RENE—FSE
S/ AWS PrivateLink XHHI8EE AWS RS, IR AWS RS #HFin 2K N E X IFEIR S KK

il

P 5 Ui = RY E 4

Xt F Mk LK , BIFPrincipal tRIREN*. BEEEZEEA , BEMaws:PrincipalArn%k
"8,

"Condition": {
"StringEquals": {
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"

MREEUATHRABERTEA , W AWS KA RAF Rz AFNASRFIHEMER , Mk
FERAFNAG.

"AWS": "account_id"

BRMXIFL/ANFRUIKRBE R, ESHUTRR

« EATF Amazon S3 Vi S
« &M T DynamoDB HJif &

E# VPC i = KR

REUTSRERN AWS RENin /LK, TEFMTHAKRKE BN ERIREE/ LSS eE
)‘&o

{5 AR 42 16 & BB T R SR B

1. B LT MuEiTFF Amazon VPC %A : https://console.aws.amazon.com/vpc/e

2. ESMEBERKT , EFRHR

3. ﬁj::F VPC Jfﬁ; N\ 0

4. {KXRIERE Actions ( #4E ) . Manage policy ( EIERRE ) o

5. 3%&$% Full Access ( T2 ) UAGFN RS HITTEHE , REIEXEFE Custom ( BEN ) HEHn
B E M KR,

6. EFERE

£ A o0 5 1T B #Ti = R B

» modify-vpc-endpoint (AWS CLI)
- Edit-EC2VpcEndpoint ( & F Windows B T & PowerShell )
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
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AWS PrivateLink 9 CloudWatch 3§#%r

AWS PrivateLink £5F8X# 0N, Gateway Load Balancer i 2 i S BRESHBRE S L HE
Amazon CloudWatch, A CloudWatch , A L R —H B FH BB FHIEEE ( FAIERR ) KREREX
FXEHBFBINRITHE. THEFRANEZEGEENTE K MEREIRNZTERENEECHE. BN
iR S ER A S<BR Y B B 2 A0 Ak YN 2 4

EAMERERRRIERERBERIEZT, S, &I LLE1E CloudWatch BIRRIEIRIEERV ISR , &
EREHEN TEIUEN B EMRE (@B FERF I R IXBA ) .

FakmrEEOIRS, Gateway Load Balancer i 2 Mk R RS HIIEHR. BEFSK M Kin A1
Fro FURIER T , AWS PrivateLink 28— 2 [ CloudWatch &ixiE4r , F BT~ H N5
A,

EXEZEER , {52 Amazon CloudWatch B ¥/,

Bx

- WmRIERN4ERE

- mRRSIERNEE

« & & CloudWatch IEHR

- EFWER Contributor Insights #LMI

Ll e 4= s
s RIEMR A EE
AWS/PrivatelLinkEndpoints & ZH@EH *#E Ok =M Gateway Load Balancer i 28 T 515
FRo
fE¥R iR

ActiveConnections HEFNEENHE, XBELLT SYN_SENT f ESTABLISHED iRk
AHERE,

WEPRAE  MRE—DHAKRE T RE.

SiHHIE REANKITIER Average, Maximum 1 Minimums
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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AWS PrivateLink

1R

BytesProcessed

NewConnections

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

i AR KRR ZARXRNFZTH , REPCE. XRGERARTES
BENENFTH. KB GB HEMLERILE,

REFE  BRE—DHAKE T RE.
ST HIE  REANKITHIER Average, Sum, Maximum

Minimum,

HE

* Endpoint Type, Service Name, VPC Endpoint Id,VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

B R B WIEERE,
REFE  BRE—DHAKE T RE.
ST BIE REANSKITHIER Average, Sum, Maximum

Minimum,

HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id,VPC Endpoint
Id, VPC Id

I RIER M4 E
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EFR HiR
PacketsDropped HEKIERFNBIECORE, MERAUTRLERRMEES. EEMNA

BEARKRIWKARSETFER,

REFRA  IRRE—DHRKRE T RE.

SUTHIE - RERAMNSITIER Average. Sum # Maximum,
“E

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

RstPacketsReceived s SN EIM RST BIEEHE, EEMNTRERARKRBRZEITTE
Ho

REMAE  mRE—2HRNKETRE,
SUHHIE - RERANSITIER Average. Sum #l Maximum,
HE

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

BEif X LR, BEARTEE,

HE EPUN

Endpoint Type Him R B FFIR IR EIE ( Interface | GatewaylLoadBalance
I )o

Service Name RIRSS B IR e bR R

Subnet Id BT Wik s iR iR,
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%
VPC Endpoint Id

VPC Id

iR
¥ VPC in RUIFIEEAREIRE
B VPC TRt fEPrEdR.

i RIRF R4 E

AWS/PrivatelLinkServices @& Z= 6 BIEE X in 2RSS H T F3ERR,

1R

ActiveCon
nections

BytesProcessed

£

iR

B wRQNE S IRE BN R AOESEERE. ERMAREARE
1@ R BITE AR Y B R,

RERA  EEIRRBRSHNHERE-—IHARET RE,
SIHEIE - REANSKITITERN Average Ml Maximums
$HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

T im RIRS ik R Z B SR FHE, MESCE

BEFE  EEFH/RSHIRR/E—DHANRETRE,
SITHIE  FEANSKITIAER Average, Sum H Maximumo,
HE

* Service Id
* Az, Service Id

* Load Balancer Arn, Service Id

oE-3 il

IR IRS R4 E
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1R

EndpointsCount

NewConnections

iR
* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

BT RUBRSS IR R E,

REE - ERED B AEFREE,

SitEdE RERANSITTERN Average M Maximum.
HE

* Service Id

wmRAMNEFIREI BB NIERRE. ERNTRAKRFEERMNE

Fﬁ]ﬁﬁziﬂfﬁlﬁﬁﬂ’ﬂ B #%o
HRENE  EEIRIBESFHNRERE—SHARIETRE.
SitEIE - FERANSITIER Average. Sum #l Maximum,

HE

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

IR IRS R4 E
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1R iR

RstPacketsSent KRIEREKIEFH S RST HIEBHE, EEMAERREEEZITAE
K B ¥ro

REE  EEIRIBSHRIE—PHARET RE,
SitEiE - FEAMSITIER Average. Sum #l Maximum,
$E

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

BEifEXLEER , EAUTHE

“E PO

Az A H X s iE PR 3R
Load Balancer B ARG AR IE i iR ER
Arn

Service Id B KRR S Bk iE PR 8=

VPC Endpoint Id & VPC i Rk IS R8Iz

& & CloudWatch E#r

Al Amazon VPC ##l&. CloudWatch ##|& = AWS CLI EF XL CloudWatch 18#x , E4&10
To

& & CloudWatch 1845 126
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£/ Amazon VPC ##H 8 EFEH

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. TESMBEHKD , %4 Endpoints (IwR ) » EBREHIRR , RFEER Monitoring ( K8 ) &I+,

3. ESMBE®ED , %£4F Endpoint services ( RIS ) . ERENIHRIRS , REEE
Monitoring ( %18 ) &I+,

£ A CloudWatch 2 H| A EFIEIF

1. 15IA] https://console.aws.amazon.com/cloudwatch/ T FF CloudWatch &l &
ESMERD , HEFE.

1%+ AWS/PrivateLinkEndpoints 5% Z= 8],

1% AWS/PrivateLinkServices #5# Z2 8,

w0 N

£/ AWS CLI EFIE

FEALLT list-metrics @ % H$% 0% 2 # Gateway Load Balancer 3 S 89 7] F154F
aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints
AT list-metrics w5 Hiw S BRSH A A IEFR -

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

£ MAER Contributor Insights # N

AWS PrivateLink Rim R RFIRMT E’J Contributor Insights FN , #FBBYEEEN SN ZZIFHIE
RS RER AN IKR,. E%E%Em , 2@ (Amazon CloudWatch AIFF#§®) " # Contributor

Insights.

AWS PrivateLink I2tA T4 R -

 VpcEndpointService-ActiveConnectionsByEndpointId-v1 — &iEBNERELH TR BE
Fo

 VpcEndpointService-BytesByEndpointId-vl — R4 B F T Bt Tim _BES

fEAMEH Contributor Insights H1M 127


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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 VpcEndpointService-NewConnectionsByEndpointId-vl — RHEESH Tin S HER,

« VpcEndpointService-RstPacketsByEndpointId-vl — R &XXFwSA RST HiESHH 1T
iR BER .

EEANERANZET , XAEBAMAN. BRAANG , BFABRBERBERIE. HX Contributor
Insights ZZAMER , HZ [ Amazon CloudWatch E .

B ER LT RBRF 8EfE A Contributor Insights :

« cloudwatch:DeleteInsightRules — fiBk Contributor Insights N,

« cloudwatch:DisableInsightRules — ZH Contributor Insights HM,

+ cloudwatch:GetInsightRuleReport — FREUHIE,

« cloudwatch:ListManagedInsightRules — %IH AT A AY Contributor Insights F N,
 cloudwatch:PutManagedInsightRules — /g i Contributor Insights # M,

)
« J5 A Contributor Insights #1|
« ZF Contributor Insights #11I

« HIBR Contributor Insights #iM|

/& B Contributor Insights # 1|

BBLAT IR , /A AWS Management Console 5 AWS CLI /& F5&F F AWS PrivateLink B9 EH
m,

A4 A B AERT AWS PrivateLink B9 Contributor Insights #0

1. BT MuLITFHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. ESMBEHKD , % Endpoint services ( ImRKRSE ) -

3. ERRmIRS.

4. £ Contributor Insights J£IiF £ , %3 Enable (BH ) »

5

(&) RINMERT , RERAMEAN. ENSABEAN , FERLEBSRANMAN , REHIRE
¥ Actions ( #4E ) . Disable rule ( ZAMN ) . HRGRRFEIAN , EEEZA .

/8 A Contributor Insights # M 128


https://aws.amazon.com/cloudwatch/pricing/
https://console.aws.amazon.com/vpc/
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£/ AWS CLI /3 & T AWS PrivateLink 8 Contributor Insights # 0

1. AT listmanaged-insight-rules Sr S B RAMN, X F --resource-arn &M , iHIEERH
KRIRFH ARN,

aws cloudwatch list-managed-insight-rules --resource-arn
arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-svc-0123456789EXAMPLE

2. 1 list-managed-insight-rules &M EHF , M TemplateName F B & IR E #ro
LT RZFERNRA,

"TemplateName": "VpcEndpointService-NewConnectionsByEndpointId-v1"

3. fERABLT put-managed-insight-rules a5 /8 AN, &AM E IR LIRS HERBEFRF ARN,

aws cloudwatch put-managed-insight-rules --managed-rules
TemplateName=VpcEndpointService-NewConnectionsByEndpointId-v1,
ResourceARN=arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-
Svc-0123456789EXAMPLE

2 M Contributor Insights #1I

&R LARERTZE FSE A T AWS PrivateLink WREM N, ZRAMNE |, FHELWETEMERE , BINA
MM ERELRE 15 R ZAANGE , EFEREAMAN |, UK ETEREHE,

FAEH AZAERT AWS PrivateLink B Contributor Insights #1

1. BELATMutiTH Amazon VPC ###1& : hitps://console.aws.amazon.com/vpc/e

2. TESMBE®RD , %#F Endpoint services ( i RBRSE ) -

3. ERRIRS.

4. £ Contributor Insights %I+ £ , #%4% Disable all ( £&82/ ) , UZAHLIHHAN, RE , BF

Rules ( #LN ) EAR , EEEEANAN , RFHKIXIERF Actions ( #4E ) . Disable rule ( ZRA#M
)

5. HREETHIAR , EEEZEA

5 AWS CLI ZAEHF AWS PrivateLink B Contributor Insights #0

f#/ disable-insight-rules ss S ZRAHN,
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-managed-insight-rules.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/put-managed-insight-rules.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/disable-insight-rules.html
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f#i BR Contributor Insights L0

BBLLT I , /A AWS Management Console 2 AWS CLI il Bx5EF F AWS PrivateLink B9 R EH
N, WBERMNE |, FEIERETBELIE , AT 2MBRINEHTEE HE.

{5 A 32 4 & M BRSE A F AWS PrivateLink B9 Contributor Insights #0

B LA TMutITH CloudWatch ###14& : https://console.aws.amazon.com/cloudwatch/o
ESMBEEF , %R Insights, Contributor Insights.

BJT Rules ( #N ) EHR , EFEHN,

MG HORIERR Actions ( #1E ) . Delete rule ( HiIBRAN ) o

HRGRTHITHEINGS |, 1% Delete ( MIBR ) o

o ~ w0 bh =

{F/H AWS CLI MiIB&5EB F AWS PrivateLink 8 Contributor Insights #1 0

£/ delete-insight-rules &y Ml BRA N,
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/delete-insight-rules.html
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LR REFIH T EH KBS X8 AWS PrivateLink FROEH ( 2B AEE ) . BRIEZHHA ,
BNEALERIGINX LS. BXREZELR , BZH Service Quotas User Guide ( BRFREAFF
$8™) ) P Requesting a quota increase ( iERE MRS R ) -

MREFERNBINHREAEANESR , RITFRAZXEFRAERFRNEH

=L MINE CIREE: AR

B4 VPC NEAMMXAE 50 = TR O in QMM < A9 ER iR SAEYA
2R i AR SR,

BNMXEHMX VPC iIs R 20 = /1 VPC RZ W82 255 MRXIHR

|1 VPC Lim T QERMEEYFE 20,480 T # VPC i QIR R A KRN ( BIRZER )
EE

LTEESRIEATEN VPC inRIZERNRE !

- MABRT , BMNTAXHNEAN VPC iR A Xk 10 Gbps WH R , HEaYUET BESiE 100
Gbps., EFEAAXZRZEAZE , VPC i SN AFRET IRAXHERES 100 Gbps. R
EWNARFEEESNELE | B3R AWS Support,

o MEEBPBRAREHEN (MTU) REBET VPC I REBENRATAFRBIRD (UAFTRE
i), MTUMBX , IZEENMNRFESPERENBIEBZ, VPC mRXHEF 8500 FTH MTU, EiE
VPC i S K/ 8500 I BIESFHHER

« FEEFEE MTU &I (PMTUD), VPC i RAERKLLT ICMP JEE : Destination
Unreachable: Fragmentation needed and Don't Fragment was Set ( # 3, %5
4),

« VPC I RN FIEHIEEBHRITERARDERKRN (MSS) BIE. BXEZEER , FZH RFC879,
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-29B6F2EB
https://console.aws.amazon.com/servicequotas/home/services/vpc/quotas/L-1B52E74A
https://datatracker.ietf.org/doc/html/rfc879
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B9 TS A 12 3% AWS PrivateLink

TRIER T BARZA AWS PrivateLinko

TE

BER P Hbik

IPv6 X ¥

Contributor Insights

IPv6 X ¥

CloudWatch %5

P < G 335 17 25 i =

L

ERIEHEH VPC w2 , &
A AR ZEOEE P i
ik

BB LU R S AT T 2R i
B S5 0 P < £ 85 19 1 25 v =L B
B R ER X IPv4 f IPv6 it
AN X IPv6 Hbdit,

BRI AERRNEN TTENL
i ANKIRBBFELH TR,
Xtim 2 H CloudWatch 5
FREV B KITERE AWS PrivatelLi
NKo

AR5 1R R A LAt F H i RUBR
S IPv6 X, BIEMM
R ARSI 35T IPv4. HNR iR
RIRFER IPv6 BR , MRS
2R & AT Ay B O iR RS A
IPv6 ¥ , LAEfR{] A SUES
IPv6 1 R ¥ AR SS

AWS PrivateLink & 71 #& 191
A4 R, Gateway Load
Balancer Xix T R MK iwT &
BRZ-8Y CloudWatch $8#xR.

&I LATE VPC H el 2R X 12
BIOEREL  RRERBE

B

20238 A 17 H

2022 €12 A 12 H

2022 8 A 18 H

2022 5H 11 H

20221 H27H

2020 €11 A 10 H
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-cloudwatch-metrics.html#privatelink-contributor-insights
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-share-your-services.html#endpoint-service-ip-address-type
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-cloudwatch-metrics.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-gateway-load-balancer.html
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B VPC A if R AWS PrivateLi
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B L IR B Wi SRS H
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RAF@EN#ED VPC ik RIERE
BB BRSS . BALAE AWS
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EZRETF AT
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ERT AWS RS EEEO
KIRT R

B LBIEM X VPC Im s
BAMNIZEY VPC 18] Amazon
DynamoDB , M FE £ A BBk
MR <2 NAT 8%

2020 3 A 23 H

2020 3 A6 H

2020 2 A5H

20201 A6 H

2017 £11 A 28 H

2017 £ 11 A8 H

2017 8 A16 B

133


https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html
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