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/A Important

E 4| Client VPN iR , TieE A0 & 43U AWS Certificate Manager , 4R 7E BB
RBBWEH. BEXVIBNMERFR[IIPNESER , BSANO S HRIEFHNTER,

Active Directory & 31 1iE

Client VPN B33 5£ 5k 12 47530 B %X AWS Directory Service, f&Bl Active Directory & 356

iE , B iR AT X BBIA Active Directory H Bt 1T H A KU, £/A AWS Directory Service , Client VPN
A LUE R BN A M EH AWS SIRSMEFEENIEEN ERK. X&F , ERIUERAEHNAEE
Pis B HBRIEEM R, MREFHZAM Active Directory , 3 & BIHM AWS F£E Microsoft
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NAFP#ITE MK, B Active Directory R EZER |, i5Z 5 AWS Directory Service EIE 15
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B X Active Directory R ELE R P WA EFAMN |, HSH A~ AL,

XX 5] & 17 36 1

fEBIX[E & B RIE , /s VPN ERIEBER M mMRS |/ BAMT ORI, EHREAIEBTR
# (CA) MEANBFLER, HFFHRZHERIFS R VPN KiRTRE , REF[EAFFIRIESN
ERmRETEHRIE. SLRNERSHFIAEPNESR  UREL—INEFRIEBNER,

RIS RS BRE B _E £ B AWS Certificate Manager (ACM) , 3 7E8IZ Client VPN i SB35 EiZIE

B, MRSH[IEH LFHE ACM B, EFEREIEPMEAVE (CA), MREFFIKIEBH CA ERSES

EHH CARE , BRAFFEFFIFIER LE T ACM, X ACM WEZER , 5 H AWS Certificate
Manager FAF {§F’.

BB REERIE S iR VPN KT QSN EFRIZE MV TS RIEBNEZER. XELEBER
FREOAABEFENEFIRILIS. AXMBERT , SEEEE R VPN LigT Qe , TARER
IE B E RS ERIEH ARN |, BIRREE M IHIEH SRS RIS REMERE CA MK,

@ Note
E i VPN KT S 1024 171 2048 £ RSA B4A K/, b4k , BEFIRIEBHETF
B AIER CN B,
B ACM B, FS AFIEPHEFEE IAM Identity Center JTEIEREH Client VPN
BRSSFrAMIEFET , Client VPN ARSSF B 25 £ B FT W IEF E#T Client VPN iR R, X—H3)
RATH R R IREZEERIR 24 DI FEET Ko

Linux/macOS

LTI EA OpenVPN easy-rsa £ RFERME A mIE BN , RERS|[IEBNEZRSA L&
| ACM, BXEZER , {551 Easy-RSA 3 RIEA BB X,

ERERSHFNEFRIEBANBAFGE AT ACM
1. %F OpenVPN easy-rsa 7 EREZ Rt it EHH S E easy-rsa/easyrsa3 XH X,

$ git clone https://github.com/OpenVPN/easy-rsa.git

$ cd easy-rsa/easyrsa3

2. WAL —NEEY PKI TRIR,

TR 1) B 5 I E 8


https://docs.aws.amazon.com/acm/latest/userguide/
https://docs.aws.amazon.com/acm/latest/userguide/
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$ ./easyrsa init-pki

3. ENMEFMILBMAAMY (CA), Bz Tt HRBIETHITRAE,

$ ./easyrsa build-ca nopass
4. ERBRSF|IEBNEA.
$ ./easyrsa --san=DNS:server build-server-full server nopass
5. EREFRIEBMER.
BELREEFRILIBNEFHLAERA , ANEERERFHRNEEXLER

$ ./easyrsa build-client-full clientl.domain.tld nopass

BRLIERNBEFFRILEPNBANEINE R (REAF ) EERT R,
6. FRSFUEPNBANFSFRIBNZAEF DN BENXHR , RESME L B E LR,

EHEPMBAZE , FEMA mkdir SHRIREELXHR, AT REELHNER FH R

BE XX H%K,

$ mkdir ~/custom_folder/

$ cp pki/ca.crt ~/custom_folder/

$ cp pki/issued/server.crt ~/custom_folder/

$ cp pki/private/server.key ~/custom_folder/

$ cp pki/issued/clientl.domain.tld.crt ~/custom_folder

$ cp pki/private/clientl.domain.tld.key ~/custom_folder/
$ cd ~/custom_folder/

7. FMRSH[IIEPANFHAUREFFIRIEPMZHE LS ACM, FHEAEESHEETEFVUEETF K
VPN &inT S E— X L& IR, ATaSER AWS CLI &R, B ER ACM
BElA EEIEP |, 1S AWS Certificate Manager AP I8EH S AIE$,

$ aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt

$ aws acm import-certificate --certificate fileb://clientl.domain.tld.crt --
private-key fileb://clientl.domain.tld.key --certificate-chain fileb://ca.crt

TR 1) B 5 I E 9


https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-api-cli.html
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AR MFE P URIES L& E ACM, MRIRSZRIEHME /. imiEH 2 HMARIER A (CA)
MR, WEATERZEFim VPN in QB E RS 23R M & 7 im 6 A AR S5 851E 5 ARN, £ £l
SR, EHTHE CARBEANMEFR. BR , ATERBEN , Hhaf LAFFIRIERH
HIR,

Windows
UTEREL% Easy-RSA 3.x Biff , AFERATCERRSHNEFIRIEPMZHA,
RS SHENEFIHIEPNZRRFTFEH]LEE ACM

1. 3TFF EasyRSA WRATE , ARBETEHER FTEH Windows MRASEY ZIP X4 H X i 1THE
%,

2. ITHASGSERIRT , RAESHE EasyRSA-3.x XHREBERIBINNME.

3. BT TS LTI EasyRSA 3 shell,

C:\Program Files\EasyRSA-3.x> .\EasyRSA-Start.bat

4. | —DFH PKI TRIR,

# ./easyrsa init-pki
5. EWEMMERMENE (CA) , BTt HRBIRIHTERE,
# ./easyrsa build-ca nopass

6. ERIRSF|IUEBNEH,

# ./easyrsa --san=DNS:server build-server-full server nopass

7. EREFIRIERNZEA.

# ./easyrsa build-client-full clientl.domain.tld nopass

B UERNBERNRIEPNBANENET iR ( ZEHF ) EERTR,
8. JEH EasyRSA 3 shell,

# exit

TR 1) B 5 I E 10


https://github.com/OpenVPN/easy-rsa/releases

AWS Client VPN EERER

9. FRFHILEPNBANF/RIIPNZAEFDNBENXMHR , RESMEIL B E LR,

EHEPMBAZE , FEMA mkdir FHRIRBEENIHRK, AT REIEER C\ Rah25+ 0
BEENLXHX.

C:\Program Files\EasyRSA-3.x> mkdir C:\custom_folder

C:\Program Files\EasyRSA-3.x> copy pki\ca.crt C:\custom folder

C:\Program Files\EasyRSA-3.x> copy pkil\issued\server.crt C:\custom_folder
C:\Program Files\EasyRSA-3.x> copy pki\private\server.key C:\custom folder
C:\Program Files\EasyRSA-3.x> copy pkilissued\clientl.domain.tld.crt C:
\custom_folder

C:\Program Files\EasyRSA-3.x> copy pki\private\clientl.domain.tld.key C:
\custom_folder

C:\Program Files\EasyRSA-3.x> cd C:\custom_folder

10. FRFB[IEBMNBHAUREFHIUEB ML L& ACM, BRRESITEEHPURE, IR
VPN 4imT SR E— XA EZ B, U TS AWS CLI A E&IEH., EHRRER ACM
BElE EEIES | S AWS Certificate Manager FIF 8B HF IS AIE$,

aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt

aws acm import-certificate --certificate fileb://clientl.domain.tld.crt --
private-key fileb://clientl.domain.tld.key --certificate-chain fileb://ca.crt

B YFE P URIEH L& E ACM, MRIRSZRIEHMEF imil 2 HARIEH M A (CA)
MR, WEATEGEE % VPN in BT E RSS2SR M2 i o 6 A BR S5 8RiE 5 ARN. £ EiR
SR, ERHTHE CARGEBAMEFR, BR , N TERBEN , EhE8E LEAFFRIERD

HIR,

ST IR IR SS 2RUE

B UEITHEHF S ACTHHRSSH[IER, REFBIRFEAMNOpenVPN easy-rsalfi A , BFBFT
. BXEZHMELR , iHS 1Y Easy-RSA 3 iEH LT H B 8308,

ST IR AR S5 BRALE

1. BITUTE—%%E
«  easy-rsa R4 3.1.x

R B T T


https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-api-cli.html
https://github.com/OpenVPN/easy-rsa/blob/master/doc/EasyRSA-Renew-and-Revoke.md
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« ETEBEITST.

$ ./easyrsa renew server nopass
«  easy-rsa XA 3.2.x

a. BITSHHS.

$ ./easyrsa expire server

b. FFEHIEH,

$ ./easyrsa sign-req server server

2. BIBE-—NMBEENXHX  MMXHEFEZX4KF , RESMENEXHK.

$ mkdir ~/custom_folder2

$ cp pki/ca.crt ~/custom_folder2/

$ cp pki/issued/server.crt ~/custom_folder2/
$ cp pki/private/server.key ~/custom_folder2/
$ cd ~/custom_folder2/

3. FEFXHSAZE ACM, BFRAEFGXHS AZFE Client VPN % B/ XigH,

$ aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt

BERF (EF SAML 2.0 KBS S HKIT )

AWS Client VPN %356 Client VPN i S R 2B SHRIZIES 2.0 (SAML 2.0) #THHBKE, &7
DAERAZE SAML 2.0 W B RERE (IdPs) REIBEFRNAFR B, AfF , BULUEEF K VPN Lig
TREENEAET SAML HERE SHRIE , HHHEHE IdP Xk, AFBzEAEERXNZILEET
EPix VPN K1 2o

EMfEET SAML 19 IdP 88 A T & i VPN LipTT R, BATHITU TR,

1. BB EN IdP FEIZE T SAML N ARERFUSMENARER —2#H AWS Client VPN |, S
RMBENARER.

2. BE IdP U5 BIUFEERR AWSHEXEIR , FZHET SAML 8 IdP & FiR.

B EEF (ETF SAML 2.0 HBE SRR ) 12
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3. IdP 1, MM THEKE F O T BIENH | LR ENALREARS IdP. LR XML XA
FTEIYE IdP AWS 2 RINEEXR,

4. £ 5 Client VPN &1 SR AWS Ik F ]2 IAM SAML 531247, 1AM SAML S5 1214w
A IdP ERH THRIBEBXE N RALMN IDP 5SAWS EExF%R. BEXEZELE , BSH IAM AR
Bl PLIE IAM SAML SHiRMHE., MRBEEEH IdP FHNARFEE , BEKFH THIEX
R EH IAM SAML SR 14t7s,

® Note
EBREUE IAM S @EAER IAM SAML SRR #E,

5. tI2%E 7% VPN KipTT [, RRKESHRIEEENFHRIERE | HiEEELIEMN IAM SAML &
iREE. BXEZER , FSHAELIE Client VPN LimT Ko

6. SHESREEXHHFEDREAF. BRAFTH AWS RHNE - RNV &IFRE , REEH
CINHEEXHHEEDFF iR VPN LiFTT R HE , DREH Client VPN KR T REA T B
BRSSP, BERENAFEE RSP RINE B4 AWS RENEFiK. AXESE
B, BEZR BREBRS .

SHWIE TR
TEAREAET SAML BBE 5 ARIEMNEFH VPN KIRT R, SR T HSHRIETHER, 212N

BLERE /iR VPN LinT REY , BFEREE IAM SAML H R4,

B EEF (ETF SAML 2.0 HBE SRR ) 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
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a3

un

L+ 1]

Client VPN endpoint

SAML identity provider in 1AM

www.example.com/idp-app

RN R
|dp LR N

User name martha.rivera

S

1. AP EHRE LT AWS RN E P i

. #B315 Client VPN i 28 E#,

2. B VPN &1 2O RHE IAM SAML B IR EHERENER | F IdP URL M B A RIFER &%

B & P i,

3. AWS RN EFIRSKERFIRE LT —MAHNKEREQ. XIEIRE AP REFERAERERRI

[T
4. AP ERFUE LW ARZIE

C1dP §& & SAML i S X EREEF i,

5. AWS R E Fimf SAML FERIEE Client VPN iR
6. F/im VPN Kin T QIRIEMT S | HF W SEL R TR,

ET SAML W& S HRIENERNEEEM

LTRET SAML BERE BRI ERMEZEI.

s BXTEET SAML Y IdP FECER P MA B AMAMN |

FSH AT MARH

BEEF (ET SAML 2.0 WEXE BARIE )
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« SAML HiFF SAML XM METL L,

« AWS Client VPN X 3 SAML HiS F#Y “ NotOnOrAfter” NotBefore 1 “” 1 “” %&
#, AudienceRestriction

SZEFHNHR AKX SAML R K/ 128 KB,

* AWS Client VPN T EHE B # 5 B RIEFER,

« AX#EF SAML £ 0. AP ATMET S AWS REMNE P EZEROEH , L IEEE,
F i VPN £ T QIXZEFEA IdP,

- IdP /B 7 Multi-Factor Authentication (MFA) B3z #Ih&E.

- APXTER AWS 2N E P imEREE Client VPN 8, SFERAKRA 1.2.0 RESRA, Bx
EZER , B2 HEFER AWS BHEMNE P iE#H 1T Connecto

IdP B IIE X #F LA TR 25 - Apple Safari, Google Chrome, Microsoft Edge #1 Mozilla Firefox.
- AWS RN EFIRER I L&ARSE TCP w0 35001 AF SAML MR,

MRERFEWZES URL ERT T IAM SAML S RHUENTHEXY WS BRAFNED
RIS  REFMENERTH, Bit , RINBWEER AWS CloudTrail ¥#X IAM SAML & 17342

HEFMNERH. BXEZER , BESHR IAM AP ERPIE A AWS CloudTrailid % IAM # AWS

STS A,

« AWS Client VPN B3 HTTP EE@M4EM IdP &iE AuthN E3R. Bt , IdP Mi%X%$# HTTP EE
EHE , FRCMZFET IdP B TEIE T,

« XF SAML ¥ E , BN NamelD B B FHRH b,

ET SAML /9 IdP Bl E &R

TRIE T RAMMNRSHE 1dPs F SAML 97 AWS Client VPN , UK AT AFSBY I8 BL & 1dP Y&
Ro
IdP iR
Okta £ SAM AWS Client VPN L Xt AP #1785 4
UF
Microsoft Azure Active Directory BXEZER , BSHMBEMLAWS £/

#FE : Azure Active Directory # R & % (SSO)
5 ClientVPN £,

BRBEF (ET SAML 2.0 WERE F 3 IRIE )


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html
https://aws.amazon.com/blogs/networking-and-content-delivery/authenticate-aws-client-vpn-users-with-saml/
https://aws.amazon.com/blogs/networking-and-content-delivery/authenticate-aws-client-vpn-users-with-saml/
https://docs.microsoft.com/en-gb/azure/active-directory/saas-apps/aws-clientvpn-tutorial
https://docs.microsoft.com/en-gb/azure/active-directory/saas-apps/aws-clientvpn-tutorial
https://docs.microsoft.com/en-gb/azure/active-directory/saas-apps/aws-clientvpn-tutorial
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IdP B

JumpCloud fE A2 S &5 (SSO) AWS Client VPN

AWS 1AM Identity Center £ IAM &35 F AWS Client VPN 317 5
2 I8 UE R R A

ATeIEZNAEFRSRARESR

EFALERPRIEN P SIZE T SAML VN ARER , BEAUTEERERSREEAEERE. AWS
Client VPN

- WIEEAERS (ACS) URL : http://127.0.0.1:35001

« ¥ URI : urn:amazon:webservices:clientvpn

¥ H IdP ) SAML M4BT EEL —INEM. ATRREIEM.

B iRk

FirstName AFHAEF,

LastName AP K,

memberOf SIHAFPERN — 12 NE,
@ Note

memberOf BHERFEAET Active Directory 3% SAML IdP A RRFNIFrAER . LLE ME
Ko ARNE , BANZELERRBREENAIHTEE. BXESEE , F2H ETHEHNEN
N BRAN,

X ERHBEBRSIIF
MREBRNEFIH VPN AT RBRT ARSI/, , WAPREAET SAML 89 IdP EiE&ERXITTF,
MBEH 1P XS MSFEAE RS (ACS) URL , HFFLLT ACS URL SF TSN ARFH,
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https://support.jumpcloud.com/support/s/article/Single-Sign-On-SSO-with-AWS-Client-VPN
https://aws.amazon.com/blogs/networking-and-content-delivery/using-aws-sso-with-aws-client-vpn-for-authentication-and-authorization/
https://aws.amazon.com/blogs/networking-and-content-delivery/using-aws-sso-with-aws-client-vpn-for-authentication-and-authorization/
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https://self-service.clientvpn.amazonaws.com/api/auth/sso/saml

MREEREA GovCloud XFHH A Client VPN Lig T R, HRALLT ACS URL, MMREERAE—
IDP R AFE X #R/HEMA GovCloud Xt 1T &M I , W AT AR AT ARIXH A URL,

https://gov.self-service.clientvpn.amazonaws.com/api/auth/sso/saml

MRS IdP FX%3EFZ /N ACS URL , FHITLATERE :

1. 7E480 IdP FeIZHME T SAML W ARF , ABEELLT ACS URL,

https://self-service.clientvpn.amazonaws.com/api/auth/sso/saml

2. £ FH THIRE &0 T BIE X,

3. £ 5 Client VPN &1 S MHEH AWS K R8I IAM SAML 31 mEm, BXEZER | 55H
IAM A Bry01EE IAM SAML 5% 1R4HE,

(® Note
BT AENAREFLIEN IAM SAML B RHE 25, E 6L IAM SAML & {321,

4. BIEE IR VPN KinT R, REEESCIZNFHED IAM SAML S H1RHERE,

B P iR

AR VPN XEFREANEF RN  KLANETMENER (ERREAN ) .

Taf

BIEE i VPN KT Qi , BAMEERE VPC FHNEZLAUNMATEF i VPN AT R, 4
FERFRER iR VPN LinT RCERE , R8I NA VPC MERIALZ24A., B UECEREFin

VPN RIET R EERZEA, BXREZEE , FEANLZEENATERNSG, Z2A5FF kK
VPN M4 0 K Ex,

BRLEC R ERARFNZEERMIAN , AFREEATRENZLENRE , AT ATFEF K
VPN A& VPC GRS N AEF

B mZENR 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
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AIMAFRBEFE VPN KiET a2 AN RERNH N

1. B LLTMuLFTFF Amazon VPC ## &l & : https://console.aws.amazon.com/vpc/o
2. HESMBEHKP , %&#F Security Groups,

3. ERELMBRINABFRHENETLA R ERERE. REAWMN,
4. %&# Add rule,
5

XNTF Type RE) , Fi&k# All traffic (FTERE), HE , BHEALRHEGRFERENRE , 0
SSH,

NFR , BEESEFH VPN LT S BERMSE (FM ) XBEHZLAR ID,
6. i%#F Save rules (R1EMN),

REXR , Bar B T EEMARXENZ2AHBERSI AR R VPN K51 SRS HNHNRER
HES W VPN RPN R, SREENZLEANNETRBURT ZEERN VPN HRXE, FXESE
B , S HEAWS Client VPN #1721 6l

BEXLZLEANEZEELR |, 1§51 Amazon VPC AFIERE R EHN VPC WEE4H,
HTFMERER

FARNANEEETRENRN N TFENEEBIHENREMLE | &40 B 5 KR F &
BHENRAAF. I TEENMLE , ERILAEE L FHRIM Active Directory A= E T SAML #9 IdP
H, REETEEEANAFSTEEHRIEENMNLE, MRERMEM Active Directory SEF SAML BB &
SRR, RFELEXNFAER P RIAENR , WA LS E[AEREF R F i XRAAN, BXE
ZER , FSREARHN,

EERN

BAILAE iR VPN BT AEEFEFIRERLCERF. FRALERER  £URERE. AFNE
ERMEITRIGTNEZENBENEE, FRRERLERFEEFES K VPN RS RFNAFHITE G

BiIERETT.

BEAEPm VPN KT REER P imEELERER |, 582 —1 AWS Lambda B# , ZEHIRENR
&, AFAEERMENIBA , AEEES K VPN RFSEE AT RELITERNRE, BEEF K
VPN ZirT RS E % Lambda B#, HRFEEFEFF K VPN LinT [, FF s VPN RS HA
RIGEA % Lambda B#. R 7Y% Lambda BERN AV EEKELESF /s VPN LiRT Ko

ETRER RN 18


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
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® Note
Bal, E—SXHFNEFHREZLEREFEER Lambda B,

ERMEEZEW
AT REFIHESLERFHERAIEEN :

« Lambda BIEHY B FRAMEL AWSClientVPN- BIZRFF K,

. XEFEEKH Lambda B,

« Lambda A E Client VPN LigT 2L FE—1 AWS XigFE—1 AWS IKF,

« Lambda ERZE 30 W, ZETEEE L.

« Lambda R RELSAAN., FiIREFNAFEHARIEIZE,. FEBENANZEBAE,

o MR RNIFEFEFA T Lambda &%k , BEF i VPN BE&EMNZEBERETEAER |, NE i
VPN RS IHE4IEREE R, Hli , 2R Lambda BRI Z ZIRE], BEREINEMINSE R, NEH
BB TRERN , Mgk EXTER,

o BANEBIERN Lambda RBEETAEH % , UMEHEBEAEMIERNER THTT B,

o MRBEFH Lambda B , EFF I VPN KT RN EEETZE N, BoULIEIAEERE 0 A
BREREFREILINEE, AXEZEER , TS50 R ILEFPmERE,

- MBEEFHER AWS BEMNE P iEERZ) Client VPN 5 , MAM7E Windows EfEH 1.2.6 RE
SR, X F macOS HAfER 1.2.4 RESRAER, BXEZER |, BSHFEH AWS RBENEFim
HATERE,

Lambda # 0

Lambda RENEF ik VPN RFIREEZEM., AFPBMEMNEZEMHENAA. AR , SH4ITERA
Yk R4 IE N REIREAEF g VPN RS

iF 3K schema

Lambda BEEEREVZ & LA T FEXHI JSON blob £ i Ao

"connection-id": <connection ID>,

ERMEEZEW 19


https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
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"endpoint-id": <client VPN endpoint ID>,
"common-name": <cert-common-name>,

"username": <user identifier>,

"platform": <0S platform>,

"platform-version": <0S version>,

"public-ip": <public IP address>,
"client-openvpn-version": <client OpenVPN version>,
"aws-client-version": <AWS client version>,
"groups": <group identifier>,

"schema-version": "v3"

« connection-id - ZEIE ik VPN KixT S E P iEEREMN ID.
« endpoint-id - &% VPN KixT =89 ID,
« common-name — RE&IRIRFF. ERNIRBUNENEZFPIRIEPF , AFHBHE—FRRIZE,

 username - AFRIRAF ( WWREH ) o XITF Active Directory B IIE , XRAF&. W FETF
SAML MEX & B RIE |, iX2 NameID, X FNEEMHRIE , lFERRNZE,

- platform- BEFHRREREFEE.

« platform-version - BEREHMRA, 2% OpenVPN BEFIsELEHETE - -push-peer-info #§
T, BERFWEEIEFE VPN K51 R BEFIRIETT Windows FA , % VPN RS2
&,

« public-ip - EZEIZRFHNLE IP Hbil,

« client-openvpn-version - &Fix{EAK OpenVPN MR,

« aws-client-version— AWS Z&imhiR 4,

« groups — AR (WMREA ) o 3T Active Directory 3 31E , X2 Active Directory 45l
Fo WTFET SAML WERE S ORI , XN FMRMERE (IdP) Ak, W TNEFMBRIE , LFER

s\ 2]
T o

« schema-version - schema Mx4~, ZRIAH v3,
MG R schema

Lambda BEEMATUR E A T FER,

"allow": boolean,
"error-msg-on-denied-connection": "",

Lambda #0O 20
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"posture-compliance-statuses": [],
"schema-version": "v3"

e allow- #%FE, —MERE (true | false) , BREAVFIERIESIIERE,

- error-msg-on-denied-connection- %%, HRZITE 255 NFRANF/HE , TATE
Lambda E¥IELEZN OB IRRESRNIES . WMRE Lambda BEBUZ1THR LI KR ( 51
wm, BTRS) , FEaFErwmEELTRIAVER.

Error establishing connection. Please contact your administrator.

« posture-compliance-statuses - %%, WREFEA Lambda B ¥ TR T
i, M BEFERZHVREIR, EAIRERZ VRO TEEBIE RSB, Hlm
compliant, quarantined. unknown &, BENEMBRKAIE 255 NFRF. BRZALIEE 10
MRZS.

« schema-version - 4%, schema x4, ERIAH v3,

R LR E — 4 Lambda B# A TE—XEHAHZMEF/ i VPN LigT <o

BXBIZE Lambda B EZE L |, 55 H AWS Lambda FF R A RFEEHH AWS Lambda Al 7,
FEHEFPImEELEBEREFHITHOREE

BALEREFIRERLERFSES K VPN KT RENARBEEBRARER , LT MERE
REFRVRREMME, BfE Lambda MBAERBRPLERF , N EFF iR VPN g1 QERAIN

[ 5 REIUE, NFHEEIFF R VPN KT /INENEFR (RE ) tIBE-NF A IRIEPSNE

o Lambda B AAMERFFIRIEBE—L AR ( NEF iR VPN BRSEEiE ) RiRBIRFHFNRE
EEERARPRERRTEAERS., EUAFREOSFGRIEISETAFNSORIESSER,

®E , BALAE Lambda BEA H R TEARRRITE. Fla , BT EE P VPN RSEES
Lambda BI#HY platform M platform-version FE&,

(® Note
BARERELLERF A A TESHIT AWS Client VPN MNARFHRIEMRA |, BIEELERE

Faws-client-versionFHFRMUGERA T AWS Client VPN N FRERF , HERBIAF &R
ZFLENRRETEIERMN,

2P % P i R Ab BB AR Fr it AT RO PR A 21


https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
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BRE P imEELERF

ERARFMERLERF , BOIRIEREF/ R VPN KiKTT R, REEE Lambda BEHE Amazon
TRE (ARN), BXESELR , BSH 8IZ Client VPN L5 17 = M 82 Client VPN L3515 <o

RSHEXAE

AWS Client VPN E£& 10k P & B 35 8| 2 — N & AWSServiceRoleForClientVPNConnections 7 Y R S5
XA, HE5EFFK VPN QT S B EEN , ZAGENAA Lambda B, EXEZEER | 1§
SR E iK% VPN FERERSHEXA R,

W S A SR R

LA NLEFREFEF R VPN LR T QEVEZNEZERIRS. BXESEE  BEAEEE M hmiEE,

HEFREZELERERFRA TR TER |, SETUEEZASHEREEIF/ K VPN LinT REVR
EFHVRREAMRS, BXESZRER  FEHEEBRTER,

MBIRRABYEREEN , NEEBEPH connection-attempt-failure-reason IR
UTERBERz— :

« client-connect-failed - Lambda B¥{PE 1E 38 ST & 2,

« client-connect-handler-timed-out - Lambda B ¥EBAY,

« client-connect-handler-other-execution-error — Lambda EEBE B/ EEIR.

« client-connect-handler-throttled - Lambda ENZZ ZIBR %I,

« client-connect-handler-invalid-response — Lambda B #UR B #9575 o

« client-connect-handler-service-error — =i E A HIM RS LR,

AWS ZFim VPN KigT 2 FF 2 BEE

RINMERT , SEMEREF IR VPN KT R, IERBEFRNRERELE SR VPN BBE# 1T
BH. HEBEEFHK VPN KT R EEAFDBER , RITSNEF K VPN KinT S HE K
HHEAFEZERE /IR VPN RiRT RNRE. XAUERANENEIERF R VPN LT [EEBERS
A9 B8 B T EL 19 M R MY R B sE B B & 7 i VPN PREH TEE B,

HETHEMBAPRERESE iR VPN Lig T QESHE , TAERFIBER i VPN Lig T

/AN O

BREFIRERLERRF 22
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EUTRAIH  EEFIK VPN RigT R EEATH2MBE, REATE VPC (172.31.0.0/16) R E
FELBEIEFEFH VPN BBEHITEAH, XEFA MR FENRETLBEIEF i VPN BREHITEA,

On-premises network

Ol
% =
CIiF’N E @

endpoint tunnel

il SRV
B/ VPN K R LIRS BB T U T4 -

o BOLUBENEE AWS BFRRERF VPN BRERMLILKREFF RN RERH,
- FWAILURARE AWS MEERE , MiBRIREIEE B KA,

PR EHEEE
- HEERAFIBERXR , FF iR VPN ik QEBEBARPHAARBAERERIL VPN EE RIS
ERmNEBART, WRETRTRINTR , ©FREARE 0.0.0.0/0 BEEEFFIREHEK , UEE
I VPN BHEFIERE,
(® Note

EERAFIBEERN , BNTERN 0.0.0.0/0 BARNMEIZF i VPN imaWBEHR,

- BRAFIBEEIE , X Client VPN in RBE RNV EMEXABH S B EE A IREEEE,

BRFDRRIE
SERVES O RAERE S 55 VPN

/‘o“S
Dr
-
i
I
o

B, BXEZEE , BSHAUTER

« BIZ Client VPN Kix T =
« &K Client VPN &% 5

<

AN \
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EERAEILE

EEREIZERE AWS Client VPN 5 —IZhaE , FEEHHIRF S, VPN KLigT R WEEE X,

EEATESEEASTRE, ST ERASKEBUSHERERSHNER  IFE K (REAF ) &
?&@Fﬁﬁ‘ﬁ VPN &g R, SHERIETERESH. 1&‘\—IJ«XEFH¢|:1=.,_\‘_ THUE, 7#&Fis VPN
LirT RNERT ARFHERRZ,

EZATIEREMERME AWS B VPN WXEH AR, E#EB SRR EEKSFRY
CloudWatch Logs H&4H,

® Note
TR T KRR A & A TS,

EEATRER— I HEBEEXNEAKNRA JSON B Blob, ATR—NREEEBERE.

"connection-log-type": "connection-attempt",
"connection-attempt-status": "successful",
"connection-reset-status": "NA",
"connection-attempt-failure-reason": "NA",
"connection-id": "cvpn-connection-abcl23abcl23abcl2",
"client-vpn-endpoint-id": "cvpn-endpoint-aaalllbbb222ccc33",
"transport-protocol": "udp",

"connection-start-time": "2020-03-26 20:37:15",
"connection-last-update-time": "2020-03-26 20:37:15",
"client-ip": "10.0.1.2",

"common-name": "clientl",

"device-type": "mac",
"device-ip": "98.247.202.82",
"port": "50096",

"ingress-bytes": "0",
"egress-bytes": "Q",
"ingress-packets": "0",
"egress-packets": "0Q",
"connection-end-time": "NA",
"username": "joe"
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}

EEAEXBETEUTE
« connection-log-type - EZHAEKEFRBEKEE ( connection-attempt I connection-
reset ),

« connection-attempt-status - EZEFERMWIRA ( successful, failed, waiting-for-
assertion  NA ),

« connection-reset-status - EEEEEHMIRA (NA F assertion-received),

« connection-attempt-failure-reason - EEAXMWER (MREM ),

« connection-id - EEM ID,

« client-vpn-endpoint-id - EZ B EZENEFim VPN LiFT S/ 1D,

« transport-protocol — F FiERMERITPIL

« connection-start-time - EENFIARIE,

« connection-last-update-time - E#&EH LIXEHEE, HEREBEREHERN.

e client-ip - EFIwM IP st , MEF % IPv4 CIDR BB A& Fin VPN Lig T Ko B

« common-name - ATETIEFNSHRIENIEFH AR,

« device-type - REARAFATEENIRERE,

- device-ip - ®RZFHNLE IP thil,

- port - EENKOS,

« ingress-bytes —EENADO (A FHH. LEEBEPEPHELH.

- egress-bytes —EEMNHO ( HM ) FTHH, WEEBEFEHEN,

« ingress-packets - E#EMNAD ( A ) BIESIVHE., LEERASEHPEHER.

- egress-packets - EZENEO ( HY ) BIESNKE, HEEZBEPEHEFN.

« connection-end-time - EEMNERETE, MREZEDEHITPIEREZHARY , VEH NA,
- posture-compliance-statuses - HF ImiEELEREFRENRTEAERS (WREA ).
* username — HNIKEIAERAETAFHFMBRIE (AD = SAML ) & , FiEKAF B,

« connection-duration-seconds — EZEWIFLRE ( LB NEA ) o FTF“connection-start-
time” ( EEEFAITIE ) S connection-end-time” ( EELERETE ) ZBHWER,

BREREZASERNESEE , FSH EAEERT,

EEAXRE 25
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EFFum VPN § RIEEEM

BIRE /i VPN LT QB |, BERBITXIXIFNEAHR VPN EER, ERNERLFXFNES
WBE K HEFENERENEF K VPN LiET RS UHRZIANER,

LUTHRELEEEF K VPN KLigT R E X FNRAH L VPN EZH,
Z P CIDR B A/»

BIEE i VPN KT S8 , XFTIEEEF i CIDRSBE , TEERNT /12 M /22 MEEIE 2 (8
#Y IPv4 CIDR R, FMZFFim CIDR SEEF AN EIFEFiw VPN KiiT /Y VPN HE 4222 B — M
—H IP #zst, B/ us CIDRSEE A — 82 it E A T XIEE i VPN LinT SRV R AEER
TEDBAE R, SIBF % VPN KT e , BREZERE ik CIDRSEE,

BE  RIMNBUEEE—NEFiK CIDREE , EPSEW IP thiut B2 R BT EE I VPN 4
W R EEN IP it HE (URHKEERE ) WFHRS.

KERFHHNHE

HEBFFNEF R VPN KT QKB , BRTAFEYEEFis VPN LT S8 VPN £
Ho BAHZNMTME—NEF R VPN KT RKBRUSSIMS TR | FRUMNEETE,

LTRETEFIR VPN KT QA FRXERRBAIIFH R VPN EENKE,

F M KBk XEFHEEYR
1 7,000

2 36,500

3 66,500

4 96,500

5 126,000

BTERB-TAXANZANTFRNE— & im VPN LT QxEk. it , FRXERNHBEER
RT AWS X a FEY o] i KB &
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fltn | MBEFHEZIF 8,000 MNEIFF U VPN KiRT M VPN £ | BEER/NEF i CIDRSBE
KN /18 (116,384 N IP #hk ) |, HFED 2 M FWEFEF IR VPN LT 2K B,

MRETHER/iw VPN LinT SEVFH VPN EERE |, BITEWEEE /16 HE AR CIDR H#R K

o

EXFEAZEF CIDRSEEFMBFRMENHANFBEFHNEZEE | BSHEOHANF&EEE AWS
Client VPN,

BXEPR VPN LT QESFNESES , 55 FAWS Client VPN FEEi,

VFREIESZmM 27
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AWS Client VPN 89317 = 1 = 4|
RE S RN BB AR AIEE Client VPN 1 FI8 R,

AEN

£/ AWS Client VPN i8] VPC

£/ AWS Client VPN 7[RI X & VPC

£/ AWS Client VPN 1 [A] 7 il [ £%

£/ AWS Client VPN 1/ (7] B Bx ¥

£ C AWS lient VPN lient-to-client 178 C
£ AWS Client VPN BR &5 /) 48 ) 377 (8]

£ AWS Client VPN 158 VPC

W ENEESFEE — B VPC, MRLFTEREFHRE TN FEAD VPC R RRNIHENER , &
MNMBNEXALEE,
Region

Subnet
—— Ea*': &

. Client VPN
}—1/ Client VPN network interface

endpoint

L i

Fazal , BEHRITUATRE

- DIBRSBEZELEF —NFMHB VPC, BE VPC FE 5 Client VPN i SR B FMHiZ TH IPv4
CIDR 2.

+ A5 VPCCIDRATEEBNEF% IP it BESEN CIDRSEE,

« BEMHNFZESEE AWS Client VPNFH Client VPN i = B9 # I F PR # o

% E VPC 28
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Kt BB

1. & VPC FREMXIEH B2 Client VPN i T R, BHATILRME , AT 812 Client VPN LimT
R BANANSER,

2. FFFME Client VPN LinT RAXEK, EHATIRAE , BHRITHEFENSES Client VPN g R
MEXBEAPNENSR , HEBREZAEENFMHM VPC,

3. AMBAANAM@MEFHEFIAR VPC WRR, EHATUERE , BHRATERIANZFNE Client
VPN Lin T SR ANLER , M T EREME , A VPC # IPv4 CIDR SBE.

4. MBRFHRLAFMAN , UAFRBESR 2 PRATFRXBENLZLENRE, BXESE
B, Esh 224,

£ AWS Client VPN 5 [E% % VPC

7 ENEEIES S —1 VPC (VPC B) XtFEEMN BHR VPC (VPC A), NIREBEEMETHET
XNTF B#R VPC AR EMEHENERN VPC RRIFEMNHRMNR , RMNBUERALEE ( Fla , VPC
B)o

(® Note
REEHFTRBERK TEIE Client VPN LimTi At , FFEHT TEHERN R HRXE
VPC 2. E2RERAT , RERERR FAFHANEF VPC,

Region

Subnet

—B| "

Client VPN Client VPN VPC peering
endpoint network interface connection

L

L

U

a2l , EHATLTRAE

HE % VPC 29
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- EFBEELEE-NFREB VPC, BE VPC FEE Client VPN i RUREREY) FMHFIZTH IPv4
CIDR SEH,

- A5 VPCCIDRAEENEF % IP it BESER CIDR BHE.
o« BEEHEMINFE{ESEE AWS Client VPN E Client VPN L% 37 S 89 #1011 K0 PR &1 o

Kt BB

1. 7 VPC ZHEI VPC XFiEH. BB Amazon VPC XFIER FMIEHES VPC XNEEEN
SRBITERE. BN VPC A FHVSEHIR SMERN FEES VPC B FRISSHIER.

2. EB# VPC FiENE—AXiEH 62 Client VPN KT s, £ , X2 VPC A, {70l
Client VPN £imTi S F N AL R,

3. [NEHENTFNEEEIEMN Client VPN s 2 xBt,. ERITIRE , BHRITHEEMES Client
VPN KRigT S flx<BPNENS R, FetigE VPC FEFN, REREERT , B VPC R
EIREZEAE Client VPN ix S AHKEK, &0 LLEAthe section called “FFZ £ 4A N AT B
KRN T RAIBETEN L LA,

4. NINTBRHN LA EFIHZEFIHE BER VPC BB, EHRITIIRE | BHRIT HESENRME
Client VPN &imTi 5 RNMANTS R, N TEZSHANBREMLE | @A VPC #9 IPv4 CIDR SBEE,

5. AMBEAHUSREERENE VPC, EEH , X2 VPC B, EHTIHIEME  FRITHELET A
BHPNENLTR. NTEBHER , MAXE VPC # IPv4 CIDREE., XX FB# VPC F® ID,
1#%$2 5 Client VPN i S <BERY F ™o

6. NIMBRHNLABEFIHZEFIHEINE VPC R, BEHRITIRE | FT SEAGE N ME
Client VPN Z&im 1 5 RNMANTS TR, N FEHRME , WAXE VPC B9 IPv4 CIDR SEE

7. @ VPCA M VPCB HERHINZLARMAN , AAFRBEDSER 3 A T Client VPN iKY
ZEENRE, AREZERE , BN 24,

£ AWS Client VPN i [8] 2 ih X 4%

L7 SNEBRESELFAR LML, MREFEQEFFRR TN T A ML R RRR , B
BUERALEE,

5 8] 2% b, ) 4% 30


https://docs.aws.amazon.com/vpc/latest/peering/create-vpc-peering-connection.html
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On-premises network

I
[<b

— P
I@: =
) Site-to-Site
/ Client VPN £z VPN connection

endpoint network interface

L

)

Tzl , EHRITUUTIRE -

- tESBEELEE - NFMH VPC, BE VPC HE5 Client VPN i mx<BkFMHiZ TH IPv4
CIDRSBH,

+ A5 VPCCIDRTAEEBNEF% IP it ESERN CIDRSBEE,

- BEEMWMMMEFZESEE AWS Client VPNHE Client VPN &35 3 & 895 ) F PR &

Kt

1. J@d AWS Site-to-Site VPN E#£#E VPC 5L BECHN AR M2 RA#ITER. EMITIERE , Fi
1T AWS Site-to-Site VPN F i8R PRV A AT PR R B IR

(® Note

HEF , BU BN FER VPC M4 H# ML 2 BB AWS Direct Connect #E32REI L 5 =X,
BEXEZEELR , 3 AWS Direct Connect AF /.

2. MiRE7E L —FSholER AWS Site-to-Site VPN £, EHITIHIEE , iFHHIT AWS Site-to-Site
VPN AFEREAR RN Site-to-Site VPN EZAR MBS IR, MR VPN EZRTMBPEETE , N
WMEMITT—F,

3. 1 VPC FRIEMXig A G812 Client VPN LigT 2. EHITUIRE | BT 812 Client VPN Lig T
B HRNTANSR,

4. NENBENFME Client VPN Kin T R xB, ERTLIRE BT HEHRENES Client VPN
KinT AR PNENLTRER |, HikE VPC FM+M,

T 8 2 3t ) 4% 31


https://docs.aws.amazon.com/vpn/latest/s2svpn/SetUpVPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/
https://docs.aws.amazon.com/vpn/latest/s2svpn/HowToTestEndToEnd_Linux.html
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5. FA—NEEA , ZEAALVFIFR AWS Site-to-Site VPN E3E, ERITIIRE |, T QIBEKIFET
REH PNANSE ; I TFEBEESR , Fi#A AWS Site-to-Site VPN i£3#H IPv4 CIDR SEE , X
F B# VPC M ID , ik 5 Client VPN Kii T S <BH M,

6. RPN LB F iR F 5] AWS Site-to-Site VPN ERZMNR. EMITUIRHE , BT
BANFE Client VPN LimT 2 PAERSER , Xt FEIEMNL , i A AWS Site-to-Site
VPN i£## IPv4 CIDR 5B H.

5/ AWS Client VPN if 8 B Bx N

i SWEEIIEE — B Hs VPC MR Internet NiAR, MREBEE@EFHRFINTFEANB IR VPC
PR EMN G RAR H A FiIER Internet , RINBWEXAREE.

WRETH T AWS Client VPN A" , NEESEM T HRGE,

Region

Subnet

E@ = D

/,//l Client VPN Client VPN Internet

endpoint network interface  Qateway

L

[

)

Fazal , BHRITUATRE

- DIBRSBEZELEF —NFMHB VPC, BE VPC FE5 Client VPN i SR B FMHZ TH IPv4
CIDR SEH,

+ A5 VPCCIDRAEEBNEF% IP it BESEN CIDRSEE,

« BEMHNFZESEE AWS Client VPNFH Client VPN i = B9 # I F PR # o

Kt iE

1. TAREFAT Client VPN Kig T sV L2 E AR FRIEZ Internet WHIEHRE, Hilt , BRMAGF
&3£%) 0.0.0.0/0 ¥ HTTP M HTTPS RE/K HutM N,

159 Internet 32
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2.

B2 Internet MXFHIFEMINE VPCo BXREZEE , FSH Amazon VPC AR HHV A1
FHIAN Internet WX,

BENEM Internet WX ERMEIBHAEK , FFREAAILAFM. £ VPC BHIAEH | %&F
Subnets ( ¥M ) , EFEEES Client VPN L inT RU<BRBY FM |, 1% Route Table ( B§H® ) , A
BiEFER ALK ID, EFRE , %EF Edit routes (REHEH) , ABEFRFMEH, XFF Destination
(BEH9) , A 0.0.0.0/0 , ARIER Target (B #F) T £ —FHH Internet MK,

£ VPC FREM XFH BIZ Client VPN KimT K. ERITIIEE |, BT 812 Client VPN KimT1
B HRNANSR,

FERFBEN FME Client VPN LinT kB, BERITIERE , BT HFEHEMNES Client VPN
Kin T RAERE PNBNLSR , HiEE VPC FMFM,

AMBRANAEEFHRFiER VPC PR, EHITIIEME | BEHRTEFRINEMNZE Client
VPN Lin T SN ENSR M TESANBRME , A VPC # IPv4 CIDR SEE,

WA A Internet REMNIEH, ERTHEE  BRTUELETSEAPNENTER ; X
F Route destination ( B¥EHE¥fr ) , A 0.0.0.0/0 , 3 F Target VPC Subnet ID ( B#5 VPC
FMID) , #%&# 5 Client VPN &K1 R <BH 7™,

NINBAGA N LA 6 P iR 52 F 5 Internet BIIXBR ., I ITULIRE | BT REAG AN E
Client VPN ZLim T S AN ANL TR MY FEHRNE , WA 0.0.0.0/0,

iR VPC FEFRHNEZSLAEF—FHAN , ZMAN ARFEMNE Client VPN LinT RRBH LT A
TiHE, XFAFENEF KGR VPC FHRR,

£ C AWS lient VPN lient-to-client i5[al C

Wi ENEEFEZEFIRESBHEEN VPC , HATEFFIRMHERARE, MRERZ|E— Client VPN

KT RNEFIREEEMEERE , RINBWEALEE, H&FFiREZS Client VPN LigT 6T,

ZEPmA AEANEF G CIDRSERSEAENINK— IP it BE&EE,

C lient-to-client 177 R #X fR 33


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#Add_IGW_Attach_Gateway
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#Add_IGW_Attach_Gateway
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i Client VPN
Client VPN _
/ flent VPl network interface

Tzl , ERITUTIRME -

- BIEFBEETLEE—NFMH VPC, BE VPC HEE Client VPN iR xBKFMHIZTH IPv4
CIDR3BHE,

+ A5 VPCCIDRAEEBNEFF IP it BESER CIDRSEE,

« BEMINFMZESSE AWS Client VPN Client VPN % = B9 # I F PR 4 o

(® Note
HERFZFHERA Active Directory AHE T SAML B9 IdP AR E TR LR RAN

SEHE L B B
1. 7£ VPC FRER Xig A €l2 Client VPN K% 2. ERITILIRIE , BIT €17 Client VPN KigT
/§\ EF 4I:IH’J-L/F‘9%O

2. FFREIAENFME Client VPN £imT Sk, BEHITIHERE , BT HEEMNES Client VPN
Kim T AAAXEE FNANLSR |, HikER VPC M+,

3. FEREAMBERARPOREME, BHITIHRE , FHIT QELRET SEEA PHANSR, X
THEBWR , AT, i% CIDRSEE ; ¥ T B# VPC M ID , &% local.

4. FMBRAN LB EFHEFIHE VPC WRR, ERTIHIRE | BHIT FEGINRME Client
VPN Kin T & FNANLTHR. ITFESHNWERME , WA VPC 89 IPv4 CIDR SEE

C lient-to-client 75 A1 #X FR 34



AWS Client VPN EERIER

5 ANIMBRHNAGEFHETIFRZESR CIDR SBEEMNNR, ERTIHIERE | FT FEN
i1 Client VPN Lig T 2 FNANT R, W TESHWBRNSG , i AZFi% CIDRBE,

£/ AWS Client VPN PR HIX P & §9 15 [7]

B A LB E Client VPN Kin T LUARRHIX VPC R ERENHE., N TFETFRAFHEMREIL | Bi%
AT LAARHEIA A Client VPN K15 s B A P A PR HIRT P & F-3B 0 I 15 9] o

EA T2 ARSI E
EASUES RSB MREI A T 22 E ( MRS BFMAXKNRS4A , B Client VPN R24 ) HRE

AN BFRIELX R VPC REFERRIGRINE, WEBTEREH AWS Client VPN 58 VPC &
NENZGEEMZ ERTTIER. BT ZEEHPEENRIAN A , ERALEE.

ERTFTHRERBFENLRANR , FHRESSTHRRNKABREKNZSHE, RE , tIERVKE Client
VPN ZEHHREAAN

ETESF , 24 A 2 Client VPN £24 , ££4 B 5 EC2 SKHIHEXEK , 424 C 5 EC2 3kHI#
KB, MREMEZ2A B FMATNEEE ARTHRNAN , WEFIRATUBRERSHE B KEKH
Khl, MRELE CRAAVNEEE ARTHRINAN , WEFHEEHRSZEE C REHE

i,
Region

Subnet

Security group B

Security group A ____H_,,ré

L] TTTTI F
O =
///' ey Client VPN Security group C

endpoint network interface JeTTTy

L

[]

)

PR MBI 2 A9 P £ B 175 ) 35
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EFFB 28, BRE Client VPN Z24A 2 A5 VPC b E & BARE:, tREF MRS A
Client VPN R4 AKHAN |, N A E5E 2B FRIEL X H A BRAT 5 AR . o B LE HIX Fbi
%, EEAEIINS Client VPN KH S —EEATCIRN RS 4A,

BlERSEAN

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. TESMBE®RD | E#F Security Groups ( T4 )

3. EEREEBETERFNRFIMERBNLZEA,

4. E$F Actions (3R4E). Editinbound rules (483 AIEMN),

5. 1%3% Add Rule (RN , RERITUTIRE :

« XIF Type (EH) , i£$F Al traffic (FTERE) REAFHNEBEEREXE,
 WFIR, BEBREEN , AR ADIERE Client VPN Z£4H ID,
6. %&$® Save rules (RTEHM),

ERBRITFERBENIHRNER , ERESEZTEROEFMEXBKNZEH, WRFEABEFXRE Client
VPN Z2AMFRENFN | B E MR,

KREZSAMAN

1. BT MuEITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. TESMBE®RD | % Security Groups ( T4 )

3. i%&#% Inbound Rules (AEHLM),
4

BEEANBR, MBE—NMHN , He Source (IR ) £ Client VPN 244 |, iFi%$F Edit
Rules ( REBAN ) , RERIZMAN LR Delete (MIBR ) (x BFR ) o EBREHN,

BIE R P H RS R

MREH Client VPN Kis T SQEENHTET A WS BRI , WA URTFHER AT R M &S E
o IR, ALk, ;‘EEKLXT*FQ% ;
1. 7 AWS Directory Service = IdP FELEAFMA. EXEZEE , BSRHUATER :

« Active Directory &3 1iiE

- EF SAML HEXE HARIENERFEEEM

RIE A P AR R 36


https://console.aws.amazon.com/vpc/
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2. A Client VPN &R REIRZRAN , AR FEENATRNENEHIAENBD. BXRESE
B, BSR BRI,

WMREM Client VPN Lin T REEN#ITREFHRIE , WERZEREAFH, QRN , HM
BAARAFRTHENR. EATRERFATRNENEERD , ETUGIZZA Client VPN LR
TR Hla, X TIHRMENEMNAFE , FHRITUTERE

1. RZAFHCE—ARFB[URBEFHILEBNER, EXELZER , H5HE No 50K,

2. BIZ Client VPN Kim T K. BXEZER , H5H 2Z Client VPN &inT o

3. QIBRBRAN , UBRFRHMELBHELEMNBONIHRNR. Fla, XN TFEEAFEAM Client VPN £
mT R, BAGERNAN , UBRFNEMAHNENHENE. EXEZSEE , HSH FEAHN
A HNE Client VPN &35 & o

RIFEAFARFIER 37
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AWS Client VPN A[]

EAHRES , L2 - M THITUTRAEN Client VPN LT R -

- AMBEFERENEAN VPC iR,
« AFMBEFHEEN Internet B THRIRR,
- EAXRE S HRIE,

TERRTEAHIER VPC M Client VPN LimT SEVELE.

; Client VPN Internet
Client VPN
}/f’/’ network interface  gateway

endpaoint

SR

FREH

B ERBRSENEFHIEPUARESR
$B 2 . 8l& Client VPN KT R

o SR, 3: XEKBHRML

- $B 4 5 VPC HFRRHN

« SB5: RMEX Internet B[R

s SR6 . BWIELLHAER

« S|, 7 : TH Client VPN LinT 2B & X4
- SR 8 EHEZ Client VPN LiHT R

&b

38
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TR

EFFRAANHREZE , FREARESEAUTIM

- f£H Client VPN &1 R FT B R.
« JHEB S AFE AWS Certificate Manager FFFERIN PR,

« 2HLHE—ANFMA— Internet XK VPCo, 5L FMIBMEHARMSMEFER Internet MR
M H.

HB 1 ERRS SRME S IRIER AR A

RYRBEANE S BRIE, EBNEFHRIE , Client VPN #ERIERBEZRF % Client VPN L5 2
ZERRITHRRIE, ENFEEEGRF[UAPNER , URED—NEFRKIEBNER, 2D, BFSH
EPBFEES AZ| AWS Certificate Manager (ACM) &, HE 812 Client VPN L im T KA E ESLIE P
FEFWIERSA ACM A%,

WREEZBETATIHBNMIES , MATLAGER OpenVPN easy-rsa SSARFUIREN]. BXEA
OpenVPN easy-rsa AR FERBRSENEFRIEPNZHAITESA ACM NEFEASR , FSHEN
6 & 350 E .

® Note

BRS5BRUE P AT E A BEE BB Client VPN i KB E — AWS XA #) AWS Certificate
Manager ( ACM ) #{TIFE =S A E| ACM H,

FHI8 2 - 82 Client VPN KT =

Client VPN KT Q2EIZABRELA TEAMERE Client VPN 2ENEIR, XZFE Client VPN
LENLIER,

7 Client VPN KT =

1. B3 https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &

2. HESMBEES , %# Client VPN Endpoints ( Client VPN LixT = ) , R/FiE# Create Client
VPN endpoint ( 12 Client VPN &I R ) o

3. (®ik) 214 Client VPN LT S B RS MR,

TR 39


https://github.com/OpenVPN/easy-rsa
https://console.aws.amazon.com/vpc/
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4. 3+F Client IPv4 CIDR ( /% IPv4 CIDR ) , M\ CIDR EREIEEEMNTPTRES 1 IP it
IP #y3tSEE

® Note
i nSEEREES BARM &t it SEE ., VPC #ibSEE S 5 Client VPN £ T5 RRBRAY
FARBAER. FFiRBISTELAEDNR /22 BFKT /12 CIDR RK/D, €3 Client
VPN KIE T RE , B EEREF initb i E,

5. XF Server certificate ARN ( FRSSE5IEH ARN ) |, EBBELSE 1 FERN RS S[IEPBH
ARN,

6. 7E Authentication options ( & RIE%EIT ) T , % Use mutual authentication ( £ XX @ & 13
i) , REXTF Client certificate ARN ( 2 wIE+H ARN ) | ERERAEZFIRIEPHIERH
ARN,

MRRSB|/UPFNF A iwmIEH EHMEREBRM AV (CA) MAH , MR LUERTEE MRS SFIE
$ ARN Bt ATRFBFMNEFFIRIER. EXMERT , ATUER SRS S[IERX N E AR %
EB#HITH BRI,

7. RBEKEFEIRE , AFIEE Create Client VPN endpoint ( #12 Client VPN £ixT R ) ©

£ 186122 Client VPN KT RE , HIRAN pending-associate, NYBXBKED —NEIRMNE
&, BFWA BRI VPN E#,

BXRETLLA Client VPN In RIEEMNERTINEZE R |, 5SS R EIE Client VPN Lig11 =,

SR 3 KEKB R

EFEFIREBEY VPN 21F , B — M BEHRMSS Client VPN LinT RxBk, BIiRMER VPC #
Elg_/|\%|x—x.|o

¥ BFRME S Client VPN & i3 S < Bk

1. @i https://console.aws.amazon.com/vpc/ ¥TFF Amazon VPC ##| &
2. ESMBEHKS , % Client VPN Endpoints ( Client VPN KixTR )

3. GREEL—ZSEFHERN Client VPN KigT & | REMIKERE Target network
associations ( B #rM &<k ) M Associate target network ( <BXB ML ) o

4. XF VPC , RLELEHPHE TR VPC,

B 3 REXB RS 40
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5. XTF Choose a subnet to associate ( ERZEXEKWFM ) , EEREEE Client VPN Lin T SURERH
FM,

6. i%#% Associate target network ( XBKBFRMLE ) .

7. MRBRAN A, M—DFRKERBRBUEEFFwTIR VPC HEANME, EAIBKREEA T
M, EETAXZRERES TR,

WG E —NFME Client VPN KT 2 X BKE , 2K EUTER :

 Client VPN K5 S fIRASEH N available, B IR VPN E# | BXZiHE VPC
FREAER |, B 2SR MBI,

« VPC A 1R A B3R MNE Client VPN KigT 2B ERF,

- VPCHEREEIREZSAFNBEIRMAT Client VPN KLimT1 2o

R4 A1 VPC By R

BEEFFIRAES TR VPC , Client VPN KT QEVEKRFEERE VPC WvikH , FEAFERRN
M, £#E—%5  SLEHRNBH. EXRHES , RNBERQMBRAFRTX VPC BimRNEER.

A H0 VPC B RN

1. BN https://console.aws.amazon.com/vpc/ ¥ FF Amazon VPC #Z#| &,
2. HESMBEHS | i%# Client VPN Endpoints ( Client VPN LT R ) o

3. ERENBRNANFINEE Client VPN LinT Ko %&#F Authorization rules ( BN ) |, Rk
## Add authorization rule ( ZINZAFN ) .

4. 3TF Destination network to enable access ( E5 AR BRENERME ) , MALREARFHREL
MEH CIDR, #lan , ERFHRIEA VPC |, iEEE VPC B9 IPv4 CIDR £,

5 NTFRERFHEMNR , EBEAFFAERFHES
6. ( A& ) XTF Description ( #i& ) , % AR ETEH IR,
7. i&# Add authorization rule (ZRINEZAHN),

SR 4R VPC KRN 41
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S5 REXT Internet B [A]

&R BRI EES VPC W EAMMZAY TR |, 21 AWS BRSS. XIF VPC MAH#h 30 E M 45 LK%
Internet, Xt FENFAMIMEL , BHLHIE Client VPN LinTi SEVERBRPHIINBIMEHER , HEE
BRAHN LA E) & P i 8% 5 15 B AR

EXHES , RNFLEEFAERFX Internet LA% VPC BIFRIR, BRELEE 7TX VPC K5 E
MR, AtbiX— S BER T Internet BV 5 R BR

ST Internet B9 5 R BR

1. BN https://console.aws.amazon.com/vpc/ ¥ FF Amazon VPC ##| &,
2. HESMBEHKS , %&# Client VPN Endpoints ( Client VPN KisT= ) o

3. EBBAERHYIECEM Client VPN LifT K. % Route Table ( R ) , R/F1EFE Create
Route ( BIZEH ) .

4. F Route destination (BEH B #5) , F#HWA 0.0.0.0/0, XF Subnet ID for target network
association ( AT ERMEXBKNFM ID) , IBEEAREHREN FME ID,

5. %4% Create Route (BIZH),
6. 1%&$#F Authorization rules ( ®XMA ) , ARFiEFE Add authorization rule ( RINTAN ) o

7. 3IF Destination network to enable access ( E/Z AiFRINXRA B RMLE ) , WA 0.0.0.0/0,
FHik# Allow access to all users ( RAFFTAERAFHER ) .

8. %&$® Add authorization rule (7S AN$ZAF M),

FZER 6 WIFREHER

EARHES  E5F 2 81 Client VPN KT LB BEERSH, XEKRE , YXBEBEHRNE
B, VPCHEREERELZLHLBIHNAT Client VPN KT s, Eitt , VPCHEEIRBRSHINE
R & Client VPN &1 S < Bk,

RIENATZE2AER

- SREEAXRBERENTNEAXBNEZ2A (EXFPHIREREN VPC 24 ) /£¥FME
Internet KiEHMERE, ALt , RIN—PAWFERERLXESR0.0.0.0/0 K HIEAN,

« VPC HRFNEEEEF—FMAN |, kMU R HFMBA T Client VPN Kig T QB R £ HFITIH R
(PR ARERERN VPC T4 ) . XFAFENF/ IR VPC FEVE R,

S5 BHEX Internet BYIF[R 42
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BXREZER B 224,

FHI 7 - & Client VPN KT S it B X

T—HRTEIF AR Client VPN KIiFT REENH, BEXHITESEIL VPN EZEMEMN Client VPN
gkil_ﬁ-p ﬁéﬂ“%%ﬁﬂil_t:"ﬁglﬁo /u\—_l-l’j\‘{v.f'lttx{q:j:ﬂi{/\rﬂ ;E $*§ lJ Client VPN £ lm-ﬁ/@ﬂgg&ﬁ%ﬁﬁ)ﬁo
KisAPERAEXHEER VPN B iRNARER.

T HER Client VPN KT S BB ST

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &
2. TESMBE®ETF , &8 Client VPN Endpoints ( Client VPN £t R ) o

3. EEERNEHEGNEMN Client VPN LT R, ARFIEEFE Download client configuration ( FEH&E
WEE ) o

4. RIESRA RERNFFIHIEBMEBEH, TLIERME OpenVPN easy-rsa FFEFH L T E
REEFIRIERMES -

« BFURIEP - easy-rsa/easyrsa3/pki/issued/clientl.domain.tld.crt
- BFIR#4E - easy-rsa/easyrsa3/pki/private/clientl.domain.tld.key

5. FABE®RNAEESRITI Client VPN KinT KB E X, F <cert></cert> M <key></key>
RERMEIHF, FEFARIEPHANTARMEZANANBREERNREZE , fi:

<cert>
Contents of client certificate (.crt) file
</cert>
<key>
Contents of private key (.key) file
</key>
6. RIFFHKHM Client VPN KinT LBl & X4,
7. ¥ Client VPN AT REEXH D KELKRHAF

AKX Client VPN KIR T REEMNHNESEE , BSHAS HANEEF kbl & X,

S 7 : T3 Client VPN Kis1 S B E X4 43
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FHI8 8 : EEEF Client VPN Kig T =

EERES

IBETLMER AWS 2N EZE PR EMET OpenVPN HZE P ik N T2 F U R SR 6] 2 1 B B ST
2| Client VPN KigT R, BXxEZEE |, 52 AWS Client VPN A iER.

S 8 : EEZ Client VPN Kix T = 44
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AWS Client VPN EERER

£ AWS Client VPN

LR EFE B A Client VPN,

H33x

- HRIEMRSEIIF

- BRAN

- BERWIEBREIE

- BEFIWIERE

- BRmEREIRE

« Client VPN &1 &

- FREERE

- SHAREEFikfEXH
- BRH

- BFEMS

- &K VPN &FEFERtE

A B B ARSI

WMERIERA Client VPN Kig T R EBATEBRSEIF , WA AFEFIRREBBRSIIF URL, B K
A LATE Web X2 HRiARIIF , HERETRAPNEIEESR. EI1FPH , EFP A LT Client VPN
KisTAmEXH , WA A TE AWS 2 HE = P isi R ETRAS,

LATHNER -

- BEIRSNFAERTEARE S HRIERTSHRIENE iR,

- BBIRSIFHRENEEXHSEMER Amazon VPC #2455 AWS CLI § HHEE X H4HEE
NMRERBENHIRAFFRZARENEH#ATAEN , WLABTHBEENXHD RET T o

« SRR Client VPN Lim i Q5 A BBIRS AR, ENEFHRTEFRIIF, MRKE LT
0, AT LME L Client VPN Kin T RELB AE.

BREBRSIFIESE , BFEFREHRAT URL 2—

* https://self-service.clientvpn.amazonaws.com/

7 B B BRSSP 45
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WREFmEAL URL RIS, M 4F8% A Client VPN KT =m /iy ID , RETEEE T,

* https://self-service.clientvpn.amazonaws.com/endpoints/<endpoint-id>

FEIER URL Y <endpoint-id> ¥ Client VPN LixT <#Y 1D, 620 cvpn-
endpoint-0123456abcdl123456,

I&IE T LATE describe-client-vpn-endpoints AWS CLIGs S H & & BB RS ITF M URL, =
# , 7% URL T 7£ Amazon VPC ##|&# Client VPN Endpoints ( Client VPN L & ) TWHE EH
Details ( i#4E R ) M FHHE,

BEXEBEEAPRSIIFUATERESORIENESER , BSAXZEBBRSI.

RARA N

BN 78 242 F M 4515 R A BRABS X EEAN o BRI ARINBAAN |, B0 BG4 ER P iwm R T X8 E M
FHFRINR. W TFERFIHERNBRNEINE , BERZRE—MRIAN, &0 EREE &
AWS CLI [@ Client VPN £ 3517 UM IR ARA N o

@ Note

EFEBEHNE | Client VPN &2 AR KR TH. BXEZFMER , FS 5 Amazon
VPC AP IERm I EPEE E B Active Directory 4 B AN R ILFAE T 4 MBI Ko

H3x

o FERHNFIE Client VPN KT S
« M Client VPN 28315 = 5 il BR 3% AL U
- EERKHN

- BRANK RIS

R NANE Client VPN LigTr =
£ AWS Management Consoled Client VPN &35 578 1R N

1. BILATMuLFTFF Amazon VPC & : https://console.aws.amazon.com/vpc/e
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2. HESMBEKD | i%&# Client VPN Endpoints ( Client VPN LT R ) o

3. ERE@MHEPFMBRAME Client VPN LinT R, REMIRIERE Authorization rules ( R
M| ) #1 Add authorization rule ( ZIIEAHN ) .

4. 3tF Destination network to enable access ( ZEFRGRIMBERMNE ) , MALREFTEAFHRN
IP #3k , L CIDR RRERR (Hl , VPC # CIDR#R ) .

5. BEATBMEEFIHHEEENMSE, 3F For grant access to (FFiFRINRIZF) , ITUTRE
2=

- ERMAEFEFIRRETIHENER , i Allow access to all users (R FFIE R F R,

- EFIHMERHEHEIFERS I , B%EER Allow access to users in a specific access group (4%
EFRASHAFBRITIHR) , REXTF Access group ID (IR ID) , B AEREFiHRINRH
{HEY ID. g0 , Active Directory A REARIRAF (SID) , REE T SAML I H AR (IdP)
FE AR ID/AFR.

« (Active Directory) Z3IREY SID , &R LA Microsoft Powershell Get-ADGroup cmdlet , 4l
m

Get-ADGroup -Filter 'Name -eq '"<Name of the AD Group>"'

H®E , FTH“Active Directory AP MItEH'TE K EFHANEY , HE‘BHREIFEIF ,
JREX objectSID M. MEXE , BEEREE. SRYEUAEABHEESR TR+,
( 2T SAML WEXE HARIE ) A ID/BAFRS SAML B S FIREWAE HE B TE.

6. XITF Description (3#iR) , i AR A & K,

7. i&# Add authorization rule (R INEZAHN),

SRR INE Client VPN &5 & (AWS CLI)

{# /A authorize-client-vpn-ingress &+

M Client VPN £8 373 R A il BR = A AL Y

B BRARAIIY , AT AR BR S 5 R 9 ) 45 89 15 1R AN AR

o

RAT LAfE A& & F AWS CLI M Client VPN &85 35 2 5 il BRSa M .
M Client VPN g7 SRR BRIZAFN ( #2H A )

1. B LT MuLFTHF Amazon VPC ##&l& : https://console.aws.amazon.com/vpc/o

M Client VPN £& 35 52 5 il BRIZAHL N 47
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https://console.aws.amazon.com/vpc/
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2. HESMBEKD | i%&# Client VPN Endpoints ( Client VPN LT R ) o
3. EEBRNFANFMEIR Client VPN LimT R, ARFIEEFE Authorization rules ( RN ) o

4, EREMEREBNAN | REHMKIXIEE Remove authorization rule ( il BRIZIHN ) 1 Remove
authorization rule ( #ilBRIZARAN ) .

M Client VPN £835% %5 = FP il BR 2 A A (AWS CLI)

{# A revoke-client-vpn-ingress 3%
BEFRLGAN

SRR LG P21 4 1 AWS CLI 5B 453 Client VPN £ 55 %5 5 8y AN,
EEEAN (244 )

1. BELTMuITHF Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e
2. HESMEHKF , % Client VPN Endpoints ( Client VPN KT R ) o
3. EREEFHRNINM Client VPN KinT R, ARFIEF Authorization rules ( BIHN ) .

BERIHAN (AWS CLI)

£/ describe-client-vpn-authorization-rules 54,
BN 89 =Bz =

AT RBZNHNIE AWS Client VPN FI TERIE, ©EREAH THEBNANNER, ~OIZRELL
B3t ik & B R I 2R K 89 R 537 =BT 18 o

H33x

o AMETHENANHXES

- BRANZENROIZEN

« B2 HRENER

- %822 FAEME (0.0.0.0/0) CIDR
- 53 BFEKMN IP BIRTRE

- 824 EBCDR(E—14)

BEERNAN 48
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AWS Client VPN EERER
- 3 5: Hfth 0.0.0.0/0 N

- 378 6 : 0 192.168.0.0/24 BIHN

- R 7 MEAFANTHRIXE

AR T A RAAN A RS
T JLRER T BN ) — 4T R

« ERAFHRIBFRME , KAENFMBRAN, REREITHRIELILM,

o BIERMBTAAN ARSI Xt B 5 ML/ E

* 0.0.0.0/0 CIDR fERBHBRHTAE, TiCtIEZRNANNIRFNM , eHBRRELEN,
* 0.0.0.0/0 CIDR AJ#Z % J3 “Ea] B4R = H A LA N KR E X ET B #77

o REHTARTEE LN,

RN 37 R H9 RIS

TERERTATAT RN ROIZ R ROIZEM,

RIRL 3% = 49
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Client VFN VPC
192.168.0.0/24

Y
. am
Management
/=N 1
AWS Managed .h
Active i Engineeri
Directory ’ "
N Y
Y
Developers

/ ;' User Groups \'

N J

Subnet

Public Internet

\

On-premises
network
172.16.0.0/24

_.@—

Internet
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Gateway VPN

Client VPN |1:-'2.lE..ﬂ.DI
ENI
—-|l?2.lE-.l.D=

2 [172.16.20 (25
Subnet
\ ] Route Table VPC Development
Peering VPC
10.0.0.016
Client CIDR
10.10.0.0/22
Client VPN —
Endpoint Remaote
Client
ZE 1 BRENBER
F I 48R 44 ID ARFFEAF I
[0 TRELH R 3T AR it S-xxxxx14 False
PR 2% B9 175 18] A PR

B#r CIDR

172.16.0.0/24
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EERES

LI R 41D

B R ERERF A S-xxxxx15
VPC B9 5 A AR

EAZBARHIT Client  S-xxxxx16
VPN VPC #9717 84X BR

FEMNTRH
o TFEHAREEHN 172.16.0.0/24,
- FAREREEHE 10.0.0.0/16,

o ZIB/HHEETHA] 192.168.0.0/24,
- FIEHEHMAESH Client VPN Is REF.

® Note

ARFFB R 1R

False

False

EXMERT , FOAFEABITELRAHLERN,

=2 ERAEMEMR (0.0.0.0/0) CIDR

HLI 441D

O] Ti2A IR XS A ih S-xxxxx14
) £& 19 175 8] £ BR

mFF X AR BT & S-xxxxx15
VPC Y5 R AR

o) 2 B 4H 12 X AT S-xxxxx16
B ¥RAY 175 B A BR

AVFERAFTR

False

False

False

B#r CIDR
10.0.0.0/16

192.168.0.0/24

B #r CIDR

172.16.0.0/24

10.0.0.0/16

0.0.0.0/0

RIRL 3% =
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EERES

FENITA

- TFEAREEHN 172.16.0.0/24,

- FARHAREEHF 10.0.0.0/16,
o ZBEATLUFRATLEEMF 192.168.0.0/24 , BFEiHE 172.16.0.0/24 5 10.0.0/16,

(® Note

EXMERT , RREEHNEIH 192.168.0.0/24 , FrLAiH A1 M EH R A
0.0.0.0/0 MM,

B2 0.0.0.0/0 WANBLRERE , MARUIEAMNNIRFM@, Hit , FickE , &

0.0.0.0/0 ZEIREMNMNEREE 0.0.0.0/0 KT WL LLH 75 RN RS HiEEEEF

o

=3 B IP BTRITE

L 458

B TRRE R XS A #th
P 45 Y 175 [ 4% R

mF K ARERF A
VPC B9/ 7] X BR

6] 2 A SR A XHEA
B PREY 75 E] X R

[ 2 EERHN TR

VPC FEANEHNTE

[R] £ R

441D

S-xxxxx14

S-xxxxx15

S-xxxxx16

S-xxxxx16

AVABERAFTR

False

False

False

False

B #r CIDR

172.16.0.0/24

10.0.0.0/16

0.0.0.0/0

10.0.0.55/32

RIRL 3% =
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EERES

FENITA

- TFEAREEHN 172.16.0.0/24,

« FARAFLTR 10.0.0.0/16 , BEANEH 10.0.2.119/32 BRI,

o ZBATLUFBEATLEEM, 192.168.0.0/24 LRI K VPC HRyEANEH,
(10.0.2.119/32) , BEMiAE 172.16.0.0/24 HFH K VPC FHEAMRIREM.

(@ Note

EXE , BULEINEERK IP sIRKANMAE LT EERE IP s RHAN, MR
BT RABNIGE 10.0.2.119/32 , WIFERF 0 — S ALY @ FF 2 B A R T 5
10.0.2.119/32 H9HRARR,

%% 4. B8 CIDR ([F—14)

LU $58

B TR2E R X A ith
P 45 Y 175 [ A% BR

[F R AR TR
VPC B 15 R R

[ 2 IR R EM
B PRAY 75 E] AR

[ A RENTTR
VPC FEANEHNTE
(7] £ R

B TAELA R X A it
R 48 RN F R R T
[R] £ R

441D

S-xxxxx14

S-xxxxx15

S-xxxxx16

S-xxxxx16

S-xxxxx14

AREFBR 1R

False

False

False

False

False

B#r CIDR

172.16.0.0/24

10.0.0.0/16

0.0.0.0/0

10.0.0.55/32

172.16.0.128/25

RIRL 3% =
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EERES

FENITA

s FRATLWA 10.0.0.0/16 , BEANEHN 10.0.2.119/32 BRA.

- ZBEATLHEAHEREMN, 192.168.0.0/24 % 10.0.2.119/32 ME R BN EH
(10.0.0.0/16 ) , BEMIFE 172.16.0.0/24 K 10.0.0.0/16 MEHHITMEREM,

- TIRAERHE 172.16.0.0/24 , BIFEFEHNFM 172.16.0.128/25,

= 5: Hftt 0.0.0.0/0 N

L $58

[ TR2E R X A ith
P 45 Y 177 [ A% BR

[ F R AR TR
VPC B 15 R PR

[ 2 A R ENEM
B PREY 75 E] AR

[ A RENITR
VPC FEANEHNTE
(7] £ R

) TR IR R A it
W45 R/ T PG
AR

6 TA24A R M
B PRAY 75 E] A R

441D

S-xxxxx14

S-xxxxx15

S-xxxxx16

S-xxxxx16

S-xxxxx14

S-xxxxx14

AVFFB R 1R

False

False

False

False

False

False

4= CIDR

172.16.0.0/24

10.0.0.0/16

0.0.0.0/0

10.0.0.55/32

172.16.0.128/25

0.0.0.0/0

RIRL 3% =
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EERES

FENITA

s FRATLWA 10.0.0.0/16 , BEANEHN 10.0.2.119/32 BRA.

- ZBEATLHEAHEBEMN, 192.168.0.0/24 % 10.0.2.119/32 ME R BN EH
(10.0.0.0/16) , BEMIFE 172.16.0.0/24 K 10.0.0.0/16 MEHHITMEREM.,

- TRATUBEALERM, 192.168.0.0/24 2% 172.16.0.0/24 , BIEEEMAH F W
172.16.0.128/25,

® Note

BAEE , IRHEANKLEAEINEETLAFE 192.168.0.0/24, X_ERXHNAEERIFE

0.0.0.0/0 (EfAB% ) B XRBEMMNIESIA 192.168.0.0/24,

%= 6 : %0 192.168.0.0/24 KYH N

LU $58

B TR2E R X A ith
P 45 Y 175 [ A% BR

[F R AR TR
VPC B 15 R R

[ 2 IR R EM
B PRAY 75 E] AR

[ A RENTTR
VPC FEANEHNTE
(7] £ R

B TAELA R X A it
P 45 FR - R A9 13 1R AX
PR

441D

S-xxxxx14

S-xxxxx15

S-xxxxx16

S-xxxxx16

S-xxxxx14

AREFBR 1R

False

False

False

False

False

B#r CIDR

172.16.0.0/24

10.0.0.0/16

0.0.0.0/0

10.0.0.55/32

172.16.0.128/25

RIRL 3% =
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L 4R 48 ID AREFRERF AR B #r CIDR

o TIEA R EXNEM S-xxxxx14 False 0.0.0.0/0

B R Y 17 (5] A PR

MABARMEX Client  S-xxxxx16 False 192.168.0.0/24

VPN VPC Ky B BR

FEERTTR

« FARATLIHRE 10.0.0.0/16 , BEANEN 10.0.2.119/32 BRIk,

« ZBATLFEALERRM, 192.168.0.0/24 L% 10.0.2.119/32 MEFHHENER
(10.0.0.0/16) , {BFEMNiAE 172.16.0.0/24 5 10.0.0.0/16 MEFHNEARIREN.
o ITREATLUFREALEERM, 172.16.0.0/24 A% 172.16.0.128/25,

(® Note

FEE , MIHEEATRR 192.168.0.0/24 AN LSBT RETBEEF R ZBIrMNEE
YA PR o

BR 7 FFERAPENTERRR

L 4R 48 ID REFFERF AR B#r CIDR

O] TIRA R A iy S-xxxxx14 False 172.16.0.0/24
PR £% B9 177 3] A PR

O FF R AR EXFF & S-xxxxx15 False 10.0.0.0/16

VPC B 15 R R

[0) 2 3B A 12 X E AT S-xxxxx16 False 0.0.0.0/0
B ¥R B9 17 (8] A PR
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FLI IR 48 ID AREFRERF AR B #r CIDR

AR BARENFTF R S-xxxxx16 False 10.0.0.55/32
VPC R EANENAA

B X PR

o] T4 1IR3 A 3th S-xxxxx14 False 172.16.0.128/25
P £& AR R B9 175 8] £X

PR

O TRRARENPE S-xxxxx14 False 0.0.0.0/0

M £& B9 175 [B) £X PR

LA EERBEX Client  S-xxxxx16 False 192.168.0.0/24

VPN VPC Ky B BR

EATEERMHER  NA True 0.0.0.0/0
PR

« FFRATLIER 10.0.0.0/16 , BEAEH 10.0.2.119/32 R,

o ZBEATLUHRIAHLEBM, 192.168.0.0/24 L% 10.0.2.119/32 MEFRPENEH]
(10.0.0.0/16) , {BEMiAE 172.16.0.0/24 F 10.0.0.0/16 MEFAEMRIREN,

o TRRAFLUFRIANHXEERMN, 172.16.0.0/24 AKX 172.16.0.128/25,

- FAHEHMAFE (FINERRE) AABRAKXEERFN , BF8ETREEMMAN B E X WERHEA
EEINZEN

FFimIE$ mEYIR

BN BERFIWIES , A IHIES BHEFIRBEN Client VPN KiiT1 KR RIR
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EERES

® Note
BXRERBRSHRANBTFIRILEPNZANESERE , HSAN O S HRIE

BRULARMEEF RIS RHEIRTNWZEBNESESR , HSH FF U5 VPN B,

E

. ERES IR RIS
. BAESRIERRWEIE
. SHES RIS RIS

£ RRE PP RESI&R

Linux/macOS
FEUTIREF |, £6H OpenVPN easy-rsa is T ITEARFEKE P IWHIEH HHIIER,
£/ OpenVPN easy-rsa £ R EFIRIEH REIIE

1. BRI FE easyrsa T ( ATEKILED ) RS ES
2. SBMBAXFEMHEFE easy-rsa/easyrsa3d3 XHX,

$ cd easy-rsa/easyrsa3
3. BMEEFRIEPAERETFmBEIIR.

$ ./easyrsa revoke clientl.domain.tld
$ ./easyrsa gen-crl

HRERRHN , BA yes,

Windows

LTI A OpenVPN AL E i B HESIR, ©RESETR T £H OpenVPN BIAEREF

i MRS BRE BN Z AN S R

EREFIRIES BHEIIR
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EERES

£ EasyRSA IRA 3.x.x EREFIRIEP BHEYIR

1. THAGSRREFHESME EasyRSA-3.xx B , ZEZRNEGKNERRTEERE LN REN

o

C:\> cd c:\Users\windows\EasyRSA-3.x.x

2. 1&1T“EasyRSA-Start.bat’3X# LG5 EasyRSA 45,

C:\> .\EasyRSA-Start.bat

3. 7 EasyRSA A=A , MEZEFFIWIEH,

# ./easyrsa revoke client_certificate_name

4. HERZRETE , B A“yes’s
5. EREFImmEIIR,

# ./easyrsa gen-crl

6. REFEUATNECREF EHHEIIX

c:\Users\windows\EasyRSA-3.x.x\pki\crl.pem

£/ EasyRSA M RHAIRRA 4 & P iRl R 5 &

1. ITHAGSRRE , AESME OpenVPN B %,

C:\> cd \Program Files\OpenVPN\easy-rsa

2. J&1T vars.bat MX#,
C:\> vars

3. MEEFWIEBALERESRBHEIIR,

C:\> revoke-full client_certificate_name
C:\> more crl.pem

EREFIRIED BHTIR
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SABFIWIEH mEIIR

BYMEBESANFFHIERBHEIIRNS. BXREXRFFRIEPRHEIRNESER , FSHRLEK
EF P imiE R IR,

FZa A fEAEEI AR AWS CLI AR FiRiEH R SI&R.
SAFFWIESBEIK (2HE )

B AT Mt 3TH Amazon VPC #2 %A : https://console.aws.amazon.com/vpc/s
ESHMBEESF |, %$F Client VPN Endpoints ( Client VPN LT & ) -
BERENESARFIRIES BHEFIRMN Client VPN LimT Ko

1E$E Actions (I#1E) , ARBE %R Import Client Certificate CRL (5 AZ FIwiE#$ CRL),

XiF Certificate Revocation List (EP R4EFIR) , MAZTFHIERRHEIRXEFNRS , AEER
Import client certificate CRL ( § A& FIwiE$ CRL ) »

o M o bh -

SAEFF RIS BHEIER (AWS CLI)

f# A import-client-vpn-client-certificate-revocation-list 5%

$ aws ec2 import-client-vpn-client-certificate-revocation-list --certificate-
revocation-list file://path_to_CRL_file --client-vpn-endpoint-id endpoint_id --
region region

SHE RIS RESIR
AT ME RIS AT AWS CLI S B HHIE+ B I,
SHEF TS BHFIR (2HA )

1. BILATMuLFTFF Amazon VPC ##|& : https://console.aws.amazon.com/vpc/e
2. TESMBEEH , £4F Client VPN Endpoints ( Client VPN £ R ) o

3. ERESHETFRIEPMHEIIRM Client VPN KLimT Ko
4

% Actions ( #4E ) , #%$* Export Client Certificate CRL ( S HEFIRIEP CRL ) , REER
Export Client Certificate CRL ( §H & FwiE$ CRL ) .

SHEFIRIED B HPR (AWS CLI)
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f# A export-client-vpn-client-certificate-revocation-list 54 o

& P umiE B

EEREFIREREIMN VPN 21, SEFImRKINEEDIZF SR VPN LiRT Qe , B3 7 &R,

A&
- BEESIRER
¢ BB IRERE
EREFImER

IERLAMEREFIE M AWS CLI ERFFiRERE, EEESSFEMNEF K CIDRSEE D ER IP #bilt,
EEFFIRERE (2H8)

1. BELTMutITHF Amazon VPC #2&1& : hitps://console.aws.amazon.com/vpc/e

2. HESMEHF , % Client VPN Endpoints ( Client VPN LT R ) o

3. RREEFHEFWREENT/ U VPN LigT Ko

4. EFEEETF, Connections (%) M FHHAMEL TEHRSNEL LN E P imEE,

BEE R HIER (AWS CLI)

{# A describe-client-vpn-connections &%

Al B

MR LB PR | VPN RiEE4

o

BRI LAE S AT AWS CLI K IEEFmiERE,
KIEEPIRERE (248)

1. BT MuEITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/o
2. TESMBEKS , % Client VPN Endpoints ( Client VPN LigF = ) o
3. EBREFIREEINEFE VPN LETTR , AERBERE,

B 61
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4. EBRELILMER | % Terminate Connection (& LLiE1E) |, R/F % Terminate Connection (£
IFEE),

K1t P imiER (AWS CLI)

f# H terminate-client-vpn-connections &5

&P i IR

AWS Client VPN 24 7 HMAVIED , AT VPN 21EZ IR EAWSTEHE Client VPN RKENARRF
LERYAER, BAUENXAEBENATUHREEMENETER, KRSALUER 1400 ™ UTF-8
R AT,

@ Note

ERmBFRBERARE , S MEHRCEN VPN 2iE LE R, AN VPN 2EFHH, 8
NENSFEFHRRIUN B2 E SRR,

BXEFIRKENARFNEFEARFE , BSH (AWS Client VPN AFER) PRI S BRI RERN
A S O

H3x

 1£ Client VPN AT S A2 B R BREE S in B REIE
- RAYEMW Client VPN Lim T S BB EF ik & FAEIR

- AIEMW Client VPN Kim T SERARE P HEFEIE

- f£ Client VPN 4T R S kI B B iE LA

- EEYHARENEFZIEIE

£ Client VPN £ 4575 2 01 2 83 R B B & 7 e B R AR 1R

BXE Client VPN KT RS 2R S AFEF IR XBIENEFALER , ESHEEIE Client VPN
=1

/AW O

AIEW Client VPN Lim 11 QUECIEF F in & F AR
HHEBUTSBRAIEH Client VPN L1 MR E R HBREIE,

LLI

=
[
ot
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7 Client VPN £ix T S LB AR P in B R8I\ (1255 )

1. B AT MuEiTFF Amazon VPC #2%& : https://console.aws.amazon.com/vpc/e
2. HESMBEHKH , % Client VPN Endpoints ( Client VPN £ jﬁuﬁjﬁ/ 1) o

3. EBEELUH Client VPN Lig T R, %&$F Actions ( #4E ) , AFIEFE Modify Client VPN
Endpoint ( 1824 Client VPN &Lis T = )

4. ERELEBTRZE Other parameters ( EttS3 ) #H o
5. F & Enable client login banner ( B A& F iR & FZ#EIE ) o

6. XITF Client login banner text ( & Fim B FEEAR ) |, A VPN 2FE VAT AWS RENEF
Pt 8 REEN A, ReEER UTF-8 ®BBER , HERZAWER 1400 NFRF.

7. 1%3#F Modify Client VPN endpoint ( &2k Client VPN LI R ) o

7E Client VPN &35 ¥5 & LB A% P ik R4 ( AWS CLI )

{# A modify-client-vpn-endpoint 8%

HIMEW Client VPN KRigT 25 AR P in e ZHEIg
BEBUTSBATALD Client VPN KT SEH RS B SEIE,

£ Client VPN &ir T L LIERFF iR B FHEE (258 )

1. BELATMuLFTFF Amazon VPC % #& : https://console.aws.amazon.com/vpc/e
ESHBEES |, %$F Client VPN Endpoints ( Client VPN £ ﬁ#‘ﬁ*ﬁ ) o

3. EREEKRH Client VPN LimTi & |, % Actions (1 ) , AFi1E$E Modify Client VPN
endpoint ( #&X Client VPN LiFH &= ) o

4. FEREEBTRZE Other parameters ( Eftt S ) H o
X Enable client login banner? ( B A& F in & ZHEIE? ) o
%1% Modify Client VPN endpoint ( #&2& Client VPN &R ) o

7E Client VPN £ ¥ & HE A% P i RAEIE (AWS CLI)

£ F modify-client-vpn-endpoint 854 o

£ Client VPN & im T = L& N A 1Y g ST A
BRU TS BREREF REBIEOIE A,

NIAH Client VPN KinTi REAEF IR E MR 63
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£ Client VPN £ ip T R LS R I ERIBEIE XA (#2515 )

1. B AT MuEiTFF Amazon VPC #2%& : https://console.aws.amazon.com/vpc/e
2. ESMBEEF , % Client VPN Endpoints ( Client VPN Ki%T R ) o

3. EEEBUM Client VPN £ ‘H, 3, &$F Actions ( ##1E ) , AFIEEFE Modify Client VPN
endpoint ( &2k Client VPN é% ) o

4. XtF Enable client login banner? ( Fﬁ%?ﬁ“ﬁ‘i*ﬁ'ﬁ? ), RIFERBEFRE,

5. XITF Client login banner text ( B m B FEEB XA ) |, FRENXEBRNEHE VPN 2FE
MAPRE AWS RENEFin EE RHFEENAR, ReEER UTF-8 wIBFRF , FEHZZAIUE
A 1400 NEFF,

6. 1% Modify Client VPN endpoint ( #&tX Client VPN £ = ) -

£ Client VPN £ ipT5 R L& o 7 i 2 48108 (AWS CLI )

£ F modify-client-vpn-endpoint 854

EFHHEENE FHEIE

BRUATSREF LR BN S FMEIE.

EE Client VPN & T QIS a1 & FAHE1E (2H 5 )

BN LA T Mt 3T Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e
ESME®KTF |, %# Client VPN Endpoints ( Client VPN £ R )

EREEEFMN Client VPN LiHT o

KRIFEREET Details (FAEFEE ) &I+,

£ Client login banner text ( & F im B FKAEIE XA ) Z5EEF L FIAE R B FHEE X,

o > o bh -

B E Client VPN LT A 4 1 E B Y X FMEIE (AWS CLI )

A describe-client-vpn-endpoints &5

Client VPN K igH =

FT & Client VPN £i&#B7E Client VPN &L ixT1 R4 1k, &EE Client VPN LigT SR EBEMBHIFTAE
Client VPN &1i&.

ERYMRENERMEIE 64


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-client-vpn-endpoint.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-client-vpn-endpoints.html

AWS Client VPN

EERES

AE

- BIZ Client VPN 4T 2
« &K Client VPN A ixT K
- &%& Client VPN &ixT1 2
« MIER Client VPN K ix1 =

7

#% Client VPN LixT =

BlE— Client VPN i TR, UEFFIREEBEY VPN &1iF,
RREMETH B FRM &R AWS ik~ 412 Client VPN,
FRFH

TEEFRzE , FRRESHITHUTRE

- BF NANMZESKE AWS Client VPN A A AL A R Fl.

« ERBSHRILES , H (NRFE ) REEFSRILEH. BRESER

B2 Client VPN £inT R ( £HE )

1. 38X https://console.aws.amazon.com/vpc/ 3T FF Amazon VPC #2#| &,
2. HESMBEKS , % Client VPN Endpoints ( Client VPN Kis T = )

VPN Endpoint ( 12 Client VPN LT 2 ) -
3. (®ik ) #24 Client VPN K% S BB HRZE MR,

4. XF Client IPv4 CIDR ( i IPv4 CIDR ) , b CIDR &Rt

IP #h3tSo R, 6l : 10.0.0.0/22,

(® Note

it SEE A EEE B Ar M &b it SEE ., VPC it SEE s 5 Client VPN £
FAREEE, ZTrREBUTEMSNEDR 22 BFKTF /12 CIDR R K/,

VPN KirT RE , BT EEREFF init it SEE.

S0 B RS BRI,

©

EEMF 7 B & i

RJG1%3$E Create Client

IP i 31k #Y

im0 RSB
B2 Client

5. ¥F Server certificate ARN ( IRE2RIEH ARN ) , BIEERS[EMFEAN TLS iEHM ARN, &

P A AR S5 2R B3 EATIEEZE R Client VPN LinT Q1T S B RIE,

12 Client VPN Kii ¥ =
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® Note

BRS5 23E B AIFE T BIEH R I Client VPN L1 2 B9 X 9 AWS Certificate
Manager (ACM) 1, TJLAER ACM FIEIE+H , hAI LS A Z| ACM A,

6. EEIATFIWEY VPN EENEARNEFRH#ITHNRIENSORIUESE, BXTEESHR
1IE7|3_/£0

- EFAETAFNEMRIL , E%#F Use user-based authentication ( ERETRHAFHNEHE
iE) , ARERUTEIZ— :

« Active Directory authentication ( Active Directory & 33&3F ) : A Active Directory & 31iE
IR PIEI, X TF Directory ID ( BEX ID) , EEEMFEAM Active Directory B 1D,

» Federated authentication ( BXE S RIE ) : AET SAML MBS B I IEE R IEDT,
1 F SAML provider ARN ( SAML 1247 ARN ) , 3572 IAM SAML {32471 ARN,
( @i ) X F Self-service SAML provider ARN ( B BIBRSS SAML 1247 ARN ) , IEER

NEZFHBEBRSITF mMEIZERN IAM SAML F 412K ARN ( 1RERA ) .

- EFEANEIEDEHRIE , FiE#E Use mutual authentication ( FEAXNE S HRIE ) , REXN T
Client certificate ARN ( & umiE$ ARN ) , ¥8E7E AWS Certificate Manager (ACM) & Ky
EFRIEBE ARN,

® Note

R ARSS BRAUE T M P i iE 5 2 A ENE B SR (CA) BUR |, AT BUR AR S5 2] 1E
+F ARN ATRSSHME A, MRFFIRIERSZHEM CA JR , NREERF iRk
F ARN,

7. (W& ) NTFEZBE , BIEERASMEA Amazon Log CloudWatch s iE XA X E P imEEN
¥iE. FFE Enable Iog details on client connections ( & FimEELEABFFHAER ) -
#CloudWatch BEBEHEBHF , HAZFEANASTHNE ., ECloudWatch BEBERE
W mAEFEA EI’J E| ERNEWN , HENLETE Z= UL B R EIZ B ER

8. ( A% ) X F Client Connect Handler ( & imiE#4A B2 ) , FF/@ Enable client connect
handler ( B RAEFIRIEZLERF ) |, LETATSIEL S Client VPN Kin T RFIEENEE
X%, FF Client Connect Handler ARN ( ZFimE#LEREF ARN ) |, EEEEAFRIEL
EENZEN Lambda BEEHY Amazon B IRE# (ARN).

12 Client VPN Kii ¥ = 66
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9. (W) IEEMT DNS fEHTHY DNS fR$585. EEFA BE X DNS fR%28 , X T DNS Server
1 1P address ( DNS AR558% 1 IP #sit ) 1 DNS Server 2 IP address ( DNS r$588 2 IP it
) , EEEFEAK DNS fRFEE0 IP ik, EFEA VPC DNS RS 2% , X T DNS Server 1 IP
address ( DNS BRZ585 1 IP #uik ) = DNS Server 2 IP address ( DNS BRZ588 2 IP #ist ) |, $8%E
IP #biit , F50 VPC DNS fRS585 IP i,

® Note
RIFE iR 2 A8ETHE DNS R 5.

10. ( "k ) RERERBRT , Client VPN LinT7 R £/ UDP RHTHi. BEEHA TCP ZHhL , X4
F Transport Protocol ( ‘&%t ) , %&$#F TCP,

(® Note
UDP BE#eLt TCP 12t F 17 AE, BIZ Client VPN KT 25 , T2 B E RN

1. (k) BEFELKET SERIFDBEE Client VPN KixT = |, iIFF /8 Enable split-tunnel ( B BiF%
P& ) . TIRER T , Client VPN i T RoZRAFS IQ_J_IjJﬁbo

12. (A& ) XF VPCID , iHiEBREE Client VPN KixT S KBH VPC, ¥ F Security Group
IDs (R£4A ID) , FRBENAT Client VPN Kii T 28 VPC H—PHZBNREH,

13. (A& ) XF VPN port (VPN w0 ) , 1T VPN iw A5, EIAERN 443,

14. (W& ) BEREFIRER self-service portal URL ( BBIARS TP URL ) , i5F 8 Enable self-
service portal ( BFABEBIRSEITIF ) »

15. ( A% ) X3 F Session timeout hours ( &iEBERETE ) , TN TAEAIEZMENZEK VPN
LERFERE (DRREN ) |, HARE 24 PRNEEIRE

16. ( Wik ) EERBBAZTFIRBEZMIEN A, JF/E Enable client login banner ( /& A& F i & 48
& ) » XTF Client login banner text ( P iR B FEE XA ) , BA VPN 2EEIAFE AWS 12
HWFF IR EERHOBIE XA, NEE UTF-8 BBERF. RZAFEH 1400 MNERS

17. i1%3$% Create Client VPN Endpoint ( €12 Client VPN £ R ) -

222 Client VPN &I T 25 , BHRITUTREUEREEHFEE P IREEBIERE

« Client VPN &% S B#RIRAS N pending-associate, RYUBKRBKE—NEENERE , BF K
ZFREERER Client VPN Kim T =,

« BIEBRIN , HEEWLER S iw BB MEHRNR,

12 Client VPN Kii ¥ = 67
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« THHERESRATF W Client VPN £im SUBELE X,

- BRENEFEFIRMER AWS BHNEFIRSREMET OpenVPN HEF in N A TEFEREE Client
VPN &I R, BXEZELR , 5 AWS Client VPN B F 188,

£ Client VPN £ ¥5 & (AWS CLI)

{FH create-client-vpn-endpoint #8% o
{&X Client VPN KigT 2

8225 Client VPN 5 , BRI LMEHU TEEIRE -

« PRSEREH

- BFImEREBEEFIED

o B IRERLERFIED

- DNS R85

. FOPREEIN

- BH ( EFEAFIRBREEDTA )
- IEBEE IR (CRL)

- BRAN

« VPC F&£4HXKEk

- VPNIROS

- BEIRSFIIFED

- B VPN &iFEFEE

- BERAREATFIREFEIEXEK
o PR B FARNE SR

(® Note

X% Fim VPN i KRBV S X (2B B EEFI&R (CRL, Certificate Revocation List) Bt ) £
EFim VPN RFEZERERS 4 MTEK.

FERIREFH VPN IWRE , B A HEF T IPv4 CIDRSER., SMARKIFER. &/ HIEP
AR F Lo

183 Client VPN K% & 68
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EERES

E |

7R

Il_a\

&8 Client VPN KT R EN U T ERAISHET |, EEFEE :
AR S5 BRAE+
DNS fRS525

WORREIET (T RKAZEF )
BH ( HBERFYRBRERTA )
UEF 4515k (CRL)

AN

VPN % A5

Al LAfE A ¥4 & 3 AWS CLI &2k Client VPN K i3 =,

{824 Client VPN Lim T 2 ( B#A )

1.
2.
3.

JEIT https://console.aws.amazon.com/vpc/ TF Amazon VPC ##l&,
ESMMBEHKF , %$F Client VPN Endpoints ( Client VPN &iwH & ) o

R EE U Client VPN Lig T R, %&4F Actions (R4 ) , REIEE Modify Client VPN

endpoint ( &K Client VPN LT = ) -
X3 F Description ( #i& ) , % A Client VPN L inT Sy EE#IR,

33 F Server certificate ARN ( [REZE5EH ARN ) |, FIEERZFZEMFAMN TLS iEHH ARN, F

PimfE A RS S| BI N EEEREM Client VPN Kig T R T H AR,

(® Note

REBBEPHIMFETEEEHP B Client VPN KigT B XEFH AWS Certificate

Manager (ACM) #, RIBAEA ACM FREIE$ , HJ—IJ«X%AEIJ ACM i,

EEREAMFEH Amazon CloudWatch A EIEZRBXBF A WEZNHIE. X T Enable log details on

client connections ( EEFIWmEZ LEABFTFAFE ) , WITUTRIEZ— -

EREEFIREE HERIER , BB Enable log details on client connections ( 1£ % F i iE
%J:F Fﬁ H lU\-LE'éQHi{E >N ) EC'OwaatCh E /|_,\ IL:\QE% %I—\;F ﬁ**gﬁﬁﬁ E,J E /L,\QE.EIJ% %I_‘o
EC'OwaatCh H ll_/\ ll_/\l)".:% *l_\q:l ﬁ**gﬁﬁﬁ EIJ H IL:\I)IL% *l_\ :E%'Ivflttﬁlﬁ% J'/{'LJ:&’“]jJ :{E.R\

ﬁIJE H /&;\l)ll:o
- EFERAEFWRIEZARIER , BXH Enable log details on client connections ( & F ¥

Eﬁ H?\tmﬁém1ﬁ,§ ) o

ik L

&3 Client VPN K ig¥ &
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7.

10.

11.
12.

13.

14.

15.

XiF Client connect handler ( B FimiEELALERRF ) , EBUE client connect handler ( & Fiw
AL EBIEF ) |, i3 Enable client connect handler ( B AR FIRERZLEREF ). X T
Client Connect Handler ARN ( &P imiE 20 BREF ARN ) |, EESEATRIELEENZEN
Lambda B K Amazon &IRE# (ARN),

FTF =<l Enable DNS servers ( /5 DNS k%28 ) - EFABEN DNS RS 88 , X F DNS
Server 1 IP address ( DNS AR$588 1 IP itk ) K1 DNS Server 2 IP address ( DNS AR$588 2 IP it
) EEEEFAR DNS BRSE60 IP tat, EEA VPC DNS BRS588 , X T DNS Server 1 IP
address ( DNS fR5528 1 IP #sit ) = DNS Server 2 IP address ( DNS fgS588 2 P #biik ) |, #8%E
IP bt , FA0 VPC DNS RS 83 IP i,

(® Note
WiFE P in R A RETI R DNS BRS5 28,

$TFF < FA Enable split-tunnel ( BAFDREE ) . RERBRERT , IF2PEEE VPN KT R
E &b F R FARES

¥F VPC ID , IE%BEE Client VPN L1 R<BEY VPC, XITF Security Group IDs ( T2 4
ID) , BEBRENAT Client VPN LT 28 VPC I — NS NMNLLH,

XF VPN port (VPN w0 ) , 1% VPN i A5, ERIAERN 443,

ERNEFIRER self-service portal URL ( BBIBRS (17 URL ) , i&FF/E Enable self-service
portal ( BABBIRSEIIF ) -

X F Session timeout hours ( 2iEBATETE ) , FMNATANETHERAZEN&REK VPN 2FFE
rHE (PR RN ) , BERE 24 PRPREEIRE.

F B X Enable client login banner ( B AZEFIRERER ), MREFAFFIHERERE , &
WA VPN &iEE I MNE AWS BENEF K EE ROBERXAR, XEF UTF-8 RBFEH, &S
A fEA 1400 MNEF

1%£$F Modify Client VPN endpoint ( &2k Client VPN LT & ) o

{83 Client VPN 43T & (AWS CLI)

PN

A modify-client-vpn-endpoint 5%

& E Client VPN &igT =

BRI AR EEI B3 AWS CLI EF B X Client VPN £inT SEVE R,

& E Client VPN KixT = 70
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EEF Client VPN &I T2 (#B#HE)

1. i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &

2. HESMBE®KF , %E#Z Client VPN Endpoints ( Client VPN &£ R ) o

3. BEBREEEN Client VPN LixT Ko

4. {EH Details (#4158 ) . Target network associations ( B#xM4&KEk ) . Security groups ( &

24 ), Authorization rules ( #ZX#MN ) . Route table ( #HMH 3 ) . Connections ( #E# )
Tags (753 ) BB FUEFEFXIA Client VPN LinTi S ER.

& BT LAGE A TR SR R A BI L (LB R

& E& Client VPN £ %5 & (AWS CLI)

{# /A describe-client-vpn-endpoints &5

fRIBR Client VPN £ im T =

B EERUERKFTE BARME |, REFEEMIBR Client VPN LimT o HEMIER Client VPN Lis11 R
B, HRSEERR deleting , BEF R A BREBERETT,

BALAE A3 A3 AWS CLI iR Client VPN £i%T <o

fiBR Client VPN LimTr R ( #2HE )

1. JBi https://console.aws.amazon.com/vpc/ $TF Amazon VPC £ H| &
2. TESMBE®KS , % Client VPN Endpoints ( Client VPN Lig T & ) o

3. EBRERBRA Client VPN LR Ko X% Actions ( #4E )  Delete Client VPN
endpoint ( #lB Client VPN LiFH = ) o

4. HEWINEOTRRA delete (MR ) , R/FiEEF Delete ( MIBR ) o

fiBR Client VPN %35 = (AWS CLI)

{# 8 delete-client-vpn-endpoint #8%o

EREREAE

BRI FHHIAR Client VPN KinT A5 AEZBASIER , AT RBREEB T,

MIER Client VPN &3 & 71
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Fria 2Bl |, BHIIK P FR 498 — 4 CloudWatch Logs BEEH., BEXEZELR |, 258 (Amazon
CloudWatch Logs AIF#E®) #HEA BSEAN BER. A CloudWatch Logs EXNEAR. BXE
Z{EE , 2R Amazon CloudWatch E#T.

BEREZBTICEN , TUEASEAFEERERNEN. MRKREEBZR , Client VPN RS2 H
el — 1 BER.

RNEFH Client VPN KT 2 B AEZEAERICR
B L EFEAZH AP STRETN Client VPN KT ot B AEZATIES,
FEREE A RNEHH Client VPN KT S5 AEZAFIER

1. B AT MuEiTFF Amazon VPC %A : https://console.aws.amazon.com/vpc/e

2. HESMBEKS | %# Client VPN Endpoints ( Client VPN KixT 5 ) , A/Fi%# Create Client
VPN endpoint ( ]2 Client VPN LT & ) o

3. EEXERN , EEEE Connection Logging (E#E HEIZR) 220, BEREMNESZER , 5
#4172 Client VPN & w1 &

4. 7£ Connection logging ( E#ZAXKIZR ) # , FF/5 Enable log details on client connections ( £ &
F Ej:&J:FFﬁ H/u\liém1ﬁnm ) o

5. XTF CloudWatch Logs AEHA EF5 , & CloudWatch Logs HELH K & ¥
6. ( A& ) XTF CloudWatch Logs BEREF , %£1F CloudWatch Logs BEFRH & o
7. %$® Create Client VPN Endpoint ( £/ Client VPN &Lz & ) o

£/ AWS CLI A% Client VPN LinT 2 8 AiEZ A &id R

£ H create-client-vpn-endpoint i85 H$EE --connection-log-options ¥, &A% JSON
*ﬁﬁ?ﬁ'iﬁ%ﬁuhw , ZZDJJ\T/-_]_\@JFE/-_]__\O

{
"Enabled": true,
"CloudwatchLogGroup": "ClientVpnConnectionlLogs",
"CloudwatchLogStream": "NewYorkOfficeVPN"

}

RNIMAEM Client VPN Kig T R G HEZEBAEISR

ZAIEREF AR W TITRIIAEN Client VPN LinT RS AEEAFRIZR.

JIFTHY Client VPN 235715 QB AEE B &iD S 72


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://aws.amazon.com/cloudwatch/pricing/
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-client-vpn-endpoint.html
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FERZE S RTER Client VPN KT a B AEEZAZIER

1. B AT MuEiTFF Amazon VPC #2%& : https://console.aws.amazon.com/vpc/e
2. HESMBEHKS , % Client VPN Endpoints ( Client VPN KixTR ) o

3. 1&#F Client VPN Kig T K, 1%&$#%F Actions ( ##1E ) , AFIEEF Modify Client VPN endpoint ( &tk
Client VPN &Lz & ) o

4. £ Connection logging ( E#HZEIE% ) T , 7F/8 Enable log details on client connections ( £ &
FimEEtERABFREMAEER )

5. XF CloudWatch Logs AFRLAE R , i%E# CloudWatch Logs B &AL E FF.

6. ( "% ) XTF CloudWatch Logs BERB , #%#F CloudWatch Logs BERH B o
7. #%$% Modify Client VPN endpoint ( f£2% Client VPN £ixT R ) o

/8 AWS CLI RILER Client VPN KT B AiEEAEIER

A modify-client-vpn-endpoint 854 , #8E --connection-log-options %, &AL
JSON #BXIEEEEAZTEL , MU T RO R

{
"Enabled": true,
"CloudwatchLogGroup": "ClientVpnConnectionlLogs",
"CloudwatchLogStream": "NewYorkOfficeVPN"

}

E EH/U\

EALAE A CloudWatch Logs R#l A EFEERA L,
EREHAEEEERS

1. BELAT®utITH CloudWatch #2H| & : https://console.aws.amazon.com/cloudwatch/o
2. HESMBEHKS , %$F Log groups (BEA) , ARRBEESEZESNEETS,
3. RIEH Client VPN LKimT mUEF B ER.

® Note
B E B %5 & RiE#E HE % 2 CloudWatch Logs KBS E |, T1F =2 E AT E,



https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-client-vpn-endpoint.html
https://console.aws.amazon.com/cloudwatch/
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BEXERASBENESZESR , 28 (Amazon CloudWatch Logs AAF1EE) HHYE A HiERA4E
NERBASHIE

XAER B RILR

B AERERE AR ITA Client VPN Lin T KKHEZARIE R, KAEZAREFEN , T
Bk CloudWatch Logs FEVELEERE A X,

fEFRH B XA ERE A SIE R

1. BT MuLITH Amazon VPC #%& : https://console.aws.amazon.com/vpc/e

2. HESMBEKD , i%&# Client VPN Endpoints ( Client VPN LT R ) o

3. 1&#F Client VPN &g K , &4 Actions ( #1E ) , AFIEEF Modify Client VPN endpoint ( &tk
Cllent VPN égﬁ:ﬁ-/\\\ ) o

4. 7& Connection logging ( E# HEIE% ) T , < Enable log details on client connections ( £ &
F EEJ:FFE HIU\-LE'ééH{Ea:A ) )

5. 1%&$® Modify Client VPN endpoint ( £t Client VPN £IwTT R ) o

£/ AWS CLI xfEZEAEFIEHR

{# A modify-client-vpn-endpoint @849 , ##E --connection-log-options &%, % Enabled
®ENRN false,

S M B IS & P v B 1 S A

ZEPii VPN %*“*,\\EEEK#E%F' (AP ) BREEFE VPN LiFT S 28 VPN EZ8 34,
BRRMTE (S ) KXHEHAFEI REFEZFEHE VPN WEFin, & , IRESHEF % VPN
ir#ﬁv*, B AT EBRSIF , B ‘JLzL’éiﬂF%ﬁﬁTﬁiﬁEch#o BEXEZER B H

| B BhBRS o

MBI b5 VPN KT S EANE S HRIE | WIEATITE S il B A E S S BRI
TEE ovpn BEXT., EEFIMERE B TuHomnK#%AUOmmmNEF ik g
i,

KFEEAFIER 74


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SearchDataFilterPattern.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SearchDataFilterPattern.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-client-vpn-endpoint.html

AWS Client VPN EERER

/A Important

MRRRGEFIRIEHNE R BRERRNNE R F |, NERNXE S BRI T S 4%
IERVE PR TR EER R P iw VPN LigT Ro

ZINER T , OpenVPN & F il & HY “remote-random-hostname” £ T3 FBELRF DNS, HTFES
@R DNS , AL EFHEASEFERET AN IP it | H BRI ENLKIRT S8 DNS BT
ping B&1E,

MRE i VPN LimT S £/ Active Directory S RIE , HEERES ABEFREEXHFEEERL
J& A T Multi-Factor Authentication (MFA) , M A FEH X4 HFEEH 2 REBTF K. BFRWEE
FEA BT E B X HHEETIE I VPN L5102

SHEFREE XM
BRI AfEAESI A AWS CLI S HEFIRELE.

SHEFREE (268 )

1. @3 https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &
2. HESMBEHS , % Client VPN Endpoints ( Client VPN KixTR )
3. REBRERNHTHEFHRORENEFK VPN KT R, AREBRTHEFREE.

SHEFIHEE (AWS CLI)

£/ export-client-vpn-client-config uration @35 H 38 E i i X H B o

$ aws ec2 export-client-vpn-client-configuration --client-vpn-endpoint-id endpoint_id
--output text>config_filename.ovpn

AINE P imiEBMZRES (XNEFDRIE )

MRIEHZ i VPN Kig T S AN E FHRIE , NEATRFE P IRIERNE P IiRFAEZHARNSE
T&H .ovpn BLEXHH,

FEANEF BRI |, BT EEREFIRIEH,

SHEFREEX A 75


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/export-client-vpn-client-configuration.html
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WINEFPIHIERMBHAGEE (REFHRIE )

B SAE A A TR — £ T,

(BT ) FEFRIEPNZEASEF R VPN KT REEXH B2 REEFF iR, ERERT |, 1
HEZEEXHFEELPMBRANEE, FRENEEXARESRIT T ZEEXH , AEXHERERM
LTRR. § /path/ BRAZEFIRIESNZANMLE (ZUEAXN TEZILHETRNESR ) o

cert /path/clientl.domain.tld.crt
key /path/clientl.domain.tld.key

(& 2 ) & <cert></cert> HFidZEMBEFIRIEPHNBIUR <key></key> FriE 2 BINW T ZHA
RAERMBIEEX 4P, MRIEFHED , W RAFEREX 49 KEEF K.

MRENFERIEF R VPN KT INEMNAFER T 2N EFRIEBNZN , FHYE A/
ESRTHIR,

LT RESFEFIRIELMBANE iR VPN BEX AR R,

client

dev tun

proto udp

remote cvpn-endpoint-001labcabcabcabcl.prod.clientvpn.eu-west-2.amazonaws.com 443
remote-random-hostname

resolv-retry infinite

nobind

remote-cert-tls server

cipher AES-256-GCM

verb 3

<Cca>
Contents of CA
</ca>

<cert>
Contents of client certificate (.crt) file
</cert>

<key>
Contents of private key (.key) file
</key>

AN IRIEP MZREE (@ & R ) 76
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reneg-sec 0

B E

/1 Client VPN KT QEBEE —NKEAR , ATHRTHNBEIRMEHE, BERPHESNEHER
ETHMEREESIBTL, BBMNEA Client VPN LinT SEHAEERNAN |, S5 E LR
o ] LA [R) B AR 4%

LI VPC A FM 5 Client VPN 4&is T 2 < BkE , VPC BIBEH < B3R 1% Client VPN £
TRWEREXP, EATFHRTEAHMNE (NXNE VPC, A% ( FEFIHREEBHEEERE ) R
Internet ) , AMF N BRINE Client VPN KimT S HERH,

@ Note
MREBEEFZANFMKEET Client VPN KT 8, MNBRABN FREIERE , Lk
R WX E VPC, Amazon S3 = Internet BYi5 7] 2B, BN KRB FRMNZEE—4
HENEH,.

B

« Client VPN £&inT | LR IR BRER I EEM
- BIEK T SEXH

- BEREAKWT SR

- HIBRLL IR T RER

Client VPN L3 S EHIF BB EEIN

HIKE Client VPN KT R LERAF 2 B&ERT |, Client VPN B &R P AV A R HERRFE I VPN &Y
B FimEE AR, RE VPN B FRMERE |, W& E B % B U B8 B ROE B P i

BINEWEHEIE K Client VPN KT RESHAR BT , ZREF S wIRE 0 AL EAVEE B
Bl L URT KB H

LB EREE , BREENMIES BRMEHNRE.,

EARWEF WA Internet , FRIMEF: 0.0.0.0/0 38,

B 77
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& LAE AR EI B AWS CLI [@ Client VPN £ im 7 RN IS H .

BIE Client VPN L% S88m (2414 )

1. B AT MutiTFF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e
2. HESMBEHKF , % Client VPN Endpoints ( Client VPN K R ) o

3. EEIEFMEEHM Client VPN LinT 2 , %% Route table ( BH % ) , AFi&#HF Create
route ( BIEREH ) o

4. 3¥TF Route destination (B&H B#5) , 7 BFEMEIEE IPv4 CIDR. 0

-« EJ70 Client VPN LT S VPC HERH |, &% A VPC #Y IPv4 CIDR 2
« E M Internet AR H , HRA 0.0.0.0/0,
- ERMXNE VPC EH , BHAXE VPC B IPv4 CIDR S8,
o ERARMMLRMEEH , F A AWS Site-to-Site VPN E1ZHY IPv4 CIDR SBE
5. XIF Subnet ID for target network association ( i F B¥rMEXBHFM ID ) , %£F 5 Client
VPN £ im 1 RcBRH M,
}E , MREHNAH Client VPN Kim T SQMERMEEE , HiEE local,
6. ( ™% ) 3 TF Description ( #iR ) |, W ARBNEEER,
7. %% Create route (BIZEH).

Bl Client VPN 4T 2 B&H (AWS CLI)

{# A create-client-vpn-route ¥

§EQRJ-IJ-I-|-|-I\\\% m

&R LAE R E B3 AWS CLI EFHE Client VPN L% SUEYERH

&EE Client VPN &im T KB H ( 2FE )
1. ESMEKS | & Client VPN Endpoints ( Client VPN Lix TR ) o
2. EBREEEFHIHM Client VPN Lix T R, AF1%E$E Route table ( BB K ) -

B E Client VPN 4T S8 (AWS CLI)

5/ describe-client-vpn-routes #F

ERART RIRH 78


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-client-vpn-route.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-client-vpn-routes.html
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I BR£8 i 75 LB E

& RBEMIBRIEF A NAER R . BT EMERTEF FME Client VPN LimT5 LIRERE B3R MAYER A
Eﬂﬂﬂﬁ%ﬁﬂﬁﬁbﬂﬂ’]ﬂﬁm , BT RRBE Y IR FM S Client VPN LinT REIREK,

BRI LA E R4 A5 AWS CLI M Client VPN &5 S il BRES H o
fHBR Client VPN Lim¥ S H (2=HE )

1. BT MuLITHF Amazon VPC #%& : https://console.aws.amazon.com/vpc/e

2. HESMBEHEF , % Client VPN Endpoints ( Client VPN LixTT R )

3. EEFEMBRHERBM Client VPN Kin T = , AfFiE#HE Route table ( BHZEK ) -

4. EBREBIBRMKS , REMKXIERE Delete route ( MIBREEH ) # Delete route ( MIBREEH ) -

B Client VPN £ i%¥5 S BB (AWS CLII)

{# /A delete-client-vpn-route &%

SRS

BrME R VPC A —NFM, Client VPN KiHT R M4AMEBLE—PNERME , R ETREEREZL
P& HEI VPN E#E,

BXRTUEEMNIFRZER (F, AFFFIHTEE Internet ) WEZELR |, S RAWS Client VPN B
HEMRH,

Bx

- FEHEMEE Client VPN LT A< Bk

- BSELENATERMSE

- BUH B S Client VPN £ 17 S KB
- EEEHMAL

BN S Client VPN K im T K AE<ER

BRI —ANHSZMBIRME (FM ) 5 Client VPN £ixT QXEK.

T BRE& 0 5 B B 79


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-client-vpn-route.html
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BUFHNER

« TRLRERED—A 27 185389 CIDR R , 40 10.0.0.0/27, FREMLABRLERFED 20 N
A IP #rht,

- FMH CIDR 3RFEES Client VPN LimTi RV E Fix CIDRSBEEE,

« MBLEF/KZANFME Client VPN Kig T QxE , MENFRLFNVT AR TAXP, RMNEWE
ELRBEANFR , MEHTAX TR,

« MREELIE Client VPN KT [EHEE T VPC , M FMMHN THEE VPC B, MRENE K&
VPC 5 Client VPN &3 RUKER , WA BAFEAE VPC FEFREM M,

IR EMFMXEREBLHAKRBMEE VPC, BEXREAE VPC WFM , BAMEEH Client VPN Ki
TRAEXEHXREKN VPCo AXEZER , HZHE XK Client VPN LixT1 Ko

HEHFME Client VPN KinTi RREES , MM BFERPTAEXEKFME VPC A1 B% H R
HnZEl Client VPN Kin¥ SV HERH,

® Note

KEKBMSBE , SEBMMNE VPC A MIBRE M CIDR B |, BB ITATHREZ—,
BAEE#T Client VPN LK im 17 QU RV AN R FR

« MBS HREUEXEER Client VPN LR 5, AAEHRF Client VPN £imT7 QURBCE] B A7
R4,
o FEREBFMB Client VPN LimTh QB RN KR P MR B,

fFE—NFME Client VPN LimT7 SxBKE |, Client VPN Lm0 SUBVIRARM pending-
associate &N available , ¥ BEFIiRAEH ET VPN EE,

FEHRME S Client VPN L SHEXE (12414 )

1. BELATMUEITIF Amazon VPC #2#|#& : https://console.aws.amazon.com/vpc/e
2. HESMBEHEF , % Client VPN Endpoints ( Client VPN £ R ) o

3. EERESHIMEXEKH Client VPN LinTi R, RFMIRIERE Target network associations ( B
PR &< BX ) # Associate target network ( <Bx BFrMILE ) o

4. FFVPC , BEEEHPKEFWNEN VPC, MREELZE Client VPN KT S8 ET
VPC , SiEMREB BN FRKE | MXAFZMEEH VPC,

FERMLS Client VPN &35 s d8 < Bk 80


https://console.aws.amazon.com/vpc/

AWS Client VPN EERER

5. XTF Choose a subnet to associate ( ERZEXEKWFM ) , EEREEE Client VPN Lin T SURERH
FM,

6. i%#% Associate target network ( XBKBFRMLE ) .

£ ERM LS Client VPN K ii ¥ s #8< Bk (AWS CLI)

£ H associate-client-vpn-target-network @

NZEANAT BN

BI% Client VPN Kip T b , B LEEENATENENZEH, HEBNE—INBIENEES
Client VPN £ R x| AN B RAXKFMATE VPC WEBIAZE24H, EXESZEE , 5
%44,

B LLE K Client VPN Kig T AR 424, BEENZLAHNBRTFERERN VPN FRER, &
XEZEE |, HSFEAWS Client VPN B3z 2301,

FrLERATEHRME (2HE )

BN AT Mt 3TH Amazon VPC #&l5& : https://console.aws.amazon.com/vpc/o
ESMBEKSF , %$F Client VPN Endpoints ( Client VPN £isH & ) -
ERERNAZREAR Client VPN 45T

1%£$% Security Groups ( Z£4 ) %Eﬁ# Apply Security Groups ( NAZ£4H )
M Security group IDs ( Z240 ID ) PERHEMN L EH,

%% Apply Security Groups ( RFAZRE4 ) -

o a b~ w NN =

FLLENATBHRMSE (AWS CLI)
8 A apply-security-groups-to-client-vpn-target-network o
BUH B M5 Client VPN £ 7 SV < BX

HEBUHEKRER BArMERT , FEHARNE Client VPN in RQEVEEHRIFTERRE , URERM BIRMEX
BREt B30 02 RERH ( VPC MARHEEEE ) #FEMIBR. MREBUEFTR BHRMEE Client VPN KiiT
RHEVRER , MEF iR BEE%EIL VPN Ei,

BUE B4 5 Client VPN Kim T KB RER (1265 )

1. BELTMutiTH Amazon VPC ##&1& : https://console.aws.amazon.com/vpc/o

HRLENAT BIRME 81


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/associate-client-vpn-target-network.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/apply-security-groups-to-client-vpn-target-network.html
https://console.aws.amazon.com/vpc/
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2. HESMBEKD | i%&# Client VPN Endpoints ( Client VPN LT R ) o

3. EBREBHRMEXEM Client VPN LinTi | , A/51%#HE Target network associations ( B #7 M £%
KEK ) o

4, EREECHKRBMBEFRME | %2 Disassociate ( BUEXE: ) , A/F%$E Disassociate target
network ( BUH B FRM4&KRER ) o

BUHE BN &S Client VPN 4T K2 [B1 9 < B (AWS CLI)

A disassociate-client-vpn-target-network o

EF BIRM

&l AEAEHI B3 AWS CLI EF 5 Client VPN £ 17 LR ERRY B #rRo

EEBRNE (248 )

1. B AT MuLITFF Amazon VPC ##& : https://console.aws.amazon.com/vpc/e
2. TESMBEKS | % Client VPN Endpoints ( Client VPN LigFi & ) o
3. EBEMBIE Client VPN LigT R, AE1E$E Target network associations ( B ¥R ExEk ) o

£ AWS CLI &5 BiTM %

R describe-client-vpn-target-networks 5o

B VPN &5 1540 [H]

AWS Client VPN A &K VPN £iFF&atEREH T 2 MET, SrlBEE— 1 EENHK VPN &2F#F
gZatE  WERZEMMEHAEER, MIRERT , &K VPN &FFLEtER 24 /Dat,

(® Note
RE&K VPN KERFENEER , R THEMNMERNES VPN 21EFSMFTEE.,

BXEBEFIRKENARFNFEAEE , H2H (AWS Client VPN A ER) FHLSHERHRRAH
ERmAmUA,

B
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/disassociate-client-vpn-target-network.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-client-vpn-target-networks.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html

AWS Client VPN EERIEE
« 1£ Client VPN KinT S 0|2 BRI ERK VPN 2iFRFEEH

- EFESAINEEK VPN 2FEFEHE

- BamK VPN S E LT R

£ Client VPN Kim T S22 R A E& K VPN 215 F4aTE

FXTE Client VPN KT a2 AEE R K VPN 2F L RNiFAL R | F3H 02 Client
VPN £imT Ko

BHEYFHWHRE VPN 2554078
BRI TS BEEYAHRE VPN 2555,

&EE Client VPN Kin T R YA H K VPN FFLRTE (2FHE )

B LA T ML $THF Amazon VPC # %A : https://console.aws.amazon.com/vpc/s
ES MBS |, % Client VPN Endpoints ( Client VPN K R ) o

EFREBEEFMN Client VPN Lii T R,

BWIFEKREET Details (FAFER ) EIMF

£ Session timeout hours ( RiEBATETE ) ZEF Y HNHREK VPN RiERFLRE,

o K~ w0 Dh =

&EE Client VPN &1 S HalM & VPN 2 iF R4t E (AWS CLI )

£/ describe-client-vpn-endpoints &8

EFE K VPN &iFFLatEl
BRBUTSRIENMBWER K VPN &iFFL4LTE,

184 Client VPN ZLim T QEIEMN &K VPN 21EHFEH A (#2585 )

1. BELATMutIiTH Amazon VPC ##&1& : hitps://console.aws.amazon.com/vpc/e

2. HESMBEHS , % Client VPN endpoints ( Client VPN KigT = ) o

3. EEFEEEUH Client VPN LimT7 = , iR Actions ( BB1E ) , R/F%EE Modify Client VPN
Endpoint ( #82k Client VPN &% & ) ,

4. X¥TF Session timeout hours ( 2iEBEIEI[E ) , EFEFAFENHREK VPN FFERE (UM RE
i),

£ Client VPN £&in i RUIZHHEERK VPN LEFLENE 83


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-client-vpn-endpoints.html
https://console.aws.amazon.com/vpc/

AWS Client VPN EERER

5. 1%&$#® Modify Client VPN endpoint ( £t Client VPN £IwTT R ) o

W\

8K Client VPN LT ST AN KK VPN £F R (AWS CLI )

{# A modify-client-vpn-endpoint 8%

B Rt VPN £FEFLA A 84


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-client-vpn-endpoint.html
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AWS Client VPN R 24

AWS NEZZEMHNRAERES. N THAENZL2ESEBRBRNVALNER , RINTETEFES T M
BB ROMMERE, FH AWS FF |, BN XEHEFOMMEREZ S,

ZEMR AWS NEWHERE, SEREBREFEERNZNZEMNZFNRSM

- TE2M - AWS ATRIFE AWS THIEIT AWS RSN EMRE. AWS EEERHETREER
BIBRSS . ENAWS EMMITRIN -3 , FE=FFITARAREPRNANBIERZEENER M. BT
fEEMT AWS Client VPN EMMEITR , BSRASAEITREE R AWS BRSS.

- THNREMN - ENFREHEEAN AWS BSRE. EEFENHETRENT , SRENHIEIEH
Rk, BRBWNERANGE R EREN,

AWS Client VPN 2 Amazon VPC RF I —# 2. B>x Amazon VPC I EZE2MMNEZER , B5H
{Amazon VPC BF1Em) M Z LM,

B A A B R T MR AN FE € Client VPN YR AASRAERBEN, U TERFEHMMFEE Client VPN
SSRIAM RS EMEHNE BT, BT T RMAER M AWS RS RMBL LU RARS BH Client
VPN &R,

H %

« AWS Client VPN FHy kiR R

- C AWS lient VPN W 5B M5 R EE

« AWS Client VPN FH#BETRE &E

- AWS Client VPN R EatiZ e L £

« AWS Client VPN W& £ Bk

« AWS Client VPN By IPv6 X EEM

AWS Client VPN FHIEHER P

AWS FEHEELEMT AWS Client VPN FEYEIERY . WiZEXFFTR , AWS ARFRFIZITAR
A AWS Cloud £ IRERIRIE. BAREFXNRETLEMIRE LNRABRNERG, EEAREFRER
B AWS RS MZEBEMEEMES. AXRBERLANESEE  BEREERLELRNE, BXK
MNBFERFOES , F5H AWS Z2HEE £ AWS FTEHIBENXHN GDPR BEXE,

BiRR 85


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS Client VPN EERER

HFHEERF L , RIONEBEUERT AWS Ik ZIEHEH AWS IAM Identity Center 2% AWS Identity
and Access Management ( IAM ) REENMNAF . X# , SMNAFRRESETHIEIREMENN
fRo BRATEEWEEIUATHERRF EHHE

« WENKFERSESBRIE (MFA)

- £/ SSL/TLS 5 AWS RF#ITEEF. RINERFEA TLS 1.2, BIEA TLS 1.3,
- £/ AWS CloudTrail iR & API 1A F5E3) B &%,

« fEF AWS IEERFRUK AWS RS PHFTEERIARZ 22 H,

- FRASRIEERZLRS ( HlW0 Amazon Macie ) , BB BT AIFRIFZ#E Amazon S3 AR EY B
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ABAC AIREBKWIMEHPIERH , AERKEELFEBAER T AT R ER .

EETHREEHER , BFEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZUHBERBAZHTEPREFRZIER,

MRENMRSN TENRARREBIIGAEX=A&MGE  WNTZRS , ZEAR, IRENRSX
NT Mo RBRREZFRAEX=ZAZARE , WZENTD.

BX ABAC WEZER,EZHR (IAM AF{Erm) FIHTALZE ABAC?, EEFIRE ABAC TR
2, BESH IAM BFER) FMNERETEMEMHEMNRES ( ABAC) o

Fim et EUE A F Client VPN

X Bt A ]

HIRERERHES B R , L AWS RS TEER, AXESEFEE , WML AWS RS ER TR
BHES |, FZH IAM AFEEFHAWS S 5 IAM BEEANGEE.

MREERARAF B NBBZHNNEMSEZEZF , U AWS Management Console {5/ #9 2 I BHE S
flan , K& AWS RN R E QB R (SSO) SE# TN |, ZIELENRIRNIER, HEN
AR EREFE  ARVKRACGK K BN CBRBNEIL, BEXURABHNESZER , S
5 {IAM AFPiEm) B URIEAE (EFHE ).

BRI LAMER AWS CLI 5 AWS APl Fait|ZIGEHER ., RE , EALME R X EISEHE R HITIH
AWS, AWS BIUEBHBERIGEIER K MARERAKBHRZHA, BXEZER | BESHE IAM FHY
IS Bt &2 2 EAE

Client VPN B9 ¥ AR SS F 1R

XEFERIBE21E (FAS) =3

HEER IAM BFRBEEFRITRIEN AWS , EEANERA. EAELERSH , EFgE2RT—
MRIE , ARMREEEMBEBRSHEH S —MEE. FAS ERAAAZRANNRUKE AWS RS @ T
RS R HIERBER. AWS REIABIRSFSKEFTESHA AWS RS REFRXE S BESTRRIER
B, F2RH FAS iR, EXMBERT , BLMEBRITXAMRENNIR, BXAH FAS 1EREH
REEFE , FEAEREE21E,
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Client VPN RS A&

XERSAE =

RE AR -—TURSEE, KRRENTREN IAM A€, IAM EER AT IAM PO, SR
BRESAER. AXESER , 2R (AM AFERE) FHVEIER AWS RSZERIENEE,

/A Warning

ERRS AR 8ELHIE Client VPN KIZhEE, X Client VPN REMEXIES I T 4RiE
RS AE,

Client VPN RS XA E

XEFRFHEXBE =

BRSHEXRABR - TEEINERS AR, AWS RFRSAURKARREHTRENAE, RSHEX
AEHIMEENP AWS IKF , HEARSAE, IAM EERATUEEETEREERSHEXABHK
PR o

BRUZBFEBRSAXBENFAGE , FSHREYL S IAM BEEABAWS 5. ERTFERRS
HXABSFEE Yes R, ERERERUERFZRSHVERSHAXH B,

Client VPN BWE T B 987 AWS K E& Rl

REEREBRT , AFRFNA®&ELZRIEH Client VPN BRINR. i1t EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS APl #1{T1E%. ERTH
FXNEDRPTRENSR , IAM E3 3 [ A8 1AM policy, EEABETA@MAEFM IAM R
B, AR URKAAE,

ETHRINAFERXL RS JSON REEXHIEZET IAM S K , 28 IAM AFEREPH 82
IAM R RE,

BX Client VPN EXWRENRRRE (SESHREFRREN ARN X ) BDEAESE  F5H R
FERNSE) FH AWS Client VPN BEE, BRMEZHEHA,
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2
- BEBERE
. AUAPEEMNEDHRE

RESRERE
ETHHNEMBERMARTIUGIE, HRSMEREMKS HE Client VPN R, X LR AETEE

£ AWS IKP = E A, tlENRBETHHNVREE  FHERUTERMER

- FFHAER AWS RERBH RO RENBRENR — BEFBOAFPNITERBR TR , EEANTS
ERAPIRTFNRHAWS FHERE, SIEMRNRARTH AWS IKF, RMNBUWEETELHN
EHRABIN AWS ZEFRERBRE-DBINR. BXESZELR , HZH (AM AFERE) F/Y
AWS FE R 5 THFREERAWS EE R,

- MARKENR - E£EH IAM policy REMXRE , FRBETFHATESIFNNR, Nk , BAINEX
EREFRG T AUNBERRRTHRE , SR NRENRFA. BXEM IAM NARRNESE
B, #F5H (AM AFER) S8 1AM PR RE R,

£/ |IAM policy H IS4 — R &5 R AR — 48 AT LA [6] 5% B 75 00 5% 445K FR X 482 4E R0 32 IR AY U5
B, Hlan , WA NRERMFMAKIEELAER SSL REMEER. MRRFRERBISEE AWS
ARSSHY (B2 ) BEARY , Tt BT BARE A SR SRR T X3 AR S5 IR AERY 15 B X BR AWS CloudFormation. &
XEZER , HSH (IAM AFEr) $HY IAM JSON EHEITE « &H o

£/ 1AM Access Analyzer BEf&#Y IAM policy , LABBRINPRAY Z £ M FNTHEEM — IAM Access
Analyzer 2KIFFH REMIAB R , LIBRKBERS IAM policyiE S (JSON) M IAM H&E3R
B2, 1AM Access Analyzer 12 100 ZTRBEREM ATIRENEI , SUHBBEREIEL S BINEEMREN
R, BXEZER , HZH (AM AFERE) # M |IAM Acess Analyzer REEKE,

- FESEFHRIE (MFA)-IIR AWS IKFENZRFE IAM BFRSRAFT , FEA MFALREZR
i, EEEFHA APIHREREE MFA |, B MFA ZERMEEHNKREP, BXESZELR | ES
5 {IAM AFPiEmE) B/ EBRES MFA RIFH API 1[4,

BX IAMHHREIRNESER , 20 (IAM AFERE) #1 IAM AR HEXE,
RFRAFEEMITE SRR

ZRGIGER T A A RKRE |, LAY IAM BFEEMNBEAF S ONRNBMTERRE. LERBa
FEERH A LSRR AWS CLI 3k AWS API B2 75 = 58 B R AR AU BR

{
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥ AWS Client VPN B 3 117 [0l 3 1T FEHERR
ERAUTEETHBELHMAIEEEMEA Client VPN H 1AM B AT AEIB E B % AR &E
£

« RFEAIE Client VPN FRHITIRIE

« BEAIIT iam : PassRole
o« REATFRIUNAN AFEIER AWS IKF B Client VPN &R
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KR IAIE Client VPN 1T E

MBELBBRFERER , RACERNITEMNRE | NIELFEH KB TFHATZIRE,

% mateojackson IAM AFZHERARBAEEFEBXREM my-example-widget BENIFHEE. ,
BFEEEM ec2:GetWidget R , @ XKEUT REIEHIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

FEHRBERT , BAEFH mateojackson AFKEKE , LAFER ec2: GetWidget BIETHE my-
example-widget &iRo

MBHRETHEY  BEHRIALZHAWS EER, FNEERREMEZIETN A,
R IIT iam : PassRole

MRBINEI—MEIR , RIPLBTLNIIT iam: PassRole ##E , MIAMEFRBEUAR T BT ACIEIES
Client VPN,

BE AWS S A ERIEAGRKREAZES A MAREUEFNERSALIBSAXEE, Ak,
BB MEBF A ELEIRSINR.

=& A marymajor Y IAM AR ZHEAEG A% Client VPN RiiTHRERN , 2 K ENUT REIE IR,
BR , RELNEERSACHEFHNRT AIMITILRE. Mary FEBRAEZE SRS R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MBHEEHE BHEIEW AWS BER, RHESERSEHEZEITNA,
RAEAFRUNBAFREK AWS IKF B Client VPN &R
ZALSE—NAE  LWEEHKAFHAPFREALANNARTUERZAGKGRENER, &

IEEWESER , TNEEAG. X TXHETRIFNRBEHHFEFEZIR (ACL ) KBRS , E7
158 PR 3 L SR B 1) A B 3R T X AR B B R Y 1 R A

ETHREZER , BZRAUATREA :

REFR o
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« ETH Client VPN BEXZIFXLINEE |, 555 AWS Client VPN {5 IAM El& o

o ETHRINMAIEMHNESEENERNIGEINE AWS K/ | ES IAM AP ERERNEEEE AWS
P NS — IAM B PR 4 E AR,

- ETHRNMMEE= AR ENERNIFRINE AWS K | 555 IAM AP EETHmE= 512
HiFRR. AWS Ik

s ETHENMBYKSBMRITRHEFENE , F23H (IAM BFPERE) AW ALSAIT S HEIEN
A (BRESHRIE ) B4 RINE,

c ETHERAACNETARNRBHTERKFPFRAOXS |, B58E IAM BFIEET0EKF &R
186

X &P iw VPN EARSHEIAE

AWS Client VPN £/ AWS Identity and Access Management ( IAM ) fRSHx AR, RSHEXAR
2 —#5 Client VPN B#EXBRAIISEEN IAM A, RSHEXAEH Client VPN RIEX , HEE
RFRKREAAEM AWS RS FIENFIENR,

FH3
- FAEHAT Client VPN
- FRAGHITEEEN

FABMAT Client VPN

AWS Client VPN £ AWS Identity and Access Management ( IAM ) lREHEXAE, RSHEXAR
= — 5 Client VPN BEEXRAIGISEEN IAM A€, REMEXAEH Client VPN FREX , HEE
BREREREBAEM AWS RS FTENFMAENR,

REHEXAETILEERNMIZE Client VPN , RABTAFHHFMAPENNPR, Client VPN EXH
REBEXACHNER , BRIEZAEN , BN RE Client VPN AIURAZEE, EXHNRESIFEEEE
A RRRE | AR T REM MMEMEME T IAM SRR R KB

REEEEMBREXRTRRE , TREMBRBSHEXRAR, XFERFEHN Client VPN BIR , BAEF LT
R BRAS BR Y T3 R A PR o

BEXZFERFHEXACGNEMRSNES , B3R5 IAM BEEFEAN AWS RS , HEIK Service-
linked roles ( RGSHXAE ) FIRETRHN Yes (2 ) RS . HFEE Yes EEFZRFHRSHXA
B aEEE,
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EERES

EFim VPN Y BRSS M X A B R

Client VPN {EH &} AWSServiceRoleForClientVPN BIIRSE XA E — 1F Client VPN Bl ENEE S
B VPN E XN RIR.

AWSServiceRoleForClientVPN [REHEXBEEFEATRERRAAZAE :

« clientvpn.amazonaws.com

%7 ClientVPNServiceRolePolicy ¥ A & X PR3 BE 7] LALL Client VPN XHEE RIRFTH A TR

- B
- BE:
- B1E:
- B
- BE:
- B1E:
- B1E:
- B
- BE:
- B1E:
- B
- BE
- B1E:
- B
- BE:
- B1E:
- B1E:
- BE:
- BE:
- B1E:
- B

Resource: "*" LM ec2:CreateNetworkInterface

ec2:
ec2:
ec2:

ec2:

ec2

ec2:
ec2:

ec2:

CreateNetworkInterfacePermission L#J Resource: "*"
DescribeSecurityGroups LH#J Resource: "*"
DescribeVpcs £#Y Resource: "*"

DescribeSubnets E£#J Resource: "*"

:DescribelInternetGateways £H#J Resource: "*"

ModifyNetworkInterfaceAttribute LAY Resource: "*"
DeleteNetworkInterface LAY Resource: "*"

DescribeAccountAttributes E£# Resource: "*"

ds:AuthorizeApplication £H#J Resource: "*"

ds:DescribeDirectories LAY Resource: "*"

ds:GetDirectoryLimits L£#J Resource: "*"

ds:UnauthorizeApplication £H#J Resource: "*"

logs:DescribelLogStreams E£® Resource: "*"

logs:CreatelLogStream £ Resource: "*"

logs:PutLogEvents EH#J Resource: "*"

logs:DescribelogGroups LH Resource: "*"

acm:
acm:

iam:

GetCertificate £H Resource: "*"
DescribeCertificate L#J Resource: "*"

GetSAMLProvider LH) Resource: "*"

Resource: "*" EM lambda:GetFunctionConfiguration

ERARSHEXAR
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MREERR , 2 IAM R (AR, 45Ae ) 212, FEIMERBRSHEXAG, BXESE
B, BEZHR IAM AP ErP RS EX A EBNER.

A Client VPN 8|2 RFZHEXAE

TEFHUERSHEXAR, YHEMFEH AWS Management Console, AWS CLI 5 AWS API 7Ei 7
B 5 — Client VPN i S8 , Client VPN A& SIERSHEXAE,

MRMERURSZEXBE  REFEBRCRE , TUAEAEREREEKSFERIBRLA®, HEEK
F eI —4 Client VPN i R8T , Client VPN FEX N ECIERSHEXAE,

WEEF R VPN WERSHEXAR

Client VPN &/t i 1847 % AWSServiceRoleForClientVPN FRSHXEE®, tIZBSHEXAEE |
TEENAEEHN , ANAEZ 45| AiZzAR, BRAUEH IAM KEAGIHE, EXESZE
B #EZR IAM AFERPNRERSHEXAE,

MERZE i VPN BIRSHE<AE®

MRBFABEEMHA Client VPN |, RATE IR BR AWSServiceRoleForClientVPN fRFHEX A&,
BTN E T MBRERXEF T VPN BiR, X ARG & To = A Ml BR 1 7] 1X L R RV BR o

5/ IAM #24%]4& . IAM CLI = IAM API BIBRERS <A, BEXEZEL , FS 0L IAM AP EREH
A BRER S < A,

Client VPN fRSZHEXABHZ XHX

Client VPN XEBERSZ TRANMAEXBHEARSHEXBE, BXESER , FS5H AWS XML in
T Ro

£ A B ITIERERN

AWS Client VPN £ AWS Identity and Access Management ( IAM ) REZHEX AR, REZEXHE
2 —#5 Client VPN BE#XERAIMEREN IAM A, RSEXAEH Client VPN TIEXN , HEE
BREREREBAEM AWS REFIENFIENR,

RSAEXRABALLEERAMIRE Client VPN , RN ERLFRRMAERNR. Client VPN EXHE
REEXBBHNR , BRIESHAENL , BNRE Client VPN AISMRKAZAR, EXHNRSFEFER
BE MR R EE , AR AR IEMEME T IAM SRRV PR R BE

REEEEMBREXRTRRE , TEMRBSHEXRAR, XFERFEHN Client VPN BIR , BAEF LT
= R BR A BR A9 T3 R A PR o
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BXZEFERFHEXACGHEMRSNES , TSRS IAM BEESFEAN AWS RS , &K Service-
linked roles ( RSMHEXAE ) FIRETH Yes ( B ) WRSF . FikEFE Yes SEFZRZHRSHERA
B R,

Z i VPN B RSB B iR

Client VPN B £ 8 AWSServiceRoleForClientVPNConnections I iR < A & — Client VPN iE#
HERFZHEXAE,

AWSServiceRoleForClientVPNConnections FRSHEXBREFEUTREURAZAE

* clientvpn-connections.amazonaws.com

&7 ClientVPNServiceConnectionsRolePolicy B & X PR3 & AT LAik Client VPN XY 18 E &R 5T A
TR -

« #4E : arn:aws:lambda:*:*:function:AWSClientVPN-* £/ lambda:InvokeFunction

MREERR , £ IAM R (AR, 45Ae ) 02, FEIMERBRSHEXAG, BXESE
B, BZHR IAM AP Er PR RS EX A EBNR.

A Client VPN BIERSHEXAR

TEFHUERZSHXAR, YEFEH AWS Management Console, AWS CLI 8 AWS API 7 7
BIEZE — Client VPN %8 , Client VPN R E I RS HEXA R,

MRMERUBRSZEXBE  REFEBRCRE , TUEAERREEKSFERIBLA®, HEEK
F el —4 Client VPN i <8 , Client VPN FEX N ECIERSHEXHE,

WEEF N VPN NERSHEXBE

Client VPN A& 4%% AWSServiceRoleForClientVPNConnections fRSHEx AR, tIZERSMHEX
AR  NLEEXRACEN , AATEEZNXEAKSIRZAR, BERULUFER IAM REAEUH,
BXEZEE , HS5H IAM AFPEEHTRNEREERSHEXAE,

BRZE i VPN RS HEXAE

MBERBEEMFHA Client VPN , AT DM BR AWSServiceRoleForClientVPNConnections BRSS
HXAE,
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ERINE M ERMERHE iR VPN B, XAIHRER 2T E R EHX L3RR,

R IAM #2515, 1AM CLI 5 IAM API iBRERSHERAR, BXEZELE , 55M IAM AFEEH
I BR RS < B,

Client VPN fRSZHEXABHZ XHX
Client VPN XBERS THNMAEXBREARSHEXAE, BXRXESZEE , FS5H AWS XML in

-
=

AWS Client VPN /Y & FE 1% & BE

AWS £ EREMIRHERESAWSKEM AT AXHE, AWSKIBRHSAEYE LMV ARENTAKX |, X
LEHAXRESEREK, FHESATRYESHMESEZE—E, FATAK , BaLUZITHREETH
Xz ELHh it BRI BMEEBNNARFNREE, SEENENRSNBEFLEMIZEML
AAXEEESHA A, FEMENTT B,

BXRAWSXEMAAXNEZEE , FSHAWSE RE R,

BRT AWS 2 BREmRHEZ 5 , AWS Client VPN B84 7T H M I BERB B X IF BN BIEEENZHE

ZNERMNEURT S TR

R BERMESEFiw VPN LT QAEXRBRUER P IReEB 2 VPN 21F. BIRM%R VPC FlF
M. 5%/ im VPN KigT QRBRHENFRLABE T ARNTAX, EALFSNFRE—NE iR
VPN & 17 QB ASKIL & AT A 1

AWS Client VPN RV EMIEHZ £

ER—ITIEERXRS , AWS Client VPN & AWS 2 ME LRI, BXx AWS 2RSSR AWS
MARPEMEENES |, FSR AWS =22, BERBEMIRELZ S KRESIRIZITEN AWS IKE |
B (LM HHE AWS Well-Architected Framework) ) E&Z R

B AMERAWS R AP AR |, LB MR Client VPN, BFRLATIFUATAR

- EHMEREMMIYL (TLS ) BAMNERER TLS 1.2, BiUER TLS 1.3,
- BEERE2[EIRE (PFS) WEEEH , #l20 DHE ( Ephemeral Diffie-Hellman ) 8% ECDHE ( Elliptic
Curve Ephemeral Diffie-Hellman ) . XZHIARRLE ( @0 Java 7 REFHRAE ) HZHFFXEERN,
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o BAERGRIZL ID 5 1AM ZREAXBHBEHRZARTERH#ITER. HE , BRI LUE
FA AWS Security Token Service (AWS STS) £ &K If it Z £ FIUERFTFERFIH TR,

AWS Client VPN N &£ g {ESKER

AWS Client VPN 2 T EEF A MEEEHCHLZE KB R EZRENAKERS2 Y8, A THESRKR
—MRIESEN , HFIRRZERZLBRIR, REFEIRTEFTESLENTER AR ENTRE
R, BRHEANEANEREZEMARIEH.

BN

55 PR AU AN BRI L P P AT LB AR R 5. BXESER | BSHEN,
Re
FERARSERBHASTUESN VPC hif L AR, AXESEL  HoRE2 4.
BEEBIESSHIR

HMNBEFFIRIES , £RAFFIRIESSHEFIRBEXNESRK VPN LR KB ERRR, Fli, S5
FEIFALAR, BXEZSELR , BSRAT M IRIED BHIIER,

BT E

ERERTRREES K VPN Kin T QBRI AEMMEE. BXESEER 55 REE AWS Client
VPN,

SN REE

BYERERTER IAM AP IAM SE8 IAM KEREEXNE K VPN IR API R, BX
EZEE , HSEC AWS lient VPN B B A5 B S,

AWS Client VPN Y IPv6 JEEEI

B &I, Client VPN BRS A X3FET VPN BB H IPv6 RE, BER , ERELEERT | IPv6 REMIEH
2| VPN BRELARSIE IPV6 SttR. Z1RBH IPv4 M IPv6 HiE#EZ] VPN |, 1B VPN & & IPv6 R E K H
FIERRE , MWES X% IPve iR, EXMBERT , HEEZESAT IPve BB , BRFRLEDA
£/ ISP 121 IPv6 it #1TIERE, SARMEENWESS IPv6 ik, TEMVIEEE 7 WF IPv6 7
B MET VPN BRE,

RIFLAT IPv6 #8338 tnZl Client VPN BEeEB S |, LABSLE IPv6 S -
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ifconfig-ipv6 arg@ argl
route-ipv6 arg0

2ANGF

ifconfig-ipv6 fdl5:53b6:dead::2 fdl5:53b6:dead::1
route-ipv6 2000::/4

EARF|F | ifconfig-ipv6 fd15:53b6:dead::2 fd15:53b6:dead: :1 &R A#EZEIRE IPV6
Mt E N fd15:53b6:dead: :2 , HFHEFE VPN w2 IPv6 #itibi%iE R fd15:53b6:dead: : 1,

T—MNESH , route-ipv6 2000::/4 M 2000:0000:0000:0000: 0000 : 0000 : 0000 : 0000
Bl 2fff:ffff:ffff . ffff:ffff.ffff:fFff:ffff BXH IPv6 bt F| VPN E#E,

® Note

Flan | 33 F Windows H# TAP iR & H , ifconfig-ipve HWE NS HRE - -
route-ipv6 HIEEH B ¥r.

A NFEE ifconfig-ipve AEMHANSE , HBETUUER 100: : /64 (M
0100:0000:0000:0000:0000:0000:0000:0000 %!
0100:0000:0000:0000: ffff . ffff.ffff.ffff)H fc00::/7 (M
fc00:0000:0000:0000:0000:0000:0000:0000 %!

fdff:ffff . ffff:ffff.ffff:ffff:fIff:ffff)PMtbit, 100::/64 BRNEFR ML
B, fco0::/7 AME—A,

B—NRHIZ

ifconfig-ipv6 fdl5:53b6:dead::2 fdl5:53b6:dead::1
route-ipv6 2000::/3
route-ipv6e fc00::/7

EROIF | BEENY2ENFTE IPve REKHBE VPN EE,
& UF

FHALFRRSEBCHNE, EXRIERRELEE VPN EE | RISEA IPv6 kXt IPv6 AR
#RIZ1T ping6. BRZ5ERAY IPV6 it RIFEH route-ipv6 S HEENSEE . L ping WiAF XK. E

IPv6 JEEZEI 108
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=, MRLEF IPv6 X35aNE Client VPN RS , MX ATaE2 X £, MR ping B, H E&RE
BEULBEENEEMFRIARES , WATEEERNTH —SHHREDR. SEUERA—LLFH
M IE (fipleak.org &),
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#5¥2 AWS Client VPN

WX TR AWS Client VPN f1E M AWS SERF R T EM, ATAMNMETI2EE, B R
LT e R BN EFPin VPN iR T R, 2 REERER | URBAEENEF im VPN LisT S /HE%
Ay [A) 73,

Amazon CloudWatch

SRS R IEH AWS BRI KRIEE AWS RETHRARF. B UREFNBIRIER , SIEBENX
R EIEAR , URIREBRUERE ENEIMNE R SEENREMNBANERREUERE. Fla , &L
B A Amazon EC2 3£#i#9 CloudWatch IRER CPU fEAER [ HMIERHA BEEZTEN BB IR
Bl BEXEZEE , 509 Amazon CloudWatch A F 18R,

AWS CloudTrail

HIRHEH AWS Ik AR IZIKF XK AP ERAMEXEHN , HFAEX 4L REIBIEEN
Simple Storage Service ( Amazon S3 ) . EBAILFRRAMERAF~MKSEAR T AWS, N X
HIAARR IP it AR AR RERE. BXESEER , 556 AWS CloudTrail A/ EE.

Amazon CloudWatch Logs

i8R E iR 2 L E B AWS Client VPN ZinT1 QEVIRIE, TTHERER W VPN EENEES
BRIEZEEE, WTEESE  EUUEFERIHMAMEEESZ R, B LUEE CloudWatch
Logs BERRIEREZEFMER., BXREZER , BSHIEZAEIZHEHM Amazon CloudWatch
Logs AFEM.

AWS Client VPN B CloudWatch §#%x

AWS Client VPN £ Client VPN &% R L T #8¥5 & 6 E| Amazon CloudWatch, &3 7 (0]
Amazon CloudWatch &% — X ¥E#%.

B iR

ActiveConnectionsCount 5&Fim VPN Lim T S B E N IEER.
BT iTER

AuthenticationFailures & Fim VPN Zim T /U 5 4 5 0E 5 BUX .
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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EHR DU
B ITEK
CrlDaysToExpiry FEEFI VPN KinT 2 FEEMIES RHIIR
(CRL) EIE 2 HIHY R,
By X
EgressBytes ME i VPN KinT S KEH F 15 8.
By P
EgressPackets MEFim VPN £in T R REHBIES .
By UH
IngressBytes & Fim VPN Lin T QIR F T8,
By . P
IngressPackets EFim VPN &in T QR BE 2 8.
By IH
SelfServicePortalClientConfigurationDownloads M B BIBRS 1 TEHEF i VPN LinT S Bt &
SRR B
B

AWS Client VPN & 7 Client VPN £35S LA T ROR ITEE 47

EFR iR
ClientConnectHandlerTimeouts A Client VPN £ w17 RUE#EE A F P imiE L
BRERFHERIRE
By it
ClientConnectHandlerInvalidResponses EFIREZLERF NS Client VPN 4%
YE 2R [B] #9 7o 300 N 3K o
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FEPR iR
BT
ClientConnectHandlerOtherExecutionErrors A Client VPN Lig T REEEITE P RiEEL

ERRFr I BIME IR

BAT IR
ClientConnectHandlerThrottlingErrors 7 Client VPN L7 RIEZ B AT P imiE L

HRE e WO TR

B U
ClientConnectHandlerDeniedConnections Client VPN Zim T RUEEN T P iniE L ERE F

B4 E IR

By UE
ClientConnectHandlerFailedServiceErrors H Client VPN &% fUEEIZE1TE P imiE L

BREFE HI RS iR R
B it

AR L IR RIFIEE P iR VPN Lin T R ER.

FA CloudWatch , B AZ—ARFREEFFIBE (HFRER ) RERXTXEHER/NEITH
2. TREFRUNEREZENETE  MERE/AN ZZEMRNBELHE. SMBEIEEREKNEE
BN TERNNE LA,

BAERERRRIEREREBEFIEZT. Sl , EAILEIE CloudWatch BIRRERIEER B , HE
ERBHEN TEZUEN B EMRE (@B FERF it R IXBEA ) .

BEXEZEER |, 1§55 Amazon CloudWatch FIF 1§,

& E CloudWatch IE#r

B URBUA T 5 7EEE Client VPN Lim T K EVIER.

& & CloudWatch 1845 112


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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£/ CloudWatch 2% 5 EFHE

ERNEEARERSHEZERN , ARKESI M aEZAANSHEEAS,

1. AR https://console.aws.amazon.com/cloudwatch/ ¥TF CloudWatch &l &
2. ESMERTP , BEEER.

3. 7 Allmetrics ( FiE#E#r ) T , 3% ClientVPN B A 22,

4. EEFER , BEBRER4E by endpoint ( BARTR ) o

5/ AWS CLI BEFIEM

o TRAEAP , AL T a5 W5 H A AT Client VPN K #E#R

aws cloudwatch list-metrics --namespace "AWS/ClientVPN"

AWS Client VPN B CloudTrail B&E

AWS Client VPN 5 AWS CloudTrail £5 , G&=—TRHEAF. ABH AWS RS E Client VPN F
FIRITIREMIERA RS . CloudTrail }¥%& % VPN BIFTA APl BAENEHHR. BHENARE
ERBEEFK VPN 24 A0 AR EF i VPN APHEENRBAR, MREQIEEER , N aUE
CloudTrail B4 #41£1%£ %] Amazon S3 7l ( BEEFiK VPN NEH ) . MREFEBRE , N
{AAI4E CloudTrail #%|& H#Y Event history ( EHA 12K ) PEFEZHMEH. £A CloudTrail W&
MEEBHEREFE VPN R THAER, RHERW IP ik, ERE, KHEROEAREM
HHER.

BX CloudTrail WEZEE |, 5 (AWS CloudTrail HFEF) o

CloudTrail #FH & Fim VPN 55

BB AWS IK Rt | FEIZIKF EB A CloudTrail, 2 Client VPN S & 45EFN Y | iZESFIEH
# CloudTrail &4 , F 5HM AWS IRF B4 —E{R7FE Event history ( BEHHL1EFK ) . BT
EAWS KPR EER, BRNTHENENH. BXEZER , BZHEFEA CloudTraill B4 LIERES
=t

EREITFK AWS K FHEH (215 Client VPN B4 ) | BIERIER, BXREIZS , CloudTrail
Al B AU 1E X ZE Simple Storage Service ( Amazon S3 ) ZiEfE, FIRBERAT , EEEEH AP EIER
BREY , LEERERRIF FFRTE AWS Xif, HIRERIZRE AWS 2 XHiEFKAEXFHNES , HFAEX
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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HARIEEIBIBEER Simple Storage Service ( Amazon S3 ) #. toh , BRI LB EHEH M AWS RS | #
— 5 H1E CloudTrail BERWENSHBIEH XETH. EXEZEE , BSHATINE :

- BIERIRICFEER

» CloudTrail XFHRFMER

* A3 CloudTrail Biti& Amazon SNS & 4!

« NS Xig#EW CloudTrail B EXHFMZANIKF #I CloudTrail B &

FREZEFi% VPN 24EHH CloudTrail id3 , Hi2FxX7E Amazon EC2 APl ZZ R, 4l
mn , ¥t CreateClientVpnEndpoint., AssociateClientVpnTargetNetwork #l
AuthorizeClientVpnIngress BREMEMA <% CloudTrail BEXHFERKFKE,

BN EADAEZEHIEEXRERNBERNWAREGE. SHGEEUSHEBEUTARS :

- BEREFERABAFEZIEER AWS Identity and Access Management ( IAM ) AFEIEXHE
- BREEAACKERRESFNAFNGNZRLEIEREHN,

- BREGHET AWS RBE .k H,

BXEZER |, iS5 CloudTrail userldentity T3,
THEFPimwm VPN BEXH%E

REZE—MERE , A TNE4ENBEXMHEERIERIEEN Amazon S3 #. CloudTrail BEX 4 S
B NEENEEREH,. —NEHRTEKEEMEN—MER , SREBEXFERNVRE, BREN A
BHE, ERSHBESEMELE. CloudTrail BEXHTELAR AP BRANER#EKRE , BikellfTa
BEBERFE R,

BXEZEE |, i52H (Amazon EC2 APl &) i #EH AWS CloudTrail 23 Amazon
EC2. Amazon EBS fl Amazon VPC API @M,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/using-cloudtrail.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/using-cloudtrail.html
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AWS Client VPN it Zi

&Y AWS Ik EBLLUT B Client VPN KR QAR EHE ( AT NIRSE ) o BRIEZHUHHA , &
W, SMRFRXEBEN, ERAFEREMELER , BEM—LEEFITEEM.

EFESREMOT AR |, F1EF Adjustable ( T ) SR Yes (B ) « BXEZER , TSN
{Service Quotas FAF1ERE) A AVEREINELE,

Z Fim VPN Bl

=L MIAE CIRGE:
BAEF U VPN KiRT S B9 B AN 2K 50 2
FAXIFH Client VPN L1 2K 5 2
BNEPRK VPN LT RN A REFREER HERRTEMNME £

R F M RER B

-+ 1—20,000

- 2-36,500

- 3-66,500

- 4-96,500

- 5-126,000
BANEF R VPN LinT QB H R IRER 10 B
MG VPN KR SN EFIRIER BHEMRF 20000 B
H&B
8 Client VPN 45517 S 9B %K 10 £

RESHE

o RERMBUHRBKFM
- B SUMIBRER

ZFiw VPN &t 115


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-9A1BC94B
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-8EA77D34
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-C4B238BF
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-401D78F7
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o O M BR A 5 A A
- tlEFRBREEE

FA P F4A Fo 8

A Active Directory SiETF SAML B9 1dP BeE A FAR , NAUTEE

- AFRZALET 200 M, REFAE 200 M 2REWAMEA,
« 44 ID WERAKENRN 255 MFRF,
« B ID WRAKENRN 255 MFEHF. REHE 255 NFRGEM 7.

Sz

—REEEIN

EFEAZEF R VPN LT R8T, EEEATER

- WMREFEH Active Directory X P # 1T H A REIE , N Client VPN i %4915 AT Active Directory

F R IRIER AWS Directory Service BRE T B — ik,

- MREFEAET SAML WES S HRRIEXNAF#ITEHRIE , N Client VPN LixT RMSMEER N E
X IDP-to EEXZMAIEM IAM SAML B REEE TR —NKF. AWS IAM SAML B2 4 5
AILAER— AWS Ik R Z 4 Client VPN KT /2 B HE,

AP A B 116
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AWS Client VPN 5t fR &5

UT B 8BEEEERFiw VPN Kin T LA A sEI2 B A B &,

BXEFFRATERIEFE VPN WET OpenVPN WEHHEHENESER , HSH AWS
Client VPN R FiERRRE i VPN IE BRI HEE,

L [5] B
o TEBEFim VPN Lim1 2 DNS &5
s REFMZEDEIRE
« Active Directory ¢A KR NXFNI AR IZFNH T4E
s BERWEEHBINE VPC, Amazon S3 = Internet
« XX VPC, Amazon S3 = Internet #9781 2 [E SRR
s BEFmPHAIEE TLS iR
- BERWHRMAIRET AR AMBBEIR (Active Directory S RIE )
s BERFRBREAFANBEEIR (RESHRIE)
- BRWAEEE (XA SMKIE)
s ERmREIMNEIEEESRAKNER (BKEFHRIE)
s BRmARITIFNESR (BRESFHRIE )
s BERmREDEE A AROEIR (KESHRIE)
« BT IP FIEEi 4Lk VPN E#
- FHRERBE LAN WiET T
« BUFE i VPN LT S B P5BR &

i

i

i

i

i

TR BT % VPN 4Li%¥5 & DNS B#5

LI
BRI EBNEFin VPN LinT S8 DNS & o
R &

ZPim VPN KT SR EBSXHEE — /18N remote-random-hostname W&, S EHEEE
FimfE DNS BFEORINFENIZRFELABSIE DNS &7, EEFEFIRTERILSE , RtellFaE
DNS BB E R INFrENREN =R/ &,

TN E P i VPN £ R DNS 75 117


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/troubleshooting.html
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BRIRTT B

FERAEEXARRERRITI Client VPN LT RELEXH. REIEE Client VPN LimT7 2 DNS BHH
1T, HEZTHEIERINENZRFER | UEENR A random_string.displayed _DNS_nameo 5l
m -

« &% DNS & %5 : cvpn-endpoint-0102bc4c2eEXAMPLE.clientvpn.us-
west-2.amazonaws.com

- {&2h# DNS & %5 : asdfa.cvpn-endpoint-0102bc4c2eEXAMPLE.clientvpn.us-
west-2.amazonaws.com

RAKEFWM B D ERE
| &

REAZHERNFMZAZEIMERE, AERENBEIAE FMNEH , M Internet REFFEI 2
BFMEH. BREAT —NEH , EXRSHFRNEEFMEIZFF iR VPN Lig T QESH R 20
o

R &A

BARULULFEZNFREEF i VPN KigT X , BE8NMNTARXREXRBK—NFH, ZFMXRER
RNEFIHREESTAENTAX TR, BELEBIEF K VPN &M 9 2 5% i VPN Lig1
RRBEHNENFHZBBRE,

EFFimiRYE DNS B AEZTE M im VPN KT R XEWE S F S REMEEN , ERETN
BEEMRBKN FMEH. Fit , MIREFEFHREFXAEMBEBHFZENREK TN , L/JI]—I 115 [BEE

[A] &
Bl | RIRIEEE T AT FMXERMEEA

. FRXE
« XE1: FM A (us-east-1a)
« XEk 2 : £ B (us-east-1b)
. BRE
« B§EH 1:10.0.0.0/16 BEHEIFM A
- B§H 2:172.31.0.0/16 BEHE¥M B

REFMZEDEFRE 118
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FRAIR | ERNERTWANEFIRITELREE 2, MEZNERTI B NEF KT ETEE
M 1.

PSS
RiIFE Fiw VPN KT ARBEAH N SN KEMEN BArERREBERE . XFARESHENTE
RIFFEEHE , MAEHLREBT W FMEH.

Active Directory 48 By BN R = T HA T4E
oFd

EE NI Active Directory AELERNAN , BXLEHU AR ITE, REHAMEX 0.0.0.0/0
I IRINFN RS P E NE R REHR TR , BEATENEE B Fr CIDR BREH 1TRIN,

R &A

EML CIDR EARNAMNEIL RS, RINAN LM E Active Directory AR FIH4FEM L CIDR BIih
EPR. €31 0.0.0.0/0 BIRNANERNBFHRIBFRAE , HEKBHITITMG , TIRRNANK 6122
JI = 204

Blan | RIRERULTIRF 62 B AR

« BN H1ERIGE 10.1.0.0/16

« AN 2:4A1B8NHE0.0.0.0/0

« FN 342 ENHR0.0.0.0/0

« MM 4: A 3FNIAER0.0.0.0/0

« AN 5:4H2ABNIFRE 172.131.0.0/16

FERRAIS |, REIEEHRN 2, #0 3 MM 4, A1 XENIAFR 10.1.0.0/16 , A 2XERIFH
172.131.0.0/16, #H 3 ToAiAR 10.1.0.0/16 5 172.131.0.0/16 , BEENIARIFFE Hitt K
K, MERMBRAMN 1 FHW 5, NFFE=NAEHERG R TE ML,

FEFERRANE , T VPN 2EAKKITREE, SXEZHHAEE , 55 H Amazon VPC A
PR RV B% R AR S 0o

RRTT B

Active Directory 4 H93ZAUHNI R LT T4 119


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html#route-tables-priority
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BRI ECIBH BN 2B AT G Active Directory AEFXTEFEMLE CIDR BIHBIFR, IRRFMNE
3 0.0.0.0/0 WEAAN , FidFUANN&REHTIEMG , HEUHNRNANTEELRHER T
[ X PR A9 P 2%

ZPimTEIFRIFNE VPC, Amazon S3 5 Internet
3

KREEBEEREF K VPN KT SB&H , ERNEF KL ZEFRINZE VPC, Amazon S3 =
Internet,

PSS

LT HRERAEIZH Internet, 312 VPC 1 Amazon S3 EZ R BN SR,

EPIRTEF RN E VPC, Amazon S3 E Internet 120



AWS Client VPN

Clients can’t access
peered VPC/53/the
internet.

Does the
endpaoint
have the required
authorization
rules?

Mo

Add the required authorization
rules. For more information, see
Step 1.

Does the
endpaint’s security
group have a 0.0.0.0/0
‘egress all’
rule?

Add an outbound rule that
allows “all traffic’ to 0.0.0.0/0 to
the Client VPN endpoint’s
security group.

Can you resolve
the DNS name?

Check that you have provided a
DMS server for the Client VPN
endpoint. For more information,
see Step 2.

Can you ping
a public IP
address?

Check that your associated
subnets are properly configured.
For more infoarmation, see
Step 3.

Can you ping
an IP address with a
payload larger than
1400 bytes?

Check the M55 config in the
.ovpn endpoint configuration
file. For mare information, see
Step 4.

BEFWmTET A E VPC, Amazon S3 = Internet

Yes
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1.

EHA Internet , BRI 0.0.0.0/0 BYRFN
EiFEIXE VPC , EREX VPC #Y IPv4 CIDR SEE R A,

EifA S3, EIEE Amazon S3 KT A/ IP #hit,
REERERESHEIT DNS B,

WMRETEEENT DNS BF , BTRIEEREBENEFF iR VPN Lin T QIEE DNS RS/, MREE
EBHCH DNS RS , iFIEEH IP bk, WIFREBEBM VPC E DNS RS 2R.

MREBFEEEN DNS RS [IEEMA IP bt |, iF7E VPC Y .2 IP it 4§ E VPC DNS ##
HEF.

3t F Internet i5E] , ERELREBEER ping 2F IP bt RN HM UG | 470 amazon.com, MR
BARWEIER , FEAXBKFNHUEBARESH N ERMMII NAT M ERIAREH. WREH
ERME , BHEIAKB 7S BPE L A SR H U557 2 00 B 48 177 8] 428 51 51 =R AL

MRETEZRENE VPC , BRIEXEKRFRHNBEHRETEAXNE VPC HIBEHEKE,

WMRIET AR Amazon S3 , FRIEKREKFMHEHARREERMRK VPC KiiTi SR HF
B

KRELRBEBXN AT AT 1400 FFHAE IP it AT ping BE. EAURTHTZ—

 Windows

C:\> ping 8.8.8.8 -1 1480 -f

* Linux

$ ping -s 1480 8.8.8.8 -M do

MRETERNABATF 1400 FTH IP #ak 4T ping B1E , BEABEX R RERITAE iR
VPN &% & .ovpn BMEXH , HARMUTAR,

mssfix 1328

EPIRTEF RN E VPC, Amazon S3 E Internet 122
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Y XFEE VPC. Amazon S3 5 Internet B 17 8] 2 8] 81 1Y

(7] &R

REEZETIFE VPC. Amazon S3 = Internet A& F (B BRIEIERE R B |, B R FRI 7 A R Z B
M, REZAMTFIERE , AR EFIERE T R RIERE R,

R &

EFFmRYE DNS 2 E A EEIF A iw VPN KT R, XERESF M mEMERES , HREE
BEERXBRNFHEBA, Bt , MIRFFREFXEAREAFZENRKTMN , B TEKERERE

Al
BRRTT B

WiFE P im VPN KT QRS ERHNENXEMEN BRNEEREHRKE . XFBRESHRENE
RIFFEEE , MAEEREES WA REK TS,

Flin | BRIRIEHNEFEFIG VPN KT R G =ANKBENFN (FRMA, FRBHMFMWC) , HEEHFER
BHEFPIREB A Internet I8l Rtk , BATRM=710.0.0.0/0 BH - BMKRBEFMNE—NER :

- BH1:0.0.0.0/0 (HXTFMA)
- %M 2:0.0.0.0/0 (X FMB)
- M 3:0.0.0.0/0 (HXNFMC)

ZFPiREHIRE TLS £&i%

[A] &

REZEB R HIRNE P IRIEZIIZE, K VPN , BIEET OpenVPN B E iR 2 iR iE R
BT8R — :

TLS Error: TLS key negotiation failed to occur within 6@ seconds (check your network
connectivity)
TLS Error: TLS handshake failed

Connection failed because of a TLS handshake error. Contact your IT administrator.

ARERRE 1

XIXE VPC, Amazon S3 =% Internet B i/ 8] 2 B &R AT 123
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MREEANERCQHFGRIE , AEESA-IMEFEFRIELRHEIIR , WZFF/RHIESBHIIRATEE
B, EHORIEME , B/ VPN KT REBEESANEFIRILEDRHEINRRER P HIE+S.
MREFFIHRIEPRHEFIRECTH , MEEZEZEIEFFiw VPN LT Ko

BRRTTHR A
£/ OpenSSL TERKEE FiRiEF B H IR B H,

$ openssl crl -in path_to_crl_pem_file -noout -nextupdate

R EREIH B HNEE, IREFEFREDHHEFIRESTH , WAHEE —NHEE S ImIES B HE5
RAFESAEF K VPN KIRTT R, AXESZERE , BERESRIED BHEIIR.

ARERRE 2
AT &P VPN i QB ARSS SR iEH 2T H.
FRIRTTEE 2

£ AWS Certificate Manager 2%l & A HEHA AWS CLI K EBRFEFIEBHRS, MERSZHJ|IEFHES
B BRI RHEE E£F ACM, BXEH OpenVPN easy-rsa = T2 F £ R IRS 85 M & F imilk
PHNBAFTHES A ACM WFEHASR |, HSFEN 0O F B KT,

HNE , BERHATEZEIEF K VPN HET OpenVPN WEHRTREHIN T A&, HXETF OpenVPN
HHRGHELRENEZEER | iHSFHAWS Client VPN AP BTN ES g VPN EEHREEE,

EPimBHIRE T AP B MEEEE IR ( Active Directory 451 )
Fd

BXBENEFiR VPN LinT AR Active Directory SHRIE , HF BRE LB R T iw K
WEESEFEF R VPN, BRIE , FFRRIRE T ERA - B NEBER.

A RERY R

MREFEAH R Active Directory SIE , HEES ABFFiREEXHERB AT Multi-Factor
Authentication (MFA) , M ZX#4FZERATRAAFHA MFA RBHAXERFE. RERTAFPNE
AHAFRENES , E5HRIEXK,

fRRTT B

EFWRMHRE T AP & MEBEIR ( Active Directory 4RI ) 124


https://github.com/OpenVPN/easy-rsa
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/troubleshooting.html
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THFNEFREEXHHRES RELNE K, BIALTXHEZEUTIT,

static-challenge "Enter MFA code " 1

BEXEZER , BZHASHAREE iR E . Mk Active Directory B MFA L& , ML H LA
&P VPN é%“* RRBIE MFA BRI T4,

EFRmRHREAFENREER (RREFHRIE)

(7] &

ﬁﬁﬁﬁE%A%ﬁLlIEE’J%F%ﬂ&.H’*% BHIAHER WINEREFER. FRREN ITEE

NRo

=10

R&A

LERIRTATRER BT IdP B SAML IR A RITEED —PNEHERW.

R R

HRKA IdP B SAML WP EDEIE—NEM. BSHET SAMLH IdP BEER R TRESFEE

B ImTTEERE (M@ S HRIE )

[A] &

BXEOE/iw VPN LinT RER TRNESHRIE. F/HREE TLS BAHE X ME R MNEA #HiR,
A REY R A

EFFREENEEXATEEFFRIEIPNESHRLEES  HFLPNBRATIER,

BRRTT B

BRZGENHISEENEARIIEIRNEHR. NEXE  SERENHHREERS KAENES
i, AXESEER , BEHS HANEER - Rkl & X .

EFimRE R EIEET R AKRMER (BRESF ORI )

[A] B

BERIRREEEAFBENEBER (RS HRIE) 125
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BNENEF VPN KinTREATRESHRIE, SEFIREET SAML WS G RAR (1dP) XK
SREOPRAHRAABNEDN , KENEIEBEE FHRAKRDEIR,

R &A

IdP JREI#Y SAML MR H T XIFHHEAKD. BEXESEE , FSHET SAML RS S HKIEH
ERFEEEW,

HRT R
SR 1P SR TR AN, REBREER.
B ARITIT N 2R ( BRE HIRIE )

) &

BRENEFR VPN KT /QER THREFHRIE. IFEFHZRERILET RN , BRREER
BAFRNRRED , MREXNESAFBNBEBHREED,

5353

RUSEFRNEEXHAEE auth-federate #Ric,

fRRTT R

SHENNREXH , FESA AWS #ENE ik , AREREE.

FERimREEE A AROER (BRESFORIE )

[A] B

BENENEF R VPN KITHRER TRESHRIE, YFFRSHEEIRET R, FFRRREER
BT 4IR

The authentication flow could not be initiated. There are no available ports.

R &

AWS REMEFIREEFEH TCP w0 35001 KERFHRIL,. BEXEZEL , BSHET SAML B
BREEHRIENERNTEEW,

fRRTT B
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KU FimkYiR& R LL TCP iw O 35001 , & EESHEA THM#HE.

BT IP AEE ML LE VPN E#
&) &

VPN EZEELIL , EFRIHHRHIRELL TR : "The VPN connection is being terminated
due to a discrepancy between the IP address of the connected server and
the expected VPN server IP. Please contact your network administrator for
assistance in resolving this issue."

R &

AWS M EZ iR EREEREMN IP it 5% Client VPN a8 VPN RS20 IP g, AXE
ZER , BZROMNMZFESEE AWS Client VPN,

PSS

#IA AWS REMNE FimH Client VPN iw R 2 B%H DNS K3,

NREEHT LAN HIE1TT I
A

% LAN IP it SEE RELATHRERE IP #tabSEE 2 AN |, 2R RERABATFEMN (LAN) B &R
MHATHE: 10.0.0.0/8172.16.0.0/12, 192.168.0.0/16, B169.254.0.0/16,

R &A

RN BN EFim LAN #akSE BB LR srESEE |, I Client VPN % 25 B304F OpenVPN E5
EMRAXXR-AHh” #HEBZFFig | BEFAERENRERA VPN, BEXEZELR , HSHEAMANF
B{ESE AWS Client VPN,

fRRTT B
MREFEE VPN EEBRLFAREN , BUUEER L@ Hav RS a B EEN BEN.

KUEE Fim VPN KT R 7o PR 6l

[A] &
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REEWIEES I VPN LR T ANH TR,

R &A

BEHERATZARE , flU, REZWVENEERE , UARITENLNEF iR VPN RENARERF
5 VPC KirT Q2 BHYM IR, FMAFEREESR 10Mbps By SR Hlo

BRTTR
BEITA TS URIEFR,

sudo iperf3 -s -V
EEFmE :

sudo iperf -c server IP address -p port -w 512k -P 60
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TRERTX (AWS Client VPN EE R 1EF) HEH
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ERHN =B

&K VPN £iE &R H
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ErinEELERRF

EENE N

& in 25 P i 5 R

HTF SAML 2.0 WEXE 5%

if

oS ETEELRSYE

L
TR0 T BRI R B

BALREE-—TEENEK
VPN &ERLRE , LARR
EMHMEAMEER,

BT LATE VPN &R E
AWSIEHH Client VPN RHEH M
BRERFLERAXFH#EIE , LUK
EHEMERHEER,

&R AR E P iw VPN iR R
BREFIREELEERFREZ
ITERIGNEEN BE X EE,

ERBAEE P im VPN Lig Ty
KREREFiwERBBRS]
Fo

S5 E] B A TSR B P % VPN
RIS RS NES AT E
.

BRI LAERAET SAML 2.0 19
BREBMHRIEXNEF% VPN A
F#1TERRIE,

AT LATE 81722 AWS Client VPN
KIET AARIEE VPC &4
4,

SR
2022 9 A15H

20221 H20H

20221 H20H

2020 11 A4 H

2020 £10 A 29 H

2020 9 A 29 H

20205 A 19 H

2020 3 A5H
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/auth-rule-example-scenarios.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-max-duration.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-login-banner.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/connection-authorization.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/scenario-client-to-client.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html#federated-authentication
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
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AL E VPN im0

Multi-Factor Authentication

(MFA) X%
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BRI LA B H AWS Client VPN
LR REE - E X/
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MR IEH Active Directory B.J3
A MFA , I AWS Client VPN
Kim T R FFRIEE.

SBR[ LAFE AWS Client VPN £
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VPN,
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https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/cvpn-working-endpoints.html#cvpn-working-endpoint-create
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/authentication-authorization.html#ad
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/authentication-authorization.html#ad
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/split-tunnel-vpn.html
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