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AV UE R EUE R VPN EE | SNEDME N ENMEKEIER VPN EEN TR (RN ERR 0.05 XU,
MEZARNEPR 010 ET ) o BEFNNBEILRIEZNAL (R2FR ) BEFHEA Site-to-Site
VPN ZEZN T EBIE AR AWS BiE& R TR, BT Site-to-Site VPN 3E K 1 B E £L A H R < HY X
BEREBRETEN , EBEIMELIE MK L IRT KA Site-to-Site VPN HE R IE K W 425 B R EAR
AWS #hiEtL BRIt 5%,

BREZER , BERBELEE R VPN EEEN

EATRE R[S VPN EEUREHRERER

NEERENEFNKRZFTAMEREZTY , EUTBEIRNE-NIEFFRRE , NEKN VPC
MELLALBEMKIZEE = Site-to-Site VPN iE#, BEERAITR VPN EEMELMXIRE , BN
EXNEP—MRFJHATETE , RIEBERETUARERELE /) VPN EE,

TEERTHEA VPN B, 819 VPN EZHFEHECHBENEESHNEFMX,

>
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On-premises network

- Tunnel 1
VPN connection 1.______ ry
T le——
] Tunnel 2 A
VPN connection 1 Custbmer
gateway 1
S Tunnel 1

1'-’__ VPN connection 2?69
Ijil Subnet QF; Tunnel 2 il ¥
VPN connection 2 Custpmer
gateway 2

NTFZR , EIITUTERE

s BYFERAMEAENENILAEMNAHCETFNESFNAXRIREE - MNHS B R VPN EE, F2MER
Buh 2 VPN EEZNEFEF MK IP # ik S50 [] LA FF 1],

s EEEANEFPMXIRE, FMRBHNOELULEMBESHBN IPSEE. Ei)EH BGP BH
BERENKR, IR—INEFMXREFRXEHE  NELLEMXSFHAMEREER S IEE ITEN
BEFMXIRE,

AR HE KB UK VPN EEER D R MK I (BGP) AR F = WX ME A FAR M X 2 1B 3R ER
HIEE. BSHEENERIER VPN EEEREMAEEX - mHNESNXWZENEHSEH. B
& BGP MESH AR B E B 7 A B M imay Mo H ISRl o FBRE , M EMBHRE
BNBUEEEEHME , F£HERM BGP REMNKHER (FER) LR TAKRE, FHREEIRT
IR B R

BEXUEBNEEREF,MXURIESF S VPN EENEZEER | 5 A7 AWS Site-to-Site VPN,

JUR VPN iE# 43
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BEFMRIRE

BEFMXIRE BEEARMME ( Site-to-Site VPN EENEX —ix ) PHEHEENYEIRHFIRE,
EHENMEEE R BIFRZEE N £ Site-to-Site VPN iE#,

THNRERERENME, BEFMXRZFARBEEULEMX (EREEH VPC ) B VPN E#,
BEFMXMEMLEMK 2 BHRFZLAR VPN EENREE, IREAFRZHE AWS , fREY VPN
EELBPHERBIE _KBE , L#WE’JWIEUEJLTAEFHJ?O AWS &£ Tﬂﬂj‘ VPN EZRITHIT
43 XURKEEER VPN EENMIBERHN—1. AXESEER , BZH EREU L VPN B
BRET 8%, Ait, HEREEFSMXIREZN, ”‘M\Hb’%%m%ﬁ {Eﬁﬂ X RBRIE.

. Region On-premises network

=

- T Tunnel 1 Customer
Router T><£ —3———  gateway
~_ Tunnel device

Virtual private —}If—_-*—'f Custpmer
gateway gatgway
Router

AXRIRE VPN EZNL R | BESE AT AWS Site-to-Site VPN, EMRITREF | EAILEFBIBEZ AW
KRB AWS uﬁﬁﬁjﬂ"ﬁﬁﬁu%hﬁi\ AWS BXREMERNER , fINHERLAXRMN IP thit, Bx
FZEL , BSH S E S VPN EEZENEFMXIET, FREFMXER AWS FEESSIEEF
EESHE N 1@%@@??@3%&%0

I&E B LAFE AWS Marketplace EE#H 4 VPN &%,

£l

o RIEE A

s BERFMXEENER

s BERFMXRERESE

* 7 Internet ME WX IRE 2 B A &y A&
« ZANVPNEEAR
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AWS Site-to-Site VPN ArfEm
- BERERXIREZNEAE

- BAREANTRAESMXREEE

- FHAEH (BGP) WRHIFEFMXIRZEE

- ELE Windows Server fEAEFFMXER

- FEEFMXIRZRFE

BB S AF

#12 VPN E#JT , BE T LUERE M Amazon VPC #B#| A EH EC2 APl T& AWSIREH RFIE E
X, BERLEG6: THEEXHTHRESZER, BEUUTHETATEAKRBMNSSKEN R
BB/ .zip 3UHF -

T8 zip X4

« BABLE : the section called “/RAIELE T4
« FABE : the section called “RBIELE T4

AWSREHN ROIEEXHIERETEHN VPN EENEE , EUUERAXLEEREELNEFMNX
RE, FEREVFENEEXHNERT AWS WiAEHRE. WRRIHENBEETFMKRE , &
AT —NEREEXATTIRER,

/A Important
Fi B S R, ATRES M B #7 Site-to-Site VPN E BB RL T T, EHAETASHK
# X AES128, SHA1 F Diffie-Hellman 4B 2 LA K% AWS #h[X# AES128. SHA2 F Diffie-
Hellman 42 14 B3t R EIU5 = VPN EENHRIEER, AWS GovCloud BEEERF 571 KIE
MR EZERH, BXTERTFEEXGHURAREMZEE XL, Diffie-Hellman 4., FAFIEH

*ﬂ IPv6 ﬁ%o

(® Note

XERFHENEEXFBAR AWS HEH, EREINELTNH AWS |, BEXHN 2 HR
By, MREBIEEXHRR , TRFESRERNBRAUREES XE.
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TRESEFAHTHORHIREXHNREIIR  ZXMHEERNZE IKEv2, BRINEWRSERAER
MRIRFHEEXFFSIAT IKEV2 X8 | FRBEEN AN EBRRERNEM . BEES RHIE

BRI, LSRG ER

AN

KRER

Cisco Meraki

Cisco Systems, Inc.
Cisco Systems, Inc.
Fortinet

Juniper Networks, Inc,
Juniper Networks, Inc,
Mikrotik

Palo Alto Networks
SonicWall

Sophos

Strongswan

Yamaha

BFRXREHER

¥4
Gaia

MX &3

ASA 5500 %%l
CSRv AMI
Fortigate 40+ 3 %1
J RIIEZ =R
SRX B HI2R
RouterOS

PA %5

NSA. TZ

Sophos B K 1
Ubuntu 16.04

RTX %25

A

R80.10+

15.12+ (WebUI)
ASA 9.7+ VTI

I0S 12.4+

FortiOS 6.4.4+ (GUI)
JunOS 9.5+
JunOS 11.0+
6.44.3

PANOS 7.0+

0S 6.5

v19+

Strongswan 5.5.1+

Rev.10.01.16+

MRENREBFELRROFIRSD , BAXTHBARZFLIAENER , SR TE Site-to-Site

VPN #E#E,

EFMXREBNEEANNEERD . ATHSRREERNZNE

BEFMRREZFHER
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IKE Internet Z2A X (IKE) T2 KB, XBRIRAKREIL IPsec REXRBKNBIAME.
m IPsec & XEBk, WIATAERENMNS. FHRIEE,
pRiE#E O, WA TEVKRERBENRE,

m (A ) B SRR (BGP) MEE, TR BGP HiIRE , REFFMX
REME LB MR Z A IRELH

TRIHTHELRRREFNER, HXHN RFC ( ATSE ) MAXRZERNRE.

B VPN EEHFRAMNBEY R, BREBEHTE IKE ZEXEK, IPsec Z2XEKM BGP X
F, BMBENR-—IH-BREXE (SA) X ( — P AMM—1 1Y) , B, mikgE (mt
SA) HAEMMHE—H SAX, RERZEMAETREN VPN, FeI25 ACL ZEHEMER SA, B
L, TERRFRESHECHAN , REERTHEL , UELTATSRNRERBT .

BINERT , Y4ERAREEM VPN B — 255 IKE HEH , VPN BRERES. LTLF VPN
e 4 B S O B AWS SRS IKE 1h. BXESER | B51 1AFE A VPN BBt
i,

VPN KT RXFEMME , MIRBFFMXRREREREEMNEFREERE , WA 1 BFEHeT
AT BAB 3R,

=R RFC TR
B IKE Z2XxBk RFC 2409 BEXFEAMAEZE4AH AWS Private Certificate
Authority A{ES RN BIEBEE LT AMKH
IKE REC 729 mpmxigg o MR IKE R2 %, BYJE , IKE &

hEIEES B4R |, UEXRRM IKE HERITRE. S8
ZRAMFTEE -, SEMEN S HRIESH.

EHBIE VPN EERN AWS |, BAIAENRBEREB
CHMEZRA |, oL ERE AWS £ —
EEH. 3F , KAUEREEATEAMXRENFA
BiE$H., AWS Private Certificate Authority 5 <&t &

BEPMKIEZRNER 47
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R

M

R

LB EENEI IPsec &
ExER

5/ AES 128 fiNZR =
AES 256 {7 N IhRE

£/ SHA-1 2 SHA-2
(256) M B

£ A Diffie-Hellman
Perfect Forward
Secrecy,

( BhSEEH VPN iEHE )
F R IPsec K3 iwAE N

RFC

RFC 4301

RFC 3602

RFC 2404

RFC 2409

RFC 3706

R
VPN BBENESEL | WHHE SRS VPN R
BB,

XIFLLTRRAS : IKEv1 # IKEV2,
FNF IKEV1! RXEFFTERLS,

Site-to-Site VPN RE2E THRHEMNBRAR, NRE
FANRETERROEE , AR ERHNENE
2 XEk (SA).

£/ IKE G BN EEEBUBBMRME S MKRiRF
EEM A , N IPsec 22 KXEk (SA). FX[H
RUREEA1Z SA RITMHEMEBEE, FARIME IPsec SA
MREMNZIGE ZA R KE #TEBRE , BRERL
REME,

ZEThEEA KR IKE M IPsec ZLXBKIXFEHNRE
o

ZWSFEBARRKIE IKE f IPsec 24 %<Bk,

IKE £ A Diffie-Hellman 21 IfE 2340 , REZFFP MK
BENMELUAEMXZBNWMEERZE TS,

TEFUTA

- F1BERA 2, 14-24
- B2RKERA 2, 5, 14-24

KT R WAV IE A LE VPN R Z AEB RIEIR B M & &
HEIEBIETALH Internet ZIEMNER. KERER
i, PSS BRIZZ 2R Z R B TR, Ed
B, EE AR E IPsec FRE,

BEFMRREZFHER
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R RFC R

( BIASEEH VPN E# ) 7 ERIRE BIEEB R IPsec BEHERZEED, %2
MBERESERIZBEO BEOGSAKRGOEMUFLEMXEIL BGP WNEH4&R IP
(ETEREN VPN) Hrak, ZBEEOSNMITHINGEE (HIW0 : GRE

% IPHHIP) . RO EAZAEREN (MTU) REHN

[ 1umnes | 1399 =,

( A VPN ) RFC 4271 ¥/ BGP #i%% , BGP AT EERFAMXREH

B3 BGP X &4k ELFAEMXBIXREH. FFIEMN BGP REHHT
& HE&ES IPsec ZE&xBfBH. MPMXIGEE
E BGP k3 # A& IPsec SA EiBH IP #14.

AWS VPN R H# Path MTU X3 (RFC 1 191),

MRENZFFRRIZZN Internet ZIE B A& , TSHE Internet MEF - WX IRE 2B EER X,

EFMXRIR R R{ESRE
F /A IKEv2

RANBZVEWFER IKEv2 #1Tih S B3t S VPN E#, IKEv2 2 —Fhtk IKEv1 Effj#, FK, ERX%
Wihil. REYEHNEFMXIEZETXE IKEV2 81 , FREA IKEvl. B3 IKEv1  IKEV2 Z A X 3
NWEZFMEER , BESI RFC7296 BIK 5 A

EigHIEE LM “Don't Fragment (DF)"#x1i2

o BIFEHTE —MRIC , A Don't Fragment (DF) #5128 , R REZBIFEBETRRN D F. ERESHWE
ZHARIE , WA EE R —%“ICMP Path MTU Exceeded” B8, ZoERSD , NARFTAS A EX L
ICMP HEFR D> BNMNBIEIBBEBEWMEN T D ILE. 2D VPN RR AR Z DF FREHERERET
FEDFBRES. MRENEFFXRZHEG1ZI6E , RIMNBWERNEER. FXESHAEE , S
% RFC 791,

mEFS H 1P BiEE

MRBI U RF R VPN EEAENBFEITEY MTU X/, NSRS EFITOR. NiERMEEE
K, BNEBWEREFNXRZEENERFESMB IR ERTOR. RE , WRFWEK VPN HE
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FMARTEMPBNRES , ARNEEZERI TN BENH , ISSIESH packet-per-second M L& 7R
E, AWS BXEZFHAEER , HSH RFC 4459,

R E RSN BEIRNTEY MTU

HFRES VPN EEAXEI T —1MNEWNB sl EHASNENEFMXIRE W BN EA 29 REE
o, BtiERRE , BEIFREAXEHRFESHEIFRNETRESERFESK/NMTU FEEWM , Al xiX
L IED, AWS Direct Connect

BIFEANEEFE MTU M MSS KX/»

TCP HiEVREERELMH IPsec BBEEMANBRARERIEZ, Site-to-Site VPN X#F 1446 FT R A/
WET (MTU) , XRNERARDEKRD (MSS) A 1406 FT, BMBEEEZNRAKRNNER , AIES
SETEXURLERAE. BEBIBEEAFLREREMEE , RNBUESHIREREANERZRE
MTU # MSS,

EA T RKIRE MTU/MSS BUR S5 (LRI SR BB MR8 -

mEg% mEEL NAT iEf MTU MSS (IPv4) MSS (IPv6-
in-IPv4)

AES-GCM-16  T&EH disabled 1446 1406 1386

AES-GCM-16 T&HMA =y=: 1438 1398 1378

AES-CBC SHA1/SHA2  disabled 1438 1398 1378
-256

AES-CBC SHA1/SHA2 EBEREHA 1422 1382 1362
-256

AES-CBC SHA2-384 disabled 1422 1382 1362

AES-CBC SHA2-384 =9=9: 1422 1382 1362

AES-CBC SHA2-512 disabled 1422 1382 1362

AES-CBC SHA2-512 [=h=):: 1406 1366 1346

EPMXRERESRER 50
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® Note
AES-GCM EEBEMEN S HRIE , Rt FFESEN MTU KB 5 AR EEER,

ZH IKE fE—

—EEFMXREBIFNREVTARSMNEERERSFE—1% 1 RE2XEK. HRETES
VPN Xt E &2 B EE 2 BrERST — B MRENFFFMXIRFXIFMIRE , RINBICFEER,

£ Internet M HFF MR IR F Z B EL &Py A g

B —NEES IP it F eEAERIEME P WK IRZIEEDR S IPsec BRIER AWS Site-to-Site
VPN KT 2. MEELEHNEFMXIZRE AWS ZERE T AL , NATHEST RPN F&E
3 IPsec f38., AWS-side B IP it E B E X H .

&\ ( M Internet )

B AFN 11

& IP Tunnel1 7488 IP
BWIP XY EES

1714 UDP

R i 500

B it 500

| AFN 12

& IP Tunnel2 3B IP
BH IP BEFPMX

I UDP

iRm0 500

B &Y 3 3% O 500

Bh K B AL 51
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RAriEmE

AR 13
R IP
B# 1P
7
AN 14
R IP
B# 1P
7

f£H ([ Internet )

AN O1
=P
BWIP
7308
R H

B ith i O
AN 02
=P
BWIP
7308
R H

B 8y 0

Tunnel1 5538 IP
DS

IP 50 (ESP)

Tunnel2 5538 IP
DS

IP 50 (ESP)

BEFMX
Tunnel1 A58 IP
UDP

500

500

BEFMX
Tunnel2 A58 IP
UDP

500

500

Bh K B AL
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F A O3

R IP ZEFMx
BHYIP Tunnel1 #\Z IP
7SN IP 50 (ESP)

A O4

R IP ZEFMx
BHYIP Tunnel2 #\Z8 IP
7SN IP 50 (ESP)

MU 11, 12, O1, F 02 BA IKE BiEEr1E%H,. MM 13, 14, O3 MO4 BEHBEMENMEZAREN
IPsec ZIBIHIE 5o

(® Note
MREBERFZ LER NAT ZF# (NAT-T) , AR B RFIRDO 4500 LAY UDP B & &8 M 4
Mim [ ZE&H. AWS Site-to-Site VPN KR EERE BB S NAT-T,

%Z/N VPN EEHFR
EUTHERES , BB EE - NIZINEFRKREZNSZ VPN EEE,
FAR—ZEFMXIZEZENZ VPN ERE

BRLMERMEENEFMXIRE , SIBNENAUER EMt VPC WIS VPN E#E, ErRILIHXLE
VPN EEZPHNE-MESFEAMEENZEFMX IP i,

ERE-NEFMXIRENITR VPN E#Z

WFB R RENTF SRR IRENATAMEBGEETY , BALUERAE-IMEFRNXIREF = VPN &
. BXEZEEL , B2 FARRESEM S VPN EEUREKEERE, B2 MEBERY TRE
FPRXRZE  BMRZFEQBEAERM IP ik,

FEANEFPRIRBIEEDENMELT AMK (AWS VPN CloudHub)

ZNVPNEEFR 53
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WA N BNEFRREILZN VPN EEFENERREN T, XEETTLFZS/MLBERET AWS
VPN CloudHub, EXEZ{EE , 55 £H VPN CloudHub &8 MNE R 2 AENLZLEE, BES
MEBUVBHETEFPMXREE , SMRENESZNETENM — IP it &,

EFMXIRZE R IR H

AWS B R H1FEN BGP BBH , UXMEL T AMXFHRERK, FERAHNEXY , THEN
REFENSRT,

BIEZA VPN EEE , BT AMCHERBSIEMNRAN BGP MEEEHMERERIEEEY
Y VPN iE#, ERM—MEAEURTEE VPN EENA R, EEMNETAMNXFFEMEERBRER
T, EEEFEHSIENIKRE , MIE BGP BEKH, MRIARER BCGP BEAAT , NEEEERH
DEEH

BARABHLERINESEE , FSREHRM VPN B HEL LR,

FARBRNRIIFEFMXIRFEE

£l

- IR EXXH

- BARANASAETE
- Cisco REMHMEER

« ik

BB I 34

ETHEZEBETANU ST MR VPN EEEENEN RFIEEXH , EFEH Amazon VPC 2|
A. AWS @175 Amazon EC2 APl, BXEZER , B5H FK 6 : THEE S,

FER A AT RS ANBRATRAEREXH , XEXHTTE Site-to-Site VPN EEBENHFE
{H : static-routing-examples.zip

XEXHNFELEAFERSURE, flw, EMNER :

- VPN E# ID. EF M ID MELFABEMX ID B RFIE
o HEHHHHIP ## AWS ##H#AWS_ENDPOINT_1 # AWS_ENDPOINT_2#####
« BEFMXIEE L Internet AT A OMN IP ki SN AF (your-cgw-ip-address)

B MRIRE R H 54


samples/static-routing-examples.zip

AWS Site-to-Site VPN

RAriEmE

M ZREAEMN S FF (pre-shared-key)
« 1P it PRI BRIE B BB
- MTU REH RHIE,

® Note

RPIBE AP RAH MTU RERE TG, AXREBCHBRRERE MTU EIVE
B, BEREFMXRBEREXE.

BRT RAt S AHEN

KEXR, AWS GovCloudEIEEER TS HRIENTMLAZRHA.

XEYHRIEE T XZHWXH AES128. SHA1 F Diffie-Hellman 4B 2 A K it
XH# AES128, SHA2 F Diffie-Hellman 44 14 AR #XHY, SHA2 Hl Diffie-Hellman 42 14 AWS B &

&2 &%, Diffie-Hellman A, FAHIEPHH IPv6 FHE,

TEHSRTEFFMXRE LEENEMAL. ©2EBE

EiZ0O IP it RHIHE,

&G RIS & S AR AR A H

Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE

IKE security
association

Tunnel 1 interface
Remote |P; 72.21.205.

Inside IP: 169.254.255.73

Tunnel 2 interface

193 Remote |P: 72.21.209.225
Inside IP: 169.254.255.77

IPsec security
association

/

IPsec tunnel

\

IPsec tunnel

IKE security
association

IPsec security
association

\/

IP:

Internal-facing interface
Your local network address

Customer gateway device

RIEE S
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FARBENAFAEYTRE

LTRERAZEFFMXREFNASAE (MRTH ) BEZRZFH —ERFILRE,

Check Point

MRIEHIRE RIZIT R77.10 RE S RAK Check Point Security Gateway &% , M A Gaia #&1E
R4 M Check Point tBZEFMXIEZMWE B, SmartDashboard @b af S ER E R i OF
#I %] Amazon Web Services VPC IR E R Z£M%x IPsec VPN —3,

BLERRERZN

F—FPRAUE VPN BEHNEBEZBEREEFRXMELTAMKXNIE (A IP thut, E6lE
F—%PRE |, EFEHABENXHN IPSec Tunnel #1 o TREMNER., ERIEE-XBE | &
AR EXHER IPSec Tunnel #2 ZpHHIZHNE,

1. ARERZEMNXIZZHN Gaia [,

2. 1%&# Network Interfaces. Add. VPN tunnelo

3. EXMNFES , HEOTRE , ABERETKGIERE OK :

« XF VPN Tunnel ID , % A{E{RIHE—{E |, 20 1,
o XF Peer, M ARBENMH—ZF , Hli0 AWS_VPC_Tunnel_ 1 s AWS_VPC_Tunnel 2,

- FBREIEE Numbered (485) , XIF Local Address (A#ttbiit) |, 3 A BB SLHF R CGW
Tunnel IPISEM IP #sk , HIE0 , 169.254.44.234,

« XF Remote Address , S ABEXHF N VGW Tunnel IP IEER IP Huiit | 4l
W, 169.254.44,233,

BABREBNAFRAEEE 56
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RAriEmE

Add VPN Tunnel .

Type: *® VPN-Tunnel
Enabie Fi

Comment

VPH Tunnel

Y
w

Vi Tunnel D; 1

Peer AWS_VPC_Tunmel_1

VPN Tunnel Type
@ Numbered
Local Address 169, 254, 44 224

Remole Address. 169 254 . 44 233

Unnumbered

4. B SSH EZFEMNREMK, MREEANEIERIA Shell , FELEBITU T ERERN

clish : clish

5. XTRE 1, BETUTHS

set interface vpntl mtu 1436

NTBRE 2, BETUA TSRS

set interface vpnt2 mtu 1436

6. ESEXESRUGEABEXHN IPSec Tunnel #2 #f5 THEEGIES —KRBE.

B E RS H

EURSRD  RASFKBEEES VPC A FMNHSHEEUEEREBBIRBRERORERE, F=
SRPBETESE —RBERT R B TS AR, RN EE |, MR ERPHERE T RN
BARE , FREE-NEH, SELAAARTRERIMRNREEN S —wmNIT Ping RIENKRER

EBREER.

1. 7 Gaia ['JFPH |, %# IPv4 Static Routes., Add.

BABREBNAFRAEEE
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RAriEmE

2. IEELMFNH CIDR, #li0, 10.28.13.0/24,

3. i%&# Add Gateway. IP Address.

4. WABBIXMHFR VGW Tunnel IPISEM IP sthut (FI80 , 169.254.44.233) , HIBEME

S I
5. ﬁ?¥ Pingo

6. ERBEIHH VGW Tunnel IP ZH TH IPSec Tunnel #2 H , NE-XKBEEESH

3M 4, BEMLERNR 2,

Edit Destination Route: 10.28.13.0/24 —

Dastinabion. 10.28.12.024

Mt Hop Type: Normal R

€} Mormak Accept and forward packets
Rejact: Drop packets, and send wireachable messages.

Reanic

-,
w

Local Scope:
Comment
Adkd Gateway
Fing:
Add Gateway = | Edd ez

189,254 44 233 1
169.254 44.5 2

| Seve |

Black Hole: Drop packets, but dont send unreachable messages

Cancedl

7. ERRRE.

MREEANRER  ANEHNEMKRESE LR R,

TE SURTHY P 28 33 R

HEWSERED , LRFRESR VPN BEGE-—IMENR , HEEEMTAMXHLE (SMF) IP i
e BRERXEMENREN VPN XN EEMXBHTHIMN. EEFECNE-—NZAURAE

VPN 89 564,

1. ITFRZES SmartDashboard,

BABREBNAFRAEEE
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2.

9.

3t F Groups , FTFF £ T X H 8 Hi%$E Groups. Simple Group., &R LAR /N 4& X4 5k 5 F 4B
BRA,

X3 F Network Objects , ¥TFF L X (B8 % ) X% Hi%#¥ New. Interoperable Device,

XF Name (B#) , ALHRBRERMNEZ , Fla0 , AWS_VPC_Tunnel_1 =
AWS_VPC_Tunnel_2,

3t F IPv4 Address , #ABLE XHFIRENERLLE BRI IEE IP it | 45
W, 54.84.169.196, REMLHIEEH KA IFIE,

Interoperable Device -AWS_VPC_Tunnel 1 [ .
m Inbereperalde Devics - Gerwsral Propesiies

& IFSes VPN Machine
Hame AWS_VPL_Tunnel_1 Color: | Beack
Fud Address 54 B4 163136 Fianchye “or Harre Dymarmec Sddress
P feikeas

Comment

Pesducis

[ Corfigre Sarvan

£ SmartDashboard , I EHMXEMY , REEXINERT , EFHH,
ERREO/RE , B1%&FE Get Topology.

£ VPN Domain (VPN %) 4/ , i3 Manually defined (FZ1EX) , REX KB HK B HikFE
ELR]R2 FRIEMNZH, ER BE,

(® Note
A REERERNE[IA VPN H, BR , FEAFHN VPN EEEATRANE
PLAMEAREZ VPN BHRER |, XHER%E VPN SBZIRENER T

EEXESBRUFERAEEHEHR IPSec Tunnel #2 o THEECES —PMNEXN R,

(@ Note

MREEANRER  BRERIMIPIEOENNERED, FARBEXHHPEEN IP it
ko
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BIEMEE VPN &#£X., IKE # IPsec iIRE

ERSHRT , BFERESMX LAE - VPN X (A EXRBERNNEN R (TERERE) A
Bz X), BERFEE Internet Z4ARH# (IKE) M IPsec R B,

1.

2
3
4.
5

10.

11.

MRXBEMHF | EFEXHERPH IPSec VPN,

1%# Communities, New, Star Community,

NIEWHEXIRHEZFR (FIA0 , AWS_VPN_Star) , REEFERFIEHKHE Center Gateways,
EFE Add , FFENMXRERFRNESEEMXKIIR,

EEBEHRT | fRIEER Satellite Gateways (EEMX) M Add (Fin) , RS FEZ RS2
AT B EIR%E ( AWS_VPC_Tunnel_1 1 AWS_VPC_Tunnel_2 ) FmMEISEEMXIIR,

ERFNEKSF |, % Encryption, 1 Encryption Method 22 & |, #%£$#% IKEv1 only, £
Encryption Suite & , % Custom. Custom Encryption,

EXERES  BENTMZESE , AETKEIERE OK :

« IKE Z&XEk (551 B ER) B :
» Perform key exchange encryption with : AES-128
» Perform data integrity with : SHA-1
« IPsec Z&XKEk (B2 BER) B -
» Perform IPsec data encryption with : AES-128
» Perform data integrity with : SHA-1

ERFBEHKS |, %EF Tunnel Management, 1%£3#F Set Permanent Tunnels, On all tunnels in
the community, #£ VPN Tunnel Sharing 8% 7 , #%&# One VPN tunnel per Gateway pair.

ERFNEKSF , BFF Advanced Settings , AAF1%E$#F Shared Secret,

R -RBENNERN , Bl Edit (R8) , RAERAREXHH IPSec Tunnel #1 &
DHEENTAHAERNA.

EREZZBENNEFEMN , Bl Edit (F8E) , RAERWABEXHR IPSec Tunnel #2 &
DHEENTAHAZERNA.
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Star Community Properties - AWS_VPN_Star [
¢ & Shared] Sl
Center Gabeways
Sotwlite Gatew
Satelite Dateweys W e iy Shermd Sacred S pll Criea meetoery
S——
Tunnel bary ol
. _‘"‘tﬂ Ench Esiema mesmpesr wll huve T ooy
= Advanced Sefings secret with &l rieTal memhens © T CoRELREy
WPH Riouting
MEF [Muliipls Enir
Exchued Services
M mrasesd VPN Pr Fasr iy Sraped Seoret
‘i blois RSP _Tunre_1 -

BNS_WPC_Tunned _2 -

Carcal

12. {1R7E Advanced Settings (BRIRE) K77 , 1% Advanced VPN Properties (G4 VPN &
) BENTEYE , AREETHEIERE OK (BE) :
- IKE (381 M ER) :
- Use Diffie-Hellman group (f£ A Diffie-Hellman 4) : Group 2
* Renegotiate IKE security associations every 480 minutes
* IPsec (58 2 B ER) :
 1%&$# Use Perfect Forward Secrecy
« Use Diffie-Hellman group (£ Diffie-Hellman 4H) : Group 2

* Renegotiate IPsec security associations every 3600 seconds

BB K iEAN

HEWSERSD |, LRFEE — BB P KN AE @ CEAN A SRR | X LM S VPC 2 i
B RANBE, REEMX ERRIZEKK,

1. 7E SmartDashboard , AEMNMRIEREFEM. EXINERT , BFF VPN , REEE
Advanced,

2. %% Enable VPN Directional Match in VPN Column , R EFEHNE R,

3. 71E£ SmartDashboard , #&#EFH A | REERUAT RN 62 KB
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« A VPC FRBEE i FEHPU S A i M E#ATEIE
« RAEARMEBIFREDE VPC FMEITERE
4. #JFF VPN BIRE B TR E T XXRE | FikEF Edit Cell,

5. 1E£ VPN Match Conditions XiE4#EH , i%£3F Match traffic in this direction only, B AL T&EA
E [ B A NIEF Add REIZZAN , HEFZKGERE OK !

« internal_clear > VPN &KX ( &5 a6l2Z8 VPN ER+4X |, Hli0 , AWS_VPN_Star)
* VPN #[X > VPN #[X
« VPN #[X > internal_clear

6. £ SmartDashboard , ERKEE , &,

7. EXEESP , EREHMRHFIERE OK UREKE,

&% tunnel_keepalive_method & 1%

IR E QMK A A R RN (DPD) RARR IKE XEXPHTRYETE . BN KARBERLE
DPD , &%1# AWS VPN #t X E B K XA BEE (ESHIH]ES ) -

ERINERT , VPN FX# tunnel_keepalive_method BHi&E N tunnel_test,

BT ZEERN dpde VPN 1 XAESNEE DPD KEH VPN M EB 47516
tunnel_keepalive_method BM#HTEE , BFEEME=H VPN WX, EFeERE—Mxbt
NGl F kR

AILAE A GuiDBedit TERE#H tunnel_keepalive_method &,

1. ITARESN SmartDashboard , AR RELZLEEBRSFEE. HEBRSES.
2. i%3% File 1 Database Revision Control... , ARG E1TIRE,

XA SmartConsole B0 , #lf. “ SmartDashboard SmartView IR ER28” f “ SmartView
HIES

530 GuiBDedit TR, AXEZER , BEARER/AXBFHLLNXELERBEFTE,
fiRIRI%E$E Security Management Server 1 Domain Management Server,

EELBEEF |, fOXIEE Table, Network Objects 1 network_objects,

EALEEF | FORIEEMBERXE Security Gateway 1 Cluster IR,

& Ctrl+F , k& A Search XBEERLUTHA : tunnel_keepalive_method,

w

© N o o &
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RAriEmE

9.

10.
11.
12.
13.
14.

ETHE®KD , THF tunnel_keepalive_method B ETXHE | Hik# Edit... (RE...).
%4 dpd , AFIEE OK (ARE).

XET AWS VPN BB MNMXEELR 7 TSR 9,

fRIE R File A Save All,

<Ff GuiDBedit T&,

AR ER SmartDashboard , REERLZLERRSHE. HEERSS.
TEBXHY Security Gateway H Cluster X R £ TR K,

BXEZEERE , FEARERIFHR O LNXE R77.10 FAYHE VPN Zhek.

JEA TCP MSS EE

TCP MSS EER/NT TCP HIEEBHN R KR A/NA EBITFEZ S Ko

1.

SMEBLLTTBE % : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. BIYIZ1T GuiDBEdit.exe M ARERBIEETE,

3. 1%&# Table, Global Properties, properties.

4. XF fw_clamp_tcp_mss , 1%#F Edit, FEERN true Hik#E OK,
LATESERy O

BB EEREXA TAR ST IEEZTUATHTREBIERERS.

vpn tunnelutil

FEERAETH | &F 1 AJRIE IKE XBL , &7 2 AIRIE IPsec <Ek.

A ERARERERRESR AERBIIBT EREANBEIREEEME. Flm , LT EEE
TRESBIERE 1 R&F VPC FEEME,

BABREBNAFRAEEE

63


https://support.checkpoint.com/results/sk/sk97746

AWS Site-to-Site VPN AriEE

Product BH Securily Action 2 Encrypl
GatewayManagamean Rusle "
Date 4Nov2015 Current Rule Number 4-Standard
Time DazZ0 Ruls Hame —
Humber 21254 User —
Type E Log .
Origin cPOW-997695 oo |
' . Rule WD {0AA18015-FFTB-4650-BOCE-
e —————————| SS65Escecros
Source & management_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme [&]IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 + PFS
Senvice Methods (group 2)
Protocol e icmp VPN Peer Gateway  AWS_VPC_Tunnel_1
54.84,169.196
Interface [= eth0 P ﬁﬂw L
bproduct M
Source Port -
VPN
4] Metwork
Policy Hame Standard Information service_id icmp-profo
Policy Date Tue Mov03 11:33:45 2015 ICMP: Echo Reques!
ICMP Type: 8
Policy Managament cpgw-997695 ICNMP Code: 0

SonicWALL
UTEEERUMER SonicOS EERMEAE SonicWALL i%#% LEE VPN B&iE,
il EFZE

1.  3TFF SonicWALL SonicOS B 5@,
2. HEEBHT , fOXIEE VPN, Settings. & VPN Policies T , i&# Add...
3. £ General &+ EH VPN KBEO+S  EEELUTEES

o REEERD . EFERREREO,
« Authentication Method : #%# IKE using Preshared Secret.
+ Name : #i A VPN REEH B, BIUEREEXHHPRAN VPN ID B,

+ |IPsec Primary Gateway Name or Address (IPsec FEMxZ#Sibit) : wmABEXHF R
HOEBFERXE 1P st (HlE0 72.21.209.193 ),

+ |IPsec Secondary Gateway Name or Address : R B ERIAE,

+ Shared Secret : i AREXHFHRENTIHREZRL , A/ Confirm Shared Secret FHEIX
Ao

* Local IKE ID : #i A& P M (SonicWALL &%) #9 IPv4 i,
BSKENAFAETRE 64
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* Peer IKE ID (X¥% IKE ID) : W AERLFABMRH IPv4 Hbhik,
4. 7E Network I+~ L , EEBELUTEER :

« 7£ Local Networks T 7 , #%&# Any address, E1E F 1L 5 01 B LE 2N 3 X 4% HH TR 52 432 ) /3

« £ Remote Networks T , i1 Choose a destination network from listo £ AWSH {# &
) VPC By CIDR B2 — /Mt XN KR,

5. 7 Proposals (RR) W+ L , EEEUTER

« % IKE (Phase 1) Proposal T4 , T T4 :

- Exchange : %% Main Mode.

« DH Group (DH 48) : #i A Diffie-Hellman 4 #9{E ( #1202 ) ,
« Encryption : #%# AES-128 5 AES-256,

Authentication : 1%# SHA1 =X SHA256,
- Life Time : #i A 28800,
« 7£ IKE (Phase 2) Proposal 77 , T T E :
« Protocol : #%&# ESP,
« Encryption : i%£$F AES-128 = AES-256,
Authentication : 1%# SHA1 3¢ SHA256,
1%&H Enable Perfect Forward Secrecy %4 , A/G1%#F Diffie-Hellman 4,
- Life Time : % A 3600,

/A Important

RTE 2015 F 10 AZRitIZELTAM , WAHAXFH B BUETE Diffie-Hellman
48 2, AES-128 Fl SHA1,

6. 7E Advanced &I+ L | EEELTEER

- 1%£$% Enable Keep Alive,

- i%#% Enable Phase2 Dead Peer Detection HFH AL THA :
« X¥F Dead Peer Detection Interval , A 60 (X2 SonicWALL R &ZZEZH&/ME).
« XF Failure Trigger Level , A 3.

- 33 F VPN Policy bound to %32 Interface X1, X 2B ¥R /N5 1Ptk 3 F 50
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7. & WE. 1E Settings WH L , BRIER Enable SiEERIARL TEF RS, FRRTRBER
B,

Cisco IREZWHMEE

84 Cisco ASA XX Eah/& FAER . FHIXL Cisco ASA Bt , B—IRREEE—NEFIMBRE, NI1E
F—IRBRETTHANERLT , RAREFTH. BBZARE , BNZBATUESTEH  —/NBREIEE
8K VPC,

Cisco ASA [RA 9.71 RESMAZFEZ/EoERX, FHIXL Cisco ASA B , &R E RS EHR/NPRE
RESESIRDS ., EBZARE , BRIZBATUETHP —PNBREEREIIEH VPC,

3 F Cisco 8% , BATMMITATRIE :

- BENSEO,

« ¥R Crypto ISAKMP ZKBEF 55 E G H —#,

- #1R Crypto SRR F5IS5EHMH—4,

« ¥R Crypto IPsec ¥ &£ M Crypto ISAKMP KE&F 3 518 % LB EMNEME M IPsec BEE — 2
- BIRSLA GRS EAM 4,

« NEFEFMXIREZMENAMNE 2 BERRENPIERBERHTEE.

A izt

BXMiH Site-to-Site VPN EEHNEZELR |, SN Site-to-Site VPN £,

NAEH (BGP) W RHIZFFMXRZEE
£}

- TOIRENH

- PRBHWAFRETE

- Cisco REZEMHMES

« Juniper TR EMEE

i
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IES I 3

ETHIERETEHI ST VPN EZEENEWN REIEE X , E#FEH Amazon VPC 24|
A. AWS 1T Amazon EC2 APl, BXEZEL , 55 P& 6 . TEHEE .

BRI AT ABRANBATRAERENXH , XEXHTEBE Site-to-Site VPN EEEENHE
{B : dynamic-routing-examples.zip

XENHENFELEAHERSURHE, flm, elER :

« VPN £# ID. EF M ID MEHFABEMX ID B RFIE

o HHAHHHHIP ## AWS ###AWS_ENDPOINT_1 # AWS_ENDPOINT_2#####

o BEFMXIEE L Internet AIEEHAAZBIZEOMN IP it By SN AF (your-cgw-ip-address)
- MHEZRAEN SFF (pre-shared-key)

o IP b3 NEYBSERY R BIHE.

- MTU RIERRHIE.

® Note

ROIBE AP R MTU REREREIZH. AXREACHBERRERE MTU EVE
B, BZRESMXRBRERXE,

BRTIREMEMNAEN , XEXHRIEE T KSZHXA AES128, SHA1 M Diffie-Hellman 48 2 JA K itb
X# AES128. SHA2 A Diffie-Hellman 48 14 AR #XH, SHA2 # Diffie-Hellman 42 14 AWS #&
KER, AWS GovCloudEflEEEATEMRIEMNMAZR, BAIERREIEEXHAFAE
% £ &%, Diffie-Hellman A, FABIEHH IPv6 FE.

TESRTEE/AMXRBFLEENSHASH, ©ERBERD IP iKY REIE,
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Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.1 Inside IP: 169.254.255.5 association
IPsec security / \ IPsec security
association association
BGP peering BGP peering
Peer: 169.254.255.2 Peer: 169.254.255.6
Remote ASN: 7224 Remote ASN: 7224
IPsec tunnel IPsec tunnel

Internal-facing interface
IP: Your local network address

Customer gateway device

TJJ/L,\E%EHE’JFEFP?*E *EE
UTREAZEFRXEZNAFRAE (WRTH ) RHEZREN —LERFERE,
Check Point

AR 2 A Gaia TP M5 Check Point &z 1T R77.10 RE S AE Check Point Security
Gateway R Z MWL, SmartDashboardEt A S EZK E R HFH LK Amazon Web Services
VPN BGP —3,

REEE O

EF—F2BE VPN RBREHNEBRRBERBEEFNXMELTAMKNIE (RIP) IP thit, B4l
F—%RBE , BEAREXHEN IPSec Tunnel #1 A TEENER, EBE_KEBE
FEABEXHR IPSec Tunnel #2 o HEMWE,

1. B SSH EHEIENEEMK, MREFEANZIFIIA Shell , FBIETUA TR ETRERN

clish : clish
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2. BUYETUTHSRREZFMX ASN (EHRIEEFMXERMEN ASN AWS ) .

set as 65000

3. FRBENHR IPSec Tunnel #1 o TRMMNEER , IE—FKBECERRBEREOD, AE
KRR EIRAtME—F s , Hlin AWS_VPC_Tunnel_1,

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233
peer AWS_VPC_Tunnel_1

set interface vpntl state on

set interface vpntl mtu 1436

4. BEXERSLFERAGEEIHR IPSec Tunnel #2 ZH TIEMUNEEVNEE_KEBE. I
BHBRERMM—Z | Bl AWS_VPC_Tunnel_2,

add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37
peer AWS_VPC_Tunnel_2

set interface vpnt2 state on

set interface vpnt2 mtu 1436

5. REELFABEMX ASN,

set bgp external remote-as 7224 on

6. FEHAERESHM IPSec Tunnel #1 FoFIRUHNEENFE—XBERE BGP,

set bgp external remote-as 7224 peer 169.254.44.233 on
set bgp external remote-as 7224 peer 169.254.44.233 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.233 keepalive 10

7. FERAEEINHH IPSec Tunnel #2 Ao FIRENEENFE-LFEBERE BGP,

set bgp external remote-as 7224 peer 169.254.44.37 on
set bgp external remote-as 7224 peer 169.254.44.37 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.37 keepalive 10

8. REFEE.

save config
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13 BGP KB

BTk, 62—/ BGP Xl , ZRKBATEA AWSAHHEE, AE , HENEFMXEENF
HZ 3% B 2 f0 2| AWS,

1. 1 Gaia WebUI A , #%# Advanced Routing, Inbound Route Filters, i%£3# Add , AREER
Add BGP Policy (Based on AS),

2. 3F Add BGP Policy (511 BGP ##) , EE — M FRHAEFE—INT 512 # 1024 ZEH
B, RAREE-ANFEHPWAEUFE MK ASN ( filtn , 7224) ,

3. &E&ERREF
1% 1B 2 1th % E

UTHREMT o EAEIZEARKE, SEATUNTENREHN D ERE (Hl, BSEHIEL
DEBENEERINERE ) . BXEZER , BF5H Gaia BREEH R77 A EEERE.

1. 1 Gaia WebUI # , #%## Advanced Routing, Routing Redistribution, ### Add
Redistribution From (RINE# 2 EIR) , AEIERE Interface (M),

2. XTF To Protocol (BARMY) , IEBEFB MK ASN ( il , 7224) ,
3. XITF Interface , ‘EE—NMAZPEO, EERTF.

TE SRR R3S &

ETXR, h85% VPN BEGEZ—IFMENR , AEEEURBMRNLE (HE8) IP ik, &HE
EREXEMEXNREN VPN XN T ERMKXFITHRM, EEFECE—NZALAE VPN B 5
UES

1. ¥TH®ZEL SmartDashboard,

2. XF Groups , ITFF LT XFEHE Hi%k$E Groups., Simple Group, &1 LAX &N 4% %t 5 {8 F 48
GEEER

3. X¥F Network Objects , T L TFX (B H &) X5 Hi%EF New, Interoperable Device,

4. FtF Name (BF) , MALELR 1 P ABEREMNBAF , Hla0 , AWS_VPC_Tunnel_1 =
AWS_VPC_Tunnel_2,

5. XF IPv4 Address , I ABLE X4 IRENEINET ARSI AES IP it | 45l
W, 54.84.169.196, REFHEHZEHRAXTEE,
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Interoperable Device -AWS_VPC_Tunnel 1 [+ .

m Inleeperable Device - Genenal Fropesies
Topology

& IFSae VPN Machina
Mame AWS_VPC_Tunnel_1 Coior | Biack
Fod Addoess. | 54 B4 163,136 Fianchve “er Harra Dynasmic: Address
b futidreas
Commant

Peaduci

[ Corfigre Senvan

6. TEAEMRFEHSF , &EEF Topology.

7. 7E VPN Domain (VPN 1) 22 & |, % Manually defined (F31EX) , REH BRI FHiEF &
ESTR2 PRIEMNZZAH, %EF BE,

8. EEXESBWUUMHEEXHH IPSec Tunnel #2 o THEESIERRE —IREXR,

9. HILBHMXMENR , HAEHMAXHERTENR , ARBIERFE Topology.

10. £ VPN Domain (VPN i) #84 # , i%&# Manually defined (FE1EN) , REX B KB HiEFE
ESTR 2 FEIEMNZEA, &8 BE,

@ Note
BULRECREENEMINE VPN H, BR , EHEANN VPN EZEAREHNE
MMM EAREZ VPN SR EH , RERE VPN BIEHZIRENTER T

@ Note
MREEANRER  BRERIMNIREZOELNERFEZED, ERAREXHHEEN IP it
iko

BIEMEE VPN X, IKE # IPsec &

BTk, EREAMR LOE—N VPN X ( IBRBEFRENR ( TERERSE ) FmMEIZ
#HX) . BEFEE Internet ZARMR (IKE) M IPsec RiE,

1. MRXEMS , EFEXFEEFTH IPSec VPN,

2. 1%# Communities, New, Star Community,
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10.

11.

NIEWHEXIRHEZFR (FIE0 , AWS_VPN_Star) , REEFERFIEHKHE Center Gateways,
% Add , HHEHMXBEFRNESSERKI&K,

ERFEEF |, % Satellite Gateways (T EMX), Add (Ri0) , REFEZRSIEZN T ER
YEi% % ( AWS_VPC_Tunnel_1 # AWS_VPC_Tunnel_2 ) FmTSEHEMKIRK,

ER BB , % Encryption. 1E Encryption Method £84# , %% IKEv1 for IPv4 and
IKEv2 for IPv6, #£ Encryption Suite #7# , i%# Custom, Custom Encryption.

® Note

EAIRA IKEVT ThEEIEEE IKEV1 for IPv4 and IKEV2 for IPv6 (IKEv1 for IPv4 H IKEv2
for IPv6) 1£10,

EXEES  BENTMRESE , AEETK/EILERE OK (BIE) :

« IKE Z&XEk (551 B ER) B :
» Perform key exchange encryption with : AES-128
» Perform data integrity with : SHA-1
« IPsec Z&XEk (B2 BER) B -
» Perform IPsec data encryption with : AES-128
» Perform data integrity with : SHA-1

ERFBEHKS |, %F Tunnel Management, 1%£3F Set Permanent Tunnels, On all tunnels in
the community, #£ VPN Tunnel Sharing 8% 7 , #%&# One VPN tunnel per Gateway pair.

ERFNEKSF , BFF Advanced Settings , ARF1%E$F Shared Secret,

EEE-RBENNERN , Bl Edit (R8) , RAERAREXHE IPSec Tunnel #1 &
DHEENTAHAERNA.

EREZZBENNEFEMN , Bk Edit (F8E) , RAERWABEXHR IPSec Tunnel #2 &
DHEENTAHAZERNA.
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Star Community Properties - AWS_VPN_Star [
¢ & Shared] Sl
Center Gabeways
Sotwlite Gatew
Satelite Dateweys W e iy Shermd Sacred S pll Criea meetoery
S——
Tunnel Warapement
. - Each Extemal merier wil have e dodowrg
= Advanced Sefings secret with &l rieTal memhens © T CoRELREy
WPH Riouting
MEF [Muliipls Enir
Exchued Services
M mrasesd VPN Pr Fasr iy Sraped Seoret
‘i blois RSP _Tunre_1 -
BNE_WPC_Tunrneel 2 -
Ecl L]

Carcal

12. {1R7E Advanced Settings (BRIRE) K77 , 1% Advanced VPN Properties (G4 VPN &
) BENTEYE , AREETHEIERE OK (BE) :
- IKE (381 M ER) :
- Use Diffie-Hellman group (f£ A Diffie-Hellman 4H) : Group 2 (1024 bit)
* Renegotiate IKE security associations every 480 minutes
* IPsec (58 2 B ER) :
 1%&$# Use Perfect Forward Secrecy
« Use Diffie-Hellman group (£ Diffie-Hellman 4) : Group 2 (1024 bit)

* Renegotiate IPsec security associations every 3600 seconds

BB K iEAN

BTk, BE—NEAR SN E @ CE AN K, XEHN R VPC A M 452 A #Y
BE. RAREMX ELZFEZEK,

1. 7E SmartDashboard , AEMNMRIEREFEM. EXINERT , BFF VPN , REEE
Advanced,

2. i%&# Enable VPN Directional Match in VPN Column , A[Fi%&# OK,

3. 71E£ SmartDashboard , #&#EFH A | REERUAT RN 62 KB
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« A VPC FRBEE i FEHPU S A i M E#ATEIE
« RAEARMEBIFREDE VPC FMEITERE
4. #JFF VPN BIRE B TR E T XXRE | FikEF Edit Cell,

5. 1E£ VPN Match Conditions XiE4#EH , i%£3F Match traffic in this direction only, B AL T&EA
TE [ PeEe AL 3R Add (R 00) SREBIZBZAN , ARETKEEE OK (BE) :

« internal_clear > VPN &KX ( &5 a6l2Z8 VPN ER+4X |, Hli0 , AWS_VPN_Star)
* VPN #[X > VPN #[X
« VPN #[X > internal_clear

6. £ SmartDashboard , ERKEE , &,

7. EXEESP , EREHMRHFIERE OK UREKE,

&% tunnel_keepalive_method & 1%

IR E QMK A A R RN (DPD) RARR IKE XEXPHTRYETE . BN KARBERLE
DPD , Z7E AWS VPN # X &K APRE.

ERINERT , VPN FX# tunnel_keepalive_method BHi&E N tunnel_test,

BT ZEERN dpde VPN 1 XAESNEE DPD KEH VPN M EB 47516
tunnel_keepalive_method BM#HTEE , BFEEME=H VPN WX, EFeERE—Mxbt
NGl F kR

AILAE A GuiDBedit TERE#H tunnel_keepalive_method &,

1. ITARESN SmartDashboard , AR RELZLEEBRSFEE. HEBRSES.
2. i%3% File 1 Database Revision Control... , ARG E1TIRE,

XA SmartConsole B0 , #lf. “ SmartDashboard SmartView IR ER28” f “ SmartView
HIES

530 GuiBDedit TR, AXEZER , BEARER/AXBFHLLNXELERBEFTE,
fiRIRI%E$E Security Management Server 1 Domain Management Server,

EELBEEF |, fOXIEE Table, Network Objects 1 network_objects,

EALEEF | FORIEEMBERXE Security Gateway 1 Cluster IR,

& Ctrl+F , k& A Search XBEERLUTHA : tunnel_keepalive_method,

w

© N o o &
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9. HETAHBEHS , ITHF tunnel_keepalive_method B E T | HikdF Edit.... HORIER
dpd #1 OK (H&3E).

10. XETF AWS VPN BN BN MXEESR 7 BILR] 9.

11. fORERR File  Save All,

12. <A GuiDBedit T &,

13. TR E R SmartDashboard , AEEFELZLEERSHR. HEERSR.
14. 1EHEXHY Security Gateway # Cluster 3 R L ZZEFK B,

BEXEZER , FERAREAXEFF O LEMXE R77.10 RHIFE VPN IhEs,

B A TCP MSS ElIE
TCP MSS EER/NT TCP HiE TN JRARA/NAR L HIEE S K.

1. SMEBLATHEZR : C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\,

2. BIYIZ1T GuiDBEdit.exe M ARERBIEETE,

3. 1%&# Table, Global Properties, properties.

4. FF fw_clamp_tcp_mss , i&# Edito FEE RN true , REERE OK (BE).
LATESERy O

BB EEREXA TAR ST IEEZTUATHTREBIERERS.

vpn tunnelutil

FEERAETH | &F 1 AJRIE IKE XBL , &7 2 AIRIE IPsec <Ek.

A ERARERERRESR AERBIIBT EREANBEIREEEME. Flm , LT EEE
TRESBIERE 1 R&F VPC FEEME,

BB RS REEE 75
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Product BH Securily Action 2 Encrypl
GatewayManagamean Rusle "
Date 4Nov2015 Current Rule Number 4-Standard
Time DazZ0 Ruls Hame —
Humber 21254 User —
Type E Log .
Origin cPOW-997695 oo |
' . Rule WD {0AA18015-FFTB-4650-BOCE-
e —————————| SS65Escecros
Source & management_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme [&]IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 + PFS
Senvice Methods (group 2)
Protocol e icmp VPN Peer Gateway  AWS_VPC_Tunnel_1
54.84,169.196
Interface [= eth0 P ﬁﬂw L
bproduct M
Source Port -
VPN
2] Metwork
Policy Hame Standard Information service_id icmp-profo
Policy Date Tue Mov03 11:33:45 2015 ICMP: Echo Reques!
ICMP Type: 8
Policy Managament cpgw-997695 ICNMP Code: 0

SonicWALL

BRI LAE A SonicOS BERMALE SonicWALL 8%, BXEERENESESR , BSRESKEH
MR P REERE,

BRLEFAEBREORENIRZMN BGP, BRARHEEXH+H BN BGP WEoFIREN G
EBeHITERE.

Cisco iIRBZHHMEER

&84 Cisco ASA (XX ¥EsN/Z AR, EHIXL Cisco ASA B , B— X REEE —/NEFHIBRE, XNFE
F—IRBRETTHNERT , RABESITH, EBZARE , BRNIZARATUNESTHEA —NRREEE
B IRH VPC,

Cisco ASA [RA 9.71 RESMRAZFEZ/EHENX, FHIXL Cisco ASA B , &0 GRS FEHNPRE
REEDRS., BHMZARE , BNZARLTULELEF —NEREEZTEH VPC,

% F Cisco ®RE , BATIITUTIRE :

- BEESIBEO,
« TR Crypto ISAKMP REEF 5|5 25—,

Cisco iR ZF W EAME L 76
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-« #1R Crypto SIRKREFIISERM— 1%,

TR Crypto IPsec ¥# 5 Crypto ISAKMP KB 75 518 % LB BT H A IPsec BEE —

- HWIR SLA KIS EAM 1,

- WEFFMXRZMEN AR ME 2 BERRENFERAERHTRE.

Juniper REHNHEHAME R

LTFERERT Juniper J &5 A SRX &/ WX 18 &K ROIE & X4

- HNEBIEOWIRA ge-0/0/0.0,

- B&E#EO ID WA st0.1 M sto. 2,

- BRERAR LITEBREONTZSX (BEFSEEARIAN untrust’X ) .
- BRERIABEONZ2X (REFEEEARAN trust’'X ) .

A izt

BXMis Site-to-Site VPN EEHNEZELR |, SN Site-to-Site VPN E3E,

Bt & Windows Server tERE P M <iZ &

&7 LA — B1Z1T Windows Server WIRSS2REE N VPC NEFMXIRZ, ZiLERE VPC H
My EC2 £l L& 27 B 2 W BRSS 88 LiE1T Windows Server , BRHITUTEE. U TEEERT
Windows Server 2012 R2 & & &R,

AE

« EEEH Windows E41

« B 1: BlE VPN EEHEEEN VPC

- FB|2: TH VPN EENEEXH

: B2i& Windows Server

. ®iE VPN B3

B AKX KN

PR 6 M VPN &R

N
S5
N

i
5
w

o
Qe
X
N

NG
QEl
R
()]

Nil
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i & & /Y Windows 32451

TR IF Windows Server Bt EEM Windows AMI BEI8Y EC2 26l £ |, BFHATUATRE -

- ZERASFINIFR/BERRE
1. B AT M HE3TFF Amazon EC2 %A : hitps://console.aws.amazon.com/ec2/.

2. EFIRH Windows 3£l , AREAUKRIERE Actions ( #4E ) . Networking ( M4% ) . Change
source/destination check ( ESUR/B¥rKE ) . %38 Stop (FLE ) , AF%EE Save (&R7F) -

- FAEERSRE , MELTURHREEMEFHRE
1. EERER Windows £fl, BXEZEER , BSMEETEMN Windows K41,
2. {IFFREIER , BIRBEEER.
3. BFFMBER T Ko
4

AR EER RS (ABIEEHIEE | WEER Amazon Elastic Network Adapter 5 Intel 82599 FE#13h
BE ) , AR/GIEFE Action ( #1E ) . Properties (B )

5. ERSEm+F , ZA IPv4 REMEE, TCP REMENE(IPv4) F UDP REMENF(IPv4) B
t, REEE BE.

« AERIKF 2B P iR I SRAIKRE. BXREZER , FSREMAFEME IP i, Hid
Tlbiat - &% VPC el E S Mxr B EL b,

- BREFIHZLAMN ARVFHY IPsec RE. RIAMBRAT , T2AATMBEHIERE. 7, R
ZEEMNHEAN BB FERBRE , WAMEXT IPsec HRESIE LT H¥h B ELHHAN : IP
i 50, IP #1451 1 UDP 500,

BT &/ Windows SEHIFFE MK CIDRSBE , #l0 , 172.31.0.0/16,
S G122 VPN EEHEEZRN VPC

EMNER VPC B2 VPN EH | BRITUUTHRE

1. SIRELAE MR AR EEETEN VPC, BXRXESZEER , F5H IEENZTAMK,

2. 812 VPN EZEMFNEFMX, XTFEFRMX , i5IEE Windows Server NAHF IP ik,
F VPN iE#R | HEEBASKA , REH A Windows Server FFIFE MK CIDR SEE , #iln
172.31.0.0/16, EXEZEE , BHSH $& 5 : 8]2 VPN £,

B2 VPN E#/5 , HF VPC BEENERER VPN EE#TERE.

it B 289 Windows 3£ 78
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/elastic-ip-addresses-eip.html#working-with-eips
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B E&ER VPC

- £ VPC HAIEBFBFM ( MREEZE ) , LB EE Windows Server BEHEHl, BXREZ(E

, BZH1E VPC HOIEF M.,

® Note
HEFRMRFEBEE Internet WX FM, FT—NIEFHA T I FMEERA,

- EFTER VPN EENBERK

- MAEFRHEBARPMEH , SEUREMXERBHR , 2L Windows Server M4 ( CIDR 38

B ) ENBEN. BXEZER , H2H Amazon VPC A F 18R H EY1E 28 B 2% 78 o0 A0 A R B
Ho

- NEBZTAMXEAKBEE, BXESZER , 20 (ENAENX ) ERHRTEAKHEZ

EO

« NENXRPICIBRZEA , UAFE VPC SEHME 2 AHTERS :

o AMAVFRBEHMERIA LS RDP 5 SSH 5 HAYMAN . X4 , B UGN M &S VPC

HSEHl, Fla0 , EAFENME R ITENERIEN VPC F/ Linux E46 |, EoI2E—-> SSH £
# ORIRENEHMNER CIDRIBE (41172.31.0.0/16 ) WAWLMN, BXEZELR |, HS
%] Amazon VPC AF{ERHFMER VPC BWEZ 24,

AN SR B IS &Y A YL ICMP iE RN, X4 | B M Windows Server Xt VPC H#Y3E
FIAT ping IR4E |, ATLUNIRIRMY VPN E3E,

HPR 2 . T8 VPN EENEE XA

LA LA Amazon VPC 24| &8 R &K VPN EE T 5 Windows Server Bt & X4

TEBEEX S

1. BHE https://console.aws.amazon.com/vpc/ I FF Amazon VPC 2 H| &,

2. TESMBEHEH , i£$F Site-to-Site VPN Connections ( Site-to-Site VPN i&E# )

3. ERIEH VPN EE , A/F%E#E Download Configuration ( TEHEE ) -

4. 1%$F Microsoft RNt R , Windows Server fE ¥ & |, 2012 R2 fE R E . EFET &, B

T RREF XA

BEXHIEEUTRAXLUNERTD, ZLEIHERERRR , BREBE—X.

HPR 2 0 TE VPN EENEE XXM 79


https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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vgw-1a2b3c4d Tunnell

Local Tunnel Endpoint: 203.0.113.1

Remote Tunnel Endpoint: 203.83.222.237

Endpoint 1: [Your_Static_Route_IP_Prefix]
Endpoint 2: [Your_VPC_CIDR_Block]

Preshared key: xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE

Local Tunnel Endpoint

EIE0I2 VPN EEE , AT MXIEER IP i,

Remote Tunnel Endpoint

EALTAMXBFEAN IP itz — , BT LIEER AWS AT VPN ZE#,
Endpoint 1

FEIEBIE VPN EE |, BREEENBSEEHN IP AR, EHMEPRIXLE IP ik 2 £
VPN E#15 R &8 VPC,

Endpoint 2

EEIELFAEMXH VPC /Y IP #thutS8E ( CIDR 3R , #1401 10.0.0.0/16 ) o
Preshared key

FATFE3I Local Tunnel Endpoint 5 Remote Tunnel Endpoint Z[E#Y IPsec VPN E#ZH
At =%4A,

BIMNEWEHFARBEREN VPN EEZN—82, SREBEEEREST VPN EZN Amazon —ll#Y
M3 VPN £z, RE-RRA-ZRBELTHERS , BENRE-FBELAKE , E-FBES
BHEY., AETRBEATHRRZHAYENNFLTAN, BT —IRRX—FKBETA , Amazon
VPC ## &R —RBEL THARS, XRFHTH , BT EFEERIUEMERE,

BETHZRPRES , IREPHINREZHE AWS |, B8 VPN EZFE/L2 8N B3 M EEB R E
TRAMXNE-ZBE, EEREFESMXREN , SLEEMRRBE.,

(® Note

TN EME AKX AWS SATHIITHT . XTI AT E N E AR SN VPN EEM
KRBEPH—F, HBRIMNNTHPESH , B8 VPN EEL B REERB R E _XKBE.

HPR 2 0 TE VPN EENEE XXM 80
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B X Internet Z4A 3R (IKE) M IPsec T2 XxEk (SA) WEREAME THMEEXHH.

MainModeSecMethods: DHGroup2-AES128-SHAl
MainModeKeyLifetime: 480min,@sess
QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb
QuickModePFS: DHGroup2
MainModeSecMethods
IKE SA WINZEMFHBRUERE X, XLER R HEE IR B R Windows Server IPsec VPN £ #
HBRRINRE
MainModeKeyLifetime

IKE SA Z4AEHHIRR, X2 VPN IEZEMNEWIRE , =2 Windows Server IPsec VPN ZE #1872
NRE

QuickModeSecMethods

IPsec SA IMMBZMBMHIRIEE £, XEE VPN EENHEERE M Windows Server IPsec VPN &
BEHBRIAEE

QuickModePFS

BAEWIBE IPsec RIEREAEZRATERARE (PFS),

$ 3 : fig® Windows Server

Fi%E VPN BEE 2| , &4 TE Windows Server FREH I ERANZREIFBES. XFATFERE
RAFhEEHRE LR ERR,

ERERANTREH R RS

1. BFIEM Windows Server,

2. HIFHRERE K REERBRZSIF[EES.
3. REBHMZEHERS

a. MNEEXES  EERMBEMINEE.
b. EFAZERER , BWINERRSZ /BT ERFM , REEET -5,
c. ERETAGHETIHRNEE 6 RRGEET—

S 3 : BL& Windows Server 81
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d. %#F Select a server from the server pool ( MIRFEF M HIERE — MRS SR ) , %EF Windows
Server , RE%EE Next ( T—F )

e. TEFIRAPIEREMERBEMIGMERS . EETROIFEPEFRMTIEELF AL B EFIENT)
fEo

f. ER-YXRD , OERZRHR, T—F.

g HEEERENEL , ZEET—F,

h. ZEMERBEMIGRRS TEF , EFT—F,

i. HEEZEBBRREL, #BT—%, EF—RL, %E&EDirectAccess M VPN (RAS), LRI
WNIEREF RN LA A ERSAENIIE. ER—JIXRP , BEREA , AEEET
_io

j. T WebRFHFAG(IS) AL , BRT—FH, REMNLEE , REEET -5,
k. BRERER, REZTHE , BEXA.

B AR M AR RS .

1. ENERRLE  BEEA (RRER). KEEREE-TESRERNERRE. BETTTHN
S,

2. HRNHBE VPN,

3. 7 Routing and Remote Access (BB Az A [M]) X FER , EFRRFI|/EN , %EFR Action (B
E) , RIF%4F Configure and Enable Routing and Remote Access (BL& F /5 A A FIZ2 iH
)0

4., EEHANZRFRRSHZIEQSHNE—ITEL 6 EET—F,

5. 7 Configuration (Bt &) R E L , i%£#F Custom Configuration (B ENXELE). Next (T—2%),

6. HORIEE LANBEH., T—FHMERK.

7. HHIBBAMNZRFRXNFERTR , EESHRS

S|4 RE VPN BRE

BRZETT FEMBEEXHFH netsh BIZA |, & A Windows Server AAF 5H , ATLAEE VPN B2
B,

S 4 %E VPN F3E 82
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/A Important

BIEBWUETE IPsec 2FERFEAZTFATEMMBIRE (PFS). WREEIFREIT netsh B |, ©
288 —"NBTREA PFS () gnpfs=dhgroup2 KI5, ETFEEMER Windows AF R EE A
PFS , MRUAEAGHITRE R,

Options
o &IN 1 : 3BT netsh BIA
o JEIM 2 : £ Windows Server A R H

%&IN 1 : 1217 netsh B
EHIETHEENXHHE Netsh BIA& | HEHRTE, LT HROIBIA,

netsh advfirewall consec add rule Name="vgw-la2b3c4d Tunnel 1" 2

Enable=Yes Profile=any Type=Static Mode=Tunnel *
LocalTunnelEndpoint=Windows_Server_Private_IP_address "
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix *
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearOut ~
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GsSEXAMPLE *
QMSecMethods=ESP:SHA1-AES128+60min+100000kb ~
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

Name : B A B EEN BB REBINE M (vgw-1a2b3c4sd Tunnel 1),
LocalTunnelZiw T & : A ER L LB Windows RS EEMIFLE IP i,

Endpoint1 : Windows Server FTEM % # CIDR 3R , fil01 172.31.0.0/16. AME|S (") FIEREE
*o

Endpoint2 : ## VPC = VPC H# FMK CIDR 3% , it , 10.0.0.0/16. ANEIS (") MULEER
*o

£ Windows Server LW TIRRITE ARETEEHOMAR, (AIiLESIFMEGSTHNTEX
) ERBL VPN IEZMNE XK VPN FRE , BFEAREXHPHE - Netsh HIAEE ZIFE,

SRR , B3 BE Windows P X i,

BX netsh SHMEZEER |, 1§55 Microsoft EF# Netsh AdvFirewall Consec a5 5, TechNet

HW 4 iRE VPN BRE 83
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IEIA 2 ; A Windows Server A 5 H

PAPUN

A

%

A LA{# F Windows Server i 2 HELLIRE VPN B3iE,

Important

BT E LA Windows Server AR R EE A ERATETERE (PFS). BAHMNJE A E%4
SEEOBREMRERAGSITHEA PFS,

VPN BB iE R £ AN

i

- BIABERE

B

AEZATE MBI RE

- BE

Windows B X 15

AV
EA—
Y

1.

PN B2 EBE EZ £ MM

B0 |, FF7E Windows Server LEE =2 H N LA VPN BRE

PN BREE & —NL 2= H N

RS EBREESRR |, EF Tools ( TR ) , ARFEEWindows Defender Firewall with Advanced
Security ( &% %&£ Windows Defender B X1 )

EREZETEAN, REMFEHAN,

EFEEEZ2ANGSHHMANRETE L  &EEE , RAREET—F,

£ Tunnel Type (F&E3K ) TTHEH# What type of tunnel would you like to create (¥ % 8|2
fTARBHPBEE) T , %£$F Custom Configuration (BEXBEE). £ Would you like to exempt
IPsec-protected connections from this tunnel (2& ZRBRILBFEMN Z IPsec RIFWERE?) T, R
B ERIAE ( No. Send all network traffic that matches this connection security rule through the

tunnel (B, BEBERESZERZZEANCENFMENSERE)) , ABEER Next (T—F),
EER"THEL , & “ERFNALEZHTEMRIE . TEHNHINEZRUPRE , REEE

Nexto

£ Tunnel Endpoints (F2B4 %K) TWHE L , £ Which computers are in Endpoint 1 (£ ix7 < 1
FETHEN) T , & Add (R0, #AZBHMER CIDR SBE ( £ Windows Server & k1&g

SE;4
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g2k, Plm172.31.0.0/16) , RFEEOK (HE ) . ZTEEATNEBELNEF MXIREZR
|P b3k,

7. EfARK#PBEALRA(RIBELAER 1 PHITEN) T , EE4%&%B. 7 IPv4 address ( IPv4 ith
it ) FE , ALK Windows Server FAK IP #thiit , SRF%EE OK (HBE ) -

8. EALREEMEALRA(RIBOAALER 2 PWNITEN) T, EEREE. £ IPv4 thit FEBH |, f
ABEXHHFEE 1 WEBIZ AMXH IP #hit (53 H Remote Tunnel Endpoint), RFiE
BHE,

/A Important
MRBEENPRE 2 ESMSR , FHFEERRERE 2 HART R

9. HEALR2HMIUENT , EERM, Eit IP bt HFMFERSP , ALK VPC B CIDR 8 |
RIBIEFRAE,

/A Important
BARELEE P FH TR , BEEHKE Which computers are in Endpoint 2 (4317
2 FITEN) ik, EERRESRZABEDLE T —F , BUERTEEZEIEHRS
B o

HW 4 iRE VPN BRE 85
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10.
11.
12.
13.

14.
15.
16.

I i i
i New Connection Security Rule Wizard =
Tunnel Endpoints
Specify the endpoirds for the IPsec tunnel defined by this rue
Sieps: Which computers are in Endpoint 17 A
@ Fue Type 172.31.0.076 A
b Tunnel Type
& Reguirements
@ Turnel Endpoints

& Authentication Meathos
wihertication Methed ‘What is the local lunnel endpoint (closes! 1o compulers in Endpoint 1)7

@ Profile
|Pv4 address: | 172311136 Edit...

# MName
|PvE address: |

[] Apply IPsec unnel authorzation as specified on the IPsec Settings
tab of Windows Firewall with Advanced Security Properies.

What is the remote tunnel endpoint (closest to computers

in Endpaint 2)?
IPvd address: 54240204 89 ' Edt...

|PvE address |

Which compulers are in Endpoint 27
10.0.0.0:16 [ i |

BINEEENMBEREMER , AFIERE Next (T—F).

EHMRIESERE L , EESR , AREEEENL.

EE-HORIESGET |, EERNM,

1%£4#% Preshared key (MAZHH) , MARBXHHNAAERAME , AFEE OK (BE).

\"
P2

/A Important
MRENRBE 2 EERIR , FHEREFRE 2 HAHAEERHA.

WRREPE—FHRIEAE , AFERERE,
ﬁ*¥-|:_$o

£ Profile (BREX ) WAL , EHFFAE=NEEHE : Domain (i), Private (FAH) # Public (2

ﬁ)o iij:?F-F_io

HPR 4 1 RE VPN B8E
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17. EEMIED , REEEAN B AZ ; Hl20 VPN to Tunnel 1, ARFIEEF Finish (5
K)o

ESHNEERE  MNEEXHTIEERE 2 HEE,
SRR | &Y VPN EEEEE T AREEE.
HIARREREL B

HIARREREL B

1. FIFBRZ[EESR , EBIE  EEBESRZESE Windows FhAE | RABRRBEZEZEMNN,
2. WIFAZRPRENLUTRE :

- Enabled (E/EH) 7 Yes
- KEQ 1 RENMER CIDR $#
- RERQ 2 REW VPC K CIDR
- Authentication mode (& 7% iF# ) & Require inbound and clear outbound
« Authentication method (&% iEF5 %) I Custom
» Endpoint 1 port (TR 1 8% 0) 5/ Any
» Endpoint 2 port (KT R 2 i 0) A Any
« Protocol (%) A Any
3. BEEE-ANHN , REEEREM.

4. £ Authentication (B 11E) I+ E# Method (J53%) T , #%# Customize (BENX). HIA First
authentication methods (— S B RIES %) SR EREXHFNWEBMAZZR , AFER
OK (H&7E).

5. %&£ Advanced (84%) &I+ , ®iF Domain (15). Private (}A%8) # Public (2 F) #E#LE,
6. TEIPsecBEET , MEHEN, BIELLT IPsec BREIRE , RAEFXIERBE , BXAXNIEE.

- Use IPsec tunneling (f£/ IPsec B&i&) 2% E .

o RPEELRET R ( RBALETSR 1) @& Windows Server B9 IP #utit, MREFFRXIRE
= EC2 324l , XRRZEHIMNFAE IP ik,

« Remote tunnel endpoint (closest to Endpoint 2) (K#ipE B LK inT & (RIFELB TR 2) FE8F
PR E R RE T FAMCHY IP ik,

7. AHENE-ZBENEME. NIBEEEFX 4 FNET7 5,

S 4 %E VPN F3E 87
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3]

BRERATEEBIRE
BUERSSITEAEEATEEARE. WHETEBIASREEM.
BRERATEMEEIRE

1. 1EIEH Windows Server T HM G TR AT ED,
2. HALT®HS , H¥F rule_name B A ERE—IEERNNREH B,

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

3. WE-ZKBEBEENTIR 2, IREALNE-NEEANRENBIHRER rule_name,

Bt & Windows B X 1%

EBRETRFFNEZEANZE , EFERE —LERK IPsec RENUHEL T AMXER,

B & Windows P X 1%

1. F#TFF Server Manager ( RS EREERR ) , #RIERE Tools ( TE ) . Windows Defender Firewall

with Advanced Security ( &% %&£ Windows Defender B5 A 1% ) 1 Properties (B ) -
2. TE IPsec REBEEIMFHH IPsec ZBRT , TIAM IPsec &BR ICMP ERENE(BRIAE). 1

iE“IPsec tunnel authorization”J3“None”,
3. T IPsec MIAMET , EEBE N,
4, HEEARRERR) T, EFSR , AREEEENL.
5. 1£ Customize Advanced Key Exchange Settings (BE X SR FHRIZE) FHY Security
methods (£ A X) T, RIEE—NKBEREFEATUTRIAE.
« TTEM : SHA-1
« MNZAR : AES-CBC 128
- BREARIE X ; Diffie-Hellman Group 2
- fE‘Key lifetimes” T T , WiF“Minutes” 7480 , 3 H“Sessions” 710,

UTRESEE X4+ rI%E X M.

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1

S 4 %E VPN F3E
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MainModeKeyLifetime: 48@min,@sec

EFARRIEIMT , &34 Diffie-Hellman A TEBEMNE LM , REEFHEE,
EHERP(REERX)T , EESR , AGEREEN.
ERERFAECAXLRENERZEMANERMNER,

£ Data integrity and encryption (BB MEMMBZE L) T , RERINE :

© © N o

« L : ESP

- TEM . SHA-1

- INEEAR : AES-CBC 128
- FEFAHARR : 60 244

XEEEEE PRI TFRE X Mo

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

10. EEBHELREBEX IPsec REXEE , RARBRERAEUREERE,

S5 BARMMRKEN

BETXR, BE TCP , UMBRTEFEANMX, b UMESUEMTRBUSTT LR | HKLM\SYSTEM
\CurrentControlSet\Services\Tcpip\Parameters, EXKBENZI D 28 , TEHRITIE
R, ELEUIMBHAZE , BXNEF B RS

SEEISCES o]
1. 7 Windows RE85 L , BT IR RASH PowerShell &% , RBH A regedit LB IR ELE

o

2. RBFF HKEY_LOCAL_MACHINE , BF SY ST EM , BFF Se CurrentControlt , BT “BRS” , BFF
Tcpip , RERFT “S8,

3. MRBEXESH , EEFE , AFiLE DWORD (32-f1)E,
4. % ABFr EnableDeadgwDetect,

5. i%#% EnableDeadGWDetec t , RFEBRE. 15X,

6. EEHEF, WA, AREREE,

HB] 5 BAKEMREN 89




AWS Site-to-Site VPN AFiEmE

7. RHEEMREmER  AEFBIRSER

EXEZELR |, 55 Microsoft TechNet R EnableDeadGWDetec to

S 6 Mk VPN E#

ENR VPN EZRBEE I, BE VPC HE3 — 1Rl , HBARZEHIZE Internet iEEE. B3h
HlfE , MNEE Windows Server X1iZRFIMIFAE IP #bit 1T ping . NBEFFXIERERTE
B, VPN BRENHI, At | ping 85 tRE3h VPN EE,

BXMiR VPN EEZNLZER |, B3 HEN Site-to-Site VPN E$E,

MR ping WHEM , FREUTER :

- BREEETZEAFAN LAY ICMP REEH VPC YRS, REH Windows Server  EC2
X6, BFEAEZSE LM AT IPsec RE. BXEZEE , BZH BEELH Windows 3£,

- BREMEKE ping M HHES LNRERZEHERN MR ICMP, EMNEIEFER Amazon Linux
AMI Z_o

- MREBEMEKIE ping T HHYESIZ Windows £ |, iFEREZEA , AFTE Windows Br A& LB A
A¥h ICMPv4,

- BRAEH VPC XFMEBEE THEHAK. BXEZEE , H5H SR 4|2 VPN EEHLE
& VPC,

- MREFMXKIZE R EC2 L6l , FHRLEEAZZFNFR/ BRRE, BEXEZEE , B5H &
B &K Windows 3E4i,

1£ Amazon VPC ##|&# VPN Connections TWH L , i&$## VPC 3£, £ —%BELTF UP RS, F
“XPEENENEE , BRRIEFE—FBEHIHE  BUNE-KBENLTEER, BR/LoH , LET
A SER

HER /. MXIRER A B
ST EB TR SRS MK B E SR,

Bx—mNA1eR | BESENR Site-to-Site VPN #E3%,

BRT AT EBA , BT AERAAWS Site-to-Site VPN HEKREBIBEEM AR VPN EE R,
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o PEEfE A SR X AT AY B R

BEE To 38 5L 9 5k i I Y % $ )

PEE Cisco ASA &/~ MK IR & RV IE Bt B) &

BEE Cisco 10S &7 X ik & By & 4 [F) &

HETII R MX L Cisco |10S FF MK IEZ M IEEMEEE

BEZE Juniper JunOS & MK i8R & W E B B &

BEE Juniper ScreenOS & <18 & B9 1 38214 7] 3

PEE Yamaha &7 WX IRZ RV EE MR B

=
* Amazon VPC i1z

o f{AHEZE Amazon VPC By VPN BREEB 8 & 2

BEE(F A i 51 N 5 i I A /Y 3% 52 ) @

AT REENRERTAXEEEAL AKX (BGP) WEFMXIRZHFEN —KES. i,
BNRUEEAREFNEERINE, BHEEFEREHNMNXREHNE.

% BGP MRE o
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IKE HE IKE R2XBKRREFE.
RIAKREN IPsec RE2XBNEHATE IKE ZEKXEK,

WR IKE Z2XBRAFE , BRELN KERERE, BLNEREXHHAATINE
REEMZ., FHBIE, T2EAMRENREASH,

MREFE IKE ZEXEk | BHHERE IPsec’s
IPsec BWERBEE IPsec T2 KEk (SA).

IPsec SA Bl ABRER S, BHEFMNXKIRE , BE IPsec SA BEBED ., BREIRE
BEMHHRIABRREENSR, BHRIE. TE£OaIREMNERNSH.

R IPsec SA ™ &F1E , BEFEMN IPsec BLE,
R IPsec SA F1£ , BHEREFRE"S

p3&E BWIAFTRAIB A EANREERE (WEMUIIR , FS A & Internet MF MK 1%
B EEELNE ) . MRFHE , FTHAEEE,

BERBFEBELIZREEN IP EEM.

BRES—WwIIAMEEXFEEMN IP ik, BT AMXibit HAE BGP BRERY
o MNEMNEFMXIRE M ZMbIAR H ping , EE IP RERSEWMBENER,

MR ping AR, FRELVBERZOEELBREE T EBR P #hit,
R ping KZh , BHEHEEBGP,

BGP HE BGP NEXEREBE
NTEREE , FMITUTERE

s BEENEFMRIZER L , E BGP RS2 AN Active = Established o BGP
SERTBEEE 30 2 EhAY A A F BERE NIE K,
s BWREFMRIRE EEREFAE MBS ERIARKA (0.0.0.0/0),

ERETRL TS |, BREEY BGP BE,

i BGP Wig#& 93



AWS Site-to-Site VPN AFiEmE

WRBGP WEFEEY , A BB EERRMNBESTR , ZHBENEEBEE. BFHER
P &BRIESLL TR,

HEE T3 57 W < 1M I HY 3% 42 F) &R

LT RERMRREMR T EXRERTEALRMXBDIN (BGP) HBEFMXREN —MKRES. A, B
BULEARENFEINEE. FIRESAENMRREHNE.,
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IKE

IPsec

| Start
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Are the correct
firewall rules set up?
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connectivity via the
tunnel?
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VPC?

I
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Y

Mo

Review your IKE
configuration
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configuration

Review your firewall
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interface configuration
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Management Console
to attach the virtual
private gateway to the
VFC
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RAriEmE

IKE

IPsec

HE IKE REXBKEREFE,
RIAKREN IPsec RE2XBNEHATE IKE ZEKXEK,

WR IKE Z2XBRAFE , BRELN KERERE, BLNEREXHHAATINE
REEMZ., FHBIE, T2EAMRENREASH,

MREFE IKE ZEXEk | BHHERE IPsec’s
BWERBEE IPsec T2 KEk (SA).

IPsec SA Bl ABRER S, BHEFMNXKIRE , BE IPsec SA BEBED ., BREIRE
BEMHHRIABRREENSR, BHRIE. TE£OaIREMNERNSH.

R IPsec SA ™ &F1E , BEFEMN IPsec BLE,
R IPsec SA F1£ , BHEREFRE"S

FIAFTERN A IBANREERE (WEANIEK , BSN £ Internet FE - M xiZ
ZFBEBERAE ). MRFE , BHRERE.,

BERBFEBELIZREEN IP EEM.

BRES—WwIIAMEEXFEEMN IP ik, BT AMXibit HAE BGP BRERY
o MNEMNEFMXIRE M ZMbIAR H ping , EE IP RERSEWMBENER,

R ping TR, FREEHNRBEZAGEENAREE 7 IEWAY IP #hit,
R ping A, BHEE B FBHSHEE.
NTERERE , FITATRE

- RIFEERBEEFENT —ER , [@ VPC CIDR AT —&REAIKH,

- WIFARABEHE Amazon VPC BH| &I T —FEBAKE , UEHEULE M
TR B R B Y B 4%

MRBEFALTERDS , FRELNRZEE.

BRAZREEGL TIZRE , REEMTKT

TE8%H BGP HiR%E
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BEE Cisco ASA & WK% & BYE #3214 7] &

BEE Cisco B MXIRZAERM RIEEY , EE R IKE. IPsec M HIERE, &AURERFRIXLE
FEHATHESRR , TARMNEBWEMN IKE TR (LT WEHERATERE) FH X @ L8R,

/A Important
B9 Cisco ASA XX IFEBN/IZAER, FAIXLE Cisco ASA Bt , B—IRREF—NEFHH
PEiE, NESE—IMRBREATANERLT , Ett2ARBES TH. EARBENREEENBEE
HARERITHEIR , BULIZEKIZEIR - Rejecting IPSec tunnel: no matching
crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside,

IKE

ERUT®S, WANERTEBEREERN IKEWEFPRXIRE,

ciscoasa# show crypto isakmp sa

Active SA: 2
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1

Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

BRIZALEREZERETFEEEZEEMAMN src BN —1THZ1T, state BN
MM_ACTIVE , status MR ACTIVE, EMIMERZ HEMITL FHEMRSERT IKE REBEE.

MEFER-SHRHE , T TENGSUERATRESHESN BETER.

router# term mon
router# debug crypto isakmp

EXRAS , BEATHNS T,
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router# no debug crypto isakmp

IPsec

ERANUTHT. WAL RHEBEERN IPsec HEFMXIRE.

ciscoasa# show crypto ipsec sa

interface:

Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr: 172.25.50.101

access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (vpc_subnet/subnet_mask/0/@)

curre

#pkts
#pkts
#pkts
#pkts

outside

nt_peer: integ-ppel

encaps: 0, #pkts encrypt: 0, #pkts digest: 0
decaps: 0, #pkts decrypt: 0, #pkts verify: 0
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0

#send errors: @, #recv errors: 0

local crypto endpt.: 172.25.50.101, remote crypto endpt.:

path mtu 1500, ipsec overhead 74, media mtu 1500

current outbound spi: 6D9F8D3B
nt inbound spi : 48B456A6

curre

inbound esp sas:

spi:

0x48B456A6 (1219778214)

transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }

sl

sa timing: remaining key lifetime (kB/sec): (4374000/3593)

IV

replay detection support: Y

An
0

ot: @, conn_id: 4710400,

size: 16 bytes

ti replay bitmap:
x00000000 0x00000001

outbound esp sas:

spi:

0x6D9F8D3B (1839172923)

crypto-map: VPN_cry_map_1

AWS_ENDPOINT_1

Cisco ASA
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transform: esp-aes esp-sha-hmac no compression

in use settings ={L2L, Tunnel, PFS Group 2, }

slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1

sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes

replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

FNFHBEERED , BNZATLLEER inbound esp sas M outbound esp sas. X—RBRELES
H SA ( a0 spi: ©Ox48B456A6 ) 3 H IPsec B IEHE &

£ Cisco ASA # |, IPsec RIEAIARE ( NMINFEHNRE ) KERFTRET. WEF IPsec RARKEE
3, BIWAEE SLA EWEE, SLA USRI RIAMARE |, £ IPsec RETED,

B LA TER ping SR % IPsec FFAMHEHIZIT,

ping ec2_instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = Oms

MEFR-SHRHE , FEATENGSERER.

router# debug crypto ipsec

RS, BEATENGT.

router# no debug crypto ipsec
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B R

EPEEN B — %A H ping. MRIXFMEIER , M IPsec NEEY., NMRXHBTEIER , BRE
BWiAE IR , RESEEEBN IPsec F7

MREBTEHRES , FRREUTEER,
1. RIEIRBENHRIREENATFERFRXENRE,

BT LA A T E A S B TR BURE.

ciscoasa# show run crypto

crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac

crypto map VPN_crypto_map_name 1 match address access-list-name

crypto map VPN_crypto_map_name set pfs

crypto map VPN_crypto_map_name set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2

crypto map VPN_crypto_map_name set transform-set transform-amzn

crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600

N

2. ERAUATHTRETHRIIR.

ciscoasa# show run access-list access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask

3. RIFpHINREREER, UTREBRISIRAFAERR VPC M 10.0.0.0/16 HAERE,

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

4. M Cisco ASA & &1=1T traceroute , EH R AEETH R Amazon B2 (HI
w , AWS_ENDPOINT_1/AWS_ENDPOINT_2).

WMREETLE] Amazon BRHIER , MK EHE Amazon VPC A RN ESEKE , BNRERE
KN LZEA,

5. MEHE-—SHENE , FREEE
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HEZS Cisco 10S B 3R & B iE i 1 9 1

HEE Cisco B ﬂ?élﬁ%E’JJJ%’IEID] nEt , HEEMANAE : IKE, IPsec, BEEF BGP, &AL

AR 3T X L 75 E AT PEBERR , T BATEWEM IKE FFIR (L F B HR B RED) Haorm L
BRo

IKE
ERUT®T, WAERTEBEERN IKE WEFRXIRE,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst STC state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 @ ACTIVE
192.168.37.160 72.21.209.225 QM_IDLE 2002 ® ACTIVE

BRZAILLE BT EREFRFIEEZREMAXM stc BN —1T5%1T. state M QM_IDLE , status
MR ACTIVE, FEMIMERZ SEMIL T HAMRTERT IKE RIEBEE,

MEFR-SHRHE , FETTEHNGSUERATRESHESNETEE.

router# term mon
router# debug crypto isakmp

EEREE , FEATEHNS® S,
router# no debug crypto isakmp

IPsec
FRAUTHS. WRERT EBEEN IPsec WEFNXiZ&E,

router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
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remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0@

#pkts not compressed: @, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:

spi: @x6ADB173(112046451)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0

sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: ©xB8357C22(3090512930)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0

sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:
outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73
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protected vrf: (none)

local

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 26, #pkts encrypt: 26, #pkts digest: 26
decaps: 24, #pkts decrypt: 24, #pkts verify: 24
compressed: 0, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:

spi:

0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: @OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0

sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

Cisco I0S
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outbound pcp sas:

FNFEANBRERED |, BRIZATLLEE inbound esp sas # outbound esp sas. BRE SA EFIH
(flgn spi: @xF95D2F3C ) ¥ H Status 73 ACTIVE , &'~ IPsec EEHEE.,

MER-SHRSE  FEATEHNGSERER.
router# debug crypto ipsec
ERATHNGSEARER.
router# no debug crypto ipsec
(ESE]

B RELENBABEANREERER L. AXREZFER , F5H £ Internet MESMRIREZ
1] Bc 15 By K3 o

MRERIBE NIEANREIER , NEER T EA S THREDRBE,

router# show intexrfaces tunl

Tunnell is up, line protocol is up

Hardware is Tunnel

Internet address is 169.254.255.2/30

MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 174.78.144.73, destination 72.21.209.225

Tunnel protocol/transport IPSEC/IP

Tunnel TTL 255

Tunnel transport MTU 1427 bytes

Tunnel transmit bandwidth 8000 (kbps)

Tunnel receive bandwidth 8000 (kbps)

Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")

Last input never, output never, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0

Queueing strategy: fifo

Output queue: 0/0 (size/max)

5 minute input rate @ bits/sec, 1 packets/sec

Cisco I0S 104



AWS Site-to-Site VPN AFiEmE

5 minute output rate 1000 bits/sec, 1 packets/sec
4Q7 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0@ throttles

R line protocol Bi&fT. RERER IP ik, JRIZFOME M9 5 TEEF MXIZE S IP
ik, FEOMEFAEMRAL IP it HIBREEE, #84R Tunnel protection via IPSec BEFF
. ERIRBEEOLETGT. ERREMAEE  BFEEREHARESEFN MK IRZHWYEIERE,

EAEEATENGS , & 169.254.255.1 HF N EHNELI T AN NP IP #bit,

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

BRIZAAEIENRWNS,
WMEH-SHERD , FREEE.
BGP

ERANUTH.

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000

BGP table version is 8, main routing table version 8

2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 0 00:54:21 1
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169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1

MNBRGEHEIH, N TENRS , BNEE State/PfxRcd ER 1,
MR BGP WHEHAEIET , BRIEENEFFMXIRZFIERM VPC BEHRIAEH (0.0.0.0/0),

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 Q0 7224 i

Total number of prefixes 1

55, FRARGEENE T RARXER T EN VPC BETR,

router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20

mER—SHERE | ERERE.
BEETL B R M X IUH Cisco 10S &7 MK IR & K EZ M R

HEZE Cisco BEF MXIRBHERZMERIEN |, HZE=1FH : IKE. IPsec MBR&, &ErLUIREMRF
X L TR SRR | A RMNEBVIEM IKE T (L F M &3k 89 R 2B) FHaOx @ EBERR

IKE
EANTHS. WNETHEBEERN IKENEFMRXIRE,

router# show crypto isakmp sa
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IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
174.78.144.73 205.251.233.121 QM_IDLE 2001 ® ACTIVE
174.78.144.73 205.251.233.122 QM_IDLE 2002 ©@ ACTIVE

BRIZAILERNEERETHIEEZEEMAM src BN —1T5HZ1T. state M QM_IDLE , status
B ACTIVE. HATAERZ SEMIAL FHEMRSE R IKE RIEBEE.

MBS — S HBRNE  FETTEOGD LS A TRELHEIN BN,

router# term mon
router# debug crypto isakmp

EZXAEE  AEATEHNSS.

router# no debug crypto isakmp

IPsec

FRAUTHS. WRNERTEBEEH IPsec WEFMNXiIZE,

router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0@

#pkts not compressed: @, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors @, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)
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inbound esp sas:

spi: @x6ADB173(112046451)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:
outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0@
#pkts not compressed: @, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0
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local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: 0xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: OxF59A3FF6(4120526838)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

NFEANBRERED , BIENEFE A esp sas FlfEH esp sas. X—RBRE SA 25 ( #l10 spi:
Ox48B456A6 ) , RAHA ACTIVE , # A IPsec Bt BIEH,

MFH—SHRHE , EEATENGSERRAR,

router# debug crypto ipsec
EXARE , EEATENS® T,

router# no debug crypto ipsec
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B2E

B RELEZENBHAEANREERER . BXESZEE

HZ M 1 Internet MIZFMXIZEEZ

1) S i B K3 o

MREHIBE NIEANREIER , NEERA T EA S THREDRBE,

router# show intexrfaces tunl

Tunnell is up, line protocol is up

Hardware is Tunnel

Internet address is 169.254.249.18/30

MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel
Tunnel
Tunnel
Tunnel
Tunnel
Tunnel
Tunnel

source 174.78.144.73, destination 205.251.233.121
protocol/transport IPSEC/IP

TTL 255

transport MTU 1427 bytes

transmit bandwidth 8000 (kbps)

receive bandwidth 8000 (kbps)

protection via IPSec (profile "ipsec-vpn-92df3bfb-0")

Last input never, output never, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops:

Queueing strategy: fifo

Output

queue: 0/0 (size/max)

5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q7 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0@ throttles

#44R line protocol 21217, RERZEIR IP bk, JREOME Wit 5 3 CHZE - MR Z I 1P ik,
BEOMELFAE MR/ IP it HIPREELE, 4R Tunnel protection through IPSec B2
. ERMRREEOLETHT. ERAEAEE  FEEREHRESEFAMXRZFNYEEE,

BRI UEATENGS , 5 169.254.249.18 HFi N EHWELI T AN NIE IP #bit,

router# ping 169.254.249.18 df-bit size 1410
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Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
Packet sent with the DF bit set

ERZ A LB B AW S,
B R
EEELNBHIKER , FEATHNS T,

router# sh ip route static

1.0.0.0/8 is variably subnetted
S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

ERZ T A B EEIMFEER VPC CIDR #SHBHEEFE, MRETFE , BRNBSEE , 0ITFH
Ro

router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

K& SLA M8

router# show ip sla statistics 100

IPSLAs Latest Operation Statistics

IPSLA operation id: 100
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

router# show ip sla statistics 200
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IPSLAs Latest Operation Statistics
IPSLA operation id: 200
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3

Number of failures: 0
Operation time to live: Forever

Number of successes W{EIER SLA BB EEKIRE
mEH—-FSHERE , BRELRE
BEE Juniper JunOS & FF W ik & BV iE 12 14 0]

HEZE Juniper EF MR EWIEZMERBAT , BERUNSHEH : IKE, IPsec. BREM BGP, & A LLi%
EARFXIX LA EHATHEER , TERMNBIUEM IKE T8 (T W EHERRERSE) H4aOXE L3
BRo

IKE

ERUT®T, WANERTEBEER IKEWEFRXIRE,

user@router> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 UP c4cd953602568b74 ©0d6d194993328b02 Main
3 72.21.209.193 up b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

BRZAUETSERERIEEZEM N ITEM U —THZ1T. State R UP, {EABIAIER %
ARAMIAL T EMIRZS (5120 DOWN ) KRR IKE R EHEE.

WMEHR—SHTRIBHE | FEH IKE BERER  MRFEESEFMEE. ARETTEHNGS ,
FEMAREETNIRE L,

user@router> monitor start kmd

MAREN L, EATUAEATHEHN G TRREN B S,
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scp username@router.hostname:/var/log/kmd

IPsec

FRAUTHS. WRNERTEBEEBH IPsec WEFNXIZE,

user@router> show security ipsec security-associations

Total active tunnels: 2

ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0
>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim - 0
<131074 72.21.209.193 500 ESP:aes-128/shal dd16c453 300/ unlim - 0
>131074 72.21.209.193 500 ESP:aes-128/shal cle@eb29 300/ unlim - 0

B&XRY , SRR EEDONZEIRT (XNRZENX ) . BITFANEANS (<>) RIEE
BWRERE. HRMEHNRTR , AVRE (<, NEARBMXILESMXRENRE ) MEER
B () 73 AIEEINT.

mEH—SHEET , FEH IKE RFRET (NMEEZEERBESHEIEAR IKE WD),
B&iE

B, FRERELENHABERERL. BXANZIXK , FSHE Internet MF - MK IRE Z AE
5 By Ko

MREHIBE NIEANREIER , NEER T EA S THREDRBE,

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

Juniper JunOS 113



AWS Site-to-Site VPN

RAriEmE

B4R Security: Zone IE¥ , 3} H Local it Prfii - W< i8 & FEE R R 2P it .

T—% , EFEATENGS , N 169.254.255.1 B AEHNELETAMKWAI IP i, &5
ZREBELENIZALLPTR,

user@router> ping 169.254.255.1 size 1382 do-not-fragment

PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

user@router> show bgp summary

Groups: 1 Peers: 2 Down peers: 0

e

Table Tot Paths Act Paths Suppressed History Damp State Pending

inet.0 2 1 0 0 0 0

Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State]

#Active/Received/Accepted/Damped...

169.254.255.1 7224 9 10 0 0 1:00 1/1/1/0
0/0/0/0

169.254.255.5 7224 8 9 ] ] 56 0/1/1/0
0/0/0/0

MEH-—SHERND , EEATHEMNGS , IF 169.254.255.1 B A EWEBEZT AKX AL IP i

ik,

user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ EXPORT-DEFAULT ]

Options: <Preference HoldTime PeerAS LocalAS Refresh>
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Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0
Number of flaps: 0
Peer ID: 169.254.255.1 Local ID: 10.50.0.10 Active Holdtime: 30
Keepalive Interval: 10 Peer index: @
BFD: disabled, down
Local Interface: st0.1
NLRI for restart configured on peer: inet-unicast
NLRI advertised by peer: inet-unicast
NLRI for this session: inet-unicast
Peer supports Refresh capability (2)
Restart time configured on the peer: 120
Stale routes from peer are kept for: 300
Restart time requested by this peer: 120
NLRI that peer supports restart for: inet-unicast
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 7224)
Table inet.@ Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0 Octets 505
Output messages: Total 26 Updates 1 Refreshes 0 Octets 582
Output Queuel[Q]: ©

B O R B R

EAL |, BRI EE| Received prefixes #l Advertised prefixes E4MN%IH, LRABRMIZE
Table inet.0 #p4 .,

IR State F& Established , 58 % Last State M Last Error , 7Y ERITMENIEH
8,

MR BGP WHEHEIET , BRIEENEFFMXIRZFIERM VPC BEHIIAEH (0.0.0.0/0),

user@router> show route advertising-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
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Prefix Nexthop MED Lclpref AS path
* 0.0.0.0/0 Self I

55, FHARGEENEULERKEBN T EHN VPC BETR,

user@router> show route receive-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 10.110.0.0/16 169.254.255.1 100 7224 1

BEZE Juniper ScreenOS & F WK 1% & BV ERE M [ &

BEEE T Juniper ScreenOS BIE F MR IR ZREREMERIBER |, FZRMEANSHE : IKE, IPsec, RZEF
BGP, A LAUREMIRFEXIX L EFHTHEDR , TR RMNEBIWEMN IKE i (L TREHRBE
IF) Haox @ L HEBR,

IKE 1 IPsec

ERUT®S, WANERTEBEREERN IKE WEFRXIRE,

ssg5-serial-> get sa

total configured sa: 2

HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
00000002< 72.21.209.225 500 esp:al28/shal 8004lcas4 3385 unlim A/- -1 0
00000002> 72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -10
00000001< 72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -1 0
00000001>  72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -10

FBRNZA BT S EREFFIIEEZEMXNZEMUN —1THZ1T, Sta ERA A/-, T SPI MK
00000000 ASK TR BT, THMRSHIRT IKE REBEE.

WMEHR - DHTREHE |, BEA IKE REER ( RHIEEX4FAHEE ) o
f2E

B, FRERELENHAXEBEERBRML. BXMANZIK , FSHE Internet MF - MK IRE Z HE
5 By Ko
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WMRIEHIBE XIEANNREIET , NIEER T EAY ST HEPRBE,

ssg5-serial-> get intexface tunnel.l

Interface tunnel.l:
description tunnel.l
number 20, if_info 1768, if_index 1, mode route
link ready
vsys Root, zone Trust, vr trust-vr
admin mtu 1500, operating mtu 1500, default mtu 1500
*ip 169.254.255.2/30
*manage ip 169.254.255.2
route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP) tunnel-id VPN

pmtu-v4 disabled
ping disabled, telnet disabled, SSH disabled, SNMP disabled
web disabled, ident-reset disabled, SSL disabled

OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled
PIM: not configured IGMP not configured
NHRP disabled
bandwidth: physical @kbps, configured egress [gbw Qkbps mbw @kbps]
configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps

WREALUEER link:ready , F H IP bk LELE - B <R & BRIERY A EB b 4k,

T—4% , EEATENSS , I 169.254.255.1 AN EHNERNEHAMIHAE IP ik, BREIIH
Z£RE FENZILA IR

ssg5-serial-> ping 169.254.255.1

Type escape sequence to abort

Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds

Juniper ScreenOS 117



AWS Site-to-Site VPN AFiEmE

Success Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms

MEH-SHERD , FREERE.

BGP
BT T,

ssg5-serial-> get vrouter trust-vr protocol bgp neighbor

Peer AS Remote IP Local IP Wt Status State ConnID Up/Down
7224 169.254.255.1 169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5 169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

A BGP X F AR N ESTABLISH , IR REEIEMKXH BGP EZEREII,

MEH-—SHERDT , FEATEHHNGS , ¥ 169.254.255.1 BN AN EE AN AL IP i
ik,

ssg5-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable
type: EBGP, multihop: @(disable), MED: node default(0)
connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s
configured hold time: node default(90s), configured keepalive: node default(30s)
configured adv-interval: default(30s)
designated local IP: n/a
local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179
router ID of peer: 169.254.255.1, remote AS: 7224
negotiated hold time: 30s, negotiated keepalive interval: 10s
route map in name: , route map out name:
weight: 100 (default)
self as next hop: disable
send default route to peer: disable
ignore default route from peer: disable
send community path attribute: no
reflector client: no
Neighbor Capabilities:
Route refresh: advertised and received
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Address family IPv4 Unicast: advertised and received

force reconnect is disable

total messages to peer: 106, from peer: 106

update messages to peer: 6, from peer: 4

Tx queue length @, Tx queue HWM: 1

route-refresh messages to peer: @, from peer: 0

last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)

number of total successful connections: 4

connected: 2 minutes 6 seconds

Elapsed time since last update: 2 minutes 6 seconds

MR BGP WEHAEET , BRIEFBHNEFMKIZZIEER VPC BERIAKH (0.0.0.0/0), ZHTE
AT Screen0S 6.2.0 & iR A,

ssg5-serial-> get vr trust-vr protocol bgp rib neighbor 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>3i 0.0.0.0/0 0.0.0.0 32768 100 @ IGP
Total IPv4 routes advertised: 1

B4, BREEEMNERTAE ML ZWRN T EN VPC EIR., S EAT Screen0S 6.2.0 f1E
=R,

ssg5-serial-> get vxr trust-vr protocol bgp rib neighbox 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 IGP 7224
Total IPv4 routes received: 1

BEZE Yamaha & F W< 18 & iy iE #5214 (5] B

BEE Yamaha BF MR IZZAEZEMREN |, FZEENAME : IKE, IPsec, FEEF BGP, &nJ L%
AR FEXTIX L A T THEERR | RS RNBIEM IKE FFis (v T R EHEL R RED) FHakoxm 8k
BRo
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® Note

IKE #9258 2 BYERPEFI Y proxy ID®ETE Yamaha RS EBAIANG FERAMRD, X AJEE
25 HEEZE Site-to-Site VPN BRI EE, MREHEHEIRE LAREE , BEF AWSREEDN

Yamaha RIBCE X4 AT IEFIRE, proxy ID

IKE

EITUTHR. MEERTEBREEN IKENEFMXRE.

# show ipsec sa gateway 1

sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 i:2 s:1 r:1

BN ZAAED I EREFFEEZEMXMH remote-id ENIT. BAUEBEIZMEEES |, SIHAE

ZEKREK (SA).

MEH—SHERE , FETTEANGTS , BRATREMAZEEEMN DEBUG #BEHE,

# syslog debug on
# ipsec ike log message-info payload-info key-info

EHCHIZE |, HIZ{T THNG S

# no ipsec ike log
# no syslog debug on

IPsec

BITAT S, WAERHEREER IPsec BHEFRXIREZ.

# show ipsec sa gateway 1 detail

SA[1] Duration: 10675s
Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225
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Protocol: IKE
Algorithm: AES-CBC, SHA-1, MODP 10@24bit

SPI: 6b ce fd 8a d5 30 9b 02 0c f3 87 52 4a 87 6e 77
Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[2] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: a6 67 47 47

Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b

Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[4] Duration: 10681s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
Key: k% %% %% %% %% (confidential) k% %% %% %% %%

MNTFEHANPEEEND |, BRIZATELEET receive sas M send saso

MEFR-SHRHE  FEATENGSERER.

# syslog debug on
# ipsec ike log message-info payload-info key-info

Z1T TES T UAERAEE,

# no ipsec ike log
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# no syslog debug on

B2

B RELENBHAEANREEHER N, BXRAMIRK , FSHE Internet MF 7~ MK IRE Z[H
BLiE Py Ko

MRENBAEANREES , NEER TEHRN G SREIREE,

# show status tunnel 1

TUNNEL[1]:
Description:
Interface type: IPsec
Current status is Online.
from 2011/08/15 18:19:45.
5 hours 7 minutes 58 seconds connection.
Received: (IPv4) 3933 packets [244941 octets]
(IPv6) @ packet [0 octet]
Transmitted: (IPv4) 3933 packets [241407 octets]
(IPv6) @ packet [0 octet]

B{R current status ERN“EL”, #H Interface type 7 IPsec. BWRIEFNEEEZ O LET
R, MEREUBREMEAD , FREEE,

BGP
BT T,

# show status bgp neighbox

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link
BGP version @, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
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Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version @, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

ANMERSEHEIH, XTFEINERS , BNEZE BGP state R Active,
MR BGP W& & BETT , HRIEENEZEFMXIZRIEED VPC BEBIAMKA (0.0.0.0/0).

# show status bgp neighboxr 169.254.255.1 advertised-routes

Total routes: 1
*: valid route

Network Next Hop Metric LocPrf Path
* default 0.0.0.0 0 IGP

S, BREEEMEUFAE R REZR N TERN VPC WETR,

# show ip route

Destination Gateway Interface Kind Additional Info.
default KRk kxx k% k%% | AN3(DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124
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£/ Site-to-Site VPN
& A LAUEE Amazon VPC #4|& 3 AWS CLI £ 8 Site-to-Site VPN &R,

Bx

s A= HMOER/N K VPN EE AWS
- BIEPEMX VPN EE

« MR Site-to-Site VPN iE$E

+ MIBR Site-to-Site VPN iE$E

- {524 Site-to-Site VPN JE#EH B ArM X<
- {8 Site-to-Site VPN E#IET

- {5 Site-to-Site VPN B8 %

+ Ym%E Site-to-Site VPN EZENED K H

« E ¥ Site-to-Site VPN EIZHEF M x
- Ei Site-to-Site VPN EENZHE

« R¥ Site-to-Site VPN B&IE i =UE

« #\% IP VPN 5 AWS Direct Connect

A= EHMEIER X R VPN E# AWS

BREUTSEA Cloud WAN BIZSX R VPN #E#. AWS
EREFI AN AWS =T EM 62 VPN &

B https://console.aws.amazon.com/vpc/ T FF Amazon VPC 2 #1&,

ESMERT , %#F Site-to-Site VPN E#H,

%4 Create VPN connection ( 812 VPN %3 )

(TE ) N TFEHIRE , MAEENEN. XEMATEES Name BUREBIEENENIRE,
Xt F Target gateway type ( BE¥rMXx3EHE ) , Fi%E$F Not associated ( KRKEk ) .

¥ F Customer gateway ( EFMx ) , AT TRIEZ— :

- EFANAENETEFRMX , BERIE , AREREFMNX,

. ERBEFMX, HIERE New (HE). XITF IP address ( IP #hiiit ) , EHWABRSLE IP i
#it, X4F Certificate ARN (ME$ ARN) , BEZFRABFIERHN ARN (MIRERAETEBNSHR

o a0k~ 0w b =

7 AWS Z=TEHFBE VPN K 124


https://console.aws.amazon.com/vpc/
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iE ) o XF BGP ASN , ®i AZHEF XL RMKX B (BGP) BIERSHwS (ASN), &
XEZER  FEE B MKIET,

7. WTEEHED , EEHEHES.
8. X TRRERHE IP ARA |, 1E$ IPv4 =X IPv6,

9. ( "% ) XTF Enable acceleration ( ERAIE ) , EHEEERSAME, BXELELE , B
¥ HNEREY VPNVPN E$#%,

MREBERAME , RIFOIERNIERAAER VPN EEER. FREEAN FA.
10. ( A& ) T Local IPv4 network CIDR ( A&t IPv4 4% CIDR ) , EEZFFMX ( A EE ) i
+ i@ VPN RRiEH# 1TIEEHY IPv4 CIDR SEEl. 1A 0.0.0.0/0,

X Fixiz IPv4 M4 CIDR , iB1EE A FES VPN BREH 1Ti8E AWS 9 —I#Y IPv4 CIDR SBE,
HIANEN 0.0.0.0/0,

WREE IP IREAANBEEREET IPv6, MEAFET VPN BRERTEENEF,MXEHERN AWS
wiEE L FET VPN BRE# TEEH IPv6 CIDR SBE. XFANEEMERIAES R /0,
1. (k) XN FRRERIN , B LUERNENRBREREEUTER

FE&E MR IPv4 3SR 169.254.0.0/16 AEIK/MF /30 B IPv4 CIDR 3R,

« MRNEEERE IP RAEET IPv6 , N NIEERENER IPv6 #itSEE fdoo: : /8 MKY /126
IPv6 CIDR 3R,

- IKE IHEZEZE4 (PSK)o ZFUTHA : IKEVT T IKEV2,
- ERERBRENSHREN  FERRERELET. BXEZEE , 826 VPN FREE,
12. %3 Create VPN connection ( 8/2 VPN i£3£ ) ,

FEAB ST API 82 Site-to-Site VPN E 3

« CreateVpniE# ( L 5# EC2 &ifl API)

 create-vpn-connection (AWS CLI)

BIEPEMK VPN &

BEEPEMX L6 VPN #E8 , BLTEEFEMRMES MR, EMTHEREZH , FEQEFH
Mx. BREEBHEMRNESEE , 55K Amazon VPC FER K PR HREF XK,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
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EREFAERERMX L6 VPN #E5

1.

o g bk~ w b

10.

11.

BN LA T Mt 3TF Amazon VPC #%l#& : hitps://console.aws.amazon.com/vpc/e
ESMERKP , %$F Site-to-Site VPN iE#,
%3 Create VPN connection ( 812 VPN %3 )
(A ) WTFEHFREL , AAEENER, XHEMATEIEES Name BURLEENENTE,
NTFERMREE | ERPENK , REEFRPENRK,
¥ F Customer gateway ( EFMx ) , HITUATREZ— .

EFAYNANERMX , BEFINE , REEEEFMX,

MBEBHNBEFRRXMNV TR NATEF ( NAT-T ) TS ANMEIER (NAT) REZEME ,
BEAERN NAT REWLHE IP it |, HRER AEH N SABUE 1E UDP %0 4500,
EQEBREFMRK , BEF New (HE)o XTF IP Address (IP #idlt ) |, H@MABRSLE IP it
ik, Xt F Certificate ARN (IE$ ARN) , BFEFAFIEHHN ARN (MIREAETIEBRN S HR
if ) o X¥F BGP ASN , i A EF < RM XM (BGP) BAR SRS (ASN). B
REZEER , BSREF ML,

N FEBED |, EFEISHED.

FFRREREE IP ARAS , 8 VPN BRERE X IPv4 B2 IPv6 B, RADRHM*x LR VPN E#E

F%# IPv6 B,

( 7Ti& ) XF Enable acceleration ( BAMRE ) , EFEEEAMBSHMNE, BEXEZER |, S
AR VPNVPN E#,

MBEBBRAIME | BRIV EIERFMNIESS U EH VPN EZFER, FREEATEA,
( @i ) 33F Local IPv4 network CIDR ( A3z IPv4 4% CIDR ) , EEFFMx ( XAtIE ) i
ERFEN VPN BRE#TEEH IPv4 CIDRSEE. EiAN 0.0.0.0/0,

31F Remote IPv4 network CIDR ( izf2 IPv4 W% CIDR ) , iEEE AWS s £ A FEN VPN 2
EH#ITEER IPv4 CIDR EE. #ik)N 0.0.0.0/0,

WMERIERA Tunnel inside IP version ( BREMNED IP MRS ) $8E T IPv6 , BIEERF M<inA AWS
i £ Ao iF@Ea VPN RRE# TEER IPv6 CIDRSERE. XFAEEMEIAEE R 1 : /0,
( Wik ) X FRRERM , B LUEBR N TN PEEREEUTEER :

- BREMRY IPv4 bk SEE 169.254.0.0/16 WHYK/NA /30 #Y IPv4 CIDR 3R,

« MBANBEEAI IP IRAIEET IPv6 , NNIEERERE IPv6 it SEE fdoo: : /8 MKY /126
IPv6 CIDR 3R,
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https://console.aws.amazon.com/vpc/
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- IKE IEZEZE4A (PSK)o ZFUTHA : IKEVT T IKEV2,
- ERERBENSIET , FERRERELET, BXESER , HZHVPN BBEIED,

12. #%# Create VPN connection ( 812 VPN E# )

£/ AWS CLI 82 VPN &

£ create-vpn-connection B HH RN --transit-gateway-id ETUIEEFEMX IDo

ix Site-to-Site VPN E#2
B2 AWS Site-to-Site VPN EEHEEEZFFMX/G , B LB s 61H @S ping SEHIRM R ERE,
EEFFHRZE , BREERATRE

- EATLANER Ping R AMI, FATRUEER Amazon Linux AMI Z—,

- EEH VPC AERENERFIRENTELLSARME ACL , AAFALMEIL ICMP RE, XX
flgEB W ping E R,

- MREFEHIZIT Windows Server LB , EEZFIEZHIHE Windows B K& 5 A AL ICMPv4
BA ping =4l

- (BAKH) BREFMXRZEEIERD VPC WHEAKH , FEEH VPN EZEEHAKH ,
BEREBALUREESBHEFMAIRE,

« (IBKH)BREFFMXRZLRIT BGP RS, B BGP WEAFEAKAEE 30 ¥rtE, B
REEHET BGP EHBLSHERETFMEHREXT , MEREEKBREEZNEFFX, FEHARD
PRIEHELE T BGP & H.

- BREEEFMEHERKRTHN VPN EZEE T KA,

/

I

i

1. B LT MuLFTFF Amazon EC2 ###l& : https://console.aws.amazon.com/ec2/o

2. HEEHERLE  EFEBHEH,

3. (H&k)XNFEH, REMEHIHE A —NER MR .

4. NTNARFNBREERSGREG (Amazon HlERME& ) , ERRESD , RAENEHNZOIERRER

%o
NTFBANEBY , GRAFBRAXN I E - NEHAN,
6. WTMBZRE , #FERINFLEA , AREREREN T 24,

o

ik VPN 2 127


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
https://console.aws.amazon.com/ec2/

AWS Site-to-Site VPN AriEE
7. f£ Summary ( FHE ) EHRF , & Launch instance ( B34 ) -

8. HXXBIFREITIE , IREVEAE IP tbit (Hl#0 10.0.0.4). Amazon EC2 #2#I5 £ /RAVHbiE B SKHI
HHAEEN -,

9. WTHENMEH, NTEFMXRFERNITEN , BAILMER ping S8 HIOUNKBINFE IP it
2|8

ping 10.0.0.4
FLIh Y IE R 5 BT AL,

Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = OQms

ANAREBERMER  EARNEATEFMRRE LNBE2— , RAREERI R, BEEEA
VPN E#EH AWS iR RZE.

10. ENEM AWS B A FBMNERE , BALEA SSH 5 RDP MEH R SEEFLNA. A
& BALERRE SR — AT EANFAE IP #4551 ping 84 , LIS Fils 25 15
B AERER.

BRUMMAERET Linux EFINEZEER |, 52 Amazon EC2 AP MIERZEREH Linux 3£
5, Bx{AEEE Windows EINEZELR | HSEIL D% EC2 A ISR P I EEE K

Windows SE4,

il B& Site-to-Site VPN &

MRIEFTBEE AWS Site-to-Site VPN iE#E | ATLUNEMIBR, 2 EMIBRIE 2238 = VPN EZR | AT
TR E1ZuM 2B S VPN EEXBENEFRFMARELULEN R, MREFBEERXNEF X
FERIFAEM R | A LU EMIER,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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/A Warning

R IR BR Site-to-Site VPN E$E | RFRIE—/NF#Y Site-to-Site VPN E$E | WA FEHFH
BEEMNHHEFEEFTFMXIZE.

5

o MIER VPN ZE$

- HIBRE MK

o 50 B A BREE L P B IR

R VPN E#

MERYE REIBE R VPN EESS | REEREERE AL deleted REREFTN , 2FRESBIMER
Z%HEo

e A H AR VPN HE

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC Z#| &
2. HESMEHET , i£#F Site-to-Site VPN E#,

3. & VPNERE , REMEFRENRER VPN Ei,

4., EIRHITHEIAR , B delete , AFI%E Delete (MR )

FERAGSITR API IR VPN &3

« DeleteVpniE# ( L Zi# EC2 &if] API)

+ delete-vpn-connection (AWS CLI)

« Remove-EC2VpnConnection (AWS Tools for Windows PowerShell)

il BR 2 P R SR

MREFBRERE-—FFMX , WTLUREBIBR. BT ERBREEE LB R VPN EEPEANEF R
Ko

I ER VPN £ 129


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpn-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnConnection.html
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15 FR 2 51 & W BR 2= 7= 5]

1. ESMERD , EEEFFMX,
2. EEEFMX , RERRERRENBBREF X,
3. ERHBITHEINE , WA delete , RFEIEE Delete ( MR ) -

ER M TITE API BIERE 7 WX

« DeleteCustomerM>< ( ML B EC2 &Eif] API )

+ delete-customer-gateway (AWS CLI)

* Remove-EC2CustomerGateway (AWS Tools for Windows PowerShell)

70 B A BR EE L AL 8 PSR
NREFBEEE VPC WE—EHAERX , THUFHESE VPC K.
RS A M BRI A MX

1. ESMBERT , EBREMREMX,
2. ERMENHEBFAEMX , RE1EE Actions, Detach from VPC,
3. EESEBEELLENX,

MRTBFER-WTHEMREMX , ARERER, SFRERRDE VPC XENELLEMRK. E

WRAEMXBER2E , ELERENRARREFTNR , REN deleted , RE1ZFE FHAIMER,
15 AR 425 & M BRAE A FA R I 5%

1. ESMBERD , ERELFAEMX,
2. EEELDFBERX , RBEAERREFMBRE DB X,
3. BRBTEIAR | #A delete , ARF%#ER Delete ( MIBR ) -

EAG ST API i BB M X

 DetachVpn®>x ( ML E# EC2 &Eif) API)
+ detach-vpn-gateway (AWS CLI)

S E A BRELFEM K
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteCustomerGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-customer-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2CustomerGateway.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DetachVpnGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/detach-vpn-gateway.html
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* Dismount-EC2VpnGateway (AWS Tools for Windows PowerShell)

ERW T API BIBREBFLE MK

+ DeleteVpn® > ( L& ¥ EC2 &if] API)
+ delete-vpn-gateway (AWS CLI)
+ Remove-EC2VpnGateway (AWS Tools for Windows PowerShell)

&4 Site-to-Site VPN K B FrM %
&R LS AWS Site-to-Site VPN M B M%<, M TEBERIATA

- UREHLEMKREPEMX

« A5 -MEMETRAMKNIEENTAMX
- PARERRMXE S —PEMX

- NEFERMXIEULERX

EREHFMXE , ERMNMEHFLHET [T, ENUEK/EER VPN EEFEENBERNER AT,

LT ESHHBETRIBIFTNNTE,

o B BIEFHH B IRMX

- SBR2: MIREHEBESEA (BEXH)
- $B3 EABIFMx

- FB 4 B VPC BEK

- |5 EFMBEMXEA (BEH)
- SI|6: FEHME/MKASN (BEH)

SR 1 BIEFH B ARMR

ERTAFBEFEMXNEB 28 , BXRAXEEFTHOMKX, BXRFMELERAMKNEER , S Hthe
section called “BIEELTHAMK", BXRAMMPFERMKXWNEZEE | 155 H Amazon VPC Rk A
MBI EFER K,

B VPN ERH B Y


https://docs.aws.amazon.com/powershell/latest/reference/items/Dismount-EC2VpnGateway.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteVpnGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpnGateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html#create-tgw
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MR ERMRRAHEMK | 5 VPC MMEIFEMX, BX VPC EHMNER , 525 Amazon
VPC FEER > Ry VPC By AR MR E R

EFERMNELRFAE SN MK |, B UER G HEM X ASN RE N SEFEMK ASN
HEWE. MREEFEERAEM ASN , IATHFEFMXIRE LW ASN RENPEMK ASN, BxX
EZEER , 55 Hthe section called “FHR 6 : B EFMX ASN (B&H) 7

HIR 2 : PIBREMNESHEE (B&M)

HENEEBRSHEHENENR AN IBEPEMIN , KTRELFEN,

BB ERBRESEER , ARBIBIFBMR,

® Tip
RE—HEBAKA , ARTEMR. £ VPN EEZEIBTERGE , FEEXERBEFNNE
RERM X,

MB% B 2% M BRB& R

1. BELTMutiTH Amazon VPC ###1& : https://console.aws.amazon.com/vpc/e
ESMEKT , %$F Route tables ( XK ) , RFEREHRK,

£ Routes (B§H) T+ L |, #%&4R Edit routes (YR H).

T EELFAE MR ERSER |, EFMER.

EERRFER,

o b~ w0 b

HUR 3 ERBIFRR
EH AR

1. B LT MuEITFF Amazon VPC %A : https://console.aws.amazon.com/vpc/e
2. ESMERT , L1 Site-to-Site VPN E#,

3. 1&#F VPN E#E  ARKERRENEH VPN EE,

4. NTFERER | EEMKRER,

a. WMRFBIRMRNEMFAEMRK , WEE VPN R,
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpc-attachments.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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RAriEmE

b. MRFEFRMRNAEMK , MiEFEHER K,

5. EERRFER.

ERAWTITH API ER6KE IR VPN HE

« ModifyVpnConnection ( Amazon EC2 &if] API )
+ modify-vpn-connection (AWS CLI)

SB 4 BEFH VPC BHEK

EREFFHNKE , EAREEEBREH VPC BBHER. RXEZES , 5 H (Amazon VPC BF i

) PHYEEEH R,

TRUATHXIEH VPN Mx BFiRGEHITH VPC BHAREHN.

REMX

ER LB BN EL T AMX
£ P15 B Y EE L % A <
e B BV ELL T AR X

ERBSHEBENEL T AMX

ERBSHEBENEL T AMX

ER BB ENEL T AMX

Transit Gateway

Transit Gateway

EHZES

Transit Gateway
ERAERERBENETAMX
EABSEEBNENTAMX

Transit Gateway

ERBSHEBENEL T AMX

152 P f& #B 3% R BV RE 8L % A o]

£ RS ENEL T AMX

158 FA & B 5% FR BV RE 8L % A o]

VPC BHEREX
AINEEHRFERMK ID BEKH,
TERE,

AI—ANE&E , HP SN
ERFAEM KB 1D,

REESELEMX ID A H
BN EBEHREMRKRE ID.

REESELFREMX ID #IEEH
BN ES N ELRLEMK
9 1D,

MR B EELFEMK ID Y38
Ho

FEEHEMX ID KR HERH
NBEEULEMKH ID,

MERZEFEMX ID KR

SW|4 . B VPC BER

133


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-connection.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
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AWK P VPC BHREXR

Transit Gateway Transit Gateway FIEPHEMXK ID NEBEH
NEBEFHPEMXH ID,
IS5 EFBEFRMRER ( BEH)

HFMARPHEMKRE , BERPEMREBHRIAAT VPC Mk SE S VPN 2B RE. BXE
%S5 , 25 Amazon VPC Transit Gateway 7 By Ff % [ < B FH 3% .

WMREMERT VPN BASHE , N AKX EFHSHE RN PEMXIEBART.

BEEDFIHEMXTE , PERMIXFEN -1 VPN E5 ENAEREREMEN Z H O (MED ) E.
MRENELAARMRIEBRIREMK |, FEIE MED ERTRRERRE | FATEWEE s B LU R%E
A, Bl BESEREMX LA EEANEH, BXESEE , BSREASRMN VPN BHL
Pk

S 6 : EXMMEFTMK ASN ( B%HF)

HFMXEBEIEMAXFRER ASN i, BBAEHEFMKIRE LR ASN SUE@HT ASN. 25 6
F¥E R VPN EENESNKETR THRESER.

&k Site-to-Site VPN & 321% I
BT A& X Site-to-Site VPN EIZHERSHET, Ba LUERATIEIN :

« £ VPN EENAM (BEFRX ) wAZRE ( AWS ) i L@ E VPN BRE# T #EE/ IPv4 CIDR 5B
B, WFXHNEE , RIAEN0.0.0.0/0,

« 1£ VPN EEENAM (FFMX ) IHHMZRE (AWS ) % L@ VPN BEE# T&EH IPv6 CIDR &
Eo an:ﬁﬁ/l\ﬁa , %ﬁi}\ﬁﬂg ::/Qo

&2 VPN EBIETE , AWS %8 VPN KT a IP it FA4E R , BEEMtt R4 E R, £ VPN iE
BEEHLES , £/ VPN EBESEESNERER T A,
RS A& VPN EREIRIN

1. BT MuLITFF Amazon VPC #%& : https://console.aws.amazon.com/vpc/o

S5 BEHMBEARMXER (BE&H) 134


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-route-tables.html
https://console.aws.amazon.com/vpc/
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2. HESMBERKP , %F Site-to-Site VPN iEE,

EREHN VPN &3 | REROERRENSH VPN EEED,

BIFFEEH AN CIDR BE,

ERRFER.

o & »

FEABSITEH API 52K VPN E %I

» modify-vpn-connection-options (AWS CLI)
+ ModifyVpnConnectionOptions ( Amazon EC2 &if] API )

{& X Site-to-Site VPN B&iB % In

BRI LSRR R B R VPN EEF VPN BRER B EET, A —RIEH—1 VPN BEE,

/A Important

Sk VPN BRIERT , ZF8E L HERSWP KA IL D8, BRENTUHNFEVIETE M T I
%o

£ A H &5 % VPN BRIEE

B LA T Mt TH Amazon VPC &l : https://console.aws.amazon.com/vpc/o
ESMERT , %E# Site-to-Site VPN iE#,

%4 Site-to-Site VPN E#t , RRMIEFRIREMIEH VPN BREEI,

X F VPN BRESNED IP bk | 1% VPN RRER &R S 1P,
BEFENBELTERIBMATE EXESZER , HSHVPN BREETL,
ERRFER,

o o bk~ w0 DN~

EAW ST API 182X VPN BREIL I
- (AWS CLI) £/ describe-vpn-connections A& & H B HIBZE LD , £ modify-vpn-tunnel-options
AE R PR EE T,

+ ( Amazon EC2 &if] API ) £ DescribeVpnConnections A& & L 5] A B EIXIN , £
ModifyVpnTunnelOptions B {& e BRI L I o
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-connection-options.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnectionOptions.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpn-connections.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-tunnel-options.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpnConnections.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnTunnelOptions.html
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YR 48 Site-to-Site VPN EEZENBRAKH

T B E 7 # A A ERIFAE M X EHY Site-to-Site VPN E$E |, B A SIM VPN B & A7 o=l il BR s
DB

{5 FA 22 %I & 78 hN S BR 5% 25 3%

o

N o a s~ D=

BT https://console.aws.amazon.com/vpc/ ITF Amazon VPC ###1&,
ESMBEKT , &E#F Site-to-Site VPN £,

% VPN E#,

R REHSEE,

BIEE Z RIS RS B

ERRIFER.

MREHARNBAREARBEE  WXTFHERENBHARPHIRRBALUE VPN EEPRRE
VRS IPEIR. EXEZEE , B50H (ENRENX ) EREAXRTEAKHERE,
NFFREMX LR VPN E#E , B UEFERMXEHIRPRIMN, SXEIMERESEHR, BXES
£8 , 2% Amazon VPC Transit Gateway P #Y i W X B H R,

FEABSITR AP R INESER

« CreateVpnConnectionRoute ( IL & ¥ EC2 &ifj API )

+ create-vpn-connection-route (AWS CLI)
* New-EC2VpnConnectionRoute (AWS Tools for Windows PowerShell)

ER 1T API I BRES S8

« DeleteVpnConnectionRoute ( I 5 EC2 &ifj API )

+ delete-vpn-connection-route (AWS CLI)
* Remove-EC2VpnConnectionRoute (AWS Tools for Windows PowerShell)

¥ X Site-to-Site VPN EEHNE P MK

SETLAER Amazon VPC Z#HI AR HT TEE R KT R VPN EEHNEFF MK,

FUELWAE , ERNTARI AN | 549 VPN SIS E G B A iR T A,
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EREHaEREFEFMx
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ESMERS |, i£$R Site-to-Site VPN iE$#E,
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ORI R IREFIE K VPN E#,

NFBRERE | EREFMX,

NTFEREFMX , BRFNEF M,

ERRFER.

N o g~ w0 Ddhd =

ERABSITH API ESEFMX

« ModifyVpnConnection ( Amazon EC2 &i] API )
» modify-vpn-connection (AWS CLI)

Eih Site-to-Site VPN EIZ/ S IREIT,

MREIANNUERFUER VPN EENBERIECLZM , TUER IKE MAZHAH ACM FiE, &
AW EEBURTEAT VPN BBEN S HRIEED, AXEZER , BZRE KRS VPN BES §
KU,

B IKE i =248

BA MBS VPN EENRREIRT , H BN RBEREENN IKE MAERA. EXEZEE , BEHE
X Site-to-Site VPN B&E &I,

HE LT LMER VPN Eik, BXEZEE , BSHAME VPN &, STFEMER VPC NEMTH
Mx. RlE , ERAMERNEURLEMXEZ MR VPN EE , AEEHNESNRXREPEEFTNR
€Ho _IJ—,UJ[S%JLEJE EERBCHMEREZRY , HELL AWS NEERFNTALHERN. BXESE
B, BSHEE VPN &, EFCIE VPN B, BEfRBMASu Taear £,

B AFEEL T AR AWS UmAYiIES
RIS, BXEZER , FSAEHR VPN BEwm il $.

FREFMKIEEZ WIS
1. RIEFIER., BXEER , 53 (AWS Certificate Manager AF{EE) R LA MEIEPH,
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2. FHEBARMEFSMRIRZ,

o #h Site-to-Site VPN P38 iR =L iE P

O] LAEF Amazon VPC 25|85 AWS s EXmT R EMIEH, HEEX T SBIEH AT
STHARY , AWS 2B FERARSHEXRACKRRZIER, BXEZER |, HSMthe section called “BRZ5 18
xBE,

EFAEF BRI R TR VPN BBEL in T RIEH

B A TFMHEITH Amazon VPC #2 %] & : hitps://console.aws.amazon.com/vpc/e
ESMEKTR , %F Site-to-Site VPN iE#,

i%£#% Site-to-Site VPN &1 , REMKIEFRRENMER VPN RBREIUE B,
ERERRE I R o

1£$® Save (R%E ) o

o & 0N -

5/ AWS CLI % Site-to-Site VPN BB L % SiF P

{# A modify-vpn-tunnel-certificate 5o

#.E IP VPN 5 AWS Direct Connect

FEAFE IP VPN |, BALUEEZBE IPsec VPN AWS Direct Connect , jNZ3 7 ih R 48 F1 7 th R 45 2 [H]
WHREAWS , MEEFERALNE IP it HMEE =5 VPN & &,

FAE IP VPN WEER 2z — AWS Direct Connect 2#BI€ R, BT R@EMEXIPITIHNZE SIS
EMEHE R, Private IP VPN AWS Direct Connect A #8{R AWS FZA#h & 2 BN R ER R4 X FA
%, NTEEFRE HEENMLZE2MNE,

&

- %8 IP VPN Ky #F4b

- 8 IP VPN W I ERE
- KREH

- BIBEFMX

- ERFHERMX
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o BIEAPE MR KE
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- F{tREEEMNRE . MREKEFLE IPVPN , BEFRXHAEEE =7 VPN K HES T AEET M L%
AWS Direct Connect SEMFAFE VPN, FAFE IPVPN g , EFRFLEFENEEBCOM VPN &
MR HE, X ATEAR{E MBIz E HREE A

s WEZRZSWR : BLET , B AFEHR L H AWS Direct Connect L2 0 (VIF) RINZRE AWS
Direct Connect , XEZE R VPN i [RUIEHLAHE IP bk, FRALE IP 218 K52 (DOS) WEHIEE
R ERIKEBEEFDEBFNANLLREZRRFMNE, A, 2% VIF FRTFRE AWS 28R
SHE A ML 2 R FRIR , NTEM TR ™E%, FAF IP VPN DIEEAR BT & AWS
Direct Connect #i VIF ( A2 VIF ) #1TIN% , HEBEERE IP. BRTMZEZHN , kiR
end-to-end FAHEEE , NIRRT TEEHZLRR

- EEMEEHMNE A5 IP VPN EZREESHEBERE (5000 & HIEEHM 1000 &K A K
B ) , ™ AWS Direct Connect #jdiE#2 B BifRHI8 200 K H KB 100 LA MEEEA,

8 IP VPN I T{EREE

B IP 32 E¥E S VPN @33 AWS Direct Connect £ EE#LE O (VIF) i21T. B AWS Direct
Connect WX MR MO AN S AWS VPC Bif, 448 IP VPN EEE AWS Ul HE /Y15 5 R <
AR EF P RIRE EEBMELRIER, BAMA IPsec BEBEMERMXMEF MXRZiHOELE IP
Mok, EALAEHAR B RFC1918 5 RFC6598 #AH IPv4 it SBEIMFAE IP Mol

878 IP VPN EEM B P MK, BEE , SR EE VPN EENEA RS PR K
VPC ( SREAMBMLE ) < BRHERE, SALNESHEERES VPN EEXBRIZIL B iR, N THKRE
HE, EEERE VPC REXR IR KRR E VPC REBIRMAEIFAE IP VPN EE,

5 VPN E#£XBRNEHRKRALUESKRE AWS Direct Connect E#EXBK A RMARRNTE. XEEEE
B VPC A3 W 45 8] B B 3% B N Z BV R EM R INZ R R E .
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FRF M

ESER X AWS Direct Connect EHIFAE IP VPN BYiRE , BEEUTRR :

o SREY A 4% F 2 B B9 AWS Direct Connect I AWS
- S1ERI&H# AWS Direct Connect M5 3< Bk B R 5%

- EFTHAMNFAE IP CIDR A HHM X

- KiMEPNEFFRIREZMEN AWS PR

BIEFF MK

EFMXZEEFURIRR AWS, ERTFABNEFNEFMXIRE, QIBFEFMXEN , EFEMQ
REAXENRBNER AWS, BXEZFHMAEER , FSHES MK,

EREHAIREFRX

1.

2
3.
4

© N o o

B https://console.aws.amazon.com/vpc/ T FF Amazon VPC 2 #1&,
ESMERT , EREFMNX,
ERCEE M,

(A& ) T Name tag ( BFMRE ) , NENBFFMRBABR. XHEMACIEERESE Name #EL
MG ERNENIRE,

31F BGP ASN , i AL EF MX i RMKX I (BGP) BIARE 4% (ASN),
3 F IP address ( IP #3lt ) | M AR ESFXREHIE P it

( /Ji& ) X F Device (RE ) , ARELEFNXHRZNER,
prik=ni FE X3l

FRAGSITH API RlEE P M x

« CreateCustomerM > ( L S5 EC2 &if) API )

+ create-customer-gateway (AWS CLI)
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateCustomerGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-customer-gateway.html
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R RERMR

PERMXEMEHHEDPO , BUTHEREE VPC MIAMEME, ST GIRMAPEMX , A UER
MEPEMRKEILILE IP VPN &, EOZRERMXERABREMXRE , TUNEREENLS
IP CIDR £,

(® Note

EEEEEFE IP VPN xB P Mx CIDR Rt , iR CIDR R 5FhEMX T
A E B EIEZNE IP it EE, MRE[AIPCIDRRAETESE | AEaSHEFMX
R HIEE R,

BXOIBSEXATHE IP VPN WEHRMXEE AWS 2EI SR |, 1§55 Amazon VPC £
[EES L ki TS

EAG ST APl SIEFEM X

- CreateTransitM< ( L5 # EC2 &if] API)

 create-transit-gateway (AWS CLI)

Bz M AWS Direct Connect 5%

2 BBAWS Direct Connect FAF 1B Y 812 Di rect Connect M%< S EAIZEMN¥*, AWS Direct
Connect

FEHABSITH API ]2 AWS Direct Connect M%<

- CreateDirectConnectGateway ( AWS Direct Connect &if] API )

« create-direct-connect-gateway (AWS CLI)

B R 3R X < K BX

#22 AWS Direct Connect Mxfg , IMxBIZZ % AWS Direct Connect MkBk, 712 BITE ALY ET
BIRPEENRERKIEEFE IP CIDR,

BEXEZER |, 5 (AWS Direct Connect A 1ER) B Y B ik W e < Bk,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateTransitGateway.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway.html
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https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateDirectConnectGateway.html
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FERAMSITHR API 12 AWS Direct Connect M 3< < Bk

« CreateDirectConnectGateway7< Bk ( AWS Direct Connect &£if] API )

« create-direct-connect-gateway-association (AWS CLI)

Bl VPN iE 3
fEAFLE P thht bIE VPN 3

1. @i https://console.aws.amazon.com/vpc/ TF Amazon VPC #£#| &
2. HESMBEKTP , %R Site-to-Site VPN iEHE,

3. %&$® Create VPN connection ( 812 VPN E# )

4

( Ak ) WTFEHIRL | NIEM Site-to-Site VPN EERM A B XHEMATCIEEHF Name UK
IEENENIRE,

5. XF Target gateway type ( B#sMIREKRE ) | 1%£$F Transit gateway ( FEMX ) , RiE , EER
ZBEIEERN P EMK,

6. XITF Customer gateway ( FF WX ) , & Existing (TE ). R, EBRECHCIBRNEFW
Ko

7. REENEFFMXRERBXFLRAMKDPI (BGP) , EHFE—MEEHIEM

- MREHEFFMXIZE X BGP , i51%£$F Dynamic (requires BGP) ( 217 (FE BPG) ) »
- MREHNEFMXIRETFTZHF BGP , Hik#F Static (#& ) .

8. XITREEMER IP iRA , #67E VPN BBER XK IPv4 &R IPv6 &,

9. (k) MBEE IPRARNNBRERET IPv4 , M T LLER A R FES VPN BRERTEENE
FMx<H AWS ixEE IPv4 CIDR SEE. ERIAMEN 0.0.0.0/0,
MRIEE IPRAANRBERE T IPv6 , MALLERAZFMNAMAFET VPN BBE#H TEEH
AWS ¥x1E7E IPv6 CIDR SEE. XMASEEMMINMESR ::/0,

10. XFAEB IP kKA | Fi%FE Privatelpv4,

1. X FEBMH 1D, FRERMKEZREEH AWS Direct Connect P 5< Bt 4,

12. %% Create VPN connection ( 8/2 VPN £ ) .
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® Note
Enable acceleration ( /g A INiE ) A& M F AWS Direct Connect L VPN E#,
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« DIKER-BHNREASEAN AWS BRFRE, EEFTENEMARNT , SHEENBEHHR2
., BRTHNERARERBEEEN,

I AR ES B8 T SR a0 72 62 A Site-to-Site VPN BRI ASTMEHRBEN, U T EBHAMAIEE Site-
to-Site VPN A& BN L2 M MEMN M Bir, LOE/ZF MAEAEM AWS RS R By & E MK
&RV E REIVE R VPN B Ro

AEN

« R AWS X R VPN F TR

« AWS 35S 335 VPN B B8 R a1
- M1 AWS Site-to-Site VPN

« S AWS XA VPN A EMIEHER S

R AWS Xt R VPN IR R

AWS D EFEEIER T AWS 3 SB35 VPN AR EIRERY . AERFNR AWS |, AFRE
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REFERAN AWS BF WEL2BRENEERES. EXBERVMNESZEE , BSRABERLENLR
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and GDPR & X E,
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- NBNKFERZSESHRIE (MFA),

- £/ SSL/TLS ERRBEF. AWS BRITERFEM TLS 1.2, BiIUEA TLS 1.3,

- EAIRE API M A FE3N B & AWS CloudTrail,

- £/ AWS BB RARURHEFHFERINZEEH AWS BRF.

- FAERIEEZRLRS (HlW0 Amazon Macie ) , EEBI T XIMMRI 7% 7E Amazon S3 HHV B

« MREE AWS BEHTTRER APl #THRINEEZLT FIPS 140-2 RIFMMFER | HEH
FIPS it BEXA AN FIPS mRNEZEE , BZH (EEKIDEELIERE (FIPS) 5 140-2
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BENBZIBUET 7 RNZEERBBER (NEFFNE AL ) RAREREBABRAIEE
B (WMBHFER) . XBEFEHAZEA. APl 5 SDK AWS RS AN ST S VPN SE 5 KA,
AWS CLIAWS ZATEMHHREHE EARRANERFZERPHANEARERTE2ATITRRZEA
Fo MRERMATIRSF[RERNU |, BB WEFEEMNU P ITEFIERFE R RBIEXZRSI[HER,

HEEM S RERILRE

IR EINE R VPN EEFEN VPC AABEET AN AWML, £ VPC SEME Z B & MmN HEEY
INZRKY VPN EEEH , URIPISHEENI BN TEM, Amazon 5 Internet il ZE £ (IPsec)
VPN iE#, IPsec 2 —MMUEH , BIRIEMMERFEROEN IP BIEIREF IP BE.

FNE ST S VPN EEEHAFMEINZN IPsec VPN BREARK , AT EEENME, AWS TTUER
AES128 = AES256 XYPRE R REF TINE , HEA Diffie-Hellman A ITHRARER , BHTLEIO
R, AWS A SHA1 = SHA2 B & RBH T ORI,

VPC FHEHIAREEANE IP bt BN ALEE RS 2R h 8 VPN EE R —im &R, S LAES
v B UE A VPN EENH Internet RERBIIZNABME, RE , EHATUAESIENIEHLERE
BUKEMELZEMEIEIREZ R Internet,

FSAUATERTHRESEER

- WHREES VPN EENPREERD  #ETATEANBRER IPsec M Internet Z4ARIR (IKE) ETHY
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« U5 B R VPN BRIE B IUEET B4 VPN BBELK IR S S /A RIEEMMNEXER,
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- FRASHHITEHRIE
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- WREIMA VPN WET 548 AWS KRS RH5I
« BEBR AWS ¥A R EI¥E R VPN 540 815 Rl i &
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K

- JIN
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VPN ATy T4,

RS AP - tMREFEA Site-to-Site VPN FRFRTER TIE , MEHNEE R 2N ERUMENZIEFNN
PR, H&FEMAEZ Site-to-Site VPN ZhEER T K T/ERY , BAIREFEEINNIR, T N{AIE R [E AR
BB TEOEERBERESHWNR, MRETLZELR Site-to-Site VPN FEVIHEE |, ES I HEBR AWS B4
KE3E S VPN 515 15 8 HEE,

REEER - MRIEELNTHEEE Site-to-Site VPN BIF , NIEAgEEH Site-to-Site VPN BT £1H
B BR, 88 TR EEN RS P A5 R B Site-to-Site VPN ZHEEFEIR. RAF , BH4A [ 1AM
EEARRBERUEUABRSAFHNNR, BEFZNEHLNEEUTH IAMWELRES, ETHEX
BHY N B aAFF IAM 5 Site-to-Site VPN £6EANEZE R |, S5 AWS #h 2235 < VPN @i 5
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IAM EER - IRER IAM BEER , BURFETHAXNMARERKILEEN Site-to-Site VPN Y
HRINFHES. EEFELEAE IAM REAM Site-to-Site VPN ETF H G N KRG , HSH 155 F
Uh =R VPN MET 543/ AWS KEERHI,

£ 5= 1T 5 0 WUE

BRBIERE AWS FASHEIEFNAR. BXT IAM AR BHHETE AWS KA RAFPE
IAM B&H#ITEMIIE ( EF AWS ),

B EABEY & MRRENEREI AWS BRE 518K, AWS IAM Identity Center ( IAM Identity
Center ) AP, RAOFIMNE JEBFZE MR LK EN Google = Facebook EREMEKE & 108 =G,
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i, IRRRERERE -1 A,

BEFEENAFER | SR LIE S AWS Management Console 2 AWS 5[EITF, BEXBEZNEZER
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MRE AWS BEREFNIGE , W4 AWS BHEFATF AEH (SDK) Mapw1T4E0 (CLI) , SEFEAE
HERMNERFTNZLEE, WREFERAAWS TE  NIMXAECEBER, BXERARENSEH
TEEERNESZER , H5H IAM BFREEHNZE AWS API E3R,

LTFERAMSMRIESE , BURFERMHMELZLSER, i, AWS BWEAFERAZES MR
(MFA) SkiREKFHNREM, ETHRESELR , 550 (AWS IAM Identity Center AFIERE) Fl 2
ESHRIEM (IAM AFER) P18 £ AWSHERAZEFHREIE (MFA)

AWS Ik F° root A F°

BIER AWS K, BAER—NMEREN , ZEHTUATEHRIKS DO ERIR AWS RS ME
Ro MEHBWFA AWS K/ root FIF , £ F & G MK 7 B A 89 B8 F R 4 b 41k 01 22 48 2 3R B °] 15 7]
ZH M, BARWETECRARAFNITEERES. RPEFRAFEIE , FERAXERIERRKITRIE
AP EBRITHES . BXEREUBRAFSHERNESHERIIE , BZH (AM AFER) +
MEZERASZIENES.
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FEARESXREK  ERAXRAF (2RFTEEERALRANROAF ) £RESHREBNERKS S ORIE
AWS PR S5 B3 I B UE 31T U5 R

REBMRRELNDILAFBER, Web B41R#ME. Identity C enter BXFHAF , EFEMEA
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MARFEFER, A% IAM Identity Center ISR , i5S 159 (AWS IAM Identity Center FIF#8/)
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| AM AP =& AWS K REXNASRNARFEARENRN S M. EAUENBRT , RINBWUE
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- REHEXAG-BRFHEXACR—MERSHEXEKNESAR. AWS BFRSTURKARKER
TRENERG, RESHEXACHINELZNS AWS IKF |, FBEARSFE. IAMMEBEBRTUES
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E ) RHERTEX LR, REFHRBERATERIELER, KSBERKELL JSON X4
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ET 508K
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7 <IAM AR RRILIE IAM policy.

ETHHNRBALE -SHARNARKERIEERE, ARRBEEZERAZNAS, AAGH, &
EREERINWRE , EULCREM MBI PN ZS IS, HANAE AWS K/, HERBEEIE AWS
RERBNESRERKE, BET7THRNAEREXNRBNARRE CEETERE , B30 IAM AFE
MPRNEREXREENEREM < BFITER,

ETHRVKEE

ETRIFHREE M N BRAY JSON KM, ETRFHNRENRESHE IAM ABEEREM
Amazon S3 FEMEKE, EXHFETRARNKBHERES T , RSEEA AUERCIREFHNBFER
REVTAR. XS FHEEPHMNRBEE TR , RIEE SIS EEET X 2R FRRATHLEREUAR A LFMH
THIT, BUFEETRENREFIEEETE, ERATUEEKS, AR, A, BERAFH AWS
AR5 o

ETRFNRERNMTIZRSFHRNEKERKE, ETREETRRNKBEHERM IAM P AWS HEX
B

T RI42 % 5] & (ACL)

EEFIFIR (ACL ) ZHMLEEHE (KFARA, AFRAE ) ARLARK. ACL SETHIRAE
BERL , REEMAER JSON KB HEER,

Amazon S3 #l Amazon VPC B2 X% ACL BWIRS =l AWSWAFETH#HEX ACLINEZEER ,
B2 # (Amazon Simple Storage Service FF X A R 1ERE) FHFRIES|FIFE (ACL) B,

HREgRE
AWS ZIFHMAAE R REERE, XERBRETOREERE ANKBEREQER TFHRANR.

- RRLA : RRLAR-NERBE, AT REETHSOREBALN IAM K& (1AM B A
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EXELFBEZ AT, BARANRLANEZRFEE , FZH IAM BFERE) PRI IAM EER R RIL
5o

. BREIR4IZHBE (SCP)-SCP 2 JSON %8 | TS AMRAR L (OU) B AR, AWS
Organizations AWS Organizations 2 —H A FTX SN RAENZ AWS Ik T ToEANEFE
BHRS. MREHLANBSHTRETIRE , W AIXEERS 2 50K F B A Bk 5515 HI5KkE (SCP), SCP
BRI 5Y 52 K P PRI SEE (SR8 AWS KPR A P SEE ) IRPBR. B X Organizations 1 SCP #Y
EZEE |, 55/ (AWS Organizations AF#E/) H# SCP K T/ERE,

« DERKE - QERBRACURESRANABCIHKEAF RGNS FEMMENSBEENSRE
B, FRLFNNREAFSIAGHNETHONRBENSERBHRE. NREATUKREETHFN
Kb, F-URBPNEXNELFEZAN. BXEZER , H5H (IAM AFERE) PHNSER
%O

S REERE

SN REWRBEEA T —MERE , ERHRREMERNENIRRE, BTHRES RS HRBER
WA AWS ER B AVER , HS5H IAM AP EEHR IR ITEEE,

AWS ¥ = ZEiE = VPN a5 IAM Bt & E A
EEA IAM EEXT Site-to-Site VPN BRI 28] , T B HFLE IAM ZhBET & Site-to-Site VPN &4

o

AJ7E AWS ¥ S EIIE R VPN FEAR IAM Zhae

IAM Zh&E Site-to-Site VPN X%
ET 551K =
H T %R KRG &
RERIE =
REERR =
EMEHRE (BETRS ) =
ACL &
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IAM ZhEg Site-to-Site VPN % #

ABAC ( B EIFRE )

7|

EHIE 2
BEAE ]
RFZAEXAE =

E4HETHLSES VPN fMEM AWS REMAS KZEH IAM BEEESER , B2 IAM AP
EhE IAM BE&FERNAWS RS,

Site-to-Site VPN WE T & 5 HI KB

XEFET B HRE =

ETHONRBETMMNESM (W IAM AP, AFASAER ) B9 JSON RURRH I, XLRK
ZHAFNASAEMAMESE T BLERFRITHLRE, BTHRNTUEZETSHNKRE , 55
53 <IAM B $ER) HRYEIZE IAM policy.

BEMER IAM ET S MR | S0 LUEE R FRELAVRENTRUR R FRELEBENZS. &
EEEETEONKBPIEETE , EATCERTEMMNNAFRRA®, BT HAE JSON KREEH £
RBSFrETE , H5HE (AM BF$ER) S8 JAM JSON KB TE5 A,

Site-to-Site VPN HWE T & 589 K BE R4l

EEF Site-to-Site VPN EF BRI RE |, FSH 2215 VPN WE T B4HH AWS KR
i

Site-to-Site VPN F EF &R K IE

XFE T RR KBS =)
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ETRIFHREE M N BRAY JSON KM, ETRIFHNRENRESHE IAM AGEEREM
Amazon S3 FEREKE, EXHETARNKBHNRES T , RSEEATUERCIREFHNBFER
BREVGE. XN THEERM IR ZIR |, REEE IS E A A SN 2R R TR AR E M+ ARM
THIT, BUFEETRENRBEHEEEE, ZEREATUEEKS, AR, A, BERAFH AWS
i

ESABKS R, SR LHEANKS SHEMKS P IAM KEEENE T RRNREHERE, F
BKFEHEAMBETHRNEEARBYGEXRRTEN —F¥ME. SZRANREL T FEMNERN
AWS IKF , AIEIKF R EY IAM EEE R ESMEEFEARE (AFRAR ) RTFBRBRHNR, i)
BENETHONRBHMINBZEURTFNR, B , MRETHRRNEBOE - MNKSPHEART
WERR , WFFERINNETEONKRE. BXEZER , H5H IAM AP EEPHEKSE 1AM
5 B B R

Site-to-Site VPN K KB4

X RIEERE =

EIE R A LAER AWS JSON REERIEEW ARG RMT L. HHRY , BNEAATLNF AR RRITER
&, BAREA ARG TIIT,

JSON REEHY Action TEMER T A TERKP AWRIEL B RINRE, RBREBESKEKN AWS
APl BRIEE R, B—LEHINMER , HIAURBIE AP BENXENR R1E, T - LREFTEERMK
RIMITSNMEE. XL IRERRNBXEE.

ERE P IS REURFIITREBENR,

EERURIER VPN REFIXR |, EEH (REENSE) W WELREER VPN EXL AWS B
E

Site-to-Site VPN R REGIREEIREIERAU TR -

ec2

EEEMEYPEESTRE , BEMAESFHENRTT.

"Action": [
"ec2:actionl",
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"ec2:action2"
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NotResource t#E., EAFZEXE |, BHFERAHE Amazon BEEH (ARN) BEERFR. W TFXEFEBER
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HEE, BETHALERARGRNBEENRER  BSRAWS R EUE S VPN E XAV ERE,

EEF Site-to-Site VPN 2T F MR RS , 5 H WKW VPN WET HHH AWS KRR
Blo

Site-to-Site VPN 9 ACL

X ¥ ACL a

mEEHE IR (ACL) 2HHEEHE (KFAKA. AFRAR ) ARIEARKF, ACL BETHRNKE
RO, REENTEEMA JSON KK,

ABAC LK Site-to-Site VPN

X#F ABAC ( REEHHIPRE ) -

ETEMOHRMNRES (ABAC) B2 —HRANKE , ZRBEETEMUERENR. EH AWS , XL&
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REEZBEERT , AFRMNARLEIESRIEN Site-to-Site VPN RN R, 1t TTEFER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS APl #1{T1E%. ERTH
FXNEDRPTRENSR , IAM E3 3 [ A8 1AM policy, EEABETA@MAEFM IAM R
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ERERGTUIUNBERFRRITHERE , SR NRENRIFTT, EXEH IAM BNANRHNESE
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- FRZEHFHRIE (MFA-OR AWS KFEHNZRFER IAM AFSRAFS , BEA MFA UREZR
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EHR AWS i RQEUER VPN 258 | BAFRE - ERENRR. XENRLAAFESIHNEER
KIEWUE R R VPN BIRNEAES. AWS KPR ZLEAFENRENRENRNET S H
RUSRES XY TN T ZEMHSE (AFSAR ) | BH AT EEMBEREET,

X FRFA AWS CLI X AWS API SR, BEFNEREFEZHFHENR, R , IRFHREH
ZEHMITHY API RVEME ITE VIR AF

NARRAFNAGDATAERESEIS VPN 2448 | EEENIE B S VPN St E R
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CIAM AFiER) B8V AP RIIRR o

IR EN U S B L = VPN E#

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections"
1,
"Resource": [
"arn:aws:ec2:us-west-2:123456789012:vpn-connection/vpn-04d5cc9b88example”,
"arn:aws:ec2:us-west-2:123456789012:vpn-connection/vpn-903004f88example"
]

B ZEF AR AWS Site-to-Site VPN E AT ERN &R

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
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"ec2:DescribeCustomerGateways",
"ec2:CreateCustomerGateway",
"ec2:CreateVpnGateway",
"ec2:CreateVpnConnection"

]I

"Resource": [

"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/s2svpn.amazonaws.com/

AWSServiceRoleForVPCS2SVPNInternal",

"Condition": {
"StringlLike": {
"iam:AWSServiceName":"s2svpn.amazonaws.com"

}

BEBR AWS 3 2 B = VPN B 19 #0175 ] #fE

FERAUTEETHRBELHMIAIEEEMER Site-to-Site VPN F |IAM B 7] AEE R /Y & WL [8 &,

ES ]

o RIAIE Site-to-Site VPN i {TigE

o BRFEBINIT iam : PassRole

« BBAWTRIUANAFEENER AWS K- bR VPN BRI

B TE Site-to-Site VPN FIRITIRME

MREBREHRRETR , RPETRIMITEMRE | WELAEH RS VFITIZRE,

% mateojackson IAM AR R HEREFHAEETEEXEN my-example-widget BRNIFHER ,
BFEBEEM ec2:GetWidget R , @ KEUT REIE IR,

R
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

FEHRBERT , BHEH mateojackson AFKIERRE , LAFER ec2:GetWidget BIETHE my-
example-widget &R,

MEBEFEEHE , BRRENW AWS EER, FHNEERREHEREIEN A,

BTN T iam : PassRole

WMRWEIEEIR | RBTHINIT iam: PassRole B1E | M AMEFH KU A FBE A REIELS Site-
to-Site VPN,

BE AWS S AT ERIEAGKREAZERS K MARLUERFNERSALIBSAXEE, Ak,
BB MER A BLEERSHINER.

& A marymajor B9 IAM A2 A3 A 7 Site-to-Site VPN FIRITIRIER , R R ELUT RHI
FiR, B2 , REXMEERSACAHER FHNRT THITILIRIE, Mary TEBFAGEEEIRSH
PR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KBS L A F#EINAT iam: PassRole #1E,

MREEERE , EHRRAH AWS EER., LHEERRBHEFFEMA,
REAFRISNE AT AR IERK AWS IKF 255 VPN R
BANGR—NEE  UWERMKSFHAFREARANARTUERZABRTALH TR, BT

DIEEHERSEY , AUEFAE, XN TXHETHRFRNRBERILEEHEGIR (ACL ) BIRS , BT
£ X LR BB A BT EH R RT3 R o

ETHREZER , BZRAUATHREA :

« ET## Site-to-Site VPN BEXIFXLTIEE , 55 R AWS ¥ 2236 = VPN W5 IAM Bl &6 A,
 ETHRIMIEHNERAENGERENIHENE AWS IKF |, F36 1AM AP EER i mEEa AWS
K 5 —1 IAM B PR R SR,

- ETHRIMAEE=FRANEH RO HFRER AWS K- | E2H IAM AFEETHEE=51R
BT ERR. AWS IKF

REFR o
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- ETHNAIBEIRE FNRIERMHRENR , H2H AM AFERE) PHALIATSHEIEN
AP (BRESHRILE ) REHRNR,

- ETRERAGHETARNERLTERS HRGKXS , B2 1AM AL SR OBKS FRY

SRS HAKBEHT Site-to-Site VPN

AWS ¥ = B35 = VPN B AWS Identity and Access Management (IAM) lREZ AKX BT, RESHEXA
BRI AEN IAM A€ | ©5 Site-to-Site VPN E#ZHx, REHEXACRHMESEM S VPN 7
EX , BFEZRSAREEH AWS EMRSFIENFTE R,

REMEXAETILBERNMIZE Site-to-Site VPN , AR EFR L FZRIMSLENNPR, Site-to-Site
VPN EXHBRFZHEXAEHNE , BRIFEZAENL , BN R E Site-to-Site VPN AJILMRAZBE, EX
IR BIEEE RN RKEE , AR TEEM BE M HE AL IAM SRR PR KB

REEEEMBREXERE , BT ERBRRSHEXAR®, XHFRPEH Site-to-Site VPN FIR , A&
R AT E A MIBRXS & IREY T R R

BRXFRSHEXAGHNEMERSZNEE , BSHE5 IAM BESERAAWS RS , AERRSHEXA
IR ERNRIERS. EREMEE  EFZRSNBSAXB R,

Site-to-Site VPN # iR 5540 < & &R

R EE S VPN ERAB RN “RAIFAWSServiceRoleForVPCS2SVPNIE R Bl ¥ < VPN BIIRSHEXAE
KREEANEESEN VPN EZEE XN T IR,

AWSServiceRoleForVPCS2SVPN FREHXBREEUTRERRAZAR :

« AWS Certificate Manager
« AWS Private Certificate Authority

BANA BRI AWSVPCS2SVpnServiceRolePolicy 7213 R U5 = VPN B ERRTH AT
B’1E

« ¥4E : Resource: "*" EM acm:ExportCertificate

« #4E: acm:DescribeCertificate EH Resource: "*"

- #B4E : acm:ListCertificates £#Y Resource: "*"

EARSEXAL =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« ¥24E : Resource: "*" EM acm-pca:DescribeCertificateAuthority

HAMEENR , AV IAM R4 (AF, ABE ) 2, RESIBRBESHXAR. BXESE
B, EZH (AM BFERE) PRERSHEXA SRR,

fl2 Site-to-Site VPN W RS HX<A®

BEEFHCERBRSHERAR, HBE AWS Management Console, , AWS API R8I H < BKH
ACM FABIEHMEFMXE AWS CLI, SR B S VPN @R R BIRSHEXAE,

MBEHBRZBRESHERAR  RAEETEBXRNE , ZUUERAHARREREKFFEFCIELAR, HE
EAXERHY ACM RABIEHBIEE FMKET | Site-to-Site VPN FER NG ZRFSHXAE.

YR58 Site-to-Site VPN WIREHEX AR

WREIMKR VPN R AW ERERSHEXEE. AWSServiceRoleForVPCS2SVPN SIEZRRFHEXAE
B, BRETEERACHNEN , RNTRAESHXASIAZAG. BRTUNUER IAM HiEAEHR,
BREZER , F5H (AM AFER) PNERERSEXAE,

i BR Site-to-Site VPN BWIRZHHXAE
NREFAEEEFARNEERSHEXACHIERRS , RINBNEHRZAR, XEREERE X
WEREFNREASE, B, MAEERBSEXAGHRER , RAETHEFIHKRE.

(® Note

N R 12 48 B M BR 'R R AT Site-to-Site VPN FRZEEFEHAZA® |, NMBRIEETEES KK, W
BEREXMER , BEFLoHEER.

WIERE AR S 3F = VPN &R AWSServiceRoleForVPCS2SVPN

REEMBREERE ACM AEIEPWAMEEREFMXZE , BFEBRILEBRSHEXAR, XTBERETR
ATE R MBRIG A Site-to-Site VPN iEZEATE A ACM iEH IR,

£/ IAM Fah BRIk X B E

£ IAM = 4l& AWS CLI, = AWS API il AWSServiceRoleForVPCS2SVPNREZ <A, Bx
EZEER |, 55 (AM AFER) PHREBRERSEXAG,

EARSEXAL =


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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1 E AWS Site-to-Site VPN

AWS £ IRERIRIERESE AWS XEMTHAXEEN, AWS XERHSMIERENIREEN A
X, XETAXBIEKIER, SELENSETROMNEEE. FATAX , BRI RREETH
Xz BT AR RBEBHNARFNRERE. SEANENHSMREFOEMIREHEL |
TAXERESHN TR, REENTT BX.

BXAWS XEMAAXMNESEE , BERHAWS £REM IR,

BRT AWS £IRERZEMI |, REER VPN BIRES MR | UM XSEENBIERENEHE
Ko

81 VPN EEFHREE

Site-to-Site VPN E#ZHAFAMNEELRK , S BEHEFRNWATAXPLL , UEREN VPC REHE
SNTAM, MREEAIRZHE AWS , fRE VPN EEL B HEEBIE -KBE |, XAV
FRMA2FE, AWS EALTRITEH VPN EZERTHTEY | XAESEEEA VPN EZNFHD
BREFH—1N. BXEZELR , H23R a2t s VPN BELKET g, Hit , EEEEFF MK
B, SUEBEXFARRRE,

JUR

NBIEEENEFNKXEEF A ARNKEERE , AIBIRE— Site-to-Site VPN &, AXESEER
FSH XA

« FRATREAZEIER VPN EEUERHBERR
« Amazon Virtual Private Cloud % 4 1% I
- WETAYT RAEZEMZ vPC AWS WEEREEH

R AWS X2 VPN ARV R R RS

ERN—EERS , AWS MR EHE R VPN Z2KMEBELRLHRF. AWS X AWS Z2BRFUK
wmqfE AWS RPFEMIZENEER |, FSRAWS =24, EFAEMIIERZSNRESSERIZITEN
AWS ;38 | S S AWS ecurity Pillar Well-Architected Fram ework H B E R R o

ERILAER AWS EXFH AP HABENEFRMKFER VPN, BEFHRLAIFUATRE

- BRREREMEMHI (TLS) BMNERER TLS 1.2, BIUEA TLS 1.3,
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https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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. BEERE2MARE (PFS) WEBBEL , 10 DHE ( 1581 Diffie-Hellman ) 3 ECDHE ( I8 B i 4
Diffie-Hellman ) . KZHIAKRRE (W0 Java 7 RESHRA ) BZHFXLER,

Lo\, HAERRIZEE ID M5 IAM EAEXBRAORZT B BARNBERH#TZEE, E , BUUER
AWS Security Token Service ( AWS STS ) £ Ifit Z £ FIERITFERFIITLEE,
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15 # Site-to-Site VPN E#Z

W REF AWS Site-to-Site VPN SN TR, TAMAMLENESARSS . CAMNERERY
A REKEREE , EERHBR LTINS SKE, T, EFHKE Sie-to-Site VPN i
2, ERIHIE — N TR TR B A TSI -

. BB ERRL?

. BRI R 7

- X ERRM MR T ?

. BRERABLKETE ?

C WRFERITRIES ?

. I RET AOB AT 2

T—%  BIEFRNENTREARFZHATNENRE , FENHEPEILIESR VPN HENEE, K2
VPN B |, AR SRBIREFEER , AERUSHMREERTER , BEEEHREANZES
RERI | FRITHRIBEIRTT

BEVEME ENEENTEM :

« 188 VPN RRERVIRTS
« t2 ARREFRYEIRE
- MBRIEf& Ay BIR

RS

- BETE

« AWS Site-to-Site VPN A&

« £/ Amazon ¥%#E VPN B%i& CloudWatch
- £/ AWS Health E4F 1512 VPN EE

LT B

AWS R T TATHEZRIN A VPN EZENZIHTE, SUUEERPH - ETERNERNITERE
S, BEEIEZEEFHTH., BWERAEINEEESEIL.
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Hay4ETE

BaLAERALLT B3 ISR T BERISIE Site-to-Site VPN iEEH 1 HI4EIRETIRE -

« A CloudWatch mazon Alarms — &5 E B RN MR LENENR , HBREZERES
B RN TFAERENERT—IRSIRE, ZIRIERKIEL Amazon SNS EHHE A,
CloudWatch B R T2 NXA R EMNL FRHERSHRIBARE ; ZRSSVAEEXHRE T IEER
B, BXEZEL , 55 FH Amazon %% VPN B&i& CloudWatch,

« AWS CloudTrail BE%Z-EKF 2B ZAEXH , B CloudTrail BEXHRIEE “BE”
Y532 CloudWatch BEX# , A Java REBFLENARER , AR AEXHEEREGR
BAREX CloudTraile BXEZEE |, 5 (Amazon EC2 API $%£) AWS CloudTrail#f#9 “fF
g3k API A" M “AWS CloudTrail BAFiERE” B/ “@H CloudTrail HEIXH,

« AWS Health E4-ZWE L S F S VPN BBEETIRVRNEL, REXREEZRNSELYT BRI
BTFE <R ZIRAIBE A, A Personal Health Dashboard EHISE4RAt A B EER, HBEHEH
BREtRISRMACEEUSSI ST AY, BXELELR , 550 FH AWS Health 4% # VPN £,

FHisETE

vt R BE R VPN BN S —NEE 9 R F 312 CloudWatch BiR AR EEMNIE . Amazon
VPC # CloudWatch 12l & 2 HIERE A EH AWS IRFIRA at-a-glance fE .

® Note

# Amazon VPC 2#|&7 , i REUE R VPN BERSSH ( Hli “RE" M “ LIRRSER)
A RETTE R R IPR S LB EBRE R F), BIWAEER CloudWatch 845 B E#ATRARVEE
BRSEREH.

« Amazon VPC ##IERE R :
- REETIRR (REXIF )
« Site-to-Site VPN &£

« VPN BREIRA [ESMEBEHT |, %#F Site-to-Site VPN iEHE | %&F — Site-to-Site VPN iEHE | &
Ji%#% Tunnel Details ( B3 E#4E 8]

« CloudWatch ETWE R :
o HAEENRE

Ha)E#ETH 167
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Lo\, R BAERA CloudWatch $4T A R IR1E -
- B HE IS ERAGEZRER OB RS

- LEREBIER , UHRREIEH FEEES

- BRAXKEENE AWS RIRIER

o I 4mE S B LA R EE A

AWS Site-to-Site VPN B &

AWS Site-to-Site VPN BEAILLEERA M T SR S BER VPN 228, FALIhEE | B LA
@] Site-to-Site VPN EZ A , XL HERBEEX IP T2 (IPsec ) BREEN. ERMZFHRIMGR
( IKE ) Rk atimen (DPD ) hiCHEMiFAES,

UE R EIVE A VPN AR L& 2 Amazon AR, CloudWatch WIHRER FFEHE T —f—HH A RK
HRIF 2 M EFFE Site-to-Site VPN EZERiF 4 A %,

AEN

« Site-to-Site VPN H &L

« Amaz CloudWatch on Logs %R 5 #& A /)R &l

- Site-to-Site VPN HEHRRE

« X% CloudWatch B&EH 1AM ER

- &F Site-to-Site VPN HEE B

- 3 A Site-to-Site VPN A&

« 2 Site-to-Site VPN B&E&

Site-to-Site VPN HER L E:

- LAY VPN #FEHERR | B REIER VPN BEWHBEEREEN T/ MXIRE 2 FNEER AR
B, AWS FR¥E VPN EEFIZ, VPN EZATRRATREEESR (HINENARTS )M
BERE B R LRSS, KEERNEPUREFERE (FIWERMRS ) , RERKHAERHHE
BEHEARE S BET VPN FERE M, LI ATk S AT 12 i R BV E R EN TR |, AEE
4 B BRIEEL B AR B A $E15 1T
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- EE/ AWS Site-to-Site VPN AT LM : ¥R EIU5 2 VPN BET AR 52205 2 VPN B FTE R EIERE
FREBERZEZEZEE : EEIMK, Transit Gateway , LA BB EBM A CloudHubE R &5
5. AWS Direct Connect lLZhEE N B FIRM 7T —R— WA X KB B M2 EAE Site-to-Site
VPN EEFH A E.

- ZEEE&H - AU K E R VPN BEKIEE| Amazon Logs , BAEXS — CloudWatch EXBtEIHAY
VPN EZRASFEN TR D M. XA UEBEHERSAMENZERER,

Amaz CloudWatch on Logs % R 5 B& A /)N BR %

CloudWatch BERIFRKEERHIN 5120 NFRF. H CloudWatch Logs # Y 5% B 23 1t X/ BR HIRT |
T2BEAUFLNALEYA/aws/vendedlogs/. BRABFEIRERE , WRFM S VPN X0ERAE
EER CloudWatch AEAFEFHEHN BERFREERE, FERIAE CloudWatch AEE R K/NRH
BEAFABMEILE/aws/vendedlogs/,

Site-to-Site VPN A EHRA

Site-to-Site VPN B3ESEZ B EFE2E U TER.

FE iR
VpnLogCreationTimestamp BEQIZER AR , RARFAEER,
VpnConnection 2 VPN EZERIRAF
TunnelOutsidelP it £ R BAEZREBR VPN RREHED IP,
TunnelDPDEnabled 5 T d A M M SUB FRZS ( True/False ) o
tunnelcGwnatt DetectionStatus EEFPRXIEZ ERME NAT-T ( True/

False ) o
TunnellKEPhase1State IKE 28 1 Y ERIPBCIRAS ( BRI | EEEHERK

2 | EEDE | XA ) o

TunnellKEPhase2State IKE 28 2 BYERTPUCIRAS ( BRI | EEEHERK
Z4A | IETEHE |} ) o

VpnLogi¥ 4 IPsec, IKE #1 DPD MYV iF4H5H B

Amaz CloudWatch on Logs & iR 5 B& K /N R &1 169
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RAriEmE

ES
« IKEv1 HHiREER
- IKEV2 #iREE

 IKEv2 I EEE

IKEV1 5% B

)“ﬁ /%\

NEHFLMA - ERNEHLILE

AWS H TR ZEZATH , BEEMRATHER
KK

REF 52 TEARER AWS

RIXEBITERE. £MA“No proposal
chosen” ( RIEFT(TIRE ) HITEA

AWS T8 SPI B3 2 B EX SA HYBEIE B W ZI
B&R :xxxX

AWS BEEWEI T KB CGW By IKE_SA HY
DELETE

IKEV2 51 B

;“ﬁ/ /%\

AWS B23& DPD #£ {retry_count} E#& G
Bt

L

& HARMGR DPD SHE |, 58%|# 1T DPD et
B’1E,

FEERND KEXFH LREMENTAEER
Ho

AWS VPN i ( 5130 3DES ) A"X#FE 1 MR
(%%, KBZEF DH 4 ) WIRWUE M.

EXNEH 2 B8R #“No proposal chosen” ( ik
BAMER ) HiR28EE , UEHMSTE IKE WNE
FLERE2HBEEERNIER/KERE,

CGW BLKIAT % 2 BrERH Delete_SA JHE

CGW BLKIAT % 1 BrERH Delete_SA JHE

54 BA

& H AR DPD SHE |, 58%|# 1T DPD et
B’E,
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RAriEmE

h 24
HE

AWS BB E| TR H CGW HY IKE_SA By
DELETE

AWS 8 SPI #Y5E 2 B Bx SA RIRRIE E K ZIH

B&R - XXXX

AWS BRiE# I Z) (CHILD_REKEY) 3%
CHILD_DELETE

AWS TR E e , [EERERFEE
(CHILD_SA) L% SA

AWS BEE S 2 BrEREREFE 1 RN T EEYM

AWS : REI%LFESR | TS_UNACCEPTABLE : #
W & B B2 T3

AWS BEEIE R E “HHWIE KK 4E7 # A

AWS RRER N E 5 cgw WTHZZ
IXXXX

A IR

AWS B&ERAT : B cgw MIBRKRESIHE 1
E% IKE_SA: xxxx

RIXBITERE. £MA“No proposal
chosen” ( RIEFTTRE ) HITEA

REF 52 LEARERE AWS

%88
FWHERDRKET RB/IKE_SA B Delete_ SA
HE

WNEHBLKIET CHILD_SA B Delete_SA H
B

N

CGW BRJE3) SA Ri% T Delete_SAJHE , B
B EEERESR,

TR, MREKITR SA , MXNFHRER
#& RFC LECREHBER XA TTR SA

BT HEsER (BIMRERTER )
B CHILD_SA.

, NERTE

MNEFRWTHIRWREILRES/ MZE, NE
HAMHEAEHMN CIDREEXNES,

X &5 T EBIRIE IKE_AUTH SHEHRAR
X33 F 77 AT B T

FEEFANIKENE S LEEHBNMREEZR
o

LAY & 75 5 40 M BR ¥ $T 7T 89 IKE_SA & R FT iR th
5]

EXNEH 2B R #“No proposal chosen” ( ik
BEMARR ) Hi7ERE , UHEHMSANE KE WNE
FLEEEBNIER

AWS VPN Endpoint T35 1 M ( IZ,
B#HMDHA ) WENEM. Bl 3DES
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IKEv2 1 E B
HE i 88
AWS CREATE_CHILD_SA HYPgiE4L B E K AWS B ZEI5k B CGW Y CREATE_CHILD_SA
(id=xxx) BR

AWS B2i& IE £ &% CREATE_CHILD_SA HYid AWS [EfE[E CGW Ki%x CREATE_CHILD_SA

BI (id=xxx) M Bz

AWS B&8 1E £ &% CREATE_CHILD_SA Hi& AWS IEf£[E CGW %&i% CREATE_CHILD_SA
R (id=xxx) B3R

AWS CREATE_CHILD_SA HIR&i& &b 3 Mg f7 AWS B ZEIk B CGW Y CREATE_CHILD_SA
(id=xxx) CIk=}

A E CloudWatch BEHY IAM ER

ATHEEBRIERYEEEEZEIT , MMBIATEEZINEEN IAM E48 1AM policy BREDTE T
FEO BFZiFE WA LITE (Amazon L og CloudWatch s AF$ERE) B “B AR AWS RS H BRIER”
SRR,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": [

"

1,

"Effect": "Allow",

"Sid": "S2SVPNLogging"
1,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
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{
"Sid": "S2SVPNLoggingCWwL",
"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”
1,

"Resource": [

"

1,
"Effect": "Allow"

& F Site-to-Site VPN HEEE

EREYAMBERSIERKIRE

1. BHE https://console.aws.amazon.com/vpc/ I FF Amazon VPC 2 H| &,

2. ESMBEHKS , % Site-to-Site VPN Connections ( Site-to-Site VPN &E# )

3. M VPN connections ( VPN iE#Z ) JIRFPIEREEERN VPN EE,

4. 1%$F Tunnel details ( FREEFMAEE ) ‘T,

5. BJF Tunnel 1 options ( B&& 1 3£ ) A Tunnel 2 options ( F3& 2 &1 ) 2 , LEBFERSE
B EFHER

6. IBALME Tunnel VPN BETEEF BEWENIEIRA , BAILAE CloudWatchBEH TEE X7
BRI CloudWatch BEA ( INERE ) -

EAMSITR APl EF M SE MR VPN E# L HFIP2E A LIRE AWS

« DescribeVpniE$E ( L S5# EC2 &Eif) API)

+ describe-vpn-connections (AWS CLI)
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/8 F Site-to-Site VPN B &

® Note

LB NIE VPN EEBRE S A Site-to-Site VPN B &R |, B ZBEEREREARES P U LS
4, BR , 81 VPN EEBREAFZBEUZISTHAYE , Hit , ﬁwx—w?—&mﬁ)*
ABFEIEE , ARREFESHBENEETHIER. BEXELZEER , BE5H L2 VPN
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