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* AWS Account Management - Updating contact information

+ AWS Organizations - Updating alternative contacts in your organization
« AWS fRiCRESSEH K

» Build private and secure enterprise generative Al apps with Amazon Q Business and AWS IAM

Identity Center

+ Amazon Q Business, now generally available, helps boost workforce productivity with generative Al

+ AWS Cloud Operations & Migrations Blog - Implementing automated and centralized tagging
controls with AWS Config and AWS Organizations

» AWS Security Blog - Extend your pre-commit hooks with AWS CloudFormation Guard

+ AWS DevOps Blog - Integrating AWS CloudFormation Guard into CI/CD pipelines
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https://aws.amazon.com/blogs/security/extend-your-pre-commit-hooks-with-aws-cloudformation-guard/
https://aws.amazon.com/blogs/devops/integrating-aws-cloudformation-guard/
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« AWS Workshop - Tagging
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« AWS Config MM - HELEHRZHERER Amazon EC2
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« AWS Config N — required-tags
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3. BAZEEGTRERENEFHNAREBHRNERIEAN.
a. EARERIE R UEBEL R THEARNRENEF.
b. EABEYNERNEMNES , BERATHRRAEN EBRERERF.
c. A Wiki INHHERE K BRARTEEMN DL NREHRBRERENRERF
4. EEHREIMARL.
a. SRS MEAREH API B, HFF R B3I{LIEE,
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* AWS Whitepaper - Introduction to DevOps on AWS

* AWS Whitepaper - Best Practices for Tagging AWS Resources

« AWS Whitepaper - Organizing Your AWS Environment Using Multiple Accounts
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
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* AWS Cloud Operations & Migrations Blog - Build a Cloud Automation Practice for Operational
Excellence: Best Practices from AWS Managed Services

+ AWS Cloud Operations & Migrations Blog - Implementing automated and centralized tagging
controls with AWS Config and AWS Organizations

* AWS Security Blog - Extend your pre-commit hooks with AWS CloudFormation Guard

* AWS DevOps Blog - Integrating AWS CloudFormation Guard into CI/CD pipelines

BXHIL

+ AWS Well-Architected Operational Excellence Workshop
+ AWS Workshop - Tagging

R MM

* How to automate IT Operations on AWS

* AWS re:Invent 2020 - Automate anything with AWS Systems Manager

* AWS re:Inforce 2022 - Automating patch management and compliance using AWS (NIS306)

* AWS Supports You - Diving Deep into AWS Systems Manager

MXRE -

+ AWS Systems Manager - Automation
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https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
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https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/security/extend-your-pre-commit-hooks-with-aws-cloudformation-guard/
https://aws.amazon.com/blogs/devops/integrating-aws-cloudformation-guard/
https://catalog.workshops.aws/well-architected-operational-excellence/en-US/
https://catalog.workshops.aws/tagging/
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=AaI2xkW85yE
https://www.youtube.com/watch?v=gL3baXQJvc0
https://www.youtube.com/watch?v=xHNLNTa2xGU
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/service-management-connector/
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KT RN TEERS : #F
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« OPS02-BP01 ERRFIEE

OPS02-BP02 B EREMNEF AT
OPS02-BP04 HIEMA TEEFTEMA BRI

OPS02-BPO05 i A T 8 X S AE M A B 1R AY HL I
OPS11-BP04 H 1T AR EE

MR 3CH

* AWS Whitepaper | Introduction to DevOps on AWS

+ AWS Whitepaper | Best Practices for Tagging AWS Resources

* AWS Whitepaper | Organizing Your AWS Environment Using Multiple Accounts

+ AWS Cloud Operations & Migrations Blog | Build a Cloud Automation Practice for Operational
Excellence: Best Practices from AWS Managed Services

+ AWS Workshop - Tagging

+ AWS Service Management Connector

FESR LA :

AWS Knowledge Center Live | Tagging AWS Resources

AWS re:Invent 2020 | Automate anything with AWS Systems Manager

AWS re:Inforce 2022 | Automating patch management and compliance using AWS (NIS306)

AWS Supports You | Diving Deep into AWS Systems Manager
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+ AWS Well-Architected Operational Excellence Workshop
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https://catalog.workshops.aws/well-architected-operational-excellence/en-US/
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+ AWS Whitepaper - AWS Cloud Adoption Framework: Operations Perspective

AWS Whitepaper - Introduction to DevOps on AWS
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_emp_take_action.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_enc_escalation.html
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+ AWS Well-Architected Framework Operational Excellence - Workload level Operating model

topologies
* AWS Prescriptive Guidance - Building your Cloud Operating Model

+ AWS Prescriptive Guidance - Create a RACI or RASCI matrix for a cloud operating model

+ AWS Cloud Operations & Migrations Blog - Delivering Business Value with Cloud Platform Teams
* AWS Cloud Operations & Migrations Blog - Why a Cloud Operating Model?

* AWS DevOps Blog - How organizations are modernizing for cloud operations
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* AWS Summit Online - Cloud Operating Models for Accelerated Transformation

* AWS re:Invent 2023 - Future-proofing cloud security: A new operating model
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/create-a-raci-or-rasci-matrix-for-a-cloud-operating-model.html
https://aws.amazon.com/blogs/mt/delivering-business-value-with-cloud-platform-teams/
https://aws.amazon.com/blogs/mt/why-a-cloud-operating-model/
https://aws.amazon.com/blogs/devops/how-organizations-are-modernizing-for-cloud-operations/
https://www.youtube.com/watch?v=ksJ5_UdYIag
https://www.youtube.com/watch?v=GFcKCz1VO2I
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https://docs.aws.amazon.com/systems-manager/latest/userguide/change-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-foundation-playbook/team-org.html#raci
https://docs.aws.amazon.com/whitepapers/latest/change-management-in-the-cloud/change-management-in-the-cloud.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/change-manager.html
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https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/two-pizza-teams.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_effective_comms.html
wellarchitected/latest/operational-excellence-pillar/evolve/learn_share_and_improve/ops_evolve_ops_process_cont_imp.html
wellarchitected/latest/operational-excellence-pillar/evolve/learn_share_and_improve/ops_evolve_ops_metrics_review.html
https://aws.amazon.com/blogs/enterprise-strategy/untangling-your-organisational-hairball-highly-aligned/
https://aws.amazon.com/blogs/enterprise-strategy/the-living-transformation-pragmatically-approaching-changes/
https://aws.amazon.com/blogs/enterprise-strategy/becoming-a-future-ready-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/7-pitfalls-to-avoid-when-building-a-ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/navigating-the-cloud-key-performance-indicators-for-success/
https://youtu.be/e3snrDsct1o
https://www.prosci.com/blog/primary-sponsors-role-and-importance
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https://www.amazon.jobs/content/en/our-workplace/leadership-principles
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AWS 8% X E | The agile enterprise

AWS & X E | Measuring success : A paradox and a plan

AWS & X E | Letting go : Enabling autonomy in teams

Centralize or Decentralize?

MR AL

» re:Invent 2023 | How to not sabotage your transformation (SEG201)

+ re:Invent 2021 | Amazon Builders' Library: Operational Excellence at Amazon

* Centralization vs. Decentralization
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» Using architectural decision records to streamline technical decision-making for a software
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_req_add_chg_exception.html
https://aws.amazon.com/blogs/enterprise-strategy/the-agile-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/measuring-success-a-paradox-and-a-plan/
https://aws.amazon.com/blogs/enterprise-strategy/letting-go-enabling-autonomy-in-teams/
https://aws.amazon.com/blogs/enterprise-strategy/centralize-or-decentralize/
https://www.youtube.com/watch?v=heLvxK5N8Aw
https://www.youtube.com/watch?v=7MrD4VSLC_w
https://youtu.be/jviFsd4hhfE?si=fjt8avVAYxA9jF01
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
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https://aws.amazon.com/solutions/implementations/virtual-andon-on-aws/
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» How do you foster a culture of continuous improvement and learning from Andon and escalation
systems?
» The Andon Cord (IT Revolution)

« AWS DevOps Guidance | Establish clear escalation paths and encourage constructive
disagreement

MR AL

» Jeff Bezos on how to make decisions (& increase velocity)

» Toyota Product System: Stopping Production, a Button, and an Andon Electric Board
» Andon Cord in LEAN Manufacturing

MR =B

» Working with escalation plans in Incident Manager
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https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://itrevolution.com/articles/kata/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
https://www.youtube.com/watch?v=VFwCGECvq4I
https://youtu.be/TUKpxjAftnk?si=qohtCCX0q78GDzJu
https://youtu.be/HshopyQk720?si=1XJkpCSqJSpk_zE6
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://aws.amazon.com/security/security-bulletins/
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« AWS {8& X E | Accountability and empowerment are key to high-performing agile organizations

* AWS Executive Insights | Learn to scale innovation, not complexity | Single-threaded Leaders

« AWS Z& &

* Open CVE
* AWS Support App in Slack to Manage Support Cases

* Manage AWS resources in your Slack channels with AWS Chatbot
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://aws.amazon.com/blogs/enterprise-strategy/two-pizza-teams-are-just-the-start-accountability-and-empowerment-are-key-to-high-performing-agile-organizations-part-2/
https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/#Single-Threaded_Leaders
https://aws.amazon.com/security/security-bulletins
https://www.opencve.io/welcome
https://aws.amazon.com/blogs/aws/new-aws-support-app-in-slack-to-manage-support-cases/
https://aws.amazon.com/blogs/mt/manage-aws-resources-in-your-slack-channels-with-aws-chatbot/
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» Well-Architected Labs: Inventory and Patch Management (Level 100)

MRS

 AWS Chatbot

« AWS Systems Manager Change Calendar

« AWS Systems Manager Documents
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https://wellarchitectedlabs.com/operational-excellence/100_labs/100_inventory_patch_management/
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://aws.amazon.com/blogs/industries/an-inside-look-at-the-amazon-culture-experimentation-failure-and-customer-obsession/
https://aws.amazon.com/blogs/mt/best-practices-creating-managing-sandbox-accounts-aws/
https://aws.amazon.com/blogs/enterprise-strategy/create-a-culture-of-experimentation-enabled-by-the-cloud/

HHEERR AWS Well-Architected Framework
+ 7£ SulAmérica Seguros I == A i 30 F 5

- HRES , AMED

- FRASAMNKFAL AWS 3R - & OU

» M AWS AppConfig Feature Flags

FAR U -
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AWS On Air San Fran Summit 2022 , £ : AWS AppConfig Feature Flags 5 Jira £
AWS re:Invent 2022 - BT B A : FRAINEEIRICIEHIEN B3 ( BOA305-R)

£ AWS Control Tower USRI AWS IKF
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* Amazon CloudWatch Evidently
+ AWS AppConfig
+ AWS Control Tower
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https://aws.amazon.com/blogs/mt/enabling-experimentation-and-innovation-in-the-cloud-at-sulamerica-seguros/
https://aws.amazon.com/blogs/enterprise-strategy/experiment-more-fail-less/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/sandbox-ou.html
https://aws.amazon.com/blogs/mt/using-aws-appconfig-feature-flags/
https://www.youtube.com/watch?v=ydX7lRNKAOo
https://www.youtube.com/watch?v=miAkZPtjqHg
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=LxxQTPdSFgw
https://www.youtube.com/watch?v=uOrq8ZUuaAQ
https://aws.amazon.com/solutions/implementations/aws-innovation-sandbox/
https://catalog.workshops.aws/personalize-101-ecommerce/en-US/labs/ab-testing
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/getting-started/
https://aws.amazon.com/blogs/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/events/
https://aws.amazon.com/events/
https://wellarchitectedlabs.com/
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https://aws.amazon.com/premiumsupport/programs/
https://repost.aws/
https://console.aws.amazon.com/support/home/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/builders-library/
https://aws.amazon.com/blogs/
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/training/
https://aws.amazon.com/training/teams/aws-skills-guild/

HHEERR AWS Well-Architected Framework

R BRBERRE AR A THE | M EN TS ENRE, SMFIETFEIBEERRNAET ,
HERAH,

3. BEAETEREARRIR : M AWS re:Post &R , IREEIEENE , MARFET INEX,

BV MERRFWANRE  FAMMARZEEES |, il wiki Mz1TFM. FIA AWS re:Post Private

PIREECHITESFEANTRAANRER , ERLME, RETHERRANMRA T ERERE,

. AR EBENEEESIE : NEARKANAREETRZRBEAK. NEARKRZRME (KA ) M0

ARMBARNIS , WD ERENMRERE , EREML,

. RIFFREANER T IAUE © SISFFIRARC RIREXA 4E 47 1T ML TAUE | BARS UE 4TI Pl 32 A RT 4B 1 B AR

o

KETXINTFEERS : §

=R
MR RERE :

OPS03-BP01 Bt 5 EXIF
OPS11-BP04 # T AR &

FARHY

AWS H 4 | Cloud Adoption Framework: People Perspective
Investing in continuous learning to grow your organization's future
AWS Skills Guild

AWS $Zi| 5IAIE

AWS Support

AWS re:Post

AWS A T8 R S

AWS Blog

AWS Cloud&#

AWS 344

The Official AWS Podcast.
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https://repost.aws/
https://aws.amazon.com/repost-private/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-people-perspective/aws-caf-people-perspective.html
https://aws.amazon.com/blogs/publicsector/investing-continuous-learning-grow-organizations-future/
https://aws.amazon.com/training/teams/aws-skills-guild/
https://aws.amazon.com/training/
https://aws.amazon.com/premiumsupport/programs/
https://repost.aws/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/blogs/
https://aws.amazon.com/compliance/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/events/
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 AWS Well-Architected Labs

» Amazon Builders' Library

<M

+ AWS re:lnvent 2023 | Reskilling at the speed of cloud: Turning employees into entrepreneurs

« WS re:Invent 2023 | Building a culture of curiosity through gamification
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https://wellarchitectedlabs.com/
https://aws.amazon.com/builders-library/
https://www.youtube.com/watch?v=Ax7JqIDIXEY
https://www.youtube.com/watch?v=EqWvSBAmD3w
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« AWS Cloud Adoption Framework: People Perspective
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_enc_learn.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_review_ops_metrics_prioritize_improvement.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_auto_event_response.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-people-perspective/aws-caf-people-perspective.html
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» Becoming a Future-Ready Enterprise

* Prioritize your Employees' Skills to Drive Business Growth
. SEMALR - Amazon AN EEER RA

* How Cloud-Mature Enterprises Succeed
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https://aws.amazon.com/blogs/enterprise-strategy/becoming-a-future-ready-enterprise/
https://aws.amazon.com/executive-insights/content/prioritize-your-employees-skills-to-drive-business-growth/
https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/
https://aws.amazon.com/blogs/mt/how-cloud-mature-enterprises-succeed/

HHEERR AWS Well-Architected Framework
ER
]

BENFHEEMTESR B4 THRENTEARRETHTH. AF , EEEEBHNE/HTR
i, AR ERSHREARNERF UREE.

ENFHEEMITER  BFEENITUTERE
£}

o SSTL AT 1

- BRREEXE
- EEHARNEREE

SSI Ay X 4
ETENERRATIMY , UEETI T REDREH BB S BR M HRE D RRE,

ARUERNRBEEFEE , CLETURERGENATAESE T HRREHRNEEE, TN R
TiEMR, BEMRESRE , TREXNRETHINDSRZAE, BLEROTTRNE , FEA TSGR 5
B, REMED , NMEBEHBREERFEHRERERESITRR.

ERRREEEIELSERDE -, BEXBSWER (KPI) EXEE, X —HMETHEKREI
EAEEEEMNERMEBERHEREK , NTILILREMHEFMILSFHR,

geSh , AT AR b BEB IR REATE) , MA R MBI R . BRI THEREHHERXR ,
LA TN AR RIS | WA UM BB M R AL, BEE THEABNEL , XTEFRFANTE TN
MR BREMAEAEEN.

RS

- OPS04-BP01 iR BB MIEIR

« OPS04-BP02 SEHE R AT &N

« OPS04-BP03 SEHE A Fo AR KE N

« OPS04-BP04 Sk TUE N

- OPS04-BP05 SE#E % 10 = IR BR

SRE AT 4 61



HHEERR AWS Well-Architected Framework

OPS04-BP01 R 3l x BE M IEFR

EETHEREFXRAARNYE , BRETHRELRSHRB LS FIRGHBIERDRREK, BREZED
Bl EHRE-—BNSRERAEZ—R , EXFEREXBSEMIER (KPI) .

HEMER . BLSBEREFMANSHAINNMEE | BREETHEREFIENLSRRERS.
ENRER :

« REXKPI: HXREHBEKPIWEA T THEARLSBEREISHIIPLAR , NTTRDEEES.
« BAKPI: TalEE THEABERULS EFRNELMEHRFRRTE KPL.
« T8 ERREBULSERTEZEMEXSELST KRB ERHERER.

B B ERESSERATL

« STIRBIEA : S KPIBELERERESEFR B RAB, SHEXSEAREREL | LE
KPI I FEEB T ER MR EHEE,

« WA BREREDEEXFLS BN

« WE . FEERFRNEIZESREREEENIERL,

« MAMED  FERBEN WS EFE 20 Z BR B H AR REIE,

AREBUZXMREXERNBEATRENNRSESR : &

KHEE S

EEME L TR KPI, EHRATUATRE

1. MILSRRETF : ERATRERZE , BETHERAENLSRR. 2HEFTEM, AFSEER

= 3% 2 e R A ) BT ?

2. BEAREFRELS BREXE : HEMBREREFRBLNULFSER-EEETN, BERLEHIL
FHEEESMAENR  BFEALS KPIRIRIRBEEEEREE,

3. £ Amazon CloudWatch : FIf CloudWatch E X F & #E K REHN KPI B9IERF,

4. EHEENERN KPP EEILEARNMULSZHARE , R KPI A9,

5. LFZMRASEHK . ItERFTULFSHANRSEELNFEE KPI,

KRETT B THEERS : F

OPS04-BP01 iR 5l X B4 BT 62


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
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https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14688/aws-observability
https://www.youtube.com/watch?v=Ub3ATriFapQ
https://catalog.workshops.aws/observability/en-US
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
https://aws.amazon.com/xray/
https://aws.amazon.com/cloudwatch/
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https://docs.aws.amazon.com/Amazon/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/_Anomaly_Detection.html
https://docs.aws.amazon.com/Amazon/latest/logs/mask-sensitive-log-data.html
https://aws-observability.github.io/observability-best-practices/guides/operational/business/monitoring-for-business-outcomes/
https://docs.aws.amazon.com/Amazon/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-instrumenting-your-app.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/-Unified-Cross-Account.html
https://aws.amazon.com/cloudwatch/features/
https://aws.amazon.com/xray/features/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_customer_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dependency_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dist_trace.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/Amazon/latest/monitoring/WhatIs.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
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* One Observability Workshop
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https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14688/aws-observability
https://aws.amazon.com/about-aws/whats-new/management-and-governance/?whats-new-content.sort-by=item.additionalFields.postDateTime&whats-new-content.sort-order=desc&awsf.whats-new-products=general-products%23amazon-cloudwatch
https://aws.amazon.com/about-aws/whats-new/developer-tools/?whats-new-content.sort-by=item.additionalFields.postDateTime&whats-new-content.sort-order=desc&awsf.whats-new-products=general-products%23aws-x-ray
https://youtu.be/zZPzXEBW4P8
https://youtu.be/Ub3ATriFapQ
https://catalog.workshops.aws/observability
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch

HHEERR AWS Well-Architected Framework

B ESKERAER

- EFHRNEE : EEERNBEEWEIAFZA , R3S BRIX LR,
- ALAPHALR - RE RUM B8R IBA BT & MIEREARA 4R,

« REBAXRFNRAB[MENNE . THRENNABRFESMHRZFNRNHE LRI | NTKILH—
e 27 R |

- ZFRIEMNLSTHERE : EHNSRESES TRARROENXEIRZBLTUERBSK.
- WENARFMRE  MANEXAFREPRENLE | 1255 AE R E e DM 7T,

REBUXHSESBNERTREENRNRER : &5
XiEES
R THRA RUM FIEESBSHTRAPESNEN , AWS £2EHZIMRS |, #li0 Amazon CloudWatch RUM

M Amazon CloudWatch Synthetics, 1§45, BEMBRER , BMLAFPEDIHIE , TiLE+E THNH
ERFASTRENAF &R,

1. #F& Amazon CloudWatch RUM : &R AR FE CloudWatch RUM 5 , K&, 2 HTAEM
EXHAP#E,
a. /A CloudWatch RUM JavaScript E ¥ RUM 5#&H N AEFE K.
b. REZHERATMLEX 2 MM EEESHNAF IR,
2. Bti& CloudWatch Synthetics : SIB2 &2 EHMAHIE  BEUAFRFENARFNXRE,
a. EMRENARRFIEREMBE,
b. £/ CloudWatch Synthetics 7 ®it& 4%  KUAFEXEERR WX E,
c. R NGRS L LEEENRREZT , BR -V LERE,

3. PWMBIEHBHFEETS : FIARE RUM MEESSHEBIERIREULE | HERN B FE R
2 F#EHe. M CloudWatch 2 HRFEHRZ T T BB

Kt KB TEERS  F
TR

MRERESRE :

OPS04-BP03 k1 A F= k4 67



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://www.youtube.com/watch?v=NMaeujY9A9Y
https://www.youtube.com/watch?v=r6wFtozsiVE
https://catalog.workshops.aws/observability/en-US/intro
https://github.com/aws-observability/aws-rum-web
https://github.com/aws-samples/amazon-cloudwatch-synthetics-page-performance
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https://docs.aws.amazon.com/Amazon/latest/monitoring/-Network-Monitoring-Sections.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/-InternetMonitor.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/what-is-network-monitor.html
https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard/
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
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* Amazon Personal AWS Health Dashboard User Guide
* AWS Internet Monitor User Guide

+ AWS X-Ray Developer Guide

* AWS DevOps Guru User Guide
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Visibility into how internet issues impact app performance

Introduction to Amazon DevOps Guru

Manage resource lifecycle events at scale with AWS Health
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https://aws.amazon.com/xray/
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_application_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_customer_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dist_trace.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/-InternetMonitor.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=Kuc_SG_aBgQ
https://www.youtube.com/watch?v=2uA8q-8mTZY
https://www.youtube.com/watch?v=VoLLNL5j9NA

HHEERR AWS Well-Architected Framework

» Gaining operational insights with AlIOps using Amazon DevOps Guru

« AWS Health Aware

» Using Tag-Based Filtering to Manage AWS Health Monitoring and Alerting at Scale
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https://catalog.us-east-1.prod.workshops.aws/workshops/f92df379-6add-4101-8b4b-38b788e1222b/en-US
https://github.com/aws-samples/aws-health-aware/
https://aws.amazon.com/blogs/mt/using-tag-based-filtering-to-manage-health-monitoring-and-alerting-at-scale/
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https://aws.amazon.com/xray/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=tl8OWHl6jxw

HHEERR AWS Well-Architected Framework
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https://www.youtube.com/watch?v=qBDBnPkZ-KI
https://aws.amazon.com/getting-started/hands-on/distributed-tracing-with-xray/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/cloudformation/
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https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
https://youtu.be/46PRLMW8otg
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a. Amazon Q Developer B—RERRNATIERIE , BT oIEE T HAA ( BH/AREF
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d. AWS CodePipeline AT SRV 4N R mBERIEEH

IR
MR BRERE :

« OPS05-BP01 f§ fA MR A #22 #l

+ OPS05-BP06 HZi&it#rAt

« OPS05-BP07 EiEiR S RBREN KK
« OPS05-BP10 &£ Hal{LERMITE

MR A

* Adopt a test-driven development approach

* Accelerate your Software Development Lifecycle with Amazon Q

* Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine
developer experience

* The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

« Shift-Left Workload, leveraging Al for Test Creation

* Amazon Q Developer Center

* 10 ways to build applications faster with Amazon CodeWhisperer
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https://pipelines.devops.aws.dev/
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_code_quality.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
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» Looking beyond code coverage with Amazon CodeWhisperer

» Best Practices for Prompt Engineering with Amazon CodeWhisperer

* Automated AWS CloudFormation Testing Pipeline with TaskCat and CodePipeline

+ Building end-to-end AWS DevSecOps CI/CD pipeline with open source SCA, SAST, and DAST
tools

+ Getting started with testing serverless applications

* My CI/CD pipeline is my release captain

* Practicing Continuous Integration and Continuous Delivery on AWS Whitepaper

FE<AAM -

* Implement an API with Amazon Q Developer Agent for Software Development

+ Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-to)

» Mastering the art of Amazon CodeWhisperer - YouTube playlist

+ AWS re:Invent 2020: Testable infrastructure: Integration testing on AWS
« AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development
» Testing Your Infrastructure as Code with AWS CDK

MXBEIR :

+ Building applications using generative Al with Amazon CodeWhisperer

* Amazon CodeWhisperer Workshop

+ AWS Deployment Pipeline Reference Architecture - Application

» AWS Kubernetes DevSecOps Pipeline

» Policy as Code Workshop — Test Driven Development

* Run unit tests for a Node.js application from GitHub by using AWS CodeBuild

» Use Serverspec for test-driven development of infrastructure code

MRERS :

* Amazon Q Developer

* Amazon CodeGuru Reviewer
 AWS CodeBuild
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https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/automated-cloudformation-testing-pipeline-with-taskcat-and-codepipeline/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/compute/getting-started-with-testing-serverless-applications/
https://aws.amazon.com/builders-library/cicd-pipeline/
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/welcome.html
https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=KJC380Juo2w
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://www.youtube.com/watch?v=fWtuwGSoSOU
https://aws-solutions-library-samples.github.io/app-development/developing-applications-using-generative-ai-with-amazon-codewhisperer.html
https://catalog.us-east-1.prod.workshops.aws/workshops/6838a1a5-4516-4153-90ce-ac49ca8e1357/en-US
https://pipelines.devops.aws.dev/application-pipeline/index.html
https://github.com/aws-samples/devsecops-cicd-containers
https://catalog.us-east-1.prod.workshops.aws/workshops/9da471a0-266a-4d36-8596-e5934aeedd1f/en-US/pac-tools/cfn-guard/tdd
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/run-unit-tests-for-a-node-js-application-from-github-by-using-aws-codebuild.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-serverspec-for-test-driven-development-of-infrastructure-code.html
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
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« AWS CodePipeline
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https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/awsconsolehelpdocs/index.html
https://docs.aws.amazon.com/awsconsolehelpdocs/index.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codestar/
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* AWS Control Tower
« AWS EXRX XS
« AWS Config
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/solutions/implementations/landing-zone-accelerator-on-aws/
https://aws.amazon.com/config/
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- ff A2 AWS Config ?

+ AWS AppConfig

« f+ 42 AWS CloudFormation ?
s AWSHRARTE

AN

+ AWS re:Invent 2022 - Proactive governance and compliance for AWS workloads

« AWS re:Invent 2020 : EF AWS Config XS M BN

* Manage and Deploy Application Configurations with AWS AppConfig
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://aws.amazon.com/products/developer-tools/
https://youtu.be/PpUnH9Y52X0?si=82wff87KHXcc6nbT
https://youtu.be/m8vTwvbzOfw?si=my4DP0FLq1zwKjho
https://youtu.be/ztIxMY3IIu0?si=ovYGsxWOBysyQrg0
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codestar/
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https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/ecs/
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AWS CodeBuild

f+ 4= AWS CodeDeploy ?
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* AWS re:Invent 2022 - AWS Well-Architected best practices for DevOps on AWS

OPS05-BP05 #4T#h T B3

PATHN T ERLAEXTIZhAE, BRABHRBEESHAE, XUBEHHNTERE , BERD FhIESIE
RERR , BITH R, ARV B ITHEE,

HTHRRAEERABNNREREFIN —Br, FEFREFTATENEMRENECSRIINCHREF
RAETEE TR, MRZFEFTIT , BHRAEEITEA

Amazon EC2 Image Builder Rt EFITEVMRENEE, ENITEEN -2 , FER LS#HEE
B& (AMI) (5 AMI BREEEIE ) S Docker UG E BN RERES , AT AWS Lambda £ 12t
BEETREXFEARE DUERFR.

IENERLT TEREEERT Linux 3 Windows Server BR&REY T I #h AL ES AR5 BIEEHET : Amazon
EC2 Image Builder, #&A] LU Amazon Elastic Container Registry (Amazon ECR) SN EEEE &
A, LAETE Amazon ECS B F] Amazon EKS BR#%&, Lambda 2E AEHE IhEE,

EARABAEZEHERNHANBERT , FRNEFRENTEMNEE, AT XHFRESILFER
B, FRZNART. £ AWS L | BRI LAER AWS Systems Manager Patch Manager 3R B 31T
BIMEE RGN RN ZHIENES - BIRER Systems Manager 43 B £z

HENER . BN AMI NBRRE B, L TRIVRS , R TAES, ERUREREEHER
BAVRE |, FTEIT SN, BUMRELIRES , AT - IPRERBEEHNEAFER.

FARER :

- BEIES  FEEFRNMEANAFREFINZEWT  EETRARFEHTIARE , SRTERX
=Hlo

OPS05-BP05 #h1T4h T B 82


https://aws.amazon.com/products/developer-tools/
https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://aws.amazon.com/codebuild/
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
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* What is Amazon EC2 Image Builder?

» Create an image pipeline using the Amazon EC2 Image Builder

+ Create a container image pipeline

* AWS Systems Manager Patch Manager

* Working with Patch Manager
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- AWS tHEERSSRNARZEFR CI/CD
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-compliance-reports.html
https://aws.amazon.com/products/developer-tools
https://www.youtube.com/watch?v=tEpx5VaW4WE
https://youtu.be/uh19jfW7hw4
https://wellarchitectedlabs.com/operational-excellence/100_labs/100_inventory_patch_management
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« AWS Systems Manager Patch Manager 212
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-tutorials.html
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://aws.amazon.com/blogs/mt/automate-aws-backups-with-aws-service-catalog/
https://aws.amazon.com/blogs/mt/aws-service-catalog-account-factory-enhanced/
https://aws.amazon.com/blogs/mt/how-expedia-group-built-database-as-a-service-dbaas-offering-using-aws-service-catalog/
https://aws.amazon.com/blogs/architecture/maintain-visibility-over-the-use-of-cloud-architecture-patterns/
https://aws.amazon.com/blogs/mt/simplify-sharing-your-aws-service-catalog-portfolios-in-an-aws-organizations-setup/
https://www.youtube.com/watch?v=A9kKy6WhqVA
https://www.youtube.com/watch?v=lVfXkWHAtR8
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https://github.com/aws-samples/aws-service-catalog-reference-architectures
https://catalog.us-east-1.prod.workshops.aws/workshops/d40750d7-a330-49be-9945-cde864610de9/en-US
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
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» Adopt a test-driven development approach

» Accelerate your Software Development Lifecycle with Amazon Q

+ Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine
developer experience

* The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

+ Shift-Left Workload, leveraging Al for Test Creation

* Amazon Q Developer Center

* 10 ways to build applications faster with Amazon CodeWhisperer

* Looking beyond code coverage with Amazon CodeWhisperer

» Best Practices for Prompt Engineering with Amazon CodeWhisperer
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
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* Agile Software Guide

* My CI/CD pipeline is my release captain

* Automate code reviews with Amazon CodeGuru Reviewer

» Adopt a test-driven development approach

* How DevFactory builds better applications with Amazon CodeGuru

* On Pair Programming

* RENGA Inc. automates code reviews with Amazon CodeGuru

» The Art of Agile Development: Test-Driven Development

* Why code reviews matter (and actually save time!)

* Implement an APl with Amazon Q Developer Agent for Software Development

Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-t0)

Mastering the art of Amazon CodeWhisperer - YouTube playlist

AWS re:Invent 2020: Continuous improvement of code quality with Amazon CodeGuru

AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development

MRS

* Amazon Q Developer

* Amazon CodeGuru Reviewer

* Amazon CodeGuru Profiler
+ AWS Cloud9
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https://martinfowler.com/agile.html
https://aws.amazon.com/builders-library/cicd-pipeline/
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/machine-learning/how-devfactory-builds-better-applications-with-amazon-codeguru/
https://martinfowler.com/articles/on-pair-programming.html
https://aws.amazon.com/blogs/machine-learning/renga-inc-automates-code-reviews-with-amazon-codeguru/
http://www.jamesshore.com/v2/books/aoad1/test_driven_development
https://www.atlassian.com/agile/software-development/code-reviews
https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=iX1i35H1OVw
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/what-is-codeguru-profiler.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/welcome.html
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« AWS EHIEHITRIFERF
« ff 4R AWS CloudFormation ?
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https://aws.amazon.com/solutions/implementations/instance-scheduler-on-aws/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/observability.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
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« AWS re:lnvent 2022 - AWS Well-Architected best practices for DevOps on AWS
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https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA
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« AWS Builders Library | Ensuring Rollback Safety During Deployments
- AWS HE¥$ | Change Management in the Cloud

MR AL

» re:Invent 2019 | Amazon’s approach to high-availability deployment
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments/
https://docs.aws.amazon.com/whitepapers/latest/change-management-in-the-cloud/change-management-in-the-cloud.html
https://aws.amazon.com/builders-library/amazon-approach-to-high-availability-deployment/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-changesets.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/approvals.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/application-specification-files.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html

HHEERR AWS Well-Architected Framework

+ OPS05-BP02 MiXH K IFTE

MRH

» AWS Builders' Library | Automating safe, hands-off deployments | Test Deployments

AWS HE$ | Practicing Continuous Integration and Continuous Delivery on AWS

The Story of Apollo - Amazon's Deployment Engine

How to test and debug AWS CodeDeploy locally before you ship your code

Integrating Network Connectivity Testing with Infrastructure Deployment

MR AL

» re:Invent 2020 | Testing software and systems at Amazon

MR =B

» Tutorial | Deploy and Amazon ECS service with a validation test
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https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/#Test_deployments_in_pre-production_environments
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/testing-stages-in-continuous-integration-and-continuous-delivery.html
https://www.allthingsdistributed.com/2014/11/apollo-amazon-deployment-engine.html
https://aws.amazon.com/blogs/devops/how-to-test-and-debug-aws-codedeploy-locally-before-you-ship-your-code/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-network-connectivity-testing-with-infrastructure-deployment/
https://www.youtube.com/watch?v=o1sc3cK9bMU
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorial-ecs-deployment-with-hooks.html
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RAPA2BREIEAEE, A TERAX—B4 , 2RRYTHERRX (ZAUTIERER ) |, HIIUR
HEBNESZNE, FRAAES BN CI/ICD EEFRHMRATHA —MHSHEN,
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2. FABHLEBBRS , a0 AWS CodeDeploy, AWS CodeDeploy £8E %I B #E EC2/2N i Hi it 5P
ENX EC2/ARHEZIBE. AWS Lambda Ml Amazon ECS ( 2R EIHKN TEREE ) .

a. EFEANERT , 7 AWS CodeDeploy SEE AWS REEMK = & AWS CodeDeploy 54 1E
KRR = R PRS E Ko
3. 3¥F Amazon Aurora M Amazon RDS E#iEE , FHAEBEZIE,

4. \51RER% - A Amazon CloudWatch, AWS CloudTrail 1 Amazon Simple Notification
Service ( Amazon SNS ) E4EA,

5. MATERERM BN , 2FHEN ., 22N, @ENE, ERNHURAE[ BN,
6. HFE BB R,

Kt KB TEERS P
IR
X REREK

« OPS05-BP02 Ji# HWiFZTE
+ OPS05-BP09 i &t 17 o] ¥ By /NIAE B ok
« OPS05-BP10 &£ Ba{t ERMEE

MR IH

* AWS Builders Library | Automating safe, hands-off deployments | Production deployments

« AWS Builders Library | My CI/CD pipeline is my release captain | Safe, automatic production
releases

« AWS HF$ | Practicing Continuous Integration and Continuous Delivery on AWS | Deployment
methods

* AWS CodeDeploy User Guide

* Working with deployment configurations in AWS CodeDeploy

+ Set up an API Gateway canary release deployment

* Amazon ECS Deployment Types

* Fully Managed Blue/Green Deployments in Amazon Aurora and Amazon RDS

* Blue/Green deployments with AWS Elastic Beanstalk
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https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/blue-green-deployments.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/blue-green-deployments.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/?did=ba_card&trk=ba_card#Production_deployments
https://aws.amazon.com/builders-library/cicd-pipeline/#Safe.2C_automatic_production_releases
https://aws.amazon.com/builders-library/cicd-pipeline/#Safe.2C_automatic_production_releases
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/deployment-methods.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/deployment-methods.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://docs.aws.amazon.com/https://docs.aws.amazon.com/
https://aws.amazon.com/blogs/aws/new-fully-managed-blue-green-deployments-in-amazon-aurora-and-amazon-rds/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.CNAMESwap.html
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MR AL

« re:Invent 2020 | Hands-off: Automating continuous delivery pipelines at Amazon

» re:Invent 2019 | Amazon's Approach to high-availability deployment

MR =B

» Try a Sample Blue/Green Deployment in AWS CodeDeploy

« Wit < | Buiding CI/CD pipelines for Lambda canary deployments using AWS CDK

« Ffit£ | Blue/Green and Canary Deployment for EKS and ECS

« Ffit£ | Building a Cross-account CI/CD Pipeline
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R, RABEARERERE |, HE D 7T Rexy b 5538 B HY R0

HEWLER . B EMENRFEIRER S EREFEER/AFLR ( CI/ICD , Continuous
Integration/Continuous Delivery ) &/, BHSEEIEE R LURER IR ERITERIUE | HEEE XK S
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EHER , AU RBRAZNEFKED , ZHRESY THEAMBU RSNz EEN ., mREIR
NREREMBTAF , WEEEIERP B EER,
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https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=bCgD2bX1LI4
https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create-blue-green.html
https://catalog.us-east-1.prod.workshops.aws/workshops/5195ab7c-5ded-4ee2-a1c5-775300717f42/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/2175d94a-cd79-4ed2-8e7e-1f0dd1956a3a/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/00bc829e-fd7c-4204-9da1-faea3cf8bd88/en-US
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CICD & , RERNRAFEER. —MFPHARLBECHATEEY | SHERTRES
BMEET.

+ SERERAER T R — R TAEH T AR R S TAE | BREBENITY | BT 2HTH
e SR, BRHENLRIDIR—PEERIE , BEEBRIXLRIE | K/E 7 BT RN A= T
RITHE | BNRABRIER  XAKBET B3N HHE,
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BN HAEBENRE , LEERGEIABIRER, ERAIITMELNERN , B ERIZINEA
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1. AFREABRELNAEREH , (A NAIE  NERAYZNARHIF R, TERE, B3
LR FNIRZRBIKR A, NN ERHEITE Lo
a. REENBEN A RBE BRI E T THEAEBN AT E,
b. ZRERENT KL AL HE R REMERFEN KK,

2. REENUSFERNEERR , REATUHAMERVENLTE,

3. BEZBZMTWEN ARG , UREFIHFITHLEN AR, XALRE AT ARTE AT Rl
SNEMLTRRKRE L, BRABEKKAFETIZITH , FEZMITFIHMIRNITEA,
a. EELAHTASKIMER S EN ZRG| LEABFENIRIIEE , fINMATEEHELESITHR

Pl FEESEESHRFNESHEEFAAFELRM).
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b. EAZLTERE NI B LHRARMKIIFRE , UEERERGI KU TAEFFENEFL
TR
c. N BT ERE LB RMARHE,
4. REZEBNZBE , EZTEXMAIRELSHESRKURRNRS G  BIF KL EHIN R
ROIRREB-FNER
5. FEM BFLNRAMEIR TEEMKE CI/ICD BEEH.
a. N IRAYE i I E B T AT R Zh AR
b. Y512 H ME LU MR AR |, SAR IR B E BRI AR B BB ER.
6. BATTREREMELEFNE |, Hl -
a. AB MR , EREMNHFNRE B S eI E RN .
b. ELENR , iLEALEXN —SoRAF-HEER , RAEBAMERAF XM,
c. WREARICAR , LB UENAREFINE , BICHFRANENIREFRIENITIFMKRA , UEZE
MNRUEF N HT AR
d. BRI , ATRIEIAMEEXREKRA IR INRE.

7. BENARFNRERL. B5  UREEMNARFMAHNRE, HHHREG  ATRIERR
ETRERRERY , XHEER T AHEEX B3 LM TR BRI 2 3 — H# TR

a. wHMIRERRE , AELRBRERS NIEMERERF
b. SEHERREE , LUERE - RSN AT EZNTE LKW FM4#H1TEBER.
8. FRBMNHARES , UEEFKRNTEEERFEA.

KT RIE THEERS : F
R
X REREK

» OPS06-BPO1 %t X4 & 2h #Y 3 ek il % 1t Xl
« OPS06-BP02 i &#8&

FARH -

« AWS Builders Library | Ensuring rollback safety during deployments

» Redeploy and rollback a deployment with AWS CodeDeploy

» 8 best practices when automating your deployments with AWS CloudFormation
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments/
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployments-rollback-and-redeploy.html
https://aws.amazon.com/blogs/infrastructure-and-automation/best-practices-automating-deployments-with-aws-cloudformation/
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MR =B

« {#/ Selenium, AWS Lambda, AWS Fargate (Fargate) 1 AWS FF & A & T E#{THRS e Ul
it

MR AL

+ re:Invent 2020 | Hands-off: Automating continuous delivery pipelines at Amazon

* re:lnvent 2019 | Amazon's Approach to high-availability deployment
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OPS07-BP01 #a{R 3 T&E

BE - ERRIEEREEEIHEBIEGERZNR TRIF TR, NS FTEIZHETEREN
FEMBSHEAZI. NMRHESE TEREAENADR, E4TEEBIIEEENR TRIET
ERENEEZENHERENBINESH, ARERBHNR TRREMENKRR , BREF

HAE 4

- EIERETAN , BREBIGERNR TH TEAREREHRXE
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https://aws.amazon.com/blogs/devops/using-aws-codepipeline-aws-codebuild-and-aws-lambda-for-serverless-automated-ui-testing/
https://aws.amazon.com/blogs/devops/using-aws-codepipeline-aws-codebuild-and-aws-lambda-for-serverless-automated-ui-testing/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=bCgD2bX1LI4
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https://aws.amazon.com/training/
https://aws.amazon.com/events/
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https://aws.amazon.com/events/
https://aws.amazon.com/training/
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/appendix-b-example-orr-questions.html
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« REL13-BP01 EMEHFHBIEZEXRNIRE BIF - REIREITKIRBIFH ORR EX,
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https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://console.aws.amazon.com/wellarchiected/
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_objective_defined_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://medium.com/the-cloud-architect/operational-readiness-review-template-e23a4bfd8d79
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
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« AWS Control Tower

« AWS Security Hub
 AWS Well-Architected Tool
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https://www.youtube.com/watch?v=Keo6zWMQqS8
https://www.youtube.com/watch?v=Keo6zWMQqS8
https://github.com/aws-samples/custom-lens-wa-sample/tree/main/ORR-Lens
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
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# Runbook Title

## Runbook Info

| Runbook ID | Description | Tools Used | Special Permissions | Runbook Author | Last
Updated | Escalation POC |

| RUNGQL1 | What is this runbook for? What is the desired outcome? | Tools | Permissions
| Your Name | 2022-09-21 | Escalation Name |

## Steps

1. Step one

2. Step two
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
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* AWS Well-Architected Framework: Concepts: Runbook development

Achieving Operational Excellence using automated playbook and runbook

AWS Systems Manager: Working with runbooks

Migration playbook for AWS large migrations - Task 4: Improving your migration runbooks

Use AWS Systems Manager Automation runbooks to resolve operational tasks

FAR U -

* AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response

* How to automate IT Operations on AWS | Amazon Web Services

* Integrate Scripts into AWS Systems Manager

RG]

* Well-Architected Labs: Automating operations with Playbooks and Runbooks

« AWS & X E : Build a Cloud Automation Practice for Operational Excellence: Best Practices from
AWS Managed Services

+ AWS Systems Manager: Automation walkthroughs

+ AWS Systems Manager: Restore a root volume from the latest snapshot runbook

» Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake

* Gitlab - Runbooks

* Rubix - A Python library for building runbooks in Jupyter Notebooks

» Using Document Builder to create a custom runbook

MRERS :

+ AWS Systems Manager Automation
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https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.runbook.en.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-migration-playbook/task-four-migration-runbooks.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=Seh1RbnF-uE
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-document-sample-restore.html
https://catalog.us-east-1.prod.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://gitlab.com/gitlab-com/runbooks
https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html

HHEERR AWS Well-Architected Framework

HENTHFRRNEERR. EBSESRAPTREHFRIERE. AAMAREE | BT
LELSRRUOMBAEMH ? URTHFMHFFBZRRIEFEANNR , FETHFRHABLE L.
BEHERBITR , AAFBEXERHEAEXRFERSHEFESR | XESHEAIT RN —NEEARE
7. BEXZHERTRRNBERT , THFMNUGE LRI, MRBETRARR |, T3 FMAE L
TAMARRBEARRNZTFM. NEPFEATHEFTHFR. NRTHFRATEERE , &
[ I AR ok T IREEP YV 1T3) FAEV R .

EEALKRERFA  JEHIXNETIFN. NSEERXAREANEHNTHFMTHEE. ERMEBS)
PMITRUS R, BRABEENSITFMRERE R RRFER G R,

HEER  RAARHNELBASHONTHFM. THFRERFERE—NUE , THREAKRKAGE
M. THFMEEHRTEH. I TEAESHNBRARER , FHEEEIZITFi.

ERREER

- BRERNEH , FHRBIRERE.

« FBABAKEANRIZZHISPAEN THE , N RBHNBERITHE.
o FAVEIRARK GRS AME Y IR SR A SRR E R

- HERBNREXRTEZETBHNMKZBHEE,

B R ERERA AL

- THFREMTERBENABM4H R,

- TRVEARKRA TERAR—T3IFit , A—BHNAXNBERERRE,

« AN EANRANRERRFEZSTFM , ATMRIRERE,

« HBARX R R IETT 3D FMBEB E IR BIT 1817300

- HRATTLAMER T EERNTE FMRT BHRE

EABUXMREIENERTRENKBRER  7F

RS

HEMERTHFMH AT XBRTALANKRAE, WRERVNIERST , FHE PRI FHE R
FEAFETF M. BEEARBERFA , TUER Python EMARESKIATHFMA¥ B3N{L. AT

£ Jupyter notebook FE{TIXLEMARMRAIIEE, KHNALSE N ABRZTFRENEEN
ENEZ , HETEB3LNITHFEMR.

OPS07-BP04 1RIE{Tz) FAHiAZE A& 112



HHEERR AWS Well-Architected Framework

BESETEABFRRENELRNESH , FHRFETHFR. IRRBREERSTRETESHNEJL
MNEBHNEASFEETHFM. ENREENZRFETHFMRE , TUEFLEXNRRKSHZIR
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AWS Systems Manager Automation HlR4E U FK S #EE
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# Playbook Title

## Playbook Info

| Playbook ID | Description | Tools Used | Special Permissions | Playbook Author | Last
Updated | Escalation POC | Stakeholders | Communication Plan |

|---e- |---e- |---e- |---e- |---e- |---e- |---e- |---e- |---e- |

| RUN@GQL1 | What is this playbook for? What incident is it used for? | Tools |
Permissions | Your Name | 2022-09-21 | Escalation Name | Stakeholder Name | How will
updates be communicated during the investigation? |

## Steps
1. Step one
2. Step two
1. MREBHIKBXEFEEDS Wiki , BERAZEFIRE T N7 F RO — 8 RA 2 6 =6
B,

2. BEFZEREN—NERLFRE, INZRBARECTERT/INAEARRETZRERIENZR.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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+ AWS Well-Architected Framework: Concepts: Playbook development

* Achieving Operational Excellence using automated playbook and runbook

+ AWS Systems Manager: Working with runbooks

+ Use AWS Systems Manager Automation runbooks to resolve operational tasks

MM

* AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response (SEC318-R1)

* AWS Systems Manager Incident Manager - AWS Virtual Workshops

* Integrate Scripts into AWS Systems Manager
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.playbook.en.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=KNOc0DxuBSY
https://www.youtube.com/watch?v=Seh1RbnF-uE
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+ AWS Customer Playbook Framework

* AWS Systems Manager: Automation walkthroughs

* Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake

* Rubix — A Python library for building runbooks in Jupyter Notebooks

» Using Document Builder to create a custom runbook

* Well-Architected Labs: Automating operations with Playbooks and Runbooks

» Well-Architected Labs: Incident response playbook with Jupyter

MXRE :

* AWS Systems Manager Automation

+ AWS Systems Manager Incident Manager
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https://github.com/aws-samples/aws-customer-playbook-framework
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://catalog.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://www.wellarchitectedlabs.com/security/300_labs/300_incident_response_playbook_with_jupyter-aws_iam/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/blogs/apn/governance-in-the-aws-cloud-the-right-balance-between-agility-and-safety/
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https://docs.aws.amazon.com/awssupport/latest/user/aws-support-plans.html
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* AWS Business Support
* AWS Enterprise Support
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https://aws.amazon.com/premiumsupport/plans/enterprise/
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b. A CloudWatch FVE U3 RER M THRIERS M , XA TENX SLA MERREE,

c. ®i& AWS Cost Anomaly Detection FE R KHiERSREE R TR FREER,

d. SE#E CloudWatch BSTK = RIRLM 14 AW 328 %5 X35 P9 25N P 9 B2 AR 72 = 30 EL AT s B B RR o

e. £/ CloudWatch Metric Insights SRE WM 2 AT EK S it XA IEREE , ANMRBIESENRE

18R

f. BZA CloudWatch Metric Math 3t &RV IEARBE1THEHR, SLERPITUE , NRBERAN IR,
3. R Amazon DevOps Guru : 44 A Amazon DevOps Guru AR B EHYBFF I WEBNFERN |, X

RATHRFSBNARFRENENERLER , AEElEREFR 2o = HEE.,
4. RFAFEHITRA . BREFENERITMEBAENRE | SUABM U 20 THEAR.

KT TEERS © F
IR
X RERE

« OPS04-BP01 iR Bl <& IEFR
« OPS04-BP02 3E£HE R AR FiEMN

FARH

« The Wheel 8% - BiSFEFEEMNEEMN
BOUREE

fEF§ AWS Cost Anomaly Detection
CloudWatch #0K /= RS0 4

{# F CloudWatch Metrics Insights Z )& 5 ¥R

MR

* Enable Cross-Account Observability in Amazon CloudWatch

* Introduction to Amazon DevOps Guru

» Continuously Analyze Metrics using AWS Cost Anomaly Detection

FRRH
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https://aws-observability.github.io/observability-best-practices/guides/operational/business/sla-percentile/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/blogs/opensource/the-wheel/
https://aws-observability.github.io/observability-best-practices/guides/operational/business/sla-percentile/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
https://www.youtube.com/watch?v=lUaDO9dqISc
https://www.youtube.com/watch?v=2uA8q-8mTZY
https://www.youtube.com/watch?v=IpQYBuay5OE
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* One Observability Workshop

» Gaining operation insights with AlOps using Amazon DevOps Guru

OPS08-BP02 77 #f T/Efi 8 B &

ERIM TEABEENTERAM THNRAEFNESITEXRER., BISMMIFE, UAHtTX2
DN@ERASHE , ST CNARFERNZ 2,

HELER  BI2ENBEIMRENRNRARFTANRENFEERE | BRI QN ME B,
ERREE :

- HHEAFEEREZE , 29X BEN D,
- RAEAATSNTBEENESETR  SHEIRBALE,
- EKFEATIEFRE , MANAEHLNERIRE.

B ER SRR

- EFRFIESEMT. L2 RN E B R,

- BRFABERBERITIRENNARFLL,

- EMNNARFITANER , BB T EAMBEER,
ERBYXMRERKRNBERLTRENNRSESR : 7F
K%

Amazon CloudWatch Logs AT BEZ B AT E, A CloudWatch Logs Insights
Contributor Insights & ZhEE , AILEM ME RN BEFREEXNER.

KiES R

1. 1®i& CloudWatch Logs : Bt &N AREF MRS LS B E K% F CloudWatch Logs.

2. FABEXERERN : A Amazon CloudWatch Logs R E#NThEE , BER3IRE BEERH L H
Bk, ZIEEWTEEIHEBERTIFHNRERR , REXIEE RS,

3. i%& & CloudWatch Logs Insights : fEf CloudWatch Logs Insights AR B A RIERM OB A E
iz,

OPS08-BP02 ##T TEME BHE 123


https://catalog.workshops.aws/observability/en-US/intro
https://catalog.us-east-1.prod.workshops.aws/workshops/f92df379-6add-4101-8b4b-38b788e1222b/en-US
https://docs.aws.amazon.com/Amazon/latest/logs/WhatIsLogs.html
https://docs.aws.amazon.com/Amazon/latest/logs/LogsAnomalyDetection.html
https://docs.aws.amazon.com/Amazon/latest/logs/AnalyzingLogData.html
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a. IRZEWLREUER, ENZ2 U B EBREHFEIKAITHRE,

b. fEA CloudWatch Logs Insights X 2K S A MENZ2MELNBENR. 2D TET
BASBREIHNELZTEBRNEEREE.

c. M CloudWatch Logs thkR ( £ZF ) EFEN BRI TR BELAZBRITERD . FAX—I
BEMRBEAEMEN , HiIFNENREMEERIT AN EE,
4. £ Live Tail 2R A& : #£H Amazon CloudWatch Logs Live Tail SRRt EE BETE. B
ENARFETENRENNEITESEERE , NMEIN THRREMENEEZ R,

5. FA Contributor Insights : £/ CloudWatch Contributor Insights £ IP it sl i R RIBS S E 4
EFRIEERERE.

6. 35 CloudWatch Logs f8#r%ERS : BlE CloudWatch Logs IEFRIFIEES , LAMEN B EBIEREIR R
ARENIER. XATFRRERRRI — S ITER,

7. E#8 CloudWatch B = AT 14 : MRBXBRZNKFHNARRE , AEBRNAERHIN K
=8

8. EHFEMNML : ERFELHN AT KRE , UBIRMAEMEXEE AU NAEFIER,

KHET RN TEESRS - PE
TR
MRRERE

« OPS04-BP01 iR 5l X @EURIET
+ OPS04-BP02 3kt b A 72 &
« OPS08-BP01 & #T THESM B IEHT

FARH -

* Analyzing Log Data with CloudWatch Logs Insights

» Using CloudWatch Contributor Insights

» Creating and Managing CloudWatch Log Metric Filters

XA

* Analyze Log Data with CloudWatch Logs Insights

» Use CloudWatch Contributor Insights to Analyze High-Cardinality Data
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https://docs.aws.amazon.com/Amazon/latest/logs/CWL_AnalyzeLogData_Patterns.html
https://docs.aws.amazon.com/Amazon/latest/logs/CWL_AnalyzeLogData_Compare.html
https://docs.aws.amazon.com/Amazon/latest/logs/Logs_LiveTail.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/Amazon/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/-Unified-Cross-Account.html
https://docs.aws.amazon.com/Amazon/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/ContributorInsights.html
https://docs.aws.amazon.com/Amazon/latest/logs/MonitoringLogData.html
https://www.youtube.com/watch?v=2s2xcwm8QrM
https://www.youtube.com/watch?v=ErWRBLFkjGI
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MR =B

» CloudWatch Logs Sample Queries

* One Observability Workshop

OPS08-BP03 7 #T T4E T £ IR BER BN 4E

DMBEHENT2ETHNABRFNEEIEREXEE, BN ENNERSE N EHZE
MR E , ATSAGAMERE | RBIME , FEEA P EK,

HEER B THRNARFN S HNEE | MME IR M 4R BLE 1858 5 KK

« PRRERBIESREKESHRRER,
- BEEMBREHFEDEHNER , FIANERNBER,

B R AESKERAEFAR

o WEWFEHERRHA B FHEFRARTE (MTTR )
o RAT BRI E 0,

o RIELZ DL EHEERB,

« RAMNRERBIEHSHNERELBASHRE,
- BEMICAERERWERFER,

EABUXIMREXIERNBERTRENKRER : 7F

XieiE S

AWS X-Ray Bt T — PN BEEM RS NTREHE , NMBRERSKENEADNE, BERAFEDHKE
MMEBER B, ServiceLens, X-Ray Insights, X-Ray Analytics #1 Amazon DevOps Guru ZIh#E |, o1
MR ERBIE IR B ATIRIELBIRE,

KiES TR

UTHREMRT —MELIE , AR AWS RSB SSEREHRIED T
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https://docs.aws.amazon.com/Amazon/latest/logs/CWL_QuerySyntax-examples.html
https://catalog.workshops.aws/observability/en-US/intro
https://www.docs.aws.com/xray/latest/devguide/aws-xray.html
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1. £/ AWS X-Ray : H{R X-Ray E5ZBHBARFER , RERRERE.

2. 947 X-Ray 88 : RAHEM X-Ray RERBFEHSHVIER , FIRER, BRER, HERNEL
NESH , FERER RS EEERNARFNETR.

3. £/ ServicelLens : FIf ServicelLens i1 FRBEEHRFZ MY AEFA TN M, XA FLUAER
FREEREZHIE. Eir. BE, BRNEMZTIRIER,

4. |3 A X-Ray Insights :
a. A A X-Ray Insights LB MBRERFEFHRE,
b. AN EUERARKXHEERSNRE |, HlIHERGIRE I,
c. EFRREtER , EETRIGF D AT B B &,
5. £/ X-Ray Analytics : X-Ray Analytics Al A T £ HRFEIRREIE, EHRAFENIZHELE,

6. £ X-Ray R EAEA : £ X-Ray PEIEEHA , LUBRESEREFERERERIE , NETEES
X 1B 20 AT o

7. B Amazon DevOps Guru : /8 Amazon DevOps Guru , S THISRFIER  HRHREHES
NEZERE.

8. £/ CloudWatch Synthetics : £ CloudWatch Synthetics SREIZ A TSR BN RS MITER
BNea®, XES2ETLUS X-Ray ERARMRERE , ATHEEN SN NAREHITRA
Do

9. FAESLAHF%E (RUM) : 8 AWS X-Ray & CloudWatch RUM , &aLUENE Tl AWS £ &
RS, NBIARFIRLAFTRSTANAHERER, XEPWTERRIEOZLAFWIERES
MEER,

105 BEXE | £ X-Ray REMBPXEKREHESHIBEE , MENBNENAE THENARFT
Ho EATELEESRENEFEEXEKNAESEH,

1135 HE CloudWatch BIKF AT - BIREBXEANSANKFWNARER , RN ARER BT

f=o

Xt TEERS - PE
BT IR
MRZESLR

- OPS08-BP01 % #f TYES Ei 1545
« OPS08-BP02 o #f T{Efas H &
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-servicemap.html#xray-console-servicemap-view
https://docs.aws.amazon.com/Amazon/latest/monitoring/servicelens_service_map.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/Amazon/latest/monitoring/_Synthetics_Canaries_tracing.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-RUM.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/servicelens_troubleshooting.html#servicelens_troubleshooting_Nologs
https://docs.aws.amazon.com/Amazon/latest/monitoring/-Unified-Cross-Account.html
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MRH

» Using ServicelLens to Monitor Application Health

» Exploring Trace Data with X-Ray Analytics

» Detecting Anomalies in Traces with X-Ray Insights

* Continuous Monitoring with CloudWatch Synthetics

<M

* Analyze and Debug Applications Using Amazon CloudWatch Synthetics & AWS X-Ray
+ Use AWS X-Ray Insights

MR =B

* One Observability Workshop

* Implementing X-Ray with AWS Lambda

* CloudWatch Synthetics Canary Templates

OPS08-BP04 6|2 AT ER E 4R

ERENARNEARFITAINREEXEE. LEHEENRE , RAETRBEHMER (KPI) WER
ARt FTREZF , AR HABANRERTRL. ET KPI WERTHREKINESELSIEE
FMEEMEX, XTARERRN G AR EBE , AEMTEP REMENTEY.

MG R - BURRE, EXAERENER  UWEREREHNEZHBERD , LERE KPI ERE I
MBS AT,

FAREER

- RETZIFXRBER , SRERET.

o TR KPI W ER#TRERSF , R BRERFRB WL SHEIE,
« BZARERR , SBHNE-ARAEANESER,

BV R ESKEANFL

« BEXETREEAXNER , BOBEHRET.
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https://docs.aws.amazon.com/Amazon/latest/monitoring/ServiceLens.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-insights.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/_Synthetics_Canaries.html
https://www.youtube.com/watch?v=s2WvaV2eDO4
https://www.youtube.com/watch?v=tl8OWHl6jxw
https://catalog.workshops.aws/observability/en-US/intro
https://docs.aws.amazon.com/lambda/latest/dg/services-xray.html
https://github.com/aws-samples/cloudwatch-synthetics-canary-terraform
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- BEEHRMMEFZRD , AERENEEZTHRAIMAFEME,
- BYEERANBHRNBEETEER , B AR MEH EIRARE R,

EARBYZXHREXIKRNBERATRENRRSER : &
KHEE S

EORARMERNSG , LACERER. BEHRESERIFCET KPI VS RANFEXER , A
BN EFERR.

RIS

1. BEXRIAIEIT (KPI) : RERARAFN KPl BRASIXE KPIHXE | SUEBRMLS Y
,

2. RIERHR

- A Amazon CloudWatch FE /&M : i&E Amazon CloudWatch FE®K N IHEELL BN FE
BX , XA TERAXNEENFERRERER.

- £ AWS X-Ray Insights :
a. iRi& X-Ray Insights AR MBEHFELIHRE,
b. Bt& X-Ray Insights E4%1 , AR N Z (A Bt U 2R 8L,

« B Amazon DevOps Guru £ 5 :
a. A Amazon DevOps Guru WHLERF I EE , EEMBBRBPRRNMEZERE.,
b. §#ZE DevOps Guru FHEHIEE , REFEER.

3. EMEAMRERVEIR : RitEEBRECBEENER , LELEIXEITI,
1. £ Amazon EventBridge MM % AWS Health 24 |, EUREF RS AWS Health API &

BX , AEHEE] AWS Health B8 BB ITIRE, XETURENRE , SINFAMBEITRINE
wEAMBEMERRERWRAE , BT URBERE , HINE IT RSERIEHPEI THER.

4. ROBWET  RAREBEDIFEXRBER. SEMBEAEBELTREENERERN , iAok
ENKRBEENEE , NI EERILHHNBERTRIE,

5 REBEEAEIR : /8 Amazon CloudWatch £ & ERKBEEZNER.
6. BEIRTEER : HAZAITE , Hlt0 Ops Genie # PagerDuty,

7. IO AWS Chatbot : E£ AWS Chatbot LA E R & Fl Amazon Chime, Microsoft Teams &
Slack,

8. ET HEMER : £A CloudWatch Y B ERIFERR , RIBIEN B ESHCIRER.
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https://docs.aws.amazon.com/Amazon/latest/monitoring/_Anomaly_Detection.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html#navigate-to-notification-settings
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://aws.amazon.com/bloprove-monitoring-efficiency-using-amazon-cloudwatch-composite-alarms-2/
https://www.atlassian.com/software/opsgenie
https://www.pagerduty.com/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/Amazon/latest/logs/MonitoringLogData.html
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9. FEMBEN : EHEFFANTEEREES.

IREITRIN TEERT P
TR

MRBIESSE -

« OPS04-BP01 iR Bl x84 SIghr
« OPS04-BP02 L N AR &N
« OPS04-BP03 3£HE A = R % E
« OPS04-BP04 3 1k #1357 32 M|

« OPS04-BP05 3£HE % 1 =\ IR BR

« OPS08-BP01 4 #r T{EM & FEHR
« OPS08-BP02 ##r T{EE BHE
« OPS08-BP03 % #1 Tt £ IR BR ¥ dE

MR 3TH

* Using Amazon CloudWatch alarms

» Create a composite alarm

* Create a CloudWatch alarm based on anomaly detection

* DevOps Guru Notifications

» X-ray insights notifications
« BERER ChatOps XEH AWS FIRF TR, RIEMKFELERR
* Amazon CloudWatch Integration Guide | PagerDuty

* Integrate Opsgenie with Amazon CloudWatch

FE<AAM -

* Create Composite Alarms in Amazon CloudWatch
* AWS Chatbot Overview
+ AWS On Air ft. Mutative Commands in AWS Chatbot
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https://docs.aws.amazon.com/Amazon/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/chatbot/
https://support.pagerduty.com/docs/amazon-cloudwatch-integration-guide
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-amazon-cloudwatch/
https://www.youtube.com/watch?v=0LMQ-Mu-ZCY
https://www.youtube.com/watch?v=0jUSEfHbTYk
https://www.youtube.com/watch?v=u2pkw2vxrtk
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MR =B

« Alarms, incident management, and remediation in the cloud with Amazon CloudWatch

 Tutorial: Creating an Amazon EventBridge rule that sends notifications to AWS Chatbot

» One Observability Workshop

OPS08-BP05 fi 2 2 &l T Ak

EHERZUANENAE , TRATEETEABNENRE. BRCNEATEENTHALRE , B
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ERLREE :
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« FRFEE TAEE R IR M E R SR,

XM RAERERAN T

- Bled T X BRERERA KPIL

o BRI R TR DB MIERE,

» BREEEEE BB,
AREUXMREREKNER THRRER : 7F
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Bl S5 59 FR /b Ry SR AR

NS KPI 5 ERIRVRHERATWREIE ZHFBEERT, REXLEATENREERTRNE
BHMNART T X EHFI W SFHRM, Bl 557 /0K 2SI E R 7 #84R P s 2 M 5 AT PR B B R
CEEREEMLSERES, X —BMALSMATERIAREXREEN , fATAEER , ARl
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https://aws.amazon.com/bloarms-incident-management-and-remediation-in-the-cloud-with-amazon-cloudwatch/
https://docs.aws.amazon.com/chatbot/latest/adminguide/create-eventbridge-rule.html
https://catalog.workshops.aws/observability/en-US/intro
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BRHIR BEAh , REWS KPI WEREFIEREEESEES. RSEXRFAURETHEERR. F
EOEN TR SR EER M,

ZRIX—K , HoR2HERE , FHERRERALS KPI ZRAREFEH. REREXEE , B
EMNEOAENZ R, BEBLT , SRENEHERNZBTEELE THERENZTRRMERE
[ Bt i AR O Rl S5 R R R BB

Amazon CloudWatch ##I|H4#R 2 CloudWatch BH#IAFW AT BEN TR , FELBES 2 - EEEE
HRIR , BMEXERRDHERRE AWS X FIKF #,

KHES B

1. BIEEAREFIEAR : £ CloudWatch FAIZEFHEFIER , REHEBE — MRS .

2. £/ Markdown /NEB4F : FTERARRIER 28 , £ Markdown /N EBHEE G ERINEBAR M FE
2EE. XNZBBREHEREEZNAS. IRTHEGNEEY , £ I EERH MG ER
M FEHERR T B4k,

3. IEEFERER  EENPARFIEREE , LAIBRZSNREN R EHRRE,

4. QIBIER/DNEMG  FMERDESE  UTHERETNARR R HNEMIER , EHlXLL/ N4
DEREARGETRORAMLZHRR,

5. Log Insights &if] : F|A CloudWatch Log Insights M B & FRIREXAIRER B , HERFER LS
TRIX L L%

6. IR EER . fF CloudWatch Alarms K E R IEHIER , JVREEF I8 HRENER.

7. A Contributor Insights : 49 A CloudWatch Contributor Insights SR i@ EHFER , AEER it
THRENBRENEERRE,

8. RItEEN /NS H : MEFENFUTEFEBFESRK , AUERUBREE NS, BENED
B A AN T BIERR P IREVEIE | A SO A R R"EIE.

9. £/ AWS Health Dashboard : £/ AWS Health Dashboard SR A T f# &K Ik R ERR. B4,
DR AL, TJEEMENRSFTERNEE, BETTUEHRESF AWS Organizations FEIIZETT
WREH , IEHNEBCHBEENEHEHR (AXEZHARE , BSHAMEXTAH ).

10 ERMNTE : EENARFINER  FEHEFRFNEFHERUBREDRER,

R
X REREK

« OPS04-BP01 iR 3lIx BEUIE IR
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https://docs.aws.amazon.com/Amazon/latest/monitoring/create_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_remove_text_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/cloudwatch_dashboard_variables.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/create-and-work-with-widgets.html
https://docs.aws.amazon.com/Amazon/latest/logs/CWL_ExportQueryResults.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_remove_alarm_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/ContributorInsights-ViewReports.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_custom_widget_dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
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« OPS08-BP01 Z #T TESAEIEMT

« OPS08-BP02 #r TEME AE

« OPS08-BP03 & #T TE 1 8 IR BR BN

« OPS08-BP04 BIZ Al IRER B IR

FARH -

- MEESEARVIREUREAT LS
* Using Amazon CloudWatch Dashboards

<M

» Create Cross Account & Cross Region CloudWatch Dashboards

* AWS re:Invent 2021 - Gain enterprise visibility with AWS Cloud operation dashboards)

HRTA -

* One Observability Workshop
+ {8 Amazon CloudWatch # 1T N 27412

* AWS Health Events Intelligence Dashboards and Insights

* Visualize AWS Health events using Amazon Managed Grafana

TEEERR
N, BRAIEEES  UETREEEANGEY | NTTREUE X 0016,

BHALANIZEBEMTHEACHZERRL. EFEENSEARNILSBIR , BERBIXLBIREIX
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https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/Amazon/latest/monitoring/_Dashboards.html
https://www.youtube.com/watch?v=eIUZdaqColg
https://www.youtube.com/watch?v=NfMpYiGwPGo
https://catalog.workshops.aws/observability/en-US/intro
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch/
https://aws.amazon.com/blogs/mt/aws-health-events-intelligence-dashboards-insights/
https://aws.amazon.com/blogs/mt/visualize-aws-health-events-using-amazon-managed-grafana/
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TEEERSRANE , BT EEBILENEESDAF,
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AF, BEEBERABNEMURRAZFREANIER , FRASETR , BEERE TR HN
EAEMR , R RRBUEMT3H,

« ARENTEREEBERGEMNEERANRTLE, SHETHERRTE , XMHHHTEABLE
RUBBINXENZTFM. Bt , ARFEERRERKNEBERNGERHRE, B2 , REEAER
BERX—R , XEFRITHEGENURRE,
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https://docs.aws.amazon.com/quicksight/latest/user/kpi.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/measure-progress.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/solutions/app-development/data-operations
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https://aws.amazon.com/athena/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://aws.amazon.com/quicksight/
https://aws.amazon.com/glue/
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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- WERAF, ABEH AWS RENITHERE , FENEHIZRE AWS CloudTrailF.,
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- BUZM{ILNEHEERE , SRABNAGS, ABHEMBERS R,
- FMEHEEE AWS Chatbot ETEEMK , AT SR ERAHHE,
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/implement-observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/utilizing-workload-observability.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/config/
https://aws.amazon.com/systems-manager/features/#OpsCenter
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
https://aws.amazon.com/managed-services/
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
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- ibizd, FRAMULSHIESERERAKRSE#R , NSTCHAARFTARKTER,
2. BIERIBEERE
- FIELEHNEBEERE  ERETHERKPMAFR , MARRENNE 21T,
- XABKXERDH ( RCA , Root Cause Analysis ) BARRIFEM T HEEHHNBEARERER,
- RERAERIKEINZLEER., BEFMNEMRE , U LERBHERIRE,
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o BFFEFI NSNS , SRR X3 R MBFREERE,
- ERFENEITOEERERERIE , ERMLSNEARFEEH TR,
c EENMUIHSERENRESER , LEVEEFE., ESRNELERER,
4. ®IF AWS Support :
« f£/ AWS Support %R , a0 AWS Trusted Advisor , SAESIIREUE S ML B,
- EREEARSEMHAT, Enterprise Support & A1 BLiA B Tk it RISRIRELZ #F , a0 AWS

Countdown
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_perform_rca_process.html
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/aws-countdown/
https://aws.amazon.com/premiumsupport/aws-countdown/
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+ OPS07-BP03 fE HE T FMHITERF
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« OPS08-BP01 7 41 THE A B4R

« OPS11-BP02 EEASEH R ERMITHM
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AWS 22 EH4 MR ER

AWS 440 B e K7 AR 55

AWS Cloud Adoption Framework : 248l & — E/NEH M D) B EE
DevOps # SRE RN ENEHERE

PagerDuty - t AR EHNEHEE?

R -

« AWS WEREASHRNRETR

» AWS re:Invent 2022 — Amazon Builders' Library : 25 £ #) Amazon 2z E
« AWS re:Invent 2022 — AWS E44 I & 11 M AR SS ( SUP201 )

« IEXX#EHH AWS Systems Manager 18 Incident Manager

X RB

« AWS EFHHRSF - EASHEERA NS

WAl £ F PagerDuty 1 AWS Systems Manager Incident Manager 231 B zh{t /A B 410 57
L ENEHBBA 7253 AWS Systems Manager Incident Manager H Y BERT £ 5 5

£ AWS Systems Manager Incident Manager Hi2 S E NS AL E TP K AT 0 R ERE D
AMS FENSHIRE MRS IER
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OPS10-BPO1 EAREREEEH. BASHNFE 141


https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/incident-and-problem-management.html
https://www.infoq.com/presentations/incident-management-devops-sre/
https://www.pagerduty.com/resources/learn/what-is-incident-management/
https://www.youtube.com/watch?v=Cu20aOvnHwA
https://www.youtube.com/watch?v=DSRhgBd_gtw
https://www.youtube.com/watch?v=IbSgM4IP9IE
https://www.youtube.com/watch?v=I6lScgh4qds
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/engage-incident-responders-with-the-on-call-schedules-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
https://docs.aws.amazon.com/managedservices/latest/userguide/support-experience.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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- @R 7T FHYFERE ( MTTI, Mean Time To Investigate) , XBEBITBRIE MTTR.
- R T KEEELEENNEED.

- RETABREES4N—BMEN TR,
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https://aws.amazon.com/systems-manager/features/incident-manager/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
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2. ¥ Amazon CloudWatch B4Rk & & 2 Incident Manager &t & CloudWatch B3R , LAfE AWS
Systems Manager Incident Manager® B3 BlZ2 EHE4,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/chat.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/runbooks.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/incident-and-problem-management.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/setting-up.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-response.html
https://www.youtube.com/watch?v=Cu20aOvnHwA
https://catalog.workshops.aws/automate-incident-response/en-US/settingupim/onboarding
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https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
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https://aws.amazon.com/blogs/security/temporary-elevated-access-management-with-iam-identity-center/
https://www.atlassian.com/incident-management/on-call/escalation-policies

HHEERR AWS Well-Architected Framework

« FRESTRABHITAR  SBEFRBAFH.

- BFHEARUEBEMTENEL , TEEREX AP BEERIME,

- RATENWDERE  SBHEABERES , BTEBE -3t
B ESKERAER

- BEED, BFWHRAE , BRESNEENERE.

- BYSTHEREFHRAR , BEXFHKBRE,

- BETESREESAEHNINPRENED,
REVXMRERKRNBEATRENNRLSSE :

KHEE S

HNEMBSHNES  FIESEMNERBITY , IFRNERSENREINFOREEENERSENE

SEZNMNHFH. ZItVNEEERMY, Ay EBY , HERETRRNENZSHTHE,
S ER
1. EXAEBMEAR

s BIR—BEAENEHEZE  AFTUREENSHERCER,

- BE—BABRKRE , AEMHAMERNIINEDE,

- UXEFREBESEHRX  BIXEIREA—-BWEE,

2. BEWERE : BRTHFPRIE, £Fdf4. BEF. HXESK. NABRFABANRSTESR

B, XERENEAYMY  BBERELWRSWE4HEIRILEH,
3. RE, B ERFEREE

- HNBIMRSZHRARTRER , FERCENBAT . REBXRSZHR, TR EM

%ur"] %1%/%\0

 f£F Amazon Pinpoint , BX#XEHN., NABFRNEH., B4, BEE. BZHEUREE

UREHEER , REFFRERE,

- f£ Amazon Simple Notification Service ( Amazon SNS ) |, MU AN ES £ 7. B3

HEBAMNEERETEAS,,
« BEAFF 5 E Amazon CloudWatch #ZHIE R , ARG EHRRIRZE R
- ERMEREEES

- AMEEERESR , TREFBEE

OPS10-BP05 I M8 AR S5 H B4 E LB P @ 1t &

150



SHEEXE

AWS Well-Architected Framework

- EHXBEEFE LR ARARUARARREEEHES , ASE5EHKED,
o PREIRARAKI — B, BMWRIHE R EAMAIDE,

4. HANERAE : KREAZHE , 8 AWS Chatbot F T Bt THIA N AMMAE, A CloudWatch

EHERERIRIRES
5. EAERTENMRS RmHEAE

« ¥ AWS Systems Manager Incident Manager 5 AWS Chatbot
DEEREBNEHN , ATRNNRITABNHE,

fEFRIRE T AAVIIRS5E

- REENEHET, F£H AWS Systems Manager Incident Manager =17 Ff , &3 Amazon

Pinpoint, Amazon SNS S RX|AFLEEE=1STE , HIBHE,

- FEH#HTERRSISTFHRS , MEEMANSEEREREAEEZH , #TFEFHLMRIN (W

TE),
6. &5 okt -

- FRAXERDETEMKMAIE, E5REREE

, REEREBA B4 REELHREK,

« BEERE S SRPREG RN BT R, AL KRTEEHEAE A T ERENBRIE,
« KRERBIFRIPNRESASHRPAEETRE. RERBNTHE(LNER , THARDE

&l

KETXINTEERS : &

TR
MR RERE :

« OPS07-BP03 FRAEITFEMINITESRF
« OPS10-BP0O6 B ZEHEREIINRELR

» OPS11-BP02 EEAEHRERMITO N

FRA

« Atlassian - ENAEHABRERE
« Atlassian — AR E L BN RS EFH
- PagerDuty - EAEHABIERE

FARGIR -

OPS10-BP05 Jy M iR S5 O B4 E LB - /B X

151
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https://www.youtube.com/watch?v=ZROVn6-K2qU
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/quicksight/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/MultiDataSourceQuerying.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/MultiDataSourceQuerying.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
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https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_dashboard_variables.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/MultiDataSourceQuerying.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_custom_widget_dashboard.html
https://catalog.us-east-1.prod.workshops.aws/workshops/31676d37-bbe9-4992-9cd1-ceae13c5116c/en-US/aws-native/dashboards
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://aws.amazon.com/autoscaling/
https://codecatalyst.aws/explore
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
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https://docs.aws.amazon.com/incident-manager/latest/userguide/tutorials-runbooks.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/solutions/latest/quota-monitor-for-aws/solution-overview.html
https://aws.amazon.com/autoscaling/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://www.youtube.com/watch?v=fQ_KahCPBeU
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=XaMfO_MERH8
https://www.youtube.com/watch?v=rp7roaoPzFE
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-template-project.html
https://catalog.us-east-1.prod.workshops.aws/workshops/31676d37-bbe9-4992-9cd1-ceae13c5116c/en-US
https://catalog.workshops.aws/getting-started-with-com/en-US/operations-management/incident-manager
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_perform_rca_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_share_lessons_learned.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_process_cont_imp.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/the-review-process.html
https://aws.amazon.com/blogs/mt/customize-well-architected-reviews-using-custom-lenses-and-the-aws-well-architected-tool/
https://aws.amazon.com/blogs/architecture/implementing-the-aws-well-architected-custom-lens-lifecycle-in-your-organization/
https://www.wellarchitectedlabs.com/well-architectedtool/100_labs/100_custom_lenses_on_watool/
https://youtu.be/UXtZCoE9qfQ?si=OPATCOY2YAwiF2TS
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
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