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https://docs.aws.amazon.com/accounts/latest/reference/root-user-access-key.html#root-user-delete-access-key
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-access-keys
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-auser-actions
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-wa-Security-Pillar.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html#securityhub-cis1.4-controls-1.7
https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/potential-account-compromise/
https://youtu.be/GUMSgdB-l6s
https://youtu.be/u6BCVkXkPnM
https://youtu.be/SMjvtxXOXdU?t=979
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https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hitrust/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/nist/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://aws.amazon.com/artifact/

ZEMITE AWS Well-Architected Framework

« ORBREWLHIREF S THERBRMCBI , SUERS TRHEC H R & 51858 S RA

B RERNKRNIFL - FRABMEHRRRXTBEHES , WUAREED Treml SN EZRD Y
BTN, SFHERGTRMEL , REEHLHEKEH, RNNEE TERBREKRBT S
AERENRENREBRR , BT EREBATTN RN, X8R A RS 50 2 8% 48 X Ay Y
[ AR AR

EARABUXMREXRERNBERTRENNBRER : §
RS

R ENRERERY , BNEEEDSE., BEXEANTREKE., HHMNER (TTP, Tactics,
Techniques, and Procedures ) B9 #4 , 3% MITRE ATT&CK HiRE, &F MITRE #E AR
& ( CVE , Common Vulnerabilities and Exposures ) 53k , BEAY T R EKHH ™= @ P # 2 JIRE,
BYFRAELRNARFZELWME (OWASP , Open Worldwide Application Security Project ) BI77]
OWASP Top 10 BB , T# Web NARFHEHIGH™EXRK,

B CVE W AWS Z2& /N | RE T AWS Z2EHFNB WIS E .

RNTBOREETRATENSATIIEENTTE  BAUEEREH AWS RS , XEREEEEN AN#
BEDBREFEMER. B0 , Amazon GuardDuty £ &% &t T BT EEMEIR , ATANIKF HHF

BT R MEMFE. Amazon Inspector B HA TRHERDMINEEN CVE BIEERENEH. AWS
WAF F1 AWS Shield Advanced 32t THEMNA | XLEHMNH T H B I8t B 3 EH,

EERAT B LEHIEEEFIEI Well-Architected FBUZE X1,

KHe S IR

- ITHAEENLEMNTLEHEMERERY , TREFHS. TH AWS 220 HE,
- ZEXABHESHBIHEROIRS , HlE0 Amazon GuardDuty Hl Amazon Inspector,
- EERFE Well-Architected £ E XA HEKBRNEHIEEENEI KR,

IR
X REREK

« SECO01-BPO7 i F B Bh & B iR 5l B i 7 8 E E AR i Y L T Rk
« OPS01-BPO05 it RS
« OPS11-BP01 iR E L Ut g

SECO01-BP04 FERT T fif %2 £ Efh F 1L 17


https://attack.mitre.org/
https://cve.mitre.org/
https://cve.mitre.org/
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://aws.amazon.com/waf/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_threat_model.html
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https://aws.amazon.com/rds/
https://aws.amazon.com/eks/
https://aws.amazon.com/ecs/
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https://aws.amazon.com/serverless/
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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« Planned lifecycle events for AWS Health

HXIE :

« AWS Health
» AWS Artifact

* AWS Customer Compliance Guides
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* How do | migrate to an Amazon RDS or Aurora MySQL DB instance using AWS DMS?
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https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_compute_hardware_select_best_compute_options.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_hardware_a4.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://www.youtube.com/watch?v=vqgSdD5vkS0
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« AWS re:lnvent 2023 - Manage resource lifecycle events at scale with AWS Health
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https://www.youtube.com/watch?v=VoLLNL5j9NA
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
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* Organizing Your AWS Environment Using Multiple Accounts
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codedeploy/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/userguide/af-customization-page.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_automated_changemgmt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_dev_a2.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
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« Automate account creation, and resource provisioning using Service Catalog, AWS Organizations,
and AWS Lambda

» Strengthen the DevOps pipeline and protect data with AWS Secrets Manager, AWS KMS, and
AWS Certificate Manager

fHxIE .

 AWS CloudFormation Guard
« AWS EMEFX RS
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https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/awslabs/landing-zone-accelerator-on-aws
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-project-devsecops-guideline/latest/00a-Overview
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https://github.com/adamshostack/4QuestionFrame
https://en.wikipedia.org/wiki/Data-flow_diagram
https://en.wikipedia.org/wiki/Data-flow_diagram
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
https://en.wikipedia.org/wiki/STRIDE_(security)
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://hitrustalliance.net/hitrust-threat-catalogue/
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/security/
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel
https://github.com/awslabs/threat-composer#threat-composer
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https://aws.amazon.com/new
https://aws.amazon.com/blogs/aws/
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://aws.amazon.com/events/
https://reinforce.awsevents.com/
https://reinforce.awsevents.com/
https://reinvent.awsevents.com/
https://www.youtube.com/c/AWSEventsChannel
https://aws.amazon.com/startups/learn/meet-your-aws-account-team
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/premiumsupport/plans/enterprise/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_understand_cloud_services_and_features.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_cloud_financial_management_scheduled.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/cognito/index.html
https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
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« EXRMERA MFA. X TARSHNITHERE , 2REM MFA 2 IAM REXE. BA MFARET —
RENANLZE2RE , FQBERAFPREERZUEN—IXMEEB (OTP ) , INEHIRFNEZRIEM
LB F RS,

- BHATRNMEBKE  SREEBRENETERE.

- BHEPITHBERY  EEBEENFE,

- AFAFEXRECSHHD,

« HIEMNASHMAR/ERIEL, BEIOENASH , BTN NAFRE- A -NZ2XIE,
ARPAREITSMNHFIED,

IAM Identity Center 1Y :

* |AM Identity Center ZEfEABRIAE FITRM T HE XN EDERRE , ZRBBEETBHBKE, SXMEM
ERER,

- HEMFENEINAEF, AWS Managed Microsoft AD 5 AD Connector &} , EF MFA #7 MFA &
EERINAHRATFERE,
- RTAFEMBEEH MFA R,

Amazon Cognito user pools B FE1IX :

- BEZBKERE.
® R‘fﬁEFHF' , ESE{EFH MFAo
- £/ Amazon Cognito user pools SR L2 R ERIN BENFHRHIE ( T TEESF ) EIhsk,

IAM A PRI :

- BIF=MEMA IAM Identity Center S E#EEKES, A , ZAEEE IAM AP, BXFERT , 7 1AM
BAPRERBERE, BUlFERAFEERRENENRNKE, ZRRAEEIFIFHAZENE
o B2 IAM RBEREFH T MFA 2% |, LATAFEEREECHNZEN MFA 8%,

B IR
X RERE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
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+ SEC02-BP04 ki EH X B iREREF
+ SEC03-BP08 EHLANLLHZEFR

FARH -

« AWS IAM Identity Center ( AWS Single Sign-On a4 #& ) R REE
« IAM A BB R

- RE AWS K/ RAFEE

+ Amazon Cognito 5K

« AWS EiF

« IAM Z2RIERE

FAR IR -

« fE/ AWS IAM Identity Center KMIEEE A P R
- EENEHEESH

SEC02-BP02 { A i B X UE

BATEAREN S ORI , RFEABRTIERARKHEIE , URESURRENTIERETEME,

HE W2 KB

HIEER . N TRERPEIENXNR , ERABENARMIRZSAERAGNRZIE. KEKIESHRTFS
REE , Bl e)eE% URBHER L&A RNE GitHub P& E, £ I6eH U 7 SLE F R EFIEHH
BHJLE,

FARER :

« FRARBER IAM users WKHIFRESR , MAREAREFHRIEMN CLI FREIEETFEIE,
« FRAREMINHABPRAKBERER , FF2RBLEIRE Git FHEE

c FRAREBINABRFFRAKBEENEZR , REENABEEFREXERH,

- AFEEMAFAERBIREZES A TEFLTARMFEEKBHRES.

o HABMERIEEEAER | XIHL2R 5 B ER KGR #H,

EARBUXHRERKNEATRENRRSER . &
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https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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KRS

XNFFE AWS API fl CLI BRERAIKNZLEIE , MARKHEIE. E/LFHRERBRT , 3 AWS RS
#9 APl 1 CLI iEREPLIER AWS TH R ZAHHTER, XLER A LA G e IR K HE U 1T
LH. RBEEMFEA IAM AP AWS IkF RAFK , FNZEAKBREIE (R AKBHRZES )
HIEREE AWS BEBIEMAERA IAM A€, REFERIGTEIL, BIEEEREXEIETRR
AWS Management Console , RGith &4 K IR BT EIUEHEAA AWS S, EERAIKBEIENER
BL |, B EA IR EIEERLFAREES.

REFEFAKYPEILE , ZRKNEIE , FEENZEDRE IAM AFER | ZREESHRIEM
IAM BEEXARTHR. 2R IAMIEEEARASRKBRARNMNEZS G, ERNAEBUTEER
TA, BUR R 6E A R 2 A AT R KU o

Kie L IR
HNTFRI, BEBRA. FRAR. BREANEFSAREND :

s BRZEAETFXEHREHENRS , HERAXAFBRESFERARSSHRIISSHIEHERTNS
*, AEAIRREIERE AWS, TRUBENEZEREEEN AWS IKF |, SfEHA AWS IAM Identity
Center ( AWS IAM Identity Center B j5 4% ) MIEIREBN S HESEE , XAPHRTHRE S HRIL,
SR IAM AFMEL , BRESHRIER TEHREAKBEIENERZHN , REBFZHE, BN
PHA UMNEEZRK ARG STREIEA IAM Identity Center RiFRIKBIREHEIE, X E KBS BB
RiEBLEEFER IAM AP AR KBEENER.

s BFHRHERS (SaaS ) #MEEE =711 AWS K/ P ERBENNERE |, B UERBEKS. A
EBNETRRHERE,

- MREEEHMHEREREFTS BIFHRIEH AWS B , EER Amazon Cognito & 45t 5k
Amazon Cognito user pools I#IGEHEIE, BN IAM BEEEFIENR. N TFHERAFRELS
BRIENER , ZEATUEL —NMABEERNEN LM IAM AR,

MNTHEREEHD , ERUEEEFAKPEIET,. EXEERAT , BRZERITEMFFEAES IAM A
& 1Y IS B A UE SR 15 /] AWS,

« ¥F Amazon Elastic Compute Cloud ( Amazon EC2 ) , A LAEAER T Amazon EC2 KA,

« AWS Lambda EZEEBELE Lambda 11THAE® |, MRS R A IGeHEIER T AWS 24, AWS
REEFFZSEMECWETR | TLIER IAM AR F I EiE,

o XF IoT &% , LA LAMEA AWS loT Core EiF 2R F R iE R IGBHELE,

SEC02-BP02 f& /A Ifi B £ E 32


https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
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s WFEEFR AWS BREHAMRSERTE AWS 2HAESTHRS |, BRI LAEA IAM Roles
Anywhere,

RUBERTTERFIRNEL , KNEURFEFAKHEIE, EXEERT , IREHFITNERE
i, AEHRRIG R ZAUMREECEHAKREENER. EWMEM WordPress B RE =7 AWS
EFmERER , BUEEERAIKBEIL., EXAFERAKPEIENERT , REXN FHIE AWS 15HE
ZRANEL (WBEEESR) , BUUAFEA—HZNATAERAEENRS , LW AWS Secrets
Manager, 8B Secrets Manager , BRI AEAXEHNERESEANEE, BRNZLhEFEMNERA. &
REMEKHEMINESZER , BESRAERILRESA,

=R
MR RERE :

+ SEC02-BP03 Z 4 ith 17 % 1 {F F 4R
+ SEC02-BP04 Ik EFR X B IRIEERF
+ SEC03-BP08 FHLANLZEMHEZRR

FAFRIH

- IRt RS FUr

« AWS &1

« IAM 22 R{EXE

- IAM BB

* |AM Ildentity Center

- SHRHENRES S LRI

- BBRi5 2

- REERFEBRAR R AT 2
« AWS IKFRAF

MR -

« /A AWS IAM Identity Center ( AWS IAM Identity Center By /54 #& ) AMESIER R
- EBNEHEESH
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc

ZEMITE AWS Well-Architected Framework

SEC02-BP03 &£ ith 17 & M £ F % 1

TEMRFZEEBAFIOREE. BENE=ZARFIEARES D, XREAWZEHREIE (0 AP A
Iﬂ #H, BN OAuth TR ) STHHY, ﬁﬁﬁ%ﬂm&%ﬂﬁﬁﬁﬁl%ﬁﬁ% EENMERXEFTIUERTRE
X LU FE Y AT RE 1

HEER  XRZL2EENARFEENNS , UKTUTEF
- BEIFEARFTEBLES.

RRAEHFIEIRERHAEL , NUBDAENKATIENRE.
- B R FHEF HRRFRO KB EIL.
« WX THEAEPFENBRHANE R,
- Tl URIEFRBEREERABPBRAEATEZSR,
- BREFERESPMEN TN,

NRES :

. FRIEIL,

s FEHPEEFEFHEERRBHEESXHFH,
s ERMBIRADTESEFEMHEZIE,

BT S AESRER A ITAL

- WEHNEIDHTHANEREPME,

« B API REBANFIUERFE ( °PF API EREZIERHEX ) .

o BHITAERMNEIERNFR ( BFEENE ).

« XERSE  ZUERBA—NEHNAHNT , ZAGTSEANERT 2 RBEI K,
- RAEGEREDXLERGAH , HEDOUEH#THRIER.

o AR bR FIXS AR 17 8],

ERBUXMREXRERNBEATRENXRSES : §
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KHEE S

BE, BTNEERE. =5 API, THENEGZARTESHORIENTIETEESRAZRABIIFEX
i, AWS RE T LRFIRZ £ FEIXERIE , BatRRel] , AFIHelNERRBR.

BITHAEENZELEREMRMEXIES , NEWEHIER, BRANLKRER, FRL2NEURETLE
&, EEFNENEILE. REFUETRABREEREITITEARAEN , TUZ2HMIER.

NFMAREFESITTEARALENEIL , AR RERTIERRKBIIUE, flW, Mk
X AWS WE R BARTERD , THERER IAM B |, FREAFTIEBRN IR I,

T EM R R B R E L KR, XERATTUEME AWS Secrets Manager ERRSEH , AR
LR, EEMNEHRHRZA,

N THEAZWRRBAEE XA ETEIT , TUKNEFZERANEILE, TREETAEBELZIERTN
REE

Credential type Description Suggested strategy

IAM access keys AWS IAM access and secret Replace: Use IAM &€
keys used to assume |IAM assigned to the compute
roles inside of a workload instances (such as Amazon

EC2 or AWS Lambda) instead.
For interoperability with third

parties that require access to
resources in your AWS Ik 7=,
ask if they support AWS
K /7 175 19] . For mobile apps,
consider using temporary
credentials through Amazon
Cognito @it ( BxE 514 ) .
For workloads running outside
of AWS, consider IAM Roles
Anywhere or AWS Systems
Manager 2 & BUE.

SSH keys Secure Shell private keys Replace: Use AWS
used to log into Linux EC2 Systems Manager or EC2

SEC02-BP03 &£ #th 174 F4F A %4 35


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html

ReMXE

AWS Well-Architected Framework

Credential type

Application and database
credentials

Amazon RDS and Aurora
Admin Database credentials

OAuth tokens

API tokens and keys

Description

instances, manually or as part
of an automated process

Passwords — plain text string

Passwords — plain text string

Secret tokens — plain text
string

Secret tokens — plain text
string

Suggested strategy

Instance Connect to provide
programmatic and human
access to EC2 instances using
IAM roles.

Rotate: Store credentials in
AWS Secrets Manager and
establish automated rotation if
possible.

Replace: Use the Secrets
Manager 5 Amazon RDS

&£ X or Amazon Aurora. In
addition, some RDS database
types can use |IAM roles
instead of passwords for some
use cases (for more detail, see

IAM B3R & R0 E).

Rotate: Store tokens in
AWS Secrets Manager and

configure automated rotation.

Rotate: Store in AWS Secrets
Manager and establish
automated rotation if possible.

—MELNREXARERAD, BEXHAIBINARFFRA IAM FEZER, YFE IAM HEZEH
5 AWS REBEEN , EFEAIGN (B8 ) 2281, TLUEE EC2 48 IAM &6, Lambda Jh#E
MHTAE., BaAFHREK Cognito IAM BEH loT &M loT Core R IRHIXLEHEILE. 55
EHFRITRERN , RFFHRNEZERS IAM A, SUREXEK - RRIAEHENR , M 26
B IAM AP ARSE =5 RIEZAF BRI RZH,

EEFZBRT , TEASEEEHSHERS IR RHITERIEMSLENZI. AWS Secrets
Manager EER £ ERIXLEZIE , UK APl T, BBMEMESIENTE,. ERAMEHR,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.DBAuth.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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AWS Secrets Manager It BN BIhEE , UBRBBELEINZEFHMLAE - B, RREPm
Z, 2ETIT. BHAHRZRENATT BEIEEHR, AWS SERFRUNEMZAEERSRRZAIEEL
ThEEFARIE Y AR T & B9 B R 5 R AT DA =2

1. A BEZ{LITE (1 Amazon CodeGuru ) IRBIEBEE R EIENRBKRE,

« £/ Amazon CodeGuru HBZNRBFMEE, FEZTK/G , £ CodeGuru FiFik
Type=Secrets AEHRBRBH KRBT,

2. iR 5! AT SAR BR K B4R Y FEAE
a. B3 T BEEMNTUEH PR ERIBR.

b. X FHRAZRAIEBH AWS REZA , FHBRNEXERFHEXN IAM A€, NRENHD
THEREE AWS 24, BFRE IAM FiEF 8RR AWS BIR , #EEIR IAM Roles Anywhere
AWS Systems Manager JE & BUE

A NTHMEEFARREBNE=S., KE%4 , BN Secrets Manager S EIRTEEHF , UEEE
TRRRE=FHH.

a. CodeGuru %I & T LAE A XM EIUETE Secrets Manager 1 B3 Bl %4,
b. £ Secrets Manager W AR REREINARFRBEF,
- JToHRS5 88 Lambda Thee ATLAE A S1E S oK Lambda ¥ &,

« XTF EC2 KHIFHEZR , AWS AJ/LRRITHWEEZEESRM T ROIZE~mAE , ATM Secrets
Manager % R %4,

4, THRERBEHEFAE , UBIIRBRSE RN R,
- ERMEREW git-secrets ZEW T EXRP LERRBEKERIFNEH.
5. 5% Secrets Manager &3 , UEIMBHNEA. TEHVZLHHHE R XEB ERZBHRLTER,

6. WA AKEMITIUERN 2, FEN, EANEREZIENNRXBFEATHENN IAM A6, HX
B — /MO BRERAFREHERAZABHNR,

R
MR ERESRE -

+ SEC02-BP02 {5 A llm B £k
« SEC02-BP05 EH & it MR Fir
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://aws.amazon.com/codeguru/features/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
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MRH

« FFEE{EA AWS Secrets Manager

- BORMENRSSHRIE

« Amazon CodeGuru #H Secrets Detector

« AWS Secrets Manager #0{a] £/ AWS Key Management Service
« Secrets Manager H#Y 25 40 1N 25§l % 2%

+ Secrets Manager &% H

« Amazon RDS E# 5 AWS Secrets Manager £/

MR AL

s BXRAHEEE, REMPHFRANRESE
« £ A Amazon CodeGuru Secrets Detector 22 % 18 4w 5 B4
« {#H AWS Secrets Manager & E & TR N4

MR

« 7£ AWS Secrets Manager 77, REFNEEHBEIL
+ AWS Systems Manager JE & 8&

SEC02-BP04 #ikBiEF X BB RRMHEERF

NTFRAIHEMG (ATMEET) , FRBATEEETVEEESONSORERERF. X BT
ERMBESNNARFNREEERERANR , EAGENRE—VESE, 2. EE, BENFKE
A1 PR

HENGER . BE-IMEPASORMERF , TUEREFEFEEATRA,. FORIERE [HINER
ZEHHRIE (MFA) |, AERNREMBARFHREN (HFOBRERAFHNEAKA BEIEEDEH
AR ) . BHRATAFERITRENREEFABRS ORI (RKER ) FASBNNSELAE
F ., ZEAFPREZFLESNMRIE. ENSNRABRFEEENANER (HR) REEX , HItAE
THLAFEFHREHEFRED, fll , MRBABFTENAR , EALIAFHEXNRENARFNR
5 (BEAWS ) NIEEMR. EEESORABFFEATHFANFTZATER , FAEEEEXE
AEURAFRERFITH

ELRER :
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/497b4908-169f-4e6f-b80d-ef10be3038d3/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/cognito/
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« AWS re:Inforce 2022 - AWS |dentity and Access Management ( IAM ) R AR
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://identity-round-robin.awssecworkshops.com/serverless/
https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://wellarchitectedlabs.com/security/200_labs/200_automated_iam_user_cleanup/
https://wellarchitectedlabs.com/security/200_labs/200_automated_deployment_of_iam_groups_and_roles/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_groups_roles.html
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https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://www.youtube.com/watch?v=Iq_hDc385t4&t=1318s
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_scp
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/latest/UserGuide/reference_policies_condition-keys.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_job-functions.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html?ref=wellarchitected#grant-least-privilege
https://docs.aws.amazon.com/latest/UserGuide/access_policies_boundaries.html
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https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://aws.amazon.com/blogs/security/how-to-implement-the-principle-of-least-privilege-with-cloudformation-stacksets/
https://docs.aws.amazon.com/latest/UserGuide/introduction_attribute-based-access-control.html?ref=wellarchitected
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html?ref=wellarchitected
https://docs.aws.amazon.com/latest/UserGuide/id_roles_manage_delete.html?ref=wellarchitected#roles-delete_prerequisites
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https://docs.aws.amazon.com/aws-technical-content/latest/cost-optimization-laying-the-foundation/tagging.html?ref=wellarchitected
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/?ref=wellarchitected
https://aws.amazon.com/premiumsupport/knowledge-center/quicksight-iam-identity-center/
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https://wellarchitectedlabs.com/Security/300__Permission_Boundaries_Delegating_Role_Creation/README.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/a-reliability.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_general.html#troubleshoot_general_eventual-consistency
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
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« SEC03-BP02 & F &K i R FR

« SEC10-BP02 #IEEHEE 1T X
« SEC10-BPO7 M 1T3EFRES

FARH -

» Set up emergency access to the AWS Management Console

* Enabling SAML 2.0 federated users to access the AWS Management Console

» Break glass access

RS

* AWS re:Invent 2022 - Simplify your existing workforce access with IAM Identity Center

« AWS re:Inforce 2022 - AWS |dentity and Access Management ( IAM ) R AR

RG]

+ AWS Break Glass &

« AWS BEF 1T FMESR

o AWS B4R 1751 FMEFEAR

SEC03-BP04 #r42m D X BR

U AHANBEFFRO T ARRN , HRTEEQRE , #R2 YT FRRRARIRERR, Bk

F R BR A A S RN ALER U5 0 B R 62 A B9 & 3 AR

SEC03-BP04 £ E DR

57


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/YMj33ToS8cI
https://github.com/awslabs/aws-break-glass-role
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks
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MR  NRRIEBRENREN, BEITFRRNACTEEMRE  FEFELHNNRKE
LRI BR T B EHNR, MREEPHBRRELELFEFIE , XMEELE/NEETE.

ERNRES :

- MANBAFRTFEERNR,
- B TRMERE TS EE R NRAVRE,
- RETHBEENNREKE,

EARABUXMREXRERNBERTRENKBRER : 7F
RS

SEARMIE NIRIE S eT |, o AE A AR R R SRR QI A RS8N, Fln , £F RN HE
B, TFRARABERE ZAV AR BRIAER B AWS BRSS. RMNBWEREITHHRNR , FR
BRTmE XS FEL B ENRS MRS RE. W TARNNREH , HEWHTHIGTE. RS
DAENMAREIRSKT , Bk AWS TRINARFHRRSFNSH. XHHRRRELEFTRHL
HEE K RREZHEF , STRUHRRLFETIZHEE , A TEEER S BIE.

AWS RS TG ERBEBNRBAREANAS. A, NRMEIE. AWS EREBIZH IAM AR &
B (ERBEMIFRIZA ) WiERES) |, URX AWS &R ( 20 Amazon S3 F#EBEHHNR ) WiH
@, AWS Identity and Access Management Access Analyzer REE4E K I H B IEBETHREZXEW
SSRRAR S FIRER 01 2 PR B AN PR KBS, ETEMR RIS (ABAC ) AIHBIE{LARERE , A&
AUERARAFNEENAFRENRR , MAR N RREEEHNMEIENEF.

- £/ AWS Identity and Access Management Access Analyzer : 1AM Access Analyzer B &5 BiiR 5 &
HARMKF P S ERAE L ZHRIR , Hl20 Amazon Simple Storage Service ( Amazon S3 ) 2%
= IAM B,

« fEF IAM Access Analyzer SREE4E X : IAM Access Analyzer SREEE R O HBIEE T IAM AP S5 A4
B A EES) A BB AR X PR R RS

- NIAM AFPNACHEAESZHNRERNEARE « A LR e E BRI B AR ERN A S
AEFFTNBR. EFEXTRFAREN LDRFREINEE  HEESEAF A CHNNED
B, flfn , BALMERAXF LRFEBERNER K BELNNARFACEENITHEE Amazon
S3 B , HRAWFZABIHRIXERAE, AWS Management Console FIE# T LXFREIWEES |
FBH A UNIX LR THRE , MEFENBESEENEM RETERENBa{LTESR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
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o ERFHIESHFA AWS CloudTrail : BRIAER T |, CloudTrail A 212 FEIESE 4 , H120 Amazon
S3 WRYSESY ( W GetObject M DeleteObject ) 3 Amazon DynamoDB &R3E3) ( &N
PutItem #] Deleteltem ), ERANXEEHFHBAETLER , MAEREAFNACEEHLESE
# Amazon S3 X &= DynamoDB Il E .

TR
MR 3CH

- BFHIESISN
- BIBRTHEREIE
« 142 AWS CloudTrail ?
- RBHNEAR
HE1Ex A% DynamoDB
« 7 Amazon S3 FEBAMN KJE A CloudTrail ¥ HEIER
« FREX AWS K/~ BYFUER&

R MM

« E 60 DEHUAKRN IAM KBS F
RRS7HE., HIENXR, ZFA CI/ICD
« AWS re:Inforce 2022 - AWS Identity and Access Management ( IAM ) iR A 3R

SECO03-BP05 7 I&RYA L E AN PR B4 H1%1

£ AR PR Br P ML RO A AT 8 4R T W ANRRISEE. NRRB T GESEENBTNSE , ATH
EREMERPURRN EANBRNR, EUUERETENTEZEX BT IE. EBNBURAT 2
R R — LB AL, XS IEat U5 R TEN AR EF NN A S — LR HlH,

HEER  BEREMN AWS IKF , BIBRE TR, ERKRSESIXRE (SCP) EXEANRIRA
RYBRBr I LG, EEFRILALREINEREW LIRERN T IZHBF NG, MAEEFIELEIRKS /Y
%3 EIREETEHBFIE, EXFRRRBHERLT , ERARRKKEE L EERER R RNR
MIHE R FME, EERANBERT , ENEARFRBEAE DA TFRENTE. EEETEARNRY
FHRERETNRIA , FRREEZEREL RN TEABATA

R EER :
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
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« 7£ AWS Organization ARIZEK R AWS K , {BER{EH SCP KRFIREIUENFER , hRERSI A
FIREEMNR,

« RESENREVNDE TR , BXEX TR T8y & KX PRERE BT HLH,
« k5 AWS IAM BB NIELERRRFNR , MENRTLE TR AE AR,

« R AWS IKFHIETE N TEAHHE | RAEHKRE VPC, FREFARKEEZHLHIREFIKHkE
PRI 5

B RESRERAITAL - RRBFP SIS EHEFLRTFAFTENNR , AMERREKIAEHRT
XENRTHRNLE, XHEEAURDFEZRNEANREBE , AMELRRNELHEE,

ERBUYXMRERKRNBEALTRENNRSSR : 7F
KHEE S

BNEBWEERETENGE , MW EKRBEFNSH. ERRATHANEEN , MG ETUARSESE
HhoE D AT REMY R AR EE, FARXMEE , B URESFENREN R FHRNER , MR BT R
BLEHIRMSHEINGRNRE,

BYRREBFIFINE — S 2R EN THEABNNERED 2N AWS KPP, EREHENTET
B, = NKPHRRNEETERR S - NMKFHRRRER , MERNKS L THEER AWS ALAFEHE TE
—MALEN (OU) ., EBALER OU HEEENKS TEN — M EAL

ETR, BFBERD O DK AKS FOERRTFHRANRE, Nt , &0 E R IRSS 2 5 KR
(SCP) , XLEREEAILAN OU SR A. SCP A LURFIHITH WAy 7RG , 5Ia0kR &
MHEE AWS XEIRTEE |, B FRERIER , REZEREFEEEXNRNRSERE. ENATEALARY
SCP REMEK AWK, , FHMEEKF, SCP NEERWHNER, £H SCP FEED W AIH
A S R TR B E 4K

B —SWMHCERER IAM BIRER , URPITRENETHEXIEENEESRY , XX LRIEER

WER , RESTUERRLHTHRETE. XU ZHAFmERE, REXENETENL

Wb ( A PrincipalOrgld &4 ) , AT BUBAEMR A FHRE IAM BE2RITRERE. ITIAMAE
EERBITHERG  SUURARLUNEZ, IRBRIACEERBEMEENACGITRNE—

ANKFF BEEET 6, NZEETFTEMMT FHEBNERG IAM K, URFEEFRYTF
EIMIKS S, W EARFEZH I IAM REEKER FIX LR,

BE , TEMBARFEEEE THFEARAMENNR. XATEEREIZE IAM B EMRRE
B EAIBAE IAM BPRU R RIRERTEARR FHRANRTE , FRFUXEE IAM AtXE , A5
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_boundaries.html
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FRRAIAERZAEREREH IAM AGNNR. BIXMEE , ARTUAFZYRBTRIE , @
B EHRE IAM EEIERNRVXE

EREMMHE RS NIGRERE ( PAM |, Privileged Access Management ) F I B 42 717 8] X
PREE ( TEAM , Temporary Elevated Access Management ) R, PAM B9 —/Nil FRER E 4%
EXBRENBRECIHTZES ORI, EXESZEER , HZH Configuring MFA-protected API
access, TEAM FEE—MfFRAR , REEFHRERESREAGRNRMNFLE MR , UK AFR
SBEAGENRASENEE. — A E2FEARERRNEEEESHENEREN IAM AEHNARE
XD, T—RAEFLIREEERET , FALERKESE/D AM ACEAEARTFHNESEE , AR
FEHERNRBEIE O ERNBUELLRS, ZiF4H T # AWS B ESENHENZKRIEBRER , HSH

Temporary elevated accesso
KTt 5 PR

1. N THEARFIMEF BME LM AWS K,
2. /A SCP k@A A4l 5 5 Ik = Y E4T F R AINRE.

a. RINBWEERE SCP NERATBELER L , ELEZBATWRE (HBREATFXLERENE
) 2HNFERE. BAENECERFNRIR , AEN Effect IRE N Deny. A NotAction
TRELBREEENREZNNFIERE. WRER , BFLILTEE NotLike REHLES , EX
ARt o ATIX L4 4 | 5130 StringNotLike 1 ArnNotLikes

b. #Z® Service control policy examples,
3. A IAM RIRERBAE/NCE , AEEATNBERIITRENSZSH. £ IAM AEEERBPNE
HROEXNKASSHRE,

4. R/ 1AM R RS ES IAM A, RETFEARBARTUERZABREERQ S K THEREE IAM
HENNR,

5. RIELNERILME PAM Fl TEAM R F X,

R
MR IH

» Data perimeters on AWS
- EATIEDRE YR YL G
- RERIT(EEE

MR =B
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https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_data-perimeters.html
https://docs.aws.amazon.com/latest/UserGuide/reference_policies_evaluation-logic.html
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» Service control policy examples

HXIE:

« AWS Solution: Temporary Elevated Access Management
- BRI TEAM Z2E5ENREBRAE R

SEC03-BP06 EF 44 FHAE IR 04X R

HELRESE A/, SENEE ) NENMEaASS  BENARRTEIEHNNR, EAFEXASG
RIARAR AR , AEAFETRLNBRERNR,

HELER  ERUHHEANENEGEPR , BEANFEEEONR , NRER T RARERRE K
MR, EURAFRRTFEENHRNR, EERAFRENEL , BLBRBENR , SAFTEE
R EETLAE , BZLBBRBEINER, SEPEERAF. AENEANER. ZEABILEEFER
ZHEE AWS FEH,

ERREER

« BRMEMEHRTFISHITZHHEMNR , XENRED T HADWFER

- HEONACNRIEENENERMELE , LXAFEMARETGRNR,

« BUBEKTHHCLERNSORE T ARNHRNR, XSEMARERNBG RO
- BWREAHERESHEGEH,

EARABUXMREIENERTRENKBRER : 7F
KHEE S

EHG (FImAF, At 4) NENEGESG  EEEENARRFESONTRNR. X—4£%F
HEENBRARNE, AeVRINEETMARSANBRIL L, REECGEHNNREDEERR
IR , £ EBRNHRNRES . EFRERREN , BORTFISHFLEHRRRAINEL,

BRI LABEETE AWS 0K R EE IAM userstV AR , AT BUBE MR T HBRMHEEE AWS IAM
|dentity Center A& B IIEREE, 3T IAM users , A LAE AWS K~ I E, 1SR
BRAFPREXBENRE. XTEBREAF , B LR IAM Identity Center , BEEEH S EERS

( SCIM , System for Cross-domain Identity Management ) M , ML B & 3Rt E RS H A FMA
R, N\MEEBXERFNEmER,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws-samples.github.io/iam-identity-center-team/
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html#validatedpartners
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SCIM B —#F Htr &L , ATEARRSGAMENBUEMEAS 54, BIEM SCIM FH 1R
#t#& 5 IAM Identity Center £5 , BAILEHELSAFMARE , XA TRIEHRANBRHRT. £
R MXERERETELHARESHRRPHERMAITH

fEERL AR TAGHNIRRNE(L , MAMARR THHRMNR, S ER IAM Identity Center B
RRERENLTEN TEABSIRE , FREXRBKIIMEEA IAM RKEMNER. SATHABRERL
B, &R BASE R Etb ] 0 BCRY R PR SR DA BRAB NIV RTER TR . WL IR B ERLENHENR |, FEE
BSF T RARR RN

KHES TR

1. EXHEFHRANREZLEREAYRE , SEBRFNHBRANR, EHFENERNER.
2. K IAM A e, AFNNRLR , SUENEE EERERINRA KA TSRS IHREIRERE .

3. £ IAM Identity Center , 5B & 412 & ( B0 Microsoft Active Directory, Okta, Ping
Identity ) £ , ¥E8 AP MARFEBHREFRIR.

4. £/ SCIM Y , FAFMAFEEMNF B RHAER L E IAM Identity Center B &3 176

5. 7£ IAM Identity Center HAIENRE , ATHEIAB UL PN TR IEACRINT. NAEMUREEN
FRIE IAM KBS R PR o

6. XEEHMNIHRINBEFE , REBHEGENER , HiFE# B RN RERETERRE,
7. B A TREHENRERERESSRNEY |, BREE THWZEIR,

TR

MR RESER

« SEC02-BP04 ki sEh X B iRt &

FARH -

« Manage your identity source

* Manage identities in IAM Ildentity Center

» Using AWS Identity and Access Management Access Analyzer

 |IAM Access Analyzer SRBEE K

<M -

SEC03-BP06 & F 4 A Hi B B i [ A R 63


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/latest/UserGuide/access-analyzer-policy-generation.html
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* AWS re:Inforce 2023 - Manage temporary elevated access with AWS IAM ldentity Center

* AWS re:Invent 2022 - Simplify your existing workforce access with IAM Identity Center

* AWS re:Invent 2022 - Harness power of IAM policies & rein in permissions w/Access Analyzer

SECO03-BP07 73~ £ F#5IK /= 173 [7]

FFIRRHEEEAR G EMBEKFHRIERNAELER | NFE%E, ROARFRMEKFHGR | £
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BB R - TGN AWS BRAMERREN  URSHAZ, BEUENFTITENRAZERR , UR
EEeiNESERNEEARE,
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s NMREASERERHWBE,

o BIKFIFRSEAFIFREERE , &EEERE.

EARBUXHRERKNERATRENRRSR : &
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MRIERIIK - £ AWS Organizations 1 , BAA@EBENMALN, BEALENFELMAKFRTRIRAE
MR, MRBENKFFREMNALWE R , BAUENAKFHRZRF, BAUAFERAET RIRNKEE
( B3 Amazon Simple Storage Service ( Amazon S3 ) FEREER ) RFEZEBEKF HEINER , B
RATS—KPFHNEERKAZKSFH IAM BERKETFIZNR FAREREREN , BRI R XER
EENRFLELIRNNESR, B —MREXRFHAEZTEA LT HRN TR,

AWS |dentity and Access Management Access Analyzer {5 F 7] i BB Y %2 2 M SR FR IR MK P 89 74
HHEENERANNABEAEBRRE, CHEEKERER , HRELF FRNBEKF RN FES
R, UECEBEMD T AREEETZHERNER. THEREE IAM Access Analyzer 5 AWS
Organizations , R R REBEFFMEIKS, . IAM Access Analyzer th 15 REEE AT HES
R, AGERBRFRNR. X, BEUTNEXEXERB2E , AEEMFENNREBRBL 2 H
ME K- 77 E A XAR BN RIR. ERITZKAFRNRE , B FERAEERRERERNEAMERT
RFRAENAR®, HlI0, EALUEER PrincipalOrgld SHERIEL M AWS Organizations 2 7k
RKABBHEZIR,

AWS Config AT AR & RIRE B R IRER , HEET AWS Config RERZE , AT RN EMRREE
THIGRBR. AWS Control Tower 1 AWS Security Hub AR5 #1L 7 8 AWS Organizations &
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https://www.youtube.com/watch?v=a1Na2G7TTQ0
https://www.youtube.com/watch?v=TvQN4OdR_0Y&t=444s
https://www.youtube.com/watch?v=x-Kh8hKVX74&list=PL2yQDdvlhXf8bvQJuSP1DQ8vu75jdttlM&index=11
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
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FRNEZRBMEPHENRE , TORBAEERRLTRENTER. 0, AWS Control Tower
BERERT IS , TN REBET Amazon EBS REEATH AWS IKF IR E.
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ZNKFHRAELERREI - INERNEERAKS,, XRFEERM éﬁuﬁ , BITEKF 5E AWS
Config MM, SA& M AT 2 FF 7 B B B R

- BLiE AWS ldentity and Access Management Access Analyzer IAM Access Analyzer B %5 B #&%iR 5
LMK P ENBZELZMNRIR , 120 Amazon S3 FHEBH IAM A&,

« £ AWS Config FfEF B8 E KM Amazon S3 FHBAR B EEENZTERER : BOULEFE
#1/52 A Amazon S3 FE AL AR B ENIRE.

o KLHEMEMER , UAE Amazon S3 FHRBREEESB/EEB L HR  BATURERZEFER , N
Tlﬁ;:EﬂE‘IiﬂfFH Amazon S3 BN H 1B NPR , A% Amazon S3 F#BREEE BB AT M.
WAL, WREFER AWS Organizations , M A LA 2 — 4N B 55428 1 S BE SR B LE E 2 Amazon S3 2+
B 2R M, AWS Trusted Advisor R EREBFEEB T ML RIRH Amazon S3 F#EWE. MRMEE
MNARF E4LMBR IR |, BB AT AR AT LA@ F 6 85 10 B =& S KM BRF MR E |
XEAFLEBENLTEEB, Trusted Advisor (J AR BF#EARBEBLENRE , UREEEEA
REREB BEX SN RN FHTERRE, SwaER AWS Config k¥ Amazon S3 FER =
BEELHBRINE, BEXEZER , BSHEWMMAIEHA AWS Config ¥5#2Amazon S3 F6E# L iF A
HiFEHWERHEL TR, REHENRN , EENIEE/R Amazon S3 FEET TS MR
HEIE. Amazon Macie BB RIMAERFBUREIE , tban P, PHI MEIE ( inFABE Z4AL AWS 2
),

HIR

MR

« {£/A AWS ldentity and Access Management Access Analyzer
AWS Control Tower #2151 &

AWS B 2 RESSERFE

AWS Config FEEH N

« AWS Trusted Advisor &S &

« Fi Amazon EventBridge %% AWS Trusted Advisor &4 R
FHEE AL NI ATE K RIA N 31T EE AWS Config
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
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https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
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https://aws.amazon.com/ram/
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/scp.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/about-object-ownership.html
https://aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-networks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-securityhub-integration.html
https://aws.amazon.com/blogs/security/enabling-aws-security-hub-integration-with-aws-chatbot/
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://aws.amazon.com/blogs/security/establishing-a-data-perimeter-on-aws-allow-only-trusted-identities-to-access-company-data/
https://www.youtube.com/watch?v=X3HskbPqR2s
https://www.youtube.com/watch?v=iu0-o6hiPpI
https://www.youtube.com/watch?v=SMi5OBjp1fI
https://github.com/aws-samples/data-perimeter-policy-examples
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/workloads-sharing.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/workloads-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/blogs/security/how-to-use-external-id-when-granting-access-to-your-aws-resources/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/blogs/apn/tag/cross-account-roles/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://aws.amazon.com/premiumsupport/knowledge-center/cross-account-access-iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic-cross-account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/securely-using-external-id-for-accessing-aws-accounts-owned-by-others/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://www.youtube.com/watch?v=20tr9gUY4i0
https://www.youtube.com/watch?v=YQsK4MtsELU
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https://www.youtube.com/watch?v=xzDFPIQy4Ks
https://www.wellarchitectedlabs.com/security/300_labs/300_lambda_cross_account_iam_role_assumption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-cross-account-access-to-amazon-dynamodb.html
https://github.com/aws-samples/aws-sts-network-query-tool
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
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AWS CloudTrail H&., VPC i H&EM Route 53 SMTESEHM HERXEF AWS HZ 2 FEWER
HEIERR. & ATMEFEI%J&&%?&?EEBH Apache Parquet #& X\ FIFF BN & 2 £ ZE 1 HE SR
(OCSF ) &, AL NEFEHIXEAREE , METER, ZL£BEBEXIFHEHM AWS BEMXK
BE=FHAF.

AWS BRI E R EAR B ERAFEIRFH BHE , W Elastic Load Balancing A&, AWS WAF
H7&. AWS Config id%88 H&. Amazon GuardDuty WEL R, Amazon Elastic Kubernetes
Service ( Amazon EKS ) & 1‘|‘ B& , A& Amazon EC2 SRBIBRERENNAEFBE, BXBE
FMEIRIETH TESIK , IFﬂ AWS 2 EHMNIEREHME A ZSTEENL - BF 1E'J=%$[I$
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Logs , fERA —fikiE , BRZZRNFT AL EH B HEFHE Amazon S3,

R AEEFEME AEEHENEREESLAFEHANERNIE, RE86Eh. BERENRAEx, BERE
B EEILIE Amazon S3 F# = CloudWatch B &4,

Amazon S3 FHRBREZFABL TSN EME K HEAENEMBEAPREE, TR Amazon
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CloudWatch B&4AES CloudWatch Logs Insights IREFAEEMRNEERNIE,
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HEREIZENETEY , MM EHFTRERE, EREFUUER=NAZ—FEHNAE
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https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/
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* AWS Config ¥#2MidFKEMN AWS BREE , H A FEX RATFENEE B TITENEBE.
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« AWS Security Hub EHER 4, HLAFMEELERBZ/ AWS RSFMAEE =S~ RN EZEEIR
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/config/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://aws.amazon.com/security/partner-solutions/#logging-monitoring
https://www.youtube.com/watch?v=V7XwbPPjXSY
https://github.com/awslabs/assisted-log-enabler-for-aws/
https://github.com/aws-samples/aws-security-hub-findings-historical-export
https://www.snowflake.com/en/data-cloud/workloads/cybersecurity/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/route53/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://github.com/ocsf
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#security-tooling-accounts
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3. FHFERRE BN KA B ENFREC LB
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https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_lifecycle_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_analyze_workload_logs.html
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FARHY

* AWS Whitepapers: Organizing Your AWS Environment Using Multiple Accounts
* AWS Prescriptive Guidance: AWS Security Reference Architecture (AWS SRA)

+ AWS Prescriptive Guidance: Logging and monitoring guide for application owners

MR RA

» Aggregating, searching, and visualizing log data from distributed sources with Amazon Athena and
Amazon QuickSight

* How to visualize Amazon Security Lake findings with Amazon QuickSight

* Generate Al powered insights for Amazon Security Lake using Amazon SageMaker Studio and
Amazon Bedrock

+ |dentify cybersecurity anomalies in your Amazon Security Lake data using Amazon SageMaker

* Ingest, transform, and deliver events published by Amazon Security Lake to Amazon OpenSearch
Service

* How to use AWS Security Hub and Amazon OpenSearch Service for SIEM

FHXIE :

* Amazon Security Lake
» Amazon Security Lake SYE{K £ ERK
- AFRMELLEELR (OCSF)

* Amazon Athena

* Amazon QuickSight

 Amazon Bedrock

SEC04-BP03 xEBx ¥ XL EER
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LR . SN THEABMPRRREDNER T FEERS , BB KEBREE  FREEER
FREEHE. BIXHMLESE  BAUNEFALTHEEN  XAUUBPRAEARBESHNTE
BE  UREEHRTHREZEAWNNES. XNRETREKZMAEEKN RIE,
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/how-to-visualize-amazon-security-lake-findings-with-amazon-quicksight/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/machine-learning/identify-cybersecurity-anomalies-in-your-amazon-security-lake-data-using-amazon-sagemaker/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/security/how-to-use-aws-security-hub-and-amazon-opensearch-service-for-siem/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/security-lake/partners/
https://github.com/ocsf
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/bedrock/
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Config. AWS ldentity and Access Management Access Analyzer 1 Network Access Analyzer &
AR S5

- RBX AWS RS, EMigRANNARERFBEN BN DTN ER , HI20KRE Amazon OpenSearch
Service &R £ 7.

« MR Amazon CloudWatch, Amazon EventBridge 8 AWS Budgets & 3RR K2 ES TLNE
o

« B=FXKIR , Hlank B AWS Partner Network 9 BBME IRIR M 2 & S E KRR IR T R0

« AWS EEEZ2FANFREXRE (FIUFEFHIRNTRT ) KENKREEH.
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i, ERHIX—1 , IUANEHRKEEZRLEENEHERE ( SIEM , Security Information and
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A AEEEER,

Amazon Detective 2 — /NI AN BHITR]E RS =¥, Detective M & T AWS KR E =75 KIR
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/macie/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://aws.amazon.com/pm/cloudwatch
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/security/partner-solutions/
https://repost.aws/knowledge-center/aws-abuse-report
https://aws.amazon.com/detective
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» AWS Security Incident Response Guide

FRRHI

» How to enrich AWS Security Hub findings with account metadata

* How to use AWS Security Hub and Amazon OpenSearch Service for SIEM
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
https://aws.amazon.com/blogs/security/how-to-use-aws-security-hub-and-amazon-opensearch-service-for-siem/
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HXIE:

« Amazon Detective

» Amazon EventBridge

« AWS Lambda

« Amazon Athena

SEC04-BP04 BN FAEMNRENEE

RN EEFBRETEESNFAINTEREERNTRRHER. EAUFHIRAIBHIARRETRNENL
MIEEER R RATEEXERFEHRTURAIEERE, BIUREARNELNEERERE , BAILURE
RE—EE1T3h,

SRTABFHREATNEBZLEERE  BEANEENENEREALYE. EEEEVEY
RS EMZEFNE  BEREFCREER. HBEFSALANRBENXRFET.

HEER  BEN T RREERAE , ARERNZ RSN BERANNRMNVEEERE, BRAENUER
BAAEXEERER , MEFIHEAIBIXLERE. XETRURE , AT RIFTEANER , 7
HERRAIHENEZ2AREENEPXTE, XETEXRFIHAIETENEFLIEEERE.,
REUT HNBEEMZEFNGREZBIEERRNER,

FARERER
- BXET BN, BExFLENANBIEEERRE. XTRLKSBRINER | SlWPESEN
WHFEEHFHRETRE,

- BRABLYRERKERANEFNRE , BRERMEHNEZENNG , UEEFENH#HTALT
oA oo

- BREMBEERE  MARHEEEREN -2 , RANELENEHBWENRE TR,

BYHREIERAFL  BNEREE , BBENBNEELFHREER , XUEETUREBHDE
R SEE , FRDHABAEABEINN S, UWREEAXNENBEREE , TUKRLN -1t N A
XERE  MNTREEANEROXKR. B3R AT UREMAEEARENER , XEAIEETHIRR
BEHRAHEHEE,

EABUXMREIENBERTRENKRER  7F

SEC04-BP04 BEI TAMERNIEE 84


https://aws.amazon.com/detective/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/athena/

ZEMITE AWS Well-Architected Framework
S = =N
SKHEES

30 SECO01-BP03 25 H R iE 2 %) B S5 AR , AWS Config % ARSS 7] SAHS Bh 42 s 2 K 7= o 3 R Y B2
B , UMEEBFENER, ERMVNFFEARRN , RIMNBUERERNZLZLRSEE (CSPM, Cloud
Security Posture Management ) fi# R % ( 0 AWS Security Hub ) RIAEIR , BB E BT,
XUBRARANREPEAARE T —NHRONE |, 7T ARG 2B B REL EEE,

—UREARBNERIIEERR  FEEATHESERLE , TEEHEBERAUREBARRESNE LW
AR, i, XF VPC Z2EMNEEHIR , fEMA AT ARBBRTATFHAUHBHAARTA, &
A[LAFE AWS Lambda B#k. AWS Systems Manager Automation X4 FE L HE & E BB L%
BEREREN DR ER. BRIEEBER IAM ARE AWS EHITEHRIE , FEBWNITY EER
N IR AR

EENTAENEERKRZE , ERANBERHEERENEESR. AWS Config AISAAERE31E
£, MREFEA Security Hub , MATLUEE B E VIRERPITENILE , BENRERXFAERINEER
K E Amazon EventBridge., A5 , EventBridge #LNI 331 RS E B HE. EAILATE Security Hub
FEENRFEREN BFHLFHIEIT,.

NFRFCNEEEE , RINBENELEHIZRARBNTHIREER , H#HTHFIT, EENSTXL
BE , BUEN s L RENE R , HEEFZ UMM, F Amazon CloudWatch Logs H R B &
MEELRERNBERINZTWEE Security Hub A,

B, BRNER AWS EWEF RN , HAMENRTEERR , ATHRRELANZEEER

o
LRo

KHe L IR

1. ZHERABEERLER,

a. MREXH AWS RSHLZLBRES S Security Hub 1 , IEEEFUERTEE. MoEE
FAMPATIEE B,

2. HIEEEEK,
a. f£H Systems Manager 1 AWS Lambda ERERKETREFLNIEE B,
. BMERHEENS K.
a. £/ Systems Manager , E XU EAE A I A E EventBridge B B E MIRME, X LIRERENRN
FaE BB
b. MRFE  BE T LAER Amazon Simple Notification Service ( SNS ) [ M RIzZHR<E (5
ML FARREHMENER ) KEBHAMER , UEHTFH TR LR



https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/pm/lambda
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/Amazon/latest/logs/WhatIsLogs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/sns/

ZeMIE AWS Well-Architected Framework

4. EENDWEERE , THRERMEHRINKHNIS,
a. ¥ BHEH H &EF CloudWatch Logs. £ Security Hub F &R INERN BAELINEZ T,

B
X BIERE -

+ SEC06-BPO3 A AT EBTHEMRENHIF

FAR A

* AWS Security Incident Response Guide - Detection

MR RE

AWS LBt T 20N
Monitor EC2 instance key pairs using AWS Config

Create AWS Config custom rules by using AWS CloudFormation Guard policies
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WAF , B UF AWS REXHNIEECSHWANESER , I MERIEN S EREER.

BT LAERA AWS Firewall Manager , T2 AWS HARNEHEE AWS WAF, AWS Shield
Advanced, AWS Network Firewall #1 Amazon VPC £ 4,

e B

1. AERTLBERE VPC FARNZHEBERLEANNEE A ERFEEANENHIEA VPC
By 75 3%
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https://aws.amazon.com/marketplace/search/results?searchTerms=firewalls
https://aws.amazon.com/marketplace/search/results?searchTerms=Intrusion+Prevention+Systems
https://aws.amazon.com/marketplace/search/results?searchTerms=Intrusion+Prevention+Systems
https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
https://aws.github.io/aws-security-services-best-practices/guides/network-firewall/
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://aws.amazon.com/marketplace/solutions/infrastructure-software/cloud-networking
https://aws.amazon.com/waf
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-add-rule-group
https://aws.amazon.com/waf/partners/
https://aws.amazon.com/firewall-manager/
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2. WTFAHABRRERRAR :

a. WIREA AWS Network Firewall , MIBIZEHN|, PFAIEREMPBHAIERE, BETXER , B
LU 7 £ 3% B B By X 1 i = J«MEFﬁﬁxAﬁ
b. MRFEAFTEMXAFEIIES (GWLB ) WE=HiI8E , BE—INHESAMNTHAXAXBHNEE K
%, ARiF , 812 GWLB, wRERSE. wa , HAREERBKA,
3. NWNTFHAREBRAE :

1. ERZN ALMEISREFHTREGNEDL , BA VPC RELZ®IIEE, EALIEA Amazon
EventBridge #1113 F AWS Lambda B, LXE’E@'JE%EﬁEHT’EED LtERAREEBINEE.
REEGREENERZINEHLERENMEZARITESS,

4. JF AL Web REMRRAE :

a. ZRE AWS WAF , B ZERE Web iAR1Z2HI53k ( Web ACL ) » Web ACL A ZHNIH &
&, ,\ﬁ&fiﬂiimh}\kﬁ ( ALLOW = DENY ) , AJE X WAF W{A4-EHRE, a6
ECHMN A , thTLAE Web ACL F{EA AWS FEEMNIA,

b. BLE% Web ACL J5 , & Web ACL 5 AWS &R ( &0 Application Load Balancer, APl Gateway
REST API =% CloudFront 2 &t ) <8k , BN AJFF#54R# Web &,

TR
FARH -

* What is Traffic Mirroring?

* Implementing inline traffic inspection using third-party security appliances

+ AWS Network Firewall example architectures with routing

» Centralized inspection architecture with AWS Gateway Load Balancer and AWS Transit Gateway

FRRH

» Best practices for deploying Gateway Load Balancer

* TLS inspection configuration for encrypted egress traffic and AWS Network Firewall

fHxIE

+ AWS Marketplace IDS/IPS
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https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/inline-traffic-inspection-third-party-appliances/welcome.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/architectures.html
https://aws.amazon.com/blogs/networking-and-content-delivery/centralized-inspection-architecture-with-aws-gateway-load-balancer-and-aws-transit-gateway/
https://aws.amazon.com/blogs/networking-and-content-delivery/best-practices-for-deploying-gateway-load-balancer/
https://aws.amazon.com/blogs/security/tls-inspection-configuration-for-encrypted-egress-traffic-and-aws-network-firewall/
https://aws.amazon.com/marketplace/search/results?prevFilters=%257B%2522id%2522%3A%25220ed48363-5064-4d47-b41b-a53f7c937314%2522%257D&searchTerms=ids%2Fips
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SEC05-BP04 B3h#1T M & R1

£ DevOps 3£k ( HIINEMIZHEENRES (1aC ) M CI/CD BiE ) B BEM LR, XLEXEEE
TEBIRARFHNRGEREMERTFEENTE , REFBEEMENRNE , AEBHTRIUMNEZRFE
ERERETEFMENERE.

HILER . BLUERABERRELNERY , AFEREIFRAEFRE ., SEFHNEER , B
HEER2ED , PAXETEANMNANEE, HTRELENETHSNIR , MEERZ 28I
TE, BUNAGEESBILEFAES , LERIERFERETRMBET. —BEHERRE’
i, BB EHEINEFTHEF,

ERREER
« MEZNTEARAKREBELTENMEHER, RIPBEEMB3L. TEHPRHMEHEL MRS

BRAmERNS , S THERSEAKER.

« EPRMEFARRELME, REFBERMEDCARBELE. THMESERNRFERNEET
AR T EERLZTEARNER.

« EMEHARNTERBEEAN ZRNEPCNER 2BEGEES TE , BF% laC #4xHM CI/CD Ei&
PR —BNIANBEIRE, REEREERRENSERNITEPHRMENEE.

B X MERESKERAVFAL | ERABRKELMERY | AJSUBEMRA RS RS RERM LL B BEAT [E R A /Y
TE, EABENCHEEKNAMBBIRE , AISSHARACM AN | ENESHENIS , BLE
ENFHEE.

EARABUXMREXRERNBERTRENNBRER : 7F
RS

SEC05-BP02 ##|M 4& = N R E R SEC05-BP03 EHEE T &M R P IFIRA T 2 R ER P 2515
EERFEURESFEMEREIEFNREEANRE. FRF Web mRB R EBIE AWS WAF £E
FIF AWS Shield Advanced Bz MAE DDoS &ff. A AWS Network Firewall EEMNA |, tb
A [ A BB 3T 75 &4 51 R N B S 1 o

BRTEEANN , BIEBWEEA DevOps SRER B HEMEZRIR. RFBERMNEIEENN

M, AL AWS CloudFormation SEEFHE CEMIZEEIRIE (1aC ) TERBRIXLEE L ,
FHERZIRAEH RS , HEH CIICD EEHTHB, FRAXMAZETIRE DevOps £ EE M KR
SIFENESES  MEATUN LS, B AWS CloudFormation Guard T E#{TEzIN |, 2
RN EBERESHEREZENREE.
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_layered.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_inspection.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/nwfw-managed-rule-groups.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
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RIFEIE SEC05-BPO1 BIEMKNERMEIRE , BUURAEHREEFELE VPC , TAFTAO.
HOFMEER. 0 AWS Security Reference Architecture ( AWS SRA ) FR , & AJLATE & F W 4% B At
Bk AP EN XL VPC, EBAIMUFERAXRMUNER , REPEXHEEK-AP TEASEAN VPC, H
L4448, AWS Network Firewall 282, Route 53 Resolver #F1 DNS Firewall Bt B AR HE W& #
Bo U LUEI AWS Resource Access Manager SEEKF HEXLERE, BEXMSEE , BRI
FREEENEN X MNBERLEINEZK,F , AEEE—NMBEREA, SUUXRAREERRE
Nx—K , PEFBENHAZRELEGERE , AVHERIBERZERAS N ITEAZRARKE S BHK
Fo

KD IR

1. BENENRFERNBLSERERENLR , BLRE TEREER AT EF Y,

2. QIR RANAMBENNE R ERPEHRVZE. S, ER RGN RIS AP EF" MK

3. BEMMERAEFREHFREMEF R, FPRERFEETE T TEARFEENF#E
B, MIFEARERAFRERET ZTHEAENERES,

4. BIE CI/ICD BEXRNAMBELR,. EXNHAGE , ATRERERSAR , UREREEHEL
EILY:D

=R
MR RERE :

« SEC01-BP06 Bz BEIRER SR HIEHE

FARHY

* AWS Security Reference Architecture - Network account

X RE

+ AWS Deployment Pipeline Reference Architecture

* NetDevSecOps to modernize AWS networking deployments

+ Integrating AWS CloudFormation security tests with AWS Security Hub and AWS CodeBuild
reports

fHxIE :
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_create_layers.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://pipelines.devops.aws.dev/
https://aws.amazon.com/blogs/networking-and-content-delivery/netdevsecops-to-modernize-aws-networking-deployments/
https://aws.amazon.com/blogs/security/integrating-aws-cloudformation-security-tests-with-aws-security-hub-and-aws-codebuild-reports/
https://aws.amazon.com/blogs/security/integrating-aws-cloudformation-security-tests-with-aws-security-hub-and-aws-codebuild-reports/
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* AWS CloudFormation
 AWS CloudFormation Guard

 cfn_nag

RFITE

THERRSDIE EC2 k6, B2, AWS Lambda BEE. BIEERS. loT REF, XEUWERFHREF
NEMEREOEFEATENGEZRFURT. T3 , ZERERELKEN , SIBIERFTFSHYE R
ERpf, mEEE, B/OREE. REMREENCARTERRNTRE, EltBo+ , BFKRIEX
RIPFXBRSHITERRN —RIEE. XTEANESIAWS RS , BESSLERTRS PN ELR
2R,

- SEC06-BP01 HITIREAEE

« SEC06-BP02 MBIV BRGTR B it &

« SEC06-BP03 B ATEEBTEMRERHH

- SEC06-BP04 W:iF i &M

- SEC06-BP05 B3R it E

SEC06-BP01 1T iiE & 12
MERMABINEMRBD . RRTRERREHRE | LB BIBS5 BLD.

HELR  fIEAEPRRERITY. EPEBMAEXEIR , Fla Amazon EC2 2|, Amazon
Elastic Container Service ( Amazon ECS ) &85 #1 Amazon Elastic Kubernetes Service ( Amazon
EKS ) T, 1 AWS FEE/ IR ( 20 Amazon Relational Database Service ( Amazon RDS ) &
BE) RE4PrR. CABRSABARRENARFRABHNERLDE, MRFRA[EZLENEE
AT AR SNEB A R BY | MR E BT Web ARFZEN R,

ERRERX

- REERBERITX.

« ENERFEMINRABIIERL THITREB

- FRCESHNERENEFEMSR (EOL ) B RA.
- ERWREFEBE , FRBIBEI LSRR,
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/stelligent/cfn_nag
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B ESKERAER

EARBUXHREXIKNEATRENRRSER : &
KHEE S

EERITY SRR TE, RAREA, BEMLLER , URIITEIMNEE ( IERRREN -T2 ) -

BALRIEFERHE TR ( UERABENZANERE ) FRITHRIERN X, BIBMERE
RA AT ErtE , AREREH RS EH - SPRENRK, TENRIEEITENEZERERGESHE
ARV R MERE B B AT IO o FETT R BB 2 58 8 3K e i R = 22 8 BY TRl D IR A A ™= IR R AL
Ko

XERBERITNEERFHIERE AWS TEHEES , AREEHEIEARNXR, EREHEE
XTF , AWS fi=&RP AWS Cloud B EMIZE. WEMIRERIZIT AWS Cloud IREWEH. ., W
FBRIRHEERK. BRBRTHNEZS (I, Amazon EC2 SLfIMISSRREIE, T2 BMEBMNEEAS ) |
HEAUE Amazon S3 N REEESEMEE, REEES EZHEAEREFERANERS MR Hlm , AWS
EERNNVITEE X RZBIFEERS Amazon RDS HE4h |, BERF ARSI EIEEHIERE,

AWS 2 —RFIRS KRB EFHERBEEITR. Amazon Inspector #4213 AWS THEHEERF
ERERBMEAMLIHE, AWS Systems Manager T & 25 Al & BIEE Amazon EC2 LI E RS
o AWS Security Hub 2 —I=Z2RAEERS , BB TEHINIT AWS Z2REHTRLEBRE
ik , B LEE ZRSSESE Amazon Inspector # Systems Manager,

Amazon CodeGuru AIAE ABASRB S , HEIR% Java M Python R AR PR B E B,

KHES TR

- BLi& Amazon Inspector : Amazon Inspector £ Bz M A M B Amazon EC2 35fl. Lambda BEI%K
MHEIELS Amazon ECR IAFERMN ARG , HIZEHFHETIUERRGRE, BERBANZN
PERE,

- PERAE  AEENKBD , LBELEBRIBMERE, Amazon CodeGuru £ 1T |, FHiEM
BWLAEE Java Hl Python M ARFHENZ 2B, OWASP Foundation £ 7 —RIREKB 2
HIE (tB#HHNSASTIE),

o SERE—RHLERBEMEHNERE | LURER CI/CD BEHERREN —2o#HTHME : SHE—F
MBS #H NS MK AR ER KPR |, UBBIPEHNE). EHETXE. R4 RE
EENTTHREZNANTRHRRRGRBNNEEXEE, EFEEN/IFERT (CIICD ) BEH
REBARBITG , WEENZLBBHTREBE, ENFLETESHEERN AWS RS MRF.
ERE Amazon EC2 EHIHZETHRHEHRIWEZ R , FEEEHR R Amazon Inspector , SMETE
M 2 (7] Bl B ERPA IS & BB R HF LIS R, Amazon Inspector 2FE MR AR, Bk m LA

SEC06-BP01 H{TIRIAEE 99


https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/inspector/v1/userguide/inspector_introduction.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/detector-library/index.html
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://aws.amazon.com/inspector/
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ERFFR~™ & ( 71 OWASP Dependency-Check, Snyk, OpenVAS, BFBEE2EH AWS Partner
IE8)#TREEE,

£/ AWS Systems Manager : #AZRED AWS BRI T EE , @3F Amazon Elastic Compute
Cloud ( Amazon EC2 ) 3:fil, BB =HRHE R (AMI) IR EMITERIER. AWS Systems
Manager 40 T EESEFAREHANERNEMLBENERBHHITBINEERHINRE, 46T
BB A TE Amazon EC2 26| E R IRERE B ARF ( 23F Microsoft AT, Windows
Service Pack M1 E T Linux EHIFRERAALR ) MA*NT . BRT Amazon EC2 24k , #h T EHESH
A T X A i AR S5 2R it 1T 15 4o

BRAIENBRERSENTIER , B55H Systems Manager AFIEEHHIIFNIRERS, B
EHIBIMEFTRANTIREG , BT RBHA B LZRFABEREINIT

£ AWS Security Hub : Security Hub J#2ft AWS AZ£RRNEHEAE,. ©EZI AWS iR
SWEZSMHBE  HUEUERNBERXLFELR , FREBX AWS BSHHNZ2HRAELER
BITR EREEF

f# AWS CloudFormation : AWS CloudFormation £ —WEARZHEENH (1aC ) RS , TENE
ZAN K F AR ERIRREHNE BN LN REIR AL RBEERRE.

R

FARH -

AWS Systems Manager
AWS Lambda &£ 8k

Amazon CodeGuru
A FTHY Amazon Inspector B 7 = TERZRMN B LB EE
& Amazon Inspector 1 AWS Systems Manager B 3117 AWS FHRAEEMNES - 5 1 2o

<M

RIPTLRFZ 22 AR
BX Amazon EC2 It BIERFZ N L £ HRIEKEE
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https://owasp.org/www-project-dependency-check/
https://snyk.io/product/open-source-security-management/
https://www.openvas.org/
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-operating-systems.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://aws.amazon.com/systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS--Security.pdf
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://aws.amazon.com/blogs/aws/improved-automated-vulnerability-management-for-cloud-workloads-with-a-new-amazon-inspector/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://youtu.be/kmSdyN9qiXY
https://youtu.be/2B5bhZzayjI

ZEMITE AWS Well-Architected Framework

SEC06-BP02 M\ra{LBR&FNiE it E

BIMBLCREHBZITHINE , BOBNBRAETRHAENTS. RMAEEMRRIREUETEHMEBIR
(PINARRRENNARFE ) , ARIEHER, CIZACHTRAIMRREEAIESRENE | HEE
MEBBREMEM

HEER  EWITERREMNBCNEERETNEN , ERMAEEMRLRABEBI (HIANEERM
BNNAERFE) , ARIEHEESR, XERBMERETREIMEKRT , ARENEBRESE. L2E
MMM E RGN |, SUE T M XHMERH R I IRIE

ERLREER :

« NAEEMRABREGENE , EERACANARIEEE L R#ITHFAH.
- BEILIRER , (BRAEHNHREREFEIINRREMN TSR,
- REFTHRERGTBEGRBARNTRZENRLG S,

o RIRETHTREBEFTERRNRICRS. BENRNER  XNETHTH2SBITERRRS
RBALIRE, AT AT EBRBM TN EEREEHPEENEE Rt

B XMRESKERNFL  BILREBEB TR ESITHINES | ATRRARERNGAF SRS HT
BEAGRHBRERE. WREAEEFAEANLRE , BICBREIE TSR/ NEIRTE,

EARBUXHREXIKRNBERATRENRRSR : &
RS

ER{LRE , EMNBEFRENRERS, BHRRENRABRFETH. MAT UBREARE, BBk
FIETRENNAER. RS, REFXIERF. MANAFNEEREIE , RER/NRSE, XA B[4
BiRMF , SIMERRO , UEQE-—NRBETEABMERRMIDENINE, FUHEME | BTU%R
FLENRMG. RERETHE  WARKRTFABEIERRIFENNEE,

WA LLERAIERRRMENES , MEBEMZ£H 0 ( CIS, Center for Internet Security ) AR ZXEE
FHEE RSB ( DISA , Defense Information Systems Agency ) NZ £ R ARSEHEIERE (STIG) , AW
BEBICREWAIE, RINBEWEMN AWS 5 APN SEMKEE T Tz 258 E& (AMI ) FFig |, 3+
£/ AWS EC2 Image Builder , AHA4R &£ CIS # STIG #HliEER B EE.

RRE A FRVGE(LIREF EC2 Image Builder BE275 AT A CIS = DISA STIG B , BERAREESRIM ,
CINEESMEILEENRERNET. EXMERT , EAUMNKRELBICHEMREITH , RERRMT,
REEZELNA CIS BEERFNXELE, T EMELERAEEITH CIS 2HiEE , BUHRE TR
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https://www.cisecurity.org/
https://public.cyber.mil/stigs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
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WHE DISA FEEERANRILEN, RESEYRIIBANTRE CIS ##H#EHH DISA STIG &
B, 1£ EC2 Image Builder H £ FixX L1 HE A ELE , Rt E L REGRILE .

S F R ITHEME , Amazon Elastic Container Registry ( ECR ) /A # 174 FE 1244t Docker BI5&8 1L AR
B, B LA S E A EC2 Image Builder 5 AMI K8 (b B a5,

SERERSGMNER[MGEL | BB pip. npm. Maven # NuGet T E | 2N 176 FE HIREX
RIEBE (FE ) . BINBVUEHILEEHEE ( S0 AWS CodeArtifact # ) SA[{S #4176 FEH
T8, kREERET, XHERATNELERBINRE, EENRERTIRS. AR5, BHNA
EFUERERAIAER — SR [FIERH4ARK D ( SCA , Software Composition Analysis ) .
BANMARFEZRENR ( SAST, Static Application Security Testing ) FMBh AR AR F R £ N

( DAST , Dynamic Application Security Testing ) %] , 5&# N AREF — E2IREFIMN =X LB 2TH
B FTAR AR

TFHEHA AWS Lambda LRSS TEME , OJEA Lambda ERE{LFIRBIHRBUINER, £H
Lambda B FEERB AL ZN —AfRERBINEEIRINER S, BUUBELSECHWHRTER
BIEM4EZE , NTEEBUAEHH R FEERNRBRERIRS.

o8k

- BILIRERS, FARBERRNEMRGHERM | REEBELH AMI, 5 EC2 Image Builder
REENZEEREG EHEH,

« BILBABUREF, EERFCARUFERERESR, YEABSEN , EENEEREED ISR
GEFEERKIE ECR BEGHE , MEELZBNARFERK CVE,

« EfEA AWS Lambda SRI AR 850 , A Lambda EXREENAEFRHEABMNEZHNRBIN
. A Lambda BBERBLZE , LEBRRIAGAERBFELEEMN Lambda BB HIE1T,

B IR
X RERE

- OPS05-BP05 #1T4N T &3

<M -

» Deep dive into AWS Lambda security

FRRH
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https://aws.amazon.com/ecr/
https://gallery.ecr.aws/docker
https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_patch_mgmt.html
https://www.youtube.com/watch?v=FTwsMYXWGB0
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* Quickly build STIG-compliant AMI using EC2 Image Builder

 Building better container images

» Using Lambda layers to simplify your development process

» Develop & Deploy AWS Lambda Layers using Serverless Framework

 Building end-to-end AWS DevSecOps CI/CD pipeline with open source SCA, SAST and DAST
tools

SEC06-BP03 @A A TEE TEMRER HH

RugEABHLAARNITHE, BE, PNAEES. EEXREFARE (D ) EF , AR
BT , IAERFHHRUTER R,

HEER  BEFCHANMBIUXE (STFM ) IMRITERR ERARIURE, XESITFM LR
BEERNRSGAZED , BANERTEATHMNFIE. REELTEIIAEHLHEIRIRLT ,

FRATEEBRITERER. IEFHEIHLIBCEXTRANAFTERE , WETMHIESBILED,

ERREE :

- {5/ SSH = RDP Z MY Amazon EC2 k63 TR E X 1AA,

« HPNMNABPEFRER , B /etc/passwd B Windows At F 7,
- ZANRAPHA-NBESHFAR R SEH,

- FHRERYE , FHBRERERE XK.

o FHEHISIN A

o B FIRPIKEREE,

BUXMREIERNEFL B RTREED TREEAESXNEREENREXNRK, &t
Secure Shell ( SSH ) KM X ( RDP , Remote Desktop Protocol ) #{TRBEX1AE , AT 45/
TTERENFRPEE . XHEALUHBR—fTRERTUBENERL SR, TTEE B CXENEFLH
APHRITERREETS , XANGEUANEN S NELNFITRCESIN 2 IBEE,

EARABUXMREXERNBERTRENKBER : 7F
RS

BRIXH LR -—HEENREEERE. RERSH[EERGE  AFBE2FIER  UEEER
SAREMENRYE. ERSFENEREHRN , AFTELBZRSB[REHNRG. NAKNT., EXE
B AR [F] &
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https://aws.amazon.com/blogs/security/quickly-build-stig-compliant-amazon-machine-images-using-amazon-ec2-image-builder/
https://aws.amazon.com/blogs/containers/building-better-container-images/
https://aws.amazon.com/blogs/compute/using-lambda-layers-to-simplify-your-development-process/
https://github.com/aws-samples/aws-serverless-lambda-layers
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
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AW, FHBASHER-LEXRL, XFE—EREYTER (20 SSH = RDP RS ) MRS , XA
REAREERWTHRREZENER. XEBNTSHTFIERERNHANHERK ., XERETRE
SHITENHESH. BERAIBRARERCLZLAE, ATHRERERLERAZREIE , NTEMNTE
B H.

RNTRIEXLEXE , B UXEETRENEZEHRIBREE , fllh AWS Systems Manager, AWS
Systems Manager Agent ( SSM Agent ) 2Bz — M INFEE , Fik e T T HErABRENER,
ZREE SSM Agent AEEN VPC im [ HIEIE,

FIA Systems Manager A AR FIEERERPIHTRENFR. BAUENEEZTHWEZLER
B, WA LLEITUARATRZ1T. Systems Manager AJBAFT4M T, ZERHBNELREE K MEESEH
HITRERNGM, Systems Manager i& AT X IZRE Shell 85 , HEFHRBANERTD
H#Hid %2 B EHM Amazon S3 #1, AWS CloudTrail £12%&X} Systems Manager AP B9 H |, LA
BEZH,

1. ¥ Amazon EC2 34l £ %% AWS Systems Manager Agent ( SSM Agent ) . ¥2 SSM Agent 2
BREEEER AMIBERHEB BB,

2. Wik 5 EC2 SLHIEE XA HEXERRY IAM BB REEE AnmazonSSMManagedInstanceCore &
IAM KB,

3. B 7E3f| LiE4T SSH, RDP MEEZBILRIERS. At , BRI LUZETEB S ERN AR HIEDR S
NEEBREIZA | & FEH EC2 Image Builder ZTEMEBHENX AMI,

4. BIRER T EC2 EHIMRSE A OHNT 2315 E# 0 22/tcp ( SSH ) Sk 0 3389/tcp ( RDP )
£/ AWS Config ZRF X B B £ iR M R £ AR N MR EE,

5. 1£ Systems Manager FESGESEW B ILIRIE. SITFMANETHT. £HA IAM RBERELER

BHATIXERELUR A TFRTXERENZS. FEFEFHEPHRNAILEEHLRE, BR
AR AAXLEELRE , MARUREZ A EKA,

6. HEAF , #H AWS Systems Manager Session Manager X 2N T ERGE. BRAKIEES
BEiEH , BMEFE Amazon CloudWatch Logs B Amazon S3 R B & it RER1EFo

TR
MR ERESRE :
« REL08-BP04 fEFI A ] E iR E# 1T &
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_immutable_infrastructure.html
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MR =B

» Replacing SSH access to reduce management and security overhead with AWS Systems Manager

HXIE:

« AWS Systems Manager

MR AL

» Controlling User Session Access to Instances in AWS Systems Manager Session Manager

SEC06-BP04 ¥ iF 3 T B4

EAMBRIEREIE THERREANREE4 ( BERE ) WTBE, XIREFITNBREL | UBE
TERERHIARERNBENL,

HEER  AEMEENAERFRE. ANENEIEREESKRIE, THROGEBETHIZRHITM
ZRiE. BACHRAEELINBEZLE , ARENIUTERRHITRIE,

0 REES
. EEERBRFNMNEME | \FREREEE | BRI EEN. ERBIMNEREROER
TRAETH.

o WAFERIAEMIEES | BRI LM TR T BRI,

- EEREFIRFERRIEIRFNTEE. BHEETHTHENGERERGBREHER ERITE
), BRBEUESE B SRIRER,

- TEFBLECHRME,. RBIE , IECIMXATECSHIRE,
BV XMRESSERNFL  RIETEABEFAEBINE4REZE , XA THERSREEAITER

B, NERERTEER/BTHLEREERNBRGETERETET, BIZFMRIENRRD , /PR
AIVR:R

ERBUYXMRERKRNBEATRENNRSSR : 7F
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https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/systems-manager/
https://www.youtube.com/watch?v=nzjTIjFLiow
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BRERGREG, RERENABEAHBEES ANRHEZEMRLE  fINBESHESRFERITR
B, X BEFrERUTABIHEECHENNBRFE , ARIERFESRTHNRFERTHER ,
REIETEN, BRAXEREFHTRIEARABREERFER , EHFTRIEXRARABKBFRBEK
B BfEHAL ) . WIEHEHAR , FERUEIEERMNIEBNEA4RT THRFZER,

MRETIEAFPEATHHNRAGTEYE , FREEUBRESRHUTATRIERFEENLH, UT
X LR BI B AWS S BAR R B R AL N AT IR UE 5 BR -

+ EC2 Image Builder: Verify the signature of the AWSTOE installation download

« AWS Systems Manager : 3iF SSM Agent &5

+ Amazon CloudWatch : iif CloudWatch REH4BHER

HHRFERRIIIRA AL TR B LBRERRES , 11 SEC06-BP02 M5a{t KT E 1T & Al
o

BRILAER AWS Signer RIMBIEEZLERIENE , UREZBSWHRENEHHRBEEENE
. AWS Lambda  Amazon Elastic Container Registry #3381 7 5 Signer B , REBRIT
KBNRGHER, BUUSERR I FPHRG, FF Signer PARFLERFIFLIRS (Cl/
CD , Continuous Integration and Delivery ) Bi& , MEEZIRIILEH LB E S HRBIMRE,

IR
FARHY

» Cryptographic Signing for Containers

» Best Practices to help secure your container image build pipeline by using AWS Signer

* Announcing Container Image Signing with AWS Signer and Amazon EKS
« 5 AWS Lambda B ERBZE

» Best practices and advanced patterns for Lambda code signing

» Code signing using AWS Certificate Manager Private CA and AWS Key Management Service
asymmetric keys

FRRH

* Automate Lambda code signing with Amazon CodeCatalyst and AWS Signer
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/awstoe-verify-sig.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/verify-agent-signature.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/verify--Agent-Package-Signature.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecr/
https://aws.amazon.com/blogs/containers/cryptographic-signing-for-containers/
https://aws.amazon.com/blogs/security/best-practices-to-help-secure-your-container-image-build-pipeline-by-using-aws-signer/
https://aws.amazon.com/blogs/containers/announcing-container-image-signing-with-aws-signer-and-amazon-eks/
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://aws.amazon.com/blogs/security/best-practices-and-advanced-patterns-for-lambda-code-signing/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/devops/automate-lambda-code-signing-with-amazon-codecatalyst-and-aws-signer/
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» Signing and Validating OCI Artifacts with AWS Signer

HXIE:

« AWS Lambda

« AWS Signer
» AWS Certificate Manager

« AWS Key Management Service
* AWS CodeArtifact

SEC06-BP05 Ba1 R 1T &

B MITHRPITERNRE  BOATITHANEE, £RAAFHERNTERFIEETREERE , }
BYANEFCBNRROEERREHRITEE. EEN CICD REPRABLINEE , UMK
BIUR B E BB EHE TR,

HEER  HACREXNTERRRITABRENEI, ST LR 83 RIUERK B R4 BRE M AKH
TRAKRBAGKER , URREEHENR. BIRETFEARRETEEINKBI , FX TERBHT
XL, LUEE AWS TERREHREVEFE. —ERNIFEANTR , B3 BB EHE R,

FREER

- BRETATZEMRENME , BXEFIERSEBHHEREFRENBERT R,

- ERAEDLEARREEREERRNVER , BEXEFIHESINH. ERERLT K LARFERARE
R, ARERITXEER oI FZLEFHILERE

BYXMRESREKRATL B CRETUREREEINGRANEATERRNXE, XBBTHLE
HIREENAEFRRFERE , RNEREE , ACREEREENNERTEE. BILRELE
B FRAARZEERNBRMERTERFRNER , NTEEWANE, XRS5 EES5H/RERN S

ST
HERBYXMREXRKRNBEALTRENNRSESR : 7F
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FBONAZE M EIERPHERN B LRERRFITERR, SEC06-BPO1 HUITRIEEERART
wm{a7E CI/CD BEAFEA Amazon Inspector , AR MAFEFMZITININE EERBFECANE
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https://aws.amazon.com/blogs/containers/signing-and-validating-oci-artifacts-with-aws-signer/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/kms/
https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://aws.amazon.com/inspector/
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AR A E ( CVE , Common Vulnerabilities and Exposures ) » & LUBEBaLETFM , £H
AWS Systems Manager kR A4 T EFAFRGEHRFE , NMBKXEAZFTORGNERERHIT
BELpHE, FAXEFRTEINAIRENRERNGRITERRNER. HSH SEC06-BP03 &
DPAIEBIENRERGE , TRESER.

Bt REESBESEHRN ITEAR S ELAEBER , 10 SEC06-BP02 ME{L G E it

B SEC06-BP04 Wi B M PATR, B LA EC2 Image Builder, AWS Signer, AWS
CodeArtifact #;l Amazon Elastic Container Registry ( ECR ) RS , R T #. Wif, MiEMF#HEL
SR MR RERABEBIN, BIS Inspector BBAEA |, X LIRS E A LAEEH CI/ICD i
BHRREER , SEENIEMASREEHALKBIIR AN EXE UERRN , T2 AL~
B, IHEABEELTZEH , X##F AWS Lambda M Amazon Elastic Kubernetes Service ( EKS ) &
AWS T EIERBEEA T ITERREZITZ2E , RIETEARRERFEER.

BRTXEMprERGERZA , BEATUETERRNRUEEHPZAB3L. Hl, AWS
Security Hub $24 NIST 800-53 Rev. 5 #5# , /@3 [EC2.8] EC2 SE45i Bi 55 F S5 ;o BB BR &5 R A
2 (IMDSV2 ) ERERNAE. IMDSV2 FASERIE, BRIEEE X-Forwarded-For HTTP ¥Rr3kHIER |
DRIEBMLE TTL 7 1 EHEAR |, RELERBABRFHRER KRB X EC2 EHIMFE L. Security Hub
PR XTR B RARN EC2 AR EA IMDSV1 , B3 BEEE#EE. S5 SEC04-BP04 BIX T
ERRFNIEE , THREXENLRMUFTIEENESEL,

KiES R

1. FA EC2 Image Builder Bah8l2Z <, @ BELI3®{LH AMI, BELAEEM AWS H APN &1E
ARG PR A TS BEBMZ 250 (CIS , Center for Internet Security ) E R LT £ HAREKEIEE
( STIG , Security Technical Implementation Guide ) ¥r/ERIREIER , NTERK B SRS,

2. BFHMTEEEE. FARBEEERSIIE , AIHERRIEIZHNRITIZEEE.
a. 5/ AWS Config B ITE B EE
b. fEH AWS Security Hub BN BBREMMERNHESE

3. B &N B #: Amazon Elastic Compute Cloud ( Amazon EC2 ) k%, AWS Systems Manager
Patch Manager FAZ 2 XN EFTNHECXBENEFT B NTENEESFINRE. ETUEA
Patch Manager N IRER SN FAREF N ABAMERF

a. AWS Systems Manager Patch Manager

4. BHPFETERFEUEERBERARBHE ( CVE , Common Vulnerabilities and Exposures ) , H 7
HEEEDPRAZEAERRS R,

a. Amazon Inspector

b. ECR BRE13H#
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_validate_software_integrity.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/ecr/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eks/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/integ-compliance-products.html
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
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5. ZBEH Amazon GuardDuty B R MBEHRGFEM , AERFPITERIR. £ AWS HREHRIFH
AWS Lambda B kAT , GuardDuty & ] BUR Bl & 1E (8] 7R,
a. Amazon GuardDuty
6. ZRXHA AWS SENHBRF R, AWS SENHEMRLRAENT R , XEFRSENARHIFE
PN ERGERER. HEASSZER. XEFENINE AWS REEEIFNFTER |, FEREBE
SR MA IR RN BLENZLEN , #MILTERNREHFRER,
a. EMigEZ M

R
X REREK

« SEC01-BP06 Bz Bt kRS2 FIE

FARH -

+ Get the full benefits of IMDSv2 and disable IMDSv1 across your AWS infrastructure

<M

» Security best practices for the Amazon EC2 instance metadata service
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/blogs/security/get-the-full-benefits-of-imdsv2-and-disable-imdsv1-across-your-aws-infrastructure/
https://youtu.be/2B5bhZzayjI
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THREENBEHRTIRNGE , MBBEIULREERNAF T ERABENEERNB KRR EIE,
XEFEFEEE , ANENETIRNENBTREE LS HBRLEFLFB IR,

£ AWS B | XEHRERP A ATUAEARSTENSG X, UTHINAT MAERAXLESZ.
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- RYPBESYE

- RPHTHIE
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B REHT —HETREUENFRBREXNALABBERITORNEE , UEBPEREEINRTNRE
EHERE.

RIEREK

- SEC07-BP01 THRENBESEXFE

- SECO07-BP02 WRIFEHIEHBM N AKERT B
- SEC07-BP03 BahiR &I f &3k

- SEC07-BP04 EX A BENBELEHAHER

SEC07-BP01 THIZHNBIES AR

THRITEMREFLENSEN DR, ZELEER, HXLSHE. BEFEVEUARBEMEER
o BHBEIRNLEBEFRENEZRTEABNEREZENEAMER , URFERIMBLHERH
B, THRHBERBEIRZIKNE—D,

HEER  ENITHERBEPHNEERBEEBIRD THALRER. REHBEENDX  REGEY
R EFIEERRPBRRE. XEEHEEEZERNEZSE  BRATHRBEARIL R E B,
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BhE. FONREREUARFBRFIT,
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« RBERNNEED RRBERE X BFEHRER B R ELEER

« RARD TERIFEABRFHRENBRBERS , B ERENREXEPIERXLEEFR

« RERBRBESXNLERBHONAE , RFESENHRBENER | X HIEREUE S A2 HIE

« REERREAMEERBVARBIE D RNLEEZ RN R IR

B XMRESKEAFL  IMIERERT TEABRPRESESLEFENENE. ZHEXKKEX

EMARTHENHBERIREAENRPERE S TEETEREINUREERNEL IR
WWIE, TEAEABE TR O T BBREENEFRUEN R ESER, FXENBTICREXY
B, BB THRF AR EFHEFXERNR , HEFRIDBFREEH, XEXREFHTESSE AR
FHRBIER BB SRR

EARABUXMREXIERNBERTRENKRER : &
ENiiESs

EiRIT TR , SARSENGERRPBBHENTE. Flm, 22EFNARFS , EX
NECEZRFEMNEF WBEANBRBRE  AXRDRPER , £ MEFTERRR S —MEFE
&, BN, SETNERMRITEEZEGERE  REEEA TSR HE  mECAS RBERKTE
RIER , ERARK B AR,

BEEREPELMNCRXEHFEHBERIREBERFER |, EAIUEXNBETFEARPEERLE
HiE, AE , BUVAERBHIE T EBMNERERE , R UMM ERERRTHEIT , ARERNKIE
L3R 2 Bt R SR R AR £ 3 2 A9 RU XY 4R A

NEBTFRIEARPNBBEBEHRIToE  IZREAREGE (WFTA ). Hlw, X FZHRP
REFEE (PHI) , BULANAMRZEHERN Classification, FZENR PHI R |, IRFEE R
Sensitivity. #EERN High WL, AE , AWS Config RS T FREXERFRNENR ,
HAEXEERHEERASHREATHEARPER (HINERMBEE ) HEHEBR. SAUFERIREE

B ( AWS Organizations B —TZh&E ) , RIKEUFZ BN A EZENRAEE L . BIWGRSRBIREETR
ZOSHERBEBIE.

K IR
1. TRARBNEEDTXFRNRPER,

2. WE THEASNENBBEIRHER,

3. RIIHRBFERTRBRBE AT EIEENFT . AN RASFEARRFTZEFEEN
B
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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4. ZRETANBER TEARRMBERINE , KR ICRENBBMRI AR ECHB T SR ME A
SHNRETHE,

a. AWS Organizations 3% 5K B& o] | T ITHRICAR o

R
X REREK

« SUS04-BP01 SEHEENHE 2 KRB

FARH -

» Data Classification whitepaper

» Best Practices for Tagging AWS Resources

FRRH

« AWS Organizations Tag Policy Syntax and Examples

HXIE

« AWS HREwiE 2R

SEC07-BP02 1R IE &I HURM N A TR R FI B

R BERIP IR , WO RRBEPELNE - REEREEZKFOES, XFHECET R 8
RS , BIEEARERNNBER T HREMERSRBEE , B RFEETH,

HEER £ MO REK , EEXLTARNBENTRBBMELR . N TEMRBERS , £
BRBNESEN , AET LA ENFENLERS. NEREMENEE. LWURERENRE
FAMEREAE , KEENRINEHERE. IRBBFEEAERERNVNLE, EREEZNVHES
B, WRERNWTANERR , HEERBRSHEELESTIEN , EHMEGHRTREALHER.
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- NAFEHENRAARR R NRIPEGER, XUTERSENVEBRBREBENEISHREEFERE , N
ENSBREBBERFTZ.
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a2.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_example-tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-editor.html
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- EEXNHBERPEHERN  ZBLETE2, SRMLSEHAMRNRZERESSHRK,

« ZMERBANGF BRERF EHEEEXNZETHMRA.

« TEMRITHREFRPEFEREFE K TERB-EFSDRER,

B XMRESKENFL RALBESREHRES XL ARZHER , e EETERNRAES R
MiEEERE, TREEENATRE, K2, W8, BENRENER, EESRLEHBERNIER
T, EAUNRAT, ERFREARSHENAHRENTEE, X ERRLIRAAEREERA
ERBMANREN , XEETHERTER,

ERBIXHBEEIROEATRENRRESR : &
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BERIEHRBER I K EHERIPEHERN , SRIVDXBER. B, BETFEARELFTEN
BEHREERD (W2F, A, FRENZR ) A MEEBEFFENLEBEXERE, ETKR, REHK
BHBERRELBENRELR, RNBWWEFHRES FIMESTERN AWS K5, EAKRSE
HREE ( SCP ) RIRHIENBBEHBMER I RPN RS MIRE, XH , ERALGEBANREL
F, APITRERERE,

EXfRELRE , RERERRMERDREEINRFEHER, SERTBSBEMR,EH T
FERNREREK , RENE, HREFNMFITSHEXEHER, ERRXRATELCIERLERAR , K
R EBENHBERD . MARFASHENESRAERS  ACERI DL PNA -BBERENT

o

BB RN AR R R RN AN, BERAAHERANBBNRL  EREFENERRES
KPR, REIHENERFZHER, EMRENBERPEGBEFSHAIITIEN, MENEEE
Ro WA, BFRZEZRMBEHAF , AT THRBFESRXSRREELENFRF BB BEESEANR
£

KHES TR

1. BE TR P BIEN 2 X MBRBERI
2. REBNMRANBELR , ABEENITHE,

3. (M E X Wiz HER , XERFBEREERR. WE. Fif., BFEARBEIRXRBAERNVHE
TEI,

4. TEEELBER TREZEBRRBERINER , AINRATEEIERL.
5. B M2 BB E R RRE IR HE .
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-at-rest.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
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IR

MRBIESRE -
+ PERF03-BP01 FAKESEEE I RIMFEMEERN T AHEFEME
+ COST04-BP05 #1THIEE KB

MR -

Data Classification whitepaper

Best Practices for Security, Identify, & Compliance

AWS KMS Best Practices

Encryption best practices and features for AWS services

MR

» Building a serverless tokenization solution to mask sensitive data

* How to use tokenization to improve data security and reduce audit scope

HxIE :

+ AWS Key Management Service ( AWS KMS )

* AWS CloudHSM

* AWS Organizations

SEC07-BP03 BahiR Bl 43

Ba0iRB M2 R BIER B T KB EBWBERERE. /A3 LRRRMEEAN TN, AIREANHE
MREHXEL

HEER SRR RIEACH I RMULERKE , RRIIREAELNEHERE. B3 TENRSALY
TERNBIENBBMERFNH NS K, BHCERERE TRFEERTE | ERUBIEREN
RERBHN BN FHEILE , FREER , MR RE R ERERE,

FAREER
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=*all&awsf.methodology=*all
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://aws.amazon.com/blogs/compute/building-a-serverless-tokenization-solution-to-mask-sensitive-data/
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https://aws.amazon.com/s3/
https://aws.amazon.com/macie/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
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https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.htm
https://docs.aws.amazon.com/Amazon/latest/logs/mask-sensitive-log-data.html
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* AWS Glue: Detect and process sensitive data

» Using managed data identifiers in Amazon SNS

* Amazon CloudWatch Logs: Help protect sensitive log data with masking
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* Enabling data classification for Amazon RDS database with Macie

» Detecting sensitive data in DynamoDB with Macie
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https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.html
https://docs.aws.amazon.com/Amazon/latest/logs/mask-sensitive-log-data.html
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https://aws.amazon.com/blogs/security/detecting-sensitive-data-in-dynamodb-with-macie/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
https://aws.amazon.com/glue/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/ebs/data-lifecycle-manager/
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https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/dynamodb/
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» Data Classification Whitepaper

* AWS Blueprint for Ransomware Defense

* DevOps Guidance: Improve traceability with data provenance tracking
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* How to protect sensitive data for its entire lifecycle in AWS

» Build data lineage for data lakes using AWS Glue, Amazon Neptune, and Spline
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* AWS Backup

* Amazon Data Lifecycle Manager

* AWS Identity and Access Management Access Analyzer
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https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a4.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://d1.awsstatic.com/whitepapers/compliance/AWS-Blueprint-for-Ransomware-Defense.pdf
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.dlm.8-improve-traceability-with-data-provenance-tracking.html
https://aws.amazon.com/blogs/security/how-to-protect-sensitive-data-for-its-entire-lifecycle-in-aws/
https://aws.amazon.com/blogs/big-data/build-data-lineage-for-data-lakes-using-aws-glue-amazon-neptune-and-spline/
https://aws.amazon.com/backup/
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/iam/access-analyzer/
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https://aws.amazon.com/kms/features/#integration
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html#app-kms
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/blogs/security/demystifying-kms-keys-operations-bring-your-own-key-byok-custom-key-store-and-ciphertext-portability/
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
https://www.youtube.com/watch?v=lD34wbc7KNA
https://catalog.workshops.aws/advkmsaccess/en-US/introduction

TEMXE AWS Well-Architected Framework
« TEEMFRNBZRHANER,

« RINEEEFHEE,

- WAAREERARNMNZERS  MAERBIEAE, RKEND K,

EARABUXMREXRERNBERTRENNBRER : §
ENii=ESs

FINBRARFE THEREPNBIED R, IXNBEERENSFEELENMERAR |, XHTEHE
FTHESTRABR (ESHSEC07-BP01 THRENBIESIRETE) .

AWS Key Management Service ( AWS KMS ) 5% AWS [RFEK , FMEZEBRSHEEMEL, Bl
#n , £ Amazon Simple Storage Service ( Amazon S3 ) |, WA LA F#MIREIRIANE , LLEZIMN
BN R, £H AWSKMS B , HZERFENHRBEHITZENEG. BIAFMBRSEHH AWS KMS
ZAH AWS RREHTEEBENER. NTEENKENEZARTEAFTRNBBEIE , FZREAH
EFEBXEEEZ (CMK) , BALTELES CMK , SIEEN £ HZRPREHE TGN R EE,

4, Amazon Elastic Compute Cloud ( Amazon EC2 ) 1 Amazon S3 X #F&i31& B BRI\ IR K58
#Hn, @ LAER AWS Config Ml B RELZREMHER TR , 43 Amazon Elastic Block
Store ( Amazon EBS ) #&. Amazon Relational Database Service ( Amazon RDS ) 3= 4I#] Amazon
S3 FHEM.

AWS R E IR MBIED , FRERENRELEI 2o XN BTEHITMNE, AWS Encryption
SDK Rt 7T —fERAEH NENBEHITMEN T E. BRMHTEZRP , AWS Encryption SDK 7
CMZNEINRBENRER —ME—HEZRR, IREERENLBEFBEHRELER (HSM) | &

Z 8 AWS CloudHSM, AWS CloudHSM &I EiBi FIPS 140-2 Level 3 WiFA HSM L4 K., &
AMEENZ 4. AWS CloudHSM I —&FEARFIBFRFATERIERM AV (CA) WA
F40 , AR A Oracle BIEER RIEPLHIEMSE ( TDE ) o AWS CloudHSM EFimFHr & TE TR EHH
R FEEAESHIE LA AWS 28], ERFHE AWS CloudHSM FH Z 40X & P um Bk @ 33t 17 00
%, Amazon DynamoDB Encryption Client XE & A £ 4$ 51 B L 4& E| DynamoDB k2 &l , X T B # 1T
mEMLAE,

KHES TR

« X Amazon S3 FR&ISEREERAS IR : SEHE Amazon S3 FEBEIAINE,

RNEFH Amazon EBS BEEERIANE : I8EMBEFEIZER Amazon EBS BELUMZEF N GIE |, Hik
BERA AWS 2 EHHRIARAREEN R,

SEC08-BP02 52 il 3K e 8375 fn & 123


https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/aws-crypto-tools
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://aws.amazon.com/kms
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/blogs/aws/new-opt-in-to-default-encryption-for-new-ebs-volumes/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/guardduty/latest/ug/s3-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/back-up-data.html
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/disaster-recovery/
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« AWS re:Invent 2023 - Implement proactive data protection using Amazon EBS snapshots
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-encrypt-existing-and-new-amazon-ebs-volumes.html
https://docs.aws.amazon.com/whitepapers/latest/ransomware-risk-management-on-aws-using-nist-csf/ransomware-risk-management-on-aws-using-nist-csf.html
https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/storage/automate-and-centrally-manage-data-protection-for-amazon-s3-with-aws-backup/
https://www.youtube.com/watch?v=d7C6XsUnmHc
https://www.youtube.com/watch?v=OkaGvr3xYNk
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/aws-cloudformation/aws-guard-rules-registry
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/latest/UserGuide/access-analyzer-resources.html#access-analyzer-s3
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/intro-managing-access-s3-resources.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-s3-amazon-cloudfront-a-match-made-in-the-cloud/
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/deploy-a-react-based-single-page-application-to-amazon-s3-and-cloudfront.html
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https://youtu.be/Y1hE1Nkcxs8
https://aws.amazon.com/privatelink/
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCtIntro.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html
https://aws.amazon.com/blogs/security/how-to-host-and-manage-an-entire-private-certificate-infrastructure-in-aws/
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https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-best-practices.html
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://www.youtube.com/watch?v=XrrdyplT3PE
https://catalog.workshops.aws/certificatemanager/en-US/introduction
https://iot-device-management.workshop.aws/en/
https://github.com/cert-manager/aws-privateca-issuer
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/private-ca/
https://docs.aws.amazon.com/index.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/access-management-overview.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
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» Evaluating access control methods to secure Amazon API Gateway APIs

» Configuring mutual TLS authentication for a REST API

* How to secure API Gateway HTTP endpoints with JWT authorizer

Authorizing direct calls to AWS services using AWS loT Core credential provider

AWS Security Incident Response Guide

FESR LA

* AWS re:invent 2022: Introducing VPC Lattice
* AWS re:invent 2020: Serverless API authentication for HTTP APls on AWS

xR RE

* Amazon VPC Lattice Workshop

» Zero-Trust Episode 1 — The Phantom Service Perimeter workshop
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https://aws.amazon.com/blogs/compute/evaluating-access-control-methods-to-secure-amazon-api-gateway-apis/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://aws.amazon.com/blogs/security/how-to-secure-api-gateway-http-endpoints-with-jwt-authorizer/
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://www.youtube.com/watch?v=fRjD1JI0H5w
https://www.youtube.com/watch?v=AW4kvUkUKZ0
https://catalog.us-east-1.prod.workshops.aws/workshops/9e543f60-e409-43d4-b37f-78ff3e1a07f5/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US

ZEMITE AWS Well-Architected Framework

I

BI6EK A BB TP MR M M R R e | BV AR L RSKENEIRIBN RS B4 H BB R LB A RER
KEFIE, BHER TESRAEZBEANESHRERARMERT. NRBEHTREE. BEFFRER
IEAFETRARE D EANRIFPRENED, EREBHRECHBRMAXTEMBRNRBIIM ,
REESXGFRAERRITEARACRS , XN THREEENREH FKRRER %L S5+,

£

- AWS SR EA S E
- EIARIMIRIT A 5

© HEE

—_———

I

. E

- EHREY

AWS B4R &N T H

ALANWFIE AWS AF BN Z2EAMNREEEARNTH , AT AR T B U{AEK R $F]
B, HF. BIFNELEXNTRINZEHENITEXREE , FEELETRRENREEHZAER
K. mmAINE4AENITTRINERR &, SEM B4FEEHHE AWS FF.

ETHHEPNENTE , BERUTHEHR

- EE . ULENWEHERNERA A, MERE AWS RGN ES | FERB RN | HiE
KN VENTENSRSAEEIANHRNR, i ENEIAINEHCLN AN EZLENITS
FH, LR ER - B BAL

- EZE BB NIST WEHRNH BN Z2B4NEESA4REUTS R, 247, 25, RERAR
£,

- BHEEDY NEZEBEH4AEMNERH#TIER  URERENERY , NIBRMBAEFREBESMN
B, AR -—FSREXR. BLFANEHFREIE , FHBEEEDERANESN

TEERTXESENRE  SHEREIN NIST SABMEREH -3, BRESERN, o4, 2
#, RERAIKE

AWS E 41 R 139



ZeMIE AWS Well-Architected Framework

1]
P

&

N

sl ARER
PLp FEER

AWS B4R &5 TH

\//
EWRIR T B AR

REEM4ERMA —RFREMHE (510 (NIST SP 800-61 it EHl L2 E4E40EIERE) P E LAY FRLETR
RN ) KREN , ERNBMBE T EXILEESRETN LTS EHTNAXNSEERITER

- BUMMBS . SREEXTG, ZEBRRNARGSEE , DBESHBABE R, —LEHENBR
BREZHNEHEE, REIEWHRER, RFLENEWE, REFNCAREHRE , UARELEM
SRR B,

- MASHRITEA : i ( BE4AMBENRE ) KEBAER,

- THERBENFTENILRE . BIEHAES, BR RENEMGIIEANEEERE-IMEPHNBAE
R/, RREXLEAR., EANRE, THRENRERBEXENS. EFETHECHER T HLE
B RAEREREXLERSNER, NTETETHECSHINE | BEATUERARE,

- FREFSENS  NRZ2RETHRTENEEH R  BATRIAFEAELSNEEENNE
RBEUABBRZER , MAERIEE, MRAXUAEREFEERE , FRREENHENRESERN ALY
BN RARREZ R E .

RAEBEAFL : HRBELHAABHEEREN , BYNSE , UEFCA AN ELSFR 1T M
B, XTEFCEREFRNILE. EXIBRASEH , FAAIE,

« BRI ENBRER . REUCHAARANTEZNAT RESRITERIMEE, KEAJES

MYERT Y R AV A RIALE | LAE Ryt 48 12 40 5 8 R o 1) Y B[R] 2=

« THARRENRE : THRERE, TERAREE , AXBITHIREEXLEZR, ELRKE
EEMARENZE S &,

=R R T B R 140


https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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1. RESHEERRAFR,
a. ERELNZLTEIKFFEEFE Incident Manager,
2. EEHREBRMBARARFENIKRR A
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* AWS Security Incident Response Guide

MR =B

* AWS customer playbook framework

* Prepare for and respond to security incidents in your AWS environment

HXIE:

+ AWS Systems Manager Incident Manager

MR AL
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://youtu.be/8uiO0Z5meCs
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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* Amazon's approach to security during development
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https:/www.youtube.com/watch?v=NeR7FhHqDGQ
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-does-general-data-protection-regulation-gdpr-govern_en
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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https://aws.amazon.com/premiumsupport/
https://console.aws.amazon.com/support
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#accessing-support
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://aws.amazon.com/shield/
https://aws.amazon.com/shield/features/
https://aws.amazon.com/managed-services/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf

ZEMITE AWS Well-Architected Framework

SEC10-BP03 /& & Bt &

HEREZEEMHZE , AUERNBRERIRIFLZEEHFELF,
REVXMRERKRNBEATRENNRLSSE :

RS A MBUENEEZE AT AWS, BXIFRE AWS Cloud P #EBEUETHEERN X BEER , S H AWS
Cloud ¥ B BUIE A & IR R K B o

REFBUENEN AWS IKFEHJE , BEEAT OB ERERMT AIFIES EZRENRR

- g WREEMASH AWS AR, Bl AWS CloudTrail, AWS Config, VPC 5 B &M EHE A7,
WEZ A AWS BRIRNIRIR, EOMNFEE (0REF ),

- BE . BIREIRATFUEXEEREEREINVEHE.

- o DITBREINRE  UETREFANFTEEL,

- A BRESTHERBHBES.

HERBUERR

AWS Organizations BB T#&E AWS BENEKNT R , EFEEMEE AWS IF3E, AWS AR
QXEESEH AWS IKF | XHEEREBIXLERFEN—NETHTEE, AUAERAHLIENY (OU)
HRFoHEE -8 | UEEN—NETRHITEE,

NFEHEN , AE—NXSSHEAIHEEN AWS IKF 4 (23 ££ OU M BUE OU ) £REH
Bl. B2 OUH , BNZEEUTIKS .

- BEFY  FESRASINBRARE BEEFH AWS K-,
- R2T R FReBFETEZTLTE AWS K F, KKFUALZ2BRSNEREER FMET,

EHGE OU /|, B BUAR S —BUEKF, , bR BEENESMNXEREKS , E4FRT
B HREESENLSNEEER, IRANSNINXELE-—NEUEKS , AT MELEEZXIEZ
ABIE AWS BIR , BERFRHEESZIEMPXFHH XK, Hlm , mREIIEUS East (N. Virginia)
Region (us-east-1) # US West (Oregon) ( us-west-2 ) iE& , BBALFHEEUE OU FHBAHAN
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https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-forensics-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-b-incident-response-resources.html#forensic-resources
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-incident-response-and-forensics.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://github.com/awslabs/aws-automated-incident-response-and-forensics
https://docs.aws.amazon.com/solutions/latest/automated-forensics-orchestrator-for-amazon-ec2/welcome.html
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/visibility-and-alerting.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks-workshop
https://github.com/aws-samples/aws-incident-response-playbooks
https://catalog.workshops.aws/incident-response-jupyter/en-US
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https://docs.aws.amazon.com/identity/federation/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html

ZEMITE AWS Well-Architected Framework

BEUBBRR ITRESHMBIN , UAREERUTESHNHEZ RPREBFRNE. T XFHEE,
ABIE—NMTHFM , RIEIRESETANZ 2K, FIEEHmE AR AWS Identity and Access
Management A7 , MAREIEAMENKSFNRIERE[ESF (SSO ) BRAREE M, &
NI EELNEECHWIBEK, . KB EXSAEM 220K NSESFHRIE (MFA) ., MRE
I8 R 1T FAMXEEX AWS Management ConsoleBJi5RIAPR , MAFLFREBH B4 , HEN
REEIEAFCIRIGRZEH. TUAER IAM KRS E KB ( SCP , Service Control Policy ) #
THEE , 0 AWS R BESSE (EATF AWS Organizations SCP ) TR, F AL £ H bk
FHRRASHERAS , TFRERHAENER,

EEMHLERE , TRFZEQHMEASBIIABARRTFHRANR , AXFRAE, IRBIREED. £X
MIEAT , AALEARNERINTHFERNS , HELTEE—NRE , BRESHEREMAHER
AR5 F AR

ERREEHEENTIINESHREAEHNER  EXEEN—KZ , NEBENAEN IAM AP K
FREARZBRE  FEFTEMR AWS IKF BRAF |, BRIE BEESERIHEM. IRFERA
Pl EERSH IAM BRRRATA ) | FEARMNREN T ANT FHRRIEARA
Z A MFA T AT AT A,

BEHEANNACEE IAM F8E |, BHEEMFA IAM Access Analyzer RERETF AWS CloudTrail B&
MR, At , BEFESFKFFRAE4NNACKRTFERERRRNE , HETTaFEHR. TRE ., 2
BIE—NREE , RATERTHERE, 25, IUBHEK SRR THREEHINAR, &
BEHFLENENMTIFMREE— NN IAM R | MEERMMHITEENFTIT. ROITHFEMATAE
BREANSHRRG. BEHE,. EREFHRNBRNE M SH IR,

FERAEAMMAFKSE i AWS Ik ARAZTANEHRE IAM A6, XIFXEHEERER
NAURZEKFHRNAFRRA , HEGEXRATNERBAZHEHER MFA # TR, BEXUM
FRPEEREN IAM REESREZES G, BRIXEHEBHIE AssumeRole ERERIERTE CloudTrail A
HELHRERE  HARECREAXEABRITHEARE,

BIBNEREMHE IAM AFRKSHN IAM &€ |, LUMETE CloudTrail A EFRERWHR 441, Hltn | F
IAM W858 <USER_ID>-BREAK-GLASS# FH3F IAM A5 BREAK-GLASS-ROLE,

CloudTrail A Fi2sk AWS IKFHE APIJES) , FERZAT BiExTHERAESHRNAGHWIIRE,
BSREX , THEXBEEFHABRZARVIRE, TTUSHRBELEE Amazon CloudWatch 1E#RIFIE
%M, \MIHIE AssumeRole B4 ( 5S4 IAM A&MEX )

{ $.eventName = "AssumeRole" && $.requestParameters.roleArn =
"<INCIDENT_RESPONSE_ROLE_ARN>" && $.userIdentity.invokedBy NOT EXISTS && $.eventType !
= "AwsServiceEvent" }
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/cloudwatch/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://aws.amazon.com/blogs/security/how-do-i-protect-cross-account-access-using-mfa-2/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://youtu.be/E1NaYN_fJUo
https://www.youtube.com/watch?v=8uiO0Z5meCs
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https://www.wellarchitectedlabs.com/security/300_labs/300_incident_response_playbook_with_jupyter-aws_iam/
https://wellarchitectedlabs.com/security/300_labs/300_incident_response_with_aws_console_and_cli/
https://aws.amazon.com/detective/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html

ZEMITE AWS Well-Architected Framework

BFSHUT X TERESHMA B SICRA R

« REBHENH HEICFRR
« SEC04-BP01 BLERRS MM AEF BEIEH

J5 Pl T 2 BR 55 S ST AS TN A4 W) R

AWS RE T AYRN, FTBSFEIEE , MEMKRSTRATHEAENREBRER. EXERLE
HiE M REXN RS FIR |, FSH ZHEEE L.

X M SSHEAR 12 2R BE

EREESE AWS BRI FZRMEXRATBRZEAXENETRER , TREE. EMIX-—K, T
URARENER , IREN AWS BRIRDETEEE , AHAPEXHRBNELAKR, EAIUGERE , &
RAR, IEE. IR, LENBIEREUREEENHMIRENRRH#TD K,

RA— PR ICRRE AT BUINRIE AR | B REIRAI MR AWS BFENERELR , RRKREBE
DEALERFEAEENNE, FEETUAELEF BMNHNE. BXERICHNENEAE
B, BEZR RS AWS BF, BE , EREENETALANRENIRE, 2fF , KEFRHHmTX—
PRCREE. BXRRBMBFHTHNFAGE , BS0 £H AWS RS RBEAMIRS 25K (SCP ) 3K
i AWS B IRFRICR#E

TR
<8 Well-Architected Bx{ES2E2 -

« SEC04-BP01 B iEARS MM AEF HERICH
« SEC04-BP02 EirE LV EWREBRE, HERIMHNER

FARH -

« REBHEMNA A FICFER
- ENMNTIEEE X

MR =B

« {8 Amazon GuardDuty 1 Amazon Detective 317 & B4 F W 5
+ Security Hub #fid £

SEC10-BP06 iZBETLE 155


https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://catalog.workshops.aws/guardduty/en-US
https://catalog.workshops.aws/security-hub/en-US
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ZEMITE AWS Well-Architected Framework

BFEREMRNBETERNEEL, WTSEENENMNANS , SMELARE A UHFRMEBNTL |

Rt BT LUARM A ARERWEDRE (HINREES ) AF , RAeBERETEIRNERVELIKE
(4ORNES ) » BENRFEBESNZERAE., HRNTMBEREFEDRE, ATARESHE MM

A, —EEF AR IEERTLAES.

e B

TREEFEPHEDRE  BUEEHEBAT RS R

1. BERWESER : BERMZSNELRAKN Bir, XMERNZEIFTASEHNIAR.

2. BEXRBANBERE  BEELOFERGNEANSEE., REEGNZR | TS REMRIRE

HXE , fIAES, BEHTREFIHNATE.

3. EMNAZR : MRABREERFAT , WARFEETHENEMEN ZTR, FHMERNTAHLS

RERABENT R
4. AT EREL  RANEMRBERETFENDRALE (PETCZSNEERRSENELE

=)o, MEAANREELGBEMBREENDERR , ANKRTRUMBERGESESERHMSEHK , LK

R AR,
5. BREEEHRE (AAR)  BEMEFEHRARRANIGF, BESTHEEHARTRFENZE

BB, AAR NEEEBNAENMY , ACRARNELSAMRAIITR , LEERRAELL A ARG

REREEE

BT
RIS 3CHY
« AWS EH RIS

MR AL

« AWS XERES - RER

EERNITEABMNZ L. XRMNMEEZEEMANRERENLT. SESRUTENKR :
R, o8, #2EL RERA IRE TR AWS BIR, TRAPRAE T XL/ RN B RN HER,

157


https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://www.youtube.com/watch?v=XnfDWID_OQs
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/operations.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/establish-framework-for-learning.html
https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/d-2-lessons-learned
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https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/whitepapers/latest/public-sector-cloud-transformation/accelerating-training-the-aws-skills-guild.html
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://catalog.workshops.aws/threatmodel
https://owasp.org/www-project-top-ten/
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/codeguru/latest/bugbust-ug/what-is-aws-bugbust.html
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https://www.nist.gov/itl/ssd/software-quality-group
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/about-aws/whats-new/2023/02/code-scans-lambda-functions-amazon-inspector-preview/
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
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https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
https://docs.aws.amazon.com/codecommit/latest/userguide/monitoring-events.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
https://owasp.org/www-project-top-ten/
https://github.com/awslabs/aws-codepipeline-governance
https://catalog.us-east-1.prod.workshops.aws/workshops/66275888-6bab-4872-8c6e-ed2fe132a362/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
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https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/architecture/modernize-your-penetration-testing-architecture-on-aws-fargate/
https://aws.amazon.com/fis/
https://github.com/aws-samples/aws-codepipeline-codebuild-with-postman
https://github.com/aws-samples/automated-security-helper
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https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html
https://docs.aws.amazon.com/codecommit/latest/userguide/approval-rule-templates.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://www.youtube.com/watch?v=iX1i35H1OVw
https://catalog.workshops.aws/sec4devs
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https://aws.amazon.com/codeartifact/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/blogs/devops/tighten-your-package-security-with-codeartifact-package-origin-control-toolkit/
https://aws.amazon.com/blogs/devops/detecting-security-issues-in-logging-with-amazon-codeguru-reviewer/
https://slsa.dev/
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://www.youtube.com/watch?v=KJiCfPXOW-U
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https://www.youtube.com/watch?v=pkPkm7W6rGg
https://github.com/aws-samples/multi-region-python-package-publishing-pipeline
https://github.com/aws-samples/aws-codepipeline-publish-nodejs-modules
https://github.com/aws-samples/aws-cdk-codeartifact-pipeline-sample
https://github.com/aws-samples/aws-codeartifact-nuget-dotnet-pipelines
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/aws/new-code-signing-a-trust-and-integrity-control-for-aws-lambda/
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https://www.youtube.com/watch?v=ngnMj1zbMPY
https://catalog.us-east-1.prod.workshops.aws/workshops/954a35ee-c878-4c22-93ce-b30b25918d89/en-US
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
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https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security-best-practices.html
https://github.com/aws-solutions/aws-devops-monitoring-dashboard
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://www.youtube.com/watch?v=CBrUE6Qwfag
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https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://aws.amazon.com/architecture/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/operating-your-workload-securely.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/operating-your-workload-securely.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/preparation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/operations.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/post-incident-activity.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_establish_incident_framework.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_establish_incident_framework.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_establish_incident_framework.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/prepare.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/simulate.html
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