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4 2 AWS Well-Architected Tool ?

AWS Well-Architected Tool ( AWS WA Tool ) R=HH—TIRS , AIRH—BNWIEHEFER AWS
RESZBRNTENEL, AWS WA Tool BR AT AREFmEBEMNEmBARD N ERMEHE

. BYAE R M B R
- BERERBEMAT IO THERRNEY
. ESEULTEARTAETR. 2. BUALFER

BaT LAER AWS WA Tool |, @33 AWS Well-Architected Framework A1 #Y & {E£ St Sk ic F AN T ER
THEAE. XEFEXEREAHRAWS BRARELTBEESFESEHMISUEBRRARNVNEELRT
KM, WERNGERWIERT B SEZE , HIEHIES RSN E#HBREERT/LMT BWIR
it

BRT AWS B{ERERSN , BEATLUER BEX BN , BIEEH CHREKBERNTEN THERE, BT
ESEFEELHNPRETEHRANAZ , KEFPTERELLNEEFTRORE. BELHN
BT AWS BIfTiRENES.

5 AWS Trusted Advisor #1 AWS Service Catalog AppRegistry 525 B T & E B\ it X T E1 2 Well-
Architected ®# RIBFTERE B

ARFSERTSEERFTRAELNWAL , SINBEFEREARE (CTO) .. WM, FEARMEZEHARK
R, AWS EFfEH AWS WA Tool SRiIERHEEN, BHFREAMUEURTHNEEHEEATREAS
RERES .
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AWS Well-Architected Framework 188 T —RFEXEE | LB THENMNERLNARIFEERR
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HRIT TN , BFREENLSFTREXEIE CEBITNE. XELFREEHTHEHIIENT
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- EEMIERTROERNTREGEHY (&I, WL, EENEF ) PRETERB BT,

o FENGRMT —MITERSEN R A SR TR 2R F B E SR FE,

BRT AWS RREMZTI , BE A GIRFERA BN , REFERASERAZHIIN,
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AT AWS Well-Architected Tool

AT N A WAFF R EER AWS WA Tool,

F&:

- MAF, BAZASRMIERER AWS WA Tool
- BUEXRHT AWS REMN X

- EMTHENE

- BRIEAE

- REEEHR

mAF., BAmAEREEBRNE AWS WA Tool

UL S]RE |, SR T IHRER AWS WA Tool,

R E R AWS WA Tool

1. ERMEHEANR , ERENAF, ARASRMNNE :
- A MBEA AWS IAM Identity Center :

BIENRES, & (AWS IAM Identity Center AAF1EE) HEIE N REM HBHITERE,
- BEESHREEE IAM FREENAF

UEERATEORSRIENAR, R (AM AFER) PAE=75hRH‘EEA® (&K
SSGKIE ) WA ITRAE,

- IAM AP :
- HIEENAFTUEENAE, BR (AM BFERE) F1 IAM AF 62 A 0N HARTR
=

« (THESER ) MRBEZMMIAFIFAFRMBAFE, 28 (AM AFER) $O
AP RIAR (#2515 ) PERBAHRITIRE,
2. EFFTTLEHIMN , iHF WellArchitectedConsoleFullAccess IEE R KN AFTHRER A G,

TLFENRATFERARITHOFERE AWS WA Tool, EXTERS. BRI EARK. EF
THERE., ERTHENE, HETHERE, tIBAEHITUARAT B E SR AT FE Z it 7R
PR,

R E T EAR AWS WA Tool
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3. EEFRIFHENE , 51 WellArchitectedConsoleReadOnlyAccess FEE R R #E R TR E
A, EELHABHERAREEETERR.

EXRXLERBNEZEER |, HSHAWS WIEE R AWS Well-Architected Tool,

BUEXNHEE AWS IRSH 28

BUE A Q1 R AR AWS WA Tool AFINERXALNLNNEES , NTTERMMEZEIR ( BXthe
section called “7£ AWS Organizations HEUVERBERZ"EZER , FSH ) . BUE Discovery X#HF4
MAWS Trusted AdvisorAWS Service Catalog AppRegistry, FFX IR ( a0 AppRegistry HRES
) AWS CloudFormation 1% ) FIRERFE , AR BIEE 2 ¥0 it & T EIE Well-Architected & ] 7]
BRENER , HEXNIEAREEFIKE, Trusted Advisor

BUEXTF AWS Organizations Discovery B X #5#E Discovery X2 BaI N ENKF 012 — N5k
SHXNAE,

EFF BN EA AWS WA Tool AILE2RENRFHXEF , FSME RE"

1. EMNHUREFEE AWS Organizations , iF3FF “BE AWS Organizations X1,
2. FFEBUE Discovery X , NHE AWS RFMERKEREE.

3. EREFACNRUEERSHEXRAGNRIFEXRER,

4. BEBRRFRE.

AppRegistry A TERBBUE
£/ AppRegistry 2 1% , B AWS usiness Hl Enterprise Support &P B AR THEABBIEE.

8% Discovery X578 H AppRegistry SHTHSHIM B K TEAE <BKET , #FS AWS WA Tool Bl —
MEESEENEMAE, PN THRIEEEA AppRegistry @& TEAH ARN, THEAFEBHURESTHE
MK XL,

- JFJ/3 Discovery X5 , S5 THEABRETILER , BHARSEH.

- X Discovery X¥rxHNAEREMNITERAE P MBRET , M AWS Service Catalog il B TE S £k
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MRIEZE AppRegistry B AR FIR s MNP IREVEHE Trusted Advisor , IR THEAEBRREELIRE
H AppRegistrySi £ 3B, & Hthe section called “ Trusted Advisor £ IAM HEUE ISR , N ELNN
AEFFHRERRNFEKFCIEAR,

AWS Trusted Advisor N T{E&BUE

5/ &R AWS Trusted Advisor 2A[3%&R) , XIF AWS Bl Fdl FiEEP | AIlRIEASEBE. &
X Trusted Advisor FUYEVERIZEH AWS WA Tool , {BE 7 ## Trusted Advisor EMi¥1E , 23 Su
AWS pport Plan s,

R TS EIBSE Trusted Advisor
1. EBUE Trusted Advisor , TERBFAEE T LAERA AWS WA Tool EIIE TENE , SiEET
R EN TR REIBHFNW ITERE,

2. 1£ “MF ID” =B Trusted Advisor FHRIAERAWK, ID , £ ‘“NARF FRIPEBR—INNAERF
ARN , EERHEEFEEHITEE. Trusted Advisor

3. 7E AWS Trusted Advisor Z7 , 1EFBUE Trusted Advisor,
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4.

Account |Ds - optional

Type the IDs of the AWS accounts your workload spans across Trusted Advisor checks *

111122223333

AWS Trusted Advisor provides
recommendations that help you
follow AWS best practices. Trusted
e Advisor evaluates your account by
Specify up to 100 unigue account 10s separated by commas using checks. These checks identify
ways to optimize your AWS

Application - optional Info

i . infrastructure, improve security
An application s a custom collection of resources, metadata, and tags that performs a function to deliver business value. Your application's Amazon Resource

Wame [ARN] is 2 unique Identifier far an AWS resource, which ks maintained by AppRegistry. and performance, reduce costs, and
. v = maonitor service guotas. You can
arn:aws:servicecatalogius-west-2: 1 22223333 fapplication,/FEsEEHRRE v
then follow the recommendations

to optimize your services and
Architectural design - aptional
A link e your architectural design

Industry type - optional Trusted Advisor documentation [

resources. Activating Trusted

Advisor support aids worklead
| reviews by providing automated

The URL can be up ta 2048 characters and must begin with one of the follow protocals: [http, https, fopl. 2048 characters remaining context for supparted questions.

The industry that your workload Is associztad with

| Choose an industry type v |

Industry - optional
The category within your industry that your workload Is assoclated with

Choose a industry

AWS Trusted Advisor - new

AWS Trusted Advisar |nfo
Trusted Advisor uses infarmation from your AWS Reglons and account IDs entered above to ald workload reviews, providing you autemated context for supportad
guestions.

Activate Trusted Advisar

Resource definition
Choose how resources are selected for Trusted Advisor checks.

AppReglstry v |

Additional setup needed View AWS documentation [4 |
To pull Trusted Advisor data from other accounts, grant permissions to the AWS
Well-Architected Tool to access Trusted Advisor data.

BRA TEASBUER Trusted Advisor , 2 E RF0IE IAM REACHNEH, EREENRELE
T~ IAM BENR, BALE IAM FEFEACEHUK B3I N ZCIZMNNRMEFEXRK JSON, Bl
BAGE , NTFREBUE Trusted Advisor WI{ERE , NEREEF/IZEEA.,
ERBEMLTHIRSY , BRLLERTEARTBTESL L. AppRegistryRIRESGEREN T
MEBLEBIEF AWS WA Tool IZEUEKHE , Trusted Advisor SAMEE TEAHFEFRMHES Well-
Architected SfESLERAX R RVRSKRE,

THEARABE-TEAZEBAKS ID EXHETERES AWS XiF FEE.

AppRegistry— TR HE TEAFREE AppRegistry B ARF P FEMNER ( Hlan AWS
CloudFormation 4% ) & %o

E1E805E Trusted Advisor
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28 — TEASAITEAETEHIERN AppRegistry BIRE Lo
6. ﬁjﬁ%?—i&o

7. FF Well-A AWS rchitected Framework M TEHN T/ER R , ARIER “EX IT/ERE”, Trusted
Advisor & Z{X 5 Well-Architect AWS ed Framework #83<Ex , SE ML T X,

Trusted Advisor EFTE IAM HREIZEH A& AWS WA Tool EHREEIE. BN ITEARFREE L

BIAM Af, B2 , EEF Trusted Advisor 58, TR LXK WA EEA4MATE 1AM
HOEAE  BEXESZEAGE , BSH???. WREABTEE , W AWS WA Tool Fo3EIREVZIK -

# Trusted Advisor {5 B} & RiE iR,

A X7 AWS Ildentity and Access Management (IAM) R RIEZABNEZER |, ESR IAM AFE
M AWS RE (BFE) fIRAE,

1£ IAM R Trusted Advisor h TET £E0E

(® Note

TEREFTE & MTE A2 TE Trusted Advisor Ak 2 81 H ik 7 #0E Discovery X #F, %2 H
5& Discovery XIFERIBR THEABMEEMENAC., NABHMXEREKFEAUTIER,

CBUE N TR BKIK BT E & Trusted Advisor AMTE IAM FRIE A EFEEEE P Trusted
Advisor £ & AWS WA Tool,

£ IAM a2 A€ AWS WA Tool SAMFFREVE B Trusted Advisor

1. &3 AWS Management Console J3TFF IAM #2&|& , Mtk Fhttps://console.aws.amazon.com/
iam/,

2. EIAMBHIANSMERED , ERAC  REEFMEAR,

3. WFAERMFRE  EFHENEERE.

4, FUTHENEERBEH FRIEE IAM 24H A58 JSON ZBRF , M TR R. &
WORKLOAD OWNER_ACCOUNT_ID BN THEMEFTEENKS ID , REERBRT—5,

{
"Version": "2012-10-17",
"Statement": [

{

1EE80E Trusted Advisor 7
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"Effect": "Allow",
"Principal": {

"Service": "wellarchitected.amazonaws.com"

iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "WORKLOAD_OWNER_ACCOUNT_ID"

1,
"ArnEquals": {

"aws:SourceArn":

"arn:aws:wellarchitected: * :WORKLOAD_OWNER_ACCOUNT_ID:workload/*"

}

Custom trust policy

Create a custom trust policy to enable others to perform actions in this account.

il o &8
2 "Version": "2012-10-17",
3~  "Statement": [
4-
5 "Effect": "Allow",
6~ "Principal”: {
7 “Service": "wellarchitected.amazonaws.com"
8 13
9 “Action": "sts:AssumeRole",
1@ - "Condition": {
11- "StringEquals”: {
“aws: SourceAccount”: "111122223333"
13 13
14 - “ArnEquals”: {
15 “aws:SourceArn”: "arn:aws:wellarchitected:®:111122223333:workload/*"
16 }
17 ¥
18 ¥
g 1
20 1}

4 Add new statement

JSON Ln12,Col 3

(@ Note
HIE A9 B E UEERBR SRR

Edit statement Remove

1. Add actions for STS

Q I’-'Cr" actions

All actions (sts:)

Access level - read or write
AssumeRale §)

AssumeRoleWithSAML €
AssumeRoleWithWebldentity §)
DecodeAuthorizationMessage €)
GetAccessKeylnfo €)
GetCallerldentity €)
GetFederationToken €}
GetServiceBearerToken €)
GetSessionToken )
SetSourceldentity )

2. Add a principal Add

3. Add a condition (optional) Add

Preview external access

Cancel m

£"arn:aws:wellarchitected: * : WORKLOAD_OWNER_ACCOUNT_ID:workload/

E1E805E Trusted Advisor
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O XR—NERAZYG XA ZAGUUATIERBFMEENE IER
#Ho aws:sourceArn AWS WA Tool B2 , AT U RISEE 4/ E4SERN TERE ARN
H—HITERE ARN. BEEEZ/ ARN |, BHS U T ROIMSERE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "wellarchitected.amazonaws.com"

1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "WORKLOAD_OWNER_ACCOUNT_ID"

iy
"ArnEquals": {
"aws:SourceArn": [

"arn:aws:wellarchitected:REGION:WORKLOAD_OWNER_ACCOUNT_ID:workload/
WORKLOAD_ID_1",

"arn:aws:wellarchitected:REGION:WORKLOAD_OWNER_ACCOUNT_ID:workload/
WORKLOAD_ID 2"
]

5. EARMNBRIEL , IINRREERAEREE LR FMNPIEEETEN AWS WA Tool X BR Trusted
Advisor, EFRBIEFRESITH —NHED,

(® Note
LA, ERSIARECIRACRBYCIZNIR , FEtIZ2ARRCERERE, EXIE
BAGHNHETERETAG  REMNRIET BRI R T A5 &R PikF 6l 2 R EK R
B o

1EE80E Trusted Advisor 9
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6. FUTNRFEHEEHIFHIENEE JSON FE&H, £ Resource ARN A | I’ YOUR_ACCOUNT_ID &
BRRAEECHKF, ID, EEXKEHES (*) , REERT—F: 7%,

BX ARN XN FHER , HSH AWS — RS EEBFH Amazon Resource Name (ARN),

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeCheckRefreshStatuses",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeRiskResources",
"trustedadvisor:DescribeAccount",
"trustedadvisor:DescribeRisk",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeRisks",
"trustedadvisor:DescribeCheckItems"

1,

"Resource": [

"arn:aws:trustedadvisor:*:YOUR_ACCOUNT_ID:checks/*"

}

7. HWRE Trusted Advisor h THEAFHEIE H BB IFRE IR E N AppRegistrys £2B , M 7E i N E
ZIEREE AppRegistry N AR A RIRWFTE itk 7 ZRATURF A T AR BRAREIHE Trusted
Advisor BEHIXREKEEH,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "DiscoveryPermissions",
"Effect": "Allow",
"Action": [

"servicecatalog:ListAssociatedResources",
"tag:GetResources",
"servicecatalog:GetApplication",
"resource-groups:ListGroupResources",
"cloudformation:DescribeStacks",

1EE80E Trusted Advisor 10
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"cloudformation:ListStackResources"

1,

"Resource": "*"

}

8. (HIE ) RIERE, &FR T—F F
9. KWEXRE K NHEEERWN , REERLIRRE,
10. EAGHNMIKRREL , ERENN G ZEVREEH , AEEET -5,

1. MARBEN , ZBAMMSAEAUTE
% : WellArchitectedRoleForTrustedAdvisor-WORKLOAD OWNER _ACCOUNT_ID , fRfg
ERNEL®, F WORKLOAD OWNER_ACCOUNT _ID BHiF TEAEMEENK, ID,

BRIZERENBER-FRIELR  BRECURAE,
12. EEFAGNXERANRER , FELMNSMESTNIREERT K ARAGHER

WellArchitectedRoleForTrustedAdvisor-WORKLOAD OWNER _ACCOUNT_ID B#n., &#
AEBAMURIINRMEEXRRREER,
Trusted Advisor h T{ES i Z H

RIS E B Trusted Advisor

AT LA AWS WA Tool B 4miE TEMRE HBUHIER “B0E Trusted Advisor ” SR{ERER TER S
Trusted AdvisorB RmE THENHENEZEER |, S Rthe section called “Y4r%E TIEME,

Trusted Advisor \HEH AWS WA Tool F&MIBRIE IAM BN AR, M IAM FRIRAGEE S
HEBERE. THEARMEESREIKFNFTE B R BRTE = et ]2 Trusted Advisor B IAM A&
AWS WA Tool , Z&E 1t AWS WA Tool 7 TEREUKE Trusted Advisor #1E,

1£ IAM I B& WwellArchitectedRoleFoxTrustedAdvisor

1. &% AWS Management Console 73 FF IAM #2#1& , Bt A https://console.aws.amazon.com/
iam/o

2. EIAMEZHENSMERT , BRAE,

3. #ZE WellArchitectedRoleForTrustedAdvisor-WORKLOAD OWNER_ACCOUNT_ID &%
BB

4. EERBR. ERHEEOF  BAZBINIKRNARER , AEBIOEERER.

IE1E80F Trusted Advisor ”


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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BXRNIAM BIBRAEHNESEER , B28 (IAM AFERE) FRIMRIER IAM BS6 (ZFE ).

EXTHERE

T—FZRENLTERR.

EN TR
1. %% AWS Management Console 37 AWS Well-Architected Tool #2#I& , MitH https:/

console.aws.amazon.com/wellarchitected/.

2. MEXREHE—IXER AWS WA Tool , EFE— MR LIRS IIEEMN T E, £ Define a
workload (EX T E) T , #%$F Define workload (& X TERE).

®E , EEMSMBE K FIERE Workloads (THEME) , AREI1EEF Define workload (EX TR
H)o

EE T BRI AWS RSN TEAREE  BERATAL AWS FEXEHE , URN[AFEA
IXLEHIE 2

3. % Name (B%) ¥ , WA THEREB B

@ Note

BMKELANT 3 F 100 NFHzHE, ELDE=AFHREANER, THEARBHRLM
RIE—T=H, REH M, FE2BRZRIKRE,

4. 7E Description (#iR) ¥ , BATEREWER, WRAUTIE 3 Fl 250 NFRZIE,

5. 1£ Review owner (FiZ#IEE) &+ , MAREIEARTFZAEBNEIAINMIANEHR, EF4
b1t AR IRRF o

6. £ Environment AE) EH , EFE TEATRBIFE
A7 - TEAREEFIRHIET,
o AR - TEAREMESHERIZEIT.
7. 7t Regions (X&) Mo , R TR X
AWS Xigi— & —IEFE TERBANEIT AWS X L&,
JEAWS X1Fi- A TEREE T AN X AWS HEH. BRZAUEELNUES SR
HY I — X35,

MREBSENTHERE , NEERXHENED,

EM TR 12


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#roles-managingrole-deleting-console
https://console.aws.amazon.com/wellarchitected/
https://console.aws.amazon.com/wellarchitected/
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8.

10.
11.
12.
13.

14.

15.

16.

17.

18.

(A& ) K IDAEH | A SEN THERBKERN AWS IKF 9 1D, &&ZAIBHEE 100 4
LUE S 7 FRavME—K = 1D,

R Trusted Advisor E80UE , NIEAEENEMRIIKS ID MHIRENEFE Trusted Advisor, B
F £ IAM R RIZIRE Trusted Advisor ZHIER AWS WA Tool PR , S REE AWS Trusted
Advisor THEHRE,

(AL ) ENRARFER , AESZITEMEREN AWS Service Catalog AppRegistry # I N
RAEFNNARER ARN, BNMNITHEABREEEE—NARN , HENABRFMIEAEMSTN TR
_lziijzo

( ATi& ) 1£ Architectural design (R#3i%1t) & , #ARMIRITHY URL,
( A% ) £ Industry type (fTALER) R | EERESEH THEAERBKRHTILER,
( /3% ) 7£ Industry (T)k) FEH |, EBRRESEHN THEAEITIL,

( /3% ) 7£ Trusted Advisor #7 , EFEX THEMAEM Trusted Advisor RE |, BERFHE
Trusted Advisor, AJREEEX SER T MR KREMIK~#HITHI/MRE, the section called “IEFER
& Trusted Advisor B F R RIEIREN Trusted Advisor FIEH AWS WA Tool &R |, 55, M
“WREXL TH “THEARITHE 23 hH1TEE , LEX AWS WA Tool A FiZ1T Trusted
Advisor RER &R, AppRegistry

( /i ) 1£ Jira B2 , EATEAETTE TEARR BN Jra BSRE , FERBEEKRFRHIE
B, TRRFENESEIEASRBKNKFFHITIIEE. EFRIZEMBEEAWS Well-Architected
Tool E#ER | BSHEAT Jira WiEESE. N “TREFIEMRE. ‘B ITELE-F3i" M ‘BF
TERE-B3” FRBTIEERE , UM AZERSH Jira BB 4.

® Note
MREGABERFRAINRE , M ITEARFRANKSRBIN Jira BSRE.

(k) EREEHD , RINES THERBRBRNTEIRE,

BEXENESER | BSEAEH AWS WA Tool EEMRZ,
iij:¥-|:_$o

MRENCENENZHEENELR , WSAEBRIZFADR , KRG KRS,
(k) ENAREXHS RS , BEXERAAREXH. BREEXHBWREEXHSITHFER
BAHXRE , AR EBEENHREBEEX . BET—F,

SERSE R Tl TAERBN R, — D TERBBSTLURM 20 M. BXES AWS Bk 0%
& ESEEL,

EXTHERE 13


https://docs.aws.amazon.com/wellarchitected/latest/userguide/activate-ta-for-workload.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/activate-ta-for-workload.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/intro-app-registry.html
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BRAALUMBELEL (BB EEHAENRLAWS K ). BLER (FMBEAFETRAB
AWS BE &k ) M EPHITIER,

® Note
MREEHRVNEZEENLFN , REXEEEHEZNAENEIN , MBENLHTHDNZE,

© &H=H
R/ AR AWS B P Sk o2 ESR G | BRRERIARMAHF EH &
HENEHRIET AWS EF PR EXLHNE=FTRR,

19. %#% Define workload (E X TR H).

MRENDVFEWENZHIEENELTR , WATEE L TR B R RZE &

PRI ERE
EMTHENSFE , BicFZERS,
BRI EATENIRS

1. ELBRVENTIHARE , 283 —1HE , HPERTEARNLEFFHER. EF Start
reviewing (FFia® #%) AFF 48,

BN, EEMSMEEPIEEFE Workloads (THERR) , RAREFRITHEABNEBEHRUITTF TEARFE
MEERNE, % Continue reviewing (HE&EF#),

(k) MREEXHSENTEAREXEK , WEUSHERFISERERERTEARFTRK
RIBFIZR , & LA X LRI R IR TERBFZRE.

2. HENELERE-NAE, X TENAEA
a. FRAEFBHEZABDRDTERTENITHERR,

BXESES  BEREEAEERYERPHER.

. WMRRBTREATEN IR , FHiEE Question does not apply to this workload (7]
TEATFHIERR).

BRIERE 14
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BN, MBI FEERE L FI ORI RESKEK,.

MRELG A REE AR LERESKE | 1% None of these (F).

BREMABENESZES K FRRERAEERYERPHER.

b. (H&E) MR- NIEZIIBREZRTEATENIEAR , BERKETEATHIEARN
RIEREK , RARFHEHEP, NTEHPEENSKESRE  SUNERERRAREECERAESR

c. (A& ) EM Notes (EFF) ERIZEFRIBMAXNER.

flgn , BAREXFEARNMTLARBERER , HERBEPMERNRESSERNMMERES,
d. % Next (F—%) UHLEEZE T —MNAE,

NENZETHNENMNNBEE X LSRR,
3. BERTIERR Save and exit (REHEBE) UREFEXHEFIERIEAR,

EIREF RS | B D TEASIFAE S TEHILR Continue reviewing (#&F1).
TR IEATHTTE

FRIEAHRTEE=1TE%.

TR IERHRE 15
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¥ Prioritized new  (EREH

Hew do you design ;uﬂ

REL 1 - prioritized

workload to adapt to changes
in demand?

SEC 1 - pricritized
How do you incorporate and
wvalidate the security
properties of applications
throughout the design,
development, and
deplayment lifecyele?

@ REL 2 - prioritized

How do you back up data?

@ COST 1 - prioritized

How do you implement cloud

financial management?

£ PERF 1 - prioritizad
How do you evolve your
workload to take advantage

of new releases?

SEC 2 - pricritized
How do you classify your
data?

L c0sT 2 - prioritized

Hew do you decommission

resources?

SEC 3 - prioritized
How do you detect and

investigate security events?

REL 3 - prioritized
How do you use fault
solation to protect your

workload?

Well-Architected Tool > Workloads » Workload » AWS Well-Architected Framework > Review workload

AWS Well-Architected Framework e

Add a link to your architectural design
‘ (@ The answer has been updated based on lens or profile changes. X

Question Trusted Advisor checks

PERF 1. How do you evolve your workload to take advantage of new releases? Info

Ask an expert [2

When architecting workloads, there are finite oplions that you can choose from. However, over time, new technologies and approaches

become available that could improve the performance of your workload.

(D Question does not apply to this workload Info

Select from the following

nfo

Evolve workload performance over time  Info

Infa

None of these  |nfo

P Mark best practice(s) that don't apply to this workload

Notes - optional

Helpful resources

Ask an expert [2

©

ob Services YouTube Channe
e Tech Talks YouTube Channel

s YouTube Channel

Stay up-te-date on new resources and
services

Evaluate ways to improve performance as new
services, design patterns, and product offerings
become available. Determine which of these could
imprave perfarmance or increase the efficiency of
the workload through evaluation, internal

discussion, or external analysis.

Evolve workload performance over time
As an organization, use the infarmation gathered
through the evaluation process to actively drive
adaption of new services or resaurces when thay

become available.

Define a process to improve workload
performance

Define a process to evaluate new services, design
patterns, resource types, and configurations as they
become available. For example, run existing
performance tests on new instance offerings to

determine their potential to improve your workload

None of these

Choose this if your workload does not follow these

best practices.

This question dees not apply to this
workload

Disable this question if you have a business

justification.

1. ENSMERE RSN IENFAE, LELBENRBIRCHN TR, EEIMIEPLEZHRBHE R
FEERWREL,

BALBYERIEEN  RAREREEEQENRE , SMBEMAEPRRE,

(Nt ) MREEXHSEN THERBMEXRE , U AWS WA Tool EABREXHFHEERBET

FEREFEZPHBLRBE D RELLER , BERBEFCERTENLS.
ERAERELERFABRMRTEARFZRE. HRNIEREAXLERABIRPHRBEZ LS

HEEMSMERS , LRI

x

HI — PN ERAE R,

HRERPSE RYRNRE, EREMOENRESR. &F Info (BE) URBBEXMBARKE
KERNHMESR. &EF “BAETR", HEIEE I Well-Arch AWS itected B re: Post # X, AWS
AWS re: post BiLIZHE T EBM question-and-answer # X &K @, AWS M re:Post , &1 LA
KEEFR, BEEE, MAFAL, EFRNEEUARNERERNRBNERHTERR.

(k) Ef I HS I &ERBRRIEHNTER
JERE &,

, BFEERCTNER T THEABNRESEK , R

TR IERHRE 16
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AWS Well-Architected Tool AFiEm
FRAKEREDBHERAULEZEI T —NEE , BRELE—NME#E , IERFENEXRHFBRE.

3. AMEBERPERECEENERANER. &&F “BHWEXR", HREIEZIEHI Well-Arch AWS
itected B9 re: Post £t X, AWSTEXMEX S | BRI LR X FE AWSEigit, 9. B4
THERERRE,

Trusted Advisor X &

Trusted Advisor BRI TEABEBE , NESERBZDE R — P Trusted Advisor K EXRIF, 4N
REHNRESRAIRE  NEEERENBELE R~ —%BA |, HBAETHAKN Trusted Advisor B E, &
REFRELMET R Trusted Advisor BRI,

usage? Question Helpful resources X

COST 3. How do you moenitor
usage and cost? COST 5. How do you evaluate cost when you select services? info

COST 4. How do you
decommission resources?

@ Cloud products
[ Amazon 53 storage classes
25 AWS Total Cost of Ownership (TCO) Calculator

Amazon EC2, Amazon EBS, and Amazon 53 are building-block AWS services. Managed services, such as Amazon RDS and Amazon
DynamoDB, are higher level, or application level, AWS services. By selecting the appropriate building blocks and managed services, you
can optimize this workload for cest. For example, using managed services, you can reduce or remove much of your administrative and

COST 5. How do you operational overhead, freeing you to work on applications and business-related activities.
evaluate cost when you Identify organization requirements for cost
select services? P Question does not apply to this workload Info Work with team members to define the balance
between cost optimization and other pillars, such as
Select from the following performance and reliability, for this workload.
COST 6. How do you meet
cost targets when you select [] Identify organization requirements for cost |nfo
resource type, size and Analyze all components of this workload
number? ["] Analyze all components of this worklead Info Ensure every workload component is analyzed,
regardless of current size or current costs. Review
[) Perform a thorough analysis of each component - info effort should reflect potential benefit, such as

COST 7. How do you use current and projected costs.

pricing models to reduce [] select software with cost effective licensing Info
cost?

O select s of this oad to optimi in ith 2ati ot Perform a thorough analysis of each
[ select components of this workload to optimize cost in line with organization priorities Info component
COST 8. How do you plan for

data transfer charges?

Look at overall cost to the organization of each
component. Look at total cost of ownership by
factoring in cost of operations and management,
ST O D R especially when using managed services. Review
T AT effort should reflect potential benefit: for example,

time spent analyzing is proportional to component
resources? Trusted Advisor checks available - cost

To help you answer the guestion, we have automated checks that will give you more context on
COST 10. How do you what you have in your account.

[[] perform cost analysis for different usage over time Info

[_] None of these |nfo

Select software with cost effective licensing

evaluate new services?

Open source software will eliminate software

HETrusted Advisor REZRIIF L | BAIUMNFEEEXRBEIBRENEZFHMEE Trusted
Advisor , TER BV B IRE K P EE Trusted Advisor L #4EE#EE | RE THREFNE , FE L CSV XHF
RNIEUSTIRESTER Trusted Advisor B EFIRSIRE .

Trusted Advisor X Z 17
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decommission resources?

COST 5. How do you
evaluate cost when you
select services?

COST 6. How do you meet
cost targets when you select
resource type, size and
number?

COST 7. How do you use
pricing models to reduce
cost?

COST 8. How do you plan for
data transfer charges?

COST 9. How do you manage
demand, and supply
resources?

COST 10. How do you
evaluate new services?

b Sustainability @

AWS Well-Architected Framework

Add a link to your architectural design

Question Trusted Advisor checks

Best Practice: Select components of this workload to optimize
cost in line with organization priorities
Last fetched: Oct 26, 2022 1:29 AM UTC-5

¥ Download check details

© savings Plan  Info
Account statuses (&) 2

@ Amazon ElastiCache Reserved Node Optimization  |nfo

Account statuses (&) 2

(©) Amazon EC2 Reserved Instances Optimization  Info

Account statuses (&) 2

@ Amazon OpenSearch Service Reserved Instance Optimization |nfo

Account statuses (&) 2

/A Amazon Redshift Reserved Node Optimization  Info
Accountstatuses A 1 @1

@ Amazon Relational Database Service (RDS) Reserved Instance Optimization  |nfo

Account statuses () 2

Amazon Redshift Reserved Node X
Optimization

A Investigation recommended

Checks your usage of Redshift and provides
recommendations on purchase of Reserved Nodes to
help reduce costs incurred from using Redshift On-
Demand. AWS generates these recommendations by
analyzing your On-Demand usage for the past 30
days. We then simulate every combination of
reservations in the generated category of usage in
order to identify the best number of each type of
Reserved Nodes to purchase to maximize your
savings. This check cavers recommendations based
on partial upfront payment option with 1-year or 3-
year commitment. This check is not available to
accounts linked in Consolidated Billing.
Recommendations are only available for the Paying
Account.

Trusted Advisor checks reference [
Account statuses
A\ 1 Investigation recommended

© 1 No problems detected

KB ERXRFE R Trusted Advisor A ERR , EMNEREZELNREZEETLE T ZRESNKFAHE.,

BiIHIRME (L ) - Trusted Advisor B B,

BiHTEE (EB ) - Trusted Advisor & & F AT REF1EHY A&,
KRN EEZE (& ) - Trusted Advisor KRN FN & RIFR,

HRNTIE (G ) - SEHRIENRES  HINEHTRE LM TR,

BX X E Trusted Advisor RV EZER , 185 (AWS Support AFIER) FHEEZEELT,

3K Trusted Advisor X EZ B “EE AT ‘HWHRF BRPIETEXZZENEL. Ax
FE%EE , 521 (AWS Support A #8R) FAAWS Trusted Advisor B &S %,

RIFERER

LA REFERE, ERBIERTERRN LIRS,
REZRE

1. MI#ARFAEEREL , %2 Save milestone (RFERE),

REFERR 18


https://docs.aws.amazon.com/awssupport/latest/user/get-started-with-aws-trusted-advisor.html#view-check-categories
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
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2. £ Milestone name (2B EH , mAEREEENBN,

® Note

BMKELANT 3 B 100 MEFzBE. ELA=ZANFHILIBNER. ETHEAFREN
EREBEMSTERE -1, REHE M , N2BRZRIKE,

3. &ERIRF.

RiFEREEE LT EEREREPHERN TEARBE.
BEXEZER , w2 H 2,

REFERR 19
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Hiz

RHREN B AWS Well-Architected Tool 2MAFE A2 K MNE TR, WRHES HBENMAE L FMIZ
FEEHFHESNIEN TERS.

ES ]

« T, EXTHERR

« FR 2 BRIERFRE

- HW 3 wWRAEHIK
S|4 HTRENGEEE

S ELTHERRE

BE , EXN—NIENH. EXNTEHMENFEZERT, EXAHED  RINTL4BRETREREN ITE
N, BRBREFZEREN TENENEZHFMEE |, i5SH@the section called “E X TIERE,

EXTHERR

1. &% AWS Management Console 37 AWS Well-Architected Tool #2#1& , MitH https:/
console.aws.amazon.com/wellarchitected/,

(@ Note
ERTEABIRSH AP LFHHAEI AWS WA Tool#9 522 177 [F R

£ Define a workload (E X T EK) &80 , 1%3% Define workload (B XL TEHEK).

£ Name (&%5) % , % A Retail Website - North America EHN ITERZHB o
£ Description (&) ¥ , i A TERAEKRHEIR,

EHEZAEEEY  MAARIEARFTFRAENAGHNES,

ERBEESR |, BHITEABRLEEFRRAR,

BN TEARBRETERBIHEH O AWS MR EHER O

N o o bk~ w N

a. EE AWS X , RFiaRdbEi XETt THERBBIHANXE,
b. EEAFEIFAWS X , fRJ5 58 A i B3R OB A o
8. IKF ID ERFET, BZFHEM AWS IKF 52 THERBKREK,

LB EXTERE 20


https://console.aws.amazon.com/wellarchitected/
https://console.aws.amazon.com/wellarchitected/

AWS Well-Architected Tool AriEE

9.

10.
11.
12.
13.
14.
15.
16.

17.

RMARFERTED, BOALITEASEBARARE ARN,

RYEERED, FRREE S THEARKE.

Industry type (T3 ) A Industry (1T)k) ERFIEH , KAk THEARIEEEA].
Trusted Advisor #B5 R AlEH . BRI THEABIBUE Trusted Advisor .

Jira B0 RALEH . BN ITERFES Jira B2 PHKFRIRE

ERGIF , FON TEABNAERARE. EFT -5,
BABREXHLSRATMESR. BOAMTEABRNAREX S, EET—F,

FEARRGIH | S B3%EER Well-A AWS rchitected Framework 83k, %3 Define workload (&
NIHEHR) MREXEEHELTEAR,

ENTERE G |, % Start reviewing (FFIAT#) LAFFBIE K TERBHRS

2 BRIEAERS

RN TIRFIEATIRES , REL[ENBEBWell-Architecte AWS d Framework 3z 1 #9 1% E W A& /Y
BA . SHEE, T2, UTEMH., HEERER, AL TFEM,

NTFZNEAE , FNREHRBIIRFERERENRERER, MREFEEXRFEXKRNFAGE , Hi
# Info (5 8) AEANHERFEFHMEFEEMER.

% “BBEZR, WEIETIEX Well-Arch AWS itected B re: Post X, AWSTEX M EX A |, &Ba Ll

REXTHE AWS LRI, W&, FBENZE TFERARBFRZ,

S8 2 BRIEATRS 21
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¥ Operational Excellence

OPS 1. How do you
determine what your

priorities are?

OPS 2. How do you structure
your arganization to support

your business outcomes?

OPS 3. How does your
organizational culture
support your business

outcomes?

OPS 4, How do you design
your workload so that you

can understand its state?

OPS 5. How do you reduce
defects, ease remediation,
and impreve flow inta
preduction?

OPS 6, How di you mitigate
diployment risks?

OPS 7. How do you know that
you are ready to suppert a
workload?

OPS B, How da you
understand the health of
your workload?

OPS 9, How do you
understand the health of
your operations?

OPS 10, How da yeu manage
workload and operations
events?

OPS 11. How do you avolve
opearations?

1. 3%$% Next (F—2) LUB&ET

XAERREE,

2. WMBEER ‘DB EATFHIEAR 5 XEEREAH,

Well-Architected Tool
Review workload

AWS Well-Architected Framework

Add a link to your architectural design

Warkloads Retail Website AWS Well-Architected Framework

OPS 1. How do you determine what your priorities are? info Ask an expert [2

Everyone needs to understand their part in enabling business success. Have shared goals in order to set
priorities for resources. This will maximize the benefits of your efforts.

B Question does not apply to this worklesd Infa

Select frem the following

Evaluate external customer needs  |nfg
Evaluate internal customer needs  |afo
Evaluate governance raguirements  |nfo
Evaluate compliance requiremants Info
Evaluate threat landscape Info
Evaluate tradeoffs Info

Manage benefits and risks info

None of these Info

» Mark best practica(s) that don't apply to this workload

Motes - optional

2084 ch.

« rermaining

Save and exit m

Helpful resources *®

Ask an expert [4

5 AWS Support
% AWS Cloud Compliance

Evaluate external customer needs

Involve key stakeholders, including business,
development, and operations teams, to determine
where to focus efforts on external customer needs.
This will ensure that you have a tharough
understanding of the operations support that is

required to achieve your desired business outcomes.

Evaluate internal customer needs

Involve key stakeholders, including business,
development, and operations teams, whan
determining where to focus efforts on intermal
customer needs, This will ensure that you have a
thorough wnderstanding of the operations support

that is required to achieve business outcomes,

Evaluate governance requirements
Emsure that you are aware of guidelines or
ohligations defined by your organization that may

mandate or emphasize specific focus. Evaluate

internal factors, such as organization policy,

standards, and requirements, Va

date that you have

mechanisms to identify changes to governance. If no
governance requirements are identified, ansure that

wou have applied due diligence to this

determination,

Evaluate compliance requirements

Evaluate external factors, such as regulatory
compliance requirements and industry standards, to
ansure that you are aware of guidelines or

obligations that may mandate or emphasize sp

focus, If no compliance r Erments are ic

ansure that you apply due diligence to this

determination,

Evaluate threat landscape

Evaluate threats to the business (for axample,

risk and liabilities, operational

security threats) and maintain

—NEE, BUERAENERSMEE —EFRHAEEERTE

n AWS BUEFHREEESE IR

B, XEZTRENTHEARREN -T2 , BERRN TEARRTELNER,

® Note

FE , BRI HEM ARKERBRRIENTER, BFERICTER T THEREB
REXK , AREETEANRESEK. ZAUEERRAREECHFAES. I8 T
ERANRESKES LRE.

S 2 ERIEATRS

22
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None of these Info

¥ Mark best practice(s) that don't apply to this workload
If one of the best practices within this question does not apply to your workload,

you can mark it as not applicable. You can also choose a reason and provide
additional notes for documentation.

Evaluate external customer needs Info

250 characters remaining

Evaluate internal customer needs Info

Out of Scope v

Internal customer needs to be addressed in following release

190 characters remaining

Evaluate governance requirements Info

(® Note

BALABERT B LR “RE HRHREEEERE, ERFME |, HFTFF AWS WA Tool #
HAEHELNSRERFIERE “TEME.

EERTEABN BT TEASRFEAREENE.
1%$#8 Continue reviewing (#£F#) , AR SMEIEEFHMLE,

HR] 2 BRITERBENRS 23
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5. EHEAAERER , RERTEASNBENE. SANVNEEXLFMAES , EUUAEEESE
M SHEH FEE Workloads (TERE) AR TEAREHEMIXLEFMAEE

EERERITEMSBNRERE , ENRFERBA LR TEARKRE.
BEREEBHERIEASNLIRES , HFiLESERBEIHITT#HTERNEEH E.
MIERRFEAEETERITUTERE

1. EIEHNEERES  EBRREEERIRY,
2. %A Version 1.0 - initial review fENEREE T,
3. EERE.
4

BEERTHEARKRE  FARMFEAFERERRSE , e Fel2 -1 PDF X, WXHEE
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(®) High risk 3
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1. FERHITRP  EENENPNTES BRETEPH TR (Retail Website - North
America ) &

2. BEHEMETF,
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RENERKRTAENEIMECIREBERRT, KAERBEELHN , AETRFENATIHE
ﬁﬁjﬁﬁmlﬁ)ﬁ/\¥o

JITES

B E X &I B MR AR #Ro
LIREH

EIRER B E AT B B AETE .
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1. &% AWS Management Console 737 AWS Well-Architected Tool ###1& , MitH https:/
console.aws.amazon.com/wellarchitected/.
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2. EENSMBERT , EFEBELFM.

3. EFRMEBENEIN.

4. EFTEXMHLATH JSON ERXH,

5

FEREE AN X ARRERITH JSON R4 , AR RENBE LEMANEBE, XEHESE
B, A, S4ESSERA S T R85,

BXREAER  FERAMEIE. BELHHTHR/NTEEET 500 KB,
6. IEBIEFRIXAFLLEREER JSON X4,
7. (HiE) ERERRS  AINEE B ELENKRBERNIBARE.,
8. IEFREXMFE AN BE LN , RAFRREREZRRERBE LI MAHITIRE,

MR BERBRIMNTAK BENXEMH , MALLUERT —SRANEZNFFL | REEFBHAKIRE
BB E X E

MRBUFLN |, FREBELER JSON XHHERBREBRE L EHHf.

AWS WA Tool BUFZH) JSON X#/E , FHNEHENELXNEREEHENEXLH,

BIZEENENE B TERRS, YRR AEIN , ARTEFENA T IEARSEH{
AWS JHKF'/\?-O

BE— AWS IKF & Z A BB 15 N B E LH.

® RBRFH
BE2EEN BELHITPRELEN BE LT ESHRERL R~ HEM TR AHNA
BHER (PI) . MRENEELHFTREEAEHEENKSPEANBELITBIES
FWET PIl, NEFFE  BREFEAEZRLETEN P, RHZBEBRIFR , HIRE
RBWRBFENHLER R,

HibE B E AT
T 2 S

1. %&3% AWS Management Console #3TF AWS Well-Architected Tool #£#1& , MitH https:/
console.aws.amazon.com/wellarchitected/.
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2. EEMNSMERTD  &FBELHI,

3. HREEMRATERRSHEN. ZEFENERBEXEN , REEETRAR,

4. EET—HZR TR
5

(ALt ) BANETENESNEPERERERR , RARERRBESRERRNZEH X ESE
Mt Femycidtitkl. RFEER , TERMEIEHN JSON Bk Hay REEHM .

6. IEFRHTNN ARE D BESLEA.

(® Note
&t BUBE £ 632 B E L EI AT BT IR 4R R M T SR IE B TE LHIHT .

BR R B E BT
K75 B XHH

1. %% AWS Management Console 37 AWS Well-Architected Tool ##1& , MitH https:/
console.aws.amazon.com/wellarchitected/,

2. EEMNSMERS  EFBELHI,
3. EEMENBENIMN , RREERAIN.

4. EREFEHEF , @AREIELXNE AT, WEKSAEE 32 M7/, ABERETEFEH
FERMER (") o

5. &EERMBENHIM.

BEXLHME®E , eRHLTERTRS.

BENEARMETUNA T TERRRE SHM AWS Ik~ RAFE,
& B E LBV E
RAIE B AT B

1. %% AWS Management Console 37 AWS Well-Architected Tool ##1& , MitH https:/
console.aws.amazon.com/wellarchitected/,

2. EEMSMERSD , EFEBELHIH.
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3. EEAMBENAENEN , RELERRE,

4. MREEREZFEMN JSON X4 | FRBETHRXHFU TR BEXLEIMWEIR, EHEE
AR XA dmiEsrdmiE T HH JSON X |, AH#ITAENER.

5. GEREBRXMHTARENEM JSON X# , AFEFREIMML AIFHRK BELHN , RELER
R EFERERXBEEX B AT,

B E X BT HY RN EEEE 500 KB,

AWS WA Tool BiF&H JSON XHE , ZFWBENELFERE ‘BEMNEX" H | 4T “ER”
KA

6. BREEBAEMNEIN , RAEEERHIN.
7. ERERHZANERER , LRIEXAENLHMABHNERRETER, XBFRIELTAR

- BEXBITAS
« XERWH
o« FTIE. SERTAMIBRAY E)

EET— %,
8. IEEMABERMAR,
FERA
KRR EHTTEAESR. ATFEHEEXLFE L HER,
FE A RLFISIAT 9 TAE B EIIR B | & A FARA Y B SRR AT A

EFBRAERT 2B NATEABITE THERR.

IXRERRAS
RABMERIT T AMER. ATBRINER , FINE LA EH M a5,
REMAER B NATER B EXLSTE THERE.
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9. EREEBMES , MARKERNE IR, HEKSAETE 32 IMNF/F , HERRESFIN
FERMER (") o

10. SEFE R BESLEI.
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BEXBIWMABE , ©ERLTERBRS

EHENEELHNAETUARA T TEARIESHM AWS K SHAFHE,

MREHMREEMAER , WEMMA T XBIRAZATH THEAREFRIEND , SANEBHRART
A, FAALUEREAR,

REMAZEFTFENNA , MA K HE[BEH,

582 AT LLBIEE 100 MRAH) B E XS

/\? § }:EMALU*)?

WA LLEE M A AWS Ik AWS Organizations, AP MALRE A (OU) HEBELE L,

1. &% AWS Management Console 37 AWS Well-Architected Tool ###1& , MitH https:/
console.aws.amazon.com/wellarchitected/.

2. EEMNSMERSD  &FBELHI,
3. EREHEMNEENIMN A ARAEEREFRARFE.
4. EBEMFMAES WHEL K ZEAE, RRERCIBNNAFIKSFERE , LOEIMAER

Ho
5. MABRESEHEAENELNAFN 12 2 AWS IKF ID = ARN,
6. &F QR MIETEAF AWS IKF AP REELHEZRE,

BRLLERZ 300 MAEF AWS IKF AP HERAELEX.

MRERAREZZITHAZERE |, WBEFEIIH,

/A Important
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1. &% AWS Management Console 737 AWS Well-Architected Tool ###1& , MitH https:/
console.aws.amazon.com/wellarchitected/.

HEEMSMERP |, &5 EESLH.

EEREHZH A E LHI,

i EIMFAES WAL GRAE, RAREFCIENNELSIBRAE,
HOZEENHTHENEL , EREAENMELRFRR , E2@—PHZD OU BFNR.
EERCEAHEBE BN,

2

ﬂkl-

EERRHETEELHMNBERNR , NI EAEETNEHEERE,

® RB7FH
BESHMALZENERER AWS IKF |, BIRRFEHRIA AWS XORHEHE Mk - 7] SLER S
MEFISX. BIELSNE SRS FRIBREE L RX AWS IKF LI TENBEXRX |, X
L H ALK th AT RE AR5 R M EREHZM BELEL AWS K-,
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1. &% AWS Management Console 737 AWS Well-Architected Tool ###1& , MitH https:/
console.aws.amazon.com/wellarchitected/.

HEEMSMERP |, &5 EESLH.
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ERERRD , R EERE,
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1. &% AWS Management Console #3TF AWS Well-Architected Tool #£#l& , MitH https:/
console.aws.amazon.com/wellarchitected/.

2. HEEMSMERSD , EEBELHIH.
3. IEREMBRM BEHAN , RFIEFRER.
4. EEMER.

RAZIFHRE TEABESQKREEAN  SAEEELHTEHMBR , BT AREER, BELHH
TEBR R T e TR

© &FR=P
B SR AR EANEHGEL AWS K | BIFRRAEIA AWS S Gk /= T A 42
ML, EELE SR IR E Sk AWS TKP AL T B EE LSS | X
S S 2 1 T R R AR ) R B 6 0 E R LB SK AWS T

B TR RAE

HRERIFERN JSON BRNENK . FFiael2 8ELHME , TLUER THENR JSON X, &7
PUERXAHERN BENLEITOVEM , AN TEX T X, &, REKEMSEITINERLEH,
= 47 &R 7

FBHELT BELEINASHEN. XRECHBHRNEILR.

* schemaVersion : EEANBEXFNEXNRAR, AERIRE , HTOEL

* name: MBI, BHRKZALE 128 NFH,

* description : BT AR, EFZAT A G2 TEABHRRINERSHTUARERA TR
BIEAHEEN , 2EREXAR, #HRKESRSZH 2048 M7,

"schemaVersion": "2021-11-01",
"name": "Company Policy ABC",
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"description": "This lens provides a set of specific questions to assess compliance
with company policy ABC-2021 as revised on 2021/09/01.",

X AERR 7

AHDENLT EBENLZITHEXN I, YROTSUFIREYE) B ST E] Well-Architecte AWS d Framework
M, AU ENBEHNIRE  REFRERMAEZ.

RS UERENLHIMARENL 10 M,

« id: XKV ID, ID ATLAEE 3 B 128 NFRF , ARNETEFRBFENTRL () FH. XEHE
R ID M 2ME—H.
FHERY R B S BE RN TR, BEANTID
* operationalExcellence
* security
 reliability
» performance
* costOptimization

* sustainability

* name : XAEMNEI., BMHRZALE 128 NFER,

"pillars": [
{
"id": "company_Privacy",
"name": "Privacy Excellence",
},
{
"id": "company_Security",
"name": "Security",
}
]
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B B &R

AEDE LT EZEMEXHEE,

RS LAH BE LA —NAEE L 20 MNE#E,

- id: [@EK ID, ID AINAEE 3 F 128 NERKF , HENTEFBHRFNTIEL (<) 6. BEH
FFA ID HEME—,

o title : BENFE, BRKRZALE 128 N FE/,

« description: EFEMAER T RIB, HEHREKERZHN 2048 NFER.

« helpfulResource displayText : Ali&, REEXRMBHNEABGENXER, XEAKRZALUE
2048 NER, WMRIEET helpfulResource url , MHAIEE,

« helpfulResource url : A%, FiFMAtFERBEBMHN URL BIR. URL LA http:// =
https:// 7.

@ Note

FEEMRELITEAERLE Jira i, ABELEEREEB “ID” F “FrE@”,
Jira ZEIFFEAMNKENE[ QuestionID ] QuestionTitle,

"questions": [

{
"id": "privacyol",
"title": "How do you ensure HR conversations are private?",
"description": "Career and benefits discussions should occur on secure channels

only and be audited regularly for compliance.",
"helpfulResource": {
"displayText": "This is helpful text for the first question",
"url": "https://example.com/poptquest0l_help.html"
1,

"id": "privacyo2",
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"title": "Is your team following the company privacy policy?",
"description": "Our company requires customers to opt-in to data use and does
not disclose customer data to third parties either individually or in aggregate.",
"helpfulResource": {
"displayText": "This is helpful text for the second question",
"url": "https://example.com/poptquest02_help.html"
1,

IRIER 73
REDEXT 56 AR BT,

LS AN BEXEIT P —PRBEX 15 ML,

id : &K ID. ID A EE 3B 128 NFR , HENEBEFBEFHNTNEL () F/RF. SAA
BIEFRNE N RIS EM —/ ID. RNINFEN _no NIETUFHERNRBM None of these i,

« title : BIAIRE. RBHEZATUE 128 NFH.

- helpfulResource displayText : ik, RBHAXRGEIMNEREENNER, XAXKZAUE
2048 NEH, MRIEET helpfulResource url , MHMEE,

« helpfulResource url : Ak, EFMibERFIETA URL BR. URL AHUA http:// =
https:// ko

« improvementPlan displayText : RN IETI X AR, XARZZALE 2048 NFRF. K
improvementPlan &M%\ , B MNETEXIE None of these,

« improvementPlan url : Ai%., ATBAFEBhCK#A URL #IR. URL AL http:// &
https:// k.

« additionalResources type : A%, #AINFIRAIKE, {EALLE HELPFUL_RESOURCE
IMPROVEMENT_PLAN,

- additionalResources content : Ali%, NHEHREE displayText M url B, KZAL
N—MNETEEAMFAANERATRAR B NFTANSCEITTRIT A .

« displayText : Ak, HREARBREHITRAXER, XEAKZALUE 2048 NFfF. WRE
ET url , IXMIBE,

e url : A%, BRABREEHITRA URL B, URL %L http:// = https:// Fk.
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® Note
FEELEATEARRSE Jira i, EHAERABALRN "ID°, URFLEARE “F5

FANERNE[ QuestionID | ChoiceID ] ChoiceTitle,

"choices": [
{

"id": "choice_1",

"title": "Option 1",

"helpfulResource": {
"displayText": "This is helpful text for the first choice",
"url": "https://example.com/popt0@l_help.html"

.

"improvementPlan": {
"displayText": "This is text that will be shown for improvement of

this choice.",

"url": "https://example.com/popt0@l_iplan.html"

"id": "choice_2",
"title": "Option 2",
"helpfulResource": {

"displayText": "This is helpful text for the second choice",

"url": "https://example.com/hr_manual_CORP_1.pdf"
},
"improvementPlan": {

"displayText": "This is text that will be shown for improvement of

this choice.",

"url": "https://example.com/popt02_iplan_@1.html"
.
"additionalResources": [

{
"type": "HELPFUL_RESOURCE",
"content": [
{
"displayText": "This is the second set of helpful text for this
choice.",
"url": "https://example.com/hr_manual_country.html"
},
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"displayText": "This is the third set of helpful text for this
choice.",

"url": "https://example.com/hr_manual_city.html"

]
},
{
"type": "IMPROVEMENT_PLAN",
"content": [
{
"displayText": "This is additional text that will be shown for
improvement of this choice.",
"url": "https://example.com/popt02_iplan_@2.html"

},
{
"displayText": "This is the third piece of improvement plan
text.",
"url": "https://example.com/popt02_iplan_0@3.html"
}
{
"displayText": "This is the fourth piece of improvement plan
text.",
"url": "https://example.com/popt02_iplan_@4.html"
}
]
}
]
},
{
"id": "option_no",

"title": "None of these",
"helpfulResource": {

"displayText": "Choose this if your workload does not follow these best
practices.",

"url": "https://example.com/popt02_iplan_none.html"
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MBS 1 EB

AEE X T AL AT E R B R .

BERZSTUNBIRBEL=ZZARAN , FIREEFERS—5F.

 condition : M NRIBEREFRAETNHRKER , 3 default,
BANRIBEMUAE — default KEEHN,

e risk : RRESZFHHERHXK. ERESFE HIGH_RISK, MEDIUM_RISK # NO_RISK,

RBEAMNITFREE, E—MEEA true B condition FHRERIBAIKEE . KM EEH N ER
BXARMRRRD (BEERER ) WANTTE , REEDS LAIKKREX (HFEE ) AN,

g0 -
"riskRules": [
{
"condition": "choice_1 && choice_2 && choice_3",
"risk": "NO_RISK"
},
{

"condition": "((choice_1 || choice_2) && choice_3) || (!choice_1 &&
choice_3)",
"risk": "MEDIUM_RISK"

},

{
"condition": "default",
"risk": "HIGH_RISK"

}

MR FBAE =ML ( choice_1, choice_2 HMchoice_3) , MXLXEMANESHUTITRN ;

- MREFRE=ZED , WEEXEK,

o MR choice_1 = choice_2 , HAXEH choice_3 , MAFEXIE,
o WMBRKES choice_1{Bi%EHF T choice_3 , MW AFEX,

- MRFEBAXERGERR true , WHABHEK,
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ZI AT FH 4R

FEEFRESHE AWS B, ET=NRENNEREIBNTEURFTNRETERARM , Well-
Architected Framework Lensfl AWS IR EMEL B LT H, HELHEHFTRAN , AWS WA
Tool £ THRUR MBI RESRER, & AEME T 4R ERE B FMRAH Z 4T,

HENAT TEABEFEZERN BEXEINTAS THNEZMRAEN , BB TETAR
WA RTERIEATHNENE—LE :

o MU RY [R] B B A Sk Rk

« MIBRT B HEAY B RBE SR
- EXUARESRREREK

o ANHNER BR S AR

BHENNBRENESR.

(® Note
BEEZHEIAM AR FTEARARISHETRARE , BFTERE L ERAB .

BT TR

B AR R E R R Y B R ERRHUMIRANED TR EL.
RELETENTERBHATER :

%R

TEREEFZERN A o

S 3 SHe
HwRER

BRMRE, XAARTEAEIFLER,
KERHY R IR

H AT EY B o
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el

FARBEARRE,
* Not current (3E&#T) - TERBREANEFTBERIMOEERAE . BEARISHFHERAUREE
HES.

« BAAK - TEABEANETBRIREERERNITRE, FRIZ[0FBERE,
- CHIBR - THEAEERAN R S HEFREE R BRI,
158 A B9 Rl AN

ST TR FERA.
= 5 7] A B AR AR

A HFAROTATRA , WRHATERMIBER , MATE,

EARAEESITEASRKNIER | FIEFZ THEAEIHER Upgrade lens version (F AR IFFERA),
4% E #r
A LA TAE AR T TR AR A R AT,

(® Note

BTERORRIT AR, FITEABRFEFRERARIKIHETRERE , BFEERE LTRE
B EI#T.

N TR FAREN
1. EBEAREL  ERBEARZNITFEAR  REEBRARITRES. RERKTEIMNEERT HLE

W%Q‘EIQ{E;%«)

(® Note
Bt UM TEARBIRET FFEFEEETRAAR.

2. NIEABRARINH , QE-NERERREFAE TEARVRES , MRS E, 22E2E
EMFRAAEEENE—& .
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3. BEFETHARIXLEFHRZINHIAME , RAEEERT.

ARBENE , BTN EREET R EE KR RAAHIT,
N E AR TR B

1. BERAFRERARIAN , HEEF

2. EEAREL , EREARNFZER , REEEARINRER, RESKTEIEERT HLE
RENER.

(@ Note
BB UM FRARERNBRIET R PEEEF TR AR,
3. BEFETHAEIXLEBTUZINBEIAE  REERARARBERERRABRFTFZERKEREK
FIENER  AEEEAREEARINTI A FHRERER.
24T E

BLEZRES AWSBIZMNELNES , HFEMH T L up-to-date HARMIT U N E R KIESE,
AWS WA Tool XLEZTEEMALZEETEMEAFEA.

TRERTHRXBFZFERARANAE AWS B &L,

LR HR
AWS Well-Architected 4EZ2 RINBRTRAEIERBNA. ExPiRITH

BITASE, B2, 8%, FXBATHENR
] OEE D A S eSS =

HEXRXE RERARBE BB RS H HEBA TR
R1EXEK,

BERtE REAXBRRTNUERREN REREK,

BIED BEMNEXEPIARRRENRER |, AIFRBET

fi# Well-Architected 2 #f THERF X BIRITE
ELRUHEN, AWS
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H 47 & 75 DU
DevOps BRT —MEHLHNEE SAKRNALKET

LERXMBAEREF —HEE, UREHHDO
Byt , & ALReB E AT E AR M DevOps &
ESRERR M AT AT L MES

SRR S Al £ L AWSEM SRS T TEREH RIESE
%

B T MR BT AR S5 B Br SR BR AWS.

E gl X F & AWS CloudF fIfai&it. PENEEE
TRETEARNRESERNER,

loT hEEYEM (loT) TERRMNRESR
AWS,

FRA MU EHMYIEH R TEARERNEIBE =R &
ENE R

HEgF R EE K Machine Learning R M TS
B R fESREE AWS,

% BxrumEBE. H&RESRE AWS Cloud,

SaaS BEEHIT T A7 AWS Cloud Li&it., ZPEHM
AR EN RS (SaaS) TR H.

SAP i SAP TYERAEAVIEIT RN M ER{ESSE AWS
Cloud,

TRSBENARRF £ AWSHETLRS 8 TEA SN RIERE,

WE T RESTiul RS, BN ARRFEIR.
FAERM Web N ARBRFEET =,
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RAriEmE

B AR

& LATE AWS WA Tool FEI2 & #&iEN , EFEE Well-Architected Framework HFIEEEZREMNH

E N EIMTERESKEM B, Well-Architected B RMRM A T 1T Well-Architected AT EEZE X %
NIERBEPEILNRESRFHEER —ERNIER , MBFZEREE T HI AN TEREZ A
S B {E KB — BUE AR AL

BRI 2 EZERRKEOEE RN RERERRERIRRE , XEHBATLEEM IAM BFRK/SH
B—AWS KMl HE L EGHE, BAUREFEERELTIEAS , XEPTIRELN
SESBHRL TEASZAN TSR,

BB TR

BB TR

1.

2
3.
4

EEMSHERS , ©E TR,

5% DI R

EEERRFAERREL , HENFRRRRBEEHNEL.

(Wi ) RS ARIRER S & | FIE S TR A AR S A AT
HEAT EAFLGRNPE THERS , FENHE T F iR,
BXHENESES , WSWLEH AWS WA Tool BEMIFE.

HwET—5.

ENASFREL  BRENATEREROSN. TSR BRASTER 20,

&R LA B TE SCRIAT /S AT B R Rt TIE R,

(® Note
BEAZNIMTENA T F&ZER.

R OERR

FF 6 B 2R <S8RI N 6132 B9 B AR AREY [F) &

1.

EERBRET+ LT R EERBEESRESR , NEZFEE A RAPEERN,

AN DNE AR5

BT RAER

61



AWS Well-Architected Tool AriEE

® Note
BH A R ERATERD  EFHN , AREEEZFREE,

2. WTENATHERERNENT , FEREEANEE , TREEERFHERLE.

PIREZERG , BN E LT TR,

HRZAERAVBR IR+ N RERFAEEH 0P EEZNRBELLY , RN E S P ENEHTNER
ZER RS

YR H AR AR
SR AR

1. EEMSMERS , BEFRER,

2. IR BRIREHFRZERD B o

3. EEMHRAMEMM BN, HRTERGE , BEBRET FHERFAE DD PIERERE,
a. WEH, HRIERHEARITER.
b. EFRRIFAEMR , £ FEFT A B SUE T AR R

4. BEEHMNATEFZERVIN , BEBRET-FNHTELD |, EFERmENHNEN,
a. & AP S EUH G AP 7N IS BR Y BT B EIEAE

&R BAM B TE SCEIAR M/S BT B Rt TR EURIE R,
b. EERFERAREFENER,
5. EEMBIM P RAEIKAENESR , FERBDETFRRIMED S |, EEJNTEIR R
a. EHMBRE 0, mFEEEFREZA,

® Note
HE , BAELMN SHE BN FRZER TR RFIERITOEN , EAS RS
o

b. A HEUHEPEE AN RERKERZUNERE,
c. EEERFHBRE,
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HEFZIER

FRERTUEAFIKSAHAE , WA AEEN DS BTHE,

HEFKIER

1. EEMSMERSD , BEFEER.
ERBERAZHHERERNE .
IEERAFRTF,

EHZLRAFHKS , BEFQEFERES IAM AFSKSARE, £RSBFES , BEEAFH
JKF 1D, REIERFCIE,

5. EHER/MHPILEN , FEFCR , RAEERERIHE, BEAZLRE N0 |, FiEFEOEAN
PURFRER BEECLEMHAE  FEREEAN I ELEMRTFNER , FEFEERLEMY , RE
R,

R

/A Important
EERLESlEN (OU ) REBREXH 28 , 4013 A AWS Organizations 7 [8 £ PR

BIERRE L TERE

BULUREECAENTRERS ESL/AENTRERE L TERE. BT EBECHBRNTFZER
EMVHFHNIEAS K NRFERERTESCITHNINRER , ISR EARFTZER , RAETEREEE
VFHHIEAE. BXUMTARFZERNESZFEE |, S @the section called “FH R #7”,

® Note

ERBEFZEREL TR , BXLAEBLT IAM R EERIR S AK

T{EfE : wellarchitected:CreateWorkload , BAR AT B EHR4X

PR : wellarchitected:GetReviewTemplate, wellarchitected:GetReviewTemplateAnswe
M wellarchitected:GetReviewTemplateLensReview, Bx IAM RREBEWEZEL | &

2 AWS Identity and Access Management F FF 35§/,
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B R BE S 2348 AWS WA Tool

XEFRHETRSHRESRFR : B

EER W LER AWS JSON REERIEEHERRIBEMF L, BR2ER , BN EETUANT LR FERITER
&, ARIEMAAZRHETHIT,

£ Condition Jt¥& ( = Condition R ) # , AL EBAERMEZH. Condition TERTIE
W, BUNUCEFEAZGZER (W, ETFHNT ) BEHRER , UERBPRNFHEESERPHE
FTE,

MREE-—MEAPEESZ D Condition THE , WEEA Condition TEFEESZME , N AWS
EFAZHE AND BEITHEN, IRENENMFHREESME , NERZBBORZER AWS WhESF
o ERTIEDNNRZ B LI BT BRISA.

EREERGN , BETUEASURERE. S, REEEA IAM AFERIE IAM AP, B8R
HEFHRRENRER. BXRXEZEE , H55H (AM AFERE) F89 IAM R TE  TENRE,

AWS X EERFHZANBETRSHFMHENR. EEEME AWS 2/FH4R , F5H IAM B
MTHNAWS £BEH L TXEHR,

AWS WA Tool £ —MEETREMWEMHF (wellarchitected:JiraProjectKey) , #XiFE
A—%42R/B&HEH. EEEME AWS £REZHEH , ToH (RSENSE) FHAWS £HEH
X,

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BR2H , BN EETUANF AR FERITER
B, AREMAAZRHETHIT,

f£ Condition Jt¥& ( = Condition k) A , AT EBAERMNEH. Condition TERTIE
N, BUUEFERAZGZER (i, FFHDT ) BEHRER , UERBPRNFESERPHE
FTE,

MREE-—MEAPEEZ D Condition THE , WEE Condition TEFEESZMME , I AWS
EFAEHE AND EEIFHEN. IRENENIFHRBREESME , NERAZBORZER AWS WHES
fro ERTFEUINNRZALTRBBENRMSE,

EEESHN , ZUAUERSUFEE, 6, REEFEA IAM AR 4712 IAM AAFET , 888
HETFHRRRHNNER BXEZER , F2H (AM BFERE) 70 1AM ERTE TENHZ,

AWS XF2RFABHANBETRSHFAZH, EEEME AWS 2R5FM4E , 5K IAM AFE
FMFRIAWS £REH ETXER,
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#H AR ACL AWS WA Tool

X#FEACL: &

mRRHEFIER (ACL ) Z#HHMEEAE (KFKA. AFSAR ) ARNGARAR. ACL EETHFNE
BERL , REEMAER JSON REE M EER,

ET AWS WA Tool R &R X
¥ ABAC ( REEFHRHIFRE ) : &

BRI A2 H] (ABAC) R —HRIAUREE , ZRBETEMEREUMNR. EF AWS , XEREER
jJ*T\_Lo AT E IAM Rk ( BFEAR ) MiFE AWS RIRMIIFRE, $Ri2SAEMAIRZ ABAC 1Y
B—F, RERIT ABAC K , LEEANIREE A 75 R B BRI T E At 7 VR AR,

ABAC EREE KW EFEERR , AERBERTTEMUNITR T AR HEFB.

EETHREEGHR , BFEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys ZUHBERBAZHTEPREFRZIER,

tu%%/\ﬂﬁ%ﬂﬂtﬁﬁﬁ;ﬁ“ EBZFAAEX=ANFM4E , WNTZERS , ZENR. ORENMRSN
X T RBRREZFRAEX=AFM4E , WiZENHD

BX ABAC HEZEE EZSHR (IAM AFErE) R AR ABAC? , EEFIZE ABAC SR
2, BESH IAM BFER) FNERETEMEMN G ENRES ( ABAC) o

im BHE B &5 AWS WA Tool
F3FIE et EE

HIREA IR R R , HL AWS RS TRER. BXESZRER , SEWLE AWS RS ERTIE
FHES , 25 IAM AR EEFHAWS S 5 IAMBEERNES.

MREERARAF B NEBZHNNWEMSEZEF , Wl AWS Management Console {5/ #9 2 I BHE S
fln , HEAWS FEALTINE QUBF (SSO) giE#THEN , ZEBRL B RIRAHER. HE
AP emaREfls  ARMRARH  BESEHARIGHEILE. BXRURACGHNELZER , HZH
(AM FF1ER) RHTHRIIAE (EHE ).

BRI LAERA AWS CLI 2 AWS API FEI|ZIGEHES, RSE , &0 LUE X IR aTHE B # TIHE
AWS, AWS BWEZHARERIGEHES , MAREAKBHERA. BEXEZEE , B5H IAM £ 1
IS Bt &2 2 EALE
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A B IR 5 E R X FR AWS WA Tool

TEERBELE (FAS) : 2

HIEER IAM AP ABERRNITEREN AWS , BWANETEA. ERELRSE , BUgSHMT—
MRIE , ARMREEEMBBRSHEHSE —MEE. FAS ERAAZRANNRUK AWS RS @ T
RS A HERBER. AWS RERBURFSKIIFTESHM AWS RS REFEXE S BESTRRIER
B, F2RH FAS iR, EXMBERT , BLMEERITXRMREANIR, BXAKH FAS 1ERAH
RBEEAER  FEREALA2E.

AWS WA ToolI RS A&
TERSAE B

BREAERHR-TURSEE, KRREWTREN IAM A€, IAM BERATTE IAM RO, SR
BRESAEE. AXESER , 2R (AM AFERE) FHEIER AWS RSZERKIENEE,

KRS AKX A AWS WA Tool
TRBRSHEXAG B

BSHERABR-TERSHEXEKN AWS RFRF AR, BSTURARKENTRENAR. KBS
BXABHNELZNH AWS K |, HEBRSHE. IAMEERTUEEEFREERSHAXAE
YA PR o

BAROUZEFEERSAXBENFAEE , FSHREYE IAM BEEANAWS RS, ERPERRS
MXACIFTEE Yes Wk, ERREBEUEFZRSHRSHEXA G,

AWS Well-Architected Tool & T 5 10 89 5K B& 7= 451

RIAMERT , ARPMAGLEESRER AWS WA Tool BRIIPR. MITthTEER AWS
Management Console AWS CLI, 3 AWS APl #i1TES. IAM EIE J 24012 1AM KB | SUERA
FRACRFINRUNENEERFRNTISEN AP 2E, RE , BB AN X LRI INEE
EXENRHAFRA,

ETHNMAERXL RS JSON REEX#6I2 IAM ET S 0K , 28 (AM AFER) 9HNE
JSON &1+ L 6 2 5K

£}
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- RMREXE

- £/ AWS WA Tool ##l&

- AAFEFEMIB SRR

« BFX ITEAFBITLIHRINR

o BFXNITEREMNREEREXE

o HR-ADNIEAR

- 5 Jira AWS Well-Architected Tool &SR FEARBE T RSNELHFH

REERIEREK

ETEMNERRETEARSUUELSHWIKF FRIZE, 7R 5B AWS WA Tool BiR, XLEBMER
BEAME AWS IKRF A RA, tIBREREET ORI | HEBUATEENE

- JFHAER AWS RERMHA RO RENBENR — BEFHOAFPMITERBER TR , #EANTS
FIRAGIRTRRNAWS HE R, ENEMRNRERITR AWS IKF, FITZUEET E LEXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEEFREH TFRAENAWS FEE KK,

- NMARENER - EFER IAM RBRENRE , HNERFHRITESFIENNER. At , BaENX
ERERGTUIUNBERFRRITHERE , SR NRENRIEFTT, EXEH IAM BMANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

o fEF IAM FRE PR R4 — 5 BRH15 B AR — 457 LA 6] 55 B 7 D0 5240 3 FR 4l 3 R AE RN RV 5 1) o
Bl |, AR BRI R RIEESAMER SSL AEFIEHER, MERSBRERBIBENSNE
AW, WA AR RARE T RSRENTHRINE AWS RS , a0 AWS CloudFormation. &
XEZER , 72H (IAM AAF$ER) FH IAM JSON FETE | &4,

* £ IAM Access Analyzer BIEZRHY 1AM KEE | LUBRRRHZ S MEMIDEEM - IAM Access
Analyzer 2 IFF R M B KR , LBARKBEAS IAM KEIES (JSON) M IAM FEXK, 1AM
Access Analyzer 12t 100 ZTRBREM AIRIENEN , UBPEFELL ATIEMHRNER., &
REZEER ,52H (IAM AF1ER) H# IAM Acess Analyzer KBS,

- FEZEFHRIE (MFA)-INR AWS IKFEZNZEFE IAM AFSRBRAF , EEA MFA RS %X
2, EEFTIAA AP 2EREE MFA | B MFA X8R MEEHEET, BXxEZER |, 52
# <IAM A1) RELE S MFA RIFEY APl 518,

BX IAM AR REIRNESELR , H2H (AM AFER) #1 IAM AR HEXE,
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RAriEmE

5/ AWS WA Tool #2414

EiHa AWS Well-Architected Tool #2#1& |, BAMAE —HHFENR, XLENRSLAAFESHMNE
EHXEMH AWS WA Tool BIREVFHAFEE AWS IKF, MMRABLEXENRENREANENETES

PHVRREE , X THMN T ZRBAOE (AFSAR ) | BH AT EEMBEREET,
NERXLELEMATLER AWS WA Tool 25 & |, BEFUT AWS & SR I 10X L%

WellArchitectedConsoleReadOnlyAccess

ERMOE, FAMMEBRTEREREED , BFUT AWS & RIS K4

WellArchitectedConsoleFullAccess

BREZELR , BHEH (AM AFERE) RN A FRINARER,

K -

NFREA AWS CLI 5t AWS API WA, BEFHNEREFEEZHENR. R , _RFHRSE

ZRNITH API BRI LR AR AE,
RTAFERMIB SRR

ZORBIGER T B eI R |, SAAAY IAM AP EEM MBI EAS S ONNERANEE R, LR

FEERS A LSRR AWS CLI 5 AWS API LURTE S 52 BRI IR ERI R,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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RAriEmE

"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",
na

jiam:ListUsers"

]I

"Resource": "*"

BFX THEABNTETHENR

EnRpls |, SREEHAFR TGN THEREN AWS K T2HRNR, T2HRNRALTR
PESPNITHAEERE AWS WA Tool, EX TR, BERITHFERER. EFTFEABUREN TR

B 7 b 5 R A BR .

"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"wellarchitected:*"

1,
"Resource": "*"
}

]

BTN TR RETRNR

FREIR | BB EENAHP R TGN TERRN AWS IKF RRBRNR, Y RkmENER ,

AP AESE AWS WA Tool F I TES &L,

"Version": "2012-10-17",
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"Statement" : [

{

"Effect" : "Allow",

"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"

]I

"Resource": "*"

}

e — A TAERE

EWRHlp |, BREEHAF R Fus-west -2 %X F AR — P TR AWS K RikT5RR
PR, 99999999999955555555555566666666 &K ID & 777788889999,

"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",

"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"

1,

"Resource": "arn:aws:wellarchitected:us-
west-2:777788889999:workload/999999999999555555555555666666666"

}
]

A Jira AWS Well-Architected Tool £ 1288 Al 45 E T RS I 4% 4A

RGBSR RN ERABSE TRSHF M ZAwellarchitected: JiraProjectKey R FIHLE Jira
11 B A BARBR BB IK = ) TR R

BUT R T SRR MEXRE

+ CreateWorkload: %#REAi&ERt wellarchitected:JiraProjectKeyCreateWorkload , £R
AJLAE CHRLE B E X Jira T B AT A2 A P oI ZNEM IR, il , MRAFRZHFERAIE
ABC tIEZfH LM , BRBEMNIEET R PQR , NiZBRMERFHEIEL,
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UpdateWorkload: BiEwellarchitected:JiraProjectKeyBfUpdateWorkload , & A LAE
NRLEFE N Jira T B AJ A BRI ZBE THEARSIEMIEAR. 6, MRAFZHFERTE
ABC EFIMBE MR , BEREIIEETHWHE PQR , MZREFKIEL, A, IRAFHNIEAR
5IiH PQR HXE , HEZHEMEHEEIIE ABC WIENE , MZREF[MIEL,

UpdateGlobalSettings: 2 fRE AT
wellarchitected:JiraProjectKeyUpdateGlobalSettings , fREJLAE L HBLE B E X Jira
oA AT BAgEEEEl, AWS IKFIKFRBIEB AR EKF A RLBEZWKFR Jira REN TEAR. F
m, mMRAFENIGEUpdateGlobalSettings , MEAITE R &K P HH TEAF BB RIS
RIEEENEALE .

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@",

"Effect": "Allow",

"Action": [
"wellarchitected:UpdateGlobalSettings",
"wellarchitected:CreateWorkload"

1,

"Resource": "*",

"Condition": {
"StringEqualsIfExists": {

"wellarchitected:JiraProjectKey": ["ABC, PQR"]
}
}
},
{

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": [
"wellarchitected:UpdateWorkload"

1,

"Resource": "WORKLOAD_ARN",

"Condition": {
"StringEqualsIfExists": {

"wellarchitected:JiraProjectKey": ["ABC, PQR"]
}
}
}
]
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}

AWS BYIEE KBS AWS Well-Architected Tool

AWS RERKEEHAEMEEAINIL R AWS, AWS RERMEEN TS ELABIRMHNR , LUE
BRBFIBAAF, ANBesENR.

FiclE , AWS RERB AT NENHEASRTFRENRNR , AT HAE AWS FFE
M. BMNBUBIEXBRETENERZSRNES EEXRBERE -SRI NR,

BLEEFERAWS EEFBRPENWNRE, ME AWS B3 AWS HEFKPENHNIR , IFEHLE
MiZEREFTREKNFTEZRAGH (AR, ANAR ), AWS RETREERIEHN API HIE RS T
LAEA T AWS BRS 19 APl IR{ERRTEFT AWS 1T E KB,

BXRESER , F5H (AM BFER) B AWS HEA KK,

AWS ITEFBS : WellArchitectedConsoleFullAccess
BT LU WellArchitectedConsoleFullAccess KESHEME IAM 5145,
M BUR R T3 /Y 522 15 B BR AWS Well-Architected Tools

RERFMER

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:*"

]I

"Resource": "*"

}
]
}

AWS IEE XKL : WellArchitectedConsoleReadOnlyAccess
EA LU WellArchitectedConsoleReadOnlyAccess SKREEHIMNE] IAM B 17

I SR BG4 3 A R 15 Bl AR AWS Well-Architected Tools
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RERFAE R

"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",

"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"
"wellarchitected:ExportLens"

1,

"Resource": "*"

}

AWS FEEEBE : AWSWellArchitectedOrganizationsServiceRolePolicy
EA LU AWSWellArchitectedOrganizationsServiceRolePolicy KEEHIANZEI IAM & 15,

I E R F X5 Org AWS Organizations anizations AWS Well-Architected Tool £& B P35 HY B
R XUENRAFAHLEERIKF,SEASHNEREZE AWS WA Tool.

PR V¥ 415 B

ZRBIEUTR,

« organizations:ListAWSServiceAccessForOrganization— A ERARERBRHAT
AWS BREAERPR. AWS WA Tool

- organizations:DescribeAccount - itZFE AT URRE R B R ENK S HES.

- organizations:DescribeOrganization - EZERATURREXDPUEENER.

« organizations:ListAccounts - L ERAFAURZE FEMN UK, FIR,

« organizations:ListAccountsForParent - itZEFEATUMBUMAERT RRERE Tzt
I: 00 9T E

« organizations:ListChildren - itZEFEAFTUMBUHEERT R EE Tz LK F M
RO TIE-

« organizations:ListParents - LZEAFALUKE OU H il AKFIEENER RIS &K,
- organizations:ListRoots - ItZEEA TR RE N AFMERT RH5IER,
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListChildren",
"organizations:ListParents",
"organizations:ListRoots"

1,

"Resource": "*"

AWS IEEXRRE : AWSWellArchitectedDiscoveryServiceRolePolicy

EA LU AWSWellArchitectedDiscoveryServiceRolePolicy SREEHIMNE] IAM B 17,
bR B& AWS Well-Architected Tool 7 ¥ 15 RIS R RAEXH AWS BRSSH AWS WA Tool iR
R FHER

ZERBEIE U TR,

« trustedadvisor:DescribeChecks— %A AHKY Trusted Advisor X &,

« trustedadvisor:DescribeCheckItems— 3REX Trusted Advisor X Z#iE , @RS HIRICH
B, Trusted Advisor

- servicecatalog:GetApplication— 3REX AppRegistry B FfEFIVIEFHE S,

- servicecatalog:ListAssociatedResources— %5 AppRegistry N AR BB RIR,
« cloudformation:DescribeStacks - 3REX AWS CloudFormation #4% #y 1% 4015 8.

« cloudformation:ListStackResources— %55 AWS CloudFormation 4% < Bk #Y % R

« resource-groups:ListGroupResources— %|H3R B a ResourceGroup B &R

* tag:GetResources— #EM ListGroupResources,

« servicecatalog:CreateAttributeGroup - EERMSIEZRZSEEMNE ML,
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« servicecatalog:AssociateAttributeGroup— MBRFEEMNE A S AppRegistry N ATE
FRBEcER,

« servicecatalog:UpdateAttributeGroup - EFRESEENEMA.

« servicecatalog:DisassociateAttributeGroup— BUEBRSEENEMHASNARFHR
BX. AppRegistry

« servicecatalog:DeleteAttributeGroup -EEMNMERBRSEENE A,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckItems"

1,

"Resource": [

T
]
.
{
"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"resource-groups:ListGroupResources",
"tag:GetResources"

1,

"Resource": [

T
]
.
{
"Effect": "Allow",

"Action": [
"servicecatalog:ListAssociatedResources",
"servicecatalog:GetApplication",
"servicecatalog:CreateAttributeGroup"

]I

"Resource": [

"
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]
iy

{

"Effect": "Allow",

"Action": [
"servicecatalog:AssociateAttributeGroup",
"servicecatalog:DisassociateAttributeGroup"
1,
"Resource": [
"arn:*:servicecatalog:*:*:/applications/*",
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]
},

{
"Effect": "Allow",

"Action": [
"servicecatalog:UpdateAttributeGroup",
"servicecatalog:DeleteAttributeGroup"
1,
"Resource": [
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]
}
]
}

AWS WA ToolAWS I E RN EHT

EE AWS WA Tool BiZIREZFFRIRERIX LT W EARK AWS FEE R EFREA
HEZEENBEINIRE , HiT5 “ AWS WA Tool #7125 WHEH LK RSS feed,

B, BRBAXER

jilll

BX DU B

AWS WA Tool EEHNIEE R E%F "wellarchitected:E 2023 %6 A 22 H
xport*" AiNE
WellArchitectedCon
soleReadOnlyAccess 0

AWS WA Tool i#t0 T RS AE 1T AwSWellAr 2023 5 A3 H
R chitectedDiscovery
ServiceRolePolicy
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B iR Sp:t
AWS Well-Architected Tool f&
HiFR 5®IRMEX<B AWS Bk
&3 AWS WA Tool ‘&R,

AWS WA Tool #1107 X R WINT IR TFRE 2022 F£7 A 22 H
ListAwWSServiceAcce
ssForOrganization
AWS WA Tool A FRE
AWS RS IHRINRERBER A

AWS WA Tool,
AWS WA Tool FFI4IRERE X AWS WA Tool FF4IRERHE 2022 £ 7 A 22 H
AWS FEE RN EN,

57 AWS Well-Architected Tool & 2 F7 [8] # 1T & FE HEER

ERUTERRAEBE I AME S EER AWS WA Tool M 1AM B AT 8EIERIRYE R F1E,

ES]

« BEBIEFIITEE AWS WA Tool

BEREFRMITERIE AWS WA Tool

R AWS Management Console HFIFRBLRPITREIUEE , MIXTERREE AT KREEE, EEAR
IR B R EIEN A

% mateojackson AP ZiAFEAEH BI01T DeleteWorkload BEEEENRE , 2K &£ LT RF
HiRo

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: wellarchitected:DeletelWorkload on resource: 11112222333344445555666677778888

FNFARF , FERECWEERAEHEWER , LR FEER
wellarchitected:DeleteWorkload #4EiFIA] 11112222333344445555666677778888 &

I\o
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ARy E 40 & AWS Well-Architected Tool

EHMMR AWS Well-Architected Tool 2 —%h AWS F{E. AWS BEIERH, IEFHRERZRMWBERMITRIK
EEEMH R,

AWS BT ZEIMMIZE HB KX HE S AWS ervice Health Dashboard £,

BRAEMRB BT AWS Health Dashboard & 8 NN AR F o B 5% 204 5 F BV {5 B. AWS Health
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« AWS BEFEHIERE —NENAETHTEHREER, XEERLLE TRIPPRESER , AWS kS
HHEMRFNIBZSNMER (S REEERIESHEAHERE (NIST), XFFTLEZELIEERS
(PCI) MIERRFFALAL (1SO) ) RS,

- EFAAWS Config 7F & A 5 &5 P HHLN 114 %R — % AWS Config RS IFEEH B REEEZ K
EELAESAIRE, Tl ENFEN,

EFTEY 110


https://status.aws.amazon.com/
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html

AWS Well-Architected Tool AriEE

« AWS Security Hub— X AWS RS iRt T @A BLLRSNLEUE AWS, Security Hub Bid &
24T HEN AWS BRAREHERBFERETURENRESK., BXZTIFRSREHHS
& , 28 Security Hub ##5#,

« Amazon GuardDuty — BB K EEH AWS IKFIREFR RS T?—E_Iasiﬂ] LEIES , K AWS RS
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« BREREMEDI (TLS) RMNEREH TLS 1.2, BWEM TLS 1.3,
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BAREREAR-IMRZEMEE , DFERFREFRITNRE A AERSIBEERTESNRNKERIT
ZIRE, R AWS , ERFEGTRLKSBRILNBEFRE, — MRS ( RS ) A% —TURS
( BRYARSS ) Bt , TRERREBRSEL, TURNBERRS  ERAENBEAEREMRER T ZEREST
MBHRRRH T AN S —NELNERETERE. AHEXMER , AWS REATHEBEFRTF AR
SHBENTE  MXLERSPRIRS EEBENREEKS PR EIR,

RINBUERBREBPERaws : SourceArnfaws : SourceAccount & BHR M L T X BR4AKERE &R
BIR AWS Well-Architected Tool IRt EMREZHNR, MRBRAFEF —NEREERS HEMHERX
B , 1A aws:SourceArn, MREME RIFIZKF AR IRSERS EHREHEXRE , B6EH

aws :SourceAccounte.

EREREREZRERMN A ERMEM aws: SourceArn £R&M4 LT XRIE
RETE ARN, MEFMERFWTE ARN , REEEBESNER , BN
ARN KA ERATEEEFTEZR (*) B aws:SourceArn £/F E TFX&GE, #I
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SR aws:SourceArn BEFSEM, ID , il Amazon S3 244 ARN , BATEAT N BEE L
T SUEESR R HIR R o

aws :SourceArn W{EMNM R T ES & K247,

LTFREIERT AEFFEHaws : SourceArnFaws : SourceAccount £ B54 £ T3 AWS WA
Tool kP IE HIUEER & F B3,

"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "wellarchitected.amazonaws.com"
I
"Action": "wellarchitected:ActionName",
"Resource": [
"arn:aws:wellarchitected: ::ResourceName/*"
1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:wellarchitected:*:123456789012:*"
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"StringEquals": {

"aws:SourceAccount":

"123456789012"
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AwSServiceRoleForWellArchitected REMHEXAE., MRBEIEA AWS Organizations
##l A= enable-aws-service-access AWS CLI a5 = BUEX AWS Organizations B {5 E 1/ @ 4X
BR , MR &8l AWSServiceRoleForWellArchitected RFHEXAE , bt EEDIR
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HEFR,

Eil NEERRAE

1. &3z AWS Management Console , @3 LA T Mk 377 AWS Well-Architected Tool 2l
A : https://console.aws.amazon.com/wellarchitected/o

BT EELVEBKFPUZEREASHE R,
2. EEMSMERLRT , %E#F Settings (IRE).

R BCE AWS Organizations X,

i%£$# Save settings (RTFIRE).
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4. % Save settings (IRTFIRE).
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AWS Well-Architected Tool 5 AWS CloudTrail (85 , E&=RE AWS RiZZAF. A% AWS WA
Tool BRE FIHITIRERN RS . CloudTrail ¥ AWS WA Tool & API BRERNSHHIR, HIRNA
BAEE&3%kE AWS WA Tool 14| & FMRIBH AWS WA Tool API #RERA, MRECIEEER , M T
CloudTrail B4 #4515 %] Amazon S3 77 ( ‘23E AWS WA Tool FIEH ) . MREFEBERERID
3x , MA{AAITE CloudTrail 2] & H# Event history ( EH4A L 2% ) PEFERHMEH. £A CloudTrail
WENEE , BELAEER AWS WA Tool KHE THAER, KEERMN IP #huk, WMAKXHAER,
BERO KR HESE AR EMEFEAES,

ET7#AX CloudTrail WEZEE |, 1§51 (AWS CloudTrail BF1EFE)
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FEEBIZE AWS Ik B, SFEZKS EBA CloudTrailo 2 AWS WA Tool R AESA |, Z5ESIHIE
*1E CloudTrail 4 , #5HE AWS BREEH#—RRFE Event history ( BHFHELIEF ) . &7
DEAWS IKFHEE, BRNTHRENEH. BXEZER , BZHEA CloudTrall EHFH L IERE
BEEH.

T FAWS Ik P R BRI IFEIER (238 AWS WA Tool WS4 ) |, FRIERIRIER. BXRERIC

% , CloudTrail A% B & X #4£3# = Simple Storage Service ( Amazon S3 ) &, FiRERT , &
BEHEPOERERICRAN , REFIERNATAEAWS XiF, HRERIZRE AWS 5 XFAiERKAEKX

BANEH | HNFBEEXHEEZEIEERN Simple Storage Service ( Amazon S3 ) #. Lok, &AL
B EHM AWS RS , # — 5 M7 CloudTrail BEFRENSHBBEHAXIITH. BEXEZER | B
ZHEATIAA :

o Bl IRERELE
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o MEZEMNXEEW CloudTrail BEXHFM ZANK F#UK CloudTrail B & X4
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- BREEAAFFKIEERBAFZIER LN,
- EREEAACERKSFHAFNIGENZ2EIERHN.
« FREBTHET AWS RSFE K H,

BXEZER |, B2 CloudTrail userldentity T3,

T AWS WA Tool BENXH%E

RIFR—HEE , THTEEHERNEEXHFEIEREEERN Amazon S3 #, CloudTrall BEXH#E
E—NMNEBZNEERXKB, PMELHRTIEKBEMEN—NER | BEEXRFIERWIRE, BRENBER
BHE, BERSBEFENELE. CloudTraill BEXHFTRLH AP BRAN B FHRERE , RittelilfT4

REMBFEIFE Ro

TEHRBFERT — CloudTrail BE%E , Z% BB T CreateWorkload &,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:dev-dsk-xiulan-2a-1111111c.us-
west-2.amazon.com",

arn":
test-read-write/dev-dsk-xiulan-2a-1111111c.us-west-2.amazon.com",
"accountId": "444455556666",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
test-read-write",
"accountId": "444455556666",
"userName": "well-architected-api-svc-integ-test-read-write"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-10-14T@3:41:392"

"arn:aws:sts: :444455556666:assumed-role/well-architected-api-svc-integ-

arn": "arn:aws:iam: :444455556666:r0le/well-architected-api-svc-integ-

T f# AWS WA Tool BEXHS%E
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},

"eventTime": "2020-10-14TQ4:43:137Z",
"eventSource": "wellarchitected.amazonaws.com",
"eventName": "CreateWorkload",

"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.178",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.848
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.262-b10
java/1.8.0_262 vendor/Oracle_Corporation",

"requestParameters": {

"ClientRequestToken": "08af866a-0238-4070-89c2-b689ca8339f7",

"Description": "***'",
"AwsRegions": [

"us-west-2"
1,
"ReviewOwner'": "***'"
"Environment": "PRODUCTION",
"Name'": "***",

"Lenses": [
"wellarchitected",
"serverless"

},
"responseElements": {
"Arn": "arn:aws:wellarchitected:us-
west-2:444455556666:workload/8cdcdf7add10bl181fdd3f686dacffdac",
"Id": "8cdcdf7add10b181fdd3f686dacffdac”
I
"requestID": "22bad4e3-aa51-4ff1-b480-712ee@7cedbd",
"eventID": "50849dfd-36ed-418e-a901-49f6ac7087e8",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "444455556666"
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"version":"Q",
"id":"Q@0de336a-83cc-b80b-f0e6-f44c88a96050",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:01:25Z",
"region":"us-west-2",
"resources":[],
"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AROA4JUSXMN5ZR6S7LZNP:sample-user",
"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam::123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData": {3},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

+
"eventTime":"2022-02-17T08:01:257",

"eventSource":"wellarchitected.amazonaws.com",
"eventName":"UpdateAnswer",

"awsRegion":"us-west-2",

kB AWS WA Tool HIRHIEH 125



AWS Well-Architected Tool

RAriEmE

"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"Status":"Acknowledged",
"SelectedChoices":"***"
"ChoiceUpdates":"***",
"QuestionId":"priorities",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0",
"IsApplicable":true,
"LensAlias":"wellarchitected",
"Reason":"NONE",
"Notes'":"***"
},
"responseElements":{
"Answer" :'"x**"
"LensAlias":"wellarchitected",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0"
I
"requestID":"7baell53-26a8-4dc0-9307-68b17b107619",
"eventID":"8339c258-4ddd-48aa-ab21-3f82ce9d79cd",
"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"

}
}
& B ESEIH
{

"version":"Q",
"id":"4054a34b-60a9-53c1-3146-cla384dbaslb",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:58:3472",
"region":"us-west-2",

"resources":[],
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"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principallId":"AROA4JUSXMN5ZR6S7LZNP:example-user",
"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam: :123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData":{},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

},
"eventTime":"2022-02-17T08:58:347",
"eventSource":"wellarchitected.amazonaws.com",
"eventName":"CreatelLensVersion",
"awsRegion":"us-west-2",
"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"IsMajorVersion":true,
"LensVersion'":"***",
"ClientRequestToken":"03f46163-e95c-4455-8479-266373aa09c7",
"LensAlias":"***"
},
"responseElements":{
"LensArn":"arn:aws:wellarchitected:us-
west-2:123456789012:1ens/6261deecb9def44f9aecc938ca25d94e",
"LensVersion":"***"
.
"requestID":"167b7051-980d-42ee-9967-0b4b3163e948",

"eventID":"c7ef2b47-419d-45b7-8982-fbade9b558c7",
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"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"
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