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AWS Wickr

EEEmE

Search
B Overview
s Ouckotant
.'n‘ Integration assistant
x D agnose and sohe problems
Manage

- E-.1-'|:_1|:'-.] & properties

@

.ﬂ.mheﬂmaw
Certificates & secrets
Il Token configuration

-2 APl permissions

3 Wickr-test-asb | Authentication =

,'1" Got feediback?
Platform configurations

Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URL, specihc authentication settings, or felds specific to the platform

+= Add a platiorm

i stk - |
Web : veea
Redirect URIs

The URIs we will accept as destinations when returning authentication responses (tokens) after successiully

authenticat -.JO"S-‘JI Mg OUt USErs ll.-élhluec"ul":l:.-l.'lwse wd i the reg lEiI:l:"*I e lsgen server should
match one listed here. Alss referred to as meply URLs. | albout ot URIs and their restnction

https/fmessaging-pro-betasecmy.net/deepliink/oidcphp |E|

3. EERATRAREBNHRTEMATRIANESREN ID M.

4. EBERE.

B Overview
& Ouickstast
# Integration assistant

# Diagnose and solve problems

Mll'ligé

B Branding & properties

B Authentication
Certificates & secrets

M Token conk guration

2 AF permissions

& Expose an AP

B App roles

B Cremisddy

Implicit grant and hybrid flows

Request a token directly from the authonzation endpoint. If the application has a single-page architecture (SPA) and
doesn't we the authorization code flow, o if it irveles a web AP via JavaSonpt, select both access tokers and 1D
tokers. For ASP.MET Core web apps and othar web apps that use hybeid authentication, select cnly 1D tokens. Leam

t tokens

Select the tokens you wauld hike 1o be diued by the authanzatan endpant
u Access tokens (used for imphat flows

H 10 tokens (used for imphcit and hybeid flows)

Supported account types
Whea can use this application or access this API?

8 Accounts n this erganezational dinectary only (Detault Directorny only - Single tenang

} Accounts in a ey organizational directony (Any Microsoft Entra 1D tenang - Multitenant)

FI]R 3 REIUFHFMEZH

ST T HBIE Microsoft Entra iR EiF M ZR4R,

1. ESMBEED , &R EBRNE

2. FEUEPNZF THEHL  EF BELAUE ETFR,
3. EBFIE &IFT , &F HEEFANE,
4. WARRHEFRBRANIHE,
5

ik Y1l

f4#% Entra (Azure AD)
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AWS Wickr EEER
Add a client secret X
Descrip siarl_] 1 eribiec
Expires 730 days (24 months

e

BIRIERE , ERFFHIEE,

Wickr Client Secret 7/23/2026 vem8Q~ 3XaIXfGO5n] 16W... ﬁ: 52400f1c-c02e!

'd5a803e78 O [

@ Note

EHEFRNARFABNFERN REHE (TREHID) . BFALREE , BAIEE

EERREFEZAE. MREIEAES , WAFURE 625 FF inH

4 RETHEE

SERRLAT S BIE Microsoft Entra iR B SHEEE .

1.

2
3
4.
)

ESMERT , ERTHEE.

ETHEEREL , ERERMATIEFH,
CANEFERT T, RS EREEN ID.
EEIDE, £ FH T, &EF BFERAE M “‘upn’
iyl I 8

o

Optional claims

Optional claims are used to configure additional information which is returned in one

Claim * Description Token type T4

email The addressable email for this user, if the user has one (]

Optional settings

Default

%R Entra (Azure AD)
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SB 5 REAPIERE
SERA T H B ELTE Microsoft Entra FiRBEAPITER,

1. ESMERD  ERAPIKR,
2. HEAPIXRITE L , EFERMNER,

# D agnose and solve problems & detault vabue for an ceganization. Howewer T Car
n mary not reflect the value in you
Manage

B EBranding & propertes
Configured permissions

3 Authenticaton

Certhcates & secrels

Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent
process. The list of configured permissions should inchede all the permissions the application needs. Lea .

" .
Il Tokenc onfiguration

5 Wickr-test-asb | APl permissions # X

r Add a permission -+ Grant admin consent for Default Directory
2 APl permissions ;s
& Expose an AP .ﬁPIfF‘emﬁssians_ Description Admin cons
% Approles M .
B Owners Celegated  Sugn on and réad wier profibe Mo
as Roles and administrators '
3.  %&$& Microsoft Graph , AEEFRERNE,
4. EAPEFERH. O fline_access, o penid, M AREIHEIEIE,
5  EERMNER
oL BE AP
SEREATE R , 7 Microsoft E API ntra #4318 7R 4 MERZM,
1. ESMERS , EF “WF—1" APL
2. &E“KIFAPIE” L, &E HRIEE,
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& Wickr-test-asb | Expose an APl # X

) Saarch B Got feedback?
Mamna
g0 Define custom scopes 1o restrict acoess o data and functionality protected by the APL An application that requines
- acceds 1o parts of this AP can request that a user or admin congent 1o one or more of these

Branding & properties
D Authentication Adding a scope here creates only delegated permissions. If you .H ooking to create application-only scopes, use
App roles” and define app roles assignable to application type. Go to App roles
Certificates & secrets
+ Add ascope

Il Token configuration e
o
& APl permissions Scopes _ Whe can consent Admin consent disp...  User consent
Ma scopes have been defined
& Expose an AR * i
1= 1 "
Z App roles
e
i 1 1

RiFATER ID URI R EZiESR , EEM ID URI NS RNARRF ID ( £ Register AWS Wickr 39 R F
BFPOIE ) HITE,

Add a scope X

You'll need to set an Application ID URI before you can add a permission. We've chosen one,
but you can change it

Application IDURI* (0
[ api-//00a720cd-cf03- 922679689

N o g b~

R REFFBRE,

EEEEANMAF 1, AFBEEAHH AN o ff line_access,
EE WY, REiER “BR

RN IEE .

EEAXTHSR -6, RN TEE : EFERHF. openid FANARHE,
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Scopes defined by this APl

Define custom scopes to restmct access to data and functionality protected by the APL An application that requires Bccess to parts of this

AP can request that a user or adman consent 1o ang or mong of these
Adding a scops hing creates only dibegated permssont. If you ang looking 1o create apphcation-anby scopes, uie ‘App roles’ and defing app rodes assgnable to apphcation
= g
AGd & ICOPE
Scopes Whao can consent Admin consent display User consent display na...  State

Agdmins and users offline_access Enabled

Admins and users opend Enalled

Agmins and users profile Enalded

m ATMINS and users emanl Enabded

8. HEBRERNEFRNARESF T , & PNEFIRNAREF .
9. EEREL-FHUENAEEMNERE.

10. MARRIENARRF (FFR ) IDo

M. ‘RERMNNAERF.

7 % : AWSWickr BLi& SSO
£ AWS Wickr ZB#lA PR A TERESE,

1. 3TFF AWS Management Console 33 F Wickr 3Rii. https://console.aws.amazon.com/wickr/

2. EMEZNEL , EFEEASEUASHREZMNEN Wickr EEAEH A,

3. E Wickr EERAEHANSMERT , EENEZRE , AFIEESSORE,

4. 7E Network En dpoint & , BREFEMURISETMuttE ( EEZ R 4 BF AWSWickr JEM 1 B
RAERFRTHAM) .

https://messaging-pro-prod.wickr.com/deeplink/oidc.php.
5. 7£ “SSOEE" T , &#& “Frim”
6. WMANTFEHAERE :

« SSOMAE-X2ZafEddmins ( flihttps://
login.microsoftonline.com/1ce43025-e4bl-462d-a39f-337f20f1f4el/
VZ.O/ ) [

« SSOF iR ID-IX2 ‘Bt ERFHNARERF ( T/ ) ID.
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* 207 ID —XAUR—IME—WNAE , SBFFERFNTYLFEZN. XTERENAFEMR
& LMt ERmANRNE.

- BERRBH-XRIEBHNEHEETNEFIE,

- EAE-XER “AFTEEAPI BHRERPETWERABEN. WABFEMG. PARHE, BLiHRE
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- BEMAFABBE-BA upn,.

Htt 7 ERR A,
7. &E NWHHRE
8. EERIF

SSOEEBE TR, BHITWRIE , EIIE A LATE Microsoft Entra RS A RMEINAREFS |, RAEEA
SSOFM/F ID FRZAFER,

BRIMABEFENNARFNESER  FSRALIEBIZEA.

R HERR
BT RGBT E R B8 LA K ##RIX &R Y 21,

- SSOEEMN ALK B :
- BREMAEESSOXRITE,
- HR “SSOERE” PRSP EFRIEMMIRE.
o EENRAKT , BAFTEER
- WRAFERMEIRIE Microsoft Entra F3EMEY Wickr BLAEF F.
- BRAFPEALEHHNARE ID, BFERK, B0, UE1-DemoNetwork w_drgtvas

« 1£ AWSWickr SSO BtEF AR EBIRERFwE4H. BIIE Microsoft Entra B82S —NEF
HBREAKEE T , REE WSSO ickr it EHEBEFHNZ B4,

58 152 W A

Wickr L BB R A EL KB ANBEAN |, LLE REIIHE B TR # 1%, XL B 8 1£ one-on-one
FHiEPHKE, SRENVHEFEN—NEIEFFIS , IR HN— M EEERFCHNIOER, BEE
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EEAVUEEERERFEAIZEACEON. LIREFNHTENIMNGE,

SERATHSRIUEARERA S RER,

1. 3TFF AWS Management Console 33 F Wickr 3Rii. https://console.aws.amazon.com/wickr/
2. EWickr EERAEHAENSMERT  EENZRE , AREFEMEEE M.

3. EMEMNABE THH ‘SEEN o , EF “RE

4. EFBR N EA

PR FRE

BRI SRR N A B Wickr M4k, RJg , L0 A LR KB R AT IRER Wickr M E IR ERIA
#Y Wickr M4 AWS B, 48 7] LATE 1Y P 45 85k T I A B & P 4545 id AWS Management Console Xt F
Wickr K i o

RERNATHRRNEEN , ATREFXZRFRN THE, SMriEHR2HE —NMEN—MEAKR,
BRNENESZREE , ZESHMTLERE ? URIRERMAH

EEMEIRZ

SERA T IR AEE Wickr R 4&H KRR,

1. #TFF AWS Management Console ¥} F Wickr 3Ri%. https://console.aws.amazon.com/wickr/
2. MHSMEKDIER ‘ML AWS Management Console Xf F Wickr kit

AWS Wickr ™ AWS Wickr % Networks
= S —

Documentation [

FAQs (4

Contact Us [ Q, Filter network by nome or togs 1
Network name v Network ID + Plan w Wickr admin console [A
ExampleMetwork 59681534 Free Admin

3. EWMZMEL , BRENHEBIREMML B,
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AWS Wickr » MNetworks

Networks Create a network

| Q, Filter network by name or togs 1

Metwork name - Metwork 1D v Plan - Wickr admin console [A

| ExampleMetwaork | 55681534 Free Admin

4. EMEBARRE L , EREERL,

Select a Region w

AWS Wickr » MNetworks » ExampleNetwork

ExampleNetwork Wickr admin console (3
Network overview
Network name ] ARM Plan
ExampleMNetwork 59681534 @ arnawswickrous- Free

east-1:419995453300mnetwaork /59
681534

rgs 9

& tag is a label that you assign to an AWS resaurce. Each tag consists of a key and a value. You can use tags to search and filter your rescurnces or track your AWS costs.

Key Value

some-existing-key-5 value-3
some-existing-key-3 value 1
some-axisting-key-4 value-2

5. HEEERLNEL , B UTAN TRz — :

« NIFIRE — DRENNERNBATIRE, BERRMFIRZRNSMREX, REXD KD
B, BREZEE , 550 HANMEIRE,

 RERIARE — AUANIERBRENE , ABENFETRABANE. BREZER,
FSH REMNEIRE,

- BRIAHRE — ERENBRNIFEZ LI HNBERZEE, AXESZER  F5H BEMNSER
D

S5V adlo)
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7 NP 4B R 2

SERA T IR LUFIRERINE Wickr Mg, AXERRENESER  F5H EEMEIRE,

1. ERIRERE L | EHERMIRE,
2. HEHINZARNEFTRT , HAFTNIRZRNE.
3. LEERFREERURENITE,

Select a Region ¥ Admin/degnamwi-lsengard @ 4199-9545-3300 ¥

AWS Wickr » HNetworks » BxampleMetwork » Manage tags

Manage Tags
Key Value - Required
2 name-for-key | 1 value-for-key * | | Remowve |
O, some-existing-key-5 | O, value-3 * | | Remove |
0 some-existing-key-3 | 0 walue 1 x* | | Remowve |
0 some-existing-key-4 | 0 walue-2 * | | Remove |
Q1 Enter key | |Q Enter value | | Remowve |

some-existing-key-3

some-existing-key-4

some-existing-key-5

Cancel

U 58 ) SR AR
ERATERURES Wickr MEXKNITE, AXEERENESEL , ESH EEMSTE,

1. EEEHRLENEL , RERENE,

(® Note
ToRRBIMEN G, MR, T ABBREEXS AR MR A IR,

NI B AR 33



AWS Wickr

EEEmE

Services L, » ! Select a Region » Adminfdegnanmwj-lsengand @ 4199-9545-3300 ¥

AWS Wickr » Networks % ExampleMetwork *» Manage tags

Manage Tags

Key Value - Required
0 name-for-key |Q value-for-key )(| | Remove |
O, some-existing-key-5 |Q value-3 )(| | Remove |
0 some-existing-key-3 | 0 walue 1 * | | Remove |
|Q some-existing-key-4 ){| | o l‘:*d'lt this value b4 | | Remowve |
Use "edit this value”
You can add up to 46 mane tags.
Cancel Save changes
2. EBRREESUAREENRE.
— A
BERMEFIRE
TR TERUM Wickr IEFBRIFE, BEXEERRENESER , F2H EENETRL.

1. EEEHRSENEL , EEREMRORZEZMER.

BERMEIRE
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-‘3' @ Select a Regian *

AWS Wickr » Metworks » ExmmpleMetwork » Manage tags

Manage Tags
Key Value - Required
O some-existing-key-5 | 2 wvalue-3 }(| | Remove |
0 some-existing-key-3 | 2, wvalue 1 x | | Remove |
0 some-existing-bey-4 | 0 wvalue-2 }(| | Remove |
| 0 new-tag-name 4 | | i walue 1 b4 | | Remove |

Add new tag

ip to 46 mare tags.

Cancel Save changes

2. ERREFESUARELENEE.

B ML TR

£ “BEEITR #H9H AWS Management Console X F Wickr , & URIE FEREB R L 1T
Xlo

EEBRENMEITY , BERA TSR,

1. 3¥TFF AWS Management Console 33 F Wickr 3Rii. https://console.aws.amazon.com/wickr/

2. HE Wickr EEREZFIENSMERSD , &E "EEER , ABEER ‘BRNEE

3. ERNEE TMHL 6 ERFAENNEEE, SUEBEEBLUTEI 2 —RIEW LG LIT
X -

c - EATEESERAIMNR BN NEMAESWEAR,
- BRREERRER AR — ERTRESSDEERS, FAEERESMNBERENDIL,
EEAAUERSRARRAAEN , WERKSAHIOMNIFER , HFE=1A. LRZEA

T2%., TREHARNTEEE. EEREREZRAYR , EERA TUARIERE S RRBAR
HERRIT R
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® Note
EFLELANME LLERAMITSR , ENENNEHBRAERF, , 3EME2EENA
FO

SR xR AR

LTREEATERZRHA :

« MBEMTYZEMSEREFZHZA , WZITERERBBL R
- BINMEZRER—IMME AWS ik AT SUEME R & FIRA.

- EERERHERAHE , BERAFUETITA,

- MREMKZHAFED 30 N, WEEARI SRR FIABR.

HIEL =

AWSWickr BHERE T LURBME RN FFEN F. XEEMER ( NI ) KA MNEHNE S 2 #1TE
EERRITMNEAMEAR (A5 ) RAZENEZEEXNFUARBARLWNUEFHNE. BEREEH
TFIEEHBIEREH AWS Wickr Premium EE2RFMNSWEF, X Premium TXINEZELR |, 5
% Wickr BT

UMEEEANEMNERENBCEHREEE06E , ENEPFHENMEEEN G EHFRBFALNSE
MBERRE, MEBEERTUENSIE (HI0 : A#bfF#. Amazon S3 FHEBEE A P ERHEMH
fiEhE ) FRIXLE txt XHFEEH , ATUMNBEXN ERITON. BERIJEH,

(® Note
Wickr Kz A1 HERHE M HF, Bt , ERREREERFEEERE

£}

- EREREEFEE
- REBIREEFER
- FEBEEEFRE
- BIEEEEERNSES
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ERBREFIHE
SERUTERUEE Wickr MENBBEERAES. LETUEAREA Wickr NEWHEZEY
B,

1. 3TFF AWS Management Console 33 F Wickr 3Rii. https://console.aws.amazon.com/wickr/
2. EREEMSE,
3. EWickr EEREFANSEMERD , ERMKXRE , ARERBEZE

PREEFIHER T REBFEHFNSRURMERFHBEZFIHENET. AREERREERT
MEZEER , EEHR EEREEFIET.

® Note

BEEFUREBEE  METHMBEAFBLEE —FBEEFETBNER , EAMIBERAT
RE ThREAY M 45,

Bip B 33 B 171k T

ERIEH AWS Wickr MEBRBEHIEEZRE , BUXITFHIEEZENEEA Docker MG BE EN LHA

25 , Bl i+ EHL 5 Amazon Elastic Compute Cloud (Amazon EC2) #yEfl, SPBHEARE ,
&) DU EL B & 9 9 BB 7% /£ Amazon Simple Storage Service (Amazon S3) F#Ef . BE AL
FHREREVBAGRENFEAEMAWSERS |, 6180 AWS Secrets Manager (Secrets Manager), 5
(), D ESEEHRS CloudWatch (Amazon SNSCloudWatch) Simple Notification Service
()o AWS Key Management Service AWS KMSEA T E RS 48 2n1{AT 9 S8 Wickr P& EL B FiZ 1T &
FHLEE A

£
- RERESENAREMS
. LT

- WEXE

« Secrets Manager {B

« EAWS RS HERBIERFN IAM BUR

EEBEEFWR 37


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

- BHHBEZEFIREA
- FLEBEEEISEA

Be S 2 P Y SRR A

EFBZ AT, BHM Wickr AWS Management Console B FIREURIE B ZHBA B (FRIE AR
& ) MM BB, ﬁm)’*’ﬁ]?&ﬁaﬁ-m%ﬁkﬂ‘f RIS EXF ME. BEMFERF A FERARE
B, BXEZER , BN &5 REZFEE

=9
BRBHBEEENRAN , BANEANTERZ —IEENRERD !

« IR EE WICKRIO_BOT_PASSWORD AIEFEFEMN MIREE oMk 7T HEEFNHIAREE
=,

« F AWS_SECRET_NAME # 8 E#RRH Secrets Manager FHIZE{E, AIEREHEM Secrets
Manager {8 #8208 T ##z7 5 788 AB Secrets Manager &,

- SBFEEENRARTH , FRARD, EFEFEM -ti BTEARER TTY BGRNXREITHREZ R
HBE Ao

BREEREZEENRAN , RER—IMHEDB, IRECEEENZEBEZFNSRA , NERALERR
#iH, BLREREZFIRAL  DHEEBLTR.

HERHERNED , MELT ROIPFATR.

/A Important

NEBREEZENNE. MREEXRTER , EHLTLENZRYBEEFISREA, BIH=E
H#EE, RHETITEN Wickr MEREBHBIERITIEE,

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkxkx

**x** GENERATED PASSWORD

**%*% DO NOT LOSE THIS PASSWORD, YOU WILL NEED TO ENTER IT EVERY TIME
**** TO START THE BOT

"HuEXAMPLERAW41GgEXAMPLEN"

kkhkkkkhkkhkkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkikhkikikikkxx
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T e 1 T

BRBIEEFEIEEH N Wickr NERBEHRFEEFIRAR , ©FHRELHNE P RIENFRAEHESM
X, HERTFEXHGH , XEXHZRTHENHNERS , JUERARREEHTEE, AXE
ZER  FSHA HREE,

&R LABCE T BRI 2 — RAF M X LR

- FFrERRAEEM XA FRES L. XRERINET, EERTREAEXABITE —IMREH#TK
e ARRENBETERNFHEE.

 JIFREHEIRAVE B M X4 E Amazon S3 FREH . BIEEFNRAFERERNERNXS
REFIIEIEERN Amazon S3 FEMEH, MUIFRFIFEMESE | HIREE BN ST M ENHBIER.

 JFRA ERHIFOE B MM X FEE Amazon S3 FEREF ., BIERFV SR AHERSRANZEAN
FRIEHRIVERNXAHRTENNE , FARERFIIEIEEN Amazon S3 FEFEH . KIENINE
ARTFIF®EBE , HROERANXXINEN LR, SRFFERERERHBMN4

BXAEHNBEZEEAEEMSAN Amazon S3 FHEBNEZELR , S Amazon Simple FiF 8
AP BIEFH S
FEEE

BRMERANTIMEE B REEREZ FIRA. EESTHRIEZFERA Docker BURAT |, BT LAGEF
-e BRIRERXLIERE, AXESZER  F5H B BIEEFIE A,

@ Note
BRIFSBUD , BNXERFEE R TIEN,

FRAUTHETERIEEHEZENSEAZIL :

« WICKRIO_BOT_NAME—HIEZFIER AN B, SITHIEZFVEF A Docker BIGRTEE I ET
=,

« WICKRIO_BOT_PASSWORD—HIRBEVRANWKBZE, BEXEZELE , BoH BEENEZERE

HEREH, MREFTECABBRTIEIBRFEZENSRZA , REBLETITEFEH Secrets Manager
REHBEEFNBAEE  WEEFALEE,

ERLLTHEZEBREERIABIER FRAERMIIEE
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« WICKRIO_COMP_MESGDEST—FERNAHEEMN B RNWBREE., BIAERN /tmp/<botname>/
compliance/messages,.

e WICKRIO_COMP_FILEDEST— AL X EH ZHNBEER. BINMERN /tmp/<botname>/
compliance/attachments,

* WICKRIO_COMP_BASENAME— W EIMEE X HMEEREZHR, BMIAMEN receivedMessages,

« WICKRIO_COMP_FILESIZE——MX kibibyte (KiB) N B EZYUHEXHHNRAIHF KD, HK
NRBIBRAE , FEH— N, BRIAER 1000000000 , 30 1024 GiB,

« WICKRIO_COMP_TIMEROTATE—HIEEB FNlas AW EIAEBEBMAREFHE XA REKE |
lospREs, HEBetRBRE |, FE3— N, BReEAER ST K /N6t 8] Sk BR il Uk 2 B 8
BXHAKRDN, BIAMER 0, RREERE,

ERLLTHEZERE L EEANIRIA AWS X,

« AWS_DEFAULT_REGION——Secrets Manager & AWS BRFKIERIA AWS X ( AT Amazon S3
HAWS KMS ) o MIRKRENBINETE |, MEIAFEM us-east-1 XiF,

FERUTHRETEEEEEFEMER Secrets Manager FBIEZEFENRMAZEN AWS RESEENERE
FA#Y Secrets Manager %4A. BX A LLTE Secrets Manager HZE BN EZEE |, {55 Secrets

Manager B,

« AWS_SECRET_NAME——Secrets Manager Z4AV B , EF I SBIEZ EISBAFTENEIER
AWS REZEE,

« AWS_SECRET_REGION——AWS B ZFIIER AWS X5, MREFHNE AWS Z4ABRE L
8 , WS HiZ AWS_DEFAULT_REGION 1B,

(@ Note

B LU LA TR EINME L EE N EF M 7E Secrets Manager 1, MMREEFRFER Secrets
Manager , } X EEFHEERE , BAESTHIESZFIERA Docker &R , BEFEFTE
NEERANEERE, BRAFEREARIEFHEFRA AWS_SECRET_NAME HEZE81F, &
XEZER , iHZH Secrets Manager {E.

HEEFRER NI FEEE |, FANTHREZEIEE Amazon S3 71,
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« WICKRIO_S3_BUCKET_NAME——TFf#H B F X4 H Amazon S3 TFi& @Y B o
« WICKRIO_S3_REGION——1Zfi#H B F X 44H Amazon S3 1FiEEHY AWS XiF,

e WICKRIO_S3_FOLDER_NAME——TFf B4 F X4 #Y Amazon S3 FiE @RV A KRB 7R, XX
HRZHBFHAREE Amazon S3 126 # P AV AR TR B4R,

R R IFE] Amazon S3 fFEERT | HICERFER TS ImINBREFMNE XM, BEANR TR
TEXRIEE AWS KMS H4AEE.

¢ WICKRIO_KMS_MSTRKEY_ARN——AWS KMS F# 4 Amazon BIREBF (ARN) , AFTEEEX
BB ZFNEE A LW SHRFZ Amazon S3 FHEEZEIXN E#FTEIH N,

« WICKRIO _KMS_ REGION——AWS KMS X Z4AFTER AWS X1,
WMIRIEFR D Amazon SNS TR X EBIEBFSHN |, AU THRETEIETE Amazon SNS HiE4E
B, RENEHEREB. RAURERER,

« WICKRIO_SNS_TOPIC_ARN—EFHH X EABIEZEFEHM Amazon SNS A ARN,

FEAUTIRETE [ X EHBRFZIESR CloudWatch, INRIEE , MFE 60 B4EK — XIEMR,
« WICKRIO_METRICS_TYPE— RN ETEMEIRE N , cloudwatchbAm EKIiXfEFR
CloudWatch,

Secrets Manager {8

BT LAE A Secrets Manager 17 & BiE & 788 AU AWS RBER. BXAIE Secrets
Manager ZHNEZE L |, S TE Secrets Manager A8 H 61 — 1 AWS Secrets Manager

=
2N
== o

Secrets Manager Z4A A/ ARG LU T{E :

« password——HIE B F B AEB,

« s3_bucket_name——17f#H E M 4K Amazon S3 FERMN B . MRKRIZE , NFHEABRIA
X RN

« s3_region—7FHE M H4H Amazon S3 FEREH AWS X,

« s3_folder_name——1FEBR R SLHHY Amazon S3 BT AE X HRE . HXHEREH
BN A R1EE Amazon S3 124 48 F #Y BB 4 R STH Y 4R o
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

AWS Wickr EEIEE

« kms_master_key_arn——AWS KMS £ %4Af ARN , ATFHEHEXHFNHBEZENERA LB
HR122] Amazon S3 B2 BTN H#TEFH NE,

 kms_region——AWS KMS EZ4AFFTER AWS X,
« sns_topic_arn—EFAHEREHRTFEZEFEHH Amazon SNS EEH ARN,

£ AWS BRFHFEABIESZFHN IAM BUR

MR IEITRIIE Wickr BIEBEVSARFERAHAM AWS RS, MAFHEREY EEMEBE AWS Identity
and Access Management (IAM) A &R KBEK I RIX LRSS, RALUERBEREVEABRENFER
Secrets Manager. Amazon S3, CloudWatch, Amazon SNS . AWS KMSELF IAM policy#® FiX
L RR SRV B IR AP IR A 1A | A PR .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"secretsmanager:GetSecretValue",
"sns:Publish",
"cloudwatch:PutMetricData",
"kms:GenerateDataKey"
1)
"Resource": "*"
}
]
}

BA BRI ERFEATEN LNRRDENEBIRSNIEN RKIEEHL IAM policy. kR
BRITEFERAN AWS BRSVZRE, Bl MREITENER Amazon S3 778 , NIEA LT R
ZRBESMIBR secretsmanager:GetSecretValue, sns:Publish, kms:GenerateDataKey
cloudwatch:PutMetricData #fE.

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "*"

MR & AE A Amazon Elastic Compute Cloud (Amazon EC2) SEHIRITE BN BIEZFNEEA |, BFHEA
T % Amazon EC2 E M RAISIE IAM A HFEHA LA REEE X 2B KK,

B iR FIERA
EETHEEENEAZN  NAEENANEHTRE, DR MEEN LSTEBEA -

- FFTEFFR AWS RS , BBALEFFZRRS, EXFERT , ZEEARIANHE mumit'f"z:?*ﬁ
Ui, BRIZRERREFHRNEEXHH R NRENBFEN KNS EERBRH. BEXEZEER
S M REEE,

« JFAILATE AWS BRSS , RIERIBI2 Secrets Manager Z4ARE# I EFARRFEIELA R AWS AR
SHEAT. BLE AWS REE , BUUKE S HIELZFNEE A Docker B, BXAILFHE
Secrets Manager ZfAHHIFHEENEZEER , 55 Secrets Manager 8

UTEVERTETHIEE TR A Docker REN ROl T, EEBNROAGESH , FUTROIESR
NECHE :

« compliance_1234567890_bot , tEE LENBREEEIHRANEF,

« password , EREHNBTEZFVEANEL,

« wickr/data/retention/bot , fEFEH Secrets Manager 4B , A TENEBIE B EHE5
Ao

« bucket-name , £ 6 H B R XK Amazon S3 FME @I B o
« folder-name , fEA1FME E MU Amazon S3 F6EH B U B .

e us-east-1, FREBIBEREN AWS XiF, #lan , AWS KMS FZ4AK XiF = Amazon S3 Fi& @
M X3,

 arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-a617-
abababababab , fEF AWS KMS £ Z4AH) Amazon BREZ#H (ARN)
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ERZEBIELRERINHEA (T AWS RS )

LLTF Docker S B BEEEFENEEA. BBEFEH WICKRIO_BOT_PASSWORD METZEIEEN. #l
B|AFHEARIAG RN &R, HEARER HELE o PENHERIAE.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

wickr/bot-compliance-cloud:latest

ERZEBRREINHREA (T AWS RS )

AR Docker 8 B BEEFNRA. HBFEEFNRARTH , REQBAEB, ©HERALER
BEEZE #0 P EXHBRINMETT B ERARMIAE R LR,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

docker attach compliance_1234567890_bot

Enter the password:****x*xxkx&%*
Re-enter the password:*****x*&*xx%

5 -ti ETUETHLET A LR ZRIDIR R, BERZTEZ 3 Docker BRI&F I Bl 1T docker
attach <container ID or container name> s , A {ERBZBIERT., BRIZERATIZET
XFENGBT. MREMIE] Docker MREZEFTRIRT , BERAA , BEFIIRT.

LIcH 15 M EHE XN AN B IEEA ( T AWS RS )

LUF Docker th B EAMERERFBIBBFIRA. CEFEEEN FRBIHES XHLHRE 15 5
o

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \
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-e WICKRIO_COMP_TIMEROTATE=15 \
wickr/bot-compliance-cloud:latest

BEhHEE AHEA Secrets Manager 18 E ¥4 %1

A LAfE A Secrets Manager SRIRBI BB B FHRANZL, YEEHRFEZFVSEAN , BFER
B —PNMET ERIEEFMEEXLFEER Secrets Manager,

docker run -v /opt/compliance_1234567890 bot:/tmp/compliance_1234567890_bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot ZAEEABUTHREZE , 2R
K,

"password":"password"

BoHEE A FHEH Secrets Manager BLi& Amazon S3

IETLAE A Secrets Manager RIEEEIEM Amazon S3 EEFEE R, YZBBHIBEZENSR/AN , &
FERE—MIMREEREEFMHIXLFEEM Secrets Manager.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot ZAEEEUTHWERE , ER AL
Ko

"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"us-east-1",
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"s3_folder_name":"folder-name"

MBS AW EI B9 H BRI FERIER A network1234567890 MY UK H K bot-compliance Ffif
B,

BoIHlEs A HER Secrets Manager ELi& Amazon S3 #l AWS KMS,

& LAME A Secrets Manager RIEEZHE. Amazon S3 B AWS KMS EZ4AE R, HEBBHHK
FEEEVSEARN K BEERE - MIETERIBEEFHIXLFEM Secrets Manager,

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot ZAEEEUTHERE , ERAAX
Ko

"password":"password",

"s3_bucket_name":"bucket-name",

"s3_region":"us-east-1",

"s3_folder_name":"folder-name",

"kms_master_key_arn":"arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-
abl7-abababababab",

"kms_region":"us-east-1"

}

LB AR EIRYE EF X4 A B ARN EFRIRH KMS ZA#TNE , RAEBAER
“network1234567890” B SL4FR A #Y “bot-compliance” Z#EEH, FRETIREE L/ IAM policy.

B AHERNIETERE Amazon S3

MRIEFEAEF Secrets Manager RIEERTFEZFVEAZERE , WALMEAU TR ELZERHHESR
ZH188 A Docker BR %, R4 WICKRIO_BOT_NAME IREF EFRIDHIFEBZ EHEE AN B .

docker run -v Jopt/compliance_1234567890_ bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

BB IR B LT 46



AWS Wickr EEIEE

-e WICKRIO_BOT_NAME='compliance_1234567890_bot"' \
-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_S3_BUCKET_NAME='bucket-name' \

-e WICKRIO_S3_FOLDER_NAME='folder-name' \

-e WICKRIO_S3_REGION='us-east-1' \
wickr/bot-compliance-cloud:latest

BT LAE AR ERIRBIBIRE ENEE ARIER. Bx Amazon S3 FAEERE B AR BIA ST AR B B
IE{EI%\O

FILBEEFISRA

EHREZENSEA LESITHEM4THIR SIGTERM S5 H EE XM, #A docker stop
<container ID or container name> Tt EIEIEREFHEFA Docker B A H SIGTERM %
WMELTR RBIF TR

docker stop compliance_1234567890_bot

REBEEFEE

EBIEE Y88 A Docker HP&@J:i:ﬁE’JH#ﬁ?ﬁH:‘.EU /tmp/<botname>/logs B &I A& XK.
CIIEEEEIRS 5 M. BB ETUTaSRREAR,

docker logs <botname>

Hlan -

docker logs compliance_1234567890_bot

BEEBFENRNSH

LA 2 5.116 MRASHY AWS Wickr ZHIER B A8 A B 81 X /L B3 CloudWatch (CloudWatchSNS)
BRI S @A RS (D) B4,

FA

« CloudWatch §#x

- ML #SNSES
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EEEmE

CloudWatch 5%x

ErEYSEASRE 1 98ER—R , AERIS5ET

CloudWatch BR%5.

LT RBUREE LR AN F BT,

B

Messages_Rx
Messages_Rx_Failed
Messages_Saved
Messages_Saved_Failed
Files_Saved
Files_Saved_Bytes
Files_Saved_Failed
%

Login_Failures

S3 Post_Errors

Watchdog_Failures

Watchdog_Warnings

IR R B 188 A Docker &5 HIIK P < BXHY

i

i

Iy

;“ﬁ'/‘ L&EU

¢

A2 W EI B H B R M
HERFRWEIRE B H,
FOHEBRFRWERYE B AW
XHEEWE,

EERXHFNF T
OB R IE Ao

EX (BEEI ERBRIIR)
BERAW (BESMERA1R) .

FHE B & #5 2) Amazon S3 7T
R

B REE,

BERES.

A RIEREEER CloudWatch, A THIER ARG & ZHE R WickrI0, BMEREAE —MNEERT,

UTRE ERER—BRMEENFIXR,

%E

Id

I
MR ARRAF A,

BiRE RS NSES
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EEEmE

“E
RE

.

BotType

A 45

I O SNSSESN

(=}

BENRANRBIEKLNHER, EBTZNEE
ARZ RPN E A

AN m. ALAZM T Alpha, Beta 5
Production H WickrPro_ = WickrEnte
rprise_ o

B ARE, SMHBABIRIEAEN,
KERM LR 1D,

DTE4EMBMSEHSNSEBAF |, ZEBHEFEAWICKRIO_SNS_TOPIC_ARNMMEZE ) Secrets
Manager sns_topic_arn ZRERIRHWIT LB EFEZH (ARN) BEENL. BXEZELR | HSHANE

3 & FMSecrets Manager {Eo

HREFREVRAERNBHIISONFRBEARIE. N 5116 IRBBEBEFINRAR  XESH4HE

EUTE,

B
complianceBot

dataTime

RE

dockerlmage
dockerTag

;\ﬁ l%\

notificationType

(=]
BREEENSEANAS .
SHRERH B HMETE,

M ENRANRBIKRFINHER, EEZTZM
2R AXBIRERA

5838 AXEXHY Docker B {5,
Docker BR{GHI PR SRR AN

EHHE., AXEZFER , BSAXESHNE
BEEH.

XMEFR Bot Evento,

BiRE RS NSES
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B2 =l
severity EHMTEM, B normal &
critical,
BT ] Amazon SNS BT e WUEDN . MR FEA B FHRAFatHTITHE , REKEEBRE—FH

BERLT AT RIS BRI B F B4

{

"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:39",

"device": "Desktop 1234567890ab",

"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",
"message": "Logged in",
"notificationType": "Bot Event",
"severity": "normal"
}
TESH

RESHRSBNNBAFLRER. ERRBZIRY , AeSHEMAE,
B3

A

F KW
UTRISBAZEZRUAARERNENH, BFHEHBIELERABNERER,

BfRE EHER

failedlogin FUARERH, REZB,

failedlogin REEAF,

failedlogin KA HRE EHE =,

B AFEBHBS,

filE config.wickr XHHZEBEFIER,

I

il Fo3EIEE config.wickr 344,

BiRE RS NSES
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EEEmE

BHRE
failedlogin

failedlogin

EZREEH

eV
B

BotDevice B2 &=
WatchDog

S3 kM

EIPIES::

RE S AAMEIKS

EHHE
BFREIBRM.
MR EREEEFE.

EHHEE

W ickrlOClient Main:: slotAdminUser & : £
B (%1): BR : %2’

RECEE
SwitchBoard R&EHLat[EET <N> 28

T EBB XS <file-name > 1£ S3 17
r. &R : <AWS-error >

SERVERSUBMIITEDFALLBACKKEY: R 2 AR
BB EFIE s EIR B, BRREIRERIE

R AF.

FRENSEMH, ERENERAEASSHRSATRERENNER,

BEAEOBBEEFNRAKS M RZANER, EREFRT , STRE-—IEELR , REBA

ECRBERFNRAEZS . A TRUEAIHES

A device has been added to this account!

PBEABER

EAENRACKDBERNER, A TRULEARNER.

BiRE RS NSES
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AWS Wickr EEIEE

Logged in

IEFER ]

HEHENBRAEERARNER, MRAFKAABRELEE  NARERTIFERE, ATRLEH
RH R

Shutting down

BEHAH

HEHEBRREZFNRABHRER , ©RAXKE Docker BB EMAMATA, LEAHENRA
BERER , A BBRBMaER. WEMHIEA TR ATAMREL versions BAFR. A THIL
SEHEFEEANRE.

"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:55",
"device": "Desktop 1234567890ab",

"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",
"message": "There are updates available",
"notificationType": "Bot Event",
"severity": "normal",
"versions": [
"5.116.10.01"
]
}
T A= ATAK?

R EAABMES (ATAK ) REARSHERUEES (ATAK) , R—REET B ZASMIEE
ASHBANARSE , TSABBENRLIE. BRATAK BIRNEXRKEAMRI , ELTE
B WEENS. NARBEHES,

25

.+ 7 Wickr P42 HIEIAR R 2 ATAK

. 3 ATAK B EABIE S

AR ATAK? 52



AWS Wickr EEER
o REHEXERT ATAK B Wickr i@

o BITAERDE

.« REXM

« RIELREMIEZHE S (Push-to-talk)

o R (BEE )

. B

£ Wickr FEZIZHIE R /S A ATAK

AWS Wickr X 2 FERALZEBRBEEN (ATAK) BHLE, B2 , BIBFNIE , A Wickr 89
ATAK B4E R AMBEFF R AREFF gEdt TIXLRE, A THBREDHEFEZEXER , Wickr FFZ T —f
B, ZRGBEILRLNEREINEEE®E T ATAK, FAERT ATAK 9 Wickr #&4F , AP T LAFE ATAK
RiFARRFHE Wickr L RIEHEE, WMERMER X, XEBRT Pl AR ATAK BIRTheEBl B R & %

8

£ Wickr M2 EHIE MR B A ATAK

SERCUA T I8 BATE Wickr Network Dashboard /2 A ATAK,

1. #TFF Wickr 89 AWS Management Console , Pt https://console.aws.amazon.com/wickr/,
2. EMENEL , EREERFEUASMBEZMNERN Wickr EER2FA,

Q, 1 2

(=] Metwork name v Métwork 1D v Plan v Wickr admin console [} v
ACME production 69963353 Premium Admin

ACME beta 69963554 Standard

REFRERIRFEMEN Wickr EERIZHE

BH ATAK 53


https://console.aws.amazon.com/wickr/

AWS Wickr EEIEE

Wickr Network Dashboard

|'1|-'

/7 wickr

Wickr Admin 1 Manage Plan

Netwark: o

Dashboard 8 5 5 2
Network Profile
GUEST USERS IH AR H £
2021 -
Team Directory
Warsge Plan BI”II'If:1

8

£ Wickr EEREZEHANSEMERT , EEMRRE , ARERZE4.
ERERA ATAK NFTE R AZUNHFAER.

£ General £ £ |, 1%#% Edit,

£ ATAK ThEERR D H -

o o b~ w

a. ERHBXFEPMARGETEN. ERNERATEZ - , EEERRTRAFRRZENERR
ATAK MRS :

« com.atakmap.app.civ—IREH Wickr REAF EEH Android 8 & L REMFER
RAR ATAK R AR , BERGSIXAREF R ALE.

« com.atakmap.app.mil—HREH Wickr RLAF EEH Android 8% EZEFEH
FRAMATAK RAERF , BERHESXEEFRALE,

b. MEAB3 ATAK FRENAIF 5% IhEE,
C. ﬁj:%{%ﬁo

B A ATAK 54



AWS Wickr EEIEE

Security Groups > default

default

WE , BRIEEM Wickr MEMEENZEEBH ATAK, BNZERZSADHEZHT ATAK
INBERY Android AP REFER T ATAK B Wickr HitF. BXEZEER |, BS R LT EHEX Wickr
ATAK &,

AR ATAK WEMER

BX ATAK By Wickr B4 EZER , BSHEUTAR :

« Wickr ATAK 1HH#LR

o Hith Wickr ATAK iFHER

RRABXEA T ATAK B Wickr G4

ZERRREEHN ATAK) 2EEEH. NMABFIEEANRERRAR , XENHEESHRA
BENRHATESHAX. RITHNEHIMRL, ATAK WIRHAEMEELLTF X B RINTNEE. ©ERFE® 4
GPS MithEEZ BB HFEH TSN , BMLEN EERENEHNENSERBA, EARXEP , BIE
HERTUNAERZERE LZEERAT ATAK B9 Wickr S HFEE Wickr B IRE X, XIEELE
B ATAK BI AR FERAETE Wickr £ &% 54 S M T 4E,

AR ATAK HEMER 55


https://docs.aws.amazon.com/wickr/latest/userguide/atak.html
https://docs.aws.amazon.com/wickr/latest/userguide/atak.html
https://wickr.com/wp-content/uploads/2022/12/Wickr-ATAK-Plugin-Overview.pdf
http://wickr.com/atak-plugin

AWS Wickr EEIEE

=3 ATAK B9 Wickr &4

FTRATERUAEZRERE ERE ATAK AR Wickr #& .

1. BI{E Google Play EJE , ®% ATAK F#Y Wickr #.
2. ERFREZLITF ATAK RARF.

3. EATAK NARERYF , #BREL LANXEENR
1=
REEBREH

4. BEES A

5. HEBSARBEBHEEOF , %EFEARH# SD , AESMEREFEAT ATAK B Wickr 4 .apk X
HHNE,

6. EERBEMHFMFARBRRHITRE.
(@ Note
MRRGBRERE\E M XARTHE | EERES,

7. ATAK NARFNAEEREEME ZE . EREE,

ATAK 89 Wickr MM B 2, SKEIRBYT ATAK 5 Wickr BiXd”— 35 # TR ELL R IE T2,
& ATAK & Wickr Bt XY

RINZE AT ATAK 9 Wickr a5 , TRUTEEE ATAK NARFE Wickr B3t

1. EATAK NARERFH  ERFEA LANEERR
=
RIFIEEE Wickr &4,

2. %&$E Wickr BEEXY,

FHIA-—FBHRET , EREEFAT ATAK B9 Wickr IHHHNR, RZAEHABHART |, F
fTFF Wickr B8R , HEIRE K ARRIEEENNARERF. JEFENSFLERS THEIIX

NMaEo

!

IlTS) 56
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AWS Wickr

EEEmE

3.
4.

&  Connected Apps

Connect Wickr Enterprise with tools

that you use every day. Spend less time
context switching by connecting apps to
send and see messages, share files and

launch Wickr Enterprise calls.

Pending

e
FEITR

// Wickr ATAK Plugin >

IR AR TEOXY .
IEFRFTIT Wickr ATAK #EAF R LURE R ATAK M ARERF.

iy

!

i

IlTS)
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AWS Wickr EEiEE

<& Connected Apps

Success

You've successfully connected Wickr
Enterprise to Wickr ATAK Plugin.

W, BEKIE ATAK S Wickr Btxt , MBALFERE ATAK N ARFEAFERZEGRE
% HEFMEEH Wickr #H1THME,

EUE ATAK 5 Wickr BE2xd
SR TERUEDE ATAK 4S5 Wickr BB 3T

1. EXVNARRFF , EREE  REEBREZENNARERF.
2. EEENNAEFREL , 1% Wickr ATAK 4.

REMBRS
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AWS Wickr

EEEmE

3. 1 Wickr ATAK i RE L | it REEIDHIMIER,
EESER—NBIARE , XEZLTBFER APl, IE |, EERIIEUE ATAK SEHMI BT .
AT FIEITEBF

&  Connected Apps

Connect Wickr Enterprise with tools

that you use every day. Spend less time
context switching by connecting apps to
send and see messages, share files and

launch Wickr Enterprise calls.

Connected

il
IR

]/ Wickr ATAK Plugin >

BRI LMERER T ATAK B9 Wickr $E4F3R 3T 207 8B83F,

TR T IR IT MET B E,

1.

2
3.
4

FIFABMXED,

EHERET  EFREFUN AP B,
EEREREL AN BERR,

EEE , B LURE ATAK 4 A HETBIE,

BITHIZFTERE

59



AWS Wickr EEIEE
RIE

BRI LAERAERT ATAK B9 Wickr HE4 &% X4,

TR T B RIE .

1. FIABXRERQ.

2. EHEAEF , BREQEREXHHAS.

3. RIEMEREXHHASE , BEREAF &R,

4 Tiiv:LfCﬁ:Ji%J: ﬁ#%ﬁ#%;‘(#,?’i)‘%ﬂﬁ BERIEN M.

€ M Q

Send File

NORTH DAKOTA %

MENNESUTA

winnea 8150

SOUTH DAKOTA

KA -
i file name.PDF
PDF

WASATEH. R/IN(.,EJ

'Aéunvu

) SUTAH S & COLDIRAD O
o
‘ Arkansas River

OKLAHOMA Choose File

Callsign: BACKY .
14R PU_10708 79232 Send File
1,009t MSL/ 171°M

5. HEXNRBEOSP , EEFEAFRIM
6. HEREXHREL  ERRIEXM.

LR ER TERENR , RRGEERN XA EE T

RIELZEWEZ

YRATLATE ATAK B9 Wickr P RiEZ £ WEFHE (Push-to-talk),

(Push-to-talk)

]]II|I

TEATERUREZSIEEHEE

1. IFBRECD,

BIESTH 60



AWS Wickr

EERFEN —RER BN, BRLER—PAERERE.

— m el Q

Lake
oy, kO s Minnespois oo NN (| Michigan

iRy A SOUTH DAK OTA <
QUNTAINS i / M
\g.wvoylmd

A

NORTH DAKOTA =

S @
20/t

MINNESOTA

Chicago
Ly . NEBRASKA

’ W
A7 S y
j, 1
ASATER RANGE,

;} Ul H)Q‘ v

'-5"|V.
COLORAD O

.org
WB ©
I'm NW of Denver

Arkans, ;
o rkansas River

KANSAS
v

02:16PM 07/12 364D

OKLAHOMA.

MS : 1 .0rg

Dallas

-
TEXAV Nz LT
HCallsign: BACKY

14R PU 10709 79230
1,020 ftMSL  182°M
0 MPH

02:16PM 07/12 364D

e

/R

=

NORTH DAKOTA =
MONTANA

ol R¥

'y L0 e
" Rftey, "' b
MOUNTAINS, - ¢
 WYOMING,

IDAHO

-~

i e )
v

1,
WASATCHIRANGE }
u" Denver
A S !

Al H ' COLOKADO
F

xR
%

1,099 kn';
4 . i ﬁgIJ ;\ 1 l%\ o
5. RXHIEER

REREMEZES (Push-to-talk)

Arkansas River

MANNESOTA

Winnesp 9150
SOUTH DAKOTA

NEBRASKA

KANSAS

OKLAHOMA

Callsign: BACKY

14R PU 10708 79222

1,001 ft MSL 85°'M
+/=12m

, BB AT R %,

Hold Button
Down to
Record




AWS Wickr EEEmR
RNZE (RZETE )

RZERRIEF B ZhEEA F one-one-one X iFHFAE,

FERATIRUAERANLE,

1. ETH ATAK 5B FER T ATAK B9 Wickr 42 ROE. wtELEREUE LS RENAKR
WA=,

2. EERAFERUTHRE,
3. JiFF Wickr Ih , EEFEJ&FEF‘E’JTFHJE 1,

e ® < I Q 3 @
* 13S CD 70132 70360 NAZ +

-—- ft MSL _
—--MPH_255M %%, DMs

MENNESOTA

00— Lo Mg HH Hiro Hamada
7 o\ 01:42PM

&) &) Wild Bill
4 'éémvu WB ‘
v e , 01:39PM

OKLAHOMA

Sit(x)-TAK-Wickr
Callsign: BACKY
& 14R PU_ 10701 79216
§1,008 ft MSLE 24°M
HO MPH +/=5m

4. EREEL  BEETIERZ— :
« EIE L REBLUFM,




AWS Wickr mEER

MONTANA

SOUTH D

TEHIRANGE/ 'i
., '/} enver

('()!.(aﬁhl)()

Arkansas Rive

&

prS

SOUTH D

TCHIRANGES 'i
e ’ Denver
4’-’
COLOADO
Arkansas Rive

prS

« MHRE D EBUREXH.




AWS Wickr EEER

SOUTH D

Arkansas Rive

p

SE

W\ U222 EM0E  SENERREE TANEEN B eRRRTR. BEMEABIAIERE
KB 2 [B) Ao

s RRAUE : 2B EHARERXE,
« DM #1® : 8l one-to-one Xif. HIKXRIhEES Wickr ZH M ARRF —#, LIEEAFEREBEHRE
NES  HEIRERHESHMABE.

- FRUE  AMNARFTNIAREESBEI R, @4 EREERSRRE Wickr 25415 A
BFF.

® Note
REhee (HIumERER ) ReEEANEARFFRFHRIT , LBAFEMESNINGIREZ
BT

VSR im B 35

ARSI LA T i O AR Wickr EEFEIZTT :

S 64



AWS Wickr EEIEE

i 1

- TCPW D 443 ( AT HEAH4 )

- UDP#% 0 16384-16584 ( AF TN )

it X 51 B9 AU 51T AT B S R 1 A M ik

MREFENAE TN EUWRNRSS P utFIAFTEE | 55T CIDRs#E it X5 1 # &
EUHRFRS S IP utFIR, BEREEMFR  BACTHESRET(L,

(® Note
JE A A3 I BB F B4 M donotreply@wickr.email & o

XERS (HFRILMILER)

A * gw-pro-prod.wickr.com
* api.messaging. wickr.us-east-1.amazon
aws.com
CIDRib It : * 44.211.195.0/27

+ 44.213.83.32/28

IP b3k * 44.211.195.0
* 44.211.195.1
* 44.211.195.2
* 44.211.195.3
+ 44.211.195.4
* 44.211.195.5
* 44.211.195.6
* 44.211.195.7
* 44.211.195.8
* 44.211.195.9
* 44.211.195.10

it X 5 H B Fo ¥ 5V I B B A 38R At 65
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EEEmE

44.211.195.11
44.211.195.12
44.211.195.13
44.211.195.14
44.211.195.15
44.211.195.16
44.211.195.17
44.211.195.18
44.211.195.19
44.211.195.20
44.211.195.21
44.211.195.22
44.211.195.23
44.211.195.24
44.211.195.25
44.211.195.26
44.211.195.27
44.211.195.28
44.211.195.29
44.211.195.30
44.211.195.31
44.213.83.32

44.213.83.33

44.213.83.34

44.213.83.35

44.213.83.36

44.213.83.37

44.213.83.38

44.213.83.39

44.213.83.40

it X 5 H B Fo ¥ 5V I B B A 38R At
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EEEmE

WAH# X (FINE )

5

CIDRitz ik :

IP b3k

44.213.83.41
44.213.83.42
44.213.83.43
44.213.83.44
44.213.83.45
44.213.83.46
44.213.83.47

api.messaging. wickr.ap-southeast-1.a
mazonaws.com

47.129.23.144/28

47.129.23.144
47.129.23.145
47.129.23.146
47.129.23.147
47.129.23.148
47.129.23.149
47.129.23.150
47.129.23.151
47.129.23.152
47.129.23.153
47.129.23.154
47.129.23.155
47.129.23.156
47.129.23.157
47.129.23.158
47.129.23.159

it X 5 H B Fo ¥ 5V I B B A 38R At
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EEEmE

LA (ER )

B

CIDRitz ik :

IP b3k

Asia Pacific (Tokyo)

13

CIDRi it :

IP b3k

api.messaging. wickr.ap-southeast-2.a
mazonaws.com

3.27.180.208/28

3.27.180.208
3.27.180.209
3.27.180.210
3.27.180.211
3.27.180.212
3.27.180.213
3.27.180.214
3.27.180.215
3.27.180.216
3.27.180.217
3.27.180.218
3.27.180.219
3.27.180.220
3.27.180.221
3.27.180.222
3.27.180.223

api.messaging. wickr.ap-northeast-1.a
mazonaws.com

57.181.142.240/28

57.181.142.240
57.181.142.241

it X 5 H B Fo ¥ 5V I B B A 38R At
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« 57.181.142.242
« 57.181.142.243
« 57.181.142.244
« 57.181.142.245
« 57.181.142.246
« 57.181.142.247
« 57.181.142.248
« 57.181.142.249
+ 57.181.142.250
« 57.181.142.251
« 57.181.142.252
« 57.181.142.253
« 57.181.142.254
« 57.181.142.255

MEXR (HER)

15 * api.messaging. wickr.ca-central-1.ama
zonaws.com

CIDRi it : + 15.156.152.96/28

IP b3k : + 15.156.152.96
+ 15.156.152.97
+ 15.156.152.98
+ 15.156.152.99
+ 15.156.152.100
+ 15.156.152.101
+ 15.156.152.102
+ 15.156.152.103
+ 15.156.152.104
+ 15.156.152.105

it X 5 H B Fo ¥ 5V I B B A 38R At 69
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+ 15.156.152.106
* 15.156.152.107
+ 15.156.152.108
+ 15.156.152.109
* 15.156.152.110
* 15.156.152.111

RO X (EZ=54E )

5 * api.messaging. wickr.eu-central-1.ama
Zonaws.com

CIDRitz ik :

3.78.252.32/28

IP b3k 3.78.252.32
3.78.252.33
3.78.252.34
3.78.252.35
3.78.252.36
3.78.252.37
3.78.252.38
3.78.252.39
3.78.252.40
3.78.252.41
3.78.252.42
3.78.252.43
3.78.252.44
3.78.252.45
3.78.252.46

3.78.252.47

it X 5 H B Fo ¥ 5V I B B A 38R At 70
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ROM X (22 )

5 * api.messaging. wickr.eu-west-2.amazon
aws.com

CIDRitz ik : + 13.43.91.48/28

IP b3k + 13.43.91.48
+ 13.43.91.49
+ 13.43.91.50
+ 13.43.91.51
+ 13.43.91.52
+ 13.43.91.53
+ 13.43.91.54
+ 13.43.91.55
+ 13.43.91.56
+ 13.43.91.57
+ 13.43.91.58
+ 13.43.91.59
+ 13.43.91.60
+ 13.43.91.61
+ 13.43.91.62
+ 13.43.91.63

RO X (TS RE )

13 * api.messaging. wickr.eu-north-1.amazo
naws.com
CIDRitb 1t : + 13.60.1.64/28
IP it + 13.60.1.64
+ 13.60.1.65

it X 5 H B Fo ¥ 5V I B B A 38R At 71
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RO (7 ER 1 )

13

CIDRi it :

IP b3k :

13.60.1.66
13.60.1.67
13.60.1.68
13.60.1.69
13.60.1.70
13.60.1.71
13.60.1.72
13.60.1.73
13.60.1.74
13.60.1.75
13.60.1.76
13.60.1.77
13.60.1.78
13.60.1.79

api.messaging. wickr.eu-central-2.ama
zonaws.com

16.63.106.224/28

16.63.106.224
16.63.106.225
16.63.106.226
16.63.106.227
16.63.106.228
16.63.106.229
16.63.106.230
16.63.106.231
16.63.106.232
16.63.106.233

it X 5 H B Fo ¥ 5V I B B A 38R At

72



AWS Wickr EEIEE

* 16.63.106.234
* 16.63.106.235
* 16.63.106.236
* 16.63.106.237
* 16.63.106.238
* 16.63.106.239

AWS GovCloud ( EETER )

5 * api.messaging.wickr, us-gov-west-1.amaz
onaws.com

CIDRitz ik :

3.30.186.208/28

IP b3k 3.30.186.208
3.30.186.209
3.30.186.210
3.30.186.211
3.30.186.212
3.30.186.213
3.30.186.214
3.30.186.215
3.30.186.216
3.30.186.217
3.30.186.218
3.30.186.219
3.30.186.220
3.30.186.221
3.30.186.222

3.30.186.223

it X 5 H B Fo ¥ 5V I B B A 38R At 73
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EEEmE

GovCloud BR o EMEE

AWS Wickr 12t %7 GovCloud AP £ & E#I# WickrGov & F i,
RArRMmlLAFzBHITEE. BRS
GovCloud AP , BAFEFEXBFAENL N D EN KIS
HERAF ) #HITXEN , I EFRERUTRRENES

AP, AWS Wickr,

- BRFIERDAE UHRE

- SHERBLERKREZERFEIA
A —EARRZAEIE

« XJIETH

GovCloud Bx& £ /o GovCloud
FRINEEA TR P ERXNEMN GovCloud AR R E. R
S 5%, % GovCloud AR 5@ AR (4

o .. - -

Edit Rooms 74
Q Search w
PINNED

&6 Finance Room 9:32 AM
N Amanda: We want to thank each of you
WISS7  for the hard work and effort you put...

@ Sandra Gill, Randall Marsh ~ Yesterday

Randall: Most of the notifications
were for soccer teams | follow.

ROOMS
Dev Team Weekly 9:09 AM
Joan: You may be aware that email
servers are experiencing issues ...
A Product Room 7haj22
@Y Lorem ipsum dolor sit amet,
consectetur adipiscing elit, sed do.
Sales Approval 7n4j22
",% Lorem ipsum dolor sit amet,
™ I .
consectetur adipiscing elit, sed do.
HR Announcement 7naj22
3 Lorem ipsum dolor sit amet,
consectetur adipiscing elit, sed do.
9% (=) <
Rooms Direct Messages Contacts Settings

aan

2=: Finance Room
2 External | 32 Members >

Unclassified

dauIpIsCing eig, seu uu eiusriou terpor
incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua

12:06 PM | 364D v/
'ﬁ Ellena ®

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

:&: Jason Lee changed room member

This room has external members. Messages

Unclassified

Members of this room may have a lower security level.
Don't share any sensitive information in this room.

I understand

aan

#=: Finance Room
2 External | 32 Members >

Unclassified

duUIpISCINyg €11y, Seu Uuu eiusInou terpor
incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur
adipiscing elit, sed do eiusmod tempor
incididunt ut labore et dolore magna aliqua

12:06 PM | 364D v/
'ﬁ Ellena ®

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

3&‘ Jason Lee changed room member

This room has external members. Messages

P . .
&%» in this room can be retained based on

external organizations' policies.

Don't share CUI

+ A @ : >

@ Note
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{
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"Action": [
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"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
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"Resource": "*"

}
]
}
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
wickr:ListNetworks

EXMERT , Mateo EXRHEE A BEHHE R LA TFMIE R AWS Management Console X F Wickr
fEAwickr:CreateAdminSessionfwickr:ListNetworksi®{E, EXEZELR , S Wickr £
F 53R BE R AWS FIAWS FEE KB : AWSWickrFullAccess.

Gy /R oans

BXRBE AWS BEEASMITNEEARNNERS , BSHE AWS BEMITRIX 2 HSEE AN RS . BX—
RER , HSN AWS &MitHl .

WA LUERA TEE =S FitikE AWS Artifacte, BXEZELR |, B P T HIRE AWS Artifact.

IBTEMER Wickr IV ERATEBUR T SN BENBRBM, BRLTNEN B FRUNRE A ERNZEN.
AWS Rt T LR B IRRBBISTIE MM

- ZEEAMMEREANVER — XEFBEEIHETRMIESET , HEATELBBUARZEHENE
AMNESNEERENSR AWS.

- AWS ElRR — L TEBNIEMmETREER TEMENITLMAAEL,

. FEAHNIFEER AWS Config FF % &R — AWS Config; THEEN B REEBEEZARELFERN
ThseBR. 1TALAENFIEM

« AWS Security Hub— X AWS [RS AT £ H T BN EZ SRS AWS SR U EREBCRRH
BRETUIRENRESEE,
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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AWSWickr H B9 )14

XEXEHE : AWS £IKEMIRERESEEEILN AWS X8 MAAX, AWS XiE #HSMES
BEARENTAX  SETAKBIREE, SEUHENSETRNMNEERE, FATAX , BAI)KR
THMREETRAX 2BEFHE BRI AMEBNNARFNEERE, SEESNEN IS IRERO
Entizef  TRAXERESHNTAL. BREENATT B,

BX AWS Xig MK |, 555 AWS £ EREM 1%,

F?T AWS 2 IREMZN | Wickr R 7 SMIERFB P IFLNBIERENZOHER, BXESZE
1ﬁ/ |ﬂ g&j:EEEIT?‘o

AWSWickr YR IRER £

ERN—MIEERS , AWSWickr FZ| AWS {Amazon Web Services : ZL&REHIA) BEPHIEIARHY
2IERMELZLIEF.

AWSWickr 9 BV L & R R 2 A

REM T RARFERARK AWS BER , RNWEF. KTHESEL  HSH AWS BFRE
RE,

BARERENENEREE Wickr , EMESENAP TREMRAEL Wickr B/, BARLZETH
RBMARAR Wickr BiFEFHRA | FEZER I Wickr fERTER.

AWSWickr W& £ {3

Wickr B T EETFAMNKXEEHCHRERBINFTEERNABRZ S, UATHEIKRR—KRIESE
W, ATRERTBREBRER, FEREIRTRTESHERTHZIEER , BHEANETRHN
ZRRRMA RS

RNBRER Wickr RIO[gES BTN Z 2 EH |, HERUATRESE :

« EheRARNRBINRHACIZEAT Wickr RENREAR. ERAIAVMEREIEAR®, BXEZER,
ES [ AWS AWSWickr BV E R BE

* 1518 AWS Management Console &3 [ Wickr ¥ 1T & 193 IE k3R 8 Wickr AWS Management
Console B—N, FERZENNMARHEZEIE, ERM EWERMAZBTS LR R E | BERIEM
NAEEMNEFAREILE , BN EEZHEIXFE,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
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iR Y4 AWS Wickr MEfE AWS BRGT RN AIFEME, THAMENMENEZARTS. AWS 2H#
TUTHEZETE | ATHEM Wickr, & HILR B EE 2 0 B 30 REUEHE

« AWS CloudTraili#i3R &I K SR A RIEH AWS IKFP#HITH AP BB MEXES |, HEREXH
R B RIEEM Amazon S3 F#EF. ERILURBIHRLE A -~ ik P84T 7 8BiE AWS, & HFEILAY R
P ik SAR R R RS El, BXREZELR , 25 (AWS CloudTrail AFERE) - BXEAREER
Wickr APl i I E 215 & CloudTrail , 2R /A AWS CloudTrail 123 AWS Wickr API 1,

£ AWS CloudTrail id5& AWS Wickr API 8 /A

AWS Wickr 5AWS CloudTraill—BIRFERK , ZBRFREA . ABFAWSHRSFE Wickr R(T
MIRIEMNIER. CloudTrail 5 Wickr FIFTE APl BAHEIR AN EH. BRNBASTERE Wickr 9
AWS Management Console B8 M3 Wickr API 2 ENRBIER, MRECIEBER , WU AN
CloudTrail E4FEL M E Amazon S3 F#HE , 21 Wickr WEH, NMBREKREERER , BMHARTE
£ CloudTrail EHI A/ “SHA LB PEFEFNEH. EAKRENEER CloudTrail , B LAHEE
[ Wickr X HEVIER, RHEERK IP sk, #AHTHER, ARAHERUAREMFEMRER. ETH
B 25 E CloudTrail , 2 (AWS CloudTrail AFER) o

Wickr 891 & CloudTrail

CloudTrail ZEZEIEIKFAWS KPR EEENIKF EEM. 2 Wickr P RATEFR |, ZEHSEHA
AWSHRSS CloudTrail S —BIERESZHILIEFRKF . EALE AWS IKF FEER, BRATHEHN
B, AXESZER  FSREASEHALIERKES CloudTrail .

EELZICRK AWS K FIEM (23 Wickr B4 ) |, BRIERE. REAWY CloudTrail F BEXXH
&5 %E) Amazon S3 F#E. BINERT , EEAEH AR RERR , LRENATIE AWS XiF,

HWIRERIZRTE AWS 2 XHPIERFIEXBHRNELH , HFAEXHFRIEZLIEERN Amazon S3 . It
Sh, AR B HABAWSERSS |, LA — & DT ML CloudTrail B EHFKRENSEHHKE. BXEZE
B, #ZHATIANS :

o BIERERICFEELS
« CloudTrail Z#F#IRSS FERK

« BZE Amazon SNS EHI CloudTrail
o EWXRBZANXER CloudTrail B & MEWR B Z4NKF B CloudTrail B &34
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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P8 Wickr i8/EE8H 18, CloudTrailffltn , FAMListNetworksiEEATE CloudTrail B &4
£ K% B, CreateAdminSession

BNMNEHFIAEKKXEBIEERENBERVARAGE. FNEEUSBHEBEATAR

- ERREHBRAFEILERZ AWS Identity and Access Management ( 1AM ) A &I & HEY,
- BREFAACERKREAFNBNZLEIEREN,

- FREGHEM AWS RE A H.

BXEZER |, B2 CloudTrail userldentity T3,

T Wickr BENXH%E

BERE—MEE , AP SSEHERN BEXEEHREEEN Amazon S3 7@, CloudTrail B &3
BENESZNMNEEZREB. EHARKRRKRBEMRENEMNER , BEEXFRWRE, BENBHAR
B, ERSHENFELE, CloudTrail BEXHTEAH AP BANEFHRRE , HEtE1T2RE
A4S EMN IR B,

LT RPIERTERIZCreateAdminSessioni#/ER CloudTrail B&% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"aIn": "<arn>"’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HRoleH’

"principalld": "<principal-id>",
HaInH: "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T07:53:17Z2",
"mfaAuthenticated": "false"
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}
I
"eventTime": "2023-03-10T08:19:247",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateAdminSession",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkId": 56019692

I

"responseElements": {
"sessionCookie'": "#***",
"sessionNonce": "#***"

I

"requestID": "39ed@e6f-36e9-460d-8abe-f24be@ecllch”,
"eventID": "98ccb633-0e6c-4325-8996-35c3043022ac",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

LT REIERTERIZCreateNetworki®&4ERY CloudTrail A

o
w
I

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll'

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

Iy
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"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-10T07:53:17Z2",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-03-10TQ7:54:09Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateNetwork",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkName": "BOT_Network",
"accesslLevel": "3000"
I
"responseElements": null,
"requestID": "b83cOb6e-73ae-45b6-8c85-9910f64d33al",
"eventID": "551277bb-87e0-4e66-b2a®-3ccleff303f3",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

LT RBIERTERIZListNetworksiE4ER CloudTrail BE%H.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "<principal-id>",

arn": "<arn>",

T Wickr BEX % B
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"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T12:19:39Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-10T12:29:327",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListNetworks",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": null,
"responseElements": null,
"requestID": "b9800ba8-541a-43d1-9c8e-efd94d5f2115",
"eventID": "5fbc83d7-771b-457d-9329-f85163a6a428",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

AR RBIE R T E RiZUpdateNetworkdetail s 4R CloudTrail H&E% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "<principal-id>",

arn": "<arn>",

T Wickr BEX % B
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"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:15Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-08T22:42:587",
"eventSource": "wickr.amazonaws.com",
"eventName": "UpdateNetworkDetails",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": {

"networkName": "CloudTrailTestl",

"networkId": <network-id>
},
"responseElements": null,
"requestID": "abced980-23c7-4del-b3e3-56aaf@elfdbb",
"eventID": "a4dc3391-bdce-487d-b9b0-6f76cedbb198",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

AT RHIE R T & RiZTagResourcei®fE/Y CloudTrail BE% B

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll'

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
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Iltypell: IlRolell’

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"userName": "<user-name>"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-03-08T23:06:04Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {

"resource-arn": "<arn>",
"tags": {

"some-existing-key-3": "value 1"
}

I

"responseElements": null,

"requestID": "4ff210el-f69c-4058-8ac3-633fed546983",
"eventID": "26147035-8130-4841-b908-4537845Facka",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"

AppleWebKit/537.36

LR RBIERTE RiZListTagsForResource®/EM CloudTrail B&%H,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "<principal-id>",
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"arn": "<arn>",
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<access-key-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-08T18:50:377",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2023-03-08T18:50:37Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "axios/0.27.2",
"errorCode": "AccessDenied",
"requestParameters": {
"resource-arn": '"<arn>"
I
"responseElements": {
"message": "User: <arn> is not authorized to perform: wickr:ListTagsForResource

on resource: <arn> with an explicit deny"

iy

"requestID": "c7488490-a987-4ca2-a686-b29d06db8%ed",

"eventID": "5699d5de-3c69-4fe8-b353-8ae621249187",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"
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