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EFMEBEARE 28 , Amazon X B IS # WorkMail 48 4R B8 8 # 49 Fr & BB 4433 17 WorkMail
FERAME , HERAF BRI ER i AR Lh 4, BREERANE. I TRPRFPEENNER
% , Amazon £/ WorkMail T AWS Key Management Service (AWS KMS),

Amazon WorkMail A2 T AFAFP A AL B RN B FHBAAVIET, Lt NZRINEERER AWS
KMS, BXEZEER |, ESR BREXARE MBI E FHR4,

£

o 053 WorkMail pn#

- BREA CMK

 Amazon WorkMail JNZHE

o BB GE5 2 WorkMail Bz AWS KMS
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

Amazon WorkMail BB RIS

I 5y WorkMail inz?

#£ Amazon ¥ WorkMail , 8 MAR TSR SN , AAPNEBINAFRNN—MEE. FIEER
(SFEEFHENBRM ) BFEERFNEBED,

AT RIPIER Amazon WorkMail AR FHERFEANZ , Amazon 2ERFIEAEFBEARE 2 H
#1T WorkMail ii#, FAFFRENE B NAEREMR.

BREEMEAE—NBRENZRZAETNR, B4ZAZMERARY , BEFHILNAH T 1258
RYME— INZ R4, BRFERIAMER AWS KMS F/7 &4 (CMK) #ITINE |, ZEAKZF 24T AWS
KMS RZRES. TEERT AWS KMSHMZHEE, MEBEEEZEA, MBHBEZAMALH CVMK
ZERIR R,

A \
. -

Customer master key

AWS KMS

v

Mailbox key

e

& || == || P

Message Message Message

Mailbox

0 552k 208 WorkMail 52/ AWS KMS W< 1.0 10



Amazon WorkMail EERER

NALIRE CMK

B2 Amazon WorkMail A4RRT |, BA]LLUERE R IZA R EFE AWS KMS B E %4 (CMK), It CMK R
FiZALRPHEREZER.

R LAA Amazon ERERIAK AWS £E CMK WorkMail , th AJ LA R BCHENERNNEEF
& CMK, BXEZER , H3 (AWS Key Management Service F X A RIE/E) FHEF 54
(CMKs)o ZAIARBNMNALRERERLN CMK RFEH CMK , E— Bk CMK , REZEHE,

/A Important
Amazon {X WorkMail Z#FX# CMK. EBFeEEAIEXF CMK, EREBE CMK X #iE 2
IR MZEARAEBD | S (AWS Key Management Service FF & A RIERE) H AR B3 FR Al
JEXFR CMK,

EERFRALN CMK , BEAIERKFWUA AWS CloudTrail BES%EB., AWS KMS
B ERFERYME— N Z A

LB EHRFERT , Amazon WorkMail &3 HA\EBRYBRFE £ X —NE— /Y 256 1 & R N8 (AES) Xt
MINZ24A |, HRERE 4. AWS KMS Amazon WorkMail {5 F3 Bf 58 2248 Sk 4% 37 B 58 7P 2 S e 4 89 40
R4,

HTIRIPERFEZR4A , Amazon WorkMail 3R AWS KMS SH4E4AH CMK TRYBBFEZ4AFE TN, A
&, e NRNERE R EE R T HRIES,

® Note

Amazon WorkMail &£ X #REBFE M2 2 4A KR H R 240, LABT , Amazon A IEX #RZREAXY
WorkMailfR#F BN . EEALERANES NEERS  HEALERARBZEA, A
B AZAZEHAN CMK RF . RIBWIRETEERENMTHEZAN . LERT T MR
RBEEENES,

kA SEL TS

LA EaB AR INHRAFET | Amazon WorkMail &7 BB 58 2 SNBY BB 44 4 B — N MHE— B9 256 {2 AES X #5
mZEZ4E, AWS KMSEfEHIXANEEZ A EEHITINE, Amazon WorkMail Xt BB 82248 T HYH B
FEBTINE | HENFAHEFASHE—EFE. AR, eEAALHN CMK IR,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Amazon WorkMail EERER

IR RTERAE

Amazon WorkMail 12 EFER , 2FEAUTIERERA TERMNZERFHERFE,

« WEFH AWS KMS Z /ABIHRFE WorkMail 4 EXME—#Y 256 {2 AES XN #RINZE 4R

. WD WorkMail #:2H “ AWS KMS 155" 45, 45 AARMEBERATES T34 (CMK) Kb
R, AWS KMS BB CMK T Mz db EZ 41 15 3o

« Amazon ¥ N %% &Y BB 58 %7 £ 5 BB %8 7T BUHE — &2 WorkMail F4#

InZRHR FEE B

EXHEE# TN , Amazon WorkMail £/ LA T RE,

1. WS WorkMail J3 8 B £ —NEE—H) 256 i AES X #H#H. EREAEXREEZANSRME
FrAE (AES) B EX A BEEHRTINE ., AWS KMS

2. R TRPEBFEZR4A TR EEZ4E | Amazon WorkMail EEMEZMERE |, ZBRBABRLUNBEERE
fitfo

Amazon WorkMail i “ AWS KMS f# %" B 4EH &2 A B ERFE . AWS KMS ERALRH
CMK fEZHBFE R , HHE XA ERAIREL Amazon, WorkMail

3. Amazon WorkMail {8 A 48 X Z<HR FE 25 4R M & R N BB FRAE (AES) ESEXT SN ERRY BB 4 22 £A 2 1T I 28
AWS KMS

4. Amazon fF In%H 8 %48 WorkMail FEEMBEEN THEF , LERTUNEHRTHE,

FREZHRFEE B
EMPZHEE | Amazon WorkMail 8 LT HE,
1. Amazon WorkMail A “ AWS KMS f# 2" & EHE AMZNERFEZEH. AWS KMS EAHLALR

CMK fEZHBFE R , HHE XA EZAIRE L Amazon, WorkMail

2. Amazon WorkMail {5 Ff £8 SC A BB 56 22 47 M = AN B IR A (AES) BIENRERZ /NIRRT I Z BR 4 2240
AWS KMS

3. Amazon WorkMail & F 8 XA H B 22 4Rk SR 22 N 22 YR B
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon WorkMail EERER

Z TR

R T IREMREH R APRE HH X BN AWS KMS , Amazon A # WorkMail EESNMNEFIRNE
NEXABEZRARSZ — o8, EEFHLE RN, SHBRBEZEHR. IREEEFHEFTEZEFIHAYHR
F#4R , Amazon WorkMail ATSAMEFHIREVZZEA , MALREA AWS KMS, MEZPEEFEFS

R, HEXKEF2UAXERBEABE P,

BIXEH CMK
4 Amazon 1E M EMEH WorkMail EEAZEF 34 (CMK) Y , ERRBEERTE,

ERREMHER AWS KMS EF E%4] (CMK) SREVEZ , EBAYNEBTUTNIR, EBHE IAM F
B 2% 25 40 SR R P 18 TE X LE PR B VAN BR o

* kms:Encrypt
* kms:Decrypt

* kms:CreateGrant

EAYT CMK RAFEBALD#HMIER WorkMail , B8 AT kms: ViaService &t 5E — 2

H. workmail.<region>.amazonaws.com

LR ENE LT XHRZAARERET CMK BT INERENZRME, Fl, 7I7E IAM A K
NHEPEAFRHRERGEER , RERNPEARNIR,

AWS & CMK B4 KR

AEYTEBRKXAFAIREEREN , Amazon AWS WorkMail 3% CMK N ZR4AER T AFRFAER
CMK #1THEERE. WorkMail Z4AKBEARRVFEMAFEEFER CMK,

W ZAREERE AWS HEZAWRBEL , SRZBRSKEY, BT EERZARK , 877
BE, BXEMAEER , B2/ (AWS Key Management Service F A A RIERE) FHEEZBHER.

ZARMPHRBBAEEUTN

- RFKFMXOAFFER CMK #TINRREMGIZEZNR , B2 3% WorkMail KEMAI AL
HiER, kms:ViaService $:44-%34A 058 S5 HE L PR &,

- RFiZ AWS K RIZ IAM Kl |, RFAFES CMK BHEMBUERN.

LA 2 Amazon AWS WorkMail 3% CMK REIH <R,
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-viewing.html

Amazon WorkMail EERER

"Version" : "2012-10-17",
"Id" : "auto-workmail-1",
"Statement" : [ {
"Sid" : "Allow access through WorkMail for all principals in the account that are
authorized to use WorkMail",
"Effect" : "Allow",
"Principal" : {
TAWS'" o M
1,
"Action" : [ "kms:Decrypt", "kms:CreateGrant", "kms:ReEncrypt*", "kms:DescribeKey",
"kms:Encrypt" 1],
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "workmail.us-east-1.amazonaws.com",
"kms:CallerAccount" : "111122223333"

}
3, {
"Sid" : "Allow direct access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:roo0t"
.

"Action" : [ "kms:Describe*", "kms:List*", "kms:Get*", "kms:RevokeGrant" ],
"Resource" : "*"

3]

155 FH T FR SR F=2 4. Amazon WorkMail

BR T ZEAKBE SN , Amazon & WorkMail fEBR R A BNALRINT CMK IR, EEFZKF, H
CMK MY , iEfEAListGrantsi®{E,

Amazon WorkMail £ #Z X [1iZ ALK H CMK RN TR,

A fikms:Encrypt o iF Amazon WorkMail il % BB 78 % £ B9 A PR o

* 7fikms:Decrypt2¥ Amazon WorkMail £/ CMK fEZERFEZEARINR. Amazon ERNH
WorkMail FEE LR , BN FEIRBFESNEREANR EZFZMENAFNEL LT, ZiF
RAER AWS IKFPHIEH, HERALIEE—D CMK B, Amazon Fie WorkMail 82 24X
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ListGrants.html

Amazon WorkMail EERER

R T RIERN , Amaz CreateGranton AR AR IZA LA F B WorkMail B, AT RIZERN
HIIBRK B AR, I 5E WorkMail KREXBNAFRHERE | ZBEAFKF A A
HCreateGrant4d 4K CMK,

FEARBGE S IFIK P root EX AWS EFHANTEN, B2 , REBHERMN , Amazon
WorkMail 75 3% fi# 22 45 iR 78 1 B9 I B2 548

Amazon WorkMail iNZ33RE

MZELETXR—ASEEZFNZHEENBREN ., YEENBRRENBERPESEME LT , 2LUN
= AWS KMS AXEME £ T XHESMBHE. EMBERIE , ZX0FAHBHMNE LT, BX
BEZEE | H5 AWS Key Management Service F X A RIEEEFHINZRN A,

Amazon EFTE INZ B EH WorkMail £ FAEREIR AWS KMS 112 E TXHER . S LERMNZE ETX
FEHFEIHEFEMN B EFRIRMBRYE ( 120 AWS CloudTrail ) , FRFINZER T A EE S ZA
TENBEME,

EXNHNMZMAZERS |, AWS KMS Amazon WorkMail A INZRIRNE | H 224
HNaws:workmail:arn , ERHLANT S EIREEF (ARN),

"aws:workmail:arn":"arn:aws:workmail:region:account ID:organization/organization-ID"

Blan , AT £ 3O RGIELR ARN S EERMiEX ( FRZ ) (eu-west-1) KiFgH,

"aws:workmail:arn":"arn:aws:workmail:eu-west-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

Y5120 5 #h 5 2 Y WorkMail Bz AWS KMS

BT LAE A AWS CloudTrail 1 Amaz CloudWatch on Logs RER BRI & AWS KMS X & &
WorkMail Z3EHER,

Encrypt

LSRR FER , Amazon WorkMail 24 BB HAA AWS KMS X ERFE A 1TINER, L5
# WorkMail @ &IEMNEFER , AWS KMS HA I &8 X ERFE A ML Db A8 CMK #RiR%F,
WorkMail

2% Encrypt BENSHEUT ROIEHEL, AP 2 Amazon WorkMail fi%. XESHBIE CMK
ID (keyId) F1I Z# WorkMail A4RHMN%E £ T3, Amazon WorkMail & <15 ABBFEZER4R |, BiZ# 40
R &183%7TE CloudTrail BE&EH,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html

Amazon WorkMail EERER

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com"
1,
"eventTime": "2019-02-19T10:01:09Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
.
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”
1,
"responseElements": null,
"requestID": "76e96b96-7e24-4faf-a2d6-08ded2eaf63c",
"eventID": "d5a59c18-128a-4082-aa5b-729f7734626a",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4ad",
"accountId": "111122223333",
"type'": "AWS::KMS: :Key"

iF

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "d08e60f1-097e-4a00-b7e9-10bc3872d50c"

Decrypt

WMARRIN, EERMBRARFEE 2 , Amazon WorkMail 23k AWS KMS AR HE5E 240, 5%
WorkMail [a XX fAZER , EhEE N AWS KMS WEREZRAFNT D HALRH CMK $R12%5,
WorkMail
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

Amazon WorkMail EERER

12% Decrypt BENEHESUT REIEHELL, AF R Amazon WorkMail fRS. XESHBIERIL
FKIEBEPWINZEFER (HERFE X blob ) M Amazon BLW MR E T, WorkMail AWS KMS
ME I HIREL CMK B9 1D,

"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com"
.
"eventTime": "2019-02-20T11:51:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
"encryptionContext": {
"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
}
.
"responseElements": null,
"requestID": "4a32ddal-34d9-4100-9718-674b8e0782c9",
"eventID": "ea9fd966-98e9-4b7b-b377-6e5a397a71lde",
"readOnly": true,
"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”,
"accountId": "111122223333",
"type": "AWS::KMS::Key"

15

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",

"sharedEventID": "24lele5b-ff64-427a-a5b3-7949164d0214"

T 5% 4047 WorkMail £ AWS KMS MRA< 1.0 17



Amazon WorkMail EERER
Amazon B &3R5 R EE WorkMail

AWS Identity and Access Management (IAM) AWS iS5 TI#EBIEE R T2 iR HX AWS BRI
ERR. IAM B G IEHE JUES FHRIE ( BF ) MRN (HENXR ) £AH Amazon WorkMail %
Ro BAILMER IAM AWS RS , TEXFEHNER,

E&

- ERSHHITEHKIUE

- ERARKEE I

o I 5% a04a WorkMail £/ 1AM

 Amazon WorkMail EF & 13 # BUR =61

« ¥} Amazon WorkMail & 12 #5713 17 S FE HEBR

Z AR
B EA AN AWS Identity and Access Management (IAM) @8/ AE , E4ABURTEET Di# EFr
& T4 WorkMailo

BRFAF — MREFEA Amazon WorkMail BRF5EK T , MENERE R 2N ERMEPMFENEIERN
R, ZHBFEAEZH Amazon WorkMail ZheeR TR TR , BAIREZETANNIR, THNAEE
FENRESTEOERRERESHNR. MREFLZETE Amazon FHETIZHEE WorkMail , ES
E %+ Amazon WorkMail 5 123 #17 8] 3# 17 S FE HERR

REEE R — NREATA TN D WorkMail FR , W ATREHFH A XTI 5w Ay 52 15 [ A R
WorkMail, & TE2 8 E SRS A F M%7 A BRLEE B3 WorkMail THEERM B IR, AR5 , B4
IAM BEERARRBERUEFUABRSAFHNE, BEFZNHEHLNERUATH IAM WEXRES, Zi¥H
TR\ T A Amazon L{EA IAM WorkMail , &2 5910 &3 4047 WorkMail £ 1AM,

IAM BEER —MRER IAMEER , NMEZEEFM 7T B REREKEEI Amazon Bk
1B I BR WorkMail, BEEFE A LATE IAM FEHAK WorkMail EF & 4# Amazon KRG , S
¥, Amazon WorkMail EF & %89 Btk = 41

£ & 02 1T B AR IE

SNRIIEE AWS FRAEHELIEZN AR, BH4F IAM BF BASEIIE AWS IkKFRAFE
IAM £ @347 B B ( BF AWS ) .
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Amazon WorkMail EERER

B ERABEY & MRRENEREIL AWS BRE 518K, AWS IAM Identity Center ( IAM Identity
Center ) AF, ORISR SEFEMHEILIKREH Google = Facebook EREMEKE & 108 =G,
BB EBRERN , SNEERALGER IAM S8BT BRKESRIE. HIREMAKSIHR AWS
i, R EREDE- 1AL,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5HIIF, BEXBEZFNEZER
AWS |, S (AWS &5 AFEmR) PR AEZEE AWS KFH,

WMRIE AWS BURIEHZ IR, W& AWS RERATT R EH (SDK) Man w170 (CLI) , MEERE
MEFRNBERBTIMBLEE., MRETFTER AWS TE , NXTMECEFRER, BXRERAHEENTER
TEBBERNEZEE , SR IAM AFERTHNEE AWS APl B3R,

TFERAMSMARIESE , BURFERMEMELZSER, i, AWS BWEFERZESHRIE
(MFA) RREKFH LM, ETHEZER , i52H (AWS IAM Identity Center AF1E®) FH %
E5MRIEM (IAM AFIEm) FH £ AWSHEAZESHRIE (MFA)

AWS K F root FiF°

BIZEf AWS IKF , BEXBER—IMNEBREN , ZEOTUAT2LRAKS FHMERR AWS RS M#E
Ro ME MBI AWS K/ root AP, £ A A& 02 K 7 B F 49 B8 F iR 4 dtb 41t 1 22 40 2 3R B AT 15 ]
ZH M, BARWEACEERARAFNITERRES . RPEFBRAFZIE | FERXERIERRKITRIE
RPEBRITHES. BXFEEURAFSHERNESHNERIIK , B2H (AM AFERE) F
MEZERASEIENES

IAM AP B4

| AM A 7= B8 AWS Ik RSN NARNARFEARBENRNE G, ETERNERT , RINBWE
RIS FIE , MARGEZEAKBEIL (MFRBMFEEH ) BV IAMAF, BR , MREE-LBE
MERAZSFERATIEAR IAM AP, BUERRITAZER. AXESER ﬁi}lﬂ C(IAM B8
M) P N TREERHZUENEAS S ERRR LR EH,

IAM AR —NMEE—H IAM AR BB, BFEEREANEHESR., BUFERAR—XIERZN
BAFRIEENR. MEEXERAF , FRATUERMERRFNR, flin , BuEEE -8R
IAMAdmins H94E , R ZA R FRUEE IAM &R,

RPREAeTE. AFE—5ENMARINARFXE K MAGSHEILFTECNEAARA. AFE
BRANKHEILE K MAGRHKNEILE. ETRESER , 558 (AM AFiERE) PHMA 612
IAM B/ (MARAE ).
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose

Amazon WorkMail EERER

IAM B

|AM AERENBERTRENR AWS K- W& M., ERLUT IAM AR , EEREARTXEK, &7
LA AWS Management Console B Y1 A EFIRETEE IAM B, SR LUEFA AWS CLI 5
AWS API RERFEAEEN URL RRAAR, EXFEABEBNEENESEER , E5H (IAM AR
EE) FREA IAM A6,

B8 EIER IAM SEEUTERTRER !

- REAFHE - ZERREFHIENR , BUEAGHNABGENNR. HREFHHITHHRIE
i, ZENEAGEXBKARRFALAGELHNNER. BXKESARINAGHEES , ES
5 IAM AF1ER) PMAIE=L 5O RMHEIEAE®. MREMEA IAM Identity Center , NEZER
ENRE, NEEEHENBOERITHORIESAILBRBNANZ , IAM Identity Center ¥ RES IAM
FHABHEXEK. BXNRENEES , 56 (AWS IAM Identity Center FAF 18R FH RE,

o« et IAM AFPIGE - IAM AFAEA IAM AFSAR | LERRESHNEBEESHTERRE.,

- BIKFFH - EAUFER IAM BEUATTRKFPHNENA (IEEE ) HEEHIKS PR
Ro ABRRFEKFIHRENBEHEESR, B2 , I TELRR AWS RS , EBr LU RIS EZH
MEER (MTAREAABENIMNRE ), ETHACGHNETERNBEKFHREKZBANXS , H5
5 1A M B P isrR R R B K PR IR 1 9 o

- BRSFIHR — BLE AWS RS FRAHEAM AWS BRSRSPHITIEE. il , SEBERNMRS F#HITAE
At | ZRFEERXE Amazon EC2 Hiz1T AR FHIE Simple Storage Service (Amazon S3) H
FRENR, REATRSEAREAANEENNER, EARSACKFERARSHEXABRNITIIR
(=

- BRIHELE (FAS) — HEEA IAM AR A BEFRITRER AWS , BEMAEZIRA. FEH
HERSE , BAgESRMT—MNRE , ARKBREEHMERES B35 — M. FASERRAEA
ZREANNRIAKR AWS R B T ERFSAHIFERHER, AWS RSREYRZSKEFEESH i
AWS BES REBEBRREFRETRNERN , T 2% H FAS R, EXRERT , BUMEFRT
XFMRENNR, BXAH FAS BRINWEREEFE , BSREXTRSE,

- BEAG - REAGRRSAREBELHNIKF FRITEEMD RN IAM A€, IAM B2 R 0T
IAM 812, ERFMMBRRS AR, EXEZELR , 55 (IAM AFER) Rr6lER[ AWS iR
SERNBENEE,

c REBEXRAE-RFHEXACRE—MEEINERSAE, AWS RFHRFITURARRERITERE
NEE, RSHEXACGLHATELZN D AWS IKF , HERARSHE. IAM EEATUEEFEETEE
mERSHX<AEHNER,

- £ A@@ mazon EC2 LETHRNARRF — B AFEA IAM AGEEE EC2 Xl LETH AT

AWS CLI 5 AWS API iERE N AR FHIEEHES, XE%TE EC2 RHlhFHiFRZEH. EM

A5 01T EHRIE MRS 1.0 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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EC2 XHInE AWS AR THRAEMBNARFER , BT EIZM IS ZK5I8Y KA E E X
fro ZPRBEXHEEHE , HE EC2 P LZTHEFEBREENFEILE. AXESER , S5
59 <IAM AF1ER) FHEA IAM A Amazon EC2 K4l EETH RN ARF R TR,

BETREER AV ABER IAM BF , E3HIAM AP SRR 62 1AM A6 (ITER
P

£ F SR = 1 ]

IEREL AWS B el 2 RS EM IR AWS S5 R FERZEF FAHRNR, REREFH—
HRAWS |, SEEHFRFEXREKN , EQEXENR, AWS EZHA (AF. root AFRAES
E ) RHFERMITAXLERE, REFHNRBERATERELIBFER, KSBEREERL JSON X1
By AWS FEXf7fEEH, BX JSON RENHENEMNARTNESEE , SR IAM AFErETR
JSON EKHEH#LIK .

EE R WLAER AWS JSON REERIEEEHERRIBEMF L, BRER , BN EETANT AR FERITER
B, UREMAAZKHETHIT,

BIAMBRT , ARFNACREKENR. ERFAFPNMERRNTRENNR , IAM EE G ATUIE
IAM KB, EERMETLAEA®S IAM policy , AFRFAURAZE,

IAM ZRBEE SREMIINPR , o FAFERA MRS ZHITRE, Bl , RREFE—N AW iam:GetRole
BRENKRE, WA ZERHNEF M AWS Management Console AWS CLI, = AWS API SRER& &

ER.
ET 508K

ETSONKBIAMMIISH (W IAM AR, AFESAE ) 1 JSON KRR Y, XLER
BHAFNACEARRYG TR BLERRHITHERE, ETHROAUBRETSONEKR , 525
) <IAM A F#Er) FRILIE IAM policy.

ETHHNRBALE -SARNARKERIEE R, ARREEZERAZNAS, ARAGH, £
EREERIRWRE , BULUREM MBI TN SIS, HANMAE® AWS KF, HERBKEIE AWS
RERBNESRERK, BET7THRNMEREXNRBANARRE CEETERE , B30 IAM AFE
AP EEE AR S ABREK < BHTIER,

E T RIRAYREE

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 MK, EXFETHRVRBIERS T , RSEER JMER EMNREHII 4 E R
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BREVEE . XN THEERM IR ZR |, REEE IS E A A BN 2R RIAT IR RE AR+ ARM
THIT, BUFEETRENRBEPEEEE, ZREATUEEKS, AR, A2, BERA/ T AWS

RS o

ETRFNRERMTIZRSFHRNEKERKE, ETREETRRNKBEHERM IAM P AWS HEX
B

hEEFIFIFR (ACL )

mEEHE IR (ACL ) 2HHEEE (KFKA. AFZAR ) ARLAREK, ACLEETHRRNE
BERL , REEMAER JSON REEMEER,

Amazon S3 M Amazon VPC iR X #F ACL IR ~"¥l. AWS WAFETH#BX ACL NEZEER ,
#ZH (Amazon Simple Storage Service FF R A R1Em) FMHEZHIFIFR (ACL) #i%,

HREgRE

AWS XEFHMAARERAREERE, XERBRBTNIREER ANKBRBAQER FHRANR.

- RRLA  RRLAR-NERBE, AT REETSOREBEALN IAM K& (1AM AFHA
2 ) BFHNRANR, BANKBRENRLR. SELRNREXEET HHHRERENRD
RARE, # Principal FEEAFHAGHETRAFRNRBEAZINRLRRH, E-TUREPH
EXELF/FEZ AT, AXNRLANESZER , F2H (AM BFERE) FH 1AM KA RG
5o

- RS #EHIZKERE (SCP)-SCP 2 JSON Bt , ATIEEALRLHL L (OU) WRANER. AWS
Organizations AWS Organizations 2 — A FX B BANZ AWS Ik I T ANEFE
BHRS. MREHLANSHTRETIEE , W AIXMEERS 2 E0K F B BR & 1% HI%K 8 (SCP), SCP
BR i 5% 52 K 7P PRI SE 4K (SR8 AWS KPR A P SEE ) BIRPBR. B X Organizations 1 SCP By
BZEER |, H3 (AWS Organizations FIF /) ) SCP B TIEFRE,

- SEERK - 2ERBREILURESANACITBKSAF RGN 2 FENMEASBEENSREK
B, FRLFNNREAFIALGHETHONRBENSIERBHRE, NREATUKREETHFN
R, F-URBPNENELFEZAN. BXREZER , H55H (IAM AFER) PHSER
B o

S REERE

SN RBEPWRBEEA T —MERE , ERBORREMERNELIRE, ETHRESRSHRIEER
M AWS BERBAWER , F5H IAM AP BTN R ITEEE,
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I 5 3#b #04A] WorkMail £/ 1AM

EER IAM BIEIT T D789 15 B4R 2 B WorkMail , & R7i% 7 ## 10 5 5%h A LA A R LE IAM Thak
WorkMail, E4£H 7 ##1 3# WorkMail ME M AWS REAIE IAM BE&ER |, F55 IAM B
EHRHE IAM BESFERANAWS RS,

£ |

« Amazon WorkMail EF 548 BER
 Amazon WorkMail EF &R BUER
« EFTS# WorkMail $rZ AR
« M5 # WorkMail IAM &

Amazon WorkMail EF & 4RI BUER

BEEA IAM ETBGHRE , BUUEEATRELNRENRRURAFRIELEENR
fF. Amazon WorkMail X ERERIF, TRMZMHR. BT HEE JSON REPEANAATE , &
ZH {IAM BFiEm) F8 IAM JSON EBTESE,

1

EIE R A LAER AWS JSON REERIEEW ARG RMF L. WHRY , BN EAEATLT AR RINITER
&, BAREA ARG TIIT,

JSON REEH Action TR A A TERKP AVRIEL B RINRE, RBREEESXEKN AWS
AP BERE. B—EHINER , HlIRBITE API BRENNRNR R1E, & -LREFZTEETRK
RIITSMEE. XEMIRER I ERERE.

R F 2 ERFEUR TFHATREREHRR,

Amazon iy R BE R VETE R VERT WorkMail EEA L T eI % :workmail:. fltn , E&RFE A WorkMail
ListUsersi@id Amazon APl BERZAFIIRINIRE , BFERZworkmail :ListUsersigEa
SEMIIREER, KIEBEAMXMNEE Action 5 NotAction JtE., Amazon WorkMail EX T BEE
B —HIRME | XERERR T B LER RS HITHES,

BEERNMEAFEESTURE  BEAESHENRT , TR :

"Action": [
"workmail:ListUsers",
"workmail:DeleteUser"
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BT LAERABEA () BEZSMRE. fln, BEREEURE List FANMERE , SFELUTER
E -

"Action": "workmail:List*"

EEEFT D% WorkMail #24E51% |, F25 IAM B 1ER WorkMailh B9 5% E Y Ay 1,

RIR
EE R W LAER AWS JSON REEREE#RRIG AT L, tbp2dH , BN EME AU LHIRR
1THRE | UREALAFHTNIT.

Resource JSON KB TREEEQHNAREN —IPHZ IR, BAXTEE Resource H|
NotResource TTE, EARKESRE , BEAHE Amazon BREEZH (ARN) BERR. HTFXFHER
RRE (AR RER ) BIRE | BRI LURITILRE,

X FAZFRRENRORE (MFHRE ) | BEABES () EEUNATHRERR,

"Resource": "*"

U 5y5% WorkMail 32357 I 5@ 4R 4R IR R R ENBR. WorkMail

Amazon WorkMail A4 EFEEBLLT ARN :

arn:aws:workmail:${Region}:${Account}:organization/${0OrganizationId}

AHX ARN BRWEZEL |, HS10 A mazon BREBH (ARN) F AWS RS @& Z=E,

fFlan |, BEEFEAFTIEE m-nlpq23456781r901st2u3vx45x6789yza AR | iEFEALLT ARN,

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nlpq2345678r901st2u3vx45x6789yza"

EEERTREKSHFAALAR  BEABEM (%)

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/*"

F L Amazon WorkMail #4E ( Bl R RVIRE ) TENBFERRINIT. EXLEERT , BX4TE
RABEA/AF (%)
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"Resource": "*"

EEF T I# WorkMail BRFEHRHE ARN #9515k , ESH IAM A F 188 WorkMail B9 I 5 iE Y
HER. BETHREOUASHEIRMN ARN I5EMLIRE | ESH A mazon BIRE, TRAMFZMHE,

WorkMail

i
Amazon WorkMail Z#F T £ B&H#.

* aws:CurrentTime

* aws:EpochTime

* aws:MultiFactorAuthAge

* aws:MultiFactorAuthPresent
* aws:PrincipalOrgID

* aws:PrincipalAzrn

* aws:RequestedRegion

e aws:SecureTransport

* aws:UserAgent

AT RAIRBE A BT MFA S48 IEH AWS eu-west-1 #XH IAM ZF A 35BS WorkMail
BEHA,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ses:Describe*",
"ses:Get*",
"workmail :Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelLogGroups",
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"cloudwatch:GetMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"eu-west-1"

}I

"Bool": {
"aws:MultiFactorAuthPresent": true

EEEFE AVS £REHER |, E5H IAM B EERNAWS £ BRM4 - T E,

workmail:ImpersonationRoleId®& Amazon WorkMail S2iFH9 Mt — RS IS E R B 2R4R,

LA RAIRBE ¥ AssumeImpersonationRolei@ESEEI 48/ B4 E R WorkMail HLAFELAE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"workmail:AssumeImpersonationRole"
1)

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nnlpq2345678r901st2u3vx45x6789yza",
"Condition": {
"StringEquals": {
"workmail:ImpersonationRoleId":"12345678-1234-1234-1234-123456789012"

R~
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E#& & Amazon WorkMail EF S BER RS , 58, Amazon WorkMail E T & 4 # B R4

Amazon WorkMail EF &R R
Amazon WorkMail X FHE T ERVEEEK,
HETF T 5% WorkMail $rZ B4

8] BURFAR S B 0 2L S # WorkMail BR , AT ATE R P RREAZIE L4 T D i#h WorkMail, EE
Trrgimalinm , MERMEA aws:ResourceTag/key-name, aws:RequestTag/key-name 5
aws:TagKeys RHRBERBHZ 4 TEPREFZRE LS. HXH Amazon WorkMail FFR AR ZH
E2EE , HSERIRAL.

I 5% WorkMail IAM & &
| AM £ & 2&8 AWS Ik~ BB 45 ENBRISEK,
£ Amazon L&A IEEHIE WorkMail

AL AR EIE TR E B RIEER , 2R IAM SR oREKF A€, SUENEH AWS
STS API #4E ( #lfAssumeRole S GetFederation® & ) RIREUG AT Z 2P,

Amazon WorkMail 3z F Im BHHE$ .
REHEXAE

AR5 MR A B RV AWS RS HRHEMRS PR FURRETRIRE. REEXHEETRE IAM K
P, FRZERSAE. IAMEERAJUERETRFERSHAXBEHNR,

Amazon WorkMail XFERFHEXP AR, BXxEIZHEE Amazon WorkMail fRS5#HEx B & 1F 40
E8 , FZS 3 Amazon WorkMail ERRBRSHEXAR,

BEAe

LIHEATRSAKREEERS AL, ABAWRSHRAEMRSPHRRARKRETHRE, RS
ABETRE IAMKSF , HAZKSRE. XEWRE , IAM EERAATUERZAGHNRIR. BR , X
B AT BE & P T AR S5 RY Zh e

Amazon WorkMail XEZFRE A€,
Amazon WorkMail &F & 158 BUER R4l

RIABERT , IAM AR A BTN 2 &K Amazon WorkMail ‘BIR. 1T EER AWS
Management Console AWS CLI, 2 AWS APl #11TE%. |IAM EE R LTI IAM K , SMENA
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FRAERFRRUNAENEERRNITREN AP B4, RE , EF R VTUFX LR NEE
EIX LR IAM B E4A.

BT RMAERX LR JSON KEE X R62 IAM ET 5 HNEK , 5K (AM BFERE) FH7E
JSON JET+ L 632 KK

£

- RMREXE

- AT S# WorkMail #4 &

- AAFEFEMIB SRR

- RTFAFRUREF KA E Amazon WorkMail R

REERIEREK

ETEMNERBRET REEATLELZHWIKFFAIZE, 750 MBI D% WorkMail BiR. XLERHE
ARESfE AWS IKF = R4, SIESNAEE T BMHREEN , HERUTERMEI

- JFHAER AWS RE R A RO RENBENR — BEFHOAFPMTERBER TR , #EANTS
FIRAGIRTRRNAWS HEREE, ENEMRNRARITR AWS IKF, FITZVEET E LEXS
BRI AWS ZEFRERBRAE-DBINR. BXESZEE , HZH (IAM AFERE) F/Y
AWS FEE R 5 THFREEMNAWS EE R,

- RIARIKINBR - FE££EH IAM policy RENRE , HBRFHITESENNR. At , BELENX
ERERGTUIUNBERFRRITHERE , S NRKENREFTT, EXEH IAM MANRHNESE
B, BZHRE (IAM AFErE) R IAM F YR B IR

« {8 1AM policy 5 #Y S4B — 25 PR &l 17 (B AR — 48 0] LA [6) 5% BE 78 D0 5% 4 3R PR 1 3o #2 4E FN  TR /Y
A, flan , BALURERBERRIBESNMER SSL KEFIEER. MRRFBERES
BENAXNEAN , MEATEAZRERE T RSEENHRNE AWS RS , fln AWS
CloudFormation. BX*EZEE , H5@ (IAM AR F8 IAM JSON FEITE | &4 .

« £/ IAM Access Analyzer BIEf&HY IAM policy , LABBRINPRAY 2 £ M FNIHEEM — IAM Access
Analyzer 2K IEF REEMIM B KR , LUEERKRBEAS 1AM policyiEE (JSON) M IAM HESE
B, IAM Access Analyzer 2 100 ZTRBEREMTIRENEI , URBEHER S BEEMEN
K, BXEZER , HZSH (AM AFER) B/ IAM Acess Analyzer FREEKIIE,

- FRZEHFHRIE (MFA-OR AWS KFENZRFER IAM AFSRAFS , BEA MFA UREZR
2, EEFTIAA AP 2EREE MFA | B MFA X8R MEEHEET, BXxEZER |, 52
# <IAM AF1E/) R BLES MFA &RIFHY API 1519,
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BX IAMHHREIRNESER , 250 (IAM AFERE) #1 IAM F R HEXE,

AT 5% WorkMail =41 &

E 58 Amazon WorkMail #2#|& |, BATRE —ARERRE, XENRAAAFEFIHMEFTERE
AWS K 1y Amazon WorkMail RV FMEE . MRECIEZNE T RN R LAMENHFENER
BFEE, WEENEFZRBHSEE (IAM AFSRAR ) EESTESA,

R LESTR R AT LA Amazon WorkMail &4 , BT AWS B R
“AmazonWorkMailFull i B fXR” M nBixLLtk, BXEZER , 50 (IAM AFERE) A
PRI R

AmazonWorkMailFulli/i 8] 5K & 25 IAM A X4 Amazon WorkMail Z5REI T2 17 B R . ZBUER o
BB RAE D WorkMail AWS Key Management Service, . I3 &) 8 68 7l 4 BR S A AWS
Directory Service 4, XZ& BT L WorkMail EERREHMITHI Z M Amazon EC2 ##4E, BF
RS 12K 1ogs £ Amazon WorkMail #ZHl & R EFEFFEEMcloudwatchiN R, FitAEK

F CloudWatch H#., Amazon S3 Ml & #¥#& FireHose #1T#flogs. BXEZER , BSH &
Amazon Hig F % WorkMailo

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "WorkMailAdministration",

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication",
"ds:CheckAlias",
"ds:CreateAlias",
"ds:CreateDirectory",
"ds:CreateIdentityPoolDirectory",
"ds:DeleteDirectory"”,
"ds:DescribeDirectories",
"ds:GetDirectorylLimits",
"ds:ListAuthorizedApplications",
"ds:UnauthorizeApplication",
"ec2:AuthorizeSecurityGroupEgress",

ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
ec2:CreateSecurityGroup",
"ec2:CreateSubnet"”,

ec2:CreateTags",
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ec2:CreateVpc",
"ec2:DeleteSecurityGroup",
ec2:DeleteSubnet",

"ec2:DeleteVpc",
ec2:DescribeAvailabilityZones",
"ec2:DescribeRouteTables",
ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"kms:DescribeKey",
"kms:ListAliases",
"lambda:ListFunctions",
"route53:ChangeResourceRecordSets",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53:GetHostedZone",
"route53domains:CheckDomainAvailability",
"route53domains:ListDomains",
"ses:*",

"workmail:*",

"iam:ListRoles",
"logs:DescribelogGroups",
"logs:CreatelLogGroup",
"logs:PutRetentionPolicy",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:PutDeliveryDestination",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:GetDelivery",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:GetDeliverySource",
"logs:PutDeliverySource",
"logs:DescribeResourcePolicies",
"cloudwatch:GetMetricData",
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams",
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"s3:ListAl1MyBuckets"
1,
"Resource": "*"
1,
{

"Sid": "AuditlLogDeliveryThroughCWLogs",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"logs:PutResourcePolicy",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledVialLast": "logs.amazonaws.com"

"Sid": "InboundOutboundEmailEventsLink",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "events.workmail.amazonaws.com"

"Sid": "AuditlLoggingLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"

"Sid": "InboundOutboundEmailEventsUnlink",
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"Effect": "Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
events.workmail.amazonaws.com/AWSServiceRoleForAmazonWorkMailEvents*"
.
{
"Sid": "InboundOutboundEmailEventsAuth",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*workmail*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "events.workmail.amazonaws.com"
}
}
}

X FARIEA AWS CLI 5 AWS API (IR F , BEBAERESKEZFANR. Hk , I EAERE
ZEHHITH API RV EE RV R,

ARFAFEEMHINE SR
ZORBIGER T BRI |, BLARYE IAM AP EREM MBI EAS SN NERNEE R, LR
FEEEHE LR AWS CLI 5t AWS API B4R 5 = 5T BRI IR AER IR .

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AFAPLLRIER R HE Amazon WorkMail &R

T BERF AR T IAM A3 Amazon WorkMail IRV RIRIGEAPR. bR BE IR Y 375 7] A BR 4% 3
5 AWS & F &R AmazonWorkMailReadOnlyAccess. X #5K B& & /o iF B F 15 @ Ff 8 Amazon
WorkMail Describe W%, FEEiHRZ AWS Directory Service DescribeDirectoriesig S &
REVE X IEH AWS Directory Service B XHIEE. FE Amazon SES RS #Y 15 RI X PR BEIRENE <
EEBENEE. EEiHM S8 AWS Key Management Service SRBEXRFTANRZANEE. BF
R E 412K 1ogsFTE Amazon WorkMail 2 & &P EFERFEMcloudwatchR R, Fit AEME

HA CloudWatch B&E, Amazon S3 I S ###E FireHose #1TFE M logs. BEXREZEER

Amazon Aig k¥4 WorkMail,

{

"Version": "2012-10-17",

"Statement": [
{

"Sid": "WorkMailReadOnly",
"Effect": "Allow",

"Action": [

"ses:Describe*",

"ses:Get*",

"workmail :Describe*",

H2H £
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"workmail:Get*",

"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DescribeDeliveries",
"logs:DescribeDeliverySources",
"logs:GetDelivery",
"logs:GetDeliverySource",
"cloudwatch:GetMetricData"

]I

"Resource": "*"

¥ Amazon WorkMail & 3 F17 [8] 3 17 & FE BERR

AL TEERBEE LK NEEEMEH Amazon WorkMail 1 1AM B 7] 838 2 &9 3 0 (7] &3,
FB
o BREMNIE Amazon ERITEMIEIE WorkMail

o BILBUNIT iam : PassRole
o A AU AWS Ik LA ATERIFERB Amazon WorkMail &R

EELNIE Amazon EITEATERIE WorkMail

IR AWS Management Console FIFZEENMITREIRIE , M ATBHEREER T KB, EEAR
ERERAFENZEBHAR,

LR BEH workmail :DescribeGroup fXPR# mateojackson IAM AR ZREREFIAEEEXE
WFAEER , MRREUT ROIEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workmail:DescribeGroup on resource: group
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FEXFIERT , Mateo BRMHEER R ERMERKRE , LA FHMAER workmail :DescribeGroup #
E group &R

KL AT iam : PassRole

MREBRFEERBEE | RIETLINITZiam: PassRolet®E , NMIAREFHENEE , UATFESAR
116 450 % WorkMailo

BE AWS S A ERIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BB MEBF A LSS RSHNR.

LHEZNH IAM AP marymajorZiR EAEF &7 Amazon FIHRITIRMER | 2HIT RAEIR
WorkMail, B2 , RESMEERSACHR FHNRT THITHIRE, Mary TEBFAGEIZEER
SHIRBR

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KBS L A F#EINAT iam: PassRole 1k,
MREEEHE , FHRRAENWAWS BER, FHNEERRRERHEREIN A
HAE AT AWS kP BAB A TG EIEB Amazon WorkMail 3R

BANR - AE | SEEMIKE i8R REAAAN AR TUEAEAERSAENER, BT
SUSEREBER  TNBEAS, WTSRETRRNERRFEZHFIE (ACL) BEBS , BT
{55 7R 330 LE B MK 16D AL R 3T S50 R 5 1R o

ETHREZER , BZRAUATHREA :

- ET# Amazon & WorkMail ZHIXLETHEE |, iS5 H I S #2047 WorkMail £/ IAM,

- ETHEIMAREXEHEN TR FRNERE AWS IKF | FS55 1AM AP EESR B ERE AWS
K %S —N IAM AP RS R,

- ETHOMAEE=SRENEHNEFRHNHENE AWS KF | BSHE IAM AP ERETNEE=HE
BiARBR, AWS K-

- ETHIMELRKE FHRIERMFRNR , H2H (AM AFER) PHALINTSHRIEN
B (BEEHRRIE ) BETHRRR,

- ETHFEAACNETRRNRBEHITEKF,FENXE , 560 IAM AR EEFHNEIKS R
8,
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Amazon WorkMail EERER

AWS Amazon HFEE R WorkMail

EQAS. HANARFNKRR , £H AWS REXRILLECHEERREREESZ. IR NEAKREYR
FENRE AM EREERARBERNEMZULAR, BRZEAT , BUAEARIMNN AWS £EX
B, XLERBEEFENERARE , AIEEN AWS IKFHER. BXx AWS RERBNEZER , 5
59 IAM AP iEEHRAWS FEE KK,

AWS BRFHEF MEH AWS HER., BT EEQ AWS RERBHIANR, BRSBRaE AWS
EXRBRINFMARAZ ISR, WREFLL WM MRBNFAESH (AR, ANEE ). B
I UBERFHRET AN |, RSHBTRSER AWS HEXKMK . RFTaM AWS HERBHPBER
R, B REEHRSLWAEHATNR,

LA, & AWS XEFE SRS THFRENIEERE, i , ReadOnlyAccess AWS L E R B
XA AWS BRS MR IRH RRGFIRR. MRS B3 —TUThEER , AWS SR FBREMBEFRMR
ENR. BXTRREERMNIIRMER , HS5 (IAM BFER) HHER T TEIREMNAWS £E
LR

AWS IEEFEE . AmazonWorkMailFullAccess

O] LA AmazonWorkMailFullAccess REEHIINZEI IAM B0, HWBEREZEF AFXN Amazon #1T5E
2158 Y BR WorkMail,

EEFHRBEHNR , 23 AmazonWorkMailFullAccessH B AWS Management Console,

AWS T E XA : AmazonWorkMailReadOnlyAccess

ALY AmazonWorkMailReadOnlyAccess RERKIINE] IAM &1, LEBERERF AR Amazon i
17 RiLA R R WorkMailo

EEFHRBEHNR , 25 AmazonWorkMailReadOnlyAccess 1 #J AWS Management Console,

AWS ITE KR : AmazonWorkMailEventsServiceRolePolicy

LEBEKINEIZ NWREHEXAEE® , AmazonWorkMailEvents /245 8] B Amazon WorkMail S5
HEEN AWS REZFFER. BREZEER , S X Amazon WorkMail fEFARZHEX A B,

NI 53 WorkMail E57 7 £ AWS EBEEK

EE WorkMail BiZBRFFRIBERX LT EFLRIL S AWS REBREFNFHAEE,
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Amazon WorkMail

EERES

BX iR B &
AWS T ERBEH-EHINE Amazon BJAmazonWor 202452 A148

BUR

kMailReadOnlyAcces

s HMAmazonWorkMailFull
Access NEREEH
WorkMail , UZ#EHwE&ZAE,
BXEFHUNRHNEZER ,
&2 #Amazon WorkMail &EF
SHONBERTA ; BXEZA
ENER , BSREATZA

-+

Dho

10 55 WorkMail FF 48R3 U 55% WorkMail FFi4 iR iR E
i AWS HEHENEZE,

2021 3 A1 H

% Amazon WorkMail EARESHERXAE

Amazon WorkMail £/ AWS Identity and Access Management (IAM) lRE <A, REERARE
—fIRFR B W IAM A , ©5 Amazon WorkMail E1%xEk, BRFHE<AEH Amazon WorkMail i
EX , HBEWRFAKREBAAEM AWS RSFAENFIEN R,

REAEXACRTILBERNMIZE Amazon WorkMail , B A B R ARFSRMAENNERE. Amazon
WorkMail EXERFZHEXABHNR , BRIESEEN , BMIX Amazon WorkMail AIAR A Z A,
EXHR R BIEEEREMNRREE | AR TREM N EET E AL IAM SSAREY I PR SR B o

REELEMBREX BRE , TEEMBRRSHEHRAR, XFRIPER Amazon WorkMail &R , AREBF
2T E F il BRI 7 TR A 5 8] B FR o

BRXFRSEXAGHNEMERSNEES , TSRS IAM SE A AWS RS , AERRSHEXA
BIHERNRIRS. &R Yes (B) , ARINEFZRSHIRSHEX A STV EEE,

Amazon WorkMail B BRSS# % A &R

Amazon WorkMail £ &3 AmazonWorkMailEvents B9 R3S #H< B & — Amazon WorkMail {55 itk
BRSHx<A XS AX Amazon WorkMail B4 EAREERN AWS IREMZRGE |, Hlinisiz
CloudWatch id &K B FER4EE4, HX N Amazon WorkMail /5 B FHIEEHEFICRKNESE
B, BZHAE AR FIHEHIER.
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Amazon WorkMail EERER

AmazonWorkMailEvents RS HEKXABEEFUTRZIKAKAZAR :

 events.workmail.amazonaws.com

AR PRE B 2 Amazon WorkMail 3H8E &R TR TIRE :

« #4F : logs:CreateLogGroup £/ all AWS resources
« #4E : logs:CreatelLogStream £E# all AWS resources
« #4E : logs:PutLogEvents £H all AWS resources

HAMBEENR , AV IAM R4k (AF, ARBE ) 12, FEIMERBESHXAR. BXESE
B, F5H IAM AP EEHRH RS HEX A ERUR,

A Amazon WorkMail 8|2 RSHEXBE

TEFHUERRSHEXRAR®, YHBE Amazon WorkMail 3241 & FFF B Amazon WorkMail 4 A Fid
FHEAERINZEBE , Amazon WorkMail &R GBS HExEE,

MEBBREBRSHKAAR  AREEFXRCE  WLUERAMEEREERKFHERCELAR, YHIEF
/B Amazon WorkMail B4 A i FHFEABRINEER , Amazon WorkMail 28R R R8RS x
A,

A Amazon WorkMail B RSHEXAE

Amazon WorkMail & 21 #8247 %8 AmazonWorkMailEvents [RE XA E., EUERBRSHEXARE , &
FLEEXNEENEN , AATREEZSHIASIHZAR, T , BuLMER IAM BESEAEHA,
BXRXEZELE , E5ML IAM AFREEHRNREERSHEXEE,

A Amazon WorkMail fBRESHE<AE

NRTBFEEAENFTERSHAXACHEBEIRS , RNBUEHRZAC®, XIHEERIBERRE
HEEREFWAREASKE, BR , BLTEBRBRSERALHNRR , RAEFTEFINRE.

(® Note

R E B2 M BR R R AT Amazon WorkMail BRZEEEFERZA R | NIMERIEERIREES KM,
MBEEXMER , BEF/LoHEER,
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Amazon WorkMail EERER

il Bx AmazonWorkMailEvents £ # Amazon WorkMail &R
1.  <F Amazon WorkMail =4 B &idF.

a. 3TFF Amazon WorkMail ##l4& , MukR : https://console.aws.amazon.com/workmail/o

MBEE  WLUERAWS XiF, ERFAEOMBHES | FTHFERXBIER , RFIE
B— MK, BXEZEE , iS55 Amazon Web Services — 3% ## Regions and

endpoints,
b. ESMERP , EFRALN K ARERRALANEN.
c. ESMERP  ERALRRE K REERKEE,
d. X7F Log settings (AEKIRE) , 1E£F Edit (%5
e. FEAEGS4BREHTXALE.
f. 1%&# Save (R%TF) o
2. HEX Amazon CloudWatch H&4H,

a. BILATMULITFF CloudWatch #%I#& : https://console.aws.amazon.com/cloudwatch/o
b. %&# Logs (HZE).

c. XF Log Groups (A&4) , EZFEMBREY B ERA,

d. XF Actions (3#4E) , 4% Delete log group (ilEr HE4H).

e. ZEER, M.

£/ IAM Fa i BREESEAXAE

8 IAM #41& . AWS CLI 3 AWS API il Bk AmazonWorkMailEvents [RGHEXA®B, BXEZE
B BESHE IAM AFEEHRMIBIERRSHEXA G,

Amazon WorkMail RS Hx A & X8 X 15

Amazon WorkMail XFHEZRFITANPMEBEXEHRERARSEXAC, BXEZER | ESH
Amazon WorkMail X5 =,

£ Amazon A ig M IE = WorkMail

WA 3 T RZIE R BB F R B &3 T 4537 889 Amazon WorkMail AR EEIEEEE, Amazon
WorkMail Z#FR i ARy IE4E -
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https://docs.aws.amazon.com/general/latest/gr/rande.html
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Amazon WorkMail EERER

- EHER-UERALNBEFHHEREENETRIPEWIHEEE, WA T LA B R IR ER & XM
BRNB TG, BXNAEAEFHESHETERNESER  BSREABE FHEHESHIER,

- ERAE — SuLERATIT B ERBIREREN Amazon WorkMail AL FRERFMEE | 5
MR ERAEN A EARR, FRUSEN AR B GRESMTAtRMEERE, BXESE
B, EsH BAFEZAERE,

AWS EHUTIkETE | AFUM Amazon WorkMail , £ HI @Bt #TIRE |, HEE YT B3I KE
i

+ Amazon £3E8f CloudWatch& 288 AWS RIRFEIZ1T AWS R ARF. Hlan , HER
Amazon /5 F 88 FEB =412 %A WorkMail , CloudWatch 7] LA SR ER 18 #Y 40 40 & 3% N 2 UK B EB, 7 #iR
. BXRFEAYKE Amazon WorkMail B9 E Z{5 & CloudWatch , 2% WorkMail £/ CloudWatch
FEPRa iR DiE, HXMWEZE LR CloudWatch , 5250 Amazon CloudWatch f 1/,

- Z@@ L S# WorkMail 12 & 5 F 8B F R4 F = # CloudWatch A& WorkMail /& , Amazon
Logs A ARG, FHMBAENBEFHRESHURTLE#HNTZBALR, CloudWatch HER LA
MAFXHHINELE , HEASUUNABERFEFHISEMANFE . BXEA CloudWatch H
FERER Amazon WorkMail JHEMNELEE , BERAEAEFHUHSHCENEAFEZAE. X
CloudWatch BEWEZEE |, 528 Amazon CloudWatch HE B F .

« AWS CloudTraili#RHEHR KRB LEN APl BEAFMMEXEH AWS IKF |, HF HEXHEmIBE
FEEHK Amazon S3 FEfE i@, ETLURBIERLE B P fdk 1537 7 BiE AWS, &K HFUAYIR (P ik LA
Kl & EMRtE., BXEZER |, H5SH FH12%F T 5% WorkMail API 8 H AWS CloudTrail.

- Amazon S3 & RS AL TR EBH 5 X176 MG R S S # WorkMail B4, Amazon S3 24
TEBRSHHELEGEDNIE , FREREESIMRIBSEH , ERE B3 FHE Amazon
S3 Glacier, E*E , Amazon S3{CEATHE#ZBEEH., HX Amazon S3HEZEER |, 5 H
Amazon S3 A5/,

« A@@ mazon Data Firehose R FEFEHHERNZWMEIEM AWS RS , Hlnl S #ELEEF
& BR%5 (Amazon S3), WG i#h Redshift, W E# RS, WEHTRSFER. Splunk AR ZHFHIEE
EFBRFREBFEENEMEEN HTTP KimT /5 HTTP LinT & , ‘@5 Datadog. Dynatrac
LogicMonitor e, MongoDB, New Relic, Alogix 1 Elasticc, OpenSearch OpenSearch X {1 Z|
Firehose {CERA T ## BEEH. B Firehose WEZER |, SR T HIIE Firehose F X &
£,

FJ
« WorkMail £/ CloudWatch ¥g#ri45 #5305 #b
o 532 Amazon WorkMail BB FHR4E=E#HE
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o Y53 Amazon WorkMail Fit B &

« 1€ Amazon £/ CloudWatch J.# WorkMail

- FAIEEIT# WorkMail AP i AWS CloudTrail
- BRAETHHEHIER

- EAFRAEZE

WorkMail £ CloudWatch ¥g#ris 12T 5 #h

& Al LAE A % 9% Amazon WorkMail CloudWatch , &4 UWE R A EIE FH S H AL 2 1 Al H 3T TSR A /Y
EfR. RBRERAFME 150N, BB HEFAEEFESENAT % Web RARFHRSHIMERE, BT
DIgERERELINER RN NRENLEBHERERT. BXEZER , S Amazon
CloudWatch A FP 15/,

CloudWatch Amazon B93§%r WorkMail
Amazon WorkMail 8 %% LA T g4 E S & CloudWatch,

AWS/WorkMail # & ZE 6 BFE LA T ¥R,

B R
OrganizationEmailReceived B IE D% WorkMail 48 42 U 2 49 8 F BB 44 2%

B, MR—HBFHHFRIZEGHLFTH 10 MK
# A , MorganizationEmailReceived it
BH 1.

B it

MailboxEmailDelivered KIZEZH Amazon WorkMail £B42 F & ANHR
R FERE B, MR —HEFHERIIE
RAHLDRH 10 N A , MIMailboxEm
ailDelivered it#7 10,

BT IFH

IncomingEmailBounced BT EHRAEE R MIREIRY & A B FER4HE, £
NENBRREATTEILIERR. fla0, R —
HEBFHMERIRGALTH 10 MEHFA , TH
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ER iR
REMNREAWHESHE , SBOREMA , N
IncomingEmailBounced it#h 2,
B TR

OutgoingEmailBounced TAEERWAR B FEHHNEE, N8N ER
W AT E L IERR, 0, R — B FEBH4A
IBE 10 NREF A, TR E B FEBHTT R
MjOutgoingEmailBounced it#A 2,

BT ITER
OutgoingEmailSent &9 Amazon WorkMail 48 43 B8 3h & 3% #9 8, 7 BB

BEE, XTI AIEN B FHENZNREA
TTE R IERR, Fla0 , IR 1 e Fap4 K IEA
10 N A, HEIZB TG ERINMEEZIH
F 8 MM A , Il OutgoingEmailSent it

A 8
B4 iR
AuthenticationFailure WEFRITE S RRIEZEIR A, BHRIEKID

B, 1H8R8 0 ; HEORIEFRIET , iHEH

1o EASUMSE 1T BE R WE 12 2k MUY & 17 36 1iF 3=
WX, FHSample count&itHiERILZES
PRIESEHNER. EAAveragef it HERY
BRMA I & B HRIFEHFN R,

B iHEK
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EiR DU
AccessDenied BEEAR T E 15 AR HI AR R IR, ST REFIE

BERAER , T8N 1, RFBRER , 118 0.

FEASUMEITBIERGIEFIELNRERE |, &
ASample count&itHIFEBREEZHWREL
¥, FHAveragef it HIERKEE A FMIELRY

BIERNLLEER,
B it
ActionDenied X HPRETIE R 1TIRIERT , AT ALLIESR, =

REBEEL R |, TR 1, MRBEFENR , N
THE 0. {35 Sum&t T 5348 >R W 12 446 42 (9 i
FiR/EE |, F£ASample count&itHiERL
SRR FERIREE S , FAHAveragef it BIER
Wi R VR B4 IR ERV LR,

B iHE

AvailabilityProviderFailure LiEAR R T AL Sy MANVER SRR 3R B 1 |]
A WorkMail $ 4T 8 1] AR E
Ko BXRITHAMREENESER , H5H
{Amazon WorkMail EE R EM)

153 Amazon WorkMail 8BFH4E4 B &

YRR 5# WorkMail HRFF S B FERFEHIE X IhRERT , Amazon 28 WorkMail i2 % & FHB 44
=4 CloudWatch, AXxEABRFMU4SHEEEZNEZESR | HSHERAE FHEFEHIZH.

TRERT Amazon WorkMail i2ZHIE 4 CloudWatch, B4R BIURE4AZREENAE.

ORGANIZATION_EMAIL_RECEIVED

HIZH Amazon WorkMail AL EI B FEB4Fat |, FiaidRIEH,
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EERES

FE
recipients

sender

from

subject
messageld

spamVerdict

dkimVerdict

dmarcVerdict

dmarcPolicy

DU
BR#F Y B ARUE Ao

RREAMA R E B FERAFE A P B B R4t
o RERREMAFTRIEE FERART , FIRE
7R,

From (R A) it , ©BFERKIEHBH4H A
AYEE B at, MRZAFUEMAS & X
REREAMRA P ZE4 , Mk FBRIRERREXR
KR FERAFEY A Y BB R st | TR R IKER
B AR F Rt

B8 FERFEB
SMTP ER ID,

& RER 4 BB Amazon SES #Ri2 Bk Bif
., BXEZEER , 82 (Amazon Simple
Email Service FF X AR IEFE) FH Amazon
SES B FHMH KR BEHN AR,

# DomainKeys EiR5IHR 4 (DKIM) RER R
Bid. BEXEZEER , H5H (Amazon Simple
Email Service FF X AR 1EFE) FH Amazon
SES B FHMF KR BEHN AR,

RRETEAERAIALE, REM—BH
(DMARC) RERBEE., BEXEZEL , B
) {Amazon Simple Email Service F X A R &
Y FH Amazon SES & FHE =Y B EHY
RS

X dmarcVerdict ZERE & ‘FAIL'R F &
£ Ro &TR DMARC & 5k I B 3 88, FHp
HIITHIIRE (NONE, QUARANTINE
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FER iR
REJECT ) » EHAEBFHMHIHMAEE R
B,

spfVerdict RREHANEREIESR (SPF) RERTES. &

REZELR |, 2 (Amazon Simple Email
Service FF X AR #EmM) FH Amazon SES BF

EREFIEN VB AN AR
messageTimestamp 1B R U EI BB 44 By B E]
MAILBOX_EMAIL_DELIVERED
HEH R EBE LR HERFER IR, EHNBREEREINEMIFEILR—IX , Bites

ORGANIZATION_EMAIL_RECEIVED B4 AI8E4E K Z /> MAILBOX_EMAIL_DELIVERED &,

FE R
recipient R 1R X EI YR FE o
folder FAUE BB 4 B BB RS ST 4R

RULE_APPLIED

L& AT KAV ER S B R F R RMN AT |, iR =S

FE iR
ruleName AN BB o
ruleType RIF#9MMZEE ( INBOUND_RULE. OUTBOU

ND_RULE 5 MAILBOX_RULE ) . AEFIHEE
HLE B T8 Amazon WorkMail 442, BR5E
ANLCERTIEEMFE. BEXEZEL , BSH
SR TR TR o

1454 Amazon WorkMail 88 78454 B & MR 1.0 45


https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/receiving-email-notifications-contents.html

Amazon WorkMail EERER

FER iR

ruleActions ETANRITHRE, TRNEEFREATER
BETRKERE , S0 FHp 4418 B =R B 7o 4
BRI E 3%,

targetFolder Move B Copy MAILBOX_RULE HiE B #rX
4R,

targetRecipient Forward = Redirect MAILBOX_RULE #9 B
PRI A

JOURNALING_INITIATED

4 Amazon WorkMail [ A LA EE R I5EM Bictbiut KX B FoREFE , MAICFUEH., NYHE
NALTRBREETERILLEL, BXEZER | B35 £ Amazon WorkMail & {85 &8 F 4 H

/N o

FER iR
journalingAddress B SR & IA BB B F Rtk

INCOMING_EMAIL_BOUNCED

BB R ABRMFTTEAREE B AR AT IE R, BFERHERMNRRERS , Al B HREREEH. R
SN SGHBFHMASRENS MM NCR—RELEF. Bl , MREABRHRES 3 MHA
He 2 MR ARIEBFEE R |, W L1235 2 1 INCOMING_EMAIL_BOUNCED 4,

FEB EiR
bouncedRecipient Amazon WorkMail i& B8R4 1Y B U A o

OUTGOING_EMAIL_SUBMITTED

WEHERANATHNAFREXELAENE FIRERIER, X2 EEEF Amazon ZEI1IExZH
WorkMail , HItt b B4 H R RF B FHRHF R B R INIER,
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FE HiR

recipients BAHAEENHEREA, SEWEAN". D
B FEHWIE TR TR B A

sender REEMAF XX B FHRAE B BT aB 4 itb
i, MHERKEMAL RIEBFHRH , FRE
HFER,

from From (K A) it | ©BE X EMAHFHAF

AYEE B at, MRZAFUEMAS & X
REREMAF RSB, M FERERERARER
AT HRF R A P RV R FER Ak, AR SRR
B AR F Rk

subject B8, FHR £,

OUTGOING_EMAIL_SENT

WEHTE4E BB FHR R SR IR T B AR A BT iR K. BRSNS ARRE—R , AtbEA
OUTGOING_EMAIL_SUBMITTED AIBE4 K % OUTGOING_EMAIL_SENT %H.

FE B

recipient B Ih4& 35 BY BB F R AR B ML Ko

sender REEMAF XX B FHRE P B BT hB it
i, MERKEMAL RIABFHRHR , FRE
HFER,

from From (R#A) it | ©BE R XA AF

AV B B at, MRZAFUEMAS B X
REEMA P24, Mk FBRIERERERER
EEFH R A B FER i |, AR SRR
B ARV B FER b a1k

messageld SMTP #R 4 1D
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OUTGOING_EMAIL_BOUNCED

L EH 1L BB T EAE X B B AR ARTiE R, EFEHERIMNERERZ |, flNBEREEDH. R
SANSHBFHMEHEENESMNMEAIERER—KIEE, Flin , MREHMBEHLIES 3 MMHEA  H
B2 NEHFARERFEER , 4185 2 4> OUTGOING_EMAIL_BOUNCED E#,

FE iR
bouncedRecipient B FrEB 4 AR SS 25 0 HIR EIAB 4R 69 B SR Ao

DMARC_POLICY_APPLIED

% DMARC BRI AT %% A MBI AR B FERAR | DRI B4

FE iR
from From (R A) it , ©BE R KA AF

R FER ., MMRZAFPUEMAFRE X
REEMAF ZEBEF , N FERIREREREL
KB FERRY R Y FRE it | A =2%ER

RAE AR B F B bt
recipients HR Y B PRI A
KRB R F#Y DMARC BT~ Y DMARC E XK

BT EXS B FHR TRV IRME ( NONE. QUARA
NTINE 5 REJECT ) » iX5 ORGANIZAT
ION_EMAIL_RECEIVED ZE### dmarcPolicy
FERHER.

53 Amazon WorkMail it B &

& AT LAGE A B R B A SR IS 3 31 4889 Amazon WorkMail AR BRFERY 5 E B )R . D% WorkMail 125
FhRAMTITES | XEEHTLLLHE CloudWatch H&. Amazon S3 5 Amazon Firehouse, &
ANEATFZAEREEAFSALAMBENES, FHRIESE. HEESHANTE , ARNABRE
RITATAMREEAR. EXEEFRAENER , B3 ALBAFTFZARE,
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EERES

LTFRETNAT Amazon WorkMail IEFMFiTEH, SHNERNRAUAREXREHFZRNESR.

ERFE 5 R B &

ERFE U5 R BAHR A XX AR R RREL ( =i ) 7THERENER . LS HNERBEFITME R

HRMITHBTUREB2ER —MIFELRIEMS. XES4XNTHEENSBBERENLREEE M.

FE&

event_timestamp

request_id

240 arn

user_id

impersonator_id

protocol

SE_IP
user_agent

action

DU

EH4AERETE , B Unix IRUSRHZER R &

i,
ME—FRIRIE KRR IDo

A3 54 B P FTE B A Amazon
WorkMail A48 #9 ARN,

T SHRUENAFH 1D,

BEER ID, RIAFRER TRUDBERN T 2
HH,

FEANTDPN. HLATELR : AutoDisco
ver , ., EWSIMAP, WindowsOu

tlook . ActiveSyn

c . SMTP, WebMail, IncomingEmail ,
50utgoingEmail .

BERAVIR IP ik,
RHERNAFRE,
XX SRR ENRYIRAE | AT B

= .., read, ., ., read_hier

archy ., read_summary . read_atta
chment . read_perm

issions . create., update. update_pe
rmissions . update_re

ad_state . delete, . submit_em

ail_for_sending . abort_sen
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X ik

ding_email . move. move_to. copy.

Hcopy_too

owner _id HEWBRERNRHVAFH ID.

object_type WHRER | ALR - R, EHESMH,

item_id BTl RERNEHETENMGRTEERNSE
3= B MRV RS 1D,

X R EER EERITREN RN ERN TS EELEN
I B 0 3R B R

X#HE_id H—FRRERNEH TN X HRBBEENEH
FBEI R HRE 1D

B 4 B8 2 32 00 4 B9 B R B IR R

RFE ZBRERBWEAT. TURER , LA AR R
Ego

HREE B E

FHITMAEEEREANS , BERBERFHESF. XEREXNTHEITRLENTRSHER G2 EE
REA.

FE iR

event_timestamp EHEEREE , L Unix BRI ZED &
o

request_id ME—#RIRERH ID,

A7 arn £33 & 3% UERY A P AT WorkMail B8R 8
ARN,

user_id 23 5MRBIENAFH ID.
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FER HiR

impersonator_id B{EEN ID, REBERFEA TELINEEN T 2
HI .

protocol AT , LR : AutoDisco

ver , EWS, IMAP, WindowsOu
tlook . ActiveSyn

c . SMTPWebMail, IncomingEmail .
50utgoingEmail .

R _IP ERIVIE IP bk,
BB AMNESBE , ATLAR : AccessCon

trol DeviceAccessControl .
o ImpersonationAccessControl o

rule_id CECEY TR R R SIHL N EY ID, 5% ETEAYH N
B, rule_id AR H.
Th B BR_E R =RAATHR, AIARER , Al 2R,
BMEUr HE

BORIESHESEXRGHRIEZHNESR.

(@ Note
4R B Amazon WorkMail WebMail N BRRFH B KRIEEHERK S HRIEEH,

FE iR

event_timestamp EHRERNRE , L Unix SR ZERD e
i,

request_id ME—#RIRE KRB IDo
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FEB DU

AL arn £33 HHRUER A F Pt WorkMail BA LK MK
ARN,

user_id Z35HRIENAFH ID.

R ZHA#THEORIENFERNAF B,

protocol SERAMTIL , LR : AutoDisco

ver . EWS, IMAP, WindowsOu
tlook . ActiveSyn

c . SMTPWebMail., IncomingEmail .
=®O0utgoingEmail .

XIE_IP BERHR IP ok,

user_agent AHBERNAFKE,

method BHBIEAE, a1, NEFERR,

B 1918 UF 5 Zh BHRIIZHAEERIN. TURERN , a2
B8

auth_failed_reason BORRITAMAER, NESHRIEAMN TS
HI,

ARAMREAEAZE

WorkMailAmazon X&REREEN T AMRAFAHNENTARBERB2ERTHERKEEH.
XEEHNTRHATARRAREEREN.

FE EiR

event_timestamp EHKRENRIE , B Unix RXLISRNER N E
o

request_id M —#RIRERM IDo
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FE iR

4A49 arn 234 54U B F P WorkMail & 4R 1
ARN,

user_id ZY EMRRIEMAFH 1D,

type EERAANTAMRERAERFAERRE | L
5= . EWSZ{LAMBDA,

15 RETRAMNER,

function_arn WA LAMBDA |, NI A#AAK Lambda

B9 ARN, & , kF BT FH.

7 18] v = EWS LKinT [UNKREN EWS, BN, kFEBF
&,

error_message BERAMERAES . WRERETD , Mt FER
REE.

ATAM_EH_ K EAEKINHER T JRAEER,

£ Amazon L {# A CloudWatch M. WorkMail

WMRBIE Amazon WorkMail #ZH & B T HFEM4EHICRKINERBEA T O A EARFZHE
CloudWatch & , M AT LAfE A Amazon CloudWatch Logs Insights REHEHNEHBE, BXBAEF
HYESHESTEXNESEE , BSRAEAE FHASHIER. B Lo CloudWatch gs Insights B E
Z{EER , 55 H Amazon Logs FA P8R B #YE A CloudWatch CloudWatch B & L& 2 47 B S8 dE.

LT RGERINAERE R B FHEEHR CloudWatch HE. RATLAE CloudWatch #24&1 A& FiE{TiX
EEH, GXRNAETIXEERNIEE , 269 Amazon L CloudWatch ogs AAFIEEHMNHIE : 1217
FESRBIER,

Example TP B AEBEWEIAF A ZEM B FHR4,
DTRBREERT MAERAF A GRAF B XENLHE TS (IRNEEFERF ) .

fields @timestamp, traceld
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_AnalyzeLogData_RunSampleQuery.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_AnalyzeLogData_RunSampleQuery.html

Amazon WorkMail EERER

| sort @timestamp asc

| filter (event.from like /(?i)userA@example.com/
and event.eventName = "OUTGOING_EMAIL_SUBMITTED"

and event.recipients.® like /(?i)userB@example.com/)

XRFRE B A ERERAFRER ID. ERANATRBRAPHNRE ID EWEREMAFNE4HBE.

fields @timestamp, event.eventName
| sort @timestamp asc
| filter traceld = "$TRACEID"

XfFIR[E B Fhp44 ID M B FHR4EE=E4., OUTGOING_EMAIL_SENT RREFEHHE X
%, OUTGOING_EMAIL_BOUNCED RSB FHBHHIRE, ETHMEEWETEFH4  BEAUTR
B RGP A BB ID HITEIMA,

fields @timestamp, event.eventName
| sort @timestamp asc
| filter event.messageld like "$MESSAGEID"

XE R ZIR B WE A ER M, By EBMARERY ID. ERAUTRBREFHIERE ID AIERXEERF
o

fields @timestamp, event.eventName
| sort @timestamp asc
| filter tracelId = "$TRACEID"

XRFR EME SRR AR M S E A NRE,

Example & & M A F 50 1 2 89 i i B 45
LRI RONER T A ERMIEE R P ERA PR AER 4,

fields @timestamp, event.eventName

| sort @timestamp asc

| filter (event.from like /(?i)user@example.com/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

TR REER T (A E M E SR P E R4,
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fields @timestamp, event.eventName

| sort @timestamp asc

| filter (event.from like "example.com" and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

Example EF # &% T IR EI#Y B, T Hp 44

TR RONER T A ERHIRE /L HE 78k, FBRE TREMERR.

fields @timestamp, event.destination, event.reason
| sort @timestamp desc
| filter event.eventName = "OUTGOING_EMAIL_BOUNCED"

UTRBRERIMAENERENE AR FERM, ©3F 2R EIEE A WA AR B 7 BR 4 ith 1t FIR B 8
FRRA,

fields @timestamp, event.bouncedRecipient.emailAddress, event.bouncedRecipient.reason,
event.bouncedRecipient.status

| sort @timestamp desc

| filter event.eventName = "INCOMING_EMAIL_BOUNCED"

Example & & R L 15 & 72 & 3% 35 £ iR 44

UTRBREIER T & 4R 4E 4R o 1E 1E By SRR 44 B A Ao

stats count(*) as c by event.recipients.0

| filter (event.eventName = "ORGANIZATION_EMAIL_RECEIVED" and event.spamVerdict =
"FAIL")

| sort c desc

DT RBROER T A& H3R 8BFERAF R A

fields @timestamp, event.recipients.@, event.sender, event.from
| sort @timestamp asc
| filter (event.spamVerdict = "FAIL")

Example & J T 4 8 7 BB AF 4 R 05 B W AR A Y 137 SR B 44 32 4 3R

BT RBREER T (A E W INE N SR BB 489 B F iR ( REBHITIRIE ) o
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fields @timestamp, event.recipients.@, event.spamVerdict, event.spfVerdict,

event.dkimVerdict, event.dmarcVerdict

| sort @timestamp asc

| filter event.subject like /(?i)$SUBJECT/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED"

& A LB B FERFIRER ID HITERMNERT ZL FEHAIFIE S M,

Example && &4 B FHB 457 5 NI 49 58 7 mB 4

TR RONER T WA E 18 5 vk 5 F BR 4R 580 I PTEC B9 B8 BB 45

fields @timestamp, event.ruleName, event.ruleActions.@.action
| sort @timestamp desc
| filter event.ruleType = "OUTBOUND_RULE"

TR REER T (A E 85 A vk 8B F BB 47 A N TECAY 8B F lR 4+

fields @timestamp, event.ruleName, event.ruleActions.@.action,
event.ruleActions.0.recipients.0

| sort @timestamp desc

| filter event.ruleType = "INBOUND_RULE"

Example EFZMNALRKNBIRNKE T 2D B Fop4

BT RBREER T A EREAR H N ABEUREY B F o2

stats count(*) as c by event.recipient
| filter event.eventName = "MAILBOX_EMAIL_DELIVERED"
| sort c desc

UTREBROVER T MAERESERFNENRMGARIEH B FERHE

stats count(*) as c by event.from
| filter event.eventName = "OUTGOING_EMAIL_SUBMITTED"
| sort c desc
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A2 F T % WorkMail API B AWS CloudTrail

WorkMail Amazon 5 AWS CloudTrail—BRF &R , ZRFAIEZAF. BEHLSEH AWS RF
R 9 P P SR EREY R 4E WorkMail, CloudTrail I S FTE APl BAHIR WorkMail i =4 , 2%
B 5% WorkMail #2241 & #9118 B 33 L % WorkMail APl B9XEBEA. MREETIRE , W
LA CloudTrail B4 EFE&£ 8 E) Amazon S3 FiE1E |, SIEE XTI T2 EH WorkMail, INRIE
KREERER , BOARTLIE CloudTrail BHI AW “BSHALER PEFEFNES. BIRENER
CloudTrail , e LAHAE BT D & HAYER WorkMail, & HiERE IP #hak, #IRHBER, AetEH
BERAREMIFMAER,

E T EZEE CloudTrail , 52 EAWS CloudTrail ¥R,

NI 53¢ WorkMail /5 22 F CloudTrail

CloudTrail FTEf&BIZEKF AWS Ik i EEEBHNKF EBH. 2 Amazon A LESESE WorkMail |, 1%
SEH A EHM CloudTrail B4 —2i2RK7E AWS RS EHHLIERKF, BUUEFEE, BRMTEH
BIEEENEH AWS IKF, BEXEZER , BSRAFERASHHSRESE CloudTrail &,

ERZICFEMN AWS KFP PSS | SRLDHESH WorkMail , BB EIRRER, REREALYF
CloudTrail ¥ B & X & H E Amazon S3 FiEf. MIRIER T , EEH & P OIZRERICRKN , HIRER
BRMATAAE AWS XiF, RERIERE AWS 2 XA RRZRAMEXEHRNES , HEAEXHEEE
BIEEW Simple Storage Service ( Amazon S3 ) 7. tho\ , BRILIEEH M AWS RS , St —
H o ALLIE CloudTrail B EHRIKRENBHHIE. BXESEERE , F50 :

o BIERERELK

« CloudTrail X RS LR

- BLE Amazon SNS &#1 CloudTrail

o BRKREZAMXEM CloudTrail B EXHMERK B Z AN K CloudTrail B&EX 4

FRELS# WorkMail #2449 H (L Z# WorkMail APl %) 123 CloudTrail H#i2RER, film ,
JfCreateUserCreateAlias, # GetRawMessageContent APIZ/EMIAASTE CloudTrailBEX
HREREZE,

BIMNEHHBALEKFEHBEERARERBERNAREE. SHEETHEPEREUATAR

- BREFEARAFEIEER IAM AP ZIERHEH.
- FREEAACERKEAFNIGNZ2EIEREN,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/workmail/latest/APIReference/Welcome.html

Amazon WorkMail EERER

- FREBTHEM AWS RSF K H,

BEXEZELR |, HSHCloudTrail HF B t%,

7 8 Amazon WorkMail B &M 4% E

BEREE—MEE  AFESHENBEXEERIEIEEN Amazon S3 17#48. CloudTrail BE&EX 4
BE—NBENAERE, ~INEBHRTRETMRH—MER , SEEXMBERNRE, BENBH
MetE, BRSBEFEWELR. CloudTrail BEXHFRAH AP ARNEFHRERER , Kited]
FBREABENIFHIA,

BLTFRBIERT — CloudTrail B&ESE |, Z%BE/RT Amazon WorkMail APl FfyCreateUseri®
£,

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
"userName": "WMSDK"

},

"eventTime": "2017-12-12T17:49:59Z",

"eventSource": "workmail.amazonaws.com",

"eventName": "CreateUser",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-bl12 java/1.8.0_151",

"requestParameters": {

"name": "janedoe",

"displayName": "Jane Doe",

"organizationId": "m-5b1c98000QQEXAMPLE"
},
"responseElements": {

"userId": "a3a9176d-EXAMPLE"
.
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"eventType": "AwsApiCall",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon WorkMail EERER

"recipientAccountId": "111111111111"

UTFRBIERT — CloudTrail B&ESE |, Z%BER T Amazon WorkMail API R
MCreateAliasiE,

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

b

"eventTime": "2017-12-12T18:13:447Z",

"eventSource": "workmail.amazonaws.com",

"eventName": "CreateAlias",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"alias": "aliasjamesdoe@testofconsole.awsapps.com",
"organizationId": "m-5b1c9800QQEXAMPLE"
"entityId": "a3a9176d-EXAMPLE"
b
"responseElements": null,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

AT REIERT —A CloudTrail HESKE |, %% BEXR T Amazon Mess WorkMail age Flow API A
#GetRawMessageContenti®{E,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

I

"eventTime": "2017-12-12T18:13:447",

"eventSource": "workmailMessageFlow.amazonaws.com",
"eventName": "GetRawMessageContent",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",

"requestParameters": {

"messageld": "123A4A5A-67B8-90C1-D23E-45FG67H890]1"

I

"responsekElements": null,

"requestID": "dec8le4a-EXAMPLE",

"eventID": "9f2f@9c5-EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"recipientAccountId": "111111111111"

B B SIS R

A LATE Amazon WorkMail 12 & /S A B FIESHICRK , SUERRBHLN D T4, BFHp
HEHIZFZER AWS Identity and Access Management fRSSH< A (SLR) BT B FHf -S4
H&E% M E Amazon BRBR, CloudWatchBX IAM REHXABNEZELR | 3R Amazon
WorkMail fEARSHEXHE,

£ CloudWatch B4 B&d |, A LAE A CloudWatch # 3% T B MEFRR RN B R FHi4F

B &, B* Amazon WorkMail % ZIHEH B ENE ZEE CloudWatch , EZ @42 Amazon
WorkMail B8 FB4=E4 HE, BX CloudWatch BEMNEZEE. |, 2 Amazon CloudWatch B &
A,

ES]

- BRABRTHASEHBETIER

- PIEEEN HEAM IAM A AMTE FHAEHBTICH
- RABEFHASEHBTICR
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/

Amazon WorkMail EERER

- Bt BRSIEEER

HIEFERAMIAMZE (Amazon ) FFE B FHHFSHIERKER , RHEILITHER WorkMail :

- B2 AWS Identity and Access Management fRS5#5< A 8-AmazonWorkMailEvents.
« Bl CloudWatch H&E4H — /aws/workmail/emailevents/organization-alias.
« ¥F CloudWatch B ERE BT EIZE N 30 Ko

BR B FERHEMHRTIER

1. ITHLS# WorkMail #2H|& , MR https://console.aws.amazon.com/workmail/s

MEKE  BFEX AWS Xig, ERFHAEOTNBHES | ITHFERXEHIER , REERE—
B, BXEZELR , F5 (Amazon Web Services —fi§5E) iy X5 ik 2,

ESMERT , GREALR  RAREERALNEN.
ESMERT , EEBTRE,

LR B TEAR B ERE” ‘T,

i BFEMERBTRE &, IR RE.

& BRGES BRBETBNE.
BFHITUATREZ— -

N o g A b

(#%E ) BRERARINRE,
(AL ) BEREARIARE  REMNERHNIRPEFEREEEAN IAM A,

(® Note

e *"Eﬁﬁﬁ AWS CLISIZBELANBEN IAM A&t , FiFHIEN, EXEZE
B ESHEBEENBEAN IAM BEUHTE FHESEHAEFICF.

8. EEFEEN Amazon WorkMail FHLEEERNKF, P EH HE.
9. EEBRE.
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https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
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SIZBEEN BEAN IAM SEUHTEFHHSHERIER

EAEBIIERN Amazon B B & FHRESEHIC KA EHBRINZRE WorkMail, MMBRBRFEERE L ISEE
B, N ERCZRATHEFMHSESHEZNETRAEEAMBEN IAM AR, AWS CLI

BIEEEN BEAMN IAM AU TEFEH4E4BEFTIER

1. EALT AWS CLI S 7E 588 Amazon WorkMail ARFERIH AWS XigihalZ B E4H, Bx
BZEE , B5H (AWS CLI 555 %E) create-log-group® i,

aws --region us-east-1 logs create-log-group --log-group-name workmail-monitoring

2. BB, HFIESUTRE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "events.workmail.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

3. EALLT AWS CLI R8I IAM A& [t XH4HENAGKEESM N, BXEZEL , HS5H
(AWS CLI tn &%) H create-role,

aws iam create-role --role-name workmail-monitoring-role --assume-role-policy-
document file://trustpolicyforworkmail.json

® Note

MR EREWorkMailFullAccessIEERAF , NX4MEABE Hworkmail F E2EZ
RiE, KIEERBRXAFEERABMPTAE workmail WA BEE B FafH4E4 HERIC
FK. BXEZEER ,H5H IAM AFEREPHNRTAFE AWS RF5EEAEHNNR,

4. HIRESEEL-SHOUEN IAM BERBHXXGH, B ZRBLAMBERTNIR , 25
BRI AERAT AEEHRALES 1 SEIBVATE,
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https://docs.aws.amazon.com/cli/latest/reference/logs/create-log-group.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:us-east-1:111122223333:1og-group:workmail -
monitoring*"
}
]
}

5. {ERALT AWS CLI & S RBEXXHMINE IAM B, BEXEZEER | 2R (AWSCLI 6855
#) put-role-policy Y,

aws iam put-role-policy --role-name workmail-monitoring-role --policy-
name workmail-permissions --policy-document file://rolepolicy.json

XA B FERFSEH B ERIER

M Amazon WorkMail 2 &l & < 8B FEBHEHIEFEK. MRETEZEEFHE FIBHSEHBERIZTE ,
FAVEVE[E BT BRAB<HY CloudWatch A ELAFRFZHEXAR, BEXREZEEL | ESHE I Amazon
WorkMail #ilBrRSS /X< A,

XA B FER A B SRR

1. 3ITF LS # WorkMail #2#|& , MikA https://console.aws.amazon.com/workmail/o

MEKE  BFEX AWS Xig, fEEHABEOMITHES | ITHEREXIR , AREERE—IX
B, BXEZEE , 30 (Amazon Web Services —fx5E) ## Xig i Ko

ESMmERP , EREQR , ARERREALNER.
ESMERKF , EF Monitoring (¥53%).
EREREDD P , EERE.

B A S4ERB I B RANE.

EERF

o g K~ W D
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https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EERER
By Lk 5 IR S5 0R 7 BE FE

BERERZER-IMR22MRE , DTFEFRFEIITNRNXETRSIEEERESNRNKAENIT
ZRE, EF AWS , BRFEGTRLSERANBIFRE, — MRS ( FURS ) BAS —TURS
( FRBARSS ) B , AR REBRSELL

A BURNFF YRR SS |, SEELGE A ELAUPR XY H At B 7 R AT G (R 9 B R #E AT IR AF

ATBHLERXMER , RITAWS RHE T —£TE | BHERPAERSHHE K SERSZEEACHR
F 15 R EIK P A BR VAR

RMNBWERREBPFEHaws : SourceArnfMaws : SourceAccount £ %M L T X H4ARER &
CloudWatch BE&F Amazon S3 @4 K A EHRFZ R TR, NMRZREREAFNERFZFHLETX
24, NER—RFE P ERXEERAREREBNKS, ID,

aws:SourceArn BWEMAE4E K B EMEHIRE ARN,

BSEREERERBSZERNAERMEA aws :SourceArn £B&HF L TXENERNTE ARN,
REFTHERFHNTE ARN , IEEEESMNER , B X ARN KA ERATEEERF (*) 1
aws:SourceArn 2B E T X &G4,

BERT&AE

AT LAE A BT B E SRR E XM Amazon WorkMail HAFERABERNFMAER, FZAETHATY
ERAPXERFEN G RIRR, T 5EEs AR AR GRS T ATREEEE,

]

® Note
AmazonWorkMailFullAccess it E R BIEEE B EEMAMENMAENR, MREFEHILE
B ITEE WorkMail , FHEAATEREBEEZRNEZEREA (Hl0, RKANAR ) LEGFREL
ZHNER,

I 5i# WorkMail XiEEZAEN=MEE B : B CloudWatch &, T 5# S3 Fi Si# Data
Firehose, BXEZEE , S Amazon Logs AFIER P K EZH AR CloudWatch HE DS

[V_lo

BT BRI R T A HMEEFIMIUR [V2] BRI , Amazon & WorkMail T EFANNRKEE B &
f&%1 - workmail:AllowVendedLogDeliveryForResource,

THERERTHA=ANTEAK :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html

Amazon WorkMail EERER

« DeliverySource , —PMBEBNR , RREAEZEBAEN —NPRBNER. XN FILEKE WorkMail , iX
= 5% WorkMailA 4R,

« A DeliveryDestination , Ef—PMEBENR , KERIZFRHAEH B,
o T, BRHMERIRSEEBIREREEXR,

E7 Amazon WorkMail M B R RIEE B SE R , ERIBHITU TR

- EABIERIKIRPutDeliverySource,
- fEABIZEBEX B M tbPutDeliveryDestination,

- MRBEBKFELEBE , ABE B $rIK P PutDeliveryDestinationPolicy 8 i [6] B 5 2 &t 1AM
K&, lﬂ:%ﬂl%&ﬂﬁUEMﬂKF' A PR RMTREIKS B R BRI,

B AN —ANEOE SRR —MNEDE B Bt BB X Sk 812 BLE CreateDelivery,

LTETHANR T EEZZNLTARENDRTEREQESEMRENBIMEER T, XLEMRTUR
FREERMEAN IAM A&,

/A Important
BERESERTRE , EERTEBRASER R,

E’Eﬂﬂ“ﬁ%ﬂ/L,\Eﬁkﬁ/ﬁFgF?Ellm'f?iﬁﬁﬁ 1EEIH;€LXT$B§|§2E=E1/EO

1. fE A DeleteDeliveryi® M BRELE
2. DeliverySourcef# fiDeleteDeliverySource i #E Bk

3. MR E&RI NI il B &Y DeliveryDestinationDeliverySource < Bt X A F b 45 X Fi & DeliverySource , N
A LA Fi DeleteDeliveryDestinations VB4 EL M Bx

5 Amazon WorkMail 4| &8 E =& B &
B A LA fE Amazon WorkMail 24l 8 PEEFZAE :

1. 3T LE# WorkMail #%|& , Wik A https://console.aws.amazon.com/workmail/o

MEME  BFERAWS XiE, FEEHAEOMIBHES | 7T EBXKE JRHER -
5, BXxEZEL , 555 (Amazon Web Services —fi&5E) X% S,
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestination.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestinationPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDeliveryDestinations.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EERER
2. ESMERT , EREAR K RAREEFALNEN.

T BERE

R ERARRE R,

fE A MR NAH AT B RREE ER .

EERRF

o 0 &~ W

£KEZE BEB CloudWatch B&E
A PR

EFAMEXEKIE CloudWatch B |, &AM AL TR &,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [

"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",
"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForlLogDeliveryActions",
"Effect": "Allow",
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"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"”

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyCWL",

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"”

1,

"Resource": [
"arn:aws:logs:region:account-id:*"

"Sid":"AllowLogDeliveryForWorkMail",

"Effect":"Allow",

"Action":[
"workmail:AllowVendedLogDeliveryForResource"

1,
"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"

B A 4E 7 R SR

BUBENBESAXTNETTERENRNEREKR, MRAEALHTEERERRE , AEREASE
BRMWAFHAIZAE AN logs: PutResourcePolicylogs:DescribeResourcePolicies,
Mlogs:DescribelogGroupsiXBR , MAEEFF1H4F B E K% E| CloudWatch Logs BY , AWS £ B3)
NEBIBRUUT R,

"Version":"2012-10-17",
"Statement": [
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{

"Sid":"AWSLogDeliveryWrite20150319",

"Effect":"Allow",

"Principal”:{
"Service":[

"delivery.logs.amazonaws.com"

]

.

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:my-log-group:log-stream:*"

1,

"Condition":{

"StringEquals":{
"aws:SourceAccount": [
"account-id"

]
},
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:*"

/u\éﬂ ﬁ/ﬁ%mﬁj{d\ BE%IJ;E %sg:@i

ﬁgﬂﬁ%%éﬁﬁﬁiﬁﬁmﬁq: §IJ ngr_.‘ Eﬁi_ H /L,\EngA H =Y CloudWatch H /u\ﬁlﬁ%%ﬁﬂ%ﬂ&
5120 NERFLUA, MAEEFELAREAEHNRSTEESIBE UEB[‘E%‘JO

NTEHEXTER , CloudWatch Logs £ A% HENWRSFIERAN R REEA KD, HERUE
REGHEIR 5,120 NEFHA/DBREIET , CloudWatch Logs 2 B3l /aws/vendedlogs/* 1% RS I &
REBBEH. 25, BB RH /aws/vendedlogs/ FF kK B EEERIX LRSS AT K%

# B E® B ¥R

BRA#EKAE W7 1.0 68



Amazon WorkMail

EERES

&3%3 Amazon S3 B9 A&
AP AR
EFSHM Amazon S3 XKiZ A& , BAMERA L TNEREREF,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForlLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",

"arn:aws:logs:region:account-id:delivery-destination:

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"”

1,

"Resource": "*"
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"Sid": "AllowUpdatesToResourcePolicyS3",
"Effect": "Allow",
"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"
1,

"Resource": "arn:aws:s3:::bucket-name"

"Sid":"AllowLogDeliveryForWorkMail",

"Effect":"Allow",

"Action":[
"workmail:AllowVendedLogDeliveryForResource"

1,

"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"

BEWAEWN S3 FHBXMEECERENRNERERRE, NRFHEBITIXERRER , HHREH
FIEZNWAFHEZEMENS3 : GetBucketPolicyMS3: PutBucketPolicy PR , MIE & FF 1A FF
HE%3%ZE Amazon S3 Bf AWS £ B3 h H I TR,

"Version":"2012-10-17",

"Id":"AWSLogDeliveryWrite20150319",

"Statement": [

{
"Sid":"AWSLogDeliveryAclCheck",
"Effect":"Allow",
"Principal":{
"Service":"delivery.logs.amazonaws.com"

},
"Action":"s3:GetBucketAcl",
"Resource":"arn:aws:s3:::my-bucket",
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
"account-id"

}I
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"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"

"Sid":"AWSLogDeliveryWrite",
"Effect":"Allow",
"Principal":{
"Service":"delivery.logs.amazonaws.com"
},
"Action":"s3:PutObject",
"Resource":"arn:aws:s3:::my-bucket/AWSLogs/account-id/*",
"Condition":{
"StringEquals":{
"s3:x-amz-acl":"bucket-owner-full-control",
"aws:SourceAccount": [

"account-id"

1,
"ArnLike":{
"aws:SourceArn":[
"arn:aws:logs:region:account-id:delivery-source:*"

T2 AR P aws : SourceAccount , NEEEN BEEH I FHEBUKS, ID JlkR, XTF
aws:SourceArn , ¥ arn:aws:logs:source-region:source-account-id:* HENIBEEK
HEHEIR ARN 5%,

NMRAGHEBERRER  EXXBTIELANRKBEPERNER , AR REARERNWAFRRE T
fEREIIS3 : GetBucketPolicy#S3: PutBucketPolicy R , MIi%iE ) RFF b0 B 12 4% 48 1Y 'R R SR %
.,
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® Note

ERELEERT , AWS CloudTrail 1R AKEFs3:ListBucketiX[R , WAIgE2EHEF
FlAccessDeniedffixdelivery.logs.amazonaws.com, Ji#& CloudTrail B &
HIXLERIR | BT Fs3:ListBucketXPRdelivery.logs.amazonaws. coms
FBEMNBEENENEERBREPIEENS3: GetBucketAcINRFER
fConditionZ¥., AT EMLILERME , BUINEREFHEHR NStatement , WF

=Bl FHAWSLogDeliveryAclCheck#y“Action”: [“s3:GetBucketAcl”,
“s3:ListBucket”],

Amazon S3 17 i 1 B 55 25 vm N 27

e LB £ A Amazon S3 R EZ4AS ARSEFIHINZ (SSE-S3) i fFAFM#1E SSE-KMS Y &4
B ARSI INE (SSE-KMS) K4RH Amazon S3 F K AWS Key Management Service #i#z.
AWS KMS BXEZER , B RAEARS S imINE R BiE.

WMREE SSE-S3 , WAFEFNMEIE. Amazon S3 LLEMFHZEH,

/A Warning

WMREIEEE SSE-KMS , N AAERFEFEERR , RARXM AWS HEXEZHR BT IFE
. MREMHER AWS HEZAREME , N BRI AR K AL IE,

HIEAEFEFEE AWS KMS Z4it , B LER AF#BNZEREES - EEZHAN Amazon BIR
B (ARN), FUTARMIEEFEEZHNEZARE (MAREN S3 FRBERES ) , WERSE
RRIK AT AB AZH S3 7.

WMREIEEE SSE-KMS |, N AAEAFEFEERH , RAXMERFZIFER AWS RERH. I8
EREFEE AWS KMS Z4nt , B ER AF# B NEREER FEEZHAN Amazon HREB#
(ARN), FEATARRNEEFFSEEFANBHRE (MAREN S3 FRMBREET ) , WERTEH
TP A B AZRH S3 FE .

"Sid":"Allow Logs Delivery to use the key",
"Effect":"Allow",
"Principal":{
"Service":[
"delivery.logs.amazonaws.com"
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]

.

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource":"*",
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
"account-id"

]
1,
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"
]
}

¥ Faws:SourceAccount , BIEEEN AEERHMEILFEBHIIKS, ID kK, WF
aws:SourceArn , 1 arn:aws:logs:source-region:source-account-id:* BXNIBEEK
HEREIR ARN &,

B &X1%Zl Firehose By H&

B PR
EE M Firehose XX B & |, BAMER LA TIREF,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForLogDeliveryActions",
"Effect": "Allow",
"Action": [
"logs:GetDelivery",
"logs:GetDeliverySource",
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"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",

"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"”

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyFH",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream"

1,

"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/*"

]

"Sid": "CreateServicelLinkedRole",

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

1,
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"Resource": "arn:aws:iam::account-id:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery"
}

{
"Sid":"AllowLogDeliveryForWorkMail",

"Effect":"Allow",
"Action":[
"workmail:AllowVendedLogDeliveryForResource"

1,
"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"

ATRERRY IAM B

B TF Firehose TERARERRE , AWS RLtEIREE LT Firehose I BERAMERA IAM A&,
AWS #2#& AWSServiceRoleForLogDelivery R I RS X AR, LWIRFSHEXBEBEBEUTR,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:ListTagsForDeliveryStream"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/LogDeliveryEnabled": "true"
}
1,
"Effect": "Allow"
}
]
}

WREMHEXACRER FIRLRENWFTE Firehose 1&iAfiLogDeliveryEnabled®I X PR, true AWS
FIRE AFRIDRE |, FHRZRAS BIRMEIER.
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WREHXABEEES AN delivery.logs.amazonaws.com REEFXARRAFTERSHXAER
WEERE., ZEERBUOTATR

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "delivery.logs.amazonaws.com"

+

"Action": "sts:AssumeRole"

2HATENR
BRT BILT ARSI HMRRA | MBAEAEEATTR AP RBEASEH , WEREUTR :

"Version":"2012-10-17",
"Statement": [

{

"Sid":"AllowLogDeliveryActions",

"Effect":"Allow",

"Action": [

"firehose:DescribeDeliveryStream",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:*",
"arn:aws:firehose:region:account-id:deliverystream/*",
"arn:aws:s3:::*"

]

1,
{

"Sid":"ListAccessForDeliveryDestinations",
"Effect":"Allow",
"Action": [
"logs:DescribelogGroups",
"firehose:ListDeliveryStreams",
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"s3:ListAl1MyBuckets"
1,

"Resource":"*"

Amazon SR IE WorkMail

WorkMail fER ZTER I RIN —E5 , BE=FFITMITELIRNZEE AWS §8%. EHhaE
SOC. ISO M C5,

BRBESHITUEE AR AWS RFFIXR , BSREEM T XN T HSEE NN AWS B, Bx—K
B8 , BZHE AWS M itKl.

WA LAER TEE = Hitike AWS Artifact, BXEZE L |, FSHEE Amazon Artifact 2 T 5 1R

o

| o

B E A Amazon WorkMail BT ST EBUR T ENBIEN SR, RARNEABRARERNE

FEMEM. AWS BHTUATERRBEEZIEHIME

- BEESEHMERENTER — XEBBEEITHETRWEEEM , ARETELSBURELHENES
AMNESINEERENS R, AWS

- AWS £ RIR — W TEBE MRS T aEE A TP EM T L FPR1E .

« AWS Config— % AWS IRFIEEEN R RREEZ ARE LFEAMREK. TULESHHIZEN.

« AWS Security Hub— It AWS [RE £ E T BENZ SRS AWS | BEZRERSHFARETIL
FRAEMRESRR,

Amazon By WorkMail

AWS £ ERIRERES AWS XEMATAXHEN, AWS XERH#ZSMERENREENTH
X, XETAXBEIEKIER, SELENSETRNOMNEEE. MATAX , BRI HREETH
XzBTZHhiis Az XANREEBHNNARFNREE. SEENENHS I REFOEMBHEL
THAXERESHITRAE. REENTT B,

BX AWS KEMATAXNESEE , FSHAWS £ REMIRE.

BRY AWS 2IKERNZMEIL , Amazon & WorkMail 124t ST aERA B X F BN BERENRHF
Ko
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Amazon W EM & Z £ WorkMail

(® Note
I 5 WorkMail EFLIEXEREZ S (TLS) 1.0 M 1.1 (9%, MREFEAMNZ TLS 1.0 5
1.1, WHBFORF TLS RAFRE 1.2, BXREZER , BSH TLS 1.2 BUKAFE AWS API 4
i 17 S SR K TLS MR 5

ER —IEE RS , Amazon WorkMail ZF| AWS £IRMER SR, Bx AWS Z2REURI
il AWS RIFERIERIER , BSHAWS =% %, EfFAEMIZHETZ SN RESERZITEN AWS
IRE | S8 S AWS ecurity Pillar Well-Architected Fram ework A #Y B A% He R 3o

BALAERA AWS EXRH APl A WorkMail B MEIHRIL S, BEFRMSAZIEATAR

- BRREREMEHI (TLS) BMNEREA TLS 1.2, BIUEA TLS 1.3,

- EEZLRBIRE (PFS) WEBEH , 20 DHE ( 58T Diffie-Hellman ) 5% ECDHE ( Ifs B8 (Rl 4%
Diffie-Hellman ) o KEZEHINKRE (W Java7 RESRA ) AZIFXEER,
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

Amazon WorkMail BB RIS

Fr 2448 A L 5% WorkMail

SERE EREE |, B A LA AR Amazon T WorkMail, BEXEZELR | HS N FiRER T D
WorkMailo

BRI SUEATET REM T #F A I EHR R E B B 5 WorkMail, 5 Microsoft Exchange B B 1%
Vet LR T B 5% WorkMail EE&fl.

£l

- FFHRERAL T WorkMail

- EBELS# WorkMail

« 5 # WorkMail %X Exchange 2 [B)#9 B R 1E1
+ 7£ Amazon tEE AT HIRE WorkMail

+ 7£ Microsoft Exchange F it & 7] 1R E

» TEER Exchange #I 5# WorkMail F 77 2 8 /3 F 5B F 8R4 B H
- FAFPERAB FH4KEH

- EHIRERE

- BMHEFIRELE

- RAEREEXHERABHRS SR

- BFERE

« M 53# WorkMail Fie#i

FF #4865 5#h WorkMail

Tt B2 LEE T WorkMail P |, &2 S WorkDocs = L # B I HE A F WorkSpaces , & 1]
L WorkMail B TR AT BRI 18R Db,

(® Note
T 4455 FA B S5 SE AR ST IR S A o

£
o« 1% . BF Amazon WorkMail 24&l&
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- £25  RELHITS# WorkMail M5
- £3% RETWD# WorkMail 5 RIER

%1% . B3 Amazon WorkMail #8414

WA S B F Amazon WorkMail B $|& |, AEFTERIMA R AEE MK FMBBFE .
% Amazon WorkMail 3241 &

1. ITHLS# WorkMail #2#|& , MikA https://console.aws.amazon.com/workmail/s

2. WRFE K AUEXRAWS XiF, EE458E0NSHES | FTHFERRENIR , RAEEE—1PK
5, BxXENEZEL |, 555 (Amazon Web Services —fi&5E) iy X% S,

£ 2% REEHT S% WorkMail ik
1. &% Amazon WorkMail ##|&E , WA LLUREAL HHNER . FRMNBWE RN BT %
WorkMail HRFERAETAEE. BXEZFELE , BSH QIZEW R 7N .

2. (A& ) BABLEREER Amazon BN ZFNHIHAAE WorkMail, INREEFMITILIRE , FREE
HIR 4,

® Note
MR B FEALLTHER : alias.awsapps.com. BHTRIER |, BidE , EReeERA MR
BT, FEEEFHREFRFERAMNE, I B8 Amazon WorkMail LA 43 Fr A E 2>
E—1EBRANAF, MRESEERRANAF , Nz THEaEFEMAER,

3. MREERANIE , TEI @B RS (DNS) RS AN INAENAY A (TXT) MER4FR# (MX) 18 FK
BiIEZiE. TXT iBRAVWEE DNS R AER. MX IBREE T&AMARS SR, H5L/ERE
RENRALNRIANE. BXEZER , F2H BILEM EEIRIASE :

4. 7 Amazon BIZHAFPREHIE B FZAF WorkMail, BXEZER , HS I FAF,

5. ( WliE ) MREEFMEK Exchange BRFE , IHFHITBEL S# WorkMail, BXEZER , HSN
ERE ¥ WorkMailo

®ESEI Z# WorkMail ML fE |, el A A MK N AREF URL 15 RIE S WorkMail o

% 1% . BF Amazon WorkMail #2414 MR 1.0 80
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Amazon WorkMail EERER

HEERH L S # WorkMail M4 N AR URL

1. ITHLS# WorkMail #2#|& , MikA https://console.aws.amazon.com/workmail/o

MREE | A[UEXR AWS Xig, Atk , HIT AV TEREAMNERXIEHIR , REEEMEN
Xif, BXxEZEL , 525 (Amazon Web Services — &5 E) H X iH S,

2. HSMERF , GERALN  RAREERALKNEN.

AP E RALRERE , HEAFBERTER URL, URL RANTER :
https://alias.awsapps.com/mail.

2 3% iREITZ#E WorkMail A i5 R R
MU T &I A 3 7% B LR iE Amazon WorkMail B P 175 8] X BR
« A Microsoft Outlook ZEF WM ERKHEEFRREAFHRNE. EXESEER , BSAE

Microsoft Outlook & E#RYIL S # WorkMail 1K,

- \Bzhi&%& ( # Kindle. Android, iPad = iPhone ) RBRAFIHEINR. BEXELZEER , BSHAT
BEABHRE.

- BRERAFHENER , HEASERMNEREE R (IMAP) I RANEAE RS, BXES
B8 , BZIE IMAP B/ ImiE BT AN T WorkMaillk /=

EZRIR

- EBFS# WorkMail
« 5% WorkMail ##§%X Exchange 2 B9 B R 1EM
« I 5% WorkMail Bl

T8 E 5% WorkMail

BE LSRN EEMKREEE , WorkMail MBEK Exchange. #%k Office 365, G Suite Basic ( 8] &
N Google THENARRF ) MHMFEEEIBRENLS#H, EXRINSEXRENEZEER , HSH Amazon
WorkMail Zh&E,

E3-
« B 1 : 7£ Amazon FRIZE /3 A B WorkMail

\

% 3% RELD# WorkMail B 17 & R M7 1.0 81
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Amazon WorkMail EERER
- 2% EBILSHE WorkMail
« SR 3 OIS EHIEE WorkMail

S 1 £ Amazon H 8|2 F HAF WorkMail

EXBAF 28, 41E Amazon F7RINIX L AP WorkMail ABLE A1 EFE, BXEZER | i
nARMAR,

Ifi
O

£ 2% EBEL L% WorkMail

B U EEAMAWSER S EUAEEHETE R Amazon WorkMail, BXIXLEREBEHNESR |, H5H
Amazon WorkMail ZhEg.

EXBENEREE , HOE -1 EITHW Amazon WorkMail BFRZYTIREE R, TENIREZAF,
BFIHRAL T EHR R R,

BETBREER
1. BWITUTE®REZ—
« £ Amazon WorkMail #| &% , SIZ— 1 HAFXXLYIBREER, BXESZELR , BESNL

A

- TE&MW Active Directory |, BIEZ—MNTRAFPRZYIBEER , RAENZAFE A Amazon
WorkMail, BXEZEE , B2 BRHAS.

T 5 # WorkMail ZHl &S EHRF , %&$#F Or g anizations , RFEFREHWHLAEZ .
ORIERELQRE, TBMNEE.

HERERAIBBRBYIFENE.

I EREER FRE—DAF

EFRRF

]
=
Z

2

SR 3 ST EIEEERE WorkMail

IR B BB, F AR K 77 32 2] Amazon f§ WorkMail |, & A LARIE DNS B R A BB AN SENBHES
o

S8 1 : £ Amazon 812 E A AP WorkMail M7 1.0 82


https://aws.amazon.com/workmail/features/

Amazon WorkMail EERER

2R @ Amazon BIER WorkMail

1. ¥IAFrE DNS icFHEE2EFH B E113EME Amazon WorkMail, HXFrE DNS icZHNEZEE | &
e AN

® Note

DNS iEREMI R AT E/L/IE, MRER MX IS FATREBFEH HIEMFHBE , WA
£ DNS BREHEEMETER TERIBHMBE .

2. BXNAEIBIEFHEENEATLDRNEZER WorkMail , 25 (I 5# WorkMail A
FIER) FI “F Microsoft Outlook JE#ZEI{RAI I 5 # WorkMail ik ",

I 53 WorkMail %% Exchange 2 BRI Hig /e

T 53 WorkMail 1 Microsoft Exchange Server Z [B8]#Y B i&4E A iF S MR AT B 2L B =k 55 A
I 5 5#h WorkMail'E X8 &P 22 7] iR 58 B 8 A PR E bRl 2> WorkMail X 28 T

W EREEEEAIXN MR EREERAE -, X& , EAFATEE N EHE B 7F/AT
RAEELH2,

FRFH
£ /3 A5 Microsoft Exchange B EIR{EME 2 81 , BHITULTIRE
- BREEDE-NMNAFBATIDEAF WorkMail iX 2 7 #%% Exchange BlE 7] AR B E

0. ERERARAFS , BITHAS BB FE R EPRIS R,

« 1RE Active Directory (AD) Connector, 741t B Fi%E AD Connector £ P REBREFHHEI
BN WET, BXEZEER |, 502 AD Connector ¥ Amazon WorkMail 5419 7 i
FEKo

« IRBEMNITLSF WorkMail 4R, Bl —NMEREIRER AD Connector BYIE &% WorkMail 441,

o FHEH N TEBRMBNERT D WorkMail AR |, RFEL D% WorkMail 24| & 3t H# 1758
iF, BN, KEZEHANBWBEFHEFE2IRE, BXEZER , BSRERAE,

- FFERFEEFEE A WorkMail mazon, A FREBE B FENEHN AR INETB R Sz,
WorkMailExEZEE |, 5B AIAE AP MEZE Amazon WorkMail,

I 5 WorkMail F#4%k Exchange 2 [A1HY B i 4E1% MRS 1.0 83
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® Note

B E T DNS i2F L8 [m Amazon WorkMail, iXBEAUBEEKR , RELEERNREZHE
B EHIRMEM |, Microsoft Exchange & —BE 5 A BB F B4 E BRSS 850

- ¥R Active Directory FEVFA P EEE T (UPN) SR P EE SMTP stk ITHEL,

U 5 # WorkMail B1#8%% Exchange £ #) Exchange W4&RRSS (EWS) Mt & H HTTPS 3K , LAIRER
HAE/RER

FFETF EWS WA A RME |, WSi# WorkMail [8 Microsoft Exchange £ H) Exchange 4% BRSS
(EWS) Mt & i HTTPS 3K , IRERBAIL/RER. Eit , A TERZHMEATET EWS 9T
FRMERMEE,

o BRFHERPFARERE RN RIFXRE Internet WiFE, AF HTTPS #ERAER AR O RiwO 443,

« WorkMail R B HREV 3K Exchange SMEFFEEBBRIERM AV (CA) EHMUEHE |, LS
FRERR IhE#%K EXchange £/ EWS Wit % H HTTPS iR, BXEZEE , 55 ® Microsoft
Exchange X5 u5 £ /Y 59 UE 9 & HL#9 612 Exchange Server iEHiEK,

« BRAIA Microsoft Exchange FHY EWS BREARFHBRIE, BXEZER |, S H Microsoft MVP
RmitkEE LW ERE X : Exchange 2013,

7 DN 3 /3 AR A

BN TR RIE Amazon , WorkMail LAMEFE A T B Fap4F sk, BARAFIE Amazon B3
WorkMail 23 RiE , REAFHA P MEEAE Amazon WorkMail LB BB, EEREERT |, TE
£ Amazon F B &R , B WorkMail fEZ A B #/E#E X WorkMail /57 Amazon FEFHSIEZETIR. B
2, EEREEXT , MATUERARFRRZEHESLIN. KBMIE Exchange & RIBLE RET S
“AFP" &I+ H WorkMail,

- AXREZER , BERANE., ERIEAAFURERAELE,
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® Note
N#RE Microsoft Exchange W EIR/EM |, EZ0FE # DNS 2R LB @I % WorkMail id
Fo RELEESHANNEZREEEREMN | Microsoft Exchange & —BEER £ A B FHB 4 Y
FARFER

B REREN

R IE 1 R BI22 Amazon WorkMail (4R | MIATLAER 223 API B2 3 A R /EE X E WorkMail 4
40

Z/\NO0

MREBRE— ML #E WorkMail A42¥F AD Connector $53% %) Active Directory , 7 B8R B MR
Exchange , B3R AWS Supp ort F3R#&B) , R B LS # WorkMail 4425 A Microsoft Exchange
BREMN,

FEER Exchange AL & 3# A 6| 2 AR S5 IK -~ WorkMail

@ Note
WERFHF Exchange AEBE X AT AMRMUEN /G , MFEFEE Exchange FRIBIRFZ K,

EiF R BA/RAER , 7 Microsoft Exchange L S #h 622 —MRFZ K.  WorkMailMicrosoft
Exchange BRS5 0K 7= = Microsoft Exchange XY B fth Exchange AP B R/ACE B A T RN RH
FAAF. MABRTERFZIARNR ; Bt TESHRNE

B , W% WorkMail BRE K 7 236 5% WorkMail £B& 5 B 4t Iz A /9 B AIT/RE RN
FRAF, WorkMail Xtt2ERIAMBER T BTN, B4 MEAM B FH 2T L% WorkMail AF |, &
BRALEBERZAR , 85T 5% WorkMail WorkMail 5 AD Connector £ 5 28/ B &4,

BERFEAPHIRE

HRALN T HREERN |, BXTER Exchange BEEFOEBFAEAF,. AN®R. EEH
Amazon WorkMail A~ MB¥A | iEFEHAAWS Management Console, EXEZEE | BSREANE
ArEMERNEL.

NAFPSAHA S A Amazon Bt WorkMail , 872X AP MBFEN B FER it 5 F . XLER
B th MBS Exchange BIEH OB TE B, Amazon EM/Net WorkMail @4 — X G EH FHHER.
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Amazon WorkMail EERER

2 F BEREE WorkMail B, o357 Amazon REIZHEARER. B2 , BEFTE Exchange &R ED
AILATENE Bi#h WorkMail BiEH KR , HETUEEE—HATRESWN.

£ Amazon L& o] A& E WorkMail

£ Amazon LB EATAMIRE , WorkMail A BRI RS, BE B HEE A RIRELH AC/RE
B, Amazon WorkMail ZEFH M ERSIREVT/HEBNES -

- Exchange Web RS (EWS) — B ES , WS # WorkMail fF£ A EWS tHil [@ Exchange RS
22 S H At WorkMail A2 & #) Exchange BRGaBRHHEMAL KM ATAMER. I—REHEENEE ,
{BER Exchange ARS585H09 EWS im S @S 2N H BB M 1TIH

- BENTAMRMR (CAP) - ZiEES , EE A A LERE AWS Lambda BEARENSE TE BB FHR 4
HHAFTAMEER. BEZNEFHBARSSHETFE , & CAP 5 Amazon BL& A WorkMail AT 2
AT
o TLEHETFFBXE , ENAIAAEE EWS SREVA F o] A WorkMailo
« M Google Workspace ( LABI#H G Suite ) E3JE Exchange Z3IE EWS RGIREVA 7~ 7 A%,

ES]

- BEET EWS A ARER

- REEEX TR R

- WEBHEXATAMREMAR Lambda BN

MEET EWS (VA AR MHERE
BERHA LREET EWS WTAKRE  BRERUTIE .

1. ITHLSE# WorkMail #2H|& , MR https://console.aws.amazon.com/workmail/o

MREE | A[UEXR AWS Xig, Atk , HIT AV TEREAMNERXIEHIR , REIEEFMEN
Xif, BXxEZEL , 55 (Amazon Web Services — iS5 E) B X iH S,

2. HESMERT , BRAR , AREREALNEN.
3. HSMERF , ERALRE , AREREERELEDTF,
4. EFEANTAMEE  RAERMANUTER :

« RE -EEEWS,

1£ Amazon tELE A AHIRE WorkMail MR 1.0 86


https://console.aws.amazon.com/workmail/
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« 8- WorkMail = HEALEEERHE T HMEESHE.

« EWS Mt — Y 5# WorkMail FE#E @ EWS LinT KBV URL, B2 FHAERENIRE
EWS URL &%

- AFEFopHF M- Fm EWS w2t T RITNAFWE Foi4ikit, WorkMail
o B — AF0EWS mRHTEMRIEMNEZE, WorkMail
5 EE®RE.

¥REX EWS URL
E A Microsoft Outlook 3REX Exchange #J EWS URL , 5K T :

X F Exchange SMEFWEMAF , EFE Windows F# Microsoft Outlooks
B{E Ctrl BHEMESZFH Microsoft Outlook BIAR EITFF E T X (A% T) K&,
1E$F M= B8 F R4 AutoConfiguration.

# A Microsoft Exchange F F° BV B F iR b it FI B85 |, ARFEER Test,
M“Results”& O # & &l Availability Service URL BI{E.

o & 0N~

EE A EWS URL 3173k PowerShell , PowerShell BERRF FTHRITUTHH
Get-WebServicesVirtualDirectory |Select name, *url* | fl

EIREL 5y EWS Mt WorkMail |, & &7 5% WorkMail &85 R FELET S E EWS i3, A
EWS URL (https://"EWS domain"/EWS/Exchange.asmx) , SREFEWS & # N EW EWS
=,

5 B E XA AEREE

EREAENTAMRME (CAP) , BERUATIEE

1. $ITFLE# WorkMail ##|& , MikA https://console.aws.amazon.com/workmail/o

MREFE , JHEHRAWS X, Akt , BHFUTREREAGMHNEREXZIK , REEEREN
X

2. ESMERT , RRAR , RAREREALNEBN.
. HESMEST  ZEREAL/RE K RARERERFEM,
4. GJFERNTAUEE  RAERMANLTER

BEBEXTAMREMARS W7 1.0 87
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Amazon WorkMail EERER

« KA _ & CAP Lambda,
+ 13- WorkMail =i ERALEEERETAMEENE,
« ARN — [ A A4S B/ Lambda BNEAY ARN,

EME CAP Lambda ¥ , BSHWEBE N I AHRMEE Lambda EKE,
HESENTTAMREMARE Lambda B

BEX A AMIRAE (CAP) EAET JSON WERMM\AMMEHTEE |, ZHIABEE LA JSON
R E, Lambda BB B ATIE R H R A B REI WAL

£l

o« BERMERTE

- BFIHRINER

o 05 # WorkMail fEF CAP Lambda BEKHY =51

1% R M 0B BT 3%
ERTE

LT REATH Amazon WorkMail A BELE CAP B RBIESR -

"requester": {
"email": "userl@internal.example.com",
"userName": "userl",

"organization": "m-0123456789abcdef0123456789abcdef",
"userId": "S-1-5-18",
"origin": "127.0.0.1"

b

"mailboxes": [
"user2@external.example.com",
"unknown@internal.example.com"

1,

"window": {
"startDate": "2021-05-04T00:00:00.000Z2",
"endDate": "2021-05-06T00:00:00.000Z"

% CAP Lambda E#k MRS 1.0 88
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}

BERBA=NE2LRK : requester, mailboxes F window, AIEFEIH ERE. Mailboxes #l &0 Zpo
DRINBTXERR,

HRE

“BHRE” B RHEBXME Amazon WorkMail 2 HFIRERWAFRIER . CAP 2EMALEERENIR
HENTH. flm , WHFETATEUGERTAMREHELNE AR , RETAEBAHERE LR

gm 1% 1%\ ]

=g P IR
Email BREWNEE B FHR 4, =
Username BERENAF A, =
Organization BEREMALR ID, =
UserID BER#E ID, =
Origin BRI M, &
Bearer BEFRRER. B

Mailboxes

mailboxes ST EAFPHLES S RN BEFHi4tuyR L AT ERETAMEESR.
B0

window ZH A EERATAMEENEIED, startDate Ml endDate I A UTC BRIBE , H
BIE RFC 3339 REHKN . MITEBHTBEM ., HaiEH , WREHEENH StartDate Z8IF
%, WSHE A R R FF ARt .

e B 7T 3

I 5% WorkMail F%4#F 25 ¥+ 2 EI5k B CAP Lambda BB IRL, 25 Ff5 , Amazon
WorkMail FHRiIZ1ZIhBE B kM , HTE EWS GetUserAvailability 1 5z 5 7 RERH BB R E R E, XF o
S HE A GetUserAvailability & E KK,

% CAP Lambda E#k MR 1.0 89
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Amazon WorkMail

EERES

LA B3R B A B0 20 FF 3K & LAY B & A W B2 R 451

"mailboxes": [{
"mailbox": "user2@external.example.com",
"events": [{
"startTime": "2021-05-03T723:00:00.000Z",
"endTime": "2021-05-04T03:00:00.000Z",
"busyType": "BUSY"|"FREE"|"TENTATIVE",
"details": { // optional
"subject": "Late meeting",
"location": "Chime",

"instanceType": "SINGLE_INSTANCE"|"RECURRING_INSTANCE" |"EXCEPTION",

"isMeeting": true,
"isReminderSet": true,
"isPrivate": false

1,
"workingHours": {
"timezone": {
"name": "W. Europe Standard Time"
"bias": 60,
"standardTime": { // optional (not needed for fixed offsets)
"offset": 60,
"time": "02:00:00",
"month":
"JAN"|"FEB"|"MAR"|"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV"|"DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED" |"THU" |"FRI"|"SAT"

},

"daylightTime": { // optional (not needed for fixed offsets)
"offset": 0,
"time": "03:00:00",
"month":

"JAN"|"FEB"|"MAR"|"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV"|"DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED"|"THU"|"FRI"|"SAT"
},
.
"workingPeriods":[{
"startMinutes": 480,
"endMinutes": 1040,
"days": ["SUN"|"MON"|"TUE"|"WED" |"THU"|["FRI"|"SAT"]
1]

#2 CAP Lambda &%k
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}

A
"mailbox": "unknown@internal.example.com",
"error": "MailboxNotFound"

]

I B2 — N mailboxes BFHEK , ZHo T EMRESIR. RURBHEATAENENMIEIR=1NE2
4 BX - mailbox. events Hl workinghours, R A A RERETEREEBFENATAMEE , WixE o B
FANEBD 4 K : mailbox F error. A3EEIMY Mailbox, ZE#F. Working Hours, Bf[X., Working Periods
MERBrDAINABTXERNS,

Mailbox
mailbox 584 B & RH mailboxes 35 K ZIHI A F HY & FoR 43k,
EH

events B RIFRNEOPRENEHBIIR, BIEHBERAUTSHHITENL :

FE iR WAIE
startTime EHNTFHREE , RAUTCHE =2
I, , HRHE RFC 3339 B
No
endTime EHNLERRE , RAUTCHE =2
I, , H#1RHE RFC 3339 B
N
busyType EHMCRE, AR =

Busy. Free Z Tentative

o

details EHMiFEMAEE, )
details.subject EHHNES, =
details.location EHEENNE. =
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FER iR WAIE
details.instanceType EHMEAIKRE, =

A LA Single_1In
stance . Recurring
_Instance =} Exception

o

details.isMeeting — I hRE, ATERBEHRE =
585 5%,

details.isReminder —NARE, ATEREHR =

Set HIRE TIREE,

details.isPrivate — R E , BTEREGHR =
BERENLE,

Working Hours

workingHours T2 ZE B XBEMEEN TENEINEE. EZERNEL : timezone
workingPeriods.

At X

timezone F&RH HEA T HRFEFTBEEFFEN X, HEREETFRANN XTI , EHRENAFHNIHE
REFFEE, THMRHPELARBEANEX K MAREABWR, ERARECR XHERAB)T# %
XA EEE o

FE iR PAE

name A X B B o =

bias 5 GMT WERIARBE ( D =
BREBEN ),

standardTime 18 & B X BR A B 8] B9 FF 24 Bt =
8] o

daylightTime EENXE SRRt HE, B
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MHAERE Y standardTime #l daylightTime , E&BBEFHE, standardTime H
daylightTime MR FERTIE :

FE iR AFNE
offset AN TFERIAMRBENREE NA
(A8 REN ),
time ERBMESR 2B X NA
ErpetE | BER
hh:mm:ss,
month FRER B ME SR Z B XER JAN,FEB, MAR, APR, JUN, JUL,
ATEW B, AUG, SEP, OCT, NOV, DEC
week 1€ B AR ER R M E ST FIRST, SECOND, THIRD,
ZERERBRFTENE, FOURTH, LAST
dayOfWeek EERANERBEMESERZ  SUN, MON, TUE, WED, THU,

Working Periods

[B] & A R R B = Ko

FRI, SAT

workingPeriods B0 28 — 1M RSZNMTHEFAHN R, SNMNEMEL-—XRHSKRIERNTFHRAER,

FE iR AFNE
startMinutes TEBRNFH , NFRER NA
(Ao EREN ),
endMinutes THEEWER  NFRERL NA
(A5 REN ),
days WEARERNI/ER, SUN, MON, TUE, WED, THU,

FRI, SAT

#2 CAP Lambda &%k

M7 1.0 93



Amazon WorkMail

EERES

iR

error FERT L EBEEEHRHEE, TRIETEHMNRBE EWS 1B HWIRE . A HEMEEEE
A5t 2] ERROR_FREE_BUSY_GENERATION_FAILED,

(=}

MailboxNotFound

ErrorAvailabilityC
onfigNotFound

ErrorServerBusy

ErrorTimeoutExpired

ErrorFreeBusyGener
ationFailed

ErrorResponseSchem
aValidation

BT mER R

EWS iR

ERROR_MAIL_RECIPIE
NT_NOT_FOUND

ERROR_AVAILABILITY

_CONFIG_NOT_FOUND

ERROR_SERVER_BUSY

ERROR_TIMEOUT_EXPI
RED

ERROR_FREE_BUSY_GE
NERATION_FAILED

ERROR_RESPONSE_SCH
EMA_VALIDATION

M AWS Command Line Interface (AWS CLI) iZ21TEA T Lambda @55, Lban s AT 82 R 5% BE 7 I 21 %

#T CAP By Lambda B, MBI TFILD % WorkMail A MRS E A

aws lambda add-permission \
--region LAMBDA_REGION \

--function-name CAP_FUNCTION_NAME \
--statement-id AllowWorkMail \

--action "lambda:InvokeFunction" \
--principal availability.workmail.WM_REGION.amazonaws.com \
--source-account WM_ACCOUNT_ID \
--source-arn arn:aws:workmail :WM_REGION:WM_ACCOUNT_ID:organization/ORGANIZATION_ID

HEaTH  EETHVERIATSH

1R

70N

B Lambda B%K,

#2 CAP Lambda &%k
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» LAMBDA_REGION — %} CAP Lambda K XIHHIEZ Fr. Hlf0 , us-east-1,
« CAP_FUNCTION_NAME — CAP Lambda BI$iY % Fro

® Note
XA AR CAP Lambda BB BT, BBHEZI D HEZF ARN,

« WM_REGI ON — I 53 WorkMail A48 A Lambda EEAI X iH & #o

(@ Note
REUTXEAE CAP £& A :
. ZERI (HERLMILE )
- ZEFEE (RHRM )
- BRMX (ZBAR=)

« WM_ACCOUNT_ID - ALK K 1D,

« ORGANIZATION_ID - i&F CAP Lambda HHLRH ID, B0 , 441 ID :
m-934ebb9eb57145d0abcab566ca81a21f,

® Note

MY FEEEXEFEAN , LAMBDA_REGION 1 WM_REGION F 2B AE., NMEFFEEEXIE
WA, Mefl A0,

U 3% WorkMail £ CAP Lambda BI#k i =451

BRI L5 WorkMail £/ CAP Lambda B E# EWS Kim T SRR , ESF < T I 5 174
FERNERSRNARFHAWS ROINAREF. WorkMail GitHub

£ Microsoft Exchange H & o] A4 1R E

EFFmEEREABIMNIL/AEEEREEMEITL S WorkMail , I E7E Microsoft Exchange Hi& & 7]
FAthakZ2 8],

A LLT PowerShell #55fl 2 b1k 22 (8] :

£ Microsoft Exchange FELE 7] AR E M7 1.0 95
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$credentials = Get-Credential

RIFER TR A Amazon WorkMail RSk P HEIE. BFRAF B AN domain\username ( Bl
orgname .awsapps.com\workmail_service_account_username ) ., bt4torgnamez:R
Amazon WorkMail AR EF. BEXEZEE , TS M EME Exchange FI 5 i#h & 6 2 AR 55 Tk 7~
WorkMail,

Add-AvailabilityAddressSpace -ForestName orgname.awsapps.com -AccessMethod OrgWideFB -
Credentials $credentials

BXEZELR , S AvailabilityAddressSpaceft Microsoft X84 L7 10- AR,

TE$%% Exchange #1315 i# WorkMail B P 2 18] /3 F & F B 4 3% B

33 % Microsoft Exchange Server L D i# WorkMailZ [E]3 T FRE4FIEH , AFTUEEIBITL
#ERE AR B FER it it WorkMail, E8-FHBHEE B 48 4% Microsoft Exchange Server fE 441
U F B ARy = E R R AR E T (SMTP) BRS5 28,

AR FERERER 2R , BEBETHRAT BRFEH

- RALNZHEREERESR, BXEZEE , BS0 BHEREN,
o WRIBIE Amazon WorkMail 1241 & F & 2EMEZ,

« WIFEAIH Microsoft Exchange Server EA AT LU B FERM4EREZIEBRMN, BAEEERE X
EEERSR, AXREEEZESNESZFER |, BSH Microsoft X HITE Exchange Server 4
BRIEEZES R R X B BB,

ARF B AR FER4r

BULENNZAPTERATER , REBNERNAEMENR.

1. BRBEITHE Amazon WAFIKF WorkMail, BEXEZEER | FSREBEANEAF,
2. £ Amazon WorkMail #Z##l&/F , BRELEHANEFHi 4t 56 5 B AP XE,

« <workmailuser@orgname.awsapps.com> ( X2 B3R , ATAFREEMA Microsoft
Exchange BBV, )

« <workmailuser@yourdomain.com> ( X2 B3R , 2=F Microsoft Exchange #ziit, )

BREZER , BFSREERS BT ElfFihur,
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3. BREFIELIEM Microsoft Exchange FREVERFE T B ZIW S BVBRFE WorkMail, BXEZEE | &
Z X% 2| Amazon WorkMail,

4. TR FEMEBIERE , 7 Microsoft Exchange EERZAFHERFE, RAfF , SIE—NFIEE SMTP it
1k¥E @ Amazon WERFRF ( R AR AF ) o WorkMail 9tk , i§# Exchange Management
Shell FERAUTHS :

/A Important
UTSBRUERMBENNE. £33 A B 74 B WorkMail 281 , FREREHE
EE IR Amazon, HEZEITI S WorkMail B, ELEaf4E P iR 2T TR E
Amazon, BEXxXEZER , HS N HHEE - HEE,

$0ld_mailbox = Get-Mailbox exchangeuser
Disable-Mailbox $o0ld_mailbox

$new_mailuser = Enable-MailUser $old_mailbox.Identity -
ExternalEmailAddress workmailuser@orgname.awsapps.com -PrimarySmtpAddress
$0ld_mailbox.PrimarySmtpAddress

Set-MailUser $new_mailuser -EmailAddresses $old_mailbox.EmailAddresses -
HiddenFromAddresslListsEnabled $o0ld_mailbox.HiddenFromAddressListsEnabled

£ RS |, orgname KRBV D7 WorkMail AR EF. BEXEZEE , BSRE
Microsoft - %% F BB %8 #1 /= F BB 44 F F° TechNet,

5. MARKIEN XL FEH (£ LEMNRHEIP , 5 workmailuser@yourdomain.com ) . 1R IEH
BRTE RS , WA/ RiZBE® B FHAmazon WorkMail #R 58 3 32Uk 88 F BB 44,

(® Note
RELBEEHNNE 2B EEEREM | Microsoft Exchange & —BEER £ A BT BB 489 X AR
%8R, A THRE Microsoft Exchange W E#/EE , DNS 2Rk N /5 E# ELHE WorkMail [@
T 5 3#h,
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https://docs.aws.amazon.com/workmail/latest/adminguide/migration_overview.html
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https://technet.microsoft.com/en-us/library/aa996549(v=exchg.150).aspx
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RARERE

R SR A BB FE M B3R Exchange Server 38 | 5 # WorkMail , B FAFENBKRRAREE
%K Exchange #. AT E2XBAFIAERA TR , Microsoft Exchange Server #ein T H 249
R, TREIBAREEEFREHMEEER,

« BABRT , ZAF AR EMARESB FERM. ERALLIIEE , XIFAFRMAMELANZTL K
HAFIERFP, BEXEZEFEE , HSH Microsoft LRI {FEE TechNet,

- APARELTEMITRIR. EREALIIE , BTREAFZEHRNAERIRN
ProcessExternalMeetingMessages. BXEZEER , 2 # Set-CalendarProcessing on
Microsoft TechNet.

BB 4+ 2 - i B i

AR R o T T 48 DR E) Amazon WorkMail, SXER S BER AR RTEMIZESE, TR
BB B EERT TR,

« Windows E£H Microsoft Outlook - EEE#/E3) Outlook. FHNET |, &FEE L IFMEEAE A [HMRFEIE
EFEAImETERRE, EFIEATHRFE LT, AR EFMBEE Microsoft Exchange HF 58,

« MacOS LEH#J Microsoft Outlook — EFT/Z3) Outlook B , ESEERUTHEE : Outlook EEEM@E
orgname.awsapps.com, A FLEHRFHEELNIRE? EZEW.

« i0S EHYBRH — Z BB B TR F = L B R R T B H A K can't get mail $BiR. EFCIBHEFE
iB Microsoft Exchange BB%H.

ZHBERERNAF R IRSS 25

£ RS #EE Microsoft Exchange BRFE/E WorkMail , {RATAZ A BERERR ., NREERIBEM
APRRIER , IEZAEREEX TR EMERE.

/A Warning

EZEABEREER2H , FRRTRABELENSR. BUARLSHEFHERRERAE
BAMTA. MREEATREIR , RAERELTERSHALA T, ST ERHLERE,
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ERERERATE

1. 3ITF LS # WorkMail #2=H|& , MikR https://console.aws.amazon.com/workmail/o

MRAFE , AUER AWS XiF, EEHEEOQMIPHEFR |, THFERXEIR , AREE—IK
H, BXEZER , 55 (Amazon Web Services — &%) ## XiFfiwm o
2. ESMERT , EREAR  ARERLENHEAERFEINAL,
. HRHALAREDR , EREREREERR,
4., EEZRAEREEINNEES , MAALANEHRHERZERERERR,

BAHEREMTER , KB B Amazon WorkMail 9B P MEAGMNERSHMER, BMARTTLER
Amazon WorkMail #2&1 4 5 AEAHREAN AP REH | HFMAEIDRmEERE,, EERA TSR
Bl , 7o3% /8 A Microsoft Exchange FHRIR , H AXERFEF2EREBTBEF,

« £ Amazon F 8|2 &R WorkMail — & 0] LLFE Amazon R8I RIR , WorkMail ARG 11X L% R EL
EZREMMITER, BXEZER , BZHEEARR.

- B AutoDiscover DNS i23xk- N H AR Fr BB 4H1FiEL & AutoDiscover DNS B, XM F&E
% MBER Outlook MBE FIHIEEE (1ML S WorkMail BR . BEXELZER , BSHRAT
AutoDiscover Bt & £ i T Ko

- FQ@ EH MX DNS 2 Z# BT 5 WorkMail — 557 A WSS 88 F BB 44 & 3% B T I 7
WorkMail , #&250fF MX DNS 12 4R ET 5% WorkMail, ¥ DNS iR ERRZAREEFE 72
/Nt BEAR 1B EIFTE DNS ARS8,

- ERENEBHIRSEE — EERBIAFTE B FER A EREZ XX F] Amazon 2 g WorkMail , i1 RIEF4T
HESEERAENmARSSE , N AMER RS,

P& ) &
TEIE THNIEELN Amazon WorkMail EIREHFNTREIRNBRA R,

Exchange Web Services (EWS) URL TRH L AL R -RELREEFEHEWHN EWSURL, BEXES
E8 , B35 M £ Amazon L& o] A& & WorkMailo

EWS Wif #iE) HILEESE - XREMNHEIR , TEHATRESE :

« Microsoft Exchange #&% 8 BB W%,
- BB KEARBEEN AVFRBEBRMB TG, #RIKO 443 (HTTPS &R IANR D) & FHFR

N

72BN o
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MREEWNEBRMEREMPBAERE , BEIRNDAFE , BER AWS Support,

BLi& Microsoft Exchange BEREMFT AP B MEZEBLTR - XRENSEIR , TEAUTRERRESIE -
- AFEXRFEAMELR. BEAUTES :

DOMAIN\username

 #&H Microsoft Exchange RS 84 BB NN EWS HITEARGHRIE, BXEZEE , ESH
Microsoft MVP R it X{E% LA E LB % : Exchange 2013,

AP W EI# A winmail.dat FiHEY B FEB4 — ZHINZEH SIMIME =8 F B4 M Exchange &% 2T 5 #
WorkMail #7£3& F§ T Mac #9 Outlook 2016 = IMAP & iR IZWAT , TeER R EXTER. BRA
Z 21 Exchange Management Shell FE{THL T &4 :

Set-RemoteDomain -ldentity "Default" -TNEFEnabled $false

MREEHEALRILR , BERDAERE , BHHKER AWS Support.

I 3 WorkMail it Ei

A E A FNEFEH WorkMail AIEA Amazon, BRABN A SHERARGIMETEEEX BN
REAEDR , BERMNESBRILASM Internet A m. Hit , —EFF/ATRLSBIRMNREE
WMo RPN AXLEEEAR AN H B ITER,

HBOMIAETUNER , 2E—EEMHRHIALTEER. EXERENEINEZEE , 55H (Amazon
Web Services —fi85Z) HHIAWS IRFFEEHI,

Amazon WorkMail 48 40 F1 F F Bt &0

BB LU 25 NAPRINEIER Amazon WorkMail 4427 | 3k18 30 R GBI H., EULHRS
B, BEENMBEFEHRAFASE | BRIELGEMR BR= XA &R Amazon WorkMail i F .

EiMEXERHN  FERREIEMGAFNAAERE, XETFEHRTANMEIRARNEEQNE T
BRfF. SWIER, KWER, FFERMER.

@ Note
BEREMBEALANEH , KHEEFERFLEAREW.
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Amazon WorkMail

EERES

RIR ARIABRE

FNMNAWSTK F #9752 100
WorkMail 4B 422K

&/ Amazon WorkMail 4289 1000

AP
®BHAAF Bl 30 R&% 25 MR

ERERWER

AIARIEA AR B FEHE
tne BB LAM AWS Directory
Service 258 EE AWS
Directory Service & H 5K
®/n, BXEZEE , BZ5H
AWS — 2% H# Service
quotas ( ARSSFRER ) »

AIARIEA AR B RKEIE
b, MTATR -

« Amazon WorkMail B3 : %
& 1000 FRAF

« Simple AD 3 AD Connector
, K& : &% 5000 MAP*

« Simple AD 3§ AD Connector
, /N BR% 500 MR

« B AWS Directory Service
&M Microsoft AD : 18
BENRENEE 6 &%
1,000 AAMAF

*IRIEEAB R Simple AD 5%
AD Connector , i5Z @ AWS
Directory Service RZREE %
B R

RBRAHOGER TEMEAR
REYET 25 MR {EAEAM
APESTrafaER AR
i

Amazon WorkMail 4843 #1 F /= B2 3
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RIR ARIABRE BERERWER

B AWS IKFEXREHERE 100000 MALNEWMHA , ¥ K LR, B2 , Amazon

B 4 B WAL 4 A 2K AN ABRIREME  WorkMail 2 —Bde b 88 F B 4
#; RS, FHEATHES T

RS, BRHtE B FERHAR
% , %2 Amazon SES B
Amazon Pinpoint,

B AWS KFEXREREM 200 MAA , FERBEME NS4 TRERBER, &

A st 35 1 L Rk BB A B LA A MNEWERME S HEHER
# EAEN R IASE,

AR ECE = AR B FIREM

WorkMail 4B 421% & A&

BIR ZRIABRER
S Amazon WorkMail AR E B HE 1000
XREMEH , TEER

FAAN B FERERAN R R AR HE 250

XEREEER  TEER.
BNMAR B FEHERAN RN REARLE 1000

XREMEM , TEER.

BRHFE#

ER X LERAN  HEEAEXBEMAFNFEEE, XETERATANMBSIELAREEMAEB T
R, SWIER, 2WUmEN, EFHERFAEE,
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EERES

=R

BB R Y B AR A/

BIMAPHBRAI B

BMAFSRERERBHE
[6) L & 34 B 4 B W4 A 2)

T

ARIABREH

50 GB

XEREMEES  TEER.
100

XEREEERS  TEER.

10000 MALSEWHAEAN | X¢
AR ERIK A A TR IR EMEED
;o

E R B LR
TEH

TEH

LR, B2 , Amazon
WorkMail & — i1l 88, F R ¢4
BRSS , TTEATHE B T
RS, BRHtE S FERHAR
%5 , 2 Amazon SES
Amazon Pinpointe

EiTEX LR  FERREIEMGAFNAAERE, XEFERTANMEIRARNEEQNET
BRfF. SWIER, 2WEE, FFERMER.

=R

& ANERFEY & R AR/

f& HBR 4 By B R A

BB Ay R R AR

ARIABREH

29MB HY R4 HDERHE

BL MIME =W, % AR MIME #B48Y
B AKX/ 40MB,

XEREMEER  TEER.

29MB MY R 4miB BHE

BL MIME #8838 2 E R4, 1& HEY MIME BBy
B AKX/ 40MB,

XEREMEES  TEER.

500

HR ¢ ECE
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RIR

T ERAFEY & A2

ARIABRE
XEREEEH  TEER.

500

XEREEEH  TEER.
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EHHE

£ Amazon ® WorkMail , M HELRRFTATNAF . £ Amazon WorkMail & &5 |, & LLE Z|
IR AL FIER, MREEEMRANALS , NAMENE—NELFEREH Amazon WorkMail,

E&

- SIED

- MIBRELN

o BB FHRH I
- ERLARAKRE

- FRIZALR

o« ER T EEZEHN
o IRIBHRFE R R KA

Sl

EFEH Amazon WorkMail , B4Rk —NER, —PAWSTK P 7] LA 24 Amazon WorkMail
A0, BIBALR |, SRR ALERIEH RERF BZAMMEZRE.,

BT BB A B, WA LUF Amazon WorkMail S8 B FEK. R D% WorkMail
57 #h Microsoft Active Directory, AWSHEE &z B £ Simple AD BBI& A, BS54t ERE

B , A ATE Amazon FRERAIIE A - WorkMail ME4A , AR AUSEAEINEEIEER. WREER
By = A B % , M AJ5%1E AWS Directory Service i% & AD Connector, AD Connector R fF & 19 A
FHFASTDEH WorkMail BIREBEY , HITRAF SHRIEER. AXEZER , F5H (AWS

Directory Service E¥ R 35/ ) H# Active Directory Connector,

1836 AT UK BT S5 AWS KMS key WorkMail ARINZERFERN B . BRI LN Amazon EFERIARY
AWSHEE £ %4 WorkMail , tB AJLATE AWS Key Management Service (AWS KMS) A IAE KMS
=i, BXRUEHN KMS Z4MEE , 52 H (AWS Key Management Service 7 X 15/) P62
4. WMRELL AWS Identity and Access Management (IAM) A B3 &% , BEBZ KA KMS &
ANZAEER, BEXEZEE , 2H (AWS Key Management Service FF & A R1Em) FHEH
MEREH,

EEREM
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
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https://docs.aws.amazon.com/kms/latest/developerguide/enabling-keys.html
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B2 Amazon WorkMail A406t |, FidERTILE :

I 53 B 51 WorkMail R X FREZ Nk HZMFEE Microsoft Active Directory BR% .

- WMREET A Microsoft Exchange Fl AD Connector BJ 253 Active Directory , FRATEIIE R AR

BEEREMIRE, X , YT ITE T Amazons T 559 2\ 7R §8 & A Amazon WorkMail
B, ATARARRE #E A WorkMail AP T, BXREZELE , 50 1 5 WorkMail F %R
Exchange 2 BB B {EM .

o WRBIERGE TN LRI | N 0] SAGE A R AN 5T 1868 B 8B Amazon WorkMail 443,

MR KA TER : example.awsapps.com. REZIETL I # WorkMail AL RIEEHAAF
WorkMail , 8] SURERR B4R A T S M E b X IFHAWSERS . BR- , TaefN =8 A T H At
B#, MREH Amazon WorkMail BEAKRREEZEDL—ANEBANAF , MRS HEME
PyEmAER,

Amazon WorkMail £z #% Xig B %,

ES ]
- BIED

ERALNFAES

« ¥4 Amazon WorkDocs 5 WorkSpaces B &

HLRDS MR

e = =gl

1£ Amazon WorkMail 32§ & R RIZFHELR,

Bl AR

1.

$TFFE S WorkMail #2414 , M4k https://console.aws.amazon.com/workmail/o

MBEE  WLUERAWS XiF, ERFAEOMBOESD | FTHFERXKBIR , RAREE—IKX
B, BXEZELR , F3H (Amazon Web Services —#§5E) iy X5 M ik o

ESES  BERAL,

LR ERALATEAE RENAR (NRE )
EFREALN,
HEFEAET  EREATARDE FERMF IR
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- 1A Route 53 15 : EFEEH Amazon Route 53 (Route 53) TEXEBHNIMEE,
« ¥THY Route 53 5B — sEM—N¥THY Route 53 i3 & LAE I &% E {FF WorkMailo
o AEE  WmARERAATEE RS (DNS) BEHEEENAEE,

o GFNHIEB-FEH Amazon =AM FFEN A5 B WorkMail, & 7] LAfE A M= 13 X %8 Amazon
WorkMail , AEBRENALRNMTEE.

( Ak ) MRERIH R ET Amazon Route 53 #H1TEIE , N3 F Route 53 TEX , iFiEREHN
Route 53 13,

6. HABH A6 WALRNKE—ZE,
7. ERSRRE , RAEXNTRHFBER , BRI TETZ— :

o

o RIEFH Amazon WorkMail B — RIZA T AMNMMEEAFWEH B %o

- FHNEBER . FRAINBEREEAF , fl04# Microsoft Active Directory, AWS Managed
Active Directory ¥ Simple AD.

8. XITINE , EHELUT®EIZ— :

£ Amazon WorkMail £ EZA-EEMN K F o2 MZEZH.
- ERAIA KMS %48 : EHEEHE AWS KMS FelZHIA KMS %48,
9. EFAIBAL,

MREER —MINERE , BRI [ DNS ARSS AN INAE LAY SLA (TXT) MR E: (MX) 18 FREIUEZ
Bl TXT ERAWERMABR DNS RSHER. MX IEREE T £ A4 IRS 2R,

FSLFENRRENRALNRIUNG. BEXEZEE , B5H BIEEMN EZERIAE

HALLTEDRESR , EUNAEFMAFARERSFHER K. BXESELR , FSHANA
F A Amazon iR & B F B4 % F im WorkMail,

ERHLANFARER

B Amazon WorkMail ARE R LLE RALFENH. ZREASEREXEALMNER , ET
5 AWS Command Line Interface& &AM ID. THEEAEEEAUE REKIRENALFAENIE
A5E  PINMALBIINERHROAF, XEEERRATEBLERFHMERT R HMERENE -5,

EFALAFMER

1. ESMESR , ZRAL.
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LRt I A A TUE H B R IEHALR,
2. BEREEFWNALA,

4 Amazon WorkDocs = WorkSpaces B

¥ Amazon WorkMail & Amazon B &£/ WorkSpaces , WorkDocs 5% , EFEAU TSR ER
BB o

A INFRAR Amazon WorkDocs = WorkSpaces B 3%
1. f£MA Amazon BIZ# A B 5% WorkDocs = WorkSpaces.

a. BXRILLEHK WorkDocs R |, S (L% WorkDocs BIEIEFE) FH “BREAIT,

b. A% WorkSpaces B8 , 25 5% WorkSpaces BEI21EE) FH “W &% WorkSpaces
PRIFIZE AT
2. HEILS# WorkMail #H&EF |, RIEEN T 5% WorkMail AR HEFREAINE B KRB ZA
N, BXEZER , BFSW AED,

A LRSS HED

HEOIBELA R, EQRBUTREZ—.

RS iR

&N BNHLARERE | TUER,

Creating TERBEEEZETURNESNALD,

XK TR BIERA LR,

Impaired (Z 1) SRRV LA 40 S I 4B A T B [E)

JESEER R A LA T IETFERRES

Requested (B i&3K) BHVA LD OIEERERSIR | EEFFOUE,
EERIE EEREBEHALANAARENEITRR.
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il BR4A 2R

MR BAEBFERAT D WorkMail ZIEFRALHE FERH | A LUF AT LML I 52h A il BR
WorkMail,

(® Note
LRETTERUE. BMIBRALRSE | LT ERE R EEIE.

bl B4R 41

1. ITF LS # WorkMail #2#|& , MikA https://console.aws.amazon.com/workmail/o

MBEE  fUERAWS XiF, ERFAEOMBOESD | FTHFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services — iS5 E) iy X% S,

2. HARKFFLNARIIRS , EREMROEALR , RFIEEMER.
3. MWTHERALR , EEEMRERFRBNEASBER , REMALALRNB.
4. EERBREALR.

(® Note
MBEZE RN Amazon ZEECH B F WorkMail , RITHAEEIER -1, WREERBRAR
RHRFUIE B &, NERIETW I 7, TIEERIEEMAZE F WorkMail , BNEEE R I 43%
WorkSpaces, WorkDocsBEXEMELR , BSFEHM B FEEEM,
MERREF , WZBERTHETEEEANEAEM AWS NARERF. EXESEER , H5H
{AWS Directory Service EXE{ER) HHIMIBR Simple AD B F=MiBR AD Connector B &,

LR HAMIBRA LR | BARESUEITTHA Amazon Simple Email Service (Amazon SES) #I$E5E
BIREE, MELWTEEEIR | 7 Amazon SES 124 A 4% Amazon SES M N 3 Ml Br T 5B M
NIEE, B4RERIMNE TP EEEN Amazon WorkMail A48 ID, BEXEZELR , 25 (Amazon
Simple Email Service TF X A A5 R BIZEZWHN,

MREEEREH M ANEETH , BRREAN. LEHEHRNED RERHE,
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E 3% B BB 4 i ik

BALUERENARDREERA,., BRNBAFERT B Faf b,

EEREFERF it

1. ITHLS# WorkMail #2#|& , MikA https://console.aws.amazon.com/workmail/o

MBEE  fLUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services —fi&5E) X% S,

2. ESMERF , ERAR , ARERALANEN.
HALRESF , EEEREFERF U,
ERER,

ERARKRE

AT 5 5 B A A AT D% WorkMail A T B iR B, B0 IR B RLA T BAMEA,
01

. BABEITS

- BABRE

- BAERAEY

+ B SMTP M3

. EEB TR

« X5 AR FURAHIAST DMARC 5B

5 R EBFE TR

L YRABFHEFE M BER Exchange 2 G Suite Basic & 3RIR& i 2 S WorkMailsst |, YRATLLJS A BBFE
I8, BulHIBENEANEIBIEN —BoRKEH. BEXEZERE (SRBRELR) , H55H
AEEAITE D P TERE S# WorkMail,

FRBE

BALERBERCKREFHEERS. EAESH  BEERAERAE=ZFFENETFHERTITE,
ASEPTHEERZHEFZR. BARPNEERFNESAMEEN.
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Amazon WorkMail EERER

BXEZER (SRERESR) , BSRAKRERAITES FHTE Amazon WorkMail #f F B F B4+

=

BEREREN

EREMARTFEM Microsoft Exchange E# A I % WorkMail R A FHRFEH F&E. BXES
ER (BFRRESR) , FSALER AN RS HHE Amazon EEE AT AMIRE WorkMailo

B A SMTP M%<

1A LUS F S ER A  (SMTP) MBS HIE B FEREFRAMN E S FEH. kB TR 5
YFREE SMTP M% B B MIER Amazon WorkMail AR & XK B FElME. BXESEL , B0 H
Uk B, F BB A U R .

(® Note

R FER RN BB A SMTP MAXAMFEAEZIERMENEMEANIEPZFERER
MM (TLS) 1.2 ke RAZFEARF BRI,

BLE SMTP Mx<

1. ITFLEE WorkMail #2H|& , MikA https://console.aws.amazon.com/workmail/o

MRFE  ALUEHRAWS Xig, ERHAEOMITHES | ITHFERXKEIR , RAREERE—IK
H., BXEZER |, F5% (Amazon Web Services —fig5£) iy X% =,

2. ESMBERT  EREAR  RARERALNER.
3. ESMERFEFARKRE,

LRt I AN BEREAE R —HETF,
4. EF SMTP RXIEIMF , REIEFCIEMX,
5. WALTEER:

« WMXEW : WA,

o MR AKX ENE R IP ik,
« WAS  WAMXERAS,

- AF& - mARPA,
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Amazon WorkMail EERER
o BB WMARZEE,
6. EFCIE,

SMTP WX Al 5 Huh B FoR 4 RMNESFER,

& SMTP WXBLE ) 5 IR RMN — R EAR , B4 Z /AN E SMTP R8Tk,
529 T EE Y iR 4 1 5% F BIME RIHY SMTP WX |, REHZM R B FERHFEENE RS .

&R WorkMail Amazon £G5B SMTP Bk , RESTBEFHERESLA AT A, MREEXFER ,
BERBIHNTSREEMKIRE,

EES T HR

EFRBEER TR |, BAILIRE B FEARMN . B FER RN BT AR YE B BB A A b ik SR B
FHRFAAT — TR S TURME, AT DA R AR AN AR B8 TR 44 b 1t 50380668 A B8 F B A SR I o

I B FERRANIET |, AT LAEE1E A fE E M AR Z0rt B2 A T 68 F- R A B9 AL U #R 4 o
£

o AVAHLFHBHFHLN IR

o U EL FER AL R4

- REARBHEAER

- DIE R FEBARAN

o BB FERRAN

3 Amazon AWS Lambda # 1T &2 & WorkMail

- EIEX Amazon WorkMail 32 API #Y i 8] £ BR
o MR BB F EB TR AL

o M BR BB F BB 4 SR AR

AU B8 F BB 4 A U 48 4F

ASHE FEBAFSRAN BB FREIE R ZXHIMAY B FoR 4 BA A P AR, AL FEBARAN ( FRAM
NigE ) 28I NA T EELER Amazon WorkMail AL RZBA RWFFEE TR, XEENBREN
B, R H A=,
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EERES

® Note

HE , BALLEHN S AWS Lambda BiEK

ER , SAMEEE A B FHRHEE R AR 2

BN H#EFTAE, AxElE# E#EH Lambda BE Z{EE WorkMail , i, 5 Amazon
AWS Lambda 3 {78 & WorkMailE>% Lambda WEZ{EE , 5 AWS Lambda FF XA R

BH,

AVHEE FERHRMN (AR MNIRE ) B3R T RiEL Amazon WorkMail ARREBARKFTE L

TR, XERANERFER B FERAINTE,

BUT MR E LA B A SE e F i X TRAMN |, EERHEAMBAAEAEXAR LT HREZ

o

BRI
0 B BB, iR 44

53343 1 B 40 7

1% 15 B 1 3% B 4 34 SR

AN

AT 42 35 B 437 30 B 4 3 44 R

DU

B FERE R 2, EREE , ARFTLBAK
HARZER,

BRFHR 4 RIETR | H B IE B B4R SRB AR
ARZERE,

ENfE R # R4 Amazon B3 BRI & £EiR Bl
ANIRERH | ZEBFEF B RIET AN IR
BB =R WorkMail B3 ST 4%k,

B, F B 1E 2L Amazon WorkMail 73 bR 4446
MBRZREFTFIXIE, SRR HF 1K IE BN K
BR 44 SR . P EL b B8 7 BR 44 S 48 R 5 B W4
o

MR EMERTARBEN R AR Y B FHf
FEFRAN o 22 o) E T35 Y B8 F- BB AF SR AL 5 hn 45
S\, BEREHBE R4 ARNEEMIARE.
BRESER , #50 REAMBHEAER,

EN{sE 8, FhR -4 Amazon I3 B 446 N T 4t
RBIH N RERH | HIRR S REZI AP
WorkMail 4458,

EEE R

WA 1.0 113


https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html

Amazon WorkMail EERER

BRI DU
/A Important

A0SR A A RRIABY SR BB A4 R ¢
N&ERFEIEKB SEEN IR S

14T AWS Lambda B T ER R OB A P RV AR 2 BT S )

A RF B, F BB 44 4£ 3% B Lambda BIERUAE 1TALFE,

@ Note
AYE B B4 B £ &I Amazon SES , REBRIAFL S # WorkMail, #01ER Amazon SES
BEIE A ShER FHR4F , M NIRETRER. Hl0 , Amazon SES 2ERMEEAFERHTE
3 IP AN T PE L BB FHR . FEEMNIRME ( Hlan , Default (BR1A). Deliver to junk folder
(K% BB KBB4 ST4FR) = Never deliver to junk folder (M7 & 3% B 83K BR 4 T #3R) ) Rk
Ao

tH v B8, F R AR LU R 4

S8 T] LAGE A Mk BB F BB SR E . SMTP WX E [0 B8 F B4 |, SEFHLE R AR B F B4 RIX 4R 18
EHBAA. BX SMTP MXNWESZEE , BSHEA SMTP MX,

&% 7] LABE A v B8 7 B4 ST A U RF B, F R4 & X Bl AWS Lambda BIER |, LUETE KX B FHR4EHAT
432, HX Lambda WEZEE |, i§5 0 AWS Lambda FF X A R¥EM.

AT NRAEE LA A B vh s F iR o XY T EANAN | BERFAMBHEAERX AR LT REZ

o

B DU

BRIA BT ERRERE R FERF.

I B €8, - B 4 B FER AR RBR, BERAIE  FRAFRBEAKR
A RIZEIE,
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R’ DU

AR B R 408 B2 BFERERARIE , MR ABAEERBILETS
FHR BV H S

BRI E| SMTP Mx BEEER SMTP MK ik B FER#H,

1Z1T Lambda RGBT HF 2 E |, A E FERHRIA

F| Lambda EHEGH1TALIE,

B A AU AR

B FERA RN AT R A T E R FHR A ibit , SAFEHH —ABc THFA B Fibfia, EXEAR
B8 TE MLV P B2 T Y BB R AR b

BEAMBFEABABRAATERN 2 —
B FHRMFM 58 AN T ER AR s bk PTG 5 140

mailbox@example.com

« WA 5ZEZ TRFRA B FaR it PrEg ; Hlin

example.com

- BEMESEZEERHEME FE THME L FEiritbit ltfi, BEAREIMEEABE ; F1u

* _example.com

- ESEEMEZ TR EM R F bR b ik PLE,

(® Note
+ FESERFEATBFAEXF T K.
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AR —MANEESHER, BXEZELR , FS0H AW B FEAANREM b 7 FHn %R
1E -

MR AL FHR4EFE Sender = From Rk SFAERXTE , WGR A ALE FHR4RAN, wE
CH , FEECH Sender sk, WREE Sender ¥rL 5 Sender Frk A S(E{aHL N TE , M PTE
From ttisit, MMREZ/NEFEBHEWRHEASTRANMNCTE , SN0 RA TP A B4 A

W0 5R Uk BB FER AR Y IR A Sender X From #RK SAE(MAE X IRES | TUIHF 52 A vk B8 F R 47 AL
e MREZANEFEHRAEREAESTERRAN TE |, U&ZAH0 R A T Fr = E R Ao

WMRSANHNEE |, NNAZABNANNRE, H120, FNSERFERF AT TRS T
NEBEANFHMM, MRS IMANEFHERNABEE  NNAKZRENERE, Fl20, Drop BELET

Bounce #&F. BRIERLEIF ST A UA B 7 B A I 4R 45 F0 H VA e - B 45 I 45 4 b 31 HH B9 I e
MRE.

(@ Note

EREFEBN K AERX K Drop 5 Bounce BAEMNANIET , &I N, BANIMLE
I FF 7] e & S BV 2 A Vh B F BB AR RIXE

£ 32 8B 7 dR 44 A A

B8, F R R AR AL N SR AE B A T 42 AMME B F R, HERHFSIEEEX TR |, XERERER
THY B F BB SA AL R 3L BN A 3K

B2 5B F B AR AN

1. FTFLE# WorkMail #4|& , Mt https://console.aws.amazon.com/workmail/o

MREE | AUERAWS XiF, ERFAE0MBHES | THFEBRXEHIR , RAEEE—IKX
B, BXEZEELR , H5E (Amazon Web Services —fi§5E) iy X5k 2o

2. ESMERP , ERAR  ARERALANER.
3. ESMERPERALKRE,

AR HRALQREREHER—HRTIF, ERHTET , EUAIRABRREEAN, ATHER
VAR T anfa el X P AL
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Amazon WorkMail EERER

k= DN

1. EBAEANET+ | ARERAIE,
2. EMNZFESR | WAKE—MEFR,
3. ERET |, THIRHER -TRE, IRPHNENNEHETERE , BELIRHETHRESHE
%,
® Note
WMRBIERIZIT Lambda 21 , NS EREMEBEH, BXxEAXEEGNER | BESH
T—#8% : 7 Amazon AWS Lambda i# {78 & WorkMailo
4. ERHEATE MU T | WA ZEN AN &4 At
5. EBFrEEIT | WA BSREME FRB At EZAS,
6. EFEBIE,
/12 H vt
1. EBRHEMNET+ | ARERAIE,
2. EMNZFIESR | WAKE—MBEF,
3. ERET | THIRHER -TRE, IRPHVEINNEHETERE , BELIRETHRESHE
%,

® Note

MRIEIEIFZIT Lambda B1E , NS S R"EMENH, BxEFERAXEEGNER | BE5H
T —#84“H Amazon AWS Lambda # 1THi & WorkMail”,

4. ERHEABHELT , WABRR G AN EFHR4EUNESAS,
5. HBfRE U T , MABN B EME FER A A ERA S,
6. EEIE,

SERBUNIR QI Z RV TR TR RN, BXREZELR , 5 Nt & Fap RN,
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YRR B TR RAL I

BHEATEERB AN — MR STANRIERN | #HMAURER FERERAN, A2 FNSRER
T2 A& H BB F R

Ym R BB T BB A

1. ITF LS # WorkMail ##|& , Wik A https://console.aws.amazon.com/workmail/o

MBEFEE  AJLUER AWS XiF, EE48E 0NN ES | T ERXESIR , REEE—
5, BXxEZEL , 555 (Amazon Web Services —fi&5E) X% S,

2. HESMERF , ERAR , ARERALANEN.
3. HESMERFERALRE,

S AR L 4E QIR B T R R — AR TR
4. EFEAEFIN L H MR
5. EREFXNMNANZLNEERED  REEERE.
6. REFEEINNHN-MHZTURE , AEERRT

7 Amazon AWS Lambda ##1T# & WorkMail

EAYEFD vk & F a4 AN A FHIZ1T Lambda 84 |, LURF SN P RY BB F B4 1& 3% B AWS
Lambda BRE# TR,

MU TEE ik 2 5% FiE9T Lambda” 4. WorkMail
B4z 4T Lambda B &

HERIEHEIESHRAN CEREFIR 28, ST E FifHEELS Lambda BB ITAE,
FMECEE SR FERF R . S8R AT BAEH XS R R R 2 RABIZR B A S S Ua BB FERF R Bl |, 1%
1% %] Lambda BIZAY AN 7T SARE 1L SRk R F BT 4R35 . BRSNS R A A

R 4$1=1T Lambda EiE@

E?iL:M%L'—-_Jum%ﬂﬂUIT_UEEE’J B FERFRY | 2RI FERMHRIE LS Lambda EQEHE TN, HEECE
e FEpHEEE | HERATREALS Hit B FHENERSES
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Amazon WorkMail EERER

T RRASHRELERSHEE |, £i3F Lambda BN EUEXNKPBI S ALH HiL L FopE4
TR, BT AERTEERNERY ID RiGREFHRENEINE, BEXEZER , BSL £4
AWS Lambda K ZEEHEHNR. BXEFHHFESHNEZER |, BHSH Lambda E4EIE,

BRAGMBIEBEFHERANNEZERS | FSREEBETHHR. X Lambda WEZER | iE
2¥ AWS Lambda FFA A R,

® Note

BB , Lambda BF8R4ZMNN S| AR — AWS XigF EEE BT D% WorkMail H4R Ry
Lambda B4¥, AWS Ik

Amazon AWS Lambda kX A[] WorkMail

EFRELZ#AWS Lambda LA WorkMail , ZATZIF WorkMail Hello World Lambda B M
EBZEAWS Serverless Application RepositoryZIRHKF . ZEBEEMEXENRRER N EEENN
R, BXEZRH , 25 _LMamazon-workmail-lambda-templates17f# B GitHub,

MR EERGEBE K Lambda EER , N A5EH AWS Command Line Interface (AWS CLI) &g & X
BRo EUTRBIGTHEH , BIMITUTERE

« ¥¥ MY_FUNCTION_NAME E# 7 &8 Lambda BB B o

« REGIONE# 7&K WorkMail Amazon AWS [Xig, B F# Amazon WorkMail Xigi&2fEus -
east-1 ( XERZ (FHEILILER) ). us-west-2 ( XETE ( HEX ) ) Meu-west-1 ( BX
MW (ZBIRZE) ),

« ¥F AWS_ACCOUNT_ID BN &M 12 2 AWS IKF 1D,

« WORKMAIL_ ORGANIZATION_IDAEMIIL I WorkMailBLR RS Eik, B lEAHLTE EHRAELR
3R Y+ £ EiZ 1D,

aws --region REGION lambda add-permission --function-name MY_FUNCTION_NAME
--statement-id AllowWorkMail

--action "lambda:InvokeFunction"

--principal workmail.REGION.amazonaws.com

--souxce-arn

arn:aws:workmail :REGION:AWS_ACCOUNT_ID:oxrganization/WORKMAIL_ORGANIZATION_ID
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Amazon WorkMail EERER

BXEHA AWS CLINEZEER |, 558 AWS Command Line Interface B F 18/,

BLE [ 2217 Lambda FNY

EREFLZE(T Lambda MM , iFEAIZEIT Lambda BEQIZE S FEE4ERMAN  REEPRLSEITE
EE, BXREUNENEHRANNESZSER | FSRCESE FaRE RN,

ETRESHANMQIZEEE , FH Lambda Amazon BIRE# (ARN) HELE LTI,
Fallback action (BRI 4E)

% Lambda EBUE T RMES , D2 WorkMail B iZR1E. IR KRIZE allRecipients #5& , N
BIRVEHSER T Lambda R & B EMKRAA. ERBETEERS — I Lambda #1E,

Rule timeout (FLNEERT) ( AR EAHL )

MR 53 WorkMail FTo3E @A Lambda B3, W EIR ZEKA T E . 1ELE B RLERENA
Fallback action (EB#4E).

(® Note
E£121T Lambda BN X * Bir5t,

Lambda E4EE

ERLL T E4HEMER Lambda B, BENEAAXNSEMFRE , EFEURT AT Lambda BHHY
wIEES,

"summaryVersion": "2018-10-10",
"envelope": {

"mailFrom" : {
"address" : "from@example.com"
I
"recipients" : [
{ "address" : "recipientl@example.com" },
{ "address" : "recipient2@example.com" }
]
},
"sender" : {
"address" : ‘"sender@example.com"
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},

"subject" : "Hello From Amazon WorkMail!",
"messageld": "00000000-0000-0000-0000-000000000000",
"invocationId": "00000000000000000000000000000000",
"flowDirection": "INBOUND",

"truncated": false

=4 JSON ZEUUTEIE.
summaryVersion

LambdaEventData BIMRA S, XY E1E LambdaEventData R#H{THIEFAFEINE N |, K
BFELFEH,

envelope

BFEHAHFNES  HPEBUATFE

mailFrom

From (R#FA) it , ©EERAIAE FEAASWE T4, MR ZAFUEMBAS S
NHARREAMA P RIEEFERH , N mailFrom FEIR B3R H &35 B 7 BB #Y F 7= 89 B8 F iR 4+
#osik , TARRERR AR B FER bt

recipients

Wk A B F iRt 5 FR . Amazon WorkMail RX 2 “UifE A", “Pik” = “B 9%,

(® Note

X F AL FEBARAN | AR ITFEEEPLIZEMNE Amazon WorkMail A2
FEFEHRHUH A, Lambda REESHN XHFARNESN SMTP £E#TRMFAR , #8
K HAFEESH1Z SMTP XEFHNKEGA. TBREEFINIBEHBKH A,

sender

RERHEMAF REBFERFH AN E Fif4ibat, RERKREMAF REB T4 RELT
B

subject

B EEIT. HeET 256 MNF ARG AR R BT
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messageld

£ Amazon Message Flow SDK Bt , A T 14 &8 FER 4 WorkMail JE R M2 EAREHIME— ID,

invocationld

Mt — Lambda AAH ID., HERE—1 Lambda B Z ) ERAR |t ID RER
&, LambdaEventData A TR N EBIRXAHBRESE,

flowDirection

R TRV A M |, BD INBOUND (A¥h) 5 OUTBOUND (H¥4).

truncated

ERAFABKRD, MAREBITKE., HH true it , AFANET 128 KB LR , Rt A
FRLWEY , SMEHZ RS

B %1217 Lambda g R84

M B HEL Run Lambda B4ER B FEBAARA N 5 A Uh ) H vk &8 Fap4PTEL AT , Amazon & WorkMail
FHABEMN Lambda A EZEFEE , AEBNBEFHH4XEIT3, Lambda REERTE XY
REINER | ZZRHEYH T RE, BERE, ERASBUREBREEROWHE A,

LT REIERT ELE1T Lambda @R, MWEEATF Lambda BRI RIZIE S M o

{
"actions": [
{
"action" : {
"type": "string",
"parameters": { various }
},
"recipients": [list of strings],
"allRecipients": boolean
}
]
}

MR JSON @& LA T EIE,
action

BRI ATV RAE
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EERES

BAERXRE, NTRPEIT Lambda B , TRIREBMAERE,

AVEFL R ER E ZHE BOUNCE, DROP, DEFAULT, BYPASS_SPAM_CHECK #
MOVE_TO JUNK, BXxEZEE |, HS N A Fhp4EEM N4,

UL F N R EX R DFE BOUNCE, DROP # DEFAULT, BXEZEE , B2 Hif 8 FEp4N
WRAE,

parameters

HittRES#. ¥ BOUNCE BREXEEHNEEHE bounceMessage FfE string # JSON FF K.
LEIR E R4 A T 01 22IR [ 88 F R4

recipients

B3t ERATIRIEA B F Bt at BB R, ATCAERRLRNEFT WA |, BIEXEFIKGEARBETRE
R A RAPEE, WMREER allRecipients 9 true , M FFELFER,

® Note

HRNAVEEFER A Lambda 4E8Y |, BRBERMK A RALAFUE N, FF AR
#£53 BCC (BH1E) A NBIBAIH

allRecipients

WMERR true , NPFHRER AT T Z Lambda Mo 57 A B9 H b4 EREARNATE RS A

B %1217 Lambda R /ER %l
M0 5% R E5iE1T Lambda #4 WorkMail 8 Lambda B#kEt , A TFR&IER
« Lambda BREUAIRTE 15 AT , BN FHEM N EMEBEA,
@ Note
RGBSR ENANERERERER.

» Lambda BB R K & K L FK/N A 256 KB,
- IMRHZAITE 10 MNE—RIE, 10 NAARWBREGZEE M Fallback action (EIRERE) AR,
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« ¥ Lambda EQ#& % 7L F 500 MERAF A

* Rule timeout (FNIEEAY) HERAKERN 240 24, MREFH/NMEEERN 0, N7E Amazon WorkMail Bz
AERREZIEEER,

[B%121T Lambda LMK

MRTDFE TR, MNTREK Lambda #BE M WorkMail Fo3%i8 A &R Lambda B$k , NI S %

2 EREHSIRE WorkMail EiX AR , NI ELEERE  BERFANBFELSE R, ARFE , Fallback
action (EERE) TR A TEFEENFIEREA, BEXESZELR , B3 A BERSIEIT Lambda M
nj,

BT Lambda M Bz 7Rl

LT RGIER T BB LIZ4T Lambda BRI 44

Example : MES-F#B 4 5 i BR 15 E B9 W dF A

LT RGUER T AT FEB R4 ARRIZHETT Lambda MR 559

{
"actions": [
{
"action": {
"type": "DEFAULT"
b
"allRecipients": true
b
{
"action": {
"type": "DROP"
b
"recipients": [
"drop-recipient@example.com"
]
}
]
}

Example : iR[E BE X8 FHR#4

LT RGVERT ATIRE A E B FERHFHEZLIZ1T Lambda M RIHY 4549
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{
"actions" : [
{
"action" : {
"type": 'BOUNCE',
"parameters": {
"bounceMessage" : "Email in breach of company policy."
}
I
"allRecipients": true
}
]
}

Example : fFU4F A7 NE] B F iR 44

BURRBIERT BT R4 AR INE R F R E 5E1T Lambda NI, X T2 EHTE FHR4F
9 To (B #FA) = CC (¥iX) FEo

{
"actions": [
{
"action": {
"type": "DEFAULT"
3,
"recipients": [
"new-recipient@example.com"
]
3,
{
"action": {
"type": "DEFAULT"
3,
"allRecipients": true
}
]
}

BXRNIE1T Lambda BESIE Lambda BRI EFE AN EZRBRA , 58S R Si# Lambda 1R,
WorkMail
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BEXxELL# FFH Lambda WE ZEE WorkMail

AT LA A A% Lambda BRREUV BB FEREFN B AR, BXEZER |, BES M #£H AWS Lambda
BEEHEANR,

£ AWS Lambda BZEHERA

Bl EF T & Amazon BFEBHRIIAWS LambdaBE# /g WorkMail , & a] LLif R A Lambda -
NEFHENSIBANE. BXTFRERT DR Lambda B E Z{E 8 WorkMail , 52, 5§ Amazon
AWS Lambda # 178l & WorkMail

EiFREFHENEIRNS , FEEA Amazon Mess WorkMail age Flow API
fGetRawMessageContenti®{E, ARIE#EL Lambda BEH B FEB4F ID £E1Z APl KiAiE
Ko RS, Z APl 2FAETIHHTE MIME ARHRTIIR.,. BEXEZELE , 2R (IL5#
WorkMail APl 2&) iy “Y S5 WorkMail SHE .

RTROIERT A Python iz{TETHMER Lambda BN REBENEB4FR R,

® Tip
R IEE % MAWS Serverless Application Reposﬂoryf"]ié‘iﬂ’Jl&F“B% Amazon WorkMail Hello
World Lambda EH% , IRELELNKFPIE—NEBRMBELERBRNMNEL Lambda B
B, Ale , BULREEARGFILSZERMNE Iambda B

import boto3
import email
import os

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)

parsed_msg = email.message_from_bytes(raw_msg[ 'messageContent'].read())
print(parsed_msg)

BxozmPHERNETN G EZNESFARG , HSH LWamazon-workmail-lambda-templatesi#
ﬁ%ﬁ GitHub,
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® Note
&R BERE A Amazon Mess WorkMail age Flow API 3K 17 []4% 5 BV BB T BB 4, S8 RBETE BB 44
RIES WG 24 P ATEE. EUEEANFRIAFHBBERHERYG  EEALDHIFNHE
f M2 — WorkMail , 40 IMAP = Exchange Web BRZ (EWS).

A AWS Lambda EFHFEHREA

FiiE [ AWS LambdaBi Bk EE B FRBATRE , BRI LUEA Amazon Mess WorkMail age Flow API
FHPutRawMessageContentREREME R P B FHENANE, BXFHREAEZEAT Amazon
Y Lambda BV E Z{E 8 WorkMail , & 8. BEFDZ1T Lambda MUBEXZ API HNESZER |
B2 PutRawMessageContent,

(® Note

PutRawMessageContent APl 5= boto3 1.17.8 , ERAILATE Lambda EEHFRIM—NE,
E T IEWB boto3 kA , ESH LM boto WEH. GitHUbBXBMEMEZEER , HZHMER
BEERBAERAE.

THR—NRHIZE : "LayerArn":"arn:aws:lambda:

${AWS: :Region}:489970191081:1ayer:WorkMaillLambdalLayer:2", ELRHIF |
$F ${AWS: :Region} B R EZHM AWS XiF , @ us-east-1,

® Tip
MR IEE % AWS Serverless B AR F4&EH AR Amazon WorkMail Hello World Lambda
HEHEBIENKS, , WREXEEZENKF R - NEEXERFENNERN Lambda B,
ARiE , WO LARIEE A R A K2 87 NE lambda BEEL

BREMBIEESATILR

- A GetRawMessageContentAPI KRR HERNS., BXEZEE | B5SH #F£H AWS Lambda
REZEHERNS.

- REBRBHHE , BERXMIME AB. THE , FEb4 L& EEK - FH Amazon Simple Storage
Service (Amazon S3) F# . H{R S3 FHEBEEASEH Amazon WorkMail RAEAWS ik F #8 [E #Y
AWS XiF , R EERSEN AP EAERK AWS XiF,
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« WorkMail 8 71k Amazon £:EBiER , 8K S3 FHEMALTNEFEBAREEFEETR S3 R, BxX
EZEE , 5 M Example S3 policyo

- £/ PutRawMessageContentAPI fFE /5 HYE AR &KX B 5 # WorkMailo

® Note

PutRawMessageContentAPI| ATHEREHEEM MIME AARFE RFC #R&EL
K RawMessageContentBIiER B P IE R IR E. ALEEH Amazon WorkMail 48 £3 #Y 3, F HB
HHTERFEXLIRHE | Fit PutRawMessageContent APl ATRESIEHE X LEpR A, 1EiXFib
BRT , BUUERERENEIRER , THREXIAUBREMEAENESE L,

Example S3 K& R4

"Version": "2008-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {"Service": "workmail.REGION.amazonaws.com"
iy
"Action": [

"s3:GetObject",
"s3:GetObjectVersion"
1,
"Resource": "arn:aws:s3:::My-Test-S3-Bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS_ACCOUNT_ID"
},
"Bool": {
"aws:SecureTransport": "true"
b
"ArnLike": {
"aws:SourceArn":
"arn:aws:workmailmessageflow:REGION:AWS_ACCOUNT_ID:message/WORKMAIL_ORGANIZATION_ID/*"
}
}
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}

LR REIERT Lambda REGNAI6E A Python 1217 B B #4% a0 B8 F BB 4R 9 £,

import boto3
import os
import uuid
import email

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
s3 = boto3.client('s3', region_name=os.environ["AWS_REGION"])

msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)
parsed_msg = email.message_from_bytes(raw_msg[ 'messageContent'].read())

# Updating subject. For more examples, see https://github.com/aws-samples/
amazon-workmail-lambda-templates.
parsed_msg.replace_header('Subject', "New Subject Updated From Lambda")

# Store updated email in S3
key = str(uuid.uuid4());
s3.put_object(Body=parsed_msg.as_bytes(), Bucket="Your-S3-Bucket", Key=key)

# Update the email in WorkMail
s3_reference = {
'bucket': "Your-S3-Bucket",
'key': key
}
content = {
's3Reference': s3_reference

}

workmail.put_raw_message_content(messageId=msg_id, content=content)

BXRDWERPHEHEANBRNES AR , B2 H LK amazon-workmail-lambda-templates GitHub1%
& B o
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EIEY Amazon WorkMail 58 255 API 8915 B X R

£ AWS Identity and Access Management (IAM) K B& K & EEXI ML 5 # WorkMail SEE5% API B9 i517]
R

Amazon Mess WorkMail age Flow API {R £ —Fh i fREE | BB PRV B Fif . SEHEHPHE
FHR I BB 52 XBREIME— Amazon BIREB TR (ARN),

UTRAIERT BEERPREFER4RERN ARN B8 E,

arn:aws:workmailmessageflow:region:account:message/organization/context/messageID

HERRBIFR , TERNFERO TR

o« Xig — BH T S WorkMail B 2K AWS X1,

o TKF-BH9 T S WorkMailéA 289 AWS K 1D,

- AQ-BWIT S WorkMail ARRS .

o ETRX: EERHHRAE (incoming) BHALR | BERMNEWHL L E (outgoing)s.
- BRHF ID : HERMALIEL Lambda BEHIHE— & FER 4 1D,

LU RO B3R 4L a2 A B B4R BRRY ARN BY7RHI 1D,

arn:aws:workmailmessageflow:us-east-1:111122223333:message/m-
nlpq2345678r901st2u3vx45x6789yza/incoming/d1234567-8e90-1f23-456g-hjk71mnop8q9

O] LARHX 28 ARN AEZH IAM P BURResourceZf o R RIR , LLEEI £ P A Amazon
WorkMail 58 88915 R PR

Amazon WorkMail JH 2R 75 R RAY 1AM 3R BE 7R 45

AT ROIKBEETF IAM 24T BB F A Amazon WorkMail B4R B FRA A S5 F1 H 36 5H B 1 5T 2 1= BUN BR
AWS T,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
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]I

"Resource": "arn:aws:workmailmessageflow:region:account:message/*",
"Effect": "Allow"

WMRIEH AWS IKFHRESZSANAR |, NETTSUFIERIRRBEHE — MRS NAL, WREL Lambda B
?&}A—‘fxﬁﬁa:ﬁmkﬂ”\ ’ ITJE—.I-JJ\EFHEthJHbo

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource":
"arn:aws:workmailmessageflow:region:account:message/organization/*",
"Effect": "Allow"
}
]
}

BRI AR EE R A E (incoming) BHALERMNENALA K H (outgoing) , EBRFXIHEMN
HEIRR. EHITIERAE | i5E ARN REABRER incoming 5 outgoing,

BUT R BI R B R F X4 R SR H LR E BRI 15 B AR

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource":
"arn:aws:workmailmessageflow:region:account:message/organization/incoming/*",
"Effect": "Allow"
}
]
}
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AT ROIKBEEEF IAM 243 BB F A Amazon WorkMail AR FFAE AL H 3G H BN T2 E
HTIBRAWS MK,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"workmailmessageflow:GetRawMessageContent",
"workmailmessageflow:PutRawMessageContent"

1,

"Resource": "arn:aws:workmailmessageflow:region:account:message/*",

"Effect": "Allow"

}
]
}

3= B8, BB 44 TR AR
ERELHFHNEE | &0 BON 1 1Z B B X 45 E B F BB 4 3t 1k SREVAT L3R 1E.
M i=, B R4 A A )

1. ITHLS# WorkMail #2H|& , MR https://console.aws.amazon.com/workmail/s

W%%E,WHE&AWSEH ERHAEATNIES | ﬂﬁﬁ#[ﬁﬂﬁ ARBEER—IMNX
B, BXEZFEE , HZH (Amazon Web Services —fZE) i XF xS

2. ESmERTF, iiﬁiﬂéﬂ RIBIER AR,

3. ESMBEHD | KXiER Organization settings (H£21& &) M Inbound/Outbound rules (A 34/H ¥
H).

4. £ Test configuration (MiRELE) 5534 , A ENHE K4 AU A B STE B F R4t sk,

5. EFEMNH, FERENRAMR B FHR 4t RERV R4,

il B BB, - BIR 44 57 A0 )
EIEMIBREE FRBHERAMN T , EHRIZEIN A,
il B EB, - HIB 44 57T A0 )
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MREEFEE | WJUERAWS XiFl, EERFHAEOMNBHESR | ITHFERXEIER , RAEEE—IX
B, BXxEZEL , 555 (Amazon Web Services — &5 %) Sy X% S,

2. ESMERT , BRAQR , RAREEFREALNEN.

3. ESMBEHH , KIXIER Organization settings (HR1ZE) M Inbound/Outbound rules (A 3h/H ¥k
),

4. EFEHN , AFEE Remove,
5. EWIARTAET , %&#HF Remove (HIBR).

X% A B FHRFH1T DMARC KR

B FEREE A A RS (DNS) iERKARE R, EMNAURFPENAFEIERLNRE |, HlKTR
FMEHE, DNS ERBEZHEETHNERHFHRIE. REN - (DMARC) 1Bk , XLEIERKH
REBFHHEFIAEIRE. DMARC iBRBER THEE B TR KRBT DMARC RERFTER
ITHVRER R, B UEER RN RIEL ENALME FHR4Hn1T DMARC KR,

HKIAERT , WL T WorkMail 4A43 £ FF /5 DMARCHE,
/& Al DMARC #.47

1. ITFHLS# WorkMail ##|& , Mt https://console.aws.amazon.com/workmail/o

MREE  AUERAWS XiF, ERFIAE0MBHESD | FTHFEBRXEHIR , REEE—IKX
B, BXEZELR , E5E (Amazon Web Services —fi§5E) iy X5k 2o

2. ESMBENRT , EBRALN  REERRALNER.

3. ESMERPLEFELRE, HWITFHIAAAREREHE R —AETF,

4. 1% DMARC T+ , REERRE.

5. ¥ DMARC #ITBRBIE“F B LE,

6. BRELGANERBEE & “RBIASH DMARC BEIMITITRASHAMS FHERERFRR
B SN EIEE.

7. ERRF.

# A DMARC #4T

- BEBE-HoPHTRIEE , B8 DMARC RITERBI B XA E.

& AN B F B4 1T DMARC SKRE R 1.0 133
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fE A B FRR -S4 B RiC KRR E DMARC #H1T

J5 Fl DMARC 17 W 882§ B A YA 8 FBRAF 4R BREUAR 1S 0 SRR 4 , EAREUR TR AWAEEH
H, MREHAFEFHRABREESER , COAFTRETERRESEZETHE. ERERBAKRKIE
LRFPHETFERYE , BAUNT D WorkMail AR5 AR FERHEEHIZRK. RE , AIUNRERMGA
Y DMARC R ik tH Y & A B F R E R B FER S4B &

EEH B FoHEHICFR BRI DMARC 1T 281 , 5% 1E Amazon WorkMail #2#l 4 & /3 F 8B F o4
EHIEFK,. ATESAABERE , BECREFHASESHENEREE —LatE, BEXESEEMNNR
B8 , 1§25 the section called “ig A FHHEH A FEIZFE

£ 88 FHR =4 B R 12 K IRER DMARC #1T

1. 7£ CloudWatch Insights 2 #1880 “BE" T |, &% W&,

2. EEEBEAEA F | E&FEEH Amazon WorkMail AR BEE, Hla0 |, /aws/workmail/events/
organization-alias.

ERETHNEER,
Z1TLAT & : stats count() by event.dmarcPolicy | filter event.dmarcVerdict == "FAIL"
5 &EEEZTEN.

BRTUNXEEHREBENIER. BRESER , FSRLIRIERIFILES.

PriceA 4R
Eid N Amazon WorkMail AR & RN INFRE | Baf L -

« X% AWS Billing and Cost Management 2| & Y H A,

« BT D WorkMail B4R % RARINEI AWS Identity and Access Management (IAM) X PR 3R #& 75
BAHYResource T3 R Hil X X L 7RI 17 8]

BX Amazon WorkMail BRENRNEZFEE , F2H. RRBXETHIEHLRINEZEE &
ZHEE T 5 WorkMail $FrE K F .

U 5y5% WorkMail B2 & a] LAfE A I 3% WorkMail 25| & H LR MRE,
@ Amazon WorkMail 48 8278 inFR &

1. ITFLE# WorkMail #2#|& , MikA https://console.aws.amazon.com/workmail/o
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WMRFE , TUERAWS Xi§, ZRFEEOMEHNESD , THFEEXESIR , AREE—IKX
B, BXxEZEL , 555 (Amazon Web Services — &5 %) Sy X% S,

2. ESMBERP  EFRAL  ARERFRALNER.

3. &R KL,

4. XTF Organization tags (AA#RZ) , B Add new tag (RINFTIEE),

5. ERF , MANRRIRENE T,

6

7

8

( @i ) X F Value ({B) , S ARZHE
(it ) EESE 4-6 UHALFMESHFE. HS AR 50 MFX,
BERE  RELHEN,

& AT LATE Amazon WorkMail 4|8 F &EF BN ALIRE,

FEAREALAER AWS FF & TEE5 AWS Command Line Interface (AWS CLI) #xi2
MM, BXREZELR |, 259 Amazon WorkMail APl £ 5 UntagResourcefmn S5 & H
MListTagsForResource., FMAWS CLIii 5. TagResource

0] LABE AT F§ Amazon WorkMail 324 & MA LR P BBRITE,
M Amazon WorkMail 4840 B BRIRZ

1. 3ITF LS # WorkMail #2=H|& , MikR https://console.aws.amazon.com/workmail/o

MREEFEE | WJUERAWS XiFl, EERFHAEONBHESR | ITHFERXEIER , RAEEE—IX
5, BXxEZEL , 5255 (Amazon Web Services — &5 %) Sy XE %S,

ESmBEED , ERALN K REEERAEALNER.

% L,

¥t F Organization tags (HRFRX) , LR EM BRAIRZEZ L H Remove (HIBR).
1% Submit (1BR) AIRFENER,

o ~ w0 D

58 A U7 [ 428 o 50

0 I, 57h Y 177 (R 4R I ] WorkMail 5o B3R R 422 4 anal 1) H A 48 59 A P A8 A €48 F 1 [ 10 D 2 A9 42
BR. WorkMail&E4 Amazon WorkMail A4 A BRIAR G RIRFFN | ZHAN 2 EFFrE AP FRINE
ZALPNEL BB EIERFE |, TTie 168 AWM HE IR 1P ik, EIE R A A REER AT 5
HEBRNE AN, 75 h0EmH0 0] = BRI

52 A Rl R AR R 1.0 135


https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://docs.aws.amazon.com/workmail/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cli/latest/reference/workmail/index.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EERER

/A Warning
MREEGMER T ALNFrEHRHEREMN | Amazon 5 WorkMail BE LE 3 iZ4E LR FERI PR
T EIAPR

EE A UUANANREUL TR A THIEL HE G RESIH :

o i ATFIAEHEN PN, ROABIEEHKI. EWS. IMAP, SMTP ActiveSync, Windows hiX
Outlook 1 Webmail,

o IP Hbht - AT iAMEERFERY IPv4 CIDR SEE,

 Amazon WorkMail FiF=-B4A L F BT EEREN A,

- BRAG  RALAPATIHRMENELNAR, BXESER , B3N EEENAE,

BRT AP REBFEM X HRNR 2/ EBRELNAHRZEEHAN,. BXESEE , BSHAEAHRER
BR {Amazon WorkMail A #5R) Y “HZ AR CAFRNER",

(® Note

B F Windows kR Outlook B9 15 RI#XBRET , 22 ERS/E A Autodiscover #l EWS BV B 4X
BR o

o THEEFIMNFEATF Amazon WorkMail ##1 & SDK 15 B X BR. A AWS Identity
and Access Management (IAM) AE%KEK, EXEZELE , 3 M Amazon B 5 4315 [H
& WorkMail,

B 28 175 7] 422 &1 50 |
M Amazon 2§ & I FHY 5B WorkMail 3= HIFL N .
B 28 57 #9175 8] 122 1 H )

1. ITFLSE# WorkMail ##|& , MikA https://console.aws.amazon.com/workmail/o

MREE  ALUERAWS XiF, ERFAEO0MBOES | FTHFERXKEHIER , RAEEE—IKX
B, BXEZELR , F5@ (Amazon Web Services —fi§5E) iy X5 ik 2,

2. HSMERT , GERALN  RARERERALKNEN.
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© @«

i%#& Access control rules (V5 E/3Z=EIFN),
EFIEMN,
¥t F Description (3iR) , i AH N AR,

Xt F Effect (RR) , &#F Allow (72¥F) T Deny (£4), XFBFEEET —SPIERENFHARAF
IEL T,

XN THANNATHFEATRANER... , ERENATANBSRS , fl , SSHIEREENH
W, IP ik, APESELNAG,

(AL ) WR@A P HUSEE, ARRELNAS | HREFMLUFERINEHMU H,
priz=gnlfe BRI

Y 28 17 (] 422 AR AL

M Amazon 2§ & REF Y FBRIAR TR WorkMail 32 HH N,

Y5 58 177 () 222 U0

1.

N o o bk~ W Db

ITFF I &3 WorkMail #2%|& , Wik https://console.aws.amazon.com/workmail/o

MREE  TLUER AWS XiF,, FEFHAEOMINES | FTHERXEYIER , AREE—IKX
B, BXxEZEL , 5255 (Amazon Web Services — &5 %) Sy XEFiH S,

ESMERSD , ERAN  REEERALNER,
i%#& Access control rules (V5 E/3ZEIFN),

R ERENAN,

1%4% Edit rule,

BREFEEREER, MRMEH

ERREFER.

/A Important

ERGEANS , REENBETEEEL DS REBRERMAN, FLeiiE | 75E 2 &0
ERFEE IR A RES AR - T, BR , ENEHMANE , BLUNEIEBHNTH. B
KNHAANNEZEE , BERT -2 FNEXRLT R,
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M= 17 1] 422 i A0 )

ETHISELWIFRZESFINZ2MMAAR |, 57 Amazon WorkMail 2 &l & Al iz X L 0,

A 348 20 Y 15 R 42 R L

1. 3T LS # WorkMail #2=H|& , MikR https://console.aws.amazon.com/workmail/o

MRTBE  WUEHRAWS XiF, ERHEHAEAMITHES | ITHFERXKEMRER , REEER—
B, BXEZER |, F5% (Amazon Web Services —figZ£) &y X% =,

ESMERD , ERELD  REERREHALNEN.

1%£$# Access control rules (V5 R HIFLN),

1£$E Test rules (MEXHN)o

X F Request context (IR ETX) , &R EM LA
5tF Source IP address (JR IP #idit) , S AZNRXEY 1P et
NFERKITE , ERERNENEHNAFRSIEUAE,
ERERNENENAFIEL AR,

EF R

© ©®© N o g bk~ 0D

Mt 5 RAF & RE Effect (XR) To
AR Bk 15 1a] 428 61 50 )
M Amazon 2§ & P BRIEFTBEERN G R WorkMail 2 EIFHN,

/A Warning

REEGAMER T ALNFFEHRIEFHMN , Amazon FF WorkMail BE LE X 1% 4B LR eRFERIFrE
T RIAPR

T R 75 1) 422 5 9 J

1. ITHALS# WorkMail #2H|& , MR https://console.aws.amazon.com/workmail/s

MREFE , ALER AWS Xig, ERFAEOTNBHES | ITHFERXEHER , REERE—
B, BXEZEEL , 551 (Amazon Web Services —fi¥Z&) i Xig %=,
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2. ESMERT , RRAQR , AREREREALNEBN.

3. i&# Access control rules (VG EI3ZEIFN),
4. EFREREREOSN,

5. i%3% Delete rule (HIBRFM),

6. IEFEMIBR,

R (& MR 8 AR B R B

O] LA & H) Amazon WorkMail AR EMAEREER. RERKAELEENNREREEINAF
BRFE I BREE F R4, BRI LLAEREN ARG RO HR, i, ETUEERENTENXXH
RIEBETFRNEE R, BERIERNATENALTNFAEAFPHBEPNEEIHR, AFPTEE
ERBEE,

R B HRFE 1R B SR

1. FTFHILS#E WorkMail #2#|& , Mk A https://console.aws.amazon.com/workmail/o

MBEE  fUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services —fi&#5E) iy XE %S,

2. ESMERP , BREAL  RAFEBRHALNER.
i%# Retention policy (R K &),
3 F Folder actions (X #* k) , EETEERBPNWENBREM4RED |, %£1F Delete (HiIBR)
& Permanently delete (K A MlBR).
W ATERIBR B F BB Z BTG B FER R B E BN B FE S K R R B
HEERF.

B 48 PEIRNAL N AREBRIE, WMREEFE BIBRSTHI 24E , WAF AT LAM Amazon
WorkMail Web R BTEFMZFHNEF iRIRE S HIERAE Fob4, NRIEFKXMIBRSHFFRIEE , NE
TR EMIBR BT EIRE

RERBREDENRHBETHENCIR, BB BHEE. S, MRFFREE—FEMERAE ,
T Z R EERFMIEBIZ1ZTE | LR ZIE REURE 2 BBITERERE. ©FAZRERE RN BH
OEAT

1% (B HR 7 R BB SRR R 1.0 139
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{5 13

& LA Amazon BLiE WorkMail AfERBE IR, REAILUERIRNEALRNBRINGE R , RE
AutoDiscover (% Outlook /5 FAE A&,

F&:
o Wi

o MRRIE

- EFEIAE

- BABE AutoDiscover KimT R

- REESHORK

- {£5 SPF Xt &8 FHR it 1T H 3K
- BE B ENX MAIL FROM 3

AR

185 % T LA S8 B9 S WorkMail 442750 100 ME B . ERMFEE , Amazon Simple Email
Service (Amazon SES) KA BRI BaRMEIE & AR, XEIL L7 WorkMail 7] LA 8] I& 1Y
HEZ W FTEAmazon SESKERE , AR FEGHFEHEEEREEBNE R, BEALUEHEFIEERE
e B A EB 1,

(® Note

ERBRIERE | BNZNFIEERIN <postmaster@> M <abuse@> K3|&., MREFHEA
LR E R P EBUR A BX L3 2 R BB |, AT BA N IX L5l & ol 2B A,

LMBFEH B E VT BEE Amazon WorkMail E4R 6T |, HiZEUATEREIHEZH DNS iI2EZWEER
« ST MX FEZ &I CNAME 2% , RATRBCGAE R E (TTL) EiZEN 3600, WD TTL THE
BRI RS B/ IAELEH MX EXBTBMAESERA IR TRH MX 18,

- SIERAFMBNAHKIIEIRMARS , NEH MX IBFUF G874 5% & F Amazon
WorkMail, ¥t DNS 2 XM E#H AT sEFEE KK 48 DR,
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- H& DNS REBES A3 FEAMINE DNS EXHN KR, AIEE=

% (I _amazonses.example.com ) HiZ XA LS BEEES (W
_amazonses.example.com.example.com ) , ERFIERKBMPHNHEZES , 7% DNS i ZFHIE
BERAMAR, XEEHN DNS RHEERE , EXEMEZTEREN , FTEENTEE. ©EAM
1F DNS R#trEE mE g E .

. E4INICEEBNELEEB. BIELMFEHAN DNS RS |, HE TR B DNS ie%H,
- BIZ DNS i2X/5 , % Amazon WorkMail #5118 LW RIFERAEBZBRIPASMIERKE, BXE

EEHNESER , HFZRERBIEE,

o RAVBIUESEBEE RN MAIL FROM 18, E4E i AutoDiscover OS &% L2 |, XIS ENEE &

HAMAIL FROMiZ, BRI LAEREIANESE AR S HEF MAIL FROM BIHVIRS, BXEZE
B s BEBEN MAIL FROM i3,

AN

1.

EFAWS Management Console 3T FF I & # WorkMail #&]& , Mit7 https:/
console.aws.amazon.com/workmail/.

MREE  TLER AWS XiF, FEFHAEONMINES | FTHERXEYIX , RAREE—IKX
H., BXEZER |, F5% (Amazon Web Services —fig2£) &y X% =,

ESMERT , GRER  RREFERHMNSENALRB B,
ESMERP |, GFE , AEERRm.
ERMBREL , A NS, HBRESTSERATIE (ASCIH) FH/.

@ Note
WMRIEE —NEE T Amazon Route 53 AHITEEXHE , M MNAATBENETRHT
P8 AR RIZ
pri =yl IbI

BT — N E , EH5IH 7 #EA DNS 125, ZRERERD AT IS

. WA

« WorkMail Eti&

- RETREM

o« BUH T B FERAMEIE
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HPpSNMEOoWMETE —RAZ KX DNS iEF , BRIEZFWME R —MRBE. ATIRERTIEFERK
HEARSE,

TXT FTENX
Verified ( BRI ) — 12 B @7 FKIIE,
Pending ( F4:E ) - idF s RREIE,

Failed ( BEXW ) - TERIEFIEN. IBEXFTEEHTEHFR,
MX WorkMail &t &

Verified ( BRI ) — 18 B @47 FRKIIE,
Missing ( R % ) — TBEEMTIE R,

Inconsistent ( *—3 ) - EEMHIZFFTH.

AutoDiscover
Verified ( BRI ) — 18 B @47 FKIIE,
Missing ( R X ) — TBEEMTIE R,

Inconsistent ( *—3 ) - EEMHIZFFTH.

® Note

AutoDiscover B I fEiE &4 & AutoDiscover REBR B EH, ZIELRIIET /N E
WEERE, RIETHE , REVFHNERIEZLLER—NEEEEFIC. B
BHREFEEERIIL K EFRTBRIE 7T WL . BX AutoDiscover B E Z(E

2, B2 B BB E AutoDiscover LimT =,

DKIM CNAME
Verified ( BRI ) — 18 B @47 ML,

Pending ( F4:E ) - idF s RREIE,
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Failed ( EXM ) - BERIUEFIEN, IBZRAEERTELR.

BXEZEER , 55® (Amazon Simple Email Service FF X A RER) FHTE Amazon SES
F 5 DKIM X B8 FHB 31T 5 B R,

SPF TXT

Verified ( BRI ) — 18 B @47 FKIIE,
Missing ( R X ) — TBEEMTIE R,
Inconsistent ( *—3 ) - EEMHIZFFTH.

BX SPFRIEMNESEE |, ESRMEH SPF X B FopH#H1T 50 KIE,
DMARC TXT

Verified ( BRI ) — 18 B @47 FKIIE,
Missing ( R X ) — TBEEMTIC R,
Inconsistent ( *—3 ) - EEMHIZFFTH.

BRI L#HDMARCIEENEZEE WorkMail |, 555 (U 5% & 8 68 F o4 RS T X &8
) i HAmazon SESESFDMARC,

TXT MAIL FROM

Verified ( BRI ) — 18 B @47 FKIIE,
Pending ( F4LE ) - idF s RREIIE,

Failed ( BXM ) - TERIEFFBN, IERATERTEH R
MX MAIL FROM 1

Verified ( BRI ) — 12 B @47 FEIIE,
Missing ( kX ) — TBEEMTIE R,

Inconsistent ( *—3 ) - EEMHIZFFTH.
7. ET—%+ , BELFEHLN DNS REEERELWIRE,
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https://docs.aws.amazon.com/ses/latest/dg/send-email-authentication-dmarc.html
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MR EEH Route 53 15

- ERERE , EHEHE Route 53 FEFH £ ER,

MR IEEAE A DNS 1214

« EFNCFEAFEMETER DNS BT, SAUBtEEF ISR , WA E-EHicRk, B4t
EEHcR , FAREHES, XFEIBR - XHXE , BULURES AR DNS RHEH. E
B—EH1tR , FRERICREMBUNER TR , AEFEFRICFHELTEA DNS REBEH,

8. ERRIFENREFERICEKNWAS, XFRIEEMNIERMAENAREE Amazon E# WorkMailig]
ZEERAILER,

Al B 13

HETBEREEGN , ALRERE. B2 , S5 ERBRERZEFEN HE FaRfF it e M ARE
4,

i B 33

1. 3ITFLE# WorkMail #2H|& , Mk A https://console.aws.amazon.com/workmail/o

MBEE  fLUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAEEE—IKX
B, BXEZELR , F3 (Amazon Web Services —fi§5E) iy XEE F i =,

2. ESMERF , BRAR[ , AREEFALNEN.
3. HHEIIRP , EPEHBZUNEIRE , RFIEEMER.
4. ERRENEFEES  BAEBROBHRN , RAEEER R,

IEFERRIAE

AL EENALARBRNBRENZALKFAFNANRK NG, E—NMEENRNBETFT2ELINER
FHER ARt
£ —NELA Y RRIAEL

1. ITF LS # WorkMail #2=H|& , MikR https://console.aws.amazon.com/workmail/o
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MREEFEE | WJUERAWS XiFl, EERFHAEOMNBHESR | ITHFERXEIER , RAEEE—IX
5, BXxEZEL , 525 (Amazon Web Services — &5 %) HiXE B HHiH S,

2. ESMERP , EREAQ , AREEFREALNER.
3. HEHEIIXRF , RPEFEANERFLNERE , REEFERENRIAE,

IO EE

£ Amazon WorkMail & &R NBEE , BUANEFTRIE, BIFHLNTHIAEEEZEE |
H R 6EA Amazon WorkMail 467 1%33 % B9 & FER AR SS o

AT BUBIE E DNS BRSS F B R o0 TXT # MX 12 RRKWIFE. TXT iDRAUFEE DNS RS R INE
B. MX 1IERIEE T 15 ABRH-ARSS 850

& A LA Amazon SES #Z2&| A 612 TXT M MX i2% , AEFEAL D WorkMail 24 & X 0 F
WNINEER DNS BRSS. ITU TSR,
B2 TXT 1 MX I8 &

1. FTFF Amazon SES ##|& , MitR : https://console.aws.amazon.com/ses/o

2. HESMERF , ERE  RARERRIEHE,

BEAH B RIS IEFTIE T B AR
3. EHER , MATERINEERS AP o2 B .
4. (A% ) MREFEHA DomainKeys IRBI#R 4 (DKIM) |, iEIEAH “4 K DKIM RE” EiEHE,
5. IZRFRINUELE,

LB R & & E R TXT M MX i2RH 5K,
6. EEMT TXT JIRTHEFIERETEN CSVEEE,
A ERBS AN EE. ERTHUE , RRERRT.
7. IFHTEM CSVXHAEHEMBAR.

BIE TXT M MX i2%/5 , BIRPRFER IS ERY DNS iREtr. U TSR ER Route 53, MREMEH
Hft DNS #R¥Em , BEFHENARMNIEE , BEFRHEERFNE,
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1. &% AWS Management Console , }&id LA TRt ITFF Route 53 $#2#| & : https:/
console.aws.amazon.com/route53/,

2. ESMERT  EREEX. AF , BPERIFRYEEDEERE,
3. MERER DNS i2RFxRF , EFF AXE XM,
4. EXEHXHT , FEFNIEERWERXFES, XGIRFEREXFETH,
5. MTRIFNINRKRE , RFEERES A
® Note

REZFE 72 P REERRIETSRE.

FEAER DNS BRERIE TXT iIe%M MX idF

BIAA TRIEEMBEZER TXT 12X 2 E#EH RN ERY DNS RSH. IR EA nslookup TR,
BEIXFMNFEEE Windows H Linux. 7£ Linux £ , &7 LLEA dig.

ZfEMA nslookup TE , BAMEEKRLEENIFH DNS fRFeR. A , DA UERIXLERSIE
BEF TXT 2Rk, BAUERIFHEN DNS fiFEes , ARNXLRS [T ENE up-to-date FEES, It
EEAREEE—ENRE T 2EBEIHM DNS fR$EEE.

{# A nslookup BiFZH TXT iEZREESHNZ DNS RS
1. BERENEHRSSR

a. ITHGSERRA (Windows) L& (Linux)o
b. ZETUTHSUIIEHRABELEENIENEMIRSEE. ¥ example. com BN ERE,

nslookup -type=NS example.com

ERET-—SHPEREP-—IMEURSSE.
2. WIFRABIEBHMT LS WorkMail TXT ig%,

a. BITUTHS , & example. com B NENE, , H4F ns1.name-server.net BIRFE 1
SR EMHRS R,

nslookup -type=TXT _amazonses.example.com nsl.name-server.net
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b. #&%E nslookup WP I RH "text =" FHH, BINLFEFERE Amazon WorkMail 13 ]
AN BRITAHEAN FIRFEHNERH TXT ERCTE,

EUTREIF | BEEFERN fmxqxT/ic0Yx4aA/bEUrDPMeax9/s3frblS+niixmgk= #9
_amazonses.example.com By TXT iEF., MREE2EBHEFHICFK , ZTFEFUTEE !

_amazonses.example.com text = "fmxqxT/icOYx4aA/bEUrDPMeax9/s3frblS+niixmqgk="

£ dig WIEEH TXT iBZREBERIE DNS RS
1. ITHARHEELE,
2. BITUTHSLUIHEHNIE TXT 2%, & example. com iR EHE,

dig +short example.com txt
3. RIEGHSHHETXTHEEANFHREREELEL S WorkMailiZ#I &1 “ERIER M4 A" FIRHiE
BREAN BRI TXT EHETE,
{# /A nslookup REIFEH MX i ERIMNZTER DNS RS
1. BRENENEHRRSR

a. FGBTRRM.
b. ETUA TSRS EHENBNMME RS

nslookup -type=NS example.com
BRET-—SHPEREF —NEHRRFEE.
2. WIFEEMZRM MX g% :

a. BITUTHT , M example.com BAEHWIE , H nsl.name-server.net B RIE
EL—FSHIRRNEHRRSEZ—-

nslookup -type=MX example.com nsl.name-server.net
b. E@mSHET , Bif mail exchange = ENFREEREESUTEZ—ITH

EEFRD (FFRLMILER ) X - 10 inbound-smtp.us-east-1.amazonaws.com
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XEFES (HEXM ) X - 10 inbound-smtp.us-west-2.amazonaws.com

ROt X ( B/R=Z ) X - 10 inbound-smtp.eu-west-1.amazonaws.com

(® Note
10 AR MX BIETHY B E S LR

£ dig WIEEH MX I8 27 NE DNS RS

1. fIFLwRSE,
2. BITAT @5 EASI AR EA MX 1B,

dig +short example.com mx
3. RIEMXENFHERESUTEZ T
EEFRZ (FFRLMILE ) X1 - 10 inbound-smtp.us-east-1.amazonaws.com
EZEEI (HBXM ) Xifi - 10 inbound-smtp.us-west-2.amazonaws.com

ROt X ( B/R=Z ) X - 10 inbound-smtp.eu-west-1.amazonaws.com

® Note
10 &k MX BEETHBERE LR,

I B PR HEBR
BHEHBIEHERAE , FSHUTRY
#2149 DNS FRS T AV TXT BREHHEA THL,

M TXT IEZBMHPE B _amazonses,
BREZRBIER—/MNE , EFEESNEGHEBHM TXT ik

WRIEH DNS RS A AW EHA SN ERMHEERMH TXT 2% , BEANTHBRGE2— !
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( HE) yu% DNS BR&E AW |, iFH TXT iExZRDBEZMME. #lin , RER DNS H Amazon
Route 53 B , BAILLARE— TXT icRKIREZNME , MR :

1. £ Route 53 #=H| A/ |, EEFELBERIUESE —MXF A HRIMNE _amazonses TXT id%,
2. ¥ TFE , EE—MEZEE Enter,
3. AKX EE  RERFIERE,

s MREBRAFERIUFH S , MBI RIEREMHPE _amazonses B TXT IBFZREIE—X , A
FRES —RIEKEBMPARE _amazonses Wi FHRKRE U — X,

Amazon WorkMail 2 #l & R & 15 B K iE < K

Amazon # WorkMail TEIZ#) DNS FREFTEM TXT ik, RBEAEH DNS RS EIUE TXT id
FH MX 1IEFFHERE , RIUEFFEM TXT EXEEC EBHRMEIER DNS RS

819 DNS RREE B M TXT iR KRE.

AMEBEEA (W1 _amazonses.example.com ) WiEFKTREASBUHEBRESE (W0
_amazonses.example.com.example.com ) . ERRIZRBEMFHIBBEE , BE TXT IERKPHIE
BERRMMAR. XEER DNS REEHKRHA , ZEXEMEZEREN , HESFHZEBEETEE
TXT id%H,

Amazon WorkMail 3 R&E#H MX i2ZF—H

NI EBR RS EEERAT , MX IERATREESIRE R —HAIRES . EHEMN MX iZFLIED
Amazon , WorkMail i A 2R 2 B 4RS . 5 Amazon —RBFERAE =B FHHRE
Bf, MX i8R tFER “F—B IRE WorkMail, MNRRX#ER , B UL L BT —HREL,

B Hitit & AutoDiscover L ipT =

AutoDlscover AVFARAX{E FA YRV BB F iR 44 b 11k M 2788 5K BL i Microsoft Outlook Mz & F ik, %
FafRkEFE Amazon Wi , WorkMail HEEERL G T RRREMNEN A IRE, I, &
AutoDlscover RFEEZEFE A EM Amazon WorkMail Zh&E |, FliNELBINE, AHEBIFURERR

th & & 78 /U BRET E

ZE P imITELT AutoDiscover B E& R+ M AR5 855 = URL :

- 155 1 B - B mAT AR Active Directory ITZ £ E HIMY (SCP) &k, MRENEFFRMA
15, , M| AutoDiscover Bkid ikt 558,

« B2 - BFFRHERRESLT URL ARIELER. ReE@E HTTPS AKX LR,

BB E AutoDiscover KT = FRZ 1.0 149



Amazon WorkMail EERER

* https://company . t1d/autodiscover/autodiscover.xml

« https://autodiscover.company . t 1 d/autodiscover/autodiscover.xml

- % 3B - B umXT autodiscover.company.tid #1117 DNS & M F 7 9 &8, hB 44 ik [0 5% 4 B9 i
REERZGHRIEN GET Bk, NRERSFHFIEE 302 EEM , MEFIHLSHXREH HTTPS i
BEH &% AutoDiscover &K,

MRFABXEMBRELRY , WEEZEIREF K. BXFIREBNRENER , BERFHEES
AR & o

YRR R RN INE Amazon B, RESIRRIESRF AutoDiscover DNS 2 ZAINEI SR E S
WorkMail, X2 imeEf 1T AutoDiscover RIEME 3 MR, BR , XESBHIIEERATHEBD
®E , IAEM Android B FEBHFNBRERF. EIt , BOJeeZEEFFRESE 2 AutoDiscover B kR,

WA LAMER LT HERNEBRIE B 1RESE 2 AutoDiscover MHER :

( #% ) £ Route 53 F Amazon CloudFront

(® Note

LA SR BA IR A https://autodiscover.company . t 1d/autodiscover/autodiscover.xml €%
R, ER https://company . t1d/autodiscover/autodiscover.xml SIZRE | FBEIUT S
MEFMIBR autodiscover. BI%R.

£/ CloudFront 1 53 S AR ARERF4EFH. EXEAENMNESERE , BZRHILIHE
CloudFront 4t #13L B # Route 53 E -

E1E 53 5K EBASE 2 AutoDiscover BT ER , CloudFront

1. 3REY autodiscover.company . t1d B9 SSL iE$ HF H E4£ %] AWS Identity and Access
Management (IAM) 2t AWS Certificate Manager. BEXEZEE , H5H (IAM AF#ERE) +
M9 55 FI AR S5 25 IE = (AWS Certificate Manager AP $5/) FH AT,

2. BIZ% CloudFront X1ThX :

1. ¥TFF CloudFront ##l4& , Mt A https://console.aws.amazon.com/cloudfront/v4/homes
2. ESMERKS , 1%3F Distributions (2 EL).

3. #%# Create Distribution ( BIE2E ) -

4. £ Web T , EEFFBEA,
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https://aws.amazon.com/route53/pricing/
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Amazon WorkMail EERER
5. ®RREF , MALTE :
- BEA - RENXiEEm AMENMYIES -

- EEXEZ ( FEREILILEP ) - autodiscover-sexrvice.mail.us-

east-1.awsapps.com

- XEFEE (R#NX ) - autodiscover-service.mail.us-west-2.awsapps.com

« BAMibX ( F/R ) - autodiscover-service.mail.eu-west-1.awsapps.com

o JRIDIKRE - FIEAIREE - Match Viewer

® Note
HRBEEZE, BPNEWRR ID WBEIERE.

6. ERNEFTHIREF , NIIHNREZFEUTE :
» Viewer Protocol Policy : HTTPS Only
* Allowed HTTP Methods : GET. HEAD, OPTIONS, PUT. POST, PATCH. DELETE
- Cache Based on Selected Request Headers (B FiZ B ERIRLHITER) . 58
» Forward Cookies : All
* Query String Forwarding and Caching (BEHAFZARELAMNER) . T (HERF)
» Smooth Streaming : No
+ Restrict Viewer Access : No
7. 79 Distribution Settings (7' BLiZ &) &R LA TE -
» Price Class : Use only US, Canada, and Europe

- X T&FAEA (CNAME) , #i A autodiscover.company.tld = company.tld , HH
company.tld 2EHNEE,

. SSLIE# : BEY SSLiFH (7 IAM )

« Custom SSL Client Support (BE X SSL kX ) : %% All Clients (FTEE i) =
Only Clients that Support Server Name Indication (SNI) (XX RE 252 B R (SNI) IE
Fi%)e BRIBRAH Android AT RETCEME G — Nk,
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® Note
R EIESR All Clients (FTEEF i) , i&™ Default Root Object (BRIABITR) RE R

o

Het

« Logging (B&iE%) : #%&$F On (FFB) = Off (M), FEFRREAAFIER,

« X¥F Comment G£%) , #i A AutoDiscover type2 for
autodiscover.company. tld

- DERES  EBEBA.
8. 1%£#%# Create Distribution ( 8122 & ) .
3. 7£ Route 53 #Z#l&EH , A —FKidxk , FENEENEBRMRERBEEH CloudFront 7B

® Note

XS RFE example.com Y DNS 12X E 7 Route 53 A, MREFR{EA Route 53 ,
E1R R DNS 1R EE L5 & P S B 1TIRE,

1. ERHENSMERP , EREEX , AEEFE— M.

EFHRP , EREFANEE,

FidxHF , EFEGEIZR,

EREVBIEET , REUTSH :

« HIEFEBRT , RIEFHAE T

- ERBEKT , EEEREEH,

- EEINBBRFEITH. & THABRSH , BRETANESR,

- FIEFEKBIKRSD , EFEA-FREBHE IPv4 b3t FEH AWS iR
- EFRERADIRF , EFE CloudFrontD BLHI 51 E .

- WEIRERAEIRTREIN-—MERE, EXFEPRALD CloudFrontD B & 75, &
WA BAIE R B RAE AT E R SR PR RSN 2B

5. LE A RICFK,

A w0 D
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{5 Apache Web IR&25

LA SR BA an{a] 55 - Apache Web BRZ588 79 https://autodiscover.company . t 1d/autodiscover/
autodiscover.xm| S| RE, ER https://company . t1d/autodiscover/autodiscover.xm| SR E , &
B AT S8 M A BR“autodiscover.” B4R

£/ Apache Web fR5588/8 A 2 AutoDiscover Bt E%

1. TEBHAT SSL ¥ Apache lRE 8 LETUTES :

SSLProxyEngine on ProxyPass /autodiscover/autodiscover.xml https://autodiscover-
service.mail.REGION.awsapps.com/autodiscover/autodiscover.xml

2. REFEFE, SHLLT Apache B3R, MREFR T EUMIERE , ESH Apache #B :

* proxy
* proxy_http
* socache_shmcb

* ssl

BXRNAFBEHBRVE R |, BS LT E 9 AutoDiscover,
AutoDiscover 2 2 B ER TR FEHERR

RNELE T DNS 1R1E /5 AutoDiscover , & A LUK Y AutoDiscover AmTT REE T, MREEIE
HERERS , CAFEARLENNERYEEHITER,

RHESHREBENHNER

1. FRwLE , MXRBERZSHRIEA POS AutoDiscover T 3K,

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

MRENIHESEREILER  ©AIRE 401 unauthorized HE. , MU TRBIFFR :

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml
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HTTP/1.1 401 Unauthorized

2. ETXR, Wi —MNEXH AutoDiscover ER, BIEIELUT XML BEH request.xml X4 :

<?xml version="1.0" encoding="utf-8"?>

<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
requestschema/2006">
<Request>
<EMailAddress>testuser@company.tld</EMailAddress>
<AcceptableResponseSchema>
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006
</AcceptableResponseSchema>
</Request>
</Autodiscover>

3. EAZIRBrequest. xmliy XA H ML IHT R AutoDiscover XK HE T HHRIENER, HFicE
fF testuser@company.tld B AERE B FEBHF bt

$ curl -d erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

MRIH[RBEIET , NIRRT AT RE)

$ curl -d @erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

Enter host password for user 'testuser@company.tld':
<?xml version="1.0" encoding="UTF-8"7?>
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/
responseschema/2006" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006">
<Culture>en:us</Culture>
<User>
<DisplayName>Userl</DisplayName>
<EMailAddress>testuser@company.tld</EMailAddress>
</User>
<Action>
<Settings>
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<Server>
<Type>MobileSync</Type>
<Url>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Url>
<Name>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Name>
</Server>
</Settings>
</Action>
</Response>

YRR B 1 RS

B B4R N FHIRIE ( WEERE FHRMY ) IEENPR, #lan |, &0 LU B i 4 E & @) Z R AY
Amazon WorkMail 48 £ /B9 1 {r] B8, F AR {4kt 31k

® Note

B 2022 4 A 1 A , Amazon WorkMail FF A ERARFZEZERARBAWSIK P ZIE A TR
o MREIE 2022 F 4 A1 BZennm7E , MAEEE —MERA AWS Ik - 3= @t 1T R
BB, MRE , RIMNBUEEHERHRE ., I FHEXSERGRAMARE, FHE
B , AV AT UREE IE R IE B TR

REETEABEN Amazon SES REEHEIRT , F AT MURRIX ESRIRE, MREEREEN
Amazon SES K& , WAMBETHITHXREN . BXREZEE , FERAEEFHEN B E L Amazon
SES RS E KR,

/A Important
FERRENNEE, WREXFM , FPHBHRES. ERFEFRRANETH,

SERTI B 4D SR g

1. 3T LE# WorkMail #%|& , Wik A https://console.aws.amazon.com/workmail/o

MREE | AUEXR AWS Xig, Atk , HIT AV TEREAMNERKEHIR , REEEFMEN
Xif, BXxXENEZELR |, 55 (Amazon Web Services — iS5 #) iy X% S,

YmiEIE B 10 SR RE 7 1.0 155
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2. ESMERT , RRAQR , AREREREALNEBN.

3. EEMSMBERS , &FHE,

4, RUETHEHEEHMWANBNEN , AREERME,

BB RF R R AR DT 1A AE
5. HEFNBMELBEEESD , AEEFRME,
6. NWARFWHRHEEEITEES D,

B E M Amazon SES RS = (K EE

WMRIEME A BE X Amazon SES K | HIHR I REILEENEHER,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AuthorizeWorkMail",
"Effect": "Allow",
"Principal": {
"Service": "workmail.REGION.amazonaws.com"
.
"Action": [
"ses:*"
1,

"Resource": "arn:aws:ses:REGION:AWS_ACCOUNT_ID:identity/WORKMAIL-DOMAIN-NAME",
"Condition": {
"ArnEquals": {
"aws:SourceArn":
"arn:aws:workmail :REGION:AWS_ACCOUNT_ID:organization/WORKMAIL_ORGANIZATION_ID"
}
}
}
]
}
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£ SPF XY &8 F BB 4 1T & 12 3 iF

EYEARIEAESR (SPF) 2 —F e FH4RIEIRE | EEITTE TGN, RERBEEETHELR
ENEBETHHERERGESEAFAENEFIENITN. BXA WorkMailigZ B S5 BE & SPF
HEE , SR Amazon SES F £ SPF X B8 FER4Fi#t 1T BB K1,

L& B E X MAIL FROM i3

BIAMBERT , LS5 WorkMail £/ amazonses.com H’J%ﬂi% YER B KA B FEBFAIMAIL FROMIZ
o WREHE LK DMARC REEUE X SPFIRE , XA S LA AN, BRREAR , HHE
BCHEEER MAIL FROM i, ETﬁﬁﬂuﬂHEﬁ%mB#iﬁlﬁEﬁ MAIL FROM 3 , i5Z0F {Amazon
Simple Email Service FF R AR 1EFE) PHREHE N MAIL FROM 1,

/A Important
1£ i0S &% L /5 A AutoDiscover Bt , EEBHE N “BR R84 A" 5,

EXBEN MAIL FROM B EZEEL |, 2 H Amazon SES M X iFHE Y MAIL FROM i3,
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e AP

&R BATE Amazon LRI MMIBRA 7 WorkMail, b5k , BEATAEERA B FERFRIG, EIEHER
FEECAI A IR B RANER | AR 6 HEBFER R

£

- EEAFSIK

- AIAF

- BRAF

- EEAFEIE

- ZRAF

- REBASFARER

- EBEAFED

« Amazon WorkMail Z278 5% B SEHE AR 25
- EABEHA

- BREXEEREMENSEFHRH

EERAFAIR

EFEAFIIR

1. ITFLEE WorkMail #2#|& , Wik A https://console.aws.amazon.com/workmail/o

MREE  ALUERAWS XiF, ERFIAEO0MBOES | FTHFEBRXEHIR , RAEEE—IKX
B, BXEZEELR , H3@ (Amazon Web Services —fi§5E) i X5k 2o

2. TESMBEKD , & Organ izations , RFEBREHALREZ
3. ESMmERT , EFEAF,
4. A BETBUEAFE. ERAMRNEE TRt FIEA

® Note
BRXDKIME,
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A P

HERMA PR, Amazon WorkMail £ Bz A2k FE. B LU 5% WorkMail W £& B2
BAREF. B3REZFHTE macOS 5 PC LAEA Microsoft Outlook & 3 H11/ [A] BB 44

AR AN B0 A

1. 3T LE# WorkMail ##|& , MikA https://console.aws.amazon.com/workmail/o

MBEE  fUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services —fi&#5E) iy XE %S,

2. ESMERF , ERAL[  AREREQEMIAFNAL,
3. HESMERT , EE AP, RBERE HFMAR,

FHI RIMAF BE.

4. ERPEAGETHAFBEFEY  AARFNEN. ZBNESERES FHRAFEuESR, R
BHLERFNE T SHRAFETE , W LAY B TR i uk 7 BR o

(AiE ) ERFNHREFRARFNEZNER,
ERRBWMET , AR HNERE.
£ BB FERAF I AR | EZ B FE R A S A MR,

RANBRT , ARERELRMUIIRD. ERELRMUIIRPEBEAS, , HER HE2 Rt
RPER EIRE

9. G ‘EEAF, RAFENZRERFARMEAR,
10. £ “BRRE" T , £ E8 N EEEE EPWARAFNED,
1. EEFMAF

© N o o

BRRAF

LB T# WorkMail 54l 5EZ B FEK , RE LK Simple AD EFRHELXEHAAFRK |, &AL
ET DA EAX AP WorkMail, BRI URBUTSREFERAEKSHERANAF,,

BRRAF

1. ITF LS # WorkMail #2=H|& , MikR https://console.aws.amazon.com/workmail/o
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MREEFEE | WJUERAWS XiFl, EERFHAEOMNBHESR | ITHFERXEIER , RAEEE—IX
B, BXxEZEL , 555 (Amazon Web Services — &5 %) Sy X% S,

2. ESMERT , ARER  REERENHBAAFNAL,
3. ESMERT , ’ZERF.

FHIAAFSIR, £ TER. ZANREAFRSHNAFRKS EREZIIRT.
4. MNEZERKFHAFIERD  EHESANRAFNERE  REEE SR

LR RS A PR
5. REFE A EFAFRBMNRALNIR TR , RFERER.

EBAF3A

&R LA A P AN DS b BR B8 - R 4 51 2 o
R P A InER F iR 4 51 &

1. ITHLS# WorkMail #2H|& , MR https://console.aws.amazon.com/workmail/s

MBEE  fUERAWS XiF, ERFAEOMBOESD | FTHFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services — iS5 E) iy X% S,

ESMBEKT , %F O rganizations , REEERENERNMAFHNHLAEMR.
ESMERKT , &iF Users , RBEBRERNETIMBIEHNAFE,
ERAFFHEESD , ERBIBETF,

BB IETFT , &R RmaE,

BB ER, mABIE,

EFE—NMIERBIE

EFER,

© N o g K~ D

T BR AR 7= Y B8 F R 44 Bl B

1. ITH LS WorkMail #2H|& , MR https://console.aws.amazon.com/workmail/s

MBEE  fLUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services —fi&5E) X% S,
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ESMBEEF , E$F Or ganizations , REERENPBBRAFNEALBR,
ESMERP , EEF Users , AR ERENTRIBRIENAF A,
ERAPFHAEES D , EENBIETF,

BB ETFT |, EPERBRN SIS ZLHSIEE.
BIENEMRA A

£BRAE EBOF , &F BR,

N o o bk w0 DN

ZHAF

B L N ZRAAARNEMAFR, YRERAENMNAFR , e BB EEHR. ZARERE 30
KA PR Amazon F il Br E U458 WorkMail,

1. FFHLSE WorkMail #2414 , Mk A https://console.aws.amazon.com/workmail/o

MRFE  ALUEHRAWS Xig, ERHAEOMIBHES | ITHFERXKEINR , AREERE—IK
H., BXEZER |, H5% (Amazon Web Services —fi§5£) iy X% =,

2. ESMBERT , ERAR K RAGERSLSEZANAFNAL,
3. ESMERT , ZERA/.

LR HIRERAFNGIER  ERERLETER,. BRANRSERAFRSHIKS .
4. MNEEBRMAFSIRY , BT ELAMNKSNEIRE , REkE BA"

B R REE A A P AR
5. EEEHM.

REAFFHAGE
HERAFEAERN , TUERATHE -

« NABE-HA, BTN, BESBMEANAFREE.

« ERFEELE ( K/ )  EEEE LM 1 MB ) 51,200 MB ( 50 GB ) %, YA EREEHH 90%
B , Amazon & WorkMail @&, o  EXAFNBEEFTTFTL2FWEN. BXENNESE
B . &5 ¥ Amazon WorkMail E#To

- BHRZFENR : PRABERIRE  UREFRBFHAER.
- ERRESRIANER : RTF A ERBRBENNR , FEAFRT TR AT ERRE T E R,
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(@ Note
MR EFF Amazon WorkMail 5 AD Connector B FE&ERK , T EM P REIX L FMESAWS
Management Console, &4 {EH Active Directory B2 T ERET(], YENALRLTHIR
ERERT | FFERAXERS,. BXEZER , H20 EREEXPHRS,

FEAPFAEER

1. ITFLE# WorkMail #2=H|& , MikR https://console.aws.amazon.com/workmail/o

MREEFEE | WJUERAWS XiFl, EERFHAEONBHESD | ITHFERXEIER , REEE—IX
5, BXEZEL , 55 (Amazon Web Services — &5 %) Sy XE %S,

2. HSMERT , GERAN  ARERECRANAEL.
3. HESMERT , ARAF , REEEERBHAFNEN.

WED AR

1. BERAEEHIH , EBEE.
2. ERAFRAGET  BEFEWMARNEIAFHITARGER
3. ZRE , BRREER.

YriEER B

1. ERAFEAGEET , EREFETF , RAEEERRE,
2. HEEHERFEETES , MABMBENKND, BB ANT 1 3 51200 2 EHE.
3. EBRREENR.

EEBIRFHE
(® Note

EEERBHRE , FNAFEAEENERREEEEMNAmMazon3E S| WorkMail, BXREER
IRFNEELR , TSR A Amazon REBFIZEZEF i WorkMail,
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1. BEAPFAEET , &EBIHRFZ AT+,

2. EEFIHHMREZIER , FIEERF

3. EEFREFMIFMEER , BEMIRE ID FIFERZEEM.

4., ERIRFBRRIZEE , BEBEZENZLNRIERA , ASRESTERZMRIER,

5. ERFEISTRHXEESD , WIABBRRBERRE. FidE , AFPBERXFEEE Amazon R,
f414 WorkMail BRI,

U 55 P RE X PR

1. %$% Permissions ( #XBR ) W,
2. BHRIATTIREZ—

1. 2RIMRER , HEERFMRR. FTFHRAMFANRIRAEEAFSIA , ERZAFHANRR
RE , ARERRT

2. BERERAPNR , FARAFRZUNRE, &REE , AEMFNEE , RAEERREF.

BXNRETNESER , TS HAEARENER.
3. EMERFIENRR , HEEMER , REEIAWER.

EERAF R
MRAFPSIEFBHEE R Amazon BHER A WorkMail , BRI LAE B {189 258,
(® Note

MRE BT S# WorkMail 5 AD Connector B Z&ERK , N 4JRFE Active Directory H E & A
P&,

EERF#ED

1. ITHLS# WorkMail #2#|& , MR https://console.aws.amazon.com/workmail/s

MRTFE  WLUEHRAWS XiF, ERHAEOMIFHES | ITHFERXKEIR , AREERE—IKX
B, BXEZER |, H5H (Amazon Web Services —figZ£) & iy X% =
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EERES

2. HSMERF , GEERAR  AREERALKNER.
ESMEET , BEAF.

ERPSIRS  EPAFBEZIINERE , RAEEREERB,
REEREXEESD , BANED  REEREE.

o M »

Amazon WorkMail Z3%3 5 B 5% X fif &5
MREEEZBARRT , BRIEFTZBEETEZHEBEER,
BEBERERIURTER Amazon WorkMail HRERN B FRHE,

Amazon WorkMail B F#1 Simple AD B F#8 K i

FIABER T , Amazon WorkMail B 3% 3§ Simple AD B R Z AN -

- 3
- EL8ANEH

- THEE 64 NFEH

- AEAN T FHH Latin-1 WINPRFAR

He

BHEARNDEUT 5 AFFFH 3 HFH

BHRFRF (Hlm, <, ~R!)
Latin-1 N4 (Bl20, &, G A)

Amazon WorkMail B RZ#BRETEE X,

EF X Simple AD B KB , iI57E Simple AD B K Amazon Elastic Compute Cloud (Amazon EC2)
Windows =5l L AD BT E, BXEZER , BESH (AWS Directory Service EEIER) #

B9 2% Active Directory B2 T B,

AWS Managed Microsoft AD Directory 223 5% B

Amazon WorkMail B33 5 B& 5% 3 R 25
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B> AWS Managed Microsoft AD B XWERIAZBREHEES , 152 (AWS Directory Service &3
™) FMEE AWS Managed Microsoft AD B 21 5 B o

AD Connector 215 5K B

AD Connector 5 ©IEZE|# Active Directory I BRI, BEXZBRKIEBNESEL | iF
28 Active Directory EHY T8,

£ B Al

f& B Amazon WorkMail #3XBH AP, A LRI AR FER ERHIEEA , SIEHEY B -7 hR 4+
AAE#. ESBUEM URL ( SEXBARRRERF ) TREZBOBEA, EEILLIIRE , FRAR TN
Amazon WorkMail AP eIR2EMNANARRF , B NARF2MNAFHEFRERBEXEXNE
Al

BXEZEE , 2 Exchange FREANIT R, BRFEEHH EWS,

BRI AT RS E 4R (s AA7 ) |, Al SUT R EE B MM E XXX ( 2EFEH
%, BRI EBEX).

AILEAEFImEE (0 EWS Java APl SiEE R EWS C# APl ) RiGFRILLTHAE, TUE ERHE T 8
AWS Lambda #1 API Gateway ( £/ AWS TARSSESAESR ) FF & 09 #E X 0 R 25 BV S B R B R A i
F. AWS GitHub © £/ EWS Java API,

THER—NREIHEEITEER :

<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:t="http://
schemas.microsoft.com/exchange/services/2006/types">
<soap:Body>
<m:Subscribe xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages'">
<m:PushSubscriptionRequest>
<t:FolderIds>
<t:DistinguishedFolderId Id="inbox" />
</t:FolderIds>
<t:EventTypes>
<t:EventType>NewMailEvent</t:EventType>
<t:EventType>CopiedEvent</t:EventType>
<t:EventType>CreatedEvent</t:EventType>
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<t:EventType>DeletedEvent</t:EventType>
<t:EventType>ModifiedEvent</t:EventType>
<t:EventType>MovedEvent</t:EventType>

</t:EventTypes>

<t:StatusFrequency>1</t:StatusFrequency>

<t:URL>https://YOUR_PUSH_RESPONDER_URL</t:URL>

</m:PushSubscriptionRequest>
</m:Subscribe>
</soap:Body>
</soap:Envelope>

THRRIWITEERS

<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance">
<Header xmlns="http://schemas.xmlsoap.org/soap/envelope/">
<ServerVersionInfo xmlns="http://schemas.microsoft.com/exchange/
services/2006/types" MajorVersion="14" MinorVersion="2" MajorBuildNumber="390"
Version="Exchange201@_SP2" MinorBuildNumber="3" />
</Header>
<soap:Body>
<m:SubscribeResponse xmlns:m="http://schemas.microsoft.com/exchange/
services/2006/messages" xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types">
<m:ResponseMessages>
<m:SubscribeResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</m:SubscriptionId>
<m:Watermark>AAAAAAA=</m:Watermark>
</m:SubscribeResponseMessage>
</m:ResponseMessages>
</m:SubscribeResponse>
</soap:Body>
</soap:Envelope>

ME , BAFRERETRERPEEN URL. THRRFEA

<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion

ERBEA 7 1.0 166



Amazon WorkMail EERER

xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages"
Version="Exchange2010@_SP2">
</t:RequestServerVersion>
</soap:Header>
<soap:Body>
<m:SendNotification
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</
t:SubscriptionId>
<t:PreviousWatermark>ygwAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:ModifiedEvent>
<t:Watermark>ywwAAAAAAAA=</t:Watermark>
<t:TimeStamp>2018-02-02T15:15:14Z</t:TimeStamp>
<t:FolderId Id="AAB2L@89bS1kNDgxOGYwOGE50TQQ@="></
t:FolderId>
<t:ParentFolderId Id="AAB2L@89bS1kNDgx0GYwOGE="></
t:ParentFolderId>
</t:ModifiedEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>

ERAEEBARNERFESWIEAN , EXAEENTER

<?xml version="1.0"?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages' >
<SubscriptionStatus>0K</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
</s:Envelope>
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EECHITREWRHIXELN , EFSBE SubscriptionStatus FERHPAZXEUHITEMA , ZOFT
HIX ¥

<?xml version="1.0"7?>
<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/">
<s:Body>
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/
services/2006/messages">
<SubscriptionStatus>Unsubscribe</SubscriptionStatus>
</SendNotificationResult>
</s:Body>
</s:Envelope>

A T%iﬁfi"\ﬁ’]?ﬁﬁiﬁiﬂ"ﬁ]ﬁ%ﬂ’]iﬁhlﬂ Amazon WorkMail & &% — “0Bk ( B#A
aStatusEvent ) o RIEMINRFGHENRITFBERPEME StatusFrequency SHHBEE. Hla0 ,
mR StatusFrequency ET 1, BHWEZE—/ StatusEvent, WWETUNTF 1 2| 1440 5%
Z A, It StatusEvent ?éfuzf"ltﬁiiﬁ ;

<?xml version="1.0 (http://www.w3.0rg/TR/REC-xml/)" encoding="utf-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion xmlns:t="http://schemas.microsoft.com/exchange/
services/2006/types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages" Version="Exchange2010@_SP2"/>
</soap:Header>
<soap:Body>
<m:SendNotification xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</t:SubscriptionId>
<t:PreviousWatermark>AAAAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:StatusEvent>
<t:Watermark>AAAAAAAAAAA=</t :Watermark>
</t:StatusEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
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</soap:Body>
</soap:Envelope>

MR E Fum A B A m R REFARELS U FHEREN OK RS TMA , NHFZE StatusFrequency
PTHRNEIRBA, Hln, R StatusFrequency &F 5, BE—NEHELNK , W EHKZE 5 2HA
EiR , HEESXRERZBAFEREHREER, MREERNBEHERLEBEAN , WITFEFELAR , FEF
SRIEEAFEH, EAMLIEIMIT D UABSLBRERMESHNEN., B , SMREZSANE 3
AMTE

EREZAHEINERY B FHR4F

EELAER SIMIME £/ 7 e E AL NS MARRE LA N E MER B FHR4.

® Note
X EE#ER Active Directory REX & Bitbit 55k (GAL) VA FIEH,

EFFaEB R IX B LR HE MERY B FHR ¢

1. 1®E Active Directory (AD) Connector, £t B Fi%E AD Connector A FEEB KL FERAHE
AW EE,

2. BEIEH B31EMELTE Active Directory Ff B 3h il &K M7 A FiE+ . Amazon M Active Directory
WorkMail WA FIEH , HEEHEAE GAL. EXEZER , BSRE SIS B3 E M.

3. B MIZ1T Microsoft Exchange B9 BRS5 85 S Hi 4 BBV IE S H &35 BB F BB 440 SR X L B 0 Bl 48 A
Fo

4. BNMNRAPREBLREIHB FERHERF (W Windows Outlook) ME3hiRE .
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8. 1%&$% Add Group (A1),

N o g &

5 R&#4A

LRI S WorkMail 54l 5EzN B FERK , & BB EE Active Directory FEZX B 7] AR EEH
B, @A AL B X B A E R £ A B A SR WorkMail,

BERABER4A

1. ITFL S ¥ WorkMail #2=H|& , MitH https://console.aws.amazon.com/workmail/o

ANINEEE WA 1.0 171


https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://console.aws.amazon.com/workmail/

Amazon WorkMail EERER

MREEFEE | WJUERAWS XiFl, EERFHAEOMNBHESR | ITHFERXEIER , RAEEE—IX
B, BXxEZEL , 555 (Amazon Web Services — &5 %) Sy X% S,

2. TESMBERD  EFRALN  REEERRALNER.
. ESMBERKT , %&#F Groups.
4. EPFESHANBAZINERE , RBEE “BA

LEEHF RIS AN IERE |, EREWINRE,
5. BIEFE A EEAEUSIEHANZE M  REERE “BA

L BE4A AN INRE 5
BIEHE AL S# WorkMail BA 5 , EAT D% WorkMail 325 & BHZEARMNA R

(® Note

R 57 WorkMail 53&E #8530 B RSS2 Microsoft Active Directory £25% , Il B LA £ A3
Active Directory K EIREMEHEKA. BR , ERAUEFEEE KWATE T 8EEEE Amazon
WorkMailo

B B4 7 N BY R

1. 3ITFLE# WorkMail ##|& , Wik A https://console.aws.amazon.com/workmail/o

MBEE  fLUERAWS XiF, ERFAEOMBHESD | THFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services — iS5 E) X% S,

ESmERP , EREQ , ARERREALNER.
ESMBEKT , %EFE Groupss

HERAEN B

ERAFHAGEEREL , BERAETF,
f£BE SRR TEBRERMNBEARAS,
MT B R APERAFRE,

EERF

© N o o bk~ WD

BHNERARFEE/LDHS ek,

Lk DAY oA hRA 1.0 172


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon WorkMail EERER

mEBAHIFE

A U RER AR FAE R

WERARE

o ~ w0 b

FTFF L % WorkMail $#82%]& , MikJy https://console.aws.amazon.com/workmail/o

MREE | AUER AWS XiF, 48 E0MIHES | FTHFERKEIIR , RREE—IKX
5, BXxEZEL , 55 (Amazon Web Services — iS5 #) iy X% S,

ESMERT , GREAR  REEERALKNB.
ESMERD , AREA K RAEERERBENEA.
EHAFRBREL , REFSEEMNE TR,

RANBRT , BAERELRMUIIRD., BEESRUIIRPEBREIZEE , BB HE2IKkibut
FRPER iR,

ERREFER.

MEHA R REBREX A

£/ Amazon WorkMail #2H| & WNEFEFPBKRE A,

® Note

WorkMail 21 R I &2 5EZRY5ES) B &5 Microsoft SE3I B FERK , A LAERES HERXE
BEENBEARR., B2 , XEMAIESE B RSN E g % EIAmazon WorkMail FrEERI B E],

MEFA P BRRAK 5
1. ITHLSE# WorkMail #2H|& , MR https://console.aws.amazon.com/workmail/s

MBEE  fLUERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services — iS5 E) X% S,

ESMERSD , ERALN  REEERALNER.
ESMERP , ERE  ARERANER.

REFAFE R 1.0 173


https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon WorkMail

4.
5.
6.

EEHAFMAEEREL , EERRIETF,
ERENFATRBRER A
EEBR.

BHNERIRFE/LDHS ek,

BB FZ

18R] LA @ B4R AN DN SR BR B8 TR 4 51 B o

[6) B¥ 4 778 N B8 F BB 443 & o

1.

© N o o bk~ w0 N

$TFE S WorkMail #%1& , M4k https://console.aws.amazon.com/workmail/o

MRFE , JLUER AWS X, #ERHGEORSNES , TFEREXESIR K RAFEE—IKX

. BXREZEE , HSH (Amazon Web Services —fi&2E) H Y X g ik S
ESMERS , %18 O rganizations , REEBRE N EH RN B HWALKE TR,
ESMBEKRD , & Groups , ARERENHBMBIENEFAEN B,
ERAFAGERD , EEIE,

BB T, EE RMBE",

BB 'R, WMARNE,

HE—MIERFE.

EFARD,

MEFA D ER B F BB BB o

1.

2
3
4.
5

ITFF I &3 WorkMail #2%|& , Wik R https://console.aws.amazon.com/workmail/o

WRFE , JUEHR AWS XiFfl, #RESEORENES |, TFEEXESR K RAREE-IKX

B, BXEZEEL , 501 (Amazon Web Services — 85 %) H Y Xig fiw 2o
ESMBEKF , E$F O rganizations , RFIEEZMN I ER BB B ELR B,
ESMERKSP , % Groups , ARBEEFREMNPHIEREIBE N EFEN B
EBEAFEMEENY , EEE,

BT, EPERBRE BB ZiL R EEE,

EEEAR R

EERES

WA 1.0 174


https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

Amazon WorkMail EERER
6. EEBR,

7. RIPREMRRABIE

8. E'BRIG BOF , &E BR.

ZEHEA

SETBEEAN , AUFEER,

1. ITH L% WorkMail #2#|& , MR https://console.aws.amazon.com/workmail/o

MREFE , qJUER AWS Xig, EREEHABEOMIHED , ITHEREXEIR , AREE—IKX
H., BXEZELR , ESHE (Amazon Web Services —fi&SE) H#Y X3 M im R o
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ERFBaRENEETEN , ZANSERTHRER, ERENANERTHREER. 8M&F4E
ERATX S KNENIRSRERENE R TEE.

Amazon WorkMail 3K EMNT :

o MR DENY MM EZFBMHIE , MZREESFEIEZIRRGR, DENY UL T ALLOW #
n,

« MRELF— ALLOW MM TZE , HB&EET DENY FUPCE |, NZKEE A F1ZIRZ G R
- MEREFAHEMAN |, NZIRESHEELE

/A Important

BREZF2REANATRENEM., XLEIRZE 2T Microsoft ActiveSync & & Bt B3 B 1k
L£HEM, Amazon WorkMail TE M R B EFIRIRENEERE EHIZH.

BERYRZHRMAN

B LAERA API T AWS i B 1THRE (CLI) SIZMEEBHRBIHEMN, HXx AWS CLI WES(E
B, #ESHAWS e TREAFERM.

/A Important
L RE X Amazon WorkMail ALK THEMRNE , SEMWRZAEEER DM B FEEHN
AN, HEFEHBERETREASRIAEFT BT, B2 , ENEAN , BLIENEE
FHNITH. BXEZEER , iS5 RTesting mobile device access rules,

5| B3R F T RIM N
AT RO R 5 H B3 R Z RN

aws workmail list-mobile-device-access-rules --organization-id
m-al23b4c5de678fg9h0ijlk21m234no56
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aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21lm234no56 --name BlockAllAndroid --effect DENY --device-types
"android"

LTREIGET —MXAEERASH i0S AN, 555 HMBRERIARY ALLOW-a11 H0,

aws workmail create-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --name AllowlLatestiOS --effect ALLOW --device-
operating-systems "iOS 14.3"

BB RFZ RN

PR R BIEE AN IIPR IR R SR E R IR B AN o

aws workmail update-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d --
name AllowlLatestiOS --effect ALLOW --device-operating-systems "i0S 14.4"

T ER B 3 ik & 15 R AL
LT RGIMBREB S ERMRFNBIREZ RN,

aws workmail delete-mobile-device-access-rule --organization-id
m-al23b4c5de6781g9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d

NAB 3 IRZHEAN

ENHK B EMN , B LAER GetMobileDeviceAccessEffect API 8 AWS CLI 1 #9 get-mobile-device-
access-effect 6. HX AWS CLINEZEE , 50 AWS s ST REAF I8,

MiRET , BEABRUBINZZHNEMY , AE APl 5 CLI 2 RE EGXEE KRBT R [FREN
TAEALPR ( ALLOW 3% DENY ) o g0 , tbag5MliRi=4T iOS 14.2 B9 iPhone LA K BRIAHR 4N FAfE FF 8
AiGEHRFE

aws workmail get-mobile-device-access-effect --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --device-type "iPhone" --device-model "iPhonel@C1"
--device-operating-system "i0S 14.2.1 16F203" --device-user-agent "i0S/14.2 (18B92)
exchangesyncd/1.0"

EEBIREZLAAN 7 1.0 189


https://docs.aws.amazon.com/workmail/latest/APIReference/API_GetMobileDeviceAccessEffect.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

Amazon WorkMail EERER
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REBHEZREFHAEFRRRE NN FTENER , NTENREEZE, BIEXKHFFERS
PR{E $NONE , AT LU Eix g & #t {TIEBL, Bl , @& DeviceTypes=["iphone", "ipad",
"$NONE"] BFI N RFPCE 3R E 1R R XA N "iphone" = "ipad" WiIRZ RV EATREIRZ R AL
%o

NotDeviceTypes B NotDeviceUserAgents EBEEXHEXEEERLE, Fln , 25
NotDeviceTypes=["android"] WMNFEEFEFREZELXEFR "android" HiRE. BR , &N
MASTEBAFTRERELXRBEWNZR,

EEBIRBNEES

BULERBHRZFP RN BEERBZBHREFFAMANNER, BEATHEEAFNRE , B4
RFEFRINGRIAN , LR AERABERGIBTFRIMNUE —REBS , HAFRELEENAF MRS
Mo MHh , EALGERS DefaultDenyAll BERZHEMAMNEEER . XHFIHRRERELET E
ZHBHRZEE (MDM ) BRAR. AXRESFER , FEHNEEESNEBIRZEERRLEE
X

£}
- BYRBIPEESN THERE
- EEBE

BoiRRipRBEEN TERE

BB EAFNREN VR RZTRAES. THAEAFPMEZNBIRZHRANN , BE
SREBRINGRIER, flan , mRFRMNBEEL TR , WiGRBZAFZAFPFREZED HE FEB
%, ik , MRFRANBEEARFHRE , WA GIEELEAFRMEEESHBGNES. SERERB
REHENREERN , Amazon EREREBMZAFFREZR FIHEMNER , & WorkMail BIREEH
ABHIRRHRIANNLE R

/A Important

YR AEA Amazon WorkMail AL ERBIRZH AR |, SEMWREIEETERLDH
TREEREFNEETE.
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BEBS

AT LAE A APl 2 AWS Command Line InterfacetlZ, EH M BB B HRBE. AXESZER
AWS CLI , 2l AWS s ST R EAF 5.

EERKIZZ ID, E#FH AWS Management Console, BEXEZEE , BSREFBHIRZFMES,
DIHBERZHRES
I /R B35 B8 2n4] 51| H 38 € Amazon WorkMail ‘AR FTE B3R R 5 R R

aws workmail list-mobile-device-access-overrides --organization-id
m-al23b4c5de678fg9h0ijlk21lm234n056

BN EFBIRRHRES
XERE—NBHRZFRNBRES , LIELTF R IEERN Amazon WorkMail H4E2, AP FERE 1D,

aws workmail put-mobile-device-access-override --organization-id
m-al23b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO --effect DENY

ALMERIM BN B RZBBRABZUEATEANNR, XHEMZACIENBHRBFEES , AR
BRI =IELE,

aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect ALLOW

MEREBERR TR EES
XS BRI ERY Amazon WorkMail A4, B FFRE ID WBIIREZFHRNER,

aws workmail delete-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO

EBNREEEMRG RER
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WITREBRZEDDNEDIER. FEEFHEFREZ2UNEAMNEERER TUERE=SBHRZ
EHE (MDM) fRA =,

BaiR& EEER T ZER

BRI ERMER TEE MDM SRS R  “REB'SEE . FEREN MDM X4 , THRIENERT
RXEFPLERN,

EREEXT , BHRFBEIEMN MDM R EEMA Exchange &3[R (EAS) I RIL S #h
WorkMail, MDM f#R A RFEARZBRSKRAFRIELFT Amazon WorkMail BIERY G E. £ Amazon
WorkMail 5 , EFAX ¥ EAS M\ MDM B3R5 R — DS A P a1k 3 17 15 5] B9 15 [R1 42 I
BXEZEER , BSRAEA B REZESIFN,

TEHERTHAENKEEXRE,

Access Contral

Rule
.
EAS EAS l N l
WaorkMail
Device
Posture
Changes

MDM solution

EEEEXRT , BaiREFEA EAS WorkMail [E3#£15[E Amazon, &#) MDM fi# R 7 BLBEYBIRZIRES
By, AFE TSR RRERFEXLEER, Y MDM BRARRMERSER ( FIINEEFREHN )
i, CUOURBZURE , HEBRELSRHBAEEH. Amazon WorkMail B2 A A LLIRE — N RS
REWXESHRSEYS , HEHVWEBHRZFRANRESR , ATFRIELERZHASLFTHFS MDM
RE BRI EBITHFL

TEHERTHANBEEEXRE.
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Changes " Status CLESS
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Integration

MDM solution

 WorkMail HAEREN EERENTS5E=7 MDM fFRTT RERK
EEEERXTSE=ABHREEE (MDM) BRHRER , KRBZUTER ;

< QIEBURESIAN , BREAHFIRZFHIEFENRXET ActiveSyncihills

« BIEERINK “deny-to-all” B IRZFEAMN , WRIIAER THELFAARASIABEEN B IRE

- RABHRBEEBRAR , SRFEXAZEDY (IRB/FEHTHEER ) i, ZBRARLK
H B ESUBAHEHF,

- DIEAEMNHRHAHRETXEREA , R/5HEA Amazon WorkMail SDK R 8|2 3)1R& 15 RN RE

==
I o

XA AT RERATE A PR EEREH B E Amazon WorkMail BR58 2 BIER & H MDM §M M ER,
155 FR 7 (1] 42 440 00 PR 1 B8 3h 1% % B 5 (R 4 PR ActiveSync

BRI B IR RN 1Z ActiveSync il , F B ] LA A R HIH N SRHBAT LR, Hltn , &
REENLATIAEB IP tb k36 B PR F 33 EALER A B T R AR , AR RIEMNL BB X I3E S EB 5 (8] 88 F
BR 4 ActiveSync B F o, BABUXEEM , B RN ActiveSync RIFEREARZ ID RFRZ. T8
FA B Bx R ER 415 8] il (IMAP) 2R Exchange Web Services Eihille, BXEZEER |, SH AR
EHEIFN

IR IR AR B4 2 5015 R ALY

ENMEBYRBVFARRRGEZABHRBEEBRRAR , FOE-—NMARMN , ZRAMNLB3E
BARE , RFEAFPFRRZHITES, AXRESZEE  FEREERIRZHEAM,
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BRGIE R T 4EL S5 HN

aws workmail create-mobile-device-access-rule --organization-id
m-al23b4c5de678fg9h0ijlk21m234n056 --name DefaultDenyAll --effect DENY

MRBRBSERMERNACIRBHRBIFEAES

BATE MDM SR B REBAREBXRRZRBDERNEL, XLEBHAMH—NTLAER Amazon
WorkMail SDK SIS EHMBAIERIHENBRESWAAER, BRINERT , BB F A WorkMail £ H]
HERT RN ELFAEAN BHRZHEMN , AmazonSIELFRIFELERBERFEBENRE. 4
MDM RS REERRHFEMEERALLERERHFESERNBEANN , HAHGTLUBES RIEERAF
MgELERESR ALLOW R B EZHRBERMNEBABERSN, MREZFZETRFEER , B
MEREEMRARARES —NEA , HETELBRIE R A BZUIELZZRZNHR, BXE
ZEE | FSH EEBYRR PR EE,

B X Amazon 5 MDM WorkMail £ RBI , FSFELAWS REINHERF,

§ WorkMail AR BN EERER FSHE=% MDM BR7 RER AR 1.0 194


https://github.com/aws-samples/amazon-workmail-lambda-templates/tree/master/workmail-ws1-integration

Amazon WorkMail EERER

{5 A ER FE A PR

O] LAE A Amazon WorkMail REVERFENXPR@ AR AR FEEMA P ERRE T/ENNF, HRFREN
FRSEEATFEANFE, SIES/MNAFEBHRIE—E  MEEXZZHMBENEIL, EERFENEN A
P 7] LAISE ER A4 Sh iR FE B3R H M L ZhB RS & % BB T BB

® Note
XI I8 T2 B it it 5 2= P BR A A P R BERE SR B R A9 A 7 40 AT BA 17 (7] Be el A 7 RO BB 46

BTRAIRER T A SR FRIR -
« TRHENR - EAXNMENTE2EIABEAGRNER , SRR ENRAINR,

@ Note
WRBTRERTRP. TEMARTEEL AR,

- REKZE - ALAFPSEARKREMAF, ZEBFB4. WA EERTE From: (M) #rske , 24
AERE Sender: (K A:) bRk,

« REN-TULHEAFPREUMBEFMEE SO REAB TG , MAE RN ERRESEA. BFEFIEE
£ RTE From: (M:) #53kH Sender: (K4 A:) ¥k,

- T -BHEAFRAREEFHA,

@ Note
EREMRFERBENR X ENRT B ZANTERA , SEREANKR.

HIRZFERFENPRET , Amazon WorkMail B X RSE < BN A F e B 3 EF A IX LB A /Y
A X BR

X F Windows R #Y Microsoft Outlook & F i , EEZLHRNENAF B hRXEME. &Z
RFENERE 60 248 , REEHZ 3 Microsoft Outlooks

% F Amazon WorkMail Web BRI EFUAREHMBE FHH4EFiET , EATSHRNENAFTUFE
FITFAHREMFE, BIEETRELFEZE , BT FNEBE B RSITHRES | REAPFEXF,
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« RTHBFEAI AR ER
- EEA T RERFEN R
- ERARBERFENR

T R A6 F AR R AN PR

B RE A BRSE A T HRFE B FE SUE R, X AU PR RAEH AWS K158 A BRI A Amazon
WorkMail B3 API 8 IAM AR E A, ERBNMERHREREBMNANNE , iIFEH AWS Management
ConsolezX Amazon WorkMail APl, A SAMNREI A EEZIE 100 MEEMNEANR. EEEESAHF
FA MR , EFEH Amazon WorkMail AP,

NHRNRMGER FEANHFR, RELAFPAAFEREFI4EF iR ER Amazon WorkMail Web i
ARFIREXHRNRE, XA Amazon WorkMail Web R ARFREXHERNESEL , H5H
{Amazon WorkMail FAF1ER) Y H = S0 A XA ER

EE A PRV ERFE R

B A LAE A Amazon WorkMail 24 A EE AP MANMFENE, UT&IBoRBNMAEERFPHN
R, BXEEANNRNESZELR , FSREBEANHFENR,
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« IR
- REASHNERFENER

78 B BR

IR, BeE— P MAPRTFES —MRAPNBERHRT - TIHSIESHNF,. Flm, RiRAT
AFERKREETE (AT B) RiEEH, BERTFZMNER , FHRIAT B WERERE , ARTFAT AR
1TPRE RAES R,

AN R S A PR

1. $TF Amazon WorkMail ##l& , Mt : https://console.aws.amazon.com/workmail/o

MREE  TUEXRXEH, NSGhiEd  EBRFELEROXE, EXEZEE , B5H
{Amazon Web Services —fig2#) HH X% =,
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2. ESMERT , ERARQ  ARERENHEENRNALN AR,

3. ESMERT , ERAF , ARERENHEENRNAFNENR,

4. EIEFE Permissions I+ , A/F%EE Add permissions,

LE B B 7R INAR BR XY 1 4E o
5 FIFRMFNRINEK , AREREEHRIEBENAFSHA,
6. TEHPFERRMAENRT , EFFAENIED,
7. I A (FI0) .

FIRRBSTAEBE 5 DT EIAR.
Y8 F Y BB FE AN BR

SREBRAFNEENRE , EeEREMANZAFBBENTENR, REBERFENRT B RERRE RS A
P9 T3 R A BR o

YrIEER R

1. TF Amazon WorkMail ##|& , FitH : https://console.aws.amazon.com/workmail/o

MREE  WJUERXE, NSGREd  ERFELERNXE, EXEZEE , TSR
{Amazon Web Services —fi&S&) @y X iZFim 2.

2. ESMERT , ARAN  REEEENHEENRAVARN B,
3. HESMERT , ERAHF , REERERBENRIAFNEBR,.
4. EENRIATIF,

SE B B R AR B X ERFEAY A P AR 5 R
5, EREFUMNAFNAZUMNREZRE , RERITUTE—BRHE

i BR AR 7= 9 AR BR

1. i%£# Remove,

I B B R A BRAR BR XY T AR
2. EMIBRARXTEAES |, EEZEMIBR,
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YRR R P YR

1. IR
BEE R B R RE R BRI IEHE
2. REFERENR , RBERRE.

[a) EL L P 5% F X iR A Y AX R

1. 1%£$# Add permissions ( ZNIIRER ) o

LR B RN A PR 3T R AE
2. TR MEF RS R HERERFMP A
3. RBEEEIRENR , ABEEHRM,

NNRNWERBZZ TR 5 DB e BIRA/,,

SRR HRFE TR

A LA Amazon WorkMail 375 0=k il BR 4B A BR o

(® Note
BITEXNANAT 2B EMNER , BNARE 7R EBFE,

EEANR

1. 3TFH Amazon WorkMail #Z#l& , Wit : https://console.aws.amazon.com/workmail/o

MBEE  UERAWS XiF, ERFAEOMBOESD | THFERXKBHIR , RAREE—IKX
5, BXxEZEL , 555 (Amazon Web Services —fi&5E) X% S,

2. ESMERT , ZRAR K RAGERENHERNRHALN BN,
3. HESMERT , ARE K REEEENHRENRWAR R
4. EENRETF , REEFEFINKR.
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« Java - EWS Java API
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® Note
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EHENAR

EiFRIEBFETIE , EEA Amazon WorkMail API #4E AssumeImpersonationRole, B3 Amazon
WorkMail APl WEZFHER |, ESHE API S Z,

AssumeImpersonationRole &iRE— Token, Bt Token HJIE 15 FE#HRET HTTP #5k
Authorization f&iEZ| EWS i,
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T ROVERIAFELAEE EWS thilERER. RATERNERIEE T EGNALNMKSFrEs
BT iEAESR -

WORKMAIL_ORGANIZATION_ID — Amazon WorkMail 2432 1D
IMPERSONATION_ROLE_ID - #E#\A® ID

WORKMAIL_EWS_URL — Amazon WorkMail i = F B & IR 89 EWS xR
EMAIL_ADDRESS — FA P~ ERF& Y B8 F R 44 b it

Example Java - EWS Java API

import software.amazon.awssdk.services.workmail.WorkMailClient;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleRequest;
import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleResponse;

import microsoft.exchange.webservices.data.core.ExchangeService;

import microsoft.exchange.webservices.data.core.enumeration.misc.ExchangeVersion;
import microsoft.exchange.webservices.data.misc.ImpersonatedUserId;

import microsoft.exchange.webservices.data.core.enumeration.misc.ConnectingIdType;

/rr

AssumeImpersonationRoleResponse response = workMailClient.assumeImpersonationRole(
AssumeImpersonationRoleRequest.builder()
.organizationId(WORKMAIL_ORGANIZATION_ID)
.impersonationRoleId(IMPERSONATION_ROLE_ID)
.build());

ExchangeService exchangeService = new
ExchangeService(ExchangeVersion.Exchange201@_SP2);
exchangeService.setUrl(URI.create(WORKMAIL_EWS_URL));
exchangeService.getHttpHeaders().put("Authorization", "Bearer " + response.token());
exchangeService.setImpersonatedUserId(new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS));

Example .Net - EWS Managed API

using Amazon.WorkMail;
using Amazon.WorkMail.Model;

using Microsoft.Exchange.WebServices.Data;
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// ...

AssumeImpersonationRoleRequest request = new AssumeImpersonationRoleRequest();
request.OrganizationId = WORKMAIL_ORGANIZATION_ID;

request.ImpersonationRoleId = IMPERSONATION_ROLE_ID;
AssumeImpersonationRoleResponse response =
workMailClient.AssumeImpersonationRole(request);

ExchangeService service = new ExchangeService(ExchangeVersion.Exchange2010_SP2);
service.Url = new Uri(WORKMAIL_EWS_URL);
service.HttpHeaders.Add("Authorization", "Bearer " + response.Token);
service.ImpersonatedUserId = new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS);

Example Python — Exchangelib

import boto3

from requests.auth import AuthBase

from exchangelib.transport import AUTH_TYPE_MAP

from exchangelib import Configuration, Account, Version, IMPERSONATION
from exchangelib.version import EXCHANGE_2010_SP2

work_mail_client = boto3.client("workmail")

class ImpersonationRoleAuth(AuthBase):
def __init__ (self):
self.token = work_mail_client.assume_impersonation_role(
OrganizationId=WORKMAIL_ORGANIZATION_ID,
ImpersonationRoleId=IMPERSONATION_ROLE_ID
Y["Token"]

def __call___(self, 1):
r.headers["Authorization"] = "Bearer " + self.token
return r

AUTH_TYPE_MAP["ImpersonationRoleAuth"] = ImpersonationRoleAuth

ews_config = Configuration(
service_endpoint=WORKMAIL_EWS_URL,
version=Version(build=EXCHANGE_2010_SP2),
auth_type="ImpersonationRoleAuth"

EAENAE
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)

ews_account = Account(
config=ews_config,
primary_smtp_address=EMAIL_ADDRESS,
access_type=IMPERSONATION
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S HERFEA A

A (Amazon WorkMail API £#) H# StartMailboxExportJob API #2445 Amazon WorkMail BB 58
A& S HZE Amazon Simple Storage Service (Amazon S3) Ff . LLRESLL MIME #& 30518 EHB

FPWFAEEFER4F ARIE & 2 Amazon S3 BRI — .zip X#HH, FLSHKRAF
ESEHMME,

SEREBFES HELFEBENREBURTHFAERT BN X DNKBE, ATHES HELSFE—BEE ,
A ErRRBEATEENNERNRE, EEFSHELWRES , EFEA (Amazon WorkMail API
$2£) HH DescribeMailboxExportJob 2 ListMailboxExportJobs API #4E,

A S HAELTRE |, FEREEENXIFR AWS Key Management Service (AWS KMS) & £ %47
(CMK) X Amazon S3 FEMHEY .zip XHFHTME, BT AWS KMS mn# 25 Amazon S3 &5 ,
Rt REAFERIGE AWS KMS CMK |, TH/EEI & & @B RSN EIE.

TR
AT RS IR R SRR

- wIERES,
« —/\ Amazon WorkMail B G K
s = NMNAFLXEIHFB Amazon S3 7. BEXEZEER , BZH (Amazon Simple Storage

Service A1) PR Amazon S3 Fik H B RIXBRH Amazon Simple Storage Service A
P8R,

o —/N\XFRAWS KMS CMK, BXEZEE , 5 H (AWS Key Management Service ¥ & A & 1§
) FHAT

- —> AWS Identity and Access Management (IAM) & | HEXBERZRFEA Amazon S3 FEH
£/ AWS KMS CMK IZ B RIEXHHNR. BXEZEE , HS ML D 2047 WorkMail /3
IAM,

IAM R RBIFA A2

UTRBIERT —N IAM R | ZRERTFEA Amazon S3 F#BHEHA AWS KMS CMK INEE
RIEXHHNR. EEUAT TS . SHBBERNESEFFEALLROIKRE  BRZRBESEANXEER
mailbox-export-policy.json B9 JSON 324,
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:GetBucketPolicyStatus"

1,

"Resource": [
"arn:aws:s3:::AWSDOC-EXAMPLE-BUCKET",
"arn:aws:s3:: :AWSDOC-EXAMPLE-BUCKET/*"

]

.
{

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KEY-ID"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.us-east-1.amazonaws.com"
},
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::AWSDOC-EXAMPLE-
BUCKET/S3-PREFIX*"
}

LT REERT —NHMBECIZEN IAM B IAM SEFK, BEEUT R : SHBERNBSLRES
FERLRAIKRE | B ZREBEN XA R mailbox-export-trust-policy. json B9 JSON X
.
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IR AE BT EA aws: SourceArn # aws:SourceAccount %t Bl , MREEEFEH

B AEMNE— AWS K~ TH A E Amazon WorkMail A48 S 5B 5., AT LA 1% 5 B = il B
aws:SourceArn, BXFHRNEZFEER , HSH (AWS Identity and Access Management FAF 1§
) FM AWS £ B%H LT X,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "export.workmail.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

BRI LMER AWS CLI BRZET A T S HEENIKS F 62 IAM B8,

aws iam create-role --role-name WorkmailMailboxExportRole --assume-role-policy-
document file://mailbox-export-trust-policy.json --region us-east-1

aws iam put-role-policy --role-name WorkmailMailboxExportRole --policy-
name MailboxExport --policy-document file://mailbox-export-policy.json

EXx AWSCLI WEZEER |, 51 (AWS Command Line Interface AFEFE) o
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T~ SHBEAA

EL—EoF0E IAM BEFEREE , BERATSRSEBEANS. BL403HE Amazon WorkMail
HAIDMAF ID (EKID) |, BAEIE Amazon WorkMail 32 &1 & &N £ 8 Amazon WorkMail
APl i/ EEA ],

~l o SHEERE
1. f£H AWS CLI Bz 5ES HiEW .

aws workmail start-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --entity-

id S-1-1-11-1111111111-2222222222-3333333333-3333 --kms-key-

arn arn:aws:kms:us-east-1:111122223333:key/KEY-ID --role-arn
arn:aws:iam::111122223333:role/WorkmailMailboxExportRole --s3-bucket-name AWSDOC-

EXAMPLE-BUCKET --s3-prefix S3-PREFIX

2. fEFH AWS CLI 53488 Amazon WorkMail AR a5 S H e BVIRAS .

aws workmail list-mailbox-export-jobs --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56

¥ , £/ start-mailbox-export-job anFERMFL ID {RUSIRZHRFES HAE L HPIRTS

aws workmail describe-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --job-id JOB-ID

LIS HELRSHETXEN , SHNMBETE 2 . zip XHHWERXEETFEERN Amazon S3 17
R,

LUTF RS HEBFERY 5l tH B SR A

{
"totalNonExportableItems" : "13",
"totalMessages" : "76",
"sha384Hash" : "4de93a***96aldd",
"totalBytes" : "161892",
"totalFolders" : "15",
"startTime" : "168***380Q",
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"endTime" : "168***384"

(@ Note
totalNonExportableltems B FZXFHWIE , Z EFMEKR A,

£ Amazon WorkMail BYBRFE/ENLAY | EEE LA TSI -

XN FHER Amazon WorkMail AR , BH{Z A LARRIET 10 MBS HAEL,
B AR MR 24 PR A ERBREZ T — RS HAEL,

o UTFHREBXALETMTE— AWS KigiH :

« Amazon WorkMail 4443

« AWS KMS CMK

« Amazon S3 17# 1
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BE&E o] @

A b EZEEE T 2{A X Amazon Y B BB 1T EEBEBR WorkMail,

ES]
- BERFHEFHRHIRX
 HRFERFR

BE B FHHIR

B FER PRk E B A BB R HEEE LM A F B Faf4 R B, Amazon WorkMail RFEREFEHE
BMREEE,

1£ Amazon F&EF B FHBHHrE WorkMail

1. 7£ Amazon WorkMail Web BIRfEFAH , WHEEFTF 1Y B F R4,
2. ERMNTEHEA LA KIE R HEZEEREEDT ( HTRAERER) -

BT BB 4 ¥Rk & /R E Internet Headers (Internet #53K) To

M 14 %

WRAFELEEWREFERYE |, NEAmMazon WorkMail A4 aJEEE R THRA R ABIE, AT HHNSE
BEE T MREIEF B RN ER B,

AVE R4 [R) R

- EFEEH Amazon WorkMail ALAXERHWIEE R MX iRk, WorkMailMiZ=2M—m%EBHEMN
BEREBRER. X MX EXARSSBERNRFELCEE. BXx MX EXNESEER |, B
36 E 15

o £ Amazon BHI AP EFRALANETHEWES FHRIE, REM—BE (DMARC) RE,
WorkMail DMARC B XA FPEE RN E , IR MEHNE | XERE SR P Ik
F4EiE, X DMARC WEZER , B RXNE A B FH #1017 DMARC FE,

« #2& Amazon Simple Email Service AN, NRZAN T EIL S E AT IRE WorkMail , NiX
LR BE 2 KM WorkMail S B &= (E FEUWER 4, B X Amazon SES MIMIMNEZER |, &
2% WorkMail NI S #h{E ¥ B FHBFIRS T K EERE) PH ‘5L DBHER" BIE,
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« £ Amazon /5 A4 R ER WorkMail , AR EHEHEEREFEEEZEANE, EXMHBRENESE
B ESHREREFIEEHIEF,.

HH e R 44 ]

- BRIEH SPF id%2$E Amazon SES, EEE Amazon WorkMail 2% & 9 iEi & R E#H T RIE,
BX SPF WEZER , BSFEA SPF W B FEH#HITHHRIL,

- ¥#4R Amazon WorkMail ERERZIFE. WREE , FEFFMZE. AIEFEPRYFINEE 2 R4
THXBRESR,
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£ Amazon WorkMail #{# A &8 F k4 B &

BELORERIE , MERERNE=ZSFENEFHERIIEXRICRENEFHMEER. XHIBEE
BB ERATRARY . BEFENEERPHNE FERFEEISTAN,

EABEIE

Amazon WorkMail i8R A E AR ELLRNTMAFNFMERFH4A R BRIZALRANN AP LA
BB FHME, FTESEFEAREIZNFL journal record R KR EINREETERISEN ML,
N5 Microsoft B FERHRZFHRE . BFEH BIEFR~EEMTNEH,

AT BFiff B ENEFERib it B |, B BB FERHith it MR & B FER4Fith i, B2 8B FER4ith
HRELZNKFERNTAMARNE=FRZMMIE , BiEREFRE R, REBFEBURREE
BRmiit , ARAMBIEHRENBENSREL L,

P BEIEFEMN B3R N RAYF A B F e AF it 3k &% | &bt TR,

amazonjournaling@yourorganization.awsapps.com

BB B U RBRAVERRS | BORFTTEE A & Prai b it 632 — N EB 5,

(@ Note

B M Amazon Simple Service ( Amazon Simple Service ) & A FBIBRA TiZid % , TN E
FHR ¢ B ETHEERHE LI 1T

youroxganization.awsapps.com

BMEATRERHNBEFHMEBER —FATER , BREATAFEANBEBTER, TEEKBIEER
KV FERAFRFIAE B IRBA , ZBEREBASREERE R FRAF b,

= kR S =R

1. TF Amazon WorkMail #£&l& , BikA : https://console.aws.amazon.com/workmail/o

MBEE  WLUERAWS XiF, ERFAEO0MBHESD | THFERXKFBHIR , RAREE—IKX
B, BXEZEELR , 52 (Amazon Web Services —f#5£) i X 15 /% 5o
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FEEREBRBEFTBMNE.

EAEE TR AE S | W AR B FER 4 B SR Fr iR AV B F R A st ik

o bk~ ©

® Note
BINBWERTIIN R IZRER,

6. HEREFLFERMFHuP |, AR FEAHEER ML,
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