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Virtual desktop services

Choose the virtual desktop service to provision your environment, then select the resource to use or create a new one. The time to provision depends on

your chosen Ll;;-ll{i-:_; uration

0 WorkSpaces
Amazon WorkSpaces is a fully
managed desktop virtualization
service for Windows that enables
youl to access resources from any
supported device,

AppStream 2.0

Amazon AppStream 2.0 is a fully
managed, secure application
streaming service that allows you
to stream desktop applications
from AWS to a web browser,

WorkSpaces Web

Amazon WorkSpaces Web s a
lowe-cost, fully managed
WorkSpace built to deliver secure
web=based workloads and 5
oftware-as-a-service (Saas)
application access to users

within existing web browsers

Mote: When creating a new WorkSpace directory for your environment, you will be taken to the WorkSpaces console. Amazon Thin Client
requires certain WorkSpace configuration to be compatible. For more information and help with setup, please refer to the Create a
'i'-'l_‘lrk'Sp._‘lm}E for Amaron Thin Client tutarial,

WorkSpaces directories (5) o

Amazon WorkSpaces is a fully managed desktop virtualization service for Windows and

Linux that enables you to access resources from any supported device,

Q, Filter by attribute or keyword

G' | | Create WorkSpace directory [

Directory ID v Directory name v Organization name v Directory type v
abc ¥YZ.Com Mame 1 Simple AD
abc XYZ.Com Mame 2 Simple AD
o abc XYZ.COMm Name 3 Simple AD
abc XYZ,C0M Mame 4 Simple AD
ahc HYZ.C0M Mame 5 Simple AD

BIRIRR , BMATUERREBEAEE. AXESEE , BEREERE.

IE1EE A AppStream 2.0

AppStream 2.0 R—H £ RENRZENRABRFRERS , TATREREANARFNRNXEE AWS

Web X %85,

BIEHRE
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/A Warning
E )2 AppStream 2.0 ¥R | &4 9cli_follow_urlparamfi&E N false, AUt , BHIT
LU #8R4E -
o WFBINBESXH , 1217 aws configure set cli_follow_urlparam false,

« X¥FEHN ProfileName WELEX#H , i=1T aws configure set
cli_follow_urlparam false --profile ProfileName,

1. ER{E AppStream 2.0 , HRITUTE—RE :

- ERBEMTENNENHER, SN KE TR , U UERERFERIERER,

(@ Note

MBBEFRDETINMAHER | iEE AppStream 2.0 EEZH AFRIIECEBHFS
WorkSpaces E&EFHER,

- BB SRR BARB AR, BXEE AppStream 2.0 W ESEE , HSHLIE
.

2. 7£IdP & URL FERFPM AL RIRHEFEZFMES URL, XHNAFRHETERMNERE
WorkSpaces E&EF A 5,

3. &R “BIEIR &,
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Virtual desktop services

Choose the virtual desktop service to provision wour ervironment, then select the resource to e or create 3 new one

WorkSpaces O AppStream 2.0 WaorkSpaces Web
Amazan WorkSpaoes i a 1|_||I_\_,- Amazan AppStream 2.01sa fl.l||'|-' Armazan WaorkSpaces Web is a
managed deskiop virtualization managed, secire application lowi-cost, fully managed
service For Windows that enahles streaming service that allows you WarkSpace buslt to delwwer seoure
wOu B0 ACCRss resources from any to stream desktop applications web-based warkloads and &
supparted device, e AWS (o 8 wab browser. of bware-as-a-servios (Saas)
applicatian acoess [ wsers
within existing weh brossers,

Mote: When creating a new AppStream 20 Stack far your ervironment, you will be taken to the AppStream 2.0 Stacd consale. Amazan
Thin Client requires certain AppStream 2.0 Stack configuration to be compatible. Far mare infarmation and help with setug, please refer to
the Create a AppStream 2.0 Stack E for Amazon Thin Clisnt tutorial,

Stacks (1) e | C | Create Stack []

¥ou can set up an AppStream 2.0 Stack to start streaming apps 0 youwr users’ browsers. An AppStream 2.0
Stk monsists of a fleet of streaming instances, wser access policies, and storage monfigurations.

Q  Filter by attribute or keyword < 1 » &
Mame ¥ Timecreated v
Marme 1 January 317, 2000, 14:32 (UTC+3:30)
Marme 2 January 31, 2000, 14:32 (UTC+3:30)

[+] Mame 3 January 31, 20010, 14:32 (UTC+3:30)
MName 4 January 31, 2000, 14:32 (UTC+3:30)
Marme 5 January 31, 2000, 14:32 (UTC+3:30)

AppStream 2.0 Stack details info

With your AppStream Stack selected, enter your ldentity provider (1P login and logout URL, This provides users the place to login and out of
the Amazon Thin Clicnt,

IdP login URL
Specify the details fram waur IdP.

BIRIRE , BMATUERREBEAGEE. AXESEE , BEREERE.
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Amazon S WorkSpaces ecure Browser @ —fIKA, TEFEER WorkSpaces & , EENEA
MEMERNLESNAFREEZSHET Web B TELEME4ENRS (SaaS) M AREFHE R,
1. EiR{& Amazon WorkSpaces Z£ %85 , HHRITUTE—RE :

- EHRERTERRR Web 117, SRBRE TSR, b MERBRFRERITF,

® Note

WMREEFRPETEUMAEN Web 177, B WorkSpaces B2 S REEZFI A+
BINER B FE WorkSpaces EEFHLER,

« 1EF “BI2 WorkSpaces &£ 28" IR AIE Web 17, BXBIE WorkSpaces &£ 5T
NP EZER |, B2 I8E Amazon WorkSpaces Z£ 3| ¥ 25,

2. EE RERE B
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Virtual desktop services

Choose the virtual desktop service to provision your environmeent, then select the resource to use OF Create a ew one.

WorkSpaces AppStream 2.0 O WorkSpaces Web

Amazon WarkSpaces is a fully Amazon AppStream 2.0 s a fully Amazon WorkSpaces Web ks a

manag ed desktop virtualization managed, secure application |gr-ciost, fu.|:,l managed

sarvice for Windows that enables straarming dervice that allows you WorkSpace built to deliver Sedur

you to access rasources from any to stream desktop applications web-based workloads and s

supported device from AWS to a web browser. oftware-as-a-service (5aas)

application access to users

External link [A within existing web browsers

Mote: When creating a new WorkSpaces Web portal for your enviranment, you will be taken to the WorkSpaces Web console, Amazon Thin
Client requires certain WorkSpaces Web configuration to be compatible. For more infermation and help with setup, please refer to the
Create a WorkSpace [ for Amazon Thin Client tutorial.

WaorkSpaces Web (0) info c Create WorkSpace Web [

Amazon Work5paces Web is a low-cost, fully managed WorkSpace bullt to deliver secure web-based workloads and software-as-
a-service (5aas) application access to usars within existing web browsers

QL Filter by attribute or keyword 1 3 &)
Display name * Status v Web portal endpoint ¥ vc @ w Created at v
Mame 1 &) Active AMazon.awsapp.com Vpo-name January 31, 2010, 14:32 (UTC+3:30)
MName 2 (v:'] Active AMazonawsapp.oom vpC-name January 31, 2010, 14:32 (UTC+3:30)
(=] Mame 3 &) Active AMAaZoNaWsappR.oom VRC-name January 31, 20010, 14:32 (UTC+3:30)
Mame 4 &) Active amazon,awsapp.cam vpC-rame January 31, 2010, 14:32 (UTC+3:30)
Mame 5 &) Active AMazonawsapp.oem VpC-name January 317, 20010, 14:32 (UTC+3:30)

BIRIRRE , BMATUERRERBEAREE. AXESER , BEREERE.

SR 3 RAEBRELERRERAF

RERRNELNDRHERSE , SFE AWS EEZ2H A LIRS — M T IRERME—BUEB,
[E{E17 WorkSpaces & P HliR& A~ RELWHBUERDE | IR AT ERERIE R HEELNRE.,

BRIMAE B ERIIRE B P 1% B Amazon WorkSpaces EE I E ZEE |, 1§28 WorkSpaces &
EFENAFER.
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EERES

EREH A EHIBHRENIRE

1.

2
3.
4

$TFFWorkSpaces & HlIEHI &,
ERREUT A HFAEENE

TR RE.

L B, BAITHU T —IRSTURE :

o ERIARE | WIRRRINFEE  RRRERNENE,
- EEHRZL | B4RiE E BVE,

- BRI | FIREREZUHBIR,

EMERER , &F ‘RE

EREH & EMRAFRBHIRE

o & DN

$TFFWorkSpaces EEFHLIEHIA .
ERREUITHAHFAEENE,
EREIRZ,

TR EERE,
PATUT — NS MNMRE -

o BRSRE | RIERRNHEE  RARREBRNENE,
- EEHNE , FRE E NE

- ERIBRIRE | FRBEREZUHBER.

B EER , & RE

e R EH & B RGEERNIRE

> w0 DN

$TFFWorkSpaces & ¥l &,
ERREERUITAHFRE R TE,
ERZEEoH , ERFEERS,

AT T =PRSS MRIE

o ERIIRE | BIERARNFEE  RARRERNENE,
- EEHRZ | B4RiE E BVE,
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- ERRIRE | FIREREZUHBIR,
5. E#MEMAER , EF “RE
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Amazon WorkSpaces EEF AN EZ S

TEE2AWS BREHZE, ENAWS BFF , BAIUZRTENRREASHZEBBREALNERMY
ERBAER UMM LR,

RERMFHEEE AWS 3T, RERHEEXFEHRNENRZEMNEZIN LTS

« TEE — AWS ARRFPEZHIZIT AWS RS ERMZEH AWS Cloude AWS ERIERHITUR
2FERANERS. ERAWS ERITRIERITRIEAITRIEN —EB5 , 58 =77 5 1T E 2 iz A 5 1iF 3
NZENERE. BT HERT Amazon Th WorkSpaces in Client &M it X , BSRBREMRITI
RENTBERNHAWSAWS REZEANITRIRS .

- CIREE-EBHNRIHEERAN AWS BRERE, SEEENHMEARAT , SELNKENBR
., BRATNERURERAWEEEN,

AR A EBY IR T SRTEE A WorkSpaces ERE P YL AR A 9 BREER, BUT EBMEEN B
BLiE WorkSpaces EEFHLLURREN LR E NS B IR, BB WA A HE M AWS FRSSK
HE BY R U5 1 R P S8 HY WorkSpaces E & FHL & R

e}

« Amazon WorkSpaces & ]l B BB R 3

« Amazon WorkSpaces & F LK) & 4 #1150 & 18

« Amazon WorkSpaces & F A58 4

« Amazon WorkSpaces & F #l 89 & E 20 4§l & 18

Amazon WorkSpaces & L By B BRI

AWS 7 iIBFEER 2B FEERFERTF Amazon Th WorkSpaces in Client F IR RY, MAER
iR AWS |, AR RIPIEITIIEA BN S IRERZER AWS Cloud, BHATLEP N REEELEMIZE L
WABHES, BEAREMERN AWS kS WEZ2EENEERERES. EXRBERANEZESR
BSRBERALEILRT, BXBKMNBBERIPNES , F5R AWS Z2H{ERE LM AWS FEHIEE
XA GDPR EHENE,

HFERERPFEHN , RINEBUERI AWS Ik ZIEFHEH AWS IAM Identity Center 3% AWS Identity
and Access Management (IAM) ZREMNA AR, X , 8MNAFPRRBETHIERRAEFENNR,
BATDEEBWIEBI AT AR HIE

BiRR 38


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon WorkSpaces & #l EERER

« XK A multi-factor authentication ( MFA ) .

- £/ SSL/TLS ERFBEF. AWS BIERMFEMA TLS 1.2, BiIUFEA TLS 1.3,

- EAIRE API M AFE3N B & AWS CloudTrail,

- £ AWS MEBFERFRUAREPHNFMERIALRSEYE AWS BF.

- FRASRIEERZLRS ( HlW Amazon Macie ) , BB BT AIFRIP Z#E Amazon S3 R EYBLUR
B

- MREE AWS B TITREZ AP #HTHRNFELY FIPS 140-2 RiEM NBEER | HEA
FIPSimR. BXAAMN FIPS mRMWEZEER , H5H (ZEKFEELERE (FIPS) 5 140-2
R o

BATRZIB BT EN B EERBRBERS ( WERF B FIffibit ) AARSHBEHRERNXEFE
(MBHRER) ., XBEEREEHA. APl 5 AWS SDK AWS RE A WorkSpaces E&EF S E
& Fimet. AWS CLIZEATEMHRSHE BARRNNEAFZFERAHANEARERTELATIT RS
ZWHEE. MREEABRS[IRENU |, BB NETFTEEN U P B EEIEE S RBIER ZRSEEH
BERo

Amazon Th WorkSpaces in Client St H Rt X AP # A WorkSpaces EEFHIRBERAGERN R
HESXENEER. i, AANE,. RME2H. NEEE. REEE. SAML £, #FRFEEMN
BRIREG . XEFEERATAHAERMES , AUEATREAPNBRSHER, A XA T aERER
%, GETRSEBIAFERZRSH AWS X 25, EIBTEAWS BIAFHALBIXEREE,

£

- BIEME

« Amazon WorkSpaces & F HLEY 5 S EIE =%
- EEPMNE

- BAERE

. BEEAMI{ERERT

AE &=

WorkSpaces EEFHIKNERENMEZBENEHE , fIAFRE., REFRET. SHRHEBESHN
RIAKEFRIRTF. WorkSpaces EEFHERWEXFENHEE. WENBIEF#ELS#H DynamoDB
ML S3 1, WorkSpaces BEF HLEA AWS Z4ABE RS (KMS) Management Service 3 1710

AR IE 39


https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/privacy/

Amazon WorkSpaces & #l EERER

ERFPEHNE | BEEUTIERERITERE

« SSOMRARBR G R AR H 8122 A F WorkSpaces BEF IR ENIRERAE,
« end-to-end B IRHEF EEMNFHRRIPEHIE , X Th WorkSpaces in Client i 7] LUfE A {812 44
Y B2 EA XY SR Y B S BB BT N2
- HEEREREREBMAFEIE
- BEEREEERE WorkSpaces BEEFHIEFHE , AR EERMBIEDE , LAME WorkSpaces EE
FHEBEAEREEZREARE,
- HAEEYEFRNBRH AEBE LAIRE WorkSpaces EZEF#l , B 2BRIEMAIIBAE B RN HED
MAFRERITHESR , FUMMNLEEI2E.
- AFPAILIEN AR IELEARYERE. ERRMIRRRPBLERLSTF, XFEFREZLEH
BRSEEI,

WorkSpaces BRIABER T , EEFHBED LA KMS MEBMEBBRBERRFABRNTHE. AWS W
RNAPMAREMNEE , WAPRELEBRFRE  REWIEENAREER,

Amazon WorkSpaces E & P LAY 5 S HIE R

Amazon Th WorkSpaces in Client BRIARRENE , BHEEHR AWS BENMEZRARFHRNBESE
FP#E,

- AWS BE %4/ — Amazon Th WorkSpaces in Client BRiAfE X L2240k B3 IZE N A B B EIE.
BEEEE., EEAFEA AWS HENZY , b TEFREFABR. B2 , TEXBEAEERE
SYEMITRIEN AR A T NBEBIENEHR. BXEZEE , 52 (AWS Key Management Service
FRARERE) K AWS HEHNZH.

RABRT , BSBENZED TRERPBRBRBBENRETENERYE. BN , EXEXIFHENE™
BINBRESAMNEEERNLZ2NARRF

EACTERAEMERDEEEEMBRD | BETLEGIRE Thin Client FAFEHEFEES
# , \TERE L DB ARG NEEA LFNE= RS

« BEPEER4E — Amazon Th WorkSpaces in Client X#FERE0IEZ, AWS HEMNEENXNHES
REZH  UEENEGEENENEM EANE—ENE, ATETUTLESLNZE , Bitaril
PATUTES -

o HIE ML K B RS
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Amazon WorkSpaces % = # BRI
- FIERMLEH IAM policy FIZN
- ERANEAZARK
- RRBPMEME
o RIRE
- DIREPANA
o« THRIEMEREYZES

BXEZEER , 55® (Amazon Key Management Service F X A RIEm) FMEFIEEZ4,

T3RCET Amazon WorkSpaces E & F LA BN A & B EIE,

HiERE AWS R Z A & EFREZHAME ([t )
EZ8: g =y=p: =y=p:

WorkSpaces E& P LI E R
R

REB =y=p: =y=p:

WorkSpaces E& Pl % &
Fr

@ Note

Amazon Th WorkSpaces in Client i AWS BEEZ B35 ARASmE , NmEHZRF DA
5 8IE.

BR K FAZFREZAEXS AWSKMS A, BEXENNESELR , HSHE Key
Management Service E#to

Amazon WorkSpaces E & P Hla{A1E AWS KMS A {E A& X

Amazon Th WorkSpaces in Client EEZRER N T EFERAEHNEFREFTH,
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LB EFERAEFSREBAMEN WorkSpaces EEFHIFER , Amazon Th WorkSpaces in Client
£3@id [ AWS KMS &% CreateGrant im KRR A RECIERN . AWS KMS HHERINA TR T I S
WorkSpaces E & P HLiAEEF KPP H KMS ZH R,

LEARFREZHAEFNEREFIIEZEME WorkSpaces BEFHMBIAEF , HEZIZRZNAE

MAEE WA , Amazon Th WorkSpaces in Client £3@3i3 @] AWS KMS % 3% CreateGrant &R R R &
BOIERN. AWS KMS FHENA TR FILS# WorkSpaces BEFHLIFRIZEFIKF F Y KMS %

AR,

Amazon Th WorkSpaces in Client EERBEN , TEFEAECHNEFREFZHAHITUT RIBRE

« [8 AWS KMS &% fif 2518 SR AR 2 N 253 1 3048

& 0] LARE A HBUE X AN A 5 B AXBR | o] LARE R BRIZBR S X B P R E R E RINR. MRS
¥ , Amazon Th WorkSpaces in Client 73415 B B & F £ E B A N Z W EAERIEE | L%E’"ﬂﬁk
HOZBIERIRE, Hl0 , MREZEIRIREL Amazon Th WorkSpaces in Client o3& 1 (7] #9852 1 4015

B, WiZzRE2IREAccessDeniedExceptiontfir, b4k, WorkSpaces E&F FHLIRERTEER
WorkSpaces E & F #1335,

HEEFRERH

AT ME ] AWS BEIRHI AT KMS AP RESIEXI B HEE AWS 4.

BN M EFREEAES

BHIE (AWS Key Management Service 7T & A A $E&) https://docs.aws.amazon.com/kms/latest/
developerguide/overview.htmlH SI X R B T E HE NS TRIBE,

HA R

RAXRBFINBEARERANTGNR, SINEFEPFEEZRAMSTIRE N EZHARE  HPISsHEHERTL
FERAZERAUARNAERAZZANEH, CIREFREZAN , JUIEEEARR., AXESEER

2% (AWS Key Management Service 7F K A R $EF) https://docs.aws.amazon.com/kms/latest/
developergwde/overwew htmPNEEXNEF S EEBHANIHRXR,.

ERENEFEEZHE A TEH Amazon WorkSpaces BEFHER , BABRE D SMAVFT AP
BE

« kms:DescribeKey— EMEFEEN R IFMESR , BUE Amazon T WorkSpaces hin Client B 1A
WUF#4A,
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetEnvironment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetEnvironment.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html

Amazon WorkSpaces & #l EERER

« kms:GenerateDataKey- AFERAEF EEN RPN HIFEH 1T NE,

« kms:Decrypt- AT EAZEFRENZARBERIE.

« kms:CreateGrant- AEFREEZHRRMEN,. RFXNIEE KMS ZHANZH T ERER , M
AR Amazon Th WorkSpaces in Client FTERENUEE. BXFEARNMNESZER , 5

% {AWS Key Management Service FF & AR #ER) https://docs.aws.amazon.com/kms/latest/
developerguide/overview.html,

iX 721 Amazon WorkSpaces E & FHlIITA TIR4E -
- M Decrypt ARZ A EIE

LT &7 LR Amazon WorkSpaces EZ& P ¥R A BR B BH R A1 -

{
"Statement": [
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"
}
}
3,
{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
b
{
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*",

"kms:RevokeGrant"

]I

"Resource": "*"

BXEXRBPIEENRNEZER , 2 (AWS Key Management Service FF X A G368 https:/
docs.aws.amazon.com/kms/latest/developerguide/overview.html,

BXRZHPEHEEBRNEZELR |, 5 (AWS Key Management Service FF & A G $6/) https:/
docs.aws.amazon.com/kms/latest/developerguide/overview.html,

79 WorkSpaces E&FHIEER R EENZH
BUUEEEFREBAEAUATRRENEZZNE :

- WorkSpaces E& FHlIFE

BIERER |, SR BT RERFERAREEHIEREHknsKeyArn , Amazon Th WorkSpaces in
Client i F1Z %40 >R hn % vl R 51 89 N A Bz o

« kmsKeyArn— AWS KMS Z P RERANZHARIRR. RAEZEH ARN,

FHH WorkSpaces B & HIR & RN EIE A - SR A4 M WorkSpaces BEF HLIRER
WorkSpaces & P H18 & fF 4K WorkSpaces EEFHNREFNEFEEFRHRE.

MEETYR—AWENREX , 2R BENEM LETUES.

AWS KMS EA M ETXEANFNANET S LRI BERIBFLE FHRIEVINE, HEEMZELR
BNERPIEMELTXE , AWS KMS £ IE L TXHERMBHIE, ERERHE , BEFER
P ESHENMNE LT
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
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Amazon WorkSpaces EZEFHlI1% LT X

Amazon Th WorkSpaces in Client 7T AWS KMS & gEFERABBN MRS | P54
Naws:thinclient:arn , EANTZEHEREZF (ARN).

TRRIMEMNE LT :

"encryptionContext": {

"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/

environment_ID"

}
LTRIRZFMEZE LT :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}

fER N £ T3 TR

HIEAXNHETREBHNE WorkSpaces EE P HIIMEMRZHAEN |, LR TUEAFIHER
MAZEPHMEZE LT XRIRFEFEFREZANEABER. MR LTIESERTE AWS CloudTrail 5
Amazon CloudWatch BE&EERKK HES,

ERME E TR EFREZAN TR

BT LA R B A REE A 1AM KB PR IR £ T BN R REBHE N EHNRE S EEZANTR. &
A AR F R EM I LT XL R,

Amazon Th WorkSpaces in Client ER X P EA N £ T XRFRZFENEK - RXBFREFREESR
FABRINR, RNYRERENAFWIRECERIBEN MR LT,

LTRBZARKEGRS , ATRFNRBEMZ L TN EFEERANHRINER, LREETPHR
HER kms:Decrypt HAEEEEME LT XHME L TXAR,

"Sid": "Enable Decrypt to access Thin Client Environment",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",

"Resource": "*",

"Condition": {
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"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

Y5342 Amazon WorkSpaces E & F #l #2248

LIRET D% WorkSpaces EBEFHERPER AWS KMS EFREZRPAN , B BUER AWS
CloudTrail 3% Amazon CloudWatch Logs kKR Er Il & # WorkSpaces E& i@ AWS KMS RIiEHE
Ko

LA Rl 2DescribeKey, . . CreateGrantGenerateDataKeyDecrypt, Decrypt (
FGrant ) %3 Amazon Th WorkSpaces in Client iG] HENEF EEFRAMBFHNHEMEAN
KMS ##4E AWS CloudTrail B4 :

FELUTREIF | B FEElencryptionContext WorkSpaces BE&FHIIMER RHI, WorkSpaces
EEFHIREHRIEFKEL CloudTrail WEH,

DescribeKey

Amazon Th WorkSpaces in Client fE fliZDescribeKeyi®EFRRKIE AWS KMS FFEE 4.

AR RBIEHIER T DescribeKey #B1E .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T13:43:337",
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"mfaAuthenticated": "false"

},
"invokedBy": "thinclient.amazonaws.com"

iy
"eventTime": "2023-11-21T13:44:227",
"eventSource": "kms.amazonaws.com",

"eventName": "DescribeKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

CreateGrant

Amazon Th WorkSpaces in Client fEfliZCreateGrantiRESIE KMS &£ , AFZREIRZ R
IR R IR

LR ROIEHIEFET CreateGrant B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T13:43:337",
"mfaAuthenticated": "false"

I
"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2023-11-21T13:44:237",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {
"granteePrincipal": "thinclient.eu-west-1.amazonaws.com",
"operations": ["Decrypt"],
"retiringPrincipal": "thinclient.eu-west-1.amazonaws.com",
"constraints": {
"encryptionContextSubset": {"aws:thinclient:arn":
"arn:aws:thinclient:eu-west-1:111122223333:environment/abcSAMPLE"}
I
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc0aleddfc00bced0dc000f0000000cObc0a®@@@aaafSAMPLE",
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,
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"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey
Amazon WorkSpaces E & F Hl{EfliZGenerateDataKey B ERMBLHIE.

TR RBIEHIERT GenerateDataKey B :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",

"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-03-12T12:21:03Z2",
"mfaAuthenticated": "false"

}I

"invokedBy": "thinclient.amazonaws.com"

}I
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"eventTime": "2024-03-12T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt

Amazon WorkSpaces E & F LA iZDecryptiR@ERBEZHIE,

AR RBISEHIERT Decrypt B1E :

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T13:43:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2023-11-21T13:44:25Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890@abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
.
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®@00fb0dfba®@SAMPLE",
"readOnly": true,
"resources": [

{
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"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt (using Grant)

Y WorkSpaces EEFHIRZH B ERIREZEEN | FEAZDecrypti®h | ZEEBET KMS
F4HGrant o iF,

DT RAISEHERTEIUTARENWDecryptigfEGrant :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2023-11-21T13:44:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF

+4567890abc123D+efl==",

"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
.
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

iy

"responseElements": null,
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"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fb@fba@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®@00fb0dfba®@SAMPLE",
"eventCategory": "Management"

THEZ
UTRBRREBXRBSBFENENESFEES -

« BX Amazon Key Management Service EXABI SN EZER , HSH (AWS Key Management
Service FTF R AR ) https://docs.aws.amazon.com/kms/latest/developerguide/overview.html,
« % AWS Key Management Service T2 BREZENEZEL , HFSRAWS ZHEERSFEA

M.

&5 T &

WorkSpaces E & P HXEN HTTPS # TLS 1.2 £ MM BKTFEH TN, BEREF A HERE AP
@A [ WorkSpaces E&E FHLRIEFER, RHNIEREEETEY HTTPS = TLS EE R E#H 1T
o EREIBALUM AWS #2HE. AWS G B 1THREZH AWS SDK 1241 2] WorkSpaces B & F i
XA BIEIEE ENEMREER,

RANRBERTOME , RARBRLERE (HTTPS, TLS).
ZEE

U LRHMECHNEFEE AWS KMS ZARMBRENEFER, MRETEMR4 , WorkSpaces
EEFIEER AWS BEZH. B LER AWS SDK &EHH.

o N 53


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

Amazon WorkSpaces & #l EERER

HEW TERERTL

EE R ALAEE WorkSpaces BRI AEEH , SEFINANSLENE4EHRER. XEAE
£ M%7 , H1E WorkSpaces EREFHEH AT REMEELEF. APEENEXENRAKRES
EFNEZFAEEHERERSIERE. EXESER , FSHGEER WorkSpaces, AppStream 2.0
hig #9 44 32 A0 4R &5 21 5E | T WorkSpaces Web B9 F7 1/ 8] B 12 o

Amazon WorkSpaces E & F L & 4 M iR &2

AWS Identity and Access Management (IAM) AWS R3S AIEBHEIE R R iR HIX AWS BIRAV 7R
PR, 1AM EHE 5 43 6 1 AT AT B I0IE ( BF ) MR ( BNR ) A WorkSpaces B & F i %
R A LAER IAM AWS RS |, TEX NN ER,

[

x
2

- FASGHITHHRIE

- FARKEEE

« Amazon WorkSpaces E & F #l{75 IAM BL &£

« Ama WorkSpaces zon EEF LB E T S5 K8 =B

« X Amazon WorkSpaces & = 5 13 8 i 7] # 17 S FE HEBR

K

X
5

B E 7 AWS Identity and Access Management (IAM) 28 RE , E4ABURFETE
WorkSpaces & F #l P ATy T4,

BRSSP - R EE A WorkSpaces EEFHLRFZSEHIE , MENEBE RSN EREMENEREN
PR, HIRFEAEZH WorkSpaces B&E FHLIHEER TR TIERT |, IRATBEFEETANNPR, 7 #F A
BEEREFRNBEESTERAERERBERESHWNE, MRET LR WorkSpaces & 7 Hl A B9 F I 35
gt , S HX Amazon WorkSpaces & F L & 13 #1517 3 1T FE HEBR o

RFZEE R - MR B MTAL T WorkSpaces BEFHYLAIR , W T8 B X WorkSpaces EEFHLH T
2HENR, BN IERBELENIRS A/ MIGE L WorkSpaces BEFHLIEEM B IR, Rie , &
HAE IAM BB RRERBERAETIRSAFHONERE. BEFZRHELWERNLTHE IAM BELRBS,
EiFA T RN T IAM 5 WorkSpaces B&E Fin— A , S RAmazon WorkSpaces B &
PSS IAM BE&ER.

BEEMITERERRL 54


https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/configure-monitoring-reporting.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/configure-monitoring-reporting.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/monitoring-logging.html

Amazon WorkSpaces & #l EERER

IAM BER — NRER IAMEER , NTJREEEFHA 7THRNAHEREKEEX WorkSpaces EE
FPimf iR R, EEFETLE IAM A ERANET WorkSpaces BEFin SR RS , 5
. Ama WorkSpaces zon EEFHHNE T &K KB~ A

£ 5= 1T 5 0 WUE

BRBIERE AWS FASHEIEFNAR. BXT IAM AR BHHETE AWS KA RAFPE
IAM B&H#ITEMIIE ( EF AWS ),

B EABEY & MRRENEREI AWS BRE 518K, AWS IAM Identity Center ( IAM Identity
Center ) AP, RAOFIMNE JEBFZE MR LK EN Google = Facebook EREMEKE & 108 =G,
HIELBRE S MERN , EEAUGMER IAM ACRET SHKRERIE. HRFERAKSHR AWS
i, IRRRERERE -1 A,

BEFEENAFER | SR LIE S AWS Management Console 2 AWS 5[EITF, BEXBEZNEZER
AWS | S (AWS &5 AFEmR) PR AEZEE AWS KF W,

MRE AWS BEREFNIGE , W4 AWS BHEFATF AEH (SDK) Mapw1T4E0 (CLI) , SEFEAE
HERMNERFTNZLEE, WREFERAAWS TE  NIMXAECEBER, BXERARENSEH
TEEERNESZER , H5H IAM BFREEHNZE AWS API E3R,

LTFERAMSMRIESE , BURFERMHMELZLSER, i, AWS BWEAFERAZES MR
(MFA) SkiREKFHNREM, ETRESELR , H50 (AWS IAM Identity Center AF1ERE) FNZ
EHHRIE M (AM AFERE) PHE AWSHEAZESHREIE (MFA)

AWS Ik F° root A F°

BIER AWS K, BAER—NMEREN , ZEHTUATEHRIKS DO ERIR AWS RS ME
Ro L H DA AWS IKF root FF7 , SR IR IK P Bt 62 F A9 B8 7 R 44 3t 1k A1 22 40 & Sk ED AT 15 )
ZH5 M, BARWABREARAFIITEEES. RFEFRAFEIL , AEAXEZIERNITNRA S
ABRITIHES . BXRERUBHAFSOEZRNESHTRIEK , HSH (AM AFERE) FHEE
BAFFIUENES,

RE 5140

FEARESXREK  ERAXRAF (2RFTEEERALRANROAF ) £RESHREBNERKS S ORIE
AWS PR S5 B3 I B UE 31T U5 R

REBMRRELNDILAFBER, Web B41R#ME. Identity C enter BXFHAF , EFEMEA
AWS R% BN 5 HRIEHMNERE#TIHENAF, AWS Directory Service HBx & & 415 8] B AWS
e, i EAe | AEREIREHESR,

A B M7 S ORI 55


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html

Amazon WorkSpaces & #l EERER

EEHRERHRINER , RNBIUEER AWS IAM Identity Center, & B LLTE IAM Identity Center A&
BAFPNEE W lEEXRSIEECNERRIN—HAFRNESL , WETENFTE AWS Ik
P MR ARFHRFER. X IAM Identity Center WER , iHZ I (AWS IAM Identity Center A 1§
) PR AR IAM Identity Center ?

IAM AP a4

| AM AP =& AWS Ik AERNNABNARFERRENRN S G, EAENERT , BWEH
IEEEIE , MARCIZERKMEIL (NBBNHZRESR ) W IAM AR, B2 , MRF-EBENE
RAZSRERBTEAR IAM AP, BINBURRIETAESR. AXEZER , 28 (AM BFE
M) PRNTEREERBFTIUINEAZSERERIEEZER,

IAMAR—TMRATHEE—4 IAM AFNEH. EFREAFANSHER, ERUERAER—IRMENR
ZMAPEENR. MREREAF , FRATUERMMERRS R, flm , EREE-—1EH
IAMAdmins FY4E , AR IZARTFRRUERE IAM &R,

AFEAGTE. AFE—#EENMARSNAREF K K MACEELEFECHEMAALRE, AFE
BAANKHRIE , MALRHARNEILE, ETHESES , H20 (AM AFEmR) PHARGIE
IAM B/ (MARAE ).

IAM A&

| AM B EREZNBEERENR AWS IKkF HWEM. BERLT IAM AR , EEREAATKE, &7
LA AWS Management Console @I Y A EFIRetEE IAM B, SR UETFHA AWS CLI 5
AWS API REREABEX URL KRABE, BXEAAGNAENESER , F2H (IAM B/
B PHEA IAM A,

BB IR EIER IAM SEEUNTERTRER !

- REAFHE - EARESHIENR , FUBRABHANABENNR, HKaH 0TI HRIE

B, ZEONEAGHEXRABRRFALABENNNR, BXRESHRIINACGHESR , B5H
(AM AF#EmE) P AE=F S RUmIEAE, MREMEA IAM Identity Center , NEEHE B
MRE. NEHSOERTEHRIEF AL EHRNE , 1AM Identity Center FHRES 1AM F 1Y
ABHEXEK, BXNRENESR , H25 (AWS IAM Identity Center A5/ FMHNRE,

. I&et IAM AP IR—IAM AFSASTRA IAM A€ , LENREHNBEESHNTRNR,

« BIKFHE—ETEER IAM AU AFREKSFHENA (IEESEK ) HRIKS PR EIR.
AERRTEKFEINBRHNEESN, BR , W TELRIR AWS RS , &7 LUK KBS E #H 0 E
BE(MTAREARARENIRE ). ETHATEKFHRNACNETERNRBZEANES | &
2/ (IAM AFiER) /M IAM BE5ETRRNERENTE,

A B M7 S ORI 56


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

Amazon WorkSpaces & #l EERER

- BIRSIFE — B AWS RS FEREM AWS BRESIREHHIThEE, Hlin | YEEENRSHHITH
At | ZRESBEESTE Amazon EC2 FiZ1T R AR FHE Amazon S3 AEHEXN R, IRFAIEELME
ARxHARNEAENNE, FARSACDSERRSHEXAERNITIHIRE,

- RRGFILE (FAS) — HEER IAM AR A SEPHITRER AWS |, BHANEREA, £A
RERSE , BARSWMIT—NMEE  BBRERABETERSHE3 5 —MRE, FAS EREA
ZRANRUK AWS RS @ TiERS R HIERNER, AWS RS RBIRFSKEFTESH b
AWS RS RIER BT RETARRIERAE , T 2K FAS #H3R, EXMBERT , BLHERRIT
XA MREMNR, BXAKH FAS ERIPREFE , BSRERL A 21E

- BSAG - RSALERSAREELNIKS PRITREM D RN IAM BE, 1AM EE R ATLE
IAM FEI2, BRABBRESAC, BXESER , 28 (AM AFERE) 9 6IER AWS AR
FSERRENEE,

* BESHEXAL-RSERAGRE—MERSHEXBENRSZ A, AWS RFRSE ATUBERRER
TRENAE, RSEXAGHAEENT AWS K- |, AHRKRSHAE. IAMEBERAANUES
B Re4miE RS X A BHRR,

« £ A@@ mazon EC2 LZTHNARERF — SR LAEA IAM AREEE EC2 Kfl LE1TH A H
AWS CLI 2 AWS API HRE N ARFHIGRHER, XL TE EC2 RhlhFHILRIZEH. EM
EC2 iflo Bt AWS BEHAFEHAHEAMEBNAREER , BFEE QM MBI ZEHIR K HIE B X
#, PIBREXHIESAE , HE EC2 Kl LETHRFEBRBIRNEILE. EXEZER , BS
5 <IAM AP PHER IAM A5 Amazon EC2 £4l EizTH N BREFZ TR,

BETHRECER IAM AGER IAM AR, H2H (AM BFfEE) FRAEeE IAM B8 (MAEA
F)o

£ F SR E IR 17 )

BT LA AWS B o2 R EE O EM IS AWS SO A RKZHFAHRNER, KEREPH -
XNRAWS | SEFHHARXEKN , ERELENR, AWS EEHEA (AP, root AFHAGS
E ) RHERTAERXLERE, KEFHRRBERATERELER, KSBERKELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMIANBTNESEE |, H3H (AM AFER) &+
Ay JSON RIE#LR,

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
B, UREF ARG THIT,

HINMERT , AFNAGEENRR. ERFAFPXNMERBRNTRENNER , IAM EE 7 AJ U1
IAM policy, A5 , EE R AARAEHFM IAM policy , ¥ BERAFAURAAE,

FEARKEERR 57


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

Amazon WorkSpaces & #l EERER

IAM policy & REMIRR , ook FI&E R B A 2 ITRE, Flm , BRiIgEE—NAF iam:GetRole
BRENKE, HEIZFERNAP UM AWS Management Console AWS CLI, X AWS API 3XERA &
1%’%‘0

ET 508K

ETSHNRESTMMEZH (W0 IAM AP, AFR#EASAR ) B9 JSON PRFEE Y, XK
BEHAFNASTEMGRG THBLERFHITHERE, ETHRNACNEETSONER , 35
CIAM B $ER) Y 212 IAM policy.

ETHEMNRBALE -SARNARKERIEEXNRE, ARRKBEERALENHF, H4ASAE
o RERBRIMMAVRE  SRLFEMMNIPHSNRS, HANAE AWS K. RERKSE
AWS HERBMEFTERE, ET7THNMEEEXNRBENNRRE cBHTERE  F5HE (AM A
FiERE) PHERERRKES AR 2 BHTIER.

ETHRVKEE

ETRIFHREE M N BRAY JSON KM, ETRFHNRENRESHE IAM ABEEREM
Amazon S3 FEMEKE, EXHFETRARNKBHERES T , RSEEA AUERCIREFHNBFER
REVTAR. XS FHEEPHMNRBEE TR , RIEE SIS EEET X 2R FRRATHLEREUAR A LFMH
THIT, BUFEETRENREFIEEETE, ERATUEEKS, AR, A, BERAFH AWS
AR5 o

ETRFNRERNMTIZRSFHRNEKERKE, ETREETRRNKBEHERM IAM P AWS HEX
B

T RI42 % 5] & (ACL)

EEZEHFIRACL) ZHMLESE (KFKR, AFHAE ) ARTRAR. ACL BEET HIRAYREE
RO, REENFER JSON KRB,

Amazon S3 #l Amazon VPC B2 X% ACL BWIRS =l AWSWAFETH#HEX ACLINEZEER ,
B2 (Amazon Simple Storage Service FF X A RIERE) FHFRIEH ST (ACL) #EiR,

HREgRE
AWS ZIFHMTIAE R REERE, XERBERBTOREERE ARNRKBERER THRANR.

« RRIA—RNRIAR-IEREFE , ATREETSORERBALN IAM K& (1AM BFHA
&) BFHNRANR, BAUNTERENRDR. SEEZRNREXECET H 0K R ENRD
RHIRE, & Principal PEEAFHALHETRRNRBEFZINRLRRH F—-TREHH

AR E R 58


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html

Amazon WorkSpaces & #l EERER

ERXNELFHEEA T, BEXNRLANESFEE , HSH (AM AFERE) P8 IAM EEH PRI
£,

. PRS- I24I% B (SCP)-SCP £ JSON %8 | i Tis R AARAME (T (OU) HERANE, AWS
Organizations AWS Organizations 2 —H A FX BN BANZ AWS Ik T ANEFE
BHERS. WRETHLNBA TR , WAIXHMEER S EBK - N A RS 12 55K 8 (SCP), SCP R
I AT PR (BEEN AWS IKFRAFSEH ) R, BXELAR SCPHESEER |, &
2% (AWS Organizations AF#E®) F# SCP K TR,

c RIERB—2ERBERIURELFANACHKEAF R RN 2FERMENSRBEIEN S RER.
ZRLENNREAFSACGHETEONERNLSTERENRE, NREALREETRENE
B, F—IERBPNENELFNEZAT. BXEZEERE , 52H (AM AFER) FHLEE
B o

ZREERE

SN REWRBEEA T —MERE , ERHRREMERNELIRE, BETHRESRSHRBEE R
WA AWS ER B AWER , HS5H IAM AP EE R R ITEEE,

Amazon WorkSpaces E& FHlufA 5 IAM B & £ A

£
EEH IAM B WorkSpaces EEFPimih R 28 , 5% 7T #BE WL IAM ZhEE™ B F WorkSpaces
EEF R,

&7 LA1E Amazon WorkSpaces &L EEHAH 1AM IhEE

IAM Zh &g WorkSpaces E& Pl X #
EF 5 BHIRME =

EF5RH R B

RERIE =

REERIR =

KRR X5

ACL &

ABAC ( BB H X ) XF

Amazon WorkSpaces B & F a5 1AM B & 59


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Amazon WorkSpaces & #l EERER

IAM ZhAE WorkSpaces E& Pl X #
E AR X

BREAE &

RSHEXAE FX#F

E2MH T % WorkSpaces BEEZFimMEfM AWS RESMMAIERZEH IAM TEEB SR | 51 IAM B
FPEEYHNE IAM BESFERBAWS RS,

EEFIHNET H4H WorkSpaces &

XEFET 50K =

ETESHNRBETMMESH (0 IAM AF, AFASAE ) B9 JSON RRREE A, LR
EHAFNASAEMAMES T BLERFNITHLRE, BETHRNTUEZETSHNRE , 55
5 CIAM AR REVRIE IAM RS,

BEMERA IAM ET 500K | BWLUEE R FRELARENTRUR R FRELBENZRE. &
EEEETEONKBPIEETE , BATCERTEMMNNAFRRAE®, BT HTE JSON REEH £
RBFrETE , B5H (AM BFERE) S8 JAM JSON KB TE5 A,

EEFHNWET 5HH WorkSpaces F & R4l

E&EHF WorkSpaces BEEFHE T H MR KRREM RH , ESH. Ama WorkSpaces zon EEFHHE
T 551N R RHB

WorkSpaces £ & F L & T &R KBS

X FE T RRREE -

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHEBERE ., EXFETHRNRBHRS T , RSEER JMER CINREHII 4 ER
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BREVEE . XN THEERM IR ZR |, REEE IS E A A BN 2R RIAT IR RE AR+ ARM
THIT, BUFEETRENRBEPEEEE, ZREATUEEKS, AR, A2, BERA/ T AWS
e

ESABKSFE, SR LHEANKS SHEMKS P IAM KEEENE T RRN RPN ER, F
BKFEHAMBETHRRNREARBYGEXRRTEN —F¥ME. SZRANREL T FENER
AWS IKF |, AIEIKF R E IAM EEE R ESAEEEARE (AFRAR ) RTFBRBERHNR, tbd]
BEHETHONRBHMINBEEURTFRNR, B  MRETHRRNVEBOE - MNKSPHEART
WERR , WFERFNNETEONKRE. BXESZEL  BSRIAM AFERSHN IAM AEE5E
THREHREEATE,

WorkSpaces & F LB SREE IR 1E

XIFRBEIRIE x#

EIE R A LAER AWS JSON REERIBEW ARG RMT L. HHRY , BN EATTLM AR RINITER
E , UREMFARHETHIT,

JSON KMEHY Action TEEARTATERKP AN RIELIFRNRE, RRFEBEEEXREKN AWS
APl RERIEB. B—LHINER , SR ETE AP REFNNBRNREF, T - ERFFEEXRRK
PIITS MR, LM IREMRIN KR,

ERBEPETEREURFRITRIRIZENNR,

E&EFE WorkSpaces EEFHIRESIR , B5H (RFBENSZE) FH Amazon WorkSpaces E&E
VLE LRV IR E,

WorkSpaces E & F YRR IRETERERTI R LTI -

workspaces-thin-client

EERNMEAREESNMEE  FAESSREN , BT RAIFAR

"Action": [
"workspaces-thin-client:actionl",
"workspaces-thin-client:action2"

]
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E&EF WorkSpaces BEEFHIE T S MH RN RH , iHSH. Ama WorkSpaces zon BEEFHLHWE
T 513K KB =B

WorkSpaces & 7 18 5 B %R

XIF RGBT IR X

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUNT LR FERITER
&, AREMH ARG THIT,

Resource JSON KB TEZEEEQMHENAREN —IPHZ IR, BIHXTEZE Resource |
NotResource JTHE., EANRZEXER |, HFEHAHE Amazon BEEH (ARN)IBERR. N TXHEBHER
FRE (R BRBRRNR ) BVIRE | BT LUIRIT R E,

X FAZFRRENRAOIRE (MFHRE ) | BEABES () ENEUNATHRRERR,

"Resource": "*"

E&EF WorkSpaces BEFHARERZH ARN WHIR |, H5H (REENSZE) FH Amazon
WorkSpaces EEFHIENN TR, ETHRETUFEAPBLEREREESHRIERN ARN , ESH A
mazon Th WorkSpaces in Client & X KY#2 4,

E&EF WorkSpaces BEEFHIET SR RG] , 5SH. Ama WorkSpaces zon EEFHLHWE
T 513 HY K B TR A

WorkSpaces & & /= HLHY SR B S 2 47

XIEFRET RS RIS A5 B35

EIE R A LAER AWS JSON REERIEEW ARG RMF L, WHRY , BN EAATLIT AR RINITER
&, BAREA ARG TIIT,

£ Condition Jt%k ( = Condition R ) A , BAILUEE B TERMFZMH. Condition TERAIE
N, BUGIERFERAZGZER (i, FFHNT ) BEHRER , UERBPHNREEERPHE
HMTE,
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MBE—MEGHIEESZ Condition TE , RELE/ Condition TEFHIBEZNEH , W AWS
2% AND ZEIFEEl]. MRERNENRHFBEESZ/ME , NFERZBOREER AWS iFE%
., ERFIEDHNR 2B ATH B FE NS,

LA UERRESGNERASVUFTE, fln, REEFER IAM AFEF1C IAM AP, 8F6ERHE
BFiHRRRHNERE, BXEZEL , 51 (IAM BAFIER) B8 IAM £ TE | TENFRZ,

AWS X F2RFHBHNBETRSHFM4ZH, BEEEME AWS 2/5FM4E , B5H IAM AFE
FPHNAWS 2 /&S L TXER,

EEFE WorkSpaces BEEFHLKUHFHRAIEK , HSH (RETNSZE) FH Amazon WorkSpaces
BEFNEHEHR,. ETHREUTUERAZHRNRENSEIR , 28 Amazon Th WorkSpaces in Client
E X HIRE,

E&EF WorkSpaces BEEFHIET SRR =B , 5ZSH. Ama WorkSpaces zon EEFHLHWE
T 5 17 8 K B R A5

WorkSpaces EZE F#HlH# ACL

X ¥ ACL a

mEEHFIRACL) EHMLEESE (KFKE, AFHAE ) BNTRAR. ACL BEET HIRAYREE
RO, REENTHEM JSON KK,

T WorkSpaces & F#l8 ABAC

X ABAC ( REEHRIFRZ ) X

ETEMENERNRES (ABAC ) B—HRECKE , ZRBEETEMEREUNR. £+ AWS , X
LEMEMNIRE, S E IAM EE (APRAR ) MiFS AWS BIRMINRE, fRiSEAENERE
ABAC W% —%. REIRIT ABAC R , UEEHANIREEMATZ 5 RN FRRECE A R
.

ABAC EREEKWIAEFEERR , HERBERLEEMUNITR T A URHEF B,

EETHREEH R, EEMA aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys RHUHFZHERBHZHTEFREFZER.
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MRENBREN TEMBERREBIFMBAX=AFEEA , W TZERS , ZENR. IRENRS
RN TFTEHDERREXEFMEX=AZHESR , MZENETD.

EX ABAC WEZER , EFS5H (IAM AF#ER) P A2 ABAC? ., EEFIRE ABAC TRV
2, ESHR IAM BFERE) FNERAETEMNIHRINEES ( ABAC) .

£ WorkSpaces E & F #l L £ A g8tk

X IR EE X

LIRERERHE R B R , L AWS RS TEER, AXESEFEE , 8L AWS RS ERTIE
BHES |, FZH IAM AFEEFHAWS S 5 IAM BEEANGEE.

MREFEABRAFBMEBZANEAFEZZ , W AWS Management Console {52 #Y =2 If B3 E$5,
flan , HB AWS RN FINE QB R (SSO) #E#HTIHMEA |, ZEBRLERIRIITER, HEN
AR EHREFEHE , RAEVGRACKH , E2BAIBRREIE. BXVRACGHESER , ESH
(AM BFiEm) RMYgelAe (2HE6).

BRI LAERA AWS CLI 2 AWS APl FEIIZBIGFHES, ARG , &0 LUE X IR EHE B TIHE
AWS, AWS BWUEBHAERIGITES K MAREAKBHRZH, BXEZEL , HSH IAM HH
I Bt &2 2 EALE

WorkSpaces & F LAY 55 IR = (KX R

XEFRRIBFILE (FAS) S

HEER IAM AFSAEEFHITRIEN AWS , BEMANERA. EARLERSEH , BAE2HIT—
MRIE , WRERBETRRSHEE —MEE. FAS ERAAZRANNRUK AWS RS @T
RS R HERAVIER. AWS BRERABHRSWEFTESEHAM AWS RS ERRXE S BETTRATIE R
B, F2KRH FAS K. EXMERT , BLMEBRITXAMREANIR, BXAKH FAS 1EREH
REEFE  FEAEREE21E,

WorkSpaces EXFHLBVIRS AR

7|

XERSAE
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BSAEEH-WMBSRAA. KRREHITEEN IAM &6, IAM BEE G TLE IAM F012, S
RIS AR, BXEZELR , 52 (IAM BAFER) PMelE D AWS REZRNEN A€,

/A Warning

TS A ENNR AT 884 BT WorkSpaces E&EFHLHIIIAE, RETE Th WorkSpaces in
Client B HEXESH T RERS AR,

WorkSpaces X FHLBVIRSHEXAE
YEFRSHEXxAR T Z#H

BSHAXABR -SRI AXKN AWS BSRSAR, RS AUBERRENTRENEE, RS
MXASHIELN D AWS K/ |, HFEARSHAE. IAM EERTUESETEEERSHAXAR
YA BR

BARUZEFEBRSAXBENFAGE , FSHEY S IAM BEERABAWS 5. ERTFERRS
MXABIHEE Yes R, BREREENEFZRSHRSHERAE BN,

Ama WorkSpaces zon E &P LA E T 5 17 Y K 8% =61

RINBERT , AR NARLTNEIERIE K WorkSpaces BEFH AR, il TEER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5, AWS API #{T1E%. ERTH
PR RRRATIRENNR |, IAM B3 5 o] L8112 1AM policy. EEAMETAEA®RN IAM K
B, AFRTURARZE,

ETRUNMAERAXL RG] JSON REEXHGIEET IAM HONEKE |, 55 (IAM AFiERE) #/ 0
# 1AM K H,

X WorkSpaces EEFHLE X MIREMTRELE (S ESHREXEM ARN B ) WiFAEE , &
S (REFENSE) F1 Amazon WorkSpaces E & FimiR/E, RRMZHZ4A,

EH
- FMREZXE
« ff£f WorkSpaces EZE F#liE4l A
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« &FX WorkSpaces E & F HLBY R 1L 7] © R
- AFAPEEMIIB SR
« ®F I WorkSpaces EZE LB E£ 15 E) R

REERIEREK

ETEHNRBRE T RARBALELRIKS P eI, 15RZMBR WorkSpaces BEFHLRR. X
LRETRERME AWS IKPF A RAE, CIRSEERE T S ORI | HEREN T ANMEW

« FTIRER AWS RE R H RO RENRNR — BEFREAASMITERERR TR , EEANTS
ERLAPIRTFNRNVAWS FHEREE, SIEMRNREARTH AWS IKF, RMNBWEEYELHN
BRI RPIEY AWS BEFIEERBKAE—SRINR, BXESEE , 20 (AM BFERE) HH
AWS FEEAX R TFRBEERAWS FEEX KK,

- NARKIKNPR - EEA IAM policy i BNRAT , BNRFHRITESFIEHNR. At , BAUEX
ERERGTUUNBERRINTHRE , EHMARENREFT, EXEA IAM EANRHNESE
B, #ZH (AM AFER) B8 IAM YRR FIR.

8 1AM policy H #5443 — 5 PR 17 B AR — 44 ] A [ 5% B& 75 AN 5% 44 SR BR X 1R AE R 6 R B9 1
|, i, WA LUREREEARIEELTMER SSL FEFIEER, MRBRFSBERBEIIE AWS
BRS5EY ( Blan ) SR, W] BAGE A &4 KRR T3 RS REN BRI XPR AWS CloudFormation, B
XEZEER , F2H (IAM BF#Em) F8 IAM JSON ErTE @ &t

- £/ IAM Access Analyzer ¥iiE IAM policy , BRXEH L2 HERMIIEEM — IAM Access Analyzer &
BIFFRBAMIERE | BREEFS IAM policy IS ( JSON ) # IAM F{EXE. IAM Access
Analyzer 12t 100 ZTERBERENATRENEN , BB THERL BNEMRENKRE. BXESE
B, #EZH (IAM AFiEm) T8 IAM Access Analyzer FREEKIE,

- REZEFMHRIE (MFA)-IR AWS IKFENZREFE IAM BFRSRAFT , BEA MFA UREEZR
=t, BEREAA APIRENEE MFA |, B8 MFA R4FNBIXKD, BXEZER | 555 (IAM
AFE8) https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-
require.ntmIF Y ELE S MFA RIFHY API iR,

BEXIAM FHRESBNESZEER , 55H (IAM AFERE) BE IAM A Z 2 &EKRE,

£ WorkSpaces BE&EFHliZ4 &

E i} A Amazon WorkSpaces EZEFHliz4l A , B4 E —HRENE, XEREBEHRALTFETH
MEEHXEH WorkSpaces EEFHLERVIFMEE AWS IKF, MBEBIRBLLNENRENRER
FERNETSOHERR , NTHMTZRBHNSE (AFRRAR ) , B8 RLTEEMBEEEZT,
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X FARFA AWS CLI X AWS API IR, BEFAEREFKEZEHFHESNR, R , IRFHREH
ZIHMITHY AP R4EME LB VIR 4F

& F X WorkSpaces ¥ & F H1Hy R 1515 ([ X R
I RBIE B I B2 KBS |, 21F IAM Fi PP E & WorkSpaces BEFIREE , ERAEHITER, HLFEK
SIEEA AWS CLI 5 AWS API E#2 5l & B2 F L ERBLIRERN R,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
1,
"Resource": "arn:aws:thinclient:*:*:*"
},
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
.
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
.
{

"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
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EERES

"Resource": ["arn:aws:appstream:*:*:stack/*"]

RIFAFEFMITE S KR

ZORBIGER T A AR REE , LAY IAM AR ERNINEERA S S HNNBRNEENRE. LRES

EHERH A LSEERA AWS CLI X AWS API MU4wE 75 = 5e B LR AR IUBR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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BT X WorkSpaces & F ALY 5T 2 15 R AR

It 7R 4515 B 204 6 22 6] WorkSpaces E&E i IAM B EF 2 RN RHER, ZREEEER
AWS CLI 5 AWS API 1£12#| & 2 F LT FTE WorkSpaces E & F HLIRERI IR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"
I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
1,
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
]
}

¥t Amazon WorkSpaces % F #l & 15 17 8] 3 17 BE HE R
FERUTEEREBEIZHTFIEEEFEH WorkSpaces EEF i IAM B Al 82 B B9 W (=) &L
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« RFEIE WorkSpaces EE P HlLhHITIERME

- REETFRNIHERA

- BRE—BEER , MATFHAM AR WorkSpaces EE 4l

« BEAFBUNAHA AWS K GE KB WorkSpaces EE LR

FEFTAIE WorkSpaces BEEFHLHNITIRE

IR AWS Management Console FHiFEREBLENINITREIURIE , MXATEBRREERA I KRB, EEAR
BREAFENBEHAR,

% mateojackson IAM AP ZAFERAERGEHAEFTEXREM my-thin-client-device BRI FHE
B BEFPEE workspaces-thin-client:ListDevices MRE , &% E LT RAEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workspaces-thin-client:ListDevices on resource: my-thin-client-device

EXMERT , Mateo 2EREEBEREHERRE , LA TMERAworkspaces-thin-
client:ListDevices&¥EiGEmy-thin-client-device®iRo

BEEEFERNHRIESR

EIZ IAM AP RZRAE , EUUENETENTRZES D, B2 , KX EZBEFENWEHLRE
e MREEXRTHEERN , NLHMEE -G RZHAX,

HRZAETEME D : HRIZ4E ID (5120 AKIAIOSFODNN7EXAMPLE ) M &R 158 248 (B0
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY ) » SRAFBMBEWE —# , B4 ERER 7R
240 ID MBZRFRZBENERRNITEHRRIE, BXNAFBMNBL—HF , ZEERHE %A,

/A Important
BAREME=FREFERA  NERN THBERIENITAS, ID BF-1T, BIIIXEM
SR LA F At A K A5 RIE R AR AWS K o

HEQBFRBANN , RESRTEFHRIZSR D AR FRBAREE-—INL2NUE. WEHR

ZRRELCEZECN AT, NREXRTENUWRFEESR , 84T R IAM AP HFNFHHNERZER. &

RZURERNGRER. IREEEFHNER , WLTHER—NZAN , RARBLEFTNER, BE
BUH , BZH IAM AP ERPRNERE R ZSA.
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BE—BEER , BAFHMAE WorkSpaces EEF#

EARFHM AR WorkSpaces EE i , BUMANEEHRNWARRNAREFIE— IAM 3£
(RAFPEAR ). SIFERZSSANZIETRR AWS, ARG , B0 KM NEIR T 47T
WorkSpaces % = #lH #Y IE IR AV 24K,

BENAFER , B2H (AM BFERE) PREIEEHNE -1 IAM ZiRMA ~ M4,

EXEZEER , B2 BFX WorkSpaces E & F LK £ 17 B FR,

BREATFEIUABA AWS IKF 15RIF A WorkSpaces E & P HL 7 IR

gapltlgE—1ae  LEREMKSPHAPREERANARTUERZABRIGRIEHRIR, &0
UEEEESEY , AURAAR., XTXHETRFMNRBEHTREHZIR (ACL ) KBRS , E7 2L
150 PR 3 L SRS o) A B 3% T X AR B B R Y 1 R0 A

ETHREZER  BSRNUTRE :
« ET# WorkSpaces BEEF IR AZIFXLINEE , 55 HAmazon WorkSpaces E & P Al 5

IAM BL &5 o
- ETHIMURENERENERNIGRMNE AWS K, 55 IAM AP EETRHRERE AWS
K %S —N IAM AP RS ERR.
- ETHRNMEE=FRENSHRROIGRENE AWS K |, BSH IAM AFERTHNEE=51E
HiFENR, AWS 0K
- ETHIMIES S HRERIERMHBRNR , H2H AM AFERE) PHALINTSHEIEN
HFE ( BRBRARIE ) REH RN,
- ETHEAACNETRRNRBEITERK,FEZBENES , E3H (AM AFER) 91 1AM
AESETRENEBEMATE,
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AWS £IRERIRIERE S AWS X TRAXHWERN, AWS X RESMERBENRENITAKX ,
XETAXBIRLER, SEHENSELRHMNGERE, MATHKX , BULRITNREETRARZ
BT B SR BERBHINARFNBEE, ERENEITSNEEPOEMIREARL  TH
XERESHN AL, REENTT BE.

BXRAWS X MU AXNESER , FSRAWS £ IREM R,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/appstream2/latest/developerguide/update-management.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/update-management.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/vulnerability-analysis-and-management.html
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F AR S WorkSpaces E & Fiwm API A AWS CloudTrail
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£ WorkSpaces EZEF HlHITHIIEME, CloudTrail ¥ WorkSpaces B & HHFTE API i B3R
NEH. HIREEAEIEXRE WorkSpaces EZ& F Hli% Hl & 8918 A 5t WorkSpaces EZE Fis API 2
ERRIZEAR, MREGIERER , WAL AR CloudTraill B4 F &£ M E) Amazon S3 7@ , 818
WorkSpaces EBE RN EH, NREREBRE , BMHATLE CloudTrail #4EIA/K “SHFHLIEFE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
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B, ERSHENFELR, CloudTrail BEXHTREAH API BANEFHRRE , Rt T2RE
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LT RBIE R T ERIZGetDeviceR/ER CloudTrail BE% B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>"’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HRoleH’

"principalld": "<principal-id>",
"arn": "arn:aws:iam::<arn>",
"accountId": "<accpimt-id>",
"userName": "<user-name>"

1,
"webIdFederationData": {3},
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"attributes": {
"creationDate": "2023-11-18T23:07:0172",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-11-18T23:11:57Z2",
"eventSource": "thinclient.amazonaws.com",
"eventName": "GetDevice",
"awsRegion": "us-east-1",
"sourceIPAddress": "<source-ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0)

Gecko/20100101 Firefox/115.0",

"requestParameters": {
"id": "<ip>"

1,
"responseElements": null,
"requestID": "<request-id>",
"eventID": '"<event-id>",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<recipient-account-id>",
"eventCategory": "Management"
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* AWS CloudFormation

« AWS CloudFormation fiF#5/

« AWS CloudFormation API Reference

« AWS CloudFormation ss TR EAFEE
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com.amazonaws.region.thinclient.api
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
"thinclient:ListSoftwareSets"

1,

"Resource" :"*"
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