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® Note
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://aws.amazon.com/sns/
https://aws.amazon.com/amazon-mq/
https://aws.amazon.com/getting-started/hands-on/send-fanout-event-notifications/
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://www.rabbitmq.com/
http://activemq.apache.org/
https://www.rabbitmq.com/
http://activemq.apache.org/
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https://aws.amazon.com/
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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175 BR 7% [E E& #F # B Windows PowerShell &4,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://aws.amazon.com/developer/tools/#sdk
https://docs.aws.amazon.com/cli/latest/reference/sqs/index.html
https://docs.aws.amazon.com/cli/latest/reference/sqs/index.html
https://docs.aws.amazon.com/powershell/latest/reference/
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Amazon SQS A4

EARGS | EBEBMAMEH Amazon SQS R ABMEEE FIFO 1751,
FiE

. BEHFML

7 i Amazon SQS X &

Amazon SQS {T5I5EH

31 Amazon SQS FEE T 5| FEFA S

T
<t
>
3

Q

N

(@)

-}

wn
O
w
m
M
o
)
hi
S
B
f)'i'-::
%ll
m

AR

BRI , BT 5% E Amazon SQS FHFEE,

T f# Amazon SQS Fi4&

FARX Amazon SQS =2 &K , FRREEERTIERE (T3], I ERRMMEATEEFAATHIME
Eﬁﬁ%ﬂo

BEFHEBBRUATINERET  SFEEFRNRS @B, BECI EHHRRBEENREL

HASEFETREL , EELH (FIFO) (FAED R , T EHHERBRASIFNEARE
=\ B SR A E— 1

Queues (2) | @] || Edit || Delete || Send and receive messages || Actions ¥ |m

Q 1 @
Messages Messages in Content-based
N A T v Created E ti v
ame e reate available v flight v ML deduplication v

MyTestQueue Standard Eg?r?'ﬁOZZ, 13:03:08 a 0 Disabled

testFifol.fifo FIFO ESZT_” 2022,15:05:41 0 0 Disabled Disabled

BB us=MEME
(75 EEYF , RS EEERTIINESR !

1. RIEFE — BEEFTHEEEAR , THXDRRTELREFMERBE , fIHNEEAR. RER
MBRALS., REBBRERF , ARMBRTIIAH,
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2. FHAAMARERAARE — B — T TR MBI BARRE [FAIEF] Bl , &7 LI R A B {7 5 5 E A48
B, BALENRBARASREN, TRERFNASNP ELRESHY , URBEARXNERAR
75,

MyTestQueue ‘ Edit ‘ | Delete | | Purge ‘ | Send and receive messages
Details info
Name Type ARN
[FMyTestQueue Standard [Parn:aws:sqs:us-east-1:269704527654:MyTestQueue
Encryption URL Dead-letter queue
Disabled https://sgs.us-east-1.amazonaws.com
/269704527654/MyTestQueue
> More

Lambda triggers Dead-letter queue Monitoring Tagging Access policy Encryption Dead-letter queue redrive tasks

EHEENERER

BARGENERRE , AWS B UEAREFRMERTY, I , FERBEAERERREBMN
DT, EE AWSHARRHEREFNEREE., BADBENFEUES,

EBA A Amazon SQS FHEARMENIIENIIEE , B A MR EEFHAERRE. BHLTINK
gt , WEAERAEX TRNASEE.

Amazon SQS {5 A

Amazon SQS X EMBETHER - ZXFFHH FIFO 75, FRATRIPNEARZIZEEAREIERN
751, ZEEHE—L T # Amazon SQS 1751 , 52 Amazon SQS Z {75 AF9 M B H Amazon
SQS A FIFO B35l

BT FIFO 175l

ERENEEE - RETIZESY API B SEXE - MREERAMIKEE |, AlEE AP

{E (SendMessage . ReceiveMessage I J3% (SendMessageBatch ., ReceiveMe

DeleteMessage ) #ZIAMRIXEA API 04, ssage X DeleteMessageBatch )#8¥&
A% & 3,000 RIFAE. 8% 3,000 HIFARAK
& 300 1@ API 1Y | SEFIES—@E=S 10 A

B 12
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FMBABER

B

@B — R - — EALE D EE—
& 8E — L L A B A,

/A 15 EW

BEHREFEE - AR BRATSRBEREFE

&
4 3 2
3 3 1
EEHEREER K TEAERSCHEEZER ,
flan

- BERHNERAEFREBENEREREP o
HoR  REAEEARRERRE SRS
BB ETT L&

- BEBIEESETFEDR REXENE
ArBEFER.

- HOREBEASUEKRRERE !
B, UHEEERE,

RZ{EE B 5

3 Amazon SQS E X {5 I &%

iIER A Amazon SQS B ZET N %,

£ Amazon SQS A EM 5

BRI LAE A Amazon SQS iR A REMNEE(TT,

FRARHMARE

FIFO 15l

AERHR. WERFRESESE , FREXXE

B, REMREE  FIFO 4% ESVES

300 {&@ API 04 , 1@ API /3% (SendMessa

ge . ReceiveMessage . B¢ DeleteMes
sage )o
Pﬂfﬂ R -ABRRGEE - RAREFTAMN

B, EXHEEREALLAEZMER. tLETS
T%&EEE@H’J Bio

S S HEE - SEEETARREMEW IR

J-?’_O

EEMHEFREER  TEARA CHEEE
#, flan

- BREAERANSD S UERNIEFAIT.

« DUEREEFEEERESRBRERNERE
%o

- BEMASEMIRSE , BRIEEEMRE
Eﬂ/u\

MY TRRRIE (5B HEBRA ).

BARETD


https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs
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/A Important

£ 2022 £ 8 A 17 B , AR f[RSFWMNEZE (SSE) EEAZEMA Amazon SQS 1751,
ENETHEBBHFIBEAGDEBANER PI) REAERRBRENRA. % Amazon Web
Services #AIFEUTSIZ B , BFEREM CloudWatch B, FHEZ B EARLERBBRE
o

£ E# Y Amazon SQS ZE#175

1. ¥E https://console.aws.amazon.com/sqs/ BIEX Amazon SQS F# A,
2. EEBRMTH,
3. #HEH K KERSRERETIEE,

(® Note
BEAERMTICRBETIIRE,

4. WATIINEBRE,
(ER) TEAEREMIEESBNERE, THEET , BUNURTIISHEREMHE :

a. ETRMREDR K BASERENEN, SERE0OWE 12/, FEREA 30 ¥,
b. EFAERBHED , MASEREMEN, SHER 1 2ER 14 X, BFREA4 X,
HRBEXEE  FRASERBNEN, SERROVE1598E, BREA OV,
d H‘EABKNLERYF , @A—EE. EENRN 1 KB F 256 KB 2@, FEERES 256 KB,
e. SEEBERFEESKE  BAE, SERROVE20Y. BREAOY , EEREEHRA.,
FAFEEHERERRH.
6. (BEY) TREFENEXE. FREHEEERTFITINERS. FAENAR, FREBREUEERME

A& EEMEE (Fl20 SendMessage, ReceiveMessage 5 DeleteMessage), FEERBER
RFFTIIHEE B EENZEWAS,

FEERFHBER , FRT T EA—HEE :

o

- BEEFRDREMATLEASBEEITY  URH#AURTIERAR. TRASRBENRE
BYBUR , WHEMER JSON HARPEREENFIEE,

« EBFEMEREEN JSON FRUEKR. EARLEESEIR (RF. £AEHAE) ATUHIT
K EETBIMES
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7.

9.

10.
11.

HABEEEAFEER , EEMA. ENTIHHEP—F . 2BAF. KTIRLIPER. BFKT
HIBF , 54k Amazon Resource Name (ARN) EEE& % 10 EXHFRITHIMEE,

Amazon SQS ERERMZIEMREFRME, ZEEENESH/ER | HEH Amazon SQS Z&
fARSFHNE , FEBMNE, NENZESRERNFREN  F28 F£/H SQL EENNE SRS
EfTHIR R ARES R NZE M FH Amazon SQS A AT 5k E AR Iw N,

® Note

A SSE % , $iF T 5 E R SendMessage # ReceiveMessage F&RAGKIE
#B. Amazon SQS ZeMBREEBEREZLTEXAERER. NREHFEKEZHREERE
E| Amazon SQS 75 , F#E4EH SSE.

(E2f) BEEREENTSEINBERELEENTS  BEREENT 5,
(BIEM) EEREHRTNEET | BENEE,
BIEE 5], Amazon SQS BE IS LE RSB AEE.

Amazon SQS EHEEERKHEBEEAFNTIINER. HRN Amazon SQS B0 HARM , HLETE
AETIEELERTIZE , SR REEEHEE,

BEAE

BYfTHz® , BAUEERARGET

1.
2.

EEQSEEKRS , BETH. ETHEESR , ZEEREMAT.
EBEFEZREEEREZERAR.

AR RNBEENERFASER,
HEABRANH , AFAENF,

HAZEEMSS | S L A GRIR RN EINRIZBE N, HlI0, WA 60 WiREBEVE, MEFME
2, 5528 Amazon SQS FEETREES,

B HEAR

NEEETER  TRASETAIAL . EERAFEEFNURREEEASNMEEEN.
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3237 Amazon SQS FIFO {75 = 2
ERA Amazon SQS #1I FIFO 15 5%,

BT

SETLAER Amazon SQS EEAREY FIFO {751, TEARMUMBRENEARE (ITHBBERIN).

/A Important

£ 2022 £ 8 A 17 B , AR f[RF WM (SSE) EEAZEMA Amazon SQS 1751,
EONETHEBBFIBEAGDEBANER P) REAERRBRERA. 5% Amazon Web
Services #A[ZEUTH|Z B , BFEREM CloudWatch B, FHZ BT EARLERBRE
o

ZE# Y Amazon SQS FIFO {75

1. ¥E https://console.aws.amazon.com/sqs/ BIEX Amazon SQS F# A,
2. EEFEBRMTH,
3. HEEAE  KEXRSRTEEEFTIER, EEE FIFO 175 , & FIFO,

(® Note
BEEERMTICRBETIIRE,

4. WATIINEBRE,

FIFO frAlB8BRERLAR .fifo B, BHBEFTA 80 EF T rs R BEES, HEHETS

REBARFIFO , AIREFIEBRBTURRER.
5. (EA) TRAEREMIEESHNFERE. #ART , BAUAT IS HERENE

ERRMEREGT , MARFERENEN, SERRK OVE 12/, EREAIOY,
EFERBHES , MABESBMNEN., SER 1 24EE 14 X, BERER 4 X
HHSEXEE  FaARERENERY, SERR OVE 15 9E, BAREA O,
ERERDLERS , WA—EE, SEENN 1KB F 256 KB 2@, FEFREH 256 KB,

®© o 0o T o

FAFEEBERERRBH.

SHHBRAREERE , BAE, SERROVE20N, AREAOY , cEREERH.

E1I FIFO {75
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f.

g.

¥R FIFO 73] , FEBRNREERERMBRUMAABTHEEERMER. ARREAEFR,

(EBR) BEXE FIFO TR ESHEEUEENBERTITNALE , FREMASHIEE
FIFO,

RIZ B IESEMEERE (EEERMREBEM FIFO #EnXEFRH) 8FARA FIFO T35
RENVERTE, IRECEFEFHASHIEE FIFO FTENEMRE , AFINEF@EXESE
W, MEEERMBREKREESXNBT. WEFMEENR , 528 Amazon SQS F FIFO {775l
H) = %% & & Amazon SQS A E B 5,

6. (EA) ERTFHEX. FHEESERAFITINIRE. FAENAG, FRBXCEEREH
FE W 1ZEIE/E (B30 SendMessage, ReceiveMessage = DeleteMessage), FEERBUERR
TSI E EEENERAR.

HEEREFWMBER , FHTTIEF—TBF -

- BEEFRDREHTLUEASGEEZTS , URH#AURTIZERALR. TRAERBENEE

BYHEK , WHEME JSON HikPEREENFIEE.

- EBEFERUERES N JSON EIEER. EARLEESEIR (RF. £RAEH/AE) ATUHIT

Y B RTBIESR.

7. BRBEBAEE , BERA, ENTIHEA—IE . 2BAF. KITIREIPER, BEFEMKFT
HIEF | 554k Amazon Resource Name (ARN) #§E& % 10 R FITHIHEE,

8. Amazon SQS AR EREZEMARIFRMNE, EEEEMZSR/ER | gFH Amazon SQS Z&
ARSEFIHNE , FEANE, NFENZSBFERNFMHENR , F20E £/H SQL EENNE SR
EAT 5 A IRBF IR %R M EH Amazon SQS A AT HIERE M RESIH MR,

® Note

A SSE % , $F T 5 E R SendMessage # ReceiveMessage 5&RAGKIE
#B. Amazon SQS ZEMBREEBEREZLTEXAERER. NREHFEKEZHREERE
E| Amazon SQS 175 , F#4EH SSE.

9. (ER)BEREENTELIERELGENTL  BEHERT S,
10. (RIEM) EEHEEFLTET] | BEHER,
11, EIERIUFF], Amazon SQS BRI SFILERTINRMEATE.

Amazon SQS EHEERBRAEHEEEBEFITINEH. BN Amazon SQS 2O AR , HbEFE
ABEMTIEELERMTIIZE , B ESI R EE,

BT
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BYTz®  BRHUEAREEAS , ARERRMMERFE. &t a L HiREETIEREUNNEMATIIE

BEAR

ByiTHz® , BAEERARGETS

1. BEEASEESHES , BETH. £FIEES , BEERIZIMHT.
2. EBFPEEEEREVAS

FREARERNMEENERARER,
. BEABAXH , MARAEXF,

4. HREW (FIFO) 175 , FFM AR SEE ID. MEFHMENR , 5528 Amazon SQS F# FIFO 17
P EEELE,

5. (BEM) HR FIFO 75 , Bu Ll AFEEERERMBR ID. MEEHATINABTHEEER
MiBRIIEE , AIFEEALERERMER ID. MEFHMEF , F28 Amazon SQS H# FIFO 17751
EERE,

6. FIFO PR A EERIFA SN REE. MEFMENR , 52/ Amazon SQS FAEFT SR

7. EE AL

MEBBEETER , TRAEFETIRYALR . EERAFAEANE RS EEALNERER,




Amazon Simple Queue Service HBEABER

&I Amazon SQS 175

AEFERUAEH Amazon SQS R ABEEBTHMAL , BERARERE Amazon SQS,

AR

BAZHl , ST 52 E Amazon SQS K EHER,

T & Amazon SQS Fi#E A

EXRMEEER  REEERTERTIUERMTIER, FHERREERFEREFRETIINE
&

Queues (2) | @] || Edit || Delete || Send and receive messages || Actions ¥ |m

Q 1@
Messages Messages in Content-based
N A T Created E ti
ame us reate available flight R deduplication
MyTestQueue Standard 6/27/2022,13:03:08 0 0 Disabled
EDT
6/27/2022, 13:03:41
testFifo1l.fifo FIFO EfDT d ' 0 0 Disabled Disabled

BEFINEESENMIREURTINEMEBEN. BEMABYE—B 7T RBEDFRETTIH
KHEFLH (FIFO) 1751,

ETHIEET , EMEL XN ATHETIIETEF. SAUERTHRBEZENEER , RRBEEATIH
THYBIE,

CHTURBEFIEE , UHAGFINHAEAEE. FOETEESSNDERFHIEENR. K
S, EANRBHAETERTHE —BRERRR L AEAEANDIE,
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FMBABER

MyTestQueue

Details info

Name

MyTestQueue

Encryption
Disabled

> More

‘ Edit H Delete || Purge H Send and receive messa ges |

ARN
[Parn:aws:sgs:us-east-1:269704527654:MyTestQueue

Type
Standard

URL

https://sgs.us-east-1.amazonaws.
/269704527654/MyTestQueue

Dead-letter queue

com

Lambda triggers

Dead-letter queue

Monitoring Tagging Access policy Encryption Dead-letter queue redrive tasks

ER ¥ A 4RE Amazon SQS 1751

BRI LAE R Amazon SQS A REBETATHEESE (FHE

EE{mE Amazon SQS 173l (XA

B|ARRAN) , URFEHBERITFITHEE,

1. BRX Amazon SQS F#ZAMTIIEE,

2. EHUTH , RRZEERE,

3. (BA) BMHERET , EMTINERSE,

4. (BR) BEEHMFIEE , FEFIRBEE TE R JSON BUX,

5. (BR) sEEHNENFRMTIEED AFEE , FRABEDFBX,

6. (BR) "EEMRBRNE A FERENE,

7. (BRA) BEFNE. ENIBREXNFETI (TRERVEELEENAR) , FRRERF T,
8. (BR) FEME. EFIBRTINER K FERER.

9. EERT.

FERAgRRMTINFAEARR.

£ Amazon SQS AU A MIEREAE

%

ol

AEEE

B 2] Amazon SQS 751
AR, ki,

, SR LR R A MIBRAAE
EREEHMMAEEE LRA 10,

o RITFIERALE , BEEIEERE

meEfrsl

20
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Amazon SQS UD A RKN ANEE , ERIVEBABNTIHNALE , BESEHRZHOE, W
RBELEEERBN , AREMETENFER, FESEBAENER/MLZADE  FEBEARR
. RBHSEEDE  EIASTARMARFAL  EMROTLENWBARAL RS HR,

RIS EBMERFAS , BA Amazon SQS AIRRETEREE KRN (FlEAEN BESERF
) MEEFRAS. EEXABRTIFHNEYE K SXATREAEZAREEMBRER , LR
WA ERE K

#iB Amazon SQS TR AMEALK , SV ABRERASUMENEN, LARTATRREFD
REPBIERNERAL  EUREHREERE. EABCRET , ARETRMERKRE , LiEZHH
HEEEHNCAHEMEEEELERASNEBEARE., LREHRGABEZEARAENARRE
B UNBEREBGRARE-REHEE,

WMEEIAMIBREA S M FF IR |, 552 B Amazon SQS API 2E 15/, ARIEERHEER AP inRHY5T
REH , AN ERERIREERINBE

£ F 42 & WA EREA S

1. ¥ https://console.aws.amazon.com/sqgs/ BB Amazon SQS E£# A,
2. HEEBEEKP , EE Queues (f75).
3. E[FY) EEL , FBEYTY , REEE (X NEKEH.

Amazon SQS > Queues
Queues (4) @ ( Delete ) ( Send and receive messages ) ( Actions ¥ ) Create queue
[ Q. Search queues by prefix J 1 &
Name a | Type v | Created Messag lable v | Messages in flight v | Encryption v | Content-based deduplication
(@] MyTestQueue Standard 2022-06-27T13:03-04:00 0 [ Disabled
O SIMtest Standard 2023-02-17T08:01-05:00 0 [ Amazon SQS key (SSE-SQS)
O testFifo1.fifo FIFO 2022-06-27T13:03-04:00 0 0 Disabled Disabled
[ ©  TestFIFOQueue fifo FIFO 2023-05-15T12:03-04:00 0 0 Amazon SQS key (SSE-5QS) Disabled ]

4. T [BENBEWAE] EEL , 2E [WHBA.
Amazon SQS ERAREWATIIHNALR . BUARERGANER I SR RWANFERD.

NEERERETRCERARSNEE., HREHAR  BESRETALS ID. EXAH, KhFEK
T8,

5. HEMEREM , FRIFEEMBRAOEMH , REREBEF [MER].

6. & "MIBRFAEL HESHED , REF "MBRL .

BRARRTE =


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_Operations.html
https://console.aws.amazon.com/sqs/
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HEE2 Amazon SQS {751 2 Z=#

HEAZEBERT , BALERARRARNETIIREAZ. #BLEERT , MEFIMHESAE , £
tARERIZAEE , AHRELERMTINABUASSEREBEEBRNER, AHRAMM

T HIRZEN.
HEMBTIREN (FE£A)

1. FLmMELEEEEAL.

£ https://console.aws.amazon.com/sqs/ BIEX Amazon SQS F# A,
ESEEKT |, BZF Queues (IT5)o

ErHE@ELE  EBEST,

i#1#E Monitoring (B5#%) R EH,

HEZRERENAG LA  RE [ENRE FRIENOTHE, RTUXNEES  EEABEN
BE, SEFREERRES 1 0E,

7. FBEETIIERR:

o g A~ w DN

- EEABHKNEE
- FARABHKWEE
- AIRABHKNEE

ETMMERESEN 0 BN |, F3AZR.

EERBTIRZEM (AWS CLI, AWS API)
1. FIEMBEXEEEEAS,
2. EETTIHEP—EGS

* AWS CLI: get-queue-attributes
« AWS API : GetQueueAttributes
3. BETIBMMNER:

» ApproximateNumberOfMessagesDelayed
* ApproximateNumberOfMessagesNotVisible

« ApproximateNumberOfMessagesVisible

BRITII 22 22


https://console.aws.amazon.com/sqs/
https://docs.aws.amazon.com/cli/latest/reference/get-queue-attributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
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ETMSMuR o ¥oER , THARZER,

MR IE4KFE Amazon CloudWatch 1518 , FHEREZEIZEEBNZTER Y , ARBERTIRAZE,
WMFEEBEMFHM CloudWatch B , 552 B Amazon SQS #Y AT A CloudWatch &1,

fil &k Amazon SQS 175!

MRIEFBER Amazon SQS T BT EFTANKERIEEAT , RFAIBRZSEMEBR.

® Tip
IR IEARIE M BRAT 5 2 B S FERRAT S R ZERY |, 352 #EE Amazon SQS 175221,

FEA MBS, BEEHTEEN, NEEEMBRESPOASEFMREFAS | BAERE
5,

= ZMERITS (F2A)

1. 7£ https://console.aws.amazon.com/sqs/ BIRL Amazon SQS F# &,

2. EBBEEEF , EZ Queues (17751),

3. EFIEEF , BREEMBRNT,

4. EEMER.

5. TEMBRTIIEEES T , WA delete LAREREMIER.
6. EEMBR,

EEMBRITH (AWS CLI § API)

B LERA TSI HE A — R RMBRAT S

* AWS CLI: aws sqgs delete-queue

* AWS API : DeleteQueue

iR {751 23


https://console.aws.amazon.com/sqs/
https://docs.aws.amazon.com/cli/latest/reference/sqs/delete-queue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
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£ Amazon SQS A BERTIFHFALE

WMRETRIEMER Amazon SQS TFHEEMBRE P AIERAS , FERTI
¥, BRIEHRE 60 WHNKRE , EWRiTH A/,

i
0

EMBrBREZRZHE 60

fa
H

/A Important
BRITHIR | SEEREEEM E MBRA AL

ETREFR ] (TRE)

£ https://console.aws.amazon.com/sqs/ BAEX Amazon SQS £ A&,
HEEBEHKD |, 1EE Queues (1751),

£ T, EELE  BEEEREBRONTS

f®’ T BB TRAMBR

EEEBRTIEF A RSP |, 8 Apurgedt ZBEEEEBR , AEREEER,

o M 0N =

FIHRNAAFAEMERR, TRAESRRHENER.

Amazon SQS AfE REH

RELEKRMTIHY B MAEE, BBRANMERAL , URWAHERTS , BreaFEEA T
IHAE :

- ZEEHFE Lambda BB , FHSE FRE Amazon SQS 175 L5 3 B E AWS Lambda,

- THRWMMERETS , 23E SSE MHEMINEE,

- THRNAEZEEBMENTAS,

- THRWMMEH VPC EiEALE,

- BZERFE Amazon SQS WINEEMEERE , 528 Amazon SQS T3 F EZ Amazon SQS %
B

- BETHRAWBIETDER Amazon SQS WIEEF & FMEEEIE |, 2/ Amazon SQS HWHEE
o

- RREP (AR AWS EHH Amazon SQS #fl , FlZIAWS SDK for Java 2.x B A SR,

« BEE 5T H Amazon SQS 75 AWS CLI 5 , 2B AWS CLI £2%,

TEBRAT S 24


https://console.aws.amazon.com/sqs/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/cli/latest/reference/sqs/index.html
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« ZETH# Amazon SQS EE , 52 B (Amazon Simple Queue Service API 2&) ,
o TENMLERRETHRE Amazon SQS B &) : BIEFE A API WIRERAWS BEZEH 0

* Java

+ JavaScript
« PHP
» Python

* Ruby
» Windows B2 .NET

sEEAmazon SQS Y EEEBEAF A EE T AR B M A E IR
c BELZEMEHTHRNARBENER R LFIHE,
2/ Amazon SQS FEUEHIREF TERES D , I E—F 7 # Amazon SQS TERIZ,

—REH 25


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://aws.amazon.com/developer/
https://aws.amazon.com/java/
https://aws.amazon.com/javascript/
https://aws.amazon.com/php/
https://aws.amazon.com/python/
https://aws.amazon.com/ruby/
https://aws.amazon.com/net/
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Amazon SQS Z%#{T5 AP

Amazon SQS RMBEEEMFARNTIER, FREFIHIZESH API B11E

(SendMessage, ReceiveMessage = DeleteMessage) #EIT ERIXEH APl LAY, BE(TFHIZE
at-least-once AEEE, BEERKER—RARNZHREARTETERIEFEE (RASEDBHNEEFA
AFNEEEIEFERS), BETISGFIRRFEE , BRAB AR LSKBEHIENIEFREE,

Amazon SQS £# 52 SendMessage Z 8l , ElEEAFXBASEFEREZB/BAAES (AZ) F. HRAA
EEAREEZBAZYP , AT ME—SK. BENAZ MEBFSEIHASEEZEF.

MEBBEWNMER Amazon SQS TR ABIU MR ETYINENR , 528 £/ Amazon SQS F#EAEE
AT, WEE Java &6l , 552 E) Amazon SQS Java B EH &6,
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BETINASE (EwF) R FIFO 175 , &ZAILAHE 20,000 fE&E&@ +H AL O

BERTYER , BEARRTIPMBR), RZDHE
%8 , Amazon SQS T EEF{HRA R,

frH&8 FIFO fTSIZBERL AR .fifo B, RSt A 80
BFhfriEBEE . FEHETIRER/FIFO, |
DB EBRERURTRER.

THIEE EPTEBECYPHIEHER 50 AEE, ERXE
UTF-8 Unicode FJt,
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[iTE:E] iR
B Key BRYLE |, BEE Value ZEAMW,
E® Key MEE Value EDKPE,

B Key MEE Value A EE UTF-8 FH Unicode 3
EFAMZE, AFERUTERFT:_ .+ / = +

- @

E®Key & Value T1HEBERETFTHE aws: (BEEMBR
EEkFENERENE).

BRAEE Key RE S 128 8 UTF-8 2XXKY Unicode ¢
JTL-:o Eﬁ Key Z;ﬁgkgﬁﬁ nullo

BRXEE Value REA 256 { UTF-8 XK Unicode =
Too 1ZEH Value ATAAZEE] null,

EERBERSIAEME AWS IRF 30 TPS, MREERWERTRE
AEEFSWEEE K BREIER,

Amazon SQS A EBLE

TR3 A S AR ECEE
[ EPUN
XL D HRREFAE ID &ZRZAE 80 fAFT. EIZUTF : R
HFT, BFR (-) MER )
AEEBHE —EASRZAER 10 EHEERELE,

i“ll
¥
o
=
T

BE-AEHRBREZTIZE 10 AFALR. WHEFME
# , ESBAmazon SQS #tIX E4E— B Y Ei & 28 5 Buff
eredAsync® Fiifo

FEB L 42


https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs

Amazon Simple Queue Service

FMBABER

[

&IIII
o
F
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Iy

BB ID

¢

&IIII
o
i
B

%II
¢l
s
Bk
il

DU

AETLLEE XML, JSON MERRNNF., AFFERN
T Unicode FJt : #x9 | #xA | #xD | #x20 % #xD7FF |
#xEQQQ | #xFFFD | #x10000 % #x10FFFF

WEERTEENEAF THMERIER. WFFAEF
w2HF T W3C B1%.

MAFRENALR  BREEEEGMHREHAEEE D KE
FREBAL,

il

MessageGroupId ¥R FIFO {F3IMSERM4EN., BE

BT RARRETS,

IBBHEIEZEH MessageGroupld EEF S HEEE ., &R
21t MessageGroupId , ZEMEE KR,

MessageGroupld WERELIRA 128 BF . BNE :
HEF U AZERRR (1 "#$%&" () *+,-./:;<=>7?
el\I*_"{[}) -

EFERBRAT , ARBRE 4R, HREL60W (1 DiE).
&m A 1,209,600 # (14 X).

EETHIZESH API B11E (SendMessa
ge . ReceiveMessage T DeleteMessage ) EZif#E
BRIXEHY API FENY,

FIFO 175

« FIFO 175X #E & @ API B)1E (SendMessa
ge . ReceiveMessage #lDeleteMessage ) &B#®

300 EX ZMEEE,
. MBS EAMREE  FIFO THXESE API EiE

(SendMessage ., ReceiveMessage #l DeleteMes
sage ) B¥&% 3,000 BIFAS. 8% 3000 AIFAR R %
300 f& API /PR |, BEFILER—ES 10 AIFAS R4

Nrd
Ao

BB
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[ DU

FIFO T3l S E

- EREMKXEE (SendMessage . ReceiveMe
ssage #DeleteMessage )WERT , EXBIRZP
(S eandbEh). <BEESR (REM) MEHN (BZEEW) &
i , FIFO Pl S liX 8L WRESE AP BEE
# 70,000 £ 5.

- HREBERD (BXMB) MBUN CER=E) BE , HRE
EEAREE AP BIEEH 18,000 EXRXH,

- HRTKESE (RE). BARE FiK). KBS (B
) MEAEE RR) B, BR@*ERSE API B
ESF 9,000 £EX 5,

- HREUN (") MEEN (ERE) , ARBXEAEHE
API B1E8® 4,500 £X 5.

- MERKWIZEE  FENEAREERREREFTEIER
ERASEAE ID BE.

- BUEBEXBIRE (HHERILEF). EZEAEEP
(BRFR) XEMN (ZRW) REERARIXERE AP
(SendMessageBatch # DeleteMessageBatch

) KX ERNEEYWHRS 700,000 AR, 8%
700,000 AIFAERKXEHW 70,000 X5 , B—ES—i#t
10 AIRAR.

HRBN CEZHRE) MEBERIP (BXR) BE , B
FEiBFEA#IREE APl 8 & ZEE 180,000 AIFAE.
#% 180,000 BIFARRKKREBY 18,000 EXZ , B —=%
&—#t 10 BIFAE,

HREAREE (HE), BAEE (%K), mAEH
(BH) MEXEH RR) B , BAUEAMRREES
M| ZIiEE 90,000 AIFAL. HEEMEA SendMessa
geBatch #l DeleteMessageBatch HEHEZ|HAH
HEE, HWRERPHFEASBLACEAERNASE
# 1D
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[ iR

- HREBON (R ) MmEMN (BRE) BE , BZAUEA
HREESMWHRZES 45,000 BIFAE. EEEFEH
SendMessageBatch # DeleteMessageBatch
FESZAREE  RERPHNAEALBLEER
MREMAEEAE D,

- EFTEHM AWS EiEH , B8 AP BIEN R KEEE
A8 2,400 (T EHIXEIE) 5 24,000 Bl (£ A#LIRE
H) AR

- FEERREREBBERERG , FRXIZEEZR,

- MEFMEA , FBE SQSFIFO TP H*xEN S E

EMER D E.
A EFT R AENFER (R/ME) EEKEBR OV, ZRAXER 157
i,
AB K RPABKRPE 1A (1 BFT). ZAR 262,144 {2

TT48 (256 KiB)o

EEEX KR 256 KiB AR , BRI LMERBERAR Java
# Amazon SQS EFx A FisE N EM Amazon SQS IER
A F %2 Python B, WREXEZEEEEXSTE Amazon
S3 FAEETHSZEMN Amazon SQS AL, ERFAN LR
A2 GB,

(@ Note
WEHREXEEERREL R F iR,

AT MR EF FAENFERTEMRRES OW. ZNMEE R, HEK
RAIERA 12 DB,

BURER BAEER 8,192 1w, 20 ERFRR. 50 EEEA ,
= 10 ElfRE. MEFHER , 552 E Amazon SQS BE
EE.
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Amazon SQS &% FfThae

Amazon SQS 2 T HI4S M EEIhEE -

E3

 7£ Amazon SQS HEAEMF B

« Amazon SQS WA EFHEER

« BER¥ Amazon SQS AEFTENER

- SIREKIIDE

« Amazon SQS A% BEH

« Amazon SQS EHM K=

« Amazon SQS A B Rk

« Amazon SQS ZEE{T 5

« Amazon SQS BBk

« Amazon SQS S 5T HFER

&8 Amazon SQS F# & fFHat Fi#& EventBridge B&
- FABXAFIREEXEMN Amazon BERFRESEAXE Amazon SQS

ni
\
s

1£ Amazon SQS A £ A M = & B 5

Amazon SQS X EEMF TS (DLQ) , ERFFH I USEREIEENASELBE, DLQ HRA
ERERERNIFEER , RAETURHAFERANALE , LYBHEBETHRIINER, BTESKEN

gt , REEERKRRTHF DLQ RIFER AWS tRFE —BEEBR, —BAEBNRAERNEZR(TIIF |
10>

- REEHAEBEHNFERT Y HIAM R EE 8%,

- PBEENERTINAEARR , UZHERAEABE,

s M ERRRER T EEERENAZEERERA,

- ERENFITIIEMURE , SARBHERFEITI,

EREFIREABRT RS2 | AUBERIFS, MBEEA Amazon SQS TR AREELT
B PIMMBET , BB TRITEM Amazon SQS R AREB/MT S5, MEEE TS
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MR | flnmnmAHERBREERNFZRTFINEAAREREET , 528, FH Amazon BENFZ B
5|12 EZ 3R CloudWatch

e FHERF BT HIRY R A

A ENUGEERARIEE, maxReceiveCountiEmaxReceiveCountEAEESAEBREE
MERTHZ A, ATARERRTYIERARNIRE. Fla0 , mREEFEEMaxReceiveCount HEKHY
B @l 1), IELBEBFAESERBHBEERNTETI. BTRACNRREEMIRERR , B1
maxReceiveCount FRESBHET , UAFEANEH.

o

BEHAFBREEBLERRTIEFTHERNFTRTY, BUNRERTATAERRTI. AFFE
ERRITY , RELBABERRTIEABERNFRTY, BREATFAERRTIEAEBREZEZTH,. W
RIEBEZFEFEHAIbyQueueBEE AT EMY , BITLMEARIR{TH] Amazon EREZHE (ARN) BEEHRZ
10 EHRITS], BEEE denyAll | FHRMEZEEERZR T,

BRAF BN T T HINA S RE

HRAZEEFY , ARNIH—FEUHRREATIIREEBEAER., ASEBEENFTRTIE , B
AMFHBEBRLTILEE, kApproximateAgeOfOldestMessagefIBEREIEHASBETENF
BATH R , MIERBEEALNER, fl0 , RRALEBREERNFTRTIZE , ERBTFHHTE
1 REE. NREXFRTINREHRA 4 X, AT 3 REREXFZRTHHMEBRAL , MA
ApproximateAgeOfOldestMessage & 3 X, Hit , REEXRR —EKERFRTINRBHMEER
ERARRRATINREHR-,

=4 FIFO 73 , AERBIEUF BTN , FERAS. Ik ApproximateAgeOfOldestMessage
HEARSEEFAEBIERFTRTINEGE, FLEAMNERESF , AEEE 4 RERENFER T
Hls iR , M B ApproximateAgeOfOldestMessage & 4 X,

T Amazon SQS E#E AR EERF T

FENF BT HI R HIFT 5 AT LA R TR 2 By B RAT 5. WFRFMEF , 5526 £ Amazon
SQS HEREMF BB .

Amazon SQS T2 BB EMN BN F /TS, BLAXEUTY , TREHERSBRF T, W0F
BIATIERBERFZRMTIINET , F2REM Amazon SQS FEREE VTS,

FIFO 3R ERF RTFIALABR FIFO 175, B , REMTIINERFRTIILA L RREST
o

BYREECHE |, TUAREERT T,
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HERBRTIREERFT T (E£8)

£ https://console.aws.amazon.com/sqs/ BIRX Amazon SQS F# A&,

EBEEKT |, EZF Queues (IT5)o

BEUTSI , ARIBERE,

BBEENFIHTIIER , RAERZBEMA.
BELZHELIRRTIELEBHHNAEENFITIH Amazon Resource Name (ARN),

EEREABNRAEBRE , EBLEES TRASEEIEXFITY , FEEAERERE
# 1 1,000 2EHE.

7. TERREERFRTIER  FRERET.

2 e o

REFIZR  FRAEREMIINFAENER, EFREARE L , BUFZRTIREIERS
FEERFRTHPETSRAERENERF TS ARN.

7 R ANI4E Amazon SQS A ER E M F BHT 5 E T

B ERAENFRTIEHUELY  BREANASBEBEENENFTETI,. RIFHER , B¥F
BT HESSKASRERNFETIBERRTS . T8 , MEMETIHERMEE , &40 SEE A
HifrHEEABREEE N, fln , MRERFITIR FIFO 175 , AIEEEE B Wit sER
FIFO 75l b4\ , BRI LR EBREIEE , LAFRE Amazon SQS BEIFA B IR,

® Note

#EFABHE FIFO fP5IBE FIFO DLQ B , RIEBHHN EEERMER ID MRS RHEBAH
ID, ERATHMRE DLQ EEERMERIETSHILRFHAEEERMER ID MRABEILA

/BN 0

EXFRTIEURINIEFERHRALS  KEENBAFK. B2, Bt SRBERNIER
HHEMBEBNALS , ARREEMEBFNHAS. flH , MREEEERRRENFSBRIIERER
BEENH SR ENR FIFO BFIBIEHE |, AIEMERAVEERLEEENFERBE L,

(® Note

BHRESHIESERREHE. EEFEONBHHSEEAEENEB4HNHE
¥ , messagelIDifenqueueTime B &5 EHE QB4

REERFRHTFIBED T
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Amazon Simple Queue Service BRAREE
ES]

- f£/ Amazon SQS API BRERETHIERE RN T 75 EHHLER

« £/ Amazon SQS ¥ A AR B RETIRERENT T I E R

- BREERF TSI BESE T 55 A

£/ Amazon SQS API AR B EETHIREENF T H ERELER

B LAEASendMessageBatch, ReceiveMessage#l DeleteMessageBatch API BifEREREE
MF BT HI BT R

AP| BjfE HR

StartMessageMoveTask BREISERS ITE , AR REBEENRRTIBE
EER B i,

ListMessageMoveTasks NEFERBTIH THETARBIHEE (&
10 1@).

CancelMessageMoveTask BUEEENAEBH T, REEBMRER

RUNNING B | FeEEUHIAEBE,

£/ Amazon SQS F# A AR B RETIIREENFT T H EFMELEK

1. 1E https://console.aws.amazon.com/sqs/ BIEX Amazon SQS X# &,
HEEEERD , 1EE Queues (fT51).
BELEREAENFSTINTIER,
BEERME DLQ B,
EEEBERET , stHARBNM , T TIE—BEE
- BERASBERBIARRTY  FEEBEDERRTH,
HEXFALBREDINHMTS K FEEBEDEBITEN. AR, BARBTENTIIN

Amazon Resource Name (ARN),

6. HEEZHRET , BETIEP—E

o k~ w0 DN

- RRBEL - UBHEAALYBEHERNFITIIAL

REERFRHTFIBED =


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://console.aws.amazon.com/sqs/
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- BEIRARE - USHEHITNEAAERXBEREHBERFITIALR. AHFNRRERAEY
500 BIFAE.
- BRUBIRARENB/MERME , YRERRTITSHASEL, RBERE K FHRES
B AEREE , TEEEZERKRETIINWAMRE,
7. ERBRESENFESTIEERN  FEEEEDHFAS.

/A Important
Amazon SQS T X EERENF RHTFI BEBF S NEEFENEUTA L.
BT BT BRI ERRZ AT 36 N, Amazon SQS XEFEIRSHZH 100 {E
ER R BREIER.

8. WMREEHUHASBEEER  FEMINFHEENER L  EEFHUE DLQ BEEE), BURETH
MNASBEDR K FACKNBEEBBENMTINARTESREEE NHIFIIH,

REER TR BEBNEHIHT

BU LS UFEZEEE  EEREFIREEENERTYEE, BENFRTIBESFIEN KK
WmE

RIKFF A HER APl 3%

EERBASEE - .
%) g EmAFR{THIM sqs:StartMessageMoveTask . sqgs:Recei

veMessage . sqgs:DeleteMessage # sqs:GetQueueAttrib
utes . MBENFRHTHIHFEHIORITFIE B (BB SSE #55)) , 8
th kms:Decrypt FHERARMEASNEA KMS €48,

g B 1T 5|8 sqs:SendMessage . MR B W {rHIE MR |, Al
kms:GenerateDataKey # kms:Decrypt tRHSEH,

EEBUHETHH . .
= & EERE) i EmMFERTHIM sqs:CancelMessageMoveTask . sqs:Recei

veMessage . sqgs:DeleteMessage # sqs:GetQueueAttrib
utes . MREMFETHIE N (bFEA SSE 175) , kms:Decrypt
o

REERFRHTFIBED =
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RIKFF A HER APl 5%
BEHETALERY -

4k gE g EmAFR{THIMN sqs: ListMessageMoveTasks  #l sqs:GetQu
eueAttributes .

BT T 5 LR E BN T /TS BERE Ay & AKFF AT

-

& A AWS Management Console YRR & 7 ERIFEVEEE XA |, it 5 hitps://
console.aws.amazon.com/iam/,

2. EEBEMKS  EEHE.
3. BUBATHHTMEE  LEEMMEENZA AM ERERAS |

* sgs:StartMessageMoveTask

* sgs:CancelMessageMoveTask

* sqs:ListMessageMoveTasks

* sgs:ListDeadlLetterSourceQueues
* sqgs:ReceiveMessage

* sgqs:DeleteMessage

* sgs:GetQueueAttributes

- |UWFRTHIH Resource ARN (40
Marn:aws:sgs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>J )o

* sgs:SendMessage

- BHH{FHIA Resource ARN (B8 , Tarn: aws: A#R:< DestQueue _ ## >: < _ &%
>, )o DestQueue DestQueue

 kms:Decrypt - RFBHEE,

* kms:GenerateDataKey

- ERARMNERKEIGRTSFASKEMR KMS INZEE£H|H Resource ARN (Hin

Marn:aws:kms:<region>:<accountId>key/<keyId used to encrypt the message
bOdy>J )o

REERFRHTFIBED =


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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- ARBED B WiiTHIH KMS E S|/ EIR ARN (Hl10

Farn:aws:kms:<region>:<accountId>:key/<keyId_used for the destination

queue>] )o

N FRBCRERLUTRAR

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
"sqgs:CancelMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sqs:ReceiveMessage",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes",
"sqs:ListDeadLetterSourceQueues"”

1,

"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"

},
{

"Effect": "Allow",

"Action": "sqgs:SendMessage",

"Resource":

"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
},
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:<region>:<accountId>:key/<keyId>"
}
]
}

REERFRHTFIBED =
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BEFEMAFNZTIES (EREXFRTIRRTS) REFT

R T SRR ERERNEZERFRTINHKEF T, LENREFFTRRERF I ER. M
BRAMES B J«X&%E’I'.{%# RT3

1. & A AWS Management Console MBS 2 R FEVEEE RS |, BiLA https://
console.aws.amazon.com/iam/.

2. EEBEMKS  EEHE.
3. BUSATHHTMEE  LEEMMEEHBA AM ERERAS |

* sgs:StartMessageMoveTask

* sgs:CancelMessageMoveTask

* sqs:ListMessageMoveTasks

* sqs:ListDeadlLetterSourceQueues
* sqgs:ReceiveMessage

* sqs:DeleteMessage

* sqs:GetQueueAttributes

- EWFRTHIH Resource ARN (fi0
Marn:aws:sqs:<DL@Q_region>:<DLQ_accountId>:<DLQ_name>1 )o

* sgs:SendMessage

o Hf#####H Resource ARN (####arn: aws: ##:< DestQueue _ ## >: < _ ##
>#)#DestQueue DestQueue

T FRBEEELA TAR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
"sqs:CancelMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sgs:ReceiveMessage",
"sqs:DeleteMessage",

"sqgs:GetQueueAttributes",
REERFRHTFIBED =
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"sgs:ListDeadlLetterSourceQueues"”

1,
"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":

"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
}
]
}

CloudTrail Amazon SQS #EX F {75 E F iR B E R AR T K

£ 2023 £ 6 A 8 H , Amazon SQS # i TEA M SDK # (CLI) BWEMF T3 (DLQ) EFRLRRH
AWS ., AWS Command Line Interface B ER FE A EXE DLQ EFMBEEAFIEIIRE, AWS
MREETEFEH AWS TR A EFUBEENEZRTIAE , BUESZ I TIEENTE

» CloudTrail Effar & SEE 175 EH BN S 4
- BT ERFRTIIBESHNETT

CloudTrail B4 2

2023 £ 10 A 15 B , ERNFHTHIEH M CloudTrail E4ZBAEE Amazon SQS FiE4A £
B, MREBHIEL CloudTrail B4R ERE , MBI EFH. LLTRE DLQ EFH; CloudTrail B
NEFEHER :

Lt—EEHE8 WELER

CreateMoveTask StartMessageMoveTask

CancelMoveTask CancelMessageMoveTask
EHEFA

Amazon SQS tBFEMA SDK M CLI irZAA , thEH T DLQ BEBNTIFT , MFEREREER
. EATIMTHIFF T EEREERS DLQ WAL,

CloudTrail EF FERER 55
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1. BMERFF A (DLQ API BN ERI EHT)

2. & Amazon SQS BURFFT]

3. f£H sqs:* BRAF THFTAIEER

/A Important

HEfEM SDK = CLI Ky DLQ BEEE) , B4 ARAFES LR E F —(@i#IRH DLQ BERBNFT A
HR

MR DLQ BEREBNTIFFAIRFE LRE h —EEE , SN EE 2023 £ 8 A 31 AR EMENET
A, REEF 2023 F 8 A 31 H , BHIRFAREELEZRERIB DLQ BERESNEFS , FHU
AWS R ARENFGTIUBESAL, Hl , BEREE us-east-1 Ml eu-west-1 FEE "tkRF AL . &
2023 6 A8 HzaEl, "tRF AL RRAREHEE AWS =2 & LHNEH |, B7 eu-west-1 RAIEEE
WMERENER M, £2023 56 A8 HE 202348 A 31 AZM , R "RE A K. BERERAFE LR
Heh—{@#&1E , A|RgEANE us-east-1 B9 AWS =& L EMEEEN B4 , M ABEE eu-west-1 [ 1 H
EERENED M

/A Important
WREH DLQ BEREFTAIE 2023 F 8 A 31 HZRTH/ELEEREz— , BNIRFEELE

£/ AWS A EERES DLQ AL,

i , INREIE 2023 F£ 8 AHAME AWS £i84 LFFA DLQ EFWHEKINGE , B EEHE
2023 £ 10 A 15 A , RIFELBEE 2z —HEKAMNER,

MEFMETR , F52[ the section called “FE B Z FEBEK",

LT 2&{E DLQ BEREEEMNTIIFF I sE6l. £RAMAMRRRME (SSE) {751k , FEHEN AWS
KMS & RH#ER,

BFER

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"sgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes",
"sqs:StartMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sqgs:CancelMessageMoveTask"

1,
"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"
.
{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"
}
]
}
ZEBUR

TIHZEBRESMVENERTT

« AmazonSQS FullAccess — @& THERNFERHMTHIEF BT/ - B E. BUEMIILE,
« AmazonSQS ReadOnly 7H — RHUEEFIE , YIS FEENF BT EMUBRE T /E,

CloudTrail EF FERER
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AR
Step 1 . .
Add permissions Add permissions
Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job
Stap 2 functions. Learn more [
Review

Permissions options

() Add user to group () Copy permissions
Add user to an existing group, or Copy all group memberships,
create a new group. We attached managed policies, inline
recommend using groups to policies, and any existing
manage user permissions by job permissions boundaries from an
function. existing user.

© Attach policies directly
Attach a managed policy directly
to a user. As a best practice, we
recommend attaching policies to a
group instead. Then, add the user
to the appropriate group.

Permissions policies (1/1051) ‘ C ‘ ‘ Create policy [3
Q, AmazonsQs X ‘ 2 matches 1 ©
-] Policy name [3 A | Type A4 | Attached entities v
] AmazonSQSFullAccess AWS managed 0
(] 0] AmazonSQSReadOnly... AWS managed 0

£/ sqs* EAF THRFITBUER

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "*"

B B

MREFEANREFZEBR (CMP) , BITTEAEH AWS CloudTrail F IAM 358 B2 175 55 0] E#H &2

EH R,

CloudTrail E# MR E R
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® Note

WMRIBEFEEH AmazonSQSFullAccess M AmazonSQSReadOnlyAccess , IR EE# —
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'
What's up? : |
'
; '

Virtual Queue Client

Amazon SQS
Hello world! Dl | |4

ReceiveMessage (

"MyQueue#MyVirtualQueueA") Virtual Queue
ou MyQueuegMyVirtualQueueA 2

ReceiveMessage ( Dispatch

"MyQueue#MyVirtualQueueB") > b | | | 4 Thread
i Virtual Queue
( MyQueue#MyVirtualQueueB

Virtual Queue Client

BHMERN | EEBZEAFR

AT EHIE RERINAER AmazonSQSRequester M AmazonSQSResponder N EREEFEHEMN

BAFERK,

£ H F i

public class LoginClient {

// Specify the Amazon SQS queue to which to send requests.
private final String requestQueueUrl;

// Use the AmazonSQSRequester interface to create

// a temporary queue for each response.

private final AmazonSQSRequester sqsRequester =
AmazonSQSRequesterClientBuilder.defaultClient();

LoginClient(String requestQueueUrl) {
this.requestQueuelUrl = requestQueueUrl;
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}

// Send a login request.
public String login(String body) throws TimeoutException {
SendMessageRequest request = new SendMessageRequest()
.withMessageBody(body)
.withQueueUrl(requestQueueUrl);

// If no response is received, in 20 seconds,

// trigger the TimeoutException.

Message reply = sqsRequester.sendMessageAndGetResponse(request,
20, TimeUnit.SECONDS);

return reply.getBody();

[a

BEEABR , ST TIEHE

B ERT S,

R ERHTHIH URL EEEMABHERIRAS
BEAR

R B TSR EIFE,

i BRE B 4 5

e o,

o a0 A~ wh =

¥t ) AR 25 v

DTEHHBRZEREBR  EEEVHTERBATI L FUEFASNhandleLoginRequest () A

3% , kA doLogin() BRBRERM A%,

public class LoginServer {

// Specify the Amazon SQS queue to poll for login requests.
private final String requestQueueUrl;

// Use the AmazonSQSResponder interface to take care

// of sending responses to the correct response destination.

private final AmazonSQSResponder sqsResponder =
AmazonSQSResponderClientBuilder.defaultClient();
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LoginServer(String requestQueueUrl) {
this.requestQueuelUrl = requestQueueUrl;

}

// Process login requests from the client.
public void handlelLoginRequest(Message message) {

// Process the login and return a serialized result.
String response = doLogin(message.getBody());

// Extract the URL of the temporary queue from the message attribute

// and send the response to the temporary queue.

sgsResponder.sendResponseMessage(MessageContent.fromMessage(message),
new MessageContent(response));

& BRAT 5

& EM{R Amazon SQS EEIWEERTHIFIERANTMAEERAER , EANEAERXTBEEEY
BRI A FiweE , ©EMW shutdown() %, BBAILIER AmazonSQSRequester STHEK
shutdown() %A%,

TR A Fimt REVEBRERNFTEFIINT X, BREE KRB (ARA 5 £i8) AW AP
W RTSIME , AFIRESEA TagQueue APl BIMERERZRMEFEA TS,

(® Note
EAETS LRI API BIERS L CRLRFRE , SFTEEE

ReceiveMessage BifE,

1
o
&

ESHTHEMER ListQueues Ml ListTags API BIERBESTEEREFENAETY , MBRELR
DERWERNEMTH, KA, MR—ERAERATSEHEN , HEATAFREEZRER.
ARDIHEESE , FEMHRNMEAFRRHEEBAZFTERENHLARB ITETIIETER.
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amazonaws.services
amazonaws.services.
amazonaws.services.
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s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.*;
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sgs.model. *;
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import java.util.List;
import java.util.UUID;

public class SQSExtendedClientExample {

// Create an Amazon S3 bucket with a random name.
private final static String S3_BUCKET_NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());

public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the AWS SDK for Java Developer Guide.
*/

final AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.
*/
final BucketLifecycleConfiguration.Rule expirationRule =
new BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");
final BucketLifecycleConfiguration lifecycleConfig =
new BucketlLifecycleConfiguration().withRules(expirationRule);

// Create the bucket and allow message objects to be stored in the bucket.

s3.createBucket(S3_BUCKET_NAME);
s3.setBucketLifecycleConfiguration(S3_BUCKET_NAME, lifecycleConfig);
System.out.println("Bucket created and configured.");

/*
* Set the Amazon SQS extended client configuration with large payload
* support enabled.
*/
final ExtendedClientConfiguration extendedClientConfig =
new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, S3_BUCKET_NAME);

final AmazonSQS sqgsExtended =
new AmazonSQSExtendedClient(AmazonSQSClientBuilder
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.defaultClient(), extendedClientConfig);

/*
* Create a long string of characters for the message object which will
* be stored in the bucket.
*/

int stringlLength = 300000;

char[] chars = new char[stringlLength];

Arrays.fill(chars, 'x');

final String mylLongString = new String(chars);

// Create a message queue for this example.
final String QueueName = "MyQueue" + UUID.randomUUID().toString();
final CreateQueueRequest createQueueRequest =
new CreateQueueRequest(QueueName);
final String myQueueUrl = sqsExtended
.createQueue(createQueueRequest).getQueuelrl();
System.out.println("Queue created.");

// Send the message.
final SendMessageRequest myMessageRequest =

new SendMessageRequest(myQueueUrl, mylLongString);
sqsExtended.sendMessage(myMessageRequest);
System.out.println("Sent the message.");

// Receive the message.

final ReceiveMessageRequest receiveMessageRequest =
new ReceiveMessageRequest(myQueueUrl);

List<Message> messages = sqsExtended
.receiveMessage(receiveMessageRequest).getMessages();

// Print information about the message.
for (Message message : messages) {
System.out.println("\nMessage received.");
System.out.println(" ID: " + message.getMessageld());
System.out.println(" Receipt handle: " + message.getReceiptHandle());
System.out.println(" Message body (first 5 characters): "
+ message.getBody().substring(@, 5));

// Delete the message, the queue, and the bucket.

final String messageReceiptHandle = messages.get(@).getReceiptHandle();

sqsExtended.deleteMessage(new DeleteMessageRequest(myQueueUrl,
messageReceiptHandle));
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System.out.println("Deleted the message.");

sqsExtended.deleteQueue(new DeleteQueueRequest(myQueuelrl));
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");

private static void deleteBucketAndAllContents(AmazonS3 client) {
ObjectListing objectlListing = client.listObjects(S3_BUCKET_NAME);

while (true) {
for (S30bjectSummary objectSummary : objectlListing
.getObjectSummaries()) {
client.deleteObject(S3_BUCKET_NAME, objectSummary.getKey());

if (objectListing.isTruncated()) {

objectListing = client.listNextBatchOfObjects(objectListing);
} else {

break;

final VersionlListing list = client.listVersions(
new ListVersionsRequest().withBucketName(S3_BUCKET_NAME));

for (S3VersionSummary s : list.getVersionSummaries()) {
client.deleteVersion(S3_BUCKET_NAME, s.getKey(), s.getVersionId());

client.deleteBucket(S3_BUCKET_NAME);

AWS E AR Java 2.x BB EMEH . A Amazon S3 EE KXE Amazon SQS FAE

LTEAR Java 2.x HAWS RBREHEHESE T EAREHEEE Amazon S3 REITER | W ELw
BHRAILE 14 REKAMBRY . SHERILE A MyQueue WTH | WEEFFE S3 RETE
Hiii 256 KB WREEHFAEZETS, &% , BEXNRSHEZIALS , EEASNMEEER , ZZMERA
B, PN ERE,
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* Copyright 2010-2024 Amazon.com, Inc.

or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/
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import java.util.Arrays;
import java.util.List;
import java.util.UUID;

/**
* Examples of using Amazon SQS Extended Client Library for Java 2.x
*
7
public class SqsExtendedClientExamples {
// Create an Amazon S3 bucket with a random name.
private final static String S3_BUCKET_NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());

public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the AWS SDK for Java Developer Guide.
*/

final S3Client s3 = S3Client.create();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.
*/
final LifecycleRule lifeCycleRule = LifecycleRule.buildexr()
.expiration(LifecycleExpiration.builder().days(14).build())
.filter(LifecycleRuleFilter.buildexr().prefix("").build())
.status(ExpirationStatus.ENABLED)
.build();
final BucketLifecycleConfiguration lifecycleConfig =
BucketLifecycleConfiguration.buildexr()
.rules(lifeCycleRule)
.build();

// Create the bucket and configure it
s3.createBucket(CreateBucketRequest.builder().bucket(S3_BUCKET_NAME).build());

s3.putBucketLifecycleConfiguration(PutBucketLifecycleConfigurationRequest.builder()
.bucket(S3_BUCKET_NAME)
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.lifecycleConfiguration(lifecycleConfig)
.build());
System.out.println("Bucket created and configured.");

// Set the Amazon SQS extended client configuration with large payload support
enabled

final ExtendedClientConfiguration extendedClientConfig = new
ExtendedClientConfiguration().withPayloadSupportEnabled(s3, S3_BUCKET_NAME);

final SqgsClient sqsExtended = new
AmazonSQSExtendedClient(SgsClient.builder().build(), extendedClientConfig);

// Create a long string of characters for the message object
int stringlLength = 300000;

char[] chars = new char[stringlLength];

Arrays.fill(chars, 'x');

final String mylLongString = new String(chars);

// Create a message queue for this example

final String queueName = "MyQueue-" + UUID.randomUUID();

final CreateQueueResponse createQueueResponse =
sqsExtended.createQueue(CreateQueueRequest.builder().queueName(queueName).build());

final String myQueueUrl = createQueueResponse.queuelUrl();

System.out.println("Queue created.");

// Send the message

final SendMessageRequest sendMessageRequest = SendMessageRequest.builder()
.queueUrl(myQueueUrl)
.messageBody(myLongString)
.build();

sqsExtended.sendMessage(sendMessageRequest);

System.out.println("Sent the message.");

// Receive the message

final ReceiveMessageResponse receiveMessageResponse =
sqsExtended.receiveMessage(ReceiveMessageRequest.builder().queueUrl(myQueueUrl).build());

List<Message> messages = receiveMessageResponse.messages();

// Print information about the message

for (Message message : messages) {
System.out.println("\nMessage received.");
System.out.println(" ID: " + message.messageld());
System.out.println(" Receipt handle: " + message.receiptHandle());
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System.out.println(" Message body (first 5 characters): " +
message.body().substring(@, 5));
}

// Delete the message, the queue, and the bucket
final String messageReceiptHandle = messages.get(@).receiptHandle();

sqsExtended.deleteMessage(DeleteMessageRequest.builder().queuelUrl(myQueueUrl).receiptHandle(me
System.out.println("Deleted the message.");

sqsExtended.deleteQueue(DeleteQueueRequest.builder().queueUrl(myQueueUrl).build());
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");

private static void deleteBucketAndAllContents(S3Client client) {
ListObjectsV2Response listObjectsResponse =
client.listObjectsV2(ListObjectsV2Request.builder().bucket(S3_BUCKET_NAME).build());
listObjectsResponse.contents().forEach(object -> {

client.deleteObject(DeleteObjectRequest.builder().bucket(S3_BUCKET_NAME).key(object.key()).bui
1}

ListObjectVersionsResponse listVersionsResponse =
client.listObjectVersions(ListObjectVersionsRequest.builder().bucket(S3_BUCKET_NAME).build());

listVersionsResponse.versions().forEach(version -> {
client.deleteObject(DeleteObjectRequest.builder().bucket(S3_BUCKET_NAME).key(version.key()).ve

1)

client.deleteBucket(DeleteBucketRequest.builder().bucket(S3_BUCKET_NAME).build());
}
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& LAE AP 1 & Maven B8 Java IHE EEMBEBE Amazon SQS EREFin , AEBECHEE
SDK. fe&ERARNFEAR SDK & EEBIEE.

<properties>
<aws-java-sdk.version>2.20.153</aws-java-sdk.version>
</properties>

<dependencies>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>
<version>${aws-java-sdk.version}</version>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
<version>${aws-java-sdk.version}</version>

</dependency>

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>amazon-sqs-java-extended-client-lib</artifactId>
<version>2.0.4</version>

</dependency>

<dependency>
<groupId>joda-time</groupIld>
<artifactId>joda-time</artifactId>
<version>2.12.6</version>
</dependency>
</dependencies>
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A Python IEFZX A PR EEE XE Amazon SQS FAE

THEHSERABREBEIL Amazon S3 fEFITE. A%, ©EEEI B AMN Amazon SQS 17
B, MyQueuedf #$1ZHIE S3 fE17HTEE HifiB 256 KB WA B EXE 75, % K BXBLHEIEA
B EEASMMEBER , EEMERAS., THMFEFITE,

import boto3
import sqs_extended_client

#Set the Amazon SQS extended client configuration with large payload.
sqs_extended_client = boto3.client("sqgs", region_name="us-east-1")
sqs_extended_client.large_payload_support = "S3_BUCKET_NAME"
sqs_extended_client.use_legacy_attribute = False

# Create an SQS message queue for this example. Then, extract the queue URL.
queue = sqgs_extended_client.create_queue(

QueueName = "MyQueue"

)

queue_url = sqgs_extended_client.get_queue_url(
QueueName = "MyQueue"

)['QueueUrl']

# Create the S3 bucket and allow message objects to be stored in the bucket.
sqs_extended_client.s3_client.create_bucket(Bucket=sqs_extended_client.large_payload_support)

# Sending a large message

small_message = "s
large_message = small_message * 300000 # Shall cross the limit of 256 KB

send_message_response = sqgs_extended_client.send_message(
QueueUrl=queue_url,
MessageBody=large_message

)

assert send_message_response[ 'ResponseMetadata’]['HTTPStatusCode'] == 200

# Receiving the large message

receive_message_response = sqgs_extended_client.receive_message(
QueueUrl=queue_url,
MessageAttributeNames=["'All"']
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assert receive_message_response[ 'Messages'][0]['Body'] == large_message
receipt_handle = receive_message_response[ 'Messages'][0]['ReceiptHandle']

# Deleting the large message
# Set to True for deleting the payload from S3
sqs_extended_client.delete_payload_from_s3 = True
delete_message_response = sqs_extended_client.delete_message(
QueueUrl=queue_url,
ReceiptHandle=receipt_handle

assert delete_message_response[ 'ResponseMetadata']['HTTPStatusCode'] == 200
# Deleting the queue

delete_queue_response = sqs_extended_client.delete_queue(
QueueUrl=queue_url

assert delete_queue_response['ResponseMetadata’]['HTTPStatusCode'] == 200
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£ Amazon SQS F# A5 E Amazon SQS 1775

£/ Amazon SQS F#Z A RFREMEE Amazon Simple Queue Service (Amazon SQS) {75 1 2h
. BEMERAEIEARREMBRF[HNEZFIIEE, BEXFIHTIETIHELRY , SAREHBRE
2R A AWS Lambda BRI #l,

&

« Amazon SQS HWER B EH R E

« £/ Amazon SQS FEARETIZSE

- REFRUBE

- £/ SQL EENME SRR TET IR [ REFiH N

£ Amazon SQS 2 & BT IR EMRERHINE

£/ Amazon SQS FRARETIINRAES BER

« fEA Amazon SQS F# AFTE{T5I= Amazon SNS * &

« EXXE Amazon SQS T3 A5 3 EE AWS Lambda

« £/ Amazon BE{L# AWS BR#EZI Amazon SQS K& A EventBridge

- BEEEEBMNAR

Amazon SQS WE R B AV EFR =&l

ABAC 21T ?

UBMAERNFIRS (ABAC) R—ERERERF , RIEMMEEAENERNEBRESRER,
AWS ABAC REBMHNERMFHAEEENFIES A REEEFREACHBREENRZERER
WEFETEERFHBRERE, MEEZHW ABAC WFHEEF , 528 (AM EAEERE) +
WA EREAR AWSH ABAC,

Amazon SQS X #E ABAC WA X2 ZEEIRE Amazon SQS {75 #H BRI B AV 2 ER A0 B 2 k22 il
Amazon SQS 175I#97FE. £ Amazon SQS A ABAC HWEEN BB RH£i8 | IREHR IAM =8
£ Amazon SQS 7% , MEEREBR XN EEREL,

EfEM ABAC , ‘B LAERBRES Amazon SQS fFHIRE IAM FEGT AT MBERER |, LA B & IRRET AT 8
[REZSHE, SUUACRAFTEESEEKACHER £ IAM PEYE-FFUBR , MALESIH
BERKEMBR, SHEUUEERERE IAM X8 |, LUEY ABAC BEEK., EETHWAY IAM ERE
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At FHEERE Amazon SQS T EEMERTE |, B LLERET ABAC BURR /L 5F Amazon SQS 1%,
EEH—SEBPNER AWS |, BESBAWS ESZF B MAmazon SQS H A9 FliER,

® Note
B AR Amazon SQS #J ABAC H &i1EE4 Amazon SQS MIFTE AWS BXEFYaIER |, {8
THEFERA -

- DREH (BEAE)
- TRESE (EHEA)
« BUM (FBEST)

< BUN (BERit)

A E—EZEE Amazon SQS F{EH ABAC ?
LA 2% Amazon SQS #H 5 ABAC B — L4 E -

» Amazon SQS K ABAC ZRERDIFFABK, ETLFEATRAN THEBERMYTEBR, BAUE
RAERZE @ LBFINERMBFRER | itk AR EEERAE,

- £ ABAC REERER. EEREEVHEEERL , eRBEREDR THERTTE,

- A IAM TR TERREERFR. SUUA IAM TBREVER Y EAEEEBRRHHA
& IAM ERER 2B EBENFE. EFHEEKREFRERNERF BB,

- BEMHEEFIRENER. B LUEIREE AWS CloudTrail P £ & B R ET THEREN S 2 #E
Ao

&

- Amazon SQS H) ABAC R4 %5I8#

- Amazon SQS FFEUR FIHE5

- B3 |IAM A& R Amazon SQS 175l
- AEB MR FEURS

Amazon SQS HJ ABAC 43R 5|#

ST LAE R BA T iR ¢ 3R 5| 82 R4Z I BB F -
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ABAC #3584 HiR Policy type (BUR#%EH!) Amazon SQS &1E

AWS : ResourceTag  Amazon SQS 7% £ R IAM B3R Amazon SQS 7% &
WS (BMNE) I RIRE
RPHER BNE)
REBREXEF

AWS : RequestTag Amazon SQS 1T5|&  {FHIBERF IAM B3R TagQueue,
FRIRELNER (8 UntagQueue,
B) BBERAPIER CreateQueue
(BFE) IEBEKE
&

AWS : TagKeys ERPNEBRS|# fFHIBUERA IAM B3R TagQueue,
HBERAPNEERSI UntagQueue,
#ABRF CreateQueue

Amazon SQS FEFEUE I ZS

UTENMAERAERETEIEHNES ., IAM BERRES| IAM A& REHITRETHINFTE
Amazon SQS &4k , E&T5BE# A environment, {EA production BWERER., MEFMEA ,
R2REUEBRAERNBMETFEIRSIA AWS Organizations.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "prod"
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B IAM EAEFM Amazon SQS 7%

T EHIFREAan{a 22 37 ABAC BUR , LAE A FIZHI% Amazon SQS FW#ZEL. AWS Management
Console AWS CloudFormation

£ AWS Management Console

B IAM ERE

1. & A AWS Management Console YR G 2 R FEVEEE RS |, HBiLA htips://
console.aws.amazon.com/iam/,

REMEESKS K BEEAE

BEMEERAE K ARECERAEEBRNFIRTFBAAERHE,
ENMENRES - EXNRFERAR , ARBEET -5 5,
#IF Next: Add Tags (F—% : #FEER).

#1188 environment BfEA beta HNER.

BET—S  0E A RAREERLCERE,

BEEREER D AR FRSRERIFRELLZRE.

© N o o b~ w0 N

18 1AM ER &R A

1. BEUEESNN IAM E£HE,
2. ##E Add inline policy (¥718 RA#R ).
3. 7£ JSON % L |, B E THIBGR,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowAccessForSameResTag",

"Effect": "Allow",

"Action": [
"sqgs:SendMessage",
"sgs:ReceiveMessage",
"sqs:DeleteMessage"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {
"aws:ResourceTag/environment": "${aws:PrincipalTag/environment}"

"Sid": "AllowAccessForSameReqTag",

"Effect": "Allow",

"Action": [
"sqgs:CreateQueue",
"sgs:DeleteQueue",
"sqs:SetQueueAttributes"”,
"sqgs:tagqueue"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestTag/environment": "${aws:PrincipalTag/environment}"

"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqgs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "prod"

4. BEMBBER,
5. BEEBIBGK

A AWS CloudFormation
5 T 5| #5] AWS CloudFormation #8253 37 fff 0 #: BUR A Amazon SQS 1758 IAM R & -

AWSTemplateFormatVersion: "2010-09-09"
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Description: "CloudFormation template to create IAM user with custom inline policy"

"2012-10-17",

"Statement": [

"Sid": "AllowAccessForSameResTag",
"Effect": "Allow",
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage",
"sqs:DeleteMessage"
1,
"Resource":
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "${aws:PrincipalTag/

g n
’

"Sid": "AllowAccessForSameReqTag",
"Effect": "Allow",
"Action": [
"sqgs:CreateQueue",
"sqgs:DeleteQueue",
"sqs:SetQueueAttributes"”,
"sqgs:tagqueue"
1,
"Resource":
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "${aws:PrincipalTag/

"
’

Resources:
IAMPolicy:
Type: "AWS::IAM::Policy"
Properties:
PolicyDocument:
{
"Version":
{
environment}"
iy
{
environment}"
.
{

"Sid": "DenyAccessForProd",
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"Effect": "Deny",
"Action": "sqgs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "prod"

Users:
- "testUser"
PolicyName: tagQueuePolicy

IAMUser:
Type: "AWS::IAM::User"
Properties:
Path: "/"
UserName: "testUser"
Tags:

Key: "environment"
Value: "beta"

B B MR FEEE S
LA T & B8R ANA4E Amazon SQS A 8IS B 4 B 17 B il
FRRE A environment WETEBFERE A prod WEREREILITS

#}ITUL AWS CLI 855, RIREIMTIN , ERER[EARR | BEREREAR prod, MRERE
AWS CLI , AIAT AR ENHEE TIHIREE,

aws sqgs create-queue --queue-name prodQueue —region us-east-1 —tags "environment=prod"
B EIZR B Amazon SQS Ui B AccessDenied #ERAE :

An error occurred (AccessDenied) when calling the CreateQueue operation: Access to the
resource <queueUrl> is denied.
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EREA IAM FHE LWEREE CreateQueue AP| FIGEENERAT., Ficx , RMBER
ERZEEFENES environment B{EEES beta B IAM EHE,

LARRTE & environment RN E A beta WEREE TSI
AT CLI a5, BIERLAERES environment WEEBRENRES beta WEREBEEIN T,

aws sqgs create-queue --queue-name betaQueue —region us-east-1 —tags "environment=beta"

LEWE -AIFAE , #ERTIIERNEY , BUTIIRR,

{
"QueueUrl": "<queueUrl>"
}

EIXAEETT

AT CLI an S LU A R EIEETI,
aws sqgs send-message --queue-url <queueUrl> --message-body testMessage

[l FEFE R E B ThAS A S EEZE Amazon SQS 1751, IAM EREF I EAFTKASEEZZES beta
ERN{TY. OEIFEARSHAEMN MD50fMessageBody Hl MessageId,

{
"MD50fMessageBody": "<MD50fMessageBody>",

"MessageId": "<MessageId>"

}

£/ Amazon SQS AR TETIHBH

BURGFESGE  CUNRE TS

- ARMRE - HASEEERETIRTY (B—UBEE) ZERASNEERE, MEFEESA ,
A2 A R ERE

&III
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@ Note
EHERARETRERE , IREFTIFRAEAENREE. EEREE—NZHE
mEF , BAAEERAEF—E AWS SDKo

n
¥
&

- ABRREH - Amazon SQS REBETIF 2AENBEE, EERERT , TIHSKASREM
Ro BAILRETIAREALES 14 R, WEFHEF , F2RASREHE.

. SHHER - Amazon SQS AXAFREFFINAL: HEBNBHE, NEHEER , FSHXH

HEE

« ABKDER - WIFHIWAS KD LR, MFEFMER , F2EASXD LR,

WSS - Amazon SQS EEFAEEFIINBBWEREZBATRANER LR, MEFHA
, 552:B Amazon SQS SN E#HA.

- BMARRHEEEERMBR - Amazon SQS TLURBAEAXBBEIEEESEMBR ID, MEFMEE
F, BB BEKBEA Amazon SQS R FIFO B35,

- BABHEE FIFO- ARAFNTHASMAEHREE, RENBERHAMEE (EETHH

BrEIEM FIFO BXE[R#) 8FBMA FIFO T SRMEEN ML ERTE,. MEFHMENR K FS
B Amazon SQS A FIFO {758 &% & & Amazon SQS FAEEL&E,

M

- BEBANEEK  EREWERFTIEMILTIAEERFTRITH. MFHEER , F2H &

Amazon SQS FFEAEMFIET .

HEXRERRTINTISE (F28)

1. ¥ https://console.aws.amazon.com/sqgs/ BEX Amazon SQS E£# A,

2. EBEERT BIE Queues (f75)). BIEFHF]  RBBEEE,

3. BETERER.

4, ETRMRBT  BASESBAEL, BEAR 05 12 MM, TR ES 30 B,

5. ERLREHMMT BASEBHNEG, GENR 1985 14 X2, BRER4 XK.

6. HWRERFH BRABNALZSEMNE, HEAR 0 20V2H. ARERY , TER
EERE. CTAFEEFEREERT,

7. WRABRIEER  BRHASEBEAEL. SEAR 0D 15 E2M. ARES D,

8. EABKRNPERF , WA—{EE, EBENMRN 1 KB E 256 KB 2@, FFRER 256 KB,
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9. HRFIFO {75 , FEERARNREERERMBRUMARNETRERERMRIIGE. ARRERF
Mo

10. (BH) EER FIFO FIRMAESWIABUBEEMBZRTIIFNAL , FRERMASEIA
FIFO,

i}
fim

BENBESKEZE (EEERMKREEMN FIFO WX ER4) BFAKA FIFO 73 5%
EMVERE, MRECEBEFHASHIAE FIFO FIENEMRE , BTN EF@EESEN ,
MERERMBREREESXNHIT. MEFEFMEH , F2BAmazon SQS F FIFO 175IH & #ix
&K Amazon SQS A B EE.

1. HRABEREAFFBER , BERA. RTIREPER . £ A (ARE). KTIHLIPIER, &
BT HIEF | 554k Amazon Resource Name (ARN) I E& % 10 B RITHIHBE,

12. ERITHISBHRER , FEERT

BREFIEGR
FEMEBIR | AR LR,

FRBREERAFITIINIRSE, FRENAC. FRBRGUEERMEAE ATFIR B4 (50

SendMessage., ReceiveMessage 5 DeleteMessage), TARBRR AT HIHEE & EXMEWA
=

JBNO

BEXERBTINFNBER (£128)

1. 7 https://console.aws.amazon.com/sqs/ FARX Amazon SQS £# &,

2. ESEE®RP , EEF Queues (fF3).

3. EEfTY , ARBERE.

4. BEEFHHZEER.

5. EWARDRPREFNBRRAN, WEFIRBRRAXFMAEN , 526 Amazon SQS FHY

o MERER,
6. TEARREFHBRRE A6 FEERE.

8 SQL R MBS MR 59 [ AR 2 18 05

BR T 7MY Amazon SQS ZE M MRE[IRMNE (SSE) EIE 2\ , Amazon SQS ¥ & SSE (SSE-SQS)
AEEEVHTNZEMMRFIHMNE , UEA SQL EENMNEZESRREFBEBALTIEZNHRE
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#lo £/ SSE-SQS , HEFTERVNEEMB SR , B FFEBHENBRMBEER, SSE-SQS 7
REReHERER  YHBEFEBRENMBSRUENERER K MEFTENE,

SSE-SQS i [ 256 {1 7T B I AE % (AES-256) MNZEE , RAREFFALE R, Amazon SQS — K FIFA
B |, SSE MEAE M, Amazon SQS EUNMBRERAERAL , YAREESAREEZGRENEE
EETEMmEAR,

(® Note

 THEX SSE BERBHEBEMTHIMARIEE MZE B R B

* Amazon SQS TR BFSIME. Hit , B KMS-SSE , #T & BBRA SQS-
SSE. MRIEFEHXRP KMS-SSE 2 &EA SQS-SSE , BAAEBRPHMEBHERE,

HERETSIN SSE-SQS & (X2 A)

(@ Note

RIETAEE , £/ HTTP (3E TLS) W B E L AT EFERA SSE-SQS Mm%, £A
HTTPS SEZ A 4 i B 2 T Amazon SQS TR X2 M REEK.

1. 1 https://console.aws.amazon.com/sgs/ BIRX Amazon SQS A&,

2. EEEBEH®KD , EIEZE Queues (fF5l),
3. EEMFY , RRBERE,
4. EBEME,
5. HERRIJ/IHMET |, BEFEMA,
(® Note
B SSE % , $iINZ{THIME R SendMessage H ReceiveMessage FERAGHIE
8. Amazon SQS ZeMHREBERERETEXHERBER. WREFEKERFEREX
£l Amazon SQS 173l , FH L EA SSE.
6. iZH Amazon SQS £ (SSE-SQS), FAHIZEEBENNE.,

7. i®#E Save (EE).
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A Amazon SQS & & AT YR E @RS HINEZ

ATRBTHIASFHNER , Amazon SQS FARAFTE #E M 75 B 7l IR 25w N2

(SSE). Amazon SQS 28 Amazon Web Services Key Management Service (Amazon Web Services
KMS) 24 , LEEARFIRESWMNE (SSE) B KMS £i8, WFEFEA SSE WFHMAEN , F2H
Amazon SQS I FREEME

IERIGTHI KMS SRS AEBSWMEK , HP2eREERTIZFREZRNFT. mEF
ﬁnﬂ , nﬁ/&ﬁéﬁﬁﬂii

EERIWIE KMS SBAEEE K ELBEANKRFEEE kms: ListAliases f kms:DescribeKey B9
570 , BP4ESETE Amazon SQS 1A LR KMS HBIEM. BFER KMS £8MHEEEREREL
ELFE.I-o Zzu n¥%ﬂ1§nﬂ nﬁ/ﬂaﬁfﬁﬁqiio

B RFESTIR | AHRE SSEKMS.
EBREREHFIN SSEKMS (E24)

£ https://console.aws.amazon.com/sqs/ BEX Amazon SQS £ &,
HEEEHKD |, 1EE Queues (1751).

BETH  ARBERE,

REME,

ERRSRmMET |, BERA.

o k~ 0 bh =

(® Note

B SSE #% , $InZ{THIME R SendMessage H ReceiveMessage FERAGHIE
8. Amazon SQS ZEe M HREBRERLETEXAERBER. WREFEKERHEREX
F| Amazon SQS 7% , FE#E 4 EH SSE,

6. EHIAWS Key Management Service &8 (SSE-KMS),

FEAGET KMS MR A. RFM KMS £ ARN,
7. IEETYIH KMS £ ID, MEFMER , F2H EEAE,

a. BIEEEKMVS £i8518181E,
b. FEFRE#BE Amazon SQS #J Amazon Web Services 5t& KMS €88, ZEFA £ |
KMS €858 T REZEIR,

3
ﬁ\i
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c. HEMA Amazon Web Services tRF P BF] KMS £ |, 1t KMS £BEHIEE., W
FRBIUBET KMS £#8MIER , 2B (Amazon Web Services Key Management Service B
BABEmRE) PNELER,

d FEFATEBEEHTNHEIT KMS £ , SifEAHM Amazon Web Services tkFH BET KMS
S8, FEEFWA KMS £87518 , A%RW A KMS £#8 Amazon Resource Name (ARN),

8. (ER)BNEXNCREEFERYRE , HE1 28D 24 MrzBNE, HREA 5 P&, MFFM
&, F2H THRENSREEERAYE,

9. S5TAX SSE-KMS MIERE®R , mBERT

£/ Amazon SQS £ A FRETHIHN KA BRE

AT EBRE R BIEE Amazon SQS 175 , LA UBEFIRINE A, BESR., MTEHMENR ,
B Amazon SQS A BEZER.

"
r

EFFINEMETAEEL  ERRERSET TN ER,
BRYREESIG | THABERTER,
EERERANFINER (T24)

-_—

f£ https://console.aws.amazon.com/sgs/ BIRX Amazon SQS A&,
EEEEKY | #EF Queues (I75).

BEFY, RREBEERE.

EHEERER.

Wi, BUHBRTIER

o M 0D

a. HENMEER 6 FEENERE. GAZNE  ARZETEER,
b. EEEHMERE A6 FEEHENE.
EEBRER  FRER/EHZENBR.

C
6. TEHRERERR A6 FRERT

ks

£ Amazon SQS F#Z &K ETB{T%ZE Amazon SNS &

& B] LART BY — B =% % 18 Amazon SQS {75 %) Amazon Simple Notification Service (Amazon SNS)
B, BEERBASRMEIEER , Amazon SNS B AR EEEIEEFTETS. Amazon SQS BEE
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FTRIME M A BN, MEFMEER ,
Y FHEER Amazon SNS ?

55289 (Amazon Simple Notification Service B2 A B15

ERFTEE M@ SNS R Amazon SQS 1758 , Amazon SNS € HTTPS & & E%EH
Amazon SQS. MFEAE Amazon SNS EEHNZH) Amazon SQS 52 EEANEBEN , F2EHRE
AWS BRFEHY KMS #EPR,

/A Important

Amazon SQS BEEIBR R Z & 20 ERRIAR ., 5TE Amazon SNS FE I8 —EEHK
BRI, BBt EGEHERETREEE XK,

i1 SNS £/ (£#£4/) MfT5l

£ https://console.aws.amazon.com/sqs/ BEX Amazon SQS £ A,

EBEE®KT |, EZF Queues (175

HEATFFEHRZFEITE SNS BT,

£ Actions (B 1) BB 122 Subscribe to Amazon SNS topic (F7B Amazon SNS X&),
®EITHREREETTHMN Amazon SNS EEEF | BEMNTIRE SNS =&,

o M w0 Dhd =

MRINEERFRFIH SNS 78 , FBFIRIE "8 A Amazon SNS £ ARN, , REWMARZTEN
Amazon EREHE (ARN),

6. EEfFF
7. EEMBITHER , U BMAEFTEYRBTESEEXZEFINALS., MEFAENR ,
Amazon S E B AR A S5 Amazon SNS #A B 2,

T
W
&

MREK Amazon SQS 75| SNS TEXRE AWS IRF |, TEHEE NS ALERTE. NEHAE
A ) e Az 2:() Amazon BEBHREHEAEIBREAPNERITE,

WMEETRIEIEE SNS FREMMEREENR |, 528 Amazon FEEEHRIGE 2 A EEFE TS Amazon
SNS FAEEIXZE Amazon SQS AR A E EFHH AWS Lambda BIE

225 Amazon SQS 251 LS5 BB AWS Lambda

A LAE AWS Lambda BREREIE Amazon SQS FHIFMFAE . Lambda @®HE{T I ERA I ERT
SIAENEHRELZTA Lambda Y, AELNREEEEEESHEREIR , S8R RTINAR
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Amazon SQS Java RZEEH &4l

& ET LAfE P 2 B B o S B 4T B AR A (Amazon SQS) MEHAM AWS lRIEEEHY Java BARER.
AWS SDK for Java HEEREMERE SDK , FH2E (AWS SDK for Java 2.x F#& ABIEE) FHA
.

WMEEAR Amazon SQS 1THIREREH |, Flanin{a 2T HIREIXALS
Java 2.x BB A B1E) RMER Amazon SQS A ST,
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TE

- B Amazon SQS 17 %I £ F {a] R 25 i N &

« ERE Amazon SQS T3 ER
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Bt Amazon SQS 17 %! £ A fal Bk 25 i 1N 27
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AWS Key Management Service (AWS KMS) KMS &8 REEXER ME LW, LLEHIEH Amazon
SQS ¥y AWS Z& KMS £, MEMFHA SSE M KMS €8z ACGHHEEEER , 5528 Amazon SQS
PIFFREINE.
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EEMARAFINARSHME , BEM SetQueueAttributes HERERE KmsMasterKeyId
B,

THREAIFEFEAEERE AWS KMS key B Amazon SQS #9 AWS Z & KMS €88, st 2
AWS KMS key B8 REEEES 140 B,

EHTEHBRERBE 2, FEEECRE AWS 2F, NEFHMET , FSBBIRAWS SDK for Java
2.X AE?E@EP E’Jnﬁ)ﬁg AWS At n;*ﬂﬁﬁﬁtﬁo

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();
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// Get the URL of your queue.
String myQueueName = "my queue";
GetQueueUrlResponse getQueueUrlResponse =

sqsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(myQueueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create a hashmap for the attributes. Add the key alias and reuse period to the
hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName,
String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the AWS managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Create the SetQueueAttributesRequest.

SetQueueAttributesRequest set_attrs_request = SetQueueAttributesRequest.builder()
.queueUrl(queueUlrl)
.attributes(attributes)
.build();

sgsClient.setQueueAttributes(set_attrs_request);

EATHIH SSE

EEEARAFINRARSHME , BEM SetQueueAttributes FiEA KmsMasterKeyId B
REBTEHFS,

/A Important
null &2 KmsMasterKeyId HWERE,

£/ SSE #1175

EEEENTHIERA SSE , 4% KmsMasterKeyId BMHIEE CreateQueue API 5%,

VAT 85I BE/R 0T 22 SRR SSE W17 5. f75I6ER Amazon SQS B AWS & KMS &8, LLgif
& AWS KMS key EEEFAHERES 160 ¥
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EHTEHHRERNG A , BFREEECHRE AWS RBE., NMEFHMEN , F2BFAZAWS SDK for Java
2x AEIEEPNETE AWS RENBRRES,

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Create a hashmap for the attributes. Add the key alias and reuse period to the
hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName,
String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the AWS managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Add the attributes to the CreateQueueRequest.
CreateQueueRequest createQueueRequest =
CreateQueueRequest.builder()
.queueName(queueName)
.attributes(attributes)
.build();
sgsClient.createQueue(createQueueRequest);

FRER SSE Bt
MEREBUTSI B EEBER , 528 (Amazon Simple Queue Service APl 8% ) RIEifI,

HEWMEUSETSIN KMS €88 ID BRI SREEFEAHB , BT GetQueueAttributes FiEI
#EEL KmsMasterKeyId # KmsDataKeyReusePeriodSeconds {E.
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F AR 7 B ER R E By A @A B 28 Amazon SQS 175, T 56 RE a4 £ /A AWS SDK for
Javait EEH ., MEFMEF , 528 Amazon SQS BAD ELEH.

EHTEHHRERNG A , FEEEERE AWS R, MEFMER , F2BA3ZAWS SDK for Java
2x ANEIEFMPRIERE AWS BHE B2 EE.
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// Create an SgsClient for the specified region.
SgsClient sqgsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Get the queue URL.
String queueName = "MyStandardQl";
GetQueueUrlResponse getQueueUrlResponse =

sqsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create the ListQueueTagsRequest.
final ListQueueTagsRequest listQueueTagsRequest =

ListQueueTagsRequest.builder().queuelUrl(queuelrl).build();

// Retrieve the list of queue tags and print them.
final ListQueueTagsResponse listQueueTagsResponse =
sqsClient.listQueueTags(listQueueTagsRequest);
System.out.println(String.format("ListQueueTags: \tTags for queue %s are %s.\n",
queueName, listQueueTagsResponse.tags() ));

¥ NERER
EEHAREH T OEEME | FBEA TagQueue H3k,

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Get the queue URL.
String queueName = "MyStandardQl";
GetQueueUrlResponse getQueueUrlResponse =

sgsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Build a hashmap of the tags.

final HashMap<String, String> addedTags = new HashMap<>();
addedTags.put("Team", "Development");
addedTags.put("Priority", "Beta");
addedTags.put("Accounting ID", "456def");

//Create the TagQueueRequest and add them to the queue.
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final TagQueueRequest tagQueueRequest = TagQueueRequest.builder()
.queueUrl(queuelrl)
.tags(addedTags)
.build();

sqsClient.tagQueue(tagQueueRequest);

BRER

EZEBRTIN—ERZEER , BFEA UntagQueue HiE. THEHEBER Accounting ID &
ﬁo

// Create the UntagQueueRequest.

final UntagQueueRequest untagQueueRequest = UntagQueueRequest.builder()
.queueUrl(queueUlrl)
.tagKeys("Accounting ID")
.build();

// Remove the tag from this queue.
sgsClient.untagQueue(untagQueueRequest);

HEEA B B EIX E Amazon SQS 175

EaERAAEBMEMEBEARNEEBIPEERER (flw , FREEE. wEZHER., HFEMET
I5). MEFHMENR , F2H Amazon SQS FEB 1,

ERTEHREXB A , FRELCRE AWS . MEFMEF , F2HHEAWS SDK for Java
2.x ABEEHHERTE AWS 35 M5 2% EiF.

ERBM

%TE%EHQ WEBM |, BT A MessageAttributeValue ERERNEREB., NEFMEE
, Bl BB k AEBHEREE,

& AWS SDK for Java BEEIFTEAEANMAEBHENRER , ¥ige B Amazon SQS EEIWE
BIHEITHE, MEHMAET , 528 AWS SDK for Java 2.x B A EEEURBAREMERXRTE
S EEAEBMEN MD5 AERE,
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String

I ETBINEE B Name By String BMEZA Jane W{E,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put('"Name", new MessageAttributeValue()
.withDataType("String")

.withStringValue("Jane"));

Number

L E B E & AccurateWeight B Number BHEEZA 230.000000000000000001 KI{E.

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("AccurateWeight", new MessageAttributeValue()
.withDataType("Number")

.withStringValue("230.000000000000000001"));

Binary

LtgEHI§ & A ByteArray RY Binary BHEEARIAL 10 L T/AMRESIRE,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("ByteArray", new MessageAttributeValue()
.withDataType("Binary")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

String (custom)

LtEEBIHEE A Employeeld W ERTEBM String.Employeeld B2 A ABC123456 MI{E,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("Employeeld", new MessageAttributeValue()
.withDataType("String.EmployeelId")

.withStringValue("ABC123456"));

Number (custom)

L& FIEE A AccountId BWBETEM Number.AccountId E& A 000123456 RI{E,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();

EERBM
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messageAttributes.put("AccountId", new MessageAttributeValue()
.withDataType("Number.AccountId")
.withStringValue("000123456"));

(@ Note
RAAEARERER A Number , ReceiveMessage BIESEE 123456,

Binary (custom)

L EBINEE A ApplicationIcon WWEETEBM Binary.JPEG EE AR 10 TR
=

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("ApplicationIcon", new MessageAttributeValue()
.withDataType("Binary.JPEG")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

HxEEBMNALS
HEflEEEEALZAKBEHIEE SendMessageRequest,

// Send a message with an attribute.

final SendMessageRequest sendMessageRequest = new SendMessageRequest();
sendMessageRequest.withMessageBody("This is my message text.");
sendMessageRequest.withQueueUrl(myQueueUrl);
sendMessageRequest.withMessageAttributes(messageAttributes);
sgs.sendMessage(sendMessageRequest);

/A Important
MREKABEIEE KELE (FIFO) 1751 , MR sendMessage FEELRMASEHE D
BT HIT,
WMREFEA SendMessageBatch 3% , MIE SendMessage , B4 AR HEBREASIEE
RSB,

St
jm

A
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£ Amazon SQS API

AHEIRHEE Amazon SQS % 2. /A GET M POST AAREEN API FEREUR FERAH#R AP B
ERHEBAE SRR, WE Amazon SQS EifE (2FESH. HR. S#HANEREDR) WHAEA  F2H
{Amazon Simple Queue Service AP| Z&) ,

HERFEASERRNRITESEEH Amazon SQS |, ERTUFIA AWS BHREHERHEN T ESLI

an
(Way

. MEHEBRER
. BRAR
. REEROE

MEGSY TEMNMHEEENR , 528 AWS CLI s Z2Z LUK AWS Tools for PowerShell Cmdlet £
Z H#) Amazon SQS Eff,

8748 AWS JSON B ER Amazon SQS API

Amazon SQS A AWS JSON B EMAIEEAWS FEEHMRA _EFFE Amazon SQS API #y{&
mEl, AWS JSON BAMERMESNEIXE, EEMNIEEMERR application-to-application &
FARE, AWS EEEHHZEML , JSON BB ERRNEENFIL/RFIILAEEER. AWS IR
BNREEE SQS API £/ AWS EHBEAHE , 2B Amazon SQS API F{E AR AWS JSON &
T E X EPFLESES ? X8 Amazon SQS AWS EHEFMEMN AWS BB EMHIRA,

Amazon SQS /A AWS JSON 1 E AWS SDK & F i ( 30 , Java , Python , & JavaScript )
Amazon SQS R#% 252 BEETEE. Amazon SQS API R/EM HTTP FR1#EX JSON XA, R
HEHIT Amazon SQS 1E¥ , HITEEELL JSON KX {EE SDK A Fi%, BEE AWS #HHLE , AWS
JSON EffE , EfR , EARER FinMiRi%es 2 BERER,

« AWS JSON 1#Z&Fx E Amazon SQS B FimMRI5eE 2 B FREE,

- [AREFEEMAEE Amazon SQS EX£RFFIEANERRETES | B CEA AWS JSON B
Eo

« AWS JSON BB ESE A Amazon SQS A F M AR 2 BN FHt (S HE#RAE JSON EX)
MR FHE (& JSON X ER B YH).

WEMEA Amazon SQS #1T AWS JSON BB ERFMEN , F2EAmazon SQS AWS JSON 1
RERBEES
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AWS JSON BEABEEIEEN AWS SDK iR EATH., EEERHBEES 2R SDK A ME&1TH
i, F2H (AWS RBEEHNTESZER) B AWS FREFRTEMASEARE

£

« £/ Amazon SQS HH AWS JSON BAHE R L &EH API 553

. {#/ Amazon SQS HHIE AWS MBI ER HEH API 5&S
 ER¥& Amazon SQS HIEER

« Amazon SQS #tXEhE

£ Amazon SQS ##) AWS JSON B ESR HEH APl R

EARES | FHE T B ERE Amazon SQS iwE;, 1BH POST @B RUAKFEEEDFE,

(® Note

AWS R Z 8 S 22 JSON Hh#E. NEXENFSERTREE
SQS API R fEEFA K AWS JSON B E X BWLFES 2.

ﬁn'h

=2/ Amazon

£}

- BBiRE

« IRH POST &K

- A% Amazon SQS JSON API| [E1fE

« Amazon SQS AWS JSON hEE REZE

Eigim

A7 EH Amazon SQS 7% , B4 EEBIKE ., WFE Amazon SQS HEWHEEEEN , F2E
Amazon Web Services — k2% dHUTEM :

. [EiEmR
« Amazon Simple Queue Service i B Bl 58
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https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://docs.aws.amazon.com/general/latest/gr/sqs-service
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18 Amazon SQS IHHEE B, Hln , MREHEMETS , MyQueue — 1@
TP EEWSE , sqs.us-east-2.amazonaws.comi 3 —fE{T3 EHGwEsqgs. eu-
west-2.amazonaws.com , BIR{EFH TR EBEAER,

T RE BRI EFREMATFIREH,

POST / HTTP/1.1

Host: sqgs.us-west-2.amazonaws.com
X-Amz-Target: AmazonSQS.CreateQueue
X-Amz-Date: <Date>

Content-Type: application/x-amz-json-1.0
Authorization: <AuthParams>
Content-Length: <PayloadSizeBytes>
Connection: Keep-Alive

{
"QueueName" : "MyQueue",
"Attributes": {
"VisibilityTimeout": "40@"
},
"tags": {
"QueueType": "Production"
}
}
(® Note

T5ZBRTH URL BED KDE,
AUTHPARAMS BIFERBEUR API S35RVEEE, MEFMEN , 552 Amazon Web Services
— RS EHRHNEE AWS AP| 53R,

B POST &3k
Amazon SQS POST B3R HTTP B RAXHNFERBEEAEHZE,

LT R2 X-Amz-Target 8 E A AmazonSQS. <operationName> By HTTP #ZH& 4 , UKk
Content-Type 88E% application/x-amz-json-1.0 B HTTP &8,

POST / HTTP/1.1
Host: sqgs.<region>.<domain>
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X-Amz-Target: AmazonSQS.SendMessage
X-Amz-Date: <Date>

Content-Type: application/x-amz-json-1.0
Authorization: <AuthParams>
Content-Length: <PayloadSizeBytes>
Connection: Keep-Alive

{
"QueueUrl": "https://sqs.<region>.<domain>/<awsAccountId>/<queueName>/",
"MessageBody": "This is a test message",

IE{@ HTTP POST Bk @A EZME Amazon SQS 175/,

(® Note

EEME HTTP 4Z88 X-Amz-Target # Content-Type 4B/,
HAFIwRK HTTP fRAME , HTTP AFinAJse S HTTP SAREMEMIER,

i 22 Amazon SQS JSON API [E1fE

A7 EEEEFRER , Amazon SQS £&E JSON EREE , AECESERRNER, NF ¥%IH§
A , 5@2BF Amazon Simple Queue Service API 2Z& Hl Amazon SQS AWS JSON #HZEE REE
HY 18 B B 1E

ES -]
- FXZhHY JSON M fEREHE
- JSON $HEREIfEAE 2

F{ZhHY JSON [ElFE#EHE

MRFRKI , T ECETER x-amzn-RequestId , EFEEFERWBE AL —ZHRSF (UUID)
DR EH A tn el FEML, I3 , T3 CreateQueue EIFEEE Queuelrl #1Y , WU X BEEIN
{758 URL,

HTTP/1.1 200 OK

x-amzn-RequestId: <requestId>
Content-Length: <PayloadSizeBytes>
Date: <Date>
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Content-Type: application/x-amz-json-1.0
{

"QueueUrl":"https://sqs.us-east-1.amazonaws.com/111122223333/MyQueue"
}

JSON #5458 Bl fE it 48
MBERKMI , Amazon SQS BEEEEEE | HE HTTP BEAAL.

£ HTTP #Z889 , x-amzn-RequestId @& KK UUID, x-amzn-query-error @ 2mMEER :
RSN  URERERRALEEERIAEHR,

HEEEAXH , "__type" EHEMERFMEF , M Message RIAAREB NI HERMI.

LATF & JSON AR EER O e A -

HTTP/1.1 400 Bad Request

x-amzn-RequestId: 66916324-67ca-54bb-a410-3f567a7a0571
x-amzn-query-error: AWS.SimpleQueueService.NonExistentQueue;Sender
Content-Length: <PayloadSizeBytes>

Date: <Date>

Content-Type: application/x-amz-json-1.0

{

__type": "com.amazonaws.sqs#QueueDoesNotExist",
"message": "The specified queue does not exist."

Amazon SQS AWS JSON &R RREZ&E
BB AWS #$ JSON B EE Amazon SQS BEiFEANE RREEE,
TR AWS JSON BIAHE ? 2EBEAEH Amazon SQS API S5 RFMEEF MG ?

JSON RAREERFEZEBANKEZFEANESNMRS EZ—. Amazon SQS £/ JSON #4A
AWS SDK A Fim (4]0 Java, Python, &£ JavaScript) #l Amazon SQS fal R85 < B T @AM IR
7to Amazon SQS API #4E# HTTP 55R#% JSON BXME A, REFH1T Amazon SQS #1E ,
mEEELL JSON X EE SDK A Fik, B AWS &ML , JSON I EEME M A F s [ RS
ZEEwER,

« Amazon SQS AWS JSON ## % & Amazon SQS B Fix MRS 2 RN FERESS,
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FMBABER

- {APRESEEREAAET Amazon SQS EXRFTERAMNERRETES , B

Eo

T HEAE AWS JSON B

« Amazon SQS AWS JSON B EFE Amazon SQS A F i A ke 2 B A F 5t (Y4 sk
A JSON #=X) FMEREFFI{L (& JSON EXERAEYH),

W{AIBIAE A E AR Amazon SQS B AWS JSON #5% ?

EEMBFEAZRIH AWS SDK MRALA IR Amazon SQS WEFARE |
ERAREMRERAR. EEH—FS T7# SDK AP ,

LXTEJEﬁEAEE Amazon SQS API #E EAK AWS JSON B E 2 & EFE S ER-M SDK RAE

i

al
il

C++

Golang 1.x

Golang 2.x

Java 1.x

Java 2.x

JavaScript v2.x

JavaScript v3.x

SDK A Fimf#FE

aws/aws-sdk-cpp

aws/aws-sdk-go

aws/aws-sdk-go-v2

aws/aws-sdk-java

aws/aws-sdk-java-v2

PEH SDK A FiwmhR

v1.47.7

v1.28.0

1.12.585

2.21.19

aws/aws-sdk-js

aws/aws-sdk-js-v3

v2.1492.0

v3.447.0

BE

AWS SDK for C++

AWS SDK for Go

AWS BRREZR v2
# SDK

AWS B AR Java By

FREEH

AWS B AR Java 1y

FREEHNH

JavaScript £ AWS

JavaScript £ AWS

EE R AWS SDK HiREE
EZRETRPN 58 B,

Amazon SQS AWS JSON ##F RBEE
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3
[l

NET

PHP

Python-boto3

Python-botocore

awscli

Ruby

SDK A Finf#fz &

aws/aws-sdk-net

aws/aws-sdk-php

boto/boto3

boto/botocore

AWS CLI

aws/aws-sdk-ruby

HEM SDK A Fimhix
ZiS

3.7.681.0

3.285.2

EE

AWS SDK for .NET

AWS SDK for PHP

AWS SDK for Python
(Boto3)

AWS SDK for Python
(Boto3)

AWSH I E

AWS SDK for Ruby

AFEB Amazon SQS TEEHRA JSON BEABER MR ?

MRIEHERH SDK WEETERESBFTAF M AWS AWS SDK WA , EELE U AWS & AER (b
#H XML) EFER Amazon SQS HEE) , AITAEEE AWS JSON BB EFHE. MREEIEMRS
25 | SEH#4& Sup AWS port ZBF9,

MRFECKL AWS EHRHH SDK A& , EXRWBERIRERBREA RIS REFZE JSON | &
S 2

AR SDK IRABE AR IEEFEANRAE ZBIRAR, R EAEAR Amazon SQS ) AWS
JSON 1% ? iNEFEFMEA , 528, AWS F5HAY SDK MrA & ¥ Amazon SQS API I{al B A A
i AR Amazon SQS #J AWS JSON t#:% ? £/ JSON B BAHE. WREAH AWS HREHEE
BER , 88 Amazon SQS API S EHAZ AWS &,

Amazon SQS AP| A AWS JSON BB EZIEMLIES 2

Amazon SQS X EFFE A AWS BIREH (GA) WES kA&, Bal
Swift, BERATHRHEMES SR K FS2HEAWSLEIWIE

, BMA % Kotlin, Rust =
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https://aws.amazon.com/sdk-for-python/
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https://rubygems.org/gems/aws-sdk-sqs/versions/1.67.0
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/developer/tools/
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Amazon SQS API F{E K AWS JSON @& 1 i sz Wk Lk (= 15

Amazon SQS £ Amazon SQS WATEAWS [EiF & & AWS JSON BB E.

£ AWS JSON BB EF K EIEER Amazon SQS AWS AR EMIRAER | FTRATL
e H W LL 7 5B o 2 2

AWS EEHHZEMAL , JSON HEERRMNEENFILMRFILIEEER. AWS RIESE 5
KB FAEAEHA AWS MEEAIE , Amazon SQS # JSON B E AT 4% end-to-end A BRI IEE &K
% 23% , WEAERAREXAFiR CPU MEEEBFERAE,

AWS B ZRESWHER ?

AWS B RSEEZ FIXR, SULEEERA AWS EFBAHE , RESH AWS SDK A E KR
EE AR MRA , B RZNAELEER Amazon SQS #) AWS JSON & 1# & A 51 i 9 H Ab iR 24
Bpr,

EWE AR E AWS JSON BAGENEZER ?

S&ETLAE Smithy X HHI AWS JSON 1.0 BIABEHKEIEEE JSON BAMEMNELER, WEME
F AWS JSON @A ER Amazon SQS API 58 RIVEFERA |, 582 E £H Amazon SQS FHY AWS
JSON BB ER HEN API B3R,

£/ Amazon SQS & AWS HBFHERHER AP

EAREGH | &4 7 B2 Amazon SQS % 2. EH GET # POST @BRUKBREE FE,

3

\F/
“

FE

- EBinE

- IR GET &R

- 2 POST @K

- f#5E Amazon SQS XML API [E &

Eigim

A T8ESBEA Amazon SQS 7% , B4 EEBIKE ., WFE Amazon SQS HEHEEEE |
Amazon Web Services —fix2& FWLLTEHH :

E
s
85
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https://smithy.io/2.0/aws/protocols/aws-json-1_0-protocol.html
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o« [Eigm R

« Amazon Simple Queue Service i 24 M Bt &8

18 Amazon SQS iR HR2EIH, Bl , MREBHBEMETS , MyQueue —1&
TP EEWE , sqs.us-east-2.amazonaws.comi 3 — BT EHG i Esqgs. eu-
west-2.amazonaws.com , AIMEFIIFTEHE L BEMER,

AT RE fim 1R W AR E AT HIR S

https://sqs.eu-west-2.amazonaws.com/
?Action=CreateQueue
&DefaultVisibilityTimeout=40
&QueueName=MyQueue
&Version=2012-11-05

&AUTHPARAMS

(@ Note
5 ZBRTE URL ED KDE,
AUTHPARAMS BVFERBEURR API BRIV EEE, MEFME , 52 Amazon Web Services
—RBERPEE AWS APl 55K,

BH GET 53K
Amazon SQS GET SRHZEME 2 i T & L2 ERE URL :

- I - FERFMEANER ((THEA8H URL) , flE0 : https://sqs.us-
east-2.amazonaws.com/123456789012/MyQueue

- BF - ERRE EHITHEME, mEEBEERARBR (?) RE , Sl ?
Action=SendMessage&MessageBody=Your%20Message%20Text

- B - RABERNSE. SESHHBU & /5 (&) 2k, 5
W : &Version=2012-11-05&AUTHPARAMS

LT REH GET FREALBEE Amazon SQS 5K EHI,

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue
?Action=SendMessage&MessageBody=Your%20message%20text
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https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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&Version=2012-11-05
&AUTHPARAMS

(® Note

5 Z BT URL B9 K DE.
HMR GET%RE URL , TESHENLAEL URL FEERE, AR URL TAKZEK , SEZTHK
R URL RIBEE A %20 BENEE , 816N EHEI IR URL RBEE,

R POST 53K
Amazon SQS POST &R ZLL HTTP BRAXHW RN EELEHMSE,
LR R Content-Type 54 application/x-www-form-urlencoded 9 HTTP #ZEE& 4,

POST /123456789012/MyQueue HTTP/1.1
Host: sqgs.us-east-2.amazonaws.com
Content-Type: application/x-www-form-urlencoded

EHEAMMEENRE form-urlencoded GET 3K , E#8EIZAE E Amazon SQS 175, BEZ28<
B & HiERER.

Action=SendMessage
&MessageBody=Your+Message+Text
&Expires=2020-10-15T12%3A00%3A00Z
&Version=2012-11-05

&AUTHPARAMS

@ Note

EZEEH Content-Type HTTP 28, AUTHPARAMS BI{EFEE GET A RHV1EF AR,
BRAFIwRM HTTP lRATME , HTTP AF IR ATRE S ¥ HTTP BREMEMIER .,

f#5E Amazon SQS XML API [B] f&

HMAENREERRWEE , Amazon SQS EEERNERESHERRNVERN XML ERHEE, WFEFME
B , 5528 Amazon EE{T 5 RIE AP 22E REV{E BRI B E,
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FE

- RIIH XML EIEREE

- XML $EFREIFEREE

BINEY XML [E eSS

EZERRI , TECETEBFERWEESR S I L Response (Bl ActionNameResponse),
TEAEBUTFRE

 ActionNameResult - REEBREERNTE, B , CreateQueueResult TERE

QueueUrl T&E , BEXABSEIMTIIFIE URL,
- ResponseMetadata— @&RequestIdHEAH , XTI EERMVEHME—ZBIHE (UUID),

LR & XML #8509 ik 2h [l FE g 41

<CreateQueueResponse
xmlns=https://sqs.us-east-2.amazonaws.com/doc/2012-11-05/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:type=CreateQueueResponse>
<CreateQueueResult>
<QueueUrl>https://sqs.us-east-2.amazonaws.com/770098461991/queue2</Queuelrl>
</CreateQueueResult>
<ResponseMetadata>
<RequestId>cb919c0@a-9bce-4afe-9b48-9bdf2412bb67</RequestId>
</ResponseMetadata>
</CreateQueueResponse>

XML $5EREELE S

EFARTEI , Amazon SQS — B 2EE X E[EE LXK ErrorResponse, LTEANE Error THF
RequestId T,

Error TEARAEUTFTE

- Type - EEMERERREEEERZREESH,
 Code - IEES#HRNEE,
* Message - IEEZBRANERER.

f#52 Amazon SQS XML API =& 135
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* Detail - (ER) EEBRERVEAFEEN.

RequestId tEAEFHERM UUID,

TR & XML Ay EaER E s

<ErrorResponse>
<Error>
<Type>Sender</Type>
<Code>InvalidParameterValue</Code>
<Message>
Value (quename_nonalpha) for parameter QueueName is invalid.
Must be an alphanumeric String of 1 to 80 in length.
</Message>
</Error>
<RequestId>42d59b56-7407-4cka-bedf-4c88daeea257</RequestId>
</ErrorResponse>

B 3% Amazon SQS HEEK

BoRERHSEEREEIBERNEEFEINBE., ERENE MR, AWSBEEEENSMHIL
REEERBCEMER AWS (MMEFHMER , BFSETE 1 B3 AWSIEFE F IAM FHAE), #ET
R, AWS EBEUTERF :

1. 4SEE (BEE) XLANBLENEAER.
2. EEERFBRNMBEAERBEGHEE (BRE)
3. HEEEABRABNREIARTALEEREFR.
4. BTHA-BIRASRE .
- BEEOBRERY , HEEESREETRE.
- BEEOREAY , FEEESHEEFRAEDER.

FE
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A HMAC-SHA WE X B 7 EERE

EAZEH# APl 7EX Amazon SQS B , #ARM T HIHE LB ENFERETE 2 RE

« BBIEHAWS FENER ID AWS IRF , AWS AREHENHEFNER.

- HMAC-SHA BER&EE_ FRALZHNERGFBZR (RELAENLZER ) ETHE  WAWSEE
ZE5 FF2E RFC2104 ) . AWS REENEREHRERERF , BEEER HTTP H HTTPS X
BHFER , A - KEHFERPLEAN LEE,

1. $T4 Signature % 4 RFEB LB, MEFMEN , FS2HEEH Java 1TEEZE 28,

® Note

Amazon SQS X & Signature 28 4 iR , BLARZALEEE 2 BIAR AR EER SHA256 B %
SMEMEE, EEREINFHERAEXNERE Amazon SQS , & Signature £ 4 kR,

2. YEERFEEET Baseb4 k. LATEH Java BABHAITULARESR -

package amazon.webservices.common;

// Define common routines for encoding data in AWS requests.
public class Encoding {

/* Perform base64 encoding of input bytes.
* rawData is the array of bytes to be encoded.
* return is the baseb4-encoded string representation of rawData.
*/
public static String EncodeBase64(byte[] rawData) {
return Baseb64.encodeBytes(rawData);

}

- FERMEBEER (SBHERE)., EFERPEAVBEEBIESER dateTine Y, EXENHE |
BE/NE, ofE, PiE, HIW : 2007-01-31T23:59:59Z, BEWIEMLE  EEBEFEHEREE
BFRE (MECAZEERE) FERMLLYH,
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@® Note
FREANARBFERELR. NRAEERBBRE (MIEEY) , FREEEERFEE 15
S EB BB (AWS TEREREETLERN AWS fAikaz LB AKE 15 2 EHWER),
MRERMER NET , YI7EXBREHENEEEE (AR BRI XS R EE2E
ERTRNMEE), ELELT  BEFHEBBEETHEE -ZVN dateTime Y.

%1% REERENBER

AU 2EHA HMAC-SHA SRR BB AWS BB RIFXAEBRENIBRE,

Request

Create a request:
o AccessKeyld = .

Action = ...
Timastamp = ..
Parameters =

Create an e
String based on
HEIAL-CHA request contents

signature: + *

Your Secret Access Key

HMAC
Calculation
and
Encoding

Your Signature

wlalr<tn FEMIKTMDENG!
bPxRACYzEXAMPLEKEY

Send the request e ————

and signature to 9

AWS: Accessieyld = ...
Action = ..

Timestamp =
Paramatard = #

Your Signature

1. EBEXRAWS,
2. FERENARENEER  FESRAMZEAS S 2BER (HMAC-SHA) EE,
3. EFBRPEESHBNENFHREER D, RAREFREEI AWS,

182 REEAENHER
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£ 287 REKEE AWS

AWS BRI ERUTBE.

Retrieve your Request Get Access Get Secret Your Secret Access Key
Key ID A K
2ecl_m Access o Accesskeyld = L‘- M woalrXUtnFEMIIKTMDENG/
h Action = bPxRACYZEXAMPLEKEY
Timesiamp = .
ParameterA = ...
Your Signature
Create an
wicsia @) Srngpesedon
signature: w HMAC Signature
—|— Calculation * Calculated by AWS
and -
Your Secret Access Key Encoding
wlalrXUmnmFEMIKTMDEMNGY
bBPxRACYzEXAMPLEKEY
Compare the two Signature Your Signature
signatures: Colculsted by AWS g - Yes: Request is authenticated

Mo: Request fails authentication

1. AWS EHEFZEE® ID REHFHENHZREZIMLE,
2. AWS FREMEERPEINEEMRNES L  RERERNNRZFREBELRE,
3. UTHP-EBRERLE

o MR AWS EEMNHREBEBRPEANEZLTE | B AWS RREZBERREEN,
o WMREBAHK , AISREER | I AWS EEHEES,

Amazon SQS #txX EE

RTREKAIEZZBEXBFRESIE 10 AIFE , BUUER T5IEHE

* SendMessageBatch

* DeleteMessageBatch

%285  REHEEAWS =


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessageBatch.html
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 ChangeMessageVisibilityBatch

BT LAE R &R APl X Amazon SQS #EIRENERY AWS B S E 4 R F A #LIRTh BB

@ Note
&1L 8B —SendMessageBatchfF IR EIAM PTG A BB X/ NTBEIE 262,144 BT
(256 KiB)o

IR EAREREY SendMessageBatch, DeleteMessageBatch =
ChangeMessageVisibilityBatch MFFA, &XE SendMessage. DeleteMessage
ChangeMessageVisibility BYEF AT Rh & ¥ 4H FEHL IR AR AV BhERR EFF 7T

Amazon SQS FE BT X EHIXEE

FE
« £/ Amazon SQS B A A FinfE & MR EE
« &EiB Amazon SQS i K FiE R M B)/E#E /X R 1R 2K 18 hndaix £

£ Amazon SQS B AP mEENBERIREE

AWS SDK for Java ‘@& AIFH Amazon SQS #J AmazonSQSBufferedAsyncClient, LtAFis
AEAAFREEDE AFPRBEHNTIUEERBEFRERERE) , BUARBERNOAFXEE Amazon
SQS , Mt —RKFBROMAXERFEEMEHS .

AFREENRESRSURERERRE 10 ERFREUXFBROF X EE |, BIETFH Amazon SQS 1
RABRER D EENFERE . AmazonSQSBufferedAsyncClient &% [E S MIER LRI R (T
BERE, IARENERUARBESINIBLEARSERE, NEHAEHR , BF2H &8
Amazon SQS AKX FEERME/E#REERIE LS,

M AmazonSQSBufferedAsyncClient BERYSTEEE AmazonSQSAsyncClient #[E , #
AmazonSQSAsyncClient & ZE| AmazonSQSBufferedAsyncClient BE REYBRENRENBE
THRLNEER,

(® Note
Amazon SQS & &FRL A Fiw B s~ <& FIFO 1731,
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- EAEEE SQS ¥ Fim BufferedAsync

« FEE D Bi#BufferedAsync® F i

EA L E% SQS & Fim BufferedAsync

BAZHl , ST 52 E Amazon SQS K EFER,

/A Important
B 8] AWS SDK for Java 2.x &M AmazonSQSBufferedAsyncClient.

B LARIR AmazonSQSAsyncClient B —{@#7#Y AmazonSQSBufferedAsyncClient , 40 :

// Create the basic Amazon SQS async client
final AmazonSQSAsync sqsAsync = new AmazonSQSAsyncClient();

// Create the buffered client
final AmazonSQSAsync bufferedSqs = new AmazonSQSBufferedAsyncClient(sqsAsync);

##Y AmazonSQSBufferedAsyncClient B TR E , BRI EACREEZEFERE Amazon
SQS (HEEA AmazonSQSAsyncClient) , 440 :

final CreateQueueRequest createRequest = new
CreateQueueRequest().withQueueName("MyQueue");

final CreateQueueResult res = bufferedSqgs.createQueue(createRequest);

final SendMessageRequest request = new SendMessageRequest();

final String body = "Your message text" + System.currentTimeMillis();
request.setMessageBody( body );
request.setQueuelUrl(res.getQueuelrl());

final Future<SendMessageResult> sendResult = bufferedSqs.sendMessageAsync(request);
final ReceiveMessageRequest receiveRq = new ReceiveMessageRequest()

.withMaxNumberOfMessages(1)
.withQueueUrl(queueUrl);
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final ReceiveMessageResult rx

Bt & 08 F5i#BufferedAsync & F i

AmazonSQSBufferedAsyncClient EFEEE
AmazonSQSBufferedAsyncClient , %0 :

bufferedSqs.receiveMessage(receiveRq);

SEEASHEARGINBRE, BTN E-SRE

1. FRAXENHERESE B QueueBufferConfig ERIMHITEE,
2. ¥ AmazonSQSBufferedAsyncClient BZEEHNIZH LB ITEE,

// Create the basic Amazon SQS async client

final AmazonSQSAsync sqsAsync

final QueueBufferConfig config
.withMaxInflightReceiveBatches(5)

= new AmazonSQSAsyncClient();

= new QueueBufferConfig()

.withMaxDoneReceiveBatches(15);

// Create the buffered client

final AmazonSQSAsync bufferedSqs =

QueueBufferConfig A& &

28

longPoll

longPollWaitTimeou
tSeconds

1A

true

20

new AmazonSQSBufferedAsyncClient(sqsAsync, config);

PO

% longPoll %A

true , AmazonSQS
BufferedAsyncClient
EHEASKSEAEARR
o

EERZWZERER

Bl , ReceiveMessage MEAY
BERARS LESASLEE
ETHIPRRFE LR (BLA
#)o

5 Amazon SQS Bt A FinfR @S Rt EE
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B8

maxBatchOpenMs

maxBatchSize

&

200 E®

BHIR 10 {EFES

DU

(® Note
FREWEE , WERE
RBEER.

S H AU 3 R Bt th B HER R
EEEEASNFUBESS
HERE LR (BLREY).

REERS  BTHRIE
EENHSRBHED (BER ,
REREY S — IR ALY B
REBER).

ERUSHERA 0, R
REFEFHHMER , B
LENREATHIREERE.

BEIXAERERHIREENRAS
HER, LREEES , #8117
MERFRBAENHRHER

Do

(@ Note

Amazon SQS R FFHY
FREASH#HIX 10 @
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2 TEER iR
maxBatchSizeBytes 256 KiB

AFIREREIZE Amazon
SQS 2 AEHIREI KN LR |
B AMTE,

(® Note

256 KiB & Amazon
SQS AFFHEAE.

maxDoneReceiveBatc 10 {EH#LX

hes AmazonSQSBufferedA

syncClient HEHAFIRTER
I 77 P AT B LA IR B L BR

WEREEHS , BlF 4
Amazon SQS FiEEmEBZH
BEWER (B , MRWARH
%, FEEREGEANEER
HMA , MEBAENTRMER

S EIH).

(@ Note
QIR NPT A T8 St RRERKY
AEEEEFEA  MAR
ERBEERERATAS.
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B8

maxInflightOutboun
dBatches

maxInflightReceive
Batches

&

5 fE#tIR

10 fEI#EIR

DU

o] B B B2 IR A9 5 By R & Hi iR
LR,

WEREESS , BHARNE
EREBIR (ZR® CPU S8
BEEWEEE) , B AmazonSQS
BufferedAsyncClient
FRFERANBITHEBZS,

] [ B B2 22 19 5 B P 2 WUt IR
# LR,

WEREESS , TERBFAR
% (ZRMN CPU HHEE
LHBELRE) , B AmazonSQS
BufferedAsyncClient
FRFERMNFITHEBZS,

(® Note
OFR RFTE T8 Je REERAY
AEHEEFER , MAR
BRBEREAFAS
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2 TEER iR
visibilityTimeoutS -1

BRUSBRAFETEE, H
RENATRUERFERSER
HBEASNT IR A Rt
i B

econds

(® Note
-1 RNEGEETIIR

AT

ax Y A fE o

] R MERETAIERA
Qo

#EiB Amazon SQS fEAKFEIER MBNEHLR R E R IE nmiz £

Amazon SQS I TR BHMRILE, MEHEBRENMET | S8 Amazon SOS
.

AEE

anl

EREISEHE K SLEAKTERABRELEEENHEE ENESLEENHEE),

S

- KPR

- BERRIRE

» BERBENHIREREBRAITH Java 6]

KEER

AL EIEIB HTTP 3ER-E i ERFE Amazon SQS |, 55RIEE (B BIAFER = REIE FERY RS RS
fR) ERFISERE —EREAE—BITETEEENBHIZE, HII0 , & Amazon EC2 B A Fif X
Amazon SQS WIEEEEHBERENFHEEA 20 EX , EBE - ERFEABE—HTHMEINNEKRE
EEYF15A 50 TPS,

KEBERERBEMABLEESE (JRE SendMessage ER) KHEH (JRH ReceiveMessage
DeleteMessage R) WEIE , BEURSTIEBHNERE. KTERNAXE=E .

iR Amazon SQS K FiER M EHEHL R BRIE 3R I8 hnEik £ 146


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html

Amazon Simple Queue Service BIRA RIS
- WiNEEMH PR BITEEE

- WINEZHFR
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EMESZAFRzE  EXLiPIERESEEBREERS. FlU, EAFRHBENE  EREtEH
o

® Note
ETKFERE  SXEBRESEN Amazon SQS AFHE EHANERNBITHE , feXEE
EFERNBEWEENEFAREEEREEENRE., fl0, 4kFEE , AWS SDK for Java
AmazonSQSClient#ERIMHITEE K2 o #$F 50 {HEE Amazon SQS KER, FERIVES
NI FEEENEEE | XEAFE AmazonSQSClientBuilder MHFIAZMEEEFNHE
BHITHEE LR, Hlm -

final AmazonSQS sqsClient = AmazonSQSClientBuilder.standard()
.withClientConfiguration(new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount))
.build();

¥ AmazonSQSAsyncClient , BEXERREEZHANBITE TR,
MRGIEBE AR Java R 1.x.

B FHER R E

HREEAESXEERREPEEEES T/ (Bl , FEBEIX SendMessageBatch ERE
EZAIFAL). Amazon SQS #LXBEBFE SendMessageBatch, DeleteMessageBatch #l
ChangeMessageVisibilityBatch, HEEEFTEHEEEIEEENHE R TAARMKEETEE , &
AT LAE A Amazon SQS #EEIERZ A Fik.

(® Note

B ReceiveMessage —XR AR 10 AIFAE , BT F ReceiveMessageBatch &
.
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HREESHARBENEERE S BEMERPNSAFAL , MIEEZERRL (Hlu
SendMessage F&X) WATHRIEE, HRSERFFHTH THERS , #RBERTUAEREERHNIT
BAER  EMESERE,

U EESHRAEREKPREREHAEHE  ATENIAITHE, ERNBRNUESLEBNASE
RATENEED, B LERILIRE Amazon SQS BE—/EE, I, MERZEZE 10 BIFAS. AR
Amazon SQS WERLGEREALE |, #HIKEE A NiE RS A,

HREETRERENEARNTR-LERE (PIU , CHNEAEALASTERBERRBEEE
=, REARBRLAREANKBSEORE), B2 , #REEEUTERDABERES

- RARASEERBAELFZSAL , IAETSEEAR,
- ABHEEBTRFIEEAL AR EENASLEEERTEGEIARRDEEBEZRNEH.

/A Important

BIERRPHEBIARKRY , SRBERBTRERER. REMRFER 2R | BLHEBEBFAS
REHRXMER , KERERADE.

BB EFNBRGERER TTITH Java 4l
DEFRHF

¥118 aws-java-sdk-sqgs.jar, aws-java-sdk-ec2.jar , A% commons-logging.jar E#

BIBH Java BEERIKE., LT EHIE R Maven BE pom. xml &R ERFZEEK,

<dependencies>

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-sqs</artifactId>
<version>LATEST</version>

</dependency>

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-ec2</artifactId>
<version>LATEST</version>

</dependency>

<dependency>
<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
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<version>LATEST</version>
</dependency>
</dependencies>

SimpleProducerConsumer.java

BT Java BEABHPBFEEENEEE - HEEEN, TENPTHEEEBELEEENHEENT
i, AEEEEREEE 1 KBNS, LEJSEREHEXRFEFRNEEENHEES , URELH
RFERNEEENHES,

* Copyright 2010-2024 Amazon.com, Inc.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND,
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import
import
import
import
import
import
import

import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
org.
org.

java

java.
java.
java.
java.
java.
java.
java.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

apache.commons.logging.
apache.commons.logging.

AmazonClientException;
ClientConfiguration;

services.sqgs.
services.sqs.
.services.sqgs.

.math.BigInteger;

util.Arraylist;
util.List;
util.Random;
util.Scanner;
util.concurrent.TimeUnit;
util.concurrent.atomic.AtomicBoolean;
util.concurrent.atomic.AtomicInteger;

AmazonSQS;
AmazonSQSClientBuilder;
model. *;

Log;

LogFactory;

or its affiliates. All Rights Reserved.
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/**
* Start a specified number of producer and consumer threads, and produce-consume
* for the least of the specified duration and 1 hour. Some messages can be left
* in the queue because producers and consumers might not be in exact balance.
*/

public class SimpleProducerConsumer {

// The maximum runtime of the program.
private final static int MAX_RUNTIME_MINUTES = 60;
private final static Log log = LogFactory.getLog(SimpleProducerConsumer.class);

public static void main(String[] args) throws InterruptedException {
final Scanner input = new Scanner(System.in);

System.out.print("Enter the queue name: ");
final String queueName = input.nextLine();

System.out.print("Enter the number of producers: ");
final int producerCount = input.nextInt();

System.out.print("Enter the number of consumers: ");
final int consumerCount = input.nextInt();

System.out.print("Enter the number of messages per batch: ");
final int batchSize = input.nextInt();

System.out.print("Enter the message size in bytes: ");
final int messageSizeByte = input.nextInt();

System.out.print("Enter the run time in minutes: ");
final int runTimeMinutes = input.nextInt();

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see Creating
* Service Clients in the AWS SDK for Java Developer Guide.
*/
final ClientConfiguration clientConfiguration = new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount);

final AmazonSQS sqgsClient = AmazonSQSClientBuilder.standard()
.withClientConfiguration(clientConfiguration)
Lbuild();
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final String queueUrl = sqgsClient
.getQueuelUrl(new GetQueueUrlRequest(queueName)).getQueuelUrl();

// The flag used to stop producer, consumer, and monitor threads.
final AtomicBoolean stop = new AtomicBoolean(false);

// Start the producers.
final AtomicInteger producedCount = new AtomicInteger();
final Thread[] producers = new Thread[producerCount];
for (int i = @; i < producerCount; i++) {
if (batchSize == 1) {
producers[i] = new Producer(sgsClient, queueUrl, messageSizeByte,
producedCount, stop);
} else {
producers[i] = new BatchProducer(sqsClient, queueUrl, batchSize,
messageSizeByte, producedCount,
stop);
}

producers[i].start();

// Start the consumers.
final AtomicInteger consumedCount = new AtomicInteger();
final Thread[] consumers = new Thread[consumerCount];
for (int i = @; i < consumerCount; i++) {
if (batchSize == 1) {
consumers[i] = new Consumer(sqgsClient, queueUrl, consumedCount,
stop);
} else {
consumers[i] = new BatchConsumer(sqsClient, queueUrl, batchSize,
consumedCount, stop);

}

consumers[i].start();

// Start the monitor thread.
final Thread monitor = new Monitor(producedCount, consumedCount, stop);
monitor.start();

// Wait for the specified amount of time then stop.

Thread.sleep(TimeUnit.MINUTES.toMillis(Math.min(runTimeMinutes,
MAX_RUNTIME_MINUTES)));

stop.set(true);
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// Join all threads.
for (int i = @; i < producerCount; i++) {
producers[i].join();

for (int 1 = 0; i < consumerCount; i++) {
consumers[i].join();

monitor.interrupt();
monitor.join();

private static String makeRandomString(int sizeByte) {
final byte[] bs = new byte[(int) Math.ceil(sizeByte * 5 / 8)];
new Random().nextBytes(bs);
bs[0] = (byte) ((bs[0] | 64) & 127);
return new BigInteger(bs).toString(32);

/**
* The producer thread uses {@code SendMessage}
* to send messages until it is stopped.
*/
private static class Producer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

Producer(AmazonSQS sqgsQueueBuffer, String queueUrl, int messageSizeByte,

AtomicInteger producedCount, AtomicBoolean stop) {
this.sqsClient = sqsQueueBuffer;
this.queueUrl = queueUrl;
this.producedCount = producedCount;
this.stop = stop;
this.theMessage = makeRandomString(messageSizeByte);

/*

* The producedCount object tracks the number of messages produced by

* all producer threads. If there is an error, the program exits the

iR Amazon SQS K FiER M EHEHL R BRIE 3R I8 hnEik £
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* run() method.
*/
public void run() {
try {
while (!stop.get()) {
sgsClient.sendMessage(new SendMessageRequest(queuelrl,
theMessage));
producedCount.incrementAndGet();
}
} catch (AmazonClientException e) {
/*
* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/
log.error("Producer: " + e.getMessage());
System.exit(1l);

/**
* The producer thread uses {@code SendMessageBatch}
* to send messages until it is stopped.
*/
private static class BatchProducer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final int batchSize;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

BatchProducer(AmazonSQS sqsQueueBuffer, String queueUrl, int batchSize,

int messageSizeByte, AtomicInteger producedCount,
AtomicBoolean stop) {

this.sqsClient = sqsQueueBuffer;

this.queueUrl = queueUrl;

this.batchSize = batchSize;

this.producedCount = producedCount;

this.stop = stop;

this.theMessage = makeRandomString(messageSizeByte);

public void run() {
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try {
while (!stop.get()) {
final SendMessageBatchRequest batchRequest =
new SendMessageBatchRequest().withQueueUrl(queueUrl);

final List<SendMessageBatchRequestEntry> entries =
new ArraylList<SendMessageBatchRequestEntry>();
for (int i = 0; i < batchSize; i++)
entries.add(new SendMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withMessageBody(theMessage));
batchRequest.setEntries(entries);

final SendMessageBatchResult batchResult =
sqsClient.sendMessageBatch(batchRequest);
producedCount.addAndGet (batchResult.getSuccessful().size());

/*
* Because SendMessageBatch can return successfully, but
* individual batch items fail, retry the failed batch items.
*/
if (!batchResult.getFailed().isEmpty()) {
log.warn("Producer: retrying sending
+ batchResult.getFailed().size() + " messages");
for (int i = @, n = batchResult.getFailed().size();
i<n; i) {
sqsClient.sendMessage(new
SendMessageRequest(queueUrl, theMessage));
producedCount.incrementAndGet();

}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/
log.error("BatchProducer: " + e.getMessage());
System.exit(1);
}
}
}
/**
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* The consumer thread uses {@code ReceiveMessage} and {e@code DeleteMessage}
* to consume messages until it is stopped.
*/
private static class Consumer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

Consumer(AmazonSQS sqgsClient, String queueUrl, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.sqsClient = sqsClient;
this.queueUrl = queueUrl;
this.consumedCount = consumedCount;
this.stop = stop;

* Each consumer thread receives and deletes messages until the main

* thread stops the consumer thread. The consumedCount object tracks the
* number of messages that are consumed by all consumer threads, and the
* count is logged periodically.

*/
public void run() {
try {
while (!stop.get()) {
try {
final ReceiveMessageResult result = sqsClient
.receiveMessage(new
ReceiveMessageRequest(queuelrl));
if (!result.getMessages().isEmpty()) {
final Message m = result.getMessages().get(0);
sgsClient.deleteMessage(new
DeleteMessageRequest(queueUrl,
m.getReceiptHandle()));
consumedCount.incrementAndGet();
}
} catch (AmazonClientException e) {
log.error(e.getMessage());
}
}
} catch (AmazonClientException e) {
/*
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* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/
log.error("Consumer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* The consumer thread uses {@code ReceiveMessage} and {@code
* DeleteMessageBatch} to consume messages until it is stopped.
*/
private static class BatchConsumer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final int batchSize;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

BatchConsumer(AmazonSQS sqgsClient, String queueUrl, int batchSize,
AtomicInteger consumedCount, AtomicBoolean stop) {
this.sqsClient = sgsClient;
this.queueUrl = queueUrl;
this.batchSize = batchSize;
this.consumedCount = consumedCount;
this.stop = stop;

public void run() {
try {
while (!stop.get()) {
final ReceiveMessageResult result = sqgsClient
.receiveMessage(new ReceiveMessageRequest(queueUrl)
.withMaxNumberOfMessages(batchSize));

if (!result.getMessages().isEmpty()) {
final List<Message> messages = result.getMessages();
final DeleteMessageBatchRequest batchRequest =
new DeleteMessageBatchRequest()
.withQueueUrl(queueUrl);

final List<DeleteMessageBatchRequestEntry> entries =
new ArraylList<DeleteMessageBatchRequestEntry>();
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for (int i = @, n = messages.size(); i < n; i++)
entries.add(new DeleteMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withReceiptHandle(messages.get(i)
.getReceiptHandle()));
batchRequest.setEntries(entries);

final DeleteMessageBatchResult batchResult = sqsClient
.deleteMessageBatch(batchRequest);
consumedCount.addAndGet (batchResult.getSuccessful().size());

/*
* Because DeleteMessageBatch can return successfully,
* but individual batch items fail, retry the failed
* batch items.
*/
if (!batchResult.getFailed().isEmpty()) {
final int n = batchResult.getFailed().size();
log.warn("Producer: retrying deleting " + n
+ " messages");
for (BatchResultErrorEntry e : batchResult
.getFailed()) {

sgqsClient.deleteMessage(
new DeleteMessageRequest(queueUlrl,
messages.get(Integer
.parselnt(e.getId()))
.getReceiptHandle()));

consumedCount.incrementAndGet();

}
}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/
log.error("BatchConsumer: " + e.getMessage());
System.exit(1);
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/**
* This thread prints every second the number of messages produced and
* consumed so far.
*/
private static class Monitor extends Thread {
private final AtomicInteger producedCount;
private final AtomicInteger consumedCount;
private final AtomicBoolean stop;

Monitor(AtomicInteger producedCount, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.producedCount = producedCount;
this.consumedCount = consumedCount;
this.stop = stop;

public void run() {
try {
while (!stop.get()) {
Thread.sleep(1000);
log.info("produced messages = " + producedCount.get()
+ ", consumed messages = " + consumedCount.get());
}
} catch (InterruptedException e) {
// Allow the thread to exit.

ERSERYTRENBERER

Amazon SQS BB AEE, BUKMBRNARELERERER. BWLEBTIM [ER] R5IER
5 CloudWatch ¥ & FHE LEFRMEMIER.

(@ Note
AREEETIIRBRETIE 15 DER ST THEER.
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8 JMS H Amazon SQS

Amazon SQS Java AR EREA M Amazon SQS # Java AERIE (JMS) FRHE , AIREECRKE
FH JMS WEARKXHPFEPER Amazon SQS., WARAEUTEESURETEBERXIBREELA Amazon
SQS A JMS KtfE#E, & AWS SDK for Java , Amazon SQS Java FAAEBRXEAEIT JMS EiR
MIERER |, LAREX MU Amazon SQS IFSIFAENEEENHESE,

ZEXFRE IMS 1.1 RE@EX5I ( IMS point-to-point FHH ) #IXMNFUCHE, KEXEXERS K
XF, i, MHAREEE Amazon SQS 175, ItEXEHRXERDSHIERSEBWI4.

MEZE IMS 1.1 FEH Amazon SQS Java FEREREINEEER , F2 8 Amazon SQS I IMS
1.1 B1E LA% Amazon SQS & RREAE £,

&

- A8 JMS # Amazon SQS B FRIEH

« Amazon SQS Java AEERXEAMN

- BELHM Amazon SQS AFx{EA Java A E R

* & Amazon SQS FRERS| P A JIMS B T4E Java RAl
- Amazon SQS %X JMS 1.1 B4

E/ JMS 1 Amazon SQS K 53R IE 4
B, B AR TEE
- BAMN Java WEREH

EMEAXNTBEAR Java WHEBREHFMALHER .

 TEILZEBERAR Java WRZBEH,
« £/ Maven LAX&18 Amazon SQS Java AERERE,

® Note

BARK Java R EHSAMKEIEER,
EAR Java WEZREGFNEAR Java B Amazon SQS EXxAFIREREEE J2SE B
BEH 8.0 HEHARAS,
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MEBATEERR Java WHREKHNEN , F2REARN Java WEEEM,
« Amazon SQS Java AERERE

E IR Maven , B84 amazon-sqs-java-messaging-1lib.jar EHHIEZE Java EH|
B, METEHERXNENENA , F2 8 Amazon SQS Java AERERXE,

(® Note

Amazon SQS Java AEREXESEY Maven K& Spring Framework % &,
WMEMEA Maven, Spring Framework, Amazon SQS Java AR ENEAERE |
B £ Amazon SQS FRERSIP A JMS B T4 Java 1A,

3
¥

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>amazon-sqs-java-messaging-lib</artifactId>
<version>1.0.4</version>
<type>jar</type>

</dependency>

« Amazon SQS 7%l

{5 Amazon SQS, CreateQueue APl BB &7 Amazon SQS Java BIARERNEFTHN TS
Amazon SQS A FIw& I {T%l, AWS Management Console

- WEEMEA AWS Management Console 3 CreateQueue APl BA Amazon SQS E M T3 FFHHE
A, BBRELTS,

« WFEFEH Amazon SQS Java FAEREXEMFFMER , 528 Amazon SQS Java A ERERXEA
=B

Amazon SQS Java A EEREAM

HERRER Java ARRTE (JMS) #EEL Amazon SQS , FEAAEHFHNEXNHEG . UTEHER
EIAN{ATER N UMS ERRM TEREEY , AR AfAEE MW R

A&7 Amazon SQS Java FAERRXEMN D4 Amazon SQS A FBYHFEHE Amazon SQS 752
BEE, MRTHARERE , BFRESEMLTS,
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B JMS ELR

1. BEVERIBIEYE TP createConnection Fi%o

// Create a new connection factory with all defaults (credentials and region) set
automatically
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.defaultClient()

);

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

SQSConnection EAIE#$ javax.jms.Connection M, ## JMS Z%E

#R77E , SQSConnection BRMEEAN A X , HlN getAmazonSQSClient M
getWrappedAmazonSQSClient, MEAZRKEEHTFITEE IMS REANEERRE , flug
S ETFH, T8 , getWrappedAmazonSQSClient FEIE IR B aliEAR £ A A Amazon SQS
AFPmNBERE, SEEXNERSEFAMRAREAFIRNEERS IMSException , B A E
BEMTER IMSException EHMNBEERERBFEA,

2. BT LMERA getAmazonSQSClient & getWrappedAmazonSQSClient {EEH A 5 s ¥4 2
TRBEE IMS REANEERIRME (HIEE L Amazon SQS 1751),

EEgEY JVMS fIARREHBRNBEERIE , BIEFEH getWrappedAmazonSQSClient :

- HEFEH getWrappedAmazonSQSClient , EEIMNAF R4 KT A FIARRE RS IMS
B AAR T
- BIEMEH getAmazonSQSClient , BN L A Amazon SQS B R.

3 Amazon SQS 175l

it A ERYFERZE Amazon SQS THIREFE.

WRFHAEE , AFREEEUTS. WRFIFE  ZHBIFSEEREAAT. NFEFHEE
SRERFEEIITHIEHM TextMessageSender.java &,

B RETS

%ﬂ
3

// Get the wrapped client
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AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an SQS queue named MyQueue, if it doesn't already exist
if (!client.queueExists("MyQueue")) {
client.createQueue("MyQueue");

ZEEY FIFO {75

// Get the wrapped client
AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an Amazon SQS FIFO queue named MyQueue.fifo, if it doesn't already exist
if (!client.queueExists("MyQueue.fifo")) {
Map<String, String> attributes = new HashMap<String, String>();
attributes.put("FifoQueue", "true");
attributes.put("ContentBasedDeduplication", "true");
client.createQueue(new
CreateQueueRequest().withQueueName("MyQueue.fifo").withAttributes(attributes));

}

(® Note

FIFO {rAlEBERLER .fifo Bk,
W% ContentBasedDeduplication BH#MMEEER , FSEAFEE Amazon SQS FEE

—h
Ao

REZEEFAR

1. EEHMEEBH Amazon SQS 175 EHEF 2 B |, 58LL AUTO_ACKNOWLEDGE #EXXE IR FZH
JMS T1EREER,

// Create the nontransacted session with AUTO_ACKNOWLEDGE mode
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

2. BEBEXFARITS , FEY IMS FIEDMABRLEESE,

// Create a queue identity and specify the queue name to the session
Queue queue = session.createQueue('"MyQueue");
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// Create a producer for the 'MyQueue'
MessageProducer producer = session.createProducer(queue);

NFAR  ALEERT,

w
3
Kt

BMYNF
- REEXARIREST , AEFRETMENSE,

// Create the text message
TextMessage message = session.createTextMessage("Hello World!");

// Send the message
producer.send(message);
System.out.println("JIMS Message " + message.getIMSMessagelID());

- BEEEEFALEER FIFO 1751 , BIMBERXRTEASEHE 1D, BHEAUREASEEESLMER ID, M0
%Eﬁﬂiﬁg , 552 E Amazon SQS RBETEE,

// Create the text message
TextMessage message = session.createTextMessage("Hello World!");

// Set the message group ID
message.setStringProperty("JIMSXGroupID", "Default");

// You can also set a custom message deduplication ID

// message.setStringProperty("JIMS_SQS_DeduplicationId", "hello");

// Here, it's not needed because content-based deduplication is enabled for the
queue

// Send the message
producer.send(message);
System.out.println("JIMS Message " + message.getIMSMessagelID());

System.out.println("JIMS Message Sequence Number " +
message.getStringProperty("IMS_SQS_SequenceNumber"));

BEZ:3 G
1. EEREAL  ERIMARTFINNERELTY start k.

R LABEREER LY start k. T8 , HEEEEFUF T EEKE

// Create a consumer for the 'MyQueue'
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MessageConsumer consumer = session.createConsumer(queue);
// Start receiving incoming messages
connection.start();

2. FHEHEE LMW receive FEMM  BBEFRER 18 , AR BZRASNABFIEDHR,
- RBEETHEWASRER  BUERAEAR,

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {

System.out.println("Received: " + ((TextMessage) receivedMessage).getText());

« EFIFO T3l WAERE , B ERAENARMEM FIFO BSENAEEBM |, HluASEA
ID, SAEEEERMBR ID FFik. MEFMER , FFS B Amazon SQS BFEMTEE.

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
System.out.println("Group id: " +
receivedMessage.getStringProperty("IMSXGroupID"));

System.out.println("Message deduplication id: " +
receivedMessage.getStringProperty("JIMS_SQS_DeduplicationId"));

System.out.println("Message sequence number: " +
receivedMessage.getStringProperty("IMS_SQS_SequenceNumber"));

}

3. EAREMRMN TIEREER.

// Close the connection (and the session).
connection.close();

WHERELWMT

JMS Message ID:8example-588b-44e5-bbcf-d8l6example2
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Received: Hello World!

® Note
& LAME A Spring Framework R0 1LIE L9144,
MEHME , 528 SpringExampleConfiguration.xml, SpringExample.java #l

ExampleConfiguration. java £i#Y ExampleCommon. java. 7 Amazon SQS ZEXBk%I
BREEA JIMS B T4E Java RO ;9 EAEREA 5,

MEEAFNZRYHTEES |, 5526 TextMessageSender.java #l SyncMessageReceiver.java,
ESEWAL

£ Amazon SQS Java AEREXNEAF WEHIH , AR SEIEE MyQueue MRFEW,

LT HfIE R RN AEBEEEXRSEBTAR.

1. BfE Messagelistener ST,

class MylListener implements Messagelistener {

@Override
public void onMessage(Message message) {
try {
// Cast the received message as TextMessage and print the text to
screen.

System.out.println("Received: " + ((TextMessage) message).getText());
} catch (JMSException e) {
e.printStackTrace();

}

WEIFAEKE , BNEM I MessageListener /M HEM onMessage FiE. EUHEREXNNEES ,
ERREFEEASPTHXFIIENHR,

2. HEEZRITEHEUMIU receive H& , MEMHBENARERENRESR MyListener B
ERBITEE, TATHRESE .

// Create a consumer for the 'MyQueue'.
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MessageConsumer consumer = session.createConsumer(queue);

// Instantiate and set the message listener for the consumer.
consumer.setMessagelListener(new MylListener());

// Start receiving incoming messages.
connection.start();

// Wait for 1 second. The listener onMessage() method is invoked when a message is
received.
Thread.sleep(1000);

ETRELSERE Amazon SQS Java AEREXEAF &EHIMEE. MEESHEENTEENR ,
AsyncMessageReceiver.java B £ Amazon SQS ZXB 5 /A JMS B T4 Java =41,

3
$
aa

tegaflpy i HE REBMT -

JMS Message ID:8example-588b-44e5-bbcf-d8l6example2
Received: Hello World!

£ F A Fims8 ATAR I\

Amazon SQS Java FAEFENEAF RHEHIFEH AUTO_ACKNOWLEDGE =X , FTEEKIINAES
BEEERT (R ERIEEBH Amazon SQS 1751 MER).

1. EEAREREBASETUER | BIABEENFERH CLIENT_ACKNOWLEDGE # =\ T/EFREER,

// Create the non-transacted session with CLIENT_ACKNOWLEDGE mode.
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

2. WIARR K SETSHASBHBETURA,

// Cast the received message as TextMessage and print the text to screen. Also
acknowledge the message.
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
receivedMessage.acknowledge();
System.out.println("Acknowledged: " + message.getJMSMessageID());
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® Note
FHERD , EAEEE J%/” , B R ZERBINAS L ETERART. BHMS ,
WE 10 AIAE , MRAEEE 10 MIFARZREFET (RASEWERF) , RIZaAAIAE

XEIJE?\L?\TO

£
A=

ETRNFZERE Amazon SQS Java ABREXEAM &fHE. MERSEHEERAFHIAUERNNT
&) 5528 SyncMessageReceiverClientAcknowledge. java B 7£ Amazon SQS ZE %k
B FREA JMS B T4 Java =61,

L g Bl HAE REOIMT -

JMS Message ID:4example-aa@e-403f-b6df-5e@2example5s
Received: Hello World!
Acknowledged: ID:4example-aaQe-403f-b6df-5e@2example5s

{5t R IR PP 38 AT AR =\

E#F CLIENT_ACKNOWLEDGE ¥k , ZRIPFER WA E A fMERKIINAESEaHZ R
E.I-o ﬂﬂ%§¥fﬁﬂi§§ﬂ , nﬁgﬁ Eﬁﬁﬁﬁﬁjﬁdﬁﬁ?j-*Eﬁo

Amazon SQS Java AABRERAERM TS —ER#ERX, /A UNORDERED_ACKNOWLEDGE &
N, TEERNAESERREZIAFHRERRT , ERBEWER. EEERM , BFEYT
UNORDERED_ACKNOWLEDGE =X/ T/ERSER .

// Create the non-transacted session with UNORDERED_ACKNOWLEDGE mode.
Session session = connection.createSession(false, SQSSession.UNORDERED_ACKNOWLEDGE);

HPRE FRA PRz &N &FIME, MERZDEEE UNORDERED_ACKNOWLEDGE 3 T&

& , 28 SyncMessageReceiverUnorderedAcknowledge. java.

tegaflpy i HE REOMT -

JMS Message ID:dexample-73ad-4adb-bc6c-4357example?
Received: Hello World!
Acknowledged: ID:dexample-73ad-4adb-bc6c-4357example?
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i HHftt Amazon SQS A FiwffH Java A B IRTE

BHE AWS FEREHER Amazon SQS Java AR R (JMS) A Fiw&# Amazon SQS FAE K/NRH
7 256 KB, i , BA LAEAE{T Amazon SQS AAFmEY JMS =R#tE, Hlw , HALUER JIMS
Client BEEAR Java B9 Amazon SQS EFx A FimiE N EREix Amazon SQS AL , HFEEH
Amazon S3 FHFAEER (&% 2 GB) W8E, WFRFHMENR , F2H £/ Java Fl Amazon S3 EE
K& Amazon SQS JEE.,

KT Java AERNREEURTAFIREXEN JMS #H7E

AmazonS3 s3 = new AmazonS3Client(credentials);
Region s3Region = Region.getRegion(Regions.US_WEST_2);
s3.setRegion(s3Region);

// Set the Amazon S3 bucket name, and set a lifecycle rule on the bucket to

// permanently delete objects a certain number of days after each object's creation
date.

// Next, create the bucket, and enable message objects to be stored in the bucket.
BucketLifecycleConfiguration.Rule expirationRule = new
BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");
BucketLifecycleConfiguration lifecycleConfig = new
BucketLifecycleConfiguration().withRules(expirationRule);

s3.createBucket(s3BucketName);
s3.setBucketLifecycleConfiguration(s3BucketName, lifecycleConfig);
System.out.println("Bucket created and configured.");

// Set the SQS extended client configuration with large payload support enabled.
ExtendedClientConfiguration extendedClientConfig = new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, s3BucketName);

AmazonSQS sqsExtended = new AmazonSQSExtendedClient(new AmazonSQSClient(credentials),
extendedClientConfig);

Region sqsRegion = Region.getRegion(Regions.US_WEST_2);
sqsExtended.setRegion(sqsRegion);

LT Java SRR BSEEE TR

// Create the connection factory using the environment variable credential provider.
// Pass the configured Amazon SQS Extended Client to the JMS connection factory.
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(

£ JMS Client # & Hftt Amazon SQS A Fiw 168
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new ProviderConfiguration(),
sqsExtended

);

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

£ Amazon SQS ZXB %A A JMS B TE Java 74l

TR HE 5 R & MMAHER Amazon SQS HRETFIER Java ALERFK (IMS), MFEEEA FIFO {7
FIMNMBEER , F2H 2Z2Y FIFO {75, BFEIEFLE. BFERFAE. (BREEM FIFO 7

5, BFEBASRHEERN, B2 , FIFO fFHMAE IS EZEM. )

ExampleConfiguration. JTUEE

T3 Java SDK v 1.x BXBHPISREFARITIEE, BHUNREEAM Java EHIFEE A REEE

* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

public class ExampleConfiguration {
public static final String DEFAULT_QUEUE_NAME = "SQSJMSClientExampleQueue";

public static final Region DEFAULT_REGION = Region.getRegion(Regions.US_EAST_2);

private static String getParameter( String args[], int i ) {
if( i + 1 >= args.length ) {

throw new IllegalArgumentException( "Missing parameter for " + args[i] );

EZERSIPER JMS B T Java RE)
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return args[i+1];

/**
* Parse the command line and return the resulting config. If the config parsing
fails
* print the error and the usage message and then call System.exit
*
* @param app the app to use when printing the usage string
* @param args the command line arguments
* @return the parsed config
*/
public static ExampleConfiguration parseConfig(String app, String args[]) {
try {
return new ExampleConfiguration(args);
} catch (IllegalArgumentException e) {
System.err.println( "ERROR: " + e.getMessage() );
System.err.println();

System.err.println( "Usage: " + app + " [--queue <queue>] [--region
<region>] [--credentials <credentials>] ");

System.err.println( " or" );

System.err.println( " "+ app + " <spring.xml>" );

System.exit(-1);
return null;

private ExampleConfiguration(String args[]) {
for( int i = @; i < args.length; ++i ) {
String arg = args[i];
if( arg.equals( "--queue" ) ) {
setQueueName(getParameter(args, i));
i++;
} else if( arg.equals( "--region" ) ) {
String regionName = getParameter(args, i);
try {
setRegion(Region.getRegion(Regions.fromName(regionName)));
} catch( IllegalArgumentException e ) {
throw new IllegalArgumentException( "Unrecognized region " +
regionName );
}
1++;

} else if( arg.equals( "--credentials" ) ) {
String credsFile = getParameter(args, i);
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try {
setCredentialsProvider( new
PropertiesFileCredentialsProvider(credsFile) );
} catch (AmazonClientException e) {
throw new IllegalArgumentException("Error reading credentials from
" + credsFile, e );
}
1++;

} else {
throw new IllegalArgumentException("Unrecognized option " + arg);

private String queueName = DEFAULT_QUEUE_NAME;

private Region region = DEFAULT_REGION;

private AWSCredentialsProvider credentialsProvider = new
DefaultAWSCredentialsProviderChain();

public String getQueueName() {
return queueName;

public void setQueueName(String queueName) {
this.queueName = queueName;

public Region getRegion() {
return region;

public void setRegion(Region region) {
this.region = region;

public AWSCredentialsProvider getCredentialsProvider() {
return credentialsProvider;

public void setCredentialsProvider(AWSCredentialsProvider credentialsProvider) {
// Make sure they're usable first
credentialsProvider.getCredentials();
this.credentialsProvider = credentialsProvider;

ExampleConfiguration. JTUEE 171



Amazon Simple Queue Service HBEABER

}

TextMessageSender.java

T3] Java BEXBHPEEBIXFAELEEE.

* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

public class TextMessageSender {
public static void main(String args[]) throws IMSException {
ExampleConfiguration config =
ExampleConfiguration.parseConfig("TextMessageSender", args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());
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// Create the session
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);
MessageProducer producer =

session.createProducer( session.createQueue( config.getQueueName() ) );

sendMessages(session, producer);

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static void sendMessages( Session session, MessageProducer producer ) {
BufferedReader inputReader = new BufferedReader(
new InputStreamReader( System.in, Charset.defaultCharset() ) );

try {
String input;
while( true ) {
System.out.print( "Enter message to send (leave empty to exit): " );
input = inputReader.readlLine();
if( input == null || input.equals("" ) ) break;

TextMessage message = session.createTextMessage(input);
producer.send(message);
System.out.println( "Send message " + message.getIMSMessageID() );
}
} catch (EOFException e) {
// Just return on EOF
} catch (IOException e) {

System.err.println( "Failed reading input: " + e.getMessage() );
} catch (JMSException e) {
System.err.println( "Failed sending message: " + e.getMessage() );

e.printStackTrace();

SyncMessageReceiver.java
T3 Java BRIBHGIGEIRLSAEHESE,

/*
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*

*/

Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

public class SyncMessageReceiver {
public static void main(String args[]) throws IMSException {

ExampleConfiguration config =

ExampleConfiguration.parseConfig("SyncMessageReceiver", args);

ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( config.getQueueName() ) );

connection.start();

receiveMessages(session, consumer);
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// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static void receiveMessages( Session session, MessageConsumer consumer ) {
try {
while( true ) {

System.out.println( "Waiting for messages");

// Wait 1 minute for a message

Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message " + message.getIMSMessageID() );

}
} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );
e.printStackTrace();
}
}
}

AsyncMessageReceiver.java

T3 Java BEXBRHPEEURSASHEESE,

* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0
* or in the "license" file accompanying this file. This file is distributed

* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
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* permissions and limitations under the License.
*

*/

public class AsyncMessageReceiver {
public static void main(String args[]) throws IMSException, InterruptedException {
ExampleConfiguration config =
ExampleConfiguration.parseConfig("AsyncMessageReceiver", args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( config.getQueueName() ) );

// No messages are processed until this is called
connection.start();

ReceiverCallback callback = new ReceiverCallback();
consumer.setMessagelistener( callback );

callback.waitForOneMinuteOfSilence();
System.out.println( "Returning after one minute of silence" );

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );
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private static class ReceiverCallback implements MessagelListener {
// Used to listen for message silence
private volatile long timeOflLastMessage = System.nanoTime();

public void waitForOneMinuteOfSilence() throws InterruptedException {
for(;;) {
long timeSincelLastMessage = System.nanoTime() - timeOflLastMessage;
long remainingTillOneMinuteOfSilence =
TimeUnit.MINUTES.toNanos(1l) - timeSincelastMessage;
if( remainingTillOneMinuteOfSilence < 0 ) {

break;
}
TimeUnit.NANOSECONDS.sleep(remainingTillOneMinuteOfSilence);
}
}
@Override
public void onMessage(Message message) {
try {

ExampleCommon.handleMessage(message);
message.acknowledge();
System.out.println( "Acknowledged message " +
message.getIMSMessageID() );
timeOfLastMessage = System.nanoTime();
} catch (JMSException e) {
System.err.println( "Error processing message: " + e.getMessage() );
e.printStackTrace();

SyncMessageReceiverClientAcknowledge.java
LT Java BB SEYAFRDAIEANED HEE.

/*
* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
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* A copy of the License is located at
* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

/**

* An example class to demonstrate the behavior of CLIENT_ACKNOWLEDGE mode for received
messages. This example

* complements the example given in {@link SyncMessageReceiverUnorderedAcknowledge} for
UNORDERED_ACKNOWLEDGE mode.

*

* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages

* are received but only the second one is acknowledged. After waiting for the
visibility time out period, an attempt to

* receive another message is made. It's shown that no message is returned for this
attempt since in CLIENT_ACKNOWLEDGE mode,

* as expected, all the messages prior to the acknowledged messages are also
acknowledged.

*

* This ISN'T the behavior for UNORDERED_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverUnorderedAcknowledge}

* for an example.

*/

public class SyncMessageReceiverClientAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue
for this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws IMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverClientAcknowledge", args);

// Setup logging for the example
ExampleCommon.setuplLogging();
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// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with client acknowledge mode
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

// Create the producer and consume
MessageProducer producer =

session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =

session.createConsumer(session.createQueue(config.getQueueName()));

in the

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear
queue

System.out.println("Waiting for visibility timeout...");
Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

// Attempt to receive another message and acknowledge it. This results in

receiving no messages since
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// we have acknowledged the second message. Although we didn't explicitly
acknowledge the first message,

// in the CLIENT_ACKNOWLEDGE mode, all the messages received prior to the
explicitly acknowledged message

// are also acknowledged. Therefore, we have implicitly acknowledged the first
message.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically
connection.close();
System.out.println("Connection closed.");

* Sends a message through the producer.

* @param producer Message producer

* @param session Session

* @param messageText Text for the message to be sent

* @throws JIMSException

*/

private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JIMSException {

// Create a text message and send it
producer.send(session.createTextMessage(messageText));

/**
* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received,
"Queue 1is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JIMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
Message message =
consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));
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if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and

print the text

System.out.println("Received: " + ((TextMessage) message).getText());

// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

SyncMessageReceiverUnorderedAcknowledge.java

BF Java BEXBRHPSEVEIEFRTRANES HEE,

Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

*/

/**

*

An example class to demonstrate the behavior of UNORDERED_ACKNOWLEDGE mode for

received messages. This example

*

complements the example given in {@link SyncMessageReceiverClientAcknowledge} for

CLIENT_ACKNOWLEDGE mode.

*

*

First, a session, a message producer, and a message consumer are created. Then, two

messages are sent. Next, two messages
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* are received but only the second one is acknowledged. After waiting for the
visibility time out period, an attempt to

* receive another message is made. It's shown that the first message received in the
prior attempt is returned again

* for the second attempt. In UNORDERED_ACKNOWLEDGE mode, all the messages must be
explicitly acknowledged no matter what

* the order they're received.

*

* This ISN'T the behavior for CLIENT_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverClientAcknowledge}

* for an example.

*/

public class SyncMessageReceiverUnorderedAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue
for this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws IMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverUnorderedAcknowledge", args);

// Setup logging for the example
ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with unordered acknowledge mode
Session session = connection.createSession(false,
SQSSession.UNORDERED_ACKNOWLEDGE);

SyncMessageReceiverUnorderedAcknowledge.java 182



Amazon Simple Queue Service HBEABER

// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear
in the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

// Attempt to receive another message and acknowledge it. This results in
receiving the first message since

// we have acknowledged only the second message. In the UNORDERED_ACKNOWLEDGE
mode, all the messages must

// be explicitly acknowledged.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically

connection.close();
System.out.println("Connection closed.");

/**

*

Sends a message through the producer.

* @param producer Message producer

* @param session Session

* @param messageText Text for the message to be sent
* @throws JMSException

*/
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private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JMSException {
// Create a text message and send it
producer.send(session.createTextMessage(messageText));

/**
* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received,
"Queue is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JIMSException {
// Receive a message
Message message =
consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and
print the text
System.out.println("Received: " + ((TextMessage) message).getText());

// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

SpringExampleConfiguration.xml
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Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

<?xml version="1.0" encoding="UTF-8"7?>
<beans
xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:util="http://www.springframework.org/schema/util"
xmlns:p="http://www.springframework.org/schema/p"
xsi:schemalLocation="
http://www.springframework.org/schema/beans http://www.springframework.org/
schema/beans/spring-beans-3.0.xsd
http://www.springframework.org/schema/util http://www.springframework.org/
schema/util/spring-util-3.0.xsd

Il>

<bean id="CredentialsProviderBean"
class="com.amazonaws.auth.DefaultAWSCredentialsProviderChain"/>

<bean id="ClientBuilder" class="com.amazonaws.services.sqs.AmazonSQSClientBuilder"
factory-method="standard">
<property name="region" value="us-east-2"/>
<property name="credentials" ref="CredentialsProviderBean"/>
</bean>

<bean id="ProviderConfiguration"
class="com.amazon.sqs.javamessaging.ProviderConfiguration">
<property name="numberOfMessagesToPrefetch" value="5"/>
</bean>

<bean id="ConnectionFactory"
class="com.amazon.sqs.javamessaging.SQSConnectionFactory">
<constructor-arg ref="ProviderConfiguration" />
<constructor-arg ref="ClientBuilder" />
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</bean>

<bean id="Connection" class="javax.jms.Connection"
factory-bean="ConnectionFactory"
factory-method="createConnection"
init-method="start"
destroy-method="close" />

<bean id="QueueName" class="java.lang.String">
<constructor-arg value="SQSIMSClientExampleQueue"/>
</bean>
</beans>

SpringExample. JTUEE

LT Java BG5S £ A Bean HEBER R BILI 4,

* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

public class SpringExample {
public static void main(String args[]) throws IMSException {
if( args.length != 1 || !args[@].endsWith(".xml")) {
System.err.println( "Usage: " + SpringExample.class.getName() + " <spring
config.xml>" );
System.exit(1);

File springFile = new File( args[Q] );
if( !springFile.exists() || !springFile.canRead() ) {
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System.err.println( "File " + args[@] + " doesn't exist or isn't
readable.");
System.exit(2);

ExampleCommon.setupLogging();

FileSystemXmlApplicationContext context =
new FileSystemXmlApplicationContext( "file://" +
springFile.getAbsolutePath() );

Connection connection;
try {
connection = context.getBean(Connection.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the JIMS connection to use: " +
e.getMessage() );
System.exit(3);
retuzrn;

String queueName;
try {
queueName = context.getBean("QueueName", String.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the name of the queue to use: " +
e.getMessage() );
System.exit(3);
retuzrn;

if( connection instanceof SQSConnection ) {
ExampleCommon.ensureQueueExists( (SQSConnection) connection, queueName );

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

MessageConsumer consumer =
session.createConsumer( session.createQueue( queueName) );

receiveMessages(session, consumer);

// The context can be setup to close the connection for us
context.close();
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System.out.println( "Context closed" );

private static void receiveMessages( Session session, MessageConsumer consumer ) {
try {
while( true ) {

System.out.println( "Waiting for messages");

// Wait 1 minute for a message

Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message" );

}
} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );

e.printStackTrace();

ExampleCommon. JTUEE

AT Java BB HIHE Amazon SQS FIIRABRFERE , MRFERE , BT, BHNETEE
VIERE SR

* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.
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*/

public class ExampleCommon {
/**
* A utility function to check the queue exists and create it if needed. For most
* use cases this is usually done by an administrator before the application is
run.
*/
public static void ensureQueueExists(SQSConnection connection, String queueName)
throws JIMSException {
AmazonSQSMessagingClientWrapper client =
connection.getWrappedAmazonSQSClient();

/**
* In most cases, you can do this with just a createQueue call, but
GetQueueUrl
* (called by queueExists) is a faster operation for the common case where the
queue
* already exists. Also many users and roles have permission to call
GetQueueUrl
* but don't have permission to call CreateQueue.
*/
if( !client.queueExists(queueName) ) {
client.createQueue( queueName );

public static void setuplLogging() {
// Setup logging
BasicConfigurator.configure();
Logger.getRootLogger().setlLevel(Level .WARN);

public static void handleMessage(Message message) throws JIMSException {
System.out.println( "Got message " + message.getIMSMessagelID() );
System.out.println( "Content: ");
if( message instanceof TextMessage ) {
TextMessage txtMessage = ( TextMessage ) message;
System.out.println( "\t" + txtMessage.getText() );
} else if( message instanceof BytesMessage ){
BytesMessage byteMessage = ( BytesMessage ) message;
// Assume the length fits in an int - SQS only supports sizes up to 256k so
that
// should be true
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byte[] bytes = new byte[(int)byteMessage.getBodyLength()];

byteMessage.readBytes(bytes);

System.out.println( "\t" + Baseb4.encodeAsString( bytes ) );
} else if( message instanceof ObjectMessage ) {

ObjectMessage objMessage = (ObjectMessage) message;

System.out.println( "\t" + objMessage.getObject() );

Amazon SQS X JMS 1.1 B/E
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Amazon SQS #ERE
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"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Properties": {
"QueueName": "MyQueue.fifo",
"FifoQueue": true,
"ContentBasedDeduplication": true
1,
"Type": "AWS::SQS: :Queue"
}
1Y
"Outputs": {
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"QueueName": {

"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"
]
}
},
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
}
},

"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"

}

2. & A AWS CloudFormation =& , R#&1#1F Create Stack (B 8),

3. 1£ Specify Template (38 E & A) E4RAF , i##F Upload a template file (L EEARIER), BEBEN
MyQueue.json IEE , REERE Next (T—F).

4. 7t Specify Details (8 EFMEA) EME , & MyQueueStack Name (EEEB) WA , RAREE
Next (—F_*/F)o

5. 1f Options ((#IH) EE L , ### Next (F—%),
6. 7E Review (¥:F8) EE L , i## Create (B1),

AWS CloudFormation BIZA2 I MyQueuel BIWH /R "B F _HE | RE, BFTRE , AWS
CloudFormation &8/~ CREATE_COMPLETE #k#E,

Filter: Active ~ Showing 1 stack
Stack Name Created Time Status Description
] MyQueue 2017-02-20 11:39:47 UTC-0800 CREATE_COMPLETE
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» Amazon Virtual Private Cloud RBEF&E HTTPS Amazon SQS iw B,

« HIBFEE Amazon SQS it Amazon VPC EIXFALE , BIXARMAFAE DNS XA sqs.us-
east-2.amazonaws.com #3158 E i B

« FA DNS ~%#E queue.amazonaws.com 5 us-east-2.queue.amazonaws.com 2

£

« SEB 1.2 Amazon EC2 £8#%

- SR2: BY AWS R

- SRR3R EC2HTERBTREMAREFR

« HBR 4 : 3 Amazon SQS B Amazon VPC i 2
- S8R5 EREBEEIEMN Amazon SQS Bkl

B 1 : B Amazon EC2 £i8¥t

SIY A RS EREST Amazon EC2 #{TEE, ESEMREEAE
i

MLBEHR , URBENLES

1. % A Amazon SNS F# 4,
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2. TEEEINEERM Network & Security (BB Z 2 14) # |, i#F Key Pairs (£ %),
3. I#IE Create Key Pair (BRI £#8¥),

4. 7E Create Key Pair (B £ %) HFEG T , £ Key pair name (£ £ 1) @ A SQS-VPCE-
Tutorial-Key-Pair , RZRIEIE Create (B1L).

5. ZMBBREEHTHINEELM|ER SQS-VPCE-Tutorial-Key-Pair.pem.

/A Important
BHERTERELZLHNMLE. EC2 FTEAMBEMN MY ELERX . pem ER,

6. HEJFF SSH AFImEEE EC2 HITER , FRELFE\|MENFT , BERAELNERE T8
SR EF|EGETT , flu

chmod 400 SQS-VPCE-Tutorial-Key-Pair.pem

HER 2 BU AWS BIR

EEREVENERERE , B4 AFEH AWS CloudFormation #1748 | SIA2 2 & AWS &R (Hl0
Amazon EC2 #1718 Amazon SQS 175) W BNER,

LH BRI TIER :

- —{@ VPC HEEBIMERER A SEFHEE,. T8, BBEKEEMNRKAR,
- £ VPC T8 HEEH Amazon EC2 #1T{EEE
« Amazon SQS B3l

1. £ T A AK AWS CloudFormation #8SQS-VPCE-Tutorial-CloudFormation.yamlZs
GitHub,

2. & A AWS CloudFormation &,
3. iEE Create Stack (BRI HE),

4. 7f Select Template (E1F&ZA) HE , i##F Upload a template Amazon S3 (&R LEZE
Amazon S3), i#1E SQS-VPCE-SQS-Tutorial-CloudFormation.yaml X , A& #E Next
(-F_i)o

5. 1f Specify Details (I EFMEM) EE L , #1T FHIESE -
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https://github.com/aws-samples/amazon-sqs-samples/blob/master/templates/SQS-VPCE-Tutorial-CloudFormation.yaml
https://console.aws.amazon.com/cloudformation/
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a. StYHELZTE WA SQS-VPCE-Tutorial-Stack,
b. ¥ KeyName , FEEE SQS- VPN-HE2RESBE .
c. EET-,

6. EREHEL b BET—%,

7. 1E [%E9) BT/ [2hAE]) BER T | 1BIE [RFESE AWS CloudFormation IR A BT R BE
IAM BiR], , REBIRE [EI],

AWS CloudFormation BISREVHEWE R "B _ EE, RE, BFEHKE , AWS
CloudFormation €8/~ CREATE_COMPLETE #R&E,

SR 3 HEFY EC2 HITEE TR HENFRFR

&1 AWS CloudFormation &4 € Rk &) VPC SQS-VPCE-Tutorial-EC2-Instance #& A/ EC2
HTEE, EC2HTHEBTRATWEARE K BELEAEREIEE Amazon SQS, ZEEREFRAW
W, BREEEERBTEE. EREEELAARE , EEEH M Amazon SQS EIEZFA L.

1. %A Amazon SNS FiZ &

2. TEEEINEERK Instances (E1T{ERE) T , ##F Instances (F1T{ER).

3. #H [SQL-BY¥&]. Tutorial-EC2Instance
4

B HTE Public DNS (IPv4) (/28 DNS (IPv4)) THYE#M AR |, a0 , ec2-203-0-113-0.us-
west-2.compute.amazonaws.coms,

5, RESLBRNEUERYEN BEP  FRAUTHTEEREHTER , S0

ssh -i SQS-VPCE-Tutorial-Key-Pair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

6. EREZINETMALBIRI , Sl

ping amazon.com

EIEESRWFEE L,
7. 5% A Amazon SQS F# A&,

8. THIEES , EHIEE AWS CloudFormation Z]E M #1751 , Hla0 VPC E-SQL 2 REHE CF
{75 -1ABCdefgh21JK,

HER 3 MR EC2 HTERTRHLFHER 196
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9. TEFFMHEFARKL , B8 URL , 40 https://sgs.us-east-2.amazonaws.com/123456789012/,
10. ERAUTHS , f EC2 BTERE , ERBASEZME(TS , Hlu

aws sgs send-message --region us-east-2 --endpoint-url https://sqs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/
--message-body "Hello from Amazon SQS."

BEPER MBI XM,

/A Important
E&TH% A Amazon SQS B Y VPC in# i , ExPERABERI,

SR 4 : E3 Amazon SQS #Y Amazon VPC s 24
ZEAEH VPC E#ZE| Amazon SQS , BAEEENTE VPC mE, EEMIBREE |, &7 LUE VPC

FEERAREA EC2 HITEBRA Amazon SQS APIl, ERREKALBEEIMEXPNITY , MAFTEE-
N AWS RER AR

(@ Note
EC2 #{TEERME LT IEMRMEE LAY E M AWS FRIEMiRE,

1. % A Amazon VPC £ A&,

2. H®EEBEINsEXRT , ##F Endpoints (4w E).
3. EEEBEVIRE,
4, FEEMNIREEHE , $#H¥RESE | #EF Amazon SQS HIREE R,
(® Note
REZBERIBE TN AWS WEMBFATRE. Fli , MREMUAXERIP (BZEM) ,
BIfR#& & A com.amazonaws, us-east- 2. £H XK.
5. &% VPC , i## SQS-VPCE-Tutorial-VPC,

6. &H¥f Subnets (FHER) , i#IEH Subnet ID (F#33% ID) @& SQS-VPCE-Tutorial-Subnet,
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https://console.aws.amazon.com/vpc/
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7. &% Security group (Z£8#4H) , i#12 Select security groups (IZEIZ £ &) , REZEH Group
Name (B## &%) 2& SQS VPCE Tutorial Security Group I Z £ &8,

8. EEBRVUIRE,

AHEVPCwHEEY , BH ID 2871 , #lf0 , vpce-0ab1cdef2ghi3j456k.
9. IEIERIR.

Amazon VPC 12 & BRX Endpoints (W% %) EH.

Amazon VPC ERBE T MW EREFEPMRE, BFTHKE , Amazon VPC E R BAREE,

$EB 5 : BOEBEBETERR Amazon SQS B

VPC REEEE Amazon SQS WinH: , BRATLUEREE EC2 HITEREAGASBEET,

1. EFEERE EC2 #T{EER |, film .

ssh -i SQS-VPCE-Tutorial-Key-Pair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

2. FERAUTHS , ERSARRMGETS, Hlw

aws sqs send-message --region us-east-2 --endpoint-url https://sqs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/
--message-body "Hello from Amazon SQS."

BEhERERY , BERRAEAXH MD5 HEMAS ID, il :

{
"MD50fMessageBody": "albcd2ef3g45hi678j90k1lmn12p34qr5”,
"MessageId": "12345a67-8901-2345-bc67-d890123e45fg"

}

WERE AWS CloudFormation N2 37 2 {752 U F M BREA 2 AV AB BB E A (Hlan , VPCE-SQL #25%
EHB-CF{T%]- 1ABCdefgh2IJK) , 52 B, £ Amazon SQS A £ FI M BREAE

MEEBMBBRERNEN , F2ETHEE
« 1 Amazon VPC { f & 15 ™ M BR EE 88 A A i Ui 26
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https://docs.aws.amazon.com/vpc/latest/userguide/delete-vpc-endpoint.html
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« Bk Amazon SQS 175!

#£ Amazon EC2 A FfEE K LBV 1T EIRE

£ Amazon VPC A FiEEHF RIBRER VPC

FEAWS CloudFormation £ f & #5 7 # il Bk AWS CloudFormation =2 & EHHE
£ Amazon EC2 A F{EEF RGN /Y
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.aws.amazon.com/vpc/latest/userguide/delete-vpc.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#delete-key-pair
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Amazon SQS YR PFE R E

T 5 ERESHEEH Amazon SQS T4 . Amazon SQS API S E b T B # Amazon SQS B AJ&E
BIANERELENMEEMRHRESR, IREGRARINELENREE , G EALKER LN
Feedback (B R EI£8) Z# R E.

NFESHELERESNERIEBENHE , FRE AWS AR D,

&

- BREEHEAE Amazon SQS Y EEFEUEERR

- EREEHEAE Amazon SQS API §5358

- SEEHERE Amazon SQS EXF /TSI DLQ B EE

- SREHEAR Amazon SQS A Y i Sk HET R RE

+ #H¥ Amazon SQS ReceiveMessage API| FEAY R EE KA ST R S HEAR
- EREEHEAE Amazon SQS #BR%EE R

o (FASEHYEAR Amazon BT HIBR#E{T 5] AWS X-Ray

REZEHEAE Amazon SQS RV EHEFHUEE R

THEBEEZ Amazon SQS APl I & E RIREAccessDeniedzAccessDeniedExceptionts
R NEERNMREHIMELERNFMEN  F2RENMAEEHHE Amazon SQS API FFIY ERY
"AccessDenied. 3% "AccessDeniedfl#h ik #5582 FEAWS HFEH O IEM.

SRS

An error occurred (AccessDenied) when calling the SendMessage operation: Access to
the resource https://sqs.us-east-1.amazonaws.com/ is denied.

8-

An error occurred (KMS.AccessDeniedException) when calling the SendMessage
operation: User: arn:aws:iam::xxxxx:user/xxxx is not authorized to perform:
kms:GenerateDataKey on resource: arn:aws:kms:us-east-1:xxxx:key/xxxx with an

explicit
deny.

ES ]
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https://aws.amazon.com/premiumsupport/knowledge-center/
https://repost.aws/knowledge-center/sqs-accessdenied-errors
https://repost.aws/knowledge-center/sqs-accessdenied-errors

Amazon Simple Queue Service HBEABER

« Amazon SQS 175 BUERH 1AM BUR
« AWS Key Management Service 1R
- VPC i BBUR

o FEARAS IR BIBUR

Amazon SQS T B F IAM BEK
EERFERERBTETHIT Amazon SQS BENEET |, BHITUTERE :

« BT Amazon SQS API FEALAEY IAM £88, R IAM 8RB E— @RS , Bl Amazon SQS {7
FIBE S AWS Identity and Access Management (IAM) BUR A BIEFT , TeAEAFBHENE
B

- MREEE IAMER .
- BALBRENG LAY EMaws sts get-caller-identity@HRBEIZH AWS
Management Console IAM &SR A,
- REHEIAM FRERACHEBN IAM BER, BERTHEP—FSLE
- £/ IAM BURESR AR IAM BUR,
- BETEEN IAM BERER,
- MEEE , BiREEN IAM FAZBER.
- REFIIRA , WREEETHE.
- MRFEE AWS R , Al Amazon SQS {FHIBUER L AR AT FE.
- MRFV/EERSEH , Bl Amazon SQS fFHIBEM IAM BUERER 4 HARE AFFFEG
- MEBRREARGTE  FREFFRERFIFE.

/A Important
F— RPN ARIEEEESHRE A, TR Amazon SQS BUERH —LLEAEHI,

AWS Key Management Service R

WREE Amazon SQS 175 EFRERESm I (SSE) , BEEFZE AWS KMS key , BIAER
BEFURLEEENRAE. EERRTIRTEME , BUBUEH GetQueueAttributesAPI
KmsMasterKeyId Bt , St "h& . THFIEERAE,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sts/get-caller-identity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policy-types
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
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FMBABER

 EEEMENER

{

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "<Key ARN>"

}

HEEMBENER :

{

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": '"<Key ARN>"

}

- BIRFEFIAHREARER

{

"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"

1,

"Resource": "<Key ARN>"

}

O LA T —ESF XA Amazon SQS {THIB A N :

« SSE-Amazon SQS (H Amazon SQS FRFEZLNEENMZ L),

« AWS FEEHIEAFEZRE] (alias/aws/sqs)

- EEZESR

AWS Key Management Service (AWS KMS) &R
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-managed-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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BR , MREFEAZ AWSE KMS £ , AL UFERSRFA. Rit | ERHUEHEBRFNE K
FHFHREHER  FEATFEENTR, ERMTREREESREFER,

VPC i BHIER

R I&EB Amazon Virtual Private Cloud 3% (Amazon VPC) % Zi17H Amazon SQS , 8] Amazon
SQS ERMAZERBBELAAHFFIN. EA LA Amazon Amazon SQS # Amazon VPC i B2 31
BX , XEHPEETIHEE :

1. ATEIMFRY £ 58
2. ATHATEVENE,
3. AIHITRFENEIR,

ETHEHFF , VPC mBEBEREEAF IAM EMyUser B E AL EIXE] Amazon SQS 17
5, MyQueueE MBI, IAM FEHEF Amazon SQS ¥ RELEEIIEBE B E BHIA ZinisEFE.

{
"Statement": [{
"Action": ["sqgs:SendMessage"],
"Effect": "Allow",
"Resource": "arn:aws:sqs:us-east-2:123456789012:MyQueue",
"Principal": {
"AWS": "arn:aws:iam:123456789012:user/MyUser"
}
1]
}

HEL B AR 75 422 Rl BUR

MRE AWS 1RE BAEMEME , AWS Organizations B3R AT AE S FH 1E &2 HL Amazon SQS 17
5, RIEFERR , AWS Organizations BUR T &£ $HE @@ Amazon SQS #HMFER, T , Bk
E W AWS Organizations BUR s RERE & H $H¥ Amazon SQS 175IMFE. MFEWFBE AWS
Organizations BURHIIE R , 5828 (AWS Organizations fEAERE) H8 "FIHAERE, -

B HEAR Amazon SQS AP $&35
TR EEEEET Amazon SQS AP| TEIUBEE 452 4858 | LUK AT {7 5 BBk,

ES |
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_info-operations.html#list-all-pols-in-org
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« QueueDoesNotExist $&35

 ReceiptHandle §552

QueueDoesNotExist #5332
& Amazon SQS RIEHK T Z] Amazon SQS EEM LT HIEE |, S E O EEEE,

A RERY R R MR R HETE

- FIEREMNIES : #B) Amazon SQS AFRMERE , BELERAFK LRET ERNER, ESKRER
Fiw £ 5% %E Region fF , SDK S{EAREE RSIRIREBF AWS CLIEHE [H[E], MR SDK £EE
NHFRERAE TEEL , Bl SDK MEBERTH "HE, REA us-east-1,

o (FHITEERIAEMIER : MRIFHIFEEST API I 2 BISMIER , Bl API FEIUASEE HhEEER, FESREREE
4 ZHME CloudTrail 2 & H F{ADeleteQueueci®E,

- FEPRRERE : R FHER AWS Identity and Access Management (IAM) SERERARKIELENER |
Rl eE g B T HISEERAL -

The specified queue does not exist or you do not have access to it.
WRERR , WA ERNERET AP LY,

MELEHMBPEAEQueueDoesNotExistiFRRINEFMEN , F2 R UM{AHEERE Amazon SQS 1T51E1T API
FE AL BEHY QueueDoesNotExist $£58 ? FEAWS A 08/,

InvalidAttributeValue #5535
E ¥ Amazon SQS 1Y ERBERFBR A ERESN BN EME | AAED Lt iERE,

RE RRMEEEE

- BUNERER  RELEREMELTSSMELERN. MEFMENR , F26 IAM JSON BEETT
Z2EMRE AM BUR, SR LER IAM BURE £ R RE MY MAIE Amazon SQS BRHEK.
HERAA JSON 13K,

- BUWESEE  BEPrincipal iR FEREREKK D , BREEN. MREH Amazon SQS
ERBEPrincipal tZE2 IAM ER , FEFABKRZHREZXEREE. Amazon SQS R
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://repost.aws/knowledge-center/sqs-queuedoesnotexist-errors
https://repost.aws/knowledge-center/sqs-queuedoesnotexist-errors
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_policy-validator.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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FERBERAERE IAM B, R IAM ERFTERE , BEKEIEERR o EEMFTIAM B8 | FBE
AGetRolefl GetUserAPl,

ZZU E BRI TSR eSS InvalidAttributeValueBRMEHMAE A |, FFS B Y Amazon SQS {751
T AP| OB a0{a BEBR QueueDoesNotExist $£58 ? £AWS A OER,

ReceiptHandle $&84

E#1T DeleteMessageAP| FAAK , MRYIBAR T EMReceiptHandleIsInvalid=iBE] , Al
g8 InvalidParameterValue A AE SR E,

- ReceiptHandlelsInvalid #5538 : (IR BIRZEFIRIBFER , SAARBIFELUA T EHI 2

An error occurred (ReceiptHandleIsInvalid) when calling the DeleteMessage operation:
The input receipt handle <YOUR RECEIPT HANDLE> is not a valid receipt handle.

« InvalidParameterValue #8558 : MR WIRIRFH B EIBE |, £iSREI BT S HIA EEERE

An error occurred (InvalidParameterValue) when calling the DeleteMessage operation:
Value <YOUR RECEIPT HANDLE> for parameter ReceiptHandle is invalid. Reason: The
receipt handle has expired.

REy RR MR ETE

RmgiHEARIINEFREREY  BEETRERBABARY. EAREREHRIBE
AMEERRERAENTIH, ERBRREEEZERR , ZglR3 —EHMHNKRERIR, &2
RN BIREIEER | FFEA ERAVEPUIREE Amazon SQS 1751 7] & 1438 A A & fo b BR A

o

i’ﬂl}éﬂr

MEEBNIEEIEFReceiptHandle iR EFMER , 2B A Amazon SQS DeleteMessage
AP| FENY B anqn] 52 2 HE % " ReceiptHandlelsinvalid s #1 "InvalidParameter{E #5558 ? fEAWS &
'L\*gﬁo

SEPEAE Amazon SQS EXF T HIF DLQ EFT i S 8

LUF EREEE Amazon SQS DLQ M DLQ EFEESRFENSEERER , U MMETHES R, 0%
FE  F2RENAEEEEAE Amazon SQS DLQ EFHMBRHERE ? E£AWS HEH/OIERE.

ES]
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetRole.html
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https://repost.aws/knowledge-center/sqs-invalid-parameter-policy
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
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- DLQ &
- DLQ-E #5585 E

DLQ =&

BXAEE R DLQ RIRE LR Al i RIE LE R RE

e

- FRAFEARGASTESEEAL KB EERF T

« BEMFRTYIH NumberOfMessagesSent #1 NumberOfMessagesReceived 8 RF
- BVAREENTF ST B R

- BFXEAH FIFO fT5IFA S K MEE

ERAEEERAFAETREERFASRKBHEENF TS

Amazon SQS RIFHHEFIINBEBBRRAEETRETREAZNRE. Bt , IREEFE
AR REASHNYHETIEFTHERFATEENRE  ZBHEREBEHRTINERF T,

BEFBIITA , THITUTEP -]

- REMEFIINERERBORN R ERERE
- BREZZEAPREEEETIINAS,

N F RS NumbexOfMessagesSent 1 NumberOfMessagesReceived A A
ERFHEALEEZTENEZRTY , HEH NumberOfMessagesSent IEERE.,

B, EAERRAREABRNEARMMEIERFETS , RASHIERER, Rit,
{ENumberOfMessagesSentHINumberOfMessagesReceived B TRER BTG,

B NEREERT T I E R

BN T T EMUBRBERES Amazon SQS FREEEMNET A , EBREERFRTINFAL
WHSASEIEE B bir5l. MRELBERNER , AERFZTIEFUBRETETRS XK, &
o e R B BT TEAIRESMEERE | ARBHE X,
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EEM FIFO TR B R MURIE

BEMCHSFBEEALS  EFREHEIH R/, EEERREBTIEIRER A ST HAH

ERIKRE, BEAREREEREEEMBRAES TRSEMAL , AEFEH LENMBEHANEH, BE
FRARRA , BB RBMNASBEERF T,

BREFIWAFAEERPALS, MRABIBHEEER , BREXIERFETY , AREFASH
BRRAREERFR. BEHEFTINNE  FRECHEARA EREEASEE.

FIFO T3 Ak FHEA S HEANAL , BitRRESEBREF —RNEE, Fit , #ARF Ll
B —EAEEEHNEHEFNAS  EXE—EAREENAEEER , EFRNEREHHTIIRFA
BB EENFITIAL.

i

L5k, FIFO PRI RFFRINERHFAERE . HEMHIIEEN FIFO FHERFAEHE  FRELNE
AR EREEASRE,

WMEFMENR , 552 E Amazon SQS FAEFEEE K EIE Amazon SQS FAE.,

DLQ-E #7 B 2y [ &8

TR LAY DLQ B3 5 B 8 bR a0 8 R 0E L B R

S|
» AccessDenied #PRERE

« NonExistentQueue #5332

« CouldNotDetermineMessage 3R R §5 558

AccessDenied #PRERE

AccessDeniedE DLQ EFREEME A AWS Identity and Access Management (IAM) B E X E
HREBR T KBRS , MR AR,

Failed to create redrive task. Error code: AccessDenied - Queue Permissions to Redrive.

EiRH DLQ EFHHHER , FET 5 API R
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FMBABER

EEBAS R

- BERFRTHER :

sqs:StartMessageMoveTask
sqs:ReceiveMessage

sqs:DeleteMessage

sqs:GetQueueAttributes

kms :Decrypt— MR ZERF BT 52 R 18 2HRT 5 8 o

- BRVHITHIER

sgs:SendMessage
kms : GenerateDataKey— H K #i{T 5 B MZE,
kms:Decrypt — B H#{T5EMER,

HERUHET PR B ERTRARRA

- BERFRTHER :

sqgs:CancelMessageMoveTask
sqs:ReceiveMessage

sqs:DeleteMessage

sqs:GetQueueAttributes

kms :Decrypt— MR ZERF BT 52 R 18 HR(T 5 8o

HEENE4BEIRE

- BERFRTHER :

sqs:ListMessageMoveTasks

sqs:GetQueueAttributes

NonExistentQueue $532

NonExistentQueue® Amazon SQS RFITFH R FHERCMBRE , MERERER, RELYEHNESD
B|FER Amazon SQS 751,

EHIEERAL

DLQ-E#ERE &
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Failed: AWS.SimpleQueueService.NonExistentQueue

CouldNotDetermineMessage 3R R §& 52

Iﬂu}

BREAETHER TRE DLQ EMUEREE , e &£ CouldNotDetermineMessageSourceds

5

« fSendMessage A API E#%EixZ DLQ B Amazon SQS FAE..
- REDEBRBEBHRKE (Amazon SNS) FEMAL , HERE DLQ B9 AWS Lambda &g,

HEFRLIER | FEMBERMRMERE [ENUSRHIBTERNT]. A& , @A Amazon SQS
75 ARN , #FrEFERE DLQ BE B Mt i3,

B fISRRRE

B

g
il'

Failed: CouldNotDetermineMessageSource

REBER Amazon SQS FRY 5t 5t H B i B RE

KFEE% , FIFO 175|E8#W % 8. FMDeleteMessageM&E{E API B)¥E SendMessage300
ERX 5. ReceiveMessageBIEFIIHRWEASTA , HBiB 300 TPS HWERt W
E|ThrottlingException#iii, A T REEEEN , BUUERAUTEE !

« £ Amazon SQS #% FIFO {3 A S HIx E.

- f£/ Amazon SQS API #t/ X IRE E){F SendMessageBatchDeleteMessageBatch,

I ChangeMessageVisibilityBatchi$&{@ API BiEESRH % 3,000 AIFAEH TPS RREIRS ,
WKL A, ¥ ReceiveMessage APl , #§MaxNumberofMessagesS B8R EABERZ RS
BT RFARE. MBEFMEF , 528 Amazon SQS #tXEE,

- HREESHEEMN FIFO {73 , FERESRUSE RS ZIFEAE, #ELZEEMHEALEE
ID BVERF, MIBRIAE , AR EHME ReceiveMessage APl BRI IR IR BRI BERALS
A RMEREE,

- HhNME—MessageGroupIdEMNEE., EAFE FIFO By E2EETIHII D . WREFHEE
7, E2[E 8 Amazon SQS FAEEE ID,

IBMMET, , S AE Amazon SQS FIFO {55l 4 ME AL BHAT WA EALRAL ?
FEAWS AA DR,
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&%+ Amazon SQS ReceiveMessage AP| FEIY R EEIHI A EHEITER
SHERR

T3 EEEZE Amazon SQS ASE LB HEENRERER , AR METRED S, MFEF
B, F2EAMTEREER Amazon SQS {FHEIWEAE ? HAWS H#E P OIERE.
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EZEHE{FIREAT , BEARBHATW ReceiveMessageAPl, &t 7 LE
HApproximateNumberOfMessagesVisibleApproximateNumberOfMessagesNotVisible,
MApproximateNumberOfMessagesDelayed CloudWatch EE. MRFIEAEZERENREOH
DiE | TIRERBEAZA.

JE EI AT PR

MREESEARRH , MEERITHIRITRES (FIFO & 20000 , FEFXAZEES 120000) , Amazon
SQS H &1 0 i Fl #8 R Hl 8y $5 R A S o

SR

MR Amazon SQS TR EAILETY] , ARFEAALFTTRESEALE  BE
IEENEERZAUBIERETAS. BERIITIRERERLETS , BHER
GetQueueAttributesAPl DelaySeconds B , S [BELE] T T EEE, B
&EApproximateNumberOfMessagesDelayed CloudWatch | &4 R EFE S S EEMALEE,

B EEETH

NMEETENEEERATHALE K ASKEREERE  IETEEREHBEETEAS. BANEE
FERESERZENIZER, 458 TApproximateNumberOfMessagesf] B 1 CloudWatch £ |, BEf# A
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BUNFAEEE. EFIFOMTIMNERT  MREAARFEBINBHASEEETH , BIBRIEEMER
ZAEREHAR , FAFEFEREMAALS . ERRA/IASFFEHRE FIFO (I HNFASEAERE
Ko

Lo TP
MBLFERAPRERS , (WaitTimeE B 0) Amazon SQS ¥ HAIRESHN —@EFEETHE |, LE

RELMRFEDARLS . Hitt , EMEATUENES | S TREEIRIELHEE, RENRBIERKE
EEA S

MREFEARTWH , Amazon SQS BWHAME MRS , LEREELS —ETRAARLERIEEN R A
BB cEREXELEE, R S ReceiveMessage WaitTimeecon ds BE AR , B EREWRIFTE T H
MEAE.

SHMBPEAE Amazon SQS K EEER

THEREHZE Amazon SQS HEBENZRERERER , UK FZHERE LK,

FE
« ETIMEOUT error

» UnknownHostException error

ETIMEOUT error
ETIMEOUTE A Finf& A28 1 B Amazon SQS i# 2 TCP EREF , MR EHEE,
HFER
- BEPRELR
ERHTEtelnet Bl @S RAF LB Amazon SQS Y RBEEELR.

Example: telnet sgs.us-east-1.amazonaws.com 443
- MEMKRFRE
- ELHABEAESRA, BAMFEIRFIEE (ACL) AFEERANERE LHWRE.
- ZEEFEBD () RALEFHERE 80 5 443 WRE,
« WEE% ACL &k (% h) RAIKAARFERE TCP EHIR 80 = 443 WRE.

WEEE 211


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html#API_ReceiveMessage_RequestSyntax
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- #B3% ACL B A (B A) B EBIME A TCP E#E 1024-65535 LR E.

o EEINEPEBRERN Amazon BHEH Eis (Amazon EC2) #ITER XA E BRI IEREE
20

« Amazon Virtual Private Cloud %% (Amazon VPC) i 2

IR IEFEB Amazon VPC i EFEL Amazon SQS , Blig &£ BHAN A AT EANRETEREZIE 443
tHWAFPmZEEE, B VPC inH FHARMEEBEBNAER ACL XEEBLUTHERE -

- @ ACL @ (@H) RRILE AT TCP EIEIE 1024-65535 (TFEEER) FHNRE,
o #EE ACL B A (B ) RBINLEARFFEREE 443 LHRE,

Bt4N , Amazon SQS E#EFAA Eimin 2 AWS Identity and Access Management (IAM) BUER %A
ARHFEE. THEH VPC inBBURIEE L FF IAM EMyUser A& A B EEE Amazon SQS 1T
B MyQueueEAbENIE, IAM FHEF Amazon SQS EREEZIER BB EEIAE KK FE

{
"Statement": [{
"Action": ["sqgs:SendMessage"],
"Effect": "Allow",
"Resource": "arn:aws:sqs:us-east-2:123456789012:MyQueue",
"Principal": {
"AWS": "arn:aws:iam:123456789012:user/MyUser"
}
1]
}

UnknownHostException error

FSE BT 4 1P (Vb BF | 834 UnknownHostExceptiong& &3,
R

{8 F lbnslookupZs AR N B #4Z FEAEREBEAY IP it -

+ Windows and Linux OS

nslookup sqgs.<region>.amazonaws.com

- AWS CLI 5@ AR E Python i B5HY SDK :
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access
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nslookup <region>.queue.amazonaws.com

MRBWENT ARV B |, FEACER DNS 20 {ANiE 1F LA K an{r 5% S HF A2 50 0 sk &k i DNS #UE PRV IS /R
HAT ? FEAWS HE PO IERE,

MELRBERN@EL , ATEREAEIXBRNERE,. EEMRAEAREREE K FERTIA
E

. ENRBEARES.
. RRLMH Java EARK BN DNS R, MRTEWTE , BREANEARKLESF DNS
TTL, MBRMEF , BSIEY DNS BBEBIHE JUM TTL,

NEERIN TR #ERRERELRNEMERNR | B2 IR Amazon SQS "EMOUT, #
"UnknownHostBI AR 1 EAREEER ? EAWS HIFE A/ OVER,

£ A 2 HE#E Amazon BE{THIR#E1T 5 AWS X-Ray

AWS X-Ray WEERAREAFFRAEZERNMHEBER , YELRBMEHRER | UEBEHENRE
ts, HAERRAESNEMEMRESR , SUEEERER, OEURERAERNET® AWS &R,
MRS, EREM HTTP Web AP| #4TRE IR EEAAE A .

E#E1EB Amazon SQS &% AWS X-Ray BHHZESE , WO BT T I H AP —EEHE -

« i X-Amzn-Trace-Id BHIEHE,

« @ AWSTraceHeader A ERFKEB M,

EFEWEEBERNIEENER , BXAFEH AWS X-Ray SDK #8 FHAmazonSQS F i,

B LAE A E AWS X-Ray 2 A K#4# Amazon SQS EifE BIE X E AN H R < B EFYHE, &
WA AR ERARBRIEE , fINFEEEMARE, MEFHMER , F2 8 Amazon SQS FAWS
X-RayBi#& A B1EF AWS X-RayH#Y,
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https://repost.aws/knowledge-center/sqs-connection-error
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/jvm-ttl-dns.html
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https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-tracingheader
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https://docs.aws.amazon.com/sdk-for-java/latest/reference/index.html?com/amazonaws/services/sqs/AmazonSQSClient.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-sqs.html
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Amazon SQS A LT

AEIRH Amazon SQS £, o BRIBAMEFEIUEHILAKR Amazon SQS FHUBURES WAMEEEEM.

&

- Amazon SQS FHERHRE

« Amazon SQS FH H D MEFIMEE
* 1£ Amazon SQS HEC s MEE1E

- Amazon SQS W& HERE

-« Amazon SQS H1KE#E

- Amazon SQS WEM S LM

- Amazon SQS WZERIEEHK

Amazon SQS A ERRE

AWS HEEEEEBEAR Amazon BETIIRBFHNER/RE. NLERBFTR , AWS AEFREH

1TFFE AWS Ein. LEEHBEHERRE L RERATVEHE, SHEKAETMER AWS R &

ZEEENERER. NFENRLBNFAET K F2REABLEEABES. NFEREEBMNER
REWMHEBEEN , F2E AWS T2MIER LW AWS HEHWEEEEF GDPR #EEXE,

ERERREZBEN , RAEZEER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLREBRIERE, Mit—R , SEACHEHRASESR
HEERETEMAENGTT. RMECERERATIFRNREESR :

- BERFEHECASEEZREE (MFA),

- f£f SSL/TLS B AWS BERETEA. RMFTE TLS 1.2 XEZEFEA TLS 1.3,

- ERARE API MR EEB & AWS CloudTrail.

- £/ AWS B RAFRURHEPHAERRREES AWS RIE.

- FERERNZERLRE (B0 Amazon Macie) , HBIREFREFEE Amazon S3 BB E R,

. MBHREFBBHSINEDR AP FEEFEER AWS 1B FIPS 140-2 R B INZRE4E | FEH FIPS
w2, MEFE FIPS # FIPS i EZSMBEEN | a2 HB I EAEEZE (FIPS) 140-2 #E#,

BMaZZBEEHTEREFNEF B SUERHRET , HERBRI BB TR
B, BB BRAL. SERELEREEE. API S AWS HEEHNH AWS R £/ Amazon SQS
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https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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Htt A, AWS CLIGERBRIEHRANZRUF @ ANEAER BT ARGFERZE B
MRERMAIBARER URL , BMENEBF 2 ERET EHRARB[FERN URL F 22 BEEA.

UT&ERMBER Amazon SQS FERMREMNE A

x5
« Amazon SQS & E %
« Amazon SQS R ER RERBTARE

Amazon SQS FHIE R %

ERRERIEREEIR Amazon SQS WEEHFE R , IRFERIE Amazon SQS & & H O AT R
E’Jﬁ?ﬁbﬁﬂﬁlo R LAEIB Secure Sockets Layer (SSL) LA FimMBZRREEHR PN ER, RIEFE

, Amazon SQS 2 AWBEMZEREFZRALFER, BALUER Amazon SQS EMEAL , REB
Hvaﬂ%ﬁﬁﬁ- AHERPONMBERRE  BHAREBEFEER . Amazon SQS EZEFE A SSE ETHE
LRI E RN,

*rE
« Amazon SQS FHFEEMNZR
« Amazon SQS €8 &

Amazon SQS W BRREINZ

AR 2R IW N2 (SSE) AIRAEME TSP ERMBRER . SSE £/ SQL EEMME LI (SSE-SQS)
HAE (SSE-KMS) HEBHN L WMRRETIFHAEAST. AWS Key Management Service 21FHEHEF
{FHEE SSE WIEEME F AWS Management Console , 2B THRA :

- AT (X#E /) FRE SSE-SQS
- RITH (X#EA) FRE SSE-KMS

WEMEH AWS SDK for Java
(MCreateQueue, SetQueueAttributesHMGetQueueAttributesB){E) BIE SSE WHEEN ,
SR T YIS -

- #&HL Amazon SQS 175l A fal AR 25 ik J1 25
- BREM KMS R AWS R
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Amazon SQS —IKFIFAE , SSE MK ENE., ELABRUMBEFERNER , ¥ B Amazon SQS EE
BARBEEGRENEEER T SREALE,

/A Important

FrE ¥ A SSE ZiT5IMFERELAER HTTPS MEE A 4,

fEFTEEE €88 (Amazon SQS HWAWS Z& KMS £88) W INZ 75 EEWUATRE AWS 1RFH
Lambda B #,

AILAfEF AWS Security Token Service AssumeRole EjfE#%iE8 &1&1X E Amazon SQS K F Lt
AWS BRi§ThEEEE SSE A |, BEEARNEZEETS

* Auto Scaling Lifecycle Hooks

« AWS Lambda EXF&{T5

NEAREMEBENZEERETNENR , F2H 5ZE AWS BFHE KMS #IR EBIENRHE X
o

AWS KMS f£6%Zs, STAMNERNEHE K RESAEREXTNESREERRK. BEFERA Amazon
SQS K AWS KMS , INZAEERMER Bt EME K FEARENER —EEK.

UTAER AWS KMSHE S -

« BELLBTEMMNEE AWS KMS keyso
o WWAILAEA Amazon SQS B AWS Z & KMS £ , BEIRFNEEE M —/,
« AWS KMS Z&ZE GBS TS EMZHEANSEEER,

MEFHMET , 5528 AWS Key Management Service BIZ A BIEHHHERE AWS Key
Management Service ?

2
. MERE
. EEAE
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/lambda/latest/dg/dlq.html
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Nz e E

SSE €1/1% Amazon SQS {T5FHFAE R,
SSE FE€m=T5EE :

- THPEER (THBBNEBL)
- AEFEER AL D, HEBENEML)
- BEFIIER

MEBEASTEARESIESFEAERELFERAHAS. A SSE # , HMETHIHES SendMessage
M ReceiveMessage FARAHIER . Amazon SQS ZeMHREEXREBRETECHAERHER. 0R
BHEHERFEREIEZE Amazon SQS 175 , EHXEH SSE. ETEFE Amazon SQS WIEEE
£ -

REEMAMNETIREENALS , TSHFAEETMNE. Amazon SQS FTEMEFEEAL.
- BIEEEFEREMTIRMNE , SMBEAR MMM,

HASBIEREH T FTELEEME

=z

+ B Amazon SQS #FA SR EMERRTIBIRMBNERF TS , &
+ B Amazon SQS #FASRRMERRTF B EMBNERF TS , &

EEHFE

DTEEMZEEBREEMT ## SSE WIhgE. MFHWARNFHEF , 528 Amazon Simple Queue
Service APl 2%,

£ 48 (DEK) & E % Amazon SNS AEMA R,

MEFMER , 552 (AWS Key Management Service FiZ A E3E7) # (AWS Encryption
SDK & ABIEmM) PHEREH,

BEREREEERYE
Amazon SQS AL EEEAEHSRNZNBZASNKBERE AW BENM), AWS KMS A%

BN, RRVENEE , MR 60 R (1 98) M 86,400 ¥ (24 /M) 2/, FEFRES 300 (5 %
i8), MEFMEF , F2HE Tﬁ’iﬁﬂﬁﬁ@ﬁﬁﬁﬁﬂﬁo

ERmE 217


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#data-keys
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® Note

EFKATREEEERNER T AWS KMS , Amazon SQS ERBHEARMMNER SR B
NEHBEYERAL,

KMS €& ID

EERHRFEHEMIRE S , AWS & KMS €85 85T KMS 81 5I&. 55 ARN, £#H5
= £88 ARN, #R Amazon SQS K AWS 2 & KMS €858 —#Aalias/aws/sqs , EBFT
KMS €880 BI& TR, alias/MyAlias@EaLMEREL KMS €83 /RE Amazon SQS {75
REFAE,

® Note
ERERCLAT 445, -
- MREARIBEBET KMS €58 , Amazon SQS £#FHERAM Amazon SQS B AWS Z&
KMS €8,

« FE—-XFEABTHE AWS Management Console & Amazon SQS #J AWS Z& KMS
LB, AWS KMS 5 Amazon SQS E3I AWS Z & KMS £48,

- BE , BEARE—IREMA SSE 175 LEASendMessagesSendMessageBatchEfE
B , AWS KMS %4 Amazon SQS 23 AWS & KMS £i8,

ALY KMS £38, E&REH KMS REAFXNER , URERAEE AWS KMS &1 [F
FE2E£R) BRHCreateKey AWS KMS B ERERXZ KMS £REAER. WEFMER , F2H

{AWS Key Management Service A B1ERE) M KMS £RMNEV SR, WFE KMS &R
BIIBNEZ &6 , F5SE AWS Key Management Service APl £#&KeyldH ), MEFBSHK KMS
SBBABHE , F28 (AWS Key Management Service B2 A EE) DS R £8 ID A
ARN,

/A Important
EABEXNEARA AWS KMS, MEFMEF , FF2E (EEK AWS KMS 7 Ml AWS

Key Management Service E1&,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html#API_DescribeKey_RequestParameters
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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Pk

NEZEEMNRZEME —BoBRARECEARZERNNER SR/, Amazon SQS EEA KMS &8
ARERERNE K ARCEANBNASRENZENERER, EEMERA KMS RRMAZER IR
M CE | MRS EE N,

MEFHEE

%II

, 5528 (AWS Encryption SDK BiZ A Ef5m) FMEHMNE,

Amazon SQS £igE

Amazon SQS E& AWS Key Management Service (KMS) & LB 2 i R AR 25 %t % (SSE) B9 KMS
£, WE SSE EFAMSMEEER , 5528 Amazon SQS FHFHAENZE ., Amazon SQS £/ KMS
TRBIFNREANMEZNBRZAENER SR, UTEHRHEBEE Amazon SQS FREFEHA
KMS RN ERS|MNER,

ES- |

« FE AWS KMS A

- THRENSREEFERNE
« A& AWS KMS 7

« AWS KMS $57R

FXE AWS KMS FF A

BE KMS £REHLEE —ESBBEK. FIEE , BEZEE N Amazon SQS ¥ AWS B KMS &N E
MBUR, It KMS £|HBEREFBIRFPHAMA L8 EREAIEA Amazon SQS) /A tNZ T 589 EF
CIB

HREFZE KMS €8 , BXARESRBER , UHESETIEEENEEENGT Y. BEHITE
HRE B BEEENEEEGEA KMS €BBEFNERE, MEHFR AWS KMS #ERAFEHE
B , 2 BAWS Key Management Service B & A BIERHPHIAWS KMS ERF{EEDH AWS KMS
AP| RS EZE&EH,

RE , BEUUEERGTE CGLETRSELNEENEALR) B IAM BERH | EESEWNEFA, W
EHMENR |, F2H (AWS Key Management Service BIZ A 2188) M £ AWS KMSHEH IAM
B,
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/how-it-works.html#envelope-encryption
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#kms-resources-operations
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® Note

B SRR AT LLER E 1% E] Amazon SQS F % Amazon SQS WM £IEEFA |, B AWS KMS £E
£ IAM B K —ResourceHiHEARH RIS EEEMN KMS £ ARN,

ARE AWS BRIERY KMS R

1B AWS R R EBH4RR , AIEEHEEE Amazon SQS 175, BEAFFELEHRREMZRT
NEEER , ELAEURTFEEN KMS iR , Y ESRFFHEER , BRBEEALEN AWS
KMS API 5%, #1T T HIZBRREREFT o

/A Warning

BT AR MME Amazon SQS FAEK KMS £k , 53X , FA% KMS £/ MENRBAL
HBUZERRIEMBRE, EERZFELEALS  SHLERZEN KMS £ | YHRRESEBK
KIZF Amazon SQS kms :Decrypt Hkms:GenerateDataKey®EFa, EEHA AR INE
MM KMS €8 2% , EMBRRERE KMS 8281 , ERECEELRTIIPBERFT
BEFEAE KMS £RNBHNREAL.

1. BUEFEENKMS €8, WEFMENR , 528 (AWS Key Management Service 3 A 815
M) PELESIE,

2. EEAF AWS REEHHKRFERkns : GenerateDatakey M kms:Decrypt API F3& |, BT
PIFAR R FH 8 E KMS €88 /RAl,

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Principal": {

"Service": "service.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*"

]
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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}

1% EREFIRH "service" MR ASBHRENRBEEE. SHRRTETIIRE.

EHHIR R &8

Amazon CloudWatch SEE) events.amazonaws.com
Amazon S3 EH4EA s3.amazonaws.com
Amazon SNS FzEF] B SNs.amazonaws.com

3. /A KMS £ ARN iR ERER SSE {751,
4. REMZTHHN ARN ZESHER,

RELEEER AWS KMS #R

EERSREEFHEEEIMNE  £FF TX®WY SendMessage = SendMessageBatch &
fEZE PN kms: GenerateDataKey #l kms:Decrypt. ®MY kms:Decrypt AT EFERAFER
lzE , ARBHEHTEME, ANt , EEEHN KMS £ 4 AMWE kms: GenerateDatakKey
kms:Decrypt & ™,

H TR EELEEEN IAM BER, B GHSRERNTYIEFREM ERN ARN H,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:us-
east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"
3, {
"Effect": "Allow",
"Action": [
"sqs:SendMessage"
1,
"Resource": "arn:aws:sqs:*:123456789012:MyQueue"
]

ERmE 221


https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
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}

XE AWS KMS BXA E RV HERR

EERCREEMCAANETHE  JHEET — XML ReceiveMessage th &g 1Y
kms:Decrypt , AEFEAHMER S|/ , ERFHTEM, Hit , HEFHRARMEFIEETHIH
AEH KMS €38 , LA SE kms:Decrypt A, MRTIMARERFTITIFER , AEEEHRA
RMNZHFITT|FALM KMS £48 | BAEHEE kms :Decrypt 5, S TFHRRRFTIEEHEEN
IAM B3R, B GHRERNTIIEREAERN ARN &,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:us-
east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"

3 {

"Effect": "Allow",

"Action": [
"sqs:ReceiveMessage"

1,
"Resource": "arn:aws:sqs:*:123456789012:MyQueue"

1]

£ FRFER IR IRECE AWS KMS #ER

ESBBERAR TP ERA AWS RFEERE , BIT A aws: SourceArn 5 aws : SourceAccount
SERGES|RFIEEEREBEARE, EEFHESLERESE  BREREAENRZERN Amazon
Resource Name (ARN), MIREFHEEIRR ARN , FFRAMEA aws:SourceAccount,

It KMS £8 B |, AFFIRF 111122223333 SENREHNEEE RS Decrypt M
GenerateDataKey EERFIL KMS |, iELEE7E SSE £/ Amazon SQS HiE &4,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
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"Service": '<replaceable>service</replaceable>.amazonaws.com"

.
"Action": [

"kms:GenerateDataKey",

"kms:Decrypt"
1,
"Resource": "*",
"Condition": {

"ArnEquals": {

"aws:SourceArn": [

"arn:aws:service::111122223333:resource"
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CloudWatch &b

« AWS Lambda
* CodeBuild
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» AWS Auto Scaling

Amazon Chime
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{
"Statement": [{
"Action": ["sqgs:SendMessage"],
"Effect": "Allow",
"Resource": "arn:aws:sqs:us-east-2:123456789012:MyQueue",
"Principal": {
"AWS": "arn:aws:iam:123456789012:user/MyUser"
}
]
}
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- MREE AWSIRF EFFATNER TEL IAM BE&HUEYT Amazon SQS 1751 , BIMEMI AT ARE
ZABHABMALRMITH. & AWS RF (AEFME) #ETIER.

EEERFN
AT BCRERAR FIRFAFTAI . T —HRIFREAARE M FF A BURAY & A&,

(® Note

AEE B UITE Amazon SQS WIREHRFEHR IAM , EXERM IAM REHNFHAERA. 0F
SSEH IAM X m/ﬁ<mmﬁﬁ%hﬁ>¢MHﬁmmmv WMEFR IAM BUEREE M
REAMER , E2EIAM FHERRTHN AWS IAM BESE,

EEE IAM B ONBERBAS 2 BRBEK (IAM BER) , MERINERNBRSEZEREREE,
B RHE

EmEA N TEAEIRE Amazon SQS 1TFHIMFFAIEERE - £/ Amazon SQS BERRK , URE
A IAM BER R . BAUERT—ERRAIMEHER  BEFREEEHAERAC, EAZEER
T, FRAE—RGEHEEZERMNER, Fln | BRI AT T 5 EE -

s BHUBREZELEFPHNFEREREAE - EEREFEHEEIL Amazon SQS TR |, &1
DR EEEERERERAEFTBNEA,

s BHUBREZES B AWS IEFHFHNFERE - BEREMCHAEE Amazon SQS {FHIMEFT ,
BRI LA Amazon SQS F AT BUREEZE S — @ AWS tREFHFERE,
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BRFHFAUETSERZTHIEE

» AddPermission

 CancelMessageMoveTask

* CreateQueue

 DeleteQueue

* ListMessageMoveTask

* ListQueues

 ListQueueTags

* RemovePermission

* SetQueueAttributes

 StartMessageMoveTask

* TagQueue

* UntagQueue

- BFUTBREEZAC (REBIRFHT) - EEREBIRFFTA , B85 2 BT BREE
ZIAM A, flin, AWSIRF A RKEEETUEVAG  ZBEIRF#ERRE AWS RF B (
AWS fRH) , BITFAfR -

- IRF AEESEN IAM A6 | WRFFAIBCR (AREIRFE A PERNFTA) BEEIAG,
- IRF AEEESREARREEEZEAR  XAGHEKIIRSE B ATTUREXACNER,

- RF B EESKEAZH/ENTTERIEIIRS B FNEAERE, EEMAIRERS B FNEAE
B SFERE A BTS.

® Note
MREBERRERUEE AWS REAR , FERAFHERBAIUR AWS REE
e

WMFEERA IAM REIRFFAIVAERREF , F260H (AM ERAEER) FRNEREE.

B R Amazon SQS AT EE IAM BEREE R , EEEEBCHWBEEREERE. £ Amazon SQS B
REUTHIEBEFER , SUEEWL AWS tRF AIUAFETS, SR NEEFBEERNEG (Flaw , mR
FA3R7E 2010 £ 12 A 31 Az aiiRHRIREFEH SendMessage, ReceiveMessage ZFFATRYRHF).
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B R FEHETNRSESHIERSERE Amazon SQS BMEBFEMN —2 9., EFEE Amazon SQS BRI
#% * I8EAS "AFFTA Amazon SQS BiE. |, EXRERAEBUUHTEBTFETHWFIEEN#E,

TERBEP —EREZEIETFENEAR Amazon SQS BRI S, ZRKBEARqueue_xyz , ¥HRF
TAWSBRE 1, #1 T AWS BRE 2, #FR , SMEEREN (T EREA LT B E,

® Note

RPN ERIEEA123456789012/queue_xyz , H£H123456789012 AWS RHEHTHIZ
REE A IR SR 1D

SQS Policy on queue _xyz

Allow who:

AWS account 1
AWS account 2

Actions: ©

Resource:
12345678901 2/queue_xyz

BEE 513 IAM LUK £ & M Amazon Resource Name (ARN) B9 , SQS BUREL 7 — i, L
TERRAELRE,
S0QS Policy on queue_xyz

Allow who:

AWS account 1
AWS account 2

o User Bob )
o | t
User Susan {in your own acoount)
9 — Actions: *
Resource:
e —— arnaws:sqs: 12345678001 2/queue_xyz
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(1 n
EERBEFARIIREFHFERAENFMAEN  F2B IAM FHAEREETHNHERE . /8 1AM AGRE
IFEVER, AWS

(2]
s haENBETECER. NEANBENEE  HS2WAmazon SQS AP T | BEMNEES
=,

(3 %
Al LA Amazon Resource Name (ARN) RIEEEEIR , E-TE IAM IERFEEERNEERE, W
=B Amazon SQS 75y ARN XK EFA , 52 Amazon Simple Queue Service EIRFEE,

flan |, RiFEEFH Amazon SQS BUR , #HE AWS 1RF 1 X AWS 1RF 2 R£BZEAERNT
A AER T AZEL, queue_xyzltsh , HEEC AWS IRE R E Bob # Susan (2 ID
123456789012) #eEFEUTSI.

f£513 IAM 8] , Amazon SQS € BB#E FIrI B EHMTIIN TS EFHE (EMEZXTY LFET
fE Amazon SQS B)EMZENVE), BRECSTRERK , RIFEILEMLHA AWS Z28BFE. EFEUT
SIFANEAERAEESXEEGFERAEM Amazon SQS BIERIEFTA |, T ee¥b B T T HIETEEIR
(=

LTREEHIBER , ARFEREMERAME Amazon SQS B , BERREBRBFZEAEETS
bob_queue_ BT,

{
"Version": '"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:123456789012:bob_queue_*"
1]
}

MEFEFHMET , F2H BB Amazon SQS ERABE M (IAM EREERE) PNED (EAE. FHiEAN
ﬂ ?O

EEBRITE | BifF, RR. EFRMER

¥ — {8 Amazon Simple Queue Service EIF , ZBBEER —HBEIF. ATRTFELBFEFT
f , Amazon SQS E& 7 —#H AT EBEKPEENEE,
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® Note
1T BEAREEFCR —ESENTA. EREREBENTAR | BERKHAD AFTRIER
HEFHTHENER.

UTREEFHNBRTE :

« ER - EBED , B LER Amazon Resource Name (ARN) R BIEE R BENER,

- B - BuMEABERBFRABNEBEATIIERBNERIIE. HlM0 , sqs:CreateQueue FFH
A5 F & #1117 Amazon Simple Queue Service CreateQueue EifE,

s MR -BOLIEECEAEERFEDEFREEMERR ; TAAFIIER, NRETHEREERN
FEE K SERSEfFN, St BRRESERNTFEE  EXMTURRERAEBEIFIE
R, IESEHMBERRETE,

- XBREHSEBEK (AMBSR) b, BERFMEZENFEREREEES R, BREREER , £
EERZWEFFIMNEAE. RFE. RESIHMGER (EEAREREBER),

MFEE—L T Amazon SQS BUERFDEMHERNFMEN , F2H (AM ERAEERE) F1 AWS
IAM BUR S &,

WEFTA Amazon Simple Queue Service BIfEREFMIERAZERNEREK , 2E Amazon SQS API
A BENMERSE,

WA B IAM £ Amazon Simple Queue Service

E&EH IAM EE ¥ Amazon SQS WFEVE 2 B , FEREREHFLE IAM IhEE A LLEE Amazon SQS #ELf#
Ao

&1 LAFEEL Amazon Simple Queue Service R HI IAM ThAE

IAM Zh&E Amazon SQS % &
B BBER =
ERAEBR =
BREE =
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IAM Zh&E Amazon SQS % &
BRER =

BRI R 8 RERE) =

ACL &

ABAC(BURFHEHR) B4

R B =

BIAFH T EREER (FAS) =

BEAE 2

R EEAES &

= ERABEM Amazon SQS MEM AWS RIMMAE X ZE IAM DIRERELIEN , B2 IAM A E

SRR TR 1AM HEELE A HAWS FRTS.
fFERZ

FHUZRHEE (ACL) ATZH L X (IRFXE, ERAENAR) BEFHEERNTA. ACL BEHUR
ERAEPR , BEMAER JSON BERMXHER.

Amazon S3 # Amazon VPC 2% # ACL W IRFEEEHl, AWS WAFIIEH#—5 7 ## ACL |
Amazon Simple Storage Service Bz A E5E AW FEUZEHI/EE (ACL) #EE,

T
W
&5

@ Note

EENRETHE , IBAS AWS 1RF AT EERZREGHIRF THAF, BIRFFINAIR
BHER AWS BEiRFEE K MEFTEEHMEAE, NEEABIRFEFIRNVEEES  F2RH
IAM £ & r PRV BUR B iR B F EUE.

T Amazon SQS HIIBEXFEART AIENFRG RO E —SHMER , 526 Amazon

SQS BFTEERAYRH,
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Amazon SQS B9 BB

XESDHEBE =

BoRBEREFWLUERET G2 (flin IAM F£AE, FAEHEESRAR®) K JSON FABREX 4, EL
BERH#H 5o EMEFRGE TR ML ERATHLESE, EETHRNAERISIERBE L F2E
CIAM EREERE) PRET IAM BUR,

£/ IAM 2 BEBER |, BUIEEARIEBNBENER , UREMERG T RAFREEEE. &
BELESSERRPEETR  RASSEMAZEENEAESAR, BETHREE JSON BERHE
ABFrE s , B2 (AM EREEE) T8 IAM JSON BEETES £,

Amazon SQS B & 7 B BUR 4

HEMRH Amazon SQS P HBIRM S , F2EH BXHEER.

Amazon SQS #H &R HEK

XEUERERBER =

ERBBER KM MEIERM JSON BEX 4, EREBENREREHIR IAM ABEFEBERN
Amazon S3 BB, EXEEREBERNEREF , REEEEUUERACAREHEEEER
WIFEVER, HRMMBRNER , BREEREEN TR IUHZERITHEEUREMERYE
THTHEE, EXLAEEREBRDEETE, F2RETLGSEIRE, £HE. A, AEERE
;. AWS RIS

MERRABIREFIE , EUUEEEEMIRFANFAERES IAM B2 , FRAEREBRNERE,
MEBRFEIREEREBR  RARBAGFEBRN—¥, EXBNERTER AWS 1kRF , ZEEK
FHMIAM EEEHXAARETRER (ERENAR) #R , FENER. HEB&S 5 HBRE
EIERRREFT, T8, REREPRE/MEERFAFNERRE TR, ERRAIFTERINNS
DEBE, MFEFMES , F2HE IAM EHEERETH IAM PR EIRF ERFH.

Amazon SQS KW BUREE

XEBREE

fim
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EESWLER AWS JSON BRRIEEH T AFIBLERS. AR , WEEBETERET AN
B BERAITHLEE 1,

JSON BURRE Action JTEBRE T AR RAFFHIEBBR PR EMF, RRAUBFEEELREBY
AWS API fEREBMHREIN AR, B—EHI5GRR , FlaL BHAERFE APHRENERFFIEMF, e —
EEXFERRPNZERFE, ELBENNBERSBREFE.

HREERABERE THTHBBEENFTT.

EEEFH Amazon SNS BMEWIEE |, FSRERBERESEHPH Amazon Simple Queue Service E&EHRY
B,

Amazon SQS PR BRBFESEEFBIERATIFE

sgs

BREE-RAXPEESBEEFE  FRERSR.

[

"Action": [
"sqs:actionl",
"sqs:action2"

]

HEMRH Amazon SQS P HBERMES , F2EH BXSEER.

Amazon SQS K BUERE R

XEBRER =

EESWLER AWS JSON BURRIEEH T AFIBLERS. WHAER , WEEBETBEERET TR
B BERAITHLEE 4,

Resource JSON R tEZ IS EEEAIHENYH. MIRRX L EEE Resource = NotResource
TtE, RIEEKEFEHE Amazon Resource Name (ARN) RIEEE R, B HTERSEERER
HEME (BAERBRFTT) REEM.

HRAXEERERFTAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.
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"Resource": "*"

EEEE Amazon SQS EREE K H ARN WEE |, F2RRBERESEHRH Amazon Simple Queue
Service EENEME, BETHRETUEAMEEEEESEERN ARN , 5528 Amazon Simple
Queue Service EEHER o

ZEMIR Amazon SQS B B BERIVE S | B2 E BERHEEK.
Amazon SQS HWBRIEH &8

X ERBHEBRRG TR =

ERE A LMER AWS JSON BURRIEEH AT U EIBLEANR, thpiEmR , WEEBE M BRI
A EERAITHESE.

Condition 7% (B Condition [E#R) AIEEEEFERR RN ERNEL. Condition TEEEAE
o BAILENEAKRTEEFTNREEER BIDNERENIR) , REEBERHHIERGFFER+FHE,

HEERRXFIEESZME Condition THE , WEHEE — Condition TEFIEESMEREIE , AWS
EEAELE AND BRAFFT M. WRER/E—RHERSIRIEESEE , FEABBORER R AWS 5
fhiktt. LENERERE , TEREFRXVFFT,

T EEERFBEAEELESE, flW, "‘_IJ«X {EERAEERH IAM EHEZBELK
HERERNFFARTXIAM ERAE. IFEZEF , F2H IAM £AEERETHN AM BEXTE £
BHER.

AWS X E£EFRGSRANBHBEFRMH SR, BEEFME AWS 2EK4ER , F2E (AM £
EIE™) PHAWS £IHIRGEABT SR,

EEEE Amazon SQS HRHYREIBNEE , FSRERBRESZEHPH Amazon Simple Queue Service
IR Z 58, %“ETﬁ’iﬁﬂﬂ%ﬁﬂ@ﬂ‘é‘“@ﬂﬁﬂﬁiﬁﬁﬁﬁﬂ%#ﬁﬁ% 55289 Amazon Simple Queue
Service E&EMNE R,

HE®H Amazon SQS L EBERMNES , F2H BEXRSEER.

Amazon SQS B ACL

X#& ACL

7|
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TFEUZFIEE (ACL) ATEFIBL TR (RFKE, FRERNAC) HAEFIEERNFFAT. ACL BEHR
ERAPR , BEMTEM JSON BERMXHFER.

BB H ABAC B2 Amazon SQS

%48 ABAC (B o 0 R 8) 55

B RFEUES (ABAC) B —EREXE , IRIREBMRERA, £F AWS , ELBHBAER.
B EB IR IAM B (ERERAE) NS AWS BiR. AERNERN LRER ABAC HY
E—%, BEEFERT ABAC IR , A EEIRNEREAEE TN ERERATFERE,

ABAC ERRENRETFHEREY Yt ERREELERRKRAH.

MERBERIZFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZBERNFGTESD , RHEREA.

MRBHEXESEEREEN M =ERG SR  DEZBBEMS , EA Yes. IRBBEIERLE
REEN =@ k4K , BIEA Partial.

WEE ABAC HIEEHIERN , 826 IAM A EEREHPIHER ABAC?, NMEEEFESHRE ABAC T B
MEZRE  BF2B IAM EAEERmPNFEHBMEEZEIRS (ABAC).

K E RS RS EE Amazon SQS B HE A

X 5B B B R R =3

ECEARREBREEE , ££ AWS ¥ TRER. MEHMER , SFEWLE AWS R HLERFE
ABRIEERAWS RIS £/ , F2HE IAM EREERETH IAM,

MREFEART FAEZBNBBUANEMAEEA , AISRIEE AWS Management Console £ F B
e, fla , B AWS EHATRIMNE—&A (SSO) EEENE , ZEFEEHEVERRE., &
"‘J«)\@Fﬁ%% FERATEES  RARYBRACE  CSHBERIREER. ﬂﬂ%tﬂ?ﬁﬂ@lﬂ’]nﬁﬂiﬁnﬂ i
28 IAM EREERTPNIREAS (F2E).

A LAER AWS CLI 5{ AWS APl FEHERIUBREAER., A% BrLUEREERREAERRE
B AWS, AWS E:%*"Eb‘ﬁ‘%ﬂﬁﬂ# AER K MAREARBENESR, WEFMAER B BF28
IAM R E R 2 BE.
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B M Amazon SQS WEF I T/EREER

XEEHFEFIMIERE (FAS) =

ERERA IAM ERERAREFHITEER AWS , CERRATR. FARLEREE SRS T
REEE  EMETEREPRE S —EEE. FAS EEATRFUNER AWS IRE , XHEESER
AWS Br#% B TiFRRBEEER, AFERBBRIIFTEREE AWS k¥ EREE S BETRIVFERE ,
FEHH FAS BR, BRERT , ELAEFYTEMBEBENFTTT. WFRH FAS BREHNBEREF
WMER , FoHE (EREMITFER .

Amazon SQS R A&

XERKAE =3

REAGRRBEEN IAM AE , AIREHTER, IAM EES UK IAM REY, &AM ERRSE
At. IFFHMAES  F2H (AM ERERER) PHEILACUEIRET A AWS RIRS.

/A Warning

£ F R A CNETE A REE F B Amazon SQS T8, R B Amazon SQS R#IESIK |, FEE
mEREAR.

Amazon SQS RIS EF AR

XERBEGAE, =)

BHEFAGRE—BEERE. AWS BRERBAIUBREERAREVNTHENAR, RBEEGACERETE
BRI , AWS IRF BEBREBRBAE. IAM EEESTURE , EFERERBERZSBRFT,

NMFERVREERBEEACHFMER , F2ETEL IAMEFENAWS B, EREPSHERH
HPa2RBEEFAGHRTHN Yes, BERER , LR BB RBERABXHT,

W{AIFEE IAM £ Amazon Simple Queue Service 244


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Simple Queue Service HBEABER

Amazon SQS E#H AWS ZE XK

EIFMGAREAE. BENAE  BHAWS SERELACRERETES, B AM BT
ERERERENEEOR MEERETALYEREREFENET, EERENAER , £
A AWS SERE, EERFREE NEARM | LTESLN AWS IEEF T, 0EAWS 25
REGHMET, , BB AV EAEEERHAVS SERE,

AWS RB SN ER AWS SEENRE, SEEZ2E AWS XEEFRATHER. BRBERES

HttERIEER AWS EENEE , UAXEF D, HEENERSXECERBRNE S 55
(ERE. BHEANAG®), ENNERBIFFERTHE , BRESKETREEHR AWS ZEEVRME, K%
TEHRAWS SEENHEBBRER , REBREFRTSRELRENER.

eS| 8 AWS X BB ZERS < THEBEHNZEERE, fli , ReadOnlyfzH AWS EERAIGER
A AWS lRBMERAVMERFIE, ERBRBIINGER , S/MERNERT AWS HHEEE
R, IFEHHEBRNBENRE , F260 IAM EREEMPEREERENAWS ZTEBX,

AWS EE KRS ; 02 B FullAccess

A AmazonSQSFullAccess B E#E| Amazon SQS 5%, HWEERIZE A Amazon SQS &
EEEMEFT,

EERBLBERNER , B2BAWS ZEHEZZFullAccessF A AmazonSQL.,
AWS EIEKEE : o FiEHReadOnly s

I&T# AmazonSQSReadOnlyAccess BUERE##EE] Amazon SQS &4, MWHFEZE L EF Amazon
SQS MEFEFERIEF,

EERGHBRNER , F28AWS ZEBXRSE T AmazonSQS ReadOnly 7FH,

Amazon SQS E# AWS ZEBUER

18 Amazon SQS AWS ZEBREMMNFMET , RALKRBHREHRELEE, MREARLER
SENEAEIRE , 7T Amazon SQS XHEELHEME LR RSS HE,

g8e iR B &
) 2023 %6 A9 A
o 5% 55ReadOnly RS Amazon SQS #i# 7 —1{@&

MEME , TREIIHEER
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSQSReadOnlyAccess.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonSQSReadOnlyAccess

Amazon Simple Queue Service HBEABER

gE DU B
BRITHI T RMWAS BT
% (&% 10 @), LEFEEE

ListMessageMoveTasks

AP #1618 BB

¥ Amazon Simple Queue Service &7 MIFEUEITHEDS I
EEAUTERARBGEIEZETMIEE#ERA Amazon SQS # IAM Rl sEIB 2| E R B,
FE

o BAERE , 181 Amazon SQS R ITENE

o REZEREHIT iam : PassRole
« REAFRLUIK A AWS tRF B Amazon SQS &R

RAEEE 57 Amazon SQS B TENE
MREWRERS  SHERERESTHE , EHOBERSEER , REFEHITHE,

THIEHIEEEEETE mateojackson FAHEEHFERAETRERIR —BEER my-example-widget BIR
RFEMERN , (BAMEEM sqs:GetlWidget FFAIRFR4E,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sqs:GetWidget on resource: my-example-widget

HEHBERT , BEEH Mateo BUE , RFFMHER sqs: GetWidget BIYEFE my-example-widget
&R

MREEEWE |, BB EN AWS REEE, ZNEEBEERMHEENESEE,
REBEEHIT iam : PassRole

MBBINBIEEER |, FHEBEEHNIT iam: PassRole BiE , BHBEMSLEEH , AF LK ABEER
Amazon SQS.,

BE AWS B A ESREACEERGEEBRE K MARBUFNEBEEACIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .
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E& A marymajor MY IAM EAEERFEAEEAE Amazon SQS F#TEIMER: | A TSI FIE5
R, BR , BHEBERBBEGBREAGR TN, Mary REKAREEZZRBNF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,
MREFERGE , BHEEN AWS RREEE, FNEEERUHENEZRE.
RE AR ARG AWS 1RF BFEA Amazon SQS &R

BUNRN—EAE  BEMRFTNERENEEBATNAEFIENER, BT UEEZ AR
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVMRES , BT LUERA LR
RRBEFABTFRENE RN,

NMEE-STH , F2RUATAS

- EETH Amazon SQS BRAXEELIIEE , FSE WAEE IAM £H Amazon Simple Queue
Service,

- BEETHRINTRANEMESER AWSIEF WEEUE | 528 IAM FREEETEHENS —
AWS 1R F 18 IAM £ A & IR FEUERR,

- BETHRIMISERFIERMHKE=S AWSIRFE , 208 IAM FREERHPINVEMHRE=F AWS
RE AN FEUE,

- METHRWMEBBES P RHFIE  B28 AMEAEERPNEEFEIVERBRENTSETS
PEBNERAE BMESE D).

- FETHRBERFFIEAAGNUERAERNBRZBANEZR , F2HE IAM EAZEEFESRH 1AM
FHEIRE EREFRN.

E#Ei Amazon SQS FERABER

EEEERHEIEBRES , ERERFIRFEES UM ITHRERE IAM B5 (A&, #iE
*uﬂ@)o

/A Important

ERCERBENEE , HPRPERF SR EMBE AT ELAEESH Amazon Simple Queue
Service ERMFEVE, MEFMENR , F2 B £ Amazon SQS FEBEFEHELE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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£ ListQueues BIAMERT , FTA Amazon SQS B EXIEERBRIA#, MEFME
A , 528 Amazon SQS API 55 1] : BI{fERIBIRSE,

&

- {£/ Amazon SQS 1 IAM BUR

-« /A Amazon SQS E#EAFEMNETH
 Amazon SQS i & 2 B BUER & i

- Amazon SQS B E A& i

- #HE Amazon SQS FERUBEKZESEABTBXR

£ Amazon SQS # IAM BUE

EWMER X IJZEEAE Amazon SQS ERWFF IR FHRFEAE  f£H Amazon SQS BUERR#K , UK fE
B IAM BERZR K. BuLlERAET—BgmE, KBoBERT , EUERE—EERERER.

filan |, TEER IAM BERFAEE BN Amazon SQS BUER, |IAM BUR##F Amazon SQS K #E
PRReceiveMessage & AWS lRF queue_xyzH MW Z T5|#SendMessageBifE , MEAZBES
Mt inE| & & Bob # Susan B9{E A& (Bob M Susan EFBERAFFTIRMIEF ). Lt Amazon SQS BUKth
212 Bob # Susan #E{T5IH ReceiveMessage Hl SendMessage EfEREFI,

(® Note
THEFBENRBERENEFERD, ETUEE-BRRPEESERF , XESHBRER.
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1AM Policy 5QSs Policy
Allow Allow who:
Actions: User Bob
is equivalent to User Susan

ReceiveMessage, SendMessage

Resource: Actions:
arn:aws:sqs:" 123456789012 queus_xyz ReceiveMessage, SendMessage
Resource:
User User arn:aws:sqs: " 123456789012 :quene_xyz
Bob Susan |

queue_xyz

IAM 1 Amazon SQS BEZzBE—EEEZE : Amazon SQS BERRFK AL ERET FHM AWS
RE , m IAM BI85,

HERE DA —EEARMERRRERENT T, AT &AM EBRRMRMAEEERE.

- EE—{EEIHIF , Bob EA IAM B M Amazon SQS BERERIIMBMIRE . 1AM BUERE T
¥R 7E queue_xyz £ ReceiveMessage BIfEFFA , ™ Amazon SQS BURIRM K IR S 4 [E
75| E# SendMessage EifERFAI. LLEIERER T LLBLE.

IAM Policy 5QS Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage P
SendMessage

Resource:

arn:aws:sgs: " 123456 789012 .quense_xyz
Resource:

arn:awssqs:": 123456788012 quene_xyz

User |
Bob
queue_xyz

R Bob &% ReceiveMessage &R ZE queue_xyz , IAM IR R EFILBIE, 1R Bob Eix
SendMessage 8K ZE queue_xyz , Amazon SQS BFE & it FF itk Bk,
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- EHE—EEHT , Bob BRAMYMN queue_xyz MEFEVE , FTLUA BB BRE T FIR BEEZE
B, REENSXRFE—BESMENZFHFMEBENEE. LBFeBESEAMERE B
Bfdeny— 2B Zallow. MEHFMEBEWAME , HSWEE Amazon SQS FRBES
SHEAETEE. WERET S,

1AM Policy SQS5 Policy
Allow Allow who:
Actions: e
ReceiveMessage Actions:
SendMessage

Resource:
arnaws:sqs;” 123456789012 quele_xyz
Resource:

User amzaws:sqs" 12345678801 2:queane_xyz
Bob IAM Policy ]
Deny
queue_xyz
Actions: * Overrides
the other

Resource: policies
arn:aws:sqs" 12345678001 2:quene_xyz

18t T] DAAS A B #8245 48 Bob EA{TSIFEUEEA Amazon SQS K. EFMEE IAM
BURRIEAE Bob FHUTHIHEE BN MR, MFEEE Amazon SQS BMEMEIR 2 BERWFHME

7 , m2B Amazon SQS BERHEARZH, MFRE Amazon SQS BERNFMES , F2EELR
Amazon SQS FEUBURE S A Bl B,

£ Amazon SQS I AFMTEMNEFT

REMA Amazon SQS EEANERE  LEHE —HRELANGHT , TEEAHE AWS tkRFHH
Amazon SQS 1751, fla , FRESEEREWN ListQueues BIERIRF AT EESI TS , X EERF
Y CreateQueue BMEMEF AT BEE N 1TH. BRT Amazon SQS FFAI#ERR , EEA Amazon SQS 1T
HIFTEZE Amazon SNS £ , FE A B/EFE Amazon SNS B)ERETF A,

MRERN T HRERNLEF T ERBR IAM BER |, HREKREGZ IAM BRERNERE |, TRARE
EINTEEE.

BREERESH AWS CLI 5t Amazon SQS BIEETH LN ERE AFRETESFFT,
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Amazon SQS B & 7 B BUR £ 4

RIRFER , IAM FAENAGTERELRIEHR Amazon SQS ERMFF T, bt EEAER AWS
Management Console, AWS Command Line Interface (AWS CLI) 2 AWS API R#{TITE, EERF
FERAEHHAEERATHENTT , IAM BEEEWLETL IAM BER, A%, SEETLUE IAM B
RNMEBEAG , CRECFRETELAG,

EETROAERIE LS JSON BEEXHRY IAM 55 EBR | 28 (AM FAEER) BHE
I 1AM BUR,

0% Amazon SQS FIE#Z BENERERNHERT , SESERRERN ARN K , HBH

(RIEZESE) BHIE A Amazon Simple Queue Service HE){E, ERMEH RS,

® Note

EIR5%E Amazon EC2 Auto Scaling W4 B BB , BEAREAASEIEZZE Amazon
SQS TR, MEFHMERN , 552/ Amazon EC2 A &R FH Amazon EC2 Auto
Scaling £ wmiEH A E,

£ |

- BREEER

- £/ Amazon SQS X# &

- RAEAEREMMIBC/ETH

- RFEAERMITS

- RHFRBASKEERALZHS
AR

< AFEEEINETIE —HRAN

L\ E

- RAEEBAEASBEEBERTS

HRREEHR

BHBRERUE RS PHLEABRTTURY . FHREAMB Amazon SQS HR, ELBETE
SRMEW AWS IRFELRA. ELRUNMESHRHEN  BURTHEURENTE .

- FRER AWS XERANBERREMERER — ZEZRAREAEAENTERIENER , FEAT
REFZSERERARGIERNAWS ZEBFRA, EMATRAEEN AWS IRF. EBEBEBERRBE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsqs.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
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RIGERARGIN AWS BEFEEREX , E-—TREEAER, NFESER , F2H IAM EREE
FMPE AWS REBFRSEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFAR  FERTHTEXRMTNT. KERLEN , B9
UESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEAES , FLEH IAM EAERERETH IAM FRIBERMET .

o E/ IAM BUR AP IRGE — SR HIFEVE - B SUSFREFTIBZECR |, SRHBSENERNEZE
filgn |, WA LBRBERRY |, EESAMEA SSL EIEFARER. Bt FERRAERREHRED
ERFEVE (BB E) EAIELEE AWS BRHE , #ltn AWS CloudFormation., MIEEFFMERR , B
28 1AM EAEEBETH IAM JSON BERTTE © &k,

« f£/ IAM Access Analyzer B3 IAM BUER |, fE{RFT A1 24 B 7] IE%E1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) 1 IAM HRIEEH ., IAM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THBEHEELXLEBEANEXR, NEEZSE
F , FBESE IAM FEAEEEFH IAM Access Analyzer BURERFE o

- FESRESOHRE (MFA) — IRENRGIFE IAM £AERBREAE AWS IRF |, FFHE MFA
DEBSBENANRSM, MEEMWU AP BERFER MFA |, 1% MFA REGHEELNBR. NEE
ZEH , F2H AM EAEEFEPHEE MFA REHN API 7EL

WE IAM FREBBNEEER  F2E IAM ERAEEETHN IAM Z2HEEH,

£ Amazon SQS iz A

% E17H Amazon Simple Queue Service £ A& , BN BRERELRN —HFFA, EEFAKARN
BAWS IREFIHARRER. WRECEILKEALNEFTEBREN G2 BEBEK , AIBREEARBEER
WER (FRAENAR) ME , TREMEENFEEE,

BT FEREH AWS CLI 5 AWS API EfTRFIUMERE RFFRETREER. Rz , RAFRFFR
REMMERBITZ AP BENBERATUT,

BHEREAENACRNAFER Amazon SQS 24 |, FREFAE Amazon SQS
AmazonSQSReadOnlyAccess AWS ZEBERKMEIER ., NMEFMHEF , F2E (AM EAEE
M) PHFEHUEFERE.

REHERERBMFIB ST

WEHSREBNMBIBER , AF IAM FHERGEZEIMBACEHAESINARRZEBRER, EA
BEEFEAS EFUBRRKRTANMER AWS CLI 5 AWS API ST BN ERYHERR .

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",

"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListPolicies",

jiam:ListUsers"

]I

"Resource": "*"

REFERERILITS

iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

ET5ISHIBEF , HFIS Bob B —EHEK , RFFEFIAA Amazon SQS BifF , (BERARER

FEAEEFTH alice_queue_ B{T5,

Amazon SQS T EHER FIFIEBIEFEAXTINEG T, ALk , BRT IAM BUERFH CreateQueue

BF , RFELFAHRE Bob fEMATAE Amazon SQS E)FRIFF .

"Version": "2012-10-17",
"Statement": [{
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"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:123456789012:alice_queue_*"

]

RAFFABRAEKEEEALEZES

ETHEF R , RMABBRASEIHFE , WM —EBX , ZBEEUTZERFHAEA Amazon SQS
SendMessage BifE , EReEFEABRIEE AWS tRF Hin&MyCompanyQueueli{rT5l,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:MyCompanyQueue"
1]
}

&I LAMER * K8 SendMessage RETRBHS(THIETUT B

Y€ : ChangeMessageVisibility, DeleteMessage. GetQueueAttributes. GetQueueUrl, Recei

F SendMessage,

(® Note
RE * BEHEMFTERREHENZEMRE , Amazon SQS EERIEZEBE BT, g0, AL
* f SendMessage FAIFKBE—EEAE  BE * G2 M SendMessage 12 FIE,
BRATRCEALES. SXRES * 57, RHEBEKR SendMessage FFATWRERAE T ERE
FRRABRKIAT T, Kz , HREBIKEFAEA SendMessage 7F A , LFRKTFiE
. BRERTIRES ReceiveMessage A , FEH I ReceiveMessage FFATBHER
* FE

AFFEEEMETIIHN—MRAND

ETHESIF  RMHAEEEET —EEE , WHMEEK  SHAHBRNIEE AWS tRENFETSIFE
A Amazon SQS GetQueueAttributes BfE,

{
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:GetQueueAttributes",
"Resource": "*"
1]
}

RHFEEBHKAREEERET

SETLAER Amazon SQS BURH IAM BURRTERER T, MRENSERHE AWS IRF |, AIEA
Amazon SQS BRAIREELLB A Z. T8 , SEBHLTATHE AWS ZEFERI MR & EATLL
HAREEEMTS, MREBEFRERFERENEAEIRAEN , ELERSERBFRREZAS
REPNEAE , WRAER IAM BUER |, TM3F Amazon SQS BUX,

L EEBIEAT T I BNE -

1. B —ERAKK WidgetCo SR T EE.

2. AREEBHA/RATEEFIRENRECAEREARR  BUFEAE,
3. K ERAENEE BHE,
4

EERK  BEEEEE B WidgetPartnerQueue K5 |, EREFHEIR B SendMessage 2B
e FEURIGEHE.

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:WidgetPartnerQueue"
1]
}
Amazon SQS BURHY E A 51

AERAE R Amazon SQS A EFIMEFHIBER,

ESRBRERIERER  TUERATRERRESEABRRNER, 4 , €RERI/HTEELE
FERAETEMERE. BELSBRERIERE K EUMREBEAEEIRE LERANITIERF,
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® Note

BMEREEAMERINEREE . —EARKERER , 5 —EAR AWS Management
Console FAEMRBEAN , URBEAERGHERE.

g5 1 S —ERERR T — 8 AWS 1R F

THIEFRASEE AWS IRF fRa%H111122223333F444455556666/queuel EEBRED (R
B) BiFfiar & 2 T3 HSendMessage R,

{
"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_SendMessage",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
},
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:us-east-2:444455556666:queuel"
]
}

g5 2 : SWERERR T — 1 AWS 1kF

T5EH RS #ESendMessage R B2 FHH AWS IRF 2
%111122223333F1ReceiveMessagePR444455556666/queuel,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_Send_Receive",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"

/A BUR 256



Amazon Simple Queue Service HBEABER

]

1,

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,
"Resource": "arn:aws:sqs:*:444455556666:queuel”

]

g5 3 : BATEERR TRE AWS 1kF

TH&EHIREEFMETRRL AWS iRF BF (111122223333F444455556666) MR |, LLfEA
Amazon SQS /§F123456789012/queuel EXERE (% H) EHGmENTIHLAERNAER
£,

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {

"AWS": [
"111122223333",
"444455556666"

]

},
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"

]

g6 4 REBRFHFITRACNERERR

THEHIBEE FroleldfusernameliBif AWS tRF B1821111222233338 RS H Amazon
SQS AFF123456789012/queueclEXEBIRER (B M) EE & W5 & A EIWMFTE B 1E,

SIRFRFAEBTEERETIEE

» AddPermission

 CancelMessageMoveTask
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* CreateQueue

* DeleteQueue

* ListMessageMoveTask

* ListQueues

* ListQueueTags

e RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

¢ TagQueue
¢ UntagQueue

{
"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:r0le/rolel",
"arn:aws:iam::111122223333:user/usernamel"

]

},
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"
1]
}

5 REHFRFIEERE
LTEABFEREFFEFERE (BEREAE) WEA 111122223333 /queuel ZIFHIH

ReceiveMessage §F 1,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
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"Sid":"Queuel_AnonymousAccess_ReceiveMessage",

"Effect": "Allow",

"Principal": "*",

"Action": "sqgs:ReceiveMessage",

"Resource": "arn:aws:sqs:*:111122223333:queuel"”
1]

g5l 6 REFRIFENFFIRAMEERE

DTEFBRREMEFERE BERFEAE) 84 111122223333 /queuel ZIF5IH
ReceiveMessage 71 , {E{EPRM 2009 F 1 A 31 H FF 12:00 (F4F) F| T4 3:00 AYHIRA,

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage_TimeLimit",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:ReceiveMessage",
"Resource": "arn:aws:sqs:*:111122223333:queuel"”,
"Condition" : {
"DateGreaterThan" : {
"aws:CurrentTime":"2009-01-31T12:00Z"
b
"DateLessThan" : {
"aws:CurrentTime":"2009-01-31T15:00Z"

]

g5l 7 - REAFFAFTAAG CIDR SSEMFREERAE

UTEHBRRTFEERE (BERERE) T, 84 111122223333 /queuel W{THIEAFE
AT HAK Amazon SQS B){E , {BEFRKHE 192.0.2.0/24 CIDR E#EMFER,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
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"Sid":"Queuel_AnonymousAccess_AllActions_AllowlistIP",
"Effect": "Allow",

"Principal": "*",

"Action": "sqgs:*",

"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {

"IpAddress" : {
"aws:Sourcelp":"192.0.2.0/24"

]

gi/) 8 : T CIDR sIEREAENAFFBENBHBEA
AT EHBERAMERER

- FE—ERRRNIREL 192.0.2.0/24 CIDR EE R (192.0.2.188 KA\ HWFTEEAE (BB FEAH)
FH , BHA 111122223333/queuel HI{TFIEA SendMessage EfE,

- FoEBRRKEEH 12.148.72.0/23 CIDR SIEBANFIEFERE (BERERE) , TAHFERTY.

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_SendMessage_IPLimit",
"Effect": "Allow",

"Principal": "*",

"Action": "sqgs:SendMessage",

"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {

"IpAddress" : {
"aws:Sourcelp":"192.0.2.0/24"

},

"NotIpAddress" : {
"aws:Sourcelp":"192.0.2.188/32"

}
| A

"Sid":"Queuel_AnonymousAccess_AllActions_IPLimit_Deny",
"Effect": "Deny",
"Principal": "*",
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"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:111122223333:queuel"”,
"Condition" : {

"IpAddress" : {
"aws:Sourcelp":"12.148.72.0/23"

}
}
3]

&E Amazon SQS FFHUBUREE S A BRTBUR

MRBIAEEIIRIE AWS tRF ID FEAREFA (H140 for SendMessaged ReceiveMessage) o FF
Amazon SQS ZFH , AIFZEERBEECHEEK, BREMA Amazon SQS AddPermission BifE.

MREBVERBEERNEMS (HIWBREANKBNFERERN P i) BREEEH AT, AIF
EREBC2H Amazon SQS BE , A Amazon SQ SetQueueAttributes S BIfEASH LEZ|
AWS Rifto

£ |

« Amazon SQS FEUEHIZEHE

« Amazon SQS FEUZ#FIEE TERE

« Amazon SQS FHREKRES EEZH =

« Amazon SQS fFEUBKE & FHE &

« Amazon SQS FHUHKRFE S PAMIEBNARIEE < BB R

« Amazon SQS H TR BR &

BHEJ] Amazon SQS FEUBKEE & #1451

Amazon SQS FHUEHI2E

T BB Amazon SQS &R FEUZR &,
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AWS Service
You o
Resource A Resource B Resource C
Your policy for Your policy for Your policy for
Resource A Resource B Resource C
Requester
Requester —-__E______
Incoming ™ .
requests 6 Evaluation Code
>
Requester 7
Requester

BRERERE,

(2]
AWS FRIEFEENER (Bl , Amazon SQS fF51).

(3]
BHBER, BEERHES —EBRRREENME. % AWS BRERHAR LEMEERKA AP

0
HFEENREEAN AWS BRIEFER.

© &2
MBERFES AR, ER AWS BT —HEAE , TRBEANRETEEANGR , XRERE
REFFERESBER.
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FMBABER

Amazon SQS FHUEFHIEE TERE
TERBEFEA Amazon SQS FEBRE T I —iREZEHFEURTE.

You write a policy You add the policy Someone requests
— to the system L 1O use your resource

(1) (2] ©

The AWS service The AWS service
determines the e valuates the The AWS service
applicable policies —* policies returns the result

-
(4) © (6
(1)
AT HIERE Amazon SQS B,

(2]
HRA EEE AWS, % AWS RIGIEZHAR EEEKKHN AP, #lf0 | #4#H Amazon SQS
SetQueueAttributes BIfE , B4FE Amazon SQS 7%| LEBUK.,

e
AEEFER | ERFEHAER Amazon SQS 1751,

4]
Amazon SQS €% 2 A 7 HAmazon SQS BEK |, WHIE{TEEA.

o
SQS FMEBEILHER B A HHEE EABHTT,

(6
BB R , Amazon SQS &E Access denied $ERBERBERBEREFE R,

Amazon SQS FRUHKXZE S EEM =
EEREACHEE , EH4EFRE JSON HBEEERS.
Allow

#E 3R Hallowz Statementt#E R,
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http://json.org/
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Action

PrincipaBFF A #I{THEE) , BE R ¥ AWSRRHFER.
FERRIEE

R A Allowdy B #E1E 48 5% E BV Statement#E R .

Condition

BB UM EMREIRFFMEEN. BERAEE A BAMESREUR IP it 85,

S
ERE R EMStatementEFHEFEERNGE R, BEREBERBRARKIEEdenyHallow, BXR
ARFEE =R - TEERIER. AlowHMBAREIELRE,

BATRIERR

HE R & Adeny Z Statement iy & R
SRk

Amazon SQS Bi& BUER ARUETEERBR AT EABTRNER.
BITE

BEBRUAREEFRFINERE, B1TE , RBERKERERMEE, AWS F7FF Amazon
SQS EHE RN EFRE LK,

®olg

WY, EVFER AN R,
S|

A ConditionfZE 5| R AFR T AFERE RN,
BUR

i — B 2 (8 BRE 2 B BRI 34 o
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Policy A Policy A

Statement 1 Statement 1
is equivalent to

Statement 2 Policy B

Statement 2

Amazon SQS EABRRHERERERNFIEREACRE,

Principal

W BN E S R S AT

Resource

Principal3& R 7 EREY ¥ 4 o

Statement

UERBRESRENE-FFTERAHER  BREREZ BUE XHH—
BEXE

BEixfFHResourcesa RNFER E,

Amazon SQS FHUH K E S L& E

EFHERE , Amazon SQS SHIEEZ AR RIERBRBEREE EUNAMANG R, FhEEE
B EEARFL

- RIFFER , SEERBBUNMEAAHEREERNAIEFR,

* Allow BB/ FEREE.

- FATEIEAE @B HMEM allow,

« HMEBERNEFEFEE,

TEFF#ERE Amazon SQS A& FEXFF ATV IR TE
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FMBABER

Decision
o starts at
“Deny"
(default deny)

:

Evaluate all

9 applicable

policies

l

9 Is there an
explicit deny?

e Is there an allow?

Mo

Y

Final decision =
e “‘Deny”
{default deny)

o
RETRRIEBBA.

-

Final decision = "Deny"
{explicit deny)

Final decision = “Allow”

WHHNTRABRIEAAEARERNEE (RBER. W, BEMEE). BHRTRABIMER

RNIEFAEFEE.

REHPTEARESKAUERIBROARIEREE T, NRKRI—E , AFHATEARSELEEN

RE , REFTHERF.

B/ BE
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0
MRZTEARERETR , @HATEABESRERANBRNEMAFE TR, NREKE—@ , BHH
TRABEEEAFHRE , RRTHESF (RBREREFR).

o
MRHBAEARFET , ARBEREREE (AAREHBIEER LT, ESWRA/TERIER).

Amazon SQS FERUBKREZE S PHEIERNERIERL 2 ErEE R

R Amazon SQS BURELEEERERR , B RGEL BRIERE. flw, MREAERERER
Amazon SQS WEF Y , EERAEZFERAENM —BERE T LUAE A DynamoDB , BIFEREE4ETRRIE
II@IO

MRBRFEFRNPEGE , FBREELERIER, NMRFEFRERBRRNFHOMERYE , AIBERSRBBUR
R TTERE , EEAlows AR, ARBERAREETHSHRERFEMME , FTUARMRRN THERE

REFERIES, plwn , BREHIEREEEHFER. BREBK A1, EAFIEREEABHNGER. TE

#RB8 Amazon SQS BUX,

Policy A1

Effect = Allow

Condition:
if request is NOT from Antarctica

MRERERXBEEEFR , AIFEHRSE FERFEREEE) , FREELEAFN. T8, NREAERRE
BEEFER , ETFEHRNS  FRERATARIEE, LLUREEEK A2 SIBIH#EERERmENER ,
A REERRRIEE. TERARBEK,

Policy A2
Effect = Deny

Condition:
if request is from Antarctica

MRAEAERABERFER , EFEKRNT  FREELHRIER,

FRIEENPREECEANZRRERE  RARHIUERNE  BTRBRRE, fl, BEB R
AT1E 2010 £ 6 A 1 BEIEMRFER, TELBESIBEREBR A1 MBER A2,
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FMBABER

Scenario 1

Reguest arrives from Antarctica on
June 1, 2010

I Policy Evaluation

Policy A1

Effect = Allow

Condition;
if request is NOT from Antarctica

OR

Policy B

Effect = Allow

Condition:
if request comes in on Junea 1, 2010

I Result

Policy A1 Result:  Default Deny

OR  Policy B Result:  Allow

Final Result: Allow

Scenario 2

Reqguest armives from Antarctica on
June 1, 2010

l Policy Evaluation

Policy A2

Effact = Dany

Condition;
if request is from Antarctica

OR

Policy B

Effect = Allow

Condition:
if request comes in on June 1, 2010

I Result

Policy A2 Result:  Explicit Deny
OR Policy B Result:  Allow

Final Result: Deny

ERH1, R A1 EETERIER , MBEBELEAFH , RABKRANE 20105 6 B 1 HEANE
Ko BR BHANSBEERR A1 WHERRIER ,

a8 R A L T4 SoEF o

HRH 2, X B2 EELHABERL  MEKXBEELRN. BRA2NAREESERBR BN

%, BRENLTHIES.
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FMBABER

Amazon SQS BET BRI R #
BiREF 7 EvE

BRFIFAETEEAZTIIEE

* AddPermission

* CancelMessageMoveTask

* CreateQueue

* DeleteQueue

* ListMessageMoveTask

* ListQueues

* ListQueueTags

« RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

¢ TagQueue
* UntagQueue

R R

B8l , Amazon SQS EX & |IAM REMNFA RN BRTE, MFEFHEER ,

AP| 317 : SIENERSE,

H&] Amazon SQS FEUBREE S 4

LT 288 Amazon SQS fZEUBEKRI &4,

g6 1 REFFTIE —ERF

52/ Amazon SQS

LA &5l Amazon SQS BURIR AL FF¥T AWS tRF 444455556666 BEEE queue2 A RIZWE

AWS R 111122223333 FF AJ #,

"Version": "2012-10-17",
"Id": "UseCasel",
"Statement" : [{

"Sid": "1",

B/ BE
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
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3]

g1 2 -

"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"

},

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqgs

RUFF IR —RSERF

TH&E 5] Amazon SQS BUK A E &

"Version": "2012-10-17",
"Id": "UseCase2",
"Statement" : [{

]

"Sid": 1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333",
"444455556666"

I

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqgs

"Condition": {
"DateLessThan": {

"AWS:CurrentTime":

:us-east-2:444455556666:queue2”

EBEBEA AWS IRF ZEIRFHEEN —RNZHETY. BEEEME
A SetQueueAttributes EMERBE BRI EEZ| Amazon SQS , A& AddPermission EiE
ERE T Y| FEERT L ETis ERRER &,

:us-east-2:444455556666:queue2",

"2009-06-30T12:00Z"

2 BUR
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
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}

il 3 : IREFF AR E Amazon EC2 1T EEAFER

LA #5465 Amazon SQS BURRHEF T4 K B Amazon SQS #{TEBMER. LEFIRBIR TEi4]

2 BEHFTHE—NZERS 856 : BR&EI% 2009 £ 6 A 30 BFSF 12 B (UTC) 2RIV EZEE , ©
BR&IE IP #iE 203.0.113.0/24 BFEVE, BEEMFH SetQueueAttributes BIERBEHER
I E{EF Amazon SQS , E A& AddPermission BMEFERE(THFEER T REFISE IP it PR#&,

{
"Version": "2012-10-17",
"Id": "UseCase3",
"Statement" : [{
"Sid": "1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
},
"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"
1,
"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2",
"Condition": {
"DatelLessThan": {
"AWS:CurrentTime": "2009-06-30T12:00Z"
.
"IpAddress": {
"AWS:Sourcelp": "203.0.113.0/24"
}
}
}]
}

g6 4 : BB ERF N FEUE

T 56| Amazon SQS BERIERHFE AWS IRF FEUTS, WEFIRIE "6 1 . BEFFTHE @
RE"EHlz L SEEFIUEE AWS IRFH, BEEMA SetQueueAttributes EMfERFEF UK
KA _EE% Amazon SQS , A& AddPermission BIfEE RETHIFEEERT A FFER T 50 FZEUE
(EAFRETS N FEHE),
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html

FMBABER

Amazon Simple Queue Service

{
"Version": "2012-10-17",

"Id": "UseCase4",
"Statement" : [{

"Sid": "1,

"Effect": "Deny",

"Principal": {

"AWS": [
"111122223333"
]

.

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2"

]

g5 5 MRFERRA VPC ink , AIEBFE

T HI&i%5] Amazon SQS BUR SR &% queuel BI1FEL : 111122223333 RaEfE VPC iwE ID
vpce-1a2b3cad (£ aws:sourceVpce fRHIEE) #11T SendMessage M ReceiveMessage B
YE, MNEFHMET , 5520 BEHAMR Amazon SQS B Amazon Virtual Private Cloud # 2.

® Note

+ aws:sourceVpce RYEFTEE VPC im#HEIRMN ARN , HRAFEE VPC in % ID,

« FBAILUEIBESE —ERIRXPIELFTE Amazon SQS BifE (sqs:*) , ZRISTR T 5l &5 LABR
HEFE VPC mBHIFIE R, AW , EEBRKREXNRELRBEB LB RHPERNVIEE
VPC imF R H AT A EE (B2 SUTFIFF IR ENEEREMF) , AIsE R R EMEERRKE
AT FIFF A

"Version": "2012-10-17",
"Id": "UseCase5",
"Statement": [{

"Sid": "1",

"Effect": "Allow",
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
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"Principal": {

"AWS": [
"111122223333"

]

},

"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"

"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel"

"Sid": "2",

"Effect": "Deny",

"Principal": "*",

"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"

]I

"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-1la2b3c4d"

}

A BRI 2 2= RFE B Amazon SQS

BRYEABCHZEEABRBIFEAEZN , IAMBAHECKERLZEZAENRFEMNERE ,
ZEAEERAFIEN AWS RBEMNER, BLALEEHES AWSIRFHNERAE, BHAUERRE
RIENERE AWS tRF (REFERAE). A, BEIARTFMAWS ERNEAERNEARA "FH
%J [

BAILERELERIREBE , ¥ Amazon SQS RHFR. APl EXEEEAELREREEHLE
MEEE , BB ENGER. EEABHNERREEFER , Amazon SQS EHEBZHFER,

(® Note
BT B R IR R R REE UK
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DERAF
1. EAIAMEYRFRZEBHE
- REER
- FEEE® ID
- REFRER
2. ERpENEAFEERERFIREEN ID NREER,
3. HEARBLEFHNER A MARECEHCHAEFNZRREBEEENH AP FXR.
(® Note

ELRXCEENEH APIFER  BFEAGRENES® D MTARECHERESB D, ¥E8E
ZEeER, NEREBZEEAERN IAM XENGFMAENR 228 IAMERAEERFNET
AWS &R iR ZEUE,

EEFARIFLSBHEMI Amazon SQS &3 API BiE

1.

FREREERZ LT AWS Identity and Access Management, MEFMEN , FF2E (AM &E
AEEE) PHBRIBRZE2EAERURA IAM /A &0 FEHE,

IAM E§EOZeER, FIER D MALEFNER.

AEARKTHE®R D (MARECHFINER D) REREH , UITSRLER. FAKRHLE
FHREH (MAREACHER) EEENFER.

FREFENESE D NIZLERRERCEBNERFH,
LT EFREBNMAERAERLZSEBE , KEFE Amazon SQS B3R, AUTHPARAMS RUEBEURRA

API BRI, MEFHMEET , 552 Amazon Web Services — S EZHh 2 E AWS AP| 55
Ko

https://sqs.us-east-2.amazonaws.com/
?Action=CreateQueue
&DefaultVisibilityTimeout=40
&QueueName=MyQueue
QAttribute.l.Name=VisibilityTimeout
&Attribute.l.Value=40
&Expires=2020-12-18T22%3A52%3A43PST
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https://docs.aws.amazon.com/IAM/latest/UserGuide/TokenBasedAuth.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/TokenBasedAuth.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/CreatingSessionTokens.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/CreatingSessionTokens.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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&SecurityToken=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
&AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE
&Version=2012-11-05

&AUTHPARAMS

LTEHIFERRRZSERE , £/ SendMessageBatch BIfEEERBIFAL,

https://sqs.us-east-2.amazonaws.com/

?Action=SendMessageBatch
&SendMessageBatchRequestEntry.1l.Id=test_msg_001
&SendMessageBatchRequestEntry.1l.MessageBody=test%20message%20body%201
&SendMessageBatchRequestEntry.2.Id=test_msg_002
&SendMessageBatchRequestEntry.2.MessageBody=test%20message%20body%202
&SendMessageBatchRequestEntry.2.DelaySeconds=60
&Expires=2020-12-18T22%3A52%3A43PST
&SecurityToken=je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY
&AWSAccessKeyId=AKIAI44QH8DHBEXAMPLE

&Version=2012-11-05

&AUTHPARAMS

Y EFREERBERNMNE Amazon SQS fTHIETEFIER

BRI LAE A Amazon SQS |, %8B A B AWS Key Management Service (KMS) B4 ) {7l BR 85 i 1 35
(SSE) R EAREN 2 MR ER, EIB Amazon SQS WE S AWS KMS , BaNEFEERE
Amazon SQS W& , URREBEHM AWS ERN SR,

Z{E AWS BR¥E A A EHEIEE Amazon SQS BWEHRR. BEBZEHRREFEIMEZELN Amazon
SQS 7% , REEMAEFEE AWS KMS W& ETS. A&k , FASBFEAAFREEAFE
9 AWS KMS API 7535, bIREEEERBFIET LR ITIEESEH. ETLUFEA Amazon SQS K
RHERLEBEHN , ER—EHEREBUER , A AREH ¥ Amazon SQS 175 &k HER K FEL

LT & 812 AR {aiEiB Amazon SQS BUEM AWS KMS €8 B 41% in2 Amazon SQS 1751
EHNER. NEFFHNERSSHEEEEREER,

AIEHBREERBEBENAMEA aws : SourceArn, aws:SourceAccount
aws:PrincipalOrglID £ IAM RHABRRSIERFEREEKEARBE,

TE
- BE
« Amazon SQS WRKER SMBUER
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principalorgid
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html

Amazon Simple Queue Service BRASES
- BARENFRITHIH Amazon SQS BURBRIR

- BIEBREEEREABE

« {EF IAM Access Analyzer % Btk /17 BUE

B

EATES RS8R —EEREARS , SRAMMTEIL S|MBERAN Amazon SQS 175K
Ko EREEMRHGINT B R,

Amazon KMS Amazon Lambda

Consumer

@ Producer

Amazon SNS

Amazon Fargate

Dead-letter Queue

FELEF | ABELEER Amazon Simple Notification Service (SNS) £ 8 |, HREBSASEET
#E# Amazon SQS 175, FAEBAER —EEHR , Sl AWS Lambda B8, Amazon Elastic
Compute Cloud (EC2) #{T{E#8 = AWS Fargate &858, A% , LM Amazon SQS FHIEERE AKX
BASEXEENFRHTY (DLQ), ERBEARAEARIREARMKEE , B4 DLQ TREREH
REAWASUHEELIRDEENRE, EATEEENHAARYD , FAEERK (Hla Lambda
BB REBEFMIE Amazon SQS fTHFHAE. MEASTWAENRERLESER (VPC) #F , Al
AIEEHEEM DenyReceivingIfNotThroughVPCE BERBRAR Al RS S B BRH AZIESE
VPC,

@ Note

FEEELEHREARANLE IAMFF, EEEBBXK , SFEBRRXHEE Amazon
SQS BURH AWS KMS EIREE, AIEEAREMMAEIL Amazon SQS 17515 AWS KMS
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html

Amazon Simple Queue Service HBEABER

SMPER, NEBBRUNARILELERNIETR , F2BME Amazon SQS THIFEL &

@O
REEPERR Amazon SQS BERAFAXER AL EHEHHEFMEHNFEAY Amazon SQS
75,

Amazon SQS W RK#ER SWBUER

EAREP , RMRAEARME Amazon SQS Tl EFEBRSRNMERIKERTF Y. AWS KMS
BRELFUE  BUUEEEREERBRHIRAGHECEENEZIE, eBBEXAETSUTHER
R, R

« ZHE AWS KMS £ EIES#E

- RY¥e@PEERNHEBFIVE

« #& Amazon SNS KMS FF ] #$#2F Amazon SNS , LUSAE MG R{F5

. REFBAEBRZITIFHNALS

RE AWS KMS RN EESER

EEEIT AWSKVMS £ , FEEEAKRIBE S AWS KMS 81 IAM AR AWSKMS BEEE
o, EEEEEEERZN T AllowKeyAdminPermissions BURBRIAR A, A5 b BRI = 18
Z AWS KMS £ BEE | 55154 U<admin-role ARN>FAREIT B, EE AWS KMS £48817 IAM
AEK Amazon BREH (ARN) Bk, AWS KMS EER[UEZIBEEMN IAM B , BT B2 AWS
Organizations FHEBEES AR,

{

"Sid": "AllowKeyAdminPermissions",

"Effect": "Allow",

"Principal": {

"AWS": [
"<admin-role ARN>"
]

},

"Action": [
"kms:Create*",
"kms:Describe*",
"kms:Enable*",
"kms:List*",
"kms:Put*",
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://aws.amazon.com/organizations/
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html
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"kms:Update*",
"kms:Revoke*",
"kms:Disable*",
"kms:Get*",

"kms:Delete*",
"kms:TagResource",
"kms:UntagResource",
"kms:ScheduleKeyDeletion",
"kms:CancelKeyDeletion"

1,

"Resource": "*"

(@ Note

£ AWS KMS B EBEH | ResourceTEWNEMSER* , EEWRE "tk AWSKMS #, . E
8% (*) ATER BN AWS KMS €488 R AIFTK iney £48

BT £RPEENN K RFIUE

EERTHMIAM AEHSBPEERNKETEME , 551 AllowReadAccessToKeyMetaData
BRI IEERNSMBER, Hlm , THFRRN TZEIHIIREPIFTE AWS KMS &8 , XL
Mg, AN ERE AWS root FAEH S|P EERVHEEFTIE, Hit , EiRS
FIEMR IAM ERES S BRBREE T YRR Y| HWFFI#E , B FmESsFiE

#l : kms:Describe*, kms:Get* l kms:List*, HEAF <account-ID> R BEBEHEN

"Sid": "AllowReadAcesssToKeyMetaData",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :<accountID>:root"
]
},
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,

"Resource": "*"

2 BUR
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}

# Amazon SNS KMS FFaJ##F Amazon SNS , LUSEA B2 2{T5

£ Z A FF Amazon SNS EEAS A S B MEINZR Amazon SQS 1751 , 55#& A11owSNSToSendToSQS
BUREBRHBELNLSBEE, LEHEF Amazon SNS #F£H AWS KMS €82 #Z] Amazon SQS
THINEFA, BB <account-ID> R ALBEEHWEF.

@ Note
EBConditionh KR HI R BEFHREE — AWS IRE F#9 Amazon SNS R#.

"Sid": "AllowSNSToSendToSQS",
"Effect": "Allow",
"Principal": {
"Service": [
"sns.amazonaws.com"
]

.

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "<account-id>"
}
}
}

AFFIAERZTIIRHAR

T3%Il AllowConsumersToReceiveFromTheQueue BRI F Amazon SQS FAEEH HE AR INE
Z Amazon SQS {FHEWEINAEREN L EFT T, MMBERBRRNE |, B8 <#aasasistt ARN>
BARAEFAEWAEN IAM $THA® ARN,
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"Sid": "AllowConsumersToReceiveFromTheQueue",
"Effect": "Allow",
"Principal": {
"AWS": [
"<consumer's execution role ARN>"

]
3,
"Action": [
"kms:Decrypt"
1,

"Resource": "*"

}

ERIEM#ERR Amazon SQS BUER

AEIS| B EAIEEATHENER RS (HlI Amazon SNS E#:E Amazon SQS) K KIKHER
Amazon SQS 15K, EEMEKEE SEEBMEMA Deny M Allow BRXAES R IEESNER, B
¥ Allow RARN SR FHECERMNFZEE, B Deny BRR AIPH L H b IEFEEE B ZEL Amazon
SQS 175 , R BERR AN TEEEBIEBREN,

Amazon SQS BERBE THBRR , i RWT :

« BR#I Amazon SQS EEFFAI#

- RFIREBIEEZEBH Amazon SQS 175 B1E
- # Amazon SQS FFAIRFEAE

o {5 RGN

- RFIFAEEHERTE Amazon SNS TR

- (EA) BRHIZERISE VPC im B AL

BRI Amazon SQS EIEFF Tl #

BAT RestrictAdminQueueActions BURBRAR RS Amazon SQS BRI HERFHI AERFRANS
Ei7y, BEBTIIMEN—RZE IAM B, BELERAEECSHWERIR <#oar#>, IBERARED
£ Amazon SQS 1F5IH IAM B8 ARN , UREMEESR Amazon SQS EBFAECEEEAGH
ARN,

"Sid": "RestrictAdminQueueActions",
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"Effect": "Deny",
"Principal": {
"AWS'" A
I
"Action": [
"sqs:AddPermission",
"sgs:DeleteQueue",
"sgs:RemovePermission",
"sqgs:SetQueueAttributes"”
1,
"Resource": "<SQS Queue ARN>",
"Condition": {
"StringNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::<account-id>:role/<deployment-role-name>",
"<admin-role ARN>"

BRI B35 E < B #AY Amazon SQS 175 E11E

= EHBIRE Amazon SQS ERZERAIEFE (HEMN AWS ABINERTE) , FFER T IBR
Ko IR Amazon SQS FHIFEERFIAEE Condition RIEEMNER. FBHEHLIE <SS
queue ARN> IR A RAMREE Amazon SQS 175z IAM A&H ARN Bt ; AR# <org-id> BIfR
RIEHAER 1D,

"Sid": "DenyQueueActionsOutsideOrg",

"Effect": "Deny",

"Principal": {
"AWS™ . MM

I

"Action": [
"sqs:AddPermission",
"sqgs:ChangeMessageVisibility",
"sqs:DeleteQueue",
"sqgs:RemovePermission",
"sqs:SetQueueAttributes"”,
"sqs:ReceiveMessage"

1,

"Resource": "<S@QS queue ARN>",
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"Condition": {
"StringNotEquals": {
"aws:PrincipalOrgID": [
"<org-id>"
]
}
}
}

#% Amazon SQS FFARFEAE

£ E# Amazon SQS FHIERALE , CEEQAESNAZREXENGT, TIBREREARNBEFEE
EZBAEBA Amazon SQS AR L EFF A, EBRIARX#IEE Amazon SQS BUREF |, B &4

# <##tia# IAM ##### ARN> R ABAEMEAZ IAM STHAGK ARN ; X% <SQS ## ARN>
B A BAREE Amazon SQS T3 IAM B €K ARN,

"Sid": "AllowConsumersToReceiveFromTheQueue",
"Effect": "Allow",
"Principal": {
"AWS": "<consumer's IAM execution role ARN>"
},
"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes",
"sgs:ReceiveMessage"
1,

"Resource": "<S@S queue ARN>"

EEFILHMEER Amazon SQS {FHZEWAL |, FE#§% DenyOtherConsumersFromReceiving
BRI T E Amazon SQS THIBER. WRAXNEKASERARGEESEENERAE | BEHAE
AENS 7 ERERTFHMAFEE , ST AFHMCIAEREFEUE, BEA <SQS ## ARN> H <##
#an##n# ARN> RRBEECHWER,

{

"Sid": "DenyOtherConsumersFromReceiving",
"Effect": "Deny",
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"Principal": {
"AWS": "

1,

"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:ReceiveMessage"

1,

"Resource": "<S@QS queue ARN>",

"Condition": {

"StringNotLike": {
"aws:PrincipalARN": "<consumer's execution role ARN>"

Sk s N

T3%l DenyUnsecureTransport BERRIANERE A ENEEEFEALLIBE (TLS EiR) &

Amazon SQS FHIEEFIBZWALE . FHEHAE <SQS ## ARN> BUK A BN EZEE Amazon SQS 1T5I#Y

IAM B &1 ARN,

"Sid": "DenyUnsecureTransport",
"Effect": "Deny",
"Principal": {
"AWS™ . MM
I
"Action": [
"sgs:ReceiveMessage",
"sgs:SendMessage"
1,
"Resource": "<S@QS queue ARN>",
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
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BR#IFA BB =43 E Amazon SNS &

LLF AllowSNSToSendToTheQueue BUERBRIR R /t 5FHEE Amazon SNS EEAGAEBEIXZE Amazon
SQS 175, FEHEXLHE <SQS ## ARN> B AAREE Amazon SQS 1T3IH IAM &) ARN ; ¥
<SNS ## ARN> B\ A Amazon SNS E£7& ARN,

"Sid": "AllowSNSToSendToTheQueue",
"Effect": "Allow",
"Principal": {

"Service": "sns.amazonaws.com"
.
"Action": "sqgs:SendMessage",
"Resource": "<S@S queue ARN>",
"Condition": {

"ArnLike": {

"aws:SourceArn": "<SNS topic ARN>"

%] DenyAllProducersExceptSNSFromSending BERIRN AIph It Hb A EHZEEFAEE T
B, #% <SQS ## ARN> F <SNS ## ARN> MK BEBZWER.

"Sid": "DenyAllProducersExceptSNSFromSending",
"Effect": "Deny",
"Principal": {

TAWS': MM
}I
"Action": "sqgs:SendMessage",
"Resource": "<S@QS queue ARN>",

"Condition": {
"ArnNotLike": {
"aws:SourceArn": "<SNS topic ARN>"
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(EH) BREZEKFE VPC imRH S

EERFRBZUSRE VPC imHHALR , FEUATHRERAXFIEE Amazon SQS 1TFIBIER. BRIEA
BEXREMEN VPC ink , BRILLERX AR LARRAERTIIEREAS. & <SQS ## ARN> B
A FAREE Amazon SQS 1752 IAM A& ARN , BLK&#E <vpce_id> HSM%?% VPC im##Y ID,

"Sid": "DenyReceivingIfNotThroughVPCE",
"Effect": "Deny",
"Principal": "*",
"Action": [
"sgs:ReceiveMessage"
1,
"Resource": "<S@S queue ARN>",
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "<vpce id>"
}
}
}

BRARERFZTHH Amazon SQS BUERFAR
AT BERBRAR R (MAEBRR S ID 58 5!) #i8 =&/ DLQ FEUBCK -

* RestrictAdminQueueActions

* DenyQueueActionsOutsideOrg

* AllowConsumersToReceiveFromTheQueue
* DenyOtherConsumersFromReceiving

* DenyUnsecureTransport

BR T & LR BUERBUAA FTBE DLQ FEUBER 25 |, B R EHR R LR HE#E Amazon SQS
FHNAL , WTEFR,

BR#l Amazon SQS 1758 A 2 EEa

EERBIRAFERBHEIRFH Amazon SQS 1751 , &L T DenyAnyProducersExceptSQS
BERBURR B ZE DLQ fFHIBER. AN T EALERRHZFETS , RALREEREVE
EF52FiERE DLQ , RILEE Y DLQ KA &A1& Amazon SQS ARN, MREFEERREIH — 1@
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Amazon SQS AN EFEE , SFEFHERFER Amazon SQS KIE{THIA ARN R{&k Condition HHY
aws :SourceArn,

{
"Sid": "DenyAnyProducersExceptSQS",

"Effect": "Deny",
"Principal": {
"AWS":
},
"Action": "sqgs:SendMessage",
"Resource": "<SQS DL® ARN>",
"Condition": {
"ArnNotLike": {
"aws:SourceArn": "arn:aws:sqs:<region>:<account-id>:*"
}
}
}

/A Important

AIERPEZMN Amazon SQS 1FHIBERT &4 sqs:PurgeQueue BIERHI A —RZEREE
IAM B, sqs:PurgeQueue B)fER ZEMIBR Amazon SQS {FHIFMNFIERA R, BRI
AL EEEFREE Amazon SQS fFHINERTEEASKR., AEARKEHEE  BALUE
Bk Amazon SQS {FHI BRI REMNIERAS. AHERARERE , B LUEB Amazon SQS 1735
EEBAEFE , RAEEEALEECIBERITYILERBR. THUEBERHABEAGHERER
2 , £5828 Amazon SQS AR AIEETHEL AR, BXLEBNRFIENEZEACHE SR
B, FEEBERIT,

Br L5 AR5 R B B A BT

BEEREABEBRZ2MERE , EFREUTHFFTNERTURH EEESRRNERINITXD
B. BTBHILEBIEREE  EEAWS BHE=7 (BABIRF ) NEM AWS R ( BABRY )
HREEIRFRANERE  RERPERBRFH IR, REPHEERRRX AT E B EEREREREEN
IEAF:ﬁ%O

FERBEIR (FIUBRES) FEOU S —EARTS (HRITAUARTE) BF |, ATREE A IRIEIEEE, o SURAL R I AR 75
REAHFT , LEFTEEEIGF TN A RNHEEFNERKINEE, SHBPAEILEE A3+
EENEREBEEMEA aws : SourceArn, aws:SourceAccount Ml aws:PrincipalOrgID£ i
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IAM RERAREIR, ESRFBBY "Bl P AWS BEER. BERRIISEEBIIREENE
PR,

£ /8 IAM Access Analyzer B Btk /= 17U

ZABAMERA AWS IAM 12 EL 2 4788 SREX B Amazon SQS 1T HIBURF AWS KMS £8EU5R |, M 1E
Amazon SQS 1755 AWS KMS €& T/ BB FEERFREER, IAM Access Analyzer A {7 Bh
BEGEBERE S  HECESAERAANER. EAGEERATUAREMA IAM FE 5 28k E
EH AWS IRE 4 Organ AWS izations AR

IAM Access Analyzer S FBEREERSMREPUERAERNBER |, FIABIEABERH
ANEIR. AWS stHEEEEALAERNE — @ TER , Access Analyzer HiGE4E — R RAERE
R, AEEESEFIEREERAFENATEIRNER. FRERERLR YA EERAZER
2N FEE  ERIEHEERLRARNER. HREMEREENFR , FRRIFENBERLME
IF, % AWS IAM Access Analyzer I{AIFE BIJEFAHAFE AWS ERFEENFHEN , F2REILE
ERXE,

WE AWS IAM EED BRI E R , 2B AWS IAM FFEL S A7 858 37 B 3L

Amazon SQS API 55 1] : Bi{EME RS E

ERRE FEURE WREWEEE IAM 2N EKE , IUFEANTRERASE, LETES
& Amazon Simple Queue Service EifE, B LAREHITEERIRVE BEIE , URETTUURERER
B AWS &R,

s

FEBGREN Action I ISEEE , REEBCRM Resource MU FIEEERE. BEEEEEHE,
£/ sqs: TE#ZE BERT (HIW , sqs:CreateQueue),

BBl , Amazon SQS X IAM HIEHMLEHEERESE,

Amazon Simple Queue Service AP FEEFFEREF T

AddPermission

B)4E : sqs:AddPermission

&R : arn:aws:sqs:region:account_id:queue_name

ChangeMessage i] B %

B1E : sqs:ChangeMessageVisibility

&R : arn:aws:sqgs:region:account_id:queue_name
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Amazon Simple Queue Service HBEABER

ChangeMessageVisibilityBatch

B1E : sqs:ChangeMessageVisibilityBatch

ER : arn:aws:sqs:region:account_id:queue_name

CreateQueue

B)1E : sqs:CreateQueue

&R : arn:aws:sqs:region:account_id:queue_name

DeleteMessage

B)1E : sqs:DeleteMessage

&R : arn:aws:sqs:region:account_id:queue_name

DeleteMessageBatch

B1E : sqs:DeleteMessageBatch

&R : arn:aws:sqs:region:account_id:queue_name

DeleteQueue
Bi1E : sqs:DeleteQueue

¥R : arn:aws:sqs:region:account_id:queue_name
GetQueue B

B{E : sqs:GetQueueAttributes

&R : arn:aws:sqs:region:account_id:queue_name
GetQueueM it

B)4E : sqs:GetQueuelrl

&R : arn:aws:sqgs:region:account_id:queue_name

ListDeadLetterSourcefT %l

BifE : sqs:ListDeadlLetterSourceQueues

&R : arn:aws:sqs:region:account_id:queue_name

ListQueues

B1E : sqs:ListQueues
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&R : arn
ListQueuefr &

:aws:sqs:region:account_id:queue_name

BE : sgs
&R : arn
PurgeQueue
B1E : sgs
&R : arn

ReceiveMessa

:ListQueueTags

:aws:sqs:region:account_id:queue_name

:PurgeQueue

:aws:sqs:region:account_id:queue_name

ge

B1E : sgs
&R : arn

:ReceiveMessage

raws:sqs:region:account_id:queue_name

RemovePermission

Bk : sqgs
EiR : arn

:RemovePermission

raws:sqs:region:account_id:queue_name

SendMessage# SendMessageBatch

BE : sqgs
EiR : arn
SetQueueBtE
Bk : sqs:
&R : arn:
TagQueue
Bk : sqs:
¥R : arn:
UntagQueue
B1E : sqgs:
BiR : arn:

:SendMessage

:aws:sqs:region:account_id:queue_name

SetQueueAttributes

aws:sqs:region:account_id:queue_name

TagQueue

aws:sqs:region:account_id:queue_name

UntagQueue

aws:sqs:region:account_id:queue_name
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1£ Amazon SQS AR B

AEIR A Amazon SQS FESMEIZEZHWMBEER , W CloudTrail fAIHEFHERE AP FEIY | LUK A
IR AR T FE B FIMBERY CloudWatch f515%,

*rE
« £ AWS CloudTrailit$& Amazon SQS AP| FAY
- fEHRESE Amazon SQS 7%l CloudWatch

£/ AWS CloudTraili2 # Amazon SQS API Ry

Amazon SQS B4 | mJic# AWS CloudTrail REFERAE. A€ AWS RIEH Amazon SQS H
I, CloudTrail #E Amazon SQS Z % FIFO 1T7%|1HE3H API FEMUEEERASEH |, 2FEEIB Amazon
SQS FEAMBNES , UKFEBERXFRFTHF X Amazon SQS AP,

&

« Amazon SQS {§ & CloudTrail

- EEEH CloudTrail

- BRI EH CloudTrail

- &1l . BAM Amazon SQS #Y CloudTrail EEE#4
- &1l . BAM Amazon SQS #9 CloudTrail ERIE 4

Amazon SQS £ & CloudTrail

CloudTrail E8 2 AWS IREB | FERARK. EZXEM Amazon SQS EHEER LR K ©oEHE

Hth AWS R# CloudTrail B4 —RiCHRESHELEEF, BuLiRiR, SN TH AWS IRFHNH
EEE, MEFHMET , FSBAWS CloudTrail EFAEETPHEIEES CloudTraill SHFEREILEMNS
%,

FE AT B E R IR 4E ($5120) B9 Amazon SQS APl AddPermission €REAEEEH , BRD
% CloudTrail A, Amazon SQS API 7 Amazon SQS 75| L #{TH K E88E , HlnE5R
¥SendMessage AEREH , L ELRZFMARRH., CloudTrail

58 CloudTrail WWERES , LT LRI Amazon SQS APl U4 EER. FREMN IP it HE 5
LAREESREY HEAMBEE, WRMEELE CloudTrail JBHE |, &7 LUEIBREZFEM X 4 F] Amazon CloudWatch
HEEH , #5484 CloudTrail B4EEE) Amazon S3 7T AWS EventBridge, MR EKRREIR
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B, AIRBRETRETREASHTEESHNEMHERLE CloudTrail #%, MEFMEER , B
{AWS CloudTrail fEF&EER) FHEMIEHNEE,

3
W

EHEEH CloudTrail

Amazon SQS €45 T 5 AP| EESCE A EIREY -

» AddPermission

* CreateQueue

* CancelMessageMoveTask

* DeleteQueue

* ListMessageMoveTasks

* PurgeQueue

* RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

* TagQueue
* UntagQueue

X ET 5] Amazon SQS API #4752 CloudTrail$% :

* GetQueueAttributes

* GetQueueUrl

ListDeadlLetterSourceQueues

ListQueueTags

ListQueues

ERZEH CloudTrail

EREASRUHEERIEERPHITHNERRENHEEENR , HlUEE Amazon SQS AEE
Amazon SQS 175 , 5# Amazon SQS {75I# U Amazon SQS AL . EREHRFEER CloudTrail F
BRHNRETE, EALUER CloudTrail APl & SQS AR A E R SH APl Bt ik, WEFME
# , 520 (AWS CloudTrail EA&EIER) FHRHEEREH,
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_PurgeQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
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BRI DAE R EPE S B RS R E B sk M aC 82 ML Amazon SQS API SEE), CloudTrail#® Z 52 #%
Amazon SQS EREH , BLATEERER AWS: :SQS: :Queue, REEIFR , ﬁTLx%EEEiEH)z
ERHENESEERNSEN (BINER eventName ERERHFIEHE SendMessage ) , # — SRR

RIFEE. MEFHMER , 52 H AWS CloudTrail API Z2EHH AdvancedEventSelectoro

Amazon SQS ERIEH :

* SendMessage

» SendMessageBatch

 ReceiveMessage

* DeleteMessage

* DeleteMessageBatch

* ChangeMessageVisibility

 ChangeMessageVisibilityBatch

ERNSHEBEZAEANERA, NEHMEF | BB AWS CloudTrail Z1E.

45 : BHK Amazon SQS B CloudTrail EEE#

T 5 FERXE API B CloudTrail 5C$%1ER

AddPermission

TH & HIFER AddPermission APl FEILEY CloudTrail 504818 H .

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalld": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"

.

"eventTime": "2018-06-28T22:23:467",
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"eventSource": "sqgs.amazonaws.com'",
"eventName": "AddPermission",
"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",

"requestParameters": {
"actions": [
"SendMessage"
1,
"AWSAccountIds": [
"123456789012"
1,
"label": "MylLabel",
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
I
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "09879g654-32f1-09e8-d765-c4f3fb2109fa"

CreateQueue

T5|#EHFER CreateQueue API FEILAY CloudTrail 2% EH .

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alejandro",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alejandro"

I

"eventTime": "2018-06-28T22:23:467",

"eventSource": "sqs.amazonaws.com",

"eventName": "CreateQueue",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.1",

fEFEE 8 APl FEAU CloudTrail
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"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"queueName": "MyQueue"
},
"responseElements": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
.
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"

DeleteQueue

T5|EEHIH R DeleteQueue API FEILAY CloudTrail 5282 H

"Records": [
{
"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Carlos",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Carlos"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "sqs.amazonaws.com'",
"eventName": "DeleteQueue",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.2",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
},
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "@9879g654-32f1-09e8-d765-c4f3fb2109fa"
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RemovePermission

THEHIFE R RemovePermission API FEILEY CloudTrail 524#%1EH

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Jane",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Jane"

.

"eventTime": "2018-06-28T22:23:467",

"eventSource": "sqs.amazonaws.com",

"eventName": "RemovePermission",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.3",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"label": "label",

"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
},
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"

SetQueueAttributes

T5|EF R T 538 B/ CloudTrail 588%38 B SetQueueAttributes :

"Records": [
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{
"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Maria",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Maria"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "sqs.amazonaws.com",
"eventName": "SetQueueAttributes",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.4",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"attributes": {
"VisibilityTimeout": "100"
},
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
},
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "09879g654-32f1-09e8-d765-c4f3fb2109fa"

5 : BRAM Amazon SQS Y CloudTrail ERIEH
LA 2 Amazon SQS ERIEH APl K4S ES &6 . CloudTrail

SendMessage

T 5IEEBIBERAY CloudTrail E¥Z=#SendMessage,

{

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
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"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
.
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2023-11-07T23:59:117",
"eventSource": "sqs.amazonaws.com",
"eventName": "SendMessage",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"messageBody": "HIDDEN_DUE_TO_SECURITY_REASONS",

"messageDeduplicationId": "MsgDedupIdSdklael958f2-bbe8-4442-83e7-4916e3b035aa",
"messageGroupId": "MsgGroupIdSdkl6"

I

"responseElements": {

"mD50fMessageBody": "9a4e3f7a614d9dd9f8722092dbdal7a2",
"mD50fMessageSystemAttributes": "f88f0587f951b7f5551f18ae699¢c3a9d",
"messageld": "93bb6e2d-1090-416c-81b0-31eblfaa8cd8",
"sequenceNumber": "18881790870905840128"

I

"requestID": "c4584600-fe8a-5aa3-a5ba-1bc42f@55fae",

"eventID": "98c735d8-70e0-4644-9432-b6ced4d791b1",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
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"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

ReceiveMessage

T 5| E I8 RE CloudTrail E#lE#ReceiveMessage,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
},
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T23:59:24Z",
"eventSource": "sqs.amazonaws.com'",
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"eventName": "ReceiveMessage",

"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"maxNumberOfMessages": 10

.

"responseElements": null,

"requestID": "8b4d4643-8f49-52cd-a6e8-1b875ed54b99",

"eventID": "f3f23ab7-b@as4-4b71-afc@-141209c49206",

"readOnly": true,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "sqgs.ap-southeast-4.amazonaws.com"

DeleteMessageBatch

T5|€E5IF RH CloudTrail E#lE#DeleteMessageBatch,

{

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
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"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
I
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-11-07T23:59:247",
"eventSource": "sqs.amazonaws.com",
"eventName": "DeleteMessageBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"entries": [
{

"id": "Q",

"receiptHandle": "AQEBefxM104zyZGF87DehbRbmri9lw2W7mMdD@GrBjQa8e/
hpb4RbXHPZ9tLBV1eEChChQIES5NtaDuoZhZPOkTy@eN46EYRR4jXDzE3ALkbP1XImA9f2fUuTrXx8aeCoCA3I3woNg3 T
h1LS94tjAZqV2krc4BaC2pYqjyHWcWO19HWIVST/bjNMIeZoQwOM5Y
+09vHPfewz5QGr5SKpDo7uE7Umyk5n5CIZvenlefp/
mrwtaCIb9M7cCQUYcZm2ZmZDnI09XpGTAi3m2dQ@OM83pnNh@nvDfpkHpoa+hX1TrUmxCupCWHIwWA8HFJI10/
CCJsodMNFthLBA9SS57dkBZCsw41G8jAmgQOMkvZOUL5mg@0FQQd1lYrw@zvthjCgiwdzn@yXoMzxIZMBxkY14E4nVVZ7N
h80oRk2C7gByzg2kYJQOLNUvLIFT8DQE28]ZppEC9k1lvrdR/BWiPT7asc="

}
]
},
"responseElements": {
"successful": [

{
Ilidll: Il@ll
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1,

"failed": []
},
"requestID": "fe423091-5642-5ba5-9256-6d5587de52f1",
"eventID": "88c8020d-d769-4985-8ecb-ee@b59acc418",
"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "sqgs.ap-southeast-4.amazonaws.com"

ChangeMessageVisibilityBatch

T 5 EHIFEREY CloudTrail E#¥ZE#ChangeMessageVisibilityBatch,

{

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
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"userName": "RoleToBeAssumed"

.

"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-11-07T23:59:017",
"eventSource": "sqs.amazonaws.com",
"eventName": "ChangeMessageVisibilityBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"visibilityTimeout": 0,
"entries": [
{
"id": "Q",
"receiptHandle":
"AQEB2M5cVYg5gs1hWME6537hdjcaPnOYPASMOW46@TTbODzP1e631yPWm8qxd401hDj/
B4ntTMnsgBTa95t14tNx7Vn96jKI5rI0Z7iI8TRmkTlcaKodKIPs8wOyndZq50c2FPQxtyH+2L3UHT/
abV3szqVWXOLZR4PwX8zZkWVQGNCNNY2q21GCG586F8QwvrOFYoXNwB8ymd1t77e1PDPknglIo3JFuzkEsndkkETy4f\
15PHX17nXxaC+DURVIMPXOuSFACGmWgAoyk50HKwGOjLQgpySL/
TcnQXC1lvFg8kNXGwyVzJsbwHpOHxI70ce69vaD6DaWFP75d3hx+PJeG9pauQCKzVP3skt3Hw/
zDC7YTKcALD3aCwMmeNDwT3w@BUG6XZdG51YhtFtTQYV7YuS3i/
Jh3HShGbtm@7JKOEFiPkxv2+XNaAX3gFEpbng6zamTanfyMXCJIiglAEqiyWHQ="",
"visibilityTimeout": 2271
}
1,
"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue"
.
"responseElements": {
"successful": [

{
Ilidll: Il@ll

]
},
"requestID": "d49ab65f-9dc7-54b8-875c-eb9b4c42988b",
"eventID": "cal6c8c2-c4ba-4eb5-a54c-e650a10266d4",
"readOnly": false,
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"resources": [

{

"accountId": "123456789012",

"type": "AWS::SQS::Queue",

"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "sqgs.ap-southeast-4.amazonaws.com"
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