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REEZH AWS IREARFERE

1. B Root EAELE ALK AWS IRF EFB#ibat , BURFHEES S BE A, AWS
Management ConsolefE F —EH , B A B ZE,

WEEAREAZEZEANRSA  F2RAWS BA £REEEPNUBREAES I E A,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

mBET , HHM (AM ERAEIEE) FHB AWS IEF REAERARE VFA £8 (X24),

BYEREERRNERE

1. BA IAM Identity Center,

MERR , 52/ AWS IAM Identity Center R &EISEF A AWS IAM Identity Center,
2. EIAM B5HROF | BEBTFIERTHERE,

EEWMBEESFEA IAM Identity Center B #& A S 7 BAIRRN BERE , F2E (FAKR)
IAM Identity Center B #H 8 " SAFERREEREEFAAWS IAM Identity Center EFFEL o

LEREEERNERESDEA

EEFRAEH IAM Identity Center fEAEFE , FEEMAEIL IAM Identity Center EA EHREIAE
BEFE bt EE URL,

BUEREEERNERE 8


https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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Amazon CloudWatch B EREER

MBEHEM IAM SR LEAEBANRY , HLEEMAWS BA ZEERHBA AWS FEAD
L

EREFIEREMERE
1. % IAM 5508 | B ERERSKERFFINSEMENERSE,

METR , F2E (AWS IAM Identity Center ERIEE) M TELERE,
2. BERAEETGEEE K ARKE -—BSATIHERERIGEE,

MER , FSE (AWS IAM ldentity Center EAIER) M THIEEHE, .

REMTYANME
& A LAfE A # AWS CLI 1T CloudWatch SC8k1E%.

EENSERNMLZENBRENNER AWS CLI , 5528 (FRERE) B8 (AWS Command Line
Interface fEAHE AWS ST EIETHRE) -

fE A% — CloudWatch R EREX BB ER CloudWatch FC &%

WMEFE A — CloudWatch RIEBFZXBIAE A CloudWatch BEERIGEME , 552 Amazon £
FiIEEPMER CloudWatch KIEFER# Amazon EC2 1 1TE M B HZE @RS W E CloudWatch
BENHF. SERLERFFYINSBURE, RENRBREER. IREFTFAREBENLKE
CloudWatch B2 R , RIT RIS EREZLRWEE,

MREERIEAREN CloudWatch Logs RERER , MEEAEFAFNESREEABEEZ &
RECEAFREEXE4PIESNREE, LREETEBEE IR CloudWatch Logs REENERE
&, XEE CloudWatchREERXNKEHENEHE, NFEREENFHER , 5528 Amazon
CloudWatch &SPV FERBEE T CloudWatch RIEBENAEER,

ER LRI CloudWatch XEBREX R EA CloudWatch it #%

/A Important

CloudWatch 8#E—1{## —# CloudWatch {{IEZ , A[# EC2 #1T1E 58 N IE 5 2L B A fREs WK
EHFNEE, ERERBFHNREERXE/EBETBEFUZE,



https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-set-up.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html

Amazon CloudWatch B & ERERER
MERBERECHFAERABEZESAERANMEREN A F2EEABEEY
CloudWatch XEEXHREE,
AENEKIB D ERAHNEEAZREERXNEFFEAER CloudWatch Logs KR,

£/ CloudWatch BEEREBRER , B LAREHI1T Linux 3 Windows faliRE5HY Amazon EC2 #11T{EE&
BmARZER , URRPBMHICENEH AWS CloudTrail, FEPIEZENA CloudWatch FE—HIK
BERARZFHENCHFERS. NEEEMREEXNFMER , 528 Amazon FAEREREPHFER
CloudWatch XEFZ & Amazon EC2 178 MR B E R AR WE CloudWatch 35 R A &

B &%

+ CloudWatch FE 818 R IEEX

« RIFEAF : E#ITFH EC2 Linux #1TEE L REMERE CloudWatch BHFEFRERER
o BRIEAP : BRENRFTE EC2 Linux #1T{ERE L REMERE CloudWatch AFKIEER

o RIEAPT : FHIT Windows @ ARES 2016 B Amazon EC2 #{T{EEEESHFEA A RERERS
CloudWatch B 5{&i%x %] CloudWatch B3

o HRIEAF : BRA#IT Windows Al fRE: 2012 #1455 AIBREF 2008 Y Amazon EC2 #1T{EEE , A& B
&% % CloudWatch B

o PUEAP : fEFA AWS OpsWorks #l Chef 8 CloudWatch H&5CE
+ ¥ CloudWatch RSB R ERENARAE

« B CloudWatch SRR ERER

+ fZ1k CloudWatch GRS ERERER

CloudWatch E#EREBRER

i CloudWatch 2R EBEXFEZE Python 2.7, 3.0 = 3.3 ik , LAK T H{EAT—@EIRAH Linux :

+ Amazon Linux 2014.03.02 iR E R4, F%&E Amazon Linux 2
Ubuntu Server 12.04, 14.04 = 16.04 ki

CentOS fxZ& 6, 6.3, 6.4, 6.55 7.0

Red Hat Enterprise Linux (RHEL) kxZ< 6.5 5 7.0

Debian 8.0
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html

Amazon CloudWatch HE& ERERER
RIEAFT . ERATHH EC2 Linux #1T{EEE L LEFMFKE CloudWatch HE
REREN

/A Important

BENREHAEEX BN, CloudWatch @EF—BR—HNREREX , IJ# EC2 #IT{EE AR
IZIBERRBWEAFNER. WEFHENR , F28 BHHFER CloudWatch 52 #%.
MEREM CloudWatch Logs RERABEEZAREEANEEEN , F2HEHABEE
CloudWatch R EFZ A RELRE

ER Logs REREXRIAXE 2.6 T 3.5 ix#Y Python, b4 | BREH CloudWatch FE#&RIBRER
FEEHTEEPEERRERAR 2 (IMDSV2), MRS FREZCER IMDSV2 |, BABEFERAEK
R —RERENX , MFAREM CloudWatch Logs KERER.,
AENHH 2 ERABRNEEAZREEXNEFFEAENR CloudWatch Logs KERZ .,

@ Tip
CloudWatch @& #HMFE—RERER , AT EC2 HiTEER MR BB M IRETUE B HMIBE,
MRE R KRFEARER CloudWatch Logs RERE , BEREFERABNNWES CloudWatch{LEE
B, NEFEER , F28 BE&EA CloudWatch Fo#k.
o BRHRERXAZEHTERTEERRKEE 2 i (IMDSv2), #nR&EH [ AR EE6EA
IMDSV2 , B4 EFEABRMNVFE—REER , MARERR CloudWatch Logs KERE,
REH H e8I 9 A5 ERBFE R CloudWatch Logs RIBREZRKI A,

EHITHH EC2 Linux #1TE R LRERER CloudWatch sk AEREN

BT LATEIRAE EC2 $11TEE LA CloudWatch Logs RIBREXZHERX R ZEMELE CloudWatch H
wREREN, RETHE , BFSEBRATERREINCEREREERRAMELN BFER, (B
BAUTRICCHBARSHT , EEBERAL,

BRTEARERRZI , B LLEA CloudWatch i2#% SDK =R id#% API 32 CloudWatch 52848
&R, AWSCLIHZ AWS CLI BEEETTHEBETERMER ., CloudWatch B SDK HEBEAE
EREAEFRTAFEESEEBCHERRNERER,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
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Amazon CloudWatch B EREER

SR 1 HHERHERE IAM SR CloudWatch #

CloudWatch AFEAEREXXE IAM ANERE, MRENHTEERCSHEEBRN IAM A6 | F%
BEELTH IAM B, WREHBIERIGHAITEERN IAM B€ , AITUERESEBER IAM B
&, 3 IAM BeEREZATER. NFEFEEF , F2EK IAM AERIHTERE,

ARCEERE IAM B EH CloudWatch &

1.

2
3.
4

ELAT#HHULBIRN IAM E3#8 A& : https://console.aws.amazon.com/iam/o
ESEERYD , BEEAG,

ERZABRER (TENXEBENKEGR) LEEAG,

#$E Attach Policies (E#Bi2R). Create Policy (B BX),

FH BB R EE AR ERERNBI R,
i#1E JSON 1Z% , i A T % JSON BUER -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,

"Resource": [

SEREF , iB1Z Review policy (BBIBIER). Policy Validator (R E T 8) & EHREMEEEHER,
£ Review Policy (B BR) EE L , REEEEINBERBE A Name (£ 718) B2 Description (#
R) (). MBIEER Summary (HE) REFLNBERFIR FHFT, ARRIEIE Create policy (B
M BEUR) REFFEH T

FEFBREREBRRIRE , WREEAEI Add permissions (A8 1) BEill. i#1E Refresh (E#
BIE)  ARBREWBELEZIZNAG,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://console.aws.amazon.com/iam/

Amazon CloudWatch B EREER

9. IEE Attach Policy (BIZHX),

SR 2 EEHEW Amazon EC2 #1TE# L ZZEMERE CloudWatch B

BIREH Amazon EC2 B 2E{TIEE# Linux , Ubuntu , CentOS iZ 241 1§ , &4t CloudWatch B
FREEFNBREEMTRE. FRAERAREEHITER L Linux RAR TR,

EBREM Amazon Linux #1TEE £ L& FERE CloudWatch HEFE

# Amazon Linux AMI 2014.09 B34 , CloudWatch B ABRER A& B L HE awslog E4EA RPM
ZEMEMH, BRE Amazon Linux JAEA sudo yum update -y S EHMEHTERE , LUIFEN
awslogs £, #% awslogs EH LA RPM , MAREA Logs ZEER , BN TEESZEWRER
NWEHEHFNEHERER , ™ AWS TLFEEFH L CloudWatch Logs KEFRER. CloudWatch

/A Warning

MRESRIEA Python ERBRZEHENREBRER , BOEH RPM R 5 EF # CloudWatch &2
HAEREN, EEMUESERRERE , EH Lo CloudWatch gs RERERNEEAS K EE
% Z CloudWatch,

1. E#RE Amazon Linux #1TER. MFEFMEF , 552 B Amazon EC2 EAEEEH A Connect
BB ITIEEE,

NEEEERBBENFMEER , 528 Amazon EC2 FAEEEPHEREHTERIEEEE,
2. ¥ Amazon Linux #1T{ERE , LURGEE4HREETHNRHZE,

sudo yum update -y

3. Z# awslogs EXRIF. iERE Amazon Linux #1T{E# &= % awslogs BWEES %

sudo yum install -y awslogs

4. #®m% /etc/awslogs/awslogs.conf ERRFZEEZEHMN AR, NEFEHERVFHEMENR ,
5528 CloudWatch ic$& i Fin&&,

5. 1RIRFERL , /etc/awslogs/awscli.conf €1§[E us-east-1 Eifl, EEAEZHN BAFHIEZETRRE
WIE , FBiwEE awscli.conf BRI IEEZES,

6. X&) awslogs BR#S.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
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sudo service awslogs start

mMREHITHI R Amazon Linux 2 , EEEA T 5SS REE awslogs R,

sudo systemctl start awslogsd

7. (ER) s$rE R B RIS AL 8 AVERER , B EX /var/log/awslogs.log fE =R,
8. (EBA) MITUTHSUESRRKEMBEME awslogs R

sudo chkconfig awslogs on

MRIEHATHI R Amazon Linux 2 , FFERAESERBERMEB RN T 565 REEB RSB,

sudo systemctl enable awslogsd.service

9. RERAMITREMEE , BEXERE CloudWatchEZE AT F I BV Wie&FHENGCHER

o

MBHMED |, F2B BIREEE CloudWatch SR8 EC#EEE R,

EIRAEH Ubuntu [RARES. CentOS SRALEEITER L LK EE CloudWatch 5%

WMREERN 21T Ubuntu {EARES. CentOS = Red Hat B AMI |, S5 THRBFELNBITEE -
FH L% CloudWatch SRR ERER,

1. EHREZFE EC2 HITER, MEFMENR , 5528 Amazon EC2 EHEREH M Connect BRI,
1T1EER.

WNEFREREBENFHEEN , 528 Amazon EC2 A EIEEPHEREHTEREHR.

2. ERAMEZEE 2 —#1T CloudWatch Logs KERAREREN, & AREMREREREAITHTH
BRIBIHIT,

(® Note

MREHITHE CentOS 6.x. Red Hat 6.x = Ubuntu 12.04 , SEFERA THRIERITHEIL L
BANSTR, EERRTZIEEZRABMANRZE CloudWatch Logs REBRER
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html

Amazon CloudWatch B EREER

® Note
£ Ubuntu E#11T apt-get update , BEIfTUT& S,

EERPBEREREYT  FEATISTAEKRETR !

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

sudo python ./awslogs-agent-setup.py --region us-east-1

T
0
EI-III,I

MRERBTAER ,

sudo python3 ./awslogs-agent-setup.py --region us-east-1

BEZNHIEFHNT  FEATIDSAEKRETR :

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/
AgentDependencies.tar.gz -0

tar xvf AgentDependencies.tar.gz -C /tmp/

sudo python ./awslogs-agent-setup.py --region us-east-1 --dependency-path /tmp/
AgentDependencies

WO LAFE RIS E us-east-1, us-west-2 Zp -1, EBEFAIL -2, eu-central-1 & -1, AP-RE -2, AP-
3RF -1, ap-northeast-1 = sa-east-1 [EiF 3K %2 CloudWatch e s&LEEBRER.,
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Amazon CloudWatch B EREER

® Note
W% awslogs-agent-setup BAIMAEMABLRHENESER , F2H
CHANGELOG.txt,

Lo CloudWatch gs REERLZERXNELZKPBEEREEA Macn , CREENEEELZWA
WiEREREELER. SUREZTIER,

HE iR

AWS FEN£ 883 B MEREH IAM B | 55i% Enter 8, FH| , F# ALK AWS FH
&8 1D,

AWS MRS R R MRFERH IAM B | 5538 Enter 8, B, FW ALK AWS Zig
SRR,

ERETBE & Enter, FEi%A us-east-2, B AJLAFR A us-east-1, us-west-

1. us-west-2, ap-south-1, ap-northeast-2, ap-southeast-1, a
p-southeast-2, ap-northeast-1, eu-central-1, eu-west-1 = sa-
east-1,

T E B AR =X REZE QIR Enter #,
ELENAFERE TEERECZHFERNERNE, TEEASABERRE,

Destination Log Group #ZHAFHEEE. REE NZALERAFHESRR,
8

Destination Log EERBEAT , LATHER. TEEXERLEZIRER,

Stream &1

RrEEREER EEEREAFEFNFEELER. BEBTUEELBCHK
o

R IR Hh {7 WA EEER, #GIERA start_of file Ll LEERERFHNAEE

B, S%EA end_of file AR _FEFH M EE,
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https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/CHANGELOG.txt

Amazon CloudWatch B EREER

ERTRELSRR  REEAGERR E%—ﬂEIEl: 2. AL BE R REUEEENRES
RPITIEF. IRECKRAEMNBEEZNBFE  FEZEEXRTERES — @B FEREN
(&) MEARERAERERPRENFMENR , 52 H CloudWatch LA PRS2 %,

® Note
TXERELZEBFTRR , SEMEIADEEBFSR.

3. REERAMITREEE , BEXERE CloudWatchEZE AT F I B WL FHENZHER

o

WMEFHMER , F20 WEFEEE CloudWatch FR#xHI L iFEE R,

PRIEAPY : BREIEFTE EC2 Linux B 1TEE L Z & ME&E CloudWatch B &K
EELR

@ Tip
AEFRE I ERR CloudWatch Logs RIBR XA BRI BERE L, @R ZRE N A A [E R
KREHENEENFHES CloudWatch REREN. I, BEM CloudWatch AFRERXE
= Python 3.3 i EEMRA , MELRATERTERELTHN EC2 HTHEB L, WEEBES
CloudWatch XEREXNMWFHEN , F2 B L% CloudWatch KEREN,
REH H R ER 0 A5 ERBFE R CloudWatch Logs RIBREZARKI A,

RAENBFTE EC2 Linux #1T{E# L ZEEEM CloudWatch HFEFERERER

AT LAE A Amazon EC2 & E ¥ (Amazon EC2 M —1EIhEE) , AIERBI S S HENEEZTHIT
e  LEEXHITEE EREMELE CloudWatch BEREREN ., EEHK CloudWatch BHEERER
NLRNEREFEELS Amazon EC2 , B LAEMRRALE (Hl20 Amazon S3 fE/ZATEE) IRALERERE

=

TREREZMEBFRR , HEMEETEREBFHRR,
FORRME

HPIEAFS : 7£ EC2 Linux ST EEMEBFLEREER 17


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
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E_Lﬁfﬁz‘ﬁ‘“*ﬁé HEe#RERA BREENBFHER. ER—EANFER , HAeHiEER
BB EUAR BRHENSEEM LEBEETN AR $uu,o REEASHRLARESR , YRKERN
LEFRAE BFE, NFEAEENARERPRENFMEN , F2H CloudWatch ;L&A Fims
EO

LT RERAM Amazon Linux 2 RERERHER =S4

[general]
state_file = /var/lib/awslogs/state/agent-state

[/var/log/messages]

file = /var/log/messages
log_group_name = /var/log/messages
log_stream_name = {instance_id}
datetime_format = %b %d %H:%M:%S

LTRERAM Ubuntu WEHIREBENBEER,

[general]
state_file = /var/awslogs/state/agent-state

[/var/log/syslog]

file = /var/log/syslog
log_group_name = /var/log/syslog
log_stream_name = {instance_id}
datetime_format = %b %d %H:%M:%S

RE IAM A&

1. FELATHBULBIRL IAM E£3#2 & : hitps://console.aws.amazon.com/iam/o
2. HEBEBEHKTIEIE Policies (LX), Create Policy (B BX).

3. 7 Create Policy (M B%¥) EE L , ¥ Create Your Own Policy (B & EHCHBER) |, B
Select (IBH), MEEBRBIBITBERWEFMERN , 528 Amazon EC2 FAERERPHERAR
Amazon EC2 # IAM BUR,

4. 7 Review Policy (MBI B R) BEE LH Policy Name (BUREB#) 7 , MAZBERE,
£ Policy Document (BUR3 ) # , BE EBATFIBUR -

"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"

1,
"Resource": [
"arn:aws:logs:*:*:*"

]

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::myawsbucket/*"

]

}

BEERIBR,

EEEERKTP , B Roles (A). Create New Role (BAFHAE),

£ Set Role Name (FREABERE) EHHL K WAZACHNETE , A%RIEEE Next Step (F—%),
£ Select Role Type (ZEEABFER) EE L , i#F Amazon EC2 3/ Select (ZH)

0. 7 Attach Policy (E# %) EE LW RIFFEEF |, FIF Policy Type (BURER!), Customer
Managed (BF ZEH),

1. BEEEILH IAM BUER |, ARARIEIZFE Next Step (T—2H),
12. BEEBUAG,

= © ®©® N o

MEERENBRNFEET , F28 (AM EREER) 89 IAM EHENFHEAREE IAM
B,

RREV 1T ERE M RUA CloudWatch &2 &%

1. 1£ https://console.aws.amazon.com/ec?/ FAEX Amazon EC2 £# A&,
2. 1Z#E Launch Instance (BXB#11T{EEE),
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https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_WorkingWithGroupsAndUsers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/ManagingPolicies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/ManagingPolicies.html
https://console.aws.amazon.com/ec2/

Amazon CloudWatch B EREER

WEFMER , F2E Amazon EC2 A E ISR T EB H1T{EE.

3. £ Step 1: Choose an Amazon Machine Image (AMI) (788 1 : i#1E Amazon Machine Image
(AMI)) EE , BEEREH Linux BTEEERE | REE Step 2: Choose an Instance Type (B2
2 BREHTEEER) HE , B2 Next: Configure Instance Details (T —% : 52 E S 1TEBEFH
BHR.

SEREE cloud-init @& &K Amazon Machine Image (AMI) #, Amazon Linux AMI 1 Ubuntu
M RHEL 89 AMI EREE T EMMHIL |, {8 CentOS FMEHAM AMI TJEERE., AWS Marketplace

4. 7 Step 3: Configure Instance Details (P8R 3 : FREMTEBFMEF) EE L , ¥ IAMrole
(AM B ) | BEVRR I IAM B,

5. 1 Advanced Details (¥R FEMAEN) , $¥ User data (FFAEER) BUTESERI AP, A
%, BB -cBENEEFAREBEENBEERNUBEREMZESE :

#!/bin/bash

curl https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py -0

chmod +x ./awslogs-agent-setup.py

./awslogs-agent-setup.py -n -r us-east-1 -c s3://DOC-EXAMPLE-BUCKET1/my-config-file

6. HHTEBETHEMGEE, WEMBRE  RREE Launch (BE).
7. REEX#IT-BREER , BEZXEE CloudWatch TR AP EIME MR EFFEMGHER

be
Nlbo

WEFHMER , FSH WEFEE CloudWatch FR#kHI L HEE R,

RIEAFY : EHIT Windows fRIFR2S 2016 Y Amazon EC2 #i1T{EREsES{E
A BEREEZERAE CloudWatch BE{Ei%xZ| CloudWatch B

® Tip
CloudWatch B&#H &K —RKERER |, % EC2 T ERMRBIPE[RITUWE B FMNE
B, BMEZREERARTNES CloudWatchREBRER ., NEFHMEN , FSE BHHRER
CloudWatch iC8%.
E HEAER 0 A$ SR B E AR CloudWatch Logs KEREXKIEMH.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
http://cloudinit.readthedocs.org/en/latest/index.html
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Z|H 1T Windows fAIRES 2016 B Amazon EC2 #i{T s AFE R ER BFRKERRE
CloudWatch B &% % CloudWatch B

& E] LAE A 2 5 A RBUR #1147 Windows a1 iRES 2016 BYBI1TIEIEE |, #&ECE%MEEIXE CloudWatch 52
81, AEIFHLSERMER Systems Manager Run Command, f1EH A JRES AWM EN , F2HE
# B 5. SHFMBEETBEFEIAZE Amazon CloudWatch,

HER

- THRIEHIBRER

« BRETHIEEHK JSON R CloudWatch

+ 337 Systems Manager #J IAM A€

« E&%¥ Systems Manager Jo 3 R1E 4

- BERRERTH

 {£/ Systems Manager 1T T A CloudWatch HE

THEHERER

BUTEAFAERTHRIEHER : AWS.EC2.Windows.CloudWatch.jsono

RE T 5IEB K JSON 12 CloudWatch

B LATEAHRERE IS E R MYIRIE | LUREEEIXE CloudWatch HRLEER 8%, BT MERIIEERENE
Fo EEI0 nEIEANBFETH. —BEERLIE , ERULUEMENSTEE L EEFEHAXERE
i

SR

o HEE 1 : B CloudWatch 528%

« B 2 : 5% CloudWatch

« B3 REEFEEANER

« SB4 . REREES

« B 5 7 JSON RE

B 1 : BYA CloudWatch 2%

1£ JSON fERTEER |, ¥ IsEnabled #% Tfalse, ¥ A Mtruel o
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"IsEnabled": true,

S ER 2 : 5% CloudWatch

EERE. BE, AFFHESBNAFRERTEZEZE, ENEHTERKLHEREEZE CloudWatch
HEE, EERERNEHERMEEIETRNMLE , EUNFEEEKE— ID WEMEE (H
i | "CloudWatchLogs2" #l CloudWatchLogs 3") , AR &1E ID W EEFH,

REMTCHEEREEE CloudWatch RR#EHRE

1. 7£ JSON 8% , ¥ F| CloudwatchLogs [EER,

"Id": "CloudWatchLogs",
"FullName":

"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudwWatch",
"Parameters": {

"AccessKey": "",

"SecretKey": "",

"Region": "us-east-1",
"LogGroup": "Default-Log-Group",
"LogStream": "{instance_id}"

+

2. # AccessKey M SecretKey MUREZH. £H IAM AEEZERE.
3. &t¥ Region, MABFEREATWES (Flf0 , us-east-2),

4. &% LogGroup , AL AFFHENER, HLEBEBEFHAEZE CloudWatchi=& K Mok fFE,) &
mLt,

5. &% LogStream , WA BMb AFEER, BB HRE CloudWatch ER AR "Fo#kEHHE > &
‘;ﬁ:J %Eto

Z/MA {instance_id} (FEs%{E) , BB RBBA A LB T EENHTERE D,

MBEBIEEWNREERRBBTIEE , CloudWatch Logs EEBABERIZEE. B LERAE
EBEFH, FAEENEE {instance_id}. {hostname} # {ip_address} , 2 EELIE
B, REEZHFEREH,
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fEREEE
SER 3 REEEENESR
IR LA B

AEEEER., Windows EHEKE (ETW) Bl , UK HE R &EEEREIXZE CloudWatch
SLEAE,

#& Windows F& 2 N EHFC &% & BHEIZE CloudWatch Feak4E

1. 1£ JSON #£=R7 |, #F ApplicationEventLog EEk,
{
"Id": "ApplicationEventlLog",
"FullName":

"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"
"Parameters": {

"LogName": "Application",
IlLevelSIl: Illll

}I

2. ¥ Levels , BEELEASNEE, BANEETHHP —EE :

- & L EIRERA
- 2-EEBEESEAS
4- 12 FEEFFE.
16‘371«17‘-1%15%5

B EZEBERAL, fln, BEh 3 §LEHERAR
72 EEHERAR 1), BEA

B (1) MEEAL (2). EAR
. BEAE (2) NEARAE (4).

&4 ML 81 B BMFIX E CloudWatch 52 8%

1. 7£ JSON fE% , ¥ F SecurityEventLog EE.
{
"Id": "SecurityEventLog",
"FullName":

"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"
"Parameters": {

"LogName": "Security",

"Levels": "7"

RIBAFY : HEEAR B R ARER 2016 FITERE R CloudWatch fo#
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}I

2. ¥ Levels , @A 7 LLEEFIBALE,

BRFEHREHEEEREEE CloudWatch 50 8%

1. 7E£ JSON #E%= , ¥ % SystemEventLog EEL,

"Id": "SystemEventLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogName": "System",
"Levels": "7"

iy

2. #¥ Levels , EEELEASNEE, KU EETIEP—MEE

- E LEHERAR.
- 2-fEHEBELAL,
- 4-ELEEAZ
B L ERS , a8 %ﬂﬁliﬁﬁuaﬂw flan , A 3 2 LEHEBRAS 1) MELEAL 2). BA
7 g LEH#EBRALS (1), AL (2) MEFARAE (4).

S H R B K E4EC B EREIEE CloudWatch F2 8%
1. 7 JSON ERFHEER, BEERLEARTHE—H Id,

"Id": "Id-name",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Log-name",
"Levels": "7"
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}I

2. $HId, WMABBRARELENAS (B0 , windowsBackup).
3. &% LogName , IAZE LEHFNER. EUUBSHFENER , W TR,

a. FRMSEH®mIERR,
b. EEEHKAF , #F Applications and Services Logs (FE AR ERKE HF).
c. BEZHAF , ARERIBIZE Actions (BI1E). Properties (B1£).

4. ¥ Levels , BEELEFAEMNER, BuiEETINHSF—EE :

.
I_I_
T
B
Pllll
i“ll
oI

Bl E5 3 8 LERERAS 1) MEEAE (2). EA

BALERE B BEEREFAL
). BEAE (2) MERAFAE (4)o

78 LEERAE (1

#% Windows EE W EHEBHHEIXZE CloudWatch FC&&#E

ETW (Windows R SE#HIEHETIAE) REFRRMEFMAVHMST AR AR AREARSD, £E
ETW EEBTEMEEESES  REEEXTRBNFLEETERE. SETFERBRRMAE
M—ExZEERE.

1. £ JSON =R , &I ETW EE

"Id": "ETW",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"

Iy

2. &% LogName , WAE LEAFNEE,
3. ¥ Levels , EEELEASNER, BAEETHESP—EE
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BULSERS  NESSEREAS. flm , EL 3 S LEHRAR 1) NEEFAE (2), EA
7 € LBHRAR (1)‘ ELEFAR 2) MEFAFAR (4)o

1% BRTRCEE (RN FRERNFCHE) FIXE CloudWatch Foék

1. 7E£ JSON =R+ , &%l CustomLogs EEk,

"Id": "CustomlLogs",
"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\CustomLogs\\",
"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"

iy

2. &% LogDirectoryPath , By AE#{T{EEE L7k BRI B,

3. &¥ TimestampFormat , MAEZEFANKEBREER. UFERAXBECENFHEN , F2H
MSDN tH B5T H BB R X F R EE,
/A Important
FHREAFGEESERFTHHRBXEERESRE , BERESREXAEE Az
o
4. $¥ Encoding , WAEFANERRE (HlM0 , UTF-8), FEXEEWEE , 528 MSDN L

8 Encoding 385 E£R8,
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® Note
EARBERE , MFEREE,

(EA) $H¥ Filter , MAAFEBBONIR. SUSHEQ , UEEMEER. NIEFEXXEEN
SHHMERA |, 5528 MSDN LFileSystemWatcherFilter Bt £ &,

(ER) &% CultureName , WA ERKEEBRHNHERE, & CultureName Bz , HEE
2% A8 Windows #{TRIE B RIEAMNMERERE. WEFMENR , 528 MSDN FlLanguage
tagERMITBEERREN W

(® Note
A% div, div-MV, hu # hu-HU &,

(ER) &% TimeZoneKind , B8 A Local = UTC, BAILIRENUAE BFRERERKRES
FRRFEEARREAREEF. IRESEREZL , MALHNEEBETISREENA , A
CloudWatch e ¥ EFEFRAEHKE, NREZNKEBREECTEREENR , AISZBLBE,

(EA) ¥ LineCount , MARERPMITE , UHHBFER. Hlw, IS BFELTHRERH
FIMRER, S A 5, ESRNAFERRN ZTRETHE. £ IS BFEF , F=1TR
BANEERE  EFTREREALERFEERRTEN, At , RMARBEREL —TEEREN
AEEER | 45 F R — P58 B RSB R 1B

EEH IS ek EE RMEIEE CloudWatch 5 &%

1£ JSON 2R+ |, % IISLog B,

"Id": "IISLogs",
"FullName":

"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {
"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"
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}

iy

2. #&¥ LogDirectoryPath , Bt A& EBIMBUEFETF IS BEEMWERIK (Flan , C:\inetpub
\logs\LogFiles\W3SVCn),

(® Note
A& W3C HeEtER. FXE IS, NCSA M BTN,

3. &% TimestampFormat , AEFANEEELEER. NFEERIBEZENWFHER , F2H
MSDN E# BT H BB F B EE,

4. #¥ Encoding , AEMEANERER (Bl , UTF-8), IFERIEZEANFHEES , F2H
MSDN L #9155 £ .

(® Note
ERARBEE  MERTER,

5 (EA) &r¥ Filter , WA RFEBNIR. FSUSEEQ , UERMEER. WEEBEXEEN
SHHMERA |, 5528 MSDN LiFileSystemWatcherFilter Bt £ &,

6. (EA) &% CultureName , WA EEHFEBEWIBERRE, & CultureName BZ , HEHE

X AHE Windows BITEB B sIEANMEEIBERE, WEXEZENFHEERHR , 528 MSDN
FlLanguage tagEm{TAEEFRREN #.

(® Note
A% div, div-MV, hu # hu-HU &,

7. (ZA) #Y TimeZoneKind , MIA Local 5 UTC, BULREMLE ARFEBRALATE
FAREEARREREEES. NRESEREEH , MEESHNKBBETIEREEA , 8
CloudWatch SES2EFRAEHKE, NMREZNFEBELCISHEEN , ISZBLSE,

8. (EA)#¥ LineCount , WARBEPMITH , LUPEBFER, 60, IS BFEXTHERA
EIWRE, B A 5, EERNAFEERNATRETHE. £ IS BHREEF , F=1TR
AMKERERL , EFRIFRGBBLEAFERERTEN, Eit , RMAEBEEEL —TEEDN
AESER , SAME—ZE8 A SR B
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ERAEER

HER 4 REREES
BEEMNEELAREHE Flows BERFHAHEENE, fln, BE

K ERTREEE. ETW SRR HEFEIZE CloudWatch 28k , FBH
8 (CustomLogs, ETW, SystemEventLog), CloudWatchLogsEFlowsEER,

/A Warning

MAZEMN S REERRE. 0, MEAFMEEUREESR , BHTEERIAHE , ARES

KR SRS E R HH,

BU S ERMN BRHEELARSEENT, flil, MREKEAREN AFEEER
# CloudWatchLogs EERHMERNMETRE B/ , F51E Flows BERFMA
ApplicationEventlLog, (CloudWatchLogs,CloudWatchLogs2),

REMRIZEE
1. £ AWS.EC2.Windows.CloudwWatch.json f2R® , #Zl Flows EER,

"Flows": {
"Flows": [
"PerformanceCounter, CloudWatch",
"(PerformanceCounter, PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventlLog),CloudWatchLogs",
"CustomLogs, CloudWatchLogs2",
"ApplicationEventLog, (CloudWatchLogs, CloudWatchLogs2)"
]
}

2. &¥ Flows , HEE LENESEERERE (Hlan , ApplicationEventlLog) R H B # itk (i

i , CloudwWatchLogs).

HER 5 : ffF JSON AR

BRAECKETHRE JSON BR, #1TH7TF , YRERATUIE —EREFNNFRESR. EKF

EREFEREIRINERAR,
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# Systems Manager 9 IAM & &

E & A Systems Manager Run Command & , EEHTEBEEN IAM A6, LkAGAEH
Systems Manager E#{TEER E1TEF, MFFMER , 526 (AWS Systems Manager /A&
ER) PHIELE Systems Manager WEZ £ M AR, BREUMAE IAM A MEREHTEBNFHEE
A, F2E Amazon EC2 A EEEFHM IAM £ EKH MEIHTERE.

Eh 2% Systems Manager %t iR 1&4

& Systems Manager 1T # 3REXEEE CloudWatch SRS EN B S 28I , BARRENHIT
BERFEREER, MEFHMENR , 28 (AWS Systems Manager EAEIER) FH Systems
Manager 5¢3R 14

REREREREN

&#9 Amazon EC2 Windows falfREFETERB M EHTEB LA RS LA ERFIE | Xl
BEMEHEREEE CloudWatch, MEABMAREMFRRFIRNFMERNR , F2H (Amazon
VPC & ER) F AR FE,

£/ Systems Manager E{Tan S BA CloudWatch A&

Run Command (#1T1E5) IRLRESEEHTEBNMEARL. BIEE Systems Manager X . EEZS
Y ARE—SZERTERBLBTHS. HTEELRN SSM Agent BKIEEREE S MEREBT
88,

FEAFITI SR EE CloudWatch SN ES

BI1¥ https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 E£# A,

BRKAL A https://console.aws.amazon.com/systems-manager/ B SSM £ &,
EEBEHEED , BE HTHS,

22 Run a command (H{TES).

HRBS X |, 33812 AWS-ConfigureCloudWatch,

HH Target HTERE | FRIZFEHE CloudWatch SCHEANHTEE., MEHATEERBHEAL
BEEH | ATREREEEE Run Command #1TERE. MEFMEN , 5528 Amazon EC2 R &
FSRIF Y Systems Manager 5E3R 1G4 -

7. &% Status (ARR8) , FBIEZF Enabled (BXA).
8. ¥R Properties (Bi) , BRI EBEZHEKEILHN JSON AR,
9. EREEFTHIREMNT , AREE Run (317).

o 0 A~ W bh =
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EAT5ERF , % Amazon EC2 T ABB B SHITHE R

EEXZEAPREESED

1. BEEES.
2. 1ZE Output (B ) R5IEH,
3. ##E View Output (i), iETHEEENEERESHITHNRER.

RIEAFS : BUAHIT Windows {alfREs 2012 F11R & @ AR 2§ 2008 #Y Amazon
EC2 #1T{EEE , A& B 5 &ix 3 CloudWatch B

® Tip
CloudWatch @E&#H MK —RKEREX , T/ EC2 HITHEEFNRGHNERRI[FUE BFHNIE
B, BMEREERARTNES CloudWatchREBRER . NEHMEN , F2E HHRER
CloudWatch 528,
E Y H eI 0 AS SR B B AR CloudWatch Logs REBFEX KA,

FHITIRBEFRES 2012 MR ERPRES 2008 #9 Amazon EC2 #1TERRAESAS B 56 E*
Zl| CloudWatch Bt

SEERAT IS EBRBAHIT Windows AERES 2012 MR & [ ARES 2008 W TERE | SR BEFEXE
CloudWatch 52815,

THEHERER

HEUAT &6 JSON ERTHEIBMER : AWS.EC2.Windows.CloudWatch. json, FELATEERHEST
mEE,

SRET 5B H/ JSON £ CloudWatch

SEFLAFE JSON HAREE P IR ERRERE | BUREZEEEE CloudWatch BRLERC Sk, B IERIIEE

BENEF. FE 30 7EHEANKETN. —BTERILTHE  ERAITLEMBNHATER LEEE
RRAERERER,
HER

« 5B 1 : B CloudWatch &0 8%
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« B 2 : 5%%E CloudWatch
- B3 REEHEENER
« B4 BREREES

$EB 1 : BXA CloudWatch 528

1£ JSON #ERTEER |, ¥ IsEnabled #% Tfalsey, BE A Mtruel o

"IsEnabled": true,

S B 2 . 3% CloudWatch

EERE. BE, AFHESBNAFERTEZHE, EUEITERKIEHEREEZE CloudWatch
HEE., FERERNEHRENMEERETRNMNVE , ZAUNEEEHE— ID WHMEEER (6
I | "CloudWatchLogs2" #l CloudWatchLogs 3") , AR &E1E ID W AREEFH,

RENS R E B RMEIXE CloudWatch S EERERE

1. 7£ JSON #ZR+ |, #F CloudWatchLogs EE,

"Id": "CloudWatchLogs",
"FullName":

"AWS.EC2.Windows.CloudWatch.CloudWatchLogsOutput, AWS.EC2.Windows.CloudwWatch",
"Parameters": {

"AccessKey": "",

"SecretKey": "",

"Region": "us-east-1",
"LogGroup": "Default-Log-Group",
"LogStream": "{instance_id}"

Iy

2. 7% AccessKey M SecretKey WMUREBEZH., £H IAM AERERE.
3. &t¥ Region, MABFEREATWES (Flf0 , us-east-2),

4. &% LogGroup , AL AFEHMENER, BB HIAEE CloudWatchiZAH "EEskBE, &
|t

5. &% LogStream , M A B AGFER. LEBZHIIRAE CloudWatch = EH TFE&kFHE > &

Sﬁ:J %Eto
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Z/MA {instance_id} (FEs%{E) , BB RBBA A LB T EENHTERE D,

MBEBIEENCREERRBBTIEE , CloudWatch Logs EEBALERYZEE. B LERAE
EBEFH, BAEENEE {instance_id}. {hostname} # {ip_address} , 2 EELIE
B, REEZHFEREH,

SER 3 REEEENESR

FBAI LSS HREHIEE R, Windows EH4EHE (ETW) BH , IR HMFE#EEREIXE CloudWatch
ﬁaﬁmo

#& Windows F&FRE B HFC 8% & BHEIEX E CloudWatch Fei4E

1. 1£ JSON ##=RAF |, #F ApplicationEventLog EEk,

"Id": "ApplicationEventlLog",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Application",
"Levels": "1"

}I

2. ¥ Levels , EEELEASNEE., BANEETIHHP —EE :

BAILEERS , LS EERAL. fim, E4 3 S LEERAR 1) NEEAR 2). EA
7 8 LBHEBRARE (1), BEE ,%' (2 )% EFAAE (4)o

&2 ML EIEEREEZE CloudWatch 52 8%

1. 7£ JSON =7 , #ZF SecurityEventLog EBE,
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EREERE
"Id": "SecurityEventLog"
"FullName"

"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"
"Parameters": {
"LogName":

"Security"
"Levels": "7"

iy

2. &t¥t Levels

wmA 7 A LEEFREALE,

B RAREHEHEEREEZE CloudWatch 528
1. 7£ JSON =R+ , % SystemEventLog EE.

llIdll:

"SystemEventLog",
"FullName":

"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch"
"Parameters": {
"LogName": "System",
"Levels": "7"
},

¥ Levels | FERENSE

Piil

B, B#OLEETIEH—EE
- 1-ELEHEEA

R

,U\_ILXH%E%E

, LBELREBERAS. flm, B3 ELERE
7 2 HEHEEAR (1)

1), BERL (2) NERRAL (4).
1 LB B4 TR ERHEE S CloudWatch 248

AE (1) MBEEFAE (2). ER
1.

7 JSON ERFHEER, BEERRLEFTHE—H Id,

PRIEAPF] : HBERE AR 2012 FHMRE MAR=R 2008 H{TEEEEA CloudWatch FE %
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{
"Id": "Id-name",
"FullName":
"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogName": "Log-name",
"Levels": "7"

iy

2. #¥E Id, WMAZSBAKRELEWHF (fl20 , windowsBackup).
3. &% LogName , W AELEAFNER., EUUBSAFNER , WTAAR.

a. BRREHmESR.
b. HEEBEHKF  #IZE Applications and Services Logs (FE AN R B ).
c. BEZHAF 6 ARRERIBIZE Actions (BI1E). Properties (B1%).

4. ¥ Levels , EEELEAEMNER, BLUEETHHF—EHE :

1- & LEHERAL,
2- ELEBESIALS.
-ELEEFARAS

B AEERS L)\@E%1 HHAL., flm , EH 3 g LEHERAR 1) MESAR (2). ER
7€ LEERAL 1), BEAE (2) MERAFAEL (4).

# Windows BRI E4EHHEIXZE CloudWatch 5C#k4E

ETW (Windows VS #FIEHEZhEE) R B R EMFMAVHES , BRARXAKBAFEARED, 26
ETW BEZEBTEMEEESES  REEEXTRBNFLEETERE. SETFERBRRERMAE
M—ERZEERE

1. £ JSON =R , &F ETW EBE,

IIIdII: IIETWII,
"FullName":

"AWS.EC2.Windows.CloudWatch.EventLog.EventLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
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ERAEES
"LogName": "Microsoft-Windows-WinINet/Analytic",
"Levels": "7"
}
}I
2. &% LogName , MAE LERFNER,
3. #t Levels , KRB L MASHME, STUEE THIET—1BE :
- & EEEBRAE,
- 2-EHBEEAL.
-ELEEARL
BO LG EES  LEeSEEEAS, i, EA 3 8 LEERALR 1) NESHFHAR 2). EA

78 LEHEY aﬂE( ). BEAE (2) MEFAAE (4).

BT E (EMUNFAERMECEHE) FXZE CloudWatch 52 8%

1. 7£ JSON =+ , & F CustomLogs [EER,

"Id": "CustomLogs",
"FullName":

"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",

"Parameters": {

"LogDirectoryPath": "C:\\CustomLogs\\",

"TimestampFormat": "MM/dd/yyyy HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "Local",
"LineCount": "5"

}I

2. &% LogDirectoryPath , B AE#ITEEE L5 BRI ERR,

3. #¥ TimestampFormat , MAEFANKEELZEN. NEARIEZENFHENR
MSDN LW BT HHABE R FEEE,

50
W
&5

PRIEAFT : FEEARE FAMRER 2012 F AR E MARET 2008 FATEREFEA CloudWatch FE#

36


https://msdn.microsoft.com/en-us/library/8kb3ddd4(v=vs.110).aspx

Amazon CloudWatch B EREER

/A Important
BNRG BFEESEBFTHRAERSAAAREEL , A ERERL RS AEE —EZ
o

4. $¥ Encoding , MAEFEANERES (F110 , UTF-8), NFEARAXIECENFHET , F2H
MSDN EHimiS%E R F &,

W

(® Note
EARBERE  MIERTER,

5 (EA) &¥ Filter , MARAFGEBHNIR,. HLBHBEQ , UEEMEER. NEEBXEEN
SHHMERA |, 5528 MSDN LiFileSystemWatcherFilter Bt X 1&,

6. (ZEA) &% CultureName , WAEEHFEBEWIBERE, & CultureName BZ , HEHE

X A8 Windows #{TEIB B RIEANMER ERE. IFEXEZENFMENR , 528 MSDN
FlLanguage tagEmITAEZEFTREN W

(@ Note
AX#E div, div-MV, hu M hu-HU &,

7. (iBA) ¢H¥ TimeZoneKind , 558 A Local = UTC, ZR LR EHAEAFEEEBSLERES
FAREEARRUGEENN. IRHSEREEZL , MALNEBELTIIEREEFR , A
CloudWatch e BHERAEHRKE., MREZNFEELCCIEREESH , AISRKLILSE,

8. (EHM)#t¥ LineCount , MABEHEPMTE , UHEBFER, HlWn , IS BFELTFHEGH
ENEE, SRl A 5, EEBEMAFEEENI =TRETHE. £ IS AFER , E=1TE
BHMEEERLE  EFRIFFHECEAFERERTEAN. Bt , RMBERSEEL —TEEN
BEEER, A A RE—#:3 B FENER.

BEM IS LIS ERMEIAE CloudWatch FCi%

1. %&£ JSON = , & EF| IISLog EE,

"Id": "IISLogs",
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"FullName":
"AWS.EC2.Windows.CloudWatch.CustomLog.CustomLogInputComponent, AWS.EC2.Windows.CloudWatch",
"Parameters": {
"LogDirectoryPath": "C:\\inetpub\\logs\\LogFiles\\W3SvC1",
"TimestampFormat": "yyyy-MM-dd HH:mm:ss",
"Encoding": "UTF-8",

"Filter": "",
"CultureName": "en-US",
"TimeZoneKind": "UTC",
"LineCount": "5"

}’
2. #&¥ LogDirectoryPath , Bt A& EBIMBUEFETF IS BEFEMWERIK (Flan , C:\inetpub
\logs\LogFiles\W3SVCn),

(® Note
A& W3C BeEtER. FXE IS, NCSA M BTN,

3. &% TimestampFormat , AEFANEEELEER. NFEERIBZENWFHER , F2H
MSDN E# BT H BB F B EE,
4. $¥ Encoding , MAEFHANERRS (S0 , UTF-8), MEEARSZECZENFMENR A F2B

MSDN &Y i % 5 5l £ &

(® Note
ERARBEE  MERTER,

5 (EA) &r¥ Filter , WA RFEBNIR. FUSEEQ , UERMEER. UEEBEXEEN
SHHMERA |, 5528 MSDN LK FileSystemWatcherFilter B 14 &

6. (igﬁﬁ) $H¥ CultureName , WA ERRZFBEH LN BERE, & CultureName Bz , HE%E
B E Windows #THEBERIEANMERERE. NEXEZEWFMENR , 5528 MSDN
HlLanguage tagEMITAEEFREN .

(® Note
A% div, div-MV, hu # hu-HU &,
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ERAEER

7. (IEA) &¥ TimeZoneKind , #iA Local = UTC, BALURENUE AFHEEEATS
FAREEARRUGEENN. IRHSEREEZL , MALHNEBELTIIEREEFR , A
CloudWatch e BHERAEHKE., NREZNFEELCIEREESH , AISRKLILSE,

8. (EHM)#t¥ LineCount , MABEHEPNTE , UHEBFER, HlWn , IS BFELTFHEGH
ENEE, SRl A 5, EEEMAFEEEN RTRETHE. £ 1S AFER , E=1TE
BHMEEERLE  EFRIFFHELCEAFERERTEAN. Eit , RMBRSEEL —TEEN

A&, BAME—JH5E B SRR B

HEBR 4 REREES

BRENEREXEHEE Flows EBFHMHEBEENK, i, E
# BETRe8RME. ETW Res&f R ERIEFILE CloudWatch ok , F5HT
# (CustomLogs, ETW, SystemEventLog),CloudWatchLogsZEFlows[EE%,

/A Warning

MAEMNSREERRE. Sl , MRFMEUHRERSR |, ERTERRIEHUE
MRS RS EIHE.

BRI SRR B EEREZEA N, fl, MREXEARN BFEEIIE
£ CloudwWatchLogs EBERFAIEENMETRE B , 5F7E Flows BB MA
ApplicationEventLog, (CloudWatchLogs,CloudWatchlLogs2),.

RRE AR I

1. 7E£ AWS.EC2.Windows.CloudWatch. json #&%E® , %2 Flows EER.

"Flows": {
"Flows": [
"PerformanceCounter,CloudWatch",
"(PerformanceCounter,PerformanceCounter2), CloudWatch2",
"(CustomLogs, ETW, SystemEventlLog),CloudWatchLogs",
"CustomLogs, CloudwWatchLogs2",
"ApplicationEventLog, (CloudWatchLogs, CloudWatchLogs2)"

, AliiE
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2. #¥ Flows , MBE LENEMEEREE (flt0 , ApplicationEventlLog) RE B &t (4l
il , CloudwWatchLogs).

BRECKETHRE JSON ER, ERESRPSEATILESR.
REREER

EERARTREMAREE 2012 = Windows fAIAREF 2008 #Y Amazon EC2 #{T{E#E A% A FHExE|
CloudWatch B , 55/ EC2Config BR# (. EC2Config.exe) M TIEEE FEXEHE EC2Config
4.0 EFRA , MBEAAFERLER, NESLHAEMNR EC2Config BWEFHEA , 528 Amazon
EC2 A &1ER CloudWatch® #9{£ i EC2Config 3.x S E FEMAHEITRE

% Z CloudWatch £/ EC2Config 4.x #{TE &

1. BEBEEREFDREM AWS.EC2.Windows.CloudWatch. json ERRERE, A EE
BOM #J UTF-8 #mfS, 1#& , £ Windows Server 2008 — 2012 R2 #{T{ERE K LA T & B R E1FHE
= : C:\Program Files\Amazon\SSM\Plugins\awsCloudWatch\,

2. A Windows R#G1Z 4| & S 6E A T % PowerShell fi S REABIREFHLE SSM KEREN
(AmazonSSMAgent.exe) :

PS C:\> Restart-Service AmazonSSMAgent

SSM RERRXEFBB 2% , c2ENBREELREHTEELIHEITES, CloudWatch t1R$E
EAKBAREERPTNSEERTE  BEEEHMRE SSM Agent RRMREEFE, ZESAHITEEN
CloudWatch 4 | B EHEEERPE FIsEnabledfalseX HEFEENEE,

PIEAPS : A AWS OpsWorks #1 Chef Z 8 CloudWatch BFAHE

A LAE A AWS OpsWorks and Chef (i B REMEREREE B EB{L T E) REE CloudWatch
AHRAEENAYBEVLHERR. Chef A "EHL (BEAZLNER L RNREURRMES) ,
DR TERAE (WABRANES) RETHERBNBE S BEK. MEFMENR , 528 Chef,

AR Chef BL 5 $E6IFRBA M 2 B 1@ EC2 MITEE LM —ERFE, RESEREREBMAE
AAANBITEEN IR BULSBEFEREE. ATERZERRE  CFERREEAREIZEHR
s arE A B R R

HRIEAPY : EALERERN AWS OpsWorks 40
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S$B1:BABFEA

B —ETEREREMHENEE, AWS OpsWorks X1 Git MEEE , REL TS EREMHE
Amazon S3 H, (AWS OpsWorks EAEERE) PNESEERTERRZESEBRETENGB. U
TEHHBRFZRAEZEE A logs. R b FERE R CloudWatch i REER., BHLAUTHRREL R
il ( CloudWatchLogs-Cookbooks.zip ) »

B & A metadata.rb BWER , HFISUTERT :

#metadata.rb

name 'logs'
version '0.0.1"'

£l2 B CloudWatch s%ft & X4 :

#config.rb

template "/tmp/cwlogs.cfg" do
cookbook "logs"
source "cwlogs.cfg.erb"
owner "root"
group "root"
mode 0644

end

T#E %% CloudWatch SR#ERERE :
# install.rb

directory "/opt/aws/cloudwatch" do
recursive true
end

remote_file "/opt/aws/cloudwatch/awslogs-agent-setup.py" do

source "https://s3.amazonaws.com/aws-cloudwatch/downloads/latest/awslogs-agent-
setup.py"

mode "@755"
end

execute "Install CloudWatch Logs agent" do
command "/opt/aws/cloudwatch/awslogs-agent-setup.py -n -r region -c /tmp/cwlogs.cfg"
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ERAEER

not_if { system "pgrep -f aws-logs-agent-setup" }

end

(® Note

£ ERE I |, 3§ region MELATHEHP —{@ : us-east-1. us-west-1, us-west-2, ap-
south-1, ap-northeast-2, ap-southeast-1. ap-southeast-2, ap-northeast-1, eu-

central-1. eu-west-1 = sa-east-1,

MRZRREEAKXY , REUERKREZE python-dev EF. MRRE ,

AREEXLRE

sudo apt-get -y install python-dev

AEATIGT , RRE

EEE 5 A cwlogs.cfg.erb BAER , BB HBSAUEESEBYE (PIMELHFWMEER), NF

ELBUEMMEEER , F2B CloudWatch &L AFIR2 %,

[general]

# Path to the AWSLogs agent's state file. Agent uses this file to maintain

# client side state across its executions.
state_file = /var/awslogs/state/agent-state

## Each log file is defined in its own section. The section name doesn't

## matter as long as its unique within this file.

#
#[kern.log]
#

## Path of log file for the agent to monitor and upload.

#

#file = /var/log/kern.log

#

## Name of the destination log group.
#

#log_group_name = kern.log

#

## Name of the destination log stream.

#
#log_stream_name = {instance_id}
#
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## Format specifier for timestamp parsing.
#

#tdatetime_format = %b %d %H:%M:%S

#

#

[<%= node[:opsworks][:stack][:name] %>]

datetime_format = [%Y-%m-%d %H:%M:%S]

log_group_name = <%= node[:opsworks][:stack][:name].gsub("' ','_') %>
file = <%= node[:cwlogs][:logfile] %>

log_stream_name = <%= node[:opsworks][:instance][:hostname] %>

ZEAGSRHEBHEBNIE JSON PHEBMUESHEEBNIHER, EEELHERNL
B ERE cwlogs SREAEM default.rb BHERER (logs/attributes/default.rb) #,

default[:cwlogs][:logfile] = '/var/log/aws/opsworks/opsworks-agent.statistics.log'

HER 2 . B3 AWS OpsWorks Ht &

FETE LA L E R AWS OpsWorks &,  https://console.aws.amazon.com/opsworks/
EOpsWorks &E&RMR L , B#iF [FEHE] LIEB L AWS OpsWorks &,

£ Add stack (¥7i83#&) EEF , #IF Chef 11 stack (Chef 11 H# &),

£ Stack name (H#BEE) b , WABRE,

#7 Use custom Chef Cookbooks (ﬁﬁﬁ BE] Chef SREAE) , EIZF Yes (B).

¥ Repository type (REEFEHE) , ENEGEFANRBEERE, WREBEANE LREH)
i#1Z Http Archive (Http $1F),

7. ¥ Repository URL (fFZE URL) , BRI AL EREANSBEYNRBEES/EEEPHNRERE
E, MREFERANE LREHF | FE# A https://s3.amazonaws.com/aws-cloudwatch/
downloads/CloudWatchLogs-Cookbooks.zip,

8. 1FEiF Add Stack (FiE#HE) UEVHEE,

o g k~ w0 DN =

e

SER3:EBRIAM AR

£ B4 H AWS OpsWorks #11TE A CloudWatch Logs , FEEREEHTEEFEAN IAM A&,

1. ELLTHUEARK IAM £32 4 : https://console.aws.amazon.com/iam/
2. HEEBEHEKTIERE Policies (Bl%R), Create Policy (B3 BX%).
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3.

10.

£ Create Policy (B3I BUR) B L , F1E Create Your Own Policy (B3 B 2 HBUR) Ti&E
Select (iZH), MERBMEILBFIBRNFMEN , F2E Amazon EC2 FAEEETPHEAR
Amazon EC2 #9 IAM BUR,

£ Review Policy (MBI B R) HE LM Policy Name (BUERB ) B , MAZXBERBHE,
£ Policy Document (BRI ) &, B EBATIBUR -

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelLogStreams"
1,
"Resource": [
"arn:aws:logs:*:*:*"
]
}
]
}

BERV K,

RBEERT  BE (A, ARERFTERT , &Y [AE R = AWS OpsWorks @i
ERNATEEACEE, SUUBEERREPRICIEREANHTEREACERE (BARER

aws-opsworks-ec2-role),

® Note
BEABEE FREUTHR).

£ Permissions(5F 7l) &5 Managed Policies (ZEBER) & , i#Z Attach Policy (B
%)o

£ Attach Policy ((B#BUR) BEE , EREZEFR (Filter (BFEME4E) 1 Search (B &) %) |, @& E
Policy Type (Bt #5!). Customer Managed Policies (& F ZEHBR).

#H¥f Customer Managed Policies (B FZEBXR) , ERAEE L AEVIHN IAM BUER , AREE
Attach Policy (IB1#ZB%).
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MEEAENBROFMET , B2 (AM EFEER) P9 IAM EAENHEURER AM
L

HER 4 FHIEE

o & w0 DN

e LA N E R R AWS OpsWorks £ &,  https://console.aws.amazon.com/opsworks/
ESERED , EBEEE.

ERBEKTIEER layer , AARIEIE Add layer (#7318 layer).

#FOpsWorksiZ&| £ , $id "TEREEE, , &% "85l .

H Name (&%) # Short name (E& W) M+ , WABHNRESRRE , ARIERE Add layer (3118
).

£ [Br) REIEEN BETEMAEET , B2EERE GRE. e, HB. BUCEHSFEER) |
JELLAZREEE AWS OpsWorks A ariBHASEH ¥ E, AWS OpsWorks £ T{EBE £ ariBHAH AYIE
LR g S =N  EEEHSHITHBANE .

(® Note

MRREHERERERE | 7£ Custom Chef Recipes (BE] Chef Bit 7)) T , 522 edit ({7
),

£ Setup (FRE) Z#i A logs::config, logs:install , B8 + LU HFTICEEE |, R%KIBE Save (f#
)o

AWS OpsWorks E#TEEME <% , YEELLEFNSEMATER LATHES.

HER 5 #iBITER

ZERBHMAREATER, CREFTES - LEHTERTEIE , YRBEM.

1.

2
3.
4

EELL T ALERIRR AWS OpsWorks 3£ &,  https://console.aws.amazon.com/opsworks/
EEBERKT |, BIF Instances (FITEE) , RARBZFEREZTH + Instance (+ H1TEEE).
EZHERMERE , REEIE Add Instance (FTIEHTERE) SUEHTEREIHTIBIE,
EERFIE Actions (B)E) # , 32— T start (BHR) LAREN#1TEIRE.
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AWS OpsWorks FXEI#THI EC2 TR IR E CloudWatch B, ZHITEENMRESELERFT
REFEARRL,

SER 6 MREWAFE

REEXHT—REFBR , LEXZE CloudWatch 12 & & FIFE K FE B A MG HE BT,
MEFHMEF , F2H BIEEIEZE CloudWatch SRS EEHEER

# & CloudWatch FE&iE IR ARRE

£ T 52 FRE|E EC2 #ITIERE £ CloudWatch BFEREREXAMEE,

HERERXAMRE

1. BARE EC2 #{TEM. MENMET  HSH Amazon EC2 EREETH Connect ZENH
AR,

MEEMESPENGFMEN , 520 Amazon EC2 A EERE T HIESEE ST EE S HHERE
2. EWTRR, FBATIGS

sudo service awslogs status
MBEHITHR Amazon Linux 2 , BBWA T IS

sudo service awslogsd status

3. RE /var/log/awslogs.log IERREHEMEEER. BE I CloudWatch SR & EE X REE,

X&) CloudWatch FC#LIEER

R EC2 #1T{ER LA CloudWatch Logs REERELEEZARBEBME , IELEFELTRERES , A
ALUEATIEFEBRERER,

REREER

1. EHRZE EC2 H1TER, MEFMENR , 582 E Amazon EC2 EAERFEHH Connect E|ERYH]
1T1E 8.,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
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Amazon CloudWatch B# EREEmR
MEEMEGEBENGFMENR , 5528 Amazon EC2 FAEIEMDYNEEFEZHTE R HBERE,

2. EWTRR, FBWATI®S :

sudo service awslogs start

R BREITHI R Amazon Linux 2 , F8M A T5I&GS -

sudo service awslogsd start

{= 1t CloudWatch iR ERERER

EATHREFFL EC2 #1718 LAY CloudWatch A EE R,
FLEREREN

1. EBEZFE EC2 #iTEE, MEFMEN , 5528 Amazon EC2 A ERBE M Connect Z|IEHH,
1T1ERE,

NEEEEREENFRES , 5528 Amazon EC2 R &SP RIEREHITEREE B

2. EBTRT , FRATI®GS

sudo service awslogs stop
MREHITHR Amazon Linux 2 , FBRA TGS :

sudo service awslogsd stop

RIEAF : B AWS CloudFormation RBA#Af# F CloudWatch 5C &%

AWS CloudFormation A] &R F MR JSON &M AWS BR, EBH ZNERIIBEMLE—F
THEXEE AWS ERES , YREREEHERE AWS K.

AWS fE A #ER AWS CloudFormation , BEEZ I HARBEFEH 2 AWS ERNELR, UTHFIE—&E
EARSBHE  ESET —ERFHENSEERR A LIETE 404 BEXBI S HHELZT A
48,
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"WebServerLogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"RetentionInDays": 7

+

"4Q4MetricFilter": {
"Type": "AWS::Logs::MetricFilter",
"Properties": {
"LogGroupName": {
"Ref": "WebServerLogGroup"

"FilterPattern": "[ip, identity, user_id, timestamp, request, status_code

.
404, size, ...]1",
"MetricTransformations": [
{
"MetricValue": "1",
"MetricNamespace": "test/404s",
"MetricName": "test4@4Count"
}
]

ER—EEARMWEHF, ZAEL CloudWatch £ AWS CloudFormation. SNEE RS HIRVFEMET |, 55
2 BAWS CloudFormation {EH&ERE B K Amazon CloudWatch BiEEARERIBES B, WEEBARM

HEEMERR , 5528 (AWS CloudFormation E &) H# AWS CloudFormation A F9,

RIEAPFI AWS CloudFormation
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/quickref-cloudwatchlogs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.html
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ERAEER

BB AWS SDK f#Ef CloudWatch 52 #&4g

AWS BHBREEH (SDK ) TARFSRITHG

2 S. =18 SDK #RH AP, EXIFEHIMREA

X, BRBASEAEERHURFNESEERRAER,

SDK X

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

iE AR Kotlin ) AWS SDK

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

EAR Rust B AWS SDK

EAR SAP ABAP By AWS SDK

EAR Swift B AWS SDK

2% CloudWatch &2 8% 4% 89 45 E £ 61

, 5S8R {E A AWS SDK #9 CloudWatch

RASEHI

AWS SDK for C++ IZ X 5 £ 4l

AWS CLI 2 584

AWS SDK for Go & =\, 55 & 51

AWS SDK for Java FZ X &£ 51

AWS SDK for JavaScript 12 =\, i &3 {5l

B AR Kotlin ¥ AWS SDK FZX G &1

AWS SDK for .NET 2R 15 &4l

AWS SDK for PHP 1215 51

PowerShell 2N G&4I T E

AWS SDK for Python (Boto3) 2 = & i i

AWS SDK for Ruby #2 =\ i &i i

EBAR Rust B AWS SDK 2 52851

B AR SAP ABAP iy AWS SDK 2 58l

BEAR Swift B AWS SDK FEx 54l

S EHR R IE
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
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https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_4_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
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® HWAE#EH
BAZENARE ? FEAXRNEERSNERASRESRERSPFE R,
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EFH H Wb‘ﬁlﬁﬁ" *ﬁ' CloudWatch H w&\ﬁﬂ

&R LAER CloudWatch BEERASEMNT , LEEH XS M2 4 Amazon CloudWatch Logs HEY B &
R, SUNHTES  BEEENRLOERERE, NRBLERE , BALUEA CloudWatch B
RABMREBEBEERELBRECHENBERR,

CloudWatch Logs Insights @2 EFEENEHES , AP @S - LCHEEYEEANT S,
CloudWatch Logs Insights I2t€i5lE#H ., TP, EHEHTRMESEEULIRER |, HEEFERKRE
B. HEEBRRSZE AWS RIS B SR EFI &=,

CloudWatch B3%E R & B EHEZER B Amazon Route 53, . Hl Amazon VPC & AWS BRIEMN A&
FE ML AWS Lambda AWS CloudTrail , SARAEEL JSON X & E AFEHNEREXNH BT H
o

A LAE A CloudWatch B8R A D RKIES 2018 &£ 11 A 5 HREIHRAEIXE CloudWatch ic 8%
ERREEER,

/A Important

CloudWatch B R#HEEZFIN AFEANRERRK , EEREBLSERERENEIURFE
ZHlo

BT LAEFR BAESEYT CloudWatch B R#EEN, Rt , FiREBEESERESEESENER,
It Al B ThRE S RIBENIR RELTH , WIREEMEESXMW line-by-line R, MEFMEN , B
2BRERABREBESELEMEFH CloudWatch 528 REEN.

MBEEBAKES CloudWatch BIRFEHRMEIRIRSIRS |, BITTASHEER Z L ERIRF AR
SRR S EY CloudWatch 52888 #11T Logs Insights i, BRI UEHVRATRIRE hiY 2@ B 58
fH, MEFFMEN , F2MCloudWatch BEiRF o] B2,

B EREZUEH 50 EABRE. MBEEWHKTH , NEE 60 HELRE, EHERTURE
7

BALRFERUNESR, EEMTENEEFTENPNITEMNES K MAFEEBRITHEETE
VEM,

CloudWatch ;e R EHSRIBEINEREELER., WEFMAEN , F2E Amazon
CloudWatch E1{&,
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Amazon CloudWatch B EREER

/A Important

MREHBEZEMERRTAHER Web B3 |, & B 1 EFH CloudWatch 12 A/
T CloudWatch 28 B 290, EALAER API £/ CloudWatch Bt REE#HIhEE, WME
FHHE , 52/ Amazon CloudWatch B# API 2& StartQuery i,

B &

- REEHNPZENGT

- BBER EHRBRE

« XENHFHHREVRA

 CloudWatch B R E#EES

- BXOM

- EYRINKEEEETLER (£E8)

- SiPlEH

- EERPRBILEFESR

« BEIEHHIT CloudWatch BFEREEH

- BEFMEIERBTIAEHEAER

s BRIITHINEASEARE L&

- FRAMNZREHZER AWS Key Management Service
- EABAESELEMERH CloudWatch HFERBEH

AT X BN RS

2% CloudWatch ie 8 BRI AR B A EFMERLHKEMBRERITS. TEERL REEERPHNE
BEE Y EBpattern, diffHIUANFIEEH® TS, unmask

IR  ERHERE

THEHALBHEHHBRE , THHLMHEER CloudWatch B FERAB .
T
- ¥
. ¥

iz L BT HIE KB E
iz ERAREREITEN

B |4
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Amazon CloudWatch B# EREEmR
- WERE . OEHUELEKAFZHUIANRERR
- $ERE . HOTEHARELEFBFIIREL

HERE  PUTNEREHIES

THHBREAHBERBEM CloudWatch BESRABMN . EREHATHIER , AR T HEOAER
MEHATE.

EEHTEH  CHECRKEERHEEFRFHEET CloudWatch B&iE, MREEEEMFEH CloudWatch
iEE e ERSFENGEER , BAUUBEBERT. WREFEA Amazon Route 53 5
Amazon VPC &g AWS CloudTrail , 3t H ERRELRKERE TEEHEBUBEZ B , AR
C4EHEA CloudWatch Bis. MEASCEEEEE CloudWatch SR ENFMET , FSRABKBEH
CloudWatch 52 8%,

CloudWatch Logs Insights PR E#HSERGEHSEHFHHN —HEEL , IRHEBFENER , 28R
BEAUTHEMERE, AYEREFENEHLERAFERHEFE,

HITHPIES

ZE# 1T CloudWatch B R B&E &=

1. BEUTMERB CloudWatch £ &, https://console.aws.amazon.com/cloudwatch/
2. HEEEBBHHKP , 1BIE Logs (AF) , ARIERE Logs Insights (H5HEE),

£ Logs Insights (B#A%R) HE L , EHRERTSSER 20 EKHMAFEHNTRREA,
3. 1£ Select log group(s) (ZER A58 H) THNBEF |, BE—EAXZEEEHHN BEFE,

WMRIER CloudWatch Bk FEEMNERIRS |, SR LAERIFRS MEER RS PiREGC & EHE.
E-EHAUN-REHRETERFH B

BRI LMK B EHEE B, IRF ID SR FRERERE B EEEE.

BIRE [AEXE] SRR IE BB ENGC 4% BHHRF | CloudWatch Logs Insights & B )& RIB B E R
Wi, EEEFRENVEMN , FENEEA L AHHIEM Fields (H17) #E,

(® Note
RAEREREER PHLHEFES TEREINMM. NFECKERNFMAER  F2
B B 558,

HERE  YITNE AN ER 53
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4. (ER) £RAKERERERER K ENEEESHNEER,

BT LGRIE 5 £4ER 30 D EMERE ; 1 /D, 3/ 12 /MENRER  IREFTHERER,
5. & Run (B17) IBRER,

EAHEG | FRIE 20 EREHENBRFEH.

CloudWatch FES¥E SR —REFEARKHETCHEEHANRKE, RKETESERRETH
B EERETERBEAPHEENEANSRHEEN S M,

6. FEEREDHAREHNAMERLY  FEERREALAN=ZAE THET.
EREsEH

FEUHBRES , B EhEFEARET 50 ERFH BFESMH
MREH AT E—EHBERE , FEEERM. LHERESRL—EHBERENEEERSE.

® Note

CloudWatch B BB RHMN — LRG| EHEHAheadHtaild M A —RLinit, EEHHE
BEMR , WIRK 1imit,. ERHEENMEEHTMER 1limit , MAR head = tail,

ZE{8H CloudWatch B R A& &=
1. EEHHFEST , 520 8F 45 50, A%ZIEE Run (317).

MEANGERBEEHE, BERARFHETERANEREEREEEER , BIREEYH 50 @R
WEH,

2. (BA)BUUBECERUNEN, EERFLEN , BiRIE Save (fE1F). NEFMER , F2E
fFEEXEFHHIT CloudWatch B RAEH,

%

\

S ER R R o B AT E B S I B

FHZBRERNPUMEEHREFLEMETERANEE, FHHABRED , LHERBEEIA B
SHhaMa , UEEe —EERNER,

MREHARGT AN HERE , FEEERM. EHEREERL—EHBERENEEERSE.
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Amazon CloudWatch B EREER

A& ER R R s TR E R R —EEH

1. REZENENWRL. FEEFIBXL 15 2R , CloudWatch Logs ZEFMERE & BHEPFI 2 EMED
HREM4APEIINRERELY , URESERCERENESES4Es L FENEEARIN 12,

EEEEREARSHPISNEN  FEEXIEANE TR,
awsRegion M AIREHBRE LN AFEHF , EBCARAFHREMLESEH, EXRHEBRTHED
7, B EA awsRegion EAEFBRFRMEMA , BEMRREXRN , B UEATRENEA,

2. EEHRERLRYP , SHEERE 50 £EH , AERIKX Enter,

3. EHFW—1TL, BXE@A | (BEERFT) MZHK, CloudWatch HFERBEHATHN WS L EAUNEE
FrokE.

4. ®A filter awsRegion="us-east-1",

5 EBE#IT.
EREHRRYT , AEEETHSHERIRER 50 BARFER

MRLERTRNMMY , EBIERER  AITESE2HBUEE. IREUESBETSHRET
7T, BABERMNUBERBA RN ERSIEEFT () (Bl , “error-code ="102"),

BYXERREIRFTAREEHRBFZANWUERE K MIARARNE. E—EI2ESIH (") .

CloudWatch Logs Insights @ 8@ AW EHINEE , SEHEGSNEBRUEES, H2ENRTEENX
B, NEFMED , 5528 CloudWatch HiE RBEHE .

HERE  EHEERBAITES

HALE stats AT EARAER , tUNEAREERNEIB, EAKES L8 T ROAHT
BHHS , UHESSEERLNESS4RE, SHA R RERREEHUN— AR BESE

WS, MERGEBWMER  BSH Amazon CloudWatch Logs 8 E 1SRt % B/ B AERE
.

FERAREHNAHITESR

1. BELTERR CloudWatch =# A&, https://console.aws.amazon.com/cloudwatch/
2. EEEBE®RD , BIE Logs (BFE) , REIEE Logs Insights (A FFEZR),

3. 1£ Select log group(s) (ZER A &68HH) THNBEF | BE—EAXZEEEHH BERE,

YERE  CARBEHBITES 55
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Amazon CloudWatch B EREER

WMRIER CloudWatch Bk FEEMNERIRS |, SR BAERIFRS MEER RS PiREGC & EHE.
B -EHATU—REHRBTEIRF/ B,

BRI LMK B EE B B, IRF ID SRk FARERERE B EEEHE.

B R EGE SR BFHER , IR CloudWatch o8B 22X HBIFC 8848 , Al Logs Insights € B
B HEETNEREN. EEESERRVEN , FENEEAL LAKHHEEMN Fields (1) 2

4., MBREHFRER[TOEAREH , ARWATIWS
stats count(*) by fieldName
5. # fieldName B4 Fields (M) BEPIRETI A BB

(1] TEERUREEA LY , §FR CloudWatch FE 818 & F R BN A B RE B AV 1L
6. BEIF Run (B11T) AR EHBER.

EHEREERAFHEATREADSHTNEEREY , UAREREERUN —BEHSEES EW
B,

HERE PTEAUNEEKBFRUTEANRERR

ELYITNEREM stats BB, MARBEEF—HSEMUNERSEELAGERE , BT UER
RikE., BHtE. TRESEEEGERREER. ETHBEEAR R MG AFFHBEREL,

BITEHRELERBERR

1. BELATERR CloudWatch 3 &, https://console.aws.amazon.com/cloudwatch/
2. EEEBKRD , BIF Logs (BFF) , AREIEFEIE Logs Insights (AFEER).
3. 1£ Select log group(s) (EER H568HH) THNBEF | BE—EAXZEEEHH BFERE,

ZZEI% iE2 CloudWatch Btk FERERMERYEERIRS |, & MUE IR IR S MER RS HZ#EEC SR EHE
—EH AL —REHREFREIKRFH B,

BT LMK B S BHER T, IRFE ID SR 28R ER B 58 E.
4, EEHIEESRT  BBREFNAR , RABRBALT stats ®R , 1i##2 Run query (BTE).

stats count(*) by @logStream

HERE  JITEAUEERARMUSBNRERR 56
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| limit 100

RRSETEERKERNAFZEEPNAFTEMHEE, FRRFA 100 BERS,
5. i&{E Visualization (1RE1t) E&,
6. EH Line (1T) ZBMETE , R&EE Bar (5),

IR EERRKE  BRAFHETSEBRRRNREE,

HERE  PITEHARELEREFIEENL

ERYITWEAMEM bin() BB , KERRIEBENERE , EUNEBTRE. HEELHE. B
PERRFERBRER. ENHPEEARRERBAFEHE -—BREEAANEEZ,

BITEAREERBYR

1. BELTERR CloudWatch =&, https://console.aws.amazon.com/cloudwatch/
2. EEEBKRD B Logs (AFF) , ARERIEIE Logs Insights (AFEZR),
3. 1£ Select log group(s) (EER HE68HH) THNBEF | BE—EAXZEEZEHH BFERE,

WMRIER CloudWatch Bk FEREMREARIRS | E7 BAERIRIRF MEER IR S iR ENGC 8 EHE
E-ERTU-XREARBTEKRFH B

BA LAk AEBHAER R, 1RF ID RIRFEHIRENHE A FEE.
4, HEEHRESI[T  MBRETHRE , RBBWALLT stats B , ¥5&#F Run query (1TEH).

stats count(*) by bin(30s)

EREERCHFERS 30 WHRBWEIR CloudWatch s EHEE
5. iZ#Z Visualization (1RE1t) &,

BREBTATRE, FEVRERMKE. ESESCEREEE , FHERZEREZ LA Line (FR1IX)
ZBHETER

X ER BHRENREN R

CloudWatch BFE RSB X ETEMNR&EEER, HREXEZXEER B 5FEHE Amazon CloudWatch H
FHEEBS , H CloudWatch A RSB ELE R EREWN
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Amazon CloudWatch H&&

ERAEER

@message BERB AR M BFEMH. EMER P HImessage{iZInputLogevent,

@timestamp BH AFEH timestamp MU PN SHEBEHE. EMEERF N timestampiH
{ZInputLogevent.

@ingestionTime®@&EC CloudWatch $&#E U BI04 HIEERA,

@logStream B EHFEHFEIETNAFZERET, AXERBRELBFERNERERS
BT 24,

@log & account-id:log-group-name XK BREBHEBBIR. EEHAZEBFRER , EF
BIRE RS ESHATBI B 5 A,

(@ Note
RERECHER PWREHES TEMURR, NERKERNFAET , F2RERE,

CloudWatch B RWEEEENBAMBEERA @ £k

HWRFFZRCEEE |, CloudWatch BB E ABRRCHEE P TSN HEML. TRETELAH
PRERAVI AL o

MR EH Log Insights X BB RFEZ WU EAM CloudWatch R ER | B LAEAparsetn T HE
MBI HERNY , UEEXEAPERH. WFEFMEENR , 5528 CloudWatch HFF R FEHEE.

MRFRRBFWEEEB VLR BUETHE , B " CloudWatch BESRAMEA, SERZBN , I
EREeKMIN—EMMAR,. fln, MRAFWUBEE eexample.com , EBAWMNUEBEETA

@@example.com,

S kil PRZAY B R

Amazon VPC i = @timestamp , @logStream , @message, accountId , endTime,
Z A interfaceld , logStatus , startTime , version, action, bytes,
dstAddr, dstPort, packets, protocol, srcAddr, srcPort

Route 53 B @timestamp , @logStream , @message, edgelLocation , ednsClien
tSubnet , hostZoneld , protocol, queryName , queryTimestamp ,
queryType , resolverlp , responseCode , version

B B MR R
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=Rkl WREW B
Lambda H&& @timestamp , @logStream , @message, @requestId , @duration,

@billedDuration , @type, @maxMemoryUsed , @memorySize

MR Lambda BF{TEE X-Ray Bt ID , Al 2B ELL TN : @exrayTrac
eId # exraySegmentId .

CloudWatch "HFRAMN . & HBIRE Lambda ies& PG HEN , BE
BRARSEREESHTHE—ERER JSON F KR, IR Lambda BRFEH#HEE
%{E JSON HE& , Al LAE A parse o &R AT MFHER B WAL, wFEFEAM
B , 20 JSON HEEFHEAL

CloudTrail B3% INT|EFMMERA |, 35289 JSON HFEH R,

JSON #X#KH

=7\

Hih AFHEE @timestamp , @ingestionTime , @logStream , @message, @log.

JSON HFSEHRYR{L

£/ CloudWatch BEERABMN , BuI LA BERERA R JSON #fL, XNEZE JSON EH£54I
MEXNB R, ~E a6 A AR ZE JSON #14,

il : JSON B4

"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn: aws: iam: : 123456789012: user/Alice",
"accessKeyId": "EXAMPLE_KEY_ID",
"accountId": "123456789012",
"userName": "Alice"
.
"eventTime": "2014-03-06T21: 22: 547",
"eventSource": "ec2.amazonaws.com",
"eventName": "StartInstances",

JSON BFEH IR 59
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"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.255",
"userAgent": "ec2-api-toolsl.6.12.2",
"requestParameters": {

"instancesSet": {

"items": [
{
"instanceId": "i-abcdel23"

}

}
.
"responseElements": {
"instancesSet": {

"items": [
{
"instanceId": "i-abcdel23",
"currentState": {
"code": 0,
"name": "pending"
},
"previousState": {
"code": 80,
"name": "stopped"
}
}
]

& JSON EHITE—EE A userIdentity ¥, userIdentity @EE A type WL, &
EFAMMRRT type WE , BALUEA userIdentity.type,

il JSON EH TR FAEMBUEBNEZTENES, EEXRT
requestParameters.instancesSet AE—{EEE instanceld W& , BRI LAEHA
requestParameters.instancesSet.items.0.instanceld. MEBEM{L instancelID B E
F 0 ENRMEN items WENUE, TIHEFATE—EERXBHER , BRUOMAFE JSON BFSHH
9 & AR JSON 1,

gy . BH

fields @timestamp, @message

JSON BFEH IR 60
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| filter requestParameters.instancesSet.items.@.instanceld="i-abcdel23"
| sort @timestamp desc

ZEABLARERT —(AEH , ZEHEAEE filter SN EFHRRIZEEM JSON #1
instanceld B, EHZEHEL instanceld EER "i-abcdel23" WEE , WERIZI SR EE
KFrE BEE4,

(® Note

CloudWatch BFRARATER 2 0] A% JSON Fe&kBEEN 200 EFCEREHMAL, $H¥ REAE
MBS , ATAfE A paxse MO REERAERALF RERTN BFSHNRL. OFF
Bdparsem SHFFMER , 528 Amazon CloudWatch A& RPN EHE L.

CloudWatch Bit RF &= HEE;

BT CloudWatch BFSRABN , BAILEAEHMES REMCHEHE, ERNFEXETRNEANE
5, B2 BFRRA-RENX, EMMLBESR K URERKREN,

EERVESZERDTHER  FEAELRFRFT () 2RH T,
FEEVISHBNESR K FEARETT #) EAZBENFEE.

@ Note

CloudWatch Logs Insights @ B B/ i*RTREGESERENENL , YEE L @ FoHENBEAL,
MEERELBWNAFMENR , 5528 Amazon CloudWatch fEAEIEEHHN T E A FIHRE
EIH MR Lo

TRERHLEED S, LENRTHRSEGSHNFMRN , LHEEH,

@ Note

X CloudWatch SRS B Rl PHEHHESIEMALHEAMEAT D, TERFIL LHES
BRI R SEBA T EBRpattern, diffMUANWFEE# BT, unmask

EHFELE 61
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Amazon CloudWatch H&&

ERAEER

display

fields

filter

pattexrn

diff

parse

sort

stats

limit

dedup

unmask

Ht R ENRE

EERAGRTET —ERZESERL.

EEMERTETEERN  EXEATRAMEIMULENELEEEHTS
158 PR Sz 8T 408 o 9 R B A R 1

BREHUESRNS —ERSERAH BFSH

BHE&EN BREREBERL  UERER. EXARECHEMUCBESL
BWHAXFHEE, CloudWatch BEERABAMTRME D MR HE4FHERR
MEXN G %R, MEFHRER , BF2R EX D,

HERBEPRINCHRSHELNFRAEARRENCESHETLHER ,
ERAUSRES  UREREEEEHEETR/T,

HRAFWUERER , B —EAEUEEAPEENEIREA. parse X
EFAERZTHN glob EXFRAEER,

LUEE (asc) SIER (desc) FRERERM HFESEH.
FAAFMLEERARITEF.

EELFLEEHEONBEFEMHHAE LR, £/ sort AJEE "y 20
8. 3 "&iE 20 . &R

RBEEECRUPNEEEBRERNER.

EREAENRERRMEERLERNBTNEERRFEHNLBRE. WF
FEBERFETFERRENFAES 2R £ IE S Thaei B (R E R
&R,

CloudWatch Logs Insights th X BFF L LB, HEiT. BHKRE., BE. F
B, IPfrak , AR —AREXAEE,

LT & ERAHERE CloudWatch B RBEH M S HWFMEN.

FE
« display

» fields

BEHFEE
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- EREfRMY

* pattern
- 8

* parse
e sort

. gErER
+ limit
+ dedup
-+ unmask

- TMME, R, BUE. AEREMEMEE
- ZEBERF TR
- EEMADEM BB MR

display
£/ display EEAZRPER—ERSEFEMRNL

display S EETREEENEN. NRENEHATEZME display T , EHERESERLE
B# display S HIEERN AL

g6l - R — A

BARFBRSRET—EEHE6 , HEAHT BT enessage FHEIER , B HEHRA
loggingType M loggingMessage. EF#EEME loggingType H{EA ERROR WFTE AFSE
#, display EEEHBERPETR loggingMessage H{E,

fields @message

| parse @message "[*] *" as loggingType, loggingMessage
| filter loggingType = "ERROR"

| display loggingMessage

® Tip
EEHPEFEA—IR display,. MREHEEHPZIXEA display , IEHERAGERE
B#&—XER display S EEENBNAL

display 63
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fields

£/ fields EEMHBRFERISEMR L,

MREENEHTEZME fields ®TAREE display T, HIFERSERE fields ®HTHEE
IZIESE R

g5 . B EMN

THEFFER—EER , ©EE 20 BAFEHLEREFEREM. SEEHERPETR etimestamp
M @message W&,

fields @timestamp, @message
| sort e@timestamp desc
| limit 20

EEBEMFA fields TENTEARENREREIBUELR L EEHAPEANTEAUE , F£H
fields Mm3E display.,

R LEEMER fields @S HERT as , EAFEHPELFEAMUNRE W EEEAL, £l
W : fields ispresent as isRes BN —fE#& A isRes WHFEHN , MEERUL T EZHEREH
M.

BRI RAT
£ filter REVGER—ERS ERAAZH AHEH
#H) A — B B ES

BB REET—EEHES , HEEE range WEKR 3000 WAE BREH. ZEHBERR
520 EHFEH , WIRR etimestamp FERIEFH BRFREHETHR

fields @timestamp, @message
| filter (range>3000)

| sort @timestamp desc

| 1limit 20

g6 : ERZERNEERFEH
AL ERBERF and M or & E S ERME.

fields 64



Amazon CloudWatch B EREER

EBRESRSETR—EAEHES , HEEE range WEKXR 3000 B accountId WESRA
123456789012 H AEEEH. ZEWKERRFIA 20 EAFEHN , XIRE etimestamp KIERIERF
HEFEMHETHER.

fields @timestamp, @message

| filter (range>3000 and accountId=123456789012)
| sort @timestamp desc

| 1imit 20

filter Ap 5 A L A8 B RIZES

RGOS XEEARAKEN., EUNFEATILEER S (=, !=, <, <=, >, >=) IWHEEEF
(and. or A% not).

B LAERARBEF in RARBRENKEERLBREEIFNTE, EERESEIIFHTE , BESIK
£in 2%, BULEE in FRAAMEET not, BB EHRER in EEHNVAFZBHETHN
HAFEH, MUXERZTENTH, i, THARXNBHREETREHEA in REEMA LlogGroup
RSB FEHE example_group B AREHS,

fields @timestamp, @message
| filter logGroup in ["example_group"]

IERLMER B TR 1ike M not like REEH FF B, BAUEARAURENER T =~ REHF
FH, BELEHTER like M not like WFFH , FRELHN T FRREESIRIES KPP, &
A BAFEEL 1ike M not like EARAIRERNER, FECERARUREXNEEFRIEBFFH , FU
MRBEERELENTFR, TIHMHESEXNBHR , FHIAER filter B REH FF &,

il : LbF PR
LT EflEEE f1 E8EF Exception WAFREH, MIE=ZAEMHSED K NE.
E—EEF LEEE like W FF/.

fields f1, f2, f3
| filter f1 like "Exception"

FESEHILLE TR like MRAKREXNEXNFF B,

fields f1, f2, 3
| filter f1 like /Exception/

B R 65
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F-EsEfELE FFRERIRERN,

fields f1, f2, f3
| filter f1 =~ /Exception/

gl kHFFREEBRFTR

O LERARER () EFARIRESTNERAFAREE FFH, ETHEG+T , EHSEREL
& Servicelog FEH f1 WEMRFIER,

fields f1, f2, f3
| filter f1 like /Servicelog./

BRI AR (¢ REARE—BEKRTR  REVESYEF , ERYEASEREBETESHE
HEH, o, U TEHLERELFE Servicelog FAMEEEEFE Servicelog 1Y f1 WiE
MRFER,

fields f1, f2, f3
| filter f1 like /Servicelog.*/

AREMMEAFHEBE B TAR

* ServicelLogSampleApilLogGroup
* SampleApilLogGroupServicelog

g6 : RANAEBEPHRTFFH

UTEfeRneEn AFEHNES , SR BFENF f1 TEE2HEF Exception, EEEEHIE
DRNE.

fields f1, f2, f3
| filter f1 not like "Exception"

g6 : LBEDRPNBENFFH

R HER like MRAREXNBRBD KNBHFFH, FHTIHZH () REEBRELHN T
FERZEl, THHMERRIEEDFEMHNENS , BN BEFESEHT f1 S8 HEF Exception

exception,

fields f1, f2, 3

B R 66
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| filter f1 like /(?i)Exception/

pattern
£ pattern BEEEMN BFERB RN , BIEBER.

EXREAFHUCERBEANARNFEE. SlEApattern’RERHTEBE, ERCHAE
B, URBRRERERSHAMECEIT, CloudWatch Logs Insights thi2 it R A 88 , AIZEEA
REFNE-—SoMEHEHTIHNER, NFEFAER A F2H EXI.

HAZpattern® T EEBEBAERERX , REETIEHEBEESMNOTLEENES. Stharsl
# pattern B8 filter., parse ™ sort MTHREMEH , TESRBHANEHPEAER,

BRI A

pattern S EBUTEM—EH A : emessage #L. Bl parse B HEIMMMEEMEL , REH—
L EFREEBRBENT SR,

EXm o
pattern W TEEEUTEE :

« @pattern: AREAMUcEARBHENABXFRER. EXPTEHMA (HINFER ID HEH
Bi5c) 88 <*> KRR, Hla, [INFO] Request time: <*> ms R HFFAME [INFO] Request
time: 327 ms AIEERVERH,

. eratio : FREMMIAIEE Bs6RHES  HATRBERN BRSELA. i , MERERM B3
EAMA R — KN B RBHHAER  eratio HEME 0.50

« @sampleCount : FMEHIEMNEE B#FFMEY , FEE2RANEXNAFEHEE.

- @severitylabel : BFFEBEMNER , EHAFZHNWERESR |, W0 Exrror, Warning, Info
= Debugo

g4
UTatedblrmBnfaEnEE AR EPEREAEBN AR  SREXNHELHE S B

pattern @message

pattern i A LAEE filter i REEEA

filter @message like /ERROR/

pattern 67
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| pattern e@message

pattern S A E parse M sort HEHREFEH

filter @message like /ERROR/

| parse @message 'Failed to do: *' as cause
| pattern cause

| sort @sampleCount asc

=&

BERABAKINEHSHRENRREERENTHSHETLEE., Wtk—XR , ZRTUSKE
2 WHRHESENEEREHERATN,

BASERAFIEERJiIfS , WEELREE LBV EM

- diffEENENRESEEANCHESHEEEC I NBEENCHESHETLER,

« diff previousDay# B BERKEEHEEANCHESHEG —XE —RENEHSHETHE,
« diff previousWeek#§ B el ZRFRESEEANCEHKSHE —EHE—RHEN &S ETLE.

« diff previousMonth# B elZHKEHEANGCHEM4EN —@EAMEFRENGCESKSHETL
B,

MBEHEER |

E
¢

20 HenWSEEEETHR (£8 ).

parse

£/ parse R AFHMUEINER , YEY —FAETEEAFTEENEEMEM. parse XEFRERAF
7tH glob IBX B AEE N, WEEABANEEXNEEZNENR , F2REIENHRAEER (regex) 55
o

&R LAE AR R RFEXFIHT EA JSON 1L,
g5 : HHTEAR JSON 1L
BABH R @I ERERHEER LK JSON BEEH.

{'fieldsA': 'logs', 'fieldsB': [{'fA': 'al'}, {'fA': 'a2'}]1}

EXGFEReRET—EEERAEESNEN , H2MEE fieldsA M fieldsB WE , B HEEUR
fI f1d M array,
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parse @message "'fieldsA': '*', 'fieldsB': ['*']" as fld, array

B & fHEHE
B8 parse RIERKREALEERAR , SRR ENEGFASRENENIRMLFT, FER

parse @message (?<Name>pattern)..

AT E6I#E VPC FE B L EAREEEHR |, 45 ENI #EELRIE B NetworkInterface IR,

parse @message /(?<NetworkInterface>eni-.*?) / display e@timestamp, NetworkInterface

(® Note

JSON BREEHEEHNMBERYL. BEl , TXEMER glob EHE A AT EiR JSON ML,
B REERIMTE ST EIA 200 18 B FE4 MR JSON BEEEH. JHTEMR JSON HAE | &
HARKNCEFPHRAREN | IS JSON BESHEN,

H A e A EE B

£/ glob EE , £t H# WL emessage P HEEMH{L @user. @method l @latency , W {&E[E
emethod 7l euser FEFEEHEENFIILE,

parse @message "user=*, method:*, latency := *" as @user,
e@emethod, @latency | stats avg(@latency) by @method,
@user

EARAERERN , ®£BAF WL emessage PHEEMA{L @user2, emethod2 #l @latency2 , I {EM]
@method2 fl euser2 REFEEEEHNFHLE,

parse @message /user=(?<user2>.*?), method:(?<method2>.*?),
latency := (?<latency2>.*?)/ | stats avg(latency2) by emethod2,
@user2

FEENH#E L loggingTime. loggingType 1 loggingMessage , Y &FiZ @S ERROR 5 INFO F &/
B4 , AEREEHTE ERROR FENEH , EH R loggingMessage # loggingType @1,

FIELDS @message
| PARSE @message "* [*] *" as loggingTime, loggingType, loggingMessage
| FILTER loggingType IN ["ERROR", "INFO0"]

parse 69
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| DISPLAY loggingMessage, loggingType = "ERROR" as isError

sort

£/ sort IRIEEMMNLUEE (asc) FIER (desc) JEFERBFEN. EUEREA Linit 5
REY "HINEL X "KIN B EA

FREERBAYFNENIRE, MRELUERIEFHF , AIgEATIIREE.

- FFEFEFEBEMBREZN,. BEREZSBFHNE , MARHFNHEMAFTHES,
- HRERFE , RELZEREENBFFINEENFRFZ N2 EXTRN EBRUETLER, R
Unicode E¥f IEBF o ETHF , YA AREREHFFHFID  RAREEBER R

WEERE Unicode JEFHIFEIES , 5526 Unicode FILigE,

Bl , T3 R LGEE BT HEF R

11 >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> gorted by unicode order

#

*%04

Q# >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> Alphanumeric starting with numbers

5A

111A >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>  Starts with more digits than 5A, so it sorted
to be later than 5A

2345_

@ >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> 2345 is compared with @ in the unicode order,

@_

A >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> \glues starting with letters

A9876fghj

al2345hfh

Q >>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>>> Number values

01

1

2

3

MRELGERIEFHEF |, REEFEREER
Bl , T3] Amazon VPC jif2 B EH SR HE T HAve 15 EH 2B,

stats sum(packets) as packetsTransferred by srcAddr, dstAddr

sort 70
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| sort packetsTransferred desc
| 1limit 15

AT ER

£/ stats BV AFERNEBLRR , fIREE. FiREFNEEESE, EVHEEERERM
B ER P HER, CloudWatch Logs Insights @8t Astats BN —RZEREHBMNE
HEEREBYUR,

fitn | Route 53 HEEAHEFH T ERSELQRELHRR , MEBHEEE RS/ MK Route 53 ;L&D
ftEt.

stats count(*) by queryType, bin(lh)

FRELERARAUELERKE,. MRENEHER bin() HXNBER —EMME—RSEETEH
18, BESEAUEITRENERENE,

bin MEXEUTEHBEMLNES. HRESZBAFANAMABENLNES , XBENL s RRFEH.
FREA hx # hrs &7 R 23R8 E K 2o

* millisecond ms msec
* second s sec

* minutemmin

* hour h hr

« dayd

 week w

* month mo mon

* quarter qqtr
e yearyyr

ES |

- BEHLE2EREFIIER

- KRBT BN AFER

« EE-EHPEASERTEADT
- ERFTENEREANERE
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HEICERKEFIER
REFIIRBERAREE TS ENEN

- ENES R ERBRE. NFFHAEA

Command,

- EFEM bin() HBUKR—EMRMRDBER.

u

#82: B Aggregation Functions in the Stats

ELERATUELTRE. HBRERE. REENEHE,

MEZTENHZE | 52 8the section called “ZEHRIE : MITEHRELBEFIEEN,

UTREZBRREEFIGBILNERDSES,

UTE#R myfieldl MUNFHEEERERR  HPE5 0ERV—BEERN. SEERNNEH
wHAI RS ERN myfieldl ENFHERE.

stats avg(myfieldl) by bin(5m)

UTEARBTEARVEL=EENRERR HPS5 082V —EENN. EXLBLRRASE
HYSRMEEE , AR bin() MA DB,

stats avg(myfieldl), min(myfield2), max(myfield3) by bin(5m)

4R [ R 34 e [ 320 I R 61

FREHKEEEAEBREA bin() HENEAUTEERHKEE, T8 , XEHBLIEEATRESHEE
HE., MEELEEHFERWEMET , 52 M the section called “1R BV SRR WL D HEM BFER,

RBLERKMAL 2B BFESR

LU LRMER stats KEN-HZSERBEHBNEHELERKE. WFFAEF , F2H

Aggregation Functions in the Stats Command.

HEEEREBN , FHITEM. B Visualization (1RE{L) FH, , ZE Line (¥R1%) ZBRISIE , AL
#1F Bar (Rff). RIREPHEBILRF/HS 100 BERME.

g4
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WEZTBNHZ | F2Hthe sectlon called “HERE : UTEANELE KB FRUDENRERR",
LTREZEESSESWHREBMUETRENHNERED,

T3 VPC AR AFEASSHREEB N, SETHERRERN FIILTEB,

stats avg(bytes) by dstAddr

BTN ELE—EEX , EhEssBERENSEARK. flU, T3 VPC RERFEASSKREME
By fuat, SETITERRERNFIOMEAMTHER,

stats avg(bytes), max(bytes) by dstAddr
THEHESHEEEHEEH Amazon Route 53 B HFHE,

stats count(*) by queryType

HE-EHPEASERTEART

BRLUEE-EHPEAZEMME stats 75, EREEESE —EARENE L EHTRANER,
g5 EAME stats RETES

flan , LTEHSGAHE 5 7ERBNARE , ARFAEEL 5 7ERBNES. REMFIRE.

FIELDS strlen(@message) AS message_length
| STATS sum(message_length)/1024/1024 as logs_mb BY bin(5m)
| STATS max(logs_mb) AS peak_ingest_mb,

min(logs_mb) AS min_ingest_mb,

avg(logs_mb) AS avg_ingest_mb

g B ERAER D TEAMEKE (FlM filter, fields, bin) &S

B UEE—w TSP, BWE stats P EEMBS (HIW filter M fields) MES. Hlwn , K
TEHASSKRIERETTE IP tutWEE  XKAFKFEASKIERERE , HREL IP it
BREBRESERAFRT &N TERERFE RN,

STATS count_distinct(client_ip) AS session_ips,
count(*) AS requests BY session_id, client_platform
| FILTER session_ips > 1
| STATS count(*) AS multiple_ip_sessions,
sum(requests) / count(*) AS avg_session_requests BY client_platform
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BOLLVEEEZE stats PN EHBEA bin M dateceil HE, N , U TEHELBAES
Bt 5 D EMEG | ?)‘éﬂgfﬁ‘é PTENEREEAS 10 7ENER , ITESE 10 2 EERANT
rj\ Eiﬁi*uq:fgumsao

FIELDS strlen(emessage) AS message_length
| STATS sum(message_length) / 1024 / 1024 AS logs_mb BY BIN(5m) as @t
| STATS max(logs_mb) AS peak_ingest_mb,

min(logs_mb) AS min_ingest_mb,

avg(logs_mb) AS avg_ingest_mb BY dateceil(@t, 10m)

i 5 B2 BR
EHRZZALLEME stats i H. HEEELESE

MREER—E sort & limit v H , IEXEHBESE @ stats 2%, MREFE
stats R 2ZH , EFEN,

EEHEME stats mHEF , HE—@ stats RETHZA , TSHBBETREHNTOHER,

EE-—EHNE @ stats HH , ERESBE—@E stats WP ERMMAL. Bl , UTES
&M, BA emessage MU EEE —IX stats BB 2RI AIUFEA,

FIELDS @message

| STATS SUM(Fault) by Operation

# You can only reference 'SUM(Fault)  or Operation at this point

| STATS MAX(strlen(emessage)) AS MaxMessageSize # Invalid reference to @message

BHEF—E stats WHEZRBBNEMARA , MAAEXE—E stats BHTHER,

STATS sum(x) as sum_x by y, z
| STATS max(sum_x) as max_x by z
# You can only reference "max(sum_x)', max_x or z at this point

/A Important

bin RBIBHKRUBEN S AEA etimestamp Wi, EXRTMRAFEHE —E stats &H
& timestamp WL , MEEHEFE — @ stats R EM bin, HlI , LTEHER.

FIELDS strlen(e@message) AS message_length
| STATS sum(message_length) AS ingested_bytes BY @logStream
| STATS avg(ingested_bytes) BY bin(5m) # Invalid reference to @timestamp field
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ERAEER

Hitt , FEESE—1E stats MPTESE etimestamp WL , ABHMTUEFE =@ stats &5
R AREE dateceil #BEEA , LILATEBIFT R

FIELDS strlen(@message) AS message_length
| STATS sum(message_length) AS ingested_bytes, max(@timestamp) as @t BY

@logStream

| STATS avg(ingested_bytes) BY dateceil(@t, 5m)

BT AR R AR

CloudWatch BB R ZERFTERNEARXNRITEREFEER,

7 stats R FEARTERNRBEE , YAFEEBRBIEIH,

B

avg(fieldName:
NumericlLogField)

count()

count(fieldName:
LogField)

count_distinct(fie
1dName: LogField)

max(fieldName:
LogField)

min(fieldName:
LogField)

pct(fieldName:
LogFieldValue,
percent: number)

fEREE
¥

number

number

LogFieldV
alue

LogFieldV
alue

LogFieldV
alue

DU

PRIEEM AL AV ER FEH,

STEAFEHE. count() (B count(*))
FTEEHERENFIESEMHE , count(fie
ldName) FETESEEMMNBABNITIERLE
2,

EEEUNE—EEE, NRHUEEENER
(BEHFZMH—E), Bl count_distinct &
/9B R 2iELUES

HEFTER BEEF I B SRV E LR,

HEFRER B It B FEM AR E TR,

BofuEEEHERSEPHBERFNE
o 5 | pct(@duration, 95) &M

mETESR
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B rEREA DU

@duration &, HEF @duration HEE
95% IKNEEE , B 5% s EREE.

stddev(fieldName: number FTiEEBMMN PN ENZEEE,
NumericlLogField)
sum(fieldName: number FriEEWM P HERER,
NumericlLogField)

Stats IFRBEEKE

FRBEHTHARN stats %, BAIMEAHMEBASIBEA.

Bz ERER HiR
earliest(fieldName: LogField HREEHEFPEERENEBENAFSEHF
LogField) &[E fieldName MH1E,
latest(fieldName: LogField REEHAFHEERBRIEEB LN BFEHF
LogField) &E fieldName W&,
sortsFirst(fieldNa LogField EREEHAFBPREEFE fieldName
me: LogField) B,
sortsLast(fieldName: LogField EREEHAFPREHEFHN fieldName
LogField) E,

limit

£/ linit HELFEEHELQN BRFSHRE.

flgn , THEHEED 25 EEIEYEFEH

fields @timestamp, e@message | sort e@timestamp desc | limit 25

limit 76
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dedup

£/ dedup RIFEEMU PNV EEBBRERNGE R, T dedup B—ERZEMAIBE LR
MR dedup IEE—EMNL , ARASHEZRUNSEE —EEE —ERFEH. NREEZER
fu, Mgttt MmN SER —EESEE —ERFEH.

REERBEHFIEFEEEEEE K AeRBHEFIEFTHNE—RBER. BERLLHERETHR ,
REBBIER dedup HRETHF, MREER dedup T2 RIABERETHF , SKRAMEA
@timestamp MFEFERBEFIEF

Null EFREFRRATANEEEH.,. RASRBEMNEERMNV2ES Null BN BFEH. EHRESR
null BN FER , BFRAMFER isPresent(field) EHEHM filter,

A LA dedup S R 2 BN EATERANKE -—EHHTA Limit,
g6 . EEBRA server ZMUNBEMK —ENKIIHFEEH

T Y€ HIFER server NEEM —ENRIEEHN timestamp, server, severity Ml message
WAL

fields @timestamp, server, severity, message
| sort @timestamp desc
| dedup server

W% CloudWatch HEERBEHNEZ S , FSE —KEH.
unmask

£ unmask IVEREAERRERRMESELAZTNEBAFZEHNEBAR. BEFEHLS
S, BB E logs:Unmask 55 ™,

MEEMAFHEPERRENFMEN B0 CHAESENEHERERRBFER,
mME, k&R, BE. BHREBMEMERE
CloudWatch B RBXEEHPHNFZHMIREMTIEE , AT S EMR,

nlh

e

. HHEH T
. TAEEE T
. HEHEHT

dedup 77
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- HEEETF

- BHIREEHE

- —REE

o IP st FREE

- FHREH

BinEHE T

BEfBEEFUESUHEERNERELAS|Y®  MEAESEOREZR, EMEEFTAR filter M
fields % , LA LMEAEMEKEMWSIBIER,

YE= iR

a+bh yi[1D5

a-b &

a*b JeE

a/b B

a’*b E# (2 » 3/8E 8)
as%hb BEREY (10 = 3 EE 1)
WMEEE T

FERAMEIEEF and. oxr M not.

(@ Note
AMEEE FERANZER TRUE 5 FALSE BB,

‘_l-

LBOEHE T

HBEEFUEZUMEERNERERSIH  MASEQAMERZR. LBEEEFATAR filter @
T, A MERH MR BRI BER,
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BE T DU

= ERN

I= TER

< PR

> KRR

<= PRBJER
>= RRFER

HEESET

HEEEEIBEENREELASIH  YENHERR, BEEETARN filter M fields @ ,
A MERE MR B 5| BEM.

1B ERER iR

abs(a: number) g2¥ BYHE

ceil(a: number) number RN PR (KR a B
H&R/NEE)

floor(a: number) number ERHREZITR (MR aE
PR AEE)

greatest(a: number BEEsXAE

number, ...numbers:

number([])

least(a: number BE&/ME

number, ...numbers:

number[])

log(a: number) number EEAYIE

WAME. B, BUE. RHIRENEGRS 79
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1ES HEREA iR
sqrt(a: number) number EHR
B HA B3 ] B &

B H B B

BRREEB AT AR fields M filter 6% , B AIMEARMEBNSIBER, WREFAREAT
RERE , EUNEASLERBREYRE, ERABBFMNTIES —HEKKEBE

- msEW¥

- sEMiE
- mEgoiE
o hBU/NEE

flan , 10m 2 10 08&E , 1h 1 D,

@ Note
ATYBEPEEREFEAREENEBENM, CloudWatch ;RS ERIBER BN FEEN
RIRFIEHNER, il , ©ELRA 60 FAEANTEABRNZEAEs. At , NREE
Ebin(300s) , CloudWatch Logs B LHHEEBR A 60 K HAE602—2EANVE , B
It CloudWatch AT EFEA AR 60 N8 Fs, EEEI 5 HEMNERE , FBbin(5m) A,
# EBRmsZ 1000 , sFHIIEFm=2 60 , LBRhZE 24,

TRIMEAUEEIGTFEANTRBHREARY. ZIIRIETESEANANERER  Ya=HE
BB AR A

® Tip
BYBHGHE  CTNEABBEREES  RENCEEANEHE, fi  STURE
5 78R 30 o EMNREMR ;1 /DB, 3/EM 12 /MEBNRERE  IEETHREEE, &Stdard
ERERHERERFBR,
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X5 ERER iR
bin(period: Period) A& # @timestamp MIEMNEAAFIEERBE ,

REBE, HIW , bin(5m) #§ @timestamp
HNENEIAZTREILN 5 5.

ERLMERALRFEEMTRZSERFKRE A
-2, UTEHERZNEFIIMERET B

filter @message like /Exception/
| stats count(*) as exceptionCount
by bin(1h)
| sort exceptionCount desc

bin HEXEUATREELNERS. HREEZ
BF THARBENNES , XBMNL s RRRE
§io Jiﬁl*}( hr *ﬂ hrs %’Efﬁﬁm Eiﬂ%ao

* millisecond ms msec
* second s sec

* minutemmin

* hour h hr

* dayd

« week w

* month mo mon

* quarter qqtr

- yearyyr
datefloor(timestamp: R D HEES B AEENERE. 6
Timestamp, period: W , datefloor(@timestamp, 1h) #&
Period) @timestamp WFATEEBE &Y/,
dateceil(timestamp RFEBR REFBECEGREENIIEEER , AREBE.
: Timestamp, period: f5lan |, dateceil(@timestamp, 1h) #
Period) @timestamp WATEEBE AR/,
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B mRER iR

fromMillis(fieldNa RFEE R fRZE AMNALA B Unix epoch ARHNER & |
me: number) I AS H s A R BEC .
toMillis(fieldName: number BiEEEMUPRINVSHEBLERAYT
Timestamp) , {83 B Unix epoch AR ZH &, Hlin

: toMillis(etimestamp) EHEEER
2022-01-14T13:18:031.000-08:00 [
# 5 1642195111000 .

@ Note
Bal, CloudWatch B EEZRAMRAT A 3R AR R K BB EHER &%,

— IR
— BB

—REBAAR fields M filter % , WA LERE R B SIBER.

[EX ERER iR
ispresent(fieldName: LogField) Boolean MRBNEFEE , EE true

coalesce(fieldName: LogField BERFEEPNE —EIEZE
LogField, ...fieldNames: LogField[
D

IP 331t 7 BB B B
IP 331t = 2R 5 B

IP bt FERBBATAR filter M fields 9 , LA MEAE BN S EFEA,
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B ERER iR

isValidIp(fieldName: mME MBI EEME IPv4 = IPv6 it | BlEEE
string) true,

isValidIpV4(fieldN boolean W RE 2B IPv4 bt | BIEE true,

ame: string)

isValidIpV6(fieldN boolean MR EER IPv6 bt | BIEE true,
ame: string)

isIpInSubnet(field boolean MRBURIEE v4 3 v6 FHEKAMNER IPv4
Name: string, subnet: 5 IPv6 Hhit | BIEE true. 18E FHEKE ,
string) £ CIDR &ie% , fla0 192.0.2.0/24

= 2001:db8::/32 , HA 192.0.2.0 T{
2001:db8:: & CIDR ESRMERMNE.,

isIpv4InSubnet(fie boolean MREBMURIEE v4 FRBANER IPv4 ith
1dName: string, -, BHEE true, EEFBEE 6 BEH
subnet: string) CIDR 5% , fltn 192.0.2.0/24 , &

192.0.2.0 = CIDR [E#HEIBIE,

isIpv6InSubnet(fie boolean MREBMURIEE v6 FREAKNBEX IPV6 ith
1dName: string, i, BHEE true, EEFBEE 6 FEH
subnet: string) CIDR #&72% , filfn 2001:db8::/32 |, HH

2001:db8:: =2 CIDR EHMiRIBuE,

FEREE
FEEY

FEREAAR fields M filter s , LA LMEABEMEREHSIBFER,

B = mRER iR
isempty(fieldName: string) Number MEABUEBLIARRZBFH
gm 1.
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B HERER iR
isblank(fieldName: string) Number MERVIBER, BREEAFHEY

REgz=k , 80 1.

concat(str: string, ...strings: string BREFHR,

string[])

ltrim(str: string) string MRHBIEE @518,
AleBRFEEANZEE,

ltrim(str: string, trimChars: MEEESEE —EEEa g

SEng ) BITEBREE, MRk

str ZfIBKR trimChars &
MFIt, Bl , 1trim("xy
Zxyfooxyz","xyz") {&HE

"fooxyZ",
rtrim(str: string) string MREBREE=EIH,
REeBRFELEANER,
rtrim(str: string, trimChars: MEESES —EEE3H
SR BITFRBRER, MRt

str GHI#BR trimChars
H=FT, HlEN , rtrim("xy
ZfooxyxyzZ","xyZ") {&H

"xyZfoo",
trim(str: string) string MERELZEE_ESIZ , A
SRRFTEMANZEE, R
trim(str: string, trimChars: HEEE @252  BF
sl BBBREK, MRME str Wl

BB trimChars WFT. fi
w, trim("xyZxyfooxyxy
Z", uxyzu) E@ ||.F00||°

strlen(str: string) number B Unicode FiBi5ZEREFH
HNRE,
toupper(str: string) string 7 RERRKE,
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Bz HEREA iR

tolower(str: string) string 17 BB DNE,

substr(str: string, startIndex: string BEEREFEIHIEEN RS F

number) FTEEENTFFHE, RE
HEFE_E"F5IE , AR

substr(str: string, startIndex: SeEENNIEREE, fi

number, length: number) 0, substr("xyzfooxyZ"

,3, 3) &E "foo",

replace(fieldName: string, string Bl replaceValue HUX
searchValue: string, replaceVa fieldName: string Hif
lue: string) HWFTA searchvValue

flan : B replace(l
ogGroup, "smoke_tes
t","Smoke") S

1 logGroup FEEFHE
smoke_test M BFEH ,
WHSEERAFH Smoke,

strcontains(str: string, searchVal number R str @& searchval
ue: string) ue , BIEE 1, FAER 0,

SBERHRFITHEN
MRBNIEFHRIIE () UANEREZT , EHLBEBYFMNERSIRET (). Fli0 : BFEH
{I foo-bar EHFRHBFt , FELEFR (-) , RS BEERKR SIS (" foo-bar’) 2M.

B B & MR

BUYSHARENER, SAFRUENGS  EBEIELEARMCE , HaERARE, ERERT
as R AWMU ERB TR, BUNEEHPEASERE, EAMETIHE-—HTSHRERBS !
« fields

* parse

* sort
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* stats

UTaEflEgrBNRLERRENER.
g4

EHH fields TP EERIE,

fields @timestamp, @message, accountId as ID
| sort @timestamp desc
| 1limit 20

EHLEOM{L etimestamp, @message M accountId BB, HRLERARNEEF , BR& A
20, accountId WEEETREIE ID KT,

g4

EBHM sort M stats MHFEHEFE.

stats count(*) by duration as time
| sort time desc

EHFFTEMWN duration HIRR BEEFHBEFNRE , YLUER A RNEEREF, duration WEE
BRNBIE time KT,

£ LA

CloudWatch A RBX EERMTWER. EAMEFTT #) FAEHENRE. BUNERER , 285
BERH XA EHPHIT.

g5l . &

LUTEMETE , RIS ZEE =17,

fields @timestamp, @message, accountId

# | filter accountId not like "7983124201998"
| sort @timestamp desc

| 1limit 20
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W i

CloudWatch EEEHRHER , BRERABNELARRBETREEIRSEHREN, BXARELRERLT
ZEEEHBENRAXFTERE. ELREEHFRR , BUIRE BX]) R5IE8 , E5RIFHERE

Pl EIH CloudWatch BN, HE , BRI apatternTHIMBIER+ , Lo wEEMARFR

HBEHEPHER,

REBHRIMAREKERER  BAEE U ABREEEHBEREEHEER,
s BT 5 = @S Hravssl

2023-01-01 19:00:01 [INFO] Calling DynamoDB to store for resource id 12342342k124-12345
2023-01-01 19:00:02 [INFO] Calling DynamoDB to store for resource id 324892398123-12345
2023-01-01 19:00:03 [INFO] Calling DynamoDB to store for resource id 3ff231242342-12345

B LE—Eg6h , ME=ERKEAHER—EER

<*> <*> [INFO] Calling DynamoDB to store for resource id <*>

ERXFHNFZERBADHE, EXPTENEMA (FINER ID SEREBE) RHEER, SEDEER
&<*>1f CloudWatch iR #iE B RER T

BREERNE REM TIERERT. KEBEXNER ID. THEXRTDRETENEEE, HW, NRB
RETEAR HTTP B:RAK , AISHETRER501,

B Rt AR CloudWatch BEEEFEMRABRMLE I, MEFMER  FSH LHEEEE X &
ZBNESESEEETER (£X).

BRI ERREN D

HERE RS B EBEET CloudWatch BFEFERABMEHTEIT, T2 Epatternw THEHARER
R REFIRESEEFS4HNER,

MREHEEHFEERXpattern® T , AISHBEERTNCHESHENTERN DN, ESRUERRE
MEXER  BRELEMpatterniE Tl , TEEERMKEHEN. WREH KRB Epattern, A
B ERERBER 1000 EEENRESHAREEEHPEANRGIELER, MRESEpatternit
AT, B "X, REIEBFETINEREREMNTSHABERESHITEHR,

ZE:MBE A CloudWatch HEERABRT A ERX 2

1. BELATERR CloudWatch 3 &, https://console.aws.amazon.com/cloudwatch/
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Amazon CloudWatch B EREER

2.

HEEERF | EE [FCK]. [REERAEMN.

£ Logs Insights (A35RA%) AR L , EHEEHFTZSSEME 20 FHH AREHNEREA.
BBREAGRPHNE—| linit 2017, EEHBFEROTAR

fields @timestamp, @message, @logStream, @log
| sort @timestamp desc

£ (EEGE&EE] THBFES  BE-NZEEREHVRETE.
(CER) £RKERERERR  ENEEEHNEER,

ERILOEEE 5 88N 30 pEMNBER ; 1 /MK, 3/MEN 12 /MRNER ; IEERREEE.
#E THTEM. URBEH.

BEHTRHITR , [[AF] REIEBRERMIEHNEONRHSHARE, RIRLHTRARES D HFCH
CEEHAEE , BORER 71,101 RC&FHY 1000 REE.,

#E TR, BR.

ERXRBESGETEHAPRINES, AREF TS Spattern@n ® , B HRSIEBRISGER
£ TRCHRME L REIBEBRKPETM 1000 FRHKESHPBRANRER,

frEEEKX SRR TIER

- EX  BEDESHERR<*>,
- EHFR tRRRAEREERNLHESHTNRE,. RIE "SHEL WRE |, KERSRF
W
- BfR | HEsEAcERRESHNE S .
"BREM, BE  ERRETIHP-E
- R, NREXIE TEHR, &
- IREXEE "BE) —F, BEFEs THR,  IERLES,
* INFO , IREX TS BEEHEHR

EEBREMHEFAREE  KEEHEFEN,
BESFEH, SEHPH| sort @timestamp desciTHRAE| pattern @message , LAE
TENEHNTAR

fields @timestamp, @message, @logStream, @log
| pattern e@message
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10. iE4E Run query (B11T&EH),

BERTHE , [ ZIRBHREEARER. T8 , (K] ZIRBTREIEESHER |, &
BN EREFEEME.

1. EREREEEEpatternEEAT , MUNE-—SIREEHELWEX, BREEM , FE B
B, WP EREEP—EARKNE TR,
BEXAREERBAHER  YERTIRR

- BEX, ERAPRE-ETHRUDITETEHE.

- BrEEHNKEEEARNHRABNRKE. ETNARBERNABNES  AINEXERE
ZRARE N,

- [RCR#H] REIRBER T —EFSFMEEANIHEEH
- MREEENMBEEY , A "RHRE. EREERMEDEERNE,

(® Note

FERCHRRZ AT HEE 10 BECHRE. TR TRETHE®, CloudWatch BESERABE
ST RER TR, MAREBHE.

"HEEY, REREESEERENEbES | BAEERENEIIERERE, Fl, m

SRERROREMWERNBEHMES —ERLAEMFHERINFONRKEREMH , AISTELERTRX
B3,

BEEA S SHFEEE

AEZEeE@pattern T REAENEZFHMENA.

- EE—@EHEP , RMEFMEMERT Zsortm® , patternARAMREH Epattern TEREIE
we, BIZmsort T &M, E—fBpatternZz i REMWsort,
WMFEpatternsBEMFMER , FSBpattern,
- BEfffEE#patternPEAE | @messageSB R Epatternts s HiBEA H b — BB
- AL EfilterBET 2B @FEZKpatternis® , WEEKEENCHSBHERERT| S THE A
- FETEREMUNERNER | fliparselESITEMNMNA , FEMApattern @fieldname,
- EEFEHEAHNES PINEAstatsHHNER) FTEHEEERNER,
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BepiESEETER (Z8)

SETLAER CloudWatch BESRABITRLER —REFALRHSHTHEE, SUUSKREKEEER
WER S E — AR RNVCHEEETLER, 2E , SUTUEEUNBEREBHETLEE, EF
By HREHEPNERERIOSIANERCEHRE |, YW HEIERHEtEZ,

hBEEHREERERTHNENX K MAeEERGRESEH. BENEXTHPEREES -KEFER
ALSREMHNBBNEE, JTHREHEIMEERNGER 2R , EUUSIERER 2RI FRHEE
BEM. NFERHEERANFAET  F2REX D,

ELRTERERN , RRERBEMETCRNHBRSMER | LZNNREEHHE , UK EEH
B, LBAEKERREEANEBNREMEE, EBENARKEBERNOT.

« Bl —{EIEH — EEMHEZ AR RERET LR

« Bl—K — EEFHHE - RN SEEEETLER,

« Bl—iE — EEFHHE I BN EEEETER,

- LEA — REAME 2 —EANEBHEEET LR,

(® Note

FRABNEASELEELUNAESHIEEEE A ITE — CloudWatch iR ABITERNE
B. MEHMET , 5528 Amazon CloudWatch E1{E,

BEITHERES

1. BELATERR CloudWatch 3 A&, https://console.aws.amazon.com/cloudwatch/

HEEBEEKRT | BE [RRKR]. [FREERAEN].

AREAGHREEA R RG,

REFEREASBATENES,

£ [BEGEEEE] THNBED , BE-SZEAEEHNCHKETE,

(ER) FAKEEREEZS  ENEESHNEFER, BREHRN—IENEHER.
ERESEENET  BELR, AREECEHEFRRTHELLBRNENEE K RAE2EE TE
Ao

7. i##E Run query (B{TEH).

N

o o kW
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https://aws.amazon.com/cloudwatch/pricing/
https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch B# EREEmR
EEFEHRLEBMBERER , REEEBdiffSHMNELNES,
8. EiF "B, BBUEEFER.

BRESERTHER

- BEKRX  BEANTEH5 ABRESEFRER<>, NFEFAER , F2H EX 0,
- SHFRERERK. BENKBRAERREANCHSEHHE.

- ZEEHFTHREHEAMNEEESHEERERYBANER, BBNTEEREEERKE
BRABESHESEH

- ZERVEHERERA B HBELBYB cEAREXANEE,

- BEMEAREAMERNCHREHFNTREEY | RIBLHESHPHXF (FIZFATALERROR,
FIWARN),

9. FERE-—SHEFTEPHHEHA—EARK , FE "BE, MPREHP—EEENET.

BEXAMEEREEIHR  YERTIRAR

- BX, ERAPRE—ETHRUD RS EHE.

- BREEANREEERNEAHRABNREER. EFUAEMERNEGBNEE |, flmEEE
ZRARIE N,

- [RESREP] R RBER T —ERFSFNEE AN EHEM
- MREEENBEER , B "RHKE, RREETRMEDBERNE,

(@ Note

SERS RS THE 10 BRFE. SIMFBTETHER. CloudWatch B3RS
FHRERAE RS IE B, T RBYE.

"HEEY ) RREESEERENEMES | BEAEERENEIIAERERE, Fl, o

SRERROREMFIWERNBE HES —EELAEMFHERINFONREREMH , AISTEER TR
B3,

sEHEH

REIYE BT T CloudWatch 2 HI & RETH — MM EANEHGR TR, MFWAHTERGTH
&R , 52 E Amazon CloudWatch Logs SR EIEEHPHNHERE | HITHEREHEN,

wHE 5


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/en_us/AmazonCloudWatch/latest/logs/CWL_AnalyzeLogData_RunSampleQuery.html

Amazon CloudWatch B EREER

MFEEHAFENFEEHS , F2BCloudWatch B R EE#E %,

&

- —iREM

+ Lambda HEFHNEH

« Amazon VPC 2 HENEH
+ Route 53 HFEHEH

« CloudTrail SR#R1EE#

+ &3 Amazon API Gateway
« NAT HEHNEH

+ Apache fAlfkzs BN EH
+ &3 Amazon EventBridge
- BT SHYEEHI

—iEH
BHBITHM 25 8 A B4,

H

fields @timestamp, @message | sort @timestamp desc | limit 25

WSS/ MR PISNARRBEE

filter @message like /Exception/
| stats count(*) as exceptionCount by bin(1lh)
| sort exceptionCount desc

VS EBISMR LAY B REEMHRE

fields @message | filter e@message not like /Exception/

H18 sexver WM B @AM —ENKIEBFEH,

fields @timestamp, server, severity, message
| sort @timestamp asc
| dedup server




Amazon CloudWatch H&&

ERAEER

HSEE severity HHH server WU EEM —ENRKIE B FEH.

fields @timestamp, server, severity, message
| sort @timestamp desc
| dedup server, severity

Lambda BEHE
EHBEMENICEREE,

filter @type = "REPORT"
| stats max(@memorySize / 1000 / 1000) as provisonedMemoryMB,
min(@maxMemoryUsed / 1000 / 1000) as smallestMemoryRequestMB,
avg(e@maxMemoryUsed / 1000 / 1000) as avgMemoryUsedMB,
max (@maxMemoryUsed / 1000 / 1000) as maxMemoryUsedMB,
provisonedMemoryMB - maxMemoryUsedMB as overProvisionedMB

BYEERE

filter @type = "REPORT" |

stats avg(@eduration), max(@duration), min(@duration) by bin(5m)

BEESRENKRBHEA  WEKREAIAFREXBURELENERFR, FHEMAT , eduration L

EVREN

fields @timestamp, @requestIld, @message, @logStream
| filter etype = "REPORT" and e@duration > 1000

| sort @timestamp desc

| dedup @requestId

| 1limit 20

Amazon VPC R HENES
SRFTEBEMNET 15 BHIEm

stats sum(packets) as packetsTransferred by srcAddr, dstAddr
| sort packetsTransferred desc
| 1limit 15

SHRESE TR LB 15 E TEEE,

Lambda HEMEH
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ERAEER

filter isIpv4InSubnet(srcAddr, "192.0.2.0/24")
| stats sum(bytes) as bytesTransferred by dstAddr
| sort bytesTransferred desc
| limit 15

SR EMA UDP AERHEW I ER IP thit,
filter protocol=17 | stats count(*) by srcAddr
SREFEERF R BRIBRZFCHKM IP thil,

filter logStatus="SKIPDATA"
| stats count(*) by bin(1lh) as t
| sort t

SHEEERNVE s , UHBIRE SRR EREE,

fields @timestamp, srcAddr, dstAddr, srcPort, dstPort, protocol, bytes
| filter logStream = 'vpc-flow-logs' and interfaceld = 'eni-0123456789abcdef0'’

| sort @timestamp desc
| dedup srcAddr, dstAddr, srcPort, dstPort, protocol
| 1limit 20

Route 53 AW EH
REHFLS KRB/ FRICED .
stats count(*) by queryType, bin(1lh)

24

B
T

REEZSHAET 10 {8 DNS g

stats count(*) as numRequests by resolverIp
| sort numRequests desc
| 1imit 10

RBEAN T RS KA RR AT DNS FBRAVFEHE

Route 53 HFEHE
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ERAEER

filter responseCode="SERVFAIL" | stats count(*) by queryName
CloudTrail G288 &
SHEERKE. SHEEMAWS BEWAFER .

stats count(*) by eventSource, eventName, awsRegion
SREETE AWS EEH B THF LA Amazon EC2 £#,

filter (eventName="StartInstances" or eventName="StopInstances") and awsRegion="us-
east-2"

SERWEYL IAM FREN AWS B, £HEZBMN ARN,

filter eventName="CreateUser"

| fields awsRegion, requestParameters.userName, responseElements.user.arn

S WA APl UpdateTrail BF3%4E I SRR AY FC 8% B

filter eventName="UpdateTrail" and ispresent(errorCode)
| stats count(*) by errorCode, errorMessage

SHEM TLS 1.0 1.1 W BEEKE

filter tlsDetails.tlsVersion in [ "TLSv1l", "TLSv1.1" ]

| stats count(*) as numOutdatedTlsCalls by userIdentity.accountId, recipientAccountlId,

eventSource, eventName, awsRegion, tlsDetails.tlsVersion, tlsDetails.cipherSuite,
userAgent

| sort eventSource, eventName, awsRegion, tlsDetails.tlsVersion

SHRER TLS 1.0 1.1 iRA 2 BIRRTHY UK R

filter tlsDetails.tlsVersion in [ "TLSv1l", "TLSv1.1" ]

| stats count(*) as numOutdatedTlsCalls by eventSource
| sort numOutdatedTlsCalls desc

CloudTrail FR#k#E & 95
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&3 Amazon AP| Gateway
K HE&® 10 B 4XX $55R

fields @timestamp, status, ip, path, httpMethod
| filter status>=400 and status<=499

| sort @timestamp desc

| limit 10

# 5l Amazon API Gateway 7B A #H A F #AITRF B &R KRY 10 8 Amazon API Gateway E 3k

fields @timestamp, status, ip, path, httpMethod, responselLatency
| sort responselLatency desc
| 1imit 10

&[] Amazon API Gateway FEXGE & EHE P & E A/ API BB &REE

stats count(*) as requestCount by path
| sort requestCount desc
| 1limit 10

AIZH Amazon AP| Gateway FE A B HE VB SIEEBIRE

filter status=200
| stats avg(integrationLatency), max(integrationlLatency),
min(integrationLatency) by bin(1lm)

NAT FENEM

MREEE AWSIREFHNERBRASNRERER , QIR CloudWatch BESRABMTRESKEKE
ENERE, NFARATIEHGTHFEER , F2RANMAER VPC F/ NAT MESKRREMNE
ZERE ? £ AWS SR XEEH.

(® Note

FEUTEAGRSP , # "xxxx"BRA NAT BENRE IP, IX# "y.y" BB VPC CIDR #
BErarm @/ \ LT,
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https://aws.amazon.com/premiumsupport/knowledge-center/vpc-find-traffic-sources-nat-gateway/
https://aws.amazon.com/premiumsupport/knowledge-center/vpc-find-traffic-sources-nat-gateway/

Amazon CloudWatch H&&

EREEE
EREB NAT FESEERZRENNTER,

filter (dstAddr like 'x.x.x.x' and srcAddr like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc
| 1limit 10

REEEEH NAT FEPHITERAIR

g1
DI==N

filter (dstAddr like 'x.x.x.x' and srcAddr like 'y.y.') or (srcAddr like 'xxx.xx.xx.xx'
and dstAddr like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc
| limit 10

E VPC FHVHTERE LENTRHE , REREIEFANBERER BN,
HREE

filter (srcAddr like 'x.x.x.x' and dstAddr not like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc
| limit 10

HRTH

filter (dstAddr like 'x.x.x.x' and srcAddr not like 'y.y.')

| stats sum(bytes) as bytesTransferred by srcAddr, dstAddr
| sort bytesTransferred desc
| limit 10

Apache fAlfk28 BN EA

BRI LAE A CloudWatch 28R A

D REH Apache A IRERECEFE, MEBBE T EHNFMER |
E2E AWS Ei

EEEBEIER PR CloudWatch 528%F ATt Apache {alIRESC 8.

e g=1
?Iiio

EERHABRNMA , NEEAREXMN /admin BEFREEFNMAFZLRE

fields @timestamp, remoteIP, request, status, filename| sort @timestamp desc
| filter filename="/var/www/html/admin"

Apache fAlfREE BN ES
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https://aws.amazon.com/blogs/mt/simplifying-apache-server-logs-with-amazon-cloudwatch-logs-insights/

Amazon CloudWatch H&&

EREES
| limit 20

B LGRRERS "200" (BD)) FIMEEEMNTE®R GET FRXH.

fields @timestamp, remoteIP, method, status

| filter status="200" and referrer= http://34.250.27.141/ and method= "GET"
| stats count_distinct(remoteIP) as UniqueVisits
| limit 10

B Apache BRI EFHELENH X E,

fields @timestamp, function, process, message

| filter message like "resuming normal operations"
| sort @timestamp desc
| 1imit 20

& Amazon EventBridge
ERRES4FMEEERSHMN EventBridge BHEE

fields @timestamp, @message

| stats count(*) as numberOfEvents by ‘detail-type’
| sort numberOfEvents desc

# 4 an = RIS B

£/ glob BHE , &t H#M{L emessage PIEEUMH{L @user. @method  @latency , YW {E[E
@method Fl euser ZFEFTERHES M FIHIEE,

parse @message "user=*, method:*, latency := *" as @user,
@method, @latency | stats avg(@latency) by @method,
@user

FEARAEER , # AW enessage PHEEH{L euser2, emethod2 Fl @latency2 , I {&HE
@emethod2 M euser2 KEFERMESHFITEE,

parse @message /user=(?<user2>.*?), method:(?<method2>.*?),
latency :

= (?<latency2>.*?)/ | stats avg(latency2) by e@method2,
@user2

& Amazon EventBridge
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FEENHE 1L loggingTime. loggingType #1 loggingMessage , Y E&FiZ® S ERROR = INFO FEH
B4 , AEREEH TS ERROR FENEH , EH R loggingMessage # loggingType 1L,

FIELDS @message
| PARSE @message "* [*] *" as loggingTime, loggingType, loggingMessage
| FILTER loggingType IN ["ERROR", "INFO"]
| DISPLAY loggingMessage, loggingType = "ERROR" as isError

EEXRPHRBLBFER

ZAEARKE. FRENHEEEHESHRENR K FEEX BT HERPHER, CloudWatch
Logs Insights E#t B fEfAstatsHBN — L ERERBNEHELERERR. WFFHHER , 52
ﬁ %0

FEEXEFHIT CloudWatch B REES

BYEHER  JUREZEN , MEZRBRAT. EAREEERNRERT , LMESTNEARE
. SERFEMNEERS&SAFHE 1000 EEH,

EEREFEN , BMAEAEEHT logs:PutQueryDefinition WAR, EEBEECREEEAN
BE | BHABABEAEEHT logs:DescribeQueryDefinitions AR,

REEH

1. FBEUTERE CloudWatch £# &, https://console.aws.amazon.com/cloudwatch/
2. EBEBEKTP , EEF Logs (AFF) , REIERE Logs Insights (B ),

3. HEHmESRT, BYEH,

4. EBERT.

MREELEED [(fE1F &kt , AIEEEE A CloudWatch ek F 18 & HIFERET.

ﬁu
5
&

a. HEEBEHIKF , IBIE Log groups (B FEEH),
b. iEHE Try the new design (B FERET).
c. HEEEHIKD  BIZ Insights (RADH) , WREHEFHTE 3,
5. WMATHANER.
6. (B ZBELEREFEHANER K, EH Create new () UELER R, MREELFHFER
®,EANEERREBPIEARR () Fu, AERERRER. i, wEHERRK folder-

EEXRPHRBICAFTER 99


https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch B EREER

level-1/folder-level-2 € &5 folder-level-1 WEBER KX , ZEHKRIEFRE
—EER KL A folder-level -2, EFEHEFE folder-level-2 1,

(ER) 8EEMAMN ARHEREINT,
BEFHT

® Tip

A LAMER PutQueryDefinition BUCHEEANERKR, EEARENERNEILE
Rk, BEAERR () , EFMEEARBAMEBENERRER . <folder-name>/
<query-name>, EEMSEBLBENESEHN , 2 BPutQueryDefinition,

BITERENES

o > 0N

FETE LA R ZERIRL CloudWatch £ &, https://console.aws.amazon.com/cloudwatch/
EEEERT |, #IF Logs (AFF) , REIEIE Logs Insights (A FEZR),

BIZBHAIM Queries ().

% Saved queries (2RENENR) FEHPENEH.,. cBHREEHFESD.
BEFT,

RIEMRANERTFES

© N o o K~ w0 Db

FETE LA R ZERIRL CloudWatch £ &, https://console.aws.amazon.com/cloudwatch/
EEBEEKRP |, 1B Logs (AF) , AREIEE Logs Insights (H 55 TEZR),.

BEAAM Queries ().

& Saved queries (Ef#FNEH) BFEFENEN. cEHREEHRESRT.
EHEH. MREEEHTZIEURELN IE , 5BiRIZE Run query (BIITEM).
EISEBITFRETEHTRA | 55812 Actions (B1E). Save as (B F#H ),

WMALTHNER,

(B BELEGEEHNERR, ZH Create new (FTE) UEBNERR, MREBIHER
R, BOULEERNREBPEARE () T, LERERRER. o0, mBFHERK folder-
level-1/folder-level-2 €27 & A folder-level-1 HWEBER K , ZEHKRTEFR
—EERKEZE folder-level-2, EHEHFME folder-level-2 H,

REXLEFHITES 100


https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutQueryDefinition.html
https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch B# EREEmR
9. (EA) BEEHNHFFHEIETANF.
10. BERE,

EEMRER , BHBAEALEM logs:DeleteQueryDefinition AN AR,
mERMRERENES

SEELL T ERIRL CloudWatch £# A, https://console.aws.amazon.com/cloudwatch/
EEBEEEF , 1BE Logs (AF) , REZIEE Logs Insights (HFETEER),

BIFEHAIN Queries ().

& Saved queries (B EFNENR) FERENEH, cEHAETEARESRT.

#$E Actions (B11F). Edit (#8¥8) 3k Actions (Ei1E). Delete (fHBR).

o & 0 bdh =

HEMMEINERRIELERER
STERME , BTLUSERIEE CloudWatch BEAR , NISE REREINAE,

BRBABRRNEBRXERIREFZER , SHTHEIERENES. ELXEHEF A 30 BT
CloudWatch Fo &% R R & 1 BR &l

H&E S R EEERR

FETE LA R ZERIRL CloudWatch £# &, https://console.aws.amazon.com/cloudwatch/
EEBEEKRYP |, 1B Logs (AF) , REIEE Logs Insights (H & EZR),.
BE-QZEBAFFELHITES,

i##Z Add to dashboard (¥718 Z&&RR),

BEUE R , HiZIE Create new (FTR) , AEHREREBIBERMR.

ERAREHERN Widget HE,

# A Widget 89 % 1.

22 Add to dashboard (i€ ZEXRR).

©® N o g bk~ 0w Db~

HERGRERIBEENTHERGR

1. BEUTMERB CloudWatch £ &, https://console.aws.amazon.com/cloudwatch/
2. HEBEBHKP , BEE Logs (HFF) , RRIERE Logs Insights (B FEEE),

REANBIERRIEHEAFR 101


https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch B# EREEmR
3. EE-—SZEBRBELHTES,
4. B Exportresults (EHER) , AR BEFLFTEMNEIE,

BAHITPNEHNENE L5
EA IR E BT RER | LA B ERE L.

BRSTHNERACELCHEIBERRNENR. SEKRFHRZAIEKEIT 30 /@ CloudWatch BFER
BEH , BENEEERRNER,

AR B BT E B L 5L

1. BELATERR CloudWatch 3 &, https://console.aws.amazon.com/cloudwatch/

2. HEEBHKT , BIE Logs (AF) , A%IERE Logs Insights (B EER),

3. MREHEANRIEHIEEMNFRGT, 5 EE "EE CloudWatch i8#k. . WREREAERGT,
$5IE4E Actions (B)4€). View query history for this account (AR Ltb iR 5 M &= BEIZC ).

AR R ENBRMERTE. SALLEINES , IEEF Run (B11T) , ABRMITE—EH,

£ "HRRE, T, T CloudWatch ité% . €% B el EESTHEAEHETETH,

FEHAMBEHBER AWS Key Management Service

RIKTAR , CloudWatch Logs B ATERKHY Logs fABRERIH IN%E 15 3£ M CloudWatch &2
CloudWatch # R EHNRFER. BALLEEMEA AWS KMS £8RINZELER, MREE
AWS KMS £ BEMBRERELBE , Al CloudWatch Logs 2F A @8R INFIRFE FrTEE AR
R

MREHEREUESREEHZE RNV , CloudWatch Logs BEIERTFERME S EHBEREAMEA,
BEREFREABFETNERANAEAXZRETMS, CloudWatch BUHRSEK KMS 8§ 2 & , fiik
BHARAUUERELER , BA CloudWatch ;LS ENAEBESE SR, T8 , MREVWERER , A
CloudWatch FES i B EZREERAZ T|/MBNEBE R,

/A Important

CloudWatch LS8R E X EHHE KMS iR, UIZNEAFHBRNBEIER. NFFAEF
ASHRERHBNEHBER.

BREHITHNEAREHE L& 102


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html

Amazon CloudWatch B EREER

PR 75l

- ZEEHIITTISE , BLBHEETHEHT : kms:CreateKey, kms:GetKeyPolicy #l
kms : PutKeyPolicy,

- BEYREUHSREEHERNEBRE  BESE 5 2BRER

- MNREHEERABH S| CloudWatch 508 FEUVES MIBREABEAY KMS €88 | RIS EZBHEE
CloudWatch fe&&F R N&E & #

o IR EMFE A CloudWatch 5| A BB €8 SN EAFFEH AWS CLI 5 CloudWatch 528 AP,

FSE1: EIL AWS KMS key
EEET KMS €3 , BEMALLT create-key I8 :

aws kms create-key

HWHEE£8® D MEHEM Amazon Resource Name (ARN). T 5| A& Fl%H

"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description": "",
"KeyManager": "CUSTOMER",
"Enabled": true,
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/6f815f63-e628-448c-8251-
e4@cb0d29f59",
"AWSAccountId": "123456789012",
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"

]
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https://docs.aws.amazon.com/cli/latest/reference/kms/create-key.html
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HR 2 FRE KMS ST A

RIETER , A KMS £REBALR, AREREFETUEATCRNBNERER . AT , ERHES
ERLURTHMEAENERFNSRNFTT. BBLIR , BAILIRE CloudWatch Fe& RF R 4E
RERNER. KRBEBLANNRFZRAAR AWS B,

REFER  BREKESRNEARFNSELREEEN AWS RS,

B, ffpolicy.jsonf T Hlget-key-policyin &% KMS £ M FARFRIGES :

aws kms get-key-policy --key-id key-id --policy-name default --output text > ./
policy.json

ENFRESPHM policy.json B , YR THHAP—ERRXPIMAESR CAHEBET), F£H
ERRHFRERAR o RRARRN, ELERIAXEHAConditionERRKIEE AWS KMS £#8H% 2
M, MEFMES , B2 AWS KMS £BENZRS,

EHIFH ConditionBEREMRHBIEEIRSF © CloudWatch FEék Ri# 1 EEHBE RN AWS KMS &8
Mo

{
"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_ID:root"
.
"Action": "kms:*",
"Resource": "*"
},
{

"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"

.

"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
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"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
1,
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": "arn:aws:logs:region:account_ID:query-result:*"
},
"StringEquals": {
"aws:SourceAccount": "Your_account_ID"

% , EA T ¥lput-key-policy i T8 EH AR A :

aws kms put-key-policy --key-id key-id --policy-name default --policy file://
policy.json

SER 3. A KMS &R AN E iSRRI B
EER KMS SRR T EHiE R 2B

£ disassociate-kms-key @85 , M AR :

aws logs associate-kms-key --resource-identifier "arn:aws:logs:region:account-id:query-
result:*" --kms-key-id "key-arn"

SR 4 BREWMEAIRF P E MBS REUH B

EERUHEEHZEREBEBN KMS £ 2B , 5B A T Sldisassociate-kms-key i :

aws logs disassociate-kms-key --resource-identifier "arn:aws:logs:region:account-
id:query-result:*"
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EHEAZEELENERH CloudWatch HE R &=

(® Note
LEThREE R BIRE (S EndLEf), XEFAER (REM) M AEE (RR) BARM CloudWatch
Logs.

CloudWatch fe$& X E B AB S EHINEE , THBIEELEMEF CloudWatch HFERA FEATH
CloudWatch EER A BT E,

SER Lt ThEE , BRI ABENR X HABRHEREEES KD CloudWatch BFEBIENEE. BRFESY
RERBEWANRTIELEN , WIRHEMEESH line-by-line B, LA UEHERAUNE D
AEENER.

BENREME , B ABLIRTR . TR THEERAE 100 ERR IP V2221 M TH
2 10 EHIEM Lambda HEFER.

ZEFALLIIREE S CloudWatch Logs Insights &3 , 8B CloudWatch Logs Insights &3 #miE
2, ENEEHNRHEEE K AREE [ELEETH.

/A Important
EEFABARESEHADRE , BXAFE
A CloudWatchLogsFullAccessCloudWatchLogsReadOnlyAccess, AdministratorAccess,
5 ReadOnlyAccessE # o
A UEFNRBEENEFEEBRERHBRBIR P EE cloudwatch:GenerateQuery B
.

= E
AEFNEHRAMAER A RFESDRELEREHEH.

(® Note

WMFEAEAF A CloudWatch 5 RFE MR\ MFE LWFMER , 552K CloudWatch Foi & f#
EfMFEE.
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gHl EXEBRESER

FEEABAESTELESN , FRARTELREELNEN. LEFBETIHUTELESNER,
"R
UTR—ERTES , B RUAEERS 10 E&xER Lambda BN A,

Find the 10 slowest requests

Query

LTREAZSYRBERRELENERLS, FIRRTEEMMHREZEBRTINTN. ERZE
R AR SRR R EHEEL NRIRA.

# Find the 10 slowest requests

fields @timestamp, @message, @duration

| sort @duration desc

| 1limit 10

# This query retrieves the timestamp, message and duration fields from the logs and
sorts them in descending order by duration to find the 10 slowest requests.

(® Note
EERMRTNABUREHEFFANRE , FEARESRPNERE T

Pl . EARFESEH
TLBBREAGBET , ARREEHEHREFEH,
EHRT

T 5 551 B R e Bl R R A EHTARAS o Et?%ﬁﬁ&?‘%ﬁﬁa?ﬁfﬁa 10 B 518 Lambda BRI AMIRT , M
RIETES 20 @518 Lambda WE WA R , ¥ BEE —EERRAEHMEHEHERA,

Show top 20 slowest requests instead and display requestId as a column

EHERH
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UTREMEHNES, FIRENRNRTIEEFNFRNEINEREZIRPINAN, EFZR , &7
LRRER R EREH S NAIRA.

# Show top 20 slowest requests instead and display requestId as a column

fields @timestamp, @message, @requestId, @duration

| sort @duration desc

| 1limit 20

# This query modifies the original query by replacing the e@message field with the
@requestId field and changing the limit from 10 to 20 to return the top 20 log events
by duration instead of the top 10.

BETERENER U RERE

EREARIIRA RREYELHEEANBERFS RIERNEARRHNEBEN RS, LERTEE
2R MRWE CloudWatch BFEERABMTHNIME., RAISENEENBINURARTZEMREE L. NF
n¥%ﬂiﬁﬁﬂ y nﬁ £22 ﬁ AWS ﬂ&ﬁ%{% *ﬂ AWS ﬁﬁﬂ:‘ﬂﬁ Al B{%o

FEREY Al REBEHBER , TEETKENARANBRSIREBAREZEEINMRE, BEEFRY
FrA CloudWatch Logs Al ZHEEM ERIINE (BIEEHELTNRE) , BAEE Y CloudWatch Logs KYIR
HEER, MEFHMET , 528 (AWS Organizations FHEIEE) FH Al RIGIEHEE,
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ROEREE (R

RSB ECEHERYCHRER AR, EFRANSREENIRSFETHREEMF , WERC
BERTSKEE, EFRACEARSBETNEABBRELHB AFATNEELE,

EERACHBEEVEFENSNcE  ceFEATEBEAPBEMBNREESHETIE , LLETI
R FRFERZAREEE 15 2, JFRTHKE , cEHRBIOMEANTHEELUEIEE K MEFES
FERTE CloudWatch 2= AP ERE,

CloudWatch B F&EEBIEBHE AP FENBEARRENAFEN, RERHRN D AERK
BERAA A RABETUSAEBRESHBEREERENR.

plan , FSE T =R ESHRIEH,

2023-01-01 19:00:01 [INFO] Calling DynamoDB to store for resource id 12342342k124-12345
2023-01-01 19:00:02 [INFO] Calling DynamoDB to store for resource id 324892398123-12345
2023-01-01 19:00:03 [INFO] Calling DynamoDB to store for resource id 3ff231242342-12345

B LE—EgEHT , e =ERSEHHER—EERX

<*> <*> [INFO] Calling DynamoDB to store for resource id <*>

BEXFNFZEBATH, EXPTENML (FIMER ID FHRR) BRADEER, <*>E
CloudWatch RSB EBNHEERN , BEEREURT, ABESTHKINESEFEREBATHE.

BEERNE R SEERE. BEBENER ID.

AHEREFEISHEACLEEARSKERY., ERAASERIIRPERRE , RESREBECHNBZFTLEC
ﬁo E%*ﬁlﬂ %ﬂﬂikl&@gnaki%o

BURKRERUSITEELER,

EENRANBREENEELIEF
RHREFEISRINSAREBSRRELIET. RENSEEBRR—EREML,

- AREEBHHEELIERF  YRBEINBEESENEFAHENREEME. SN, MREBSHE
ERAMEM 500% , IEEBRERS , REE B UREKIEESHIGHE KIEF. NONE

- REHEEAERPRIINVEEFEFATAL , SIZIERROR., FIWARN., MIRFHAFIELEEF , AIER
M EEMZ1EFE ANONE,

EFENEANBRELENE LIEF 109



Amazon CloudWatch B# EREEmR
EEA B

BUEEEASER S EEFEASNEAEFTREMEE, EREFEEZEADETRYH
ListAnomaliesAP| fE2EEHNXE, KBHEFERRBEER  NRCHEERLE  c2EBBESA
ERITA O YAEREWASRERELIBEZERARE,

MREEBVEERASKHARBAIRERKRE  BRESHEH 21 X

HFIRE

RRERER  LAURBERIKAMNFE, PHESSEFERRURFLELERERCABIEEN
REENEE, ERNFEER  SUNREERAXBERE  SRBERXREETNEXBBANAE
2%,

BOARALUETZATFREBENERRL. SHALREFELENFHEM.

EREEE
2EG AWS EARNEHRIRBBESEREE , UHHLLES AWS £ 2

RE INERFELNEEENRERURSFFETHIREEAAER  MEREEXCHAFENZ AWS
MRFFREERA.

WERBPWEFSH TREERABEER ?

ARHEFRRUFFES  ERARARKENAERNRKE  HP RS HRHEHEE VIS HEEN, B
BEERKERIEELBRET (HI0 INFO. ERROR # DEBUG) WEHM R &FHERBIES AN
JEEER,

ARHEFRBANTEAR : EAEEK JSON ERHNGECHEH |, flM CloudTrail iB#&igE, BXoHT&EZ R
E0MRCEITIRET 1500 fEF T , HIt S HBE HZRHIWEMF T,

BRI (Bl VPC RiEfH) EREEASHNKYtERE. RERARATRHERAER
BE , it T ES R FRER.

AT HBEHFEERNFETEANSERLSZEE , M CloudWatch R BERE X 2 RS HEHE
PREEATHEXNBE, IRERNHEFTER 300, AIREEAN TS EFERT. MFERET DT
EZEH , F2REX D,

TERELEARE?
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HETIBR RS EHCHEHERR/ERE !

- ERAMAEREREAPEFINEXNRESEH.
- CHBRANBEZE1,

- BREERNTE , EPas - ERENERE,
- BRSHELRRIBIRIELRY,

HARNHENAAEB HURKELARE , BEMETERERARFHMEETE, Hl20 , — higher-
than-usual£ K200 W ETRRERILAER, FEEBBAT , Bk ZRIHELTR THENER
Bo

WERBH BB BIRE R EMTE?

TERBEAREESBBENNCEENITRERER, ITFREERTERNNFEEN
B3 {55 A 3 =8 2R {75 B AR EE R RC SR B K

3
¢

EHFRAELLRAEEER
EATSISBRMEM CloudWatch TR ARY BHERENSE , MRHEEBHERTARY,

BEAUEBRARTARNEVERERR. WHEFHEF , F2 [/ CreateLogAnomalyDetector,

FEEVCHEEERASR

1. BELUTMERRB CloudWatch £ &, https://console.aws.amazon.com/cloudwatch/

BIE TRHEL . TREER.

BE [(BEVERENEEL

ENEAHEV I EREFEASFHNGC&EE,

EEFEAREBPIRAGASRFNEE,

(BIEMY) AR RETERE 5 PiESE., RIBCHKEEBRBTCHEENERIRELE. B

W, MREHFES 10 P EMAXKIFNZHSEMH  AITTRFEERTEERRER 15 &,

7. (BEM) EEREREASRERAECCSREFASRTENCESHPESRER  FEEHRE
Ho

2 T

AR, EEREUGRSFENPAARN, NFEREAFENFAER  FHRNEEEGERME,
A EERRMRAT. ERRRA HEEEMA Live Tail AVERRFAENTE E.

ERREE LR R A ’


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogAnomalyDetector.html
https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch B# EREEmR
() BEEANREHERSER , BE "EESHAR. PRA-LEHAS , RREE TAHR
Bl .

8. (BIEM) FENFERESEERTRMIYMA , i AWSKMS SREILEFEERR[ELES |
B [EFEERE

3

a. FERARESERFTRMHE  FEREFTRMHE LR (RY) H@AMHE,

b. EEiE AWS KMS @tk R E{E RIS ELBE | 557E KMS €488 ARN S8 A ARN, I8
BHoEMTHE AR ENEECEESERERFERARBETNG, FRESLEREEI
SRNEFEERI[NER , TREENERICEENHEBEER.

& A% E CloudWatch Logs RS FREEEASBRNVER., WHEFHEF , F2H £
UTHFAMBEEERSEREFZR AWS KMS,
9. EE "HAREEA. .

REEBRVRFEEMNSE  UYRBEKFABENNCHESHRBIRERE., KW 15 78R L ER
HARERE  YRKRSKEBRER,

BRECKRINESE
BY—SZREEHEFEGAE 2R , B LA CloudWatch T ARKBBCPIRBENEER T
AU RERREGT AR RE, MEFMER , F2BListAnomalies,

EERAMARKREERARKINER

1. FBTELLTFLERIRK CloudWatch £ &, https://console.aws.amazon.com/cloudwatch/
2. EiE TROSEL . "REHBEE. .

RBEE, REEAHR, "RHEEE SERENBFEREIRETFIHNCHEEHE, X
PN Es—SHEE R THENR

"EE MERETERNEERE, ELRMEHM CloudWatch SRR EEE.

- EENESR. RRERBLEESHTINEEE, BRF (fINERKSHPExceptiondi)
%, BB EELIEF.

- EEFIRBHEHEER, NFERREINESZETF  F2RELEEE R,
- EXGHRBREENIREE  RANSKEXNCHAUE.
- EREAREERERRIIERLEENEE,
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- BREARESETRE —RBRLEENER-,

- ERERREENE L REABCRESHNEEREEE. EUNEBLABREF AR
BHEFEEAEE,

3. AEE-—SWE-—MEEERR , FEEEIPHERRE,

BEAREEHMBEAHE  YBRTIRAR

- ZER  EEEERER, ERATEE—ETHRUS T ENE,
- BrEMEEEERNEERRERBHNRKRE,

- [REHFEP] REIRBERETBRER —HoH —LRHESEH

- MREEEMBEEY , A "RHRE EREERMEDEEANE,

® Note

SEEHERS TR 10 EE%RME. SMIBALETER, CloudWatch B AME
HEBRERDIMHE  MTRBHME.

4. HFEREER K FEEHIIGAREZRE  RARNITTIIEE

a. BHE "BE., "BRER.

b. REREEENHEETNRERE.

c. HEREEMEIMENMBEER A FER "SI,
d. EE "TBEREE.

EERAEE -REFETRRNER

1. BELTERR CloudWatch E£# &, https://console.aws.amazon.com/cloudwatch/
2. BEBRR. BFEE
3. EERHFENER K ARRE [EEEN] RIER.

TEEER. RENHE, "RHEE SERRNEFERRRETILHNCHRETHE, &E
THE—SEHREETTIER

"EE MERETERNEERE, ELRMEHM CloudWatch SRR EEE.

- EENESR. RRERBLEESHINEEE, BRF (fINERKSHPExceptiondi)
% , BB EELIEF.
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- EEERBHNEHEEN. UEFREINESE , FSRLEEER.
- ERRHEBRERENREE  RANSKEXNCHYUE.
- EREAREERERRIIERLEENEE,
- BREANSEESERE - ARRLERNR™E,
4. BEE-SRE—FEBRR , FREFHEIPRERZ,

BEAREEHRMBAHE  YBRTIAR

- ZER  EEEERER, ERAPEE—ETEUS T ENE,
- BrEMEEEERNEERERBNRKE,

- [REHEP] REIRBERETBRER —HoH —LRHESEH

- MREEEMBEEL , A "RHRE. EREERIMEDEEMNE,

(® Note

BEFHRHRZUHE 10 EEHEE. STRFTEETEE, CloudWatch B ERBIE
STEEERAERTEE , MARBYHE,

nl‘ﬂ

5. FERBER 6 BEEHIPNERLRE  RARUT THIEME

a. EE "BE , "BEEE.

b. REEEENFERENEERE.

c. FEREEMLMEIIMENAERE , FHEN "IHES
d. EE "BREEERE. .

EHFEERARLIRER

ERLAA BRSEAPR BE E%ﬁlﬁ REMNETR. SAEEEEEHBAECEHETRRIEERE
MEER , B REAALARMRE, SR TUEAEERS K UWEBREFEEEBEIEFNER.

FEEVGHEEERNBZNETR

1. BELTERR CloudWatch =# &, https://console.aws.amazon.com/cloudwatch/
2. ESEERP , BE [RH > [RHEEL

% =-- =Bt XEEEDH 38
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3. ERLERERENERAARNERZRE  RRERE EIURE]L

CloudWatch B/ RENBEREEIHE, tktLogAnomalyDetectorifi{y &R SR IZMN B2 FE ERIZFM
2%, "EERE, W{FEEIE/RAnomalyCount,
4, (EEM) FEGEHBTNERELIER , BRI TIED —ESE
EERETRETHSEEIEFREE , 558 A HIGH for, LogAnomalyPriority
EEZETETESELIEFMPEEIEFERE , 558 A MEDIUM for, LogAnomalyPriority

NMEBEIEFERNFEES  FE2REENEANEEENERIERF,

5, ERHHEREABREIEERERAIRME, EBFEREETHRAENRESRX,. BERAERT
ErRRERCEENFEREH., EREMRESRT CloudWatch SRER REMNEE , MRERF
FHEBUETNEE BRNEEE. ETLARKEERANBEREZERAN. WEEERER
AINFHES , FSREA CloudWatch Z2ERM.

6. HRAEMMAFMyour-metric-namelt, ,BE "XR, . "KE/ERL . TMERERL R "h
By . BHRAME...  BREEE—EHF. WREEENNTE B, EENSEAEERBILE
BER , RMIBHEEAALARMAREE,

7. 1#$E Additional configuration (Hfth#8%8). &H¥f Datapoints to alarm (EE RN ERE) , FEE
(BRI XERR ALARM RESDFIEHRE , TEBRE R, NRLENREEMERT , BEATU
BUBT , B EEPEERKBE ALARM AREE,

ZERY N @5 M EER , BHEINE-BEZRTHE-BEREHT. NEFMER
HSMTEET,

8. ¥ Missing data treatment (EAERBEF ) , BEEBREEAELERHENTA, NFEH
&R , FSHEEE CloudWatch B RIAEEIBEXNER,

9. igg-l:_ﬁo

10. IAEH | BIEFIEEAN , AREIEE Amazon SNS £ |, UEEREHRE|ALARMOK,
SHINSUFFICIENT DATAARBERFE 4,

a. (B ZEHEHEREBERRESTEAETREFELZEEA , 551E1F Add notification (#1818
y:1)

(® Note

BREREET , UMERT EEABTREN  EABRTERERFEERNEF, B
RERR/EREERRIRN Lambda KB RFZHEETREEFEIER/ENTE.
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Amazon CloudWatch B EREER
b. (ER) &7 Ei% Amazon SNS BA , FHEEBRK,

11. (BEY) MREFEEREE Amazon EC2 Auto Scaling, Amazon EC2, EF#TEE , E
AWS Systems Manager , FFEEEEN RS , RERETBE R MENB1E,

(® Note

B RETEERR ALARM REERFH1T Systems Manager E)fE, 1% HRI Systems Manager
BENER , B2 CloudWatch FELAE I Opsltems MBI .

12. &E—F_io

13. 7£ Name and description (BBFER) T , MAB RN BBANHER | REBBE Next (T—H),
WEBREETE UTF-8 £t , THEE S ASCI #8457 t, RPTUNSERERSK , EERE
CloudWatch 2 #| & W ERFMER RS ZEE P, Markdown HREBEEFIEEHTFMREAR
HERBRER.

® Tip
EREBREEEE UTF-8 £t. BT EEAE ASCI ##4|=F 7T,

14. 1E Preview and create (FRERE) T , FRFETEAN GG B EEYN , REREEZF Create
alarm (B ER).

ﬁn'h

AFEERARERINER

CloudWatch 528 & 48 AnomalyCountfZ 2 #i E CloudWatch 1E1E, LLAIEE RS BEMEHAWS/
Logs&ZE M@,

AnomalyCount2E € LA TSI #E 2

« LogAnomalyDetector— 2 E#BIZSHN &8
+ LogAnomalyPriority— 2 & & £ &

FEAULTARANREETERSEREFZR AWS KMS

EEEUBEER —FESE CloudWatch B INE, RIZFAFR , CloudWatch Fe B ESHFREERE
BRRSmME, Bt LAfEH AWS Key Management Service # 1Tt %, tNRIEHM , BIER

B EE R MNIEE 116


https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html

Amazon CloudWatch H&&

ERAEER

2 AWS KMS SRR ME, ZEiB KMS REEEEMNR[ELEB , TEERERRERBA AWS

KMS i,

/A Important

CloudWatch SR EX EHHE KMS iR, FZEAEHBRMEMNE BRFHEPHER, W0F

HEET  BREAUBNELBLR.

B 5l

- BEHITTISR , BLAHBTHIFFA : kms:CreateKey, kms:GetKeyPolicy
kms : PutKeyPolicy,

- BEREEBEANFELANIBCEERR  FREZSTRERZELIETEEN.

- MREHEL B S/ CloudWatch FCEkFEVRES M BREIEEAY KMS €88 | Al EBHER
CloudWatch iC&& B NZE & #

$ER1: B AWSKMS £48
BEEY KMS €8 , BEALLT create-key i :

aws kms create-key

WHEE48 D MEHEH Amazon Resource Name (ARN). T 5| A& Hl%H

"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "key-default-1",
"Description": "",
"KeyManager": "CUSTOMER",
"Enabled": true,
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/key-default-1",
"AWSAccountId": "123456789012",

PRI
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https://docs.aws.amazon.com/kms/latest/developerguide/symmetric-asymmetric.html
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"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"

]

HER 2 BRE KMS &85

KRR , FTE AWS KMS £IRERIMEER. REEREFEUUERACRNBNEZER, A,
ERBEEIURERMERAEMNERTR KMS WMNVFTA, EBLIER , BAILIERE CloudWatch
ACSRBEETRERSRAVER. KRBETRLSAVRET KMS 2|RHNMEE AWS B,

REMER , BREH KMS SRVEARF/ECATIEEN AWS IRFHEFERIR.

B, ffpolicy.jsonf T Hlget-key-policy@n &% KMS £ M TARFRBIGES -

aws kms get-key-policy --key-id key-id --policy-name default --output text > ./
policy.json

EXFiREES PR policy.json R |, WHRTIEA—ERAXFMAER (CLHEBETR). £H
ERMFRAN P o RREAERIRN, ELFIRAXFMAConditionERRKIFE AWS KMS £ L2
%, MEFMENR , F2E AWS KMS £BEMZRE,

g B A Condition&B 4 #& AWS KMS IRMVERRBIEREERS , EATRARMMEMEREERR.

"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"
},
"Action": "kms:*",
"Resource": "*"
.

{
"Effect": "Allow",

"Principal": {
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"Service": "logs.REGION.amazonaws.com"
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:GenerateDataKey*",
"kms:DescribeKey"

15
"Resource": "*",
"Condition": {

"ArnLike": {
"kms:EncryptionContext:aws:logs:arn":
"arn:aws:logs:REGION:Your_account_ID:anomaly-detector:*

}
}
I
{
"Effect": "Allow",
"Principal": {
"Service": "logs.REGION.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"ArnLike": {

"kms:EncryptionContext:aws-crypto-ec:aws:logs:arn":
"arn:aws:logs:REGION:Your_account_ID:anomaly-detector:*"

}

&% , AT ¥put-key-policyfn S8 EFHHEA] :

aws kms put-key-policy --key-id key-id --policy-name default --policy file://
policy.json
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HER 3 : 1§ KMS &R 8 E % 2732 M BA

ERAEER

ERETEATPESMFERAE API B |, B0 LUiE KMS R EEEE 02527 AWS CLI B,
B4 BEREETEEBFEUHBE

ETREEBEANGFMEREB R  ERBELIENSR, MRERNE—TFEZRMREEZRAR  RRE
MARE,

PR il 120



Amazon CloudWatch B EREER

ﬁﬁﬁ E Wb\ﬁ%ﬂﬁ H ib‘%/)lb

HEEREXZHRREN —RH BFEH. 2848 SE1E B 5 & KR & & 48 5 (8 B 8y
CloudWatch 28 & &R

BREERAZHERE,. ERNFEIURHREN BESERAE. SANERBFREHE , YIEERAS
BEFER SR, BN —E R EHEN BRERBELRERH,

{5 F A B VA2 - SRAE ) B BE A AE M B RS R 0

0848 P T CloudWatch SC8& B4R

E &£ A Amazon CloudWatch B A EEMBISE P S ERE Amazon EC2 #ITEE LR
CloudWatch HERERERNE , EEXEFFEIL AFHFHHE, Bt LIEREE CloudWatch XA HE
S FCEREEAE

M BFEEA
1. FBELATERR CloudWatch =&, https://console.aws.amazon.com/cloudwatch/

2. TEEEBEBEIKD , B2 Log groups (HEEEHH).
3. iEFE Actions (B11E) , A& &2 Create log group (B3I HEFEE )
4. WA HFEEERTE , ARIBIE Create log group (B HFEEE).

® Tip
& A LATE CloudWatch 32 A EEHE & | £ Favorites and recents (RN RENHRIEHIER)
BEREAREEHE, BRRURBRMAZE, £ Recently visited (RIEE&ERS) W5 , 5BE
BECEEEMAZENAFHEL K RARBEHZENER,

JI:I‘.I' H Flllb\1§ J wbﬁ%ﬁ.

CloudWatch FRéxE & B B 1L BB AWS BRFEWGECHSEMH., SHALUERATIHIHP-ELZE , i§HM
CloudWatch FC 8% EHEIX E AR
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« CloudWatch RERER — #£—# CloudWatch KB R A LUGIEZ RS 8FE EIX E CloudWatch Bh
=ik, WELENMEMA CloudWatch REREXIEREEN , 5528 Amazon EAEIEEHPNEA
CloudWatch fXEFZE X Amazon EC2 #1718 88 M 3R 15 B @ =g W EE CloudWatch 1EZH B &,

« AWS CLIE#E 41X put-log-events LB ZE CloudWatch 2%,

- UREHEEET A — PutLogEventsAPI A R RERFRET A NS B4t X L& ZE CloudWatch &2
#%.

BRIREEZE CloudWatch 50 8%HY 50 8% 18 B H

& A AR B CloudWatch Logs REBFENEEE "5E&HIE L B9 stream-by-stream EfE RGBT E B
CloudWatch #E &k, BRI URRIEEFEHEEN AFER.

HREFBFER

FHTE LA R ERIRL CloudWatch £ &, https://console.aws.amazon.com/cloudwatch/
EEBERET |, 88 Log groups (HFEEHE)
&% Log Groups (B8 H) , 212 AFEHELURBE SRR,
EAFREEEY  EELERBNBERTRERE,
ERFRREED , EELERENBEFERER.
EESFAFERNERAN  FHTUTHEP—IE :

o a0k~ 0w bh =

- EERFAE-BFEM  BERRSEHINEER.
- EERFAMAEBREHAEUMNFRR |, FHEBAFEMHEE LHEE Text (XF)o

- FEHEAREN  EESRUTBARENESERRG. UFFHEER K F2EEABEK
HRERFEHRIER.

- FERGETARNGEEEAN AFER , FEESHERES | BEAHNKREZSNETHE,
EEIREHHMNGHEEE , 5521 Absolute (B, ZEEREFLAEEMNDES. NEE. X
B E , 55 #I1F Relative (1H¥), &AL UTC M Local timezone (A5 [E2) BT
#,

£/ Live Tail LUEFENBFR 5N @4R B

CloudWatch Logs Live Tail Al EB#F G SR EHNRRFE |, BEERERETEHEEBER,
A LU FEN Rt iR, BRI R QB REIN B , BEEPRREREAREE, TTARBEENARE
BEAR , URABETISREEARNAF , MBBERERIEIRNS.
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Live Tail T/ERBR SR TIERREARKRE (B2E) ELEEH. NEFBEEBNFMENR , ]
Amazon 7E CloudWatch EH# B#FE5|ER,

3
¢

(® Note
RAESERFEF R AR &EEST & Live Tail. WFRHBRINFMER |

5.

2
W
85
m
3

LT &EHRAMAEEIESPEMR Live Tailo B AIANRERXERETHXEE Live Tail THEREER. NFE
A& , FF2EStartLiveTail, 7% SDK &6l , FSEER AWS SDK R E) Bl i 2 i T 1FFE B

BH24 Live Tail T/ERER

B LAEA CloudWatch £ A R B ENFRix TR, THEFRBNAEALAEEEHKTH
Live tail 2IEREAE Live Tail TIEREER, Rt nJLANE [FoekEE4H]) EME =L [ CloudWatch R &&iE R f#] B
HE R B EN B B i TEPEER

(® Note
MREEAERRBERRERIEB Live Taill iz BEFHEFHBRER  ABBRERE
Live Tail TEFEERFBTRAEZNRE, NFFHESHFHFEBBRENNFRENR  F2HEE
A3 22 Th 8e 15 B AR EE BN B BE B KL

B4 Live Tail T/EMSER

1. FBTELLTFERIR CloudWatch £# &, https://console.aws.amazon.com/cloudwatch/
2. HEEBHKT , BEFEBF , RARERE Live tail

3. SH¥NEERHFEEHA | 1£ Live Tail T/EFEER A , BREERPBRESHN BFEHHE, BRZILLE
EY 10 {& B 55848

4. (ER) MREREM—EEFEE , ATNER—ERNZEEFERRBEEFTEN , ®ME—F
EFIE Live Tail TERER., EEERM , FERMARSRT , #THBFETENBFRRNSE
B, 3&  CHALUEAZNBERSRTHNE_EARAARREREBFTE  ARENBBEX
FEMARFWRAE B ER.

5. (2F)) BEEBRASHETANEMTENAHES , BE A filter patterns FHAT
SEEL
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https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_StartLiveTail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/example_cloudwatch-logs_StartLiveTail_section.html
https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch B EREER

i , BEEEREE Warning FFAMW AFEH , B8 A Warning, BFRERGHEAULES KDE.
AREBTPIEZERERNENEE T,

- error 404 EFETRAEE error M 404 W BFEH
« ?Error ?error BREE Error & error WAGZEH
« -INFO BERTEE INFO WFRE B4

« { $.eventType = "UpdateTrail" } BREHHEEMMES UpdateTrail BIFFTHE JSON
HEsEH

B A A AR B RIZEN (regex) RERE :

- %ERROR% £ regex T2 & ERROR BARRFWFTE HEHEE4
- { $.names = %Steve% } £ regex #R Steve & "name" BHEHH JSON BFEH
« [ wl = %abc%, w2 ] £ regex BRUZEE D REE —EEFRA abc WHFEH

NMEABEXFENFEET , F2EBEREELEE.

6. (BH) FERABETSELETNAREN  FOARESHNFAR , X Live Tal TRAETR. —
R@A—ERAERAR, NMRFMESERRETRAET  IEgERTENECRAEREEF
R, RAETETRHREETEAMNSSEERARNBFZHNER  ELCRFAEIREFHBFSEH
DA <BARENR  tEREARES TS,

B EREEDRE AR R AR RRREZHEEE, Sl , ErUHESHUERRES
Error MEH , ARRBBETEE 404 NEH,

7. HEERBTHEEER  FREZAGERN
MANEREHFRAERERES, BWEBERTIER

- RS EER Live Tall TERRERANEEARE.,
- EHB/MNEEREDEZVEEDRN A FSHEERENEHEIE4E/T,

« BTBRETEEREBZEEBIR , RAFZSEHANEEHESR , CloudWatch R&EETRRRASETR
—ERTNENS. MRBEEERER  EF LETHANTSHAEILEEN % VBT,

8. FEEFEMHREUHAEENETHAR , FR-TEARETNESNLE,
9. EIFEEME  LKUUERTHEEREEFBEEAFEHVFEER,

- FEEFHREPETARFEMNTENT , FEEXAREHZEHEE,
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- FEEARETETSAREHANTENT , FREXAREHZEN + KRR, EHREST
=, WERARE,

EARBETEREBRESEHNFIEEER , ThBENFEFIRETNEMEYN,
10. BEEZELE Live Tail THERER , FZ2EEL,

1. BEEFRBTFER , TRECAFEARERGERE K RARBEEZATRRMG. RARZEE
Start (E&Ej)o

EREERFENESARER

B ERAREEEERY. FTREERMS. GERM BFEMHA Live Tail WEFBFRHELTER
ESHFER., ZUESAFHERNNFTEEFEERR , SiFH AWS CLI £t ESEBEN AR
FR. BEESHTR , cEEERIHRINE—BEREE , ARTHR T —EERENSEELES
WFR., IRREEERER , BLEEES,

BALGRELEEESHNSESE  URFESHNEE, EUULRBRAHEERE , UEFTEFEBE
S0 BN ART , ARBEREHEEUSGERE RS EREBNFEERE 2 B,

&t ] UEZAEER B RS S R IR 2K B RY A 5.

MREEBARESR CloudWatch Bk F A SR ERIRFRIRS |, Ao AREER Z B4R IR B R IR
RIS SMENREHEN. WEFMEF , F2HCloudWatch iR AT HE M,

EHAERaRSARER
EANERERARBRISEREBENERER.

AEEATIRAES

EELL TN ALERIRR CloudWatch 32 &,  https://console.aws.amazon.com/cloudwatch/
EEEEEST | 812 Log groups (HEFEEHE).

#¥ Log Groups (AF#EH#H) , MASEERSZAFERNBFHEER,

¥ Log Streams (AEFER) , BEEESHNAFRERERE,

£ Log events (AEEH) TFH , WMAEFEANENERGE L.

o ~ w0 bh =

FEEAFRERSENEEEANAE REIEE

1. FBTELLTFERIR CloudWatch £# &, https://console.aws.amazon.com/cloudwatch/
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2. EEBEBEHKD , iBIZF Log groups (A FHEER).

3. &F¥ Log Groups (AF#HE) , WA CSEESCAFHERNWAFZTHERRE,

4. %12 Search log group (2 B5E4A).

5. &¥ Logevents (AFEH) , BN AMANGEEHE , ARE AR IFREHEE,

ERESECHKIEE AWS CLI
ETLERE S SIS EEENEEEE AWS CLI,
ERESCHIER AWS CLI

EWSRRFP , #1T T Sfilter-log-eventsin®. A --filter-pattern , ¥EREHEEEN
EREEHERX , XA --log-stream-names , $ERRFIEREN BFESER.

aws logs filter-log-events --log-group-name my-group [--log-stream-
names LIST_OF_STREAMS_TO_SEARCH] [--filter-pattern VALID METRIC_FILTER_PATTERN]

HEEAESEEREEEARNGCHEER AWS CLI

EwSRRFERYP , 17T lflter-log-eventsii & :

aws logs filter-log-events --log-group-name my-group [--log-stream-
names LIST_OF_STREAMS_TO_SEARCH] [--start-time 1482197400000] [--end-
time 1482217558365] [--filter-pattern VALID METRIC_FILTER_PATTERN]

RERERI B

BRI REER AN EMAR s NEEERN BFEREE

EERBERR widget RB A

1. FBELATMERR CloudWatch £# A&, https://console.aws.amazon.com/cloudwatch/

2. HEEEHKT , #IZF Dashboards (EFR4R).
3. EBEEXRR.
4

£ widget /1 , i##E View logs (#8248 B %) Bl/= , R%ZIEIE View logs in this time range (BEEEE
EEEERN AR, MRS EEEFEGRG  REFEPRN—FE, nREEMHmBEENEE
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ZRBMAEBTEHRBETRHEE | 1B1F More metric filters (EZIEEEIRRH) , AR BNRES
EIEERIGR

REEISEI AR

1. BELTERR CloudWatch =# &, https://console.aws.amazon.com/cloudwatch/

2. ESEBEERF  BE EE

3. HEESHNP Al metrics (FTEER) Z5|1ZEBL , BAEENER , RERK Enter #,

4. HBEERER—IZEEE

5. i#iZE Actions (Bi1E). View logs (E& B#). MREEZEBESF KM  BFEHRIN—HE, MR
EEGERFRGTNEESRERMUEFTEPETRNEE , #1F More metric filters (E Z 52 EFE K
) , RBENSE S EEEFREYS,

A

Search takes too long to complete (EERENBEFTHETHRIES)
MREBEFZAFER , BEETRHEERRNKEARTEN. BEMRES |, BALHTUTIRE -

- MREFEHABE AWS CLI, LA ESRF/IAGEREBNCHERR. HlU , MRENCHE
FHBHE 1000 B SRR , BLRBBIN=EENEMBARCRERR , B UER AWS CLI ##8
SRHE BFAHER ATE=FRKER R,

- EABE. ERENEESEE SRS ESNERNE  NNEEHR,

# ¥ CloudWatch s EP R EER RS

RIFFERR , CHERSERMMFE CloudWatch B P, T8 , BUUREEMN AFFETH
AFEREFERSARE, BBAMREHERENEMAENRSHMER. EUEKEES - FHENBR
REHE,

(® Note

CloudWatch Logs EZMR B ER , TELAMREHEN. BEFERBRE 2 MESE
MErBFEYH , EEEBLBER T IREEERNERE,

BRT, MREEAFHESFEAEOSEBREHAENRERMBRN BFSHHEEREN
RERE , EZEFNAREAHCE  EEAREHRSTE 72 MM, HEERR

BB =
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KAMEREFER , B AFHEAREABRENRERE , EFLNREFHBERE 72
AL, RECHETSMERERN BRSEM4ALE.

ERREMHEIERERER , RRSKEFRUEMBR. EERUMAMERE | BIE2RI R
EIEMER , EMEFTEBENALHHFRERE, EEEM API W storedBytes HRE
ERRHELERESOMRAR  EEEFRTUAMBRN BREHTEMAEF,

HESFERAFREHPERE

1. FBTELLTFZERIR CloudWatch £ &, https://console.aws.amazon.com/cloudwatch/
ESBEERKPHAFIERE Logs (HFE). Log groups (B &EEHH).

SK BFREEELLER

FEZGCSRAAAR (RE] ERMTH , BEBNRERE , fla KFBH].
 [REB|REP , BELHREBE , AREE [RF.

o ~ 0D

£ Amazon CloudWatch BEH &5 H 58548

BRI LB B C P E R HERGIE Amazon CloudWatch Logs FZEM B B 368, BB R
GEBGREAEENREY, FAEREEE AWS ERNABZER (SEIREER) NEFEME A
FRo

(® Note
IR LAE R B RIZHY CloudWatch R 2 ERMNFEL , DIECHEAEME N, AR AR
HEEARSRCENEERR , RNeX BRRERRZS Y AR RNEN. WEFRE
ABREBRZEGFHRFAES  F2RERFERZESH Amazon Web Services EIREIFEL.

B &

- EBETEE

- ERAZEICERKA

- EERG

- EAEREHEE AWS CLI

- fEFRCH# API ZZ525C CloudWatch $#& &8
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BBELH=

&AL AWS CloudFormation fi£ AWS CLIF = CloudWatch 52k API R T %I T4E :

- BEREV ARHERAHMEER.
- MEERIEF/H BFEEHE,

B HESEEARR,

- EBRHEBRER,

BRI LAERERR S BEN BFEEHE, fln, BMKAR, BEEIRERACHIE, HRAEES
THEZENSBANE 6 SUNEBRI—HEBTNER , UFESENEEER, Sl , BrallER—HE
8 A THBEKBEREEANEEENEBNERAEAREM BFEHE, UTRBEEZENWES
- BRCEXEB
- BEEE .28’
Rz - a8
- ERAER ERAEXER
- IRIEEE

fiE R A0 B MEAR A
ST UG AR R 4 EADEHE AWS B, ERSERERAE AWS BF (BETEREA) &, 11
AWS RAESEHE T L HERRENEABNRA. STUEARKEBED BIMRETD, -

ARARBRHERE) WER  REESERBPHIRAS. WEFHEEF , F26 (AWS Billing £
EFHiEE) PRI P EEBRARBIRERS.

BEERR

THIRHEARER.

ERRE

- BEBEFHENERHLRA 50,
- BRBRETFES AR,
- BEEBFRREE MR ARHENRER.
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BRRERS

- BERRSBLARE—N., NREHEEFCERASRVER  IFNERSERRAEREY,

o BABELUZEREBHEE , aws: AL EIBRRZHER AWS, AWS REREZEBI AN HEFHENER |
B 15 S im B S M BR E 1P

- EBEOREXSENH 1 2 128 {8 Unicode Ft 2 M.

- EBBVBAITETHZETR : Unicode &, BF, ZRURTIEHRET :_ . / = + - @
EEERT

- EBENREXSENRK 0 Fl 255 {# Unicode Ft 2™,
- EBETLTEH, B8, EFSXEEBETYZFETT : Unicode F&. BF. ZEHEURTIMEAEH%®E
7[: / = + - @o

fE A1ERC A 8% BE4H AWS CLI
BT LA E R AWS CLIZRETIE, FIHMBIRRER., WMEEH |

E
¢

ZRT 5

create-log-group

By —{ERAFEHEHE, ELE AFEAR , B lUBREEMEER,
tag-resource

AIEER CloudWatch i ERER —HZEER (REEH).

list-tags-for-resource

#AREd CloudWatch fo$%EREB NV EE,

untag-resource

RIEEM CloudWatch iR#ERHPBER—HZEFRR.

EFAE28% API Z525C CloudWatch $£EH4H
Ol LAfEF CloudWatch 528% API #7118, FIHFMBERER. MEEHG|  BF2ETHIXH -

CreateLogGroup

BY—EBFHE. ECEY AREHER SR EMHMEER.
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TagResource

HIEER CloudWatch ;e ERER —HZEER (REEH).

ListTagsForResource

HRE2 CloudWatch ;e & BRI R R

UntagResource

fE3EEM CloudWatch ;C#ERPBR—HNZEHRER.

£ A& &S CloudWatch #48F RYEE 8 E R AWS Key Management
Service

BB ER —E]E CloudWatch SR8 EHR %, BIFFEER , CloudWatch Logs Bt HimR L% &
RHEARRER IR INE, Bt aLUER AWS Key Management Service # 1Tl IN%R, INSRERM , AIE
A% AWS KMS 85X n%, AN AWS KMS 2ECEFEBRMAN , FERERI &N
R IERC S BHEEE 2 &M% KMS SRS EE LB,

/A Important

CloudWatch ;BB EZEMBFERALR , EHkms :EncryptionContext:aws:logs:arnfEs
AREENESHBMN ARN EAZSRNE, WREEAFFHECHER KMS % , X H BRI
SREE—IREN AFHAREGER , FEXE IAM BERFERSEHRGHEFT KMS 8§, 0
EHMER |, BFSH AWS KMS £REMFRS.

B KMS £ HFEREMNERE Y EFHEFERNFAEER  ReERALE8mER, 1tE
Her2EARZHBUMBKRRFEF. CloudWatch C#EESEERBHAZNER ., CloudWatch BE
ERMBRERT | S EEER KMS £IBHER,

MREHEEZECE KMS £ &EHEMEE , CloudWatch Logs & A5 CloudWatch $7835%
BT EMBF BN ER, KA KMS £ NRNFIEHMIERHEFER KMS £8 %=,
CloudWatch BUEEH KMS £ 2% , BB NATUEEZESR , B4 CloudWatch FE&E 1 #&
BoELER, T8, MRLBWEEER |, Bl CloudWatch R EKE L BIEAZSBNBNICHE,
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Amazon CloudWatch H&&

ERAEER

/A Important

CloudWatch SR E X EHHE KMS iR, FZEAFEHBRAMNE BRFEPHNER, WF

HEET  BOREAYBAELESR.

R 75l

EEHT ISR  BXHBEBEETHEFT : kms:CreateKey, kms:GetKeyPolicy
kms : PutKeyPolicy,

FEEBRUSFECESMNE ARBENERER  BESES 2ERAER.

MR IELIBIES £ 38V CloudWatch FE Sk FEUVE S MIRREIBEH KMS €88 | RIS EHEEE
CloudWatch 28k HIMNZEE L,

AR CloudWatch 1R &#E KMS <& 88 B350 s% B¥4H & £ BB

FER 1. B AWS KMS €8

BEEY KMS €8 , BEALLT create-key i :

aws kms create-key

HWHEE£# D MEEH Amazon Resource Name (ARN). T 5 A& Fl%H

"KeyMetadata": {
"Origin": "AWS_KMS",
"KeyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"Description": ""
"KeyManager": "CUSTOMER",
"Enabled": true,
"CustomerMasterKeySpec": "SYMMETRIC_DEFAULT",
"KeyUsage": "ENCRYPT_DECRYPT",
"KeyState": "Enabled",
"CreationDate": 1478910250.94,
"Arn": "arn:aws:kms:us-west-2:123456789012:key/6f815f63-e628-448c-8251-
e4@chb0d29f59",
"AWSAccountId": "123456789012",
"EncryptionAlgorithms": [
"SYMMETRIC_DEFAULT"

PRI
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]

HER 2 FRE KMS £8R5F1

KRR , A AWS KMS R EREMEZ TR, AFEREEETUERTCRNBENERER. AW,
ERBEEIJURERMERAEMERTR KMS WMNVFTA, EBLIER , BAILERE CloudWatch
ACSRBEETRERSRAVER. KRBETBLSAVRET KMS 2|RHMEE AWS B,

BREMZER , EBES KVMS £ BN EARAEFERESIEEN AWS IRF i 58,
B% , ffpolicy.jsonA R Flget-key-policy@n Si& KMS £8MTARRAFES

aws kms get-key-policy --key-id key-id --policy-name default --output text > ./
policy.json

EXFimEEs PR policy.json R , MR TIHEA—ERAXPMAER UHEBET). £H
ERRHFFRERAR o RRAERRN, ELRIRXEHAConditionERRKIEE AWS KMS £#8H% 2
M, MEFMESR , F2E AWS KMS £EENMZRE,

Lt g8 BIFREY Condition BEREM RIRHIAE— HEEEE ARN,

{
"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"
I
"Action": "kms:*",
"Resource": "*"
},
{

"Effect": "Allow",
"Principal": {
"Sexvice": "logs.region.amazonaws.com"

3,

"Action": [
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"kms:Encrypt*",

"kms :Decxrypt*",

"kms :ReEncrypt*",

"kms : GenerateDataKey*",

"kms :Describe*"
]I
"Resource": "*",
"Condition": {

"ArnEquals": {

"kms :EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-
id:log-group:log-group-name"

}

ZEHIFH Condition EBERAG AWS KMS HRANIEEMRSE , B0 AME B FEE.

"Version": "2012-10-17",
"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :Your_account_ID:root"
},
"Action": "kms:*",
"Resource": "*"
.
{

"Effect": "Allow",
"Principal": {
"Sexvice": "logs.region.amazonaws.com"
},
"Action": [
"kms:Encrypt*",
"kms :Decrypt*",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :Describe*"
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1,
"Resource": "*",
"Condition": {
"ArnLike": {
"kms:EncryptionContext:aws:logs:arn": "arn:aws:logs:region:account-
id:*"
}
}
}
]
}
&% , AT %put-key-policyfn SR8 EFHAEA :
aws kms put-key-policy --key-id key-id --policy-name default --policy file://
policy.json
SR 3 A KMS &85 S EHHEE 1 BA s
BRI ERY BRBEEARHEUSTRE , A KMS &8 B SR HEE B,
SEREHFERSCEBBMN KMS €488 , 558 A T Sldescribe-log-groupsin
aws logs describe-log-groups --log-group-name-prefix "log-group-name-prefix"
WMREHIE kmsKeyId #4z , Bl BFRESRZRMUEPTE TR S| AR,
EETEY AFREREE KMS £82 VB
£ create-log-group &5 , MR :
aws logs create-log-group --log-group-name my-log-group --kms-key-id "key-arn"
BEA KMS RERFH BFERHEE I
£ associate-kms-key @85 , M AR :
aws logs associate-kms-key --log-group-name my-log-group --kms-key-id "key-arn"
HER 4 BUE SR EE A 5 BH4E 7Y BA T
EERUHER S EHAMEBEBN KMS BB , 5 A T Jldisassociate-kms-keyip % :
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https://docs.aws.amazon.com/cli/latest/reference/logs/associate-kms-key.html
https://docs.aws.amazon.com/cli/latest/reference/logs/disassociate-kms-key.html

Amazon CloudWatch B EREER

aws logs disassociate-kms-key --log-group-name my-log-group

AWS KMS &iREMZEAR

% 7 8% AWS Key Management Service I8 NF 0B HEMN L2 , CloudWatch B ERES
HE RSB ARN HEARARMELZFERNMBARATN -, MBEABZR—EHMABNABRIERN
RE|R/EH, MBEABTREER IAM BERGRMG |, £k AWS IRF R B FFEERFIE AWS KMS 2381
7. MEFMEEA , F2REAMBEAEMN IAM JSON HZFE T3 : Condition.

BERAHESEMEN BEHEEA TR KMS €8,

MREBTAMERN BEEEE , EREFERAFHARERAERAREANKBFEHENTH KMS £
iR, BRETISRAT.

ERRERSWBAHEE ARFHAEA | BNEABFENRAES KUS 28
1. BEATIES , UBHOAHEERNSRN ARN :

aws logs describe-log-groups

BHEEE—1T. &2 T ARN. R 7 FER3,

"kmsKeyId": "arn:aws:kms:us-west-2:123456789012:key/01234567-89ab-
cdef-0123-456789abcdef"

2. BALT@RREMEHH KMS £

aws kms create-key

3. WMATIH®S , $HEBHOBEEMETE policy.json BR .

aws kms get-key-policy --key-id new-key-id --policy-name default --output text > ./
policy.json

4. FRANXFREI[IMRB/M policy.json, ¥4 Condition BERHIEEBUR :

"Version": "2012-10-17",
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"Id": "key-default-1",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::ACCOUNT-ID:root"
I
"Action": "kms:*",
"Resource": "*"
},
{

"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"
I
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"

iF
"Resource": "*",
"Condition": {

"ArnLike": {
"kms:EncryptionContext:aws:logs:arn":
"arn:aws:logs:REGION:ACCOUNT-ID:1log-
group:LOG-GROUP-NAME"
}

5. BMATH®T , SEMNBERIEEIHN KMS &)

aws kms put-key-policy --key-id new-key-ARN --policy-name default --policy file://
policy.json

6. BMATH®T , SHKEBFRERIEAB :

aws logs associate-kms-key --log-group-name my-log-group --kms-key-id new-key-ARN
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CloudWatch iR ESEAHMSWMBRETESR.
7. ETXR  BEELSBOFEER , BRT Decrypt 4. BE , MATY G UBEMERX :

aws kms get-key-policy --key-id old-key-ARN --policy-name default --output text
> ./policy.json

8. FRAXFmEEIRMM policy.json , MR Action FEFMWFAEE , BRT kms:Decrypt*
BASA

"Version": "2012-10-17",

"Id": "key-default-1",

"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Your_account_ID:root"

},
"Action": "kms:*",
"Resource": "*"

"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"

},

"Action": [
"kms:Decrypt*"

1,

"Resource": "*"

9. WMATI®T , BEMNERHMEZESR

aws kms put-key-policy --key-id old-key-ARN --policy-name default --policy file://
policy.json
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ERESIHBRERRBFER

FAIAME AR E B EERMREIRA , HB)RE CloudWatch &I BRER, ELBEKTEER
BAEEHRAERS S A SFHERN BASHPNBRER,

EREERMRERAIR , KTER , STEMER LR (B CloudWatch Logs Insights, 351RERiE S
TR RS LEE/FSRENCERBBHNHRER, RBEEE logs:Unmask IAM FF I ERE
FTHEBRERESHER,

ERLARIRFE FHVFE BtV ERMREBER , B AER ARHERYERGRERR, B8R
EERFEVERE , cEEREZRAN BREENRIELRN BEEE,

MREABERFEVERRERR , YA BAE-AFHERMBER , IEMERRAEEAEZXH
A, EE—BRPEENAMAEZEERBNHEEXARHEPETRENES,

® Note
REBRECKRER PR HET XRESHBEN, MRERARFPWMACKHEELE
RREBEBCR , CRAEEAERERKRAPHREHE. NFTHERNFEER , F88E

A6 o

FE AFAHERER —ERFHFABRERREBIR , ERBRTIEENZZEER BRI FFREKM
EE, ERMREBRNREA 30,720 EF 7T,

/A Important

HBBERENE BFEER , RReEIELENEMUESZ. RRTEEEELREER
REBR 2 AN E BFEEN BRESEH.

CloudWatch Logs XEFFZZEERFAE  SLARBREFALKENEREE | BT LRERE
BER. BARREEN (PH) MEARBIER (PI)o CloudWatch BEFERMREATZEF AERN L
HAKRBIREREURZER, FRELEENTEHBRESNT , @RERRN XD RBZARIER
MHNELERT, SEULUER B ERMBRATRIAZBRIREN I E A PR 5 E S BIREBNT

CloudWatch EERIZIRFESLERNERBIBHHBERE K RERHER. &
LogEventsWithFindings2E , 87 AWS/ i EwmAZEP Y., SUUEAKEEE Y

EREEDERDRERRARER _



Amazon CloudWatch B EREER

CloudWatch 27 , LAl AEBFEMERRFHEERENL, ERREBEZLNEERNEEE , B
it BERA, WFEAGE CloudWatch e EEEXZEMNIEFENFMEM CloudWatch , FSEEA
CloudWatch 5128542,

BEZEEERBIIGHBEA TEABSEHRENHBRER MR , SINSERRN M ENE AR,
AWS REZREHSRNBERIED, BEYERMRBBUERR , BT B CloudWatch Logs %1€ A& fif FI i L34
BIFF , R AT BEEBHEREENA B % | M 7E{E R 2 B 55 ERENEN1E,

CloudWatch fCSkEE R Z £ FhE A LUEAZEE MR B RRE R T I ER N BRAER

R, flnFAE BN AWS REFEEE
- MBEA , SIWERFRE.
c BAFGDEBER PI), BRI ELZLIRE
- SREEEEH (PH) , flinEERBRSEERLRE
o SEEHBIG , HlI0 1P suksk MAC Mt

NBERHTRE, SNERNHEET, , FSELTUREN ERER,

RE
- THRERFRERR
- TERERERERR?
- ERREBCRIE B ?
- ERREZEBER JSON Bt
« BERRRETA JSON Bt
< BERBRAFIRE JSON Bt
- ZAEfR IAM RIS e BV S EAERREBBUR
- IREERESREIRFAENFTA
HSSEHE 2 ERREBR AT B ET A
- ERREIURED
- BURFEREBREIE
- EES
« AWS CLI
« AWS CLI 5t APl fEEH E R R BB KA
- BYVE— AR ANERRERR
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ERAEER

- EBEB
« AWS CLI
« AWS CLI 5 API e ERMRBBUERE
- BRRESHER
- BREEBERS
- BERRBREAELIZEZRENEENSESIRIBEEK AWS KMS

- BAIURENERER
« CloudWatch R#EBBERNERNNZEEER BT
- BAEH
- BREVMEINERFET ARN
- BB
- REERERWERBEIR ARN
- BBEA
- BRERERNEREEZE ARN
- ZREBEEEA (PH)
- SREEFEA (PH) EREANERFEBITF ARN
- BASZREBIER (PI)
- EREARBNERET
- BRESERBHEET
- ERFHENEHET
- WRBIRBRSERBHNEET
- EAZDEBIER (PI) BHEHEBIF ARN
- BFRTEHEBIR
- TR SNS HETERBAIE ?
 BRTE R B R #Y B 5l
- EXERAEPERBETERBEBIR
- EENERREBEBRTEABITERBAF

THRERREIR

%gﬂﬁé%ﬁ%
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- TERERMREBBE?
- ERMREBRNEBI ?

TERERMRERR ?

CloudWatch RS EESEAERNRBRRRENCEFRHNBRER | UAREERDNEFEREEZE
B, FEENREBNHBER , FEAEHFEE. CloudWatch ;L ER LT EFHE , RERERAMES
EENFEESRLEREARZER, EERBRINERNEBNFTRITE , B EREZNEE R
LFE. ELRETRERHKRD (FARKD) WBHBER , XERE BFEHREIHBRER,

BERMRBBERNEEB M ?
MTERR, ERMEEREHEEUTTE

« EXHERLEAEANERBREN
- EREENERBEBFEN —RRIE

#1{@ CloudWatch R ERHIFMAARER —EENRERR, ENRERRTUART—RSEEBHE
ABlMERIA | B ReeR —ERERIE .

BERREHRA JSON Bt
ERRERRFZTINEABREFAS sEHER

- Name - BUR &,

« Description (#H) - BUR#EIR,

* Version - BURFES WA, B BIRZAER 2021-06-01.
- Statement - IEEEBRBBERBEMN RN FE,

"Name": "CloudWatchlLogs-PersonalInformation-Protection",
"Description": "Protect basic types of sensitive data",
"Version": "2021-06-01",

"Statement": [
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BERBRXA JSON B

HERRAXEREERNREBRENRAANET,

- Sid (&R) - B 5B FFo
« Dataldentifier— CloudWatch PrErC sk ER M BRE R, Hlan  #E, whut s EFFRE,

"R — REERME ( TR = TBUBERL ) o CloudWatch RESkEEE R B BURE B FIT
E LB,

"Statement": [
{
"Sid": "audit-policy",
"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/Address"
1,
"Operation": {
"Audit": {
"FindingsDestination": {}
}
}
1,

BURBUR KR ERY JSON Bt
HERRANERE T HP -—RERREBRE.

- B -ZHEENBESTERSES K mMAEPEAFRLE. FENFHEEM CloudWatch B
Z AWS/Logs & ZZ B # ELogEventsWithFindingsE ., CloudWatch& 7] LA S L I5IZE T B
No

\

%

NMEBEBERENESG , F2H EREEEERS.

WEEE CloudWatch FCEkEEE EWISENFEMEA CloudWatch |, 582B A CloudWatch 1512

B,

- HRE - ESHRER , MAEPE ALK

THRERMREBUR 143
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ERAEER

N

HHAEE IAM FF A S e B M S E F ERMREBRUR

HEREHEN BRFENERRERR ,

EREE - HRFHENENREBEBRNFTABRTE.

RFEBREMRBB R ENG

(® Note

WMRIEBEE Lambda HEAH
[,

GES

BUTERRZENBNER
REBER

£/ CloudWatch iC##E#A
B ERTERMREERR

]

BB ABRTRIMTANBENT, RFEBERNERREBRM

TIBLE# | Lambda HTACMNF I RRESEIZE TG

T IAM BT

logs:PutAccountPol
icy
logs:PutDataProtec
tionPolicy
logs:PutAccountPol
icy
logs:PutDataProtec

tionPolicy

logs:CreatelLogDeli
very

logs:PutResourcePo
licy

logs:DescribeResou
rcePolicies

logs:DescribelogGr
oups

R

DR 1AM B BE R T R e RO R B
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ERAEER

(S

£/ Firehose tEBEX B EE
NERHMREBBER

EL Amazon S3 A #AB
HY 1 By B EHMR B BUR

HUHIE 215 E B 558 E V&
ERRENH

BRAENERREBRER

il BR B RHR B BUR

FEIAM A

logs:PutAccountPol
icy

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

firehose:TagDelive
ryStream

logs:PutAccountPol
icy

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

s3:GetBucketPolicy
s3:PutBucketPolicy
logs:Unmask

logs:GetDataProtec

tionPolicy

logs:DeleteAccount
Policy

&R

arn:aws:logs:::del
iverystre

am/ YOUR_DELI
VERY_STREAM

*

arn:aws:s
3::: YOUR_BUCKET

arn:aws:s
3::: YOUR_BUCKET

arn:aws:logs:::log-

group:*

*

DR 1AM B BE R T R e RO R B
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ERAEER

(S

MEBEEMENRERZ AR EEE

FE IAM T

logs:DeleteDataPro
tectionPolicy

SERMHM , Rl B

A FSEHE 2 B R R BB AT ERYET A

(® Note

WMRIEBEE Lambda HEAH
A,

GES

BUTERRZENBNER
REHER

£/ CloudWatch R A
BRI ERMRER

&R

B B W E RS
Z logs:PutDataProtectionPolicy # logs:CreatelLogDelivery FFfl,

ITIELAESR |, Lambda BITHAEBMFF A RRELESDE THIFF

T IAM BT

logs:PutDataProtec
tionPolicy

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

logs:PutResourcePo
licy
logs:DescribeResou

rcePolicies

logs:DescribelogGr
oups

ER

arn:aws:logs::

:log

-group: YOUR_LOG_

GROUP

arn:aws:logs::

*

:log

-group: YOUR_LOG_

GROUP

*

*

DR 1AM B BE R T R e RO R B
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ERAEER

(S

5/ Firehose tEARZ B ZE

MERMMREBR

#E#7 L Amazon S3 A##&B

HY 3t B B RHREBUR

HUHEZECEEMN HRSEH

BRERENERRBIE

il R & R ER

FE IAM T

logs:PutDataProtec
tionPolicy

logs:CreatelLogDeli
very

firehose:TagDelive
ryStream

logs:PutDataProtec
tionPolicy

logs:CreatelogDeli
very

s3:GetBucketPolicy

s3:PutBucketPolicy

logs:Unmask

logs:GetDataProtec
tionPolicy

logs:DeleteDataPro
tectionPolicy

&R

arn:aws:logs:::1log
-group: YOUR_LOG_
GROUP :*

*

arn:aws:logs:::del
iverystre

am/ YOUR_DELI
VERY_STREAM

arn:aws:logs:::1log
-group: YOUR_LOG_
GROUP :*

*

arn:aws:s
3::: YOUR_BUCKET

arn:aws:s
3::: YOUR_BUCKET

arn:aws:logs:::log
-group: YOUR_LOG_
GROUP :*

arn:aws:logs:::log
-group: YOUR_LOG_
GROUP :*

arn:aws:logs:::log
-group: YOUR_LOG_
GROUP :*

DR 1AM B BE R T R e RO R B
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MREFMERRBRZAFTCEEZZEW , Bt AFELAEMEEN N EMRRES
E logs:PutDataProtectionPolicy M logs:CreatelLogDelivery FF,

BERREBREH

THBREH AIREAERL., RELKMREMRERR , EEBRUBBRKATHEREZELI=].
BEZENBEE, EFAAMHEAEREAREZENESR.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "YOUR_SID_1",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribelLogGroups",
"logs:DescribeResourcePolicies"

1,

"Resource": "*"

},
{

"Sid": "YOUR_SID_2",

"Effect": "Allow",

"Action": [
"logs:GetDataProtectionPolicy",
"logs:DeleteDataProtectionPolicy",
"logs:PutDataProtectionPolicy",
"s3:PutBucketPolicy",
"firehose:TagDeliveryStream",
"s3:GetBucketPolicy"

1,

"Resource": [
"arn:aws:firehose:::deliverystream/YOUR_DELIVERY_STREAM",
"arn:aws:s3:::YOUR_BUCKET",
"arn:aws:logs:::log-group:YOUR_LOG_GROUP:*"

]

}
]
}
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Amazon CloudWatch B & EREER
BIURFEBHRERRBBR

B LAEA CloudWatch 5883 A5 AWS CLI S P BV ERMREER , LESRE P A& E
HEZRER, ERMEFERRN BFEEMNEARRKETW B FEE,

/A Important

HBBERENE BFREER , RReIELENELMUESZ. RRFTEEEELREER
REHR 2 BIHREVE HEERHARY BEEH

ES]
- B

« AWS CLI

ERAEREEEUIRFBRERMREBERR

BEELL T ERRL CloudWatch £3#&, https://console.aws.amazon.com/cloudwatch/
HEEEERP , BERE, SURBERFMII,
EIE Logs (H#) REIER,
BERTE,
HYUZTEENERELNE  ENECERRNESFACHKBFENERNERE, SUERINA R @
ARBUSHATERZ BT

o K~ w0 bhd =

EFEBREDENEAFERNEBEBENER BT, BEENENERBS REEHREK,

]

NEAEUTRENENEENFRES , F2RETURENEREE,
6. (BEFM) NREVEEAETERNBIBREKNEZHERNER | HEE (WMEETERE
B, RAR@ABNEENEBNRAUEEN  LEELESHPESHERNES. NFEFE
&, F2H BT ERERN,

E-ERRBEERBEZAEE 10 BRTEMELNE. ERATEMHNBNEEARNEEAMSEA
DR 200 BF T

7. (RH) ZROHEHBERKBEREN —HZERK. ECEETKERZBETEEEEEME
R, REMAGSESSZIMNBRERER,

I

ﬁu
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https://console.aws.amazon.com/cloudwatch/
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8. iEIZE Activate data protection (BB & KHRE).

AWS CLI
EEMFHAE AWS CLI IR Z4pHEEA

1. FRANFRESREILL S DataProtectionPolicy.json HWBERER, MEEBBERE LN
ﬁnﬂ nﬁ/ﬁ-r ﬁko

2. BALTHS:

aws logs put-account-policy \

--policy-name TEST_POLICY --policy-type "DATA_PROTECTION_POLICY" \
--policy-document file://policy.json \

--scope "ALL" \

--region us-west-2

AWS CLI 5 API X ERHREBBUREES

BBV ELE AWS CLI s Sk APl fE¥£h{FEFR JSON ERMREHXE | RAIXEZE™ME JSON
B -

- F—REERSERBEEE Dataldentifer EHMEHE Audit BIEMY Operation B
f, Dataldentifer B3 HETESHHBERER, NEMETARENFHEEN , F2
AT URENERER,

BH Audit B)YEHY Operation BHAMLEIRE , Mt FEEREIBRERMEE. I Audit BHEX
A@E FindingsDestination ¥, EAILURZFEFEALL FindingsDestination ¥4 , K5I H
EqHErEREERTEREN —SZEE N, MREIEEBFEHHE. Amazon EF Firehose &

TSI RETRBEANN  EMLYACKEE. NERKBEFTERSENES , F2H BXHEE

== oo

/ﬁ E#EI:I o

- FEERSEABRTE Dataldentifer FESIFES Deidentify EfEH) Operation &
. Dataldentifer FEZIAABEBEKSE —EERTH Dataldentifer EIZEL —H,

875 Deidentify EEH) Operation BHEARBRIEZER K HXEITE "MaskConfig": {3}
Y. "MaskConfig": {} MHMHERZEMW,

UTRECAZERENAITNERNREBIRSES, KBREESETHHFu MEERR,
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ERAEER

NERREERITENBNBCRBNE , F2REECNENREBCRTEM BT ERET.

{
"Name": "data-protection-policy",
"Description": "test description",
"Version": "2021-06-01",
"Statement": [{

"Sid": "audit-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Audit": {
"FindingsDestination": {
"CloudWatchLogs": {
"LogGroup": "EXISTING_LOG_GROUP_IN_YOUR_ACCOUNT,"
1,
"Firehose": {
"DeliveryStream": "EXISTING_STREAM_IN_YOUR_ACCOUNT"
.
"s3": {
"Bucket": "EXISTING_BUCKET"
}
}
}
}
1,
{

"Sid": "redact-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Deidentify": {
"MaskConfig": {3}
}
}
}
]
}

BURFBREMRERR
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BV E - AFEENERMREER

&R LAEA CloudWatch SRS 2 A AWS CLI i S REVERZLHERA , NESHRER.

BRI AEEBRHEER—EERFRERR, SEAERGRERRBUURKZEEENEN. SEE
BREBRE TN S —HREEHR,

ES]

- A

« AWS CLI

BEEAFREELENREBERR

1. FBELATMERR CloudWatch £# A&, https://console.aws.amazon.com/cloudwatch/
EEEEEFMKFIRE Logs (HFE). Log groups (HEEEHH).

BERFREANER.

i#$2 Actions (Ei#E). Create data protection policy (&3 ERHREBE),

SHEZEENERENE  ENEGEELCEHETRENEENEREE, SFUEENSRT
BARBUSKAENBEEN.

o & w0 DN

RMEZBEENE ARENNEBEENERERT, BEENENEEBS TREEIERM,

NEERLTUERASEENBRBRAEBLERNEROFMET, , FBRLTURENERE

2,
6. (BIBM) MRELHEMAGTENRNIBRELNESLMERNER , FRE FEATENR

B, RARBABREENEBNRAUEEN  LEECKSHPRSHBEENEN. NFEFE
&, 2R BT ERERN.

E-ERRBERRREZTEE 10 BEFTERRBRR. ERETERBRBHNEER[AUNEEASLEA
DR 200 BF T

7. (FH) ZRQHEHBERKBEREN —HZERK. ESEETKERLBETEEEEEME
R, REMAGESSZINBRERER,

8. iZIZE Activate data protection (BB E KR E).

LE

ﬁu
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https://console.aws.amazon.com/cloudwatch/

Amazon CloudWatch B EREER

AWS CLI

EEMFHARE AWS CLI X ERZ4pHEEA

1. FANFRESREILL S DataProtectionPolicy.json HWBERER, MEEBBERE LN
&, FB2ET—H.

2. BWAUTHS:

aws logs put-data-protection-policy --log-group-identifier "my-log-group" --policy-
document file:///Path/DataProtectionPolicy.json --region us-west-2

AWS CLI = API e £ ERHMREBBUREES

EEEYERE AWS CLI s 5k APl E¥hFEFR JSON ERMRERXE | RAIXEZE™ME JSON
B -

- F—REERSERBEE Dataldentifer EHMEHE Audit BIYERY Operation B
f, Dataldentifer 3G HETESHHBERER, NEMETARENFHEEN , 72
R AREBENER R,

B A Audit B)YEM Operation BHAMLEIER , Mt FEREIBBERMEE. bt Audit BEX
A'@8 FindingsDestination ¥1#f. LAILUERZFME A FindingsDestination ¥4 , K5I
EqQHEEARREETEREN —IZEEN. NREEEBFEHE. Amazon EH Firehose F
T S EETEZENN , ML EACRKREE. NERKBEFTEREGNED , F28 BXEE
BERE.

- F_AERSARFITE Dataldentifer ESIFEHE Deidentify B Operation &
. Dataldentifer FEZIAAEEBEE —ERER K Dataldentifer EFHZEL—H,

B 7H Deidentify EEH) Operation BHEARBRIEZER K HXEITE "MaskConfig": {3}
YI#F. "MaskConfig": {} WHMHERZEMN,

UTREZEEFHA LU NREERNER REHRREH

"Name": "data-protection-policy",
"Description": "test description",
"Version": "2021-06-01",
"Statement": [{
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"Sid": "audit-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

1,

"Operation": {

"Audit": {
"FindingsDestination": {
"CloudWatchLogs": {
"LogGroup": "EXISTING_LOG_GROUP_IN_YOUR_ACCOUNT,"
},
"Firehose": {
"DeliveryStream": "EXISTING_STREAM_IN_YOUR_ACCOUNT"
I
"S3": {
"Bucket": "EXISTING_BUCKET"

"Sid": "redact-policy",

"Dataldentifier": [
"arn:aws:dataprotection::aws:data-identifier/EmailAddress",
"arn:aws:dataprotection::aws:data-identifier/DriversLicense-US"

iF
"Operation": {
"Deidentify": {
"MaskConfig": {3}

BEREZNER

EEMBRAESHNER , FAEMEEE logs:Unmask 7, EFRFITNFERAETEBRUATAHR
EEREENEHR :

- REBFBFRPHNEHE | B2 Display (FER). Unmask (FRBREE),
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- FRHEEHUHES (@message) S CloudWatch B REE#., THSEMEASURESNA
NERBRPHRIL 20 BEBFEEH -

fields @timestamp, @message, unmask(@message)
| sort @timestamp desc
| 1imit 20

'iu

MFHR CloudWatch FR#E R THFMER , 2B CloudWatch AR BEEMEE.
o EEunmaskZ8#E A GetlLogEvents® FilterLogEventsfE#%,

#ZCloudWatchLogsFullAccess KB &¥E1ogs : Unmask R, &Elogs:UnmaskERFREMAE
CloudWatchLogsFullAccess , A L& BET IAM BURMI MBI EAE, MEFMEEHN , FSEHEHT
AEFEAE (EEA).

EEEBTERS
WMREH CloudWatch HFERRBREABRREABE B EE A CloudWatch H&&., Amazon S3

5 Firehose , RIS BRI REE T HEHIELL, CloudWatch R ESABEISHRERMN
BEARA—ORREFEERS

"auditTimestamp": "2023-01-23T21:11:20Z",

"resourceArn": "arn:aws:logs:us-west-2:111122223333:1og-group:/aws/lambda/
MyLogGroup:*",

"dataldentifiers": [

{
"name": "EmailAddress",
"count": 2,
"detections": [
{
"start": 13,
"end": 26
},
{
"start": 30,
"end": 43
}
]
}

]
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}

HREFHRWCL TR

« resourceArn R{USEREHEPHRIBRERMN BFEE,

« dataldentifiers YH SR REEERRNEEHRRENNBESEMBEN.
 name Rz A% B I [E B AT & AV BURE BIHEEL,

- count MU EREREERBRERNEBFSHPHRNKH,

« start M end MUEBKFAHABERBFEHPEIAHRBRERNLE,

t—EASfBERE—EEFEHIESRMESESF B4 HUNRE. F—ESFB4HURBFEHNE
13 EFhth , XEE 26 BF TREFER. F_EEFEM4tbu 158 30 EFx T —EHEE 43 EF .
ENfELt B EHERMEE T84t , LogEventsWithFindings ISEMNEt A SIEE 1, RARKE
ESHoOsHRERN BFSEHFE , MIFFERRERNER XS,

HREEBRREAEELEZREFNEENLESRBER AWS KMS

EBRAIRA Amazon S3 S &£ 48 (SSE-S3) M AR H MBHIRA KMS £ (SSE-KMS) #9 RS
WwNE |, WO LAMRE Amazon S3 RETRANER, MEFMENR , F2E (Amazon S3 FEHEE
) FNERARSZIENZREER,

MREEEEPEERBEEL SSE-S3 RENRE TR | ATFEHMMERE, Amazon S3 EEEM
BEW,

MREEEEAELEREEAZZEL SSE-KMS RENRE TR , ZX4BFH KMS RVSIRECK , #A
SERIRFEENS AL S3 f#EirE, WEHE SSE-KMS BEFEAMELBRBENFRETN , F28
Amazon CloudWatch B 5 & fEBAmazon S3HHY,

A MREBENER R

RETEE T LT CloudWatch iRk B ERMRAB R P RECER ERMWMEEIEH. CloudWatch &2
HETEERBAFREELRENERER  UREMBER., EAREER (PH) FMEAZBEHR
(Pll)o ZEAILAEA B EEX IR R REERIBENSERFE S EH M EIREERLT

AR
« CloudWatch e BRER ERNZ ERE R BTG
« EAEH

- BREENEHENEREFT ARN

B R A AR _


https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html

Amazon CloudWatch HE& ERERER
- BEHBIR
- REEREENERERT ARN
- BBEH
- MBEREENEREL T ARN
- ZREEFEA (PHI)
- ZREFEREF (PH) EREENERE BT ARN
- BASZHEBIER (Pl)
- BRERRIEWERT
- BERSSRRIBNERT
- ERGHHNERET
< MRBEBRIERSERIBNERT
« BASZEBIEF (PIl) HERFEB T ARN
- BETERERIR
- fHER SNS HEJERE IR ?
- BETERERIRFHYR
- EEXEREPEAH BRI EREEE
- EENERREBBR D EM B EREBIRF

CloudWatch e E RN BN ZEEE R H B

FEHISETUACAZEENANBRENERNER  URBLEERNGEREEEREREENE
#o

HRELEANEEZER , " CloudWatch ;LR EERRE ., SERAERNMINGERY  YERBERK
IEEBRTRS SHANEE, MIRBRFLAREERENEREMN  ABRFEELAE 30 #F
TUR (BEER) ER.

MREBRFEEZEMH , A CloudWatch RS ERRES HBHLHROZHEHIT SRR (L) TEFR (-)
MIFZMAERFER, EELEHENRT , CloudWatch Logs EERFTMEREART , U RABEFHN
ERE1L.

T &% T CloudWatch Logs AIAE RS EEREREAIBEINZERER, KE, UK. BEENZRK
EWREEN (PH), EEERRELERERNEASIEBER PI) EEH,

X ENEBFT (RES N EEER)
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7 7l F il
Address 1A
AwsSecretKey ZAER
CreditCardExpiration St
CreditCardNumber SRl
CreditCardSecurityCode St
EmailAddress fBA
IpAddress EIA
LatLong fELA
Name fELA
OpenSshPrivateKey ZEAEHR
PgpPrivateKey BEAER
PkcsPrivateKey BAER
PuttyPrivateKey EAEHR
VehicleIdentificationNumber 1A

HESHEBNERBINTEETSEHINFTER,. —EEFRR , LUEMEFES (1SO 3166-1 alpha-2) £
1S, & DriversLicense-US,

XENBHNN (HATEMEFFNERTIEETR)

5% Bl &F 5l BxR/M[EHEFES
BankAccountNumber SRt DE. ES. FR. GB. IT
CepCode BA BR
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ERAEER

a5 Bl 7
Cnpj
CpfCode

DriversLicense

DrugEnforcementAge
ncyNumber

ElectoralRolINumber
HealthiInsuranceCardNumber
HealthInsuranceClaimNumber
HealthInsuranceNumber
HealthcareProcedureCode

IndividualTaxldentification
Number

InseeCode
MedicareBeneficiaryNumber
NationalDrugCode
NationalldentificationNumber

NationallnsuranceNumber

%5
B8 A
18 A

1PN

BERRE

8 A
BRERE
BRERE
BR R E
BR R iE
BA

B8 A
BERRE
BEFE R
18 A

1A

B/ [BEFES
BR
BR

AT, AU, BE.

BG. CA, CY,

CZ. DE, DK, EE. ES. FI,
FR. GB. GR,

HR, HU, IE, IT, LT, LU,
LV. MT. NL,

PL., PT. RO, SE, SI. SK,
us

us

GB

&l
B

us
TEER
us

XE

=B

us

us

DE. ES. IT

GB
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ERAEER

5% Bl 7F
NationalProviderld
NhsNumber
NieNumber
NifNumber

PassportNumber

PermanentResidenceNumber
PersonalHealthNumber

PhoneNumber

PostalCode

RgNumber
SociallnsuranceNumber
Ssn

Taxld

ZipCode

ZAEH

CloudWatch FESREERHRE AT AR E T 7 EB R

%5
BEFERE
BEFERiE
18 A
BA
BA

BA
ERRE
BA

BA
BA
B8 A
B8 A
B8 A

A

BiZR/ith [REEE S
us

GB

ES

ES

CA. DE. ES,

FR., GB. IT. US
CA
CA

BR. DE. ES.
FR., GB. IT. US

CA

BR

CA

ES. US

DE. ES, FR, GB

%E
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ERER BERFEBIRF ID DENEERT Bl R A
ith [
AWS M55 B 5 iR AwsSecretKey aws_secret_access_ £

key , credentials ,
secret access key,
secret key, set-awscr

edential

OpenSSH FAZ £ 18 OpenSSHPr i3 g
ivateKey

PGP FAZ €18 PgpPrivateKey i3 =E

Pkcs FAE &8 PkcsPriva i3 g
teKey

PuTTY FAZE &8 PuttyPriv i3 =%
ateKey

BREMEENERET ARN

LA 51| 42 A 37 38 2 5 RHR B BUR Y & B8 B &F Amazon Resource Name (ARN).

BRERFELRF ARN
arn:aws:dataprotection::aws:data-identifier/AwsSecretKey
arn:aws:dataprotection::aws:data-identifier/OpenSshPrivateKey
arn:aws:dataprotection::aws:data-identifier/PgpPrivateKey
arn:aws:dataprotection::aws:data-identifier/PkcsPrivateKey

arn:aws:dataprotection::aws:data-identifier/PuttyPrivateKey

LBV TOPE T E _



Amazon CloudWatch B EREER

BRI
CloudWatch GRS EE R RE AT AKE T HIEBEAVEERFIH.

ERER BERFEBIRF ID DENBRT Bl R A
ith [
IP bk IpAddress i3 i

HEERFNEREBIR ARN
LA 51| 4 42 A 3 38 2 B SR B BUR Y & B8 BI &F Amazon Resource Name (ARN).

HEFRHBIRF ARN

arn:aws:dataprotection::aws:data-identifier/IpAddress

BMBEF
CloudWatch RS EERRZBE AT URE T EEN UK EA.

MREREERREER , AIER CloudWatch e B AN N AEMEME , CEEHSHEEEEN
BERENT, LERRTEREHEERMTNETEL , REE4AEERETRI MM EF SR
R/MERR , LMEAELRRNLENAEERT.

BERER BERE AR ID PENBERT BI}# f@sE
h[E
RITIRF RS BankAccou =, TENBEERZEART ZEH. SIEE]
ntNumber BINEZR/ME, MEFFM ==, BRERIT

B, B2RAHRNNE HBAFN KRF
TIRFHRBNEETER . B RS
o (IBAN) ,
lidt
BR%
B 34
[EER

B
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ErEa BERFEBIRF ID DENBET BIRM fB&E
i [2
Fi
K, &
FEE
3R/t
BISE
TE,
ERAFEIHA CreditCar exp d, exp m, exp vy, g
dExpirati expiration , expiry
on
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ERAEER

aREE

ERFRE

EREBIRF ID

CreditCar
dNumber

VENERET

account number,
american express,
amex, bank card, card,
card number, card
num, cc #, ccn, check
card, credit, credit
card#, dankort, debit,
debit card, diners
club, discover,
electron, japanese
card bureau, jcb,
mastercard , mc, pan
payment account
number, payment card

number, pcn, union pay,

visa

EIE!

b [

B

fiiat

A=
REUR
=HE
Luhn
BELQ
=¥ )
13—

19 {2
BF
5, 3
AUT
L]
BWE
R
AR
<ER AT
®x
Bl EE

—+ , Dank
ort ,
BAEHK
&, B
B, &
¥, H
rFE
(JCB) ,
BE5E
<A
Visao
UnionPay
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ERAEER

Erma BRI BIAF ID VEREETF BzxRM fmEE
it 8
ERFBRES CreditCar card id, card g
dSecurity identification
Code code, card identific
ation number , card
security code, card
validation code
card validatio
n number , card
verification data
card verification
value, cvc, cvc2, cvy,
cvv2, elo verificat
ion code
SRITIRFRIEHER T
FRATIEREFZRENRZZH 34 AREF T (SEBER/MEBHETER) HEAHNEPRIRITIRS GRS
(IBAN).
Country BT
JEE account code, account number, accountno# , accountnumber# ,
bban, code bancaire, compte bancaire, customer account id,
customer account number, customer bank account id, iban
numéro de compte
= account code, account number, accountno# , accountnumber# |,
bankleitzahl , bban, customer account id, customer account
number, customer bank account id, geheimzahl , iban, kartennum
mer , kontonummer , kreditkartennummer |, sepa
AN account code, account number, accountno# , accountnumber# ,

bban, codice bancario, conto bancario, customer account id,

B RENERER
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Country BT

customer account number, customer bank account id, iban
numero di conto

P ST account code, account number, accountno# , accountnumber# |,
bban, cddigo cuenta, cddigo cuenta bancaria, cuenta cliente
id, customer account ID, customer account number, customer
bank account id, iban, nimero cuenta bancaria cliente, numero
cuenta cliente

By account code, account number, accountno# , accountnumber# |,
bban, customer account ID, customer account number, customer
bank account id, iban, sepa

% E bank account, bank acct, checking account, checking acct,
deposit account, deposit acct, savings account, savings acct,
chequing account, chequing acct

CloudWatch AFFAEWMEUTIEFNEE  EAFRFHBEREARLEAH,

122000000000003, 2222405343248877, 2222990905257051, 2223007648726984,
2223577120017656,

30569309025904, 34343434343434, 3528000700000000, 3530111333300000, 3566002020360505,
36148900647913,

36700102000000, 371449635398431, 378282246310005, 378734493671000, 38520000023237,
4012888888881881,

41111111111111311, 4222222222222, 4444333322221111, 4462030000000000, 4484070000000000,
4911830000000,

4917300800000000, 4917610000000000, 4917610000000000003, 5019717010103742,
5105105105105100,

5111010030175156, 5185540810000019, 5200828282828210, 5204230080000017,
5204740009900014, 5420923878724339,

5454545454545454, 5455330760000018, 5506900490000436, 5506900490000444,
5506900510000234, 5506920809243667,

5506922400634930, 5506927427317625, 5553042241984105, 5555553753048194,
5555555555554444, 5610591081018250,

6011000990139424, 6011000400000000, 6011111111111117, 630490017740292441,
630495060000000000,

6331101999990016, 6759649826438453, 6799990100000000019, and 76009244561.

LBV TOPE T E _



Amazon CloudWatch B EREER

MRERBRENER BB ARN

AT %I S8 o] #48 ZE & RHMR BEUCR R E R8BI &F Amazon Resource Name (ARN),

M ERFE BT ARN
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-DE
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-ES
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-FR
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-GB
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-IT
arn:aws:dataprotection::aws:data-identifier/BankAccountNumber-US
arn:aws:dataprotection::aws:data-identifier/CreditCardExpiration
arn:aws:dataprotection::aws:data-identifier/CreditCardNumber

arn:aws:dataprotection::aws:data-identifier/CreditCardSecurityC
ode

ZREEFEEHA (PHI)
CloudWatch FESfEERMREBE T AKE T HIBEN ZREREEF (PHI),

MREREERREEE , AIER CloudWatch RSB AN N AEMEME , CEEHSHEEEEN
BERENR, LERRTEREHEERNMTNETEL , REE4AEENEM TR MM EFHE
RMBER , SMERELBE RNt EAYAAERRREF

i—gap kit EREBIFF ID HENERF EIERl
it [
{852 (DEA) MRS DrugEnfor dea number, dea XE
cementAge registration
ncyNumber
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ERES

=
=]

aREE

fEERRE RS (EHIC)

EREBIRF ID

HealthIns
uranceCar
dNumbex

HENEIRF EE
ih [E
assicurazione X B8

sanitaria numero,
carta assicurazione
numero, carte d’assuran
ce maladie , carte
européenne d'assuran
ce maladie , ceam,
ehic, ehic#, finlandeh
icnumber# ,gesundhei
tskarte , hdalsokort

, health card, health
card number, health
insurance card, health
insurance number,
insurance card number,
krankenversicherun
gskarte , krankenve
rsicherungsnummer ,
medical account number,
numero conto medico,
numéro d’assuran
ce maladie , numéro
de carte d’assuran
ce ,numéro de compte
medical, numero de
cuenta médica, numero
de seguro de salud,
numero de tarjeta
de seguro, sairaanho
itokortin , sairausva
kuutuskortti
sairausvakuutusnum
ero , sjukfoérsakring
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—gaEkid) EREEIRF ID PDENRET EEZ
ih[@
nummer, sjukfdrsa
kringskort ,suomi
ehic-numero , tarjeta
de salud, terveysko
rtti , tessera
sanitaria assicuraz
ione numero , versicher
ungsnummer
R REMRIT (HICN) HealthIns health insurance claim ZE
uranceCla number, hic no, hic no.,
imNumber hic number, hic#, hicn
hicn#, hicno#
12 R 1R Bex o B& A 38k I B 1 HealthIns carte d'assuré social, LB
uranceNumber carte vitale, insurance
card
ERREEAEFRBRR Healthcar current procedural XE
(HCPCS) K15 eProcedur terminology , hcpcs,
eCode healthcare common
procedure coding
system
B BB R a5 A SRS MedicareB mbi, medicare beneficia XE&
(MBN) eneficiar Ty
yNumber
BIREYER (NDC) NationalD national drug code,ndc  ZXE
rugCode
B RIBALEZBIRF (NPI) NationalP hipaa, n.p.i., national e
roviderId provider, npi

B RENERER
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EREn EREEIRF ID DENBET EEZ
i [&
ERAREE (NHS) 3RS NhsNumber national health =y
service, NHS
(PN E A PersonalH canada healthcare mnEX
ealthNumber number, msp number, care

number, phn, soins de
santé

ZREBREHA (PH) EREENEREES ARN

UTHETARZREEREA (PH) ERMREBBERE RS BI®F Amazon Resource Name (ARN),

PHI B35 #F ARN

arn:aws:dataprotection::aws:data-identifier/DrugEnforcementAgen
cyNumber-US

arn:aws:dataprotection::aws:data-identifier/HealthcareProcedure
Code-US

arn:aws:dataprotection::aws:data-identifier/HealthInsuranceCard
Number-EU

arn:aws:dataprotection::aws:data-identifier/HealthInsuranceClai
mNumber-US

arn:aws:dataprotection::aws:data-identifier/HealthInsuranceNumb
er-FR

arn:aws:dataprotection::aws:data-identifier/MedicareBeneficiary
Number-US

arn:aws:dataprotection::aws:data-identifier/NationalDrugCode-US

B RENERER 170



Amazon CloudWatch B &

ERAEER

PHI B35 ARN

arn:aws:dataprotection:

mber-GB

arn:aws:dataprotection:
arn:aws:dataprotection::

arn:aws:dataprotection:

CA

BASDEBIER (PII)

:aws:data-identifier/NationalInsuranceNu

:aws:data-identifier/NationalProviderId-US

aws:data-identifier/NhsNumber-GB

:aws:data-identifier/PersonalHealthNumber-

CloudWatch BEFEBERBAUKIUATEENBAZBER (PI) o

WMREFREERMREBBR , RIS CloudWatch ;e #EFHENVAMEMIENE |

ERERERALEEN

BERENR, LERRTEREHLEERMTNETEL , RE4AEENEMNRHNMEFIE

RMBER , SMERELBERMit[EAYAAERREF

aEREE

H 4 B

&R BIEF ID

DateOfBirth

HENERT

dob, date of birth,
birthdate , birth
date, birthday, b-day,
bday

EIEE
b [

£

{5

TEKX
Z¥H
HER
, Bln
FRIEE
FUR
EFHM
A&
A

N

Ho /Ch

LA
FHR
() =&

B
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gk bt BRI BT ID VERNBRT BIxXM fe&E
i [@
()7
Fs A &R
B ER
T
Cdédigo de Enderegamento  CepCode cep, cédigo de B
Postal (CEP) enderecamento
postal, codigo de
enderecamento
postal
Cadastro Nacional da Cnpj cadastro nacional B
Pessoa Juridica (CNPJ) da pessoa juridica,

cadastro nacional da
pessoa juridica, cnpj

Cadastro de Pessoas CpfCode Cadastro de pessoas ==1ic)
Fisicas (CPF) fisicas, cadastro
de pessoas fisicas,
cadastro de pessoa
fisica, cadastro de
pessoa fisica, cpf

B RS DriversLi =, TEWEEFEHART FZH
cense BNER/ME, MEFHMH R/t
B, B2EAEAEXNE [E. W
R BRI E R R, EEE
& ,
w2E
- i
g i
BER
o
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Erma ERFBIRF ID VENEERET BI}# fmsE
b [E
ERBMIRE Electoral electoral #, E:=y
Rol1lNumber electoral number,
electoral roll #,
electoral roll no.,
electoral roll
number, electoral
rollno
{8 A fh 3 35 B 5% 15 Individua . TENEERFZEANRT B,
1TaxIdent BIMER/ME, nFEFH SEE
icationNu B EZSREAEHEXNE £,
mber AR AR B SR IS E R R icpYis
&, &
Ef
Bl R 5T A& B I P InseeCode =, TENEEFEANRT ZH

(INSEE)

EIRBIZR/EE, 0FEFH
& F2RAERXXHE
RESBRHENERFTER
&Ko

B RENERER

173



Amazon CloudWatch B EREER

EoPCEil ERBAB D ABHERT EARA R
1B

BR &2 #5RE Nationall . MEFMEA , FBE £H. ESE
dentifica AERXNWERIDERERE =HKX Documento
tionNumber HERFER R, F. #  Nacional

IESF de
Identidad
(DNI)

5 Bl A
(Fa 3R
7). Cod
ice
fiscale
codes
(BK
Fly F0
BRS
a4
(=
Bl).

Bl RRBEEEES (NINO) Nationall insurance no., HE -~
nsuranceN insurance number,
umber insurance# , national
insurance number,
nationalinsurance#
,hationali
nsurancenumber
nin, nino

Numero de identidad de NieNumber . TEANBRBFERART BT
extranjero (NIE) BEMNEIR/ME, MFEFH
B , FSBEAEHREXNE
AR A BRI E R &K,

LBV TOPE T E _



Amazon CloudWatch B EREER

ERER BRI BIAF ID VENEEET BI}# fmsE
i [E
Numero de Identificacion NifNumber o TEMNBERFTEART WM
Fiscal (NIF) BEMNER/ME, MEFH
B , B2 REAEHE XA E
IN N R
RS PassportN 2., TEANBERFEART NE
umber EIRER/ME, MEFM X, 7

&5, F2EAHRXNE H. &
RIRBHREFER R E1E

KA B BRI Permanent carte résident Y1
Residence permanent , numéro
Number carte résident

permanent , numéro
résident permanent

, permanent resident
card, permanent
resident card
number, permanent
resident no,
permanent resident
no., permanent
resident number, pr
no, pr no., pr non,
pr number, résident
permanent no.,
résident permanent
non
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Erima BRI BIAF ID VENEEET BzxRM fmEE
i [E
BRI PhoneNumber B BRFETE B, ESHE

: cel, celular, fone. m ME EB&
residencial . numero XK. % {BE

residenci B, & FERE
al . telefone B. &8 MEE
RF, =S,
- EE  WRE
fth: cell, contact, fax. 5 @ gr=m
number, mobile, phone, B. £ &Y
number, tel, telephone g |
. telephone number = e 1B
e
2E
R/
&
.
R g
BFER
BRI
BIEXE
FUAE
SEE
R/
&S
PR 2 5% PostalCode i3 Y=
Registro Geral (RG) RgNumber . TENBREFEART BA

ERBZR/EE, WFEFH
&, FERAAHRINE
AR A BB SR IBE R R,
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ERAEER

aREE

HERBEIET (SIN)

HER LRI (SSN)

EREBIRF ID

SociallIns
uranceNum
ber

Ssn

PENBERT 5 2R Al
i [E
canadian id, numéro ngx

d'assurance
sociale, social
insurance number, sin

FEILSF — nimero P Bt
de la seguridad 7x. =
social, social Eil
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security no. numero
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social, social
security

number, socialsec
urityno# . ssn, ssn#

%Bl - social
security, ss#. ssn
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ErEa EREEIRF ID DENRET BIxRM fe&E
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BEMNER/ME, MEFH =E. & TIN
B  F2RAHERXNE ‘BT CE
AR A BRI E Bl R, RKE E);
Steu
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ummer
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CIF
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Y954
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N A -
B, £ I
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ERAEER

aREE

EIREN R (GPS) ER

EREBIRF ID

LatLong

VENERET

coordinate ,
coordinates , lat
long, latitude
longitude , location,
position

EIE!
b [

=20

{5

CloudWatc
h a8
BEAM
EE R
ELL—
X
®RE,
BfEA
T

NE
(DD)

B

(f5il4m
41.948614
-87.65531
1), i@
SRR R
EIPA

=Bl

GPS
BT
BIEE
Ht+iE
{15 8
(DDM)
i-E )
PEZ

(f5il 4m
41°56.916
8'N
87°39.318
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ErEa EREEIRF ID DENBET BIxRM fe&E
ih[E
ESER 8 BIF (VIN) Vehicleld Fahrgestellnummer , F4n] CloudWatc

entificat niv, numarul de h 5C8%
ionNumber identificare , EAE
numarul seriei de AaE

sasiu, serie sasiu, 17 &
numer VIN, Niumero de FRF
Identificacdo do HIEF
Veiculo, Numero de & 1SO

Identificacidn de 3779

Automéviles , numéro Pl

d'identification 3780
du véhicule, vehicle BRER

identification VIN,
number, vin, VIN 18 LAE

numeris ER
5%
REEA

&L E

Mo

ERE R RRAERT

ATEASERENBEIRERHREE , CloudWatch Logs EREREFHEEFHM, TRIE
CloudWatch Logs A FE4%E B SR M itk R YR BB F

B =R /3t [ =% (BB 20
BN

BRET

di# dl;, dl :, dino# driver licence, driver license,

driver permit, drivers lic., drivers licence,

driver's licence, drivers license, driver's license,

drivers permit, driver's permit, drivers permit

number, driving licence, driving license, driving

permit

B RENERER
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ERAEER

R/ b 52 B[22 45
B ith R

FE B

& b A 53

nEX

&

Ry

fuhrerschein, fuhrerschein, fihrerschein
republik 6sterreich, fuhrerschein republik
osterreich

fuehrerschein, fuehrerschein- nr, fuehrersc
heinnummer, fuhrerschein, fihrerschein,
fuhrerschein- nr, fihrerschein- nr, fuhrersch
einnummer, fihrerscheinnummer, numéro
permis conduire, permis de conduire, rijbewijs,
rijpewijsnummer

NPEeBO3HO CPeACTBO, CBMAETENCTBO 3a
ynpasneHne Ha MOTOPHO, CBUAETENCTBO 3a
ynpaBneHne Ha Mnc, Cymric, Wwodbopcka
KHMKKA

di#, dl:, dino#, driver licence, driver licences,
driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
driver's licenses, drivers permit, driver's permit,
drivers permit number, driving licence, driving
license, driving permit, permis de conduire

vozacCka dozvola

adeia odnynang

Cislo licence, cislo licence fidiCe, Cislo fidicskéh
o prukazu, ovladace lic., povoleni k jizdé,
povoleni fidiCe, fidi€i povoleni, Fidi€sky prukaz,
fidiCsky prukaz

karekort, kgrekortnummer
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Bl =R/ (B = [Z 15 BT
BWRER juhi litsentsi number, juhiloa number, juhiluba,

juhiluba number

=Y | ajokortin numero, ajokortti, férare lic., kérkort,
korkort nummer, kuljettaja lic., permis de
conduire

EE permis de conduire

EE fuehrerschein, fuehrerschein- nr, fuehrersc

heinnummer, fuhrerschein, fihrerschein,
fuhrerschein- nr, fihrerschein- nr, fuhrersch
einnummer, fuhrerscheinnummer

7 s deia 0drjynong, adeia odigisis

& 7 # illesztéprogramok lic, jogositvany, jogsi,
licencszam, vezetd engedély, vezetdi engedély

bl ceadunas tiomana

£ XA patente di guida, patente di guida numero,
patente guida, patente guida numero

PR HE TR autovaditaja aplieciba, licences numurs,
vaditaja aplieciba, vaditaja apliecibas numurs,
vaditaja atlauja, vaditaja licences numurs,

vaditaji lic.
VA 3T vairuotojo pazymejimas
ERE fahrerlaubnis, flhrerschain
BREft litenzja tas-sewqan
ol permis de conduire, rijbewijs, rijpewijsnummer
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ERAEER

R/ b 52 B[22 45
sl

aET

‘ERRER

Hiig k5

Hiig#Efe e

[icp?i &7

Ry

numer licencyjny, prawo jazdy, zezwolenie na
prowadzenie

carta de conducgao, carteira de habilitagao,
carteira de motorist, carteira habilitagao,
carteira motorist, licengca conducao, licenca de
conducao, numero de licenca, numero licenca,
permissao condugao, permissao de condugao

numarul permisului de conducere, permis de
conducere

Cislo licencie, Cislo vodi¢ského preukazu,
ovladace lic., povolenia vodicov, povolenie
jazdu, povolenie na jazdu, povolenie vodica,
vodiCsky preukaz

voznisko dovoljenje

carnet conducer, el carnet de conducer,
licencia conducer, licencia de manejo,
numero carnet conducer, numero de carnet
de conducer, numero de permiso conducer,
numero de permiso de conducer, numero
licencia conducer, numero permiso conducer,
permiso conduccién, permiso conducer,
permiso de conduccién

ajokortin numero, dino# ajokortti, drivere lic.,
forare lic., korkort, kérkort nummer, korkortsn
ummer, kuljettajat lic.
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B 3R /3t [E2 = [E 35, BEEF
HE di#, dl:, dino#, driver licence, driver licences,

driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
driver's licenses, drivers permit, driver's permit,
drivers permit number, driving licence, driving
license, driving permit

EEi di#, dl:, dino#, driver licence, driver licences,
driver license, driver licenses, driver permit,
drivers lic., drivers licence, driver's licence,
drivers licences, driver's licences, drivers
license, driver's license, drivers licenses,
driver's licenses, drivers permit, driver's permit,
drivers permit number, driving licence, driving
license, driving permit

BRE 2 HERBHEET

ATRAZSEENNWEIRE MBI , CloudWatch Logs EREIRFERFHIL, ETIE
Documento Nacional de Identidad (DNI) #BIRF (FVLIT), EZBIBRFET M EA LA (INSEE) £
5. ZEERES 2 EEBHHN Registro Geral (RG) #7% (BH),

T %54 CloudWatch Logs A R4S EBI R M ith [ EHFHHIBRE T

B8 3R/ 3tb [ =5 [ 15 BEE
B registro geral, rg
EE assurance sociale, carte nationale d’identit

€, cni, code sécurité sociale, French social
security number, fssn#, insee, insurance
number, national id number, nationalid#,
numeéro d'assurance, sécurité sociale, sécurité
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B =R/ 4th [ 2 [ 350 Ry

sociale non., sécurité sociale numéro, social,
social security, social security number,
socialsecuritynumber, ss#, ssn, ssn#

= E ausweisnummer, id number, identification
number, identity number, insurance number,
personal id, personalausweis

EXF codice fiscal, dati anagrafici, ehic, health card,
health insurance card, p. iva, partita i.v.a.,
personal data, tax code, tessera sanitaria

i} & dni, dni#, dninumero#, documento nacional de
identidad, identidad unico, identidadunico#,
insurance number, national identification
number, national identity, nationalid#, nationali
dno#, numero nacional identidad, personal
identification number, personal identity no,
unique identity number, uniqueid#

ERFENERT

A TS ERAWERMIE | CloudWatch Logs ERE#FHEEFMHEM., TxRFIH CloudwWatch
Logs AITE4SF E B R Mt EH A BIR T,

Bl 3R /3t [ =% [ 35 B
MEX passeport, passeport#, passport, passport#,

passportno, passportno#

=Bl numeéro de passeport, passeport, passeport
#, passeport #, passeportn °, passeport n °,
passeportNon, passeport non
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Bl ZR/th [R5 (2 35 of
=R ausstellungsdatum, ausstellungsort, geburtsda

tum, passport, passports, reisepass, reisepass—
nr, reisepassnummer

=XF italian passport number, numéro passeport
, huméro passeport italien, passaporto,
passaporto italiana, passaporto numero,
passport number, repubblica italiana passaport
o}

P ST espafa pasaporte, libreta pasaporte, numero
pasaporte, pasaporte, passport, passport book,
passport no, passport number, spain passport

RKE passeport #, passeport n °, passeportNon,
passeport non, passeportn °, passport #,
passport no, passport number, passport#,
passportid

e passport, travel document

MIRERRB R 2 E RIRAIEIRF

ATEARERENNBEASHOMSERE | CloudWatch BFEERERFHEHMFHAM. TRIL
CloudWatch Logs A FE4%E B SR M itk R YR BB 7

Bl 2R /3t [ =% [ 35 2f o2
=i} cadastro de pessoa fisica, cadastro de pessoa

fisica, cadastro de pessoas fisicas, cadastro de
pessoas fisicas, cadastro nacional da pessoa
juridica, cadastro nacional da pessoa juridica,
cnpj, cpf

EE numéro d'identification fiscale, tax id, tax
identification number, tax number, tin, tin#
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ERAEER

5R/3b [ 5% [ 15

==

[ichi Sy

EE

Ry

identifikationsnummer, steuer id, steueride
ntifikationsnummer, steuernummer, tax id, tax
identification number, tax number

cif, cif numero, cifnUmero#, nie, nif, nUmero
de contribuyente, numero de identidad de
extranjero, numero de identificacion fiscal,
numero de impuesto corporativo, personal tax
number, tax id, tax identification number, tax
number, tin, tin#

paye, tax id, tax id no., tax id number, tax
identification, tax identification#, tax no., tax
number, tax reference, tax#, taxid#, temporary
reference number, tin, trn, unique tax reference,
unique taxpayer reference, utr

B A AR B SRES | itin , i.tin,

BAS2EBIER (Pll) HERZEBIFF ARN

TRIILEETHBEERRBERNVEAZ 2 HBIER (PI) EREBIFFH Amazon Resource Name
(ARN)o

Pll EREBIRF ARN

arn:aws:dataprotection::
arn:

arn:

arn

arn:

aws

aws

. dWs

aws

:dataprotection:
:dataprotection::
:dataprotection:

:dataprotection::

aws:data-identifier/Address

:aws:data-identifier/CepCode-BR

aws:data-identifier/Cnpj-BR

:aws:data-identifier/CpfCode-BR

aws:data-identifier/DriversLicense-AT
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ERAEER

Pll B85 ARN

arn:aws

arn:aws

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:.aws:

arn:aws:

arn:aws:

arn:.aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws:

arn:aws

arn:aws

arn:aws

:dataprotection:

:dataprotection:

:dataprotection:
:dataprotection:

:dataprotection:

dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:

dataprotection:

cdws:

cdWs

<dWS

cdws:

cdWws

<dwWs

cdws:

cdws

<dWS

<dwsS

cdws:

<dWS

«dWsS

cdws

< dWSs

< dWS

cdws:

. dws

. dWs

. dws

data-identifier/DriversLicense-AU
data-identifier/DriverslLicense-BE
data-identifier/DriverslLicense-BG
data-identifier/DriversLicense-CA
data-identifier/DriversLicense-CY
data-identifier/DriverslLicense-CZ
data-identifier/DriversLicense-DE
data-identifier/DriversLicense-DK
data-identifier/DriverslLicense-EE
data-identifier/DriversLicense-ES
data-identifier/DriversLicense-FI
data-identifier/DriversLicense-FR
data-identifier/DriverslLicense-GB
data-identifier/DriversLicense-GR
data-identifier/DriversLicense-HR
data-identifier/DriverslLicense-HU

data-identifier/DriversLicense-IE

:data-identifier/DriversLicense-IT
:data-identifier/DriversLicense-LT

:data-identifier/DriverslLicense-LU
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arn:aws:dataprotection:
arn:
arn:
arn:
arn:
arn:
arn:
arn:
arn:
arn:

arn:

GB

arn:

arn:

aws

aws:

aws:

aws:

aws

aws:

aws:

aws:

dws .

aws:

aws:

aws

:dataprotection:

:dataprotection:

ficationNumber-uUS

arn:aws:dataprotection:
arn:aws:dataprotection:
arn:aws:dataprotection:

arn:aws:dataprotection::

ionNumber-DE

arn:aws:dataprotection:

ionNumber-ES

dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection::
dataprotection:
dataprotection:
dataprotection:

dataprotection:

dataprotection::

cdws:

cdWs

<dWS

cdws:

cdWws

<dwWs

aws:

cdws

<dWS

<dwsS

cdws:

aws:

cdws:

cdws:

cdws

<dWS

aws:

<dWSs

data-identifier/DriverslLicense-LV
data-identifier/DriversLicense-MT
data-identifier/DriverslLicense-NL
data-identifier/DriversLicense-PL
data-identifier/DriversLicense-PT
data-identifier/DriverslLicense-RO
data-identifier/DriversLicense-SE
data-identifier/DriversLicense-SI
data-identifier/DriverslLicense-SK
data-identifier/DriversLicense-US

data-identifier/ElectoralRollNumber-

data-identifier/EmailAddress

data-identifier/IndividualTaxIdenti

data-identifier/InseeCode-FR
data-identifier/LatlLong
data-identifier/Name

data-identifier/Nationalldentificat

data-identifier/Nationalldentificat
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Pll B85 ARN

arn:aws:dataprotection:

ionNumber-IT

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

aws

aws:

aws:

aws:

aws:

aws:

aws:

aws:

aws:

aws

:dataprotection:

:dataprotection:

umber-CA

arn:

arn:

arn:

arn:

arn:

arn:

arn:

arn:

aws

aws

aws

aws

aws

aws:

aws:

aws

:dataprotection:
:dataprotection:
:dataprotection:
:dataprotection:

:dataprotection:

dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:
dataprotection:

dataprotection:

dataprotection:
dataprotection:

dataprotection:

cdws:

<dWS:

cdws:

cdWs

<dWS

cdws:

cdWs

<dWs:

cdws:

cdws

<dWS

. dws

. dWs

. dws

. dws

. dws

. dws

cdws

< dWS

data-identifier/Nationalldentificat

data-identifier/NieNumber-ES

data-identifier/NifNumber-ES

data-identifier/PassportNumber-CA
data-identifier/PassportNumber-DE
data-identifier/PassportNumber-ES
data-identifier/PassportNumber-FR
data-identifier/PassportNumber-GB
data-identifier/PassportNumber-IT
data-identifier/PassportNumber-US

data-identifier/PermanentResidenceN

:data-identifier/PhoneNumber-BR
:data-identifier/PhoneNumber-DE
:data-identifier/PhoneNumber-ES
:data-identifier/PhoneNumber-FR
:data-identifier/PhoneNumber-GB

:data-identifier/PhoneNumber-IT

data-identifier/PhoneNumber-US

data-identifier/PostalCode-CA
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Pll &R 5I7F ARN
arn:aws:dataprotection::aws:data-identifier/RgNumber-BR

arn:aws:dataprotection::aws:data-identifier/SocialInsuranceNumb
er-CA

arn:aws:dataprotection::aws:data-identifier/Ssn-ES
arn:aws:dataprotection::aws:data-identifier/Ssn-US
arn:aws:dataprotection::aws:data-identifier/TaxId-DE
arn:aws:dataprotection::aws:data-identifier/TaxId-ES
arn:aws:dataprotection::aws:data-identifier/TaxId-FR
arn:aws:dataprotection::aws:data-identifier/TaxId-GB

arn:aws:dataprotection::aws:data-identifier/VehiclelIdentificati
onNumber

arn:aws:dataprotection::aws:data-identifier/ZipCode-US

BETERB N

£

- {HEER SNS HETERIEBISE 2

- BETE BB R )

- EERODERAETEREEIE

- ERNERHREBE A BT AN BRI

fTEER SNS BFIERHEBIRF ?

BEIERFERS (CD) IREERBITNRAUEREN , UARENREBERE, £ABITERREBNRA
USHEZEERERNEERENEESEBA S DRBBIER (PI) EARG, flun , ERILMERBET
BERFENNRSRLAVEBET ID, BIIEMBBNFTREIEERBBIFHELER.
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B 5T & R B AT 9 BR

CloudWatch 52848 BET E R BITEE TSRS -

- BEERAREBEREZRZAXE 10 BEFTEREBIR.
- BITERANFEBARELRA 128 @F . XENFTUOT :
. WEF : (a-zA-Z0-9)
-« REER (-
« RegEx WRE LRA 200 Zx. XENZTUOT :
. WEF : (a-zA-Z0-9)
s FEC(IFEI=E1@ IS
* RegEXREFTT - ("™ '8 [ [TITICITITIWI™ ]+
- HITERBRFN BB UREZEERBRTNEBER,

- BULERFEREMGERINCHEFEBERERFERNTEEBTTERELG. BXEERE
BIBEL , tRFERBERPERN BT AR BEREKFABRRA T ERN BT ERHE B HE
BLfEA.

EEEZEEPEMA BT EREBR

B CloudWatch AR U SREERREBRAUK  SZETHITERRIIE , RERA
BERENBHNERAN—KEEXET, fln, & lEEmployee_ID A Z M EmployeelID-
\d{9}FRAEER, EFANEERNSERLEES 9 BEF RN HEEHENployeelD-, fl
1 : EmployeeID-123456789

EENERREBRTER BT ERBEN

WMREMERA AWS CLI X AWS API RIEE HFTERBBIN , AIFEEARERERRBBIRN JSON
BRTE2EREIBEBNRUEEN, THERARBERASEILESTESLRBFERT IDHE
®EH

1. ELNERMRAEBERAE I Configuration E#,

2. B ABFTERBBIRN Name, #li0 Employeeld.

3. BWABITEREBIFN Regex, Bt EmployeeID-\d{9}, HRAEEXSLEHITE
EmployeelID- 9 U Bz &M iC#EEHEmployeeID-, I : EmployeeID-123456789

4. FEZEBREBHADNTIBITERBEN.
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"Name": "example_data_protection_policy",
"Description": "Example data protection policy with custom data identifiers",
"Version": "2021-06-01",
"Configuration": {
"CustomDataIdentifier": [
{"Name": "EmployeeId", "Regex": "EmployeeId-\\d{9}"}

]
.
"Statement": [
{
"Sid": "audit-policy",
"Dataldentifier": [
"EmployeeId"
1,
"Operation": {
"Audit": {
"FindingsDestination": {
"s3t: {
"Bucket": "EXISTING_BUCKET"
}
}
}
}
.
{
"Sid": "redact-policy",
"Dataldentifier": [
"EmployeeId"
1,
"Operation": {
"Deidentify": {
"MaskConfig": {
}
}
}
}
]

}

5. (BZA) AFEEEKHEMBTENRABMNNEE Configuration B, ERRBEHKB RS

A% 10 18 BT E BB
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EAERIRTRE A RSESHEUER

BRI EY —HZEEEERRR , BSMEEEA CloudWatch LB FEHKER ., EEHERE
EHREEELRHEREAE CloudWatch FESEFEER S HMMFEMER, CloudWatch BFEEMEL
CloudWatch 5B =51¢ B S BIREMA TR E L AREBE BN B FIER,

ESREEHRRGRIERK QO TNERETERNEENEN. REEEEN , FBLER
M ERERMIFIEE EMNEN, RRBEBEHGRRENEMREER,

® Note

RAE "RE, CHEEERPHNLEFES XEEEHESR., NFSKENFRER , F2
BY B &,

BREELEENREE TR , B UERETMEEN CloudWatch fEFtER , BFEBE S LB ER.

f"|||
?J':-"

® Note
REEREZE2ABTREEHE , T EXEEIVERTER, WRERTEEEENERY ,
ALERREE K B VUERHERNEHEEENERBEIANZKIEE, WEFHMAENR ,
SR RE

3
¥

BRI TENERRAER. BRRGREEHRRGELRBRENSAHARMGERERE. BRHRGE
BREEDE 50 17, MRGEERNEBBLENEREURED  ELTRTFTEET.

B s

. Ba

- IEEENERRA AV B R RTEEES

- BUEEESE RS

« BIHIEEEE R

- MIBRIE R ERE R4
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B

BEERERRGRH TR TREMX

EHEEAFRFENERERRAFAFNKERA , DREEFREHRRE, SURESR O, THER
BESERFELHREN  UARFELERBRIEANNES  MEERBRTENER, T8 , MR
%1 2 ENRERAREENEMNRFEYS | TS EHREMIE,

MREEHEEEREHERHFERGZINER , AEEARERERERE,
HEE

HERE R — 5;&%#&.*“5’]%@%&0 LU EERE TG RERGERGRINER. BREERE

B —RAGN — 50 |, SEANKDRERE - SB/EAR  REERTRISENFRL,
BRI

CloudWatch FC#x FEAN{A iR F B ERC KB4 PN ERN SRR, Fln , BFHEE RS SHEH
. IP b, FEB, BULEREE, SUNUEREXNEEEZEERFEFSKNER,

ERER

ERMEEHFEAN CloudWatch BIEFEREHE, Hlu , BAI L MmE|E AWERE ErrorCount,
EiED

#T CloudWatch BIE#E RV E Mt an & Z=H,
BEE

BRALKIAFERKERMIEENRE, flM , MRERFTBISEFR (BR "Error") HHIRIX
¥, SEAHRAHNERS 1", MRERFTHELNNTE , BALUER BRE4PRINER
i TR BUORE AT B

EEEE RN EERFENE

(® Note
EEEERFWNATRE CloudWatch AFRBENE
E E Ef#28E CloudWatch Logs Insights EfFEIZEER , BRKREEFTHNEHER e
BEENBENEEEEEHER. WEFHEEN , F28 LEEEHERENIEEE
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