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ftBE2 Amazon Elastic Container Registry ?

Amazon Elastic Container Registry (Amazon ECR) %%, AEEBTHEMN AWS SERFREEZ &
BE#%. Amazon ECR £ AWS Al IAM X EEFUERAERNFINIAEFTHE, ML ARIEENE
&= Amazon EC2 #iTEREFNENBRRTFERMRSG, BUUERREFHN CLI RK#x, REMNE
¥ Docker BR#%. Open Container Iniative (OCI) BRI& AN B2 OCI B K Mo

(® Note

Amazon ECR X ENERBMMEERE, NEFMENR , 528 (Amazon ECR Public £
AEEEY P ER Amazon ECR Public.

AWS BEREERE#E LN FER GitHub, EE2EHBEREES HNER , L RFFRAE AWS
EFRHUEEREBNEN. NRFHEF , F2H AWS BHEE.

Amazon ECR By T4

Amazon ECR @& U Tt :
B

1B AWS tRF#12H Amazon ECR #a 5% 8% ; B UEERFEY S ZEREE , XEH
FRFHX Docker BR{R, BAMIAER{E5& (OCI) BEGLINREE OCI HAM K M. MEFHMEN , F2H
Amazon ECR FAE B 848,

BREFH

RH A PR T e X BERIZ BN 5 BT , EEE T Amazon ECR FAE BB LA AWS A E,
WEHMMEER , FSB Amazon ECR FHIFAE 28 5 9B,

BirE

Amazon ECR R FESZ 2% Docker . FMAERETE (OCIl) MEIIKEE OCI AR K M.
EFHMER |, 28 Amazon ECR FAE&EEFE,

BEEBCR

BAZBRFERRREFGHEEFENFRURETNAR, MFEFMAES , 552K Amazon ECR
R EREEERR,

Amazon ECR Byt AP fRZ 2015-09-21 1


https://docs.aws.amazon.com/AmazonECR/latest/public/what-is-ecr.html
https://github.com/aws/containers-roadmap
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BR

U U HIERENASRMEELNREE, Tﬁﬁfﬁ%%\%tl«;{ﬂ&%ﬁﬁﬁfﬁbﬂﬂﬁ , B SR
LA#E Amazon ECS {F#EZ& M Amazon EKS Pod 18, MEEZHMER , 528 # Amazon
ECR M58 Amazon ECS # B {FH & #& Amazon ECR B EE Amazon EKS #EE £ A,

Amazon ECR By Zh&E

Amazon ECR 12 LA T IhEE :

- SHEHBREINEEFEETRGNEGBEY., SEEQERFEREARGHRA, BaLE
BRAERE/REEMNCETIE. WEFMER , 528 £ Amazon ECR REAEmiBHEE R
SRR IGAE

- RGREEDREINESEMETINEHRBIFE,. SERTFEHTUREAEHERIFE, L—Iﬁﬁﬁﬁ%}
BEMEIFEEENTRGHETRIE., 2% , SULUEIRGRENGER. NEFASET , F28
BB LLEE Amazon ECR F I EEERIE,

. E%‘Eﬁﬁﬂﬂ%"l’ﬁﬁ@%ﬂ%‘“%ﬂ?i&ﬂjﬂﬂﬁﬁi%ﬁﬁﬁﬁﬂﬁiﬁﬁo ESREERENRE  YAUS—E
HAEEM, MEFHMEN , 528 Amazon ECR R FAEFMRFEE,

o REREGRARM T —@AX , TEFAFE Amazon ECR 2B EiBEEPNREE, &8

REVREUR B , Amazon ECR #&ERIBHEE Ll &84 | LARE{R Amazon ECR FAH & & 4% & A R ER Bk
BREFN, MEFMEN , BFSE & LFFMEKE Amazon ECR AAEFEMERE S,

wn{aIBA IR 8 Amazon ECR

MRIEEA R Amazon MR EFARIE ( Amazon ECS ) 5 Amazon 58 Kubernetes AR# ( Amazon
EKS) , #3IE , EMERKEWREER LA EEE ECR HWRE , R AZEHE ECR EMERKHIE
E.

AWS Command Line Interface B2 Amazon ECR ¥ El K , FEEHA X E&# Amazon ECR I AWS
CLI BERY MR AN, WIRBEARF T EE Amazon ECR IhEERI X8 AWS CLI , BHREBIZFMRAH AWS

CL. ZERSERTHEFMANEN AWS CLI , FZE (EMAERE) AWS CLIFH (ZHFFHE
EHIRABAWS Command Line Interface) o

2
W

B

|Rt

EE THWNAER AWS CLI # Docker A& B s 5 # X FFAE Amazon ECR R7FE ,
Amazon ECR F EH4A BT BB E &

Amazon ECR HJZh#g API W7 2015-09-21 2


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

Amazon ECR EREER

Amazon ECR E1E

£/ Amazon ECR , ZRELXNREEEFTRENERE , UREMREGHENEMNERERER, W
EFHMET |, 72 Amazon ECR E1fE,

Amazon ECR Ef& API R4 2015-09-21 3


https://aws.amazon.com/ecr/pricing/

Amazon ECR EREER

£ Amazon ECR HEH A mBHF B BHE G

MRBEFE—XEA Amazon ECR |, 556 A Docker CLI FILA T H R &I 5, HFERBHEITE
F L OARREBEINEREMNE, AWSCLI AEZSMEGHEZLEFRELRPIZENE G, EXRTHEHF
GBs | FEMIBRE IR B FIFEME,

EE A AWS Management Console TiF2 AWS CLI , 552 Bithe section called “E I #EEFEUGHE

8/ ”
= o

NEFRATHAREERE AWS ERNEMTENFEET L SRR AWS EREH%EEM. IDE TEE

H Windows PowerShell is 55 T & , 552 [ http://aws.amazon.com/tools/.

AR
B KR EERFTHR AWS CLI F Docker , S E AR  BHEA TS EREEEREILL.,
4t AWS CLI

£ AWS CLI 8 Amazon ECR £ |, BLZE & AWS CLI R4, MEFMENR , F2BH (AWS
Command Line Interface fER &) P Z 2 AWS Command Line Interfaces

%% Docker

Docker AIEZEFRRNE£RFELER , SIEAIBOWER Linux BITHRA , Hl0 Ubuntu , BEER
macOS # Windows, MEMMEFEEZERHK LZE Docker WEFHERA , 5BAIE "Docker Z215
EJ )

BAREERKERRSE , BeeEH Docker, MNBBEEMEH Amazon EC2 , BITLARE) Amazon
Linux 2023 $11T{E8& , W% % Docker LABIIABER,

MR LZE Docker , FEBEE| "58 1 : 237 Docker & ,

£ Amazon Linux 2023 AMI £ Amazon EC2 #{T{EE& & %% Docker

1. EARHIR Amazon Linux 2023 AMI B E#1T{ER. MFEFMEF , 528 Amazon EC2 fFAE
R R ERB 1T (E R,

2. HFIEHNHTEE., NEFMAEF , F2B Amazon EC2 ERHEIERE K Connect Zl Linux #,
1T1ERE,

DB R4 API 7 2015-09-21 4


https://aws.amazon.com/tools/
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.docker.com/engine/installation/#installation
https://docs.docker.com/engine/installation/#installation
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html

Amazon ECR EREER

3. EWNCLREMNERRK , WEIATERE LHER

sudo yum update -y

4, ZERHH Docker Community Edition EH IR

sudo yum install docker

5. kB Docker BRT&,

sudo service docker start

6. 7% ec2-user F®E docker B , BETLUEFRMER sudo WIER T 1T Docker i85 o

sudo usermod -a -G docker ec2-user

7. BEHIEHEA , LLESHH docker BEFFT ., BARAB BIAY SSH R iniiRE | BT TR L
BE, WK SSH RIMEEPENEEZEETHITERE., HH SSH TERBRESSEEEN
docker BT,

8. Eaf ec2-user LAMERMEHA sudo WIER T#H11T Docker B85

docker info

(® Note

EREBRAT , BUZEEENRBHITERE , F8ERM ec2-user 7FH Docker EEFE
NPT, MREBERTYER K FEXEFTRBHATEE :

Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

$EBR 1 : B3 Docker BR{&

EHSEBD | BHENES Web FEARERH Docker B &EE |, WEAERFL R Amazon EC2 $1T{HEE
EETRIE.

SER 1. B3I Docker B {& API R4 2015-09-21 5
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B G E Web FEAREXH Docker BR &

1. BIUMA Dockerfile MHEZR, Dockerfile @ —EEFEE , SR ARIE Docker BGHYE A
MG  URGEREIEE FFITHIER, WFE Dockerfile WEFMAEEA |, 35811 "Dockerfile £
ﬁJ o

touch Dockerfile

2. IREEMIZENM Dockerfile , ¥HE T I AR,

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh

# Dockerfile fEFH1E£ Amazon ECR A # EEEE R Amazon Linux 2 Bk, RUN i8S 2EEHEHIR
B , &% Web fRIfREEH — BB EHRE , REE A "Hello World!" A ZE Web fIREEXH4H1R
B %, EXPOSE {512 .\BAES LAVIEIEIR 80 , M CMD EESERE Web fAR:S.

3. 1% Dockerfile Z2i{& Docker B,

(@ Note

ETHaSS , HL Docker MRA A BEEE Dockerfile ZERE , MAR TFHE RV
IR,

SER 1. B3I Docker B {& API R4 2015-09-21 6


https://docs.docker.com/engine/reference/builder/
https://docs.docker.com/engine/reference/builder/

Amazon ECR EREER

docker build -t hello-world .

4. FIHENBHZRE,

dockexr images --filter reference=hello-world

Lok
REPOSITORY TAG IMAGE ID CREATED
SIZE
hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. BTHEENMEK, -p 80:80 BEEAA LW ABEREIER 80 MEE AR LMERE
80, H1EE docker run BIFEMIERR , F8R1{E "Docker run 2% ,

dockexr run -t -i -p 80:80 hello-world

® Note

Apache Web RSP @ SRR ERHEAED, SR L2 "Could not
reliably determine the fully qualified domain name" FAE.

6. BARUBIESS A AREMEMIBIT Docker M FEE BRI AIBRES.
- MREFEHANZE EC2 HITEE , AERMFAMREITMN "5 DNS, B , EREMEA SSH REKRE
BITEBNEELL, FRESAHTERNZSHFHEATERE 80 LM AMRE,
o MRBERBHIT Docker , FEAFBIEEFIEM http://localhost/s

o #### Windows # Mac ##docker-machine#######docker-machine ip######
docker # VirtualBox ##### IP HHAHRABABUBUBHARARARLHAHRIH

docker-machine ip machine-name

ZREZEEIME , REEM "Hello World!" BR,
7. ®A Ctrl+c, BUMF1E Docker &27o

B8 1 : E3I Docker MR API fRZA 2015-09-21 7


https://docs.docker.com/engine/reference/run/
http://localhost/
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SR 2 BMEEENERBEERE

ZEWFRETHRZE AWS CLI , FERIEHFERR S 8587 Docker CLI, docker A LUEB 5 L H
Amazon ECR R#f £ MIZEER G, 12 AWS CLI (LB F 2 F K get-login-password @i £ o

£ EFH [ Amazon ECR BB FEBIEIRE get-login-password , S#{Ta S . aws ecr get-login-
password#% & 73 B 3% FRHEELS docker login i EF , £/ AWS WEEAFERERBLIEELRERE
#9 Amazon ECR &4 URI, IR ERZEEKETRE , EXEAHHESEZEEELT D,

/A Important

ERREIEE  BLRERABRETRZITMRALN AWS CLI, MEFMENR , 5280 (AWS
Command Line Interface fER &) P Z 2 AWS Command Line Interfaces

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | dockexr login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

 H{4§ ECR () LoginCommandAWS Tools for Windows PowerShell

(Get-ECRLoginCommand).Password | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

SER3: BT —AfEFE

BELCHEATHIEZE Amazon ECR IR | BUNBEENHEEUERTE. EUHEH S | BEL—F
#5A hello-repository MfETZE , LEFEHIX hello-world: latest Bi%, BEEE Y — AR
BE, BRI TGS

aws ecr create-repository \
--repository-name hello-repository \
--region region

SR 2 BRELNTARBEE API R4 2015-09-21 8


https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/get-login-password.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRLoginCommand.html

Amazon ECR EREER

FTER 4 . EIREHIEZZE Amazon ECR

WAESAHIZEMRGE SRR —EEH Amazon ECR f7E. A THLEMRLESE , 8 docker CLI
HEIRBR5 -

- BEREMdockerF&IKMA : 1.7,
« Amazon ECR &R T 5% E A. docker login
- Amazon ECR #EFERFE , A&V EREHEZEREE.

EREXEFRGERER , B HEARGERIREEREEEDTEINREE,
EECARGR L HEIX ARG ZE Amazon ECR
1. 5l BT A B fRE T3 9 BR 15 DA RS 1) AR A R B HE 05 Y AR 1%

dockex images

B
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. BREMREBUEEEENREFE,

docker tag hello-woxrld:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. HEMK,

dockex push aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository

B

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)
€9ae3c220b23: Pushed
a6785352b25c: Pushed

SR 4 BIEHIXE Amazon ECR API R4 2015-09-21 9
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0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e@912606fcald5775bb0636EXAMPLE
size: 6774

S8 5 - % Amazon ECR 12EHL &

HEBRGHEIAE] Amazon ECR fEE2#% , Bt HMNERIMG, T2 ERGE2E , £H
docker CLI 12 ERAR {5 :

- BER¥EMdockerR KA : 1.7,
« Amazon ECR &S5 E A. docker login
- Amazon ECR R FEFE , EEAE#HERERFERINFEE,

B RLE LR EFMEER  BATRIENBRE, &EHR Amazon ECR REUEHVEFIRRE , FFRIT TS

A .
m .

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

B

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

S ER 6 : fMBRAR

MREGEHT—EARFEPTEFTERGE , TUMBRKBRGE. BEMBRTEG  BEEEEMENR
7E , UREHWinageDigest{BimageTagS{fE. T5I€HI&MBRhello-repositoryEFEHRE
B image BB EBlatest, EERBTFEPRBREHEZEG , FHT IS

aws ecr batch-delete-image \

$E8 5 : # Amazon ECR 12HUBR & AP BA 2015-09-21 10
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--repository-name hello-repository \
--image-ids imageTag=latest \
--region region

SR MRREFE

NMRETBFERBRGRETE , EULMRFEETE, THEASER--force HERMBRIER
MEFE, BEZRMRESRENHRTE UREFRENRE) , BUHTUATHS

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region

SR 7 MBRFEEE API iR 2015-09-21 11
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&1{£{t Amazon ECR B3 &E
T A R T B B S A BB 0 IR B SR L Amazon ECR B0 R4,
7 Docker 1.10 S5\ L IRA BB FE 4 B L EES:

Docker MG R HEEHERK , TEMEMNFNEIUKER, Dockerfile FEB—1TEHSEBHBENE
. E&ER Docker 1.10 L LIRA |, Docker TEER S 7E[E A L& Amazon ECR ISR E&# A%
HE , it EEREEEMR,

£ BN EREBR B

1B Docker Hub A M FERR MR T RE S BIEF S N ERARX T EENKEEE, FEZEMEH
Docker #t B EMAFTE W HEANR/NERR , REF A Docker BI& /) Scratch BRERE IR H
CHERBEG, MEFMAER , 5528 Docker XHHE I ERME,

SHITE Dockerfile B HZ AV ERNKFIEE

Docker tREUB W] iIREZ I BFE, MRKR —REBIRDEBERXEETMEE |, Docker AR
HHMRA K MASEHREIZDE. A, B—2BSUZIN s BIEAKE. MR, ELEE
T , Docker TESEFFEZIE  UEEFRETMN2ENSE,

BEMER Docker EREEM LB BNRKBMERE , FEBHELEMN Docker ERFEEREE
BREREILNKFEE . YRREHEERFERRERENKEFEE (FINEHNERARXRATE).

MEHSLBRETUENREREE

PELEINDNERNEERESBHEMERT , NBREAZIEN—Hr, BFEETHIE
Bl

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp

RUN rm software.tar.gz

FELEHIR , BE—., —f@ RUN T SFELN DB MiSSR/EBH tar.gz BRURHEME R B
MWARE, BNEENE RUN R EA tar.gz BRMER , ELaSEEE —ERBE—H RUN R
R, UERELEFAVLENERTIER AR Docker BRIGH —E 2 :

WORKDIR /tmp

AP BA 2015-09-21 12


https://docs.docker.com/engine/userguide/eng-image/baseimages/

Amazon ECR EREER

RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

156 P B 20T Y (2 320 i R

BHEBFEARBELEHTHINEREXNNEDRE , BURA % Amazon ECR ZEVIRGAVIEE,
MRS ERRER EE Amazon EC2 #1TEEE L3117 , BalEA T 5 shell BN BARZHTERE
A A B EEESE

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone
I\
sed -n 's/\(\d*\)[a-zA-Z]1*$/\1/p")

A LAE A --regionS 8% BIFEEZE AWS CLI I+ , SfEAigaws configure T E AW FERRE
W BRI LAEMERA AWS SDK BITEFRRERE ., MEHEER , FEREBEEXRHES
M BE B E MU

API| BXA 2015-09-21 13



Amazon ECR EREER

Amazon ECR FAH & 848

Amazon ECR A EEZHEFRATAES EUERNEBRIAELNETSZNRG., EAUEAECHAE
BEEREEH Docker MBMARRFTE (OCI) MEMKBERNWLERGREEE, S8 AWS RF
RETEERMNFAE Amazon ECR & ##E, IFE Amazon ECR A EE#EEMNFFMENR , 528 (Amazon
Elastic Container Registry Public B &#5R/) FHLAEEEE,

MEEFERS

- FERRALBEHEN URL 2 https://aws_account_id.dkr.ecr.us-
west-2.amazonaws . Ccomo

- RIFFER , ENWRFELEEZHETHEENEEATIRE., T8 , FAEFEFTEEY
Amazon ECR API , AR #SRGHEX R R BN EREERIE SR, Amazon ECR EHEEZE K
R, UBRFTRBRENEAERZRN. MEFMEERN , 528 Amazon Elastic Container Registry & %
BB E B,

- RARBEEMN Docker A FIHEIFAB B 818 , A1 A docker push B docker pull o5 3R #E % AR5
EZRERETHREEREXRBREEDRIMG, WEFHMEENR , 528 Amazon ECR FHFAEE
B HOBmE.

- MWERTFEUER FAEFNBRERBEERERMUZES, NEEHERTFEBRNGFHMEN |, 32
B Amazon ECR A FA B REEBR,

- BRAZHNAEEHREREER K FfNAEEEETNREEENUEUEECNAEEEEFNES
BE K WuUEHEBNIRFEE, MEFMER , 55828 Amazon ECR AL REGEE,

\

o

Amazon ECR HIFAE 8 5 10 B &

BT LAE A AWS Management Console AWS CLI, 2, AWS SDK REV NEBIEFME, B
FERAELSERERGLETHDEE , HlNSEESMBR. ELAHFiREREE AWS BEF Z,
BN fESE AT LAfE ) Amazon ECR API #EIX I IRERAR & |, B{BEBE A 8EE A Docker CLI RAKFE S M ER
Docker BRI E,

Docker CLI A EFAH IAM BFEH £, HERIFENNLZE | Amazon ECR F8EBFE R RE
Docker #EiXE21REREE K,

T OB EFRAY = SRR T AT M.
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https://docs.aws.amazon.com/AmazonECR/latest/public/public-registries.html

Amazon ECR EREER

£ Amazon ECR BH G BER

Amazon ECR 121 Docker ZFEHEIEN , WEHEFMIZEERGKZE Amazon ECR RER S RENER
Docker B, METMELZRENFBRELS R , F2 B Amazon ECR Docker ‘ZFE i BIFER o

@® Note
Amazon ECR Docker BRHBER BT ZEZEERZRE (MFA),

ERRBEFA

REFHNWFTEEESEARKENS »BIFFZFZ IAMZEANFITEERT. SoRBFHEAR
FEIAM ZFEAETHEFREERH A 12 NEFHEA Amazon ECR B#iE, EENMESRERR , &
HAMBH GetAuthorizationTokenAPI fEEFERE S F A& B BAWSHIR IS ZIEH baseos miGIRER
. &% AWS CLI get-login-passwordmn BB FR I FEHRES ERE(CLIRE , REEF L
H & Fdocker loginfi T HETE 05 E.

EEF A get-login [ Amazon ECR A BB Docker

-  FEEFHME Amazon ECR B #ERFBIEHIAE get-login-password , TS aws ecr get-
login-password#§ & 7B & ZRFEIEL docker login ah S , FH AWS WEEAERERBILIE
EHRERFHN Amazon ECR &#4E URl, IREMZEEHKETRRE K SL4AHYHEAZREER

[l AT

/A Important

EBRINZIES | BLENABRETHRITREN AWS CLI, HEFMAER , F2E (AWS
Command Line Interface fEFA&ER) FMZE AWS Command Line Interfaces

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecx.region.amazonaws.com

« HV18 ECR () LoginCommandAWS Tools for Windows PowerShell

f# /A Amazon ECR BH B2 AP kg7 2015-09-21 15


https://github.com/awslabs/amazon-ecr-credential-helper
https://docs.aws.amazon.com/AmazonECR/latest/APIReference/API_GetAuthorizationToken.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/get-login-password.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRLoginCommand.html

Amazon ECR EREER

(Get-ECRLoginCommand).Passwoxd | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

A HTTP APl B9 B¢

Amazon ECR 3z Docker Z&#g HTTP APl, {E2 , & Amazon ECR AL B X #E , BHXEFEH
E1E HTTP FRREMUBRBFH, EAILMER for -H BB HTTP BEEE | curl i BEdget-
authorization-token AWS CLI S0 EEER .

5/ Amazon ECR HTTP AP| #1789 B

1. ERAREEREER , AWS CLI X HRES/RREBH,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authorizationToken')

2. #5 $TOKEN SB{EESD curl B9 -H BIER @ AP B8 ¥ 59, i , THHSEHHE Amazon
ECR REEFRHMEGZEER., MEFMENR , 55208 Docker B8&IE HTTP APl 22& 34+,

curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecx.region.amazonaws.com/v2/amazonlinux/tags/list

HHmT .

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name" :"amazonlinux", "tags":["2017.09","latest"]}

Amazon ECR I FA B MR E

Amazon ECR AR BB EREEEHEBRRENRE, WEEFERESHESERE D B
TEo BT LAERFAE B SRR RERRE T 58,

%R HTTP APl BB E API R4 2015-09-21 16


https://docs.docker.com/registry/spec/api/
https://docs.docker.com/registry/spec/api/

Amazon ECR EREER

o BSRESTT  BERESABRTEHER L RIRIGT T, MFEFMES , 52K Amazon ECR F
By R B AR ET Ao

- REVREUREA : BEAREBUREGRAI , #£ Amazon ECR FAB B ER LS SEREMEG, WHEFH
B , F20 S LEEMKRE Amazon ECR #AEREMERRES.

- BB EEEETARIZFREEERE AWS BERIRFERFBEE, NEELSEA
BIAmazon ECR R FAERIGIE S

. BFERIEA  RFERIIAARER Amazon ECR REAR T N EREERNEER
o BIf , BRRDRMBERTOREE, NBEFHEET , FSM BRI RIRREEDHH
B2 Y0 BB A,

. BREAE BRERT  BEECEAEALAR. STUMARMEDCERBHENNERDR
i, RRREXRGARXBHBSEANEY. NBEHART , BOM REYEUEE Amazon
ECR iy BB,

T
®

Amazon ECR A FA B SRl

Amazon ECR fE RS BBUR , AR TEMEEHRERFE R AWS £, ELFFTHRREHE
Bk NEBREURI, ey FEEREE,

Amazon ECR BRI R EHFEBRAFHATUTE T, MESEMEBEERNEEZHEBRT , B
BRERER.

« ecr:ReplicateImage - BFH UK S —EIRF (BAREZHE) , LUEHMRGEREZHE, 8
ERARBIRFER.
 ecr:BatchImportUpstreamImage — R FZRINIPRELAS HE A BHFAE B HEBNTT,

- ecr:CreateRepository - BRFEMEEHEPFRIRFENGT T, NRFHER I IREBREH
RBEEEABEEHEEREAEFE , IEEHTT,

(@ Note

HEARTTLE ecr: * BIEMTEINARHEFIBERT , EREEBZERBEEARE
WFENRERE , MARERBAF T,

xR
« Amazon ECR WY FAE SE M &RBEK R~ Bl

BEEEEFY API iRZ< 2015-09-21 17



Amazon ECR EREER
- XEd Amazon ECR FEBIRFE BN 8T
« FFEEFHFILIE Amazon ECR H iR EUREY

Amazon ECR WFAB F MR K R4

AT g8 650 B R S8 o] LA SR 1262 A & BB 2 Amazon ECR & 85T AT B #EFF T BUERBRIR K

(® Note

ESEEHF , MR ecr:CreateRepository BES B BB TR DB |, 8
BEMATRERE, B2, ATHRIEE , REEERFHIRIEGHEBRBNRETE.

g6 . REFRRIRFHRERERRMBEREE
T 52 R A AT RARIRF 1Y root EAERBFIEREE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
},
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}
]
}

- RAFRBZEIRER root A&
Ty EEERFAEMERRN . SERRAEBLFRFEIREMN root FREEBFMEREE.

B BERE API iRZ< 2015-09-21 18



Amazon ECR EREER

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal”:{
"AWS":"arn:aws:iam: :source_account_id:root"
.
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal”:{
"AWS" :"arn:aws:iam: :source_account_id:root"
.
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"

g6 . REFRRRFHREAEEREERTFHE prod- AR RTFE,
T 58 s #E PR R B T B ARIR IR S BY root ER EER B IABRMI AT R EEprod-,

"Version":"2012-10-17",
"Statement": [
{

"Sid":"ReplicationAccessCrossAccount",

B BERE API iRZ< 2015-09-21 19



Amazon ECR EREER

"Effect":"Allow",
"Principal”:{
"AWS":"arn:aws:iam: :source_account_id:root"

1,

"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/prod-*"

]

28 Amazon ECR H ik F 8 HH 2 85T Al

BRFERREREGRARKRT AWS ZFEAFH , AFSRFERRRAERESRIERE, RIBHER
AL ERCHEFREPREERFERNGTT. ZRAEEREBHERX , URERT S —ERF#
REERIZHENFTA,

BEEBENLERT ecr:ReplicateImage APl BIYERIEF T, E{E API AREH Amazon
ECRAPI, AN ZEFHHIRF 2EEEREG, EHAI LR T ecr:CreateRepository &

Al | iEAFF Amazon ECR E M EBEREIMBEE (WMREMETELE). MRAKRMH
ecr:CreateRepository & , BIXEAEERSEFFHEIEFRERERFEHREZEBNREEE,
MEMEHARTR , BB KK, F{T%KE CreateRepository = Replicatelmage AP| Ei{E & &8 R
£/ CloudTrailo

REE BB (AWS Management Console)

1. 7 https://console.aws.amazon.com/ecr/ BiR Amazon ECR £# &,

2. REHY  EEEEHPREZFEBERNES,

3. EBEBEKP , EIF Private registry (FAB & 8%4E). Registry permissions (B #IEF 1),
4. 7f Registry permissions (B8 {E5F A1) EE L , i#1E Generate statement (E£FIRR),
5. FABRKELRTH TILTRUERENBERBRR,

a. ¥ Policy Type (BUR¥EH!) , i#4#F Cross-account policy (R F BE).
b. ¥ Statement ID (BRI ID) , B AME—FRN ID, WWHA A Sid EEHEBR L,

REEIIRFESNER API iR 2015-09-21 20


https://console.aws.amazon.com/ecr/

Amazon ECR EREER

c. ¥ Accounts (1RF) , WMAZRER FHAANESEKRSAIRS ID. EES@ERS ID K, BUE
5’% Bﬁ'-io

6. BB Preview policy statement (ABBEBRRN) Z& , URBEEHEFF T BERRAN,
7. RERBEBARR%E | B Add to policy (T8 EBUR) UG BERRER BN B,

REEEFF B (AWS CLI)
1. BY® A registry_policy.json WER , WigHIEAREREBE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount",
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam: :source_account_id:root"
},
"Action":[
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": [
"arn:aws:ecr:us-west-2:your_account_id:repository/*"
]
}
]
}

2. FEABRERELEHERX,

aws ecr put-registry-policy \
--policy-text file://registry policy.json \
--region us-west-2

3. HEEUESRAE Y BUR DARERT.,

aws ecr get-registry-policy \
--region us-west-2
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B & 8% 55 7] LA#E Amazon ECR F 2 BURER

Amazon ECR FAB B2 81551 7] Al A REREME R IAM BRERREVIRIVFFIEHE. WK IAM BRHES
RYEH IAM BUR B THRF I ZB 5 HAEFF T HERR TR , Al IAM BERE %,

BB ESENFTTBER (AWS Management Console)

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR A&,
REBIEEECHPERELEEFETTREXNER,

EEBEEKSP |, 1B Private registry (FAEZ #48). Registry permissions (E#&EFT ).
£ Registry permissions (B &5 1) B L , &2 Generate statement (BE4EBRR),
S A ERE NS ERBUREGT oI BERBRE |, #1T T 5IE1E,

o ~ w0 bh =

a. &H¥ Policy type (BURER) |, i2#2 Pull through cache policy (JREUREVBUR),

b. &F¥ Statementid (BRIR ID) , IEHEBEREBARNBERN BB,

gH¥f IAM entities (IAM Bf) , EEETSEBRPNERE. FEIAEG,

d. & ¥ Repository namespace (RFEMAZME) , BNEHEBERRE VBRBAIRIVREUR A,

e. &% Repository names (REFEEER) , EEEEARAANREEEREE, flw , m
BIRMEEE Amazon ECR Public E3E Amazon Linux f1ZE |, BIffiEEZBER
amazonlinux.

o

RERIBRFIREER API iRZ< 2015-09-21 22


https://console.aws.amazon.com/ecr/

Amazon ECR EREER

Amazon ECR A B 1F[E

Amazon ECR A\ EREFETSLNHEMREG. BMAEEER (OCI) B , LUKk OCI HEK M. &AM
£/ Amazon ECR AP| #/E=X Amazon ECR £ AN FEERRENL. EREMMERMRGFHETE ,
LR EREAUEREL B HEEENER. Amazon ECR tEE Docker CLI B4 |, HIL&E A LUiG B 3% IR
B HREHIENRERERTE,

e

- WEREFEHE

« B3 Amazon ECR FAH @17 E R FHER IS

« 18 Amazon ECR #IAEREFENABMFHEE
- MiBX Amazon ECR FHFAEFHE

« Amazon ECR #H B REFEBE

 1£ Amazon ECR H R EFRE

Bl

hEEEERR

- RIFFERR , EWIRFERERSHKEPHEENES AFEE
(aws_account_id.dkr.ecr.region.amazonaws.com), A , FEH&EFEEFRE Amazon
ECR API 1T |, AN RETFEHERIZERMREG. Amazon ECR RUEEZERXR , UEFHT
BEMRHEREFIN, WEFMEN , 5528 Amazon Elastic Container Registry 5 % Z B SR #Y £
il

- EEETER E/HEFIRECR R ENRFEBRMNAES, MEFMAER
AR T ERR.

- BFEERBUTZEGEZEME S UARWEZEANUNRBTESH. flm , MEEHEBERKE
FrERIM E&E , BB A _HEFE team-a e R ZEME , MER B AIEA team-b A ZEME. WREE
i, SEEXBEECNE S web-app WG , SERGHUABKG B ZHBEE, WHEERAFET
TENERTEREASEBRK LANSLMSR, A BERWRES team-a/web-app , B EBAIBRE
A team-b/web-appo

. 1&?[3’959&1%3”;{&1&?@E%ﬁﬁz%%ﬂmﬁﬁZFﬁiﬁEﬂEf&ﬁﬁEo U LEHEEREREPEEER
ERERHATIERRIF, MFEFMENR , 52 E Amazon ECR FHVR B EMRFKE,

5528 Amazon ECR
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Amazon ECR EREER

#1I Amazon ECR FA B 7 ERFHRIREE

# Amazon ECR AERTFE A ARFEAREFEEFTRENDSZREG. BRUTSE , £/H AWS
Management Console B M ERFE. WHEFABRIFHENSR AWSCLI , F2RIR 3 Bi—
BERFE.

B f#AFE (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/repositories B Amazon ECR £ &,
2. HREBEIEZLREFERMELINEE,

3. k& "RiEFEEL EEL, #ZE "'SEAREES. K AREE "BUREERE

4. ¥R Visibility settings (AT REFRE) , BFREEE Private (FAH).
5

£ Repository name (RFEER), 7 , AENREREFEHRABR B _NEB. FFESBIUET
EE (Bl nginx-web-app). & , AIMEHGIEMLEWEZERE , SR FES EEIERAH (F)
il project-a/nginx-web-app)s

(® Note
BEERBULURRS 256 AF THAR. BRLANFZRRAR , EREISNRFE.
Hr. EFR. KR ARNFRER. TXREAREFR, EREIERR.

6. ¥R Tag mutability ((BETEM) , BERTFENERTEMRE. SETTEEBNRTERMN
IERGHER. MFEFHMENR , 55208 Bt Amazon ECR FHEGEBHEE.

7. ¥ Scanonpush (MARRHE)  #RBUTLUEREEBRECERBHNEHEEGE  EREE
KREMEREEBRIEERELRLE, ELAEEEEBRECRBERERCERAEARBER
BEXBHE , SHREEGERGRECEREVLERTE, NEFAEH A F2H BESZBUEE
Amazon ECR RV E B8R

8. ¥R KMS % , FEEREFEABAEREFRERNNE AWS Key Management Service, 1R
FE5% , B KMS mNZ &K , Amazon ECR &M BI&H AWS ZE £ aws/ecr (KMS £i8). BIR
BIUBMA KMS MENREFER  SEENRFPRY SR, NEFMEN , F28 g§ENE,

9. RAA KMS mn#eE | 5512 E Customer encryption settings (advanced) (B F INZERE (ER)) K2
EEZBCH KMS €88, KMS €4 AVREESEMENESE, #1F B AWS KMS €8] U3
BEFX AWSKMS #A8URIEECH LR,

10. BEBVREE,
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https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER
T

EERBREGHEZREENSR  FENRETEEES  ARBRERREZGT. UFEKREHEEIE
MREEFENFEESD , F260 BREHIEE Amazon ECR B FHE.

1% Amazon ECR #ikE Rz EN RS HHEEH

BUMAGTHEZE , BANEUATLEREERHTENFMEN AWS Management Console :

« ERTFERFRE R MLRE

- ARFRERTFETSERGHFMAEST SRS ERGH AN SHA BE
- EENREEARRHEEAR

- MEFERTERREMERBYFEA B REVREUR A

- MEENMZRE

(@ Note

% LA Docker 1.9 WRASBH%A , Docker F B im1E 4G BRRHEX F V2 Docker B 1ERT , & & BHEMR
/8. dockerimages Tp TV 2B R ARBENBEGE K/, Eit , 58521 , Docker AlgE 2
[tk AWS Management Console A 28 7 BY BR {5 8 KAV BR R,

BB FEFEEEZ (AWS Management Console)

£ https://console.aws.amazon.com/ecr/repositories BRI Amazon ECR &,

4,

REEN - BEGEERANREEREE,
HEEEEFKSF |, BIE Repositories (FEEE).
£ Repositories (f&17E) B L , i#{Z Private (FAF) 28 , AR BEERBNRETE,

EREEFEEAEEL , TEAERBETR Images (BR) B, FRAEEZRERREFTES
EAM E A E A
B Summary (HE) RAREFEFEEANRFENRIGTEHER,
B2 Images (%) REBRBEETRGEBNER. EELEBEARGHFEEHN , H&
IRGIRR. WFFHMER , F28 £ Amazon ECR HEFEGFHEER.

MEBZEMBRAKREZESTLIRG , BOULLRIERFELHHF RIAMBRIEEE Delete(fER), 0
EFFIMER |, B28 MR Amazon ECR R E %,

o K~ w0 Dd =
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https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER
iEE Permissions (FFAl) URAERZIREENRBFERR, WEFHMEN , 3828 Amazon
ECR P A B RIFEBR.

#1Z Lifecycle Policy (£ B HIER) URAERIRBEFEN W EHBE. BHaELtmif
SBHEHREE, WEFHMENR , 528 £ Amazon ECR R A4EmBEHEK B EEER
&A=,

B1F Tags (BER) URRERAIREENPEERES,

M B& Amazon ECR HHIFAE 12 E

NRBFHFECEATE , DUSEMER. S&MERPHFRER AWS Management Console , f#1FE
PEENMEZGEE OB  EEEER.

/A Important
MR REEEPNOEE EEWMER, SEEERLERE.

= EMBRFEFE (AWS Management Console)

1. ¥ https://console.aws.amazon.com/ecr/repositories BIE Amazon ECR £ A&,
REBEY - BETSEMRARBTERS.
EEEEKTF |, 882 Repositories (RTFE).

£ Repositories (f#12EE) HE L , i1 Private (FA8) 2B , AR ZEZEM RN FEELIRIE
Delete (HH'IJ Iz;%)o

5. 1£ Delete repository_name (MIER repository_name) IR&E+ , EREMBRNEEECHHIEE |
HBIiZZ Delete (MBR),

N

Amazon ECR A B R EFEEBER

Amazon ECR E EREF I REFREFENFR, NEFRAERNERTREEEWLEHAERNA
BUNFIERE , AR EFRE LRTHERE, KER , RERIARFEN AWS tkRFEF
REEFINFRE. BUNERREERR , UAFEMFREFRE,

ES- |
- BREEBEE IAM BERR EEH
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https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER

« Amazon ECR FWFAERFEBEKEHI
« £ Amazon ECR R EFMERIFEBRERER

{7 EBUREE IAM BURH L8

Amazon ECR EEBERE IAM BERW F5£ , HEEMNEMARIEHIEEM Amazon ECR 7 E/R
FHL, IAM BIEREEFAAERZME Amazon ECR IRIGHEFT |, Bt AARSIE IS EERNFZEL

ERERHECEAENACAUBREENTHLSER , Amazon ECR EFEBEM IAM BUR#HE
RE, MREAERACEBFFERRBELEHNTEEDE , ERFB IAM BEREHERF T (R27F
R) , AZBESRIER, BBMEEBRS IAM BEREMA— @R AFFEAENACHEEFT , B
TEEME R

/A Important

Amazon ECR ERFEREBEEIEIR IAM BERHMW ecr:GetAuthorizationToken API By
FFH , RAERTeEH B HEETE P RF , LRIEM Amazon ECR #7177 E #ix o I BT AR
. Amazon ECR RtBEZE IAM BEERZEHZERBENFERAEER ; WEFHEENR , &
28 Amazon Elastic Container Registry & % B B R 89 & 41,

R MEREEBRERENEM—E , R2FHERMFENEFN , WTIEHBIFR R,
Lt $35) 58 R — {8 Amazon ECR R EBGR , AFFEREMAEH AR EENFEEPHBRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::account-id:user/username"},
"Action": [
"ecr:DescribeImages"”,
"ecr:DescribeRepositories"
]
}
]
}
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ttEEfE R — @ IAM BUR |, EBEABERSHSBRNEERERRTE (UREFENTE ARN i
E), TEXLAEENEE. MFEEE Amazon EREHE (ARN) #XNFMEF , F2H ER.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowDescribeRepoImage",

"Effect": "Allow",

"Action": [
"ecr:DescribeImages"”,
"ecr:DescribeRepositories"

1,

"Resource": ["arn:aws:ecr:region:account-id:repository/repository-name"]

}
]
}

Amazon ECR A FAE R F EEER 4l

/A Important

EHE ENRFEBXRES EEEMAZE Amazon ECR A ERFE. MREEE IAM E8ER
£ |, BRIER T # Amazon ECR REFEEEAERMETER , BRICHSEEERERF,
NEEBREREFEBRNFMES , 2K &£ Amazon ECR R EMBREEBREH.

Amazon ECR #FEBKRRZ IAM BUERW F5£ | HEBEMEF AR EFI¥ E @ Amazon ECR RFEH
FHL. IAM BEREEFHAERZE Amazon ECR IRIEHIFFT |, Bt ] AREHEEEERNER. m
FAHERN |, 20 BEEREE IAM BERH L,

BUT {1 B R SR 6 45 A 7R 48 AT LA B 2R 42 6] Amazon ECR A B 7 E R IR FF ATBRIR K o

/A Important

Amazon ECR EREH EHHEIEB IAM BIRM I ecr:GetAuthorizationToken API B9
A, RETEHBHREETE O RE | WHEM Amazon ECR 17 EHEE T 17 BT IR
&, Amazon ECR RtEEZE IAM B RZHEZEBRNFERAEEFER ; WEFHMEENR , B
2:B8 Amazon Elastic Container Registry & % B BUR K &4,
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Amazon ECR ERERER
B AF—ZE ERE
UTREFERRAF —EHZE £AEnRFRFERENRBFERIRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/push-pull-user-1",
"arn:aws:iam::account-id:user/push-pull-user-2"

]

},
"Action": [

"ecr:BatchGetImage",

"ecr:BatchChecklLayerAvailability",

"ecr:CompletelLayerUpload",

"ecr:GetDownloadUrlForlLayer",

"ecr:InitiatelayerUpload",

"ecr:PutImage",

"ecr:UploadLayerPart"

]
}
]
}

gHl : RFFHMIRS
THREFERRAFFERS AR,

/A Important
ERFHAUTNRFLERASEIEEYRFERRNES , SRFHEER,

"Version": "2012-10-17",
"Statement": [
{
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ERAEER

"Sid": "AllowCrossAccountPush",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::account-id:root"

},

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:CompletelLayerUpload",
"ecr:InitiatelLayerUpload",
"ecr:PutImage",
"ecr:UploadLayerPart"

THRBEFEBRAADSEAERNRG (pull-user-1 B pull-user-2), RFREEMERE

(admin-user) TEFEER.

(® Note

HR BT X BN EERMNFEEERA AWS Management Console
repository-policy AWS CLI ss S ER R,

&R LAE R set-

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::account-id:user/pull-user-1",
"arn:aws:iam::account-id:user/pull-user-2"

]

I
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]
},
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{
"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/admin-user"
.
"Action": [
"ecr:*"
]
}

}

ghl : R ER
T oI FERRIEE A £/ & A i HRIRAVEED

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]
}
]
}

5l - FRFEFE IP Hbut Y 77ER
EEARBFEHUEENRFER , THSEMERTMEREBITEM Amazon ECR BIEMNEFF,
MR PR R B AT 2 AR R EABES 4 lX (IPv4) IP thit@y 54.240.143 . * EE,

ZCondition#ifE ANotIpAddressi®HMKaws :SourceIpFiE , iER2 — B AWSEMFRHE, W
TEBELRARSIBNFEEN , F2H AWS £1TEHRARSIE, aws:sourcelp IPv4 BHEE
A% CIDR R E, MBEFHMEA , F28 (AM FHAEER) F8 IP it EEF,

{
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ERAEER

"Version": "2012-10-17",

"Id": "ECRPolicyIdl",

"Statement": [

{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Condition": {
"NotIpAddress": {

"aws:Sourcelp":

#H| - AAFF AWS BRI

"54.240.143.0/24"

T 5IfFFFEBSR o FF AWS CodeBuild FHUEERZ RIS E S FTER Amazon ECR API BitE, AL TE
fIBE | IRPEZAER aws:SourceArn Hl aws:SourceAccount MRS ERFE o] LURIBIEL ST
MER. MEFMER , FZEAWS CodeBuild #H &5 CodeBuildF i Amazon ECR &ifl,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{

"Service":"codebuild.amazonaws.com"

iy
"Action": [
"ecr:BatchGetImage",

"ecr:GetDownloadUrlForLayer"

15
"Condition":{
"ArnLike": {

"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-

name"

},
"StringEquals":{

"aws :SourceAccount":"123456789012"

REEBREH
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}
}
]
}

£ Amazon ECR HEERAEREFEEBREH

&AL AWS Management Console kBB NI SR FRUR BB ARN B EPNFHRE, A UASHE
REEMEZSEABERREN. MFSEHIBER , 5526 Amazon ECR FHAAE R FEBRE A,

/A Important

Amazon ECR EXRFEH E#HEEB IAM BIEMI ecr:GetAuthorizationToken API B9
FFH , RERTeEH B HEETE 2 RFT , LM Amazon ECR #7177 E#ix IR BT AR
5. Amazon ECR RtREZE IAM BEERZFZERBENFEAEEN ; WFFHEENR , &
28 Amazon Elastic Container Registry & % B Bk 89 & 41,

REMEFEHRRRN

1. £ https://console.aws.amazon.com/ecr/repositories B Amazon ECR &,
REBS - BEREHPIEERERRRRNRFEZESE.

EEEEHKSF |, BIE Repositories (FEEE).

£ Repositories (R7FE)EH L , BEEREBRRAXNREEZERBREBEERNS,
RBEFERGBEERRNEEBIET |, iBE Permissions (FF 7). Edit (§7¥8).

o M w0 D

® Note

MREEEBEE R ERE Permissions (FF ) BIH , FRAGBURRBTFERGETERSR
H,

£ Edit permissions (fR¥55F 1) EE L , i##F Add statement (FTIEFRIAR),
¥ Statement name (FRIAX B E) , MARRXHEE,
HR Effect (MR) , BEESEEATNAREENBERBRERR,

¥R Principal (REA) , FREEEABRRRENNEAEREE, NFEFMAER , F2H (AM
EAERERE) P/ AWS IAM JSON BUERTE - R

© ® N O
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Amazon ECR EREEmR
o BWAILLGER [BEIA ()] REUAR , BRARXE AWS AEMBEERENFERE.,

« ¥1 Service principal (FRIEZEFEAN) , EERBETLAZE (HIW ecs.amazonaws . com) AE
AR E 45 E W BRI

- HRAWSIRF ID , FBIEE AWS IRF SRS (Fla0 , 111122223333) , SHIREERAERE
AWS I{RE THFIEERE. B LFERERD BEEREEZERE.

/A Important
ERTFHAITNRFLERMASEEEYRFERRNES , SRSHERER,

- HRIAM B |, FBEIRE AWS IRFTEEAREANAGHERE,

(® Note

YR BRI T BN EE M MFERA AWS Management Console , #8] BAfE fiset-
repository-policy AWS CLI ss s ER RA,

10. ¥R Actions (B11F) , FEZEBRRE RN ERER AP REFEHRERMN Amazon ECR API #1E
ﬁo

11. BEBTHE , 5&F Save () RFREBXK.
12. REFHBAREERRNESE NS R,

£ Amazon ECR R EFHE

AT HBEEE Amazon ECR RFE , BAILEA AWS ERER , KA CHPRERETIGHNN
BEAK Amazon ECR RfFE, fl , BAILLAIRFR Amazon ECR FEEE —HER , HYEE
HEEREENERS,

BRELH =

BERYE Amazon ECR RRFEAEMNESEER  YSBREEFAFTLFTH, BRIEABERGEN

B, fUAREERSRNE , XA TUBREERBHRER, SUUSEENERAZAFTS , B
BELZRBRBRNERA Null, EERERFERESHERNERNEIZER  HNEEEREE,

MREMBRER , tEMBREMNZERNER.

Al LA Amazon ECR E£#4& AWS CLI, # Amazon ECR AP| %,
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Amazon ECR EREER

EAI LAE R AWS Identity and Access Management (IAM) 2% AWS tRE i FREEEREL. iR
B MERER. 0F IAM BEHREBRNHEBER , 52 Bthe section called “FEAERE FEUIRS",

BB ERUAER R

1B E Amazon ECR BEENEBREXAEAERETRAE , ARBERADE, MEHASE
. 5528 Amazon ECR AAE#H %,

illil

EREERAHERNAL BT RBESHEERSRENERREELAIREEF. Sl , ET)
ERAEERARXEBRELHEER A ARBEEREGFUEEXEARABRIRRBHBKA, W
FHREARBRRERARTEBRENFAES , 52H (AWS Biling ERAEER) PHNEA KA E

WS

@ Note
ERTABARSE , B ANHNEREE 24 M2 REH/RE,

¥ Amazon ECR Fi$EBNMEIFAB FHE
S A R I BRI I

METMEREBAREMENET  B2W (25 AWS ERERED) THERSERHNE
RABLEMOE.

2B 8 EfE1EE (AWS Management Console)

£ https://console.aws.amazon.com/ecr/ BIEX Amazon ECR £ A&,

4,

REBEHPENEFANESE,

EEEHIKF , B Repositories (fETEE).
ERFEEEL , BERNEERZRETEESZNZES R,
REEREPENRFTEERER.
ERFEEEEE L , REGTEER. FEER.

ERERFEEREEL  EESERENRSIRNE , RRB2ERT

N o o bk~ w0 D=

HEEEARINEFFEE (AWS CLI 5 APl )
AT AE AR AP RFTIESHEE — AWS CLI RS EFEHE.
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Amazon ECR

ERAEER

« AWS CLI -iZBEIR

« API BEifE-TagResource

TSI A (£ AT R AWS CLI.
1 BRI
TENSHHE— AR,

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \
--tags Key=stack,Value=dev

g6l 2 . EFRZERRERCHER
THHNGTRN=ERES —EFRE,

aws ecr tag-resource \
--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \
--tags Key=keyl,Value=valuel Key=key2,Value=value2 Key=key3,Value=value3

g6 3 JLREENRR
THEHHSSHIH T R ERBRE,

aws ecr list-tags-for-resource \
--resource-arn arn:aws:ecr:region:account_id:xepository/repository_name

Bl 4 BURTELHEER
LT TEIEA test-repo WREFE , MHIER5|EA team F{ES devs HEHK,

aws ecr create-repository \
--repository-name test-repo \
--tags Key=team,Value=devs

£ Amazon ECR M FAE =/ E MRS
O] LA RA AN TE I EE T BRAZ R o
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Amazon ECR EREER

EERFAA T ERBREZES (AWS Management Console)

£ https://console.aws.amazon.com/ecr/ BB Amazon ECR £# &,
REBFINFENECLHANERR,

EREFEEEL , ENEBRER 2R FES VKIS R,
REBEZEPENRTEER.

EREFESBREE L , EIRE.

ERERFEERENL , StHEERBRNSEEER , BERBRETR K AREERT.

2 e

= ZRFAN T HEMBRES (AWS CLI)
BN LAE R R API fHBR— AWS CLI RZEEE.

« AWS CLI -EZFER
- API EjfE-UntagResource

T 5 5451 JE U 20 e {5 R I B 1 7 EE R A9 R SR AWS ClLLo

aws ecr untag-resource \
--resource-arn arn:aws:ecxr:region:account_id:xepositoxy/repository_name \
--tag-keys tag_key
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Amazon ECR

ERAEER

Amazon ECR FHIFAA B {5

Amazon ECR 1§ Docker &, BMAERER (OCl) RELIKE OCI HEANK mAFELERTE

o SBAILAER Docker CLI S fm 4 BY FA 5 i 3 [6] 48 B 17 B 301X T R EUAR (R

F&E

« SRR HEIEE) Amazon ECR FAEERE

« FEMBEFHE Amazon ECR AEREZET M &
« # Amazon ECR FAE = REEMIBREE A

« 1£ Amazon ECR HEFEGFHESR

+ #£ Amazon ECR FAE R FEASIRGIE IR IR Y A HEIR 1B

« 11 & Amazon Linux 25L&

+ MIBX Amazon ECR I E%

« 7£ Amazon ECR HEERLEH

 Bhik Amazon ECR HHEIGEBEES

« Amazon ECR B BMEGERABTERIZE

* & Amazon ECR M5 Ed Amazon ECS BEfFEHA

» # Amazon ECR {582 Amazon EKS #& i &

HE AR G HEIX B Amazon ECR FAEFE

ST LA Docker Mg, BEABEREMABKABRRE (OC!) RENMMBTNRAHEEELNLERE

E.

Amazon ECR BRIt — B MBERIHMRBFEN L Z, EBEMAREREPEEERERE , &
TUEERSEECHEZNTRIKRFZBETER. NFEFMEEF , F2E Amazon ECR M

RIS

ES]
o HBGHIXE Amazon ECR A REFER IAM

ik

o HEIETEMEHI*XZE] Amazon ECR FAEFHE
. K2 RBGHIXE] Amazon ECR FAEf#ETEE
o WEFEZEEHI%Z] Amazon ECR FAEFEE

HEXRR B
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A5 BR 5 3% 2| Amazon ECR FABE R FER IAM FFH]

EAERE IAM FFO S BES IR G A R Amazon ECR A ERTFE. BBERESIERNZERE , &8
AUBRERSEFRENFIE. G4 URFREFRERNFIE,

FEHELABBERREEZS , OMEEHIEZMEGENE{E Amazon ECR E#&EHEITE 28
F. Amazon ECR R ZE AWS SEHX , UEBHTEABRNEREER., MEFHMENR A6 F2E
AWS Amazon sEM AR ZE PR,

FBHAUEIBEH IAM BER. T IAM BERBFHERGHIEIFEFTHENLEN T, BEEXA
B E AT EH Amazon Resource Name (ARN),

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"
1,
"Resource": "arn:aws:ecr:region:111122223333:repository/repository-name"
1,
{
"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"
}
]
}

LT 1AM BURER TR GHEZIFT A F R EN L EFF T,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

FRER 1AM FF A API R4 2015-09-21 39



Amazon ECR EREER

ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
"ecr:InitiatelayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"

]I

"Resource": "*"

A& T SR AR I HE 3£ B Amazon ECR FAEZ R E
A LAE A docker push fn S S A s MG #EIX E] Amazon ECR R EFE,

Amazon ECR B X 22 7 F#EiX AN Z R BIRGH Docker EFFEFE, MEHBENR ,
Z B G HEIXE] Amazon ECR A B/,

3
¢
&
ES

1% Docker B & #EIX FE Amazon ECR f#172E

ERHIZRBZH , Amazon ECR REFEESLERE. MEFHMEEN , 552 H the section called “ 37 &
FEUBERSR .

1. [EFTEHIEBREH Amazon ECR B8k ERFE B Docker A Bk, FTAMNSEE&ESLNEARSE
BoBRBFR , FHERHEA 12 @/, NEFHMEN , 528 Amazon ECR FHFAE & 8%
S8R,

# E [ Amazon ECR & #2585 Docker , F#11T aws ecr get-login-password . #5572 5E
FRHEIELS docker login RS , £ AWS WEEAERAEBBIALIEELERMEN Amazon ECR
BHE URL, MRERRNZEZKETRE L AHESEASKERLGS,

/A Important

ERINBIGERS  BRELFARERFIRALN AWS CLI, MEFHMENR , F2H (AWS
Command Line Interface fEA & ER) FHZE AWS Command Line Interfaces

aws ecr get-login-password --region region | docker login --username AWS --
passwoxd-stdin aws_account_id.dkr.ecx.region.amazonaws.com
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html

Amazon ECR EREER

2. MRITEHEMGHBZEANRIELNMRGREEFE , BETEY, NEFHMAEN , B20 &I
Amazon ECR A B @7 EREF R EGAE

3. HHEEHEMNEEME, F1T dockerimages fi T , FIHRMK LN AR A

3

dockex images

A repository:tag EERE ID REEMN T8 E P K HBRE,

4, TEREGEEZEFREFEHMN Amazon ECR B#% ., BEENZANRGEREZBHAS, BHERX
B aws_account_id.dkr.ecr.us-west-2.amazonaws.com. FFEZBERGAMGEL
NREFESBMERT. NREBRREGER K XEBHRESEA latest,

AT &365# ID e9ae3c220b23 W ARG IERS A aws_account_id.dkr.ecr.us-
west-2.amazonaws.com/my-repository:tag.

docker tag e9ae3c220b23 aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-
repository:tag

5. {#/ docker push #nSHEX R

docker push aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-repository:tag

6. (EA) EFEHIT Step 4 M Step 5, EREAHMBEBERS , WiFHEBHIEZE Amazon ECR.

1% 2 R IBIR G HEIX B Amazon ECR A B 7 &

A LA ML M3 Docker EFVEEFE | S EBMBEHIEZE Amazon ECR REE. EFBES
RERAHEE DS ARGEEMELNMRGEE, EAZEERT , EAFEFTERREMERD
BEEBARTEEXERAREEBNREGERLN, EABEETELERE, WEFHAENR , #2828
Docker EFAFE .,

BREENRTLUGHEM Amazon ECR MG —# , £ Amazon ECS E#EZ = Amazon EKS Pod 3
BHREINHSE,

FERMRAF
* 7 Docker CLI ¥ , FAR(EREINEE, MFEERMIIENMEBEET , F2H Docker XHHHERM

geo
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https://docs.docker.com/engine/reference/commandline/manifest/
https://docs.docker.com/engine/reference/commandline/cli/#experimental-features
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Amazo

n ECR EREES

. ELHRREZRE , Amazon ECR B BABRE, NEFMEET , HBH the section called "B
BEEURETE .

. FEAIE Docker BHEZ 3 , XASMGHEIGHERE, NENARERENET  HSH KBS
BARHE% B Amazon ECR FAE 1R,

e

1.

2848 Docker MG H#EA E| Amazon ECR EFE

B3] EHEERR A Amazon ECR & & iEBRE MY Docker A Fir, PTAMSES&HE S L ENE
BEoREFN , FHAERHEL 12 @) K. WFEFMAEF , F2H Amazon ECR HHVAAE B #k
SHRE,

# E @ Amazon ECR & #2585 Docker , F#11T aws ecr get-login-password i %, #5527 BE
FREER docker login BB EFH AWS NEEAFERAEEBAEEELEREN Amazon ECR
BHE URl, MRS ERFETRE  CXAHHSASKERLTS.

/A Important

ERRFIEE  BLRESIABERIFRAN AWS CLI, MEFMESR |, 528 (AWS
Command Line Interface fEFA&ER) FHIZEE AWS Command Line Interfaces

aws ecr get-login-password --region region | docker login --username AWS --
passwoxrd-stdin aws_account_id.dkr.ecx.region.amazonaws.com

L@ FERNRE , FEEREERR,

aws ecr describe-images --repository-name my-repository

B3 Docker EFBEEFIKR, manifest create P ERIVSENMERSCELNREET ,
WERBBIEAEE,

dockexr manifest create aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-
repository aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-
repository:image_one_tag aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-
repository:image_two

(EZR) WZE Docker EFREIR, ENREHIDENRFEIRFSRNESEARGERAZTEN KN
MFHE,

xS
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dockexr manifest inspect aws_account_id.dkx.ecx.us-west-2.amazonaws.com/my-
repository

5. #% Docker BB E IR HIEZEZMN Amazon ECR FFE.

docker manifest push aws_account_id.dkr.ecr.us-west-2.amazonaws.com/my-repository

SR ZE B #%ZE| Amazon ECR AEBFE

BT LGB A 2R {B5& (OCI) M mHMEIEE Amazon ECR 2., ZEEEF I INAENES| , FEA TS
SR BEEE#IEZZE Amazon ECR,

MEASIEH Amazon ECR SEEHEZEEEE Amazon EKS #EEERAMWMEEEE , 528, £ Amazon
EKS £8 F R £ EEE

illI

#% Helm Chart #3% %] Amazon ECR f#1F &

1. Z8 Heim AP RITMRA, EELTBEMEMA Helm A& 3.8.2 #1TRES. MEFMENR |
ZBZ%E Helm,

2. FEATIZERRENLAR Helm Chart, MIFEFMEF , 52K Helm Docs - HREM,

E"

a. BIY—EH&A helm-test-chart B Helm Chart Y5&BR templates B #HNRE,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. fEtemplatesX 3k ConfigMap R &IZE—1E,

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl

kind: ConfigMap

metadata:

name: helm-test-chart-configmap
data:

myvalue: "Hello Woxrld"
EOF

3. H#EBEXR. BHEEEEEEHE Helm Chart B {E AN HEERNERERE,
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https://helm.sh/docs/intro/install/
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Amazon ECR EREER

cd ../..
helm package helm-test-chart

B

Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. BIFFELER Helm Chart, REFEENBBEREMKREDSE 2 1237 Helm Chart BERN B R
B, WEFMET , 528 EI Amazon ECR A E R EEREHRRERE,

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. HSEH) Helm A FIRER R DB ITEHE Helm Chart #IX ZH Amazon ECR 2%, FTAMESE®E
HBETVENBSEIRBEN  ZHEREEA 12 @/, MEFMEN , 528 Amazon ECR
PRI EEH S HRE.

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.us-west-2.amazonaws.com

6. fE£MA helm push @s S #i% Helm Chart, % FE3% ‘218 Amazon ECR f#77E URI 1 SHA #E,

helm push helm-test-chart-0.1.0.tgz oci://aws_account_id.dkr.ecr.us-
west-2.amazonaws.com/

7. ¥ERER Helm Chart,

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2

@t s | B artifactMediaType Z2BIEHEENRBER,

"imageDetails": [

{
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"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe®b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
"9.1.0"

1,

"imageSizeInBytes": 1620,

"imagePushedAt": "2021-09-23T11:39:30-05:00",

"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"

}

8. (ZA) MEHMIPE  FELH Helm ConfigMap Y BAA A Amazon EKS, MEFMET |
B £ Amazon EKS £# F Z#BEEE,

e
s

FEF1F7E Amazon ECR AAB#EEETHM&

Amazon ECR E2 AWS Signer 5 , AR RHEBA[MEBN SN, BB IR GENEBERRHF
BENEREEF,

ZEEH

5/ Amazon ECR RRGIEXBRFEEZEIUTEIE,

- REERFETHNEES T ASERFERGRHE LROBRBESE. NFEFMENR , 528 Amazon
ECR BRIFEL#E.

« £/ Amazon ECR £ diBHBURE , T MEBRNFHRMER OCI BERSINBEESER
Amazon ECR 7£ 24 PR AMBRXRER ESIFTS BB RS,

DBEIRHF
BIsAZ BT , SRR T SRt

o ZENFRERMM AWS CLI, WNEFMENR , 5528 (AWS Command Line Interface (A& 1§
B Rl TEEREIHHKIHMR AWS CLL o
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- REFHE CLI MAFHRHMY AWS Signer ##F. MFEFHMENR , 5528 (AWS Signer BHEABIER) &
W TEEBREREBHERESE -

« £ Amazon ECR A ERTFER , BE T EEXSHNEENRG, MEFHMEENR A B2l BRGHIED
Amazon ECR 3o B ZfEE,

#%7E Notary A PRy & 7 5a =%

B ERBRERAF , TR Notation CLI B % F , LIF#EM Amazon ECR #1752 5. MR
IR1E R 8 Notation FiFimiIE —& M 2% T Docker , Al Notation #E#EFE A E AR Docker A F
VAR B 9 8 5 E. Docker login # logout @i H#§ /2 5F Notation sign M verify ss = EMAE
LHENERR , mMBETLERY Notation EITH 2 ERE. BEERE Notation A Fin AT & 72 B FE
WEFHERR , 52 E Notary BRXMH4HW (EARE OCl WEFEETE 2 BRFE)

WMRIEREEH Docker HEMAEH Docker BEMWITE | RIEZZEMEH Amazon ECR Docker B
BIFEMBENBRRENRE, NEEBMMALEMEILE Amazon ECR BEBFWNEMEN , F28
{Amazon ECR Docker B&BIF) ,

BERE

THSBARARENFEEREMGILASHEZFFE Amazon ECR AEREFETRHAMEER., Notation
FRARESESME,

BRI

1. £ AWS Signer 2B F 82 INotation-0CI-SHA384-ECDSAZEBRERE, B LUREMFEA
--signature-validity-period S8REEHEEG R, LERTUEADAYS, MONTHS =
YEARS RigE. MRKREEEMBELRE , AISEATERE 135 @A,

aws signer put-signing-profile --profile-name ecr_signing_profile --platform-id
Notation-0CI-SHA384-ECDSA

® Note
BENEREBEIRRHF TR ().

2. E#%% Notation BEF IR R EHNTERREHE. THEFIER AWS CLI [ Amazon ECR FAFE & 8k %
#FER CLI,
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aws ecr get-login-password --region region | notation login --username AWS --
passwoxrd-stdin 111122223333.dkx.ecx.region.amazonaws.com

3. f#M Notation CLI 2RZEZBMEGHE , YFEAREFEBBEN SHA BERIEEMGIE, WSLTEIE
B WASHHERDEESSHNXRGTEZMEE Amazon ECR FAEREFE.

ETHEFS  RMEeEHA SHARBE
sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE K% E curl f##
FEHHRERE,

notation
sign 111122223333.dkr.ecr.region.amazonaws.com/
curl@sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE --plugin
"com.amazonaws.signer.notation.plugin" --id "arn:aws:signer:region:111122223333:/
signing-profiles/ecrSigningProfileName"

®wELR

BERFMER , BUNEAMBRERE. FERIEREHRA  F2EAWS Signer HEASERTF
RYE SRR TE A3 B SR AR AR

£ Amazon ECR FAE ZREEMIFREF S

A LAE Amazon ECR S EREFEMBRZEE, B A Notation CLI ZEY MHEBHER | RithEE
Amazon ECR #fZE+ i OCI B ZE5|, Amazon ECR API T Mk OCl MG ZE 5| 2B K&
G LTREEBEELR MmNV TAEE,

« (ER) LR LUER ORAS CLI RMIBRE M , ORAS #% 5z I # =i M BRER B 3R 5
« SEAILAEA Amazon ECR APl S5 & MIBR OCI G %5l , RAEBRRSENK G (FIMNEE).

£/ ORAS AFinMIB#ENE S EZH/A L ME , ORAS SEHE OCI B&ZE 5|, ORAS SRt %E5|
MBRE R mINSER K ARBRRBEERER, ELEH oras manifest delete v , ZREER
mEEsl,

ZE#H ORAS CLI flpres=E

1. REMNEE ORAS FF i,
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MBAMREADE ORAS IS KA | BB ORAS REX A PN ZE,
2. ZEfF ORAS CLI MIBR%E , BHT T HTT

oras manifest
delete 111122223333.dkr.ecr.region.amazonaws.com/
repository_name@sha256:ca78e5f730f9a789ef8c63bb55275ac12dfb9e8099e6EXAMPLE

£ Amazon ECR REEFEBEGFEHMHMER

HERBHEIATIRIFECR  BUTUREAKREENEBET. ISHFEEANT -

- B& URI

- BUSER

- miFREER

- MGEFABERR

- FBHREE

. BB AN (LA MB BE{)
- BRGHEEREFEENEE

IR RIREEAAE S (AWS Management Console)

—

£ https://console.aws.amazon.com/ecr/repositories BIRX Amazon ECR # &,
REBES - BEIEREGNREFENESE,

EEBEEHKF |, i#F Repositories (EFE).

£ Repositories (R77E) EAE L , BEREEUARR.

£ Repositories : repository_name (fE1EE : repository_name) B L , BEEMBEWFEME
AR BRR

o > oD

& Amazon ECR #A R @7 ESRGE R B EH A HIRET

MREEHTHE Amazon ECR FA] A Docker B , AT LAE A docker pull 55 2R AS HIZERE A<
RIE, BT B EEEE M AWS 1R SHEEIBA B2 &P T ILRAE,
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Amazon ECR

ERAEER

ZE Amazon ECS FBE&F #H Amazon ECR B & , 552 #§ Amazon ECR &8 Amazon
ECS B Ao

/A Important

Amazon ECR EREH E#EEIEB IAM BIEEFEIY ecr:GetAuthorizationToken API B9
o], AR EEHBHIEHETE S RE , WHREM Amazon ECR {717 E #E ik = 12 BUE(ATAR

%o

Amazon ECR Rt ZE AWS SEBE , B H T EBHRNEREFE., WE Amazon

ECR ¥ AWS EBRWABEEER , 2 BAWS Amazon BMARBEMENZ EEEE,

#& Amazon ECR f##FE12H Docker R 5

1. MITEIERBGE Amazon ECR X 4& 8RR H Docker HE . FFEANSEX GRS KN ERE
EOBRBEE  FHERPEA 12 @/, MEFMEN , 528 Amazon ECR RHIFAE & 8%
B pERE,

2. (BEH) HHERIARE,

3. f£H

A A aws ecr describe-repositories i+ ¥l i B FE AN FEFE -

aws ecr describe-repositories

ERy B 8RB E BB — @8 & amazonlinux WREAFE,
A] A aws ecr describe-images S SR FEEER A BRE

aws ecr describe-images --repository-name amazonlinux

RN BFESEGIEIERLS latest F 2016.09 , REHEAL
sha256:f1d4ae3f7261a72e98cb6ebefe9985cf10alea5bd762585a43e0700ed99863807

YRR 1%
docker pull G5 S IRENBR &, BIGEBIENIES registry/repository[:tag] F AKER

BE , 8B registry/repository[@digest] = Ak EIREL,

dockex pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest

RERE
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/A Important

MR IR repository-url not found: does not exist or no pull access
$ha , BIFE M@ Amazon ECR B &M Docker Al Fim, MFRFMER , 552 H Amazon
ECR A ERZ I HRE.

H ) Amazon Linux & 28R &

Amazon Linux e85 & 2iEFIBTE Amazon Linux AMI F 2R EE TtHFTERE. Amazon Linux
DEMRGETTARMEMIRE | A Docker TEEFHWEARMGE, MREA Amazon Linux AMI AR
o8 Amazon EC2 R FERREF , BIFTLAEA Amazon Linux B G H EREFE TR,

B LATE A B B IRIB A A Amazon Linux BesEE | RAREERARBERNHIEZZE AWS FH Amazon
ECS., MEFMET , 552 #¥ Amazon ECR {5 EL Amazon ECS 2 {FE M,

Amazon Linux B3 & A £ Amazon ECR Public & Docker Hub fEf. 1% Amazon Linux a5 &
EHXE , BrEAWS B ASRIE,

# Amazon ECR Public #32HY Amazon Linux 2 25 &

1. [ Amazon Linux Public Z & FEM Docker Pk, BB FTENEGREA 12 /MK, MEH
MEER |, 520 Amazon ECR AL E B 506,

(@ Note

RARAS 1.18.1.187 BA#A , ATLATE AWS CLI i {EH ecr-public 8% , BRMEZRER
BRITHRAY AWS CLI, INFEFFMER , 5828 (AWS Command Line Interface fER &5
) Hi %% AWS Command Line Interface,

aws ecr-public get-login-password --region us-east-1 | docker login --username AWS
--password-stdin public.ecr.aws

HEgHwT .

Login succeeded
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2. f#H docker pull in F32EL Amazon Linux B8R, & ZE 7 Amazon ECR Public Gallery t&&
Amazon Linux &% , 5528 Amazon ECR Public Gallery - amazonlinux.

docker pull public.ecr.aws/amazonlinux/amazonlinux:latest

3. (EA) EXHHITRR,

docker run -it public.ecr.aws/amazonlinux/amazonlinux /bin/bash

#& Docker Hub $#2HY Amazon Linux &85 {&

1. £ docker pull i 5 32E Amazon Linux &85,

docker pull amazonlinux

2. (ER) EARHITRSR

docker run -it amazonlinux:latest /bin/bash

il B& Amazon ECR FH E %

NRADEREARE  DTHERREERMNGR. NEEAEREAREE , STUAMNBRERTER
HERWFAERE. NBEREET  FBH MK Anazon ECR REILEZEE.

EAFBMEBRRENENR S L, EUNEYREFEEWBHBR , UAEF 2GR TERRENEWE
HEE, £BYBRSERCEDHTHER. NEFMEA , F2E £ Amazon ECR fEA £ B
HBE BB EERERE,

MIBRER & (AWS Management Console)

1. £ https://console.aws.amazon.com/ecr/repositories BIEX Amazon ECR £ &
2. REBEI L  EZETESEMBRZIRENEE,

3. EEEBE®KD , i#IE Repositories (7 E).

4. 7 Repositories (f1ZE) BEE L , BESSEMBRBREBNREEE,

5

£ Repositories: repository_name (f#1EE : repository_name) BH , &1 E MRz G LK
FiR , Bi&#E Delete (MIBR),
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6. 7E Delete image(s) (MBRAR&) HEH AP |, HBEMBRN K EHRRE | BIEE Delete (MER).

I BRER & (AWS CLI)

1. EREFEEFILHRE, SERESEKEFREHEURMEBEREENFE. AEBENREIASHR
BRE,

aws ecr list-images \
--repository-name my-repo

2. (BF)EBEEEZMROREEBRNERRBEBERENETTIETENER. ERRETDRERSER
—EREEF |, R BEE T MR,

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

3. HEMGHEUMREBRIAEBNRG. EZBSRABENTAMBRREKE  ZREREFFEER
A& M ER o

aws ecxr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

EEMBRZEREG , BUUEBRIEESARGEBRIMREHE,

aws ecr batch-delete-image \

--repository-name my-repo \

--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE

£ Amazon ECR R EFERLLE &

3%EiB Docker BMGEAFE V2 EBIHAR 2 BU& , B LUEA --image-tag i B HY put-image #IE L
ENELREREG, BULER Docker REFER , MAFIREVNHIEM G, sHEBRANBRE | g
FEiE T EMELCRGAENAEERBAEERRE,
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EFESOHS (AWS CLI)

FEREHEZETLEH AWS CLI

1. £ batch-get-image fi T AU SMENWIRGERAFTE , REFMELUFEBEAER., EL&EH
| fETEE amazonlinux R¥ER latest BEBHMBENFTE , HMEAR S MANIFEST HIRE
gy,

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. £ put-image M --image-tag iB1E , UHEBKRETHEEABTERERME Amazon
ECR., EU&EHIH , ZMREHIRERLS 2017.03,

® Note

WMEEZ--image-tagBEELBHWMRAF R AWS CLI , BARERIMA, WEFHA
B , 528 (AWS Command Line Interface EAEIERE) M Z % AWS Command
Line Interface,

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. MRLHFTRGERCEZZENMRG, ETHNELHT , ZREBER latest & 2017.03,

aws ecr describe-images --repository-name amazonlinux

HEHMT

"imageDetails": [
{
"imageSizeInBytes": 98755613,
"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",
"imageTags": [
"latest",
"2017.03"
1,
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"registryId": "aws_account_id",
"repositoryName": "amazonlinux",
"imagePushedAt": 1499287667.0

B ERMB (AWS Tools for Windows PowerShell)
FEREMEZRLE M/ AWS Tools for Windows PowerShell

1. {£A Get-ECRImageBatch cmdlet LEVS G IR , REMFLESHBZAREES, T
flp |, RETFEE amazonlinux F¥EE latest ZBMNBE , WEARERE $Inage,

(® Note

MRZR#K LR E AN Get-ECRImageBatch cmdlet , 55281 (AWS Tools for Windows
PowerShell fEA&IERE)Y FHEE AWS Tools for Windows PowerShell,

$Image = Get-ECRImageBatch -Imageld @{ imageTag="latest" } -
RepositoryName amazonlinux

2. BRGWERABEE A $Manifest IREBEE,

$Manifest = $Image.Images[0].ImageManifest

3. f#M Write-ECRImage cmdlet ) -ImageTag i , UFHERSMEITEEABTEREZRE
Amazon ECR., L& FIF , ZMEHEERL SR 2017.09,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09

4. WBREHFTREEBCEZZENRE, ETHANEEHT , ZREBER latest & 2017.09,

Get-ECRImage -RepositoryName amazonlinux

HEHuT .
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ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@c17bc674a7707ft4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279eed@cl7bc674a7707f4256d5d497 2017.09

B5 1t Amazon ECR A EIREEBREE

FZANEBERTFETHRERTEMRP LEGEREINER. AERTEM2E , IREHXE
EEFERBEEFNERNBE , BI€EEInageTagAlreadyExistsExceptionifii, EETE
MEXEMEER, ZTHFELEETTE K MEGERATTE,

& LAME R AWS Management Console 1 AWS CLI TE R EFREERBEREENZGER T
g, FEFAIRASREVNENE , F2REY Amazon ECR A REERFHBEGE.

REEGERTEM () AWS Management Console
EERECGERTEM

1. 1E https://console.aws.amazon.com/ecr/repositories BB Amazon ECR F¥# &,
REES -  BREQSEFECRETENEE,
EEEEKS | 82 Repositories (E1EE).

£ Repositories (7 E) EE L , 1##F Private (fAF) 7B , AR EBEEEREBNREFEILEE Edit

(WREE)o

5. ¥ Tag mutability (REA &) , BEERTENEETEURE, SETTEEENREESH
IEREHEE. MFEFMEENR , 55208 Bt Amazon ECR FHEGEBHEE.

6. ¥ Image scan settings (MR IWERTE) , AR UERTFERBRIEEERFHENFHERE ,
BEREEXRENEEHEERIEEREERE, TR BERBRIEEREREE LA ERE
RHIELRREE A SHEEEHERUERECEREVLERTE, WEFAEN A F28 BEZE
LA#E & Amazon ECR Y E BRI

7. ¥R Encryption settings (IR E) , ER—EEEREANRNY A RARTERILIR K MNELEFE
RBEENMBRE,.

8. EIF Save () EFNREFERE.

> WD
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REEGEH TR () AWS CLI

BUREFELRES TEER
ERAUATHEP —ERTRELMNREFHEE , IREFTEER.

 create-repository (AWS CLI)

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

* New-ECRRepository (AWS Tools for Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Force

EEFHREENPRERTEERE
BT — @S S REF R R EN RSB TR RE,

 put-image-tag-mutability (AWS CLI)

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

- B A ECR ImageTag A#1 (JAWS Tools for Windows PowerShell

Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Forxce

Amazon ECR I REFRGEEFEERA L E

Amazon ECR XELUTHASZMGEABTERR -

« Docker MG EFEE V2 EBIEIR 1 (FHEE 1.9 REEMRAM Docker £ )
 Docker BRIGEAFE V2 FBIHR 2 (FHE 1.10 HEFRAH Docker FEF)
. BIMASRIE (OCI) B8 (v1.0 L EIRA)
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Amazon ECR EREER

Docker BRIGEABE V2 B IR 2 XERHETHIIhEE -

- MEEEMRGLEFEFRAZEER,
« XEfE1F Windows BESME,

Amazon ECR MG E A EEH IR

HEE B E Amazon ECR R IZERBRGEF , RE35IZ A F % (#120 Docker) €EE R XI5 @ , LUEB —
BEEAFRYEEHEZERARRBNERAFTERR,

£ Docker 1.9 HE RARAHEIX MG E Amazon ECR B |, MG B ABZTERRAEEMNS Docker M5
BIEE V2 B R 1, EH Docker 1.10 S{EFARASHEIEBR K ZE Amazon ECR B |, RGBS
BRNGFEMS Docker MG EABE V2 EERIA 2,

B IS AZER Tt Amazon ECR 2EUBH&EF | Amazon ECR €EBEFREREEFHNRGEFBTERLR.
REEAFRYEZER  T2EREENR. IREFEFIRTERFHNRGERAFTERLRR , Amazon
ECR M EEAFTEEHRATLIEMBIEN, Hl0 , 2R Docker 1.9 A FixzE R Docker BUEE
ABE V2 ERIER 2 EXFEHRNEEFRBEE , Amazon ECR 2 EI1E Docker MIGEAFE V2 &
Bk 1 MXPHEABE, TRERSEBKREBIZIMGEF , Amazon ECR X EH) o] FHE#E .

MAFIRERNEBE BAV2 it 1 #X BA V2 B8R 2 #iX BL OCI #3AE ECR

P £ ECR £ ECR

V2 fERB IR 1 THEWF BEAV2ERBHEZLR1 BERV2EBHER 1

V2 fEiE iR 2 TEHF , AFRO TEWFE BES V2 BEHEE 2
BE V2 EEH#ER 1

OCl REARNEE #}ZE A OCl THEWF

/A Important

MREMGBEERIEG , ARETANEE, APRAEBEEFRIE Amazon ECR HRHYBR &
BIABENRIN ., WRE Docker 1.9 REERAA Fim EHRMHEESR Docker BRIGEABE V2
FEREIA 2 G, MERIBEUS K, MEFMEN , 26 Docker XHAH "2 EEE
EJ )
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Amazon ECR

ERAEER

L EHIF , MREEBRERMERRE , Amazon ECR BISKMREEAEFEDERAF R
XENER, RESRIA,

#% Amazon ECR ML{&EE Amazon ECS & EL

BAI LAE A Amazon ECR FABREE , RFEE Amazon ECS EK Alge P IREN B8
MG K m. EEMFEALINEE , Amazon ECS = Fargate, RESRERAMLEEGHT

ecr:BatchGetImage, ecr:GetDownloadUrlForLayer #l ecr:GetAuthorizationToken

API EFH
FRA=EY 1AM FF 7]

TRERTEHHSERBEAEAN IAM 86 , EXA6A5FNEREMR Amazon ECR FAERE
EREFTEMNEF T, Amazon ECS 2 E IAM BER , EH@EHLEHF T,

5 €k

Amazon EC2 #{T{EE L1
Amazon ECS

Fargate £# Amazon ECS

NEREFITEEE LY Amazon
ECS

IAM A&

FERARSEHTERE IAM AE
A EE Amazon ECS #5&
ZFMH Amazon EC2 #1T{E &
B, WMEFAEA , T2
B <(Amazon Elastic Container
Service B ABERE) FHNE
EHTER IAM AE,

f# F#E7E Amazon ECS 131§
ERPSRNEBHIT IAM
A, NEFHER , F2

B <(Amazon Elastic Container
Service HEASEE) PHE
¥H1T IAM AR,

EHRSRHTERE AM A6
L AEEE Amazon ECS #&
FREEME A EE R ARET SR

AWS SEE/ IAM B

AmazonEC2Container
ServiceforEC2Role

MEFHMEA , F2

B <(Amazon Elastic Container
Service R ABERE) #

# AmazonEC2Container
ServiceforEC2Role,

AmazonECSTaskExecu
tionRolePolicy

MEFHMENR , F2

B {Amazon Elastic Container
Service B ABiEm) F

B AmazonECSTaskExecu
tionRolePolicy,

AmazonEC2Container
ServiceforEC2Role

#% Amazon ECR B{&EE Amazon ECS & &
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Amazon ECR EREER
5 €L Rl IAM A AWS ZEEM IAM BUR
EE#ET (VM) 1HEIER, WE MEFHMEER L F2
FHER , B2 (Amazon B {Amazon Elastic Container
Elastic Container Service fi%  Service FHE A B1EF) H
ABIER) PHASEHTER B AmazonEC2Container
Amazon ECS &, ServiceforEC2Role,
/A Important
F AWS B IAM IR B EEURETFTENHEHMT T, EERT , EE 2% Amazon ECR FA
ERTFERINHKESETFA,
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"
] ’
"Resource": "*"
}
]
}

£ Amazon ECS B EZH 5 Amazon ECR &

B3 Amazon ECS FREEMK , B LUEEFEE Amazon ECR AERTFEFHN ARG, £
EREED , BRER Amazon ECR MG FEATER registry/repository:tag £, 4l

W, aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

THEBERF BR2REREE Amazon ECS R EEF
%o

{

= AMRIEE Amazon ECR FEEEN A S

EEEEZTIEE Amazon ECR B &
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"family": "task-definition-name",

"containerDefinitions": [
{
"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:latest",

}
1,

# Amazon ECR MR{&E2 Amazon EKS & Bl

O LA Amazon ECR B8 Amazon EKS — 2,

£ Amazon ECR 2ZM & , UL EAARGERTEMN registry/repository:tag ivg, fl
4 : aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

FREERY IAM BT

MRELSESEHY,. BREEHH LFEE Amazon EKS THEH , & AWS Fargate , SHMRBILLTR

]

= .

- TELESESLBREEEH LM Amazon EKS TEEH : FE Amazon EKS THEEHZ 1AM A6
(NodeInstanceRole), Amazon EKS T{EHi% IAM B &4 EEEEAR Amazon ECR KT 5|
IAM BUREF A o

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"
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® Note

WMRIEHEHA Amazon EKS APFIH A AWS CloudFormation&iZeksct1 s &4 38 2 37 # g£
THEEHEEE  EEX IAMFUERSERAELNI/EESZH IAM A6,

- EERH LM Amazon EKS THEEH AWS Fargate : £/ Fargate fBHTEE® , ZAGTEM
B FAHE Amazon ECR RFERINRGIVEPR, MEFMENR , 2 BE I Fargate Pod #1TA
EO

£ Amazon EKS £& N Z#HBEEE
Amazon ECR FEE W IR E 7] L Z L EEH Amazon EKS &&f L,
SoIRIGE

o B Helm AF RN RITIRAR, ELXTREMFEH Helm fRZA< 3.9.0 E1TiRE. MEFMER ,
B &% Helm,

« BELEH AWSCLI HIARZAS 1.23.9 K 2.6.3 REEHCHEM L, WEFHAET , F2EL
o E R FTARANEY AWS CLI,

- BB Helm Chart #XFEH Amazon ECR REE, MFBFMENR |, B2
Amazon ECR FAE 12 E,

- MBERRE kubectl E& Amazon EKS &1, MEFMEN , 52 (Amazon EKS FHEIEE) +
# A Amazon EKS 17 kubeconfig, & NGRS ELNWEE ERIIHT , MRREHNEREER,

%I
T
r:

i

HEIXE

\}k

B B EEE

kubectl get svc

1£ Amazon EKS 2 F Z & HEE

1. HEH Helm A FinBa R EH Helm Chart 5EEH# Amazon ECR & 818, FrANSEX&EEE S
ENMSEIRBFIHN , FHENHBAA 12 B/, WEFMEN , 528 Amazon ECR FEFA
BEH 5 MRE.

aws ecr get-login-password \
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--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. REBER, BifrALhelm-test-chartNE/RE , 0.1.0 BRALNEEZERNESR,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecxr.region.amazonaws.com/helm-
test-chart --version 0.1.0

W ARG ERLEL

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

3. BEEBRZE.

helm list -n default

o E801
NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4. (BEM) B2 EREM Helm Chart ConfigMaps

kubectl describe configmap helm-test-chart-configmap

5. FTH#& , BAUREEPBRERRSE,

helm uninstall ecr-chart-demo
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G EF Amazon ECR F I EEiRE

SENEARIFHEINEET Amazon ECR WEEMRY , TEEEMEBE, EUH A HREERRE , BREEE
FAi&#E AWS Management Console B0 S0t B B AN 12 AN,

Amazon ECR ®&FHE A BREB I RRMEFNHRBHH. RETIFHEE,

/A Important
EERARE, EXARENNENERFHRHRA 2BIR  SERTHELNFRELEE
Ao BB ABTIBRRERE, B2 , MRVBREIBINFERE , ATAERSEYNE
o

- H5RAIRH - Amazon ECR B2 Amazon Inspector B4 |, AFFERH BB EERE. RE2RE
HARRE K BREEAEFEEXERBENEXRGETENRE. BEFRILE K BEERGLEE
#1 , Amazon Inspector €3 =4 EventBridge BHE, R IFHIRETHIThEE -

- EERRAEXRITESHERRE
- MEREER . AHENEEREFE®EITRE,

« EXRRFEH — Amazon ECR RUtMEFHAERBHNRE (CVE) EREMNERBHEMRA : FERHABMK
[R5 Clair ERMWEB BT GA IRAE , URFEABRMREERNNFARIRERRE (FABWR). AWS &
FEREARLEE  SulSHEERCATHERRE , BT FHIBE ; Amazon ECR 212
HiFHEBEAEE, EXBHEIEMHTHIThEE

- ERRERH
- MERHEER . FTHNHEXFHE,

/A Important

FRANERFER AT X |, imageScanFindingsSummarydf BHimageScanStatusfE
DescribeImages APl 1, BEEMRIELAR , 5EH DescribeImageScanFindings
API,
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RARZEZEEE Amazon ECR HFiFH#H LR FENGIERR

ER/MARERERGHRER U EAGSREREEERHNFEETRE,

MRERERFHE  BUUEE RKIREEAEERFAETRE. K EREVUEERTRGHIERE
HPLRFEANTRERE, FATHFS WK%?&L%&F#J_?‘TE}*J EXRENREEFESSRATF
BIRHAR  ERNREREWITRE  LCLAFHBRZH.

MRERERFHE , LT UR TRBHEAETRE, N TEERH) oREEHERSY. EAAFSE
MiFHGERTNRETEESSELER, IREEECAERERLEAS RBEXETRHE, N NEE
wil, DREET BRRY  RER —REFEENSSESREAMENR , Bl Amazon ECR 8/ EF
ERGEENIT NERRE, | MIE TRBEEHERFEETREREL .

BEERFTT

EEEFRNE  REEAFINGERFELBRASHERENFEREFERRE. EFERAFER (*)
MEERHELHEMNRETFERR  HTERFZFAelREFERBRFTEUL LN FE T,

TREMHRES K HPREEREBEKFH LR, MAFFERFEEEH LEEE,

prod repo-prod Prod-repo repo-prod- prodrepo
repo
prod = = = = =
*prod = = = A )
prod* = = = o =
*prod* = = = = =
prod*repo = ) = ) =

BHEBRGLLES Amazon ECR W EX R NEXSTESELR
NG

Amazon ECR 8@ & i5# 2 8 Amazon Inspector 4 , TARSMGEHFRERE. RRSRERS
MG BMERREFEERKNEARFESEHRE. LA LER Amazon ECR Hl Amazon Inspector
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BEERIRBHEBEEE, WEHR Amazon Inspector FEEMERR , 52/ (Amazon Inspector £ &
&™) FMEA Amazon Inspector & B85 &

BERERARE  SUURERRBPLERFERESBBEERE  UARBBLEREFERERMERR
H, ERIERRHENE IR A TR ERE.

BREHINEEREE
A Amazon ECR BB FH 28l , FERE THIEIE,
- ERALLIIEETEH Amazon ECR EAEMEEAKA , BER , HFHEBEERIEH{E Amazon Inspector
EENR, MEFMEF , 5528 Amazon Inspector EfE,
- THEBBRAFAZEERRIFHE
- FR (FAIEBE KLE) (me-central-1)
- TAREE (BEHE) (ap-south-2)
o D&% (BFhi#EX) (il-central-1)
- ZBAESE (2EEA) (ap-southeast-4)
« BUM (FBILF) (eu-south-2)

« Amazon Inspector X EFHIFEEERM. METETE , F2E (Amazon Inspector EH &5
) P ENEERMR | Amazon ECR ##.

« Amazon Inspector £l lRIERE IAM A& , XA CREAREFERMEREBHMENTT. AR
BEERFERBUEARBEBIELR , Amazon Inspector BB B BRI ER IAM B, MEFHMEHR , 7
2/ (Amazon Inspector fEAFEIERM) FHEA Amazon Inspector BRI ER A,

- EXR—HBALEEEABUERAIREIEI | Amazon Inspector AERIBRGHEIX BB
BE 90 RAMEM & , #EiBE 30 XAHIEE Amazon ECR W& K. BENMRBEESR
SCAN_ELIGIBILITY_EXPIRED ##iRAE, MRMEFHLE Amazon Inspector FHE LM |, AIXE
BELMEBREEEREED,

- FRBUERBFERE  #HXZE Amazon ECR WIfEMGHSEREN BB ATERE. Bi5HE
5%, BERBALEDBR, TEA Amazon Inspector TR AERRE. MBFHMER , BFSH &
Amazon Inspector A E K Bl {&HY 8RR WIS E R A,

* /& Amazon ECR AR S ERRBIERERHE , AT SERAERERHRBHEAT SR HEEZREMS
MATEREE. THEHEFRTNRFERSER off FHER  BAaREH., TXEEAER
RENFBEHR. OFHEER , F20 AREEERE Amazon ECR i ML f 7 ErY EFEER .
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https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html
https://aws.amazon.com/inspector/pricing/
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-os
https://docs.aws.amazon.com/inspector/latest/user/using-service-linked-roles.html

Amazon ECR R

- WMREH "KIBHIXETRE, N "TEERHE., 2REETHERY  BRER—REEFSSEGE
RERTER , Bl Amazon ECR R EFEEFIE LT EERHE, |, M TKIREXEGERGRG
EITRHEL -

- FIRUERAIFHEF , Amazon ECR B EREFENFHEREE EventBridge BRHEEEH. Amazon
Inspector EFE MR BT K EventBridge MUK EN, EHBEAFGRERRERRELENS,

£ Amazon ECR HETIEHEBHATEN IAM 5T 1

Amazon ECR B E i5#EE Amazon Inspector [RIEE#E IAM A€ | BRANERIERREFEHRN
IAM Z5EA BB HEFTER Amazon Inspector APl, BFAHE E#EEFBUERAIFIHEE | Amazon
Inspector & B B2 31 Amazon Inspector fRIGER IAM A, MEFMER , FZE (Amazon
Inspector fEF&EIERT) HEIFEA Amazon Inspector H IRIGERE A€,

T5 IAM BER FRIAREAEREBHENSEST, HHPSTE Amazon Inspector 231 fRFIGERE IAM
AEMENTA , LK RH E R 1858 B iR M EUE H B EE ErPTE /Y Amazon Inspector API 5F
CIP

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"inspector2:Enable",
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions",
"inspector2:ListCoverage"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"inspector2.amazonaws.com"

]
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Amazon ECR EREER

£ Amazon ECR H i EZ GG R R FHR

SHENAARBRESE RS ERE R,

BEVEHBEEN IAM R REREEREEH, MFEMEEEF , F2HE Amazon ECR H#{TI#ERE
HETER IAM FF ],

AWS Management Console
R A B SR B R B EHE

1. £ https://console.aws.amazon.com/ecr/repositories B Amazon ECR £ &,

4,

2. REHEIEZEEZAHRERHEARBHE.

3. EUREEMRTF , EIE [RARE]. BRE]L [HFH.

4. 7f Scanning configuration (fF##H58) HE , #¥ Scan type (IF#EER) i#1E Enhanced
scanning (B EFH).
KRR  ER "EREEE, K SREREMEREE.

5, FEREERNERHENBETNE  FRR (BBREMATHE] 7R , RREREHESR

/A Important
REEAFTF NG ERGELEHANEHERENMEREFEERRE. EEERFT (Y)W
R M ELERTFERR  EPEAF A2 BRRFESBIZAULNF T, BE
EEERR[EESNME S | 552 Bthe section called “EFZEHF T,

a. WBEBTFHERBEAGREEE K AREE HEGRSL
b. REMEHGRERENRTE

- EEEHEARRHARETE  SEIUEEMARTERRE,

- FEREERHREARRRNBERTE A FRERTESBBAGES K RAREE
BENER].
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Amazon ECR EREEmR
6. EERMT.
7. TEFRMERERHENSEERHEEELIER,

AWS CLI

EATS AWS CLI 7% , BEAFRMAAA RN ERBEZHE AWS CLI, EWLER rules YHE
TE 17 M ERE R Mo

* put-registry-scanning-configuration (AWS CLI)

THHFEAMBERERBERERE, ERRBRT , EXREE rules K, Amazon ECR
ERFHEEREAETAERTEERRH,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

THEHSRLAEZERMBEERERE  WIEERBHERME. sEODNRHEEERM T
HHEEZBER prod WA 7 ERBEERE.

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFilters" : [{"filtexr":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
--region us-east-2

THEHSAMAERERBERERE  WIEESERMERES. SOPNFERERFRET
SHHEEABHER prod WA R T ERBERRE | I BEHE A H & 17 ER U IA R
wH.

aws ecr put-registry-scanning-configuration \

--scan-type ENHANCED \

--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod","filtexType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFilters" :
[{"filtexr":"*", "filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \

--region us-west-2
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Amazon ECR EREER

£ Amazon Inspector 5 X B AV IR 7 WIS B I E

BT LA E Amazon Inspector 837 # Amazon ECR A EREED BN KRE., BRIBEFER , 5
BUE Amazon ECR FAE B & ER 8RB IFIHEF , Amazon Inspector IR EFEERBNREEE , B
FRGERIMBRSEAEREFEE AL, AR Amazon Inspector FXEEE Amazon Inspector
BHREMGHSENE. TANREZEREA Lifetime (default) (£ EHA (F85%)). 180 days (180

X) , SAK%30 days (30 X), REENFEFERBBRR A I RENRESHNSETRERES
SCAN_ELIGIBILITY_EXPIRED., MFFFMEHS , FLE (Amazon Inspector fEAEIEM) THEE
Amazon ECR BB SR HEFERE.

EREFRRBRHSERBRE

1. $TBH Amazon Inspector $##|#& https://console.aws.amazon.com/inspector/v2/home.
2. HEERIEESF , R Settings (FRE) , REiEEGeneral (— %)

3. £ Settings (%) EMHE# ECR re-scan duration (ECR EFIRHIGERE) 2T |, BERTE , A&
i#IZ Save ().

EventBridge £ Amazon ECR R A8 EB i MEENEH

FRER B IR , Amazon ECR SR TFENRHEEREFE EventBridge FH{EEEH. Amazon
Inspector BFE VR IFE TR EventBridge MUK EY, EHMRERARGRERRERREEEH,
REEREEARSESEY

AT HERBIEREFHEE | Amazon ECR SR T HREFHNERREBEREEXTIIEH,,
EESEERUNNRETE. CERENRTERHEEAR  SIREAM T EREFHNFETFETRIN
MIERERBREF, WMFEEFMEF , FSE FHEFELUEE Amazon ECR FRIHEEIRIE,

{

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0abEXAMPLE",

"detail-type": "ECR Scan Resource Change",

"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",

"resources": [],

"detail": {
"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{
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"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
1,
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
1,
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

NIRRT A (HREIR )

AEEFERBUE AR | Amazon Inspector SEMBMRGIFE B TR FEETYEH, finding-
severity-counts 3 RASEHRABREHZEMFSIERBREEHZHNE, flln , WRREE
CRITICAL ¥R EMBERE , AITEBELNEIMEEFRAE. NFEFMEF , F2H FHEREAE
& Amazon ECR HVEXERRANERRIESEHRE.

EHERX

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]

W)

"version": "0Q",
"id": "739c0d3c-4f02-85c7-5a88-94a9EXAMPLE",
"detail-type": "Inspector2 Scan",
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"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

},
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"image-tags": [
"latest"

REFHEEFTEENSH (BREEH)

AZHERBUBREFHE , Amazon Inspector BRI, EHMNEMARGIFHEEEERELTH
B, WEFHMER , F2R FRREGUESE Amazon ECR P EERBNEXRA B S ENRE.

EHEN

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]

B

"version": "0Q",
"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",
"detail-type": "Inspector2 Finding",
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"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:30Z",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"

1,

"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd0f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,

"inspectorScoreDetails": {

"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

},

"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {

"cvss": [
{

"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",

"version": "3.0"
.
{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": "NVD",
"version": "2.0"
.
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{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": "NVD",
"version": "3.1"
}

1,
"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"

iy

"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."
}
I
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"imageTags": [
"latest"
1,
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"platform": "AMAZON_LINUX_2",

"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"

.
"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-
sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",
"partition": "N/A",
"region": "N/A",
"type": "AWS_ECR_CONTAINER_IMAGE"
}

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",

"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Dec 3, 2021, 6:02:30 PM"

£ Amazon ECR HFHEENEIRIE B LUETIE R TR 8

BRI DR BRI R ARBRHENFRHEZIRIER , AR Amazon Inspector F BRI IRIEE XU
EEESHMET. RENBRBHSRIE "FRBHHEKE, (CVE) ERE , KBEEMIIH.

NFEEFRARGKELE RRENRELEFRET , F268 ZE P Amazon ECR AR GFEH.

AWS Management Console
FEHA T L BLRA AWS Management Console BB i 1k R,
G REERHRER

£ https://console.aws.amazon.com/ecr/repositories BIRL Amazon ECR # &,

4,

REBYRIEFTEMENEE,
EEEEHKSF |, BIE Repositories (FEEE).
£ Repositories (R77E) HH L , BEESEHIRERERCRENREEE,

£ Images (&) HEEH Vulnerabilities (J%E) M T 7 , EEMRKEY See findings (EERBEE
E) REEEUIRHBEEFE.,

6. AETE Amazon Inspector TEAFREELFHMEN , FE "B P EEBHEE,

o K~ w0 Dd =
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https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER

AWS CLI

EATS AWS CLI tp S RIE I AR IEZIREE AWS CLI, BAILAERA imageTag
imageDigest IEEME , ME B AWF A list-images CLI s FEUS,

 describe-image-scan-findings (AWS CLI)

T3IE 5 ARGRR.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

T oI BIEHRERHE.

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2

BB LLER Amazon ECR FHEX R FKRE

SUERERIFHEIIEEE Amazon ECR WTREMR T , ATRESEMEE., Tt 2 HREHE , BRERE
FAi&#2 AWS Management Console A0 S0t B B A2 AR AN,

Amazon ECR REMEMANERFHE , ELFHEER "FRBMMRE, (CVE) ERE !

- FRAMMIRLREES Claire ERM B 81 GA R4, WFEEE Clair WEHHER , 528 Claire £H,
GitHub

« £ AWS RERMHERFH (EFREH ) AR RERA,

Amazon ECR € MR A L0 & MRz CVE WREM (MREANE). TR, SERAERBHTIR

#t (CVSS) 2 8l. CVSS 7 B AMNELE NVD iREBEMSFR. MEFMENR , F2H NVD KRR
EMER.

EARRGHE
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https://docs.aws.amazon.com/cli/latest/reference/ecr/list-images.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/describe-image-scan-findings.html
https://github.com/quay/clair
https://nvd.nist.gov/vuln-metrics/cvss
https://nvd.nist.gov/vuln-metrics/cvss

Amazon ECR EREER

MERAEY Amazon ECR EAFHB X EERRS  UEEEEHERFRNRTE, TMREEXBR
RRETCENFREFERESTFIREEE  EERELELATFIRDRE. 524 MEIRHE—
KRB 24 PRIBFEHERNYGBEE (BERE) , UREFAFBHFM,

ALASERGEER EXATERNRERIEER. SBIFBHETH®E , Amazon ECR 8 E#E%E
Amazon EventBridge, MFEFMEN , 552 B Amazon ECR JEEIF EventBridge,

B ENEERFHE

TIESXEERFHEHRRRE

- AR (F#)ap-east-1

o BUM (HTESHE) (eu-north-1)

« R (BH) (me-south-1)

- mAEHE (ZE)ap-south-1

o BN (B2E) (eu-west-3)

« AWS GovCloud (E(EI®R ) (us-gov-east-1)
« JEM (BIZER)af-south-1

- DmAEE (HHNE) (ap-southeast-3)
- BUM CE®=48) (eu-central-1)

« BN (BFE®) (eu-west-1)

- EEM (ERE) (sa-east-1)

« XBIRZ (BR%MH) (us-east-2)

« AWS GovCloud (B %) (us-gov-west-1)
- mAE (RXK) (ap-northeast-1)

- DAEHE (BH) (ap-northeast-2)

- DmAE (KBR) (ap-northeast-3)

- BUM K®) (eu-south-1)

- BUM (83 (eu-west-2)

- XBIRIP (HFEEILEP) (us-east-1)
o DAE (1K) (ap-southeast-1)
- MAKEHE (EF) (ap-southeast-2)

« MEKX (FFF) (ca-central-1)
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Amazon ECR (R
- EERE (FIEEEEEILER) (us-west-1)

- XBIFEP (BREM) (us-west-2)

o BUM (BRZEi) (eu-central-2)

BRERBEFERNBHNSCENERRE

BMERCREEAZITENFERRERSY , FRZE2UREEBNGERERE. REBABHEEK ,
EFLEANEXRRETBERCHEAER K MAEHFZHERLT  TEBAHRMGHNRSESR. It
A REFEEESRENFERREIREXEGRE , fERETFBRAAGNZSHEBINER,
DEREEBENXER , Amazon ECR TR A BXERHEEIRFIE. Amazon ECR #EHB{FILHNHE
RABEENEMRRERE  BEARSEEN., THIH T ERXENRERBEMRA.

EFN TN
& W Linux ( &L ) 3.19
& W Linux ( &L ) 3.18
& W Linux ( &L ) 3.17
S W Linux ( &L ) 3.16
Amazon Linux 2 (AL2) AL2
Amazon AL2023 AL2023
CentOS CentOS hx 7
Debian fAlfkzs (F &) 12
fAAREE (30 11

B A 45 A BR 2% 10
& X Linux (FEX) 9
& X Linux (FEX) 8
BEX Linux (FEX) 7
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Amazon ECR EREER

ERRM IS

A 23.04

b 45 22 H4 8 (&X)
Ubuntu (£ 2) 20.04 ( EX )
& 18.04 (¥R HT1B)
AR 16.04 (R HT4B)
Ubuntu 89 ( EBE%8 ) 14.04 (RETB)
Red Hat Enterprise Linux (RHEL) 7

Red Hat Enterprise Linux (RHEL) 8

Red Hat Enterprise Linux (RHEL) 9

£ Amazon ECR H A G H & S EN EARFR
Amazon ECR EXABHN X EMIRERHEAER., SUENERZEFHFER AWS REHI,

SHHENBAFRERESEARSNINEELRRHE, NIEXEAZEARENESZE ,
BEREEXRRFHE,

Eﬁiln
N

ZHEEX

RIANEBRFERAENERFE

1. £ https://console.aws.amazon.com/ecr/repositories BIEX Amazon ECR £ A,
2. REBIEFEEAHIERBHENES,

3. HEEBEHHRT , 4kFIRIZ Private registry (FAF & 8%#). Scanning (&),

4., H[FHEE) EEL , &Y [FHEEH] #E2 [ENELXFEHE (FRES)-#8].
5

EERERT , RRSEREEREAS Manual (FB) B, SriBEREHEBREE  5ER
FEEH A IR IEERRS. & TM%FE’E%#EZWIEH?E#E E?&ﬁﬂ—rh}*o MEFHMER |, B
2/ AEEER Amazon ECR iR ML R FENEHE
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https://console.aws.amazon.com/ecr/repositories

Amazon ECR EREER

£ Amazon ECR HEXEMGH EAXIFH

MBS , Amazon ECR @BIRFTIERA RGN ES R, Rt , RICERELABK EHRREE
%, SURBRHMERRRE, EXARHEANRRATE Claec BX,

BRI LAER T SIS RERMIAENRR LV —NSERH.

FRAMLARZNENFHE

1. 7£ https://console.aws.amazon.com/ecr/repositories BERX Amazon ECR &,
2. REEIEZEELAHRERHEARBHE,

3. EEEEIKD | KFEEZE Private registry (A& 8#4E). Scanning (@),

4

# Scanning configuration (¥ 1E#H88) B , & ¥ Scan type (R #EH) ##Z Basic scanning (&
RETH).

5. ERERBERT , REBAMERFERES Manual (F8) HFf, ZAEERTEHERRE , HE
EEHERFEHERRS, SUUAMBREFERERREFEREEERER, NFFRER 3
25 AREEER Amazon ECR R iR HBLRFEN EERR.

B H'“

FERHEHBIAEIR Amazon ECR FHERRFIRITE

NRENBREFERAREAEBEREH , EUNFBRBREEH, 8 24 MEFURHEH-—AZH, 24
PRSFBEEFNDGEEE (FERE) , AREMFEFMH,

NEERARGRELE ARENREZEFRES , F260 S Amazon ECR RV GFEHE.

AWS Management Console
FRATHSE , FA AWS Management Console LA RX B F B BR R 17 3 .

£ https://console.aws.amazon.com/ecr/repositories B Amazon ECR &,

4,

REBYERELRTFEMEYNES,

HEEEEHKSF |, BIE Repositories (FEEE).

£ Repositories (fR1ZE) EH L , BELSERE2RENHEE,
£ Images (M) EE L , ERNERENREG , REERE Scan (FB#H).

o K~ w0 Dd =

AWS CLI

+ start-image-scan (AWS CLI)
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https://console.aws.amazon.com/ecr/repositories
https://console.aws.amazon.com/ecr/repositories
https://docs.aws.amazon.com/cli/latest/reference/ecr/start-image-scan.html

Amazon ECR EREER

T35 6 AR GARER

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

oI BIEARGRE.

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2

AWS Tools for Windows PowerShell

« HU1§ ECR #ImageScan&#£ R () AWS Tools for Windows PowerShell

T35 £ AR GARER

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
east-2 -Foxce

T oI BIEHRGRHE.

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -
Region us-east-2 -Foxce

FREY Amazon ECR FEXIZHAEIFIER

LU DEN ERAERNEARGRHNFHBERER., RRNUBSBNERE "FRBHERE,
(CVE) ERE , IREBEMI .

NFEERHEREGRELE REENREDEHFEET , F28 RE A Amazon ECR RV BIFHE,

AWS Management Console
FRAT5ZEBLRIA AWS Management ConsolefEEVBR iR B #E R
HREGFEERREE

1. 1E https://console.aws.amazon.com/ecr/repositories B Amazon ECR i &
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https://docs.aws.amazon.com/powershell/latest/reference/items/Start-ECRImageScan.html
https://console.aws.amazon.com/ecr/repositories

Amazon ECR (R
2. HREEINRELREFEREINESE,
3. EEEHKD , 1#IZF Repositories (RFE).
4. 71f Repositories (AFE) EA L , BESSEMEREERcMENREE,
5

£ Images (M%) EEHA Vulnerabilities (J&E) T 7 , EEBRKEY Details (FEAHERR) , S
IR EE R,

AWS CLI

EATS AWS CLI tp S RIE I AR IERIREE AWS CLI, BAILAERA imageTag
imageDigest IEEME , ME B A F A list-images CLI s FEUS,

 describe-image-scan-findings (AWS CLI)

T35 ARGRR.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

T oI BIEHRGRHE.

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

AWS Tools for Windows PowerShell

 H1f§ ECR #ImageScan&#& % () AWS Tools for Windows PowerShell

T35 £ A RGARR

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageTag tag_name -
Region us-east-2

THIEHIERRGHE,

Get-ECRImageScanFinding -RepositoxryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2
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https://docs.aws.amazon.com/cli/latest/reference/ecr/list-images.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/describe-image-scan-findings.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-ECRImageScanFinding.html

Amazon ECR EREER

SE#PEAE Amazon ECR HHEBI1RHE

UTRERNREFHAKR, EUNEBRBREGFMER. EB API SHfEA APl , £ Amazon ECR
FEEPRIREL AWS CLI 98858, DescribeImageScanFindings

Unsupportedimagef& &2

ESBEA Amazon ECR A X EEXMGRHNIEXERREENREHTERRIBHEK |, B8
ZUE UnsupportedImageError 432812, Amazon ECR X E¥ Amazon Linux, Amazon
Linux 2, Debian, Ubuntu, CentOS, Oracle Linux, Alpine #1 RHEL Linux Z1ThR A< £ E /R
FETLRETHE. —BRITIRAXRERENEZE , Amazon ECR JEETB X ERETERER
. Amazon ECR A% B #i#t Docker scratch MR ER B YRR,

/A Important
FEREEB B , Amazon Inspector X EREIFERENEXRKNER. NETEE
B , 5528 (Amazon Inspector FAEERM) PHZENIEERKINERER,

&8 UNDEFINED BREM 4K,
BUREE W EI B UNDEFINED BREMSMNBFHEE R, THRERKBAENERRER :
- CVE FRABRBEHNELIEF,
« Amazon ECR X B8R TRAMNE LB,

BEHIERANEREENER , B AEZEERFERIE CVE.

T fR1BIHARAE SCAN_ELIGIBILITY_EXPIRED

4 =

EBENIEZEERAMER Amazon Inspector IR BT BB EERIRIBHEFEE Bk
EFIFIEARAES SCAN_ELIGIBILITY_EXPIRED, UTRERHEENTERERER,

3

B —RBALEEEERBUISRE R | Amazon Inspector AERIFIGHOA R |, P
B 30 RRHEIEZE Amazon ECR MR, BIEMNMREEESR SCAN_ELIGIBILITY_EXPIRED ##
HREE, MREFE Amazon Inspector IFIFELRG , AINBERELMGERHEIFEES,

« MR 7E Amazon Inspector £33 A F#EF ECR re-scan duration (ECR EF R FERR) |
BRBERBEEE K MENIHMREEEAS inactive YHBEFEREA expired , B
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https://hub.docker.com/_/scratch
https://docs.aws.amazon.com/inspector/latest/user/enable-disable-scanning-ecr.html#ecr-supported-media

Amazon ECR EREER

RENFTEEBRRERDHEESBA. EFER Amazon ECR £ A BB ERETIRE
SCAN_ELIGIBILITY_EXPIRED.
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Amazon ECR EREER

# EEsEMRE Amazon ECR A ESEMRES

ERREVREUR A |, BT B L& 8 AR 8L Amazon ECR BB &ED

Amazon ECR BRIZEA T 5 L& 8812 T IR EUVREUE I,

- WEEEEEHARES , Microsoft Azure BREgaEftk , BEsaEMRH GitHub GitLab BREFaEfik ( FEEFHR
&)
« Amazon ECR Public, Kubernetes e EZ#HEF Quay (FEEF 5 BRE)

¥ GitLab B28% 8% , Amazon ECR EXE1#iBR{#H18 B GitLab .com GitLab software-as-a-service
R EVEREY,

HREERBM LB BN EKRRMEFTE AWS Secrets Manager Z#5H ., Amazon ECR 12
ANELRRABERBE 2 BRFEHN LEEEERE I Secrets Manager %, WMEFREH Secret B
BEEXRSEURBER Secrets Manager I EFHENR , F2ELEHN LBEFRERBERE AWS
Secrets Manager &g,

REBFBHERTRIRER 2% | REFEA Amazon ECR A BB 18 URI , X LIHFEHERE
BRGENT], $#3F Amazon ECR BBV REFE , Y EENAMEEHDRIZREG. EEEEEERAR
IR G R BIRIFERF , Amazon ECR 8RE LR & , EERB A EAXR ERLHREIEN AR
K, BERAEDIE 24 PREFLEEHERHRE X

FRERM SR

Amazon ECR EFBHREFERVEANZE (BERABRT) , BE T LURHI6E /A REVREUR A
A Amazon ECR RRER VN FREEEENHRER. SEAHELHIs —ARFESESZEFTE A
RgFETFERSESARNLE, SATMUIEEMEREFERENAR 2 FERAFIBR,. RRT2
., MBEMEMEHRERE, RFERVEATNRERSERURTFENBER K HEATMEMLSE
BYNRARFEIREERIREMALE. WEFHEEF , F20H AREFERIVRIEFHBET
MR TFE RS A,

EARIRERAINZE

£/ Amazon ECR 1REVREUE I | FEEZE T 5IEE,

« THEEAXERIREURRIAE,
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Amazon ECR R EEE

« BB (4b3E) (cn-north-1)

- HE (2E) (cn-northwest-1)

« AWS GovCloud (E£EIR ) (us-gov-east-1)
« AWS GovCloud (B 3f) (us-gov-west-1)

« AWS Lambda F % & A RREVRERR B f¢ Amazon ECR 1RERA 28 &,

- FARIURBUZEBGE |, 55— XIZEBREEFT X8 Amazon ECR FIPS lRmE. 78 , F£H
Amazon ECR FIPS B #im 2 Al SUR 2 & @R IR EL

- i%iB Amazon ECR FAH & & URI {REVIREXBR R B |, BRIRIZERE I AWS IP st R Eh, & AT RE{R AR 5
REAETA LFEZSEEENEMRIUERAE R,

« EREREIEIR Amazon ECR FABEE 854 URI f2EEF , Amazon ECR £4# 24 /NRRE—IR LiF
BFE , MERFROMESBARIEA, MR EEEFEPEEHNMER , Amazon ECR 2E
SEHMRERG, EEFHRSHEEERREIRGH RE IR

« 1R Amazon ECR REMIREMEER L2 sk EE MG , X HSRIEE , BlERIEE—E
PREBR 15 o

- BYEE LHEEEERRBMN Secrets Manager W | MEREBAEMER ecx-
pullthroughcache/ F 8., MEHSANMREEPEIEIUREUR IV HEERSFEEF,

- FRARBREGRAIRENZEEMGE  EAFTENEAFTETS BN SEMRGKBLIREE Amazon
ECR RFE, MRABRIUSERE  SUUFEAEEEHERNREREIER MA2RERF
EHEBNER) RIZEMRE,

- Amazon ECR A REER IAM A€ , ZACRM Amazon ECR B REEFE. AR 2RI
9 Secrets Manager MZ{E , MR KEHIXRIRERENT T, BEURBRERAR K SEHE
VRIEERE IAM A, MEFMES , F2H AREBUREE Amazon ECR REEFZAE,

o KTERR , MEURENEREH IAM B EEBIBH IAM BEERFHMNFFT, BRI LR Amazon ECR
AEBHEFITER , E—FRE AM BERNFTUEHE, MEFHENR , F20 EAZHEEN T,

- FARRERI{EREEILMN Amazon ECR 7 E , WA EEEM Amazon ECR #7FE—#.
SEFMEREFEDRE , flNEENMRBIFHE,

« Amazon ECR R REFARIIRNBERIHREAFER , THERRESERZMRTE , BRIFEME
FNRBFERISER, SUNFEARTERIELR , EXREMAE Amazon ECR RREEBIWREE
WERE. WHEFHET , F2E AREHERIREBSERBEYNREENEL,

- BEETEM — @, ERATEYBENEREN.
- bz — ERATARK AES256 IN%ER,

- BEEFT — C2ER , TEARTFEITBE.
- EWEHEEK — BEEK , TERAEWERBE.
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Amazon ECR EREER
- BERER — 28K , TERATMERESR.,

- FRRIREUEAI AR FZERBRMRGEETEM | OPhlE Amazon ECR FAMEEEREHRE,

- BEE-XEARIMERIRERINEGE  TEEEETHABRMERNER, ERLEERLT , FEEBTE
Internet BVEEH , Rk RFRER BB EEMAHE, Hit , MREEA Amazon ECR FREAEH
Y E VPC im® , AWS PrivateLink RIZFERRE —XRENEEETHABRERNEHR, HP—8EHE
EEAREREEEEER—E VPC FEV LA FHRK  RAESFEeERERERENE FRKEHET
NEFHEE, FRENREBANBREBSGENTEEREE, MEFMER , 5280 (Amazon
Virtual Private Cloud fE & #5F) VRS HIZEE I,

1% L= #% B Amazon ECR A B2 RS ATFER IAM FFA]

BRT MAE B EEET S 0 BEUARMEENEMREFTFN Amazon ECR API FF Al 25h , EFEUT
FEINET A F BE B RUE AR BURENAR Al

« ecr:CreatePullThroughCacheRule - R FEMNREUREEBINGT A, HEEBH P E IAM K
R T,

 ecr:BatchImportUpstreamImage — R FWRINIPRELA HE A EHNIAEBEHENTT,
ALEREASZE IAM RN EESEF TRERERCEAERERFET TBRRE T T
A, MEFHAREESFTNFMEEN , 528 Amazon ECR FFAEREFEEESE,

« ecr:CreateRepository - RFEMEEREPEVREFEENTT. WRFHIRIEBRENR#TE
WAREE , IEERHT, T HESE IAM BERSAE S EEF TBERB T IEFT,

« ecr:TagResource : H#FFSHPEEREZBIHIEE Amazon ECR BEiR, MAEFRERMFEAIRIVRE
RANKRE , ZXRGEFABNRBTERISER REAKEREBNMEERTE) K, THEELLET
A, HEEBE SR IAM BEZ T,

BB EEHT

Amazon ECR Ao B B ZEFF T nl AR EME B IAM ERFHRIVREVNEFEE, R IAM ERES
B IAM BER IR FIEF A B 2 BT U BER R FHET , Bl IAM BURE %, flmn , REAECE
Becr:* FA , AIEERZEEBRTEEEIINNET,

BB ESENFF T BER (AWS Management Console)

1. £ https://console.aws.amazon.com/ecr/ BIEX Amazon ECR £ &,

2. HREEIEZEEHPREVNFREEFIRENHES,
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https://docs.aws.amazon.com/vpc/latest/userguide/route-table-options.html
https://console.aws.amazon.com/ecr/

Amazon ECR (R
3. EEEBEBE#®KD , iEIZE Private registry (FABE#18). Registry permissions (B #&&5T ).

4. 1£ Registry permissions (B $&E5F 7)) HME L , 1812 Generate statement (E£BRAR),

5. SHHLERIVMNSERIUREGETTBRBRRR |, #17 T5E#%E.

a. &H¥ Policy type (BURER) |, i2#2 Pull through cache policy (JREUREVBUR),

b. &t¥f Statement id (AR ID) , /HRBREFRAR BEEN BB,

c. &H¥ IAM entities (IAM Ef8) , EEETEERXRHINEAE. FEIAE,

d. & ¥ Repository namespace (RFEMAZME) , BNEHEBERRE VBB AIRIVREUR A,

e. &% Repository names (REEERE) , EEEEARANREEEREE, flw , m
BIRMEEE Amazon ECR Public £3E Amazon Linux f1ZE |, BIffEEZBER
amazonlinux.

BIUFEEEENFUBE (AWS CLI)
FRA TS AWS CLI i isEMFE AN Z R AWS CLI,

1. BIUEBEZREBEIRARTNES ptc-registry-policy.json WAEER, THEHHASRE
F ecr-pull-through-cache-user 3 d , LBV EFEIL R Amazon ECR Public HiZHUHR
% , A2 e 2 WIREUREUGE BIAEE B LR

"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
.
"Action": [
"ecr:CreateRepository",
"ecr:BatchImportUpstreamImage"
1,
"Resource": "arn:aws:ecr:us-east-1:111122223333:repository/ecr-public/*"

}
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Amazon ECR EREER

/A Important

EEEHRIRGNRFEFZENTFER , TFZE ecr-CreateRepository &, #i
W, MRABEEEZIBENRGRNEBERBTEN IAM 8 (PINEEENFERAR)
FR#LAT

2. ¥/ put-registry-policy 5 R E B HEBUR,

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

BESR
RFBIBIAERENRIVRRE  UTAETROSHE,

- BMRBREGRA, MEFMEES  552E £ Amazon ECR FRIZREIEFH A,

- BYRTERYEA, MEEEVSAR TEEHNE  RNETRIEMERE , EEAMN Amazon
ECRRAKREEUNHMBEEENRE, MFFMAES , F2H AR R REUREE /EH B Z L8 &
PR A

£ Amazon ECR R £l EUEFE 8l

HRIEEREHE Amazon ECR EZH PRGN FE LS , B4FAETRIUREUR AL

HREEZHRTJ[M LFEE SN AKREMETE Secret Manager ZiE+H, EBALFEARERBREL
HEZNE, EAILLTE Amazon ECR F 8 A =M Secrets Manager 32 & I Secrets Manager 5. #&
ZE A Secrets Manager £ A 1M 3 Amazon ECR 12 A E Y Secrets Manager B8 , B2 HEEN
Ll EHERIBEME AWS Secrets Manager Z 48 4,

DRIRHF
- BREEEEEN AM FURRIYRNRIVAR. NHEHAET ML HE Amazon

ECR A B E $XE PR ERY IAM FF .

- HREERBENLESZH  MREBVECHAREERE , 55T Secrets Manager ZiBE=ABFE T3
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https://docs.aws.amazon.com/cli/latest/reference/ecr/put-registry-policy.html

Amazon ECR EREER

- BRIBEMNEMWETE Aecr-pullthroughcache/s AWS Management Console {8 R %48 5l &1
%S Secrets Manager #Fecr-pullthroughcache/#,

« ETSFTIE R R P A [ 1500 78 B 1R BIREVAR B T 1E BV R B A R 5 AE £F o

3 37 12 BUVRER B (AWS Management Console)

T3S RERPBUAER Amazon ECR £ &V IREVREUR AIF Secrets Manager #%, &HEfH
Secret EEEIXRABUEE , F2HEEN LEFRERBEFFTE AWS Secrets Manager i Ho

&% Amazon ECR A # , Kubernetes B85 & & 3 Quay

1. ¥ https://console.aws.amazon.com/ecr/ BB Amazon ECR £# &,

2. REEIEZEEEEHPETAEREERENEE.

3. EEBEBEKD , iBIF Private registry (FABE##). Pull through cache (IREURER),

4. 7 Pull through cache configuration (F2EUREXAERE) EHE L |, 1##F Add rule (38 Al),
5

SR EERFREERL , $rHEHE  RLFZHEFEPERE Amazon ECR &
$# . Kubernetes 5 Quay , EZZET -5,

6. HEHFR2: EEAMNBEEL , #¥ Amazon ECR REFEFE , EERRERFELEEHFERI
MRERKECERANRBRTFESSZEATE  EZR2ET 5. ARSEADEZ[H , BHALEER

AR ™,
7. EHFR3:REAYEVEE L MERIURBURIERE , EERER,
8. RERVUNSERIRNEENENSR. RSt EE RS2 5IZLREVRERAL

¥ Docker Hub

1. 7E https://console.aws.amazon.com/ecr/ BAEX Amazon ECR F# &,
REBIEZEZEHPETAEEHEERENES,

EEBEEKF |, B Private registry (FAEZ#4E). Pull through cache (}REURER),

£ Pull through cache configuration (REUREVERE) BE £ | i##E Add rule (FTE R A,
ELSR1: BEERFREEL , 6% 3848122 Docker Hub, T—%,

ELR2 . REGS)RIJEMML , $H8 LHER , BH4EH Docker Hub B D BRFBERBREE
AWS Secrets Manager % H, B LIEEREWE , SEA Amazon ECR FEAE MM
o

o a0 &~ w DN
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https://console.aws.amazon.com/ecr/
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

a. FECRARAENEER 6 FEE[EARA AWS £iF], stHREER AT EEEZRE
BRNRE K EZRET D,

® Note

AWS Management Console R &5~ % BE AR Z U Secrets Manager Zecr -
pullthroughcache/#%, MZEBLAMAEHPEIRIVREE N HEEKREME
B/,

b. BEBRVHWE 6 FREEV AWS WE , ST T5EHE  #HEET -5,

. SHERNEER  EERNTNELIMERE. REIBHSESE 1 £ 512 {8 Unicode F T,
ii. &% Docker Hub fEFE BT , FBIEEE M Docker Hub FRE B,

iii. &% Docker Hub FEVER |, FBIEE &M Docker Hub FEVZ &, MEE L Docker Hub
FIFEHNFMET , 520 Docker XM E I MEBEEFIFS,

7. EHB3EEENHEREL , % Amazon ECR REEFE , EERIMERRLAE EEEIRI
WRERECHNRETEGTEZRE  BEEET -,
BRSEAGREY , Bt EERTHAZEM,

8. EHR4 REYEVEEL , BERIUREURAIAR  EEFREE,

9. AEEVNSERIMNESNENSR. RRESHEESEEE Y B2 REUREUR A,

¥ GitHub AessEfk

1. ¥ https://console.aws.amazon.com/ecr/ B Amazon ECR £ &,

2. REBIEREFEEZEHPETAEREERENES,

3. HEEEBEBHE®KP , 1BIE Private registry (FABE##E). Pull through cache (ZEUREL).

4. 7£ Pull through cache configuration (J2EUIRERAERE) HE L , 2 Add rule (FrigR Al),

5. E[HBR1:EERR EEL , ¥ [E8K] 1#2 [GitHub BERE&] , [T—F.

6. E[FR2: RERIB]EEL , HRLIERE , B4EH GitHub REREHENRIDBHREE

AWS Secrets Manager Zi#&H ., B LIEEREWE , SEA Amazon ECR FEAE M
2

a. FEFRARAENEN , FRE [EARE AWS ZiF], stEREER | FA TN BREZRE
BANME 6 EZR2ET -5,
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https://docs.docker.com/security/for-developers/access-tokens/
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

® Note

AWS Management Console R &7~ & B A BBV TS Secrets Manager #ecr-
pullthroughcache/#%, MZEBLAMAEHPEIIRIVRERE BN HEEREME
B/,

b. BEBRVHMWE 6 FREEV AWS WE , BT T5EHE  #EHEET -5,

i HERERERE  EERBNERMERE. WEEBLESE 1 E 512 {8 Unicode FTo
i. $F¥GitHub BB REMERT , HELWN GitHub RBREHREME

ii. #RGitHub FEREFREFIER , FEELN GitHub RRE HFFHER ﬁEﬁﬁUE
GitHub BB TN EZEE , F2E GitHub XEFHNEELENEAFES

7. EHFRI:EEANHEEL , #¥ Amazon ECR REFEFHE , BERIERFELE R HFERIN
MRERECANRTERSZE , BEHEET -5,

FERSEAGREEME , Bt AUEEBIHRZER—.,
8. HESB4 mBEYEVEAEL 6 RERIVREURAERE & EE8BEY,
9. AEZEBVNESRERIMNEENHEHNS R, RS HEESEESE 2 BIZE T RERER I,

#H Microsoft Azure Container Registry

1. 7E https://console.aws.amazon.com/ecr/ BRI Amazon ECR A&,
REBIZEEZETHPETLEEHREREN B,

ESBEKT |, EIZF Private registry (FABFZ #48). Pull through cache (}R2EURE),.

£ Pull through cache configuration (I2EURERAERE) EHE £ , i##F Add rule (F738K Al),
EHXFR1 BERREEL , T THEE.

o & w0 b

a. SHYEEERE | iBIE Microsoft Azure Container Registry
b. & RFEEEE URL , I8E Microsoft Azure Container Registry &1 , EEZEET -5,

/A Important
BRAEEEETE , RABRKREEA .azurecr.io ¥R,
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

6. ELR2 BRESIRFEEL , B LFEER , BL4EM Microsoft Azure Container Registry
0 & 2B BB FMFE AWS Secrets Manager #ZH, BALUEEREMWE , HEA Amazon
ECR B AEBMHMWE,

a. EFEFRBRANERE 6 FHEE[(EHABRAE AWS Fif), SHERZE\ , £ TR EE RIS
RENME K BEEEET-5,
® Note
AWS Management Console R &R & BEA BRI ZT Secrets Manager Fecr -
pullthroughcache/#. MEAEBAHENMNREHPERIVREURBINMEEIIREME
#HH,
b. BEEEIHNEZ A BHEEEIT AWS BF , T FYEME , EERET -5,
i SHERBREE  BENENERMEEE. BBEEBHLAEEE 1 E 512 {8 Unicode Fit.
i. ¥5 Microsoft Azure Container Registry fER& B , FFIEEEH MMicrosoft Azure
Container Registry EF & &,
ii. ¥5 Microsoft Azure Container Registry ZEUVFERF , B8 EZH Microsoft Azure
Container Registry FZHUFERf, MFEE T Microsoft Azure Container Registry FELF &Y
BN |, 5528 Microsoft Azure SUHFH I F4F - A D8,

7. EXB3EEENME@L , $¥ Amazon ECR EEFH , B ERIMERIFEL G ZEFERI
WRERECHANRETESTEZRE , BEEEET D,

FEREEAGEEE , Bt iEEBIHREM,

8. HESB4 REIYBRIVEEL , KBREURBURAERE | EEFRIEE,

9. REBRVMNBSMARINRINELNENIR. RESitESEESE 2 B REREUR A,

HHA GitLab BEFsER

1. 7E https://console.aws.amazon.com/ecr/ BRL Amazon ECR A&,

2. REBIBREEEHDPETAEERSERENES,

3. EBEBEHKP , BEIF Private registry (FAB & 84E). Pull through cache (ZEURER).

4. 7 Pull through cache configuration (IREVREVAERE) EH L |, i##FE Add rule (T8 8),

5. B[R BEXRR EEL, sH¥ B8] BIZ [ GitLab 288 #] , [F—F.
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https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

6. TE[FTE2: REBRI[)EEML , WA LKERER , BB GitLab B EENEBRBREBRMELE AWS
Secrets Manager i, BUILUIEEREWE , IfEA Amazon ECR RSB HWE,

a.

CEMRARENSE  FHEE [(FEABRA AWS BB, stHRBREE  FHATURNRER
NEEENWE K BEEET -, MEBBMEA Secrets Manager £ &3 Secrets
Manager MZHFMENR , F2E BEN LEFRERBFFTE AWS Secrets Manager %

® Note

AWS Management Console R &7~ & B A BBV B 1S Secrets Manager #ecr-
pullthroughcache/#%, MZEBLAMAEHPEIRIVREE BN HEEREME
B/,

BEEVNWE , FEERN AWS BE , BT T5EE , EFRET I,

i HERERERE  EERBNERMERE. WEEBLESE 1 E 512 8 Unicode FTo
i. $F¥GitLab RBEHRERERE  BEEEH CitLab BREHEME

i. ¥WHAGitLab SR FFEER | FIEESLM GitLab ReFxEFEER . BEE GitLab
BREHEFEEMNEMEDR , 528 GitLab R EA FEUER, BEFEERS
EXFEER,

7. EHFRI:EEANHEEL , #¥ Amazon ECR RFEFE , BERIERFELE B HFERN
MRERECANRTERSZE , BEHEET -5,

&

REEAGEZEG , BEUEEATHE =/,

8. EHR4  REAYEVEEL K WEREIRBURAERE , BERER,
9. REEVYNSERINRNEENENIR, RiGrESEESD BIEZ L RIRERA

23 IREVREUR B (AWS CLI)

FERAETERKREUR A AWS CLI &5 , & Amazon ECR A E RSB BV E@ERIUEA, $HEHEES
DEREHN LR ERE | XA BEMIZE Secrets Manager #Z s, ZEEFEH Secret EEE XA
BIYRE , B2EEEN L EFREREBFME AWS Secrets Manager Z 89,

RUGEBEZIIENZTHEN T I,
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https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://docs.aws.amazon.com/cli/latest/reference/ecr/create-pull-through-cache-rule.html

Amazon ECR EREER

¥ Amazon ECR Public

TH#EHE A Amazon ECR Public B EE Y REURERE A, HE1EE ecr-public WREFEF
B, ERERFEARIRERAELINSEREFEERS ecr-public/upstream-repository-
name W& Al

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
--region us-east-2

¥ Kubernetes 228 & 8% 48

THEHEAR Kubernetes AHBRFHETRIREURA. HEIETE kubernetes WRTETFH | 38
SEFFEARIMERIEINSEREEERS kubernetes/upstream-repository-name Bt
ZRA

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2

$M Quay

THEHER Quay AEEHERIREREGRAl, HEIEE quay WRETFETE , EEERFEAIRR
REUR BB Y MW EERfRKEELESR quay/upstream-repository-name BIan & #H A,

aws ecr create-pull-through-cache-xrule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

¥ 7 Docker Hub

T 5IgE65IE & Docker Hub B8R EE Y RREUREURAl, HEEE docker-hub MRETFEFE , E€E
BfERARBUREUE RN B ER/REFERS docker-hub/upstream-repository-name i &R
Bl, BUAEEWE TS Docker Hub BFEH 5EE Amazon Resource Name (ARN),

aws ecr create-pull-through-cache-rule \
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--ecr-repository-prefix docker-hub \

--upstream-registry-uxrl registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

HR GitHub AssEEf &

T5gEHE R GitHub REEFHEIRIVREUR A, HEEE docker-hub WREFEFE , EEEX
FERARIVREBURBZE I W EEMEEFEERS github/upstream-repository-name B & HFAl, &
HAEEDE GitHub RREHEAERN BB ZTE Amazon EREE (ARN).

aws ecr create-pull-through-cache-xrule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

¥ Microsoft Azure Container Registry

T I Ea 5 € & ¥ Microsoft Azure BREFE#E N REGRAZEE., HEIEE azure WRTFEFH , &

SEYFEARIREFAURINSERTERS azure/upstream-repository-name &R
B, &M EREWEREE Microsoft Azure Container Registry B I 52 ® Amazon Resource Name
(ARN),

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix azure \

--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

HR GitLab AaRaEfR

THEHIE A GitLab FREHEVIRERER A, HEIEE gitlab WRETFETE , EEERFEAR
EURBUE BRI W EREMEELRS gitlab/upstream-repository-name B &R A, BAAEE
EBE GitLab A EHEAERN BB TE Amazon EREHE (ARN),

aws ecr create-pull-through-cache-rule \
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--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

BB R

BYRERREBRA2® , THIRRELR

- BURGFERVER, REEEVHEARTEEGE , MEBURIEMERRE , EREAMN Amazon
ECRRREEYNHBEEENRE, NFHMES , F2H AREHERIVUREEEREZE 8 &
FENER,

« BRFRIZEUREGRAl, BRFBIEIVREUEAIF | Amazon ECR 2 B 2 EER YRR ER,. BRER
BUEREE LFEEEBEN Secrets Manager 8% , UR B REREKY. WEFHMENA ,
;520 B Amazon ECR FHYIREUR BIfREL,

- FAERRERERAl, WEFMEF , FSE £ Amazon ECR HEIBZEFH AN EE K.

FATR 12 6 1 SR BV IR BN B A S P 22 M Y (e 17 R RY 23 K

Amazon ECR WRFERVEARINERNATRERAE , AIESEMEE. T FHRAEHE , RF
AWS Management Console A AR BB FHER L&A,

fiEfl Amazon ECR PR &4 , HREURIMEERE , & Amazon ECR RREBUNRFEE
BRE. RPERVENTFNREAGERURTENEER , HEREARMSZEINRERETE
ST ERBEATE,

TIESFXEMEFEEMLER

« HFE (dt3E) (cn-north-1)

- HE (2E) (cn-northwest-1)

« AWS GovCloud (E£EI®R ) (us-gov-east-1)
« AWS GovCloud (XEIFa#F) (us-gov-west-1)

®REIR API R4 2015-09-21 96



Amazon ECR EREER

EiFEREMEARNEFESL N

B Amazon ECR ZFERAREEMHNMEREFE, flu , B85 — KX ERZEREUR R SR EE Lz
FENAR , WEEFRKE Amazon ECR WERTFER., NRLANSERENRERANFRERZL
g7 , Amazon ECR S AMAEFENTERKE. ELRRRESHEBARRTEME, &M AES-256
mE , URAEREMAREFESLEWBHBE.

ERAEANSRIRBRANFTECREFERMELR , TREESR Amazon ECR EAREBREURE
BERYNFTRTEIRE, BUNAAHMRTFEERRRASME, MEERE,. REERT. EwBHK
RNEFER.

TEBEREAGEERIENE Amazon ECR FifE AR T/ERTE,

Repository created by Template applied :E
Amazon ECR to matching repository v —
Pull through cache o N Repository
X —
i p—

Repository creation template

UTHARARFERLHERNTHNEESH
FE

FEHRREAMERNREETEZEATE. FALFERINMERFENSEANEERTESR
WERE. Bl , prod FEHESEAEREAR prod/ WATERFE. Bl , prod/team FEHEE
FAZEMEA prod/team/ AT EREEE,

EEREAERAEERETRIERBRLEARNMEMEE , BUUERM ROOT HAFE,

/A Important
ReE—EARKR/ERAEFTENRER, MREEE ecr-public BFH , Amazon ECR
HHIRA ecr-public/, FARIMREGEAE  SERAURIHBEENREETE ,
HEZSHEEARTERISELRTH,
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DU

BEAERRERN , ARBRREFERLSEANEN.
BIARR A

EFEANREERLERRE, BREXE TV1 SRR,

R RERR A
BAEFANGITERRRES, SESAHLEDEREEMRE, FEHERREAA V1, BEGER
GEBETEM, RFERRNEDBHBERE.

AR AZ & T
FAREREAZINREEZEETEMERTE, NRERLSE , ISFEATEERERE , UAFK
BENGESR, BREALERTE , AREBRRIIEEMELINFETFENER, EURRKAEEME
[E&F , Amazon ECR T LA #7 iR ERAY BR 1
MREBEEFTE  REETHNERGEETTE K ESHLEMERERE.

N AERE

RAREREARE  REFENINZERE.

MREER KMS NZRER | BFEERARSRREEAARSBINBETHRE AWS KMSHH AWS
Key Management Service £#8#1TN%, FH AWS KMS INZERE | B LA Amazon ECR
TEER AWS ZE AWS KMS £ , th AT BUEEBC BB UM AWS KMS £, WMFEFMENR ,
2B Amazon BERFREEAEEEPHEAREE AWS Key Management Service (SSE-
KMS) & AWS Key Management Service 8 i F {a] IR 25 i I 22 SRR B E Kl o

MREFEH AES256 MNZFEE! | Amazon ECR # i £ A A Bk 25 ik tN 22 B Amazon S3 ZEME &
i, ZHEFER AES-256 B EE L HREEFERNRGHETING, WEFHEENR , 528 Amazon
Simple Storage Service FA &P HIEIB Amazon S3 ZENH &8 (SSE-S3) £ A @ R &5 im hn
BREEBER.

R IR

ERECREABI R EFENFEERR. MEERREAEREFUIREFHHEFENFR. &
REERAURGEERE AM ERERNAGATNFIREEE , URMEFRTATHEE, KER ,
REBURTFEN AWS IRFFTRFIFEHRE, SUNERABRERXHY  RTFRIERHREFENHEA
ATAl, WMEFHMER , F2B Amazon ECR A B REFEERE.
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html

Amazon ECR EREER

REEERERBER

RAREREARYNRTFECEmBRRE. £oBYBRERELAEREFETRENEMEHE
ENEZEE, soBiBRaEs —EAxZRAAY , EPHNE-ERAHBEESR Amazon ECR B
BF, ERUBBKBRFHIEERGBENGX , HBRFEENERREGE, WHFMER , F
25 #£ Amazon ECR #EA4 miBHBUER B BEERGE.

ERER

EREBREEAZRFENTEER , THHESENESRTE. SAEBETEHEERN
— B & W — (@A E,

B #FERMEA IAM FFH
IAM EREETHHF IS EERREERTEA, SAEASSE IAM BESFHFT,

« ecr:CreateRepositoryCreationTemplate - RV EEEREIE XK,
« ecr:DeleteRepositoryCreationTemplate — MR FEFZEER M 814,

« ecr:PutLifecyclePolicy - EFFEVAWmBHBER , YKHERAZERTE, EERTFERUSE
rEEEWBHBEE  TEERE,

« ecr:SetRepositoryPolicy - EFFRAREEELFTEE., EERTFERYSEAIEREERR
B, TEEFF,

- ecr:TagResource - EFF P RERNEBHEZER, EERTEEIHEATSERERN , &
EEEF,

£ Amazon ECR H | B FREELIZEER

BRI B RFERLELR , SUER Amazon ECR EREVREEEHBRREBR LN REFEMEAN
RE, BUFHERVEAR 2R , IAERIRDBFEHBEZELNFTHREREERAELRE, EX T
HEEAEMRINRTFE,

EEBURTERIER (AWS Management Console)

£ https://console.aws.amazon.com/ecr/ BIEX Amazon ECR £ A&,

4,

REBIEFEXHPEURMETFEEZV SN E,
EEEERT , BEELEREE K MEFERLEL.
ERFEELSAERL , BEEVHERL,

B w0 bdhp =
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5.

HSR1: EREAEE L , #HEFFAER  ERREZFEUSERAEAERERFER RS
B¥E , ERE ECR EEETNEMNFTE , REXEHAZRESPEMHMERTHEFHNAE R
FE.

a. NMREZEERETE , FHEFEEEEERAEFANRFEGTEZEFTE. g5 —AR
xR/ EREFTENER, #l10, prod FESERZEMEA prod/ WMEREFE. B
# , prod/team FHEEMAEMBEA prod/teamn/ WFTERFE.

b. MREEE ECR EZETNEM[NFE , FERRER ROOT,
SPHEIARER  FEEHANEREER , RREET -5,
RESR2  HERFEERVACEEY  EEEERAECREARI R EFENREEREMRRE,

a. &% Image tag mutability (MREGEE &%) , BEEEFEANERTEMEE. NEFHEHE
7, 552 BhLE Amazon ECR FHBGEBBES,

BN | TUBRRGER. ERERALRE , AREBRIURIEBIEFTE MK f# 7 ER
g, EARRERMEEE , Amazon ECR A AEHRENAY R,

ENRATEE  SHLIREGESEINEE. REEREATUEERE K NMREERBENM
BEACEERAREENESR |, &G ImageTagAlreadyExistsException 435, &A
REERMTERTEME  SSFYEMEER  YHLAELIKELERRATIE , MEH
ftERZATE,

b. SH¥MBERE  FREECEANMBRE,. NFFAEFA , F2E BENE,

\

%

EE AES-256 B , Amazon ECR & A fAl Bk 85 im /N 25 B2 Amazon Simple Storage Service %
EMZRELR , INBSWEATEEEYN AES-256 MFRE L HBEERETMR, HRKE
\|ABNTE,

#EL AWS KMS B , Amazon ECR B 71 AWS Key Management Service (AWS
KMS) ) £ I8 M RBREFIHINE . £ AWS KMS MZERE , A LAEAH Amazon ECR
AWS EENTERZE SR , NIEELECH AWSKMS £ BATFZESR).

(@ Note
—BENREE  REBELISEREENMNERE,

c. HEREFENT , FECEEAZEFANEABRY cREENRBFETBR, SLUEEM
WERATHNEE  $HIHSEERNEARAREREH —E JSON 5|, MEFEFMER , FS
B Amazon ECR A FAB REEBUR,
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d. #HHFREEFEELHBENEE A FEECEEAZEEALEFARYNRFEZRTFEERBEHBE,
ERLRENER THNBE | $IHRERNEARGENE S —{@ JSON #6l, mFEH
MER , F2H £ Amazon ECR R EA A BRI BER B B EERGE,

e. HREFHEAWS 2% A FUREREENEEFERER  UEEFALEREINRTFEE
SR ARBET -, MEFHMEN , 55268 £ Amazon ECR FRiZRFAEFRE,
8. ELRI: MEMNEVEHEL A RELAREERUSAEENRTE, BERBEZRERLETEE,
—BER , EEEE,

filEx Amazon ECR Y 7 B Rl & ik

MREERATHEFERMER , BULGEEMER, MERTFRAEZLSEAR  FRIRRBFEHBZRILYN
FAEHRESRSERRRRE.

EEMBRFEFERIEAR (AWS Management Console)

1. 7E https://console.aws.amazon.com/ecr/ BARX Amazon ECR &,
REES| -, BEEERRNBEERLSRMENES,
EEBEHERKT , BEEVNEESE K REERVSETE,
ERFEREVESEAER L  ENEMBRNBEEE ISR,
REMETHRIRES | ZEMERR.

o M 0D

EnS% Amazon ECR Y REUE B2 EY

BYVIRIREUEA® K HRAEERINEREE  SUURRBRIRELEEEE, BFEIRIUR
AIBF , Amazon ECR 2E LB BB VR ER. BRHITEFNEE LFEEHEAERE Secrets
Manager & , X SRFRIFEE NI,

ERBERAEIREGE 281 , BEZIECHEESEEN IAM e, NEFAER ,
Amazon ECR FAE E 8RS FrER IAM §F 1],

3
¢

S8 5 L ke

= EEFIRIVREUA A (AWS Management Console)

T 5|5 ERERBAtN{A A Amazon ECR 12 & BRFEEVREUE A,

1. ¥ https://console.aws.amazon.com/ecr/ B Amazon ECR £ &,

2. REEIBREFQSRIVREUE RN EESETRE.
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3. EEBEBE®KD , iBIF Private registry (FABE##E). Pull through cache (F2EURER),

4. ERBURBGEREE L  ZNERFINRIVREURA, #F  FRABETNEEZRERRFH
&xl,

5. ERIMBRAIFHAENEREL , FRABETHNEE K RARBERE I H»RFE, Amazon ECR
KEREEGRNER,

6. SHEHLERINFERINRIRIERSLESER,

= ERFRIVREUE Al (AWS CLI)

ER SRR EVIRENE Bl AWS CLI 55 AR ER = Amazon ECR A BB #MEEREUE R, THSEpIEEHA
ecr-public MBEMFE. AERFWRERIVREGR N ZEEERAXE.

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

HEMEFEF |, isValid SHEEHBEBERERS. MRHER true , 3k Amazon ECR AILUER| L%
%8, B 0RERN. MRER false, ARBBRBEL HBB RN, &% failure SEREEHER
5]

£ Amazon ECR R EBIBEF R AN B E &

T35 BUR G A REVRBUR R SRIZEUR GBS PR 2R M s T RE £ 20 SRAGTE fE AR BURENAR AR EL
LRI EISEER | ES R SE PR Amazon ECR FRVIRENEE UEFEHE RNERURERS
o

ERBERARIIREUE 25T |, BERECHEGEEN IAM Fol, NEFMEN , F2E & LpEgE
Amazon ECR FAE E 8RS FrER IAM §F 1],

® Note

T 5551 A P 2 A MY T 5% Amazon ECR 7 Ear & Z[{EH. AWS Management Console &
R fEH B3R E/ Amazon ECR FAEf#1ZE URI,
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https://docs.aws.amazon.com/cli/latest/reference/ecr/validate-pull-through-cache-rule.html

Amazon ECR EREER

¥ Amazon ECR Public

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes A28 & 8% 15

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub

#t¥ Docker Hub B H R -

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

(® Note

8t Docker Hub B MG , #BEE /library FH. HRATAHEAM Docker Hub i
BEZERE /library FH.

#H¥Fr A H s Docker Hub B :

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag

GitHub Ba5 & &%

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag
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Amazon ECR EREER

Microsoft Azure Container Registry

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab BE3 & 8%

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

BIRE L FRERIBEMTE AWS Secrets Manager Z 8

AFES/REN LEFREERELIRIVUREURBIE | XA BEMEE Secrets Manager BEHH,
£/ Secrets Manager MZ AR R ENE. WMEFMEA , F52 B AWS Secrets Manager EfE,

THRFEZELIESIZABSESEN LT ER L Secret Secrets Manager MEZ R 1555, BAT LA
EEFEMHFEA Amazon ECR EEAFMNEVREIRER A TERERELME , MF2EA Secrets
Manager A BYWE . WHKFMENR , F2E £ Amazon ECR HEIEREUEFHR A,

Docker Hub
£ EBIEH Docker Hub BE I Secrets Manager #% (AWS Management Console)

1. BIEUTUERBEEZEEE S A | https://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TF TR,
3. HEEEwEEAEMLE BT TIEE.

a. SHYHEREHE  EFHMBIENRE,

b. HEREYD 6 AEM Docker Hub BEEVMEERS, WBREPHZLERK 65536 {8
I c48,

i S —{AEEEY , F5IEE username A | WIEEEH Docker Hub FHEBBA
=T

i. $HYFE_(AEEY , B8 E accessToken A8 | HIEELEH Docker Hub ZENFEHF
AfE, WFEEI Docker Hub FEUFRFNFFMER , B2 E Docker XHARHIE LA
EEEINER,
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https://aws.amazon.com/secrets-manager/pricing/
https://console.aws.amazon.com/secretsmanager/
https://docs.docker.com/security/for-developers/access-tokens/
https://docs.docker.com/security/for-developers/access-tokens/

Amazon ECR EREER

c. SEMEEE  FHRBETEKRM aws/secretsmanager AWS KMS key B , EZEET —
H, FRLESBBFTMAER. MEFMER , FSHE (AWS Secrets Manager £/A &
$E™) HHM Secrets Manager FHI M Z MR AR,

/A Important

BN BFERTERR aws/secretsmanager NFR L MNZMER, Amazon ECR &
XERLEREFBEEEI (CMK),

4. HEREMFBEREL , BT THEME,

B AR R Secret name (#22% #8) 1 Description (), WMHRBBHSLEEE 1 £ 512
{8 Unicode Jjt, 3 HEL ecr-pullthroughcache/ fEBFH,

o

/A Important

Amazon ECR AWS Management Console R & F 5l & 58 RS BAI ¥ Secrets
Manager #ecr-pullthroughcache/#.

b. (BH) 7 Tags (Z%) EE , BEEMEBIIWE, BRERXKE , 528 (AWS Secrets
Manager EF & ¥E5) PHIELC Secrets Manager %, BNEEBLERBRER , E
BAERILRMNEZ,

c. (B BEBERBERFIEEWE , 387F Resource permissions (B RFEARERR) FIiEE
Edit permissions (#EEFFAl). MHFEFMER , F2E (AWS Secrets Manager £AFE 15
) PHVASET W BUREEE Secrets Manager M,

d. (BEMY) TEHZED K ZELENFBEERTE —ERE AWS EiF , HEREERDR
B, BV EEBEWE , o BRIREES., MEFMENR , 528 (AWS Secrets
Manager fEF &E1Em) FHENBESEHMiE,

e. EE-F_Z’FO

5. (i#H) 7£ Configure rotation (X E&wift) EEL , TRAMB B@wE, St A HEFEIRRERIR |
HEEKHERBR, WEFMENA , 528 (AWS Secrets Manager EAEERE) PRI
Secrets Manager #% ., 1### Next (T —%),

6. 7E Review () HE L , MBMERFHEENR , AREE Store ().

Secrets Manager BRI ZEE, MRENFTHELIERT , FEEENEERH,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html

Amazon ECR EREER

GitHub Container Registry
AEH GitHub RREBHATEURBEE S (AWS Management Console)

1. BIEUTHNERBBHREEEREA  hitps://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TF TR,
3. EEEMEEREEL , T TIEKE,

a. SHHHEmEE  EFHMBIENRE,

b. HERSIE/EEHT , BE GitHub BRI RIMMS, MEEPHKZ AILIFN 65536 BT
8o

i. HASE—ER/EY 6 IEEusername£H%iE | WEEH GitHubRAFERBIEEAE.

i. HASE—{EREY , EFaccessTokenB & , #& GitHub SHESHIEEAE, A
BRI GitHub BhEI TN EZEE , F2[K GitHub XEFMNEELNEAGRES
5
c. SEMZBREE  FHRBFEIRY aws/secretsmanager AWS KMS key B , EZEET—
F, FALSBBEZTMARA, WEFHMBENR , 528 (AWS Secrets Manager A&
&™) FH Secrets Manager FHI M ZE MR AR,

/A Important
B BFEATERR aws/secretsmanager MRS WRMZHE, Amazon ECR &
XERUEAEFBERER (CVMK),

4. 7E Configure secret (BREWE) HE L , BT N HIEE

a. EAHERMR Secret name (%% 78) M Description (k). WHBBHLESE 1 E 512
f& Unicode FJt, 3 HEL ecr-pullthroughcache/ EAFH,

/A Important

Amazon ECR AWS Management Console R & 1§ F 5B 58 RS BA ¥ Secrets
Manager #ecr-pullthroughcache/#&.

b. (EHR) % Tags (BR) B , BEBRMEIINE., BAERKE  BFSE (AWS Secrets
Manager &) PHIELS Secrets Manager %, BN EEBLERBRER , K
AERI KR MNEZ,
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https://console.aws.amazon.com/secretsmanager/
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html

Amazon ECR EREER

c. (B BEBERBERFHIEEWE , 387E Resource permissions (BREHARER) FIiEE
Edit permissions (¥REEFT 7). MFFMEF , 528 (AWS Secrets Manager £ &g
) PRASEF I BUREEE Secrets Manager 3%,

d. (EEM) TERZEGHT , EEKENEZRERES —E#R AWS Bl , FEEERER
B, BALINEEEWE Ll IBRREER. NEFMEENR , 528 (AWS Secrets
Manager fEAE1E/M) PHBEMEETEHiH[E,

e. igj%-lt_io

5. (i#H) 7£ Configure rotation (R Ew#) HHE L , I E B, Bt ] UERERARER
HEEKERBR, WEFMENA , 520 (AWS Secrets Manager FAEER) PRIk
Secrets Manager #%, ### Next (T —%),

6. 7E Review () EE L , MBMERFHENR , AREE Store (FH).

Secrets Manager BRI ZEE, MRENFHZLIERT , FEEENEERH,

Microsoft Azure Container Registry

= E A BH Microsoft Azure Container Registry B3I Secrets Manager #%# (AWS
Management Console)

1. BTN ERBBHREEEREA  hitps://console.aws.amazon.com/secretsmanager/o
2. iZIZ Store a new secret (TF TR,

3. HEEEwEREIEMLE BT TIEE.

a. SHYHEmEE  EFHMBIENRE,

b. TEE/EHH , BEH Microsoft Azure REEZIMEERS, MBEEFRZSALUEN
65536 B st Hl o

i SHEE—(BREY , BT username A8 |, WIEELM Microsoft Azure Container
Registry FA&EEZBARE.

i. STHE_(EREY , BT accessToken A8 | W8 EEH Microsoft Azure
Container Registry FERF & AE., MERIL Microsoft Azure FEUFERFHFFEMER |
5528 Microsoft Azure X HEIL F/F - AOMEE,

c. SEMZBREE  FHRBTEIRY aws/secretsmanager AWS KMS key B , EZEET—
F, FALKSBBEZEMARA, WEFMBENR , 528 (AWS Secrets Manager A&
$E™) FH Secrets Manager FHI M ZE MR AR,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://console.aws.amazon.com/secretsmanager/
https://learn.microsoft.com/en-us/azure/container-registry/container-registry-repository-scoped-permissions#create-token---portal
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR EREER

/A Important

BN BFEFTERR aws/secretsmanager NFR L MNZMER, Amazon ECR &
XERLEREFBEEEI (CMK),

4. 1£ Configure secret (FREWE) HE L , 1T T HIEE :

o

B AR R Secret name (#22% #8) 0 Description (i), WMHRBBHLEEE 1 £ 512
{8 Unicode FJjt, 3 HEL ecr-pullthroughcache/ fEBFH,

/A Important

Amazon ECR AWS Management Console R & F 5l B 58 RS BAI ¥ Secrets
Manager Zecr-pullthroughcache/#.

b. (BH) 7 Tags (ZF) BB , BEEMEBIIWE, BRERXKE , 528 (AWS Secrets
Manager EF & ¥E5) PHIELS Secrets Manager %, BNEEBLERBRER ,
BAERILRMNEZ,

c. (B BEBERBERFIEEWE , 387F Resource permissions (B REARER) FIiEE
Edit permissions (#EEFF 7). MHFEFMER , 2B (AWS Secrets Manager £AF 15
) PHVASET W BUREEE Secrets Manager M,

d. (BEMY) TEHZED K ZELENZBEERTE —ERE AWS EiF , HREERDR
B, BV EEBWE , o BRIREES., MEFMENR , 528 (AWS Secrets
Manager fEF &E15/) FHENBESEHMiE,

e. EE-F_Z’FO

5. (i#H) 1£ Configure rotation (X E&wif) EEL , THAMB B@wE, St A HEFEIRRE@wIR
HEEKERBR, WEFMENA , 5288 (AWS Secrets Manager FAEERE) PRI
Secrets Manager #% ., 1### Next (T —%),

6. 7E Review () HE L , MBMEFHEENR , AREE Store ().

Secrets Manager BRI ZEE, MRENFTHELIERT , FEEENEERH,

BELH EEREERS API fz7s 2015-09-21 108


https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html

Amazon ECR EREER

GitLab Container Registry

AW GitLab A B HAFE U RIFEE SR (AWS Management Console)

1.
2.
3.

4.

BIELA T ERBEREREEIEH A  hitps://console.aws.amazon.com/secretsmanager/o
i#1ZF Store a new secret (TZ T,
FEERBEAERL , ST TIEHE,

a. SHHHEmEE  EFHMBIENRE,

b. ERGIE/MEEHT , BE GitLab WERBEIMY. MBREFRZ A LUEFEN 65536 BT
#o

i HRE—ERSIR/MER , FBiEEusername B , AWIETE GitLab BABREHERE
BRMAE.

i. HWRE_(AE/EY , EEaccessTokenB 8 , WIETE GitLab BEFMRFFTE
ERE. BRI GitLab REBHFEERNFMEN , F28 GitLab XHHHE
AGEER, BEFIRERREREFIER,

c. SEMZBREE  FHRBFEIRY aws/secretsmanager AWS KMS key B , EZEET—
F, FALSBBEZTMARA, WEFMBENR , 528 (AWS Secrets Manager A&
&™) FH Secrets Manager F R ZE MR AR,

/A Important
B BFEATER aws/secretsmanager MRS WRMZHE, Amazon ECR &
XERUEAEFBERER (CVMK),

£ Configure secret (RXEMWF) HE L , BT T HEE :

a. BAHERMER Secret name (% A FE) M Description (#EiR), MBERBHSLAEE 1 E 512
f& Unicode FJjt, 3 HEL ecr-pullthroughcache/ EAFH,

/A Important

Amazon ECR AWS Management Console R & F 5B 58 RS BAI ¥ Secrets
Manager #ecr-pullthroughcache/#&.
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https://console.aws.amazon.com/secretsmanager/
https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html
https://docs.gitlab.com/ee/user/group/settings/group_access_tokens.html
https://docs.gitlab.com/ee/user/project/settings/project_access_tokens.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Amazon ECR EREER

b. (EHR) % Tags (BR) B , BEBRMEIINE., BAERKE K BFS2E (AWS Secrets
Manager & ¥ERE) PHIELS Secrets Manager %, BN EEBLERBRER , K
AERI K MNEZ,

c. (B BEBERBERFHIEEWE , 387E Resource permissions (BREHARER) FIiEE
Edit permissions (#REEFT 7). MFFMEF , 528 (AWS Secrets Manager £ &5
) PRASEF I BUREEE Secrets Manager M,

d. (BEH) FERZREHP K FELLNFBERT S —EHKR AWS Bl |, 5REFEERE
B, BV EIEEWE , tUBRREES., NEFMEN , 528 (AWS Secrets
Manager fEF&EFM) PN EZESEHMM[E,
e. igj%-lt_io
5. (i#H) 7£ Configure rotation (R Ewm#:) HE L , I E B, Bt o] UERERARER |

HEEKERBR, WHEFMENA , 520 (AWS Secrets Manager £ EER) PRIk
Secrets Manager #%, ### Next (T —%),

6. 7E Review () EE L , MBMERFHENR , AREE Store ().

Secrets Manager BRI ZEE, MRENFHZLIERT , FEEENEERH,

SE#PEAE Amazon ECR FHYREXERE

FEGE AIREVREUE AR BN LRGBS |, AT RIS RIINRE REHER,

BEETEE

ERBTFETNFENERAZSRERARRFEFAFERERN Amazon ECR #AEE&IEF , HREA
KT ecr:CreateRepository FF#FIRELLIFIGRE IAM 88, EEMRILEEES | HESR
WERIMTHPNREE URI EfE , ERTAEEN IAM FF AR RELHEREN IAM =8 | F
TEHE (T B RGIRE . 51 72 8H Amazon ECR AAE BB EY 7 B¢ MG HIA RN R
. MERE IAM FAINFMAENR , BSE 5 LEEEHE Amazon ECR FAE BB RS FIEMN IAM
AT,

LT BB sRRRAVEE B,

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with
name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/managing-secrets_tagging.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_resource-policies.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create-manage-multi-region-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html

Amazon ECR EREER

BARNERBIE

ERETIRENERASRARBMEFFERLEREEF , IRAARERTF
ecr:BatchImportUpstreamImage FF AR IREX LIMFARG MY IAM £88 | {EE &K Amazon
ECRIABERHRETRITREE, EEHRMNIERS , CEZER LFRETMGEERBER
BHEFEEEHKAMEEN IAM FF R FRELFEMRER IAM £8, MERE IAMFAINEFHREE
7, BESE K EEEHEE Amazon ECR FAE B BB SFTEMN IAM 559,

LT B LS RRAVEE B,

Error response from daemon: manifest for 111122223333.dkr.ecr.us-
east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

403 IS SEE RS F R E N AR L
e1=52 A Docker B HBRGEY Docker Hub RFEFIRINE , B4BEEZEAN URIFEE /

library/. $l#l aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag. MREHEBE Docker Hub B FRRIEN /library/ , ERE
A6 A REUVREUR B IR ENAR 5B |, A& EE 403 Forbidden 535, WMFEFHMENR , F2H &
Amazon ECR HEBEFH AN B E S,

LT B L sRRRAVEE B,

Error response from daemon: failed to resolve reference "111122223333.dkr.ecr.us-
west-2.amazonaws.com/docker-hub/amazonlinux:2023": pulling from host
111122223333 .dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests
2023]: 403 Forbidden
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Amazon ECR EREER

Amazon ECR A EREREE

SET LARRE Amazon ECR AR &1E , U ERTFENER. Amazon ECR XEEEZSMERF#E
B, AEETEIRFER , BAMIRFLARERHETIBER , UAHRRRREEETER. 0F
&R , 552 E Amazon ECR FIVFAB REMRFT T,

e

- WERGERNES

« Amazon ECR WA B RIGE i 5
 #£ Amazon ECR HEEFMEMRGEER

IEREBERHNEE

ERLEREERERESBUTER.

- AEERRREERREXIIREENREEAT. T2ERATETRAAFENEARS. $HHH
FEREER® , Amazon ECR & B Wit IR E L R#EF.

- REERR  BEEINRFHREERESFRIETE, Amazon ECR A X ERERHBLEMETE
=18

s B-ARRENEREEETEER | Amazon ECR 8 R REE N REER IAM A, REELRE IAM
ABEF Amazon ECR EBREEEZENIEIRFZENESRGFIENT, MEHFMER , -
2R £/ Amazon ECR R EHE A E,

- EEHTEBRFEE  AEEHEENHMNERTHY , TR RESHEEHMEG, ER2EHFK
EREEEEFTEERTHK. MEFMENR , F28 Amazon ECR FFAE MR

- MEMEBEHFENTUTBREEFABRAT , AR FHEMAETHIEEH TEET Ko

- PEHTBEEGES  RERFMNENHIREHSNBELZENARSE  FTREZXESAREZESD
BETMESHE. MEFMEN , 5528 (Amazon Web Services —fix2E) HHEE AWS [E
@o

« FEXEAWS WD Bl BNEEFSEER, fl , TE4E us-west-2 PR FEEEE cn-
north-1, MEHEE AWS P E|EMNFHAENR , FSEAWS — RS ZHH ARN X,

- EEZRENESRETREESRS 25 BAH—BMt  BHEFAERA , &2F 10 @ARAES. &
ERAEZEUEE 100 EEREL, Flm , EAFAEEAREEMIZ 2MENREEFEEEMEE
#Al,
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html#arns-syntax

Amazon ECR EREER

- EEAESTEREEREEREEZERESLEEEETNREE. NEHH |, F2EEH : FH
BEEGERRESCEERIGER,

. BRBGHIXE K SEBEIRSRLE-R. Hln, MREEEEFHESHK us-west-2 E us-
east-1 M H us-east-1 F us-east-2 EITHRE , MEBEHIEE us-west-2 EEEZE us-
east-1, EXEBEEZ us-east-2, EETABANEESNERFER.,

« REBREETE 30 7ENKEAER , EEERLBRERT K ERITEFEERNEHE,
- BEEEFTEITEARKRDE. EEERENFBEFESBERE |, BT F BMERE BREGM &
7B,

- REFEERXR (2 IAM BERMLGASBER) T2ETER , RTEMERNRBEEN , 48/ E

8/
! Rf%o

- TEERRTERE. REER  AERERDFEMELNFREELSFRERTEME, REFHEMN
KMS tZRE. BYMRFER , TUSFEBETEMNRKFHRE, T8 , LREEBRANKRE
BFREENBRE,

- MREFREELRARETE2ME  MESSEAREARGEREENREG , IEEERE , BFg
BEEENER, EVRERRGRER,

Amazon ECR WV A B MR B8 E £ 4

UTEHBRAEMGESTEXENERFERAAN, NREFERHREESE AWS CLI, BRI AEET
JSON EREKFEH JSON £l AR, WREFAREEE AWS Management Console , B
(REXIRER) B LREEERAE , £2F3HELUH JSON,

P BREERERREAE—BNHES

THHEREE—EHERNREEESESHNEN, HEHRRENIRS ID A 111122223333 W HKE
IEfE us-west-2 AN EEHIEEHEBHRE,

{
"rules": [
{
"destinations": [

{
"region": "us-west-2",
"registryId": "111122223333"

}
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Amazon ECR EREER

]

g6 EFRARFESEREREEESER

THEGRPEAFEFTEERRENBEERECEESES, HEFEBRRENIIREID 5
111122223333 M BIBIETE us-west-1 UAMWEESFIEENHESHRE K YHHEFENFEA
prod.

{
"rules": [{
"destinations": [{
"region": "us-west-1",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

]
}

gh REEERIEREZEENTESE

THHEREE-EHEAREEEGESHNES, HEHRBRENIES ID A 111122223333 WK
IEfE us-west-1 =K us-west-2 AN EFHTIEEHETHRE,

{
"rules": [
{
"destinations": [

{
"region": "us-west-1",
"registryId": "111122223333"

},

{
"region": "us-west-2",
"registryId": "111122223333"

}
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Amazon ECR

]

ERAEER

Y REBIRFER

THERABREEREBIRFERSNEL, WBHESRERTE 444455556666 IRFEH us-west-2
E.

/A Important

EEHTEIIRFES , BENMIIRFXVERESFETUBER , LAHEERLE, NEHAE
A , 552 Amazon ECR # WA B ERTF T,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "444455556666"
}
]
}
]
}

gHl  BEEARPHZER R

UTERAZBERESEEERANES ., WEGIERRAKRE 111122223333 kRFHNEE , &#
Bl FEA prod NEEFEEEEZ us-west-2 Bif , ¥EFEB test WEFEEER us-east-2
B, EEEAEEZTIE 10 ERE , SERKAKZSAEE 25 BE N,

{
"rules": [{
"destinations": [{
"region": "us-west-2",
"registryId": "111122223333"
1,

"repositoryFilters": [{
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"filter": "prod",
"filterType": "PREFIX_MATCH"

1]
.
{
"destinations": [{
"region": "us-east-2",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}

£ Amazon ECR A EMLEMREGEE

HHENVARZRESERENER. SUUREFRIAERNBRFER.

NEEREXERERF NS , F2EAmazon ECR WA EIRIGE R H,

=N

SRE B HEE B ERE (AWS Management Console)

1.

2 T

£ https://console.aws.amazon.com/ecr/repositories BIEX Amazon ECR £i#2 A&,
REBS|  BEEAHJEEHEERRENEH,

EEEEKT | B2 Private registry (FAH Z #1E),

£ Private registry (FAE & 8#) EE L , 1 Replication (EE) B+ , i##2 Edit ({RE).
£ Replication (£8) EE L , i##8 Add replication rule (¥Ti8#E B Al),

£ Destination types (A Vit 3HE) EE L , BEEEMABEEESER. BIRFERIME , RARE
£ Next (F—%).

MEAERSGES , BI¥ R Configure destination regions (%€ B Mt [E1F) , B E—RNZHE
Destination regions (B Ryt [E15) , REIZEE Next (T —F).

MRBABIIREES , BI¥H Cross-account replication (BIRFEE) , BEEZENBIRFES
FRE. ¥ Destination account (B Witk ) , @A B Btk SIS ID A — =X Z @ Destination
regions (B # i [E13) LAEETEE ., BIE Destination account + (B HIBIRE +) , i HMIRFRE

ABEEB W,
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/A Important

EEHTEIIRFES BRSPSV ERERFEF TR , UAFESRE, NEFHMA
B , 5528 Amazon ECR dHFAESTMRFT,

9. (IEA) £ Add filters (RTBEREMRM) AE L , EEEBR AN —HSEEERGE , RREEF Add
(¥18). BRNEERERTHFEELRBNSEAGRRGESLSR. LAKGRBEEARTESR
BFE. IRRHEHESR  ASERMARFENAR, —BNEMBEERN  1BE Next (T
_i)o

10. 7£ Review and submit (BB IRR) EE L , MEIERZHRAERE | ARERFEZF Submit rule (IBRXHKR
A1),

REBEFIEEERE (AWS CLI)

1. BYGREARARHZEETRNETHRAN JSON EXR., ERAREZAEZE 10 AR , BFmERA
&% 25 EE— BRI , FERA 100 EEHEFRGE. FEELECHNIRFRAREEERES , FE
ELBCHIRF ID. MEESHH , 52 BAmazon ECR WL ERBETEH,

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository prefix_name",
"filterType": "PREFIX_MATCH"
1]
1]
}

2. BHENERARL,

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. HRRENBHERE.
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aws ecr describe-registry \
--region us-west-2
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£ Amazon ECR & A4 amiB B EUR B 215 R G 1E

Amazon ECR £ B BREHEAERTFEPRENEHEREENESES, £mBEHERS
E—RZERE , SEARFESEHY Amazon ECR EE—EEE. BIBLEmBHBEFHN K
%, REZIRE 24 NERANFEHNFTEBH, & Amazon ECR RIBE W BHBERHITEIMES |, It
EEEHEENAS AWS CloudTrailVE#H. MFEFHMENR , F28 FARKE Amazon ECR BiE AWS
CloudTrailo

4 o IE R BUER an{ahE E

S HBHBEH-—RZERVER , AUARERFETHNRGBHES, EEZEFEAEWBHBERR
EEAFERETBEBREEREREDEANBERIBNMRG  ARBESEERAEREE, BEmBEH
BREAZEREFER , SUARRSKEEASEIHRERN 24 MIFAIBH, E Amazon ECR fkiR4E
WIBHBRBITEER , £ AWS CloudTrail P €6t BIER AEH. MEFHMEEN , F2HE FHEH
Amazon ECR ¥ AWS CloudTrailo

LT Bk R A B BUR TERE.

All rules are
Create lifecycle . |Save and run test | evaluated and » a TTi"Z ;‘:ﬁsﬁ :Jenn .| Review the o |[Apply the rules as
policy test rules 7| lifecycle policy "l  images are " p?ul e priority "|results of the test | | a lifecycle policy
marked

1. BY-SSERERA,

2. REARRILHATRE.

3. 4wBHBEAATIESREMERA , WREEERVUSTENRE,

4. R&  EoBYBRRTEIESRBRNEEIEFEARA YRR ETRHHLRERE B
o

5. REAEGER , BERETSABHNRERSENENY,

6. ERAEKRANEAREENESBHEE,
7. BUAHBHBERE  SUERRGKESSIBERGERN 24 NMNERBH.
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o iE H BUR AR AL 43

EnBHBRREIESSINEGBHBERNFMXFE JSON, FHEFMAERA , REBIBRAELIE
FEAEEHAUNEFEEEFNRG, UTHMARPEEMBYHBEMMEITENBE, NEEHG , F2H
Amazon ECR = Y4 dpiB B BUR &3 45

- FwmBRRAEEIEF  BEEFTEMERA, FAMERAZE , IERBRAUBEIEFETER.

- FERAEHF—ExEERREREGBE,

- FHEAREIEFENAERFEELIEFSNRARLERNBRGBER,

- RABTIEEUABSEBEIEFRIELEHREG  BR , BLIEFENSRIMEERHELRE , BiF
BEMEREBH—.

- RABXEITSBBHNERIRES.

- EAF—ERIEZEZERETHRE,

- MRBERRFESE TREE , IRGERZEREAMBREEERBFENERL TIBH,

- BHI—2L pushed_at_time #5| , BBHIEFARERBG L. HMRGE,

- HBHBERMAAAIIEE tagPatternlist 5 tagPrefixList , EFERKEEME. TiB ,
4w BHRRRATIELERAA , FRKRATEREARXNFEEE,

- HEHE tagStatus & tagged K, FTEEMFEA tagPatternList & tagPrefixList 8¥,

- f£/ tagPatternList i , MIRMGEERAF TEEREMER , FERNEERE, W,
MREA prod* EFERYE , RRFLLE BB prod HENFEFE |, 0 prod. prodl =
production-teaml, Bt , MREM *prod* EFEFH , RESLHEEZRWAZE prod (Bl
repo-production 5 prod-team) HFEFE,

/A Important
BEFERHRZTE4EERAFT (*), flE0 ["*test*1*2*3", "test*1*2*3*"] 2AMW
FEH, B ["test*1*2*3*4*5%6" ] BIREM,

- £/ tagPrefixList B , BEFE# tagPrefixList EFWEBREFTAEM—EAMREGER A Fe
FX T BL $FBR AR
« RB7E countType £ sincelmagePushed BF & H countUnit &,

« A countType = imageCountMoreThan , BMEERIE pushed_at_time REKFHEREH
F, BEEMEAREETENRGE B,

« £ countType = sinceImagePushed , P pushed_at_time KRAMRIE countNumber Z
EEXRBHNRGHESBEL,
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£ Amazon ECR R £ il BRTAE

BULERETENRAREREFADBHRAHRGREFENSE K ARBEAT, £8E0EHY
HREMEREFEZN A SEERAREER.

(® Note

MRIEFEH Amazon ECR EEBTRIEEIIRFERGFEEE , 52 , £ BEHBER Rl
BYZREENESPNREEERINEE, Hit , MRECHBESINE , BUEEEEZESE
EEREENSEESMNIRSPEIEmBIECE,

By Ao BHBETEE (AWS Management Console)

£ https://console.aws.amazon.com/ecr/repositories BIEX Amazon ECR X# &,
REBI L BEHPISEHTLEMBNBRERENRTEZESR,
FEEERT , kKFEEALEERENREE,

EAEREEAETERREE  AR2EABETREEZELEMBHBER,
EREENEGBHBRAUNEES , FEFEREIHFUMEIZRL,
AEEL W EBEER A TIFRER.

o a0 kA w N~

a. 7t Rule priority (REIBEIER) F , AR NEBLIEFNRER. RAELXIEFSREEDEL
BERAUNERIER,

b. 7E Rule description (3 BI#iR) & , & A 4 a5 8 B BUR R AW R,

c. STHBGIRE K FHEECER (BAFLE). BER (AR, RERREM,

d. MRESEMGREREZECER (BAERLY), TRt HEBEESEH
FUC)NREGEREBE  LEBEMmBHBRYETHE. flIn , EEHNREEERLS
prod. prodl. prod2 &% , LA EFEIETE prod* HITBEREHTEHE, FRIEEZHE
BEE A ReREsEmEEEEsNmE,

/A Important

BEFRRZAR4EEAFT (), flI0 ["*test*1*2*3", "test*1*2*3*"]
REMFH , B ["test*1*2*3%4*5%6"] Al BMMY,

e. MRLEMRGREZZFCERL FIRLY) , ATHHEENRLEEREERGERZTE , U
BB 4 B R TR
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f. HELHEFEGPREEHEINBREGREBUTHEWRE , RAREE—AE.
g. iggﬁﬁo

7. EREBRESBEST7TREVEMARESBHEERER,

8. EEITEMBEHBERTAE , 582 Save and run test (RELHITAEIE).

9. 7t Image matches for test lifecycle rules CAIFE£mBHRANMERFSE) T , BREN £ EH
BEXBEEXE,

10. EEUEERLRBIWE |, 55212 Apply as lifecycle policy (ER BEiBHIBE) REHREERA
BUAmBHBE. TERAEBERERE , TEHZZENMEBRE 24 MERIBH,

1. MEHEELERTRE , EUTUMR—HZEAREHBEHRA , BEY —HZER M
REBEEEAR.

£ Amazon ECR RN HEEZEN £ BHEBCE

ERAERERRIEY—ERA , FREANTFHRERGEY, BEVEWBHRAUR  SXENREGS
£ 24 NFRIBH,

(® Note

MRIEFEH Amazon ECR EEBTRIEEIIRFERGFEREE , 52 , £ EHBER Rl
BYZREENESPNREEEFRNEE. Hit , MRECHBRESINE , BUEEEEZESE
EEREENSERGNIREDELEGBHERK,

FORIRAF

BEME B ASBHFRAFEE | UREZRENEGBSFEIFAFMBENRGEEEFTASENER, M
TR | FHSBE Amazon ECR VA B BETEE,

B 4o BHIBER (AWS Management Console)

1. £ https://console.aws.amazon.com/ecr/repositories BIEX Amazon ECR £ &,
RO\ | BEREHP IS EEVEWBHBERNREEZ RS,

ESEERYD , KFEELEERENRTE.

EAEREFEEEVENREE  AREADETRXFEEEEMBHBER.,

LN
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ERAEER

5. ERTFELGEMEKREERYT , BEFEURA,
6. RENEWBHBERS @A TIIFEEN.

a.

f.

g.

7 Rule priority (RAIBEIERF) # , AR ABRIEFNRES. RABKIEFERELHEH
BERBANERIER

£ Rule description (3 Bl#iR) & |, & A &£ ariBHBUER A Al A iR,
SHERGAREE | FBHRIECER (BRAFTLY). BER (A, RERHEM,

MRESERGREZRECER (BAFLE), ¢ iEEERAF HEHEBEESEH
F()NREGEREE , WEREGBNBERHERTEE, flln , EENREEERA
prod, prodl, prod2 &% , BAREFEIEE prod* HAMEMGHITEE, ELEESZE
EE A ReREsAmEEEEENmE,

/A Important
BEFEHZUE4BEAFT (*), Bl ["*test*1*2*3", "test*1*2*3*"]
REMFTH , B ["test*1*2*3*4*5%6"] Al BTN,

MREERGRERIFCHR (AURLY) , AT BEENRLLEEREEREEREE , U
BB A B BERE AT B

ELHBERGFEZERHENREHEBUATHENREG , AREE—EE.

7. EEBESRST REVHMEMBHBERA

By 4 amBEHBE (AWS CLI)

1. HBEERVABENERNRTESRR.

2. EMEAHpolicy.json WAMEREAEMBHERNAR. NFEWBEHBREH

aws ecr describe-repositories

3
W
8

FAmazon ECR £ MR R &6, -
3. EEEEREEZRBLSZEEYNED BB JSON BRRET EMBHEE,

aws ecr put-lifecycle-policy \

--repository-name repository-name \
--lifecycle-policy-text file://policy.json

TORIRE
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Amazon ECR H Y 4 apiB Hi BUR €6 41

LU REREEN B R A6,

EEEEEHRRABTHFMENR , F2BAmazon ECR A mBHBEB Y., MEFHAEBIE SR
EHFEAAE R AWS CLI , 52 EﬂL £ iBHBE (AWS CLI).

EanBHBRE A

HREFHREELBB R , SAMAEMBEHRANART, ATREMBHBERN JSON FEHA,

"rules": [
{

"rulePriority": integer,

"description": "string",

"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternList": list<string>,
"tagPrefixList": list<string>,
"countType": "imageCountMoreThan"|"sinceImagePushed",
"countUnit": "string",
"countNumber": integer

iy
"action": {
"type": "expire"

ENER BT

LT EHIB R RN ERBRABREE , ABEES KU prod EREFENRE , £ prod*
ftagPatternList , Hvﬁﬁﬂvfaﬂﬂﬁiﬂiﬁ 14 RRGERABE,

"rules": [

"rulePriority": 1,
"description": "Expire images older than 14 days",
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"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14

},

"action": {
"type": "expire"

}

}
]
}

EREMRETR

LT EARRBRNEmBHBREE , MBRERRE —EARFTHREG , WiGHMATERGRAB

"description": "Keep only one untagged image, expire all others",

5,
{
"rules": [
{
"rulePriority": 1,
"selection": {
"tagStatus": "untagged",
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"
}
}
]
}

ENEZ EHRA

UTREASBHERTEASERUNES ., @ffFEREENEMTBNBRERRRARKR

#o

ERZIRGET
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#11 A

REEAS :

* Image A, Taglist: ["beta-1", "prod-1"], Pushed: 10 days ago
* Image B, Taglist: ['beta-2", "prod-2"], Pushed: 9 days ago
« Image C, Taglist: ["beta-3"], Pushed: 8 days ago

B HBRXE :
{
"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1

1,
"action": {
"type": "expire"
}
1,
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
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S aBHBRNBES R

« RA1 HHEFEHMR prod FEHRE. BERKENRERAHEFRL  EXRFRRBRIFEHN
BR&, BRiCBRE A BB

« RA 2 HHEFEHMR beta FMEHWRER, BERKENMRBFRBERER  ESREARAKRIFEH
B, RCIRE A BEIRG B RiBH. B2, REACHKRA 1 FF , MERE B EBH , AIERE
FRAFA 1 MR IR,

° l%:él:% . HR{%A Ei@gﬂo

ERHEN—EHIMEANREE , ERARMNEBRIEFEEELURPER.
REEARR :
* Image A, Taglist: ["beta-1", "prod-1"], Pushed: 10 days ago

* Image B, Taglist: ['beta-2", "prod-2"], Pushed: 9 days ago
« Image C, Taglist: ["beta-3"], Pushed: 8 days ago

B BEXF
{
"rules": [
{

"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
"rulePriority": 2,
"description": "Rule 2",
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"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1

1,
"action": {
"type": "expire"

}

Ao BHBERNBESR
- BRA1 RHEEHMR beta FMEHRE. BERKENRERHBERRL  EXRBFRRBRIFEN
BR&, IEEEMEZERGAUFZRE A EIRG B Bi1BH,

- RA2 RHEFEHM prod MEEHWRE. BHERSKENRERBERL  EXRAERRAKRITEN
R, EFEEIREGE , AAETARGERRA 158 , AT SRILHEBBRE,

- R BB AHEBECDIBHE,

EEE-RAPNSEARR

UTEHRAEE-RADRASEBREANENBYBCERE %, @flRFEREENERENBRE
BRI AR KR,

#11 A
EE-BRAKESEEEER K MEXETSMESIHNERER,
BEERAS

* Image A, Taglist: ["alpha-1"], Pushed: 12 days ago

* Image B, Taglist: ["beta-1"], Pushed: 11 days ago

« Image C, Taglist: ["alpha-2", "beta-2"], Pushed: 10 days ago
* Image D, Taglist: ["alpha-3"], Pushed: 4 days ago

» Image E, Taglist: ["beta-3"], Pushed: 3 days ago

* Image F, Taglist: ["alpha-4", "beta-4"], Pushed: 2 days ago
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Amazon ECR
{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
1,
"action": {
"type": "expire"
}
}
]
}

S BBRNBEER

« BRA1HESHEBM alpha M beta BEBHMRG, BEME CEHF, BELFERBARIRBR

B, ERH& C,
® ﬁ% . Hy&@ C Ei@/ﬁsﬂo
#Hl - B
T EHIRAIFEEBNER,
RAEMAS

* Image A, Taglist: ["alpha-1", "beta-1", "gamma-1"], Pushed: 10 days ago

» Image B, Taglist: ["alpha-2", "beta-2"], Pushed: 9 days ago

* Image C, Taglist: ["alpha-3", "beta-3", "gamma-2"], Pushed: 8 days ago

"rules": [

{

"rulePriority": 1,

ERZE—RBP NS ERE
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"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1

I
"action": {
"type": "expire"

}

}

EEHBRNBESR

- RAl1RHEHEHEFM alpha M beta REBHMREK, BIMEREG, BEREENRERBEL , B
IRBERRGROTENRE. FCRE AR B ABH.

+ RER BUR AR B EEBH,
ERiEFT R IR &
AT ERBSREAHRBLATEFREENBRG, BORTFERIEENEDANHRRERRER

iR o

i1 A
THERERIFERANBE2EGBYRES: , BREARE— ARG S LM EREGSRAB
i,

REEXAS

» Image A, Taglist: ["alpha-1"], Pushed: 4 days ago
» Image B, Taglist: ["beta-1"], Pushed: 3 days ago
* Image C, Taglist: [], Pushed: 2 days ago

« Image D, Taglist: ["alpha-2"], Pushed: 1 day ago

"rules": [
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{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}

S aBBRNBES R

- RA1RHFAIERG. SFIMRE A, B, CED, BRTHEFREN , BEAMERGRABH, BT
& A, B, C RiBH,

- BR BREA BHECEHEBH.

il : B
UT#EHRBPEEE—RAUPESMERIEENEGBIHBER,
REWAS -

* Image A, Taglist: ["alpha-", "beta-1", "-1"], Pushed: 4 days ago
* Image B, Taglist: [], Pushed: 3 days ago

* Image C, Taglist: ["alpha-2"], Pushed: 2 days ago

» Image D, Taglist: ["git hash"], Pushed: 1 day ago

Image E, Taglist: [], Pushed: 1 day ago

"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
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ERAEER

"tagStatus": "tagged",
"tagPatternList": ["alpha"],
"countType": "imageCountMoreThan",
"countNumber": 1

},
"action": {
"type": "expire"
}
},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 1
.
"action": {
"type": "expire"
}
.
{
"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}

LB BRNBESR

« BA1 HHEFEEM alpha REWREG. RHRE A BRE C. BRESZFIMEAFHMRILHIA

i, RERE A BB,

« BRI 2 HEARFEHRE, RHRE B HRRKR E, BRCAMBER - RWREABH, RERE B

AIBH,

EREFT A RIR
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- RAI3HKEMBEREG, HEME A, B, C. DEHE, ERESFHRGLEHEHMEL LB, EZ
HEERMB A B, CHE, RARURSHELIEFARRKLEEM. FiLE& D BB,

- ER BB A BEDEZBEH,

Amazon ECR Ay & fpiB A BR B4
AmBREEGLUTHE,

EEEEEDBEHBENES |, 52 MAmazon ECR F A MBI BEES, MEFEHEY £ 6B
RAIMIER AWS CLI , F2REZ £ B H B (AWS CLI).

HAIE STIEF

rulePriority

BHH . BY
PVE 2
HEEANRAZIER , #FEEIGESE. BEEFLIANEMBHRRRAUGEER, T
—BEEXIEF2RNKRAE , KkitEH, ERMERADNEMBRBER  KLEEEE—W
rulePriority B, EFSEERBTPERAEFES. #E any B tagStatus BEXLEE
rulePriority WESEHEZETENE,

iR

description
HA . FH
BE B’

(ER) AL WBBBERTHNRIAR,

BEHIiRRE

tagStatus

| e
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PVE .2

AELHEBHEMBEHRBERANREARBRIEEEE, WEFEIFEA tagged, untagged, =
any. H&IEE any , TERGHE R UELITTM, WREETE tagged , BEEB L EETE
tagPrefixList B, MBREIEE untagged , BELZLBEM tagPrefixlisto

EREXFE
tagPatternList
A . list[string]
MIE B, IR tagStatus FRABFELERIEE tagPrefixList

AOERNMRGEYEMBERBERE , REMEREH tagPatternLlst RIEEFAFT=IBHAMNE

o BMAARELINER S RNMGESRENEE HA g8 BAF R (*) , UELREBLEME
HBURHITEME, HIn , HEENBRIKER A prod, prodl, prod2 &% |, B e EFEHEBREN
JBE prod* RIEEMEEE. FLEECLZHEER , RSRESEMEEEEBNBE,

/A Important
BEFERZUE 4 EEAFRT (*), flH0 ["*test*1*2*3", "test*1*2*3*"] 2H
WFEH B ["test*1*2*3*4*5%6" ] HIREN,

ERFEREE
tagPrefixList
A : list[string]
WHIE 2, MR tagStatus FRADEFL B KRIEE tagPatternList

EERIEE "tagStatus": "tagged" HARIEE tagPatternList BfEH. BHXAEEMN
ERSBHNBRGERIMEE , AUERAEmBERBERRENEE, flin , EERNRGHEERA
prod, prodl, prod2 Ht¥E# K EAEEECXAERIR prod RIEEFTEMREG. ERIBES
BEER K RYRESEMEREEERNRE,
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stevem

countType

BEFHERUERIIMSK,
# countType %% imageCountMoreThan , 38 E countNumber RE I REFER
BB EEFHNREGHERSIZHA, & countType 584 sincelmagePushed , B iEE
countUnit 8 countNumber RigEFE NG f 17 E A BRIRBF R PR 1
ATREN
countUnit
B|A . FH
HE 2, EBR countType FEH sinceImagePushed H1ER
BRT RERKEM days J\ , FBIEE countNumber BTN 2R/EH BB E L
RH%E countType A& sinceImagePushed BF#TIERE ; BT countType AHMERIEER
HEN , FREHR,
Count (8T %)
countNumber
A BY
MR =
EEFERR, JTEINEAEEH (0 TREZE).

MRFEMAE countType B imageCountMoreThan , FEEBEFERLEERBRBEFEP W HRAM
GBEHE, MEMAM countType B sinceImagePushed , BEEEREELERZAREEHN
ARG 1E B LR
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Amazon ECR EREER

BEF

type
H|A . FEH
ME - 2

BEE-EDFERE, XENER expire,
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Amazon ECR EREER

Amazon Elastic Container Registry B & £ 1

EL2 AWS BRENELER. R AWS BF |, BAEERPONBEBREBTERE AR BEAR
EHZEMRHRMNEBNERMITE,

ZE£R AWS B BHREEBENSE, AESEERE SHERAERNZENERANET S !

- BElRNEEME — AWS EEREE AWS ElmF T AWS RBHNEREE, AWS EAERHETU
ZEERANRE, £ AWS &R EF  E=ZFRZEEEMAALRIRMANZ LI, BETH
BRAM Amazon ECR &8l FSRERTEEEANNAWS .

- BiRPHNLEM — ENETEURREERN AWS ¥, SHXBEHEGERAE  TIEERNHE
ZiE, BRFANERNMBRERENZER,

AXHEBMRET HNAEEA Amazon ECR RERAHAREMEER, T 5 EEER A MNA#E Amazon
ECRREANELNZLREHRER. BHEBINMAEAEMT AWS 17 B IREEZ MRE Amazon
ECR &R R,

&

« Amazon Elastic Container Registry #J Identity and Access Management

« Amazon ECR HF K ERHRE

« Amazon Elastic Container Registry Y& 15 5 5%

« Amazon Elastic Container Registry FER R EZ £ M

R REREEREA

Amazon Elastic Container Registry &Y Identity and Access
Management

AWS Identity and Access Management (IAM) Al i#Bh EE B Z £ e s AWS EREFEE. AWS R
IAM EE S A S HRE (EBA) NRE (EEFFA) REEA Amazon ECR Eiff. IAM 2EFALUERA
B AWS fR%E , |BERACE,

FiE

.

- FRASSBRE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

Amazon ECR RS
- EFABRKEEFIE

« Amazon Elastic Container Registry Z1aJE2 IAM $& &t {8 F

+ Amazon Elastic Container Registry & % B B #Y €451

- ERAERIFEUES

« AWS Amazon MR REMRNZTEREX

- {8 Amazon ECR WIRIERZ AR

+ $¥ Amazon Elastic Container Registry Identity and Access # 1T ER

c/kes

&5 AWS Identity and Access Management (IAM) 975 & R &% Amazon ECR HF#I{TH T/EM
B E,

FRIEERE — MREFEA Amazon ECR #11TEHK , FNEESSRALRMETENERENGT. K
EBRTHTEEMFEAN Amazon ECR IEERER S | B RESZFEHENNGAT. THERFFIH
EEAAAHEOEESREREBNTT. MREEELFE Amazon ECR HHITHEE , B3 &Y
Amazon Elastic Container Registry Identity and Access #1THE 2 B .

REEEES - EERELTAEEE Amazon ECR BR , BEZ A% Amazon ECR KT EFZEUER,
IR TS R Y B AR A5 f5E F & FE1ZEXHY Amazon ECR WEEME IR, #F | B4 EKEREZBEN 1AM
EEE K REFLREFERAENGT. RELEELNER , TH IAMHNELRES, ZEEE-STH
B /AR A EL Amazon ECR £/ IAM B9 A= , 552 Amazon Elastic Container Registry Z1{AE2 |IAM
BEEM.

IAM EEE - MMRER IAM BEEE  BEEREZ2ENMRRSHELLEE Amazon ECR FHUER FH4
B, BEEMRBEATLUE IAM FEAM Amazon ECR B9 B BEEH| , 5528 Amazon Elastic
Container Registry & 2 B BUERRI £,

5 & 2 B

BBERBAWS FASSRBZANAR. BLAL IAM EHES D HME IAM BEETHE (BA
AWS), AWS IRERERE

B LAMERZEIR AWS 28R RIRIBHNEER , MBS 52BN S 2 E A, AWS IAM Identity
Center (IAM 250 EHE, EATNE—BEAGSRE , UREH Google = Facebook & A& ¥
HEWEELRBNES, ELUBEEDEAE  CHNEEELNCREER IAM AGNEBES T2,
EEME AWS AERFEHE , CEBRERTAR.
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Amazon ECR EREER

BRIBENFEREER | & LL% A AWS Management Console 5, AWS ZERA O#L, MEFEZEA
HEFEE AWS |, FF2B (AWS A FHIEE) AWS RE B H & A BN,

WMRE AWS UEXERFTHNEE , 5 AWS RHEERAZEMN (SDK) MaswFH @ (CLI) , AERE
WRBUMNMBRFREBER, NELFTFHAWS TE | BIXNEBTEREBER, NEFHEZN S8
THERBFERWFMEN , F28 IAM FHEREBEHRHNEE AWS AP| 553K,

EREERAMNES P RESE B EERHENANZTESHENRA, I, AWS BEEREHEAZEE
FERE (MFA) REMEFN LM, WEFEZEN , 5208 AWS IAM Identity Center £ & 1ER+
MWZEEERIN IAM EABIEEFNE AWSHERASEEZRK (MFA),

AWS IREF RERE

BB AWS tRFE , BER—EEASDIHE , X80 TTBEEFIXIRFFHMEER AWS R
MER, LB DS AWS IRF root EAE , ANEBEAERARELIRFHNE FEABUHENBRTEA
REHW, BARBETEUREAERZEAEER. RELHREAERE , WEHARHTARAR
ERAERITHER. NUFELEBNTREE , THRFEURERAEZANGEY , F2680 (AM EAEF
EE) FHEEREAERENER.

IAM {3 & F B4

IAM EFEREABNS S , B AWS 1RF BE-ASSHEARANBIENT, ERESTEKET
BEE A MARBEAEURHIBRE PINBRBANEFMEER) B9 IAM EHE, ERORBEEARMITE
BARMBEN IAMEAE  ERChNENISR, WEESER , F2H AV EAEEETNAS
ERMBENERARJIENBIREFMEER,

IAM ZHER—EIEE IAM ERAEEENE S, BEEUBESDEE, EUUERARER-RAZS
BEAEEENT, HEATREREAEREAEFTNEFEEERRS, flU , BAHEE—EEA
IAMAdmins BYEHE , Iie FREFAEE IAM BIRHFFA,

ERERAGTEH, FRERGRE-ASHEAEXRIRE K BACGHNENREHEARZEENA
BNE. EREHAKANKRYER K EBACERHERERE. NFE-—STH A F2H IAMERE
ERPNEY IAM EAE (MEFE) VR,

IAM A&

IAM A& AWS IRF ANEERETINE D, BELIAM EAE , EFEBFEN ASHEEE,
OB AE | EPEEEE IAM A€, AWS Management Console &0 LUEIBFEAY AWS CLI 5
AWS API fE¥ESRFEA BT URL RIBEAE, NEEAACHNSEESHEENR , F28 IAMEAE
EEPNEA IAM A,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html

Amazon ECR EREER

EAERBEN IAM BBETIERAPIEEER

- BIEBOEREFN - EEQBME RSN , FEUARG , YARBRERT. EMEE S
TEIRIER  XE/SHACGEURY IBRTHACERNTT. WEERBHSACHNMERE
A, F2EIAM EAEEETNAE=FSoREERVAR, WREFEA IAM Identity Center ,
RIEEREAATR. REHSGIBRIBERAUFEIMHASR |, IAM Identity Center 43T A5 EE IAM 1Y
AR, NEEEFUENENR , F2E AWS IAM Identity Center EFAE BT &,

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE KW EERRA TR,

- BIRFFEIE - B LUER IAM A® , RAFFERFAHNEA (GENEFEA) FRERFHHNE
R AERRTEIRFFRENEESN, B2 , HRELEKK AWS IRF |, S0 UK E M
NER(MTIRERAACEANRE ), FETHEBIRFEFIEACNEREABKENEZR , F2HR
IAM EAEERFHN AM AEEERELNBRNEZR,

- BREHE — BL AWS BRI FRAHEAM AWS RIEThEE. fl , EERERKPETHUE | ZRKE
BEEEE Amazon EC2 H#{TEAR XK 4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATWUERNTA. FARKACIEARKEEZAGKRIAITIIEE,

- MEEMITERER (FAS) — E&MER IAM FRESAGEFHTEER AWS , EERELE
B, ERELERKE K SURENTEEDE , EMETRARBHAB S — @S, FAS S
ERWUAER AWS R , WHESER AWS R B THEBREZHER, AFERBUIIFTER
H AWS BR#% B REB S ETRINFERE , I E8H FAS R, BHEBERT , ELAERHT
EMERERNFTR, MFRE FAS BRENBERFRER , F20 (BREFWMITERE) .

- AR - RESERRBEEIN AM £€ , TRREMTBHE. IAM EES TR IAM RE
M. BURNMREREAR, NMFESEF , F2H IAM EREERTNELAGURIRFT A
AWS BR#5.

- BREREAE — REERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEERIELENT , AWSIRF BEBRBRBEFAE. IAM EESTLUMER | BFaemEREE
EAERE,

* 7 Amazon EC2 E#THEREN — ErILUER IAM B EREEE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API FE RV IRIF B A E R, ERTE EC2 HTERAREFFIERNR
HHHX. BEKAWS BEERE EC2 HTERYREGHMEEARN , FEEREHTHER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LATHEXNSETRE
H, MEEZEA , F2EH IAM EREEETNFA IAM B EREFFF A4S Amazon EC2 #H1TE
BT ERAER.

EETHRREMEH IAM AR IAM E/RE , F2R IAM ERAEEETRNEYL IAM A6 (MIFEA
&) R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role

Amazon ECR EREER

ERABREEFHE

AT LUE AWS BERBINWAEMMINE AWS 28RS ERREZFFHER. RAIZ—EWH
AWS | ERFHEAINEFEBEB N K SEREER. AWS EXZHE (FAE. root FHERAE
TERE) REERE , FMMEHELRE, BRPHFTRERBATIIERFER. XZHFEAE AWS
LA JSON XX EFES. WFE JSON IR A EBNABTHNEZSHBERN , F28 IAM FRE
FEEFH JSON BURHLE,

EEEWLUER AWS JSON BERRIFEEH T AFIBLERNS., WHMER , WEERETBEERET TR
YA BEERANITHES/E.

HERERT , ERENACREHNT. EERTEAEHEMFZERANTRENT , IAM EEET
LB IAM B3R, A%, EEETUE IAM BERMEEAE  FAEERBTELAE.

IAM BURERZXBEMFTA , B AERMEL ERHMITRE. W0, BRFBEF—EAFF
iam:GetRole BIEMV B . EBZERBIKEAE A LLHE AWS Management Console AWS CLI, %
AWS API 8 ABE M.

ER N

o BBRERAMME S5 (Fla0 IAM £/ &, EREFANAR) B JSON FFaBRN A, BL
BERAEH S EMERG TREBEERATHEDFE, B2 THUNMELS2REBR , F2H
IAM A ERErRFAVEIL IAM BUR,

BOBEBRATE-SOERARBRIAZERR, ARBREEZARINE—FHE, FEIAE, 2
B RIE R B IR | BRI LUSE M INEIER AWS 1RF. SEBRSE AWS ZEBRNEFERE
HREE, BETHRNAEZREIRRARBKREER , F2H IAM FREERPHEZEBRERNAR
E&%Faﬁig;go

EREBE

ERABRZEETERN JSON BRX . EREBRNEEREFIZ IAM ABEFEBEN
Amazon S3 EEIFBBR., EXEEREBRNEREHES , REEEETUFERACAREHEISEER
WEFEER. HRMNBEENER , BREERIEEN TR IUEZERATHNEEUAREMERLE
THTHEE, EXLAEEREBRPEEEE, T2RETLGEIRSE, £A%. A6, AEERE
Ho AWS R

ERBEBRRVAZBRBEFHARBE, SEEZENEFRSERNBERPER IAM B AWS ZER
Ho
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

Amazon ECR EREER

HtBREH

AWS X EHMBFAERNFEAEE, EERREETRERE RRREER FENKAFFT,

. HTRR-FURER—EERYE  TRERES S DREEET AV B (AV ERERAS)
WBAHT, GTUARBREATRE, FELOHTEREBN S DREALHTRRNR
#%. @i Principal MR HEEAERACNERLREATEIHHTRBRS, FHEER
EPNARESHLERUAT. NEFTRENESHANER , FSH AM SR EEEFH AM
EMHTHE.

- FRIGIEHIKEE (SCP ) — SCP 2 JSON KB , ARIEERAMBMEMBMEN (OU ) HERKER.
AWS Organizations AWS Organizations @ —EAR D HAMEF EBR R ERE AWS IRF BN Z@E
R, BEMAEBTHMEINGE , SR REIEHBE (SCP) ERRIEARAAERS. SCP R
FIKBIIRFHERNWER , IFEEE AWS IRFRFERAERS . WHEEABT SCPWEZHBENR ,
#22 @ AWS Organizations £ A& B K SCP EES R,

- TEREERBEE - THEEBRBERR —BEREE , STl EEBREEANAREVACRBEER
ENETRITERERE  FASHEE. MELETERBRNFTEEREAERACN SIS EBENTHE
FERBERIRE, FFARAURBEREBK. MAEEEBRTHHREEHNSERA AN, NFE
ZEH , F2EH IAM R E R T TERERBUR,

ZRBRER

HEZERRERERIFRE  HERTEANAUEEREMR. EMHBELIER, BETHENFAEIRZHE
BUERBEE AWS BERBAER , 2R (AM £REER) PHBERIHMEEE.

Amazon Elastic Container Registry ZN{a/E2 |AM #& &t £ F

EEER IAM EIE¥ Amazon ECR WEEVE 2 B , & FESZBEAZHRLE |AM ThEE R LLEE Amazon ECR #&
EER. EERABRME Amazon ECR MHE M AWS [RIEMMER IAM HEEER , F2H AM £RERE
MR IAM EEFEABAWS R

*rE

« Amazon ECR B9 BB E

« Amazon ECR &iRE B E

« LA Amazon ECR ERAEB T

« Amazon ECR IAM & &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon ECR EREER

Amazon ECR &9 BB %K

A IAM BPRESR , SUUEEAHRIEENEENER , UREMNERGT AFRIEEH
fE, Amazon ECR XEHSEEE., BRIEHRSIR, EE T ML JSON BERFFEANFIETE ,
E2E IAM EREEEDRH JSON BER tESE,

B

EESWLER AWS JSON BURRIEEH T AFIBLERE. UHRER , WEEBETERMET AN
B BEIRAITHLER 1,

JSON BURH Action JTEBRE T AR RAFFHIEBBR P IR EMF, RRAUBFEFLREBEY
AWS API EREBMHREIN AT, B—EHI5GRR |, FlaL BHAERFE APHRENERFFIEMF, e —
EEXFERRPNZEERE, ELENNBERSBREE.

BREEABERR THITHBEBB LT,

Amazon ECR AR BESGEBEZRIEATIFE  ecr:, Hln , ZERFEAMEA Amazon
ECR CreateRepository API 43 Amazon ECR #EENT , FEHEBERSMA
ecr:CreateRepository EifF, BIRFRANHSEDE Action 5 NotAction jt&. Amazon ECR
SEZHCH —EEE , BB BT LER RS H TR,

FEEE-RAXHEEZHEEE , FRERSRE , TR :
"Action": [

"ecr:actionl",
"ecr:action2"

BHAILEREBRET () RIEESEEE, N , BEREMER Describe XFHAEENE
ESLLTEME -

30
@

"Action": "ecr:Describe*"

ZEEFH Amazon ECR BIEMIBE | 5520 (IAM ERAEEE) FH Amazon Elastic Container
Registry BV EIE, EREEGZESIE,

&R

EEEWLER AWS JSON BERRIEEH AT AFIMLERS., tWHIHR , WHMEEREMEHRGT T
YA BEERITHEEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html

Amazon ECR EREER

Resource JSON R tEZ IS EEEAHENYH. MIRRX L EEE Resource = NotResource
TtHE, REEXKEFEAH Amazon Resource Name (ARN) RIEEER, B H T ERSEERER
M EME (BAERBRFTT) REEM,

HRAXEERERFTFAINEE (PIFHRE) , FEABRAFER () RRTEEXERARABEER.

"Resource": "*"

Amazon ECR @#EEERELT ARN :

arn:${Partition}:ecr:${Region}:${Account}:repository/${Repository-name}

IME ARN XMW EHAET , 5520 Amazon ERE T (ARN) M AWS RIS & =™,

Bl , BEEERERRXHPIEE us-east-1 EIFK my-repo fEFE , FEMA TS ARN :
"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"
CEREEBREERFNAMEREE , FEABRAF T ()
"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/*"
HFEEE—RAXPEEZEHER , FEMRERI B ARN,

"Resource": [
"resourcel",
"resource22"

EEEE Amazon ECR ERERI K H ARN HEE |, 28 (IAM £AEIERE) HH Amazon Elastic
Container Registry ERHER. BE 7 RETUEAMEBEEESEERN ARN , 5528 Amazon
Elastic Container Registry & 2 B 1E,

RiFRE|

EEE A LAER AWS JSON BIRRIEEH AT UERBEANR, thpiEmHR , WIE = E MRS T AU
B BEERAITHLER 1,

Condition jt# (8 Condition Ei#R) AIEBRIEEERAX LR R, Condition TERERAE
B, BUUBRNFEAREEE FHREEER BINERFDR) , REWBEPWEFENBERPHE,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

Amazon ECR EREER

BEERRXFIEEZME Condition THE , WEHEE — Condition TEFIEESMEREIE , AWS
EEREE AND BRI A, WRERE—RURCIBEESEE , FEMABBORESER AWS 7
hiktr. BAFEMBHRG , TEREREXNFFT,

T EEERFBEAEELESH, flW, "‘—IJ«X IEFEAEERAE IAM £RESBELK
HENERNFARTXIAM ERE. IFESEF , F2H AM £RAEEREHHN IAM BETE £
BHER.

AWS X E&EFRGSRANBHBERMH SR, BEEFME AWS 2EKF4 SR, F2EH (AM £
EEmE) PHAWS £EERERE SR,

Amazon ECR EE&REHCH —HERHREIR , tXEFEH - LLBRARIB. BEEEME AWS
SERG SR B2 IAM EREEETHAWS £ERGABTER.

KEBS Amazon ECR B9 8 aws:ResourceTag #l ecr:ResourceTag #3518, WFEFHM
&, F2H EAEREFERS,

EEEE Amazon ECR B4R 5BWEE , 528 (IAM EAEEE) F/ Amazon Elastic
Container Registry EZMW R FRSI#, FETHRETURRMLEBHENERERRERSIE
Amazon Elastic Container Registry & &I E11E.

Y
W
B

g4

£ EMIE Amazon ECR B9 B BRI &I |, 552B] Amazon Elastic Container Registry & 2 B BEH
g,

Amazon ECR ERH %K

BRIBORZE JSON B XM , EENMHEREERENEZFTEATE Amazon ECR ERAREEZKIIF
BTEHITHLES)/E, Amazon ECR X 12 Amazon ECR R EMEREFABER. EREBEKAREMK
EREERAFIEFRHMIES, B UEREREBERR AT AWS IR#EEFE Amazon ECR f#1z
E,

HEMABIRFEN , fUlEEEHMIRFANAAEIIRSSN IAMER  FREREBERNETA,
MEBRFEIREEREBCR , ARBAUFEBRN —¥, EXSHENERURTE AWS tRiEF
i, G4 EARBIZEEBRFHNERNER. S8R EBREZIERRRTHT. T8,
REREBREAMERFANEZEIARTER , EERTEFEZFNNS D BEBKR, MEFMEA , F
28 (AM EAEERE) 91 IAM AeEEREBREMER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonelasticcontainerregistry.html#amazonelasticcontainerregistry-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

Amazon ECR EREER

Amazon ECR RBEXE - EBRARTERRcERENK K BCERIRETE, LEXSERHL
ZFEAER (kF. £AE. AGTBSSIERE) IEXREFELITEE, BETHRNMTKER
BHFREEDRTFE , 268 Amazon ECR FHNAEREFEEX.

@ Note
£ Amazon ECR 1Z28BUER S , IR TE Sid X8 IAM BERF A ENMH INF T AREEE,

g4

= ZMm18 Amazon ECR EREHEMNEH| , 552K Amazon ECR FHFAE R EFEBEEH,

LA Amazon ECR ERAEBETHE

BRI RBEREE Amazon ECR R , IR ERRPEFEREEE Amazon ECR., HERBERIZ
Hl1FHE , 3B/ ecr:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys
R K5I8 EBRERNGFRELESD , RUEEBREH. MFERC Amazon ECR ERNFMEN , F2H
£ Amazon ECR HZE B ERE.

EERA G EBERES , URBZEFRLVEBRRHFNER , F2H £AEREFIRH,

Amazon ECR IAM &6
IAM BERE AWS IREFHEERERTHER,
i A R EEE Amazon ECR

B ERERSEATREE. BEIAM AR  E2REBIIRFAR, BALUEBF
I} AssumeRoleEGetFederationtE B Z AWS STS APl E¥ R SRIELZL2EAEER,

Amazon ECR X EF A BRIFEE,
R EEEE

REEE A AR AWS BEFRAMBREFNER , MRETHEBE, BBERSCSRRELN
IAM BRFr | SWHRZBRBEFIER. IAM EEETUEER  EFREERKTESSCNT,

Amazon ECR X BB EZEAR, MEFHMENR , F2H F£H Amazon ECR BWIRIGERZ A€,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon ECR EREER

Amazon Elastic Container Registry & % F BUR 9 5451

BIBTER , FAENAGTERBEISEH Amazon ECR ERMNF T, bfithEEFER AWS
Management Console, AWS Command Line Interface (AWS CLI) 2 AWS API R#{TTE, EERF
FHEAEHEMEERBTEENGT , IAM EESTUEY IAM B, A%, EEETUE IAM B
RWEBEAG , CREFRETELAG,

BEETROAIEAELEF JSON BERX MY IAM 5o RBR |, F28 (AM FEAEER) PHE
3 IAM BUR

W& Amazon ECR FTERZ BMENERERNFMEN , SESEEREEMN ARN &3 |
B (IRFEIZESE) FM Amazon Elastic Container Registry BV E){E, &R AEH RS &,

3
¥

EETHMMERELEHS JSON BEEXHET IAM 55 REE , FSH IAM EAEERTHE
JSON R5|E® LBV HE,

£}

- BRBEE

 {#f Amazon ECR 24

- AAERAEREBCHET

« 7ZEX—18 Amazon ECR &

BERREER

55 MRS UE IS PHWRBAARRT TSR, FRKMIB Amazon ECR B, BLBAETL
ERANAWS IEFELEA. ELRYREBIHDRER B TIENREREE

- FREER AWS SERASELOREERER — " ERAREEAENTHERENER  FEAT
REFZERERARGIERHVAWS XEBFRA, EMATRAEEN AWS IRF. EBEEBERBE
RIEERARFIN AWS EFEERER , E—SREEHAER, NFEEZEHA , F26H IAM ERHERE
PR AWS RERRSEBBAENAWS ZEBK.

- ERREFFAIRT - 5RE IAM BERNFAR  FERTHTEXRMENER. KERLEN , &9
LESERERG T TUEREERRINEE  SELBARKKRRITT. WFEEA IAM ERAFFT
MEZHEER , F2H8 IAM EREERETH IAM FHBERAFF A,

- A IAM BERH R E— S IREIFEE - B SUSR4EEBER |, SIREBENERNFE,
Blan | U LRBBORRM | BEL AL SSL EEMBRER, &t 7] LUE M R4 R REH R B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/ecr.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

Amazon ECR EREER

EMZEVE (INIBIBISE) FEAIELEE AWS IRF , I AWS CloudFormation, MIEEZE , 75
28 1AM EAEREREPH IAM JSON BUERTTE : 4.

- M IAM Access Analyzer B& 3 IAM BUR |, BERFT AT 24 B 7 IE EiE4E - IAM Access Analyzer B
BHBERMBBEBEE |, RERELBERER IAM BUERFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer RHE 100 ZHEBERERVBATHES  THHEEEXLEEANEBR, NEESE

E2E IAM EAEEEPH IAM Access Analyzer BURERE

. %E%li%ﬁ%ﬁ% (MFA) — IR ENRPIFE IAM ERAERREAE AWS IRF , FHE MFA
DESENANZ LM, BEEEFU AP EXEKFER MFA | 58 MFA (R EZEENBER. NFE
%ﬁnﬂ - 2 28 IAM R EIERPHEEE MFA 1%%5’] API| ZHL,

WE IAM FREEXNEBENR , F20E IAMEFRAEERETN IAM 22 5&EEK,

£/ Amazon ECR & &

% ZE 77 H Amazon Elastic Container Registry £ & , BN AREREARN —HFFT, ELFIMXAR
&5 H AR AWS tRFH Amazon ECR ERHFHEMN. MRELEV HHFERKEF AT ERIZH
BHEBE , AIBREGRBENER (FRAEIAR) ME , TRAMEEZWFARERF,

EEMRELEBMIAMEM Amazon ECR X124 |, 7
#AmazonEC2ContainerRegistryReadOnly AWS SEBERMEEER ., WEFMER ,
(AM EREEmRE) PHFEIEIERE.

3
0
&

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetlLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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Amazon ECR EREER

]I

"Resource": "*"

IETFEREH AWS CLI 5 AWS API TN ERE RFFRETEAER. Rz , RS/FAFFR
RHELERMITZ API BRIENBERAT,

TEAERE B SRR

LEflE REMMREEE |, oFF IAM EAERGH NI MERES SRR ZEBRER, WHRE
BEEXEE LHLURAREFTHRER AWS CLI 3 AWS API TR LB ER R,

il

7

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
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Amazon ECR

ERAEER

ZEl— {8 Amazon ECR f#1zE

IR | B ERE AWS tRF PR fERHEFEE S —1E Amazon ECR #f7&E. my-repo&th %
EAMFEAERE, BRI HRE,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListImagesInRepository",
"Effect":"Allow",
"Action":[
"ecr:ListImages"

1,

"Resource":"arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

"Sid":"GetAuthorizationToken",

"Effect":"Allow",

"Action":[
"ecr:GetAuthorizationToken"

1,

"Resource":"*"

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",

"ecr:DescribeRepositories",

"ecr:ListImages",

"ecr:DescribeImages",

"ecr:BatchGetImage",

"ecr:InitiatelayerUpload",

"ecr:UploadLayerPart",

"ecr:CompletelLayerUpload",

ecr:PutImage"

=1

o5

AN

BUR )
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Amazon ECR

ERAEER

]I

"Resource":"arn:aws:ecr:us-east-1:123456789012:repository/my-repo"

£ HERE FEUR S

Amazon ECR CreateRepository AP| Ei{fER[ B BRI REFERFIEEER. WEHMAENA ,

Amazon ECR HEZRAEEF/HE,

2
W

By

|Ft

EERCRAEERYNERRHTE , X EEREIERZEE (W ecr:CreateRepository) Ky
FEHFT. EEBREREILEEIEE , Amazon 8ét¥ ecr:CreateRepository EIEEITH IR
B, URREREEREIEBNTA,

IEELGER IAM BURREARREFEERG | $E6T,

UTHBRRAAFEAESREERILIIERL A key=environment, value=dev,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
},
{
"Sid": "AllowTagRepository",
"Effect": "Allow",
"Action": [
"ecr:TagResource"
1,
"Resource": "*",
"Condition": {
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"StringEquals": {
"aws:RequestTag/environment": "dev"

}

}

UTHRAHFEREFEMEREE , BRIFWIERA key=environment, value=prod,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ecr:*",
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "ecr:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"ecr:ResourceTag/environment": "prod"
}
}
}
]
}

AWS Amazon B RIFEMROZIEHER

FAWS EENKMEHRBUNEENE IR AWS, AWS ZEEN KB EERATSERERARS
RUER , UELETURBREERERIGERE, FEANAE,

FARCIE , AWS REENBRTRISREHNBECARIIREZEERER , RAELHERAHAR
AWS BF R, RMEBREERCRARFEBNEFEEEE , MEE-TRDFFA,

FEEEES AWS EEXBPERNER. R AWS B AWS SEEBFRAPERNVER , AILE
MeRERmERMNMEEEE (EAE, HFENAR®), AWS EXHBEIEH AWS BRI 1 AP
RETHRREBRKE KA TRER AWS ZEERE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

Amazon ECR EREER

WMFRFHMER , F2EH (AM EREERE) P AWS ZEBXR,

Amazon ECR = EZEBR , S ELBERKMIINE IAM B9 5 Amazon EC2 #i1TEE., &
Lt FEBE AFE Amazon ECR ERH AP RENFEMITTREIBMRMNES, MEELBERPARER
2% AP| 2ERVEEME R , 552/ Amazon Elastic Container Registry APl 2& /) Actions (Bh4).
FE

» AmazonEC2ContainerRegistryFullAccess

» AmazonEC2ContainerRegistryPowerUser

» AmazonEC2ContainerRegistryReadOnly
AWSECRPullThroughCache_ServiceRolePolicy

ECRReplicationServiceRolePolicy
Amazon ECR B #1 AWS ZEBXR

AmazonEC2ContainerRegistryFullAccess
& A# AmazonEC2ContainerRegistryFullAccess BUREREE IAM %,

FZUUEALZERREABRBEREEREILEHS IAM BERNWESR, il , BOUEBIEMAE
RAESACRMTLEESFIERNBER , LEEY Amazon ECR WM. #H Amazon ECR 4
wiEHBEINEE  EUNEREEFEERGN P ERERE, £anBRRAISHEHRES CloudTrail
=%, Amazon ECR EEE& , AWS CloudTrail Ft e Al S E#EE Amazon ECR XA HRETREN 4
B BREH, AmazonEC2ContainerRegistryFullAccess $& IAM R ZERERITHAN
cloudtrail:LookupEvents ¥,

AT A EFAEE A
BRI EUTHA :

« ecr - RFEFEATEZEEFTAE Amazon ECR APl
« cloudtrail— AEIFSHEEZEHH CloudTrail BN EEEHH " AWS CloudTrail R S,

AmazonEC2ContainerRegistryFullAccess BRI TR,

"Version": "2012-10-17",
"Statement": [
{
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Amazon ECR EREER

"Effect": "Allow",

"Action": [
"ecr:*",
"cloudtrail:LookupEvents"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"replication.ecr.amazonaws.com"
]
}
}
}

AmazonEC2ContainerRegistryPowerUser
&% AmazonEC2ContainerRegistryPowerUser BUKEEE IAM &%,

LHERRTFEENRT , A5 IAM EAERRNBEAREE , ERAAFEMRRRERTFEISEETR M
IR BUR SLHF

ATAIRFAEE A

HBREE LT -

« ecr - AFERABBRMNBEARETE , ARBEBREGBHEBR. ZERATERBETFHREEESZE
EREHADBHBERNFT.

AmazonEC2ContainerRegistryPowerUser BRI TR,

"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories",
"ecr:ListImages",
"ecr:DescribeImages"”,
"ecr:BatchGetImage",
"ecr:GetLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",
"ecr:PutImage"
1,

"Resource": "*"

AmazonEC2ContainerRegistryReadOnly
& A# AmazonEC2ContainerRegistryReadOnly BUREEE IAM B2

LB ZE M| Amazon ECR R T MBI, EQREMEESN Y HFEFEEMMGKIINE, CESEEH
Docker CLI # Amazon ECR 12HVBRIKHIEE 1,

ATARFAEEA
HBEREE LT :
« ecr - AFERARIREFERESE BN EmBHBER.

AmazonEC2ContainerRegistryReadOnly BRI T FiRo
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories”,
"ecr:ListImages",
"ecr:DescribeImages",
"ecr:BatchGetImage",
"ecr:GetlLifecyclePolicy",
"ecr:GetlLifecyclePolicyPreview",
"ecr:ListTagsForResource",
"ecr:DescribeImageScanFindings"

1,

"Resource": "*"

AWSECRPullThroughCache_ServiceRolePolicy

IR E RS AWSECRPUllThroughCache_ServiceRolePolicy 2% IAM BUREEE IAM B8, it
BRESEEZEREELZA® , 712 Amazon ECR ZFBRERE TERESMEGEHILDIGEE, MEH
B , EF2EE AARIURENA Amazon ECR lRIEEFE A,

ECRReplicationServiceRolePolicy

&L HE ECRReplicationServiceRolePolicy & IAM BUREEZE IAM B8, HBREEEE
REEZAE , MtAETAE Amazon ECR RREHTEIME, MEFMER , F2E F£H Amazon
ECR IR EZAE.

Amazon ECR BT AWS ZEBUEK

W5 BRI EEHHE LB FE LR , Amazon ECRAWS SEHRENEHFMAEE., IEEHRELER
SBENEEIEE |, 5578 Amazon ECR XHEF BB Em LN RSS HE,
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Amazon ECR

ERAEER

gE

AWSECRPUlIThroughC
ache_ServiceRolePolicy - &

MBRAEER

AWSECRPUullThroughC
ache_ServiceRolePolicy — #T

BR

ECR ReplicationService
RolePolicy — #TEUR

o8 5% EC2 ContainerRegistry
FullAccess — EFEIRBBUR

on 5% EC2 ContainerRegistry
ReadOnly — EFEIREBE

DU

Amazon ECR #4#7HY 5T o] #7318
F| AWSECRPullThroughC
ache_ServiceRolePo
licy B, EEFIAF
Amazon ECR #HHX Secrets
Manager MEZHNMEAR, &
EEARBREGR AR ER
FEW LB SR RS ER
PBEW,

Amazon ECR B #1851
Ko LEBUREARREVIRENThBE
#) AWSServiceRoleForE
CRPullThroughCache
PR 5 E 4 A 2 4H B B

Amazon ECR & 3718 #7
Ko LWBEREEEINEEMN

AWSServiceRoleForE
CRReplication MRIGEHE
y=h==y ]

Amazon ECR #5789 5 7 1€
F) AmazonEC2Container
RegistryFullAccess
BE, BEFAAHETAR
3 Amazon ECR BR#%E#E £
&,

Amazon ECR #% #7895 W #718
F| AmazonEC2Container
RegistryReadOnly X
K, AFEFAERE MBS
BE, JIHER  URERGR
BHNRHEEESE,

B

2023 11 A 15 H

202111 A 29 H

2020 12 A4 H

202012 A4 8

2019 12 A 10 H

AWS Amazon ECR S &H%
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Amazon ECR

ERAEER

gE

on 5% EC2 ContainerRegistry
PowerUser — B EIRBEER

ox 55i#% EC2 ContainerRegistry
FullAccess — B EIRABHER

op 5% EC2 ContainerRegistry
ReadOnly — B EIR B BEK

on 5% EC2 ContainerRegistry
PowerUser — BT EIRBBER

on 5% EC2 ContainerRegistry
ReadOnly — 3 BUR

DU

Amazon ECR #4HY 5T o] #7318
F| AmazonEC2Container
RegistryPowerUser
K. EMAFETATRNESD
BHIECR., FIHER , URE
R R HEEEEE,

Amazon ECR A BYFF 7] 718
F| AmazonEC2Container
RegistryFullAccess
BE, efiUEESHEEESH
M CloudTrail fiEXKY EEE 4
5 AWS CloudTrail Insights =&
#.

Amazon ECR #&#THIFF Al #7118
F| AmazonEC2Container
RegistryReadOnly X
K, MIAFETEAER
Amazon ECR B &,

Amazon ECR #% %79 55 Al #7318
F| AmazonEC2Container
RegistryPowerUser

BE, fAFFEFEAER
Amazon ECR B,

Amazon ECR B 1 #

K, BTFMEEF A Amazon
ECR, EXF3FEREE
H 5| i R 7 E R ARG H T RE
EfE2¥EE A Docker CLI &
Amazon ECR ZHUR &Y BE
Ho

B

2019 % 12 A 10 H

2017 £11 A 10 H

2016 £10 A 11 H

2016 £10 A 11 H

2015 12 A 21 H

AWS Amazon ECR S &H%
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33 HiR =p:
Tn B5i% EC2 ContainerRegistry Amazon ECR EFERFEE 2015% 12 A 21 H
PowerUser — 37 BUR FFATRATBUR |, ERE AU
REEETERMSA , BF
ALRBRFEFERSEREFE
ERANBUERXX .
T2 B5i% EC2 ContainerRegistry  Amazon ECR B ¥ 8 #H BUEK. 2015 12 A 21 H
FullAccess — FIER WEEZF Amazon ECR HI5E
BTFEHER,

Amazon ECR FREHE T Amazon ECR B#&E&#t AWS 2021 £ 6 A 24 H
TEHRNESE,

A Amazon ECR R EE AR

Amazon Elastic Container Registry (Amazon ECR) £/ AWS Identity and Access Management
(IAM) BR#$E4E A R HE AR S NIRIUREIBEFENT 7. REERLSCREREERE Amazon
ECR WV —E%% IAM ABEHE, RBELNAERH Amazon ECR BEER. HH a8 TXRER
ENAEHNT , IXELAEHENEZSNRENRIIIE, REBFENEESHRNRMN2E , RIS
RKREBDEIRBEZAER., MFEFMER , 528 Amazon ECR PG FEMREE.,

BFEFAGAREM Amazon ECR REERNREIRENBREEAER. ERRAEATE , &1
HFEFIEFIELERNRF . Amazon ECR ERHEBRBEFACNFT , RIFZHEER , TEJH"FJ
Amazon ECR AR EEAE®, EERNFF U SEEEBRMNFFTRK, FFBREZM MEHEE
i 1AM B8,

BREEEZEFCHESHIEIREE , TEfREENREEZ AR, ENHERETEENER
Amazon ECR $H¥HELL hBEFr ERMEF ],

BRIXEREEEACHEMRE , MEHBEN , FSEE IAM ZBEEENAWS R, ELERE
EE.L , 7 Service-linked role (R EFZ A L) MUPSIKEE Yes (B) WK, BEEFEREM Yes
(B) , AR ZRFENHEREEEA G,

3]
« Amazon ECR R ER A BN EREE
- AREEM Amazon ECR RIS EE A E
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon ECR EREER

- AREEVRENAEY Amazon ECR IRISERHE

Amazon ECR R EFACH I EESE

Amazon ECR B2t Amazon ECR lREM EFH A X EFEARKEZENAE, WFE Amazon ECR
EiF o] AERNFEEER , B2 (AWS EBiF8EmE) .

HAREEN Amazon ECR RIS EE AR

Amazon ECR A& AR ERZ A , AWSServiceRoleForECRReplicationi% £ £ 7] & Amazon
ECR BZEIRFEBME&,

Amazon ECR BRI EFEAEF T

Bk AWSServiceRoleForECRReplication B A BEEETIIREREEIZAR

« replication.ecr.amazonaws.com

AR ECRReplicationServiceRolePolicy A&FF A BIK 5T Amazon ECR BHERFERAUTE
£ :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository",
"ecr:ReplicateImage"
1,
"Resource": "*"
}
]
}
(® Note
ReplicateImage & Amazon ECR AREEBH RIS API , EEEEFW,
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https://docs.aws.amazon.com/general/latest/gr/rande.html

Amazon ECR EREER

BBRRERTA , IAM B (Pl , £RE, FEIAE) I TRY, REIMREBEEAR. NF
HAES  F2RE (AM EREER) PHRBEEA G,

#E#17 Amazon ECR IR EE B E

IETEEFEHEYT Amazon ECR lRISER AR, EEE AWS Management Console, 5 AWS API &
REREIEBRRER AWS CLI , Amazon ECR 2 A EBY R EEAE,

EIEMRLEREEEAR  2REERREY , B ERFHEAEEEFEFELAR®, EXRRTE
EHRENESRER , Amazon ECR 2B A ALEYRBELEAB®,

#m¥E Amazon ECR RIS EFE A E

Amazon ECR F 235 F Bh#m# AWSServiceRoleForECRReplication RIS ER AR, ABAEEESE
ERSSERKELAE A MULELIEBRUACGCAEBTEHER, AmMm , BoFH IAM RiFEAE
HiR, MEFHMENR , F2E (AM FAEER) PNERERSEEAC,

fB& Amazon ECR W R EE AR

EETHERATERBTEFACHINERRE  RAZBREMBRZXAR, UK, ERIBEREDHE
RRMEENREAER, T8 , SLAESERISPABREBFENERAR , TEFBHMERKREE
wmAt,

(® Note

WMREEFE Amazon ECR RBNEEAACKMERER , AIMEBREBETES AR, HiLE
NBE  BEFHOERIBRER.

E Bk Amazon ECR &R A AWSServiceRoleForECRReplication

1. 7 https://console.aws.amazon.com/ecr/ BiRX Amazon ECR £# &,
REHEY  BELEFAEARENEE,

HEEEEES |, BIZF Private registry (FAE Z#18).
EAEEHEEEL K RERHEEBERYT  BERE.
EEMBBRATEERRA  FEELBMR. HTREEES.

o K~ w0 b

£/ IAM FEIREREHEEAE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://console.aws.amazon.com/ecr/

Amazon ECR EREER

FH IAM £32= A5 AWS API il BRAWSServiceRoleForECRReplication iR i E#E A, AWS CLIZIE
FHHEF , F2E (AM EAEER) PORBREEEEAE,

ARERBRENA Amazon ECR RIS EHE AR

Amazon ECR & BRI EZL B E , AWSServiceRoleForECRPullThroughCacheZ A &% F
Amazon ECR RREHITEMENVER , UERREREURENEIF, MEREURENFHENR , F28 &
EisEMRE Amazon ECR #AEMXREL .

Amazon ECR BRI EFZE AT
BRAWSServiceRoleForECRPullThroughCache#E# A2 E T Ty RERIZAE,

* pullthroughcache.ecr.amazonaws.com

ATARFEER

It AWSECRPullThroughCache_ServiceRolePolicy & Al BUREE R RIGER
A, KEEBRET Amazon ECR #1T FHIEMERIFTAI. MEFMEN , F2H
AWSECRPullThroughCache_ServiceRolePolicy,

e ecr : AFF Amazon ECR RIS GHIX BB REE.

- secretsmanager:GetSecretValue— fFF Amazon ECR BRI #EENE AWS Secrets Manager
BHMEAS. EARRERAUREECAEZHETETS I REN LFSHERNRER  F
EEE, ZFFUEEARESR ecr-pullthroughcache/ EBFENWE,

# AWSECRPullThroughCache_ServiceRolePolicy BUEREE T %) JSON,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ECR",
"Effect": "Allow",
"Action": [

"ecr:GetAuthorizationToken",
"ecr:BatchChecklLayerAvailability",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayerPart",
"ecr:CompletelLayerUpload",

FEREXEZAR API| R 2015-09-21 162
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"ecr:PutImage"

1,

"Resource": "*"

"Sid": "SecretsManager",
"Effect": "Allow",
"Action": [

"secretsmanager:GetSecretValue"
1,
"Resource'": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

}

BMARERA , IAM B (Pl , £RE, FEI/E) I TERY, REIMREHEEAR. 0F
HAES , F2RE (AM EREER) PHRBEEA R,

I Amazon ECR W RIEEE A E

BAZERRIURINFEIE I Amazon ECR [REEZ AR, EHE AWS Management Console, %
AWS AP| 1 AFAE B4R 2 T IREUREUR AIEE AWS CLI , Amazon ECR € A BV RKEZEAE,

EEMRILBEEEAR  2REEBXREY , fULERFHEAEEBERFEFELAR, EEBER
BEREEZEITIRIVREURAIEF | Amazon ECR 8B X AR RKEEA/L (MREFELE).

#wm¥8 Amazon ECR IR EE AR

Amazon ECR F /2 55 F Bh#m#BAWSServiceRoleForECRPullThroughCache RIS EE A, EHATHE
ZEEEES2ERKERAR A FIUSELIERIACCRBFHER, Am , BUFEH IAM RiFE
AeiER, MEFHMER 6 F2E (AM FAEER) PNFEERKEEAEC,

fiER Amazon ECR WRISEfE AR

EETBEATERBESACHIIERRE , RAZRERHRZAC, - , ERRIEREDE
EREENRERAER, T8  S4AESEREH EMREFENRIUIRBIRA , = se FEMBRARTS
BEAR,
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Amazon ECR EREER

® Note

MREEHE Amazon ECR RBNEEAACKRMERER , MIMREBETESAK. BIE
NBE | FEFHTEREIBRER.

= EMIBREH AWSServiceRoleForECRPullThroughCache BR#§:E# & & FF A K Amazon ECR &R

£ https://console.aws.amazon.com/ecr/ BERL Amazon ECR &,
REBIBREFEECEVRIIREBUR AN ESE,

EEEEKSF |, BIE Private registry (FAE Z#18).
EAEERHEEEL , AMERREVERERY |, BERE.
SHHEREYNSERIUREURE A , FERURAI , ARZERERRA

o kb w0 Dhd =

£/ IAM FEIRREHEEAE

R IAM £ &5 AWS API il BRAWSServiceRoleForECRPullThroughCache R EE A E, AWS
CLIMMZFHMEN , F28 (AM FAEER) PORBREEEZHE,

£+¥t Amazon Elastic Container Registry Identity and Access 1T [ER
SEERAUTEARGEIEZE RIS ERSH Amazon ECR # IAM A REEZIMNE R REE,

F &

- RAERE , 157 Amazon ECR F#I{TEIE

o REEFEHIT iam ; PassRole
o REAFERIUNAN AT AWS IRFE BFEH Amazon ECR ER

KAEEE , 71587 Amazon ECR F#11TEIE
MREBWRERS  FHERERESTEHE , EHOBERSLEER , R EHTEHE,

THIgEHlEERE Emateojackson IAM FHEERFERAEZRARE —BEE ny-example-widget
ERNFFMEENR , BAVEER ecr:GetWidget FFAlRFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ecr:GetlWidget on resource: my-example-widget

REDE API fRZ 2015-09-21 164


https://console.aws.amazon.com/ecr/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon ECR EREER

FEHBERT , HAEEH mateojackson FHENEE , AFFEA ecr:GetWidget BYEFE my -
example-widget &R,

MREBEEWHE |, BHEEN AWS REEE, FNEEBEERHEENEBERE,
REBE#EHIT iam : PassRole

RSN TEEES | SHEEBEE 1T iam: PassRole BifE , BN BESLEEN , ALK AGEER
Amazon ECR,

BE AWS B A ESREACEEGEBRE K MARBUFNEBEXALIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .

EHB A marymajor B IAM A EERFERA EE ST Amazon ECR R#ITEIERF , £ T HIEHISE
R BR , BEBERBREERREACKR TN, Mary RESAGEEZZBRBENFTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WBERAEER , AFFMBT iam: PassRole Bk,
MREFERRE , BUREN AWS REEES, CHNEESRUENEEER.
TIERFFH I ARS AWS RS B3XEY Amazon ECR &R

ARy —EAe , REMKRFPNEREREEBATHAESFIENE R, S UEEZE LT
EEEVHIREZAR. SFEXEERERNBERSFEURHIEE (ACL) RYBRES , &7 SUE A BRL R
RRE T AEFEENE R,

-

3
e

EE—5TH, BSEUTRE

- BET## Amazon ECR REXEIELINRE , 52 B Amazon Elastic Container Registry Z11F[Ed IAM
BEEA

- FETHNAEHEEMEEER AWS tRF WEEVE , 5268 IAM FAEERTEHEENS —
AWS BREF {8 IAM {52 & R S BUERR

- BETRUOMEERFIERMEE=S AWS IRF |, 20 IAM EREERmPHREHEE=S AWS
RFE BN TFEE.

- EETHINSEBHE § o RMUEIE , F28 IAM FAEEEPNSFIERHEENAIDETS
SRENEAE BESED).
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Amazon ECR EREER

- EETHREAAGNEREBRRETEIRFFRCEANZR , 528 (AM £REER) 8 IAM
AEREREBRRNEER,

Amazon ECR A& RRE

AWS HEEEEEBEAR Amazon BERBRRBEFHNER/MRE. NERBFTR , AWS AEFREH

1TFFE AWS Ein. LEEHBEHERRE L RERATHEHE, CHEKREIMER AWS R &

ZEEENERER. NFENRLBNFAET K F2REABLEEABES. NFEREEBMNER
REWMHBEN , F2E AWS T2MIER LN AWS HEHWEEEEF GDPR #EEXE,

ERERREZBEN , RAEZEMER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLREBRIERE, Mit—R , SEACHEHRASESRE
HERETEMAENTT. RMEEZRERATIANREER

- BEKRFHECAZEEZRRE (MFA),

o £/ SSL/TLS & AWS BERETENA. RMFETLS 1.2 WEZEFER TLS 1.3,

- EARE API MEA & EB#H AWS CloudTrail,

- /A AWS MEBFHRARUAREPHFRERZDLLEH AWS R,

- FRERNZERLRE (B0 Amazon Macie) , HBIREMREFEE Amazon S3 HWEUBE R,

. MBHREBBHSINEDR AP FEEFEER AWS 1B FIPS 140-2 R B N84 | FEH FIPS
iwE, MEHEE FIPS M FIPS InB N EZMEBEN , FSEABTETEEZE (FIPS) 140-2 #HE,

BMEZIZBREERETELEFNEF B SRZLHRER , HEESEI RSN XFZHNA
o GlinE BN, EBRESRERTEA. API 5 AWS BEREH AWS R 5 Amazon ECS 5
Ht TR, AWS CLIZEEES BRI XNFZHA AW ANTAERST T AR ESZE B,

MEEBHEAIBERETN URL , RPEZIBRBRBE D ERBEHZAREFARN URL FBERBEA,

ES- |

BREINER
TREENZR
Amazon ECR #§M G127 Amazon ECR B Amazon S3 fFErE ., RIEFESR , Amazon ECR

EEAMAMRIRIRMNEZS Amazon S3 ZEMZE SR , RMFEERER AES-256 NEZEE EZHFILE
FHETINE, EFFERLERNEMNEE , YARBRM. WFEFHEEF , F2H (Amazon Simple
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/

Amazon ECR EREER

Storage Service A &) FMIEIB Amazon S3 ZEMZE £ (SSE-S3) 1 A A IR 25 ix 1 B KR 32
&K,

EEE—FH Amazon ECR EFENME , BAILMERAFBRN AWS Key Management Service
(AWS KMS) Fi5 KMS 4819 RS M N, /A AWS KMS &R e | 2 LUEMA B Amazon
ECR EEMFEREAWS ZSESH® , LI UIEEBECH KMS €88 BAEFZESR). WFFHEE
A, FZE Amazon BERFREEAEREEFNERATHRR AWS KMS (SSE-KMS) #J KMS £
FA Rl AR 25 i I 22 SRR B E KL o

&8 Amazon ECR @ FE#HE —ENEZERE K EREEURTFERARE. SUNESEREELE
ATENMZRRE, MFFMES , F2H EIL Amazon ECR #H 7 EREFHREE.

ERA AWS KMS tNZH1ER T EHER , €68 KMS €8 RNZEERENAR. It
4\, Amazon ECR &% AWS KMS 218 E KMS €48 , 4% Amazon ECR B EMASEEE X
B,

LA 24 78 Amazon ECR {82 AWS KMS BELUMMBZRNMBRENBEETENSSEENTHE
1. B EFER , Amazon ECR &{&i#DescribeKeyFEMlY AWS KMS LA5% 8 M REE N 2 4HRE P 35 E /Y

KMS €888 Amazon EREZ# (ARN),

2. Amazon ECR €& XM {ECreateGrantig>R , A AWS KMS {81 KMS €88 F 2BV IZH#E | A
Amazon ECR A E R £ A MEZER,

3. ARG EF L EEH EGenerateDatai@ER | #§ AWS KMS EARINZRRGEERMEAFTEN KMS
ok {8

4. AWS KMS EEFNER IR , EEEN KMS ERTINE , AREXAEHELGETRERNTHE
AEE-RREFNNZRER TR,

REEGE S8 T#%, FRET AWSKMS |, EEMZENBIRZR,
AWS KMS BZ 7N ER TR  UEBEZNEREREES Amazon S3,
ERAENSRERIRGEB CAIBERGEE.

MIBREEFZER: , Amazon ECR €& M {ERetireGrantzgR , LAAK AWS KMS AEEEFEERELNE
.

© N o O

ZEE

5/ Amazon ECR AWS KMS jn&es , FEEZELL T 442,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html

Amazon ECR EREER

- MREFEA KMS IFEEIL Amazon ECR #7FE , BERIEE KMS £8% , Al Amazon ECR A&
A AWS SE 2 EEE —EBfFaws/ectAl. ELE—XEVYMA KMS MENRFER , S8k
EHIIRE PRI I KMS £48,

- BEFEAKMS MEEGEBDH KMS £ , RV ERENFEFEELNRERNES,

o THERE Amazon ECR RERZBEIHIRF. MREMEBRT Amazon ECR ERFEAIREH AWS
KMS £ #&Z# , Amazon ECR EAFEULE R, MBEHAIRBEFENFHREG  NERDNEERE
HE®, EEME Amazon ECR W T8, BIRVE#TEE, EEREFEIVE , FHRERE
A 2MERE, MERFFER , Amazon ECR R KEBRAR T,

- £A AWSKMS SREELHBNER, MEFMEEF , F28 AWS Key Management Service &
&

FRERY 1AM 58]

£/ AWS KMS{R B 25w I %5 2 1 M Bk Amazon ECR RFER , FTENFFTBURREEANSE
KMS £3&.

£/ Amazon ECR BEFTE AWS ZE &4 1Y IAM 3

KFEER , 2R Amazon ECR fEZEE A AWS KMS % , BRIEE KMS £ , BIeFEH AWS 2
E£48 BEAMN Amazon ECR ¥, /A Amazon ECR ¥ AWSEE KMS £#8NZREEER , £REHR
BUFHEERNEBOIUEEFERELRA AWS KMS %, B2 , MEREFEN IAM ZFEASE
BE7H kms:RetireGrant 5 a. MMt AR FEEFERBAAFREE AWS KMS ZB| BN IZHE,

THIEH IAM BER AT MERABRBERHIEEEAE , LREREAEEFMBRERANENEFEREN
RIKFFA. EFAERSHTEERARMEREERN KMS €8,

"Version": "2012-10-17",

"Id": "ecr-kms-permissions",

"Statement": [

{
"Sid": "AllowAccessToRetireTheGrantsAssociatedWithTheKey",
"Effect": "Allow",
"Action": [
"kms:RetireGrant"
1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
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]

}

FEREFZESRIMEN IAM FFH

ERAFEFZESREIYMA AWS KMS MEZMNFRER , KMS £|EBERMN IAM BERERERFRILF
BEZERESABHSETFT,

BNZBECH KMS €8 , BaIFEATERSBEE AWSKMS B , IFLRJUBTIEE. ATHE
REFZESHUHIRFHEEEEE , KMS BN ERRAEAFFIRS root EAEMNATE AWS KMS
B, HttSENREUTESINIEEZSREBER , EZPEXRTRFEAEEE KMS £8NFFA. &
EAF KMS £#8EZERARNIE B Amazon ECR IFER , BRI LIEABEER kms: ViaService &

i, ecr.<region>.amazonaws.com

THEHBRBERERS KMS B TEFZERERN AWS tRF (root EA#E). MFELSMWBUERE
BIREEAE T , 352 BAWS Key Management Service Bi3 A BB K 2 5F7EL AWS 1R F I B
IAM BUR

{
"Version": "2012-10-17",
"Id": "ecr-key-policy",
"Statement": [
{
"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
.
"Action": "kms:*",
"Resource": "*"
}
]
}

BR T AER Amazon ECR Al 24k , IAM fEFi & kms :CreateGrantkms:RetireGrant, IAM A&
REBIURTFEN AWS IRFEHSAESR. Mkms:DescribeKeyF .

(® Note

MR kms:RetireGrant SFAIHMBEBYRBFENSEAERACH IAM BEHR., ALK
kms:CreateGrant F kms:DescribeKey AT #1182 KMS €W BB KRR EIREETE
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Amazon ECR EREER

WEAERAEHN IAM BER, WEGR AWS KMS #EIREESXWEFEMRER , FSEAWS
Key Management Service Fig% A S8R AWS KMS API #R : BIfEFE RS ZE,

THIEH IAM BERATMEARABRBERMEEFERE , IRREAEEFEVYRANENRTENRS
MR , Y EFEAZREFERMRZRETE. CRAERZBIUEEARNEZREEN AWS KMS
key o

"Version": "2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Sid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey"

15
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
]

RFERAEERLREFERETZEAFIEH KMS i)

f£/H Amazon ECR X2 A EURFER , BAURFHAUAFEAEEAREERANZERSILE
BHPNEFZE KMS £, T3 IAM BRREHIBRERAEZEEKH KMS S|MBI& RN,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"kms:ListKeys",
"kms:ListAliases",
"kms:DescribeKey"

]I
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"Resource": "*"

£ AWS KMSEE32 Amazon ECR

Bal LAE A AWS CloudTrail & #t Amazon ECR K REEIX AWS KMS WI5ER, C#EEFHE
CloudTrail 2 IEE @8 MZEAR TR K TECMHEBRZEA.

Amazon ECR MIZR A

NERARR—HERMER  HPLSESFLEEN., EAENFERNERDESMBARTE , AWS
KMS ZBmEFESRKMEZATBEENENER, ERRER  KL4RAEEARNNERR,

EHGenerateData£ i M A ZER P AWS KMS , Amazon ECR FHEERMERZE — BEHNMNRRA
A, ARBREEFERNFREFEEM Amazon S3 EFETE. WUTEHBIMR. BT RE | BESHW
NEAREEASEERHRZETEN.

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df",

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

}

BT LAMER INZABERKEEM BEE (B120F Amazon CloudWatch Logs) H % BI5E L N &g 4E |, I
WABRMBTRPEENEMS. AWS CloudTrail

Amazon ECR IIZAR ST EMEZBEE,

 aws:s3:arn - E—EEB-EEH SRR TR, 8B aws:s3:arn. {EA Amazon S3 7T

#8 Amazon Resource Name (ARN),

"aws:s3:arn": "ARN of an Amazon S3 bucket"

Bl | RFEIFETEEM ARN 2 arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df
mERBTEISTHHE,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

Amazon ECR EREER

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09eef33fc3df"

 aws:ecr:arn — £ Z{EEZB-EH B FFER Amazon Resource Name (ARN), &84
aws:ecr:arn, EAMFEERN ARN,

"aws:ecr:arn": "ARN of an Amazon ECR repository"

Hlan |, INRFEFEERN ARN 2 arn:aws:ecr:us-
west-2:111122223333:repository/repository-name , INBABTEEZE T HEHE,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

HUBE RO

FERAEEAMBR Amazon ECR EER , IRFBEECHKIIMER , {8 Amazon ECR EXEAFIEE
BREEFEEN KMS €8T , AIglRBATERBRAL,

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

BAESEBRE  BULLBTHEAERERN AWS KMS &,
FERAGEEDGN AWS KMS

1. SIHARREEZ AWS KMS SRHVIRE, It key-id EEIEELRETEERIINERF, &
A EALlist-keys@ B HIRFRHEERE P AWS ZESR WEFXZE KMS €],

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc
--region us-west-2

W H3EE EncryptionContextSubset , HF @ E#FER Amazon Resource Name (ARN).
EAREENEISHBNBERTFREZRANERE T, Grantld BEEET—BASRPEART
REfE A o

2. HARBREEHEZ AWSKMS €RNEERE, MNERRAGrantIdt—BS Rt 2126
M 1D,
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Amazon ECR EREER

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
--region us-west-2

Amazon Elastic Container Registry B4 15 5 5%

HEREE AWS R REBRGERMERLRNEER , F2EAWS BRI EESRSETEHFRFH,
WRELRBEBNERAR, IFE-—RER , FBEAWS REFHEIAWS,

BRI LAERA TESE = H S AWS Artifact, WFEFMEN , F2R TEHPHHEHH AWS
Artifact,

BEFRAKNSRETETOR AWS B REERNBEM. LANERBRURBRMEERNER,
AWS R4 T 5 &R LAt B8 & AR

« ZEMESAMREAMER — SLMEBEENRRAEBEERE  YRUMBUZSHEMSHRE AWS
REMNEERENISR,

« £ Amazon Web Services F2R1& HIPAA Z&MESHEY — AARERPLARMAIEARILIFE
HIPAA B8 FE AWS AER,

@ Note
WA A AWS BRF% EAFS HIPAA Big, MFEFMET , FF260 HIPAA ERBHES R,

« AWS EREFAWS — W THEMIERES AsEEARNENEXEMATE L.

- AWS EFEHER — EBERNAERBRARNEEERN, ENEEAR T EZERE (B
BB RFELMBZEA (NIST), XN FERXRLZLBREZEE (PCl) MBERFRELER (1SO)) F , &
AWS fR¥% BiESI U HEEZ 2 RHNRERR,

« EAAWS Config FE A BEEFTHRBFHEEIR — itk AWS Config RS EENERERENS
RNEER, EXENNMERNEE,

« AWS Security Hub— & AWS BR# =Rt T R LR & REBMN L HERE AWS, Security Hub AR %
2E, AN AWS ERURECNEZRNEBRENELLEARENGEEY. WEZENR

MR EEE | 5526 Security Hub controls references
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Amazon ECR EREER

« Amazon GuardDuty — FEIBEIRIIRIBEHH AWS IRF A S MBEES , #Fik AWS IR ERIEHWT
EER. ABRNERNEBERE. GuardDuty B EREEESHEFZR , fl0 PCIDSS , WE
BESHMEERBAAENAREIER,

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS £AER , UELEEERE RN
R, UREFERMNERBEENE R,

Amazon Elastic Container Registry BBk EZ =4

EAZERI , Amazon BBMBREEETE AWS 2 HKBAKRELLHNRE, B AWS 2RI LAR 4
AWS REEBEBWFMENR K FSEAWS EnTs EEFHERERBZ SN REMERRTE
N AWS IRIE , FERTEMXIERER AWS FHRBHINERGEBRE.

A LR AWS B2 AP FEILEBHEEFEH Amazon ECR, EAERMSAZETHIER :

- Transport Layer Security (TLS), HMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIAFAZR(PFS)WEBEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARE (M0 Java 7 IEFIRAR) KL EZEELER,

BeA  BRSEACEAFEREH ID FE IAM TRMEEBRNAEENSW/REE, IF , BUUEH
AWS Security Token Service (AWS STS) RE4LARIFLZ £ BEREEHE R,

BT RAT A MR AL B ALE L APl 324 |, T Amazon ECR BE X EERNERNEFEEE , L A4
BHOR IP st RYBR %, Bt T LAEA Amazon ECR B3R , LME#®R4FE Amazon Virtual Private Cloud
(Amazon VPC) im B 4SE VPC H G FEE, B L , ERLEHIEE Amazon ECR BIRHI B
FERERER AR E VPC R, AWS MEFMER , 552 E Amazon ECR #0 VPC i &
()AWS PrivateLink.

Amazon ECR #0 VPC urin 2 (JAWS PrivateLink

B A LA Amazon ECR BREAMFERANE VPC i , #MREA VPC L £ikAE, VPC FAAEiR

Ui B ER A IE TEH i AWS PrivateLink , AIE&ZFEBFAE IP bt FAFE FE Amazon ECR APl, AWS
PrivateLink #% VPC #l Amazon ECR Z B Fr B M R ERFIE Amazon #8 £, BAFEEHBRER
&, NAT £ESERLERIE,

a%E AWS PrivateLink M VPC im B FMEF , 5528 Amazon VPC EREEEHH VPC ik,

HEXkLeH API WA 2015-09-21 174


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html

Amazon ECR EREER

Amazon ECR VPC i#E N EZEEI1F

EEERTE Amazon ECR M) VPC iR B2l , FBEE U THHEEE,

« ZERFFEEE Amazon EC2 #1T1EE £# Amazon ECS {£# ¢ Amazon ECR ZHFAE MG |, 55
BRIZIER Amazon ECS BY /MHE VPC %, MFEHMEN , 5528 Amazon EH RS IRIGHI
ABEEPHNNE VPC % B (AWS PrivateLink).

/A Important
Fargate EFEEH Amazon ECS E# T EZE Amazon ECS /' H VPC i &,

« M Linux FAMZ 1.3.0 NERRAM Fargate LFEEH Amazon ECS EHREE
com.amazonaws.region.ecr.dkr Amazon ECR VPC %2 # Amazon S3 [ 38 i 24 B0 o] F A 1tk 3h
L

« A Linux FEMRK 1.4.0 HESRAFEEE Fargate £ Amazon ECS B FEE
com.amazonaws.region.ecr.dkr Hl com.amazonaws.region.ecr.api Amazon ECR VPC % , M
X Simple Storage Service (Amazon S3) 8 im B 82 FI A B Th 8E

« £/ Windows £ &M 1.0.0 HESRAFEEE Fargate £L# Amazon ECS B FE
com.amazonaws.region.ecr.dkr #1 com.amazonaws.region.ecr.api Amazon ECR VPC %% , B

% Simple Storage Service (Amazon S3) 18 ir 26 82 R F tk Th #E

- Fargate LFEE /I Amazon ECR ZREXA BFRKRY Amazon ECS £ Al LUEB M E KM E 153
17 IAM BB HRGRSIBRBHEHTEFERANISE VPC MREFERAN VPC HENFE,
EHMENR |, 5528 (Amazon Elastic Container Service BiZ A E5/) FHIEIB N M ixZHIZE
Amazon ECR M%&) Fargate {E#HY AlIE IAM 1],

« 1£ Fargate L5EEH Amazon ECS 3 Amazon ECR 2HUARMG , MELBM MGt
eFEAAFESHENS BawslogsHEERFEEI A , BIFEE CloudWatch BF VPC imEi,
CloudWatch MNEFMEH , B2 E E 5 CloudWatch 848 im 2o

« EED VPC IREINZ LB  SKEAHNR VPC NILE FHEE |, FEiB 443 BEANELR,

« VPC B BRI A X EEEEFER, BREEITER Amazon ECR 2 API FIUAYAE [ (@15 R 2 51
VPC %%,

« VPC im 2 B B1 A & Amazon ECR Public fFE. FZEFEAREIREURAl | S ERGFEEEHE
VPC iwmE N AMRBEEENAEREEY, MEFHMENR 6 F2H & LEsEMmRE Amazon ECR #A
BEMERD,

« VPC im B {E X EEB Amazon B4R 53 AWS =Z4H DNS, MREEEFH B/ DNS |, BRI BUE
AE4 DNS B, MEFMET , 52/ (Amazon VPC FEREIEE) PH DHCP BIEE,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_execution_IAM_role.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html

Amazon ECR EREER

. MBHRAREEREM Amazon S3 ELRE , AIFELH 18 Amazon S3 BB R K HEETkSEY
FE, MREERGREPEIER , FEYEEA Amazon S3 BEREMNEF VPC , A% Amazon
ECS #£E N HARDEBEHMW VPC,

o B—REARIUREUR BITRENBRGEF , tIREEFEH AWS PrivateLink #& Amazon ECR XE & A
TE VPC i % , BMEELFEEEE—E VPC HEMA NAT BRI AE FRK , AREMEELER
ERENE FHEBEEABT NAT BE , WERNEIH, BERNRGENTFEEEEM. WEHASE
A, 528 (Amazon Virtual Private Cloud fEF &¥E5r) FMERH : *FE 7R FEEBRER,

Windows BRIGHZ &

EA Windows FERFEHNRETEZRERBELZ,)EARGR. FHEFRBERT , &4 Windows IR
BiH#EIEEl Amazon ECR R ER , THEATEEERRNE , RATCHBEAANRE., EXmE
Microsoft 2L E8F , F\EBE A& Microsoft Azure BEREEREPHIEL, Hit , AT BENBIFEEHR Azure
FRIZEUELLAEE |, BRT B VPC inE2H  EEEHMSIER,

& A Docker HEIFRRXH M --allow-nondistributable-artifacts Z&H#S Windows MR &
£ Z| Amazon ECR B , AIABBIL1TA., BUAR , WEFSILRERBHIZE Amazon ECR , E&RMA
LUEIB VPC im B # Amazon ECR FZEUE LR & |, MAEFEREI/NFEL Azure,

/A Important
£/ --allow-nondistributable-artifacts B FHERREE ST Windows BesE
MGREFRRNERL | BTEERM Windows ARUETLAERE=FEHM D M. LAHELB
CHRERFER,

& E7E Docker ZEAMALER | LS HE N Docker EERERNHEERE , HBIE Docker WL EE
W, BE A LAE Docker Engine (Docker 5|2) BB THRESRFHEREPRTE , LA NEEFE
C:\ProgramData\docker\config\daemon. json &%,

LT RAPEEENES, SZEBRAERRGEHIEIMNMFE URL

"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"
]
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html#public-nat-internet-access

Amazon ECR EREER

&4 Docker EEIENERERR K HERMERGE A , LEEHMME Docker FEERN. EBRE
EXERBCHEIMRFEREIEERETEN.

® Note
Windows BMEHEARER K., BR/NEERRRMNHIEEFE AR Amazon ECR HiE L BEH
BENAERHAE. ERELRE , RMEREETBREERBLSEERBNSERENREFEMAL
i#1E, %l , mcr.microsoft.com/windows/servercore BRI Amazon ECR H BR#ERs
X#¥ A 1.7 GiB,

£ Amazon ECR 237 VPC iw %

EEA Amazon ECR IRIFE Y VPC im% , FFEA (Amazon VPC EAE#E®) F M Creating an
Interface Endpoint (B34 Him 2) BF.

£ Amazon EC2 #1T{EE L FEE R Amazon ECS £ EE Amazon ECR imZ#] Amazon S3 B & iR
2,

EAFARAE 1.4.0 HESRAE Fargate EFEEH Amazon ECS E#FE Amazon ECR VPC #
U B 25 A0 Amazon S3 FiE R 2.

FERAFAMA 1.3.0 RERRAM Fargate LFEE M Amazon ECS EBREE

com.amazonaws.region.ecr.dkr Amazon ECR VPC % # Amazon S3 Bi&E i %,

(® Note
BAIGMNIEFEFTEE,

com.amazonaws.region.ecr.dkr
It B A Docker & 8&4& APl, Docker Fi Fiwan < (5130 push # pull) &4 itk is 2,

EREMNIREER  EHREBERATNLE DNS T#EH, BEHTUIRME  BESLEET VPC InE
B¥ | iZHY Amazon VPC E# A F# Enable Private DNS Name (BX %A DNS &8 i#1E,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint

Amazon ECR EREER

com.amazonaws.region.ecr.api

® Note

EEMN##8F Amazon ECR X2 AWS B EHR AT , us-east-25|tINEBEEZP
(BZER) EiF,

It 5% B A FAAREDY Amazon ECR APl, DescribeImages # CreateRepository & APl BIEE€%
El Ay

By LR A LURIZERVATAE DNS =M EHB, BEERE VPC i , £ VPC &5 HIE
EX Enable Private DNS Name (Bt %, DNS £18) RE AL ERET. MRS A VPC HBRUAFA
DNS F#ETE | SEEHEH SDK 3 AWS CLI BFARA , SUEFE S SDK B AWS CLI FEE
EEiwE URL,

WMREERAFAA DNS =#E2% , HEMHM SDK =K 2019 F£ 1 A 24 HZHi%1TH AWS CLI iRZS |
RIABEF - -endpoint-urlZ2BREENMNHin S, UTEHMHSERFEE URL K,

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecr.region.amazonaws.com

WMRETRIA VPC in B K FAH DNS THEH , ML RBEB --endpoint-url 2EREENH W
F6HY VPC i3 ID, BATSHIERE T ImE URL A&,

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

37 Amazon S3 BB 2,

= ZZEEH Amazon ECS E## Amazon ECR IREVFAB R , BUEABFTE Amazon S3 &1 FiE iR
2, MERHERYEN , BB Amazon ECR A Amazon S3 REMMEDE. BEFHE Amazon ECR
TEMRGEF | AEFE Amazon ECR UEVSEEFEE |, WiEBE Amazon S3 THEMRMEGE, MU
T2 Amazon S3 f#1ZEr B # Amazon Resource Name (ARN) , #1882 & %18 Docker &K 2
&

arn:aws:s3:::prod-region-starport-layer-bucket/*
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Amazon ECR EREER

£ (Amazon VPC fE &™) F K Creating a gateway endpoint (2 BB E) RERFE
Amazon ECR 23 L Amazon S3 HiEinE. B in=EF , FELAEHN VPC B A K.

com.amazonaws.region.s3

Amazon S3 FEIREEFEA IAM BSR4 2R R IR FEER . BaLAEA Full Access (B
FE) BER , RARREULBEAER  BEERSHIK IAM AR H i IAM FEAEBRENR
#l, wREAEA Amazon S3 FRFETREEERRRFI AR Amazon ECR FRENRIKEFA , 528
Amazon ECR BV & 1K Amazon S3 #EZTEF T,

Amazon ECR I & {K Amazon S3 f1FErEEF A

Amazon S3 FEmHE A IAM BUER U4 2R R H RIEH FZEER . & Z{E A FF Amazon ECR HHIK
Amazon S3 f1ZErEErT] |, FHR&I¥ Amazon ECR E A BT IAM BRI AM Amazon S3
EFEITENEFEE.

T&REE Amazon ECR FIrEH Amazon S3 @ EETBBERF,

R PO

arn:aws:s3:::prod- region-starport 1RMU¥EESE Docker M5 &2 Amazon S3

-layer-bucket/* HEITRNFZEUER, XX Amazon ECR &
M AWS BigH A BIRF |, PIEERE (]
Z &) BEH us-east-2 o

]
T HEHl iR mmRH Amazon ECR 2#EFTER Amazon S3 #EFET BB FEUER,

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",

"Action": [
"s3:GetObject"

1,
"Effect": "Allow",

"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
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Amazon ECR EREER

}
]
}

#3750 CloudWatch $%48 i 24

£/ Fargate RUEB A K Amazon ECS 17 , R BIEEFR I ERABRBEREEN VPC , t2FH
HEERBE X% HawslogsitE A EIEE CloudWatch B , EEMEE Y com.amazonaws, ## .logs
THEFE#EMER CloudWatch VPC A Eimin®h. MFEFMER , 552K Amazon CloudWatch HFEEA
EET M B CloudWatch F5EE 5 H VPC im B#EH £,

AIERY Amazon ECR VPC i &2 3 i REIBUR

EREUSERIREE , VPC nHBERELERE IR IAM BIRBER., MRS I i 3R HH0
A, BRE AWS BMAFFERFRRENERERL. mERRTEBRIMAEREBERSRBE
ENBER, EEZETEDNBRESEHEREFEEZRBHFN. HIBERLEAL JSON B3R
B. MFEFMER , 52E (Amazon VPC A ERER) PRIEM VPC imEh2 5 AR 8 FEL

RMBBEIE— IAM EREER |, YiSHEEZIME Amazon ECR VPC imE,

LA 2 Amazon ECR i B BURAVEEHl, BUERTIEYEE IAM ABH% Amazon ECR 2EUAR &,

{

"Statement": [{

"Sid": "AllowPull",

"Principal": {
"AWS": "arn:aws:iam::1234567890:role/role_name"

},

"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",

"ecr:GetAuthorizationToken"

1,
"Effect": "Allow",
"Resource": "*"

}]
}

T 51 v 36 B8 SR B 45 T By AL 5 E B9 b 7 EE S S BR

{
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Amazon ECR EREER

"Statement": [{
"Sid": "AllowAll",

"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"
1,
{
"Sid": "PreventDelete",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Effect": "Deny",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}
]

T 51 v 36 K R 0 45 =2 i i o B 88 4 B AR EE — BUR

{
"Statement": [{
"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",

"Action": "*",

"Resource": "*"
b

"Sid": "PreventDelete",
"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}

{

"Sid": "AllowPull",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::1234567890:role/role_name"
},

"Action": [

"ecr:BatchGetImage",

"ecr:GetDownloadUrlForLayer",
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"ecr:GetAuthorizationToken"

1,

"Resource": "*"

]
}

&k Amazon ECR #J VPC s B BE

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. HEEEBEHKPIERE Endpoints (i),

3. MR KRBT Amazon ECR 89 VPC i , 552K & Amazon ECR 2 VPC &,

4. EEEFIBBERW Amazon ECR VPC in 3 , AR BIZFEME T ¥ IBH Policy (BER) R EHK,
5. #iF Edit Policy (fREBR) , WHBEMLEE,

6. #EiF Save (7)) URFEX.

H A TR

BEAEREGHARANFREBTEL, #HR, BRSMER VPC mE, T8 , AILERGHLRAMN FHRERE L
A VPC im %,

kLB R EEREA

BEREABEBRZ2MBEE , AP RAUTHFFTNERTURH ERESH TN ERIITXE
o EHRAWS , BERBERETRSEIEENEIBE, EEERS (FURE) W5 —ERSE (5

WERT) B , ATRE S RABRBERE. TURGFIUBRHRERAEFT , AETERERFTINARY
HitEFWERKINEME, ATHEMEERERL , AWS BRHN T EAHGBEREFMERENER , miE
LR R EREEIRFPERNFIE,

RABBEERBEHBFEH aws:SourceArn 5 aws : SourceAccount I EFHARBES|E |, K
BR#l Amazon ECR #8F % —EREEEFRNET T, MREEBEE AT —BEREEREFEUEH
Bt BIFEEA aws:SourceArn, MIREEE RFFXIRF P EREFE RIS (A EEEE |, FB6EH

aws :SourceAccount,

el R EREBARENGERS EREMA aws :SourceArn £ EFEGRBIREIE | UK
BERHW5ZE ARN, IRTHEERNTE ARN , KIBNREEE T ZEER , FEH
aws:SourceArn £H AR R RSIBEEEAF T (*) KK ARN BWARHE5 . B0

arn:aws:servicename:region:123456789012:*,
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon ECR EREER

MR aws:SourceArn EREERFE ID (Hli Amazon S3 fZETE ARN) , B4 AFEHIEME LI K
HRERSIBRRFIFF,

aws : SourceArn KY{E4ZE % ResourceDescription,

T 5| €545 #8 R 2Nl £ Amazon ECR & FZEBEKR A Haws : SourceArnHlaws : SourceAccount£ig
R LT X288 , LAFFE AWS CodeBuild BEXEE X IRIEE S FTFER Amazon ECR API Bi{E |, RIRb
R R EN R EE,

"Version":"2012-10-17",
"Statement": [
{

"Sid":"CodeBuildAccess",

"Effect":"Allow",

"Principal":{
"Service":"codebuild.amazonaws.com"

},

"Action":[
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Condition":{
"ArnLike":{

"aws:SourceArn":"arn:aws:codebuild:region:123456789012:project/project-
name"
.
"StringEquals":{
"aws:SourceAccount":"123456789012"

}
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Amazon ECR Et$3

BT LAE A Amazon B53E Amazon ECR API B 1% CloudWatch , 3£ Amazon €WEREH
Amazon ECR WRHRERUAHEEAEBEBITERNIEE, SERTERNSRHHEME , FHIL&E L
EFHMEREALRA T AP EHTER. Amazon ECR 8Z2&$ & CloudWatch 7 — 2 8 B BhEi%
B, MEBBHFMEES CloudWatch , 5528 Amazon CloudWatch £ &5/,

Amazon ECR SRIZEH API A& , $HHRE, REMHENRGRIBERHERER,

o4 R 4% Amazon ECR Ml AWS R A R ATSEM, ATAMANBMENEEZEEARTD . RMHERER
B AWS RFRNERNEEZRER , UEERESHARE , TUERR Y SR ABETE
$8. T8 , BIAESE Amazon ECR 2 Hi , RIEZ BV EEfREtEl  Hh @& T HIRE

- ERBERME?

- EERPLEIR?

- ERELERNARAM?

- EFAMLERTE?

- HAGBMITERER?

- BARBERESOE A ?

T—IRERERBRANTENEHELG TREREE , LELEHIRTPHEIL Amazon ECR EEMEEMN
H¥%, EXRE® Amazon ECR i , FENELEHERER | Mt eeEiMAREEERMELE, P&
EEMEEANMBEREERRL. REABMERESN,

e

o BB IRFS B BE A 5 E B IR

« Amazon ECR AEI8Z

« Amazon ECR AE#&E

- Amazon ECR R EEE

« Amazon ECR JEE) Al EventBridge

- {8 Amazon ECR EiYE AWS CloudTrail

API fRZ 2015-09-21 184


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

R BRI RIS B AN E B4R

&R LAEA CloudWatch R ELRBILL A ERRBEE  YEEENEHAEBERBEENLE, &
WA LREE R , AEEETEERRZIEA.

RBURBEETEZEZERAREE T

1. BBE CloudWatch & , 81t A https://console.aws.amazon.com/cloudwatch/,
2. EEEBRD , BE BE

3. 1£ All metrics (FTE$E1E) REIZEH L , £ Usage (AE) , AKREIE By AWS Resource (kK AWS
BIR)o

R EAREREBERE R,
4. ERHEHP—EERESHEEE R,

tEEREEREE R AWS ERNERE,
5. HERBRBEFEMEEER , FHT FIEEFE

a. J#1E Graphed metrics (BIR{LIEE) EXK,

b. ## Math expression (B2 3%k3£35(). Start with an empty expression (A= KEXBHR), A
BEFHER I Details (FFHEEFA) T , @A SERVICE_QUOTA(m1),

BXRFEHIE—1T , BrEEMRERNREERE,

6. TEEFHIHAENEER L  BHEXREAREEB M SERVICE_QUOTA RiER ., FHXK
ERFEEH m1/60/SERVICE_QUOTA(m1)*100,

7. (BF) AERERIRBEANE RSB , ST TIIEME

a. £ ml/60/SERVICE_QUOTA(m1)*100 &5y Actions (Bi1E) T , REEBRE R, ©THEE
Rig— B R,

BEREVEEMBEAHR.

b. WEXETE Conditions (&%) T , Threshold type (RR{EEH!) A& Static (FHE) , ™ Whenever
Expression1 is (B & Expression1) 584 Greater (KR). #E than (LLEB{E) T# A 80, ER
HAEEBEERN 80% K , IEEMEA ALARM RENE R,

C. &E-F_io

d. ETF—EH ,iEZHE Amazon SNS TESEVFTE, EBREA ALARM AREER | BN @A
JttI%O %'fﬁig]%?_io
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https://console.aws.amazon.com/cloudwatch/

Amazon ECR EREER

e. BETF—EH K BWABTRNEBNRE , AREE Next (FT—F),
f. 1##Z Create alarm (BRI & R).

Amazon ECR FAEIE&

&R LAERA CloudWatch EFEERBHEIRFEREABANATRE, FHELER &
CloudWatch EFE &R LR B IEE pi Y RFEE R B

Amazon ECR A EEEHEN AWS REHEEE, B LREE R , B8N FA BT RS A 58 R H
ER. WME Amazon ECR IREELRENFEME , 582 B Amazon ECR RIGELEE,

Amazon ECR £ AWS/Usage & & 2= 2 T~ 5I384E,

BE DU
CallCount fREERF I AP B)ERYVR B, BIRMAEERMEEBNERE
&

EESERANRTERR SUM , KRFMERBREREMEHEE
B2 BB,

BT #E AR Amazon ECR & A&,

HEE R

Service BEERMW AWS BRERE. ¥ Amazon ECR AEIEE | b
EHES ECR,

Type FHERENERER, Bl , Amazon ECR AERENH —AX
B4 API,

Resource FEHITHERER, HEl , Amazon ECR €% T % API Bi{E

Bl APl 2N HEREF.

* GetAuthorizationToken
+ BatchCheckLayerAvailability
« InitiateLayerUpload
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WE iR
* UploadLayerPart

CompleteLayerUpload

Putlimage

BatchGetlmage

GetDownloadUrlForLayer

Class EEEMNERER. B, Amazon ECR A" HERIHE.,

Amazon ECR FAE#HE

AWS 12ftE A "Cost Explorer; WREHRETE , aJFEME 2 Amazon ECR ERMERAFNAE.

8 Cost Explorer KRR AEFR AN E R, BRI 13 EANER , URFBEARR=HEAN
ATgELE, BRI LAEA Cost Explorer EE —BREEAE AWS ERLIEEZ D, RETE—FTREN
fEE , UREELTARTHERANSE, SualiEEERNEREEE , URBEBRRABEREEE
o

HAEAEREPNFTEERSHETRE Amazon ECR REENAE. WEFMENR , B
MERAEEE

¢

B ZE

B "wmRIZE AWS RAFFERAEBRK WEZRS , WFESE (AAWS Billing FiEFE) ## "AWS
RAMERHRE, -

Amazon ECR 1 EEE

Amazon ECR #7f#EEIGT 252 23X 2 Amazon CloudWatch, Amazon ECR EZ2& %
& CloudWatch £ 1 2 RN B B)EE R, MEEBENEEMESA CloudWatch , 528 Amazon
CloudWatch & ™.

FE

 BXA CloudWatch $51E

- ATANEEEEE

- EAEEARIE Amazon ECR & CloudWatch
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-reports-costusage.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon ECR EREER

B CloudWatch ¥54&

Amazon ECR AFTEREFEADE:REEERSR. EERNEAFBHLR,
AANEREEE
LR &Ei%]H Amazon ECR %4 Amazon HIIEZR#EE. CloudWatch
Amazon ECR 54&
Amazon ECR A RMHESUNERRTFE, S RIGTH.
AWS/ECR s B ZEEE T FER,
RepositoryPullCount
7 EH R IREER.
BEMHEE - RepositoryName,
BHHETERN - Average. Minimum, Maximum, Sum, Sample Count, SxERMHKET=E Sum,

Eﬁt : gg&o

Amazon ECR 1512 #E
Amazon ECR 1ER A AWS/ECR i B = , W RE T HI#ENIER.
RepositoryName

HHEEBREREERFETNMERRREFERNER.

5 X548 Amazon ECR #E4& CloudWatch

A LATE CloudWatch £# & E#18 Amazon ECR f#FEEE, x CloudWatch & EEHBMAETH
STNERER,. MEFMEA |, 352 Amazon CloudWatch A EIER.

ZE CloudWatch &R HBIEE

1. BABXE CloudWatch # & , #8it A https://console.aws.amazon.com/cloudwatch/,
2. EERIEESF B Metrics (JE1E). All metrics (FTEIEE).
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://console.aws.amazon.com/cloudwatch/

Amazon ECR EREEmR
3. 7 Browse (BIE) R5|[#ZE%,+ , £ AWS Namespaces ( &%) T , i##E ECR.
4. BEERENEE. BEFEEZEREA ECR > Repository Metrics (ECR > fFEIEE).

Amazon ECR JEE)H EventBridge

Amazon T EventBridge ZE&#§ AWS IRE B &Mt , WEHBRERKEH , fluEAEX TAMEED
BREE, XE AWS BRENEHLLULFENE EventBridge WA RNEXR|, BURBEHENRA , X
ETREGEENSEN  URTEEEHFERAUKAMEESHITNEN., TUBEBBENBENT

- BEHFIWE CloudWatch 5 8&1E A ECS& BT

- FAABEE AWS Lambda

- ¥A Amazon EC2 #i{T

- HEHEEZ Amazon Kinesis Data Streams

-« FXE) AWS Step Functions R RE#

- JBX Amazon SNS &z Amazon SQS 175l

MEFMEN , 5528 Amazon EventBridge &8 EventBridge #J Amazon AP,

B Amazon ECR RYEi 5l =4

AT 2 Amazon ECR MEESIEH, SERHEN.

BRI HEIAN E 4

BREARGHEER , G THSEH, NBHMAT , BSE BBERGEES Amazon ECR A%
R,

{
"version": "Q",
"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0@1:54:34Z",

"region": "us-west-2",
"resources": [],
"detail": {

"result": "SUCCESS",
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-getting-set-up.html

Amazon ECR EREER

"repository-name": "my-repository-name",

"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"action-type": "PUSH",

"image-tag": "latest"

REVREVBIMER S 4

ERRBURIEIMER , SEE TSN, WEFMER  F26 8 LiFaEMRE Amazon ECR #AHF
fERES,

"version": "Q",
"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",
"detail-type": "ECR Pull Through Cache Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2023-02-29T02:36:48Z",
"region": "us-west-2",
"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"
1,
"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",
"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl5EXAMPLE",
}

EXKREFEHNEH (EARERFTH)

BMAZSENERRRER K ESERGRETRE , REEETIEHN, finding-severity-
counts SEREEHEREMHSERETERBELSERNE, Hl0 , WRRBE CRITICAL ERR
EHERE , ITSEEEEESFREE. MEFHMENR 6 F2H BREELLEE Amazon ECR A
WEE R
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® Note

FEA B Amazon Inspector £ BB IR HRF 3 HH c SHMFMER , 552 /F EventBridge
# Amazon ECR H &3 iR #Hm XM E4,

{

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:48Z",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"image-tags": []

}

}

RAEBREEH cER ENEEBHNEM (EREH)

AEHRERAEREFHEE , Amazon ECR 8HEMA T HBRERHNERBEBEREEATIES,
EEREERVNFHEFE. ETESENREFERARAR  IRERATHRERENREETELSR
MBRAR R B, MRFFMAER , FF2H FHEFBIAESE Amazon ECR FHVHKEEIRIE.

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",
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ERAEER

"account": "123456789012",

"time": "2021-10-14T20:53:467",

"region": "us-east-1",

"resources": [],

"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",

"repositories": [{
"repository-name":
"repository-arn": "arn:aws:ecr:us-east-1:123456789012
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"

},

{
"repository-name":
"repository-arn": "arn:aws:ecr:us-east-1:123456789012
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

},

{
"repository-name":
"repository-arn": "arn:aws:ecr:us-east-1:123456789012
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"

"repository-1",

"repository-2",

"repository-3",

}
1,
"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"
}
}
BR G BR Y B 4

RIBRRR R U T B4, MBRHAET

:repository/repository-1",

:repository/repository-2",

:repository/repository-3",

F2E MR Amazon ECR H /B %,

{
"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:05Z",
"region": "us-west-2",
"resources": [],
"detail": {

X H Amazon ECR WY EiHI= 4
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"result": "SUCCESS",

"repository-name": "my-repository-name",

"image-digest":
"sha256:7f5b2640fe6fb4f46592dfd3410c4a79dac4189e4782432e0378abcd1234",

"action-type": "DELETE",

"image-tag": "latest"

£ A E24% Amazon ECR E1YE AWS CloudTrail

Amazon ECR EEiEE RS —# AWS CloudTrail , T2t Amazon ECR HFHE. BEHRE
FTERENA BhYESC 8% MY AWS BR#&. CloudTrail # T %I Amazon ECR E{EREER A S 4 -

- FiE APl BERY | ‘E$ERK B Amazon ECR XA KLY
- HARFE LW N E MR FTE B 1E
- BEBELEWBHBKRANKRNNAEEE , SERIIM KR EE

/A Important

HRAE R CloudTrail B4 AR/NERES , ¥R 10 EAREZMREBI N LG BHBERE
f£ , Amazon ECR €44 Z E=#4EIiXE CloudTrail, I\ , Amazon ECR SEMERZEE
100 B,

BIBH% | SR LB EER T CloudTrail E4%) Amazon S3 #2888 , 2$5 Amazon ECR S
. MRERFREEK , BMHATLE [BHERICH] PR CloudTrall EBRAFTRIAENEH., EH
LER , BRI A EEIEZE Amazon ECR MIFER. RHEFRM IP b, REFBROER, REF
ROKE , UREMFHEER.

WMEFHMENR , 55268 (AWS CloudTrail £ &S https://docs.aws.amazon.com/awscloudtrail/
latest/userguide/,

Amazon ECR {§ & CloudTrail

CloudTrail FE #2812 AWS IRF K , BIRFERA. & Amazon ECR FRR4EER , BB EEE
HRES P EM AWS BRFE CloudTrail B4 —EEEFREEHP, BALEREHEE  BRATHR
RIENE AWS ., MBFMEF , F2RWEEES CloudTrail a2 E4.
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Amazon ECR EREER

WME AWS IRE hIFENEHECEE (25 Amazon ECR WEH) , BEMEKR, BH T CloudTrail #H

IR IE Amazon S3 fEFETE. ELEIEAEVEMEHE  JUKEREHERAZE—EEH
FrEEE, BHEHE AWS P EFRNEH , XA AFEEEREEERN Amazon S3 REFETHE. Lhi

A AR EH M AWS BRI R 247 CloudTrail RSB P RENSH4HER |, WIRETE., MFEFMER ,
w2E

- BEH AWS IRFE B M

« AWS £ CloudTrail AHREES

 §%ZE Amazon SNS &4l CloudTrail

- RZ{EEFEW CloudTrail B # X4t Z @RS UK CloudTrail BF3X 4

Fi Amazon ECR AP| B){E#B& 528 T2k , CloudTrail It 52 %7 Amazon B B 5 & 8%1E

API 2Ed, BERIHT—MIER , 7% CloudTrail &BEFEPAZTIENEE AP BIEEE

EER, #li , BB FHER GetAuthorizationTokenCreateRepository , 87
CloudTrail FR8&EFE L MSetRepositoryPolicy B, HSMGHIEERHEER K SEL
InitiateLayerUpload. UploadLayerPart, CompletelLayerUpload #l PutImage [BE., 12
EVBREF , E 4% GetDownloadUrlForLayer # BatchGetImage BE, MFELE REKMNE
Bl , 552 BICloudTrail FC8#&E B &4,

B-SEMUAREXRNSISELFRENETA. FoEATHEEHE TFIEE !

« R REEBERARN FHEEAERER
RUZBRE K REERTREACEBS S0 EAENRRRZEBE
AREEHAEM AWS RIEH

WMEFHMER , 5528 CloudTrailuserIdentityt®,

T # Amazon ECR B iERIEH

BtR—BHEE , TESHUARENEXEEREEEN Amazon S3 @#7FiT#. CloudTrail ;iL#1&
BE—HSERHEEE . SHRKRREEARENEBRER , 2B EEFERWEE , BEN BHNE
B, FARSEMEMESNES. CloudTrail BEEXHT R API HANEFHERRE , RiteM
TEUEMBEIEFETR.

CloudTrail 52 $%18 B &34

LT R—E%E Amazon ECR E#8 CloudTrail HE5E B &4,
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Amazon ECR EREER

® Note

ELEH ERAL , SIRATEM. 52 CloudTrail #EH , FIEEE MEHES HERK —
7. WA, EEEHIPZRMNE— Amazon ECR IEH, EEEM CloudTrail ;R iEF , g
EIRBZE AWS RBHEB MEH

F&E

- 8l BNREERE

- %15l . B3I Amazon ECR #FZERH AWS KMS CreateGrant API BjfE
g5l . BRHEOEBIE

g5 . BRIRENENE

&5l . G AEmIEBEREIME

g6 BARIFEDE

T3 &I R ~ECreateRepositoryE)YEM CloudTrail i88&EH

"eventVersion": "1.04",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:07Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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},

"eventTime": "2018-07-11T22:17:437",

"eventSource": "ecr.amazonaws.com",

"eventName": "CreateRepository",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.12",

"userAgent": "console.amazonaws.com",

"requestParameters": {
"repositoryName": "testrepo"

.

"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

iy

"requestID": "cb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [

{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",

"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

&35 : 23 Amazon ECR fFERR AWS KMS CreateGrant API Ei{E

T 5|E5 5|8 R — 18 CloudTrail 528%EE , REEEM A KMS 12K Amazon ECR fE1ZE R
EUHY AWS KMS CreateGrant EifE, ¥IRARA KMS BB N EBEEHRE , SEZESEHEIME
CreateGrant 5288 B CloudTrail,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {

"sessionIssuer": {

I
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2020-06-10T19:22:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com"
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

1,
"responseElements": {
"grantId": "3636af9adfeelacch67b83941087dcd45e7fadcse74ff0103bb338422b50553"
1,
"requestID": "@47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
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"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39¢c8-41ad-
b589-18464af7758a"
}

1,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

g6 RGHIEBIE

THEFFERREBFEAPutImageEEZ &AM CloudTrail ;28 EH

@ Note
WX BBES | BB | CloudTrall REEHE
FInitiatelLayerUploadUploadLayerPart, FlCompletelLayerUploadZ2 &,

"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"
}
}
.
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
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"userAgent": "console.amazonaws.com",

"requestParameters": {

"repositoryName": "testrepo",

"imageTag": "latest",

"registryId": "123456789012",

"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/

vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \'"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \'"digest
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\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ell1a50@afe42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}"
.
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6acbdbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda®8f2a9cd698ca7e3dbbc44e6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \'"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b0b08c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n 3},
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb@c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30ba®6c7bfla®c3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4cbhb19ca508750b15845a5d97becbhdlafe
\"\n },\n {\n \"mediaType\": \"application/
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vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \'"digest
\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ell1a50@afe42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaafelc802633bbd94849b9ab73926f0bas6cdae91629\"\n J\n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e",
"imageTag": "latest"
}
}
},
"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139¢cc57",
"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

g5 RERIZENEIF

T Y€ HIFE R & F FABatchGetImage B EMI FLARIZENAY CloudTrail 28%1E B,

@ Note

REEGE , MREEAREABEGMRE , AIEAEE CloudTrail BFHRE
F|GetDownloadUrlForLayer5s| A,

"eventVersion": "1.04",

"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
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arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:147Z"

}

}
},
"eventTime": "2019-04-15T17:23:20Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"imageIds": [{
"imageTag": "latest"
1,
"acceptedMediaTypes": [
"application/json",
"application/vnd.oci.image.manifest.vl+json",
"application/vnd.oci.image.index.v1l+json",
"application/vnd.docker.distribution.manifest.v2+json",
"application/vnd.docker.distribution.manifest.list.v2+json",
"application/vnd.docker.distribution.manifest.vl+prettyjws"
1,
"repositoryName": "testrepo",
"registryId": "123456789012"
I
"responseElements": null,
"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",
"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",
"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",

"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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g5 . REEERBHBEREE

T3S BIFER— {8 CloudTrail ;28 HE , MAXGMAKREWBHRAURAMEE, EAUEBHAS

HEZBWLEFE PolicyExecutionEvent , {RHHEHEE,

/A Important

B @B CloudTrail EHHIA/NRES , B 10 ExEZMGI RN EDBEHBRE
#£ , Amazon ECR €45 Z EE#4&i%X E CloudTrail, It} , Amazon ECR SEMERZEE

100 B,

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

},

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",

"readOnly": true,
"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{

:repository/testrepo",
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"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2

iy

"action": "expire"

1,
"lastEvaluatedAt": 0,

"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
},
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742c90e6e1297bfalbc@cs5",
"tagStatus": "Tagged",

"tagList": [
"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1
1,
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71c1b6660d645d2cd79cc8ce91b38e0352chf9561e050427bat",
"tagStatus": "Tagged",
"tagList": [
"centos"
1,
"pushedAt": 1584042842000
},

"rulePriority": 1
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B E R EEH AWS £EH Amazon ECR

AWS BA4FEEM (SDK) ATRARFZRITHRERES. 5@ SDK HiRH API, EXBEHHIMRA
X BRBABSEATERBARENZSEEERER,

SDK X #

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

BAR Kotlin B AWS SDK

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AR Rust B AWS SDK

E AR SAP ABAP B9 AWS SDK

BRAR Swift B AWS SDK

® " AtEEA

RASHI

AWS SDK for C++ 12 =2, & & fi

AWS CLI 2 X 55 4

AWS SDK for Go I\ IS &1 5l

AWS SDK for Java T2 =\ 55 & {3l

AWS SDK for JavaScript 2 =, & i i

E AR Kotlin B AWS SDK 2 IS &i 5l

AWS SDK for .NET 2 #5 £ 4l

AWS SDK for PHP 2= i £ 4l

PowerShell 2=\ iE£HIY T 2

AWS SDK for Python (Boto3) 23\ f& £i 4l

AWS SDK for Ruby &= i £i I

AR Rust B AWS SDK 2 i &5 451

B AR SAP ABAP #J AWS SDK 2=\ 15 & 44l

B AR Swift B AWS SDK & = #E &1 45l
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BA U EEMBIERNERBEESPEETABTFHENE,

W AWS SDK FIZ A EEEMNENBEHFINZREE K FSBEERBZEHNH AWS FH Amazon
ECR, tFxEBEHISHEEAMNEANENR SDK WFEMEH.
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- f£ AWS AR EH %R Amazon ECR #I1TH BN
« ¥&DescribeRepositoriesfit AWS FR#EEH I CLI £H
« ¥ListimagesH AWS B EHE CLI FH

£ AWS HBEEHA Amazon ECR #1THVENE

THREASEG REWMER AWS BHEREHFHITEE] Amazon ECR B)fE, ELF &I Amazon
ECRAP| , RREMVBERNBHHATHWAEEGRE%E. SEHAHTS—RBER GitHub , B LT
HEhRFBREMFTEABHE .

TrEHETSHREEANEE, NRTRRFE K F2RLEEEEMTEE S (Amazon ECR) APl 2
%

& 45
- ¥DescribeRepositoriesfit AWS BIREH X CLI £/
 ¥ListimagesHl AWS B EH = CLI £

#&DescribeRepositoriesfi AWS FAZEH T CLI £
TH R GG RE MM EADescribeRepositories,
cL

AWS CLI

WREEPHNRETE
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aws ecr describe-repositories

Wi
{
"repositories": [
{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
},
{
"registryId": "012345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
}

- W12 AP| S¥AEF |, HS2BAWS CLI i 8#&DescribeRepositories Y,

Rust

i AR Rust B9 SDK

® Note
EEEZERN GitHub, SHRTRBEH , U THMMAEAWS FREMBTEXHEHIFHEE
EO

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr: :Error> {
let rsp = client.describe_repositories().send().await?;
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let repos = rsp.repositories();

println!("Found {3} repositories:", repos.len());

for repo in repos {
println!(" ARN: {3}", repo.repository_arn().unwrap());
println!(" Name: {}", repo.repository_name().unwrap());

}

0k(())

« WNE API HEFHBERA , 552 AWS SDK DescribeRepositories 1 # Rust APl 2Z &%,

WE AWS SDK AR AERENEN BN TR EE , F2REERAZEHS AWS FH Amazon
ECR, tFxEBHISHEEAMNEANENR SDK WFEFEMEH.

#ListImagesHiit AWS A% EH CLI /A
THEXGEF G REMNMAFEALLIst Inages,

CLI
AWS CLI
SR FEFHER

THllist-images#Eifl@M ~cluster-autoscalerfFEFHNFBBEE,

aws ecr list-images \
--repository-name cluster-autoscaler

o7 i

"imageIds": [
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
},
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"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
},
{
"imageDigest":
"sha256:4al1c6567c38904384ebcb64e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"

- W% API FEHEF , HSBIAWS CLI 5B S EListimagesH #,

Rust

i AR Rust B9 SDK

(® Note
EEEZHEM GitHub, STEEH , I 7THRMMFEAWS BREMATEABEHLI T
.

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {} images", images.len());
for image in images {

println!(
"image: {}:{}",
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image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

0k(())

- W API HEEHEFA , 55288 AWS SDK Listimages##) Rust APl & & $l,
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