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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Upgrading.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-write-forwarding.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-write-forwarding.html#aurora-global-database-write-forwarding-params
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-write-forwarding.html#aurora-global-database-write-forwarding-params
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-write-forwarding.html#aurora-global-database-write-forwarding-params
https://github.com/aws/aws-lc
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Security.html#AuroraMySQL.Security.SSL
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https://dev.mysql.com/doc/refman/8.0/en/explain-output.html
https://dev.mysql.com/doc/refman/8.0/en/implicit-commit.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/mysql-stored-proc-replicating.html#mysql_rds_gtid_purged
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/mysql-stored-proc-replicating.html#mysql_rds_start_replication_until
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/mysql-stored-proc-replicating.html
https://dev.mysql.com/doc/refman/8.0/en/set-sql-log-bin.html
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Amazon Aurora Aurora MySQL R4~ figsE

- BESEERNDEERKRE , TEAKEF ROW_FORMAT 2E% COMPRESSED HfE, BHIX
RS AN EIRA COMPACT XL RES , 5 Aurora MySQL T BEREER K,

- BI8IEE replica_parallel_type E3EEA LOGICAL_CLOCK B
replica_preserve_commit_order EB({HE ON i , R ERZSHTHR - ENAFTEREFLN
RIRE, ERRLEHTAN 500MB WX S8 | BRATRES 4 L RIRE,

- EEEERALKERNES A AEXNGENERT , UER R EREE P EREHTEERN
performance_schema #HEBEFENEXEZFTEEFHIHNEARTATERNEE,

- BEIER Aurora RFERRAENEREMEME , ARSFMREEE innodb_buffer_pool_reads
AIRER EFTHY R,

« i#iZ Aurora I/0 RIE{LEERAER | N8 Aurora MySQL F1TEH, MEFMET , F2H

Amazon Aurora MySQL F1TE KPR #l.

- BEEERARTEINELT , ERNEAFERE LT EHEZIRZINETERRERSINEE
SELECT EFHEMEBRENBITFIENEE,

- FEERSHKRE IANA 2023c MR
* 7 binlog @A LEATREEREENRERENL , BHRBELEAEEBFERRNEAEL.

- BEEREAETEEEHBM , information_schema.aurora_global_db_status&i&
MAuroraGlobalDBRPOLag CloudWatch EEFH#IRPO_LAG_IN_MILLISECONDSE X — =~
ATHEE,

« BATHSH aurora_tmptable_enable_per_table_limit. BMALZE
BF , tmp_table_sizeBEEE S TempTable EEFEESIZRAEL AR EBADEFERRN
RNER, MFEHMFMHENR , F2ERH (B2 EFERKRNFHFLIE,

- ERERASRERESAEANERR  SEVHNERNBE, ERNGEHTER LNERERXSZ T
EERSERBEERASRN , MeREHBE,

- EREEFEREHHIEASL , REBUEALKERNEE AEIXIEENEREA
performance_schema.threads EX&F# PROCESSLIST_USER # PROCESSLIST_HOST
WOMREE, EARBIERKRM Performance Schema MIEFME R , 52 (MySQL & F
My . #aEERE , Lk (Amazon Aurora £ & 1ER) A HY Performance Schema &,

- CREEFEASKREREEAEEXNENERT , CommitLatency Cloudwatch EEEH ¥R E R
PENRATERERT EENENEE, EEERAEERNERES FEXY DML BRAREER | 2
R fEH ForwardingReplicaDMLLatency # ForwardingWriterDMLLatency #E&. FHE
AUERATEEEHNE A HAITEE LA CommitLatency BERBEERIEE, MEEZEN ,
22 H Aurora A E ISR (BANE AEIEHN Amazon 3§ CloudWatch 1),

WEER 31


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-write-forwarding.html
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HITERBUEETERNERTERRBHBEEFHRBE,

- EREEFHEFNBENBTERENNE  EMEREREERENBRANEE,

- BISEEREFHIT SHOW STATUS 1 PURGE BINARY LOGS BRIRZEF , AJREH LS ME B E R E
BTERETRBNEE, FR-OEVAFRZTERRN , ATHTEREFEREREN binlog RE
=,

- BIEIEEESE Aurora AR EE L F A% binlog ThRERF , ATEEE Semaphore RIFEIEEMER
BEREHTERENMBOIRBE.

— X

- TERUAEE binlog ThEEMER T , EABRAEANREFHEER , BEA Aurora #1788, Witkd
S X EBERERN AL THEENESEALEEN, MERTRERERELENESHRBABER
EH1E M.

- {EIERAAEEA binlog B , ATREEBIBNumBinaryLogFiles CloudWatch EE B R T EfERE R
W R R,

- BIEETREEREENMEBEREHRTHEBZE , table_open_cache ERESEHWERTEENK
YRR,

- BISEEERN —HEN B (binlog) VA & FEHEHER binlog B EfARES ID B, eEERERER
RN E R R RE

MySQL #EREERIEERS

WRARRT THREZH , ESFE 8.0.26 () LLBTMRAKFIE Community $5ER{E1E, MEFFMENR |
5828 Aurora MySQL 3.x BRI ESIEEHIEIER MySQL #H:5,

- BERER TLS BRBBRMERN CPU FARASHRERE (Community $552181E #34284186)

Aurora MySQL & ¥ E5|ZE# 2023-08-29 (3.03.2 kix , B2 MySQL
8.0.26 #%A)

MRZK : 3.03.2
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Aurora MySQL 3.03.2 EIEEX# . Aurora MySQL 3.04 FxEE MySQL 8.0.28 ##% , Aurora MySQL
3.03 KR8 MySQL 8.0.26 8% , Aurora MySQL 3.02 KR EIE& MySQL 8.0.23 185, MEARIA 8.0.23
3 8.0.28 2 EFTETHEBENFMENR , F2H MySQL 8.0 A fEE.

BNEE Aurora MySQL 28 3 iR ETIHEERVEFAEE A , B2 B2 MySQL 8.0 fHAHY Aurora MySQL 2

3 iRo BHET#E Aurora MySQL 28 3 MREZ Aurora MySQL 28 2 lRZ B ZERE , HSBILLE Aurora
MySQL 28 2 hxEd Aurora MySQL 28 3 kR, HNFELLE Aurora MySQL 28 3 kixEd MySQL 8.0 Community
Edition , 552 B LE B Aurora MySQL % 3 hrE2 MySQL 8.0 Community Edition.

B I AT K Aurora MySQL MRAE$E 2.07.9, 2.07.10, 2.11.*, 3.01.*, 3.02.*, 3.03.* § 3.04.%

A AR B 5l AT RS Aurora MySQL 28 2 IREE TR AR, ERRRE , XA=2FEH Amazon
RDS E/#xEfE BT EE/FkFARE Aurora MySQL 3.03.2 IFREXK,

MFEREIFARE Aurora MySQL 2 3 [RIIFFHER , 5528 (Amazon Aurora EREIERE) FH
Aurora MySQL 2 3 IREYFH#RIEEl, 0FEAE Aurora MySQL kK — A% EFA , 28 (Amazon
Aurora £ &) M F#E Amazon Aurora MySQL ERIEHE,

WMEHREDE &R , 528 Aurora MySQL £ 3 IR A KB BN HED E.

MREEEABERERE , 7T AELERERN Support AWS EBFLEE Sup AWS port, HNEFFME
# , 582E (Amazon Aurora EREIER) PEIHEE Amazon Aurora ERIEEE,

NEEE

EELLMEEN CVE :

- BERKREERS B TREREKEHKERSHHIBE,

L BITRAZE T3 CVEEILE :

+ CVE-2023-21963
+ CVE-2023-21912
+ CVE-2023-0215

+ CVE-2022-43551
+ CVE-2022-37434
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Amazon Aurora Aurora MySQL hr A s 5E
- BERBERXZERIETERESENESHNREEE,

- BEERASRITERETENERYHHRABRRENR LNBREFK  TRSENENERSE
EAEANEE,

- BESTSERERANENE  TRERENENTEEENRBHBE,
« {EIERAA parallel EF8F , FINSERTIRARN ER B TR E R ER EEFH B EE,

« 2B Aurora MySQL fx#A 3.03.2 RESHRAEAFHER InnoDB RFEMAREREA. LENLFTER
7 InnoDB fRiFR, WFRBBARECHFHENR , 2B Amazon Aurora MySQL 3K EEIEETh

Lk
BE,

— % oiHEE

- BEEBENEEHTERELMBER KRR ERROR 1146 HEE, EE ASRHTERBLER
INPLACE ZEZMRARHTHERENBR LERNERES (DDL) , REREIEE,

« £ binlog EALEATEREERERENL , BORBLEAEELBFERENEAEE.

- EREEMAFTEANERLT , EXEAFERENCIEHBZRRNETEFIRELRSINEE
SELECT EMHBBREB N ENBTIHENEE,

- BFETIEREHFES (DCL) BRI BERE & | GRANT/REVOKE #1 CREATE/DROP/
ALTER/RENAME USER,

- JBIZ Aurora I/0 RIE{LBEHRER , X & Amazon Aurora MySQL W F1TEH. WMEFMEER ,
2B Aurora MySQL FATEMHI RS,

FHiRFNEBRE -

- BEHIT Aurora £2IRERERXERAFAE , BUA§ Aurora MySQL 3.01 = 3.02 iR AR ZE Aurora
MySQL 3.03 IREESRA , FSEEBIE N5 ZRRAKFA K Aurora MySQL,

- BEEEERBREFEEE SN REERFRMLESIFNERT , WEEERKFRE Aurora MySQL % 3
R B = ERR A FHAR 2R B R RE

MySQL B IR RIS IEE S

HRARBRT THARARZH , EEHE 8.0.26 (B) LA RAWFTAE Community $53R181E, MHEFMER ,
s32 @ Aurora MySQL 3.x ERESIZBEFHIEIERN MySQL 55,

- EREEREGSSEER - HRENKRKER (CTE) HWEH SQL RRXK , AREEETERS
AR RAVERE, (85ER #34572040, $HER #34634469, #HER #33856374)
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* InnoDB : EFRBUEMIHRILMARBILE —ERRZRIATERNHITHE BN HEFREFERZH KB,
($558 #33135425)

+ InnoDB : BAIETE4R DDL BRESHR R TE out-of-bounds . (§552 #34750489, #8582 #108925)

Aurora MySQL & ¥ E5|ZE# 2023-05-11 (3.03.1 kix , B2 MySQL
8.0.26 %)

MxZ< : 3.03.1

Aurora MySQL 3.03.1 EIERX# . Aurora MySQL 3.03 kxE& MySQL 8.0.26 ##% , Aurora MySQL
3.02 KR HIEE MySQL 8.0.23 #&. WEARIM 8.0.23 3/ 8.0.26 < EFTHTHEESFENFHMEEN , F2
B MySQL 8.0 RA 5L

N Aurora MySQL 58 3 MR FTZIEERVEFAEE A , 552 B B MySQL 8.0 1A HY Aurora MySQL 5

3 fRe HET#E Aurora MySQL 28 3 MREZ Aurora MySQL 28 2 lRZ M ZEE , FSBILLE Aurora
MySQL 28 2 hixEd Aurora MySQL 28 3 kR, INFELEE Aurora MySQL 28 3 kixEd MySQL 8.0 Community
Edition , 752 B LEB Aurora MySQL £ 3 hrE2 MySQL 8.0 Community Edition.

B Bl X &/ Aurora MySQL iRA~2#E 2.07.9, 2.11.1, 2.11.2, 3.01.*, 3.02.* M 3.03.%,

BRI AT R AR , SRS REBRE B EWEM Aurora MySQL £ 2 lREFIE/RE Aurora
MySQL 3.03.1,

MEREFHRE Aurora MySQL % 3 FRMFHAET, , 5528 (Amazon Aurora £ E15R) FH
Aurora MySQL 2 3 iREYFH#RIREl, 0FEAE Aurora MySQL kK —A%EFA , 28 (Amazon
Aurora {E &) A F & Amazon Aurora MySQL EREHE,

WEHEDEEH, | HS0 Aurora MySOL 2 3 IRFHE BN HIED B

MREEEMEERERE , AJAELBERERN Support AWS EH/UEE Sup AWS port, IEFEME
# , m2E (Amazon Aurora fEF EHEE) FRIHEE Amazon Aurora ERIEEE.

EEHE

HIhEE -

+ Aurora &1{E£1t /O fEfFMERER 3.03.1 M ., MEFHMEN , 5528 Amazon Aurora ERIEEE
M EFHERE,

Aurora MySQL E# : 2023-05-11 (3.03.1 hix , B MySQL 8.0.26 &) 37


https://dev.mysql.com/doc/relnotes/mysql/8.0/en/
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- DHEHFNRFEEE innodb_aurora_max_partitions_for_range, R LEELFEHIGE
MHETERNERT , WSHUTARIE/IERNR EWIFTEBMEENRE, NEFMEN , F2HE
Aurora MySQL #BRES B 4,

AAMSUEIER

- EEEERRZEIAEAMERE  ATEENT ERFIENCEREMERERNENTERET RS
HYEE,

- BEEERRIFES server_audit_events 5REA ALL 2 QUERY B , Aurora R E R
Aurora MySQL R AFHRFKBSEANENREE, WEBETEERERNEMTHEEBEFKE.

- CREERERAT  EERENEZBEREELEYBENNERR , ATRRER Aurora BEERH
TEREFRBAIEE.

- BEEEHITFA Aurora FITEHBTITIENEHEF , AT8EEK Aurora MySQL BEEEHTRERE
BRI EE,

- CREEESE_EMLARERNAER , FASENAFERNERENTER TREEHE CPU
158 P 2R MR AR < BUR BUE Ny B =R

- EEEEERCHPEEFENRE  BTIXENRSIFBHERG EZRA - REMRKERN (CTE) ,
MU EREREENBB NI ERNEMERSIERARTARENEE, RMABREER
TempTable RFSIENER KR ELERAURBEFAIZXENRSIFBHEFINSLE , BB ELLREE,

Tt Aurora MySQL IRAHRBARERBA , RAEHT. ISEARTHESERT —BHINSERT
INTOR]?E, SELECT FROMMIFEMIRAARKIECWFEMER , 552 B Amazon Aurora MySQL 3K EEE
s INBE.

— AR S

+ BEERBEER SHOW BINARY LOGS BRI TR BB HEMA AR, LEETREHERE
B EAE TR,

- BEETREHERRE ADD COLUMN ZhEEHT BN £/ & &R R F1TEH AMNBEE,

- BSERERRARWREGEHRN BN TEREARRKBENEE,

- EEEH INFORMATION_SCHEMA INNODB_TABLESPACES BRI &R #TEHIE , AIBLER WA
REEENEE,

- EREERVDAENRE  TEAFEFK ROW_FORMAT REA COMPRESSED HfEE, &
FRBLUREARERS COMPACT XM T ES |, il Aurora MySQL TXEBREER K.
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HiRFBRE -

- HEHIT Aurora £IKERENREMRAFAE , LA Aurora MySQL 3.01 =% 3.02 ik H#&ZE Aurora
MySQL 3.03 REESIRA , FSEERBIE K5I ZMARAR Aurora MySQL.,

B4 IEHE Aurora MySQL 2 2 iR A& ZE Aurora MySQL 25 3 Wb , FEIZR T
mysql.general_log_backup. mysql.general_log. mysql.slow_log_backup
mysql.slow_log ERRMBEBEARF —BER K MEFAMBEREAMNWEE, WEBBEAR
HEDBNFMER , 5528 Aurora MySQL 5 3 MFHR BB HED B

MySQL #BREERIEERS

WARASBRT THIRB 2 , B EE 8.0.26 () ARIIRAMFTE Community $553181E, MEFMER |
52 Aurora MySQL 3.x ERIESIZEFHMIEEN MySQL #3R

- BB EEEHABRHEENFAESEANHRECEFERREANETERER , MEREHXRWE
RBE, (§EE8 #33715694)

Aurora MySQL &I E 5| 2 E#7 2023-03-01 (3.03.0 A% , £ MySQL
8.0.26 HHA)o TZXEHMEB IR,

hxZ< : 3.03.0

Aurora MySQL 3.03.0 EIERX#H. Aurora MySQL 3.03 xEE MySQL 8.0.26 & , Aurora MySQL
3.02 Wi BIlE2 MySQL 8.0.23 #H&. WMFEEREI 8.0.23 B 8.0.26 2 EFETHHESENFMEN , B2
B MySQL 8.0 iRAf&sE,

#NFE Aurora MySQL % 3 iR #TTheE I FFAHE A , 5528 B2 MySQL 8.0 fHE M Aurora MySQL

3 R. HET#E Aurora MySQL 28 3 iREE Aurora MySQL % 2 lRZ B ER , FFZ B L Aurora
MySQL 28 2 hREd Aurora MySQL 28 3 kR, HNFELEE Aurora MySQL 28 3 kixEE MySQL 8.0 Community
Edition , 552 B LB Aurora MySQL 28 3 kB2 MySQL 8.0 Community Edition,

BRI XM Aurora MySQL MRAEFE 2.07.*, 2.11.*, 3.01.*, 3.02.* M 3.03.%,

BRI AT R FHAR , SR ASRBAE B 51 X AV 1EM Aurora MySQL 28 2 liREBEIEIRE Aurora
MySQL 3.03.0,
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WMFEREFALE Aurora MySQL 55 3 IiRWFHIER , 52 E (Amazon Aurora EF&E15E) FHY
Aurora MySQL % 3 IR FHR3E 2], INEHE Aurora MySQL FHRH —iXEF , 528 (Amazon
Aurora fERE&IERE) F M FA# Amazon Aurora MySQL ERIEZ £,

MEHREDEER , 528 Aurora MySQL £ 3 [RFA KB BN HIED B

MREEEMBERLEE , TJAEHERIEMN Support AWS EBHOEE Sup AWS port, INEFFMAE
A, F2E (Amazon Aurora EAEIERE) PRIHEE Amazon Aurora ERIEE S,

NEEE

LT3 HESENZEMRIBEE CVE

EEMEERIIEE , UAHAESERETHNEE. LT CVE BEMNMTAR

+ CVE-2022-32221
+ CVE-2022-21451
« CVE-2022-21444

Al FAMREER

- EEETIME : RANWEREHTEBENTENREBHNE , tRETEEENRILATERER
1B 8 HA 2% 4 R RE

- EEEERACHEMNEENERT  ERNERTEETEEERNEERBEDEHNMENEE,

- BEEEHTERREIZES (DCL) BR (Sl GRANT 1 REVOKE) B , SREBASHTEE L&
FEARRF |, TTRCE R AN HITEE ER AR RE,

- EERTEITEAREREIEFES (DML) B1E (fln B i~ X #E#) DELETE # UPDATE FRif
N, MEFEREANTEEREFTRINOEE. NMEFTERAFIECRENFMREN , F2H
Aurora MySQL F{TE R F.

- EMETIEE: EBIHBERT , EEASRHTEB LARIHTAEEHRESIERERES
(DDL) T{EE& & , LARTE Aurora BARME —HER KR L ETEEURER , TTse 28 3 Aurora B
E#MEE,

« B&IE Aurora Serverless v2 BENES S TEBMABABIRENREE , HEEVEESENSEHTERE
EFRE , UREBRDVEBERT , TeeERERT—B

- BEFERFAEENENTEENERE ARG ERERCEEMERERNEHNTEEREHK
Bhey B,
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- BEETHMEE: ERIEERT , EREBEHILFEH GROUP BY FAH N EBBH =S/ MBI
B, ATREEHER EHTERENRE,

- BESEFERATEERS|HTHESHE TR EREREEMERESHESNTEEEHRRBNE
o

- BB EERBEFRERNRFEAEBERIINAERENCEREIER mmap EE , AJ8EE K Aurora
MySQL #EA#TEE SN EEHREBNBE,

- B EEREZAFGHRTEERCEBEERENEE.

 TEIt Aurora MySQL MRARFRARBARREREA , BAEHT. NEEHFUREFER T —BHIINSERT

INTOR}RE, SELECT FROMMIFERIEAARKECHFEMER , 552 B Amazon Aurora MySQL 3K EEE
SR EE o

— AR
- Bfff GLOBAL BEH —HMRENESKER ES AEIX TRV ENEHLE,

- BEERAFRIERERHIT reset_connection & change_user 5% , KiEF
wait_timeout ZHENREE,

- CEEEHTEBNEAERRAENE  JEFEAERIEEREE
REHTEBRRELEEEMOEE, 5| AT MERH CloudWatch 512
AuroraSlowHandshakeCountAuroraSlowConnectionHandleCount , LA1%Bh &% & HEfR
Aurora MySQL EREHTEBNEREIEERE., BEELEENFMEN , 5528 Aurora
CloudWatch ¥ 8EE & 4. Amazon Aurora K58 Ei#% CloudWatch 1E1Z,

- temptable_use_mmap 28 2EH , BFETARRN MySQL RARTEBFXEXZS ., WEHHE
A, EZERD (BE) EEERNKRNFEELIZE,

- BEIETBEIER SHOW BINARY LOGS BRIANMETREEBEHNREE, WREETEERERE
EREEAE TR,

FRMER
« HEHIT Aurora £IKERERNRERARFAME , LU Aurora MySQL 3.01 2% 3.02 iR A#&ZE Aurora
MySQL 3.03 REESIRA , FSEEIBIE K5I ZMRARAR Aurora MySQL.,

- EBEEREFEREERRK (BB 75 B1@) ¥ , ATREE K TE Aurora MySQL 28 2 iR ZE Aurora
MySQL 28 3 MR E ERRAFHR K B H B RE,
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- BSIERE® mysql.innodb_table_stats M mysql.innodb_index_stats &R RFTTEER
HBIBTEH , ™A sEE&E K TE Aurora MySQL 2 2 R ZE Aurora MySQL 28 3 Mx A9 3 E R A 4k 5 B i S
B, LEETEXESFHREEERNERERE.,

- SEEHRERBERT —BEEER , M ATsEE R Aurora MySQL 28 2 iR FA#RZE Aurora
MySQL 28 3 lRAB I, ARFBLEMERENXEIR T mysql.general_log_template
mysql.slow_log_template BRI FRMELER, NEEBHRUEZENFHRES , F2E
Aurora MySQL % 3 i F ik BB BFEZ B

- BAEIEHR schemalnconsistencyCheck #4352 , M AIBEE B Aurora MySQL £ 2 IR AR E
Aurora MySQL 2 3 iR XA EE, EEEERERFK mysql.table_migration_index_info
N EBHEIRT —BFTERK , 2B upgrade-prechecks.log FTE#R, MEBRIFARE Aurora
MySQL 2 3 iREYHPER BT FEAE RN , 5528 Aurora MySQL 2 3 W A4k B 28 BV S FE 22 T o

MySQL #EHREERIEERS

HRARBR T THIARARZH , EEHE 8.0.26 (B) Ml RANFTE Community $53R181E, MFEFMER ,
520 Aurora MySQL 3.x BRI ESIZEFHIEIER MySQL §55,

- BEERLHERNEERF (2 JSON M TEXT) KADNFEIBFHRHEARIIN 15 £  EFSHES
FEEENEE, BT, EFEFERFEAZAEFRSIEM 15 5. (8852 #103325, #HiR
#105532, $438 #32738705, $535 #33501541)

- Bf8IE InnoDB T —EREEREERLEENKRDIENSEEBHBE, (5558 #32208630)

- EEEERSERBRT , YTEE OR REMNEHE , TERTES nul BENGTETRERMERLTE
BERNREE, (3558 #34060289)

- EEEESEERT , SHA TOHMERES  TAMETERERNHE
. FTEEHRAHINBERERT
. EHEE—BEWEN—E IN TES

(5558 #34060289)
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- BEMNEERAR/ND

- BREEEE A InnoDB EEEE

* InnoDB £ X El#raR /A EHER

- ZRFEE

- MEIBREEEKNHAE

- ZIEBmIFABES

- EHERNHER

- CREATE TABLESPACE SQL BRiR=

Aurora MySQL ¥ ¥ E5|ZE 5 2023-10-17 (2.11.4 ix , B MySQL
5.7.12 HHA)

Aurora MySQL % 2 lRP AR EHThEE 70



Amazon Aurora Aurora MySQL R4~ figsE

MRA : 2.11.4

Aurora MySQL 2.11.4 BEIEERX# H, Aurora MySQL 2.11 hxE& MySQL 5.7.12 & . MELBES T
MER , FSHE MySQL 5.7.12 FHEE (2016-04-11 , EX#H).

B B EM Aurora MySQL MRAE3E 2.07.9, 2.07.10, 2.11.*, 2.12.*, 3.01.*, 3.02.*, 3.03.* F
3.04.%,

BRI LA IRAER Aurora MySQL 2.* EREREFARZE Aurora MySQL 2.11.4, &R S IRBHER &1
X EWET Aurora MySQL MR AIZERZE Aurora MySQL 2.11.4,

BAHS Aurora MySQL £ HEREFEE 2.11.° i, AABTEAREENEREARE L AAE
BIRAR (DS BRERZH). MEFE Auora 2IRERERERANHEET | BSEASHRAT
.

TE#1T Aurora MySQL 2.11.* IR 5| ZBRRAAHRE , (FEERKARSEHERASE

db.r4, db.r5, db.t2 1 db.t3 EREHTREBEL LAMESFENHTER WMRATEBBTEMRE
ERENRE). TZTAEHERERESET  MEENSHTERNELAEAEERKEA L. EE—A
ENETEE LN EXERRABRTHE , AEBERERE  BETNEASRBTERESHR.

(® Note
EFXERAAREE  EEZRREARTZEHERZE Aurora £EKERE,

@ Note

MFWMMFAR Aurora MySQL BERERENFME , 536 (Amazon Aurora fEF &1
F) FRYFHER Aurora MySQL BRI EEEM R ERAREHERER,

MREETAEERER , TAELEREH Support AWS /U ES Sup AWS port. MERARE
# , /m2E (Amazon Aurora fEF EHEE) FRIHEE Amazon Aurora ERIEEE.

NEEE

LT3HESENRZEMRIBEE CVE

- BSERERERRRWREGEHRNSEM TR AR BENEE,
« CVE-2022-24407
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Al M REER -

- EEEHTRESTHVFTERR , E£HFITEHBN Aurora MySQL EREHTER TS RLESR
HEEHRBE N EE,

- BEEHT /O ZEAFENTHERK , TRERENEHNTERENMBH HEE.
- CHEEESRNBROCERERRNERNERRR , TRREXEMNENTEREN BN [E.

- ESEERARATERNERNERRERRE 160GB WEEE , et ERENRFHITERENRRK
Eﬂgﬁ:ﬁ%o

- EREMRBARATERETENERYIERABRAENR LNVBREFRENRE , TaeEK
BERERSEEEAEANBEE,

- ESERETELNRINERKRLHTERREZES DVML) EHK , e NENFHTEREN
REN R R E

- EEEEBITHA Aurora FITEHAPTHTENEHE , AEENBENEHATERENRBHEE.

- EREEEE2XRERES (FTS) RIMWERKR LT OPTIMIZE TABLE B , AJEEREA
SRMITE R EX BRI B,

« £t Aurora MySQL MRAFARBARER/A , RAEHT. ISEHGTESERT —BMWINSERT
INTOR}#E, SELECT FROMMIFEFERIRAARKECVEEMER , FFSB Amazon Aurora MySQL 3KEEE
s INBE.

— AR -

- BIEIEMR 2.11.* BT AFRE , MEABEREARTERNESEETEIE M RE,

- BIEIETEREH procs_priv BFERKUBRBIRAEERNNERE , JREELBS HFHFARNRA
.,

- BEBEECAMERERELHTEAR  TEERERNESTERFERABSEEBNEEREERM
=,

- BEEEHTEADIIEERR (EXEEH ha_partition 2EEREERNM MySQL IRAFE)
f SELECT lRIRx , EEHRAE TERET FITEHR , ERERNEEFMBHORBE,

- EBEERABAEEZNERT , BEBUHEEBHENTHFIREZNEE,

- BiR2 Aurora MySQL binlog #7457 USE i T R ERFERERENERT , #1TE AXRIR binlog 1
RMH QUERY EHE , =# L B (binlog) EBIEENIEF .

- EESRZSIFHENEE  WEABETESEHITES GROUP BY 4 SELECT A
aurora_parallel_query 285 ON WEHE , EFERTERNER,

HEEE 72
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- EMERANERAITERREBR-EVRHENZE., F28 (Amazon Aurora A EIER) WA
FERF -85,

- BEEERFRHNRAEEE server uuid BIRDEBEZENE |, AIEEEK binlog EAREFH B A REE,

- EFEREIERRER-EMBFHRIANZE. F260 (Amazon Aurora R EER) FHERF
BF -85,

« {€IEEinnodb_flush_log_at_trx_commitZERIRESE 18 , TREERTERER
#CommitLatency CloudWatch EE K REIRE,

« BAEIERSLE InnoDB HETERIBRFAEE , LERNERIESELRXENEHHTFHE , EMEHE
1T R R I 0,

- BEEEERN ZHN B (binlog) BRAEFEAEEN binlog EEMARES ID B , AleEEREREE
HEREN Y RS RE

MySQL # BHARSE B RS

LERRASBR T THIRARZAH , BB 5.7.12 (8) BT RAMFTE Community $52181E, MFBFMENR ,
a2 [ Aurora MySQL 2.x BRI ESIZEHMIEIER MySQL #H55,

- BR  Ho-EMVBFEHT—ERERERE, (8558 #34617506)
- BESERER TLS BERBMEI CPU £AEASHWREE (Community $552181E #34284186),
- ERERERP  FEFRNFEHATESERARIPTER. (8558 #33100586)

Aurora MySQL 2 2 iR AR ERIhEE

Aurora MySQL 2 2 iR (82 MySQL 5.7 %) B eI~ X & T %|Ih&kE,

- BEMRIER, MEHMES , 528 Aurora MySQL ERIES|ZE#H 2017-12-11 (1.16 hR) (B
Ao

MySQL 5.7 tHAaM

Ikt Aurora MySQL IrZA<E MySQL 5.7 #REEHEM , 21 JSON X &, ZERSIMEEMVEFNEE. 8
M MySQL 5.7 , Aurora MySQL ZRANZERSIREBFEERNA Z iR , TRAZHERERH
i 20 R AKBENEIR 10 EHREGKEE.

It Aurora MySQL R4 B &I A& T 5 MySQL 5.7 ThEg :
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- FHEERAHER

- EEMBEERAN

- BEEEHA InnoDB EFEE

* InnoDB £ X E|#res sl tiER

- ZRFER

- MEIBEEEKNAE

- BiEBmEAHEN

- ERERNAHER

- CREATE TABLESPACE SQL iRz

Aurora MySQL & E5| 2 F 7 2023-06-09 (2.11.3 ki , B2 MySQL
5.7.12 HHE)
KRS : 2.11.3

Aurora MySQL 2.11.3 BEIERX#H. Aurora MySQL 2.11 hxE2 MySQL 5.7.12 &, MEHEESFTMNEF
HER , F2H MySQL 5.7.12 HEEFE (2016-04-11 , ERX#EH).

B 313X #E#9 Aurora MySQL MRZAGIE 2.07.*, 2.11.*, 3.01.*, 3.02.* F 3.03.%,

B LG IR B R Aurora MySQL 2.* EREZE S ARE Aurora MySQL 2.11.3, & Al BAASIRBHEE &l
X BEHMEM Aurora MySQL MR AIZE R E Aurora MySQL 2.11.3,

MRIEAE Aurora MySQL £ EREARE 2117 ik, AIESETENREERNEREEARETSHER
IR (BEERERNER) . MEAER Aurora £2RERBEXEMANFHEN , BSERXEMAEH
o

FEH1T Aurora MySQL 2.11.* IR h S| BRAFARE , EXREABRESEBHERE

db.r4, db.r5, db.t2 # db.t3 EREHTEEEL LAMESFENHTERE WRIATEEBTEMRE
ERFEWNRE). EZTAEHERNERET  MEENSHTERNEAEAEERKEAR. EFE—E
ENEEHTEE LNEXRRABRTHE , DEBERERE  BETNEASRHTERS AR,

(® Note
EFXERAFAREE  EEZRREARTZEHERZE Aurora £2EKERE,
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NREBEEMEERERE , E BB REMN Support AWS EEE Sup AWS port, MEFMER
7528 (Amazon Aurora fEFAEER) FEIHE Amazon Aurora ERIEE S,

(® Note

MFIAF R Aurora MySQL BRERENFHER , F2E (Amazon Aurora B &1
FE) FEYFHR Aurora MySQL ER B RS K X ERAFEHEXER.

HEHHE
AT 5 ESER R4t RIEEEE CVE :

- BEF Aurora MySQL FFARITEEL SSL it SSL_CIPHER BRI ESE P HRET L2 M DES-
CBC3-SHA {H., MREHABBRDES-CBC3-SHARBMIEE SSL EFRE , FEALBEESER
M Z£®HE, ConfiguringCipherSuitesti1ZEHE MySQL A FinBZR R HHERENFMENR , 28
MySQL X #,

« CVE-2023-21963

« CVE-2023-21912

« CVE-2023-0215

« CVE-2022-43551

« CVE-2022-37434

Al M REIER -

- BEEEEREZEE SR (DAS) B4 MNE P A Re EHE R ESHREH RIE.

- DEEEHTERERES (DDL) EHBREERESHAE LR MERE,

* TELt Aurora MySQL IRAHARBAREBA , RAEHT. NEEHRTEFERT — W INSERT
INTORE, SELECT FROMMNFERIEH ARECNFMEN , 7528 Amazon Aurora MySQL X EEE
SR INEE.

— P ol

« £ binlog EA LB A TREEENERENL , EBRBLEAE X AFEEENFERAEL.
- B8IEA% aurora_disable_hash_join 2#EEA 1 = ON AleEELHIERENN T EFERME
BFE R RERE,
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Security.html#AuroraMySQL.Security.SSL.ConfiguringCipherSuites
https://dev.mysql.com/doc/refman/5.7/en/encrypted-connection-protocols-ciphers.html#encrypted-connection-cipher-configuration
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- BIEIETBEES information_schema IEEHRRIEMER buffer_pool_read_requests &
B REE,

- BISIEHIT LOAD FROM S3 8% SELECT INTO S3 R{ERFTRESAMBEEREERNWAEE, WREAE
A gEE R CPU FAEAS. ARERTAEEXEREEFTRE , URELEHNITEE M,

Aurora MySQL 2 2 R T X ERIhEE
Aurora MySQL 2 2 iR (82 MySQL 5.7 #8%&) B eI~ X & T %|Ih&kE,

. REHAERE, MEFMET, BB Aurora MySQL SR EEIEE 2017-12-11 (1.16 k) (BE
)e

MySQL 5.7 s &M

It Aurora MySQL iRZAE MySQL 5.7 #REEHEAM , B JSON &, ZERSIMEEMMEINEE. 18
B MySQL 5.7 , Aurora MySQL SRAMZERSIREEETERNA Z iR , TATEERERMY
I8 20 ZH = AMEEFEIB 10 £ZHFEEKEE.

It Aurora MySQL iRZA< B eI A& T 5] MySQL 5.7 Zh&E :

- BEERNEER

- BEMNEERA/D

- BMEEFEHA InnoDB EFEE

* InnoDB £ X E|#res s itiER

- ZRFEEE

- REBEEEER DA

- BIEBREABES

- EHERNHER

- CREATE TABLESPACE SQL BRiR=

Aurora MySQL ¥ ¥ E 5|2 FE 5 2023-03-24 (2.11.2 iz , B MySQL
5.7.12 HHA)

Aurora MySQL % 2 lRP AR EHThEE 76
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R : 2.11.2

Aurora MySQL 2.11.2 BEEEX#H, Aurora MySQL 2.11 iRE& MySQL 5.7.12 &, MELBES TG
HER , FSE MySQL 5.7.12 FHEE (2016-04-11 , IEXHEH).

B 8 B Aurora MySQL KMRAE3E 2.07.*, 2.11.*, 3.01.*, 3.02.* 1 3.03.%,

BRI LA IRAER Aurora MySQL 2.* ERERE AR ZE Aurora MySQL 2.11.2, & A B IRBIER &l
X B Aurora MySQL MR AIE R E Aurora MySQL 2.11.2,

MREA Aurora MySQL £HEREFABRZE 2115 iR, B EENMREENEREARETLERE
WIRAE (BEBBEAER). MFEAR Aurora £2HREREXERANFMEN , FSERAEMAH
o

FE#1T Aurora MySQL 2.11.* IR 5| BRRAAKE , FERRARSEHERE

db.r4, db.r5, db.t2 fl db.t3 EREHTERER LFAESFENHTER RATERBITERE
ERENRE). EZTAEHEREREET , MEENSHTERNEAEAEERRKEAR. EE—A
ENETEE LN EXERRABRTHE , AEBERERE  BETNEASRBTEESHR.

(@ Note
EEXERAFRYE , FERERABRTEEBHERE Aurora £IRENE,

MRBLEEMPERLEE , A HRBEA Support AWS LS Sup AWS port, MBS
F, BB (Amazon Aurora fEAEHEET) IS Amazon Aurora ERIERE,

® Note

WME A FH R Aurora MySQL ERERBEWFFHEN , 5528 (Amazon Aurora fEA &S
Y P AR Aurora MySQL BRI EZEENXERAIRIEFELXBR.

WEIEE
— R -

- CEEEZSE_ENVAFERNAER A EASENARESNEREYTERTREHE CPU
158 F =R FE R Sk BOR B8 hn e
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- BEEMRFEESREZ AR Aurora MySQL 2.10 ix , BIFHRZE Aurora MySQL 2.11 lR2#& ,
AHERENSRERNEREREFHNENSHTEEBTRSHREE,

Al M REER -

« £t Aurora MySQL fRAARKREAARERBA , BRAEHIT. %u%EJaJHT‘J BEEE AT —BHYINSERT
INTORIRE, SELECT FROMMNERIFEA A KE(LHFFMER , 5528 Amazon Aurora MySQL 3R EEIE
s IhEE,

Aurora MySQL 2 2 iR AR ERIhEE

Aurora MySQL £ 2 ki (B2 MySQL 5.7 ##%&) B eI A E T 5ITh&E,

- BEHRAEE, MEFMAET , 5526 Aurora MySQL EXRIES|ZEE#H 2017-12-11 (1.16 hR) (EE
Ao

MySQL 5.7 HHAaM

It Aurora MySQL MRA~FE MySQL 5.7 #REEMEA M , ©¥E JSON X &, ZERSIMELEMLZEINEE.,
BM MySQL 5.7 , Aurora MySQL SRR ZEREIREBHRIERNR Z MR , TAZEERERM
38 20 1‘1%%)&»& ENEIR 10 R BMEUHAE

It Aurora MySQL WRA& B BI A E T 5 MySQL 5.7 ThEE

- FHEEFENAHEX

- DM EREAND

- BEEHEA InnoDB B EHEE

* InnoDB £ X E#TEe S EER

- ZRFEE

- REBEEEA/NAE

- BIHRINBEX

- EHEBNHER

- CREATE TABLESPACE SQL Bz
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Aurora MySQL ¥ ¥ E 5|2 E 5 2023-02-14 (2.11.1 kx , B MySQL
5.7.12 &)

MR - 2.11.1

Aurora MySQL 2.11.1 BIEX#H. Aurora MySQL 2.11 kB2 MySQL 5.7.12 B8R, MEHEHES T
&N , 2B MySQL 5.7.12 FHEE (2016-04-11 , IEXHH).

B 82 # 1 Aurora MySQL MRAS 21
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.07.*, 2.09.*, 2.10.*, 2.11.*, 3.01.* §1 3.02.%,

B AR B R Aurora MySQL 2.* ERIEREFRE Aurora MySQL 2.11.1, BRELIT Aurora
MySQL 1 iREVEE |, BT LUEE A Aurora MySQL 1.23 REFRANEEEEARE 2.11.1, £t
AT LU R BB 1 B 81 X B 1E{T Aurora MySQL MRASIER ZE Aurora MySQL 2.11.1,

MR Aurora MySQL £ EREAKRE 2115 , BEERABAERE , AIEKITENREERE
BEAMEZTLHERNRE (T EEHRENER) , THREBEFEASAEE, MEAR Aurora £23KEH
EXRERAVFMERNR , FSRRERE AR

AT Aurora MySQL 2.11.* MRt 5| BIRAFRE , FERRKA RS EBERE

db.r4, db.r5, db.t2  db.t3 EREHTEEER LG XPLENAITER (MRATEEBHNITERE
KRN, EZTHESENEREY  AERNRATERRSEEREERRAR. EF—E
AMRATEE LNEXREARTRE  FEBERSRE  ARNSARHTEREA R,

® Note
EXERAARPE , EXRRABRTSEHERE Aurora £RERE,

WMREBEEMEERERE , E BB REN Support AWS EEE Sup AWS port, MEFMER
7528 (Amazon Aurora fEAEER) FEIHE Amazon Aurora ERIEE S,

® Note

wEF M AR Aurora MySQL ERIEE SN FMEN , 5528 (Amazon Aurora R EIE
) HHFHLR Aurora MySQL EREZERNXERASEHERER.
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NEEE

LTRIHEBENRZSMERRELE CVE !
EEMEERIEE , AR EREREFNEE. LT CVEBEMTAR :

« CVE-2022-32221
+ CVE-2021-36222
« CVE-2021-22926
« CVE-2021-2169

AAMSUEIER

- EASEEMRIE N a8 BE MR Nk & B E R T 8 ERT R EN A R RE

- BEETHEE : EELEERT , EEASHTEE LRAFHTAREHRERERNERES
(DDL) THEEH , LARTE Aurora EARKE —HER R EHTRIURER , JRERE R Aurora B
EFRE.

- EEERBEVREEREREIBRFLERRINBTETR , RERFEHZM LML E—E,

- BISEHREREZBFHRTERD TBRHNEER  EMERERNEHTERERENEE,

 TE1t Aurora MySQL A ARBARERA , RAEHT. NEEHFTESEETF —BWINSERT

INTOR]RE, SELECT FROMINFERIEAARKECHFFEMER , 552 B Amazon Aurora MySQL 3K EEE
s INBE.

— i CAHE

- BEIEREA SSL ARFMRELBHNREE,
- EREHITEERRANERNEERES (DML) AN eSS A BHERNERLEE MAYEE.

B2 Aurora MySQL 25 1 hxLbE

T %I Amazon Aurora MySQL Ih#&g7E Aurora MySQL 28 1 KR (B2 MySQL 5.6 %) P EXE , BEEHH
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #B8) P+ % &,

o MEBGE, WEFMAEA , 52 (Amazon Aurora EAEIER) THERMEBESE AR
Aurora MySQL BtfE &,
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- AREILF AWS Lambda AEBM AR . WEFHER , F28 (Amazon Aurora EAEE
) R Aurora MySQL FABREF A Lambda BEE.

- BHEAREERE, MEFZHMEN , 5F528 Aurora MySQL ERIES|ZEH 2017-12-11 (1.16 hR)
(BEH).

- £/ Amazon S3 FEFETEEIE MySQL BB ER, WFEFMENR , 528 (Amazon Aurora A EE
) PHEA Amazon S3 REFEIFEER MySQL FHER

MySQL 5.7 A M

It Aurora MySQL iRZAE MySQL 5.7 #REHEAM , 2 JSON X, ZEXRSIMEERLFINEE,
B MySQL 5.7 , Aurora MySQL HRAMZREREIREBEEIERNA Z FBliR , T/Z Fﬂﬁﬂ%hf
il 20 1“3’]%)&»& EFEEIB 10 M BBV AL,

It Aurora MySQL WA~ B GBI A& T 5 MySQL 5.7 ThEE

- EEEFENEEX
S My EREAN
. MEIRERA InnoDB EEHEE
» InnoDB £ X EI#r s /AR
- IRRER
- REEREGEERNFAER
- ZBEHFBABER
- EHEBHHER
« CREATE TABLESPACE SQL Bz

M

5712 HB) AT ERARE,

MRZAK : 2.11.0

Aurora MySQL 2.11.0 BEIEERX#H. Aurora MySQL 2.x hixE& MySQL 5.7.12 8. MEHEHESETMNEE
fE , 28 MySQL 5.7.12 FHVEE (2016-04-11 , IEXNHEH).
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B AR B Aurora MySQL 2.* ERIEREFRE Aurora MySQL 2.10.0, BREL1T Aurora
MySQL iRZA 1 WEE |, B LUEE AR Aurora MySQL 1.23 REFHRAMNBEEZAEKE 2.10.0,
BT LAt B # X AV Aurora MySQL WA A iR BBIEJR E Aurora MySQL 2.10.0,

MRGEEABBRRRE , HEBLEEREN AWS Support BB AWS Support, MEFEMET |
B {Amazon Aurora fEAEIER) FHIHEE Amazon Aurora ERIEEE,

s
W

® Note

WEE A F Kk Aurora MySQL ERIEZEENFFMERNR , 5528 (Amazon Aurora ER &5
) A FER Aurora MySQL & B E#H SR X EMRASIEHRERE R

EEHE
LTRIHEBENRSMERREEE CVE !
EEMEAMIEERINEE , UAMBEZEREPNEER, LT CVEBENTAR :

+ CVE-2021-36222
CVE-2021-35624
CVE-2021-35604
CVE-2021-22926
CVE-2021-2390
CVE-2021-2389
CVE-2021-2385
CVE-2021-2356
CVE-2019-17543
CVE-2019-2960

— AR -

« FEMEEREL , TEBERE 24XL HTERERNERE 10 L.

« ¥118¥ ECEDHE SSL BN XE., NEKAFRRAFHIEE SSL ZIBENFHER , F2RUT
MySQL R4 : tnEEGE B I ERE

ﬂl'ﬂ

HEEE 91


https://aws.amazon.com/support
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https://dev.mysql.com/doc/refman/5.7/en/encrypted-connection-protocols-ciphers.html#encrypted-connection-cipher-configuration
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. {&IEEZ Aurora MySQL E2E M AWS BRF (5121 Amazon S3, Amazon ML 1 AWS Lambda) 45 4
Eﬁﬁg Fﬂﬁ%o

- BETIHEE  EERENERAENERESANER 1GB K , At @ ERENEANTEREN
BRM

- EEFTEHANEE , LEEBETREEEFEH GROUP BY FAMSE#E RN WHERE Fa#1T
B EFEREELDT ERN D ERIEFIERF.

- BIETHIREE : £ EEMRARK Aurora MySQL 1.x (FBAER MySQL 5.6) Fiit F#&kZE Aurora MySQL
2.x (B MySQL 5.7) 2% , WREEEH general_log H slow_log & ¥l K8 K B EFH.

- BETIHREE: EBIHERT , EERNEEREETIEEHE , L innodb_trx, innodb_locks
2 innodb_lockwaits Btk , TRESEHERERTERENNS, BRI E (HIWENRFE) 76
SEHERERK,

- EBETIEE : ERESTIMEFRER , REERSIN TIMESTAMP ERMES EMARITHIE
B#ER
1. ERREFEBRER.

2. 275 ON DUPLICATE KEY UPDATE TAHE R & L#1T INSERT,
3. BAMERFIE UNIQUE E5|=k PRIMARY KEY R EHEEREIER.
4. —ELZEEREBRN TIMESTAMP ERER | W EFFEFKE CURRENT_TIMESTAMP,

« EETHREE: £#RVBIERT , ATEEEPELE binlog BAERZIEA T binlog BB 1TEE,

- BETYIEE: EEPEHERT , /A binlog WETHEE LHTHR , BEERR S

- EIETYIMME : EEAEKMA binlog KA 1TEREE L HER

|

- BETSIREE : ERFTFHEHLENRBE  TRERRNI AFCHAES K EXAHRETFEBE
o

- BIET5IEE : #¥54E DDL A DCL FRX A , R HA_ERR_FOUND_DUPP_KEY $83% ,
B3 binlog EAEFIE, LUBEA ZHURHEBARERFHNTER , BEREERS READ
COMMITTED = READ UNCOMMITTED & , sig &4 E@RB~E,

- BETIRE : MAZHTHEERE  binlog ERW A/ L MITHEEER L T EFTHEE

- BETIREE: EEODBERLT , EEEREHTERBHAREFEADPER , TeEEBERBE
CloudWatch CommitLatency 51,

- {EIET 5| : #1147 LOAD FROM S3 & SELECT INTO S3 B , &3} Graviton #11T{E#8 L 8 A # R
FEBER.

- BIETHIEE : ERANGRE|IREHRIHZIA T WEMRSFR , ATREEREREHER
1. ERRWEMA
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2. HZERRETEBRBRIEFTNRZEE

- BETHRE : #BOEBAT , B Aurora BERHTEREHNRE . EXZEERENEM ,
LERE A A MR EFE 2 B i,

- BIETHIERE : BRINER T/ERERE , NEFEBH RPN ERFR "LOCK _epoch_id_masters HIRIX
=M,

- BIETIEE : TRERZEAXRZRKENE—HBERTIN TEEITHBEL M,

- BETIEE : ®EIEBRT , EEREUKREKRKE 160GB WERE , TRRERHTEEBERN
5 E

« BEFTEANEE , KBETRSEFENEEHNTER LIMIT I8 SQL BIRXEEMHKE,

- BETHIME: #ELEERLT , E READ COMPITED RS EBHRTEH XA X5E |, JAASEHRE
REHTEBEHNAE.

- EIET %I : Aurora Read M{TEREFMEB%E , WREFRBHBEEEEN DDL THEEH
AREEEXETME.

- {EIESRRREIER Aurora FBENERE B IEIEM B,

- SEETHEE : #ROIBERT  EXREBANERTEERERANE , TREEFBAHZHUTE
REXME,

- BETHRE : #BOBBRT , BHEE (P) TERERTH "ENESH ., BRSETATHME
A CPU , BMfEELTHERETKERLENRFEME.

- BETSEE : EBPBIERT , EAFTENREERR , JRERENERRFENRD

- BETIHREE : #BOHBRT , TRHEEHFTELHENEREPNEARNTERETRD ,
AESHERNEERHERERF IR,

- BETIEE : EREHNTERENRBYB TREEDE SRS RENRE.

MySQL #EREERIEERS

« f&IE InnoDB H Ky —EIRERE , B dictOstats.cc RIGERPEERRMRITHFHENZEXIHBIEFRFT5] 5
HERERHIERT IR R, (BRERMRER 24585978)

- BETHIEE : RLENRSIR , ERESRNRIERS|IES, ¥ UPDATE BRARXET TSI
E1F : MRRE|IGEHFNERERNRMENRTEAS NULL , FERBERSIRHFEELE. EERHEHE
30556595))

« f&1E InnoDB A T 5|RE&E : MRELRHNERSIE  IEERT s BEZBESABEEREE, I
HMEHESEIEES T EEPRREGESHEERARRETE  EMERYERTIANR, GEERMRE
29195848)
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« BETHREE : IRFPNZHEREBITRERMRFTATE. (FEERMIT 28653104)
« {81E InnoDB FH T 5IfEE : SHESSFHBEHPE e EREEE, (HBERME 28068293)

- BETHESHE : XZBHEBRIRES REPEATABLE READ I | REEX B AR AE S ILEH M
ERE, (53245 25040331)

« {BIEWREEH binlog EARRHESHREMEFNEE, (5FRMm% 27189701)

E2 Aurora MySQL 25 1 MR LB

T %) Amazon Aurora MySQL Ih#&g7E Aurora MySQL 28 1 KR (B2 MySQL 5.6 %) #EXE , BEEHH
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #B8) P A% &E.

- FOEBIE, MEFHMAEA , F28 (Amazon Aurora EREIEE) S EHMERE RE(C AR
Aurora MySQL BfE &

- FEL W AWS Lambda BB RERE ., MHEFMENR , 528 (Amazon Aurora EAEE
By PHYER Aurora MySQL R4 BREFEA Lambda BEE .

- BHEARER, MEFTZHMET , 5F528 Aurora MySQL ERIES|ZEH 2017-12-11 (1.16 ki)
(BEEA).

« f£/ Amazon S3 fEFETEEIE MySQL BB ER, WEFMEE
B RHEA Amazon S3 @EFETEER MySQL RV E R

%II

, 5528 (Amazon Aurora R &g

MySQL 5.7 HHEM

It Aurora MySQL RAE MySQL 5.7 #REEHEAM , @18 JSON &, ZE RS MEEMNFTIEE. 18
B MySQL 5.7 , Aurora MySQL HRAKNZEREIREBEETERA Z iR , TAZEEREIRMH
BB 20 FHE AKEEMNEIB 10 FHBEEUREE.

It Aurora MySQL R4 B I A& T 5 MySQL 5.7 ThEg :

- BHEERAEHES

- EEMHMERAN

- BEEEHA InnoDB BEHEE
* InnoDB £ X BT/ AHER
- SRFEER

- MEIBREEEKNAE

- BIEBREAHES
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https://dev.mysql.com/doc/refman/5.7/en/innodb-transaction-isolation-levels.html#isolevel_repeatable-read
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html#AuroraMySQL.Integrating.NativeLambda
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- BEHEENBER
« CREATE TABLESPACE SQL FfiR=

Aurora MySQL ZE ¥ E5|ZE# 2021-10-21 (2.10.1 fR) (EZEF)

R : 2.10.1

Aurora MySQL 2.10.1 E£E# H. Aurora MySQL 2.x hixE& MySQL 5.7 ix#8%& , Aurora MySQL 1.x
FR B8 MySQL 5.6 R R

B 81X M Aurora MySQL MRASEE
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

B SR AR Aurora MySQL 2.* BRI EHR S AR E Aurora MySQL 2.10.0, ¥A#4T Aurora
MySQL iRZ 1 WEE , BT LUER AR Aurora MySQL 1.23 REFHRANBEEZEAEKE 2.10.0,
O] LAt B 8 X AV Aurora MySQL MRA#1R BBIE R E Aurora MySQL 2.10.0,

%

MBLEEMBBEREE |, BHEBEEREN AWS Support BHE AWS Support, MEFMET , 552
B {Amazon Aurora fEFA&EIER) HRIHEE Amazon Aurora ERIEE K,

® Note

wEFE M AR Aurora MySQL ERIEE SN FMEN , 5528 (Amazon Aurora ERAEIE
) HHFHLR Aurora MySQL EREZERXERASEHERER.

EEHE

LT3HESENZEMRIBEE CVE

EEMEAMERINEE , AR EZEREPHNEERE, LT CVEBEMNTAR

« CVE-2021-2307
« CVE-2021-2226
« CVE-2021-2194
« CVE-2021-2174
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https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2307
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2226
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2194
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2174

Amazon Aurora Aurora MySQL KR fi§EE
« CVE-2021-2171
« CVE-2021-2169
« CVE-2021-2166
« CVE-2021-2160
« CVE-2021-2154
« CVE-2021-2032
« CVE-2021-2001

A REER -

- CHEEEATLEMABEREET RREZRAFA R

— % CAHE
- BEETIHMEE: ARASBPEERFENBRERKEANE , ERENSZHTEENS CPU EH
2,

- BBETHEE . ERFETIMEGRGR , BEERIN TIMESTAMP EREEEEH AR K
BE R :

1. ERREFEBRER.

2. #8748 ON DUPLICATE KEY UPDATE FAKER K E#1T INSERT,

3. MAWERF|TE UNIQUE &5k PRIMARY KEY FEHEEREER.

4. —ERZEEREERN TIMESTAMP ERHEHE | W EFFEHKE CURRENT_TIMESTAMP,

- B1£1E 2.10.0 IR EANERE , EEBMEESEHFER json_merge B, , AMERELER T 58
$HESRE, LH , B json_merge BB EMEL 2 ERMM DDL hEAR | H o LUMEEEEEE
1305,

. BEETHME : EESHERT  EARMEN EHES 0% E A HERBERER £ 35 0B
RIFETRER | EREREAERRD.

- SEETIEE : #ROBERT  EXRRBANERTEUEREAUE , EREASRHTEEBERNR
5 €

MySQL #BHREEREERS

- CURRENT_TIMESTAMP M REBFHELE, (EMHmLE 25209512)
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2160
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B2 Aurora MySQL 25 1 MR ELER

T %I Amazon Aurora MySQL IhgE4E Aurora MySQL % 1 bR (B2 MySQL 5.6 HB8&) AEXE , BB
IELEIHBETE Aurora MySQL 25 2 hix (B2 MySQL 5.7 %) FF X E,

. HMEBE, NEFMET , F2H (Amazon Aurora EREEE) PHERMEBESEL AR
Aurora MySQL Bt &,

- ERILS I AWS Lambda BB REE S, WRFMEENR , 528 (Amazon Aurora A &S
) HFHER Aurora MySQL FEABKEF A Lambda &,

- BHEAREE, MEFZHMEN , F28 Aurora MySQL ERESIZEH 2017-12-11 (1.16 hR)
(EZEH).

- £/ Amazon S3 EFITRIE MySQL EBER, MEFMEN , F28 (Amazon Aurora FREE
M) FHEA Amazon S3 REFIFEBER MySQL FHERL

MySQL 5.7 HH&a M

It Aurora MySQL iRZAE MySQL 5.7 #REHEBM , B3 JSON B, ZERE|IMEEMWMNEINE. 8
B MySQL 5.7 , Aurora MySQL AN Z BRI RAEBETENA Z BtiR , TATZEERSERM
B 20 ZHE AKBEFEIRE 10 589 EEUNEE.

It Aurora MySQL fRZA<B BI FZET 5] MySQL 5.7 Thae

- BHHEERNEHER
EE M ERE KN
- BEIEFHA InnoDB B EEE
* InnoDB £ X E ez A HER
- ZRFEEE
- REBEEEER TR
- BIERIFNBER
- EHEBNHER
« CREATE TABLESPACE SQL FBRiR=

Aurora MySQL & & E5|ZE# 2021-05-25 (2.10.0 fR) (2EH)
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html#AuroraMySQL.Integrating.NativeLambda
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3
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MRA : 2.10.0

Aurora MySQL 2.10.0 E£HE# . Aurora MySQL 2.x hxE2 MySQL 5.7 fiR#E& , Aurora MySQL 1.x
FR B8 MySQL 5.6 R R

B 8 #B# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

BRI LA IRER Aurora MySQL 2.* EREBRE AR ZE Aurora MySQL 2.10.0, ¥R #4T Aurora
MySQL iRZA 1 WEE , B LUEE AR Aurora MySQL 1.23 REFHRANBEEZAEKE 2.10.0,
A LA B 81 X AV Aurora MySQL ARZA# R BRIZ R Z Aurora MySQL 2.10.0,

MREBEEMEERERE , oA EFRIEHN Support AWS EHOEE Sup AWS port, MEFME
# , F2E (Amazon Aurora FREER) PHHEE Amazon Aurora ERIEEE

(@ Note

WEE A ARk Aurora MySQL ERIEE SN FMENR , 5528 (Amazon Aurora FRAEIE
) P AR Aurora MySQL BRI EHEEN X BIRARIEHERB R

NEEE
LT3HESENZEMRIBEE CVE
EEMEERIIGE , UHAESIERETHNEE. LT CVEBEMNTATR

« CVE-2021-23841
CVE-2021-3449

+ CVE-2020-28196
« CVE-2020-14790
+ CVE-2020-14776
« CVE-2020-14567
+ CVE-2020-14559
« CVE-2020-14553
« CVE-2020-14547
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https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-23841
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3449
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-28196
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14790
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14776
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14567
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14559
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14553
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14547

Amazon Aurora Aurora MySQL KR fi§EE
« CVE-2020-14540
« CVE-2020-14539
« CVE-2018-3251
+ CVE-2018-3156
« CVE-2018-3143
« CVE-2016-5440

FIhgk -

- BEXE Aurora MySQL B db.t3.large HITEBER,
- ZEMNBRER

« ¥ binlog B A/EHRE , BEHBELBASRHTHEEDNATE BT ARKEE binlog 3MEE.
WMEFHMER , 5528 (Amazon Aurora FREEE) PHHECZENBFESR,

 7£ Aurora MySQL 2.08 ki , T HKEZH —EM HEFE (binlog) BE , UBEESRIEERENR
S BAPERKEREBERFEEE, SBA GTID WEEREXESLERERE
- WEWEIEEATERTAMY
. ZH , EBEASHTEREFRBEE , Aurora MySQL BEHHFTEENESSHTER ECESEHK
B, BESRANHEL , EBRERNSHTERSETE ARSI TRRENFRBHEEESENER

RERE  ®MASHEEPNERT AN, WEFHMAEA , 5528 (Amazon Aurora A EE
) PR EHEE Aurora MySQL #E (2.10 REESRA).

/A Important

FH#RZE Aurora MySQL 2.10 & , EFR B B ARATERTSATREZENEFNREB,
NMRERREHNBDREERE , FEEFTRBREARATERR  ENRBEETHEM
AR HITERE,

- WEBERARN (LRA) RMTATER R a1 EEUE HFEEA KB, EREBIXEEHE Aurora f#F
FEECEEFRTFNZEREMBAIRTR. Eitt , £/ LRA REICHEHAITEESE 3 15,
- BEUETREBNEH
- WEZBEHENE (ZDR) MEEHISH (ZDP) , UEEEEZNRALIP (BIEEMA ZEARE &
i A< 88) BUA ZDR M ZDP, b4k , theh®E T¥H ZDR M ZDP BT RE. BSR4

ESFMER . (Amazon Aurora fEAEIERE) FHIAmazon Aurora MySQL W EEH#E 3T
(ZDR) MEAZEH 54,
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5440
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Replication.html#binlog-optimization
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_RebootCluster.html#aurora-mysql-survivable-replicas
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Replication.html#AuroraMySQL.Replication.Availability
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Replication.html#AuroraMySQL.Replication.Availability
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AT FAMEIER

- EEREAAREBEERSIMENTEHN DDL FBHEEINERRE , E T RBNEE,

- BMSER DDL £ HNIEREFRMEEEHBE N ZEEEIRRE |, 4I20 DROP
TRIGGER, ALTER TABLE , RIS RERKRF P EBERK P ESH B ALTER TABLE,

- DEEEREEE S (DAS) AFEEHR | fJAEEN ARSI REAREE,
- CEEEERBRHERE LM ALTER &= |, JINERASNRERE,

— iR U
- BIEEEARMAUESERENGATEE E0ERERVBE,

- EEERMKEBE innodb_flush_log_at_trx_commit FREH 0 H 2 B , KL Aurora IEXRIE
BAREMAEE.

- EBESHRAXNREAENEESHRNTRF2EHERVEE,

- EEARENZEMBAFEN LXMERSBBREEERENNVEE, EWgER T #1 BFE
HEINFEFRENREHB R EERER.

- BEESIBERR |, InnoDB RIEMEHR binlog ERBBHN BRI EE.

- BAEEME binlog_checksum Z#3E%A NONE AR EHR AR ZEL T IERHN —# A B HSHH
ﬁ:ﬁ%o

- EEENRERNRZEE DDL RAXMAEERIIEE  AIgERTE# [V AFELARERMEL
KB,

- CREREREE , ENRIATEEFSEFTRBNEE,
- EREEEREARAAREXSN CENVAFERE , EXHREESRXUNEE,

- ESEEERARBLMABEFRENRE LBYZERLE , TeERABLABFEERTHEIRERT
Eﬁmﬁﬂ%o

- WERERESEENRBYBENELERREZTHE , SUBKIL E WS FEEZA.
- BIEIETE Aurora BEESEI1T{EEE L EAS performance_schema RIEE BB RE,

- BISEREH N AFEAE HA_ERR_KEY_NOT_FOUND #5531 = LY R RE,

- BIEIETEFIT FLUSH TABLES WITH READ LOCK BURIEF , EHE R EEHRE A BEE,
- BEEEEE Aurora BENERHTER LERAMEREBREENRENEE,
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MySQL # RIS EES

- EXSRBEBRREA REPEATABLE READ B , RBRZERFIESILEERAERAE., BRERE
25040331)

- ERTEFDPEES2REENRRG K MEAAEXSRS —ERER , AERUAXEFNRETSE
HiB—R, (FEERIWOR 87858, $EERHmIE 26864199)

- HIREHZ OR FHNEN , RECIERENEERYEES , BEFATREER
range_optimizer_max_mem_size RIKEBHFrENMECIBERES, Lt , ZBBHNERESHR
1,536,000 127 % 8,388,608, (S5I24mEE 79450, $2E2MmaE 22283790)

- B8 : f£ next_event() HMEH , B4 SQL SITHETILE B LR DB FHE
T—EZE# , SQL HTREABHRCEEIBESR (G0 , BA & B FEER) FEEN
relaylog.log_lock , RMEREFSFMEBFEAF L2HENMEREMEHTHEERE. BEILISE
B K 8ESQLBTHEXBER THANBNWERITEREE, (FEERFER 21697821)

- BEEEEEEEET ALTER TABLE WRISEIBS, (S554mE 24961167, S5E84maE 24960450)

- BE IRSHTHRELFISREZREANRBEKINRS , AIELFEH
slave_pending_jobs_size_max i ZHTHREAREE A/ NETTH KN,
AT KA slave_pending_jobs_size_max BRI B HIEE |, 4
72 : ER_MTS_EVENT_BIGGER_PENDING_JOBS_SIZE_MAX , BIEZH B/ RAH
slave_max_allowed_packet 5% E W BRFI 2 a0k, EBILIEIERER |, slave_pending_jobs_size_max
EREMRS  MA2EMRS, MERFITH K/DEIB slave_pending_jobs_size_max , B/ A
slave_max_allowed_packet , MEBRBUR S , EFEERITEEHEZNTI RIS MURE,
ERBRGERD , MERABEXSHERE. Hit , EXTEZENTIRDITESZEIRS , BHA
AFBEETBRANRS. (8HEMmIFE 21280753, #HRRAmEE 77406)

- BE  FAZRTHEELRR EREHERSETHENELBEERBPABLLERT RN ITEE
ID &R, (EFRMmIE 25231367)

« BHE  EU-GTID #=X = R, -log-bin=off ME A - H1TU GTID AERHNEBTELR L |
B8 3 FE 2 e HY $5 32 0% R IEFEE #islave-skip-errors , B3 EE. Exec_Master_Log_Pos
Exec_Master_Log_Pos Read_master_log_pos MRKIEE GTID_NEXT , LLEARIERE —FK
RXRBERBFAEKEFSEFHRH GTID A&, Exec_Master_Log_Pos AEEH , RAFERS
EER , tEUEMSRNERE GTID Mg, BEEXSBKR GTID RENEFHRE , LEEEE
GTID_NEXT b , T EEERXRS. (5ERMm% 22268777)

- BE . FRASHEMNBHRN , o XBNRAXELEREEABBHELERIEEN GTID, LISIE
B AH#ARIS KHH DROP TABLE, &85 XM #Y DROP USER = #% &k ## DROP VIEW
2 BIEFMEBIR GTID , W —# 1y BFFARKSHMFE @@GLOBAL.GTID_EXECUTED M
mysql.gtid_executed R, (FHFRARER 21686749)
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https://dev.mysql.com/doc/refman/5.7/en/innodb-transaction-isolation-levels.html#isolevel_repeatable-read
https://dev.mysql.com/doc/refman/5.7/en/server-system-variables.html#sysvar_range_optimizer_max_mem_size
https://dev.mysql.com/doc/refman/5.7/en/replication-options-replica.html#sysvar_slave_pending_jobs_size_max
https://dev.mysql.com/doc/refman/5.7/en/replication-options-replica.html#sysvar_slave_pending_jobs_size_max
https://dev.mysql.com/doc/refman/5.7/en/replication-options-replica.html#sysvar_slave_max_allowed_packet
https://dev.mysql.com/doc/refman/5.7/en/replication-options-replica.html#sysvar_slave_pending_jobs_size_max
https://dev.mysql.com/doc/refman/5.7/en/replication-options-replica.html#sysvar_slave_pending_jobs_size_max
https://dev.mysql.com/doc/refman/5.7/en/replication-options-replica.html#sysvar_slave_max_allowed_packet
https://dev.mysql.com/doc/refman/5.7/en/replication-options-binary-log.html#sysvar_log_bin
https://dev.mysql.com/doc/refman/5.7/en/replication-options-replica.html#sysvar_slave_skip_errors
https://dev.mysql.com/doc/refman/5.7/en/replication-options-gtids.html#sysvar_gtid_mode
https://dev.mysql.com/doc/refman/5.7/en/drop-table.html
https://dev.mysql.com/doc/refman/5.7/en/drop-user.html
https://dev.mysql.com/doc/refman/5.7/en/drop-view.html
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- BE : #1117 MySQL 5.7 WEAREEERE MySQL 5.5 R , RABEIABRN MySQL 5.5 1
server_uuid FFE4EEEER, ERHBME server_uuid FZENEBERER. (5HRMMEE 22748612)

- BE  UEARHFXBBEHITH GTID XREK GTID X5 BB H ML XA X5 EEEE,
(S2384mER 25041920)

« ">XA ROLLBACK R RXEAIEEFRERMNIE ID MEAK , I ERAERNZS ID HEEE=
HEMNAFD  IMAEESEARKINTEH, BESREENCHERECINERER , YATFSRHE
K BH9 XA ROLLBACK BRI\, (85E24m5% 26618925)

- BE RFAREERRAFZESBNRIRCHEMLEN CHANGE MASTER ERURR REEZER
7, BIFEZH START SLAV E ZaIER , SRELUEIE -relay-log-recovery set EXE , EETE
BB, RESEERERAEEREEARERZIAMEBZKRES TR , ALEXAFGHEERRE
WMEEHTAREMRFAZEZBINRREAFBME. FHERT , EXEESHKBELAFER ,
WEHESL K ARBERKREE. (EFRMIE 28996606, fHERMmHE 93397)

- B EUERIAERNERT  ERESR utf8mb3 ERTHREERTEIHREERMNIRE
(HHZERWRER utf8mbs FAEERMN) ¥ , SEQOFERETRURENAS, (ERER
25135304, $HER#mAR 83918)

- B8 EFEAGTID WEBHEAR L3 H RESET SLAVE B , SF5KREBEANEXBE , B
EEFRBEZEKY GTID £281 , SEEBAHNEIXBFE, Bt , L8180 GTID £€£A
PREVIOUS_GTIDS EHEAHMNEX AFE K EREENBRERR , XIERELHERMN GTID LR
FIEZ (BMEMEBRIBRESHY gtid_executed BBRZEMY), [WAE , 3 RESET SLAVE B , 8EELER
WEE BB ZNERIZEWK GTID £ , EERTEREERERE L. (FBRRMHE 27411175)

- BE . FH GTID #TEER , EBLMBUMEEN GTD FAZATBRRZNERS L, UFH
FRABBEEEMAITEERR (ER_PARSE_ERROR ) AR EAN R S, EMEBEEERE GTID
EBARBHIAERAFHNER  YRAULKBEBEAE GTID WAEERS, T, EZFERNERT |, B
FENEEREMASNERKIBRS , £ME GTID REEFERKBZAEHMLRRS , ESERAEHT
BERAINERMEL, EHUHEEER  NRHERSITERKB , ®5 GTID EEFERAF , R
ERAAYTREENESZKINER. FIE , EBTABEIY T EAMNME mysqlbinlog EER
“HENAGEEFMERN IEEE., EEEBRT S EENEAR  NEEREERBERZ 2N
ERARZEEURIETNANESIRGE , MR RAES| R, (553/m5E 27638268)

- BE A SQL #ITHEL GTID MBS X 5. (#HRMm% 25800025)

- BE BAESRSBRESEIRMS WAIT_UNTIL_SQL_THREAD_AFTER_GTIDS() B , AIARES S
HIREFEHN T A, EBIHESERS :

- PERHESEFEEEREN, MAEEERA,

MySQL H B REFREERE 102


https://dev.mysql.com/doc/refman/5.7/en/replication-options.html#sysvar_server_uuid
https://dev.mysql.com/doc/refman/5.7/en/replication-options.html#sysvar_server_uuid
https://dev.mysql.com/doc/refman/5.7/en/xa.html
https://dev.mysql.com/doc/refman/5.7/en/change-master-to.html
https://dev.mysql.com/doc/refman/5.7/en/start-slave.html
https://dev.mysql.com/doc/refman/5.7/en/replication-options-replica.html#sysvar_relay_log_recovery)
https://dev.mysql.com/doc/refman/5.7/en/reset-slave.html
https://dev.mysql.com/doc/mysql-errors/8.0/en/server-error-reference.html#error_er_parse_error
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- MRFRESENRESE SQL & , AISELERFE , WERES | MRFARIZITENBEE SQL
B AIZESERENULL ZEMERE K MAEES , 2cR2REES ., SRR 24976304,
$RERAm AR 83537)

- #£% : MR WAIT_FOR_EXECUTED_GTID_SET() HEEEETHFE D EHID (Hl 1.5) HREE
—iEMER  AIERBEEPPERERERBHERAAIRBANEY , Z22/)R 1 BWE (6
w,01), AT, BRECFEIIEREE UERRRVEEN SFXNEARKE K MALENER
Ao BFt Dirkjan Bussink KV E &K ($5584m 5% 29324564, #HFRAmER 94247)

- BAA GTID #& , EZRR AR B A HEHERERN XA X5 LM XA COMMIT 25|35, (SERERE
22173903)

- B8 : E gtid_next EREBFBHRER , MRSHEBARANRZ H BT H XA ROLLBACK B
RN, IgEEHEEPRHER, R XA ROLLBACK B & M HIRER , AR/ MAEIL
BENEEEH GTID kR, (FERMma% 27928837, #HRMm5% 90640)

- f1ETE CASE 1) ($85R4m5% 22810883) H £ A %@ ORDER BY BHEIRFHE 7 B 7 52/ B RE,
- REGHEFNEATEHESESRECHBEERIBCEAR , WERFARSSE R, (8552 #27389294)

B2 Aurora MySQL 25 1 ki LbE

T %I Amazon Aurora MySQL IhgE7#E Aurora MySQL 2 1 bR (B2 MySQL 5.6 HBA) AEXE , BB A
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #B8) P+ % &,

. FEBGE, MEFEENR , F2E (Amazon Aurora FRERRE) W ERMERESE(C AR
Aurora MySQL BftfE &

- FAREIZH AWS Lambda AREMN KK E, WFFMER , 528 (Amazon Aurora £H E 15
&Y PHYER Aurora MySQL R4 BREFEA Lambda BEE .

- BIEHRERE, MEEZFHMENR , 528 Aurora MySQL BRI ESIZEH 2017-12-11 (1.16 kR)
(BEEA).

- £/ Amazon S3 FEFETEETE MySQL BB ER, WFFMEENR , 528 (Amazon Aurora A EIE
) PHEA Amazon S3 REFITRER MySQL FHIER,

MySQL 5.7 HHEM

It Aurora MySQL iRZAE MySQL 5.7 #REEHEAM , B JSON &, ZEREIMEEMMEFINEE. 18
B MySQL 5.7 , Aurora MySQL SRAMZERSIREEETERNA Z iR , TATEERERMY
I8 20 ZH B AMEEFEIB 10 £FHYBEUKEE.
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https://dev.mysql.com/doc/refman/5.7/en/xa.html
https://dev.mysql.com/doc/refman/5.7/en/replication-options-gtids.html#sysvar_gtid_next
https://dev.mysql.com/doc/refman/5.7/en/xa.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html#AuroraMySQL.Integrating.NativeLambda
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3
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It Aurora MySQL RZA B a1 A& T 5] MySQL 5.7 ZhEE :

- FHEERAHER

- EEMBEERAN

- BEEEHA InnoDB EFEE

* InnoDB £ X E|#res sl tiER

- ZRFER

- MEIBEEEKNAE

- BiEBmEAHENX

- ERERNAHER

- CREATE TABLESPACE SQL BRiR=

Aurora MySQL &R E5IZE# 2021-11-12 (2.09.3 k) (EEH)
MRZAs : 2.09.3

Aurora MySQL 2.09.3 E£H# . Aurora MySQL 2.x hRE& MySQL 5.7 R48%& , Aurora MySQL 1.x
MR B8 MySQL 5.6 IR &

B 81X #E# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

BRI LS IR BRI Aurora MySQL 2.* ERIEZE EFHRZE Aurora MySQL 2.10.0. ¥R #14T Aurora
MySQL R4S 1 &L | BAILUSHR A Aurora MySQL 1.23 REFREANFEEEZEARE 2.10.0,
ST LAfE B BT XMV R Aurora MySQL IRA#E R BRIE R ZE Aurora MySQL 2.10.0,

EEZLIERM Aurora MySQL B 5 | 51E18 AWS Management Console, AWS CLI 5 Amazon
RDS API 157 5| Z iR A,

MRGEEABBERRRE , HEBLEEREN AWS Support BE AWS Support, IEFHMET , 52
B {Amazon Aurora fEA&EIER) H IR Amazon Aurora EREZEE,

%

(® Note

MEE WA F R Aurora MySQL EREEEWFHER , 528 (Amazon Aurora fEA &S
) PEFAK Aurora MySQL EREEZE SN X ERESIEHER B R
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https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
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WEIHHE

REMELE !

EEMEAMEERINEE , UAMBEZEREPNEER, LT CVEBEMNTAR :

+ CVE-2021-23841
+ CVE-2021-3712
+ CVE-2021-3449
+ CVE-2021-2307
» CVE-2021-2226
+ CVE-2021-2174
+ CVE-2021-2171
+ CVE-2021-2169
+ CVE-2021-2166
+ CVE-2021-2154
+ CVE-2021-2060
+ CVE-2021-2032
« CVE-2021-2001
+ CVE-2020-28196
+ CVE-2020-14769
+ CVE-2019-17543
+ CVE-2019-2960

AAMSUEIER

. BEl#ERE , HA L& information_schema Fi &R &K L HITHEHTH.
- ¥ri8¥ ECEDHE SSL m#EM % &,

— % CIEE

- BEETIEE : #ELEERT  EXERANENTEMREANE  TEERFARAITE
BEHRMED.
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-23841
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3712
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3449
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2307
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2226
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2174
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2171
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2169
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2166
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2154
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2060
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2032
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2001
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-28196
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14769
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-17543
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-CVE-2019-2960
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- BEETHEE: EELEERT , ERFASHNRHER K FEEUBRERER  TE@ERERNEY
TEBEHRRE,

- EREERNESTERENBBHEAZERNBTEIRN , EVESERZREFHKE.

- BEETHIEE . EEREEEREFAENERESK  TEeENEREMNTERBERMRE X
Mo

- BEEFRTEHANEE , HEENVESEREREEHTES LIMIT Fa8 SQL BRI RFEHK
.

- BIEESEEEMEER Aurora EEIEENRIRE,

- BIEETHIMRE : EAAEERAR Aurora-MySQL 1.x (B MySQL 5.6) #itb iR = Aurora-MySQL
2.x (B MySQL 5.7) 2% , TTeE&E B general_log # slow_log E &K EEFEHL

- BIEETIIME: EBLHBERT  EERNEENREETIEEHE K £58
innodb_trx, innodb_locks B innodb_lockwaits BRI XRK , At SERER ELTEREREFEE., &
BT EFMINAE (FIINEMEEE) eSS EHRERER X,

. BEETHMEE BT "FLUSH TABLES WITH READ LOCK" SQL iRk , e B E R E
HITEREHREE.,

- BIEETHIMRE : InnoDB BREFEEMBRBNSATEEEEES  HSERRLRLHEFERE
EEFIE 0,

- BEERTERHNEE  EEMETESAEHEISERERBENERRHIT SQL RIAXE | EF
BEPREZTHRE,

- BEERITEHRNEE , EEBETRESEMFER GROUP BY TAMEZ s #ERFAN WHERE ¥4
HTEHR  ERENEERRERN S BADIEEFIER,

- BIEEFTEHRATHEE  EELEBERT , EEMETVAESEREREEFER JSON HRAHIT
SQL Bt =X R EHRED

- SEETHEE: £EBLHERLT , TS ER T ECHEREEETNEASHTEREHERT |,
AAEESHENEESHEZEREMRN.

- BEETHIME . EE54E DDL M DCL iR , B HA_ERR_FOUND_DUPP_KEY &
28, B Binlog EA&Z 1L, SURBERNSENEEEARTERFEHATERE K BHESERS READ
COMMITTED & READ UNCOMMITTED B , e84 EERE,

- BEETHEE : #HOHERLT , & READ COMPITED REEEH A XA XA , ATeEER
BERESTEEEFRE.,

- BETIIEE : EFETHFAEHRER , BEERMMN TIMESTAMP B MESENARHAE
BB 1. ERREFEBRER ; 2. £EH ON DUPLICATE KEY UPDATE FAM &R &R L#1T
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INSERT ; 3. AR ERIFIATEEEE UNIQUE %515k PRIMARY KEY REREEEER ; UKk 4. —
EHNZEERHEER TIMESTAMP EREE | 3 B HFFEERE CURRENT_TIMESTAMP,

- ESETIEE : #BOHBRT , HRTERNBRERE , JReENEINRENRD,

- BEETHREE : ESARIATEESENEUREERIBUSEUMKREXNRRE | AIREEH
AHERATERENKE.

- BEETHIRE  HRERAMEREEURENENEANTER , TSR ERNEFNRBERE.

- EETIREE : TR ARBITHER LT TRUNCATE TABLE E¥ 2% , EREHTERETR
BAREg R —RIZ K

- EREEELHEATEERERENTEEENRBHBEE.

- BETHIEE : ®EBIBIERT , EERNEMKERKE 160GB WEHE , A EREINRHATE
RERME.

MySQL # BHARSE B RS

- SAERIRIR 23533396 - MBI RKE|6 , ARFCEBRATERNINTREIRRE| Y ERAEAEER
EENERM LERNRERS| , BANBREIERE| , RMEHMAKIFIFE R, InnoDB RIESLFFH
HREIRRE  BEEERELENENR LERNRERSL

. $RERHWER 29550513 - BE : WAIT_FOR_EXECUTED_GTID_SET() BI= A8 E B RE ul gL & 15 B {d]
RBAEXLEEATER, RECEESHEBE.

B2 Aurora MySQL 25 1 MR LB

T %I Amazon Aurora MySQL IhgE4E Aurora MySQL % 1 bR (B2 MySQL 5.6 HB8&) AEXE , BB
IS EEFE Aurora MySQL 28 2 ki (B2 MySQL 5.7 # %) F A&,

- RS REIRFELREN (AKP), WEFMEF , F2E (Amazon Aurora EREER) PRIEHE
B % 5|87 TG EY Aurora ImE RS BE S,

o MEBE, MEFHMER , F20 (Amazon Aurora EREEE) RN EHABEEBRESREMAR
Aurora MySQL Bt &,

« JERL I AWS Lambda BREIN R E RS, MEFMENR , 5528 (Amazon Aurora R EIE
) HFHER Aurora MySQL EAEBREF A Lambda EHE,

- BHEAREE, MEFZHMEN , F28 Aurora MySQL ERIESIZEH 2017-12-11 (1.16 hR)
(BEEA).
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html#AuroraMySQL.Integrating.NativeLambda
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- {£/H Amazon S3 REFETERE MySQL BB ER., MEFHMENR , 528 (Amazon Aurora R EE
) PR Amazon S3 EEFETEER MySQL HEVER,

MySQL 5.7 tHAM

It Aurora MySQL HRAE MySQL 5.7 #REEHEAM , @18 JSON &, ZER5|IMEEMNFITIEE. 18
B MySQL 5.7 , Aurora MySQL SRAMNZEREIREBEETERNA Z iR , TAZEEREIRMH
BB 20 FHE AKEENEIB 10 FHBEUREE.

It Aurora MySQL WRAE BI A X E T 5 MySQL 5.7 ThEE :

- BEERNEER

- BEMNERA/D

. BERE|A InnoDB EHERE

* InnoDB £ X &l#rae /A EHER

- ZRFEEE

- MEIBREEEKNAE

- BIEBRIEABES

- EHERAHER

- EREE

« CREATE TABLESPACE SQL iRz

Aurora MySQL & #E5|ZE# 2021-02-26 (2.09.2 k) (EEH)

MRZAK : 2.09.2

Aurora MySQL 2.09.2 E£HE# . Aurora MySQL 2.x hixE& MySQL 5.7 iR#8& , Aurora MySQL 1.x
Wz B EE2 MySQL 5.6 A,

B 81X #E# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

B LR AR Aurora MySQL 2.* BRI EHE S AR E Aurora MySQL 2.09.2, ¥RA#4T Aurora
MySQL 1 fREIEEE , BRI LUAEEAER Aurora MySQL 1.23 EFIRAHBEBEEARE 2.09.2, &1
A LSRR 1 B B X BT Aurora MySQL MRAIEJRZE Aurora MySQL 2.09.2,
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3
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EEZLIERM Aurora MySQL B ¥ 5 | 51E18 AWS Management Console, AWS CLI 5 Amazon
RDS API 15 7E 5| Z iR A,

MBEEEAREEDREE , HEBHEREN AWS Support B8 AWS Support, MMEFMENR , F2
B {Amazon Aurora FFiEIER) RHVHEE Amazon Aurora ERIESE £,

(® Note

MFAUAF 4R Aurora MySQL BRERENFHER , F2E (Amazon Aurora A &1
FE) HEYFHR Aurora MySQL EX R EH X ERAFEHEXER.

NEERH
#TEE -

 Aurora MySQL #EBRELEL ARM BERBEH AWS Graviton2 BESEMK LT EC2 Reg #1THE
f : r6g.large. r6g.xlarge. r6g.2xlarge, r6g.4xlarge, r6g.8xlarge, r6g.12xlarge.
MBFHMEF , F2 8 (Amazon Aurora EAEIEFE) FH Aurora EREHTERER,

EEMEERIIEE , UAHAESERETNEE. LT CVE BEMTAR

+ CVE-2020-14775
+ CVE-2020-14793
+ CVE-2020-14765
+ CVE-2020-14769
+ CVE-2020-14812
+ CVE-2020-14760
+ CVE-2020-14672
+ CVE-2020-14790
+ CVE-2020-1971

AAMSEIER
« BEIE 2.09.0 FE5|AMMEE  TESEEEREUEENRERENBERS ALEE,
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https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Concepts.DBInstanceClass.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14775
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14793
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14765
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14769
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14812
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14760
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14672
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14790
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1971
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- DIEEBREFABK/NINGEF AIBEE R Aurora EMHBEREAREHMRENREE,

- BIEER 1.23* FHRE 2.09. RAEEREREHEBEE,

- Bf51E DDL 5 DML Alat €& HE A LB R BEH S| ZEHRE M ERE,

- ESENMREENRSZTE DDL REARNMAEERFEE  AEEH_EVAFELRRERMEL
MR,

- BIEE MySQL time_zone ERIXR LEE DDL S/ KERNERE_EVAFELATEEEH
BB EE,

- BEEMR binlog_checksum 285k A NONE WAEE AR ZELE RN ERN ZEMN BFEHHN
=

- BSESER i HFEARE HA_ERR_KEY_NOT_FOUND $#Ra M = L &,

- EREERBEM.

B2 Aurora MySQL 25 1 RREbBR

T %I Amazon Aurora MySQL IhgE74E Aurora MySQL 2 1 kR (B€ MySQL 5.6 &) FEXE , BB 8l
IELETHEETE Aurora MySQL 2 2 b (€ MySQL 5.7 &) - X &,

- EEPREIHETELIZE (AKP), MEFMER , F2HE (Amazon Aurora FEREER)Y PHIEMHE
B4 & 5| T8 L HEEVRE1L Aurora Rl ZE 5| MBS &,

. FEBE, MEFMEENR , F52E (Amazon Aurora FRERRE) DWERMERESE(C AR
Aurora MySQL BtfE &,

- RS AWS Lambda BEEBHRERE ., WFEFMEENR , 528 (Amazon Aurora EAEE
&Y PHYER Aurora MySQL R4 RE A Lambda BEE .

- BEREE, MEFEZHMET , F28 Aurora MySQL ERIES|ZE#H 2017-12-11 (1.16 k)
(BEEA).

- £/ Amazon S3 FEFETEEIE MySQL BB ER, WFEFMEENR , 528 (Amazon Aurora A EE
) FHER Amazon S3 FEFITEER MySQL FHIER,

MySQL 5.7 HHAaM

It Aurora MySQL HRAE MySQL 5.7 #REEHEAM , @18 JSON &, ZER5|IMEEMNFTIEE. 48
B MySQL 5.7 , Aurora MySQL SRAMNZEREIREEETERA Z iR , TAZEERERMH
BB 20 FHE AKEENEIB 10 FHBEUREE.
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- BEERNEER

- BEMNEERAR/D

- BEEEHA InnoDB EEHEE

* InnoDB £ X El#ree A EER

- ZRFEE

- REIEEEER AR

- BIBRINHEX

- EHERAHER

- EEENR

- CREATE TABLESPACE SQL BRiR=

Aurora MySQL & Bl E5|ZE# 2020-12-11 (2.09.1 k) (EEH)

hZ< : 2.09.1

Aurora MySQL 2.09.1 E£HE# . Aurora MySQL 2.x B2 MySQL 5.7 fiR#8& , Aurora MySQL 1.x
hx 2| EE MySQL 5.6 MREA,

B 821 Aurora MySQL MRAS21E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

B LR AR Aurora MySQL 2.* BRI EHR S AR E Aurora MySQL 2.09.1, ¥A#4T Aurora
MySQL 1 lRIVEE , B LUEIR AR Aurora MySQL 1.23 SLEFMRANBEEZEARE 2.09.1, &t
A LAAS IR BR 1 B 51 S AT Aurora MySQL RRASE R E Aurora MySQL 2.09.1,

£ E LB Aurora MySQL B # % | 55118 AWS Management Console, AWS CLI 5 RDS API
EE5IZBRA,

MREEEABERERE , HEBLERENR AWS Support BHE AWS Support, MEFMET |
B {Amazon Aurora fEFEIER) FAIHEE Amazon Aurora ERIEEE,

3
$

(® Note

MEE WA F R Aurora MySQL EREESEWFHER , 528 (Amazon Aurora fEA &S
) PHFAK Aurora MySQL EREEZE SN X ERESIEHER B R
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NEEE

REMELE !
EEMEERIIGE , UAHAESERETHNEE. LT CVEBEMNTATR

« CVE-2020-14567
CVE-2020-14559
« CVE-2020-14553
« CVE-2020-14547

« CVE-2020-14540

« CVE-2020-2812
« CVE-2020-2806
« CVE-2020-2780
« CVE-2020-2765
» CVE-2020-2763
« CVE-2020-2760
« CVE-2020-2579

THENEE

HARRABIA T &L mysqldump W HITANFIEE, FAENLEAEEFE PROCESS RIEH
INFORMATION_SCHEMA.FILES #fR, EEE R BT MEENER FHIT mysqldump & F ,
#8144 PROCESS H#RE T4 mysqldump P ERMNERECEAE. BHEASER mysqldump
BIEHIT --no-tablespaces %, EARKEE , mysqldump EHFTZEEM CREATE
LOGFILE GROUP = CREATE TABLESPACE BRiA=, EEERMRT , mysqldump i ST EFE
INFORMATION_SCHEMA.FILES %k , ¥ BEFFER T PROCESS FF .

ARAMREER -
- BETEERESIZERNIBAMBRBLERE , Ut EAFin TERREIEERNR—E,
« BIE T 2.09.0. FIEHMNBEFAB AN DERHRERERR,

2IRERE -
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- BETEFTERSREAREABRAKK , 528 ENERERBFERARE 2.09.0. ik, TEREEN
BB ZEREE.

MySQL # BHARSE B RS

- B8 EXFREEMRERES REPEATABLE READ B |, REBEXZF B TR EHEIKERE, (5
S84 EE 25040331)

- HAEEFERES CURRENT_TIMESTAMP 8 TIMESTAMP & DATETIME EXREHNERR , R
Z &Rl HE BEFORE INSERT %2+ , AIXER W IHIHRI{LA 0000-00-00 00:00:00, (FEHER
fmak 25209512, $EERAmSR 84077)

- B INSERT BRR , VALUES FEFREZESMEN TERAEELE _AREFERIINE , ARS
AT Re S A BT ERRAMRE R, (HRWIK 23762382)

E2 Aurora MySQL 28 1 RREEBR

T %I Amazon Aurora MySQL ZhgE4E Aurora MySQL 2 1 ki (B€ MySQL 5.6 &) FEXE , BB 8l
IELETNEETE Aurora MySQL % 2 iR (B2 MySQL 5.7 &) FF X &,

- FESREIRELRE (AKP), WFEFMENR , F2B (Amazon Aurora R &EIER) PRIEAFE
B %5878 LIS EY Aurora IRE RSN BE SN,

- FEBE, MEFMEEN , 528 (Amazon Aurora ERERRE) DHERMERESE(CAR
Aurora MySQL BifE &,

- ERELS I AWS Lambda BEEBMRERS, WFRFMEENR , 528 (Amazon Aurora A EE
&) PHVER Aurora MySQL RAREFAA Lambda BEE.

- BHEAREERE, MEFZHMEN , 5F528 Aurora MySQL ERIES|ZEH 2017-12-11 (1.16 hR)
(BEH).

- £/ Amazon S3 TR MySQL BB ER, MEFEFHMEE
) FHER Amazon S3 EFETEER MySQL FHIER,

i

illll

, 5528 (Amazon Aurora A &g

MySQL 5.7 A M

Itk Aurora MySQL kA& MySQL 5.7 #XEFHEEM , 2 JSON X &, ZHERS|IMELEMFEE, A
M MySQL 5.7 , Aurora MySQL SRAMNZERSIREBFETEFNA Z iR , TAZHERERM
18 20 FH B AMBENEIR 10 fFHY AL,

MySQL #BHREERIEERE 113


https://dev.mysql.com/doc/refman/5.7/en/innodb-transaction-isolation-levels.html#isolevel_repeatable-read
https://dev.mysql.com/doc/refman/5.7/en/date-and-time-functions.html#function_current-timestamp
https://dev.mysql.com/doc/refman/5.7/en/datetime.html
https://dev.mysql.com/doc/refman/5.7/en/datetime.html
https://dev.mysql.com/doc/refman/5.7/en/insert.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html#AuroraMySQL.Integrating.NativeLambda
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3

Amazon Aurora Aurora MySQL R4~ figsE

It Aurora MySQL RZA B a1 A& T 5] MySQL 5.7 ZhEE :

- BEEEAEER

- SEMNVERA/N

- BEBEHEA InnoDB BEEHEE

» InnoDB £ X EI#r s AR

- IRRER

- REEREGEERNFAR

- ZEHFAHEX

- EHEBHHER

- EHEENE

« CREATE TABLESPACE SQL Bz

Aurora MySQL & #E5|ZFE# 2020-09-17 (2.09.0 k) (EEH)

hxZ< : 2.09.0

Aurora MySQL 2.09.0 E£HE#H. Aurora MySQL 2.x kB MySQL 5.7 iR#% , Aurora MySQL 1.x
KR B EE MySQL 5.6 MRAEA

B 8 X #BH# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

& AT LU R BB £ Aurora MySQL 1.23.* IR ZE Aurora MySQL 2.09.0, &iE A LURIZENEE B Aurora
MySQL 2.* ERIEHEEFRZE Aurora MySQL 2.09.0, EEXEZEIRAM Aurora MySQL 1.23.* #
EHKEE 2.09.0 ; 1B , BA LA HRRIZRZE Aurora MySQL 2.09.0,

/A Important

LR ZSH Aurora {17 88 B9 SOE#S AT A B FHRER R K€ Aurora MySQL 1.* BRI A Aurora MySQL
2.09, Z1&#& Aurora MySQL 1.* BBEFHRE 2.09 , XEFKE Aurora MySQL 1.23,

EELUERM Aurora MySQL B # 5 | 51%8 AWS Management Console, AWS CLI 5 RDS API
1B 5| Z MR,
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MREEEABBERRRE , BHEBLERENR AWS Support BE AWS Support, MEEMET , B2
B {Amazon Aurora EFEIER) PHIHEE Amazon Aurora ERIEEE,

@ Note

MFMMFAR Aurora MySQL ERERENFMERN , 526 (Amazon Aurora fEF &1
F) FRYFHER Aurora MySQL BRI EE KRR ERAREMERER,

HEHHE
#IHE -

o EIARAF |, BB EFEE 128 TiB EFZ#A Amazon Aurora MySQL ER EHTERE.
W RE1ER B L2 510 64 TiB BFTi8 N, 128 TiIB EADNIEHFEANERE, NEBTEEX/N
(db.t2 = db.t3) A EthIhaE, R InnoDB EF 16 KB WEEA/NREF , Fitt , E—&ERKRZER
15818 64 TiB,

EEEWBENR/NER 128 TiB B |, Aurora ERIEHHE R | MEETUEER K/NREIZE] |, %
KRB E, ELEREHIEE mysql 588+ , ™ RDS EHEE AWS Management Console A,

- BWRETVUBBEFERERESH aurora_parallel_query WERARBEERBEEEENF
1&E#H, BUEER , FEEMF A parallelquery 28# --engine-mode &€,

BERKCEAFTES , BAETER Aurora MySQL BIFFBE EEIH R
B Aurora BERFHRNBAFTEANER , ERTSHMIREMIENEE, NFFEE

# , 2@ (Amazon Aurora fEFEEE) MM Amazon Aurora MySQL B FATE.

« Aurora BIREFAREEMETZAN K/, EBBEABRK)D  ELRERESEERKRERE , Aurora
EREEENRTEEASEERRY . NEFHEEN , 528 (Amazon Aurora EAEIER) PR
FRERE.

(® Note

BREFBRXNYEEEDREEREFR S HD Aurora B AWS B, REEMENERME ,
teIhRE M RElE RIRE . MEESFHMEN , F2HRENHEE 25,
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. HB¥SEIAHRSE 27659490 WIS IE : SELECT USING DYNAMIC RANGE AND INDEX MERGE USE
TOO MUCH MEMORY (OOM)

. $BER4R5% 26881508: MYSQL #1: DISABLE_ABORT_ON_ERROR IN AUTH_COMMON.H

« HEE¥EEERIRAR 24437124 MYEIE : POSSIBLE BUFFER OVERFLOW ON CREATE TABLE

. $BER4RAE 27158030 KIS IE : INNODB ONLINE ALTER CRASHES WITH CONCURRENT DML
- $HERHWAE 29770705 : FAYSE WHERE A #1T SELECT & , fAIARETE#

- $HERMRAR 26502135 WIEIE : MYSQLD SEGFAULTS IN
MDL_CONTEXT..TRY_ACQUIRE_LOCK_IMPL

- $HRERMWIE 26935001 MYFEIE : ALTER TABLE AUTO_INCREMENT TRIES TO READ INDEX FROM
DISCARDED TABLESPACE

- EHEERMWIE 28491099 : [FATAL] MEMORY BLOCK IS INVALID | INNODB: ASSERTION FAILURE:
UTOUT.CC:670

. $HRERMWIE 30499288 : GCC 9.2.1 REPORTS A NEW WARNING FOR
OS_FILE_GET_PARENT_DIR

 EHERMWIE 29952565 : MYSQLD GOT SIGNAL 11 WHILE EXECUTING A QUERY(UNION +
ORDER BY + SUB-QUERY)

- $RERMMIE 30628268 : FLIEBETEEH#
 EHRERMMIE 30441969 : $HERMMSR 29723340 : SQL REEHER 2% , MYSQL fAIAREE = #

- $EERMWEE 30569003 : 5.7 REPLICATION BREAKAGE WITH SYNTAX ERROR WITH GRANT
MANAGEMENT

. ERERMMAR 29915479 : 1£)2%F COM_BINLOG_DUMP W15 F#11T COM_REGISTER_SLAVE , A
ﬁ'é%%i&ﬁﬂﬁ%ﬁﬁﬁi

- $EERMWEE 30569003 : 5.7 REPLICATION BREAKAGE WITH SYNTAX ERROR WITH GRANT
MANAGEMENT

. EHRERMMIE 29915479 : 1£)2%F COM_BINLOG_DUMP W15 F#11T COM_REGISTER_SLAVE , A
ﬁ'é%%i&ﬁﬂﬁ%ﬁﬁﬁi

- $HEERMWIE 20712046 : SHOW PROCESSLIST AND PERFORMANCE_SCHEMA TABLES DO NOT
MASK PASSWORD FROM QUERY

. $BES4RI%E 18898433 51 : EXTREMELY SLOW PERFORMANCE WITH OUTER JOINS AND
JOIN BUFFER (27£ 5.7.21 H{81F), MIRFEABMERE (Hlw , FARREMREBES L) , EFFT
SEMENEAERE, (SERIFEM 18898433, $EIRMRE 72854)
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iR HESE S8R R 26402045 : MYSQLD CRASHES ON QUERY (fixed in MySQL 5.7.23), F#&3#
ERCHWELERTESENARS(E R, SLEHRESELE—[AHEL  EERFHERL, (R
fweE 26402045)

[ZRE MySQL B&1E] rdsadmin A ERE R AT EFMBIES AP H pfs ERIER,
1|’<IE-"§"-)5 DEEHBEERE AP PerfSchema B & #E
EHER4RAE 26666274 : INFINITE LOOP IN PERFORMANCE SCHEMA BUFFER CONTAINER

fi5 Fafim 5 26997096 : relay_log_space ERBZ EH , Wit , HEERURESREAAFEAN
g%mﬁgFﬂﬂo

$HERMmR 25082593 : FOREIGN KEY VALIDATION DOESN'T NEED TO ACQUIRE GAP LOCK IN
READ COMMITTED

CVE-2019-2731
CVE-2018-2645
CVE-2019-2581
CVE-2018-2787
CVE-2019-2482
CVE-2018-2640
CVE-2018-2784
CVE-2019-2628
CVE-2019-2911
CVE-2019-2628
CVE-2018-3284
CVE-2018-3065
CVE-2019-2537
CVE-2019-2948
CVE-2019-2434
CVE-2019-2420

Al FAMEIER

- KFERBAHEEEREN ABA 81,
EREHEEEETHFRETRERHEAMEIZ LA , EMEKER EEFNRBHBEE.

- BEEABRBEERIIBRABUEFERRE , Tt @SR ENRBNVEE.
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2434
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- BEIE 16XL M 24XL #1T1EEE EHITERIE table_open_cache , Z#{TERE JAES E KB HIT
EIEE%E R (R4/R5-16XL, R5-12XL, R5-24XL) LEREENREBENS CPU AR, EFET
2.07 Xo

- BIEE S3 fEfAREBE mysql.host ERKE , AFEER Amazon S3 k& Z| Aurora MySQL 2.08.0
W< & 818 78 A R R B R R

- BEHRMERARERSIENERENMMEREEREBENEE,

- EREREARKEBHTREARZERENEEFTRBNXZHELREEEMEHREE.
- EREERERSNETEAK K RECHEBEHYE  sIZReERNBE,

- BEEFERRBBEMCHE (EaEREH) NEE,

- BIETHEEERPRIDER/EHN TR L BB F &S

- {EIEIMRERER binlog B4 , I1E MySQL time_zone BE¥IFE LU DDL B4 , BIERET &
g%%ﬂgﬁ:ﬁ%o

SHRERE :
« EREREIHA MySQL INFORMATION_SCHEMA.REPLICA_HOST_STATUS MR REBERBRXES
BlIARHIER,

- BEFENXREERH TR ERRERBER  E2XENEREZEERYTITREENREREIK
o

FITES

« {&1F TATEN, EFHM EXPLAIN 518 , EYREBENE-ERREHI IR,
- BEERAFITERN , TRESRENERKLEHETE,

— % CIHE

- TEHET S3, REXEMEM ENCRYPTION BARF,

It aurora_binlog_replication_max_yield_seconds ZBRIEMNHZAES 36,000, ZHH
BRAREZEA 45, REESH aurora_binlog_use_large_read_buffer &A1 8 , it2
L =R

o BT HIT MIXED BFEMRES binlog_format ROW | STATEMENT fiA~=2 LOAD DATA FROM
INFILE | S3 M1T5A,
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- {EIETEXFEFEIT LOAD DATA FROM S3 Fl binlog_format &4 STATEMENT B , E#RE|
Aurora MySQL binlog 4 binlog BIA gt Z B R T B ERIHIRIE,

. BRERMEY server_audit_incl_users M server_audit_excl_users WAFRE LR
£ 1024 {E{z 48 H0Z 2000 BT,

- BIETEHMMERBAARENE , YRESEHEPH max_connections ZEEF , FHAEAEE
KEHERENRSHEREE,

« BIE "TERDEBSER. PESIMMRBIRAERRZHABE.

MySQL #EREERIEERS

- SHERARER - 27659490 : EFAENREEIE MY SELECT HZR S| S/ A A2 EE (OOM)

. $5ER4m5% 26881508: MYSQL #1: DISABLE_ABORT_ON_ERROR IN AUTH_COMMON.H

- $EE2#RmA% 24437124 : POSSIBLE BUFFER OVERFLOW ON CREATE TABLE

. $B324Rm5% 27158030 : INNODB ONLINE ALTER CRASHES WITH CONCURRENT DML

- $HERHWAE 29770705 : FAYSE WHERE A #1T SELECT B , ARSI E#

- $5FR#WE% 26502135 : MDL_ E R/ MDLD EX8535:: B5 _ 8 _ 8% _ IMPL

. $EZR4RA% 26935001 : ALTER TABLE AUTO_INCREMENT ER MR ENER R HERZES

- EEERMWIR 28491099 : [FATAL] MEMORY BLOCK IS INVALID | INNODB: ASSERTION FAILURE:
UTOUT.CC:670

. $HRERMWIE 30499288 : GCC 9.2.1 REPORTS A NEW WARNING FOR
OS_FILE_GET_PARENT_DIR

« $HERMWAE 29952565 : MYSQLD GOT SIGNAL 11 WHILE EXECUTING A QUERY(UNION +
ORDER BY + SUB-QUERY)

- $HERIRER 30628268 : FLIEBR T R EH
- EEERMWIR 30441969 : $HERMMSR 29723340 : SQL REEHER 2% , MYSQL fAIAREE = #

- $HRERMWEE 30569003 : 5.7 REPLICATION BREAKAGE WITH SYNTAX ERROR WITH GRANT
MANAGEMENT

- $EERHRER 29915479 : £58F COM_BINLOG_DUMP K15 F#11T COM_REGISTER_SLAVE , T
ﬁaé%ﬂzﬁﬂ&%%ﬁﬁi

- #EERMRIE 30569003 : 5.7 REPLICATION BREAKAGE WITH SYNTAX ERROR WITH GRANT
MANAGEMENT
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$HERMmSR 29915479 : £ COM_BINLOG_DUMP Hy15% T #1417 COM_REGISTER_SLAVE , A
ﬁ'é%%ﬁﬂﬂ&%ﬁﬁﬁi

#HER4m5R 20712046 : SHOW PROCESSLIST AND PERFORMANCE_SCHEMA TABLES DO NOT
MASK PASSWORD FROM QUERY

$5E54R 9% 18898433 : EXTREMELY SLOW PERFORMANCE WITH OUTER JOINS AND JOIN
BUFFER (B £ 5.7.21 F{&1E),

§EER4ESE 26402045 : MYSQLD CRASHES ON QUERY (B MySQL 5.7.23 H&IE)

#HERMm5R 23103937 : PS_TRUNCATE_ALL_TABLES() DOES NOT WORK IN
SUPER_READ_ONLY MODE

#HERMm AR 26666274 : INFINITE LOOP IN PERFORMANCE SCHEMA BUFFER CONTAINER

FHERAmER 26997096 : relay_log_space EARRLSEH , it , HEERIEES
HAﬁgﬁ HEEANEBREBEZ™E., (https:/github.com/mysql/mysql-server/commit/
78f25d28093d457681f90342239C9bC32a36Cdfa)

FHERMm5R 25082593 : FOREIGN KEY VALIDATION DOESN'T NEED TO ACQUIRE GAP LOCK IN
READ COMMITTED

#HERMmAR 24764800 : REPLICATION FAILING ON SLAVE WITH XAER_RMFAIL ERROR,
$HERMmSR 81441 : WARNING ABOUT LOCALHOST WHEN USING SKIP-NAME-RESOLVE,

B2 Aurora MySQL 25 1 RREEBR

T %I Amazon Aurora MySQL ZhgE4E Aurora MySQL 2 1 ki (B€ MySQL 5.6 &) FEXE , BB Bl
IELETNEETE Aurora MySQL % 2 iR (B2 MySQL 5.7 &) FF X &,

ERIF RSG5 RFA LRI (AKP), MFFMEF , F28 (Amazon Aurora EREIEFE) FHEME
G2 R 5|88 So AN EL Aurora iR R R S|IWBiE LN,

MEBEE, MEFMEN , 5528 (Amazon Aurora R ERERE) FHERAMEBESE(CAR
Aurora MySQL BffE &,

RS AWS Lambda BB REEE ., MEFMER ,
) PR Aurora MySQL FABREFE A Lambda BEE .
RIEHRRE, MEELHMENA , 528 Aurora MySQL ERIESIZEFH 2017-12-11 (1.16 kR)
(BEH).

£/ Amazon S3 EEFETERHKE MySQL EBER., MEFMEN , F2E (Amazon Aurora EREE
B RHEA Amazon S3 @EFETEER MySQL RV E R

F2E (Amazon Aurora FERE 1S
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Amazon Aurora Aurora MySQL R4~ figsE

MySQL 5.7 tHAaM

It Aurora MySQL iRZAE MySQL 5.7 #REEHEAM , B3 JSON X, ZERE|IMEEHWMMNEINE. 8
B MySQL 5.7 , Aurora MySQL HEAMZ BRI FEBETENA Z BtiR , TAZEERSERM
B 20 ZHNE AKBEFEIRE 10 589 FEEUNEE.

It Aurora MySQL R4~ B 81 A& T 5 MySQL 5.7 ThEE

- BEERAEERN

- BEMBEERAR/D

- BERER|A InnoDB {EHERE

» InnoDB £ X EI#r e /AR

- IRRER

- REBEGEERNRE

- ZBERIAHER

- EHERNMER

- EHRENE

« CREATE TABLESPACE SQL Bz

Aurora MySQL # ¥l E5|ZE# 2022-01-06 (2.08.4 kR) (EZEF)

MRZ< : 2.08.4

Aurora MySQL 2.08.4 E£H#H ., Aurora MySQL 2.x ixE& MySQL 5.7 lR# % , Aurora MySQL 1.x
K B EE MySQL 5.6 MRAEA

B B2 1 Aurora MySQL MRAS 21
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

B LS IR B Aurora MySQL 2.* ERIEHE S FARZE Aurora MySQL 2.10.0, BR#1T Aurora
MySQL kA 1 HEE |, B LUSIR AR Aurora MySQL 1.23 SREFMRANBEEEEFARE 2.10.0,
O] LAt B 8 X AV Aurora MySQL WA # iR BBIEJR E Aurora MySQL 2.10.0,

EELERM Aurora MySQL B # 5% | 51E18 AWS Management Console, AWS CLI 5 Amazon
RDS API 8 5| 2R
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Amazon Aurora Aurora MySQL R4~ figsE

MREEEABBERRRE , BHEBLERENR AWS Support BE AWS Support, MEEMET , B2
B {Amazon Aurora EFEIER) PHIHEE Amazon Aurora ERIEEE,

@ Note

MEFE WA FA R Aurora MySQL EREESENFHEER , 528 (Amazon Aurora fERA &S
) P FLR Aurora MySQL EREZEERNXERASIEHELER.

HEHHE
ZLBEN—RUBES :

. {&£1EEZ Aurora MySQL E2E M AWS BR# (5121 Amazon S3, Amazon ML 1 AWS Lambda) #4518
B EE,

- BETHIMEE: ERFETIMERER , REERSIN TIMESTAMP ERMRESEMN A RIHEF
B8R 1. ERREFEEMRZER ; 2. £E%E ON DUPLICATE KEY UPDATE FaM&ERIR E#1T
INSERT ; 3. @A ERFIA8EE7E UNIQUE %5|5 PRIMARY KEY REHEEREIER ; UKk 4. —
BAxZEEREER TIMESTAMP ER1A | W EFFER{E CURRENT_TIMESTAMP,

- BETHEE: ZBLHERT , EXBERANERNTEERELRNE , EREASHTEBERRK
B,

- BEFTEANREE , LEETEESREREEHTES LIMIT Fa1 SQL RAX KEHEE.

B2 Aurora MySQL 28 1 hxEbE

T %) Amazon Aurora MySQL Zh#8E7E Aurora MySQL 28 1 KR (B2 MySQL 5.6 %) #EXE , BEEHH
IELIhEETE Aurora MySQL 2 2 kX (B MySQL 5.7 #HA) R A% &,

- FREIFREIBFESLRE (AKP), WMFEFHMEF , F2H (Amazon Aurora EFAEER) PHEAE
B R5| @ LMK EL Aurora IREFR5|INWEBEEA,

o MEBE, MEFHMEA , F20 (Amazon Aurora EREEE) hNEHABEEBRESREMAR
Aurora MySQL Bt &,

- JERL I AWS Lambda BRI R E RS, MEFHMENR , 5528 (Amazon Aurora FREIE
&) PHVER Aurora MySQL R4 RE A Lambda BEE .

- BHEARER, MEFZHMET , F528 Aurora MySQL ERIES|ZEH 2017-12-11 (1.16 hR)
(EZEH).
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Amazon Aurora Aurora MySQL R4~ figsE

- {£/H Amazon S3 REFETERE MySQL BB ER., MEFHMENR , 528 (Amazon Aurora R EE
) PR Amazon S3 EEFETEER MySQL HEVER,

MySQL 5.7 tHAM

It Aurora MySQL iRZAE MySQL 5.7 #REHEBM , B3 JSON B, ZERE|IMEEHMMNEINE. 8
B MySQL 5.7 , Aurora MySQL HRAMZEREIFAEBETENA Z BtiR , TAZEERSERM
B 20 ZHE AKBEFEIRE 10 589 FEEUNEE.

It Aurora MySQL R4~ B 81 A2 & T 5 MySQL 5.7 ThEE :

- BHEERNHER

- BEMNEERA/D

- BREIBEE A InnoDB B EEE

* InnoDB £ X E |/ AHER

- ZRFEE

- REBEEEER TR

- BIEBREABES

- EHERAHER

- EEEE

« CREATE TABLESPACE SQL FBRiR=

Aurora MySQL & #E5|ZE# 2020-11-12 (2.08.3 k) (EEH)
fRZ< : 2.08.3

Aurora MySQL 2.08.3 E£H#H ., Aurora MySQL 2.x ixE& MySQL 5.7 lR# % , Aurora MySQL 1.x
K B EE2 MySQL 5.6 MRAEA

B 821 Aurora MySQL MRAS 21
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* § 3.02.%,

BRI LR A R Aurora MySQL 2.* BRI EREEZEARE Aurora MySQL 2.08.3, BRI SUEHREMN
Aurora MySQL 1.* #EEERE 2.07.3 REFMRA , AREEARE 2.08.3,

EZLIERM Aurora MySQL I £ |, 5581%18 AWS Management Console, AWS CLI 5 RDS API
EEBIBRA,
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Amazon Aurora Aurora MySQL R4~ figsE

MREEEABBERRRE , BHEBLERENR AWS Support BE AWS Support, MEEMET , B2
B {Amazon Aurora EFEIER) PHIHEE Amazon Aurora ERIEEE,

(® Note

MFIAF R Aurora MySQL BERERENFHER , F2E (Amazon Aurora A &1
FE) FEYFHR Aurora MySQL BE¥ R EH X ERAFEHEXER.

NEHEE

ZEMIEIE -

EEMEERIIGE , UAHAESIERETHNEE. LT CVEBEMNMTATR

» CVE-2020-14567
« CVE-2020-14559
» CVE-2020-14553
« CVE-2020-14547
« CVE-2020-14540
» CVE-2020-2812
» CVE-2020-2806
» CVE-2020-2780
» CVE-2020-2765
» CVE-2020-2763
» CVE-2020-2760
» CVE-2020-2579

THANSE :

LRSI A T &L mysqldump i HTANGTIEE, FHENSEEBFE PROCESS HRIEH
INFORMATION_SCHEMA.FILES #PR, EEERBEMEENER FHIT mysqldump & F ,
78/ PROCESS #R#&Z T4 mysqldump i TEMRNEREFEAE., S ILUEA mysqldump
BIEHIT --no-tablespaces i H. FHAKEE , mysqldump #HEFTITEET CREATE
LOGFILE GROUP = CREATE TABLESPACE PRz, EIERERER T , mysqldump A EFE
INFORMATION_SCHEMA.FILES &#% , ¥ BBFAFER T PROCESS #F .
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Amazon Aurora Aurora MySQL R4~ figsE
MySQL # RIS EES

- SHERImER 23762382 - E RN HEN A ABERNFERITRER,
- $AERHRAR 25209512 - CURRENT_TIMESTAMP B HELE,

B2 Aurora MySQL 25 1 hixLb#

T %I Amazon Aurora MySQL ZhgE7E Aurora MySQL 28 1 ki (B2 MySQL 5.6 #8) P EXE , EBH
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #B8) P F % &,

- RS RGIETELIRE (AKP), MEFMENR , 528 (Amazon Aurora EHEIERE) D FERHIE
Bl % 5|8 TE LS E/L Aurora {RE RS NBE LA,

- FEEBIE., NMEBEFMER , F28 (Amazon Aurora EREERE) PHNEAERESRECAR
Aurora MySQL Bt &

- FEEZ Y AWS Lambda BEBREEE . WEFMENR , 52H (Amazon Aurora EAEE
) PR Aurora MySQL FABREF A Lambda BEE .

- BEMREE, MEEZFHMEN , B0 Aurora MySQL ERESIZEH 2017-12-11 (1.16 k)
(EZEH),

- £/ Amazon S3 FEFETEETE MySQL BB ER, WFEFMENR , 528 (Amazon Aurora A EE
) FHEA Amazon S3 EFITEER MySQL FHIER,

MySQL 5.7 tHAaM

It Aurora MySQL kx4E MySQL 5.7 #XEFHHAEM , 2 JSON X &, ZHERS|IMEEMFEE, A
M MySQL 5.7 , Aurora MySQL ZRANZERSIREBFETERNA Z iR , TAZHERERH
18 20 FH B AMBENEIR 10 FHY FEKEE,

It Aurora MySQL RAB a1 R ZE T 5 MySQL 5.7 ThEE :

- FHEERAHEN

- EEMBERAN

- BEEFRA InnoDB EEHEE
* InnoDB £ X Zl#T sz SMEBRER
- SRFEERE

- MEIBREEREKNARE
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Amazon Aurora Aurora MySQL hr A s 5E
- BiEBmEAHENX

- ERERNAHER

- CREATE TABLESPACE SQL iRz

Aurora MySQL & #lE 5| Z FE #1 2020-08-28 (2.08.2 k) (EEH)
WA : 2.08.2

Aurora MySQL 2.08.2 E£mE# H. Aurora MySQL 2.x hixE& MySQL 5.7 ix#8%& , Aurora MySQL 1.x
FR B8 MySQL 5.6 R R

B 8 X B Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

BRI LAE B 5l X K Aurora MySQL IR IRRIZRZE Aurora MySQL 2.08.2, ZEFLUREKREAE

#9 Aurora MySQL 2.* BRI EZEEFHRE Aurora MySQL 2.08.2, & EBEEGHE AR Aurora MySQL
1*BEAKE2.08.2; FiB , B HIRBIERZE Aurora MySQL 2.08.2, MFEEFRIRBHFHEE
# , 528 (Amazon Aurora FAEIER) PWREREZEERBER,

EEZLERE Aurora MySQL I # £ |, 551%18 AWS Management Console, AWS CLI = RDS API
EEBIBRA,

MREBEEMBBERRE |, BHEBEERIEN AWS Support B % AWS Support, MMEFMEA |
B {Amazon Aurora fEAEIER) HHIHEE Amazon Aurora ERIEE K,

Y
r

(® Note

MEE WA F R Aurora MySQL EREEEWFHER , 528 (Amazon Aurora fEA &S
) P FAR Aurora MySQL EREH L X ERARIEHEXBR.

WEIEE
BRISIE -

I

« {BIETREE RS

ol

S\ e T 3 R B E R R A Y R

A AMEIE

Aurora MySQL E#7 : 2020-08-28 (2.08.2 hR) (EZEH) 126


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_RestoreFromSnapshot.html
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html

Amazon Aurora Aurora MySQL R4~ figsE

- {EIERE Aurora MySQL B E R binlog #E7 , W 7E mysql time_zone &1#& L% DDL £ , Al
ERETREEENMMBNEE,

B2 Aurora MySQL 25 1 hxLbE

T %I Amazon Aurora MySQL Ih&E4E Aurora MySQL % 1 b (B2 MySQL 5.6 HB8&) AEXE , BB
IELE T EETE Aurora MySQL 28 2 ki (B2 MySQL 5.7 # %) F A% &,

- ERIFRE|IBFELIERN (AKP), WMFFMEN , 5528 (Amazon Aurora fEAEIER) PHIERAIE
B4 % 5| T8 L MELE{E/L Aurora fRE RSN BEEN,

o HEBE, WEFMEET , 528 (Amazon Aurora EAEIERE) PN EREERESEL AR
Aurora MySQL BfE &,

- ERELS I AWS Lambda BEEBMREEHKH ., WEFMHENR , 528 (Amazon Aurora A &S
) R Aurora MySQL FABREFE A Lambda BEE.

- BHEARER, MEFZHMET , 528 Aurora MySQL ERIES|ZE#H 2017-12-11 (1.16 k)
(EZEH).

« £/ Amazon S3 F#FETREIE MySQL BB ER, WFEFMEENR , 528 (Amazon Aurora R EIE
Y FHBEA Amazon S3 REFEIFEER MySQL FHEHR

MySQL 5.7 s &M

It Aurora MySQL hxZAF MySQL 5.7 #REEHE A M , @IE JSON X &E, ZERS|IMNEERMLEIRE.
B MySQL 5.7 , Aurora MySQL ZRAMNZEREIFREBREIERNR Z BHMR , TAZEERERE
i 20 fEM B AKEENBIR 10 (20 BEUKEE.

It Aurora MySQL fRZAB a1 A& T 5] MySQL 5.7 ZhEE :

- BEERAHER

- EEMBERAN

. BERER|A InnoDB EHERE
* InnoDB £ X El#TsRSMBER
- ZRFER

- REBREGEEKRN
- BiEBmEAHERX
- BREFHMHES

A
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« CREATE TABLESPACE SQL FRiR=

Aurora MySQL & #lE 5| Z FE #1 2020-06-18 (2.08.1 k) (EEH)
MRZAs : 2.08.1

Aurora MySQL 2.08.1 E£mE# H. Aurora MySQL 2.x hixE& MySQL 5.7 ix#8%& , Aurora MySQL 1.x
FR B8 MySQL 5.6 R R

B 821 Aurora MySQL MRAS 21
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

A LAt B B X K Aurora MySQL MRAAG 1R BRIE R E Aurora MySQL 2.08.1, B AILUREMRRE
B9 Aurora MySQL 2.* EREEEFKRE Aurora MySQL 2.08.1, BELEEASE AR Aurora MySQL
1 BEARE 2.08.1; FiB , BRI HERRIEIRZE Aurora MySQL 2.08.1,

EZ LB Aurora MySQL By # £ |, 551&iB AWS Management Console, AWS CLI 5 RDS API
EEBI B,

MRGEEAEBRRERE , HEBLEEREN AWS Support BE AWS Support, MEFHMET , B
B {Amazon Aurora £ E1ER) PIVH#E Amazon Aurora ERIEEE,

*

(® Note

MFIA TR Aurora MySQL BERERENFHENR , F2E (Amazon Aurora A &1
F) FEYF#R Aurora MySQL BRI EREN X ZERAIEBELER,

WEIEE
FTINEE :

- SEHEREZTAEIE, £ Aurora £EHERESR  BELUUEEREEAERZERIHTEEEAR
£, lan DML #0R A, BARFEEZEFTERE  YHEIMNEFEETRAEEE, NEFHAE
# , #5828 (Amazon Aurora fEF &) FHTE Amazon Aurora £EKERIEHFEHE AEIX,

BEEBEMBE
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Amazon Aurora Aurora MySQL R4~ figsE

- {EIEMNR S3 fEAARBTE mysql.host F#&HKF , f& Amazon S3 EEIERE Aurora MySQL A
2.08.0 FrT6 &5 1B A K &,

B2 Aurora MySQL 25 1 hxLbE

T %I Amazon Aurora MySQL Ih&E4E Aurora MySQL % 1 b (B2 MySQL 5.6 HB8&) AEXE , BB
IELE T EETE Aurora MySQL 28 2 ki (B2 MySQL 5.7 # %) F A% &,

- ERIFRE|IBFELIERN (AKP), WMFFMEN , 5528 (Amazon Aurora fEAEIER) PHIERAIE
B4 % 5| T8 L MELE{E/L Aurora fRE RSN BEEN,

o HEBE, WEFMEET , 528 (Amazon Aurora EAEIERE) PN EREERESEL AR
Aurora MySQL BfE &,

- ERELS I AWS Lambda BEEBMREEHKH ., WEFMHENR , 528 (Amazon Aurora A &S
) R Aurora MySQL FABREFE A Lambda BEE.

- BHEARER, MEFZHMET , 528 Aurora MySQL ERIES|ZE#H 2017-12-11 (1.16 k)
(EZEH).

« £/ Amazon S3 F#FETREIE MySQL BB ER, WFEFMEENR , 528 (Amazon Aurora R EIE
Y FHBEA Amazon S3 REFEIFEER MySQL FHEHR

MySQL 5.7 s &M

It Aurora MySQL hxZAF MySQL 5.7 #REEHE A M , @IE JSON X &E, ZERS|IMNEERMLEIRE.
B MySQL 5.7 , Aurora MySQL ZRAMNZEREIFREBREIERNR Z BHMR , TAZEERERE
i 20 fEM B AKEENBIR 10 (20 BEUKEE.

It Aurora MySQL fRZAB a1 A& T 5] MySQL 5.7 ZhEE :

- BEERAHER

- EEMBERAN

. BERER|A InnoDB EHERE
* InnoDB £ X El#TsRSMBER
- ZRFER

- REBREGEEKRN
- BiEBmEAHERX
- BREFHMHES

A
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- EBEHE
« CREATE TABLESPACE SQL Rz

Aurora MySQL &R E 5|2 FE#H 2020-06-02 (2.08.0 kR) (EEHH)
M7 : 2.08.0

Aurora MySQL 2.08.0 E£H# . Aurora MySQL 2.x hRE& MySQL 5.7 R#8%& , Aurora MySQL 1.x
MR B8 MySQL 5.6 IR &

B 821 Aurora MySQL MRAS 21
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

BRI LA B 5l X K9 Aurora MySQL IR IRRIZRZE Aurora MySQL 2.08.0, ZE A LLRERKREAE
#9 Aurora MySQL 2.* BRI EZEEFHRE Aurora MySQL 2.08.0, & EBEEGE AR Aurora MySQL
1. BEFRZE 2.08.0 ; Fif , BAILUEHREBEERZE Aurora MySQL 2.08.0,

EELERM Aurora MySQL B # 5 | 351E8 AWS Management Console, AWS CLI 5 RDS API
EE 5| 2R,

MRGEEABBRRRE , HEBLEREN AWS Support BE AWS Support, MEEMET , 52
B {Amazon Aurora EFiEIER) FRAVHEE Amazon Aurora ERIEE £,

\)ﬂ

(® Note

WMEE WA F R Aurora MySQL EREREEWFHEN , 5528 (Amazon Aurora fEA &S
) PHFHK Aurora MySQL EREE SN X ERASIEHIEN B R

HEHHE
R

« WEZHEM B (binlog) BE , MEESRIEEARBENRZE | B EKE R BNERRELE.

« FXE) Aurora MySQL HVE B ESEEIER R (DAS) That, IR EREBMNEREPREERETEHR
FENRFMER EBR |, RIGBBERES., MEFHMENR , 5528 (Amazon Aurora FREIER) &
By f58 A & R T B BB R BS #2 Amazon Aurora.

- FNREERUXESRFTNEARRERE,
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B9 Aurora MySQL 2.* ERIEZEEFKRE Aurora MySQL 2.07.7, BEXEEAEE AR Aurora MySQL
1*BEFARE 2.07.7 ; T8 , B HRBIERZE Aurora MySQL 2.07.7,

EELERM Aurora MySQL B # 5 | 51E8 AWS Management Console, AWS CLI 5 RDS API
B E 5| 2,

MRIGEEABBRRRE , HEBLEER/ENR AWS Support B AWS Support, HMEFMET , B2
B {Amazon Aurora EFiEIER) HAVHE Amazon Aurora ERIEEE,

(@ Note

WME A FAR Aurora MySQL ERERBEWFFHEN , 5528 (Amazon Aurora fEA &S
) P AR Aurora MySQL BRI EZEENXERAIRIEFHELBR.
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EEMEERIIGE , UHAESIERETHEE. LT CVEBEMNTATR :

« CVE-2019-17543
« CVE-2019-2960

— AR

- BEIEEE Aurora MySQL EEH it AWS BR#E (5120 Amazon S3. Amazon ML, Lambda) Z& tHEIHY
ERE,

o BIEIEEEERMEIFR Aurora E B IEEMNRBRE,

- BEETHIEE  EEREEEAREFAENERESKE  TESENEREMNTEEBEHRRE XL
28

- BIEETHIMRE : EAAETERAR Aurora MySQL 1.x (B MySQL 5.6) Fiit: F#& = Aurora MySQL
2.x (B MySQL 5.7) 2% , TTeE&E R general_log # slow_log E R xR EEFEHL

- SEETHEE: EBLHBERLT , ARTEENBRERIE | AAESERENSEFRH.

- BEETHEE . EELVEERT , &S P) TERBRGHN TEREEH, BEXRSERAETE
5/ CPU , EMFEL TR EREEN RN BEEAMEE,

- BEERTERNNEE , LEEVESEFEREEHTES LIMIT F98 SQL BRI BFEHK
B,

- BEETIIMEE: EFETIHMERGR , HEERYHN TIMESTAMP EXMESEHARINE
BB 1. ERRTFEBRER 2 £82%5 ON DUPLICATE KEY UPDATE FAME R &R E#1T
INSERT ; 3 8 AR E R FIAEER7E UNIQUE E5|= PRIMARY KEY RAEHREEEER ; LUk 4 —
BERZEEREER TIMESTAMP EX3EHE | W EFFEER{E CURRENT_TIMESTAMP,

- EEETHME: #RLOHERT , E READ COMPITED [REEEH P HEHA XA XEE |, ARegER
BERESHTEBEFRE,

E2 Aurora MySQL 2 1 MR EEE

T %I Amazon Aurora MySQL IhgE7#E Aurora MySQL 2 1 bR (E€ MySQL 5.6 &) AEXE , BB H]
IELETNEETE Aurora MySQL % 2 ki (B2 MySQL 5.7 &) X% E,

- RS RGIETELIRE (AKP), MEFMENR , 528 (Amazon Aurora FEHEIERE) D FERHIE
B4 % 5|8 TE LS E/L Aurora {RE RS NBEEA,

. FEBGE, MEFHEENR , F2E (Amazon Aurora FRERRE) W ERMERESE(C AR
Aurora MySQL BftfE &,
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-17543
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« IFEL Y AWS Lambda BEBREERE ., WEFMENR , 52H (Amazon Aurora EAEE
) R Aurora MySQL FABREF A Lambda BEE.

- BEMRIEE, MEEZHMEN , 528 Aurora MySQL ERESIZEFH 2017-12-11 (1.16 k)
(BEH).

« f Amazon S3 fEFEFEE % MySQL B ER, MEFMET ,
) FHEA Amazon S3 FEFITEER MySQL FHIER

%28 (Amazon Aurora ERE S

MySQL 5.7 HHAaM

It Aurora MySQL MRAFE MySQL 5.7 #REEMEA M , 2% JSON X &, ZERSIMELEMLZEINEE.
B MySQL 5.7 , Aurora MySQL ZRAMNZEREIREBRETERNR Z MR , TRAZEERERM
38 20 1‘1%%)&»& ENEIR 10 R BEUCHAE

It Aurora MySQL WRA B BI R E T 5 MySQL 5.7 ThEE

- BEERNHER

- SEMNERA/ND

- BREEFEA InnoDB EHEE

* InnoDB £ X E|Mres s iER

- ZRFEEE

- REBEEEER AR

- BIERINHEX

- EHERNBER

- EEEE

- CREATE TABLESPACE SQL FRiR=

Aurora MySQL ZE ¥l E5|ZE# 2021-09-02 (2.07.6 kR) (EZEH)
WA : 2.07.6

Aurora MySQL 2.07.6 E£HE# . Aurora MySQL 2.* hixE2 MySQL 5.7 $#% , Aurora MySQL 1.* kR
B2 MySQL 5.6 %

B 8 #B# Aurora MySQL kA2 IE
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,
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B ARG R BR £ B BT R R Aurora MySQL MRASIER E Aurora MySQL 2.07.6. B afLURIEIRE
B9 Aurora MySQL 2.* ERIEEEFRE Aurora MySQL 2.07.6, EEXEEAEE AR Aurora MySQL
1*BEFARE 2.07.6 ; T8 , B A HRBIERE Aurora MySQL 2.07.6,

EEBLUERM Aurora MySQL B # 5 | 51E8 AWS Management Console, AWS CLI 5 RDS API
B E 5| 2R,

MRGEEABBRRRE , HEBLEEREN AWS Support B AWS Support, HMEFHMET , B2
B {Amazon Aurora EFiEIER) FAVHEE Amazon Aurora ERIEE £,

MySQL #EHREERIEER S

« FA BAK KPR HFEARSIHE, (5E5E4R% 23031146)

E& Aurora MySQL 25 1 RREEB

T %I Amazon Aurora MySQL IhgE4E Aurora MySQL % 1 bR (B2 MySQL 5.6 &) AEXE , BB
IS EEFE Aurora MySQL 28 2 ki (B MySQL 5.7 #%) F A&,

- RS REIRFESLREN (AKP), MEFMEF , F2B (Amazon Aurora R EER) PRIEHE
B2 % 5|87 TG Aurora ImE RS HBE S,

o MEBE, WEFMAEA , 2 (Amazon Aurora EAEIER) THERMERESE AR
Aurora MySQL Bt &

- JEEZHIN AWS Lambda BSR4 KNS, MFFMER , 528 (Amazon Aurora EREE
&Y FPHYER Aurora MySQL R4 BREFEA Lambda BEE .

- BHEAREE, MEFZHMET , 528 Aurora MySQL ERIES|ZE#H 2017-12-11 (1.16 hR)
gaﬁ )O

- {£/H Amazon S3 REFETERE MySQL BB ER., MEFHMENR , 528 (Amazon Aurora R EE
) PR Amazon S3 EEFETEER MySQL HEVER,

MySQL 5.7 tHAEM

It Aurora MySQL kA& MySQL 5.7 #XEFHEEM , 2 JSON X &, ZHERS|IMEEMVFEE, A
BM MySQL 5.7 , Aurora MySQL SRAANZEZRSIREBETERN A Z iR , TAZHER LR
Hid 20 Fzﬂ’JE)\x& EMEIR 10 £FHYEEUREE.

It Aurora MySQL WA B I A& T 5 MySQL 5.7 ThEE :
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Amazon Aurora Aurora MySQL hr A s 5E
- BEERNEER

- BEMNEERA/ND

- BMEEEHA InnoDB EFHEE

* InnoDB £ X E /A HER

- ZRFEER

- MEIBREERERKNAE

- BIERINHEX

- EHERAHER

- EEENR

- CREATE TABLESPACE SQL Rz

Aurora MySQL # ¥l E5|ZE# 2021-07-06 (2.07.5 kR) (EZEH)
WA : 2.07.5

Aurora MySQL 2.07.5 E£E#H. Aurora MySQL 2.* fixE& MySQL 5.7 $#% , Aurora MySQL 1.* i
RIEd MySQL 5.6 #%&.

B 81X #E# Aurora MySQL kA2 IE
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

B LA B I B Aurora MySQL MRAAG IR BRIZ R E Aurora MySQL 2.07.5, BB AILURIERRE
#9 Aurora MySQL 2.* BRI EZEEFRE Aurora MySQL 2.07.5, B LBEZGE AR Aurora MySQL
1*BEFARE 2.07.5; T8 , B HRBIERZE Aurora MySQL 2.07.5,

EELUERM Aurora MySQL B # 5 | 551%8 AWS Management Console, AWS CLI 5 RDS API
1B E 5| 2,

® Note

WA BIEEARAZE (LTS) R4, MEFMEF , 528 (Amazon Aurora {EAE1E
) HH Aurora MySQL RHIZE (LTS) A,

s
¥

MRGEEABBRRRE , HEBLEEREN AWS Support BE AWS Support, MEFEMET |
B {Amazon Aurora fEAEIER) HHIHEE Amazon Aurora ERIEREE,

Aurora MySQL E# : 2021-07-06 (2.07.5 R) (2 /) 145
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
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WEIHHE

Al FAMEER

. BIBEEEE Aurora B4 HEREREBRIEEINEER EEE,
- BIEIESEH READ COMMITTED [RBBR XA X B , AREEREREEH B EE,

« #¥ server_audit_incl_users f server_audit_excl_users £HZH , BAFNEAE
EERF 2000

B2 Aurora MySQL 28 1 hxLE#

T %I Amazon Aurora MySQL Zh8E7E Aurora MySQL 28 1 kR (B2 MySQL 5.6 #H8) P EXE , EEHH
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #B8) P F % &,

- RS REIEFALRE (AKP), MEFMEN , 528 (Amazon Aurora FEAEIER) PWEAFE
B % 5|88 S HEELSREY Aurora fREL R BN BREEH

- MR, MEFHMEENR , F2H (Amazon Aurora FAERR) PHERAMEBRERECAE
Aurora MySQL BfE &,

- FREF WY AWS Lambda BB RERE . MEFMENR , 528 (Amazon Aurora EAEE
) PR Aurora MySQL FABREF A Lambda BEE .

- BHEAREE, MEFZHMEN , 5F528 Aurora MySQL ERESIZEH 2017-12-11 (1.16 hR)
(EEH).

« £/ Amazon S3 FETREIE MySQL BB ER, WFEFMENR , 528 (Amazon Aurora R EIE
By FHBEA Amazon S3 REFEIFEER MySQL FHEHR

MySQL 5.7 s &M

Itk Aurora MySQL kx4& MySQL 5.7 #XEFHEEM , 2 JSON X &, ZHERS|IMNELEMFEE, A
M MySQL 5.7 , Aurora MySQL SRAMNZERSIREBFETEFNA 2 iR , TAZHERERM
1B 20 FH B AMBENEIR 10 FHY FEKEE,

It Aurora MySQL fxZA< B si A ZE T 5| MySQL 5.7 Zh&E :

- BAESHHER
- BEMBEEmAN
. BMERERA InnoDB EEHEE
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« InnoDB £ X E|#res sl tiER

- ZRFEE

- MEIBREEERKNAE

- BIHBRINHES

- EHEBNHER

- CREATE TABLESPACE SQL BRiR=

Aurora MySQL ZE ¥l E5|ZE# 2021-03-04 (2.07.4 kR) (EZEH)

WA : 2.07.4

Aurora MySQL 2.07.4 E£HE# H, Aurora MySQL 2.* KREE MySQL 5.7 #8% , Aurora MySQL 1.* iR
AIEE MySQL 5.6 &,

B 8121 Aurora MySQL R4S
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

B A LA B I B Aurora MySQL MRAHG R BRIZ R E Aurora MySQL 2.07.4, ZERILURIERRE
B Aurora MySQL 2.* ERIEZEEFKRE Aurora MySQL 2.07.4, REEXEZASE AR Aurora MySQL
1*BEFARE 2.07.4 ; T8 , B HRBIERZE Aurora MySQL 2.07.4,

EELERM Aurora MySQL B # 5 | 51E8 AWS Management Console, AWS CLI 5 RDS API
B E 5| 2,

(® Note

WIRABFIEEARBLE (LTS) A, MFFMER , 528 (Amazon Aurora EAE1E
) $# Aurora MySQL EHISZ#E (LTS) x4,

MREEEABERRERE , HEBLERENR AWS Support BHE AWS Support, MEFFMET |
B {Amazon Aurora fEFEIER) FAIHEE Amazon Aurora ERIEEE,

NEHRE

3
$
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« CVE-2020-14812

« CVE-2020-14793

« CVE-2020-14790

« CVE-2020-14775

« CVE-2020-14769

« CVE-2020-14765

« CVE-2020-14760

« CVE-2020-14672

« CVE-2020-1971

Al M REER -

- DSEEMREAMBEGK , MRREFERER , TASSAFRERNEE,

- BHERLERT , DDL PEi# , SIZNENREB R,

- B81E DDL 5 DML ARt @ EEE A MEB R BB SRS ZEHM MBI EE,

- BSEEARE Aurora ER-BEIREAR LHTROFBHERR/RSIE | BEXATESENRBHEE,
- EEEEREEFETITREEREREEERRFENMEE,

- EREEAMETHRNTITEARENR , TRERENESH BN EE,

- BEESEHR N HFEARE HA_ERR_KEY_NOT_FOUND #4321 = 1 B R 2E,

MySQL B IR EERIEIEE S

- BEERETE " (ZHK). '% R, WFEREF , £3X8EK ngram ZIATERHREE, MREEA ngram El
s, BEFEZEEMMIMN FTS Ral. (FBRRMRIE 25873310)

- BEFEAEMR SQL BMENEHHMTHE TSR ZENMBNEE, (HEERMHR 27214153, #HR
{3 26864199)

B2 Aurora MySQL 25 1 hixLbE

T %I Amazon Aurora MySQL IhgE7#E Aurora MySQL % 1 bR (B2 MySQL 5.6 &) AEXE , BB A
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #BE) P A% &,
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- RS REIRFESLREN (AKP), MEFMEF , F2B (Amazon Aurora EREER) PRIEHE
B2 % 5|87 TG Aurora ImE RS BE S,

o HEBGE, WEFEET , 528 (Amazon Aurora EAEIERE) P EREERESEL AR
Aurora MySQL BfE &,

- ERLSHIU AWS Lambda BB REEE. MEFMER ,
) FMEER Aurora MySQL EAREF A Lambda HE

- BRALXEE, MEFSHMEN , 5F28 Aurora MySQL ERESIZEH 2017-12-11 (1.16 kR)
(BEEA).

- £/ Amazon S3 FEFETEETE MySQL BB ER, WFFMENR , 528 (Amazon Aurora A EE
) FHER Amazon S3 EFITEER MySQL FHIER,

5528 (Amazon Aurora fEf & 18

MySQL 5.7 A M

It Aurora MySQL FRARE MySQL 5.7 #REEMEA M , @¥E JSON X &, ZHREIMELEMLEINEE.
BM MySQL 5.7 , Aurora MySQL SRAMZERSIREBETERNA Z iR, TATZEERERG
il 20 1“5’]%)&;& EFEEIR 10 3 BV AL,

It Aurora MySQL x4~ B 81 A& T 5 MySQL 5.7 ThEE

- FHEERNHER

- SEMHWERA/N

- BEIEFHA InnoDB B EEE

* InnoDB £ X E| Mg s tiER

- ZRFEES

- REBEEEERNFAE

- BIERINHESX

- EHERAHER

- CREATE TABLESPACE SQL FRiR=

Aurora MySQL # ¥l E5|ZE# 2020-11-10 (2.07.3 kR) (BEZEH)

MRA © 2.07.3
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Aurora MySQL 2.07.3 E£mE# H. Aurora MySQL 2.* ixE2 MySQL 5.7 ##% , Aurora MySQL 1.* kR
BIE2 MySQL 5.6 #HE.

B 8 #E# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

B LAE B I X B Aurora MySQL MRAHG IR BRIZ R E Aurora MySQL 2.07.3, ZiERILURIERERE
#9 Aurora MySQL 2.* BRI EZEEFHRE Aurora MySQL 2.07.3, B EBEZGE AR Aurora MySQL
1*BEFARE 2.07.3 ; T8 , B HRBIERE Aurora MySQL 2.07.3,

EEFERABRERZEHN Aurora MySQL B & & |, 55&E1B AWS Management Console AWS CLI, %
RDS AP {E7E 5| R4,

® Note

WA BIEEBRBAZE (LTS) A&, MEFMER ,
) HH Aurora MySQL RHIZE (LTS) A,

#E2 8 (Amazon Aurora &S

NREBEEMEERERE , WAL B REN Support AWS EHOEE Sup AWS port, MEFMAE
# , F2E (Amazon Aurora FREER) PHHETE Amazon Aurora ERIEE S,

NEEE

ZEMIEIE :

1S EME A IEIRINEE , BABK

EIIEII
F|_\|.

REREPHEE.

« CVE-2021-2144

« CVE-2020-14567
« CVE-2020-14559

+ CVE-2020-14553
« CVE-2020-14547

« CVE-2020-14540
« CVE-2020-2812

« CVE-2020-2806

WEEHE 150


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Versions.html#AuroraMySQL.Updates.LTS
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2144
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14567
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14559
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14553
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14547
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14540
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2812
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2806

Amazon Aurora Aurora MySQL R4~ figsE

« CVE-2020-2780

« CVE-2020-2765

« CVE-2020-2763

« CVE-2020-2760

« CVE-2020-2579

« CVE-2019-2740

THENEE

HARRASIA T EEE mysqldump W HITANFIEE, FAENSAEEFE PROCESS RIEH
INFORMATION_SCHEMA.FILES #[R, ZEEREEMEENERTEHIT mysqldump @8F ,
#a/% PROCESS HEFRZE T4 mysqldump R EMNEREFEAE, BEALER mysqldump
BIFHIT --no-tablespaces i H. FAKEE , mysqldump TSI EET CREATE
LOGFILE GROUP = CREATE TABLESPACE PRz, EEEERR T , mysqldump ST EFE
INFORMATION_SCHEMA.FILES #%k#& , ¥ HEFFER T PROCESS FF .

Al A REIER -

- BETHEEESNERERFLRTFERKESHERNEERME BRI HRE,

- BETERAEARINBERLT , #TENSEENRFENENSEHRENE , SHEREERN
FRE Y R

- BETHRERRERIENERERNMMERERENRABHBEE,

MySQL #BRE RS ERS

* InnoDB : TE XK XA ERBEERIIBTHIER XA RS , ERKEESRATHRLEFR , B
ERAERTRIIVEEESTRE, 2FURLEER , RERAERZERB EEHHTR , GAP
EEHETR, AT HEEERENER , E XA XBEFZEHEMEE , £ READ COMMITTED i@
BHERN XA RZ RN GAP SHEREEEM ETBER), (FERMIK 27189701, HERMmE
25866046)

« InnoDB : A READ COMMITTED fe@Eikes , N RBREBHE I X EMRENEEETE, (8
SR4mEE 25082593)

- BR  EAXARER  IRERREENERE (SQL) PITHRBLEHESSRFGNILHE , AIEDH
EREREE. RRZ , #R SQL ITHEHUTER , BFE2EERE XA EH, EXRTEARZF ,
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https://dev.mysql.com/doc/refman/5.7/en/innodb-transaction-isolation-levels.html#isolevel_read-committed
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FE—EAEHRE XASTART , A XA RZFEREHETH , NIt EEY , B XAER_RMFAIL #35,
(S5 ER4m AR 24764800)

- BE  EXZREBMRERES REPEATABLE READ B | REXZER TS HERBERE, (8B
FRAm5R 25040331)

- % : SHOW SLAVE STATUS BRRXEEIMFTE R B Eix A5 =R (Relay_Log_Space) #HE# K
PHETRESHEXAFERCEANERUMRTEEAEZ, /MY JTEEEFERILRETE
B, Bt SQL #ATR A UERA/MESTETRENEZH , BBRRBEAFERLIBZARIN
B, REWMA/MERTREERBEERBANGTE , 28 SQL STHRNERN , M EHHIE S MBRE
KK Z=H, Relay_log_Space BRESHEFMYPREETE , U LU TEMURREBNGTE, ER
fmeR 26997096, fEERMmER 87832)

- ¥R INSERT PR , VALUES BEFHIEHEN TEAELE _BAREHERIINE , AKRSE
BIMTRE S E MR ERAREBE R, (HERMWR 23762382)

- HAEEFERES CURRENT_TIMESTAMP 8 TIMESTAMP & DATETIME EXEHERR , R
Z & RlRHE BEFORE INSERT %2+ , AIXERWIHIHRI{LA 0000-00-00 00:00:00, (FHER
fma% 25209512, $HERMRAR 84077)

- HRAZEHTEREREASZNEUESHPEERNVERBERYG , TESERRERB[LER. (5
S54m 5% 26502135)

- FTEREN (HPIEREL SELECT RRARXABRBRIERRNBFERR) , JE2EHEERR
Ko (BEFRAmER 25586773)

- BT EERBACEANERER  TEBRBELERBRERZIARERNEER. EREE
25053286)

- TERERICWRELEERTHSENARSER. SLEARETEEL—BER , ERERERIL.
($5354m 5% 26402045)

- MREABEERE BN, FRERERDRES L) , EAFSEHENEAERIE, HHBRHEH
18898433, #HEAMmER 72854)

- RENMIEEHE_FAEBSTES LIKE FANAIBEER , BBEARSIFHNE_BERHE.
(S5 384w 5% 28086754)

E2 Aurora MySQL 28 1 RREEBR

T %) Amazon Aurora MySQL Ih#&g7E Aurora MySQL 28 1 KR (B2 MySQL 5.6 %) #EXE , BEEHH
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #B8) A% &,

- JEEPREIETELIRI (AKP), MEFMER , F2H (Amazon Aurora FRERER) PHIEEHE
B4 & 5| T8 L HEEVREL Aurora fRRlZE 5| MBS &,
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https://dev.mysql.com/doc/refman/5.7/en/innodb-transaction-isolation-levels.html#isolevel_repeatable-read
https://dev.mysql.com/doc/refman/5.7/en/show-slave-status.html
https://dev.mysql.com/doc/refman/5.7/en/insert.html
https://dev.mysql.com/doc/refman/5.7/en/date-and-time-functions.html#function_current-timestamp
https://dev.mysql.com/doc/refman/5.7/en/datetime.html
https://dev.mysql.com/doc/refman/5.7/en/datetime.html
https://dev.mysql.com/doc/refman/5.7/en/select.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
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o MEBE, MEFHMER , F20 (Amazon Aurora EREERE) hNEHAMEEBRESRECAR
Aurora MySQL Bt &,

- FAREIZH AWS Lambda AREMN AEEE, WFFMEN , 528 (Amazon Aurora £H &5
&Y PHVER Aurora MySQL RABREFEA Lambda BEE.

- BEMRIEER, MEESHMEN , 528 Aurora MySQL ERIES|ZEH 2017-12-11 (1.16 hR)
(EZEH).

- £/ Amazon S3 TR MySQL BB ER, MFEFHMENR , F28 (Amazon Aurora EREE
) FHEA Amazon S3 FEFETEER MySQL FHIER,

MySQL 5.7 A M

It Aurora MySQL iRZAE MySQL 5.7 #REHEBM , B3 JSON X, ZERE|IMEEMAEINE. 8
BM MySQL 5.7 , Aurora MySQL ZRAMNZEREIREBREETERNR Z BHMR , TAZEERERM
#id 20 1‘1%%)&»& EFEEIB 10 SR EEUK AL,

Lt Aurora MySQL WA B BI A X E T % MySQL 5.7 TheE

- BEEBRNEES

- BEMNEERA/ND

. BEREA InnoDB EHERE

* InnoDB £ X E| Mg s tiER

- ZRFEE

- REBEEEER AR

- BiEBmIABERX

- EHERNHER

- EEENR

« CREATE TABLESPACE SQL FRiR=

Aurora MySQL # ¥l E 5|2 E# 2020-04-17 (2.07.2 kR) (BEZEH)

R : 2.07.2

Aurora MySQL 2.07.2 E£HE# . Aurora MySQL 2.* hixE& MySQL 5.7 ##% , Aurora MySQL 1.* kR
AIEE MySQL 5.6 &,
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html#AuroraMySQL.Integrating.NativeLambda
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3
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B 821 Aurora MySQL MRAS21E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

BRI LA B 5l X K Aurora MySQL FRA A IRBRIZR ZE Aurora MySQL 2.07.2, B2 LURIERRE
B9 Aurora MySQL 2.* BRI EZEEFHRE Aurora MySQL 2.07.2, EBEEBEZGEAEM Aurora MySQL
1. BEARE 2.07.2 ; T , BRI LG HRBIEIRZE Aurora MySQL 2.07.2,

EEFEABERAR Aurora MySQL B #E & |, 55%iB AWS Management Console AWS CLI, 3
RDS API 8E 5| 2R A,

(® Note

WA EBRIZE (LTS) A, MEFMEA ,
&) FH Aurora MySQL REIZ#E (LTS) iRA,

552 B (Amazon Aurora &8

WMREEEMEERERE , o AEHEFRIEHN Support AWS B HAEE Sup AWS port, MEFMAE
# , 5828 (Amazon Aurora fEAEIER) B HIHEE Amazon Aurora EXIEE S

EEHE

+ CVE-2016-8287
« CVE-2016-5634

SERIEFEIE

- BE-LEEASRARHNERNEES T ERTERRBENBE,

- BEFEARERSIEERZITERNYTE , ERIFENEHTEE DEXNEANEE, WEE
ERNEAEBHIRERSIBERTHEMEEES (DML) EXFEZENER.

— AR
- BEEEBHEEE FTS (2 XMEEE) R5|H Aurora 1.x BRI EHEERISERZE Aurora 2.x EREE
EMEE,

- EIEEH Aurora 1.x ERIERR (AP I EERKREBIEERKF AN D EERR) BEREZE Aurora
2x EREEERESEBHBE,
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Versions.html#AuroraMySQL.Updates.LTS
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-8287
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5634
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- BEEENSFENEANTERIERSEN AEN B RREKERNEE.

MySQL #BFREERIEERS

« SHERHRAR 23104498 : B EHREEACRREBHNVMELEBELRPRIBE, (https:/github.com/
mysql/mysql-server/commit/20b6840df5452f47313c6f9a6ca075bfbc00a96b)

- SHERIRER 22551677 : BEMERBHRTHREE  EERETREEERER
ﬁ@li’ﬁ:éﬁiﬁ%ﬁ%‘iﬂ% B, (https://github.com/mysql/mysql-server/commit/
05e2386eccd32b6b444b900c9f8a87a1d8d531e9)

- $HERHm5R 23550835, #HERMmAE 23298025, #HERARE 81464 : B IEMEEAEBHRHREBA

BEFESEMERERESIZERNOBE, (https:/github.com/mysql/mysql-server/commit/
b4287f93857bf2f99b18fd06f555bbe5b12debfc)

B2 Aurora MySQL 25 1 MR LB

T %I Amazon Aurora MySQL Ih8E4E Aurora MySQL % 1 bR (B2 MySQL 5.6 &) AEXE , BB
IS EEFE Aurora MySQL 28 2 ki (B2 MySQL 5.7 # %) F A&,

« FESREIEBFELREI (AKP), MEFMEF , F26 (Amazon Aurora R ERER) PRIEHE
B2 % 5|87 TG Aurora ImE RSN BE S,

o FOEEEE ., WEFHMENR , E28 (Amazon Aurora FREER) PHFERMEBEREMC AR
Aurora MySQL Bt &,

« AREIZFH AWS Lambda AR A HER, MBEFMEA , 552 B (Amazon Aurora EAEE
) FHER Aurora MySQL EAEEREF A Lambda EHE,

s BIEHREE, MEESHMENR , 528 Aurora MySQL ERHES|IZE# 2017-12-11 (1.16 kR)
(EEH).

« {£ Amazon S3 EFETREIE MySQL BB E R, WFEFMEENR , 528 (Amazon Aurora R EIE
) PHERA Amazon S3 REFEFEER MySQL FIHER

MySQL 5.7 tHAEM

It Aurora MySQL FRAE MySQL 5.7 #REEMEA M , ©3E JSON X &, ZHREIMELEMLEINEE.
BM MySQL 5.7 , Aurora MySQL SRR ZERSIREBETERNA Z iR, TATZEER KRG
il 20 FzEl’JE)Kx‘& BEFNRIB 10 fZHY BEUKAE
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https://github.com/mysql/mysql-server/commit/20b6840df5452f47313c6f9a6ca075bfbc00a96b
https://github.com/mysql/mysql-server/commit/20b6840df5452f47313c6f9a6ca075bfbc00a96b
https://github.com/mysql/mysql-server/commit/05e2386eccd32b6b444b900c9f8a87a1d8d531e9
https://github.com/mysql/mysql-server/commit/05e2386eccd32b6b444b900c9f8a87a1d8d531e9
https://github.com/mysql/mysql-server/commit/b4287f93857bf2f99b18fd06f555bbe5b12debfc
https://github.com/mysql/mysql-server/commit/b4287f93857bf2f99b18fd06f555bbe5b12debfc
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html#AuroraMySQL.Integrating.NativeLambda
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3
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It Aurora MySQL RZA B a1 A& T 5] MySQL 5.7 ZhEE :

- BEERNEER

- BEMNETRA/D

. BERR|A InnoDB EHERE

* InnoDB £ X El#rae /A HER

- ZRFEEB

- MEIBEEEKNAE

- BIEBRIEABES

- EHERABHER

- EREE

« CREATE TABLESPACE SQL iRz

Aurora MySQL &R ESIZE# 2019-12-23 (2.07.1 k) (EEH)

hR

Aurora MySQL 2.07.1 E£HE# H. Aurora MySQL 2.x hRE& MySQL 5.7 R#8%& , Aurora MySQL 1.x
KR B8 MySQL 5.6 IR &

B 8 X #B# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

A LA B I X A Aurora MySQL MRASHE R BRIE R E Aurora MySQL 2.07.1, BERLURIEKERE
B9 Aurora MySQL 2.* BRI E#EFRZ Aurora MySQL 2.07.1, S XEEERAR Aurora MySQL
1. BEFRE 2.07.1 ; T , BALUEHERBIERZE Aurora MySQL 2.07.1,

EEFEARERZEHN Aurora MySQL B & & |, 55&E1B AWS Management Console AWS CLI, %
RDS AP {E7E 5| R4,

(® Note
AR B eI A EAALLT AWS #[& : AWS GovCloud ( EBIRE ) [us-gov-east-1] , AWS
GovCloud ( EBFEEB ) [us-gov-west-1] , FBI ( £E ) [CN-FIL -1] , EAESE ( &% ) [ap-
east-1] MR ( Bk ) [K-FE -1]. FAEREAUHERE , FBSTEN.
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MREETMEBEREE , TUELBRER Support AWS EFUEE Sup AWS port, MEFME
# , m2E (Amazon Aurora fEF EHEE) HRIHEE Amazon Aurora ERIEEE.

(® Note

MFIA TR Aurora MySQL BERERENFHEER , F2E (Amazon Aurora A &1
FE) HEVFR Aurora MySQL BEX EE RS K X ERASFEHE X ER.

EEHHE

SERIEFEIE
« BIFIE Aurora HEEMEEBRNGE K FRETRETAZERNEELEERL,

ERERBEMELE
- EEEERITEREHHBLRABEATRENRNSEERRBENRENER,

B2 Aurora MySQL 25 1 MR ELER

T %I Amazon Aurora MySQL IhgE7#E Aurora MySQL % 1 bR (B2 MySQL 5.6 &) FEXE , BB
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #BE) A% &,

- RIS RE|IEFESLIRE (AKP), MEFMEN , 5828 (Amazon Aurora fEAEIER) PHFERAIE
B4 & 5| T8 A HEVREL Aurora R 5| MBS &,

- BEMREER, NEESHMET , 528 Aurora MySQL ERIES|IZE#H 2017-12-11 (1.16 hR)
(BEH).

- £/ Amazon S3 #FETRE MySQL BB ER, MEFMENR , 528 (Amazon Aurora FA &S
) FHER Amazon S3 @EFETERER MySQL R ER,

MySQL 5.7 HH&E M

It Aurora MySQL hxZAF MySQL 5.7 #REH A , @IE JSON % &, ZERS|IMNEERMLERE.
BM MySQL 5.7 , Aurora MySQL SRR ZEREIFREBREETERNR Z Bl , TAZEEREREY
i 20 fEN B AKEEMNBIR 10 {0 BEUKEE.
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https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3
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It Aurora MySQL RZA B a1 A& T 5] MySQL 5.7 ZhEE :

- FHEERAHER

- EEMBEERAN

- BEEEHA InnoDB EFEE

* InnoDB £ X E|#res sl tiER

- ZRFER

- MEIBEEEKNAE

- BiEBmEAHENX

- ERERNAHER

- CREATE TABLESPACE SQL BRiR=

Aurora MySQL &R E5IZE# 2019-11-25 (2.07.0 kR) (EEH)

R4 : 2.07.0

Aurora MySQL 2.07.0 E£mE# . Aurora MySQL 2.x hixE& MySQL 5.7 ix#8%& , Aurora MySQL 1.x
FR B8 MySQL 5.6 R R

B 821 Aurora MySQL MRAS 21
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

B E] LA B I XA Aurora MySQL MRASHE R BRIE R E Aurora MySQL 2.07.0, BiEALURIEIEF
B9 Aurora MySQL 2.* BRI E#EFRZ Aurora MySQL 2.07.0, EEXEEERAR Aurora MySQL
1.* BEARE 2.07.0 ; T , BRI HRRIERZE Aurora MySQL 2.07.0,

EEFEABERAR Aurora MySQL B #E & |, 551%iB AWS Management Console AWS CLI, 3
RDS API 87 5| 2R

(® Note
AR B el B AALLT AWS #[& : AWS GovCloud ( EBIRE ) [us-gov-east-1] , AWS
GovCloud ( EBFEEB ) [us-gov-west-1], FBI ( £E ) [CN-FEIL -1] , EAXESE ( &F# ) [ap-
east-1] , R ( Bk ) (-5 1] MEEM ( BRE ) [sa-east-1]. FZBRAAMERAR , 85

S1TEM,
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MREETMEBEREE , TUELBRER Support AWS EFUEE Sup AWS port, MEFME
# , m2E (Amazon Aurora fEF EHEE) HRIHEE Amazon Aurora ERIEEE.

® Note

MFEIAI AR Aurora MySQL ERERENFHMERR , 528 (Amazon Aurora EREE
) P FHK Aurora MySQL BRI EE EN X BIRARIEHER B R

WEIEE
FTINEE :

- 2HERNBEREATFATIESPIBENERNERENIEAEHREER AWS BT : [EiF . EFERI
(#S FEEEdLE) [us-east-1]. EBIRIP (BXBEBM) [us-east-2], EBEIFEF (HNFIFEEEILEB) [US-FE
1], ZEEID (BRHRA) [us-west-2]. BUMN (ZBEE) [eu-West -1], BUM (BUM-FAZE -1]. BUM-75 ZB-BEr
M-FEER-1] B2R) [BUM-EEE -3]. EAREE RR) [AP-Rit -1]. EXEE (H) [AP-FR4t -2, X
[EiF (3T hN3K) [ap-Central-1]. ZEAREH (EHR) [ap-RE-2]. INEKX (FIF) [ca-HR -1]. BN £
RE)BNFI -1 MEAEE (EE ) [ -1].

« Amazon Aurora #2328 2 Aurora MySQL BRI ER AWS #2528 F (ML) BN S EREE
o Aurora BB E T ERZASFRMMABREARER ERMZN SQL BXEEEES , WA ML#E
B OEEREUMLAERNTEAFNEZERNEERER K MAEERERTERAREBEIINNIE,
MEFHER , FSRTEARSEET (ML) IhEEHEE Amazon Auroras

- EEMHEREAR LN E ANSI READ COMMITTED [REtEk. IREBERAFEHFENEAR L

REEHTHNEN A MATEFTARGTRLESERENEA. NFEZSFHMEEN , F28 Aurora
MySQL FREEE K.

BRISIE -

« CVE-2019-2922

« CVE-2019-2923

+ CVE-2019-2924

« CVE-2019-2910

SEEIRFELE

WEEHE 159


https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-ml.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Reference.html#AuroraMySQL.Reference.IsolationLevels
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Reference.html#AuroraMySQL.Reference.IsolationLevels
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2922
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2923
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2924
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2910
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- {£1E DDL ERBHEHRERNERIKEEHNBEE. #ITZERRK drop BRIRI# (Hl40 DROP TABLE
tl, t2, t3)BREEFEANESE  ERXEHRRLRE,

- {31E DDL ERREHERERKESFHNEE, MTZERR drop BRI & (fI20 INPLACE
ALTER TABLE) 2i(E EEANESE , BAEMBUILRA,

BEEBEMBIE

« {1E7E information_schema.replica_host_status ERIXRPEEFT —HELRHREE,

MySQL # BHARSE B RS

- $RERAmIR 26251621 : #HEEL GCOL WA IEHITA

. $BEL4RIE 22574695 ;: B4 ITABLE || (TABLE->READ_SET || BITMAP_IS_SET(TABLE-
>READ_SET, FIEL

. $BER4R5% 25966845 : INSERT ON DUPLICATE KEY E4 384

- $RERARER 23070734 : ¥ 1T TRUNCATE TABLE B3 E=#

- SHEAMRER 26191879 : AIPRSIBFHEABLEER

. $BER4R5% 20989615 : INNODB AUTO_INCREMENT E4 R EMIX

B2 Aurora MySQL 25 1 MR LB

T %I Amazon Aurora MySQL IhgE4E Aurora MySQL % 1 bR (B2 MySQL 5.6 HB8&) AEXE , BB
IS EETE Aurora MySQL 28 2 ki (B MySQL 5.7 # %) F A&,

- FEELREIRFESLREN (AKP), WEFMEF , F2E (Amazon Aurora EREER) PRIEHE
B2 % 5|87 TG EY Aurora IR RSN BE S,

- BHEAREE, MEFZHMEN , F28 Aurora MySQL ERESIZEH 2017-12-11 (1.16 hR)
(EEH).

- {£/H Amazon S3 REFETERE MySQL BB ER., MEFHMENR , 528 (Amazon Aurora FREE
) PHEH Amazon S3 BREFFEER MySQL FHVER
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
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MySQL 5.7 tHAaM

Aurora MySQL 2.07.0 & MySQL 5.7 #REEMEAM , T1E JSON X, ZRKRSINMEEMLEEE.
BM MySQL 5.7 , Aurora MySQL SRANZERSIREBETERNA Z iR, TAZEEREKRMG
i 20 fEH B AKEENEIR 10 20 BEUKEE.

Aurora MySQL 2.07.0 BRIFAXZET 5 MySQL 5.7 ZhEE :

- BEERAEERN

- BEMBEERAR/D

- BERER|A InnoDB {EHERE

» InnoDB £ X EI#r e /AR

- IRRER

- REBEGEERNRE

- ZBERIAHER

- EHERNMER

- EHRENE

« CREATE TABLESPACE SQL Bz

Aurora MySQL &R ESIZE# 2019-11-22 (2.06.0 k) (EEH)

hxZ< : 2.06.0

Aurora MySQL 2.06.0 E£H#H ., Aurora MySQL 2.x ixE& MySQL 5.7 lR# % , Aurora MySQL 1.x
K B EE MySQL 5.6 MRAEA

B B2 1 Aurora MySQL MRAS 21
1.14.*, 1.15.*, 1.16.*, 1.17.*, 1.18.*, 1.19.*, 2.01.*, 2.02.*, 2.03.*, 2.04.*, 2.05.* 1 2.06.%,

A LAt B B X T Aurora MySQL MRAAG R BRIE R E Aurora MySQL 2.06.0, #ZiEAILURIEMKRE
#9 Aurora MySQL 2.* BRI EBEFRZE Aurora MySQL 2.06.0, B LEZSR AR Aurora MySQL
1. BEFARE 2.06.0 ; T8 , BRI LUEHRREIRZE Aurora MySQL 2.06.0,

EEFERABRERAEHN Aurora MySQL B & & |, 55&E1B AWS Management Console AWS CLI, %
RDS AP {E7E 5| R4,
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® Note
WARA B BT A EAALLT AWS #[& : AWS GovCloud ( XEIR# ) [us-gov-east-1] , AWS
GovCloud ( EBE#E ) [us-gov-west-1] , Bl ( ZE ) [CN-FIL -1] , EXEHE ( &% ) [ap-
east-1] MR ( B ) [FK-FE -1]. FZREAHRERAR K SESTER.

MBLEEMBBERLEE , o] LAEERIEAN Support AWS EBF/UES Sup AWS port, INEFMAE
A, F2E (Amazon Aurora FREER) PHHETE Amazon Aurora ERIEEE,

@ Note

W MM AR Aurora MySQL ERIEE SN FMERNR , 5528 (Amazon Aurora R EIE
) P FHR Aurora MySQL BRI EHEEN X BIRARIEHER B R

WEIEE
FIhek -

« Aurora MySQL E#HERE X EHITEEER db.r5.8xlarge. db.r5.16xlarge 1 db.r5.24xlarge. 40
% Aurora MySQL BEENHTEBERNFFMENR , 528 (Amazon Aurora EREERE) T8
Aurora BRI E#TERE .

« MEBEDIRRESERBK , TEE Aurora EREERIRA ON, ELEEF Y S REBiE
REERE I RESEHBNEE. MEETBEALINAENEFMER , 5528 (Amazon Aurora
FEHAEEE) PMEHAEHAR Aurora Serverless W& ¥l AP,

- BAMERIFERAYERESHEHEKR , FEES Aurora BEREENFRS ON., IR U EHRER
LEHAZXZFAERINER T RIERE TEEFNERE,

« Aurora MySQL 2.06 MIESIRALZEFERERE "AE, ERFERE , MAEREDERER.
LEIhEE (BA TREL ) TREAENERRBEFLEER  SRRETHARENERRIMBRTZ
MIBREYS, BNER AR ERE  MEBETLED AT, FREID AWS FEEURESHE , L2
Amazon Aurora EF &R E M Aurora ERIEZELRESEZFHMEEN,

* Aurora 2.06 X ESRAZEEBFREE AWS Lambda RE#ETREZ M, lambda_sync() B
R HELEEN lambda_async() , &R IERSL Lambda RN REFEEFERF. WEHEAFY
Lambda BRERIFMEF , 5528 (Amazon Aurora EREIEE) TR Aurora MySQL R4
25 Lambda R,
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SIS IE -

SERIRFEIE

« CVE-2019-2805
+ CVE-2019-2791
+ CVE-2019-2778
« CVE-2019-2758
+ CVE-2019-2739
« CVE-2019-2730
+ CVE-2018-3064
+ CVE-2018-3058
« CVE-2018-2786
+ CVE-2017-3653
+ CVE-2017-3465
« CVE-2017-3455
» CVE-2017-3244
« CVE-2016-5612

EAREE

- BRETAMEHRE BT —NZE DDL B |, ERAENREBNAFRER, (FERERERT
REVESHTHE. EEDDLE  MRERNELERRECREBERAOE  EREAR.

SIZEEXE
- BEEFRESIZERREEELIFEANEE, ERAETEENRIHBE. LEERDEE B9
R B EAVAR AN,

- EBREEFRENRBATFERATE , SHREATENM B (binlog) ETRFENER EEHAEIAE
o
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ERRBEMSLE

- EHEFERARENERKLTIEERS  kBEREEIRE. EFEFIARRIRNERE , tRFAH
EHBRARIEEMRR , TRERZIEZILEE , EBBAR.

- BERERENERBERSIERKNEE. EFFESHE Aurora MySQL 1.* ERERNIRRIER
NWEREPFR, BEERRE , MRIEFER , BREALERT,

- EDDLEHEAEEARERNEFTERBLITH , REENESHNITREEAGBEREENS
THREFEHEHTE , OB ELLERE , 128 Aurora EEANEEM.,

« {&£1E DDL 2/E#EE A mysql.innodb_table_stats BRI XREFH I RNBEMRE,

« ¥ Aurora A LHWERIRFERR , TEREHFS T ELER ERROR 1836 , EIEEILERE.

« R binlog THEEREEFERAEHRE , Bk API TAEMIFAUMREL , ZF binlog & FHI M EE.

B2 Aurora MySQL 28 1 RREEBR

T %I Amazon Aurora MySQL IhgE7#E Aurora MySQL 2 1 bR (B2 MySQL 5.6 &) AEXE , BB A
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #BE) P A% &,

- IERPRE|IHETE LRI (AKP), MFFMER , 528 (Amazon Aurora EREER) PHFEMAE
B4 % 5| A MR GE/L Aurora fREL RSB S LA,

- BEMRIEE, MEEZHMENR , 528 Aurora MySQL ERESIZEFH 2017-12-11 (1.16 k)
(EEH).

« f Amazon S3 fEZEFEE 7 MySQL BB ER, MEFMET ,
B RHEA Amazon S3 @EFETEER MySQL RV E R

&8 (Amazon Aurora &1

MySQL 5.7 HHAEM

Aurora MySQL 2.06.0 & MySQL 5.7 ##3&MEAM , B JSON X, Z=RRSIMEERNEHEE, M
B MySQL 5.7 , Aurora MySQL SN ZEREIREBEETENA Z RHiRE , TAZEERERM
i 20 FlEI’JE)\x‘& ERNHEIB 10 589 EEUCREE.

Aurora MySQL 2.06.0 BRIFAXZE T 5 MySQL 5.7 ZhEE :

- HEERBIMIERN
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Amazon Aurora Aurora MySQL RRAfEEE
- EEMBEERAN

. BERR|A InnoDB EFHERE

* InnoDB £ X E|#res sl tiER

- ZRFER

- MEIBEEEKNAE

- BiEBmEAHENX

- ERERNAHER

- CREATE TABLESPACE SQL BRiA=

Aurora MySQL &R E5IZE# 2019-11-11 (2.05.0 kR) (EEH)

R4 : 2.05.0

Aurora MySQL 2.05.0 E£mE# . Aurora MySQL 2.x hixE& MySQL 5.7 ix#8%& , Aurora MySQL 1.x
FR B8 MySQL 5.6 R R

B B2 1 Aurora MySQL MRAS 21
1.14.*, 1.15.*, 1.16.*, 1.17.*, 1.18.*, 1.19.*, 2.01.*, 2.02.*, 2.03.* 1 2.04.%,

A LA B B X B Aurora MySQL MRAAG IR BRIE R E Aurora MySQL 2.05.0, B AILURERRE
#9 Aurora MySQL 2.* ERIEHE (&% 2.04.6) AH4XZE Aurora MySQL 2.05.0, ZBEEZEEGREN
Aurora MySQL 1.* BEFHRE 2.05.0 ; T , BRI A HRBERZE Aurora MySQL 2.05.0

EEFEABERAR Aurora MySQL B #E &K |, &R AWS Management Console AWS CLI, 3§
RDS API {8 5| Z R A<,

(® Note
LR B BT R E AR T AWS H#h[E AWS GovCloud ( EBIREB ) [us-gov-east-1], AWS
GovCloud ( EI#E ) [us-gov-west-1] , Bl ( ZE ) [CN-FIL -1] , EXEHE ( F#E ) [ap-
east-1] , BUM ( HrESFRE ) [BUM-E -1] %ﬂﬂlﬂi ( BH) [K-F 1], SEBREAAHERAR , g
ﬂfTEﬁo

MREEEMEERERE , JUMEHEHRERMN Support AWS EHUEE Sup AWS port. WIEFFIEE
# , F2E (Amazon Aurora FREER) PHHETE Amazon Aurora ERIEEE,
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® Note

WEE A F Kk Aurora MySQL ERIEZEENFFMERR , 5528 (Amazon Aurora ER &5
) P FHK Aurora MySQL BRI EE EN X BIRARIEHER B R

NEEE

SIS IE -

« CVE-2018-0734

« CVE-2019-2534

« CVE-2018-3155

« CVE-2018-2612

« CVE-2017-3599

« CVE-2018-3056

« CVE-2018-2562

« CVE-2017-3329

« CVE-2018-2696

« EETHIRE : RSB sync_binlog WERRA 1, B EETFEERARRI LEZTEMMRBF L
B &1 binlog ERPHEH,

BELIEFELE :

- MREFEFHEREPMEL64TB, RTEERSBELRBLESEIT Aurora 7 ZRERH/HY
BRE , MEXEHE , BABRBARELLRA

« 28 aurora_binlog_replication_max_yield_seconds WHERECEBEAS K UMILEE
HESEIG AN |, LARIFA binlog EE @RS LB E AL,

MySQL $ERIEIEEE

o $HER #23054591: BB} (L R0 SRS EENE A binlog &R I B BE MySql b
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B2 Aurora MySQL 25 1 MR ELER

T %) Amazon Aurora MySQL Zh#8E7E Aurora MySQL 28 1 KR (B2 MySQL 5.6 %) #EXE , BB
IELEIHBETE Aurora MySQL 25 2 hix (B2 MySQL 5.7 &) FF X &,

- FREIFREIBFE LRI (AKP), WFEFMEF , F2E (Amazon Aurora fEFEEFE) PHEAIE
B REIEEEHIEGEL Aurora IRE XS WIS EH.

. FEBE, MEFMEENR , B2 (Amazon Aurora FAERE) PWERBEBRESEC AR
Aurora MySQL BfE &,

- ARBESF AWS Lambda AEREM A KRS, MEFHMAEHA ,
&Y PHYER Aurora MySQL RAREFEA Lambda BEE.

- BEMRIEE, MEEZHMEN , 28 Aurora MySQL ERESIZEFH 2017-12-11 (1.16 hR)
(BEEA).

- £/ Amazon S3 FEFETERIE MySQL BB ER, WEFHER ,
) LA Amazon S3 #ZETEEER MySQL REVE XL,

:IJI‘H

2 (Amazon Aurora ERE I

2R (Amazon Aurora &g

&"I
5’n'h+

MySQL 5.7 s &M

Aurora MySQL 2.05.0 & MySQL 5.7 {#3XMEAM , B3 JSON X, =RKRSIMEERMNLEHEE, M
B MySQL 5.7 , Aurora MySQL HEAMZEREIREBETENA Z BHiR , TAZEERSERM
B 20 ZHE AKBEFEIRE 10 589 EEUNEE.

Aurora MySQL 2.05.0 BB~ X E T 5l MySQL 5.7 ThEE

- BHHEERNHER

- BEMNEERA/ND

« BEEHE A InnoDB BEEHEE

* InnoDB £ X E|#res sl tiER

- ZRFEE

- MEIBREEERKNAE

- BIERINBEX

- EHERNBER

- EBRENE

- CREATE TABLESPACE SQL BRiR=
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Aurora MySQL # ¥l E5|ZFE# 2020-08-14 (2.04.9 fR) (EZEH)

R : 2.04.9

Aurora MySQL 2.04.9 E£H# . Aurora MySQL 2.x hiRE& MySQL 5.7 iR#8%& , Aurora MySQL 1.x
MR HIE2 MySQL 5.6 IR &

B 51X B Aurora MySQL kA2 IE
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

EEEARERAEMN Aurora MySQL B &£ |, FFE1B AWS Management Console AWS CLI,
RDS API 157 5| Z iR A,

MREBEMEERERE , 7 AEEREN Support AWS EHOEE Sup AWS port, MFEFMAE
#A , 582 E (Amazon Aurora fFREIER) HEIHEE Amazon Aurora ERIERE,

® Note

WARA B BT R E A AL T AWS #[& : AWS GovCloud ( XEIR# ) [us-gov-east-1] , AWS
GovCloud ( EBFEEB ) [us-gov-west-1] , TEAEHE ( FE ) [ap-east-1] MIFR ( BH# ) [EK-FE
1]e FEBRAEAHERAE , FESZTEN.

(® Note

W fA AR Aurora MySQL BRIERERFMER , 528 (Amazon Aurora ERA &1
) PH AR Aurora MySQL BRI ERENXERASIEHEXER.

HEERH
EEEIEFBE -
RIS :

« CVE-2020-2760
« CVE-2019-5443
« CVE-2019-3822
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+ CVE-2019-2924
+ CVE-2019-2923
+ CVE-2019-2922
+ CVE-2019-2911
+ CVE-2019-2910
+ CVE-2019-2805
+ CVE-2019-2791
+ CVE-2019-2778
+ CVE-2019-2758
+ CVE-2019-2740
+ CVE-2019-2739
+ CVE-2019-2730
+ CVE-2019-2628
+ CVE-2018-3064
+ CVE-2018-3058
+ CVE-2018-2813
+ CVE-2018-2786
+ CVE-2017-3653
» CVE-2017-3465
+ CVE-2017-3464
+ CVE-2017-3455
+ CVE-2017-3244
+ CVE-2016-5612
+ CVE-2016-5436

RAMREER -

« BIEARER kill session i T MEREREENMBAREBENBE, MREEILHE
Ei& AWS ZEABUEENHITER ERUALEERR.

- BEEHTERAMEAPERERRCZEENRBENRENEMEHEE , SHENEETRE
K

3
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- BEHRRZEER R EEFER DROP TABLE MEBHE R ESH MBI EE,

- BEENEERIBEHRENEREBENRE,

- EIERARRAIEEN AN , RiERRE\E threads_running MERE R EEFH B A RBEE.

« §IE kill query mHEHTHE TS FINREE,

- BEEHEEEEPERERNEENRB I ERZERABAELENRERUBE,

- BESREERERACALXESRIEMERAERKE , BRENEEFRBRNTHLENRE.
- BEBERZSIEHAEBERNENMBE , ARSBIEHNEE,

— % A

- BERREFEHENERALNEHEARBARAITIRZZERANREE, EABMBEERNREREEN
BB 2 Z BN S

- SIETEESR T BEEF LUK DDL R85 INPLACE ALTER TABLE FAZE&# KA RENAME HiEB
I RIE,

- BE-LEESEASBNERERSE I ERTEERKBNEE,

- BEEDENERKREEBTERRERE , ARSEESINEE,

- BEEHBENERTREEEEASRLEREFIREFIARZNBIERORBE,

- {EIE FTS ERRNEHEBEREA LN EHTHEEELEBRERNEE, REEEHEER LY
FTS ERREE A LHHE FTS BRI XA INFORMATION_SCHEMA.INNODB_SYS_TABLES &
HEF, TEREEEER.

- BEEHHEE FTS (£MXREKRES) FR5IH Aurora 1.x EREREBIEIRRZE Aurora 2.x ERER
SHRE,

« #¥% server_audit_incl_users Ml server_audit_excl_users £ 28 K BAFNEARE
EHERE| 2000,

« {&1E Aurora 1.x E Aurora 2x ERUREEERRIBE T RETHRIREIE,
- {EIEEBTEEFERZEFH lambda_async MAWFREAR Unicode BIRRE,
- BETEHRS|ELTRERLENLMABEFEFFNESIMERE,

- SETMREEREHRNETENFEREHTEE LXK , WHH InternalFailureException #8858 ,
R TEERLE (WEBEEER). FAENWEE,

MySQL $ERRIEEEE

- $HERMRER 23070734, #HERWSE 80060 : 1T TRUNCATE TABLE EHEH

MySQL $EEREEES 170
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 $HRERMMIE 23103937 : PS_TRUNCATE_ALL_TABLES() DOES NOT WORK IN
SUPER_READ_ONLY MODE

- HRRIRIR 22551677 | EMMRASERERE | MAEHBEL AN ZRF IR TS ERMAIRFE R,

- $ERRAWER 27082268 : FTS RLREEN.

- EHERIRAR 12589870 : BFIERMAEMARNE K EXFEASEEHARD XN EXN BB EE,

- SHERIRIR 26402045 : TERAERMCNELER TS ERARFER. ELEARESESE — A
R, EREAERIL.

- $HERIRAR 18898433: MREMBHEEE (flan , EARRENEBRER) , ERFZEBENEM
2RI1E,

- EHRRHIRAR 25222337 : EEREIFHY NULL ERERBMRUEBESEEAZNIREIRRHERMGF

WERE R RENRACEBLERIABEKFAREEZE R, (https:/github.com/mysql/mysql-server/
commit/273d5¢9d7072c63b6c47dbef6963d7dc491d5131)

- SHERIWSE 25053286 : HITIEFEURECEANTFHRER , TEgREETE
BEERERIIREBRNCIER, (https:/github.com/mysqgl/mysql-server/commit/
d7b37d4d141a95f577916448650c429f0d6e193d)

- $HERARER 25586773 . MTEHER (HP I EREL SELECT (https://dev.mysgl.com/doc/
refman/5.7/en/select.html) FRIAX ABTE U ERRWRAN) , JESEHEEBR K. (https:/
github.com/mysql/mysql-server/commit/88301e5adab65f6750f66af284be410c4369d0c1)

- $HERIWTR 26666274 1 MEEREBHAERFTERF[PAVEREE,

- SEERImER 23550835, SAERMmAR 23208025, $EERMmAR 81464 | EAIMEEECMAEF , SELECT 3KaE
ERIHAE R & TS BB MR8 o

B2 Aurora MySQL % 1 iRLEER

T %I Amazon Aurora MySQL IhgE7E Aurora MySQL 2 1 bR (E€ MySQL 5.6 &) FEXE , BB HI
IELEThEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #B8) P+ % &,

- RS REI@A LRI (AKP). WEFMEH , HBH (Amazon Aurora (I EIEE) HHy A
F R 5|87 MBS Aurora IREFRS| WA EH,

. FEBE, MEFHMEENR , F2E (Amazon Aurora FRERRE) DHERMERESE(C AR
Aurora MySQL BtfE &

- FAREIZH AWS Lambda AREMN KK, WFFMEN , 528 (Amazon Aurora £H E 15
&Y PHYER Aurora MySQL R4 BREFEA Lambda BEE .
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- BHEAREE, MEFZHMEN , F28 Aurora MySQL ERIESIZEH 2017-12-11 (1.16 hR)
(EEH).

« {8 Amazon S3 fEZETEE Y MySQL BB ER., WEFHMEES ,
) PHERA Amazon S3 REFEEFEER MySQL FIHNER

#E2 8 (Amazon Aurora &S

MySQL 5.7 tHAEM

Aurora MySQL 2.04.9 & MySQL 5.7 #REEEAM , B JSON X, ZERSIMEERLFINEE,
BmM MySQL 5.7 , Aurora MySQL HRAMZRERSIFREBEIERNA Z BliR , I/Z Fﬂﬁﬂ%hf
il 20 1“3’3%)&»& EFEEIB 10 M FEEUNAE,

Aurora MySQL 2.04.9 BBIFAXZE T %I MySQL 5.7 ThEE

- BEERNHER

- BEMNEERAR/D

. BEREA InnoDB EHERE

* InnoDB £ X &l#ree A EER

- ZRFEEE

- MEIBEEEKNAE

- BBRINHER

- EHERNHER

- ERENE

- CREATE TABLESPACE SQL FRiR=

Aurora MySQL Z#lE5|ZE# 2019-11-20 (2.04.8 fR) (EZEH)

WY Zs : 2.04.8

Aurora MySQL 2.04.8 E£H# . Aurora MySQL 2.x hREE MySQL 5.7 R#8%& , Aurora MySQL 1.x
MR B8 MySQL 5.6 IR R

B B X #B# Aurora MySQL WA 2$E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* § 3.02.*,

BT LAHSAE A 2.* Aurora MySQL MRZASHY R BRIE R E Aurora MySQL 2.04.8, BETAILUREAE AW
Aurora MySQL 2.* EREHREFHKE Aurora MySQL 2.04.8,
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EEEARERAEMN Aurora MySQL B & & |, FE1B AWS Management Console AWS CLI,
RDS API 15 7E 5| Z iR A,

WREBEMEERERE , 7T AELEREN Support AWS EHOERE Sup AWS port, MEFMAE
# , m2E (Amazon Aurora fEF EHEE) FRIHEE Amazon Aurora ERIEEE.

® Note

WARA B BT A E A AL T AWS #[& : AWS GovCloud ( XEIR# ) [us-gov-east-1] , AWS
GovCloud ( EBFE ) [us-gov-west-1] , EEAX[EIH ( FH ) [ap-east-1] MAFR ( Bk ) [K-F
1] FEBAAHERAR , EBSTER,

® Note

wEF M AR Aurora MySQL ERIEE SN FMEN , 5528 (Amazon Aurora R EIE
) BPHFHLR Aurora MySQL EREZERNXERASEHERER.

WEIEE
FTINEE :

- EHEINERRE

- BMEMEERMERE Aurora EREESERANBEINEGEHTERE  ROKREEASHTEE
NBERRE. KFARMAREE  RAEERM LERERNENME . LHLINENSE A
aurora_enable_repl_bin_log_filtering,

- AR , B Aurora BREBREARBEARZTENRATEBNMERRE. BRI E 8xlarge
H 16xlarge MTREBERIBALNRE K HAELEHTERBURTBRESIREHN CPU BEAER, It

IheER S 8B aurora_enable_replica_log_compression,

SEEIEFEIE

« E Aurora BASRFTEBPHNERERERE , £ Aurora ERERSAARNEATEENER
T, BREREARTEETFASNERARRRBTEMENME.

- BRREREATERABNEN , SRS A NERFERFRER,
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B2 Aurora MySQL 25 1 MR ELER

T %) Amazon Aurora MySQL Zh#8E7E Aurora MySQL 28 1 KR (B2 MySQL 5.6 %) #EXE , BB
IELEIHBETE Aurora MySQL 25 2 hix (B2 MySQL 5.7 &) FF X &,

- FREIFREIBFE LRI (AKP), WFEFMEF , F2E (Amazon Aurora fEFEEFE) PHEAIE
B REIEEEHIEGEL Aurora IRE XS WIS EH.

. FEBE, MEFMEENR , B2 (Amazon Aurora FAERE) PWERBEBRESEC AR
Aurora MySQL BfE &,

- ARBESF AWS Lambda AEREM A KRS, MEFHMAEHA ,
&Y PHYER Aurora MySQL RAREFEA Lambda BEE.

- BEMRIEE, MEEZHMEN , 28 Aurora MySQL ERESIZEFH 2017-12-11 (1.16 hR)
(BEEA).

- £/ Amazon S3 FEFETERIE MySQL BB ER, WEFHER ,
) LA Amazon S3 #ZETEEER MySQL REVE XL,

:IJI‘H

2 (Amazon Aurora ERE I

2R (Amazon Aurora &g

&"I
5’n'h+

MySQL 5.7 s &M

Aurora MySQL 2.04.8 & MySQL 5.7 {#3XMEAM , B3 JSON X, =RKRSIMEERMNLEHEE, M
B MySQL 5.7 , Aurora MySQL HEAMZEREIREBETENA Z BHiR , TAZEERSERM
B 20 ZHE AKBEFEIRE 10 589 EEUNEE.

Aurora MySQL 2.04.8 BRI~ X E T 5l MySQL 5.7 ThEE

- BHHEERNHER

- BEMNEERA/ND

« BEEHE A InnoDB BEEHEE

* InnoDB £ X E|#res sl tiER

- ZRFEE

- MEIBREEERKNAE

- BIERINBEX

- EHERNBER

- EBRENE

- CREATE TABLESPACE SQL BRiR=

B2 Aurora MySQL % 1 iREEER 174


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html#AuroraMySQL.Integrating.NativeLambda
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3

Amazon Aurora Aurora MySQL R4~ figsE

Aurora MySQL E R ES|ZEH#H 2019-11-14 (2.04.7 kR) (EZEH)

M Zs : 2.04.7

Aurora MySQL 2.04.7 E£mE# H. Aurora MySQL 2.x hixE& MySQL 5.7 ix#8%& , Aurora MySQL 1.x
FR B8 MySQL 5.6 R R

B 8 B# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.*,

B A LAfE B B X B Aurora MySQL MRAAG IR BRIZ R E Aurora MySQL 2.04.7, =R LURERRE
B9 Aurora MySQL 2.* BRI E#EFRZ Aurora MySQL 2.04.7, S XEEERA/ Aurora MySQL
1> BEARE 2.04.7 ; FiB , BRI AEERBIEIRZE Aurora MySQL 2.04.7,

EEFARERAM Aurora MySQL B # 5 | 5518 AWS Management Console AWS CLI, =%
RDS API {87 5| Z M4,

ZIU%"‘EEHF'%EEEZR&J% A ARt BF R IE A Support AWS EEH/GEUS Sup AWS port, INFEFMHE
A , @28 (Amazon Aurora EAEIER) PIVHEE Amazon Aurora ERIEE S

(® Note

AR B BT A EARALLT AWS #[& : AWS GovCloud ( EBIRE ) [us-gov-east-1] , AWS
GovCloud ( =EBIFER ) [us- gov -west-1] , BEAEHE ( FE ) [ap-east-1] FIHFER ( Bk ) [FK-FE2
1] FERAAHREAR , EES1TEM,

@ Note

wEE A F Rk Aurora MySQL ERIEE SN FHMENR , 5528 (Amazon Aurora FRAEIE
) P FHR Aurora MySQL BRI EHEEN X BIRARIEHERB R

HEHHE
EELIEFEE :
ER R
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- ERETAMEHRE BT —NZE DDL B |, ERAENREBNAFRER, (FERERERYT
REVESHTHE. EEDDLE K MRENELERRECRBERIAOE  EREAR.

- {EIEEEH Threads_running £ RESEELE T ERENRE,

SIEEME

- BEEFRESIZERREEELIEANEE, EFRETEENRIHBE, LEERDEE B
R B EAVARAS.

EREREMELE

- EREFERARENERKLTEES  EREEINE, EFEFIRRINERE , tRFAH
EWBREFIEERR , ARERRETLEE , BEAR.

E2 Aurora MySQL 2 1 MR EEE

T %I Amazon Aurora MySQL Ih8E4E Aurora MySQL % 1 bR (B2 MySQL 5.6 &) AEXE , BB
IS EEFE Aurora MySQL 28 2 ki (B MySQL 5.7 #%8) F A% &,

- RS REIRFELREN (AKP), WEFMEF , F2E (Amazon Aurora FEREER) PRIEHE
B2 % 5|87 TG EY Aurora IR RSN BE S,

. HEBE, MEFMEEDR , B2 (Amazon Aurora FAERRE) PHERBEBRESEC AR
Aurora MySQL BfE &,

- ARESF AWS Lambda AR AEEE ., MEFMEF , F528 (Amazon Aurora £RERE
&Y PHVER Aurora MySQL RABREFEA Lambda BEE .

- BHEIREE, MEFZHMET , F528 Aurora MySQL EXRIES|ZE# 2017-12-11 (1.16 hR)
(BEEA).

- £/ Amazon S3 FFETRE MySQL BB ER, MEFMENR , 528 (Amazon Aurora FAEE
) PHEH Amazon S3 BREFFEER MySQL FHVER

MySQL 5.7 HH&E M

Aurora MySQL 2.04.7 & MySQL 5.7 {#EE A , T¥E JSON B, ZERSIMELEMULEHEE. H
B MySQL 5.7 , Aurora MySQL ZRANZEZRS|IREBETEFNA Z EHiR , TAZEERERM
iR 20 EHNE AKBEFEIE 10 589 FEEUNEE.
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Aurora MySQL 2.04.7 BRI E T 5 MySQL 5.7 Thag :

- BHEEFENAEEX

- SEMHEEAND

- BREEEHE A InnoDB EEEE

* InnoDB £ X Zlrsz A #ER

- ZRBEER

- BREBEEEA/NAE

- ERBMEASEX

- EHEFNHEX

- CREATE TABLESPACE SQL FRiR=

Aurora MySQL &R E5|IZE# 2019-09-19 (2.04.6 hR) (EEH)

R : 2.04.6

Aurora MySQL 2.04.6 E£mE# H. Aurora MySQL 2.x hixE& MySQL 5.7 ix#8%& , Aurora MySQL 1.x
FR B8 MySQL 5.6 R R

B B X #B# Aurora MySQL WA 2$E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

B LUEEAS IR AN Aurora MySQL 2.* BRI ERSE AR E Aurora MySQL 2.04.6, EFIT LFFRL M
F#% Aurora MySQL 1.* 5, SLRHEIEEHREZM Aurora MySQL 2.* R ERR. BB LU Aurora
MySQL 1.14.*, 1.15.*, 1.16.*, 1.17.*, 1.18.*, 1.19.*, 2.01.*, 2.02.*, 2.03.* § 2.04.* WIRBRIER
A Aurora MySQL 2.04.6,

=EFHAERA Aurora MySQL , &R LUEBE, = Amazon RDS API 1E7E 5| Z R4 AWS
Management Console , A iV ER EHESE, AWS CLI

NREEEMEERERE , o AEHEFRIEHN Support AWS B HAEE Sup AWS port, MEFMAE
# , 2B (Amazon Aurora FEAEIER) FIHEE Amazon Aurora ERIEE £,
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® Note

WARA B BIFE AT AWS i EARM - BUN (R ) [BUM-EZB -2] , ( EBERIP) [-1], AWS
GovCloud ( XEIFESB ) [us-gov-east-1] , '=F' AWS GovCloud ( 2E ) [CN-Fadk us-gov-
west -1] MEEKEE ( F# ) [ap-east-1], FREMATHERE K EBITER.

® Note

WMFEIAI AR Aurora MySQL ERERENFHMERR , 528 (Amazon Aurora FREE
) P FHK Aurora MySQL BRI EE EN X BRARIEHER B R

WEEA
« EIETHRE : RSB sync_binlog WERZA 1, B EETFEERARI LEETEMMRBF L
B &1 binlog ERPHEH,

« 28 aurora_binlog_replication_max_yield_seconds WHERECEBEASE K UMILLEE
HESEIG AN |, LARIFA binlog EE @RS LB E AL,

MySQL $EERIEERE

 $HE8 #23054591: B RR =7 50 848 BEVE @ binlog &R E FF MySql Lt

E2 Aurora MySQL 2 1 MR EEE

T %I Amazon Aurora MySQL ZhgE7E Aurora MySQL 2 1 ki (B€ MySQL 5.6 &) FEXE , BB Bl
IELETNEETE Aurora MySQL % 2 iR (B2 MySQL 5.7 &) FF X &,

- FEILRSIEFAKRRE (AKP), MFEFMENA , F2H (Amazon Aurora A EERE) PHEASE
G2 R 5|88 So AN {EL Aurora iR R R S|IWBiE LN,

o FOEBIE, MEFHMEA , F2H (Amazon Aurora EEISE) MVEHMERE REC AR
Aurora MySQL BifE &,

- ARBELF AWS Lambda AREBMNAEKE, WHEFHEEHR ,
) FEER Aurora MySQL EAREF A Lambda HE

528 (Amazon Aurora fEf &1
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- BHEAREE, MEFZHMEN , F28 Aurora MySQL ERIESIZEH 2017-12-11 (1.16 hR)
(EEH).

« {8 Amazon S3 fEZETEE Y MySQL BB ER., WEFHMEES ,
) PHERA Amazon S3 REFEEFEER MySQL FIHNER

#E2 8 (Amazon Aurora &S

MySQL 5.7 tHAEM

Aurora MySQL 2.04.6 & MySQL 5.7 #REEMEAM , B JSON X, ZERSIMEERMLFINEE,
BmM MySQL 5.7 , Aurora MySQL HRAMZRERSIFREBEIERNA Z BliR , I/Z Fﬂﬁﬂ%hf
il 20 1“3’3%)&»& EFEEIB 10 M FEEUNAE,

Aurora MySQL 2.04.6 BB~ E T 5 MySQL 5.7 ThEE

- BEERNHER

- BEMNEERAR/D

. BEREA InnoDB EHERE

* InnoDB £ X &l#ree A EER

- ZRFEEE

- MEIBEEEKNAE

- BBRINHER

- EHERNHER

- ERENE

- CREATE TABLESPACE SQL FRiR=

Aurora MySQL # ¥l E 5|2 E 5 2019-07-08 (2.04.5 fR) (EZEH)

WMy Zs : 2.04.5

Aurora MySQL 2.04.5 E£H# . Aurora MySQL 2.x hRE& MySQL 5.7 R#8%& , Aurora MySQL 1.x
MR B8 MySQL 5.6 IR R

B B X #B# Aurora MySQL WA 2$E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* § 3.02.*,

B LR EASIRER Aurora MySQL 2.* ERIERE AR E Aurora MySQL 2.04.5, EFIT RAFFH#HE
FH#& Aurora MySQL 1.* #5, LLRFISEFREEM Aurora MySQL 2.* [RARFEER, &AL Aurora
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MySQL 1.14.*, 1.15.%, 1.16.*, 1.17.%, 1.18.*, 1.19.*, 2.01.*, 2.02.*, 2.03.*, 2.04.* WIRBRER A
Aurora MySQL 2.04.5,

WREBEMEERERE , 7T AELEREN Support AWS EHOERE Sup AWS port, MEFMAE
# , m2E (Amazon Aurora fEF EHEE) FRIHEE Amazon Aurora ERIEEE.

® Note

WMEIAI AR Aurora MySQL ERERENFHERR , 528 (Amazon Aurora R E1E
) P FHK Aurora MySQL BRI EE EN X BRARIEHER B R

NEEE

« CVE-2016-3518

—MRIEIE :

- BERTFRERERRERERNEEHNBERORSEE.

- BEURERBEHBERENEENRBHABBEALR.

- HEHDEER KR LI ALTER TABLE ALGORITHM=INPLACE HWERXE,
- BEERERESHAEN ALTER TABLE ALGORITHM=COPY DDL E&RRE,
- REEBABZLETAEMBRIEERE Aurora BEANBEN.

c BEUTEEBNFESREIFSATERRFHRIBETEX FESERNRHUITHERE deadlatch i&
VBRI EEHABEE.

« {E1EE binlog EEFETIBER , DDL BB H binlog THEENRBEMRE,
- out-of-memory EE£ X RBESRNIBTHERENEENABHEE,

« 1&181E Aurora EA SR L EAEE 64 TiB IR EEHER EFREIM &,

- BEREEBEAYEPERERNEETRBNRBHRET

- EEEREERER N E S E B 5E RS BOER P LR R,
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B2 Aurora MySQL 25 1 MR ELER

T %) Amazon Aurora MySQL Zh#8E7E Aurora MySQL 28 1 KR (B2 MySQL 5.6 %) #EXE , BB
IELEIHBETE Aurora MySQL 25 2 hix (B2 MySQL 5.7 &) FF X &,

- FREIFREIBFE LRI (AKP), WFEFMEF , F2E (Amazon Aurora fEFEEFE) PHEAIE
B REIEEEHIEGEL Aurora IRE XS WIS EH.

. FEBE, MEFMEENR , B2 (Amazon Aurora FAERE) PWERBEBRESEC AR
Aurora MySQL BfE &,

- ARBESF AWS Lambda AEREM A KRS, MEFHMAEHA ,
&Y PHYER Aurora MySQL RAREFEA Lambda BEE.

- BEMRIEE, MEEZHMEN , 28 Aurora MySQL ERESIZEFH 2017-12-11 (1.16 hR)
(BEEA).

- £/ Amazon S3 FEFETERIE MySQL BB ER, WEFHER ,
) LA Amazon S3 #ZETEEER MySQL REVE XL,

:IJI‘H

2 (Amazon Aurora ERE I

2R (Amazon Aurora &g

&"I
5’n'h+

MySQL 5.7 s &M

Aurora MySQL 2.04.5 F MySQL 5.7 {#ZMHAM , B3 JSON X, =RRSIMEERMNLEHEE, M
B MySQL 5.7 , Aurora MySQL HEAMZEREIREBETENA Z BHiR , TAZEERSERM
B 20 ZHE AKBEFEIRE 10 589 EEUNEE.

Aurora MySQL 2.04.5 BBIFAXE T 5 MySQL 5.7 ThEE

- BHHEERNHER

- BEMNEERA/ND

« BEEHE A InnoDB BEEHEE

* InnoDB £ X E|#res sl tiER

- ZRFEE

- MEIBREEERKNAE

- BIERINBEX

- EHERNBER

- EBRENE

- CREATE TABLESPACE SQL BRiR=
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Aurora MySQL #E ¥l E5|ZFE#H 2019-05-29 (2.04.4 fR) (EZEH)
MRZK : 2.04.4

Aurora MySQL 2.04.4 E£HE#H. Aurora MySQL 2.x iE& MySQL 5.7 lR# % , Aurora MySQL 1.x
K B EE MySQL 5.6 MRAEA

B 8 #B# Aurora MySQL kA2 IE
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

BAFH Aurora MySQL ERIEE S (BIEERRR) i , B LLEEEMEMN MySQL 5.7 5 MySQL
5.6, Aurora MySQL 1.* #ETR A F it A4k , =0 Aurora MySQL 1 * BETF T #% Amazon S3 HER
Z Aurora MySQL 2.04.4, BEMFEFTERRH#EL Aurora MySQL 2.* i BB BRIE LR Fl,

AT LS Aurora MySQL 1.14.%, 1.15*, 1.16.*, 1.17.*, 1.18.*, 1.19.*, 2.01.*, 2.02.*, 2.03.*
2.04.* KR B&E B %5 Aurora MySQL 2.04.4,

NREBEEMEERERE , WAL B REN Support AWS EHOEE Sup AWS port, MEFMAE
#A , F2E (Amazon Aurora FREER) PHHETE Amazon Aurora ERIEES,

(® Note

LERRAR B 81 B AR AWS GovCloud (2B 7 E8) [us-gov-west-1], BUM (BT ESEE) [BUM-1t
B -1]. Bl (ZEE) [CN-Fadt -1] MEKESE (F#E) [ap-east-1] FH[E, AWS FEARA A
FHE , @3 1TEM.

® Note

wEFE M AR Aurora MySQL ERIEE SN FMENR , 5528 (Amazon Aurora R EIE
) HHFA LR Aurora MySQL EREZERNXERASIEHERER.

NEEE

- BIEH S3 MAERE Aurora BEE KA KHIRE,

- {BIEH Aurora HEERE S3 KB XMNWREE,

- BEEEREPREADEEERHEBRERERT LHBEE,
- BERESHERREEHERNEE,
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« BIERRD B E fE A A A R S RE Y R =R

B2 Aurora MySQL 25 1 MR LB

T %) Amazon Aurora MySQL Ih#&g7E Aurora MySQL 28 1 KR (B2 MySQL 5.6 %) #EXE , BEEHH
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #BE) A% &,

- FRIFRE|IEFELIRE (AKP), WMEFMEN , 5828 (Amazon Aurora fEAEIER) PHFERIE
B4 %5 A HEGE/L Aurora fREL RSB S LA,

o FEBEE, MEFMEENR , B2 (Amazon Aurora FAERE) W ERMEERESE(C AR
Aurora MySQL BtfE &

- ARES T AWS Lambda AR AEEE ., MEFMER , F28 (Amazon Aurora £RAERE
&Y PHYER Aurora MySQL R4 BREFEA Lambda BEE .

- BIEHREREE, MEEZHMENR , 528 Aurora MySQL ERIESIZEH 2017-12-11 (1.16 kR)
(EZEH).

- £/ Amazon S3 FEFETEETE MySQL BB ER, WFEFMENR , 528 (Amazon Aurora A EE
B RHEA Amazon S3 @EFETEER MySQL RV E R

3

MySQL 5.7 HHE M

Aurora MySQL 2.04.4 H MySQL 5.7 #REEMEAM , TIE JSON X, ZRERSIMEEBMLEIE.
BM MySQL 5.7 , Aurora MySQL SRR ZERSIREBETERNA Z iR, TATZEER KRG
i 20 fE B AKEENEIR 10 209 BEUKEE

Aurora MySQL 2.04.4 B RIF & T3 MySQL 5.7 Zh&E :

- BHEERAEHES

- EEMHWERAN

- BEEEHA InnoDB BEHEE
* InnoDB £ X BT/ /A HER
- SRFEER

- MEIBREERENNAE

- BIEBREAHES

- BREFHAHERX
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« CREATE TABLESPACE SQL FRiRR =

Aurora MySQL &Rl E5|ZE# 2019-05-09 (2.04.3 k) (EEH)
WA : 2.04.3

Aurora MySQL 2.04.3 E£HE# . Aurora MySQL 2.x B2 MySQL 5.7 fiR#8& , Aurora MySQL 1.x
MR B EE MySQL 5.6 MRHEA,

B 8121 Aurora MySQL MRASEIE
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

B FHH Aurora MySQL ERIEE K (BIEERRR) B, £ LUBEEMEE N MySQL 5.7 5 MySQL
5.6, Aurora MySQL 1.* BEFR TR FAAR , 3 Aurora MySQL 1 * BEF T # Amazon S3 fEHIER
Z Aurora MySQL 2.04.3, EMFAFTEARR#EL Aurora MySQL 2.* ki BB BRIE LR Fl,

BT LA Aurora MySQL 1.14.*, 1.15.*, 1.16.*, 1.17.*, 1.18.*, 1.19.*, 2.01.*, 2.02.*, 2.03.*
2.04.* YIREBIEIE B Aurora MySQL 2.04.3,

MBEEEMBBERLEE |, o LAEERIEAN Support AWS EBF/UEE Sup AWS port, INEHFMAE
A , @28 (Amazon Aurora EHEIEE) PHVHEE Amazon Aurora EREE £,

(® Note
AR B 51 iE AR AWS GovCloud (%Eiﬂ) [us-gov-west-1] B (ZE) [CN-FE]E -1]
E, AWS SEZRAAHERR K SB31TEM.

(® Note

MFIAF R Aurora MySQL BERERENFHEER , F2E (Amazon Aurora £ A &1
FE) FEYFHR Aurora MySQL ER B RS KX ERAFEHEXER.

NEEE

 f&1E binlog BE P RIEEEE , IR T REERELA binlog T/EE Z Aurora #1T{E R L B4 BE,
- BIEREAREFEEXRRN out-of-memory &4
- EIETREREE ALTER TABLE G EERIEEEE,
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- BIETHREREA B EEENHEREIERD LVEE,

B2 Aurora MySQL 25 1 MR LB

T %) Amazon Aurora MySQL Ih#&g7E Aurora MySQL 28 1 KR (B2 MySQL 5.6 %) #EXE , BEEHH
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #BE) A% &,

- FRIFRE|IEFELIRE (AKP), WMEFMEN , 5828 (Amazon Aurora fEAEIER) PHFERIE
B4 %5 A HEGE/L Aurora fREL RSB S LA,

o FEBEE, MEFMEENR , B2 (Amazon Aurora FAERE) W ERMEERESE(C AR
Aurora MySQL BtfE &

- ARES T AWS Lambda AR AEEE ., MEFMER , F28 (Amazon Aurora £RAERE
&Y PHYER Aurora MySQL R4 BREFEA Lambda BEE .

- BIEHREREE, MEEZHMENR , 528 Aurora MySQL ERIESIZEH 2017-12-11 (1.16 kR)
(EZEH).

- £/ Amazon S3 FEFETEETE MySQL BB ER, WFEFMENR , 528 (Amazon Aurora A EE
B RHEA Amazon S3 @EFETEER MySQL RV E R

3

MySQL 5.7 HHE M

Aurora MySQL 2.04.3 & MySQL 5.7 ##3&MEAM , B JSON X, =RRSIMEERMNLEHEE, M
B MySQL 5.7 , Aurora MySQL AN ZEREIFEBEETENA Z BHiR , TAZEERERM
B 20 ZHE AKBEFEIB 10 509 EEUNEE.

Aurora MySQL 2.04.3 BRI T2 & T3l MySQL 5.7 Zh&E :

- BHEERAEHES

- EEMHWERAN

- BEEEHA InnoDB BEHEE
* InnoDB £ X BT/ /A HER
- SRFEER

- MEIBREERENNAE

- BIEBREAHES

- BREFHAHERX
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« CREATE TABLESPACE SQL FRiRR =

Aurora MySQL &R E5|ZE# 2019-05-02 (2.04.2 hR) (EEH)
M7 : 2.04.2

Aurora MySQL 2.04.2 E£mE# H. Aurora MySQL 2.x hixE& MySQL 5.7 ix#8%& , Aurora MySQL 1.x
FR B8 MySQL 5.6 R R

B 8 X B Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

B FH Aurora MySQL ERlEH K (BIFEERERR) B , B LUBREZEEMEE R MySQL 5.7 5 MySQL
5.6, Aurora MySQL 1.* #2ER AR FH#Kk , = Aurora MySQL 1 * #2EFR T # Amazon S3 HIHER
Z Aurora MySQL 2.04.2, EMFEFTERRHEL Aurora MySQL 2.* kr BB BRIE LR Fl,

& A LA Aurora MySQL
1.14.*, 1.15.*, 1.16.*, 1.17.*, 1.18.*, 1.19.*, 2.01.*, 2.02.*, 2.03.*, 2.04.0 1 2.04.1 WRBRER
% Aurora MySQL 2.04.2,

MREEEMEAERLERE , JEEHRIERN Support AWS EHUHEE Sup AWS port, WEFHIEE
# , 2B (Amazon Aurora FEAEIER) FEVHEE Amazon Aurora ERIEEE,

(® Note

AR 7R B 51 A E AR AWS GovCloud (EEI P Ef) [us-gov-west-1] I E (2E) [CN-FEIL -1]
ME, AWS SZMAATHERR K SBES1TER.

® Note

wEFE WA AR Aurora MySQL ERIEE SN FMEN , 5528 (Amazon Aurora FRAEIE
) HHFHLR Aurora MySQL EREZERXERASEHERER.

NEEE

- FIBHFEH BT RFTLEIT SSL binlog BEM X E, WMFEFE Aurora MySQL F{EH SSL binlog BE#Y
B , 5526 mysql_rds_import_binlog_ssl_material,

Aurora MySQL E#T : 2019-05-02 (2.04.2 hR) (EEH) 186


https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/mysql_rds_import_binlog_ssl_material.html

Amazon Aurora Aurora MySQL R4~ figsE
- BETEERELXRFEEBESREINERKRRELER , 7 Aurora T EH TR LR ENIEH,

* {BIET Aurora B LHEE , AR ERARERSINERKRITREHELMER SELECT(*) NEMAEK
=%

FBE=o

- BIETEEHM 1032 @HRMNE R,
« BIET ZEIEH , SIIE Aurora ERIREM.

MySQL $EERIEEEE

. EEERMRIE 24829050 - INDEX_MERGE_INTERSECTION RE{LELHBRNEHER

B2 Aurora MySQL 25 1 MR EEE

T %I Amazon Aurora MySQL ZhgE4E Aurora MySQL 2 1 bR (B2 MySQL 5.6 &) AEXE , BB 8l
IELETHEETE Aurora MySQL 2 2 b (B MySQL 5.7 &) A X &,

- JERPREI#ETELIRE (AKP), MEFHMER , F2HE (Amazon Aurora FREER)Y PHIEMHE
B4 & 5| T8 L HEVREL Aurora Rl 5| MBS &,

. FEBE, MEFMEENR , F2E (Amazon Aurora FAERRE) DHERRERESE(C AR
Aurora MySQL BffE &

- AREZP T AWS Lambda AR AEEE ., MEFMER , F28 (Amazon Aurora £HEE
) PHIEER Aurora MySQL FABREF A Lambda EE.

- BEHRERE, WEEZFHMENR , FS M Aurora MySQL ERESIZFE# 2017-12-11 (1.16 hR)
(EEH).

« f£/ Amazon S3 FETREIE MySQL BB ER, WEFMEENR , 5528 (Amazon Aurora A EIE
By FHBEA Amazon S3 REFEIFEER MySQL FHER

MySQL 5.7 tHAEM

Aurora MySQL 2.04.2 & MySQL 5.7 #REEHAMK , B45 JSON &, ZERSIMEEMLFINEE. 8
M MySQL 5.7 , Aurora MySQL SRAMNZERSIREBETEFNA Z iR , TAZHERERM
1B 20 FR B AMBENEIR 10 f5HY AL,

Aurora MySQL 2.04.2 B RIF & T % MySQL 5.7 Zh&E :

- HEERBIMIERN
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Amazon Aurora Aurora MySQL RRAfEEE
- BEMBERAND

- BERR|A InnoDB EHERE

» InnoDB £ X EI#r s /AR

- IRRER

- REBEEEN/NRE

- ZERIBAHEN

- EHERMIERX

- EHRENE

- CREATE TABLESPACE SQL FRiR=

Aurora MySQL ZE ¥l E5|ZE# 2019-03-25 (2.04.1 fR) (EZEH)

MRZA : 2.04.1

Aurora MySQL 2.04.1 E£H# H. Aurora MySQL 2.x hiREE MySQL 5.7 iR#8%& , Aurora MySQL 1.x
MR B8 MySQL 5.6 iR &

B 81X #B# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

B FTHY Aurora MySQL ERERE (ZHERRR) i, LALLEEEMRSRN MySQL 5.7 5 MySQL
5.6o Aurora MySQL 1.* BEFR TR FAR , 3 Aurora MySQL 1 * BEF T # Amazon S3 fEHIER
Z Aurora MySQL 2.04.1, EMFEFHERRHE L Aurora MySQL 2.* IiRFFEBERIE LRSI,

& AT LA Aurora MySQL
1.14.*, 1.15.*, 1.16.*, 1.17.*, 1.18.*, 1.19.*, 2.01.*, 2.02.*, 2.03.*, 2.04.0 FWIRERIER A Aurora
MySQL 2.04.1,

MREEEMEERERE , JAELERIERN Support AWS EH/UEE Sup AWS port, WEFEME
#A , F2E (Amazon Aurora FREER) PHHETE Amazon Aurora ERIEE S,

(® Note
AWS GovCloud (E£BI7EEP) [us-gov-west-1] [EiZ B BI R IR MBI ARA, SZRATHERE &
BRIEM.
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® Note

ERERENAREFCEBE, MEFMEF , 7528 (Amazon Aurora EAERRE) HHF
#& Aurora MySQL EREZE SR X ERARIEHERXER.

EER
« {EIET 1.16 LA FRRZAKY Aurora MySQL 5.6 MRR R EIE R B E#T Aurora MySQL 5.7 iR B EHI
=

B2 Aurora MySQL 25 1 hixLb#

T %I Amazon Aurora MySQL IhgE74E Aurora MySQL 2 1 bR (B€ MySQL 5.6 &) AEXE , BB Al
IELETNEETE Aurora MySQL % 2 ki (B2 MySQL 5.7 &) FFX%E,

- FESREIBTELIEN (AKP), MEFMEH , F28 (Amazon Aurora EREER) hHEHE
[B5 R 5| T8 S MENGR L Aurora IR RSN BEEHA.

o FOERE, WMTEFMEE , 528 (Amazon Aurora EAEISRE) PE A ER S SE(L AR
Aurora MySQL Bt &,

- ARRELHA AWS Lambda ARSI A KRS, MEFMENR , 5528 (Amazon Aurora R EIE
) PR Aurora MySQL FABREF A Lambda EE.

- BIEHREE, NEESHMAENR , 5528 Aurora MySQL ERIES|IZE# 2017-12-11 (1.16 fR)
(BEEA).

« £/ Amazon S3 RFETEE MySQL BB ER., WMFEFMEN , 528 (Amazon Aurora ERAEE
) HPHEA Amazon S3 EEFEITEER MySQL HEVER,

MySQL 5.7 HHEM

It Aurora MySQL HRAE MySQL 5.7 #REEHEAM , @1F JSON &, ZER5|IMEEMNEThEE. 18
B MySQL 5.7 , Aurora MySQL SRAMNZEREIREEETERNA Z iR , TAZTEERERMH
HBiB 20 FHE AMEENEIB 10 FHBEEUREE.

It Aurora MySQL R4 B I A& T 5 MySQL 5.7 ThEg :

- HiEEBIMIER
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Amazon Aurora Aurora MySQL hr A s 5E
- BEMBERAND

- BERR|A InnoDB EHERE

» InnoDB £ X EI#r s /AR

- IRRER

- REBEEEN/NRE

- ZERIBAHEN

- EHERMIERX

- EHRENE

- CREATE TABLESPACE SQL FRiR=

Aurora MySQL ZE ¥l E5|ZFEH# 2019-03-25 (2.04.0 fR) (EZEH)

MRA . 2.04

Aurora MySQL 2.04 E£mE#H. Aurora MySQL 2.x hxE& MySQL 5.7 ix#8Z& , Aurora MySQL 1.x iR
BIEE MySQL 5.6 MRHEZA

B 81X #B# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

B FHH Aurora MySQL ERIEE K (BIFERRR) B , B LLRZEEMEE N MySQL 5.7 5 MySQL
5.6o Aurora MySQL 1.* BEFR TR FAR , 3 Aurora MySQL 1 * BEF T # Amazon S3 fEHIER
% Aurora MySQL 2.04.0, EMFEFTERRHEE Aurora MySQL 2.* i 5 ERIE LRI,

BT LA Aurora MySQL 1.19.*, 2,01.*, 2.02.* #1 2.03.* BHREIEFE S Aurora MySQL 2.04.0, &F
BEN& Aurora MySQL 1.14.* REERAR, 1.15.%, 1.16.%, 1.17.*, 1.18.* HIRERER A Aurora MySQL
2.04.0, LLBR#IFE Aurora MySQL 2.04.1 ix+ 28k,

MREEEMREERERE , JUMEHEHRERMN Support AWS EBHUEE Sup AWS port. WIEFHIEE
#A , F2E (Amazon Aurora FREER) PHHETE Amazon Aurora ERIEE S,

(® Note
AWS GovCloud (E£BI7EEP) [us-gov-west-1] [EiZ B BI R IR MBI ARA, SZRATHERE &
BRIEM.
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® Note

ERERENAREFCEBE, MEFMEF , 7528 (Amazon Aurora EAERRE) HHF
#& Aurora MySQL EREZE SR X ERARIEHERXER.

HEER

s XIBGTIDXEE. WEFBEMFEA GTID NEEHEHB Aurora MySQL WFFHEERA , 528 (Amazon
Aurora fEFREIERE) FHIEE Aurora MySQL £ GTID XEEH.

- BETEMRIEFETRFERKDPERINFRIARRXTE InnoDB FEFHEF , Aurora AT IEFE ih i3

B Running in read-only mode $5ERAYRIRE,

MySQL $ERRIEEEE

. §E394E%E 26225783 1 MYSQL 7£ CREATE TABLE B &# (=) -> INNODB : A% WAIT i,

B2 Aurora MySQL 25 1 hixLbE

T %I Amazon Aurora MySQL IhgE7E Aurora MySQL % 1 bR (B2 MySQL 5.6 &) AEXE , BB A
IELIhEETE Aurora MySQL % 2 kX (B2 MySQL 5.7 #BE) P A% &,

- RS REIBFESLRE (AKP), MFEFMEF , F2H (Amazon Aurora EREER) PHEAFE
B %5 IS E Aurora IRERSINBEEA,

o HEE, WEFMET , 528 (Amazon Aurora EAEIERE) PHERBEEBRESEL AR
Aurora MySQL BfE &,

- ARELF AWS Lambda AEBHNAKESE ., WEFHEF , F2HE (Amazon Aurora A EE
) TR Aurora MySQL RABREF A Lambda B,

- BEMREE, MEEZFHMEN , B0 Aurora MySQL ERESIZEH 2017-12-11 (1.16 hR)
(EZEH).

- {£/H Amazon S3 REFETRIE MySQL BB ER., MEFHMENR , F28 (Amazon Aurora FREE
) PHEA Amazon S3 REFITRER MySQL HHIERL
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MySQL 5.7 tHAaM

It Aurora MySQL FRAE MySQL 5.7 #REEMEA M , ©3E JSON X &, ZHREIMELEMLEINEE.
BM MySQL 5.7 , Aurora MySQL SRR ZERSIREBETERNA Z iR, TATZEERERH
il 20 FlEI’JE)\x& EFEEIR 10 3 EEUK AL,

Lt Aurora MySQL WA B BI A X E T % MySQL 5.7 TheE

- BHEEFENAEEX

- SEMHEEAND

- BREEEE A InnoDB EEEE

* InnoDB £ X Zlrsz A #ER

- ZRBEER

- REBEEEA/NAE

- ERBMEASEX

- THEFNHEX

- CREATE TABLESPACE SQL FRiR=

Aurora MySQL &R E5|IZE# 2019-02-07 (2.03.4 kR) (EEH)
WA : 2.03.4

Aurora MySQL 2.03.4 E£mE# H. Aurora MySQL 2.x hixE& MySQL 5.7 ix#8Z& , Aurora MySQL 1.x
FR B8 MySQL 5.6 R R

BYHFM Aurora MySQL EREE S (BREFRRR) K , B LREZMEERN MySQL 5.7 5 MySQL
5.60

Aurora MySQL 1.* &R At A ZE Aurora MySQL 2.03.4 , i Amazon S3 {H3E/RZE Aurora
MySQL 2.03.4, FHIFEFTERRHE Aurora MySQL 2.* MREFEEBRIELEPR o

NREBEEMEERERE , o AEHEFRIEHN Support AWS B HAEE Sup AWS port, MEFMAE
# , 2B (Amazon Aurora FEAEIER) FIHEE Amazon Aurora EXREEE
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® Note

LR B B A E AR AWS GovCloud (EB 7 #F) [us-gov-west-1] A Bl (1E=) [CN-1t -1] it
B, FHRBRAAHERE , @S5 1TEM.

® Note

ERERENAREFCEBE, MEFMEF , 728 (Amazon Aurora EAERRE) HHF
#& Aurora MySQL EREZEEHXERARIEHERXER.

NEEE

+ ¥ UTF8MB4 Unicode 9.0 EX EZMAED K/NEER , utf8mb4_0900_as_ci BIZE,

B2 Aurora MySQL 25 1 hxLbE

T %I Amazon Aurora MySQL IhgE7E Aurora MySQL % 1 bR (B2 MySQL 5.6 &) AEXE , BB A
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #BE) P A% &,

- RIS REIBFESLRE (AKP), MFEFMEF , F2H (Amazon Aurora EREHER) PHEAE
B %5 IS E Aurora IRERSINBEEA.

. HEBGE, MEFEENR , B2 (Amazon Aurora FAERE) PWERBEBRESECAR
Aurora MySQL BfE &,

- ARELF AWS Lambda ARBMAEEE ., MEFMERFR , 5528 (Amazon Aurora A EE
) TR Aurora MySQL RABEEF A Lambda B,

- BEMREE, MEEZFHMEN , F20 Aurora MySQL ERESIZEH 2017-12-11 (1.16 hR)
(EZEH).

- {£/H Amazon S3 REFETRIE MySQL BB ER., MEFHMEN , 528 (Amazon Aurora FREE
) PHEA Amazon S3 REFITEER MySQL HHVER,
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MySQL 5.7 tHAaM

Aurora MySQL 2.03.4 & MySQL 5.7 #REEH#AMK , B45 JSON X &, ZERSIMEEMLFINEE.
M MySQL 5.7 , Aurora MySQL FRANZERSIREBFTEFNA Z iR , TAZHERERM
18 20 FH B AMBENEIR 10 FHY FHKEE,

Aurora MySQL 2.03.4 BaIF~X#E T 5| MySQL 5.7 Zh&E :

- EERXZHEBIAF (GTID). Aurora MySQL 2.04 M ERRASZ R GTID,
- BEEBNEES

- ZEMHWERmA/N

. MEIERA InnoDB EEHEE

* InnoDB £ 3 El#T 2R SMBER

- SRFEER

- MEBREEREKNHAE

- BIEBRIEABES

- EHERNHER

« CREATE TABLESPACE SQL FiR=
« X BAWE

Aurora MySQL ¥ ¥l E5|ZE# 2019-01-18 (2.03.3 kR) (B3 H)
WA : 2.03.3

Aurora MySQL 2.03.3 E£H#H . Aurora MySQL 2.x ixE& MySQL 5.7 lR# % , Aurora MySQL 1.x
K B E2 MySQL 5.6 MRAEA

B FH Aurora MySQL ERlER K (BIEERRR) B , B LUBRZFEMEEN MySQL 5.7 5 MySQL
5.6,

Aurora MySQL 1.* BETF At A& ZE Aurora MySQL 2.03.3 , = Amazon S3 {&11E/RE Aurora
MySQL 2.03.3, FEMFEFTTERRHE L Aurora MySQL 2.* iR BFHE BRIE LR Hl,

MREBEEAEERLEE , ATAEERIEN Support AWS EH/OEE Sup AWS port, INEFFME
#A , 582 (Amazon Aurora fEREIER) FPEIHEE Amazon Aurora ERIEEE,

MySQL 5.7 &AM 194


https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html

Amazon Aurora Aurora MySQL R4~ figsE

® Note

LR B B A E AR AWS GovCloud (EB 7 #F) [us-gov-west-1] A Bl (1E=) [CN-1t -1] it
B, FHRBRAAHERE , @S5 1TEM.

® Note

ERERENAREFCEBE, MEFMEF , 7528 (Amazon Aurora ERAERRE) HHF
#& Aurora MySQL EREZEEHXERARIEHEXER.

EEHHE
CVE f§1E

« CVE-2016-5436

FEIEIE -

- BETHRSETORFME , Aurora BT BESLHI B,

« {BIET & Aurora TEHTERHH 2 EERKRHITH M DDL RAFEK , Aurora B REEFRAEIAY
Fﬂﬁ%o

« {&1E 7 £ Aurora EE#H1TEEE Li#1T DDL RBEZRREVENMCH EHE , Aurora EARTEEEH BN
Fﬂﬁ%o

« {BIETHEERM SELECT ERKRHE , Aurora TEHTEBHZAERRAITEERIER | Aurora 87
A REEF BRI E.

« BIET MyISAM TR ER KPR BRI BB SR FINELFERE RNV BEE,

- {SIETIEREH HFEEKRI 40,000 EEH% , query_time M lock_time FIBHMMEET ERE
1 E REREE,

- BEERA "tmp" WAEBHEIRTAEERH RDS for MySQL Z| Aurora MySQL MBI FERIRIRE,
- BIET BR BRIV EEXZ AR T EEHEXNEE,

- EETERAEREZTENXPIRIE DDL IhEERF |, 7€ Aurora 5.6 IRIRFRIEIRA Aurora = E#H 1TEEE
AREEH BB EE,

- BIET FHEFTERBTHEER CPU ERARIER 100% B REE,
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Amazon Aurora Aurora MySQL R4~ figsE

o 18IF T #1117 CHECK TABLE BRRREF |, Aurora EARATAEE BRI,

MySQL $EERIEEES

. $EE84REE 25361251 © £ SP H#1T INSERT ON DUPLICATE KEY B R EFE{T A
. $EE84RIE 26734162 : #1THEA BLOB + ON DUPLICATE KEY UPDATE WA IEITA
- $BE54mAE 27460607 | INSERT SELECT WREE R R AEZH IODKU WA ERITE

« M DISTINCT = GROUP BY THAMEHWESELE T ERMWER, (MySQL 5.7 FHiRHRE
79591, $EER#mIR 22343910)

o {£f DELETE FAFMFSTEER KLY , WEESE 1093 IRIE2EF , SUBIFEE R R+ WHERE (8558
#m5% 23074801),

- GCOLS : F TERERMNTERTS (GEBME 25287633).

B2 Aurora MySQL 25 1 MR ELER

T %I Amazon Aurora MySQL ZhgE7E Aurora MySQL 28 1 ki (B2 MySQL 5.6 8) P EXE , EBH
ELETAETE Aurora MySQL £ 2 AR (B2 MySQL 5.7 M%) R X &,

- FEILERSIEFAKIRRE (AKP), MFEFMENA , F2E (Amazon Aurora A EERE) PHEASE
E$ % 5| T8 A MELGIE/L Aurora fREL RSN BEEA,

- FOEBiE, MEHMET , B2 (Amazon Aurora EREREE) hHERABERESEL AR
Aurora MySQL BtfE &

- FAARRZH AWS Lambda AREMN KK, WFEFMEN , 528 (Amazon Aurora £H E 15
) PR Aurora MySQL FABREF A Lambda EE.

- BHEIREE, MEFZHMET , F528 Aurora MySQL EXRIES|ZE#H 2017-12-11 (1.16 k)
(EEH).

- £/ Amazon S3 TR MySQL BB ER, MEFHMENR , F28 (Amazon Aurora EFREE
) FHER Amazon S3 FEFETERER MySQL FHIER,

MySQL 5.7 A M

Aurora MySQL 2.03.3 5 MySQL 5.7 #REg A M , TIE JSON X &, ZRZR5|IMEERNLZFINEE.
B MySQL 5.7 , Aurora MySQL HRAMZ ARSI FREBHETENA Z FBliR , T/Z Fﬂﬁﬂ%hf
B 20 1—"%1’3%)&;& EFEEIR 10 fZH) BEUHAE.
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Amazon Aurora Aurora MySQL R4~ figsE

Aurora MySQL 2.03.3 BEIFXXE T 5 MySQL 5.7 Thag :

- 2ER S BB (GTID). Aurora MySQL 2.04 R ERRA B GTID,
- BHERAHEN

- EEMBETmAN

. BERR|A InnoDB EHERE

* InnoDB £ X Zl# 2R SMEBER

- ZRFER

- MEBREEREKNAE

- ERRIAHES

- BERERNAHEN

« CREATE TABLESPACE SQL Bz
« X BIABE

Aurora MySQL &R E5|IZE# 2019-01-09 (2.03.2 k) (EEH)

MRZAK : 2.03.2

Aurora MySQL 2.03.2 E£mE# H. Aurora MySQL 2.x hixE& MySQL 5.7 ix#8%& , Aurora MySQL 1.x
FR B8 MySQL 5.6 R &

BIHH Aurora MySQL EREE S (BRERRR) & , EULLERZEMESRN MySQL 5.7 = MySQL
5.6,

EPIAREF Aurora MySQL 1.* #E R FA R ZE Aurora MySQL 2.03.2 , S Amazon S3 BHERZE
Aurora MySQL 2.03.2, EMIFEFTERRHEDL Aurora MySQL 2.* W BB BRIE LEBR F1,

MREEEMABERERE , 7T AELERERN Support AWS EFLEE Sup AWS port, HNEFFMAE
# , 582E (Amazon Aurora fEREIER) PAIHEE Amazon Aurora ERIEEE,

(® Note

LA B 8T A E AR AWS GovCloud (2B 7 #P) [us-gov-west-1] M E (dL=) [CN-Jk -1] i
B, FRRATHERAR , a5 TEM.
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Amazon Aurora Aurora MySQL R4~ figsE

® Note

ERERENAREFCEBE, MEFMEF , 7528 (Amazon Aurora EAERRE) HHF
#& Aurora MySQL EREZE SR X ERARIEHERXER.

NEEE

« Aurora RZAE1EES — & Aurora MySQL 2.03.2 B#s , AWS Management Console £ MySQL 5.7
MBENZE Aurora iR AHEHEE, MBFMEF , 52 B (Amazon Aurora EAEERE) HRER
AWSHE IS E Aurora MySQL 5| Z iR,

SIS IE -

+ CVE-2016-3495

B2 Aurora MySQL 25 1 MR LB

T %I Amazon Aurora MySQL IhgE4E Aurora MySQL % 1 bR (B2 MySQL 5.6 &) AEXE , BB
IS EEFE Aurora MySQL 28 2 ki (B2 MySQL 5.7 # %) F A&,

« JFESREIEBFELREI (AKP), MEFMEF , F26 (Amazon Aurora R ERER) PRI
B2 % 5|87 TG EY Aurora ImE RS BE S,

o FOEEEE, WEFHMENR , 28 (Amazon Aurora EREERE) PHFERMEBEREC AR
Aurora MySQL Bt &,

- AREZF AWS Lambda ARBMNAMEKE ., WHEFHEEH ,
) PHFEH Aurora MySQL FABREFE A Lambda EE.

- BIEHREE, MEEZFMEN , FSE Aurora MySQL ERESIZEH 2017-12-11 (1.16 k)
!E’ﬁ 20

« {£/A Amazon S3 RFETREH MySQL BB ER ., MEFMAE
M) FHEA Amazon S3 REFFEER MySQL AR ERL

528 (Amazon Aurora £ &I

528 (Amazon Aurora A &g

illll
5’n'h+
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Amazon Aurora Aurora MySQL R4~ figsE

MySQL 5.7 tHAaM

Aurora MySQL 2.03.2 & MySQL 5.7 #REEH#AMK , B45 JSON X &, ZERSIMEEMLFINEE.
M MySQL 5.7 , Aurora MySQL FRANZERSIREBFTEFNA Z iR , TAZHERERM
18 20 FH B AMBENEIR 10 FHY FHKEE,

Aurora MySQL 2.03.2 BeI A% #E T 5| MySQL 5.7 Zh&E :

- 2R ZHEBIAF (GTID). Aurora MySQL 2.04 F LA E GTID,
- BEEBNEES

- ZEMHWERmA/N

. MEIERA InnoDB EEHEE

* InnoDB £ 3 El#T 2R SMBER

- SRFEER

- MEBREEREKNHAE

- BIEBRIEABES

- EHERNHER

« CREATE TABLESPACE SQL FiR=
« X BAWE

Aurora MySQL &R E5|IZE# 2018-10-24 (2.03.1 kR) (BEEH)
MRAS : 2.03.1

Aurora MySQL 2.03.1 E£HE#H . Aurora MySQL 2.x ixE& MySQL 5.7 lR# % , Aurora MySQL 1.x
K B E2 MySQL 5.6 MRAEA

B HH Aurora MySQL ERIE#R R | SR LUZEEMRAR MySQL 5.7 5 MySQL 5.6, & EE
MySQL 5.6 HEHRBE | HALUBEEHER MySQL 5.7 5 MySQL 5.6,

BRI LA Aurora MySQL 1.14.*, 1.15.*, 1.16.*, 1.17.*, 1.18.*, 2.01.*, 2.02.*, 2.03 WRBERA
Aurora MySQL 2.03.1,

AR S FF Aurora MySQL 1.* #FEF AR ZE Aurora MySQL 2.03.1 , 5% Amazon S3 fBPIERZE
Aurora MySQL 2.03.1, FEMFEFTEARR#EL Aurora MySQL 2.* ki B B BRIE LEBR Fl,
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Amazon Aurora Aurora MySQL R4~ figsE

MREETMEBEREE , TUELBRER Support AWS EFUEE Sup AWS port, MEFME
# , m2E (Amazon Aurora fEF EHEE) HRIHEE Amazon Aurora ERIEEE.

® Note
AR B BT A iE A A AWS GovCloud (3Bl 78 3f) [us-gov-west-1] F1H Bl (J6ZX) [CN-t -1] i
2, FZRATHERARE K EB21TER.

EIEHHE

« BIELATEE : BT FEIEREF | Aurora Writer TBEEFT L E

E2 Aurora MySQL 2 1 MR EEE

T %) Amazon Aurora MySQL Ih#&g7E Aurora MySQL 28 1 KR (B2 MySQL 5.6 %) #EXE , BEEHH
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #BE) A% &,

- FRIFRE|IEFELIRE (AKP), WMEFMEN , 5828 (Amazon Aurora fEAEIER) PHFERIE
B4 & 5| T8 A HEEVREL Aurora R 5| MBS &,

o HOEERGE, WMESFMENR , F2 (Amazon Aurora EAEER) P EAEERESEL AR
Aurora MySQL BfE &,

- ARES T AWS Lambda AR AEEE ., MEFMER , F28 (Amazon Aurora £HEE
) PR Aurora MySQL FAEBREFE A Lambda BEE.

- BEHREER, NEESHMET , 528 Aurora MySQL ERIES|ZEH 2017-12-11 (1.16 hR)
(BEEA).

- {£/H Amazon S3 FEFETERE MySQL BB ER, MEFHMEN , 528 (Amazon Aurora R &R
Y FHIBEA Amazon S3 REFEIFEER MySQL FHEHR

bt

MySQL 5.7 A M

Aurora MySQL 2.03.1 H MySQL 5.7 #REg A , 21E JSON X &, ZRKRSINMEERUEUEE.
B MySQL 5.7 , Aurora MySQL SRR ZERSIREBETENA Z MR , TAZHERERH
I8 20 FHE AMBENER 10 FHNEBNEE.

Aurora MySQL 2.03.1 B RIF & T3 MySQL 5.7 Zh&E :

WEEHE 200


https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html#AuroraMySQL.Integrating.NativeLambda
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3

Amazon Aurora Aurora MySQL KR gt
- 2ER S BB (GTID). Aurora MySQL 2.04 R ERRA B GTID,

- BHEERNEHER

- SEMNERA/N

- BERE|A InnoDB EHERE

* InnoDB & X &l#raz /A E R

- ZRFER

- MEBRBEEKPDHAR

- RiEEmEAREN

- BERERAHEN

- EEEE
« CREATE TABLESPACE SQL FiR=
« X BIABE

Aurora MySQL E ¥l E5|ZE 37 2018-10-11 (2.03 hx) (EEHA)

MRA : 2.03

Aurora MySQL 2.03 E£mE#H. Aurora MySQL 2.x hxE& MySQL 5.7 ix#8Z& , Aurora MySQL 1.x iR
AJEE MySQL 5.6 WRH8&.

B Aurora MySQL ERIER SR , R LURZEEMEAMN MySQL 5.7 =% MySQL 5.6, E/RE
MySQL 5.6 H A RBE | M SUBIBEMAR MySQL 5.7 = MySQL 5.6

SRAT LG Aurora MySQL 1.14.%, 1.15.%, 1.16.*, 1.17.*, 1.18.*, 2.01.*, 2.02.* WIRFIZE S Aurora
MySQL 2.03.

AR S EF Aurora MySQL 1.* #FEF AR ZE Aurora MySQL 2.03 , 5% Amazon S3 B#PIERZE
Aurora MySQL 2.03, EMFAFTERRKHEE Aurora MySQL 2.* kxR BRI LR 1,

(® Note

LEhRA B 81 A E AR AWS GovCloud (2B 7 #F) [us-gov-west-1] M E (dLZ=) [CN-Jk -1] i
2, SZRATHERAR  SBES51TEM.
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Amazon Aurora Aurora MySQL R4~ figsE

MREETMEBEREE , TUELBRER Support AWS EFUEE Sup AWS port, MEFME
# , m2E (Amazon Aurora fEF EHEE) HRIHEE Amazon Aurora ERIEEE.

EEHE

- AIHLERAMEERBHER,

- BENUTHEE: "ER1L) RENERIIERERATEEAES CPU,

- BELTREE : WERXSEEIS Aurora Writer 52 8% 85 %€ M 8 £ SE 8.

- BELUTREE : TEARFIESHEM Aurora BRTEEERSMN CPU FAXE,
- HR A BEE R Aurora A Aurora EASREF BN EE , RESEELE,

- FIEThRE  EIRBRERERGIE  RESIBIDERE,

« {EIELLTRERE : Aurora Writer 9 binlog FA A& £ 0 ER AR AREE,

MySQL #BRE RS ERS

- HAZEERKRRERHEH ICP ERIEFHEF (S5354R5% 24929748),
- JSON_OBJECT €& X H JSON BRI ($5324m5% 26867509).

« WAKE JSON ERSHEBRAFE (HHRIRE 22843444),

- 57 HHDEIEERIKL 5.6 FAEZER (SERMHIE 25080442),

B2 Aurora MySQL 25 1 MR LB

T %I Amazon Aurora MySQL ZhgE7E Aurora MySQL 28 1 ki (B2 MySQL 5.6 t8) P EXE , EBH
ELETHAETE Aurora MySQL £ 2 AR (B2 MySQL 5.7 M%) R X,

- JERPREIHETELIREN (AKP), MEFMER , F2E (Amazon Aurora FREER)Y PHIEHE
B4 & 5| 8T8 L HEEVRE1L Aurora Rl 5| MBS &,

. HEBE, MEFMEER , B2 (Amazon Aurora FAERRE) PHERBEBRESEC AR
Aurora MySQL BfE &,

- AREZFA AWS Lambda AREN AR, MEFHMEN , 528 (Amazon Aurora FEA &S
) R Aurora MySQL FABREEE A Lambda BEE.

- BHEARER, MEFTZHMET , 5520 Aurora MySQL ERIES|ZEH 2017-12-11 (1.16 hR)
(EZEH).
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Amazon Aurora Aurora MySQL R4~ figsE

- {£/H Amazon S3 REFETERE MySQL BB ER., MEFHMENR , 528 (Amazon Aurora R EE
) PR Amazon S3 EEFETEER MySQL HEVER,

MySQL 5.7 tHAM

Aurora MySQL 2.03 B MySQL 5.7 {RIEAM , B35 JSON &, ZEERSINELEWM VS, HR
7 MySQL 5.7 , Aurora MySQL HRAMZERSIREBETENA Z KHiE  TATEHERERMHE
i 20 fZH = AKEEREIR 10 S0 BB EE.

Aurora MySQL 2.03 BEIFXET %] MySQL 5.7 Zh&E :

- 2ER S BB (GTID). Aurora MySQL 2.04 FA ERRA B GTID,
- FHERAHEN

- EEMMERAN

. BERE|A InnoDB EHERE

* InnoDB £ X &R/ EER

- SRFEEE

- MEEREGERERANFAR

- RiEEmIEAHEN

- BERERNAHEN

- EBEEHE
« CREATE TABLESPACE SQL FRiR=
- X BHAHBE

Aurora MySQL # ¥l E 5|2 E # 2018-10-08 (2.02.5 kR) (EZEH)
MRZAR : 2.02.5

Aurora MySQL 2.02.5 E£H# . Aurora MySQL 2.x hRE& MySQL 5.7 R#8%& , Aurora MySQL 1.x
MR B8 MySQL 5.6 R &

BIHH Aurora MySQL ERER SR , SR LURZEEMEAMN MySQL 5.7 = MySQL 5.6, E/RE
MySQL 5.6 H A HRBE | A SUBIBEMAR MySQL 5.7 3 MySQL 5.6,

BRI LA Aurora MySQL 1.14.*, 1.15.*, 1.16.*, 1.17.*, 1.18.*, 2.01.*, 2.02.* (WIREEIR A Aurora
MySQL 2.02.5, & A[EA#E Aurora MySQL 2.01.* =% 2.02.* Bt F#&kZE Aurora MySQL 2.02.5,
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Amazon Aurora Aurora MySQL R4~ figsE

EPIAFR AFF Aurora MySQL 1.* #E R FA#RZE Aurora MySQL 2.02.5 , S Amazon S3 fBERE
Aurora MySQL 2.02.5, FMIFEFTIERRHEL Aurora MySQL 2.* Wir BB BRIE LEBR Fl,

iEEMRZAEY Aurora MySQL 5.7 EERANEEFEBHER, FRE Aurora 2.03 LIRS MeEEBRIA T E,

® Note

LEhR A B B A E AR AWS GovCloud (EB 7 #F) [us-gov-west-1] A Bl (1E7=) [CN-1t -1] itk
B, FHBRAAHERAE , @S5 1TEM.

MREEEMEERER , AJAELBERERN Support AWS EH/UES Sup AWS port, IEFEME
# , F2E (Amazon Aurora ERE1ER) PRIHMEE Amazon Aurora EREEE.

NEEE

« BIELAT R : Aurora EAYER R AT RO FHE ATREERRE.

B2 Aurora MySQL 25 1 MR LB

T %I Amazon Aurora MySQL IhgE4E Aurora MySQL % 1 bR (B2 MySQL 5.6 &) AEXE , BB
IS EETE Aurora MySQL 28 2 ki (B MySQL 5.7 # %) F A&,

- RS REIRFESLREN (AKP), WEFMEF , F2E (Amazon Aurora EREER) PRIEHE
B2 % 5|87 LIS EY Aurora ImE RS BEEH,

o MEBE, MEFHMER , F20 (Amazon Aurora EREEE) hNEHABEEBRESREMAR
Aurora MySQL Bt &,

- ARESFE AWS Lambda AN AR, MEFMEF , 5528 (Amazon Aurora R EE
) HFHER Aurora MySQL EAEBREF A Lambda &,

- BHEAREE, MEFZHMEN , F28 Aurora MySQL ERIESIZEH 2017-12-11 (1.16 hR)
(EEH).

- £ Amazon S3 EFETREIE MySQL BB ER, WFEFMEENR , 528 (Amazon Aurora A EIE
By FHAEA Amazon S3 REFEIFEER MySQL FHEHR
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Amazon Aurora Aurora MySQL R4~ figsE

MySQL 5.7 tHAaM

Aurora MySQL 2.02.5  MySQL 5.7 #REEH#AMK , B45 JSON X &, ZERSIMEEMLFIhEE. H
M MySQL 5.7 , Aurora MySQL FRANZERSIREBFTEFNA Z iR , TAZHERERM
18 20 FH B AMBENEIR 10 FHY FHKEE,

Aurora MySQL 2.02.5 B eI~ #E T %] MySQL 5.7 Zh&E :

- 2R ZHEBIAF (GTID). Aurora MySQL 2.04 F LA E GTID,
- BEEBNEES

- ZEMHWERmA/N

. MEIERA InnoDB EEHEE

* InnoDB £ 3 El#T 2R SMBER

- SRFEER

- MEBREEREKNHAE

- BIEBRIEABES

- EHERNHER

« CREATE TABLESPACE SQL FiR=
« X BAWE

Aurora MySQL &R E5|IZE# 2018-09-21 (2.02.4 hR) (BEEH)
WA : 2.02.4

Aurora MySQL 2.02.4 E£HE#H . Aurora MySQL 2.x ixE& MySQL 5.7 lR# % , Aurora MySQL 1.x
K B E2 MySQL 5.6 MRAEA

B HH Aurora MySQL ERIE#R R | SR LUZEEMRAR MySQL 5.7 5 MySQL 5.6, & EE
MySQL 5.6 HEHRBE | HALUBEEHER MySQL 5.7 5 MySQL 5.6,

BRI LA Aurora MySQL 1.14.*, 1.15.*, 1.16.*, 1.17.*, 1.18.*, 2.01.*, 2.02.* (WIREER A Aurora
MySQL 2.02.4, &t A LA%E Aurora MySQL 2.01.* 5 2.02.* Fiitb F+#& E Aurora MySQL 2.02.4,

AR S FF Aurora MySQL 1.* #FEF AR ZE Aurora MySQL 2.02.4 , 5% Amazon S3 fBERZE
Aurora MySQL 2.02.4, FEMFEFTEARRH#EDL Aurora MySQL 2.* ki B B BRIE LEBR Fl,
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iEERZAEY Aurora MySQL 5.7 EFRANEEFEBHER, FRZE Aurora 2.03 IRV SR eEEBRIE T E,

MREEEABERERE , 7T AELERERN Support AWS EBFLEE Sup AWS port, HNEFFMAE
# , 582E (Amazon Aurora fEREIER) FPAIHEE Amazon Aurora ERIESEE,

NEEE

- BIEREMRRE Y4 Aurora MySQL 5.6 REREFRNER R , T2 XESRE|IKHBEMR
o

MySQL #BHRIERIBERS

« BUG#13651665 INNODB MAY BE UNABLE TO LOAD TABLE DEFINITION AFTER RENAME
« BUG#21371070 INNODB: CANNOT ALLOCATE @ BYTES.

« BUG#21378944 FTS ASSERT ENC.SRC_ILIST_PTR != NULL, FTS_OPTIMIZE_WORD(),
OPTIMIZE TABLE

« BUG#21508537 ASSERTION FAILURE UT_A(!VICTIM_TRX->READ_ONLY)

« BUG#21983865 UNEXPECTED DEADLOCK WITH INNODB_AUTOINC_LOCK_MODE=0

* BUG#22679185 INVALID INNODB FTS DOC ID DURING INSERT

* BUG#22899305 GCOLS: ASSERTION: !(COL->PRTYPE & 256).

* BUG#22956469 MEMORY LEAK INTRODUCED IN 5.7.8 IN MEMORY/INNODB/OSOFILE
¢ BUG#22996488 CRASH IN FTS_SYNC_INDEX WHEN DOING DDL IN A LOOP

¢ BUG#23014521 GCOL:INNODB: ASSERTION: !IS_V

* BUG#23021168 REPLICATION STOPS AFTER TRX IS ROLLED BACK ASYNC

* BUG#23052231 ASSERTION: ADD_AUTOINC < DICT_TABLE_GET_N_USER_COLS

* BUG#23149683 ROTATE INNODB MASTER KEY WITH KEYRING_OKV_CONF_DIR MISSING:
SIGSEGV; SIGNAL 11

« BUG#23762382 INSERT VALUES QUERY WITH JOIN IN A SELECT CAUSES INCORRECT
BEHAVIOR

* BUG#25209512 CURRENT_TIMESTAMP PRODUCES ZEROS IN TRIGGER
* BUG#26626277 BUG IN "INSERT... ON DUPLICATE KEY UPDATE" QUERY

« BUG#26734162 INCORRECT BEHAVIOR WITH INSERT OF BLOB + ON DUPLICATE KEY
UPDATE
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* BUG#27460607 INCORRECT WHEN INSERT SELECT's SOURCE TABLE IS EMPTY

B2 Aurora MySQL 25 1 hxLbE

T %I Amazon Aurora MySQL IhgE4E Aurora MySQL % 1 bR (B2 MySQL 5.6 &) AEXE , BB
IS EETE Aurora MySQL 28 2 ki (B MySQL 5.7 # %) A&,

- RS REIRFESLREN (AKP). WEFMEF , F2E (Amazon Aurora EREER) PRIEHE
B2 % 5|8 LIS Aurora IR K5I BE S,

- HOEBiE, MEHMAET , 28 (Amazon Aurora EREREE) RHERABEERESEL AR
Aurora MySQL Bt &,

- ARREIZHA AWS Lambda ARSI A HEKE ., MEFMENA , 528 (Amazon Aurora FRAEIE
) PR Aurora MySQL FAEBREF A Lambda BEE.

- BHEAREE, MEFZHMEN , F28 Aurora MySQL ERESIZEH 2017-12-11 (1.16 hR)
(EZEH).

- {£/H Amazon S3 REFETRE MySQL BB ER., MEHMEN , 528 (Amazon Aurora FRERE
) PR Amazon S3 EEFEITEER MySQL HEVER,

MySQL 5.7 tHAaM

Aurora MySQL 2.02.4 & MySQL 5.7 #REEH#AMK , B4 JSON X &, ZERSIMEEMLFIhEE. 8
M MySQL 5.7 , Aurora MySQL SRANZERSIREBFETEFNA Z iR , TAZHERERM
I8 20 FH B AMBENEIR 10 FHY FHKEE,

Aurora MySQL 2.02.4 B RIF & T3 MySQL 5.7 Zh&E :

- £ERZ A (GTID). Aurora MySQL 2.04 FA ERRA B GTID,
- BHEERAEHES

- EEMHWERAN

. BEREZ|A InnoDB EHERE

* InnoDB £ X El#T 2R SMBER

- SRFEER

- REBREGEEKRN
- BIEBREAHES
- BREFHAHERX

AR
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Amazon Aurora Aurora MySQL hr A s 5E
- ERENE

« CREATE TABLESPACE SQL FRiR=

- X BAWE

Aurora MySQL & #lE5|ZE#1 2018-08-23 (2.02.3 k) (EEH)

MRA : 2.02.3

Aurora MySQL 2.02.3 E£HE# . Aurora MySQL 2.x B2 MySQL 5.7 lR#E& , Aurora MySQL 1.x
FR B8 MySQL 5.6 IR R

B Aurora MySQL EREE SR , B LUREEMEAMN MySQL 5.7 = MySQL 5.6, E/REE
MySQL 5.6 B RBE , B LURZEEMEAR MySQL 5.7 = MySQL 5.6,

A LA Aurora MySQL 1.14.*, 1.15.%, 1.16.*, 1.17.%, 2.01.*, 2.02.* BIRFRIER A Aurora MySQL
2.02.3, EB A LA Aurora MySQL 2.01.* 5 2.02.* it AR ZE Aurora MySQL 2.02.3,

T S FF Aurora MySQL 1.* BER b FHRZE Aurora MySQL 2.02.3 , St Amazon S3 BB ERZE
Aurora MySQL 2.02.3, EMFEFTIERRHEDL Aurora MySQL 2.* kix BB BRIE LEBR Hl,

IEERRAKY Aurora MySQL 5.7 EEFAMEEFE BN, HIRZE Aurora 2.03 LUEUSMEEFE B R E,

(® Note

LEhRAS B 81 R E AR AWS GovCloud (£ 78 3f) [us-gov-west-1] FIH B (1L3=) [CN-Jk -1] it
S, SERATHEAE 285 TE%/,

MREBEMEERERE , 7 AEEREN Support AWS EHOEE Sup AWS port, MFEFMAE
# , 582 (Amazon Aurora fERAEIER) HEIHEE Amazon Aurora ERIEEE,

B2 Aurora MySQL 25 1 MR ELER

T %) Amazon Aurora MySQL Ih#&g7E Aurora MySQL 28 1 KR (B2 MySQL 5.6 %) #EXE , BEEHH
IELIhEETE Aurora MySQL % 2 fix (B2 MySQL 5.7 #B8) A% &,

- JEEPREIETELIRI (AKP), MEFMER , F2H (Amazon Aurora FRERER) PHIEEHE
B4 & 5| T8 L HEEVREL Aurora fRRlZE 5| MBS &,
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o MEBE, MEFHMER , F20 (Amazon Aurora EREERE) hNEHAMEEBRESRECAR
Aurora MySQL Bt &,

- ARRESF AWS Lambda AR AEERE, MEFMER ,
) PR Aurora MySQL FABREF A Lambda BEE.

- BHEIREE, MEFZHMET , F28 Aurora MySQL EXRIES|ZE# 2017-12-11 (1.16 hR)
(BEEA).

- {£/H Amazon S3 REFETRE MySQL BB ER., MEFHMEN , 528 (Amazon Aurora R EE
By FHAEA Amazon S3 REFEIFEER MySQL FHEHR

528 (Amazon Aurora £ &I

B &I , Aurora MySQL 2.01 R Aurora MySQL 1.16 iRFIEFHARA P ETIEAITHAE, T Aurora
MySQL 1.16 REVMBEER , B2 B Aurora MySQL BRI ES|ZEH 2017-12-11 (1.16 kR) (EZER).

MySQL 5.7 tHAEM

Aurora MySQL 2.02.3 & MySQL 5.7 ##3& AN , B JSON X, ZRRSIMELERMLEHEE, M
B MySQL 5.7 , Aurora MySQL SN ZEREIFEBEETENA Z BHiRE , TAZEERERM
i 20 FlEI’JEAx‘& ERNHEIB 10 589 EEUCREE.

Aurora MySQL 2.02.3 BBIFAXZET 5 MySQL 5.7 ZhEE :

- 2ER S BB (GTID). Aurora MySQL 2.04 R ERRA B GTID,
- BHEERNEHER

- SEMNERA/N

. BERR|A InnoDB EFHERE

* InnoDB £ X &l#rar /A E R

- ZRREER

- MEBEEEENNFAE

- BIBRINHEN

- BEHERNEHER

« CREATE TABLESPACE SQL FRiR =
- X BHABE
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Aurora MySQL 2.x B2 Aurora MySQL 1.x B3 CLI 22

« Aurora MySQL 2.x BI5|Z &R aurora-mysql , Aurora MySQL 1.x B95| & #15 aurora.

« Aurora MySQL 2.x BWTEER S EE#H R default.aurora-mysql5.7 , Aurora MySQL 1.x BYFEER
SEBHAA default.auroras.6.

 Aurora MySQL 2.x WE R EZES AR EBR aurora-mysql5.7 , Aurora MySQL 1.x #9
ERERESHBERIEBMNA auroras.6,

=20 Aurora SREAX M , LUV EEM CLI p S5 |, ¥ 7 # Aurora MySQL 2.x E& Aurora MySQL 1.x
ZENER,

NEHE

* {&1E Aurora Replica B BEGC & B A LB R E R R EF MBI BEE,

- B#S38 innodb_stats_persistent_sample_pages WTERREEH A 128 , SIBEREIHET
¥,

« BIELLTFERE : Aurora BZRFEUETE Aurora = E#HTEE LSRN/ N ER R TEEENME.

- BfEIE ANALYZE TABLE , BEFBEZERRERRE,

« EIELLTREA : B EBETENUEHERAESEER , Aurora TEH/TEE I Aurora B4 18
FEE,

Aurora MySQL & ¥l E5|ZFE# 2018-06-04 (2.02.2 fR) (EZEH)
WA : 2.02.2

Aurora MySQL 2.02.2 E£HE# . Aurora MySQL 2.x hixE& MySQL 5.7 fiR#8& , Aurora MySQL 1.x
hx B EE MySQL 5.6 MR,

B Aurora MySQL EREER SR , R LUREEMEAMN MySQL 5.7 =% MySQL 5.6, E/RE
MySQL 5.6 #HERIREBE , B LLUEEEHEER MySQL 5.7 5 MySQL 5.6,

SEA LA Aurora MySQL 1.14*, 1.15%, 1.16*, 1.17*, 2.01*, 2.02 B9HRERER A Aurora MySQL
2.02.2, & A LAfE Aurora MySQL 2.01* =% 2.02 Fiith F#&ZE Aurora MySQL 2.02.2,

BRI S FF Aurora MySQL 1.* #ER M FHRE Aurora MySQL 2.02.2 , S Amazon S3 BHERE
Aurora MySQL 2.02.2, FEMFEFTEARRH#EDL Aurora MySQL 2.* ki BB BRIE LEBR Fl,
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iEERZAEY Aurora MySQL 5.7 EFRANEEFEBHER, FRZE Aurora 2.03 IRV SR eEEBRIE T E,

® Note

LEhRZ B s A E AR AWS GovCloud (EB 7 #F) [us-gov-west-1] A El (1E7=) [CN-1t -1] b
B, FHRBRAAHERE , @S5 1TEM.

MREBEEMEERERE , o AEHEFRIEHN Support AWS B HOEE Sup AWS port, MEFMAE
# , /m2E (Amazon Aurora fEF EHEE) HRIHEE Amazon Aurora ERIEEE.

NEEE

SIS IE -

+ CVE-2016-3486

B2 Aurora MySQL 5.6 L&

Aurora MySQL 5.6 A% # T %] Amazon Aurora MySQL Zh&E , 18 Aurora MySQL 5.7 F B i A X BiE
LEThEE,

« FESREIBFELREI (AKP), MEFFMEF , F26 (Amazon Aurora R EER) FHIEAE
B % 5|87 LIS EY Aurora ImE RS BE S,

o MEBE, WEFEET , F20 (Amazon Aurora EREIEE) B EHAEEBRESRECAR
Aurora MySQL Bt &,

- ARESF AWS Lambda AR AR, MEFHEA , 528 (Amazon Aurora R EE
) HHER Aurora MySQL FEAEBREF A Lambda &,

- BEIREE, MEFZHMEN , 5528 Aurora MySQL ERIES|ZEH 2017-12-11 (1.16 hR)
(EEH).

« {£ Amazon S3 EFETREIE MySQL BB E R, WFEFMEENR , 528 (Amazon Aurora EHEIE
By FHBEA Amazon S3 REFEIFEER MySQL FHEHR.

B &I , Aurora MySQL 2.01 R Aurora MySQL 1.16 iRFIEHARA P ETIBAITHAE, 0T Aurora
MySQL 1.16 REVMEEBE , 5B Aurora MySQL BRI ES|ZEH 2017-12-11 (1.16 iR) (EFEM).
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MySQL 5.7 tHAaM

Aurora MySQL 2.02.2 & MySQL 5.7 #REEHAMH , B45 JSON X &, ZERSIMEEMLFIhEE. 8
M MySQL 5.7 , Aurora MySQL SRAMNZBREIREBETEFNA 2 BHiR , TAZHERERM
B 20 FH B AMBENEIR 10 58 FEKEE,

Aurora MySQL2.02.2 B RIFAXE T 5 MySQL 5.7 TI&E :

- £ERZEBAIF (GTID). Aurora MySQL 2.04 FA ERRA B GTID,
- BHERNAHEN

- EEMBERAN

- BEIEFHA InnoDB B EEE

* InnoDB £ X Zl#TsRSMERER

- SRFEER

- MEIBREEREKNHAE

- BIEBRIEARES

- EHERAHER

- EEEE
« CREATE TABLESPACE SQL FfiR=
« X BABE

Aurora MySQL 2.x B2 Aurora MySQL 1.x By CLI Z&

« Aurora MySQL 2.x 5|2 &R aurora-mysql , Aurora MySQL 1.x 952 Z#NAE aurora.

« Aurora MySQL 2.x WX S EE#H R default.aurora-mysql5.7 , Aurora MySQL 1.x BYFEER
SBEEEA default.auroras.6,

 Aurora MySQL 2.x NEREREESEFHERYAMWRE aurora-mysql5.7 , Aurora MySQL 1.x #9
BERERESHEHERIEZBMNA auroras.6,

=28 Aurora FREAXH , IEVSZEM CLI w5 , X 7 ## Aurora MySQL 2.x B2 Aurora MySQL 1.x
ZENEER,

NEEE

« {&IE Aurora Writer 2B & EEH Aurora WIBRE P EFH BRI EIRE,
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- {EIELATEEER | 7 Aurora Writer WERI R LHTREIBUEERHRRAR % , —BEFERSZER
& , Aurora B S EH BB EIEHEE,

« EIELAT R : £ Aurora Writer L1117 ALTER &R &=, ADD/DROP #BRIAX % , EH Aurora
BAERAHEREER K B LNERKRELER.

Aurora MySQL E ¥} E 5|2 E#H 2018-05-03 (2.02 hix) (EEH)
MR @ 2.02

Aurora MySQL 2.02 E£mE#H. Aurora MySQL 2.x hxE& MySQL 5.7 ix#8Z& , Aurora MySQL 1.x iR
AIEE MySQL 5.6 iRHEA,

B FH Aurora MySQL ERIER KR , BRI LLBEZHEAMN MySQL 5.7 5 MySQL 5.6, E/RE
MySQL 5.6 HRKIREE | MATLLEEEMAR MySQL 5.7 5 MySQL 5.6,

BRI LA#% Aurora MySQL 1.14*, 1.15*, 1.16*, 1.17*, 2.01* BRERIEIR A Aurora MySQL 2.02, &
"] LASE Aurora MySQL 2.01* Bt 74k ZE Aurora MySQL 2.02,

EFIF SEF Aurora MySQL 1.x EE Rt AR ZE Aurora MySQL 2.02 , St Amazon S3 fBERE
Aurora MySQL 2.02, BEMFEFTERRHEL Aurora MySQL 2.x BFBERIELRHI,

SEMEARAEY Aurora MySQL 5.7 EERMALRBIER. FRE Aurora 2.03 UEVEBH AR BIAXIE,

MRIGEEABBRERE , AT AELEREMN Support AWS EFUEE Sup AWS port, HNIEFMAE
#A , F2E (Amazon Aurora FREER) PHHETE Amazon Aurora ERIEEE,

E2 Aurora MySQL 5.6 L&

Aurora MySQL 5.6 F X # T %] Amazon Aurora MySQL Zh#E , 18 Aurora MySQL 5.7 F E B A X EiE
LIhEe,

- FRIFRE|IEFELIRE (AKP), WMEFMEN , 5828 (Amazon Aurora fEAEIER) PHFERIE
B4 & 5| T8 A HEEVFREL Aurora R 5| MBS &,

. FEBGE, MEFMEENR , B2 (Amazon Aurora FAERRE) W ERRERESE(C AR
Aurora MySQL BtfE &

- ARESF AWS Lambda AERBMAEEE., MEFHERH , 528 (Amazon Aurora ERAEIE
&Y PHYER Aurora MySQL R4 BREFEA Lambda BEE .

- BEARER, MEFZHMET , 528 Aurora MySQL ERIESIZE#H 2017-12-11 (1.16 hR)
(EZEH).
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Amazon Aurora Aurora MySQL R4~ figsE

- {£/H Amazon S3 REFETERE MySQL BB ER., MEFHMENR , 528 (Amazon Aurora R EE
) PR Amazon S3 EEFETEER MySQL HEVER,

B &I , Aurora MySQL 2.01 R Aurora MySQL 1.16 iR FIEHARA P ETIBAITHAE, T Aurora
MySQL 1.16 WREYAEEAEFA , 55260 Aurora MySQL ERIESIZEH 2017-12-11 (1.16 fR) (EZEA).

MySQL 5.7 s &M

Aurora MySQL 2.02 & MySQL 5.7 #XEFHHEM , 2 JSON X &, ZERSIMEEMVFIEE, HE
A MySQL 5.7 , Aurora MySQL HRAMZER5|IREBETEFNA Z iR  TAZBENERMUE
1B 20 EH R AREENEIR 10 fSHYRBURAE.

Aurora MySQL 2.02 B eI A% E T 5 MySQL 5.7 Zh&E :

- EERZHEBIAF (GTID). Aurora MySQL 2.04 M LA T GTID,
- FEERAHEN

- ZEMHWERmA/N

« BREIEEE A InnoDB B EEE

* InnoDB £ X Zl#T 2R SMBER

- ZRFEEE

- REBEEEER TR

- BIEBREABES

- EHERAHER

- EEEHE
« CREATE TABLESPACE SQL FRiR=
- X BHAHE

Aurora MySQL 2.x B2 Aurora MySQL 1.x By CLI 2

« Aurora MySQL 2.x K52 &2 aurora-mysql , Aurora MySQL 1.x 5|2 &% aurora.

« Aurora MySQL 2.x TR S EE#H R default.aurora-mysql5.7 , Aurora MySQL 1.x BYFEER
SEBHAA default.auroras.6.

 Aurora MySQL 2.x HEREZSESEFHERYEBWRE aurora-mysql5.7 , Aurora MySQL 1.x B
ENERESHBEERIIEBNA auroras. 6.
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B2 Aurora SREAN M , LIERBTEM CLI v w5 |, ¥ T #% Aurora MySQL 2.x B Aurora MySQL 1.x
ZHENER,
EER

« EIELLTREIRE : #1117 INSERT BRIRR KIE A Fast Insert &{E{LEF , Aurora Writer @ EFTREUE
« BIELLTRIRE : 7£ Aurora #74< L #1T ALTER DATABASE iR BF , Aurora A EHERE,
« {EIELLTERE : £ Aurora Writer ERIEIBRAVE R R ITERIEXER |, Aurora EREEFHRE.

« EIELAT R : £ Aurora 72 L# innodb_adaptive_hash_index &% OFF B , Aurora #7<
SEMKE.

« {EIELLTRIRE ; 12 Aurora Writer #1417 TRUNCATE TABLE &8 | Aurora A2 EHEE,

« BELUTRERE : #1T INSERT BRI B , Aurora Writer 84S EB R T RiG. EAEASERZHE
BEEHTREBEEEX,

- BIEEERE TR RBBMEBNEREBRABE.

- BELUTHEAE : EERNEENERRITEREREENMEEIEERRT , Aurora Writer %
o

o {EIELATFREEE : Aurora Writer BEF€E — ¥ B SRAABEHEE,

MySQL $EERIEEE S

- EEMEEE T IERRER (S52MmRI%E 22833364),

Aurora MySQL BRI ES|IZE#H 2018-03-13 (2.01.1 kR) (EEH)
MRZAR : 2.01.1

Aurora MySQL 2.01.1 E£HE# . Aurora MySQL 2.x hixE& MySQL 5.7 fiR#8& , Aurora MySQL 1.x
Wz BIJEE MySQL 5.6 RHEA,

B Aurora MySQL EREE SR , B LUBEZEMEAMN MySQL 5.7 5 MySQL 5.6, =E/REE
MySQL 5.6 HHEKRBE , BESUREEMEAR MySQL 5.7 5 MySQL 5.6,

A LA Aurora MySQL 1.14*, 1.15*, 1.16*, 1.17* BIREERZE Aurora MySQL 2.01.1,

AR o FF Aurora MySQL 1.x #EER M F#RZE Aurora MySQL 2.01.1 , S Amazon S3 B RERZE
Aurora MySQL 2.01.1, EMFAFHEREHEL Aurora MySQL 2.x BFBERELRE.
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E{EMRAEY Aurora MySQL 5.7 EF AXREEEBIER, FRE Aurora 2.03 IS BEE BRI,

E2 Aurora MySQL 5.6 LEB

Aurora MySQL 5.6 A% # T %] Amazon Aurora MySQL Zh&g , 18 Aurora MySQL 5.7 R B i A X BiE
LEThaE

- RS REIBFELREN (AKP), MEFMEF , F26 (Amazon Aurora EREER) PRIEME
B2 % 5|87 TG EY Aurora ImE RS BEEH,

o FOEBMGE, MEHMET , F528 (Amazon Aurora EAEERE) FNERABEBRESE{LAE
Aurora MySQL Bt &,

- AREZF AWS Lambda FARENAKEKE, WHEFHEEHR ,
) FMEERA Aurora MySQL EAREF A Lambda &,

- BEHREE, MEFZHMER , S0 Aurora MySQL BRI ES|IZF# 2017-12-11 (1.16 )
(BEEA).

« {8 Amazon S3 fE1ZETEE 1 MySQL BB E R, MEFMENR |
) FHER Amazon S3 FEFETEER MySQL FHIER,

528 (Amazon Aurora fEf &1

%ﬁih

528 (Amazon Aurora £ &g

B &7 , Aurora MySQL 2.01.1 Ti% Aurora MySQL 1.16 MR EFThR AP #TI8HIThEE, @I Aurora
MySQL 1.16 MREYMREIER , BB Aurora MySQL BRI ES|ZEH 2017-12-11 (1.16 kR) (EZER).

MySQL 5.7 A M

Aurora MySQL 2.01.1 & MySQL 5.7 #REEH#AMK , B45 JSON X&E, ZERSIMEEMLFINEE. 8
BM MySQL 5.7 , Aurora MySQL SRANZEZRSIREBETERN A Z iR , TAZEER SR
Hid 20 F‘E’JE)\»& EMEIR 10 fFHYEEUREE.

Aurora MySQL 2.01.1 BRIFAXET 5 MySQL 5.7 ZhEE :

- 2R FHEBIFF (GTID)o Aurora MySQL 2.04 I LA % & GTID.
- BHEERAEES
ERMNEEA N
. BAEEEA InnoDB BEEE
* InnoDB £ X HI#TERSMHER
- ZRFER

82 Aurora MySQL 5.6 thB 216


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html#AuroraMySQL.Integrating.NativeLambda
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3

Amazon Aurora Aurora MySQL #RAfiiEE
- MEEREEERNFAE

- RiEEmIEAHEN

- BERHERAHERX

- EBEHR
« CREATE TABLESPACE SQL iRz
« X BAHE

Aurora MySQL 2.x B2 Aurora MySQL 1.x By CLI &

« Aurora MySQL 2.x H5|Z &R aurora-mysql , Aurora MySQL 1.x 95| &Z#{15 aurora,

« Aurora MySQL 2.x BWTERR S EE#H R default.aurora-mysql5.7 , Aurora MySQL 1.x BYFEER
SEBHAA default.auroras.6.

 Aurora MySQL 2.x NERERZESEFHERYAMWRE aurora-mysql5.7 , Aurora MySQL 1.x #9
BERERESHEHERIEBMNA auroras.6,

=28 Aurora FREAXH , IEVSZEM CLI w5 , X 7 ## Aurora MySQL 2.x B2 Aurora MySQL 1.x
ZENEER,

NEEE

- EERBEFRNEBRRE , BIAESA MySQL 5.6 IRBEL MySQL 5.7 HHAMERE , FTEMHN
Aurora EEE R E#ZRTIEH,

« 117 RBERXE.

Aurora MySQL &R E5|IZFE# 2018-02-06 (2.01 hR) (EEH)

RRZs : 2.01

Aurora MySQL 2.01 B2 mE#H. B#% , Aurora MySQL 2.x ii&EE MySQL 5.7 #8% , T Aurora
MySQL 1.x Mr#$ 8 MySQL 5.6 &

BIHM Aurora MySQL ERIEER S (BREERBERNENERS) i, BULUEZEEHEERN MySQL
5.7 =% MySQL 5.6,

BT LA Aurora MySQL 1.14*, 1.15%, 1.16* BHREEFEZE Aurora MySQL 2.01,

Aurora MySQL 2.x & Aurora MySQL 1.x #J CLI Z& 217



Amazon Aurora Aurora MySQL R4~ figsE

EPIAR AEF Aurora MySQL 1.x EE R 4R ZE Aurora MySQL 2.01 , S Amazon S3 fBERE
Aurora MySQL 2.01, EMFEFTERZHEDL Aurora MySQL 2.x RFBERIELERRHI,

EEMRZAHE Aurora MySQL 5.7 B AMEEFEEHEIR, FAKE Aurora 2.03 LIRS MeERZEEBHIAZE,

B2 Aurora MySQL 5.6 L

Aurora MySQL 5.6 F X # T %] Amazon Aurora MySQL Zh#E , 18 Aurora MySQL 5.7 F B BI A X EBiE
LEIhEE,

- RIS RGIETELIRE (AKP), WMEFHFMENR , 5828 (Amazon Aurora R EIEE) PWEHIE
B4 %5 A MEGE/L Aurora fRE RSB S LN,

o MOEBIE, WIESHMAET , 528 (Amazon Aurora EAEIEE) RN EAEERESE(L AR
Aurora MySQL BfE &,

- FARARZE T AWS Lambda AEREM AR E, MEFMEN ,
) PR Aurora MySQL FABREF A Lambda BEE.

. ?ﬂa}mﬁtmffio MEFZHMET , 552 Aurora MySQL BRI ES|ZEF# 2017-12-11 (1.16 hR)
! 20

. {Eﬁﬁ Amazon S3 FEFETRHK MySQL EBREX., MEFHMENR , 5528 (Amazon Aurora FRAEIE
) PR Amazon S3 BEIFEER MySQL FIVER,

;528 (Amazon Aurora fEFA &5

B &l , Aurora MySQL 2.01 R Aurora MySQL 1.16 IR FIE TR AR FIBHIThEE, NFE Aurora
MySQL 1.16 AREIIEEEE A , 5520 Aurora MySQL BRI EBIZEE 7 2017-12-11 (1.16 kR) (EZEF).

MySQL 5.7 HHAaM

Aurora MySQL 2.01 5 MySQL 5.7 #2357 | 4% JSON %18, ZRRaINEEMUZIE, HE
7 MySQL 5.7 , Aurora MySQL HRAMNZERSIREBEEZTENA Z EiiR , TAZEERSERME
i# 20 1ﬁE’JEl>& EFIEIB 10 589 EEUREE

Aurora MySQL 2.01 BEIFXET %] MySQL 5.7 ZhE :

- 2R FHAIAF (GTID). Aurora MySQL 2.04 F1LA ERRA T GTID,
- FEERAHEN

- EEMBETmAN

. BEEHRA InnoDB EEHEE

* InnoDB £ X El#T 2R SMBER

82 Aurora MySQL 5.6 thB 218


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.AKP
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPractices.html#Aurora.BestPractices.HashJoin
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Integrating.Lambda.html#AuroraMySQL.Integrating.NativeLambda
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Migrating.ExtMySQL.html#AuroraMySQL.Migrating.ExtMySQL.S3

Amazon Aurora Aurora MySQL R4~ figsE

- ZRFEER

- REBFREEXNDRE
- ERBRFBIAEEN

- EHERNEEN

« CREATE TABLESPACE SQL FRiR =
- X BHABE

Aurora MySQL 2.x B2 Aurora MySQL 1.x By CLI &

« Aurora MySQL 2.x 5|2 &R aurora-mysql , Aurora MySQL 1.x 95| & #{1% aurora,

- Aurora MySQL 2.x TEERZS & BffH =2 default.aurora-mysql5.7 , Aurora MySQL 1.x BYFEE%
SEEHEAE default.aurora5.6o

« Aurora MySQL 2.x WE R ERESHEFHERIEBR aurora-mysql5.7 , Aurora MySQL 1.x #Y
BEREESESHEFHERYEBMNA auroras. 6,

528 Aurora SREAN M, UEVS R/ CLI iS5 , 30 T # Aurora MySQL 2.x B2 Aurora MySQL 1.x
ZENEER,

Aurora MySQL 2.x & Aurora MySQL 1.x #J CLI Z& 219



Amazon Aurora Aurora MySQL A&

Amazon Aurora MySQL % 1 fRIVERESIZEH (EEHRH)

LA & Amazon Aurora 1 liRE R ES|EE 5 :

» Aurora MySQL &l E5|ZEF 2021-09-30 (1.23.4 hR) (EZEH)
 Aurora MySQL BRI ESIZFEF 2021-06-28 (1.23.3 iR) (EEH)
» Aurora MySQL BRI E5|ZF#H 2021-03-18 (1.23.2 kR) (EZEH)
« Aurora MySQL & ¥} E 5| ZF#H 2020-11-24 (1.23.1 kx) (BHEH)
+ Aurora MySQL & ¥ ESIZFE# 2020-09-02 (1.23.0 iR) (EEH)
 Aurora MySQL BRI ES|IZFE# 2021-06-03 (1.22.5 k) (EZEH)
+ Aurora MySQL Z R E5|ZE#H 2021-03-04 (1.22.4 fR) (EEH)
« Aurora MySQL & ¥ ESIZFE# 2020-11-09 (1.22.3 iR) (EEH)
+ Aurora MySQL BRI ES|ZFEF 2020-03-05 (1.22.2 k) (EEH)
» Aurora MySQL BRI E5|ZFE#H 2019-12-23 (1.22.1 kR) (EEH)
 Aurora MySQL BRI ESIZFEF 2019-11-25 (1.22.0 k) (EEH)
+ Aurora MySQL ZE R ESIZE#H 2019-11-25 (1.21.0 fR) (EEH)
« Aurora MySQL & ¥} E 5| ZFE# 2020-03-05 (1.20.1 k&) (B FE M)

( (

( (

( (

( (

( (

( (

( (

( (

( (

( (

( (

(1 (

+ Aurora MySQL ZE R E5IZE#H 2019-11-11 (1.20.0 fR) (EZEH)
+ Aurora MySQL &I EE 5| ZE# 2020-03-05 (1.19.6 kx) (EEA)
« Aurora MySQL & ¥} E 5| ZFE#H 2019-09-19 (1.19.5 R) (BHEH)
+ Aurora MySQL & ¥ ESIZFE# 2019-06-05 (1.19.2 iR) (EEH)
+ Aurora MySQL & ¥ ESIZF# 2019-05-09 (1.19.1 iR) (EEH)
+ Aurora MySQL E R E5|ZE#H 2019-02-07 (1.19.0 fR) (EZEH)
« Aurora MySQL & ¥}E 5| ZFE# 2018-09-20 (1.18.0 x) (B FE M)
« Aurora MySQL BRI ESIZEF 2020-03-05 (1.17.9 iR) (EEH)
» Aurora MySQL BRI ES|ZFE#H 2019-01-17 (1.17.8 kR) (EEH)
 Aurora MySQL BRI ESIZFEF 2018-10-08 (1.17.7 iR) (EEH)
+ Aurora MySQL & ¥ ESIZFE# 2018-09-06 (1.17.6 iR) (EEH)
17.5 k) (EEH)

« Aurora MySQL ERIE5|ZE# 2018-08-14

220



Amazon Aurora

Aurora MySQL MA &t

+ Aurora MySQL BRI E5|ZE# 2018-08-07

1.17.4 ) (EER)

« Aurora MySQL ERIE5|ZE# 2018-06-05 (1

7.3 R) (EERA)

« Aurora MySQL &Rl E5|ZE# 2018-04-27 (1

(

(
7.2 1R) (BEERA)
171 0R) (EERA)

« Aurora MySQL E¥E5|ZE % 2018-03-13 (1

17 [R) (BEER)

* Aurora MySQL BRI E5IZE# 2017-12-11 (1

16 [R) (BEZER)

« Aurora MySQL BRI ES|IZE# 2017-11-20

1.15.1 hR) (EEA)

(
(
(
« Aurora MySQL & E5|ZE %1 2018-03-23 (1
(
(
(
(1

 Aurora MySQL BRI ES|IZE# 2017-10-24

15 iR) (EEA)

+ Aurora MySQL BRI ESIZFEH :

2018-03-13

14.4 k) (ERA)

» Aurora MySQL BRI ES|IZEH :

2017-09-22

1.14.1 k) (EEH)

+ Aurora MySQL BRI ESIZFH :

2017-08-07

1.14 iR) (EEA)

+ Aurora MySQL B E5| B EF :

2017-05-15

1.13 hx) (EEA)

+ Aurora MySQL BRI E5|ZF#H -

2017-04-05

1.12 [R) (EEA)

+ Aurora MySQL BRI E5|IEFEHH

2017-02-23

1.11 iR) (EEA)

+ Aurora MySQL BRI E5|ZF#H -

2017-01-12

1.10.1 k) (EEH)

« Aurora MySQL BRI ESIZFH :

2016-12-14

1.10 iR) (EEA)

+ Aurora MySQL BRI E5|ZFHH -

2016-11-10

1.9.0, 1.9.1 hx) (E&EH)

+ Aurora MySQL & #lE 5| B #H

+ Aurora MySQL B E5| B EF :

2016-10-18

1.8 k) (EEA)

+ Aurora MySQL BRI E5|ZFHH

2016-09-20 (1.7.1 hR) (EZEH)

+ Aurora MySQL BRI E5|IZFEHH :

2016-08-30 (1.7.0 kx) (EEHA)

+ Aurora MySQL BRI E5|ZF#H

2016-06-01 (1.6.5 hR) (EEH)

« Aurora MySQL BRI ESIZFH :

2016-04-06 (1.6 hR) (EEA)

+ Aurora MySQL BRI E5| B EF :

2016-01-11 (1.5 hR) (EEA)

+ Aurora MySQL BRI ESIZFH :

2015-12-03 (1.4 hR) (EEA)

+ Aurora MySQL B E5| B EF :

2015-10-16

1.3 iR) (EEA)

+ Aurora MySQL BRI E5|ZF#H -

(1
(
(
(
(
(
(
(
(
: 2016-10-26 (1.8.1 hR) (EEA)
(
(
(
(
(
(
(
(1.2
(

2015-08-24 (11 Fﬁ) (EEA)

Aurora MySQL ¥ ¥ E5|ZE#H 2021-09-30 (1.23.4 fR) (EZEH)

Aurora MySQL E#7 : 2021-09-30 (1.23.4 k&) (2 M)

221



Amazon Aurora Aurora MySQL R4~ figsE

RRZ< : 1.23.4

Aurora MySQL 1.23.4 E£HE# H. Aurora MySQL 2.* fixE2 MySQL 5.7 ##% , Aurora MySQL 1.* kiR
RIEd MySQL 5.6 &,

LB ZMRATEETE 2023 £ 2 A 28 HEM., MEFHMER , F2 85 Amazon Aurora MySQL-
Compatible Edition 58 1 Mx#& 3R 4 o E HA UF 48

B 8121 Aurora MySQL MRASE$E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

EE LB Aurora MySQL By # 5% | 551818 RDS £ A&, AWS CLI 5 Amazon RDS API #5E 5|
B,

MRIGEEABBRRRE , HEBLEERENR AWS Support B AWS Support, MEEMET , B2
B {Amazon Aurora EFiEIER) FHHEE Amazon Aurora ERIEEE,

NEEE

— fi% CAHE
- BEETIHMEE: ARASBPEERFETBRERHKEANE , ERFENSZHTEENS CPU EH

o

fim

SEEIRFELE :

« CVE-2021-2307
+ CVE-2021-2226
« CVE-2021-2160
+ CVE-2021-2154
« CVE-2021-2060
+ CVE-2021-2032
« CVE-2021-2001

Aurora MySQL & # E5|ZE# 2021-06-28 (1.23.3 k) (EHEH)

WEEHE 222


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2307
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2226
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2160
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2154
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2060
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2032
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2001

Amazon Aurora Aurora MySQL R4~ figsE

MRS : 1.23.3

Aurora MySQL 1.23.3 E£HE# . Aurora MySQL 1 * hixE& MySQL 5.6 ##% , Aurora MySQL 2.* kR
RIEE MySQL 5.7 %,

LB ERATEETE 2023 F 2 A 28 HEAH. WEFMEENR , 5285 Amazon Aurora MySQL-
Compatible Edition 58 1 hr#& R 4 on 8 B U7 2 0

B 81 #E# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

EELEMM Aurora MySQL B #% | 5E8 RDS £##4. AWS CLI 5 Amazon RDS API $57E 5|
ZBRRA,

MREETMEERRER , FEBLERER AWS Support Bt AWS Support. MEFMER , F2
B8 (Amazon Aurora fEf&EE) HRIHERE Amazon Aurora ERIEE &,

EIEHE

— RARTE M A 7] A M1 AR Th BE

W%

REMELE !

« CVE-2021-23841
« CVE-2021-3449
« CVE-2020-28196

Aurora MySQL ¥ ¥l E5|ZE# 2021-03-18 (1.23.2 kR) (BEEH)

RRZs : 1.23.2

Aurora MySQL 1.23.2 E£E#H. Aurora MySQL 1 * fixE& MySQL 5.6 $#% , Aurora MySQL 2.* i
RIEd MySQL 5.7 %,

WEIZBMRATEETE 2023 F2 A 28 HEMH. MFEFMENR , F2/B A Amazon Aurora MySQL-
Compatible Edition 58 1 Wi 3R 4 on 8 2 U7 208

B 8 #B# Aurora MySQL kA2 IE
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

WEEHE 223


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-23841
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3449
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-28196
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html

Amazon Aurora Aurora MySQL R4~ figsE

EE LB Aurora MySQL By # 5% | 551818 RDS £3##A. AWS CLI 5 Amazon RDS API #5E 5|
B,

® Note

AR B 5i N E AR T 5I[EE . AWS GovCloud (US-East) [us-gov-east-1], AWS GovCloud
(US-West) [us-gov-west-1], FZMATHERAR K SEBETEM.

3
$

MREEEMBERLEE |, FHEBLEHREN AWS Support B % AWS Support, MMEFME |
B {Amazon Aurora fEFEIER) FAIHEE Amazon Aurora ERIEEE,

NEEE

SERIEFEIE

« CVE-2020-14867
+ CVE-2020-14812
« CVE-2020-14769
« CVE-2020-14765
« CVE-2020-14793
« CVE-2020-14672
« CVE-2020-1971

« CVE-2018-3143

AAMSEIER

- EREHEEERTFEZHRBA/NIIERAEERENEENERTERENMBOEE,

- BEf$1ER RESET QUERY CACHE BRIAX MBI F R4 MERNBHEBER—E.

- BEEMEATHRIMNERBFERFFUHNEHEE,

- EBERSERFIEERRNTZTEBEERSN nysqld EEEHMBE EE.

- DIEETREENRRANIFZEER RDS for MySQL BEZE Aurora MySQL R IhAIRIRE,

- DBEERNERETUE#EFHEERERAZBEENREBNBH T R

- EREHEEEEPHRFHRETREBSHEAMBERS LA , EMERENEEHNMEH BEE.

HEEE 224


https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14867
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14812
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14769
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14765
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14793
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14672
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1971
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3143

Amazon Aurora Aurora MySQL KR A&

- BB EREFEARKEASTEARZERENEEFRBNR ZHEECERBEEHENEE.

- BEEHEEEEEPERERNEENMBRERZBRAEREBENRF FEBE,

- BEEES56 NERTEXTRARESR L DDL B , ER %% 5.6 AT 5.7 HRENEE,

- EEEREENEITBNF LR UETERR  SIZUESESEREBSHIBERREN ZE™
o

- ESIER DDL fEXFETMEE EFHAE A ZEMEEIERE , 520 DROP TRIGGER, ALTER TABLE,
HARIERERRFITEERR S EHBR ALTER TABLE,

- BEH 16XL M 24XL #{TIEEE I TEERE table_open_cache , LAB R KR SITEEER (R4/
R5-16XL. R5-12XL. R5-24XL) Lt EHNEH MBS CPU BAR, B 1.21.x M 1.22.x I
LEZT ?/E o

- BEEFEEHR—E HFEARRE HA_ERR_KEY_NOT_FOUND $&38mE 1L RIRIRE,

MySQL #EREERIEERS

« #BE : #17 SHOW BINLOG EVENTS BRiA=EF , SHETMFTRS . WIEEREXTTHEER SHOW
BINLOG EVENTS RERFREEETERRVERVEHBEREE , AL FTREZITERE™
HeH, (BEER4ROR 76618, $5ER4mAR 20928790)

Aurora MySQL ZE ¥l E5|ZE# 2020-11-24 (1.23.1 kR) (BEZEH)

MRZA @ 1.23.1

Aurora MySQL 1.23.1 BIERXH#H. Aurora MySQL 1 * kB2 MySQL 5.6 ##% , Aurora MySQL 2.* kR
RIEE MySQL 5.7 %,

LEIZBMRATEETE 2023 F2 A 28 HEA. MFEFMENR , F2/B %A Amazon Aurora MySQL-
Compatible Edition 58 1 W #& R 4 an 8 B 1UF 28

B 81X #B# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

£ ELERM Aurora MySQL B #5 | 53%8 RDS £#A. AWS CLI 5 Amazon RDS API $§E 5|
B,

MRIGEEABBRRRE , HEBLEERENR AWS Support BE AWS Support, MEFXMET , B2
B {Amazon Aurora EFiEIER) FHVHEE Amazon Aurora ERIEE £,

MySQL H B REFREERE 225


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html

Amazon Aurora Aurora MySQL R4~ figsE

NEEE

REMELE !
EEMEAMEERINEE , UAMBEZEREPNEER, UT CVEBEMNTAR :

« CVE-2020-14559
« CVE-2020-14539

THEHEE -

LRSI A T &2 mysqldump s BITRANGIEE, FHENXEEFFE PROCESS RI&EH
INFORMATION_SCHEMA.FILES #R, BEEERETAEENER THIT mysqldump 5% ,
#/% PROCESS HEMRE F48 mysqldump i TiEMRNWEREFEAE., BB ILUER mysqldump
BIF#HIT --no-tablespaces i H. FAKEE , mysqldump TSI EET CREATE
LOGFILE GROUP = CREATE TABLESPACE BRiA=, EEEEMRT , mysqldump i ST EFE
INFORMATION_SCHEMA.FILES %k , ¥ HEFFER T PROCESS FF .

Al M REIER

« BIETEHHT 1.23.0 WEHERBEXERETHN Aurora IR TEEERENMB N EE,

- BETETERSBEARCABRAE S BENERZEEHEAARE 1.23.0 ix , ATRSERN
FRE Y R

 f&1E T 1E Aurora MySQL 1.23.0 R H B REAE X/ IR H R ERBIR.
- BETHERAFTERANAEANTERNE , TSR MARSEFHBME N BEE,
- BETEERNESIZEENS S ABRRBEHERE , JEERAF K IERREILEENEE,

Aurora MySQL & ¥ E5|ZE # 2020-09-02 (1.23.0 iR) (23EH)

KR4 : 1.23.0

Aurora MySQL 1.23.0 E£mE#H. Aurora MySQL 1 * hixE2 MySQL 5.6 ##% , Aurora MySQL 2.* kX
HIgE MySQL 5.7 %o

WEIBARATEETE 2023 F£2 A 28 HEH, MEFHMENR , 5285 Amazon Aurora MySQL-
Compatible Edition 55 1 i #& 3R 4 an B BB 07 210

HEEE 226


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14559
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14539
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html

Amazon Aurora Aurora MySQL R4~ figsE

B 821 Aurora MySQL MRAS21E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* § 3.02.%,

&R LA Aurora MySQL 1.* BRI ERREIZE R & Aurora MySQL 1.23.0,

/A Important

BERRAS R Aurora {717 88 A SEEHS 7T F B9 FHARBR R 58 Aurora MySQL 1.23 BR#I A Aurora
MySQL 2.*, &H#&#& Aurora MySQL 1.23 REFARE 2.* | HEFA#RE Aurora MySQL 2.09.0
HNEF AR,

EELERRA Aurora MySQL ZI#5 | 35%i8 RDS £#4&. AWS CLI 5 Amazon RDS API 8 E 3|
B,

® Note

WARZA B e N E AR T 3 EE : AWS GovCloud (US-East) [us-gov-east-1]. AWS GovCloud
(US-West) [us-gov-west-1], FZMATHEAE K EBETEM.

MREEEMBERLEE |, FHEBLEHREN AWS Support B % AWS Support, MMEFMEN |
B {Amazon Aurora fEFEIER) PHIHEE Amazon Aurora ERIEEE,

NEEE

#hre

Y
*

- BWRETMUBBEFEREEESH aurora_parallel_query HWERBABEERBEEEENF
TE#H, BIBER , TEEM A parallelquery 28 --engine-mode §&7E,

RERREERFTES , BREAEA Aurora MySQL B EEHFERA,
HRE Aurora BEFABANBAFTEANER  BEETSHMIIEITATIRENEE, WEFAE

# , F2E (Amazon Aurora EAEER) PHEA Amazon Aurora MySQL Y F1TEM .

o FELRRAH |, BE LRI BB EIE 128 TiB ZF M Amazon Aurora MySQL BRI E# T, #
MEEFBRFILL 2 BTHY 64 TiB BFTIEM. 128 TiIB FE AN IERANERE, ’J”*“%M‘Hﬁgj(d\
(db t2 2% db.t3) A EILIhEE, A InnoDB EF 16 KB BWEE A/NRES , Fitk , E—&ERIKRZE

S8 64 TiB,
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EEERBEX/DER 128 TiB B , Aurora 8RR HE R , UESRTMEERARDNREZE , £
KEEE, ELBREHRE mysql i88&F , ™ RDS E4 €7 AWS Management Console A,

- WEEMN B (binlog) RE , UEEHRFEBFEABNRZE , W18 RE R ENERRFEEE,

- Aurora BIREFAIREEREZAN KD, EBBERBA/) , ERRERELEERKRERE | Aurora
ENEEENRTFEEAERDRY. WEFMER , E28 (Amazon Aurora EREERE) PHEF
FRER.

@ Note

BRERABANDYBREEDREEREFRCHED Aurora Y AWS B, REEFRENERME ,
LeIhRE M RElE RIR R, ME\EZFHMEH , FBRENEE 05,

SEEIEFEIE

« CVE-2019-2911
« CVE-2019-2537
« CVE-2018-2787
« CVE-2018-2784
« CVE-2018-2645
« CVE-2018-2640

Al M REER

- CREHEEESETHRFRETREIHEHMEARZHA  EMERENEERNMB N EE,

- CEEREARKBUTEARZEHENEEFTRBN X ZHECREEEABNIRBE,

- BEARHEEESETERENEENFRBDIERZBEHNEREBEN BT IR BEE,

- ESEERMARE DDL HERKREEE innodb_file_format K, #& 5.6 AHRZE 5.7 HREE.

- CEEREENETHNELMUETERE  CIZTREEETFRREEHNEENTRBNZE[
o

- BEEERTER DROP TRIGGER #EH , X EEREHTEREMNKER DDL B FAHEI R E,

- CEENREHTELEENDERENRE  REERE TS ERENEREZLANEE, E8m
5 , FETEY ALTER TABLE RSB RER 7 EFERERKRFHHEERS BIBE,
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- BEIE 16XL M 24XL #1T1EEE EHITERIE table_open_cache , Z#{TERE JAES E KB HIT
EIEE%E R (R4/R5-16XL, R5-12XL, R5-24XL) LEREENREBENS CPU AR, WFET
1.21.x M 1.22.%0

SIRERE
« £ Aurora £ EREMNETERNRE AWS EFHH MySQL
INFORMATION_SCHEMA.REPLICA_HOST_STATUS ¥R , EEARDHESR,

- SEEEFENRZEScHAHRERAKERBECR  ANETEEEF UNDO FCskR ERIRH
WEE , AL RERERBERG T ATREEENRARED KK,

FITES

- BEEFTERTRERRBEHTENERZEAZERNOBEE,

- BISIETE Aurora EEVER LN R ERREHAEFTE—M UL LHRBEE,

- BEEEEFRTEANDVML RAXEEEN IEEHTEARHTE  AEENEFRREBWEE,

— AR -
- B ENMRECFEARTRHENEEREEVERHZES , FACHRSINEHATESEOR I AR
A EE,

R RFEEE server_audit_incl _users Ml server_audit_excl users WAFRE LR
£ 1024 B4 T4E I HZE| 2000 {E{RL TR,

- BIEIEE Aurora MySQL binlog (X&) £ statement binlog_format THA S3 HWE R , EF
Z Aurora MySQL binlog (£E) ¥ binlog EARTREEBERFA B ER N REE,

- BFHETA , LU mixed binlog_format BRETE row , MIF statement , RBAEHRL

- ESEECREBMER , BTERREEEAEFERKRE , &K binlog ERFILEERERE.
- EXE SR MyISAM EFER K2 EHNEIERRE,

- Bf£IEE binlog TEEHITREAE lambda BRI ELEFHY FF AT B,

- ESEERETHIWRIEEBFRN—MBFER , Aurora BEVEARH REE,

« 8IEE binlog_checksum B HREATENER LNTRER , BEEETEHNRIE.
EEEHRENERTAESEEARS LEREFARERTRZN 2 FERIBE,

- EIECHERE L B8 show engine innodb status FEEXZHNRBEN.
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MySQL #BREERIEERS

« ALTER TABLE ADD COLUMN ALGORITHM=QUICK K Binlog EH#EHRBEAL
ALGORITHM=DEFAULT , MAEE# B IR AR,

- EEERMRIR 22350047 : 1R ROLLBACK TO SAVEPOINT 2 #&#& 1A P |, BlEER e
STMTS

EER4RIE 29915479 : £388 COM_BINLOG_DUMP H1ER T#14T COM_REGISTER_SLAVE , f
ﬁ'é%%ﬁlﬁﬂ&%%ﬁﬁi

E24mER 30441960 : $5EAMRER 29723340 : SQL HREEHMER 2% , MYSQL RS E14
E24mE% 30628268 : FCIEET R EM

SHEAMRER 27081349 : AR EMBREE , HEREHNITH

SfmER 27230859 1 RES|MMNZBEE , HRABHNTA

m5E 27081349 : FAZEREIMERE , HIRAFEHNTH

&224m 5% 26935001 : ALTER TABLE AUTO_INCREMENT ER R EN SRR BFNLEE
SfmSR 29770705 : EA4SE WHERE T A#1T SELECT B , fafRESE#

mER 27659490 : F R ENREEIERY SELECT B2R5| 4 HHERA A Z LB (OOM)

A meE 24786290 : TEXREP R AESEINGREE 74145 2%, BEEPE

- SHEAHRSR 27703912  BEFATIER , EREEXAS

. $BE84REE 20527363 | BE B ERREH | IDICT_TF2_FLAG_IS_SET(TABLE,
DICT_TF2_TEMPORARY)

- EEERMRIR 23103937 PS_TRUNCATE_ALL_TABLES() DOES NOT WORK IN SUPER_READ_ONLY
MODE

- SEERImER 25053286 : R TR SRR IS EAE KT EREMITA (EM 5.6.36 151E)
- SEERmER 25586773 : £ SP WEETEVERKEMMNITATIER (2R 5.6.39 £IE)
- $EERHRER 27407480 : AUTOMATIC_SP_PRIVILEGES £ Z MYSQL.USER &R &RHV A AR

- $HERARER 26997096 : relay_log_space ERESEH , At , HEERUEESREBIA B
AN ERHMERZE—,

. $BE24R5% 15831300 SLAVE_TYPE_CONVERSIONS=ALL_NON_LOSSY #&% a8 4
- SSL $HERMEBAELEIRmAE 17087862, $5Ea#meE 20551271

- SHERHARER 16894092 : 5.6.6+ PRIMAEEIER , SUAREA... BEL... 2RJR (7 5.6.15 E8IE).
- FSHEEE SLAVE_TYPE_CONVERSIONS #HEARVEEERIEE,

L] il E

fif
Pllg

L] i] E

R
P

[ ) 1] E

P

1
Pllél

¥[

i
Pllg

P

MySQL 4B MR EHERIE EEE 230



Amazon Aurora Aurora MySQL R4~ figsE

Aurora MySQL &R E5|ZE# 2021-06-03 (1.22.5 k) (EEH)

MRA - 1.22.5

Aurora MySQL 1.22.5 E£HE# . Aurora MySQL 1 * hixE2 MySQL 5.6 ##% , Aurora MySQL 2.* kR
AIEE MySQL 5.7 &,

WEIBARATEETE 2023 F£2 A 28 HEH, MEFHMENR , 5285 Amazon Aurora MySQL-
Compatible Edition 55 1 hr#& 3R 4 oo BB #0720

B 8 #B# Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

EZLIERE Aurora MySQL I # 5 |, 551518 RDS #A&. AWS CLI 5 Amazon RDS API 1§ 5|
B,

(® Note

WRAMEIEEARBXE (LTS) A&, MEFHMENR , 5528 (Amazon Aurora A EE
&) FHY Aurora MySQL REISZ#E (LTS) WA,

MREGEEABBRRRE , HEBLEREN AWS Support BE AWS Support, HEFEMET |
B {Amazon Aurora fEAEIER) FHIHEE Amazon Aurora ERIEREE,

NEEE

A REER -

s
¢

- BERUTREE : TR AEABERNTHEBRESTEHR , ERENEFL , IBREMRD
HAREBE,

- CHERUTREE : MIRENEEEFRDE , ERERRERFE XA RS , cBREEXHEFREL
REMBRAENBBDERE K TREIBEEEEM, WEEEXZn  BUNEHARESRERE S
—REFMBB 2 BIVREE , RERE - E,

- SEERUTRIE : MREREERE DDL AN KERME , AIsEE S InnoDB ERRE I H#,
It , InnoDB BE R FERENREHEEK  BRESERFURESSEEN , EXHER/IE |, R
BEREREEER, EREERAZH  BUNEBBRERMEBER ERFEREFRIEHE | BUHBR
LEfE
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https://aws.amazon.com/support
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Aurora MySQL & ¥l E5|ZFE 3 2021-03-04 (1.22.4 kx) (BEZEH)

R : 1.22.4

Aurora MySQL 1.22.4 E£HE# H. Aurora MySQL 1 * fixE2 MySQL 5.6 #% , Aurora MySQL 2.* kiR
RIEd MySQL 5.7 8%,

WE|ZBIRATEETE 2023 £ 2 A 28 HEA., WFEFMENR , F28 5 Amazon Aurora MySQL-
Compatible Edition 55 1 i #& R 4 v BB 07 210

B 8121 Aurora MySQL MRAS 21
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

£ B LERRA Aurora MySQL B #5 | 51%8 RDS £#A. AWS CLI 5 Amazon RDS API $EE 5|
B,

(® Note

WRAMIEEARBXE (LTS) A&, MEFMENR , 5528 (Amazon Aurora A EIE
) FHY Aurora MySQL REISZ#E (LTS) WA,

T
s

MBEEEMBBERLERE |, BHEBEEREN AWS Support B% AWS Support, IMMEFME |
B (Amazon Aurora (& 1ER) PHVH#E Amazon Aurora ERIEEE,

NEEE

EEMEAMERINEE , AR EZEREPHNEERE, LT CVEBEMNTAR

« CVE-2020-14867
» CVE-2020-14812
+ CVE-2020-14793
« CVE-2020-14769
+ CVE-2020-14765
+ CVE-2020-14672
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Versions.html#AuroraMySQL.Updates.LTS
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
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« CVE-2020-1971

Al M REER -

« EIETRERTE kill session TR ENEENRBRAEBENREE, MRESBIHA
B, SBBi4% AWS Support , EENFITER LA LEERERER,

- WEZHNVBFCHERE  UWBLESRAENRZR , ERERFBEAERILE,
- CEEFEEH—H#HFEZLRE HA_ERR_KEY_NOT_FOUND $EE8M{Z LM RIRE,

Aurora MySQL &R ES|ZE# 2020-11-09 (1.22.3 hR) (EEH)
KR :1.22.3

Aurora MySQL 1.22.3 EIEEX# . Aurora MySQL 1 * hixE2 MySQL 5.6 ##% , Aurora MySQL 2.* kR
AIEE MySQL 5.7 &,

MBI BRATEETE 2023 2 A 28 HEAH. WEFMEENR , 5285 Amazon Aurora MySQL-
Compatible Edition 55 1 W& 3R 4 an 8 2 F 2 i o

B 5B Aurora MySQL kA2 3E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

EELUERM Aurora MySQL B # 5% | 551%8 RDS £ A, AWS CLI 5 Amazon RDS API $EE 5|
B,

® Note

WIRAMIEEARBIE (LTS) R4, MFFMENR , 5528 (Amazon Aurora EHEIE
) HH Aurora MySQL RHIZE (LTS) A&,

MRGEEABBRRRE , HEBLEERENR AWS Support BE AWS Support, MEEMET |
B {Amazon Aurora EFiEIER) RHVHEE Amazon Aurora ERIEE £,

NEEE

ZEMIEIE -

3
W

EEMEAMERINEE , UAMBEZEREPHNEER, LT CVEBEMNTAR® :
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1971
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https://aws.amazon.com/support
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« CVE-2020-14559
« CVE-2020-14539
« CVE-2020-2579
« CVE-2020-2812
« CVE-2020-2780
« CVE-2020-2763

THENEE

LA S| A T & mysqldump i HITRAMNGIEE, FHENSEEFFE PROCESS RI&EH
INFORMATION_SCHEMA.FILES #[R, ZEEREEMEENE R THIT mysqldump &8 F ,
#a/% PROCESS HEMRIR T4 mysqldump n S ERNEREFAE. SHALUEA mysqldump
BIF#HIT --no-tablespaces i H. FAKEE , mysqldump TSI EET CREATE
LOGFILE GROUP = CREATE TABLESPACE BRiA=, EEEREMRT , mysqldump i ST EFE
INFORMATION_SCHEMA.FILES %k , ¥ BT FER T PROCESS FF .

Al FAMEER

- BETHEERAF TR DDL BRAXHRE , ATae S A R2B[FERX BRI B,
- BIETHEEE &P AR B A fREF EXT BB R B BRI
- BET IREHELREEXNEERAER S MEENME MRFAEE

— i Sl
o BT HIT MIXED BEME binlog_format ROW E] STATEMENT M A2 LOAD DATA FROM
INFILE | S3 M1TA.

- {IETEXFEFEIT LOAD DATA FROM S3 Fl binlog_format %4 STATEMENT B , iE#RE|
Aurora MySQL binlog E£4&# binlog BIA gt E B R T B ERIHIRIE,

MySQL B IR RIS IEE S

- HHERIRAR 26654685 : SNERTRMEHBIETERM RS ID RHEH

« $ARRAROE 15831300 : kAR , ISEEH MR EM LNB/NERFHRDI R LB R EREE (Bl | %
FHER SMALLINT ERBARIRE LR BIGINT ERE) i, ARNESHELACER, B
£, EEEBRT , BELAEEH Y slave_type conversions fAIRES RFBBIEENEES |, FH
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14559
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14539
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2579
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2812
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2780
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2763
https://dev.mysql.com/doc/refman/5.6/en/integer-types.html
https://dev.mysql.com/doc/refman/5.6/en/integer-types.html
https://dev.mysql.com/doc/refman/5.6/en/replication-options-replica.html#sysvar_slave_type_conversions
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ALL_SIGNED, ALL_UNSIGNED WHEA— B MERBEUAIBELITR. NEEZFHMEF L F2
BUERSAERNEE BHEARERE , UREBERHA,

- $HERARER 17449901 : £/ foreign_key_checks=0 & , InnoDB A FFIAENZT S IBHI RN
TR, ERERKRT -, YEEFEERKRBARZENDBESB/BELRY, BIEEH
foreign_key_checks=0 , InnoDB JRIEMAILABS LR BA BB RMEN RS, ERENSSBR
Blz8l , REBBRINBESBHIR,

. $EERHRAE 20768847 : ALTER TABLE... %1% L& DROP INDEX #B4 , AN @A KERSY
2,

Aurora MySQL &R E5|ZE# 2020-03-05 (1.22.2 hR) (EEH)
MR : 1.22.2

Aurora MySQL 1.22.2 E£E#H. Aurora MySQL 1 * fixE& MySQL 5.6 ##% , Aurora MySQL 2.* ki
RIEE MySQL 5.7 # %,

LB BRATEETE 2023 F 2 A 28 HEAH. WEFMEENR , 55285 Amazon Aurora MySQL-
Compatible Edition 58 1 W #& R 4 an 8 B U

B B X #B# Aurora MySQL WA 2IE
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.*,

HEFARERATH Aurora MySQL I #EEE | 5% RDS A, AWS CLI 2 Amazon RDS API
EBEBIZRZA,

@ Note

T 5@ B s fEEFE AR : AWS GovCloud (B3R ) [us-gov-east-1],  AWS GovCloud
(ZBIPEEB) [us-gov-west-1]. FZMAAHEERK K SESTEM.

LA IEEARBAXE (LTS) kA&, WHEFMEEN , 5F2E (Amazon Aurora A E 15

) HH Aurora MySQL REIZEE (LTS) IrA,

WMREEEMEERERE , EBHEREN Support AWS EBHEE Sup AWS port. MFEFMER ,
=2 (Amazon Aurora fEAEIERE) PEVHERE Amazon Aurora ERIEE K.

HEEE
BELIEFEE :
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https://dev.mysql.com/doc/refman/5.6/en/replication-features-differing-tables.html#replication-features-attribute-promotion
https://dev.mysql.com/doc/refman/5.7/en/alter-table.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Versions.html#AuroraMySQL.Updates.LTS
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html

Amazon Aurora Aurora MySQL HRA i EE
- BERBHRNBERSHMABNBEE,

- BE-LEFSREASENEREREE FERTERRKEENRIE,

- f8IEE binlog_checksum B8R EAFENMER LNTREER , BEEEPENRBE,

- BEREBAFN—RAFBUEELEEMHBIER LEEWIGNREE,

- {&1E ANS| BEGFE IRt ERIT AN EE,

Aurora MySQL E R E5|ZE# 2019-12-23 (1.22.1 kR) (EZEHA)

A : 1.22.1

Aurora MySQL 1.22.1 E£E#H. Aurora MySQL 1 * fixE& MySQL 5.6 ##% , Aurora MySQL 2.* ki
RIEE MySQL 5.7 #%&,

MBI EBRATEETE 2023 2 A 28 HEAH. WEFMEENR , 5285 Amazon Aurora MySQL-
Compatible Edition 58 1 W& 3R 4 ap 8 H F 2 i o

B 821 Aurora MySQL MRAS 21
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

EEFARERAMN Aurora MySQL 7 #5 |, 55:E1B AWS Management Console, AWS CLI &
RDS API 1§ E 512 A, BRI LURIZEASE AW Aurora MySQL 1.* BRI EEEHKZE Aurora MySQL
1.22.1,

(® Note
IHARAS B 8IS E AR T AWS #[E : AWS GovCloud ( EBIREB ) [us-gov-east-1], AWS
GovCloud ( EE7ER ) [us-gov-west-1] , Bl ( EE) [CN-E:II: 1], BEXREE ( FE ) [ap-
east-1] MR ( BM ) [FR-me-south-1, FHZRATTEEAE , EEFTE M.

MREEEMBERER , EBHERERN Support AWS EBHE Sup AWS port, MEFFME
520 (Amazon Aurora fEF EI5R) FHVHEE Amazon Aurora BRIEE S,

(® Note

EREEENARERFCEE, MEFMENR , 528 (Amazon Aurora EREERE) FHH
#&% Aurora MySQL E ¥ EZ £ X ERARIEHERBR.
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://aws.amazon.com/support
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NEEE

BEIEIE -

- CSEERSIEERNEE , ERSRERREENTEFERNRK,

- CHECEATFERRKN DEMREENREN.

SEEIRFEILE

- Bf8IE Aurora BREEREERMEH FREFRETAZRERNEELRRRX,

Aurora MySQL &R E5|ZE# 2019-11-25 (1.22.0 kR) (EEHA)
WA : 1.22.0

Aurora MySQL 1.22.0 E£H# . Aurora MySQL 1 * hixE& MySQL 5.6 ##% , Aurora MySQL 2.* kR
AIEE MySQL 5.7 &,

WS ZMRATEETE 2023 £ 2 A 28 HEM., WMEFHMER , 5285 Amazon Aurora MySQL-
Compatible Edition 58 1 MxfE 3R 4 an B HA M 8.

B 821 Aurora MySQL MRASZ$E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

EEEARERAEMN Aurora MySQL B & & |, 7FE1B AWS Management Console, AWS CLI &
RDS API| #§TE I/, BAILLEEASE G Aurora MySQL 1.* EREHEEFHKRE Aurora MySQL
1.22.0,

@ Note

AR B eI A EAALLT AWS #[& : AWS GovCloud ( XBEIRE ) [us-gov-east-1] , AWS
GovCloud ( =EIF#F ) [us-gov-west-1] , Bl ( EE ) [CN-FIL -1] , EAEHE ( F#E ) [ap-
east-1] , HR ( B ) [FE-me-south-1] FIE@EM ( B{R#E ) [sa-east-1]. FXRATHFERA
i, 8BEZ1TEM.

MREEEMBERERE , EBHLERERN Support AWS EBHE Sup AWS port, MEFFMEN
520 (Amazon Aurora fEF EIER) FHVHEE Amazon Aurora BRI EE S,

HEEE 237


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html

Amazon Aurora Aurora MySQL R4~ figsE

® Note

ERERENAREFCEBE, MEFMEF , 7528 (Amazon Aurora EAERRE) HHF
#& Aurora MySQL EREZE SR X ERARIEHERXER.

WEIEHE
FIhgk -

« Aurora MySQL E25£REXEFHTEBIER r5.8xlarge. r5.16xlarge M r5.24xlarge,

* Binlog B#TVERINEE , B RIFFANRZE , IS ERXFEILE,

- RERXZWEHEERBFEEEA binlog , Aurora MySQL IREE — B HISERFEMBIEIRE. Eit
ERERERFERERNEESEMEBERNBEMRER. WINsEHIEERERBE binlog ER
HNERGHEE, WIEETERAER , EX4ERREBRTUAZN TEERMALL . BA
i, AR5 K/ >500MB KBk,

o EEMBIER LN E ANSIREAD COMMITTED (BB #Kk. IR BR A EMRBEIESR L
RIEBHFTHEN K MAZEEARTHLSERENEA, NEEZSFHEMEF , F2B Aurora
MySQL FEtER.

- 2HERNEREAFATIESFHENERNERENEXAERFER AWS BT : [BiF . BRI
(#EE e b E) [us-east-1]. EBIFRZP (BRZHEM) [us-east-2], EEFEEP (INFI#FEEILEL) [US-F
1], ZEESP (BRHEHA) [us-west-2], BUN (BEFEH) [eu-west-2 est -1], BUM (BUM-FaEB-1]. BUM (B
M-EEEB-BUM) B2R) [BUM-7AEB -3], BAEHE (RR) [AP-R4L -1], EKEE (B8) [AP-Rik -2], 2K
[EiF (¥ hN3K) [ap-Central-1], ZE K E I (F3Y) [ap-FRE-2], INE K (FEP) [ca-central-1], BUMN (EE =
f&)eu-central-1] M= K@i ( £ZE ) [#Y ap-south-1].

- BAFERIIFRAYERELHEKR , FTEEM Aurora BEREENRS ON. WU U EHRER
LEHAZXZFAERINER T RIERE TEERNERE,
- KRAEEHRERESR  SHEFTNEE  XESFTNEAKEERH.

BAEMSIE :

« CVE-2019-2922
« CVE-2019-2923
« CVE-2019-2924
« CVE-2019-2910
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Reference.html#AuroraMySQL.Reference.IsolationLevels
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Reference.html#AuroraMySQL.Reference.IsolationLevels
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2922
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2923
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2924
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2910

Amazon Aurora Aurora MySQL A&

SERIEFEIE

+ CVE-2019-2805
+ CVE-2019-2730
+ CVE-2019-2740
+ CVE-2018-3064
+ CVE-2018-3058
+ CVE-2017-3653
+ CVE-2017-3464
+ CVE-2017-3244
+ CVE-2016-5612
+ CVE-2016-5439
+ CVE-2016-0606
+ CVE-2015-4904
+ CVE-2015-4879
+ CVE-2015-4864
+ CVE-2015-4830
+ CVE-2015-4826
+ CVE-2015-2620
+ CVE-2015-0382
+ CVE-2015-0381
+ CVE-2014-6555
+ CVE-2014-4258
+ CVE-2014-4260
+ CVE-2014-2444
+ CVE-2014-2436
+ CVE-2013-5881
+ CVE-2014-0393
+ CVE-2013-5908
+ CVE-2013-5807
+ CVE-2013-3806
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2805
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2730
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2740
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3064
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3058
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3653
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3464
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3244
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5612
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5439
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0606
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4904
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4879
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4864
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4830
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4826
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-2620
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0382
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0381
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6555
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-4258
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-4260
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-2444
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-2436
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5881
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0393
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5908
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-5807
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3806

Amazon Aurora Aurora MySQL KR fi§EE
« CVE-2013-3811
« CVE-2013-3804
« CVE-2013-3807
« CVE-2013-2378
« CVE-2013-2375
« CVE-2013-1523
« CVE-2013-2381
« CVE-2012-5615
+ CVE-2014-6489

- SIE DDL ERTHHEFERNERFEEHAERE, ¥E%8 TRUNCATE TABLE BRI XRHT
AUTO_INCREMENT £§#% A, NREEEREEZER , MEZEH.

- ZIEDDL ERETHHPERERERFEEHNEE, REYZEERKRSEIT DROP TABLE &5
% G NMREBEEESREEGER , AIEZEN.

BEEBEMEBIE

- BEERBEHNTXZHEEREHFNELEFTRBNBE, IREFBEINELFAENNE , M H
OBt ERFINE TR | RIFERRE BARE AR A,

- BHEHFEINEX LNRERERR  SITENREMRETERE ERROR 1836 , EFELEE.

- ERERAIFARE Aurora B ASRHITER LBITH , Aurora B TERESREWTEHAD
IEEEER |, ESELEE.

- BEERENBEATEEHMTE , EXFRES Binlog TiRinH & X EEMREAIEE,

- BEEFRESIZERREEELIEANEE, EFRETEENRIHBE, LEAERDEE B
R EE X EAVRA.

« f8IEfE information_schema.replica_host_status ERIRFPEEF —HERNWBEE,
- BEFTERARSEERTHRECH , ERBENFHREESHABNRIHER.

- HEERAFIHEZEEIB max_connections Z2EERNEREREM,

- AR XEH DDL 1 LOAD FROM S3 &l , thERMRHTEBMNBEN.,

MySQL #BHREEREERS

o $EEA4RI% 16346241 - APRESTE ITEM_PARAM::QUERY_VAL_STR H & #
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3811
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3804
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3807
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2378
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2375
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-1523
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2381
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-5615
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6489

Amazon Aurora Aurora MySQL R4~ figsE

. $EES4RER 17733850 - NAME_CONST() 7 ITEM_NAME_CONST::ITEM_NAME_CONST() 8%
. $EES4REE 20989615 - INNODB AUTO_INCREMENT 7 448 [E H9 B MR
SHERMmSR 20181776 - TG B EBAF LN , TRHEXPARNEH
- $EER4RIR 27326796 - MYSQL H AR PARSOPARS.CC 11 INNODB B4 & BB &
$HERMmR 20590013 - MRBFE LN RG|EEE |, A EE#ITHRL DDL

Aurora MySQL &R ESIZEH 2019-11-25 (1.21.0 hR) (EEHA)

MRA - 1.21.0

Aurora MySQL 1.21.0 E£HE# . Aurora MySQL 1 * hixE2 MySQL 5.6 ##% , Aurora MySQL 2.* kR
AIEE MySQL 5.7 &,

B 8 B Aurora MySQL kA2 IE

1.14.*, 1.15.*, 1.16.%, 1.17.%, 1.18.*, 1.19.*, 1.20.*, 1.21.*, 1.22.*, 2.01.*, 2.02.*, 2.03.*, 2.04.*, 2.(
M 207 ZEFEARERAH Aurora MySQL By #£ 5 | 55%iB AWS Management Console,

AWS CLI 5 RDS API 85| ZRA, ERLURZKIREM Aurora MySQL 1.* EREREABRE

Aurora MySQL 1.21.0,

(® Note
LR B BT R E AR T AWS H#h[E AWS GovCloud ( EBI®REP ) [us-gov-east-1] , AWS
GovCloud ( XBIFEEB ) [us-gov-west-1] , Bl ( 2E ) [CN-FEIL -1] , TEAESE ( FE ) [ap-

east-1] , BUM ( HiEFBE ) [eu-north-1] *ﬂqﬂi ( B# ) [E-me-south-1], AR A 65 H
i, FE3TEM.

MREEFEMEERERE , EBHLERIERN Support AWS EBHE Sup AWS port, MEFFMEN
520 (Amazon Aurora fEF EI5R) FHVHEE Amazon Aurora ERIEE S,

(® Note

EREEENARERFCEE, MEFMENR , 528 (Amazon Aurora EREERE) FHH
#&% Aurora MySQL E ¥ EZ £ X ERARIEHERBR.
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https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html

Amazon Aurora Aurora MySQL R4~ figsE

NEEE

SIS IE -

« CVE-2018-0734
« CVE-2019-2534
« CVE-2018-2612
« CVE-2017-3599
« CVE-2018-2562
« CVE-2017-3329
« CVE-2018-2696
« CVE-2015-4737

SERIEFEIE

- MREFNEREANMEL64TB, A THERNSBEMREIESEL Aurora #1772 BR B8R
BRE , MERFEHE , BABRBAREURA

EEBTEMELE
- BEETHEE : EXEEAILEERE Aurora EASSHITERE 31T |, Aurora FBELESH 1T EEE
BAEWITER D ILERRS,

« BfZIE Aurora BEERHTER LN TIRE : ERARITERLEXRENRZRERER , AR
2T REBSITR S HEN T RAREERE.

- B, EEREEFRBREME R R , 28 aurora_disable_hash_join HWEFERFE.

- BERERENESREMEENBE  LRABEEHT Aurora BI/TERAXRE. £H "2XRRE
g1 NEFEZAR.

- CHEMZEBEDRMABNATEENCRETERENENREN. CAMEBRENEFEXHA
Ko

- EEEARNPEETI[EE : "ERKS ) AREREHFE,
- BIE T2 FTER LAV AREREHE  BXREREBZEMA |, U LT SLENEHRE,
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0734
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2534
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2612
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3599
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2562
https://nvd.nist.gov/vuln/detail/CVE-2017-3329
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2696
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4737

Amazon Aurora Aurora MySQL R4~ figsE
MySQL # RIS EES

+ Bug #19929406: HANDLE_FATAL_SIGNAL (SIG=11) IN_ MEMMOVE_SSSE3_BACK FROM
STRING::COPY

« Bug #17059925 : ¥/ UNION iR , RER#AEERIREHE, EXRT "HELBHRL KR
RNERE (FlI0 events_statements_current) B ROWS_EXAMINED M E A K.
« Bug #11827369 : —£: B4 SELECT ... FROM DUAL ERFEHNEHCIREER,

- SEERImER 16311231 : MIREMHE IN TAFIES FEH , MTEHNE WHERE THHFEE XOR &
5 AgEET EMIER.

Aurora MySQL &R E5|IZFE#H 2020-03-05 (1.20.1 kR) (EEHR)

R : 1.20.1

Aurora MySQL 1.20.1 E£HE# . Aurora MySQL 1 * hixE2 MySQL 5.6 ##% , Aurora MySQL 2.* kR
AIEE MySQL 5.7 &,

B 821 Aurora MySQL WRAS 21
1.14.*, 1.15.%, 1.16.*, 1.17.%, 1.18.*, 1.19.*, 1.20.*, 1.21.*, 1.22.*, 2.01.*, 2.02.*, 2.03.*, 2.04.*, 2.
M 2.07.*, EATLAE Aurora MySQL 1.* BRI ERIRBIER A Aurora MySQL 1.20.1,

EEFARERAM Aurora MySQL B # 5 | 55118 RDS £#4A., AWS CLI 2 Amazon RDS API
S TE B BB A,

(® Note

T 5 [E B el fEEME AR : AWS GovCloud (B3R ) [us-gov-east-1].  AWS GovCloud
(B ER) [us-gov-west-1]o FEZRATHERE K SBRTEM.

MREEEMBERERE , EBHLERIERN Support AWS EBHE Sup AWS port, MEFFMEN
a2 (Amazon Aurora fEEIERE) PR Amazon Aurora ERIEE S,

NEEE

SEEIRFELE

- BEBRRBBRBERSBERKMHEE,
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https://dev.mysql.com/doc/refman/5.6/en/union.html
https://dev.mysql.com/doc/refman/8.0/en/performance-schema-events-statements-current-table.html
https://dev.mysql.com/doc/refman/5.6/en/logical-operators.html#operator_xor
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html

Amazon Aurora Aurora MySQL R4~ figsE

- BIEERERBALTHABNEE  HeEEENTHEEHETERRERE,

EREREMELE
- EREEHITEMEMBEEIRASERAPRENRNZEENRBENRENER,

Aurora MySQL ¥ ES|ZE#H 2019-11-11 (1.20.0 fR) (EZEH)
hRAs : 1.20.0

Aurora MySQL 1.20.0 E£HE# . Aurora MySQL 1 * hixE& MySQL 5.6 ##% , Aurora MySQL 2.* kR
B2 MySQL 5.7 5.

B 8 B Aurora MySQL kA2 IE

1.14.*, 1.15.*, 1.16.*, 1.17.*, 1.18.*, 1.19.*, 1.20.*, 2.01.*, 2.02.*, 2.03.* #M 2.04.*, ZEMFEH
BEIRAM Aurora MySQL Z I # 5% |, 55118 AWS Management Console, AWS CLI 5 RDS API 1§
ESIZMA, S LURIENSIE A/ Aurora MySQL 1.* BRIEEE (&% 1.19.5) #4RZ Aurora MySQL
1.20.0,

(® Note

AR B el A EARALLT AWS #[& : AWS GovCloud ( EBIRE ) [us-gov-east-1] , AWS
GovCloud ( EBFEEB ) [us-gov-west-1] , FBI ( £E ) [CN-FEIL -1] , EXESE ( F# ) [ap-
east-1] , BUM ( BiESFHE ) [eu-north-1] AR ( B4 ) [F-me-south-1]o FZMRAATHEEA
K, @ESTEM.

MREEEMBERERE , EBHERERN Support AWS EBHE Sup AWS port, MEFFMEN
520 (Amazon Aurora fEF EI5R) FHVHEE Amazon Aurora ERIEE S,

(® Note

EREEENAREFCEE., NEFMEN , 28 (Amazon Aurora EAEERE) PHH
% Aurora MySQL BRI EEEHXEREHEMERXBR.
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https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html

Amazon Aurora Aurora MySQL R4~ figsE

NEEE

SIS IE -

« CVE-2018-0734
« CVE-2019-2534
« CVE-2018-2612
« CVE-2017-3599
« CVE-2018-2562
« CVE-2017-3329
« CVE-2018-2696
« CVE-2015-4737

SERIEFEIE

- MREFNEREANMEL64TB, A THERNSBEMREIESEL Aurora #1772 BR B8R
BRE , MERFEHE , BABRBAREURA

EEBTEMELE
- BEETHEE : EXEEAILEERE Aurora EASSHITERE 31T |, Aurora FBELESH 1T EEE
BAEWITER D ILERRS,

« BfZIE Aurora BEERHTER LN TIRE : ERARITERLEXRENRZRERER , AR
2T REBSITR S HEN T RAREERE.

- B, EEREEFRBREME R R , 28 aurora_disable_hash_join HWEFERFE.

- BERERENESREMEENBE  LRABEEHT Aurora BI/TERAXRE. £H "2XRRE
g1 NEFEZAR.

- CHEMZEBEDRMABNATEENCRETERENENREN. CAMEBRENEFEXHA
Ko

- EEEARNPEETI[EE : "ERKS ) AREREHFE,
- BIE T2 FTER LAV AREREHE  BXREREBZEMA |, U LT SLENEHRE,
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-0734
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2534
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2612
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3599
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2562
https://nvd.nist.gov/vuln/detail/CVE-2017-3329
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2696
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4737

Amazon Aurora Aurora MySQL hr A s 5E

MySQL # B RREERIE LR S

* Bug #19929406: HANDLE_FATAL_SIGNAL (SIG=11) IN __ MEMMOVE_SSSE3_BACK FROM
STRING::COPY

« Bug #17059925 : ¥/ UNION FRIR , RERB#THEERIREE. EXRT "HeeEHBER) BR
RERER (B0 events_statements_current) B ROWS_EXAMINED I E AR K,

« Bug #11827369 : —£: B4 SELECT ... FROM DUAL ERFEHNEHCIREER,

- SEERImER 16311231 : MIREMHE IN TAFIS FEH , MTEHNE WHERE THAHFEE XOR &
5 AgEET EMIER.

Aurora MySQL &R E5|IZFE#H 2020-03-05 (1.19.6 kR) (EEHH)

WA : 1.19.6

Aurora MySQL 1.19.6 E£HE# . Aurora MySQL 1 * hixE2 MySQL 5.6 ##% , Aurora MySQL 2.* kR
B2 MySQL 5.7 5.

WEIZBRATEEE 2023 F2 A 28 HEMH., MFEFMENR , F2B A Amazon Aurora MySQL-
Compatible Edition 55 1 i #& 3R 4 o B U7 108

B 81X M Aurora MySQL MRASE$E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* # 3.02.%,

A LA Aurora MySQL 1.* ERERIRERIZER A Aurora MySQL 1.19.6,
EEFABRERAR Aurora MySQL B F & |, %18 RDS £#A. AWS CLI 5% Amazon RDS API

EE S| ZERA,

@ Note

T 5 [E B s = AL MRAS : AWS GovCloud (EBIXR%F) [us-gov-east-1].  AWS GovCloud
(EBE P EP) [us-gov-west-1], FERAAMERAE  EBESTEM.

WMREEEMEERERE , EBHERIEMN Support AWS EBHEE Sup AWS port, MEFMER ,
=28 (Amazon Aurora fEFAEER) FVHE Amazon Aurora ERIEEE,
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https://dev.mysql.com/doc/refman/5.6/en/union.html
https://dev.mysql.com/doc/refman/8.0/en/performance-schema-events-statements-current-table.html
https://dev.mysql.com/doc/refman/5.6/en/logical-operators.html#operator_xor
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html

Amazon Aurora Aurora MySQL R4~ figsE
WEIHHE
SELIEFIEIE

- BIERRTWRRERSBEK M EE,

Aurora MySQL E ¥} E5|ZE#H 2019-09-19 (1.19.5 [R) (EER)
RRAS : 1.19.5

Aurora MySQL 1.19.5 E£HE# . Aurora MySQL 1 * hixE2 MySQL 5.6 ##% , Aurora MySQL 2.* kR
B2 MySQL 5.7 5.

WEIBARATEETE 2023 F£2 A 28 HEH, MEFHMENR , 5285 Amazon Aurora MySQL-
Compatible Edition 55 1 i #& 3R 4 on 3B BB 07 210

B 8 #B# Aurora MySQL kA 23E
1.19.5, 1.19.6, 1.22.*, 1.23.*, 2.04.*, 2.07.*, 2.08.*, 2.09.*, 2.10.*, 3.01.* 1 3.02.%,

BT LR RENERESEEAKE Aurora MySQL 1.19.5, &AL Aurora MySQL
1.14.*, 1.15*, 1.16.%, 1.17.*, 1.18.*, 1.19.1 1 1.19.2 R HRE R A Aurora MySQL 1.19.5,

EEZFEARERAN Aurora MySQL , &R LUEIR, =X RDS AP 15E 5| 2k Z4 AWS Management
Console , LU #H AWS CLIERIER LK.

MREEFEMEERERE , EBHLERIERN Support AWS EBHE Sup AWS port, MEFFMEN
520 (Amazon Aurora fEF EI5R) FMVHEE Amazon Aurora BRI EE S,

(® Note

BERRAS B BIE AT AWS thEFIRA © BUMN (W3 ) [eu-west-2] , ( EBIREZP ) [-1], AWS
GovCloud ( XBIFEEB ) [us-gov-east-1] , B AWS GovCloud ( ZE ) [CN-PE]t us-gov-
west -1] MR K[EIH ( FE ) [ap-east-1], FEMAAEFERE K SBE1TEM.

(® Note

EREEENAREFCEE., NEFMEF , 28 (Amazon Aurora EAEERE) PHH
% Aurora MySQL BRI EEEHXEREHEMERXBR.

HEEE 247


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.MySQL56.EOL.html
https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Updates.Patching.html

Amazon Aurora Aurora MySQL R4~ figsE

EIER

« 28I Aurora ERSRHTERB LM TIREE  EEASR[FTERLERENIZHRERER , A1
LPTREBRTXZHBENTRARZIER.

- SEETHEE : EXEBZAIEARE Aurora EASRHITER EHITH , Aurora BEESHITEE
BAEWTERDILEESE,

- BE, EEREEFRB I EIHE R 2R , B8 aurora_disable_hash_join WEFEE®E.
- BESEESXESREVEBNEE , LEAEEMRT Aurora Bi1TEBAXEEE.

- CHREEMBREANMEL 64 TiB MRERFKENENREN , 5EARE 160 GB ZHHERT
FERETK , THEREBE,

- CHEMEBEYEBARNATERNERRETERERENRE M.
- EETRTERAE , UE T2 3TER LESEEREMRAIEFNREBN IR EEE™M,
- EEEHRNPEETIIEE: ERAKSZ) ATREHEHFH,

MySQL #EhREERIEERS

« CVE-2018-2696
« CVE-2015-4737

+ Bug #19929406: HANDLE_FATAL_SIGNAL (SIG=11) IN__ MEMMOVE_SSSE3_BACK FROM
STRING::COPY

« Bug #17059925 : ¥4 UNION BRZ , RIEFEMFHERIIREE, EXRT "HEBEHER, BRR
XERKR (B0 events_statements_current) B9 ROWS_EXAMINED ##Y{E A K.

« Bug #11827369 : —4: B %5 SELECT ... FROM DUAL ERFEHNEHCIREEH,

- SHERMWIR 16311231 : MIREMAE IN FTATEESFEN , M FEMHXE WHERE THHEE XOR &
B RAEBGOTERHNER,

Aurora MySQL &R ES|IZE# 2019-06-05 (1.19.2 k) (EEH)

R : 1.19.2

Aurora MySQL 1.19.2 E£mE#H. FrEE MySQL 5.6 HARKE Aurora MySQL BRI E#E (BFE®R
RIBERMNEE) , HALEB 1.17.8, 1.19.0, 1.19.1 H 1.19.2 B3I, LA BETEE GEL4E) $BEN
ENEREARE Aurora MySQL 1.19.2, EEFEAEM , LAILFE Aurora MySQL 1.14.4, Aurora
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MySQL 1.15.1, Aurora MySQL 1.16, Aurora MySQL 1.17.8 5 Aurora MySQL 1.18 FEIFHERE
B, B LR AWS CLI 5 Amazon RDS API| It 18 € 5| B MR AS 2R 1T L 1R 4E,

NREBEEMEERERE , E BB REN Support AWS EEE Sup AWS port, MEFMER
7528 (Amazon Aurora fEAEER) FEIHE Amazon Aurora ERIEE S,

® Note

AR B 81 R E AR AWS GovCloud (EE] 7 EP) [us-gov-west-1], BN (HTESBE) [eu-
north-1], B (BE) [CN-F]t -1] MEKEHE (FE) [ap-east-1] FHbE, AWS FERATA
HERK K SE31TEM.

® Note

ERERENAREFCBE, MEFMEF , 728 (Amazon Aurora ERAERRE) HHF
#& Aurora MySQL EREZE SN X ERARIEHERXER.

NEEE

 {&1IE# Amazon S3 A E R ZE Aurora REEILKMEE,
« {EIE# Aurora EEE B E Amazon S3 BEER KM RBERE,
- BESEY "2, REBERTFEBENREE.

- EEEREERER N E S E B E RS BOER P L REE,
- BERESHERREEHERNEE,
 SIEERIBRFMFE L binlog ¥ = EBIH RERE,

Aurora MySQL & ¥ E5|ZE# 2019-05-09 (1.19.1 kR) (EZEA)
R - 1.19.1
Aurora MySQL 1.19.1 E£mE# H, FIEE MySQL 5.6 #HAKFT Aurora MySQL EREHEE (2FEH®

REBIZBFRWEE) , 5L 1.17.8, 1.19.0 F 1.19.1 B, L BHTIRE GEMXE) SRENERESE
EFHRE Aurora MySQL 1.19.1, EEFEAER , & BLFE Aurora MySQL 1.14.4, Aurora MySQL
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1.15.1, Aurora MySQL 1.16, Aurora MySQL 1.17.8 =% Aurora MySQL 1.18 HEV HEHEHEE, &
ATLAEF AWS CLI 5 Amazon RDS API 318 1€ 5| B AR AS 2R 1T L 1R 4E

NREBEEMEERERE , E BB REN Support AWS EEE Sup AWS port, MEFMER
7528 (Amazon Aurora fEAEER) FEIHE Amazon Aurora ERIEE S,

® Note

AR B 8l R E AR AWS GovCloud ( EBFEES ) [us-gov-west-1] M E ( k3= ) [CN-Jk -1]
WE, SFEREAATHRERR , 885 1TEM.

® Note

BEREEENAREFCEE, MEFMENA , 528 (Amazon Aurora EREERE) FHH
#% Aurora MySQL ERIEESEN X ERASIEHENER.

NEEE

« f&1E binlog BE P HIEEEE , AR AT REERELA binlog T/EE Z Aurora #1T{E R L B4 BE,
- BIETERERT ALTER TABLE o REHIEEER,
- EIEETHRBRBEADEEENEREBERP IEWEE,

Aurora MySQL &R E5|ZE# 2019-02-07 (1.19.0 k) (EEH)
MRZA : 1.19.0

Aurora MySQL 1.19.0 E£mE#H. FIEE MySQL 5.6 #HAKH Aurora MySQL ERIE#E (2
FERRBERNES), g0 1.17.8 3 1.19.0 B, B ETIEE GIXE) BRENEREES
F#%ZE Aurora MySQL 1.19.0, HEEFEAERR , &R LLFE Aurora MySQL 1.14.4, Aurora MySQL
1.15.1, Aurora MySQL 1.16, Aurora MySQL 1.17.8 5 Aurora MySQL 1.18.0 FENFHEREEE,
ZALAUERA AWS CLI 5 Amazon RDS API I35 5| AR AR ST BL IR 1E,

MREEEMEESRLEE , ALEBLFEREN Support AWS EEE Sup AWS port, MFEFHMER ,
728 (Amazon Aurora fEAEERE) FEVHEE Amazon Aurora EREESE
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® Note

AR B i R E AR AWS GovCloud ( EBFES ) [us-gov-west-1] M E ( k3= ) [CN-Jk -1]
WE, SFEREATHERR , 885 1TEM.

(® Note

BERERENAREFECLE, MEFMEN , 528 (Amazon Aurora fEFEIERE) HHF
& Aurora MySQL B EHEEN X ERAHEHERLER.

« Aurora FRAEERS - % Aurora MySQL 1.19.0 B%A , &R BL7E Amazon RDS F# 4 Lt %@
MySQL 5.6 # % Aurora lRAHIEE, MEFHMENR , 528 (Amazon Aurora FREER) #
fiEIB AWSKRE IS E Aurora MySQL 5| Z MR,

NEEE

« {§1E T 7E Aurora 87K L 1T CHECK TABLE & HBIMNBEMREE.

« BIATHMNEEFERAEEE aurora_disable_hash_join , LME SR,

- BETZERKRMEBGEHBEESHEENIGNEBEMERE,

- BETHRAMERGBEAMBENBAESEMERERERNEE,

- REEBTHRSXETERIEBEHESRE. £ 1.19 lRABBI ERRAE | t3GESE R,
- BtA binlog & , BRI EZEHIERSMERE. # 1.19 RABII ERRAR | tBERSER.
- BETRIEESHMEN Aurora B £ CPU FEAEHR RSN EE,

- BETHEEESHPERERNEEFTRBNHBIHRGEE,

- BETHEEESTHNBRFIREERE , SIOUE Aurora FITERNEENS.

- WETHEEESTHAIEHERRNBEY.

« R InnoDB ERIZIER RN KRS ERLEE , AIZEIF B HEST INSERT #B1F,

- {1E7T Fast DDL W8 E MR,

« BRIETE-ERIFEHETRENEEBNCIEENERE | UG Aurora WIBEM.
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- BETRENDRSIBZE  MAKEE foreign_key_checks BERED 0 REBENBEMR
.,

s BETRGEEEETEYREENMBESHEHAEY table_definition_cache WEFMEENRA
=,

- BETEHECERBTEIGEPNRBEMBE,

« fEIETH# query_time HH lock_time M slow_query_log sXE AN REREE,

- BETRAFIFTEREFREFBENTITEHAREMERE,

- BETRERSIBSH/HENFLTEABELRE,

- BETZERKREFBENFLTEABELRE,

MySQL #BHRIERIBERS

- SEERImER 32017 | RRNMRERREER , URBTHEE
- $AERHREE 63144 : CREATE TABLE IF NOT EXISTS A & Rl E A Bi%

Aurora MySQL BRI ESIZFE#H 2018-09-20 (1.18.0 kR) (EEH)
MRZAR : 1.18.0

Aurora MySQL 1.18.0 E£mE#H. FrEE MySQL 5.6 #HAKIE Aurora MySQL FTEHEE (2F
WIRBERVEELE) , S 2LL Aurora MySQL 1.18.0 BY ., BA BITEE GEXE) ISBE AN FITEH
BEFARZE Aurora MySQL 1.18.0, &R LATE Aurora MySQL 1.14.4, Aurora MySQL 1.15.1, Aurora
MySQL 1.16 2% Aurora MySQL 1.17.6. P2 W E R ETEE. STUER AWS CLI 2 Amazon
RDS API It 48 % 5| AR A< 1T LR 1E

Aurora MySQL 1.18.0 SRAABEBHERN , HUEXF | Aurora ERIEREEF WA B RS E KIS
o

/A Important

Aurora MySQL 1.18.0 EE AR Aurora FTEHEE. NREAIREHEN 5.6.10a F5 , 8
EENRAER 1.17.8, MREAKRFITEM 5.6.10a HE , RIEEMNRAERZ 1.18.0

WREBEMEERERE , EBHEREN Support AWS EBES Sup AWS port, MEFMER ,
=28 (Amazon Aurora fEFE1ER) FEVHE Amazon Aurora ERIEE £,
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L
IjJ Be

o WRASHHHBENERNVRRBEFHFITEAIE. Aurora MySQL FITEHR—ERELEFE, ©
UK EEERNBREEARES N - L A/mENEE LT, TN ITFEaFEERFREN
BRI, EWERTE , ARYEHLER SIS WHERE F2H join FRAFHERE, EREREE
M THEEWER (ERERE(CITFEMME " TH. ) & Aurora 7 BAREETHNS@EEHI. 27T F7
EH , BEETHSKMEREIINER SR Aurora MySQL B 5 (RIiRETR) FHE—EIR , ARE
BEHITRENERREE,

- BUATITERIIRER , Aurora MySQL 5| ZE B BHEEHMAEANUZR , MAFTENR TS RE
B2 SQL 8§,

MEFHMEA , F2E (Amazon Aurora EAEER) FMWEA Amazon Aurora MySQL HF1TE
#Ho
- OOM #if# . EEIhEGELERREER , LERENESEAHEANGKRER. —BEXRITRY

REEBEK  RERT - ERNBERSEERN THEHEER  EXFEENETINRERTRE
(OOM) , B GREREEHHE. 2 HTEBERSMAEAREEEIE , EHMBTERE
Bl EBIBEEIBRE A aurora_oom_response M TERSHBMAZKINEE, LHTEESHSFER—
BxsH , FRRABRNERIRHEE  EXLERTER , BT ERBNSEEELEHE, BRNEE
S¥E Tprinty . Ttuney . Tdeclines . Tkill_query, SLELBENEEHEE. EFERRTER
BYEAEE , SHREEATEMBME. FEE , LINsEMTEREER Tprint, tunes o ERAEH

Mprinty - RIINAEKRELERNES,

"tune) - AERTERRRE , LERBS EERERRK.

Tdeclines - —E#{TEBREERBTE , FEELFNEA,

Mkill_query, — IkECREERNERIEF#ALER , BT EBRLEESAERE. ERERTE
S (DDL) BT &# L,

Cprint, tunes — #1T Tprinty M Ttune. FMREYEFE,
"tune, decline, kill_query. — #1178 ¥ "tunes . Tdeclines & Tkill_querys FRiREIEIE,

MEFERE out-of-memory R FE b EE S HEREZNAEEEFA | 552/ Amazon Aurora MySQL F2
BERTEFRAEERYNEERTEBE,

Aurora MySQL &R E5|ZE# 2020-03-05 (1.17.9 hR) (EEH)

WA : 1.17.9
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Aurora MySQL 1.17.9 E£mE# H. Aurora MySQL 1 * hixE2 MySQL 5.6 ##% , Aurora MySQL 2.* kX
BIEE MySQL 5.7 %,

B 8121 Aurora MySQL MRAS21E
1.14.*, 1.15.*, 1.16.*, 1.17.%, 1.18.*, 1.19.*, 1.20.*, 1.21.*, 1.22.*, 2.01.*, 2.02.*, 2.03.*, 2.04.*, 2.(
M 2.07.*, EALAE Aurora MySQL 1.* ERERIRRIER A Aurora MySQL 1.17.9,

EEFARERZAR Aurora MySQL B £ 5 |, 551E1B RDS £ &, AWS CLI 8 Amazon RDS API
EESIZBRA,

® Note

T 5 [E B ar & FEAIARA : AWS GovCloud (EEI 3R ) [us-gov-east-1].  AWS GovCloud
(XBEIPEEB) [us-gov-west-1], FEZMATHREAE K EBESTEM.

MREEEABERER , 7 EBLEREMN Support AWS EBHUE Sup AWS port, IEFMEN ,
728 (Amazon Aurora fEFAEER) FEIHE Amazon Aurora ERIEE S,

NEEE
BELIEFELE :
- BIERRTWRRERSBEK M EE,

Aurora MySQL &R ESIZE# 2019-01-17 (1.17.8 k) (EEH)

MRZAK : 1.17.8

Aurora MySQL 1.17.8 E£mE#H. FrEE MySQL 5.6 HARKE Aurora MySQL BRI E#E (BfE®
REBEREE) , 2L Aurora MySQL 1.17.8 B3I, B BTIRE GEXLE) BRENENERESE
F#RZE Aurora MySQL 1.17.8, ZEEFEREM , B LLE L Aurora MySQL 1.14.4, 1.15.1, 1.16 &
1.17.7 T ERIEEE, S LUER AWS CLI 5 Amazon RDS API 35 7 51 MR A BT LR 4E,

Aurora MySQL 1.17.8 SRABREBEHER , EHERXTF | Aurora ERIER KR ATE SR B E R KIS
o
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® Note

AR B i R E AR AWS GovCloud ( EBFES ) [us-gov-west-1] M E ( k3= ) [CN-Jk -1]
WE, SFEREATHERR , 885 1TEM.

MREEEABBERER , 7 EBLEREMN Support AWS EBHUE Sup AWS port, IIEFMMEN ,
7528 (Amazon Aurora fEAEER) FEIHE Amazon Aurora ERIEEE,

NEEE

« {&I1E Aurora BAREEFHAENZE I CPU AR MEERE,
« f8I1FE SELECT &F A/ ERERFNEBERE,

MySQL #BRERBERS

 $RERHWIT 13418638 : CREATE TABLE IF NOT EXISTS H# & 8l 8 E K g%

Aurora MySQL & K E5|ZE# 2018-10-08 (1.17.7 kR) (EZEH)

A : 1.17.7

Aurora MySQL 1.17.7 E£mE# H, FIEE MySQL 5.6 #HAKFT Aurora MySQL EREHE (2FEH®R
REBIZBFRWEE) , A 2L Aurora MySQL 1.17.7 B, BOETIRE GE4E) SRENERERESE
FRZE Aurora MySQL 1.17.7, BEFRHEM , B LAEI Aurora MySQL 1.14.4, 1.15.1, 1.16 =
1.17.6 W EREESE, BLUEER AWS CLI 5 Amazon RDS API 338 & 5| AR AR E 1T L IR 1E,

Aurora MySQL 1.17.7 SRABEBHEN , FUENF |, Aurora BREEEPHN A A E MBS REFHE
Ao

(® Note

AR 7 B B A E AR AWS GovCloud ( EBIFEEB ) [us-gov-west-1] M E ( J63= ) [CN-Jk -1]
ME, FHREAHRERE , EE31TEM,

WREBEMEERERE , EBHEREN Support AWS EBES Sup AWS port, MEFMER ,
=28 (Amazon Aurora fEFE1ER) FEVHE Amazon Aurora ERIEE £,
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WEIHHE

« B4 InnoDB AREEZE innodb_buffer_pool_size NALFHETR , EEF TSN,
- BEREBEIBELER Aurora BEBEMRIE.

- BEIE TRUNCATE REXBRE AR DDL BRME , AMGE T BETAM,

- BEIE DDL REMEEK mysql.innodb_table_stats ERREFHBEMRIE,

- BSIET DDL BREREH MUK KR E AN Aurora EARBEMEBE,

- ESEEERETEHRHFRRIAME  CERFIRENMBRNEEHEBE,

MySQL #BHRIERIBERS

. $HERARER 16208542 : AR SIBERMERRSI MEBERKIEK,
« $AERHRER 76349 : add_derived_key() KIECIEEE R k.
- SHERHWER 16862316 : $TH D EIER K , EHS KRR S LA Index Merge MEETEFER.

- $HERIRIR 17588348 : HIMERD BN ERKRHTEME , HEMMEM index_merge Rt (F2
B3R5 SOt&RE(L) , TRREDBMMER.

Aurora MySQL &R E5|ZE#T 2018-09-06 (1.17.6 hR) (EEH)

WA : 1.17.6

Aurora MySQL 1.17.6 E£mE# H, FIEE MySQL 5.6 #HAKFT Aurora MySQL EREHE (2FE#®
REBBFRMNEE) , =L Aurora MySQL 1.17.6 B, B EHTIRE GE4E) SRANERERSE
FRZE Aurora MySQL 1.17.6. BEFHEM , B LA Aurora MySQL 1.14.4, 1.15.1, 1.16 =
1175 M ERESEE, B LUER AWS CLI 5 Amazon RDS API 3t 5 7 51 MR A R 1T LR E,

Aurora MySQL 1.17.6 SRABEBHEN , FUENF |, Aurora BREEEPHN A B MBS EFHE
o

@ Note

LhRZAS B B A E AR AWS GovCloud ( EBIFEEB ) [us-gov-west-1] FIHEE ( L3 ) [CN-Jk -1]
MWE, SFHREAERERAR , S8 1TEM.
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MREEEABBERER , 7EBLEEREMN Support AWS EBHUE Sup AWS port, IEFMEN ,
7528 (Amazon Aurora fEFAEER) FEIHE Amazon Aurora ERIEE S,

NEIEH

« {EIELLTRIRE : & Aurora Reader #1T SELECT &3 , T Aurora Writer EESE —&R R 1T
DDL #4EHRE , Aurora Reader W@ EMEIRE,

- BIELATRERAE : $HEFEAMB/RARESIZHNERERRK , B LMBRE DDL Bk ENBEMR
=,

- BIELATERE : & binlog EEMNERTEBE , 8 DDL FRIREF binlog TEENBEMBRE,

- EEBEABEHHFRHEENEBEMRERE,

« EIELLTREE  ERREBERR LB ERR Aurora Reader ZEEE ..

MySQL #EREERIEERS

-« $¥f ALTER TABLE BRAXE#H & HEE BINARY MNFERE , BTEERSEAERKEIEM
JERRIHIEIT. (SERRMRAR 67141, $RERMWAR 14735373, $HIRMMAR 69580, $HERMmR 17024290)

- —RERRNBSHATEER R CBNNBERE , TRERARF[ER. (FERWIK 16177639)

Aurora MySQL ZE ¥l E5|Z2E# 2018-08-14 (1.17.5 kR) (EZEH)

MRA : 1.17.5

Aurora MySQL 1.17.5 E£mE#H. FrEE MySQL 5.6 AR E Aurora MySQL BRI E#E (BFE®
REBEFERMNEE) , L Aurora MySQL 1.17.5 B3, O HTEE G4 E) BEENEREESE
FHRZE Aurora MySQL 1.17.5, BEFEHAEM , B LLEL Aurora MySQL 1.14.4, 1.15.1, 1.16 &
1174 EFTEREEE, BOLUER AWS CLI 5 Amazon RDS API i 5 7€ 5| B MR AS 3 1T Lt 12 4E

Aurora MySQL 1.17.5 ZRABEEHER , EHERXTF | Aurora ERIER SR ATE SR B E R KIS
o

(® Note

AR 7 B 5 A E AR AWS GovCloud ( EBIFEEB ) [us-gov-west-1] M E ( d63= ) [CN-Jk -1]
E, FHREAHERE , EE31TEM,
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NREBEEMEERERE , E BB REMN Support AWS EEE Sup AWS port, MEFMER
7528 (Amazon Aurora fEFAEER) FEIHE Amazon Aurora ERIEE S,

NEEE

« EIELATREE : £ "SEMIFEEME ) I8 Aurora BE % |, Aurora Writert] BE R EFTREED

Aurora MySQL &Rl E5|ZE#1 2018-08-07 (1.17.4 hR) (EEH)
RS : 1.17.4

Aurora MySQL 1.17.4 E£mE#H. FIEE MySQL 5.6 HHAKH Aurora MySQL ERIE#EE (BFER
RIBIZERNELE) , L Aurora MySQL 1.17.4 B3, RO BITEE CGEXE) BEENERNEES
FHRZE Aurora MySQL 1.17.4, EEFEHE , &AL Aurora MySQL 1.14.4, 1.15.1, 1.16 2
1173 WHEREHE, B LIER AWS CLI 5 Amazon RDS API I8 E 5| 2R A R 1T iR 16,

Aurora MySQL 1.17 4 SRABEBHENX | FUREXF , Aurora ERIEESE TN AEH MBS EKE
o

@ Note

RS B BT N E AR AWS GovCloud ( EEIFHER ) [us-gov-west-1] M E ( 4L3= ) [CN-1k -1]
WE, FZRATHERR , 885 1TER,

MREEEMABERERE , 7EBLEREMN Support AWS EHUE Sup AWS port, IEFMEN ,
=2 [ (Amazon Aurora fEF EIER) P IVHEE Amazon Aurora BRI EEE,

EEHHE

- ERUE
« TEH binlog FEHFBEEA LB D B ARE. LHERXERRA/RA,

- BEERHASREEMERRE. BRIRTERA 8xlarge B 16xlarge HITEBERIM AL IBERE. 1t
EAEITERTHBSRARERE K EIERAEELERERKRE.

- BIEAXAEHRINVIEIE,
- {&IE{FF ORDER BY LOWER(col_name) EFE utf8_bin MJeEEA T EHMNIERF 2 BE,

- {EIELATRRE : DDL BRIRS (X E R TRUNCATE TABLE) ¥ Aurora #78 E MJREE X IRE , BiE T2
EMHEXRER K,
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Amazon Aurora Aurora MySQL MR EE
- BERFZEHMHENHER , BARFERTFEBURENEE,
- AIMEATIINHMENERESH

 aurora_enable_zdr - Al FEFE Aurora #E7 £ B BHYEREE RN EF B RIS E A P AREE,

 aurora_enable_replica_log_compression - BESBMEE BT A , duEF B ITEEE
Aurora Bz BWWHEREREEAE,

 aurora_enable_repl_bin_log_filtering - RESHEHE X EH TIHEE L Aurora EARTRERE
RANE B,

Aurora MySQL & ¥ E5|ZE# 2018-06-05 (1.17.3 hR) (EEH)
WA :1.17.3

Aurora MySQL 1.17.3 E£mE#H. FrEE MySQL 5.6 AR E Aurora MySQL BRI E#EE (BFE®R

REBRWELE) , G Aurora MySQL 1.17.3 B, ZBAIRITIERE GEXE) BRENERERSEH
#&ZE Aurora MySQL 1.17.3, HEEFEREN , BRI LA7E Aurora MySQL 1.14.4, Aurora MySQL 1.15.1

=% Aurora MySQL 1.16 FE U FHHERERE, ELUERA AWS CLI 5 Amazon RDS API 5 E 5
BRRAREAT LR

Aurora MySQL 1.17.3 SRABREBHER , EHERXTF | Aurora ERIERE PTG SR B E R KIS
o

® Note

AR B 8i R E AR AWS GovCloud ( B ) [us-gov-west-1] R E ( L3R ) [CN-Jk -1]
WE, FAREAHRERE , EE31TEM,

MBEEEAREERLEE , 7EIBEFHREMN Support AWS EHUE Sup AWS port, MEFFMAER |
=28 (Amazon Aurora fEAEER) FHIHE Amazon Aurora ERIEE S,

NEEE

 f&IF Aurora Replica @B &k A B EERRENRBHBEE,

« {EIELATRERE : Aurora Writer T E &R MIBR MySQL TEPKER (MIBR "<session id>") BELARBAM
e BHERREFH

» f8IE Aurora Writer S ERBERER £SNRMEREFNRBAIBE.
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« {ZIELLTRERE : Aurora Writer {32 BFEARERNPIEHRE Aurora EXRNBREAPEHKE .
- EEEBEHEXRBEHIFEENEHIRINEZE |, BB LE SR RFE.

Aurora MySQL Z ¥l E5|ZE# 2018-04-27 (1.17.2 kR) (BEZEH)

MR : 1.17.2

Aurora MySQL 1.17.2 E£mE#H. FrEE MySQL 5.6 AR E Aurora MySQL BRI EZEE (BfE®

REBERERNESE) , HELL Aurora MySQL 1.17.2 B, BRI BTEE GEXE) BRENENEREH
#%ZE Aurora MySQL 1.17.2, ZEEFEHAENR , &I LAE Aurora MySQL 1.14.4, Aurora MySQL 1.15.1

=% Aurora MySQL 1.16 FE U FHHERERE, ELERA AWS CLI 5 Amazon RDS API 3635 € 5

BRRAREAT LR

Aurora MySQL 1.17.2 SRABEBHEN , FUEXF , Aurora ERIEESE TN AEH MBS EKE
o

MRGEEABRBERERE , A EBLEREN Support AWS EHUE Sup AWS port, TIEFMEN ,
=28 (Amazon Aurora fEFE1ER) FEVHE Amazon Aurora ERIEE £,

NEEE

- {SIE4%E DDL 2 EIR AR & R EFT B Y .

- EEEREIBFELE Aurora MySQL BN AL AWS Lambda B4 X E{F AR R E,
- BERBUAMEE , ZREESH Aurora EREHE

- BEEEHBBNEEEERABE,

Aurora MySQL & &l E5|ZE#1 2018-03-23 (1.17.1 k) (EEH)

MRAR : 1.17.1

Aurora MySQL 1.17.1 E£HE#H., FIEFHNERERS (ERRBERNESE) &2 2L Aurora
MySQL 1.17.1 B3I, B BTEE GEX4E) KREENEREZEEARE Aurora MySQL 1.17.1, &
A LATE Aurora MySQL 1.15.1, Aurora MySQL 1.16 % Aurora MySQL 1.17 RE I W ER EHTE
B8, ETBUEMA AWS CLI 2k Amazon RDS API 335 7 51 2 AR AR R E 1T BL IR 4E,

Aurora MySQL 1.17.1 sRABEBHER , FUEXF , Aurora ERIEBESE TN AEH MBS EKE
. WRAEMEERS EAN I EBBENRERERE,
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MREEEABBERER , 7EBLEEREMN Support AWS EBHUE Sup AWS port, IEFMEN ,
7528 (Amazon Aurora fEFAEER) FEIHE Amazon Aurora ERIEE S,

® Note

Aurora MySQL 5| MW RIRAE —EREE. AHKE 1.17.1 k& , SIBRANVERERER
IRARORFRAEDS 1.17, FHRE 1.17.1 R , &7 LLfE AWS Management ConsoleF EF &
BEHEEH Maintenance (¥E) ¥ , BN EREREHAMLK . EHERERA none , RG]
B2EAEE 1171,

NEHE

- BEZEMBRERRE  FAMR-EMCEREEREER | TREEARBEENRFRSIE , It
BREERERFELR,

- BEEMRELCIENEE , ZXBESHS A ENRELEERNRNERTE.

- BEEMRENCTIENEE , THEEEHERERNESIZENND  EMAEKE(LTERER
Eo

Aurora MySQL & & E5|ZE# 2018-03-13 (1.17 hx) (EEHA)
WA - 1.17

Aurora MySQL 1.17 E£mE#H. Aurora MySQL 1.x MR{EE MySQL 5.6 ##& , B MySQL 5.7 74
B, FIEHN 5.6 HAERERSE (BREERBERNEE) KELU Aurora 1.17 B, BRI BITERE
GEXE) SR EMNEREEEFRE Aurora 1.17, fETLUE Aurora 1.14.1, Aurora 1.15.1 = Aurora
1.16 FERIFHNEREFTEE, B LER AWS CLI 2 Amazon RDS API 315 7 5| AR 1T
lict=-L =

Aurora 1.17 A EBHEN , FHERXP |, Aurora EREZEETHMESTHHSERSHE, RMAX
EESEREEEHEE  UREEEZAER K TEESHEFTHISAFPRKIEEER, MEFMEENR ,
a2 (Amazon Aurora fEF EIERE) PIVHEE Amazon Aurora ERIEE S,

MREEEABBERERE , WEBLEEREN Support AWS EEE Sup AWS port,

HEEE 261


https://aws.amazon.com/support
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_UpgradeDBInstance.Maintenance.html
https://aws.amazon.com/support

Amazon Aurora Aurora MySQL R4~ figsE

FEREBER

FEHEEEMH (Z0P) WREAREELZAER  HEERESI REMERTHEFAFRERER. W
% ZDP WFHMIEA |, 52 E (Amazon Aurora EREIEFE) FHEATEEIEH,

I RE

* Aurora MySQL REZEHERME , ERDETHHEEEEANCRRBEABRRE(L. B 117 R
FRE , TR A EERER BT R EE e,

KEIEE

« BEUTEE : TEBLEEROEBONHITERL  BIEERNERE , E—&%0HTEEH 100%
CPU A,

« RFARE Aurora ERIEN = E (L B FHHY AL,

« {8IE Aurora BASHEKERRMAENBTARA LR FLERE I BEE,

- SERMEFEEELE Aurora B EIEFIBITH EE,

- BEEEHEEERAPERIBERMEB N HEF R

- BEUTHEE : EKBEESEDEINRZHITHERRRK , SEIGIZEHE.

- BETEARBARKBFNEE,

- BEREBEE K EREESIEMBREMBENEE,

MySQL $ERIEERS

. EEAEEENES , Bl LAST_INSERT_ID €4 EHHER (SE55/R% 69861)

- EHFKBEREEE INDEX_ MERGE FRE , MEETRZR (AW 16862316)

- EHRERFREVDTERENEREHITEHTE (SRR 16346367)

« INNODB FTS : # FTS_CACHE_APPEND_DELETED_DOC_IDS &% (#:8/m5% 18079671)

« 7£ ALTER TABLE CHANGE COLUMN &% RBT_EMPTY(INDEX_CACHE->WORDS) ($#5:R#m %
17536995)

- BRFEFHE , INNODB £ SR T RIS (8F:RMm5% 70333, #HRMWI% 17458835)
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Aurora MySQL &R ES|ZEF 2017-12-11 (1.16 hR) (EEHA)

MRA : 1.16

Aurora MySQL 1.16 E£H#H. FMMIEFNEREEE (BERRBERNESE) S Aurora 1.16
B, BUETEE GXE) BRENEREZEARE Aurora 1.16, ZAILLFE Aurora 1.14.1
Aurora 1.15.1 PRV N EREHTEE. BTLAERA AWS CLI 2 Amazon RDS API 5 E 5| Z /R
AR IT IR AE

Aurora 1.16 SEAHEESMHER , FHERXP |, Aurora BRI EZETHNAEHEHESRERSH. R
AEEHEBEHEE  UREELZAERR K TEESHEFTHISAFPRKIERER, MEFMEENR ,
i=2E (Amazon Aurora fEFEER) FEVHE Amazon Aurora ERIEE £,

MREEEABERERE , WEBLEEREN Support AWS EES Sup AWS port,
TS HEF RIS

EEHEBEMH (Z0P) WREUREEEZAER  HEERESIZEEHERTESAFRERER. W
% ZDP WEFEHMEF , 72 Eﬂ <<Amazon Aurora fEF E1Em) THEAFEEIER,

HT I RE

« Aurora MySQL BREXEEBE AWS Lambda £ERAE LM, lambda_sync() B tiRHEERE
4B lambda_async() , IR IERL Lambda FIUWREEFRERF. NEFHER , FS Eﬂ
{Amazon Aurora A& IERE) FHKE Aurora MySQL BRI EHEEF A Lambda EE,

« Aurora MySQL R X B ZMETNEE , AIMREFBENERBIEZE. Aurora E’Jﬁizliﬁ'iﬂaifiﬂﬁ%“
BEVRECAMEHRETIENGHE | S EEHFEREFIEALLIIEE, WEFMER ,
B {Amazon Aurora fE A EIERE) PR FERMEBGESIENAE Aurora MySQL BifEE#.

* Aurora MySQL R EHRHEHANEEEE , TARRALEEAREEANEREE, LIS A
BHRRE , RABHRTERE, RoITBFERRC|ISEERHIMEE.

nlh

NEHE

- BIELTHEE  EX2iK ERHRNERRMTEBERR , EHEREFSER,

« BIELTEE : E®EBKE FULLTEXT REINMEREESE LEFTRBREAREK , EREES LAY
B

« EIELNTREE . BEZHMNBFR , TNV BFEHELE LOST_EVENTS =4,
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Amazon Aurora Aurora MySQL hr A s 5E
- BIEMERZBHEMAR  FERNBEERE,
- BEFRAEFERKRNFEHTRESRBIERVBE,

MySQL $HFRIEEES

4=
PARYY

Aurora MySQL R E5|ZE# 2017-11-20 (1.15.1 kR) (BEZEH)

MRA : 1.15.1

Aurora MySQL 1.15.1 E£H#H., MMIEFNERERSE (BERRRBERNESE) 5L Aurora
1.15.1 B3, AETIEE GEXE) BRENEREREHRE Aurora 1.15.1, BRI LATE Aurora 1.14.1
hEVHNERESTEE. STLER AWS CLI 5t Amazon RDS API 35 E 51 Z AR 1T IR
(=

Aurora 1.15.1 IS EEHER , FHERXD |, Aurora BERERETHNAESEHSERSH. R
BASEHEBEESHER  UREELAER  EEESHEBEFDHISAFRETEER. NEHASE
# , 552 (Amazon Aurora fEREIER) HRIHERE Amazon Aurora ERIEE S,

MRGEEABRBRRERE , A EBEEREN Support AWS EHUE Sup AWS port, IIEFMAEN ,
=2 (Amazon Aurora fEF EIERE) PEVHEE Amazon Aurora ERIEE S,

FTIEHEREH

TEHMEFREEME (ZDP) Thee AREELZAER  SEEEESIZEHIEXEDHITAPIREEER, W
E ZDP WEHAER , 32 (Amazon Aurora EAEIER) THERAESE#E4E,

NEEE

- BERIFEINFERE  AEEEREFRTRENEE  ZHESERRERTELEERTESRE
MERER , EREBEERRRINE.

- EESEMITHEBERESRREL Aurora MySQL FFFEAE R BEE. EEBESER AIBEEHCHE
BEMBEERIERMITR , BRARMEER,

- BERBEYKE (KR 5TB) LEHBIREANEEEBE,
- BERBENATHRERD , EXFRTHEEIITHETBTEEMAREE,
- BEBMAIEEHYE , EX Semaphore RIEBEHFNERKEERRE.
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Amazon Aurora Aurora MySQL hr A s 5E
- EFRET3EETE Aurora MySQL 1.15 Y MySQL $ERRIEIE :
- MySQL #{TERIEE "RIE SYNC £5|, (EERHRE 73816)

- 7£ ALTER TABLE CHANGE COLUMN # &4 RBT_EMPTY(INDEX_CACHE->WORDS) (§&21R
%% 17536995)

- WRFEFEE , InnoDB £ XS KT EIFE& (FEE24R5E 70333)

MySQL RIS IEEE

=
ANNY

Aurora MySQL E ¥ E5|ZE# 2017-10-24 (1.15 hx) (EEHA)

WA : 1.15

Aurora MySQL 1.15 E£H# L. FIEFMNEREESE (BEERBERNESR) =L Aurora 1.15
B, BUEMERE GEXE) BRENEREZEHARE Aurora 1.15, B ATBAE Aurora 1.14.1 HZE
MEFHNEREHTEE, ELER AWS CLI 5 Amazon RDS API 18 E 5| 2 MR AN SR #1T L IR 1,

Aurora 1.15 IRABEBS@HER , EUHERXD | Aurora BERIEEETNMEHRH SR FESH, FH
B, ERESEENAE  RLESKE 20 2 30 WNEHERE 2R UTUEBECHERNEREDR
BE, MRENEREHEEEBHIT Aurora 1.14 = Aurora 1.14.1 , Aurora MySQL FH BE RS
#WIhee , HEFAUEAFHE Aurora MySQL = E#HTEBNERBRBEEARGE , RENITIEESR
M Eo

WREEEMEAERERE , EBHEREMN Support AWS EBEE Sup AWS port. MFEFMER
=2 (Amazon Aurora fEAEIERE) PR Amazon Aurora ERIEE S,

SRS

EEMBHIEH (Z0P) DEUBEEEAEY  HEERESIEEREETHSAFRERER. 1
% ZDP WEHMEET , HBM (Amazon Aurora ERE M) RHEATERER.

H B

- AL REIBELREN - FRIRSIREFLRI (AKP) B EFERF LRI REPHZRS
2, FURFFRIESIBPEANEE. AKP NEEFEARM , RPMEATERREARARER
RENREIBiE , EhBRAERRNRSIEASEER ML, I  MAZHERR (MRR) R HEH
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B, EFURERSIEFHETERS| , REER AKP, REEREMNRS|IRER , HoBERT ,
CIERERBINEB N HTEB TR W LAER AKP, MFEFMESA , 5F2E (Amazon Aurora 1 %?a
) PREMFES REIEFELBEIMZENY Aurora IR RSN BHEE A,

- tRIE DDL - M EA Aurora v1.13 HEHMIHEEBER ZE S B ARENRE, BEER , THREMR
REBEERE , WFEATA Nul WEREIFIEEERRER , Y& DDL HALEA. tLIsEPER
Aurora BEREEN, MEFHMEA , 5528 (Amazon Aurora R EIEE) FHFEARIE DDL F
X Amazon Aurora FHIERIR.

NEEE

-« {IEZHI7E WITHIN/CONTAINS ZREH SR T FHRESHFTERER.

« f&1FE SHOW VARIABLE % , REZSEEHEM innodb_buffer_pool_size ZHEFMEE , FH
TEFMENSEE.

- FEMMEZRSITIEEAR  EEMANGHAEEMNE —EEH , AIERER/ALURIE DDL BEX
MERREBE , TEFTEBNBELCEBSUE.

- EAEERM server_audit_events ERIERESHERERS default K |, Aurora HIEBEM BB XK

« EIELLTREE : 85 Aurora T E#H1TER E#1TH ALTER TABLE B , EREFZF TENEEE
£3 Aurora EXREFRB 2RI EES,

- 58T, BIEXEHTERCEMEHKRE  RRMNEAFEM Aurora BXR |, MSEEFTEHNTER
R R R, BUAREREM

- BEFHEEBABE  ARERCIHMEAXELTERREES DML RiXX , XKEXBEHTERBEKX
HERKR LR RSIHBRMEE.

« {&1F InnoDB F## & ¥l7E ALTER TABLE RENAME &N A~ —t , Bt NEBEM., 24
BRI t1(c1, c2) ML EMBM ALTER BRIAXH , UMBERAXEH TR A t1(c2,c3).

« £ Aurora EXREERATNIHEESE  BEXEHTERLECENERT , Aurora EARNRBEME
BuE,

« Aurora EXRBAEHEENRYHEETHTH K FEELZERATEHTEBEHNEMN DDL F |
EHBERT , Aurora EXN A S B RS,

- EREMMEBL TERER , SABRIENERHEEERNK , BRIE DDL ERANERT |, £
EYTEENRELCERE.

- BREHBERE , TTHHBEGEN DR  BUEIERANBATFERYE , TEHTERLE
BRETHE R RRE M.

- BEHREMRNXZEEXRENENHRERRIES  BUHAEREML,
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« f8IE Aurora BABRK , NENEREHTERBEEZTHABEER , AMRELRKEF S HEM 3306 EiZ
BV IRER.

« $F¥E4E information_schema & #I3 (innodb_trx, innodb_lock, innodb_lock_waits) L#1THY
SELECT &7 , S E2EMEEFTBEMNBRFHRMG

MySQL $EERIEERE

- CREATE USER #Z/\MMEX R ZHMZE , (B RETHHE (HHRI\% 78033)

. DEIS|IZEBUFIEEFERNU THE , LEEBEIRSIHFNIEEH, EEHERTEZES AN
TEENBL. TEAAEDZBAEIEE read_set , EHEF read_set FERENFZERAL , L
{EIEIETREEER, #7138 DBUG_ASSERT , —B#1T key_cmp , BIZ DX AEEE —E#M{L (FERmIR
16367691)o

- MySQL #1TEEEHEIE "8/E SYNC & 35|, (§5554R5% 73816)

« 1£ ALTER TABLE CHANGE COLUMN &% RBT_EMPTY(INDEX_CACHE->WORDS) (%iﬁnﬁ%
17536995)

- BRFEFHE , InnoDB £ XS KT HFCEK (8F-RMm5% 70333)

Aurora MySQL BB ESIZEH : 2018-03-13 (1.14.4 kR) (BEH)

MRA - 1.14.4

Aurora MySQL 1.14.4 E£HE#H, BELUER AWS CLI = Amazon RDS API I8 E 5| A |, 7
Aurora 1.14.4 FEVHNERERE, SUETRE GEXE) SRENW 1. 4x RENEZEEARE
Aurorav1.14.4,

Aurora 1.14.4 IFABEEBHER , EHERXD |, Aurora BEREZRETHNFESBHSERSH. R
TEECHRISEEHEE  UREEZIEER K EERASHEFDHEISHAFRETER. WEFMAE
# , 552 (Amazon Aurora fERAEIER) B RIHERE Amazon Aurora ERIEE S,

NREEEMEERERE , EBHEREMN Support AWS EEE Sup AWS port, MEFMER ,
728 (Amazon Aurora fEFAEER) FEIHE Amazon Aurora ERIEE S,

FEHREREH

EEHEIFREIEHE (ZDP) EE A REELAER  SEGEEZESIZBEHEEEZPHISAFRERER. W
E ZDP WIEHAEA , 5528 (Amazon Aurora R ERER) PHNEASEEIEH,
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Amazon Aurora Aurora MySQL R4~ figsE
o
¥ﬁ IjJ Ae

« Aurora MySQL R & db.r4 B{TERER,

NEEE

s BEBAKRB MMV BFEHRESE LOST_EVENTS HRERE,

MySQL $ERRIEEEE

- ARABNEHLEEERABRKBAE (EERHER 74683)
« NEW->OLD E& %8 "GTID_MODE > 0, ($5584m%% 20436436)

Aurora MySQL E R ES|ZEH : 2017-09-22 (1.14.1 kR) (BEZEH)

A : 1.14.1

Aurora MySQL 1.14.1 E£H# L., FIEFNERNEZESE (ZEERBERNESE) S Aurora
MySQL v1.14.1 23, HEM Aurora MySQL EREFRE L EEFIHRE Aurora MySQL 1.14.1, 0
EHMER |, B2 AWS FHEASRIEMEM LWL S - 8 Amazon Aurora B RS F AR BERR IE R

E

Aurora MySQL 1.14.1 SRABKEMEN , FEXF |, Aurora MySQL ERIEZE ST EEHEHE
BEREHE, EFEF , ENEFTEENMRE , HILESKE 20 3 30 WNEHER BB UEES
RAEREEERESE, IRENEREZEBHT 1.13 IRBEHRZA , Bl Aurora MySQL FHIEE
BESEEMThaE , RFUHEAF KT Aurora MySQL FEHTHEENEFFBEEAKNE , KEMN
ITEEHEME,

MREFEABEREE , WEBLBRIEMN Support AWS EEE Sup AWS port,
WEEA

« EIERRIEAKRBREBIBE R R R |, tERE DDL Zh8E (fREE Aurora MySQL BEERNF) K8
EtE,
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Aurora MySQL EHES|ZEH : 2017-08-07 (1.14 hR) (EEH)

MRS : 1.14

Aurora MySQL 1.14 E2H#H, MMEFTNERNEESE (BERRBERNELE) S L Aurora
MySQL v1.14 3, HEH Aurora MySQL EREEE L 2R F|FRZE Aurora MySQL 1.14, JARE
hR Aurora MySQL B REE 5 1TEH.

Aurora MySQL 1.14 ZRABSEEMER , FUENA |, Aurora ERERETHMABRHSEEE
., BFE  ENESEENRE , ALESEE 20 2 30 WHEHRER , <8R MREERER
EEERES. RENERNERLBERHITHMARZ 1.13 ix , Aurora N EEFHFEEHIIRETRE
MIEEH , AFAFPRERZLEN Aurora TEHTER , UHEREAHBBER.

MREEEABERERE , WEBLEREN Support AWS EEE Sup AWS port,
EEHERBEHH

EEHEFEEH (ZDP) IR AREEZLZAER  HEERESIBBHEXPHFHPIRERER, W
E ZDP WIEHAER , 528 (Amazon Aurora R EER) PHNEHASE#IEHE,

NEEE

« BIELTEE  RERSITARLE  BXBRSIRBEKMERET "HTRRH, HR.

- BEREBIBSAEXRELRER 32 BEEF , BhRXNES (1.12 RATHEIIEE) BREAMERNREN
BE. FEAREABLOB ENERT , A AIRERELLREE,

- BEERRZERIEFTHRE BT —HMmEKNREEBE.

« {BIELATEE : Aurora EXABBERTENTEERNELRNBLRER , IRZEZOE. WRAEHE
BHEERHTERBEFERERENZDARNE , BRI Aurora EXEEHRMEB,

- BESEYTHERTAERENETERNE  EXERERINSEBENPEEREE (MDL) , FIREH
ALTER TABLE Z2¥EHI@+ , BAAIRERE L RGRE,

- SESITRE/ FITELEINE | Aurora EHERNEANEBEMHRE,
- IMES N KE LOAD FROM S3 #1E .
1. RTEBENESH 2 , £ SDK EXEZ S EE Amazon S3 REFEERR,
2. MREIREEEAAFRREZSR  BBABAERIAEERFHREER KL,
« 81IET%| ALTER TABLE #{EfP1RiE DDL MBEMME
1. ALTER TABLE BRiR=XEH&%{E ADD COLUMN &% , BERBBBAIELUER R FHES,
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Amazon Aurora Aurora MySQL #RAfiiEE
2. FRITEFMERRERBFSE | URRABRKERREINNEEEERFS K MEMEE —EZK
IEF T (/0)o
3. 17 B R ER D R
4. ERRNERSIBRET—

- BIEREMRERE , 7FE) Aurora EXARBAZKE  ERE&NES (FTS) Ro|RIEETEHTERA
REIRIMA—HEF , MEKNTRBRERR,. REENTERLLERSLOINFE FTS REIEB
RBEEWE , RURREERBE.

- BIERSIEMHBTREENRELREE,

- MERRETEMSEERNCEREABLEABNENER K EEERNTHARELCERTE
(OOM) FaBH KR

« BEIE Aurora AT E /i 5F ANALYZE TABLE WRERE, EEMEE S EH#,
- BEALENEERCENREFRY K FEFZEENREE  HOTENEBEMNBEEREEBIELE.,

MySQL $ERRIEEEE

- 2XEBERESITENERRK (FROM FTARHN FER) , EBRRSEER. BE , URRREREBITE
NERRITENEE , ARFSELEHRIALE  BERRELYHERIINERNKREXENES
(S2E84R5E 68751, $EES/REE 16539903)

Aurora MySQL BRI E5|IZE 5 : 2017-05-15 (1.13 [R) (EEH)

MRA : 1.13

(® Note

VIMEERAHE B | BAFTE Aurora MySQL 1.13 B s BUB #73hAE SELECT INTO OUTFILE S3
WEHHRAREASR , URREEEE,

Aurora MySQL 1.13 E£H# L. FIEFMNEREES (BERERBERNESR) L Aurora
MySQL 1.13 B, B HTEE G4 E) KAENEREREHKRE Aurora MySQL 1.13, Aurora
113 FRAEESEHEEN |, EHEXD |, Aurora EREEETHFEST R SEREH. RABMASE

KESRSHEE  UREEZIARR  ERESHEFIESAFRERER. WEFHAENR , F28
{Amazon Aurora E & ERE) PHVHEE Amazon Aurora ERIEE K,
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FEREBER

TEMEBIEHE (Z0P) DENBEELARE | HEERES BEBERT AP RESRS, 1
E ZDP WIEFMEF |, 52 (Amazon Aurora fEAEIER) TWERAZSE#EHE,
HTIhEE :

« SELECT INTO OUTFILE S3 — Aurora MySQL B A ZEZ S EHFE R LEZE Amazon S3 f#7irEE
FH—HZEER, MEHMEENR , 528 (Amazon Aurora A EERE) PHEHEE Amazon
Aurora MySQL BRI EZENERFHEFZE Amazon S3 REFFBTHNFER.

EIE R

- BESIZREEMN CSV KA AFEBEE , UAEREHEBER, B
£ , general_log_backup. general_log, slow_log_backup # slow_log ERIREEFR
EEFBEB < ERTEE.

- EEEREAR test WEREEB XMHNEE,
- ZREREAERNHEEER , AEHEEEEX CBEREE RERNBEML,
- BREBENREZHTHENERES , B AEHEEEEANRBES.

- ENMRAFESERDE , U EEESHIERATFEHNERT , BN ERERERLEN IR
B, 1.10 RELEREENIE, ELWEHRE SERARBRENERE Aurora BEXNEETE
RE , iERE R BRI A FEMAEEE Aurora BARRBEM

- {&1E autocommit=OFF B HBEEHEHE , URREBAXZEARSENHERETHBBEBURES
F':ﬁiEEIEo

- BE—fi%, BKEEREHAFEILHFATERREZEHNWEE,

- SBETELEE (LRA) A MEEIR A ZE 2.5 %, AHEBFEXE B ERRERNPEEEEE
% | EREERERNMER,

- MESHURTUE  FRREYTUIFTLXENZMH,

« f&1E Aurora MySQL 1.11 iR¥EHAEERINEE , XThEE T RE B EREEH
SQL_CALC_FOUND_ROWS i#1E K il FOUND_ROWS() ERE R |, EE R ERIER,

- BERBERNEEFERNERFERNNEBEMLBEE.

« WETE sql_mode 585 PAD_CHAR_TO_FULL_LENGTH , BAR#1{T SHOW FUNCTION STATUS
WHERE Db='string' T RHNEBEM.

- BEATZERER : WRE-BMERERR , B Aurora IRAFHRE |, ITERELER.

EEEISEIEHE :
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« {&1E Aurora MySQL 1.12 HIRAIKEERIRE , RENEREHEE REERRE |, Aurora B ABSAIRKEE
K.

« & Aurora BASRRATEMN AR ITHE , BEREEIT 16,000 ERFIZLENRBEEBE.

* Aurora TEHITERHIT DDOL | EREESFETHEERHEHHEIHE  EMAEER
Aurora EAREHEE , KERBERECESBELE.

MySQL RS IEES

2721 InnoDB BRI K , FHEEFH ALTER TABLE BRIAR &K auto_increment B9{E , BENfE R %8
HERRINAR, (S5324R5E 69882)
e MATCH() ... AGAINST E#E A RFHRMA AGAINST() 5|8 , TTAERE InnoDB ERIE L&
XESR|FTREHRFEHER. (FERER 17640261)
- Z## ORDER BY & LIMIT ;Z1EE¥E SQL_CALC_FOUND ROWS , ATAEEE 3
FOUND_ROWS() BRI FIEEHNFER, (S5ER4R5E 68458, $EER4REE 16383173)

- EEENEESIE  ALTER TABLE AKX T AFEFERE T A Null 451, (BERMRIE 77591)

Aurora MySQL BRI E5|IZE 5 : 2017-04-05 (1.12 hR) (EEHA)

MRAR : 1.12
FEBUFNENEES (IREMRBERNELE) , BEFEA Aurora MySQL 1.12 ko

RRTEREEAREEEE., ERATHK 1.1 RV EEMESHRERR (538 Aurora 1.11 A&
AERMEBENRENS), EUNEERSESREEEHRE 1.12 iR, Aurora 1.12 IKAREBHIE
X, EERXD , Aurora EREESEPNFEH T SERSH, WEFHEENR , F528 (Amazon
Aurora fEFE#8R) FH#E Amazon Aurora ERIEE X,

# IR

« Fast DDL — Aurora MySQL 3R 1E8E B &L F BN B ib #1417 ALTER TABLE tbl_name ADD COLUMN
col_name column_definition #&4F, REFFTEERERKRNAER , BHHAM DML FREXZHE
BEEYE, HRUBRETSEAERENRMENEERTE e/ EFTEREN LN AR
BERK , DDL RRRNABRER ., E DDL BRifEXBEERRERTIWRETANRE , E7A Null
MWERM. BEl, Aurora EREEXBEAMEAEENGE, WEFMEN , 5528 (Amazon Aurora
FEAEER) PHYFEHAYIE DDL & Amazon Aurora FHIE R,
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BRI EAAREE — RGN EEE S SHOW VOLUME STATUS |, MR8 RELRE & &7 2 A i
E’J%ﬁ(go MEFHMER , 5528 (Amazon Aurora ER &) I#‘El’]ﬁﬁx‘r\ Aurora MySQL & ¥} E#
SRR EAEE,

KEIEE

- BEREEREYENEE  NE- SRV BAHEYH RENCEREE, KAEEATRERE
BXHEA,

« #§1E trx_active_transactions 15REIEE E R E R & K& REER A B RE,

- BEEERUTRED KRR  BEHT I ABRMEENERERAL

- BEHEEERAPAEAHRF R ETENZHBE,

- BEEHSRENCIEPERRFESVHBEE.

- BEERFETFHHNTARERRFRDE , Aurora EHERERTHRENBEMERIE,

- BEHBEREFZEIB wait_timeout SEFTRE Z BRI REE,

« BESTEBEHBEME , query_cache_size BEKRFAHENEE,

- BARRBLIEREMRERRE  SEHIITHSBN AR HERERR, BT , LRREKNEBE
EESBELE.

MySQL $EFRIEIEEE

- ENHAZEER AUTO_INCREMENT HERR , MEBHNER K, (HERHEHR 21454472, ##:8
{meE 77743)

- B purge_node_t BEEHEFET—BWEE , ERBRIFRTIZS|IZHK. EBET—BWEFE
BARMHLEIR Terror in sec index entry updates (XEXRSIEFMFFESEER). "unable to purge a
recordy (FEEIBBRECER) LAK Ttried to purge sec index entry not marked for deletion (E&ERA
B EMBRNXERSIEE) SEEHEERAL ., (BBRMIT 19138298, #HERMIR 70214, HHIRMWHR
21126772, $5384m3% 21065746)

« gsort RAERHEER A PNFTEER  ERBEHBRN. (FERWIK 73979)
- BIRIFRE|IFHRARGCHK. (SHRMIR 70214, $HERWIR 72419)

« ALTER TABLE S EE#HH CURRENT _TIMESTAMP L#1i8& %48 TIMESTAMP |, IHIREEE A
FEER (5BRMmIE 17392)
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Aurora MySQL BRI ESIZEH : 2017-02-23 (1.11 kR) (EEHA)

KRS - 1.11

BASELRAELE | @RUSFRATIEMATE Aurora MySQL EXRER S, BHEEXSRAER
EFEHEREREE  FHREEN/5E30®,

EAEXSELATERENTERBECEN RAHEBRRIIT. B LR AWS Management
Console®@ R N B EFER, MFEFFMEN , 528 (Amazon Aurora EHEEE) HHIHE Amazon
Aurora ERIE®E,

gE L CEUNERREERNERE  BEEEEF  ARBEVAHER , EFINERBERER. AWS

Management Console

Aurora MySQL 1.11 ZRABSEEMER , FUENAP |, Aurora ERERETHMA SRS EEE
Ao

HIhEE

- LOAD DATA FROM S3 #7118 MANIFEST &8 — LOAD DATA FROM S3 27 1.8 ixF#H., &S
AANBEEBECENER  BELAUFAEAEERR , IEEER Amazon S3; H A Aurora ERIE
BEENERBE, AR —SZEVENRKEERBRIAER , BRIRMER FILE #EEE—
BEREAESR , SiFEA PREFIX BEREFHRAVERFENSAERSIAER, EFEERERKE
I E2 Amazon Redshift fFRAME 1R, MFEEREFER LOAD DATA FROM S3 #£E MANIFEST &
HWFFMERN , 528 (Amazon Aurora FREER) FHNEASEEREEESANERESR,

- FERRAZERSITIEE - LLERE 110 MW EREEXN Y K BECTHEZABM. ZER5IH

WEFATZHERNHARERELETEANEANE,. NEFRFHAZERSINFHEN , F2E
{Amazon Aurora £ &ER) HH Amazon Aurora MySQL FZE B & .

- EMERERETIREE - LINERTE 1.10.1 RFP#HE  AERETBRZERERELAEN. iR
A BRAFKHBENERECR —VEEEZ -2, HEBELUEHE  SHEEEREER
REHHTHRRE. NEERRRNFMERN , F28 (Amazon Aurora EREERE) FHER
Amazon Aurora MySQL & % B & & F F #E PR FE o

NEEE

« 218K thread_handling 8% , UL EAEHEZ A multiple-connections-per-thread XL
SNHEIE | Aurora WEITTREREEIER,
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- {EIEBEERTE buffer_pool_size = query_cache_size 28E  BEAREREEEATISE
REFMERNEE, BEREEERER , Aurora B IEBNSEBRATERE , IHENERERR
MEmAEEH,

- BEERRES—EXZFAN , ARZENFBREINGERNEHARNEE,
- BERREMBRN - EMBRFAEULEMER , MERNEER S EBERNEE,

- BERBAKFER tmp BRABUENERAREFEERMREENRRENE K MELZFEFEER
Aurora 7 X REFHIBERE,

+ 8% SHOW TABLES @ BHI{TA , BERBENABRRER R, AR mysqldump S HEHE
SHOW TABLES M AER , EMERAFRRENRELZRAMERBTIERE K EHEER
BREBREBTLENREBEIEX.

- EEAAMTUREIEIEA InnoDB ERRMNERE , BLEREFEUTRERR |, Aurora BF
ETEEFNRME. BE , LEAESEFEE,

« f8IE Aurora BAEIRT , PRENMHEREFTRWVEEEBE  ZBAESEMK Aurora BEREREER
BERERE  SKREHEHNRI,

- BIEENSREMPESEENTHEE ; SEHSEK Aurora ERNERIBRERERSE  RRERE
HEE,

« {&1E Aurora BAIEEBIB A , EINZE#ERE KR 1 Terabyte (TB) KIRE,
- UEBANAXBRRARERR , FERE Aurora BARIEHERITHEE
« {&IF Aurora BATREEHEEASRBUHEMAEFHRE MR (MIE—IR) WEE

- ERMERFTERESBCEM — R BERMOVRTENT - |, Aurora BN EHRERE T, B
£, tEECESEE,

« & DDL FiRrXEBZ Aurora A | B#F Aurora Bt EEEMEZEN , Aurora EXATREREE
*ggo IETZE y JttFﬂﬁEEEE'fﬁﬂkIEo

s BE1IOMHLENESEEREIEE , HERBMANAERERH. EXUHEEE EEKAGFS
REMERZE Aurora BAANEEEIRE, HAEEINEFBNKE Aurora EXRHBEEMEEEREE
% EBEEBEIFEHEHS , RMEEEMBERTENER,

- DDL XZERPEEH , & DDL AKX TH , @ —ERR LEFHTHETHELBIREXR RS
7, BEREEHE, RE , LEECEB/ELE,

- BIL—RAFAERERBF , Uk BFEERNEREEFTHRE FEZIMER.

- BEREREFBEHMITEHN out-of-memory B8 , FERRA ACL HEPHRERERE. (

- EERKRERFE[RE , EERTAEERFAN , KBRS EEEAEZERS , BREEB/HEY
T#ERS| , EMEIREMBE. HE , LBAECESBEE.
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o FHASNE (20 LOB) B A B i IBZE Y AEMBR, ENMNEREEER  ENERERSEMN
BE. BE  tEAECEEEE,

- BISIEMFA ALTER SYSTEM SIMULATE Lﬁmﬁifﬁﬁﬂwﬂ,—?ﬁ... FOR INTERVAL 3% IE &1,
- BEHEEEERXPTEFEHRTEENENES , AMERNEELEE,
o THIME 1.10 IiRHELH InnoDB £ X B EHNHIEE A SEFRLSERIFEARELEEHBE ,
Rt FLMZF -
- MEBUWEIEE Aurora BEANER , RRTSENRE , URALXESXRS|IREBTNEE

« RERWMA/NEBEKNP 10% , RERLHEHERNELZEE , SEXBTRNATEEREE ,
LUBSE FTS IRENE S EHBEHRE , MySQL EFREHB A, (8BER4mIR 22516559, $EERMRE
73816)

MySQL $#BEREEES

- BRIE#HIT ALTER EXlR DROP AER5|#EEH i DROP 1/ , EB8MERKREL, (BRMIE
16095573)

- H @A ORDER BY # INFORMATION_SCHEMA &3 |, AR M EREEMRFTEREFRENL
Y%, (BEERMRR 16423536)

- FOUND_ROWS () BRI ERRERIIFTEER. (AR 68458)

- AMAZEFERNREEHMARIFHE, ﬁ'ﬁ%ﬁémﬁ%a&aﬂm (8B F2AWER 18948649)

Aurora MySQL BRI ESIZEH : 2017-01-12 (1.10.1 iR) (BEEH)

RZ< : 1.10.1

Aurora MySQL 1.10.1 RAZRAMRE , TEARBHENERERNTER, WREATAREILHN
Aurora BI1TEIRE , URAMBENWHITER. BE Amazon RDSEERABIFERERE | BEEMK
F7i&#2 Cluster Actions (5 8)1F) 1 Upgrade Now (IZZIF4R) , A ENIERBHER, ITE@ESE
B, EREZEENRE , CHEENASEIION , 2RERTNEEFRHENERSE, HEHEER
FEHEESHEN  FUHERXD | Aurora EREBEFNFTE B HE SR ESH,

T8

« HERERER - Aurora MySQL EHEX
===
ARZ

RR R ME A FERE Y A E
BRI EREEREREER.

MEPETEXIhEE , BAIEALIIRERREREETS., NEEEH
B {Amazon Aurora fER&E1ERE) FHFEE Aurora MySQL

ok
Be
%
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WEIHHE

« BIEER-RAXNFELERNHENEERNTREIFHNZEREIHEE,
- BEZERAERELIEENEREENRBRFARTNBE.

Aurora MySQL BRI ESIZEH : 2016-12-14 (1.10 iR) (EEH)
MR : 1.10
¥ EE

- FEEREEMHES - LYRITRENEFTERETERNIERA TTRIEMH, RUBER , T
EREARBTEERIAFKEARER , TSR EREEMRE, ERMT R NEER™D
Aurora ERIEEENATRAM. FEE  GREER (NS BER) SEARBREPER, LI
REEARNEERSRAE , AEESERREENEHES  URBEAERBNEHEN,

EHEXRDE , WRESHRMIARMNE, XERTFERR  BERET—REERE , B8E
EETRERLENMBE . HRABHEXNWT (KW 5 Y) RERES TR , BERARX THERERD
ERE. IRBTIEENRER , BRFEXSARSRARELEHTR.

FERKBEHAERSUREFEERERYT , AXBERS , RAWT :

- WIHEEERIERANEME—HMENERE  SIRZHHENEEETNBARHTER,

« FXIE SSL EMREAI AR EFER, MEFE SSLEHREEFEAS , Amazon Aurora MySQL BT
SYUTESEUBEEHER K METHES , UUEH SSLERERREKLE, R SSLEREE
RiE, SEUEESHEENSBEDT. R SSL ERFEERBEY , EXEBHEE EH
) BT,

« Aurora 1.10 IR BV A EEIRHULTHEE, R  RAISEHEASEREBEMERKRE
ERNRATIEHER.

- IRERFEERU-ZENVARAERBEENTH , ETERALLIIEE,

- ZERLITEE - EEARSIVEATRECAZTHERNBABENEHTEANETHANEE., NEFRAFE
AZEERSINFMER , 528 (Amazon Aurora fEFA &) FH Amazon Aurora MySQL #1Z=
Faﬁﬁ*sl'o

WINgETBER AR |, AIEBRA Aurora ERERNINAME . MEMEENR , F2E (Amazon
Aurora fEF&IER) FH Amazon Aurora MySQL EEZEER
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- EEEEE - Aurora MySQL REASUERHET] , S BFBRREFEAZE Aurora EXNEREFE
RE, EXRmnEBEESASH , BEXALAERENENEHLE , WITREENE Aurora EARNE
EUEEERIEE M, LLIhRETERR AR

- WEERNEN 2 TEEHRNEHRE - Aurora MySQL REFEAEMEY TEE ZEEFIMRR |
FHEFERUEHREENENEHEEFEZERE, HREEINEEME i , Amazon Aurora
MySQL AT BUEZIEH EE 625K BEMEIEE , T MySQL 5.7 $tEERIZEAN TEES , BITHE
I 164K FEEUWEIAE, SysBench

- WEBMERVNFABE 2 IEEHNERHE — Aurora MySQL FRAFREEBHCEE LB A MEE
WEEAHBEHMERFAEE FHE—EEL , FEXIFHERAERTD)), £ TPC-C HEH
S, e MySQL 5.7 , EERET KR ZNWEEERERE 16 £, LLIEERAFA , T
EIBRA Aurora BEREEMAEE ., MEHBENR , 528 (Amazon Aurora EAEIER) FH
Amazon Aurora MySQL EBEREE,

EEHE

- EAWKEIFEE Aurora EANER , RS EEFRE , AMAE T2 XESREIREBTNREE.
IHE A S AT LU 42 48 B 4T A R AL R

- FERRNERNESBIERNREBPERKRF T , FHIREUERH E T BN ETE Aurora #824 E
IE%E{IEO EE:T:E y EtFﬂ‘EEEE%ﬂ%IEo

- RERATEYERMAR  AMeEENTI 8 REHRERE L STUCK 10 BHE, R#E ,
HEBEEEBELE,

- BEHEEERABE , FHERBERIERRZE , EERNEFESRRZHESHRTHEME
o

- FRENHFHRENREBNSETH , FLE EHBRESNFRENRIGMZENBE,

« BIEI8IE Aurora EARTIHE 2 EREREBIRN TRAEE,

- BEEHRNPBENCERTLEE,

- BEEFN IF MAXEAE#E , Aurora EXAEEERKREHERBREE, RE , LEAESE

BB IE,

MySQL SEFRIEEEE

- TTHEERKRMN UNION 28848 "1=0/false; FAMNERER, (BRI 69471)
. FAREEREERERFE =X ITEM_FUNC_GROUP_CONCAT::FIX_FIELDS B #, (55354mek
20755389)
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« AEREANEBBADN 10% , RS HERMNEDLSER , BREXGTENNITHERE , U
R FTS REVES EZWHRHE , MySQL EFFEFIBA . (5HRMmWIK 22516559, 73816)

Aurora MySQL BRI E5|ZE# : 2016-11-10 (1.9.0, 1.9.1 fR) (B
£H)

BRA : 1.9.0, 1.9.1
#IheE

- WERSIBEEX-FABATMENARNELRS| , BHRTLXENEES S , BEEIRERSINE
ERESUEREEE, MELZTURIBIRSIRERERNRMBNEE , HREERZTIE 75%
(it db.r3.8xlarge EREHTEBERMAEFTRE). LINEEH Aurora MySQL 1.7 iR BB =R
NHEH | Aurora 1.9 RN EFRA S FERMAEREE. MFEHBEN , 528 (Amazon Aurora
FAEEE) P Amazon Aurora MySQL BB EE,

- HERGE EREEN) - LEFETABRLEHEEERAFMEANGERE AL REERSIE
66%., HEEEEAUINEEZSERYEHEM T ZIEE out-of-memory BIZARR LLINEETEERR BE
A, AEBA Aurora BRERNINCIE ., MEHBEF , 528 (Amazon Aurora A E1E
&) F# Amazon Aurora MySQL BB ZEER,

« AR BHEIA - Aurora MySQL R ESENERBHEHASTE K SHRENFERERE, ERMAEA
BRI SysBench , BUAMERER K AIsE 2K Z3E 60% #Y MySQL &8,

SysBench ¥} Aurora BRI EZE £ RIFERE NN EL MySQL 2 4 15, BMERRAREEREEE
R, #4T db.r3.8xlarge EREHTEBNEELSH 100K B SQL EAXRY , URBBEH
550K B9 SQL FEEUX &,

- WHEAMERINERER- EEAEEREFERLEEBMAENIIRRE , LLEERIRL CPU FAXE |
WEMERE, EEAMERIFAEE , LIESRTER error 188 B4,

o BER out-of-memory BE — BEFTIHFMSENHEHTE SQL iU HERREWLIERERE
BF , Aurora 85I [ERIEL SQL fir4A, LIhEE I BMECRE IR, LR out-of-memoryffl /A 5|28
&,

- EEEREES — HEETHESAENEETRERZHANRERERER , #MEEERE
E , BItWEEEULEE, SysBench AIFRETR , EATHEEHNWKEIRE T 27%.
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WEIHHE

« f8IE Aurora @A S| ZRBHBEEH A HENEE,
« BRABPHWBEIURRIEES NULL B | Aurora EATREER., RE , LLEABESRESELE,

Aurora MySQL BRI ES|ZE 5 : 2016-10-26 (1.8.1 hx) (EEH)

hRAK : 1.8.1

EER

- REBAEEEANEREF— B AWS Lambda i2F , SERKREBAELE LR, BE ,
BECESBMELE,

- EEEEXRYELHERN , BREBEEREAN. BT , LEECESHELE.
o RTER SSL B , Aurora HYERRAR , WikE THF-HRSFHEREERENBEE. Loglam

MySQL SERRIEEEE

« OpenSSL HREREREE , X TEHE-HEEFTWMRESH . Loglam(TEERMmR 18367167)

Aurora MySQL E R ES|ZEH : 2016-10-18 (1.8 hR) (EEM)
MRA : 1.8
¥ EE

« AWS Lambda & — BB AETLAEAlkmysql . lambda_asyncfEF# Aurora BRI EHELIE
B A XA AWS Lambda B, MBFHMEF , 528 (Amazon Aurora EAEIERE) HHKE
Aurora MySQL E#E&EFA Lambda B,

& Amazon S3 A E R - WIME R LA LOAD DATA FROM S3 =% LOAD XML FROM S3
T, #% Amazon S3 REFIHBIHXFH XML ERXREA Aurora EREES, WEFHHEER , 72
B {Amazon Aurora fE &MY FIHE Amazon S3 FEEFE R X FZEEASEREH A Amazon
Aurora MySQL ERIEZE,

« B#XE® - Aurora BETHKE ST RENRFREEMKRE , UXERAREHIHEE, tLIIBETER
REFERER , ERRGH B KEBBIER,
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- BERBRHEEBRSHEE - Avrora RN EEREASREEENHBEINEX, MEFMEER A B2
B (Amazon Aurora £ E1ER) PIVH#E Amazon Aurora BRI EEE,

NEEE
 Aurora EARKEFEEREER FEAN DDL ERXRE , @AM EH, RE  LEECESE
EO

« &8 log_output=TABLE , BN 27F Aurora 84 {£43E InnoDB BRIk , SMEHE IR — it B
CSV &L,

- BERETEHTERBNRITERERNE Aurora EBAREWIERT ., &FEIE , Aurora @ERREFTE
AEEEZRTFEHTERNRTAERRYL , B Aurora EXRNEHFETEH (B TEREEIEE).

- BE-HFERNBFENE , R Aurora ERTEEEHEE,

- BEMEEHTERIMIECHEEM Aurora BATTEERBMNE RIER.

- SEEFREMUBRER , WHETE db.1r3.large $IT{EE FBBITHEHNBRFHRLE.

« out-of-memory #IEHR Aurora 7R BEERBEFHNAEREATIEESNAKMm AR ENRE,
- BERBEMITHRS  ERETHESRETE  SY CPUSEHRA. B , LHEECSESEELE.

- HTEFREBEREN  TNGEEAREBATHNHEES  EEEEAZRLEME. B , LEE
EESBELE,

- BEDERENBE  ELHBEAT , KEESEH Aurora HEFEIRNBAFERBERLERRE
LR EFRBB/IBHEBE,

« SIELLTHRR : tNERERETE CREATE TABLE [if not exists] BAXHIR 4188 , BlEiEHRE
RHETAEEMBRERIEILINER R,

- BERERABHHEDES - REBEAFRTEUR , AFHREFSRLERBE, BT | 1K
EEEEIE,

- FEAEECREERRENEEANRLEFENK , BEXEEHNEIGENEHABEEREER
MEY , REERRKEH. RE  LBAECESELE,

- {BEEHIT GTID EHRFREEMNBE, Aurora MySQL £ & GTID,
MySQL RIS EEE .

- UZERSIHRERFNTERSIE , BRI RBREERFERIREBERE| , InnoDB L H
DROP INDEX 1€, ($53547%% 16896810)
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o FRRFIEABRSIBRFUFRGRHENRBE, (3ERMIK 16413976)
- BEEREREFEFRFYPNEE , YR MIEZERNREZREERNRBE, (I55RHER 18158639)

- BIEEENEMES  EFEAEERER K , WBE AUTO_INCREMENT & , #XE/ N REEERE
AN RAE , LERESRESEHIERR, (HEERER 16310273)

Aurora MySQL BRI ESIZE#H : 2016-09-20 (1.7.1 fR) (EEH)

MRA : 1.7.1

NEEE

 f8IE InnoDB £ XS RWE MR , Aurora EXAREEHIIEE.
- BHTREEPHNIFEERTHSSACES  EHECIZNEEN., RE , LAECEESHBLE,
« BIERERKR ENDEERHEEKILH , Aurora EARF S EHE EE,

c UTHREETMEIFEEATECENZERFRE , SERENESIZER. BE  LEECES
EIE,

- FERREEARBAIBASHARETRENERELE  AIEEERENBERT , RRGREE
LENREBE, BE , KEBECSESBIE.

Aurora MySQL BRI ESIZFE#H : 2016-08-30 (1.7.0 fR) (EEH)

MRA : 1.7.0
¥TIhEE

« NUMA BABEFEES — Aurora MySQL 5|20 THEHRESFBEEER I —HEEEFE (NUMA) RRAIRE
. LLIhEETA RS CPU BmEMNERABERERY , £ db.r3.8xlarge EREHITEEERIA N
BEEWEBUER,

s ETEABIRELUFERSHFARETETEE - LBEAMNTHRBELHNTEZAEE  BLBAELET
FELAEEEE | ERTIRANENEN,

- WERCIEEBEE EREEN)-FNBABETMmENARNEIRS| , HRTFISENEEDE , BEINX
ERSINEEREBULEERE, MEELUURV BN RSINERERRFATENER, IIEETERS
=R , TEBRA Aurora BEREZEENNMUIKE . MEHBENR , F28 (Amazon Aurora R EE
&) F# Amazon Aurora MySQL BB EER .
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WEIHHE

- FYUTEREREANERHERE  BEVERHEREAERE, RE  MEAECESELE.

« % ALTER TABLE s SRR InnoDB M ZEIER R L¥IT , SR4EEH, RE , LEECES
E1E,

- BEEERATRAHTREHFTEBENEE,

+ & RENAME TABLE i S EDEIER KR LT , SEBERNESTEREELR. BE , HBEES
E’fﬁﬂ/IEo

- WEEEBRAIEEHBEERRZNEEM,
« {&1E7E Aurora XX EEFR T £ XSRS RBERE,

MySQL #EFRIEEEE

« 2E| LOCK grant 887 , U NEBERRED . (EEE WL fR5% 8355)

- EFEFREFN SELECT LERKFE , SERERIEFR, (EIZBHERRFE 16499751)

- ERLBRFERBET , MySQL 2RMHERER, SERERMIE 11751794)

- GET_SEL_ARG_FOR _KEYPART ¥4 EH# - fR5% 11751794 RN BHENFH. (EREHR
16208709)

- £/ GROUP BY #{TREIEEHRELERGER. (FEERFEIR 17909656)

- FITEHERANEBEEHAR , HBRESHRERY|, (HERHER 16221623)

- &£ IN FEH%ZHIE ORDERBY ¥4 , IRt ERRRERLEENERIT. (BRI 16308085)

- REIRH GROUP BY, MyISAM MEHSREEM (MFERA). (FEEREIK 16222245)

o BESISREEN int RAETRBRC|IFHSEOREEER., (HHERIWR 16394084)

- MRFRENTECARARSIRE , ARSTESEEAREVTFERRKE R, (BRER
16436567)

- COUNT(DISTINCT) FEESHE NULL B RS , EESECIEERERRIRHEE  Z690
S8 NULL ERORE, (SE34maE 17222452)

- MEEHERFEAE MIN()/MAX() B2 aggregate function(DISTINCT) (5l3m : SUM(DISTINCT)) , It fE
RAREBRSIBERTER , B MIN)/MAX() WESEREHR, (BBRME 17217128)

g

Aurora MySQL E ¥ E5|IZ %5 : 2016-06-01 (1.6.5 R) (EZEM)
MRA : 1.6.5
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« ZHENVBFERERET - BEFE Aurora MySQL B EEEE CRERBASEVN B FESNEHE
Ihee , B IRER T BITERE. —HNMN AFZSNERMEIEER 2016 £ 4 BEFHF#HH, WEFMAE
A , 5E2E Aurora MySQL BRI ES|ZEH - 2016-04-06 (1.6 k) (EZEH).

NEEE

 WEFEHTEREEEE TESRE Aurora EEANEEM,
s WEEDEERRRENRBBIEERRFTNERR LHITERN , Aurora EXWEBEM,
- BEFRZSEEFNESFBEE,

MySQL $ERIEERS

« SLAVE CAN'T CONTINUE REPLICATION AFTER MASTER'S CRASH RECOVERY (Port Bug
#17632285)

Aurora MySQL E R ES|ZEF : 2016-04-06 (1.6 hR) (EEHA)
RR7A 1.6

HWEMHTETINREERR

¥ThgE

o FITTESTEE - IREME Aurora MySQL EREEEE CERMAFTHELBEINI8E , BLINETR
A EITERE, FITTEAEEINAER 2015 F 12 AEHB#HH, MEFEZHMEN , 5528 Aurora
MySQL BERIES|IZEH : 2015-12-03 (1.4 kR) (EZEHA).

BRT AREMATFTRLRNIRE , LREAIE THFTHELREGIENKEER
- NEEE MR PITRERBCIENERY  ERREEENERSEESFTITHEREARER
HERo
- AENEERRNBEM,
- TENVBERENERMFT (EREER) - BE MySQL ZEV BFEUEAREN A ARAEE Aurora
MySQL., #EIREFEETARREMERZEM B , Y ERE - EN BFER ELHE/ Aurora
MySQL EXEHREF , AEATERARENEE
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EERASEMN AR NEMENEE  BEZEHTEER Aurora EXNSEEEYT | &
aurora_lab_mode 28384 1, aurora_lab _mode ZE#A#ITREEEHSE , EREATE
IR default.aurora5.6 SHHFEHAFT. NEBRERNESHEHEANFRER , F528 (Amazon
Aurora R EIER) PHRERERESEFHETHSE. WEEBSHEHEN Aurora MySQL KIF¥
&R , 526 (Amazon Aurora ERE1ERM) FH Aurora MySQL #HEEZ E,

MEA Aurora MySQL ERIEEE A MySQL —EV BFEBE X B IRHTEERE , JTrREAEEDNH
TEBERASHA A NREEIIAE.

- AURORA_VERSION R 8 — B2 25 AURORA_VERSION R#E# S | B8 Aurora MySQL
EREHEM Aurora lRASE A

ZEHWE Aurora IRAREFH , BEATIE—ES :

select AURORA_VERSION();
select @Eaurora_version;
show variables like '%version';

BT SR ER EEE AWS Management Console & & Aurora MRS |, S Aldescribe-db-
engine-versions AWS CLI 552 descriBedB EngineVersions APl fE%,

- HEEEEACRERAEER - HEEERALRBARETRESUERRA R,

LENSHUEEERANERNARKE  FEATIE—5H

show global status where variable_name in ('aurora_lockmgr_memory_used');
select * from INFORMATION_SCHEMA.GLOBAL_STATUS where variable_name in
('aurora_lockmgr_memory_used');

EEHE

- WEZEMHFRE XA RZERBEHNREM.
- BIEXBERIEKRNCREBE.

- WETHIEENHBEE : Read Throughput, Read IOPS, Read Latency. Write
Throughput, Write IOPS, Write Latency BE Disk Queue Depth,

- BESHARYTEBEERRRBRENRELREE,
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- WEERFHRAE D HEISRREE HAEXNEBILITERE,
« & Aurora EANBEM R MEE

- WEFEYTERECEERSHIAIEERT Aurora BEEANBEERE,

« & db.r3.4xlarge 22 db.r3.8xlarge H1TEBHNERILEEEF .

« WA HFFCHERE Aurora EALTER BN SAERE , BIILKEREE

« {§1E Aurora B L ERERRAERNEREERBE,

o WELLTERS Aurora EANEBEY  TEHTERLEHFZRS. Aurora R LI 1TEE ,
EmERENRMEBRER,

« {ZE Aurora 7L\ UPDATE B #4117 DELETE # JOIN BRI BE M,

« & Aurora BZA#1T INSERT ... SELECT BRAXHEBEM,
MySQL #EERIEEEE

. HEHRYE 18694052 $EE2h =4 "IM_ORDERED _REC BUFFER.) kBAHIIEIE , MIEBHEE 5.6 iR
(EBHEFHERMRR 18305270)

« SEGV IN MEMCPY(). HA_PARTITION::POSITION (iE#2i885354m 5% 18383840)
- 4E|, INDEX_MERGE # NO PK HIR 84 R (EiZEEL4RE 18167648)
« FEERRIUFES : £ HA_PARTITION::EXTRA R E & (EZBE R 16943907)

- fAARESEEH HA_ROWS HANDLER::MULTI_RANGE_READ_INFO_CONST A & # (Ei28 8 54R
% 16164031)

. EIE S TE% SEL_ARG:RB_INSERT() h&# (EiEHEEE5/RE 16241773)

Aurora MySQL E#lE5|ZE# : 2016-01-11 (1.5 ix) (EFEHR)
R ;1.5

HEHMBETIISCEIRR

NEEE

« {BIEF Aurora RTFEEENE , AEFTEBNEARELE 10 BHET.,

« B/ innodb_file_per_table §%4& No B , BEFAABN RS T EEEE, WEBEHELR
ENIhEERVEEME A |, 53820 Aurora MySQL ERIES|IZEH - 2015-12-03 (1.4 hR) (EER) — X,
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« {&1IF Aurora EAREF EHTEREMEFNBE, A, FHEBRTIAERA Aurora AR KK
B, A quantity ZBUEEAREE A RASELRE, RE , WAEABEGES —HEE. MEFHME
# , 528 (Amazon Aurora fEF &) FHVEIE Aurora BAHE,

- WEYH Aurora EFERREEFTMEBBLAVEZRR.

« EIESIEMK Aurora BAIEE, BUHEEMIE EHRAE R BE,
- BIEEREHBEIHIT show innodb status @R HIRERE,
- BEESREABREDRD K BARITEENSEBERE,

MySQL $EERIEEEE

- FERMySQL £ XEBEFIFTENBEEE  BRFEENESBUMTHENER R, (EEER
4wk 17607956)

Aurora MySQL BRI ESIZE# : 2015-12-03 (1.4 fR) (EEH)

MR @ 1.4

WEHDETFIEER
I 8E

- RIFEFA - MEKETELRS|IBEFNFITHEAEE, WEHBEA , 528 (Amazon Aurora £/
F1™) P Amazon Aurora MySQL 3XEEIE R I EE

- REEREFHGYAEE — Aurora MySQL EBBIERIEE 10 THREAEFIMBESHATHE  UKERA
BERERENMEE, Aurora HFEZREER 10 BY , RERDDEABRKRMTUTHENRZEHE &
EE IO ITFEHHEEE CPU THEHH , LMEERNSXBFRE,

« FOEAEN - E B 2GR RHENGCREZIREBEEANTERN Aurora BA LK T FHECEE
i, AERBERONE (BREEEN), FTRLRIIRSABENEERIER  £FERE
EHEARARGERN,. FORLENYETER - EXZAEAREESBER K,

EIE R

« {&1E Aurora EFEEZPEHIR , Aurora B ETAMEEZRE A HISHRE,
. [FFEHhIR&IFIT max_connection £fR.
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- HHESERR (B Aurora A ENV BFTRR , EENERKEREENAHRENME) , hE2E
i BESBRIAE.

- BEBERKRREMGEREEERBE.

- EHANERERFTRIGHERARRXE , MNREREE.

- BERTHEABRBEEFERRDBCHEE,

- FERREBEAT , WA 16,000 EELR,

- RUHBEHITHEEE  HEE 10 THEREFEM.

« BIEEHRIWAF , LUEESXEZTE UNION 218 KM R,

- BEFHRBHERSITENRELR—EE,

- BERBEARMEBzFEFRENCRERBAKREE,

- FRIENBEASEHBER , Aurora BEASELSENEENEE. RE , LEECESBE,

- EXEHTERA DDL 2 EIERFK (Hla0 : ALTER TABLE ... REORGANIZE PARTITION) #11T#
{ERE , Aurora BEAESELARBEMBE, BHE , LEAESEBSEELE.

- BEHKRERETHE , Aurora EANRBEMBE,
* {81E Aurora BAH | JERERSINFENAERE.
« BIEEEMK Aurora BAIEE | K BUEEM S EHMMEBNVRE L RE.

MySQL RS IEEE

« FTSPARSE() Y SEGV. ($5:24m5% 16446108)

- BB ERMEF , InnoDB BRI FHAREH., (BRI 19465984)

- BERKREFGEZAETREERER , FTS E#, (55R4RI% 16834860)

- BETMERRLE , BRGGERKIK , BMmiER 1054 #8588, (S5R4R5E 18596756)

- PRENESETASENBRFHRITHEE, (BRI 18684393)

- UTF8 VARCHAR R#fI R ZEEER(L, (FHERMmIT 175663906)

- ORDERBY BEEBMRH X b , HITHETE., (FERMIE 16697792)

- HGEEERARAR 11765744 IS EEE MARBHEE 5.1, 5.5 M 5.6 EhA, (85ER4R5% 17083851)

« SQL/SQL_SHOW.CC HME FRIESE R SIG6, HFEAER FILL_VARIABLES, ($5534Ra%
20788853)

- HSEEERMRER 18008907 WS IEIHH MBRBAEZE 5.5 LA LA, (#55R4W5E 18903155)
. FE MySQL 5.7 BRSNS ERE. (8RHEE 19678930)
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Aurora MySQL BRI ESIZEH : 2015-10-16 (1.2, 1.3 R) (BEEH)

MRA : 1.2, 1.3

WEHOETFISREER
{&IEIEH

« f# out-of-memory R T REBETEKRNHMEEEERPHREE

- BfERELIE RDS for MySQL BRI EEBERNZRE

- EHE , MERMBEBEAEXERFRANE , e ERARER

« TREWN , EREEEREMORERNLTERTR

c BAZELTRBEABEUEA -—ERINFHNFRAER , FibcE e

- HHHLEEMEERRN AR 2R , HREEHRRAKNEE
 #H¥f 8 UNCOMMITTED_READ [REEMIR 5 , FAHEEHRE

NEEE

- RAHRIREITIER B SKEHRIMEE

- NEFHATERNALTER

- SFEFNERARINEREEER, SEZEEIEE. Amazon Aurora EERTFRAIRERENER , Uk
AFRENIABTAEE , BABEM

MySQL RIS IEEE

- MIBR InnoDB AMBEHRREREAEEHER. (S5ERMR5E 1608883)

- EEEEVEHHRESRNTETHE. SHITHIHER , REENAESBEAERBREF. EER
#% 16865959)

- MREEEFEVERERHENRE  FRBE S —EEHHIT SHOW PROCESSLIST % , Bl =@EE
BURESEERBEIE —BEESFNAREHNERREE  FIENNCEE, (85554F5% 11765252)

« PURGE BINARY LOGS it A ST EBREATIIERAFPN ZHN AR , B AL SEBREE
H, (SEERMWAE 13727933)

- EREFENVIEBRITZEENFEH TR  FERAX JAEASRATEBRALANER. EREE
15875919)
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Amazon Aurora Aurora MySQL R4~ figsE
- RS EREEERE , EREERMBILNER, (JHRMWK 16016493)

- BEFURIARXFERT GROUP_CONCAT() e , AREBWmEZEERMH ORDERBY ¥4 , 1
REEEHMREER. (HHERmE®E 16075310)

- ERTHEEVTHERDNEFEBERER . ($HRMI 16083949)

« H18 STOP SLAVE 8 SHOW STATUS EF&#®# —s Z{ERESH
(Slave_retried_transactions. Slave_heartbeat_period, Slave_received_heartbeats.
=% Slave_running) MEEVERMN RN ERZE , Tec2EHIEHE, (FHRRMHE 16088188)

- ERERGEFERAUGEREEAFENER  FATMERN S XEATEISEREAER. (HBRE
3% 16206253)

« EFEHPLUBER ON FAMTRENRERE , SECTE-BEEABRSBEN FEIFT
MESIBREL, (HRMI 16318585)

« GROUP_CONCAT A% , ITEM_SUM::CLEAN_UP_AFTER_REMOVAL FE4E#, (SEERMm
16347450)

« EELL INFORMATION_SCHEMA.INNODB_FT_DEFAULT_STOPWORD KYtHE4E#EEE T
InnoDB BRIk , LB TERRH InnoDB £ XS (FTS) £ , e EM B AR, (HRRW
16373868)

« TEEMNAFSEITHEEIT FLUSH TABLES WITH READ LOCK #% , Y% F#TEHE
¥%  THEESHEHIT SHOW SLAVE STATUS BEHEE, (SEERMm% 16387720)

« B2 XESHEN Tabc-defs EXRBAHEESFHE , InnoDB REE A E MyISAM HEH F 5
SRR, (S5384RE 16419661)

. FTS_AST_TERM_SET_WILDCARD FE¢4 S, ($53584m5E 16429306)
. FTS RQG HI5H# FTS_AST_VISIT() BEE RS, (S54RI 16435855)
- EHEEEE K RECIEBRIER FEHAN Item_ref , SERARI[LER. (FERMmIT 16509874)

« ¥ InnoDB ERXRHITLXESR K FREVREES + N - BETHEERF , EBESKN
(SEERAmER 16516193)

« START SLAVEE R# 23Rk EhEF & B , 1#1E--master-info-repository =TABLE relay-log-info-repository
=TABLE , WHBEBIRRZEH 0, AR, --skip-slave-start(ErRfmEE 16533802)

- BEEEAXM InnoDB £ X E (FTS) R A KEFL IR, (R MIKE 16625973)

- ERREERED  EEEEESFEPHEHASHEMNE  OPT_CHECK_ORDER BY FAIAEE R4S
&, AASEMNTEEEE NULL Lt R HtEE RN F T, (S54RI 16766016)

- EREFENVIEBRIEZEENFEH TR  FERAN JAEASRAETBRALNER. EREE
16807641)

MySQL $FEREIERS 290



Amazon Aurora Aurora MySQL R4~ figsE

- BEWEFEXEE STOP SLAVE R T/EE , BEFAREARMNIELREZE SHOW SLAVE STATUS , AlREE
BHERKE FLUSH TABLES WITH READ LOCK # 34 SE8HRIIE . (SE524Ra% 16856735)

- & GROUP_CONCAT() EE&MMN 2R , TS ERARB[ER. (85FRMW5% 16870783)

« Z81F{T SHOW STATUS LIKE 'pattern' BRiR= , BIEENEEE A E FHRESE
(Slave_heartbeat_period. Slave_last_heartbeat. Slave_received_heartbeats, Slave_
WFRHFE , AR LOCK _active_mi E2 active_mi->rli->data_lock B F L#I1T KEHERE, (5B
FRfma% 16904035)

- f£ IN BOOLEAN MODE ##ifAl £ X ESEEHEE LM, (BEERMI 16927092)

- ¥ InnoDB BRI RHITENEER  FEERUEFEANE + TMEE T , aEBE LN, (HERE
% 17280122)

- M@ : BB, BR-EMNBR, ERREEE, ER M B, (FERMH 17283409)

- —BEHERHEN SQL FITREZTMBRLEENNE , SEFRREIEELRBR S, FERER
17450876)

« InnoDB £ X2 AEEEA "RER L WFHFEHAY, BEEEFFHEFERE , UHMTFHL
B, ($aFR4m5% 17659310)

- ZERENSDE InnoDB BRI , £ MySQL 5.6 = 5.7 iR EAE , ATAER L MySQL Server 2 &l
RAFEAELSREIER, (BERER 17780517)

- BAEXNEH , RKRERE num_token BE /N max_proximity_item , AIREEEHREE S, (8
Fafma% 18233051)

- BEHXKEMNZ InnoDB EXIXEF , INFORMATION_SCHEMA TABLES B2 COLUMNS ERRWFE
EHAURESEICRERBAEFRA., (FEFRME 18592390)

- BEERRSK , RESFHEEZ , REYTRERBCEN , MIEREHNTRELRS K RARES
EREZER , 8250 master_info_repository=TABLE #i{TRIRSE K E2Mtk, (SEEERE
18684222)

s ETEE LNAFBEITHEHIT FLUSH TABLES WITH READ LOCK #5$y , B E#i#1T DML ,
AR A F®#AIT SHOW SLAVE STATUS i R EERIESE , BEILHE, (S55RMRIE 19843808)

« LL GROUP_CONCAT() HEF il s E M AMRERE R, (HHERMm5: 19880368)

Aurora MySQL E Rl ES|ZE# : 2015-08-24 (1.1 kR) (EEA)

MRAS ;1.1
WEHMBETHHEEE :
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- WELU MySQL EREEE (CEMBFEER) WEBEM. MEFEA MySQL #1T Aurora MySQL #
BWFMER , 528 (Amazon Aurora fEREEME) FRIEA Amazon Aurora #E1TEE.
- BEEETIEEN Aurora MySQL ERIEERE , HEBRNEXBFKPNEER 1GB. LAEETEK
& Aurora EREEENEREE,
- NEFRLER, EENPZRSIBERE Aurora EEE S ENEE M,
- MySQL $#HRIEEES,
- R InnoDB EREMNEBUMTFTHE , SEREXE S (FTS) FUMB[EH LR, HRFER
17607956)
- MREBENEBUEFERE , InnoDB £ XBESHTAR. (FEREAK 17161372)
« &4 Windows R LK InnoDB ERE , £33 = (FTS) ¥4 ID AW IEFEHMN + S EMEN. (8
S24R5E 16559254)
. MySQL 5.6 # MR X EER AL , % DROP TABLE 1 ALTER TABLE M A E L S EHE,
iE AT BEIE B MySQL Server 5.5.x hREE 5.6.x X2 BRI BRI, (SHERMMAR 16864741)
- L BFEIhEE , RS B R X NRATENREFZEE,

Aurora MySQL ¥ 3 : 2015-08-24 (1.1 kR) (EEH) 292


https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Replication.html

Amazon Aurora Aurora MySQL R4~ figsE

Aurora MySQL ERES|ZEFHAEIER MySQL §5:R

T3 ZEFREA Aurora MySQL E¥ ESIZEEHAE ERN MySQL &R,

&

« Aurora MySQL 3.x lREFIE 5| ZEMATEER MySQL #8358
« Aurora MySQL 2.x lREFIE 5| ZEMATEER MySQL #8358
« Aurora MySQL 1.x lRE R E 5| ZEMATEER MySQL #8358

Aurora MySQL 3.x lRERIE S| ZEHATIEIER MySQL 552

Ed MySQL 8.0 #H&# Aurora iR AZ & HEFE MySQL B MRA R EEBMARFIE MySQL §&E3R15
IE. T3 Aurora MySQL B ¥ EEIZEEMATEENEM MySQL #5588 , ARELHERIEEFRE
HYE o

BERES  MySQL HAERA [T EIZIEH MySQL §&32

ZEH

Aurora 8.0.36 3.07.0 s BIEMEEIFREFTERIITENE
&R E B, BREENRAHMTEELE
5|ZE MBI ERERBRERK, (3
(A& B8 IE #35479763)

3.07.0, - BEREEARRELETFEHHIT
"’ ERe L ERR R R, (R
MySQL $EIRM8 IE #35377192)

RS

- EERESE TLS BRHBIEMES
CPU EARIESHREIE (LB
S48 TE #34284186),

+ {&1E InnoDB FFF7E Aurora
MySQL MRAMER 3.05 B
MySQL # , 7 MySQL %t
BB PHFIBINSTANTRE
ERRNEE , ETsEEHA
BRESTEFH#R ZE Aurora MySQL
3.05.0 REE/NBARA (BRI ER
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ERES MySQL HEMZAE
EEH

Aurora 8.0.34

Aurora 8.0.32

JIES

3.06.0

3.05.2

B 1ER MySQL $a5R

TEBENEE). HFEREE
#35625510).

- BIESERRETEREUTE , B3E

Graviton #{T{EIfE L EFTREE
FIEHRB XM BEE, (HEHER
1&IE #35479763)

- BERGEEAFRLEFERUT

EEEErTEEENEE, (L&
$EERMEIE #35377192)

- BERERTLS BRWEM

B3 CPU EARESHME
B8, (Community $532481E
#34284186)

« {&1E InnoDB f2EF1E Aurora

MySQL MRAMER 3.05 B
MySQL & , £ MySQL Rk
BHERPFEINSTANTHEE
RERVEE , ERREERMAREE
EFHRZ Aurora MySQL 3.05.0
W& E B (BRI EITE
RENME). LHFHERBE
#35625510)
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- BE  EfEH GTID WEBE AR L3 H RESET SLAVE R =

i, SFREENEXLBFE , EREBREEREKYN GTID
28, EEERAHNEXAFE, Bt , L£5H GTID £
2164/ PREVIOUS_GTIDS E#EAHMNEX AFE , EX
BEENRERER  ZEREBHELRW GTID ERFES BIE
mEBRIAREEHY gtid_executed #RZERY), IRE , B RESET
SLAVE B , SEELFNEIL BFEZIEREZERN GTID
£ G EEBRTEREEEEN. (FHBRE?R 27411175)

- 8% : £/ GTID ETERE , EEMKRUMEER GTID EA

THRMRARBZNEBBS Z , UWFBHAXKBITEERIITE
#2 (ER_PARSE_ERROR ) 2 BRAREANKR S, E/BHE
EEHA GTID EARBNAEATNEER  WREKBHLAH
GTID WAEERZ., T8 , EHMEROBERT , MEB W
EEREMNHERBRS , ERE GTID REEEERKBZAE
FIMLRAR , EEEAERTRSRAIIMERMEL, B
Bt ERN , RMEERXZETERKR , A GTID 2& £
b BEEERAERTRRERSRKIINESR. FEE , &
TEEEY RN ERAMREB mysqlbinlog EAMN =¥ BFEE
HATERN THEES., EEEERT , EFEENAR : (&
EEREERBARGZIMERNIR S U EURIETRHN AN EE
B&IB , mUbAR A FES| B EHER, (3EERMMER 27638268)
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https://dev.mysql.com/doc/refman/5.7/en/change-master-to.html
https://dev.mysql.com/doc/refman/5.7/en/start-slave.html
https://dev.mysql.com/doc/refman/5.7/en/start-slave.html
https://dev.mysql.com/doc/refman/5.7/en/replication-options-replica.html#sysvar_relay_log_recovery)
https://dev.mysql.com/doc/refman/5.7/en/reset-slave.html
https://dev.mysql.com/doc/mysql-errors/8.0/en/server-error-reference.html#error_er_parse_error

Amazon Aurora

Aurora MySQL KR A fig5E

BRESIZEEH TN

Aurora MySQL 2.09.3
ERESIZEH

2021-11-12 (2.09.3

W) (EZEA)

EfEEM MySQL §&ER
- BF  BA SQL #ITHE U GTID BBEH DX Z. (SHRMm%R

25800025)

- BE BEEISEBRIKSEIRMEHS WAIT_UNTIL_SQL_THR

EAD_AFTER_GTIDS() & , ARF[/SHBIEEHNITE, &

BhtkiE EFRR :

- PEREESKRERER , mMAEOBHEA,

- MBFERF[ENREE SQL ERX | BAISEREREE , YER
$hi8 . MRMARBTENREBE SQL & |, AIXESERHH
NULL M EMEE A MAEESF , 2SR HEBE, BRER
24976304, $H354m5% 83537)

- 8% : IR WAIT_FOR_EXECUTED_GTID_SET() BB

SRESEE D (Flm1.5) NREE—EFER , BEEEEF
HEERERERFHEREAZIRBINEY B2 R18
B{E (Bla , 0.1), BlAE, RECFIEEHREE  UEFEKRRR
VEENFXNEARKE , MERENEE A, B Dirkjan
Bussink HJ S8k (S5384R5E 29324564, $&E8HREE 94247)

- BAGTID & , EZRA IR Z AP ENELEMN XA XZ LY XA

COMMIT & 5|88, (FEFRMmMHR 22173903)

- 85 : B gtid_next EREZEBFHRER , MREHEERHAL

X5 BER H XA ROLLBACK iRz |, BISEEEAE DR
28, 2053 XA ROLLBACK BRIR & B tHIR$5RR |, thfalAR
EMTEUBEREHN GTID iR, (FHRRAREE 27928837, #h
FRfmEE 90640)

- {Z1E7E ORDER BY FAA{#EHAZ{E CASE REEFHEFIEF TR

WIFSRE, (3538 #22810883)

- REGREFNEM RS ERE(CHBFRANSBLHRE

I AR AR LR, (3558 #27389294)

+ ASSERTION IM_PREBUILT->TRX->CHECK_FOREIGNS,

(S E84REE 23533396)

« 2% : * WAIT_FOR_EXECUTED_GTID_SET() &=\ HVEHE

BENEEEXARSEELEERTER, BECEEEREM
B, ($B384m5E 29550513)
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https://dev.mysql.com/doc/refman/5.7/en/xa-statements.html
https://dev.mysql.com/doc/refman/5.7/en/xa-statements.html
https://dev.mysql.com/doc/refman/5.7/en/replication-options-gtids.html#sysvar_gtid_next
https://dev.mysql.com/doc/refman/5.7/en/xa-statements.html

Amazon Aurora
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BRESIZEEH TN

Aurora MySQL 2.09.1
ERESIZEH

2020-12-11 (2.09.1

i) (EEA)

Aurora MySQL 2.08.3
BRELIZEEH
2020-11-12 (2.08.3

R) (EEA)

Aurora MySQL 2.08.0
BRESIZEEH
2020-06-02 (2.08.0

R) (EEA)

EE1ER MySQL 558

- BR EXZREEHRERE A REPEATABLE READ B | X4

REARARSEHREERE, (IFRMEWR 25040331)

- ¥INEETEERES CURRENT_TIMESTAMP # TIMESTAMP

= DATETIME EREMNER R | NRZERRE BEFORE
INSERT &% 27 , AIZERB T #HK1LA 0000-00-00
00:00:00, ($5:E24ma% 25209512, $HER4wEE 84077)

o ¥ INSERT BRIRR , VALUES BEFEHSSHENFEHE

EE_ERERERINE , RS TS ERNTATEREIR
KB ER, (FEERRIR 23762382)

- $HERAWEE 23762382 - EEEMHMEN A ABERASERITALE

=o
Ezl;l'o

 SERRAmIR 25209512 - CURRENT_TIMESTAMP 1E fEg&38 &

o $5E% #25289359 : MR & RENA/NEIBR L VREVAK /N RS |

AR EERERE D EE RN £ XRIEE.

« §HER #29138644 : £ MySQL AR HTEHFHEE RKEFH

SEREEFEIEHITHILE,

o $HER #25222337 : BEES|IFH NULL EBEERBEELERES

HIEAZNERR G| RRF R ENERE LM |, HENHE
v % 78 LE B H 0 4 A ) AR B 48 SR o

« $57% #25053286 : MITE SRR 2 EHANFHIER |, A8

2 BT TFRERER I RERA IR,

. §573 #25586773 : BITEMER (AP EBESRE L SELECT K

RXARTRIERRNRER) , JregERERBRK.

- $5ER #28834208 : £ HFFEARENEM , £ OPTIMIZE

TABLE #1E2#% , InnoDB T B EREEBRER MRS EFHZ
BIEAERERHE,

o $535 #26666274 : A 32 (U T AHEE RN BEUR |, MEE

R R T ER R P VEREE,
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https://dev.mysql.com/doc/refman/5.7/en/innodb-transaction-isolation-levels.html#isolevel_repeatable-read
https://dev.mysql.com/doc/refman/5.7/en/date-and-time-functions.html#function_current-timestamp
https://dev.mysql.com/doc/refman/5.7/en/datetime.html
https://dev.mysql.com/doc/refman/5.7/en/datetime.html
https://dev.mysql.com/doc/refman/5.7/en/datetime.html
https://dev.mysql.com/doc/refman/5.7/en/insert.html
https://github.com/mysql/mysql-server/commit/64161c9abd50de7ba0b542bd4895881f6ead6531
https://github.com/mysql/mysql-server/commit/fbfd9fcd32afc11ba77d52fa0690aa26dcd64f72
https://github.com/mysql/mysql-server/commit/273d5c9d7072c63b6c47dbef6963d7dc491d5131
https://github.com/mysql/mysql-server/commit/d7b37d4d141a95f577916448650c429f0d6e193d
https://github.com/mysql/mysql-server/commit/88301e5adab65f6750f66af284be410c4369d0c1
https://dev.mysql.com/doc/refman/5.7/en/select.html
https://github.com/mysql/mysql-server/commit/ca722bbb409209d683534846a90093c118bf8c5b
https://dev.mysql.com/doc/refman/5.7/en/optimize-table.html
https://dev.mysql.com/doc/refman/5.7/en/optimize-table.html
https://github.com/mysql/mysql-server/commit/bd87573bc159c849f34aa8293ec43ac053cbfda0

Amazon Aurora
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BRESIZEEH TN

Aurora MySQL 2.07.8
ERESIZEH

2022-06-16 (2.07.8

hR) (EEHA)

Aurora MySQL 2.07.6
ERESIZEH
2021-09-02 (2.07.6

hR) (EEH)

Aurora MySQL 2074
ERESIZEH

2021-03-04 (2.07.4

i) (2% A)

EE1ER MySQL 558

& UPDATE EEX %38 AMN 1024 BN TENEEFZER X ,
MZERREMFEA InnoDB Bk | ARSBAEESER, (358
#25153670)

o A 64K RAPDEEHREEANZIFRE, (5EERMRSE 23031146)

- BEEREBEE " (ZHK). '% RN, WFEHEF , £2XREK
ngram Z#T R REE, WRFEA ngram ZiTes , EFEXEER
Y FTS &5, (FAFR4RER 25873310)

- BIEEAER SQL RN ERTHRE T BRI BEHNME
HIRRE, ($EE84R5% 27214153, $5E54R%E 26864199)

Aurora MySQL 2.x EHFTEIER MySQL §532
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BRESIZEEH TN

Aurora MySQL 2.07.3
ERESIZEH

2020-11-10 (2.07.3

i) (EEA)

EE1ER MySQL 558

« InnoDB : FEF A XA EfmPEERKIIHITHLE R XA KRS

EREEERMTRREER  EREAEHTREPHNEE
ERRE, 2UREER , RERAER S ERE LEHRAT
i, GAP SHEEIE TR, ATHEEEEENER , EXAX
2R EREHEREF | £ READ COMMITTED FRaffE 4k H XA
RS ATEREY GAP SHEREEBM (L TBEER), (FHRERE
27189701, $HFRfmER 25866046)

« InnoDB : E# A READ COMMITTED [RBEBiRE: , S\2p& s

REAET A ERIEREE, (HRWR 25082593)

- R ERAXARSER , IRERERENERE (SQL) #1T

BREHESFIRENILHE , AIBHELAELEE, RRR ,

AR SQL BITHREHTER , BEF2ER XA BHK., EXRT

ERXRZE , F—EEHR XASTART , @A XA XRZERHE
TR RtbEEY , EH XAER_RMFAIL 853, (835 4m5R
24764800)

- BR  EXFREEEMRERE A REPEATABLE READ |, iR

REARARSEHREERE, (IHRMm% 25040331)

- #% : SHOW SLAVE STATUS RAXEEIHN AR A EIXA

R (Relay_Log_Space) fA6 K/ PWEEELLEIX AR
EREANERUBRZTZEAES, GA/MEYE HITREENER
WARHESE , Fitk SQL BT o SATE8 A /8 H BT R
FHECH , BEMREEAFERIBTARLNE, RERE@
NBEEHITHREFRSHFERADGE |, Z8 SQL HIITHENE
o, EMEFH B EMBRERNZERM,. Relay_log_Space EH
EEEEFHEHEE UL TERTRREENGTE, &
FRfmaR 26997096, #HER#WER 87832)

- ¥ INSERT BRAR , VALUES BEFATEHEN FEH

EEE_ERNEMERFINE , ARSFRITseSERETATERE
BRRBEER, (5FRMm% 23762382)

- ¥R EETEERES CURRENT_TIMESTAMP # TIMESTAMP

= DATETIME EREMNER R | MNRZERRE BEFORE
INSERT %27 , AIZERB T #%KR{1LA 0000-00-00
00:00:00, ($5:24ma% 25209512, $HER4wEE 84077)
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https://dev.mysql.com/doc/refman/5.7/en/innodb-transaction-isolation-levels.html#isolevel_read-committed
https://dev.mysql.com/doc/refman/5.7/en/innodb-transaction-isolation-levels.html#isolevel_read-committed
https://dev.mysql.com/doc/refman/5.7/en/innodb-transaction-isolation-levels.html#isolevel_repeatable-read
https://dev.mysql.com/doc/refman/5.7/en/show-slave-status.html
https://dev.mysql.com/doc/refman/5.7/en/insert.html
https://dev.mysql.com/doc/refman/5.7/en/date-and-time-functions.html#function_current-timestamp
https://dev.mysql.com/doc/refman/5.7/en/datetime.html
https://dev.mysql.com/doc/refman/5.7/en/datetime.html
https://dev.mysql.com/doc/refman/5.7/en/datetime.html

Amazon Aurora
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BRESIZEEH TN

Aurora MySQL 2.07.2
ERESIEEHR
2020-04-17 (2.07.2

R) (EEA)

EE1ER MySQL 558

HRZEHTHERBEBEREZFENMEUE S FZP R ERNEEEEE
Ry TTEEEEHMRSRAE R, (EERMRIE 26502135)
FITEHRER (HPEEREL SELECT RARXNABTELER
RWBRR) , JREFEHGCBER A, (FEERMRIE 25586773)
HITEEFEIRACEANERER , TSR BT TERER
BRI ARBROGIER, (S55RFEM 25053286)

FTEHERB LN ELER URESERMARIPER, ELEHE
EE2EL—[HER K BECHAER. (HERMWIR 26402045)
MEFEABEES (Bl , FRERERQBESE L), EF
FEEBMENEHSRIE, (BERMRAE 18898433, $HEAHmAE
72854)

BRENTEEHE _EEREHTES LIKE FaH R IRz
B, BbBEASREIFNE—EER . (552 28086754)

- SHERMRIR 23104498 : S EHRE AR BRBRANREHBHE

R, (https:/github.com/mysql/mysql-server/commit/
20b6840df5452f47313c6f9a6ca075bfbc00a96b)

- $HERHRAR 22551677  BIENEERBHAFHNRIE | EERE

AREEEHERESIZEERABMBRRER, (https:/github.co
m/mysql/mysql-server/commit/05e2386eccd32b6b444b90
0c9f8a87a1d8d531e9)

- $HERHRSE 23550835, #HER#MmIR 23298025, #RFRMmAR 81464 :

BEREGEBERTREBASEREEREMERERES
ZEMHNREE, (https:/github.com/mysgl/mysgl-server/com
mit/b4287f93857bf2f99b18fd06f555bbe5b12debfc, https://
github.com/mysql/mysql-server/commit/b4287f93857bf
2f99b18fd06f555bbe5b12debfc)
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https://dev.mysql.com/doc/refman/5.7/en/select.html
https://github.com/mysql/mysql-server/commit/20b6840df5452f47313c6f9a6ca075bfbc00a96b
https://github.com/mysql/mysql-server/commit/20b6840df5452f47313c6f9a6ca075bfbc00a96b
https://github.com/mysql/mysql-server/commit/05e2386eccd32b6b444b900c9f8a87a1d8d531e9
https://github.com/mysql/mysql-server/commit/05e2386eccd32b6b444b900c9f8a87a1d8d531e9
https://github.com/mysql/mysql-server/commit/05e2386eccd32b6b444b900c9f8a87a1d8d531e9
https://github.com/mysql/mysql-server/commit/b4287f93857bf2f99b18fd06f555bbe5b12debfc
https://github.com/mysql/mysql-server/commit/b4287f93857bf2f99b18fd06f555bbe5b12debfc
https://github.com/mysql/mysql-server/commit/b4287f93857bf2f99b18fd06f555bbe5b12debfc
https://github.com/mysql/mysql-server/commit/b4287f93857bf2f99b18fd06f555bbe5b12debfc
https://github.com/mysql/mysql-server/commit/b4287f93857bf2f99b18fd06f555bbe5b12debfc

Amazon Aurora Aurora MySQL R4~ figsE

BRELIEER JIES EMSEMN MySQL 58

Aurora MySQL 2.07.0 . SRERMMER 26251621 : 3 GCOL WA ERTA
BERESIEEN . $£384FEE 22574695 : 4 "ITABLE || ('TABLE->READ_SET ||
2019-11-25 (2.07.0 BITMAP_IS_SET(TABLE->READ_SET, FIEL
i) (BF ) . §EE84RS% 25966845 ; INSERT ON DUPLICATE KEY B4 3E4
- §HE84mA% 23070734 : 31T TRUNCATE TABLE EH({S#
- SRERMMER 26191879 : AH RS FREHFEHBZILER
. §HE84RS% 20989615 ;: INNODB AUTO_INCREMENT E £
B MR
Aurora MySQL 2.05.0 o $RER #23054591: JERMR — (A0 8 A2 M EVE @ binlog BRI IE&
ERES I ZEEH BfE MySql 1k
2019-11-11 (2.05.0
iR) (BEXA)
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BRELIEER JIES EMSEMN MySQL 58

Aurora MySQL 2.04.9 - SRERAROR 23070734, $HRR#HRAR 80060 : 1T TRUNCATE
ERESIEBEH TABLE E{E#

2020-08-14 (2.04.9 « $H384R5% 23103937 : PS_TRUNCATE_ALL_TABLES() DOES
) (EXA) NOT WORK IN SUPER_READ_ONLY MODE

- EAERIRER 22551677 | EMMREFRERE , NEHEBELTANE
FRM AT sE 2 E A AR 2R 4 Ko

- $RRRMMER 27082268 : FTS R BREEM,

- $EERMmAE 12589870 : B ERAAERRIE  EXEAZEE
M BRR X E X REI A R

- SHERMRER 26402045 . FEHERICNELERITEEEHM
REEFER, ELEHREEELE—EHEER , BEREAERL,

- $HERAmAE 18898433: MRERABHEEE (Hlw , EHEREMN
EEREE) , EAFZEBENERERE,

- $EERMmARE 25222337 ¢ EHRSIFH NULL EREBHRRLE
BEEEASNRRSEBRFFRGCENEREMRFRLEN
WAL 25 78 LE B HA P s A el AR 8R4 3R (https://github.com/mysql/
mysql-server/commit/273d5¢c9d7072c63b6¢c47dbef6963d7d
c491d5131)

- $RERMMAE 25053286 : TR EFIMBE 2 EHNEFRERF ,
AR EE TERBRER 2 RBHHNEREE, (https://
github.com/mysql/mysql-server/commit/d7b37d4d141a9
5f577916448650c429f0d6e193d)

- $RERAmAE 25586773 : MATHFHER (HHhIBREL SELECT
(https://dev.mysql.com/doc/refman/5.7/en/select.html) BRi =
RBEZVERRNRAR) , TeeFEHCRERK. (https:/
github.com/mysqgl/mysql-server/commit/88301e5adab65
f6750f66af284be410c4369d0c1)

- $EERIRARE 26666274 1 MEEEBHREFERSZPHVERE
Bl

- §HER#mAE 23550835, $HERMmIR 23298025, $RARAmAR 81464 :
EASEEECWE , SELECT MEEEBIERERKRAIESE
AR R
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https://github.com/mysql/mysql-server/commit/273d5c9d7072c63b6c47dbef6963d7dc491d5131
https://github.com/mysql/mysql-server/commit/273d5c9d7072c63b6c47dbef6963d7dc491d5131
https://github.com/mysql/mysql-server/commit/273d5c9d7072c63b6c47dbef6963d7dc491d5131
https://github.com/mysql/mysql-server/commit/d7b37d4d141a95f577916448650c429f0d6e193d
https://github.com/mysql/mysql-server/commit/d7b37d4d141a95f577916448650c429f0d6e193d
https://github.com/mysql/mysql-server/commit/d7b37d4d141a95f577916448650c429f0d6e193d
https://github.com/mysql/mysql-server/commit/88301e5adab65f6750f66af284be410c4369d0c1
https://github.com/mysql/mysql-server/commit/88301e5adab65f6750f66af284be410c4369d0c1
https://github.com/mysql/mysql-server/commit/88301e5adab65f6750f66af284be410c4369d0c1

Amazon Aurora

Aurora MySQL KR A fig5E

BRESIZEEH

Aurora MySQL
ERESIZEH
2019-09-19 (2.04.6
hR) (EEHA)

Aurora MySQL
ERESIZEH
2019-05-02 (2.04.2

hR) (EEH)

Aurora MySQL
BRI EC | EEM
2018-10-11 (2.03
W) (EEH)

JIES

2.04.6

2.04.2

2.03

EE1ER MySQL 558

. §538 #23054591: B = #{7 FC & 48 M EVEE @ binlog BRI &
B 1& MySql 1t

#HER4Mm5R 24829050 - INDEX_MERGE_INTERSECTION s&1E1L
ELXHEBRNEBER

- BiInEEERKRRAFBHEEZNE ICP KERIEFIEF (S5RRMRRE
24929748),

- JSON_OBJECT €2 EX M JSON BXTE (58 MmE
26867509).

- BAKAE JSON EREHBBRIVER SE84RE 22843444)

- 5.7 HNDEEERKRLIE 5.6 FAEZICIERE ERFER
25080442),

Aurora MySQL 2.x EHFTEIER MySQL §532
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BRESIZEEH TN

Aurora MySQL 2024
ERESIZEH
2018-09-21 (2.02.4

i) (EEA)

EE1ER MySQL 558

BUG#13651665 INNODB MAY BE UNABLE TO LOAD
TABLE DEFINITION AFTER RENAME

BUG#21371070 INNODB: CANNOT ALLOCATE @ BYTES.

BUG#21378944 FTS ASSERT ENC.SRC_ILIST_PTR !=
NULL, FTS_OPTIMIZE_WORD(), OPTIMIZE TABLE

BUG#21508537 ASSERTION FAILURE UT_A(!VIC
TIM_TRX->READ_ONLY)

BUG#21983865 UNEXPECTED DEADLOCK WITH
INNODB_AUTOINC_LOCK_MODE=0

BUG#22679185 INVALID INNODB FTS DOC ID DURING
INSERT

BUG#22899305 GCOLS: ASSERTION: !(COL->PR
TYPE & 256).

BUG#22956469 MEMORY LEAK INTRODUCED IN 5.7.8
IN MEMORY/INNODB/OSOQFILE

BUG#22996488 CRASH IN FTS_SYNC_INDEX WHEN
DOING DDL IN A LOOP

BUG#23014521 GCOL:INNODB: ASSERTION: !IS_V

BUG#23021168 REPLICATION STOPS AFTER TRX IS
ROLLED BACK ASYNC

BUG#23052231 ASSERTION: ADD_AUTOINC <
DICT_TABLE_GET_N_USER_COLS

BUG#23149683 ROTATE INNODB MASTER KEY WITH
KEYRING_OKV_CONF_DIR MISSING: SIGSEGV;
SIGNAL 11

BUG#23762382 INSERT VALUES QUERY WITH JOIN IN
A SELECT CAUSES INCORRECT BEHAVIOR

BUG#25209512 CURRENT_TIMESTAMP PRODUCES
ZEROS IN TRIGGER

BUG#26626277 BUG IN "INSERT... ON DUPLICATE
KEY UPDATE" QUERY

Aurora MySQL 2.x B FT{EIER MySQL $538
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Amazon Aurora Aurora MySQL R4~ figsE

EXES|IBERN 7R EfSIER MySQL #58
* BUG#26734162 INCORRECT BEHAVIOR WITH INSERT
OF BLOB + ON DUPLICATE KEY UPDATE

* BUG#27460607 INCORRECT WHEN INSERT SELECT's
SOURCE TABLE IS EMPTY

Aurora MySQL 2.02.0 EEEEE NS T ERGE R (HERR5R 22833364)
ERESIEBEH

2018-05-03 (2.02

IR) (EEA)

Aurora MySQL 1.x lRERIE S| ZEFHPATIEIER MySQL #E:R

B2 MySQL 5.6 tHAHK Aurora FRAEE MySQL 5.6.10 R EEMRAKFTE MySQL #5518 1E. TRERH
Aurora MySQL ERESIZEHMATEERHA MySQL §558 , U RIELERRIEEMBBHNERN.

BRELIEER TS EEER MySQL 53R

Aurora MySQL 1.23.2 - BE : #1117 SHOW BINLOG EVENTS BRRE | ST ME
ERESIEEH IR, WIEERKX TR SHOW BINLOG EVENTS BEREF
2021-03-18 (1.23.2 REEEtEERNERVENBEREE , AEFITRET
WR) (EEH) SREEHH, ERER 76618, $H5MmEE 20928790)
Aurora MySQL 1.23.0 « ALTER TABLE ADD COLUMN ALGORITHM=QUICK HY
ERESIZEH Binlog B4 EHBE A A ALGORITHM=DEFAULT , LAE2#+ B
2020-09-02 (1.23.0 RAEE

iR) (BRH) . $EERHREE 22350047 : #1ERTE ROLLBACK TO SAVEPOINT 2

BEIEAFR , BIEER LRI STMTS
- SRERMRAR 29915479 : £ 5 COM_BINLOG_DUMP HI1ER T
#,1T COM_REGISTER_SLAVE , AlsE2E MM RIFER

- $HERMROE 30441969 : $EERMmAR 29723340 : SQL REEHE
Bz® , MYSQL fFIFRES = #

- $HERAWER 30628268 : FLiEE T B EH
- SHERHIRER 27081349 : FEAZERAMBRE , HBRATRHNIT
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BRELIEER IS EfEEM MySQL §&ER

- SHERIRER 27230859 : REEMMNZBLE , HBRARHWIT

- SRERAmAE 27081349 : EAZEBMERE , HBRAFEHNTH

- #HERMWIR 26935001 : ALTER TABLE AUTO_INCREMENT &
ARERERNENREEENELI

- $RERMmER 29770705 : EA%E WHERE A #1T SELECT
By, AR e E 5

- SRERMMAR 27659490 : EABREFEER SELECT BER5| &6

£ R ZRCIEEE (OOM)
- $EERMRARE 24786290 : EER P RAERREIE 74145 28 | &
Bk

- HERIRER 27703912  BEFEMLRER , EEFEEAS

- $RERMmAR 20527363 : BET T FERREM : \DICT_TF
2_FLAG_IS_SET(TABLE, DICT_TF2_TEMPORARY)

. EHERMMIR 23103937 PS_TRUNCATE_ALL_TABLES() DOES
NOT WORK IN SUPER_READ_ONLY MODE

. SRERMMER 25053286 : EREFH KRB EGFHEEEAERT
EREITH (ER 5.6.36 1SIE)

- $HFRAWEE 25586773 : 7£ SP K EBHF B ERKBRMNITAT
IERE (B 5.6.39 15 TF)

- $5384m% 27407480 : AUTOMATIC_SP_PRIVILEGES B
MYSQL.USER &R &RA A A#R

. $EERHRAR 26997096 : relay_log_space EXREZEH , B
b, HEERUAESSREXAFFEANERERZR™,

. $EES4RE% 15831300 SLAVE_TYPE_CONVERSIONS=ALL_
NON_LOSSY & £ tn g HiE 1

- SSL $EERMEBHESEIRMmAE 17087862, $5Ea#maE 20551271

- $HER4ROR 16894092 : 5.6.6+ FHIKAEESR , LLAREA... &
HY... KR (f£ 5.6.15 BASIE).

. THEEE SLAVE_TYPE_CONVERSIONS #ERARVESERISIE,
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BRESIZEEH TN

Aurora MySQL 1.22.3
ERESIZEH

2020-11-09 (1.22.3

hR) (EEHA)

Aurora MySQL 1.22.0
ERESIZEH
2019-11-25 (1.22.0

R) (EEA)

EE1ER MySQL 558

- $HERMRIR 26654685 : AT MMEMEBIBRAIRS| ID 2

HH 2 B

- EAERMWER 15831300 : KA , MBI EH EAVB/NER

FHR B E B RSB RRF (a0 , R EA SMALLINT
BRI ARSI LR BIGINT EE4#) B, FHRIVE

SRR ACES, BE , BEEERT , BN ELHE
slave_type_conversions AR REEBIEEENEEF , £A
ALL_SIGNED ., ALL_UNSIGNED HEF —EHMEREHHR
BEWLTA. WEESHMEES , F2REUERIBERNE
B BUAREERE , AREBEERA,

o SHERAmAR 17449901 : £ foreign_key_checks=0

B , InnoDB AFFEENABERMORMENES| , ERHERKRT
—%  WEAEREERRBARRENDBESBRELK, BIfE
{# A foreign_key_checks=0 , InnoDB R 1E{H A] LARs LE S
HEWMORMEBENERS|, ERRNBEBES|I 28 , DEBR
HEPE MR,

- EEERMWIR 20768847 : ALTER TABLE... &1k E# DROP

INDEX #24E , RN S|IEKRIER HEEH,

- $RERMmIR 16346241 - AMREFAE ITEM_PARAM::QUERY_

VAL STR H & ##

. §HE84EEE 17733850 - NAME_CONST() %€ ITEM_NAME

_CONST::ITEM_NAME_CONST() 8%

. EEERMRIE 20989615 - INNODB AUTO_INCREMENT E4£#E

HYEMIR

- $HERAmAR 20181776 - FEUIRH T EERAFE TR , TAESHKBHE

HY =48

- $HERMRER 27326796 - MYSQL A #&1E2% PARSOPARS.CC HHY

INNODB E & & B 8

- §RERMmIR 20590013 - MR LB NRG|BREE , AIEEZBAT

#& £ DDL

Aurora MySQL 1.x B FTIEIER MySQL $538

321


https://dev.mysql.com/doc/refman/5.6/en/integer-types.html
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https://dev.mysql.com/doc/refman/5.6/en/replication-features-differing-tables.html#replication-features-attribute-promotion
https://dev.mysql.com/doc/refman/5.7/en/alter-table.html
https://dev.mysql.com/doc/refman/5.7/en/alter-table.html
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Aurora MySQL 1.21.0 « Bug #19929406: HANDLE_FATAL_SIGNAL (SIG=11) IN
ERESIEEH __MEMMOVE_SSSE3_BACK FROM STRING::COPY
2019-11-25 (1.21.0 « Bug #17059925 : ¥/ UNION FRir= , RIEMEMEEE
k) (EEH) RIREE, ERT "HeeBEBIER PRAXER K (B0
events_statements_current) B ROWS_EXAMINED #HI{E X
Ko
« Bug #11827369 : —4& B %5 SELECT ... FROM DUAL EiR¥
RN EHCRREEH

- SAERIWER 16311231 : MRERE IN THPETETEH , MT
Ea@la’f WHERE FAHE& XOR EH , Al&EE T ERNE

R,
Aurora MySQL 1.20.0  « Bug #19929406: HANDLE_FATAL_SIGNAL (SIG=11) IN
ERESIBEM _ MEMMOVE_SSSE3_BACK FROM STRING::COPY
2019-11-11 (1.20.0 « Bug #17059925 : ¥15A UNION BOR |, REMMEESE
iR) (BERH) BRMEE, EXRT TREREER RRXENE BIm
events_statements_current) #9 ROWS_EXAMINED #HEE KX
Ko
« Bug #11827369 : —4BE & SELECT ... FROM DUAL EiR¥
EHNEACDREER

o $HERMROE 16311231 : MBEHE IN FHAHRIEFENH , M T
£ X1E WHERE FAHEE XOR EH |, AIgEO A EmRNGE
8],
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https://dev.mysql.com/doc/refman/5.6/en/union.html
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Amazon Aurora

Aurora MySQL KR A fig5E

BRESIZEEH

Aurora MySQL
ERESIZEH
2019-09-19 (1.19.5
hR) (EEHA)

Aurora MySQL
ERESIZEH
2019-02-07 (1.19.0

R) (EEA)

Aurora MySQL
ERESIZEH
2019-01-17 (1.17.8

R) (EEA)

Aurora MySQL
ERESIZEH
2018-10-08 (1.17.7

R) (EEA)

JIES

1.19.5

1.19.0

1.17.8

1.17.7

EE1ER MySQL 558

- Bug #118273609 :

CVE-2018-2696
CVE-2015-4737
Bug #19929406: HANDLE_FATAL_SIGNAL (SIG=11) IN

_ MEMMOVE_SSSE3_BACK FROM STRING::COPY

Bug #17059925 : ¥/ UNION BR= , R EMHFTEEH
HIREME, HRVWEEFBERRRNER K (HIMW0 events_st
atements_current) B9 ROWS_EXAMINED ¥EX# , EE~AE
A Ko

6B SELECT ... FROM DUAL EMk ¥

EHNEHCIREEHR,

Bug #16311231 : IR &EHTE T IN FAPWFEH , H
XBET WHERE FHHH XOR EH , AIEEOF ERNGE
£,

- BHERIRER 32917 RN A TRHEELER  TRFHEE
- #RERMWIE 63144 : CREATE TABLE IF NOT EXISTS &R

SHE N B

o $ESR4REE 13418638 : CREATE TABLE IF NOT EXISTS /i

BEREERBS

- BANRSIBERRMIBRRSIMERERKRIER. (HRFAMR

« add_derived_key() HIECIEEE TR K. (
- SHH P EIERK , EEEK

16208542)

$HER MmN 76349)

2 A E A Index Merge M{ERETF
EfER. (FEERMmIR 16862316)

- BEMZEDIINERRPITERR , EEHEA index_merge

REL (BF2RESIE6HE
{55 17588348)

=1b) , TREEEEMMER, (HHR
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http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2696
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4737
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Amazon Aurora
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BRESIZEEH TN

Aurora MySQL
ERESIZEH
2018-09-06 (1.17.6
hR) (EEHA)

1.17.6

Aurora MySQL
ERES|IZEH
2018-03-13 (1.17
i) (E%A)

1.17.0

Aurora MySQL 1.15.1
ERESIZEH

2017-11-20 (1.15.1
R) (EEA)

EE1ER MySQL 558

&% ALTER TABLE IR EFH B HEE BINARY HHITE

BE, BITEERSEAENREIAMIERMET, EERR

5% 67141, $5334m5% 14735373, $HERfwIR 69580, $HERMmAR
17024290)

—RERRMNEBESHETEERNR BN | TTEEH
RARSERE R, (SB324RE 16177639)

EFERESERES , B LAST_INSERT_ID €348 H R (55
FRfm5% 69861)

EHEKIBESEA INDEX_MERGE RE , MERTRER
($55R4m 5% 16862316)
EHREEFREBHTEREENERRHITEDNE GERRE
16346367)

InnoDB FTS : #& FTS_CACHE_APPEND_DELETED_DO
C_IDS HE & (#F5fm5% 18079671)

£ ALTER TABLE CHANGE COLUMN A& 4% RBT_EMPTY
(INDEX_CACHE->WORDS) (§452#® 5% 17536995)
HRAFEEE | InnoDB £ X S, T HIFC#% (FEEREE
70333, $HERAmER 17458835)

BR — MySQL #1TEBELZ "H®¥E SYNC &5l (HRMHR
73816)

iZEJ& — 7£ ALTER TABLE CHANGE COLUMN # &

£ RBT_EMPTY(INDEX_CACHE->WORDS) (§4324m %%
17536995)

BR — S RFHFEE | InnoDB £ XE SR TR % BRiR
% 70333)
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https://dev.mysql.com/doc/refman/5.6/en/alter-table.html
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Aurora MySQL 1.15.0 - CREATE USER #Z /M EARZHHE  BRBZHHE
G B EEH (S5 E54m 3% 78033)

2017-10-24 (1.15 - DEIBIEBUITEEE Hwiﬁs%ﬂ LMEE B SR HEFR
) (EXA) HE, SERBMEEFESERENTEENML. TERE

DEI L FTIEE read_set EHFF’ read_set FERENFH

WL, ELUEIEEEEERR, #i8 DBUG_ASSERT , —B#1T

key_cmp , BIZ D AEFEENEE — ML (FEE2MRI% 16367691),
- MySQL #{TEEMEIE "8/E SYNC &3], (§5554R5% 73816)

. f£ ALTER TABLE CHANGE COLUMN s &% RBT EMPTY
(INDEX_CACHE->WORDS) (§£:5/m %% 17536995)

s BREHEFHE , InnoDB £ XS R TR & (S5554R5% 70333)
Aurora MySQL & 1.14.4 - ARBRNEHREERBRKZBEAE BEERMmIR 74683)

FESIZEEH : 2 - NEW->OLD E# %8 TGTID_MODE > 0, (5554w
018-03-13 (1.14.4 20436436)

W) (EER)

Aurora MySQL & 1.14.0 SNESESTENERR (FROM FAHN FEH) , ENMEKRS
PIESIZEEH - 2 FER, BE , RRRERBITENERXRBITEURE , AR
017-08-07 (1.14 %ﬁéiﬁaﬁ% EHRFELIHEBICNERRTREIE
iR) (EER) . (BEEBHREE 68751, $EILHREE 16539903)
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BRESIZEEH TN

Aurora MySQL & 1.13.0

PIES|IZBEH : 2
017-05-15 (1.13
IR) (EEA)

Aurora MySQL & 1.12.0

PESIZEEF - 2
017-04-05 (1.12
IR) (EER)

EE1ER MySQL 558

- ENMHMAZESH AUTO_INCREMENT EE:E , MEBH

MERIR, (SEERMRIR 21454472, SEERMRAR 77743)

« MR purge_node_t FEREPFEF—BHFER , ERERFEKR

FEZRE|IRE#H. EBTFT—HBMBERERRKEIE error in sec
index entry updates (XREZR5|E#H P FEEEER). Munable

to purge a record (#EEIEBRECER) LAK Mtried to purge sec
index entry not marked for deletion (B EBRARETLEMBR
MRERS|EE) SELHEIERAS. (8BFEMIE 19138298, iH
FRAmeR 70214, SRERARER 21126772, #HERfmAR 21065746)

« gsort IRAFRVER A PNETEER  EREEMHBIRN. (FRE

&% 73979)

- BIRIFRE|IFHRARGCHK. (SHRMIR 70214, SRR

72419)

« ALTER TABLE sn £ E#T#9 CURRENT_TIMESTAMP Lt

WERM TIMESTAMP , lHIRFESHEATEER (SRR
17392)

EFFAZEZEEHR AUTO INCREMENT BEERE , MERBH
NERR, (FHERMRIE 21454472, $HERMREE 77743)

HR purge_node_t P EFET —HWIEF , EREIREK
AR FZE|GEH. EET—HMBEREHRFKEE Terrorin sec
index entry update; (XERG|IEFHPFEEFR). "unable
to purge a record (#EEIEBRECE%) LAK Mtried to purge sec
index entry not marked for deletion (B EBRARETLEMBR
WRERSIEE) SEHHEERAS ., (5HRRMWEE 19138298, &
SR4mAE 70214, SEERMWOR 21126772, $5724mAE 21065746)
gsort IIERVHEBR R /DETEERR  ERBEMBRN., ERRF
% 73979)

EIRERRS| PIRTRIGE S, (BRERMmEE 70214, SHERRER
72419)

ALTER TABLE i EE#H CURRENT_TIMESTAMP L7
BERE TIMESTAMP , HIR{ESBAZTEER ERRTE
17392)
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BRESIZEEH TN

Aurora MySQL & 1.11.0
PESIZEEH 2

017-02-23 (1.11

W) (EER)

Aurora MySQL & 1.10.0

PESIZEEH - 2
016-12-14 (1.10
IR) (EER)

Aurora MySQL & 1.8.1

BIESIBEH : 2
016-10-26 (1.8.1
IR) (EEH)

EE1ER MySQL 558

- BRIFFFIT ALTER Btk DROP /#% 5§ EEH {th DROP #

B, EEFERKRHER, (FHRMm% 16095573)

- L&A ORDER BY # INFORMATION_SCHEMA &£ ,

I ARMEREERRITEREFRELFER, ERER
16423536)

- FOUND_ROWS () BEINERMKRERIIFTBRR. (FERRM®

68458)

c FRAZEFERRSEYAREHE , MEERHERAS

o (SBE54mEE 18948649)

- PTHEERIRAY UNION 2EEE "1=0/false) FANIERE

R, (FHRMWIE 69471)

- ARB[BEBEFERFFE=ZXHIT ITEM_FUNC_GROUP_CO

NCAT::FIX_FIELDS B E#, ($5354m5% 20755389)

- RERMANEBE KPR 10% , RERSHHIREE LS 1E

¥ BEXKBTENATHEER , LUBRE FTS RNES E/#
BRHIE , MySQL EHEFIB A, (855RMRIR 22516559, AR
&% 73816)

« OpenSSL HREMERE , AR TEHE-HHEESERRRESH.

\

LogJam (#5ER4ma% 18367167)
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BRESIZEEH TN

Aurora MySQL & 1.8.0
PESIZEEH : 2
016-10-18 (1.8 AR)
(EEA)

EE1ER MySQL 558

- UZERSIHRERMOFTE RS , BHABREIRREHRE

EREBZ S| , InnoDB £ 8H DROP INDEX #1F, (#:R
w5k 16896810)

« BERFIENBRS|IRRFURFFRENEE. (FERER

16413976)

- BEEHBAFEFTNFER , XEKFITRNEZE R KRR

L EMAIRIE, (SRR 18158639)

- BEEEEEER ; EEAEEREREK , UBE

AUTO_INCREMENT & , #ZE/) R EEBEEERENRAE
, IS E R AEBIEER, (SEERMRAE 16310273)
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Aurora MySQL ¥ 1.7.0 - 2E| LOCK grant $H7E , U NEEHREE D, (EIZEE WL R
PIESIZEH : 2 8355)

016-08-30 (1.7.0 - EFAFREFH SELECT LFARKFE K SEXERIER, (B
&) (EEH) 2SR AREE 16499751)
- ERESKRFERBET , MySQL SREERE R, BERER
11751794)

« GET_SEL_ARG_FOR_KEYPART %4+ E#% — #R%% 11751794
RN IEHERME. (FERRMmIR 16208709)
- £/ GROUP BY HI{TEEHKRELERER. ERER

17909656)
- BITESERANFBEEHN , HRSHBERY, ERER
16221623)

- £ IN FE#HZHE ORDERBY 74 , Rt ERRKEL EE
MWERT. (SFFRMWER 16308085)

- FREURH GROUP BY., MyISAM WS EE# (%R
), (SAERAMEE 16222245)

o EESIEREEN int RFARTRBRIFEHRSELEERER,
(SEER#m 5% 16394084)

- MRBEHCITEFERARARSIFE , ARSTESEEREL
ERERREER, SEFRMEE 16436567)

« COUNT(DISTINCT) FEEETE NULL ERRE , BE&E(T
EFARBRSIFBHERE , I SREETE NULL ERNXE. (88
ER4mAE 17222452)

- MEEHERFEAE MIN()/MAX() B2 aggregate_function
(DISTINCT) (%20 : SUM(DISTINCT)) , S FERAEHESIF
HHTER , Bl MIN)/MAX() WESRERR. HRMmR
17217128)

Aurora MySQL & 1.6.5 « SLAVE CAN'T CONTINUE REPLICATION AFTER MASTER'S

PIEEIEEH : 2 CRASH RECOVERY (Port Bug #17632285)
016-06-01 (1.6.5
W) (EER)
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BRESIZEEH TN

Aurora MySQL #
RIESIZEH : 2
016-04-06 (1.6 kR)
(BEH)

1.6.0

Aurora MySQL #
PIESIEEH : 2
016-01-11 (1.5 AR)
(BEH)

1.5.0

EE1ER MySQL 558

#&4m5E 18694052 $ER S "IM_ORDERED_R
EC_BUFFER. XEMEIE , MEBHEE 5.6 R (BZFEHERR
8% 18305270)

SEGV IN MEMCPY().
S54m 3% 18383840)
&, INDEX_MERGE #1 NO PK H I i
#wmo% 18167648)

BEEERRUFEL : £ HA_PARTITION::EXTRA hE& (&
EIBEERRER 16943907)

fAPR2S £ E# HA_ROWS HANDLER::MULTI_RAN
GE_READ_INFO_CONST HE# (BB HRMmI% 16164031)
EEHZKE{C T EE SEL_ARG::RB_INSERT() hE# (EiZiEE
SRAmER 16241773)

HA_PARTITION::POSITION (GE#2iE 84

R R (EERER

BER MySQL 2 NESHFITENBIEER  BRIEENE
BRUBFRENERR, (EERERIRR 17607956)
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BRESIZEEH

Aurora MySQL &
PESIZEEH 2
015-12-03 (1.4 kR)

(EEH)

JIES

1.4

EE1ER MySQL 558

FTSPARSE() F#) SEGV, ($5324ma% 16446108)
EFHBZELRWE | InnoDB BRI FHREH, (EREE
19465984)

BERREFTHEATRERER , FTS EM. (SRR
16834860)

BHEMWERRKR L, BREFEREAKR , RMERK 1054 5,
($5324m5% 18596756)
PEENESFURSEXNBREEATHRE. EREE
18684393)

UTF8 VARCHAR R RIZENERL. (55RRHWEE 17566396)
ORDERBY ZEBEERH X B , YITFHETE., (HBRER
16697792)

A SRR MR AR 11765744 IS EB R B BHEE 5.1, 5.5 5.6
A, (SHFRARER 17083851)

SQL/SQL_SHOW.CC #FHE FEEEE SIG6, RIRAIEER
FILL_VARIABLES, (§#8:#m%% 20788853)

A5 EE R MW AR 18008907 WIS IEEE B&BHEE 5.5 LA EARZA,
($5324m5% 18903155)

FE MySQL 5.7 BBV IEERMIS EH#E . (SEERMmER
19678930)
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Aurora MySQL 1.2, 1.3 « fiBR InnoDB ANEHARZKREHRHEEERHEM, SHBRRTFE
EREEE 1608883)

# : 2015-10-16 - EELEVEAHESRSNMYITE. SHBITIMER, 2F
(1.2, 1.3/) (BF EAFEETAHLBERF, (B4R 16865959)

H) - MEEEERNFARENENE K RARES —EERIT

SHOW PROCESSLIST &% , QI —EERTESEELAET
F—EEENERENERERE  FIEMWER, (R
fm8% 11765252)

« PURGE BINARY LOGS R AT SBREAPIIEATH
“HMNBFRE BT EEBREERN, (3HEMmIR 13727933)

s EREFEICIEBRAZEENFEHTAR  FERAX TS
BAEGCERRANER. (38FRMHE 15875919)

- AREEFEESERBERE  EREERNBILNER., (HRFE
% 16016493)

- BEBHBRIRKXERT GROUP_CONCAT() i , AREmA
Z{EERMH ORDER BY 74 , Alet B EHAREFER. (55
FRfma% 16075310)

- BEIEEHTEBRDO UL BERRA, SERHR
16083949)

- % STOP SLAVE B SHOW STATUS EF&#t —=HZ @R
REE B (Slave_retried_transactions . Slave_hea
rtbeat_period | Slave_received_hea
rtbeats . Slave_last_heartbeat = Slave_run
ning ) HEEVEMRANERZE , TEFEHRIEHEH, ERE
% 16088188)

- EESHRHFERAUSIRBEERFENES , FAAMERXNEX
BRI ERETER. (FHEMIK 16206253)

- ETEHPLUBEN ON TARTRBENRERXE | HELT
BE-BHERBRZBNTERN T, MEsIRESL, ERFERE
16318585)

+ GROUP_CONCAT 7% , ITEM_SUM::CLEAN_UP_AFTE
R_REMOVAL ARE4 E#, (F55R4R5% 16347450)
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BRESIZEEH TN

EE1ER MySQL 558

E &L INFORMATION_SCHEMA.INNODB_FT_DEFAULT

_STOPWORD HI#HE&E#BE L InnoDB EXRR , LB TEREH

InnoDB £ X # £ (FTS) £H , eSS AHEIR, (R
#m5% 16373868)

TEE WA FmBITHESIT FLUSH TABLES WITH READ
LOCK tp 5 , WEFiH L HITEMEXER , THEESEHIT
SHOW SLAVE STATUS BtlfE, ($5RRAmE% 16387720)

« EEXESPHAN Tabc-def) FHRAFHRESZFHE |, InnoDB

RESEMAE MyISAM MEN FH D RAFHR. (FRm%
16419661)

« FTS_AST_TERM_SET_WILDCARD H &4+ E#, (ERim5%

16429306)

« FTS RQG RIEH FTS_AST_VISIT() B4 [RBEREEFR. (SERMmR

16435855)

- BEREEEE  RELIEBREQDTFEMN Item_ref, &

BARB{FER. (FEFRMW5E 16509874)

« # InnoDB ERRHUITEXESR K FRSNRES + ;- &

EFHNEERT o8BS LH. (IHRWW;E 16516193)

« START SLAVEEREREREIE - -master-info-repo

sitory=TABLE relay-log-info-repository =TABLE X &A% %
B, LEBEBRERFZELA O, UK, --skip-slave-start
($EE24mER 16533802)

s BHEEEKXH InnoDB £XE S (FTS) RAsEEAKERRE

B, ($E384R5R 16625973)

- ERRIGAET  EEREESFHEPEASEMS , OPT_

CHECK_ORDER_BY H Ot @454  RAZHEMN TS
ENULL Ut R HtBEERNF T, (FRmT% 16766016)

- ERENMIEBRIZFENFER TR  RERAX TS

BERERBRANER. (EREHR 16807641)

- BB STOP SLAVE {8 THEE |, B#EFEARAKNE

iR#% 3 SHOW SLAVE STATUS , Al E BT % FLUSH
TABLES WITH READ LOCK &34 SEHNIEF . ($5354RE
16856735)

Aurora MySQL 1.x B FTIEIER MySQL $538
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Amazon Aurora

Aurora MySQL R4 figsE

BRESIZEEH TN

EE1ER MySQL 558

# GROUP_CONCAT() EFEMM o R , At g8 [AR
BEfE Ro (FHFRMmER 16870783)

£ 8 1Ef SHOW STATUS LIKE 'pattern' BRiR =, , BN
EREFHAERNAREEE (Slave_heartbeat_pe

riod . Slave_last_heartbeat . Slave_rec
eived_heartbeats . Slave_retried_tran
sactions ., Slave_running ) ¥IF~&F4& , ARFESE
LOCK _active_mi E& active_mi->rli->data_lock B F E#{TAE
SHERME, (FEFRMWIT 16904035)

« £/ IN BOOLEAN MODE #4ffifif e N ESSE8HEE X

B (SHRMmIR 16927092)

- # InnoDB ERXRHITLXESK , BRSKEEANR +H

MEEF K SEBES KM, (HERBH 17280122)

- MEFEH : BELE, BRTOEMNBFE., BRRERE, BRITE

LB, (SHRMmIR 17283409)

- —BEFERHN SQL FTHEESIMBRILERNME , SR

METFE LBEBRSZ. (8RR 17450876)

* InnoDB £ X EARKERAS "RER WEZFEBKK. BE

EFRRETERE , UBITFRLEE. (8HRIW:K 17659310)

- EEXRENSE InnoDB ERlE , £ MySQL 5.6 =% 5.7 lx P &£

FAEF , ATRES L MySQL Server Z BIMRAFEAE S ER, (8
SR4mER 17780517)

- BEASNEH , MRKREME num_token & /NA max_proxi

mity_item , AIBEREHRES S, (FHFRMmIE 18233051)

- EEREMNZ InnoDB ERFKEK , INFORMATION_SCHEMA

TABLES B2 COLUMNS BRI RN EEA TS EMGERERE X
EFXH. (FEERmIK 18592390)

- REEXXRZR , RRSEAESR  REITHERETEEN ,

MEMETRELAS K NARESHEAEZER , BHRRU
master_info_repository=TABLE #{TARESE , E2Mt. (&
B4R 5 18684222)

- ETEE LMAFRHMTHESIT FLUSH TABLES WITH READ

LOCK an s , EEX#2ir#¥1T DML , M E A FimE1T SHOW

Aurora MySQL 1.x B FTIEIER MySQL $538
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Aurora MySQL KR A fig5E

BRESIZEEH TN

Aurora MySQL & 1.1

PHESIEEH - 2
015-08-24 (1.1 hR)
(BEZEA)

EE1ER MySQL 558

SLAVE STATUS i o EEZ|HEE K EBILHE, (ERMWE
19843808)

- LA GROUP_CONCAT() HEF Al se 2 E A REFE R, (F5EHm

&% 19880368)

« 2R InnoDB ERENEZBUMFHE , eERENES

(FTS) BI#TBR s £ 8RR, (85=RMm3% 17607956)

- MRERENBBUBFHE , InnoDB £ XESEFHITRH.

(SEEE4REE 17161372)

« &5 Windows R LM InnoDB BRI E , £IES (FTS) ¥#

ID I FEFAIR +AREMER, (BRI 16559254)

- MySQL 5.6 # H 25 ER I8 , ¥ DROP TABLE #

ALTER TABLE HEEEX EEF L, ETMEEERK MySQL
Server 5.5.x B2 5.6.x MR 2 BB RBERRIR . (SRERARAR
16864741)

Aurora MySQL 1.x B FTIEIER MySQL $538
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Amazon Aurora Aurora MySQL R4~ figsE

Aurora MySQL HFIZIEHN Z £ iRE

Common Vulnerabilities and Exposures (CVE) EH R EARRZLRAEHEE. SEEEHISH
BE, RA , UREL—HBLHSERR,

BRI LAEARBEEEFEER Aurora MySQL Z2JREEE, MEFE Aurora ZEMN—REN |, BS
B (Amazon Aurora £ &ERE) HHI Amazon Aurora I Z &1, WFEEM Aurora MySQL T4t
& , 28 (Amazon Aurora fEFRE1Em) FH Amazon Aurora MySQL K& £ 14,

BERL—EARERIN Aurora A | FREAZEHARANEE, S0 LR B A REREERE
B9 Aurora MySQL EECHBERELZLREH. MREHEERELLMBE  AITEEEAREMR—
f& Aurora MySQL MRAF gEfS B ZIRE.

Aurora MySQL % 1 iR, 58 2 lR&% 58 3 lRHPIEIERY CVE th & — DR ERMRARMRAEE S SIT -

« Amazon Aurora MySQL % 3 IRV E R ES|IZF 5
» Amazon Aurora MySQL 2 (R E R E 5| 2 E 5
« Amazon Aurora MySQL £ 1 IRV ERESIZBEH (EEH)

® Note

B2 1THY Aurora MySQL £ 3 IR BIEFTE 1S EZI# 8 MySQL 8.0.23 9 CVE, MEEIEIE
HIRZHE CVE , EEEE®EF HA CVE M Aurora MySQL 2 3 lRHRA G F 2K © M.

CVE M&IKIE1E Aurora MySQL AR

+ CVE-2024-20963 :
+ CVE-2023-39975 :3.07.0, 3.06.0, 3.05.2, 3.04.2, 2.12.2, 2.11.5
« CVE-2023-38546 :3.07.0, 3.06.0, 3.04.2, 2.11.5

+ CVE-2023-38545
: 3.07.0, 3.06.0, 3.05.2, 3.05.1, 3.05.0.1, 3.04.2, 3.03.3, 2.12.2, 2.12.1, 2.12.01, 2.11.5

+ CVE-2023-22084
+ CVE-2023-22053 : 2.12.1
+ CVE-2023-22028 :
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/UsingWithRDS.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Security.html
https://nvd.nist.gov/vuln/detail/CVE-2024-20963
https://nvd.nist.gov/vuln/detail/CVE-2023-39975
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38546
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-38545
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-22084
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-22028

Amazon Aurora

Aurora MySQL A& &E

CVE-2023-22026 :

CVE-2023-22015 :

CVE-2023-21963

: 3.04.0, 3.03.2, 2.12.0, 2.11.3

CVE-2023-21912

: 3.04.0, 3.03.2, 2.12.0, 2.11.3

CVE-2023-21840

:2.12.0

CVE-2023-0215 :

3.04.0, 3.03.2, 2.12.0, 2.11.3

CVE-2022-43551

: 3.04.0, 3.03.2, 2.12.0, 2.11.3

CVE-2022-37434

3.05.0, 3.04.0, 3.03.2, 2.12.0, 2.11.3

CVE-2022-32221

: 3.03.0, 2.12.0, 2.11.1, 2.07.9

CVE-2022-24407 :

2121, 2114

CVE-2022-21635 :

3.04.0

CVE-2022-21556 :

3.04.0

CVE-2022-21460 :

2.11.0

CVE-2022-21451

: 3.03.0, 3.02.2, 2.11.0

CVE-2022-21444

3.03.0, 3.02.2, 2.11.0, 2.10.3

CVE-2022-21417

2.11.0

CVE-2022-21352 :

3.04.0

CVE-2022-21344 :

2.10.3

CVE-2022-21304 :

2.11.0, 2.10.3

CVE-2022-21303 :

2.11.0

CVE-2022-21245

2.11.0, 2.10.3, 2.07.8

CVE-2022-0778

3.02.1, 2.11.0

CVE-2021-36222

:3.02.2, 3.01.1,

2.12.0, 2.11.1, 2.11.0, 2.10.3, 2.10.2, 2.07.8

CVE-2021-35630 :

3.04.0

CVE-2021-35624 :

3.04.0, 2.10.2

CVE-2021-35604 :

2.10.2

CVE-2021-28196 :

2.11.0

CVE-2021-23841

:2.11.0, 2.10.0, 2.09.3, 1.23.3

CVE-2021-22946 :

3.02.0, 3.01.1, 2.12.0

CVE-2021-22926 :

3.02.2, 3.01.1, 2.11.1, 2.11.0, 2.10.3, 2.10.2, 2.07.8
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-22026
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-22015
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-21963
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-21912
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-21840
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-0215
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-43551
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-37434
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32221
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-24407
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21635
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21556
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21460
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21451
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21444
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21417
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21352
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21344
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21304
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21303
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21245
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0778
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-36222
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-35630
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-35624
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-35604
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-28196
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-23841
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-22946
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-22926

Amazon Aurora

Aurora MySQL A& &E

CVE-2021-3712 :

2.09.3

CVE-2021-3449 :

2.11.0. 2.10.0.

2.09.3, 1.23.3

CVE-2021-2390 :

2.10.2

CVE-2021-2389 :

2.10.2

CVE-2021-2385 :

2.10.2

CVE-2021-2356 :

2.10.2

CVE-2021-2307 :

2.11.0, 2.10.1,

2.09.3, 1.234

CVE-2021-2226 :

2.11.0, 2.10.1,

2.09.3, 1.234

CVE-2021-2202 :

2.11.0

CVE-2021-2194 :

2.11.0, 2.10.1

CVE-2021-2179 :

2.11.0

CVE-2021-2178 :

2.11.0

CVE-2021-2174 :

2.11.0, 2.10.1,

2.09.3

CVE-2021-2171

:2.11.0, 2.10.1,

2.09.3

CVE-2021-2169 :

2.12.0, 2111,

2.11.0, 2.10.1, 2.09.3

CVE-2021-2166 :

2.11.0, 2.10.1,

2.09.3

CVE-2021-2160 :

2.11.0, 2.10.1,

1.23.4

CVE-2021-2154 :

2.11.0, 2.10.1,

2.09.3, 1.234

CVE-2021-2144 :

2.07.3

CVE-2021-2060 :

2.10.1, 2.09.3,

1.23.4

CVE-2021-2032 :

2.10.1, 2.09.3,

1.23.4

CVE-2021-2001

:2.10.1, 2.09.3,

1.23.4

CVE-2020-28196 :

2.10.0, 2.09.3,

1.23.3

CVE-2020-14867

1.23.2, 1.22.4

CVE-2020-14812 :

2.09.2, 2.07.4, 1.23.2, 1.224

CVE-2020-14793 :

2.09.2, 2.07.4, 1.23.2, 1.224

CVE-2020-14790 :

2.10.0, 2.09.2,

2.07.4

CVE-2020-14776 :

2.10.0

CVE-2020-14775 :

2.09.2, 2.074

CVE-2020-14769 :

2.09.3, 2.09.2, 2.07.4, 1.23.2, 1.224
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3712
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3449
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2390
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2389
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2385
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2356
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2307
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2226
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2202
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2194
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2179
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2178
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2174
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2171
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2169
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2166
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2160
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2154
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2144
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2060
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2032
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-2001
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-28196
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14867
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14812
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14793
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14790
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14776
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14775
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-14769

Amazon Aurora

Aurora MySQL A& &E

CVE-2020-14765 :

2.09.2,

2.07.4,

1.23.2,

1.22.4

CVE-2020-14760 :

2.09.2,

2.07.4

CVE-2020-14672 :

2.09.2,

2.07.4,

1.23.2,

1.22.4

CVE-2020-14567 :

2.10.0,

2.09.1,

2.08.3.

2.07.3

CVE-2020-14559 :

2.10.0,

2.09.1,

2.08.3.

2.07.3, 1.23.1, 1.22.3

CVE-2020-14553 :

2.10.0,

2.09.1,

2.08.3.

2.07.3

CVE-2020-14547

2.10.0,

2.09.1,

2.08.3.

2.07.3

CVE-2020-14540 :

2.10.0,

2.09.1,

2.08.3.

2.07.3

CVE-2020-14539 :

2.10.0, 1.23.1, 1.22.3

CVE-2020-11105

. 3.07.0, 3.06.0, 3.05.2, 3.04.2, 2.12.1, 2.11.5

CVE-2020-11104

. 3.07.0, 3.06.0, 3.05.2, 3.04.2, 2.12.1, 2.11.5

CVE-2020-2812 :

2.09.1, 2.08.3, 2.07.3. 1.22.3

CVE-2020-2806 :

2.09.1,

2.08.3,

2.07.3

CVE-2020-2780 :

2.09.1,

2.08.3,

2.07.3.

1.22.3

CVE-2020-2765 :

2.09.1,

2.08.3,

2.07.3

CVE-2020-2763 :

2.09.1,

2.08.3,

2.07.3.

1.22.3

CVE-2020-2760 :

2.09.1,

2.08.3,

2.07.3.

2.04.9

CVE-2020-2579 :

2.09.1,

2.08.3,

2.07.3.

1.22.3

CVE-2020-1971

1 2.09.2,

2.07.4,

1.23.2,

1.22.4

CVE-2019-17543 : 2.10.2, 2.09.3, 2.07.7

CVE-2019-5443 : 2.08.0, 2.04.9

CVE-2019-3822 : 2.08.0, 2.04.9

CVE-2019-2960 :

2.10.2,

2.09.3,

2.07.7

CVE-2019-2948

2.09.0

CVE-2019-2924

2.07.0,

2.04.9,

1.22.0

CVE-2019-2923 :

2.07.0,

2.04.9,

1.22.0

CVE-2019-2922 :

2.07.0,

2.04.9,

1.22.0

CVE-2019-2911

: 2.09.0.

2.04.9,

1.23.0

CVE-2019-2910 :

2.07.0,

2.04.9,

1.22.0

CVE-2019-2805 :

2.06.0,

2.04.9,

1.22.0

339
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2806
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2780
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2765
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2763
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2760
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-2579
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-1971
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-17543
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-5443
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-3822
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2960
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2948
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2924
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2923
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2922
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2911
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2910
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2805

Amazon Aurora

Aurora MySQL A& &E

CVE-2019-2791

: 2.06.0,

2.04.9

CVE-2019-2778 :

2.06.0,

2.04.9

CVE-2019-2758 :

2.06.0,

2.04.9

CVE-2019-2740 :

2.07.3.

2.04.9, 1.22.0

CVE-2019-2739 :

2.06.0,

2.04.9

CVE-2019-2731

:2.09.0

CVE-2019-2730 :

2.06.0,

2.04.9, 1.22.0

CVE-2019-2628 :

2.04.9

CVE-2019-2581

:2.09.0

CVE-2019-2537 :

2.09.0,

1.23.0

CVE-2019-2534 :

2.05.0,

2.04.3, 1.21.0, 1.20.0, 1.19.1

CVE-2019-2482 :

2.09.0

CVE-2019-2434 :

2.09.0

CVE-2019-2420 :

2.09.0

CVE-2018-3284

2.09.0

CVE-2018-3251

:2.10.0

CVE-2018-3156 :

2.10.0

CVE-2018-3155 :

2.05.0,

2.04.3

CVE-2018-3143 :

2.10.0,

1.23.2

CVE-2018-3065 :

2.09.0

CVE-2018-3064 :

2.06.0,

2.04.9, 1.22.0

CVE-2018-3058 :

2.06.0,

2.04.9, 1.22.0

CVE-2018-3056 :

2.05.0,

2.04.4

CVE-2018-2813 :

2.04.9

CVE-2018-2787 :

2.09.0,

1.23.0

CVE-2018-2786 :

2.06.0,

2.04.9

CVE-2018-2784 :

2.09.0,

1.23.0

CVE-2018-2696 :

2.05.0,

2.04.5, 1.21.0, 1.20.0, 1.19.5

CVE-2018-2645 :

2.09.0,

1.23.0

CVE-2018-2640 :

2.09.0,

1.23.0
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2740
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2730
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2628
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2581
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2537
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2534
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2482
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2434
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-2420
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3284
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3251
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3156
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3155
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3143
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3065
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3064
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3058
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-3056
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2813
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2787
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2786
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2784
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2696
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2645
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-2640

Amazon Aurora Aurora MySQL A&

+ CVE-2018-2612 : 2.05.0, 2.04.3, 1.21.0, 1.20.0, 1.19.1
+ CVE-2018-2562 : 2.05.0, 2.04.4, 1.21.0, 1.20.0, 1.19.2
+ CVE-2018-0734 : 2.05.0, 2.04.3, 1.21.0, 1.20.0, 1.191
+ CVE-2017-3653 : 2.06.0, 2.04.9, 1.22.0

+ CVE-2017-3599 : 2.05.0, 2.04.3, 1.21.0, 1.20.0, 1.191
+ CVE-2017-3465 : 2.06.0, 2.04.9

+ CVE-2017-3464 : 1.22.0, 2.04.9

+ CVE-2017-3455 : 2.06.0, 2.04.9

+ CVE-2017-3329 : 2.05.0, 2.04.4, 1.21.0, 1.20.0, 1.19.2
+ CVE-2017-3244 : 2.06.0, 2.04.9, 1.22.0

+ CVE-2016-8287 : 2.07.2

+ CVE-2016-5634 : 2.07.2

+ CVE-2016-5612 : 2.06.0, 2.04.9, 1.22.0

+ CVE-2016-5440: 2.10.0

+ CVE-2016-5439 : 1.22.0, 2.03.3

+ CVE-2016-5436 : 2.04.9, 2.03.3

+ CVE-2016-3518 : 2.04.5

+ CVE-2016-3495 : 2.03.2

+ CVE-2016-3486 : 2.02.2

+ CVE-2016-0606 : 1.22.0

+ CVE-2015-4904 : 1.22.0

+ CVE-2015-4879 : 1.22.0

+ CVE-2015-4864 : 1.22.0

+ CVE-2015-4830 : 1.22.0

+ CVE-2015-4826 : 1.22.0

+ CVE-2015-4737 : 1.21.0, 1.20.0, 1.19.5

+ CVE-2015-2620 : 1.22.0

+ CVE-2015-0382 : 1.22.0

+ CVE-2015-0381 : 1.22.0

+ CVE-2014-6555 : 1.22.0
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3653
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3599
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3465
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3464
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3455
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3329
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-3244
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-8287
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5634
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5612
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5440
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5439
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-5436
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-3518
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-3495
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-3486
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-0606
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4904
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4879
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4864
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4830
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4826
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-4737
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-2620
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0382
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2015-0381
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6555

Amazon Aurora Aurora MySQL A&

+ CVE-2014-6489 : 1.22.0
+ CVE-2014-4260 : 1.22.0
+ CVE-2014-4258 : 1.22.0
+ CVE-2014-2444 : 1.22.0
+ CVE-2014-2436 : 1.22.0
+ CVE-2014-0393 : 1.22.0
+ CVE-2013-5908 : 1.22.0
+ CVE-2013-5881 : 1.22.0
+ CVE-2013-5807 : 1.22.0
+ CVE-2013-3811: 1.22.0
+ CVE-2013-3807 : 1.22.0
+ CVE-2013-3806 : 1.22.0
+ CVE-2013-3804 : 1.22.0
+ CVE-2013-2381 : 1.22.0
+ CVE-2013-2378 : 1.22.0
+ CVE-2013-2375:1.22.0
+ CVE-2013-1523 : 1.22.0
+ CVE-2012-5615: 1.22.0
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3811
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3807
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3806
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-3804
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2381
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2013-2378
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Amazon Aurora

Aurora MySQL KR A fig5E

Aurora MySQL A fm a8 34 5 5 #%

TREREA Aurora MySQL FRA G EEHY STH AR AR

Aurora W74 3.07.0 MySQL &

o3

@

Aurora MySQL A& , A

Aurora MySQL A& , A

Aurora A 3.04.2 MySQL &

o3

@

Aurora WA 3.06.0 MySQL &

o3

@

Aurora A 3.05.2 MySQL &

o3

@

DU

Aurora MySQL hZ< 3.07.0 2
AR, EREREAIFREN

MySQL 8.0.36. ME X BE4E
&, FSHEE MySQL 8.0 18

ZAH Aurora MySQL £ 3 fR,

Aurora MySQL x4 2.11.5
=AU, LthiRZAE MySQL
5712 AR, MEZTEFAE
A, ESEE MySQL 5.7 A

# Aurora MySQL £ 2 iR,

Aurora MySQL k7 2.12.2
=AU AN, LthiRZAE MySQL
HE. NETEFHENR ,
FSR%E MySQL 5.7 B
Aurora MySQL 2 2 fR.

Aurora MySQL k7 3.04.2
=AU AN, LthiRZAE MySQL
8.0.28 A, METEFMHE
 , ESEE MySQL 8.0 A

# Aurora MySQL 28 3 iR,

Aurora MySQL k7 3.06.0

=AM, EfMRE MySQL
HFRA METEFMER ,

S R5 MySQL 8.0 HHEH
Aurora MySQL 2 3 hR.

Aurora MySQL k7 3.05.2
=AU AN, LthiRZAE MySQL

B #

202456 A48

20243 A26H

2024%3A19 H

2024%3A15H

2024%3A7H

2024 1 H31H
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.MySQL80.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.CompareMySQL57.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.CompareMySQL57.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.CompareMySQL57.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.CompareMySQL57.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.MySQL80.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.MySQL80.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.MySQL80.html
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Amazon Aurora

Aurora MySQL KR A fig5E

Aurora MySQL 2.12.1 i , 8
MySQL 5.7.40 &

Aurora MySQL 3.03.3 ik ,

MySQL 8.0.26 &

Aurora MySQL 3.05.1 i , &2

MySQL 8.0.32 &

Aurora MySQL 3.04.1 hx , &2

MySQL 8.0.28 &

Aurora MySQL 3.05.0.1 ki ,
g2 MySQL 8.0.32 Beta %

8.0.32 A, METEHME
A, E2BE MySQL 8.0 A

8 Aurora MySQL 28 3 kR,

Aurora MySQL 2.12.1 iR E #
H, HEARAE MySQL 5.7.40
HE. NETEFHENR ,
ESBE MySQL 5.7 AR
Aurora MySQL 2 2 fR,

Aurora MySQL 3.03.3 iR E #
H, HEARAE MySQL 8.0.26
HE. NETEFHENR ,
ESBEE MySQL 8.0 AR
Aurora MySQL 2 3 fR.

Aurora MySQL 3.05.1 kR E #
H, HEARAE MySQL 8.0.32
HE. NETEFHENR ,
ESBEE MySQL 8.0 AR
Aurora MySQL 2 3 fR.

Aurora MySQL 3.04.1 kR E #
H, HEARAE MySQL 8.0.28
HE. NETEFHENR ,
ESBEE MySQL 8.0 AR
Aurora MySQL 2 3 fR.

Aurora MySQL 3.05.0.1 fx 2

#H. HEARAE MySQL 8.0.32

HE. NETEFHENR ,
FESBEE MySQL 8.0 AR
Aurora MySQL 2 3 fR.

2023 £ 12 A 28 H

2023 12 A8 H

2023 11 A 21 H

202311 A 13 H

2023 £ 10 A 30 H
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.MySQL80.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.MySQL80.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.MySQL80.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.MySQL80.html
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Amazon Aurora

Aurora MySQL KR A fig5E

Aurora MySQL 3.05.0 i , 2
MySQL 8.0.32 &

Aurora MySQL 2.12.0.1 k& ,
g2 MySQL 5.7.40 Beta 8%

Aurora MySQL 2.11.4 iR , &
MySQL 5.7.12 &

Aurora MySQL 3.03.2 i , &
MySQL 8.0.26 &

Aurora MySQL 2.07.10 ki , £

MySQL 5.7.12 &

Aurora MySQL 3.04.0 ik , &
MySQL 8.0.28 &

Aurora MySQL 3.05.0 kR E #
H, HEARAE MySQL 8.0.32
HE. NETEFHENR ,
ESBEE MySQL 8.0 AR
Aurora MySQL 2 3 fR.

Aurora MySQL 2.12.0.1 Beta
REH#HH. LR MySQL
5.7.40 8. METEFAE
A, ESHEE MySQL 5.7 HE
8 Aurora MySQL 28 2 kR,

Aurora MySQL 2.11.4 R E #
H, HEARAE MySQL 5.7.12
HE. NETEFHENR ,
ESBE MySQL 5.7 AR
Aurora MySQL 2 2 fR,

Aurora MySQL 3.03.2 &2
#H, HARASEZ MySQL 8.0.26
HE. NETEFHENR ,
ESBEE MySQL 8.0 AR
Aurora MySQL 2 3 fR.

Aurora MySQL 2.07.10 R E #
H, HEARAE MySQL 5.7.12
HE. NETEFHENR ,
ESBE MySQL 5.7 AR
Aurora MySQL 2 2 fR,

Aurora MySQL 3.04.0 kR E #
H, HEARAE MySQL 8.0.28
HE. NETEFHENR ,
FESBEE MySQL 8.0 AR
Aurora MySQL 2 3 fR.

2023 £ 10 A 25 H

2023 £ 10 A 25 H

2023 £ 10 A 17 H

2023 8 A29 H

20238 A15H

2023 7 H31H
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Amazon Aurora

Aurora MySQL KR A fig5E

Aurora MySQL 2.12.0 ki , B2

MySQL 5.7.40 #BE

Aurora MySQL 2.11.3 ki , B2

MySQL 5.7.12 #B&

Aurora MySQL 3.03.1 ki , B2

MySQL 8.0.26 A

Aurora MySQL 2.07.9 kR , £

MySQL 5.7.12 #B&

Aurora MySQL 3.02.3 ki , B2

MySQL 8.0.23 #HA

Aurora MySQL 2.11.2 ki , B2

MySQL 5.7.12 #B&

Aurora MySQL 2.12.0 kR E #
H, HEARAE MySQL 5.7.40
HE. NETEFHENR ,
ESBE MySQL 5.7 AR
Aurora MySQL 2 2 fR,

Aurora MySQL 2.11.3 iR E #
H, HEARAE MySQL 5.7.12
HE. NETEFHENR ,
ESBE MySQL 5.7 AR
Aurora MySQL 2 2 fR,

Aurora MySQL 3.03.1 kR E #
H, HEARAE MySQL 8.0.26
HE. NETEFHENR ,
ESBEE MySQL 8.0 AR
Aurora MySQL 2 3 fR.

Aurora MySQL 2.07.9 iR E #
H, HEARAE MySQL 5.7.12
HE. NETEFHENR ,
ESBE MySQL 5.7 AR
Aurora MySQL 2 2 fR,

Aurora MySQL 3.02.3 iR E #
H, HEARAE MySQL 8.0.23
HE. NETEFHENR ,
ESBEE MySQL 8.0 AR
Aurora MySQL 2 3 fR.

Aurora MySQL 2.11.2 iR E #
H, HEARAE MySQL 5.7.12
HE. NETEFHENR ,
ESBE MySQL 5.7 AR
Aurora MySQL 2 2 fR,

2023 7 H25H

2023 6 A9 H

20235 H 11 H

2023 5 H4H

2023 4 A 17 H

2023 3 H 24 H
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Amazon Aurora

Aurora MySQL KR A fig5E

Aurora MySQL 3.03.0 ki , B2

MySQL 8.0.26 A

Aurora MySQL 2.11.1 ki , B2

MySQL 5.7.12 185,

Aurora MySQL 3.02.2 ki , B2

MySQL 8.0.23 #HA

Aurora MySQL 2.10.3 ki , B2

MySQL 5.7 &

Aurora MySQL 2.11.0 ki , B2

MySQL 5.7.12 #B&

Aurora MySQL 3.02.1 ki , B2

MySQL 8.0.23 #HE

Aurora MySQL 3.03.0 kR E #
H, HEARAE MySQL 8.0.26
HE. NETEFHENR ,
ESBEE MySQL 8.0 AR
Aurora MySQL 2 3 fR.

Aurora MySQL 2.11.1 iR E #
H, HEARAE MySQL 5.7.12
HE. NETEFHENR ,
ESBE MySQL 5.7 AR
Aurora MySQL 2 2 fR,

Aurora MySQL 3.02.2 kR E #
H, HEARAE MySQL 8.0.23
HE. NETEFHENR ,
ESBEE MySQL 8.0 AR
Aurora MySQL 2 3 fR.

Aurora MySQL 2.10.3 ik 2
HH, tERRZASEE MySQL 5.7
HE. NETEFHENR ,
2 EEE MySQL 5.7 fHAH
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Aurora MySQL 2.11.0 iR E #
H, HEARAE MySQL 5.7.12
HE. NETEFHENR ,
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