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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-block-public-access.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsIAM.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsWorkingBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/outposts-sharing-with-ram.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsManaging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsCapacity.html#S3OutpostsCloudWatchMetrics
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsNotificationsCWE.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsCloudtrail.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html#ConsistencyModel
https://docs.aws.amazon.com/ec2/index.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshots-outposts.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-on-outposts.html
https://docs.aws.amazon.com/datasync/latest/userguide/getting-started.html
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https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3control/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3outposts/index.html
https://aws.amazon.com/tools/
https://aws.amazon.com/outposts/rack/pricing/

Amazon S3 on Outposts EREER

« f£/ S3 on Outposts FH1FETEE

f#F S3 on Outposts ¥4

S3 on Outposts FEZ 4

&1 S3 on Outposts 17 BT 88

& F Amazon S3 on Outposts #1757 2%

BrESR API hzZ 2006-03-01 8



Amazon S3 on Outposts EREER

A% E Outpost

= ZRKBEA Amazon S3 on Outposts , BEEEREPIEAR Amazon S3 BEHR Outpost, INFEET
8% Outpost 1 S3 REREMFMEF , F52H AWS Outposts, &EEMEEM Outposts 2B HE S3 &
E , BALAEA ListOutpostsWithS3 APIFRENY,, 75 BE#7 & LA K EBEf## S3 on Outposts B2 Amazon S3
BAFE , 528 Amazon S3 on Outposts &2 Amazon S3 BATRE ? .

MEFHMET , F2ETIERE,

&
« FTHEEFT Outpost

5] BB Outpost

MRLFETEER S3 BEMF Outpost , FHZBAWS Outposts #ZREELL T f## Amazon Elastic
Compute Cloud ( Amazon EC2 ). Amazon Elastic Block Store ( Amazon EBS ) #1 Amazon S3 #Y
AEEIE,

BERZNEREZR , B4R AWS Outposts ERAFEFIEEFRIE L Outpost FETHE Outpost BEW S ER
B1E,

STEEHT Outpost API fR78 2006-03-01 9


https://aws.amazon.com/outposts
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://aws.amazon.com/outposts/pricing/
https://docs.aws.amazon.com/outposts/latest/userguide/order-outpost-capacity.html

Amazon S3 on Outposts EREER

Amazon S3 on Outposts B Amazon S3 HAR[E ?

Amazon S3 on Outposts ¥ #H-F 7R M4 AEBEE AWS Outposts IR, £H S3 on Outposts A iE
BEERNREERIASBEEARIANME , HEEREAKERE, ERES. METHMETK,
R S3 on Outposts /A Amazon S3 APIsHl That , Rt AR B RRHER. RE. Eid. RENEH
¥ Outposts L ERIHFE , I#E AWS EREXEERIIADIBRM , AES BN ESEER.

1% S3 on Outposts S EWFFHER , TSR T EE,
X

* S3 on Outposts 1%

« API S3 on Outposts X BRI IRE

« S3 on Outposts T X EHK Amazon S3 Zh&E
« S3 on Outposts #BIER

S3 on Outposts #H1&

« Outposts fEfFEri8 K/NEFRA 50 TB.

- &8 AWS 1R FH Outposts fE1ZETEEE B LR A 100,
- RAEfE A 7 EURL A% B 2R EX Outposts &7 T RE

« 1@ Outpost EFITEHNFIEEE LEA 10,

- TFEREBURH K/MREIA 20 KB

« Outpost BEEE R LAEA BB HREEBF AWS Organizations BITFEL AWS Resource Access
Manager, FfiEEZEZH Outpost IR S % FETEE AWS OrganizationsF I #EE B iR S B A S
Ao

 S3on Outpost EFIFREEEIRF —ZREREFTFRBRIBYHNEEE.
« S3 on Outpost TR EIRF RecHREFIrRIAITIEE.

o ¥R/ BREIE Amazon S3 —H.

« FiB{#TF1E S3 on Outposts LI ¥4+ &R fE1F1E OUTPOSTS REFERIH,

- IRIFETERR , EEFETEOUTPOSTSREFREER P FTE WA 2 E A MR HINZE R Amazon S3 &
&8 (SSE-S3) XfFEF. Lo ERARKRSHEMZEREEFIRMNMZEEE (SSE-C) ,
R EREYH.

- MRRBEHNZEEMRFM Outpost LHIWH , EAPIBEREREHNRR (ICE) .

BRI API hiz7s 2006-03-01 10



Amazon S3 on Outposts EREER

API S3 on Outposts XiERVIE/E

#nEE S3 on Outposts XEAPIKIRVEFE |, 552 B Amazon S3 on Outposts APIER1E,

S3 on Outposts FZ#EK Amazon S3 IhEE

Amazon S3 on Outposts B 8] A %Z#E T %] Amazon S3 #E, FMERFERACMRENSEIERE.

- FHUZRHIEE (ACLs)

- BRRERELA (CORS)

- S3HLRIRE

- S3 ERFHRE

- BEERAEFrENE

- NEREIRE

- ZEEXRBE (MFA) iR

- S3 EMBHER (MHRERNEATTEN D R LERA)
- SIYHEEEBRT

- MIHEERE

. fEf AWS Key Management Service ( AWS KMS ) £#8 ( SSE-KMS ) K {aBRES %%
- S3EERFEES ( S3RTC)

 Amazon CloudWatch F&R1EE

- IBEERE

+ Transfer Acceleration

- S3IEHEA

- HFENRFEETTE

+ S3 Select

« AWS Lambda =4

« Server access logging (Al IR 8§ FEXEC 8% A &%)
« HTTP POST #@3R

+« SOAP

« WUATFEL

X EAPIRIRME API R4 2006-03-01 11



Amazon S3 on Outposts EREER

S3 on Outposts I EK

EEAFEREHEZE S3 on Outpost FENE , WA EE I MERE S3 on Outposts iwE. T %R HI5E A
A S3 on Outpost B i 2 -

« Outpost LN EEEBRILEER (VPC) AILIE—{EHEREEAKE , 518 Outpost RZ AT LLE
100 {&i% %

- BULKSEFREHEER—ERE.

« R BEVPCsER T FICIDREE F =B HWCIDRESRAGRFMEE
- 10.0.0.0/8
- 172.16.0.0/12
- 192.168.0.0/16

B RE BB IEEECIDREBVPCsH Outpost B3 %2,
I8 HLRETEH Outpost FHERAE T iHE.

(Y
e

FATAZE S U Bh Y FHB B 4B @& W] it S3 on Outpost EFAHYE1E IP ik,
E

MREBIEEEFHEN IP it £ [E (ColP £[E) , ©A4EIET# S3 on Outposts £ E{E IP b
ik,

1@ Outpost ReEE I —Elim = VPC,

HBBE PR API iRZ< 2006-03-01 12



Amazon S3 on Outposts EREER

Amazon S3 on Outposts A P9

£ Amazon S3 on Outposts , &R LLFE AWS Outposts L2 S3 7R , YAZEEAKERF
B, "EEREENMERBEENEAERS K BREATBERFNEEYIH. S3 on Outposts R
H 755 S3 Outposts ( OUTPOSTS ) , HfEMA Amazon S3 APIs , EEEZN LNZEEEFNM
ARES ELLF R BB BN A RN EME R AWS Outposts, BAILUEBEBRLEER () FREEREM
i BHEARER Outpost fETZETEEEAVPC, & LAE Outpost 12 BT 88 L B2 Amazon S3 #1ZETEE
HEH APIs # ThEE , SIREEIECKR., MEMERKL. EALUEB AWS Management Console, AWS
Command Line Interface ( AWS CLI ) AWS SDKsz={ REST £/ S3 on OutpostsAPI,

EiB Amazon S3 on Outposts , #EAILAfE LEHA Amazon S3 APIsFIZhaEE , Bl E. FEH
. INBAERL , AWS Outposts FIEFIE Amazon S3 £E—#, #ZE S3 on Outposts WEH, , HSH
R Amazon S3 on Outposts ? o

*&E
- FARMEA AWS Management Console
- {fFASDKiB AR Java B AWS CLI #1 AFT

R EA AWS Management Console

£ Amazon S3 on Outposts , &R LA#E AWS Outposts EE I S3 EFTE | WHHEEAKER
T, AEEREENEREENERAER  BRERDHE[FNEEIH. S3 on Outposts 24
FEfFEE R S3 Outposts ( OUTPOSTS ) , EAEA Amazon S3 APls , EETERM LS EEEM
AR EUAF A BHENARNERER AWS Outposts, BHLUEBREBRILEER () FAEIMEM
U BhEAREE Outpost EFETEBEVPC, &0 LUE Outpost #FETEE EF B Amazon S3 RFETE
HEH APIs #1 ThEE , SEEFEIECK., MEMERL. B LUEB AWS Management Console, AWS
Command Line Interface ( AWS CLI ) AWS SDKs=k REST £/ S3 on OutpostsAPl, MNEFHE
A, B2 1R Amazon S3 on Outposts ?

EEMKRBEBIFEAMEA S3on Outposts , FELSR THEE, ZERBER AWS CLI = AWS SDK
for Java , B2 B £ FASDKIE AR Java By AWS CLI ® AF9,

ES ]
- BUREIE, FRENGR
- RESER

£ S3 124 API kg7 2006-03-01 13
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B {#FireE. FHEMimE

THRFREMAIE S3 on Outposts FEVE—ERFEFITR. EAFHIESEVLREFIER , B8
SRV BAENSNEFRETEEBNIRE , WEEATL MR ERFETERERYHE.

1. & A AWS Management Console i 7E BiE Amazon S3 F 1% & https://console.aws.amazon.com/
s3/o

2. HEERAIEEEKS  i#IZE Outposts buckets (Outposts E1ZET ).
. iZ4Z Create Outposts bucket (3L Outposts fE1ZEr i),
4. HERETEEE K WARETBENREEERRK (DNS) HERRE,

EFIrBRBAA ;

- £ AWS #RF. Outpost 1 Outpost FTEH) R EME— AWS EiE #,
- REMSENRK 3-63 @FTZA,

« FERBEFT,

- UNBFEHHFHE.

BUREFNER K EELISFHEHE. NFHEREFTENMERAENR  F28 Amazon S3 £
EEmE PN —RARREFTESERA,

/A Important

BRERBETREBHPISHRBENR  HIMRFHRE. RETFREEBEEURLEEQRET
R YAreY SRR,

5. 1 Outpost # , EEFELERFITREZEH Outpost,

6. 1E Bucket Versioning (7788 R 442H]) T , # S3 on Outposts EFETEEAY S3 Mx A2 HIARRERR
ERTHHEF—EZRE :

« Disable ({£ 1) (FARR) - RIFAFrBERE RRAZHIAIRE,

- Enable (BA) - $tEIREFITR P HRUA S3 lAZEHl, FMEFMBZRFIENYEBSKE
ME—RYRRAS 1D,

WMEE S3 MRARBINEFMEN , 528 T ¥ ERY S3 on Outposts FETREEEIE S3 ARAIZER L -

7. (BIEM) I EH Outposts 7T I8 2 L EABIAY 1T optional tags (BAER). EUEAER
REMENERS —EERWRY , REFEARLT S EEBRERFFITSE,

BIURFER. FEERSE API iR 2006-03-01 14


https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html

Amazon S3 on Outposts EREER

RIFTAEE , R Outposts REFETRR PV FTE Y4 & 2 £ A A k27w N ZE B Amazon S3 ¥
EMHEI® (SSE-S3) RfEF. B UFEAMARS[HENZRRE FIRUENMEESE® ( SSE-
C) , AfEREREYH., EER8FMFER | BHNAMFEH REST API, AWS Command Line
Interface ( AWS CLI ) = AWS SDKs,

8. 1£ Outposts access point settings (Outposts FEREHERE) BERF , MAGTEIE B,

S3 on Outposts 77EU R & ¥f S3 on Outposts FIVHAERIE , B THAREERFRNEE,
ZEL B A& 3 Outposts fEFET BN E R MRS, |, B0 LUE AL i B RHIT S3 WiHFiRE,
MBFHMEA , F2RFEE.
FEREBELEIHEMN Outpost WIRFRAERM—H , WRFESFEEH RS,

9. VPC Atk Amazon S3 on Outposts FHUBHEIE ,

WMRERE VPC |, FFEEFERIM VPC, MEFMEF , F2BAmazon S3 EREIEEHANEILE
REHIEZR (VPC) KWFEE.

ERAEER (VPC) AREKERME AWS ELEERNERER, EEERFERELSEER
RORRENERMERIEREHAL  BEFER TREEMRRENES AWS

10. (BE ABAVPC) RiZimIHIHE THEK,
FHEEE B IP it WEEVPC, MRERBEEEN FHE , 75212 Create subnet (B 1
%) WMBFFHMEN , FSEEAM S3 on Outposts BYHE o

1. (BE BERAVPC) BENHERBRELTSEHE,

ZEREMAEREBL NBULAEHEARBHRE.
12. (A /ERVPC) EERAFEIEE

« Private — B2 ¥ B £ AVPC,
- BEEBEAWN IP- HASHBSHERANETFHEEN IP it £[E (ColP £E) —EF M.

13. (iEHR) #8EOutpost FEUEBUER, FE AL BEBHEREFIEA Amazon Resource Name
(ARN) , A A EBERPFER.

14. J&$E Create Outposts bucket (237 Outposts EFZETE).

BYREIE., FERMGR API R4 2006-03-01 15


https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-restrictions-limitations.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-vpc.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html

Amazon S3 on Outposts EREER

® Note

BB Outpost I BUAR BB EFITBERMRETUMCRH |, seEE 5 PiE, EERE
HiEEFETERE , 57582 View details (REFFME )

®RET R

¥/ Amazon S3 on Outposts , Y1 E R R FMIE Outpost £, AWS & Outpost #EZRE; , 1Y
ERSREE Outpost WK , LFESERERMER. B4 KETERHESZHN Outpost , B E
£ AWS EfFF., B AWS Management Console 27 BIEFHFEE , A EELFEAERAE LESRE
I Outpost FHIYIH. 1B , AT LAEA REST API, AWS Command Line Interface ( AWS CLI )
M AWS SDKs ZEBFEE - EMEEWH.

37 S3 on Outposts fEFETEE. FEEMmR & , WA BAEA AWS CLI 2 SDK # Java #¥14 £
EERFFR. NEFHEF  F2EHYWH LEZE S3 on Outposts F#FETEE.

EFASDKE AR Java B9 AWS CLI F1 AP

£ H Amazon S3 on Outposts , A LA#E AWS Outposts EE I S3 EFTE | WHHEEAKER
T, AEEREENEREZENERER  BRERDHE[FNEEIH. S3 on Outposts 24
ey FEF 2B S3 Outposts ( OUTPOSTS ) , EfEMA Amazon S3 APIs , EEEZH LW ZEEER
AR LA A BHENARNERER AWS Outposts, BHLUEBEBRILEER () FRAEIMEM
% BB AR EE Outpost RFETHEVPC, Z A LATE Outpost EFETRE LFEFHEE Amazon S3 fEFETEE
HEH APIs §1 ThEE , SEEFEIECK. MEMERL. EALUEB AWS Management Console, AWS
Command Line Interface ( AWS CLI ) AWS SDKsE{ REST £/ S3 on OutpostsAPl, MEFME
A, 28 4R Amazon S3 on Outposts ?

EEMKBEA S3 on Outposts , BUERVU TR, FRENKE, #F  SUlSYG LEER
WEETFETEE, T HIEHIREEan{aE ASDKE AR Java B9 AWS CLI # BA%a{E A S3 on Outposts, EE
HRERAEES , 7528 BBFERA AWS Management Consoles

&

- SR1 . BURERE

- SBR2 . BUEIE

- $B3: BURE

« BB 4. ¥ EEZE S3 on Outposts 17T e

®REIR API k7 2006-03-01 16



Amazon S3 on Outposts EREER
SB 1 BM#HFRE

T%| AWS CLI 1 SDK Java €65l /REa{aIZ I S3 on Outposts EFET#E,

AWS CLI
Example

THIga5IEA AWS CLIZ AL S3 on Outposts f#1FErE8 (s3-outposts:CreateBucket), HEH
T, BULZECHWERINR user input placeholders,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

SDK for Java
Example

T 5IgEHIfE A SDK for Java 237 S3 on Outposts 128 ( s3-
outposts:CreateBucket ),

import com.amazonaws.services.s3control.model.*;
public String createBucket(String bucketName) {
CreateBucketRequest reqCreateBucket = new CreateBucketRequest()
.withBucket(bucketName)
.withOutpostId(OutpostId)
.withCreateBucketConfiguration(new CreateBucketConfiguration());
CreateBucketResult respCreateBucket =
s3ControlClient.createBucket(reqCreateBucket);

System.out.printf("CreateBucket Response: %s%n", respCreateBucket.toString());

return respCreateBucket.getBucketArn();

HER 2 BYFHUE

% E77H Amazon S3 on Outposts f1Z8ri8 | BUL BRI MR EE S, L8558 @A SDK
BRAR Java B9 AWS CLI 1 237 FH 2,

S$EB1 B ETE API iR 2006-03-01 17



Amazon S3 on Outposts

fER% SR
TFER & ¥ Amazon S3 FIVHAERIE Bt ERARENERNER. FREAEZIREITENIE
EHBRIRE, | BT LU B L i B SR 11T Amazon S3 ¥I4HR4E |, 0 GetObject M PutObject,

{5 F S3 on Outposts , R4 ZE A ZER 2R 1FHL Outposts FEEETE FNEMYH, FEEE virtual-
host-styleXZ EE 1t o

AWS CLI

Example

T3] AWS CLI #6| & 3 Outposts R FITRNFIE, EEHTUHS T , FUEECHERRK
user input placeholders,

aws s3control create-access-point --account-id 123456789012
--name example-outposts-access-point --bucket "arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345

SDK for Java

Example

T5ISDKiE AR Java BWEHIEE I Outposts FITENFIE ., EEMFALLEH , B
BIEM user input placeholders,

s

\.

SREHCH

import com.amazonaws.services.s3control.model.*;
public String createAccessPoint(String bucketArn, String accessPointName) {

CreateAccessPointRequest reqCreateAP = new CreateAccessPointRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withName(accessPointName)

.withVpcConfiguration(new VpcConfiguration().withVpcId("vpc-12345"));

CreateAccessPointResult respCreateAP =
s3ControlClient.createAccessPoint(reqCreateAP);

System.out.printf("CreateAccessPoint Response: %s%n'", respCreateAP.toString());

return respCreateAP.getAccessPointArn();

SR2: EUFIE API kg7 2006-03-01 18



Amazon S3 on Outposts EREER
SEBR3EMNinH

EEAFRIEHEZE Amazon S3 on Outpost 7B , BUER VU FMEZE S3 on Outposts imEh. & EE
MinE: , MEEHE Outposts EE[EIFH MY RIS ERE B BEEE, Outpost LN BREERFIAEER (VPC)
A —EAEBBNmE, NFEREEENFMERNR , 520 S3on Outposts B ER, BHUEE
Vim®h , FREFEUER Outposts REFETBLBITYHIRE. WRFMEN , BRI

ELEH REMAEAEAR Java SDKEY AWS CLI Ml B k%, MFELMEBRIMART A
&R , 5520 BAR S3 on Outposts iR BHIFF Ao

AWS CLI
Example

T % AWS CLI #6ifEA VPC BIRFEEE A Outpost B ik %, VPC $T4EH 7K. EEHT
s, FUAERECHERRN user input placeholders,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl

T5 AWS CLI EE5IERAZEFH#EM IP it &E[E ( ColP £E ) FHEEHEERE Outpost M imE.
EEHTHGS , FULECWERBNR user input placeholders,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

SDK for Java
Example

T3ISDK@EAR Java WEEHIEE I Outpost Wink, BEEALES , FALECHEARK

user input placeholders,

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.CreateEndpointRequest;
import com.amazonaws.services.s3outposts.model.CreateEndpointResult;

public void createEndpoint() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder

SR3: BUIRE API k7 2006-03-01 19



Amazon S3 on Outposts EREER

.standard().build();

CreateEndpointRequest createEndpointRequest = new CreateEndpointRequest()
.withOQutpostId("op-0d79779cef3c30a40")
.withSubnetId("subnet-8c7a57c5")
.withSecurityGroupId('"sg-abl9e0di")
.withAccessType("CustomerOwnedIp")
.withCustomerOwnedIpv4Pool("ipv4pool-coip-12345678901234567");

// Use .withAccessType and .withCustomerOwnedIpv4Pool only when the access type

is

// customer-owned IP address pool (CoIP pool)

CreateEndpointResult createEndpointResult =

s30utpostsClient.createEndpoint(createEndpointRequest);

System.out.println("Endpoint is created and its ARN is " +

createEndpointResult.getEndpointArn());
}

SR 4 Y EEZE S3 on Outposts fE1ZETEE

EE LEYH B2 Y4 LEZE S3 on Outposts fEFETEE,

S 4 BBYH EEZ S3 on Outposts fE17ETEE API WA 2006-03-01 20



Amazon S3 on Outposts EREER

EA M S3 on Outposts KIS

BRI LA A Amazon S3 on Outposts , S FEEAMEREZEER, EREENEREENERAERN , X
ERMERAIBHEN 4. I ERAFE S3 on Outposts KB ER,

£

- RESNERFIER

- 17EX S3 on Outposts & FET 88 M ¥4
- BIRFEMEE SR E

B E AR AR IR

BT AR AR R BB Y VPCER 12HX S3 on Outposts. &8 LAfE F I EX B A& B i BhE 4R | &2
8B Outposts EFETFEETEN. HELHSE AWS BEHRE VPCH S3 on Outposts f&1F
FEcBNRE, BULinEE  SXEKRETFREAEESR Private ( ARVPCEH ) =
CustomerOwnedIp ( BAREZEFH#HEN IP it £E [ColP £E] ).

« Private ( ARVPCEH ) - MREAKRIEEFIIEE |, S3 on Outposts Private FHEREFA
FRAPrivateFEERE | & FNHTERVPCAEELE IP it | EIW B Outpost I EIRE
Ao BAILAE AEA S3 on OutpostsVPC, EHinm R T EBEHZVPCHR B LN ARTIFERET
B, MEFFMEN , 528 (AWS Outposts FEAEIER) PR AKEIER MR,

 CustomerOwnedIp (& ¥f ColP £[E) - IR EFER LM Private FEFER , REZIBIE
CustomerOwnedIp , BAEIEE IP thut EE, SR AFERLEFIER RIS AEH
S3 on OutpostsVPC, # R1FHL S3 on Outposts BVPC , BRI FHREERA S KB ENEE,

7ZHY S3 on Outposts &7 BT 88 74 4

% Z17H S3 on Outposts AFETREMWH , HEERTHIER

- WIFEEVPC,
- HHE WiwEVPC,

« Outpost B2 AWS EiE 2 BN ERFIELR. MEMNAHE Outpost IERZE EIFHANFFMEN , 5F2HE
Outposts i F & IEF A Outpost BIEE AWS EiF, AWS

BESNBEREFERER AP| WA 2006-03-01 21


https://docs.aws.amazon.com/outposts/latest/userguide/routing.html#direct-vpc-routing
https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#region-connectivity
https://docs.aws.amazon.com/outposts/latest/userguide/how-outposts-works.html#region-connectivity

Amazon S3 on Outposts EREER

WMF B EIFEL S3 on Outposts FAFETERMY VAR , F2S6 £/ S3 on Outposts FFETEE
F £ S3 on Outposts ¥4

5 W 5 B 1 A B SR

S3 on Outposts iw &L Amazon Resource Names ( ) & BERARNs, BIELIHEEF , AWS
Outposts R EZEFEIRFEMEMBENE. S3 on Outposts FEIRFEMER N HEHEMRERNEE
&L , BB —EHIS : S3 on Outposts B4k 7 &R /T H B Amazon EC2#, 1T & B8 22 31 BA Bk

S3 on Outposts BIFHBABRI (DNS ) ERSFBEIRSEMBERAEELEHEZNFER, S3on
Outposts B AWS IR F P SR FEMMRRE N E , ATt Amazon EC2ER AP N EE %
REE,

HRER ColP £EEFEERA L , S3 on Outposts EREXER ColP £EEEE IP it , WigHEE
PR B M B RN R ML BB

FABRFEMREAAEERER API iR 2006-03-01 22



Amazon S3 on Outposts EREER

£/ S3 on Outposts fE1FETEE

£ Amazon S3 on Outposts , RAIAEZRR L. S3 FEFETE AWS Outposts |, W EHHFER
BERIFR, AEEREENEREZENEARARER  BRbERBHEPFHRAEEI 4. S3on
Outposts REAF Y FEF2EEI S3 Outposts ( OUTPOSTS ) , EfEMA Amazon S3 APIs , EEFEEH £
MWL EEENAFRE LABA BRENS X EBRER AWS Outposts, EHLAFE Outpost fEFETEE L&
FAEE Amazon S3 #HEIR APIs #l ZhEE , BREFIHE. MEMNFRL. UFFMERA , F28 HER

Amazon S3 on Outposts ?

BA L EBERIMEER () EATFTIEMNRIERE Outpost RFETRBEFAVPC, EEFES3 on
Outposts EFETE MY | EBXEHEE WERE , VPCUKMER HikEVPC, MEFHMER , F2
B3E A 78 S3 on Outposts BIHEEE .

REH

£ S3 on Outposts A |, FEZEFEZ YR Outpost MERME—H , AWS EF I BEE Outpost FTE
EFrENEE. AWS RS ID, Outpost ID MfEFZETE L BRERE &M,

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/bucket/bucket-name

WMESHMER |, 552 8S3 on Outposts ARNsHIE R,

TFEL R

Amazon S3 on Outposts XEEHRFMEER (VPC) REFEE , #EAFH Outposts fEFETREAIME
_Eiio

TZEVBE Y Amazon S3 I HAERE , Bt EBEARENEREFEE, FREAEERFEITEMNE
EHBR IR E, | T LU B L i B SR 11T Amazon S3 ¥)4HR4E |, 0 GetObject M PutObject,
{5/ S3 on Outposts , R AZE A ZEN 2SR FHL Outposts FEEETE FEMYH, FEEHME virtual-
host-styleX B E 4,

THEFIFERIERAM S3 on Outposts FEERARNE R, FHEARNEE Outpost FTIEEHH AWS
Eif N85, AWS #RF ID, Outpost ID fFEEE .

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name
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Il“E

EEAFEREHEZE S3 on Outpost FENE , WA AR HMERE S3 on Outposts wE. /A S3 on
Outposts Ui 2 , B LAFA T A& VPCIE#R 2] Outpost 17T, S3 on Outposts w21 A BiF S3 on
Outposts FEFITENERK —EREFF (URIs) ., EMREKEERN. THHOFTSTHMENVPCT
.

Outpost EHBEERLEER (VPC) AIMAE—{EHEEBNmE , 818 Outpost &Z AT LAAE 100 &
o BNABINIELIRE , TREFEVEM Outpost EITRREHITYHIRE, B EL KB A
*HHE’H&VEE S3 M S3 on Outposts HFIEE , EMEAPIHEER R 1T AR,

API S3 on Outposts ERIIE/E

£ EEE Outpost 17T EEAPIRE | S3 on Outposts BFEEEL Amazon S3 iR BT EIH B S. it
%2 A s3-outposts.region.amazonaws . come

HZMEA Amazon S3 APIR{E | A AE R ERAVARNBARZ/RETEBND4.
B BEEARNSE AP IR4E | LUE Amazon S3 A LU 555k 2 &% Amazon S3
( s3-control.region.amazonaws.com ) E=&¥ S3 on Outposts ( ) s3-
outposts.region.amazonaws.com., A% , S3 AILARIRARNIE I iE & ith 25 B MK BFE K.

BEBREIAE Amazon S3 2HIFHEE , St SOKMEETH , ARNI TS HAMEHE x-
amz-outpost-id , HHoutpost-idii{EEH HENARN, KRB WEREEBARNAREEFER , R
# B HE S3 on Outposts i, ITHAERARs3control AR IwEERNFIEAPIRE,

T &% H Amazon S3 on Outposts FYZERAPHRER HAE N Amazon S3 W E,

API S3 on Outposts ZHH
CreateBucket fEFETEEZ A ARN , Outpost ID
ListRegionalBuckets Outpost ID

DeleteBucket REFTRREEA ARN
DeleteBucketLifecy #EHTFEEBA ARN
cleConfiguration
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API S3 on Outposts B HE
GetBucketLifecycle RBEIFEEHEA ARN
Configuration

PutBucketLifecycle RFATRREAA ARN
Configuration

GetBucketPolicy #EITEE%EA ARN
PutBucketPolicy REEEEA ARN
DeleteBucketPolicy FEIFEEHEA ARN
GetBucketTagging #EITEEEA ARN
PutBucketTagging RFTREB/A ARN
DeleteBucketTagging RBEIFEE8A ARN
CreateAccessPoint FEHEREA ARN
DeleteAccessPoint FEHERA ARN
GetAccessPoint FEHEREA ARN
GetAccessPoint FEHEREA ARN
ListAccessPoints FERERA ARN
PutAccessPointPolicy FEEEHEA ARN
GetAccessPointPolicy FEEEBEA ARN
DeleteAccessPointPolicy FERERA ARN

I FMEIE S3 on Outposts FETFETEE

MEFBEINMNEE S3 on Outposts FEFETFEHEME

E‘{_u‘

AR TIEE,
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#2137 S3 on Outposts fE1FETEE

£ Amazon S3 on Outposts , AT LA#E AWS Outposts EE I S3 EEFZTE  YAZTEAMEERF
B, A#EREENEREENERAER  BRERDHE[FNEEUIH. S3 on Outposts REFT
#Y /1788 5 S3 Outposts ( OUTPOSTS ) , HfEA Amazon S3 APIs , BTEREZEH LM ZEEENF
ARES ELLE R BB BN A R EME R AWS Outposts, BAILUEBEBRLEER () FRAEEREM

i BHEAREE Outpost fETZETEEEAVPC, & LAE Outpost 1z Er 88 L B2 Amazon S3 #1ZETE
HEH APIs § ThEE , SEEFEIECKR., MEMERL. EALUEB AWS Management Console, AWS
Command Line Interface ( AWS CLI ) AWS SDKsB{ REST #Ef S3 on OutpostsAPl, MEFHHE

# , F2E TERL Amazon S3 on Outposts ?

(® Note

AWS tRF B RN HERETR  RE—AUOEEREEN . RFTRE

fARERBME | a0 Outpost, ZH,., FARMBNTFTRHRE, FRUREIRERLEER
(VPC) . FHREFBTHYHNFEIRBER , URHMPEER ., WEFMER , F2HS3
on Outposts 1%,

MREGEERVFFITR  XRETRBANEZBEREMEERTPHTEVPClREE AWS
PrivateLink 2 fEZrBNIFLEEFEE (VPC) , 52/ AWS PrivateLink LAES S3 on
Outposts HIAEBAE A

Ty fl~EEan{a £ A AWS Management Console, AWS Command Line Interface ( AWS CLI )
F E3I S3 on Outposts f#FEr# AWS SDK for Java,

£/ S3 X2 A

1. & A AWS Management Console ¥ 7£ BiBEX Amazon S3 E 12 & https://console.aws.amazon.com/
s3/o

2. TEERAIEEEKS | ##2 Outposts buckets (Outposts F1ZET ),
3. iE#Z Create Outposts bucket (3 Outposts fE1ZET ),
4. SHERETREERE K WARETBNBEEEERMK (DNS) HEEHE,

RETEAELA

- £ AWS #RFE. Outpost F1 AWS &1 Outpost FTEH) R EME—H,
- REMVZANN 3-63 EFTZE,
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- FERXREF T,

« UNEFRHHFRE.

BURFIRER K ERIBFHLAHE. FEFEaERTTRNES , 552 H Amazon S3 £
EiEE PN —HRAGREEERERAL

/A Important

BRERBETREBPISHRBENR  HIMRFHE. RETFREEBEEURLIEQRT
Ry SRR

5. 1 Outpost ¥ , EEFELERFITREEH Outpost,

6. 1E Bucket Versioning (@ FETB8RZAEHI) T , #& S3 on Outposts fEFFETEEHY S3 iR A= FIARKEES
ERTHIHEP—@EER :
- Disable (f£ /) (F83%) - 7R SR E RRAZEHIHARE,

- Enable (BA) - $tHIREFITR P HRUA S3 lAEHl, FMEFMEZERFTENYEBSKE
ME—RYRRAS 1D,

WMEE S3 MRARBIMNEFMEN , 528 T ¥ ERY S3 on Outposts EFETREEEIE S3 RAIZER L -

7. (EEM) FIWEEE Outposts RFETRE L EIBR I optional tags (BAER), BRI UEAER
KB ERNERS —HERNEY , IEEARNET D BEEBERERFE TR,

RIFTAEE , #TFE Outposts RETFETRR PV AT R Y4 & 2 £ A A k27 m N BB Amazon S3 ¥
EMHEI® (SSE-S3) RfEF. B UFEAMARS[HENZRLREFIRUENMEESE® ( SSE-
C) , AfEREREYH., EER8FEMFER | BHNAMFEH REST APl, AWS Command Line
Interface ( AWS CLI ) = AWS SDKs,

8. 1£ Outposts access point settings (Outposts FEREHERE) BERF , MAGFEIE B,

S3 on Outposts 77EU R & ¥ S3 on Outposts FIVHAERIE , B THAREERFRNERE,
FHL B B E 3 Outposts fEFET BN E R MRS, |, B0 LUE AL ix B RHIT S3 WiFiRE,
MBFHMEA , F2RFEEH.
FEREBELEIFEMN Outpost WIRFRAEAZRM—H , WRFESFEEH RS,

9. VPC Atk Amazon S3 on Outposts FHUBHEIE ,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucketnamingrules.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-points-restrictions-limitations.html

Amazon S3 on Outposts EREER

WMRIERE VPC , FBEEET VPC, MEFMEN , 2 EAmazon S3 EHEREEHNELE
RERMEER (VPC) WFEE,

ERMAER (VPC) IREKERME AWS ELRERNERRRK, SRERMRKRESEEN
RORRENSERMEIEEEL , BERER TERERRENES AWS

10. (IRE AERAVPC) EiFimEH IR THEK,
FHEE F IP it EVPC, MRBZEHEHEN TR , 5512 1F Create subnet (B 18
%) WMFBFFMHEN , FSEEAM S3 on Outposts BYHE o

1. (RE AZAVPC) AENiREERRYELTSEHE,

LZEFEMAER ARUZHBEARELRE,
12. (A REAVPC) EERHFIEE

- BB - E BERERVPC,
- EFHAN IP- EREHEFEEANEFHEEN IP it KE (ColP £E) —EEM,

13. (iEHR) #8EOutpost FEUEBUIR, FE AL BEBHEREFIEA Amazon Resource Name
(ARN) , A A EBERPFER.

14. J&$E Create Outposts bucket (237 Outposts EFZETE).

® Note

BB Outpost I B AR ENREFITBERMRETUMCH |, sEEE 5 PiE, EERE
HiEEFETERE , 57582 View details (RFFME )

£ AWS CLI
Example

T HIEa5I 6 AWS CLIZ 3L S3 on Outposts f#1FET# (s3-outposts:CreateBucket), &EHT
e, RUEBECSWEREBMN user input placeholders,

aws s3control create-bucket --bucket example-outposts-bucket --outpost-
id op-0lac5d28a6a232904

BYfREire API kg7 2006-03-01 28
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£ AWS SDK for Java

Example

T3 &EHIfEA SDK for Java B3 S3 on Outposts 78T ( s3-outposts:CreateBucket ),

import com.amazonaws.services.s3control.model.*;
public String createBucket(String bucketName) {

CreateBucketRequest reqCreateBucket = new CreateBucketRequest()
.withBucket(bucketName)
.withOutpostId(OutpostId)
.withCreateBucketConfiguration(new CreateBucketConfiguration());

CreateBucketResult respCreateBucket =
s3ControlClient.createBucket(reqCreateBucket);
System.out.printf("CreateBucket Response: %s%n", respCreateBucket.toString());

return respCreateBucket.getBucketArn();

118 S3 on Outposts fEFEFEAYE
ST AT S3 on Outposts BEZEFBRAEHE | LUBKHE S SR R RN ST AT AL

@ Note
AWS IRF B2 REFEN AT , RE—UESFEREN .

£/ S3 X2 A

1. & A AWS Management Console i 7E BfE Amazon S3 F 1% & https://console.aws.amazon.com/
s3/o

EERIEEEKS | 22 Outposts buckets (Outposts #1ZETEE).
BETELEREBEHEZEN Outposts RAFETE.
BEBMHRSIER,

Tt Tags (B%,) T 7 , ##E Edit (f"¥E).

o ~ @b
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6. EIF Add new tag (FTIEEE) , AR A SWABEE,

¥TiEEEE Outposts EFITRBBATMER , LUEHHERN BERKFREFHEMNGRE
7. 1##E Save changes (RREEE),

A AWS CLI

T5 AWS CLI EE5IEREERER () WEERKZRPISONHXH |, HZELEREBERZE S3on
Outposts #7788 tagging. json. ZEFEALLES] , FUAEECHNEARREE user input
placeholder,

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging file://tagging.json

tagging.json

{
"TagSet": [
{
"Key": "organization",
"Value": "marketing"
}
]
}

T % AWS CLI giflg Bt EECHEERERE S3 on Outposts fEFETEE.

aws s3control put-bucket-tagging --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --tagging 'TagSet=[{Key=organization,Value=marketing}]'

WENRGSHFHEESR , BF2H 2% put-bucket-taggingAWS CLI H#Y ,

FERFETEBBEREE Amazon S3 on Outposts fE1ZEr R 12EY

REIREBCREERA AWS Identity and Access Management ( IAM ) BUR |, Al ARASFEER T
FEEBRESNYH, RERETFREEETRYEREREFBENEN, EZREFrENTTE
EAZERETRBHREERFEENAMERErRBYY. RETFBBERNA/NESA 20 KB, MHEFHE
A, BESREFEFEEEE,
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BU L EHREETEBBER U EEY Amazon S3 on Outposts fEEZITENER. MEFMENR K F2E
T3 EE,

£

- B ElHREE Amazon S3 on Outposts TR GEFIT R BUCR
« ¥4 Amazon S3 on Outposts FEFET RN REEFITEEER

- MIBR Amazon S3 on Outposts fEZ TR FEFET R BUR

- RIFETRBERED

¥ri8 s #mEE Amazon S3 on Outposts FFEFENREZERBER

REBBERREUNERABERRN AWS Identity and Access Management ( IAM ) BUR | &AILAERA
REFRHEFTEREYGNTFIE, RAERETRBESETEVBCRERFIrRNEN. ERXIRELT
BN SERERETrRESERFHENERETRBY4. REFBEENXIESHA 20 KB,
MBEFHMEF , F2RRERFITEEE.

T EERPMAFEH AWS Management Console, AWS Command Line Interface ( AWS CLI )
= REFH Amazon S3 on Outposts fETFETEE B AWS SDK for Javao

£/ S3 A

BUSRimEMTIEBER

1. & A AWS Management Console ¥ 7E BiRX Amazon S3 F 2 & https://console.aws.amazon.com/
s3/s

EERAIEEEKS | 122 Outposts buckets (Outposts E1ZETEE).
BELEREHRAFITRBEREMN Outposts 7R,

BEFUTRSIBEBRER.

£ Outposts RFIFBBERTD , BEEVNRMEFNBER , FHEEEt (W),

o > 0 DN

REE A LR AREE S3 on Outposts FEFETRREE. MEFMENR , F2EIAM £/ S3on
Outposts &

/8 AWS CLI

T 5 AWS CLI g4I&% Outposts 17T L B BUR,
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1. BTHRETRBBEMAEZE JSON ER, EHEHF , ERWHEA policyl. json. AEBECH
B user input placeholders,

"Version":"2012-10-17",

"Id":"testBucketPolicy",

"Statement": [

{
"Sid":"st1l",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"

1,

"Action":"s3-outposts:*",

"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

}

}

2. 2% JSON #ZHE/EH put-bucket-policy CLI s R —3f50, ZEEHTUHGD , FUEHCHW
BIEM user input placeholderss

aws s3control put-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --policy file://policyl.json

£ AWS SDK for Java

T5ISDKE AR Java B EHIETE Outposts EZETHE LB BUR,
import com.amazonaws.services.s3control.model.*;
public void putBucketPolicy(String bucketArn) {
String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testBucketPolicy\",
\"Statement\": [{\"Sid\":\"stl\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\"::\"" +

AccountId+ "\"},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + bucketArn + "\"3}13}";

PutBucketPolicyRequest reqPutBucketPolicy = new PutBucketPolicyRequest()
.withAccountId(AccountId)
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.withBucket(bucketArn)
.withPolicy(policy);

PutBucketPolicyResult respPutBucketPolicy =
s3ControlClient.putBucketPolicy(reqPutBucketPolicy);

System.out.printf("PutBucketPolicy Response: %s%n",
respPutBucketPolicy.toString());

}

##8 Amazon S3 on Outposts fEfFEr B R FZITRBEER

I RBBERRERE AWS Identity and Access Management ( IAM ) BUR |, Al ARG FEVER F &
FEBREGTHYG. AEREFTFBESE VRV BREREFIFBNEN., ERIRFrR8NITTE
EAERFITRESERFEENMERETRBYG. RFTFRBBEENKDRFIS 20 KB, MEFHE
A, F2RREFEBE.

T EBERAMAFEH AWS Management Console, AWS Command Line Interface ( AWS CLI )
= KA Amazon S3 on Outposts FEZETE B AWS SDK for Java,

£/ S3 12 A
By SiREREFIrBBUR

1. & A AWS Management Console It 7 B Amazon S3 £ 12 & https://console.aws.amazon.com/
s3/o

2. EERIBEBKT , ##2 Outposts buckets (Outposts FETFETEE).

3. EELERBHFFTH Outposts EFETEE.

4. 2 Permissions (3 ) Z%.

5. 1E Outposts EFITRBRS , KALUBRARENRETRBE. WEFHENR , F2HEIAM £A
S3 on Outposts % E.

£/ AWS CLI

T5] AWS CLI £86IERS Outposts EFETBAVBEEK, HEHMTHGT , FUEACHEARN user

input placeholders,
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aws s3control get-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

/8 AWS SDK for Java
T3ISDKiEA R Java K €SI € ENS Outposts 77T BE Y BUR .

*

import com.amazonaws.services.s3control.model.*;

public void getBucketPolicy(String bucketArn) {

GetBucketPolicyRequest reqGetBucketPolicy = new GetBucketPolicyRequest()
.withAccountId(AccountId)
.withBucket(bucketArn);

GetBucketPolicyResult respGetBucketPolicy
s3ControlClient.getBucketPolicy(reqGetBucketPolicy);

[J n

System.out.printf("GetBucketPolicy Response: %s%n",
respGetBucketPolicy.toString());

filEx Amazon S3 on Outposts & FETEE MY fEFETREBUR

REBBERREUERABERRN AWS Identity and Access Management ( IAM ) BUR |, &ALAERA
REFREFTEREYGNTFIE, RAERETRBESETEVBCRERFIrRNEN. ERXIRAELT
BN SERERETrRESERFHENERETRBY4. REFBERENXIEHA 20 KB,
MBEFHMEF , F2RRERFITEEE.

TH|EBEFRBIAER AWS Management Console 2 AWS Command Line Interface ( ) B4}
Amazon S3 on Outposts fi# 77 kr 88 BIZRAWS CLlI,

fE/ S3 iz A
& EZMBRREFIBERE

£ BABR Amazon S3 E£# & https://console.aws.amazon.com/s3/,
EERIEEEES | 22 Outposts buckets (Outposts #1ZETE).
BIELERBEHIT A Outposts EFETHE.

i#12 Permissions (35 ) &%,

A

B A 17 Br B8 BUR API iz Zs 2006-03-01 34


https://console.aws.amazon.com/s3/
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5. 1£ Outposts bucket policy (Outposts A FETEER) B |, 1##F Delete (HIBR).
6. HERRMIER.

£/ AWS CLI

TH &I REFEHA AWS CLIJHBR S3 on Outposts #7778 (s3-outposts:DeleteBucket) BT
FFEER, EERTHGS , RUALECWERBN user input placeholders,

aws s3control delete-bucket-policy --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

A AT R BUR S5

iEiB S3 on Outposts FEFITERBUR |, BT AL £ 1FH S3 on Outposts EETEBHHNYMH , UER
EEAHERTNFEAESEEREM, ZEZEULUBIEREEHEF TN ERBEEAEFI S3on
Outposts &EiRo

AEN#E S3 on Outposts FEFETBBERNV AR FEARGIES, ZEEREELBER | 4% user input
placeholders MR AZBECHENR (FINFEETEZRE),

EERFHIEE —EYWHIEFT | BT LIE Amazon Resource Names ( * ) MEMEFFERERE
7T (ARNs ), flfn , AL EHHUERAFESIURENBEREFER , flE.html,

ZE AWS Identity and Access Management ( IAM ) BURFESWEMERR , 5528 IAM £/ S3 on
Outposts %o

(® Note
BIEA B s3outposts £ Amazon S3 EEEMFA , BULEARTFEREMENEMETH , Hlan

s3outposts:createendpoint, s3outposts:listendpointsZ,

BIARETEBERNEMER
« WNFEE L S3 on Outposts EFITRBBERR TS AIAMBEEREE, ERMNEGSIBEE | F2H
Amazon S3 on Outposts Y EIE, ERFEHEE,

o MFEE I S3 on Outposts BURMIE S| , FES B #IEMmE Amazon S3 on Outposts 7 17T 88 HY 7
B EUR.
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FE
- RIBEBE IP it EE¥ Amazon S3 on Outposts #1787 88K 17 HX

BRIFEE IP #thut EIE¥E Amazon S3 on Outposts f# 17 BT B8 1Y 17HL

HETEBRERUERAERMN AWS Identity and Access Management ( IAM ) BER | &AI LAER

BFEERTFRFTEREPNYG. RERTFHFEREETEYBRERTIFRBRN, EERRE

FrRNIISEAZREFTrRESERFEENAMERETRBYY. EEFrRBERN X/INREIA 20
KB, MFEFHMEF , FSRREFITEEK,

BRE&I4FE IP i hik 49 77 ER

TrEHSEBFIEERAEWEERFIETYHIITEM S3 on Outposts #RIE , BrIFFFRRBIE
ER 1P Hhht S5,

@ Note

BR&IEHSE IP it B IZERRS | SR8 EMLEVPCIR S, VPCHR IP bk SR\ ER IP stk AT
LA%ZEX S3 on Outposts 7T, B8 , MREWBRIERBFTE £ EEITEM s3outposts
S3 on Outposts EFETR P YWHE BRIE , MRZEEERT I,

BBUERMI ConditionBRIRRN ARl 192.0.2.0/24 ERBAFFH IP £ 4 iR (IPv4) IP it EE,

Condition E#R#H NotIpAddressi&# aws:Sourcelp RHFZKEIE , Bl AWS BAKFHZRKSI
#. aws:Sourcelp RHRETAHARAE IP it &E., MESLERGERSIBNFMEENR , F2H S3
on Outposts I ENE, ERFIFHFZREIE, ELaws:SourcelplPv4EFAZEECIDRE R, MEFHFA
& , F2E IAM EAEREE PHIAMISONBERTZZE,

/A Warning

{E It S3 on Outposts BURZ B , 5EUK 192.0.2.0/24 WEHIHHY IP it &5E , EA6E
ERFEARGINE. 58, ZEEAEZERREEFETENEED,

"Version": "2012-10-17",
"Id": "S30utpostsPolicyIdl",
"Statement": [
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{

ERAEER

"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",

"Action": "s3outposts:*",
"Resource": [

"arn:aws:s3-outposts:region:111122223333:0outpost/OUTPOSTS-ID/
accesspoint/EXAMPLE-ACCESS-POINT-NAME"

"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/DOC-EXAMPLE-BUCKET"

iF
"Condition": {
"NotIpAddress": {

"aws:Sourcelp": "192.0.2.0/24"
}

AFF IPV4AF] IPV6 b3k

BB ERIPvoitiitl;  BERERTRAEGEE 2/ , FAIPvoib it EEFEHBEMAOPTEREIPV4, E
ﬁ1&ﬁﬂbmﬁﬁl&%4’£/p\ﬁ}ﬁx H‘J’%ﬁ%ﬁ g1’EIPV60

T %I S3 on Outposts £l FETEBER REMN{TESIPV4RIPVeER Ethut EE , LUREMBRBOFTESR
P sk, FHIBEKASFEEES IP ik 192.0.2.1 UKk 2001#DB8#1234#5678##1 X ibiE1F
Huitbiik 203.0.113.1 AKX 2001#DB8#1234#5678#ABCD#1.

aws:Sourcelp RHEETHRALE IP ithutFE, IPv6 BY{Eaws:SourcelpHAREZEECIDRIE R,
R IPve , BPIXEMER :: REKTR 0s WEIE ( fI30 2001:DB8:1234:5678::/64 ) , MHEFHME
A, F2HE IAM £AERERE PH P it FRFERE T,

/A Warning

Rt S3 on Outposts R 2 Bl , FEASLLEFIREY IP bt HEERABES EERARFINE,
BH , BOgEE Rk EFIHETFIENEES,

"Id": "S30utpostsPolicyId2",
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowIPmix",

"Effect": "Allow",
"Principal": "*",
"Action": "s3outposts:*",

"Resource": [
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/

bucket/DOC-EXAMPLE-BUCKET",
"arn:aws:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-

ID/bucket/DOC-EXAMPLE-BUCKET/*"
1,
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"2001:DB8:1234:5678: :/64"

]
.
"NotIpAddress": {
"aws:Sourcelp": [
"203.0.113.0/24",
"2001:DB8:1234:5678:ABCD: : /80"

5l Amazon S3 on Outposts AT EE

£ Amazon S3 on Outposts , AT LA#E AWS Outposts EE I S3 EZTE | WHHEEAKER
FH, TAHEREENEREZNERAES  BREAPBERFTNEEY . S3 on Outposts 121
I FEEHEE] S3 Outposts ( OUTPOSTS ) , EfEA Amazon S3 APIs , EEEZRH LN ZEEER

RS LU A BHEENARNERER AWS Outposts, BALVEBERLEEZRE () EHAFWMEM
Ui BEAREE Outpost REFETERIBEAVPC, &R LUE Outpost 77 AT L £ A EE Amazon S3 #7FETHE

HEH APIs #1 ThEE , SREEFEIECEKR., MEMERL. EALUEB AWS Management Console, AWS
Command Line Interface ( AWS CLI ) AWS SDKs=; REST £/ S3 on OutpostsAPl, MEFFHE

A, F2E L Amazon S3 on Outposts ?
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wEFEEA S3 on Outposts EFEFEHEFMES , 5526 £/ S3 on Outposts FFTEE.

T 5 &I R & an{aE H AWS Management Console AWS CLI, #1 #[E S3 on Outposts fFETEEHE
B AWS SDK for Java,

£/ S3 £#A

1. 1£ BARX Amazon S3 F#2 & https://console.aws.amazon.com/s3/o
2. TEERAIEEEKT | 2 Outposts buckets (Outposts ##1ZET ),
3. & Outposts #FETE T , 847 S3 on Outposts EFETERIBE.,

A AWS CLI

T 5 AWS CLI €551 &HE48 Outpost FHIREFETIRBEE, BEEFTHGS , BUAELECHNERABRREHE
user input placeholder., MFE W CHFHMEN , FSE 2% list-regional-bucketsAWS CLI
) o

aws s3control list-regional-buckets --account-id 123456789012 --outpost-
id op-0lac5d28a6a232904

£ AWS SDK for Java

T3HISDKEA R Java K EHIEES Outpost R REFITEEEE, MEFMEN , 5526 Amazon
Simple Storage Service 2% ListRegionalBuckets Y . API

s

import com.amazonaws.services.s3control.model.*;

public void listRegionalBuckets() {

ListRegionalBucketsRequest reglListBuckets new ListRegionalBucketsRequest()
.withAccountId(AccountId)

.withOutpostId(OutpostId);

ListRegionalBucketsResult resplListBuckets
s3ControlClient.listRegionalBuckets(reqListBuckets);

System.out.printf("ListRegionalBuckets Response: %s%n",
respListBuckets.toString());
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FERAERAR Java B9 AWS CLI f X4 S3 on Outposts SDK #FET
e

£ Amazon S3 on Outposts , A LA#E AWS Outposts EE I S3 TR  YAZTEAEERF
B, A#EREENERBEENERARER  TANSBERFRNANMEEY 4. S3 on Outposts 1= AL#T
K &35 S3 Outposts ( OUTPOSTS ) , EfEA Amazon S3 APIs , EEHREZN LNZEEENM
HE%EJ:M%KHT%E’JHTT?—MQJH AWS Outposts, EAINEBERMEER () EAFEIREN

U BhEAREE Outpost EFETEBEMAVPC, Z 1 LUE Outpost #FETEE LB Amazon S3 RFETEE
*EHE’J APls #1 Thee , @EFIIEE. mMEZEMERL, BALUER AWS Management Console, AWS
Command Line Interface ( AWS CLI ) AWS SDKs=, REST £/ S3 on OutpostsAPl, MEFFHE
A, F2E 1L Amazon S3 on Outposts ?

THIEEFRE A A AWS CLI 1 B8 S3 on Outposts f& 17878 AWS SDK for Java,

(® Note

B 8% AWS CLI = 5 Amazon S3 on Outposts B AWS SDKs , & A LLARNA Outpost
RUFIE  UBAREFEIrEERE. FREBARNKATIER , HF regionz Outpost 51U
EEH AWS EiF EXE
arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point

#NZE S3 on Outposts KIEEMAEFARNs , 5520 S3 on Outposts ARNsEI &

5/ AWS CLI

T35 S3 on Outposts &ifI{EH AWS CLIHR?%%T?—E?E* EEHTHHS , BUEEACHETRREE
user input placeholder., MF U FTFHMEN , HSE AWS CLI 2EH W get-bucket,

aws s3control get-bucket --account-id 123456789012 --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

£ AWS SDK for Java

T %1 S3 on Outposts €ifl{E A SDK for Java EXSfEFETEE. MFEFMEF , 552 B Amazon Simple
Storage Service 2# GetBucket 8y . API
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import com.amazonaws.services.s3control.model.*;
public void getBucket(String bucketArn) {

GetBucketRequest reqGetBucket = new GetBucketRequest()
.withBucket(bucketArn)
.withAccountId(AccountId);

GetBucketResult respGetBucket = s3ControlClient.getBucket(reqGetBucket);
System.out.printf("GetBucket Response: %s%n', respGetBucket.toString());

fHlB&k Amazon S3 on Outposts #1785

& Amazon S3 on Outposts , &R LA#E AWS Outposts LB S3 TR  YAZEAKERT
B, A#EREENEREENERARER  BREABERENEEY 4. S3 on Outposts 1R ALFT
#7175 5 S3 Outposts ( OUTPOSTS ) , EfEMA Amazon S3 APIs , BTEREEH LM ZEEENE
ARES LU X BN A RNEHRER AWS Outposts, AT LUEBEBAEER () FEAEFEIEMN
U BEAREE Outpost REFETERIBEFAVPC, & LAE Outpost 77 A8 L £ A EE Amazon S3 #7FETHE
HEH APIs #1 ThEE , SEEFEIECK. MEMZERL. EALUEB AWS Management Console, AWS
Command Line Interface ( AWS CLI ) AWS SDKsB{ REST #Ef S3 on OutpostsAPl, MEFME
A, B2 1 EE Amazon S3 on Outposts ?

%II

WEFEMEA S3 on Outposts EFETEAEFMES , 5526 £/ S3 on Outposts FFETEE.

AWS tRF B EEITEN AR , RE—TTDUSEMERE .

® Note
« Outposts EFETREMBRZ AT L ALFE,
Amazon S3 £ AT K& S3 on Outposts YHENME., & ZEMIER S3 on Outposts FEFETEEH

WY, B EFER REST API AWS CLI, 3 AWS SDKs,

o BAASLMBRFEFEITEAFTE Outposts FELE: , T 8EMIBR Outposts 7 ETRE. MFEFME
A, ESEMBRTFEE

- BERREMBRRNFEFITR,
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Ty fl R & an{a £ A AWS Management Console #l AWS Command Line Interface ( ) Bk S3
on Outposts 7 EFBEAWS CLI,

/A S3 A

1. & A AWS Management Console ¥ 7E BiEX Amazon S3 F 12 & https://console.aws.amazon.com/
83/o

2. HEERAIEEEKS  i#I2 Outposts buckets (Outposts E1ZETE).
3. ERELEMBRANMBEITR , ARIEIE Delete (MBR).
4. HTEFEMIER.

A AWS CLI

T5|gE 6l REBEA AWS CLIfHER S3 on Outposts #7888 (s3-outposts:DeleteBucket), HE
TGS , BUABEESHWERARN user input placeholders,

aws s3control delete-bucket --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

{#F Amazon S3 on Outposts ZHEV 2,
& Z17H Amazon S3 on Outposts f#FETE8 , BAU AR MEEFEE.

FEESY Amazon S3 I HAERE | Bt EBEARENEREFE, FIEEEEDGFITEAE
EHBREIR B, | BT LU FIE L i BE SR 11T Amazon S3 ¥4 4E |, I GetObject M PutObject,
£/ S3 on Outposts , &4 A A FEERFZE Outposts FEFET R P EMRY44, FELEHE virtual-
host-styleXZ EEHt .

(@ Note
AWS 1R F 21 Outposts FATREN HAET , RE—AIUAHEEREIMN .

THRERA T WMAEILFEE S3 on Outposts FEFETEEFENE,
3]
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« ¥ S3 on Outposts fZHEV B

o $H¥HRH S3 on Outposts AFETEFIEFE AR FITREI A

- BRFEEERENHEEERA

« ¥4 Amazon S3 Outposts FEU B 5 E

o MIERTFELE

s FIESIRETIIBUEE
« & S3 on Outposts FEVBIBUR

#1317 S3 on Outposts FEVE
% ZEZH Amazon S3 on Outposts 8788 , WU BRI MR EFIE,

FELE &M ¥ Amazon S3 FHIHAERE  BLEEARENERNER. FRSAEZIFBFIENIE
EHERImE, | T LU B L i BE SR 1T Amazon S3 ¥I4FR4E |, 0 GetObject M PutObject,
{5 S3 on Outposts , R4 ZE A ZER B3R FHL Outposts FEFETE FNEMYH, FEEE virtual-
host-styleXZ EEHt .

T 5 fl REEan{a £ A AWS Management Console, AWS Command Line Interface ( AWS CLI )
H 237 S3 on Outposts FHL B AWS SDK for Java,

® Note
AWS iR 21 Outposts ffFIT#M AT , =M — T UREIERFIEN o

£/ S3 =2 A

1. 1 BB Amazon S3 F#E & https://console.aws.amazon.com/s3/.
EERIEEEKS | 22 Outposts buckets (Outposts #1ZET ).
RIZBLERBHE Y Outposts FELEHY Outposts FEFETEE.
122 Outposts access points (Outposts FELE) REIER,

# Outposts access points (Outposts FFEUH) EERH , i##E Create Outposts access point (1L
Outposts ZELE).

6. 7E Outposts FEERE F , WAGFNENERE K ARBEFNHNERILEER (VPC),

o bk~ 0N
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7. WMREEEFIGEEEMBE , ATLLTE Outposts access point policy (Outposts ZER BHBUR) [EE
B A BUR

MEFHMEN , FSBIAM £/ S3 on Outposts FEEo

£/ AWS CLI

Example

T35 AWS CLI $86|& %2 I Outposts FIFENFIE, FEHTUHST , FUEECSHEFARK

user input placeholders,

aws s3control create-access-point --account-id 123456789012

--name example-outposts-access-point --bucket "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket" --vpc-configuration Vpcld=example-vpc-12345

{5 AWS SDK for Java

Example

T 5ISDKEAR Java BWEHIEE L Outposts REFETBNFEH., EEFRLLES , FAEBEEHNE
AR user input placeholders,

import com.amazonaws.services.s3control.model.*;
public String createAccessPoint(String bucketArn, String accessPointName) {

CreateAccessPointRequest reqCreateAP = new CreateAccessPointRequest()
.withAccountId(AccountId)
.withBucket(bucketArn)
.withName(accessPointName)
.withVpcConfiguration(new VpcConfiguration().withVpcId("vpc-12345"));

CreateAccessPointResult respCreateAP =
s3ControlClient.createAccessPoint(reqCreateAP);
System.out.printf("CreateAccessPoint Response: %s%n'", respCreateAP.toString());

return respCreateAP.getAccessPointArn();
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¥R S3 on Outposts FEFIFRBFIHFEAREITRENE A

£/ S3 on Outposts , &AZEE A FEX B 2R1FE Outposts RFETR A NEMYH, BREILREF
BB ZELELEF | S3 on Outposts HEEHBEAFIE BB, SR MERALEFRERNE , MAL
FEUEARNRETEMER L EEME. flm , BRI AERFERE LB RATWHBRIRE , FiL
PUT, LIST. GETE, MFELRENTE |, 520 ARNEEYHR Amazon S3 APIEE,

THEHIERE B 2FEEH ARNMEZEE B Bmy-access-pointo

- 7ZHUE ARN - arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/my-
access-point

- FHEBIA -my-access-po-00lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kuseld--op-s3

mE WEEMEFAARNs |, FEZ B 8 Amazon Resource Names ( ARNs ) AWS —fi§&#&,

MEEDMHBBNFHEES , F2RETIER,
ES]
- FEGERIR

- 7£ S3 on Outposts ¥ RED F A FIE A&
- BR#H

TFEL R Bl &

FHEUE BB 218 S3 on Outposts EFIFBERNTATZEARIN., BEEELFEEE , S3on
Outposts EEBELEEEZEENEIH G, FEEBBZFEEM S3 on Outposts fEFETE 2 BT
BEXR , WHTHIZBDERK :

access point name prefix-metadata--op-s3

® Note

--op-s3 BERBHREIERNE K AREERTECHARBErEREMEERE, WE S3on
Outposts EFETR G AR AWFHMER , 526 £ S3 on Outposts FEFETEE.
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SHEDHEB

T3 €60 B B R R A A Amazon S3 £ & AWS CLISHRFEEAIA,
Example : £ Amazon S3 F#E AP SR A EHFEE BB

EXBATENEFEIH®E , BO LI Access Points (1ZE %) ;EE S Access Point alias (1ZEUZ: 5l
B) MEEERERE.

BREWMFG A

1. 1£ BARX Amazon S3 F#2 & https://console.aws.amazon.com/s3/o
2. TEERIEEEKD , B2 Outposts access points (Outposts ZEE).
3. EERKTFIHAE , FEITTIHP—EEE

- 7£ Access Points (f7EUE) BEF |, BEUFEEBREZEAEEZMR , REIEE Copy Access
Point alias (BRI FEUEBIA).

- BEFHZEBE, A%, 7 Outposts access point overview (Outposts FELZEIE) T |, B8E
BB RIA .

Example : £ B FH% , AWSCLI ¥ EEHSHKEFEE A

T %] create-access-point@i s AWS CLI S8V FIE , WEEEHEENEFRERNE, &
ERTHGS , BUEBESWERARN user input placeholders,

aws s3control create-access-point --bucket example-outposts-bucket --name example-
outposts-access-point --account-id 123456789012

{

"AccessPointArn":

"arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-outposts-access-point",

"Alias": "example-outp-o0lac5d28a6a232904e8xz5w8ijx1qzlbp3i3kuseld--op-s3"

}

Example : £/ ESFEUEBIE AWS CLI

T %l get-access-point@H AWS CLI #flEEREEFIENEBER. LEATIEFTIEE
Z. BEEHTHGT , FUEBCWEREBN user input placeholders,
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aws s3control get-access-point --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-01lac5d28a6a232904/bucket/example-outposts-
bucket --name example-outposts-access-point --account-id 123456789012

"Name": "example-outposts-access-point",
"Bucket": "example-outposts-bucket",
"NetworkOrigin": "Vpc",
"VpcConfiguration": {
"VpcId": "vpc-01234567890abcdef"
.
"PublicAccessBlockConfiguration": {
"BlockPublicAcls": true,
"IgnorePublicAcls": true,
"BlockPublicPolicy": true,
"RestrictPublicBuckets": true
.
"CreationDate": "2022-09-18T17:49:15.584000+00:00",
"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"

Example : £/ 5| HEFEIFASKRFEFBIE AWS CLI

T%l list-access-points@t AWS CLI &5 HIEEFRENHEBENR. LEATIEFTIEE
B, BEHTHGT , BALBCSHNERRR user input placeholders,

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

"AccessPointList": [
{

"Name": "example-outposts-access-point",

"NetworkOrigin": "Vpc",

"VpcConfiguration": {

"VpcId": "vpc-01234567890abcdef"

},

"Bucket": "example-outposts-bucket",

"AccessPointArn": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point",

"Alias": "example-outp-00bld075431d83bebde8xz5w8ijx1qzlbp3i3kuseld--op-s3"
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}

£ S3 on Outposts ¥ 1& Ve £ A F AL Bl &
RAGIEE , SUUEATRERNE , MAEEETAENERREE,

It AWS CLI ##I#8~ S3 on Outposts @ 1FET#8get-objectViRfE, WEHIFERFIEBNEES B
8 , --bucketMFTRTENEFEE ARN,

aws s3api get-object --bucket my-access-po-
00b1d075431d83bebde8xz5w8ijx1qz1lbp3i3kusel0--op-s3 --key testkey sample-object.rtf

{
"AcceptRanges": "bytes",
"LastModified": "2020-01-08T22:16:28+00:00",
"ContentLength": 910,
"ETag": "\"00751974dcl46b76404bb7290f8f51bb\"",
"VersionId": "null",
"ContentType": "text/rtf",
"Metadata": {3}

}

PR 1

- BEREERENS
- FEE LRI EEMBR. BRIER,

o IRIEEASTFEUEL B AR S3 on Outposts &I ERME, WFE S3 on Outposts 2 F| FEHIREBE |
E2RANEEMIFEEM Amazon S3 Control APl E,

- BB EETE AWS Identity and Access Management ( IAM ) BRI A,

RRFEE AN EEENA

TZE BT Y Amazon S3 FHAERE , Bt EBEARENEREFEE, FREAEZRFFITEMNE
EHBEIRE, | T LU B L i B SR 1T Amazon S3 ¥I4F#R4E |, 0 GetObject M PutObject,
{5/ S3 on Outposts , R4 ZE A ZER B3R FHL Outposts FEFETE FNEMYH, FEEE virtual-
host-styleX EE 4,
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THEBERAMAEH AWS Management Console, AWS Command Line Interface ( AWS CLI )
F 2R{EE S3 on Outposts FEXEHYAEREEFA AWS SDK for Java,

£/ S3 x#=A

1. 1 BIRX Amazon S3 E#E Ahttps://console.aws.amazon.com/s3/,

2. TEERIEEE®KD , B2 Outposts access points (Outposts FZELE).
3. EELEMRERFFMENN Outposts FELE,

4. 71£ Outposts FENHBIE T , EFEIENERFMEER,

£/ AWS CLI

T %] AWS CLI €41H118 Outposts fEFEr BN FE . UEBCSHWERRK user input
placeholders,

aws s3control get-access-point --account-id 123456789012 --name arn:aws:s3-

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

£ AWS SDK for Java

TFHISDKERA R Java K EEHIEES Outposts FEZETEE M FELE,

import com.amazonaws.services.s3control.model.*;
public void getAccessPoint(String accessPointArn) {
GetAccessPointRequest reqGetAP = new GetAccessPointRequest()
.withAccountId(AccountId)

.withName(accessPointArn);

GetAccessPointResult respGetAP = s3ControlClient.getAccessPoint(reqGetAP);
System.out.printf("GetAccessPoint Response: %s%n", respGetAP.toString());

¥4 Amazon S3 Outposts FER B EE

FEVE ¥ Amazon S3 I HAERE | BLEEARENERNEZR., FREAEZIFFITEMNIE
EHBEImE, | T LU B L i B SR 11T Amazon S3 #)4FR4E |, i GetObject M PutObject,
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£/ S3 on Outposts , #2478 A 77 ER B3R FEX Outposts /EFETEE A IVEMY Y4, FEEE virtual-
host-styleZ & E 1t .

T EBERAMAEH AWS Management Console, AWS Command Line Interface ( AWS CLI )
F 2R{EE S3 on Outposts FELEHYEE AWS SDK for Java,

£/ S3 XA

1. 7E BARX Amazon S3 E#2 & https://console.aws.amazon.com/s3/o
2. TEERAIEEEKSD , ##Z Outposts access points (Outposts ZEE).
3. & Outposts FHUE T , #Ed S3 on Outposts FE .

£/ AWS CLI

T %I AWS CLI #4554 Outposts FEZETENEFEEE, EEHTHGS , BUEECHERATK user
input placeholders,

aws s3control list-access-points --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket

{5 AWS SDK for Java

T3ISDKiEA R Java K €I %I Outposts 77T B8 Y FEXLE,

import com.amazonaws.services.s3control.model.*;
public void listAccessPoints(String bucketArn) {
ListAccessPointsRequest reqlListAPs = new ListAccessPointsRequest()
.withAccountId(AccountId)

.withBucket(bucketArn);

ListAccessPointsResult respListAPs = s3ControlClient.listAccessPoints(reqlListAPs);
System.out.printf("ListAccessPoints Response: %s%n", resplListAPs.toString());
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il BR 17 B R

FEE$HY Amazon S3 T HAERE Bt EEARENEREFE, FIEAEEEDGFITEAE
EHBRE IR B, | BT LU A IE LU BE SR 11T Amazon S3 #I4FR4E |, I GetObject M PutObject,
£/ S3 on Outposts , 4B 17 ELE R 1FHL Outposts FEFETBE F R YH, FEVEHE virtual-
host-styleXZ B E 4k,

T %I 5IFR 88 an{al £ F§ AWS Management Console 1 AWS Command Line Interface ( ) fiBR7FER
2LAWS CLlI,

£/ S3 A

1. 7E BARX Amazon S3 E#2 & https://console.aws.amazon.com/s3/o

2. TEEREEEKD , ##Z Outposts access points (Outposts FZELE).

3. 1£ Outposts access points (Outposts FEUE) B |, #EFEZMBRA Outposts FELE:
4. E#Z Delete (MER),

5. HEFRMIER,

£/ AWS CLI

T %) AWS CLI £ & MBR Outposts FE R, BEEHTUGS , FUZBESHWERATN user input
placeholders,

aws s3control delete-access-point --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

T SR BB 17 BUR BUR

ZHUEE Amazon S3 on Outposts ¥ A FE B F I HE TN EMFERFIER M TR o AR ZE S,
BRENHFSREHMTEITNFTRHEE  ZBREUTESHNEZEERRFZEIrRBNRTIRBBEEEE,
MEFMEER , FSRFEE,

T EERPMAFEH AWS Management Console, AWS Command Line Interface ( AWS CLI )
F RFIWHARE S3 on Outposts FFEVEEHY FELEL B AWS SDK for Javao

fE/ S3 2 A

1. 1 B3R Amazon S3 E#E Ahttps://console.aws.amazon.com/s3/.
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Amazon S3 on Outposts (R
2. TEERAIEEEKS | 2 Outposts buckets (Outposts F1ZET ),

3. EELERBHFIABERR Outposts 7T

4. Ji2Z Outposts access points (Outposts ZHL ) &5 &,

5

£ Outposts access points (Outposts FEUE) BERH , BRAEREHBERNFEE , AREE
Edit policy (#®EBBK).

6. 7E Outposts access point policy (Outposts FEREER) EER P MBEK ., MFEFHMENR ,
HZEIAM £ S3 on Outposts & Eo

£/ AWS CLI

T %] AWS CLI E4I€ £ Outposts FEN B L EBUR,

1. BTIEMRBERMAFZE JSON ER, ELEHIP , BRWBE A appolicyl.json. UERTH
BN user input placeholders,

"Version":"2012-10-17",
"Id":"exampleAccessPointPolicy",
"Statement": [
{
"Sid":"stl",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"
b

"Action

s3-outposts:*",
"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point
}
]

}

2. 1E3% JSON %A put-access-point-policy CLI oK —% 2. UEBSHWEATK
user input placeholders,

aws s3control put-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --policy file://appolicyl. json
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£ AWS SDK for Java

T5ISDKE AR Java K& HIETE Outposts FEUE E B BUR,

import com.amazonaws.services.s3control.model.*;
public void putAccessPointPolicy(String accessPointArn) {

String policy = "{\"Version\":\"2012-10-17\",\"Id\":\"testAccessPointPolicy\",
\"Statement\": [{\"Sid\":\"stl\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":\"" +
AccountId + "\"J},\"Action\":\"s3-outposts:*\",\"Resource\":\"" + accessPointArn +

"\"}1}";

PutAccessPointPolicyRequest reqPutAccessPointPolicy new
PutAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn)

.withPolicy(policy);

PutAccessPointPolicyResult respPutAccessPointPolicy
s3ControlClient.putAccessPointPolicy(reqPutAccessPointPolicy);

[ n

System.out.printf("PutAccessPointPolicy Response: %s%n",
respPutAccessPointPolicy.toString());

printWriter.printf("PutAccessPointPolicy Response: %s%n",
respPutAccessPointPolicy.toString());

# & S3 on Outposts TFEVE R

T7EUEA Amazon S3 on Outposts B REIBZF B ETHEMBERAAERN T EFF AT MR ZEH.
BEFIMFSRHUNTEITNEFNHBER , ZBRAGEHNEER 7R B N M EITEBEGERF,
MEFHMET , F2EEFH.

WEMF A S3 on Outposts FENEFFMER , F2E £H S3 on Outposts #FETEE,

T EBERAMAEH AWS Management Console, AWS Command Line Interface ( AWS CLI )
M R S3 on Outposts FELEBEE AWS SDK for Javao

fEF S3 £z A

1. 1 B3R Amazon S3 E#E Ahttps://console.aws.amazon.com/s3/.
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2. TEERIEEEKD , B2 Outposts access points (Outposts ZEE).

3. EELEREBEIE BN Outposts FEUE

4. 7TEPermissions (FF)ZH L , %3 S3 on Outposts FEXEBUR
5. FERBTFIMEBER , F2E MESmEEFIRBE.

£/ AWS CLI

T % AWS CLI £/H#8 Outposts FHEMWEE, EEHTHSS , BUELESHERAIK user
input placeholders,

aws s3control get-access-point-policy --account-id 123456789012 --name arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

£ A AWS SDK for Java
T5ISDKE AR Java K& HIZE{S Outposts FFEXRERYBUR .
import com.amazonaws.services.s3control.model.*;

public void getAccessPointPolicy(String accessPointArn) {

GetAccessPointPolicyRequest reqGetAccessPointPolicy
GetAccessPointPolicyRequest()
.withAccountId(AccountId)
.withName(accessPointArn);

new

GetAccessPointPolicyResult respGetAccessPointPolicy
s3ControlClient.getAccessPointPolicy(reqGetAccessPointPolicy);
System.out.printf("GetAccessPointPolicy Response: %s%n",

respGetAccessPointPolicy.toString());
printWriter.printf("GetAccessPointPolicy Response: %s%n",
respGetAccessPointPolicy.toString());

£/ Amazon S3 on Outposts i 24

EEAFHREEEZE Amazon S3 on Outpost FELE: , BAER I FERE S3 on Outposts s, &EE
MinE , MEEE Outposts T E R RIS ERF B BEEE, Outpost LN BREERILEELR (VPC)

|—]
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ALl —EMEEBNIRE . NFERMEBENFHEES , 28 S3 on Outposts MEEER, BHEAR
MimF , FREFEUER Outposts @RI BT HIRIE. WHEFHREF , FSRIEH.

RIS | AEALUER TRAE, MR T SRR, MESH Outposts BHE | BIREE
CREATE_FAILED. B MBERBEE/NER. MBHE K RAETERREEERRTRE, NF
HSEREBIE  BSETHAS. NEXEEN BB,

API Status KRR R AR - RERER

CreateEnd Create_Fa  OutpostNotReachable K A& 82 Outposts £ E & 15 1Y B BE i

point iled ERAMY , FTABEE YIRS, BRE
R EARAREE, MIBRIRE: , REBHE—
Ko

CreateEnd Create_ Fa InternalError ARRIPEEES |, MEB I ImE . FMER

point iled iR ARREREN — X

DeleteEnd Delete_Fa  OutpostNotReachable X A E2 Outposts x E [E 351 IR I B A5 1=

point iled KB, PTUAEEMIBRIG R, BRER
HEARARRE |, REEA X

DeleteEnd Delete_Fa InternalError HARIPEERS , EEMBRIEE., FEHA

point iled — R

WZETE S3 on Outposts EEAEFITRVEEMER , 55268 £ S3 on Outposts #FETEE,

LA 48R a2 T MEE S3 on Outposts Y B,
£
« 7£ Outpost % 37 i B

« #R Amazon S3 on Outposts i B E KB E
- MIBX Amazon S3 on Outposts ¥ 2k

£ Outpost 2 37 i B

ZEHEFERE B ZE Amazon S3 on Outpost FELE: |, BABR I FERE S3 on Outposts B, & EiE
MinE , MEEE Outposts T E[RIFM RIS ERZ B BEE., Outpost LN BREERIAEELR (VPC)
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ALl —EMEEBNIRE . NFERMEBENFHEES , 28 S3 on Outposts MEEER, BHEAR
MimR , & BEFEUER Outposts AT T HIRIF. MFFMEF  F2HE R,

S|
MBRTHUFEFTHRMET , HSH BEAR S3 on Outposts K,

EI8E M Im B | S3 on Outposts th BEEI AWS IRE B RS EEAR, MEFMAEHA ,
BS &% Amazon S3 on Outposts A RIEEE H €.

3
¢

T 5l &8 ) ;R & an{al £ F§ AWS Management Console, AWS Command Line Interface ( AWS CLI )
F E1I S3 on Outposts i 2 AWS SDK for Java,

£/ S3 12 A

1. & A AWS Management Console £ 7E BiE Amazon S3 F 12 & https://console.aws.amazon.com/
s3/o

ELERIEEEHF |, 82 Outposts access points (Outposts 1FHUE).
212 Outposts endpoints (Outposts i ) R5|ZH.

i#4Z Create Outposts endpoint (23 Outposts i 2).

£ Outpost T , i##2 Outpost LAER 3 It i 2o

£ TVPC , EEVPCH RHEE in 2 B th&FE Outposts i B3 BIK .

ERAEER (VPC) AELH AWS ERMBELERNERER, SEERERESEER
POFRRENERBIRIEEALY , BERER TREERRENES AWS

o gk~ w N

MRERE VPC , FFEEEY VPC, WHFFMEN , F2HAmazon S3 EAEEEPNELE
BRERILEER (VPC) NEIE,

7. 1#IE Create Outposts endpoint (31 Outposts i 2).

£/ AWS CLI
Example

T35 AWS CLI €6ifEA VPC BRFEFEE A Outpost B in B, VPC $T4H B MK, EEHTIG
T, BUAZRBECHNERARR user input placeholders,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e0d1
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T5 AWS CLI EifIEAE S AR IP it EE ( ColP £E ) FHEUERRE Outpost Wik, &
EFTHeS , BUABBECWERRNR user input placeholders,

aws s3outposts create-endpoint --outpost-id op-0lac5d28a6a232904 --subnet-id
subnet-8c7a57c5 --security-group-id sg-abl9e@dl --access-type CustomerOwnedIp --
customer-owned-ipv4-pool ipv4pool-coip-12345678901234567

{5 AWS SDK for Java
Example

T3ISDKERA R Java HEHIEE I Outpost VimE ., EEFALLES , FUERBSHERATR user

input placeholders,

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.CreateEndpointRequest;
import com.amazonaws.services.s3outposts.model.CreateEndpointResult;

public void createEndpoint() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

CreateEndpointRequest createEndpointRequest = new CreateEndpointRequest()
.withOutpostId("op-0d79779cef3c30a40")
.withSubnetId("subnet-8c7a57c5")
.withSecurityGroupId("sg-abl19eod1")
.withAccessType("CustomerOwnedIp")
.withCustomerOwnedIpv4Pool("ipv4pool-coip-12345678901234567");

// Use .withAccessType and .withCustomerOwnedIpv4Pool only when the access type is

// customer-owned IP address pool (CoIP pool)

CreateEndpointResult createEndpointResult =

s30utpostsClient.createEndpoint(createEndpointRequest);

System.out.println("Endpoint is created and its ARN is " +

createEndpointResult.getEndpointArn());
}

# 48 Amazon S3 on Outposts % B EHIFE

ZEHEEERE B ZE Amazon S3 on Outpost FELE: , 4B I FERE S3 on Outposts U2, & EiE
MinE , IMEEE Outposts T E R IRFSERF B BEE, Outpost LN BREERIAEELR (VPC)

|—]
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BT —EAREBN Y. DEHBEEWEEA  HSH S3on Outposts BRER, AUAR
SIS, FEAFEUER Outposts (I ML TR, NEMET, , BSMH,

T 5l &8 ) R & an{al £ F§ AWS Management Console, AWS Command Line Interface ( AWS CLI )
A f&[E S3 on Outposts iwHiHY7EE AWS SDK for Java.

£/ S3 x#=A

1. 1 BIRX Amazon S3 E#E Ahttps://console.aws.amazon.com/s3/,
2. TEERIEEE®KD , B2 Outposts access points (Outposts FZELE).

3. 1E Outposts access points (Outposts FEUEL) EE L , i#1#F Outposts endpoints (Outposts i )
EE,

4. 1£ Outposts endpoints (Outposts i) , WA LAEHF S3 on Outposts i B FE,

£/ AWS CLI

3
o
8

T %) AWS CLI 5415 H B2 & 1R 5 4B RFEEAY AWS Outposts ERin S, MELGSWEEMEN |
AWS CLI & H 1 list-endpoints,

aws s3outposts list-endpoints

{5 AWS SDK for Java

T5ISDKERA R Java WWEEHIE 5 Outpost VinEh. WMFEFMER ,
Service 8% ListEndpoints ) . API

552R Amazon Simple Storage

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.ListEndpointsRequest;
import com.amazonaws.services.s3outposts.model.ListEndpointsResult;

public void listEndpoints() {
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
.standard().build();

ListEndpointsRequest listEndpointsRequest = new ListEndpointsRequest();

ListEndpointsResult listEndpointsResult =
s30utpostsClient.listEndpoints(listEndpointsRequest);

System.out.println("List endpoints result is " + listEndpointsResult);
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fE% Amazon S3 on Outposts % 24

& EH5FE K HZE Amazon S3 on Outpost FELE , BAER IV MERTE S3 on Outposts imEh, HEE
VimE , BEEH Outposts TEEFHN IR EZ B MERE, Outpost ENBREERLEER (VPC)
LB —EHEEHNIRE, IR ENFMEEN , 528 S3 on Outposts K FER, BUAR
VimE , FREFEUER Outposts REFETBABTYHIRE, WHEFHMEEN , F2ERE

T 5 Hl REEan{a £ A AWS Management Console, AWS Command Line Interface ( AWS CLI )
F1 MR S3 on Outposts i 2 AWS SDK for Java,

fE/ S3 12 A

1. 1 BIRX Amazon S3 E#E Ahttps://console.aws.amazon.com/s3/.
2. EERIBEHEKF , B2 Outposts access points (Outposts FHUE).

3. 1£ Outposts access points (Outposts FEUE) EE L , i#1F Outposts endpoints (Outposts i )
B,

4. 71£ Outposts IHET |, BIFELEMBRNIRE , REREIEDelete (BER),

£/ AWS CLI

T %] AWS CLI £85I &M kR Outpost HNikE:, BEHTHGT , FUAELBECSHWERARNK user input
placeholders,

aws s3outposts delete-endpoint --endpoint-id example-endpoint-id --outpost-
id op-0lac5d28a6a232904

£ AWS SDK for Java

T5ISDKE AR Java B EHIZMBR Outpost Mk B, ZEFAMEF , FUALESHWERRNK user

input placeholders,

import com.amazonaws.arn.Arn;

import com.amazonaws.services.s3outposts.AmazonS30utposts;

import com.amazonaws.services.s3outposts.AmazonS30utpostsClientBuilder;
import com.amazonaws.services.s3outposts.model.DeleteEndpointRequest;

public void deleteEndpoint(String endpointArnInput) {
String outpostId = "op-0lac5d28a6a232904";
AmazonS30utposts s30utpostsClient = AmazonS30utpostsClientBuilder
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ERAEER

.standard().build();

Arn endpointArn = Arn.fromString(endpointArnInput);
String[] resourceParts = endpointArn.getResource().getResource().split("/");
String endpointId = resourceParts[resourceParts.length - 1];
DeleteEndpointRequest deleteEndpointRequest = new DeleteEndpointRequest()
.withEndpointId(endpointId)
.withOutpostId(outpostId);
s30utpostsClient.deleteEndpoint(deleteEndpointRequest);
System.out.println("Endpoint with id " + endpointId + " is deleted.");
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£ S3 on Outposts ¥4

£ Amazon S3 on Outposts , &R LAfE AWS Outposts EE I S3 EZTE | WHHEEAKER
T, AEEREENEREENERAER  BRERADHEFFNEEUIH4. S3 on Outposts 12
HEfFEE R S3 Outposts ( OUTPOSTS ) , EAEA Amazon S3 APls , EETERM LS EEEM
ARE LA BHEENARNERER AWS Outposts, BALLEBERLEER () FEHAFIEM
Ui BEAREE Outpost REFETEIBEAVPC, &R LAE Outpost 77 AT 8 L £ A EE Amazon S3 #7FETHE
HEH APIs #1 ThEE , SEEFEIECK. MEMERL. EALUEB AWS Management Console, AWS
Command Line Interface ( AWS CLI ) AWS SDKs=; REST £/ S3 on OutpostsAPI,

YI#F = FF FE Amazon S3 on Outposts FHEARER ., SEYHHISERFIE+H. BXEASER
FELER1FE Outpost R FIFEFNEAYH. ELEENHRENREIRE , fUUERAFIE
Amazon Resource Name ( ARN ) SHEEEERIE, MEERHBIBANFHER , 528 §HEHEWN S3
on Outposts F#EFErEFREFEABEEEAE.

T 5| HIF R S3 on Outposts FFEVEHARNIE T , HFEE Outpost FEEIH AWS [EiF] B,
AWS &5 ID, Outpost ID FIFEEBEHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

7% S3 on Outposts KFMEFARNs , 552 E S3 on Outposts ARNsHI &R,

YIHFARNSE LA T , 818 Outpost FB{LE AWS [E15 9. AWS RS ID, Outpost ID, #1zErEE
ERANMG28

arn:aws:s3-outposts:us-west-2:123456789012:outpost/ op-0lac5d28a6a232904/bucket/amzn-
s3-demo-bucketl/object/myobject

¥/ Amazon S3 on Outposts , ¥ E R B FMIE Outpost £, AWS Z# Outpost BEZREF |, Y
ERGREBE Outpost WAH , LASERERMER, EHNMHKETEHEEMN Outpost , B E
£ AWS B F, B AWS Management Console 21 EBIFFFE , At BELFEREEA LERE
# Outpost FHIYIH. T8 , LA LUEMA REST API,  AWS Command Line Interface ( AWS CLI )
M AWS SDKs ZEiB 7BV R FEMEEM4.

e
- ¥4 EEZE S3 on Outposts FEFETEE

- £/ #% Amazon S3 on Outposts fEZETEE P HI ¥4 AWS SDK for Java
« #% Amason S3 on Outposts & 17T BB EVS Y4
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« B Amazon S3 on Outposts 17 BT B FF Ry ¥4

« MIBX Amazon S3 on Outposts 17T B FF Ry ¥4

+ {8 HeadBucket ¥ S3 on Outposts RBETRERETE , UREBRBEEFEGTH
- FASDKEBAR Java B SITHEE DR L&

* 7£ Outposts FfH URLs S3 TR EHEE

« Amazon S3 on Outposts #EiZ<# Amazon EMR on Outposts

- BRENS D BEBRE

&Y LB ZE S3 on Outposts fE1FETEE

Y14 = 1FHTE Amazon S3 on Outposts FHEARER, SEAVHHTSEREIrRY., ZXAFH
FEVR R FEY Outpost EFETE PN E A4, EREEYHRENRTIRE , ZUERFIE
Amazon Resource Name ( ARN ) REFEHEIE. NEFRHBBNFHEEN , F2H &EEM S3
on Outposts FFrEFIRMFEAMETEENRE.

TH&EHIFER S3 on Outposts FELEIARNIE X , HHEE Outpost FTEEIFHKY AWS EiF XIS,
AWS RS ID, Outpost ID FFEIEEHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

N S3 on Outposts KIFFAHEFAARNs , 582 S3 on Outposts ARNsHI &R

¥ Amazon S3 on Outposts , ¥ E R B FMIE Outpost £, AWS Z# Outpost BEZREF |, 129
ERE/REE Outpost WA , LUFESERERMHER, ZHMHKETGEHESEN Outpost , BFE
£ AWS EiFF. B AWS Management Console 271 EBIFHFEE , At EELFEHAEEAE LERE
I Outpost FEVHIHE., FiB , AT LAEA REST APl,  AWS Command Line Interface ( AWS CLI )
# AWS SDKs ZEiB 7 I L EMEEY 4+,

T%) AWS CLI #1 AWS SDK for Java &&= &5 an{al 55 A 7 EX B AG ¥4 £ E S3 on Outposts 7T
.

AWS CLI
Example

T5IEEHIER AWS CLHS B A sample-object. xml B9¥I4FE1E S3 on Outposts 17T 8
(s3-outposts:PutObject) £, BE#HTH ST , FUALECWEARNKSME user input
placeholder, WMELMTHFHFMERNR , FSE AWS CLI BEHH put-object,
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ERAEER

aws s3api put-object --bucket arn:aws:s3-
outposts:Region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml --body sample-object.xml

SDK for Java

Example

T5IE 6 SDK for Java #&¥I14 B S3 on Outposts /17T, EEMALES , FLUEED
WERABKETE user input placeholder,

import
import
import
import
import
import

import

com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

java.io.File;

.AmazonServiceException;
SdkClientException;
services.s3.AmazonS3;
services.s3.AmazonS3ClientBuilder;
services.s3.model.ObjectMetadata;
services.s3.model.PutObjectRequest;

public class PutObject {

public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";
String stringObjKeyName = "#*** String object key name ***";
String fileObjKeyName = "#*** File object key name ***";
String fileName = "#*** Path to file to upload ***";

try {
// This code expects that you have AWS credentials set up per:

// https

credentials.html

Object");

AmazonS3

://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-

s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Upload a text string as a new object.

s3Client

.putObject(accessPointArn, stringObjKeyName, "Uploaded String

// Upload a file as a new object with ContentType and title specified.
PutObjectRequest request = new PutObjectRequest(accessPointAzrn,
fileObjKeyName, new File(fileName));

e
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ObjectMetadata metadata = new ObjectMetadata();
metadata.setContentType("plain/text");
metadata.addUserMetadata("title", "someTitle");
request.setMetadata(metadata);
s3Client.putObject(request);

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();

} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

£ H 5 Amazon S3 on Outposts & 1FZETH H Y Y44 AWS SDK for
Java

Y ¢ R FHAE Amazon S3 on Outposts FRIEARER . SEVYHHMISERFIET. BLAER
TFEUERFE Outpost AT FIVEMY 4. ELEEMHRENRTTERE | S LUERFEE
Amazon Resource Name ( ARN ) SfFER AR . MFEFIFBIBNFHEED , FSHR HHEN S3
on Outposts #EFErEEFIEE AR TR AE,

TH&EHIFETR S3 on Outposts FELEIARNIE X , HHEE Outpost FTEEIHKY AWS EiF XIS,
AWS #RF ID, Outpost ID MEEEEZHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

#nFE S3 on Outposts WEFMHEFARNs , 552 S3 on Outposts ARNsHI &R

¥ Amazon S3 on Outposts , ¥ E R AR FMTE Outpost £, AWS Z# Outpost #EZREF |, 21
ERSREE Outpost WK , LFESERERMER., N4 KETERMESZHN Outpost , B E
£ AWS EfFHF, B AWS Management Console 27 EBEFHFEE , A EELFEAEZRAE LESRE
B Outpost FHI¥I, FiB , LA LAEH REST AP, AWS Command Line Interface ( AWS CLI )
M AWS SDKs ZEBFEE - EMEEYWH.

T B &5 5 ;R 88 an 4] FH AWS SDK for Java# 5! S3 on Outposts fEFETEE PRI Y4,
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£ AWS SDK for Java

T 51l S3 on Outposts &fifEA SDK for Java ¥4 ER BRI FERIPHFNYE. EEFEALE
Bl , BALBCHERRN user input placeholders,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.CopyObjectRequest;

public class CopyObject {
public static void main(String[] args) {

String accessPointArn = "*** access point ARN *#**";
String sourceKey = "*** Source object key ***";

String destinationKey = "**#* Destination object key ***";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Copy the object into a new object in the same bucket.
CopyObjectRequest copyObjectRequest = new CopyObjectRequest(accessPointArn,
sourceKey, accessPointArn, destinationKey);
s3Client.copyObject(copyObjectRequest);
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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& Amason S3 on Outposts FEZET R EEB Y4

YI# = #F FE Amazon S3 on Outposts FHEARER ., SEYHHISERFIEH. BXESER
ZEL B3R 1ZH Outpost FEFEITEFNERAYGE., ELEEVHRENREETER S UERFIRE
Amazon Resource Name ( ARN ) H7FEE BB, MEFNHABNFRENR , F2H0 EH 8/ S3
on Outposts R FIFBFRAHFTAREFEEXAE,

T5|€EHIZ R S3 on Outposts FFEXEHARNIE T , @& Outpost FREEIHM AWS B 2,
AWS &5 ID, Outpost ID FIFZEEEH :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

2T S3 on Outposts AIFFHIEFAARNs , 52 E S3 on Outposts ARNsEI E

¥ Amazon S3 on Outposts , MIHERIIHEFEFZMRIE Outpost £, AWS R & Outpost HEZREF |, BHY
ERFRETE Outpost FIAH | LFASERERMEER, ZRYHKETSEHRREM Outpost , B - E
£ AWS EiFF, HMR AWS Management Console 27 BEFFEE , AtGEEFERAEEE LEIE
¥ Outpost FHIY., TiB , LA LAMEA REST AP,  AWS Command Line Interface ( AWS CLI )
M AWS SDKs ZEBFEE - EMEEWH.

T HIEEHIRE A EH AWS Command Line Interface (AWS CLI) 1 AWS SDK for Java T & (HU8)
o

A AWS CLI

T3 HIfEA AWS CLI#E S3 on Outposts & 7ETH# (s3-outposts:GetObject) IEEEA
sample-object.xml ¥, BEEHTH® S , FUAECEBCHWERBRRESME user input
placeholder, WMHELMTHFMENR , FFSE AWS CLI BEHH get-object,

aws s3api get-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point --key testkey sample-object.xml

£ AWS SDK for Java

T % S3 on Outposts £ A SDK for Java EXE¥I#. EEFEALLES] , FUAERBSWERRK
818 user input placeholder., WFEFHMER , 2B Amazon Simple Storage Service 8%
GetObject /Y .  API

import com.amazonaws.AmazonServiceException;
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import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GetObjectRequest;

import com.amazonaws.services.s3.model.ResponseHeaderOverrides;
import com.amazonaws.services.s3.model.S30bject;

import java.io.BufferedReader;
import java.io.IOException;
import java.io.InputStream;
import java.io.InputStreamReader;

public class GetObject {
public static void main(String[] args) throws IOException {
String accessPointArn = "*** access point ARN *#**";
String key = "#*** Object key ***";

S30bject fullObject = null, objectPortion = null, headerOverrideObject = null;
try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Get an object and print its contents.

System.out.println("Downloading an object");

fullObject = s3Client.getObject(new GetObjectRequest(accessPointArn, key));

System.out.println("Content-Type: " +
fullObject.getObjectMetadata().getContentType());

System.out.println("Content: ");

displayTextInputStream(fullObject.getObjectContent());

// Get a range of bytes from an object and print the bytes.
GetObjectRequest rangeObjectRequest = new GetObjectRequest(accessPointAzrn,
key)
.withRange(0, 9);
objectPortion = s3Client.getObject(rangeObjectRequest);
System.out.println("Printing bytes retrieved.");
displayTextInputStream(objectPortion.getObjectContent());

// Get an entire object, overriding the specified response headers, and
print the object's content.
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ResponseHeaderOverrides headerOverrides = new ResponseHeaderOverrides()
.withCacheControl("No-cache")
.withContentDisposition("attachment; filename=example.txt");

GetObjectRequest getObjectRequestHeaderOverride = new

GetObjectRequest(accessPointArn, key)
.withResponseHeaders(headerOverrides);
headerOverrideObject = s3Client.getObject(getObjectRequestHeaderOverride);
displayTextInputStream(headerOverrideObject.getObjectContent());
} catch (AmazonServiceException e) {

// The call was transmitted successfully, but Amazon S3 couldn't process

// it, so it returned an error response.

e.printStackTrace();

} catch (SdkClientException e) {

// Amazon S3 couldn't be contacted for a response, or the client

// couldn't parse the response from Amazon S3.

e.printStackTrace();

} finally {

// To ensure that the network connection doesn't remain open, close any

open input streams.

if (fullObject != null) {

fullObject.close();

}

if (objectPortion != null) {

objectPortion.close();

}

if (headerOverrideObject != null) {

headerOverrideObject.close();

private static void displayTextInputStream(InputStream input) throws IOException {
// Read the text input stream one line at a time and display each line.
BufferedReader reader = new BufferedReader(new InputStreamReader(input));
String line = null;
while ((line = reader.readLine()) != null) {
System.out.println(line);

}
System.out.println();
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5| Amazon S3 on Outposts f#7 &8 P ¥4

Y1# = #F MFE Amazon S3 on Outposts FHEARER ., SEYHHTISERFIEH. ZXEASER
FELE R1FE Outpost R FEFBFNEAYGH. ELEENHRENREEITRE , RUUERAFIE
Amazon Resource Name ( ARN ) SHEEEEIE. MEERHBIBENFHER , 528 HEHEWN S3
on Outposts @EFErie AR TIEELRE

T3gE5IRR S3 on Outposts FFERFHARNIR R , HFEE Outpost FIEEER AWS EiF EHE.
AWS #RF ID, Outpost ID FIFEIMHERE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

W S3 on Outposts KIFEMAEFAARNs , 2B S3 on Outposts ARNsHIE R

(® Note

¥ Amazon S3 on Outposts , Y1 E R & FMIE Outpost £, AWS &8 Outpost #EZR
K, BN EREREE Outpost NAK | UFEERERMER, ZNYHKETSHAR
B Outpost , B R & AWS EFH ., B AWS Management Console 271 EiFHFEE |
Rt SEEEA TR A LEHEE Outpost FIYIH, T , B LIERA REST API, AWS
Command Line Interface ( AWS CLI ) #1 AWS SDKs EBEFHE FEMNEEYH,

T 5 &I R EEan{aE A AWS CLI #1 Bl S3 on Outposts f1ZETEE R R4 AWS SDK for Javas
£/ AWS CLI

THIEEFIEA AWS CLIZIH S3 on Outposts &7 Er#8 (s3-outposts:ListObjectsV2) REY#)
#. %E#ﬂlﬁlﬂ:ﬁ% , BB CWERARNRSE user input placeholder, ME SR FEME
B, B2 EBAWS CLI & FH list-objects-v2,

aws s3api list-objects-v2 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

® Note

&8 St B 4EEE Amazon S3 on Outposts AWS &8 & F - SDKs , 5854
THI#ERNIEME Outposts FEVBARNREVK fEZETEEBHE : arn:aws:s3-

B API k7 2006-03-01 69


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/list-objects-v2.html

Amazon S3 on Outposts

ERAEER

outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
accesspoint/example-0Outposts-Access-Point, 3% S3 on Outposts KIFEMME A
ARNs , 5528 S3 on Outposts ARNsHI &R,

£ AWS SDK for Java

T %1 S3 on Outposts €HIfEA SDK for Java 5| R FETEANYH. ZEFEALES , FUEEEH
BEABRNREME user input placeholder,

/A Important

LE IR ListObjectsV2 , iER ListObjectsAPHRENRIIRAR, RFEZEFERILE
STAPIRIREETEARENBR, A TEMMESMY , Amazon S3 & B IR ER KBTI ARA
API,

import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.

amazonaws.AmazonServiceException;
amazonaws.SdkClientException;

amazonaws.services.
amazonaws.services.
amazonaws.services.
amazonaws.services.
amazonaws.services.

class ListObjectsV2 {

s3.AmazonS3;
s3.AmazonS3ClientBuilder;
s3.model.ListObjectsV2Request;
s3.model.ListObjectsV2Result;
s3.model.S30bjectSummary;

public static void main(String[] args) {
String accessPointArn = "**%* access point ARN *#**";

try {
// This code expects that you have AWS credentials set up per:

// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html

AmazonS3 s3Client

= AmazonS3ClientBuilder.standard()

.enableUseArnRegion()

.build();

System.out.println("Listing objects");

// maxKeys is set

to 2 to demonstrate the use of

B 4
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// ListObjectsV2Result.getNextContinuationToken()
ListObjectsV2Request req = new

ListObjectsV2Request().withBucketName(accessPointArn).withMaxKeys(2);
ListObjectsV2Result result;

do {
result = s3Client.listObjectsV2(req);

for (S30bjectSummary objectSummary : result.getObjectSummaries()) {
System.out.printf(" - %s (size: %d)\n", objectSummary.getKey(),
objectSummary.getSize());

}
// If there are more than maxKeys keys in the bucket, get a

continuation token
// and list the next objects.
String token = result.getNextContinuationToken();
System.out.println("Next Continuation Token: " + token);
req.setContinuationToken(token);
} while (result.isTruncated());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

ftiB& Amazon S3 on Outposts f#17 & 88 P EY ¥4

Y1 B 1FHAE Amazon S3 on Outposts P EARER, SEVHHISERETEY. EXAFEH
FELER1FE Outpost R FEIFEFNEAYGH. EREENHRENREEIRE , fUUERAFIE
Amazon Resource Name ( ARN ) SHEEEEIE, MEERMBIBANFRER , 528 $HEHEN S3
on Outposts EFITEFRHEFEARTIEEEIAIE,

T3€E5IRR S3 on Outposts FFEFHARNIR R , HFEE Outpost FIERIER AWS BT .
AWS #RF ID, Outpost ID FIFEEEHER :
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arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

#FE S3 on Outposts KYFFAAEFARNs , 552 B8 S3 on Outposts ARNsHI E iR

¥1H Amazon S3 on Outposts , ¥4 & BHR#EFMTE Outpost £, AWS R Outpost #EEEF |, K
ERSREE Outpost WAH , LFESERERMER. B4 KETERHESZHN Outpost , B S
£ AWS EfFF, B AWS Management Console 27 EBFHFEE , QLGB LFEAETRAE LEDRE
E Outpost FHI¥I, FiB , LA LAERA REST AP,  AWS Command Line Interface ( AWS CLI )
M AWS SDKs EiB 7B S FEMEENH4.

T 5 & HI R & an{a £ A AWS Command Line Interface ( AWS CLI ) #1 fBk S3 on Outposts &1 EF
BHHNE—YHSHZEYWH AWS SDK for Java.

£/ AWS CLI
THIEHIRE MK S3 on Outposts {717 &7 BE & M R E B W4 = Z B4

delete-object

THEHIERA AWS CLISE S3 on Outposts @7 B8 (s3-outposts:DeleteObject) MIBRE B
# sample-object.xml ¥, BEEHTH ST , FUALECSNERBNREE user input
placeholder, WHELWTHFHFMER , FFSE AWS CLI BE W delete-object,

aws s3api delete-object --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --key sample-object.xml

delete-objects

T 556 AWS CLI#E S3 on Outposts fEFETEE (s3-outposts:DeleteObject) MERETE
# sample-object.xml f testl.text WWEYH. EEHTIH®S , FUEESHWERARK
18 user input placeholder., MFEHFHWEEMERN , FFSE AWS CLI 2EFH delete-
objects,

aws s3api delete-objects --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point --delete file://delete.json

delete.json
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{

"Objects": [
{
"Key": "testl.txt"
3,
{
"Key": "sample-object.xml"
}

]I

"Quiet": false

£ AWS SDK for Java

T O €5 REA{AEE S3 on Outposts 77 &7 88 M ERE @Y S Z @4

DeleteObject

T % S3 on Outposts €BHIE A SDK for Java RIBRFEFEEBHHMHYE., EECALES , BEE
Outpost ARNWVZERE , URERBRZ YU SBEHE, WMEFHMEEN , 5528 Amazon Simple
Storage Service 8% DeleteObject i . API

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.DeleteObjectRequest;

public class DeleteObject {
public static void main(String[] args) {

String accessPointArn = "*** access point ARN ***";
String keyName = "*** key name ****";
try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.deleteObject(new DeleteObjectRequest(accessPointArn, keyName));

I B 4 API iz Zs 2006-03-01 73


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html

Amazon S3 on Outposts EREER

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

DeleteObjects

T %I S3 on Outposts EI5|EFEASDKE AR Java i L& | REBBRFEETEDINYYE., EEFEH
LeEEf5l | FFHEE Outpost ARN MITFEREE. WFEFMER , 552 B Amazon Simple Storage Service
22 DeleteObjects FfY .,  API

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.DeleteObjectsRequest;

import com.amazonaws.services.s3.model.DeleteObjectsRequest.KeyVersion;
import com.amazonaws.services.s3.model.DeleteObjectsResult;

import java.util.Arraylist;
public class DeleteObjects {

public static void main(String[] args) {
String accessPointArn = "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-
outposts-access-point";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();
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// Upload three sample objects.

ArraylList<KeyVersion> keys = new ArraylList<KeyVersion>();

for (int i = 0; i < 3; i++) {
String keyName = "delete object example " + i;
s3Client.putObject(accessPointArn, keyName, "Object number " + i + "

to be deleted.");

keys.add(new KeyVersion(keyName));

}

System.out.println(keys.size() + " objects successfully created.");

// Delete the sample objects.
DeleteObjectsRequest multiObjectDeleteRequest = new
DeleteObjectsRequest(accessPointArn)
.withKeys(keys)
.withQuiet(false);

// Verify that the objects were deleted successfully.
DeleteObjectsResult delObjRes =
s3Client.deleteObjects(multiObjectDeleteRequest);
int successfulDeletes = delObjRes.getDeletedObjects().size();
System.out.println(successfulDeletes + " objects successfully
deleted.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

{#F HeadBucket Z¥|#F S3 on Outposts fEFEEERERE , UK
BREEFFEGETH

Y1 R 1FHTE Amazon S3 on Outposts FHEARER, SEVHHISEREITREY. ZM4AFEH
FEUE R 1ZE Outpost REFITBHRNEAYH. BELREENHRENRFFIRE  SUUEREIE
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Amazon Resource Name ( ARN ) HFEEEIE. MEFNMIIBNFHEN , 528 EHEN S3
on Outposts FEFrEFREFABETEESNAE.

TH&EHIFESR S3 on Outposts FELEIARNIE X , HHEE Outpost FIFEEIFHKY AWS EiF XIS,
AWS #RF ID, Outpost ID MEEEEZHE :

arn:aws:s3-outposts:region:account-id:outpost/outpost-id/accesspoint/accesspoint-name

#NEE S3 on Outposts B EFMEFAARNs , 5528 S3 on Outposts ARNsHI &R

(® Note

¥ Amazon S3 on Outposts , ¥ E R R FHMIE Outpost £, AWS Z 8 Outpost #EZR
i, BN EREREE Outpost NAK | UHFEERERMER, ENYHKETSBHARL
# Outpost , tE A& AWS EFHHF ., R AWS Management Console 271 EBIFHFEE ,
Rt SEEFEAEES LEHEE Outpost FHYIM, Ti1B , EALIER REST API, AWS
Command Line Interface ( AWS CLI ) #1 AWS SDKs EBEFHE FEMNEEYH.

%] AWS Command Line Interface ( AWS CLI ) F1 AWS SDK for Java 45l 7~ & a0 {& F
HeadBucketAP IR #ER ¥ Amazon S3 on Outposts REITEREERFE , URERBEEENEFE
BPEEREF T, WEHME , 5528 Amazon Simple Storage Service 2% HeadBucket 9 ,  API

£ AWS CLI

T % S3 on Outposts AWS CLI €| head-bucket® T R¥EBEFEITRESHEE , BELEFEFN
BFITENGTY., EEHTHGS , FUAEEBCHNEARNKREME user input placeholder., W%
LI SHREMER , 528 AWS CLI & F K head-bucket,

aws s3api head-bucket --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/accesspoint/example-outposts-
access-point

£ AWS SDK for Java
T 5l S3 on Outposts IR B FZTEREEE , UREREEENGT. ZEEFEALILE

5l , F51EE Outpost ARN HY7FEX R, MEFME , 52 B Amazon Simple Storage Service 8#&
HeadBucket FEY . API

import com.amazonaws.AmazonServiceException;
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import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.HeadBucketRequest;

public class HeadBucket {
public static void main(String[] args) {
String accessPointArn = "*** gccess point ARN ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

s3Client.headBucket(new HeadBucketRequest(accessPointAzrn));
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

{EFASDKEAR Java By MIITHNEBE TR LE

& H Amazon S3 on Outposts , A LA#E AWS Outposts ER L2 S3 REEFE  YAFTEX
BERFE, AEEREENEREZENEARNEANTERFTNERY G4, BLUER AWS
Management Console, AWS Command Line Interface ( AWS CLI ) AWS SDKs={ REST £ S3
on OutpostsAPl, MEFMENR , F2E /B Amazon S3 on Outposts ?

T EHIREF A E £ 8 S3 on Outposts AWS SDK for Java , LT EE 5 R L&,
FiE
« 7£ S3 on Outposts RFEBTPHTUWHEN TR LE
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. RSB EETE S3 on Outposts FEFETEE P ER KA Y 4

+ HIH S3 on Outposts & 17T EE Y4 5 B

 HEEX S3 on Outposts EFETETETHN DB LEEE

£ S3 on Outposts fEFATERFPHATHHN TR LE

T35 S3 on Outposts #HIEA SDK for Java B, LEMZEXMHEREFIFrENTRELE, FEER

Legafl , FH

IRECNEARNREE user input placeholder, WEHMEN , 5528 Amazon

Simple Storage Service fEAEER PWEHA D B LER LEYH,

import
import
import
import
import

import
import

com.
com.
com.
com.
com.

amazonaws.AmazonServiceException;
amazonaws.SdkClientException;
amazonaws.services.s3.AmazonS3;
amazonaws.services.s3.AmazonS3ClientBuilder;
amazonaws.services.s3.model. *;

java.util.Arraylist;
java.util.List;

public class MultipartUploadCopy {

public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN ***";
String sourceObjectKey = "*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {

// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-

credentials.html

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
Lbuild();

// Initiate the multipart upload.
InitiateMultipartUploadRequest initRequest = new

InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =

s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.
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GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointArn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
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} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

9 & L 87E S3 on Outposts fEFErEEFER KB Y4

T %! S3 on Outposts & HlfEAH SDK for Java REXFFITRINYIMG, EEFALES , FUEE2
WEAENBE user input placeholder,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.Arraylist;
import java.util.List;

public class MultipartUploadCopy {
public static void main(String[] args) {
String accessPointArn = "*** Source access point ARN *#**";
String sourceObjectKey = "#*** Source object key ***";
String destObjectKey = "#*#** Target object key ***";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();
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// Initiate the multipart upload.

InitiateMultipartUploadRequest initRequest = new
InitiateMultipartUploadRequest(accessPointArn, destObjectKey);

InitiateMultipartUploadResult initResult =
s3Client.initiateMultipartUpload(initRequest);

// Get the object size to track the end of the copy operation.

GetObjectMetadataRequest metadataRequest = new
GetObjectMetadataRequest(accessPointArn, sourceObjectKey);

ObjectMetadata metadataResult =
s3Client.getObjectMetadata(metadataRequest);

long objectSize = metadataResult.getContentLength();

// Copy the object using 5 MB parts.
long partSize = 5 * 1024 * 1024;
long bytePosition = 0;
int partNum = 1;
List<CopyPartResult> copyResponses = new ArraylList<CopyPartResult>();
while (bytePosition < objectSize) {
// The last part might be smaller than partSize, so check to make sure
// that lastByte isn't beyond the end of the object.
long lastByte = Math.min(bytePosition + partSize - 1, objectSize - 1);

// Copy this part.

CopyPartRequest copyRequest = new CopyPartRequest()
.withSourceBucketName(accessPointArn)
.withSourceKey(sourceObjectKey)
.withDestinationBucketName(accessPointArn)
.withDestinationKey(destObjectKey)
.withUploadId(initResult.getUploadId())
.withFirstByte(bytePosition)
.withLastByte(lastByte)
.withPartNumber(partNum++);

copyResponses.add(s3Client.copyPart(copyRequest));

bytePosition += partSize;

// Complete the upload request to concatenate all uploaded parts and make
the copied object available.
CompleteMultipartUploadRequest completeRequest = new
CompleteMultipartUploadRequest(
accessPointArn,
destObjectKey,
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initResult.getUploadId(),
getETags(copyResponses));
s3Client.completeMultipartUpload(completeRequest);
System.out.println("Multipart copy complete.");
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

// This is a helper function to construct a list of ETags.
private static List<PartETag> getETags(List<CopyPartResult> responses) {
List<PartETag> etags = new ArraylList<PartETag>();
for (CopyPartResult response : responses) {
etags.add(new PartETag(response.getPartNumber(), response.getETag()));
}

return etags;

5l S3 on Outposts FE1FETEE R A B

T %1 S3 on Outposts &£ A SDK for Java 5| A FETRE P4 D . EEFALES , FUER
CHEABNREME user input placeholder,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;
import com.amazonaws.services.s3.model.*;

import java.util.List;

public class ListParts {
public static void main(String[] args) {
String accessPointArn = "**%* access point ARN *#**";
String keyName = "#*#** Key name ***";
String uploadId = "*** Upload ID ***",;

Sl S3 on Outposts &7 AT RE PR 1 B] API kg7 2006-03-01 82



Amazon S3 on Outposts EREER

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-quide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

ListPartsRequest listPartsRequest = new ListPartsRequest(accessPointArn,
keyName, uploadId);

PartListing partListing = s3Client.listParts(listPartsRequest);

List<PartSummary> partSummaries = partlListing.getParts();

System.out.println(partSummaries.size() + " multipart upload parts");
for (PartSummary p : partSummaries) {
System.out.println("Upload part: Part number = \"" + p.getPartNumber()
+ "\", ETag = " + p.getETag());
}

} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

FEEY S3 on Outposts #EFETEFETHN IR ELETE

T % S3 on Outposts &l 7= €3 7047 £ FH SDKiE A A Java B9 # Outposts EFEFEBMEBGETH 92 R L&
WEE., BEFEALES  FUEECSHWEARNREE user input placeholder,

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.ListMultipartUploadsRequest;
import com.amazonaws.services.s3.model.MultipartUpload;
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import com.amazonaws.services.s3.model.MultipartUploadListing;
import java.util.List;

public class ListMultipartUploads {
public static void main(String[] args) {
String accessPointArn = "**%* access point ARN *#**";

try {
// This code expects that you have AWS credentials set up per:
// https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/setup-
credentials.html
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.enableUseArnRegion()
.build();

// Retrieve a list of all in-progress multipart uploads.

ListMultipartUploadsRequest allMultipartUploadsRequest = new
ListMultipartUploadsRequest(accessPointArn);

MultipartUploadListing multipartUploadListing =
s3Client.listMultipartUploads(allMultipartUploadsRequest);

List<MultipartUpload> uploads =
multipartUploadlListing.getMultipartUploads();

// Display information about all in-progress multipart uploads.
System.out.println(uploads.size() + " multipart upload(s) in progress.");
for (MultipartUpload u : uploads) {
System.out.println("Upload in progress: Key = \"" + u.getKey() + "\",
id = " + u.getUploadId());
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();
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£ Outposts EfEA URLs S3 FALZE

BEETEHMREETRBERNERAT , RFHMFHE Outpost A4 LW H B R BRI EFIE , &
AUEAFALEEN URL, EBFALEEN URLs , B ARFIRESE , TUEERELEER
(VPC) HMEAHLANYE , R T L EHMERDHFRIEED,

& 18EFH AWS SDKsE, AWS Command Line Interface ( AWS CLI ) URL BN FALHEEMN BF |

B LA URLEES EEMERE VBB, U LUEERTRERE K XEEBUTRE 1Y, ReE7
X, URLURFHEAEENKEREFIE, ERLATELESN KFURL, PHEAVPCH TR
BRE PHEEURL , BitMRREEBEAE K, E URLZEZHIIBKEE , SFURLBEAETEH
E1E,

BR&BIFE L L FURL I AE

BAAEENIIRURLZBRNBUZEAEENEAENT, 2EL , HABRFEURLsRAFER , AR
FTHRERAGTIUE. it , RAIBEBEZEREBECT.

AWS Signature 28 4 iR ( Sigv4 )

EEEFEA AWS Signature 58 4 Bk ( Sigv4 ) BEFALEZURLEREEFBTHETS , B0
EREFFBERNENEBRERERRE SIS, fln , MREZEB 10 78 , BOUUEIREFETER
R, ZFBEMERA s3-outposts:signatureAgefkt-RIEEFFexample-outpost-bucketiri@s
Y1 B9 E 1] Amazon S3 on Outposts AL ZEBURLIVGER, ZEEMFAIE G | FBEUR #oapnssstt £
RAEEEHER,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",
"Effect": "Deny",
"Principal": {"AWS":"444455556666"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

* 10
’

"Condition": {
"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType": "REST-QUERY-STRING"}
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}

MEHRGE RN BERAOBE |, BUEMEM Signature 55 4 IiRBE R A HFEURLFERE , AR
MEIMITIREITS , FFSE AWS Signature % 4 i (SigV4 ) S5 RBEHEHRRER,

108 % % 1 PR
MR GAEE R & A TE L HEBURLSHFATAE S3 on Outposts FEUSEMRBR , BUURBEERTE

B ENEE, EEHRBITEFENAMERERERS , BRI LER 522 AWS Identity and Access
Management (IAM ) B3R (plafERE, BFESIACEK ) . BEE S3 on Outposts EIR LFREM
BRI, B ERBBER (FlnfE 7B FEREBE).

IAM £ ERHITFTRELBRNEAEREENMRELF R, BETEIFIFLHRSE
ERFAEHZERNBFRBREEERR, ELRHBUEARBALEZEZEURLENZN

IBERANIAME BEEEBCR A IR BN ER, MREIEEMFA S3 on Outposts W AEIHE |, 55
£/ aws:Sourcelp, MR S3 on Outposts HVPCIwE: , 556 aws:SourceVpcH
aws:SourceVpce,

THIAMBUERFFRIAN ER 58 AWS REREENMREERTR . ARLBERER , FIEFIILER
B EE, EBEEA URL S3 on Outposts AEBRECZABNIER. EEMFEALES] , BFEUS #raia#
#inn EREBSHER.

{
"Sid": "NetworkRestrictionForIAMPrincipal",
"Effect": "Deny",
"Action": "*'",
"Resource": "*",
"Condition": {
"NotIpAddressIfExists": {"aws:Sourcelp": "IP-address-range"},
"BoolIfExists": {"aws:ViaAWSService": "false"}
}
}

WMEF Haws :SourceIP AWS £ &4 £884¢ S3 on Outposts EFETE N ZERFI TS ERREER
WS Bl IFETEE UK |, 52 |AM £/ S3 on Outposts 5% Eo
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REAT LU FA B8 E URL

EEERREBENEAABATNEYALEEN URL. BR , HR FHEAEVPC , EERINEFR
M AABEURLAFAHEREHITHAREURLAMKBZRIEFANASRIL.

ERBMER T AR REMFELHEEN URL

o IAM HITEIRERERE - KRR 6 MREAM.

« AWS Security Token Service - fEFKAZAERHER , BRHHREAR 36 N, fIUBRFERAEN
BAERSGIAMERENEAER AWS IRF

« IAM EHE - E&EH AWS Signature 5 4 [RE , BXHREREBE 7 X,

EFEEVBRURL7 RWELAEHE  FEABSAVMERESE (FREBNIALZES® ) ZMKESDKE
EEFERAN . A% , URLEA AWS Signature 58 4 IREEFELXHEEN -

® Note
- MRBURLEARBENEVALESEE  BIEEEVHN URLEERBNBEKE , 8%
ERIBHRFURLIBER,

- HRATELEZEESH S3 on Outposts RFETERNFEEURLSIR TH#E WEMAURL , it
BRAGHEREELREITRE. WEREALEE WHMENAURLs , F2F8 RHEELEE
URLIEE,

S3 on Outposts fAIRFEMETELHE WWEHI A HAFERBURL ?

FEHTTPEKREF , S3 on Outposts EMECHE WWEIH A HAMEEURL, flm , mRAFimEZIEE)
—ZFBRRTRAEER , AIAIEETHE™EESHT , THELSHEE, AN, WRERPELBAF IR
ERHEEARERENABTH , AITHE XK,

MEEARLEBZZEURLRLARAN EEMHAIFHREN

nlh

SR THEE,
*iE

- FREABEERAAYH URLs

- BEEXTELAEE | URLEYH EEZE S3 on Outposts k17 Er e
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EHALEEREAYH URLs

BEEFAEHMREETRERNERLT , #BFHMFHE Outpost A LW HERERGFNFIE , &
ALEARLEZRN URL, EAFALEEN URLs , FAREFERESE  SEUUEERNLEER
(VPC) HRMEARAYHE , SR T ESMBRDHFRIEED,

B8 EHA AWS SDKsE AWS Command Line Interface (AWS CLI ) URL BN FEAREZN & , &
AL URLEESEEFR B, S iBRZRTRHRE KRBT UEZE1 ¥, ReTE7
X, URLUBRFHEARENKERGFEE. ELLATALEEN BFURL, PHEAVPCAUHITRA
BE PHEAFEURL , RGHEMRRREZBEAE —&K. E URLEIHIHEER , SURLBHETE
E1E,

BUFALALEN BURL , BL4ARHLZLBE , AREETIIEE :

 Amazon S3 on Outposts f# 7 BT #8177 BB Amazon Resource Name ( ARN )
- MHRE|R

« HTTP 153 ( GET AR THEMH )

- BH BRI

AERBEAEENFEREURLAB]. URER B4 AT B B HMEEURLZBIE 25T
BF, BULUERZRAALEZURL, EZBHAHANKEEA L. WREURLGER MWEFER R FALHE
E, Al eaRsBKRURLES  BIERZNN URLEGRBRNBIHKE.

ERIMEER (VPC) HERFHNAELEZENFERAEURLIUEER 914, Hlm , mMRENRFFETES
R MERETFRBINAHILEYN , ATUESBEEEAREN BtMAXAFFURL. BRE

KHEESGHE S3 on Outposts FEFITENEFIEURLSR FH#HE NWEMAURL , At BEZRBURLsEZER

BELREEITE. NERBEFALEE WFHFMAERAURLs , F208 RETFELEZEZURLINEE,

FAEEAERZEBENAESBAUELFALEZN URL, FIB , AABRZURLAEAHERNITHRE
BEURLFIBBZBIFNABRI, MFEFMES  F2RETUEVALEE URL,

A LAE A AWS SDKsH EAFE L EURL , BATE S3 on Outposts @A F T8 A4 AWS CLI,
MEFHMEA , FS2RETHEH,

A AWS SDKs

BRI LAEA AWS SDKsELEFALRFERURL , WRHGHMA |, R T U,
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® Note
B8R AWS SDKsELTFRALAMEN KFURL , AEASENIBHARE LRAEIEZ URLT7 X,

Java

Example

THEHEEETELFEZEURL , B ARHEEHMA | S ETELEE S3 on Outposts 17 T2 FEEY
Y, WEHMMER |, 5527 Outposts EFH URLs S3 FEAEFE, EEFEHILES , FEUL #
#annnnny EHEZECHER.

import com.amazonaws.AmazonServiceException;

import com.amazonaws.HttpMethod;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.GeneratePresignedUrlRequest;

import java.io.IOException;
import java.net.URL;
import java.time.Instant;

public class GeneratePresignedURL {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;
String accessPointArn = "**%* access point ARN *#**";
String objectKey = "#*#** object key ***",

try {
AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withRegion(clientRegion)
.withCredentials(new ProfileCredentialsProvider())
.build();

// Set the presigned URL to expire after one hour.
java.util.Date expiration = new java.util.Date();
long expTimeMillis = Instant.now().toEpochMilli();
expTimeMillis += 1000 * 60 * 60;
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expiration.setTime(expTimeMillis);

// Generate the presigned URL.
System.out.println("Generating pre-signed URL.");
GeneratePresignedUrlRequest generatePresignedUrlRequest =
new GeneratePresignedUrlRequest(accessPointArn, objectKey)
.withMethod(HttpMethod.GET)
.withExpiration(expiration);
URL url = s3Client.generatePresignedUrl(generatePresignedUrlRequest);

System.out.println("Pre-Signed URL: " + url.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't
process
// it, so it returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client
// couldn't parse the response from Amazon S3.
e.printStackTrace();

}
}
}
.NET
Example

THEFFSEETALZEURL , BRI UIRMGHEMA |, FiIAT LA S3 on Outposts f# 77 B 88 #EEL
Y, MEFMERR , FSBTE Outposts FFH URLs S3 A EHE, EEMHLLEH |, FFEU #
#uunnnnn EREECWER.

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;
using System;

namespace Amazon.DocSamples.S3

{
class GenPresignedURLTest
{
private const string accessPointArn = "**#* access point ARN ***";
private const string objectKey = "*** object key ***";
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// Specify how long the presigned URL lasts, in hours.

private const double timeoutDuration = 12;

// Specify your bucket Region (an example Region is shown).

private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;

private static IAmazonS3 s3Client;

public static void Main()
{
s3Client = new AmazonS3Client(bucketRegion);
string urlString = GeneratePreSignedURL(timeoutDuration);

}
static string GeneratePreSignedURL(double duration)
{
string urlString = "";
try
{
GetPreSignedUrlRequest requestl = new GetPreSignedUrlRequest
{
BucketName = accessPointArn,
Key = objectKey,
Expires = DateTime.UtcNow.AddHours(duration)
};
urlString = s3Client.GetPreSignedURL(requestl);
}
catch (AmazonS3Exception e)
{
Console.WritelLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)
{
Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);
}

return urlString;

Python

T 5l HlEE A SDK for Python ( Boto3 ) E4ATELXEHER URL REAYH. flan , £/4 Boto3
A FimM generate_presigned_url HERELEFALEEZURL , RAFEFIMGETYH,
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import boto3
url = boto3.client('s3').generate_presigned_url(
ClientMethod='get_object',
Params={'Bucket': 'ACCESS_POINT_ARN', 'Key': 'OBJECT_KEY'},
ExpiresIn=3600)

mEEA SDK for Python ( Boto3 ) EATALEE MEFMEURL , 552K AWS SDK for Python
(Boto) API 2% ffy Python,

£/ AWS CLI

T 56| AWS CLI a5 SURLE A S3 on Outposts REFFEBEATELARE, EEFEALES , FEK #
#unnnnnn EREECWER.

(® Note
ERER AWSCLI EEXETELAEEZEN RFURL , AEAXENBHRFE LRAEIE URL 7 X,

aws s3 presign s3://arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point/mydoc.txt --expires-in 604800

MEFHMER , F20 (AWS CLI s H8E) H# presign.
ELXTALEEE , URLEYH LEZE S3 on Outposts #FETE

BEETEMRETRBRNEBRT , RTFYHMFHE Outpost A4 £+ 8 K R FIAY FHUE |
ALAMERTELEERN URL, ERAFALEEN URLs , FRARETERERE 1@ﬂ&ﬁ‘i)ﬁ%ﬁ£ﬁiiﬁ‘a
(VPC) HBEASXAYWH :Eh%flﬂfﬂ:ﬁ:ﬁﬂﬂﬂ?%%#ﬁﬁﬁa 0

B8 AWS SDKs, AWS Command Line Interface (AWS CLI ) URL BN FEAEEMN B , &
AL URLESEEFR BN, S iBRZRTRRE  XRBATUEZE1 ¥, RS TE7
R, URLURFHEEBENRERGFEE. ERLAELEEEN BURL, PHEAVPCHUBITR
BE PHEEURL , EMMRRAEZEFEAE -, B URLEZIHZHHEE , SURLEBHETH
E1E,

BUFEAKZEN BURL , BL4ERHLZLBE , ARKEETIEE :
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« Amazon S3 on Outposts fi# 7 Er#8 iY77 EX B Amazon Resource Name ( ARN )
- Y%kl

« HTTP 57 ( PUT AR LEWH )

- BH BRI

AAREEAEENFEREURLAER, tRER B4 AEBH B HMEEURLZBIAE L3t
BF, BULNERAZAELLERZURL, EZBHABNEES L. WREURLGER MR ERE M A TH
Al eEEsBHMRURLEBE , BIEESEYH URLEFBHRNBIHKRE.

MREEBEATFNEFURLEBEZELER , s R LE , BLEEBHSEACBEBRESER, W
R S3 on Outposts EFFEAIBEN MEBIZERURL , BFUWEIFEER,

EEEAXEFRENERIAEER (VPC) RHERAETUURLEEYM 4. Fli0 , £ FVPCEEE
BNELAZENEAEURLAUEYH LEELNRAFTE. ARTBELEZEEH S3 on Outposts FEFET
BN EFEREURLSET VPC HERIFIFELARE WEMAFEAEURL , HItBRREBURLsE Eh{REEL
B, MERBEELAEE NHMEEFURLs , F28 REIELEZEURLIIEE.

FAEERNLZEBRNAEHRAURIFALEEN URL, T8 , AABEZEURLLEHBEHITHRS
BREURLAMRBZBRENABRYM, MBEFHEER , F2RMAILETHALES URL,

£ AWS SDKs E4 S3 on Outposts ¥R EURLIITE 2=

Java

SDK B AR Java 2.x

WEHIREIMNAELETELSEEZURL , BLRAUEERENEBEAMER W4 LEZ S3on
Outposts #7FETEE. MFFMER , FSETE Outposts LA URLs S3 FEEZEE,

public static void signBucket(S3Presigner presigner, String
outpostAccessPointArn, String keyName) {

try {
PutObjectRequest objectRequest = PutObjectRequest.builder()
.bucket(accessPointArn)
.key(keyName)
.contentType("text/plain™)
.build();
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PutObjectPresignRequest presignRequest =
PutObjectPresignRequest.builder()
.signatureDuration(Duration.ofMinutes(10))
.putObjectRequest(objectRequest)
.build();

PresignedPutObjectRequest presignedRequest =
presigner.presignPutObject(presignRequest);

String myURL = presignedRequest.url().toString();
System.out.println("Presigned URL to upload a file to: " +myURL);
System.out.println("Which HTTP method must be used when uploading a
file: " +
presignedRequest.httpRequest().method());

// Upload content to the S3 on Outposts bucket by using this URL.
URL url = presignedRequest.url();

// Create the connection and use it to upload the new object by using
the presigned URL.

HttpURLConnection connection = (HttpURLConnection)
url.openConnection();

connection.setDoOutput(true);

connection.setRequestProperty("Content-Type", "text/plain");

connection.setRequestMethod("PUT");

OutputStreamWriter out = new
OutputStreamWriter(connection.getOutputStream());

out.write("This text was uploaded as an object by using a presigned
URL.");

out.close();

connection.getResponseCode();
System.out.println("HTTP response code is " +
connection.getResponseCode());

} catch (S3Exception e) {
e.getStackTrace();

} catch (IOException e) {
e.getStackTrace();
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Python

SDK for Python ( Boto3)

HESI REMMEEFALAFZZEURL , LMEZHRNVEFEAHIT S3 on Outposts EifF, WMFE
FHHER , FESMTE Outposts EfFA URLs S3 FEAHE, EEMH BHFERURL , EFEH
RequestsE&Ef,

import argparse

import logging

import boto3

from botocore.exceptions import ClientError
import requests

logger = logging.getlLogger(__name__)

def generate_presigned_url(s3_client, client_method, method_parameters,
expires_in):
Generate a presigned S3 on Outposts URL that can be used to perform an
action.

:param s3_client: A Boto3 Amazon S3 client.
:param client_method: The name of the client method that the URL performs.
:param method_parameters: The parameters of the specified client method.
:param expires_in: The number of seconds that the presigned URL is valid for.
:return: The presigned URL.
try:
url = s3_client.generate_presigned_url(
ClientMethod=client_method,
Params=method_parameters,
ExpiresIn=expires_in
)
logger.info("Got presigned URL: %s", url)
except ClientError:
logger.exception(
"Couldn't get a presigned URL for client method '%s'.",
client_method)
raise
return url
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def usage_demo():
logging.basicConfig(level=1logging.INFO, format='%(levelname)s: %(message)s')

print('-'#*88)
print("Welcome to the Amazon S3 on Outposts presigned URL demo.")
print('-'#*88)

parser = argparse.ArgumentParser()
parser.add_argument('accessPointArn', help="The name of the S3 on Outposts
access point ARN.")
parser.add_argument(
'key', help="For a GET operation, the key of the object in S3 on
Outposts. For a "
"PUT operation, the name of a file to upload.")
parser.add_argument(
'action', choices=('get', 'put'), help="The action to perform.")
args = parser.parse_args()

s3_client = boto3.client('s3'")
client_action = 'get_object' if args.action == 'get' else 'put_object'
url = generate_presigned_url(
s3_client, client_action, {'Bucket': args.accessPointArn, 'Key':
args.key}, 1000)

print("Using the Requests package to send a request to the URL.")
response = None
if args.action == 'get':
response = requests.get(url)
elif args.action == 'put':
print("Putting data to the URL.")
try:
with open(args.key, 'r') as object_file:
object_text = object_file.read()
response = requests.put(url, data=object_text)
except FileNotFoundError:
print(f"Couldn't find {args.key}. For a PUT operation, the key must
be the "
f"name of a file that exists on your computer.")

if response is not None:
print("Got response:")
print(f"Status: {response.status_code}")
print(response.text)
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print('-'*88)

if __name__ == '_main__"':
usage_demo()

Amazon S3 on Outposts &l 2 # Amazon EMR on Outposts

Amazon EMR @2 E&EE T A& , AL ABIREBHEIT , B0 Apache Hadoop BAK Apache Spark
t, AWS BEMS T AEER., EBRFEAELEEENEENRBRRRABESR , EUNEERARD T
BENAEEEETHEEHENER. Amazon EMRtEA[IGEIZERAEER , WAEBANBHEM
AWS EREFEHREMERIE | 3 Amazon S3 on Outposts, HFE Amazon HEHHAEFEMR |, 2
B Amazon B8 F# Amazon EMR on Outposts, EMR

¥ Amazon S3 on Outposts , Amazon EMRBEi%A X #& Apache Hadoop 7.0.0 iR Y S3A E%
25, Amazon W EHIRAEMRT X EAX#E S3 on Outposts , BFZEEMRERRHK (EMRFS ),

XENEAEN

Amazon EMR#&# Amazon S3 on Outposts X B T 5 AR :

« Hadoop
» Spark

* Hue

* Hive

» Sqgoop
* Pig

« Hudi

* Flink

WMFBFHMER , FSB Amazon EMRIRANIER o
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7 FMFZE Amazon S3 on Outposts fE1ZETEE

Amazon AWS SDK for Java #£& Amazon S3 on Outposts EMR{Ef RE#FM A S M@ EER, &
#) Amazon EMRB RS/ EELZENEE Amazon S3 V& , TE#FE Outpost LAY A #,
WMEFMESR , F2H Amazon EEEE F# Amazon EMRHF. EMR

5 7 4 Amazon S3 FIDNSESR |, S3 on Outposts #FIFREAM B RS, MEFMENR ,
3 S3 on Outposts 17788

:ﬂlh

SHE

#H Amazon 7TEMR.0.0 MR R EFARA , AT LLEMRIZHL S3 on Outposts 1 S3A ERRFAMEA
Amazon,
ERI %R

S3 on Outposts FF Al - E&EE I Amazon EMREITREBERERER , ENABXZESZE S3 on Outposts
#9 AWS Identity and Access Management ( IAM ) un%IF'ﬂo S3 on Outposts EEB M wmHZEMH
s3-outposts*, MEFA I GEZEVEHIEE , 5528 IAM #£H S3 on Outposts & Eo

S3A E#ERS - EERTFEMREE R Amazon S3 on Outposts REFEITEEFIER |, LU AFEH Apache
Hadoop S3AE#ER., EEMAERS  FHREEMNAME S3 #URIsEA s3a BE. IREE , &7
D EAREMREENERRKEIE , LUE S3 URIsfEA S3A EiER.

EFERERRREMEREAFER S3A EiEsS , BuLMEHAEMREEN fs.file_scheme.impl#l
fs.AbstractFileSystem.file_scheme.impl#BREEM , Hh file_scheme¥i FEURISR IR
B S3 |H, EEMATHEN , FER #rannsnrns ERHEEACHER. Hla , EESFURIsHEH
S3EEZ SSHERRREE , FEETIEEREREBEM

[
{
"Classification": "core-site",
"Properties": {
"fs.s3.impl": "org.apache.hadoop.fs.s3a.S3AFileSystem",
"fs.AbstractFileSystem.s3.impl": "org.apache.hadoop.fs.s3a.S3A"
}
}
]

EEFH S3A |, EHfs.file_scheme.impliBEBMRES
org.apache.hadoop.fs.s3a.S3AFileSystem , YW #%
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fs.AbstractFileSystem.file_scheme.impl BHERES
org.apache.hadoop.fs.s3a.S3A,

fFlan | MREIEFEFIERE s3a://bucket/. .. , @i fs.s3a.impl BHRES
org.apache.hadoop.fs.s3a.S3AFileSystem, ¥ #§ fs.AbstractFileSystem.s3a.impl
BMERES org.apache.hadoop.fs.s3a.S3A,

FIRER Amazon EMR#EL Amazon S3 on Outposts
T 5= REEREA M BR 44 E F Amazon EMR#2E Amazon S3 on Outposts.
FiE

- BB

- BYMNREES

- fEHREHEE

- ZEER

BYFFATHER

FEEIMUEA Amazon S3 on Outposts WEMRE S 2 8l , WA HEEIIAMBIR LUEZZEFE ER Amazon
EC2#TEBRER. LBIR4EEFFE S3 on Outposts 77HL 2 Amazon Resource Name ()
HIFFATARN, #0% % S3 on Outposts B IAMBERWFMEF , F2E |IAM £/ S3 on Outposts 5%
Eo

THEF R RENAEFSHENGTT, BYBKRE , BEEREEZEEEAREIEMRE ENHITE
BEXEEAER | W the section called “BIUMEESEE" —HPRMIR, BEEMFEHLEH |, FBEUS #oaa#
#uun ERELBCHNER.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:s3-outposts:us-
west-2:111122223333:0utpost/op-0lac5d28a6a232904/accesspoint/access-point-name,
"Action": [
"s3-outposts:*"
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BUNBEERSE
EERIUMEA S3 on Outposts #1T Spark WEE |, BE TBAPERT ISR
EER Y HIT WEE Spark #£E S3 on Outposts

1. 7£ BB Amazon EMRZE#2 & https://console.aws.amazon.com/elasticmapreduce/o
2. EERBEBEKTIEIE Clusters (B ).
3. BEEURE

4. ¥ Amazon EMRIRA | i#1E emr-7.0.0 RE 5 IR,

5. #HHEAREREN  BE Spark EBX . AREELECSEEETNEMNEMXENEARE
o

6. FEZERUA Amazon S3 on Outposts , B A RHIAHARERR
i HIHRERRE
EEFEATHEHBEREEE , F18 B fuser input placeholders AEECHER.

[
{
"Classification": "core-site",
"Properties": {
"fs.s3a.bucket.DOC-EXAMPLE-BUCKET.accesspoint.arn": "arn:aws:s3-outposts:us-
west-2:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/access-point-name"

"fs.s3a.committer.name": "magic",
"fs.s3a.select.enabled": "false"
}
},
{
"Classification": "hadoop-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
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]I

"Properties": {3}

},
{
"Classification": "spark-env",
"Configurations": [
{
"Classification": "export",
"Properties": {
"JAVA_HOME": "/usr/lib/jvm/java-1l-amazon-corretto.x86_64"
}
}
1,
"Properties": {3}
},
{
"Classification": "spark-defaults",

"Properties": {
"spark.executorEnv.JAVA_HOME": "/usr/lib/jvm/java-11-amazon-
corretto.x86_64",

"spark.sqgl.sources.fastS3PartitionDiscovery.enabled": "false"

7. ERRER , #EEFE AWS Outposts 2 FWERFEBER (VPC) MFHK, WFE Amazon
EMR on Outposts KIE¥#IE A , 5528 Amazon EMREE 15 ## EMR 5% AWS Outposts,

8. 1 EC2Amazon HH{TEBRELEMRER T , BIEERELIEE T AIBEIAMBAEE,
9. REMSBFNBERE A ARBREVUESR.

iHREREE

T&REREA S3A #HRE | AR EERERERE S3 on Outposts 2 Amazon EBEFANEERAHSEEEN
{EEMR,
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ERAEER

28

fs.s3a.aw
s.credent
ials.provider

fs.s3a.co
mmitter.name

fs.s3a.se
lect.enabled

JAVA_HOME

FaK

MERIEE ,SIAE
£/ Outposts fE1ZET
BEBESRELSRFET

BT S3,

file

TRUE

/usr/lib/jvm/
java-8

S3 on Outposts HY 424
=E

S3 on Outposts 1
ETARNERRY 77 ERES

magic

FALSE

/usr/lib/jvm/
java-1l-amazon
-corretto
.x86_64

&t EA

Amazon S3 on
Outposts X & E K FA
BEE#% (VPC) R
EFIRE , FRTFH
Outposts #FETEH
M — 7%

Magic committer &
S3 on Outposts M —
XEWERE,

Outposts T & S3
Select,

S3A £HY S3A on
Outposts FEE Java 5
11 WRo

T&REREA Spark #8588 | AR BB EE LA Amazon £ S3 on Outposts RAHZEIEENE

EMR,

B8

spark.sql
.sources.
fastS3Par
titionDis

covery.enabled

spark.exe
cutorEnv.
JAVA_HOME

AR

TRUE

/usr/lib/jvm/
java-8

S3 on Outposts K 4%
EE

FALSE

/usr/lib/jvm/
java-1l-amazon

&t EA

S3 on Outposts 3%
BRESEE,

S3A EH S3on
Outposts FEE Java 5
11 Ao
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25 FEEY S3 on Outposts Hy#%  5REA
E2E
-corretto
.X86_64
EZE2E1H

& 184 Amazon EMREZ S3 on Outposts T ERAE  FEZEB T Y/HE

« Amazon 7.0.0 liR R EF A X & Amazon S3 on Outposts, EMR

« S3A E#EEIFNEEBE Amazon £ S3 on OutpostsEMR, K& S3A EAE S3 on Outposts fE1ZET
REBMENINEE. MFE SIA BERBREENR , F2EERES .

« Amazon S3 on Outposts X #E#FH Amazon S3 ZE£#® ( SSE-S3 ) #& Amazon B [ BRES %
IMFEMR, MEFMENR , 552 Bthe section called “ERME",

« Amazon S3 on Outposts ~X#E S3A #1TE A FileOutputCommitter, £/ S3A
FlleOutputCommltter on S3 on Outposts AFITEEA FEH T HIFEER : InvalidStorageClass : &
EENREENEY .

« Amazon Serverless 3 Amazon on Outposts 7% # Amazon S3 EMR on OutpostsEKS, EMR

« Amazon EMREB#F &R EFHELZENEH Amazon S3 L& , FEf#1E7E S3 on Outposts FH1FETEE
FR S,

REN S 2 BEIRE

S3 on Outposts Z2#1REX Outposts HWHR FH A S HERENREER, REEASEBFRBRIER
1§ AWS EiF IR, ERHBRMERTIRESI AR TTEM, FEIB S3 on Outposts Y & 7 By 38 M IR #E
TREY , BE]LAE{S EE Outposts #l 2 BRI R R A — BUHEE AWS B,

B8R H S3 on Outposts APIFEREF , 7 BBFNREENS LRI, AR, REWERSAR
EEREN S3 YIHEAPIFER ., S3 on Outposts REEE A Signature 58 4A iR ( SigV4AAZEEFREFIR
MESBREBNFEER, REMFEEIE S3 on Outposts FRIFAAY Outposts A5# E, ERIRH S3 APIFE
KRG, CEHEASENEE., RINEMNE , TERANFERBRZSIMFMIE Outposts L.

E Outpost E#RZE K , REWERHRES 10 28 AWS ElF, E&IRE S3 on Outposts APIFER
K, CEBUFRTAXNENEE , UAEREASKITEEE., R Outpost B HETNER AWS EHF ,
MEREBER 12 N,
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AREREN & 2 B EIRE

S3 on Outposts B B ENRENEA SigV4A BEEEZHEBECE RN 7 RB|NREER ., WFEFHEHR ,
22 B AWS Identity and Access Management £ &8/ PHIEE AWS APIFER. SigV4A BEE
AIERFTMRAH P{EA AWS SDKs, BA[LLUEIB¥ AWS Common Runtime ( CRT ) ZXE WIHEK
HREBE,

HEEEARFIRAN AWS SDK , ¥ L8 HHAAK CRT, Hlf0 , BALER CRT Boto3 #4417 pip
install awscrt MERBHEHRAH .

S3 on Outposts T EREUEA SigV4 BEEEZHBZHERNE I BBRNREER,
EafE SigV4A % B

BRI AR AWS CloudTrail RERFEF R 2R EEA SigV4A 2E, W% CloudTrail %7 S3 on
Outposts BFFHHERR , 528 £/ AWS CloudTrail H&FEES#2 S3 on Outposts,

R XE % CloudTrail , 8] LAfE CloudTrail HFE# SignatureVersion W RRFBEHERWEZHF X,
8 SigV4A #HBHFERASignatureVersionfEA AWS 4-ECDSA-P256-SHA256, £/ SigV4
HEEHNFERMSignatureVersioni& A AWS 4-HMAC-SHA256,
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S3 on Outposts FHZ £ M

MEHESE AWS ERSBEIEF. (£5AWS BF | SANEEN G OAMEEBSTEE RN
SEREBELBEARNER.

2R AWS H ZMNABEE, XEEEHAEREEAERNEL ENERTHREM -

- TiRHNLEM - AWS B EREE AWS IR¥E PHTHERERRE AWS Eii, AWS tiRHEFT %
é{EFHEI’JHE?]'%o FZFREZAEBEEHAATRBERMZLNENN , ERAWS 5RFTE W —
o BEETHEEMAM Amazon S3 on Outposts IS #HETEl , FSEAEHRFTE AWS EIE R ERET

o

ﬂ

- BiRRe - ENEFTEORREER AWS R 1Y . KL AHHEMREEE S FERNREN,
R AN ERNBERERNER

AR HEBAE T S EFER S3 on Outposts REARRNEEEE, THEEJERBUME S3 on
Outposts FREAZFENELZLRERBE, BT HEUMEHEM AWS R RiGEIGREEFRE
S3 on Outposts &R,

&

« |IAM £ S3 on Outposts & 3E

« S3 on Outposts A K9 E £}

« AWS PrivateLink i A S3 on Outposts

« AWS Signature 5 4 iR ( SigV4 ) B0 RBEBEHERLES
« AWS Amazon S3 on Outposts ) Z & X

« ¥ Amazon S3 on Outposts RIS ELE & &

IAM £ S3 on Outposts 5%7E

AWS Identity and Access Management ( IAM ) 22— AWS [R#% , AIHBEEE RSB FY
AWS BRNEFEL. IAM EEESSRFIHTETEIRE (BA) NRE (EFFT) , UEAR
Amazon S3 on Outposts EiR. IAM EAIUREFERAN AWS IR . BIFETER , FAETEMR S3
on Outposts ERFIZIENFFAI. EEHE T S3 on Outposts ERMAPHRENZEGFA , EBAILIER
IAMBREBIFEAE . B RAE |, WEEF,

ERRAFIE  BFHEEREENCERE. HExAG .
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- FEEERAEMEAE AWS IAM Identity Center :

BUYRREE, FEE AWS IAM Identity Center EAEER HH EVRREE RFETERE,
- IAMZEBE S REEE PEENERE -

BABSEINAG, FEE IAMEREER PAE=S52RH#E (BE ) BEVAGHET.
- IAM EA#E :
- BYSNERETREINACG., FEE IAMEAEER PAAVEAEEY HENIET.

o (TER) SBREENMNEEAE , R ERAESHBEERERE. FER IAM ERERERE P8
ATAHIBEMAE (S ) HNET.

BRTEDIAMEBE 2 , S3 on Outposts EX ERFIFRMEFIEER, FEFIrRBBEREFIREER
R2iE#£3) S3 on Outposts R ERAEBE,

- ETERREZIGEFIS  YRBERPHTRRAFIIEEAREET BN E P YWHNER,
« 2T FERRAEEIEIE , Y AFIIEEREFIMINER,

FER S BUR TR BLE R B S3 on Outposts REFENRBFIREBER. EEERARENFERHERE
$73%iB S3 on Outposts FZEV B R ZHL S3 on Outposts FEZEFE A YH |, AIEEREBENFEETEE
REDALFHFER,

BEFHMBRPIENRHEEABBXFIETHER, fim , MRFREEEIRFTE , A
ELAEAFIRMBRRAFHIEEEZNRFFTRRELNBER. T8 , CEAERETRBECRARSE
fEg LFtHEREEM M FIrRREB TR R HNFER,

FEIAMBURSEREBIRF , B LUERAFFHIELTL S3 on Outposts EifE. S3 on Outposts B
EHFEZ 45 E M S3 on Outposts APIEEE, S3 on Outposts EIEFEEMA s3-outposts: mMBEEF
Bo 1£ APIFR¥f S3 on Outposts = HIEHIBHAEER , AWS EiF SAK ¥ Outpost £ ¥IHFAPIR EH1R
HAFER , et ¥s3-outposts: MBEEFEHMEA IAM M #TREETER. FEMFMH S3on
Outposts , FRRELZNIAMERE , WiRIFEs3-outposts: IAMaT B ZEREEAE,

MEFHMER , F20H (RBERESZE) FH "S3 on Outposts WENME, ERFIEREZ®, -

(® Note

* S3 on Outposts T X EFHEIZRHIFE (ACLs) .

FRIE 1AM API fR7s 2006-03-01 106


https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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Amazon S3 on Outposts EREER
+ Posts LY S3 FAREXRETREEEMANGEEE , LHRARETENEEEE
E1F A M BR 4

* Outpost L#) S3 —F#ERA S3 HHEABAFEER , SHBREANHKETSE LR FIE
PR o

WEEIAMERE S3 on Outposts WEFHIER , 2B T HEE,
&

« EAR S3 on Outposts BLFER E 88

« S3 on Outposts ARNsHI & R

« BAM S3 on Outposts K &35 B R

« BAM S3 on Outposts i 2K FF A

« S3 on Outposts RIS EL AT

B F S3 on Outposts Bk Y 38

ERRIERBEBEURT S3 on Outposts RFETRVIFEVER , MM AMEMA Principal TERIE
EHZERRLBEIREBFRNAEIEARER. HR S3 on Outposts BUR , BAILAFEATIIH
F—IEEER

- —{@ AWS 1RFE

- IAM ERE

- IAM Bt

« BURHEA Condition TERRFHEISE IP BEFIMNFAEEE EEBAFT )

/A Important
IBEESETE Principal TEHREAEBRAF T (*) B S3 on Outposts fEFRTERBEEE |
MRIEZBFETSRFEISE IP it EEFEHY Condition, LEFRFIBEBIFERELZLNEFEE
S3 on Outposts fATFETRE., WFEEF| , FSRE AR S3 on Outposts Y EFHIBIEK,

WME Principal TEMFMEN , FFSE IAM FHEERE PHWAWS JSONEETE : T8,
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ERAEER

S3 on Outposts ARNsHI &R

S3 on Outposts B Amazon Resource Names ( ARNs ) ‘@& Outpost ID , A% AWS [E1F Outpost
FRER . AWS RF ID MERER. BEFIMHIT Outposts R FIFRANYHNEME , BXAEH

TRPERHEP—EARNE R,

FHpartitionfEARNZRIE Bl AWS B, SEDEENEE AWS tkF BR—E5EIE. UTE

xENDEIE

« aws - AWS [EF

+ aws-us-gov — AWS GovCloud (US) E

T3 BER S3 on Outposts ARN &=,

Amazon S3 on Outposts ARN

#1778 ARN

FHE ARN

Y4 ARN

ARN #&3%

arn:partition :s3-
outposts: region:
account_id :outpost
/ outpost_id /
bucket/bucket_name

arn:partition :s3-
outposts: region:
account_id :outpost

/ outpost_id /accesspo
int/ accesspoint_name

arn:partition :s3-
outposts: region:

account_id :outpost
/ outpost_id /

Lt

arn:aws:s3-outpo
sts: us-west-2

1123456789012
outpost/ op-0lacsd
28a6a232904 /
bucket/amzn-s3-demo-
bucketl

arn:aws:s3-outpo

sts: us-west-2
1123456789012

outpost/ op-0lac5d

28a6a232904 /accesspo

int/ access-point-

name

arn:aws:s3-outpo
sts: us-west-2
1123456789012 .
outpost/ op-0lacsd
28a6a232904 /

EHA M S3 on Outposts #J ARNs
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Amazon S3 on Outposts ARN  ARN # = 545
bucket/bucket_name / bucket/amzn-s3-demo-
object/object_key bucketl /object/m

yobject

S3 on Outposts FEXE Y4 arn:partition :s3- arn:aws:s3-outpo

ARN ( AR ) outposts: region: sts: us-west-2

account_id :outpost 2123456789012

/ outpost_id /accesspo outpost/ op-0lacsd
int/ accesspoi 28a6a232904 /accesspo
nt_name / int/ access-point-
object/object_key name/object/myobject

S3 on Outposts ARN arn:partition :s3- arn:aws:s3-outpo
outposts: region: sts: us-west-2

account_id :outpost 2123456789012
/ outpost_id outpost/ op-0lacsd
28a6a232904

B AR S3 on Outposts K &I BLER
Example : EH AWS RS F8H S3 on Outposts FEFEFEEBE

THFErEBBEER AWS IRF 8 REFH S3 on Outposts EZITENEFIE, EEFALEE
BFRBECE , BUEBEMERBMN user input placeholders,

"Version":"2012-10-17",

"Id":"ExampleBucketPolicyl",

"Statement": [

{
"Sid":"statementl",
"Effect":"Allow",
"Principal":{
"AWS":"123456789012"

1,

"Action":"s3-outposts:*",
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"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket"

}

Example : EAEAF T (*) TRAFHAEIBEY S3 on Outposts REFETEBE , URFIE4SGE IP #hat
EENFE

THRFETRERBRREABERFETERE (*) E aws:Sourcelp RE LRSI IEE IP it HEENEF
B, EEFALKRTFIRBEK K FBULBSHNERARNK user input placeholders,

"Version": "2012-10-17",
"Id": "ExampleBucketPolicy2",
"Statement": [
{
"Sid": "statementl",
"Effect": "Allow",
"Principal": { "AwS" : "*" 3},
"Action":"s3-outposts:*",
"Resource":"arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket",
"Condition" : {
"IpAddress" : {
"aws:Sourcelp": "192.0.2.0/24"
},
"NotIpAddress" : {
"aws:Sourcelp": "198.51.100.0/24"

}

B AR S3 on Outposts i BhHYEF AT

S3 on Outposts EEE HEFECHEFTIAM , FREEIE S3 on Outposts i B ENE,

BV ET A API fR4s 2006-03-01 110



Amazon S3 on Outposts EREER

® Note

- HAFERAEFHEM IP thit 2 (ColP £E) FEEEMNGHS , B4 EEFRE ColP £E
£ IP # it AFFAT , IR RATR,

- ¥R FH S3 on Outposts By AR F AWS Resource Access Manager , iE£ A
REFNEAEELIELATRR LBEYECHNIRE., IREARFANERAEENEEE
BEMinE , AL ARSSET Outpost LB BHE W FilkE. WHEFHMEEN , F2Hthe
section called “3t A S3 on Outposts”s

T Z&#~ S3 on Outposts i BhAEEEIAMEF 7,

B IAM FF A

CreateEndpoint s3-outposts:CreateEndpoint
ec2:CreateNetworkInterface
ec2:DescribeNetworkInterfaces
ec2:DescribeVpcs
ec2:DescribeSecurityGroups
ec2:DescribeSubnets
ec2:CreateTags

iam:CreateServicelinkedRole

HRAEARNSHBELEEN IP hutERE
(ColP £[B) #FEEEMN IS , FEETIEAN
B o]

s3-outposts:CreateEndpoint
ec2:DescribeCoipPools

ec2:GetCoipPoolUsage
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BE IAM FF 7]
ec2:AllocateAddress

ec2:AssociateAddress
ec2:DescribeAddresses

ec2:DescribelocalGatewayRou
teTableVpcAssociations

DeleteEndpoint s3-outposts:DeleteEndpoint
ec2:DeleteNetworkInterface

ec2:DescribeNetworkInterfaces

HREAATBEEFHEEN IP iR
(ColP £[E) ZEEANIKE , EETHEINN
&l

s3-outposts:DeleteEndpoint
ec2:DisassociateAddress
ec2:DescribeAddresses
ec2:ReleaseAddress

ListEndpoints s3-outposts:ListEndpoints

® Note
BRI AEIAMBUR R E R EREBREER A,

S3 on Outposts IR EZ AR

S3 on Outposts FAIAMBRKERZ ARRREET —ERAKRER, MEFMER , F2EEHE Amazon
S3 on Outposts FFARKERZ A,
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S3 on Outposts A HYE Kl N %7

RIZTERR , FHTE Amazon S3 on Outposts R FTE E R &P F A [ IR EF UK N Z & B Amazon S3
SEMZEE® (SSE-S3) #TME., MEFMEN , 528 Amazon S3 FRHEIER FHEE
Amazon S3 ZE <8 ( SSE-S3) FRAMAREIHIMNE. Amazon S3

BRI GREN i EAARFIRNEREEFRUNMEES® (SSE-C ). HEMA SSE-C, FEH
APIFERHIEEME IR, ARF[WMEISMEYNHES , MU FRER. WFEFHEER , F2H
Amazon S3 EAEER AW EAARFIHINFZEE FRRHEN SRBERER.

(@ Note

S3 on Outposts FZEEH AWS Key Management Service ( AWS KMS ) £#8 ( SSE-)
Y {al AR 2R im AN KM S

AWS PrivateLink 1@ A S3 on Outposts

S3 on Outposts X #& AWS PrivateLink , I ZEEBEBAERE PN ARE , BEEEEH S3on

Outposts EFENFEH., ENELAFEAEBLAEEIR () PHRE IP it  B{bRITMEMKEE X
£ Outposts HFEFELBITEERERMEVPC, £H AWS PrivateLink R EEFEANE IP it A ER
AR 2% .

{5 AWS PrivateLink for Amazon S3 on Outposts , AL EEBILEER (VPC) RMHENE
VPCif 25 , LATFE S3 on Outposts @7 AT 88 E 3 Min B EIEAPIs, STHEVPCH B AlEIREREIAE B
B (VPN) VPCZ , Ei#tHEE S AHIFENEAEXFE AWS Direct Connect, &R LIER
APIs ZERf 7 BT B8 MUk BB X2 AWS PrivateLinko AWS PrivateLink T B & BH{EEAPIHR/E , Hlan
GET. PUTHIELL APls, ELERIEEEB S3 on Outposts im B M ZEN SR RER T Fla, MEHEMAE
A, FSBE AR S3 on Outposts HIHEEE .

NEHGRHH S EEEBENAE (ENIs) RR, EENHEIH P FHEERIERNFIAE IP i
HVPC, ¥ S3 on Outposts /M HmHIE HERE B KB ZE S3 on Outposts #FETE , UKk
AWSHEEE EAPISH BV E T, &t AT LUEIB AWS Direct Connect 5 AWS Virtual Private Network

( )VPC , A BEARIRFZE PN EIEHAWS VPN, MENAE VPCELRE AP B R
WEEHERR , 52 B AWS Direct Connect &5 M AWS Site-to-Site VPN £ & B,

T HE I EAPISIEB AWS #B8F B H S3 on Outposts fE1FEr Mk B E A FER AWS PrivateLink ,
1N
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ServerSideEncryptionCustomerKeys.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
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CUEN AWS Cloud Customer premises
S —
AWS Outposts

Service link %

i S3 on Outposts
S3 on Outposts bucket AWS PrivateLink Interface VPC endpaint P!
management and for S3 on Outposts
endpoint management
APls

MENEREN—MRER , FS2H B8 PN EVPCIHEE ( AWS PrivateLink ) »  AWS PrivateLink

£ |

- ERERF

1ZEY S3 on Outposts 7 [ i 2

B AT EDONSIERE

A S3 on Outposts 31 VPCii B

% S3 on Outposts 2 3 & 17 &7 88 BUR M VP Cu B BUR

R B PR I

E 2 APIsiEB FHL S3 on Outposts & 7T 88 Mim 2 &= 2 AWS PrivateLink , EERVPCREHl, W1FE
&R , 552 B (AWS PrivateLink 18/8) R #Y /) T i 25 B 14 # R H LA & AWS PrivateLink BE&E,

5k, AWS PrivateLink A T 3IER

- BFPEARBEZE (FIPS) ImEh
+ S3 on Outposts EFHEEAPIs , i1 PUT, GETHBELIH Y HAPIRE,
- #.F DNS
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://aws.amazon.com/compliance/fips/
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17HY S3 on Outposts 97 H % 2

& EAPIsff£ A 7£H S3 on Outposts EFETE Mk B &= AWS PrivateLink , BABEFHEAER
FRHESENDNSEE, ELEY N HEIHEE , AWS PrivateLink E£MEREFEMN S3 on
Outposts B8 : BFME

- EIFEDNSER - T EH—HVPCinE ID, IREFHBIRF. AWS [EiFHH vpce.amazonaws.com, fi
W vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.coms

- EFDNSEHE - BEW—HIVPCwE ID, ATAREE. RBBBIF. AWS EFHAM
vpce.amazonaws.com , 5l vpce-1a2b3c4d-5e6f-us-east-1la.s3-outposts.us-
east-1.vpce.amazonaws.com. MRENEBAIERERTAESE , RITTSAEALRE, fln, &5
LA A [ 35 DN S 5 78 SR 42 I B0 P = PR A [ 43 8 M i PR A

/A Important

S3 on Outposts J7 H ik BN BEDNSH AN, S3 on Outposts T EFAE DNS, FEHE
FEETRBANHEERE MW --endpoint-url Z2EAPIs,

AWS CLI &34l

£ --regionfl --endpoint-url 28 , APIsi&E® S3 on Outposts 7 HifkHFEEFETEEEM
IR EE,

Example : EAmBURLSIHEHR S3 #2HEN TR API

ETHEHF | SEE us-east-1, VPCisE URL vpce-1a2b3c4d-5e6f.s3.us-
east-1.vpce.amazonaws.comMMES ID B\fX111122223333 /B EMNER.

aws s3control list-regional-buckets --region us-east-1 --endpoint-url
https://vpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com --account-
id 111122223333

AWS SDK &l

# EFSDKsERIMA , W& FimskE A A wEURLFE S3 on Outposts N Eiw BHAPIHY S3 #
Hl1E,

#2H S3 on Outposts 71 E#H 2 API W7 2006-03-01 115
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SDK for Python (Boto3)
Example : FFwEURLTEEL S3 #2418 API

ETHEFF |, FEHURLvpce-1a2b3c4d-5e6f.s3-outposts. us-
east-1.vpce.amazonaws.comBENERBNR EFHus-east-1MVPCinE,

control_client = session.client(

service_name="'s3control’',

region_name="'us-east-1",
endpoint_url="https://vpce-la2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com'

)

WMEFMEERNR |, 7528 (Boto3 B ABIER) Y AWS PrivateLink for Amazon S3,

SDK for Java 2.x
Example : f£FAmEURLZE S3 #1418 API

TSI |, EARegion. US_EAST_1EEMERABMAVPCIHE
URLvpce-1a2b3c4d-5e6f.s3-outposts.us-east-1.vpce.amazonaws.com#lEiH,

// control client
Region region = Region.US_EAST_1;
s3ControlClient = S3ControlClient.builder().region(region)

.endpointOverride(URI.create("https://vpce-1a2b3c4d-5e6f.s3-outposts.us-

east-1.vpce.amazonaws.com"))
.build()

MEHMMER |, FHSH 2% S3ControlClientd B . AWS SDK for Java API

BT EREIEDNSHE &

{55 ik Bh 45 EDNSE #1EER S3 on Outposts EFETEEENIHHEEN N HIRHFAPIs , BFEEE
FASBEFBDNSEMER . BRI LA 2NE S3 on Outposts DNSHBIEE AN HiR BT IP it fRT
HE S ERNDNSE R,

A S3 on Outposts E I VPCiit B

EEA S3 on Outposts B VPCITHimE: , 552 B AWS PrivateLink 8§ FHE I VPClin #io
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/s3-example-privatelink.html
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/s3control/S3ControlClient.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

Amazon S3 on Outposts EREER

% S3 on Outposts 2 3 f# 7B 88 BRI VP Cliw B UK

& A DA v B BUCRE 2 £ 425 S3 on Outposts FEXHVPCim B, @S A LAEA S3 on Outposts 7 AT
BBERPH aws:sourceVpce R4 , REIRESEVPCIHEERB ERETE, BBVPCHEHE ,
& AT LA ¥ S3 on Outposts FEFEITEEEMAPIsi B EENFZEHAPIs, EBMFEETEEE , £
2 H|¥ S3 on Outposts fFEFITEEE HNFEAPIs, AT , BEEFE A aws:sourceVpce BEE¥ S3
on Outposts H ¥ B ER FEL

S3 on Outposts WEFEEEEE F5IEH :

- RHFHIELBER AWS Identity and Access Management ( IAM ) B,
- EASRIEEN S3 BHEEE,

C
- BN

THEEfERTRABFIEBR M FIENBER. IRVPCERNFMHEN , F2H AWS HEE
Amazon Virtual Private Cloud Connectivity Options 1 #Network-to-VPC ;E#RiEE, Amazon Virtual
Private Cloud

/A Important

. ERISTBIREE R EARGAANVPCIKEE | AT S M RSB0 ER | MTHE
B, BHGBEERFIRE CVPCHY 2 ERNFEERRNT | THEHENRHERRY
FAER. MESHOABELRENET  BONRNRETBREEEBEVPCHAVPCH
% 1D, BEMAHERE , BRTUFREFER 2 (54 AWS Support MHF L),

- EATHEGIRFFRBERZA , FHVPCInE ID MRAEHNEARFNEEE. BRI,
IR T IR F AT I

- MREHBEREAFRISEVPClmFFH S3 on Outposts REFETRE |, AIGFAZXRFITRN
FERAFHE  RAFTEEFERLIFREIEENVPCIHRE.

e
o £ : BRFIEVPCIm B FIUSERFITE
- #if5 . #£4 S3 on Outposts FEFETE BE P45 EVPCln B FH
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https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/network-to-amazon-vpc-connectivity-options.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/welcome.html
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/
https://aws.amazon.com/premiumsupport/knowledge-center/s3-regain-access/

Amazon S3 on Outposts EREER

g6l REREVPCIRHFEUSERM AT

BTN Im B BUR | LABRHIREEUSE S3 on Outposts #2888, THBER S
GetBucketPolicy Bi#ERIZENBR#IA example-outpost-bucket, EBERAEBBE , HEALEHN
EREVR EHIE

"Version": "2012-10-17",
"Id": "Policyl415115909151",
"Statement": [

{ "Sid": "Access-to-specific-bucket-only",
"Principal”: {"AWS":"111122223333"},
"Action": "s3-outposts:GetBucketPolicy",
"Effect": "Allow",

"Resource": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-
bucket"

}

£l : E48 S3 on Outposts FEFEFE B P45 EVPCln B HYFE

T % S3 on Outposts FEFITEBRIELEIBVpce-1a2b3c4dVPCin Bz B Fexample-outpost -
bucketiT#8 GetBucketPolicy £#Y

aws:sourceVpce HEEEREY , EFAEEVPCIKHEE R Amazon Resource Name ( ARN)
REEHYID. EEFAEERE , BEAESNERRREHIE.

"Version": "2012-10-17",
"Id": "Policyl1415115909152",
"Statement": [

{

"Sid": "Deny-access-to-specific-VPCE",

"Principal": {"AWS":"111122223333"},

"Action": "s3-outposts:GetBucketPolicy",

"Effect": "Deny",

"Resource": "arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outpost-
bucket",

"Condition": {
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"StringEquals": {"aws:sourceVpce": "vpce-1la2b3c4d"}

AWS Signature 38 4 fix ( Sigv4 ) B EBBREBKRESE

T #&REEREE AWS Signature 58 4 iR ( Sigv4 ) S0 BTBHEBNRERSIE , BT LIEE Amazon S3
on Outposts A, ERFIRBBES , EUUNEELHRYE , LEEFERAE 4 REZEEFRBISE

REFBFHITIHETR. WEHFBEK , F2E A4 REEEFHEBRESBNREFIrBERS
i, WMFEMER Signature % 4 RERFFRNFMEN , 552 E Amazon Simple Storage Service API2

EZHHERERER (AWS Signature 5 4 R )

HASR iR
s3-outpos S3 on Outposts X BREZETRN G DB H L. EERFEABREAS
ts:authType EGHRFAH L, B UEALTRGG S8, Hln , EaT LR R4

S8 EAFERREIRJEPFEAHTTPAuthorization £ZH,
BWME

REST-HEADER

REST-QUERY-STRING

s3-outpos BEEERIFRPERNKEARE UEVAEN),
ts:signatur

eAge iR EERARELEEN URLs,

£ EARZERERFD , Z#ESBNENHRERLR. Hitt , FENE
BHRtERREREtR, MEFMEF , 528 Amazon Simple Storage
Service APIZE N EZEFERE N, BAUFEALBRERE-SREEE
FHEH,

Zifl{& : 600000

% 4 IREBEF (Sigv4) BRI API fR4s 2006-03-01 119


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html#signing-request-intro

Amazon S3 on Outposts EREER

B R iR

s3-outposts:x- B FERALRGESBUTATERETFBPREBIRS,
amz-content-

<ha256 ERFEAE 4 IREBERFR |, $MY A Authorization EHEMEK ,

SEXFBHEPHIE x-amz-content-sha256 EHE , REEHES
EAMERE,

BN ERETRBGRPERALEG SR | EEEERABREEAHN LE
HHE,. flan

- EBFERT Authorization ZEBEREBHFBEREWLRFIAERN LE
BHH., MEFMENR , 5528 Amazon Simple Storage Service API&#&
P EE —ER P ER AR,

- ERFEAFELEER N LEURLs, AEEFURLs—EEH UNSIGNED_
PAYLOAD ., MEFHMHE , 5528 Amazon Simple Storage Service
APIZE i RBBERME BRI L .

BEH{E : UNSIGNED-PAYLOAD

ERSE 4 RBZBREFHBRG SR FFTEBBERSEH]

BEFEATIEGES , BER #oannnnss EREZEBSHER,
Example : s3-outposts:signatureAge

example-outpost-bucket MRFEEIR 10 P& , THRFERBERER P YWHHNEM S3 on
Outposts FAEFEURLE R,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Deny a presigned URL request if the signature is more than 10
minutes old",

"Effect": "Deny",
"Principal": {"AWS":"444455556666"},
"Action": "s3-outposts:*",

A% 4 IREBEFEBREZRNREEITERBERES API fz7s 2006-03-01 120


https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-header-based-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html

Amazon S3 on Outposts EREER

"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

* 11
’

"Condition": {
"NumericGreaterThan": {"s3-outposts:signatureAge": 600000},
"StringEquals": {"s3-outposts:authType": "REST-QUERY-STRING"}

Example : s3-outposts:authType

THIREFEFRBREAFEA Authorization EEIUEBRBENEMHER. EAELEEZENURL
ERFSEIERE  RARAEEZURLSEEAEHZSHREEABTRING s RIBEN. WEFHENR ,
5528 Amazon Simple Storage Service API1&#& Hi) & 72 B ¥ 7%,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow only requests that use the Authorization header for
request authentication. Deny presigned URL requests.",
"Effect": "Deny",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

Al
’

"Condition": {
"StringNotEquals": {
"s3-outposts:authType": "REST-HEADER"

Example : s3-outposts:x-amz-content-sha256

THRFERBBERSESTMEGARBTEAEN LE , SINERFALEE B LEURLs, WFEFEE
# , 582 E Amazon Simple Storage Service API12ZE RIVERFEERME 9 E8FE %,
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https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html#query-string-auth-v4-signing
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests.html

Amazon S3 on Outposts EREER

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Deny uploads with unsigned payloads.",
"Effect": "Deny",
"Principal": {"AWS":"111122223333"},
"Action": "s3-outposts:*",
"Resource": "arn:aws:s3-outposts:us-
east-1:111122223333:outpost/op-0lac5d28a6a232904/bucket/example-outpost-bucket/object/

* 1
"Condition": {
"StringEquals": {
"s3-outposts:x-amz-content-sha256": "UNSIGNED-PAYLOAD"

}

AWS Amazon S3 on Outposts B Z & BXK

AWS ZEBRZEH AWS AWS .managed BREVMEERNBUBREEAFTSEREARMIEMHR
b, LEEALRBREFTTEREERE. FANBE,

FARCIE , AWS RERRAEFTERTFTRECARFINSFEERTT , RAELFTAHAE AWS &
FfEM., RMI2BEEREARIEBNESFEERR , WEE-FRDFFT,

BEFEEE AWS SEREPESZSNHT, R AWS ENSEHRED AWS EEXWTT , AIEHE
ERREENTETES Y (FRAE. BEANAR )., AWS BETEEE AWS R REB#HHN |RE
BR7& 7] FA BV ETAPHRERFEFTZ AWS BHEUER,

WMEFMEN , FSE IAM EAEERE B AWS ZEBX.

AWS ZE XK : AWSS30nOutpostsServiceRolePolicy

EARIEERL AT AWSServiceRoleForS30n0utposts B—28% |, IBIEE B BB ER,

EEMBRUBERIEFT , 352/ AWSS30n0utpostsServiceRolePolicy,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon S3 on Outposts EREER

S3 on Outposts ¥ AWS S EBERMWEN
R B BRAEFE IR B MY B L2 T LA S3 on Outposts & AWS BB R EHHFMEA.

g8y iR HEHA
S3 on Outposts #1187 S3 on Outposts ¥ T 2023 £10 A 3 H
AWSS30n0utpostsSer AWSS30n0utpostsSer
viceRolePolicy viceRolePolicy A
BRI ER A AWSServic
eRoleForSSOnOutpos
ts B— , Al B E TR
ﬁﬁﬂ%ﬁlﬁ\o

S3 on Outposts FIRIEHIEE  S3 on Outposts FIRIEHEH 2023 £ 10 A 3 H
AWS SEBENEE,

&% Amazon S3 on Outposts A REEL A

Amazon S3 on Outposts £ AWS Identity and Access Management ( IAM ) RIS EREHE . R
EEARIEREERZ S3 on Outposts WHE—IAMBEER, REFEAEH S3 on Outposts FRELE
% , YIERKE AWS KRS E M IREFTENFTERF A,

R EFE LB ZERE S3on Outposts ERAR S , ARETLFHIEBLEMNFFA. S3 on Outposts
SERHBBERZACGHTT , BRESEER , BAIRHE S3on Outposts AILBEHAR., ERMET
ASFEEEBERMFFIER , ZFFTBRELERITMHMBAVER,

BB ALERBRBHEEACHNMEEER , T EMER, itk 7REFE S3 on Outposts iR , BRE
FNOBBREFIERNET T,

ZID%SE}EHEZ%E#E@E’JEM BRBEHNEF  F2RAWS BHEELCHPH RE  IAMESKRESR
HER%, ZEEFEENR  UeRZBBNEBEFAGXHS,

S3 on Outposts BRI ERE A EFF A

S3 on Outposts EA B A& K ARG E#E A EAWSServiceRoleForS30nOutposts 3 1 Bh & & 1 {8 3% &
B

AWSServiceRoleForS30nOutposts R EFZEABETTIRKEAEETAE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon S3 on Outposts

ERAEER

* s3-outposts.amazonaws.com

£ A AWSS30n0utpostsServiceRolePolicy AT A ER LFF S3 on Outposts 5 EME IR

TR T FIEE

"Version
"Stateme

". "2012-10-17",
nt": [{

"Effect": "Allow",
"Action": [

ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
ec2:DescribeCoipPools",
"ec2:GetCoipPoolUsage",
ec2:DescribeAddresses",

"ec2:DescribelocalGatewayRouteTableVpcAssociations"

1,
"Resource": "*",
"Sid": "DescribeVpcResources"

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

1,

"Sid": "CreateNetworkInterface"

"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [

"arn:aws:ec2:*:*:network-interface/*"

iF
"Condition": {
"StringEquals": {

S3 on Outposts K RIS ERE A BT
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ERAEER

"aws:RequestTag/CreatedBy": "S3 On Outposts"

}I

"Sid": "CreateTagsForCreateNetworkInterface"

"Effect": "Allow",

"Action": [
"ec2:AllocateAddress"

1,

"Resource": [
"arn:aws:ec2:*:*:ipv4pool-ec2/*"

1,

"Sid": "AllocateIpAddress"

"Effect": "Allow",
"Action": [

"ec2:AllocateAddress"
1,
"Resource": [

"arn:aws:ec2:*:*:elastic-ip/*"
1,
"Condition": {

"StringEquals": {

"aws:RequestTag/CreatedBy": "S3 On Outposts"”

},
"Sid": "CreateTagsForAllocateIpAddress"

"Effect": "Allow",

"Action": [
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DisassociateAddress",
"ec2:ReleaseAddress",
"ec2:AssociateAddress"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

S3 on Outposts K RIS ERE A BT
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"aws:ResourceTag/CreatedBy": "S3 On Outposts"
}
3,

"Sid": "ReleaseVpcResources"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": [
"CreateNetworkInterface",
"AllocateAddress"
1,
"aws:RequestTag/CreatedBy": [
"S3 On Outposts"
]
}
.
"Sid": "CreateTags"

BYMERERT , UAFIAVMER (st ) BY., REIMREREESC, NFEFMER ,
28 IAM EREER PR RBEEA S,

A S3 on Outposts B REEFE B/

BIAEEFHEYT —ERKELAR, E&E . AWS Management Console AWS CLIEE FZE 3 S3
on Outposts iH &l AWS API , S3 on Outposts B2 Y RIFEE AR,

3

EERRBRILEBEEEAR  CREEBXREY , fULERFHEAEEBEFENELAR, EREN
S3 on Outposts Ui 2EEF , S3 on Outposts EBR A EBEY R EEAE,

B aLUER IAM 84 | &R S3 on Outposts FHARGIEZILREEZLE AR, £ AWS CLI 5
AWS API , R RIEBIEEIs3-outposts.amazonaws . comfRIGEEA®, MEFMHET , FS
B9 1AM Eﬁ%?eﬁ PEVREEEAE, MREMMRILREEEZAR , B UERALERNER
BREBIAZAR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role

Amazon S3 on Outposts EREER

#m#8 S3 on Outposts W RIS EE A

S3 on Outposts RS FF&#mEE AWSServiceRoleForS30nQutposts REEEA R, SRHABNSE
BUFAUHEE K NATEESETANERSEAR, TiB , BULMER REACHERIAM, 0FE
FHEF  F2E IAMERAEER PNERERBEEA S,

fHlB& S3 on Outposts K RIGELE A

EETBEARTERBESACHIIEDRE  RAZRERGRZAC, - , ERRIEREDE
BEHREENARERAER. AW EFDRERBRBESACCH , ELAXBRER.

(® Note

*ﬁ S3 on Outposts [RIFERHEMBRERFEEFRAZAR  MERTTEES LK, BB RE
, BESHoERYBERERRE,

fIBR AWSServiceRoleForS30nOutposts A& FF# S3 on Outposts &R

1. AWS IRF 7£FrE HMBER 8 S3 on Outposts i 2h AWS EiE,
2. fEA MERREEZESEIAM,

FRIAMEZEA AWS CLI, = AWS APIflBRAWSServiceRoleForS30n0utposts R ER A
., MEFMENR 6 F20E IAM FEHREER PRGBS EEAG,

S3 on Outposts REEFACH T EESE

S3 on Outposts XEBEFTERERE AWS EBiF 1) PEARKEZEAE, WEFHEER ,
on Outposts [E i3 # i B

"
W
&5
1%
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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B S3 on Outposts fE1FETEE

{#F Amazon S3 on Outposts , &R LA#E AWS Outposts LB S3 TR  YAZEAEERT
B, A#EREENEREENERARER  BREABHBERENHEY 4. S3 on Outposts 1R ALFT
H #1758 5 S3 Outposts ( OUTPOSTS ) , EfEMA Amazon S3 APIs , BTEREEH LM ZEEENE
ARES LU X BN A RNEHRER AWS Outposts, AT LUEBEBIAEER () EAEFEIEMN
U BhEAREE Outpost EFETEBEVPC, &1 LUE Outpost #FETEE LB Amazon S3 RFETE
HEH APIs #1 ThEE , SEEFEIECK. MEMERL. B LIEB AWS Management Console, AWS
Command Line Interface ( AWS CLI ) AWS SDKs=k REST £/ S3 on OutpostsAPl, MNEFHE
A, B2 1 EE Amazon S3 on Outposts ?

MEEEFMHAZ Amazon S3 on Outposts EFEFRARENGFMEN , F2RETHIEE,
£}

- $H¥I8M S3 on Outposts fEFETEEE S3 MRAIEH

- BEIFMEE Amazon S3 on Outposts fEF TR £ miBERERE

« #E S3 on Outposts K ¥4

- f£/ & Outposts LA S3 AWS RAM

« 7£ Outposts L S3 AWS BR#E A H A

&H¥HERY S3 on Outposts EFETEEIE S3 A&

AR , S3 RAZFEEHENREEFTEBTRENHFNZETREAE, ERIMER S3 RAES , &
H. WHUNIERTE Outposts @ FATRR P AT RS EWH N & BIRA, S3 WA i# B SR B8
EREBENEREARRFER,

Amazon S3 on Outposts EFEFEE EE =BRAEFIAREE

« Unversioned (RIRA1EH) - i REEARERFIRB LBAREE S3 A2 H |, BIRRAKRRAE
#l , 3 B A EEEE{T S3 iRAEFIAREE, MF S3 RAEFHWFHMENR , FSHE "HEEMW S3on
Outposts #FITRREIE S3 IlRAEZEH. »

 Enabled (ERA) - $HYREFFEHNOYHA S3 RAEE, FIEHMEERETFENYHTSWE

ME—BYRRAS ID. RUARRAZGE S FERREFABPYAMRE ID & null, MREEHHER
EEEL ( SEfIEM ) ¥4, filf0 PutObject , RIS S EVSHE— AR 1D,
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* Suspended (2E %) - SHEFREITEBTOMHEF S3 RAES, IBERAZRFHEFRMEER
FRIENMAHASREWSIRA ID null, MEFHEER , 528 Amazon S3 EREER TRV
BERFZEHE EHEETR,

& &% S3 on Outposts RFETREA S3 IRAEH & |, REFFBKEELZBREAREARA
BEIAREE, TiB , WA ERAEES, NFE S3 MAREINFMENR , BB Te8H 488 S3on
Outposts #FITREIE S3 IRAEZEH. o

HRBEITFEBINESENYE  EBE—EE RN , UREEULLWEBFIRE, EERERBFERS ,
B R S AMmBHRAREAERENRKRECRFEIFEIMRANBEH, WEHMBENR , F2
BIZE M MEE Amazon S3 on Outposts fH1ZETEEHY 4 B B AHAE,

T 5 & HIRE A H AWS Management Console 1 AWS Command Line Interface ( ) RERF=R
ZFEE S3 on Outposts FEIFETEEAIMANIZAIAWS CLI, ZBER Y CRAAMAIESIR S3 f1FErE
§52:B8 237 S3 on Outposts FEZETEE,

® Note

AWS IRF BV FFIFRN #EXRETR  RH—AUmEEREEN . FFITFRBER
fRREEE | fla0 Outpost, BH,, FARMBNMTFRHRE, FRHRESRERLEER
(VPC) . FHREFTRBIYHNFEEBER , URHEMPEER ., UEFHER K BF2E
F'S3 on Outposts &, -

£/ S3 x&E5H

RIBRTFATERR S3 RAEFIRE

1. & A AWS Management Console i 7E BfR Amazon S3 F 1% & https://console.aws.amazon.com/
s3/s

EERIEEEEG | 22 Outposts buckets (Outposts FE1ZETEE),

BELEEHHEMA S3 iRAZEFIH Outposts REAFETE.

EEBMRLIER,

£ Bucket Versioning (EFET BB IR AR S]) KT , ##ZF Edit (&%),

BETIHES —EEERFEMFEITEA S3 IRAZHERTE !

o g A~ W b

- ZEEE S3 MRAEFWF LRI IR | 55212 Suspend (E1F).
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- FE/MA S3MAEHAEBFEENGNZERRER , FEE Enable (BLA).
7. 1##E Save changes (RREEE),

f£A AWS CLI

EEMH RASEHARETEN S3 MAEE] AWS CLI, 55/ put-bucket-versioning®$ ,
MTSEFIRR. EEFRAELES , FULBCHWERRNREME user input placeholder,

MEFMER , FSE 22 put-bucket-versioning® # . AWS CLI

Example : B(A S3 fxA<$zHl

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Enabled

Example : &1 S3 x4 25l

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/op-0lac5d28a6a232904/bucket/example-outposts-
bucket --versioning-configuration Status=Suspended

B FMEE Amazon S3 on Outposts #FETE N £ B HIERE

BT LAMER S3 £ aniEHE , &{E{t Amazon S3 on Outposts NFEEFERE. BAIUBY EmBERRA
EMHECRER BB IRAFEEL Y4B, BULEN., BA. ERAIMBREDBHHRL,

WNEE S3 £imBHAMGFMEN , B2 EIHMEE Amazon S3 on Outposts #1787 88 1Y 4 aniB B 4E

b
%o

(® Note
AWS tRF B RETRN BET  RE—TUNEY., A, FRIMBREFBHRIN .

EE A S3 on Outposts FEFETEEINEELEmBPALE  F2ETHEAE,
e
- FH BIMEEAEmiIBERR AWS Management Console
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- EAEAR Java SDK 9 AWS CLI 1 2 37 &3 4 aniE HAAH A8

A B MERE4E mERH B AWS Management Console

R LAE R S3 £anBHE |, &1E{t Amazon S3 on Outposts I FARE, BRI BN AaERHRA
EMHZ R ABFTNMRARESLEYHBE, BEY, BRA. EASMREGBERAL

WNZE S3 £imBHAMGFMET , B2 B HMEE Amazon S3 on Outposts f# 178788 1Y 4 aniB B4

o
%o

® Note
AWS IRF B R FIRBN #ET  RH—AUEY, A, FASMBREmELHRAN .

EEMA EIMEE S3 on Outposts B4 ariBE# Bl AWS Management Console , 552 E T 5%
=&,

&

- BEvAEmiBHRE

- BMALEmBEHRL

- RELEmBEHRL

- MBREmEHR A

ByAamEHRA

1. & A AWS Management Console i 7E BfE Amazon S3 F 1% & https://console.aws.amazon.com/
s3/o

EERIEEEKS | 22 Outposts buckets (Outposts E1ZETE).
BELBEAHEBI A MIBER AN Outposts FEFETE,

#1F Management (B) R5|1EH , REiRIZF Create lifecycle rule I £ B A,
B A Lifecycle rule name (@ BHA AIE ) HWE,

£ Rule scope (R AIEE) T , BET Y HP —@EHE .

o a0k~ W DN

- ZPEREERBBEEZKRME , B EZF Limit the scope of this rule using one or more filters
(EA—HZEEHERERHERINEE), AR, MEFEEHRRYE. RoIFERIWHEKRDN,
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- EERRAERAZREETRPNABEYNH , 55EIZF Apply to all objects in the bucket (B Zf#
BRI FIEYHY).

7. 7 Lifecycle rule actions (£ BHAR B E(E) T , BET I H P —EEHE .

- Expire current versions of objects (Z B BIARAN Y4B H) - A B A RAEH N FEEET
8 , S3 on Outposts EHTIEMIBRIER , LAY HREAIEE TIMRA. BRAREM S3 ARAIEHIEY
517878 | S3 on Outposts &K X MRS ¥4,

« Permanently delete noncurrent versions of objects (3K A B} IE B BIMRAHI ¥ 4F) - S3 on
Outposts &K A MER3E B B MRAH Y14 o

« Delete expired object delete markers or incomplete multipart uploads (fl BRiB 28 47 4 M R 22
ARSI 2 B L) - S3 on Outposts & 7k A Ml BRriE HA ¥ 4 M BRAZEC S R TE R EY 9 B L&

MREERAYEEBRES L ERRAWEE , A LEZE Delete expired object delete
markers (1 BXiB HA 4 4 M BRAEEE), TR IEIEIE Expire current object versions (2 B BT RAHI )
HiBER) , %122 Delete expired object delete markers (M BRiB 28474 M BRIEER)

® Note
RNBERERG B LEMBRRLCMRTEAN D R EERBEER,

8. HIRIEEE Expire current versions of objects (£ B BIMRASHI ¥ 4B HA) =X Permanently delete
noncurrent versions of objects (K A MIBRIE B BIMRAEI M) , SRR E BB WHNFTEHR
5% TE A Al A5 B R 1o

9. MWRIEEET Delete expired object delete markers (BRI Hi ¥ - MIBRIERS) , B 7 RS EM
BRI HA Y 44 M BRAESS |, 5IZHN Delete expired object delete markers (M BRi8 28 ¥144 MIBR1ESS)

10. 7£ Timeline Summary (BREHFEE) T , RSN EWmBEFAA , REREEZF Create rule (B
&),

R £ ariB AR A

EERASEARTIREDBHSRA

1. 7£ BIRX Amazon S3 E## & https://console.aws.amazon.com/s3/.
2. HEERAIEEEKS , i#IZE Outposts buckets (Outposts E1ZET ).
3. BELEZHRANRERHELEGERRRMN Outposts FEEETE,
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4. &2 Management (BE) R5|1EH , REBE Lifecycle rule (EmBERA) T , BELERADRE
AR A,

5. ¥R Action (BiE) , i#3Z Enable or disable rule (A HZRRE),

fmeE L an I H AR Al

1. 7£ BB Amazon S3 F 1% & https://console.aws.amazon.com/s3/o

EERIEEEKS | 122 Outposts buckets (Outposts E1ZETEE).
BELEAHRESGBHR AR Outposts RFITE.

#1E Management (BIE) 5| EE , AR EBEFLERER Lifecycle rule (EariBEA A,
(i F) E# Lifecycle rule name (BRI Z ) WE,

£ Rule scope (RAEE) T , REEREEE

o g A~ W D

- ZEREERS BB EEFRKRME , HEE Limit the scope of this rule using one or more filters
(EA—SZEEERGRFILRANER), AR MEFEEHREG. RSIFEBIWHEKRDN,

- ZEEBRAERZERETBRNFTEYH , 55812 Apply to all objects in the bucket (B ZEf#
FE RPN EYMH).

7. 7 Lifecycle rule actions (£ ariBHAR B EE) T , BET I H AP —EiRE .

- Expire current versions of objects (Z B BIARAM ¥ 44HIBH]) - ¥R BB RAEH N FEFET
8 , S3 on Outposts EHTIEMIBRIER , LAY HREAIEE BIMRA. BRAREM S3 ARAIEHIHY
#1788 , S3 on Outposts &K A MIBRE L5

« Permanently delete noncurrent versions of objects (K A MiIBrIE B BIARAHI ¥ 4) - S3 on
Outposts &K A MIER3E B B MRA<H Y145 o

« Delete expired object delete markers or incomplete multipart uploads (1l BiB 58 %7 4 M BR 42 52
WARSERH 2 B L) - S3 on Outposts & 7k A Ml ERiE HA ¥ 4 M BRAZEC SR SE R Y 9 B L&

MREERAYHEBRRES L ERANEE , Al LEZFE Delete expired object delete
markers (M EXiBHA ¥ 4 M BRABES). TR IEIEIE Expire current object versions (52 B BT RAHI 4
HiBER) , th%IZZ Delete expired object delete markers (M BRiB 244 M BRIEER)

(® Note
R/NBER R REMBRARE MR TR 2 R EEHEEER,
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8. MIRIKEE Expire current versions of objects (% B BIMRASHI ¥ 4B HA) = Permanently delete
noncurrent versions of objects (kK A MBR3E B BIMRAK ¥I#F) , SBRIBISE B B W77 8B B 2R 5%
TE #5 B G B R 4

9. MWRIZEET Delete expired object delete markers (MIBRB Y 4MERERS) , B 7T HBEAEM
BRiBHA Y4 M BRAERC |, F5IRHN Delete expired object delete markers (Ml BRiE HA ¥ 4 M BRAEES) o

10. i## Save (&7F).

il BR 4 2 A A5 Y

1. 7 BARK Amazon S3 E#E & https://console.aws.amazon.com/s3/,
2. EERIEEBEKD | ##2 Outposts buckets (Outposts FE1ZETEE).
3. EELEAHMBREWBER R Outposts fEFETE.
4

2 Management (B1) R5|1EH , RBTE Lifecycle rule (EmiEHR A , BEBLEEMBRAIR
Al,

5. iZIZE Delete (MER)o

fEFEARM Java SDK #§ AWS CLI Ml By M EBE 4 ariB HifE R

A LAMER S3 £ aniEHE , &fE{t Amazon S3 on Outposts NEFERE. BAIUBY £ BRI,
ENHECRERBERFNIRAFEELY 4B, BULIEN., A, EAIMBREGBHHRL,

WME S3 EmiBHINFMER , F2E B FEE Amazon S3 on Outposts f@FET B £ miEHiE

/080

@ Note
AWS tRF BYREITEN AT, RE—TURY, KA. FRAIMEBREMBHRAL .

EEM# A AWS Command Line Interface ( AWS CLI ) 1 23 FMEHE S3 on Outposts fEZET L
A4 AE AWS SDK for Java , 552 B T 51 &6,

FE

« PUT £ ipBHHRE

« GET S3 on Outposts f@&FHTRE L #Y 4 an B HAAE 58
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PUT £ iR HifRAE

AWS CL

T%] AWS CLI €86|&7E Outposts R FErE L MEA mBBAREE, LWBXREE , MEE218K
FH (myprefix) MIEBWYHSE 10 RRBHY, BEZEALLES , FUALECHEFRREE

user input placeholder,

1. BEPBHRERBEEMEFE JSON BER, ELHEHIR , ERwmEH Llifecyclel. json,

{
"Rules": [
{
"ID": "id-1",
"Filter": {
"And": {
"Prefix": "myprefix",
"Tags": [
{
"Value": "mytagvaluel",
"Key": "mytagkeyl"
3,
{
"Value": "mytagvalue2",
"Key": "mytagkey2"
}
1,
"ObjectSizeGreaterThan": 1000,
"ObjectSizelLessThan": 5000
}
.
"Status": "Enabled",
"Expiration": {
"Days": 10
}
}
]
}

2. 1BX JSON =R/ A put-bucket-lifecycle-configuration CLI (i S —%5n. BE
TGS , BUEBECHEARNREE user input placeholder, MFE WM SHFEME
# , 582[E 22& put-bucket-lifecycle-configurationAWS CLI H#Y ,
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aws s3control put-bucket-lifecycle-configuration --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket --lifecycle-configuration file://lifecyclel. json

SDK for Java

T5ISDKEA R Java HEHIETE Outposts EFETEE LB £ B HIHERE, theEmBHEREIERE ,
FIEBEBETFE (myprefix) IEBNYHEE 10 XEBH, EEFRALES , FUAEE2
HERBMNKREBE user input placeholder, MEFMER , 55ZF Amazon Simple Storage
Service 22 PutBucketLifecycleConfiguration F#) . API

import com.amazonaws.services.s3control.model.*;

public void putBucketlLifecycleConfiguration(String bucketArn) {

S3Tag tagl
S3Tag tag2

new S3Tag().withKey("mytagkeyl").withValue("mytagkeyl");
new S3Tag().withKey("mytagkey2'").withValue( "mytagkey2");

LifecycleRuleFilter lifecycleRuleFilter = new LifecycleRuleFilter()
.withAnd(new LifecycleRuleAndOperator()
.withPrefix("myprefix")
.withTags(tagl, tag2))
.withObjectSizeGreaterThan(1000)
.withObjectSizelLessThan(5000);

LifecycleExpiration lifecycleExpiration = new LifecycleExpiration()
.withExpiredObjectDeleteMarker(false)
.withDays(10);

LifecycleRule lifecycleRule = new LifecycleRule()
.withStatus("Enabled")
.withFilter(lifecycleRuleFilter)
.withExpiration(lifecycleExpiration)
.withID("id-1");

LifecycleConfiguration lifecycleConfiguration = new LifecycleConfiguration()
.withRules(lifecycleRule);

PutBucketLifecycleConfigurationRequest reqPutBucketLifecycle = new
PutBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)
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.withBucket(bucketArn)
.withLifecycleConfiguration(lifecycleConfiguration);

PutBucketLifecycleConfigurationResult respPutBucketLifecycle =
s3ControlClient.putBucketLifecycleConfiguration(reqPutBucketLifecycle);

System.out.printf("PutBucketLifecycleConfiguration Response: %s%n",
respPutBucketlLifecycle.toString());

GET S3 on Outposts f#7ir 88 L #Y 4 d5iE B #H R
AWS CLI

T %I AWS CLI €8I & 7E Outposts @EFiTEE LEUSEmBHMERE, EEHTHGS , FUEEE
MWEABRNKEE user input placeholder. ME LW THNFEMERN , FSE 8% get-bucket-
lifecycle-configurationAWS CLI H#Y

aws s3control get-bucket-lifecycle-configuration --account-id 123456789012 --bucket
arn:aws:s3-outposts:<your-region>:123456789012:outpost/op-0lac5d28a6a232904/
bucket/example-outposts-bucket

SDK for Java

T5ISDKiE AR Java BEBIEEIS Outposts RZETEM A dmiBHIERE, MEHMET |
Amazon Simple Storage Service 2% GetBucketLifecycleConfiguration F#y . API

3
W
8

import com.amazonaws.services.s3control.model.*;

public void getBucketlLifecycleConfiguration(String bucketArn) {

GetBucketLifecycleConfigurationRequest reqGetBucketLifecycle new
GetBucketLifecycleConfigurationRequest()
.withAccountId(AccountId)

.withBucket(bucketAzrn);

GetBucketLifecycleConfigurationResult respGetBucketLifecycle
s3ControlClient.getBucketLifecycleConfiguration(reqGetBucketLifecycle);

System.out.printf("GetBucketLifecycleConfiguration Response: %s%n",
respGetBucketLifecycle.toString());
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}

£ & S3 on Outposts K ¥4

7 LA S3 EEE AWS Outposts , T LAFRE Amazon S3 on Outposts B Ej#E T [& Outpost 3
#[E Outpost EREFATRE 2B/ S3 . LA LAERA S3 Replication on Outposts , EEEI ST [E

#) Outposts FREBETRINIRFHEBERNZEER , BT SEREEF R, S3 Replication on
Outposts BEMIRXEERFEFER , URBIRFERILA, NRETERRENERERRER M

@ , &R LA S3 Replication on Outposts REVREFTEFEERNYHER | flRRMERT
R, EEMRA IDs,

S3 Replication on Outposts tHiREFMNVIEEN BN , UERRTFIRBZEBNNHERRE, &
ATLAE A Amazon EIRIEHERIRN B Wib R FErB 2 BNSEENTE,. SEERENESEE
CloudWatch , REEZEEEEE., EEREZET NS EAREERE , S LAERE Amazon EventBridge
BRESYHAHRNBEN, MEE—FTH 6 F2H EEEE.

XA

- BEHARE

« S3 Replication on Outposts BJFER

- BEERARAM?

- REERBERM?

« S3 Replication on Outposts A EHLEIER ?

- RERERE

- EBERE

S3 on Outposts B BHERMTFA XML, EEREEBXMLERS |, BALUEE AWS Identity and
Access Management ( IAM ) A& —=HZERBE A,

<ReplicationConfiguration>
<Role>IAM-role-ARN</Role>
<Rule>

</Rule>
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<Rule>
</Rule>

</ReplicationConfiguration>

EREEMEET , S3 on Outposts EEEETYH, BULIERAZEESHREFIEENAMARIZF S3
on Outposts 57 A, S3 on Outposts ERIZIAMAERRAREEEYH. BLALKLENGTIRT
IAMB & | TREFRER, MEIEL S3 on Outposts FFATHEFMER , FBF2E EIUIAMAE,

SUTIIER , BT UEER ARSI — AR -

- BRBRREMBNH.

- BREERVHTE. SERNDHEEERSE  UEBNGH TR, SUUEGERETEEDHE
WA, R WEMEMNES , LB EERRUNIH T,

ERREETRNYHTE , IUEEESHAEPIEZERL, EEERKRAIG |, EATLUIEEEZRRE L
ENTAENYHFE, Fl , BRI LLUBIEEEESE tax/ B document/ R EBFENYH., EMINE
—%  ZEEFEWMERL , —BIEE tax/ Re|BFHENEFY , 3 —EIEE document/ R5|#EF
Bo

2% S3 on Outposts EBEEMERRAUNFMER , 552K Amazon Simple Storage Service APIZ
#Z ReplicationConfiguration H#Y .

S3 Replication on Outposts BJ &R

BEERWT :
- BHy#s Outpost CIDREIE 4B TE IR Outpost FHEIE R T EB BB, MEHMEN , F2HELE

BR AW SRR S
- RIREB N FFITRESXEMA S3 RAEF, MBERKFEGENFMENR , F2HE "EHEEMW S3
on Outposts EFETEBEE S3 lRAEZEH -
« Amazon S3 on Outposts AZEE(RFF A , TEREHMHRREFZFIrREEEENLFEFITE,
ERRFEMARY —EREAE , # GET M PUT FFATZEIRAE S3 on Outposts,
1. EEURBAGZH , BUNRHRERFITRES GET W , URHEBNMGFEFITRESR PUT 7F
A,
2. EEERNRFEACLSHFITZERI S3 on Outposts , BMABXIRENHT , LAKFIAMERE (£
AESA® ) #{T iam:CreateRolef iam:PassRoleEfE, A% , B UAHFIAVMEEE
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SREAE, BHEZE S3 on Outposts REBERKEAE |, WA& GET M PUT FF AT Z A S3 on
Outposts , WAL ERFIENEENMF I HERIERGZA®, WEEL S3 on Outposts &F A By F#H
B, B2E EIIAVEE, IERIYRKEACWHEMERN  BF2REIREAG,

BRABRRM?

fkFEEX , S3 on Outposts EEE TFIER :

- EEHBEBERCRENNYN,

- RREVHINEANYGHEER., NFENAHPEERREFTEEERFEYNHNERER , F2
BRI Outposts E#Y Amazon S3 A& R [EH B E B Ak A8,

- MHER (MRAB).

MBRIBEHERNE
MRERERRFEFRT P MR M4 FEEREWT THIEME

- MREEH DELETE FBERIERIEEYWHIRZA ID , Bl S3 on Outposts & #18 M ERIEEE, S3 on
Outposts &40 T BRI M BRIZEE
« S3 on Outposts FEFZ T &8 B MIBRER.
o T8, BEI LS ERIERSE T non-tag-based#TBEHR B, MFNAELEBHAESPRAMBRELE

BEMNFHEN , FSBEH S3 EEE,

« WRIETE DELETE FERAFIEEEMBRA M HARZA ID , S3 on Outposts BK A MBRKRFEEFETEHH
ZYHERER, TiB , TEEENBREFIEBPEEMBR, BROFER , Amazon S3 TEH{ BN HFT
BT B8 M BRAE R AV W RR AR, BE1T BT IE & BHE B EE MR

AERRBAM?

fk7EE% , S3 on Outposts T EE B T5|EE :

- RKEBFHRETHEMESRAUMBINYHER, flin , ZERERE , HPRFEETE A ZXK
R, MEFIE B 2B, RE , REREHES —EEEHERE , HPRFTE B 2R, MET
BFEE C 2EMth, EHERT , MRBEEFE B FNYHRFETE APHYHER , AIT2EE
ZRETHC

- REBEITFEFECESETRBNBNYH, flin , IREEFREETHEFTNE N ILFETFTE
Al S3 on Outposts TEHEAXEEELEYH.
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- FRAEFIRUNINZEEE ( SSE-C) LAAlIRESIR IR E M Y.
- RETEERTFERNERM.

i, MRESERFHFFELNEMBHER  EENEEHEERRRE TR  SLBEY
TEEREENHRAFIE. KRR EREFTFREENLRTTREATRAER,

- EaBEERHITHEE,

flan , MRERERFFEFETE LA E W ERARE , WEREFEE/E , Al S3 on Outposts & AiB
YR MBRER , EFSSELERETTHENHEETE. NMREEELHEN EMBEHRERE
EAZERFEANHRBAEFETE FEEMmERTIRLAAMEENEMBHRERE, nEEmBEHAER
HEHMER , FF2l "EALMEE Amazon S3 on Outposts FEZETEE K £ B HERE,

S3 Replication on Outposts A X EWFLEIER ?

S3 on Outposts BRIF X &E T3l S3 EE I,

- S3#EBFMEESH] (S3)RTC, RTC 7% S3 , A% S3 Replication on Outposts FHYIHRESR
FERZRWAIBIDEME ( AHEE ) Eh, IEABEENHEEER , 528 (AWS Outposts
AEERE) PHEATEEE,

- ERREIRIBAEY S3 HE,
REER

® Note

BEREEBZIREFERRErRINNHETSEBEE. BAFER , Amazon S3

on Outposts TEEMNEENH., EECETEETHBZELNYH , BAUEH
CopyObjectAPIRERHERIMENR TR, ERYKZR , EEYHSERETR
RETA T U4t BEEREREERZELYY. IEERYGNFRER  F2E E
A BH Amazon S3 on Outposts & T8 Y4 AWS SDK for JavaFl CopyObject £
Amazon Simple Storage Service APIZZ& H,

& ZR A S3 Replication on Outposts , sE#5#E 5 #7 BI#18 2 2R Outposts /EFETE. ERRAESEH
S3 on Outposts IKIEEAXNEEYH. EEEHR RS , BXARMLUTIER
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3R Outposts REFETEEFEE — 8% L S3 on Outposts EBEWH 2 FEFITE A FEE Amazon
Resource Name ( ARN ) miFENE BB, MEFEAFENREBBNFHEER , FSREHEER S3 on
Outposts FREFERRFITEEREE.

- BEEFTNIH - BT LEFRIR Outposts REFEFRIPNFIENH NG FE. ERUEHEEFIR
HERELEBER, —ASEVHEBRIWE , KB T5

Flan  MEZKETRANREAEEEEEESBEBBAIZRA Tax/ B4 , Bl S3 on Outposts
BEH Tax/docl = Tax/doc2 ELW/HNYH., EFEFEEEE Legal/doc3 MUY, MR
BIEEFEUR—RZEER , Al S3on Outposts EEE B EHIBIERSIBFZENEBNYH.

« BHIH Outposts FEZETEE — 8% L S3 on Outposts BBV H N EFZITEARNSZEE BB .

O] LAEA REST API, AWS SDKs, AWS Command Line Interface ( AWS CLI ) = Amazon S3
FEARZEEERI,

S3 on Outposts BIRHAPHREU B EEER A, MFFMEF , 52 Amazon Simple Storage
Service API1Z%E T 5| EE .

» PutBucketReplication

» GetBucketReplication

» DeleteBucketReplication

&
- BUEER AN KRIEHE
« E3I Outposts FHIEE R I

B R BRI SRR

&
o ERERHER B R Outpost FHBEE
- BIIAMAE
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EARR IR B it Outpost F#B5%

EEFLNEETREFZB AR ERRIR Outpost EiAZEI B AV it Outpost , IR A8 718 #7185 B REXE M
B, BB TFIMENEERNMEEMES (CIDR) MEEEERZE—E, ¥RSHERE K #RF
ERE —IRILIERR

RIREF I EEEN Outposts IR RNV FEUEE | REERNELESREEMTE, WEHNFIEE
ATE ( WEEERHALBEER [VPC] M AWS Outposts ) REFHEEHN IP ( REF S EBMREFH
EFEHA PHuEE [ColP RE] ),

$E 1 IR Outposts iw ECIDRKY £ E

1 B2 3R 17 B RG AH BB Bt 1Y SRR v B CIDR£E B

1. & A AWS Management Console 3¢ 7£ BRI Amazon S3 F 2 & https://console.aws.amazon.com/
s3/s

ELEBIEEEEAF |, B2 Outposts buckets (Outposts E1ZETEE),

£ Outposts EFIFRBEES  BEELEETERNRFRFIE,

#1Z Outposts FHIH R SIER , ARHHEFTRAUBFRRFEFETREM Outposts FELR,

242 Outposts i B,

BREESER S5 PEAN TR D,

IERARSHHRIR Outposts inFCIDREE R T EBUAR In A FEUEE,

N o o bk~ W Db

¥ Outposts in M BIBEERF , FESEAFEEE,

- MRFREELANE K FERERSR 6 PEANEERREEESB (CIDR) H, 77?7
- MRENERATFEESN P, FHTTIEE
1. EREFHENIPVAREE , LAERRNELHERE D,
2. 1£ BARX AWS Outposts E12 & https://console.aws.amazon.com/outposts/o
3. EEEERYT , EELAHRERHR
4. EIE IR Outpost I ZAHERFEERK B ID B,
5

 EFHMEAEST , RIE ColP KRERSIFER. BSEAMER ColP £E ID WEMEESS
B,

6. ST ERFH ColP £[E , BRNIR Outposts ixn B FECIDRsS{E , LAMEESEE 6 FFEH,
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S 2 ST D FMEK# Outposts i BHCIDREY £ E

EESHK MK ID MEB it ZEE RN BN BCIDREE , FERS B 1 FHNER TS

R UWEERAEBEFIEREHERIR Outposts Ui BE E A B Witk Outposts m e, R E Rt Outposts
T FHEEE IDE , MEESR 6 PEA, BRE R Outposts I ECIDRIVE , MEELSER 5 HfE
A,

$EB 3 : SR Outpost KA KERTE ID
SR Outpost I ZAEEREE ID

1. 7 BARX AWS Outposts F 12 & https://console.aws.amazon.com/outposts/o
2. EEASEEERD , BELKEIE,

3. EFXHRFEEEL , SREEZANREERIR Outpost B Outpost ID,

4, EHRFIR Outpost WAKREIE ID 5 , MEELSR 5 BEA.

MEREEREAENR , 5528 (AWS Outposts FRAEIERE) PHAEEIE,
SR 4. S E M Outpost BIAKLREE ID

HES X HBM Outpost WAKEE ID , FERIE IHHMERFLIER , (ESK B K Outpost B9
Outpost ID F BB, EHE B I Outpost FIAHEREAE ID B , MEESEE 6 hfEM,

S5 BREMRRKIR Outpost F#AREEI B Ky itk Outpost FH8RE Y E AR
2R Outpost FHEEKEHRZE H BV i Outpost FHBES

1. & A AWS Management Console £ BfRXVPCE$ & https://console.aws.amazon.com/vpc/e
2. EEREEE®KRF , #EE Subnets (FHEK).

3. EEEFMP , WALESER 1 PATKEIRIR Outposts imFhH FHBE 1D, FEEEMHEA FHEK
ID B FHBEK,

4. HRMEFWFRKER  FEZRLFERNBARE

5. HEEAFMERARNEEL , RESFE , ARBEFERH.

6. HEHRHEZERY , BEREEH,

7. EE®H# T, WMAKRELSR 2 FHREIAYE A Outposts i BCIDREE,

8. TEHET , B Outpost A#FIE , AR ALELSER 3 FATHREIZRIR Outpost HI A& 1D,

9. i##ZE Save changes (RREEE),

BREER API KRN 2006-03-01 144


https://console.aws.amazon.com/outposts/home
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10. FEEBBHRER/EMF.

SR 6 BRENHEM Outpost FHEEE EI IR Outpost TR I E AR

1. & A AWS Management Console 7 BIRIVPCE 2 & https://console.aws.amazon.com/vpc/o
2. HEEMAEEEKT , #FF Subnets (FHEE).

3. EESHRF K WMALESE 2 PATKEIB Mt Outposts i M FHEEE ID, EBIEEFHT FHEK
ID B F#BE& .

WRGHW TERIER | FEELTERNBERE.
HEEFERMANEE L EEHE  AGEEFERE,
EREEET | RERERE.

EEWE T, BALESE 1 FRIMIOR Outposts 15 BCIDREGE.

EEET , i#42 Outpost A#EREE , RERWMABELE 4 AT T B 89t Outpost BY A< B iE
ID,

9. 31#{E Save changes (RREEE),
10. HEERBNMRERERD,

© N o g &

EERRAN B Wit FIENERCIDREBE 2 & , BMAAET AWS Identity and Access Management
(IAM) B,

BIIAMAE

RIETEER , 7B S3 on Outposts ER (REFTHE. MHEMEFER) BFANLRE , BEREEREEES
A EEEER. S3 on Outposts EEMRMRIR Outposts EEFTEBINMNESTYWHNGT, B LUERE
JIAMBRE AT ERSHAETEERACRRE FELHF T,

ABRBECRERRESTTTRE, WHRRIZL step-by-stepRUIAMB SIS R, NEXHE
| ESMET Outposts FHETRA, MEAMBEWMET , HSH IAM EREEE FHIAV
At.

o UTEHBERMEERR , B UEHEDH S3 on Outposts @I BT REZABH R EE.

{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
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"Principal":{

"Service":"s3-outposts.amazonaws.com"

}I

"Action":"sts:AssumeRole"

s UTEHHBERFIBE , ZUUEEFRTFAGHIRKREBTESEZE., & S3 on Outposts &
AR , BEFEERBRPEENGT, EEEALBX , FUAECECHNERDRN user
input placeholders. sE¥4#EEMERAXIEFN B it Outposts IDsHY Outpost , LA K 3RIRH
H#i#th Outposts EFETRNFEFITFREBNEREERE,

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"
1,
"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
},

{
"Effect":"Allow",

"Action":[
"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete"
1,
"Resource":[
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/
bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/
accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
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}

FRBERER T TIIEENFTA :

+ s3-outposts:GetObjectVersionForReplication — ¥FfEYWH R FILEMEMNEFT , AR
#F S3 on Outposts B 15 2451 ¥ 14 8 B8 st 19 43 TE W4 R AR o

« s3-outposts:GetObjectVersionTagging — ¥ Y EITILBIYERYEF ] SOURCE -
OUTPOSTS-BUCKET f@#1FiT# ( RIRRFEFETE ) A 5T S3 on Outposts BRI HERETE
B, MEFMEN , 552518 S3 on Outposts FEFITENZER, R S3 on Outposts T Ef#E
wEre , AIgEEYY , EFT2EEMHES.

« s3-outposts:ReplicateObject M s3-outposts:ReplicateDelete — HFFEYH LIE
LB ERIEF ] DESTINATION-OUTPOSTS-BUCKET 12878 ( BT ) 25 S3on
Outposts BE Y M ERIESEZE B Witk Outposts 17T 8. WEMRELNER , F2HE Mk
BRIEHEENTE,

(@ Note

- EMs3-outposts:ReplicateObjectE¥ERTFRI DESTINATION-OUTPOSTS -
BUCKET f##7Er#8 ( BB FEITHR ) tAFEEYHER. Hit , EFFEHAER T
s3-outposts:ReplicateTags BI{ERIEF T,

- HREBEIIRFEE , BN Outposts EFIFBNHEELATMEARBTFIFBESR , U
¥ E£s3-outposts:ReplicateObjectB)ERIRFRIDESTINATION-OUTPOSTS -
BUCKET, Itts3-outposts:ReplicateObjectEfEfEF S3 on Outposts A& H
YIHEEBESZE B # Outposts F1FETEE,

2T S3 on Outposts BFRYEE , 752 B S3 on Outposts E&EKI E)F,

/A Important

AWS tRF BEEIAMA N LAEERTFIAMAG ZBIEMNETT,

filgn , FRE&RIR Outposts FEEFETEEBEE — @ AWS IREFTEEEN Y. MHNEEELA
EBRETEBEMEMBEE , AEET AWS IRF #EIAMBEEFTN . &8, S3
on Outposts FEELFEUELYH A MEFWMHFNERE XK,
WEHRNFTREEAEEHEHARB, MRSBIZMEENNESHERE | IXEBENGT
54 S3 on Outposts.
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E 3R A B 93 Outposts FFATERE TR BHRKRTFFH AWS 1kRF

ERIRH B By ik Outposts EFETR TBAMERIIRSER , BHAHh Outposts REFETBHNHEENSLEE
FENREETENFRETEANEIREER, EEBRNLARFHR Outposts HETENEEE
IAMMIBRIE BT , TRTEEEE , MTHBEREFIMT , FAEES KK, EIELBEREH
H , DESTINATION-OUTPOSTS-BUCKET R B ih#FiriE. EEMXAESLBERES , FULEBCH
B user input placeholders,

MREEFHREIIAMEBEAR  BEACKRKEERTES role/service-role/ , T HI B K& HIFRT
To MBEFMENR , 520 £HEER IAM ARNs Ay . 1AM

"Version":"2012-10-17",
"Id":"PolicyForDestinationBucket",
"Statement": [
{
"Sid":"Permissions on objects",
"Effect":"Allow",
"Principal”:{
"AWS":"arn:aws:iam: :SourceBucket-account-ID:role/service-role/source-
account-IAM-role"

},

"Action":[
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"

1,

"Resource": [
"arn:aws:s3-outposts:region:DestinationBucket-account-
ID:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*"
]
}

{

"Version":"2012-10-17",
"Id":"PolicyForDestinationAccessPoint",
"Statement": [

{
"Sid":"Permissions on objects",
"Effect":"Allow",
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"Principal":{
"AWS":"arn:aws:iam: :SourceBucket-account-ID:role/service-role/source-
account-IAM-role"

I

"Action": [
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateObject"

1,

"Resource" :[

"arn:aws:s3-outposts:region:DestinationBucket-account-
ID:outpost/DESTINATION-OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/
object/*"

]
}

(@ Note
MR HR Outposts REFHTBFNYLGERR , FEETIMNER :
MR KR Outposts RFETREEHE R T S3 on Outposts 377 , F s3-
outposts:GetObjectVersionTagging#l s3-outposts:ReplicateTagsEEFERWH
BE (FiB IAMA® ) , Amazon S3 EREYIHERER. NFAMACHNERERN , F2H8
BIIAMAE,

#1317 Outposts EHEBRAI

S3 Replication on Outposts RERIHFE P REFITBZENYMHEBEE. FEPEE AWS Outposts,
BEEA4 KR Outposts EITEPHMELNWHENYWHERERE B A9 Outposts RFETEE, WME
FHHMERR , S EEE S3 on Outposts I ¥4,

® Note

TEEREREERAUZAHMEFERRIR Outposts EFFATERFAY 4. HIFER |, S3
on Outposts TEEHERYH. EEEREERER BN , BILER
CopyObjectAPIREREERIMEEN R FITE. SRUH R  BEEYHEERERIE
RERA THL UM BEERERSERAEZELEYN. NFERYANFRER K F2E &
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A B8 Amazon S3 on Outposts f#7Er 88 P V¥4 AWS SDK for JavaFl CopyObject £
Amazon Simple Storage Service API&# &,

REEER , 2EERAFEZERIR Outposts fEFETR. EERISEZEE TR IR Outposts
REETBEYG  UREREESYHMN B M Outposts FEITE, BUUERIFER | UEENSER
ZWER. —HZEYHER. IMEHA , EERTFITBTNMEYH , S —Bo0Y4. BN
Outposts #1778 AI LATEEERIR Outposts EFETE MR Outpost A , A LAZEFRFHI Outpost H,

¥ S3 on Outposts EEH A , BAERRFRMARIR Outposts 77T B HY FELE Amazon Resource
Name ( ARN) F1EB i Outposts EFETREHVFELEL , ARNM A2 RIFEM B BV Outposts ##FETEE
£,

MREIEEZMBRA YRR ID , S3 on Outposts €1 ER3RIR Outposts @ F TR PV ERAS, 1B
T &7E B M9 Outposts EEEFE P ETMBR, RAUFER , SR E B Outposts FEFETEE # MR
MR YRR, ITHTRIEERER EZEMBR,

EERERHARAFEE Outposts BTN , MRREMALRA , BRAUEEET R ILAERF,

FEHESIH | BERERREEB Bt Outposts HEFETE AR Outposts A — AWS IREFTEER
BB, BHEFEH Amazon S3 £#A. AWS Command Line Interface ( AWS CLI ) # AWS SDK for
Java F1 Y&l AWS SDK for .NET, @EEIRS S3 on Outposts FFAIMWHHEIERA , FSE EREA
B #9ib Outposts FEZETREHE TR HERRFFFA AWS 1RE,

WFEEKTE S3 on Outposts MR R AW SRIKM | FF2RE BUER R A FLRMES.

£/ S3 £z A

E B #93 Amazon S3 on Outposts fEZETE8EE KR Outposts AT MR FRIM Outpost BF , FEACHR
ELSRBREERRAL

IR B Kb Outposts fETZETEE 7EEE SRR Outposts REFITEARMNIIRE S |, BXEREEIFEIK
SKEE ZE H K Outposts fEFETEE , LUSE S B At Outposts fEZETEE R Y HHIRF AT IR F RIR
Outposts EFETRIEFHEE.

BVERHRA

1. & A AWS Management Console 3 7E B Amazon S3 F 12 & https://console.aws.amazon.com/
83/o

2. % Outposts RFArEFES , RELEFAMARRREFFENREFIEERE,
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3.
4.

EEEEZRSIGER, NTEDEERRAIER  RAEREEEIERREA,

HRERRIERE K BARAER , LRSI RA. LEBAXE  BERETEBAXEAR
HE_EI‘JO

EMRET , AREEZECHA. ERARIELRFEZERELAER, NRFEREE/MAL
RA FEECFA.

HBRIEFT K URBLERAUER  ARANEXIRFESREZERANRRY. EVHESESZE
BERRAMNEE AR , S3 on Outposts EfEAELE LIEFERERER, KEKR , HRASI
REBEIEFHEEERERE, #FEE , BRIEFES.

EEEFRANBRIEF K FEREFRAUzE  #RERKRUBFETERERNEHE, BEBEFE  RE
BEREELIEF.
ERFREITRZT , B TIRBATARRERTHIR :

- FEERRARENTRE  FEEEAERETERTNRBEYNHG.
- EERFERERGEEAEERNE  FEEERA S EGERGRILRINEE, &7
et FERER,

- EEEREAHRETFENAENYG  BEFETNARTAATE. EAFEEEFRGURS
ERABUMEEFE (BIW |, pictures) BAENFAEDH.

MREZMANFTERERRERE , BXLESER / (ERR) EARE—EZFT (B
|, pictures/).
- FEEREE—(ESZEERYHERNITEYHY  FERENEER K AREAR P AR/
BEY, EEMES —EXR5IEK K FEERER , . UENHEBNFHRER  F2E g
S3 on Outposts fEFETENER.
EE7FH S3 on Outposts RIFAFETRIUETEE , FEREREHEEBTREEEZERERE
ETEERY T ENEL

EENH T , BEEMLFHE S3 on Outposts BEYIHARNKY B it Outposts ®FETRR IS, B
Ayt Outposts 17 ET 88 A B2 3R Outposts EEETEBNRMEEISH TR AWS IRF L&,

MR BN REFTEMERERIR Outposts EETFBTRNIIRSF |, BUELREFIFBBERHEE

B 893 Outposts #1ZErE8 , LUSE S B #9# Outposts FEZETEE ¥ B FF 7T % F 3R Outposts

RBETBIRFHEEE., WEFHEEN , FSREREMNE/H Outposts EFITEREBATE HERKR
T 3Fa AWS IRE
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® Note

SRR B Wi Outposts R FATEE L RUAMRAZS | BRI QS RARAFE G RE
BEAS. EEERG  UEMREIE LRARAES,

10. E&%%E S3 on Outposts AJ LAIEFEHRY AWS Identity and Access Management ( IAM ) FRIE&EE | KL
REREEEUH,

BEREIAVMAE , FEIAMAE® THT FIEP —TRE .

« HE& S3on Outposts HIENERHERRVHNIAMASL , FRERXRAAMACHRE AR

BERUNAC, EAREAIE  SAFSERENRIFEMN B Outposts 7 AT EIAMAY
AEELTNEER. ERLRERYFNAG,

- BEUALRECEARBIAVMEE, MREEY , AIXFERIFELEERFF AR T S3 on Outposts

HAE, MREABRKENEFTHRARET S3 on Outposts BHIKIFFA , AIEFE XK.

EEEEREAC K FEERABSAVACTEE K AZBRTHUXUERPEEAR, BT
LUEZE AIAMABARN , AEE AIAMA &R Amazon Resource Name ( ARN ) .

/A Important
EERBEEHRAIFIEZE S3 on Outposts fEFATRER: , B4 EEH iam:CreateRoleH
iam:PassRoleF Al , FREZE M MEIERF S3 on Outposts EEFAIAMBN AR, MERF
HERR  FZ2EIAMERAEERE PHRTERESAGEERE WFFA AWS R,

11. fkF85% , Outposts RFEFB PN FTEMHEBEINE, WFE S3 on Outposts INZEHFFMEER |
#82 B S3 on Outposts FHERMNE ., REFEBFEAFREFHMBELE Amazon S3 ZE &
#® (SSE-S3) mMEMNYMHFEERE. TXEMSAMBKRBHMNZEL AWS Key Management
Service (AWS KMS ) €£#8 ( SSE-KMS ) = fARSFiHMZFEEEFIRHHNMZE S ( SSE-C)
EITMZENIHER,

12. REERRAUBRER , SEERATIIEMWEE :

- MREELBEETHEFRA S3 on Outposts BRIEE , BZERNEERE, WEFMER ,

3

ZRLAEEEEERER.

- MREHRBEESHRERPRAMBRERLES , 55EE Delete marker replication (filBrEEFZ#E

B). MFEFHMESR  F2EMGRREFESEESHEE,
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- MRCERBEAFMBNPEERNEBEEETERENY  FEEREREL . MEFHMBER ,
E2 B Outposts LI Amazon S3 #E24& th[F 5 BV 8 B ARAE,

13. BEEREX , FEEEMHRA,

RERAUZE  BURE, A, FRAIMBRRA, FEEREY , FrIEHRIR Outposts EFATIRIVE
HERSIER K MTHEHEERRAER , BELHRA , AREEFERA.

£/ AWS CLI

B 212 R B /Y3 Outposts EFETBR AR BB KMER AWS CLI REER AWS IRF |, FHIT T
HIEHE -

o B RREEE Kb Outposts fEFETEE.

- TEW1E 7 AT R L BUA MR AR &

- BIIAMAE , 2% S3 on Outposts EEWHHIFF A,

- BEBHEEMIEERIF Outposts REFATE.

SR BURIE A BR R B E o
FE R M B B i Outposts fEFATEEHMEE HARRERS AWS 1RF

1. ERE AWS CLINBRERE, FLEEHIP  RAERHERESRE acctA, WEREBIFHILREN
HEIER , H2E (AWS Command Line Interface fEFA&ER) FHERERE,

/A Important

AREESENHEREXEELENTT, fltn , FEEHRES , BALUIEE S3 on
Outposts A/ BEIAMBIRE AR, REEERFTANERIESR iam: CreateRole M
iam:PassRole FFAIRFF AJBITULIER., MEFHMET , F2H AM EREER AR
THEAESACEREE WETHT AWS k. MREFHAEEERBEVERHRE K &5
HREREEHITIIE TN L EF,

2. B source TFIBAYHTHMAMREIES, T3 create-bucket WHBEEBRL HFE
o4t ER) (us-east-1) B E Y SOURCE-OUTPOSTS-BUCKET f# 178788, EEFRALGS , F
LEECERARM user input placeholders,
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aws s3control create-bucket --bucket SOURCE-OUTPOSTS-BUCKET --outpost-id SOURCE-
OUTPOST-ID --profile acctA --region us-east-1

T % put-bucket-versioning &85 BUA SOURCE-OUTPOSTS-BUCKET 12 BT 88 L I kR As 12
#l, ZEEFAL®S , FAEBSHWERRK user input placeholders,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/bucket/SOURCE-OUTPOSTS -
BUCKET --versioning-configuration Status=Enabled --profile acctA

3. H destination RETRAHCEARAEIES, T3 create-bucket S BEEE AL
(BRE#M) (us-west-2) EBIFHEY DESTINATION-OUTPOSTS-BUCKET f#1zhri8, ZEEFA L
we, RAUABBECWERRN user input placeholders,

® Note

& ZERRAE K3t Outposts RFEFRMUNMER BREERHERE AWS IRF |, FFEMME
EINERRER. LEHIFEM acctA. FEERFIFEATE HEHAEERER AWS
&P B AL ERETEEETENRER,

aws s3control create-bucket --bucket DESTINATION-OUTPOSTS-BUCKET --create-bucket-
configuration LocationConstraint=us-west-2 --outpost-id DESTINATION-OUTPOST-ID --
profile acctA --region us-west-2

T % put-bucket-versioning ti SR DESTINATION-OUTPOSTS-BUCKET f#1FETEE L AIRR
rEEl, BEEFRALSS , FAEBSHWERRK user input placeholders,

aws s3control put-bucket-versioning --account-id 123456789012 --bucket arn:aws:s3-
outposts:region:123456789012:outpost/DESTINATION-OUTPOST-ID/bucket/DESTINATION-
OUTPOSTS-BUCKET --versioning-configuration Status=Enabled --profile acctA

4. BIUIAMBRK AR, HREESHREY K LSBLREACHIEZE SOURCE-OUTPOSTS-BUCKET
f#17ETH#, S3 on Outposts BT UM ARURZEZTY G, ZEINIAMBENTBARWAE :

a. EIIAM A&,
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. HBHEHTIEEHRX  UKeRFEAMEKBBEHRTEMA s3-on-outposts-
role-trust-policy.json WHERER, LLBERER T S3 on Outposts AR E BIEEX
R A EREFT.

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"s3-outposts.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

i. BITY dRUBRIAG, UWEBSHERARN user input placeholders,

aws iam create-role --role-name replicationRole --assume-role-policy-
document file://s3-on-outposts-role-trust-policy.json --profile acctA

b. HIFABREZEIBHAE,

i. BHRTIFABE , UK CREEAMEMBITBEHEPEAH s3-on-outposts-
role-permissions-policy.json FER. WERER FEE S3 on Outposts f#
FETREYMHBENT.,. EEFALBE  FUAEZECSHERRN user input

placeholders,

"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

1,

"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-

OUTPOST-ID/bucket/SOURCE-OUTPOSTS-BUCKET/object/*",
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"arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-
OUTPOST-ID/accesspoint/SOURCE-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"
]
1,

{
"Effect":"Allow",

"Action": [
"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete"

1,
"Resource": [
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-
OUTPOST-ID/bucket/DESTINATION-OUTPOSTS-BUCKET/object/*",
"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-
OUTPOST-ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT/object/*"

]

i. FTTHGTHUEYEE , Y CEREAG, UEECHWERRN user input

placeholders,

aws iam put-role-policy --role-name replicationRole --policy-
document file://s3-on-outposts-role-permissions-policy.json --policy-
name replicationRolePolicy --profile acctA

5. ESHREHRIEZE SOURCE-OUTPOSTS-BUCKET 10T,

a. M S3 on Outposts APIEE XML BXWEEHRE , {E AWS CLI EEHLLL JSON BRIEE
EEHAE, JSON T HERfEEEreplication. jsonB ABEH LA B FHERSD,
EEFALER  FUEECSHNEARK user input placeholders.

{
"Role": "IAM-role-ARN",
"Rules": [
{

"Status": "Enabled",
"Priority": 1,
"DeleteMarkerReplication": { "Status": "Disabled" },
"Filter" : { "Prefix": "Tax"},
"Destination": {
"Bucket":
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"arn:aws:s3-outposts:region:123456789012:outpost/DESTINATION-OUTPOST -
ID/accesspoint/DESTINATION-OUTPOSTS-BUCKET-ACCESS-POINT"
}
}
]
}

b. #{TT% put-bucket-replication ¥ , BEEHREHIEEEMRKIR Outposts HEET
B, FEFALSS , BUALBEHNEARN user input placeholders,

aws s3control put-bucket-replication --account-id 123456789012 --
bucket arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-QUTPOST-
ID/bucket/SOURCE-OUTPOSTS-BUCKET --replication-configuration file://
replication.json --profile acctA

c. fEM get-bucket-replication i HREMERHE, FEFA LGS , FULECSHE
SAEMR user input placeholders,

aws s3control get-bucket-replication --account-id 123456789012 --bucket
arn:aws:s3-outposts:region:123456789012:outpost/SOURCE-OUTPOST-ID/
bucket/SOURCE-OUTPOSTS-BUCKET --profile acctA

6. 7E Amazon S3 XA HRIFHNLTE :

a. %A AWS Management Console 3¢ 7E BARX Amazon S3 £ &https:/
console.aws.amazon.com/s3/,

b. £ SOURCE-OUTPOSTS-BUCKET {#Zirfrh  EBY LA Tax WERK,
c. HEEHIYHEIBE SOURCE-OUTPOSTS-BUCKET 1288 M Tax BRI &,
d. 7E DESTINATION-OUTPOSTS-BUCKET f#1FErBEhERR T HE1E ;

« S3 on Outposts EEBE W4,

(® Note

S3 on Outposts EHWHFIEN FEREBRRYGE XN, IFENAEETERIRE
HMBER , F2H BUSERHKREET.

- EYHBRHERD  EERECREAER (LA AEETH).
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BEER

AE R S3 on Outposts FA] A b FAEREE R, MAHEEBRE , IR NAEHHFRESR.
NERODERHAENET , FSHR REES.

FE
- FRAERESEREE
BEREREEA
- BEHBRER
« 1£ Outpost E{FH EventBridge #1T S3 8

ERHERSEREREE

Outposts £H) S EERM T ESHETEERANFHEE, EBERBEEENMTH,. BRI
BFEXRE , B E 5 2EUNEREREE  EREEEE, ATHBRHERTMHERRE , £
A LAE%E Amazon EventBridge WS 5 &k AV E A,

BB B 51ZK , S3 Replication on Outposts &#% T 53512 % #ZE Amazon CloudWatch :

- HERRNUTE — HHEENERRA , BERRNYHALTABE.
- ERIEE — HHEENERRA  EFENRFTFBVARRRFTEEZ2INYVEALR.
- MERRHNAER - HHEENERARA , HERRNERRE. FRESUWH. MRESHER.

(® Note

S3 Replication on Outposts EZEHIFTEE R EE CloudWatch BETiEEMER., MFEFHHEE
2B CloudWatchE(E .

3

7,

WMERBREENA

BEEMRET 5B EH B E R Amazon S3 on Outposts 5 2 ¥4 #Y B BiAREE, HRMHNE B RER
2{& [0 PENDING, COMPLETED = FAILED, #EANEBE RS SEE REPLICA,
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BERRERT

EEED , B —ERERBTFER , BUUEH LEEEEE S3 on Outposts EE WY B i REF
BTEE, ERMELREFITERERYH (£ GetObject) MHFHLE R (£ HeadObject) B , S3
on Outposts B7EE FEFEE x-amz-replication-status ZHE , MFFAIR :

- ERRRRRETERFBRYM4E  IRFBRPHYHFEEBER , S3 on Outposts BIEEH x-

amz-replication-status &,

Bl | BREREEESHREDIEEWH IR TaxDocs , & H S3 on Outposts EBEEE BB BAIK
TaxDocs ¥k, RASEELLEBEERLESREBER (B0 TaxDocs/documentl. pdf) Ky
ERY4, SHEFLSBABAIBNVYHEER , S3 on Outposts B{EEl x-amz-replication-
status B8 , URRKRYHEFMREN THIE+ —{EE : PENDING, COMPLETED 2 FAILED,

(® Note

EYVHEBEL LETYHEBRLR , AIRELIERER, ZXEBRLEYH, HRBRDE
EACH ISR TFIRBAUTSREE , M SEERK FAILED A8, BAERMERR | fl,

MRFFETE I Outpost |EFH , ERAMRBFIFEIK FAILED , EE€R¥F PENDING, &
RIRELR EARRE | S3 on Outposts SHEE B E LYK,

- BEERRENMFEFITRBRYER , MREFRPHYHR S3 on Outposts EIUKEZ , S3 on
Outposts EEEI{E A REPLICA B x-amz-replication-status &8,

(® Note

EREMAERHRERFIEPRERDG <8 , CEXTREVHNERRE , BRREER
Wt

A Outposts £# Amazon S3 EAXEUE L BN EBRRE

ELNEEHRAIBA S3 on Outposts BB RE LS , AT LIRS REPLICA BUAANHREE, tNR A
MENEBFIEEBIBRED , AIESE x-amz-replication-status ZEEEE PENDING, MRE

RERBLSEEZEEPHER , AEEEESERD FAILED, RGP ERN IFIHEES  HEEESEM
{8 REPLICA,
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HEDERRE

HEREER 2R , MRYHERREEE B Amazon S3 on Outposts FEFRTEES |
HBE RO £ Th LA B 3648 IE R R

s

ERIELE

« S3 on Outposts EEMHFIENREREFAALERR , IIERFEME B Outposts FVEERE |, A
BEYIHEI KD

BRI UBERFENHNERRE, WRYHEEMREES PENDING , R S3 on Outposts {4 KT E
B. IRYHERRES FAILED , FRERFHEFIRBPARNERTHERE,

- ERFREEFETEPNEFHEED  BETIEE .
- BRI fEZET B A9 17 HNE Amazon Resource Name ( ARN ) IERE,

- SWEWMIBDERE, Hln , MRE[RTEHERESEGHIR Tax WYH , AIRSEEESR Tax/
documentl = Tax/document? EELB/EBIYH. TSEEEES/EM document3 Y
#,

- #REA Enabled,

- BREET AR TR L9SECEENRAZES, RIREB K7L ERARRES,

- MRENMREFITRHAS —E #E AWSIRF , fRIRFITrBEESECENHRETrRLERT
FFRER  AMRRHEIFBEEEESYH. MESH | FSEERME # i Outposts F1FET
BHTE HEERNRTIHTAWSIRE,

- MRENRBFIBFRURYHGER TR THIBBEER TEREE

- MRRKEBEFETRBIOYGRHS —BESHRBAEILNEZR , Bl S3 on Outposts TEEEZE
R, flan , MREKESHERFBEFITR AREIFEITE B, BRREIRFEETE C, Al S3on
Outposts T E#FFETE B PR HEXRAEEERTFITE C,

MRERERFETE ANYHERIFETE B NRETE C, BETRANERRAUF , BXK
REFTrRBERACKESEMEFIEENT, fln, ERFRRFTFEA LBEYMESERRA ,
HP-@ARATESIENSREERTEB, 5 —ERIERI BnNRAEFIE C.

- REREFITRERETURTHEM AWS IRF FFRIR LEWH. RIFFER  RKERETRESE
TEEMIRFEL < MHNEM[F, SERERREERRRFFTRERSE EHFIFFINY
e RTHGERHE , RRFEFITEEFETURTHA AWS 1RF 55l , SIERGBEMLY
#, EEELMHHNHEFIER,

- BEREGEESHEDHE—ERA K UEEEREEBNYHFE. EERT , BLAREIYH
RrigMIS EZB 88\ , LUFE S3 on Outposts BB, MREBERIYMY , 2B TBEBNE
ZEEYH , S3 on Outposts AR EEBZIH.

- MRFBETEBRREEFNTIEABENERSAR , AIBRERM :
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KR FEERTEE

"s3-outposts:GetObjectVersionForReplication",
"s3-outposts:GetObjectVersionTagging"

B Ryt RTRE -

"s3-outposts:ReplicateObject",
"s3-outposts:ReplicateDelete",
"s3-outposts:ReplicateTags"

- EVHRESZEHEK M Outposts B , Amazon EventBridge AJLUB IR, MEFFMEN |
B37E Outpost EfEf EventBridge #17 S3 5.

3
¢

£ Outpost Lf# M EventBridge #1T S3 5

Amazon S3 on Outposts B2 Amazon 4 , EventBridge 3£/ s3-outposts namespace.
EventBridge @ —B&E M RJ[EHFERERLE , TAREEAELHEREEERFENERER, NEF
& , 5526 Amazon A EIER R ER Amazon EventBridge ? . EventBridge

AT BRI T ESHERE , BRI LAERE Amazon EventBridge EWE B X MEHMBEH, 0
BEYHAREEZ B Mt Outposts , EventBridge ATLATE #{THER DBEHE, MEFME T HRESYHHN
BEIREE , F2 R EEREHE,

S E Outposts fEZITE B A S ESHEF , S3 on Outposts Fi AT LUGEHEIX = EventBridge, HEH
tHE R E , FFEEZMEEEENESHER, B LUFER EventBridge RASEHRBEH it
BfE, EventBridge Bt # , S3 on Outposts €& T~ 5|FTE S 4 &)X = EventBridge.

EHER HiR R =Ml
Operation BEEAARNYGEEERN, EFHFAT s3-outposts
FailedRep f# Outposts E# S3 EBAMER , F2

lication B {#F EventBridge 2% 48 Outposts kB

FEHER S3EER.
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ERAEER

£ 8 EventBridge R#248 Outposts kAR L# S3 EE

T&%IHE Outposts LB S3EBLRMER, &

2 E R Al EventBridge , %18 Amazon Simple

Queue Service ( Amazon SQS ) AWS Lambda, Amazon Simple Notification Service ( Amazon
SNS ) = Amazon CloudWatch Logs B MBEAKER ., MFEEHE EAELERFIFENFT M
&FA EventBridge , 2R FAEREBEE EventBridge.

BERRABMER

AssumeRoleNotPermitted

DstBucketNotFound

DstBucketUnversioned

DstDelObjNotPermitted

DstMultipartCompleteNotPermitted

DstMultipartInitNotPermitted

DstMultipartPartUploadNotPe
rmitted

iR

S3 on Outposts LT EEHREDIEE
# AWS Identity and Access Management
(1AM ) A,

S3 on Outposts H A ERSHERIEEN B W
Hh AT RE .

Outposts B Kyt fE1F AT 88 R R A=,
ZZ L Outposts LY S EEREEZTYH , &
VARA B Wit AT AR AR,

S3 on Outposts LA MBRIEEEEEIBH
i FITR. TR BN REFITIRAY s3-
outposts:ReplicateDelete 5l

S3 on Outposts LT B Bt fEFETEH
MEN DB LEE, e BVt FEFETEN
s3-outposts:ReplicateObject i
A,

S3 on Outposts L2 A B A i FETRE
MR R EE, AR BN REFITRN
s3-outposts:ReplicateObject &
A,

S3 on Outposts &L H Wit FEFETfEH L
BoBRLEEYH, ATaeRd Bt FEFITRAY
s3-outposts:ReplicateObject B
A,

EEES
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BRRABMER

DstOutOfCapacity

DstPutObjNotPermitted

DstPutTaggingNotPermitted

DstVersionNotFound

SrcBucketReplicationConfigMissing

SrcGetObjNotPermitted

SrcGetTaggingNotPermitted

SrcHeadObjectNotPermitted

SrcObjectNotEligible

iR

S3 on Outposts £ E 5 B #Y it Outpost ,
K& Outpost 1 S3 REEBREH,

S3 on Outposts LAY EEEI B Kt
EIRE. TR ENhFEFRTREN s3-
outposts:ReplicateObject Al

S3 on Outposts FEEEMHFEBRETEEN
hFEFETRE, TR BNRFITERMN s3-
outposts:ReplicateObject Al

S3 on Outposts &L 7E B Wit EF TR P RE
PRI IRA |, U EXMERAN PEE
*SI.O

S3 on Outposts 2B R Outposts #1F
IFREEBN FREERERE,

S3 on Outposts &L FHURRF T8
WYL ETER. RO RR#EFITE
f s3-outposts:GetObjectVersio
nForReplication &,

S3 on Outposts #&EHERIRF#FETER R
NHEBREA. TeERDIRFAFITEN
s3-outposts:GetObjectVersio
nTagging &,

S3 on Outposts L 2R 7% 77 R 88 B EY
P EER., TRERDRKREFTRN
s3-outposts:GetObjectVersio
nForReplication &,

MHTRHEERER. HINHEERTNS

EEES
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MEFM T BEREEE  F2EATIEE

':iﬂln
W

- BUIAMAE
- BIEHIRER

EventBridge £/ E5#% CloudWatch

£ TH#ITEESE | Amazon 82 Amazon CloudWatch. EventBridge automatic EventBridge &
CloudWatch , 8o EHSEXIERR . ELEECECRESHAINEHEE  URAAUAEEZENR
2., ERAE PEITE EventBridge , W AER AEBBANAAE BE, £ LER CloudWatch T3
FREERIEH EventBridge 1T A,

o IBATLAHE CloudWatch & Hx B5#3 EventBridge # BIA 7] FEventBridgesiZ. A% , BRI LA
CloudWatch B/RZ CloudWatch THEEREREHRFEERENE R, MRELEREINCEERFEEN
BETRE , ZRgWEEL , B T EKEUEEE1E,

« BB Amazon CloudWatch Logs % E %A EventBridge 2RI B &, % , EventBridge B3I
HEE&R , M CloudWatch Logs ER8REEHN X FREFABFER., NEFEFHEA , F2HE
EventBridge # CloudWatch H& o

:I:I'H
B

MBS EventBridge BH XM FEHNHMER , HSWTHITMH

- BEHERBRNFERAERFERTH
« 17 EventBridge 4

£ 7£ Outposts L3 H S3 AWS RAM

Amazon S3 on Outposts X #EiEiBFH AWS Resource Access Manager ( ) BHEABANZEIRSE H
A S3 AEAWS RAM, % S3 on Outposts 3t , B LA AFFHEH M ATEER Outpost L2 FIEE
RETE. WENFERE,

A E B REMAFER AWS RAM B2 AWS 1RFE AWS B8+ 5 — 1@ = S3 on Outposts F+EEEE
o

DB R

« Outpost BB & IRF B 1 AWS OrganizationsHEXEEM . MEFMEF , B2 (AWS
Organizations EAE1EFE) PHEIEE.
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- BBEEHERE AWS 1RF 2 S3 on Outposts RER ., MEFMET , F2H8 (AWS
Organizations fEA &R FHEIEEER AWS IRF,

- ENAEZEHANTIEE, —, HEENE_EER (FHED® Outposts) , FTrEFEIRE. IR =
EFHFERIE S3 on Outposts LRI E RIEFH — BB ER,

EIE 1 EIE 2
S3 on Outposts S3 on Outposts

AFFEAEE Outposts MFME LBURTFE AFFEABE Outposts MFEE LB URFE

i, WiHnEELRETE, i, WiHnEELRETE,
T8 Outposts

ARHEERECERAENERILESER (VPC) M AHMERAEES S3SFAEERMAWS
B SR ) F HB B AH B B A9 U B Outposts R A BEH, LAFEAEEHRA
Outposts 3 3 7 #8 & b 32 37 i 3o

B

1. AWS Management Console ff AWS &= #48 Outpost 9 EA , RETE https:/
console.aws.amazon.com/ram BEL AWS RAM i &,

2. FEWREMLETE AWS Organizations FRUFAEE B A AWS RAM., WMEFMENR , F28H (AWS
RAM &)Y RHTE AWS OrganizationsH B E R A,

3. FARFHPINEE1HREBEB2EVEREE, MREBEZE S3 on Outposts ER , fEEE
BEHRANEIRKN Amazon Resource Names ( ARNs ) » ZERAIRE , B AEN FREKS
Outpost,

MEMAETEFRHEANEN , 52680 (AWS RAM EAEER) FHNEVEFRLA,

4. BHBER AWS IRF 1y RIEFEZAEAER S3 on Outposts. RIRIGTE JoR R IEELAYRIE |
AaRFEERERETIIER

ZEIE 1 #EIE 2

Outpost ID Outpost ID
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I 1 BIE 2
VPC ID

FHE& ID
ZERMHE ID

® Note

FEAATLER AWS RAM £# &, AWS Command Line Interface ( AWS CLI ) AWS
SDKs=k REST R#ERER2EE X HAPI, FAE R LUER get-resource-sharesCLITH T 3R
REENERHLA,

5 F 2 451

FIRE S — Btk F H A M S3 on Outposts BiR#E , B ikF AT AEIRER Outpost LHYRETFRTEEFIYY
o MRIEIA Subnets (F#8E) IR , MERXIRS AT AEREELNIRR, T HIEHIREEEME W
AIEHAELERE AWS CLI , EA BE&EH Outpost EE).

Example : I f#FTE

THEHEENLBEE HNFEFITE. amzn-s3-demo-bucketl 1£ Outpost
top-01ac5d28a6a232904, HEFEALGTZEl , FBHEEE user input placeholder UK Al
BB ERARGINE,

aws s3control create-bucket --bucket amzn-s3-demo-bucketl --outpost-
id op-0lac5d28a6a232904

MEHGONEMER , F52B AWS CLI 2EF ) create-bucket,

Example : B ZHEUE

.

3
R

Styser

;L

{aif

THEHEFERTRTFNEFSE , £ Outpost LB FEE, RSS2,
input placeholder{@8f AWS EBE EXHRAA/ENEARFIINEEE,
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Parameter (Z¥) Value

¥R ID 111122223333

EERHERE example-outpost-access-point
Outpost ID op-0lac5d28a6a232904

Outpost REFETRER amzn-s3-demo-bucketl

VPC ID vpc-la2b3c4d5e6f7g8h9

@ Note

RF ID SRS EARRENRBESEN AWSIRF ID , R HAFEAE,

aws s3control create-access-point --account-id 111122223333 --name example-outpost-
access-point \

--bucket arn:aws:s3-outposts:us-east-1:111122223333:0utpost/op-0lac5d28a6a232904/
bucket/amzn-s3-demo-bucketl \

--vpc-configuration Vpcld=vpc-la2b3c4d5e6f7g8h9

MELBTWEEMERN , B2 2% create-access-pointAWS CLI HHY o

Example : EEY#4#

THlgEfleE LEER my_image. jpg EAEBENABERRREE S WUH image/
my_image. jpg EBFEE example-outpost-access-point £ Outpost £
op-0lac5d28a6a232904 , HH AWS WRFE#ER 111122223333, FRALSGRZH , @i%ELuser
input placeholderfEM AWS Eif BXHRRAELNEARFINEEE,

aws s3api put-object --bucket arn:aws:s3-outposts:us-
east-1:111122223333:0outpost/op-0lac5d28a6a232904/accesspoint/example-outpost-access-
point \

--body my_image.jpg --key images/my_image. jpg

WELWSHFEER , 528 AWS CLI 8EFH put-object,
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® Note
MRNEBEEHERKTINERIZEEE |, B0 VPCR e R B LA,
EEREERAHLAKEY , 5EMA list-shared-endpoints AWS CLI &5, MREEHLFiR
%, 558 Outpost EEE SR —EinE., WMEFMEN , 52/ Amazon Simple Storage
Service 2% ListSharedEndpoints AfJ , API

Example : 3 in3

T HIEE5I7E £ A Outpost EE M imE, EFEALGSZE , 584% Outpost ID, F#3& ID MZ£F4E ID
W user input placeholder BB AHEEEHERRFINE,

(@ Note
EAERBEERLAEE Outposts EIREF , = Be#I1TILIRE,

aws s3outposts create-endpoint --outposts-id op-0lac5d28a6a232904 --subnet-id XXXXXX --
security-group-id XXXXXXX

MENBSHEEMET , 5528 AWS CLI Z2EFH create-endpointe

£ Outposts EfEA S3 AWS AR B9 H fib

HE AT AWS IRFE B9 AWS Outposts th 7] LA & H Amazon S3 on Outposts &, £
Amazon CloudWatch # , S30utpostsin & ZB &R S3 on Outposts FAFATHRVGFMIEE , B
ELEETESHM NEHE AWS kiE. EEEEHA AWM S3 on Outposts BE AWS BR¥S , 38
BRETRPHEN.

AWS PR 7 B E— T #
Amazon S3 Fi & Direct S3 on Outposts AAE#HEHRFNIRFMREEE BZEEE
CloudWatchB&#51Z,
Amazon Elastic ¥ Amazon EBS on Outposts , & A LLZE AWS H—F T i
Block Store Outpost fEBRBE R , 7 S3 on Outpost AR TE
Mo
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AWS BR#5 EEPUN E—F T

( Amazon
EBS)

Amazon BRI LA Amazon RDSZA ¥ {p , BRDSTE R R FE E—F TR
Relationa Outpost LA,

| Database

Service

( Amazon

RDS )
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B2 S3 on Outposts

£ Amazon S3 on Outposts , AT LA#E AWS Outposts EE I S3 T | WHHEEEAKER
FE, AEEREENEREZENERAER  BRERDBHE[FNEEIH. S3 on Outposts =4
e E R S3 Outposts ( OUTPOSTS ) , EAEA Amazon S3 APIs , EETERM LS EEEM
RS LA BHEENARNERER AWS Outposts, BAILVEBERLEESE () FHAEFWMEM
im BHEARER Outpost fETZETEEEAVPC, & LAE Outpost fE1ZEr 88 L B2 Amazon S3 #1ZETE

HEH APIs # ThEE , SIEEFEIECK., MEMERKL. EALUEB AWS Management Console, AWS
Command Line Interface ( AWS CLI ) AWS SDKsB{ REST #Ef S3 on OutpostsAPl, MEFHME

# , H28 4R Amazon S3 on Outposts ?

INEEEEHE Amazon S3 on Outposts RFEFRAENFHEN , FSRE T I EE,

&

- f£H Amazon CloudWatch 1512 E 3 S3 on Outposts BE

« f£ Amazon Events ¥ S3 on Outposts =438 &1 CloudWatch
« fEF AWS CloudTrail A E5#2 S3 on Outposts

{5/ Amazon CloudWatch & S3 on Outposts BE

7T 1BV EE Outpost LWEIE S3 B&E , BREE I CloudWatch B~ , ERFEARBBIERE
KB A1, 1% S3 on Outposts CloudWatch 352 FEMER , 528 CloudWatch 1512, MRKRH
B ZERERFM Outpost LWV , EAPIHERIREREMNEHRE (ICE). BEEBNER , B NE
3 B E A FE E BHMIBRAY CloudWatch R |, SiEA LM BEHIBHBCR R BHAYH. BEEEMBRZ IR
FER , B LUEA AWS DataSync #$E #1£¢ Amazon S3 on Outposts fEFETEERE F K S3 #E
ETE8 AWS B, MEMEA BWFFMER DataSync , 528 AWS DataSync £ &SR RHIAFT AWS

DataSync,
CloudWatch 154&

S30utposts A ZEEE T % Amazon S3 on Outposts EZETEEIEE, BAILAEEMER S3 on
Outposts (U THEE ., MU TR TEBE , URBERTFIBNMENH X NMESFT. FIEER S3
AERFERETRIIESHBIEE, B S3 A& (HlE7E Outpost £ 771 Amazon Elastic Block
Store AR BB 5, Amazon Relational Database Service f&13) €% S3 A& , EX B EREIE
ok FAERAIEEF ., WMFE Amazon EBSAHERBHIFFMESRA , 5528 Outposts £H Amazon EBSZR
BIRE, H"EEREMN Amazon EBSEAIRE , FFi&ERh https://console.aws.amazon.com/billing/o
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® Note

S3 on Outposts EXE T FIIEEFE , MAXZEHM Amazon S3 151F.
7 S3 on Outposts EFEEMBERT , BMMIBZRER I CloudWatch B , UEZRERE
AEREBRFERERBAEZ,
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BAEESEENFHEENR , 7
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Type
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S3 on Outposts

S3 on Outposts, EFREH#E S3

RE,

S3 on Outposts, {ZRE# S3

mio

EMA., BAR S3 Replication
on Outposts.

ER., BAR S3 Replication
on Outposts.

#H, BEARM S3 Replication
on Outposts,
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£ Amazon Events ##UX S3 on Outposts 4418 &1 CloudWatch

BT LAE R CloudWatch E4F 3R 2 3 {11 Amazon S3 on Outposts APIE# IR A, B E A | &7
LURIEEBFTA X CloudWatch ¥ B EZWEIEA , 2% Amazon Simple Queue Service ( Amazon
SQS ) . Amazon Simple Notification Service ( Amazon SNS ) # AWS Lambda, MEFMET , 55
2/ Amazon CloudWatch Events £ & 8r PHAWS AJ¥EA CloudWatch = B 2 RIEEE,
ZEREZFEZEFA S3 on Outposts B B EZRTE , 5528 Amazon CloudWatch Events £ &5/ R HY
BYEMEA B AWS APIRHE RS H R Al AWS CloudTrail,  CloudWatch

(@ Note

¥/ S3 on Outposts ¥R , AWS APIREBEZRE T HENELEHNER (BIEMMME
FAEM4EEES ) B, SXNFIWUEHS CloudTrail T EEEMRABE, MEFMET , F2
B AWS CloudTrail fEA&ER FHIEA CloudTrail BFER.

Example

LA 2 DeleteObject REMEHIFRA, HEEMFEHALEFIRA , 55 H S3 on Outposts FEFETER
ZEMK amzn-s3-demo-bucketl,

"source": [
"aws.s3-outposts"
1,
"detail-type": [
"AWS API call through CloudTrail"
1,
"detail": {
"eventSource": [
"s3-outposts.amazonaws.com"
1,
"eventName": [
"DeleteObject"
1,
"requestParameters": {
"bucketName": [
"amzn-s3-demo-bucketl"
]
}
}
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}

£ AWS CloudTrail H&FE5#2 S3 on Outposts

Amazon S3 on Outposts 8 #& AWS CloudTrail , lWIRERMAFEAE. A S3 on Outposts AWS
BRIS & FrERENBIERIEC %, & LAER AWS CloudTrail 2ER4S S3 on Outposts 17T BAR AN Y4
[EiREEREVMEREERA , LATER FFC &% S3 on Outposts EHEH,

= ZRMAFTE Outposts FEFEFEEIIFE Outposts FEFETERIEE CloudTrail WERIEH | BXEE
FHETIEHE CloudTrail, 0% CloudTrail BFEREBWFMERFN , 552/ S3 on Outposts HFH1E
XIEH

#NZE S3 on Outposts CloudTrail EREHHTEEE |, 5828 Amazon S3 FRAZEIERE F A Amazon
S3 ERIZEH CloudTrail, Amazon S3

@ Note

« B3 AWS CloudTrail &85 # Outposts fEFETERNEMBANBRRHEER, RELED
BHBEK , AEFTERXAFENFRZR , EHBREL AFE. EEMATREE Amazon
Athena st I BEEH I TN ERE, WHEFHEF , FSBELFEE Amazon S3 on
Outposts 7T 88 /9 4 7p 8 B AE A8,

o MENMER CloudTrail BEEHEEH| , FSEMER 1 Amazon Athena T EZ &M, &HFRM4%
F4ESEE AWS CloudTrailZ2HIAWS E 2 & R EK.

A S3 on Outposts T8 ¥4 CloudTrail RYEE#

IETILAE A Amazon S3 £ A RERE AWS CloudTrail JBH#E , LA524& Amazon S3 on Outposts f#1ZET
BohYHNEREH, CloudTrail X EiC# S3 on Outposts ¥ BiRAPIIE#EDeleteObject , fliN
GetObject, # PutObject., EXEHBEEREH,

RIETERR , CloudTrail trails TEEHEREMH. TiB , BRI LR EBMEHEIEER S3 on Outposts
FREETENEREH | H5C8% T A S3 on Outposts FFEFENEREL AWS IRE,

CloudTraill T2 EEHE L2 HIEAER CloudTrail B4, b4 |, X 3IEFTAE S3 on Outposts FETFET
?E%&APH*VE%BQ B A CloudTrail S4B EE&ER. MEEBUNMAERN CloudTrail BFEMFFMER ,

=SB A Amazon CloudWatch Logs ERZ#RA1E XA Amazon Athena ZE# Knowledge Center LY
CloudTrail H&6. AWS
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EERTERRFCH S3 on Outposts @ IFETRMNEREH , LA LIEA AWS CloudTrail £ &E
Amazon S3 £ &, MRBERTEEHREH FATE S3 on Outposts EFITRRIVEREMH AWS 1R
5, BIfEA CloudTrail EF A E2FRER, WEFEA CloudTrail £ &5 EEBRLAFGE# S3 on Outposts
BEREHWHEEEN , 5528 AWS CloudTrail FA&EERE PN EREH,

/A Important
EREAEXNEINNEM. NFFEEF , 5526 AWS CloudTrail EfE.

THIRFRBIAER Amazon S3 £ A RERE CloudTrail JB#t , LA52#% S3 on Outposts fEFETEE
WERSH,

@ Note

AWS 1RF B HEZErEN AT , 2 — 1 LLERE S3 on Outposts ERIEHLUEEE 1
AWS CloudTrail,

A S3 on Outposts 7 Er 88 P ¥4 CloudTrail B & Bl E 450 &

1. & A AWS Management Console ¥ 7E Bk Amazon S3 £ & https://console.aws.amazon.com/
s3/s

ELEBIEEEKAF |, B2 Outposts buckets (Outposts fE1ZETEE),

FH BELERHEEEREHMN Outposts fE1ZEr B Z 8 CloudTrails

i#1Z Properties (B).

FEAWS CloudTrail ERIEHEERF , BEHE PEE CloudTrail

o ~ w0 DN

AWS CloudTrail E#2 & &R
BRI LB S FHY CloudTrail EMRBERERRENER , YREETEBHRPICHER S3on
Outposts EHEH,

6. 7 CloudTrail TR EEFRIREE L , BEEVIEH

7. ESBR1ZZEHBMEEE L, REEHRNEE, B S AEEREREREKHK. BEELRE
R EMERE , RREET—F,

8. HILR2EZHAREMHEENEHEET , REENSEN
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9.

SHHEEREHER | 1842 S3 Outposts, iBIE Next (F—F).

@ Note

- EEEIER WY S3 on Outposts WEREERIEHOMKE  VETFEIEEERE
g,

- MREAEA CloudTrail £ A& Eiﬁ%ﬁﬂ&%#?ﬁim S3 Outposts. MFEHEIM
£ CloudTrail TR A HEIEHNER , 2B AWS CloudTrail fEAEERE R
AERSEMNMEMER, ﬂﬂﬁﬁﬁﬁﬂﬂﬂﬁ: A CloudTrail3%E S3 on Outposts
BEREHEBMNENR , 528 AWS CloudTrail A& PHYECHE Amazon S3 ¥
HHEREHS.

- WMBREFEH AWS Command Line Interface ( AWS CLI) = AWS SDKs , &%
resources.type W{ERES AWS: :S30utposts: :Object., MFEMAFER L&
S3 on Outposts ERIEHHFEME T AWS CLI , 552 AWS CloudTrail A&
R AYEC 8% S3 on Outposts 4,

« MREFEH CloudTrail T3 A Amazon S3 A RZEIBM , LAEEE S3 on
Outposts fEFITENEREH , Amazon S3 ERASENXRETROCRAYEBR
0%

ASRIRAYERVEE -  WEERENERBUENBFSEN. AR EFEVER.

{2 S3 on Outposts FEFETEE R ¥4 CloudTrail BV & RIS #3528

1.

o ~ 0D

& A AWS Management Console It 1£ BARX CloudTrail E£3% & https://console.aws.amazon.com/
cloudtrail/,

EEAEEERP , BREER,

BIER O BT R S3 on Outposts EITEcESHNEHR B,
FEMHNFEERERL  BEL LANELEREE.
EHRNEFELRP | BEFELRE,

Amazon S3 on Outposts AWS CloudTrail BHi$#ERIEB

Amazon S3 on Outposts EEEH4AiEIB S AWS CloudTrail, tbok | BAILLEE S AWS
CloudTrail$ By & ¥ S BH B 5FaC sk W Bk
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Bt —EHRE  EBESHURARERNEARNZELMIEEREM S3 #7FEr®F. CloudTrail
Outposts #ZETEH HFEE S H MWL edgeDeviceDetails , A BIIE EMZITEFTER Outpost.

Hi AFMU S ERROEE. BEMN BHIRER , AR request parameters. CloudTrail log fERT 2
NEIAPIFEI A HE BB , Atk EMTE MBS EIEFRE T

T5|gEHIF R CloudTrail ERYBFEERE , R& PutObjectt BifEs3-outposts.

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/yourUserName",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "yourUserName"
},
"eventTime": "2020-11-30T15:44:337",
"eventSource": "s3-outposts.amazonaws.com",
"eventName": "PutObject",
"awsRegion": "us-east-1",

"sourceIPAddress": "26.29.66.20",
"userAgent": "aws-cli/1.18.39 Python/3.4.10 Darwin/18.7.0 botocore/1.15.39",
"requestParameters": {
"expires": "Wed, 21 Oct 2020 07:28:00 GMT",
"Content-Language": "english",
"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",
"ObjectCannedACL": "BucketOwnerFullControl",
"Xx-amz-server-side-encryption": "Aes256",
"Content-Encoding": "gzip",
"Content-Length": "10",
"Cache-Control": "no-cache",
"Content-Type": "text/html; charset=UTF-8",
"Content-Disposition": "attachment",
"Content-MD5": "je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY",
"x-amz-storage-class": "Outposts",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",
"bucketName": "amzn-s3-demo-bucketl",
"Key": "path/upload.sh"
},

"responseElements": {
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"x-amz-server-side-encryption-customer-key-MD5": "wJalrXUtnFEMI/K7MDENG/
bPxRfiCYEXAMPLEKEY",

"X-amz-server-side-encryption": "Aes256",
"x-amz-version-id": "001",
"Xx-amz-server-side-encryption-customer-algorithm": "Aes256",

"ETag": "d41d8cd98f00b204e9800998ecf8427F"
},
"additionalEventData": {
"CipherSuite": "ECDHE-RSA-AES128-SHA",
"bytesTransferredIn": 10,
"x-amz-id-2": "29xX@BV20
+XOHKItvzY1sulvli6A52E0z0X159fpfsItYd58IhXwKxXAXI4IQkp6",
"SignatureVersion": "SigV4",
"bytesTransferredOut": 20,
"AuthenticationMethod": "AuthHeader"
I
"requestID": "8E96D972160306FA",
"eventID": "ee3b4e@c-abl2-459b-9998-0a5a6f2e4015",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::S30utposts::0bject",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/path/upload.sh"

1,
{
"accountId": "222222222222",
"type": "AWS::S30utposts::Bucket",
"ARN": "arn:aws:s3-outposts:us-east-1:YYY:outpost/op-0lac5d28a6a232904/
bucket/"
}
1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "444455556666",
"sharedEventID": "@2759a4c-c040-4758-b84b-7cbaafl7747a",
"edgeDeviceDetails": {
"type": "outposts",
"deviceld": "op-0lac5d28a6a232904"
},

"eventCategory": "Data"
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E1:]
« Amazon S3 on Outposts API#gE
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£

- AREEYHH Amazon S3 APIEE

- AREEFFETEA Amazon S3 Control API#RE
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HAREEYHH Amazon S3 APIIEE
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ERAEER

Amazon S3 on Outposts & T %l Amazon S3 API&E :

HAREEF#FZITEMN Amazon S3 Control APIRE

S3 on Outposts x#& T 5 Amazon S3 #Z4IAPIRAE | LAMERAFFETE,

AbortMultipartUpload

CompleteMultipartUpload

CopyObject
CreateMultipartUpload

DeleteObject
DeleteObjects

DeleteObjectTagging

GetObject
GetObjectTagging

HeadBucket

HeadObject
ListMultipartUploads

ListObjects
ListObjectsV2

ListObjectVersions

ListParts

PutObject
PutObjectTagging

UploadPart
UploadPartCopy

CreateAccessPoint

CreateBucket

DeleteAccessPoint

DeleteAccessPointPolicy
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteAccessPointPolicy.html
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* DeleteBucket

» DeleteBucketLifecycleConfiguration

» DeleteBucketPolicy

» DeleteBucketReplication

» DeleteBucketTagging

* GetAccessPoint

» GetAccessPointPolicy

» GetBucket

» GetBucketLifecycleConfiguration

» GetBucketPolicy

» GetBucketReplication

* GetBucketTagging

» GetBucketVersioning

» ListAccessPoints

» ListRegionalBuckets

» PutAccessPointPolicy

» PutBucketLifecycleConfiguration

» PutBucketPolicy

» PutBucketReplication

» PutBucketTagging

» PutBucketVersioning

S3 on Outposts B Outposts APIFIR/E

S3 on Outposts # T % Amazon S3 on Outposts APIIRVERE R ix 2,

» CreateEndpoint

DeleteEndpoint
ListEndpoints
ListOutpostsWithS3
ListSharedEndpoints
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_ListRegionalBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutAccessPointPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_control_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_CreateEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_DeleteEndpoint.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListEndpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListOutpostsWithS3.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_s3outposts_ListSharedEndpoints.html
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FHASDKE AR Java B9 A& S3 on Outposts 5%E S3 2%l A Fim

T HIEa56E A AWS SDK for Javas Amazon S3 on Outposts 5% Amazon S3 ##IfAFik. & EFH
LEEfl |, R B SN ERRNSE user input placeholder,

import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.services.s3control.AWSS3Control;
import com.amazonaws.services.s3control.AWSS3ControlClient;

public AWSS3Control createS3ControlClient() {
String accessKey = AWSAccessKey;

String secretKey = SecretAccessKey;
BasicAWSCredentials awsCreds = new BasicAWSCredentials(accessKey, secretKey);

return AWSS3ControlClient.builder().enableUseArnRegion()
.withCredentials(new AWSStaticCredentialsProvider(awsCreds))
.build();

¥ S3 on Outposts IR HEER IPv6

Amazon S3 on Outposts 1 S3 on Outposts EHEB IR EEA IPVEE IPVABAHEF K S3 on
Outposts #1778, IPv6 21 S3 on Outposts , AT LLEIB S3 on Outposts APls Ei IPv6e#E g ZE
MR ERFREITBEAEHTEER,

(® Note
IPv6 #83&F X8 S3 on Outposts ##EEI1E ( fil40 PutObjectD GetObject ) o

ZEIBIPv6#ARE 7HY S3 on Outposts EFEREINEM. WF S3 on Outposts WEFMERA , 5F2E S3 on
Outposts EfE.

3]
« AP IPv6
- EAEHEIRIIZEBIPV6HEIE HEER
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://aws.amazon.com/outposts/rack/pricing/
https://aws.amazon.com/outposts/rack/pricing/
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« TEIAMBUR S IPv6i it

« BIE IP st ARA M

- |IPv6 ¥&H /A AWS PrivateLink

 7£ Outposts Ff#/H S3 EHBinE

AP IPv6

£ EEIB [ S3 on Outposts FEFEFEEIZEHERIPVG , BN EFRAEHEIRE ., T —8IRBUNMIPV6HE
REfB IR LER,

LT REBIER 7H S3 on Outposts FITR AN EEEZEIPV6EE :

- BERRAAFENFIRHEFIFEBNMEETEER IPv6,
- EREERANBRERABERBXEIPV6IFI. MFEFMENR , FFSEE Outposts EFEH S3 &
Bim .

- IMRIBIE AWS ldentity and Access Management ( IAM ) &= S3 on Outposts fEFETEE BUR
REARIR IP it E5iE | X EEHRBERAERIPveib it EE,

(® Note

WEREBEAR S3 on Outposts FEFETEBIRIE , WIEH B IPVoHKN FEER, IPv6 #EE
A% Amazon S3 on Outposts ¥4 B)1E.

- £/ BIPv6e , ARSI HFERSLL IPve B L IP #hit, BSEEFH AR S3on
Outposts BFERMWIRETE, ESHEMNEHE  LIEMMTAIRERCHNIER IP IPv6 ik, &
# EFNIE, ESHENSESEREIFERICHIER IP IPV6 i,

{5 F & 3 B i BLEIB 1PV AR BR 4R HH 55K

& EFEIB ¥ S3 on Outposts APIFEILR HFERIPvE |, &R a] LAEIR AWS CLI = E S B iR 2 AWS

SDK. &EmEZIEIBIPV6EA G ERIPvAEAREFE S3 on Outposts , Amazon S3 2 HIAPIR/ER
S3 on Outposts R/EREEHFNEMHERE, S3 APl S3 TiBFEEE , IPVv6iBEE A~ X#E S3 on Outposts

VI Ep4E ()30 PutObject=k GetObject ) o

£ AWS Command Line Interface ( AWS CLI ) #1 B AWS SDKs , &aI A E SEHEERETE
AEHBIRE, ZHOUNEESEHBIREIEEABREERD S3 on Outposts HHNEE.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIsBucket
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html#S3OutpostsAPIs
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/S3OutpostsAPI.html
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BaLAEAEMBIRE | IPv6eft T FI4E{a18 B £EX S3 on Outposts f#FETEE :

- AWSCLI , 2R t FREHEEIRE AWS CL,
« AWS SDKs , @28 % [ S3 on Outposts # it & ix B AWS SDKs,

FEIAMBR SR R 6 IPv6 3t it

B AIPveEBEAEEFEL S3 on Outposts REFETEEZE] , L EHAR IP it EFBIAMMYEH &
2% S3 on Outposts FEFEFEEBUER , LB SIPvoibit EE, MR AKRFEH IP it E5HE BURREEIPV6it
i, AIEREFERAIPVeEAHGER , ATeE =R K E¥ S3 on Outposts EFEFEBHFEUE,

IAM €7 IP it BV BUR A IP Mt REE F . T % S3 on Outposts 17 BT &8 BUR 3% Bl
54.240.143, * £/ IP IPv4ti it R EE 7R LFF bt AY |P EE, & b EE AT IP it AE 446
#17HY S3 on Outposts #1778 ( DOC-EXAMPLE-BUCKET ) . FARAFTAIPv6iEiE EE8 H R FFAY &8

, E Lt R &P LEIPv6ith it 77 BX DOC-EXAMPLE-BUCKET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
"Action": "s3outposts:*",
"Resource": "arn:aws:s3-outposts:region:111122223333:outpost/OUTPOSTS-ID/
bucket/DOC-EXAMPLE-BUCKET/*",
"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
}
}
]
}

& A LA& SR S3 on Outposts EFEEFE BRI ConditionTtE , AAFF IPv4 (1 54.240.143.0/24)
A IPv6 ( 2001:DB8:1234:5678::/64 ) thut&HE , M T SISEHIFT R, LA LAE A& RBERNHE
BEEE ConditionEHRREFHIAME A EMFEFETEBER

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress
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"54.240.143.0/24",
"2001:DB8:1234:5678::/64"

EEFAZHIPVG , BABEHER IP it EHENFTEHEBEIAMER & MFEFZITBEBER | UAFIPveit
WEE, RTRENIPveIEE 2/ , BEREMFEAEBN U SEREFRAMBERIPvE, NEAHFE
BFE IPveM WEFIFEBEEHIPVS |, 528 RE4EE IP it FE,

WA LAER 1AM X3 &R BIAMSE B & BXKhttps://console.aws.amazon.com/iam/, ME KFEHME
IAM , 5528 IAM FFHEER . MEHFBMME S3 on Outposts FEFEFBBIRMNENR , FSH fMiER
#m#8 Amazon S3 on Outposts #1787 B 1Y fE 17 BT R BUR

BIE P bt AR A

WREFA Linux 3 Unix HITEEE , 5 macOS X £4& , £ LUEIR AIEYEHBIREMNFEIPYG,
flan | EEEIB B E Amazon S3 on Outposts i BHYEARIPVG |, EBFEA digh s :

dig s3-outposts.us-west-2.api.aws AAAA +short

MRE ERREIPvOREE L EHBIGE | digh T REEERIPVORY I, 10

dig s3-outposts.us-west-2.api.aws AAAA +short
2600:1f14:2588:4800:b3a9:1460:159f :ebce
2600:1f14:2588:4802:6df6:clfd:ef8a:fc76

2600:1f14:2588:4801:d802:8ccf:4e04:817

IPv6 &8 £ AWS PrivateLink

S3 on Outposts Z#& AWS PrivateLink B flix 28 IPveBIAHE. FEiB IPVeBEAERN AWS
PrivateLink X8 , B A BB R A MIEER , VPCEBIPVORKERE ANWRK RS, ¥
AWS PrivateLink S3 on Outposts #JIPv63z &t A] & AWS PrivateLink EEE€ ¥ BimBE S, WF WA
IPv6A XA #9588 AWS PrivateLink , 582 B AWS PrivateLink R #5 Him 2 iR IPVEER FIEE
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/
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® Note

EEHAZEN IP thut AL FHIPvAA IPv6 , 52 B AWS PrivateLink SR &5/ PHIEN
SEN IP shubdER,

IPv6 & &L £/ AWS PrivateLink

WMREAFEA AWS PrivateLink 8¢ IPv6 , B X EE I IPvesEHBVPCHHEIRS . MFNMER B
VPCifi 2h 8 — i 25 B8 AWS Management Console , 28 AWS PrivateLink £ &1ER R EANE
VPCim 27 E AWS fR# o

AWS Management Console

FRATYEFEILEREZE S3 on Outposts BN TEVPCHz B,

1.

N o o bk~ Db

10.

11.
12.

& A AWS Management Console ¥ BIRIVPCE2 & https://console.aws.amazon.com/
vpclo

FEEERPEZRRE

BEE IR,

£ Service category (AR E) #F , EIE AWS services.

SHEARE AT | BIE S3 on Outposts fR#E ( com.amazonaws.us-east-1.s3-outposts ) o
&H¥ VPC |, BEEAEVPCHEH 77EL S3 on Outposts B9

HR A | BESAEESHEFEE S3 on Outposts M 7] A 15812 — B 78K, BEE®E
HENTAEREAERZEFER, HARENSEFER , SEUFN MR EH, 18
B, FRK IP it SEN IP it EREMGRERAR I H, EEARMERNEIEE P it
it , FFREEE P bt , RERRIPV6 TS bt STE W A bt

A P it FEHE | 832 Dualstack . #% IPv4F] IPv6 bt iERIG BN IR AN E. REE
FIEZEN FBRERES IPv4R IPv6 it SEERS | F X EIthiRE,

HRRLEE  EREEERHNVPCHERAENAEVEBN LS HE, BEBERT , ARL
SRS HE MHEBVPC,

SPYBUR | BEEXTEFIE , UAHRE LFMEERNAMEXRETHREREVPC, B8, 7
BIEAFTREREVPCIHEBR , W4 EREVPCHYE LHITERBENTT, AEERKEX
EVPCIHBBUERR , TREFAMIEE, WEFHEF K F2ERIEBE,

(EA) ZEHMPER , 55121F Add new tag FEER) , RAEZAAEBRNENE,
BEETIRE,
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https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#supported-ip-address-types
https://docs.aws.amazon.com/vpc/latest/privatelink/configure-endpoint-service.html#supported-ip-address-types
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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Example — S3 on Outposts #1787 8 B

EZE R FF S3 on Outposts ERMHVPCIR B EE) , BATLAEH S3 on Outposts BUER , MARFIR :

{
"Statement": [
{
"Effect": "Allow",
"Action": "s3-outposts:*",
"Resource": "*",
"Principal": "*"
}
]
}
AWS CLI
(® Note

EERVPCimE FRUAIPVvERRE , %A% S3 on Outposts
#SupportedIpAddressType BB FMHIPVEERE -

THEFIFER create-vpc-endpoint i &2 M #HHY & B8\ HixE.

aws ec2 create-vpc-endpoint \

--vpc-id vpc-12345678 \

--vpc-endpoint-type Interface \

--service-name com.amazonaws.us-east-1.s3-outposts \
--subnet-id subnet-12345678 \

--security-group-id sg-12345678 \

--ip-address-type dualstack \

--dns-options "DnsRecordIpType=dualstack"

RI& AWS PrivateLink BRISHRE | MTEV VIR EHERTREFEEZLAVPCIRHRBAHIEEHES |, &
£/, WMEFHMER , F2B AWS PrivateLink EAEEE PAVE S MIEE Ik BIERF K.

THI&HIf6EA modify-vpc-endpointis s , # IPVEREVPCIHMEH ALK BIREY ., EHEBIREY
ARFFFEL IPv4F IPvE 8RS

aws ec2 modify-vpc-endpoint \
--vpc-endpoint-id vpce-12345678 \
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--add-subnet-ids subnet-12345678 \
--remove-subnet-ids subnet-12345678 \
--ip-address-type dualstack \
--dns-options "DnsRecordIpType=dualstack"

WMEMA A BRAIPvEHER MW EE4E A AWS PrivateLink , 5522 B {# FH AWS PrivateLink BR#% #1524
DiiRIPVEEEFIEEE

# Outposts L S3 EHBimE,

S3 on Outposts % 3t &% B X ¥ S3 on Outposts FEZETEAVEER , BB IPv6H IPv4, ZAREFEREA LN
A€ F S3 on Outposts it B iR E,

&

« S3 on Outposts & i & i 2}

- ®EAEHBHE AWS CLI

« #% {5 S3 on Outposts 3 & ik 2 AWS SDKs

S3 on Outposts % i & i B

EEMEHBImB IR HFERE |, S3 on Outposts EFErBRFURLEN & IPVeDX IPvaltttt, INEEIEIR 77
HY S3 on Outposts EZETEANFMETIPYE , 2B ¥ S3 on Outposts I HEER IPv6,

EEFEIBEHBIKETFE S3 on Outposts fE1ZETEE | %E}ﬂ%?‘“'ﬁﬁ”ﬁ%ﬁ% . S3 on Outposts EX#E
ESEHBIREEE K EXRTESEEEEREABEN—

HRNEHBRERAFIPsin® , FEATHRBEH !

s3-outposts-fips.region.api.aws

HWREHBIEFIPSIRE: , FBEATIwAES

s3-outposts.region.api.aws

(® Note
S3 on Outposts X EERFTE N in 2 & B,
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https://aws.amazon.com/blogs/networking-and-content-delivery/expedite-your-ipv6-adoption-with-privatelink-services-and-endpoints/

Amazon S3 on Outposts EREER

¢t EAEHEEE AWS CLI

AEFIR AL AP & HE B B IR HFE R AWS CLI i S Eifil. MERTE WIER AWS CLI, FE2E A
SDKE A K Java 9 AWS CLI 1 AP,

BT LAIE AWS Config R KR EREuse_dualstack_endpointtrueFHSHEERES |, #
s3# s3api AWS CLI s B IR HHIFTA Amazon S3 EREMIEEEFNEHBIRE, BLER --
regioniBE , FHEERPHIGTFTEEEE,

R FEAEHERRER AWS CLI, EXBpathEutiERX, EFHEBERPRENEUERS , ERERF
FRrERBREIHEBBPERE PURL. MEFEFMEEF , 5526 sloutposts (£ AWS CLI EREE
)

EEER FREHBIRE AWS CLI, 54 --endpoint-url 288 http://
s3.dualstack.region.amazonaws.comzf https://s3-outposts-
fips.region.api.awsimBBEMER , LUESMEM s3controls s3outpostsiifo

Flan -

$ aws s3control list-regional-buckets --endpoint-url https://s3-
outposts.region.api.aws

& £/ S3 on Outposts & i & i B AWS SDKs
AERIR M {55 ) T EN 3 B g B AV &3 5) AWS SDKs,
AWS SDK for Java 2.x & it & i 2 & {5

THEFIREIAER S3ControlClient# S30utpostsClient#Ehl , M I S3 on
Outposts A 5 i B R A & 3 B % B AWS SDK for Java 2.x. 1% A Amazon S3 on Outposts 2 37 F38l
AL Java EHIRIEREA , 26 LASDKEAR Java B AWS CLI #l AP,

Example - B E AL H B HIS3ControlClient$H 5!

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3control.S3ControlClient;

import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsRequest;
import software.amazon.awssdk.services.s3control.model.ListRegionalBucketsResponse;
import software.amazon.awssdk.services.s3control.model.S3ControlException;
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public class DualStackEndpointsExamplel {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");
String accountId = "111122223333";
String navyId = "9876543210";

try {

// Create an S3ControlClient with dual-stack endpoints enabled.

S3ControlClient s3ControlClient = S3ControlClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListRegionalBucketsRequest listRegionalBucketsRequest =

ListRegionalBucketsRequest.buildexr()

.accountId(accountId)

.outpostId(navyId)

.build();

ListRegionalBucketsResponse listBuckets =
s3ControlClient.listRegionalBuckets(listRegionalBucketsRequest);
System.out.printf("ListRegionalBuckets Response: %s%n",
listBuckets.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S3ControlException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client
// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();

g
E
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}

Example - B ER A€ HBIF 2 S30utpostsClienty

import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3outposts.S30utpostsClient;

import software.amazon.awssdk.services.s3outposts.model.ListEndpointsRequest;
import software.amazon.awssdk.services.s3outposts.model.ListEndpointsResponse;
import software.amazon.awssdk.services.s3outposts.model.S30utpostsException;

public class DualStackEndpointsExample2 {

public static void main(String[] args) {
Region clientRegion = Region.of("us-east-1");

try {

// Create an S30utpostsClient with dual-stack endpoints enabled.

S30utpostsClient s30utpostsClient = S30utpostsClient.builder()
.region(clientRegion)
.dualstackEnabled(true)
.build();

ListEndpointsRequest listEndpointsRequest =

ListEndpointsRequest.builder().build();

ListEndpointsResponse listEndpoints =
s30utpostsClient.listEndpoints(listEndpointsRequest);
System.out.printf("ListEndpoints Response: %s%n",
listEndpoints.toString());
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 on Outposts
couldn't process
// it, so it returned an error response.
e.printStackTrace();
}
catch (S30utpostsException e) {
// Unknown exceptions will be thrown as an instance of this type.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 on Outposts couldn't be contacted for a response, or the
client

E
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// couldn't parse the response from Amazon S3 on Outposts.
e.printStackTrace();

R IEFE Windows AWS SDK for Java 2.x LR |, BOEEERE T Java EEE#EE (JVM) B
%

java.net.preferIPv6Addresses=true

fEREHERIRE API M7 2006-03-01 191



Amazon S3 on Outposts EREER

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

API fRZs 2006-03-01 cxcii



	Amazon S3 on Outposts
	Table of Contents
	什麼是 Amazon S3 on Outposts？
	S3 on Outposts 如何工作
	區域
	儲存貯體
	物件
	鍵
	S3 版本控制
	版本 ID
	儲存方案和加密
	儲存貯體政策
	S3 on Outposts 存取點

	S3 on Outposts 功能
	存取管理
	儲存記錄和監控
	高度的一致性

	相關服務
	存取 S3 on Outposts
	AWS Management Console
	AWS Command Line Interface
	AWS SDKs

	支付 S3 on outposts
	後續步驟

	設定 Outpost
	訂購新 Outpost

	Amazon S3 on Outposts 與 Amazon S3 有何不同？
	S3 on Outposts 規格
	API S3 on Outposts 支援的操作
	S3 on Outposts 不支援的 Amazon S3 功能
	S3 on Outposts 網路需求

	Amazon S3 on Outposts 入門
	開始使用 AWS Management Console
	建立儲存貯體、存取點和端點
	後續步驟

	使用SDK適用於 Java 的 AWS CLI 和 入門
	步驟 1：建立儲存貯體
	步驟 2：建立存取點
	步驟 3：建立端點
	步驟 4：將物件上傳至 S3 on Outposts 儲存貯體


	適用於 S3 on Outposts 的網路
	選擇您的網路存取類型
	存取 S3 on Outposts 儲存貯體和物件
	跨帳戶彈性網路界面

	使用 S3 on Outposts 儲存貯體
	儲存貯體
	存取點
	端點
	API S3 on Outposts 上的操作
	建立和管理 S3 on Outposts 儲存貯體
	建立 S3 on Outposts 儲存貯體
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java

	新增 S3 on Outposts 儲存貯體的標籤
	使用 S3 主控台
	使用 AWS CLI

	使用儲存貯體政策管理 Amazon S3 on Outposts 儲存貯體的存取
	新增或編輯 Amazon S3 on Outposts 儲存貯體的儲存貯體政策
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java

	檢視 Amazon S3 on Outposts 儲存貯體的儲存貯體政策
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java

	刪除 Amazon S3 on Outposts 儲存貯體的儲存貯體政策
	使用 S3 主控台
	使用 AWS CLI

	儲存貯體政策範例
	根據特定 IP 地址管理對 Amazon S3 on Outposts 儲存貯體的存取
	限制特定 IP 地址的存取
	允許 IPv4和 IPv6 地址



	列出 Amazon S3 on Outposts 儲存貯體
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java

	使用適用於 Java 的 AWS CLI 和 取得 S3 on Outposts SDK 儲存貯體
	使用 AWS CLI
	使用 AWS SDK for Java

	刪除 Amazon S3 on Outposts 儲存貯體
	使用 S3 主控台
	使用 AWS CLI

	使用 Amazon S3 on Outposts 存取點
	建立 S3 on Outposts 存取點
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java

	針對您的 S3 on Outposts 儲存貯體存取點使用儲存貯體樣式別名
	存取點別名
	尋找存取點別名

	在 S3 on Outposts 物件操作中使用存取點別名
	限制

	檢視存取點組態的相關資訊
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java

	檢視 Amazon S3 Outposts 存取點清單
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java

	刪除存取點
	使用 S3 主控台
	使用 AWS CLI

	新增或編輯存取點政策
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java

	查看 S3 on Outposts 存取點政策
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java


	使用 Amazon S3 on Outposts 端點
	在 Outpost 上建立端點
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java

	檢視 Amazon S3 on Outposts 端點上的清單
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java

	刪除 Amazon S3 on Outposts 端點
	使用 S3 主控台
	使用 AWS CLI
	使用 AWS SDK for Java



	使用 S3 on Outposts 物件
	將物件上傳至 S3 on Outposts 儲存貯體
	使用 複製 Amazon S3 on Outposts 儲存貯體中的物件 AWS SDK for Java
	使用 AWS SDK for Java

	從 Amason S3 on Outposts 儲存貯體取得物件
	使用 AWS CLI
	使用 AWS SDK for Java

	列出 Amazon S3 on Outposts 儲存貯體中的物件
	使用 AWS CLI
	使用 AWS SDK for Java

	刪除 Amazon S3 on Outposts 儲存貯體中的物件
	使用 AWS CLI
	使用 AWS SDK for Java

	使用 HeadBucket 來判斷 S3 on Outposts 儲存貯體是否存在，以及您是否具有存取許可
	使用 AWS CLI
	使用 AWS SDK for Java

	使用SDK適用於 Java 的 執行和管理分段上傳
	在 S3 on Outposts 儲存貯體中執行物件的分段上傳
	使用分段上傳在 S3 on Outposts 儲存貯體中複製大型物件
	列出 S3 on Outposts 儲存貯體中物件的片段
	擷取 S3 on Outposts 儲存貯體中進行中的分段上傳清單

	在 Outposts 上使用 URLs S3 預先簽章
	限制預先簽章URL功能
	誰可以建立預先簽章 URL
	S3 on Outposts 何時會檢查預先簽章 的到期日期和時間URL？
	使用預先簽章來共用物件 URLs
	使用 AWS SDKs
	使用 AWS CLI

	產生預先簽章，URL將物件上傳至 S3 on Outposts 儲存貯體
	使用 AWS SDKs 產生 S3 on Outposts 物件操作URL的預先簽章


	Amazon S3 on Outposts 搭配本機 Amazon EMR on Outposts
	建立和設定 Amazon S3 on Outposts 儲存貯體
	開始使用 Amazon EMR搭配 Amazon S3 on Outposts
	建立許可政策
	建立和設定叢集
	組態概觀
	考量事項


	授權和身分驗證快取
	設定授權和身分驗證快取
	驗證 SigV4A 簽署


	S3 on Outposts 中的安全性
	IAM 使用 S3 on Outposts 設定
	適用於 S3 on Outposts 政策的主體
	S3 on Outposts ARNs的資源
	適用於 S3 on Outposts 的範例政策
	適用於 S3 on Outposts 端點的許可
	S3 on Outposts 的服務連結角色

	S3 on Outposts 中的資料加密
	AWS PrivateLink 適用於 S3 on Outposts
	法規與限制
	存取 S3 on Outposts 介面端點
	AWS CLI 範例
	AWS SDK 範例

	更新內部部署DNS組態
	為 S3 on Outposts 建立VPC端點
	為 S3 on Outposts 建立儲存貯體政策和VPC端點政策
	範例：限制從VPC端點存取特定儲存貯體
	範例：拒絕 S3 on Outposts 儲存貯體政策中特定VPC端點的存取


	AWS Signature 第 4 版 （SigV4） 身分驗證特定政策金鑰
	使用第 4 版簽署程序相關條件金鑰的儲存貯體政策範例

	AWS Amazon S3 on Outposts 的 受管政策
	AWS 受管政策： AWSS3OnOutpostsServiceRolePolicy
	S3 on Outposts 對 AWS 受管政策的更新

	針對 Amazon S3 on Outposts 使用服務連結角色
	S3 on Outposts 的服務連結角色許可
	為 S3 on Outposts 建立服務連結角色
	編輯 S3 on Outposts 的服務連結角色
	刪除 S3 on Outposts 的服務連結角色
	S3 on Outposts 服務連結角色的支援區域


	管理 S3 on Outposts 儲存貯體
	針對您的 S3 on Outposts 儲存貯體管理 S3 版本控制
	使用 S3 主控台
	使用 AWS CLI

	建立和管理 Amazon S3 on Outposts 儲存貯體的生命週期組態
	使用 建立和管理生命週期規則 AWS Management Console
	建立生命週期規則
	啟用生命週期規則
	編輯生命週期規則
	刪除生命週期規則

	使用適用於 Java SDK 的 AWS CLI 和 建立和管理生命週期組態
	PUT 生命週期組態
	GET S3 on Outposts 儲存貯體上的生命週期組態


	複寫 S3 on Outposts 的物件
	複寫組態
	S3 Replication on Outposts 的需求
	複寫內容為何？
	刪除操作對複寫的影響

	未複寫內容為何？
	S3 Replication on Outposts 不支援哪些項目？
	設定複寫
	建立複寫規則的先決條件
	連線您的來源和目的地 Outpost 子網路
	步驟 1：尋找來源 Outposts 端點CIDR的範圍
	步驟 2：尋找子網路 ID 和目的地 Outposts 端點CIDR的範圍
	步驟 3：尋找來源 Outpost 的本機閘道 ID
	步驟 4：尋找目的地 Outpost 的本機閘道 ID
	步驟 5：設定從來源 Outpost 子網路到目的地 Outpost 子網路的連線
	步驟 6：設定從目的地 Outpost 子網路到來源 Outpost 子網路的連線

	建立IAM角色
	當來源和目的地 Outposts 儲存貯體由不同 擁有時授予許可 AWS 帳戶


	建立 Outposts 上的複寫規則
	使用 S3 主控台
	使用 AWS CLI


	管理複寫
	使用複寫指標監控進度
	取得複寫狀態資訊
	複寫狀態概觀
	啟用 Outposts 上的 Amazon S3 複本修改同步時的複寫狀態

	故障排除複寫
	在 Outpost 上使用 EventBridge 進行 S3 複寫
	使用 EventBridge 來檢視 Outposts 失敗原因上的 S3 複寫
	EventBridge 使用 監控 CloudWatch



	使用 在 Outposts 上共用 S3 AWS RAM
	必要條件
	程序
	使用範例

	在 Outposts 上使用 S3 AWS 服務 的其他

	監控 S3 on Outposts
	使用 Amazon CloudWatch 指標管理 S3 on Outposts 容量
	CloudWatch 指標

	使用 Amazon Events 接收 S3 on Outposts 事件通知 CloudWatch
	使用 AWS CloudTrail 日誌監控 S3 on Outposts
	啟用 S3 on Outposts 儲存貯體中物件 CloudTrail 的記錄
	Amazon S3 on Outposts AWS CloudTrail 日誌檔案項目


	使用 Amazon S3 on Outposts 進行開發
	Amazon S3 on Outposts API操作
	用於管理物件的 Amazon S3 API操作
	用於管理儲存貯體的 Amazon S3 Control API操作
	S3 on Outposts 管理 Outposts API的操作

	使用SDK適用於 Java 的 為 S3 on Outposts 設定 S3 控制用戶端
	對 S3 on Outposts 提出請求 IPv6
	入門 IPv6
	使用雙堆疊端點透過IPv6網路提出請求
	在IAM政策中使用IPv6地址
	測試 IP 地址相容性
	IPv6 搭配 使用 AWS PrivateLink
	IPv6 搭配 使用 AWS PrivateLink

	在 Outposts 上使用 S3 雙堆疊端點
	S3 on Outposts 雙堆疊端點
	從 使用雙堆疊端點 AWS CLI
	從 使用 S3 on Outposts 雙堆疊端點 AWS SDKs
	AWS SDK for Java 2.x 雙堆疊端點範例




	

