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ApplyArchiveRule
Bt FERSNERERSEFERAGHNRERAEE,
—Knn /.

PUT /archive-rule HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ruleName": "string"

}

URI Z@FRBE

ARTEEAEMA URI B8,
ERERE

EREZIRA JSON AW T HIEE.

:"I-H-

analyzerArn
P HTESEY Amazon ERETE (ARN ) .

/A : String
B [Ac]*[As]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

ME 2

clientToken
AR ImER,
BE . FH

VE K

ruleName

EEANKRAERE,
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APl &%&

HH . F&H
RERS : RETRA 1. RELRA 255,
X : [A-Za-z][A-Za-20-9_.-]1*

PVE .2

Bl FE5E

HTTP/1.1 200

ClETE
MREMERL , AIRBEEREZ HTTP AXXH HTTP 200 @ FE,
R ER

MEFMBBER RERNEN , F2RERER,
AccessDeniedException
8RB R FER A BT Bk,

HTTP ARAEHS : 403

InternalServerException
R EB Al AR 2R ER AR o

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARRERS : 404
ThrottlingException

B BR I B R RR

HTTP #REEES : 429

B FEFE &

API fRZ 2019-11-01 5



IAM Access Analyzer APl &

ValidationException
RRERER,

HTTP #REEHS : 400

R
IMFHE R —EHETES AWS SDK R ER I AP| WEHEET  HSHTHAS :

« AWS @S5I HE

+ AWS SDK for .NET

+ AWS SDK for C++

- AWS BAREZF V2 By SDK

« AWS SDK for Java V2 W %

« AWS i AR JavaScript V3 By SDK
+ AWS SDK for PHP

« AWS & AR Python Y SDK

« AWS BARAILE A V3 B SDK

EEE API hRZ 2019-11-01 6


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ApplyArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ApplyArchiveRule

IAM Access Analyzer

APl &%&

CancelPolicyGeneration
BUHE £ BRI R A
SR Y

PUT /policy/generation/jobId HTTP/1.1
URI RS 8
55}2 EFHTEIJ URl ﬁ%o

jobld

StartPolicyGenerationfFZFr{EER. JobIdJobIdw & —iE A

fEGetGeneratedPolicyBVELEM KM , HE—EFEHACancelPolicyGenerationKEUH K

EEFERK,
VE 2

AR
AREEFRRER

Bl FE 5

HTTP/1.1 200

BlETE
WMREERTY , AIRBESEREZ HTTP RXXH HTTP 200 EIFE,

$H AR
MEFABERRBBOER

’:in'ln

A2RE RiER.

AccessDeniedException

1R8N EFEE T T L EF,

CancelPolicyGeneration

API fRZs 2019-11-01 7



IAM Access Analyzer

APl &

HTTP #RREHS : 403

InternalServerException

W& ] AR 3R §E 2R o

HTTP #REEHS : 500
ThrottlingException

B3 PR B R RR

HTTP #REEHS : 429

ValidationException

BREEFER,

HTTP AREEHS : 400

\\‘)ft

i
MBI H F—(BASETES AWS SDK SFEM I API HEEEHR

=
JUE

« AWS @S5I HE

+ AWS SDK for .NET

+ AWS SDK for C++

- AWS BAREZF V2 By SDK

« AWS E AR Java V2 #J SDK

« AWS iE AR JavaScript V3 #J SDK
+ AWS SDK for PHP

« AWS & AR Python #J SDK

« AWS BARAILE A V3 B SDK

API hZ 2019-11-01 8


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CancelPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CancelPolicyGeneration

IAM Access Analyzer AP| 2&

CheckAccessNotGranted

BEXRBEE N AFFEENFR.
BRE

POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

{
"access": [
{
"actions": [ "string" 1],
"resources": [ "string" ]
}
1,

"policyDocument": "string",

"policyType": "string"

}

3

N

RBH
HRTREAE UR S8,
ARER

AREZERA JSON A THER.

URI

:IJI‘H

dCCess

DEEERAATEREL RRENEFEMG. WREEEEHE , IAM Access Analyzer B EBUERH
FAERLED —EBSENFEE. MRRIBEEIR , Al IAM Access Analyzer S EFEUER ,
DEHED—FERBTEAEE. WRERFEEEEMEIR , IAM Access Analyzer B EFE
B, UEHEL —BEENERATEESE,

¥EA . Access YW FET
fEHRE : HEETRA 0, HEHLREA 1.

ME 2

CheckAccessNotGranted API igZs 2019-11-01 9



IAM Access Analyzer

APl &

policyDocument

ARMAREINAREZN JSON BERX 4,
R . FH
ME 2

policyType

REHERE, 5oREBBREMFTRE AM T8, 5oRRIEESE AM A6, FRENEE

K ZEMRRBER.

BERREIFRE AWS ERHER, ERBKEE IAM BSENEEEREMN Amazon S3 EFEr BV

fFRr B BUR.

HR . FH

B{E:IDENTITY_POLICY | RESOURCE_POLICY

VE .2

Bl FEFE %

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1)
"result": "string"
}

EIETE

WMREMERD , BIRREER HTTP 200 EFE,

B FEFE &

APl iRZ 2019-11-01 10



IAM Access Analyzer APl &

RIS EER T 5] JSON KXW ERL

message
EREBAFEENGBRES

| Fa
reasons
&R REOBAE,

A . ReasonSummary ¥4 FE %

result

BRERBAMFINGER. MRBEREPASS , AIEENRBEAAFSBHRPNEMEEER. W
RERZFAIL , BEENRAUATREE AT FRUMH RO EER,

| . ra

BME:PASS | FAIL

¥

NMEFMBBFEERERNET , F2EERER,

§

AccessDeniedException

1828 EHEFEET AT LB,

HTTP #REEHS : 403

InternalServerException
A BR Al AR B 85 3R

HTTP AREEHS : 500

InvalidParameterException
EENSBEN.

HTTP ARZEHS : 400

$aER API fRZ 2019-11-01 11



IAM Access Analyzer APl &

ThrottlingException

B3 PR B R RR

HTTP ARREHS : 429

UnprocessableEntityException
ELREEENER,

R REHS

ValidationException

BREEFER,

HTTP AREEHS : 400

\\‘)ft

i
MBEH R —EREFES AWS SDK FERIL API NFEER  BFSHTHRE -

=
JUE

« AWS @S5I HE

+ AWS SDK for .NET

+ AWS SDK for C++

« AWS BAREZE| V2 By SDK

« AWS SDK for Java V2 9T %

« AWS iE AR JavaScript V3 #J SDK
+ AWS SDK for PHP

« AWS & AR Python #J SDK

« AWS EARAILE A V3 B SDK

EEE API kg7 2019-11-01 12


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckAccessNotGranted

IAM Access Analyzer

APl &

CheckNoNewAccess

HEERBETHERE  REEFERNERER
BA LR B2 ZE BRI EEH] |, I 7 #EN{A1E 1AM Access Analyzer BE] BUER i & &) 78

RFFHFE.

TFEREHHFEEEMBIT BT BERRE GitHub, WhFRESRH S| AXRKEEEE

#hexistingPolicyDocumentiERZH,

EELER
Eﬁ:jzn%;/

POST /policy/check-no-new-access HTTP/1.1

Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URI FER S8

ARTEEREM URI B8,
mREm

FAREZERA JSON XM THER,

existingPolicyDocument

RERBREARH JSON BRI f.

HR . FH
ME 2

newPolicyDocument

RREAEHRREABTH JSON BRI,

BHR . FH
MHE 2

CheckNoNewAccess

API k7 2019-11-01 13


https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples
https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples

IAM Access Analyzer

APl &

policyType

EHLBNRUEE, FORBIBREHFTRE IAM X8, FORIBRSE AM A6, £AF

MEANZENABRBK.

BEREBRE AWS ERNVER, ERBEERZHE IAM ASHEEBREM Amazon S3 EFETEA
RIFAFRBR. SUURH—KREAA , SINESETBRIEFRBRIEERA | SINZEBRS

Amazon S3 FEFBBUER.

BFH . FH

BME:IDENTITY_POLICY | RESOURCE_POLICY

ME 2

Bl FE R %

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

Bl fE T 3R
WRBAERY , MRBEE HTTP 200 EIFE.
BRAS B EE T 5 JSON &R EH,

message
BEHEFRNRBEES AFFHEFRNAS

B FEFE &

API fRZ 2019-11-01 14



IAM Access Analyzer

APl &

HR . FH
reasons
ERHEENER,

A - ReasonSummary Y- FE7

result

BRENFIENGER, MREREPASS , AIERRNWRB T AN TR, WRERIEFAIL , BIE

R ARG AT RE R AT EL
H|A . FH

AME:PASS | FAIL

§5

NMEFMBBFEERERNET , F2EERER,

3

AccessDeniedException

1828 B EFEET AT LB,

HTTP ARAEHS : 403

InternalServerException
R EB A AR 2R ER AR o

HTTP AREEHS : 500

InvalidParameterException
EENZSBEY.

HTTP ARAEHES : 400
ThrottlingException

57 BR B R RR

HTTP ARAEHS : 429

API fRZ 2019-11-01 15
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UnprocessableEntityException
ELREREENER,

R REHS

ValidationException
BRERER,

HTTP AREEHS : 400

=
[

¢

B

MEFEEEF—EREFES AWS SDK REA L API BIFFHEEF , FSRTIAR :

(]
73

B

« AWS @S5I HE

+ AWS SDK for .NET

+ AWS SDK for C++

- AWS BAREF V2 By SDK

« AWS SDK for Java V2 9 %

« AWS i AR JavaScript V3 #J SDK
+ AWS SDK for PHP

« AWS & AR Python #J SDK

« AWS BARAILE A V3 B SDK

EEE API k7 2019-11-01 16


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoNewAccess

IAM Access Analyzer AP| 2&

CheckNoPublicAccess
BESREMEETUBRIEEEREMNNN /AU,

== 4> =F 2
ﬁﬁjﬂzﬁ%;/

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{
"policyDocument": "string",
"resourceType": "string"
}
== <
URI FER8#

ERTEEHAEM URI B8,
EREE
SERIZEZEHA JSON B T HEHR,

policyDocument

EFE R fFEVER JSON BUR M .
B|A . FH

VE B

resourceType

EGABREFEENERER, fln , ZEMHE Amazon S3 FIEEENABEFZERE | EALUE
FEAWS: :S3: :BucketERER,

HRIAXFERAERENERER | IAM S-S RGREER.
B|A . FH

BWE:AWS : :DynamoDB: : Table | AWS::DynamoDB::Stream |
AWS: :EFS::FileSystem | AWS::OpenSearchService: :Domain |
AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key

CheckNoPublicAccess API WRZAX 2019-11-01 17



IAM Access Analyzer APl &

| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint
| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue
AWS: : TAM: :AssumeRolePolicyDocument

ME 2
[B] FERE

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

ClfETE

WMREERT , AIfRIEER HTTP 200 EFE,

RIS EEE T 5 JSON KXW EH,

message
EHIEERMET AT ABERERNALS.

BFH . FH

reasons
EEERRBREERERE c NAEIENREBE,

A . ReasonSummary ¥4 FE 5|

Bl FERE & API iRZ 2019-11-01 18



IAM Access Analyzer

APl &%&

result

BREEEEREEN LATIRENGER. NRERRPASS , AIBRFR
B, MRBERZFAIL , AIRBAUREAFLAFIEENERER,

FE . F&H

BMEPASS | FAIL

§5

NMEFMBEBFEERERNES , F2EERER,

3

AccessDeniedException

1R A RAFERETHAITIHEIF,

HTTP #RREHS : 403

InternalServerException
R ERRIBRBR EHER

HTTP AREEHS : 500

InvalidParameterException
EENZBEN.

HTTP ARAEHRS : 400
ThrottlingException

B 7R PR B 85 RR

HTTP #REEES : 429

UnprocessableEntityException
ErREEENER.
R REHS

ValidationException

BREEERR,

AR E OB

API iRZ 2019-11-01 19
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HTTP #REEHS : 400

¢

=
[

i
B R — AR

(]
73

B

AWS SDK H{Ef it APl BEFEEF , F2ETIAR !

][]

« AWS @S5I HE

+ AWS SDK for .NET

+ AWS SDK for C++

- AWS BAREF V2 By SDK

« AWS SDK for Java V2 9 %

« AWS i AR JavaScript V3 #J SDK
+ AWS SDK for PHP

« AWS & AR Python #J SDK

« AWS BARAILE A V3 B SDK

EEE API k7 2019-11-01 20


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoPublicAccess

IAM Access Analyzer APl &

CreateAccessPreview
BUFNRE K6 FEEHBERF U2 EEEIRR IAM Access Analyzer #3IRIEH,
ERES

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URI F5RE %

ARTEEALM URI SR,

R X8

HRIEZIRA JSON BB FHIEH,

analyzerArn

RARELEFMAEIRE 225E ARN, BREA/EFAccountBEERNMActiveREN B HREL
FHEE,

A : String
B [A]*[A:]*[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

VE B

clientToken
A FEimER,

BHH . F&H

CreateAccessPreview API hRZX 2019-11-01 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APl &
BE B’

configurations

AREAFNRECERNFREHER, FRAESEATERRBRFIRGIER BRI
FHRERREAE, AE4ARETE—ETE.

¥R . FHFE Configuration ¥ 4 ¥ AR

PVE .2

Bl FEFE %

HTTP/1.1 200
Content-type: application/json

{

IIEII: Ilstringll

}

EIfETE
WREMERTD , RIBRISE R HTTP 200 =&,
RIS EEE T JSON #BXWEH.
id

FIFEERME— D,

A : String

B3 : [a-T0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

§5
MEMABDIERERBBROET , FLHERHE,

3

AccessDeniedException

1R B E N EFIE T T EF,

Bl FERE & API fRZ 2019-11-01 22



IAM Access Analyzer APl &

HTTP #RREHS : 403

ConflictException

ERBIARRER.

HTTP #REEHS : 409

InternalServerException

M &) A 2R 85 BRo

HTTP ARZEHS : 500

ResourceNotFoundException
BT EEENEIR,

HTTP ARAEHS : 404

ServiceQuotaExceededException
RIS B IBF$HER,

ARAERS -
ThrottlingException

B BR I B R RR

HTTP ARAEHS : 429

ValidationException
BEERER.

HTTP ARZEHS : 400

T3

MEFEEEF—EREES AWS SDK REA L API (IFFREF , FSRTIAR :

j:l

« AWS 55T E
« AWS SDK for .NET
« AWS SDK for C++

EEEY API iRZ 2019-11-01 23


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer

APl &

AWS EAREF V2 By SDK

AWS SDK for Java V2 B§FF %
AWS B AR JavaScript V3 By SDK
AWS SDK for PHP

AWS E AR Python B SDK

AWS BARIER V3 B SDK

API| kiR Zs 2019-11-01 24


https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer

APl &

CreateAnalyzer
BIEHIRS I — B2,
A OREED

PUT /analyzer HTTP/1.1
Content-type: application/json

"analyzerName": "string",
"archiveRules": [

{
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,

neq": [ "string" ]

+

"ruleName": "string"

1,
"clientToken": "string",
"configuration": { ... 1},
"tags": {

"string" : "string"

o
"type": "string"

URI 583k2 %
ERTEFEHEA URI 28,
BREEE

AREZHA JSON BN TIIER.

CreateAnalyzer

API k7 2019-11-01 25



IAM Access Analyzer APl &

analyzerName

ERVNSMRER.

A . TR

RERH : RETRA 1. RELRA 255,
B : [A-Za-z][A-Za-z0-9_.-]1*

PVE 2

archiveRules
EEEASMBNMENEESRA, #ERANSEHSFSLARAERZRENEBESERTE,

¥R - InlineArchiveRule ¥1{4FES

PVE B
clientToken

R FimiERt.

H|A . FH

VE B

configuration

EEDRNERE, MRSMB[EREANFIO MR, ASSEENRERFINEEARER.
MRD IR ER oM, AITSEALHE.

A . AnalyzerConfiguration ¥4

AR EEHRE—EBE, RtEERERLHE RN —EXE.

PNE &
tags

EERAZES BN RSIBELHET,
A . FHRIFHEBRE
PWE

7|

ARER API kg7 2019-11-01 26



IAM Access Analyzer AP| 2&

type

EEREVMNOESETR, EXEACCOUNTORGANIZATIONACCOUNT _UNUSED_ACCESS. .
FIORGANIZATION_UNUSED_ACCESSZ #r8s. BEEEESEIRE ReEE L — @0 Hes. BEESE
RZU L ASEMBBEYT 5 B9 8.

HR . FH

B M{E:ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS

ME 2

Bl FE 5

HTTP/1.1 200
Content-type: application/json

{

arn": "string"

}

ElIfETE
WMREMERT , RIBRISE R HTTP 200 @ K&,
R EER T 5] JSON XN ER,
amn
ERFTEI 2 5 #2888 ARN,
/A : String

B [A]*[A:]*[A:]* [~ ]*: [~ ]*:analyzexr/. {1,255}

5

NMEFMBBFEERERNET , F2EERER,

g

Bl FERE & API fRZ 2019-11-01 27
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AccessDeniedException

1R B BN EIE T T LB,

HTTP ARAEHS : 403

ConflictException

FHRBISRILERR

HTTP ARZEHS : 409

InternalServerException
R ERREIBRBR EH R

HTTP ARZEHS : 500

ServiceQuotaExceededException
RIS B IB R SRR

AREEHS
ThrottlingException

57 BR B 5 RR

HTTP #REEES : 429

ValidationException

BREEFER,

HTTP AREEHS : 400

Sm2E
W tE Soh — SR AWS SDK FEM L AP EEAT , BSMTHINE

« AWS iR 5ITE

« AWS SDK for .NET

« AWS SDK for C++

- AWS ERREZ V2 1§ SDK

ZFE2H AP k7 2019-11-01 28


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer

APl &

« AWS SDK for Java V2 9 %
AWS B AR JavaScript V3 By SDK
AWS SDK for PHP

AWS E AR Python B SDK

AWS BARIER V3 B SDK

API hizZs 2019-11-01 29


https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer

APl &

CreateArchiveRule

REENTMBRELFERR. FEANSEDFENNEESE ,

FREZRB R

EETHRUTAREYNFRANEGERSR

nﬁ_ﬁnn/

PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"ruleName": "string"
}

URI 583k 2#

EREEATY URI B8,

analyzerName

FREM 7 2R B T

"string" 1],

=EE
ARz

RERH : RETRA 1, REELRA 255,

B : [A-Za-z][A-Za-2z0-9_.

PVE 2
BREE

AAREZ A JSON BN TIEHR.

ELREBBERNSEEILR AR

28 1AM A EERETH IAM ERSHREGEDR.

CreateArchiveRule
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clientToken
AR ImER,
HR . FH

PVE B

fiter
# A B R4
A . ZEFCriterion 44 ¥R

VE B

ruleName
ERVHRAERE,
B FH
RERS : RETRA 1. RELRA 255,

= : [A-Za-z][A-Za-20-9_.-1*

ME 2
[B] FERE £

HTTP/1.1 200

B fE TR
WRBERY , URBEME L HTTP AXM HTTP 200 B,

$H RR
NEFREBEERERNET  BSWERER,

AccessDeniedException

1R B E N EFIE T T EF,

B FEFE &
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HTTP #RREHS : 403

ConflictException

ERBIARRER.

HTTP #REEHS : 409

InternalServerException

M &) A 2R 85 BRo

HTTP ARZEHS : 500

ResourceNotFoundException
BT EEENEIR,

HTTP ARAEHS : 404

ServiceQuotaExceededException
RIS B IBF$HER,

ARAERS -
ThrottlingException

B BR I B R RR

HTTP ARAEHS : 429

ValidationException
BEERER.

HTTP ARZEHS : 400

T3

MEFEEEF—EREES AWS SDK REA L API (IFFREF , FSRTIAR :

j:l

« AWS 55T E
« AWS SDK for .NET
« AWS SDK for C++
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AWS EAREF V2 By SDK

AWS i@ AR Java V2 By SDK
AWS B AR JavaScript V3 By SDK
AWS SDK for PHP

AWS E AR Python B SDK

AWS BARIER V3 B SDK
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DeleteAnalyzer

MBRIEER DR, EEMBRD RN , BB ERFSTWIRFRABEFEA IAM EROMEE. o

MBRELENFIEREERBEMER, SEEZERLLEHE,

ERE

DELETE /analyzer/analyzerName?clientToken=clientToken HTTP/1.1

URI 585k &

AEREEATY URI B8,

analyzerName

EMBRY D HTERE B

RERS : RETRAB 1, RELERA 255,

= : [A-Za-z][A-Za-z0-9_.-1*

ME 2

clientToken

A FimER,

HTTP/1.1 200

EIETE

WMREBERL , AIREEE@MEZ HTTP AXH HTTP 200 EFE,

DeleteAnalyzer
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n
%‘ H >~

WEMBEBFEERERNEN  F2EERER.

AccessDeniedException

1R B EHEIRE T AT LB,

HTTP ARAEHS : 403

InternalServerException

M &) AR 3R §E 2R

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENER,

HTTP ARAEHRS : 404
ThrottlingException

7R PR Hl B 85 RR

HTTP ARAEHS : 429

ValidationException

BREEEER,

HTTP AREEHS : 400

\\‘)s’t

B

MEFEEEP—ESEFES AWS SDK REALL API BVEFHER , 2R TIRE .

]
7Jﬁ

AWS 55T E

AWS SDK for .NET

AWS SDK for C++

AWS EAREF V2 By SDK
AWS SDK for Java V2 B FF &
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« AWS i AR JavaScript V3 #J SDK
+ AWS SDK for PHP

« AWS & AR Python #J SDK

« AWS EARAILE A V3 By SDK
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APl &

DeleteArchiveRule
MRS ERERER A,

SEL SR
nﬁsknn/

DELETE /analyzer/analyzerName/archive-rule/ruleName?clientToken=clientToken HTTP/1.1

URI 7ER28
wREEA TS URI 28,
analyzerName

B2 M BRAY 742 5 AU AR BB Y 20 47 25 B FE
RERS : RETRAB 1, RELERA 255,

= : [A-Za-z][A-Za-z0-9_.-1*

VE B

clientToken

A FimER,

ruleName
EMBRORAERE,
RERH : RETRA 1, RELREA 255,

= : [A-Za-z][A-Za-20-9_.-1*

HTTP/1.1 200

DeleteArchiveRule
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B fE &
MREERD , AIRBEEREZ HTTP AXH HTTP 200 @ FE,
#HER

MEFMBBEERERNEN  F2RERER,
AccessDeniedException
18R 8 R FEE A AT Bk,

HTTP #REEHS : 403

InternalServerException
R ER R AR BR EH R,

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARBESRS : 404
ThrottlingException

B BR I B R RR

HTTP AREEHS : 429

ValidationException
Eﬁ%; % iﬂn/\o

HTTP AREEHS : 400

BHESH
W R — A4S EEE AWS SDK RIERIL AP| RS, HEMTAIRE

« AWS e 55N |
« AWS SDK for .NET
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AWS SDK for C++

AWS EAREF V2 By SDK

AWS SDK for Java V2 K4
AWS B AR JavaScript V3 By SDK
AWS SDK for PHP

AWS HE AR Python B SDK

AWS ERARIIES V3 # SDK
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GenerateFindingRecommendation

RAREANEBRBERBERIER.

= =F >
EEBREE/

POST /recommendation/id?analyzerArn=analyzerArn HTTP/1.1

URI RS H
EREFEA T URI BE,

analyzerArn

RARELESHER DT ARN,

B [Ac]*[A:]* [~ ]* [~ ]*:[A:]*:analyzer/. {1,255}

VE B

BIFIFEHERNE— ID,

RERH : RETRA 1, RELRA 2048,

ME 2

HTTP/1.1 200

EETE

WMREBERI , AIREEE@MEZ HTTP AXH HTTP 200 E &,

GenerateFindingRecommendation
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Ei g
¥H R

WEMBEBFEERERNEN  F2EERER.

AccessDeniedException
8RB R AT T L EIE,

HTTP ARAEHS : 403

InternalServerException

W& ] AR 3R §E 2R o

HTTP ARAEHRS : 500
ThrottlingException

57 PR B #H RR

HTTP ARAEHS : 429

ValidationException
Eé%ﬁ l% ﬁ:ﬂ‘.n’\o

HTTP AREEHS : 400

Sm2E
W te Kook — SR AWS SDK FER L AP| WEHEET , HBB T SIS

« AWS @S5I E

« AWS SDK for .NET

« AWS SDK for C++

- AWS BRAREE V2 # SDK

« AWS SDK for Java V2 By &4

« AWS BB JavaScript V3 B SDK
« AWS SDK for PHP

« AWS B AR Python #J SDK

- AWS EARAER V3 # SDK
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
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Rl
T
%
=
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GetAccessPreview
HREEEESTEEREENEA,
AR

GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URI 583k ¥

AREEMA TS URI 28,

accessPreviewld

FEFEERIME— 1D,
B3 : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}
VR =
analyzerArn
AREEFMEE D28 ARN.

B [Ac]* [~ ]* [~ ]* [~ 1% [~ ]*:analyzexr/. {1,255}

VE B

AREM
AREBEFRER,
B

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {
"analyzerArn": "string",
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"configurations": {
"string" : { ... }

},

"createdAt": "string",

"id": "string",

"status": "string",

"statusReason": {
"code": "string"

G TR
IMRBERLT , AIBRISEE HTTP 200 EIFE,

R EERE T 5] JSON KXW ERL

accessPreview

BEFRAEABREAN YT,

A . AccessPreview Y14

§5

NMEFMBRBFEERERNET , F2EERER,

3

AccessDeniedException

18R 8 EHEFEET AT BN,

HTTP ARAEHS : 403

InternalServerException
A ER Al AR RS ER 3R

HTTP #REEHS : 500

ResourceNotFoundException

BAREENER,

E)PES
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HTTP AREEHS : 404
ThrottlingException

57 BR B 5 RR

HTTP #RREHS : 429

ValidationException
BEREER.

HTTP AREEHS : 400

¢

i
MBAEH F—(BISETES AWS SDK SFEM I API MR

=
JUE

« AWS @S5I HE

+ AWS SDK for .NET

* AWS SDK for C++

« AWS BAREZE| V2 By SDK

« AWS SDK for Java V2 By 84

« AWS i AR JavaScript V3 By SDK
+ AWS SDK for PHP

« AWS & AR Python #J SDK

« AWS BARAILE A V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAccessPreview
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GetAnalyzedResource
BB 2 TR EEE A,
AROK R

GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1

URI 553k 2 8
EREEA TS URI B,

analyzerArn
ERPEIRERAN 2 TEEH ARN,

B [A]*c[A:]* [~ ]* [~ ]*: [~ ]*analyzer/. {1,255}

MNE 2
resourceArn

EFDMEEEFNERN ARN,

B arn:[A:]*:[A]*:[A]*: [ ]*: L

ME 2
BRIM

BREEFRER,
@FEEE:
LSx AR /.

HTTP/1.1 200
Content-type: application/json

{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
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"createdAt": "string",

"error": "string",

"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",

"resourceType":

"sharedVia": [ "string" ],
"status": "string",
"updatedAt": "string"

"string",

[l fETE
WMREERD , AIfRIEER HTTP 200 EFE,
RIS EEE T5 JSON KRXHWEH,
resource
BE IAM TS WERED TERFR I EFANAnalyzedResource .

/A . AnalyzedResource ¥4

i)

NMEFMBBFEERERNET , F2EERER,

3

AccessDeniedException

1R B BN EIR T AT LB,

HTTP ARAEHS : 403

InternalServerException
A BR Al AR B £ 3R

HTTP AREEHS : 500

ResourceNotFoundException

BAREENER,
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HTTP AREEHS : 404
ThrottlingException

57 BR B 5 RR

HTTP #RREHS : 429

ValidationException
BEREER.

HTTP AREEHS : 400

¢

i
MBAEH F—(BISETES AWS SDK SFEM I API MR

=
JUE

« AWS @S5I HE

+ AWS SDK for .NET

* AWS SDK for C++

« AWS BAREZE| V2 By SDK

« AWS SDK for Java V2 9T %

« AWS i AR JavaScript V3 By SDK
+ AWS SDK for PHP

« AWS & AR Python #J SDK

« AWS BARAILE A V3 B SDK
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzedResource

IAM Access Analyzer APl &

GetAnalyzer
RREEIEES HENIEL,
AR AR
GET /analyzer/analyzerName HTTP/1.1

URI 5835k 2#

EREEATY URI B8,

analyzerName

B DR EE.
RERH : RETRA 1. RELRA 255,
X : [A-Za-z][A-Za-20-9_.-]1*

VE B

ERETE
ARRBBERER,
cliEd

HTTP/1.1 200
Content-type: application/json

"analyzer": {

"arn": "string",

"configuration": { ... 1},
"createdAt": "string",
"lastResourceAnalyzed": "string",

"lastResourceAnalyzedAt": "string",

"name": "string",
"status": "string",
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"statusReason": {
"code": "string"

1,

"tags": {
"string" : "string"

iy

type": "string"

Bl fETHE
WMEREERTI , BIIRFER HTTP 200 EFE,
RIS EERE T %] JSON R EH,

analyzer
SEPMERMHEEERANAnalyzerSummary ¥,

A . AnalyzerSummary ¥4

5

NEMRBFEERERNEN , F2EERER.

3

AccessDeniedException
1R

1R 8 E N EEE T T L ENF,

HTTP iRREHS : 403

InternalServerException
A BR Al AR B £5 3R

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENER,

HTTP ARREHS : 404

E)PES
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ThrottlingException
B PR B $R ER

HTTP ARREHS : 429

ValidationException
BRERER,

HTTP AREEHS : 400

=
[

¢

i
MBEH R —EREFES AWS SDK FERIL API NFEER  BFSHTHRE -

(]
73

B

« AWS @S5I HE

+ AWS SDK for .NET

+ AWS SDK for C++

- AWS BAREF V2 By SDK

« AWS SDK for Java V2 B84
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzer
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GetArchiveRule

HHBFRAUANEEET.

ERTHUTARELUHFRAANGERESR , F2HE AM EREERTH IAM FESHEREESER,

= =F>
EEBREE/

GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

URI 553k 2E
BEREEA TS URI B,

analyzerName

ERPEER NS B,
RERS : RETRA 1. RELRA 255,
B : [A-Za-z][A-Za-z0-9 .-]*

ME 2

ruleName

EREMAAERE,
RERS . RETRA 1. RELRA 255,
#xX : [A-Za-z][A-Za-20-9_.-1*

PVE B

ERETE
ARIRERRER,
cl

N2y
SH

h
A

HTTP/1.1 200

GetArchiveRule
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Content-type: application/json

{

"archiveRule": {
"createdAt": "string",
"filter": {

"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
}

EI S
WREMERT , RIBRISER HTTP 200 EIFE,
RIS EEE T3 JSON XM ER,
archiveRule

BEHERAUNHEEER.

|A - ArchiveRuleSummary ¥4

7]
MBFREBER REBHET , FSRERHE,

§

AccessDeniedException

1828 EHEFEET T BN,

HTTP #RREHS : 403

InternalServerException

M & ] A 3R 85 2R

E)PES
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HTTP AREEHS : 500

ResourceNotFoundException
KABEENEIR,

HTTP AREEHS : 404
ThrottlingException

B3 PR B R RR

HTTP #REEHS : 429

ValidationException

BREEFER,

HTTP AREEHS : 400
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
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GetFinding

HREREERBBEAMNET. GetFinding M GetFinding V2 #Baccess-analyzer:GetFindingfE
IAM BUREBMActiontEREM, BHUAEEHTaccess-analyzer:GetFindingE{ERI#E
BR.

SEL SRS
EFS:jin%§/
GET /finding/id?analyzerArn=analyzerArn HTTP/1.1

URI 553k 2 8
SEREEA TS URI B,

analyzerArn
EXZRIEEH 2988 ARN,

B [Ac]*[A]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

UL
id
BERE 2 %R EE RIS,
MR =2
EREM
mREIBFHRER,
Bl fEEES

HTTP/1.1 200
Content-type: application/json

{
"finding": {
"action": [ "string" ],

"analyzedAt": "string",
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"condition": {

"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
},
"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{
"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"
},
"type": "string"
}
1,
"status": "string",

"updatedAt": "string"

[l fETE

WMREMERT , BIARIEER HTTP 200 EFE,

fREEEETS JSON BANWEHR,

finding
BDESREEFMEANfindingW .

A : Finding 14

5

NMERBBFEERERNET , F2EERER,

g
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AccessDeniedException

1R B BN EIET AT LB,

HTTP AREEHRE : 403

InternalServerException

&) AR 2R 8E 2R o

HTTP #REERE : 500

ResourceNotFoundException
BT EEENEIR,

HTTP ARAEHS : 404
ThrottlingException

B 7R PR Hl B8R RR

HTTP AREEHE : 429

ValidationException
REERER.

HTTP ARAEHS : 400
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GetFindingRecommendation
MRS 9 T8 2 R EIE A BRI MBI,

SEL SR
EF3:32H%§/

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URI EER2#
EREEATY URI B8,

analyzerArn
AREESRERZ D TEEH ARN,

B [A]*[A:]* [~ ]* [~ ]*: [~ ]*:analyzer/. {1,255}

PVE .2

BB E BB ID,
RERS : RETRA 1. RELRA 2048,

VE B

maxResults
EACEFERNEREE LR,
BENEE  R/NEA 1. RAES 1000,

nextToken

AR BREAE R T,

ERETE

AREBERRER,
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Bl FE7E

HTTP/1.1 200
Content-type: application/json

{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
}
"nextToken": "string",
"recommendationType": "string",
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}

EIfETE

WMREERTY , RIBRISER HTTP 200 = FE,
R EEE T3 JSON &R ER
completedAt

TR RIRIER BRI EE,

/A : Timestamp

error

BFRENERRER BB AN RRNFRER,

A - RecommendationError ¥4

nextToken

AR BIRE AR T
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recommendationType

BRREANEBRERE,

HR . FH

BAM{E:UnusedPermissionRecommendation

recommendedSteps

—EARNBREBEENEBS R,

F/A . RecommendedStep ¥4 BE 5

resourceArn

BHIHE EIRAY ARN,

A : String

B arn:[Ar]*:[A:]*: [~ ]*: [ ]

startedAt
FRHEEN R IRIE H RV R,

A . Timestamp

status
EXIRTE B EE AV AREE,
BA . P&

5% {&:SUCCEEDED | FAILED | IN_PROGRESS

§5

§

NMEFMBRBFERERERNET , F2EERIER

AccessDeniedException

18R 8 B EEET AT LB,

HTTP ARAEHS : 403

*
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InternalServerException
R ER R PR BR EH R

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP AREEHS : 404
ThrottlingException

B3 PR B R RR

HTTP #RREHS : 429

ValidationException

BREEFER,

HTTP AREEHS : 400

SE2HE
M — B EES AWS SDK el AP| NEHIET, | BSMTHIAE

« AWS @S5I HE

+ AWS SDK for .NET

* AWS SDK for C++

« AWS EAREZE| V2 By SDK

« AWS SDK for Java V2 By 84

« AWS iE AR JavaScript V3 #J SDK
+ AWS SDK for PHP

« AWS & AR Python #J SDK

« AWS BARAILE A V3 B SDK

EEE AP k7 2019-11-01 62


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingRecommendation
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GetFindingV2

AR ERHEEENEN. GetFinding # GetFinding V2 #Baccess-analyzer:GetFindingE
IAM BURBEBHMActiontEREA. BXHEEEHITaccess-analyzer:GetFindingEB{ERI#E
PR

ERE

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 5E3RZ &
EREMA T URI B,

analyzerArn
EXRBIEEH 29 ARN,

B [Ac]* [~ ]*:[A:]* [~ ]*: [~ ]*:analyzer/. {1,255}

VE B

BERE %R E B AR,

PVE .2

maxResults

EEORHEENERBE LR,

nextToken

AR5 BIRE AR T

=3
B

%
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EX.

i

ARRBAERER,

:IJI‘H
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Bl FE7E

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

G TR
MBBIER I , ABRIEE HTTP 200 B,
AR 75 & E T 5) JSON R MEH,
analyzedAt
S EERBARHNERA RN BN IAM BRI B,

A : Timestamp

createdAt
BURREENRE,
A : Timestamp

error

_1?&%%7@%0

B FEFE &
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B . P
findingDetails

EMWERCAL , RARBEE WIRE M RZZRBEMIES,
A : FindingDetails ¥ 4BE %I

findingType

BEEENER, SRANSERSTE , BRAExternalAccess, HRKRERANEFERDINE
FA A LR UnusedIAMRoleUnusedIAMUserAccessKey., UnusedIAMUserPassword,

HKUnusedPermission,

BE ¥R

BM{E:ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |

UnusedIAMUserPassword | UnusedPermission

EREEU BB TH B RIS,

BE ¥R

nextToken
AR D EREIMNERNTHE
BHR . FH

resource

EERREEWER.
| Fa

resourceOwnerAccount

BEEREHN AWS IRF 1D,
BE . F&

resourceType

RHBEE PRBINEREE,
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BMEAWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream

status
%I 1E B AR RE,
BE ¥R

BREACTIVE | ARCHIVED | RESOLVED
updatedAt

EHRBEEE MR,

A : Timestamp

a
N

i}

NMEFRBBFEERERNET , F2EERER,

g

AccessDeniedException

1R B EHEIRE T AT LB,

HTTP ARAEHE : 403

InternalServerException
A BR Rl AR 25 85 3R

HTTP #REERE : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARAEHS : 404
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ThrottlingException
B PR B $R ER

HTTP ARREHS : 429

ValidationException
BRERER,

HTTP AREEHS : 400
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GetGeneratedPolicy
FEEEREEMEAIStartPolicyGeneration,
A OREED

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSeryv
HTTP/1.1

URI B3RS ¥

AREEM TS URI 28,

includeResourcePlaceholders

REEENFAERER. SUUEERSHERBIXEERERBEENEEF , $HER ARN
ELXERRENVERRE,

Flon | ERBWERI DS |, B LUIZRWEZME , 5l , "Resource":"arn:aws:s3:::
${BucketName}"mA=2"*",

includeServiceLevelTemplate

BREELNHMERELR. BUUEERREELREERER,
IAM 2B #r88 fliam: servicelastaccessed A Bl & IE F 32 37 It IR 7% & 4k &8 2< 1Y IR 75 -
jobld

StartPolicyGenerationfF#Fr{EER. JobIdJobIdwl & —iE A
fGetGeneratedPolicyMNEL KR , SEE—EEACancelPolicyGenerationREUH K
EEFER,

PVE 2
ARIM

AREBERRER,
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Bl FE7E

HTTP/1.1 200
Content-type: application/json

"generatedPolicyResult": {
"generatedPolicies": [

{

"policy": "string"

1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [

{

"allRegions": boolean,
"cloudTrailArn": "string",

"regions": [ "string" ]

}I

"isComplete": boolean,
"principalArn": "string"

iy
"jobDetails": {
"completedOn": "string",

"jobError": {
"code": "string",

"message": "string"

1,

"jobId": "string",
"startedOn": "string",
"status": "string"

G TR
MBBER , ABRIEE HTTP 200 B,
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RIS EER T 5] JSON KXW ERL

generatedPolicyResult

BEFELE R MNEBFMERAMNGeneratedPolicyResul t¥W#,

A : GeneratedPolicyResult 14
jobDetails
BEEMMELE R 2 FMEANGeneratedPolicyDetails ¥,

A - JobDetails Y14

§5
MEFREBDERERBBROET , FSHERHEE,

5

AccessDeniedException

1828 EHEFEET AT BN,

HTTP #REEHS : 403

InternalServerException

R &R AR 3R §R 2R o

HTTP ARAEHES : 500
ThrottlingException

B3 PR B 85 ER

HTTP #REEHS : 429

ValidationException

BREEERER,

HTTP AREEHS : 400
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ListAccessPreviewFindings
R rRAREE N FREERRIEAEE,

HRE

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
b,
"maxResults": number,
"nextToken": "string"
}

URI 585R2 ¥
SBREHEA T URI B8,

accessPreviewld

FHFEENE— ID,
B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

PVE .2
ERER

A REZERA JSON AR THER,

analyzerArn
ARELFEEN 2 MTESH ARN,
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A : String

B [A]*:[A:]*[A:]* [~ ]*: [~ ]*analyzex/

VE B
filter
EhREE 2% IEEE R,

R . FEFCriterion¥) ¥R

PNE &
maxResults

EEOREHEENERBE LR,

FEA - BB
PNE B
nextToken

AR BiRE AR T .

BE FH
BE R

Bl FE5E

HTTP/1.1 200
Content-type: application/json

{

findings": [
{
"action": [ "string" 1],
"changeType": "string",
"condition": {
"string" : "string"

}I

.{1,255}

B FEFE &
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"createdAt": "string",
"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"
},
"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

},

"type": "string"

}
1,
"status": "string"
}
1,
"nextToken": "string"

ol fE T 3=

WMREERT , AIfRIEER HTTP 200 EFE,

fREEER T %] JSON &N E K,

findings
FEEEHFREANTINEERREREE,

A : AccessPreviewFinding ¥4 BE %)

nextToken

RR 5 IR E AR,
&
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A
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WEMBBFEERERNEN , F2EERER.

AccessDeniedException

1R B BN EEE T AT L ENF,

HTTP ARAEHS : 403

ConflictException

FROISRILERER

HTTP #REEHS : 409

InternalServerException

& fa] AR B 85 5R

HTTP AREERE : 500

ResourceNotFoundException
BAEEENER,

HTTP ARAESRS : 404
ThrottlingException

Eﬁl)lb ISE %‘J n/\ [

HTTP ARAEHS : 429

ValidationException

BREEFHER.

HTTP AREEHS : 400
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ListAccessPreviews
BRIEEDMENFEEEN X,

ERE

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 583k 2 ¥
AEREEATY URI B8,

analyzerArn
AREEXFIEE 27 #TEEH ARN,

B [Ac]*[A:]*:[A:]* [~ ]*:[A:]*:analyzer/. {1,255}

PVE .2

maxResults

EEDEFEONEREE LR,

nextToken

AR BREAYERET M,

ERETE
ARREBRER,
cliEd

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{
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"analyzerArn": "string",

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"

EETE

REERTH , BIBRIEER HTTP 200 &,
R EEE T 5 JSON BB E R,

accessPreviews

RONBRENNFREESTE,

|A . AccessPreviewSummary ¥4 FE %)

nextToken
ARy BIREMNERNTE,

BHR . FH

i

WEMBBFEERERNENR ,
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AccessDeniedException
R B R AT RRE T T L ENE,

HTTP #REEES : 403

InternalServerException

&R fa] AR B 85 5R
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HTTP AREEHS : 500

ResourceNotFoundException
KABEENEIR,

HTTP AREEHS : 404
ThrottlingException

B3 PR B R RR

HTTP #REEHS : 429

ValidationException

BREEFER,

HTTP AREEHS : 400
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ListAnalyzedResources
BRRCHEENABHE OB MIEEERNERIIR. KAEANERS BT ERBE,

HRE

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"maxResults": number,
"nextToken": "string",
"resourceType": "string"
}

URI FER S8
ERTEEAEIM URI S8,
AR

R REZERA JSON AR THER,

ﬂlh

analyzerArn
ERPHENE S MERBEEN D HTEE ARN,
A : String

B [Ac]* [~ ]* [~ ]* [~ ]*:[A:]*:analyzer/. {1,255}

PVE 2

maxResults
EREEFERNEREE LR,
BHR . BHY
VE B

nextToken

AR5 BiRE AR T
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HR . FH

PVE B

resourceType

BRI ER,
HA . FH

BME:AWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: : Stream

PVE B
[C] FEZE

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}

B fETE
WMREMERTI , BIRFSER HTTP 200 EFE,
RIEEEE T 5 JSON X E R,
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analyzedResources

DN ERBE,

|{A . AnalyzedResourceSummary ¥4 FE %l

nextToken

AR ERENRRN S,
| Fa

(=]
N

§5

NEMBEBFEERERNEN  F2EERER.

g

AccessDeniedException
R E RAFEE AT Bk,

HTTP ARBEHS : 403

InternalServerException

W& ] AR 3R §R 2R o

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARAESS : 404
ThrottlingException

B3 PR B 5 ER

HTTP #REEHS : 429

ValidationException

BREEFHER.

HTTP ARZEHS : 400
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzedResources
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzedResources

IAM Access Analyzer APl &

ListAnalyzers
BRRS T B TR,
-.kFII:I /

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URI 53R &
AREFEATY URI 28,
maxResults

ExOEHEENERBE LR,

nextToken

ARS BEENR RS,
type
S BHE,

A %E:ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS

R ERE
ARRBBERER,
IEl 'l._:\nn /

HTTP/1.1 200
Content-type: application/json

{
"analyzers": [
{
"arn": "string",
"configuration": { ... },
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"createdAt": "string",
"lastResourceAnalyzed": "string",

"lastResourceAnalyzedAt": "string",

"name": "string",

"status": "string",

"statusReason": {
"code": "string"

1,
"tags": {
"string" : "string"
1,
"type": "string"
}
1,

"nextToken": "string"

ClfETE=
WMREMERTY , RIBRISER HTTP 200 = FE,
R EER T 5] JSON XN ER,
analyzers

AU 20 AT B8R o

¥|A - AnalyzerSummary ¥4 5

nextToken

AR BiRE AR T

HR . FH

§HER
MEMEBEERERNES , F2RERER.
AccessDeniedException

1R8N EFEE T T L EF,

E)PES

API k7 2019-11-01 85



IAM Access Analyzer

APl &

HTTP #RREHS : 403

InternalServerException

W& ] AR 3R §E 2R o

HTTP #REEHS : 500
ThrottlingException

B3 PR B R RR

HTTP #REEHS : 429

ValidationException

BREEFER,

HTTP AREEHS : 400
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzers

IAM Access Analyzer APl &

ListArchiveRules
MR AEES BRI NRRREIEESE,
=R

==k
CIZ R Y- [=

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 553R8 ¥
EREEA T UR B,

analyzerName

Eeh @R AN T ERE R
RERH . RETRAB 1. REERA 255,

= : [A-Za-z][A-Za-z0-9_.-1*

PE 2
maxResults

EREERPEONERBE LR,

nextToken

AR BIRE AR T .

AARERR
EREEHEREME.
Bl FERE

HTTP/1.1 200
Content-type: application/json

{
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
},
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"

ElfETE

MREEKRT , RIBRFER HTTP 200 EIfE.

R EEE T 5] JSON XN ER,

archiveRules
AEENSMRELNFERAUEE,

A . ArchiveRuleSummary ¥4 %

nextToken

AR BIRE AR T

35 AR

WEMBBFEERERNENA ,

/)

3
¢
&n
ell3
m
i
? Ilg

AccessDeniedException

1R B BN EFEE T T LB,

E)PES
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HTTP #RREHS : 403

InternalServerException

W& ] AR 3R §E 2R o

HTTP #REEHS : 500
ThrottlingException

B3 PR B R RR

HTTP #REEHS : 429

ValidationException

BREEFER,

HTTP AREEHS : 400
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListArchiveRules

IAM Access Analyzer APl &

ListFindings

BERBEENSMESERNRZRREEMNSIFK, ListFindings M ListFindings V2 #access-
analyzer:ListFindings#E IAM BUREBHMActiontEFFEH. BHBEEEHTaccess-
analyzer:ListFindingsE{EHIRERR,

EETHITARMENZRERFENG RSN , 520 IAM EHAEERTH IAM Access Analyzer &
BE8.

—.}iFII:I/

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI 8RS %
BRI EEREM URI B
EREH

AREZEA JSON BN THEHR.
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IAM Access Analyzer APl &

analyzerArn
B REEERIRIER N 988 ARN,

A : String
B [Ac]* [~ ]*:[A:]* [~ ]*:[A:]*:analyzer/. {1,255}

ME 2

filter
EHHEER 2 HRIE A ENERR,
A ;. FEHFECriterion¥) #H £ AR
MR B

maxResults
EEDEFEONEREE LR,
HAE  BH
VE R

nextToken

AR BREAE R T A,

BE . P
NHE ;B
sort

EEMBIEENEEFIER,
¥R - SortCriteria Y14

PVE B

Bl EFE &

HTTP/1.1 200
Content-type: application/json
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APl &

{

"findings": [
{

"action": [ "string" ],

"analyzedAt": "string",

"condition": {

"string" : "string"
I
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
},
"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{
"detail": {

"accessPointAccount": "string",

"accessPointArn": "string"

1,
"type": "string"

]I

"status": "string",

"updatedAt": "string"

]I

"nextToken": "string"

BETE

WMEREERT , BIIRFER HTTP 200 EFE,

RIS EER T 5] JSON KXW ERL

findings

o MBFEMNRRAEFE , FEEENSFRRG (MRENFE).

E)PES
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A : FindingSummary Y145

nextToken

IR 9 BB B R4 4
B T

a
N

i}

NEMBEBFEERERNEN , F2EERER.

g

AccessDeniedException

1R A RAFEETHAITIHEIF,

HTTP #RREHS : 403

InternalServerException

&) AR 2R 8E 2R o

HTTP AREEHS : 500

ResourceNotFoundException
BT EEENEIR,

HTTP ARBESS : 404
ThrottlingException

7R PR B 85 RR

HTTP #REEHS : 429

ValidationException

BREEERR,

HTTP AREEHS : 400

e
MBREH P —EREES AWS SDK RIEMALL API W MAET , HBETIRE
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AWS 55T E

AWS SDK for .NET

AWS SDK for C++

AWS EAREF V2 By SDK

AWS SDK for Java V2 YT %
AWS B AR JavaScript V3 By SDK
AWS SDK for PHP

AWS E AR Python B SDK

AWS BARAER V3 B SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindings

IAM Access Analyzer APl &

ListFindingsV2

HEISEDMESELNRIRIFAFE, ListFindings # ListFindings V2 #8Faccess-
analyzer:ListFindings® IAM BIREBHMWActiontR, BUHEAEF#HTaccess-
analyzer:ListFindingsE{EHIRERR,

EETHITARMENZRERFENG RSN , 520 IAM EHAEERTH IAM Access Analyzer &
BE8.

= =F>
EEEREE/

POST /findingv2 HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URI 8RS %
BRI EEREM URI B
SRS

AREZEA JSON BN THEHR.
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IAM Access Analyzer APl &

analyzerArn

ERPENBREBN D HE ARN,
A : String
B [Ar ][~ ]* [~ ]* [~ ]*: [~ ]*analyzer/. {1,255}
MR =2
filter
EHHEER 2 HRIE A ENERR,
A . FEBECriterion ) $H R

RE &K

maxResults
EEDEFEONEREE LR,
HAE  BH
VE R

nextToken

AR5 IR E AR T,

sort

PR BB R
2 : SortCriteria #14

PVE B

Bl EFE &

HTTP/1.1 200
Content-type: application/json
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{
"findings": [
{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingType": "string",
"id": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}

B fETHE
MEREERT , BIIRFER HTTP 200 EFE,
RBEED T 5 JSON R EH,

findings

o MBFHEMNRRBAEFE , FEEENSFRRG (MRENFE).

A : FindingSummaryV2 Y45

nextToken

AR BIRE AR T

35 AR

NMEFREBFEERERNET , FBEERER,

/)

AccessDeniedException

1R B BN EFEE T T LB,

EfETE
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HTTP #RREHS : 403

InternalServerException
A ERRIBRBR EH R

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENER,

HTTP AREEHS : 404
ThrottlingException

B3 PR B R RR

HTTP ARREHS : 429

ValidationException

BREEFER,

HTTP AREEHS : 400

SE2HE
M — B EES AWS SDK el AP| NEHIET, | BSMTHIAE

« AWS @S5I HE

+ AWS SDK for .NET

+ AWS SDK for C++

- AWS BAREZF V2 By SDK

« AWS E AR Java V2 #J SDK

« AWS E AR JavaScript V3 #J SDK
+ AWS SDK for PHP

« AWS & AR Python #J SDK

« AWS EARAILE A V3 By SDK

EEE API k7 2019-11-01 98
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindingsV2
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ListPolicyGenerations

FIHBELRABRNABEBREN.

—KFII:I/

GET /policy/generation?

maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI RS

HREEA T URI SR,

maxResults
EEOESEENRRHE LR,
ANEE - &MES 1.

nextToken
Ao BEIREIME RS,
principalArn

LEAHELBERN IAMER (FAEZHAER) B ARN, #ElListGeneratedPoliciesfEMLL

BEUEEGR  UEESSRETZHENER,

B arn:[~:]*:iam::[~:]*:(role|user)/.{1,576}

ERETE
ARIRAR
el Ed

nlh
nlh

FRER.

HTTP/1.1 200
Content-type: application/json

{

"nextToken": "string",

ListPolicyGenerations
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"policyGenerations": [

{
"completedOn": "string",
"jobId": "string",
"principalArn": "string",
"startedOn": "string",
"status": "string"

B TR
MRBIER , AIRIEE HTTP 200 B,
BR A& ME T 5] JSON BRI EH,
nextToken

IR % ERE R IE

BA FE

policyGenerations

CEEHAEERBZEMERANPolicyGeneration¥ .,

A : PolicyGeneration ¥4 FE %l

§5
MEFEBDERERBBROET , FLHERHE,

g

N

AccessDeniedException

1R A RAFERETHITIHEIFE,

HTTP ARAEHS : 403

InternalServerException
R ERREIBRBR EH R

HTTP AREEHS : 500

E)PES
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ThrottlingException
B PR B $R ER

HTTP ARREHS : 429

ValidationException
BRERER,

HTTP AREEHS : 400
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+ AWS SDK for .NET
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListPolicyGenerations

IAM Access Analyzer AP| 2&

ListTagsForResource
RREANEEERNERIK,
AR OK g

GET /tags/resourceArn HTTP/1.1

URI R 2

AREGEATS URI 28,

resourceAm
ERPHEEERAEIR ARN,

VE B
BRIM
ERREFEREHE,
O] FERE &

HTTP/1.1 200
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

G TR
MRBAERY , RRBEE HTTP 200 EIE.
AR & EE T 5 JSON X EH,
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tags
ERAEEEERNER,
B . TRETERS

§5

WEMBEBFEERERNEN  F2EERER.

3

AccessDeniedException

1828 B EEET AT BN,

HTTP #REEHS : 403

InternalServerException
R EB Al AR 2R EE AR o

HTTP ARAEHRS : 500

ResourceNotFoundException
KABEENEIR.
HTTP AREEHS : 404

ThrottlingException

Bi57% PR 8

I'-I/\O

HTTP ARAEHS : 429

ValidationException

BREEERR,

HTTP AREEHS : 400

\\‘)Et

B

WMEEEF—ERERE

=
Jbﬁ

AWS SDK HfE itk API KyEEiRE
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%II
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%
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i
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AWS SDK for .NET

AWS SDK for C++

AWS EAREF V2 By SDK

AWS SDK for Java V2 YT %
AWS B AR JavaScript V3 By SDK
AWS SDK for PHP

AWS E AR Python B SDK

AWS BARAER V3 B SDK
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StartPolicyGeneration
BBRAEEER,
—Knn /.

PUT /policy/generation HTTP/1.1
Content-type: application/json

{

"clientToken": "string",

"cloudTrailDetails": {
"accessRole": "string",
"endTime": "string",
"startTime": "string",
"trails": [

{
"allRegions": boolean,

"cloudTrailAzn": "string",

"regions": [ "string" ]

]
+

"policyGenerationDetails": {
"principalArn": "string"

0
X
X

&

ARTEERAEM URI B8,
BREM

SERIEZHA JSON BB THIER,

URI

clientToken

HIERHNED K NEHE—BEE , AUBRRFRNEREE. SEMEARE APIFERIATK—
Ro HRBEEFHER , MRFRBEFARKDITK , IEFHEFFRTENREERSERFRHKINF
RWBER , HEMRBEHEMMER.
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MREKRIEEAFIHER , AWS SDK EHBELE —ERR.

HR . FH

RE &K

cloudTrailDetails

BELEDMUEE R Trail 25 ME A CloudTrailDetail s,

¥A! : CloudTrailDetails ¥4

PE &K

policyGenerationDetails

TEEAHEEBEN IAM BB (FAEHAR) 1 ARN.

A : PolicyGenerationDetails ¥4

VE B

Bl FE5E

HTTP/1.1 200
Content-type: application/json

{
"jobId": "string"
}

Bl fE T 3=
WRBAERY , RBEE HTTP 200 EIfE.
BRAS & EE T 50 JSON R EH,

jobld

StartPolicyGenerationtFZPTEEIR, JobIdJobIdAEE—EEA
fiGetGeneratedPolicyBNVELKKEE , EE—EFEHCancelPolicyGenerationREUH KB

EEFEKR,
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BE . FH

§5
MEMABDIERERBBOET , FLHEERHE,

5

AccessDeniedException
18R 8 R FEE AT ENE,

HTTP #RREHS : 403

ConflictException
EROINAMRER,

HTTP #REEES : 409

InternalServerException
A Bh Rl AR 25 85 3R

HTTP AREEHS : 500

ServiceQuotaExceededException
AR %% ¥R E& 255,

HREERS -

ThrottlingException
B57 PR R

Fl/\O

HTTP #REEHS : 429

ValidationException

BREEERR,

HTTP AREEHS : 400
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartPolicyGeneration
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StartResourceScan
YRR EERSEEE RN R,
FBoREES

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URI B3RS 8
ERTEEAEIMA URI 28,
ERERE
EREZIHA JSON BRM T HIER,

analyzerArn
SHEEH ARN , ARBHERZEEERNERK,

|A : String
B [A]*c[A:]* [~ ]* [~ ]*: [~ ]*:analyzexr/. {1,255}

PVE .2

resourceArn
B2 &R ARN,
A : String
B carn:[Ac]*c[A]*[A]*c[A]* L x

ME 2
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resourceOwnerAccount

WEERWN AWS tRF ID. R AKZH AWS ERME , HARKEEHPEIEFRVIRSE,
BE . FH
BE B’

Bl FE7E

HTTP/1.1 200

EIfETE

MRBERT , RIRBEEREZ HTTP AXEY HTTP 200 EIfE.
R

WEMEBEERERNENR  F2EERER.
AccessDeniedException

1R A RAFERETHAITIHEIF,

HTTP #REEES : 403

InternalServerException

W &R A AR 2R 8RR

HTTP AREEHS : 500

ResourceNotFoundException
BABEENEIR,

HTTP ARRERS : 404
ThrottlingException

57 BR B R RR

HTTP ARAEHS : 429
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ValidationException
RRERER,

HTTP #REEHS : 400

R
IMFHE R —EHETES AWS SDK R ER I AP| WEHEET  HSHTHAS :

« AWS @S5I HE

+ AWS SDK for .NET

+ AWS SDK for C++

- AWS BAREZF V2 By SDK

« AWS SDK for Java V2 W %

« AWS i AR JavaScript V3 By SDK
+ AWS SDK for PHP

« AWS & AR Python Y SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartResourceScan
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TagResource
An— EEREIEENER.
AR KEE

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI 53R &
FREFEATY URI B,
resourceArn

EXEEBRNEIR ARN,

VE B
ERER

A RIEZHA JSON BB THER,
tags

EFEINERNER.

HH . FHRIFHEMRS
C-

N
&
7

i

Bl fE

HTTP/1.1 200

TagResource API fRZR 2019-11-01 112



IAM Access Analyzer APl &

B fE &
MREERD , AIRBEEREZ HTTP AXH HTTP 200 @ FE,
#HER

MEFMBBEERERNEN  F2RERER,
AccessDeniedException
18R 8 R FEE A AT Bk,

HTTP #REEHS : 403

InternalServerException
R ER R AR BR EH R,

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENEIR,

HTTP ARBESRS : 404
ThrottlingException

B BR I B R RR

HTTP AREEHS : 429

ValidationException
Eﬁ%; % iﬂn/\o

HTTP AREEHS : 400

BHESH
W R — A4S EEE AWS SDK RIERIL AP| RS, HEMTAIRE

« AWS e 55N |
« AWS SDK for .NET
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/TagResource
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UntagResource
RIS TE BB R B AR,
AR EED

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URI 5535k 2#
SEREFEA T UR B8,

resourceArn
ERPBEBRERNERN ARN,
U

tagKeys
ENMECBEBNER.

ME 2

AR
AREBEFRRER,

Bl FEFE

HTTP/1.1 200

B fETE
WMREBERI , AIRKEEEEMEZ HTTP AXH HTTP 200 EfE,
Ei]

NMERBBFEERERNET , F2EERER,

a
N

g
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AccessDeniedException

1R B BN EIET AT LB,

HTTP AREEHRE : 403

InternalServerException

&) AR 2R 8E 2R o

HTTP #REERE : 500

ResourceNotFoundException
BT EEENEIR,

HTTP ARAEHS : 404
ThrottlingException

B 7R PR Hl B8R RR

HTTP AREEHE : 429

ValidationException
REERER.

HTTP ARAEHS : 400

\\‘)&

B

MFEEEP—ESEFES AWS SDK REALL API BVFFHEER , F2RTIRE .

]
7:!ﬁ

« AWS =3I E

« AWS SDK for .NET

« AWS SDK for C++

- AWS EAREZ V2 B SDK

« AWS SDK for Java V2 BYE 4

« AWS B AR JavaScript V3 #J SDK
« AWS SDK for PHP

« AWS & A1 Python 9 SDK

EEE API hzZ 2019-11-01 116


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UntagResource
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UpdateArchiveRule
e A IR R RO R AL
AROKEE

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}

URI RS
EREEA TS URI B8,

analyzerName

EFEHEERAUNIINBER,
RERS : RETRA 1. RELRA 255,
B : [A-Za-z][A-Za-z0-9_.-]*

PE 2

ruleName
EFEFNRAUERE,
RERH : RETRA 1, RELEREA 255,

= : [A-Za-z][A-Za-z0-9_.-1*
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PVE .2
mERERE

FEREFEHEA JSON XM THIER,
clientToken

A FimER.

BH . FH

MR B

filter
HEEFH o ARNE RS, REFEHTSHERFMHNAR,
R . FBZECriterion {4 H R

PVE .2
[o] FEE %

HTTP/1.1 200

Bl fE T3
WRBAERY , WBBEHE R HTTP RXH HTTP 200 BIFE,

BH RR
WEFABER RERNET  B2HERER,

AccessDeniedException
R B R ATFRRE T T ENE

HTTP AREEHE : 403

InternalServerException

A& ] A 3R 85 2R

EEET )
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HTTP AREEHS : 500

ResourceNotFoundException
KABEENEIR,

HTTP AREEHS : 404
ThrottlingException

B3 PR B R RR

HTTP #REEHS : 429

ValidationException

BREEFER,

HTTP AREEHS : 400
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+ AWS SDK for C++
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateArchiveRule
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UpdateFindings
T iE R E A R,
H R

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}

URI RS #

ARTREREM UR S8,
ARER
FEREZIRA JSON MR T HIEH
analyzerAm

EEXBEEHMRREAR 2 0HERR ARN,

/A : String
B [~ ] [~ ]* [~ ]x [~ )% [A ] * ranalyzex/
MR =
clientToken
A FiniER.
BH: F&
VE:H/

.{1,255}

UpdateFindings
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ids
EFHoBHREEMN ID,
HA . FEHET

PE &/

resourceArn
31 B P AT B 2 EIREY ARN,
A : String

B arn:[Ac]*:[A:]*:[Ar]* [~ ]*: L

PNE B
status

MRERREMBFREEMEBFERNNE . AARCHIVER# "R+, RRBEAEER 'EFF
B, BRIR AACTIVERE 'EEENRRER, 82858 "FRHP, R

HR . 7R
BME:ACTIVE | ARCHIVED

VE B

Bl FEFE %

HTTP/1.1 200

B fETE
MREMERL , AIRBEEREZ HTTP AXXH HTTP 200 @ FE,
iEER

NMEFMBBFEERERNET , F2EERER,

AccessDeniedException

1R B E N EFIE T T EF,
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HTTP #RREHS : 403

InternalServerException
A ERRIBRBR EH R

HTTP AREEHS : 500

ResourceNotFoundException
BAEEENER,

HTTP AREEHS : 404
ThrottlingException

B3 PR B R RR

HTTP ARREHS : 429

ValidationException

BREEFER,

HTTP AREEHS : 400
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+ AWS SDK for C++

« AWS BAREZE| V2 By SDK

« AWS SDK for Java V2 By 84

« AWS E AR JavaScript V3 #J SDK
+ AWS SDK for PHP

« AWS & AR Python #J SDK

« AWS EARAILE A V3 By SDK

EEE API hzZ 2019-11-01 123


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/UpdateFindings
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ValidatePolicy

ERBEFRUALEOZRRAEFE, RRER THBEREIEE  LRETITHERBREALE , W=
BRBNSREMREMEN ISR,

SEL SR
nﬁsknn/

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1
Content-type: application/json

{
"locale": "string",
"policyDocument": "string",

"policyType":
"validatePolicyResourceType": "string"

"string",

0
X
X

2
EREEMA TS URI B8,

URI

maxResults

BEEREFEONEREE LR,

nextToken

AR5 BIRE A R T

AARER
ERIEZ A JSON KXW THIE R

locale

ARAM{LRIRIBE N H[EERE,
BR . 7R
BMEDE | EN | ES | FR | IT | JA | KO | PT_BR | ZH_CN | ZH_Tw

PVE B
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policyDocument

BAERAAETH JSON BRI,
HR . 7R
ME 2

policyType

ERENFRURE, SOBIBRIHFUTRE IAM T8, FOBBBREE AM A6, £AF
MEENZENAREK,

BERRIBFEE AWS EENER., EREESHE IAM AEWNEEBEM Amazon S3 FHFEER
RETBIR, BuURH—KREA , flNssBRIERBERESE@AA |, IS EBERS
Amazon S3 FEFBBUR,

BRAS 4| R Al (SCP) R —EMMEAAME. BBEMN (OU) NIRRT ER, AWS
R . FH
ﬁi‘&EZIDENTITY_POLICY | RESOURCE_POLICY | SERVICE_CONTROL_POLICY

PVE .2

validatePolicyResourceType

EMMEERRENERER, REEFHRELAR  TEEXRBREERERN
{fERESOURCE_POLICY, fltn , ZEERFE EiE#E S Amazon S3 EETEMNEREE , B LUE
EAWS: :S3: :Bucket BB B ERE|A,

HRATXEBEAERENERER | IAM Access Analyzer @#/TiE AR FTE ERBUERBER R
E, fln, EERIEMMNE KMS £RNERBEE , BF2EERRBILEREENE , M 1AM
Access Analyzer i #TEARPMBERBENBERE,

BHR . FH

BAME:AWS: :S3: :Bucket | AWS::S3::AccessPoint |
AWS::S3::MultiRegionAccessPoint | AWS::S30bjectLambda::AccessPoint |
AWS: : TAM: : AssumeRolePolicyDocument | AWS::DynamoDB: :Table

PVE B
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Bl FE7E

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [
{
"path”: [
{ ...}
1,
"span": {
vend": {
"column": number,
"line": number,
"offset": number
.
"start": {
"column": number,
"line": number,
"offset": number
}
}
}
]
}
1,
"nextToken": "string"
}

EIfETR
MRBER , AIRIEE HTTP 200 B,

RIS EER T 5] JSON KXW ERL
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findings
IAM ZEL D MBS R IBBER R EEHERMNBR P RIRIFR FE,

A : ValidatePolicyFinding ¥4 FE %1

nextToken

AR BREAE R T,

NMEFMBBFEERERNES , F2EERER,

AccessDeniedException
8RB R A TR T L ENME,

HTTP ARAEHS : 403

InternalServerException
A BR{Al AR R E6 7R

HTTP ARAEHES : 500
ThrottlingException

57 BR B R RR

HTTP ARAEHS : 429

ValidationException
BMEEEHER.

HTTP AREEHS : 400
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ValidatePolicy
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¢ SEkid

#Z IAM Access Analyzer APl B2 5 BEBEE K SERECH. FERKFHRATE —BERER,

@ Note
THRARENBREFETSETENIEF. BARXTERAERDE - KEIEF.

BRXETIERER .

« Access

* AccessPreview

* AccessPreviewFinding

* AccessPreviewStatusReason

* AccessPreviewSummary

* AclGrantee

* AnalyzedResource

* AnalyzedResourceSummary

* AnalyzerConfiguration

* AnalyzerSummary

* ArchiveRuleSummary

* CloudTrailDetails

* CloudTrailProperties

+ Configuration
» Criterion

* DynamodbStreamConfiguration

* DynamodbTableConfiguration

+ EbsSnapshotConfiguration

» EcrRepositoryConfiguration

» EfsFileSystemConfiguration

* ExternalAccessDetails
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Finding
FindingDetails

FindingSource

FindingSourceDetail

FindingSummary

FindingSummaryV2

GeneratedPolicy

GeneratedPolicyProperties

GeneratedPolicyResult

lamRoleConfiguration

InlineArchiveRule

InternetConfiguration
JobDetails
JobError

KmsGrantConfiguration

KmsGrantConstraints

KmsKeyConfiguration

Location

NetworkOriginConfiguration

PathElement

PolicyGeneration

PolicyGenerationDetails

Position

RdsDbClusterSnapshotAttributeValue

RdsDbClusterSnapshotConfiguration

RdsDbSnapshotAttributeValue

RdsDbSnapshotConfiguration

ReasonSummary

RecommendationError

RecommendedStep
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S3AccessPointConfiguration
S3BucketAclGrantConfiguration

S3BucketConfiguration

S3ExpressDirectoryBucketConfiguration

S3PublicAccessBlockConfiguration

SecretsManagerSecretConfiguration

SnsTopicConfiguration
SortCriteria

Span
SqgsQueueConfiguration

StatusReason

Substring
Trail

TrailProperties

UnusedAccessConfiguration

UnusedAction

UnusedlamRoleDetails

UnusedlamUserAccessKeyDetails

UnusedlamUserPasswordDetails

UnusedPermissionDetails

UnusedPermissionsRecommendedStep

ValidatePolicyFinding

ValidationExceptionField

VpcConfiguration
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Access
AEEENESRENABEY  EEBENEEESEREFHKRNER,
B 8%

actions
FRERNBERE. T IAM BERFAEBENEAFS , BUAEERENBEFTEFREM,
HH . FRET
fESIKE  HE#TRA 0. HEELERA 100,

PWE B
resources

FRHERNERSFE, £ IAM BRI A4E Amazon EIREHE (ARN) WE[AF& | B UEER
ENERBEFEM. BREEEEER ID K ARN B0 P EAEBRF T,

B FHEET
fEFX S : BB TRA 0, HEHLRA 100,
RERS : RETRA 0, RELERA 2048,

\

BB H

WMEEEF—ERERE

\)s’t

AWS SDK HfE Itk APl WEFHEEHF , F2RETIIRR

]]II|I

« AWS SDK for C++
« AWS #E AR Java V2 By SDK
« AWS BHMAER V3 B SDK
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AccessPreview
AEEREENHEEENA.
B 8%

analyzerArn
AREEFMAEZ 53N ARN,
/A : String
B [Ae]* [~ ] [~ ]* [~ ]* [~ ]*analyzex /. {1,255}

VE B

configurations
REBEREEREIR ARN HIR,
¥R . FHFE Configuration ¥ 4 ¥ AR

ME 2

createdAt
FERRENE KRB,
/A : Timestamp

PVE B

FIRFEENKE— 1D,
A : String
B . [a-T0-9]1{8}-[a-T0-9]{4}-[a-T0-9]{4}-[a-T0-9]{4}-[a-f0-9]{12}

PVE .2

status

FHABNMRE,
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« Creating-FHEAERE VI EEETH,
« Completed-FHEEBEEEN. BUUEEERNBEFINZIFIER,
« Failed-ZEERFEEEM K,

| e
5 {E:COMPLETED | CREATING | FAILED

ME 2

statusReason
RUEBRFNEEB REBNEZSFHRENR.

fign , MRFERAENEIAY , AIgEEFailedifiE, WAKTRERHARD TN ABRERE
TR B IS SR

¥R - AccessPreviewStatusReason ¥4
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreview
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