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ftEE2 AWS Certificate Manager ?

AWS Certificate Manager (ACM) RI2E 1, 7R EHLFEFZESSL/TLSX.509 BEMEMNEH
e DUREBEN AWS B FERREN, ZLUEREERITACMBEET HEEREEAACMEERR
7, REEHWESN AWS RERHEFE. ACMBREAIURBE—REEE, SEABFENHEE. B
AFadEsiHEs. ACMBAFZFABERTREEREEN FHEE, SZEAUEHEZNACMERE ,
LA AWS A8 CA BEEASBRERMZE-APKI,

(@ Note

ACMTE AR B B IRISES . REEERE Amazon EC2 H{THEE LEREB LN L2 MR
28 LA #=B{2HEREA : TLSTE Amazon Linux 2023 5% ESSL/.

£

- HACMERK RN 2

- ACMBE &

- RIEES AWS Certificate Manager
- MUEBRENEEER

- B®

- E{E AWS Certificate Manager

BACME H Y BRIEIE 2

AWS SEPEZEE X509 BENFFREM T WERE, BERESLEERNRR,

1. AWS Certificate Manager (ACM) — IR EATLSAEEFARLHREENLEEREF. ACME
7 21%1B Elastic Load Balancing, Amazon CloudFront, Amazon API BEFMEME S AWS R
BREFE. SERNEEEAREEREAREERNZTELNERIL. ACMILS , FiB BB EHE
FIFERE  BtZeHEE, BEMRLREN ERVE,

2. AWS FhH CA— LLIRBBRRNE AWS ElRn AR ARSRERFER (PKI) , XERBBAIHLA
FERANEEEF. ERAK AWS FA8 CA , BBV HCHBEREEN (CA) BE , XBRITE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
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&, BB ERE, Bl BREX., B%. AKRSNHEMEE. A6 CA RTHERELZERK
Mm% LER. MEBEFMER , FSE AWS uF CA EREERM.

ACMEFR 45

REN LA BREACMEA RS R TR,

(® Note
EEFHEEARBRANEEACM. M ATETERAREEANEEACM,

BRERERBNEE

BEIBRFBHNLABBREACMER Amazon FENHBHIREE(L (CA) Amazon FERFEER

B8, Amazon iR CAs1 Bl 4 HBAEZE G2 REBESHERME-G2 WERRIXHF A, Starfield

2= Android &£ B{SE/IR , Android Gingerbread 1 iOS 4.1 AEBHIRA |, 9 EBR AETH

B, Amazon B3 i0S 11 UBHRAPFEE. E{AEE Amazon I Starfield 18 B #KBIESR, FE
ARXREXRABEEERPACMEBH L AEE.

BRITHREFNEIRHERERE , ACMBBREHCASEEER R EM—1E , %€ Amazon SERH
R CASTHEHEHRE., ACMBRIRE RN BERE (RSASKECDSA) FE#is 4 CA. HRF#E CA R
EEAERZERBHZERLN , RACMILTERAHTE CA BFA.

BERMEAENXEE

ACMBEEHFAETIRBES K SFEATBIES | Microsoft B B2 S Microsoft 84 , AN
BIE MR Safari BERET. EEACMEBRMNBIERS EBSSLAEZRTLSEEHAACMERNE
VB | SEMREYISBNY hEREER R, ACMEBE LI E| Java HWEE.

AR CA &ift
AiEEEN RN RREEMERME , Amazon AJERRERBANERT , BEHEZEEFLPiE

CA, EEEBITSHEFENEMEE, WRFHEA , FSHAEPERLE Amazon introduces
dynamic intermediate certificate authorities (Amazon #t Hi B RE P R B IR EHAE)

AT AT BEELE  EE— Amazon X EELLR CA , EELHSEELSERITANIEE, AANE
BENEARTE  Amazon SEAFE T ANEEIREN AWS BF |, BEKE FBHEERGIRE
BEE , UROFENEF&KEHRE, AWS Health Dashboard
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://www.amazontrust.com/repository/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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T EUBn K s AR 8RB =

MRRHERBETIBESGEE  ZBENETERHE. OCSPHCRLsZRARREREEECHE
MR ZEHS], OCSPHICRLsRAREMMBEFANNRERES, Mo BFEFNH B TREZRIINR
RIZR FoFFIE L HE

THEHFURLEAF EXTARBIBERE. BR () BAFAAR-JSBARBFT , B
(?) RR—ERBF T , #FK #) KE—BHF,
+ OCSP

http://ocsp.*.amazontrust.com

+ CRL

http://crl.*.amazontrust.com/*.crl

wmEEE (DV)

ACM BRE2HMIETE, LRMER  ACMEBEENTEFRER THEHE , EtmE. EFLERACM
BEE SO ERBEEESEHEEERTIEENFERE. B AERE B4 5DNS. FE
EZHMEN , B2 "EFEHHRTEL & "DNSEE, .

BRHE
ACMBENAMHA 13 @A (395 X).
ZEBONEE

ACMEEACMBRENESF  YEEHMBRRMERRE. BBV T HENEE SR BHEREHR,
BRI HEI RNERIERE. WEFAEF , F2H ACMEBENZEEEN,

ZERE AR

FEACMBR L BELEEL —EXEMBIHEE (FQDN) , MAETLIREEFGEMERE, Hla
EEEIACMBEFwww . example.com , www.example.net IR EFAILERAEF—EER
FEEHNAEL | BT FIEEE, EWEAMN bare 815 (LT A Zone Apex REMIF), LR
&, BAILLA www.example.com BFEACMBE , ARFTE BB example.com, MEFMEA |, 55
SR BRLEEBE.
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BERAFER

ACMATRAEMBEBHEARR () RELTEEAFTEBNWACMERE , AREBEHRPREFHH
Z{EM@iL, I , *.example.com AI{REE www.example.com # images.example.com.

@ Note
REREAFZARRER , B (Y) XEEREEBNRES , MBEERE—EAFRAEE
Ko Bl , *.example.com AI LR login.example.com ] test.example.com ,
B BE{RE test.login.example.com, BFEEE , *.example.com R AT LARE
example.com By F#A15 , E{RE bare = apex #1F (example.com), i , BAILATE
HETIEELSEMEEE , LLBERE bare = apex @E R H FRIBHNER, Hlm , &7
LARRZE{RE example.com 1 *.example.com BV /&R

EIREEE
BELSAEEEEENME|/A D, BEl , XETHIRSANMMEE iR B HIZEEE (ECDSA) 225

TIEEEACM, ACMAILUER ES () BMCEE ZERBITHBRE., HREFEEEXEEAWN
B,

(® Note

EHRER CA HEBNFLEPKIBEE AWS Private CA |, IEENEBHE X RS (RSAT
ECDSA) A ERE CA RESBHIEE LR,

« RSA{VRSA_10247T

« RSAfZJT (RSA_2048) *

« RSAfZJT RSA_3072

« RSA{ZJT RSA_4096

- ECDSA256 {1t (EC_prime256vl) *

- ECDSAfuJT (EC_secp384rl)*

- ECDSAfiJt EC_secp521rl

ECDSAEBE/) , RUERSASBHEENRZSY , BEERXRES. T8 , WECDSAKEFE MR

RFm#xE. TRUEKWMAE NIST , BRTEFEERTERECDSANRRM L L MERSAM
2R, MBESUNTRENL.
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
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EBEREENERNR M

ZeMEE RSAZ# K/ ECDSAZ & K/
128 3072 256
192 7680 384
256 15360 512

e WHETERA 2 WK% , EEENEFRBNEARBAN, 1 3072 BIRASRR 256 ECOSA
27T SIRE A LURE , MAEEIB 2 128 XIER.

MFEBBERFREEZNET , F2ENAEHFENEHECDSATBRERN AWS FFEEXE AWS

Certificate Manager.

/A Important
AR, BEERBEAHIENREZNS R/ AP REERMEEE, ) efNXEeR
BEEAAMKEABEMBETEACM. MEEZFHEER , FSEBRBHO .

« UNEE Elastic Load Balancing , se2REREXN S ST HRMHTTPSEERERN,
o WMEFFFHME CloudFront , 582 R ZERSSL/TLSEN I E M,

Punycode

MR R LT B B A 2 BB B Punycode E3K :
1. LA "<character><character>--" # 3\ ISR B E B B A ETHE "xn--",
2. BL"xn--" ENAEEBHESNEREVNNERLBEERE.

Punycode £i4l

BEEBE I I RE EE
#1 #2
example. ¢ N/A = v A LA "<character><character>--" 58

om
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https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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BiEEE W W nEF EE
#1 #2
a--exampl N/A i3 v AL "<character><character>--" Bi 58
e.com
abc--exam N/A & v LA "<character><character>--" B 58
ple.com
XN--Xyz.com = = v BRI EBRLBIEERE (AT A/ .com)
Xn--examp = & X FREMNERLEEER
le.com
ab--examp = = X WAL "xn--" BHER
le.com
ISR
AETIEE

« ACMTIRMHIEMHERDE (EV) BRNEBMBRE OV) BE.
« ACMAAESSL/TLSIH B AN EMERARMEEFE
. BEEFERAACMBRETE FEHEME,

- ACMERITAFFERERHBENZEEACMEBREEN. I, EEANBREEEIEAZER/N
ACM,

o BEESR Amazon BEENRERBEHREBERE |, HliER A amazonaws.com, cloudfront.net
elasticbeanstalk.com H#BE B,

- BEEZTHACMBENALEZEZR.,

o AT Amazon BEHEEEN (AmazonEC2) ML REARER L EEREACMER. ©
B, WU LUEREAESNREERARRE, NWEFHMEN , 220 RIEES AWS Certificate

Manager.

X &b [

A2 BAWS AWS — 2 EFHAWS EFFKPNEFN RS , AEENEIEHTHAMEACM,
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
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ACM R BRAEITER. &EAEH Elastic Load Balancing W EZRARMBEN =EREHERE
(FQDN) = %18 AWS EEFQDNsH I —# , BHEAERSLEASERSNER. HRHERNEE
ACM , EXREV AU SEEHEFRRESEITNSEREERE, SELIEESEERER.

£ E1E Amazon EFHACMERE CloudFront , A BEXBERE (HFEEILE) BEEBEFEREAR
F. ACMItt 218 A B2 2 M AR BB AV BB 2 CloudFront BIZ B8R MR ENFTEENE,

fRi&®E S AWS Certificate Manager

AWS Certificate Manager Z#F#RBZH AWS RiE, BELZEEEESNWACMBLENEAER 28
AWS FAH CA BEIFATRE. AWS

(® Note

NEACMBR IR EEEZBHE Enclave 8 Amazon EC2 #1T1EE & | (EEELEIH
f2 Amazon #1T{EEE . EC2MNEEAREHEZE Nitro Enclave B Amazon EC2 #1T{E#E L X EB
VBERRSBNFMEER , FFSERERE | 7 Amazon Linux 2 ERELAMPHERE AR 2T T2
2 : £/ Amazon Linux Z&KLAMPHE A AREE. AMI

ACMT SR ZBRE
Elastic Load Balancing

Elastic Load Balancing € BE8#$EANERAERNRE D B EIZE Amazon EC2 #1TEE., ©&E

BEERETENHTEE  UEREEFNEOHETEFERERFHNHTEE , E2EERETEN

HITEBIRELR L, Elastic Load Balancing EEEIERHEEERENFR , LEEEANRE. W
EEHTHMWEFMEN , 5528 Elastic Load Balancing £ &5/,

—fEmE , B TEBSSURMTZEARTLS , EHFHIFTECTEH FHEH& UK Amazon EC2 ¥,
171888 R #ESSL/TLS®E . ACMEE Elastic Load Balancing 4 , AIiE 8 #H T #:5 L HBACME
F. WMEFHMEN , SR E L Application Load Balancer,

Amazon CloudFront

Amazon CloudFront @ —%& Web % , AIEB{RLXHTHBAREELZNRS , MRASZEEAE
DEEBENFE Web ABANEE., EFAEEREREREHAZRE CloudFront , A4 A &K
HERHSEEENSHVE, ETRASTVAEURERERNTAR. RABTEIUAXEE
#81B0 CloudFront %, MRABRBRTEZTH , FREBII AZEABRIEHN Amazon S3
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
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FETE S Web fAlfRES CloudFront fEENZZ AR . MFEEEEWFMESF CloudFront , 52 Amazon
CloudFront FAZ A E1E®M.

ZEEIBSSL/ARMHEZLMABTLS , CloudFront EZE CloudFront BITHERXENRARELR
H#SSL/TLSEF . ACMEEE S CloudFront LATE 2 1Thix £ B CloudFront BACMERE . MEFMAE
A, FSEEESSL/TLSER,

(® Note
EREFEMACMEE CloudFront , A AEXBIRE (S EZILE) BEEFFBHEAR
o

Amazon Cognito

Amazon Cognito B&H Web MITEBEARNIEMHE 7 5BE. RENERAEEE, AFUNEESE
BEH AWS tRFE BIEEIBE =7 ( 40 Facebook , Amazon , AN FER ) &éf, MEERH
Amazon Cognito BVFFME , 552K (Amazon Cognito B AS1EFE) .

B 873 Cognito A & EEREAM A Amazon CloudFront X EF , CloudFront AIRE &M EACM
BEUREETRENZS, EEERBRT , FEE , BXELBREFENES , CloudFront A%
= eEMIBR BT

AWS Elastic Beanstalk

Elastic Beanstalk Al B 1E AWS ElRFEMNEERAEN , MAXBOHTELEAERN
EMZEE, AWS Elastic Beanstalk REEEEM M, BRAF LEEARER |, Elastic Beanstalk
SEHEEREME,. EHTEH. EEVNEAENEERBERWHEET, Elastic Beanstalk £
Elastic Load Balancing FR# K2 & & F#is5. F Elastic Beanstalk HFFHEF , 52 AWS
Elastic Beanstalk FiZ A E35F .

£ ERERE , BB Elastic Beanstalk TR AR ALNERARAREAH THSR, WEHMAE

A , 55264 Elastic Beanstalk 3R¥EH Load Balancer 58 E&#& 1k, HTTPS
AWS App Runner

App Runner 2 —1& AWS g% , ATiEHRE, BEBEFRARRN AR , REBEABIEESM
BEESER AWS ERFIEZBEZEMN Web BARR . BFFES2FHEM. REEFEHHE
BERE , T EEHENAHBENRE AWS EIR. WFE App Runner BIFFHIER , 28 AWS
App Runner Bi& A §15/.
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https-elb.html
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/
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EXRABTRBEBEEAENHTERBELEBN , App Runner 8 ERIE L AEHBEE
BMHERNBR. EMFREACM, BUHMRIEE R B S MERRE RNV XA , App Runner &
MBRELEFE. EEERFHLEHHT , EFFEHTHERNEETMNEE. NEFEFHMAER , F
2/ AWS App Runner B A BI5rHP W EE App Runner IRIEH BETRE AR,

Amazon API B3

FEETEHEENESURYER (loT) WAER , B TARFIER T EZRRFEEBHAPISH AR
BEHRBERE, AWSEAUUFEHAPIFEREM, #E, EEMEREEMNAPIs. ZBEAPIEIAPIE
Bk BULUREHIMEEEUECHENTR, EEREBIIMAEERE , BXARMSSUTLS
BFE. BUAMEAACMRELHEANER. WFE Amazon APl FEREFMER , 5828 Amazon
APl B A BIER.

AWS THE Feith

AWS WHEEREER Amazon B —EC2IEINEE , ATEEKE Amazon BTEBE I RHNHITIRE
(BAREE), EC2RH#ERB Y. RILESEZRNERKSE. CMARRHEH FEHTEE
NZE2AEBARER. TEESAUME. BB EISNTEHAINEE. FHEJESSHIE
A Enclave , MB LEHTREBNEERF. BEAEXSIEAE (215 root I admin) 1 &L FE
Enclave AN ERFEARER,

ECEZFMERBENHTER I BRE. ACMMEFMEN , FSEE AR Nitro Enclaves K
AWS Certificate Manager.

@ Note
BESEASACMB R EE R ELEZE Nitro Enclave WEC2% 17 1 B8 2 37 B3 B .

AWS CloudFormation

AWS CloudFormation #%Bh#&# 31 Amazon Web Services ERIWERMERE, EAILLET
REMFEHZ AWS BRIEZ | FI0 TElastic Load Balancings = "APIFE ) . &% , AWS
CloudFormation 28 EMENREELE R, ZETEEEBRIBNEE AWS BER , Mk H
{KFERA T E; AWS CloudFormation IREFIEIEL, ACMBRE T EAHEAER , ERT AWS
CloudFormation AJLAESRACMBER , BT LAEE AWS ARIEHEE LB R 8 E. o, &aLL
FERAFZAREN AWS BR L FEHACMBE AWS CloudFormation,

BHEAM —iXE A CloudFormation , 5528 (AWS CloudFormation fE &) . MEXEZ
ACME R EIEFA CloudFormation , 552 BAWS::CertificateManager: B7&,
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https://docs.aws.amazon.com/apprunner/latest/dg/manage-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/
https://docs.aws.amazon.com/apigateway/latest/developerguide/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-certificatemanager-certificate.html
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EiBR AR K B E{LIhEE AWS CloudFormation , REZBBEN BELE , LHEH AWS iR
E. EfRBEE/HPACMREME AWS CloudFormation,

® Note

MR EFEAEIACMEFE AWS CloudFormation , AWS CloudFormation & &{RIF7E
CREATE_IN_ PROGRESS k&, 1A —SHHERRERAGHWITE , EIERIZBI R
REFBHINETREARL, NEFHENR , F2EREEY. EFIMERHESIRIERRD ,
EREZRBE,

AWS Amplify

Amplify 2 —#HEFITEN T EFMINEE , ATZFEFIIK Web MTERZAEREERHEHELREST
EHENERARER. AWS Amplify IREMEIRTE . Amplify Hosting 1 Amplify Studio, Amplify
Hosting 2t 7 —1{@ Git 2N TERE , TARAEESEET BN 2 HEEMF RS Web EATRE
No Amplify Studio 2R BLHVBRIRE , AL ATERE. £HE Web MITBEAREEILE
¥, £ Studio REBEEE—# Ul HBHAI BT ready-to-use Ul , RIZERREF &R , AREME
EiEE-E, IEEE Amplify WFEFAER , F2H CAWS Amplify EAEER)

MREAE BETHAEEZEIEARER , Amplify AR HACMBRLURET
Amazon OpenSearch BR#§

Amazon Ser OpenSearch vice  — E?%E' W52, BRARAFES ., BREARXERNE
BERERIWMEFEHRS, MEFMER , 5528 Amazon OpenSearch %52 A E15F,

ESEY IS B MEA KR OpenSearch lRIBEER , B UERAACMBR M EEBNERRE
ABHFER.

AWS Network Firewall

AWS Network Firewall ER—EZ BRI , AIZRRBRAFTE Amazon EBLEENBEAR KR
i (VPCs), MEFFMEN , 5528 AWS Network Firewall FiZ& A E55,

Network Firewall By X f&E&E K 7 FIACMRTLSE, WMRETE Network Firewall FEATLSKRE |, Al
HARBEACMER , UBRNEHMETLSEIB ABHSSL/ME. MFEHE Network Firewall 40
fAIfEALEITTLSREMNACMEEME , S BAWS Network Firewall B2 A Bigr B £ SSL/
TLSEREBRTLSHREMHENER,
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https://docs.aws.amazon.com/acm/latest/userguide/acm-limits.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-bestpractices.html#best-practices-cloudformation
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/customendpoint.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
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W EENEEER

Amazon TREPUEE , Bt FAFHBRMARLERE

« AWS Certificate Manager (ACM) T2t SR A£G LEANZERPUEE, IREEEFEHMLE
E O UMURE=ZSHEREES. RAZRCEEHESRIALBRECHBLRBETANLS
,

« Amazon FAFHEHEREIEFMABRINE, BUEEESETER. EEFENNENRETUER
EREAZACMBRENILE WA SR EEERANERRERLET. ATHRERMNEFHM
Amazon HEE K BAFAFLLERSXFERARANEENER,

[

LA AWS Certificate Manager (ACM) BR B £81E A A= AWS IRF &M@ AWS EiF,

EEEEUUFARNESRE , F2HBAWS —RBEEFMPNACME R, NEFBERSHE , B
AWS Support Center (ZEH ) BILRHI,

:?Il:ll”l
FH.

— B #R
IHH TEERECER
ACM BB E 2500

BN CMEN BESRET A LB,
M CA #EREE AWS 748 CA TEFT ALLE

Ho
BFHACMBEHE (B=X 365 X) ISR AY R P BCEE

BT, BENRFRZAINERMENACM
BREE, A, MEEHNELES 2,500 , &7
BEEENBEMRF FEFERKS 5,000 @
ACMBERE. ERFRZ R 2,500 EEE.
BEE—FRHFER 5000 EEE , ELAEEF
Bk 2,500 EBF , Ui EREHERN. MR
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https://docs.aws.amazon.com/general/latest/gr/acm.html#limits_acm
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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ERAEER

b=l =] TR ELRE

FLERBRBAREE®EB 2,500 BERFE , E4E
B#% AWS Support Center,

B CA #EREE AWS 748 CA TEFTALLE

Ho

EABENHE 2,500

B (B 365 X) EANBREHE D& SRR R P BC B
BEACMBRN BB BHE 10

BEACMBRENEREREAS 10 ERZEE, &
HY EC 28 AT BB o

BRINF-—EARSIEEEESABIENERE
REM® (CN), FrEEEEEEsRTRABEIE
o

BRI LR SIE 100 EREER. EEERSE
in#icsE | FETERREMY "Service Quotasy A
PACMEBILER, FiB , B RHIF , FHER
THRNRFERAEFEHARE K HEESHEYEEE
ATREESELESEETIF, NEFHENR , F2
RS BB

BEBACMEN B BBERAEERARNH
REABREACM, LEBETERARNEEANE
#FACM, THI&EEERRACMERE.

—ARECER
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https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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HH TARRECHE
FABB CAs 200

ACMEZ AWS Private Certificate Authority (AWS
B CA) &, BRAILMEAACMEZRES AWS
CLI, RFEEACMAPINIR BFE BRRERESE
I (CA) ERFLBEBE AWS FAF CA, ELBH
SHEACMIREFHETEE  WHEBARTHL
AREEFHEENRHACM, WMFEFHEEHR ,
A2 ERAEPKIER. B ERBL
AWS FAF CA REREBITAERE. MEFM
&, F2REBTAERKERER.
EMBREVFAE CA Bt ALZNEEE , EEIHER
HEERAL, MEFAEN A FSBEMBREN
A\ CA.

B1E CANLEBRRHE (EWwiBEH) 1,000,000

APIE REL 5

THEEEAACMAPIRSREREEMIRE ., ACMIRIRIZIEAPI , U EMNEEEIRAPIZER, BIRRKRT
ACMIEERBEMBEMNWESR , RAEREBEBEXENSVERYEMEE, EFRWRFIE , ACMERE—
f@ThrottlingExceptionfifi, THRIILEEAPIHEE , URACMETRZIEEERWEZE.

(® Note

BRT TRAFHBAPIRMEZI , BACMALARRFARAN R IssueCertificateff AWS FAF
CA. 1% L up-to-date LB ZEE A IssueCertificate , HS BRI Im B FELZE AWS FA
B CA.

SIEACMAPIHEEM R equests-per-second B &8

/|

APIREOY BRRERE

A

AddTagsToCertificate 5
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
https://docs.aws.amazon.com/general/latest/gr/acm-pca.html#limits_acm-pca
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AP Y BUWHERE
DeleteCertificate 10
DescribeCertificate 10
ExportCertificate 5
GetAccountConfiguration 1
GetCertificate 10
ImportCertificate 1
ListCertificates 8
ListTagsForCertificate 10
PutAccountConfiguration 1
RemoveTagsFromCertificate 5
RenewCertificate 5
RequestCertificate 5
ResendValidationEmail 1
UpdateCertificateOptions 5

MEFMEH , FEAWS Certificate Manager APIZE£2E,

E{8 AWS Certificate Manager

HREEEBHWSSLTLSERE , BEFFEEXZ(FEINE R AWS Certificate Manager, &R EABTHIGE
FEAREXMELN AWS ERNE., MERHACMEEENA , FSH AWS Bt EMAWS Certificate
Manager BREEEEMH.
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https://docs.aws.amazon.com/acm/latest/APIReference/
https://aws.amazon.com/certificate-manager/pricing/
https://aws.amazon.com/certificate-manager/pricing/
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R Z 2™ AWS Certificate Manager

EL2 AWS BRENELER. BRAWS BF | BZALURERDPONEBRRETEDR  SLERBREAR
TREHZE M RBBNEBNERMEBER,

2R AWS BECEHERBENER. AEEEEEEEERATRNREMNERPNZTSM

- EWRNREME — AWS BEREE AWS 2RPHIT AWS RENERER, AWS EAZIREAMI
ZEFERANRE. EERABRZERANRINREERFETE AWS Certificate Manager , 2B S E 512!
HAWS R &5 EEE),

- BiRPHNLEM — ENETEURREERN AWS ¥, SHXEHEGERRAE  TIEERNHE
ZiE, BRRNERNMBRERENZER,

A4 ] 15 BY IS BE AR AN RI £ 6 FB AWS Certificate Manager (ACM) BERHESEER, THEEH
REIWMAERE ACM LUERIRHN T2 ME R B E, BB fH 4 AWS B EES MR E
ACM &R BRTE -

F&E

- ERRE AWS Certificate Manager

« B Identity and Access Management AWS Certificate Manager

« F™ AWS Certificate Manager
« AWS Certificate Manager (I E SRR £

- BEEH

B RHRE AWS Certificate Manager

AWS HASFERBRAR P ERRE AWS Certificate Manager. HLER PR | AWS EERE
BITATE AWS Eis. REEHETHERRELAERARTNESE, REEBEEFFER AWS R
NELEEBNEETK,. IFERRLENGFHEN K F2REABLERRBEEER. NEFHEENE
RHRENHEBET , B2 AWS D2 HIFER LN AWS HENSEERF GDPR ZEEXE,

ERERREZBEN , RAEZEMER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLREERIERE, Mit—XR , SEACHEHRASESR
HEREEEMAENGTT,. RfECERERATIFRNREESR :
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- BERFHECASEEZRRE (MFA),

- f£F SSL/TLS B AWS ERETERA. RMFTE TLS 1.2 XEZFEA TLS 1.3,

- ERARE API MR EEB & AWS CloudTrail.

- A AWS MEBFRF RURHEPNRBERZ L L2 AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIREZEMFE Amazon S3 FEURE R,

- MREEZBHSHNER API FEEFEERL AWS B FIPS 140-2 BB NZELR | FEH FIPS
. WMEEE FIPS M FIPS InMMESHEBEN , 2B B ERARIEZZEE (FIPS) 140-2 #EEH,

Bz 2R CBETEREFNEF B4 ERERBREF , HEERSBEERN X FRA
o, flInE BN, EREEEREFA. APl 5 AWS SDK AWS fR# /A ACM s H TR,
AWS CLIZEEZES BEEEANFHA P ANTAERETEARTESZE AF. MREEHN
IR ARESHY URL , BPIEZVEBFB TR B LU X MAREEFE RN URL 2 EBEEA.

BELMEERNEZEM

ERER)NABERE , AWS Certificate Manager (ACM) E £ \F/FL R key pair, ZREHHEAKE
BELESRY., NESRENABEN—Br. ACM 2REFREREBENLZ S  IFEH AWS
Key Management Service (AWS KMS) Ri%BHR B Z S8, BEEREFUOT :

1. BRRE—IRE AWS EBFHPERFEAGRE , ACM BE —EAZEE AWS KMS key BV BIHE aw
slacm, Lt KMS €87 & AWS tEEMEE AWS Bl &2 M —1,

2. ACM ALt KMS £BRMEBENILE L/, ACM AEERMBEREINFIAE L ; ACM TS
DR ERILE LR, ACM FEAMERBN KMS £8RMBEE AWS IREFEHE AWS EiF
PRI ERRNILEEE,

3. BEHEES AWS Certificate Managerf) (R EIBERF , ACM B BEMNMENALE SBEILT
R, LBEPEIIRE AWSKMS |, AFRBEER KMS £BRAXBEANLZ SR, NER
EFMET , 5528 AWS Key Management Service B A B FERZE, ME ACM X
B2 RENFHES , F2E REES AWS Certificate Manager.

(® Note

B L RS BRI AWS KMS £2#, MRELRTMERMBRLERE K REREZZESR
&K ACM IhEE,

4. BENRBEEA KMS ERBEZLEA TR, AR, RESEARRNEEN HXF) WA RE
HRAFREIREMNBEAEE (SSL/TLS THEEE).
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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5. BREESNRBEUERBIR , SR 3 BYNRTESEAN, ERXRTREFEBMERM KMS £iRE
ZRENLEE®,

B Identity and Access Management AWS Certificate Manager

AWS ldentity and Access Management (IAM) AT BB R EEE R £ H AWS ERFEHE, AWS
FREs IAMEE B2 G AT UBRE (B ) MER (BRR ) £AACMER. IAMZRZ AWS fR#% 151
REER,

£}

- ntt

- EASSRE

- EARKEEFIE

+ 3{a] AWS Certificate Manager £/ 1AM

- UEHHEAAERKRAIZHF AWS Certificate Manager

- ACM API 55 7] : BIEMERSE

« AWS Certificate Manager B AWS ZEBE

- BBl ACM ERRHZRSIH#

- B ACM FRERKERZAE (SLR)

o SREEHESE AWS Certificate Manager & 2 f12H

c/kes

YRonfAIfE A AWS Identity and Access Management ( IAM ) R[E , EBEURARTE#MA T/EACM,

REERAE — IREBERAACMBREHITIE , IEEESAREHMENRENER, EX/FEHES
ACMINBER TR THERS | BAEEEHMER, THRENFUNERSRX RSO EEEERIER
HEFT, MREEENMFHNEBACM , FSEEH S AWS Certificate Manager 5 % F1ZHL,

REEEE — REAENTANACMER , B sEHE TENFEHHACM, RELNRBEREEX
FEUBLACMIEEMEREEN T, RE , ZHLEBIAMERERRER , THEFREFEHENE
R, MELEELMWENR , UBEFHNERBSIAM, EERABRBFE L TNMIAMBEFEHACM , F2
BS #n4a] AWS Certificate Manager £ 1AM,
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IAMRKEEES — MRERIAMRKEES , SR ERBNAREFRAREEFIENFHER
ACM, BEERFAERFEAACMIBEBIE RAEFIAM , F2H. A5 o#EAERNFAIEHE AWS
Certificate Manager

EF & 2 B

BERLAWS FAEPREBEANAR. BLAUAMERE 52 RERRIAMABRERE (BA
AWS), AWS IRERERE

B LAEREIR AWS B2 BRI RIRIERNFER , UBSF 2R F22E A, AWS IAM Identity
Center IAMBZ BRI L) FRE. ELTNE—ZARE , UREMN Google = Facebook FRE# =
BEgGoBANES, ERURBEESBEAR , ENEESXTEFERAIAMAGRERES T 2E. &
f&fE AWS ARIBEENE  SefERTAE,

RIBENEREER | £ L% A AWS Management Console 5 AWS ZELA A#@%h, MEEBEEA
MEEER AWS |, 5ESE (AWS & A ERER) AWS RS A& A B0,

MRIE AWS BRI A REFE, 7 AWS RESBBEAREN (SDK) ManwFINHE (CLI) , AEMAE
WRRABRRFIXNEBCNER, WRETEMAWS TH , AIBABTHEER. NEEAES
WARRITHEEERNFMEN  F2EEAIAMERREFHEE AWS APIER,

EREERANESIRES L SURESEZRHEENANZTEMER. flin, AWS BEREEHAZE
EXERE (MFA) RIEMIEFNZEME, EERAERE , F2BFEHAWS IAM Identity Center Egr
NZEEERJNEHAZEEZRTE (MFA) AWSKHFERIAME IR,

AWS tRF BRERE

BB AWSIRFE , S8R —BEASG HE , ZE P ITEERZXRFANMEER AWS R

MEFR, WEPBEA AWS tRF root fFAE , I EBFERAEARBIURFNE FB 4 FZTEEA

REFH, @AEBRETEUREAEREAETE. RESZVWREAERR , LHEHARHITREH

BEAEHTHEE. WFEFELU oot EFAESIBANTEIEEE , F2E (EAEME) BH
(FBE root FHEFRENIAMIE) .

BegD

REFEZRERABERE (CRFERREEESFIENERSE) ARG BRRMENEDR , X
REfE FA ERBFRERE AWS BRAE 2R7EFHL

BEGoRIRRELEFEHAEEHENFERHE, Web B0HEBIIRME., Identity Center B , SER
FEIB & 5 @B SRR REEITER AWS IR WERFEAZE, AWS Directory Service BB & 777
HBF AWS 1RF | tifIgREAR K MARRRMEKRERE,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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HREFXEREEE , RAEFREEA AWS IAM Identity Center, AT ELIE IAM Identity Center #
BAUGAENEE  SUNERYESELBCSEBAIREFN—EERENTE  WEZFMEER
B AWS tkF MEARXFERA. NFIAME 2 BEIFONEEER , FSEIAMES F 024 E ?
£ {AWS IAM Identity Center fEF &) Fo

IAM fi£ i & M A48

AMERERERSBNE S , B AWS 55 SE— A BREARANSERE, TUENBERT , RH
BERCOBEREALE  TAZRYSHENRE GINBBNENSS) DAVERE, T8 , N8
FHBEEREATEERAMENESRE BERCRRENSH, NEHEER BB (BAE
) i TAMESBRERSH, UEREEENRBEN SRR,

IAMBHERIECIAMEREEEN S OB, BEZUBESSPEE, EUUERABEAR-—ASZEE
AEETCHT, BETEEEAEFRAESTNEFEBEABRS, Hlln , BA L EHE—ERANWE
# , IAMAdmins Y R EEZ B EEEIAME R ER,

FRERACBTR, FRAERSEE- ASRNEARELRNE EACNENREHREMNEECHA
ENB, FAEHEXANRYEE  HACERMUHERER, ETHMESFEER  F28 (AMAFIE
B PNRIEAE (MARAE ) WIAMER,

IAM B

IAMBERZ AWS IRF HEERBEERNFH. SEURAIAME | BTFESE A SR, &1
LA AWS Management Console ZB ) #i A &R FRETHNAE, IAMETLUEIBRFIL AWS CLI
AWS APHEXES A B RBEACURL, NEFBERAACHENFRENR , #2828 (EAER)
HHIAM (FERIAMAE) .

IAMEERBRBNAGETIERTRER :

- eSO FERAETFH — NENBRESSSERTA , FEVAG , YARCRERTT. EHESDE
TEIRIER , XF/7SHACEUBEN K UERTHACERNGTT. NEBHSACHWMEEENR ,
w2 (EFRER) P (BuE=F553RRBEAVENAE) . MREEHIAME 2 E 5+
o, IEEREERE. ATEFSBIEZTUFERPAIAME |, IAMIdentity Center EASHERE
EhNACHER., NEERETUSNEN , 528 AWS IAM Identity Center fE R FIEEHP TR
£.

- TRIAMEREER — IAM ERERHETURERBAMESE | EREEHE TENTEER.

- BIRFEN — S UERAIAMARRFFAERFFHEBA (REENERE) FREIKRFEPHER,
ALRRTERFFIENEIELN, BR  BRELRE AWS BRI , B USRI EZNINEE
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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R ((MTAREAAEEARE ), sERRBIRFFIACEIERAERNBRZANEZER A F2
B (IAMERER) IAMF R (BIRHFEFRFED -

- BIRIEEHE — B AWS RIS EAE M AWS BRIEIhEE, Hlan | BERERKEHEBITEEE | ZRB
BESE Amazon RETEAREREC2H AW HEMIE Amazon S3 1, RIS ATAEE A M8
Frn], AR AGEMEAREERSSERIITIESE,

- HEEMITERER (FAS) — ESERAERAIAMERAGIATHNEIER AWS , BERAEAETSHE
., FRARLERKE  SURSATEEDE , EMETEARBHRE S —EBE. FASEERE
SHEEWUAER AWS R , WHESER AWS BRI [ THEREZHER, FASREERKWE
FREHM AWS R BEREB T RITRNFERE , TEHHFR. ERERLT , ELAEFY
ITEMEERENFFT. BRBRHFASERBNEKFMEES K F2REXFBEHE.

- BEAE — BRACRERBEAREATHFEAARNIAVMAR, IAMERSALEHREN, £
MR ACIAM, NFFMER , F2H (AMERER) AWS RIEFIEIL A G UEE
e

- BRERAE — RBERACRERE. AWS RERBTUBEARENTHENEE, REE
BAGEENELENT , AWS IRF BEBRBRBEFRE. IAMEES A LeR (BEERERKER
fA8) R,

« £ Amazon EHITHWEARR EC2 — B FEAIAMACREBEEHTER LEC2HTHEAREN
AR Bt AWS CLI 3% AWS APIEESRIVERBS B AER, ELLEEC2EHHPERIEBREY, BE
# AWS BEERGEC2HTERYEEFIERARIMESER , FEVKMERTERNSTEE
RER, HITEEBREETESAE , TEHTEELEC2ZHITHERNESHEBEAER ., WEFHEE
A, FSEEAEEEPNERAMA G TREE Amazon EC2 #1T{EE EHTHWEIAMARE
o

ETHRIAFEAAMABERERRAIAME | B2E8 (AFER) ¥/ "IAMEIZIAMB R EE (MA 2
Fﬁ ) d o

ERABREEFEE

A LAE AWS BRI R R EHMIME AWS B 5B RERREH PP EFER. RRIZ—EYWH
AWS | BB S ERBILEREREE K STEXRHER. AWS EXSHE (FAE. oot FAESAR
THERER) BHERE , FMHELEFRR, BRPNFTRERBAFIIERHER. XZHEFEAE AWS
LJSONM RN REEES. MEEBISONRRIXHEBNATWFMER , F2H (AMERE
) PHREEIE, JSON

EESWLER AWS JSONKEERIEEH AT AT EAR, b2 , WEEEBE T ERG T
B BEIRAITHLEE 4,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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HEREBERT , ERENACREFT. EEREEAEHMRERNTEHENER , IA\MEESLE
VIAMKRE, A&, RREESTURIAMRIFHEZEAE  FRAETURTIELRE,

IAMRBIEEREEMER , THREARBTEENSZAM. fln , BEEE—EAF
iam:GetRole BMEMBER., EAXREAIMMERE T AWS Management Console AWS CLI, ZEX
BABEMR AWS AP,

BoBEER

L& 78R AERN FRIRET M INES 2 BB (FIHERE, FRIAMERERAE) WISONER
RIS A, BEBUR AR & 2 E ARG T ML RBTHLEBE, BREBNTERIE 5 H
BAERNEKE  F28H (AMERERM) $H (BILIAMER) .

BrBERRUTE-S D ERARBRAZERR, ARBRESEZARINE—FHE, HFEAIAR, X
EEHRIE R B IR , BAILUSEMMEIEN AWS IRF. SEBRGE AWS ZEBRRNEFER
RUREE, BETHNAESERBIARKRE EETEE  F260H (AMEAFM) P "EXER
B A P HR R B o EETTIR IR

BEREEER

NERAEMMNISONKHZEMMEERNBE 4. UERAERNBEREH ST AMARETH
M Amazon S3 REFEBE, EXEEREABRNREF , RESEEUUERACRRZEHEISE
ERNFEER, BAMMBENER , BRXEEREEN TR TUHEZERBTHEEUAREMER
BTHTHEE, EXEEEREBRTEETE. FISHEETUUSERSE. FAE,. A, BEFEAR
EH. AWS RIE

EREBRERNVNAZBREFHAREEK, SEEFENEFRSERNREIAMPBER AWS ZEHR,
TFHIZ 7B E (ACLs)

FHUZHIEE (ACLs) 2HLEESRE (IRFKE, FAERAC) EAFNERNER. ACLsELL
RUERAERARE , #ATMAEHAISONBER RN,

Amazon S3 #l Amazon VPC X ZFR#EHN RHIACLs, AWS WAFEEHE— 7 #ACLs ,
Amazon fHERFREMAEABEEPHFEIURFIEE (ACL) #IE,

HttBeREH
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W
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- ERAR — BRARE—EMIIE , BUUEEPRENS DB AERNFR TREGIAME
B (AMERERA ) NBEAER. EUTNAERREFIRR. MEENFITERERNS 2EK
RMEFARRIRE, % Principal MUFEEEAERNACHNEREBRATEZIFIR
RIRH . FTAEEBRTHNAREENRSERX AN, NERBERARNFMAET , F2EH (AM
ERAER) PHIAMERNERAR.

- BRIGIEFIKREE (SCPs) — SCPs RIEEHAMIAEMEN (OU) R ARRHISONZEKEE AWS
Organizations. AWS Organizations 2 —BAR 7 EMNEFEEBLERE AWS IRF BN %
R, MRERAEMPNFIETIEE , Al AR IR FIZKEE (SCPs) ERA ZEMNEMAT
BIRF . SCPRREIKERFPERNVER , BESEKRS AWS IRFREAE, EENSEH
Organizations BWE ZEFASCPs , 28 (AWS Organizations {£fA1Er) FH (SCPsiEEHAR)

- THERBBE - TERBBER —BEEEX , Sl EEBmEE N A XBRIACSBEER
ENTRTERERE  FASHEEE. MELETFRRNATEREAENACN ST EBEENTE
FEERBURKI RS, FTAAILRAEREER, AMAEEEBRTHWAREEREERH AN, WEF
MER , F2H (AMERER) PRI EREEFEAL

SEBRER

BEZERRERERIFRE  HEREANAUSELEMR,. EMHBELIER, "ERENMAESRS
BRAREEG AWS RERBAFER , F2RIAMEREEH R EEE,

#n{a] AWS Certificate Manager &£/ 1AM

HERIAMREEFEHEZBIACM |, 5 X BEBLIAMIsE T £ E £ AACM,

|IAMS& B LAF& Big 55 FA 49 ThBE AWS Certificate Manager

IAM Zh &g ACM#¥
BHRBR =
BRBEBX )
BUREE =
BRER =

fim

BURRME R 5|8 (BRBEE)
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IAM Zh &g ACM#¥
ACLs B
ABAC(KHHMER) i)
[y F 2
FEREFA =
REAE e

R EREEE 2

EERABMEM AWS RIFMMACMERZ 2 IAMIIEEREEER |, F2EIAMEREIEBIAMABHNE
FAAWS B,

BEHAR ACM N E 9B BE
TEUSSEBIAERNER : 2

LG 2 BRI AERN R ZE LM INES &5 (FIMERE, £RIAMERFERAR) BWISONHER
AT, BLEBUERARH & 0 E ARG T ML B RIMTILEIE, & ERMA MRS 5 H
AAERNER  F2H (AMERERE) B (BULIAMER) .

ERLIAME 2 BBl A E BRIV RS |, BAILUSERREENBENER , AR AFFRIEBEFRIF
o BEEFESIEBRTFEEER  RACSEAZEENFEAENAG., HEBRME TEIJSONKE
REANATE  F2HR (ERAIAMERERM) PHIAMISONKE TEZS2EEH.

ACM ®Y & 77 B BUR #5451

EERGLUACME 2 AERNREES | F2E. US28FAERHNFERIEH] AWS Certificate
Manager
ACM AN EREEE

XEUERAEBHNBER : &

UERABERNISONKE ZEM MEERNBERX M, RERAERNBREAEH ZFAMABEER
M Amazon S3 R EFREER. EXEERERRNERES , BREEESTUAERATHREFESE
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BROEIER, HRAMMBEENER , BREEREEN TR IUHZERATHWEIEUAREMER
HTETHEE, EXEEEREBRPEETE. T2HEEUUIERE, FAE. A, ABEEH
R, AWS R

FEMABIRFEER , £AUENERAERNKBEPIEE —BNZ@ERF FHY—ERZERS P
IAMEBREAETR., FREBIRFIREEFEEE , AREYGEEEAN —¥, EXZ2HENERTH
B AWS 1RF , SEEIRFPNIAMVERS UL AREIZEEER (FAENAR) R , TRFNE
o HEBK S EHRREZINERRREFT, 18, MREREBRREAEEKRFTINERRTE
W, ERRAIRERANSIEBER. WFEHFMAES , F2H8 (AMERER) IAMFH (BiRFEEIR
ZEHD -

AR ACM K BUERBIE
XERABE: &2

ERE A LMER AWS JSONKEERIETEH A AR BEAR, WREHR , BEEBETERGF T TR
A EERANITHESE.

JSONZKEAction U =R T AT AR R A IEEBRE P FIVEIME. REBFEE REBE AWS
APIRIEEBMHENEE. B—LHIAER , flRETRAPRENERBRNRE, A —LAEX
FERRTNZEBE, ELBINBIEBABKEE,

BREEABERR THITHBEBB LT,

EEEEACMBMERSE , F2HRKERESE AWS Certificate Managerf FTE & B
PR BMETE BMEZ BSIACMBER T 3T B -

acm

EREE-RAXPIEESEEE ,

S
H
[k
s
5
&

"Action": [
"acm:actionl",
"acm:action2"

]

EERGUACME 7 AEBNRAEH
Manager

:I:I‘H

L5 5@ h A ERE R A€ AWS Certificate
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ACM HIBERE R
TEREGER: 2

EEEWLER AWS JSONKEERIEEH AIAFRMTEAR, B2 , WEEEBETERG T A
AT BEERAITHESE.

ResourceJSONREITESIEEEERABEN —ERZ B4, RARXNSZESTE Resource
NotResource JtE, RIEMEREAE Amazon ERER (ARN) IEEER. BA S EREE
FREAENEE (BABERBRETT) HKiEEM.

HRAXEERERFTAINEE (PIFIHRME) , FEABRAFER () RRTEEXERARFABEER.

"Resource": "*"

EEEEACMERERRHBEEARNs , F2RERBERESZE AWS Certificate Manager® P E &
HWER, EEEMETUHBBEERIEEWESE  FSEHESARNKEE AWS Certificate

Manager.

EEWMBRUACME D AEBRNRRES , F2E. U5 o@EAEREFRIE 5 AWS Certificate
Manager

ACM HYBUR R4 3R 5| 82
X ERBHFERRRE SR . 2

ERE A LMER AWS JSONKEERIETEH AT AR BEAR, WHEHR , BEEBETERET TR
Y BEERAITHELSE.

Condition jt# (5 Condition [Bi#f) AIEZRIEEERAX ERMNHRME. Condition TERERAE
H. BAUBYFRAGRFEE FRREEEN BINERSIR) , REHBERHHRGEMBRPHNE,

HERERBNPIEESZME Condition k& , HREE— Condition TEFIEESZERSIE , AWS
EEAELE AND BRAFFT M. WRER/E—RUHERCIRIEESEE , FEMABBOREE R AWS 5
fhiktt. LENEREHRE , TEREFRXVFFT,

FHTNENERGBERRGUESY, im  REEAMERESBETERE | £F TSR
AMEREFIRERNER, NERMEN B2 (AVEAEE) hHAMEERE | BYR0E
.
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AWS X E2EFRGSRANBBBEFRG TR, BEEEMA AWS 2EKRHREIR , F2H (ERE
) PHAWS £EFRGFAIAMBREIE,

EEEEACMKEHRSIRFE  F2HRKEEESE AWS Certificate ManagerF B S8, & EMR
BENUFERGRGZESIBNBENER , F2REZMNE1E AWS Certificate Manager,

EEMBRUACME D AEBRWRBES , F208. U5 @5 AEREERIE 5 AWS Certificate
Manager

ACM H#y ACLs

X¥FACLs : &

TFEUEHIEE (ACLs) 2HBLEESRE (RFKE, FAERAE) EAFNERNER. ACLsELL
RUERAERNRRE AT ERISONBERHER,

ABACEE ACM
%1% ABAC (REEFHERE): o

UEBEAERAFEUES (ABAC) R—EREXRE , TRIBEMEERER, EH AWS , ELBMHRE
AER, EULSEBMWMEIAMER (FREHAG) MFTFZ AWS ER, SRERBNERENE—F
ABAC. A% , BT LARRFTABACKH: , MEEF2RENFEREMMEL TN ER LA RBALTE
SRHER.

ABACHEREXRNFRZHRAEY , YAFHRFAEELEEHNER,

MERBERIZHIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4 %58 , ZBERNFGTESD , RHEREA.

NMRBHEXESEEREEN B =ERG SR  DBEZBBEMS , EA Yes, IRBHBEIERLE
REEN =@ &4 iR , RIEA Partial.

MEFBHFMENAABAC , B2ETEEABAC? £ (IAMEREER) b, EERRETERES R
# B ZRIEABAC , 520 (FERER) P8 (FAUBMAERNFIUES] (ABAC) IAM )

iR BB ACM EEfEH
TRERRE 2

ERERRSRBREE XL AWS B TEER, MFEHMER , SEBWLE AWS R LiREE
ABRBEER AWS R | F2E (AMERERE) IAMBRERA .
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MREFERART EFAEZBNBBUANEMAEEA , AISRIEE AWS Management Console & F B
e, Bla , BB AWS EAHATIMNE—& A (SSO) EEAENE ZEFEEHEVERRE, &
"‘Mﬁﬁﬁ%% DBATEA  ARVRACK  CSEDEVEREE. IEEEVRACHFEHE
A, E2H ((IAMEFE%?&@>> R (UIREAE (EEE)

RATLAE R AWS CLI SiF B2 RS SE AWS APl, A%, BAILMERELERE AT RER
AWS, AWS BZZHEELRIBEAELZR K MAREARNETEINESE, MEFHEESH  FSHEIAM,

ACM Ky S HR 7 & R REFR
SEEZFMIERE (FAS): 2

HEEAEAAMERABEFHTHAR AWS  SRRAATSEE, EARLEER LTk
STREBE , EMETARBHRHDS — BB, FASEEAXSEETUNER AWS R , W
AR AWS B @ THEBRHER, FASREERBNETEEEEM AWS B HRE BT 4
RIBRE , TRBRUBR, EUERT , EXELEMTEMABEQTT, ABREFASHREN
AMFMES  FEPURBHEE,

ACM BRI At
YTERBEAE T

REAERRBERERREATHENAMEE, IAMEESALUEPEL, BRNMERRESE
IAM, MEFHMEF , F2E (AMERER) AWS BRFHHEL A GBI EREIRIG

/A Warning
SPEFREACHNERTESHEHACMIIEE. REEACMREMIESIRS RERKAE,

ACM RIS ERE AR
YTERBERAE 2

BHEFAGRE-—EERE. AWS BRERBAIUBERKRENTHENAER, RBERACERATRE
BHH , AWS IRF BEBREBHAE. IAMEESALUGEER (BREFRERKERELAE) NER,

NFEAHREUREERKERACNFRET , F2EEMAIAMBAWS B, ERETSREE &
FEERBEEACHTHN Yes, BIFRER , SUREXRBHNRBERBEXH.
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L& 5@ A #ERNRAIEE AWS Certificate Manager

R, FAENACREEYIIEHACMERNER, MMt &EEHA AWS Management
Console, AWS Command Line Interface (AWS CLI) S#11T T/E AWS APl, ZERBEFHEHE
ERFTEHENER , IAMEESUEIIAMER, RE K RREESTLEIAMRAIFEERAE ,
FERETUREELAR,

5 22 WA ] {68 A 18 e S 51 IR A ST SR EE L LAIAM B 23 B B B BV JSONER S | B2 R AERE Y
R IAMEE ST IAM R B .

NEFBRHESNBENERERNFMAEAACM , 2ESEARNSERERNKR , FLERKEE
2% AWS Certificate Managerd M Ei{E. ERMEMHR5IE,

FE

- BRBEE®

- £/ ACM E£#2&

- AFEAERGEMME ST

- B HRE

- FEEURRE

- EABH

- MERERE

HRREER

UEDBRAERNBREREZARBUUEY., FHEMERERS PHNACMER, ELBFTAE
ERENAWS IRFELER, EXBNRES 2 HBURNK , B8R THEAREREHE !

- FBER AWS ZERALBOHKEERER — EZRRKERREFHENIEASE , FEAT
REFZERFRARGIERNAWS ZEEFH, ©MELZN AWSIRE. BB EBEERERE
FEHRARGIN AWS EFEEHRK  E—SREEHAER. WEFHEENR L F2EAWS JAMEAE
) e TEBBEMAWS S ER RIS EEN R,

- ERARKERER — EAFERAFRIREHERR  IAMRABEFSTIHERENER, BERLKEN ,
FBUUERERERG TIUEHBEERKRNEE , EBAREERTT. NEEBEAERE
BRIAMBGFHIEA , F2E (ERAERE) IAMFRIAM CRERERER) .

« ERAIAMEB PR REE —SREFIR — ST AR R PR GRE , SIRGHBENERNFE.
g | BT LUIRBBORRG |, B ESAEREEFTAERSSL, &t 7] LUE A R4 R IR L IR B
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ERFEVE (MEBSE) FHIELEE AWS IR , Hl40 AWS CloudFormation, MFEFFMERN |, 7
2R (AMERIERE) FMIAMISONEBE TE : FHF.

« f£/ IAM Access Analyzer BB BB RIAME] | IR Z £ M IIREMERI PR — IAM Access Analyzer
SRBHOMBEWERL , UERIEBAMERZES (JSON) MIAMREMZE, IAMAccess
Analyzer 12iti#i8 100 HRRIRENATHER  HELRERLBIREERENRE, MEFEE
7, FSERIAMEIAMAEETHNEFERS e RAIERE.

- EEZHRERF (MFA) — RGN RGIZEEZFEIAMAES root FHE AWS 1RFE | FRBUAIESE
AMFARNZ £, ZEEREMUAPHEEMFAREE  BEEREIPIIEMFARYE. NMEFMENR | BF2
B (IAMERIERE) 1 < SREMFAZREBEWAPIZE >,

MEHREEEOFMETIAM , FSE (AMERER) IAMBE TZReHSEEE,
£/ ACM =254

EE17HL AWS Certificate Manager £124 , B4 BERERD —HER, SLERLEAET B NR
HREBEAWS IRF. ACM MMRELB UM HEAXNEFTEBENE 2 HBER , AIBREEEBENER
(FRESAR) ME , TEAMELZNFERERE,

BAEEAERE AWSCLI SiBTERENFEREATRIETIEAER AWS APl, kit , RAKFEFER
BFEMMPERAITZAPHEEN B E,

EERREAENACGNAFERAACMERS |, BRMEACMAWSCertificateManagerReadOnly
AWS ZEENRAIMMMEER, 0F nﬁlﬂﬁﬁﬂ BBl (EAKERE) PH (EHERTIEEIAMSEA
) o

AFFEREREMMAE ST

WEIFBERMARYFER | BEAMAEREHNZEERES 2B INAHRMNZTEERERR, HEAE
EEFEE LHIUBRKERF AR FERARTH L EERN AWS CLI #BRE AWS API,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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ERAEER

"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

T3 R R AT 6L & 5 W fE A & R F R RYFT B ACMBRE

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ListCertificates",
"Resource":"*"
}
]
}

(® Note

ACME & H B 7E Elastic Load Balancing 1 CloudFront E#Z A& EEILERR,
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W EUR

T3 R A A R A6E A B S EACMBRE

P A B

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:GetCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

UTHRUREAEEABRE.

il BRI ==

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:ImportCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

T3 R R AT G & M BRIFEACMBRE

{

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:DeleteCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}
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ACM API 557 : BifERIERZ&E

EXREFIEHLRETEES IAM EFRERACHTIEERR , TAFANTRERASE., &
B E— W25 HSE AWS Certificate Manager API #&4E, &I LAEBUERM Action TEFIEES
£, HEMMIRBHMERR -

BT LAE ACM BURAER IAM BUR TRERKEMRMS. METENBE , F20 IAM EREEREF
KA &R,

(® Note

BRIEEHE , FEARE AP BESBN acm: F& (6

W, acm:RequestCertificate),

ACM API| {EZREZFF T

ACM API 1%

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

MEFFTE (API 24E)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

&R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

ACM AP| FFar& %
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ACM API 1%

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

MEEFT (API 21E)

acm:GetCertificate

acm:ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

&R

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

/)

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

G4

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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ACM API {E2 DEEFA] (API 18R1E) &R
UpdateCertificateOptions acm:UpdateCertific arn:aws:a
ateOptions cm: region:account:certific

ate/ certificate_ID

AWS Certificate Manager B9 AWS ZE X

AWS ZEBREH AWS EUMEENBIUHEK. AWS ZEBRNFRAERAFSEREARMEMSR
ATE, WLER A SRR e RIGERE, HENAR,

FARCiE , AWS ZEBRTRIEREBRECARIINKEBERT , RRAEMAIHAE AWS FF
£H. BMEZRLEREARIEBNESEEICR , UMEE—-FZRDFFA,

FBEEEYAWS SEBRPERNTT, MR AWS B AWS ZEBRRFERNGTT , ENESRE
HEREENEETRE Y (EAE. HFEANAR®), EHETN AWS R A AP BERTHREA
BBERAE , AWS RABESERM AWS ZEH K.

MEFHMENR |, B2 (AM FEREIE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
access_policies_managed-vs-inline.html#aws-managed-policies 1 #J AWS ZEBUK,

AWSCertificateManagerReadOnly

BEBEREMS ACM BRMERFIE , TREAERIR, 5 HREE ACM BFE.

{
"Version":"2012-10-17",
"Statement": {

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"
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]I

"Resource":"*"

EEETEASPREL AWS ZEBUER |, 8811 https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly,

AWSCertificateManagerFullAccess

L BERREHIE ACM BIMEMEIRA TR FIER.

{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": [

"acm:*"

1,
"Resource":"*"

},

{

"Effect":"Allow",
"Action":"iam:CreateServicelinkedRole",
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{
"iam:AWSServiceName":"acm.amazonaws.com"

"Effect":"Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelinkedRoleDeletionStatus",
"iam:GetRole"

]I

"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*"
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}
]

EFEETESPREL AWS ZEBUER |, F 811 https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess.

AWS SEBEXRMN ACM E¥1EH

WA E ACM BIMER AWS ZERREBEURNEMNFMES. WEFBELEELSENEDHRE ,
B ACM XHEEiCsk HHEAM RSS BE,

3

3] iR HEH

A AWSCertificateMana FrLAtk AwWSCertif 2021 £ 3 A3 H
gerReadOnly B #ig icateManagerReadOn

GetAccountConfigur ly BERBEZEFY

ation XI&E. GetAccountConfigur

ation API EBEREFT,

ACM FRiEHt S E ACM RREME AWS SEH 2021 £ 3 A 3 H
RNEE,

BB ACM ER IR 5| #

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) 15 4 3z 5 2 3% BR %1 /& 3%
ERONFEE, #EH IAM BERRREEHIBR (SCP) HHERHRSI8# , BRI ASABEANE
FiE Ko

(@ Note

# ACM R#-%5| 88 AWS 2R354 (Blf0 aws:PrincipalArn) &6 , TE—FR
FIHBFEEAESACHITHEE.
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ERAEER

ACM B X ARk

ACM API| fEX 8 X BIF M4

R

acm:Valid
ationMethod

acm:DomainNames

acm:KeyAl
gorithm

acm:Certi
ficateTra
nsparency
Logging

acm:Certi
ficateAut
hority

gahl 1 BREIBRR S

X &R ACM API 1B

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

<Rt

& (EMAIL, DNS)

ArrayOfString

F&

FER
(ENABLED. DISABLED)

ARN

iR

BRi% ACM BrE 77 =8
EFER

1R ACM SR8
52 T

Bi% ACM H5|8EH
PN R

1% ACM BB E
SRR
3k

BB ACM ERHE
B RS

BRT{EM arn:aws:iam: :123456789012:role/AllowedEmailValidation BE&EEMNFERZ
N, ATHEREEBFERE FEHRER EBENHTBEDE R,

"Version":"2012-10-17",

"Statement": {

"Effect":"Deny",

"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{

"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"

}I
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https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
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https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
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"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}

hl 2 hEEERAF A

UTBREEEEAEAF THENABERH ACM BEF XK.

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {

"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x}.

g6 3 : REIBRAE

UTHBREEEBMAEERTE *.amazonaws . com AT E T ACM BEFHER,

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
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"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]

HERTWLE-SREB/BEN FHEE, EBRIASAFESER/IATESEL —BRSBBIRGNER.

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]
}
}
}
}

g6l 4 . REIREIERERE

UTEEFERFGEZRSIE StringNotLike , R AAFF#FE A ECDSA 384 fujt (EC_secp384rl) R5|8
EEERRIEBEE.

"Version":"2012-10-17",

"Statement": {

"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
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ERAEER

}

LTBERERRHEFREI StringLike MEAF T * LL¥ThEE |, BrEE ACM R R 1E(T RSA %5l

BREENHBEF R,

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:KeyAlgorithm'":"RSA*"

g5l 5 REIBRREHRE

UTBERAAFEAFRELEBRREME (PCA) ARN HABBEFE K.

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {

"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"

}
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}

WWEREA acm: CertificateAuthority &4 : ERFF Amazon EERK R LN L BETERRE
Ko BB REME ARN REA false TIBHEIRE PCA WAABEBEHR.

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":({
"Null" : {
"acm:CertificateAuthority":"false"

}

it ACM EABRBESEAE (SLR)

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) R #5:E 4 & & REA =
EE ACM BENEBEN. RISEEAEE® (SLR) R—EEZEREZE ACM REHN IAM B, LkAE
B ACM ELER , BEXRREREBFILEM AWS REFZEENFIBEFT I,

SLRAZEACM RERFEAME , RAGTAFHHEXENBEHBEHEETT. ACM BEERH
SLREEFT , BRIESHEE , FRIRE ACM FTHEBRIHACR, EENFISREEEBERMFFTEEK ,
BT BREEM mEHAM IAM BE.

WMERRXE SLR WEMRBWER , F2EAEE IAM EERNAWS R , Y BEERBESAGE
W, SRETRARNRE. ZFEEEEREN Yes (B) , UBIBRKH SLR AN

ACM B SLR &7
ACM fE B & & Amazon Certificate Manager FRIE & & BUEREY SLR.

AWSServiceRoleForCertificateManager SLR SELUTREBRBREXAE -

ERARKEERAG W7 1.0 41


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS Certificate Manager EREEmR

¢ dCm.amazonaws.com

e BT AR AT ACM BHIEEE IR T 5Bk -

nxn

- B)fE : acm-pca:IssueCertificate, acm-pca:GetCertificate on

4

BMARERA , IAM B (MEAE, BESAR) TAEY. wEXMER SLR, MFEFMER
28 (AM EAEERM) PHEREEEA ST,

/A Important
ACM FIREERELAE LY EENIRFFREFHE SLR, WRMLEM iam:GetRole FFAIER
BIRRIRFHY ACMSLR , BI SLR B BRI EB AR HIRE, IRBARERE , RREH
FHIIREFEEETAEEERE iam: GetRole FFW# ACM , RAEHWIRFE ACM ZEBUR
AwSCertificateManagerFullAccess B3 EaBf,

# ACM 21 SLR

BREEFEET ACM FAM SLR, E&EFEH AWS Management Console, 2, AWS API 1T ACM
BEK AWS CLI , ACM BEZLE—IEENE CAREERER , ABEY SLR,

MBLBEIRL | i ACM FRH BN IES B REFE SLR , ETHRTENIRFABFEENMR
UMM, AWS A CA BLFRMEL%E SLR , MELMHATHURTER | £ ACM 8% BB
B EICHAMERL. NEFEER , FHH ACVEREEAEHEE () SLR,

/A Important
It SLR AIBMEREZMNRS , MR EREMRFEP TN —EEER , IAFEASIERAGH
Ihee. Bbo\ , NRMEE 2017 F£1 B 1 BZHIfEA ACM BR#% , AIEERHBXE SLR i , ACM
PMEELHRF FE Y AWSServiceRoleForCertificateManager &, EE2#—$ T# , &2
BEEN IAMIEFPHEBENTHAE,

HEMEBRT I SLIR Mz BRFEEMEY , WAEATIEF—FERE

- EIAM £3EEF | EE [AR)]. EBIAE’] [Certficate Manager] ,
LA CertificateManagerServiceRolePolicyfE A R 2L F A
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- £ IAM API CreateServiceLinkedRoleZ ¥ FERY AWS CLI #5 % create-service-linked-role , B3
€acm.amazonaws . comfRIS & FEHY EE J AR,

WEFMER , F2HE IAM ERAEEREPNEYRFEESC,

A ACM #®¥8 SLR

ACM T 384w AWSServiceRoleForCertificateManager RIS E#E A, B SLR% , ABEE
ERTE2EAC  FIUBRLEFERACGNER. AW , BUFEH IAM RiEAGHER, WEES
&, B2 IAM EREEETPNFEEREERAE.

A ACM fHBR SLR

18 BE T EEM R AWSServiceRoleForCertificateManager B8R X AE#, TiB , EBOLUER IAM £
& AWS CLI 5 AWS AP FEIffiRr A, MEFMAEN , F28 (AM EREER) FrMBERRSE
ERAe,

ACM SLR M B E 1T

ACM X #E# ACM M AWS #5758 CA ATHIVFrEEEIF A SLR. MEFMEF , F2E AWS E5E
Elim B,

B35 % T B & 5 ACM HHIZ IR
BRI (S B E) us-east-1 =
EEREP (HMH) us-east-2 =
EEIFEER (A fE =1L ER) us-west-1 =
EEFEEP (M) us-west-2 =
TAEE (RE) ap-south-1 e
I AEE (KBR) ap-northeast-3 =
DAEE (H) ap-northeast-2 =
TR B (3 hn3gk) ap-southeast-1 £
DXRESE (BHR) ap-southeast-2 =
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EF &8 B & 2 ACM X &
EAREHE RR) ap-northeast-1 =
&K (FER) ca-central-1 =
BN CER=E) eu-central-1 B
BUM (BZ21H) eu-central-2 =3
BN (ZFEHE) eu-west-1 b3
BN (fR3X) eu-west-2 b3
BN (E2R) eu-west-3 b3
EEM (BRE) sa-east-1 =
AWS GovCloud (3Bl 7 2h) us-gov-west-1 =
AWS GovCloud (EZBIXR %) & us-gov-east-1 =

5t HERE AWS Certificate Manager & 9 M #ZH
FERATYEATHBEDE RIS EFEAMEAEZIBENACME BREEIAM,
*iE

- WEREHITIRENRE ACM

- BREREEREE ACM

o BIZBERXEHIT iam : PassRole

« REAFERUNAN A AWS IRFE BIEZHWACMER

REBIITRIFNRE ACM
MREBBIER  EACKREREHTHE  CHBRELEEN , AFERTBE

EffAmateojacksonAMEBE ERFERA R ERWREEny -example-widget ETRFFHER , B
REEBacm: GetWidget R , L T IEHIFEER,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

FEHRBERT , BAFEH mateojackson EAFNWEHR , LFFEM acm: GetWidget EEFE my-
example-widget BiR.

MREFEmE , FHIREN AWS REES, ENEESRUENEZBRRE.
HRBREEREE ACM
MREBWF R | RREACMEPKIEESERERA , LB BRI REBEREE.

’é"‘ﬁﬁiIAM%%"EEHEFHI?%“:’ﬁ‘ﬁﬁﬁﬁ\ﬁﬁﬁ"éﬁé?ﬁiﬂ’ﬂﬁilﬁiﬁgﬁiiﬁ?ﬂ% , R BA T 5 &Pl
#o DENY

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy

EEEERT , FAEEEBETEEEMIHENFRNEFNRLEFER. RELEFREEEFENEE ,
REFEAEFRINERE,

REZEFBEHIT iam : PassRole

MREBWBAREREHTiam: PassRoleBIMFRVERERAR | QB AERENFRAUAN LKA CEER
#&ACM,

BE AWS B# A EEREACEEGERE K MAREVFNBEACIRBEELE, NFH
THER L ARERACEEEZRBAIFT .

ERANFEAIAMENarymajorERFERAEREHMITHNE/ER , IER4E T HEHIEEERACM, B
2, BEERREEEREACKR FHET. Mary REACEEEZRENETT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WX AES , AFFMEIIT iam: PassRole Bk,

MREFEmHE , FBIEEN AWS REES, ENEESRMUENKEBRR.
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BIEAFHEUAN AT AWS 1RF BERHACMEIR

ARy —EAe , REMKRFPNEREREEBNATHAESFIENE R, S UEEZE LT
EEEVHREZAR. SRXENERASERNBRIEFIUZFIEE (ACLs) VR , LA LIERMIE
ERRREASFNENER,

WMEE—FTH , F2EUATRE .

- FERBRSACMIEIEL R , F2 R A{a AWS Certificate Manager £ 1AM,

- BEEBRBNARAEMETER AWS IkRF WEEE |, F2R8 (AMEMEER) . AWS IkF &
(RREFEERHMIAMERE) .
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e, IRE-HZEERPOLNERERERES,

WEESMATRARENMERE AWS B , F2EAWS £EERERE.
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ERFEERTS , AWS Certificate Manager 22| AWS £KBELZ 2 NRE, G AWS Z£RBEUK
W AWS REEREBNFEET  FBEAWS Einds EEFRAEREBLT S UNREMERR
FHEM AWS IRIE | F2RRTEMIEEER AWS FRBINERBEBRE.

BT LAER AWS B MEY API IFILEIRB R FEN ACM, ERERSAXETIESR

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,
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MREEEEFMAOES , MARRFIkms : CreateGrantkiREMER , LAIBUERA kms:
EncryptionContext &4 £ #BRkms : CreateGrant#l$EER/RE. B Earn:aws:acmBER G EIE
FHM ARN B, THEHIRIEHEILFERESERE , BAFEMERE.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:certificate/b26def74-1234-4321-9876-951d4c0@7b197"
}
}
}
]
}

AWS CloudFormation

AWS CloudFormation B AMEA B R EE A2 AWS EIRIEEZ, AWS CloudFormation
REBEACHBNGEELER., AWS CloudFormation A A2 ACM X ERER , 40 Elastic
Load Balancing CloudFront, Z55:#&H Amazon AP| BB, MEFHMENR , FSE REES AWS
Certificate Manager,

WMREHE AWS CloudFormation ARIEZ MR ZERAHRE , ERETERABEREELERWN
ACM BE. ERMEREASECHBILRE, NEHEEA  F2B OLE. Rz, BE1—BEREME
ARBIECESEBNERFZERE, Al , MREREEEAIEMARETRDNAZEEBEIL ACM
BE , B2 <version>.service.example.com, AIFE A <*>.service.example.com B3I

BE-EBERAFARE. EAXRBIDIERENEARFPIZIEE AWS CloudFormation AAF T B
B EE

BREB (AREA SSL B@l) R—ERF , WREERAENPERE X.509 BRE N L H R EH
EREHRREIZEIH R MIAREABIEME. Rit , FRAEXSERABEBRER SSL/TLS BEHER
&, HER SSL REEFEREREARFEENEE A KRBEREME (CA) BRI CABRE (W
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https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
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RE), EREHMERTIREEREIHNEBE. e  LHNEAEXTLUEABREEREMINEE , IR
TAEZBERERE  MAEERBEIEMEMBRETNEE, STUERBRHESEREHENE
FILFETRFEERAER, FAERNUTUES - RERI TR EBINER,

/A Warning

BFEBEAEXTERDB ACM BF. ACM 31T ACMBFEN ZEEF/H UEBF B
B E)#8%9 Amazon B#1THY SSL/TLS BE. /7THEWER , ACM EELMNLLATRY, W
RENEREXEE ACM BE K MEKNERAFN LB SREVEE AR e

RIERREIRE

MREORERBBE , L TEETSABREARZERIICHREE

- BECHEBEEAACM , ARKEARAFAREEANEE. ACM FEEHABDBENEANEE,

- MREFEANRLERE  FREAEXTRIFMETAN Amazon REE. MREEANELE
BR A #RENERRENXINES CA REE,

81 B =

Amazon BEREEN (CA) TREABWMBILEITEREE , AWS Certificate Manager (ACM) 2478 £ HERR
EHRARRHEERBRPIBEENFEMNE., B AEREFEH DNS TR, NEFEZSFHME
A, FSE "DNSEFEL &k TEFHARED -

Frig s REE A

EEREA ACM BRMEIBRAEEE, e , ELAERBITNRSSBEERFTNERE. f
o, MRENBEELEREERE  MAFTENENERZEERE  ALAERANERSRBHRBNE
o MEEAEMHEE  CLARTFPFIMARARBNIERE , SEENAREBRERENS
.

MREEAETFBHRE  FESHHSERAKRIZE s HREETHEN , EOHP 1 HYAE 72 @
PRERAEIT. S, FRAEESEBPRFERREN , ETWRIZE 40 FERIEAS , ELHP 5 HMA
72 BNEREIT, BERERFNRASERERN , FREFBHRIEREMAEN L ET
B ILe 58 AN

WMRER DNS B |, AN AALERFTHN FQDN BEA—fE#H DNS i I ERE, ACM E8ER
VHRHEEGE  ARERENELNHR T EMEREK. MEKKEEEEHEARRFREE. &
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://www.amazontrust.com/repository/
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LRgfh  MREALERSEBHFRE , ALFEEYTE DNS fctk, RAEBRESTaEMHEH
DNS .

HUH £ R B R E B E o8k Ih A

/A Important
G SRET BB EREUE BRERER S , FMNUTFRREREN 2B LB RN A F ik
HEANAESLHEHNEE. T8, BRETSESCHBNBERBAE (SCT). REHT
) CA A#§ SCT A EBH.

#£ 2018 £ 4 A 30 BF% , Google Chrome T HEEERCEHERFEHE BFHNLHE SSLUTLS B
F. HIt , #2018 £ 4 A 24 BB , Amazon CA BB EN BRNENRTIELOMELEH
. BREEHKBEELBR. NEHMEEN , F2H BREHERL K.

ARHEEERFREIBUBREREDHT , BEETNEETADNT. ERMNERRREERS
HNMEBLESENEE, fl, CEABEIREIRBERABERBETLETLHANASEREEE
Ao LA, B ARERFHINIABMNERNPUNERE,

EEARERBHREEFRLERAERS , BEAEZREFE AWS CLI a5 53 RequestCertificate AP 4k
¥HMoptionsZE, MELHNBERE 2018 F 4 B 24 BeoiE%n K MASEEREEETHH
KRECEEBE |, BT LAE Hupdate-certificate-options & $ 8 UpdateCertificateOptionsAP| fEZ R iZ1ZIR
o

BR 1

- BEAEATZARBASNEREAERLR.
- BREABNWHCRREZISERHENAE  BERBRBYE 60 X, MRARBBELR , YFEE
FHBRAL

BECKRERZEAFBER. EXFEIIESTIEEN. NREERBRERIUHRLH , AREE
&, IERRENH , T8R&8R. NRELEVAZHEE , RMERERTHER.

LA T &5 650 R85 N4 F request-certificate tp S EFEHBRRREABRREHE,

aws acm request-certificate \
--domain-name www.example.com \
--validation-method DNS \
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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--options CertificateTransparencylLoggingPreference=DISABLED \

LiRer S e HHTBER ARN.

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MRLZEKHERE , LETFEETEMRASHIH TR , F5FE Aupdate-certificate-optionsigE . It
WeTEEREEE,

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

BB AWS CloudTrail

FIEER ACM 2 , 55 EBE CloudTrail i2#%Zh8E. CloudTrail FEBHEEUIRF AWS AP FEIYH B
SECEk , TIEER AWS BEEEES. AWS SDK, MESEHKH Amazon Web Services #E1THI API
LAY AWS Command Line Interface , AJZE iR ESIE AWS ZE, &t o] LUK H BRLE G & AR 5 FE U8
ACM API, ZHMMANIR IP sthat , AR FEWA LR, BULER API B4 CloudTrail ZIEATE
NP, BENEABEBETEKR, REEBMANRE | URERFHIRKEESMABAEIRR CloudTrail A
MAEN. MEFMENR , BF2EETEMECHE, a1 CloudTrail B £ F AWS Certificate Manager
EE ACM EERVIB MRS SR E B,
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https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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AR TE

£ AWS Certificate Manager (ACM) & 8] LA A AWS BB FMERAREMEMEESSL/TLSE
Fo BAUACMULARBIREANRE , RARETERE., BXNAEAFHEM AWS RS BHIBEIEN
BULRERAER, IEERS ZRENFEMEFACM , BF2BEREES AWS Certificate Manager, B4
TEERIREANEERTHNSERBACM,

ES -]

« A —18 AWS IRF

- BEVEFEEFRENERE
- EMEEEE

- (BR) ALNREERTE S F B
« (EZEMH) BRECAAR

S —1{@ AWS RF
WMRIEZRZE AWS IRFE | BERATTERRET —E,
EEFMEA AWS tRFE

1. $TBHEhttps://portal.aws.amazon.com/billing/z: it
2. FHEfERLETRET,
Mo EMEFFZWRE | WEEF[REE ARER.

M —ER AWS IRF |, BRIZAWS tIRFREME —E. REAERAEFIIKRFTNME
AWS ¥ MER. FAREREEYR K FHEEFIERNGERE LT HEFRRERERY
TEEREAEFRENER.

AWS FMBREERE , SO ARRE 784, B LARERZ https://aws.amazon.com/ Y7 i E
RORE , R ZETINIRE EB Y EEIRS,

BEYEREEFHENERE

&, FRBEM AWS tRF AWS kR FRFEHE AWS IAM Identity Center, RAAFMEML RKEE
FEHE , EREMRTES root EFRERARBEIE,
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
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REEZH AWS IREFARFERE

1. 1B1E Root fEAE L ALK AWS tRF EF Bt , IRFHEEES D E A, AWS
Management ConsolefE F —EH , B A B ZE,

MEFRABERAEEANRE  F2RAAWS BA FABEEPHNUBRERAES D E A,
2. AEH root FAERMZERERE (MFA),

WEETR , B2R (EAEE) TH TIAMA AWS IR root FAERAERMFARKE (12
Ez_l o

=)

BYEAEEFRENCERE
1. BAIAME 538514 T

MEER , FZE AWS IAM Identity Center &8RP A AWS IAM Identity Center,
2. EIAMEZERIFOF  BEBEFREREERE,

EEWMBEEFEA IAM Identity Center B #& A S 7 BAIRRN BERE , F20 (FAKR)
IAM Identity Center B # 78 " SAFERREERE £ FAAWS IAM Identity Center EFFEL o

UERERFRENERAESSEA

EEFERAEH IAM Identity Center fEAEZ AURL , BEFEARILIAME 2 #8 AP OEREREEE
BEFHHU N EAER,

WEERAIAME S HBPOEAEEZEANRE , F2EEAERTHEA AWS FRAOHE
Yo AWS A

EREFIEREMERE
1. 1E IAM Identity Center 7 , BV EREARKKBERERNREFEINERE,

MEETR , F2E (AWS IAM Identity Center A EIEE) dWELHFAE
2. BERAERRERE , AREZFEERE —EATRE,

WEER , FS0B (AWS IAM Identity Center fEFEER) FHFIEEE,
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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AEEE B

TEPEAEE (FQDN) ERRER LASIEANK -8 , AEEZEEREREER , K110 .com

= .org. MRERB MMM ETE , WLUER Amazon Route 53 R L H MM, &
EReEIMENRALBRFEAEER, SMEEHWHOISUEERE RFOQDNRE A, mRATH |, &
MEEESILEETRABAREENHESR  EERSEATANERE., SMEEEeFE —BREE
(Bl —=kME) + FEEI,

WEFEIB Amazon Route 53 SEBEZ BHFHAET |
B £ A Amazon Route 53 5B EE B,

(EA) AENWHEEREE FEHY

:I:I'H

B {Amazon Route 53 FZ AE¥Em/m) F

(® Note

REEAFEREFHEHBRBEZHEHEREFRRERPIEEN FQDN (EEHESER) &5, &
FEFT ISR, ACMERZERTER A ERBHEERZFE, SUUNEAEFEHH
R SDNSER T
MREAUHREDNSERE , BREHEADNSHEERFEMIEE FEHRFE. DNSRETFTETEAM
HEBBREEFE G, MEDNSHRBENFHMEN , FSEDNSEE.

a1 B

EEALHNBEREETFEAHRE , BEAEEAEHDomainValidationOptionTE B FE P HE1TER
ERequestCertificate, ACMBHRFBE FHHEEZZELERNBEEE. WREFEETXTERIEL
EEMG , W EE—BRERBIEAREE., FARNMMEEMUNTFREEREN , 2ReERE
EFBHM4bu N REMARE, Flun , WWREH example.com EE A F#31E .example.com Y ERFE#
15, BRI KR E B4 ZE admin@example.com, MREEHREE FEHANERBE , F20 Y
EFHUREEEETREIRE,

(EIEE) FRECAAR 8%

BRI LURIEM R E B RIS B2 (CAA) DNS 528 |, LUEE LFF AWS Certificate Manager
(ACM) BENREHR FRBETRE. BELNEEZR , BACMRERHREFHE , UEERKCAA
T UALKEER, WRETERACAAREINEE , WEURETREMT M CAAR .

FCCAARE S T HIE R
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DomainValidationOption.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
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flags

EERBRMAUNERTZZEACM, BILERES 0,
B®

tag MIVATLLRUATHAP—EE, FFEER | iodef L B Bl SR BHE

issue

RNEEERUPIEEN ACM CA EERE , I REHEENFEEHBRITER.

issuewild

RAEEEMUPIEEN ACM CA EERE , TALHBEERNFRAARTEAFIERE. BH
FRUBRERARNBEE FEIREFESE,

=]
WA EBURRA tag MUN{E. SAERSIH (") FEEE,
E tag 2 issue B
value H{I‘8& CA @ E B, WAL EE Amazon CA UK CANER, BE , IRE
REBELTEE Amazon 2 —HICAARE#RCAs , BIACMEE L [a ISRy =l il B TR S -
¢ amazon.com
* amazontrust.com
* awstrust.com
¢ amazonaws.com
value Bt A LLBE D () , RRTEAFEM CA AENWBEERFRAEETESRE. REE
REREFEAETHZEEARERIERITHER , FEALBA
E tag =2 issuewild B
value fi{EE tag & issue BIVME[RE , ARBEERAREBEAFTERE.
MREFEFRTE ACM CA BENREEEECAAR S , AIEELHBITERAT L. ACMUIRREE
issuewild 177E , B 53 {TCAARCSRACM |, BIERFOJREHR 1T, ACM
Example CAAZC & &8 41

ETYEH G |, BHNREEEE LRIEHEER (CAA), flags B —ES 0, tags WAL ATLLR issue T
issuewild, MR ERE K MEEEBMMNTE A CA ARSNAEEE , BICAARKESREHEEE
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AR TR EERNEBE, NREEERLFAADR "0, CAARRERRTAFHEM CA B1T
B, CAARRSENEERDNSIREEME.

Domain Record type Flags Tag Value

example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazon.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazontrust.com"
Domain Recoxrd type Flags Tag Value

example.com. CAA 0 issue "awstrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue ""amazonaws.com"
Domain Record type Flags Tag Value

example.com CAA 0 issue UOLL

o075 A B AN 18 SRS SADNSFE SR FFAIEF | BRI ERDNSIRMEE . 53 SRR IFCAARC #, Ml
£ Route 53 BEHIDNSIR#HE | F2ECAAR KA UISEBE M LS FAER,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
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BRITNEERR

ACMBE A AR ZBFERERB AR ELLZELEA, BAINERER ACM ( "BE.L ) EXLFEEE
MACMEBR A EABE=ARTHLREEERR. ZHAEUXEARBENER. "EMEEBHR
EBPKI , B SABITHEV MEENMBACMBRERBEEN (CA) HERBFAWS 48 CA. CA T#H
URIERIIRF |, SUEBEMWRF G,

® Note

NEACMBR AL EEERETFEE Enclave B9 Amazon EC2 #{TEE L , EELZHIH
f2 Amazon #1TERE . EC2MEIEKREZEZE Nitro Enclave B9 Amazon EC2 #1T{E R LR E®
UEERRBRAOFAER  FSRHERE | &£ Amazon Linux 2 £ RELAMPHEEE Rl BR 28 2 2
B . £/ Amazon Linux ZELAMP#EEE mIREE. AMI

® Note
HRME CA BN ETREERTZEE , AL RREBEEX AR EMRREAFPKEETFRE
H,

EEMBRBITERE  BEAAWS BEEEES , AREEhttps://console.aws.amazon.com/acm/Zk F B X
ACMERE, HEENEHEE , 522 Get Started (BIBER). Al , FELAEEEIRCAsHIER
[Cer tificate Manager] = [FAA]o

FE

- BROEBRH

- ERLEPKIBH

- BRFBPYAERE

- JIHAETENERE ACM
- RAACMBE

- MRBEENRE ACM
- REACMBE
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.aws.amazon.com/acm/home
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S=E )\ JEEE
AR NBBE

LT &EHHEAROAEAACMEE AR AWS CLI ERAAACMBE. FRABEBRIEZR , BLEAT
P B 58 1 PR R R PR Y A — (BRE o

NFAACMBEETE X.509 &% , WZF THIRH :

- BB BXAEADNSHERENTEERE. MFFHMER , F20 HIEE,

« SEEE  HANE , BELZEBEEENAR 2048 L JTTRSA, 256 L tE 384 ECDSA
Jt. ECDSA

- BRHER  SEBENARHRES 13 @A (395 X).
- &% ACMERE 1M BAREBDEILEEBRE.

NREEERERMEDNE  FSHEEE

‘\7/_|;
Al

Ead 373 08

BERIAPKIEREREE AWS 7AH CA |, F2EERLEPKIEHE,

(® Note

EES A LMEAACMIRAE X 2R Al REHKIRERERTHBREN TN, BBELFRAFRSI
&, SUHREBEFREENRE., RESENEMBIERRT RS,

(® Note
BRIEFRIZBERY  BRLEEENACMEERESEBERHEZLVPMESREEHEEREH, B
B, BrEERAEREREEFERY, BXAFEH AWS CLI IACMAPI, WINEFFHERNR |, 82
BUHE R BEIBAERHE L. MEEHEHFEN —RER  F2REFEHERLF.
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https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html
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FEREEAFERLNERE

TRACMABBE (X£4)

1. BAAWS EEIF#EE , A% TEhttps://console.aws.amazon.com/acm/XFFEBACMERE A,

1212 Request a certificate (FFRBEHE).
2. 1£ Domain names ( fHE® ) o , WALNBEHBERE,

BT LME R T RMIE AT (FQDN) |, #Hlilwww. example.com , EME L BRELBTERE |, 4
example.com. B AUERESLSFERAER (*) MAERFT T , UMARBHRBREPHNZERL A
. 5l , *.example.com A[{RE corp.example.com F images.example.com., BFAF
TEBEEREREN "5 MU TEEBREE. BIEBHPACM,

EREAFARER , B9 (Y) XEETREEBNRES , MAERRE—EAFREER. H
n, *.example.com AJLA{REE login.example.com Fl test.example.com , ETEERE
test.login.example.com. BEFEEE , *.example.com R AJLL{REE example.com H) 743
15, #EERE bare = apex #8135 (example.com), EEXREME , F2ET —EF R,

® Note

BiZk RFC5280 ME , LHEMTEIMANBPEEHEZE (BN LRE-—KREH) WRETEEB
64 E/\fuil (Fx), 2EAR. CRENSEREEIEENERE (SAN), IT—ESR
RN RER S AE 253 @/ \ T,

EEMBHMERE |, 5512#F Add another name to this certificate (Gt B BHIBE W ERER) , AE
EXFAHRPMALTE, &ERKRE bare = apex #8137 (#1420 example . com) & H F#31F (H0

* example.com) , LLIHEEIEHEEA,

3. HE[EBMEFZE EBRD  BIRENFRERE [DNSERE]-EE] = [EFBARE]

(@ Note

MREFLREDNSERE , BB EEADNSHEEEREMIFEFBHHRE. DNSHRELET
BHRREEZETE. F2REDNSEE,
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HACMBTRIEZH  TERIFERTHAIZHBIEERTHRAEHE. EUTNEAESFBH
Ea R IDNSERE .,

NBABEEIHHRE , BACMBRBE T BB S AEEEEBELhEEHB, nR
FHEEREEL  BRANEIBAACMERLEZRBEE., NEEIBARBNMET B
S8 TEIBHRE, .

MREFERDNSEE , BRAF R RHAWCNAMEG SRFTHACMEEHIDNSHRERN T, MFEDNSH
HHEFHIES , FFSRDNSEE.

4. HETWEEZIERD  BE-ETHEREEZ—:
- RSATE%
- ECDSAP 256
- ECDSAH 384

NEBMERBFREEEANEN , F2REREE LN AWS F5ERK X E N{AFF{EECDSAF A
AWS Certificate Manager.

5. HETags (BE¥ ) EEL , BAUEZERENER. EREXRSIRERY , AR MNER
AWS ERHNHEER. MEACMERSHNEE  URNAEEYREERTEERINETR
B2 BIZEC AWS Certificate Manager B&&o

SERETIEZEE R |, FBIEE Request (58K ) o
6. BEERz#% , A28 LREEREE  Hh2ETHEBEMHENENA,

BREWBRRSEASRERE , BRIFBEFRAAHR "EEFBREAHR . MEHREEFIIHH
BRMAM. ACMEEEHRERRE 72 M , AR, NRBRET "K¥L = "BERE
AREE | FEMBRER , FADNSREREFTHAREEEME K RARBE—IX. NRRIERY , B

HEEACRITRE,

® Note
REFFBENHIAME , FESKRNBEUREEIVANER, SZAlMEGENERE=
AEREBEIEF., ZUAUERAE LANEBEZREEEEACHIE,
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https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-failed.html
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R EALHRE CL

FAEREEGSED DI LERFHLAHACMERE, BE5 EHEAEADNSHEMAIL,
SMEEENEMAESA RSA _2048 (INRRAERMUSH , AIATERE). EC_PRIME256v1 H
EC_SECP384R1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

S EEEHAHERN Amazon ERER (ARN),

{
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

}

ERILEPKIEE

MREFUFRHREINREIE CAAWS 328 CA , ACMAIUERBEEHELNFAPEANEE
PKl, CA ATREURZWIREF , SUERHMIRSFEEHA., MFEYFLE CANHERBREN , F2HEE
VB RERERE.

RIBFER , B CAEBENBRFIZEMRE , HACMAXEEMEANERE. At , EESLARIIT
B, SEREZABNAPFREEFRE,

FAEACMBFIETE X.509 % A ZFTHRH

- BB BXACEADNSHERENTEERE. MFFHMER , F20 HIEE,

« EEE  HANE , BELZEBEEENAR 2048 L JTTRSA, 256 L tE 384 ECDSA
Jt. ECDSA

(® Note
EENZEEE LRSI (RSAECDSA) B ARE CA WESRIEE LR,

- BRHIR  SERENANHRESR 13 @A (395 X), HFE CA BRENERBHLABBRFARE
HWERAY , FRABEFEREERA.
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- B4 ACMERE 1M BAREBDBETLERRE.

ARBEBRHERBRENLE CAXRETHEHAFHRS

 CA ZARNERFHRE,
« CAILBREMEE ALAR RSA 2048 5 RSA 4096,

® Note
HAREENERETR , A8 CA BEENBIETTERR.

ES]

- RENE CA NEFEUE

« EAACMER B ERMAPKIBE
« 58RI APKIZZFE CLI

REFME CA W TFEUE
EAIER AWS FAH CA B TR R 2 — REBACMER :
. E—IRS : HEM CA MKBIWACMBRARABEM AWS 1ESH,

EEMAE-RFBRITNEN , AWS I8 CA RREEE X AREACMRE TR ER , F8e
M., MEURSIEBE. EREM AWS FA8 CA APIE)fECreatePermissionZ AWS CLI fn 5 2l 2R
RERW, IRFHEFESKELERERCAEKEBENAMERE, FARAE,

- BIRF : FEW CA MBITHACMBRENR TR AWS tkF+F , ME CA WFEECREREMRE
HYIRS

EERAEREZENELN , AWS FAE CA REEEEXKEAFEH AWS FA8 CA APIE
YEPutPolicysian T HRARAl , AERAERNBERMNE CA. AWS CLIBUEREIEEH RS A
AFERFE CANEFTEA. WEFMEN , FSEEBRACVILE CAEAUERAERNEREE,

BIRFRABEACMERERBEZFAER SLR) , MERATHRERKEE., PCAACMIERITHE —{E
BRERSLREBEY,
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ACMAREEIRER , cEERELNIRFPRESLRERE. MRENIRF 2REMRSE
AYiam:GetRoleACMSLRHER , BIEBU ¢ RTEBRBAEE R, SLRONREE/RLE | ALIHE
HIRFEE SR EEREiam: GetRole#ERACM , HAEZRAIIR S EE ACM-managed R B& 2 3 B3
B, AwWSCertificateManagerFullAccess

MEFEFHMET , F2EBLERRERESEACM,

/A Important

EHACMBR LA EN AWS RIBEBEB , X e B BB BR. WEACMIEEIRIE
BEN , FSERHEES AWS Certificate Manager.

FEAACMERE B ERFAAPKIERE

1. BAAWS EEFIHE , A% TEhttps://console.aws.amazon.com/acm/Z RHBMACMERZE A,

1212 Request a certificate (FERBEHE).

2. 1E Request certificate ( 58RBH ) EE L , i#1E Request a private certificate ( R ER
"), RBEBE Next ( T—F ) MBEETT

3. & "REREENFHER. BRP ,EZ-T "REREEN, ek, ARBE—ETACASH
MR CA RIEHMIRFHLA | AISARNUHEEEEAFE.

RinFEEI SRR CA MBFME , BB ERREEECEFERE

- BEE

< Eidl

« Common name (CN) (B &% (CN))

« Organization (O) (%% (O))

» Organization unit (OU) (& EE {1 (OU))
« Country name (C) (BIR/#b[E & (C))
« State or province (M =HA&)

« Locality name (it [E & #8)

4. 7 Domain names ( #EHE ) 5 , MALHWEEERE, SUUERATEFHEEE (FQDN) , 4
WMwww . example.com , HFRPHE B ERFERER , fllexample.com. BHAUERES
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FERER (*) MAERAFTR , MAREBEHRREHPNZERLEEE, Hl0, *.example.com AJRE
corp.example.com Fl images.example.com. EAFZ TEZBSEREREN "5, WM
TETEHENREB/. BIERPFACM,

® Note
AEREAFARRER BN (*) YAEHEEEBNRES , MAERKRE—E
FHBEER. Bl , *.example.com AJLU{RZE login.example.com
test.example.com , ETBE/RE test.login.example.com, ZBFHEF
=, *.example.com R A LR E example.com B F#1E , LR bare = apex #8
1 (example.com), EEREME , F2EA T —ELE

;HE , 55 Add another name to this certificate ($ EMZBHIBEZ W ER) , REEXF
FRBPEAZHE, ZERRERE bare 5 apex #815 (Hl20 example.com) B H 7431 (Hi4n0

* example.com) , LLIhEEIEHEEA,

5, HEWERZERTD K EEFE-ETHEEEZ—:

- RSATEER
+ ECDSAP 256
- ECDSAE 384

MEBBERBREREEINET , F2E WEE L,

6. 1 Tags (R ) Iy , Bu LR EBERENER. EBRERSIEEERY , nAERRMAS
AWS EREFEER, MEACMEBSEWNEE , URNAEEIZSEBHMEBEERENET ,
E2BEEC AWS Certificate Manager B3

7. 7% Certificate renewal permissions ( BEENVER ) o+ , IR EBRBEEMERNER, B
LERAFBHEFEFEAME CABXENILEPKIER, NEHEEN  B2EABEFERREE
A EBACM,

8. HERMMEXEENAR , BE Request (FR ). TRAEBRBEFERE , BLREFNE
Fo
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® Note

BRIEHFBENSAME  LESKNBEUREEIVEET, SRR ENERE=
AEREBEIEF, SHALERAA LANERESRERERCERE,

A R APKIZERRE CLI
ERERBEHPERTHIUABE. ACM

(® Note

EIRER CA HENABEPKUIREE AWS Private CA , EENERBEE XX (RSAH
ECDSA) A ERFS CA REZESBHVEE LR,

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

S 2 EHAEREN Amazon EFEEE (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

ERZEERT , EEE—RERALA CAK  ACMEEIEREEZAE® (SLR) K INE LR
F. S_LREFAEBHEFERRITHNRREREE. ERESLREREE , TAMAMERUTHSETE
i

aws iam get-role --role-name AWSServiceRoleForCertificateManager

MRESLRTE , v @HENTAIR :
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"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQOOQ0OBBBBBBB",
"Arn":"arn:aws:iam: :{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:417",
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

},
"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RolelLastUsed":{
"LastUsedDate":"2020-08-01T23:11:042",
"Region":"ap-southeast-1"

WMRIBRSLR |, FF2EHEE M RBFERS S EACM,

REEIFERE

Amazon BEREEN (CA) TEEABHNRAILEITESE , AWS Certificate Manager (ACM) 4 ZEE R &
BESRHEEBRRPIEENFTEREERE., BULREETHFERERN , BBAEABRLA (DNS) &
BREFHUHBIRIBALNEERE,

(® Note

BREEARBRTHABREEEHRACM, ACMTERZEEANBERFLE CA XENEEN
BiEEEE, ACME LT Amazon VPC FAEAE EH S EMAEREHINER, WFE
HMEY , BB U BRI ETREE,

REAEmE#R W< 1.0 67


https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones

AWS Certificate Manager EREEmR

—RME , RMEZEEADNSREMAREFHHRE  RRAOT .

- WMREFEH Amazon Route 53 BEENBIDNSER 8 , WA AACMEEZEB LT 5 XN EH L #%o

- ACMRE/BDNSEMEMEFA H EDNSEH I , e B BHBETRINEHE.

- FEEN  FEREHEEHKRETFBURENREYITEE. ACMIZEIHIHE 45 REHBEXENE
H, ELBASELAERINWHOISER MU , UREZHEA-—BRRAKEES U, BAPIEH
BHEE N MENERS , FEETEN. BEMEIENAEE , SUHEENFRNACMETENR
FARN,

MR Z REFBONSERERRE , L ARHETEBHERE.
(@ Note

BYERETHHRENEBREZR  BEAVBAEDNSABRREE. BEfEADNSERE
MBRBE , RREIERARENIFBDONSRE.

3

xR
« DNSERH
. EFHHERE

DNSE 3%

MEEBRIR (DNS) BEREM < EIRM B R, SHDONSREBHE—[ESS EREAIFCH
BiRE, EEEDNSERER , SACMER —SELEMEE L E R ENCNAMERS &, ELLHE
EH-MREME , TEATEZEREENESR,

(® Note

BYERETHHRENBREZR  BEAVRAEDNSARREER. B E{EADNSERE
MERERE , AERE I fEFHRERFTBDNSE,

3

il MREBERFEHAEME B example. comf@1ZEE , Bl€www.example.comBEACME I M
CNAMEZ#iE#%. SESEAZHBEMRFEYINEHEISEBNE. XEREQDARBBENERRE
By AWS ACMIBIEIRY BB . 1ELCNAMERC #% R BERM N EHIDNSBURE —X. ACMREREIEEERA
h HEZWCNAMERHNMERE , B BB EHENEFE.
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/A Important

MR EFREH Amazon Route 53 EE/\FDNSEESE |, EBH4G S RIDNS L FE 75 LA B 7 20 (] 57 18
oi%, WMRBREREIGEDNSBIEENEIR , IIXNERHAE FHHRE,

TERERRE , AECNAMEREARE , BRI ARENTEMHETE (FQDN) ZRE/HACM
B, bpER , EUNRYERARBAZENEARRE , BV HETE FESNERE. AR
CNAMESRE THERNEM AWS B , Rt G ESEARSHERRIZERNES. &t LA
REMERAVERE

BT AR EE E A BRI Y AWS RIS B BRBRE |, UMIBRCNAMER 8K F 1L B BI#&RT. 4R Route 53
TRICHDNSIRME | BBIS AN SR LU MM MBREC &, MREHNHER R Route 53 , F2H
Route 53 F# A BHEEPHMERERLCHESE, MEZENBIRBONFMENR , F2H "ACMEBEN

ZEBREN. -

(® Note

CNAMEMN R ZHDNSHEFEBIBAEL EMEZCNAMESE—R , ITESS LK, MR
REEZERMNERE K BECERAETHHRE,

W{AICNAMEZE 8 TACM1E

® Note
AEEARAER Route 53 EFREDNSHEENEF.

WMRIETEM Route 53 FEREHVIRDNSH R , AIFEEF B RHACNAMERE SEE AACMEERY R4
FHNBIRES K BFREEM. CNAMERLEARSERY , BREAEEO#HNEREEE TR
BRIVAR. HRACM , ELRH AR SR HERENHEN B BBRREN,

TRETANE@ESAZBNEFICNAMER ., SECENCHER-CREREARREBIABREANE
.

AR, BEREYP , ImECKEB-CHRERYREEN, ERATHRERF THESE (K
* . example.com, HACMEVHF &) BAHERAEE VN FEMEE, example.comE I
It , SERSEBNIYEHKEBNERKESHETE.
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#1fICNAMERE #%

=B ek - SF ACER{E LR

* example.com x1. Bl+F. _x2. ACM-Eg%. Identical (#8[3))
example. com _x1. Bl+F. _x2. ACM-Eg%.

www.example.com _x3. filF. _x4. ACM-Bg3%. I —
host.example.com _x5. . Hlan. _x6. ACM-B&%. I —
subdomain.example.  _x7. FE&. #lF. _x8. ACM-E&3%. I —

com

host.subdomain.exa _x9. ¥ FiE A, _x10. ACM-ER3%. M —

mple.com

FREALE xN T&I#R (_ ) RENERHAEKNRFRFRACM, fi

_3639ac514e785e898d2646601fa951d5.example.com.

pu

REREENCHEEE, HEBORKRETER

_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

YR M E R DNSFC &

® Note
MREHDNSEMER X ELE AN EKENCNAMEE |, FSBEFHEEMDNSE FREE,

ERBERBELEEDNSERER , LT HIEXACMEHRCNAMEEA :

DNSER % MRS 1.0 70



AWS Certificate Manager EREEmR

BEE  RHREE ReE RHE
B il

example. _a79865eb4cd1a6ab990a45779b  CNAME

o 460b96.example.com. _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws,

MREAERERBEFQDNAEEBN . ik BAREMANRSIE | sefE—BbIRCHK, CRESREED
=8

E=fEE (MBEEH. CERBBNEHRE ) BL AW AZIDNSHER Web NEHNEERNLS , FREH
HDNSRC#k, HEERELKEE (HEM "2, ) MUNMER -3, EXEBRT , LEZREH

BEFHE , LR, EtbiREEE DSBS BHMNIEWANEFAFEHR , ERT (EAHF)
BEZR @A

_a79865eb4cd1a6ab990@as45779b4e@b96

BEBEANP, MRLFET  LAATERHEE (I .example.com) MREHBTE , KK TEE
SELEUTHER .

_a79865eb4cd1abab990a45779b4e@b96 . example.com.example. com.
EEBIERT , BEKERY. At , CEFFEZELRELNHERMPLENE AR,
"X EDNSERE
A 3R B ME R E 2 R B LA FADNSER =& o
XA PIREDNSEHE

(® Note

hEFBRHREELEEN —ERRE K MBLEEEIBEN AWS BEHFRITH, MREEHR
BEH MREEIE-AEANER , ARRIAMEH , BEFEFETINENEE , FF
AR B E IEFERY B,

1. BRI ACM # https://console.aws.amazon.com/acm/ 2 &,
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2. EBEBES , BREEELEEREMN Pending validation ( FERF ) MEHNEFE Z Certificate
ID(BEID). LEFESRBEENFHENER.

3. 7 Domains ( #83% ) o+ , TR TIRERFZ— :

a. (iEA) £/ Route 53 TR
Create records in Route 53 ( £ Route 53 FE ok ) RS ERFSUATIERRET
- #&fEH Route 53 fEARHIDNSIRHtE,

- WA E A Route 53 FEEEIHMEFT,
- BFQDNE R BIBEREE .

® Note

WMREER EIEEMEM Route 53 , {87 Route 53 HE VLS REHERHER |
By ACMIZH| & B R "# Route 53 FEIZEF %, &ill,

T
e

212 Create records in Route 53 ( 7£ Route 53 REE I 0% ) &Ril , A& #EE Create
records ( B FE# ) . [BENRE) EHEXSHE , YERREEERS SN EIDNSE
#%.

BB TR 2B R Pending validation ( FE8R®E ) MEKZ 30 £,

® Tip
R SELURIE A NEERTE Route 53 FACM B BIEIZEECH#., BE , B LAPIHRIT
AWS CLI {0 Route 53 , LAfE Route 53 DNS BRI EHRE L%, WEHH
Route 53 Fes&EMFHHER , 2B FEH Route 53R ERFLHKE.

b. (WiE ) MREFREMA Route 53 EAEHDNSIEME | BIABEMERCNAMEE BN AGE 0
ZIDNSEIREEY, EHBENFHAEAEE L , ZUEBUTMESXNBTIERE

- BR TRE, ERPETRHNCNAMERT S, WEALEFEHEEENEDNSHE,
- HEBEE TEHE, CSV., RRERTNEAZTEFHHEEZEDNSHE,
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/A Important

EERGMEEE , BUMCNAMER & TACMEER EAFIEEDNSRUENER
Ezr b, MREBIEE , F2H "HEDNSRERME .

ZIEI%ACMEEEEECNAMEEZ?&E’J 72 MERBREREERE  FREBEREACMEESBRERE,
EENERNEIREREZEREAACMEENER D EMRDNSHERE, FEFRILEE KL AER
BﬁCNAME?azTW&EI%ﬁE?éO

BT BHRE

Amazon BEREEN (CA) TEEABHRILEEITRFE , AWS Certificate Manager (ACM) 4 7H LR
EHERBEHEERRPEENERE, EUUFERAEFEAHRBTRFEDNS, HEFNRE FH
HERF.

MREEEAETBHRIHAEIME , FSNHUEF B RBABETESIR,
ETHFRENER

ACMESHERBERE A SERBFETFBHETIEAERNRREFBM4. IE , MREFEEX
BEBELEFEHY , AITUEE —EEEREFEAREE., TASNMEBUUNFREERER , 2
#ZeEAEEFEAF U MNREMARE. FlW , MREK example.com EE A F#B1H .example.com
M ERFMEE , BN EIE FEBHZE admin@example.com,

» administrator@your_domain_name
* hostmaster@your_domain_name
» postmaster@your_domain_name
» webmaster@your_domain_name

* admin@your_domain_name

EERALEAEE  SLAENELETBHATESNRITER. ACMESEEREEFHAIIE
LR , SUEEBEDHR 45 KERIBR.

£/ ACM APl or WZHEHBREERNEFEHRIBISCLIERESRAERNBEEZE FEHH4AL |, B
FERPFIESEHMPEHN RGO K, BOEEEXALRBTSERINETBHALE , TACMEE
BBBE,

EFEHRE MRA< 1.073
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LRV BISME R

MREEAERUwwwR BERAFTENR (*) HENAEEBHACMER , FACMBIRRITBwwwz 25 |, I
BEFHG4EEIEER U, SXHtRHATALHENEESE @ EEE @. A @. BREE
B @ MPUEEE @ FIHBNWRIERILoEK. Flan , MREEREBEFE www.example.com BWACMR
F , EFBHEEIEE admin@example.com , T A2 EEE admin@www.example.com, B |
MRBER * test.example.com WACMEFE , EFHBH L EEEE admin@test.example.com, HEk
WERAEEIth 2 LUESIT XK.

/A Important

B 2024 £ 6 At , ACMABXEEBWHOISEI & Attt ETH N E FEHERE, £ 2024 F
10 ARt , REBBTACMEEEENBENEAEHWHOISEI& i, ACMASHEE R EERE
ETEHIIFMERENAEE AR A, MEFMER , FFSBAWS Certificate Manager
# = IEWHOISE S F B4 BB BE

ZEEH

AEREATABREFBARENEIEER,

- BEZELNEFPEM—EEXNEFEH 4t , TREASEFEHHRE. RESTHABUNE
FAEAEMRASEEA,

- REEERARBARTHLREEEBEACM. ACMTEREE AN BEDHIE CA HENRENBEE
HAE®, ACMEZLRRE Amazon VPC A EEEESSEMEMLAREIATHNER, NFEFMENR ,
2R i BRREETREE,

- BEVEAETEHHRENBIECR  BEEVMAEDNSHRE BT, S EMEADNSERE , FMER
BE , RAREMERARENIHIBDNSHE,

BRIBH B HNEN

ACMBRENBMHAS 13 EA (395 X), BT BRFEZMEAHEFERIITE . ACMSEERIHIAT 45 KB
MEEENBANERPEEERNE T4y, BHNESREREE TUR - TETENNER. B
HFFEFHNBER  SEER S XACMBETEBREARN,
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(EEMN) ENEEREERMN

SHREEFH4EESNE  TARKERRER. T8 , RAREREMTNRIEFBATRE
BasRBAGERTE  IEGAPEX  NUENREE 72 MRRABBH. MRERFVRIEIRKE
FTEHAHNFCCBE , EUUERENELETENF, NFNAENRESEZREBEFHANFMAENR , 7
2HE ENBEREETEN

FETHAREFERLERE  F2EREDETEHE T E4 5 EEET R HE -,

JHAEEWNEE ACM

BRI LAEAACMEIZR AR AWS CLI S A EEHNBHEACM, 248 0UE—BEEm+PHIHZE 500
ERE , HZTFICLIE 1000 EFHFE,

EAEER A HBE

1. BRI ACM B9 https://console.aws.amazon.com/acm/ 32 &,

2. WMEBRBEPNET. LUUERELANEREZREBRAEACHIE. SERRHE LA
5|, kFERREHH BEBERES T 5

- BEEE — RRENZEREHEE (FQDN),

- Type (EH ) - BREH, TWEELES : Amazon issued ( Amazon EE1T) | Private ( #AH) |
Imported ( EEA)

« Status (REE) - BEAMEE, ATEEES : Pending validation (FEERE) | Issued (317) | Inactive (3E4E
FA) | Expired (EiBH) | Revoked (E#$8) | Failed (kB) | Validation timed out (5 3&5& i)

- FAH? —ACM BEREE Elastic Load Balancing, =2 3/ AWS BR#% = 5h 78 Bk
CloudFront, LLERIEARZ No (&) = Yes (=)o

- BHEK — BERTTUEEILFMACMES B BETT. THEES : Eligible (FAEH) | Ineligible
(FHEER). WFEEKHAR , F2E ACMBENZEEEN.

BEREFRAALANRERT , EULETERLERNERRE. BEERERATNBRITTA,
DRBEREMERARNMN, 7ANBERCNOT

« Additional domain names (B EHE) - BRFPIEN -2 EREERE (Z8BEIR).
o ERIEFR — ACM ERBHRNIFR,

5B WMRA< 1.0 75


https://console.aws.amazon.com/acm/

AWS Certificate Manager EREEmR

* Issued at (BE1THFME) - BITRJ|HEE, LEFEERAR Amazon BITHEBE , TEAREANE
Fo

* Not before (£ EFR) - BEERNEFE,

- Not after (KMEFE) - TR AR,

- Revoked at (55 ) — SR BRE NV HEREE,

« Name tag (BHBER) - ILEFE L Name (B1B) EBNE (WNREERAEBRMNE).

 Renewal status (BfIREE) - FTERBRENONME., REEERENE , KBTI EERIE
B{E. THEMWEZS : Pending automatic renewal (%5 EHE)#&E%Y) | Pending validation (F1FE &) |
Success (R IIAE#Y) | Failure (REEEY).

(® Note
BRRENSENEFERIRISER TR, FEI[E , BRERSE 72 MERR
5, 3 B X ARERRESRTHENER.

Page size (EHA/N) RFZESEESEIZEAEE LERNBIRYE,
METARIFMEANESEN , F2H RHEACMEBRE.

HEMEMH AWS CLI
A list BEWTIHENACMEERRE , WK :

$ aws acm list-certificates --max-items 10

o TEERELATATHAUNER

{
"CertificateSummarylList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"
1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
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"Type": "IMPORTED",

"KeyAlgorithm": "RSA-2048",

"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,

"ExtendedKeyUsages": [
"NONE"

1,

"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",
"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T19:28:05.531000+00:00",
"ImportedAt": "2022-08-25T719:28:05.544000+00:00"

|

#K7EE% , REEE EHkeyTypesRSA_1024TRSA_2048EEFEL —AEEMBNER. EEEF
FEE N EMRE (FHNERSERRERFERATRIEEEZRMUTANBE) , FRET ISR --
includes 28, WS URTEEHEREHEBHIKE,

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

MEAACME =
BALEAEACME ARF HERBROFMATRER. AWS CLI
EXmATRIERFMEDR

1. BABIEACMIZEA |, fihttps://console.aws.amazon.com/acm/REREHERR, BULUEREAE LA
NWEBEZREEEECHIE,

2. EEEIIBRNFADEER B2 Certificate ID ( BEBAE),. BEESHK , BERT5
&

- Certificate status ( BFEARRE)
« Identifier ( 3 BIAF) - BIFEH 32 LT+ SHEALME — R B S

« ARN— XREFRH Amazon ER B (ARN)
arn:aws:acm:Region:444455556666:certificate/certificate_ID
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- FR _EAIACMBENEERER, 8EES : Amazon Issued (Amazon B.%17T) | Private

(%8) | Imported (EEA). MEFHMER , F20 "'FRLEFHEL . "ERLBPKIFE,
=® M BREEA AWS Certificate Manager o

- Status ( AREE) - BEAMAEE, TEEES : Pending validation (15 ERE) | Issued (17T) |

Inactive (FE¥EF ) | Expired (2i8HA) | Revoked (E#$8) | Failed (k) | Validation timed
out (53R AF)

« Detailed status ( FAHARRE) - BITHE A RFHN H A LR

- WBE

M — BRENTEEEAE (FQDN),

Status ( AREE) - MBI ERFARAE, THEES : Pending validation (1 EERT) | Revoked (E#i#H)
| Failed (5% B)) | Validation timed out (B8 % 5& ) | Success (B )

- FHAES

- AT ? - BRREHE AWS ZSREHEED ATsEEA © Yes () | No (B)
- WFEE — BRENE —ETEMEEE (FQDN),

« Number of additional names ( Htt ZBHEE) - BREERNBEHBBHE
- Serial number ( F3) - BRER 16 fLTiE +EMFR

- NELSREN - ELESRENEBEBERE L

- Signature algorithm (BMEEE ) - AR BEERINEBRHRIBER .

- AREER — XEEFELBHBRENACMESRKEFE

« Requested at ( &R R) - 3 HFEREY B HAF 65 RS

* Issued at ( B1THHY) - tEA |, B1THH KK

« Imported at ( EA) - 2@ A , E AR B MR

* Not before ( £ HFME) - RREBHAEFRSA

* Not after ( K3 EFME) - BFEAVEH B HA A6

 Renewal eligibility ({8#9& 1) - TREMIE S : Eligible ((FA&E )| Ineligible (FHFEEW) NE

BB, FS2HE ACMBENZEBEN,

- Renewal status (B#IARRE) - PTERBEENONMRE, REEERENR , BT SERY

BEHEE, AEEM{ES : Pending automatic renewal (%1% EE##Y) | Pending validation (&1
B8 %) | Success (F(Ih#B#Y) | Failure (RBEEY)o
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® Note
BEVRENESEARFEHNRISERTA. FEIBE , BREREE 72 /N E
BmEF , WHXARBERBEERTHIEIERF.

- CA— #ZEARNH CA
« Tags (%)
- R
- B
« Validation state (B8FEAREE) - WIRBEA |, ATsEEWMT -
« Pending (7€) - EFERBFE B R ART Ko
- Validation timed out (B8R EF) - FHREBTB 2 RE , BERTLUEERZF R,
- B BREANMAPKIZZEERZENERE , TEERE.

FRABREEFMER AWS CLI
EAPRIEIREE AWS CLI RERBREFMER , Ty SR :

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID

o TEERELATATHAUNERR

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
},
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
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"KeyAlgorithm": "RSA-2048",

"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,

"SignatureAlgorithm": "SHA256WITHRSA",

"CreatedAt": 1450212224.0,

"IssuedAt": 1450212292.0,

"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"oID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
},
{
"OID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

1,
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
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"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"
}
1,
"Subject": "CN=example.com"

MBERHERENEFE ACM

B AE FAACMIZFI B2 AWS CLI MIBREE o

/A Important

- BEEMBREM AWS IRBEEERANACMEBE. EEMREATHER K BLAXBRE
N, ERERAESENCLIABIIRKE TR,

- MIBRFAN B ZEMIE (CA) RITHEIY CAREEATE., LiEED CAKE  BRH
EMERBLE. MEBEFMEEH , 5526 AWS Private Certificate Authority 5/ & 155 P # Ml
FAH CA.

ERAEEAMBRERE

1. BB ACM B https://console.aws.amazon.com/acm/ £#2 &,

2. ERJBEYP , EERUBACMERZENTH , REZEZEMER.

(® Note
BEHFFFENARAME , BESHNBRARBEILNET, SUNMELGENERE=
AXREBEEF, SOTUERGLANERES REREA BT,

& =M ERIBE AWS CLI

1 delete-certificate anH RMBRER , WA TR :
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$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:certificate/certificate_ID

ZRACMBFE

FRAECEAACMEZEECNRULRERRE AWS R LR LNARE. EXLAFHECZESNHEP—1E
RIEACM, MFEFMEF , F2E RBES AWS Certificate Manager.

ACME CA EEHEE AWS FAH CA B ARTAA 1 BERPKI A LAFE 255 B T2 A RR A0 417 35 L JE Hh A
ZEFHRE., NEERER L TELELER,
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ACMB M ZEEE

ACMAIEHYEn B EHAISSL/TLSHEERHUAERR . ERKE , ACMBEBENENES (MR
CEHEEFADNSERE ) , AECKEINNROEREIEFHHEN, EERERHHLERIENLE
ACMBE R

RETIEE  BRASBBBENVNER

- ELIGIBLEXNREEHE h AWS PR HEEREE , $140 Elastic Load Balancing = CloudFront.
- ELIGIBLEMNR B #1785k LIXBHIEREH.

- ELIGIBLEMMREREBBFAARTHWIAEREE , ACMRequestCertificate API#R % 8 H s} B E th AWS
B 75 #E B Bt o

- ELIGBLENRECRBREEZHFH ARITHAERE , AR S HIGEHEM AWS IRIEIE BT,
- NOTELIGIBLEZIREREBF A AWS #AH CA IssueCertificateAPI.

« NOTELIGIBLE#ISRE A,

« NOTELIGIBLEXIR Ei8H1,

A AR R AT EE R LA EE B AR/ Punycode EK :

1. LA "<character><character>--" & X 5 S8 {9 #8135 & BB AL B LB "xn--",
2. B "xn--" BEEMMEEREBE SN EARE RN E B LERERE,

Punycode il

BiEEE R R RFF EE

#1 #2
example, ¢ N/A i3 v A LA "<character><character>--" Fi 88
om
a--exampl N/A 113 v LA "<character><character>--" Fi 88
e.com
abc--exam N/A = v LA "<character><character>--" Fi 88
ple.com
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BEEB R R nFF  EE
#1 #2
XN--Xyz.com B = v BRI BRI EEEE (B4 A/.com)
Xn--examp = = X FTREMNBEIRLEEEE
le.com
ab--examp 5 B X WAL "xn--" BHER
le.com

ACMIERT BRI , BEM Amazon EREM (ARN) BRETE, 54, ACM BEREHER, MR
BEZE AWS BB HEAEERAEBNEE  ASEARREBL AR LEN.

eS|

- BHLBHEENEE

- ERABREHERE PKI

- REBRNBLRE

B LFEEENEE

BRITSERE, NHEETNEFEN , & AWS Certificate Manager XEF AL BEIEEE, EBBDNS
RESSTFHAREREE, ERRLAZEUOR  ACMEGALZLNEZENMERS EREFRIEL
HEERE, THEIERRTBNEFES —EXMEEENAN,

ES |
- ERENREELN DNS
- BUZEBETFHARENESE

E B AV EEHY DNS
HRBIEADNSHBERTHACMER , SEMITRES ABILW.
HEEIHART 60 K , ACMME L T AT -

- RFBRIEEERE AWS &,
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« A XLEACMZHAIDNSCNAMERE % ( BEM - ERERZE —@ ) MEELATEIBLHEDNS
;Dljﬁ:ﬁo

MRFEELHN , FACMZEECERENRAEBA FHBE

ACMEBWHIRBE LB BMERIE (Flln , RAFECAARE) , Hix AWS Health E4F Amazon
EventBridge £, ELEBEEBEF 45 X, 30 X, 15 K. 7 XK. 3 XM 1 REX, MEFHEE
# , FEZE ¥ ACM B Amazon EventBridge X #.

BHBEBEFEFRENAE

ACMBRENBEMHA 13 EA (395 X), BT BRFEMAHEF ERIITE. ACMSESIHIA 45 RB
MEEBENBANEREEEERNE FE 4y, BNISREEEETUR - TETRNNER. B
HAAHNEER , SUMEERN S NACMETENBEARN,

NEERRBETBHNFMEET , F20 "EFTBARE, .
EZERBAAUBXRA S AREERFETHN  F20 EDILEFBUHRBOME
EMEEREESTEN

EEERBERAVBEREETFBHRIER F2HEERH) AENBEEREEFEN) , BALUFER
AWS Certificate Manager APIZRERACMEZE BR BNV BRI E FEHAHRE, BEEUTERH
1TUEENE -

« BEDRBRBEEER T EFHHFBACME,
- BHBENEOREATERRE. IFFBYEBEENRENFAES  F2E REBENEN

=
AREE,

« BRAREFERFIACMBIEBREITNRGREREE T EH4AS

EELRREIHBHEEIEREAFRAERFERPRENPBETEHMEE |, & LLEHACMAPI AWS
CLI. S F M ResendValidationEmailfE% AWS SDKs, ACMiSE X EFBHUHIIEENRFZEE., BT
EXENEE AWS CLI {EH AWS CloudShell 1£2E 28 17 EY,

ERACMEF B REREETHBHAS (££8)

1. FETEhttps://console.aws.amazon.com/acm/ZX H BARL AWS Certificate Manager £,
2. EETERIBENERE D,
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3. REENEERIEETEM

ERACME M {E* AR EE T HH (ACMAPI)

£ A HResendValidationEmail{fE¥ACMAPI, ftk—R |, FEEEFE. SEFBHEHEFMNMEE , UK
EREFZWAEERRE FEAHNMEE. ARNUTESIZEROMAER AWS CLIBITIERE, LEHE 2D
ITRFSRUARIBI &,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

ERAREFHER PKI

ACMH#AE CA ZENBEMNE AWS 7H CA REBBENNER. BELREENACMEBESRR ,
ARETPKIZERE, RMEEEEAFPREEFHEFLZEEENRBREREMBERRER A MEE
M

@ Note

REMFEHAACMERE A S HIRequestCertificate BIEEV S 1 B E T ACMAPIE B ITS EEE
., EiZ AWS FAF CA EAMIssueCertificate BIfERITHBHE T AWS FAH CA APIZEHE
ACM,

EXEEBIBIMAE 60 X& , ACMEABERRN. ECRFHELINRENER (FIMERE
HEBERBOE), BF A ARERfE AR RenewCertificate B) & FIEETACMAPI, 105 & HI B
Java BFEEI , F2E BOERE.

BE , gRTIEP-—ELFASBRTEZR

- MRBFEACMESA BB , AHBRENAERE  MAFTERANETFBE,

o MREBHFAREACMESK REHEER  ITEXFENIETEEL Y ZEFTHNEE. Bl
FEHMITIELEE , LT LUE Amazon BV BI T #1TiE L B E EventBridge , AWS Lambdafl NP
To AWS HealthtNFEFHMEN , 520 BEFHENEENELIEE
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BELERBRAEHIFER

THRFREGEFFRAR , I EETAEPKIBERACMEDELAERE, LEIRASKERERA
METRELACM ; EHR  BEMLARKEHBRREL,

EEFAFEAEBLEBERELESE
1. & AWS Lambda BIZABEEHPHER , BU YR EFILACMEHA Lambda EHEAPI,

a. EY Lambda H#,

b. AEHWEEE Lambda HITAE , YA FTIEEBRMARE. WEASEBFEWY
W ExportCertificate B , B FREFERNBHIER , AERERNEENLZ B
ACMAPI,

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"

}

£ Amazon FE 37 # Bl EventBridge MEEEACME RS |, W7 EHIF) Lambda BB M IR
Lambda B ¥ ACMBREHENBREE , EEA AWS Health EtF, MTFELBANFME
A , 5528 "FH Personal Health Dashboard #Z#REE (PHD ) . o

MATIEHERRERER R

{

"source": [
"aws.health"

1,

"detail-type":[
"AWS Health Event"

1,

"detail":{
"service":[

"ACM"
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1,

"eventTypeCategory":[
"scheduledChange"

1,

"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"

]

.
"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}

3. HEEBRERRLFBHREBIEUTHENOERF.

AELEPKIRENZEERM

&R LAEAACMAPIE AWS CLI FEIRIFACMEZ BB TERENER, EK , LA LERHACME
BN BRI BB EN.

(® Note
E R IR B BTN E H 2 BEBEN AWS 358 CA.

EEREATRAPIBESHCLIG TR , SACMERENBE. WREWKD , BACMEHMEE AR
APIE RN ERFPRER . MRBHHEACMES X RIEIHEEEH , AISMBEFEE , ILE Amazon
E CloudWatch vents FEAE#HEH., MRBEHOEAK , EACMERERLBRRSEEBE. (BUUER
describe-certificate i H, ) MRBERBBESREDE , ZNEEXTRELLFHREINENE

iR L.

/A Important

B EZEH AWS FAHF CA BEACM , BLALREBACMBRBEERER , TRIATEERRAE. W
FAME , F2REBEEERERIEACM,

EEZFEAFEBRRERN (AWS CLI)
1. £ renew-certificate o RKEHILEEHEE.
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aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

2. A%, describe-certificate S B RERBENBHNFMEACEH .

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

EBHAABZEL (ACMAPI)

«  EiXERenewCertificate3R , IEEEZBHYIARNKFAATE . A% M HADescribeCertificate/EX R
BENBHFMRERCERH,

BREBENBEOMRE

ELEHENBRRER S EREFHEENPACMRBHRETREEAMN. BALUER AWS Certificate
Manager ###|AACMAPI, AWS CLI, = AWS Health Dashboard R EACMEE I BHREE,
RIGEREERE AWS CLI, 3 ACMAPI , BEETRET e T HIEE TN MREE 2 — WREER
AWS Health Dashboard , 28 RELUE,

FEBBEN

ACMEEERHEDREBITNMEARE., NFEFHEEF , F2H CRFNEZELN DNS, &FE
REUGE — S B1E.

FERE

ACMEZEBRBBBIN — RS ERLEE. CLARNDERDELBHEE  SUBRTE
@, NREBNEREIBARTEE  BERRANETIHYE  ACMRSERLETBAHRN
ERERHTRE, NREEADNSRE | BREUEESHDNSESEE | L BEWERNEER
i,

Success (B Ih)

BRINAERIASBHSCBRE , YACMENBRE. EFRIE-TEE,
R

—NZERFEBAREBEIHRE , BACMRBBNERE. BAINERFNEE,
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MRBHEEEH A AWS BRI (45120 Elastic Load Balancing) #HEH A REMNMB BRI ER TR LAEFHE
2 EH CloudFront , BIZZ BB EERETEN.

® Note

BIRENBEARFRER IR RERM. FHRBEE , BOEXREE 72 MNEFRRE |, B4
ﬁﬂyﬁﬁﬁtﬁﬁ‘affﬁzro MEREDE B , FBREER ‘Eéﬁ%ﬁ}%ﬂﬁ-o

F&E

- BREMNRE (EER)
- BEME (API)
- BEME (CLI)

- /] Personal Health Dashboard #Z k& ( PHD )

BERE (X2A)
TR HRMAEAACMER A RREACMBR B RAE.

1. FETEhttps://console.aws.amazon.com/acm/ZX 1 BARL AWS Certificate Manager £ #,
2. REABRFURKHFMWENR.

3. 7 Details (F$#1E ) EEXH K E| Renewal Status (BHIREE), MREREFEME | RRACMIE
REBLBENZEEBIER.

BEARRE (API)
W R BA an{AT 85 A DescribeCertificate BIE MM EARRER Java &l , FSEHERBFE

BEHEE (CLI)

T 5 EHIFE R I EH AWS Command Line Interface (AWS CLI) BEACMB H BHIAEE,

ll-HH

i

FI o}

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

EEED |, FFEE RenewalStatus MM PWE, WMREFIEFEIIRenewalStatusfz , £
ACME A BI BENZEEEBNER,

BEMRE (EEAH) RS 1.0 90
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{# F Personal Health Dashboard B & AREE ( PHD )

ACMEHEZIHF 60 X BBETEMACMERE . WRACMELZBBETENEE , ©8 AWS
Health Dashboard £ 45 X, 30 X, 15 X, 7 X, 3 XMEHEMN 1 XRERELARHRETSHEA
W DBHEEERIITEH., AWS Health Dashboard 2 AWS Health BRI — 2. EFREER
E, MEZIRFPRBBBENTMAEAESTRIA. WEFHMEHR , 5208 AWS Health A EIERM.

® Note

ACMSEBNENSHBEARAPHDRERTNE -S4, SEABNHESER—EEXN , E
ORI A L,

£ AWS Health Dashboard :

1. & AFhttps://phd.aws.amazon.com/phd/ZR AWS Health Dashboard #& #/
2. i##E Eventlog (BB

3. £ Filter by tags or attributes (K2 & = B EFE) 1#F Service (BRT).

4. JEIZF Certificate Manager,

5 EEEH.

6. 1E Event category (5#4%57l) i#$#F Scheduled Change (FEEHEE),

7. EBEEA.
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BELEFEAHRENRE

EFBARENACMBEERETERAHFEFIRE, EBNFEEEREEBETHFRENSE
&, IREEREELTEBHTHAELENINEGE. ATHYEFEREFEHARE  FAHFNEAR
PAARBEREETEBHASHELS  URTRBERFIS RN ITERE.

RESFEAER

BREETHAAEERTIMERNz— , ERIUARERFTBRERBVRAEE. RABETRFEN
REERRRAASRIEBINERE,

BFBHEALT -

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested _domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
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ERAEER

Amazon Web Services

B R DL TN
BFBHEALT :

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

BREBRELETEN
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Our privacy policy is posted at https://aws.amazon.com/privacy

—BREE —EHBREEE AWS , RAEBEEA CHER/ENBETRR up-to-date BRI ER, F
F&EMER 2020 F 11 B2 AETNASEIMER IS TREHHEXETTIEE !

- EFEHEETRAES "Certificate request for domain names MAR
MCertificate approval for domain name. o
* AWS account ID REGUFRSHITHRIAEFHRNERNER,

« Certificate IdentifierREESBREMBE , MARNTREENRE | f
W, arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78el1-0882-4f51-954a-298eed44ff369mM+
23b4d78e1-0882-4151-95453-298ee44f369,

- BERHBEURLEESSacm-certificates.amazon.comMARcertificates.amazon.com,

s B-TRERERBMNKERBEURLAE IS K ERM, R dv WEBRER approve-
button M4 =& approval_button,

- MBERNBEBVNENEENREBASEAEBHNE FBHAEN,

B THERTE
AERHEFEHERIBRENEBI IERAENHEBEEH.

- EACMEEAREZEIEBRERE , SRR EFHAASEEELERLARRREENMAE
AEIRERE, FEREAELALRIESERINEFBHIALS , TACMEREEBRE., MEF
&, F2RAERAETEAREEEREE,

- f£H ACM APl or WZ B RRERNEFHBUHREFSCLIEFSEERNBBEEZEFHHAS
EERPISHEMAAEN FREE—K, BEBEEEXELARISERINEFHBHASR , =
ACMEERZ B B3

MRBFBBACMERAEHEERERBNEFHY , EFEHSEEERRBREBEER+IE
EWERERE , EXBUNASE WRKREERIFEE). EEERTEARENREE T

#, BALERFTERR , LEEEARRENRIBEE., NE , BHEALUEAAPISDK, =R
N}ResendValidationEmailValidationDomainZ%CLl, {B2 , ResendValidationEmaili&K
FIEEWREBERGEANZEL , TEREEEEE Amazon EREHE (ARN) LU future BRFEE T8
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M. ResendValidationEmail@RXEFEEBFRHBREERPRIEENRBEBRIRETE
FEMNF |, B ARITERE.

(® Note

2020 £ 11 A2l , EFRAFERFEMNFEE , ARBACMEREE[ FRAENERE. £
KB ARAARBMENETF , FIREFBHRE TEREAMEE,

- EAACMAPIZCLI , BRI R FIE S BEBRERNFIERBFE FHBHALEEE Apex 13
#H, EHRAPI, EARequestCertificateB)fEfDomainValidationOptionsSEIREERE
MAValidationDomainDomainValidationOptionf8E R EME. EHCLI , FAERBEBTH--
domain-validation-optionsZ £ 3RIE E#{E. ValidationDomain
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# B E A AWS Certificate Manager

B} T 1 AWS Certificate Manager (ACM) 1R ERSSUTLSBR 2 , BETUEAEUARBHR
FAWS, BHUREEEEY  ERAZCKHEEREM IHE REREEN (CA) WERE , I=2RAR
WEARXBEERTHFESEACMBEITHERE.

B LA EA R BRREEMESHAWS BRBELFEAACM, BEANBRNEESXRRHEMNBEN
EACM , BEE—BEEENHIN : ACMTREANBRRMAZEENEN.

FEEMEANER  LUUEBRERENETEE  ARFHISACMEENEA. LBFSRE
BRNBEBKEHE Amazon EIREH (ARN), HE , BHAUEAEHTNERE. EAUEAEGHEHE
HEBNZEBE , BLHE - REA—E,

/A Important

LESEEREABRENBHAY , Y EBEFBHEN. BLUER Amazon E
CloudWatch vents 7EE AR BRE NS EIRHEIXEA , UELIER. WFFHEER ,
£/ Amazon EventBridge,

T
0
&

FHFEREBEACMBRHEER , ELEANERE. BEETRE AWS HHHEE Elastic Load
Balancing B8 AMEERE A AL AR BREEASEEFRARENESE ., BHEE Amazon FRAEE
CloudFront , XA BREAZBRI (S EEILD) BE. MEFHEENR , $28 I BHE,

WMFBWHBEEANEBEFACT , F2ETIEE, NREEEABRFEIEE  F2H 55
PN

k

ES]

- EABEMNERGGE

- AREANBEMSRKN
- ENEABE
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FE A JB 55 RY TR R4

BERBRFEEFSSLTLSBEEAACM , ELARRKREHUBERELETR, BEEAFAWS BER
E#iE (CA) H£ENERE , CHLAMABENLENLE TR, ENEBRELER B EEP AR
AR,

HAEEANER K ZULEEEEGHRBEEEZNEW/A/N, ACMIIHUTEE (ERPHAPIA
)

« RSARSA_1024

« RSAfZJT RSA_2048

« RSAf{LJT RSA_3072

« RSAf{JT RSA_4096

« ECDSA=EC_prime256v1+7<fist

- ECDSAfIJt EC_secp384rl

- ECDSAf#JT EC_secp521rl

SREEBUTHEAER !

- ACMEEXBHEARAAHFAIENEE ENER AN ERAEREY @R, flm, CloudFront ExX#&
1024 7T, 2048 fZJTTRSARSA, 3072 fu T MMEEI = E fh#R 256 (U ST E#MRSA , ™ "Application
Load Balancers BIXEMBAARNER L. ACMUEFMEN , FSREERARBAIZR A X,

- BRELARBSSL/TLSX.509 % 3 [RBE. E4RBE RN, WBUHNTEMEEE (FQDN) = IP
fuit , AR BITENEBEER.

- BRULHSHANLESRETEE , JHKE CANNESREE, ELARHETEIB 5KB
(5,120 fEfLThl) WA EER , BAARME,

- MRBHEEH CARE A MEERRABEES , AIXEFLER PEM —coded,

- BREEARLEGN. SEZEBEERYERASUBHEREABE. NotBefore BEMML
SEMHERE BN SHE R BB NotAfter WAL,

- FFEZENBEMS (BE. LEERINEREH) HLEAEB PEM —coded M5, L& DER — RS
MRS EHER. WFEFAEANES  F2H AREANBEMNEREN,

- EREH (EFEAN) BEE  SEEHEKeyUsageHExtendedKeyUsageBIHER ( IRBEE T
FERENEANEES )

« AWS CloudFormation XX EA& B HEE AACM,
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AREANBIZEME/IEN

ACMERED FIEANERE,. BEEENLZS| (WRENE) , XAPEMERX B EE T4 ETHE
. PEMRXKREBAEREH, KPEMEXBEARKTIEBE. BREXR. BEEEN LB, PEM—
format RN HBRIEL S .pem , EFFE,

(® Note

AWS TREANBREPEMERSEMEE RN LARER, THEHNE — ML FREEZIR
HTEENEE, NMREZTESTEEHNERE (HINER RIS ) , TR
ERARENFARIE , ISSLMW Open,

THEHIRAZBANERER, MRE—FRDPERSEH , F (Do) FAXFRERSEH
DHR=EER, FEE K MREFTERGBFEEPEMERTNEAF T , IRERMTEMA—RNZE
=i, AIBE., BRERIALABESRAEEN

Example 1. PEM— #m 5 /B &%

Example 2. PEM— #m iS58 B35 &

BRRETCE—IZEERR. B AFEANXFHESS. Windows B copy S , = Linux cat % , #
BEERBEARRHE, BEVAKRFRE  AESARREERRL—ERE. WREALEERE , B

REBEEHRBERE, UTHHTZ=ZEARBE , EENBERTIZEZHEDLBE.
/A Important

TEREHNBEERIBRE,

Base64-encoded certificate
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Example 3. PEM— {RIEMFA & 88

X.509 % 3 IRBHREANESWMEE L, B X509 RELREBFRE , CEEEXVEAREINE/
NATRBVREENERUAKND. LEERGENBREIERF, ELAKBBHNLBTERRE
EEABEREELE SR, SV/LAR/RNE, THEHLFBETRSALEER.

T— A€ PR T PEM —coded MBI MR ZE SR, BEBRUSRNAAME , JEF I3 Y
Efl, MRIFESHER , FEEABERHERRZZIEEACMEBELR.

PN

BB, SEACMATES KRR (BN H D RS EERBRAE RN AWS Management
Console’R7&) EAACMAPI, AWS CLIT%|EE &R R{A{EA AWS Management Console #
AWS CLI, M3EAWS BT ARGBRENEFTELREENEER,

/A Important
BENNBRZBEELANTE EANBER LRMFE.

ES |
- EA(EER)
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. EA (AWS CLI)

EA (E2A)

LA 35| B R ana] 5E - AWS Management Console B AR &% o

1. FTEhttps://console.aws.amazon.com/acm/ZRHAFHMACME#, WRIEREE —IREMAACM , F
EHRIZAWS Certificate ManagerBIXBIZHE TH "R ER . &,
2. & Import a certificate ([EAZHE).
3. RBHEITTII®RE
a. HRABREBXE K MLEEANPEMERERE. HEEA -----BEGIN
CERTIFICATE----- mEER ----- END CERTIFICATE----- o
b. HREXALZRSEE A W LELEBENEPEMERE. RINBNILHEIE, FHEES -----BEGIN
PRIVATE KEY----- mEER ----- END PRIVATE KEY----- o

c. (EEM) BN "BE. #E A MEILPEMEHEBHEERE,

4. (REMN) FERERFEEEANER A FRE EE8. . ERERKRE AWS ERNER. S8
EREocHEEREN —ERE—EERE. EUNEARRREEERIER AWS KA.

5- ﬁEEAO

A (AWS CLI)

LA 35| B R el fE F AWS Command Line Interface (AWS CLI) EABRH . ZEHBRIRUOT :

« PEMiRIEHN BESMEER BCertificate. pemPIERF,
« PEMiRBEHN BEHEESFMHEER BCertificateChain. pemfIE =R,
- RIBPEMRIBENANBAZSREREFERANERT, PrivateKey.pem

HEMERALUTES  FEEREEDRACACHERER Y EEBEN —THhRaADT. RHER
R, AT TARMS RN

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MRimport-certificate® il , EEEREEANRFEN Amazon EREHE (ARN).
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EEARE

MREEBEEARIBLASHER M AWS REFEEBEE , AU ESRIPIEHREAZER , ARKRE
R AWS FRIEEBE, MTEES AWS REHFFHEEZEFAACM |, B2BREES AWS Certificate
Managero

EXEAREE , BRAUTRE

- BULETERBRAEE B,

« BRRBBRBETNAARAERE.

- MREBASLEHESVEANBRETFE , R AUMAFOLEMHE , EFEBRRAGE.

- MREFNESRABERERVEANBREPEE , ERAMARNERE  EFRBERAFE,
- TREENNNEEBE,

- BEELZEEMEABRERERERESR.

FiE
- EEAN (EESH)
- EFEA (AWS CLI)

EHNEA (F2AH)
LA I B R an{a £ AWS Management Console E # B A&7

1. §fEhttps://console.aws.amazon.com/acm/Z 1 BEIACM E #,
2. EEJRFEEENEANERE.

3. FARBUBRMEFMENBEIR , RERIEIE Reimport certificate (EFEARR) #il. MRERB RS
BRIBEESHWARREERE , 5&EF Actions (B)E) ThEER LB Reimport certificate (E T [E
ABFH)o

4, HRBIREH K BEIPEMGERHNSKEREE.
5. HRBRALEER 6 MLEBRLRESWAEBABWNRKINPEMERLR SR,

6. (BEM) BN TRE, #E 0 MIPEMERBHNEZREGL, BRECSHMEPERTIIREE
U —ERZEBE , UARBEEE. MREEANBIEREDERN , RFERBREH,

7. BERIENER. URLZEEMER |, F1EE Reimport (EFEA).
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EHEA (AWS CLI)

LA IR R an{aE A AWS Command Line Interface (AWS CLI) EFEARE ., ZE8HBRROT

- PEMiRIEHN BREREER ACertificate. pemIERH,

 PEMiRBEHN BREHEESFMEER BCertificateChain. pemIE =R+,

- (ERAARE) CBPEMBEBHRAMBILZSHREFBEFERANERSP, PrivateKey.pem
- BHEESHEAARNKNEE.

HEEATHES  FEACEHCHEREBNMARNRERER , ARE—TERBAET. AF
EEE  UTHHITEDTHRINSHNER,

(® Note
HREMEARRE , BLEBEBFEARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

mMRimport-certificate® il , EEEEEEH Amazon ERAE (ARN),

EHEA (AWS CLI) k7 1.0 102
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[E LB B

BA B HBRITHERE , LLAWS 745 CA BERMA PKIREVPWEMANEFH. EHNERIE
BR., BRE  UEKNEZENALEESE, UERVERSHER, EERSEENEZEN AWS BAE
CA , 552 BJAWS Private Certificate Authority £ F 35w

® Note
EWaH ACM RITERCEAN , EHELIEH A HEEREIHLERR,

£
- EHAERE (F#A8)
- EHFIBER/E (CLI)

EHAEBE (X2

1. BAAWS EEFEAIWHE ACM £12E |, #1LA https://console.aws.amazon.com/acm/
home,

i#4E Certificate Manager
BELEENNBRINER
iZ4Z Export (BEH).
WAXEZAESRNEZHEE.

o & w0 DN

(® Note
BANERERE  BULEAR A S % SAREM ASCI FiT.

6. 1&#E Generate PEM Encoding (4 PEM #wm5).
7. BULKER. BRENNZSRERIZERT , FASEEEERE Export to a file (EHEIHE

=)o
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[E HFAE BFE (CLI)

£ H export-certificate " TELHMLEBBNILE LMW, FITH TR , ELXEECTEMER. ATHENE
i FEAERRFESSEENEMZBERERERY , AR ERREMHERREMEHRE, EFMHL
BERBEEEREGSEBEILSED , I IEHMAESRAREIRBERE.

@ Note
SEMTRNERTEUTERFLER, SAUUKNTAAREENERESR !

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

UTEAEREERSTEEE jq, XAER PEM X,

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

[Windows]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

1S B# i = base64 fif. PEM XN EE , LIS BRENMBALE SR , WT IR HIFT
Ro

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAw
EzERMA8SGA1UECgwIdHIvbG9sb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQvNoo1VtICL4cwWOdLOkxpwkkKWtcEkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=
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MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOVigIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2 IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q9253iILRa/IQ0d4U1
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe31rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOCLE/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

HRWH—CYIEBIER , F8 > EEQRMMNE LRSEEH , LELETIRR,

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt
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Z5C AWS Certificate Manager ‘B &

EBERUUERG ACM BENER. SEZSERETSHEE, BLUFEMA AWS Certificate Manager
F# A, AWS Command Line Interface (AWS CLI) 3 ACM API R#718, #iRHBER ACM RFEWE
B, BULLREEL ACM = APETRNER.

U LRI FEERWBEFTEE, |, B LAEA Environment = Prod = Environment =
Beta BERIZEILZE ACM BE , LUHEBIESE ACM BREANERE, UTEESs4FEMATE
B|HEH -

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Eﬂﬂ AWS ERt X ZELIIEE, Bt , BUUSEHREEEERETHER , AMEHERZSHE
B8, 5l |, BRI LUIEIR Website = example.com HEHE ACM BH. BHFEHR[URAR
example.com LMY H &R,

ES ]
- BRHEIRH
- EEER

BEHBR

LTEARFEARN ACM BEER :

- 88 ACM BENEBH LREA 50,

- EBSBORELRA 127 HETT.

- ERENRELRA 255 B=FT,

- EBRHETFESXDNE,

- aws: FEHERREM AWS £/ , BELENE. FEIMBRESIBEES aws: NWER, BHEA
aws: WEBTHEERBEREENERTER,

- FEEMEEZERBNEREARCEBER B HtRBUEHtaF ARG, F2H
XU T B RTS
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« ACM BEREZEBT T AR AWS Management Console #J Resource Groups and Tag Editor (B REH4E
MEBRESR).

WFE AWS FEEEHIN —REF , FBERERL AWS ER,

EEHER

BATLAER AWS B XA, AWS Command Line Interface 2 AWS Certificate Manager AP| 37
1B, RERMREE,

BEEER (FE2/)

B LAE A AWS Management Console #7118, MBRZFEEER, B IAEHEPETRER,
FIEER

KBUTREFER ACM EAFIBER.,

HERMEERR (EH2A)

1. BI{E https://console.aws.amazon.com/acm/home & A AWS Management Console 3 BiE AWS
Certificate Manager £#2 &,

2. EREELHNERSEEGHE,

3. HEFHMEFAE®RD , A TEBHE Tags (EH).

4. E#ZF Edit (i) , ARIEIE Add Tag (FTIEER).
5. AEBWMASBIE,

6. 1EE Save (RF)o

il BR AR

HKBUTREFER ACM X125 MBRER.
RBRER (X2 A)

1. BIfE https://console.aws.amazon.com/acm/home & A AWS Management Console 3B AWS
Certificate Manager £ &,

2. E Eﬁ/u\%ﬂﬂ“ﬁ?ﬂﬁﬁ%ﬂﬁ'@% ggﬁuiﬁo
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ERAEER

3. EFMEFAERD @ TEBE Tags (BE).

4. BE RE

5. HEEREMBRNVERS , RE X
6. EIF Save (ﬁﬁ)o

IR

KRUATREFEA ACM TEAREZER,
mERR (E128)

1. BIfE https://console.aws.amazon.com/acm/home & A AWS Management Console 3 BRI AWS

Certificate Manager £#4&,

2. ELEFENEBEZSBRETHE,

3. EFMEFAERD , A TEEHE Tags (BK).
4, EEFE.

5. BUEBRESFNERSRNE,

6. £ Save (FAE).

EHPERER

KRBT , £ ACM T2 & URETER.
LRBETER (E128)

1. BI{E https://console.aws.amazon.com/acm/home & A AWS Management Console 3¢ BiE AWS

Certificate Manager £#2 &,
2. BEREEXEALALANERET
&
BEELEUHBETNER,
EREURERNERS | BRI R,

w

EEER (CLI)

wF2RTHEE, THRMOMAER AWS CLI #i8. JIH R MERER,

EEZER (CLI)
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EEEZH (ACM API)
ESBETHEE , TROAEA AP Fil, 7L RMBER,

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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ESy2 ME2 8% AWS Certificate Manager

LI RHERE AWS SRA RV EM. TTRHMEMMEER AWS Certificate Manager EZEHRE 5, EIE
ZE AWS R RIS WEERER , UMEERESH AR ERRMELE,

THEERAE ACM BE LA AWS EiRERTE,
*RE

« ffF Amazon EventBridge

« CloudTrail ¥ &£ AWS Certificate Manager

- X#EM CloudWatch 15E

£ Amazon EventBridge

& LAME R Amazon EventBridge (5 81# % E CloudWatch vents) B Bi{t AWS R , S HEIEIER
mREH , flnERAERXTAMBEREREE, 23E ACM EventBridge TR AWS BREEBI 2 LUR
FENRFAY 5 N EIXE Amazon, BRI EAEHERZEBE , 83 AWS Lambda Zh8E, £ AWS Batch
#%. Amazon SNS FENFZHMBE R, EHEZER , 2B E= Amazon EventBridge ?

e
- ¥ ACM B Amazon EventBridge X
« EventBridge £ ACM H {£f Amazon g3 E1E

¥ ACM B9 Amazon EventBridge X #
A EFED|H IR Amazon EventBridge X2 #) ACM 1HEISE 4,
ACM Certificate Approaching Expiration (ACM B ENAS B H) B4

ACM E1tiBEIET 45 KBt , BREEMBEATDERR (1. RENEAN) WBHEH., BUUER
ACM API #JPutAccountConfiguration B4 3£ 5 Itk B RS

ACM EEHBRBERTHASNEREN , EEANSEL AN ENRRITEEREA , UER
i, MEFMET  FSRAEFTEAERS, SULERBHEHREECEEBLLEERENEA
ACM, tEFEABE LA AWS Lambda , 552 EventBridge £ ACM H &£/ Amazon &z &)
1E.
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ACM Certificate Approaching Expiration (ACM BEENi&2H) EHMNEBUT,

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z2",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

ACM Certificate Expired (ACM BEEBH) =4

@ Note
BRSEATE AR E AR EBE.

BEEAERLES , QDEHIRFHH ACM ERENATRAE BRI HRFKERE,

ACM Certificate Expired (ACM BECIBH) EHMNEBNT,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

15
"detail": {
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"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

ACM Certificate Available (ACM BE A H) B4

EFAUERLES  UEEZEEN A AAIAABRREAIREARKIEN,. EHEERRERT. Y
MEARRM. ERLEERRE , — B, NEEEFBFETESESZBEER,

ACM Certificate Available (ACM BRE ) EHHNEBUT,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:4872",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
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ACM Certificate Renewal Action Required (EE ACM BEEWNBE) B4

® Note
BEBETBELEESHATEAREANERE,

EEULEBILES  UEELARDNEFBFERTREBNEBERRIE R, flm , HFFHE THLE
ACM #BHBFE A CAA RCEk , B ACM SEEIHIAT 456 XA BB RMERMIULES, ERRIEAE
FEfE , ACM 8% 30 X, 15 R, 3 X 1 REETE-SHNBNER , REEINRNEFFTH. B
FBHRABRTEFEENER AL, ELENERTSRAH—EASH

ACM Certificate Renewal Action Required (FE ACM BERENEE) SHNEBUT,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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AWS BEEH

AWS RtEsrHAFSENERN ACM BEELRESRNEN. UFEEBRNERNER ,
ACMBENZ EEEN.

3
¢
g

BERESHEEMERLTELE !

- JERBNLERIERER,
- BEEXATNEESEETENR. EURRTHEEFEAIHNERS SHEHKBEFHHFRFENR
&), AERRER. BESHHIETIEP—BESHRR. RBEERATAREENEH,
« AWS_ACM_RENEWAL_STATE_CHANGE (B &N, SiBHAENEBH)
« CAA_CHECK_FAILURE (CAA & XE)
« AWS_ACM_RENEWAL_FAILURE (¥, CA ZEMNER)

BERESHMEBIN T, ELLESF , EE4E AWS_ACM_RENEWAL_STATE_CHANGE 4,

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}

EventBridge £ ACM H £ Amazon &3 8

B LARIBIE LS4 7 Amazon EventBridge # 8l , £/ Amazon EventBridge 12 & 5% E 885
EHEBRENSIE, KAERMEEIRE Amazon EventBridge R AIFE £ BENEFIRRF
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ES]

- {# 8 Amazon SNS [ FEE 4

« ffH Lambda BB [E FEE 4

£ Amazon SNS EIfES#4

REFR A AMAERE Amazon SNS LAETE ACM BXEEERMRESHRHEEXFEA,

AT TSI RER E B R

% E 2 Amazon EventBridge #5 B3 % %% 84k

1. RIZ2—1@ Amazon EventBridge 8], MFFMEN , F2EE L EESEHHE Amazon
EventBridge #3281,

a.

=

-~ ® o o

> @

#£ Amazon % EventBridge A& https://console.aws.amazon.com/events/ & | BEZ =4 >
RAUEHE , AREBEEEVUKA,

£ Create rule (B A R)) EEA , i#FE Event Pattern (EHEX),

&H¥) Service Name (BRI B ) , {EIHEERIEIF Health (E/EAREE),

&% Event Type (B4R , 1B Specific Health events (1 EEEMRESH).

iE1E Specific service(s) (BFERT) , RERIIEERPIEIEZE ACM,

E#Z Specific event type category(s) (1S EEHHE K R) , R&1EHE accountNotification.
i#1Z Any event type code (EMEHERNRE).

i#1Z Any resource (fEfAIER).

£ Event Pattern Preview (B4 EXTRE) fmiEss+ , W L B4R H JSON BEX, E{EH
BFERARE AWS BESH EERHVER,

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"

Ea iR
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1,
"eventTypeCategory":[
"scheduledChange"

15
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"

}
2. EREBME,

£ Targets (B1E) BB , BAI L e LA ERAESEHHRE P ETIRE | 20 Amazon
Simple Notification Service (SNS) , & &R A LUEE Lambda HEEHEEL BTN THITRE
X, WFE AWS Lambda BERVEES| , 5FSB "/ Lambda BB ES4, o

fEF Lambda EKE{[E FEE 4

W2 R4 AWS Lambda £ A £ Amazon LES8 EventBridge., £/ Amazon B2 & &R
(SNS) BIEA , AR {43 R 18 B 242 AWS Security Hub , EEEENZEKERE

5% Lambda HE M IAM B &

1. B%EEE AWS Identity and Access Management (IAM) At | SREEFE Lambda EREFTEMEF
A, hZeMREBRITECEMMIEEHBEETUEBNERE , URRFIREZXFEAENFT,
TEBEETAFIRFTETASHEAWS 84 LHTREEEEIRE TIETT,

BI1E https://console.aws.amazon.com/iam/ BEEX IAM £ &,

2. £ JSON BURIREHRREBMIUATHAPERNEE, RHEBCHEZMN AWS RFFHEE
o MFEFMER , FSEE JSON REIEBLETBUX,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
}
{
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ERAEER

expiring-

"Sid":"LambdaCertificateExpiryPolicy2",
"Effect":"Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,

"Resource": [

"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:log-group:/aws/lambda/handle-

certificates:*"

]

"Sid":"LambdaCertificateExpiryPolicy3",

"Effect":"Allow",

"Action": [
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",

acm:ListTagsForCertificate"

1,

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action":[
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",
"Action":"cloudwatch:ListMetrics",
"Resource":"*"

Ea iR

WA 1.0 117



AWS Certificate Manager EREEmR

}

3. BIIAM Bt , IFBRERIZAC, BREY IAM A NBERNFEER |

]

3
¢
&n
2

AWS RBEVY AE (EEAB).

4. BARKE AWS Lambda # & , #31t A https://console.aws.amazon.com/lambda/,
5. B3 Lambda H¥. NEFHMER K F2REAEZTEEEY Lambda EHE. FER TSR

a.

£ Create function (23 ) HEmE L , &2 Author from scratch (X ERRRE) BERE L
B,

£ "EE & B\handle-expiring-certificates ; M FIEERE , Hla0 T, .

£ Runtime (#11TEE) /EE ##E1ZF Python 3.8,

BB Change default execution role (BEFARHITAER) , ARIERE se an existing role (£
REAB).

¢ Existingrole GREAR) BEFEELBREELNAE,
BERIHE,
£ Function code (MR ETHAUTERLE .

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A

# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT

# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION

# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

Ea iR
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# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json
import boto3

import os

from datetime import datetime, timedelta, timezone
B oo m oo o e

# setup global data

B oo m oo o e

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ') !
# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
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sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_azrn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'
},

"Title": 'Certificate expiration’,
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"Description": 'cert expiry',
'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
I
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
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return value[-count:]
h. 7£ Environment variables GRIZEEE) KT , #IF Edit ({F4E) LB EMFTEUTER,

« (#H) EXPIRY_DAYS
EEEXEHBHBHNNIERE UXAEN), WEEBFEREA 45 X, BETUUIEER
HIRI=H

« (#H) SNS_TOPIC_ARN
1EE Amazon SNS B ARN., AT NIZEHTEMN ARN :
arn:aws:sns:<region>:<account-number>:<topic-name>.

« (#H) SECURITY_HUB_REGION
EFEMEIH AWS Security Hub FisE—@. WIRREEE , ESEAFITH Lambda B

BEANESES. IRENBEZEESDHT, AAREERMERRAEBEE-EHIH
Security Hub,

i.  7£ Basic settings (BEAZ&E) T , #& Timeout (R ) 584 30 ®,
j. FREEMEIERERE Deploy (X&)

TR THRFPNER , UBRKRERLBERTR,
BBRTEFBHBHEANER

FELLEHIR |, WMEEEIB Amazon EventBridge 5| 255885 |, St SRS PN ERREHE—S
FEM, RIFTERR , ACM B XS ENBIG 45 RRUT KRB BHSIBE4. (TUAER ACM API
#PutAccountConfigurationfE3 2R BETILHARE, ) BELEHMEBEE T BB BLEE

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. B3 Lambda BRI EEF . (EFTK - 52K "5EE Lambda HEH IAM BE ).
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2.

A Lambda BB AZ2E SNS 78 , AREHBEH., MEFMEENR , 5828 E L Amazon SNS

ES:

ETHFTEH SNS TEREBIA . MFEFMER , FSBEE Amazon SNS FiE,

£I2Z — 18 Amazon EventBridge R BISA#§3¢ Lambda B8, MEFHMEN K FSBEL N EES
89 Amazon EventBridge # 8,

£ Amazon E EventBridge ##& https://console.aws.amazon.com/events/  , EEZEH# >
RAEE , RARIBIZBEIHB, 8E Service Name (JR¥E B FE). Event Type (BHEE)UK
Lambda function (Lambda B &), #£ Event Pattern preview (BHEXFEE) {miEsST , B EUT
BERE

"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

EH4 (flan Lambda #ZWR Y E4) EHER1E Show sample event(s) (BREHIEH) KT :

"version": "Q",

"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",

"detail-type": "ACM Certificate Approaching Expiration",

"source": "aws.acm",

"account": "123456789012",

"time": "2020-09-30T06:51:08Z",

"region": "us-east-1",

"resources": [

"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-

d0a53682fa4b"

1,
"detail": {

"DaysToExpiry": 31,

"CommonName": "My Awesome Service"
}

}
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BEAR

—BATBHEEHMIAERETMERE K KEBEXEBRZEENFIEDN , BT BBEMNAKRWIETE
HER :

- IAM BERR AR

 Lambda BEE

« CloudWatch =45 8l

« CloudWatch E& Lambda #8 B8 #Y 5 &%
« SNS &

CloudTrail ¥ &2/ AWS Certificate Manager

AWS Certificate Manager E212#t ACM H{EH & AWS CloudTrail, A& REFTEREZ BIERC#HY
AWS RIEEE., CloudTrail B# AWS RS FEEX ARBUAMEE, CloudTrail #8EX ACM B API L &
=4, ZFERE ACM £ AW ACM AP 1&%5’3&&&%“& MRBEREER , BRI ABARE
#83X1$ CloudTrail B4 2] Amazon S3 #FETEE , B8 ACM WEH, MRERREEM , BMATTLL
£ [BEHRERHE] D4R CloudTrail TR ADRKIENEH,

EAWERERA CloudTrail , ERTLAHETE ACM RHMER, REZERM IP ik, REERNA
8, RUERNKEUREMFREN, NFFMEER  F2RMEEESE CloudTrail fFEC#HHNE
o BEACM ABAESTENSHEDR  EBSREHELLHEPNVEME AWS BRF CloudTrail F
fr—BREESMHP, LETRE, BENTH AWS IRFHSHEH.

AN BET AR EH M AWS BRTE |, LU — 25 547 CloudTrail 52 8& P R EN S HE B W HKEITE .,
WEABEAE A CloudTrail , F2R T 51304 :

« AWS CloudTrail Fi F$§F.
3B R BLER
» CloudTrail X EH REEES
X EH Amazon SNS &4 CloudTrail
- REZEEHEW CloudTrail 52 #4831t Z @R S U CloudTrail 52848

£
- o8& ACM API E14E CloudTrail
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ERAEER

o ROERESRIEH API FELY

0% ACM API E14E CloudTrail
ACM ZE T 5 EESCE#AEC CloudTrail SEEF IS4

B-SEMAREXRNSLSELEFRENETA. FoEATHEEHE TFIEHE !

- BEREBER AWS IRFBRERE H AWS Identity and Access Management (IAM) R EEAER

"R,
- REZFARE  REEERATREAGEBES S S ERAENTRZERBE.
« BREEHHEM AWS RIFEH

MEFHMEF , 5B CloudTrailff userldentity 7T,

THEERERZEZ API RERVEH B 5.

o BEE I8 F)BRF (AddTagsToCertificate)

. MIBREE (DeleteCertificate)

« HIRBFE (DescribeCertificate)

« EHEHE (ExportCertificate)

« [EABFE (ImportCertificate)

« B HRFE (ListCertificates)

o HIHBHEZER (ListTagsForCertificate)

- RRBHBBRER (RemoveTagsFromCertificate)
+ #RBEE (RequestCertificate)

. EFEERES FB4 (ResendValidationEmail)
« RHEEUREE (GetCertificate)

HAZB TG R BHE (AddTagsToCertificate)

T % CloudTrail #i4i#RM0 AddTagsToCertificateAPI f9%E R,

{

"Records": [

ZEM API Bi{E
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{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

fBR’BRE (DeleteCertificate)

T %l CloudTrail I8 7RI DeleteCertificate APl B #5 R o

{
"Records": [
{
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:26Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012

fedcbha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

HIRBFE (DescribeCertificate)

T CloudTrail &8 R0 DescribeCertificate AP| BYiE R,

(@ Note

:certificate/

DescribeCertificate/E¥H CloudTrail LA B REBIEEZ ACM BENMHEEBEEN. &
AILAERA XA, = DescribeCertificate AP K218 B A AWS Command Line InterfacetHEd

&

"Records": [

{
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:42Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcbha98-7654-3210-fedc-ba9876543210"

},

"responseElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

[E &/ (ExportCertificate)

T %1 CloudTrail €415 R ExportCertificate APl B % Ro

"Records": [
{

"version":"Q",
"id":"01234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

XEMN API B)E 7 1.0 128


https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html

AWS Certificate Manager

ERAEER

1,

"detail":{

"eventVersion":"1.04",

"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.
"eventTime":"2018-05-24T15:28:117",

"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.

"requestParameters":{
"passphrase": {

"hb": [

42,

42,

42,

42,

42,

42,

42,

42,

42,

42
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,

"mark":-1,
"position":0,
"limit":10,

"capacity":10,
"address":0

iy

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

10.

4"’
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1,
"responseElements":{
"certificateChain":

"privateKey":"**********"’

"certificate":

}I

"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall"

FE A& (ImportCertificate)

T I &i5|BE R CloudTrail 528 ACM ImportCertificate AP #E£ M ALY ECE%IEE

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/Alice",

"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-10-04T16:01:30Z",

"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",

"userAgent":"Coral/Netty",
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"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
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"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":2503,
"capacity":2503,
"address":0

1,
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

},
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

HIH B (ListCertificates)

T %I CloudTrail €88 RFEAY ListCertificatesAPI RIS R,

@ Note

ListCertificatesfE#M CloudTrail iRk ETFSEREN ACM B, B AFEAEHA.

] ListCertificatesAPIl & AWS Command Line InterfacetR BHEFE,

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:43Z7",
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"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"maxItems" :1000,

"certificateStatuses":[

"ISSUED"

},

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"cdfel@51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

5 B AZR (ListTagsForCertificate)

T % CloudTrail €8/~ ListTagsForCertificateAPI By %R

(® Note

ListTagsForCertificatefF#H# CloudTrail RS T 2B RENER. B LEREH A

= ListTagsForCertificateAPI 3&# AWS Command Line InterfacetR 2B B E ..

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

L
N
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"eventTime":"2016-04-06T13:30:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
I
"responsekElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

RBHEBRER (RemoveTagsFromCertificate)

T % CloudTrail €558/~ RemoveTagsFromCertificateAPI BV 5 R o

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-04-06T14:10:01Z2",

"eventSource":"acm.amazonaws.com",

"eventName" :"RemoveTagsFromCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters": {
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"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

},

"responseElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"Qcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

AR B (RequestCertificate)

T %I CloudTrail €415 7RI RequestCertificateAPI B % R

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:497",

"eventSource":"acm.amazonaws.com",

"eventName":"RequestCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"subjectAlternativeNames": [

"example.net"

XEH AP| B R 1.0 135


https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html

AWS Certificate Manager

ERAEER

1,
"domainName":"example.com",
"domainValidationOptions":[

{
"domainName":"example.com",
"validationDomain":"example.com"
},
{
"domainName":"example.net",
"validationDomain":"example.net"
}

1,
"idempotencyToken":"8186023d89681c3ad5"

iy
"responseElements": {
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

iy

"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,

"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

BEHEIERFEE B4 (ResendValidationEmail)

T CloudTrail &8 R0 ResendValidationEmailAPI Y& R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

iy
"eventTime":"2016-03-17T23:58:257",
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"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
},
"responseElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41cl1l1b@6-ca9l-4clc-8c6l-af349ea8bab8",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

FEEUSFE (GetCertificate)

T % CloudTrail Z6I8 RFEIY GetCertificateAPI ISR,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",
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"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

iy
"responseElements": {
"certificateChain":

iy
"requestID":"744dd891-ec9c-11e5-ac34-dle4sdfelallb”,

"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

RCEES RIFH API FEIY

A BAfE CloudTrail FAfE#%EE ACM BEH RIS ATE HM API I, ZEMESEBEANELENR
CloudTrail , 52BAWS CloudTrail FFAERM. A TEHFIERAEEN AFEE RHEE ACM BEN
AWS BRI E)o

£
- EVBEHTPHEHR

BYSHTVESR

ST LAE CloudTrail A% ACM BEMRFSFIE M APl N, ZEENSERERANESER
CloudTrail , s 8ZBJAWS CloudTrail £FiErR, THIEHIERBIFEEME ACM BEH AWS EIRM
E, IEANHRER,

ES- |
- BUSHVHER
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- BBAEBHFEZFM Amazon EC2 #1T{ERE
- INBRFIELB
- BERIELE

BUEHFERS

AT EHIERE A Alice B9 IAM EFEMEIY CreateLoadBalancer B8, EHTEHINBZBA
TestLinuxDefault , MEEEXN2EH ACM BERIL,

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",

"instancePort":80

}I
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"responseElements": {

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"
},
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5beb63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

ZEiBE B FHEES5EM Amazon EC2 #1T1EEE

B I8 S E AR XM 2 1E Amazon Elastic Compute Cloud (Amazon EC2) #11T1EEE L& |
EHFEHRHATEZHNITER, ETLLER Elastic Load Balancing £ A5 AWS Command
Line InterfaceTeM. THIEHIF RRegisterInstancesWithLoadBalancer¥f AWS RS
123456789012 & 78 LinuxTest # & & F &L,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

},

"invokedBy":"signin.amazonaws.com"
},
"eventTime":"2016-01-01T21:11:45272",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
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"instancelId":"i-c67f4e78"

.
"responseElements": {
"instances":[
{
"instanceId":"i-c67f4e78"

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

MERE TR
UTEHITRMEFMEER (B2 ACM BEMEAN) A Encrypt FM,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"

I

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{

& _2E AWSRHEIT,

"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",

"encryptionContext":{
"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
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}
.
"responseElements":null,
"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",
"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

BENETR

LTS EREZLEER (52 ACM BEEEA) B Decrypt Y, MEERIIIT AWS ,

ZiRKETZER AWS,

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1laba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:28Z"
.
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",

R
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"userName":"DecryptACMCertificate"

.
"eventTime":"2016-01-01T21:13:2872",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext": {
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
.
"responsekElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

]I

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

T #£H1 CloudWatch 15&

Amazon CloudWatch £ AWS ERIESIZRIE. EBAILLA CloudWatch RINEFBMIIEE, REE
™, AR BEEEAWS ERFHEE, ACM EHEHIRFHPNEREEETRZM —XEE , EZFH
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.

*

*

*

*

*

*/

PrivateKey - The private key that matches the public key in the certificate.

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AddTagsToCertificate
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

}

il B /5 =5
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
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// Delete the specified certificate.

DeleteCertificateResult result = null;

try {

result = client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

EPUY TS

LA #545057 B8 f0fa 8 A DescribeCertificate B &,

packag

import
import
import
import

import
import
import
import

import
import
import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;

com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws .AmazonClientException;

DescribeCertificate
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/**
* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:
& CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

& Certificate information
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;
try{
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result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

MRKY , EREHEBTIELUATARNER,

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
Status: ISSUED,
NotBefore: ThuOct@51@: 14: 32PDT2017,
NotAfter: SunOct@310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [],
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package com.amazonaws.samples;

IMPORTED,

import com.amazonaws

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.
java.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

.AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

.regions.Regions;

services

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

.certificatemanager.
services.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;
nio.channels.FileChannel;

class ExportCertificate {

Windows

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

ExportCertificate
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// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());
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// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);
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String certificate_chain

= result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

1R U 75 N R R
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package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the GetCertificate function in the AWS

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

Certificate

* Manager service.

*

* Input parameter:

& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.
& CertificateChain - The base64-encoded certificate chain in PEM format.

*/

regions.Regions;

services.
services.

services

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

certificatemanager
certificatemanager

.certificatemanager
services.

certificatemanager

auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services.certificatemanager.model.RequestInProgressException;
AmazonClientException;
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}

catch (Exception ex) {

throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);
}
catch (ResourceNotFoundException ex)

{
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throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

LiREHEE I BN TE@E L.

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

PN
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

ImportCertificate
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import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {

throw new AmazonClientException(

"Cannot load the credentials from file.", ex);

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”", "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.

ImportCertificate W7 1.0 159



AWS Certificate Manager

ERAEER

channel_certificate.close();
channel_chain.close();
channel_key.close();
file_certificate.close();
file_chain.close();
file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();

req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {
result = client.importCertificate(req);
}
catch(LimitExceededException ex)
{
throw ex;
}

catch (ResourceNotFoundException ex)

{

throw ex;

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.

String arn = result.getCertificateArn();
System.out.println(azn);
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package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

* This sample demonstrates how to use the ListCertificates function in the AWS

com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services

services.
services.
services.

.certificatemanager

certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;

.AWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

java.util.Arrays;
java.util.List;

Certificate
* Manager service.

*

* Input parameters:
ik CertificateStatuses - An array of strings that contains the statuses to use for

filtering.

ks MaxItems - The maximum number of certificates to return in the response.
k NextToken - Use when paginating results.

*

* Qutput parameters:
* CertificateSummarylList - A list of certificates.

k NextToken - Use to show additional results when paginating a truncated list.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

ListCertificates
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

LiREHlEE RN T A
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

iy
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

BB HE

LA €8 5IER A an{al £ A RenewCertificate B8, WWEREBEBHIBTIERHRERE (CA) BITAFEH
ExportCertificate ENEE HMFAE BE. Bal , LEHBREENELNALEERE. EEFEH ACM B
B AWS FAE CA BF , LB AL AREHTHERN ACM REERTFT, NEHMEEN , F2
B BEENET 48 ACM,

package com.amazonaws.samples;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
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import

import
import
import
import
import

public

com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);

}

catch(InvalidArnException ex)

{

n
’

RenewCertificate

WA 1.0 164



AWS Certificate Manager

ERAEER

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

P BRERR

LA #3557 A an{a] 55 A ListTagsForCertificate BIE,

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws

Certificate
* Manager service.

*

* Input parameter:

.services.
.services.
.certificatemanager.
services.

services

services.
.services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
.AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.regions.Regions;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;

function in the AWS

ListTagsForCertificate
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*

*

*/

CertificateArn - The ARN of the certificate whose tags you want to list.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {
result = client.listTagsForCertificate(req);
}
catch(InvalidArnException ex) {
throw ex;
}
catch(ResourceNotFoundException ex) {
throw ex;

n
’
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// Display the result.
System.out.println(result);

LiREHlEE R UM TR

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

REBREBRER

LA #3450 5R BA N[ F§ RemoveTagsFromCertificate BIE,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager

import

com.amazonaws.services.certificatemanager.model.
import com. certificatemanager.

import com.

import
import
import
import

import
import
import
import

import

/**

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

certificatemanager

certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.

AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;

.model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

java.util.Arraylist;

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
AWS Certificate
* Manager service.

*

* Input parameters:

RemoveTagsFromCertificate
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& CertificateArn - The ARN of the certificate from which you want to remove one or
more tags.
ks Tags - A collection of key-value pairs that specify which tags to remove.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.

RemoveTagsFromCertificateResult result = null;
try {
result = client.removeTagsFromCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch(InvalidTagException ex)
{
throw ex;
}
catch(ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

}
}
== S ES
B R B R

LU #3557 8A ana] 5E Ff RequestCertificate EIE,

package com.amazonaws.samples;
import services.
import
import
import

.amazonaws.
.amazonaws.services.
.amazonaws.services
.amazonaws.services.

import

com.amazonaws.services.certificatemanager.model.
import com.amazonaws.services.certificatemanager.

import com.amazonaws.AmazonClientException;

certificatemanager.
certificatemanager.
.certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.RequestCertificateRequest;
model.RequestCertificateResult;

InvalidDomainValidationOptionsException;
model.LimitExceededException;

RequestCertificate
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

result = client.requestCertificate(req);

catch(InvalidDomainValidationOptionsException ex)

ex;

catch(LimitExceededException ex)

try {
}
{

throw
}
{

throw
}

ex;

// Display the ARN.
System.out.println(result);

LRGSR EC M TR L.

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}

EfBERIEE N

AT g4 8 R i0{a £ | ResendValidationEmail B8,

ResendValidationEmail
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.
certificatemanager.
certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

services.
services.
services.

InvalidDomainValidationOptionsException;
model.ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

services.certificatemanager.
services.certificatemanager.
services.certificatemanager.
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate

* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.

ks Domain - FQDN in the certificate request.

& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

Windo

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

WS

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials =

try {
credentials

}

null;

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ResendValidationEmail
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

// Display the result.
System.out.println(result.toString());
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}

LR EEMEEENREE TBH LB REERS,
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MREEEFEACMail , REEFEBH RS BBEEFE "EH. = RE BEH.
REEMEAERBEEARNCRHARBILERE

ERELEBRT , FRBEEMRA. SEiTASMERBREAWHOISTREMENBMER , AWS RItE

SEERIE R ARG, BE WA IFIEE  EATURTREREZFMEUSIHE
EFE MU, WHOISERREZERAREN B HPEELETEE, £HMOERT , BEBIKE
Alge 2 EABRAE L | FI303ER WhoisGuard SRt B FAEE 1 PrivacyGuard,

[ Route 53 BEMME ERRBMARKLRERS K MEALHNEFE4 it EMRHE
whoisprivacyservice.org, contact.gandi.net = identity-protect.org EF##4
ik, BELHWREIMEER LNGMEEFBH U RSEHN , UEEXIELRRE FBH
b3k #9 B F B4 A DAk B R4 I 0 B F B bt

(® Note
ENEHRIZZNBFENBIEEDR |, £5FIB Route 53 BEMF LA EBIAREBEEINER
. Bl | ca EEASNEBARERSE LA Route 53 BBRREEXANHFNERH, B
A% AWS Support /O EEREFHRBIAERE,

MELNBEHELZZBREFHHHEEATBWHOIS , REEE KBS AETANEFB4HREH
FREMEHEESIRERR , RMEBRLEENRER FREREABRTE S ERELEE
E@ BEE Q. webmaster@ H postmaster @ FIFZE I — A BB LUt E FE 4, INFE A
BREEFHBHNFNEN K F2RECEFBHRBHESNXH | XEE (EH) AENREERE
EFEHENETERE, ﬂﬂ%f&"ﬁﬁﬁﬁﬂ’\]% Amazon WorkMail , 55289 Amazon WorkMail EE B
R EFERE Sk,
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RBEAWS EEBREBFESTEH4N/\EEFBFPNEL—@E  SEDETLUHZREZ U N E T
HH® , ERTUEBUTARXERBEACM, REBRFRE K SHREEPNEFE bt B
~"E AWS Management Console RV E FE bt iEE . ERFEERN Pending validation (7€
ERTH) MREERF | BT LATEREEE B Validation not complete (B8 AR TEK) W ARPIR—TBEBEEEN
B, UEFBEETRE. S ESE 3 BEACMERERBEHRIABE, JHNET
B4tk
MX FE#IE R RERE T EFE

MX fe s =B B BRK ONS) EREHTMERLHK , TEE L EESLBEZEFBHAL
WEHRIAREE. MREH MX BHEXSRERR , EFBHERLEXINEFHHREFEEN

AEFEARRER S PNEM—E. FIEE MX REEXANREHERVEER , AREAEHEIE
EFBHIEHMBFRERE

® Note
Bel , RAEREELEG )R ARBFERENELE T BHIBRERE.

(® Note

EERRIBESR MX 528% , A LLE ARequestCertificateAPISR ER B AWS CLI 5
FValidationDomainiZIERIEEACMEEERFEFE4MNMBEERE,. WREFHAPIS
AWS CLI , Bl AWS F&#4T MX &5,

Bii& <&

MREMBIRIESF R  BMHRBERIEERIFETEH , FFE&ERH AWS Support H/OIFE T
=pl. MRELAXEESH , FEACMH R ERMEAS

EFBAHEED FHEE

MBESFEAFTEAETERFEHRBENEEsub. test.example.com, HliN , BFACMBRERERE
MX §2#%. sub.test.example.comiREHE , AlERXRME test.example.com , AKLLIEHE |
BRERMAE example.com, MRFKFT MX Ltk , BEFEEFEL  MERBFEFHHSEET T
WENEREEw, HlE, MRKRBT test.example.com B MX i28% , EFEHEFLEXE
admin@test.example.com, administrator@test.example.com M E 7 HHBREFPIEENHMEE b
., MREFEMFREPHERTE MX &% , EFEBHESEXIERVAEBREENFRE. &
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B4R B B 7 B4 LU HOTACMAEDNS F IWHOISBUR MM S ARSI 3 | S BI(E M) AU@mE
EETH,

3
$

&0 LLE FARequestCertificate APIZR E R B & AWS CLI S S H K ValidationDomainiZHERIEE
ACMEERFSFEH4NREER K MARERATRE., WREFEMAPIS AWS CLI, Bl AWS Fg&
#1T MX EH,

ELEFRUHMBREN R —AERBE. o EMEFFEEWHOISTIZY) M BRI BS
B, Z-LEMBAESEARNL (FAE) it RKENEEE FBF b, ESFESEEEEMR
A B A b 31k 452 U B 3R BB T BB

EEWEMN  FRACHBBEELRWHOIS , SEMRENWHOISHIRER T BILE FE 4t |
AEAKEEIBAGUNEFBAERIECNERE FEA i, WHOISRRERKE , RAELNE
HERKRE , B TUREENEEREBE FHMH. ACMBTHHN WHOIS /MX B/ , WiHMFTE
FEMHEEZERRENLEEZ AL,

BEEN

MREERBHRIFLABREWWHOISENR , ARBHEENERRE , AELREREBITRREK , K
ACME L REEUR G A Btig it , ACMASERRB E FEMFEIAZE L ER Atbt |, AR ER MX fo 8T
FRONEEE RERihi, EEMRUEE , FEALHEZHWHOISEN  ARENEERIETH
., ACMBITHHY WHOIS /MX &7 , WiBMEBEEFEHEEZ LR ENLMER AL,

WHOIS &5

ENEERRE T ZEBBEFHEHERER , ARACMBEEZEWHOISIRIEEHE, ERAMERNAER
AWS. U 2R , AWS T2 HWHOISIRES , thEEPF IEWHOISH R EI R, MREEEEERS
B8 | 557 AWS Support /LRI REIASKREBR T %,

EFHHRENAAMNKRERBREC

BENF —EEFBAREFRFEBBCERAFENRZRNBRENVFERT, ETRACMEREERR
KRR

$H¥ 10 [EEREAY B BT RE S HE A

10 EEREEREXBNEFRAL, Bol , MAEMETSETEWHOISHEFHN LRER. ERE
BASFERESNELERE M2, MRZARLGRE  EMETEREEESHWHOISH H
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BRI ER , EEBMCEREMEME, ACMMREELEPHEMBEIE , AR EIEREE FEH4E
ET 5 =@ 2 EMA Bt 1t WHOIS,

- WEEEME
BTG A
- EEEHEA

ACMER , S¥BIFEFEA4REIUTHEEAE RN RKU , HF your_domain RERVERER
FEFEMANRESERE K MA.ioREEMRASE.,

- BEEB @your_domain.io

« ¥ A @your_domain.io

- BBEEE @your_domain.io
- BUEEE @your_domain.io
- TBAE @your_domain.io

HEWE 10 BENRIEN  FRACHA LREP —EEFBHIRS. NRTELMN , TR
IRFE TN , BTFRIIACMEBRE.

® Note
BRMERECEADNSRIEMAREFHHRE. WHEFHENR ,

fn'iﬂ

%ﬁ DNS%‘AHMO

HE LR EIDNSER =

BVEASTEHMHRENBIE 2R , SEEVRAEDNSARERE ., S EfEADNSERE , FRRE
&, RREUERBENHBDNSE.

S EREENETRES

ACMERERE I BB ERACMEBRE , EREMAIRERIEMEF, MREB ACMBENZE
EEYN WEERE , F2R T EE,

4 B B A AR R
THASAR | FHE A BEITER | ACM
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- BHBRIBLEEESH AWS RBHEEBACM, EEMFBEBACMIXENERNEN , B2ER%E
&4 AWS Certificate Manager.

- BREBEFEHHRENERE  ACMAERAZBRAEESE FEMF b RERHE | UEUEEE
PRI HNESERE. RREERNEFEF RSN EFEFRE B

- HADNSERZENBR , FHRELHNDNSHEREB TS EMHCNAMERC & , I DNSERFE PR,

ZEREBOEERK

HRABREEEEIH (60 XDNS , FAA A 45 X)EMAIL , IR BREFESER KGN , IACMEREFNE
o BURRSARBITETREANEN. WEFHEEF , F2H ACMBENZEEEN,

REFEHRECBRENZEREEY

ACMBRENBEMHS 13 EA (395 X), BT BRFZMEAHEF ERIITE. ACMSEEHIA 45 KB
HEXBOBAERREARBNE F B, BANISMEREEE WU -TETENVNER. B
HAASHNAEER , FUMEERN S NACMETENEBEARN,

EZ2REAEFEAHRFEREIES| , 7N B B EEE RN PENDING_VALIDATION AREE | Y&
HELREEEHTRERER.

DNSE &= BREN X ERFEN

ACMAEEHTLSEBZCHEDNSH ER., NREACMEZFHM G EBABREDNSHINEE , BAfER
K ABDNSIHREFHCNAMERSBEAH A ER, MEREEFEE R , SACMBAZELEHEHREE.

/A Important
18788 ERACNAMER S% i A ZIDNSBUREF . BEFNFSAENBEEME.

B UEEEATEREEREMEEE , LSRPEMWCNAMERZACMER, MEFMENR 6 B2
BT E, &taAfEAACMAPIS A B 1R &% 5 B DescribeCertificate/E 3 R #FREXVCNAMEEE

#%., ACM CLIINEFFMENR , 52/ DNSEFE.
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ERAEER

« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz
&, Export DNS configuration to afile  You can export all of the GNAME records to a file

Details

Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:13:99:62:5b: 7f:fb

Tags

Edit

Name

AItERAEEZEERR.

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2018-03-22T722:38:52UTC

2018-03-22T22:42:12UTC

2018-03-22T00:00:00UTC

2019-04-22T12:00:00UTC

RSA 2048-bit

SHA256WITHRSA

arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds

None

& < Viewing1to3of 3certificates »

ZERRBENERRHK
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

RABRAEUSREHNHCNAVEEA,
MRFBEPFE , BEEZET Do
T RREN R

ACMBENZEEEN RIFBSHNEF. ERTIETSREZTERBRLE. RACMEBRIETHAER
HEWE , FACMEGH BRI TRER —RILE. FACMIEEHM BRIKBENZEEER TR
B AWS BiRE , TReE R EBEINNIEE, Rit , BERENEEIRERER I KIEETREHE
Ro

ST E b A TR B HE AR

AE Y SRR MACME BE EAN BB ES.

e
. BEEHEE{EE (CAA) B
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ERAEER

- BREAEE
B 7 B8 Bt 1 5 R
- APIFERE
« THEBEAFHPAREZNATREE
- ACMERISEREABREE () SLR

BEREENRE (CAA) BE

& T LAE FICAADNSRE 85248 E Amazon BaEREEN (CA) AJ A REHRE N T REZEACMEBE.
MREEBRBTHERIBERAL , BEE —ERZERBEBRBRREEMRE (CAA) HERMR
HARY , FRELEMCAADNS#, MREERIBMACMEBRE ZRBNILER , BBEEHCAA

RCSRIBRERBRE. CAACETHERVLEAES TIEP—ERSERE

* amazon.com
* amazontrust.com
* awstrust.com

* admazonaws.com

WMFEUCAATCHIVFFRE

n IIH
®

SRI(RIEMN) BRECAARLH.

(® Note
MREFBREACAAREIRE | AJLURER R EM B CAATE i%.

BREARDE

R LAEA B DA ERE  ACMASEERES XRBELREE. MREEINEE

HMBEERATE. BHEEETIEE

- BABEEA X.509 5 3 fRSSL/TLSEE .,

- BNBEALUBREE , S HBERERE (CA) £F,

- MREHNBHEEMH CAEE  AIXFLISRURERBREHHEBRRE,
- MRENBELABREE | AIBEMARXFZEANLEEER,

A A B SR fok

CAARZ $%
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- BTN SEREELAEERE L —ERE.
- BTERENSERERBIROSEPEEBEET,

. BHBE., BREBNLESR (MREWE) KA PEM —coded. —BTE , PEMIRIEH:
Base64 BN X T EMMER , EEASCIN T UMY T RBENERTHEMNZR, ERD HE
HE | FEFRTREHR  RUPEMEERTEALGEE, SUNEANMRE L AREARSSL
BRERNE,

. EHIESM (MRE) FEMSE, (BT NEREREEEERME. )

- HESHRBACMLEFEAACMZEREE ZM TR/ A, FSHE AWS Certificate Manager £
ZIEMANSERBHRAMN , UBRRENBETETEE.

- BEARBHNERXETRERBEEANAMKE A BEMAFTTEACM,
- BAK , BELEEN.

- IERIFNFHEABESRERETEAD., B2, KkTER , WREFUListCertificatesAPI list BE
AWS CLI s S RiEEkeyTypestni®as , AIREH/RRSA_L024KRSA_204878E.

B AN ERE

EEEHMRE , BACMELEMNLBE-FAR key paire MMRZLWERAERENER BEED (FRBASSL
$E) RENEACMBRE |, AIEAREXEEIBER AWS TRt B L ERINENMAE. Rt , RAAEZE
FTEINBEACMER ., MRENEAEXNLERBURE , SUUMITUTRE

- BEHCHEBEEAN , ACMARKBENEARNIEZEEANEE. ACMTAEANBERMUZE
BR8N

- MREEANRLERE  FREAEXTRIFMETAN Amazon REE. MREEANELE
BE , FRENEAENENED CARERE.

APIFE R E

EIRH B2 BRECAPIREEE | APIGateway B A &ELE CloudFront 9%, & CloudFront 2Bl 2 H
AP| Gateway #H , MTR2HEWIREES. BRITHRABACMEZLRETBAP. EEBRERE L
ACMAFFMIBRERE , BABEBRERFEEBNAPIFEBFTHASE.

ERHEHLEAPIREE  APIREERREEVERAEXE R FERR (ALB), B FEHIRHAPIFESE
B, BETH. RRALBERBACMEELENEBAP. EEBRBEIACMATRRER , BLEBR
BB E BB AVAPIR & BT /.
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TR AR TRH R M % A B2 12

MREERIEACMBRERSARKELEY BRI FLERF , MARSABRKRABEDER
FERTERBREEAACMBEFTENREREE,

570 | Elastic Load Balancing (ELB) EE#RF AWS KMS key st R BN RSB, LLERA
ERAEBNRKENE ZIXKSELKBEREELBRERELWNHBACMER, MRELBEKZER
RE  TREXBERERRSBFEAN,

EZEREME , BEAN AWS KMS A BERENMREENtps://console.aws.amazon.com/kms, &
BT THEP—EEHE :

- MRERARERSREVTICHEE  FESHBSRENERES , BUEEREXREAVEES , A
BEWEIREN, EEMEENERAEREBER , AW RERNA,

- MREZRARTHERACME BIHES , F5iBiB https://console.aws.amazon.com/support/ home#/ H
2 AWS Support o

ACMBRISERZE AR REE () SLR

ELRTAE CAFMEZEECHAMRFEALANEBER , SACMERBAFEAREREERAE
(SLR) , MEREHE AWS 7o CA EREFIRAES, MREREA CAKBMARE , BX
SLRBZE MK EINL , ACMASIE L B B A I BIVRRRE.

ACMTAREBRRER , CEEMELNIRF P REESLREFE, WRENIRF ERERE
fiam:GetRoleACMSLREER , AIE B U 2R T EBXNBLEE TR, SLRNREERE | AIBIGHE
MIRE EEE A EERHEiam: GetRoleEPRACM |, HAEZRAIIR S B ACM-managed R ZE 3
B, AwSCertificateManagerFullAccess

MEFRET  F2RIAMERER TN RZER A BRER,

REHIZRI
AWS Certificate Manager #4 %X R T A #ARE. NBSEAMMROER , BT,
B BB SRR R

ELRERETHBITHIAPKIERE |, AJEER 34 T 54650 AWS FAF CA,
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® Note

AWS }AB CAHHE (1t ) hEFNHE (282 ) #HEFXE,

ACM KEARTH

PCA_ACCESS_DENIED

PCA_INVALID_DURATION

PCA_INVALID_STATE

AL

FAE CA HARIREACMER., EZHE AWS FA
A CA AccessDenledExceptlon KR
-8

EEEIEEE , BBERA AWS FA5 CA
CreatePermissionfE 318 4 E R #E R 1R EEACMAR
BEE,

FTER BB AR Fﬂﬁi_?‘ﬁ‘?ﬁ[\ﬁ‘%%E
EEBNENEE, ESB% AWS 748 CA
Va11dat10nExcept10n KR,

BEBELREE , FRENMNBREREREER
FERBEENEMEME).

WFAANFE CA TEEIEEEE’JHﬂt EIRENIT
B RIACMERIE, EE#EE AWS FAH CA
InvalldStateExceptlon KR,

BRIt BB SRR ARR ¢

Hl}

« MR CA E’Jﬂﬁﬁ“i‘% CREATING , SBEEFEYT
R, ARZHRBRELERE.

- IR CAKARRES PENDING_CERTIFICAT
E A BATERRRERBER.

- IR CAMRAESR DISABLED , SESEEHA
ACTIVE #REE,

- 1N CA WAREES DELETED , FiSHIEER,
- 1N CA WAREES EXPIRED , FLEHNE
=
FE BRGNS ZE MRZ 1.0 191



https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
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ACM KERTH AL

- MR CAWAREES FAILED , M BEE LR
REIRE , 55E#& AWS Support,

PCA_LIMIT_EXCEEDED B CA BERIRTE R, ESMHE AWS LB
CA LimitExceededException kBUKHE,
EREFRAERBAE  FEREERBENE

MRIEERIFE , FBELE AWS Support BAFES
B InEL %,

PCA_REQUEST_FAILED BAMR N RAER, E2MEE AWS FAF CA
RequestFailedException %BKiE, &
REBERLERPCH  FEREERHEHNER

o

MRERMFE , FBE AWS Support,

PCA_RESOURCE_NOT_FOUND B CA EHUKAMER. ER2EZ AWS FAH
CA ResourceNotFoundException kBt
15, BREREFEANEEMEMNARN, MRKH
B EEE AL CA,

HREEWEE , BFEILHH CA.

SLR_NOT_FOUND EEFHHNVAHMIRFNIE CAFEENSE
#, ACMEERFFIEMRS L EBRKER
At (SLR), MREBEESFME I SMERMIEHR
SLR , 82B %A ACM 23 SLR,
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A

ARt AWS Certificate Manager FrfE LS E =,

ES |

« ACM B&F

+ ACM 1R CA

« Apex #3813

- FHBB/MBE

- BEREEN

- BEEHERE

- WBEEBRE

- WEEER

« InBmMEER

- ZEEBHEME (FQDN)

- NETRERR

- REBE

» Secure Sockets Layer (SSL)
« &£ HTTPS

« SSL fAfRzzBE

- HBSWMEZE

» Transport Layer Security (TLS)
=3

ACM &%

ACM EE4X X.509 % 3 IRER. SBENEXMRA 13M@A (395 X) , XBETHEMER,

- EXRE - EEBRREREEIRRHEE (CA)

- REMBSREINNT - XERNEARNRERINLERYENLE IR,
- ERCRERF - XERISRHELBERNEBE,

ACM B
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- TRER - EEARNBEN LB THRHA

- BRE|BER - RTEREALTHAEENRRA  BLEEREEN —EHZERR
E A EN{§ CRL EFAMMLE

« CRL 0% - 18

ACM FREEITRERM X FHRLIA AT EH

Certificate:
Data:
Version: 3 (0x2

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

)

Signature Algorithm:

Issuer:

Validity
Not Before:
Not After :

Subject Public Key Info:

i 38

sha256WithRSAEncryption
O=Example CA

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon,

Public Key Algorithm:
Public-Key:
Modulus:

00:

69:

e3:

a2:

43:

08:

03:

b5:

ak:

05:

bc:

68:

02:

5a:

59:

40:

e2:

08:
Exponen
X509v3 extensio

ba:
4e:
94:
:0a
ef:
73:
6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:

Ca

20:
26:
96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:

73
t:

ns:

a6:
e9:
of:

3a

c9:

8a:
:26:
85:
dd:
Q7:
a6:
3f:
7c:
co:
44

ea

ab6:
:b2:
2c:
f8:
d5:
86:
3f:
a2:
50:
19:
01:
75:
37:
:55:
b7:

65537

aa

6a

(0x10001)

:91:
04:
41:
7f:

5a

d7:
ff:
36:
96:
72:
:e9:
4b:
83:
42:
8e:
36:
fe:

ac:
8d:
3e:
af:
8e:
22:

X509v3 Basic Constraints:

0b:
d5:
6b:
cO:
reb:
22:
18:
65:
e2:
6f:
42:
c6:
16:
f0:

6a

60:
Ye:

0=Amazon,

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:

8a

f5:
33:
f6:
od:
:6d:
5b:

2a

rsaEncryption
(2048 bit)

e8:
54
as:

53

dl:
4f:
0b:
2e:
94:
:8a:
fa:
90:
40:
54:
99:
dé6:
:f6:

08:
f5:
cl:
:0b:
25:
4f:
36:
82:
64:
al:
1c:
97:
39:
16:

Qa

od:
f3:

OU=AWS,

de:
ec:
c8:
of:
24:
86:
c5:
73:
fo:
3.
:7a
od:
be:
:8f:
78:
as:
94:

9a

8c:
21:
ed:
:8d:
bs4:
42:

Ca

cb:
cO:
b4:

4a

72:
4f:
1f:

3a
ee

9a

7d:
06:
bb:

:e7:
bLe:
3f:
70:
:81:
Qe:
78:
c7:
:df:
134
174
di:

1la

CN=example.com

59:
af:
1c:

78

ab:
11:
bc:
95:
e0:
47:
1d:
eb:
172
94
of:
ac:
3e:

ak:
27:
ac:
:d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

ACM B
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ERAEER

Signature Algorithm: sha256WithRSAEncryption
69:
69:
8d:
76:
cb:
di:
e9:
17:
94:

ACM 1R CA

ACM BITH AR R ERBRE S TS Amazon 1] CA fTEEEE :

P&

8a

03:
44
a3:
8e:
12:

CA:FALSE

X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication

X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

03:
60:
f0o:
3c:
6d:
b0:
3c:
da:
27:
:6e:
e5:
8a:
04
3.
b9:

15:
a7:
8f:
9d:
cd:
7e:
41:
80:
62:

6a
3a

cl:
al:
a7:
35:

Qc:
33:
b5:
da:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
dl:
as:

d5

fb:

4a

df:
35:
e2:
:80:
15:
15:
ds:
ad:
8c:
9c:
1c:
77:

a9:
fh4:
78:
a2:
2f:
99:
a7’:
75:
98:
b8:
bc:
33:
46:
26:

39:
74

al

e2:
16:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

a3:
88:
:5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

30:
c6:
02:
29:
19:
dd:
4d:
da:
le:

9a

96:
ab6:
08:
c2:

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0o:
08:
40:

Qa

b2:
b6:
72:
67:
f7:
b0:
45:
e3:
e0:
di:

4a

d3:
bl:
:5b:

CN=Amazon & CA 1. O=Amazon, C=%E

CN=Amazon #& CA 2. O=Amazon, C=%FH

d4:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:
38:
9e:

fb:
ab:
bb:
29:
c5:
Qc:
3e:
8d:

fa

4f:
65:
81:
f9:
cc:

cc:
32:
53:
b9:
dc:
32:
f2:
b5:
:94:
do:
60:
b0:
57:
d5:

8f:
c2:
af:
fe:
81:
dd:
f1:
od:

ccC

b7:
ds:
6f:
62:
2c:

48:
ao:
2f:
c9:
40:
68:
45:
86:
:9c:
07:
10:
c3:
97:
c5:

mEEREE

2048 {1t RSA (RSA_2048)

4096 {7 7¢ RSA (RSA_4096)

as:
98:

3a

42:
3b:
69:
6b:
da:

ee

f8:
fc:
04 :
10:
27:

46:
c6:
143
52:
e3:
08:
e7:
7d:
:3a:
1lc:
36:
ob:
42:
c3:

ACM #& CA
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PR E B nEERE*
CN=Amazon & CA 3, O=Amazon, C=%H PEEEE AR 256 Lyt (EC_prime256vl )

CN=Amazon #& CA 4, O=Amazon, C=3%E FEEIEE h4R 384 fL T (EC_secp384rl )

ACM 1T BFEMFEREIEIR2E CN=Amazon 18 CA 1, O=Amazon, C=US , iE {21 2048 {u T
RSA 24, HtiRREHBRFEA. FIERERHE Starfield Services Root Certificate Authority &
BRIEHE,

MNESEMERA , 5528 Amazon Trust Services,

Apex #8315

F2E REEE.

SFE B WM E

BEHRBLRMBETRE , EHBNZEZEATEAEBRESEZNSRRMNBNEZART. HP—EE
BANE , HEEEER X509 v3 BRE. Z—ESRANLE  AFRERENNE, X509 BEEX
ERE, ERIHEMER (BRIR) NI BEEL/ER,

ACM BFE = X.509 SSL/TLS B , TR LML G 2 MBBNFHENBEEZRBHPIENLES
i®. ACM 2EAEH AWS KMS key tIZRFE B, MEFHMENR , F2H BRLEG BT M,

BRREEN

BERERRE CA) RRITEAUBENER, XL , S RNHUBRER R I1SO X.509 &
#, CARITEEENBURE , UHIBREIRN IS UL I BEEBETETENLEE
iR, CABREESEEREME,

BREHEL K

RTHERARMBITHAEARN CA #ITH SSL/TLS BF , RERAERERALEIRTHLE
BRELACKERITEAE BFEP, MEBBEWLCHE. WESTRTERRHK. RCENBIEERSHE
BERPEEHER,

Apex #813 M7 1.0 196
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EAIER B , MRARIABENEERTEESERENERE, ETLUER Certificate Search Fk
BRBERF.

#£ Amazon CA RZMRAIH T AREIER SSUTLS BEA , EERBRRIIEL =ZEREEHR
E B MRS, ELMARFEXRBREMARLFENE , YK EHFHNBRFHRAL (SCT) B
Amazon CA, A% , CAE# SCT RABES , HFBE , Y RTHE. KREALI MR EM
X.509 ZE1H,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

BRE\ECHGESELFERIBOBIREDIT , RFGEFERL, NFERRHNFMER
B BUH {5 F /B 78 1 B EE ST sk Th e

3
¢

B BRE

WEEBRE (ONS) RREBI»BATERS , BAREEIEREEILERBENERTNHMBE

F. DNS TERAMSXEMIEARE (HIW aws.amazon.com) B#EEFRA 111.122.133. 144 BIE
F P (HEBRERBAGE) tit, T8 , BN DNS ERESE — L HMRAIRWHE. Hlin , EE
EiB ACM FERBHEEF , AJLAFEA CNAME RHRBIFLHEEIIEHEBRE . WEFHEF  F2E
DNSER ¥ .
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B EE

WBEEZBATHMASBERM (DNS) Eift A P it X FFE | HlI0 www.example.com, E S
B (DIERERMEE) £A IP it MARNFER, REEBE2ZETRAEER , YA HER !

TLD

RAENEBBAEERE (TLD), FRMNEHIIZHE .com, .net M .edu. M, FMERLER
RENER TLD ARER/EERBHNESR , BRAES LER). fl : .uk ARER, .ru KR
HESL , M . fr KRZEE, ERAEE HER) K, TLD NE-—BEEF ARSI EREENEE, 6
W, .co.uk TLD RREBMIEREE,

Apex #3135

Apex BIBEBISRERREEMSE, sHISEN (HEWR) NBEHEEHE , Avex BB EH
RENTMEBEREHNVRBNER (WRAE), Apex BETFELEFRE (BSRUTEE). &
www.example.com # , Apex fBIHHZ A example.com, £ www.example.co.uk # , Apex
BB A example.co.uk, HAKEEFEAMNIE Apex BB IIE base, bare, root, root apex =

zone apeX.
F 3

FRBEBE Apex BEEBIE , THIKEHR. KEENFEIZEES ww , BHEATUREMR
B, THREEBEITUEEZEER. HlW0, £ jake.dog.animals.example.com F , F#31F
F#%A jake. dog l animals,

HRIEHE
F A B A
FQDN

SEBFEETE (FQDN) 2EK, Wit HanEERER R BRARNERNTE DNS &, flm
aws.amazon.com & Amazon Web Services B FQDN, FQDN BEfE#E , L ZTEEHIE,
flgn | [subdomaing].[subdomain,]...[subdomain,].[apex domain].[top-level

domain] X% FQDN #y — &&=,
PQDN

FTRENMESEZBRAII AR (PQDN) EFHME, [subdomain;.subdomain,.] EEHNER
B PQDN , R A& LY BREE,
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At

ERESERNEREHAAEEEMEER. TMEEEHRAKRERZBNEFERAT (ICANN)
Ao MHh  HittBAEMEENEBAEHE TLD ERE, RFESEBE , EfmagEnE

ABEREERN TLD EM#E, SMEBSERAIAEE. EF TLD EXE , UENEARKE
WHOIS, BEELARERIEERE.

IR F g =7
MERRHEHNREENERF. BEERELEFINRERKEN. ARNBENENEEBARNTF
ERMTEEANT. NMENENEEBANENF. AFRNMARSEZENAS HTTPS MFHEEAE

BEMEIR, EHE step-by-step’ZER AN EREME X (%) MZXEREFBAX (BF) NE
Fo. EMERFEREFT , ERLZSEAETR. EWAURLBILAF,

SRS E B (FQDN)

PR BEE8.

s

NETRERH

NETWERRGE (PK) BSEL. BT, BEE. 8. £H. FRABBRABEMENER.
B, AR, BXR., XHNEF. PKI AMEEEAEEMBERPHREEE,

BEREME CA BEURNIESSEHM CA ARBERR TRRNEBEEA, TE CA UK
CARHLRE CARE A L BEE, BERRN CABAR CA, HEEBARER., LWERER
REREE,

Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) # Transport Layer Security (TLS) 2 FiBE AR IEHBAZR LN NE
BIAWE. TLS R R SSL, MERFEA X500 BRYUEARSETE»RE. EMEEABESE
AFmEMARFECERFTHESE  XBAAREMEERZBARBNERETNE,

Nz M fE = WA 1.0 199



AWS Certificate Manager EREEmR

2% HTTPS

HTTPS fX%& HTTP over SSL/TLS , EAMEFZEBREEMAREFZIEN HTTP £, FIE HTTP
ERMEEEEEME  BELAIMEEK, HTTPS #£& HTTP BAHEEEE, FEHBH X 509 FFHE
MZEFE M. HTTPS HEESXNZBA "THRRKERER OS) BRE, FERHTTP EARREAS
A TCP BBENMRRELE, Z£EFEMA Secure Sockets Layer (SSL) B E S Transport Layer
Security (TLS) @A E

SSL fal ik #s J =&
HTTPS XS BBRBEBE , THHARSLTILRE, ABSBEE X500 v3 HEE , 158

EPNAETRBEEZREIHR, SSL/TLS BREHABIRMEMIE (CA) BE , B2ARSFEH. BN
B, 2B2R. BEERELS,

HWRSWMME =

HBES|NFEERAEARNSRRNBENBRZRUEN. SFHFSH FHBEHINEE,

Transport Layer Security (TLS)

$52 B Secure Sockets Layer (SSL).

(==

RTE Web BEREEEUNT D , BERLACREBRUNER. T8 , BERIAGELEEA
CARBRENEE. BABEREME CANGEE=7E2RERUNE D , THKECHKBNBUEE
RHIGWUENEED, AR AERETRERVEE , LBRERAUNE D, MRBEX  BERSE
A4 5) h BE R SH E B o
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M A 52 AT 8%

TRREA 2018 £ AWS Certificate Manager BITA R XX 4 24 1T R I2 52 8%

gE
BH T ETEHRE

RABARIRE (MX) EFEH
Lk

iR E Bk 0 R EY A0

BN AR WHOISE F E 4 5
B

A3z

B IRHREIBXE

ECDSAX 74 IH

DU

FACMEZETEXEFEANE
FEMAHBEFWHOIS, MRE
BEBBE FEMHEREERE
1, FEAEEA. APISDK,
S RER EMEERRECLL,

FACMEZET B X EEMH T
BX (MX),

B|AREEENBEERPERAIRSE
BihoR, RTHRE , &9
BATE bR /5 B A 20 SR B FR 38 A
BB R SRR FIER.

i8R 2024 F 6 A=A
WHOISE ¥ E 5 78 1Y FE BB Mt
ato

B ERACMIRE K IAMAR
HERNZE. WFEIEERNE

E e

SEE | 552 https://docs.aws.

amazon.com/acm/latest/us
erguide/acm-conditions.htm
l#acm-conditions-supportedo

B ER N AACMBE R B

HEEHRBNREERERE L
(ECDSA) %8, MEXE
S|EELNEE | B2HE

https://docs.aws.amazon.com/

B

2024%7H11H

2024%7H11H

2024%6H11H

2024%2H5 H

2023 8 H24 H

2022 %11 A8 H
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B3 CloudWatch SEEp

EMAREANSREE LR

#l

1§ TERNGE, FRERN

EHMUAEE

acm/latest/userguide/acm-certi
ficate.html#algorithms.,

¥rig TACMBEBH. . ™7
AACMBE. # TEEACM
BRETDE, B4. 0F
3'21§E’J CloudWatch E47&

, ;22 Bihttps://docs.aws.
amazon.com/acm/latest/us

erguide/cloudwatch-events.
html,

[EARBEREACMAIGER
BEBHAMRSA 5 E ih 4R
HEENE®, WEHAAMX
BREWEEENEE |, F2HR
Mhttps://docs.aws.amazon.co
m/acm/latest/userguide/import-
certificate-prerequisites.htm

lJo

16 B 472 0 52 Sk 1Y 3 BA ST
BERHEBNEL, e
B ZE CloudWatchEE .,
CloudWatch E4/EventBridge
Mo CloudTrail N EFFMAE
A, 528 https://docs.aws.
amazon.com/acm/latest/us

erguide/monitoring-and-log
ging.html,

2022 £10 A 27 H

20217 H14 8

2021 3 A 23 H
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#7118 CloudWatch 8B4

B3

HIBEBIRE <&
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CAsRJR AWS FA5H CA. 10
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docs.aws.amazon.com/acm/
latest/userguide/ca-access
.html

0T % AWS HE (LA
2E ) wENESLE, 0E
TEEEHNEREE KBS0

https://docs.aws.amazon.com/

general/latest/gr/rande.html#a
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EFREAUFERAFEACM
TEBNIERENHERE, m

EFHMENR |, ESEAEACM

ZEEFTERE,

FIETFERASACM L FABRE M
EREEHECERR AR,

2021 3 A3 H

202068 A17 H

2020 3 A4 H

2019 3 A 14 H

2018 4 A 24 B
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