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https://console.aws.amazon.com/amazon-mq/
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¥18 Java MK

# activemg-client.jar M activemqg-pool.jar EXFIBREK Java BHIEE, LU TEHIHE
~ Maven BX pom. xml ERXF I EREER.

<dependencies>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

W activemg-client.jar WEFFME , 5528 Apache ActiveMQ X HH Y5 HERE,

/A Important

HEUTHWSEHARERNGR , EEENEHEESEE - ITHEDHT. YREERR FAERE
EXAHTERRERE) FRELANEEENHEEETRAN EMIBTHE LT,

BYASEEENBEEAR
1. EAREEANGRHEAFELEEERL IMS EEEETR , AR TR

createConnection /A%,

(® Note

HAEAP/SFHRERN | Amazon MQ 2RER{E ActiveMQ Web £## & URL , E—
RRAE—EERAFH URL, Bt , Amazon MQ BEEFRBEA G CREMERE , B
BEREP—XRE—BERATNIRE. -1 -2 REBRTEEHES, NEFHMEENR , F
288 Broker Architecture,

HARBBAHERS  SUUAFEARXERAREREENERIE K,

HER 2 1 # Java EARNERIBHRERERX


http://activemq.apache.org/initial-configuration.html
http://activemq.apache.org/failover-transport-reference.html
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);

pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

(® Note
AEEEEE—2EMEH PooledConnectionFactory ¥, MEHEFHMENR , FSE —
EERERER,

2. BIMT/EMEE., &5 MyQueue MITHIMARLEESE,

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue('"MyQueue");

// Create a producer from the session to the queue.
final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

HER 2 1 # Java EARNERIBHRERERX 11
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3. BYFAEFE "Hello from Amazon MQ!" , REBEFAL.

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

4. BREEE.

producer.close();
producerSession.close();
producerConnection.close();

BYASHEENERAS

1. FRAREBEERANFREAAERLEEEEY JMS EETLR , REY T createConnection 7
Eo

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(® Note
FAEHEETEMA PooledConnectionFactory 5. MEFMEN , F2H —&F
FEHERERE,

2. BEVTIHEREE. 55 MyQueue fFIIMARHEEE,

HER 2 1 # Java EARNERIBHRERERX 12
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// Create a session.
final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue('"MyQueue");

// Create a message consumer from the session to the queue.

final MessageConsumer consumer =
consumerSession.createConsumer(consumerDestination);

3. HHBEFHAE , YEASSEREWAS.

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.

final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

(® Note
B2 AWS fEEAARTS (4]70 Amazon SQS) 7 fE |, HEESFEESEERERER,

4. BARAHEE. TIHEBERIER.

consumer.close();
consumerSession.close();
consumerConnection.close();

SER 3. (OE ) EEF AWS Lambda ZheE

AWS Lambda AT LUE#RE] Amazon MQ RERXEFEAREBZHAS. ERBREENERE
Lambda BF | &AI LA S SHRRIRET | HanaHMTEIHJE’JnﬂMszE_iHHﬂﬂ M, BEINEHIRM
et ENRERKERXNAS , L JSON WHENTEREEMEIRE Lambda &H,

RERENEREE Lambda BE
1. #B T3 IAM AEFAFHIEE Lambda EHEHITAE,
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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* mq : DescribeBroker

+ ec2 : CreateNetworkiZ O

» ec2 : DeleteNetwork# QO

» ec2 : DescribeNetwork#Z O

+ ec2 : DescribeSecurity B8

* ec2 : DescribeSubnets

» ec2 : DescribeVpcs

+ FC8%4E CreateLogEfH

. FC8%AE CreateLogE it

« FO8HE:PutLogZEH

- WEBKHE FE GetSecret

® Note
BRELEN IAM FFA |, B EBUEEER IR Amazon MQ &R BEEGC #.

2. (BR) MRZEBURELAUFERMNRERER K SBXEHMTTHES —BEE | UAH
Lambda EHE T ERE :

- ABELRTRERERE—E NAT BE, MFEFMER , 52680 AWS Lambda REASEEYF
B9 VPC 1% 4R B S0 9 48 PR 4R B A AR 3% 17 B

« £/ VPC i% B2 3 Amazon Virtual Private Cloud (Amazon VPC) &2 Lambda 2 F#ER, &
#9 Amazon VPC A Eix th % EE#EE| AWS Security Token Service (AWS STS) ## Secrets
Manager i %, MEFMER , 520 AWS Lambda B A EREEHMERE Lambda BN E
VPC i 3,

3. ffM AWS Management Console , ¥ Lambda HESGEHNREBEXNREEBEHRR, EaTLL

fffcreate-event-source-mapping AWS Command Line Interface ¥ %,

4. B lLambda HEmE —LERNE , LEERAEBEXERANIALE ., SHRFEMRFFEEM Lambda
ABICRAREREZRNSIZBER, LLTE Amazon MQ for ActiveMQ {7518 Lambda Z & &4,

(® Note
EMHEH|F |, testQueue BRIFHINBERE,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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"eventSource": "aws:amq",

"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",

"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType": "jms/text-message",
"data": "QUIDOkFBQUE=",
"connectionId": "myJMSCoID",
"redelivered": false,
"destination": {
"physicalname": "testQueue"
1,
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerQutTime": 1598827811959
1,
{
"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message",
"data": "3DTOOW7crj51lprgVLQaGQ82S48k=",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {
"physicalname": "testQueue"
1,
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerQutTime": 1598827811959

SER 3. (WIE ) EHEE AWS Lambda ThEE 15



Amazon MQ HBEABER

WMEEREA Amazon MQ E$#ZF Lambda HEFM#EFA. Lambda ¥ Amazon MQ E4RIFEZ EH#
8, LUEREHRREMSSERMEEMERR |, 5528 AWS Lambda BAZ A BiSMT B EFEH Lambda £
Amazon MQs,

HER 4 MREHNRERN

MREFEA Amazon MQ REERN (X BFBRREEFTAR future £A) , REMIERAZER Amazon
MQ MIBREABRER A, AWS

LA g6 R E an{aE A AWS Management Console Rl BR{REEFE R o

1. &A Amazon MQ £ A&,

2. RELABEH | BEUEHELEA (B0, MyBroker) , ARERIZIE [MIBR].
3. 1EMBR MyBroker? | HIFEFHHP , B A , deleteREBEE "M,

MBRAERXAARNER 5 7,

ey B2

BARAGERYREREX., CEARNEEZEHD  YEEANBKRALE K BELTEEAEERUTH
=

+ Creating and configuring a broker (5% €)
- IRENRERENSIZRAE, HTEBEE. CloudWatch i M ERFETE

» Creating and applying broker configurations

 Listing brokers and viewing broker details

o BYNEE ActiveMQ RERRNFERE

» Rebooting a Broker

« £HY Amazon MQ #J CloudWatch $§4&

8t A AR AR ABRET Amazon MQ SEE M Amazon MQ REST API , R#ETE)E# ZE Amazon
MQs,

SER 4 BBREHRERR 16


https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-documentation-history.html#enginetutorialbestpracticesredirect
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
https://docs.aws.amazon.com/amazon-mq/latest/migration-guide/
https://docs.aws.amazon.com/amazon-mq/latest/migration-guide/
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B IHERE RabbitMQ KEER

KERENXRE Amazon MQ E#THAERRERNIRKE, ER Amazon MQ WEFXEEER, X
BREAFTEEER (m5. t3) MA/D (large. micro) WEMRBARRERENBTHEEBEE (4
# , mq.m5.large)o

e

« SER 1. &3 RabbitMQ REREZR

- B2 B IWWMBEAEXNEEIEHREEX

- B3 (ALE) E#EE AWS Lambda Zh&gE

- FR 4 RBREHNKEER

- RIBESR

FER 1 : B RabbitMQ REREX

F—EHKRERN Amazon MQ FEREIREREN., THEHHERMAER AWS Management
Console 23 &7 Broker,

1. &A Amazon MQ £ &,

2. 7 Select engine (ZE5|2) EEH , i##F RabbitMQ , REIEIE Next (T—2H),

3. 7 Select deployment mode ((ZEEFEE ) EE L , #EE Deployment mode (FREHE) , Bl
#n , Cluster deployment (RE&EZFE) , ARIERE Next (T —FER),

- BE—#TEEARERENXRH Network Load Balancer (NLB) & T #Y — & 0] A [E 35 19 — B R 1252
K. REEXSEENEMAERNLR Amazon EBS fiFHBEEETENA. MEFMEN ,
w2 E-HITERLERER,

« RabbitMQ cluster deployment for high availability (32 o] B4 RabbitMQ £E£IE) 2
Network Load Balancer & H# =18 RabbitMQ REEERE M EE S , SESHHEAEAR
., 175, URBZETAREE (AZ) W BXMRE, MEFHENR , F28 s TAMNEES
£,

4. 1£ Configure settings (#1758 E) E MM Details (FEAHEN) BERHF , BT T EE

a. WAREEXER.

B WIEHEZE RabbitMQ RIEFER 17


https://console.aws.amazon.com/amazon-mq/
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/A Important

ANERERXNBBHRNABASSEEEF PI) AEMEZRBRAEA. REBEEX
BBA AWS HHA AR IFEY , @4E CloudWatch 2818, RERXEBTEARTA
BHHBESR.

b. BIEREERAHTEEER (HIW , mg.m5.large), MEFMEF , 5528 Broker instance
types.

® Note

FEMEREME BRERM TEUA CloudWatch SN ERBEER PR EZIAZEIE,
MREBERELRAEENER TEIFSE RabbitMQ KERER |, BIX4EREE Virtual
Private Cloud (VPC) Y EZ £ FHERTFHAERER,

5. 1£ Configure settings (#1T5%E) EMEHAY RabbitMQ access (RabbitmQ FH) B L , 12t
Username (£ & &) M Password (). UTRFBEBANRRKEBEXNEARR :

- FREEBRKIERET L. BITHR., ABANER (-. ). LEFSIEEMERETE (~) F
JTo Amazon MQ I/ quest EREREER.
- BBMSEELE 12@BF . SEEL 4 A —F o, MAFBSIEER. BHRIEFR (=)o

/A Important

AAEREEXERAERBTRNABASDBELEF Pl) AEAERERBRAET. KERE
ANEAERBEY AWS HEMRHEFE , B4 CloudWatch iLskiE, RERAEAERR
TEARLERBEBRER,

6. EET_*JFO
7. £ Review and create (REMEN) EE L , B LURREHNZEER , ARETEHRECH,
8. IEIE Create broker (BIREER),

E Amazon MQ B BN ERXEK , EEHR Creation in progress (IETEZ 1) AREE,

BYREEAKRNWEE 15 7iE,
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MRINEEIREBREXE , Amazon MQ 8~ Running (1TH) AR&E,

MyBroker Running Single-instance broker mg.mb5.large

9. #E#EMyBroker.

fEMyBrokerHEHR "Connects BB , 2 TREEXH RabbitMQ Web 12 & URL , iz :

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mg.us-west-2.amazonaws.com

A BETREEZXNZ S AMQP i, LTEH amqps WmEABEERENEEE 5671 8
#i51,

amgps://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.amazonaws.com:5671

SR 2 & JIVM EEARNERIEHRERERN

E1I RabbitMQ REREX#E , B LSERAEXNERIT, TE'J%'@'JT_\?!IM_HEFH RabbitMQ Java A
FimE{EEZVRAERANER. BIUTIUREEAL, S #EHSEES EN RabbitMQ A
FiniE NERELRE RabbitMQ REER. WFEXERN RabbitMQ AFREXNENFHER , F2H
RabbitMQ A FmiE XN EMEZAESIE,

B RF

(® Note

TIHESREEARNERE L AFRMERNER T2 RabbitMQ REREX. MREEERE
VEALNAERMENAERER | AIRBBELSER,

A VPC Bt

EERRRERXTUE VPC RFE , B4ERA enableDnsHostnames Fl enableDnsSupport
VPC B, MEFMER , 5528 (Amazon VPC FRERE) T VPC F#J DNS Support,
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https://www.rabbitmq.com/management.html
https://www.rabbitmq.com/connections.html
https://www.rabbitmq.com/java-client.html
https://www.rabbitmq.com/java-client.html
https://www.rabbitmq.com/devtools.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
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R R BN ERR

1. &A Amazon MQ £ A&,

2. RRLEATIRH , BELKLKLANETE (Hl0, MyBroker )

3. 7TEMyBrokerEEM TEMR, EBEH , B TREREN Web A& URL FARESE KB E /Y Azt
MIEREE,

4. 7£ Details (FEHHE ) [EERHY Security and network (Z£E2M3) T , BELNZLHERER
2

FEENE R EC2 & XRIXM Security Groups (Z£&4) BEM.
5. RELHABFERELNZSHAE,
6. HEHEMNGZTH ,EE Inbound (BA) , A%EE Edit ({REE).

7. 7 Editinbound rules (fREEEARA) HELRP , REELREFRNFE URL im0 #TE R R
(TR RIERR Web 126 T LLEIF),

a. IZZ Add Rule (FT1E#R 8),

b. &¥ Type (FH) , ##F Custom TCP (BE] TCP),

c. &¥ Source (RIR) , & Custom (HF]) RIFEEEUREE , RRWMALRFLEREMHTFE Web £12
B R IP bt (Fla0 , 192.0.2.1),

d. igj% Save (ﬁﬁ)o
ENRERXRECTEZIEANER,

¥18 Java MR

MREFE Apache Maven BEVEE , FEAS A THAKMETIEZE pom. xml R, MFEHE Apache
Maven FERYHERERNFMENR , 5528 POM ET,

<dependency>
<groupId>com.rabbitmg</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>
</dependency>

WMREMEM Gradle BEIRE , FES U THMEKM,

dependencies {

SR 2 8 IVM BEAERAEEICHAERER 20


https://console.aws.amazon.com/amazon-mq/
https://maven.apache.org/guides/introduction/introduction-to-the-pom.html
https://docs.gradle.org/current/userguide/userguide.html
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compile 'com.rabbitmqg:amgp-client:5.9.0'

A Connection 1 Channel %5

RabbitMQ Java i Fif#E A com.rabbitmqg.client EBHTEEEH , M Connection
Channel APl 32 Bk AMQP 0-9-1 EEMNBE, EFEABEA Connection M Channel &
Bl , LA T &P o

import com.rabbitmq.client.Connection;
import com.rabbitmq.client.Channel;

3 ConnectionFactory YWEEFEBHNAEER

FERAUTEH |, EBBEENSEIE ConnectionFactory HAIMWHTEEE, £/ setHost HER
RELHELRTHWREEN RS, HR AMQPS ZIEBHRELR, FHEEE 5671,

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

GEEIYSS S

O fE A Channel.basicPublish AR EMEREE, THEHIFER AMQP Builder FHIZREE
BEERBER plain/text WAEBHHR,

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
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new AMQP.BasicProperties.Builder()
.contentType("text/plain")
.userId("userId")
.build(),
messageBodyBytes);

® Note
#mEE , BasicProperties R HEIEEMISE AR AMQP KRB,

A BT 5 L ER S
BT LAER Consumer SRE , FHFTEFIIRERALS, FTRER , ASMEEXERBBHES.

E/E Consumer E’ﬂ%%ﬁﬁiﬁ%ﬁﬁﬁ F#85l DefaultConsumer, DefaultConsumer Y& AES
basicConsume FEIYHY —EB 5 REIE , LLRREFTE , MLA T & HIFT o

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
1)
@ Note

RAAEZMIEE T autoAck = false , BIXLEFRUEIEZE Consumer WAAE , RHEE
handleDelivery A #ET , MEHIFT R
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B3 BA S8 Y SE 4R 3 o BT A IR A2 SRV E AR

A7 HETE RabbitMQ AR AKELR , FEAABEENER , W T EA T

channel.close();
conn.close();

(® Note

MFAEA RabbitMQ Java A SiniE XNENFER , FS B RabbitMQ Java A Fix API #5
[

S 3. (AH#E ) EEF AWS Lambda IhsE

AWS Lambda AT LUE#RE] Amazon MQ REBRXAEFEARBEZNAS. ESBREERNERE
Lambda B |, SSAI BB ESHRRME , ESEBEEUTHIHR A %jtﬂ*ﬁuu}ﬂrﬂ%o S&FE ST S SRR AR
HesitBEBRREREEIMNAL | T JSON NS HEHRSE Lambda &E,

HRERENEEET Lambda BHE
1. T3 IAM AEFAFHEE Lambda BEEHITAE,

* mq : DescribeBroker

* ec2 : CreateNetworkInterface

» ec2 : DeleteNetworkInterface

» ec2 : DescribeNetworklInterfaces

» ec2 : DescribeSecurityGroups

» ec2 : DescribeSubnets

» ec2 : DescribeVpcs

- B& : CreateLogGroup

« H& : CreateLogStream

H& : PutLogEvents
E IR -GetSecretValue
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https://www.rabbitmq.com/api-guide.html
https://www.rabbitmq.com/api-guide.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
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® Note
BRELEN IAM FFA |, B EBUEEER IR Amazon MQ &R BEEGC #.

2. (BR) MRZBEBURELAUFERMANRERER K SBXEAHMTTHES —BEE | UAH
Lambda EHEFERE :

- REBELMHTFEERE—E NAT B8, NFEFMER , F2H AWS Lambda B A SEFEF
B9 VPC 1% 4R B 20 9 48 PR 4R B A AR 3% 17 B

- £/ VPC % B Amazon Virtual Private Cloud (Amazon VPC) B2 Lambda 2 F#ER. &
#9 Amazon VPC A Eix th % EE#EZE| AWS Security Token Service (AWS STS) ## Secrets
Manager %, MEFMER , 520 AWS Lambda B A EREEHHERE Lambda B R H
VPC i 3,

3. ffM AWS Management Console , ¥ Lambda HESGEHNREBEXNREEBEHRR, EaTLL
fffcreate-event-source-mapping AWS Command Line Interface ¥+,

4. B lLambda HEmE —LERNE , LEERAEBEXRANIALE ., SHRFEMRFFEEM Lambda
ABHICRAREREZRNSIZBER, LLTE Amazon MQ for RabbitMQ {1751# Lambda & &5l

(® Note

HEEHH | test RIFHINERE , / REEREBRTHENERE, BRFAEE  EHRFESE
test::/ BIHIAE,

{
"eventSource": "aws:rmq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{

"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
"headers": {

"headerl": {
"bytes": [
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
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118,
97,
108,
117,
101,
49

]

I
"header2": {
"bytes": [
118,
97,
108,
117,
101,
50
]
I
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80
},
"redelivered": false,
"data": "eyJ0aWllb3VOIjowLCIkYXRhIjoiQlpybWYwR3c4T3YQYNnFMUXhENEUifQ=="

SER 3. (WIE ) EHEE AWS Lambda ThEE
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WMEEREA Amazon MQ E$#ZF Lambda HEFM#EFA. Lambda ¥ Amazon MQ E4RIFEZ EH#
8, LUEREHRREMSSERMEEMERR |, 5528 AWS Lambda BAZ A BiSMT B EFEH Lambda £
Amazon MQs,

HER 4 MREHRERK

MREFEA Amazon MQ REERN (X BFRREEFTAR future £A) , REMIERAZER Amazon
MQ MIBREABRER A, AWS

LA #8461 = 88 204l £ - AWS Management Console Rl BR A ERE R,

1. & A Amazon MQ A,
2. RRMLABEH | BEUEHRIEA (B0, MyBroker) , REEE MR,
3. TEMMER MyBroker? 1 HIFEFRF , #BA |, deleteRREE "MIERL -

MBRAERXARNER 5 7,

ey B2

BREEEVAEREN, SKEARXERERED  YEEENERAE , BELETEREEHUTE
(=

- mENEENXSIZERAE, HITEBERE, CloudWatch iBs MR R IFRE

Listing brokers and viewing broker details

BIAMEE ActiveMQ REEXFERE

Rebooting a Broker

77HX Amazon MQ KJ CloudWatch 154

R T B AEAREST Amazon MQ SEEHH Amazon MQ REST API , R#%EET2)ERE Amazon
MQs,
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&I Amazon MQ REER

ETIEEHD , B KRB EENERE Amazon MQ REREXNIER.
£

o #EE Amazon MQ KERER

« F#k Amazon MQ REEX 5| ZiRA

- REEXRE

« 5 Amazon MQ REEXMBEREEXFHER
- ERELHRERMENERATHFERRERER Web 125
- EFE Amazon MQ REER

+ MBX Amazon MQ REEX

- B Amazon MQ REEFHRE

- FITERER

- FEic BR

HEE Amazon MQ RIERER

Amazon MQ EEHIHASNERANER. FERRICIZERRIITHE. HENSESESERF
B, E&ZAREFHER/N G, REHHFASREEXENRENE. S, MREERRAEERES
ZirAFAR  IBEREBEREAATERER | Amazon MQ BET —EHEN#BRREREE,

BERERRBENERERRISE BSLENEZETAES A2 BEEESTAMNRKERXE
EENX, RBENKRERXSIZEE | Amazon MQ R T BRI FHEHHEER,

« Amazon MQ for ActiveMQ — Amazon MQ for ActiveMQ IBtERA d /5 S8 |, LUIES ST AN,
EERAF/FHERXF , Amazon MQ —XEIT—EHTEENOHEEBRE  UREELE —EHTHE
BRETHAMRE, A, BULUREREEA K AHERR>BERBEER,

« Amazon MQ for RabbitMQ — Amazon MQ for RabbitMQ 2#EEHE , UESSTHAME. EHEI
E , Amazon MQ EHTHEBRE (—X—EHE) , " EREFZESMEBTHRHOEE.

WF Amazon MQ EBHNREEKFMAES , UEARKEEX THBREPBN 2 RERIT  F2
B T 334 R B RIRAE T 5| B R AL,
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« the section called “Amazon MQ for ActiveMQ H{EE#”

« the section called “Amazon MQ for RabbitMQ R{EEE"

BUNLGFESBREEENRKEET —XEE K KSIFEM/NE, EFREMRE Amazon MQ Y #EEE
FEESFRENMBEB R,

BONEE-REURERXBICHERR  IKEEMREEARERE, THEERAREH
AWS Management Console, AWS CLIF] Amazon MQ AP| FAZRBREXHERFE,

ES]
- AEREEAHERERE

ABERERENEERR

EEENNHEREREB , Amazon MQ BBTEMEETHNEE | INBEBRERETHK. EERE
RIBEXHERFER AWS Management Console , A LAfEEA AWS CLI, = Amazon MQ API,

/A Important

BRESREEANERREAZAET — B ENERRRIIRZ MK, Amazon MQ BE
AR E#ERGERARNRE , MEFREENKBNZ2BHEXUREZENERARTSER
SAREE M AER

REEXMEERRTHRER , Amazon MQ EERRE , BEET —EEZRRBENRARE
o

AERREEAERERRE , TeRENEEXTH%,

AWS Management Console
EEFARRERHERER , 55F A AWS Management Console

1. A Amazon MQ E£# A&,

2. EERIEEHRRED , BIF Brokers (RERN) , ARMBEPEELEAMHRERER,
3. EREERXFHEAEERL , EEZ Edit (WE).

4. 7£ Maintenance (#:8) 2T , 1T T HIE1E,

a. &t¥f Startday (F#hE), R THXBERSRIZFERE , HILBAE,
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b. & ¥ Starttime (FRKE) , EREBHET —ERERAEEFRN —RPNPRMDIE
f5izn 12:00,

® Note
Start time (FREFE) BIEFRER UTC+0 BE,

5. BBHIEMED , RERIBIE Save (7). HBFRSUAFAE,
6. EREERAFMEFAEEM Maintenance widnow (HEERFER) T , R CE TN RFHERE,

AWS CLI
HEEAFABREEAHEERE AWS CLI

1. {8 update-broker CLI tp S MIEE T 5B 8 , W& HIFT T,

« --broker-id - Amazon MQ $t¥IRIEBRXELMNME — ID, ERAILHK
RIEFZERX ARN f#47 1D, #lan , BRERLLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
RIEFREX ID FR b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --maintenance-window-start-time - RETIEBPRHEN S EHEBSERHREFEENS
2,

« DayOfWeek — EHi% | FH T5I5E% : MONDAY| TUESDAY | WEDNESDAY | THURSDAY
| FRIDAY | SATURDAY | SUNDAY

« TimeOfDay — 24 /NEF&EIRI RS,
« TimeZone - (i) BIR/HHH UTC U BHERANWEFE, 7858A UTC,

aws mq update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/
Los_Angeles

2. (EHA) £/ describe-broker CLI #5%5 , LARERR B B 3 E #r#E AT ER.

aws mq describe-broker --broker-id broker-id
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https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
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Amazon MQ API
5/ Amazon MQ APl RAEREBREXHERFE

1. {#H UpdateBroker AP| #4E, 18X broker-id #EBRES 8., T &HIRER us-west-2 i
EFNRERN, MFATA Amazon MQ i FFEER , F28 AWS —#x2E FH Amazon
MQ i 26 M B B8 o

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

EFERAEHFFEM maintenanceWindowStartTime S8 H WeeklyStartTime EiREH,

{

"maintenanceWindowStartTime": {
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles"”,
"timeOfDay": "13:00"
}
}

2. (EEIEM) £ DescribeBrokerAP| fEEEMFBHEBFER SR KU EH. broker-idiEEAKES
8

GET /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

F#k Amazon MQ RERER 5| Z R4

Amazon MQ EEHAFAXENRERX S| ZRHEHFHRERNASIZRE, FHNSIZHRATER
eEHEN, BREE , URAARERXEIZHE,

Amazon MQ RIFEFEEMRAIEFRERKABRASEL , MR, X.Y.Z%E Amazon MQ EEH |
RXREEBRAK, YREXERAK , Y RZREFBREXRARE, EREBRN AL
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« FEMAAER - BEREBEIBRARBEER, HlW0, RRAE 1.0 ARIRAE 2 .0 REHEER
Ao

« REWMAARE — RERENSHENSIBRARHSEREE, S0, RRE 1 AB. 5 5RHA
MESE 1R, 6 WER/REREAR,

NESESEREEASIZRENTENREREAEENFEER , F2HTIEE.

« the section called “MR A< EIE”
« the section called “fRAEE”

BALBERFESRERAARI T EZIIENTE, XREIBHEARE. EERBEBRXERA
FH#REF , Amazon MQ EE#ERRBEKAERAA RIS X BENEHERERRE, MRERFRE
BREREAER , EBFIRNRERAKIEZER | Amazon MQ 8 SN REBEX ARSI T —ERER
o

FHNEBREAABMESERENHERBRABASIEETRIREE 2 RRE,

THEERBUAMFEABRRERNSIZRAR , UREA BBREREFA R,
ES-|
« FEAREIBMRE

- BBABRESIZRA
* BIERAXEITEERR

FEHREIZRE

EEFHEREERNSIBRAFAR AT EEZERXEMRA AWS Management Console , &A1 LL{E A
AWS CLI, 3% Amazon MQ API,

AWS Management Console
{5 A R IBRE XA 51 AR AWS Management Console

1. & A Amazon MQ A,
2. EERIBEEKRD , 1#EZF Brokers (RERER) , ARRBEPRELEALRHNRERES,
3. EREREAFMEENAETEL , BIE Edit (|RE).
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4. 1£ Specifications (J21%) 2 , &% Broker engine version (KRB R 5| ZRA) , R THRNBFES
B IEHTH AR AR

5. BBIEMKI , ARRIEE Schedule modification (HERZ1& ).

6. 1E Schedule broker modifications (HEEXERZXEK) EE L , ¥ When to apply modifications
(ERBRHEHE)  EETIHEP—IE,

o MREHLE Amazon MQ £ N —BHFENHERERTERMAF K , FBIERE After the next reboot
(E N REFRER).

- MRERESHRBREBEERNL ARSI ZBIRAE , 5FEIEFE Immediately (IZED).

/A Important
LHREERNSEENRE REER,

7. 2EF Apply (EA) UEZREEEA,
AWS CLI

E A AR R R RY 51 ZE R4 AWS CLI

1. f£H update-broker CLI tr I IEE FHIS & , MEHIFTF R,

« --broker-id - Amazon MQ $t¥IRIEBRXELENME — ID, EAILHR
RIEFZERX ARN f#47 1D, #lan , BRERLLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
RIEFREX ID FR b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --engine-version - EABENRER N 5| BRI,

aws mq update-broker --broker-id broker-id --engine-version version-number

2. (BA) MREEILEARZSIZRA , FBEMA reboot-broker CLI s S EF B R EREN,

aws mqg reboot-broker --broker-id broker-id

MREFBIUNEFRBAEEXNLERAEE , Amazon MQ B T —EHFE MR R HIB AR
REREN,
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/A Important
L REERNSEENRE REER,

Amazon MQ API

£/ Amazon MQ API| FHRAERZKXAY 51 BAMRA

1.

£ UpdateBroker AP| 1€, ¥87E broker-id EBBRESH, THEHIMRER us-west-2 it
EFHRERN. WFATA Amazon MQ i FFEER , F28 AWS —#k22E F 8 Amazon
MQ U B B RE

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

EBERABHFEH engineVersion , UIEEEABERBERXRARE.

{

"engineVersion": "engine-version-number"

}

(EBEM) MREEBETENAKSIZBRA |, 586EA RebootBrokerAPl EEFH B REEN,
broker-idiEEAKEZH,

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

NREFBUNEFTBREREXLEAEE , Amazon MQ BE T —BEHFENHERRBB AR
REREN,
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/A Important
L REERNSEENRE REER,

BB AR E 5| B A

BRI URHRAREE - REUREERE , IR EEXRYRE , AREEIXRABEBXRER
AKAK, ZEHABRERERERD auto XEBIRAF#K AWS Management Console , &R LAEA AWS
CLI. = Amazon MQ API,

AWS Management Console
EEZRABEREREFAE , FEFEA AWS Management Console

1. %A Amazon MQ £#4&,

2. EEfIBEEKTP , iEFE Brokers (RERER) , AR BEEHPRELEARHREER,
3. EREEXFMAEFAEHL , EE Edit (fRE8).
4

£ Maintenance (#%) 2 T , 122 Enable automatic minor version upgrades (B B B/X ERRAK
FiR)o

® Note
MREFBRUEE  BFLEFEEETEHAEE,

5. EEHEMEKIH Save ().

AWS CLI

HREBMEBEBRERSFAHK AWS CLI, FEAEFNE CLI s HEIBE T IS H,

« --broker-id - Amazon MQ $t¥IRIEBRXELEMNME — ID, EAILHR
RIEFZERX ARN f#47 1D, Flan , BRERLLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
RIEFREX ID FR b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --auto-minor-version-upgrade - B A BEXRBERARFRIRIE,
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aws mq update-broker --broker-id broker-id --auto-minor-version-upgrade

MREVEARBEXEAEBBREREHAE , FFEMA --no-auto-minor-version-upgrade 2
8

Amazon MQ API

= EEB Amazon MQ API BUA B BIXEMRAF R , A UpdateBrokerAPI #4E, $E7E broker-
id EARRSE, THEHRER us-west-2 tHEFHWREEN, WETTH Amazon MQ i BBy 5
B, B2E AWS — k2 E i Amazon MQ if B M BLEE,

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

EFERABHTFEH autoMinorVersionUpgrade B , AR B BIHX BERMRAF K.

{
"autoMinorVersionUpgrade": "true"
}
MREREAREBEEXNEABDRERAEAFAR , FEBREHPHRE
"autoMinorVersionUpgrade": "false",

BIBMRAXEITERER

Amazon MQ JRAK It X ETEESBEANERERR I BRAMBERILEXE, E5I8BRAKIERE
B¥ , Amazon MQ 2 BB RA LWAMIEREEXEHAT —ETHARA. Amazon MQ 7£ 5| R4
RIETEREDRM 90 XEEH,

EZEREMAZEBITEE , FSHE222EAR ActiveMQ B Amazon MQ FiE AR RabbitMQ 22?7
Amazon MQ,

RERENARE

MRESHEHAERXN BB, T&RIIH Amazon MQ KREEXWMRE.
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Amazon MQ AR
A API iR
B CREATION_FAILED mEEVAEREN,
EHEEYT CREATION_IN_PROGRESS Bl EEEVYRERR,
IETEMIER DELETION_IN_PROGRESS B B EfE MR EEN,
EEEHRE REBOOT_IN_PROGRESS B el EEEHRMECERER,
AT RUNNING RERX TEE,
EHITHEREIME CRITICAL_ACTION_RE REEXEEHT , BERE

QUIRED

fRARRE | FE I BNEREENE,
&) LAE the section called
‘WREZE - EHITH Amazon
MQ EER I B FEFERE
BENRE , UKRBIBREE
HEREA,

5 Amazon MQ REREXA MR RERXFHER

E&FR Amazon MQ BYREREXK , BURFANVEE 15 5.

LA IR R an{aE A AWS Management Console , 5 B fiEE A EHREBRER , REZKEER

=REEFE.

FIHAEREANRGEAERFHER

1. & A Amazon MQ Fi##4&.

5 i B Bl B SRR ERER,

HHAERXNBREAEEFHER
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SECEEXHEERTIER

- BH

+ Creation (23) HHf

b b
L] Hj( HEe
0N

+ Deployment mode (EBEHE )

- BTEEEE
BELNREEXERE,

¥ ActiveMQ RIEETE |, £ MyBroke HH L , @B REALHRERNRE

) :

Details

ARN Info

arn:aws:mq:us-west-2:123878009876:broker:MyBroker:b-2f91ed40-de60-40b2-9141-ddce16cb0a0f

Specifications
Broker status
Running

Broker name
MyBroker

Broker instance type Info

mg.m5.large

Deployment mode Info

Active/standby broker

Storage type Info

Amazon Elastic File System

Broker engine Info
ActiveMQ

Broker engine version
5.15.12

Configuration

Configuration name

MyBroker-configuration

Configuration revision

Revision 1 - Auto-generated default for
MyBroker-configuration on ActiveMQ 5.15.12

CloudWatch Logs

General
Disabled - Logs [4

Audit
Disabled - Logs [4

Security and network

VPC Info
vpc-286¢basb [4

Subnet(s) Info

subnet-4388bbo8 [
subnet-7942b82g [4

Security group(s) Info
sg-1abc5867 [4

Public accessibility Infe

Yes

IP Addresses

53.208.204.167
46.290.203.267

Amazon MQ AR
Brokers (3) info Create brokers
Q 1 &
Name A Creation time (Local) v Status ¢ Broker engine v Deployment mode v Instance type v
MyBroker Oct 27, 2020 9:39 AM Running ActiveMQ Active/standby broker mg.mb5.large
MyBroker2 Oct 27, 2020 9:40 AM Running RabbitMQ Single-instance broker mg.mb5.large
MyBroker3 Oct 27, 2020 9:38 AM Running RabbitMQ Cluster deployment mg.mb5.large

# Details (F¥#i&

Maintenance

Automatic minor version upgrade

Yes

Maintenance window
Saturday 19:00 - 21:00 UTC

# A Amazon MQ for RabbitMQ RIBR2, , B A LLE MyBroker2 BEEHRY Details (FEHEF) EK
TREMENEE , M TAR.

HHAERXNBREAEEFHER
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Details
ARN Info Broker instance type Info Security and network
arn:aws:mq:us-west-2:123413139898:broker:MyBroker2:b- ma.mb5.large

751396a6-e097-4e7f-85e4-de98a5598869 Broker engine version

Broker name 386

MyBroker2 Cloudwatch Logs
Broker status Disabled - Logs [4
Running Maintenance

Creation time

Oct 27, 2020 9:40 AM Automatic minor version upgrade

Yes
Broker engine Info

RabbitMQ Maintenance window

Tuesday 18:00 - 20:00 UTC
Deployment mode Info

Single-instance broker

£ Details (F¥fHl &) BB TEERUTER !

VPC Info
vpc-111ccash [4

Subnet(s) Info
subnet-8vr11jn8 [4

Public accessibility Info

Yes

+ 7£ Connections (IB#R) BEF , &¥ Amazon MQ for ActiveMQ REBRER , R Web XA

URL F#R ¥ 18 5 15 1 Ui 3 o

Connections

Access your queues and topics and connect your application to the broker. If you disable public accessibility for your broker, your endpoints are reachable enly within a VPC.

Enable connections to your broker

To be able to access your broker's ActiveMQ Web Console URL or wire-level protecol endpoints, you must configure one of your security groups to allow inbound traffic. Detailed instructions

ActiveMQ Web Console

In an active/standby deployment, only one of the ActiveMQ Web Console URLS is active at a time.
https://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mg.us-west-2.amazonaws.com:8162
https://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:8162

Endpoints

In an active/standby deployment, only one of the endpoints in each pair is active at a time. You can allow your application to establish connection to either endpoint by using the ActiveMQ Failover Transport.

OpenWire ssl://b-2f91ed40-de60-40b2-9141-ddce 16¢b0a0f-1.mq.us-west-2.amazonaws.com:61617
ssl://b-2f91ed40-de60-40b2-9141-ddce 16cb0a0f-2.mq.us-west-2.amazonaws.com:61617

AMQP amgp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mg.us-west-2.amazonaws.com:5671
amqp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:5671

STOMP stomp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mq.us-west-2.amazonaws.com:61614
stomp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0alf-2.mq.us-west-2.amazonaws.com:61614

MQTT maqtt+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mq.us-west-2.amazonaws.com:8883
mgtt+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:8883

WSS wss://b-2f91ed40-de60-40b2-9141-ddce 16cb0a0f-1.mq.us-west-2.amazonaws.com:61619
wss://b-2f91ed40-de60-40b2-9141-ddce 16cb0a0f-2.mq.us-west-2.amazonaws.com:61619

7 Connections (E4R) EBEH , ¥ Amazon MQ for RabbitMQ LIEFE
URL flZ £ AMQP %2,

Copy failover string (Java)

Copy failover string (Java)

Copy failover string (Java)

Copy failover string (Java)

Copy failover string (Java)

, BER Web £# A&

HHAERXNBREAEEFHER
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Connections
Access your queues and exchanges and connect your application to the broker. If you disable public accessibility for your broker, your endpoints are reachable only within a VPC.

RabbitMQ web console

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mqg.us-west-2.amazonaws.com

Endpoints
Name URL
AMQP amgqps://b-c8349341-ec91-4a78-ad9¢-a57f23f235bb.mq.us-west-2.amazonaws.com:5671

. §¥ Amazon MQ for ActiveMQ RIEBFER , 1 Users (EA &) B+ , B REREREHEB
WERE

/A Important

Amazon MQ for RabbitMQ XX X EFEIB AWS Management Console
Amazon MQ API| EBEFE,

ERBELFEFIENER T FIRRERER Web 12

NREFAREREANLFEFIRY  BL4EAT TSR , TRFIRERENN Web E248,

® Note
VPC MIZ&EENZBEUATEHEEN,

TERMRAF
EEHTTISH , EAARETHER

. VPC
- RERBRAEFER Amazon MQ REERXEEZHFH VPC , £4 private-vpco
- Bl VPC EERMBEREE , &4 public-vpc,

- EMME VPC HEEL (Hltn , £H VPC HEEHE) , LMELHE VPC Y Amazon EC2 #{TEE
AJEEFAE VPC K EC2 #i{TEEENR.

- MREHER VPC HEEE |, AIXEREME VPC BB BRRES I HBFEREM.

ERBLANERERNESR FFRREER Web XA —


https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html

Amazon MQ LESC T
- REEE

« B3 Amazon MQ RERXFTANZLEHE , 84 private-sg.

« public-vpc VPC AR EC2 HTEBMNE_EZ£E#H , 4 public-sg.

« private-sqg ABAHFRHE public-sg WEANER, RAESESLHEZLSEERSAS ActiveMQ
RYE$EIE 8162 , LAK RabbitMQ HYEEZIE 443,

* public-sg AR REBEREE 22 FHBHENER,

ERALRERENER TFRAREELXN Web 24

1. 1E public-vpc HEII Linux EC2 #{T{ER (X EK , EELE IP),

2. FERIREERMIE VPC , FEUEE EC2 HTEBMN sshER , AERFEM curl wHERK
EREXK URI BE.

3. WREMHESE  EALESRERNEE , IRFALHE EC2 HTEER IP it E EC2 HITERE
Y ssh @&, i :

ssh -i ~/.ssh/id_rsa -N -C -q -f -D 8080 ec2-user@203.0.113.0

eSO EERERARR.
4, EEMMEBLTEKRERFIR , 6120 FoxyProxy.
5. FAUTHRERRELNKEAFR
- SFERIEEA | {8%F SOCKSS5,
« HRIP ik, DNS BRHMM@MRERER , $E localhosto
- HRERERE | 15T 8080,
- BERRMEARBR URL B,
- #¥ URL =X |, #§% *.mq. *.amazonaws . com*
o STENEREE |, BT HTTP(S).

BAGHRIERFIRE , B IE#EE E7FE Web 124,

BEENE Amazon MQ RIEBRER

HERFAEEAEREREX , BUUEFRBREREN,

ERBLRFRMENERATERRERERN Web X245 40
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® Note
MREN ActiveMQ RERABEEE , B UG CERRE , AR EREER,

LA g4 R & an{al £ F§ AWS Management Console RE# B & Amazon MQ RERE.
B HE Amazon MQ RERER

1. %A Amazon MQ A&,
2. #RRERNNBEYS  BELSNRKEREXERE (Bl , MyBroker),
3. 1 MyBroker EH , i#IE Actions (E1#E). Reboot broker (EfTR B EREX),

/A Important

E-TERAEESEENRBDERER. EEAEEXRUER , BESEHNEE—
EXEE,

Actions ¥ H Edit ‘

View CloudWatch metrics

Roll back to the last configuration

Reboot broker

Delete broker

4. 7£ Reboot broker (EFMABIRIERER) HFFEHRTP |, 1#1F Reboot (EFEFEHE).

ENMBREEXAANTE S 2E, IREFRBHISHTERBANEE  ARETIIREBRKX
MARERENX LHT  REMRBEFJREEEERNERE.

B Amazon MQ REZR

MREZEFEA Amazon MQ REER ( AERFEREFTANEREAT ) , REFHNHCERRE Amazon
MQ R F LA BR SABR AR AWS B AR

LA €461~ & an{al £ - AWS Management Console M BR R IEFE .
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fE& Amazon MQ IR

1. & A Amazon MQ £ A,
2. RAREBRENBE  EEUEHRERRN (Flan MyBroker) , AR&RIEIZE Delete (MHIBR)o
3. 7t Delete MyBroker? (fHiEx MyBroker?) $5EARH , WA delete , R&EEIE Delete (MER).

MBRAERAARNER 5 7,

EIE Amazon MQ REZRXERE

HEIEREEXNMARE. BUNEERVEMAERXCEVEARE, AR SAEERERE
—RSEREERX,

Amazon MQ IR A RE A fpiB Hf

HERRIZETMREL ActiveMQ EAEETEE K FEUNEALSE, EEEHEE  SELASST A
ERRYAETRBAEREN, IFESHMBER , 52K Amazon MQ REREXEREL B,

TERAMEREmBR,

/A Important

T—EFENEZRRRSHERENNE, MRREEXET —EEN#HERBR I ERK
B, ASEENRBREARE,

Bk Amazon MQ KERER 42
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Make changes

Pending changes

Wait No wait

(Default)

Changes will be
applied
immediately

Changes will be
applied after next
reboot

Broker Broker
rebooted rebooted

e & Changes applied [ o

$H¥ ActiveMQ |, #HREEA XML #3X (FELUR ActiveMQ B activemqg.xml EX) BE8EKREERN
FIERRE. MEFEEY. EANGEE ActiveMQ REEXHENFHEF , 5528 Creating and applying
broker configurations.

£ ¥ RabbitMQ , fAREfE A Cuttlefish KRB BEREBEXNAMERE. WFEEMY. ERANRE
RabbitMQ REENEEMEFMER , 52 Creating and applying broker configurations,

HITEREE

REBEXNHNTEEER (m5, t3) MK/ (large, micro) WEHRERREBEBTEEEDR (H
W, mg.m5.large), FHRINEBEZENSIZEA AN Amazon MQ REEXHTEBER,

xR
» Amazon MQ for ActiveMQ #1T{EE& & A

YT ERER 43
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« Amazon MQ for RabbitMQ ¥ 17 {E g& ¥g 8¢

Amazon MQ for ActiveMQ ¥ 1T {EIf8 X5 5

/A Important
& R gER% Amazon EBS #8. mq.m5 REERXNSTEBERRIIGER. nEFMAEN , F2E6
Storage.
BiTERER vCPU iC =88 (GiB) HBEE B BEEA
mq.t2.micro 1 1 = SR
mq.t3.micro 2 1 ® aFAd
mq.m4.large 2 8 bliiles £E
mq.m5.large 2 8 = £E
mq.m5.x1a 4 16 = £E
rge
mq.m5.2x1 8 32 =
arge
mg.m5.4x1 16 64 =)
arge

NEEREZENFHNEN K F2RAREENEEEERNAEREAATEEREL,

Amazon MQ for RabbitMQ 17 {Eg& ¥5 7Y

/A Important
BAERREREXME mg.m5. FTEBERREE ng. t3.micro HITEREE,

Amazon MQ for ActiveMQ #1{T{EI 2 35 7 44
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T EEER vCPU L= (GiB) HBBE W EE EdEESY]
mq.t3.micro 2 1 = AT
/A Important

mqg.t3.mic
ro #17
EgEE
FREE
£HE.

mq.m5.large 2 8 = £E

mq.m5.x1a 4 16 = £E

rge

mq.m5.2x1 8 32 =

arge

mq.m5.4x1 16 64 =

arge

B EIR

Amazon MQ XEERER , AHBEERKADE. BANEBRRTERIBRERNFMEN , K
AEMEER,

£

- EITERUDBEAE

- £ Amazon MQ FEEFEEER

- £/ Amazon MQ API BiEREITEE
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ﬁ EL D EEEEZF

%E%E*ﬂ%gﬁk‘ Amazon MQ BJR , XD E KA , BB EENRRREBNERXANEENA

. ERBAEMEARERNAR , ERYEALHEN. BUUERARED BERREEEN AWS 1RE |
LX&HR‘“QEE’JEJZZM*EO B RIEEM , FFREMEE AWS IRFIRE | UM ARRRSIRNRE. WF
AEEF , F2E AWS Billing EAEEERNRES A RAT RS

Blan | AL EERER | RAKRKAESOH Amazon MQ EIREY AR

BiR &8 2E

Cost Center 34567
Brokerl

Stack Production

Cost Center 34567
Broker?2

Stack Production

Cost Center 12345
Broker3

Stack Development

EERLHGE  TREEE —ERAFORUTHBREIBENMECEREXBAR B , XEATEIK
Ao ERBERFLIHEBENAERR.

£ Amazon MQ = AEHFEEER
AERNEZEHR

Amazon MQ AIREERVERKAEMN ERE, ErILEH B S IEHRE Amazon MQ E#£ & FAEMLE
&R, HREMERE,

REEMHHAERARGTEER

1. 1% Create a broker (B2 XEREX) HHE , i#IF Additional settings (EMEZE).
2. 1£ Tags (B%) & , i#IF Add tag (FTIEER).
3. EA Key (%5|8) # Value ({8) ¥4,

EATER U2 B KA 46
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Tags - optional

You can add tags to describe your broker. A tag consists of a case-sensitive key-value pair. Learn more E

Key Value - optional

4. (ER)#E#E Add tag (FTEER) , RACHRKERZX N L ZEER.
5. i&fE Create broker (BIREER),

TER S AHRERF I EEH -

1. 1% Create configuration (23 #H7E) HME , & Advanced (EFE).

£ Create configuration (B #H58) EEM (Tags) EEH , ##F Add tag (FTEER).
A Key (R5|8) # Value ({B) ¥4,

(EM) 1B Add tag (FTIEER) , RALHNEEN L ZESR.

i#1Z Create configuration (B3I HRE),

o & 0N

REEEERFERNVER

Amazon MQ AJZE&EE Amazon MQ EZEATRENEEERMNER, EREEEAERNEFEAEAET
HHEEEE 6 SUUEEENERNER, EEHRE Amazon MQ ERNESR :

1. 7£ Amazon MQ E#ZAHEMAEREXSHERE,

# Tags (BRE) B+ , RERERNREER.

2. FEMESEERANER , FF1EE Edit (JRE) (I Create tag (BRI ER) - MR LZIEHRENE
%)o

3. ENERNER:

- BESUBRFER  BiFEEKey (R58) # Value (1B).

- EEBRABENER , B E1ZE Remove (BRR).

- BEMNIBEE , FiEIF Add tag (FIEER) , REEWA Key (R5I8) M Value ().
4. EH Save (f&1F).

1£ Amazon MQ £ AP EEER 47



Amazon MQ

£ Amazon MQ API EI{ERIETEE

FMBABER

Amazon MQ A Z&F A REST APl RBENEEERNER,

WMEFMES , F2E Amazon MQ REST API £,

i Amazon MQ AP| BERETE R 48


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html
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£ Amazon MQ to ActiveMQ

Amazon MQ A BZRARESLERNEENRFEREBRBEVASRERER. BUUEARA AWS
Management Console., Amazon MQ REST API 5% AWS Command Line Interface 3R, EIEFM
BRAERER,

ZREIHIAR ActiveMQ 1 RabbitMQ 5I1ZEA 2 ASRERANEAXRTE, FHATAN Amazon MQ £
HEEAHTERBENRERE , TREHACEEZZENEREZENSE,

ZE T # Amazon MQ REST API , 552 Amazon MQ REST API 2%,

&

ActiveMQ 5|

ActiveMQ %k 28

Amazon MQ for ActiveMQ H{f &
Amazon MQ for ActiveMQ B EIHEREE
Amazon MQ for ActiveMQ A # Bit 58

ActiveMQ 5|2

AEHR ActiveMQ REERIANWEARTE, £HE ActiveMQ REEXEEZENHE, RAREBERENA
RESE |, URREMER Java Message Service (JMS) B EEE S,

&

- EXE

- REENES

« Amazon MQ for ActiveMQ K EZ S 4H 58

- &1 Amazon MQ for ActiveMQ 5| A

- BE A Java Message Service (JMS) B ActiveMQ HiE /&l

EXRgxTHE
KEEN T ## Amazon MQ L ActiveMQ FREMN EEH S,

ES |

ActiveMQ 3|2 49
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Amazon MQ HEABE

M

. fEER
. BN EEHTERER
. 4R

. EAA

+ Storage

RERERN

REENXRE Amazon MQ EHTHAEREBERIRE, iER Amazon MQ WEREEER, X
BEREAHMTEEER (m5, t3) MA/D (large, micro) WEGHRBARREBEESTEEER (4
#, mg.m5.large), MFEFMER , F2S B Broker instance types,

s BT EBREEXEREa—EVAERHEIHN —EAREERNERX. A EEXSHSNWERESUR
Amazon EBS B Amazon EFS B EETEH.

- EAR/GEHREEXCEAMBETRETAERSFAMENRBERNFER , YREABEHESH, BL
REEAZEESWEHARER K Amazon EFS E£ &,

INEFEMME A , 55288 Broker Architectures

& Apache BMAHTMRAE , BAIUBA BBREREIHAR , AARIAREEXSIZNHRERE. BB

FREBRERBERE, —RPHEE (24 /NEH) MEFE (AFRA UTC) FRERNHERRFERHE,
MEFEEZVNEEREEXANFRES , F2RAUATEE

» Creating and configuring a broker
- INEE

* Broker statuses

X BN IR B E

BRI ERRERRN , FEARMEA ActiveMQ XENEMIEAKGIFES , WS T FEH i E A

TLS :

« AMQP
« MQTT
« MQTT #i8 WebSocket

EXrs
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http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
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* OpenWire
« STOMP
- BREIIB WebSocket

Attributes

ActiveMQ RERXEBZEBEM , 40

- ## (MyBroker)
ID (b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

Amazon EJRE# (ARN) (arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

ActiveMQ #BEE£# & URL (https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com:8162)

MEFHME , 5528 Apache ActiveMQ STHEHE Web E32 A,

/A Important

MBEBIEENREMRGFT T EE activemg-webconsole B8 , BEHEEMEA ActiveMQ
Web =128 , AXFEAREREEEZIERRE Amazon MQ KEERXHAL.

- IREEF B E RS

« amgp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:5671

* mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

* ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

(® Note
iE & — 1@ OpenWire i &,

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61614
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* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

MEFHME , 526 Apache ActiveMQ X IVEREEH .

® Note

HRMEAF/FHARERN , Amazon MQ ERMHM{E ActiveMQ Web E# & URL , E—X R
B—EERAFH URL, R#it , Amazon MQ ABRERKEAH ERERERE , ESEERY
F—XRE—RAEATNRE. -1/ -2 EBRRHEERS,

MEREEXABUNTRIFE , FB3H Amazon MQ REST API 8E B LT &8

- RESTIR¥EID: hN#EE

- RESTIR¥EID : PN EE
« RESTIREID : dNHEBEHEIH
hAREHTERER
/A Important
£ R 5EHE Amazon EBS #H mq.m5 KERXNMTERERRIICEH. MEFHEER , 728
Storage.
HiTERER vCPU CER (GiB) M B X BE fmst
mq.t2.micro 1 1 g A mg.t2.mic

ro HITEEE
HI31T Amazon
MQ B EAFY
fho LEEITERE
A (ERE—%
TERBRERN)
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P/TEMER  vCPU s21E 8 (GiB) B pe.

i}

mqg.m5.x1a 4 16 # mq.m5.x1a
rge rge , mg.m5.2x1
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TR EE vCPU siciERE (GiB) 8 BE R BE fiiat

DispatchQ
ueues
Bz
E R
false,
mEFM
&R, B
B0 Y
REER
BEHEE
MIT3
ERXT
(25815)

NEEREZENFHNEN  F2RAREEREEEERNAEEANTEEREL,

Labs,
4HRE

HARELL XML X (LR ActiveMQ B activemq.xml #EX) 8/ EMN ActiveMQ REBERRE.
FBANEEIEMREERNZEAR, A% SULBERERZ S ZERERK.,

/A Important
HWHRETEE  TEVSSFEAENRERK., eEEHEE K LL4ASET —EEER
BRIEFRBAERER. NFFHMEF , F2H Amazon MQ REEXERLFBEH,
18 B A A M RRAE RE

MFERY, MENEZACNFRER , F2RUTEEH .

» Creating and applying broker configurations

- fHRE

* Amazon MQ Broker Configuration Parameters
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EREMSHERMENEE  SUNETHERET. IEFHE

broker configurations.

%II

#52: [ Creating and applying

Attributes
REENBEBEGZEBM |, Fluw .

- &% (MyConfiguration)
- ID (c-1234a5b6-78cd-901e-2fgh-3i4576k17819)
« Amazon E/RE % (ARN) (arn:aws:mq:us-

east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)
MEHEBUENTEEE , 5528 Amazon MQ REST API 2ZFHLT&E :

- REST#/F ID : A58
- RESTH#/F ID : A7

MEFEEREITBENTRBE

e
s

BT BE

- REST #4F ID : #RIEFT
- REST #&4F ID : #REIE5F]

ERE

ActiveMQ £ & R ] LAfFE ActiveMQ REEXNTIIMEBENASNEAER, SR ERAER
ERERRBEA, fla, ERUAFFELEERAERFRN ActiveMQ Web E# 5,

R —EFREEE. SUUSHERRGERE  LREVHERSE, BRANEEBETINEE
HYEF Ao

/A Important

HEREETEE TSN EERAEFEAE. FEEMARE  BLASET —ERER
BRYAEHMBBRERER. MFFMAEF , F26 Amazon MQ REREXERLE BH,

MEFREMBHENGEMEN , 5528 Apache ActiveMQ XHHFHI LA TEE :
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MEFAEBMENTEEFE | 528 Amazon MQ REST APl 2R LI TR E :

- RESTIR¥EID: FR#&
- RESTIR¥EID: FR#&E

Storage

Amazon MQ for ActiveMQ X # Amazon Elastic File System (EFS) 1 Amazon Elastic Block Store
(EBS), RIFFER , ActiveMQ REREXFE A Amazon EFS #{TREBERAfF. EEMNAEZETH
EEHN WA EMNESIhEE , B A Amazon EFS, ZEFARKEEMS®IXE , M Amazon

EBS.
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« RHEEHE Amazon EBS #E mq.m5 REERXATERERXIIFER,
s HARTUUESEREEAHTERER (EE£IEEVREEREEREERFEEE,
+ Amazon EBS € BE—mAEHANER , BXRXE ActiveMQ EA /ST BER,

REPRECENER

THREM ActiveMQ KIEERMECEEA. Amazon EFS f1 Amazon EBS R ER HE=EMNEEMH
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E Amazon Web Services Cloud
A ability Zo
.&
Client Amazon MQ EBS Volume
Broker !
us-west-2a

= AR Amazon MQ ERH/FRRERR

ERP/FRREEARHMEFETARSEPHIMECEREAMER , YRENBEEESH, ELN
EEAgRENERRERXN Amazon EFS EZEH. Amazon EFS RFHRENRTHFREEEZE
AAES (AZ) FRER , ARRESEROMAENTRALE, MEFMEEHS , 52/ Storage.

BE  AEEAYTERY K RAE-EARERERTS K MEA-—EAERFwP, MRAEH—ERLER
AT ER R EMEETHERE | Amazon MQ FE-—REES R HERPHTEREILRE. EF
FRABRFNEFRATERESREAT , YRKREZIEANER. ELEFRBAERERE , FEBE
REELVENKE,

HAMERF/FHARERER , Amazon MQ ZRHEME ActiveMQ Web £# & URL , B —x RE—1{EE
A®® URL, E#it , Amazon MQ ASEREXBEABEREMERY  ESEREP —XRE—H

ERTHNIRSR, -1 M -2 BBRTEEES. HRERBEAHERE , BAUAKFEARXERASE
BEENERIME—wE

TERBERF/FRRERR  EAEZE AZ 5/ Amazon EFS 17,
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Amazon MQ

FMBABER

E Amazon Web Services Cloud

Amazon MQ i
Broker us-west-2a

-----------------------------------------

Client

EF5 Volume

Amazon MQ |
Broker us-west-2b

Amazon MQ RERE XN

Amazon MQ X1 ActiveMQ BRIERER B INEE,

REEXEERHZEARRERTE —HTERRKEESIEAT/SFHAEEIER. ETNERER

& (Bl , S£hER, PEMXEH. SIRERTER) PREREEXER  ERRRENEAERNE
R, S TAEMATRES. fl, PENSHAEENBRARIURESRERD , IR—ERE
BEAELTER  MEefREAS. EAETHEAENAEEAMB TUAREZBATASNABREEN R

HAL  AREMAEFIESHFRARERN  LMEEXEREFSEAARNEA,

NMFEHBRENFENALTER , F2RTIAS .

* Creating and Configuring a Network of Brokers
o EREMEREENRIEREX AR

* networkConnector

e #i#ftConnectionStart##
+ ActiveMQ ¥ # Networks of Brokers (X228 K)
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THREARERENBRNER

- EVRERAERIRCEBHEAREANTERE  RESRENHIEE  YEINSFANEEER
£ & ERB

« BALREEENEAE IS ZEEFFNREEXMTER , KRRESHTHAME. MREEE
MEAEBAMERNSITERSFTEEACER | EEMFMERELAEMERIFNHNITER

- HREEENEAETUAAEMERICERBRINE — @R K MEFESFHEANKER
ATEEEA  REREEARBANAFRENER , BEESLEFET/ SN AEREAR &
1 njﬁﬁﬁo

ES |

- KREEXBEKAEELN?

- REEXERNMEEEAER ?
- EESS

- REREXERAE

- BESE

- BEREREEFSNDHERHEBE

REEXEHENEEFELN ?

Amazon MQ BB ZEH A RLE ActiveMQ REREA B INEE, B , B RESERERERE
P2y XBUREBEAMER , MUBEERARE ActiveMQ FBFFFEEEITHENE. HIX , Amazon
MQ B&HIEERE , AI{FH AWS CloudFormation REEE I REREABE. B LLEEHE Amazon MQ

FRARPBELEHEHER , H2ETHREMEEN AWS CloudFormation Ei4K LA T B S IR EFE
R,

EEEVAREREMEE  UEAMAREES K- EREENERIE —E, ERE K EEREEXe
RAUASEHERE, a0, R Broker! BIE#E Broker2 B EESE , AIEXRERX LFE
AR EBAEA &R , Broker! LA S EEEE| Broker2, MRMMKEEBFEFRES duplex , Al
AS L ER Broker2 H{E X Broker1, M EZBEEREBEXNBERPRE. FSH HE, flw,
THEAREBERNBLEPMWES networkConnector 1BH :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="tzrue"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mqg.us-
east-2.amazonaws.com:61617)"/>
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</networkConnectors>

REEXBEITRAASL —EREEAMTEREXI S —F , ABFAREELREFHEFEAENR
BEEXHTEE. EARRAEBREENHTEBNER R ActiveMQ EEXASEIBHEE ,

HEERBRERIBPHRNEMERFENEEERFERE, EREEXHTEREKIEARAENE
A, MENAERRSENENHERN  IREEXBTRBSHBEENASE, NEFMHER 6 F2
B ActiveMQ 34 #9 Advisory Topics (83 £58).

RERXERNATREZAER?

BEPHIREEN A ZEZERIRKERERX B, REEX AXAFHAERNEAEZR , NEH
EMEEERFERE, EHELEEREBERXA LEUFERAE  HEEKEREXB LN E—1@
FERAENHE CGERLAAERFERAERBNZRENE L, B—FEAE), MAREREEX AN
<networkConnector> fAREFRHENE, BEEE <networkConnector> #REFIEE userName B
B , Amazon MQ A S EHITRE B B85,

/A Important

REIEE <networkConnector> B password B, RfFEBREREEAWHEEERH
REMXFER , BREKE Amazon MQ EZEAHTHRERIER. NFEELHMEEN , F2
B Configure Network Connectors for Your Broker,

REERNSEMNAR—1E VPC ¥ % VPC #, MEFMEN , 5528 Creating and Configuring a
Network of Brokers #{2REPH HEHEL

EE 5

ZEMHRFERARERERME , Amazon MQ R T EE &6, ELEBEFIFEH AWS CloudFormation
BUTREEXNBRPBMMEHEBER, SUERATIMEEEEH

1. E—HTERAERXNAMRER
2. BEF/F#HABEEXNBRBE
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Sample blueprints for a network of brokers

Metworks of brokers provide high availability and scalability, and are suitable for production workloads. These sample blueprints use AWS CloudFormation to
automatically deploy a network of brokers in the specific topology. Info

Mesh network of single-instance brokers Mesh network of active/standby brokers

Set of 3 single-instance brokers connected in a mesh network. Set of 3 active/standby brokers connected in a mesh network.
Each broker has automatic failover capability to a standby in
another AZ.

& Create brokers (B RERER) EH , ENHP —(EEEEEH , REBERE Next (T—F). BEREIML
2% , 51 Amazon MQ =267  BEMMEENREBEREAREER,

EpafREERNARH  BIUREBEIAMBXETREH networkConnector TE , BAILMEAZET
BENHE  RETRBEANHER., UEEARREREENFEBRNWFMAENR , F28 ActiveMQ XHH
B Networks of Brokers (R IBFZ X Ao

REEABERE

BERBBREBER , ABRTEHMBREHDERTE networkConnector B , B LA AT R HAER
BEREENMR., MR EESEHERENRERERCE K EEEEASNINGE. ERURELAE
IRFET | fELEREEACEHERNEENE K REESSAER—AREBEXNEHE S —E, 4l
m , WR1E Broker1 1 Broker2 2 EMEBE TER , AIHREAER K AESEREEX 2BHLE
=,

p"—‘ ) p"""’ )
QL O« L9
o_ o
Broker1 Broker2

MREAE TP ERES  NESRESEREE EEI HMREREN, EEEEEEE : MR
Broker2 L7177E Broker1 LFAEMFERE , AISBEAS . EHH , MR Broker1 L#F7E Broker2 LEA
BENERE  tEEEHAS,
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MRRIIETER  AIFAERER—EREENEEIEGRERN, EL&H+ , I8 Broker2 Lt
177 Broker1 EAENERE , AISEEALE, BAEST S Broker2 EEZ| Broker1,

o~ O 0o~ 0
o) bo 01 o
* f -"' L 1 I

Broker1 Broker2

EREMESE TS TERERS  SARIEMNHERENBRAE , REEREEANMBE,

(® Note

EEEREAEEDIFP , networkConnector TEXESEBCHMEZREEXN R, &
uri BEPHWREBEEXNREEE K BREREEXNKE. 528 Listing brokers and viewing
broker details,

mARAER

MARAERUBLERNZSEREREN, EAPENSEFERET A -HTERBAEENX , BETU
REEZREEARABMRBIE.

o °
L0

Broker1

O

o"g{o
‘0 .
rF 9
L A
I%‘o
‘0 .

O

o
oll"
o

Broker2 Broker3
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ERAENASSHERAF/SHTREEXFIERNWAERAE | ZBLE Amazon MQ FBAFEIF
FREEEFIREY, SUUBRYELERES A REFLEEFENREERNBEE  IHPHELEREER
HEXER o

0] LUE B A BB E 285 1N E Broker1 (RAABERE #2852 7E Broker2 # Broker3 2 EETE TiELR , X
X 1E Broker2 # Broker3 2 H#TE — € TEE) , REFE=EREENHRBEE.

Broker1 B9 #3588 E 3285

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="tzrue"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker2 BY#8EEE %S

<networkConnectors>
<networkConnector name="connector_2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

EiBAS LiRRYERZEZINA Broker1 and Broker2 HW#RRE | A EE=EREREN 2 , BB
g REEEMENREENcEBEEHAE., WEEZFHMEN , F52H Amazon MQ Broker

Configuration Parameters,

AR A 2 B R B

EREMZHAES  NMEXEHENEAREBEEXEGATE  BEREAE, ARSEHEIZE K mMA
REHRH Broker! SR INEEZEHEE,
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EEEMNEHPREREEANPEN I BBE | BT LUE Broker1 WAEREF % networkConnector
MEESZH LHNESERERER,

<networkConnectors>
<networkConnector name="connector_hub_and_spoke_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_3" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b1l32al-2.mqg.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_4" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_5" userName="myCommonUser"
duplex="true"
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uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd660b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

EERmER

EhRESEGS  VRARTIH=ZEREEXTUREARENER K MmELASSESD T Broker1
Broker2, HttSENRERER 6 #MEFFLEITER , KEFIESZHLORERENX, ZEERLHAENS
B, BuUHEENANRERR , REZWFALE , It B5ELA S E DT Broker!  Broker2,

Broker1 Broker2
foﬁq foﬁq
PLpo PLPO
o__o o__o
IO/‘ !D#"-ﬁ- q !X q
PLPO PLPo PLPo
Broker3 Brokerd Brokers

FERENERE  VRESHESEREER  FEsMmEESR  ERIBAARETENENE
BERERER,

Broker3 HY#858 E 1285

<networkConnectors>
<networkConnector name="3_to_1" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mqg.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="3_to_2" userName="myCommonUser" duplex="false"

uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 BY#8EE E %S
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<networkConnectors>
<networkConnector name="4_to_1" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker5 BY#85&E %8S

<networkConnectors>
<networkConnector name="5_to_1" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="5_to_2" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mqg.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

¥ [E 1

BEREE AWS EFNARERXER  FEELEFPHEREEN K ARRTHEKEESFEEETE

EREEXN IR,

REEARE
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Brokerd

EEGEE&EG —KRREREREANBE , B L networkConnectors 8 B #7118 2l Broker1
Broker4 A8 | IZZBLEREBEERANERBRIFE -

Broker1 By #8538 E 1285

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
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</networkConnectors>

Broker2 HY#58E1EES

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 B8R E#ERT -

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

RESHEESNBTERERE

BR T 5 E networkConnector stk , BB AR ERERX transportConnector BIEERE KA
BRRAELE  UEARPHEIBRAERSBEN TEHER,

<transportConnectors>

<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

L EHIH | updateClusterClients # rebalanceClusterClients HEERES true, EE
BERLT , AFPRKEESHABARERNEE , ¥EEFNRERXMARERER T,
Al iR

« updateClusterClients : K EBAREERXARHEEENEASESAF ik,

« rebalanceClusterClients : SEREBEPERIIIEREBEERES  EXAFREHFEFEMEN
REER,
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« updateClusterClientsOnRemove : EREEXBEREENEKRE , BERAEEAEHAF
o

E updateClusterClients i%4& True i , AF WA AIREAEZEEREERXFARIHNE —RER
o

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)

EFNAERNAERE , eHeRIERPEHAERRN URIBE, NRERERAMNMERKIY,
AERSHEYMI EERNEH —BAREER,

MEARBEBENFAEN , F2H Active MQ X R IEBEE AN RIEREERE,

iull

Amazon MQ for ActiveMQ R IEFE 1A B8

FHRERE A XML 8= (LA ActiveMQ B activemq. xml #EXR) , @& ActiveMQ REEXWATERR
Eo BZANEBRUEMRERXZAEVHEE, AR, ZUUGEREAZ RS AREREL,

e

{8 Spring XML #HARERE R

- B, WEMNEA ActiveMQ REEXHEE

« Amazon MQ fHER AN TE

« Amazon MQ fHEEH AFFHI T ERHEMY

« Amazon MQ fHEEHR RN TR, FEERERHEFRE

& /A Spring XML #HAERE 2

RFEEA Spring XML ERREEE ActiveMQ REEN., BRI LERE ActiveMQ RERRXNZEE
|, flnfEXERN BN, BRNHBEE, BREECK , URAHER. Amazon MQ 2| H A — L4
RBR , flunPREnifET. B TIEHEMmERRE | flnRERNBERNEL,

£ Amazon MQ XML #FBH#ERS , EE T BN —EXEEREE, FEATIEG THXEERHE
R zip =R

* amazon-mqg-active-mg-5.17.6.xsd.zip
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samples/amazon-mq-active-mq-5.17.6.xsd.zip
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* amazon-mg-active-mg-5.16.7.xsd.zip

* amazon-mg-active-mq-5.15.16.xsd.zip

BRI ERAELEBIERRBENEEEREER. Amazon MQ B AT EEFEH L& XML ERREAHE
B, ERLEE XML ERRK , Amazon MQ ERIFEREIR B BERIEBERERRFZILNERESH.

(@ Note

BREHBMUERAFEME, Amazon MQ EREMNERTFRIE Spring EHEN, BHMTE
BENTENEBE,

By, IRENEA ActiveMQ RIEFER4HRE

HAEELL XML &= (LR ActiveMQ B activemq.xml #ER) BEMAEMN ActiveMQ RERERRE,
FUUERVEARERXZHEIER, A% K SUMSERERZ -SZEARERR. BUUUILE
NIEHERRERER,

MEFEFHMES , F2ETIRE -

. HEEE
« Amazon MQ RIBFENHREA fp i@ 1A

* Amazon MQ Broker Configuration Parameters

LA &I 8 R an{aE F AWS Management ConsoleZ M F1E A Amazon MQ RIEFE L,
&

- BUFiERE

- BEVIFRERIERT

- BEEREITERAZENRERER

. fRUBFHARIZET

BYMERE

1. & A Amazon MQ A&,
2. EXi# , EBMEEEMRIERE Configurations ($58).
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ HBEABER

Amazon MQ

Brokers

3. £ Configurations (#8%8) B Lt , i##E Create configuration (3 {H5E),

4. 1£ Create configuration (23 #H58) HEEHM Details (FFHIE ) EEH , # A Configuration name
(HARER ) (flan MyConfiguration) , fR#&IEE Broker engine (YRR 51Z) lR7AS,

(® Note

LB —% 7 Amazon MQ for ActiveMQ X#E#Y ActiveMQ 5| ZEhR S |
section called “HR AR E IR,

s
¢
g
5
(¢

5. BEEEVARE,

<

B MRV AEREAS

W
=111

T

1. RMAEFEDEEMyConfiguration,

® Note
E Amazon MQ B HRER , —EAKLENFE —EHEREIEE].

FElMyConfigurationEH £ , SRERFAREITRAEANRERN S| ZER MR (6
i, Apache ActiveMQ 5.15.16),

2. 7 Configuration details ((AREFFMIE ) BB L , SERBEREITHES. WAR XML B WA E
e,

(@ Note
miE B AR U AT A RRARA.
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Revision 1 = to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

nazc JCC gurations support a limited subset of ActiveMQ properties. Info

<?xml version="1.8" encoding="UTF-8" standalone="yes"?>

<broker xmlns="http://activemq.apache.org/schema/core"=
c;!--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

3. 1#E$E Edit configuration (fREEAHRE) , AR E T XML fHEE,
4. BERFE

Save revision (EFIE5T) ¥I5E K HRFERNE T
5. (ZA)®WA A description of the changes in this revision,
6. 1#I#F Save (A7)

B BN i F ARGV RS AT R

/A Important

Amazon MQ EERASRBEEEBER , BBEEEMRELNEALES Y, NEFHEAN
AFHNTE XML SBUEE |, 528 Amazon MQ Broker Configuration Parameters,
HHERBHETEE TEUNSEFEAZAERER, EEEAETE  SXASEHT B
ENFEHEENMBBNAERN, MEFHENR , 528 Amazon MQ KEENHREL WA
H,

& B el AR BRAERE,

RAERRETERZELNRERN

1. EEXi2 , EREEERILIEE Brokers ((REER),
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Amazon MQ

Configurations

2. RBBABED  EEEHRLA (FII , MyBroker) , R&IEIZ RS,
3. & "#m¥E. MyBrokerEMEW THHRE, BSEH , EEN "HHREL A TEETRRAL |, REBERE "HEE
E&J o
4. 7E Schedule broker modifications (BEERERXER) o , BEERAB KN EHZ During the
next scheduled maintenance window (T~ — BV #ZEFER) X Immediately (3ZED),
/A Important
B REEXSEENRE RFBELR,
5. EEEA,
HEGTTEEEERBERAERERER,
fmEEAERBIEET
1. & A Amazon MQ £ A&,
2. RLAFES | BIUEHKLA (Fl20 , MyBroker) , AR BERIE.
3. 7TEMyBrokerEMH L , iBIE [fRLE],
4. 1t "#REE, MyBrokerEHEM THHAE, B , EE THEL M TBFTRAEL  RREE TR

EEJO

(® Note

BRIEEEZRVAEEXNRENER SR —22% Amazon MQ EZUREEXRR/ER
3 56 — BRI iR

fEMyBrokerHE £ , @B RARFEANREREN S| ZEBMMA (Bl , Apache ActiveMQ
5.15.8),

RERNEE =7
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FMBABER

5. £ Configuration details (JAREFFMIE ) BB L , SERBEREITHE®S. HAR XML B WA E
e ERE,

® Note

fm4E B BT AVAERE S B ARV AR AN .

Revision 1 Auto-generated default for MyBroker-configuration on ActiveMQ 5.15.C

Info

<?xml version="1.8" encoding="UTF-8" standalone="yes"?>
<broker xmlns="http://activemq.apache.org/schema/core"=

<l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

6. 1EE Edit configuration (fREEAHRE) , AR E T XML fHEE,
7. EERE.

Save revision (EFIE5T) ¥I5E K HFERNE T
8. (EA)®WA A description of the changes in this revision,
9. #iF Save (A7)

B BN i F ARG RV RS AT R

/A Important

Amazon MQ FZASREBEBER  BEHEEEMRBZLNERESE, MEFMAEAN
REFNTE XML B 858 |, 52/ Amazon MQ Broker Configuration Parameters.
HHEHETEE  F2UlSSFERZREREN. EEERETFE K SV ESST —(Ei
BB EFRBNEEN. MEFMAENR , F20 Amazon MQ REBENAEE DB
H,

& B 8L M BRAE R,

REEAERE
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Amazon MQ {HEEFR AFF TE

LA 2 Amazon MQ #HEER RFF 2 TERMEHIEE, MEFMEN , 5528 Apache ActiveMQ X
B9 XML #EEE,

TE

abortSlowAckConsumerStrategy ( &)
abortSlowConsumerStrategy ( Ef%)
authorizationEntry ( B%)
authorizationMap (F¥H£&TTH)
authorizationPlugin (F&&HK)

broker (B | FE&TH)

cachedMessageGroupMapFactory ( B)

compositeQueue (B | FEETLE)

compositeTopic (B | FEETH)

constantPendingMessageLimitStrategy ( B)
discarding ( E%)

discardingDLQBrokerPlugin ( &%)

fileCursor

fileDurableSubscriberCursor

fileQueueCursor

filteredDestination ( B1%)
fixedCountSubscriptionRecoveryPolicy ( Bt)

fixedSizedSubscriptionRecoveryPolicy ( B)
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TE

forcePersistencyModeBrokerPlugin ( Ei%)
individualDeadlLetterStrategy ( BM)
lastImageSubscriptionRecoveryPolicy
messageGroupHashBucketFactory ( BM)

mirroredQueue ( Ef%)

noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy ( B)
oldestMessageWithLowestPriorityEvictionStrategy ( BE)

policyEntry (B | FEERHR)

policyMap (FEETHR)
prefetchRatePendingMessagelLimitStrategy ( B)
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy ( BE)

queue( BMHY)

redeliveryPlugin (Bt | FEETE)

redeliveryPolicy ( &)
redeliveryPolicyMap (F&&H)
retainedMessageSubscriptionRecoveryPolicy (FEERER)

roundRobinDispatchPolicy
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TE

sharedDeadlLetterStrateqy (Bt | FEATE)

simpleDispatchPolicy
simpleMessageGroupMapFactory
statisticsBrokerPlugin

storeCursor

storeDurableSubscriberCursor ( BE%)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry ( E%)
tempQueue ( B%)

tempTopic ( B)
timedSubscriptionRecoveryPolicy ( BH)
timeStampingBrokerPlugin ( E1%)

topic( BM)

transportConnector ( &%)
uniquePropertyMessageEvictionStrategy ( BE)
virtualDestinationInterceptor (FEERER)
virtualTopic ( BH)

vmCursor

vmDurableCursor

vmQueueCursor

REEAERE Y
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FMBABER

Amazon MQ R AFFM TEREEM

LT REMEE  HhyH Amazon MQ AR RFFMI TEREEM., MEHMEENR ,
ActiveMQ X AR EY XML #E5E,

Element B
abortSlowAckConsumerStrategy abortConnection
checkPeriod

ignoreldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelastAck
name
abortSlowConsumerStrategy abortConnection
checkPeriod
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
name
authorizationEntry admin
queue
read

tempQueue

=5 2@ Apache

RERNEE
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Element B
tempTopic
topic
write
broker advisorySupport

allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep

maxSchedulerRepeatAllowed
monitorConnectionSplits

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout

persistenceThreadPriority

persistent

RERNEE
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Element

cachedMessageGroupMapFactory

compositeQueue

B

populateIMSXUserID
producerSystemUsagePortion
rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority

timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rIJMSXUserID

useMirroredQueues
useTempMirroredQueues
useVirtualDestSubs
useVirtualDestSubsOnCreation
useVirtualTopics

cacheSize

concurrentSend

copyMessage

RERNEE
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Element

compositeTopic

A& NetworkBridge FilterFactory

constantPendingMessagelLimit
Strategy

discarding

B

forwardOnly

name
sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration
ratelLimit
replayDelay
replayWhenNoConsumers

selectorAware

® XER
Apache ActiveMQ 5.16.x

limit

deadLetterQueue
enableAudit

expiration
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Element

discardingDLQBrokerPlugin

filteredDestination

fixedCountSubscriptionRecov
eryPolicy

fixedSizedSubscriptionRecov
eryPolicy
forcePersistencyModeBrokerPlugin

individualDeadLetterStrategy

B

maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval
queue

selector

topic

maximumSize

maximumSize

useSharedBuffer

persistenceFlag
destinationPerDurableSubscriber
enableAudit

expiration

maxAuditDepth

RERNEE

86



Amazon MQ

FMBABER

Element

messageGroupHashBucketFactory

mirroredQueue

oldestMessageEvictionStrategy

oldestMessageWithLowestPrio
rityEvictionStrategy

policyEntry

R
maxProducersToAudit
processExpired
processNonPersistent
queuePrefix

queueSuffix

topicPrefix

topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages
bucketCount

cacheSize

copyMessage

postfix

prefix

evictExpiredMessagesHighWat
ermark

evictExpiredMessagesHighWat
ermark

advisoryForConsumed
advisoryForDelivery

advisoryForDiscardingMessages

RERNEE
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Element

B

advisoryForFastProducers
advisoryForSlowConsumers
advisoryWhenFull
allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC
inactiveTimoutBeforeGC
includeBodyForAdvisory
lazyDispatch

maxAuditDepth

maxBrowsePageSize

RERNEE
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Element BB
maxDestinations
maxExpirePageSize
maxPageSize

maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit

persistJMSRedelivered
prioritizedMessages
producerFlowControl

queue
queueBrowserPrefetch
gueuePrefetch
reduceMemoryFootprint
sendAdvisoryIfNoConsumers

sendFailIfNoSpace

RERNEE
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Element

usePrefetchExtension

prefetchRatePendingMessagel
imitStrategy

queryBasedSubscriptionRecov
eryPolicy

queue

B

sendFailIfNoSpaceAfterTimeout

® <XER

Apache ActiveMQ 5.16.4 & E# kR

sendDuplicateFromStoreToDLQ

storeUsageHighWaterMark
strictOrderDispatch
tempQueue

tempTopic
timeBeforeDispatchStarts
topic

topicPrefetch

useCache

useConsumerPriority

multiplier

query

DLQ

physicalName
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90



Amazon MQ M ABIERE
Element B
redeliveryPlugin fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded
redeliveryPolicy backOffMultiplier

sharedDeadlLetterStrategy

collisionAvoidancePercent

initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay
tempQueue

tempTopic

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit

expiration
maxAuditDepth
maxProducersToAudit

processExpired
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Element

storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

tempTopic

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

topic

B

processNonPersistent

immediatePriorityDispatch

useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName

DLQ

physicalName
zeroExpirationOverride
recoverDuration
futureOnly
processNetworkMessages
ttlCeiling

DLQ
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92



Amazon MQ EEIN-E
Element B
physicalName
transportConnector .
name
updateClusterClients

uniquePropertyMessageEvicti
onStrategy

virtualTopic

Amazon MQ R TtEZBM

THRRXTEBENFERA, MEFHEER ,

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat
ermark

propertyName
concurrentSend

local
dropOnResourcelLimit
name

postfix

prefix

selectorAware
setOriginalDestination

transactedSend

5528 Apache ActiveMQ X#H#9 XML HEE,

RERNEE
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&
- RERER

REERX

broker R—EBRREETE,
Attributes
#8#&ConnectionStart2 %

AT EIOWEBNIEE X EHRHMEREHRERR , &M <networkConnectionStartAsync>
B, HEBSETRERX , FAPTHEREARHRMERER EREEXNREBERD).

JEE% : false

gHlxaRE

<broker networkConnectorStartAsync="false"/>

Amazon MQ #EEF RFFHI TR, FEREERNERHETFRIE

LT RHFMBEE  HP%H Amazon MQ fAEEFR AN TR, FEETEREFE, MEHMEE
A, 5528 Apache ActiveMQ X# e #9 XML EEE,

& FEERE FE
authorizationMap authorizationEntries authorizationEntry
tempDestinationAut
horizationEntry
defaultEntry authorizationEntry
tempDestinationAut
horizationEntry
tempDestinationAut tempDestinationAut
horizationEntry horizationEntry
authorizationPlugin map authorizationMap
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TE FEERHE

broker destinationInterce
ptors

destinationPolicy

destinations

networkConnectors
persistenceAdapter

plugins

systemUsage

transportConnector

FraE
mirroredQueue

virtualDestination
Interceptor

policyMap
queue
tempQueue
tempTopic
topic

networkConnector

kahaDB
authorizationPlugin

discardingDLQBroke
rPlugin

forcePersistencyMo
deBrokerPlugin

redeliveryPlugin

statisticsBrokerPl
ugin

timeStampingBroker
Plugin

systemUsage

name

RERNEE
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TE

compositeQueue

compositeTopic

policyEntry

forwardTo

forwardTo

deadLetterStrategy

destination

FrE
updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue

tempTopic

topic
filteredDestination
queue

tempQueue

tempTopic

topic
filteredDestination
discarding

individualDeadLett
erStrategy

sharedDeadlLetterSt
rategy

queue

tempQueue

RERNEE
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TE

dispatchPolicy

messageEvictionStr

ategy

messageGroupMapFac
tory

FrE
tempTopic
topic

priorityDispatchPo
licy

priorityNetworkDis
patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

clientIdFilterDisp
atchPolicy

oldestMessageEvict
ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy

uniquePropertyMess
ageEvictionStrategy

cachedMessageGroup
MapFactory

messageGroupHashBu
cketFactory

RERNEE
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& FEERE FrE
simpleMessageGroup
MapFactory
pendingDurableSubs fileDurableSubscri
criberPolicy berCursor
storeDurableSubscr
iberCursor
vmDurableCursor
pendingMessagelimi constantPendingMes
tStrategy sageLimitStrategy
prefetchRatePendin
gMessagelLimitStrat
egy
pendingQueuePolicy fileQueueCursor
storeCursor
vmQueueCursor
pendingSubscriberP fileCursor
olicy
vmCursor
slowConsumerStrategy abortSlowAckConsum
erStrategy
abortSlowConsumer$S
trategy
subscriptionRecove fixedCountSubscrip
ryPolicy tionRecoveryPolicy
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TE FEERE FE
fixedSizedSubscrip
tionRecoveryPolicy
lastImageSubscript
ionRecoveryPolicy
noSubscriptionReco
veryPolicy
queryBasedSubscrip
tionRecoveryPolicy
retainedMessageSub
scriptionRecoveryP
olicy
timedSubscriptionR
ecoveryPolicy
policyMap defaultEntry policyEntry
policyEntries policyEntry
redeliveryPlugin redeliveryPolicyMap redeliveryPolicyMap
redeliveryPolicyMap defaultEntry redeliveryPolicy
redeliveryPolicyEn redeliveryPolicy
tries
retainedMessageSub wrapped fixedCountSubscrip
scriptionRecoveryP tionRecoveryPolicy
olicy
fixedSizedSubscrip
tionRecoveryPolicy
lastImageSubscript

ionRecoveryPolicy

RERNEE
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TE FEERHE FuE

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

sharedDeadLetterSt deadLetterQueue gueue
rategy
tempQueue
tempTopic
topic
virtualDestination virtualDestinations compositeQueue
Interceptor

compositeTopic

virtualTopic

Amazon MQ ¥t &EB it
UTRFrEBMNEEMERE, MEFHMENR , 5528 Apache ActiveMQ XA XML #H7E,
&

« authorizationEntry

* networkConnector

» kahaDB

« systemUsage
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authorizationEntry
authorizationEntry & authorizationEntries ¥&&TEMN FIE,
EE|FERBA

RYEAEHENFT. NFEESHFMETR  F2H —FRERERS.

MBBIEENZEME RN EE activemg-webconsole B#H , BEHEEFA ActiveMQ Web 32
B RAZBERERES A ZWERE Amazon MQ REREXHAL.

FE&% : null

gIfIERE

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins,activemg-webconsole"
read="admins,users,activemg-webconsole" write="admins,activemg-webconsole" queue=">"/>
<authorizationEntry admin="admins,activemg-webconsole"
read="admins, users,activemg-webconsole" write="admins,activemqg-webconsole" topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

networkConnector

networkConnector & networkConnectors ¥E&4TENFIE,
E3]
- EiflERE

RERAEE o
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B

conduitSubscriptions

EEREERAMERFNMERER , RESITEE—EENNSEEAERA—EBERAE. fln, MR
conduitSubscriptions FREA true , EMEFEAZEERIRERENX B, LEHRBENHER , I
EiEX B 2 EBMAKER , FELITTHAMAEE LHREERX ANE—FTH , ARE— AR
RREREN A BEIREREX B,

® Note

#& conduitSubscriptions FER true AIRADERNBRRE, T8 , FHALEBMHATRE
SVEIFEAECHANAEERTE K mMAWURESERLEEED (Flw , F£H JIMS AL RIS
RFANEE) EREBRNTA.

HE% : true
®T

EEREEAMBRPNER  EEAREEMERAL. fim , MRAEEN A FETER
ByEAEREN B WER , AR REtREEX A BGIRERN B, T8 , MRRER
AABVEREREA BHETER , IREREN B AR HEERAERESX A, MAERE

<networkConnector>,

fEE% : false

name

RERXMR P BERNERE,

F85% : bridge

uri

EREEXMERY , EBARMEREEXEd z— (HZENEER) (VIRREAHE RS,
&R null

username

RERAEBAREEXIABDNERAEERE,

FEE% : null
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g {E R

® Note
£/ networkConnector REERERAMPKE K BFEQsREEAAEERAENZHE,

2emEREEXNAEREBE

FERtERER K MEREERXSERERMERPEE, MK EZSFENAEBEA connector_1_to_2.
REEXNLENEAEZES myCommonUser, E#EA duplex , M H OpenWire %% URI &0 L
static: IR , RAREEX BN —H —EiR,

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="tzrue"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

MEFZFHMET , 552 Configure Network Connectors for Your Broker,

BEZAREEANAERME

FALARER  SEREEXSEREEFERTIEE, B EZSBINEHEA connector_1_to_2,
REEBXALRBNERELBA myCommonUser, E#A duplex , MH OpenWire # 2 URI B2 254
fBiEEE EjJ[lJ: masterslave AR, RIREEXZEANREREER. REEXCEANEERE
WIEREMHE T , MBS ERAHFEERERER,

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://b-1234a5b6-78cd-901le-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61617,
ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-east-2.amazonaws.com:61617)"/>
</networkConnectors>

@ Note
RMEBHBERERERNMBIREA masterslave: Bk, LLHIREEERTEN

static:failover:()?randomize=false&maxReconnectAttempts=0 &M E,
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® Note
I XML #HEER B E A 2= 4%

kahaDB
kahaDB & persistenceAdapter F&EATEMN FIE,

concurrentStoreAndDispatchQueues

EERGHETIERAETHFERE. NWFEESHMAES A F2HE HREGREEEENTS , £

R 1T 7 A2 ko

JEE% : true

cleanupOnStop

O XER
Apache ActiveMQ 15.16.x & B #hA

HOFR  BERFEARENFERTEREEAERAFLE  ESMRBHRERF. EARERERH
ERENMENERT  REEEFEEA.

FEEY : true
journalDiskSynclinterval

&4 journalDiskSyncStrategy=periodic , EEMRHTHIRESHNER (EX). NFEFHHEE
7 , 552/ Apache ActiveMQ kahaDB X # .

FEE% : 1000

journalDiskSyncStrategy

® XER
Apache ActiveMQ 15.14.x & E SR A
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BREMKRRLSBER, WEFMEN , 528 Apache ActiveMQ kahaDB X4,

FEE% : always

(® Note

ActiveMQ &R ERHEXRFIA journalDiskSyncInterval WEHERRE , HE
A1¥., EREANHEREATARLLER , ERERSER, FEEFER.

preallocationStrategy

FREREBEEABNAEREEEMAFERE , FEARERFER. WHEFMENR , 528 Apache
ActiveMQ kahaDB 3 {4,

n

J85% : sparse_file
i A RE

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
<kahaDB preallocationStrategy="zeros" concurrentStoreAndDispatchQueues="false"
journalDiskSyncInterval="10000" journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsage & systemUsage FEELENFE, T©AEHREEXNTREBEEERENKER
WZEEE LR, MEFMEN , 5526 Apache ActiveMQ XHHF I EEERELRS,

FRE

memoryUsage

memoryUsage = systemUsage F &M FIEH, TAEELREAE. £A memoryUsage BHEE
BEEENERE  UAERELEENREFITHEERE, MEFMHEF , 552/ Apache ActiveMQ
MEB R,
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FRE

memoryUsage =& memoryUsage FtEH FE,
Bt

percentOfJvmHeap

TR O(ZEER) B 70 (FEEENR) ZBENEH,
I

sendFaillfNoSpace

REERETAZENERT send() FERBEXRK, AREAS false , EEHEE send() FE , B
"'J’E FEAAAL, MEFMEF , 552/ Apache Active MQ FRIEEHEIR

fEE% : false
sendFaillfNoSpaceAfterTimeout
785 : null

EHIERE

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>
<systemUsage sendFaillfNoSpace="true" sendFaillfNoSpaceAfterTimeout="2000">
<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

&IE Amazon MQ for ActiveMQ 5| Z ix s

Apache ActiveMQ R IFFE R AIE G R EARAHRBEB S X.Y.Z. EEAR ActiveMQ EERY
Amazon MQ # , XRTREZERA, YRBARXEMA , WZRTEHERXRARE. R EZRAFHER
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4£8E  Amazon MQ E#RABERATERAEZE, HlM, fEMRA 5 .17 FHRE 6 .0 WRATER
KAk, MRABRBREMEARNRRTEE  SBRALER/RELE, flM, #RE5H
o TEER 18 WRARBRAFR.

BEARM ActiveMQ BJ Amazon MQ BZEZFTERERXNFEASRHIXENXIERAE, NEFRNMAARKE
BRI ZBRAMNIETR , 2B HAH Amazon MQ KIEFE 5| ZEM 24,

AR ActiveMQ B9 Amazon MQ £ X EH 5| Z k2

Amazon MQ IRA X ETEESIEEAREBEERNSIZBRA MK ILEXE, EXERETKLETE
BF , Amazon MQ € BB ILIRA LR MMEREBEERXNAKE T —EZZEWMRA, Amazon MQ FEMRA
FELTEERFEDEM 00 REVEA,

P& ActiveMQ R Zs #&1F Amazon MQ B % &
ActiveMQ 5.17 (& E )
ActiveMQ 5.16 2024%11815H

ActiveMQ 5.15 2024%9A16 H

BB Amazon MQ for ActiveMQ RERER K , BB EEMZER ActiveMQ 5| Z /R,
MREFEARYREREN | Amazon MQ € BEIER AT S| BRRARERH. AWS Management
Console R &FE A AWS CLI 5 Amazon MQ APl EREER , RIEERMHE S| EBMARE, W
RETRMERAEE , AIRESERHIARR. NFE—STH , 528 AWS CLI i SEHW
create-broker Hl Amazon MQ REST AP| 2Z /iy CreateBroker,

BIZRRA T 4

FBALERFEEAREREAARI T —EASZIIENTE,. XEIBHEANRE. EEEBREBRERA
FHREF , Amazon MQ EE#ERBRAFESAEEAARIZH ZENBHERA,

WMEFBARKREERXNNFEES , F2Bthe section called “FH#l 5| ZRRA",
B i 32 =Y 5| BB AR AR

A LAfEAdescribe-broker-instance-options AWS CLI IS HAAE S X BN R EMEES
B,

aws mq describe-broker-instance-options
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EERRSIZBNHTEBELGRER , BMFMA --engine-type M --host-instance-type i#
1E |, MR

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

flan | EEERE ActiveMQ Fl mq.m5.large BTEBERMNER , 518 engine-type R A
ACTIVEMQ AR instance-type U8 A& mq.m5.1large,

B AEH Java Message Service (JMS) B2 ActiveMQ B iE/EEE i
LA a5 R an ] AR X ERET A N E A ActiveMQ

- % OpenWire il Java BN IR EERE Broker, B {T5 , UREEMBWEAL ., MEMETNFFMEER
B , 8528 Connecting a Java application to your brokero

« MQTT &%l Java BABEERETAERER, BYTE , URBHNEWAS
« STOMP+WSS &6l Java BABEEREAEREN, BEYTE , URBHNEKAS

PEGRHF
B VPC Bt

EERGFRERXTLE VPC AFE , B4ERMA enableDnsHostnames #l enableDnsSupport
VPC B, MEHMET , 728 (Amazon VPC EAEIERE) B VPC 4 DNS Support.

BB AER

1. & A Amazon MQ A&,

2. RLAIKRT , BELENKLEANERE (FlW , MyBroker ) o

3. fEMyBrokerEHEH ME#fE, EERF , B TREER Web £i24 URL IR BB % E# 1t
MEEE,

4. £ Details (F¥#E ) [EERH Security and network (R BE#EEE) T | BELN LT HERES
2

FEENE R EC2 & XRIXM Security Groups (Z£ & 4H) BEMH.
5. RZE:HABERELNZEEE,
6. EEEMEZTAH , EZ Inbound (BA) , REIBIZ Edit ({RE).
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https://console.aws.amazon.com/amazon-mq/
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7. ¥ Editinbound rules (fREEEARA) HEHRP , REELRENNFE URL im0 #7185 R
(T HIE IR HAERER Web E2 B BT IENE),

a. IEZ Add Rule (¥rig#881),
b. &r¥ Type (FH) , ##F Custom TCP (BE] TCP),
&% Port Range (%R E) , WA Web TR A ERIE (8162),

d. &% Source (RIR) , # Custom (HF]) RIFEEEUREE , RARWMALFLEREMTFE Web £12
AR RS IP bt (B0, 192.0.2.1).

e. 1##E Save (RHE).
TCHREEXBRECTESIENER,

o

#7318 Java MMM
OpenWire

# activemg-client.jar M activemqg-pool.jar EXFIEREH Java FHIFKE, AT EHI
F’R Maven EX pom. xml BREHH M EREFEER.

<dependencies>
<dependency>
<groupIld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

WFE activemg-client.jar WFMER , 52/ Apache ActiveMQ X HH RV ¥ I 4 EE,
MQTT

# org.eclipse.paho.client.mqttv3.jar EHHIBEEMN Java BRIKE, LUTEHER
Maven B2 pom. xml R K It — Kk EFZER.

<dependencies>
<dependency>
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<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>

</dependency>

</dependencies>

W% org.eclipse.paho.client.mqttv3.jar MFEMER , 5528 Eclipse Paho Java
Client,

STOMP+WSS

AT EHFIB LN Java ERIERE

* spring-messaging.jar

* spring-websocket. jar

* javax.websocket-api.jar
* jetty-all.jar

* slf4j-simple.jar

* jackson-databind. jar

LA &35 28R Maven B2 pom. xml #E#RHPHLHEKFER,

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupId>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1l</version>

</dependency>

<dependency>
<groupld>org.eclipse.jetty.aggregate</groupIld>
<artifactId>jetty-all</artifactId>
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<type>pom</type>
<version>9.3.3.v20150827</version>

</dependency>

<dependency>
<groupId>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>

</dependencies>

MEFMMET , 5528 Spring Framework X451 #9 STOMP Support.

AmazonMQExample.java

/A Important

EUTHEHERBS  AEENHEESEE —PITHEDIAIT. ARNEERE GURIENRE
EXAHTEESERE)  FRECNEEENHEEETEN EHIBITHE LH1T.

OpenWire

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the License for the specific language governing
* permissions and limitations under the License.

*/
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import org.apache.activemqg.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;
public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT
= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617";
private final static String ACTIVE_MQ_USERNAME = "MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD "MyPassword456";

public static void main(String[] args) throws IMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory) throws JMSException

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory
.createConnection();

producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession

.createQueue("MyQueue");

// Create a producer from the session to the queue.
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final MessageProducer producer = producerSession
.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void

receiveMessage(ActiveMQConnectionFactory connectionFactory) throws JMSException

// Establish a connection for the consumer.
// Note: Consumers should not use PooledConnectionFactory.

final Connection consumerConnection = connectionFactory.createConnection();

consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession
.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
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System.out.println('"Message received: " + consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();

private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

private static ActiveMQConnectionFactory createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);

connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
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* express or implied. See the License for the specific language governing
* permissions and limitations under the License.

*

*/
import org.eclipse.paho.client.mgttv3.*;
public class AmazonMQExampleMqgtt implements MgttCallback {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =
"ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
east-2.amazonaws.com:8883";
private final static String ACTIVE_MQ_USERNAME
private final static String ACTIVE_MQ_PASSWORD

"MyUsernamel23";
"MyPassword456";

public static void main(String[] args) throws Exception {
new AmazonMQExampleMqtt().run();

private void run() throws MqttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection options.

final String clientId = "abcl23";

final MqgttClient client = new MqgttClient(WIRE_LEVEL_ENDPOINT, clientId);
final MqgttConnectOptions connOpts = new MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
final MqgttMessage message = new MgttMessage(text.getBytes());

// Publish the message to a topic.
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client.publish(topic, message);
System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MqttMessage message) throws

MgttException {

System.out.println("Received message from topic " + topic + ": " + message);

@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");

STOMP+WSS

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.
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*/

import org.springframework.messaging.converter.StringMessageConverter;

import org.springframework.messaging.simp.stomp.*;

import org.springframework.web.socket.WebSocketHttpHeaders;

import org.springframework.web.socket.client.WebSocketClient;

import org.springframework.web.socket.client.standard.StandardWebSocketClient;
import org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;
public class AmazonMQExampleStompWss {

// Specify the connection parameters.
private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME = "MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD "MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();
System.out.println("Subscribed to a destination using session.");
example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);

private StompSession connect() throws Exception {
// Create a client.
final WebSocketClient client = new StandardwWebSocketClient();
final WebSocketStompClient stompClient = new WebSocketStompClient(client);
stompClient.setMessageConverter(new StringMessageConverter());

final WebSocketHttpHeaders headers = new WebSocketHttpHeaders();
// Create headers with authentication parameters.

final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
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head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);
final StompSessionHandler sessionHandler = new MySessionHandler();

// Create a connection.
return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers, head,
sessionHandler).get();

private void subscribeToDestination(final StompSession stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());

private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon MQ!".getBytes());

private static class MySessionHandler extends StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");

private static class MyFrameHandler implements StompFrameHandler {
public Type getPayloadType(final StompHeaders headers) {
return String.class;

public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " + message);

ActiveMQ 2

AT HE2RP MR FEZRE ActiveMQ RERR. BEEFH ActiveMQ Java EHIFZE |
Z8# Java ZEMBAREN  WHEABET —LEF,

ES |

&R
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e. 1EE Save (A7)

THREEXREC TEZBAER.

R 2 RERERANBERERESE
EAFRERXZEANTEZ%R , SXEHHEP—EARERR , REAMAKERESR.
1. #WEBARERER MyBrokerl MAHREARZA,

a. T MyBroker1 EE L , ## [{R¥E].
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b.

£ [#m%E MyBroker 1] EE /Y [#A58] BB |, 1BIE [B1R].
FEENE@ENAREMEANKRERERSIZEEMRA (420 Apache ActiveMQ 5.15.0 (Apache
ActiveMQ 5.15.0))o

£ Configuration details ((EREFFMEN) BE L , SEREREITHE. #HAKR XML #XH
RERXMERE,

i#1Z Edit Configuration (#REEEAE).
EARRERERMIKSE |, #% <networkConnectors> o K IEEMR , AEMATINEN :

 WERRIEREZRAY name,

- MERKERREFRK ActiveMQ Web £ & username,
« A duplex E#R,

« MITUTEE—H :

- MREEM Broker EREE—HITERKERN , FEANstatic: AIEFEN
OpenWire i Bhurio, MyBroker24i4n :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>

- MRAEEREBEERNERZEEAT/FTRERX , FHBEETIEHS
BurifmEREBREAFHstatic+failoverF&H OpenWireim B, ?
randomize=false&maxReconnectAttempts=04a0 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"

duplex="true"

uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
east-2.amazonaws.com:61617)?randomize=false&amp;maxReconnectAttempts=0)"/>
</networkConnectors>
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® Note
EAMA ActiveMQ R BB EANRHE

f. BERE
g. 1E Save revision (EF&ck) BEEHL R , A Add network of brokers connector
for MyBroker2,

h. &1F Save (#77) AR FHEBIIRA,
2. #m#8 MyBrokerl UAFREMNENEARFHHNEREHRER,

a. T& MyBroker1 EE L , #IE [fRE].
b. 7 T#®E MyBroker 1, EHEHK "fHRE, BUE®H | BEHEEEZ N,

c. 1E Schedule broker modifications (HFFEXERENIER) ERAF |, i##F Immediately (ZEN) EA
1BX,

d. BEEHMH.
MyBrokerl EEMMB Y EAEHEENERAR,

REEABREEIL,

®ELR
BERBRAMBZ % , LALRHELAEANL | FAHZAAES,

/A Important
EEEREMyBroker 11EE IR 8162 (8% ActiveMQ Web 2 A&) FMiE#EIE 61617 (AR W
) BAREERXNE AER. OpenWire
BUREEERAEBRZLFENRE , RAFLEEENERAEERINEREHER.

1. 7 Amazon MQ E£# & , BIEZE Connections (E#R) B , AEFE TRERZER MyBrokerl #9
ActiveMQ Web F 12 & i B

2. BIEZENREFER MyBrokerl B9 ActiveMQ Web £ &,
3. EEMRPBREEFCHERE  FHRIE Network (#85%),
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Tj_: Network Bridges (#8i&#51%23) B , MyBroker2 K Z Bt it &% Remote Broker (i
mRERER) M Remote Address (Eimitbit) .

4. RHEREEN MyBroker2 ERFEERNE MM , REMERE. Sl

activemq consumer --brokerUrl "ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue

A EEEZTH OpenWire w2 , MyBroker2 3 B4 F {75 A A EMyQueue,
5 #RHKEREN MyBrokerl EFFEERMIIHEE , REVAEENEx —LAL., Hlw

activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mg.us-east-2.amazonaws.com:61617" \

--user commonUser \

--password myPassword456 \

--destination queue://MyQueue \

--persistent true \

--messageSize 1000 \

--messageCount 10000

S EHEEZEIMN OpenWire i3 , MyBroker 136 %A E 4 EHEB AV 35 A M EMyQueue,

# Java FEAREEREIEH Amazon MQ RERE

B3 Amazon MQ ActiveMQ REEXR , RAUSERAERNEEEE, THEHREHMAFER Java
ALK (JMS) BV ERAEERNNER, B TIUREEALE, NETENEAT Java &Hl , F2
B Working Java Example,

B AMERA ZE ActiveMQ Al FimEMRE ActiveMQ RIBREX, BEFRMEA ActiveMQ A Fim,

TH

© BER

- BYRSLEENERAS
- BYREHBENERAS
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B R

BRA VPC Bt

EERARRERNXTUE VPC AEE , ZB4BERA enableDnsHostnames # enableDnsSupport
VPC B, MEFHMENA , 5528 (Amazon VPC R EIERE) F# VPC F# DNS Supports

R R BN ERR

1. & Amazon MQ &,

2. REIBATIRS | BERILANERE (Hl0, MyBroker ) o

3. 71EMyBrokerBMH TE#E., EERYF , B TRERER Web £ & URL R B RIS E /Y (it
MEER,

4. £ Details (F¥#E ) EERHY Security and network (Z 28/ T , BELNLZL2BEREBR
2

FEENE R EC2 & XRIRM Security Groups (Z£ & 4) B,
5. RELBABERELNZSHAE,
6. EEEMNZ T , B2 Inbound (BA) , REIBIZ Edit (REB).

7. 1 Editinbound rules (fREEARR) BWEHHRP , ALBELFEIMHEE URL inRHHER A
(TH BRI RERER Web B HITLLEIE),

a. IEE Add Rule (FTiE#5R 8,
b. &¥ Type (FH) , 1##F Custom TCP (BE] TCP),
c. &F¥ Port Range (E#ZEEE) , B A Web R A EEIR (8162),

d. & ¥ Source (RJF) , # Custom (BF]) REFZEBBURRE , AR\ ALFHLEEHNTE Web 12
AR R 1P 3k (Bl | 192.0.2.1),

e. ¥ Save (R
FEHREBEABRECTEZEANELR,

¥18 Java MR

# activemg-client.jar f activemg-pool.jar EXFIEREMN Java FHIKE, AT EHHIE
R Maven X pom.xml BRANIEKREFEBRR,

<dependencies>
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<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>

</dependency>

<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>

</dependency>

</dependencies>

W activemg-client. jar WFME , 528 Apache ActiveMQ XHHHI#I I HERE,

/A Important

HEUTHWEHAZERGT  EEENHEESEE-—THEDHT,. YREERR FAERE
EXATERRERE), FRELNEEENEEEETRANEMIBTHE LT,

BURAEREEENEEAR
1. ERAREEANGRHAFEEEERL IMS EEEETR , ARY TR

createConnection A%,

® Note

HRAERAT/FmRERERN , Amazon MQ SRMEME ActiveMQ Web =& URL , {E—
RRE—EERAFH URL, R#itt , Amazon MQ AEREERKBEAH ERERERE , B
BRERHP—XRE—(EEAFNRS. -1 7 -2 BEBRREEEES. WEFMEENR , B
228 Broker Architecture,

HRARBEEABERS  CUUAFEAEXERAREREENERIE I,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMqUsername);
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connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);

pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

(@ Note
ELEEHEE M PooledConnectionFactory ¥, MFEFHMEN , F2HE —
EERAERER,

2. BEVTHERER. 55 MyQueue NITIIMARLEEE,

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue("MyQueue");

// Create a producer from the session to the queue.
final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. EBYFEFE "Hello from Amazon MQ!" , REEXAL,

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
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System.out.println("Message sent.");

4. BREEE.

producer.close();
producerSession.close();
producerConnection.close();

BYASHEENERAS

1. FAREBEANFKEAABEEEEY JMS EETR , REY TR createConnection 7
*Eo

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(® Note
AEHEETEMA PooledConnectionFactory 5. MEFMEN , F2H —&F
FHERERE,

2. BEVTIHEREE. 55 MyQueue fFIIMAREEE,

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
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final MessageConsumer consumer =
consumerSession.createConsumer(consumerDestination);

3. FREFHFHALE , AEABREREVAL.

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

(® Note
B2 AWS AR (Bl Amazon SQS) 7R , HEESRFEERERERER.

4. BABHEE. TIEMEERMER.

consumer.close();
consumerSession.close();
consumerConnection.close();

4 ActiveMQ REFRENEE LDAP

/A Important
RabbitMQ REEXF X & LDAP E&,

IERLAE R ERAA TLS BY T 5B E RFE ActiveMQ RERER :

+ AMQP

. MQTT

* MQTT over WebSocket
» OpenWire

« STOMP

+ STOMP over WebSocket
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Amazon MQ £#t 7 F4 ActiveMQ B0 EFEM LDAP o BEFEBENEE  UREEFEHEF TN
., MEHE ActiveMQ EAZEBBANHRHHEBERFINERER K F2RERSE,

HERE ActiveMQ ERENBFEFLRTIMNER , BLERENERESWERE, Amazon MQ £/
ActiveMQ WEE S 7 BENHER , SERFNBEARGRBEN, MEFHBEANSES  F2E —2
SREZEME M authorizationEntry,

(® Note
BH , Amazon MQ X EHAFImERES 7 BFE,

3]
« E4& LDAP E ActiveMQ
o FEIRIGH

- LDAP AFH
« LDAP BEHEESR

¥4 LDAP B ActiveMQ

A EBREFERER B R FIUBAGE (LDAP) AR:I{FHNEAEREE Amazon MQ EHE. &
WA LA, MIBRAIE R Amazon MQ A #E |, WiEMEBERTIINFFAT. B, EHMAMBRAER
XZENEBREXNEEZ IAM B AER , Y RE LDAP B4,

BEMFA LDAP RRJ[ECANEFEEH Amazon MQ REEXN S BENRENETF AT UFEAL
Thee. HAFEERAEEABRMREE LDAP MRS+ , IZHEHRREVNEEELEABRNER
5, HERENED.

Amazon MQ 2 Apache ActiveMQ JAAS S\ 2R LDAP X#&, Amazon MQ th X EEM
LDAP a1 iR&S , Bl SRR Fr X EH Microsoft Active Directory 5 OpenLDAP, MENBER A
B , BESHE Active MQ I L £ —Hf,

BRTERE S, LB LUER LDAP ARBABEFERNEAEEEH TENTIINEFIE, =
LDAP fAfREBFF BV AR EENTIINIEE , RREFFUEIRIGIEE LDAP £REREE , BIA#IT
LEEME, A& EARENRERNE LDAP fARSFEEUREE R,
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FORIFAF

#% LDAP X E B EMMHNEA Amazon MQ RERA 28l , BLALRERBIRF . LABLERH
bR BEiR 4R EE LDAP fAIBREFAVIELR , ME LA ER ERMVFT T T ETIER. LERBIRFEAE
HAERZERXRE LDAP B, EfEENAFmERIEEBMEENERETRE,

RIEHRF 2 LDAP fAfRES P AR HREHZNIIRE ., ERZEE LDAP BER | BRANERME —XRERS
EAER, REELHE , MERRNAFIHEREDIEIR LDAP [ARIFETRE. BHRBIIREEA
BERlgmzEER L2 tf#EEFE , 28 Amazon MQ 1] LAFEL

= EE ActiveMQ B4 |, LDAP ARSB[BLEEREN B HKEABRERE DIT). MEAEREATUERS
MEHI1dif R , FSE ActiveMQ XL £ —EIF AT LDIF FERE A LDAP faRRER.

LDAP AP

EERBFER , FREZE Amazon MQ £ & , RARELEIFHH Amazon MQ HmFERERERER
HITEREES | 122 LDAP authentication and authorization (LDAP & % B& & M),

RARKEIR S AHEER
« Fully qualified domain name (EZBiHEH) EHHZFH I 7 BRIFNREFE RN LDAP RRFME.

(® Note

BIREH LDAP A RBZEMEE BT BT EBAMEREERRET. Amazon MQ BER
EiPESEBumm EBABE 1daps , W EERIRES 636,

Bl | MRERELI TR : example.com , Amazon MQ AU T

URL : 1daps://example.com:636 RFEEH LDAP fAlARES.

AT7TEREERX THAENIERIE LDAP FARFER , cBHEESEBL AT REN, BERE
LDAP ARBFBRFABENRE , BRHFFARI[HBMARAUPNBATRE , RAFRERER
X VPC AR E.

- Service account username (BRIIRF FEA B ) AREIT LDAP ARSF[VHBRBE 2 ERAENIRIA
o

- Service account password (BRI R P 215) ST RBREZERAENZRE

TERERHELFMERNMLE.
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

£ LDAP login configuration (LDAP & AfH&E) EERF , RIETHHEEH :

* User Base (EAEEM®) B HEABNRES DIT) PRESERE MNP ERE,

« User Search Matching (£ A& S L) LDAP ESERKRHF , AN S K userBase AWEH
. AFRNEREEREENABSHRFETH {0} BEBNLE. WEFMENR , F2E 59R
& Rk EE.
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- Role Base (AE2ER)DIT PSS ACCHMNHAIERE, AEAUURESHHKPHERN LDAP
HiEER, HENACEATREISACEBN —EBY , fl—KEH/ CN), UARS—EB%
(la0 member) , HERKXKBERACHEZEAZENHEIZBRFERAERR. fm , REREABEN
group , WA LURHALIT ##5IE M : ou=group,dc=example, dc=com,

« Role Search Matching (i &£ S L) LDAP ESEREM , AN E K roleBase AW A
B, userSearchMatching ¥ EREHEREERABSEHFRFRG M {0} BENLE. H
FixEREEBEsnA (1) AELE. fin , NREHTNARERSEE A member WEBM
(BEZARTMECEAEZENHERERR) , BULUREHAUTESEREMH : (member:=uid={1}),

TEREREEELFMERNMLE.
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

£ Optional settings (EARE) BB+ , BAURMTIERAENR -

« User Role Name (FHEACER) FHEFEREERZEAEBEKEBE DK LDAP BHERRE,
REBERT , FAEACTURSUFEAEEHKERPHEBMERMR. userRoleName EIEAZH
RELBHEANERE. flm, BRMEEUTFEHEER

dn: uid=jdoe,ou=user,dc=example,dc=com

e

7R

0N
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objectClass: user

uid: jdoe

sn: jane

cn: Jane Doe

mail: j.doe@somecompany.com
memberOf: rolel
userPassword: password

EEY RS FIRAERM userRoleName , BEIEE memberOf Bit. MR F7BRFEK , IR
AFEREERKAR rolel,

« Role Name (AEEH) AGEEHTHNEEEEEYE A HEAXACGHNER, flW , BN ARHEE
BN —RBBIEE cno MRS HPHBIERY , IEAFREREREMBNESEACEEN cn B
=

« User Search Subtree (EAEE S FREIIRERE) E& LDAP FRHERSEHNEE, WRA true , &
ESREAES userBase FTEEMH B THERE FHBRER,

+ Role Search Subtree (B ®IE S FHREE) & LDAP ARESEHNEE, RS true , HEE
HEREE roleBase FIERMEI R T E(E FEBIRE B,

TEREEEELRARENLE.

kg

Role Search Matching
The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.
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LDAP ZEHIEEAT

BUERIMEERZEFNENK | FOREBEBNREES.
BoRE

BRI RE , AFREAEBNLARENN, EEBRAERSHY LDAP ARFAEAEER D
EREEITRE,

RIEE ActiveMQ RERXNEAEERAEIER DIT FiSEREFHERE LDAP @ARESHHEIZ, £l
wn, MREFER AWS Managed Microsoft AD , T BE&#EERE T corp. example & com, M1E
BETHFEEEHRBEN corp M Users , BEEATHEEELEZNFEREER !

OU=Users,0OU=corp,DC=corp,DC=example, DC=com

ActiveMQ RERXE%E DIT FHERMULERSEAE A UERIHABRANAFRERF R,
_| Active Directory Users and Computers

File Action View Help
& | H =z HE TRET

| Active Directory Users and Computers [WIN-IL
| Saved Queries

v 3 corp.example.com

o AWS Delegated Groups

= | AWS Reserved

| Builtin

| Computers

v 3] corp

| Computers
| Destination
| Group

| GroupTwo

VRN PR FPAN R ¥

| Users
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H& ActiveMQ REEXNBREREAENBEEBERNRIBA uid , EXERESEAEAERSREL
B, ATHERR K ZULFERACEHENERCEAERR. MEFHMER , 528 activemq RIRTE
NESHTE Windows Server 2016 (& #%#8) IRAH Active Directory & ME P ERE 1D BT,

EEABREFERAEZERMA ActiveMQ E#EEEFE , FFREEMPIBE® amazonmg-console-admins #
8.
w#E

ZERE  eEREENEARTEEFTESER, RESKEEEN (HEAFT. BNHE) &
i® cachedLdapAuthorizationMap &k (ERERXK activemq. xml HEEPIKE]) 1T, 0
T MET , ESRERE LDAP BREEHE,

(® Note

EERMFERAERERERXMN cachedLDAPAuthorizationMap fAREEF A activemq. xml
TE , BAAEIER AWS Management Console 2 37 #HRERF |, 1212 LDAP Authentication and
Authorization (LDAP &2 BB M%) iE1H , EEMA Amazon MQ API B FTEEER |, #§
authenticationStrateqy B4 ERE S LDAP,

BN BRETH =EBM4MAB cachedLDAPAuthorizationMap TEMN —3F5 :

* gueueSearchBase
* topicSearchBase

* tempSearchBase

/A Important
ATHLEBBEAEERARBERINMNARES , Amazon MQ L TIIEHEERR
cachedLdapAuthorizationMap ¥ :
* connectionURL
* connectionUsername

e connectionPassword
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EXREINRERENXE | Amazon MQ €EEFEIB AWS Management Console 12 {#AIE
APl 583Kk 1dapServerMetadata BMFWE , AR ELAEM,

LAR’R&8 cachedLdapAuthorizationMap K IE & iE/EE 6,

<authorizationPlugin>
<map>
<cachedLDAPAuthorizationMap
queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
tempSearchBase="ou=Temp, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="Ffalse"
/>
</map>
</authorizationPlugin>

ELESEA DIT FIEESEBEMNHHFTHME, FHit¥ iR AWS Managed Microsoft AD R4 , &£
FHEBEINBIETTH corp. example & com, BEIEEE A destination WEBENRIERMER
MR, £ OU N, BE5 515 queues, topics & temp B HE T —EEE,

ERTENTHESER (HETHRENBENLREREEN) EEEN DIT PEAUTHE :

OU=Queue,QU=Destination,OU=corp,DC=corp,DC=example, DC=com
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. Active Directory Users and Computers

File Action View Help
e 2nFE 8| XEG=H

1 Active Directory Users and Computers [WIM A

| Saved Queries
v 33 corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v (3| corp
3| Computers
v 2 Destination
2 Queue
3| Temp
3| Topic
3| Group
3| GroupTwo

= | Users

—

Efi , EEME 7 EAERFFAREMR DIT FAVERELR

OU=Topic,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
OU=Temp, OU=Destination, OU=corp,DC=corp,DC=example, DC=com

EEEAENHER (7Y, £E, EH) PN OUH |, IIUREERAFTFAIBERENLER, flin, BE
AL HIE R DEMO.EVENTS.S BB E TSR RERA , BRI SIEMI LT OU
OU=DEMO.EVENTS.$,0U=Queue,OU=Destination,OU=corp,DC=corp,DC=example,DC=com

(® Note
DEMO.EVENTS.$ OU 2% Queue OU A,
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WFE ActiveMQ RERF THFHEER , F2REAFT

EEABEMFS (%20 DEMO.MYQUEUE) 24t1%#R Al

OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

_ Active Directory Users and Computers

File Action View Help

e 7@ OB c= HEl T

AIEERLITFIMNIESR

-
-

-
-

v o

REEE

1 Active Directory Users and Computers [WIN-IL A
| Saved Queries
v 3 corp.example.com

AWS Delegated Groups

. AWS Reserved
. Builtin

Computers
corp
3| Computers
2 Destination
v 2 Queue
| DEMO.MYQUEUE
3| DEMO.MYSECONDQUEUE
3| DEMO.EVENTS.S
3 Temp
a2 Topic
3| Group
3| GroupTwo

a | Users

ERRBENHEFIERAFTNEME OU F , BHERIT=EL2EE. MNE ActiveMQ FHFTE |, &
LERBENBEA/EEEFNA, NESEFIAFEAZEATHNDFEFEET  FF2E ActiveMQ X

e,
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https://activemq.apache.org/wildcards
https://activemq.apache.org/security
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BN ARIEL RS BANE S read. write X admin, EELELRLEET , B HEBFEAERE
H, MBRELFERENFEREEANTHBEHENGT, SEEAFTENBESRER B WitEBEEE
e84,

. Active Directory Users and Computers

File Action View Help
P EEE R Y L &R

| Active Directory Users and Computers [WIN-IL A || Name Type Description
. aved Querlles EE admin Security Group...
vV ch:rp.examp =com ég read Security Group...
2| AWS Delegated Groups %write Secanity Gron
o | AWS Reserved P
| Builtin
| Computers

v (3] corp
3| Computers
v | Destination
v 2/ Queue
o DEMO.MYQUEUE
2| DEMO.MYSECONDQUEUE
2| DEMO.EVENTS.S
3. Temp
3| Topic
3. Group
3. GroupTwo
o | Users

Domain Controllers

p lI.I.

ForeignSecurityPrincipals
LostAndFound e

(® Note

ELRNEEEREN K HEEEEREFER, REEEHRIERAERR Windows 2000 2
BINARATARERAMBNEE , BIEFEAMR DIT WFREMEIRAR. Windows 2000 2
HXFAHRFHNEHRERETE  BCHLERLEE—W, ATHREEGR , BUUE
uuid FEMIZE admin 4.
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el

File Action View Hel .. Object - Group %
ol AR 1N =RRE
_ Active Directory Users a Q Createin:  =.com/corp/Destination/Queue/DEMO.MYSECONDQUEUE
| Saved Queries =
v 33 corp.example.com e are no items to show in thisy
o] AWS Delegated ¢ Group name:
5] AWS Reserved | admin |
_ Builtin
| Computers Group name (pre-Windows 2000):
v [Z] corp |adminﬁlias&Juid—BbeSae?d |
5| Computers
v 2 Destination Group scope Group type
v (3] Queue (O) Domain local (®) Security
:% DEMC (®) Global () Distribution
2| DEMC i
= DEMC (O Universal
o] Temp
3| Topic
3] Group Cancel
2| GroupTwo
2| Users
2| Domain Controllers
_| ForeignSecurityPrincipals
| LostAndFound v
< >

AEEAENME SR E N admin Z2HE , TRERAERINMBRZEE, BEFIFEE read
ZEHETREMEENERNR , MEEMHFTEE write HETREMRABTAZE N,

BRTYSEREREFNEELLEFEF T2, BHAUHERERE, T8, A ActiveMQ BIRE
mIREHEANBEERE | TGS AREZNENEEERYWHER groupOfNames , B activemg J&
BRENIB/A R

MREEBHTERIRE  BEFEHEER uid WHRERRF. 2B Windows Server 2016 (&% 8) R
ZXHY Active Directory A E MBI ERE ID MRS,

EUMEE ActiveMQ REREXFEAH

ActiveMQ £ & R W LAfFE ActiveMQ REEZXNTIIMEENASHEAER, SR ERAER
ERERRBEA, fla , ERLUAFFELEERAEFH ActiveMQ Web E# 5,

BER—EFERER. SUNASEHEETGERE | YREAHBEEE, BUMNEESETIINEE
RYEF Ao
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L86
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
http://activemq.apache.org/web-console.html
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® Note
FEEFBUNERAERRERE. ERELHE—UCEAEEFEGERR  REBEUREAR
B, W ELEBRAPHNIEEAERRRIFEER.

LA 35| B R ana] 5§ AWS Management Console3R 23, #miE M BR Amazon MQ REBREZRFH
&,

£

- ERVHHNFERE

- WERENFERE

- MBRRENFERE

BERVHNERE

1. A Amazon MQ A&,
2. AR D  BELKILANZTE (HIW , MyBroker ) , AR BEEFHMER

#MyBroker BEIMY [EAE] BERH , 5 HHREBEEXNRABEERE.

paolo.santos No Devs

jane.doe Yes Admins

i#1Z Create user (BIAEAE),
£ Create user (B FAE) HFE AT , B A Username (EAE B TE) M Password (%),
(EBR)MACERHEFBNEERR , BUERE 2R (HI1W0 : Devs, Admins).

(BH) BEHMFEAETEE ActiveMQ Web 124 |, FEiR#E ActiveMQ Web Console (ActiveMQ
Web IEE'IIEI\)O

7. i#IZ Create user (B EAE),

o o &~ W

BUNEEREEXFERSE 149


https://console.aws.amazon.com/amazon-mq/
http://activemq.apache.org/web-console.html
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/A Important
HEAZFETEE  TEUNKEBEERECAE. FEERARE KX RSHT @AM
BERAEMABHREENX, MEFMEF , 528 Amazon MQ REEXERLEHE
.

mERBNERE

1. & A Amazon MQ A&,
2. R ATRD  BELKILANZTE (HIW , MyBroker ) , AR BEEFHMER

#MyBroker BEIM [EAE] BERH , 5 HHREBEEXNRBEERE.

paolo.santos No Devs

jane.doe Yes Admins

3. EHMENEABE K RARBREE RE.

BN &R Edit user (fREEFEAE) BEH R,
4. (ER) W AR Password (Z§).
5 (BR) HESBREAEMBNEESRR , LUEHR 2B (FlW : Managers, Admins).

6. (BH) ZEEFAETEE ActiveMQ Web 32 & |, FBIEE ActiveMQ Web Console (ActiveMQ
Web IEE'IIEI\)O

7. EEREERBNEE 72 Done (5EMK).

/A Important
HEREETEE  TEUKBEERAEERE. EEERAEE  SLAFET A
EREREFRABAEEN., WFFMER , F2H Amazon MQ REEABEREE®IE
.
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https://console.aws.amazon.com/amazon-mq/
http://activemq.apache.org/web-console.html
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MBRRBHERE

1. & A Amazon MQ A&,
2. SR ATRD | BELILEANSZTE (HlW0, MyBroker ) , AR BEEFHMER

#MyBroker BEM [EAE] B , EFHEREEXNAEERAE,

paolo.santos No Devs

jane.doe Yes Admins

3. EBEUEMB AR (B0, MyUser) , REBIEE [MBR],
4. EWHFBMERAFE  FEMER MyUser ? 1 HREZRPZEE "MER. o

/A Important
HEMBETEE  FTEURSEERECEAE. FEEREE  BLRASHT A
ERRAEMBBAEEN, MFFEEF , 526 Amazon MQ RIEE XA REE E
.

Amazon MQ for ActiveMQ R{EEF

ERAKEERSE , REKEE Amazon MQ £EA ActiveMQ RERX K ARRAHRREL 2 ERHIXE
JoRN: k=5 R

£ |

- EHZE Amazon MQ

- BAEEME Amazon MQ 3KEE

- BEBERBEN XARSGBEEESEHME

E#EZE Amazon MQ

ATEGHEXTRAEARZNERE Amazon MQ REEX AR,

ES-]
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ LESC T
o KSR MER Amazon MQ BB RE

s —EEAERER

s —EEAREREERREEIZEREEXN KR

- BREAFASERR

- LEMAR , EEREHB N

« MEFEA Amazon VPC ¥1ZFHE , ;5% A CIDR ZE 10.0.0.0116 AWWAFiw IP

KA RS MER Amazon MQ 4 2|

EIRE—REY Amazon MQ REEE |, Amazon MQ &7 Virtual Private Cloud (VPC)H &Ry R 5
ZTHEEMFERAE, At FE—LEC2H T, ERRAEURENAFR (EEEIHESR)
B2 Amazon MQ RERERXEF. BEUHBERAEREIRSE VPC —3% , Rt#R BT Amazon MQ
M AR EEE A o

/A Warning
A BB MREMMRRRE, EUEMERMERAE TS KAIEKX VPC BREBERER
RV ERR

I
Client ' Elastic Amazon MQ
(Producer or ' Network Broker
Consumer) ! Interface
I

SERVICE SCOPE
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html
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—EEREREE

EERE—4EENME—HEENRG (I Getting Started with Amazon MQ #ERE) # , &AL
HYBELEEENHEEBEFEHE— ActiveMQConnectionFactory A, #l40 :

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMqgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

T, TEEZEEEENEHEENTEERAF , ASELEEERUAREERTRERASEARE
g, HEERMIG , BEZMER PooledConnectionFactory 3l , BZHEEEEDZ R HE. B
m

@ Note
AECHEETHEMER PooledConnectionFactory Ehl.

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();

E#ZE Amazon MQ 153


http://activemq.apache.org/maven/apidocs/org/apache/activemq/ActiveMQConnectionFactory.html
http://activemq.apache.org/maven/apidocs/org/apache/activemq/jms/pool/PooledConnectionFactory.html
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producerConnection.start();

—EEAREREERRERIZERERN IR

MREFEREARNERIZSERERN R (HIn , ELEREAT/ERHEEXR  HELKRE
REHEASMIEENERE Amazon MQ ) , FEATEREER A AFFEEERBMERIIH Db —
18, fian

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617,ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)?randomize=true

i % 5 A RSB ENER

SERLAER JMS REES | AAERFA M INEEETE (RIBASNABTEASBHEEEE), T8 ,
£/ JMS EHEREIER Amazon MQ RERANEEREFE , RMAELEEERAS

—HRRER , FEHERBHEERHALS , RARTRHEENLEEENEZRBRENL  FEENEEEEX
=R,

LR AT R , EEEESRE R

plan | AT A BB EAREEEEERNERER <& , SRIIFMARMITENAR. T8 , £4
MAFTRUEHREFEEENGER  MATRREARENUERE, FERBRAEREE Vi,

WMEBMEA Amazon VPC HZEEHE | Fl%FEH CIDR #/E 10.0.0.0/16 A A F iR
IP

MREBEEARNLHBERIRIEE Amazon MQ REBER 2 B8 E Amazon VPC HHEHE | BIF5EB
CIDR #[E 10.0.0.0/16 AM IP 352 EA FImELE,

BRAEHRE Amazon MQ X8

AT ERETE R T LR F Amazon MQ RIEBRE R B K= R Be.
&

- BREEEEEHBENTY , ERXTERMN DK

- AREEREZEIENREESHTEEER

- AREHEEEEFRNREEARERE
o [EREMERELNREREAER
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https://docs.aws.amazon.com/amazon-mq/latest/migration-guide/
https://docs.aws.amazon.com/amazon-mq/latest/migration-guide/
http://activemq.apache.org/failover-transport-reference.html
https://docs.oracle.com/cd/E19798-01/821-1841/bncer/index.html
http://activemq.apache.org/how-do-durable-queues-and-topics-work.html
http://activemq.apache.org/virtual-destinations.html
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HRERREBEEENTSY , FRETERN DR

BIBETEER , Amazon MQ ¥ ERFRFHEHEZNT I MEREL :

- MRHEERARBLAEEEELTENER  AESKERAREHEEE.
- MRFIBEARTASNRIFGCHE , EVREKNEEEERERK  AFBESWRAARE

&EI87R Amazon MQ ¢rEGREEEENTIIREREL |, B
concurrentStoreAndDispatchQueues B RES false . MFELHIHRE |
concurrentStoreAndDispatchQueues,

3
¢
8

ARAGHEREIRNREEANTERER

RKEEAHNTEEEENASEHEIRNEARXNEARMMUTES .

« BEFAMEXFER ActiveMQ
. ABKRN

- AEENHEENHE

- BRHEE

THAB RN, EEMEEEZBHER

RIBENEARS , BRANKEEXHTERERTET —ERSRAERE, E ActiveMQ EFE
AR A REER , ABR KX NRERFHRFIEE

1l
¢l
it

- MREWAZNPR 100KB , AIFAMRFIEERRFIER,
- MRENFAEKRR 100KB , AIBFA LR FEHERRFIRE.

EREFAMEXNTEA ActiveMQ i, EELBHBESUREEREREN  AIBEERAEZRT. &
FEFFAMBRAT ZZEI%PCIE&‘W}HT{EIE*EWEEEE%E%E;ﬁ , A EEREEEEERAZRT,

EEYHECEARSNSREREESTERERE  RAEZEVNETEANKREENHTERER, 0F
&SRR , /2@ Broker instance types , A A2 EA IMS EXEE 8 Amazon MQ WX E,

REREEXHTERERNEARG

EXEREEAITEREERSHEER K A-EERNEARH
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https://aws.amazon.com/blogs/compute/measuring-the-throughput-for-amazon-mq-using-the-jms-benchmark/

Amazon MQ HBEABER

« EFAMEN - BEANEARRNBEREEXHTEESEREMBREASTIABRRF (HlU , B
BHER LD B , BBEALEA ActiveMQ RIERFAMEN, EHEXT , EEREEXHATE
RAGHERICRE W |, ActiveMQ T BRAEBAEZRAMRE. ERAFFAMEXNRKTZE
RAEREEABTEEBEE TRHENESTREERE. ER CPU , UREREH.

- RIFHEE - EEAFTHEEETH , B concurrentStoreAndDispatchQueues EEZEEKRA
R, ActiveMQ A ZEA L EEREEEBIEESLE K BEERALEXIRE EEEFAUERXT),
MBEEHEARRTUREEAALS (FNRETLURGTEREEEEMY , AEHNERARRXTSHER
ABREEAHTEREL, ZEFCNWEARIXEREATE SR EEEHTRMEIEZNER
EXHTEE  IEERKFEEENEREXBTER.

« HIRRZ - BERFERABFAMER  WEAABERSEBEEZHFAER , ZAUFEARRRERNHT
EREAREINESNERARWIEE, WEFMEF , F2H Apache ActiveMQ XHEHFHE RS
EERRXS,

AEREREAEEZERNAEEFFEE

EENABEZETHAEEN ST AEMESTINGE , A Amazon EFS, & ZEF| FHKEEN S &8E
£ , A Amazon EBS, MEESFHMER , 2B Storage.

IE 78 3t 3% E S8 Y AR A2 A %
ELREVREEXFEE K FALNEREX EMRENER !

- BABAMER - AR (HERER) SEREREAATEERGEEENEAE  RERKEEXN
ML T REDSBAEBTHALR. F—ERACAENREEN , FREFE  XESARRENE
ARE. KREEXEBERTAERLEEE  UEZARBEET —ARERX. EE-ERER
AR AABNEFAMLRE , F—EREREXSMERZAS

MREEFAFAMER , IE—EREEXSREFTTAEREEE K MIASEAREART. 0UF
B , 552 B Apache ActiveMQ XA Y Replicated Message Store (R A EFH) M What
is the difference between persistent and non-persistent delivery? (3F A tEERIEF AR EIENFE 2
BR)o

- TMERAREERXHTERBNERALE - WRFHEA , 528 Apache ActiveMQ X#HH# Advisory
Message (BZHE).

- TEAZHEEREERNRER - Amazon MQ T X BEFEAZHEERERRERER, NEFHE
# , 582 E Apache ActiveMQ X#HE What is the difference between discovery, multicast, and
zeroconf? (REK., ZHEEM zeroconf WFRREZE).

BRBMH Amazon MQ 3K AEE 156


http://activemq.apache.org/should-i-use-transactions.html
http://activemq.apache.org/should-i-use-transactions.html
http://activemq.apache.org/replicated-message-store.html
http://activemq.apache.org/what-is-the-difference-between-persistent-and-non-persistent-delivery.html
http://activemq.apache.org/what-is-the-difference-between-persistent-and-non-persistent-delivery.html
http://activemq.apache.org/what-is-the-difference-between-persistent-and-non-persistent-delivery.html
http://activemq.apache.org/advisory-message.html
http://activemq.apache.org/advisory-message.html
http://activemq.apache.org/multicast-transport-reference.html
http://activemq.apache.org/multicast-transport-reference.html

Amazon MQ AR
BEBREREZN XA XZBEERBENNE

ActiveMQ ZEDHR (XA) RB. T ActiveMQ IARE XA R Z , BBREBRE Amazon MQ #
TREERXEFNNBNAEBERHREBNERRER

BREFRE  HEEFMBHKRBRABZ XA RS, NREERZNAER , AIEHESEEE
EEE  KEENBRBREEAMENEL, SEVEEFRBNAEBENEE, B4 EEH
commit() = rollback() FARIELER S , EMAETSHEERBMEK,

EEERRERNEE XA KRS , EBALUEA Amazon CloudWatch Logs 1 #J
JournalFilesForFastRecovery {ER, IRUHBEFEEN , IR—E5R 1, ZEXFEAEN
DUTEHNERNBRERRBRANRS ., MEELFHMEN , 52/ Amazon MQ HIELZE.

UTHHEXNBELSHRBEZ XA RS , ¥EM rollback() BEAEMM.

import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;

import javax.jms.XASession;

import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMqPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMgUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMqgPassword);

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();
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for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
}

EEEHRESD  SuSH XAXRZEEEREENHBEZ XA XS, R, EULURAEREEFH
rollback() = commit() XKEESEEZX S,

Amazon MQ for ActiveMQ EEHEREE

Amazon MQ for ActiveMQ R IEEEERER (CRDR) 2hae , ZEAFUEES LK |, SASKE
EAWS BEEFHNFEREEABRREEAEAPHNEANANEREN, EBME Amazon MQ AP| B H R
BEBR , RN EAEEARAR/TIEAREEAAE YA ETEREERAEEA
&

AEIRENHBREARAWMMIE Amazon MQ for ActiveMQ FREEEFHEREE,
e

« Amazon MQ FHEFEMEARKEER

- EVARGRERFERNEEREEX

- BEBVBRIBHELE  USEFAREEXRARIEAEEXAER

« Amazon CloudWatch FHEEIFHERERIEE

Amazon MQ FH T EMERNREER

BBV FTENEARARERER , LEBZBFRPIHAREE AWS EEHFHNFEREBERNSERES
JNEXAEGHHERARERER., TEEFSHTS—HHEENERAT/SFHREERAEY A BATERER
N. REEFHITS—HAHEENERA/SFHREERREY A BAEXRERS,

TERBRAEERITHNEAREEAREIEZEEGTWEEAREEXNRVERSIERER.
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us-east-1 :  us-west-2
: VPC-abc EVPC-xyz

! Replication
_ Traffic

Primary Broker Replica Broker x

3

EC2 Broker Client Lo . EC2 Broker Client

N

..........................................................................................................................

FENERAEEXATEAERHENERBRATR, MRFTEEBFPNEIEREENKY , BUUE
HREBERFERE  BAERITHERAREEAREARTEAERN, RFANFEREEX SR
BREAMEREX , MEANERAREEXAERAR/FTEAEER. UERVEFENEFINEERNE
™, E2E BYARGREERERESRERER,

(® Note
EERAMERS/FaREER,

EVYNMKRERDENERAEREN

FREESRERES (CRDR) R TEEEEMME AWS EFFH Amazon MQ for ActiveMQ FE R E
BAzE#, ZAEREREENEEATEREREN  YALMRERENELER , o —6HE
MHFNEEMERAREBERER, BELRTLER Amazon MQ Promote APl 2ESEARAREBRERNIEH A
FEREEXAC, WEFBEENEAARERANFMAER , 5528 Amazon MQ FH EZRMEAR
REER,

THERRAIMMAEH Amazon MQ Management Console B3 MR EEARRERER,

ES- ]

E /MR CRDR RERE 159
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- BEHRHE

- ZR1(EEN) BEVFNFTEREER
- FR2 BEVRAREEANER

- Bk CRDR REER

B R

ZEFEABREERERTIEE , BXUAEMEWIE T T I L REME

c B BEESENESIHEEBEHANSE 5.17.6 lRAMEFMAH Amazon MQ for ActiveMQ KL EFE

o

- BE: THEREXEEESER | XEIRI (BXMH). XEREP (ESEmIE), AL (REHM)

N EBIFER (A #EEILER).

- BITEREE BERABHEREEARAN ng.m5.large A EWREBEREAHITER,
- MEFE  FESEHNEREEAREASZIABRANBENEFF/FRRERER,
- RERIRE : BREAEE Running REEXREBHNIEREBEABRIBERERER,

SR (EEN)  BEUFHNETERERER

BUFHETERERER

1.

2
3.
4

B A Amazon MQ £ &,

£ Amazon MQ £ &K "REREX, EEL , EEEUREREK,
EERREEXSIZEAL |, 812 Apache ActiveMQ,
EENSENRFTFEENTEEANBFREERT , #1T F5IEE

Y BES  BEBEAY/ESTPRNEERHSTAY. EFRP/SFHHRNEERHSTH
MHEHMETETHAESFNREREEXER  YREAMEEESH, EEREEASHE
B EHARERX K Amazon EFS BIZ 8. NMEEZFHMEN , F2E Broker Architecture,

BET—
£ Configure settings (#1T5%E) EHEHHAY Details (FFHEN) B+ , ST TEIME :

a. WMARERERNEZRH.

237 /M Bk CRDR {EER 160


https://console.aws.amazon.com/amazon-mq/
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/A Important
BIERERXEBIMABASSEBNER PI) KEMEBERBRERA. 2F
CloudWatch Logs ZAK EM AWS REATFRAEEXER. REEXEBTEAR
REERHRER,

b. BEREREAHITERER (B , mg.m5.large). WEE ZHMENA , 5520 Broker
instance types.
7. % ActiveMQ Web EZEFNERT , RHEAERBNER. UTREHEANKEERXERE
BB

C EHNEAEEBRESSERTT. RIS, 9%, ERENDREE . _ ).
. BEXAZHE 12 BT, BEED 4 EAR—F , MATELLEH. SHRZH ().

/A Important

B NERERXERAEEBIMABAS BN EA P) REMBESBREA. S1E
CloudWatch Logs LRI E At AWS R AIFERREEXNEAEER. REBEEXFERAER
BT EARMESLBRER,

EEERNZEEES LY Amazon MQ EEERESHEVEARARERER, ZETUEERER
I CRDR £&# RPO #R&E, ZEFE "CRDR Af, M "TRPO RAE, # , BHBERNEEBEREE
tENEHRETR,. RAEERYREEE L , B "CRDR &, = "RPO #R&E, ,

SR2: BURAAEEIANER

1. 7£ Amazon MQ F# &K "RERER, EEL | BEBRVEXRPNHE,

2. EEEFEDNEEEEL , ENEEAS CRDR FEREEXFANRERERN. RRBET
_io

3. EREEAMEEAREL , FATHAAYREREFELE.

4. HEBBPNEEMN ActiveMQ EZEAEAEERT , RHEFANERXNIRAEAENERER
BANER, UTREEARCERXERAERBNERRE

- BNEREEBREISHET ., BiTHR., D8, EEMBAREFR -._~).
- BRLAZLBE 127, B2EL 4 E—Fn , METESIEER. BRIEFR (=),
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/A Important

B NERERXERAEEBIMABAS BN EA P) REMBESBREA. S1E
CloudWatch Logs ERHI E At AWS R AIFERREEXNEAEER. REBEEXFERER
BT EARMESLBRER,

5. EREEAZMETEEFRNENEREAEERT  RESTNEBNEIRBRR EAE
NEAEEBNEE. RTRIOBARRERXEALEBADE -
. EHEREEBRESSRET. W, 9%, ESOERER (..
- BBAAZHH 12 BF 5. BEED 4 @7, MATHLRER. FRAASH (=)

/A Important

BN ERERXERAEEBIMABAS BN EA P) REMBESBREA. S1E
CloudWatch Logs ERHIE At AWS R AIFERREEXNEAEER. REBEEXFERER
BT EARMESLBRER,

ETEMEMRE. RRBEET—F,
6. ERRYEVERL 6 REEFAAEEAFHET. ARREEVELSHNEKE,

7. EEEVRBIERERN., EAMEEETRBEARERS., UEARENBBRERXNE
~ , 382/ Rebooting a Broker,

MBEA ActiveMQ REBRIETHMRENHMET , HBH BUBEHE AciiveMQ KEER

kR CRDR KRR

EZEMBREERER CRDR REEN , BXELECHEY , REEFHRBRERER, THIERRAM
Al AWS Management Console BUHBEL ¥ & E#H B ERER,

1. EFNEEEEL , ENEZECERHM CRDR RERERX , AR BIERFE,

2. EREEAGFEEENEREZEEERY  BEECERERXEY,

3. ERERETWA TBUHEY, , UERLZNEE, RARREIEREREEY.,
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4. EEBEHRD E'.HE;I%EE%TE’JEEPCIE&‘R ERMEEENRBEAREER. NEEEENMD
REBEEXMWIER , 2B Rebooting a Broker, FEREBEAEFHBER K MERBEXHFSEUH
B, WHAS /”JJHH*JIZ?O EEMBRENRERER , 5528 Deleting a broker,

RETRHBERE , UIEIREREARALATEREEXNAR

EEREREARERARAR/TIEREEA ALK , TURMBRIFTHBE., EGRABERRERE
‘ﬁﬂv : Eﬁﬁfﬁz‘ﬁ%ﬁﬁkﬁﬂiﬁfﬁfﬁﬁ@o

e -—BHRABERTAL, ELFREBERETHRE  UREREEAHES —BHWRE. &£
AR ARV REEXE-BENERT , TREF —BREHAFRERTEELEARERN, &
AEFE , MEREEXSVHEEMEENRE, THREEKI , BURN M@ i ErYEEIRENEESB
MR R E R,

REBESKITRANAABRER -3, EBEZHAEK  REFTEAIEEFAHEENRE, FRARE
BEK , TREEFAMEEXNSVNRARFERERE K MAFTSFHENERERRBLL , BFFEF
FEEREEARIEMAR. FEBERFIURNRKR T ERENEFRRE | tW3EEURR 2 HEEH%
=B,

TERANTE , REFEZERTIHIAREEARECRALE  REEXNGTEZ A FImERNE L.

HEUWEFS , BEXETH  TERERX VPCHNAFRBEZELE-SHREEE  BFTERE

AEERRAES, EERTIEHZEMEREREAED —HNWRER K EREBEBRELTKAER
RERARASTEREERN 2 , EXREREAN VPC FHAFRELZERIERRERER,
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us-east-1 5 :
: VPC-abc P ]
2 . Replication
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Primary Broker Replica Broker
Demotion in Progress ] Promotion in Progress
1 : 3
EC2 Broker Client EC2 Broker Client

TERAREFEREZNREEARE. REEFAREEXRECRARTEAEERAAE , YASEK
ZRAFImER, APRAKEEXNEENERER,

-------------------------------------------------------------

Replication
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ERAEZARABEAREREN

HEEAVRHREBERAEANEREN , % Amazon MQ EEEHHIT FIIFR.

(® Note
HLEFETEREEX LRBVRIREBE,

1. IREEFARERAMENESE, &t "REREX, X, ENEERARFIEAEEANERTER
REREN,

2. ERERAFEEFAEREL , ATUTER:

1. BRAREER.

2. ERERES , BREERGBHEBE,

3. EXFHRPEA "M, UEDRENEE,
4. EEWHES.

BBREREcR  NEREANAEELEAREBEETH, FERETHKE , "REEX, FEE
mHEREESEBRERE,

(® Note
REEEVEFAREEXBSI EERERL. TERRERNEMERR.

Amazon CloudWatch FH B EIGERE T IEE

Amazon MQ for ActiveMQ B EIFHEREBTIIRERME T ZEEE , TAREZEZIENERARERNT
S, TAMNME. TEEEFHE , AEESPNEAERE SBEKREFTEEGPETERER
ANWIIETEEER, MERFEEFINETEREBEERNLAN , BULEHRBURSFERE |, SRE
EFTPHNEARERARAAFTEREREN. WFERIR Amazon CloudWatch P EEIEENIET , F2
B B Amazon MQ By CloudWatch 54,

CRDR B3

T3 EBFCRE Amazon CloudWatch R EBIEENFTEL RN, ERNEREFTRALERBRR
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- BETEAIRRE (TCO) : BRTRVEFRIE,
- BYKRE (TC) : TERERAEER/BMTI LEVSEHNKREE. TENEXRXREEAREDEM.
- BERE (TD) : EHANEEEEFAREEXNKEN. EEARERKERERX,
- RERE (TP) : EARERARNRESHNEER, EEAREFAREREN,
i (TA)  TEREEXAYEREHANKEN. EEAREIEREER,

F A CRDR CloudWatch 1R R L {1/ A S B E M AE

FERRERT , Amazon MQ AR EBREXBAEE, BLEBFE Amazon CloudWatch =2 &
HERA CloudWatch API , RGN REBEREE, THEEGRN TH# CRDR REEXWERZTNL]
B REBEMEL

Amazon MQ CloudWatch #5#& A CRDR HWEK

TotalReplicationLag FEREBEEX LRE —BRE
REHN TAM TC 2EHHE
fhEEE

ReplicationlLag EARAREEX LRE —ERRE
REHN TP M TC 2EHTHE
ELETN

PrimaryWaitTime FEREEX LEZ —BEE
HEH/KW TCO M TC 2EMHE
A

ReplicaWaitTime EAREEXNLBE—ECRE
HEHH TCO M TP 2EMW A
ELETP

QueueSize FEREBER LEBFTHH X
REMHEE,

TotalReplicationLag M ReplicationLag MAFENEAREENZHEENEE. EMEE

BOTARAGETHTNRIREBRBREERSARBE K,

BE
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PrimaryWaitTime Fl ReplicaWaitTime AIARKHERTEFPEAFERENRE. WREEN
EREEN , TRRTEREFCREIERF. EREENERTRESERRSE. REEFRD , X
RERRKEBREBE,

Amazon MQ for ActiveMQ BBt 58

AEBEHEH Amazon MQ FHELEE, BRI NASHEE AWS IRFEE T ZEE. EEFRESR
%l , 55289 Amazon Web Services —fix£# $# AWS Service Quotas, EMEER LR , EHAIRE
HAEET. WHEE Amazon P18 B sNERPRFIRYFFHEA CloudWatch , 58 B £ A Amazon &
# Amazon MQ ¥R, CloudWatch

(® Note
MEFE Amazon MQ for RabbitMQ K ELEE , 552 B8 Amazon MQ for RabbitMQ K EL &,

S
.

=

£ig

L]
Spe
B
o

{1y

i
3

&

. BREEE
« API| A&
hi B

TF&RFIHE Amazon MQ for ActiveMQ XIBFE R tHEARI BELZE,

4] Bk

REBEXEE _
ISR A ERE AWS 155 th XA R —
o

REXANR 1 £ 50 EF T2,
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FMBABER

BR 51

BERIANNEENHE
BN AR RE T B EIE F 10 TE Y AR B8 B ARE 4R

B AR IRE BB A 155 T BV 4R B8 B 2 AR

MR EEENRE
BECERANZEHER

RESIREY ActiveMQ B BVt (75 £ 3EH)
CloudWatch

RabbitMQ B # i (1751) EE# R CloudWatch

SERERANER

DU
HAEEE ASCI AT B F T ERIEENF
TCo

| REmeEETE. B, A%, KEAR
WS (- . _ ~)e
50

mg.*.micro HITERBRBERRLERENXA 300
[

mq.*.*large FITERBERRERERXA
2,000 &,

20
5

CloudWatch {EE5$2 5 1000 1E B #Y i,

CloudWatch {EE5#2 51 500 EE M , HHEE
HEHF,

50

T&RFIHE Amazon MQ for ActiveMQ #BAEFHRBRY AL ZE

R 1
HERRE

iR

REMSEANMR 1 E 150 BF T2,

HAETE ASCI AISIEF T ERIEENF
TCo

LS
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PR 1 DU

| REmeEETE. R, A%, KGR
W (- . _ ~)e

BEMBEWIEETE 300

e &

TR HE Amazon MQ for ActiveMQ RIBFER A EHBENEZE,

PR 1 DU

FREER .
EEXENR1ZE100 BFxrx2zM,

HAETE ASCI AIFIEF T ERIEENF
TCo

.Rﬁﬁﬁﬁﬁii\ﬁﬁ%\@%\ﬁﬁﬂﬁ
Hﬁﬁ% (‘ . N)o

’E?l\ﬁl% °
EERENR 12 2 250 HZ T2 M.
" RABAE ASCH THHE R EREENS
o
| RESEE 4 ER—,
FEELIER ().
SERERANERE MES2RE) 250
SEGEHENRE (HEHRE) 20
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FMBABER

TR HE Amazon MQ for ActiveMQ & ¥ {F#ZHBENELEE,

BR 51
BERNMEBEANREFRE

BEBAREEANRERE

Amazon EBS Z ENSEAREBEERNNEHIERE
EREAERS

BEBRNMMEEIANETRREFRE,

BEBAREEANETRREEFRE,

API| &7

DU

mq.*.micro FTEBERNRLEREXS 20
GB, 1% Amazon MQ #{TERERNFHEE
# , 5828 Broker instance types.

mq.*.*large #ITEBEERLERENS 200
GB, 1% Amazon MQ H{TEBEINFHFMEE
A , 5528 Broker instance types.

50 GB, MEFKHRESEEAENFHER
, 552 [ Apache ActiveMQ API X/
JobSchedulerUsage o

mq.*.micro HITEBRERNREREXAS
GB,

mq.*.*large #ITEBEERERENA 50
GB.

THEREEEEFE Amazon MQ APl AEES{E AWS IRFE |, MM ERKIER., WFE Amazon MQ
AP| BIE¥ME R , 3528 Amazon MQ REST AP| 2%,

/A Important

& L fig 8B A Amazon MQ for ActiveMQ  Amazon MQ for RabbitMQ X EFE &
APIl, #l#n , Amazon MQ T2 F A SR EIETIEW,

aREER
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£ Amazon MQ for RabbitMQ

Amazon MQ A BLZRARELERNEENRFRFERBRBEIASREREN. BUUEA AWS
Management Console, Amazon MQ REST API 8 AWS Command Line Interface 2R3, &3
BmrAEREN,

ZREIHIAR ActiveMQ 1 RabbitMQ 5I1ZEAE ASREBEEANEAXRTE, FHATAN Amazon MQ £
BEEAHTEBERARERE  IRERKEEAZENERZENHE,

A= [ ## Amazon MQ REST API , 2B Amazon MQ REST API 2%,

e

- RabbitMQ 5|

+ RabbitMQ %28

+ Amazon MQ for RabbitMQ FRIF B
« Amazon MQ for RabbitMQ Y Bit 58

RabbitMQ 5| Z&

AEFEREA RabbitMQ REEXNERTERAZENHERN | R A Amazon MQ £ RabbitMQ
BARBERENEE.

e

- EXtE

- REEXES

« Amazon MQ for RabbitMQ R IEFZ 40 58

« & Amazon MQ for RabbitMQ 5| Z iR

EAXTE

AEEN T ## Amazon MQ L RabbitMQ FrENEEM S

ES ]
- REER
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Amazon MQ PNt ]
- RERXBERE

- BNEEYTEBER

- BAR%TF MQ RYREHEMH Amazon MQ

- 858

- EAE

- SAHER

© BR

RERERX

REEXNZE Amazon MQ LHTHAESRERERIRE, B2 Amazon MQ WEXREZEEEHR,
BREXHTEEER m5. t3) MA/D (large. micro) WAMHRBARRERENBITHEEER (4
m, mqg.m5.large). MFEFME , 552 [ Broker instance types.

- BE—-HITEEAREEZER M Network Load Balancer (NLB) ZHEH — BB EZSHH —EREERNE
K. REEAZEENWEHARER LK Amazon EBS fEFREEHEITENR.

- HEEIRE R Network Load Balancer #£ER =1 RabbitMQ REREXNFENBELE K SESHHHLH
FRE. 75 , UREBEZETHAES (AZ) 99 8= EE,

WEFMAES , F2E LEEERE,

EFIRH RabbitMQ 51Z31TH , BT URA BBIRERAFAR , AARICEREN I ZRNFHIXEMR
X, BEBAMERERHERE, —RPNEE (24 MEH) MEE (ARA UTC) FTERRVHEER
BAE,

T ENBEAHE
BT LAME R RabbitMQ ST EMEAENERETEES , YA TIBABERA TLS , LAfFH RabbitMQ £
BEER

- AMQP (0-9-1)

EEEERE

Amazon MQ 2% RabbitMQ RERX X EAE T HEERNEZBARIER anqps WEAEXBHRE
#F , LLREH RabbitMQ Web =& FEE API B A FimELR.
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- EEEEE 5671 - AREBZE AMQP URL #E1THIER. flan , BEREREER ID A b-
c8352341-ec91-4a78-ad9c-a43f23d325bb HAREBIER , FPFBIE us-west-2 #EAH | KL
TRAEREXHTE amgp URL : b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq. us-
west-2.amazonaws.com: 5671,

- ERRENERE 443 M 15671 - EMERBEXNERBEATUERER , LUEIR RabbitMQ Web #2
ASEE AP FEREERN,

Attributes

RabbitMQ REEREEZEBY :

- B, flm , MyBroker,
« 1D, $I#0 b-1234a5b6-78cd-901e-2fgh-314576k17819,

« Amazon BJR& T (ARN) #l0 arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

 RabbitMQ Web £# & URL., flt0 https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com,

MEFMED , 52 RabbitMQ X4EFH RabbitMQ Web i &

- 2K AMQP im25. Bl amgps://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com,

MEREREABMNTESEE | 528 Amazon MQ REST API 2Z LT &E :

- RESTIR¥#EID: N #EE
« RESTIREID: Bt ¥
« RESTIREID: Bt ¥

Iﬂ'ﬂlﬂlﬂ'ﬂlﬂ

EXTEAH

REREXER

BB 3L Amazon MQ for RabbitMQ R IBFE X , Amazon MQ 2E F —#H 785X BUR T E 5 X #R
#l , URENMREEXNREE. Amazon MQ REKEREMRRFIERAZTER (/) EREEH. Amazon
MQ FEREZRBEREAZEMEVYNERIHE, BMBRZAAMEMNNREREEAREELER
BR , B LABERE k., BENMERELTER
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Amazon MQ ERBEHEEZVAEEXKFRENITEREENAERXARELARILBERNRS, &
RBRERBHEEARSDE , WTFAR :

o B —#1T{HEE — AWS-DEFAULT-POLICY-SINGLE-INSTANCE
o EEIEE _ AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ

HRE-—HTEEALEREN | Amazon MQ EXBERERIEFERER 0. EEBRBAREXIRFE ,
BRLEVERRSEEIRFENBFTER, HREELHE , Amazon MQ ERBEIRFERES 1 #F
AREEXARRE. FEARSEVACHEEE , FERAR 1 NEXIEFE,

® Note
HEEELBH , FEHA ha-mode M ha-sync-mode REENBEK , FTEELEDEHRBEBRNS
AT A (HA).

N B S8 M BRFEER AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ B3R , B Amazon MQ &1
FAELIERFES 0 B ha-all-AWS-OWNED-DO-NOT-DELETE B3R, EAHERATEMN ha-
mode F ha-sync-mode BUER{IAE M. MREEIEHSHWEHITEEK , Amazon MQ & B 81
ha-mode # ha-sync-mode Mi I ZEZRHBERER

ES]
« BERHMRFIHRH
- BERNTER

R SR A PR 75 32 A

T5FERHA Amazon MQ EAEZEHMERERANERBKRMES. max-length, max-queues &
max-connections WEBREBEAEEXNHTEBRERNTEBEXMEMTE. ELESE EEN
FEERE EBRTF,

- queue-mode: lazy (BUR)- BAAEE(TS, MKTERR , (FISREASNEEREARE , BRER
NEARRGEASEEREES, ETeEIREEXLREETE , 5| RS ERER, EE
THEREERSALBEUR, ERTELEREREGT , SEBPRENALRD ., FAHEE
{75 , Amazon MQ for RabbitMQ AIXEEANEAEENERNTI ., FEE , ERLEFHERL
b EFEERFINREENPTERETREERME—L, ERAAASERUBEBEREREX M
FRIECERRRIEERAS,
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@ HPEERERN
E—-9TEE. &8

- max-length: number-of-messages (BUK) - SR ETHHPNWALSEBERT, EEETED , KR
FlEgphtERERXEFREBNER TR EHEBERBR 2 REETIETRE,

@ HPEERN
RE

- overflow: reject-publish (3RE§) - S&HIEKA max-length BIERKTS , I HPWAEE
EiZ%F max-length Bz#% , EEFHAS. BERRTIERRUMREBRASTEFIERX , #AE
BEMEREEANAFPREARAXABERTERR. UFEERTERINEBENR , & /Eﬁ
RabbitMQ #834 L& Publisher Confirms (317 &#E50).

5:1'

48

@ HPEERN
RE

- max-queues: number-of-queues-per-vhost (EEF#RF) - RERBEAPTHEE HFR
#lo LM max-length BERER , REBZEBEPINTIEETREEEREEXEFTMB N ERE
REREETIRSEE. RHETHtbERZBZH CPU F£HERARKERTY,

©® WMERKX
B-HTER. 8%

« max-connections: number-of-connections-per-vhost (E#E#RE#))- SREERERER
WAFmERBERS,. REEZZNERIERHEE , I LBENREENCEREHAE  £ME
BREERAS|IBRSEERETINEFRE,

@ HPEERN
E—HITERE. 85
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FMBABER

BEHNTER

® Note

max-length A max-queue &

RRFIFRIR 5 kB B PIHAB A NMETRAFEMTA L, WMRE

WARBHEAR 5kB , BIZEFEIEE max-1length F max-queue BRFl,

TRIHFEREERANFERRHE. Amazon MQ ERBREEXNMTEBEENBELAEME

L(E,
HITERER HEEN
t3.micro B—-#iTEE
m5.large BE—-#iTEE
BE
m5.xlarge B—-#HiTEE
g5
m5.2xlarge B—-#TEe
g5
m5.4xlarge B—-#HiTEe
BE
RAEEHTERER
/A Important

max-length

N/A

N/A
8,000,000
N/A
9,000,000
N/A
10,000,000
N/A

12,000,000

max-queues

500
20,000
4,000
30,000
5,000
60,000
6,000
150,000

10,000

max-conne
ctions

500
4,000
15,000
8,000
20,000
15,000
40,000
30,000

100,000

AR RERNXE mg.m5. FTEBERERE nq.t3.micro HATEREE,

EXnR
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T EEER vCPU L= (GiB) HBEE B EdEESY]
mq.t3.micro 2 1 = AT
/A Important

mqg.t3.mic
ro #17
EgEE
FREE
£HE.

mq.m5.large 2 8 = £E

mq.m5.x1a 4 16 = £E

rge

mq.m5.2x1 8 32 =

arge

mq.m5.4x1 16 64 =

arge

BARRF MQ RYREHEER Amazon MQ

Ba L BERRETERAEANREERESHTEESER, REFTERENE K BE4EESFERLKE
AMBEM R E -

- AFmMTYINEE

. BIEKEEE

s REEAFHHHEE

- TLERAR

=

BONREEXHTEEBERTANAEERARZERNEE. AR Broker TR EE A EE A F ik
FINEERBR. ShxE, CREBIVARURMBEAR.

BEAXnHR 178



Amazon MQ HEASER

ARARERAUREBS ETHEREATRNVEENTEREENANEEER, FEATIIREE
AXRAERESERARANMTERER

BiTERER HMEBERX EIREE LR RABEH
t3.micro BEREH 500 1,500
m5.large EEEH 5,000 15,000
.33 15,000 45,000
m5.xlarge EEEH 10,000 30,000
.33 30,000 90,000
m5.2xlarge B EE A 20,000 60,000
BHE 60,000 180,000
m5.4xlarge EE B & 40,000 120,000
BE 120,000 360,000

HIEEMRSBEERE R , 288 THERRAS
Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbit@ip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (1500)"

Connection (E4&)

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (500) is reached"

b
4H AE

HHREMEM Cuttlefish 8\ , @& RabbitMQ KERANAMARE. EAUNEEVEAREERNZAEY
g, AR, BB ERERE-RSAREER.
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/A Important
HERETEE K FTEVNRKESEERAZEREREN. FEEARE KX RSHT —([AKER

BREFREBRERERN, MEFMER , B2 8 Amazon MQ REBEHREAE dEHA,
& B gL MIBRAERE,

WEEY, RENEEEENFEES  FSRUTEE

» Creating and applying broker configurations

» RabbitMQ Broker Configurations

EREMSHERMENEE  SUNETHERET. IEFRE

broker configurations.

%II

#52: [ Creating and applying

Attributes

REENEERERZ BN , Hla -

+ &% (MyConfiguration)
* ID (c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)
+ Amazon EREE M (ARN) (arn:aws:mq:us-

east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)
MEHEBUENTEEE , 528 Amazon MQ REST API 2ZFHLT&E :

« REST#4E ID : #HRE
« REST#4E ID : #HRE

ﬂl'ﬂ
®

MEHEBIEITEBMENTERE  F2RUATRE

« REST &4 ID : fHRE{ES
« REST &4 ID : fHRE{ES
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ERE

=18 AMQP 0-9-1 AAFImERSBE —BL AR BRIFVEBRERE, SEAFPRERDEUER K
(vhost) REHR , EAELEHHRBE -, FHETREHERE. BA , UAREBEREHFTH
PN, EREBZRAERNERERIRRERILERBEE.

BI85 — R 3 Amazon MQ for RabbitMQ KEFE X , Amazon MQ EFEAEIRHNEANER
REIEHE administrator BEH RabbitMQ FAE . BAILUIEE BB RabbitMQ B AP| 5
RabbitMQ Web £#2& , iR EEFEAE, LW AILEA RabbitMQ Web =2 A EE APl RRE
RS REAEFTF T NER,

® Note
RabbitMQ £ &~ &3%iB Amazon MQ Users (£ &) API fZSE R

/A Important

BRA M RabbitMQ B Amazon MQ A% EEAERR "%, K MASELBRUMHAEERX
R BR TR R R EIRF . Amazon MQ thEEMMBBREMEFRINES 3% HIRF,

EZEMF A RabbitMQ B API B FFEAE , BBEATY APl ImHAMEREE, UFHEARFIRA
#HHHTN#H

PUT /api/users/username HTTP/1.1

{"password":"password","tags":"administrator"}

/A Important

- FOEREEXNEAERBTNABASDRBER Pl) AEEZRHREF. REEX
ERAEABA AWS HEMRKFE , 2FE CloudWatch iB&xE. REEXNERAESBTE

RARALBHBRAER.
- IRESHEEBRUREEAKRRENEEERN  IELERENER. MRECEUZE

EEE  AMUEAAEGEESEAERA , AREREFTEYLNER. IRERE—
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BEREEFEAE , AIXVARBKRKAEER , YEAFRREYL —EAMHNAEENX, RMAES
EMEBRAERX 2B EEARROFAS.

tags R REBREFM K MARFERAEBELLER 7 RWEEKEE. Amazon MQ X #E

administrator, management., monitoring & policymaker £ E&EEZEE.,

O LAEA TS AP iIn B M ER BRI EB/BIFERAENGTT, UENERAIN vhost
username. HATERERTH / , A %2F,

PUT /api/permissions/vhost/username HTTP/1.1

{"configure":".*","Write":".*","read":".*"}

® Note
configure, read & write R5|ELEBREHIM,

FREAZRT .- &, MEXeBEENERIEIETINER,. BANREHFIRFEAE, W
£iEIB RabbitMQ B AP| EEFERAEWFHFMEERN , 528 RabbitMQ B HTTP APl

SEMES

Amazon MQ for RabbitMQ 18 RabbitMQ EE/HEZX , HAEE API F RabbitMQ Web £ A 1R
HEE, BALMER Web TEAMERE API REVMNEEREEXFEHAEMBEE.,

BT EEAHER , Amazon MQ for RabbitMQ B X £ T 5| /A HE XK.
FE

 Shovel SMBIER

- BENEHER

o —BEEIBAHER

Shovel A #MER

Amazon MQ S ERERER X RabbitMQ shovel , AIZEEEAER—EREEIHTEEREE —@
REEZIXHTEE VTN, SaLERH shovel EEESRBANRERR  LEREABREN
BEEHNHE P BEHAL,
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Amazon MQ 2 & RabbitMQ REFEX X EB)RE shovel, BHEE shovel FHATIEESEHTRE , I
A AP IRERUBRR RGBS MNEL, F0, £ RabbitMQ EIE API , BAILLET
APl im BEE L PUT ESREAGREEDRE shovel, E&EHIH , {vhost} THREEANER EHARBEIR ,
M {name} AT WY ENEE shovel B BEUR,

/api/parameters/shovel/{vhost}/{name}

EERETRH , BLAEETIHRME , EFERFEEME. TEHNEESEHIE src-queue #
EENEEITIE dest-queue PEBNIRIRITHI Z BEREERE shovel, R , BAFEH src-
exchange # dest-exchange S8R EME R #12 BHI shovel,

{
"value": {
"src-protocol": "amgp@91l",
"src-uri": ‘"amgp://localhost",
"src-queue": '"source-queue-name",

"dest-protocol": "amgp@91",

"dest-uri": "amqgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq. us-
west-2.amazonaws.com:5671",

"dest-queue": "destination-queue-name"
}
}

/A Important

R shovel BB RIAEREREN , BIEEEFTIHIR B2 BERE shovel, BREELENR
BRENXPFWTIHR B2 BERE shovel , IEMEREBEAPHRFRELNEREBEXFHNEDN
ih 2 B E& E shovel,

WEMFHA R shovel WEFMER , 2B RabbitMQ 7€ shovel S MHIE o

(® Note
Amazon MQ T E# A ###E shovel,
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Bt S SRR

Amazon MQ XEMEXRMMTH|, BBME , BUNEENREERX LTS, XBNEEE BHE
BARRE, BEBIIMRZFER point-to-point BRI AL APNYESE, BEXHRE , &
REBHEEAE X, BETI TR EEENTESRBEAR.

B LAERBS R AR T HEAERA R LENXRFT I HIAAL, ETLERM RabbitMQ Web
EAHEE AP, BATHEAERANBS,

/A Important

MR EFFIHIRBMERMEREBERENF , AIBEREBRS. EREELERERXTNTI
PR H  FEELERERADHN LFFIRRMERFTRERAPN THTIIRRMZ
Fﬁ%ﬁ)ﬂfwéo

Bl , ERAEE AP, A BT T I BMERRER R,

- BRE—HZMELE, AERBEHMBRNBSER, BUUFEH RabbitMQ Web A HERE
APl , EEBEER, FHAEE AP, BuMEAUTEREEBRELY /api/parameters/
federation-upstream/%2f/my-upstream B POST EXK,

{"value":{"uri":"amgp://server-name", "expires" :3600000}}

- BREBR , BEENTIIRNEBE/ES, BALEA RabbitMQ Web A HEE APl REXE K
K, FAEE AP, BRI AMFERAUTERERRELY /api/policies/%2f/federate-me By
POST E3K,

{"pattern":"~amg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}

(@ Note

ERTEBRARS LOARBEGREA amqg BHE, FAERRKRIER ~amq\. , TREE
ZHU "amq" BEN KR EMAB S, RabbitMQ AR LW KBAILUFRRNERT R

MEREBSNBEXNFMESR , FF2H RabbitMQ B S SMHE
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—BMEIRIMER

RIS T , Amazon MQ for RabbitMQ X #& —BUZEIRBAIMIMEN, —BHEEXBERBREA
ERERSIBTENREE  SARKBAEEIITY., RRESEFONKRARGIRE , —BREmT
DEMFIzEBEEHTEsERAR.

HRBEZE -FHEIBRNTY , BERSI# number-as-a-string 2 RESRETINBEES., EBS
BRERENTYSREBREN —BHERBRERS I LLAIRESHNAL. E—BRERTAEDR |, 81TE
AUEZBAERHMERIR , EREEELERRSEANARETIIPHWAL,

METBE—BMEMNFMES  FSEMBE LK RabbitMQ —BHEHREAR, GitHub
BUR

&R LAERA Amazon MQ 2R EREER BFTBERMRG . MRECHEREBAFRRBERMERH |
YWREFUER , IELCEVAMERIRI B ERARBRNRFEAEZHOEREH , AITEH
I EZ 8

/A Important
EEHTTIILSR  EXEHREEEEEFF M Amazon MQ for RabbitMQ RERXEAE.
BUERAE-RBIRBEEAREINEBREFAE K B RTRELNEMERE, T
REBVENEESFEREEZBMFTEASRARKRERS (regexp) B

B& F&H regexp %X E regexp B A regexp
administrator X X L*

MEE Y RabbitMQ EAEREEEHEEMAFTHHEET , B3B8 £ E,

£/ RabbitMQ Web F12 & &= F T8 R BUR M & 5 = # R

1. & A Amazon MQ £ A&,

2. HEEAIBEEKRFIERE Brokers (RERER),

3. RAREBENEED , BELEEAFTBENREERNER,

4. ERERXFHEEAEER Connections (E#R) B , i#1E RabbitMQ web console (RabbitMQ
Web £ &) URL, RabbitMQ Web AR EHNABERRSIEBRIEEPHK
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FMBABER

5. FALZNREERXEESFEAEEBNEEEA RabbitMQ Web £ A,
6. 7 RabbitMQ Web =E AN EEEL , 1#IE Admin (EE &),

7. 1 Admin (BEEE) EENARIEEERKD , i#IE Policies (BR).
8

£ Policies (BR) EE L , B &R EREX B 818 User policies ((EAEBXE) /B8, 7£ User
policies (EFA&EBER) T , BB Add / update a policy (F7118/E#HBUR).

9. EEEBVHMNRERNXBUER , 51 Add/ update a policy (FTI8/FEHBEK) 2T , $IT T HIIRE -

a.

#r¥ Virtual host (EEH) , R THNXNBFEPRELENMBRNEREIHEE, BRRE
FREREH , FRE /L

® Note

MREE KRBT HMEREER | Virtual host (B E#) iB1E AR RabbitMQ £
7eEP MEBERSERAEERERTH,

g Name (B18) , MABWBRER , HIW0 policy-defaults,
#H¥f Pattern () , B A regexp B .* | LEBREFAREERX LOMAEETS,
&M Apply to (BERE) , T N/EEHi##F Exchanges and queues (R F1T 51},

A Priority (BEIEF) , BAARERZRBIMOFELbERNER, £TUEETE
EH BRI — R EEHEAE RabbitMQ {515, RabbitMQ &iREEE RS E LIEF
BHEZERE, MEIEELIERRNASHFIENEET BB RabbitMQ AREX
FEeR B

&H¥ Definition (E%) , #18 T HIREA

* queue-mode=lazy, TR NFEHRRE String (F )
- overflow=reject-publish, & TH X FEHEREF String (FH)

(@ Note
THEARE—BTEERHAERER,

« max-length= number-of-messages. B number-of-messagesBRENMNHITE
BA/NMEBES (Blmg.m5.largeE ) , LA Amazon MQ E:E{E8000000E{X, & T
P30 E B HIEE Number (B1F).

EXnR
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10.

11.
12.

13.

14.

® Note
TEANE -HTEENRERER,

g. 1ZE Add/ update policy (318 / EFHBER),
R R H IR FE User policies (fE I EBER) BEF,

® Note

HREEREREX , Amazon MQ B E)EH ha-mode: all M ha-sync-mode:
automatic BRES.

REBEBEERSP , IEZ Limits (BRH).

£ Limits (FR#) EE L , B BEZRERN B 88 Virtual host limits (E&E =R &) /5B, £
Virtual host limits (E# E#FR %) 77 , BB Set/ update a virtual host limit (FX7E / 5 37 & #E £ #
BR )0

EEBRUHMNERIBRRS , 51 Set/ update a virtual host limit (FRE / EFEER E R ) 2
T, BETT5IEME

a. &Y Virtual host (B EH) , R TR FERRELEMMBEENEREIRETE, EERE
FEREREEH K FEE/
b. & ¥ Limit (FBR&l) , & TR X EIEFEEFE max-connections,

c. &¥ Value (fB) , RERERANHTERX/DMIBBEN , Hi0 15000 EAR
mq.m5.large #5 , WA Amazon MQ EZEM{E,

d. iZIZE Set/update limit FXE/EFHRF)o
e. BHRELARSE , W Limit (BRHI) , TR X ZEEHIEE max-queues,
FESRHTHY PR 4 & H IR 7E Virtual host limits (FE #& X #PR %) 7EE &

£/ RabbitMQ B API| £ F 78 5% B SR # E 5 3 4R &1

1

2
3.
4

A Amazon MQ E£# 4,
£ AR EE B 22 Brokers ((RERER),
RREBENXNFED | BELEZEATHEENREELEHE,

EREZEXNEMEM Connections (IE#R) BERF , i T RabbitMQ web console (RabbitMQ Web
#8)URL, ERZEE HTTP BERFFEANNREERNIHE
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Amazon MQ HEABEE
5 FRFNARREREFMENGTSIRE.

6. BEEEVHNRERXBX , BWATSY curl 6. LW SEHREER / EREIHLENTS,
HimiEA %2F, EERRREAZHMERTH Bl S2F BER[/ERIHENEE.

® Note

RN EE B R ABEER N 21114 Mu#, BIFEKRnumber-of-messagesBRE 1T E
BANHEEBER , L Amazon MQ BEZERNR. SAEHNBEZBER policy-name,
LA S aiac THY URL BUMX broker-endpoint.

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"pattern":".*", "priority":1, "definition":{'"queue-mode":lazy,
"overflow":"reject-publish", "max-length":"number-of-messages"}}' \

broker-endpoint/api/policies/%2F/policy-name

7. HRERBFBREHEEAEEANEAEBR , FHATS curl 85U HAAEREERR
Fo

curl -i -u username:password broker-endpoint/api/policies

8. EEEITIHM max-connections EBMEMRE , BWATSY curl v, T TEREREER
EEETHELENTY  BiFEEA %2F, BEBXXKREAZHMERTH | 318 %2F %Tﬁ"e%lﬁﬁi%
HEE,

(® Note

DN EB BB ARER R #4414 Mu#, BEBREBEXNIITEABK/NNHSEN | £H
Amazon MQ ZE:EMWEI max-connections. LUIEERIRETH URL XK EERER B
LI

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-connections"}' \
broker-endpoint/api/vhost-1limits/%2F/max-connections

9. FEBIUHM max-queues ERTHIRSE , FEERI—F , BMETATRENR curl 55,
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curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-queues"}' \
broker-endpoint/api/vhost-1limits/%2F/max-queues

10. HEEMBDHMRFICHEEAEEANERIHRE  FBALT curl SSRIIEAERERNE
BEMRS

curl -i -u username:password broker-endpoint/api/vhost-limits

REEXREE

RabbitMQ REERAATUBRYAE - T ERBAEEANBEYREBEENEF, BREMERER
X , Amazon MQ EEHBEEFXFEER , MEHSW AL,

B LAEA RabbitMQ T EMEFRENRETES , YA TIEABERA TLS , LL1EE RabbitMQ 1%
BEERN

- AMQP (0-9-1)

ES- |
- E—HTEBKEER
- BUAMNEEIE

E—-#TEBAEREN

BE—-#iTEEAERER 2 M Network Load Balancer (NLB) #EM — @7 AR+ —BARERZRE
M. REEXSEEWERAERLLR Amazon EBS fEFRIE E# TEH. Amazon EBS 1R KL
EBENEwEERECHERERHER.

NRREEAFTEREHESERIBEREAER Amazon EC2 EEHEMmMHEME , BIFEA Network
Load Balancer AJ#{® Amazon MQ for RabbitMQ B in EHRIETE, Network Load Balancer 1]
BELNEAEANCAERECHERN KR KERZEREER,

TEEREA Amazon MQ for RabbitMQ B —# {TEEAEER,
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E Amazon Web Services Cloud

i ability Zo
20
i e D—}n
= >
Client Metwork Load Amazon MQ EBS Volume
Balancer ! Broker H
i us-west-2a 1
SO AMENEESS

FETBE R Network Load Balancer & EH /Y =8 RabbitMQ {XEREXE RV EEDE , SEHRHLAE
R#E. 175, LREZETRRESE (AZ) B2 #5RE,

EEEHED , Amazon MQ EEBHEERERRBE , UBABMEGENERESR  EMEREH
At (HA), BESEGTIHTE—EZETHN—RNZEHESE. SEATIHHEECHETEHH, EE
FINMEBEEXSSEEAETINEEHH L , AR EBIE R, Amazon MQ BRI FERRAR
%K, L% ha-mode &% all A& ha-sync-mode §%A automatic, EAEARERSETRRETH
ESEEIEETNAEES , LESEENT AL,

(® Note

EHERE  BENFEHES X7 B A MAERAREZEIMEMTHNEGH, 5
REARAET R  REHNAFPRERSESWUE R WMEEEEE, X ARRAFPREXER
FFTAEBENERIES, NFTERERNFMEER , 5528 the section called “HE 8 HE

FEEER.

A Amazon MQ %% ha-sync-mode: automatic , E#EHRE A ESEHHEHMAE
£, TIRSESRE, TIHRSRESHEFMEHEMTIIRE, BULRTIRSEHE ,

DURREHBRRYETIRS RENTZE,

THEMPBRTERBE., MREEEMERLEBE , Amazon MQ EBEBHEHEILE. Amazon MQ the
BRHABHEAZLEEEAREEX LEUMFIEHMBER., REHFETE HA BHENIK

K, Amazon MQ EAZMBELEM, NMREHEETISTAMBMNER , Amazon MQ S EE
RELEBM. NEEREGNWFHREN , FSEERESTI,
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/A Important
Amazon MQ X EHETH. BAMETIITHEERLE T RTISEHERIEX.

TEFREA RabbitMQ £EREBERTE  HhE=ZEAHBNRA=ZETHES (AZ), SEASEHEES
B Amazon EBS Mk EM L ARG, Amazon EBS R HRIEEN St EKELH EHRERGH
o

! Amazon Web Services Cloud

Availability Zone:

EBS Volume
Broker

us-west-2c |

................................................

Availability Zone:

@28
= ey

Client Metwork Load Amazon MQ EBS Wolume
Balancer Broker
us-west-2b
—
Amazon MQ EBS Volume

Broker X

us-west-Za |

REEXEE
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Amazon MQ for RabbitMQ R IEFE R 4 58

HHREMEA Cuttlefish X , @& RabbitMQ REERAWAMERE. LAUEEVEFARERN ZEY
fHRE, RE , BAUKEREAE-SZARERR,

ES |

« BV, {w®E\EFNEH RabbitMQ KEEXIERE

+ RabbitMQ A REBUR

B, #RENEA RabbitMQ RIEBERNHRE

HHREME M Cuttlefish 3\ , @& RabbitMQ KERANMARE. EAIUERMEARERN 2R
fHRE, A&, BALUKEREAZE -HZEARERER,

MEFHAES  F2ETIRE -

. fHAE
+ Amazon MQ RIBFERHAEAL oy B A

LA #3451 88 R 204l £ - AWS Management ConsoleZ M #1E A RabbitMQ K ERE R EAE,
F&E

- BN

o BVFRVERRIEET

- BHERIEITERZEENRERR

. fmEBARREISET

BYUMERE

1. A Amazon MQ £# A&,
2. EXi# , EBHEEEMRIERE Configurations ($58).

Amazon MQ <

Brokers

Configurations
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Amazon MQ HEABEE
3. £ Configurations (#8%8) B Lt , i##E Create configuration (I #H5E),

4. £ Create configuration (3 #H5%8) BHEHAY Details (FEHIERA) EEH , B A Configuration name
(HAREH ) (flan MyConfiguration) , SR#&IEE Broker engine (R 51Z) lR7AS,

ZERATH Amazon MQ for RabbitMQ % #EH RabbitMQ 5|2 x4 , 5522 the section called
“RAEE",
5. BEEBIMERE,

BT AR REAERT

1. RIEEEEHEEMyConfiguration,

® Note
& Amazon MQ BV RN , —B /BB E —EERBSIT.

fEMyConfigurationEE £ , SBRFTEARBEITTIRAERANRERN 5| ZEB MR (Hl0
RabbitMQ 3.xx .xx).

2. HEFNEIERLSBETERETRE. #HiRR Cuttlefish XN REERBERE,

(® Note
fmiE B AR AT AR,

3. RIBREMEE  REET Cuttlefish AR,
4. BERT.

Save revision (f171858]) ¥I55 5 HRFERVE T
5. (#HA)®WA A description of the changes in this revision,
6. IEIE Save (FE).

B B f&# f7 1B RERY TS T AR
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/A Important
HERETEE  TSLSEFEEAEREER. EEEARE  S4AZFHT A
BERAEMABHREENX, MEFMEF , 528 Amazon MQ REEXERLEHE
2,
& B AR E M BRAE RS,

KAREITERAZZNRERER
1. EE2  EREEMmRILIERE Brokers (REER).

Amazon MQ

Brokers
Configurations
2. RISRABES  BIEKERLA (BII , MyBroker) , A%IZIEZRIE,

3. 1 "#m¥E. MyBrokerHHHAY "HHRE, EBET , EEL TR, M TEETRRAL |, RBEE THEE
E&J o

4. 7E Schedule broker modifications (BEERERXERN) 0 , BEERAE KN EHZ During the
next scheduled maintenance window (T~ — BV #ZEFER) X Immediately (3ZE]),

/A Important
BHREREXSEENRE ERER,

fmEELHRBIERT

1. B A Amazon MQ 4,

2. RWLAFEES | BEUEHERLA (Fl20 , MyBroker) , REBZZHRE,
3. 7TEMyBrokerEMH L , iBIE [fRLE],
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4. 7& "H#R¥E. MyBrokerHEM THHRE, BERTH ,EE T, M "EITRAEL [ REBERE TR
iEJ o
(® Note
MRIECEBUREBEXNEIER TR —F8%E Amazon MQ EEURERAKRALE
3 58 — B RBIE T iR
fEMyBrokerEH L , SR REAEFEANKERER S| BB MMRA (420 RabbitMQ 3.xx .xX).
5. MREHFEEFNER LB RAREIImS. Mtk Cuttlefish XA ERXERE,
® Note
fmiE B TRV A RE S B T RTRY AR RBRR AN
6. EEREERE , AREE Cuttlefish 25,
7. BERRE.
Save revision (EF1E5]) ¥I5E K HFERNE T
8. (EA)®WA A description of the changes in this revision,
9. 1E$E Save (R%F)o
FE B 7 17 A BB R FT I RT AR
/A Important
HEREBETEE FTEUSEFEAZAEER, EEERAEE  SXEAZHFT Ak
ERFRYENMBBNAERN, MEFHENR , 528 Amazon MQ KERENHREL WE
H.
15 8w A M BRAERE,
RabbitMQ #EREB K

Amazon MQ for RabbitMQ BEXZERZ T MNEFEREEEMN RabbitMQ RERER, SERTE LN
FERBRIEEBRHBEE THEZEN HA B :
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name: default_operator_policy_AWS_managed
pattern: .*

apply-to: all

priority: 0

definition: {

ha-mode: all

ha-sync-mode: automatic

}

RFEER , LB AWS Management Console EE API 2F RESFR, BT HETHE
ERERENERRUMAZE

management.restrictions.operator_policy_changes.disabled=false

MRESETHEE  REZERESE HA BEMAZBCHRESBRY, NEFMEHEERERERX
HIEEME R , 5528 Creating and applying broker configurations.

EIE Amazon MQ for RabbitMQ 5|2 ixZA

RabbitMQ ERIEFZEZMAZEFIRESRAFHBEBS X.Y.Z, TEAR RabbitMQ BER Amazon
MQ A, XRREERAK, KRRRXEMAK , WYZRREBEXIRAFT. MRFERAFHRLES

¥ , Amazon MQ EMRAEER ST EREAEE, Hln , £ 3 .13 AiRE 4 .0 R AETEREH
e MRABREGBHEXREFRIFEE , AIGERTEERAHAXREEE, flW0, KX 3 #ik.
+— Z+N\E=.12 13 HBEBREBERAEFR,

BAR RabbitMQ B Amazon MQ 2EFrE R ERXEASZH X ENXERAE, MFERFBEIAAHRA
BREXSIZBRANET , F2E AR Amazon MQ REEN 5| ZERA,

/A Important

Amazon MQ T X BHETHIREF. BMABLEEESETHEBTYRNEFRSEERIE
%Ko
Amazon MQ X7 RabbitMQ 3.9 F# H#Y JSON FfE A L@ B 55508,
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BAR% T MQ B Amazon MQ E£XXERY 5| ZEMR A

Amazon MQ IRAX EITEREE HAERN 5| BRAMEFRIEXE, ERERSNKIEXE
¥ , Amazon MQ & B Bt A EWATEREBEXARE T —EZZERNRZE, Amazon MQ FERRZA
IEXERERAEDREM 00 REVBAH,

&7 MQ BRA& #& 1E Amazon MQ I X8
3.12 (B&/MEM)

3.1

3.10 2024F10H15H

3.9 2024%9H16 H

3.8 2024%8H15H

BB HH Amazon MQ for RabbitMQ K , A A EFEA X B RabbitMQ 51ZiRA, wRERE
AEIRERRX , Amazon MQ & B BIFER AR 5| ZBRRAHH. AWS Management Console #15R
&EA AWS CLI 2 Amazon MQ API E R ERER |, AIFERMSIZRARET. NWRETIRAMAMRAKEE
B, AIREESEIEINMRR. MEE—FTH  F2H AWS CLI i FSEHH create-broker M
Amazon MQ REST API 2Z 1y CreateBroker,

BIZRRA T4

BALBERFEERERAARI T —ESIIENTE, XREIBHEARE. EERBREBXERA
FHRE , Amazon MQ EEZRRBESAEEXARIFH T ENBHERA,

MEFHARKEBEEIANFMESR , 52 Rthe section called “F k51 ZE/MA",

/A Important

RabbitMQ R AFFIEEMAERH (FlI : 3.9.x £ 3.10.X), BEEEEHRFIBRXERAK (4
0 : 3.8.x Z 3.11.x)s

E-gTERAEEXSEENRBDRERER. ARNBEREER  BRTILAEENREERBRED
FIEE , FIRSRERFAREREERNER, £FIIRSEERE  HAENEEEREZERST
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5, fPRIRISREREFTHE , Broker EBREATM., ATHTERIRE  BMAEJLEERE
R REETT FHR. MBMAFAMBKEMFEENFMEEN , F2EAmazon MQ for RabbitMQ HIEHEEE.

B < Z Y 5| BB R A

Al LA describe-broker-instance-options AWS CLI iS5 S X EBENXREMEES|
B,

aws mq describe-broker-instance-options

EERBSIZBNHTEEELGRER , 55FH --engine-type M --host-instance-type i#
B, WRFIRo

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

filan , ZEERE RabbitMQ F mg.m5.large MTEREENER , 4§ engine-type B A
RABBITMQ LA #& instance-type BB mg.m5.1large,

RabbitMQ #( 2

LT #ERAUMATE Amazon MQ EEREMER RabbitMQ., FEE—F 7 BMANZERARE
= (B30 Node js. Python. .NET %) EAIXENAFwENXE , F268 (RabbitMQ AFiEmE) FH
RabbitMQ # £,

&

- MEREEXRHEFEE

« # Python Pika B2 Amazon MQ for RabbitMQ & it {5 F
- f#IR RabbitMQ =N {T5IEH

mEREEXRETRE

B REREBEERNRHERE , H204#EHA AWS Management Console BXA =5 A CloudWatch
Logs.
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2. RARERENEE , EEEHNKER (B0 MyBroker) , A#%12#12 Edit (W)

3. £ Edit MyBroker (#%¥8 MyBroker) HE L , 7 Specifications (}R1&) B , :#E Broker
engine version ({CEEFE 3 5|2 iR A) L Broker Instance type (REERHTEEBER),

4. 7 CloudWatch Logs EBERHF , #H— T IR URMASER — KBS THREMTHMDER,

(® Note

« R RabbitMQ KX , Amazon MQ E B BIfEARIHERN A E (SLR) & —#x HES
M % CloudWatch, MEFMEN , B2 M the section called “fF AR EEHE,

« Amazon MQ F % # RabbitMQ RERRE R K FERECE,

5. 7 Maintenance (#®) BB+ , REREBERENWHEEDRE .

HEE AWS BMEHMAR | SREBEEXHKREZMA , 551EE Enable automatic minor version
upgrades (U BEIXEBERAAHR). BEBARSREABERLE, —KPHERE (24 /DEH]) FBF
[E (FAF%A UTC) FTE =M HZREHIRA,

6. iE#E Schedule Modifications (BER2{&K).

(@ Note

R & H3##2 Enable automatic minor version upgrades (BB BENX ERAFHR) , &
8T A Save (f£17) , RARZSENRBRAEREN,

EEEERBSENREREERAENEREN,

# Python Pika B2 Amazon MQ for RabbitMQ & &g £ F

T #HBFRERPUMERE Python Pika AP , BRFERE TLS LAEELRE Amazon MQ for
RabbitMQ X, Pika 2 RabbitMQ 2 AMQP 0-9-1 HE/ Python B, ZEERESSIERT
KZ8 Pika, EET5. RERTESAEELETREBEEXNMWAERRSR , URERERTIZWAEH
A&,

£
. FZRFH
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- ZB— . M EK Python Pika Al P

- SR BUBTEVEEAR

- FR= BEVHAESEWEAR

- SR : (ER) RESHEBEITRARAS

- BRIEBESR?

FORIFAF
EETHAHBRENTR  BFEUTRRES

« —1{B Amazon MQ for RabbitMQ RIEBEX. WMEFMENR , B2 EE L Amazon MQ for RabbitMQ
REER,

- BWEERKERSE Python 3,

« {£M Python pip %% Pika, ZEE X Pika , BRBF WK BRERELHTUTHN,

$ python3 -m pip install pika

AT A

EAHEBERES  BEPVEE—F Amazon MQ for RabbitMQ RERERFEHE , HEABE AFNEBEEE
BEBANETFT, TRELENREFTHAARAIRIEN (regexp) B,

Tags (%) R E regexp B A regexp FEHY regexp
none Lx L*

JIHNEREFITEAEAERUEINBAGTT K MASRTFTHERAHEANTFEE , BIEER
ERX LHTEREREE. EUNRHURFIEAEFEEFINRAUAEEXNER | #£-FSRFIFFT,
fign , MREKFIRYREAEXNBES ~[hello world].* , AIERAEREREIL hello
world BASRZ {75 P 1T ALK EF o

WMFEE I RabbitMQ EAER EREAERBNFTFUNFRER , BF2R0 £AE.
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HEB— I EK Python Pika Fi B iR

EEHE Python Pika AFmERER , LEREBEHILEEL Amazon MQ for RabbitMQ XE=Z
EEEFIRM TLS fAREFTEM SSL AR , FEHIT T 3 E1E,

1. FREKREEEAE  RENEREUTES , YEEEZE %,

$ mkdir pika-tutorial
$ cd pika-tutorial

2. EBYNHFHERE basicClient.py , HEET %I Python X,

import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmq_broker_id, rabbitmq_user, rabbitmg_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ

ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)

ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA")

url = f"amgps://{rabbitmqg_user}:
{rabbitmq_password}@{rabbitmg_broker_id}.mq.{region}.amazonaws.com:5671"

parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

FBEETAAMAE BasicPikaClient WRITENERAEERHMER,

SR BUBTEUELAS

EEEVESTINEEABE-FABNRITE BRI THEE.

1. BRTIBRINBHFNARS , YEL—ESBREINAERB P EEEEESR publisher. py,

from basicClient import BasicPikaClient
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class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},
Body: {body}")

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":

# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!'")

# Close connections.
basic_message_sender.close()

BasicMessageSender ERI# & H BasicPikaClient W EBEHMAERE ST, BTHIE
EAEUKREIRER. EXNREFHEFASKBEXIERZRE , EBEASRERATIER,
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2. T if __name__ == "_main__": THh , FATHEARREELS BasicMessageSender
ERRERAHNSE,

 <broker-id> - Amazon MQ St EFREXNELMNME— ID, BAUR
KIEEFEX ARN 47 ID, B0, fTRERLLT ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819 ,
REER IDER b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

« <username> - EEEZHF U SALREANREBEERANREEXNFEHENERAERRE,
- <password> - EFEMF I AIKFALEAREEIANREERXFERAENER.

« <region>-AWS [EiF , BEHEFEIL T Amazon MQ for RabbitMQ X EBEXN., #I0 us-
west-2,

3. TEEEI publisher.py WAHE B &H#ITFIGMS.

$ python3 publisher.py

MREXBFTHTHY , MG ERGEEAEREITIE@E L.

Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

FR=  BYNAZELBEWAR
EEEVRTIBEKE-ASNIAE , FHTTHEE,
1. BRTIEXBHFANARE , YEMHEEEHFPEEFEFS consumer. pyo

from basicClient import BasicPikaClient
class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')
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def close(self):
self.channel.close()
self.connection.close()

if __name__ == "_main__

# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(

"<broker-id>",

"<username>",

"<password>",

"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")

# Close connections.
basic_message_receiver.close()

Eﬁiﬁ’ﬁ:t—ﬂﬁlfﬁﬁﬂiﬂ’ﬂﬁﬁﬁiﬁw BasicMessageReciever #7#H BasicPikaClient i
BEH M LR EWE — A B I BIRER

2. T if _name__ == "_main__": TH , BAENEARREER
BasicMessageReciever E*%FE%IE’J%‘%IO

3. HEEMERB&HD , MOT TG

$ python3 consumer.py

MREXBADFT , AESRINFAEAUR BERATREANERR  eMSETRERRER
¥

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0",
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello
World!'
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RN (BH) RESHEBLEAFAR

EEMATIPNZEAE | BEA Pika B basic_consume FEMEIFEEE , D FAR

1. % consumer.py # , F FIIHEZERMIEE BasicMessageReceiver il

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,
auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

2. 1£ consumer.py # , f£ if __name__ == "__main__": ThH , WHALEL—SBHhEEN
consume_messages 5.

if __name__ == "__main__":
# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",

"<password>",
"<region>"

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. HBIR#IT consumer.py , BIRKI , FIARSERERRHIRE R,

[*] Waiting for messages. To exit press CTRL+C
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[x] Received b'Hello World!'
[x] Received b'Hello World!'

‘@SR

- MEHMETE RabbitMQ AP IRERNENFHER , 552 E RabbitMQ 85 E# RabbitMQ F Fim
Xt

fi# R RabbitMQ EEFHT5IE L

£ Amazon MQ for RabbitMQ FEHEH , B ESETINASEE=AREEXHHETEER.

HEE (BARER) A RabbitMQ REEXRESATAM (HA), BREMBEPNTIH—EEHRLHE

EBAN—LZEFEGENR. SEERAZERGTINEE (BRFEATINAR) BELEAZTE
75l , REBHEGETEE.

Flin  ZEBE=-(EHBEENESRTY)  TEHE (main) MMEHEK (mirror-1 M mirror-2), M
RUEFEGTIPNMEARHENNEEIMERS , SRS EELLTH, MREE (mirror-1)
E—BREASEEEFEA , FINARAATLLEE , mMAATUEESARTEATI. T8 K BRERSRE
BErT5 , BlI7E mirror-1 |EMFARKEMZE main HASMSEREE mirror-1.

MEFEGHFMENR , F26 RabbitMQ B35 LM EHRFE BT,
HERTIELS

EHEREEE , Amazon MQ € —R#T—ESHNAEHE T , URAREEX#EEFERE,
Hit , IS ECSATHEEREFETRSRE, TRATHRE , FEEEEINEGNFARSRY
&R Amazon Elastic Block Store (Amazon EBS) i ESR AL ERED , MESHEE, sHEEAS
AETYERRBESRE,

WRFIRESEEEARRD EU{?ﬁuﬁﬁEIbﬁ*ﬁfiﬂi#ﬁ%tﬂ%ﬁ,ﬂﬁﬂﬁﬁm TiB , RHRPHER
ERLHHNCERRG SRS RSHERET , HETIELS, EWLE RabbitMemUsed
Ed RabbitMgMemLimit CloudWatch FERIBFE X ETBHIEAE , LIFERR HE%E—{E%EO EESEEE RS S
AESRAOHRXPHWASEE , TREEREATRE,

(® Note
BOTHELRELAN N TREEIRENERRZEUE.
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EERRREFNTIRASRE , FEEAHBPNIER , HPRBUWMEM ha-sync-batch-size
BRI EHBBITIIRSEE.

FE

- SRIGH

- B 1 : £ ha-sync-batch-size B
- SR 2 ENRETIIED

- BRESR

- HEER

TR

EAHED  SBUNEFEREEESHF TN Amazon MQ for RabbitMQ RIBREXFEAE., BAUERE
—REBUREBEEAREINEEEMHAE IR TREUNEMERE, TRERXENEEER
BAEEBNFIEARARIER (regexp) X,

Tags (BH) FEEY regexp R IE regexp B A regexp
administrator . L L*

WFEE Y RabbitMQ EAEREEEAERBRNFFUNFAESR , F2H £AE,

$E 1 : EM ha-sync-batch-size BUR

TR REMAIFTEERARRERN LB 2 ABTIINEE, S ER RabbitMQ Web 124
5 RabbitMQ EIE APl, MFEFMER , 552 E RabbitMQ v LW EEIE,

£/ RabbitMQ Web =2 AEHA ha-sync-batch-size B¥

1. & A Amazon MQ A,

2. EARIBEEEDIEE Brokers ((RERER),

3. RAREEXNBFEY  ZEELEEAFBEENREBEEXNEHE,
4

EREZEXNEMEM Connections (IE#R) BERF , iEIF RabbitMQ web console (RabbitMQ Web
#A) URL, RabbitMQ Web 1A SEMNBERR S| EBIRE P B

5. FALHRKEENEEEE ARERE A RabbitMQ Web 2 A,
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6. 7 RabbitMQ Web =E AN EEEL , 1#IE Admin (EE &),
7. 1 Admin (BEEE) EENARIEEERKD , i#IE Policies (BR).

8. 7t Policies (BR) EE L , B HFENRER B 81H User policies (EAEBX) /B8, £ User
policies (EFA&EBER) T , BB Add / update a policy (F7118/E#HBUR).

® Note

BB , FHE A ha-all-AWS-OWNED-DO-NOT-DELETE WH¥IAREBERABEKEN
Amazon MQ for RabbitMQ £, Amazon MQ €FBIIEFE , UEFREERXLNER
TIHEEERNFME=(EH , YaBRS T,

9. EEERIVHMNNRERXBUER , 51 Add/ update a policy (FTI8/FEHBEEK) 2T , HIT T HIRE -

a. &% Name (%) , ALK BEATE , HlW0 batch-size-policy,
b. &% Pattern (#3X) , B A regexp BX .* , MEREFEREEX LHMET,
c. &% Applyto (EAZE), & TR NEEHEIFE Exchanges and queues (R F{T 51},

d. #H% Priority (EXIER) , BAKREA S EEEMOPTE LEMAORE, £ 0 LUETAE
EH RS — AR EESEAS RabbitMQ £ 5IFIZHR, RabbitMQ BiEiESH B & E LIERF
BHATERE. NEREELIEFR AL HRENEMER  H2H RabbitMQ MBEX
HRRE,

e. &¥ Definition (E%) , #Ti8 TN HI&EMA -

« ha-sync-batch-size=100, %t THN;EEHEE Number (BF),

(@ Note
BAREEERBTIPRESHASBB MK , AEBFMKE ha-sync-batch-
size W{E,

« ha-mode=all, TR BEEHIREIF String (FH),

/A Important
FiE HA HHEBUREEE ha-mode EH. EHRTEERRI XN,

 ha-sync-mode=automatic., #&TH X FEHIERE String (FH).
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® Note
FIE BRTBURBEE ha-sync-mode &, & CHE , Amazon MQ € B Ehffiin
E&E,

f. 1&$E Add/ update policy (3718 / EFHBE),
10. TSR E HIRTE User policies (F A EBE) BEH,

£/ RabbitMQ & API £H ha-sync-batch-size BUE

1. & A Amazon MQ £#4&,

2. HEERIEEEEFIZE Brokers ((REER).

3. RREEXBEH  EELEZEEAFERHIREBERESXZRE,
4

EREEXEMEH Connections (E#R) EERH , 52 T RabbitMQ web console (RabbitMQ Web
#EB)URL, ERZEHTTP R EANREREHE.

F R A iR B R B FMEN S B SIR &,

6. EERVHORERLRBE  FWATH curl %d. KHESSBBTES / ERIR W4T,
HiREA %2F,

o

(@ Note

W#asat MR A LR EEEERARE. LAREERBTIPREASHASHE
MK/, FAEFMKRE ha-sync-batch-size KA (100), AELFIFEE TH URL BRA
B,

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81n-4ab0-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

7. HREWBFBREHEEAEEANEAEBR , FBWATS curl S5 HAAEREERRK
Fo
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curl -i -u username:password https://b-589c045f-f81ln-4ab0-a89c-co62elc32ef8.mq.us-
west-2.amazonaws.com/api/policies

SR 2. ENRETIES
EHFM ha-sync-batch-size BREAZERERRN 2R , BFEMRBTIRSRE,
£/ RabbitMQ Web £ & EF B TR S

® Note
= EBARL RabbitMQ Web 1258 , FEBEAHBNSR 1 FHERET.

1. 7E RabbitMQ Web =AW EEE , iE1F Queues (fT5!),

2. £ Queues (1T%) EEHRY All queues (FTETS) 2T , REEBE2EEITSI, 1E Features (Bh8E)
W, BT ESIHEEINFBERER (Hl120 batch-size-policy),

3. BFEUMRHHIKDEFMBRELER , FFEIE Restart sync (EFRERE D).

(@ Note

NMREATEEBEEEFEEEEIERTHK , FEHMM ha-sync-batch-size B , RAEBXEMNRK
ETIRSRE,

ey B2

- {FHIKZIES % |, B4R Amazon CloudWatch $84Z RabbitMQMemUsed BAE532 RabbitMQ &2k
FANICEEHE, BtaliiR RabbitMQMemLimit IEERE IR EMNCEEIRS], MESFL
B , 55828 78 Amazon MQ # CloudWatch 1§42 K& 528 FES#E Amazon MQ for RabbitMQ 1%
BER,

- FERKEENTIRSEE , ERRTIREHELEERAS. BRABKXDIRANIEER , &K
MEEEEREEXFTEREEARAEEESEERNBAHTERK ). IFEREEAHTHE
REANFEREEXNRERENFHMBEN , F28 Amazon MQ for RabbitMQ #/TEEER M iR
BREEXNREFRE.
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- BIEEBIFH Amazon MQ for RabbitMQ X EBFEXEF , Amazon MQ SERH —HERBEMER X
BRE | RECREREAMEE, IRENREBEXNRIREEENERBERMNRES K BMABRZREETE
M, MFERUFERBRNER FZMRFINFHEERN , 552/ the section called “RNEFREXTFEHE",

MHEER

« UpdateBrokerlnput — £ Amazon MQ API , ATf| AR EEXBHETRKERSSTEREE,
o ZEAEE (RabbitMQ fa ﬂﬁﬁ%%flﬁ:) — % 7 fi# RabbitMQ #3834 LAY RabbitMQ 2 E R BEE.
« RabbitMQ E¥ HTTP API - i«FTﬁﬁ RabbitMQ & API,

Amazon MQ for RabbitMQ R{EE R

ERAHERSE |, REKEE Amazon MQ LEA RabbitMQ CIERE K A R 2 FH R eE I F R daix
ERAWEE.

/A Important
Amazon MQ FXEHETH. BAMRERTIIIEERLE T RTISEHERIEX.

/A Important

B#l , Amazon MQ R ES , HEETE RabbitMQ 3.9.x FH# HE JSON FERAZEEA
FHaC 8o

/A Important

BRA M RabbitMQ # Amazon MQ A EERAERE "%, A MASELBRUMHAEERX
R ER TR R R E IR S . Amazon MQ thEEMMBBREMEFEUNES "% HIRF,

ES- |

« BRAMEE(T

- ERSEETN AT
- BRITHREEE
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Amazon MQ PR BIEE
- BREF AR

- BREFELHEE

« ERJE Celery

- RBEBEPEHER

- RAEH RabbitMQ REBEEX A EFKTT v2

R AR AT B
MREERNRREABRALWIRRNT , BAEERT T RERBRR ML,

RabbitMQ T ARRMLREFTHALS , MIAFEREEXAFTEESAAKRER , #ELAR
BIHE, SASRCEREREURTERH A MESFLARRE, EETISERREALHEI#
B, RMAEMREREIURNEREE |, R RIGIREFHAS.

BRI EESRERE queue.declare 5|8 , HiEiB RabbitMQ EEFIEAREER , URALEET
B, LATFEHIRE LA RabbitMQ Java A F iR EST S LT,

Map<String, Object> args = new HashMap<String, Object>();
args.put("x-queue-mode", "lazy");
channel.queueDeclare("myqueue", false, false, false, args);

£ 31213 RESMRA L , FiEE AR RabbitMQ 1758 Amazon MQ FERH KRR ALEETY], BE
FHREIFHFRAHK Amazon MQ EA R RabbitMQ , 7528, ?2?7?

(@ Note
& PR SE SR 4T 51 W] AR R RR 1/0 B4R

f5£ 348 B it ARV 173

FEMEFEAUREAEERAERNENMBHRERER. FELFASSEEERRRKIULMBA. R
M, BRI AR , RIMEEAFEESRLER , SRAGENAS S ELBRNEBRP RN, %
EFZLRBNELT , ARBEEKARRTIHMIRL RabbitMQ REEA S fEFCRBHMBR
BEBRTEME.

EEMBAASSEN BT ESA durable , WSABEEERRES persistents AT
145 R &5 an{a 5 A RabbitMQ Java A FixiE X ES &M AT,
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boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

BATHIREAMAR , BT MessageProperties s E A PERSISTENT_TEXT_PLAIN (0LA &8
BIFrR) , #BIFEHA LSBT,

import com.rabbitmq.client.MessageProperties;

channel.basicPublish("", "my_queue",
MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());

RITIRIFEE

EEEHES  EEAREFENTITRESERERBEFH, EREENBECAN , EFERE
Amazon MQ for RabbitMQ REREX et ERMEEE—TREK, ZCEFRE , BEFANRER
I ATBER 7€ REBOOT_IN_PROGRESS AREEFE5RHCIFE,

EHEREEE , Amazon MQ € —RHT—ESHNATEHE T , URAREEX#EEFERE,
Hit , IS ECSATHEEREFETRSRE, TRATHE , EEEEINEGNFARSRY
FEH) Amazon Elastic Block Store (Amazon EBS) i ESR ALERED , MES#HEE, sEEAR
AETIERRBE S RE,

MEFIREHEEABRD , AfFIERNESEES B ENFARRIRE, T8 , WRHX
PHEREREHENCIERRS SRS RS ERER , EETIREL. SRR
F#RabbitMemUsed® RabbitMgMemLimit Broker SiEAIER R | LIFESECIEE A MR
CloudWatch, EZIBARMBRASIBIOMRFHARRE , TEEHEL RE,

NMRFEMRBLETIEASRE , BERENAIMERAR , LUBTITHNARBE. —BFIRER
DEFIES TR , RERXNRERSEER RUNNING, EERREENTIES , BETEABR
BT HIES BERIR KN,

/A Warning
EIEHRBE RS RNRERER,
MRSEFTIESEEEEHEFRBAERS K REEASEFERESEEREF ,
EEENERREFEEREHMCEERE—SREREBEERER , YEFREEXE
REBOOT_IN_PROGRESS ARREFH &R EMFE,

ETIREEE 213



Amazon MQ HBEABER

A E R ] BERERY

ERFREARASASNEENNARIEIEREERK  EBAHEERT., B , AR
FIEBRTENEFEBARTERR, SRUMEEHNEMER RabbitMQ REEXKERERNZE2E
HEE,

SHEERMNRUTEEERENAPRERERX L, #£/H AMQP 0-9-1 B , 5% basic.consume SHiE
£/ basic.code FERMALER , ALABART,

BE  RXNYRUSEBEFRA. Hln, £H RabbitMQ Java A FiRfENER , a6 H
Channel#basicAck RiZEEEMbasic.ack 5T , MU TEHIFTR.

// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
1)
® Note
ABANABLAELREBIREN. SUREAFREABRINNALHEERE , URGEEEE
ﬁ%ﬁﬁﬂyﬂggﬂz%\ﬂio

AR TE TR SE A EN

& LAE A RabbitMQ FAEHEERFEWVHEENARAEZNF . RabbitMQ Fi§TE L EEGTBIEA
FHECHEEMAREE , LEF AMQP 0-9-1 RN BEEFR THEME . RABIEAREEEEM
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RENRBEXOHEENASHE, RIEFER , RabbitMQ BARFIREARAREFCZRNEFTE
Ko

# RabbitMQ HEERERLHEIGEE  FEZEZERNR, 8t , FEEHBEENRRNERE,
RAHRBERECRERIMAANEAZELERY  AtSAEEIETREHHEENNEELSR
B EREBERT  JREEBCHEE TR EEH, FE&H , RabbitMQ REEALSSREE
ENFEARREECREED R, EFHRIEEERTAL, MRREAEEEREAHRT , A
HEERHEARNBEREEAS  MSHATHEIETEEER RabbitMQ AMRFRIEFZECITE

ZRILREE  BMEZ —EREFALMEEE , UL RabbitMQ RERAFH EEERKERE
BHABRANAEMERTRENERL. IREEFESRERASEUREREAE , BUEA—R
HIFEEEBGTERAAREEXEESE , UHEHERNEEEREASMENER , BB aRZHE
RHRSEFEHMT EENE,

® Note

- IRAFRKEARAEREAEDRIASBEREEE , ARERALHEIEREBER.
- FIERALEIBOASERTIHBER.

AT gEf) REE QAT i A RabbitMQ Java A FmiENE , RAEHEERTE 10 WA LHEEE,

ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

® Note

£ RabbitMQ Java i FimfEXNES , global EZEMNFEREERA false , AT LREHI T
LIfSEE#IRE A channel.basicQos(10),
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X TE Celery

Python Celery X E AL ENAL  KESHEEEREFSEEMRYE. EERIMALER
HEMER , FRATIGS

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

B R ER BB ER

RMEZE—ERABDHEKRER , LB EAFRERZE RabbitMQ BIEABNBER TREEAE
B, R 4.0.0 BI%A , RabbitMQ Java AF R ERR X ELBHRKER.

MBERE 10 BB FHWEFEBHFISRR. NRENDBARADELRN , REARDERED
A, RERREDERER.

# A FimEE RabbitMQ EiF 2 MG ERABNERT , BTERREDER, RMAEBLEBE
AERREREREAENR , MERIAERKBNVEE, UTEHREMMFEER RabbitMQ Java
AFmEXEERAVBRAKRSE,

ConnectionFactory factory = new ConnectionFactory();

// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);

// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);

// apply retry logic
}

(® Note
MREARNAMER Connection.Close FARMER , AITSR/AZEER B BHERER.

AR H RabbitMQ RERRAEHKTH v2
HMREEAERER 2 EARA 310 M 3.11 L EUBEGKEE] v2 (CQu2) , ME e , alE -
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Amazon MQ BIRA RIS
- BARCIREER

- RAEEERMN

- EMTHEEHEEIE K FHEEFREEERISHE

£ 3.12.13 REHRA L , FrEEAR RabbitMQ 7518 Amazon MQ FERREEM CQv2, HEARE
RFTMRAH Amazon MQ B R RabbitMQ , F2H. 22?

£ CQv1 BEZE CQv2

EE[FA CcQv2 , B4 BE%Aclassic_mirrored_queue_versionZhaEHEIE, MFEHRINAEEE
HEEMESR , B2 W RUA ThEEEE,

HER CQVI BEE CQv2 , ZXEERAUESBERRANERLT , BYHNTIREIRGFEEREN T
Hlqueue-version/RBl, 2MFEERRANFMENR , FSREBE. MEEATIIBEMA CQv2 1Y
FEF |, 25 RabbitMQ XHF M EHKT .

BEMEBCERAEBZEEAREREER.

WMREERTIIBER |, MEBRTIIBERE® CQv2 (THIRRE CQvl. BFIFERE CQv2 fTHIRRRA
CQv1, A% RabbitMQ SE#RTHINRHER LR TE. HRESRENTY , EWSEARERERE
o

Amazon MQ for RabbitMQ FHY B 58

AEES|H Amazon MQ FHELEE, BRI SHEFERN AWS tRFEE T ZEE. EEBRRES
BR#% , 552 B Amazon Web Services —fi#2Z& F# AWS Service Quotas. BIEER LR , EFHH
BREtEFEER. WERIE Amazon CloudWatch # B BERRFIMFFMER , FSBEH Amazon
CloudWatch E£#2 Amazon MQ REEX,

3]

. PNEE

- EXREER
« API FAE

RITEE

T &% HE Amazon MQ for RabbitMQ K IEE X BRI Bl 58,
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
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BR 75 BN
REEXER .
EREERXEEPANEN AWS RFA , KA
?EEHE_EIJO

REXANR 1 E 50 HF T2,

AEEE ASCI AT B F T ERIEENF
TCo

| REmeEETE. R, A%, KGR

MRAEFR (- . _ ~)o
EEANKERARE 50
BECERANZEHERY 5

CloudWatch FES#2HY ActiveMQ B 893t (175 CloudWatch R E#2 51 1000 1E B #93:,
B2 )

£ CloudWatch AR ES#2 A RabbitMQ B Byt ({7  CloudWatch R & EE#2 51 500 & B #yith (KEE
)

1) EURIF)
SEREEINEHR 50
BERHEFE

T&RFIHE Amazon MQ for RabbitMQ & ¥ # 7BV BLZE,

BR EEPUN
BERNMEBEANRETERE mg.*.micro #TEBRBENRLERERS 20

GB, 1% Amazon MQ H{TEBERNFHEE
# , 5528 Broker instance types,
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Amazon MQ HBEABER

BR 1 HiR
BERAREBEERANHBERE mq.*.*large HTERBEHRRLERERXSA 200

GB, 1% Amazon MQ #{TERERNFHEE
# , 5828 Broker instance types.

API F38

S8 AWS IEFEN U TR EEEMAE Amazon MQ AP T4 H | LUIMERBEE, WFE Amazon
MQ API EF#E A |, 5528 Amazon MQ REST AP| &%,

/A Important

& g Z8 B A Amazon MQ for ActiveMQ B Amazon MQ for RabbitMQ X EFZ{EFA
APIl, #l#n , Amazon MQ F2FEIA SR EIESIEW,

AP| S &R AP &2 R #l

100 15
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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Amazon MQ W& 24

ERmZ2R AWS RERW—IR. HBAAWS NEF , SHELEENDONEBRRBEHER  BLEHNE
BEARERT2MARBMEKRETN.

ZE£REAWS BEHAERAENERF, HEANSEEEREBERARRAINRZENERATBNES

- BIRAGMNESE - AWS BEREE AWS Cloud F#11T AWS IRV EBEEHE, AWS tHiRE@E A%
2FERANBRE. F=ZAFEZAESEHIRNBRRMAZSMENERE , M5 AWS S FTEIMN—IB
Do BETHERAM Amazon MQ WEBEETEl , 2B ESHRTEIN AWS RIGEE,

- BinABNEL - BENETEURAAERN AWS R, ZUXAHHEMREES  SRENNER
. BRFNERNERERNER,

AXHEBRE T BUNAIESEA Amazon MQ REARBEFEE, T EERBPWAH Amazon MQ
REATELNLZLBEEBREE, Bt 7T HmMMEREM AWS RS , EBREEWRE Amazon
MQ &R,

x5

« Amazon MQ W E R E

- Amazon MQ B9 Identity and Access Management
- Amazon MQ K& HRERFE

« Amazon MQ YR8 EE

« Amazon MQ HERZ R LM

« Amazon MQ HZ £ BREEHK

Amazon MQ HWERRE

AWS HEH B EREAR Amazon MQ FFHEEHRE. MLERFR  AWS B EREHTHE
AWS Bth (S REBBRE, CAEAREEELERE LRSS ARNRSE, SHhuEe BIEH
ERM AWS R R HRENEE T, NEANENBLENHAET FoEERELESE
HAE, NMBEEEBNENRENAMER  FSMH AWS B2 MBS LK AWS HENEEERA
GDPR &M &,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
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ERERMREZEER , BRIEMEH AWS IAM Identity Center 5 AWS Identity and Access Management
(IAM) {R 58 AWS tRF B , UREBAFERAE. t—R , SEAFEAEHRRSBESRETKETKAR
MEANT, RAEEBERATIAFRNRESE :

- BERFHECASEEZRRE (MFA),

- £/ SSL/TLS BE AWS BEFBEM. BMFE TLS 1.2 WEZRMEA TLS 1.3,

5/ AWS CloudTrail %% API FIf£ & &8 HiF 8%

- £/ AWS MFZMERAR , LUKk AWS R ANFIEEREZTSEFE,

o FRERNZELZSRBEBIL Amazon Macie) , HBIRZEFREBEFEFE Amazon S3 IWEIRER,

- MRBEFBHGSHNER API FELAWS B | EE FIPS 140-2 BRFEHINZREE | 556 FIPS i%
B, WMEBE FIPS M FIPS in MAVFEMER , B2 EB T EAREZE (FIPS) 140-2 #LE,

ﬂllll

BRZIBRCBETEREFNE B SRERBBEN , HEEERS B HEERN X FR
B, FlnZEEN, ESTREELMER Amazon MQ EAMFEREEE. API. AWS CLI 28 AWS SDK
9 AWS fR¥ B, BEEBEIEHEANFRUTAANTAERBITEARTEIZEAF. R
FRENIEREEN URL , RFAZIEBF IV ERBLEZAREBZFZ RN URL P2 EBRBEN.

¥R Amazon MQ for ActiveMQ 1 Amazon MQ for RabbitMQ XD, , EEBRERER Web £
A% Amazon MQ API B ERK , B2FERTARAAS2EBER (P) I EMEESBBREAES
REEXEZEREAERE, B CloudWatch Logs FE R E i AWS IRIE AT ZERIEERX BB E
AEER. REEACEAEEBTEARLESBRER,

hnz

FHAE Amazon MQ FEIEAEEREFREMNE., Amazon MQ FREMNZERAFHRE AWS Key
Management Service (KMS) IMMZE MW ERNE , URRHIGEANZ 24, IREHBBIRE T REHK
BERFIFRNRESRNEN S, ZUURBHENR , BAFANRARIEHRER , MAHZS
MHERESHERRER.

P8 Amazon MQ RIBFER = B RYEAR &R A Transport Layer Security (TLS) 21 & & %R,

Amazon MQ ERAHEZLEBENRBENNESBRNEZFENERPINAS . WFFHEA , F2
B8 {AWS Encryption SDK Fig A B38/) o

T RE N

Amazon MQ B2 AWS Key Management Service (KMS) 4 , MR EEAMN AR HMNE ., Amazon
MQ —ZEEFERNBENER,
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B 832 31 Amazon MQ for ActiveMQ XEZ R Amazon MQ for RabbitMQ RIERERE , BAILUERE
#8258 Amazon MQ ARINZFREERIE AWS KMS key, TIFIEE KMS €88 , Amazon MQ & A
1B AWS B KMS €88 | YRREFEAT. Amazon MQ B i X B KMS £i8, IE KMS
S|MNFFHER , 552 AWS KMS keys,

BURERXE  BULUERMTHA —1H , BEREBL Amazon MQ ARENINZ SR
« Amazon MQ owned KMS key (default) (Amazon MQ B K KMS £ (F85%)) — Lt €488 H Amazon
MQ #ERERE , TEENIRFEH,

- AWS & KMS £ — AWS Z & KMS £18 (aws/mq) 2ERFE R KMS £48 , EE Amazon MQ
REREEY, EBNEA,

- BERREEFEEMN KMS €88 — EFEERN KMS £ HE1E AWS Key Management Service
(KMS) R MEE,

/A Important

- HERTREZERN, MRECFERBEFIER , RMNIERBEXAMBRAEEN,

- &¥fE A Amazon Elastic File System (EFS) FHFAEERIH Amazon MQ for ActiveMQ X
B , mRERER T AFT Amazon EFS EEMIRFEFER KMS £ H |, LLEIET
23 BT,

- $t¥i{ERA EBS FRFAEERA Amazon MQ for RabbitMQ 1 Amazon MQ to ActiveMQ 1%,
EERX K NRESER. FEMBRIAER F L5 Amazon EBS FEEWIRE R ER KMS €88
BEFE , Amazon MQ #$E L HEBERERER | BEH BT ARIRIREE,

- MREEFAESRUCHEXSRNMERKRE | KR LERRASWMUBUE SWMMBRESR
REREEANERERE,

- FRERIVBHR TS UANT.

£/ RabbitMQ B KMS €82 VE —#HTHEERERERXE , €5 3ME CreateGrant EH4EE A
AWS CloudTrail, £—EZ=42 Amazon MQ 3 KMS £#813#, E—HE=4 2 EBS B Z#E
£t EBS M,

RN 222


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/rabbitmq-broker-architecture.html

Amazon MQ

FMBABER

CreateGrant AWS CloudTrail B5$IE B : E—#THEERERER

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",

"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-

a8al-828d41lc4abe2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",

BREN®
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"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

£ &S — 18 EBS BREEBUNEH.

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
I
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",

BREN®
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"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

I
"operations": [
"Decrypt"

1,

"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
},
"responseElements": {

"grantId":

"Qab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
},
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ead00fbOfba@SAMPLE"
"eventCategory": "Management"

BREN®

225



Amazon MQ HBEABER

£ RabbitMQ Y KMS £ BV EE (BN , FEFIHEBEEE AN CreateGrant EH AWS
CloudTrail, BIM{EZEH = Amazon MQ NIRRT, ETRNW={EEH4 2 EBS BEIUMZEE A £ EBS
N

CreateGrant AWS CloudTrail HER : #&£32

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T18:59:10Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",

"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d411c4be2",
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"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

iy
"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {

BREN®
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"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMqConsole"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T718:59:10Z",
"mfaAuthenticated": "false"

},
"invokedBy": '"mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcddbce@d0c000f0000000cObcPa®@d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead@0fb@fba@SAMPLE",
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"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

B ER =8 EBS BREEYMNEH,

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": '"mqg.amazonaws.com"
},
"eventTime": "2023-02-23T19:09:40Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"constraints": {
"encryptionContextSubset": {

"aws:ebs:id": "vol-0b670f00f7d5417c0"

iy

"operations": [
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"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
.

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management"

WME KMS £BHEEMENR , 5528 (AWS Key Management Service BIZ A 2188) i AWS KMS
keyso.

&Ed &

Amazon MQ for ActiveMQ : Amazon MQ for ActiveMQ % & KHY Transport Layer Security (TLS) 3
INFEELHN Amazon MQ BENREERXBE@FHNER, Amazon MQ REBRX ZBENMEEREHR
{# FA5& K /Y Transport Layer Security (TLS) M%, EBRARAE T ANBERBGE.

Amazon MQ for RabbitMQ : Amazon MQ for RabbitMQ EE¥FrE f FimiEiEE T8 KM Transport
Layer Security (TLS) /1%, RabbitMQ BEEERERSHEHNAERERMN VPC , M AWS ERFLZ
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BHMERERENSEEREEAINE. Amazon MQ for RabbitMQ EHFECKEERRX BT XE
EEERNENENE, ®EERATHEHTINES , F2ANEEENERTHNER,

Amazon MQ for ActiveMQ B E

IERLAE R EREA TLS BY T 5B E RIFE ActiveMQ REER :

« AMQP
« MQTT

« MQTT over WebSocket
» OpenWire
« STOMP

« STOMP over WebSocket

¥ ActiveMQ <&/ TLS BRIFEHF

Amazon MQ £ ActiveMQ XETIZIBEH :

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

* TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

« TLS_DHE_RSA WITH_AES_256_CBC_SHA256

« TLS_DHE_RSA_WITH_AES_256_CBC_SHA

« TLS_RSA_WITH_AES_256_GCM_SHA384

« TLS_RSA_WITH_AES_256_CBC_SHA256

« TLS_RSA_WITH_AES_256_CBC_SHA

+ TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

+ TLS_DHE_RSA WITH_AES_128 _GCM_SHA256

+ TLS_DHE_RSA WITH_AES_128 CBC_SHA256
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* TLS_DHE_RSA_WITH_AES_128_CBC_SHA
* TLS_RSA_WITH_AES_128_GCM_SHA256

+ TLS_RSA_WITH_AES_128_CBC_SHA256

+ TLS_RSA_WITH_AES_128_CBC_SHA

Amazon MQ for RabbitMQ @315 E

R LAE R ERA TLS B9 T 5B E RIFE RabbitMQ CERER :

- AMQP (0-9-1)

£H¥ RabbitMQ XK TLS HBEEH
Amazon MQ £/ RabbitMQ BT HRIEEH :

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
+ TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256

Amazon MQ B9 Identity and Access Management

AWS Identity and Access Management (IAM) 2 —f& AWS fR¥ , BEE SEALT S HIRHIE AWS &
R FEVER, IAM BEEB T LIRFIRE (BB A) MEE (EEFH) REA Amazon MQ EiR. 1AM
—=—EBETUSEERAN AWS R,

&

- FASDKRERE

- FRABRREEFIE

« Amazon MQ 21a[#& e IAM iE4E

« Amazon MQ & & B R & 451

« Amazon MQ ¥ AP| & 75 B M IRE

« AWS Amazon MQ WEEBE

« £/ Amazon MQ IR ER A

« Amazon MQ 5 % &8 Bl 17 BU 5% 2 B #%
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HR

AWS Identity and Access Management (IAM) EAAXEFRE , BURREE Amazon MQ FFT#I1T
M T,

RIEFERE — REFEH Amazon MQ H1TEK , FHNEEESARIEHREBEENBZEAE R,
BEELRA THTEEMEAN Amazon MQ THEEBER S | BRIt FEHNNETT. THFEGT
ANEERFRAHSEREESFRERNT T, MREEEFE Amazon MQ RYIHEE , FFS2E
Amazon MQ & % &8 5l 1 77 EX 5 B HE R o

REEES - EERELREBEEE Amazon MQ ER , BEZE{E Amazon MQ W EEFEER., &
By 4 75 2 I IR AR A% 52 R & PE R EREY Amazon MQ ZhEERE IR, BEZE X ERBERERBEN IAM B8
E K REFLBRBEEAENGTT. SEHERLNER , TR IAMPNERES, EEE—STHER
A AI#EEL Amazon MQ A IAM B 53 , 528 Amazon MQ I{AT# L IAM E1E,

IAM EEE - MMRER IAM BEEE  EREZENMRSBELUEE Amazon MQ FEUEREEEE
Fo BEEMRBELETLE IAM FEANER Amazon MQ S5 W EBERE S| | 552 Amazon MQ 54 #
BURE o

e F & 2 RERFE

BErRFERSFEAE L BEEAAWS WA, BABELAWS IREREAE, IAMERAEE D , BT
IAM £ @3ET BB (BAE AWS),

BRI A RER S 2 RFRENEE , WS 2B A AWS, AWS IAM Identity Center(IAM Identity
Center) ffi&. BNAIMNE—ZF A BREMNEN Google 5 Facebook BEAZB S & 2 HIEHI,
ERUBME SRR , ENEES LN EREER IAM BENBES D, B AWS FHEABS
ETFRE , fEBERTAG,

BRIBENFEREER | & LL% A AWS Management Console 5, AWS LA Ok, MEFEZEA
E AWS HEFAER , F2H8 AWS B A E£RAEEEHNIATE AL AWS RS,

MRIERUENERFTN T XFEAWS , AWS 24t 7T REEFR B E4 (SDK) MasH1TITHE (CLI) , BAESRE
REHNBREBERREAXNEZBENFE R, MRETHER AWS TR | BLAEHITHEEFR, NFHE
REBNFERTHEFRNFAES , F20 AM EAEERPHEE AWS API FER,

EREERAES RIS L CURBEERHENANZLHENR. 0, AWS BELFEAZEE
REFE (MFA) RESIRFHN RS, MEEZSEN , 528 AWS IAM Identity Center EREIEEHN S
SEZREMNIAM EFAEERFNEAWS FEAZEEZRRE (MFA).
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AWS IRF RERE

MREEY AWSIRE , BE@XE—RBEAED , URBREEIREBE AWS R EER, 55
BAAWS IRF BEAE , FREIRFIHMEANEFE4 U BB T Z AL TFE. BIUESE
BAEUREAEREAEEE, RECVREAERR , LHARBTREHREAZHITNE
%, MEEEIBNTERE , THELUREAEEANTE , F28 IAM EABEEETFNEERE
AERENER.

£ & M AF4E

IAM EFERE AWS 1RF FN—BE5D , ERE-ASTERAERANBENT. BRERUEKE
TRMRR  MARRARIRMEBE PINEBMENEE) B IAM FHE, ERMREBEEAREH
FEHARMBEN AV E£AE  BRCHBREFNSHR. NFHRER A F2EH IAM ERAEERT
MAZERMBRENEARMENRRTIRER,

IAM ZHER —BIEE IAM BRAEEENE D . BEIUFESIBEA, EUUEARER-RAZ
BEAEEENT, HEATREEABREAEFTNBEEEEARS. flU , BALBEE—ERA
IAMAdmins HYEFAE , Wi FEEHEERE IAM BRI,

ERERARTE, FREREHE-ASHEAENZLREE K BACHNENREHEAFTEENA
BHE. ERERFXKANKREER K CACERHEGRER. WFE-—FTH 6 F2HAMERE
ERPNEY IAM EAE (MESE) R,

IAM A&

IAM HEREAWS IRF P —B 52 , BERE . eELIAMEAE , EFEBENAEM
EAEt, BT LLE AWS Management Console FiEB ] # 4 & REKEE IAM A€, &7 LUEB Y
AWS CLI 5% AWS API 4 , iR FEA BT URL REVSAG, NEFABACNEEHHEN  #2E
IAM R ERERPEA IAM A6,

EAREERERN IAM ABETIIBERFIFERA

- BESsFEREFN — NERABRESESERGT , FEILAG , YARACERTT. EHEIIHE
TEPHER , X/ LHEACEURNE , UERTHACGERNGT. NIEERHSACHNEMAE
A, B IAMEAEEETNAE= A8 HEMEN AR, MREFEA IAM Identity Center ,
AIEEREHTE, ARESPBRBERITUERNAZ , IAM Identity Center #$FF AT 52 IAM HHY
AEERE, MEEEFTENER , 528 AWS IAM Identity Center EA & IBEFHFF £,

- EiIAM EREFT  FAETUER IAM SRS RE K HREEBRA TRV,

- BIRFEIE : EALER IAM B8 |, AFTEIRFRFHEAN (FENERE) FRERFHER. A
ERERTERFFIRENEIESR, B2 , #FHEL AWS B , BALUEBEREEERIER (T
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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EEAACGEARE), UETHEAACNEREBRETEIRFTRCEANEZR , F2HAIAM £
BEERDHN IAM AEREREEBENEZE,

- BIREFEE - B AWS R SFEAHAM AWS R PR IEE. Hl , ERERE DETT
e , ZREEEEE Amazon EC2 H#IITE AR Y H A Amazon Simple Storage
Service (Amazon S3) 1, BRI ATsERFEAFIL RN, CARBACKFERAREEZESCRH
TUEZE,

- BETFEIT/ERE (FAS): BEZFEA IAM FHESAGRE AWS F#TEIER , RE#
ERAETHE, FRELRKR K SURSHTEESE  EMETRREHRE S — B
YE. FAS ERAERMFTAIFEN AWS R , BELFER AWS BRI E TR & HFE K.
REERBEBEFEZEEM AWS RESIEREBTRETHNFER2E , TERE FASE
Ko BEHERT , BLAEERTEMREBIENTA.,. MFRE FAS BRI BERFH
B, B2 (EREINIT/ERER) hitps://docs.aws.amazon.com/IAM/latest/UserGuide/
access_forward_access_sessions.html,

- B¥Ae - RESERRBEEIN AM £€ , TRREMTBHE. IAM EES TR IAM RE
M. BERANMRREAR, MFFMAET , F2R IAM EREEETNELAGURIRFTAE
AWS B BR# .

- BBEEAE K ELAACR—FEERT AWS R WRESCEE, RETURERREH
THENACE, REKEFACSRRELSN AWSIRE 1 |, WHZRKEFEE., IAM EES T
B, EFReEREREEZAGHN,

- £ Amazon EC2 L #fTH AR : $H¥7E EC2 Hi/THEE LHTIIH AWS CLI 1 AWS API 55
ROERARERN , BAUER IAM AGREERRMERFE. ERE EC2 HTERREFHRIFIRESEHN
BiIFARN. MEERAWS A6 EC2 HTEBYREEMEEARISER , B UEIEZETH
TEBNHTERBRERE. ITEBREETEXAEL , LETE EC2 #TEB LHTHRENIE
RRMRE., NEFHEEA , BF28 AM EAEEEFHNFA IAM AEREFFFA#E Amazon EC2
HITERLHTHEARARERN,

METHEEEEMEMH IAM A IAM A% , F260 1AM EAEEEPNET IAM A6 (M3EEA
&) W,

EABRREEFRUE

B LUEIRE Y BUR WA HEEEE AWS B REIR , £ AWS REFIFERN. BUERE AWS iy —{EY
, EENGoHEREVEBRE , EAERET. AWS SEXR (ERE, REAEIAGTH

PEER) BB RERMEELHE, BERPHNFFIRERE RFFRIEBFER, AB2 BRI JSON XHF
XEFERE AWS F, MNF JSON BERXHERBNABTNFHEER , 2R IAM EAEEETH JSON

BURBRER .
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EESWLER AWS JSON BRRIEEH T AFIBLERS. AR , WEEBETERET AN
B BERAITHLEE 1,

RIBTER , FRENACREN T, FERTEAEUEMFERUTEENETT , IAM EEITH
BY IAM B, A%, EEETE IAMBERFEEAE  CREEERERIELAG,

IAM BERERXEENFTA , B EERMELERHMTRE, Sl , BEBREE—EAFF
iam:GetRole BIERIBEE., E{REBURRYEA & E 7 LA#E AWS Management Console, AWS CLI %
AWS APl BR8ABEA,

o BBEK
SHRBRRTUMME S S (FI IAM £/AE, EAERERAEG) # JSON FABEN . BEL

BURT 84 5 o EMEEG T MEERIANTHLESRSE, EETHRNAEI S ERBEE | F2H
CIAM R EERE) PRET IAM BUR,

BoBERRUE-SOERARBRIAZERR,. ARBREEZARINE—FHE, FEAIAR, X
EHRARBIABER , B S LHRERET AWS IRF PSS EFERE, BENAR, TER
ROE AWS EERENEFEERR. NFTHIMNEZERRRARBERERE , F2H IAM &
REEMPHNEZERRNARBEREREE,

BEREHR

ERBBEREEIERN JSON BRI 4, ERBEBEKRNSRE REH2 Amazon Simple Storage
Service (Amazon S3) EFETBEEREN IAM ABEEEHEK. EXBEERBEBRNBRER , REEES
ALEATCMHREFEHBFEERNFEER. SRAMMNBENER , BEXEEREENETBIUEXE
BRETHWEBEUAREMAEBGRGTHTNEE, EXEEEREBRPEEEE. TBIUSERE, £
A%, At BEasERAEDS AWS R,

ERABERMRZBBETORBREE, CELEEREREDEARE IAM B AWS SEREK,
FERFIFE (ACL)

FEUEFIEE (ACL) TTEFIBL TR RFKE, FRAERNAG) HEFIEERNFFT. ACL EHR
ERAPR , BEMAEM JSON BERXHFER.

Amazon Simple Storage Service (Amazon S3)., AWS WAF 1 Amazon VPC 2% & ACL RS &
fl, WEHE—L TR ACL , 552B Amazon Simple Storage Service B3 A BISEHHNFEUEE)/EE

(ACL) #1#.
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HtBREH
AWS XEHMBD ANBRER., ELRRERURERE REREERTFENZAF,

- FFARR : FFARRE—EEMR I , THERES T EBRRERT IAM EEE (AM ERERAHB)
MBEAFFA, BUNABRKREFARR, MEENFTERERNS 2 EBRMEFFAJRRHR
£, 8% Principal MuPEECRERNACNEREBRITSZIFFARRES. AAEER
RPRAREEHSBERAL. NFFTARRNFAENR  F2H AM EHEERETN IAM 5
AT A SRR,

- PRAEIEFIEK (SCP) : SCP 2 JSON B3R , A[#EE AWS Organizations B AEBEL (OU) Y
R AFFA. AWS Organizations R AT AR DEMEFEELLEFMEENZE AWS tkRF ., H&
AT EIEE , LA LSRR HIBUER (SCP) EREIT S EIRE. SCP ERFIR SR
FHRERWNET , 2ESE AWS iIRFRFEMAE, WFE Organizations  SCP W HE , T2
AWS Organizations fEA & EM PR SCP EESL K,

- TERBREE . TERBRBRE—BERBER  SUUEEBREERANARNELACGHBEEDE
RENETRTERERE  FRASREE. MELETEBBENFTEREAERACHNEIEBRNT
FEREBRBERNRE, SFARTUREEREEE, MIAEERRTHNAREENRSERX . W0F
AHMES , F2E IAM ERE RN TERREE,

SRBRER
HEEBREBEERIFERE ,H%*%ﬁﬁﬁiﬂ’ﬁ?—]ﬁﬁf‘%@%ﬁ EMBLERE, BETH AWS BSK
ZERRERFNAKERE A —HFER , F2E (AM E£AEER) PHBENEERE,

Amazon MQ A& EL 1AM E4E

ELEH IAM BIEY Amazon MQ WEEUEZ B |, RIEXBEARIFLE IAM IhEE A LLEE Amazon MQ &8
A, EEHE Amazon MQ FEH M AWS BRIEMMAIER IAM NEEMER |, 528 IAM EFHEREET
MEER IAM B9 AWS R,

Amazon MQ £/ IAM REZE, EFAMBREE  BHREERXFERREE ActiveMQ B0 8FE., 0F
E%rﬁ%ﬂiﬁnﬂ nﬁ 2 ﬁ g/\ ACtIVGMQ 1&IE$EETEEE LDAP,

&

« Amazon MQ U &5 SERAYBUER
« Amazon MQ UERBEREBIR
« I Amazon MQ BB A ERNRE
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« Amazon MQ IAM &

Amazon MQ LB 5 AEBHBER

FA IAM BoRER | SUUEEAHRIEENEIENER , UREMAERGET AFRIELH
E. Amazon MQ XEXTEEE. ERMEGEBR, EETHEBE JSON BERFAFEANMETE |
28 (IAM EREER) FH JSON BETESE,

3

BF

EEEWLER AWS JSON BERRIEEH AT AFIMLERS ., thHIR , WHMEEREERGE T T
Y EERITHEEE.

JSON BURHE Action TRERERETURARAFRIEBBRFEFRNEF. BRBENZEEESN
FEERHEY AWS APl R1EERE. B —L£FISMRR , Al BHERFEY AP RNV ERFF I EE, hE—L
EREFZBRTNZEEE. ELBANBFERR/BKEIF,

BREERBERR TFUTHBBIRENFTT.

Amazon MQ PR BUEREIMMEFSEEBEZBIEA THEIM - mq:. fHlwn , EERFEAFER

Amazon MQ CreateBroker API #24ER# 1T Amazon MQ #{TEREMNEFT , BEEBEHMA
mq:CreateBroker Eiff, BERRXAEEE Action = NotAction Jt&E, Amazon MQ €E&
B — B , ERETERLREAITHES.

EEAEE-MRRXPIEELEEE , FRERIR, WTAR
"Action": [

"mqg:actionl",
"mq:action2"

BT UERERZT () REEZEBE. Sl , ®EEEFRER Describe XFZHABEME , FE
SUTEME :

"Action": "mqg:Describe*"

ZEEEF Amazon MQ BIEEBE |, B2 (IAM ERHEIER) B Amazon MQ EHHE1E,
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&R

EESWLER AWS JSON BURRIEEH T AFIBLERS. UHRER , WEEBETERET AN
AT EERAITHERE.

Resource JSON MR tEZ IS EEEAHENYH. MIRRX L EEZE Resource = NotResource
TtHE, REEXKEFEAH Amazon Resource Name (ARN) RIEEER, B H X EREERER
HEME (BAERBRFTT) REEM.

HRAXEERERFTFAINEE (PIWSHER)  FEABRAFER () RRTEEXERARAEER.

"Resource": "*"

£ Amazon MQ & , FE AWS &R 2 Amazon MQ SAEREBEXAREHBRE, Amazon MQ RERER &
R EBE — &1 Amazon EREH (ARN) EEEABRERE , W TR,

ERER ARN RUERS|8#
brokers arn:aws:mqg:us-east-1:123456789012:br aws:ResourceTag/${
oker:${brokerName}:${brokerId} TagKey}
configura arn:${Partition}:mq:${Region}:${Acco aws:ResourceTag/${
tions unt}:configuration:${configuration-i TagKey}
d}

WZE ARN BXWEEMER , 528 Amazon EREZ T (ARN) 1 AWS R A 2=/,

Bl , EEREHRARXPIEER A MyBroker B brokerld
A b-1234a5b6-78cd-901e-2fgh-3145j6k17819 WARERER , EFEHALLT ARN :

"Resource": "arn:aws:mq:us-
east-1:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819"

EEEEBREERFHMERERXNER K BEABAFT (M) :
"Resource": "arn:aws:mq:us-east-1:123456789012:*"

B Amazon MQ BIEEEHSEERHIT , SIMAREVERNEFE, HELERT , BXAEH
BRZFT (Mo
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"Resource": "*"

AP| B)E CreateTags AIRFEREBEXMERE, FETE—BRARAXPEEZHER , FEAERD
B8 ARN,

"Resource": [

"resourcel",
"resource2"

EEEF Amazon MQ EREE R HE ARN W/EE |, F2E8 (AM EHEEE) F1 Amazon MQ EE
HWER ., BETHRETLUERABLEIEEESEERN ARN , F28 Amazon MQ EZEH E){E,

R R

EREE A LMER AWS JSON BURRIEEHAIUEIBLEAR, thpEHR , WEEBE M ERME T T
A BEERANITHES/E.

Condition jt# (8 Condition E#R) AIRGIEEERAXE MM R, Condition TERERAE
B, BUUBRMNFEAREEE FNREEER BINERT/IR) , REYWBE PN HEREMFERPHE,

BERERABXPIEEZME Condition TE , ARHEE— Condition TEHIEESEREIE , AWS
SEREE AND BREFTEMtF. BERE—RERCIBEEZEE , AWS SEMEBLE OR RIEFTMEMF
o BAFEHBERE  TERTFTREXAFFA,

FBHA U EREEGREREARENEEE., fl , ZFUUREFAEERE IAM FAEEBERR ,
HENERNFFARTZ IAM ERE. WEFMAES  F2HE (AM EAEERE) P8 IAM BT
% BENER,

AWS X B2 R4 RS RMBBFENRGEREI8, EEEE AWS 2EKRFRSI82 , F2H (AM
EAEER) P AWS 2EHRGEANE SR,

Amazon MQ RERTMRESERKRHRSIE  EXE - LB EHFRSIBNER, EEESR Amazon
MQ R4S BHNEE | F2H (AM FEREREE) $8 Amazon MQ ##HE5E, BB T HETLE
B B EFNEREA R £88 |, 52/ Amazon MQ EZE K B1E,

R %58 R poFii]
aws:Reque BEBEERPEENEREHERE, FER
stTag/${TagKey}
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B LS ERIEREZE Amazon MQ BER , AREBRPEEREEZE Amazon MQ, EERBEREZES
ZH , 5 mq:ResourceTag/key-name, aws:RequestTag/key-name B aws:TagKeys &

H#REI8 , EERRNEGELEF , REGEBREA,

Amazon MQ XEUERAERHBE, Hlln , ELEE TS ESI# A environment |, B4

production ZZEH Amazon MQ ERFH.

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Deny",

"Action": [
"mqg:DeleteBroker",
"mq:RebootBroker",
"mq:DeleteTags"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/environment": "production"

}
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BRIEFERR , IAM FAENAGTEREILRIEH Amazon MQ ERMNFFA . it BEEER AWS
Management Console, AWS CLI 3% AWS API #1TE#. IAM EEEXEERY IAM B3R , BFFEH
ENABEETERLHTHE AP RIENAE.,. EEEEEVNAKELBRERZFTEELF
AW 1AM A E SR,

Z2E T HROAERAISLES JSON R XMFET IAM B EEE , F28 (AM EAEEE) FWE
JSON Z& LB T K.
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- FRIBER AWS SEBRRIHAEKEERTFTHEREE - EZERARTHATREAENTEES ,
FAER AWS REBK , EEBRERTHURAZEARS, SMTELEN AWS tkFE REMA, &
MEREERRERNERARGIN AWS BEFEEREX , UEE— SR, MFFBER , F2H
IAM R ERErRPE AWS ZEBERSEHHEN AWS ZEHX,

- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNTT. KERLEN , B
UESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
HEFHER , F2EH IAM EAERERPR IAM Y BERMET Al

- £ 1AM BURF R E— S REIFZEE - B LUSREFTIEEBER |, UURHIBEMERNER.
flan | WA R B BERRY , EEX A SSL BEFTAERER, B aILUE AR KRR T L RS
EREFEVE | aIiRRFEIBIEE AWS BRFE (%0 AWS CloudFormation) BB &4, MEFEMET |, 55
28 (IAM EAEERE) HH IAM JSON BERTE : 4.

« f£/ IAM Access Analyzer B IAM BUER |, f{RFT I 24 B 7 IEEEE - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BURFES (JSON) Ml IAM FRIEEH ., 1AM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THHEHEELXLEEANEE, NEFHEE
F , FBESE IAM FEAEEEFH IAM Access Analyzer BURERFE o

- FESEFEERTE (MFA) - MRFEFEAWS IREH IAM EAERREAENER , BHEK MFA
RHEBANRZ SN, EEEMWU AP RERFER MFA | 4% MFA R4 ERNBE, MEFA
& , B2E IAM A EIERPHERE MFA RER API 78

BE IAM AREBBNFAER  F28 IAMERAEEETN IAM 22 HEEH,
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EEEFH Amazon MQ £ 4 |, B AHEREARN —HBFT, BLHFTABEAHFEY HMBEE
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AERPLERDIMEA Amazon MQ 24 |, BT AWS EENBERERIIER, MEFAE
#7, B2 (AM EREER) FHFETAZIEAE.

AmazonMQReadOnlyAccess

HWRMEF AWS CLI 5t AWS API IER & , BFRFEAFEZELTEAHA. k2 , REAFHF
WA BERAITZ AP BENBERATUT,

AFFEREREMMAE ST

WEHSREBMMRILIBER , AFF IAM ERERGEZIBACEAES2NARRZEBR, BER
GEkExEs Lt EMEH AWS CLI S AWS APl EBHmEEIN AR TR BERNTFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
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EERVRERR , B4 AFEH AmazonMQFullAccess IAM IR E2AE T % EC2 Al A IAM IX
Ko

UTBTBREEMEREN (—@ik4N) , EERFFFITURE Amazon MQ E 1 ActiveMQ RERE
AR EIR.

/A Important

« X ec2:CreateNetworkInterface BfF , FBE/LFF Amazon MQ RRIEEIRFE PE L
SRR SRE (ENI)o

« ec2:CreateNetworkInterfacePermission BEI{E=21Z# Amazon MQ , 7% ENI EEZZ|
ActiveMQ RERER,
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{
"Version": "2012-10-17",
"Statement": [{

"Action": [

"mg:*",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribelnternetGateways",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs"

1,

"Effect": "Allow",

"Resource": "*"

3. {

"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"

1,

"Effect": "Allow",

"Resource": "*",

"Condition": {

"StringEquals": {
"ec2:AuthorizedService": '"mq.amazonaws.com"
}
}
1]
}

WMEHMER  B2E TE 2 BYFAEIINEEN AWS B B KB MBER Amazon MQ &
MR E,

Amazon MQ REST API §fa]&#
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o B)fE : vpc BIREM ec2:CreateVpcEndpoint,

« BjfE : subnet EJR LA ec2:CreateVpcEndpoint,

o B)E : security-group BJR LK ec2:CreateVpcEndpoint,
« B)E : vpc-endpoint BEJR LM ec2:CreateVpcEndpoint,
« B)E: vpc BIR LM ec2:DescribeVpcEndpoints,

« B)E : subnet BEJR LM ec2:DescribeVpcEndpoints,

« B)E : vpc-endpoint BEJR LM ec2:CreateTags.

« B)4E : log-group EJRE LM logs:PutLogEvents,

« B)fE : log-group EJR LM logs:DescribelLogStreams,
« BfE : log-group EJR LK logs:DescribelogGroups.

« 81 : log-group EJR LM CreateLogStream,

« B)E : log-group EJR LK CreatelLogGroup,

B 832 31 Amazon MQ for RabbitMQ B K , AmazonMQServiceRolePolicy FF AT B L fF
Amazon MQ RFEEH1T T HERK,

- EALRMN Amazon VPC, FRBNLZ2EE , AREFEREIL Amazon VPC B, &7 LAfE
AAREBERXEIMNIKE , BB RabbitMQ BB XA, B API SIUER G HARNERIRER
Ho

- BY AFEA , WKEREN BFFE#HZE Amazon CloudWatch Logs.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"ec2:DescribeVpcEndpoints"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

1,

"Condition": {
"StringEquals": {

"aws:RequestTag/AMQManaged": "true"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"

1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateVpcEndpoint"

"Effect": "Allow",
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"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AMQManaged": "true"

}

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelLogStreams",
"logs:DescribelogGroups",
"logs:CreatelLogStream",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/amazonmg/*"

]

BYMERERNT , IAM ER (WERAE, HENAR) T RN, REIMREKERAE, MFFM
&, F2H IAM EREERPHNREEEA G,

3 Amazon MQ WIRIEEZE A ®

BAREEFHET —EARBEZAR, ERE—XEIRERESE , Amazon MQ B BRKELEAE
URREEI AWS RIS, CERVNAEREREEXFSEHMARNAR K METEERIHAE,

/A Important

LERR ¥ EAE B & R UBUREERIIRSE |, MRENEALIRIS T —HEMER , TEMERAEIL
ABNIE, EEE—STH 6 F2EEN AMIEEFFHRNHAE,

EERBRLEREFAR  CREEFREYL , ZAUERFHEAEBEFEFELAE,
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B AR IAM 12 & | EiB Amazon MQ ERARFIBRIRKEFZE LB, £ AWS CLI CLI 5 AWS
APl & | B —{ERIEBTEA mq. amazonaws . com WIRISERE AR, MEFHMEA , F2H (IAM
FEREER) PNEILIRKEEAC. IREMMBRUBREKELAR  SULERAERNERUBRE
MEAR,

fmEE Amazon MQ WIRIEEE A6

Amazon MQ T EF & 4mEE AWSServiceRoleForAmazonMQ FRIGERZ AT, AW , LA IAM R
REAGCER, NEFHAEA , F20 (AMEAEEDR) YHHEERBEELAE,

k& Amazon MQ HWIRIEEFEAE

EETBEARTERBESACHIIEDRE , RAZRERHERZAC, -, ERREREDE
BEHREENARERAER. AW, EFDRERBRBESACCH , ELAXBRER.

(@ Note

# Amazon MQ BRBEGHBERBRERK EEEAZAE  RERTRS XM, BIERNEL
RSO ERY BRERREF,

fIBR AWSServiceRoleForAmazonMQ FifE F#Y Amazon MQ &R
£ AWS Management Console, Amazon MQ CLI 5 Amazon MQ API fllEx#&E) Amazon MQ
REREX. NERMBREAENFHEER , FSE 2272

£/ IAM FEMBRREEZEAE

£/ IAM £#4&. AWS CLI 5 AWS API & AWSServiceRoleForAmazonMQ R EFE A, W
EHMER  E2E AMERAEERPNMRREEEZAE,

Amazon MQ FRI5EHZ AN EEE

Amazon MQ EFIERERBNEST X BEARBELHNAG. NBFEES

5’n'h+

2/ AWS 2158

EiE s B3 & 2 Amazon MQ X ##
BRI (#E B L) us-east-1 B
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https://docs.aws.amazon.com/general/latest/gr/rande.html
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Amazon MQ BB A BiE
EiHE 8 B &5 Amazon MQ %
BRI (HXxH) us-east-2 =
EE IR (R fE R L) us-west-1 =
EEFE (BRERA) us-west-2 =
DXREE (ZE) ap-south-1 =
ZAREE (KBR) ap-northeast-3 =
TKREE (BH) ap-northeast-2 =
SE K [E 1 (H7 ) ap-southeast-1 =
DAEE (ER) ap-southeast-2 =
DREE (RR) ap-northeast-1 =
IEX (P EF) ca-central-1 =
BN CEHRE) eu-central-1 =
BN (ZEEER) eu-west-1 =
BUM () eu-west-2 =
BN (B28) eu-west-3 =
EEM (BRE) sa-east-1 B
AWS GovCloud (US) us-gov-west-1 &

Amazon MQ 5 %58 B F 17 B 5¢ Et HE 7
BHEAUTEARBEIEZE NS EFE A Amazon MQ # IAM B A6 82N % R R8E,
B

- RAERE , 7587 Amazon MQ F#TEIME
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o BRAREBHIT iam: PassRole W IZHE
« REAF AWS IRE AW A BFEELN Amazon MQ ER

RAREEHE , 7187 Amazon MQ & TENE

& AWS Management Console & A& R EBHITEENRE , BULEBBENEE S LIEEHED,
ENEEERALRHABZABRENAL,

AT EHISEEREE mateojackson EAEERAFEAEEARIA Widget WFFMER , BAIRE
mq:GetWidget FFRIBFEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mq:GetlWidget on resource: my-example-widget

EWERT , Mateo SR REEEEMMABEE , RFFMER my-example-widget EEFER
mq:GetWidget B,
R AREBHIT iam: PassRole Ry

MBS EIEEEE , SHEBERESIT iam: PassRole BI{E , BHBRMVEEH , 1
Amazon MQ.,

TR ABBERG

BE AWS B# A EEERANACERRYE K MERRVHNEXACIRBEEAC, BEH
TR , L ARERACBEEZ RN,

EfB A marymajor B IAM A EERFERA EEEE Amazon MQ FEITEIMER , B4 T HIEHIEE
R BR , BEBERBREERREACKR TN, Mary RESAGEEEZZBRBENFTFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WEURAEEH , RFFMHIT iam: PassRole Bk,
WMEEMFE |, FBEEEN AWS EEBE, FNEESRMUENEANEE.
EEAFF AWS IRFARAEFEFER Amazon MQ &R

BRLEY—EAE  BEHMAIRFHNEREIEEBABHNASTFIRENER, SIS EE R
EEAHRINEXAR, #HXEERERNBERIFEUEFIEE (ACL) BVARTS , BT LUERA ALK
RRR T ABFHUEEREF .
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FREE-FTH 6 FB2EUTRE:

« ZETH# Amazon MQ REXEELIIRE , 2B Amazon MQ WAIFEEL IAM E1E,

- BETHRNAFEEHENAE AWS 1RF RN ER , F2H8 (AM £REER) FHKEFR
BREGEMERNS — 8 AWS 1RF 89 IAM A&,

s FPETHRINMIBERNFIHEMRKE=F AWSIRE |, 528 (AM EAEIER) NS FEER
BIGE=HEEN AWS IRE,

- BETHNEBKSE S oREEFIE  F2HE (AM EAEER) PN FIEREEEINEE
TEIRENERE BMSE D).

- FETHEAACNERERRETEIRFFICENER , F2H (AM E£RERER) $1 1AM
AEREREBRRNEE,

Amazon MQ & HRERTE

E=FEKEGFTE Amazon MQ NEZEMMERY , HAZE AWS SRFEN -0, ELaE
SOC. PCI. HIPAA %,

BERE AWS R REBREERBERASEZNEER , F2EAWS RIS EESAETE RPN,
WREFELRBBNSRLR, WFE—WEFA , FSHEAWS REETEAWS,

BRI LAEA TESE = H S AWS Artifact, WIEFMEN , F2R TEHPHHEHH AWS
Artifact,

BECARNSRETEUR AWS R REERNBRM, QANER B RURERAEENER,
AWS R T 5 EIR A 15 BEREER

- ZEMRASHRMREAPER — EEMEEHIREEEE  YREMEBUZE2MNSHRE AWS
AREMNEERBNISR,

« #£ Amazon Web Services F 2218 HIPAA Z2 M EEHEMY — AARKERPLRANAFERARIFTS
HIPAA E&HIFE AWS AEER.,

(® Note
WA A AWS BRHE EAFS HIPAA Big, MFBFMEF , 526 HIPAA ERBHES R,

« AWS ERERAWS — W TEEFNIEEES AREARENERNAT T,
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
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- AWS EFEHER — ZBERNAERBRARNEEREN, ENEERARE T EZERE (BEX
BB RFEEMBZEA (NIST), XA FEXRZEFEEZEF (PCl) MBIBREFEE(\LER (1SO) + , £+
AWS fR# BiESI U HEEZ 2 RHNKREER,

» EAAWS Config F# A EEr AV AIFHEE IR — b AWS Config R &L BN ERERE/TE
RNEER., EXERNERNEE,

« AWS Security Hub— 1& AWS BR#% =Rt T RE T &REBH L ERE AWS. Security Hub AR £
7H, RSN AWS ERERELZNEZREBREFT R EREENREER, NEZIENR
BB | 5526 Security Hub controls references

« Amazon GuardDuty — FEIBESIRIRIBEHRH AWS IRE AR MEZEH , &k AWS R ERIEMWT

EEH, RRENERNEBEERE. GuardDuty GBI ERERESRERBIERNARENE
R, f5l#n PCI DSS & EEHRMUFER.

« AWS Audit Manager— i& AWS BR#§ BBIRERFERZEN AWS £AER , UELEEERE RN
R, UREFERMNEREENE R,

Amazon MQ I 1E BE

AWS £IkERZ RN AWS EFHEATARFATLEEN, AWSESREZEsHERHNERT
AES , eMUEEE, SHEENSERERAGEHELER., EBTAREE , AU RBREN
EARXNENE EUAESCEEBAHBEMASREPEH., TARENTAME, FEEHINE
FEED  IRE-RZEERPONERERZEES,

Mm% AWS EERTABHOFHMEN , BSH AWS 2HREBFIG,

Amazon MQ WEREEZ SN

2-ESERE  FAWS 2REBLTLHWRE, MBEEMAWS TLBEUR AWS IARBERS
MRAET, BB AWS TS, EEEAERRERS M BEERRE M AWS B |
BBWRL M AWS B8 EFNERTHWEREHRE,

IERIEA AWS B 4MEY API FL | EBEREN. AFR4AEXETSIER :

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BEfeREEEIEFARE (PFS) WEEEMH , #la0 DHE (Ephemeral Diffie-Hellman) = ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), AR (40 Java 7 MEFHRAE) KZEZEELEN,
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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o BRSACRAFEESIE D FEE IAM ETREEBNAEFTIRSIBREE, IE , EUUER
AWS Security Token Service (AWS STS) RELXERZEBEREEHB R,

Amazon MQ NEZ £ BREEW

AT R E R AT chkE Amazon MQ REERXN LM,
T/

- RIFELZNRAEIRNRERER

. —ERE R

- BB VPC R EHEFTMVENBEIHE

WEE Amazon MQ AN ERNFFHER , URIENBAHEETE , BE2RERMRE,
REFELELHAEFEIHNRERER

BUNREEXNEEEILREN , AIBEER VPCAEREM. ETRENRERXNETZXEIRA
NERFREREE 2 B FEBTAR TS (DDoS) B, MFEFMENA , FSREEFHHN ERELREFIE
RER T FEREEN Web 128 LK AWS REE5E M LR AR R RERE H B #t ¥ DDoS
I R

—ERERERS

H % ActiveMQ BB RIBFERRBENTARERS , FIAEAERFNEAEHTHREENBTE
AEfE, Hit , REBEXAMKBFERRFFTT, MEFMHEENR , 5208 authorizationEntry,

/A Important

MRIGIEENZREME T EE activemg-webconsole E#H , BEEEFEA ActiveMQ Web
A RARBEEREREGARZWRE Amazon MQ REEXHAL.

ZEiB VPC Ze B EHEHTLENBAWE

RTHERSM , KRR ERRTESEN Amazon VPC Z2FE , IRHIET X EBA W EMIEREENE
R Pl BEFRKREASEEABENFE , XEEFH OpenWire M Web E#2& |, & LMER K
T7EL 61617 M 8162, EXMAIHHIEFEAFWERAME , BREKLFF OpenWire Ml Web A ER
B, REIEHARER.
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
https://aws.amazon.com/blogs/security/how-to-help-prepare-for-ddos-attacks-by-reducing-your-attack-surface/
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ERAFEEEERNBABEERE.

+ AMQP: 5671
MQTT: 8883
OpenWire: 61617
STOMP: 61614
WebSocket: 61619

MEESZFHMENR B3 :

3
¢

» Configure Additional Broker Settings
« VPC HZ£EHE

« VPC IR L £ &HE

- ERALREEE
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#DefaultSecurityGroup
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#WorkingWithSecurityGroups
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LM EEFE Amazon MQ RIEERER,

ERRHEERAWS BRI RSN, THENMENEER S, BREZKE AWS #R7G REEER
DWEERER | UEERESHAME , TEERBET. AWS BHZSETE | FEER Amazon
MQ BEiR & B EEENSEH

FE

- ZHL Amazon MQ K CloudWatch 354

 {£/A Amazon CloudWatch EE#2 Amazon MQ KIEER

« f£A AWS CloudTrail F2# Amazon MQ API ¢y

« XE Amazon MQ #§ B @8 #i £ Amazon CloudWatch Logs

FHL Amazon MQ Y CloudWatch $§1Z

Amazon MQ B2 Amazon CloudWatch & &#&—i2 , SIEZR A A CloudWatch Z&H ActiveMQ X
BEEARRKEEXNER (IR EE) @RROTIEER. B CloudWatch £3## &, AWS CLI
CloudWatch CLI %8 % 2 #7 Amazon MQ %, Amazon MQ B CloudWatch I8 ES2S o EEBHHRR
BEREA WA I HIEE CloudWatch,

WMEFE Amazon MQ EEZENTEEFE |, 552/ Monitoring Amazon MQ using CloudWatch,

WMEEHEIEFEE T CloudWatch B RHMEEBER , 528K Amazon CloudWatch A EEEHHNET R
#m45 CloudWatch B,

® Note

Amazon MQ EZRRER I FE CloudWatch FEIFR, RAEE L Amazon MQ BRFEH —EB 5 R
REELIBE,

R ActiveMQ REBFER , CloudWatch R 2E5# 571 1000 1B B At

¥ RabbitMQ REFE , CloudWatch R & E5#2 51 500 {8 B Hih (fCEEBEBEHEHF).

ES -]

+ AWS Management Console

« AWS Command Line Interface
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html

Amazon MQ HBEABER

* Amazon CloudWatch API

AWS Management Console

AT EHIE R nm A AWS Management Console B Amazon MQ B9 CloudWatch 1§#&,

(® Note

MREEKLEA Amazon MQ £ A& |, BERERE Details (FEHE) EE L , i#IE Actions
(Bh4E). View CloudWatch metrics (%% CloudWatch $81E),

Actions ¥ | Edit ‘

View Cloudwatch metrics

Roll back to the last configuration
Reboot broker

Delete broker

1. & A CloudWatch £ 4&.
2. HEEEERL , EEF Metrics (1),
3. ZEH AmazonMQ IEE M Z=/,

All metrics Graphed metrics Graph options

Q
619 Metrics

»  AWS Namespaces

AmazonMQ

28 Metrics

4. ERUATHEHFP—EERMHEE

+ Broker Metrics (F /M B EE)
 Queue Metrics by Broker (kBB /1 4% B FI{T 5135 4E)
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https://console.aws.amazon.com/cloudwatch/

Amazon MQ

FMBABER

+ Topic Metrics by Broker (kBB /T & EH EEEE)

E L& IR | 258 E Broker Metrics ((REBRERIBE).

All metrics Graphed metrics

Al > AmazonMQ Q

28 Metrics

Graph options

Broker Metrics

10 Metrics

5. BIRAETURE Amazon MQ IBE :

- BRBFER  BEAWERE.

- BERERERVY  FEIERSHEESE R,

- BERIBEME , BRIEEERB , AREIE Add to search (B ZEESH),

All metrics Graphed metrics

All > AmazonMQ > Broker Q
Broker (10)

MyBroker
MyBroker
MyBroker

MyBroker

Graph options

Metric Name

CpuUtilization

Search for this only

Add fo graph

Graph this metric only

Graph all search results

AWS Management Console
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AWS Command Line Interface

EEMA AWS CLI 7B Amazon MQ E#E , B get-metric-statistics o

MFFHMER , F2B Amazon CloudWatch A EREHHNEESEENHKAER,

Amazon CloudWatch API

& EM A CloudWatch APl 7ZEX Amazon MQ 1848 , 35 GetMetricStatistics Bk,

MFFHMER , F2 B Amazon CloudWatch A EREEHHNEESEEN K ER,

£ Amazon CloudWatch E5# Amazon MQ REFE R

Amazon MQ B2 Amazon CloudWatch 8 &#& —i2 , SIEEA#E A CloudWatch Z&H ActiveMQ X
BREAMKEEXNBE ((FIREE) RRERDTER. B LK CloudWatch £#2&. AWS CLI
CloudWatch CLI %8 % %2 #7 Amazon MQ %, Amazon MQ B CloudWatch i EE2F o E B BHHRR
B w3 #IE E CloudWatch,

WEMRBER , 52 B 1FH Amazon MQ 8 CloudWatch 1E4&,

(® Note
DTt ERERARMEER
* Average
* Minimum
* Maximum

e Sum

AWS/AmazonMQ sr B =B E T HliEE,

xR
« EC82FNEE$E Amazon MQ for ActiveMQ RIBFER
o SREEFEEE Amazon MQ for RabbitMQ KB R
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FOEXFNEE#E Amazon MQ for ActiveMQ RERET

Amazon MQ for ActiveMQ E&

EE B iR
AmgpMaximumConnect TR B LAMER AMQP ERERE
ions BEXNBEARAFmREE, NF

EREENFRER , F2R

Quotas in Amazon MQ,

BurstBalance Bok Amazon EBS Hi#%[E - Rtk
WIREEEBRZHL , AR
REASER , LARWIZE
BRENCRERRX, MRNAE
ZEZEIFE | Amazon EBS Hj#E
EIZHA IOPS €Y |, B
BRESBEENERAL, WF
Amazon EBS H & B ErKEIE/E
FROFMER , F2E @
/8 R S B

CpuCreditBalance ¥ (VCPU-7 &)
/A Important

EREEREEAR
mq.t2.micro KB
EX#HTERER,
CPU BEEFERM
5 HERER,

BRTEBMEBHMAEE , R
RESH CPU BB E (217
RBEBFEEHE). EERETH
REEXHTERBSBUEE
CPU AR AIBERAXNE
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BE B iR
EBEER K HESHEHER
BHHERE YEXNEEZ
% MEEHREDIRH, EE
BREECELR, ERERE
% FIEESHHEETBR
BE,
CpuUtilization Bok REEXBHFEANESERE
Amazon EC2 EEEMNWE D
e
CurrentConnections T BaiEREEX LWBEEER
Count gE,
EstablishedConnect FTE EEEAREEX LHNEAS
ionsCount RIEERPEREYE,
HeapUsage BoL REEXBAERA ActiveMQ
JVM FeiERERR &,
InactiveDurableTop T FEAFMAMEEEITEREA
icSubscribersCount B, &ZTE 2000 A,
JobSchedulerStoreP BoLE FHHEEES T HUE 5 A BV LR
ercentUsage TEEBED L,
JournalFilesForFas T BELEEBRRARERN AFE
tRecovery RHE,
JournalFilesForFul T BEFEFBEMERERNBF
1Recovery ERBE.
MgttMaximumConnect T B LER MQTT ERENRE
ions EANBRAKAFREE, WFE

BIREENFRER , F2R

Quotas in Amazon MQ,
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BE B HiR
NetworkConnectorCo TR £ NetworkConnector 1E£1%
nnectionCount EEARBEPEREREEN

BT BB
NetworkIn (e | REEXNEARE,
NetworkOut T REEANEERE.
OpenTransactionCount FHEL ETHPHRZEE,
OpenwireMaximumCon T BRI LAE A OpenWire B E
nections REEBIXNREAAFREE.
MEEROENFAER , 57
2/ Quotas in Amazon MQ,
StompMaximumConnec T BRI LAEA STOMP EHREER
tions BEEANEAAFmEE, W
TERBENFEENR , F2
B Quotas in Amazon MQ,
StorePercentUsage Bok RERGMANE 2 L/FR.
MREEEFEE 100 , KE
BEXSEERAS,
TempPercentUsage Bok R AMARFERAN AR
#ERD L.
TotalConsumerCount g HEZEO B REEX BN
STENAAEEE,
TotalMessageCount TR BEEREEX LWAEEH
B
TotalProducerCount B SEEEHREEXENMH

BANREHE,
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EE B HiR
VolumeReadOps T £ Amazon EBS Wk [E E#1T
VEEUREHE.
VolumeWriteOps T £ Amazon EBS Wk [E E#1T
NWEAREEE,
WsMaximumConnections HE & A LAE A WebSocket EiEE

REEXANEXAFREE,
MEESEENGFARER , 5
2B Quotas in Amazon MQ.

ActiveMQ KRR ISR HEE

HE iR
Broker REEXNEHE
(@ Note

E-sTERRKERXEEH 1. F&
S AMNERS/FRREERX , 28
ARREBRERASHER -1 M -2,

ActiveMQ B Vit ({75 F £ 7E) 54F

/A Important
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/A Important
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.
TotalDequeueCount HE AFmEefERANASEE,
® Note

TotalEnqueueCount # TotalDequeueCount IEERIEXHIETENIALE ., NEEBEHLHE

BEASNFHRER ,

F2 B ActiveMQ 3,

SC8EFNEE#E Amazon MQ for ActiveMQ KIEEFE S

270


https://activemq.apache.org/advisory-message.html

Amazon MQ

FMBABER

ActiveMQ B ®ith (fF5IFE3E) EENHEE

HEE

Broker

Topic X Queue

NetworkConnector

o
REEXANERE.
(® Note

BE-HTERCEEXFER -1. §&
BURENERT/SoRERS , @8
ARREFEREASHER -1 M -2,

EBEHTIINERE,

MR ERSENERE,

SC8E A EE IR Amazon MQ for RabbitMQ £ IB2 =,

RabbitMQ X EBER E1E

B
ExchangeCount
QueueCount

ConnectionCount

ChannelCount

ConsumerCount

MessageCount

By
oE
HE
e

ATER

e

HE

DU
REEX LRENREH,
REEX LRENTIIEE.

BYMERER LAERE
;ﬁo

BYMEER LHNBER
Ho

EREREEANHEER
;ﬁo

el EeY S

SCEEMEEEE Amazon MQ for RabbitMQ KB

271



Amazon MQ HEASER

R B iR
(® Note
EENEFRAEER
R AR
AR,
MessageReadyCount T il EfERENF R ER,
MessageUnacknowled TE {5 KRB ARASEE,
gedCount
PublishRate T AL BRMHEREENER,
EENBFARIEFSVH
AESEE,
ConfirmRate T RabbitMQ 1r] Bk 287728 2 8% ffp

FEMRER, BoigtigiZEes
PublishRate L& , BEiE—
T HRENREBERERNEE,

EENBFRRIEREYVH

AEEE,
AckRate TR HEERAMASRNER,
EENBFARIEREVH
AEEE,
SystemCpuUtilization Bok REEXBHFEANEERE

Amazon EC2 BEEBENH A D
kb, HRAFRESRE , LLEXRT
Ffi8 =18 RabbitMQ Hi %z ¥
FEIERENEE,

SCEEMEEEE Amazon MQ for RabbitMQ KB 272



Amazon MQ

FMBABER

BE

RabbitMQMemLimit

RabbitMQMemUsed

RabbitMQDiskFreeli

mit

RabbitMQDiskFree

RabbitMQFdUsed

RabbitMQIOReadAver
ageTime

B

fu Al

Al

fuii

fui

e

B

DU

RabbitMQ {XEEXH RAM [R
#l. HREBEHNEF , WEXRT
P8 =& RabbitMQ Ei %z &
EEFERNTER.

RabbitMQ R EBRE X FrfE A #Y
RAM BB, HIREBEENE ,
{8 R RFTA = 18 RabbitMQ
B HEREANER,

RabbitMQ R HY iR R
Fl. HRARELE , LER
RFTE =18 RabbitMQ i %
ZHEESENEE. SEH
TEBXPHLEREHTRE,
IME Amazon MQ #1718
EHOFHBET, , B2 the
section called “Amazon MQ for
RabbitMQ #{TEEEE",

RabbitMQ KEEX 7 A /Y
AMKREERRE. EHK
EREEBRE K BESH
HATAMEEEER, HRE
£4F  WEXRTHE=E
RabbitMQ Ei %2 ¥ [E 1R E
RS,

ERNERBAEHE ., R
BEE , WERTHAE={E
RabbitMQ Ei %2 ¥ e 1R E
RS,

RabbitMQ 1T — X BEEUR/E
R PR (BW). ZERA
BARPRIEL.

SCEEMEEEE Amazon MQ for RabbitMQ KB

273



Amazon MQ HEASER
BE B iR
RabbitMQIOWriteAve e RabbitMQ #11T — X B ARHE
rageTime B R (BR). ZEBEH

RabbitMQ RIEEENEENMEE

HEE

Broker

RabbitMQ B EHIg1E

BE

SystemCpuUtilization

RabbitMQMemLimit

RabbitMQMemUsed

RabbitMQDiskFreeli
mit

Al

Al

Al

DU

REEANEHE,

BARPMEKIEL,

DU

REEXBrEANCEE
Amazon EC2 BEENMWH D
ko

RabbitMQ Ei %KY RAM R,

RabbitMQ Ei % Fir £ A #Y RAM
HRE. ERREEABRRR
i, BESHEMENEE
EELR,

RabbitMQ £ % &Y f48x BR %l
B AT ER KX/ NB LIS R4
E, WZE Amazon MQ #
TEBEENFRENR , F2
B the section called “Amazon
MQ for RabbitMQ 11T {E & %8

SCEEMEEEE Amazon MQ for RabbitMQ KB

274



FMBABER

Amazon MQ
R B iR
RabbitMQDiskFree T RabbitMQ EiZH A AN A A
HRTZEERE, EWRER
EBEBRFIE , RESHEM
B EEEER,
RabbitMQFdUsed TR ERANERERERE.
RabbitMQ Ei M5 R HEE
HWE #iR
Node RN EE,
(® Note
HHEBISMES : sIEH (8
HA rabbit) MEHMERE, Hlu
rabbiteip-10-0-0-230.us-wes
t-2.compute.internal = B E
Z% , HaE5H rabbit MEHERE
ip-10-0-0-230.us-west-2.com
pute.internal .
Broker REEXNEE,
RabbitMQ 1T 5151
BE By #iR
ConsumerCount FTE SRR EEERE,
MessageReadyCount FTE Hal I EENALEE.,

SCEEMEEEE Amazon MQ for RabbitMQ KB

275



Amazon MQ HEABEE

R By iR

MessageUnacknowled T AR EEZFEFRANALRH

gedCount H,

MessageCount T MessageReadyCount
MessageUnacknowled
gedCount HHEH (LBAT
HIRE),

RabbitMQ 1T 3iEE M #E

(® Note

Amazon MQ for RabbitMQ T8 A BB IS =K. ENFxEMIE ASCI F Tk E

3B MER,

MEHERBNFEMES , 528 (Amazon CloudWatch APl 2%&) HHIHE,

HEE

Queue
VirtualHost

Broker

iR
rHNERE,
EREEHNERE,
REEANEHE,

£ AWS CloudTrail 52 Amazon MQ API FERY

Amazon MQ B8 AWS CloudTrail & , LR &R M Amazon MQ WILEYFE# , MELM IR H
FEHE. AR AWS RIEFTEH. CloudTrail 482 Amazon MQ REER MBI API Y
W ASH , 2FEKE Amazon MQ EE ALK R Amazon MQ APl (WEXIFHW, EEH
CloudTrail BYFE#HEEA , 5828 AWS CloudTrail £ A& ER.

& A CloudTrail 524% API FEAY

276


https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_Dimension.html#API_Dimension_Contents
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

Amazon MQ HBEABER

® Note

CloudTrail T 2528 EE ActiveMQ #4E (Hlzn , EAFZWAL) HEIH API FEAY | sREE
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B-ESHRCHEE DI PRFENERAEN, LERATIHEEHETHISEE

UpdateBroker

(® Note

ELEMBEBRERRE , RHE5CH# RebootBroker B ER, EHENRNERE , RES

BEEHBE , BT 25 BootBroker HFEFEER

/A Important
HRELT APIBY GET 157% , R ERLHEFERSH , BESEFTEE !

* DescribeBroker

* DescribeConfiguration

* DescribeConfigurationRevision

e DescribeUser

e ListBrokers

* ListConfigurationRevisions

* ListConfigurations

e ListUsers

HRLLT APl , data fl password FBERSEEBEBENR (***) BHE :

* CreateBroker (POST)
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MEFHMEN , F28 (AWS CloudTrail fEFA &) FH CloudTrail userldentity Jt,

g5 : Amazon MQ HEERIER

EHR AR, TRESHUAFERNEABEERIEERN Amazon S3 f#F T, CloudTrail BE1E
REE-HZMEEFEE,

SHAREMARENE-—FR , YIS THHRENEBEET : H Amazon MQ API B95ER. FEREM
IP ik, BRENSF D, FROBPNEBEEFS.

LAT &R CreateBroker API BEILEY CloudTrail HE5ER

® Note

K4 CloudTrail B ERTRLE API N EHEFHEENR A FEUEABSEIERIIHE
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMgConsole"
},
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {

"dayOfWeek": "THURSDAY",

"timeOfDay": "22:45",

"timeZone": "America/Los_Angeles"

}I
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Amazon MQ
"engineType": "ActiveMQ",
"hostInstanceType": "mqg.m5.large",
"users": [
{
"username": "MyUsernamel23",
"password": "***",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
I
{
"username": "MyUsername456",
"password": "*x*!",
"groups": [
"admins"
]
}
1,
"creatorRequestId": "1",
"publiclyAccessible": true,
"securityGroups": [
"sg-alb234cd"
1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"
]
I

"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mq:us-

east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819"

+
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",

"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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AXTE Amazon MQ #§ B 553 i 2] Amazon CloudWatch Logs

Amazon MQ EZ Amazon CloudWatch Logs & , #ERRSERRERE, FHRFHAFENR
. Bl , BELAERE CloudWatch B , IBWREEXEMREBNBEL , B ActiveMQ KIEFE
A AHAESERR, #0FE CloudWatch Logs WM& RA , 32 B Amazon CloudWatch Logs £ & 15/,

TE
« EXXE Amazon MQ for ActiveMQ H3%
« E%F Amazon MQ for RabbitMQ H &

&% E Amazon MQ for ActiveMQ H&&

EEZRFF Amazon MQ # B3 #ZE CloudWatch Logs , BB S EF A #18E Amazon MQ £ & |
WERYREHMAEBRERNAE , B Amazon MQ BRENERAERNBUE,

UTERBERA ActiveMQ REFRZNERE CloudWatch Logs FIZF B,
e

« T CloudWatch Logs 508418

- #& CreateLogGroup ¥ Al #T#8 £ Amazon MQ A&

« 5 Amazon MQ BREEREBX,

- EBREEEREA

« CloudWatch Logs #H RE 5% 2t HF 2

T & CloudWatch Logs HHIECEE#EE

EAREERABRARE, ELRUABER  NECRERERRAN  ATURA—BARLE

—AXFCERE R TERR INFO FE&R/B Ak (F X% DEBUG i2#%) , 4% activemq.log Z#i%| CloudWatch
RSP AFRERE. AFBHEESOTHER

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/general

A FURERREEER JIMX SHEA ActiveMQ Web 1R AT EEE/E , 14§ audit.log
2 CloudWatch lRE ) AFERE. AFFEEEENTHER !
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/aws/amazonmqg/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/audit

REBEEFE —HTEBREREX , EREAP/FHRERX , Amazon MQ EESEHFFERNE
Y-S MEREER. BEEREFSMNMTHEN,

activemq-b-1234a5b6-78cd-901le-2fgh-3i145j6k17819-1.10g
activemq-b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-2.10g

-1 M -2 ERRAENNKEENHTEE. mEFHENR , 52/ (Amazon CloudWatch Logs f#
&SR LA BFEENBRESR.

# CreateLogGroup FF A #EE Amazon MQ A&

= EAFF Amazon MQ 213 CloudWatch Logs B#EHH , BXEARRELREFNMBRERENH 1AM
#fA#&# 8% logs:CreateLogGroup .,

/A Important

EFEAEERIRENRBRERRN A , WREKRS CreateLogGroup FFA##EE Amazon
MQ /% , Bl Amazon MQ A& B E,

THIEEH LU IAM BER B EER logs: CreatelLogGroup HWEFAIZ F I BERM IMENFERE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
}
]
}

5% 7E Amazon MQ for ActiveMQ B & 282


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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® Note

U, ERE-FARIEFEAE , MTR Amazon MQ A% , REREREMREERXRFEY
MEMRE, IFERREEAENRE IAM BERNFEES , F20 (AM E£REER) +
R 55 EEHE .

MEFHME , 5528 Amazon CloudWatch Logs APl 2Z i CreatelogGroup.

A Amazon MQ R EE R BR,

/A Important
WREARE Amazon MQ FREEREBR |, AIREEXE LA BFFRME CloudWatch Logs.

£ E R 5F Amazon MQ #% B 553 # 2 CloudWatch Logs B56EH4A , B EEREBE , £ Amazon
MQ ZHUL T CloudWatch Logs API EjERIRERR -

« CreatelLogStream- BIEEM HEERFMEE I CloudWatch Logs HEE&E R
« PutLogEvents - #EHEIEEIEEM CloudWatch Logs HEEE TR

LTFUERAERNBEEM logs:CreateLogStream # logs:PutLogEvents WA ZF
AWS,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: { "Service": '"mq.amazonaws.com" },
"Action": [ "logs:CreatelLogStream", "logs:PutLogEvents" ],
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
}
]
}

EELNERAEBNWBERAAREE AWS CLI #1T:RE , T 3SR, EMHEHH  LLESHERA
X us-east-1,
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aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":[{ \"Effect\": \"Allow
\", \"Principal\": { \"Service\": \"mg.amazonaws.com\" },

\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"], \"Resource\":
\"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }]1}"

(® Note

HREBEHER /aws/amazonmg/ F B , BFEESERBEHSE AWS IRFREEIR
ﬂﬁ%_;io

R EREEEREA

BEREABEBRZ2MURE , EFRAUTHFFTNERTURH EEE SN ERNITXE
B EAWS | BERRBER TS EBURENEABE., ERERS (WIUIRTS) /o5 —ERE (K
WEOLARFS) By , AIREE B A IRISE R, WOURMFIUBRBREREFT , AEFTERERFTAIMN AR
HEMEFNERRNEE, BTHEBEERR , AWS BENTEAHBERBFAERBHER , M
ELRBERCEERIRFPERNFIE,

RMEBEE Amazon MQ ERBBEDREA aws : SourceArn M aws :SourceAccount £ &4
NAE , LUIBRAI CloudWatch Logs ¥ — B ZEiE EREERIXNEE,

(@ Note

MREBERASEEGERRERSIE , IEHBRBERRR S #EHaws : SourceAccount EH
aws :SourceArn EFRHIRFE , XBFERMEBRNKRSE ID,

LA #5651 7R &8 7 PR CloudWatch Logs ¥18 — Amazon MQ KERX 2 FEMNEREBUR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "mq.amazonaws.com"
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3,

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:mq:us-
east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819"

BT LARREERE B | LAPR% CloudWatch Logs ¥tiRE R B R ERRXWEZE , M R Ro

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"'mg.amazonaws.com"
]
.
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmqg/*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:mq:*:123456789012:broker:*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"

5% 7E Amazon MQ for ActiveMQ B & 285



Amazon MQ HBEABER

]
}
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HEELEERT , CloudWatch Logs AIREMERRIZRAMTEH. AHSRUERBENSE , YHRA
A0AR AR R R

H 58 E R 3B 1E CloudWatch A

# CreatelogGroup FFA#EE Amazon MQ Ff#E , REEHFBBNREER, MEAFH
Amazon MQ 237 A &8 4.

HEs &7k HE A CloudWatch Logs Ef#E

# Amazon MQ BREEREHE. EARAEEARMHEBFE

£%E Amazon MQ for RabbitMQ B

B8/ RabbitMQ REERNBEUA CloudWatch 528k IheEEF , Amazon MQ € AR EZN B EE

— % B 558 # %] CloudWatch, MREHE—XEIREBERXEFRE Amazon MQ REEZENARE

£ , Amazon MQ 2 BEEY — B, FIE%EEN RabbitMQ REERXFSEAMHENREELERAE &
HE M ZE CloudWatch,

MERKEZAGHFEMERNR , 528 (AWS Identity and Access Management fEF & #5/) FHE
ARBEREAE, MF Amazon MQ WA AR ERACKNFMER , F2H the section called “f&
RRBEREEE

5% 7E Amazon MQ for RabbitMQ B & 286


https://docs.aws.amazon.com/hIAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html

Amazon MQ

FMBABER

Amazon MQ KIECZE
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REEXEB

BEEIANNEEXHE
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BR 51

R AE N ERE S EIE | i T B9 4R35 B ARE AR

BEREEANZLHER

CloudWatch HES#2HY ActiveMQ B B3t (175
LX)

£ CloudWatch A ES#2#Y RabbitMQ B Byt (17
%)

SERBRXNER
HERE

T#&R5IHEE Amazon MQ #HREME BRI B EE.

/A Important
FBAR RabbitMQ REE,

PR 1
HERE

HiR
mq.*.micro HITEBERNREREXA 300
i

/A Important
FiE AR RabbitMQ REER.

mq.*.*large #HITEBEEREEXA
2,000 &,

5

CloudWatch R E542 57 1000 1 B #Yib.

CloudWatch R&E# 51 500 & B #93t: (HE
EHEHF)

50
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REXEANR 1 E 150 BF T2,
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PR 1 DU

SEESE ASCI AIFIE T T E RN T
JTo

| REmeEETE. B, A%, KEAR
WS (- . _ ~)e

BEEREAETH 300

EH&

T&R%IHE Amazon MQ ActiveMQ KB R (F A EZHENEZE,

/A Important
TEAR RabbitMQ KEER,

R 1 #ir

EREER .
REXSENA1E 100 BFT2E.

HAETE ASCI AISIEF T ERIEENF
TCo

C REmAEETT. B, A%, KGR
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PR 1 1

=

MKRADEED 4 EAE—F T,

THEEER (,)o

BECERANERAE (FES D RE) 250
BEEAENFE (BES2RE) 20

BRI

T&RFIHEE Amazon MQ ERH#HZAERYELEE,

BR R
SR NMEBEEXNREERE mg.*.micro HFMTEBERREREXA 20

GB, 1% Amazon MQ H{TEBERNFFHEE
A , 5528 Broker instance types.

FEBRAREERANRETRE mq.*.*large HITEBREHRAEENS 200
GB, 1% Amazon MQ #{TERERNFHEE
# , 328 Broker instance types,

Amazon EBS X ENEBENRERXNEKIER
BRERERS

/A Important
FiE AR RabbitMQ REER.

50 GB, MEEBHEREAENFHER
, 552/ Apache ActiveMQ API X4 HY
JobSchedulerUsage o

BEBNMMEEANTRREATRE,

aREER 290


https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html

Amazon MQ HBEABER

PR 1 DU

/A Important
A E AR RabbitMQ KEE X,

mq.*.micro FITEBERNREREXAS
GB,

BERAREEANETRRERE.
/A Important
TiEA M RabbitMQ KEREX,

mq.*.*large #ITEBEERLERENA 50
GB.

AP| &

1 AWS IRF LA T A EZEREFTA Amazon MQ APl &K , UM EREHEE, WE Amazon
MQ API E¥#E R |, 5528 Amazon MQ REST AP| &%,

/A Important

1B LB EE N E A Amazon MQ for ActiveMQ 2% Amazon MQ for RabbitMQ REE = EH
APIl, #l#0 | Amazon MQ T2 FEIEA SR EIEHIE I,

AP| S &R #l AP &= R #l
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Amazon MQ #[E

REHHREMEA Amazon MQ REEXEFAEEBEINE REE , UREREEPRERIRN SR,

o
. G —
. BEEBRERBRR Web TRADMY,

- BWREEXNEAEIT , HALEH telnet BRFIERAE D , BRIVAFin B X ERIEBE SSL 4
SRS

- REVTREER , EREEXET XY,
- BWREEXENRE , BRETHRERR,
- WBERHE - Amazon MQ for ActiveMQ
- BMERCRREECSE , b BT Z Lo CloudWatch gs FRIEBER M — R FEREKE o

s REEXNEFBBRMERER 2% , BFERES RUNNING , RIMAEELEZEINREERX, A4
B2

- REIBRN —EHAPRERINERER , MEMAFiRELER,

 BREHTIRIER , &£ ActiveMQ 12 & EFEIBISMRR org.apache.jasper.JasperException: An
exception occurred processing JSP page.

- WMEERHE - Amazon MQ for RabbitMQ
s REFETITISEREHAYIEE CloudWatch,
« W{FFE Amazon MQ for RabbitMQ A EER ?
- REZEERERENXM Amazon VPC HEE,
- WEERE - EFITH Amazon MQ BIER RS
+ Amazon MQ for RabbitMQ : B EEE T
« £/ RabbitMQ Web =S ZE Sk ERET
- £/ Amazon MQ iEEZEHSRLERETR
- BASKERET
- BLERNBENEE
- BAREREFEENTIED
- BARAE-TEBKEEX PN EHHEER
- BLSEERET
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Amazon MQ BIB A BINT
« &F MQ Ky Amazon MQ : fEXH i AWS Key Management Service
o PDETFfRR INVALID_KMS_KEY
« Amazon MQ for ActiveMQ : EBREMHMBENEET
« Amazon MQ for ActiveMQ : REEXEERTEETR
+ Amazon MQ for RabbitMQ : BiREFR HI & =
- DEIAEURRRRFETR

SESBEAE - — iR

EERLHROER | HYBHEES Amazon MQ REBX K THIBSIN ¥ RHE , SIMBERIR
BRANHE  URKRERXEFRD.

2k

© BIOEEMERERR Web TRADMKE,

- BRREEXEEINIT , WO SMER telnet BT ERREED , BRNAFin L ERIED SSL Fi5
;'Ij(lﬂ:o

- REV TREEN  BREEAET RN
- BWREEXEHMRE  BETHERR,

BREZERERERER Web TR AR,

MREEMER Web TERATRKBERFHEREREEAFEIE[E , EREHIT ISR,

1. RELRBERRPARREERINEREN, EURFESHABRESAFFRRAERER,

2. MELRBERMEA FIPS mEERINEERN. Amazon MQ EEEH AP BERXE FIPS iR
B MAZEEACERHTEEARSNREER,

3. & Public Accessibility (ABFEE) BIEAREFRES Yes (B). MRILEIEFZES No () , R
B RO FEEHEE (ACLRA, MREBEIBFTHE ACL , BHEEESEMIK ACL
BRA IRHKAEENEEE, WMFE Amazon VPC BiEHEMENR , 28 (Amazon VPC £
FEIER) YRR B FEL

4. ERERANREFARR, FRESAFERITIELE

SEBHEAE . — 293
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® Note

Ty EFESRIBES | BEAETSHE , BB Amazon MQ for ActiveMQ &€ Amazon MQ for
RabbitMQ {8 F 7 [E {9V BB HE T IELR

Amazon MQ for ActiveMQ

- Web & - E#IE 8162
« OpenWire — JE1£18 61617
- AMQP - E#8 5671

- STOMP - E#%1E 61614

- MQTT - E#138 8883

« WSS - E##1E 61619

Amazon MQ for RabbitMQ

« Web FEANMERE API - E#IE 443 M 15671
- AMQP - E##1E 5671

5. $HHH&

K REREN 5| BEE YT T IR ERAH

(® Note

HRABREAREFERMENRERER |, F7%E Amazon MQ KERRXEEE Amazon VPC A

Amazon EC2 #{TEBH TR , REFMHEFE,

Amazon MQ for ActiveMQ

IEE Amazon MQ for ActiveMQ RIBE R A3 E 4R B

1.
2.

PR R R R S IRE.

#47 T % nslookup S HREANRIEERN DNS k. HRMEA T /S0 EE | AEER PR
HANFami. FAT/SaRBEUTEEE—REENX IDNWER -1 3 -2 #5l. &
OR=EN: S

BEFEREAEREN Web TR EH IR, 294



Amazon MQ HBEABER

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREMKY , EERIECATREE,

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: ec2-12-345-123-45,us-west-2.compute.amazonaws.com
Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

FRMTEY IP it FERFS Amazon MQ & HEMH IP ik, ERSR DNS fRIRES £ A
BEMTERE K MALSTEET —ESE.

3. #ITTF telnet T RAFRNREEXNMIRIRE. LUENERNNKImE. L Web 124
RYE IR IRAS 8162 , EREM%?%E%&EEEHM’S### , REERNFRHEMBABE.

(® Note
HAEAP/SFHHE , IREEATHHEHT telnet , BIEKE Connect
failed #ERFAE. ERATFAHN , HRGSGWHTEBARS EEHIT , 8 ActiveMQ
BFIA#IT , BEEERAERERMN Amazon EFS REHMEE, ¥ -1 M -2 7
HETomS , LMHEREERIZREATHTERNSHHRITERE.

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

HRMERSHITER , CEFIHELUATHE L,

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

4. BMITTFIIEF—ERE

« MR telnet ST , FBME EstablishedConnectionsCount IEENFERNRIETRE
NEKREZEFNFRANVERBHELZES, BHEAEHABBNRERERN General HiFE , BRRE
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BEEIRHE. HREEEARE  AELE-EAFRBEMEREREER, NMRER
BREER , AIBERIT telnet %@/E!U'iﬁ YEREL—DEFREER L RARERE
‘Wa’f?’;ﬁﬁ 88 A — R

o MR telnet THELY , FBERERBERENXNMEMFMFAEME | WHESRES in-use,
s EEPTERNMERAEE Amazon VPC RIEAFE , im&ﬁFﬁE'_{E’Jum& H &,
ERELBHIT telnet HHRFREERN IP it |, IR EHI T A ACCEPTED , 21
HEHT, MEFMHER , UREFBREAFEHS , 528 (Amazon VPC R ABIE
M) PRRE B FEEcsEEfl,

5. #1TTH curl oS RBEEE ActiveMQ BIE Web IR EMELR,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

MR TRY , B HEZERRCATE HTML X4

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=iso-8859-1" />
<title>Apache ActiveMQ</title>

Amazon MQ for RabbitMQ
IEE Amazon MQ for RabbitMQ X IE2 = Y 48 B E 4R Al
1. FRBFHRIREEE T SIIRE.
2. #1TT% nslookup R REHREREN DNS ittk, LUEHE AR K S,

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

MREHRL , EEFIEULTHE L,

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1l.sfo.corp.amazon.com
Address: 172.10.123.456
BRELZEREREREN Web TR AR, 296
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Name : rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

3. HTTH telnet P RAFREBEERNVEKER, UEWERAIRNR KR, &Ll Web £
EARERIE 443 & 5671 BiR### , LUAIERE R ER AMQP ER,

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

MRGTEY , BEEFIECATHE L,

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

(® Note
Telnet EBiRSHEXEVERBBHEEM.

4. BMITTFIIEF—HREE

- R telnet 8 , BMWE ConnectionCount BE , YEBREBERXEKIES
max-connections FERBMKRPRENE, B TEARBERERER Connection.log
BRFEEE L BERECERRH. MREEEARTE , AIELE—EAF KB NERER
BiEN, mREEERTER , IEXHIT telnet BEAIK, MREEH Broker EAEHT
WEREERME 2 RERER , BUREEEEELER CloudWatch, EEEDERM
—R

- HARELHEEIMNRERER , 1R telnet 9 KN, FREREEXNMNEMLRR
SEARRE | WHEFTMER in-use, SHEEEMREREET Amazon VPC RiEHE , I
REFMEENREAR. SBREWUA telnet HSBHREBENNAE IP it | IHERE
#RE3DA ACCEPTED , BiEERHT, MEFHMEN , UREFREAFZEHS , F2H
{Amazon VPC BiZ& AB1EFE) FHRE HFCskE 6,
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® Note
WESBRNEARESABRFEEMR Amazon MQ for RabbitMQ XIEFE R .

5. #IT T curl i HRMEEE RabbitMQ EE Web F1E A KELR,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com:443/index.html

MR TRY , BHEZERCU T HTML X4

<IDOCTYPE html>
<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>

BHREBEREXEREHT , RAUER telnet B ERED , BENAF K
HRELRIERD SSL HIARR

LHRERARMBR IR ERERERAMEREREH. Amazon MQ REEX SRS EMMmR , %
BRARERANSFETHAENZ 24,

EEMFEA Amazon Trust Services FH Amazon IRBFRERE (CA) , EAFENEEFTHREFET
So8E. B Amazon MQ REEZXBEEEALIR CA E£1THE, EBMEMA Amazon B CA , BF
BHEEEEAMEEX LERIBEHR THIHN Amazon MQ RERENXNEE.

BEYTRERERN , BREEXNEYL XK.

MREWRERERERN CREATION_FAILED AREE , F#IT T 5Bk,

- MELZH IAMFT, EERURERER , XEFH AWS ZE IAM K
%R , AmazonMQFullAccess=EBHFT IAM BUERH#EHE [EHH —4H Amazon EC2 35 1], HEEE—F
T BRIEFRER Amazon EC2 551 |, B2 B E 7 Amazon MQ REBEXNER IAM 557,
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https://www.amazontrust.com/repository/
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- BRELBREEXZEN FREKEEMNNE AR Amazon Virtual Private Cloud (VPC) #1, EEfEH
F# Amazon VPC A3 Amazon MQ REREX , BAUBEHHE Amazon VPC NIRFHEII T,

RNREBEEAENME , BETEERRE.,
NRENRERAEADEFMD  TREMAUTERZ —.

- BHREERXTERAENSBHEREMEFRBE. Amazon MQ 2EHEASREBEEXNNE
B, EEXXRDSIZHBHTHSE, HENRERBSENTRE , EXZUEEENNE , REHHYE
AEREEINHENREME. REERXTSEM/ D REZHENTARRENRE. NERERE
NMEERFERWEFMER , 552 E the section called “#EERERERX,

- FHREEXHTEREBEUTRETEEEANEAEXIEESH, flW0, Emg.t2.micro L#1T4E
EIEHTHESEFREEXEZEER, 5 CPU HAXRSaREEXCERCAETRHESEFHR
EEABEAEFME. EEEEREEXEEFEASZ S CPU MRZER |, St 25| ZEAEEAT
5| CloudWatch 154&,

« Amazon MQ for ActiveMQ - #% CpuUtilization , THREREXEBEAMNESE E Amazon
EC2 EEENMBE D, ME HeapUsage , THREEX HBIFEAMN ActiveMQ JVM FEEIERE R
HHBE D .

« Amazon MQ for RabbitMQ — # & SystemCpuUtilization , TEREEXBsEANEEE
Amazon EC2 BEEENMN A D tt, MZE RabbitMQMemUsed , T EEAK RAM HE (St
AE{) , WEREL RabbitMQMemLimit 2REE RabbitMQ EiFEAMNERE B D .

MEAEEXBTEREEARNTHE THERNZFCEGTERBEENFRES , F2R

Broker instance types.

WEEZE : Amazon MQ for ActiveMQ

REALETPER |, HERE R ERESEA Amazon MQ for ActiveMQ REBREX K AEBINER
ik

&

- AMERERBREHE , BEETE Lo CloudWatch gs FARIBEXH — MRS KAC#Ho

- REEXENMABIMBRR 2% , IEIRESR RUNNING , RMAELERIREEN, BAE?
- BEIBN—LAFRERINERERN , MEMAHFRELER,

BWRERXENRD , EETRERR, 299
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- BEMITRIER , £ ActiveMQ & L HEHIZAAMR org.apache.jasper.JasperException: An
exception occurred processing JSP page.

ENER R EIEE 8% , BB T2 Lo CloudWatch gs FRERERNA —MRECEE
FEBac ik,

MRIBIETE Logs FREARERERXM CloudWatch 28k4E , FEH1T T HIEE,

1. REBUSEFHBREERXNFEAERETES logs:CreateLogGroup W, EFEAERIR
EFREBNREREN 2H , MREKA CreateLogGroup FUFEEMAE , Bl Amazon MQ T
B AFERAE,

2. RELRRBCRENERAEBRMBEE , LA Amazon MQ #% B 5% # 2| CloudWatch B, &
E R Amazon MQ #5 B 52 MR8/ B CloudWatch 5% BEHE , FREUNERAEBMBUEER |
# Amazon MQ ZEUT % CloudWatch B & API B14E :

« CreatelogStream— B EEH CloudWatch 5 8% B 4H 22 31 B AT 82 B B
« PutLogEvents— EHEREZIEEMN CloudWatch FE&kIE L8R TR

WMEFRTEERAM ActiveMQ B Amazon MQ LA A6 I B s EEMAE R , 532 BIE%E CloudWatch
Eag -

REEXEFRBREBRR 2R |, BIEARES RUNNING , RMAREERER
HAREER. ATE?

EENBRERERERNEFRBER. HFENHBRBRTHE., IEETRBTHHTEENABESFF , &
A EBZEREE, FEN—EELT , AEEXEFMRBRNERBBARTERRARERERHN
Amazon EFS 5 Amazon EBS R EFHEEFFEEEXRENFALRMMENK. EEFNBMEHE , Amazon
MQ E#FEMEAERRFEBERERRER. ZERFELZE , SULSEERAR ActiveMQ £
HF23{ CloudWatch B9 Amazon MQ B3 R 5$54E -

- StoragePercentUsage — KB LES#ZIE 100% ATae @B HREBRENIERER,

« JournalFilesForFullRecovery - EHEFEEBRISHMBEREEBNAFTEREE, &
NPHESR 1 WERTRBANKS , TS EENBBRIERERBE,

« OpenTransactionCount - EfTABERNEFARE , KAREEXNSEATRENFEANTLR ,
RMmEBUEREE,
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https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html

Amazon MQ HBEABER

EEMRIEE  RPBRBEFERA rollback() 5 commit() , R XA RXF., NEFHMAEALESE
5/ rollback() R XA XZMNENBEF , BFSEREE XA X5,

BREIBN —LAFPRERINERN K MEMARPIREEZER,

MREHRIERERXEN RUNNING ARE , MELRAFin ] AR INERIIAEREN , MALHF iR EE
R, SR EEEINEREXNREERERRSE, FSERBECEIRBERERRS , FATT
SIEDE

- EEFEPREBEAR ActiveMQ KEFERXH Amazon MQ B — &R EBFREX HES. CloudWatch IR
2ZEZIRE , S EREERBFFTEE Reached Maximum Connections. MZFE ActiveMQ
REBFREXEHZ Amazon MQ CloudWatch BFEHIFEMER , 52/, the section called “ 7 fi#
CloudWatch Logs #HIFC 8% A 18"

EIEREBREGRGE  REBEEXKBIBEBENNENER, EEMRERE  ROAZZHEA
EEAHTEEBEL, NnEAEEEIEES v REMNTEBERNWEFMERNR , B2 BBroker instance

types.

MREOEIREBLERYE MRAREEXERRES , ARNETREENTRBAFRER. 8
BN REBEEXAFTRESEARENEEN ... Inactive for longer than 600000 ms -
removing ... kB, BRFEBEERTENMBAFRNERBE, EFFiwER Network Load
Balancer (NLB) SR EHEER I EMEREREBEXNNAFRERZEREENE W ESEH
. EEURSARERNAFRPERAER,

BEENRAF iR B IEGE - SHFMREF. REEXME 600000 ZEWRBFEIEBH TCP &
#, WRBERERAR,

BEITERER |, &£ ActiveMQ £ & EFRHIAARR

org.apache.jasper.JasperException: An exception occurred

processing JSP page,

MREBEHEFEABES PREJEILERE(THIN AuthorizationPlugin MEERE , FHALE XML #H
REERDFEH AuthorizationEntries t& , YWH AT MEE AT activemg-webconsole
BHEFT AT, E TR ActiveMQ Web 2 & W LAEE ActiveMQ REFERNEITER.

BAF AuthorizationEntry E#HIEMMEFIMEENBRMNBE AT AR T activemqg-
webconsole .

<authorizationEntries>

BL R Fim i LER 301
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<authorizationEntry admin="activemqg-webconsole,admins,users" topic=">"
read="activemg-webconsole,admins,users" write="activemqg-webconsole,admins,users" />

<authorizationEntry admin="activemqg-webconsole,admins,users" queue=">"
read="activemg-webconsole,admins,users" write="activemqg-webconsole,admins,users" />
</authorizationEntries>

it , ERNARERERXE LDAP B58 |, 5BH{RA amazonmg-console-admins BER T,
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