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"meshName": "apps",
"spec": {
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{
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}
}
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}
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"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
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{

"virtualNode" : "serviceB",
"weight" : 100
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"match" : {
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BIUMNER,
AWS CLI

W EFE A describe-mesh TSI VEIREEE,

aws appmesh describe-mesh --mesh-name apps

¥ & FHdescribe-virtual-service I8 S B 2 EERB R E,

aws appmesh describe-virtual-service --mesh-name apps --virtual-serxrvice-name
sexviceb.apps.local

¥ & {E Adescribe-virtual-nodelg S B3 2 B R ET B E,

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

8 BA4EE A describe-virtual-router e B 37 HY E HE 38 BRIV R E o

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

WEIEME A describe-route SRR WK ARE.

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

\

SR5: BUHMER
EERREH , LHBE

By — 8 A serviceBv2 WEREE , URFE—EE A serviceA WEREIZ., m{E
EREHEASEE HTTP /2 EEIE 80 LEMWER, HilserviceARERE R , FRENE
imserviceb.apps.local, RBserviceAEBSENFIEHERENSELERBNEERR
¥serviceb.apps.local, #ARKBEREREF , EREUTUEERERDHHNFMERFEA
HWERER,

« B S —EBANEERSservicea.apps.local , i REEEEE EserviceAEERE
L
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- EHEREL—BSBRPEIN serviceB BEH , # 75% MIREMEIAE serviceB ERETE
AR 25% R EEIAE serviceBv2 EREH, MMERBNER K SUNEBSUHEE B
Fl serviceBv2 WE| 100% WWREAR L., BAAEREBIARI2#EserviceBv2 , BRI LAEIRA
WiFibserviceBERHHMNERRLE. ECEIHER , ZNEARTFTETAER , A
serviceb.apps.local ERNMERBREEBTEEE, 8 , serviceb.apps.local E&R
BKEgREErZERKEHS  EEEREAFSKRERHZEERGY. ERAENRERREE
AR E,

AWS Management Console

1.

2
3
4.
5

o

10.
11.

12.

13.
14.
15.
16.

17.

EEAIEBSEEKD |, EE Meshes (#1%).
BREE L —@ESRPEIN apps M8,
EEXAIBESKD | BE Virtual nodes (ERETE),
i#1Z Create virtual node (B3 EEEIE).

HRERDHERE B AserviceBv2 , MARKIRE S % DNS |, BENMADNSEHKS
# , 5% Aservicebv2.apps.local,

FEEREEREAED | JEE http2 ABAME , RAREEEETRH A80,
iZ4Z Create virtual node (M EEEIE).

HIXEE Create virtual node G2 ERRETE), WiserviceA\EREHER, BRBRERERES
%, FBEEDNSHIHADNSEHETE | 55 Aservicea.apps.local,

HREHRIG TWAERRKEERE , W Aserviceb.apps.local,
T [BEEEERAEAE]) T |, B nttp2 A [BAAME] , MASOEEE  REBBE (BIUEREH]

EEREESKF , 2#E Virtual routers (EREEHER) , ARIOBFEFEN serviceB EHRK
H2%.

£ Routes (B8H) T5 , ENEAEL—ESRPEINIKE (A ServiceB) , A% EE Edit
(WREE)o

£ [BE. [ERSFHEB T , & HEE) NEEEserviceBA75,

BERMBRER , serviceBv2#t FTHIIRFPEE  AREEENERER25,

i#IZ Save ().

EEABIEEHKF , BB Virtual services (E#IRTE) , A& IEIZF Create virtual service (B E
BR).

i Aservicea.apps.local EEREEE , BEREMENEEEH K AEEHHE
ElserviceARE R A ARBEFER I ERRK,

SB5: BENHMER 12
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AWS CLI

1. H3 serviceBv2 EHETE,

a. FATHRBEIES create-virtual-node-servicebv2.json HER :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
b
"virtualNodeName": "serviceBv2"
}

b. EBMERREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicebv2.json

2. E3 serviceA EEEE,

a. HATHARBEILZA create-virtual-node-servicea.json WEER :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local"

}

SR5: BUHMER 13
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1,

"listeners" : [

{
"portMapping" : {
"port" : 80,
"protocol" : "http2"

1,

"serviceDiscovery" : {
ndnsn . {
"hostname" : "servicea.apps.local"

iy

"virtualNodeName" : "serviceA"

b. BMERREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. EHEEL—ESBPEILMN serviceb.apps.local EERKE , SEREFEEE
serviceB EREHISR. RYBRIERRKR K ©TEEEREREMHS , BA serviceB
FEBREE 2R M R,

a. FATHRARBEILAS update-virtual-service.json PER :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
1
"virtualServiceName" : "serviceb.apps.local"
}

b. fEMupdate-virtual-service 4 5 #7 & IR 75 .

S5 BYHMER 14
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ERAEER

aws appmesh update-virtual-service --cli-input-json file://update-virtual-

sexrvice.json

4, FEFHEBREL—ELTBPREIH serviceB FH,

a. FATIHARBEILEAS update-route.json WHEER :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75
.
{
"virtualNode" : "serviceBv2",
"weight" : 25
}
]
.
"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : "serviceB"
}

b. M update-route a8 EFH K H.

aws appmesh update-route --cli-input-json file://update-route.json

5. 33 serviceA E#RE.

a. FEATHRBEIRES create-virtual-servicea.json HWEE :

"meshName" : "apps",

SRS BUHMER
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"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
},
"virtualServiceName" : "servicea.apps.local”

}

b. EBIMERRR,

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

MEREE

EEBEINRBEEEZE , BE=@BEAH servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WERR®E. BRTEREREUA K CEHEISRREBRBREZTIE
TREY AR IS HBAE

- MEREERKE, AESEBERKMHEEE servicea. apps.local EBEBRENFTEREMER
serviceb.apps.local EERK.

« BB serviceA, serviceB Ml serviceBv2 W={EEHEE %, Envoy RESEHHHERDE
RENBRBREEN , REHABERRKH IP thit,

- EEE-RHANEERKEHEE , Hi5R Envoy REH 75% WEARERHE serviceB EREE ,
7% 25% MIRERHAE serviceBv2 EREIE,

T 6 BRI

ERVBRZE , EFETKTIIES :

- BERESE Amazon ECS £ —2%2M Envoy KB , UEHN—RZEERHENERE, NFED
ARERENFRES  FSRERERE,

- EXNERANSEE Amazon ECS E#E & LAE A E R E MRS,

ZAER
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Envoy &2 EZE AWS Identity and Access Management B F RE B EIX E App Mesh FRIEHER,
A A Amazon EC2 BN ER LB/ Amazon ECS 2% , B AB R AT LR BT HE £ SHER
IAMB &, £ Linux 285 LA Fargate 202/ Amazon ECS {E#E 2 FHURH AT EEIAMRERE
BAERM Amazon EC2 HiEE R AR, ZERMRFE , X AZTIAMES G MEMEMA Linux
E# Fargates BB EBBNEMIE,

WMREA Amazon EC2 RIEB AR IBEMTK , I BAETFEFEE Amazon PEC2EE BHERER (W1E
BIAMAERNEEZFEGR) , AEXEBEEAMA K INBIZES. SEREHTEERSRITIEN
A NEMMAMRR , 10 Proxy RIERFIR,

BEERAEMENIERESE AWS CLI

& fEF Amazon ECS AWS CLI s S register-task-definition, TFHEHREHERERE R
AR EE App Mesh,

® Note
EEECSEIBEEA B Amazon R E App Mesh,

FHESE
REBAERE

EE 4% Amazon ECS IRIEEXEA A App Mesh , BIRBNEIRERLEEEUTREBHEREER, #&
RIBAHAE type %A APPMESH , #§ containerName 585 envoy. HHEMRE T HIBMHE,

IgnoredUID

HREAKERE IDWRERF , Envoy RETERARBELERFNRE, ZUNALBEER
BB ENTAERE ID, Bt ID XEREREKESRT Envoy BEHY user ID HHE, EERHAIE
Envoy ZEEECHRE K MAFEARE, BANEFRERBERIERER 1337,

ProxyIngressPort

ERRERERSNAEREE, BILERSA 15000,

ProxyEgressPort

ERFERERSRNEHERER, BIERS 15001,

S 6 EHRHK 17


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/proxy-authorization.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/register-task-definition.html

AWS App Mesh EREER

AppPorts

EEEARARRERNE R AERE, EEFEMNP  FARARRTREERE 9080, &
EENERELANSEERMMZEREN LRENERER,

EgressIgnoredIPs

Envoy A EREAREBIAFTEL IP thit, AFHERESRL169.254.170.2,169.254.169.254
2 Z 8% Amazon FEC2#E R A BRES M Amazon ECS FHHEEHimE, PREER ,%HE{AI“E
Wb\%EﬁlAMﬂ@o :{ﬁjl’j\ﬁigﬁﬂﬂiﬁ%ijto

EgressIgnoredPorts

B LAH 8 LUE SR 0 R EIREE. Envoy ATERERRBSEELERE, BELRESIHE
BR | EEHR 22 B A,

® Note
A BB R B R R LRRA 15,

"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",

"properties": [{
"name": "IgnoredUID",
"value": "1337"

.

{
"name": "ProxyIngressPort",
"value": "15000"

.

{
"name": "ProxyEgressPort",
"value": "15001"

.

{
"name": "AppPorts",
"value": "9080"

.

{
"name": "EgressIgnoredIPs",

"value": "169.254.170.2,169.254.169.254"

HER 6 . BRI 18



AWS App Mesh EREER

}I
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
}

FERERXAES Envoy M

FRERTHNEAENRR[YESS Envoy RES|I BB BT EMB. ATHRAREEERR ,
O ESEEARFRREEZDRE —BdependsOndf s , A% Envoy BeS#RE AHEALTHY., M
TEAGEREAUMEKENERRXRREREN,. UTHFPNFMEBHTRSLEN, —LEME
W2 HEN , BELER replaceable.

{

"name": "appName",
"image": "appImage",
"portMappings": [{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"

3,

"essential": true,
"dependsOn": [{

"containerName": "envoy",
"condition": "HEALTHY"
}]
}
Envoy BESEZ

&8 Amazon ECS B EZ X ETEFE App Mesh AT,

BR Tme-south-1, ., . ap-east-1, ap-southeast-3FMUAANWFIEZEEIHaf-south-1, eu-
south-1il-central-1#&AILAE#: Region-code Bme-south-1, . . . ap-east-lap-
southeast-3, eu-south-1MUANEM[H#Eaf-south-1, il-central-1

B

840364872350 .dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
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ERAEER

FIPS-FF&15%

840364872350 .dkr.

me-south-1

Ao

772975370895 .dkr.

FIPS-BEE%

772975370895 .dkr.

ap-east-1

B2

856666278305 .dkr.

FIPS-RF SR %E

856666278305 .dkr.

ap-southeast-3

909464085924 .dkr .

FIPS-ff & 1R%E

909464085924 .dkr .

fips

eu-south-1

o

422531588944 .dkr.

ecr.

ecr.

ecr.

ecr.

ecr.

ecr.

ecr.

ecr.

region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-

eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

HER 6 . BRI
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FIPS-FF&15%

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips
il-central-1
e
564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-RFE1R%E

564877687649.dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-
fips

af-south-1
%
924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-ff &R %
924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips
Public repository
2
public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-RFE1R%E

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod-fips

/A Important
EXE v1.9.0.0 IRRERRA UL EEAREBHEEM,

S 6 EHRHK 21



AWS App Mesh EREER

AR App Mesh Envoy BRI G | ERRFEERERKSHZE App Mesh WEE R, IFE

HAiz#AEA , F2EGitHub EE R E.
DTEFPHNFIEBEBESLEN, —EEMELELEN , BEELR replaceable.

(® Note

« Envoy BRBEEELEERA essential,

- BRMEZMS512CPUENTIED 64 MiB WRFESDEEIFFERER. £ Fargate £, Bi§ae4
RENREER 1024 MiB AT,

« Amazon ECS R EEEET B E BN EREAAPPMESH_RESOURCE_ARNBME, LEBMHE

ERERGHMRAL. 15. 0K ESRA, MEFHMER , FSBEnvoy.

- user SREMNESEEIKERNEBHEEFRHN IgnoredUID EHERF, EHEHIF , HMEH

1337.

- WERBTHEFRERESES Envoy DREEME , A% B M Amazon ECS #& Envoy

ASERERFEAHERAEXASEME,

- RIZFERR , E Envoy EEENEM A EHSRAFE , App Mesh BT
APPMESH_RESOURCE_ARN HiEEMNEREH, BULEBFEABCHEBRE
APPMESH_RESOURCE_CLUSTER IRIFEE , UBBII1TA. LEBEEESFEREGNAMR
A1.15.0REB/RA. MEFHMEF , FSBEnvoy.

THREXIEE R Envoy B EZREHI,

{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-
prod",

"essential": true,
"environment": [{
"name": "APPMESH_RESOURCE_ARN",
"value": "arn:aws:appmesh:us-west-2:111122223333:mesh/apps/virtualNode/serviceB"
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"

15
"startPeriod": 10,

HER 6 . BRI
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"interval": 5,
"timeout": 2,
"retries": 3

.
"user": "1337"
}
% EZE B
T %] Amazon ECS F#E& IR R4 LR &EF S BN EHREZPtaskB, RELE

B, WEEFEARTERNERL T ARME Amazon ECS BB ERE I F5 AWS X-Ray, ti#
replaceable fH , R1ERtaskBv2E , BEHltaskAFmENEBELEEER. UENHE
BREBNEBGEZEAE APPMESH_RESOURCE_ARN & , UM EHER BEE EREE

KRB EIERE AppPorts B, RIETER , & Envoy EEEMEM SESBAEE | App Mesh

B A&7 APPMESH_RESOURCE_ARN FIEEENEREH. BUUERFEABCHNERBRE
APPMESH_RESOURCE_CLUSTER I:RIRER , LBBIITAR. TIHEHFTHMEBHBRELEN, —L&
BHELURXEN , BELR replaceable.

MREERR "EAER ) BRPPTAR#IT Amazon ECS % , AIZERE&EHIPHEBERENETBIAME
==

/A Important
Fargate A KR 1024 Byix O {E.

Example JSON¥{/A Amazon ECS fE#&E&-Linux A28 LW Fargate

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "0.5 vCPU",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [
{
"name" : "ProxyIngressPort",
"value" : "15000"
I
{
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"name" : "AppPorts",
"value" : "9080"
1,
{
"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"
1,
{
"name": "EgressIgnoredPorts",
"value": "22"
1,
{
"name" : "IgnoredUID",
"value" : "1337"
1,
{
"name" : "ProxyEgressPort",
"value" : "15001"
}
1,
"type" : "APPMESH"
1,
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"
}
1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"
}
]
1,
{
"name" : "envoy",
"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.6.1-prod",

HER 6 . BRI
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"essential" : true,
"environment" : [

{
"name" : "APPMESH_VIRTUAL_NODE_NAME",

"value" : "mesh/apps/virtualNode/serviceB"

1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
},
"memory" : 500,
"user" : "1337"

1,

"requiresCompatibilities" : [ "FARGATE" ],

"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example JSONA® Amazon ECS £ E % AWS X-Ray -Linux &8 LH Fargate

X-Ray ATRIGWERAENFIRRHFERVERESR , YRHTARGREUREBREN TR, ERAKBME
#Y X-Ray BRBN2R E4F(E45ERES D) X-Ray HERIRER . LR LMEM Envoy HBRERA X-Ray &,
RIFERE , Envoy S EHEREEEUNBARLANTH X-Ray B8 | RAETEEASHKERE
EE X-Ray R#5, HKEHBRME X-Ray & , LA LER X-Ray TR E BB X EREEFUER
WEREHFMBER, L TISONRMA X-Ray BEH THEER,

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "512",
"proxyConfiguration" : {
"containerName" : "envoy",
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"properties" : [
{
"name" : "ProxyIngressPort",
"value" : "15000"
1,
{
"name" : "AppPorts",
"value" : "9080"
1,
{
"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"
1,
{
"name": "EgressIgnoredPorts",
"value": "22"
1,
{
"name" : "IgnoredUID",
"value" : "1337"
1,
{
"name" : "ProxyEgressPort",
"value" : "15001"
}
1,
"type" : "APPMESH"
1,
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"
}
1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"
}
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"name" : "envoy",
"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1.29.6.1-prod",
"essential" : true,
"environment" : [
{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"

"name": "ENABLE_ENVOY_XRAY_TRACING",
Ilvaluell: Illll

15
"healthCheck" : {

"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
I
"memory" : 500,
"user" : "1337"

"name" : "xray-daemon",

"image" : "amazon/aws-xray-daemon",

"user" : "1337",

"essential" : true,

"cpu" : "32",

"memoryReservation" : "256",

"portMappings" : [

{

"containerPort" : 2000,
"protocol" : "udp"
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}
1,
"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example JSON¥/A Amazon ECS i E&-EC2 R EhE

{
"family": "taskB",
"memory": "256",
"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
b
{
"name": "ProxyIngressPort",
"value": "15000"
b
{
"name": "ProxyEgressPort",
"value": "15001"
b
{
"name": "AppPorts",
"value": "9080"
b
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169
b
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
b

.254"
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"containerDefinitions": [
{
"name": "appName",
"image": "appImage",
"portMappings": [
{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,
"essential": true,
"dependsOn": [
{
"containerName": "envoy",
"condition": "HEALTHY"

"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1.29.6.1-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

I
"user": "1337"
}
1,
"requiresCompatibilities" : [ "EC2" ],
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ERAEER

"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",

"networkMode": "awsvpc"

Example JSONA A Amazon ECS E#E&E AWS X-Ray -EC2 R EEH

{
"family": "taskB",
"memory": "256",
"cpu" : "1024",
"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
.
{
"name": "ProxyIngressPort",
"value": "15000"
.
{
"name": "ProxyEgressPort",
"value": "15001"
.
{
"name": "AppPorts",
"value": "9080"
.
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
.
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
.
"containerDefinitions": [
{
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ERAEER

"name": "appName",
"image": "appImage",
"portMappings": [

{

"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,
"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
},
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.6.1-prod",
"essential": true,
"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
},
{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"
}
1,

"healthCheck": {
"command": [
"CMD-SHELL",

"curl -s http://localhost:9901/server_info | grep state | grep

1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

I

"user": "1337"

iy
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{
"name": "xray-daemon",
"image": "amazon/aws-xray-daemon",
"user": "1337",
"essential": true,
"cpu": 32,
"memoryReservation": 256,
"portMappings": [
{
"containerPort": 2000,
"protocol": "udp"
}
]
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode": "awsvpc"
}
HERE B

ERERENERETE

Canary SEMBITRATHYEEEREARXNMMENRE B IRRE, CHFERFHER
RRERR. WRFARABEEAEE , AIPRAEBBTUAEDEREVIREERAE, Canary HiE
EERAERARFRACEBIIRRE , Y ERESRHHE,

BRAMMIAEEH App Mesh & Amazon BEESHEXNBHFMET , 5SS BECSHER App Mesh &
Amazon B BECSHAR T EBRNEMHESBE R

(@ Note
NFE App Mesh WEZEHIFZEL MR , FFZ 8 App M esh Z 6l FE.

BB AEERA AWS App Mesh MERE

EERMEREAR Kubernetes Y FE ATE N ABHRIEHI8F AWS App Mesh E2 Kubernetes &K , AL
B App Mesh 1 &R , HluniErs, EERYE., EEEE, EEKHZ , UAKEB Kubernetes Y&
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https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://github.com/aws/aws-app-mesh-examples
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H., Zt28BiEERAENRRIEERSEBRGITIEZE Kubernetes MBREE ., AHERESS5|ELRTH
Kubernetes BN EEREN ML HIZT L8 | LIBAALLES,

25|22 BEFT T 51 Kubernetes BT EREZHEE : meshes, virtual services. virtual
nodes f virtual routers., ZEHFERAE  BIFNMREERER , WiEIB App Mesh ¥4
FE#Y FE A2 7 Mesh the section called “#8#&” the section called “EE#EARFE” the section called & # &
#h"the section called “E#EFE” , the section called “B§H” , , the section called “fﬁﬁﬂ%&l%%” (2
¥&Ethe section called “BEH” ) EREITEHXAPL, ET%E%E By EFIRMEER , F2RGitHub
EH,

EHIEF @ L HE webhook , B THARIBMEAZERALIEERBI Kubernetes Pod H,

« App Mesh Envoy I8 — 45 A App Mesh B HI P HAPEZNE EREESERAEFRERE
SR

 App Mesh Proxy BRHHEE S — EFBMEMAKETAZE M iptablesR Al , LUEB Envoy BEHBE
AME@ERE, WAL Pod AL Kubernetes #I#{L B2R 11T,

BRI

« ¥ App Mesh ISR BB, MEFMER , BB T ER AWS App Mesh ?,
« Kubernetes I SR EEHE, MEFMENR , 2B Kubernetes XHHI T ER

Kubernetes. o

- 3158 Kubernetes #5., MREBLIEHREEE , F2E Amazon EKS{EFH EISFEKSH A Amazon
AP, MREIE Amazon LiE1T B Kubernetes EﬁEC2 FEFER Docker ERIB 45 EIRKFTTE
# Amazon ECR ZREETHORE. WEFMHENR , F28 Amazon BEHASREHREAEERT
A4S EIRG, 2B HRE | ARk Kubernetes X #H E’J?ﬁﬂxﬁ’*ﬁhﬂlﬂy{@o

« App Mesh X#EFEHADNS, AWS Cloud MapEi M & M #Y Linux BR¥G. & EFEH LA
Bl , RMEBLE=ECHMNEBEEREDNS, AFEFNEFBRREARECH R
AserviceA, serviceB, serviceBv2 HFiEREMAIEIRE BB apps. local Z=EERIRE
%o

BIERBIFE , BRI RBRKRREER  BENRBERRK 8 , SEEERBRK,

« B&%%E 1.18.116 HEH AWS CLI lii A& , & 2.0.38 HEFHRAE, EELZEHFHHK AWS CLI , FZ
B %% AWS CLI.

- BEREBEEMN Kubernetes BEBEAM kubectl AFK, MREEHME Amazon Elastic
Kubernetes Service , BIT AEARBARZHEKkubect INFREE R, kubeconfig
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https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
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« BZ % Helm 3.0 IR EFHIRAR, MRERELZE Helm , 552 E Amazon FIEKS FIEFEKSH Y&
Helm E& Amazon #EHE{#EH.

« Amazon EKS BBIfEX & IPv4_ONLY IP RFERE , KA Amazon EKS B RI{E X BRERMIPVLR
EREIPveIRMRERNEM. IPV6_ONLY

HBSRBRERBRKEEES serviceA, serviceB M serviceBv2 , MEMEARKE AT EEZE
% apps.local Wi B ZEEHERK,

SR REBETH
SBA THRETEBIEER App Mesh B EA 2B SERE—R.
TRBATH

1. HWEFNESIRERCREALRITRARFRENES. NRECERERTIRE , AETHEE
RECRE , AU THABTESE , AREEE FRE O REFEBRITHRA.

curl -o pre_upgrade_check.sh https://raw.githubusercontent.com/aws/eks-charts/
master/stable/appmesh-controller/upgrade/pre_upgrade_check.sh
sh ./pre_upgrade_check.sh

MRIESHEER Your cluster is ready for upgrade. Please proceed to the
installation instructions , BAILEEEIT TELSR. NREEFRENALR , MIEMKEE
FTERAMSR , TEEET, NEEBAABRBITHRENFMENR , F2EA MR GitHub,

2. #% eks-charts EEEHFIEE Helm,

helm repo add eks https://aws.github.io/eks-charts

3. RHEERAEXBME Kubernetes BETEREZ ()o CRD

kubectl apply -k "https://github.com/aws/eks-charts/stable/appmesh-controller/crds?
ref=master"

4. HBIEHIZRE T Kubernetes B 22,

kubectl create ns appmesh-system

5. BRETHEY , UEETHESBIER. UREEENBERNR cluster-name M Region-

code,
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https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade
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export CLUSTER_NAME=cluster-name
export AWS_REGION=Region-code

6. (IBA) WREBEE Fargate EHITIEHIES , RIMBEI Fargate FREE. WREKRZeksctlE |
52 [ Amazon EKS AiFfEMeksctl PR E S Ak, MREBEREFRAFEEEIRERE , 7
2/ Amazon EREKSE BRI E L Fargate EAER.

eksctl create fargateprofile --cluster $CLUSTER_NAME --name appmesh-system --
namespace appmesh-system

7. BIRMIEEE T OpenlD Connect (OIDC) B BIRHEE, MRMAKReksctld | ATLUIRR
Amazon EKS A FIERHP N LR E S FHikeksctlFHRBAEITRE, MREEEFHIRAEIIR
fitE | 5520 Amazon EHEKSE BRI AESE LWREIRFRAIAMAE,

eksctl utils associate-iam-oidc-provider \
--region=$AWS_REGION \
--cluster $CLUSTER_NAME \
--approve

8. EBIIAMAR, BFAWSAppMeshFullAccessFIAWSCloudMapFullAccess AWS 3 & I8 i BUR [ in
EZAG , ABBHBEZ appmesh-controller Kubernetes BRIEIRF . %48 & A 4% 488 57
18, BERAEE App Mesh BIR,

(@ Note
LESSEVEEEHELEEBN AWS IAMAR, BEELEEMELNIAMAGE R,

eksctl create iamserviceaccount \

--cluster $CLUSTER_NAME \

--namespace appmesh-system \

--name appmesh-controller \

--attach-policy-arn arn:aws:iam::aws:policy/
AWSCloudMapFullAccess,arn:aws:iam: :aws:policy/AWSAppMeshFullAccess \

--override-existing-serviceaccounts \

--approve

MREELEMEH AWS Management Console SE I fR#EIRF AWS CLI, 5528 Amazon £/
EKSEREETHALZNRBIRFEIIAMAGREEK, MREEHA AWS Management Console
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https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess$jsonEditor
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSCloudMapFullAccess$jsonEditor
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
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= AWS CLI B RF |, BBEENACYHES Kubernetes IRIEIRFE . MEFMAET , F28
Amazon EKS &R TN AZHREIRFIEEIAMA R,

0. HEEARIM\HRHE. NEFAEGRENSEE , H20 LA GitHub,

1. EEAFEHEIE App Mesh 125185 |, BAE XA App Mesh FIIRFEIRE Amazon VPC i
BEEENIE TR, BEFEREaccountId.

--set accountId=$AWS_ACCOUNT_ID

EEEANEEETRA X-Ray BH , 55 A X-Ray 1 Amazon ECR Amazon VPC %, #24#i
2%public.ecr.aws/xray/aws-xray-daemon:latestBAFRMEA , EtkFHEG LR EIREE
it 36 48 HHE X BB AECRIFRE S,

(® Note
Amazon VPC i 2 B 81 X #F Amazon ECR A B Z /M E,

THEHIFERER X-Ray HRESBEHIER,

helm upgrade -i appmesh-controller eks/appmesh-controller \

--namespace appmesh-system \

--set region=$AWS_REGION \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \

--set accountId=$AWS_ACCOUNT_ID \

--set log.level=debug \

--set tracing.enabled=true \

--set tracing.provider=x-ray \

--set xray.image.repository=your-account-id.dkr.ecr.your-
region.amazonaws.com/your-repository \

--set xray.image.tag=your-xray-daemon-image-tag

BERERAEANZSRERDHUNRERER , EEEHNEA X-Ray FE.

MEEMEH , FB8 Amazon EKS BAEREHHWALEHE,
2. AEALMEIE App Mesh 124158, MBFTEMARENSE | HSM LA GitHub,

\

helm upgrade -i appmesh-controller eks/appmesh-controller \
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https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/private-clusters.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
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--namespace appmesh-system \

--set region=$AWS_REGION \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller

(@ Note

WMRIEE Amazon EKS BERJIZIPv6 , 55 EEZBE App Mesh B HI256F , A5 T &R IEH
BEL— AR OREEEEEZT--set clusterName=$CLUSTER_NAME,

/A Important

MRBWEENRme-south-1, . ap-east-1, ap-southeast-3eu-south-1il-
central-1, = Regiaf-south-lons # , AIEEERTHBEHMREE L —EGS :
Replace (BUfR) account-id LA Region-code ERAHE P —HABENE.

- HREEER

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com/
amazon/appmesh-controller

« F-Bgaws-appmesh-envoys 1. WL FMA F/:
o PHI{ARER-5E B ML/ v1.29.6.1-E M aws-appmesh-envoy
« Paws-appmesh-envoyHI {H R EE#P-52 HHR L F)/: v1.29.6.1-Fm
* [Baws-appmesh-envoyB2-F ot Fi# N Bl/: v1.29.6.1-E M
« FSRih[E-T BN R/ v1.29.6.1-aws-appmesh-envoy E f
- fISFMARERX 1. WE P EES aws-appmesh-envoy
- BREMNBBRURISTTEEE BFEHKE GitHub, BBEEN AWS IRFERAHERE

®v1.5.0, BMREBFEETE Amazon Elastic Kubernetes Service A &3 B &SR L #Y
AWS RS £,

« BRRHIRRRELE

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

- BERb 1. DB LR/ EER/ERREFESEE : v1.13.1
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https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://docs.aws.amazon.com/eks/latest/userguide/add-ons-images.html

AWS App Mesh (R
DS/ EREFEHER - v1.13.1

DS/ EREFEHER - v1.13.1

BOMNEEEB 1. 25BN /SRS %/ FE AR 2 HIRR  v1.13.1

-1, B EEN R/ SR/ ERARFIEFIZRV1.13.1

AFR-F 52 58N B/ S %/ FEATZ 42 %38 © v1.13.1

- BB EIRICIRERE !

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code.amazonaws.com/aws-appmesh-envoy

- REEP 1. ZEEBENaws-appmesh-proxy-route F)/#AE R : V7-E

« FIHIARES 1. I B BB IL/EE S v aws-appmesh-proxy-route 7-Z fn

« FIHIARFEEE-3. T2 B 7)/-#E18 : V7-aws-appmesh-proxy-route Z i
- BUMEEES 1. SR EEL B/RE . % taws-appmesh-proxy-routef

. AR, T /Naws-appmesh-proxy-route 7]/-#E 18 : v7-Em

« AFR-FEEB-1 B Naws-appmesh-proxy-route B)/AK 8 : v7-Em

/A Important
EXE v1.9.0.0 RBEMRAUEE AR BBER,

10. FEFRIRAIZSRRA S v1.4.0 HEFIMAR, EAILAMBIEE & A GitHub,

kubectl get deployment appmesh-controller \
-n appmesh-system \

-0 json | jq -r ".spec.template.spec.containers[].image" | cut -f2 -d ':'

(® Note
MREGWEBBTHEEFNER  BEXEEI—1TXF , HPFEETIXF , MEF K
DR ILERE .

Neither -kubeconfig nor -master was specified. Using the inClusterConfig.
This might not work.
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SR 2 . TE App Mesh EJR

& 1272 Kubernetes PEPEEARRE | B @ Kubernetes BETEIR , U {EHE &I A LA T HER
App Mesh ER, T5RBFAIHEEEEBEEE I INEER App Mesh BiR. BAIEAE App Mesh & 5 fi#
RAPFHNFZINEEER KW vibeta2 FERI KD | HBIELEEH M App Mesh BEIRINAEMEHIEAF
ﬁo G|tHUb

/A Important

BRI App Mesh BERZ % , BRERFEHARHREENMERERAER Mesh ER, W0
RIZMEH App Mesh EFHMIBRER , B HSBRTEFIEMEISFRMERNWERE
X Mesh B +E/N R, ZALSLSEEREREARE. NEFHEEN , F2RPNER
GitHub,

Z8E App Mesh &R
1. B E# App Mesh EREPFBEIH Kubernetes in & 22

a. BTIREREFINERLES namespace.yaml HIERH,

apiVersion: vl
kind: Namespace
metadata:
name: my-apps
labels:
mesh: my-mesh
appmesh.k8s.aws/sidecarInjectorWebhook: enabled

A

He

Faﬂ o

<t

b. 3

kubectl apply -f namespace.yaml

2. BMEAENEBSRERE,

a. BTIARRFHNEMLESR mesh.yaml WIERYP, ZERAREY R ANBKERNy -
mesh, BRI RETE 2 ANE R < BREEKERNEER R,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: Mesh
metadata:
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
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name: my-mesh
spec:
namespaceSelector:
matchLabels:
mesh: my-mesh

b. EIEHE,.

kubectl apply -f mesh.yaml

c. MRS EI Kubernetes BB E R FEME E

kubectl describe mesh my-mesh

Bl
Name: my-mesh
Namespace:
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"Mesh", "metadata":{"annotations":{}, "name":"my-mesh"}, "spec":

{"namespaceSelector":{"matchLa...

API Version: appmesh.k8s.aws/vlbeta2

Kind: Mesh

Metadata:
Creation Timestamp: 2020-06-17T14:51:37Z
Finalizers:

finalizers.appmesh.k8s.aws/mesh-members
finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 6295
Self Link: /apis/appmesh.k8s.aws/vlbeta2/meshes/my-mesh
UID: 111al11bl-clld-1elf-ghl1i-j11k11111m711
Spec:

Aws Name: my-mesh

Namespace Selector:
Match Labels:

Mesh: my-mesh

Status:
Conditions:
Last Transition Time: 2020-06-17T14:51:37Z
Status: True
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Type: MeshActive
Mesh ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh
Observed Generation: 1
Events: <none>

d. WREFIBFAAEILZ App Mesh BRI FRERL

aws appmesh describe-mesh --mesh-name my-mesh

A
{
"mesh": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh",
"createdAt": "2020-06-17T09:51:37.920000-05:00",
"lastUpdatedAt": "2020-06-17T09:51:37.920000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1
.
"spec": {3,
"status": {
"status": "ACTIVE"
}
}
}

3. E3 App Mesh E#Ei S, EREITHE T E Kubernetes BRI BEISE,

a. BTIARREFEIER LRSS virtual-node.yaml WER+P, ZXHEAREIR—ES
Amy-service-afy App Mesh EIREIE, #4144 B EE, ZERTHEARRERENSBF
B Kubernetes fR#§. B¥{Ehostname2LLERB BTN KR BRI TEDNSEH A
o

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:

name: my-service-a

namespace: my-apps
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spec:
podSelector:
matchLabels:
app: my-app-1
listeners:

- portMapping:
port: 80
protocol: http

serviceDiscovery:
dns:
hostname: my-service-a.my-apps.svc.cluster.local

ERBHEARHBREARKENIEE , FIM end-to-end MEMBRMRERE, WMEFME
# , /@2 Ethe section called "EHEIF". BEEEFEAILS LR RV E 5 E R ER PR
BHURARE , FHT TG

aws appmesh create-virtual-node --generate-cli-skeleton yaml-input

b. EREBEFEIR

kubectl apply -f virtual-node.yaml

c. MIEFTEI 2z Kubernetes [E#REIHERVEFMAESR,

kubectl describe virtualnode my-service-a -n my-apps

Bl
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualNode", "metadata":{"annotations":{}, "name":"my-service-

a","namespace":"my-apps"},"s...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualNode

Metadata:
Creation Timestamp: 2020-06-17T14:57:29Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources
Generation: 2
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Resource Version: 22545
Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualnodes/my-service-a

UID: 111allbl-cll1d-1elf-ghli-j11k11111m711
Spec:
Aws Name: my-service-a_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:
Name: my-mesh
UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711

Pod Selector:
Match Labels:
App:
Service Discovery:
Dns:

nginx

Hostname:
Status:
Conditions:

my-service-a.my-apps.svc.cluster.local

Last Transition Time:
Status:
Type:
Observed Generation:
Virtual Node ARN:

2020-06-17T14:57:29Z

True

VirtualNodeActive

2
arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps

Events:

<none>

d. MIFIRFIZSIE App Mesh FE I 2 ER S BMNFEMAE R,

(@ Note

B f£7E Kubernetes PN EEREI B HRE my-service-a , 187 App Mesh H 2
MHEBRGHMEEA my-service-a_my-apps. EHEIZREERI App Mesh H&E R
B | #% Kubernetes tn B =B BHINZE App Mesh ERHIHEHE. HEGRETEHR
BEREABTE Kubernetes # , B UEFRANGTEEZEPEIEEHER BN EEE
2, B AppMesh F , ERETEEBERBRPLERKE -1,
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aws appmesh describe-virtual-node --mesh-name my-mesh --virtual-node-name my-
service-a_my-apps

Lo

"virtualNode": {

"meshName": "my-mesh",

"metadata": {
" "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps",

"createdAt": "2020-06-17T09:57:29.840000-05:00",
"lastUpdatedAt": "2020-06-17T09:57:29.840000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

arn :

3,
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "my-service-a.my-apps.svc.cluster.local"
}
}
3,
"status": {
"status": "ACTIVE"
b
"virtualNodeName": "my-service-a_my-apps"
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4. BURARABRAERRHR, ERFHFSEEMRA-NSAERBBHRE,

a.

BTIARREREK RS virtual-router.yaml HWERYP, ZIIXHAREIE—EEE
BHES , W RERBIEL—SHEIEBmy-service-alN B BN EBRTH %, HHRSEY
App Mesh BBV BAER. BU L AKBIEEES AL , WHEAR http LARER
WHE. WMEFFMEN , 5528 the section called “FE#FEH S M the section called “BEH”,
IR 2BRNERSIEEEE Kubernetes [EREIHEE , M A 2EHIER1E App Mesh 22
S HY App Mesh B ETBHE T8,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualRouter
metadata:
namespace: my-apps
name: my-service-a-virtual-router
spec:
listeners:
- portMapping:
port: 80
protocol: http
routes:
- name: my-service-a-route
httpRoute:
match:
prefix: /
action:
weightedTargets:
- virtualNodeRef:
name: my-service-a
weight: 1

(BEM) EREFUELRARABRPRECERXBF[OMBTRARE , FHT TGS

aws appmesh create-virtual-router --generate-cli-skeleton yaml-input

EREEUELRRKPREZEHNFEARARE , FRTTIES

aws appmesh create-route --generate-cli-skeleton yaml-input

DB E RIS HER.
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kubectl apply -f virtual-router.yaml

c. MIRSEIM Kubernetes W EERKHZE R,

kubectl describe virtualrouter my-service-a-virtual-router -n my-apps

Name: my-service-a-virtual-router
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualRouter", "metadata":{"annotations":{}, "name": "my-
service-a-virtual-router", "namespac...

API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualRouter
Spec:
Aws Name: my-service-a-virtual-router_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:

Name: my-mesh
UID: 111a11bl-clld-1elf-gh1i-j11k11111m711
Routes:
Http Route:
Action:
Weighted Targets:
Virtual Node Ref:
Name: my-service-a

Weight: 1
Match:
Prefix: /
Name: my-service-a-route
Status:

Conditions:
Last Transition Time: 2020-06-17T15:14:01Z
Status: True
Type: VirtualRouterActive
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Observed Generation: 1
Route AR Ns:
My - Service - A - Route: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route

Virtual Router ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps
Events: <none>

d. WIEFIEEE App Mesh PR VW EEREHIZER. BALUIEE my-service-a-
virtual-router_my-appsname , A EEHIZBEE App Mesh AR EHEKHEREF , 81
Kubernetes in B ZZE A B INE ERBEHBNEE,

aws appmesh describe-virtual-router --virtual-router-name my-service-a-virtual-
router_my-apps --mesh-name my-mesh

L

"virtualRouter": {

"meshName": "my-mesh",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualRouter/my-service-a-virtual-router_my-apps",

"createdAt": "2020-06-17T10:14:01.547000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.547000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

1,
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
1,
"status": {

"status": "ACTIVE"
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}I

"virtualRouterName": "my-service-a-virtual-router_my-apps"

e. MIRIZEHIZZIE App Mesh FEIHEHER. HAKAHRE Kubernetes FE#E K FHESAHRER —
4o, FrBAER7E Kubernetes RV EHE R, HHAEALERAE Kubernetes ERFF1EH
FHER c P, BFIZIE App Mesh HE M BEH R , I KR4§ Kubernetes i & ZZE A BH M=
App Mesh BXHHEE , RARBEBERERKEHSEME RE—H,

aws appmesh describe-route \
--route-name my-service-a-route \

--virtual-router-name my-service-a-virtual-router_my-apps \
--mesh-name my-mesh

B
{
"route": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route",
"createdAt": "2020-06-17T10:14:01.577000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.577000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

I,
"routeName": "my-service-a-route",
"spec": {

"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "my-service-a_my-apps"
"weight": 1

iy
"match": {
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"prefix": "/"
}

}
I
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "my-service-a-virtual-router_my-apps"

}

5. BURAENBERERRYE, ERBERERRENHRY K HERDHEZRER  NERERE
HERE RS, MREBSREABTUENERRE. HALEY App Mesh ERARE |, BFK
MEBRERRESBAERREFARCERBRBN TRASEE. EBEESADEENER
R EIrEERFRARAEARRSETRANEHE, FREWHELINEERERRE 2 RHE
BN ERDIERKAR.

a. BTIARREFEIEK LRSS virtual-service.yaml WERHP, ZXHRAREIRER
ERBHEREEFNERRYE , SREBBEE Bny-service-aZ Lt—BAFXRFEEN
EHE B, awsNameF I {Espec 2RIt ERRIE MR 2 EE Kubernetes IRIEH TR B IHEZ B
(FQDN), % the section called “ER 3 : B EH R PE I Kubernetes R¥E, WFEFH
&R , 52 Bthe section called “EERE .

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualService
metadata:

name: my-service-a

namespace: my-apps
spec:

awsName: my-service-a.my-apps.svc.cluster.local

provider:

virtualRouter:
virtualRouterRef:
name: my-service-a-virtual-router

FEEELTUR LRBBRINERBBRENMERNARE , FHT TG

aws appmesh create-virtual-service --generate-cli-skeleton yaml-input

b. EBMEHRRK.
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kubectl apply -f virtual-service.yaml

c. MIRFTEI 2 Kubernetes EERIEEFRHEMER

kubectl describe virtualsexrvice my-service-a -n my-apps

B
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualService", "metadata":{"annotations":{}, "name":"my-

service-a", "namespace":"my-apps"}...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualService

Metadata:
Creation Timestamp: 2020-06-17T15:48:40Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1

Resource Version: 13598

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualservices/my-service-a

UID: 111al11bl-clid-1lelf-ghl1i-j11k11111m711
Spec:

Aws Name: my-service-a.my-apps.svc.cluster.local
Mesh Ref:

Name: my-mesh

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Provider:

Virtual Router:

Virtual Router Ref:
Name: my-service-a-virtual-router

Status:
Conditions:
Last Transition Time: 2020-06-17T15:48:40Z
Status: True
Type: VirtualServiceActive
Observed Generation: 1
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Virtual Service ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualService/my-service-a.my-apps.svc.cluster.local
Events: <none>

d. BRIRIEHIEETE App Mesh FEV 2 ERIREERNVFMHER . Kubernetes 2 HIZRTE App
Mesh &2 E# RIEE , 3 KAF Kubernetes S B =B BB INE App Mesh E#E RIS
B, ARERBRBNEBEE—, FQDN

aws appmesh describe-virtual-service --virtual-service-name my-service-a.my-
apps.svc.cluster.local --mesh-name my-mesh

A
{
"virtualService": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualService/my-service-a.my-apps.svc.cluster.local",

"createdAt": "2020-06-17T10:48:40.182000-05:00",
"lastUpdatedAt": "2020-06-17T10:48:40.182000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

1,

"spec": {
"provider": {

"virtualRouter": {
"virtualRouterName": "my-service-a-virtual-router_my-apps"

1,
"status": {

"status": "ACTIVE"
iy

"virtualServiceName": "my-service-a.my-apps.svc.cluster.local"
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HARRHIEARKE |, BILRFI85t8 A LLERE App Mesh the section called “E#tRiE” FMthe section called

‘BH. REREGSRNEELERNES RN  F2REREHN \FESTEERNESHERAZE
GitHub,

SER 3 BAUSE R

A EE App Mesh & EL £ A BV #Eda B X4 B 718 App Mesh B A ER. EARESEBHEMBARS
BERBLIEED S EBNEM Pod #,

1. MARERRRIER, BMAEREMASE Kubermetes 518 , AERHEBCEARIERERE
FhAVAARE,

a. BTIHAEREINEK RSB proxy-auth. json WERP, BRE# alternate-
colored values B{RECH.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [

"arn:aws:appmesh:Region-code:111122223333 :mesh/my-mesh/
virtualNode/my-service-a_my-apps"
]
}

}
b. EMBK,

aws iam create-policy --policy-name my-policy --policy-document file://proxy-
auth. json

c. BIUIAMAG, BEBEL—RBSBRPERINWFRAMKMEAER. B Kubernetes FRIEIRS , A&
# SR A8 ZE Kubernetes IRISIRFE . AT ZERFIZEHIE, BRIEE App Mesh B

N
o

eksctl create iamserviceaccount \
--cluster $CLUSTER_NAME \
--namespace my-apps \
--name my-service-a \

SR3 BEUSEHRYE 52


https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-ingress-gateway
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/howto-k8s-ingress-gateway/v1beta2/manifest.yaml.template

AWS App Mesh EREER

--attach-policy-arn arn:aws:iam::111122223333:policy/my-policy \
--override-existing-serviceaccounts \
--approve

MREELEREH AWS Management Console RE I fR#IEE AWS CLI, 5528 Amazon
FHEKSEIEEFNALWREIIEFZIIAMABTIEE., MREMFEH AWS Management
Console & AWS CLI B IRF , BEFERACYHEZ Kubernetes FRIEIRF . MMFFMHE
# , 52 [E Amazon EKS EAEEETHNAENRBIRFEEIAMA G,

2. (BF) MRLELENIPBARBIEER Fargate Pod , BIFEER Y Fargate SRERE ., MR R
ZeksctldE , ATLURER Amazon EKS AAFIEEMPMZE S A feksct I PRIRAEITRE., R
GRBEFERATRARYRER , 528 Amazon FHEKSHEIEEHME Fargate AR,

eksctl create fargateprofile --clustexr my-cluster --region Region-code --name my-
service-a --namespace my-apps

3. EY Kubernetes [RIEFIPB., MRLEEHEE App Mesh HEFEANRENE , AEERBERD
2 MBTEN FL B AT3Mthe section called “5 B 2 : #8E App Mesh ER" — %K. BEFHEM
HBE , UEREEBFSATERTH LRENESR , UEEHMBAREDHHNEEME , LEHIP
EiRwE,

a. BTIRAREIEMERS example-service.yaml WERHS, NREEBFGRTHR
B fFEA Fargate Pod , EREWE ZEEBASEE Fargate RERPFERNWEZ[A
B

apiVersion: vl
kind: Service
metadata:
name: my-service-a
namespace: my-apps

labels:

app: my-app-1

spec:

selector:

app: my-app-1
ports:

- protocol: TCP

port: 80

targetPort: 80

apiVersion: apps/vl
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ERAEER

kind: Deployment
metadata:
name: my-service-a
namespace: my-apps
labels:
app: my-app-1
spec:
replicas: 3
selector:
matchLabels:
app: my-app-1
template:
metadata:
labels:
app: my-app-1
spec:
serviceAccountName: my-service-a
containers:
- name: nginx
image: nginx:1.19.0
ports:
- containerPort: 80

/A Important

REPH app matchLabels selector EAEBERTE the section called “HEE 2 -

#0E App Mesh EiR" N F LR 3 PRV ERDRFEENERRT  TRINERRE

FEEAE Pod . HELE—EEHF , MEBHESR my-app-1. WREH

PEERME

MIFELEETR , BlDeploymentEFAEEEETE Envoy Bes. WEEFRAZEBN

BEZEHA , F2/ ) Envoy. BB GitHub Manfest Ky£8HI , 7526 (
&5,

b. EBRH

kubectl apply -f example-service.yaml

c. REBBMIE,

kubectl -n my-apps get pods

Lo

28 ) WEHE
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NAME

my-service-a-54776556f6-2cxd9
my-service-a-54776556f6-w26kf
my-service-a-54776556f6-zw5kt

READY
2/2
2/2
2/2

d. RECHEBZED—1@E pod BIFFMET.

kubectl -n my-apps describe pod my-service-a-54776556f6-2cxd9

Name: my-service-a-54776556f6-2cxd9

Namespace: my-app-1

Priority: 0

Node: ip-192-168-44-157.us-west-2.compute.internal/192.168.44.157

STATUS

Running
Running
Running

Start Time: Wed, 17 Jun 2020 11:08:59 -0500

Labels: app=nginx

pod-template-hash=54776556f6
Annotations: kubernetes.io/psp: eks.privileged

Status: Running
IP: 192.168.57.134
IPs:

IP: 192.168.57.134

Controlled By: ReplicaSet/my-service-a-54776556f6

Init Containers:
proxyinit:
Container ID: docker://

RESTARTS
0
0
0

AGE
10s
18s
26s

e0c4810d584c21ae@cb6e40f6119d2508f029094d0e@1c9411c6cf2a32d77a59

Image: 111345817488.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
proxy-route-manager:v2
Image ID: docker-pullable://111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager
Port: <none>
Host Port: <none>
State: Terminated
Reason: Completed
Exit Code: 0
Started: Fri, 26 Jun 2020 08:36:22 -0500
Finished: Fri, 26 Jun 2020 08:36:22 -0500
Ready: True
Restart Count: 0
Requests:
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cpu: 10m
memory: 32Mi

Environment:
APPMESH_START_ENABLED: 1
APPMESH_IGNORE_UID: 1337
APPMESH_ENVOY_INGRESS_PORT: 15000
APPMESH_ENVOY_EGRESS_PORT: 15001
APPMESH_APP_PORTS: 80
APPMESH_EGRESS_IGNORED_IP: 169.254.169.254
APPMESH_EGRESS_IGNORED_PORTS: 22
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Containers:
nginx:
Container ID: docker://
be6359dc6ecd3f18alc87df7b57c2093e1f9db17d5b3a77f22585ce3bcabl37a

Image: nginx:1.19.0
Image ID: docker-pullable://nginx
Port: 80/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:28 -0500
Ready: True
Restart Count: 0
Environment:
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

envoy:
Container ID:
docker://905b55cbf33ef3b3debc51cb448401d24e2e7c2dbfc6a9754a2c49dd55a216b6

Image: 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.12.4.0-prod

Image ID: docker-pullable://840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy

Port: 9901/TCP

Host Port: Q/TCP

State: Running

Started: Fri, 26 Jun 2020 08:36:36 -0500
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Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:
APPMESH_RESOURCE_ARN: arn:aws:iam::111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
APPMESH_PREVIEW: 0
ENVOY_LOG_LEVEL: info
AWS_REGION: us-west-2
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Events:
Type Reason Age From
Message

Normal Pulling 30s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Pulled 23s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Created 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container proxyinit

Normal Started 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container proxyinit

Normal Pulling 20s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "nginx:1.19.0"

Normal Pulled 16s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "nginx:1.19.0"

Normal Created 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container nginx

Normal Started 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container nginx

Normal Pulling 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1l.12.4.0-prod"
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Normal Pulled 8s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1.12.4.0-prod"

Normal Created 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container envoy

Normal Started 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container envoy

ERENEES | BTLUES proxyinit M envoy BEEHIEE pod F., MRIENEEFIR
KEE X Fargate , BlZenvoy RSB HIEFIZRFEEHE , EXproxyinit B2 ARHE,

4. (REM) REMTH , H120 Prometheus, Grafana AWS X-Ray, BHEMERZ, MEFMAE
A, FSELWERRER Mesh it GitHub 1 (App Mesh EAEIER) B TAI&HSEM, —
i,

(@ Note
T App Mesh WE ZEHIMZE LR | 5F5SB App M esh E15IREFE.

T4 EFE
BRAHKEBREIINFEEFER. BEHESBEBERTE my-mesh App Mesh REBEHEINER,

kubectl delete namespace my-apps

WMRERTEIRBEIRT Fargate BEXH , FiGHMIER,

eksctl delete fargateprofile --name my-service-a --cluster my-cluster --region Region-
code

il BR 48 4% o

kubectl delete mesh my-mesh

(ZEFEM) B LABER Kubernetes & T,

helm delete appmesh-controller -n appmesh-system
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(EEFEM) WREH Kubernetes BE THEBE Z Fargate , F5MIBR Fargate FERE.

eksctl delete fargateprofile --name appmesh-system --cluster my-cluster --
region Region-code

BAIRAEA AWS App Mesh 1 Amazon EC2

7R F BE 0] 1% Bh 48 AWS App Mesh | Amazon EHITHEMRIRIFEC2, AHBREHEHE App
Mesh ERBENEARI8E,

=Bl
EERAMAER App Mesh , ERREEEETHRMNEARS :

- AMfEA AserviceANMMPRIEHEM serviceB,

- EMERKEEIMEIBZEAS apps.local BB =,

« ServiceABg HTTP /2, 0 80 BserviceB L #{THEE,

- BMEEB serviceB B 2 i, W1E apps.local R EEPSEHFIMARBR serviceBv2,

BEUTER :
. BREEHN 75% WREREEserviceAR|serviceBH 25% BFiE FlserviceBv2E—{F. REE
3% 25% ZEserviceBv2 , B AT EEIE 100% W HRECZ BB CEREBERserviceA,

- BELENBRWARREREST  LUEBERETEZE , BE5 100% A serviceBv2, —BFf
BEREMHEIE serviceBv2 , fREE{ZE FserviceB,

« BIEEHHERBBEEAMNRANEAEXEABRRBRREMR , UFSLAHHTFR,

RTMBENER , FRECERERBRY, ERER, ERRHI[NIEHREI App Mesh BRI
%o BREMBR  SRENBRBUER Envoy R, —BEH , BHNRBEEB Envoy REHRILE
# , MIEEEMEET.

DERAF

App Mesh X #EFEADNS, AWS Cloud Map= @& MY Linux R, EEEAKAMNER , BMHE
REE=ESHEMNRERBEONS, BEREFFE , BEAUBRYREARREER , EEHEE
BRARAS < B , BEEEREE.
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MBEERBITIRE , TTEAEE Amazon EC2 #TEBYEEARXNIZIELHTEE. WEFHME
&, 5528 Amazon EC2 A EEBPHHERE  BIBEA Amazon EC2 Linux #1TER., H
BRSBBRREBREBES serviceA, serviceB M serviceBv2 , MEAFMARBETEBERES
apps.local W& ZERK,

HER 1 B E &R

BRBEERECZAERBHEBRENBERR. WFHAET K F2REREEE. ERRERE
BMERBENHRIL,. MEFEET  F2REHERE.

BMYTIER :

- BBA apps WK , EARMGIPWATE R EZEME apps.local & =M,

- BMA serviceb.apps.local WEHRYE A RAERBRBAXRUIEAZXBBERNERE , mMAE
FHEEABGEFASRHEMER, BRNIEREHIPEMWA servicea. apps.local HWEER
%o

B LAE A AWS Management Console = 1.18.116 S E & AWS CLI MRA=} 2.0.38 RE SRR 5E
BRUATHSER, MERFEHA AWS CLI, EfFEAEaws --versionSRBES LR AWS CLI FrRA, R
R B %% 1.18.116 HEBMAN 2.0.38 RESHRA , IV ALLHERH. AWS CLIAZEFEANT
BENMRLIER,

AWS Management Console

1. TEEVSRENEF , BIRK App Mesh &I — X #1Thttps://console.aws.amazon.com/
appmesh/fE &,

2. ¥ Mesh name (#81&& %) , B A appso

3. ¥ Virtual service name (B8R B TE) , WA serviceb.apps.local,

4. HEWRE A FEE Next (T—%H).

AWS CLI

1. {#H create-mesh S EIMBEI,

aws appmesh create-mesh --mesh-name apps

2. {#H create-virtual-service (s S @M EBRRE,
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aws appmesh create-virtual-service --mesh-name apps --virtual-service-name
sexviceb.apps.local --spec {}

HER2 BUIEREE

ERORTHABRBRBNEERES. NFFEESR  F2RERDE.

\

i

BUEBA serviceB WEREH , AAEP—EAERGFRERREBA serviceB WERRE. E

BHERRRNEMRRI EB DNS (XM BB A serviceb.apps.local) &R, HE , B LUERA

AWS Cloud MapRZEBEKR R, ERHEHSERERE 80 LW HTTP 2 BABEERRE, BXE
HtBABE , UREERERE, BUUEBERN S BserviceBv2H AserviceANE I E K H

2

AWS Management Console

1. ¥R Virtual node name (E#EE 2B ) , WA serviceB,

2. HREBERESE , BIBEDNSIH# ADNSEserviceb.apps.local &,
3. GEERERERET , EEF http2 HABAHE , AREEZEPH A0,

4, BEHEE  FBEE Next(T—%).

AWS CLI

1. FRATIARBRIABA create-virtual-node-serviceb.json HER :

{
"meshName": "apps",
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
1,

"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"
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}
}I

"virtualNodeName": "serviceB"

}

2. {FAJSONKEREAM A , #Hcreate-virtual-nodelg§ ST ERE

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

SR 3 B ERKHIRMEH

ERXARSRAEEAN NS EERBRBRE. NRFWEF , F20 EEHHSE M BEH.

BITHEIR :

« Z5B serviceB WEREKMHE , AAB serviceB.apps.local EEREFS B LT EH ARG
HEINEH. Bt , BANEBELNERRERER serviceb.apps.local REHHR., EHR
BegREExrZERKEHF. EREARSEAEZEL LW HTTP 2 BABEEERE, B
BEHMBHAWBE,

« £5 serviceB WA, ©i#% 100% HWHREE AT serviceBEREE., MNilserviceBv2 E#E
% BEEEHEERANSEYD, HAKRBEEAEEF , BRI ARBAFISEMERKERYE |, LT
BERBER , £ Envoy REEEREFEERZSAERSREEEZEERTIE,

AWS Management Console

1. ¥ Virtual router name (E#EESHES A M) , B serviceB,

£ TEERERRAEAE. T, EIE nttp2 A TEAWE. , LIS80EEEE
¥ Route name (BEHE M) , @A serviceB,

¥ Route type (BEHEHE) , #IF http2,
HREEHEETHERSHREE , 1005 EREserviceBA#H A,
EHBEREET | BE-ES

EERE , FEE Next (T—5),

N o o kw0 N
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AWS CLI

1. BMEREHBES.

a. HATHARBEIBZS create-virtual-router.json HEE :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"
}

b. ERZKZJISONI AL A Acreate-virtual-routerip S Al 2 E K HES,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. EMNH,

a. FRATHRBEIABZAS create-route.json HIER :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},
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"match" : {
"prefix" : "/"
}
}
},
"virtualRouterName" : '"serviceB"

}
b. EAZISONXIHERIMALIZER AT RAIEEHE,

aws appmesh create-route --cli-input-json file://create-route.json

SEBR4 . REAMEL
KB LR IS TBERE,.
AWS Management Console

MEZLFEEEMNERPETEE | FFiEE Edit ((FB), HELRERIIMER , FFIBIE Create
mesh (B #1%),

Status (AR%) EHEETAIECEUNBKER, EH View mesh (1R #81%) BN EE1E A PR
BINER,
AWS CLI

B EE A describe-mesh fp S EIREEE,

aws appmesh describe-mesh --mesh-name apps

¥ B3 2 4F A describe-virtual-service g S 1 2 R R IEHIERE .

aws appmesh describe-virtual-service --mesh-name apps --virtual-service-name
serviceb.apps.local

¥R 2 {F A describe-virtual-nodeliE S B 2 EBR SN E,

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

¥ B84 A describe-virtual-routerig S B I W E R HEEMNERTE
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aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

BRI {F A describe-route fp S B NRHEE,

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

5: BV HMER

BRUERG , BYA

i)

BYV—{H&% serviceBv2 WEREE , MRS —EEA serviceA WEREH, WA
BRI EE HTTP /2 B2 80 L LM ER, HlserviceARREH , FREMNR
imserviceb.apps.local, serviceARBREIHNAMEBLRENSEELER AN ERER
¥serviceb.apps.local, HAKRBEEEAIEFF , BELEAUEESERGRHNEFRAFTEA
HAHERER,

s BY S —BABANEERKservicea.apps.local , $FiEREEEEEEserviceAIE B
2

- EHAEL—EASBPENN serviceB A , # 75% WHREEIX S serviceB ERETE ,
LK 25% MR EMEIEEl serviceBv2 EERE R, FERBMNER K SUBESIEE B
Fl serviceBv2 BE| 100% WREAR L, BAIEREBIATI2#EserviceBv2 , BRI LAEIRA
WiElkserviceBERHENERRE. ELETUHER , ZNEXBITETETMALR , B4
serviceb.apps.local ERNEBRBEEBIEEE, LE, serviceb.apps.local E&ER
KEgREErZEREHS  EEEREAFSKRERHZEEEEGE. ERAENRERREE
AR E,

AWS Management Console

EERESBEERD , EH Meshes (#81%).
ENAE L —@SBRPEILK apps B,
ELEREEEEF |, BH Virtual nodes (EE#EEIE).
i#4Z Create virtual node (M EEEIE).

HRERE AR , 55 AserviceBv2 , ARKEHRESE DNS | EEMNMADNSEH S
W , 5% Aservicebv2.apps.local,

6. TEESEERSMEAEA | SBEN hitp2 MABEAME , AREEZEHRAS0,

o ~ @ bnhp =
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7. iEIZ Create virtual node (B EEEIZ).

8. HIXIEIE Create virtual node (B EHEH). BHserviceA\ERTHEE, HRARKIRERS
&, FEEDNSHMADNSE#M A |, 5 Aservicea.apps.local,

9. HREMRIG N AERREEME , 8 Aserviceb.apps.local,
10. 7£ [BEEEERAHAE] T , 31 http2 HA [BAWE] , MASOEEE K REREF [(BEUEREHH.
M. EEAIEESKF , FEE Virtual routers ([ERRIEHES) , ARUEFEPIEN serviceB EHFHERK

m%o
12. 7£ Routes (3¢H) T/ , BEREE L —@AFRPEVYMIRE (B4H ServiceB) , REEEF Edit
(WmEE)o

13. £ [BE]., [EEHHEB/ T , & HE) WEEFserviceBA75,
14. BERNMBE , serviceBv2RTHFHIXRAIEE  ARBEEENERESH25,
15. #&## Save (&1F).

16. FEALBIBIBEESF , BE Virtual services (E#IRTE) , AARIRIE Create virtual service (I E
BR).

17. BiAservicea.apps.local ERBREERE , EMREENEREE , RERHHE
Hiservice ARREIE , ARBRER T ERRE.

AWS CLI
1. 3 serviceBv2 EHEH,

a. HATHRBEIZAE create-virtual-node-servicebv2.json HEE :

{
"meshName": "apps",
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http2"

}
1,

"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
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}I

"virtualNodeName": "serviceBv2"

b. EIMEREIR,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-

servicebv2.json

2. HE3 serviceA EEEE,

a. FATIRBEILAZS create-virtual-node-servicea.json WHER :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local”
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
.
"virtualNodeName" : "serviceA"
}

b. EIMIEHREH,

SRS BUHMER
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aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexrvicea.json

3. EHEEL—ESBPEIUMN serviceb.apps.local EERE , SEREBEEE
serviceB EREHISR. RYBRLERRKER K ©TEEEREEEMHS , BA serviceB
IEBREE 2R M R,

a. FATHARBEIES update-virtual-service.json PER :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
},
"virtualServiceName" : "serviceb.apps.local”
}

b. fEMupdate-virtual-service 4 5 #7 & £ IR 75 -

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4, FEFHEBREL—ESBPREIH serviceB FEH,

a. FEATIARBEILAZA update-route.json HIER :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75
},
{
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"virtualNode" : "serviceBv2",
"weight" : 25
}
]
},
"match" : {
"prefix" : "/"
}
}
.
"virtualRouterName" : "serviceB"

b. M update-route IS EHHEH.

aws appmesh update-route --cli-input-json file://update-route.json

5. Y serviceA EERK.

a. FATHARBEIEA create-virtual-servicea.json HWER :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
by
"virtualServiceName" : "servicea.apps.local”
}

b. BMERRHK.

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
sexvicea.json

MEEE
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BB RIEMBE 28, BE={EEEB servicea.apps.local, serviceb.apps.local
servicebv2.apps.local WEKR®E. BRTERREUN  CEBEIERREBREZTIE
TR BRI

- MEERRKE, RAESEBERKHSE servicea. apps.local ERBRENFIEREEEE
serviceb.apps.local EHRT.

- BB serviceA, serviceB Ml serviceBv2 W=EEEEH %, Envoy RESHEHHHERDE
RENRBREEN , REHBERRKN IP thit,

- EEE-RANEERKASE , HIER Envoy KRB 75% WEAFRER BT serviceB B ,
7% 25% MR ER AT serviceBv2 EEEIE,

SR 6 : BRI
ERUBEZE  CBERRTHIEE .

- RELESERYE—EIHBH Envoy Proxy , ABR—RZEEEDHOERE, WFEMMRE Proxy
E’Jn¥%ﬂ1ﬁnﬂ nﬁ 2 ﬁ#‘fﬁ'f’kj@ﬁ%o

- BEENERBHRE K FERAT SR,

#% Amazon EC2 TR ERERBIKE
1. B IAM A,

a. FEATHRBEIEZSE ec2-trust-relationship.json HEXR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
by
"Action": "sts:AssumeRole"
}
]
}

b. FRAUTHSRIZ—BAVMAE,
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aws iam create-role --role-name mesh-virtual-node-service-b --assume-role-
policy-document file://ec2-trust-relationship.json

2. AIAMBUERM NS RFFEKE Amazon B A® , ECRIEABERM INE4EE App Mesh EHEEl
VAR,

a. FEATHRBENES virtual-node-policy.json HIER, apps RIETE the section
called “FER 1 BEUMBBAEREKE BINBEEER , M serviceB R the section
called “FER 2 BV IERER BYNERDHEEM, Replace (X)) 111122223333 £/
IEMRE ID M us-west-2 BEEHAIBRBKRNES.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-west-2:111122223333:mesh/apps/
virtualNode/serviceB"

]

}

b. EATIHTEMLBE,

aws iam create-policy --policy-name virtual-node-policy --policy-document
file://virtual-node-policy.json

c. BEEL—ESBHEINFRIMMNEAR  LUEZABIREEMR App Mesh BHlserviceBE
RETEMERE,

aws iam attach-role-policy --policy-arn arn:aws:iam::111122223333:policy/
virtual-node-policy --role-name mesh-virtual-node-sexrvice-b

d. #=AmazonEC2ContainerRegistryReadOnlyEBEKKM MBI AR , UEEC A K
Amazon ECR 12H Envoy B &5 &,
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aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly --role-name mesh-virtual-node-service-b

FERBEINIAME BE Amazon EC2 #1TEEE.

#EiB Connect 2K 1T{EEESSH,
BIBENIELRERPEHE , AWS CLI EH1TEE EZ % Docker FMFITIEEE,
0] &% 2 Docker & Fimfit FIZENARG A [E I V45 Amazon ECR FREEHITE B RE.

« BRTme-south-1, ., . ap-east-lap-southeast-3. eu-south-1MZAKERE
Haf-south-1, il-central-1Z A LAEH# us-west-2 {HAIZER#[E me-south-1lap-
east-1, BRTap-southeast-3eu-south-1, il-central-1, . Maf-south-1,

$aws ecr get-login-password \
--region us-west-2 \
| docker login \
--username AWS \
--password-stdin 840364872350.dkx.ecr.us-west-2.amazonaws.com

* me-south-1 [EiF

$aws ecr get-login-password \
--region me-south-1 \
| docker login \
--username AWS \
--password-stdin 772975370895.dkr.ecr.me-south-1.amazonaws.com

« ap-east-1 &

$aws ecr get-login-password \
--region ap-east-1 \
| docker login \
--username AWS \
--password-stdin 856666278305.dkr.ecr.ap-east-1.amazonaws.com

T THEP—@EeS , EHITEE LS App Mesh Envoy A58 |, 1R EERMMERE IR
HRIGIET E. PRUALL apps BAK serviceBERFETESZNBERNERSTEHEZE, It
EAERNREER App Mesh BRI ERETRARE, BESTHLLRS , ZEFTELHHET
EserviceBv2Fflservice AR EI BT RIRIEE Amazon EC2 HIITHEETRELSE., HRN
LEHOWERER  BELERRAZECSHE.
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« BRTme-south-1, . . ap-east-lap-southeast-3, eu-south-1MzAWFFEEEHaf-
south-1, il-central-1#& A LLEH# Region-code BEMZEN "af-south-1#[E |
(BRme-south-1, ap-east-1. ap-southeast-3eu-south-1il-central-1, F "ib
2 BRI, BB 1337 K 0 B 2147483647 2 EMEMIE,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 840364872350.dkr.ecxr.region-code.amazonaws.com/aws-
appmesh-envoy:v1.29.6.1-prod

« me-south-1 EBiF, EAILAE 1337 #apK 0 B 2147483647 Z2BEH{E[E.

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1.29.6.1-prod

« ap-east-1[Eif, BAILAAE 1337 K 0 B 2147483647 ZEMEME,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-
envoy:v1.29.6.1-prod

(® Note

#ZAPPMESH_RESOURCE_ARNBMZEE4SFEBGIMRAL. 15.0RNESRAR, NEFME
# , BBEEnvoy,

/A Important
EXE v1.9.0.0 REEMMAULRREARIBEBRER.

8. FTETHIEE Show more, A TS ELNHTERE LEILARA envoy-networking. sh
MIER. Replace (BifR) 8000 BBZHEAREFRBAREAREN KO, BYUEE
APPMESH_IGNORE_UID H{E , BEEM/AREE L —BLXBHEENEMRER ; fln 1337, A%
E BT I8 E bt it B APPMESH_EGRESS_IGNORED_IP, FEM&BEMEMIT,
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#!/bin/bash -e

#
# Start of configurable options
#

#APPMESH_START_ENABLED="0"

APPMESH_IGNORE_UID="1337"

APPMESH_APP_PORTS="8000"
APPMESH_ENVOY_EGRESS_PORT="15001"
APPMESH_ENVOY_INGRESS_PORT="15000"
APPMESH_EGRESS_IGNORED_IP="169.254.169.254,169.254.170.2"

# Enable routing on the application start.
[ -z "$APPMESH_START_ENABLED" ] && APPMESH_START_ENABLED="0"

# Enable IPve6.
[ -z "$APPMESH_ENABLE_IPV6" ] && APPMESH_ENABLE_IPV6="0Q"

# Egress traffic from the processess owned by the following UID/GID will be
ignored.
if [ -z "$APPMESH_IGNORE_UID" ] && [ -z "$APPMESH_IGNORE_GID" ]; then
echo "Variables APPMESH_IGNORE_UID and/or APPMESH_IGNORE_GID must be set."
echo "Envoy must run under those IDs to be able to properly route it's egress
traffic."
exit 1
fi

# Port numbers Application and Envoy are listening on.
if [ -z "$APPMESH_ENVOY_EGRESS_PORT" ]; then
echo "APPMESH_ENVOY_EGRESS_PORT must be defined to forward traffic from the
application to the proxy."
exit 1
fi

# If an app port was specified, then we also need to enforce the proxies ingress
port so we know where to forward traffic.
if [ ! -z "$APPMESH_APP_PORTS" ] && [ -z "$APPMESH_ENVOY_INGRESS_PORT" 1; then
echo "APPMESH_ENVOY_INGRESS_PORT must be defined to forward traffic from the
APPMESH_APP_PORTS to the proxy."
exit 1
fi
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# Comma separated list of ports for which egress traffic will be ignored, we always
refuse to route SSH traffic.
if [ -z "$APPMESH_EGRESS_IGNORED_PORTS" 1; then
APPMESH_EGRESS_IGNORED_PORTS="22"
else
APPMESH_EGRESS_IGNORED_PORTS="$APPMESH_EGRESS_IGNORED_PORTS, 22"
fi

#
# End of configurable options
#

function initialize() {

echo "=== Initializing ==="

if [ ! -z "$APPMESH_APP_PORTS" 1; then
iptables -t nat -N APPMESH_INGRESS
if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then

ip6tables -t nat -N APPMESH_INGRESS

fi

fi

iptables -t nat -N APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -N APPMESH_EGRESS

fi

function enable_egress_routing() {
# Stuff to ignore
[ ! -z "$APPMESH_IGNORE_UID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do
iptables -t nat -A APPMESH_EGRESS \

-p tcp \
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-m multiport --dports "$IGNORED_PORT" \
-j RETURN
done

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Stuff to ignore ipvé6
[ ! -z "$APPMESH_IGNORE_UID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");

do
ip6tables -t nat -A APPMESH_EGRESS \
-p tep \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN
done
fi

# The list can contain both IPv4 and IPv6 addresses. We will loop over this
list
# to add every IPv4 address into “iptables”™ and every IPv6 address into
‘ip6tables’.
[ ! -z "$APPMESH_EGRESS_IGNORED_IP" ] && \
for IP_ADDR in $(echo "$APPMESH_EGRESS_IGNORED_IP" | tr "," "\n"); do
if [[ $IP_ADDR =~ .*:.* ]]
then
[ "$APPMESH_ENABLE_IPV6" == "1" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
else
iptables -t nat -A APPMESH_EGRESS \
-p tecp \
-d "$IP_ADDR" \
-j RETURN
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fi
done

# Redirect everything that is not ignored
iptables -t nat -A APPMESH_EGRESS \

-p tcp \

-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT

# Apply APPMESH_EGRESS chain to non local traffic
iptables -t nat -A OUTPUT \

-p tep \

-m addrtype ! --dst-type LOCAL \

-j APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Redirect everything that is not ignored ipvé6
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT
# Apply APPMESH_EGRESS chain to non local traffic ipvé6
ip6tables -t nat -A OUTPUT \
-p tcp \
-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS
fi

function enable_ingress_redirect_routing() {
# Route everything arriving at the application port to Envoy
iptables -t nat -A APPMESH_INGRESS \
-p tcp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local
iptables -t nat -A PREROUTING \

-p tecp \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Route everything arriving at the application port to Envoy ipv6
ip6tables -t nat -A APPMESH_INGRESS \
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-p tcp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local ipv6
ip6tables -t nat -A PREROUTING \
-p tep \
-m addrtype ! --src-type LOCAL \
-j APPMESH_INGRESS
fi

function enable_routing() {
echo "=== Enabling routing ==="
enable_egress_routing
if [ ! -z "$APPMESH_APP_PORTS" 1; then
enable_ingress_redirect_routing
fi

function disable_routing() {
echo "=== Disabling routing ==="
iptables -t nat -F APPMESH_INGRESS
iptables -t nat -F APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -F APPMESH_INGRESS
ip6tables -t nat -F APPMESH_EGRESS

fi
}
function dump_status() {
echo "=== iptables FORWARD table ==="
iptables -L -v -n
echo "=== iptables NAT table ==="

iptables -t nat -L -v -n

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
echo "=== ip6tables FORWARD table ==="
ip6tables -L -v -n
echo "=== ip6tables NAT table ==="
ip6tables -t nat -L -v -n

fi
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function clean_up() {
disable_routing

ruleNum=$(iptables -L PREROUTING -t nat --line-numbers | grep APPMESH_INGRESS |

cut -d " " -f 1)

iptables -t nat -D PREROUTING $ruleNum

ruleNum=$(iptables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS | cut

_d n n _..F 1)

iptables -t nat -D OUTPUT $ruleNum

iptables -t nat -X APPMESH_INGRESS
iptables -t nat -X APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

ruleNum=$(ip6tables
APPMESH_INGRESS | cut -d "
ip6tables -t nat -D

ruleNum=$(ip6tables
cut -d " " -f 1)
ip6tables -t nat -D

ip6tables -t nat -X
ip6tables -t nat -X

fi
}
function main_loop() {
echo "=== Entering main
while read -p '> ' cmd;
case "$cmd" in
"quit")
clean_up
break
"status")

dump_status

"enable")

-L PREROUTING -t nat --line-numbers | grep

"-f 1)

PREROUTING $ruleNum

-L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS |

OUTPUT $ruleNum

APPMESH_INGRESS
APPMESH_EGRESS

loop ==="
do

enable_routing

a4

"disable")

disable_routing
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*)
echo "Available commands: quit, status, enable, disable"

a4

esac
done

}

function print_config() {
echo "=== Input configuration ==="
env | grep APPMESH_ || true

}

print_config

initialize

if [ "$APPMESH_START_ENABLED" == "1" ]; then
enable_routing

fi

main_loop

9. HERRE iptables RAILKEARXREKMAE Envoy K , FHTEEL—ESRFEUN

BES%.

sudo ./envoy-networking.sh

10. RBIENERBHEAEAERR,

® Note
WM App Mesh WEZEHIMZE LS fER , 2B App M esh E15lEFE,

App Mesh
BT LATE T BIGEEEAWS App Mesh # BB RHY end-to-end BH R , UK EZEAWSRBE SR
B -

App Mesh R4l
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App Mesh

App Mesh AR5 TEBERK :
- PRI

- BRI

- ERFIE

- BRI

- EHRHIE

AR T A8 4%

HE’(?’]’%&%%%EEZW%HE’U’]’%ZF‘?%%H&%E’J%&E%%O BUSHREEEE  SUUBLERRR. E
BETR, EERERNES , AoRARPHNEREX ZBRE,

B BRGNS

(® Note

BYBEBE  S8EH aup% SEERRR. MRGEZEEREREEZN  cBERENG
=H, EERFDEZE , FEARERIE App Mesh EIREE I 1R AHEIH

AWS Management Console
{8 A2 3 RIEMBEAWS Management Console

1. 7 hitps://console.aws.amazon.com/appmesh/ BIEX App Mesh £ &,
2. 1EFE Create mesh (I HE).

3. HH Mesh name (18 ER) , AEHNEBERAKEEER.

4

(1%?%1&) &E;uﬁ%"ﬁum;o RIFFERR ) ’fﬂﬂj(q:'E’J Proxy /\EETElttZFﬂﬁl_ulbio Zlﬂ%f}f'ﬂ
HFAHRE , BARFH Proxy hEH#E TCP REEEEXAERFERBMRFAEREZ Proxy HEN
AR
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® Note

NREEMER ALLOW_ALL BEERSHE LEEEARR , SO AR EXERS BT
FwmbEARK. B8, ALLOW ALL ST BERANXEREH,

5. IPRAEmFRE

FEiBY# [BETFERR IP RATA] , BHERAG R EELEDWME 1P A, BIFFERR , App
Mesh A& & IP R4,

® Note

MEER P REXEERAZWMRANABEERGARNERFE, S0 AERNRE
HMKRE IP REFRE , A ENERDR LBRUTRA. BEERERFELN IP R
HEE , RAERPE LEREMESHRE  AFFEMER IPv4 M IPv6 RENER
RENHEERZMERN,

CH
- 45fE/Y DNS BTBREEBMIPV6IL EEIPVA,
- RAERARE/IPvAHELIE (AWS Cloud MapIRa A ) , WEEFERAZKIPveibit,
- BAMEAREINEYNIREEMEAIPVALL,
- BEERRPESMBIPVALLIL,
« IPv6 fm ¥
« HER DNS f#T2R E EEIPV6 L EIEIPVA,
« IREAYIPvEitIE#HAWS Cloud MapfEA ( MARAA ) |, WO BIERKIPvAbL
- AEHEREXEINHESFERIPv6 L,
« HEEERAESIFIBIPVAMIPVEt L,
. IPv4 RIF
« HRER DNS f#TaR EE B IPVAL EIFEIPVE,
- RPAEREREMNIPvLHELE (AWS Cloud MaplRATA ) , WEFERZIPvEbL,
- AABEARXBYNRESFEAIPvALLL,
- BEERERAEIMMBIPVARIPVE I,
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- EERAR IPv6
. 45{FH DNS BT EFEHAIPV6,

- REFEAEBAWS Cloud MapfyIPveihit, ZRAWS Cloud MapiR[EIIPv4itt , BIF
A IP thit |, WHEZHERREBFE,

- ARMEREXBINKESFERIPv6 L,
c HEERERAESIFAIPVAFIPVEtL,

- {EIR IPv4
- $5{EMH DNS TR EFE A IPv4,

- REFEABERBEAWS Cloud MapiIPvaititt, #RAWS Cloud MapiREIIPveitisit , BIFR
SR IP it , WA RREGEE,

c AARMEREXEINIRESFERIPVANL,
« BEEREAERMEIPVARIPVELL,
6. IiZIZE Create mesh (BIB) LK.

7. (BEM) BEMKRFHAZEK, HARKITRTERFEINERER—EREFRLET.
yu$n$%ﬂiﬁnﬂ , nﬁ/ﬁﬁﬁﬁ Fﬁﬁﬂ%@o

AWS CLI
EEEREYBEAWS CLI,
EATIETELRBRE (EREECHETER#E)

aws appmesh create-mesh --mesh-name meshName

2. EHEH
{
"mesh" : {
"meshName" : "meshName",
"metadata":{

"arn":"arn:aws:appmesh:us-west-2:123456789012 :mesh/meshName",
"createdAt":"2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt":"2022-04-06T08:45:50.072000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version":1
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iy

"spec":{},

"status":{
"status":"ACTIVE"

}

WMEBEBEFER App Mesh ZBIIBEAIAWS CLIFFHE , FSBAWS CLIZBHNEIBIEES,

il BR 4

AWS Management Console
{5 FA I B & #% B9 B AWS Management Console

1. 1E https://console.aws.amazon.com/appmesh/ BEEX App Mesh &,

2. EBELERRNBE, SIHEHEE ACHELANERRK,

3. HEHRRAF , WA, deleteRBIE—TMER,

AWS CLI
= EFEAMBREEAWS CLI
1. FEATIESHERAE (AEECBBERL#E)

aws appmesh delete-mesh \
--mesh-name meshName

2. HHEA

"mesh": {
"meshName": "meshName",
"metadata": {
"arn":"arn:aws:appmesh:us-west-2:123456789012 :mesh/meshName",
"createdAt": "2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt": "2022-04-07T11:06:32.795000-05:00",
"meshOwner": "123456789012",
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"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
.
"spec": {3,
"status": {
"status": "DELETED"
}

WMEFEBEMER App Mesh RIERHEEAIAWS CLIGFIRER , 2 BAWS CLIZRFP AR BREBIES,

& % AR %%

ERERESERRENBRIL , AERSHEZEREN  EBERKHESEZEREME, BREREEU
virtualServiceName WIS EERYE K MEELBERERBELAIERNHNERKBRE BE
ABERERENRHESE),

2 3 RE 5 PR 7%

AWS Management Console
EEFAEIERREAWS Management Console

1. fE https://console.aws.amazon.com/appmesh/ BIEX App Mesh £#& &,
2. BELERVERERBOER. S HEEEEERELANMERS,
3. EERIEEH  #IZ Virtual services (EEIRTE),

4. J##Z Create virtual service (3 E# RIE)o
5

$1 Virtual service name (ERRE L) , AENERBRKEZEEZR, &

ALLEEEMEE , EEREEA B EERRENRBIRERRE (Hla)my -
service.default.svc.cluster.local , AMEERRIEEERFEERRIEEIE
B, mit—R , ERFEEELFEXBUSIATRARENSIANER, BEENEBL AR
WHIEER P i , RAEARRNASR L ERAKINBTEE | TEBEREEZE Envoy
Proxy. &A]LAEREMIEER IP it , AAEARND Proxy AT IP Lutid
o Proxy EiEIBETE App Mesh FAHREN B BHEAMERREHETENR , MTARERR
RN IP (L EITBRA
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6. &¥ Provider (RftE) , AN ERBHEFRHAETE .

- MREFEERBBRRES BRI ZEEREF | FF5I1EB Virtual router (EREEHER) , REK
RTHANRERZEREMNERRBR,

- MREFEERBBELRFEEBHF[VERT ELERIERER , FEWN [ERDH)
REETHXDRERTEZEZEANERER,

® Note

BN fE 84X 1%EIB App Mesh APl E&LLEBR , App Mesh B AJRER B &1 2020 F
7TH2O HEXRRZAEENSEAERGTERMEEDRYARNESERAERR
Bl, MEFHMER , F2ERAZBHEHRE,

- MRARBTRRERRESMERRE HID | WRONE R RE RSB
1£) , SBIZ None (). LB TUEFILEBBRBNRMEE.,

7. i#IZ Create virtual service (B3 E RS LMK
AWS CLI
HEEFARILERRBAWS CLI,

EANTRSMEA JSON XARIZEFERTHREAENERRY (ALECHERRIE) -

aws appmesh create-virtual-service \
--cli-input-json file://create-virtual-service-virtual-node.json

2. =4l create-virtual-service-virtual EF A A -

{
"meshName": "meshName",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
},
"virtualServiceName": "serviceA.svc.cluster.local"
}
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3. HHEA

{
"virtualService": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-06T09:45:35.890000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

.
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
},
"status": {
"status": "ACTIVE"
.
"virtualServiceName": "serviceA.svc.cluster.local"

MEBBEA App Mesh B ERRBHIAWS CLIFMEF , FFBEAWS CLIZE ffficreate-

virtual-service®r 5

i B 368 AR 5

(® Note
AN BRRER MBS AN ERRE  EEELMERFEERS.,
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AWS Management Console
= EMIBRE B BRFEAWS Management Console

1. 7£ https://console.aws.amazon.com/appmesh/ BERX App Mesh £ &,
2. ERAEMBRERBHOGE. B HERES B CRESANFERE.
3. TEEAIEEAS | iBIZE Virtual services (EERIE).
4

BEEMBRAERRYE K AREBRREL LA, EREMRENIRFRISEREEENE
B8,

5. EHEREART , @A , deleteREIR—TMER.

AWS CLI
& Z M BRE R BR#EERAWS CLI
1. FERAUTHSHERENERRYE (AELECNESR~#E)

aws appmesh delete-virtual-service \
--mesh-name meshName \
--virtual-service-name serviceA.svc.cluster.local

2. WA
{
"virtualService": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",

"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-07T10:39:42.772000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},

"spec": {
"provider": {

"virtualNode": {
"virtualNodeName": "nodeName"
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}
}
},
"status": {
"status": "DELETED"
.
"virtualServiceName": "serviceA.svc.cluster.local"

WMEBBEA App Mesh MIBR E#ARIEHIAWS CLIFFMIER , FSBAWS CLIZZE Fiidelete-

virtual-service® %

EHRFEE

EBRFEAFBRASINERERBRABNERETERA. EEBENRKRIE Amazon ECS BRI
Amazon EC2 #{TEEBHHITH Envoy RIB, RERESE (AXREAEAREFETH Envoy ) FE
EEEBRRXBECIEN Envoy,

A ERAABRSA G DNS B BEN BIERGHIT Envoy B IRISFAITERAY IP sk, A% , Envoy
A A B A ER E IR PR App Mesh #8738, EEHMERERNEERNEEREARMERHERE
B,

/A Important

EEHTTP R HTTP2 BEERXNERMESKEAERNEIREBENEAMERHEEE
BEREENEE  MERRER  SKREFAEEHNFTSHIERETREA. /6, MREE

# Gateway BHAFABBEFAFRES/chapter , BMREBEAERA/chapter/1 , BIEER
EEA/l. EERTEEE , F2H (tHERBELFERKH) —&,

ERl2—EEEME , proxyConfigurationit B Fuser XK E B

& E5SW end-to-end ZEL R | BSERTEWARE,
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B ERFE

® Note

BYERRER K SLAFETEEBRNGAZTEENSR , SRR ERRERHERY 2 ER
REME R o B 2R E,

AWS Management Console

{5 F 22 31 FE #: BB AWS Management Console

1.

2

FRERARERMIEEES , MK https://console.aws.amazon.com/appmesh/o
BELZEVERFENER. S HEHEEEERELANMMERES,
BELASES Y ERFE]

BE [BALERFE]

HYERFESRE K GAERRENERE,

(BEM  ERRMER) REAFiKRAERE,

a. (BEM) NREFLEMERRERERERSM (TLS) RERRKES , FHRIGRS
TLS,

b. (BEMH) HREEE K KBE-—SZEEEH LAGEERREET TLS BANERE,
c. SHYERFTSZE, BHTIHAP—ERE, CEENEILECKEE , MAKTERES
R, MEFHMER , F2REFER.
« AWS Private Certificate Authority £ #% — 2 — 5 Z @R EBH
- RERTBRRARE (SDS) FTE —BAREEEARERARBEERNBEER.
- FERERTE — IEEBB Envoy ZERZKLBHEFERNVER,

d. (EA)@WAZSEBAEHE. BEMEHM SAN , FZEUHTE SAN, SAN %4ZHZ FQDN
URI &3

e. (EEY) ENRHARAFRBSINTIER—@ERE , UERARRIERGREAFPIRERE
WRAHE TLS B, fEE-S THMEE TLS , F2EERERNMRMREE TLS BFEX
.

- BERFRRBERE (SDS ) ftE —BAREEEARTZRERBENNRERRE.
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« AEEREE — EEME Envoy cERZRLBREGERNVBESCURLESR. W
FETXTEBRE , 5B end-to-end ZEMAAEREATEERNEZNEIIRAREXNTES
1%, A2 EFERERAERREHRN TLS BEKE TLS GitHub,
7. (BEM) eERTERCHE , FEINGE. WALFECHEERN HTTP FEGEHERE, RME

BB FEAR/dev/stdoutBE & , SMERTTLAER Docker HEFEEREN R F A543 468 H 568 H 2 AR
# , f5la0 Amazon CloudWatch H#o

(® Note

AL ANRAENERARPHNREERBA  YEXI BN, EAERBERAR
8°R Envoy #% B RS EEBMAER

8. FREERSR.
a. EEUEFAME , WHEE Envoy EEREBAERE, hitp AR[AFFEEERIPEER
Fo BUNR-THEEREXARMESEERS. MERZBEMRZERSS.
b. (EEM) BMHERERE

B ARGIERFE Envoy AJLARIREMYAVERE. © EEREFEN Envoy B1TEE
ZRERTHRER  YARERBEARANERARREEE,

BRI AERFEZERENRE BN REREERE, FRBERT , App Mesh &1
FimBEiR R ERERERERER , UELBBIERE,

(® Note

connectionPool&connectionPooliEiEFR Y EE A ELEMEE, MRE
W ESEE B E AgrpcEhttp2 , BmaxRequestsERE. MREHEERIHE
Ahttp , B LR EEEmaxConnectionsfmaxPendingRequests,

- HRERBAE LR, FEEHHERNEE LR,
- SHHFEREE LR , ISEEERBE Envoy LA parallel 5EREE LR,

o (BREM) HRBEERLR , BIEE Envoy THHEREE LR EBNBNERHE,
JERR{ES 2147483647,

c. (EEM) MREEREERFNRSUIRE , FEIBARSKARE,

EIERME 57
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d.

22 Health BMERRIREEMN , ERURZAEL Health RRAIEEEME , AIHKE
EEMRRESE, R REBRR. @2RIREEABE. REHBMNT RARRE
SEMNE,

« 7£ Health REBABEH , BIFBEANE MREREIE grpe , MIBHBRBEHERFS

GRPC ;E4E Health B E BB E.

« ¥R Path (BB1R) , EEEHEREREF RN B AVHEEE, REE Health BMERE

« ¥1 Health check port GE/EREMEIEZER) | IEEEIITEERERTEREE,
- #R Healthy threshold (BEERIFRE) , EEEEEEZEEENEERFZH , HEEE

R EME R B B E R TR B o

« ¥1 Health check interval (B{EREMEREFR) , EESRXEFEREREIT BN EE

BfR (LAZERREN).
ith

%ﬂ

ERhttpSF , TEFEALLENttp2, HWBEABES AR ILE,

- SHEOREH , BERIEEREREREMESENEDEL
« ¥5 Unhealthy threshold GEETERME) , EEEEGEEENEETRZE , DAE

BV E/EIR BRI AR K BUR B

(EEM) WREEERAFREAMER TLS HIERFEEH , FHERURA TLS &1k,

- HEXF | ENEEERERLRE TLS &N,
- HHHBRAE , BETIHHP—EEE, BRLATESRERR. NEFMER ,

s
W%

BREEER

« AWS Certificate ManagerE£# — ZEUIREHEBE.

- BEWERBRE (SDS) T —BAREEEARERRRBEERNBEER,
« FEERTE — IEEIF Envoy ZERRFLBIREFENILESBERNBRE,

- (REMN) ERNFEERAFHBENTIESF—EZE , LEAFGRRE{BERBMANEE

TLS BjfE., EEH - THEME TLS , F2REARINEMREE TLS BEXH,
- BHEWFRBERE (SDS ) fTE —WARSEEFARTREREENNRZEERE,
« AEERIE —EEPB Envoy 2ERRZFELBEHEERNBE,

- (BR)WAXEBRER, BEMEHM SAN , FZEE SAN. SAN &4ERZ FQDN

= URI &3,

9. EE [BEVYERRIE] LT,

B IERFE
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AWS CLI
HREMAEVERRBEAWS CLI,

EANTHTAE—BEEERELE A JSON ( AR CHNERR/#E )

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--cli-input-json file://create-virtual-gateway. json

2. Eifl create-virtual-gateway .json FNAZA :

{
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
}
}
3. EHEH
{

"virtualGateway": {
"meshName": "meshName",
"metadata": {

"arn":

"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/
virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-06T10:42:42.015000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},

"spec": {
"listeners": [
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"portMapping": {
"port": 9080,
"protocol": "http"

]
iy

"status": {
"status": "ACTIVE"

}I

"virtualGatewayName": "virtualGatewayName"

WEMEMA App Mesh BV ERFEMNAWS CLIFMER , F2EAWS CLIZE Hicreate-virtual-
gatewayiifo

B ERFIE

HNEBEQSBEAEB/NEEE ECS = Kubernetes fii§, & thAILLE Amazon EC2 #11T{EEE +

I8E Envoy e, MEFMEN , FSEEARESBEARK Amazon EC2 A, MEBEEWMMAIE
Amazon ECS L EPEBHFMER , FSBEHKEE App Mesh 1 Amazon ECS =BG FEAWS App
Mesh # Kubernetes Z8Z& %] Kubernetes, &24EHAPPMESH_RESOURCE_ARNIRIZEBERE

% , mesh/mesh-name/virtualGateway/virtual-gateway-name BR1EETE Proxy #H5E | &
B Proxy WREMRTEEMEQNEB S, RIEFEEE , E Envoy ZEEMNERFESRBAEFE , App
Mesh & /17 APPMESH_RESOURCE_ARN FiEEMNEREHE., BUUEHFEAEBCSHNBEBERE
APPMESH_RESOURCE_CLUSTER REZZ K UBEELITA,

RMEBRLCSBRB[NZEHITEE | WELE Network Load Balancer , A FEHTHEENRE, B8
THBRNREREZBZBRELHFENSREARTEREEFERNERE , Bl myapp.example. coms
WMEFMER , FFSRBIEI Network Load Balancer (Amazon ECS), 2375\ Load Balancer
(Kubernetes) SR : RS E AR Amazon EC2 T M, B ATEAIE App Mesh &5 &
REEZEHIMEZEDS ER

RRABENRERE, NFEFAET  FEREELERE,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-increase-availability.html
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AWS Management Console

155 A 1 B B 38 B @ AWS Management Console

1. FRBERARRMPEEES , LM https://console.aws.amazon.com/appmesh/o
2. EELERTRBRERFENBEMR. SIHEHEBCHESLANMERRE.
3. EEEAEEIPN [EERE]
4

EERCEMBRNERRE , ARER MR, NRERRE F'ﬁ&ﬂ%ﬁﬂﬁﬁﬂ’]ﬁ-ﬁi_ﬂﬁﬂﬂ
MR ERRE, EXALMREMABBOFEERH. &R JF%ME’JIPEJEWWHE/J?%’E
EHERFE,

5. HEHRRAET , WA , deleteRBIZR [MER].

AWS CLI
{55 FA I BR R B AWS CLUI
1. FEAUTHSRRERRE (AEECWEER#E) -

aws appmesh delete-virtual-gateway \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName

2. A

"virtualGateway": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/

virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-07T10:57:22.638000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},

"SpeC": {
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"listeners": [

{
"portMapping": {
"port": 9080,
"protocol": "http"

]
},
"status": {
"status": "DELETED"

iy

"virtualGatewayName": "virtualGatewayName"

MEFEFER App Mesh MIERE#ERFEMNAWS CLIFFMER , FZHBAWS CLIZZE F K delete-

virtual-gatewayfi % o

B EH

FERHEEGREERRE , YERERAELAERGNERRYE, NRBEHFSHER , EALERE
S ECE B RERRTS . 238 7 B IR A RIS PRV ER

BIUKH
AWS Management Console
{85 FA 22 37 B¢ HAWS Management Console

1. 7E https://console.aws.amazon.com/appmesh/ BERX App Mesh &,
2. BELERY GERH. g HEHE BEBELANMERMERE.

3. EEEAEEIGDN [EERE]
4

EEZFTMERAEVRABNERERE, WRREIE , BEREFEXEY —E,. BREL
ERFEREYFERS , MENIRFE5AERESE.

£ "HERE, ®EP  EE "TEVRERHL
6. HREERHER K BEECEARRERBENERE,
7. BRBERBERE | FEE http , http2 = grpc.

o
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8. EHREAMERBRKEE. WRREIE K MELEFEXREIL—HE

9. REHERBHREHEFEREARURNERE, EMBERRBNREME (RARNEH)
BERZEEREAR K FTEERRBREMEERE,

10. (B#E) & "EBRIEF. K EELRERBNELIER.
1. RLLHER  FEE :

- MRFEWERA http/http2 :
o (IBIEM) FE-FEEEEAIE http/http2 B3RP LEE MY 5 EZHE,
o (EEN) EERBEEF-FEEARENERER, IRKERFEEFSAEERS A AF

EEZBRAN
- (RIEM) B ERIHAE-EEREGAZRANNINER  URHEXEERER
AR o

o (EEMH) 8/ EAIFEN/Regex BE-L ¥ URL BEMNF .

c IRTE-BBRERACENFREESSEEERRBNRE/ , LB BER TEET
BENIRERR. REREERBRBNAAMNE , CAUERAERKHARR  REBEBEN
BERNER  #EREAINTENERD I,

/A Important

- BTEEFEE/aws-appmesh* 5 /aws-app-mesh* BRI ICEL, B LRI RR
BB & future App Mesh RERE

- MRERTZAMAERH , AISKEREEFERIBEANKEMERT. Fla,
MRFEMERERH , P —RBEBGREF/chapter , Z—BEFHR
5/, BIBEERwww. example.com/chapter/#§EEH /chapter B K
ERBETTE,

(@ Note
MBS E R /AR ICE |, Bl App Mesh ERAREEE (RELEK
&M merge_slashes ) , UG AEE R B REEB R B AT EE%E,
ESHERNEHEATRANRERRE  MERERKREBE,

- BRTE-FHESEEMRBNES TE , YREAEEREEER URL T2 TERKRE
B&HA
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-merge-slashes

AWS App Mesh EREER
- FRIRENCE-AAERZE URL ERERFEN FEEEmNER,
- (EEM) EHSE-UBNTEELEERASE.

- (BIEMH) FE-1EE http M hitp2 WEE., CRZESANGREEE , EXHT ERES
AR o

- WIR grpc BEWMPEE -

- FHEBBLEHEAN (2A) c2/EBHANT-EERREAERMBTNERERE , LURHE
EEBRERRS.

« grpc IR B HB-grpc REFX ERERAERM API , W FEAESE ProtoBuf,

/A Important

& %aws . appmesh B RIE B BIEE/aws . app-mesh* 5, ELRFEEBRE 4
future App Mesh REBEEA

- (BEM) PREB-EE grpc WHEER, TEZCEEANGR , EHTERERR
%o

12. (W) HREREE

o MEZEWEEA http/http2 :
- MR TFE, HEIMATER .
- ERIMEBNEDENBTA-KER , IUEBEENTABEERBRENERE,
- ERURNBBER-ETHK, "5IRER. SETERIRNE,
- MR THEHERE, SBRINMATER .
- ERIMEBNEDER-RTER  IHEBSETHEEERBRENERE,
- BREFMBA-EEERRTNE. IEERERE.
- MRFAIREXNBERBENCEER
- ERIMEBNEDER-RTER  IHEBSETHEEERBRENERE,
- BREFMBA-EEERRTNE. IEERERE.
o MR grpc BERERE .
- ERIMEBNEDENBTA-KER , IUEBEEFNTABEERBRENERE,
13. 1BE [BIMEEA] UZK.
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AWS CLI
HREHEVRERBAWS CLL

AN TS MEA JSON 2Bk M (AL CHERRE) -

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName \
--cli-input-json file://create-gateway-route.json

2. Eifl create-gateway-route .json AR :

"spec": {
"httpRoute" : {
"match" : {
"prefix" : "/"
.
"action" : {
"target" : {
"virtualService": {

"virtualServiceName": "serviceA.svc.cluster.local"

3. EhsEAl

"gatewayRoute": {

"gatewayRouteName": '"gatewayRouteName",

"meshName": "meshName",

"metadata": {
" "arn:aws:appmesh:us-west-2:210987654321 :mesh/meshName/

virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",
"lastUpdatedAt": "2022-04-06T11:05:32.100000-05:00",
"meshOwner": "123456789012",

arn :
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"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

.
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
},
"match": {
"prefix": "/"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualGatewayName": '"gatewayName"

WMEEF for App Mesh Z 3 BERHEAAWS CLIFHHEER , 2 BAWS CLIZZ Ficreate-
gateway-route i o

MBR Gatel&H

AWS Management Console
{5 F M BR GateE& FHAWS Management Console

1. 1E https://console.aws.amazon.com/appmesh/ BB App Mesh &,
2. BELERPRER GERE. S5 HEEE HERELANMERAR.
3. EEEAIEEI P [EHRBE]

4. BELERTPRBRFEERBNERRE.,

B% B
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5. 1 "RERE. XKD, BEEMROMERH KRB "MER, . IRENRBRIIBE
BB E , BT EMBRFERS,

6. TEFHRAWET , @A , deleteREBIR— TR,

AWS CLI
MR GateBRHAWS CLI

1. ERANATHSRERENBERRE (ALECSNER R E )

aws appmesh delete-gateway-route \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName

2. A

"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",
"metadata": {

" "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-07T10:36:33.191000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

arn :

},
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {

"virtualServiceName": "serviceA.svc.cluster.local"

1,
"match": {
Ilprefixll: II/II
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}
}
3,
"status": {
"status": "DELETED"
1,
"virtualGatewayName": "virtualGatewayName"

MEFEFER App Mesh MERFEERE HEIAWS CLIFEMER , 2 BAWS CLIZZ F K delete-

gateway-route o

FEBEE R

ERSEESEABEENBEISE | 510 Amazon ECS RI& Kubernetes 328, B EHETE
B, DEATKBEEEREERRS Z, ENERSTEEHRNEIMNRARENSECABERS, ER
mEE AL RENTNERRESSREEAE K,

FERHENEEDEER DS EERSIZRABAN Amazon ERAM (ARN), £ Amazon ECS {5
E& W Kubernetes MBMAMAEH , BILERASEHEERZENERSRAIAPPMESH_RESOURCE_ARNIR
BEe, Hlm , ZETERarn: aws:appmesh:us-west-2:111122223333:mesh/myMesh/
virtualNode/myVirtualNode, BEEEMHE node.id M node.cluster Envoy 8., &E
BB  ESAFEAL.15.0FE S MAK Envoy &R, MEFE App Mesh 4$F BN EEAE
A , FBZEEnvoy,

(® Note
RIEFERL , B Envoy EIEEMER A ESRBAEE |, App Mesh A EE
APPMESH_RESOURCE_ARN HisEMNEREE, BulEHEABCHBBRE
APPMESH_RESOURCE_CLUSTER IRIZ£®  LIEBBITA.
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3 FE B AN R

AWS Management Console

= EF AR EEEE AWS Management Console

1.

2

7.

FRERARERMIEEES , LKA https://console.aws.amazon.com/appmesh/o
BELEZEHPERVERDMOEE. S HEHEEEERELANMERES,
EERIEES | &2 Virtual nodes (FE#EETEN),

BE [BUEREH], ARBEERBRNRE.

EEREOHEEY  BDAERHRNERE,

HRIRBRERFE , FEETIHAD —(ERE :

- DNS — iEEERIHFIR KR ERREH DNS T#EH, SERERBEIEE VPC
P, REGFRFSKSBMBTEREZZEHE VPC 52ER DNS RAREE. MRFEEBEH
#7 , DNS AR EEE — 2@ IP fIit, fE VPC DNS [REWFMET , FSEEE
VPC AEwmfEA DNS, ¥4 DNS EIfEEE (&) , 815%E DNS BTN EE ik 28
B, Lo@@ ad Balancer EkE DNS TR RE—HE B L EHWIRE, WmEEKE DNS #
e ERIREIMBRE. KTHER , 8REEEEEA Load Balancer,

@ Note
WMREMER Routes53 , BIEE M MA Load Balancer,

« AWS Cloud Map— lEEEENRBEEB/AM HTTP R =M. HE , Bt BURE [#
B WIEE [R5188] A [{H] , LAFEE App Mesh A LAZEFHAWS Cloud Maphy B 1,
EBRNFEMEEER/EHNHITEE. EEFHAWS Cloud Map , ZHIIRFSEE
HAWSServiceRoleForAppMeshfR B ERF A E, WFE AWS Cloud Map HIEFHEA |
B (AWS Cloud Map B A BIE™E) .

- B - NREHERTHAHPTIEREABWARE , FEIULER,
IP hR A~ fm 4 3% E

s
W%

BBV [BETERR IP RATA], BHMERRNREESAME P RA. BRIFFEE , App
Mesh A& IP lRA,
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® Note
EERHHLRE P RERERSEERTHH IS EDH LERREN IP REFRE.

. ER

« $5{ERY DNS 2R ESRIPv6ILEE, IPv4

- RAEREREMNIPVLELE (AWS Cloud MaplRATA ) , WEFERZIPvEbL,
- AABEARXBYNRESFEAIPvALL,

- BEERRAESMAIPVALLIL,

- BE

« H3ER DNS 2R EEEMIPV6ILEI%E, IPv4

IREIMIPvebiA$#AWS Cloud MapfEH ( IMRATA ) , XERIFEAZKIPvAibiL
s ATHEREXBRYNRHESEAIPve L,
- BEERRAERFMBIPVARIIPVEbIL,

- HiE

« HER DNS e EEBIPVAILEE. IPV6

- BFMERREMNIPvAIELE (AWS Cloud Mapf R ATA ) |, A EFEAZIPVeiEt,
- REMEREXBINGMSEAIPvALLL,

- BEERRPERAMBIPVATIPVEIbIL,

- EEAR IPv6

- 451509 DNS BTESEFE A, IPv6

- REFRAEBRAWS Cloud MapkyIPveititit, 1RAWS Cloud MapiREIIPv4tbit |, BIF
SEAMA IP bt , WEZENERREBIFE,

c AAMEREREINRESFERAIPV6 I,
s SEEERSHERFIBIPVARIIPVGHbLL,

- £BR IPv4

- 45fERY DNS fEATEIER M, IPvL

- REFEABERBEAWS Cloud MapBIPvaititt, #RAWS Cloud MapiREIIPveititit , BIFR
A IP it , WEZHERREBFE.

- BABERERAEYINRESFERIPVAILL, 104
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ERAEER

SRS ERIFTBIPVARIIPVGHb AL,

8. (BEEFEM) AFRFERE — RERRRERBHBAKVAERER.

(® Note

- MREFELABEENERGEMABRERESM (TLS) , EREBIFNERGE
ZHHAREZ/MA TLS WIREEROTHERNRE. AEEHERRBIZZEIE
REERIFNERORLETRE, EENSEHEEIERNRARSVEENES
B, #2828 O BH. NREFERA TLS EFHEENRERKERDD , I TEA
Fifi Envoy RERUBEEELCEMHM 2 EEEEE Envoy Proxy EIUERR < 51K E|
TLS BRFEAR. EVREEER T HFTAERREE LM TLS 5 HER.

- DAREARKRBEERDBHFIARZEAEXTEL Envoy Proxy BUAE KR 7R
ERiRiE. RMEBEERMA Proxy RER , REIAFEUERGHEBANER
iR,

- (BEMN) MREEREBDHHERAERE T2 (TLS) BFrERIRES , HEREH TLS,

C (BEN) MRCRSEY-RSEHTEESER TS, FEEEETHART, EEHL
RS | BERSERS, NROKEEEMERS | MRt UaEsann
TLS,

. WRBESE  BERTHRG—ERE, LHEENERLARFEARARERR. NF
AR ASHERER.

« AWS Private Certificate Authority = # — ZEl—RZERERBE. WETERS , BZF

end-to-end ZEFEMAER ACM BEMNBNEHFIEARIITBEE , FSEBM GitHub
Cer AWStificate Manager B TLS &% TLS.

- FERTRRBARE (SDS ) FtE —BAEARERRREENNRZEEN R,
« AEERTE — BEME Envoy e ERRMLBEBREERNRE, NFTBERE , F

& end-to-end FREEUAIFERAEARRERNBNEGRARXLENE , F2ERABRE
AERREHEN TLS BREEE TLS GitHub,

c (BEM) AT EBNRNERE, BEMEHM SAN , FZEUHTE SAN, SAN A4ZHZ FQDN
URI &3,

- (EZEY) ENRARFRSENTIER —ERE , UERRRIERERER P iREE LK
RAMEETLS BfE. EEE—STHHEETLS, F2REAERIMMREE TLS BFE XK.

BERERBARK (SDS ) T8 —BAEABERRRBEENNRZEIENRE,

B ERER
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-tls-file-provided
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AWS App Mesh EREER
- AEERIE — ETEIE Envoy 2BERRR L BEEEERNBRURME S,
9. (EIEM) ¥R — ETERHEASEZBEARN App Mesh ERRIR

- AERSHIBEIANERERSE A App Mesh [EERREZBHTEMN Amazon ERERE
(ARN),

. (EET.*L) MREBER/RBRIRREM —/Y TLS BE , HEW TLS &E , AR ENBRARE,
o (EEM) MREERERGHER TLS A RIHER , FHERES TLS.
- (REM) IRERABVBH -[SEREERECR TLS , FEERETFRART., FEMN
WHEMERE  FRIFEEEE, NREREEEMEFER , AEsHAAERZRRG

#}4T TLS,
- WRBRESE , FENTIEP—ERE, CEENBIELACHFEAFERESER, WM
FAMETR  FSHREBEER.

« AWS Private Certificate Authority = # — ZH —HZEBREEBE.
- BERBERBERE (SDS ) FEE —WACARERAREERNNREZRENERE,
« AEERIE — EEPB Envoy 2 ERRFELBRHEEERNER,

- (BEM) BATEEREE. EEMEHM SAN , F5EHTE SAN, SAN 4ZH =2 FQDN
5 URI &=,

- (EZEY) ENRARFRSENTIES—ERE , UERARRIERGREAPIRERE
WRAHE TLS B, FEE-S THMEE TLS , F2EERERNMRMREE TLS BFEX
.

- BERFRRBERE (SDS ) FtE —BAEARERRREENNUFEENRE.
- ARERTE — EERE Envoy ZBRERR L BREEERNBEURMESR,
- HEMEAEMRR  FRIN FERKTE,
10. (IREEM) Rosk

EERTEHRFRH , W ALREE Envoy AN HTTP FEAZERR. RPESEERAK/
dev/stdouti&& , LAMEE A LAEA Docker BEERENE F iS4 A6 B HEIRTE , Hlan
Amazon CloudWatch H3$,

(® Note

AL ANABENEAERATNREERNGA , YEXI BN, SEERKERAR
18R Envoy # B R EIEEIME.

ERsRaRE



https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
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ERAEER

EERXXEBHTTPHTTP/2, GRPC, MTCPEBAMRE. HTTPSTAXIE,

a.

MEENEROLFEOOATE | FAEBERTERSNERDE. htp ERBAH
EENATBRERT, LTNE-THYERRXAASAERE. MREBEHR
HEBE.

(EEM) BAERER

EREESRS Envoy TRAMEBAEABERKEVNERHE. CEEREBLNEH
FERERX  BRERTHES Y TRERBEAEXNERARRERE,

BRI EERAMERENN BN IREREEREHE, BERERT , App Mesh &1
RAFmEREERERERESER , UHLBBIERE,

(® Note
EREENEEEHERABELEMERE, MRENEESRBAHER tcp ,
HEEE [RRERF]. MEEWEESRWER grpc = hitp2 , BEEER
KRER, MBREHWEEESHER http , B LLEIBFSE MaxConnection F
maxPendingRequests.

- HRERBE LR, FEEHHERNEE LR

- (EREM) HRBEERLR , BEE Envoy BHEATIINEREE LR EBHBMNER
BB, FEREA 2147483647,

(EEM) AR ESER

HEF Envoy LEEANEERAANEFHERIN MRS ERNERREUE T M AV
178, CTREESREEN—ERR | ANER RIS ER EHE R EIRE,

EEERASHEHE EFEETNRBEDT EAEHTRHEMRHTRE , WRHEER
FHERTEHEPBIR,

@ Note
EEERHREARFERTHENEREEN , AEBRTHNRBREF ETUR
AWS Cloud Map=k DNS , BEEREAMUERESH. ENDPOINTSHNREEA DNS
BR ¥R 3R 75 74 M B FE SRR B LOADBALANCER , B Envoy Proxy R &iREE — IP i
WREEHE LR, EEFER—EFTHPEHRRTENETHNEEENTASE
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ERAEER

e.

M. WFE Envoy Proxy BRI IRREEMEBITANFMENR , F2RERBRES
3£_§!r°

- HRMEMRIBFER , FEERHAFERER Sxx HRH.
- BHRABBRECNERE  F
- B TREBELHFERE.  EERHEFENEERBENEN,

- HREHBE L  FEEERTEHEEESTTRHNERNERBE DL,
(EEMY) BARERIRE — RERESMRAREFRANRE.,

, "R T TE W 17 6 20 4 2 Y B ) R B M EE Ao

2% Health @ERRIZZEEMUN , ERUREREL Health RRRIEEEMME , RISA
EEMRARAE, BeRRERR. RSKAREEAHE. REMBNT RRRER
SEME.

* 7 Health REBHABES , BEBAWHE MRERW grpc , MENBBLAFE

GRPC Health & @AW E o

« ¥ Health check port GE{EREEMEEREIR) | EEEHITEERERENEEE,
« ¥/ Healthy threshold (EERIFREE) , EEEESEEERNEERIFZH , X HEEE

OB VAR AR B AR R TR B

 ¥1 Health check interval (B{EREMERER) , EESRXEFERERERTZENEE

BfR (AZRREN).

« B Path (B81E) , IHEEFEREMEFZ RN BN HEE, RBHE Health B BRI

EAhttpEl , TEFEALELttp2, HUBABES B ILE.

« ¥ Timeout period CREFHIME) , EEEF KRB EERERERENERE UV A

f)o

- ¥R Unhealthy threshold (EEFERIE) , EEEESEERXNEETR 2l , HEHEE

B AVE /AR B AR T AR K BUR B

(EFME) BA TLS K1t — REHEMERBIUAER TLS LRt ERE B

- ERAA | ENEEERES ERE TLS RN,
- BREBRLE , FENTIHP—ERE. BRLATEREER. NFFHEEA ,

s

BRBRFEENR,
« AWS Certificate ManagerE# — ;Z2EUR K EF.
- BSERBERBERE (SDS ) FEE —WACAREREREENNREZRENEE,
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« AEEREER — IBELBE Envoy Proxy  ERRM L BREEERNREURLE
G {8

- (EZEY) ENFERAFRSIENTIEGR—@ERE , LERAFRREABERBANEE
TLS afe. EEE S THMEETLS , F2REARXMMREE TLS BFE X,
- RFERFRRBERE (SDS ) ftE —BAEARERRREENNRZEEN R,
- AEERTE — BEEHE Envoy < ERRKELBIEEGERNRE,

- (EEN)BATEERRE. SEMEHEAM SAN , F5EHHTE SAN, SAN 4ER
FQDN = URI #& =,

f.  (REN) RE

® Note
MBI TR R ARTEIRE | SR SR 3 AR B A A TR SR 9 B
i, BR , NRESREHD BERERENE , B Route L TR L TiE
t. MESEET  BBEKH,

- ERRIF — MREBEESRMHERE grpe. http 3 http2 , BEALIEEERRE, &
RER 15 ¥, WESFEARE,
- REFERE — SulEEAMERRHENRERFERE, RS 300 ¥
12. B2 [BAUERETR) AT

AWS CLI
EEFHEBIIEREIEAWS CLI,
FRATY S HME A JSON EREVFH DNS #TRERRNWERESE (##ERRAZBCH
B):

aws appmesh create-virtual-node \
--cli-input-json file://create-virtual-node-dns.json

2. Eifl create-virtual-node-dns .json AR :

{

"meshName": "meshName",
"spec": {
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"listeners": [

{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
I
"virtualNodeName": "nodeName"
}
3. EHEH
{
"virtualNode": {
"meshName": "meshName",
"metadata": {
"arn":

"arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualNode/nodeName",
"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-06T09:12:24.348000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I,
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http"

}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
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}
}
},
"status": {
"status": "ACTIVE"
I
"virtualNodeName": "nodeName"

MFTEFEA App Mesh B ERFEHFHAAWS CLIFFHEN , F2EAWS CLIZZE hfycreate-virtual-
node}EF,

il B fE 60 R

(® Note

MEKEEOREE ARG EE  REEAEARERETOERE | AEENG
EEHY,

AWS Management Console
= EMiBRE R T2 AWS Management Console

1. FBERARRMEEES , LK https://console.aws.amazon.com/appmesh/o
2. EELERTRBRERDIHNERL. SIHEHE B CHESLANMERRK.
3. HEERIEEAH &2 Virtual nodes (EEEIE),
4

# TERER, ]ET  REERBRNERGR  RRZDMER. FEMRERSR , SR
i ID AASEERBHN TRRHEEE. N TERERE., MH.

5. HEHRRAWF , @A , deleteRERIZR [MER].

AWS CLI
= ZMIBREREEF AWS CLI
1. ERUTHTRRERSGR (AEECSNERR#E) -

WIFRE R E 5 T
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aws appmesh delete-virtual-node \
--mesh-name meshName \
--virtual-node-name nodeName

2. EHEH
{
"virtualNode": {
"meshName": "meshName",
"metadata": {
"arn":

"arn:aws:appmesh:us-west-2:210987654321 :mesh/meshName/
virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-07T11:03:48.120000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

b
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
b
"status": {
"status": "DELETED"
1,
"virtualNodeName": "nodeName"
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WMEFBER App Mesh MiBR EHEETBHIAWS CLIFFMERR , HSBAWS CLIZZE Ffidelete-

virtual-node}g &,

FE B %5 F °S

ERFARTREEEN S EERBRBARE. EEEMERKRARR  BUURERKRHAREY
BREAYAEMEER , EME8EABRKAEEITENERDR,

Destination’s virtual

router and route.
HTTP route

prefix: [
Route B

targets: ) )
Virtual node destination

/ + WEIght
B 5

Bl

E Route B’

New service or service
version

B ERRHRAINTAANREREEEAZRERER,

B EHR B

AWS Management Console

EEE T EREHBAWS Management Console

(® Note
B ERRERN , QXARTETERBN 0B ZEENEE , UEReEZREE , LR
F B2 3T Y E 5 B FR 2R AR BE
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1. FRERARBERM\EEEE , LM https://console.aws.amazon.com/appmesh/o

2. ERLECHTPEVEREHASNEE. gHEHEECEELANMERARE,

3. TEERAIEES | B Virtual routers (EEIEHET),

4. iB3E Create virtual router G2 EERHE HET).

5. ¥1 Virtual router name (EREHREER) , ARNEREHBEERR. RZAF 255 BF
8., ¥, EFHNELR.

6. (EEM) R "EREX, HE K FSECERBHSNEZENBEABE. httpEEERATE
BEERIBEERET. SUUR-THEEEEXRNESEERESR. MERREBSMBRXER
2o

7. iZIZ Create virtual router (B EEKEHT) LK

AWS CLI
EEERAEYERKHAZAWS CLI,

FRAUATHHRIR—BAEREHERLE A JSON (ALECWESR#4E ) -

2.
3.

4.

aws appmesh create-virtual-router \
--cli-input-json file://create-virtual-router.json

&1 45 create-virtual-router .json AR

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
},
"virtualRouterName": "routerName"
}
Iy &I
{
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"virtualRouter": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName",
"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-06T11:49:47.216000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
I
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

iy
"status": {
"status": "ACTIVE"

}I

"virtualRouterName": "routerName"

WMEFEA App Mesh B3 EEHEIKHEFHAWS CLIFFHE |, B2 BAWS CLIZZ Ffficreate-virtual-
routerii Fo

il BR EE 5 %5 EH 25

(@ Note
MREFHEBFEFEABEAREESEMERBBORRE , AIEEMEREXEHR,
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AWS Management Console

= EMIBRE B2 EE HHEFAWS Management Console

1. BFRBEARERMEEES , LM https://console.aws.amazon.com/appmesh/o

2. ERLERPMBRERBEHBNAE., SIHEEFECEEALANMERARE,
3. TEERAIEES | B Virtual routers (EEIEHET),
4

E [ERIXREER] RET , RELEMROERRMBES  ARERA LA (MR, FEZMBRE
BIXmE , CHIRF ID LRSI EERRARN Mesh IR EHEREREMP,

5. EHEREART , @A , deleteREIR—TMER.

AWS CLI
= Z M BRE #E & FHESAWS CLI
1. FRUATHSMEREERESHSE (A CEBCWERR#E ) -

aws appmesh delete-virtual-router \
--mesh-name meshName \
--virtual-router-name routerName

2. R

"virtualRouter": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName",

"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-07T10:49:53.402000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

Iy
nspecn: {
"listeners": [
{

"portMapping": {
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"port": 80,
"protocol": "http"
}
}
]
.
"status": {
"status": "DELETED"
},
"virtualRouterName": "routerName"

WMEBEER App Mesh MIBRE#EEX FRBFMIAWS CLIGFHIE A , 552 BAWS CLIZE Hidelete-

virtual-routerfg 5

B E

PR BN B E BRI M BB, RXBS N AR ILECE SRR ERRYEE R | WS TR E 0 BB H AR E R
o MRBHNESHER , EUUERES R —ERSEERERGR, EUUASEERSHEEN
HEE, WEEAHGDEERREEETRNERA,

E VR

AWS Management Console
{5 F 22 31 B HAWS Management Console

1. BFBERARAMEEES , LM https://console.aws.amazon.com/appmesh/o

2. BELEEHPEVIRANMER. S5 HEHFEERELANMERS,

3. TEAEAIEES | B Virtual routers (EEEHET),

4, EBEEHEFMBHMEBBMNERKRAR. NRREILE , BELFELEY —FAERKHSR.
5

£ Routes (B&H) & , i#$E Create route (B IEH), EEEIKH , LAWK ID X B A
BHNEREEE,

#H Route name (BEHEER) , BELNEAEFRANERE,

7. SHHERHMEE  ERLERANBEANE. SERNBEABELARTESERERREHIFZEIN
EREABABE , UREEREBHINERD .

o
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ERAEER

8. (BEM)YWNKHEXIERF , FBIEE 0-1000 2EHWELIEFLAREHNEE. BKEEEL
HXAH , 0 AREELIER,

9. (EEM)EE "HMERE, . fRTANBERABESD , BELS "HBAEER, ERWERABE ,
REREEEIEAPIBERE.

10. ¥R Target #H5E , FENEKREKHEIMIRE App Mesh EREH  WiISsEEE., BLLE
F THIEEE RMBHEHMEE, FIEEEN B 2T EEIB 100, MRREHY| HERE
B AEMEEEY—E, NRERNERTHESMEERS , AIEE Target EIZE,

1. WRLLHER  FEE :

tEHHRER AT AR tep

o MEZEWEEA http/http2 :
. (BEM) FE-IBEERERIE http/http2 BERPLEEE 5 EEHE,
o (BREMN) EEEMA-FSEARENEZEE, NMRNERKAH[EESEAZERER ,

B Eiw A PREL,

« (BRIEM) IR/ 2/ ERIRERRE-TE URL BRERN T5E,

- BIRE-BBREREHTENFEREERSBEEERBRBN R/, AMBBERTHT

BENNRERA. REREERERBNASAME , e ERAERKMAR  RIBBEN
BERSERR , $EREHITRNERER,

® Note
WMRERAERA R /AR , Bl App Mesh ERUARRIEE(L (RELE
&M merge_sl ash ) , LB RIEE #hR DR FRIEAY AT REME
ESHERNZIHEATRANBERTE , AERERTREH,

- BRTE-FHESEEMKRBNED TE , YRAEEREEER URL T2 TERKRE

B&H

- FRIREXTE-ARERZE URL BIEERIMAL EERAEENER,

- (EZEN) ERHZ2B-URUTRELHERSZH,
- (IEZEM) FE-EE http M http2 BVRE, CRXEGANFERATE , SEHEERER

AR o

o MR grpc BEIEE .
- REEB-EFSERN B VRS

B% B

IR RS
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. (RIBM) PRER-Match RETRENN LR, FEEEBLEGETHEEE
Ko
12. BEEUE I BER.

AWS CLI
EEMFEAEILRRAWS CLI,
FALTHSMEA JSON ( ARECHESE R #E ) B1Z gRPC &H :

aws appmesh create-route \
--cli-input-json file://create-route-grpc.json

2. Eifl create-route-grpc .json AR

{
"meshName" : "meshName",
"routeName" : "routeName",
"spec" : {
"grpcRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "nodeName",
"weight" : 100
}
]
I
"match" : {
"metadata" : [
{
"invert" : false,
"match" : {
"prefix" : "123"
},
"name" : "myMetadata"
}
1,
"methodName" : "nameOfmethod",
"serviceName" : "serviceA.svc.cluster.local"
},

"retryPolicy" : {
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"grpcRetryEvents" : [ "deadline-exceeded" ],
"httpRetryEvents" : [ "server-error", '"gateway-error" ],
"maxRetries" : 3,
"perRetryTimeout" : {
"unit" : "s",
"value" : 15
},
"tcpRetryEvents" : [ "connection-error" ]
}
I
"priority" : 100
I
"virtualRouterName" : "routerName"
}
3. EHEH
{
"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:48:20.749000-05:00",
"lastUpdatedAt": "2022-04-06T13:48:20.749000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I,
"routeName": "routeName",
"spec": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
.
"match": {
"metadata": [
{
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ERAEER

"invert": false,
"match": {

"prefix": "123"

iy

"name": "myMetadata

1,

"methodName" :

"serviceName":

I
"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,
"perRetryTimeout": {
"unit": "s",
"value": 15

},

"tcpRetryEvents": [
"connection-error"

]
}

I

"priority": 100
I
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "routerName"

MEBEER App Mesh B BEHEVAWS CLIFEMER |

A
T o

"nameOfMehod",
"serviceA.svc.cluster.local"

FE2REAWS CLIZ AR Create-route 1§

B% B

121


https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-route.html

AWS App Mesh EREER

gRPC

(EEM) S

- (REM) B ABNERBORBEE  UFSER, BEREEEERE , eNSHEMRBNFER.
- (BREM) BABZNSERZBENMTEN "HE) 8. BERAEERR  BEASENFEREH
. MRBIEEFEER , ELAEERKEH.

(EEM) PEER
212 Add metadata (¥738 R EE H),

c (IBEM) BALERHAGEBENPEENSEE BN THEHER, K REBA "HeL H. BE R
B, BEEEARNAR. S, MREEENFEEREBnyMetadata, FEEEA "2
B, THEML BEAL23, WER "RE, | AEARERETMESUNEMAEERBEZPRERS
BHWERMER123,

o (BRIBM)ER THEDEER ) LRSS HEPEERIRE.

(E#Z) ERERA

ERBRTEAFRAEZEE CRARBEEENRR N FENBEMEN ARRRRE ERRAKZARE ,
BEBEERA. ERRRFEERSAEARESNRERE (2RFNHER). WRERERESRR , Al
App Mesh AIRt 2 B B) ABERH RV ARER . MEFMER  F2EARBHERFRA,

- HR TEERK.  FEARKEERBNECRE. NREENEMEABEERSH  IFTE—E
=B

- B TERERKEN,  FEN—EEL. nREENTAEABEERASEHN , AFEE—AEE.

- SHHERABMLER , FRABRRIKUENER B LR, MRGENEBEABEERSH , AFE
—fEfE. EREDEAMEE.

- ER-RZEHTTP EXEH. BAEBREVEERERVNBEHER.
- B TCP EXAEH,
- EH—HZ1E gRPC EREN. RMIBRBEEVENCEUEREEER,

(EFEM) WAF

. FRER 15, NRLAEETERARE , ASEILEEENSEREEZA RSN ERBERE
RULEERFATESNELAB LR  MEANERFUTUER, MR EREAR
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156 % , FRESEMERER Target WERBEENRFE AR 15 ¥, NEFEESN K F2RE
3L

- NES0FRARE,
- AT UARERRE LR,

HTTP # HTTP/2

(EBEMN) FE

- EERBEXTENIZR. Flun  MREHNERBREEBR service-b.local , MBHFLEKALL
FL¥ 58K service-b.local/metrics , BIZEHEZA /metrics, IBE/BHEMERE.

* (EET’ZE) igﬂyjlj_iio

° (igg’l\;t) igﬂyga%o Eﬁﬁﬁﬁé HTTP2 Eﬁ'EHo

(&)

- (EEM)EW TIEEE,  ALEKIBKEAHAN TRE) B8 BH THhEERE, R
#EWA T, H, BE TRE BSERERNAST. filn, IREEE-BATRAD
FclientRequestIdWiREE123 , WiEW "RE, , ARAFSHETMEESUINMEMIREE RENEE
MEEREIT ¥ 123,

o (BRIBM) BN "THEEER, . KRS ULUHE T ESRER,

(EEM) ERERA

ERBRTREAFRAREZEEL CRREEMENRR N FEIBEENARFRERE, ERRAKZARE
BEBERA. ERNRRFEERSRAEALESNRERE (BFNHER). NREXERERARR , Al
App Mesh AIREE BB ABERHEVRRFRA . WFEFAES  F2EARBHESEFA,

- BHR TEERK.  FERARKEFERENECR. MRECENEMEABEELSN  IFTE—E
=18

- R TERERKEN,  FEN—EEV, NREENEMEABEELRASH , AIFE—@EE.

- SHHERABLER , FRABRRIKUENER B LR, MREGENEABABEERSH , AFE
—fEfE. ERELEAMEE.

- ER-HZEHTTP EREH. BAEREZDEERERVNBEHER.
- EHTCP EXAEH,
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(EEM) WEF

- EXRRE — ERER 15%,. MREEETERRR , ASELEEENFERBEZARNIEFR
ERFEARERUEGEERRAPEZNERRB LR , UEEHVERFA TS K.

- FERFERE — FERES 300 ¥
- WEZEFRARE,

(® Note

NREEENRFRFEARERE FREAMAERSHZEENERSFEENRFEBRX
RERKRE, ER , NREERFED [ERERENE , AITERENERGRN ERE. W
FAMET , FSREREH,

TCP
(GEIEM) REF

- MERERE — BERER 300 ¥
- NES0FRRE,

il B % E

AWS Management Console
1 A M BR & FHRAWS Management Console

1. FRERARERNM\EEEE , LM https://console.aws.amazon.com/appmesh/o
BELEZRTRRXBAESE. S HEHEAERELANMERS,
HEEREES | B Virtual routers (B HER),
BELER P RERIX B RAYER MBS,

£ OTRREL ®kEP , BELSEMRRNEH  RERERELAN "R .
FERRART , WA |, deleteREBIE— TMIBR,

2
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AWS CLI

{5 FA I BRB& ERAWS CLI
1. ERAUTHSRERER (AEECNEBR/#E)

aws appmesh delete-route \
--mesh-name meshName \
--virtual-router-name routerName \
--route-name routeName

2. R

"route": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:46:54.750000-05:00",
"lastUpdatedAt": "2022-04-07T10:43:57.152000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

},
"routeName": "routeName",
"SpeC": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
1,
"match": {
"metadata": [
{

"invert": false,
"match": {
"prefix": "123"
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},
"name": "myMetadata"
}
1,
"methodName": "methodName",
"serviceName": "serviceA.svc.cluster.local"

},
"retryPolicy": {

"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

I

"tcpRetryEvents": [
"connection-error"

]
}

},

"priority": 100
},
"status": {

"status": "DELETED"
I
"virtualRouterName": "routerName"

MFEBBERM App Mesh RIBREEHEYAWS CLIFFHIEF , 2 EAWS CLIZZE &R a9 il BRE% Fa 18

PN
T o
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FHEFR

AWS App Mesh = E A E R IR H BRIE B,

ECS Task / Kubernetes Pod

Port

“““I —

Proxy Microservice
Container

External traffic Port 8080

BB ERIEEHIEZE Amazon ECS £7%. Kubernetes #8E = App Mesh i ZiFT X &R Amazon

EC2 #{T{EEE , HIMERHTURELRRFE, App Mesh EHESSHBEIHRBAMMEEE A Envoy 18
BERBMEG, EREIRHHMBEZE , App Mesh E1R1E App Mesh Thae RIS EF VIS EREMR

Ko

BETRERE

App Mesh 12t T FERERFMEHNMESZ R, MEZBMNERIER Envoy REEU{TEE App Mesh
EBETHETEE K URBERBNAEERE. —EAR2EEREG , ©EEZEEWN App Mesh FR# % 2
HITET. Z—ESERFIPSHEEE , ©2E App Mesh FIPS IRIGuR2H&EA , S App Mesh FRIEZ
B TLSEBIA R R FIEITFIPSHIBRE

B THNIRTEE-FAESEG , WAAURRMAEA/N L L FRESEE —(AE GRaws-
appmesh-envoy,
/A Important

« #£2023% 6 A30 Afg , REHMFEV1.17.2.0-prodREFRATEEEFER App Mesh #
BER, YR e ER Envoy REENBIEFv1.17.2.0 , #RBEFEAENANEE ,
BRMEIEBEBEERTIRAE,
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https://www.envoyproxy.io/
https://gallery.ecr.aws/appmesh/aws-appmesh-envoy
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. BEMAR | RIBRBEESE Envoy IATHREBITIRA, RASHM Envoy ARAT 8
BERFNLLEREF  DERANM UL ETRE,
. AL 17TREENEAESR. ANESHEEE  BSREREBINE 117,
« FRZAX1.20.0.1FESRAARMGLIRA
- HWRIPVEXE  BEGRBERAL. 20N EBRA,

B Tme-south-1, . . ap-east-1, ap-southeast-3MUNNFIE X EEHaf-south-1, eu-
south-1il-central-1&A[LAEH#: Region-code Bme-south-1, . . . ap-east-lap-
southeast-3, eu-south-1FUANE[H#[Eaf-south-1, il-central-1

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-FF & 15 %
840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips
me-south-1
772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-RFE1R%E
772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips
ap-east-1
b
856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-FFEE%

856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips
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https://docs.aws.amazon.com/app-mesh/latest/userguide/1.17-migration.html
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
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ap-southeast-3
o
909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-fFraiZ%

909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-
fips

eu-south-1
R
422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-RFE1R%E
422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips
il-central-1
B
564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-fF &%

564877687649.dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-
fips

af-south-1
5%
924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-RFE1R%E
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924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips
Public repository
%
public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-RF&1R%

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod-fips

@ Note

RIEZS 512 ECPUETMED 64 MiB Wit BERE BEHRISHERES. 1 Fargate , BT LAER
ENRECEESES 1024 MiB WL EE, NEAERAFHMEEEHARERRIME
HERTE , A7 L8 10 Envoy BREsEIR 2 Bo

(® Note

e BHIFT B aws -appmesh-envoy MR EEITHRZAv1.22.0. 0FEE BT MMM Docker
MG, BRMETTEERE , RATRLEEK)N , UBPEEPREANEHTINRER
£, REBEEHEE aws-appmesh-envoy Bz £ , W BKBERELALEREKM4D (
yum ) FZhee , BERMRZBERaws-appmesh-envoy & 18 & = R4 LUEAL2
base 1B — {E#THY Docker B{R,

BT AL E RS ZEBN B EEBE docker B aws-appmesh-envoy:v1.22.0.0-
prod-al2:

cat << EOF > Dockerfile
FROM public.ecr.aws/appmesh/aws-appmesh-envoy:v1.22.0.0-prod as envoy

FROM public.ecr.aws/amazonlinux/amazonlinux:2
RUN yum -y update && \

yum clean all && \

rm -rf /var/cache/yum

COPY --from=envoy /usr/bin/envoy /usr/bin/envoy
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COPY --from=envoy /usr/bin/agent /usr/bin/agent
COPY --from=envoy /aws_appmesh_aggregate_stats.wasm /
aws_appmesh_aggregate_stats.wasm

CMD [ "/usr/bin/agent" ]
EOF

docker build -f Dockerfile -t aws-appmesh-envoy:v1.22.0.0-prod-al2 .

£ Amazon ECR HE5 R tt R 2SR AWS Identity and Access Management ( IAM ) #24l,
I, BAEFEAIAMRBREREESR Amazon WEBERECR. Hltn , £ Amazon KFECS , &
AL A Amazon EBEREENTECSKEHTAR., MREEFEARHEEE Amazon ECR BERH
FEVERIIAMBUR | BRI EEN A Blaws -appmesh-envoy fEZER [E 1545 E Amazon
ERA® (ARN), #ln , £ "us-west-2[E@HFH, F , BAFEETHIEIR : arn:aws:ecr:us-
west-2:840364872350: repository/aws-appmesh-envoy, MEFHMEF , 5528 Amazon
ECR ZEE X, MRMEE Amazon EC2 B EEA Docker , BRI EESRE Docker. MFEFME
A, FSEEHRES S BF.

BIRER M App Mesh ThEE , BLIhEEEURMA M KR E 42 LiF Envoy MBS FEER. BEXE
Eia ot EE Rz e ERELHA App Mesh Thak , BAEFEFAERERF Mesh RIS FE R R
B, MESFEFE  FSBWEEnvoy Upstream®EM App Mesh GitHub RiREIFE, RMEZREMER
App Mesh Envoy BB BEARESBRE,

BERESE

EATIRREH , BEMN App Mesh EH R BHEZE Envoy B8R,

(® Note

App Mesh 454 1.17 A4S EM v2 XD, APITNREERES Envoy Bl EX4H Envoy B
ESE  AIXERTMEFRAZIN v3 XD, API

FT& App Mesh Envoy AR #HEE T YIRBEEE, WHWEEHAEEE Envoy BGEIRAL. 15.0REH
MRAEERER, IREEANRBEERANEG , RIS AR AIREAPPMESH_VIRTUAL_NODE_NAME#£
28
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
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APPMESH_RESOURCE_ARN

1 Envoy BB EEKEER , FRLRBEEHREARNAEEFHEMRKRNERDHNERE

B, THEETEEHHIARNS :

- EEEZ-ARN : aws : EFRRFMIE : Region-code:111122223333 : #B1&/meshName/
virtualNode/virtualNodeName

- EEMESS — ARN: aws: EARRX M@ :Region-code:111122223333 : #@1&/meshNamel
virtualGateway/virtual GatewayName

ERAER App Mesh FAE EER , ARNsHEMEH us-west-2 tEFEHappmesh-
preview , A Zappmesh. 570 , App Mesh FEEE&E P ARNHAY = & 26
Aarn:aws:appmesh-preview:us-west-2:111122223333:mesh/meshName/
virtualNode/virtualNodeName,

THIRBEBE M App Mesh $SERBEM S EAM,
ENVOY_LOG_LEVEL

EERBERSRHEER.

BME : trace. debug, info, warn, error, critical, off

JEE% : info

ENVOY_INITIAL_FETCH_TIMEOUT
B Envoy E#l{t REFERPESHREEEARSEHNE —BRREENEREE,
MFFHMET , FLE Envoy XHFFHHERNE, RERKO , TEERE.

EE% : 0
ENVOY_CONCURRENCY

ERNE SRR B - -concurrency @ B 1TIRIE, #KTERR , TEREMIEE, LBRER R ER
Av1.24.0.0-prodHA ERAES,

MEFMEN , 5F52E Envoy XHFHW oo HIiEE,
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/core/v3/config_source.proto#envoy-v3-api-field-config-core-v3-configsource-initial-fetch-timeout
https://www.envoyproxy.io/docs/envoy/latest/operations/cli#cmdoption-concurrency
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fRELIRIEEEUIRELE Envoy WEETH,
ENVOY_ADMIN_ACCESS_PORT

A Envoy IEE B EEEZBLMEEE, 85 : 9901,

@ Note
Envoy BIEEEEREERRENERD LW EMZEBENERETE

ENVOY_ADMIN_ACCESS_LOG_FILE

EEE#® Envoy FEREHE AN BT R, FEEX : /tmp/envoy_admin_access.logo
ENVOY_ADMIN_ACCESS_ENABLE_IPV6

# Envoy WEBNHYIRAEZIPVERE , BN ERREZIPVL4RIPVERE, RIFTERR ,
EEREA false , BB FEBAERE, IPvLILEE RBLEISHFEMRMGBRMA 1.22.0 RESHRA— i@
Ho

REEH

£ IS LRI EIRERE Envoy B9 AWS App Mesh RERRR, MEFHMENR , F2REENEAES
m*ﬁ'1-b;¥$£_to

APPNET_ENVOY_RESTART_COUNT

EEARERAEH TR THFEREMERE | EXNME Envoy Proxy REZFHRH. REENE
EHES/IX Envoy A RIFCEKIBHAMRE , (LRI, WBHNARER0, RERRER , R
EREATEERENRBER.

LR : 10
PID_POLL_INTERVAL_MS

EERERZENRE Envoy Proxy BEFRENER (EW). BREA 100,

JEE% : 100
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https://docs.aws.amazon.com/app-mesh/latest/userguide/appnet-agent.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appnet-agent.html
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TR : 100

PR : 1000
LISTENER_DRAIN_WAIT_TIME_S

{EE Envoy Proxy EREFERFSEADERBEANERE (U RBEN),
FEE% : 20
TBR:5

LR : 110
APPNET_AGENT_ADMIN_MODE

REBRERXNEENEARE , LHRBEE op (3R unix BIAR.

BHME : tcp. uds
APPNET_AGENT_HTTP_PORT

EEEEEXPBERERt pREERNENEZE, BRKOE > 1024 Ruid ! =0, BHRE
I8/ R65535,

FE&% : 9902
APPNET_AGENT_ADMIN_UDS_PATH

EEEXA TRERudsNEZENER unix FIEBEARE K.

JE&% : /var/run/ecs/appnet_admin.sock

EABERE T, T HIEF - EEREEEN,
AWS X-Ray %

FH T HIRBEESEIRELE App Mesh AWS X-Ray, MEFMEN , 528 (AWS X-Ray [ AEE
) .

ENABLE_ENVOY_XRAY_TRACING

£/127.0.0.1: 2000 AR ARHLIED X-Ray BY. EERA  BUEREAL, BR
50
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https://docs.aws.amazon.com/xray/latest/devguide/
https://docs.aws.amazon.com/xray/latest/devguide/
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XRAY_DAEMON_PORT

EERBRER X-Ray BRERBHERERE : 2000,
XRAY_SAMPLING_RATE

FEERE | LB X-Ray B TEREURE 0.05 (5%). SEEEANROFM 1.00 (100%) Z
B/ E, MREEE , BIXRAY_SAMPLING_RULE_MANIFESTEZEIME., WM4v1.19.1.1-
prod® EFIRAE Envoy BGRE T ELEH,

XRAY_SAMPLING_RULE_MANIFEST

£ Envoy BRBRERAMPIEERRRE | LIRE X-Ray EMSBNEMERCBTTEERR, NE
FHER , FSEAWS X-Ray AR ASREHHNMESRR. RAv1.19.1.0-prod R EFRAH
Envoy MEEZ ELLEE,

XRAY_SEGMENT_NAME
EESIFNEEE , UERTERN X-Ray BBEE., BRBBERT , WEKERE Amesh/
resourceName, £/ Envoy BR&RRASv1.23.1.0-prodSEFIRAZ B IS,

TIRESLHYAHEMER Datadog REERXNEHREARERARABEE. WRFHREA
Datadog Xy X IEZHAERE,

3
¢
ah

ENABLE_ENVOY_DATADOG_TRACING

3

FAMATESR Datadog REER HEHRE127.0.0.1:8126 HE R ZHKEBMINE, EERA ,
BERES 1 (AREA0).

DATADOG_TRACER_PORT

IEEEE BT Datadog RERENIEZIEMEREIEE : 8126
DATADOG_TRACER_ADDRESS

B IP (it AB B FERRA Datadog BRIt : , 127.0.0.1
DD_SERVICE

EEEMNRKEERE , LB EEER Datadog R E 8 : /envoy-
meshName, virtualNodeNamefRZ<v1.18.3.0-prodREHIRAH Envoy BRGHRE X Eith 8
=
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.datadoghq.com/tracing/send_traces/
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FEATHIREEE , LA Jaeger BHERERTE App Mesh &, MEFMENR , 5520 Jacger XHHH A
FI3E™. MRA1.16.1.0-prod R EEMAH Envoy BEEEZESELEE,

ENABLE_ENVOY_JAEGER_TRACING

$f127.0.0.1:94111 A TEEE Jaeger in BH RN Jaeger BHEWE, EERA , BHBEREA 1
(FAERE&0).

JAEGER_TRACER_PORT

EEEZB TR Jacger EEERNEFIEHE : . 9411
JAEGER_TRACER_ADDRESS

EEEZR ST Jaeger 1A IP it : o 127.0.0.1
JAEGER_TRACER_VERSION

EBERERERESEEMBEINISONSPROTOMBGENMER., BRBERT , LLEFFZESBPROTO,
£ Envoy BRRRZASv1.23.1.0-prodSEFHMAZ B EE,

15 B MR
RIE T HIRERBIEAE A C B HHERE,
ENVOY_TRACING_CFG_FILE

£ Envoy RHRERRARPEERRER, MFEFMEEN , 5208 Envoy X
#fconfig.trace.v3.Tracing¥ i,

® Note
MREEMEREEIETCEREE K FHELEMRNEMMEREES |, static_resources?
TEREMBNEEHERE, Hlin , Zipkin E—EREEBHNESNEESR
Ffcollector clustertfy K MEZEEFEUBESINER.

DogStatsD H &

ERATYIRBELE , HSFEA App Mesh F%E A DogStats D, MFEFME , 5528 DogStatsD X,
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https://www.jaegertracing.io/docs/1.21/getting-started/
https://www.jaegertracing.io/docs/1.21/getting-started/
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/http_tracer.proto#envoy-v3-api-msg-config-trace-v3-tracing
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/zipkin.proto#config-trace-v3-zipkinconfig
https://docs.datadoghq.com/developers/dogstatsd/
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ENABLE_ENVOY_DOG_STATSD

3
%
m
a

£/127.0.0.1:8125 ATRRFEREN In B HAA DogStats D #FTER. HERMA ,
EHlo

STATSD_PORT

FEEEEBE BB DogStats D BB EREIE,
STATSD_ADDRESS

FEE IP Uit ELAB ETEER DogStats D F5E IP {uit, F83% : 127.0.0.1, LB REEE Envoy BR
BENRAL. 15. 0 EFMRAEEFEA,

STATSD_SOCKET_PATH

187 DogStats D SFEEFH unix BEETF. MRREELEEHBRA DogStats D

Bl {ETEER A DogStats D FERER IP {UHhEREIE127.0.0.1:8125, MREE
FIENVOY_STATS_SINKS_CFG_FILERETSHiTEWENE , ©HBEFTER DogStats D #
£, £/ Envoy BM&MRASV1.19.1.0-prodREFMRAZ B IS,

App Mesh &
T 5 &0 7 Bh R ER E App Mesh,
APPMESH_PREVIEW

BEREALERELE App Mesh TREBE RS, MFEFAER App Mesh AEBEMWFFHER ,
EZBApp Mesh,

APPMESH_RESOURCE_CLUSTER

BN T , APPMESH_RESOURCE_ARNE Envoy EIEZEMBREEF5IHEEHE , App Mesh &fFH
BEDEENERNER, ZUlERERABE SN BAMBERE APPMESH_RESOURCE_CLUSTER R
22 UERRTA. HWEBEIEEHE Envoy MEENRAL. 15. 0 FHMRAEE EH.

APPMESH_METRIC_EXTENSION_VERSION

H—:EE&TE’%J«XEXFH rE1IARENBE.) EEEMEHR, WEBEEFER App Mesh EE EREHEE
MMEER , FF2 B App Mesh B App Mesh B App Mesho
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APPMESH_DUALSTACK_ENDPOINT

AHEREREMRLE App Mesh S BIRR . BXELERE , Envoy SEAKMEHEHERINGE
MiEE. MEBERT , WERRRER false , AEFEIHAWIPvLE., BB RBEEIGERGERA
1.22.0 HEEKRA—EEM.

B 2R

ERATHRBEEE |, IUERRERTEBRERE App Mesh, MFFMEF , F2REERAERX
.

ENABLE_ENVOY_STATS_TAGS

Y
r

BAEARBEERNEZERappmesh.meshMfappmesh.virtual_node. MEFMENR |
EIfHAE, TagSpecifierfEfEXER, EEMA , FHERESL.

ENVOY_STATS_CONFIG_FILE

£ Envoy RBRBERERAPEERREE , LEECHERKTERTAR Stats EHHERER, 0F
HMER , FF2MERE, StatsConfige

(@ Note
RECERATEREGRBNETRTERHERTTREEE N Envoy EATHELIR App
Mesh MREEIEFEFFHIMREE, ERRBEFH —EEDR. RFNEZRRTER Envoy FiETT
FARABIRBRE, WRGFEREHLEN , RMEEEFIE 7T EEBBENLERERE
Mo

ENVOY_STATS_SINKS_CFG_FILE

£ Envoy FHRERRAAPEEERER , UMEECHERKRKEEERMERE, MEFHEER ,
ﬁﬁ'ﬂ%o StatSS|nkEﬁﬁyﬁ¢o

3
B

RANEH

IRIEE EAPPMESH_VIRTUAL_NODE_NAMEFIAPPMESH_RESOURCE_NAMEZE Envoy iRZA<1.15.0HE
BRAPRBEXE, T8, efNAXZIERENERK, TERELEHE Envoy IRA1.15.0RES
IRAFEEERA | ™2 AAPPMESH_RESOURCE_ARNMAFTE App Mesh %%,
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https://www.envoyproxy.io/docs/envoy/v1.6.0/api-v2/config/metrics/v2/stats.proto
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-tagspecifier
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statsconfig
https://github.com/envoyproxy/envoy/issues/9856
https://github.com/aws/aws-app-mesh-roadmap/issues/283
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statssink

AWS App Mesh EREER

1S ERFYERE R App Mesh
BLT & B IR A RS B B S M App Mesh 53 MU BFE5 2280 Envoy BREREMER.,

ik B B R A

MREHREIE 2020 F£7 A 29 HZ AR EME , App Mesh 81 2020 F7 B 29 HR 2R BB A
1R F REBE P ATEHTTP, HTTP /2 Ml g RPC EBREN AR S ERBERBR, NREKE
2020 £ 7 A 29 BZ AR F R AT MK , IFEEE 2020 £7 A 29 HZHl. EARZETFEN
FISFERERITRRBOR, ERRFMRITH—RAWS THE, XBEREEXRR , RHESEY App
Mesh EREZRE ARz BB MEM future Envoy BEHEVERBE, BB ERAERA RN
HEES , FESEELE .route.v3, RetryPolicyfE 453,

B8 App Mesh B A App Mesh £ ERERTIREER , App Mesh BRI 45
FiEH. HAEALUEL App Mesh BREFRE , ERBERERTHERMEFRT App Mesh EFR
REl,

ERRAELEREARENMEETRAP, REEIR Envoy FREFEITERBR. SEEMRMER A
MI@)IE REBAGEREIXL Envoy, config_dumpFERFERSTETIERE

- RREHRE —2
- g RPC EF = — UNAVAILABLE
« HTTPEHESH# — 503

(@ Note

EEEVSRSEHTTPIEREEMN App Mesh BBHER/RRI, 718 , AR Mesh BBHE
EEU? AlofLAS#H, server-errorsigateway-error. EMEEBIES038E5R, MEFHME
Eﬂ 9 nﬁ/ ﬁ%mo

« TCPEEEH — connect-failure M refused-stream

@ Note

LB SHRERT—EEHH App Mesh BRBEERFR, T8 , EAEXHEREHESR
FAIT LA S connection-error , EHE R connect-failure. MEFMEA |, 52
B H.

- B — MR ELFEARSFTEREEE (BFER/ER/FIRE) , Envoy 2ERAEA.
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https://console.aws.amazon.com/support/home#/case/create
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/route/v3/route_components.proto#envoy-v3-api-msg-config-route-v3-retrypolicy

AWS App Mesh EREER
TR BT IR 25

B8 App Mesh FERB4SERF , e R LB IREIRRERERE Envoy TEE., WHEFHEER ,
BRES. CircuitBreakers. HEXIE PR EI{E. FEiB App Mesh EFEIELEREAPI, BLFRER
BREFFETR, EERGARE  FRATENE , AR EREELS Envoy. config_dump

WMRIEHIMRFFE 2020 F 7 A 29 B2 el REME , MEHREE 2020 F£7 A 29 BRZBREUMN
WP EFNZEISE , App Mesh EEBEFRBERENHERRE , AREFEAERR. MREE
2020 £ 7 A 29 Bz uIMRF R EEMMAE , AIEAMEHE 2020 £ 7 A 29 BHZRE App Mesh H B
BN ARERERERRE , BRIFLHIZENEE, AWS XBERBERER® , T3 Envoy :RER
App Mesh TR EEHEERERE 2 RBBNABIHE LRE

2w

* max_requests — 2147483647

* max_pending_requests — 2147483647
* max_connections - 2147483647

* max_retries — 2147483647

(@ Note
ERENBERTEGRMED App Mesh AR ETRRE , BEBE LB IELE,

BB R E1.17

WERR R SPIRE

R IEIEB App Mesh £ SPIRE (SPIFFESI{TREERIRIE) , BEERERHEBEE LRI , FBHEREHL
F0.12.09SPIRERERERREDIRA (2020 F 12 A%1T), ERZ1.16%& LA X ¥ Envoy lRAHIE
_ﬂﬁlﬁ&zlxo

BRAERNEE

A ERLEL. 17 , App Mesh &% Envoy SREATAREARE2RAEE A 5|, EERILERZHA
FRRRAE , ERIEAR Gateway BEAPHEEABAFEEAREAPETHEIRESIA,

1E T A & T A AR
E-E [ AR — EERRES , FEA : 7=

FERR IR 25 140


https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/cluster/v3/circuit_breaker.proto.html#envoy-v3-api-msg-config-cluster-v3-circuitbreakers-thresholds
https://console.aws.amazon.com/support/home#/case/create
https://github.com/spiffe/spire/releases/tag/v0.12.0
https://github.com/google/re2
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(?=example)

EP rm

¢=T‘ﬁ ﬁ%%#ﬁﬂf}ﬁﬁmkﬂﬁgﬁﬁ’l’.{ RACMHAFTEEFFEM O ERFZFERTERN—
o H App Mesh X EIEAIRTAFEIMN , HItEREL —RARTEERELF S,

(example)
BE- BN ERUFBENFEREREN, 2!
ex(?!lamp)le

ERREXARE S REANZBrREENBATLTE, EXZBIERAT , EUURATEFABRT
.

ex(amp){0}1le
MRREXAGE—EZRE , ITUSEREAEYFEA SHERATE,
prefix(?![0-9])suffix => prefix[*0-9]?suffix

RIBEH AP | BT REE AT AE B B AR LA

{
"routeSpec": {
"priority": 0,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Mprefix(?!suffix)"
}
}
]
}
}
}
}

HENEENEFE 141



AWS App Mesh EREER

{

"routeSpec": {
"priority": 1,
"httpRoute": {

"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}

S ERACEERN THR RRETRRR "®RE. NEE, FREENERARTEL a0,
MENFAERMERE K SRBPLEN "R, FENEE, Hk , EEWAUREEAEREEIENS
Mo

{
"routeSpec": {
"priority": 0,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix.*?suffix"
}
}
]
}
}
}
}
{

"routeSpec": {
"priority": 1,
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"httpRoute": {

"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}

}

hEfeRERE , K "TER. GENEERHERSHESLIERF , LA Tprefix, BRENAE At
FRERHBEERKE LB TR P AR

R@2E
ROs|ARBBEERF —EAREFAEARGEREREINN—ELZE. MAEEELX.
(groupl)(group2)\1

\BENLEFORPBRUHBEERNFE n EFEFFANEZSVNE, EEEMFF , \1FEREEZR
B A(groupl) B R A%,

(groupl)(group2)(groupl)

BLERLUEIBRE SR 05| FAERAERS|I AERMER , RAIFFR.

BFERERRX

ZRERBERGHHREEESR | HEEARE App Mesh, ZRE AR Envoy RIFHEIT , RIFE
BRABDEHEEE, TRIETHERTESMEBEIR , SURHSERIEE App Mesh FRER B
BB, SR AR B E thith £F S HF AR AR B SR R

BRI LR "TREREN ., REREE Proxy BERETEREFHE Envoy Proxy HR S, MRELE
KB, B Envoy R , RAEEXSRHEREMMNERARGE, B0 UE R H PR R ERE AL T8,
REBERN B EBREERR Envoy B , BUREBELNEREXHHET &M,
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£ T 5B EERE Envoy WRERER :

« APPNET_ENVOY_RESTART_COUNT— EEEREAIZSER K REBEXZEHEHRE Envoy
Proxy BEREF , BEFETEWHAE Proxy BEEFRERATREMBRENE B, B Proxy 2
SRR ELABNERLT , RRGFARBR TEIEEHBAR 2T , EFBRRLD EHEER,

e PID_POLL_INTERVAL_MS— ElENHE R A6 FEREREFA100, EREANER , BB BAHEH
FEREREREN TERBEWEKAEL |, BALTE Envoy 12548 R E SOt 5 R M EFRE .

» LISTENER_DRAIN_WAIT_TIME_S— REMEBHE K FEEAFLIEIRERENBHFIBAETR
EREF, il , MEWEAXAGFRSRE , Al Envoy Proxy REERRBZBFERRE , BERIHFARRAE
FLETHERE@A L.

« APPNET_AGENT_ADMIN_MODE— EtEBREAtcpHFuds , KEEASRALTHERNE.
HEENE A Envoy Proxy EBINZ2ind , WRMH T API RETRRRERE, EYE
¥, WA Proxy BIEZEMR T
* GET /status— EMRFEMRTEESLECDRBHFER
« POST /drain_listeners— HFHFrBE AILER,

« POST /enableLogging?level=<desired_level>-FE{FiErCskesH 45 B HrC8&MR A,
« GET /stats/prometheus— #7R Prometheus &V EHRETEIE.
« GET /stats/prometheus?usedonly-EE R CEFNHRITEIE.

WERERENAESBNFMEES , FF2H Envoy BHREEH,

#ARA<1.21.0. 0888 , FTWWAWS App Mesh{EER X B E1E App Mesh &fE1L Envoy B &H |, 7F
ZEEFAERSBEPETEANEREE,

HEREREN 144


https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
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App Mesh T B 1%

58 App Mesh WEH —BEFEREHBREEAERXNNTEEES, App Mesh REAFERFZTRIMNE
8%, EEMERERAR,

Envoy RE[RESM App Mesh RELUTEEAN TR | HHEEEE HRAEAEXMNAEMARSS :

- HE
+ Metrics (154&)
- Bt

H &

BUERMMANERBER , SO UEBERE Envoy FEGE#, BXEAT , EREEREHMN [
%) B , EREERISRETERRE.
Logging

HTTFP access logs path - optional
The path used to send logging information for the virtual node. App Mesh recommends using the standard out /O stream.

Jdev/stdout

(3 Logs must still be ingested by an agent in your application and sent to a destination. This file path only
instructs Envoy where to send the logs.

FREGFE R Envoy FEGE#%/dev/stdout B EE #4818,

Hiformat , EEMBETREMER 2 —text , jsonT, FMER. jsonEZTHRBYUWSHERA
JSON ## , AR BB EMEERR I L.

THREXBERERETEREHL JSON RREAWS CL,

"logging": {
"accesslLog": {
"file": {
"path": "/dev/stdout",
"format" : {

// Exactly one of json or text should be specified
"json": [ // json will be implemented with key pairs
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https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html
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"key": "string",
"value": "string"

}

]
"text": "string" //e.g. "%LOCAL_REPLY_BODY%:%RESPONSE_CODE%:path=

%SREQ( :path)%\n"
}
}

/A Important
RERELNBAERE Envoy BEB N , B A Envoy BB E#H W& & E R FRH

fferror state.

B85 Envoy FERRSREE E R /dev/stdout , EEEE Envoy REREHKESE . BLUEH

M Docker HFBBREF & CMEH T CloudWatch B EMHEMEERL , Hl0 A Fawslogs, M
EFHMER , 28 (Amazon ECS ECS ECS Hi#ité%) HHIFEA awslog AFEEEN . ERAEE
4 Envoy ZENGC 8% (M AR E b Envoy BESiCEE) , B LUEEREENVOY_LOG_LEVELBoff, &AL
ERTERANFEREHER , MAFEEEHFHESREQ_WITHOUT_QUERY(X?Y):Z%, MEEHS , 7
Z/@RegWithoutQueryBXLIERX. WMEFMER , 528 Envoy 4P EFEA G &

£ Kubernetes LEYAZHH 5%

#1¥f Kubernetes £/ App Mesh 2 HIE58F , B LUE B GAEHIEEEBHMRARRBRELEF
ENGESRH ERETR, , I T SIE TR,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: virtual-node-name
namespace: namespace
spec:
listeners:
- portMapping:
port: 9080
protocol: http
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/formatter/req_without_query/v3/req_without_query.proto
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/access_log.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
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serviceDiscovery:
dns:
hostName: hostname
logging:
accesslog:
file:
path: "/dev/stdout"

BN EELBERBZESTIL S EINEELRHE |, AW Fluentd, MEFFMEN , B2 EAE Fluentd 5%
E A DaemonSet LAS e 848 E1A E CloudWatch e #k4E,

Envoy E4 & EFAR B HIBREEE Astdout. EL HFEHRIRA T # Envoy B2 App Mesh
service-to-service REMNBEBIEETRH, B LAERENVOY_LOG_LEVELIRBEE BRI EISEMN
Bik. Hlin , FHXFRELHEIECHEE , BN Envoy B4 E HTTP ERMEFTHNELE,

[debug][router] [source/common/router/router.cc:434] [C4][S17419808847192030829]
cluster 'cds_ingress_howto-http2-mesh_color_client_http_8080' match for URL '/ping'

B K ENETRE

NER—EREBRAFEEEE , (RAILARUEE B K& ECS FAWS Fargate. & o] SUE R FIHY
BAWSmERHRE|FEA Firelens BRI,

"‘—JLXEFH CloudWatch RINEFEHEAURIEE, B LITE App Mesh X & CloudWatch K& 15
ERIHPRIEENESZEE.,

A Envoy EEEERZNERES

Envoy #EERDEAUTEEREE

Tif — BEARERRRNERNMEREBHRES R
Lt — EREMRIBFA R HAEERNMERMEENRELER
« fABREF — #R Envoy REFREMNABER, Hh @R ERETHERNIEAFTSFER.

£ App Mesh A, REREB LBENTHRE, fln , RENEFKRIINBERUARRERSZHLHER
## Envoy 7 EATHRE. ATESD L‘kaﬂ?éﬁ’*“E’JJ:‘fiﬁﬂT‘ﬁ?umE , App Mesh ERIEME A K
RN TRE S ME— 5258 Envoy 1R :

* Ingress — ER O RE B[N ERNEREBANEENEIR,

BN EMERE a7


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://aws.amazon.com/about-aws/whats-new/2019/11/aws-launches-firelens-log-router-for-amazon-ecs-and-aws-fargate/#:~:text=FireLens%20is%20a%20container%20log,for%20log%20analytics%20and%20storage.&text=This%20means%20you%20can%20use,your%20own%20Fluentd%20output%20plugin.
https://github.com/aws-samples/amazon-ecs-firelens-examples
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#cloudwatch
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#cloudwatch
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- B EREBEEAS[ABINHL R Amazon ECS 175 Kubernetes #8577 H #Y B4R M55SR ABEIRY
EENMER,

TE# T Proxy MR ARasZ B EH.

Amazon ECS task or Kubernetes Pod

= HHH‘
Egress

Proxy container Service container

ERa & B

T ## Envoy WM& & B AR HE RIS B 121 App Mesh FEZRHNERIFEEEA, ELER
App Mesh BLEMFEHFFEEIR :

o EEEEES — Proxy BEETHERNMUFEREE, EL—REFRF , App Mesh & ¥ A Amazon
ECS 3% Kubernetes B REZ W AEERENX  URARGEHMRESSFNH LIZER
o

- B — REARFMEFVRAEERENES EifnBEHE. £ App Mesh # |, B RBAFER
TRES  URENRB ERIINA LM ERER,

* ER#R (Routes)-ELHEREHEPEFERNER. MBS RELERFRURBEFRN B REH
B9 R4

IEMBEFHAER — EHFEEN P i, ELEEREEAAWS Cloud MaptERR T # = # 4l
BF , App Mesh SRR 2|V BRI 1T E B M A Iw B EREEZE Proxy.

- HZ — SREETRERAZHMZES®M TLS BE. EAWS Certificate ManagerfE i F i {7 IRE &
FBHHRFREAEF | App Mesh 2L AN ERREARBREREEZEEN Proxy,

App Mesh EFH—BMWEER B Envoy BIR , A LAE FIEL S RELE A E L B,
THREBSENEENG R FEYR TH Envoy 7 App Mesh FIEEEEEE,
EEHEERAR
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EREAREATIHBANOT

lds_<traffic direction>_<listener IP address>_<listening port>

LB EEEEE Envoy PREEN T 5IEERERS ¢

* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001

£/ Kubernetes CNI A R R IP RMEIREAI , Amazon ECS £ Kubernetes T RESE
b 2iE#ZE15000F15001, App Mesh EFEAEMEEEEZENERE Envoy , SAEZAO (BA) Md
O (EH) REg. MREHMEERDHEY EREREERE:S  MT2FimAEEESX,

BEEH
AEBDBEEERTHRAMOT -

cds_<traffic direction>_<mesh name>_<virtual node name>_<protocol>_<port>

CHRBREERBETNERDRBRTECHESR, WEIFATE , App Mesh €4 Envoy Z2#1TH
BHEVESE  UEREMRSRTASEAREEEEZXMARR,

Flan | MREE— (AR BEEEREE Fmy-virtual-node® http RENEREIE; , 8080 EHE
MR B AN BEEFmy-mesh , Bl App Mesh 2 E AMEE cds_ingress_my-mesh_my-
virtual-node_http_8080, WEE A MAEARKEARSEF ZMEmy-virtual-node® B Bk,

App Mesh th AT REEE V. T B EMWBE/MEKREE, ELHMARET —EHEEABTHARERNER
HHE.

- AREREMBBAWSENES. FARBERT , LERRENEEERII XS HAWSER

7% : cds_egress_<mesh name>_amazonaws.
- ARSTERFERBNRE. EBEUULLHZ
- HIAEBEEESESS - cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<protocol>_<port>
- WS EEHESS : cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener port>_<protocol>_<port>
- BEMEA Envoy WHEBRRRBBHEERR S UERRMOVES (Hla0

TLS)static_cluster_sds_unix_socket,
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#i45 App Mesh

ERAEER

A THRHA Envoy PATANER , LT ROEBAEFER=EERDH. WRPHESRKRE. EHEKH
SRV H AT UZE , RATCPHTERME Envoy WIERP, EIEHP  ATERKHBSEEERE
8080 LH) http FRE.,

Mesh: online-store

product-details cart

Envoy \ Envoy \
A A

website

Envoy

|Semice

HPEBS RS EHIEENABLE_ENVOY_STATS_TAGS=1Z#RPHITH Envoy RERR, EZi
THIEZEHEFIEE Proxy BHEHNFTEIEE

* appmesh.mesh
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« appmesh.virtual_node

* appmesh.virtual_gateway

ELEBREAPER, ERFHIERRENER , UAFEARRPNEREBERER,

i

EREH
MEERDHNKEEFUTER

- MEARAONEARENEREREN .
* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001
- MA@ HESE  ARMEERDRHRRE
* cds_egress_online-store_product-details_http_8080
* cds_egress_online-store_cart_http_8080
- WBURBARNBMAEE

* cds_ingress_online-store_website_http_8080

ERREEHN

« listener.0.0.0.0_15000.downstream_cx_activef Envoy W/EF i A M EREE

« listener.0.0.0.0_15001.downstream_cx_activeEd Envoy W/ER s BB ERE B
E B E S EAEREA TR PTEILNER,

« listener.0.0.0.0_15000.downstream_cx_total-B2{F & K A M EARE B,

« listener.0.0.0.0_15001.downstream_cx_total-BAEEM H DR EZESE,

MERBNERSUBZRE  F2H Envoy RYHFHHIER,
]

« cluster_manager.active_clusters-Envoy EEBUED —EEENEERE,
« cluster_manager.warming_clusters4&{f s RERNWEELE,

THEEINEFERFEANERcluster.<cluster name>.<metric name>, ELIEEZBEEA
BAEH PRI -8 , A Envoy BEEEH -
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* cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_total-#BUEMERFMEE BN EEAE,

» cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_connect_fail— #BUHEEE MEFMAE Bl < M &k BAYEIFE
o

* cluster.cds_egress_online-store_product-
details_http_8080.health_check.failure— @AM E @505 K & B & BAEEAR ERR
BB

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_total-#BMEMEMRFMER ERBNEREE,

 cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_time-#fILFERFHEE BB HNBERMEEN R,

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_2xx-#EuLEE REFFMEE TN HTTP 2xx EENEE,

MEREH HTTP $EIE%E , HS M Envoy XM ER,

EEARFES

HERELEHEE App Mesh BHI P HEHAEEMENER , ZEHTEFXE Envoy HWEERKES. &K
MEBEEREP—LRASEER , LUEE Proxy REBREHTEATRSEEFBEHNE, KEEEEH
SPHE R EAR S R B E T 2 E B Proxy 1 App Mesh #ZWEHTHIERE , BF5iE18 App Mesh APl EITH
HBREE,

« control_plane.connected_stateERIEEZE| App Mesh B , WEEREA 1, BAIA 0,

- * update_rejectedEnvoy EREBHNEEEHEE, ELBERHRAFPEEHERFTH. Hlan , o
RIBH App Mesh :2E A Envoy EZBERWERERN TLS BF , MISERI S BHEEENE
o

- HNEMNWEERSRMIER , MEitEIEH Elistener_manager.lds.update_rejected,
- WREHTFHHIER , MBS Rcluster_manager.cds.update_rejecteds

« * update_successApp Mesh $ R IBHETHWRINE EEFHTNE . HPIIEMEET Envoy B
RFEIA WY Y] SR E RE AR R

- WRBHERSEHAKI , HETBIBHERlistener_manager.lds.update_success,
- HRABEEHRI , MEtEBERcluster_manager.cds.update_success,
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ERAEER

NEEEARFNELRE  F

[ =R

2/ Envoy XHHHEE A AR

Envoy FECWIREURAGLNMBERENZEBHE LREFZRIAER. ETHREBIBERITER
NWEZEE , 2K Envoy WIEFHNHKER. BLAERERMIEIR Proxy WEEEEE (BEAR) £

B /statsimEENE9901,

BIBEEANRERERSEERS  statilRE

/A Warning

2AFTE. ATR-ERFIRRAZE,

MREREBERBEFAZERERDEE , AERTRATHERNRE stat 51K , ETEE

TED g SR A% 14 32 Ko

RMEBEEARFERBL.22.2.1-prodRE S R4, ETE

BUNEERT,

B —#ERREX (SL/EE @
Ay EREEXENBEBRE

http.*ingress*.rds
.rds_ingress_http_
5555.version_text

listener.0.0.0.0_1
5000.http.*ingress
* . downstream_rq_2xx

ZEEEERS (ML) /B8 "AO
HETHETE S, <protocol>,

<port>"E5 33 5] & 5

http.*ingress.http
.5555* . rds.rds_ing
ress_http_5555.ver
sion_text

http.*ingress.http
.6666*.rds.rds_ing
ress_http_6666.ver
sion_text

listener.0.0.0.0_1
5000.http.*ingress
.http.5555*.downst
ream_rq_2XxXx

listener.0.0.0.0_1
5000.http.*ingress

R

/Ch

1£ Prometheus %2+ & ZI

EHER
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ERAEER

E—#REEX (SL/EE '@
Al EREXNRNBERRE

http.*ingress*.dow
nstream_cx_length_
ms

MERBRRITERIRRNFEESA

ZEEEERS (ML) /&8 "AO
HFETHETE S, <protocol>,
<port>"E5BEES Bl & 77

.http.6666*.downst
ream_rq_2XxX

http.*ingress.http
.5555* . downstream_
cx_length_ms

http.*ingress.http
.6666* .downstream_
cx_length_ms

20 Envoy XHHREER . WREEAREENENFHE
&  F2RARABEREEENHEH,

Prometheus App Mesh B2 Amazon EKS

Prometheus 2 —ERNERBEZEMNERIEHE, ©HIhEE

—REERH THEMRKREANER

MR, WFEHREI Prometheus MEFMIERR , 5528 Prometheus XHHFHELE . Envoy A UEIBEIE
SYBEBERITKREBHEIEE /stats?format=prometheus.,

o

* appmesh.listener_protocol

« appmesh.listener_port

LA 2 Prometheus IR B KT SRR KT SR LR,

- B THAL ERSBFIRNERRIER

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 931433

R E RS ERERMRA v1.22.2.1-prod BEF , EEMEREANEE TE A ZREANSERTE

« BH TADO, WHFFKETEER, <protocol>, <port> M+ ERBKIGERS v1.22.2.1-ERBE S RA

EHER
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin#get--stats
https://prometheus.io/docs/introduction/overview/
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envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_node="foodteller-

vn",envoy_response_code_class="2",appmesh_listenex_protocol="http", appmesh_listener_port="555
20

- BF "TAOL WK EIR. <protocol>, <port> "+ BERRBEEGRBE

envoy_http_http_5555_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 15983

HNZEEESS , cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener_port>_<protocol>_<port>4H%EENKRER

BRI ER,
- R TR, ERRIRNRBREES

envoy_cluster_assignment_stale{appmesh_mesh="multiple-listeners-
mesh",appmesh_virtual_gateway="tellergateway-vg",6 Mesh="multiple-listeners-
mesh",VirtualGateway="tellergateway-vg",envoy_cluster_name="cds_ingress_multiple-
listeners-mesh_tellergateway-vg_self redirect_http_15001"} 0

- BB TAD.) WHFHHEFTRIR, <protocol>. <port>,

envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_1111_http_15001"} 0
envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_2222_http_15001"} 0

% Prometheus

1. #% EKS FREENNEEE

helm repo add eks https://aws.github.io/eks-charts
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2. &% App Mesh theus App Prometheus

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system

Prometheus {5l

LT REI Prometheus KA fEFZHE |, PersistentVolumeClaim

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system \

--set retention=12h \

--set persistentVolumeClaim.claimName=prometheus

£/ Prometheus BEE

+ B8 EK # App Mesh — AJEIZ 1 : Prometheus

i

JE1® Amazon EKS T ##EE Prometheus 1 Prometheus HE Z1{E !

« Prometheus X &
« EKS- A Prometheus W4 FTEEE

CloudWatch App Mesh
CloudWatch 35 i EKS BX4SERETER

BB CloudWatch RN R EZNHEE |, WASHREAN Proxy WERETE, NREER
A Amazon EKS #5 |, BITLAERZ L #ER  BIR Amazon EKS B App Mesh FH S ERE T # 5
GitHub, BRI LLEREMERNZE LSRR  EHRE L ZHEFIEAREN,

FEABERTHEHEN AMFTHZEREBRER , BHAKEBRMEA Prometheus 18125 & % % CloudWatch
REEXPNSBHIT. RELEDE —@ Prometheus HMEEE , ZBELE TJ1I2IVE AN S EHKTEIE
T&, MEFHMER , 5528 App Mesh 9 Prometheus 38121 App Mesh BIIEHE,
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-prometheus.md
https://prometheus.io/docs/introduction/overview/
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/eks
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-metrics.html#ContainerInsights-Prometheus-metrics-appmesh
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EERVREABAMEER EEWENIEEN App Mesh BET CloudWatch &&RHRX , K BRHRE
#9 Prometheus IEZH BRIEFNLTBHIT. EREHEA App Mesh ERERE , BHNEFSHBEAN
HENEE,
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EZIH9$EE CloudWatch,

B ERMNBEEREHETHEEFEH Prometheus HIEUEZR R G,

CloudWatch &4l

A A BRAWSTIR 67 7 B CloudWatch Hr 3k B S5 6I4H 28

EHRZELS#IR CloudWatch

« EEMH App Mesh FRETE P #TIE B IR RS8R T BE
- BF EK B App Mesh-AJ 8 E 1 : CloudWatch
- £ ECS L EAEARXMENIEZEMR

App Mesh B9 App Mesh B9 App Mesh

Envoy £ B BEEIBAREIEEENER. EEREAEXBEEBEN AL THE, HRER
ARH% , R HI AT DU E R EE SRR TS E R RRIG EN E R M ERFERITER.

App Mesh EEEFR INAE T8 BIEMAR P HITH Envoy RIE, LLIBTRINAE T Proxy 2 H HIEEFTE
RERNHEMEEZ, E— BN HMEERLEREERAM T HFETE App Mesh P EZMFLE
BT H.

EERMHA App Mesh EEIEMRA , FBHREBHR
TEAPPMESH_METRIC_EXTENSION_VERSIONZ1,

APPMESH_METRIC_EXTENSION_VERSION=1
W Envoy MHESBMFMER K F2REELREZE,
BALRERBNER

* ActiveConnectionCount
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
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 envoy.appmesh.ActiveConnectionCount— #Ef/ TCP EENEE
« R~ — #84%, VirtualNode, VirtualGateway
* NewConnectionCount
 envoy.appmesh.NewConnectionCount— TCP iZ#R VS,
« R~ — #8%#%, VirtualNode, VirtualGateway
* ProcessedBytes
- envoy.appmesh.ProcessedBytes— # T s FimEE MFWH TCP [ TiEAAE,
« R~ — #8#%, VirtualNode, VirtualGateway
* RequestCount
* envoy.appmesh.RequestCount— BEREHN HTTP EXREE,
« R~ — #8%&, VirtualNode, VirtualGateway
* GrpcRequestCount
 envoy.appmesh.GrpcRequestCount— BEEMN GPRC HXR&EH.
« R~ — #84%, VirtualNode, VirtualGateway

ERHREAENEE
R EEREERTHERERME LEERHEE LEITRANKE.

+ TargetProcessedBytes

* envoy.appmesh.TargetProcessedBytes— FiA EHE Lz B EMTWH TCP TR
o

- R+:
- EEEE R — #3#% VirtualNode,, TargetVirtualService, TargetVirtualNode
- EERBEHE — @ VitualGateway, . TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_2XX_Count

 envoy.appmesh.HTTPCode_Target_2XX_Count— ZIX#(4SME LiF B AZM HTTP EREE
MES 2xx HTTP B fE,

- R+:
- EEEHR T — @I VirtualNode,, TargetVirtualService, TargetVirtualNode
- EERBEHE — @ VitualGateway, . TargetVirtualService, TargetVirtualNode

* HTTPCode_Target_3XX_Count
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+ envoy.appmesh.HTTPCode_Target_3XX_Count— X456 LB 2K HTTP EREAH |,
MEXT 3xx HTTP @,

- R+
- ERER R~ — #8#% VirtualNode,, TargetVirtualService, TargetVirtualNode

- ERFEEEE — #81% VirtualGateway, . TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_4XX_Count

 envoy.appmesh.HTTPCode_Target_4XX_Count— ZIX#Q4SME LiF B AZM HTTP EREE
MiERK 4xx HTTP E &,

- R+
- EEEEHRS — @ VirtualNode,, TargetVirtualService, TargetVirtualNode
- EEFMEHE — @ VitualGateway, . TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_5XX_Count

« envoy.appmesh.HTTPCode_Target_5XX_Count— ZIX#B4SME L EAZEM HTTP EREE
ME4Y% 5xx HTTP [EIfE,

- R+:
- EEEHR S — B\ VirtualNode,, TargetVirtualService, TargetVirtualNode
- EEREHE — @ VirtualGateway, . TargetVirtualService, TargetVirtualNode
* RequestCountPerTarget
 envoy.appmesh.RequestCountPerTarget— X E Envoy LB ZMNEREHE,
- RA:
- EEEIE R — #3#%% VirtualNode,, TargetVirtualService, TargetVirtualNode
- ERREEHE — #81% VirtualGateway, . TargetVirtualService, TargetVirtualNode
* TargetResponseTime

- envoy.appmesh.TargetResponseTime— ¥} Envoy Ly B 128 H5FE R BN BITE B FEHW
H:TtJ'FEﬂo

- R
- EEEHR T — @ VirtualNode,, TargetVirtualService, TargetVirtualNode
- EERBEHE — @ VirtualGateway, . TargetVirtualService, TargetVirtualNode

EHER 159



AWS App Mesh EREER

App Mesh

Datadog R AR m¥H iR ER, EENEREARAKENEEZNZ2EAREN, Datadog BN ER
e, BARXNBIREEREN TS AUEES,

- EKS-Zf£f EKS REBIRZ , FRIRUTEEZ EPNSBRETRE.
- ECSEC2-ZE#M ECSEC2 EERZ , BRKBRER S K IHFHN TISRUT,

1 —25 7 ## Datadog MEEMHEA

. ERBIH
1B Bt

/A Important

HET2BEFER K SFEEFEAEN.
EERMERBANMETRRE  S4AERERANERRAIERARER.

FFAAWS X-Ray B App Mesh

AWSX-Ray = —HRH , RETREEABURERGECNHEACXEENERUBEURA RS |
RCRARUREAREGECHN ELRETHPEREBRECEARANEENKEE, LKTUNEEHE
ARNEEHNFMER , UREARXYEEMAWSERBEETH TR,

X-Ray B2 App Mesh & , LEBZHNSEMRE. KB Envoy WIRERBUIREZIAFIASFPETH X-
Ray F&REF.

BRKERABEEN SOK 5/ | ALNEARIEREREE X-Ray.
#E1B App Mesh 1T X-Ray i& H

- REBERBHER

« ECS- £ Envoy REREEZE T , ASENABLE_ENVOY_XRAY_TRACINGIRIESERESH] ,
#XRAY_DAEMON_PORTIRIEEBEREE2000,
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https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=eks
https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=ecsec2
https://docs.datadoghq.com/
https://docs.aws.amazon.com/xray/index.html
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« EKS- £ App Mesh B #IZSECEH , @3E--set tracing.enabled=truefl--set
tracing.provider=x-rayo

« £ X-Ray B85 , EEImN2000X LB F B 13E1T71337,

X-Ray #i45l

DE®ECS MBERRES

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.15.1.0-prod",

"essential": true,

"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"

.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"

}

iF
"healthCheck": {
"command": [

"CMD-SHELL",
"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"
1,

"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

EHF SR EKS B9 App Mesh 2 #|23

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
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--set region=${AWS_REGION} \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \
--set tracing.enabled=true \

--set tracing.provider=x-ray

X-Ray £/ X-Ray K EMR

+ AWSX-Ray E5|
- T35 # EKS App Mesh-aJ &8I : X-Ray
« AWS App Mesh e A X-Ray #1775 Biz0IE it

THRAEBAWS X-Ray WEZEE

- AWSX-Ray 34

{5 FA /e A 2 VAR R BEERAWS X-Ray

- EEFIENEAEIHAWS X-Ray B,

Jaer B App Mesh #1 Amazon EKS

Jaeger 2—ERRHN , REWHW I MHRRERK. SUTARDTRENER. Jaeger & W H BB HERR
BHNERREERARER,

=i Jaeger BRI EHNERAEFREBF , BRI LT Jaeger XWIERFREF KB ERENZESWIE
o

FERERLZEEE
1. #% EKS FREERNMEIEE -

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Jaer
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https://github.com/aws/aws-app-mesh-examples/tree/main/examples/apps/colorapp#monitor-with-aws-x-ray
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-xray.md
https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/x-ray/
https://docs.aws.amazon.com/xray/index.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshoot-observability.html
https://www.jaegertracing.io/docs/1.21/client-libraries/
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helm upgrade -i appmesh-jaeger eks/appmesh-jaeger \
--namespace appmesh-system

gkt e

T REN Jaeger KAMREFLEEMNE B, PersistentVolumeClaim

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set tracing.enabled=true \

--set tracing.provider=jaeger \

--set tracing.address=appmesh-jaeger.appmesh-system \

--set tracing.port=9411

£ A I YRR
- EREKNEREFRE — 8RN | B8

HE—F T Jaer WEEHAEFA
. B

ARERNERZ

Datadog A AR RERUAKIER. WFEFMEANLERE R , 5B Datadog XHHEREEAEN
K EERE.
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el |
[
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-jaeger.md
https://www.jaegertracing.io/
https://docs.datadoghq.com/tracing/setup_overview/
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App Mesh T &

App Mesh REFREAEA T TEBZRE API B :

* AWS CloudFormation

* AWS Cloud Development Kit (AWS CDK)
- AR Kubernetes K FE AN BRI HIES
. W

App Mesh #l AWS CloudFormation

AWS CloudFormation 2 —ER# , IEEERERAEXMENMEEREILEA , R AWS
CloudFormation AL EENMMREER. CESEEMENKERR , FIMRTUESREARNER
EFNELINEBER,

mEF AWS CloudFormation ¥&#t App Mesh B ELERAMNFHAERAMEEH , FSBIAWS CloudFormation
Xt

App Mesh #1 AWS CDK

AWS CDK 2 —EZER , AAEARBERENEEREEIL AWS CloudFormation FARMZE
Bo AWS CDK X #EHZEwRIEFEES TypeScript , @& JavaScript , Python , Java 1 C #/.net.

% AWS CDK # 8 App Mesh EEFEAKAER , FSBAWS CDK X4,

B Kubernetes B FE R TE S MAAR 12 525

Kubernetes & #J App Mesh 12 %88 AT i B 8 B IE Kubernetes # 5/ App Mesh EIR , WS AIE A
A, HIEHEISREAEE Amazon EKS £/ , AIEE L Kubernetes REMN B R EEE R,

1 App Mesh #2412 HISEARE A , 55B8 App Mesh 124884+,

App Mesh #& it F2

Terraform R —ERRERLERE , RBEHTE, Terraform AILAER CLI BB ERLK , WFEREH
fi B EEE API TR B,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-appmesh-mesh.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-appmesh-mesh.html
https://docs.aws.amazon.com/cdk/api/latest/docs/aws-appmesh-readme.html
https://aws.github.io/aws-app-mesh-controller-for-k8s/
https://www.terraform.io/
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https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/appmesh_mesh
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& A LAE A% AWS Resource Access Manager FR#E#E AWS itk F it AE AR ARER. LTHABKT
ZTRE AWS REFE NN ERER —EHEFHLER.

AWS IREFAIUARBRERERE. BEDRAE K SIMERMA . HEETUEREERS X HEE
FEVER, BEETUUERFHEANEAARPELER, FEHFETURTIHEENREINAE
HAME,

- HIBBAIPRIAIBEI4EE AWS IRFE AWS Organizations
- HiEBAIPRIEEN AWS Organizations
- THE@BEMS AWS Organizations

B8 GitHub# BB AIZE end-to-end F R

% B 25 A A 15 HY #ERR

BRSSP | A RN IAM TRFBNHT | URBES BN RS T.
R EL AL B E AV R PR

AM ERBEERD —EH TSRO, RARRLE

FAAWSAppMeshFullAccess#AWSResourceAccessManagerFullAccess =& IAM BUR |, SARER
0 IAM TREEHXANMER L AR ENFT,

F2HELNBIRFESFE,

MREFEHBET IAM Bk appmesh: PutMeshPolicy , BIEE#H {Tappmesh:GetMeshPolicy.,
Mappmesh:DeleteMeshPolicyEifE, ELRERFF AR IAM B, W1R IAM ERARREIELRE
R, AIEFFEAZ AWS RAM RIS AMKESRERR.

EE AWS Resource Access Manager IRFEEA IAM FXHEEMER , HSBAWS RAM FEHAWS
Resource Access Manager EiEmHPH IAM £EAA R,

REPRAVER

HARKEE TR,

- HEETUUSIH S HRERFEHANBERNREER,
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-cross-account
https://docs.aws.amazon.com/ram/latest/userguide/security-iam-policies.html
https://docs.aws.amazon.com/ram/latest/userguide/security-iam-policies.html
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« BERE TS YRR S AN EAESTNAEER,

- FERENHAETMESURRELNBRPNER , EEREIHMCEMIREMELNER,

o BUR & W] DA BR IR AR PV 3 AR RV E T ER.

« BEEE T DA BRI S 2B L VR AIRSR T E IR

- MEENERRESEGDIRFEPWEMER. fln , EREHREESE AWS Cloud Map =% 52 E ##
BB A E MV AMERRS R AWS Certificate Manager B3

- BERENHEE T Envoy REEERZ App Mesh ERIRF AN ERE .
- BRETURN ERRENERRERB,

- BEEENDNAETUIHER , 3B I ERFEY B P EC/BUERREER, fEEETR
FH R P 2 M AV A R B R B AR/ BURRRC B IR

HAWBERRUERE, BuR—HEENERLAA, RRSBEUELFTALUMEBEERBCR , ]
LURER IAM A E/AEREUERRN IAM B, ELRAPAFNERRE (RT EIAMRERERN AR
ER) REFSREHWBRHEIER,

H A% | AWS Resource Access Manager RIS SR I B ANZERER
Al , AWSRAMDefaultPermissionAppMeshif$ HEZIR M T 5IERAY App Mesh E 4 BABE,

* appmesh:
* appmesh:

* appmesh:

* appmesh:
* appmesh:

* appmesh:

* appmesh:
* appmesh:

* appmesh:

appmesh:

appmesh:

appmesh:

appmesh:

appmesh:

appmesh:

CreateVirtualNode
CreateVirtualRouter
CreateRoute
CreateVirtualService
UpdateVirtualNode
UpdateVirtualRouter
UpdateRoute
UpdateVirtualService
ListVirtualNodes
ListVirtualRouters
ListRoutes
ListVirtualServices
DescribeMesh
DescribeVirtualNode

DescribeVirtualRouter
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« appmesh:DescribeRoute

» appmesh:DescribeVirtualService
« appmesh:DeleteVirtualNode

» appmesh:DeleteVirtualRouter

« appmesh:DeleteRoute

» appmesh:DeleteVirtualService

+ appmesh:TagResource

« appmesh:UntagResource

R B ST IR R A
EEAMBE , CAARFE TH RS,

- BAABER AWS IRFFHERK, SEEHACEELARANAE,

- ZEEEPPABRBBEN L AME AWS Organizations , B4 ERMAEZ A AWS Organizations.
MEFHMEA , F28 (AWS RAM FAEIERM) FHFEB AWS OrganizationsBAH A,

- BB LAILFEE Amazon VPC H | ZRF B EBLRERED  HP S 8ERLBEFANE
RER. LARKERNET B EZESEEERRPEANFFEREHEIHA FEEK. NFEF
MEFAMRS , FSELH TR,

« RIS AETIER DNS 5 AWS Cloud Map. MNEBBEREHFRZENFMET , F2EERGHH,

AH B8 AR %5

B X =B AWS Resource Access Manager ( AWS RAM ) £/, AWS RAM 2 —IER#E , aJZE &
BREM AWS IREREIBEH IR F X ALK AWS EJR AWS Organizations. £/ AWS RAM , &8 L
FEREVERLARLACHENER, ERAZEEEELANER , URHLACHNEEE, HEE
ATAREA AWS tRE | e AR AV B EE (v BB AWS Organizations,

ZEENMESEENEZEN AWS RAM |, F2EBAWS RAM FHE B,
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/ram/latest/userguide/
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HAEER AWS CLI
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I BEE R EIRAY IR F R BUR H AR R EWIERER. App Mesh B AT B LR E b E B R E R
MR REARE AV EREBERER. RARENESE TUEUEHABEH.
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AWS CLI.

HUEH RS ERRS A HEN AWS RAM H R
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HUBH A RM@% 169


https://console.aws.amazon.com/ram
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html

AWS App Mesh EREER

ZEF A Amazon Linux &3 L AHEK

1. BFRBERARRMPEEES , MK https://console.aws.amazon.com/appmesh/o
2. REMEESH BN "TWHEH. SEESNEKEEEIRS D 25%F TRBEEE) M.

3. HEEMAIEEYS , BW [EHKHK]. EHKEHR) X [(ERGRH]. C2EIESMBEERN Mesh R
HENERES BRI ID,

{5 P 38 B £ R A8 Y 25 B8R AWS CLI

f£fHaws appmesh list resourcefs$ , flflaws appmesh list-meshes, ItiIEHEE
EEBEENHEE AR EEEANRAE, meshOwner B2 ~E AWS 1R ID , meshOwnerim
HresourceOwner B 2B TEREE AN AWS IRSE ID, HEMBAKERATHI AT HLEL
S,

CHEMEAAPEENERAEEREREFTANLEN AWS IR, EATEAREBEKLANEMIRE,
B —ERFE P aws appmesh list-tags-for-resourcefmS#KIEEIHR,

BRI R
HARRTERBREMER.

B IR

WMENFARELEEAZARAME  BEREHEEEPEIER. AERKHESETURREMNE

B, MEFHMEF , F28 App Mesh. % AWS Resource Access Manager FR&th B EL %8, FE A
B , 552/ Service Quotas,
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https://console.aws.amazon.com/appmesh/
https://docs.aws.amazon.com/cli/latest/reference/appmesh/list-meshes.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#what-is-limits
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AWSHRZERERENBIRES

App Mesh AIE A EMAWSERTE , RENRBERBREABANBRLTR, NEEBHEAERENS
HIRFEIHEEN RS , SR App Mesh B R 1T TAERY AR

Ak
« 33 App Mesh EJRAWS CloudFormation
« AWSOutposts E# App Mesh

#3I App Mesh EJEAWS CloudFormation

App Mesh 2 #&AWS CloudFormation , EIERRE A H B ISR I AWSEIRERFERE , R E
MEBERMEBSRNVEE, S8 —BERFTEMEZAWSERIWEZ (20 App Mesh #B1%) , ﬁ'ﬁ
AWS CloudFormationB E AR MHEEREELER.

E & FABFAWS CloudFormation , AL EEFERZNENER , EEH —ButiRELH App Mesh
ER. ZREEHRENER R, REEZE AWS IkRFEEFANEEHEEBERE T,

App Mesh FIAWS CloudFormation#i4x

EEMBENRERAEREREHEBRENER , B4 AT HHAWS CloudFormation& iR
AL JSON 5 YAML BRLW X AER, MERAERELHANWRA , THARE

AWS CloudFormation # & #i2H E IR ﬂﬂi‘“T?E* JSON = YAML , & BAfEA AWS
CloudFormation Designer 15 B 2B %5 A AWS CloudFormation €878, ZZI] SR &, A2 R AWS
CloudFormation £ & ErR P AT EEZE AWS CloudFormation Designer ? o

App Mesh XEERE MK, BH., EREGH. EEEHINEREKREAWS CloudFormation, %%
B , BIEER App Mesh EIREY JSON H YAML EAREAREF] | 552EBAWS CloudFormation
FERAERBETMN App Mesh ERER ZE,

— 35 7 2 AWS CloudFormation

EE#—5 T H AWS CloudFormation , FEZ2 B THEIR :

 AWS CloudFormation

« {AWS CloudFormation fEf&R) https://docs.aws.amazon.com/AWSCloudFormation/latest/
UserGuide/Welcome.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_AppMesh.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html

AWS App Mesh EREER

{AWS CloudFormation @5 5 %I EEAEIERE) https://docs.aws.amazon.com/cloudformation-cli/
latest/userguide/what-is-cloudformation-cli.html
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M2 7E Outposts post, EAGIEEIELRBENMAE IR 2 BHWIEE,

MEIERREENEE
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« R Outpost EEHAWSE I 2 BRI R EFRFE , App Mesh Enpost A EEEEE, T8 , 7K
BER A, BSEEENREBE,

« EFBIGT Outpost HEAWSEH < BRHAISE., &7 AMEINKIEEERED.
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https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
https://docs.aws.amazon.com/outposts/latest/userguide/
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
https://docs.aws.amazon.com/general/latest/gr/appmesh.html

AWS App Mesh EREER

eI ERIZ App Mesh 45 ERE

Outpost RAWSEFHIIEMR , A AFERF F#&E Amazon VPC , LIS % 8 0] A (&2 35 A 4E {71 48 B B
#Y Outpost 1 B, EREFRE Outpost I , LS8 TR E 2 AR , FEMNEEM VPC FRIFEMRE
WEREREERfE. Outpost ENHMITERBER RAESE VPC W—%% , BN EBHEFRAENTHE
o

AWS Region Your network

Internet AWS Services Internet Local network

VPC @ (5) Hc5y &5—

10.0.0.0/16 Internet Gateway AWS Service Endpoints Local Gateway
G & ()
EC2
instance
10.0.1.25 10.0.2.34 10.0.3.112
Subnet 1 Subnet 2 Subnet 3
10.0.1.0/24 10.0.2.0/24 10.0.3.0/24

EEERIE LT App Mesh $5ERIE | 554& App Mesh 15 E RSB T8 E Amazon ECS £ 5
FERIME I ES1THY Amazon EKS B, EREZER SR B EEM AR REHBASERTHN

AWS Outposts |+ K 25 BB 58 M A 85 BR 7% 1 28 5538 EKS A F BRI AAWS Outposts K 35 5558 M4
Kubernetes AR#%.
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-on-outposts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-on-outposts.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-on-outposts.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-on-outposts.html
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App Mesh &£ #

ATHEFENBHEUREEFTMNENERTEERTARERNWEE , ATETHNREELISEE
TR -

- ERZENARERRR  REARANAEEMERKIDNTEEME, MFEFMER  F260

SR ERNBEER.

- BEHREREEXEZERENMO TR , LUEBNERABERBIO TEEYE, MEFMER ,
BRARMERE. EEA AR ERTRBERE.

3
¢

AT RERLIHEBRAY , RAEBEETIMBEEPEFEER.

Rl BB BRI IRR

EITAERBRERERACERERKMAE  YAMEBBRERRER R, EXEREMBZEHIE
EHMFERREFRRYHFER. HREFFRR , BAEBNEEL AWM EnaxRetries , WHHEHEAXE
ERSARENRAEETNSEERSHEEEETIRE

- EEHE — connection-error
« HTTP M HTTP/2 — LA} stream-error gateway-error
« gRPC — cancelled LA unavailable

HtEHAEHFER case-by-case ERE FETERE , RAECMARETRTRZE , fll0 , MRBRTFZE
BEN, ZHFEEEBLBFEmaxRetriesMME , AperRetryTimeoutEEFRE R KR ALEE
(maxRetries*perRetryTimeout) EEZEHMWHIIRRES 2EETEHENITR, I, B Envoy
ERERITEHEENREN  fEZEPXFE RS EETEperRetryTimeoutNin S, EEREE
SEA  F2REIRANRINEERANERBE,

(® Note
WMREBE 2020 F7 B 29 BEXRIZEREERE , BRIEEEHFEA , B App Mesh AT&E
EEHERTE 2020 £7 A 29 B2 RBRUNEREKA , BEBETEU LT RINAERERER
Bl, MEFHMEN K FoB EREBEESHFL,
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AWS App Mesh EREER
HEEPERE

ERARBAMER , TREREHRBERE, RIFFER , Amazon ECS S HERMRER/ED 100%
MEERREERMN 200 BOLENER R, £HER  ESEIMESEER

- EEBHFTHFERZA , Envoys ATLLEE 100% W TERE X/ (F2RERSFEERT R
FRIRMRIEHE)

« EBKIEER  EEATLEER 100% WEEBHEEXD.

FABLIBRMHNRETRER , ARSI EARRERFMEEENEBRIEHREN
A REE, HREW Envoy BIRBEESKE 3N , ALETHSERBBEEET T RN BELRRH
FARNAESENEEE, ATREBEERER , BMEBERED 100% WRERMEIE  BITHE
RERRIKE 125%, EFRL DB RSESANTREYE. RABRRGETRNBR[HITREET TR
E :

Amazon ECS

MREHREEMEDR =ErrENGTE , BREmaximumPercents 150%. &

SESN—

Al , maximumPercent B EA BT Z 125%.,
Kubernetes

HRELMERE update strategymaxUnavailable , 2EmaxSurges 0% M 25%. WFHEFEIE
MEHAEF , 5828 Kubernetes SPE R L

FE 8 1 2 1 [8) FhHE 14

BANAEZNERATEERERAARBERORL TN, EAEUBEBREANEZNITHEREE , BEXH
H—REERERE T ERRNE S EERIRE. BRMAEBREEECERBBPETER 2, LEHAI
ERBBIEREFTH Amazon ECS FI5= Kubernetes 208, EEIER R A LUMELREEKRIEPHE
BB DR , ARRIBERNEE. HHERKERR Amazon ECS £## Kubernetes F &,

BERARERRE

@ EERNVERGIP , Amazon ECS B ARRTRREHRMIE , Bt —REEEDE, RME
BICHE RN RRATHERREHRTIERS !

Amazon ECS
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https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/

AWS App Mesh EREER

ATHELEE , RMNESLEATHEERERENTRMAKMLIESF , UH#R Envoy EEAERE
BHERERNRRABZE  BEEEHTERERT BEETFERTEHREEARATHMN
Envoy &28 , 2 EA s AR M,

Kubernetes

& (A Kubernetes WWE AN MBEIEHIZZFH AWS Cloud Map B {TERBEMMEUEHEME , 7S
Z & Kubernetes SEMMEBHEREERE, WEFMEF , F2H GitHub REE #132,

Ex{£1t, DNS &4

MREER DNS ETRBIRE | EREMEEE , FHLEEUEER P BHAKERZE DNS
47, App Mesh EIBFXEIPVARIIPVE , MRKIRIBA e ERBHNEMNERE, R
EWEREBTZEIPve , RMERCECTHERZEERE—BW IPERE , M 2MEHE
EXIPv6_PREFERRED{T A, FEEXIPv6_PREFERRED{TA W AE & MK AR FE 3K AL

« IPve_ RIFFETE — ERTERRERE. BFEZEHIT IPv6 1A DNS £ , IPVAIIRKXTF
IIPveit , MEEER, MRECHEREBITETEIPVGEZEEIPVLERY | EREEN

« IPV4_EHIE —BEELEERU  MRREAANIPvAlt | IPVERRE, IPv4INREHERL
BIEYEIPVAUEE—LIPVv6EEM , FERALERE.

+ IPv6_only — MREHRBEXERE , FHEBIIBIE, IPv6Envoy REEHIPVE{ILEEIT DNS
EH , UBERERENLRHEE, IPV6

* IPV4_only — MNREN BB EZERE , FHEELETE. IPv4Envoy LEEHEIPvAHEELTT DNS
B , UBERAMERERSNSEHEE, IPvL
BRI EREERANERHEEMRETE IP RARERE , EROESEEEEBREMNEE.

MEFHMES  FERBRBRERRERT .
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/example_task_definitions.html#example_task_definition-containerdependency
https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/132
https://docs.aws.amazon.com/app-mesh/latest/userguide/meshes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html

AWS App Mesh EREER

HYZ £ AWS App Mesh

EL2 AWS BERENELEKR. BHAWS BF , KA EERPONEBREBTERE AR BEAR
EHZEMRHRBMNEBNERMITE,

ZE£R AWS BEc BREEBENSE. AESEERE SHERAERNZENERANT S

- ERNHEEM — AWS BEEREBE AWS ERFHIT AWS RBHEREE, AWS ERERHE T
REERANRE, £ AWS EHRHEFR  FZFRXEEEMAELRIRMANZE I, EEE—
SREAEEAR AWS App MeshtW EREHE | FF2R SR EISIERNAAWS BR#. App Mesh REZ
i EERMEABRERER  SEER  HINTLSHELR,

- BEiRPNEEM — EHNETECRREFERN AWS R, CEZEHHGERZEE 2%
- BNERNHBY, BERRANER , AREBANEEIER,
« App Mesh BRI FEHNZEMRTE , SELLBHENER  BLBEATREEEHNVPC.
- B App Mesh 1B EHE ERERE.
- BERMFTEEREBBAIAMERA , SRk AFFELFAIK App Mesh 2 | T EFEEUHRLE SR E .

RGBT SRR App Mesh BRERAHXFMNETER, THEFERPUMELE App Mesh
URFEZeMNeaRiMERE., RS2 mmERAEMm T AWS #BIREER F{RE App Mesh EIRAY AR
%o

App Mesh 2R E

EFRZREARBEERNRLZ 2, FATEHELEMERS, FAUDRERRZER,

FE

- BEL2M (TLS)

- XE TLS BF

- 73 AWS App Mesh B2 T £ IAM

- fEFEC 8% AWS App Mesh API FEI4 AWS CloudTrail
- ERMRE AWS App Mesh

- FFEMRE AWS App Mesh

- EffEHEL S AWS App Mesh

« AWS App Mesh YR 1E BE
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

AWS App Mesh EREER

- FHEE IR M AWS App Mesh

Hig gL £ (TLS)

¥ App Mesh 1, BB LR £ (TLS) EMNEHBELERARENBE P BEBRmRE (FI20M) £ App
Mesh FRTRZFTEER LNEBERECHNER, ERER ERAEXEBEMELTLS, & Proxy
HEAEX -EHER  SNERAEXEARTAEHRATLSTHERR. REAERRETLSHERR
FFEITH .

App Mesh AJEZZERB T 5 A XAETLSBRREBE R E MRS !

-« kB AWS Certificate Manager (ACM) BYFA AR , B8 AWS Private Certificate Authority (AWS
Private CA) 217,

- BECERTHABERIRLNEE K HEECHWEBEREEN (CA) BT

- HEBRZER (SDS) ik EB A Unix MEEFiRRHENEE.

BERAEEEXARAPERRMERTINESRE Envoy REMA., BABRREERA Proxy RER | 1§
T B BR 1 & SRR D033 89 4R v B o

BRENEP—EEREIE (SANs) RAFERERM , ERBURNRZ MK IR AT A RN ER R
FRME,

- DNS— HA —fERESANs L AR EDNSIRBEREREFRENE, BREGRBEFRREBNEA
BxXmesh-endpoint.apps.local , BB EZEBERANER , IBLEFEAFTHNE
F*.apps.local,

« AWS Cloud Map— E A —BRFESANs L ERF & AZEINE AWS Cloud Map BRI HRERER
EFRMMNEservice-name. namespace-name. ¥ AWS Cloud Map IRIEHRKRFREES
serviceNamemesh-endpoint M EEAFE namespaceName apps.local , A LAEVEZ R
MAFBEmesh-endpoint.apps.local , REILEFERAFTHNERE *.apps. local.

HNEMBERRMSE , MRREEMBISANSHFEDNSIRBIRERFRE , Envoys ZERERE XY ,
WHER THIERAL , WA F iR Envoy i Ro

TLS error: 268435581:SSL routines:OPENSSL_internal:CERTIFICATE_VERIFY_FAILED
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AWS App Mesh EREER

TLSE B

FATLSERFEE | App Mesh XEZEBH KR
AWS Private CA

BRLARRERBRNBRRHFEFACMEAERNEEM AWS tRFH, CANBIEFTFTEMLR
MHEK AWS tkFH |, ENFER BRI VAEENER P, MRERE AWS 58 CA |, RIHXEA
TRV A RRTIERPEREBE. MFEHBWRESA AWS Private CA A A XN ER BRI F1
BEFACM , F2EERVERE. BETERLABRE.

EHRRATLSFiR/RBIRFAA CAsHER root EFHECAs,

EZEFRABENCASHKIRREEEE 2 AWS Private CA , R FARFI App Mesh By 88 (HlanfEA
EgAR) XEAEFTIIAMKER :
o WRAGHIBEEEBRTISHREBWEM SR , T8 S BEFacm:DescribeCertificate#R,

- HRETLSAFPRRA LCASSRENEIER , TS AR Hacm-
pca:DescribeCertificateAuthority#R,

/A Important
CAsEHH MRS L A ATRE @S IE LR F IR SERHAMN IR CA. HMIRRERE
RAUERAERMWB R acm-pca:DescribeCertificateAuthority , acm-

pca:GetCertificateAuthorityCertificatefREIREMAEER CA BITEBENIR
Fa

BRI DA ELERMEBEMMETBHEENBERAMERA , HEIHNWETSREMFRA , WigHA
MMEXSEE, MEFMEA  FSEEEAMEL, EIZIAMERAIFFTEIAMES 2351 R,

(® Note

FEAXNESERENER , AWS Private CA BEIfifRE. BEFEXIAESBEARTHR
ERBNELNAERRER. NFEFMENR , 52/ AWS Certificate Manager Ef&.

B8 BT R Envoy Proxy BRF Proxy R | K AREERNIAMA &ERT ZIIAM
ER :
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https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://aws.amazon.com/certificate-manager/pricing/

AWS App Mesh EREER
- HFREERSENEEREX LRENEAEE K AMSEEBacm:ExportCertificatef®
PR
- HRETLSAFI®RA ECASSRENETMIER , ABLEEFacm-
pca:GetCertificateAuthorityCertificatetfR,
CEF A

FBA A EAERRBEEBIRES Envoy. BALERBEERERLFEABREEENHENLES
WARBATULIRAE, B, WAL Envoy AIEREFBEELEIR,

BEWBEIRRR () SDS

2
W
&

Envoy BBMZREZBABERFEHMENTLSBEERE, ERLBBENESZEE
Envoy BISDS3HE,

App Mesh # Envoy REEBAEEABENZSENRFEARERA Unix HEZFSDSHE
AWRBERIE (SDS ) iwE, B LAEHAPPMESH_SDS_SOCKET_PATHIRIE & BRERE Lt in 2
Y BE 1R,

/A Important

FH Unix BiEEFN AR Z B EREE App Mesh S EREBIRA 1.15.1.0 RESRA L
¥,
App Mesh X#FEM g B V2 SDS 1##&RPC.

SISPIFFE#I{TR FRIBIER S (SPIRE)

BRI LA E R EMM B EE SDSAPI , SFEBREW T A | SPIFFEHTREEIRE ()

SPIRE, SPIREEEMAPBRARAHIZEIEEHCENMEAETLSREDRE, CEEHTREER
BIEEHENE D, SPIREMA , ERHIFAHESE, SHEEHSSBNEREEREEZETE
=k-8

ZEZ M SPIRER BN EREA Envoy WISDSIEME., AFFEEZM Envoy RERMHEETLSR
FIAIEN BB, ERHFESPIREREZSENAIEHETRE, \EE SRBEEEENELRY
HEBANEE. REEXZEE Envoy , WREE Envoy EREREEXFTABBSDSHAREER
FEIR M4 Envoy RS & 28 BIF1 CA BFE. SPIRE

EUREFTE K SRBEREE 20BN CA BE , WAFEHERE Envoy. Envoy I EIHEEFIER
REFHERE K MASERTEAPESEH L ERELBEBXHRK.
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https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
https://github.com/spiffe/spire
https://github.com/spiffe/spire
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App Mesh A 5% & fiE & E 1T 43 TLS

EREMAIERMR P ERE Envoys Z BB , App Mesh & 52 F 5 i 1 17 AR 85 £ 48 AR ik BEAEL A8,
ER A FiREREA

ERFRRABHERATLS , BERAFRREATHWES —EEZRBEFSARFRBHNBAERR K SE
RARAFIRRARBEAFKNTLSRBAR., flan , MRERBENAFiKRAFESERT M
AReaREs , AIEEAERFERFIRKBEHIERNRE , £ Proxy ZEERTLSI Y. WRAFIR
R ERMARAFRMANERBERS , ARERRIBTLSZEAIRERTRFTERY , EBURN AR
R TLSER E.

RERAFPRBE

MRAFHEARBREAFPHERR , & A FRRRIERREFNEREERE , Bl App Mesh #4EF
ARFHERSTLSRAFRETRY , URIMAETRS, Flm , MRERBEREERFIRER
Bl , BEBSEEARBETLSHKLE , BIFTLSETE Proxy 2 B#TRS . MRAFInE RigEHRE
WAFIKER , BARESEIRETLSEXPERMISSIVE , STRICTH Z# Proxy SREBRHTLS, 1R
REBETLSKLENAFRME , FEATIHMITA.

- ACM-ZEEMNTLSER — ERR[BEAACMEEN BRI ETLSHK LR , App Mesh & B EIER
ERFE , LETLSEBRERLENRERE CA S MBRFERE,

- ERATLSEFE — EFRSIIMEA Proxy AEERRARHEERETLSHK LR , App Mesh 8B B
REEBXHMAFIRTLS , BEF BB ARSI ER.

THEEREE

BRI LLEE IR E BEER TR AR (SANs) /BB, SANsLZARFQDNFURIER ., MRSANsH
RE, Envoy ERFAMERBENIREREFEHBEE LNAEST —ERR,

WMRERE LB IREESANs L8 E |, BIZEIFAY Envoy Proxy TEREHEH FinBESANL
MER, MRERERBBRHIESANs EIEE | R IR REHBRSAN LN BELEANEH
AR v 2 BR TS R RAB RE

MBFEET , HBBI App Mesh TLS - BEER.

/A Important

REENAFPRREREATLSE , FTEEAEA X TtSANsnot enforced. MR A Fi%
ERGBNERBENAFPIRRIFRESBEIMITTLS , AEEZEZERHFITSAN,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html#virtual-node-tls-prerequisites

AWS App Mesh EREER

ER S8 N7

FRARTLS , B LAEH Envoy REUEFBEFCINE., Envoy RESREBBERNRITES | E
EREHER A EB R THRTLSBERBTIEEET, Hl , Envoy Proxy itk HerHEERMRIRER
BRI TLSIEFHENKEITER . BEmy-mesh-endpointEAUTETLSSHBNEHREES
DR RE

cuxl -s 'http://my-mesh-endpoint.apps.local:9901/stats' | grep ssl.handshake

ET5aEERNE LS , MREHRE=EE , BEASHE.

listener.0.0.0.0_15000.ssl.handshake: 3

ETLSHHRAE , HERBLERERFTES. BERARMESHFETLSER.

curl -s 'http://my-mesh-endpoint.apps.local:9901/stats' | grep -e "ssl.*\(fail\|error
\)ll

EERHmENES D  BERAERZAEER , REETLSS K,

listener.0.0.0.0_15000.ssl.connection_error: 0
listener.0.0.0.0_15000.ss1.fail_verify_cert_hash: 0
listener.0.0.0.0_15000.ssl.fail_verify_error: 0
listener.0.0.0.0_15000.ss1.fail_verify_no_cert: 0
listener.0.0.0.0_15000.ssl.ssl.fail_verify_san: 0

MFEAER Envoy TLS At BRI FEMAE
BEE
AWS Private CA

ERERAEMBERACM , BTN RIS EET TREN 35 2ER B B2 & IERMN Proxy, &
MEZEEAZTEEERY , MECRBERNERFEBENERE. FHESZEE , B8 AWS
Certificate Manager Fi F18RHACMIY I BB BN B ENEEEET,

LA CHRE

ERAAEERRETNEBRER , Envoy FTEEBELEREDEMNHARRE. BUNENBBHEN
#8F Envoy BFUHAFNBE. SHALEERNEEERTEANERER  UEAZERKEENR
E R B RS RERRE,

%II

w2 Envoy ERERFTER
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https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
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FXE Amazon ECS T/EEHAFEATLSH 7 5% AWS App Mesh

B L AR ERFERATLSERR ., BREEHIEETHEEHY Envoy Proxy BIETFHELER. &
A] LAAS EBSEREFSHEBR [E MY iR R HV4SE5Z B | th ] LAfE AWS Secrets Manager @& FMBEEUSE .

- MREEAUBERAERNBRERE , FFISEBSHEFSHEREM MMEER Envoy N, FHERE
AR S ERA R R ERER B EAAAF AWS App Mesho

- MREFEANISDSER D , FAM—EER Envoy W EBFEEHEHERSDSAPINEE,

® Note
SPIREAmazon A% #ECS,

1% Kubernetes TEEEREAFEAETE TLS AWS App Mesh

BRI LAER TE Kubernetes B9 AWS App Mesh #2228 , SUAERE RN ERFERERIHNZEER
MTLSER . BARBRIBUHEHEE TSN Envoy Proxy HIEFER. B NEMHETLSHENZES
R — P EESERMERNES,

- MREBHERAUERBERNEENE  BISEBSHEFSHE EM INEEM Envoy Mitn, BEE
BENLZSBNECHEEFSZPRENERCER, 3F , FEUUFEAHBEERRELY
Kubernetes 2,

- MREBHEHASDSEN SR | BIFEEREE Envoy HISDSAPISI B A SDSIRERRF, 1S EAIES
o UDSEEEKS AppMesh #2428 FERFAISDSE R m BITLSX#F |, &g enable-sdsitik
BEAtrueliBiBEsds-uds-pathFFEEFIZEFIESDSHA M IR MUEFHUDSEK R, MREFEH
helm , FEHELEREREFIRLEN—H7 :

--set sds.enabled=true

(® Note

MR IRIE Fargate X TEHA Amazon 1 Kubernetes BR#S (2 BiEEKS) , &S E % H
SPIRER % B EMNEE,

5% TE Amazon ECS TEEHIUFERATLS S 5 57E AWS App Mesh 183


https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html#mtls-walkthrough
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html#mtls-walkthrough

AWS App Mesh EREER
X H TLS Eas%

METLS (B@EZREM) BERE TLS NERTH , TRAZAWERE, ME TLS BEEER TLS
BiN—EBRet , WAFFENRERE EEETERVAFR,

RFmERRFERFVAFHEEE TERRSEFAERME X509 BRE. ARFSEALER
RERNBEAF R, LEFEPRRESESCHZEENTRIREEN (CA) 81T, UIRBERSE
RERNEBR, cLEFEARE LN ERAIE (SAN) REBIA Fik.

BU AT ENFIEBABERMAMEE TLS B&E AWS App Mesh, ©1ffi=
TCP , HTTP /1.1, HTTP/2 , gRPC,

(® Note

EREARENES , B UARE SR Envoy RERMRSR 2 EHNEFAREME TLS &
#Ho T, BWEAERHN Envoy REMRIMRER < BHERARRIMNEZ

ME TLS BBEBE

AWS App Mesh X ERE AT sERY BRERIFREITHE TLS BFE. TLS AFmFAGTHAF R BEMNERE
27 TLS AP AAR=REE T UARE !

- ERRR . REEEHITZ Envoy Proxy AEERRAENER. ERIE DRI Envoy , BEER
38 & HERY SR B App Mesh API FIFASR

- BENWREFARE (SDS) - B SDS X AFFHEREERIXEHER B ring-your-own fIEE, M2
1% SPEFFE {E{TREIE ( SPIRE ) ,

/A Important
App Mesh T ERFAREE TLS RENTREIALE SR, AR , KEKEHEREREF,

A TE 8 THI Ui

RENBRIRE (PINERHHLFE) REME TLS BFE. ELRHRHEBIRALEECENREE

o

RH TLS EhsE 184



AWS App Mesh EREER

HREEMY , EEELRFPIRNMAMRSRME X.509 BFE , W TLS KL TLS EIARVEREA S HEAHE
ERZEENRBEMERE,

AR EE

AR B R ERFEREN (TLS K& 1b) FRE , MAFinERE 1 EREHRERE (TLS

1) FRE. FRALBEEBHNEAITR , ETAAERDBRHNAMERBEREERFARAFIRERA

RECFEEARERFRBRUEFRA, ERRAERARCAEAZHME RiInH TR F i 58 0 RER

Eo

LU ERMEBENERERE LNBARBRAEE TLS BE , ETEEKZBRERSE.
M2 NNEE

EERREZREAPEEAR TLS RIENAKFIRER. RERERFEEANINDRSE , AE

TRAPRERE. BREEMEBARSFHEBEE TLS EENERFEEEEXN LEANEERRRE
EfI (CA) 2—-

KIRIEBBEMEE TLS BFE

# App Mesh FIVIRERBBEEMEE TLS BER | FEEE LR RUERER,
BEZEBM X FERAN RS

1. ERRSFHEE LA TLS ARMPERMISSIVER RN, IWEX AT FREERT R,

Vi
2. EENMARSFLREME TLS BE  FEMARFREE. FHERE , URERMEHIEEZEEN
SAN,

3. HRBEEERIB TLS EEHET,
4., TERAFPIRLRTEME TLS BE , EEAFREE. S8 , UKEEYIEEZEEN SAN,
5. STRICTRAA@AREF L TLS {HRERIES,

BEZEB TLS BAKN RS
1. ERFREREME TLS BE , EERAFRER , WiREMIEERFEEM SAN, ERinMAMRS
ERZH , BFRBRETEEEERR,

2. EMR:J[LFRENEE TLS [RE , EHEFERE , LAOEEMIEEZFEN SAN, ALt , BRRK
R REFIRES.

EREBBEME TLS BFE 185



AWS App Mesh EREER

ERSEAEE TLS Bash

Al 2ZEEREL S  MEMNEXM , B Envoy MATEYIEH TLS MERTER, BREE
TLS Bl , BEZMEUTHRETESR

* ssl.handshake
* ssl.no_certificate
* ssl.fail_verify_no_cert

* ssl.fail_verify_san

THMERTEREHHRBERREEERERN TLS ERKY , £HRARMBIEN AP iR,

listener.0.0.0.0_15000.ssl1.handshake: 3

listener.0.0.0.0_15000.ssl.no_certificate: 0

T—ERFTERNSEFBEREERAFIRER (HUFE) FRIRERAMANERIY, ARFIBEPETR
K ERBIA (SAN) NAFE A FimfSEREST SAN,

cluster.cds_egress_my-mesh_my-backend-node_http_9080.ssl.fail_verify_san: 5

App Mesh #E TLS BFZFL#HR

- HHE TLS BBES MR  XESHRIRPWAFER App Mesh CLIZEEFHE TLS BENEXIE
AEN.

« Amazon EKS #E TLS iR ENHZ T HR . XZTHERFAWMATE Amazon EKS F SPIFE #
1TBEERIRIE (SPIRE) RfER LA TLS SDK AERMNEE S 175 FE.

- Amazon EKS #E TLS ERXEZE T HER | RE T HERFAWNATE Amazon EKS F SPIFE #1T R E
IRIE (SPIRE) FEAL TLS BRAERNEE S HRE.

F3E AWS App Mesh E2 T 4E IAM

AWS Identity and Access Management (IAM) 2 — 18 AWS IR# tHBI RMEE B L £ 2 HFE AWS
MER., IAMRAEEEESRFHETTURE (BA) NRE (EE#ER) £A App Mesh ER. IAMZ—1&
AWS % SR LIER  BEREAEA,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html#verify-encryption
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-mtls-sds-based
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-mtls-file-based
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o/ ki

- FRASDEE

- EABGREEFIVE

« J3%& AWS App Mesh B2 T E IAM

« AWS App Mesh S8 EI B E# M R BIEEHI
« AWS App Mesh I Z &R 8|

- YHER App Mesh FARKEREAE

- BERERRE

- WEDE AWS App Mesh & 25 Bl B2 17 BY

cZhes

& an{a R AWS Identity and Access Management (IAM)  BFFAR[E , EEURRE1E App Mesh AR
B T4,

RISERE — WREFER App Mesh RFHT T , AIRMEEESALRUMENEENER, B
IEERE S App Mesh TIRERER TIFH , BAIREFBZRMER, THEFEFFUTNEES A THENE
MEESFRERNTA. MREEEFI App Mesh FHIZHEE , F2BRMIEZ E AWS App Mesh &
0 8 B ER A7 Y

REEES — WREAEL TN App Mesh iR , BOJEEHEEE App Mesh HISEEEFEUE, B & M
BR 7515 F & FE R EUHRLE App Mesh HEEFI B R RN IT/E, A% , BLBRIAMEEREESRRER , T8
SEREEAENER, RELEELNER , UBEENERESIAM, EERABREE L RWMIAM
B App Mesh £ , B2 R 5 & AWS App Mesh B2 T4E IAM,

IAMRREEES — NMEERIAMRRKEES , B8 EEMBNMREFRERLIERE App Mesh 77HL
BHNEMER, TERBUEDFERANERAREN Mesh &2 58 R RIS FIAM |, 5528, AWS App
Mesh LA Bl A B/ 1Y R R &4

5 & 2 B

BB EEBEANER AWS FRENSHEE, EXEKEBHRF (BA AWS) B AWS IRFRFERE |
IAMEER & B 2B EIAMAE,

BRI BAB A AWS FRER S 2 BB RFIRENZBMABS F 2R El. AWS IAM Identity Center
(IAMB 2RO EAE, BLTMNE—ZEARE , LEEH Google = Facebook FRFEE S &
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DHEBINES, EEUREBESSEAE , ENEEEENEEAIAVAGRERS S SEE . EEFW
i AWS BBEAME K LEERE—ESE,

BRIBENFERERR | &7 LL% A AWS Management Console 5 AWS FFREFE., MEZANEME
A AWS |, F2E AR ALK AWS tEF i) AWS B A AFIERM.

WMRIEFHE AWS IRIEF X, AWS REUKBFREEH (SDK) Mav T HINE (CLI) , SAE A BRIIEEE
RIFmESANEBENER, MERTFEAAWS ITE B4 EABCHEERER. WEFRARBRN S LE
THBERNFMENR , F2BHEE AWS APl (IAMAFIER) FRIFER.

EWMEGERAESTRRELE , EURHFTERHMENNREMER, flN AWS BB EFEASZEERE
ZEBE (MFA) REMRFNZ M. ETHESEE , F2EPHNZRESHHE AWS IAM Identity
Center AFEEMEAZRERESHERFE (MFA) AWS (£ IAM R &ERET)

AWS IEF RERE

EREIE—E AWS 1RF K , S8t —EAHETEFIERNEAS S FHK AWS R MIRFHHNE

o EfE S MR AWS IRF root £AE |, WEBEASARBILIRFNEFBHHBUFNERTEA

REN. BARBETEURCEAEREAREEH. RECHREAERRE  LRERARYITRER

REAEANTNES. UFEFTELNU root EFAESSBEANTREIHEEE | F2H (ERAKEM) $H
(FBE root EAERFENIAMIAE)

IAM £ F & F B+ 4

EIAMAERENE D AWS thF ERE—-ASTERAEANRHERER, ETENERLT , RAREE
MBERFEAER  MAZERLEEREZERE HINEBNFRER) NIAMERE, TR , IRENS
EEARGFECAAMENRBER  ERCRNFHER, NFFAER  F20 (EAKER) &
B TAMERRREFRER ) UBRREERPRENEARN,

IAMEHERECIAMEREESNEPEA, SELUBEEIHE, M UERABER—XASEE
REREST, BETVEEEAEFRENTNEFEB8EARS. N, B UEE —ERANE
# , IAMAdminsYE R EEZ B EEEBIAME R ER,

ERERAGTE, FRERGRE-ASHEAEXNZIRE K BAGHNENREHEMNRZEECHA
EHE. EAEHAXKANRYERE A (CALERHERERE. BETHESEE  F2H (AMAFE
M) THEIEAF (MTRAS® ) NIAMERE,

IAM& &

IAMBERENSH AWS IRF EEHEHER. SBURRAIAME |, BEFESEASHEB. SUUE
REEMIAMA & AWS Management Console BBt A€, BULUEIBHAA—EAE AWS CLI 5

FEREDRE 188


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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AWS APIZERBBFEABEEURL. NEEBRERAACHLINFHMEN K F28 (FRIEM) ¥
IAM {(FERIAMAE) ,

IAMEEBRRZENABETIBERTRER

- BEBHFERAEFN — UFEABE I PERSTT , FEIAG , YTAABERT Y. EHESIIH
TEIREHN , ZF-7SHACELBN K UERTHACERNTT. NEBHSACKWMEREENR ,
w2 (EAER) P (BUE=F 50325 REHEAVENAR) . NREEHIAME 25 F
O, IFEEREERE, ATERHS2BIEZTUFERAPANIAME |, IAMIdentity Center EASHERE
RPN ACHED. WEEBEERENET , 528 AWS IAM Identity Center FAF1E/.

- TRIAMEREER — IAM ERERFETUREREBAMESE | EREEHE TENTEER.

- BIRFEFHN — S AERIAMARRHTRKRFFHEEA (REENER) FRERFFHER.
AERRTEIRFEFIENEIEALSN, BR , H—L AWS k¥ , LA LUERBEZMMBIER (M
TREAABELANE ), FEREEIRFFINACEIERAERNBRZBANEZE K F2H

C(AMEERER) IAMARY (BIRFREREFED o

- BRI — — AWS BRI EREMTEIHEE AWS RIS, i, EEEREDBITERER , &
R EEEE Amazon FHITEABRRNEC2E S A FEMTE Amazon S3 A, IR ATRESfE A FEAY 3
BT, FARKACEFERARSERAGRIATIVIEE,

. WEFMITERE (FAS) — BARABAIAMERABE AWS , ZHRARE, RAKLRS
W, GARERTRERE  EHETRRS KD S —E8E. FASERZRTUY AWS B
HAER AWS % B FHBBELER, FASRASRBKEIEEREMABBHNARKESE
R AWS B REXANER. ELERT  SLASEWTERBHENHT, HHR
HFASTHREBNEMEMEES  ASNURHHEE.

- REAE — REACRERERREHTEEMRRNAVAEG, IAMBEESURHPET, £
AR A EIAM, MEFMEF K FSEELACUKERZIRE AWS R (£ IAM £ 4
EIEmH)

- BRERAE — REERACRERE AWS . BRETUNEAGAREHTEE. REE
HAGEETELN AWS IRF YHEKES. IAMEESALURE (BELRERBEESE)
HYHERR o

« ¥ Amazon L#ITHIEAER EC2 — B MEAIAMB EREEEHTER LEC2HMITERIFAVE
RARANEREEAER AWS CLI 3 AWS APIFER, ELEEC2EHIFFRFBRRELS. EEE
W AWS EC2HITEEBNAGYRE AIHAEMARARAER , BUNEILERSHTEEBNINITE
BREE. BTERREESSAE , IRATER LEC2HTHNEXNGERRBEAER., MEF
B, F2RACRAEREETNERIAMA B FT AT REHE Amazon EC2 #{TERE L HTHEIAMARE
o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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ETHRRACERAAMARERRAIAMFE , F26R (AFER) 71 "IAMEIZIAMA SR EE (A E
Fﬁﬁ ! d o

EABRREEFRUE

BRI R FIR R AWS BHEVRRIWAEMINE AWS FHHER, RPN —EHR AWS EE
BoEpHEFRAEE K SEREER. AWS EXZ28RE (EAE. root EAERNARTHERR)
RHEEXRE  FMEELFA, BRPHNFIRERB AMFIIEBFER. KSBERBEHFRHEFE AWS £
AJSONI ., MERBISONRAXHEBMARNFHRE , F2EH (AMERER) PRREE
&, JSON

EESTLER AWS JSONKHE , AREEH#H T UAFIITEAR. tHER , MEERETEESET
A AT EE R AIT LB F,

HERBERT , ERENACRBHT. EEZREEAEHMEERNTEFENER , IAMEESTLE
VIAMEH, AR K RRERSTLEIAMRRIHEEAE®  £AETUREELAE,

IAMIRR|EESZEENER , TRERARMITEENSZAM, Hlm , BREREE—RBAF
iam:GetRole BMERV R, EBXKREEH & 7 LAHE AWS Management Console , 8 AWS CLI ,
5 AWS API.

BoBEER

LG 2 BRI AERNRA R E LM INES 585 (FIMERE, ERIAMERFERAR) BHISONHER
RIS, BEBER AR & 0 E AR RG T WML RMTILEIE, BB NIRIS 5B
AAERNER  F2H (AMERKERE) #1 (BILIAMER) .

BoBERRUTE-SOERARBRHAZERR, ARBREEZARINE—FEHE, FHEIAE,

ZEBNRBEEIURE , SULUEERMIEHNZEERE, FENAE AWS IRF, ZEBRXRZ
EAWS REENERNEFEENBR, B2 THNEZERBRIARKE BETEE  F2
B (AMEERF) Y "HEZERMEMABRRE 2 BETRE,

BERBEHER

UERABERNISONKE ZEM MEERVBERX M, NAERKERNBREAEH ZFAMABEER

M Amazon S3 R FRFEER. EXEERERRNERES , BREEESTUAERTHREFESE
ERNFEER. HRMMBERNER , BREEREERN X8 W UHEZERATHEEAREMER
HTHTNEE, ELREEREBRPEELZE. F2RETUIEIRS, £RE, A6, ABHEH
E AWS R7S.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

AWS App Mesh EREER

ERAEPRBRVAKREFHABRBEK. (RTREEM AWS EUERAERIREEIAMP ZEENE
B

FERFIFE (ACLs)

FHUEFIEE (ACLs) 2HMLEESRE (IRFKE, FHERNAR) EAFNERNER. ACLsEL
RUERAERNER , ARATCMFERISONBERIXAHER.

B

\

Amazon S3 , AWS WAF#HI Amazon VPC 2 X5 RME B FACLs, BEEE— 7 HACLs , F2E
Amazon EERFRERZEASIEREPNFEUEHIFE (ACL) #iE.,

HBUEREE
AWS X RHMBAERNRAEE, SERRBETRERE RBRREER FENSKAFFT.

- ERAR — BRARE—EMIIE , BULERPREUNS DB AERNFR TREGIAME
B (AMERERA ) NBEAER. EUNAERREFIRR. MEENFITERERNS 2EK
RMEFFARRIRE, % Principal HMUFEEEAERNACHNEREBRATEZIFAR
RIRH . FTAEEBRTHWAREENRSERX AN, NERBERARNFMAET  F2EH (AM
EFAER) PHIAMERNERAR.

. BRASIZHISEE ( SCPs ) — SCPs 2ISE M REMEN (OU ) BB AERIISONZEE AWS
Organizations. AWS Organizations B — AR EANEFERZERY AWS IRF BHNEEESR,
MRS ABEMPFTEIIRE , Al LS RE RS (SCPs) EREEAMNEMHFTEIIRS. SCP
REIKERFHFERNER , IFESE AWS IRFRERAE. WHEEE Organizations WFMHE
SCPs , 528 AWS Organizations A Fm.

- THERBBE - TERBBER —BEEEX , Sl EEBREE N XBRIACKBEER
ENTRTEMERE  FASHEE. MELETFRRNATEREAENACN S S EBEERNTE
FEERBURMI RS, FTAAILRAEREER, AMAEEEBRTNWAREEREERA AN, WEHF
MEF , F2EH (AMERERE) P TEREREAL

SRBRER

REZERREEERIFRE  HEREANTISERAEN,. EMHBLIER, ZEEME MM AWS R
EESRZERNEEBFEEAFER , F2HE (AMERER) oy TRAFHLEE, .
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS App Mesh EREER

F 3% AWS App Mesh E2 T 4E 1AM

EERAIAMREERARNEBNEIE 2 |, SREZBETTLIAMIIBETEL App Mesh HEELEM
HENSEARAEBNMEMALTXNSERE AWS REERIAM |, F2E AWS (IAMEREE
Fa) |AMAR fE A A9 AR S

FE

 App Mesh & % & 512 R Al
 App Mesh & RE JZ Al

- ER App Mesh EBHFE
« App Mesh IAM At

App Mesh & 7 3% Bl Z R Al

ERANNAME DB B AERAKE | BRI UEEAFREBNBENER , AR AFFHIEBBFERHF
#ro App Mesh XERTEEIE. ERMFHREIR, EERBFEEISONKBHEANFTIAELE |, F2
B (EAIAMERER) FH (IAMISONEHETESE) .

BE

EEE A LMER AWS JSONKE: , AREEH#HAIUERAERR, tRER  WEEBETEERGT
A A EE R IT L BIF,

JSONKEEActionTRHER T AT URARAFFHIEBREE P EFHHNEE, KBBFEEREBRNERE
FEE AWS APIRME, B—EBISMER | FlaNR B REAPIRENERERAIRE, b - EEXEE
BERPNZERE, EL|ANBEBAMKEIE,

HREERABERE TUTHBBBENFTT.

App Mesh A RAIBMEEEBERIFERA THIEIES : appmesh: il , EERERAEEAXEE
IR E B B AR | Ba LA Zappmesh:ListMeshesElappmesh:ListMeshesAPHEEE
EMMRRES, BERFRARXHBEEE Action = NotAction Tk,

EERE-MRRXNPIEESME BE , FRERSE , WTAT.
"Action": [

"appmesh:ListMeshes",
"appmesh:ListVirtualNodes"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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WA LUERBRAZER () RIEEEZEEIE, flan , MFERERTER Describe XFWAMBEEE , F2
SUTEME :

"Action": "appmesh:Describe*"

3

HEEE App Mesh BIMFBE , FSRERMEIE AWS App Mesh (£ IAM R EERF)

&R

EEEWLER AWS JSONKE: , AREE#HAUERMTEARAT, tRIER , BEERBETERET
A LA EE R AITLEBIF,

ResourceJSONREITEZEEEEZEAIHEN —ERZEYWH. FRRXNLETE Resource 5
NotResource JT#E., REMERFERHE Amazon EREH (ARN) EEER. B USHZEREE
FREENWEME (BAERBRFTT) REEM.

HRAIXEERBERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEAXERARAEER.

"Resource": "*"

FEAEXBEmeshEREE T5IEEARN,

arn:${Partition}:appmesh:${Region}:${Account}:mesh/${MeshName}

MEABHEANEEMETARNs |, 552E Amazon ERETE (ARNs) # AWS FRiGan & 2=/,

Flan | FEEEERWMME apps & Region-code BIFHESNERAS | FHUTABTARN,
arn:aws:appmesh:Region-code:111122223333:mesh/apps
MEEEBREERFNAEHTER  FEABAZFT (M.

"Resource": "arn:aws:appmesh:Region-code:111122223333:mesh/*"

HL App Mesh BifE (Pl ARE N ERNENF) MEEREER LT, EELBRAT , BLAMEA
ERZFETT ().

"Resource'": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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RIAME X EREFEREBENERDTHNER, EEEE—RAXHIEEZEER , FUAARNSERE S

=

"Resource": [
"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualRouter/serviceB/route/
*11
"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualNode/serviceB"
]

EEEEF App Mesh ERERE R HEEARNs , 2B EREZE AWS App Mesh (£ IAM £A &8
B EERFETUHHEEEREEWLEE , FSRAERARNNEE AWS App Mesh.

%R 8

App Mesh T EFEARLELFHEG 8, BEEFLI AWS 25F4REIE , FSE AWSIAMEHA
EiEmPNE BRI REHET, EEEE App Mesh TEN2ERHSREE  F2HTHIEE
MR %58 AWS App Mesh (£ IAM £ EiEm ) EEBRF BRI G4RIBERABLEENE
R, ESREIEERE AWS App Mesh.
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B
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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RiEE— LR ERER AWS SHHENEARIBENETEFEEBR. NFFHEEF , F260 AWS
ZEENRKH AWS (FHERER) PEH TFERENIAMEERRE,

- ERABREERER — ELEARAURERERE  IWMAREHITTEMFENER, AERLBEN ,
BUNERERERG TUUEREERRNNEE , ELBARKKERTT. NFERREAERE
[RIAMWEFHEF , F2R (ERAER) IAMFRIAM CREREER) -

« ERIAMEKRE R EGE — S REIFE — S AERPIIBEYE | UREIYESENERNFZEL
flan , BAIAREBRGH , LUEEXBEFRABERMBEERSSL, MERKEERZERFEFSAK
| &4 0] DR PR AR 2R 1R B Y AR S B /E Y TR EUHE AWS AR , f5lan , AWS CloudFormation, 2l
EEHMEER , F2E (AMERER) FHIAMISONFKRETER - &,

£/ IAM Access Analyzer B L RIAME] |, IR T2 M IEEMERIRER — IAM Access Analyzer
SREFHFONBENEL , LUEFRRBREIAMERIFES (JSON) MIAMESRIEM L. IAMAccess
Analyzer 2 fiti#i8 100 HRRIRENATTHER  HEHLRERL B EENRE, MEFHMEE
i, F2EIAMEIAMAEE PR FI D a5 R B BRE,

- EEZEERRE (MFA) — IREBHRHIFZFEFIAMAED root £HEF AWS 1RF |, FERRIMFALL
EBENANREeM, EEEWUAPHEEMFAREE | FERBPIIEMFARY, MEFMENR , &
28 (AMERER) P < FREMFAZRERAPIFEL >,

MBAMFREENMETIAM | ESH (AMERIEE) AMBY TZ2EREEE, .
FREAEREAREES

HEZFHAWS App Mesh #1670 | ELAERARERENERE, ELERSARFTEIHIL
AR BB App Mesh EIRAVEFHE R AWS tRF, MREEIMHUAS 2 #E B AERAY R AR/
RIEERERE , AlEHAREINANAREAXREANER (AMERENAR) B, &N
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS App Mesh EREER

#AWSAppMeshReadOnly R EEH KM MEIFERAE, WEFHENR , F28 (FAER) 1 &
EEHMEBEIAMERE) .

BAFREHFHRABITEFNEAE N RETESER AWS CLI 5L AWS APl, TRR RFFFEER
ERHITZAPHERE AT B,

AFFERERAMMAE ST

WEFBERMARYFER | BEAMAEREHNZEERES 2B INABRMNZTEEFA, HEASE
EEEEA LRI EENER , AERRFTANER AWS CLI 5 AWS API.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
1,
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshReadOnly%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS App Mesh EREER

BYEmE
LeEi IR AR M RS, A RFFERBEEEMED T H/RSEZ LB,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "arn:aws:appmesh:*:123456789012:CreateMesh"
}
]
}

Bl o 36 4R P A M AR

1t 0 5 BB R AN 22 3L Se RTE AR B LAMER S A FEUR E MR AT A ey IR Al

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"appmesh:DescribeMesh",
"appmesh:ListMeshes"
1,
"Resource": "*"
}
]
}

EAZREREV AR ES
B AEIAMERE R P ERABRBRZFHEIAMR A IEEN TR, SIEEAURIAMERERAEH

g, SFESBERPLEEREERY., HEFABERNARIAFEVBAENER K BRRERABAN
EBRE A teamName M —1E{E booksTeam.

{
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/teamName": "booksTeam"
}
}
}

}

A LS L BUR M N EIRIAME R NERE, NMRFEAEEREYPEE , FELESEEANIE
HteamNameF{EbooksTeam, MEMEAF TS U EBNE , IRVRAENERS LK. NFHAE
A, F2E (AMERERE) 91 (IAMISONZEREETTE : H4) o

AWS App Mesh BN Z & Z Al

FAWS EENKHMEHBYNEENE IR AWS, AWS ZSEEN KB EEATSERERARS
RUER , UELETURBREERERIGERE, FEANAE,

FARCE , AWS REENBRTRISER/CHNBECARFIREZEERER  RAELEERAHRAR
AWS BEFER, RMZBLERCARIIEBNESEEBUR , MEE—SBDEF,

CEEBER AWS EERBPERNER. MR AWS B AWS SEEBFRAPERNER , AIILE
MeEKENMRERANEZRRER (EAE. FENAR®). AWS EXMHNEZH AWS R /Y API
BRETARREBRKE KA TRER AWS ZEEKE,

WEFMES , F2HE (AM E£RERERE) P AWS ZEBXE,

AWS ZEEWXEE : AWSAppMeshServiceRolePolicy

B A LA#% AWSAppMeshServiceRolePolicy Ei#EE| IAM B, AFEEFEANEEN AWS R
FMER AWS App Mesh,

EZERGILRANER | F2BAWS ZEEAWSAppMeshServiceRolePolicy By SKig S EZ Hh iy,

MEA RN R E FAWSAppMeshServiceRolePolicy , 5528 App Mesh HY AR I iE#E £ G 8
.

AWS ZEEHE 199


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshServiceRolePolicy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html#slr-permissions
https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html#slr-permissions

AWS App Mesh EREER

AWS ZEEHXREE : AWSAppMeshEnvoyAccess

BRI LA AWSAppMeshEnvoyAccess E#EE] IAM B8, ARSREERESHEEHER Mesh 4557
Ko

EERRLFEANER  FSEAWS ZEBEAWSAppMeshEnvoyAccessHI ERIESE HF Y,

AWS ZEEHWXREE - AWSAppMeshFullAccess

&AL AWSAppMeshFullAccess EiEZE| IAM B8, EEH¥ AWS App Mesh APl #l AWS
Management Console.

EZERBUILRAIWER | F2BAWS ZEBEAWSAppMeshFullAccessHI KB E R,

AWS ZEEHXREE : AWSAppMeshPreviewEnvoyAccess

BE] LS AWSAppMeshPreviewEnvoyAccess E#E| IAM B, ARERERESRABHERER
Mesh FEEHFEER,

LZERBILRANER | F2BAWS ZEBEAWSAppMeshPreviewEnvoyAccessHI RIE S E R,

AWS ZEBHREE : AWSAppMeshPreviewServiceRolePolicy

BT LA AWSAppMeshPreviewServiceRolePolicy E#EZE IAM BB, AFENFIEASEEN
AWS BRI FMEIR AWS App Mesh,

EERGIRANER |, F2HAWS FEEAWSAppMeshPreviewServiceRolePolicy ) 5k i £ 2
M,

AWS ZEEHWRRE : AWSAppMeshReadOnly

& A LA#% AWSAppMeshReadOnly E#2 %] IAM B8, 12t AWS App Mesh API 1 AWS Management
Console.

i

\

EERRLFERINER , FZ2EAWS ZEBEAWSAppMeshReadOnlyHI RESZH K,

AWS App MeshAWS = B8 R H EH

18 AWS App Mesh B Il BRFSBAAIEHEE LB E LR AWS SEERMENFMER . MFEREL
EESENEBIRE , 55518 AWS App Mesh XHFB L s EE LK RSS HE.
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshEnvoyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshPreviewEnvoyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshPreviewServiceRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshReadOnly.html

AWS App Mesh

ERAEER

gE

AWSAppMeshFullAccess-5 #t
I BUR

AWSAppMeshServiceR
olePolicy, AWSServic
eRoleForAppMesh— BB #THY B
8

DU

2 AWSAppMeshFullAcce
ss EFUAFFE
ElTagResource #
UntagResource API,

2 EAWSAppMeshServiceR
olePolicy #TAWSServic
eRoleForAppMesh 3if
FEF1FEL AWS Cloud Map
DiscoverInstancesR
evision API,

HEREMHFIE  FHEEREENERE, FExAG .

- ERAZEMBAMN AWS IAM Identity Center :

B

2024%4A24H

2023 £10 A 12 H

BUERASE, FBHEB AWS IAM Identity Center &/ FH BV ERASE RPETERE,
- BBEOIRMEE IAM AEBENFERE

BYBSEINAG, FRRBIAMEREERE N AF=757RHE BiS) BYAG PHETRE

1TRME,
. IAM EAZE :

- BUEHERAETREINAR,

*;T:é{,EO

EEBIAMEAEEE N A IAM EHAEETAS PNIETET

- (TER) BBREEMMNEERAE , IREAENEEEAETFE. HER IAM EREERMAH
BEFAREAE (F2E8)PHET.

¥R App Mesh EA RIS ERE A

AWS App Mesh £ AWS Identity and Access Management (IAM) [Ri$EEN AR, REEEEER
BEiZEZEE App Mesh WIE— IAM ABER, REEZLZBEH App Mesh FEEEE , B ERBRER
SN H A BRAWSHE FT E M FT B RERR

ERARKEERAG
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https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html#slr-permissions
https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html#slr-permissions
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWS App Mesh EREER

B EFEAGAREEERBIE App Mesh , RABTFEF B ELEZMNER. App Mesh BEEE
HRBEGACHER , BRIFESHAER , BRIRE App Mesh AILUREH AR, ERNFFIESEERE
HERMFFAIBER , ¥ AZFF IR REEIEM At IAM B,

BB ALERMBRAECHEBRER , FRMRREESAE, EFLUMRELEN App Mesh BEIR , I REHE
ERNOBBRIFIRERER,

NERARXERBESACHEMRBNES  F2RTHEE IAM EERN AWS R , WS

Service-Linked Role (fRIEMR AR) METRA Yes (B) Wk, BEERERD Yes (B) , AREZX
R % 09 AR A5 E 4 A B XX

App Mesh Y RIS ERE A BRERR

App Mesh & & RIS ERE A B AWSServiceRoleForAppMesh— & & 2 5F App Mesh X R EFEIY
AWSHR#

Bk AWSServiceRoleForAppMesh #E#E A & &E{Fappmesh.amazonaws. confREBEZAE,
AT AT RE A

« servicediscovery:DiscoverInstances-/i5F App Mesh $FTEAWSE R 5E R IR E.

« servicediscovery:DiscoverInstancesRevision-f& App Mesh T EAWSE R 5T K IR

=

AWSServiceRoleForAppMesh
RS THA :

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "CloudMapServiceDiscovery",
"Effect": "Allow",
"Action": [

"servicediscovery:DiscoverInstances",
"servicediscovery:DiscoverInstancesRevision"

]I

"Resource": "*"

}I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS App Mesh EREER

{
"Sid": "ACMCertificateVerification",
"Effect": "Allow",
"Action": [

"acm:DescribeCertificate"

1,
"Resource": "*"

}

]
}

BARERH , IAM ER (NEAE, RERAR) T WEYL, REIMRRBERSEC, WEF
&R, F2H (AM E£RERERE) PHERBEEASBF .

B3 App Mesh RIS ERZ B E

MRIEE 2019 F 6 A 5 B2 E&E., H AWS APl FFAWS Management Console Z 3 #81#EAWS

CLI, App Mesh AL BV REERZ AR, EEALEBYRKERZAR  BRAREYHEEHN IAMIRE
HACHI I AWSAppMeshFullAccesslAM BZE , Siffitn‘@&iam:CreateServiceLinkedRole#E
FREVER, BEMBRUEBEEZAE , 2RFEBXREY , EUNERFHEAERERFEFELA
B, EFREVPIEE , App Mesh EBAAZRIBRKEZAE, WRENIRFETE 201966 A5
AZElZUNEE  mELRERREEEZACARELRE , MFLER IAM ERAEVAG,

A LMER IAM £ 4 | %8B App Mesh AR IR RIS ER A, £ AWS CLI CLI 5 AWS AP
B, B —ERKEEHEA appmesh.amazonaws.com RS ERZ AR, MEFMEN , FSE IAM
FEARAEEETHNELRBEERAE, MRERRILBREEEAE , BUUEALEENERABREL
ZA,

fmE8 App Mesh RIS EZEA R

App Mesh T 7t 55 24w & AWSServiceRoleForAppMesh RIS EFN AR, RAEEEEBTREESE
REEEAE , MUEREIEEVACCAEBEACER., Am , ZAFEA IAM RFEARHER, W
FEZEA , F2E IAM EREEETNFRERBEEAE,

Bk App Mesh RIS EFE A6

EETBEARERBESRACHIEIRYE  RAEZBERBRZAE. -, ERREREDE
EHEENRERER. AW  EFDRBRBRBESHCZH , ELAXBTRER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AWS App Mesh EREER

® Note

ELEAMBRERE , 2R App Mesh RBEEFEAZAE , AIMRATES KR, HHHERE
£, FESFROERYBRERERE.

= E M BR 5 A FE R 2 XA 4% B R AWSServiceRoleForAppMesh

1. MBEETAFEREEESNAERE.
BBk O PR EE R BR E 28,

M BR 4B 4 o 19 P RS

BB BAE PO PR R B

ST

o M w0 b

HIRF PR AERB TR ERSER,
£/ IAM FERBRBRBEEESE

F/ IAM A AWS API filBk AWSServiceRoleForAppMesh BRIGE#R A, AWS CLIZNZESE4H
B, E2H AMEREEETRNRIBRESEEAE,

App Mesh R EZE AN ZEESE

App Mesh XEEFMBRHBBNESTERARBEE AR, MFFMER , 526 App Mesh tiF5
&,

1HERERE

REREREREE Amazon ECS B AFITHEFENRE, £ Amazon EKS L#1THY Kubernetes
BT , I Amazon EC2 #1T{EE L#THEITER S , 1€ App Mesh Envoy EE R E

— SR ZEBRIF AR, YR 2021 F£ 4 B 26 HZHIE&BEAE Envoys BEZH App Mesh i
HNEFIRF , FAEHELZSM (TLS) WERSHAERFE (& TLS) NEREBFE Proxy
B, HNEETRE 2021 £ 4 A 26 H2#%4% Envoys EiREIH App Mesh i BN EFIRE |, FiE
App Mesh THEEZEERERE, BERFTEEFIRFYHMBEEREBA Proxy &% , BIEMAMT
FEATLS, WESHER IAM RERSEERNZSE—HNBER, RAEREERE IAMBXFEE
#appmesh:StreamAggregatedResourcesPR, ZBERALAMINE IAM A& |, W HZ IAM A%
AN MEFEERENTEER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html

AWS App Mesh EREER

B IAM BE

MREBFLERBEBEPNFIERE R BEHBIAIERBIRIENERE  FHREEL IAM BE,
MRERGERBAR B AP BEREENAR RS , IFEET—NZE IAM BUR, EBE8

AP ERGERERN BRI RF AETSETEERLBITH Envoy Proxy. B IAM BRI
#appmesh:StreamAggregatedResourcesFFAIFTBEHE ., THEHHIRBAFERKEAEFHE
El#serviceBv2AserviceBv1MWEREHENHERE, EELBIREBEPERN T MHEEREE R
iERE, MNEBBEEILDME IAM BERHNFMER , F2REL IAM BEE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBvl",
"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBv2"
]
}
]
}

ALY ZEXR , SERKEBSRIETERBE R FI.
By IAMAE

MREFERBEEPNAIE KRR AT EERFINERL , ARFEL—E IAM AEH
f, NSRS R HIE B WA i B AT R P REVEREVERIRE  IFEALE L —EXRPELNEMER
BEVA®, STHK Proxy BITAIEZFEERNIE R,

- Amazon EKS —NREHEFHAE—AE , A UFEAERUEERENWIERGE THEEHHNE
AR, EEFRZEAR K LHNEEXENEEESE LARKIIRFEA IAM BEHRERHER,
BYB HEEFREETEAR , Wi iELABE Kubernetes IRISIRF I FAHE, MEFMENR , F2
RARBIRFEY IAM AENBENARBIRFIEE IAM A,

« Amazon ECS — ZHVAWSHR#E., EEEMRERREE , RAREET IAM AGEHEREGEM By RIEE
ER =M,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html

AWS App Mesh EREER

« Amazon EC2 — ZHVAWSHRTS. iZEH EC2 , AERTEEY IAM BEEZEE EC2 FHAXRM, ERER
E##7E Amazon EC2 #I1T{HE LFEEREMART , 2 ESTEE LT ERHATEE LS TEE
EHITEESR

WEEBRYL IAM ABHNFMES  F2REY IAM A€ , F2REVL IAM A8 | F2HREY
IAMAWS

EHE 1AM BER

i

MREBFLERBEBEPNFIERMRIm BB BNATE BRI BNERLE B
#AWSAppMeshEnvoyAccessZE IAM BIRMIMEBIZE L —BFBHPELN IAM A6, NMREZR
FERME RS RPEIAENBRIFREY  FEEEINSERKHNIEEINEEAR, NEK
BEISHZE IAM BERMINE IAM BN FRER , F2RFE IAM 555,

E#E IAM A8

HEE IAM e NEBEENEEER

« Amazon EKS — MRS BEMME TEEHH LN AE , AT BLS R, NREEI TR
At K FEEEAGIEREHEEIN Kubemnetes IRIEIRF , WA S ERBEIRSIERELSIHEREN
&5 Kubernetes MM ERIE. MEFME , F52E Amazon EKS FAEEETHNABHRE
1R FIEE IAM A& H Kubernetes 5788 XX #H IV 5 E B K RIEIRS .

- G5 ECS — #% Amazon ECS R A MBI ESRERENTHEER. AIFEH EC2 5 Fargate
BBV ER RIS . BEEMTEI Amazon ECS FX AN GEMMBEHKNFMEEN , F2
BAEBKEE IAM S,

« Amazon EC2 — IAM B4 A BT ESFEREMN Amazon EC2 B4, EENM&A G INE
Amazon EC2 #{THEREMNFMENR , B2EREEY IAM E£6 , BEREEEIERG EC2 #IT/H

o

|8

RERERTH

BENEA—EFEREERE , R E%appmesh:StreamAggregatedResources#ERIBERGFTEE
Proxy BETEEIR

Amazon EKS

IR BT RAERGERE TFEHHNAE, BEMImE. T8 , BREEEEREM L5
MRA , LAMEASE B R FERG S E AR ER. NRBEKRMMEERE THEEHRNAE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html#create_task_iam_policy_and_role
https://aws.amazon.com/premiumsupport/knowledge-center/assign-iam-role-ec2-instance
https://aws.amazon.com/premiumsupport/knowledge-center/assign-iam-role-ec2-instance

AWS App Mesh EREER

SEIZH Amazon EC2 RE|ER , RAETR IEEH BT ERELHERINIE, &Y EIERG
Kubernetes 8 & 2 HEFEREEEAE K B FIFE,

1. 18 Kubernetes SFEMFMER , HP AL ERT S IEIR Kubernetes RIEIRFHNMBE. T
F S EWIERB my-deployment SPBHIFEMER,

kubectl describe deployment my-deployment

EREINEHS | FEEAAIN{EService Account:. MEBREAMITService
Account: ~EE , AIBBIFE#E BET Kubernetes IRIGIRFIERIG B, LEEIBR—ME, W0
EHMET |, 2R Kubernetes XHHHIEEE Pod HIRIEIRF o

2. BBEL—(EALBERRERFHNFMAER. THTSERE B AWRIERS WEEME RNy -

service-account,

kubectl describe serviceaccount my-service-account

5% Kubernetes BRFEHR 5 BZAWS Identity and Access Management& & iHEE: , RIEEMNE
h—TERREELTHIEH,

Annotations: eks.amazonaws.com/role-arn=arn:aws:iam: :123456789012:role/
my-deployment

£ £ —{EEEHIH , my-deployment BRI IR S BB IAM BEEHE. MRBEHIRFHE L
KOS LIRS FIEEIAIIT , Bl Kubernetes fRIGIR S T2 EIR S AHEIN , UL IR EEHS HET
B ZAWS Identity and Access Managementif 5., MEFHMEN , BFSRAELNBRBREFEE
IAM A,

3. & A AWS Management Console , S BRI https://console.aws.amazon.com/iam/ #Y 1AM
FEA,

4. EERSES  ZENAG. ERNEEL-ESRPETH IAM BEEH,

5. WRCHHEENEYNBITRAFHZFANSAppMeshEnvoyAccessEER R A, R MEK
SRERARM I, F5% IAM BURKE IR IAM A, MREEEMMEBET IAM BEX , BREEET
IAM B3R, IEEEVEESMEFTNEL IAM BE, RSB IAM BER | 5HEE
BERYBFEETE""Action": "appmesh:StreamAggregatedResources", HMIRRE ,
B EESZERTIEE BT IAM BR, SRR HESENBRIEEEERN Amazon
Resource Name (ARN), 18R K% HEM ARN , BB T LUREE R AR UAFTIE, BERLEBEY|H
) ARN, WMFEFMEF , F2REE IAM BERME T IAM BUR.
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T 5 & HIFE R REStreamAggregatedResourcesEER CloudTrail SE8&IEE

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:d060be4ac3244e@5acakte@67bfe2418",
"arn": "arn:aws:sts::123456789012:assumed-role/Application-TaskIamRole-
C20GBLBRLBXE/d060be4ac3244e@5acate@67bfe241f8",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
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"invokedBy": "appmesh.amazonaws.com"
I
"eventTime": "2021-06-09T23:09:467",
"eventSource": "appmesh.amazonaws.com",
"eventName": "StreamAggregatedResources",
"awsRegion": "us-west-2",
"sourceIPAddress": "appmesh.amazonaws.com",
"userAgent": "appmesh.amazonaws.com",

"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"connectionId": "e3c6f4ce-EXAMPLE",
"nodeArn": "arn:aws:appmesh:us-west-2:123456789012:mesh/CloudTrail-Test/
virtualNode/cloudtrail-test-vn",

"eventStatus": "ConnectionEstablished",
"failureReason": ""

.

"eventCategory": "Management"
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« App Mesh ERE5E

« App Mesh E#R 5

« App Mesh #EH5E

« App Mesh B84 5% &

« App Mesh &£ M

 App Mesh EBREE # HE R

App Mesh 5t 2 BF i SR EMUE
BRCMEAREER O REME | SUBBIEMER App Mesh Brf0RIE,
MABEREEENTE

Envoy Proxy BEMf — @& E BULERRNERRBRENRAES , UARIITEMEEDRE , f
IEARBEZE ﬂﬂﬁnﬁlﬂﬁaﬂ A2 [ Envoy XHHHEEINTHE,

MREGEAZSEEREER , AIMKEARESEERE 9901 LRAAERH RS, PRENSE/HIEKER RS
URL ##IApp Mesh 5% E5EBERAhttp://my-app.default.svc.cluster.local:9901/,

® Note

ERRMBHIERET L AMABERLE. A, &1!’3}2“%5&*%"“@%%“6%%
IE L0 4R FHENVOY_ADMIN_ACCESS_LOG_FILERIESHERRES/tmp/
envoy_admin_access.log.
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin
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AEEHEHMASE DogStats D B4

Envoy Proxy AIEREREHIHE OSI £ 4 BHE 7 BRENMRITER , URABEREFREEMRN. XEE
REAMMAFEAELRAER , MAHSEENEKEE (B0 CloudWatch # £ Prometheus) , 15%
BLRHTERREFMEEARINERVE , THBEERELEBELERTH, NEFHEBEA ,
2B Amazon CloudWatch $§#Z# Promethe us X4,

B LUEIBEE P ERM S EIRERE DogStats D EEDogStatsD ZE 8, 1% DogStats D WFFHE
# , 520 DogStatsD X #. ZAILAERE A Amazon ECS WERABEXMFEE P K E AWS CloudWatch
EEHEN R, GitHub

XA 7 HL B 5

RPEBLEANLRAERESEESY  EENEURREARR > BEG TR HEER, 0
BHEET, , FBH Envoy THPHEEEEE. DERIEE 0S| £ 4 BANE 7 BRBAANRESE
. A Envoy WTRIERE | SR UG T A BUAR B8 B 55 A2 # 52 # 2B CloudWatch
e,

parse @message "[*] \"* * #\" * * % % x % & % x % &0 3g GtartTime, Method, Path,
Protocol, ResponseCode, ResponseFlags, BytesReceived, BytesSent, DurationMillis,
UpstreamServiceTimeMillis, ForwardedFor, UserAgent, RequestId, Authority, UpstreamHost

EEERIREF A Envoy HESRCH%

HAIEEZAS Envoy RIZM BSFRBIERE AdebugE £ ERIRE D, EEELHBVHEBIEHAIEE , RE
BN App Mesh fHREEEB R L ERIE,

MREFEREZ Envoy BEHE , Bl SdebugiEIBENVOY_LOG_LEVELIRIZREBE AL HEBRFZER.

(® Note

BEMTRBRELEERETEMAZKdebugiRBl. #BMRREAdebugtBiNaesk , W AIRER B MEE
MEHEFCHAE SRS RAVER S CloudWatch SRR,

E&EA Envoy WTERREXE , BRI LIEA T HEAFRERR , FIACloudWatch HFERA D #2H1E
FFate% -

parse e@message "[*1[*1[*]1[*] [*] *" as Time, Thread, Level, Name, Source, Message
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://prometheus.io/docs/introduction/overview/
https://docs.datadoghq.com/developers/dogstatsd/?tab=hostagent
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/access_logging
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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£ App Mesh 23 S 245 E LB E AR

RFIEZREER Envoy #84E , control_plane.connected_statelA#E{R Envoy KX EE App Mesh
EHEEETES  UERNDEREER. WEFHEF A BFSEEEMARS.

App Mesh §%E %%

KBRS LA App Mesh REH TTA B I % SR,
EERBUS R SRR &

Ak

&£ Amazon ECS &AW B T HIEEERAE . THFAEARH Amazon ECR ## ID M#A#RIER BT
B , EEEUARERB{E Amazon ECR #1ZEIEENA BSIE,

CannotPullContainerError: Error response from daemon: pull access denied
for 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy, repository does
not exist or may require 'docker login'

fEAT

ILEBRRRERANTEBTAGKER Amazon ECR BAWERR , tEERTFHEFRIRE Envoy Bes
R, 1k Amazon ECS #BHNEKAITACTEER TIIBRAXA IAM BUX

{

"Action": [
"ecr:BatchChecklLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage"

1,

"Resource": "arn:aws:ecr:us-west-2:111122223333:repository/aws-appmesh-envoy",

"Effect": "Allow"

1,
{

"Action": "ecr:GetAuthorizationToken",

"Resource": "*",

"Effect": "Allow"

}
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https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server.html
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MRENBBEDAEEIR , FEBHRMGItHub FRESELE Sup AWS port ZBFT.

#5582 App Mesh 45 FE RIS

iR

BB ERIEEEERET App Mesh BEEERKE. BEEEFD
- EiRIEBIRR

o ERRI AT

R e A2 UM AR e 5 T T RS e TR PR B A B AR

- gRPC #3&

FRAT

FEFEEZM Envoy Proxy AI 7BV B SHFAE VPC in % , M EEMNZ S FHEAFERIE 443 LHE
HiRE. App Mesh A R4S FEE BRI IHHER/TEME BB (FQDN) &3,

# App Mesh Production Endpoint
appmesh-envoy-management.Region-code.amazonaws.com

# App Mesh Preview Endpoint
appmesh-preview-envoy-management.Region-code.amazonaws.com

EI‘III,I

BULERATHNGSH EMS REEETH
%o

. EEMAEREZAN gRPC BRERGIHEEER

curl -v -k -H 'Content-Type: application/grpc' -X POST https://
appmesh-envoy-management.Region-code.amazonaws.com: 443/
envoy.service.discovery.v3.AggregatedDiscoveryService/StreamAggregatedResources

3

MRBWEBELFAR , RAEHE Envoy EERBHNEREREEE, EFY gRPC HEIFEERMN T |
28 Envoy FETEE App Mesh B EE R FHEZNER | WHERERXAF,

grpc-status: 16
grpc-message: Missing Authentication Token

MRENBEBEDARB LR , FERBFRRMGItHub MRESHELE Sup AWS port #BFT.
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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ERAEER

$(EEE App Mesh 5 S B RIS ETBEE | WHERES

Bk

B SERIBELERES App Mesh Envoy BIERE L KN EBE.

RHY HESRE

gRPC config stream closed: gRPC status code, message

RN E

ERZBERT ,
E &Eﬁiﬂﬁ*o

gRPC ARREHS

0

ACSRIE RV EA S 5P

DEELHEE, TRIIEERTRE

R &
18 7 3th |6 B A 2 E TR AR S

KB RIRF (BRI E

BREE) IHEABERZ —

Envoy IR fa] R 27 AR A R HEH
TENME |, BIIELRZE Envoy B
B R R EEEREE IR

&€ App Mesh &R Envoy
RIBEEHEIBIRF ERREE
5,

SN

I&H Envoy REBRAFEBEWMTAT

EEINEE RM gRPC IRER.

R

SRERE. App Mesh 1BEET
B 45 A 22 B b AR RE AR B A
B, BESEMEEYEER
WEH,

PR EZRR Envoy BLE
LR EFEerREN App
Mesh ERNEEERE. IR
&8 App Mesh BREEH A
AWS &R (filt1 AWS Cloud
Map @& Z = ACM BFE) &
'l% ] EREETELEREEL

EREELEMHN IAM BRER
B App Mesh FE b fR %
I BRBRIR S | 3 AS B B
1% Envoy Proxy AR EREZE
Envoy EERBEH IAM £AE
A,

WMApp MeshFHETREZ IR F BL 88 A
RAMAERESEENER ,
nﬁ E2 ﬁo

45 EE App Mesh 45 E I8 RIS BABAIERE |, WRAREEIR AR
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gRPC ARREHS R&A BRI
16 Envoy RERRELZENER HREnvoy EEEENEA
B BE AWS, ER, &R IAM EHAES

AEEHRE AWS g, R
Envoy R EABIB102448
iR T , BIFE Envoy kR
ARv1. 247 2 B EFRENGE
FHEHAEE #24136, B
BERHEESRER B

S EERN. B LIEEEE
BikmEXF "A libcurl
function was given a
bad argument. Y Envoy &2
k18, UHERLEE, FER
fRLLERE |, FFFHRZE Envoy kR
AAv1.25.1.0-prod SHEH
7N

BRI LAEA T 52 | EIB Amazon CloudWatch SEEE | BIERRK HESENRENMREENFE

filter @message like /gRPC config stream closed/
| parse e@emessage "gRPC config stream closed: *, *" as StatusCode, Message

MRBHOEBALRERE  RECHBENARR | FEEMGItHUb B,
KESEFRRBE, RBERANSRIVEIRARK
Ak

B SR E R PRES1E Amazon ECS 7. Amazon EC2 #1T{EE = Kubernetes #8 1Y E/EARBE
BELR, HlM0 , B LERATIGSER Envoy BENE , WIZWSISALIVERAREE,

curl -s http://my-app.default.svc.cluster.local:9901/sexver_info | jq '.state'

FRATE
LT RB4R Envoy REBEAREMEN MRS ERFE,
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https://github.com/envoyproxy/envoy/issues/24136
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
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« PRE_INITIALIZINGZ#& INITIALIZING — HFEREEKRZWEE , RELEEK App Mesh
Envoy EEREEZNBREE, EHERK  SETESWE Envoy BEERKEMVEERAS . MF
ME | FSEPAERISFE App Mesh 1 S RIS HIBNERE | W RISR XA,

« DRAINING— Envoy VI 2 BRBERRER , LAEFE Envoy EXENE LM /healthcheck/faildh/

drain_listenersZER., BRIEMENGIKLE Amazon ECS 7. Amazon EC2 #1T{HEE =
Kubernetes #8il , ZAIZRM A EZLEEERA LWUABELERRE,

WREHEENABERR | FEEHMGitHub BRI Sup AWS port BP9,
B R FEHRZWEIRERE Health SRERE XM
Rk

RAREAEREINRMEERESHENBRBEHEA/MRREF , ERUEAHFEHRINBR IR E
BRAREmE RN,

FRATE
BERFORIEE |, BT 5 TE.

- BRESHBERFBEHEHNZHEESILARENERERTENERE LB ARE,

- BRFBEREERERE AT ; fla0, RE VPC AR EE#,

- MRBEAERDBRERENERE  BERCEEARNHEERBEREREIRE , flI0 HTTP
B /ping. E# IR Envoy Proxy MERREXBA R EH L EH[HKA,

s BALSYHERTBEATMEEEH L EHSEE K RETENIIEME, NEHMEN , F2HE
lastic Load Balancing &g,

- MREERXRTERFAENRBSRIRE  BEELEERRENEEREREFFEHES TCP 5
TLS BERERENFEREERTHESE, ETHAEEFEEZEE CRBEN L EfFFEISER,

\

%

MR A BARBERR | 5 BBIRGItHUD FIRE &M Sup AWS port 58P,
EERRFEE 1024 REDHEEE L A EIRE
AR

FHERMETESEREE 1024 LU THRE , E2EZT AR 1024 HEZBRBE LWRE. fl, &
FHATH&HSER# Envoy RETER |, WIBWRSUANE,

REFMFERIMRIFEIN Health ARERE KK 224


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://aws.amazon.com/quickstart/architecture/linux-bastion/
https://aws.amazon.com/elasticloadbalancing/features/#compare
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "update_xrejected"

ETRBERSETEIENTAX TN  RASEREEEMETE .

gRPC config for type.googleapis.com/envoy.api.v2.Listener rejected: Error adding/
updating listener(s) lds_ingress_0.0.0.0_port_<port num>: cannot bind '0.0.0.0:<port
num>': Permission denied

fEATE

EEMRNMEE  EERFENEAENLEENR linux ZHEECAP_NET_BIND_SERVICE, MEFMAE
F, BF2E Linux BRXNEETAEFM) FWIThEE. ECS TEEHZZEHH Linux Z28H Kubernetes
XHHE [BRERSFHTIEE].

/A Important
Fargate 4ZEfERA KR 1024 Bix 0 {E.

MR BMAE LR |, FEBRMGItHub B SHERE Sup AWS port #FT,

App Mesh E#R5E

REBEBRALER App Mesh BRI Ta BRI % BHE,
EEMMERRIEH DNS 218

R

125140 B FR TR TS S ARAT B SBAR M0 ISR RIS 9 DNS 78,

BRAT

ERCHAME, NEFHMER  FSMEMAEM VitualServices £ =l FQDN i GitHub K%

#o App Mesh i ERBHETUGERHEARET. AERBRBEHE DNS A Bk, BEARKT
DB ERRBERE , Envoy REREBEERUBHIELNE Mk, HEMRIEE , F1% DNS A i
BT EATMIEERR 1P fiak , £I2110.10.10. 10 ERBHEH. LTUETIIER THE DNS A R
#% -

EREEN 225


https://www.man7.org/linux/man-pages/man7/capabilities.7.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_linuxparameters
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/65

AWS App Mesh EREER
« £ Amazon Route 53 # , IR EBEBRALCNLETXTEEREHER

- EEAREFBRSEN/etc/hostsXHH

- BIEEEMNE= DNS AR+

MREHREENMAELFR | BEZEBHEBGItHub FRESRELL Sup AWS port ZBF9,
HLERERERRE RN
G

THEAERNELIEVEERNN LERRRBCERRBNER, ERBEMERE , BERTRERETS
KA, HEREBARANBEHRBEERTRG KN , WERHTTP 503EER,

fRITE
MEEARATESEELER RERFAEHTTP 503/EHE) , @ T NI EE :

. SBREAHEREDREAR App Mesh BEEA.

« ¥ Amazon ECS |, idEECRAEEN RN EFRSHEE, WFE end-to-end FLHER |
ARERXMIHEF Amazon ECS AP,

- ¥ 3FE Amazon EKS FEAR Kubernetes , FEEZRE1EIB Helm REKFH App Mesh 12|
85, MEHMET , 5528 Helm Hub ERY App Mesh #2428 s 2R 72 ; 32 E & Kubernetes Y
FEFE App Mesh &,

« ¥ Amazon EC2 , FEMERE S RE Amazon EC2 BHILAKEFE App Mesh &, MEFME
A, F2REREHMRBE.

- FRREEEZERKE LEHITH Envoy BEFE K INERZE App Mesh Envoy BEE IR, EJLUEIR
BEZFcontrol_plane.connected_state RIS EMRITEUIRRMEENE— B, MEFHMAE
#control_plane.connected_state , i@ZE KMV H MR REEKFH M EIZE Envoy Proxy
E#Ro

T
¢

2

B

MRGERVEEMEGER , BERRPENERBRAKREINER , 5528 Envoy E& App Mesh Envoy
EERETENER  WERERYT , UFRETENERNER,

MRERARENRNER , BERXBIERHTTP 503EEH , FFER THIEMF :

il

AR EREERNERBBEERBRP,
AREEERREERREE (ERRARERDR).

ﬂl“
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://hub.helm.sh/charts/aws/appmesh-controller
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appmesh-getting-started.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-best-practices.html#ts-bp-enable-envoy-control-plane-connected-state
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-best-practices.html#ts-bp-enable-envoy-control-plane-connected-state
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
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- £/ Envoy fEA& HTTP REE , MIRAFEM2EA Envoy Mt EEEANE OR
Ecluster.cds_egress_*_mesh-allow-allmARERNE M , BIRTTEE Envoy REEIR
FREEHAGER, filter_chainsiEWRERRAAEATERNERBRES BN, EREEHERR
BWREREEBIEAERRK SR , A Envoy Proxy B HEZBEEMERREETENR,

MEFHMBEA , F2REEES.
« BE Envoy RERHEESSE TIEMERAR -
« No healthy upstream— Envoy Proxy EXBEHINERITHRIEEMEHETNIRE , 88
FEEEFENIRE. BEEEERHREFERNBEERENELEMRABERTE,

MRAERIRERBENFEIREREE , HRENERLY , FEBTNEEEERREEFESR
ERRMES03N , REBRGAK , WETR HTTP ARREE.

* No cluster match for URL— BEEREXEFFEERBRBARRERAE T ERN T MBEAME
B2 ENNERRBE , ERAUERENN. BEEARINERSEELEXXENER , FiE=2HE
EREHM HTTP EREHEILERHN.

* No matching filter chain found— EEREAEH/IEEE FNERRER , RUES
ERIEREEN, AREREEARKNEREAERREHSE LIEENHEEEEE,

RPN A LR | BEEBIGItHU BB Sup AWS port 28R,
BLERE IR

AR

9 B PR AR EAR SR ANEBRO BRES | Bl amazon . come

R E

RIRTAEK , App Mesh R AFFEFEMRANEBARXEHREINRRANEE ik, =ZRAA LN
BB , AmEEE :

« BBRER LR HENEREBALLOW_ALL, WEREMAFARANTMEAEXEBEAIR
SAEBRVIET B AE IP (Uit TEA.

- FRAERERE. EREAE. BRVNERETHEARPELINBRBOER, fln , FEEINAITR
B E R example. com , BAIEY EHE AR M Eexample. conERRKE , YFMERE
BEXZEER DNS RBRREMEB AN EEEE Bexample. com,

MRS BMAEEMER |, FEBRMGItHub B SHERE Sup AWS port #8FT,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_services.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_EgressFilter.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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R E RS MySQL 5 SMTP falfkss

e G

ERNTFERAERNBEREHEFTA Bt (Mesh EgressFilter type =ALLOW_ALL) (420
SMTP fRIREEX MySQL BERIE) i , REEAEANERS KM, R —AHF , ATREREEZED
MySQL RBR#% 28 S5 ERH B

ERROR 2013 (HYQ0Q): Lost connection to MySQL server at 'reading initial communication
packet', system error: 0

FRATE

ERFEAEARENAMEBIRAE 1.15.0 AEFMIRAATHRN S NEE, MEFHMEER , F2EEE
£ App Mesh iE#£Z] MySQL GitHub B8, B4 HEERERAEREXNBEEREN Envoy FHE H
EREREXNHIE T Envoy TLS Inspector sRiERRENEER. WRFHEA , F2RBEXHFN TLS
Inspector &8, WENERSRELAFKBEEINE —EBHI , REHERZEEA TLS, 15 , #
M MySQL Ml SMTP , RSB EEZERBEFE — AT, WEFE MySQL WFFERER , F28
MySQL X4 HEEF. HRFERSEEE—EHS , At EENRESZ K,

ERBEM Envoy MRASER R RE -

- MR App Mesh BKISFERRA S 1.15.0 REFARA , 24 MySQL., SMTP. MSSQL Z 4158
REZLAEAERNERGSHNRIFER,

- WMRIEH App Mesh BERISFERARZ 1.15.0 Z 81 , 5% O IN3306%] MySQL AR
#APPMESH_EGRESS_IGNORED_PORTSHHIEFIR LK AR STMP K% O,

/A Important

Bt SRIEAE SMTP BB 225, M 587465 , B FESX 718 B 5 £ AV E
12  APPMESH_EGRESS_IGNORED_PORTSM A 24 Zf#18E = @ E 18,

nlh

MEFMESR , FSREEH Kubernetes BV, E#H Amazon ECS KR E#H Amazon EC2 HY R

%o

MEEWEBRDMRER , BAQBERMREEEBEEAREGItHUb FEFTBEIMVFEMER , B Sup
AWS port #BF9.

ESREREE MySQL = SMTP {a iR &S 228


https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/listener_filters/tls_inspector#config-listener-filters-tls-inspector
https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/listener_filters/tls_inspector#config-listener-filters-tls-inspector
https://dev.mysql.com/doc/internals/en/initial-handshake.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html#create-update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html#update-services
https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://aws.amazon.com/premiumsupport/
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HRERETIE App Mesh 2R A TCP & 5 6 %6 50 E 5 58 B 25 Y AR %5
iR

FHEARNEELERZEMEA App Mesh PortMappingE & TCP B R E R E N Rif.
FRATE

ERCHMBE. MEFHMET A F2EBHE LHARERE FAZE TCP B /Y GitHub, HHRTE OSI
F4BRMERERENEETRNRE , App Mesh BRITAFFEEA TCP WZERIK B ERLZHE
MmO, HEMRE TCP RETW U AAEREEAVMEZRE , FHITTIEE

- HEFTE BV EMERE -AERER, IREEAERBHFEAEETRRERRY £ UE
FERKMARERE MEFTEFHRAT CERDMN LHNERE, EWREEAENXE Envoy Proxy
REERAERDHPERNERRR | FRBUERHIHERE FANER,

- MREEEL TCP KB /YR MySQL ARER , RARBEERREEE —EH S EFHM TCP &
BAWME , F2E. HEEES MySQL 5 SMTP fAAR:R

MREHEENRER , Bl @EMREEEFERAREGIHHUb BEFTBEIMNEFHERR , SBH4E Sup
AWS port &BF9,

BARRED , AR5 A R 15 B R 2 58 R S 1% i Y AR

Rk

S FE AR AL SIS T R (% B R R B bR R SRS e B 9 .
BT

MBRERKINEEZEHAKRTE App Mesh API REEN B M | RIRE RN RERE M@ HEnHEE
MERES. ALLOW_ALLE® HEHRRFREARALLOW_ALL , EFAEAMNB B EREIATSER({LE
i (Rim) W EHEREEAZERAEXRENE M IP {rut,

MREREZRIIREEXEREMRFREN BN , FERSHE HEEFERESR. DROP_ALL

(® Note

‘“*ﬁ%ﬁtﬂﬁ‘ﬁ&%ﬁﬁéﬂ’gﬁﬁw W FTE R TR,
X Eegress_filter ADROP_ALLFERA TLS T EAMNIE AWS ME & HRE,

LB RS App Mesh RS TCP FE 5 £ B =5 & 7 85 1 25 1Y IR 35 229
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https://github.com/aws/aws-app-mesh-roadmap/issues/195
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_EgressFilter.html

AWS App Mesh EREER

MRENBBEDAEEIR , FEBHRMGItHub FRESELE Sup AWS port ZBFT.

EERBRBEAERHRMIEHESOIR K EEFRERHY , LR HTTP iR
RETR

e G

BrEARANERBELEEECAERTHREREMIFERE AR RUENERRBER R, FRER
BREARREAEETERBRER K EXTERR.

FEAT

ERCHEE, MFEFMEA , F2H < ERRENEEDHHERSE CHNEFEFA > GitHub, fEH
ERBHMASERBRBNRMER  SELIEEERERRBAFREANARER RN, HBZT ,
EREAFREAEAFEEERRAY  BAEMARFREAERNEL,

EZERVERAMRAENERRR , FUAERKARERE  YEHRA LEEERRA. 0FR
DPEAERXBERAMBEMSE |, F2EApp Mesh & EM,

MRZNEEMARE LR , FFEBRBGItHub B HEE Sup AWS port #FF9,.
35 E 4R 2] Amazon EFS £ &%k
£k

#& Amazon ECS R EAWIRKER , & Amazon EFS ERRMREAMKRER , THEEEZRT , X
HEULTEHER.

ResourcelnitializationError: failed to invoke EFS utils commands to set up EFS volumes:
stderr: mount.nfs4: Connection refused : unsuccessful EFS utils command execution;
code: 32

R E

ERCHME, 2ATUAREEMEER , 2EA Amazon EFS B NFS BiE R EE BRI M A BEE
ZHIBEN, IWHREEH Proxy HARERHE Envoy , LETEHTHTRE, HRBBMNIESR , NFS B
Fin i AERE Amazon EFS ERRMK , BETEEEE ., EEMRRANREE , B EZENE2040F
Amazon ECS F#EZ 2 Proxy #HREFMIEgressIgnoredPortsEREEBE., MEFMEN , FS
B9 Proxy #H%&,

MREHBBDARBER | FEEBRGItHub R E=RE# Sup AWS port B9,

EERBREEAEROMRMECIR , REFRERY , MR HTTP ARER 230
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https://github.com/aws/aws-app-mesh-roadmap/issues/194
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#proxyConfiguration
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS App Mesh EREER
BRI, BEEANERTGHRE Envoy WiFEGCER, ERSIERT
IR

EEEHNERER TUERYEXEREELMERAREN | BNEEEFEGHEZIER Envoy Proxy
MEAPBIBAER,

FEE

ERCHREE, REZEEL , 52M Github £ iptables R AR ERIE, Envoy Proxy REHBEY
FEERGEMEEERBHARRE., HEMEMIKEONFERIEER Envoy REXEZHBEHEZR
Wik, &7 & Envoy RERBRENALRE , CEEREEHENREREAER —EisO LEE
B,

WMREWREBMARAR , BFEBBMGItHub B RERE Sup AWS port BP9,

E RN BIEREHTTP_PROXY/HTTPS_PROXYIRIZEE E FAEIRTEHA T 1E,
AR

EREBARSEUTHERERBEBYE |

- BXA App Mesh WEBEZFTHERRERFZRE , #EF App Mesh fR#§or & 2= B A FE R Envoy
BIEEBHTTP 50085 8L PE,

« FXH App Mesh NEFEZFH Envoy B85 , # Envoy BIEZHMNBERGTEEBHTTP/HTTPSIR
HREES  YHIRBESESELIEE T,

RN E

HREREFAR

BBFEEHKPHREBB Envoy RIEHTT App Mesh Zh&E, HTTP_PROXY/HTTPS_PROXYEL & &8 E
BERSREEBTANABREESNTA. Envoy PEMERE , BFZEERIE Proxy REMH

e ~S=1
RRE,

MREGEEREREIEBRRE |, FEENO_PROXYA ST ESHRM CIDR/ 5 ZER. localhost FF23
HimE , T SIE SR,

NO_PROXY=localhost,127.0.0.1,169.254.169.254,169.254.170.2,10.0.0.0/16

HRIGER -

ERARYE  BEEANERTEHRAE Envoy WFEGEHK. BRBIERS 231


https://github.com/aws/aws-app-mesh-roadmap/issues/166
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
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AWS App Mesh EREER

BEAXFERARE. BNTREREELEH,

MBAEMEEDAIR | BEEERKGItHUD FIEERIER Sup AWS port 28F9.
BIfFERERBNERE , LIFFEREE,

AR

% B % T 518 B BRES -

. B, BEPRKE LB RBEEE,

. ERHEERERERRBENRBNEDRS  BOERE D ERBMEES,

BRAT B

EERDEHBE 15 VNBSEBER | BAARRBERBNERDSEERERIETRE,

MREEENRBAREARER 15 , FRECAMAZEHERFMNERSREERK, ER , IR
RO /ERARENE , AIZEENMERER CAVREF, 05 5RE E 583 A B EHE R
BT, F2RERERMEA,

NREEEESARA , AGAERRBFEENFEREKEARIERERRE , RUGEERFRAIF
EENEFHXB LR, ERLEANTHABERANER, MEFMENR , F2EEH,

R BN | = EBRGItHUD P SE#E Sup AWS port 38FY.
EM HTTP SREARETEE.
BUR

¥ %R Network Load Balancer (NLB) EEMMBEER , 4SS EE HTTP 400 SERREXR, EXMR
ERNFERFR , BMED

- {HERREHE
dispatch error: http/l1.1 protocol error: HPE_INVALID_METHOD

- TFHVRCER :

w_ _ HTTP/l.lﬂ 400 DPE 0 11 0 _um_monm_nown_un oun_unon_n

BIfEFERRERR VB | EHFRARER 232
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https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS App Mesh EREER

R E

FRBRZFR NLB EEEEBME FAVREERABES 2 ik (PPv2).

FBEI AL , PPV2 RZ2£EA App Mesh 25| FHETHERBBNERSTHIFENIE, WREFEH
Kubernetes EBY AWS B 8T #3512 HI85208 NLB , FAS T HIBHREANREH PPv2 : false

service.beta.kubernetes.io/aws-load-balancer-target-group-attributes:
proxy_protocol_v2.enabled

'h+

WZE NLB ERBIHEMGEMEN , 5528 AWS Load Balancer ¥ #I8851 &,

MBAEMEEDAIR | BEEERKGItHUD FIEERIER Sup AWS port 28F9.

L E R E R

AR

MEEERHSERRR L RTRE  URBEERTHARNEHRE  SHERDPEE 15 AR

HTJ'O

FRAT
AEERINEE T 28 ERNERRS.
MRENBEREAREER , FFERBBEBGItHub FEEELL Sup AWS port B9,

App Mesh #aF 5t
REBEEMRAEIE A App Mesh MEE AT AL R8240 % R AIE.

EERSH/ERFERTEB 50 BEAK , ERGARETRRENRE
BRH

Bk

ELERERSH/ERRERIR 50 FENEREER | #lI0 Amazon ECS 3. Kubernetes #3#H =X
Amazon EC2 #1TEE , B[ EFEREREZRSEHFHVMBETHITHH Envoys EFKR LK., i
REZEENMNEBRFENTHERAEASHAREIESLE HTTP REBHERKL K, 503

fEAT

L ERERER . 233


https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-target-groups.html#target-group-attributes
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.4/guide/service/annotations/#resource-attributestrue
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS App Mesh EREER

SRERSY/ EEPRENFERERE , App Mesh WTERELFEA 50, EFTHHIEABBLE
A FTIEA B BTHT RS ESEEE R gRPC AREERSERZE App Mesh B4 FEEERIS (). 8
RESOURCE_EXHAUSTEDIE BB S AT AR S . MHEFMER , 552H App Mesh,

MRIEH BB P AR , FHEBBMGItHub FIERBAE Sup AWS port £8P,

503 EH KRB RN K FRMEBRRIRRER , FRAM

Ak

ERBERREKFRARBAR  RETHEARINEREGAN , LHTTP S03ERRAER.
BT

App Mesh BEFAEES Z , UARKFERERARXBHNBERR 0FE MM LIS L &k By 4
B , 52BApp Mesh &1EM,

RPN R AR | % EBRKGItHUD PRSI #E Sup AWS port BP9,
BERBREREREMT FARRRER
UK

EEREEHT , Envoy REHRARDRIER (Linux BHAEKEL39 ) MR, BERELEEISUT
FRRAYBRIR .

Caught Segmentation fault, suspect faulting address 0x0"

R E

Envoy RERAREAIEEER THEZRENARERLR ulimit, URMREEF — X TN ERBEN
R, WRARHNREBERESZEE , R THANRERREET, EHFARLEE  FE

MEMERRE LR ulimit BERE. NREFEANZE Amazon ECS |, RIFLIEBERERNERR
HERE L/ Ulimit 5REREE RS,

MBLEMEAEDRIR | BEEEKGItHU FIEERER Sup AWS port 2BF9,
AR E R T & R BRE AR PR & P

R

110 App Mesh MR TARREI% | SEEERBEAHE  TeRRIE.

S503EEBRBRIHKFANERIERE , FREK 234
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_limits
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_Ulimit.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_limits
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS App Mesh EREER

R E

H#RE BRBERHRRS , BFFMATLUTEELRS,
WMRENBBEIAREER | FFERBEBGItHub FEEELL Sup AWS port BP9,

HRAEETRERERW , BAEXER.
UK

BAERSBENERATRRIBER  ERAEBREFUNKES LA, HREEARIETHRE
REREFIEXIFEEN , BARXRE,

fEmE

BAETBRERERER b TR (AP WEE Envoy BB REREERERE LiFEE (A
fR2S) W EEImE , MEMEMEERE, Fit , BEREERNEE A number of client Envoys

number of server Envoys *active health check frequency,

BERFREBERE  FEARSRABERENER  ERGRIRSMARERENBYE. RTE
BNRERERE I , App Mesh ERFFHEFEEAREANBRERERENT X EAREE
R R E MR IFER S x x O BB BRI E

WMRENEBEIAREER | FFERBEGItHub FEERELR Sup AWS port B9,

App Mesh B8t £ 8

A FERBR B EA App Mesh ARSI B I AL 2B T % R AL
EEBEIERNEAERHN AWS X-Ray IRER

eI G

84 App Mesh I BEFIERR K £ X-Ray T A AP| BT X-Ray BHEH.
AT

B2 App Mesh £ X-Ray , B4R IERRELH , LABAERAER, HEERRMN X-Ray R&E<
BREHA. FATUTIR , 858 X-Ray EIERRE :

« FETETE App Mesh ERE R EREABAIBEARRER/TCP,

HRABETRERErRLY  BARXHE. 235
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https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_OutlierDetection.html
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AWS App Mesh EREER

- BIRBERRERF—EIBEM X-Ray ZE5.67 UDP i (200035 LA FE BHETT, 1337MEHME
7, FFSE £ Amazon ECS X-Ray i, GitHub

- B Envoy RBCRAEH. MREEEMEH App Mesh Envoy BR&IE |, RITT A IRIES
BEREAME , ASENABLE_ENVOY_XRAY_TRACINGIRIESEERE AR 20008 A X-Ray, 1
XRAY_DAEMON_PORT

- MREEFEAHD—EIFERES SOK EEARXERXBEPEE X-Ray , BEREMEHAESWIE
B, ECERRRE X 5%,

- MEFMELFNIEEFMERELER , FRE X-Ray FEELHEEHHN , WERAREIHZRHNES
AWS X-Ray., B App Mesh # X-Ray K E MR EA Al LATEAE X-Ray B2 App Mesh EERH K

£

MREBNEEMARBER , FERBBEMGItHub BEREE Sup AWS port FBF,
##£7 Amazon CloudWatch 52 EEREAEXNREREE
e

&£ App Mesh FIVEE AR T &4 Envoy REEEMNIEEREE CloudWatchiE &,
fRAT

£ App Mesh F{E CloudWatch 15128 , X BIERREEETH , LABA Envoy Proxy,
CloudWatch XX KB CloudWatch I8ERBE 2 BWBHA. FHITTHILTER , %52 Envoy RE
# CloudWatch I§E R B E EHERTE :

RREELEEERAEARINMEN CloudWatch RERXM G, WEFHMEENR , FSHBARNERE
CloudWatch3\ #34& GitHub{tI2

- EREELCKBIABENFERIER , BEMHERTE App Mesh B CloudWatch REBER . MEFFMA
B, E2 R ERARE CloudWatchz\#81# GitHub{tE

- MRFAELFIERERELR , FRE CloudWatch REEXRB[EHEFESHHEE , WEREEYE
BEfE CloudWatch KXIERE R PEMEMIES.

MREH BB ARBRR , FERBBBGItHUb BEERELL Sup AWS port £,

iR

LT Amazon CloudWatch EEEHREF R ERAREXNFFEER 236
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AWS App Mesh EREER

CHEARENEEMER X-Ray Bt , BEEEREERAYEUERRR

FRATE
R App Mesh Envoy B BIF X B85 X-Ray BURELE , Rt AT LAE A LA T #ER 5 3%,
MRE Envoy RAEL.19. 1 EFHARA , BIATLUREFELTEIE,

o ZERERTEHEE  FBFEA Envoy B85 EMIXRAY_SAMPLING_RATERIZEEE, HXEREEAN
FAOF 1.00 (100%) 2B/ NE, MEFHMER , FSH AWS X-Ray &,

- BETE X-Ray EMSSNEHERCBFTEURR Al |, 5 HAXRAY_SAMPLING_RULE_MANIFESTIR
BB Envoy R ERRRPIEERRRR., WEFHMENR , EFS2HAWS X-Ray B A SRS
B AR Al

WMREH Envoy AR EL.19.1 , BEITUTERE,

« fEAENVOY_TRACING_CFG_FILERIEEIREBEFLNEER, WEFHEF A F2E SELEE
E, EEBTERERY ERAHMEESRE, BEESZEER , F2HSE X-Ray BE.

« ENVOY_TRACING_CFG_FILERIEZESEHM BT EMHERESH

tracing:
http:
name: envoy.tracers.xray
typedConfig:
"@type": type.googleapis.com/envoy.config.trace.v3.XRayConfig
segmentName: foo/bar
segmentFields:
origin: AWS::AppMesh::Proxy
aws:
app_mesh:
mesh_name: foo
virtual_node_name: bar
daemonEndpoint:
protocol: UDP
address: 127.0.0.1
portValue: 2000
samplingRuleManifest:
filename: /tmp/sampling-rules.json

- WEBEAsamplingRuleManifest BHEUER B EFEERENFHEN ,
X-Ray SDK,

e
¢

2 Y Go BRE

SRR TE AWS X-Ray JBMERY B FTEUE Bl 237


https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/xray.proto.html#config-trace-v3-xrayconfig
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling

AWS App Mesh EREER

WMRENEBEIARIER | FFERBEMGItHub FEERELL Sup AWS port BP9,

App Mesh Z£

A ERBRIEA App Mesh R4 HE A 2B % RAME,
AR TLS A Fim R Rl E 4R 212 i E 5 AR 7%
AR

TS AFRFAFEZRERTEFNERBRERFER K ZBRNEFSLH, EXEEAREER
mARAER , ERE LM, WHERHTTP 503E EISFISEEAFAR  upstream connect error or
disconnect/reset before headers. reset reason: connection failure,

fEmE

ATHERENBRARRER , RMEZBEFER Envoy Proxy REREFRERE RGBS HREE, MEH
MER , F2E EEENREPRBA Envoy B850k, A TIEERYENERLABRNER :

- BRHRFELEREERBBRIGRIMNER  BRERKNEZER.
« # Envoy REREFRHET , SR THER (ERERBRLCE).

TLS error: 268435581:SSL routines:OPENSSL_internal:CERTIFICATE_VERIFY_FAILED

IEERRA T - ERREER

- BEARHTLS AFRRAGEREIPERNHEHP —ERBREENEE,

- BEETHER (BiBH).

- EHFIE (SAN) EHERHK DNS THEBTH.

- BERERRRFRENEZRENN. B TLS AFKRAEERESIHNESP —BEFREEN
#E YEAFEPERNEREHELSM (TLS),

- MRERKFNERETENEREL , AIEKREFREB Envoy REX EZZERARR. &
HERER , Envoy LR ERTEEE , KRR Envoy TEBEZRENRE L, EERETHN
Proxy #HREm | FEMEEAppPorts@ AR EEMN ERE,

upstream connect error or disconnect/reset before headers. reset reason:
connection failure, transport failure reason: TLS error: 268435703:SSL
routines:0OPENSSL_internal :WRONG_VERSION_NUMBER

T2 238


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS App Mesh EREER

MRENEBEDARAR | FEEBRMGItHUb B SUER Sup AWS port #BF. MREFABCHRT
Z2IFEHE App Mesh NZ£MH L[ , FLHAWS KK S EME.

ERAENRIR TLS i, SR ERE R I E 5 R TS

Uik

R’EMERX (MIEFMEA Envoy Proxy) 2RIR TLS TIEMEER , ERERWERREE XK.
fEAT

ERCHREE, WHEFMER , F2RUEER . THEAENE ) Proxy GitHub B2 E/Y TLS
X%, ¥ App Mesh 1, BRIXEREREMREFN TLS BXE , BAIXERAREN., BEEMSER
TLS B E , FHEEAEXFER TLS 5. AR Envoy BEU HERRHE , WiFEB TLS THF
[EESEREFEEENBNL, MFFMER , F2H BRELEM (TLS).

MREHBEIARMR , FERBBRMGItHub BERELE Sup AWS port ZF9, MREFRABCSHRT
Z2REHE App Mesh WEZEMEERRE , FZ2BAWS ®mEREIER,

ELREREEAECENEZEREER TLS

IR

EHEARCHEERSSSERPMEZEEREN LA TLS &1 , SiE#Y TLS BFiwER LA
TLS 2% , BEREEEE S Envoy Proxy Z BIRELRIEEIEIR TLS FH TR R4,

FRATE

LERT RHPERNLSRERA Envoy EENEMNEERTER . UFEREELHBNRA , F2
B A EREEEN E%ﬂkarﬁﬂﬁﬁﬁ}ﬂﬁﬁ DogStats D #&. B THELER , THKETEREEH
EREENE.

- WREIT TLS RIEMISFERE
- FATHGSEE TLS BE ST Envoy HEEREEE A

curl http://my-app.default.svc.clustexr.local:9901/certs

EEDNEEY  SEZXEETEE TLS KiEFfFcertificates[].cert_chain A2 BEH
EZ2V—@EEE,

ERAENRRE TLS K, BEAERERIRERRY 239
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AWS App Mesh EREER

- FRFERE Proxy EEFERRRYR T A EMRB BB SSL RIEHE ML EEEAR SSL THEER#BB T2
ME , W55 M AR

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep downstream_cx_total

listener.0.0.0.0_15000.downstream_cx_total: 11

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.connection_errox

listener.0.0.0.0_15000.ssl.connection_error: 1

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep ssl.handshake
listener.0.0.0.0_15000.ssl.handshake: 9

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.session_reused
listener.0.0.0.0_15000.ssl.session_reused: 1

# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

« HWRHIT TLS EEMFERE
« EATIHTHRE TLS FEFREESE Envoy BAREHRBIE A,

curl http://my-app.default.svc.cluster.local:9901/certs

ETLS ELHIR |, fEZEVERE Fcertificates[].ca_certsEHE —EARBIR BB RE
KBHEEE,

- FRERDBHERERHRESENBEE SSL XEHBE M ELER/ERARN SSL THEERBETEME
B , 40T B 55 a5 M ¥ H AT R

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep upstream_cx_total
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.upstream_cx_total: 11
curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.connection_error
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.connection_error:
1
curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.handshake
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.handshake: 9
curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.session_reused
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.session_reused: 1
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# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

MRS EREARER , FERBBEBGItHub BESER Sup AWS port 889, MREFRECHIRT
Z2IREHE App Mesh WL EMEERRE , F2BAWS ®mEHREIERM.

{# A Elastic Load Balancing 5 &3t TLS

Bk

ESKERAEXE R THEHEN Network Load Balancer SREA MR ERDIHMRER | EENERTE

ERERERETAEE RN,

AT

ATHREEENREARR 6 SEEREUTAR

- HRETTLSKRIENBFERE , CEEHFREMESNEE, FERLAPRENSBELER
TLS A F i R ALERE & i E AR

- HREHTEE A6 BFEEEF TargetGroup:
- FBEETargetGroupEHERNSERGHERNEEENERE,

- HREIR HTTP B TLS ERERBENEARNEERTHSR , FHTargetGroupEBAWBE
BRES, HTTPSHIRFEEHARERERSE |, M EHealthCheckProtocol BASHERE
BHTTPS,

- HRIEIR TCP RIF TLS ERERBNVMBREH FEE , B TargetGroupEBAWRECREE
B, TLSMREEFRREMRERE , ¥ EHealthCheckProtocol B HREATCP,

(® Note
EfTargetGroupTFEEE R TargetGroup BB EH,

WMRBELER , ENEH TV EHREXEARMEL Envoy Proxy HEBR , AENERBRERSER,

MREHNREENARBR , FERERBGItHub B ERELE Sup AWS port EBF, MREFERESRRAT
Z2REHE App Mesh WEZ M ELERRE , HZEAWS ®mEHREIER,
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/security/vulnerability-reporting/
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App Mesh & R 58 B BE 7

AEBEFHMRALERE Kubernetes EAEARABEKARESEINE RREE,

£ App Mesh F#FFE Kubernetes FE I K EAREXBEERER

#oik

BEFEH Kubernetes BE] &R EZ (CRD) 3 App Mesh EiR , BEREXREAS API B |, BB
ERTEENEERAEXMA®EH, AWS Management Console

fEAT

ATRERY R = App Mesh B9 Kubernetes 12|88V EEEE, MEFMEF  FSB LW EEE#
GitHub, BERFIFLHERTEEMERRES  EHEHSELEITAER,

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller)

R R R R | = EBRGItHUb RSB Sup AWS port BP9,

FEASERIER  SREELABERNTIRE

AR

ZREARRE Pod 3 BRI , BRI Envoy BIERA Pod 2% , BIEFIENREMBER.
BRI

BARF\EAZBE T NS EREEB App Mesh WEFEEBRRBBEBEA. BOUSEZFNERRE
REBEMEEFRISFEE App Mesh 15EEEREETFER  WERERXE, BAUFERATIGS
WEEEIMEE LN Envoy 5C#%.

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller) \
| grep "gRPC config stream closed"

MRENERENARER | FFEBRRBGItHub EESELX Sup AWS port &9,

Pod KM EUEEEM A AWS Cloud Map 17 {E &
Ak

Kubernetes 242


https://github.com/aws/aws-app-mesh-controller-for-k8s/blob/master/docs/guide/troubleshooting.md
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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& Kubernetes MR EH £ mEHPEMBEBUEEEM. AWS Cloud Map #85 7T 8E & FK Th R ED It
EfFrARERERE , EFEEKREARE. EMEHRLE , AFRTRENEAEH IP UuttEHR
BEXREEZEE , BB,

FEAT

ERCHEE, MEFHMEN , 552 HE Kubernetes 7 2% 4 8 MY 437 5% auto SEM/EUEEE

fite AWS Cloud Map GitHub E/A#8EE. App Mesh EEIZEH AWS Cloud Map &R 2 EHYE3

% , Kubernetes By App Mesh ZFIBE A B BB T RS RIBI A EEIR, Hlwn , MREL LHEIBHN
#8128 {¢ Kubernetes MIBRERET R ER , B se 2B EEEE R

= ERFILEE
ERELEEHNTEAR Kubernetes B9 App Mesh 12 #8589 R FT AR A

- FREERSILEESETH AWS Cloud Map namespaceNameHlserviceName 2 IEFERY,

- EMRERGRER 2 , FREECHBREMEIBAEE, 0REEZ BB WL B E R R
B , F2REENHEAEAERE RNV EREAERNT.

- MRBEMAREFE , FRT TR TRREZHFLHEERSHYRN B RBEHENER.

kubectl logs -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)

- FERBEATI S TERNMBIRGER Pod, ERESEERSEERBE,

kubectl delete -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)

MR BBER IR | FHEBBRGItHUb RIFEREH Sup AWS port ZBFY,
BEYEEAREAREERNREEMEHT
Rk

E &7 Kubernetes & E#11T App Mesh B | RS ZYEIEERARNBEHERN THESHIE
WEMEAT.

FEAT

Kubernetes #&E R g A HABBAN AR NERG RN LEEE, BUUEATIRTERAFEIEEE
BREXMEBBEAITHER,
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https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/159
https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/159
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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kubectl get pods --all-namespaces -o json | \
jq '.items[] | { metadata } | select(.metadata.annotations."appmesh.k8s.aws/
virtualNode" == "virtual-node-name")'

BB MR | FEEBBGItHUb FIEESEH Sup AWS port BP9,
EEYIETREATHERAE AR ERAM

AR

# Kubernetes # % F 2117 App Mesh B | 1{F B = B S S @EAT 21T E AR X BRE A,
AT

Kubernetes # & RS A EARBBAN MR NERG RN LEEE, BUUERATIRTEREHEE
Pl i@ MERSHE B,

kubectl get pod pod-name -n namespace -o json | \
jq '{ "mesh": .metadata.annotations."appmesh.k8s.aws/mesh",
"virtualNode": .metadata.annotations."appmesh.k8s.aws/virtualNode" }'

MBEHW BB RMR | FEEBRBGItHUb FIBEREH Sup AWS port BP9,
E=FH IMDSv1 BT , A FimfE &ML App Mesh 15 EEE IR
TEA

Atk

FIMDSV1FIRF , A FimfE & MILEL App Mesh 124 FH (1 EEERY) BA.
IMDSvV22v1.24.0.0-prodBI#E App Mesh 4 fERRA EFRH X H#,

FRATE
EROREEE , ERUTUAT=ZHE 2 —

o FREIEBIMDSV2Z M App Mesh 4FfERMRAV1.24.0.0-prodHE S R4,

- E#IT Envoy IMDSv1 METERB LEFHFMA. WEERERMWERIMDSV] , FSEEREHTEEPE
ERNEE,

- MRIEHIRIETIE Amazon EKS E#{T , BEREHERBEIRSE (IRSA) A IAM A REEREAE
*Sl'o ﬂﬂ%mﬁﬁ IRSA H"JJ:E/-.T_\ y %%Eﬂﬁﬁﬁmﬁ}gﬂlﬂ |AM ﬁ@o
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https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-options.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-options.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
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RPN R R | = BBRGItHUD P SE#E Sup AWS port 38FY.
RABRAREF@EILEARER  IRSA TEAREREFRSR

Bk

£ Amazon EKS W E AR MFEMIEHI2SM B T Amazon EKS #E FRAAEAESAREEE €
B EMproxyinitAERAAZIEAEBEY. BAEXEL/REE , IRSATIEMEZnode role. &
E IR Pod SHAHE R | M2 E FAWS_WEB_IDENTITY_TOKEN_FILESAWS_ROLE_ARNIRIE &
ERBEEEARREASED.

FRAT

WMREEHAWS WEB_IDENTITY_TOKEN_FILES{AWS_ ROLE_ARNIRIZESE , Al webhook & BB

W, TERHELSETNIEM—1E , webhook #REEAEM,

reservedKeys := map[string]string{
"AWS_ROLE_ARN": e
"AWS_WEB_IDENTITY_TOKEN_FILE": "",

}

for _, env := range container.Env {
if _, ok := reservedKeys[env.Name]; ok {
reservedKeysDefined = true

}

MRIGHIRBIARR | FFEEBBRGItHub BIESELE Sup AWS port #8F9,
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https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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App Mesh

FERARXMREEREERus-west-2[EEH T IEMEMN App Mesh RISH B E, EEHRESLFHAE
HENINEE  HEERZREETERFER, EREHEEEEFFERAINE , BB REERRE ,
GitHub AZERHEMNITAL R, — BN EREHEFEEZEIG , Y AR TAHELENEST
wmE K CEREEIEE App Mesh RTE.

AWS App MeshTAE4RE 2 Beta IRR¥ , FRAIREHATEER , RAELRAREEAWSIRFB R HE
£, CHRABRENSREZIENHBAWSHAWS BB ERINR , LERBERAMN Beta iARIESH
&K , W HEHEN,

LT RANAERENT REE,

TERRERE ?

Preview Channel 2 — B HBREHEY , IREAEHREDEEN HEH R ALREERRE, BE
BEMNREGRYEEELEERETE, SUUEHEERENREERESR , LURAWS CLLAWS CLI
BEEEUEAETVERNNEEERERNBR T ERNIIEE. RASEE® App Mesh BIBkiZ
HERRIE , LUBBIHER App Mesh FEEFREENER, REEERETHIIENERRETH

Bh#815 App Mesh BZhRE , MEFIRES R H R AR

FEEEEELEE App Mesh BAIARE ?
TRIE TERFEEBEERREZ App Mesh #&IRFH ZEBH

i App Mesh App Mesh

Frontend endpoint appmesh.us-west-2. appmesh-preview.us-west-2.a
amazonaws.com mazonaws.com

Envoy management service appmesh-envoy-mana appmesh-preview-envoy-

endpoint gement.us-west-2.a management.us-west-2.am
mazonaws.com azonaws.com

CLI AWS App Mesh list-meshes AWS App Mesh-preview list-

meshes (only available after
adding the Preview Channel
service model)
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Signing name appmesh appmesh-preview

Service principal appmesh.amazonaws.com appmesh-preview.am
azonaws.com

® Note
R App Mesh £ERBRBTHNEFESHI Hus-west-2[E1T , BEAIF oW EEHEAIAERE
ER¥. WZFE App Mesh £ ERBEITEHPERNFIEREEE , F2BAWS App Meshim 2
MELZE, T8 , EARAAREEEEREEBRANZKus-west -2t &,

A fE R ESRE PRI ZNRE ?
1. AWS CLIEER THR S asBRAE Y AN REERERIFEE,

aws configure add-model \

--service-name appmesh-preview \

--service-model https://raw.githubusercontent.com/aws/aws-app-mesh-roadmap/
main/appmesh-preview/service-model.json

2. 1R¥E JSON EHIMIhEEEAWS App Mesh A E IR RHEAIER , BEM T S&%IhEEH JSON &

=

3. ERBEMAWS CLImmTMeTRMAXHERXIIGE. Hll, FTHESEMEM route. json R
BYERFEERENRERNEH,

aws appmesh-preview create-route --cli-input-json file://route.json

4. HEZABHIEE Amazon ECS £ E#E. Kubernetes fERIE K Amazon EC2 #{TEER |, 55
FTIEAPPMESH_PREVIEW = 1ARFERSBNEEEE, WEBHAE Envoy Fe8HE "HEEE, W
HETEA. WEMEEREHNFNERN , FB2EEM Amazon ECS /AR, 7 Kubernetes
R E RIS A E # Amazon EC2 ERIBRTS.

MARHESREER?

ST AE S App Mesh 2R B GitHubF UEMBERMKE R RIE |, B LR EERTHREH BIAY X4+ i
f&o
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https://docs.aws.amazon.com/general/latest/gr/appmesh.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html#update-services
https://docs.aws.amazon.com/eks/latest/userguide/appmesh-getting-started.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/appmesh-getting-started.html#update-services
https://github.com/aws/aws-app-mesh-roadmap/issues
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BEEEHERETHREAYRREAEZEARESZ A ?

BB AN XD NEMEMEDY, BRMUTEEKIERNIEERENSERMIEE
ZERM 14 XPFTERE. App Mesh BTt S ERBFEWENE REIEHR,

RERERETESFHRAXE?

HARMISBEEER App Mesh GitHub B BB EREE R R EMERERES , ERMEBERETES
ENZHRBER  IELURERALRATULHABENEETRS, HRELEE , BUNEESE
E 7 B[ App Mesh BIBKEEEEAWS Supportzk i % €8,

BNERTRERERM LRELE?

=, AEBENREMERERELERIMEE,

BNEETUERZA?

BU L EREBERERAMEE 30 R BAME=+TX%E , BR8E5H, FHSMEGRER. IREE=
TREAEAEUREFHER , RBIgREIBadRequest ISR , SRBBEHREHIF.

BATCAE A R T B R GRIE TR B A8 2

B LAMEAWS CLIA "HREEE. REERERNESWAER, EENESERNTE A B
MEA  FZRNAEAEEEETHNINGE? . BEEFEHAAWS CLIEREEAWS Management
Console, SDK Zf#AWS CloudFormationfl "FEESFIE  TheE, ER , — B8R HIEERY ,
ERUUERARBELIER,

FHEEE API REEB@AHEEM ?

RA APl TREERIBERREMEE,

REREINERETX ?

SRE W AP| ¥4 AT BE R 52 £ B A& EAWS Management ConsoleAWS CloudFormation, sAWS
CloudTrail, FEZEThEEETAEHEFE L , MELFEX#HE , BEHEKETH.
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2, BERENENNHIEEEEXSP, fl, MEEEHERNSEBEKE HEEE, v, 8
B EAELBEANETSEERARAERXGPRM., "HEEE, HESFETAEE 'HEHE
jEJ I:FE_”EHO

BN AERBRE MR IIEETA ?

£ TYEEEE, Dol AKIAER &7 TApp Mesh X it t%, D —EEE. EUUEHBRER
M , HETE App Mesh X0 8k RSS M E., ki , BH A LIRREIAWS App MeshBE[E GitHub 77
HRERNEE, FEEEREER JSON BERN THRELSFEERMEREHERNEE, IFEER
MAFERAERNSBNFRES  F2RNAERAAEEETHINEE 2,

3 20 a] 8 5B 2h BE A7 B R E R RAEBRFS 2

App Mesh X HI5HXINEEEE "FAEBEE,, PTRANNXFERBR , MBE®%E App Mesh X 4F5C &
FigEE, BULIERREETR , HETE App Mesh X4FBE$ 5icé% RSS M E,
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App Mesh

AWS App Meshi2 82 Service Quotas & , ERAELEP AN EERENAWSERE., REEED
HEARE, MEFMET , F528 (Service Quotas FAEIEE) FMTER Service Quotas ? »

Service Quotas T EEEREHFTE App Mesh IRISELFEHE
{5 F 442 App MeshAWS Management Console

1. BARX Service Quotas A , Mt A https://console.aws.amazon.com/servicequotas/o
2. HEEEHKF  BIZE AWS services (AWS IRIE)o
3. % AWS services (AWS fR¥%) FEH , = IEEL AWS App Mesh,

£ Service quotas (FRIEELRE) EEH , B BRI RKEEELE. EANE (WRENFE). AWS
RO EE , UREBEERS A,

4. BFERGRBEBNHOER (GIORA) , FEFHREERHE.

EFRRALEE , 552B (Service Quotas EAEER) PHFREABE.

{8 F R #4% App MeshAWS CLI
HITTHas,

aws service-quotas list-aws-default-service-quotas \
--query 'Quotas[*].
{Adjustable:Adjustable,Name:QuotaName,Value:Value,Code:QuotaCode}' \
--service-code appmesh \
--output table

:I:I‘II+

EEEIB AWS CLI #— S FEAREERE , 552 (Service Quotas AWS CLI G 52 E) ,
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EERMNEREE,
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ERTAY R
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B
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IPv6 BV R ARE B 4%

CloudTrail App Mesh 43 {E &

AR#S Y B ASAC 8k X i

$5{E/M App Mesh R IE

DU

2 AWSAppMeshFullAcce
ss BHUAHTF
ElTagResource #
UntagResource API,

REAEARNMEKRES
CloudTrail LAFC#& API SEE)RY
REMXHEEH.

2 EAWSAppMeshServiceR
olePolicy #TAWSServic
eRoleForAppMesh 3f
FEF1FEL AWS Cloud Map
DiscoverInstancesR
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App Mesh BEX & VPC in 3
R8I,

App Mesh BEX EZEEE

=
App Mesh IR7EX & IPv6,
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HEEERBER CloudTrail 32
R E,
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I,
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