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TR THILZER | AWS ArtifactiR I E F & P & 89 7 VB MR IR EZHERR

%

- SB1 BV IAM BR

- B2 BV IAM BAY K INBEE

- B3 EVIAM FEHEYASHTIEEHE

S 1 B IAM BGR

A IAM EEE |, B UEY BERRFEEAWS ArtifactE) M EIRAIFF Ao
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B IAM BUR

ERTHIREFREIL IAM B |, SMERFTAIRE IAM £/ & MEHE,

BRI https://console.aws.amazon.com/iam/ B IAM £ &,

ESEERD , BEEBEX.

iZIZ Create policy (B3I BUR).

FRI1Z1E UJSON EH,

WABERX M. BAILEYACHER o U RPERAE D —EREEL 1AM B,
EEMRABX, BEREEEXNSEREMFEEER

£ eERA EEL  MATHRBERERAAENE—BE, ShaREHRR,
BERIBUR,

© N o o bk~ w0 D=

HER 2 0 B 1AM BHE I Fff AR

BHIAMEES  BANEBYEE  WSEEYNBERM MEIEE, STURERK IAM E£RAEREE
Bl

EY 1AM FHAE 30 B D0 SR A BER

1. EEBEBEPIEE Groups (FHH) , AER1EFRE Create New Group (B E#H).

2. GEREEBT BARENER , RREET -,

3. EEERMUP BMALBEUCKBNER. ERURAINKEGR  RREE[T—F.
4, WEFEHBESBANBR., EiEmEs  FEE "TEYHE, .

SER 3 B IAM A E WA ERTE EEE
R IAM EEE |, CU SRS ERE N ERE. SR RREAFERMANER.
R IAM A B LA G EFE SR

1. HEEBEHKD , B#IF Users (FAE) , RERERE Add user (FTEBEAE).
2. EFEAEEREY WA RZEFEHENERE.

3. iZH! AWS Management Console access (AWS Management Console B2 X1 & FH) ZHZE
Fik. SREBBHELERBIIER. BULUREMMZERN (FAESXEE FTABRARELTZR] , A
BEFRAESE - RBEARERERZER.

SER 2 B IAM BHE I MR 16
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4. & Next: Permissions (T —2% : &™),

5. EEF [MEBEERAEEEE]  ARENEEILAEE,

6. BET—F . Z8. SULlREMwEEREMEER,

7. BET-F k. BREHER  HEE (BUERAE.

B SRR R

AWS Artifact RE A REFEARMENTT, BBELFMENER , TF TUBMERGRAIENFR
B, PIIEZ RN T EHE®S .

EZEZBRMANEREINGHRE , BEFEZFAAWSArtifactReportsReadOnlyAccess S & BURRABE T
FIEBEHEER, RE , EEESFRATEAPRMENET AWS HEEEESLZEMA,

MREHMEFERBLEDE  CAETUEEEBAERAEIRAPITANERSEEEGRFNERERE
REVERS .

BEEMER

BEIERISERR

FREEESCSSEMERNREERARRATEBAERNER
BERBUR -

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,

"Resource": [
"arn:aws:artifact:::report-package/*"
]
}
]
}

BEZEENER 17
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AWS Artifact EREER

SR BHMRERAYRTBUR

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

}
]
}
BEERSEER

FERENERSSERRBNRERARASSSRERRNRL, BEEREATTRIBERELS
BIEmAK.

BMRBR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,
"Resource": [
"arn:aws:artifact:::report-package/Certifications and Attestations/SOC/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/PCI/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/ISOQ/*"

BEEHER 18
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ERAEER

ERBMERM R EWIFIRAL

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

},

{
"Effect": "Allow",

"Action": [

"artifact:GetReportMetadata",

"artifact:GetReport",

"artifact:GetTermForReport"

1,

"Resource": "*",
"Condition": {
"StringEquals": {

"artifact:ReportSeries":

IISOCII ,
"PCI n ,
n ISOII

1,

"artifact:ReportCategory":
"Certifications and Attestations"

1450 IAM B

ATV PO BUR | AARTAIIREE IAM R E, S LUREEE A EFE AWS Artifact #i&k , SAIRKR&K

E-ikRFREBES N THESOMEED.
T3 HIBER BN S MR R M FEEN FEUB RIEIRE IAM R ERFTH,

51 IAM BUE
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AWS Artifact

ERAEER

- FEABHAEREE AWS RERMNEHIFREL
- EEE=FHRENFEDEEH

- BEESHHREBIEEH]

- BEEESMIFEREH AWS Organizations

- EREERFSHNNEHIREA

- EEREBENFED S5

- EEREHNEREDEH

Example ZEiBEHAEREE AWS SR EHIFEA

® Tip

& FE S £ B F i Z AWSArtifactReportsReadOnlyAccess BEHE , MR ES H S KR,

THRRREEBEAERTHAE AWS HMRAVHER.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

}
]
}

THRARFEBEHEBRETEH AWS SOC, PCI M ISO #HERHEIR

{
"Version": "2012-10-17",

#5 IAM BUE
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"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications And Attestations"

Example B 55 =75 i &5 9 R B & 45

® Tip
1R FES E B i Z AWSArtifactReportsReadOnlyAccess EHER , MR EXBECHIEE,

F=FH#HMEH IAM BERreport& o
THRBISREME B RE RS e ER.
"Version": "2012-10-17",

"Statement": [
{

51 IAM BUE 1
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ERAEER

"Effect": "Allow",
"Action": [
"artifact:ListReports",

"artifact:GetReportMetadata",

"artifact:GetReport",
"artifact:GetTermForReport"

]I

"Resource": "*"

THIRRRET Hip D BmEREHER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"
1,
"Resource": "*"
}
]
}

T RARES| HE =T HRENER.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReport"
1,
"Resource": "*"
}
]
}

51 IAM BUE
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T3 R R R ERAR AR P A MR AS sz 185 00 R P R o5 R AR B R AV HE PR o

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,

"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:*"
]
}
]
}

T 51 R R %2 ER AR AR 4 TE MR A sz 185 00 R P SR o5 R A BRIV HE PR o

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,

"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:1"
]
}
]
}

Example BEEEIM R BRI HI

THRARETHRBEENNER. IAM EFAEGSERTILERTEEZIHE,

{
"Version": "2012-10-17",

51 IAM BUE
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"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [

i n

THRRREEZ SRR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"

]I

"Resource": [

"y

T O R AR IE SRR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"artifact:TerminateAgreement"

]I

"Resource": [

"y

51 IAM BUE
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ERAEER

]

THRAREERE-IRFSONER,

"Version": "2012-10-17",
"Statement": [

{

Example ZE SR A& AWS Organizations

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

THBER FEI AWS Artifact ARESH IAM A KR AWS Organizations, BN ERIRS
HEERELRER , TeMBRERAREHN.

’

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam::*:role/*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole"
g3 IAM BUR

25



AWS Artifact

ERAEER

"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/

AWSServiceRoleForArtifact"
}

T 5 R AR AR ELE AWS Artifact FIREFREYREPR AWS Organizations, &AM EEIRFSEE

LR , MR ERABE0,

"Version": '"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

]I

"Resource'": "*"

Example EEEE RS SHREHI R A

THRBREEEIRFEESHUNER,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",

"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [

"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

51 IAM BUE
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]
.
{
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam::*:role/*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

Example &2 18 &8 i 5= 10 IR BI €5 651

THRAREBEREBSONER. HUEALERRNERELSARERBEN.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",

51 IAM BUE 27
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"arn:aws:artifact:::agreement/*"
]
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"
1,
"Resource": "*"
}
]
}

THRAIRERREB SRR,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}

Example &8 &#Y E R £ 51

T5|RAZEFEHR AWS Artifact B ZEERR,

51 IAM BUE
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ERAEER

"Version":

"Statement": [

{

"Effect":

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

1,

"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

"notifications

"notifications

"Resource": [

min

"2012-10-17",

"Allow",

AssociateChannel",
CreateEventRule",
CreateNotificationConfiguration",
DeleteEventRule",
DeleteNotificationConfiguration",

:DisassociateChannel",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

GetEventRule",
GetNotificationConfiguration",
ListChannels",

ListEventRules",
ListNotificationConfigurations",

:ListNotificationHubs",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications-
"notifications-
"notifications-
"notifications-
"notifications-

ListTagsForResource",
TagResource",

UntagResource",

UpdateEventRule",
UpdateNotificationConfiguration",
contacts:CreateEmailContact",
contacts:DeleteEmailContact",
contacts:GetEmailContact",
contacts:ListEmailContacts",
contacts:SendActivationCode"

T3IR R R ERF H AT R AR RV R

"Version":

"Statement": [

"2012-10-17",

51 IAM BUE
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{
"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

i n

THRAIREZE BNV RER,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel",
"notifications:CreateEventRule",

"notifications:CreateNotificationConfiguration",

"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResource",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

i n

51 IAM BUE
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THRAR R REEENER,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:DisassociateChannel"”,
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

i n

T 5 R R 2 2 b BRAB RE AV HEFR

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"notifications:DeleteNotificationConfiguration",
"notifications:ListEventRules"

]I

"Resource": [

"

51 IAM BUE
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ERAEER

]

T3 RAR R ARG A E R RER,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"notifications:GetNotificationConfiguration",

"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

]I

"Resource": [

nmin

T 51 R AR B2 5 i S VO AE B A R AR Y 2 BR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [

i n

51 IAM BUE
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}

AWSAWS Artifact WS B E

AWS EENBRER AWS EYMEENBIYHE, AWS EENBRNFRAERAFSEREARS
RELEFA , ML ER AT URBEFT T ERGERE. FEANBE,

ARt , AWS EENBRTRIERTEREEARFNRKEERTT , ERTMHITHRAE AWS &F
FfEM. RfI2BEEREARFIEBNESEERR , WMEE-DRDFFT,

FEEEQAWS EENBERPERNT T, MR AWS Ef AWS EBENBERPERNTT , EFNS
FEHREENMEEIRE Y (ERE, BHEANABG®), EHETH AWS R LAY API RAETTH
BERBRBEME , AWS RABESEN AWS EERBK.

WMEFMER , F2H (AM E£RERERE) P AWS REHE,

AWST EEHER : AWSArtifactReportsReadOnlyAccess

I&T#& AWSArtifactReportsReadOnlyAccess BUREEE IAM &%,
WERAISRE2#ER , UEFH, BBMTHBRX

SRR
RS U TR,

« artifact-AIEFXSEERAWS Artifacth 5., BERTEHBSE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:Get",

£ AWS ZEBER 33


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS Artifact EREER

"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"

1,

"Resource": "*"

}
]
}

AWSZ ERBRAY Artifact ¥

BIREEE Artifact BLLIRIEBAKREMELEBER AWSSEERANEMFMHEN. NEFRLERS
EWEBER , FBRIB "Arifact XHEF i HE LM RSS HE,

g2E DU B
Artifact B %515 Mt £ Artifact FIRIEHEEAWSEZEE  2023-12-15

[RAIRYEE I 5| A AWSArtifa
ctReportsReadOnlyAccess,

&r¥t AWS Artifact EA R EFZAE

AWS Artifact £ AWS Identity and Access Management (IAM) R EfE A, R EEACEERE
EHEZE AWS Artifact BIIE— IAM B &EH, AWS Artifact BAEZRBELEAR , BERBEARET
W EMAWSIRIEFT B AT BFF 1,

RIS ERE A G T RIS RILE AWS Artifact, RBETLFEFBHLEMNFF T, AWS Artifact EERH
REEZACHTAT , RIESEER , BRIRE AWS Artifact TAREHAR, ERNFISTEEET
HERMEFFAIBER , BT BCREEM INEEfib IAM B8,

BLALERBRACHNERER , TRMBRRBEEAE, ERTUREEN AWS Artifact IR , BA
BEE BN BRTFIE IR A,

NEBRXERKEZACHEMBEER , F28 (FTEE IAMEEN AWS B |, 3k
Service-linked roles ([RISEFZAR) MHPETA Yes (B) WK, BEEFERZNE , UREERKE
iy PR 358 4L A B 3
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AWS Artifact EREER

AWS Artifact B fRIGE#E BB FF A

AWS Artifact £ & BH RIS ELE A€ AWSServiceRoleForArtifact— o 5F AWS Artifact i%Ei8 AWS
Organizations ARG U SEAEBAIHHBIE A

BR AWSServiceRoleForArtifact iE#E B EEEE TIRBREIZASE -

« artifact.amazonaws.com

B BN A G TTBER AWSArtifactServiceRolePolicy fo7F AWS Artifact ¥forganizations&iRTER
VRN (=

* DescribeOrganization
* DescribeAccount
 ListAccounts

* ListAWSServiceAccessForOrganization

A AWS Artifact 2 R EZAE

EAZFEFHEY —ERBELEAR, EREHEBEERFHPNEBHRRSIER , WLENPH "H
AfEF 1 EAEBFAWS Management Console , AWS Artifact @ BB RIS ERE A G,

BEMRUBRBESACRREEBREY , EUAERFHAEAEEEFENEYAC., EREHAR
EEREPH TASE RIEBRIEN "HRBER EEK , AWS Artifact EBIX A SR M RIE
mAe,.

imEg AWS Artifact WIRBBEE AR
AWS Artifact L 5F 18 4REE AWSServiceRoleForArtifact RIS EfE A, RAESEER RSS2 ER

BEGAE K USREIEEVACCRBFACERE, AWM , Bu£R IAM RiFEACHEHR, NF
AEA , B2 IAM ERAEEETNERERBEEAE.

fB& AWS Artifact B RIS EfE AR

EETBEARTERBESACHIIEDRE , RAZRERHERZAC., -, ERRIEREDE
BEREENARERAER. AW EFDRERBRBESACZH , ELAXBRER.
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AWS Artifact EREER

® Note

MRIEEHAMBREIRE , AWS Artifact RIS EEFEAZAE® , BIMBRTEEE LK, HERE
4+  FBESEoERIBRERRE

= EMBEREAA AWS Artifact EJR AWSServiceRoleForArtifact
1. BIE AWS Artifact TR A S K THEBIHEL KK
2. RIEEMAEMPER S

£/ IAM FERBRBRBEEHE

fEA IAM 3 A= AWS API fllB&k AWSServiceRoleForArtifact FRI§E#E B, AWS CLIINFEFMAE
#, B2BE (AM EREER) PRRREEEEAE,

AWS Artifact RIS EF A CH X EEE

AWS Artifact F X EERERENSEESFERAREEEZAR, EUUETYESFFERAI
AWSServiceRoleForArtifact &,

EEEHE B & 2 AWS Artifact
FHY Support
EBREP (HF EaibEB) us-east-1 =
EERIP (BE%E) us-east-2 B
EEIFEER (A e =1L ER) us-west-1 &
EEPEES (RENRM) us-west-2 =
IEN (FAER) af-south-1 &
ZKEHE (A ap-east-1 =
DAEE (KENE) ap-southeast-3 B
DXREE (ZE) ap-south-1 =

AWS Artifact RIS ER A BN X ERESE 36
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AWS Artifact RS
B & B35 & 7 AWS Artifact
By Support
ZKEHE (KR) ap-northeast-3 =
DXRESE (BW) ap-northeast-2 =
SRR (FTINE) ap-southeast-1 S
DAEE (EHR) ap-southeast-2 S
DXREE (RR) ap-northeast-1 e
EX (FEB) ca-central-1 5
BUN CEE=E) eu-central-1 =
BN (BEEH) eu-west-1 =
BN (fR3X) eu-west-2 =
BN (CREE) eu-south-1 =
BN (E2R) eu-west-3 B
BN (Hr RS E) eu-north-1 =
R (B me-south-1 =
R (FARBEE R E) me-central-1 =
EEMN (EBRE) sa-east-1 =
AWS GovCloud (X E R %) us-gov-east-1 S
AWS GovCloud (375 %f) us-gov-west-1 =

£/ 1AM R4 R

A LAER IAM R 258 |, BIRISENREEBIMRS | RHEHE AWS Artifact & VBT
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T 586 BUR R & A AR IR E S BRI MR IFEIRAE 1AM R EHEF A,

Example &2 AWSHR & & EU7 BV BR /Y 2551 R 2
AWS Artifact¥R &5 1 IAM EJR &R R, report

THBKRIEFEENZCertifications and Attestations¥BI TATEAWS Artifact¥ HI R,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"artifact:ReportCategory": "Certifications and Attestations"”

T3 R R AT RIS R ERFENSOCRK B F AT B AWS Artifact#i & FU IR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

£/ 1AM RHE£ 5 38
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"artifact:ListReports"

1,

"Resource": "*"

ol

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": [

nmin

iF

"Condition": {
"StringEquals": {

"artifact:ReportSeries": "SOC"
"artifact:ReportCategory": "Certifications and Attestations"

T % R Bl AT A8 IR EA B ENFF B AWS Artifact¥R &5 YRR |, {HCertifications and

AttestationsZEBI T HIIRE KR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

.

{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

]I

’

£/ 1AM RHE£ 5

39



AWS Artifact EREER

"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"
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AWS Artifacti2 (IRt HEHEAWS CloudTrail, A& @R RIEFTERIE B ERD8%) HAWSIRIEES
AWS Artifact, CloudTrail #iERAWS Artifactifi BE4H API FEIY . HEERAY R ISR AWS Artifact 3
BRAEETHIEWN | UK EHE AWS Artifact API REMERBMEWN, MREEBH  SUUBARFE
AT CloudTrail E4%] Amazon S3 EFETE , TIBAWS Artifact. IRERREEHR , BOHARTUE
[EHEEGE] D4R CloudTrail ERAPRIENEH., FHKENES CloudTrail , &0 LUK ET1R H
M ERAWS Artifact, IREZERH IP sk, REERHWAE, REERNWERE , URHMFHERA.

EE#— 7 # CloudTrail , FZ2EEAWS CloudTrail &5,

AWS Artifactdf B9 & FA CloudTrail

CloudTrail #E/&RIEIRFAWS 1RFEMA. EEEREETRAWS Artifact, BOEBEREMHBE LT
B HAMAWSERF CloudTrail S —REHEZHP. ETURER. BRENTH AWS 1kRFE H&RH
B, MEBEFMES , F2REA CloudTrall SHEEREBRREM

MEE AWS 1RFE RERIEEETEHMNGE (25 AWS Artifact (E4F) |, FFEIEHE., BHEA
CloudTrail # AFEE R 4% Amazon S3 FEFETH., KTER , EAEEIEAPEEHN K REHREE
REFBN AWS EiF, RERELHNRE AWS PEIEGTMEERENESH , LA BFERINSEEE
EM Amazon S3 #FZETRE. A, BETLUREHMAWSHRIE , LU — 2 24 CloudTrail 528& UK
ENEHERTHTENTE.,. NEHAEA  F2RTIRE

- BVEBHHNBIE
 CloudTrail ZENRBEES

« X Amazon SNS JEHI CloudTrail
- RRZ{AEFIEW CloudTrail B 53443 1% Z @1k 512U CloudTrail B 5 304

AWS Artifactsz A T S B)EF2 8%k A&C CloudTrail k8 EH -

+ ListReports
» GetAccountSettings

» GetReportMetadata

+ GetReport
» GetTermForReport

» PutAccountSettings
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B-SSEMHAREE NS ELEFBRENET. B3O EATHEEHE T3IEE !

- ZFERRBBEBIRZE AWS Identity and Access Management (IAM) £ & BRERIRH,
- REZBRE , REEATHEACEBMES I EAENERLZERE.

WMEFME , 520 CloudTrail userldentity T,

T i AWS Artifact BE51E =18 H

BHE—EHERE 6 TES4LUEFENERNEESEIEEM Amazon S3 #1778, CloudTrail 504
@%—ER%1§E%IEE EHRKXREEMARENE—FR , SEEBHERWIEE |, BEN B AR

, BRSEEE LR, CloudTrail BEXHTEAH API FAANEFHRRE , HItePTEUEM
ﬁmllﬁrﬁémo

T 5 &5 88 R R 88 GetReportMetadata E4EHY CloudTrail S24&EE .

"Records": [
{

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
.
"eventTime": "2015-03-18T19:03:36Z7",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"errorCode": "AccessDenied",
"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not
authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-
east-1::report/report-f1DIWBmGa2Lhsadg",
"requestParameters": null,
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"responseElements": null,

"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",
"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",
"eventType": "AwsApiCall",

"recipientAccountId": '"999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn":
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
I
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {
"reportId": "report-flDIWBmGa2Lhsadg"
},
"responseElements": null,
"requestID": "a2198ecc-cdal-1le4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '999999999999"

"arn:aws:iam::999999999999:user/myUserName",

T f# AWS Artifact BEEERIER
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