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"Version":

{

"Statement": [

{

}I
{

"2012-10-17",

"Action": "scn:*",
"Resource": "*",
"Effect": "Allow"

"Action'
"s3:

IIS3

IIS3

IIS3

]I

1 : [

GetObject",

:PutObject",
"s3:
"s3:
"s3:
"s3:
"s3:

ListBucket",

CreateBucket",
PutBucketVersioning",
PutBucketObjectLockConfiguration",
PutEncryptionConfiguration",

:PutBucketPolicy",
"s3:
"s3:
"s3:
"s3:
"s3:

PutLifecycleConfiguration",
PutBucketPublicAccessBlock",
DeleteObject",
ListAl1MyBuckets",
PutBucketOwnershipControls",

:PutBucketNotification",
"s3:
"s3:
"s3:

PutAccountPublicAccessBlock",
PutBucketlLogging",
PutBucketTagging"

"Resource": "arn:aws:s3:::aws-supply-chain-*",
"Effect": "Allow"

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:GetEventSelectors",

EREEE
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"cloudtrail:StartLogging"
]I
"Resource": "*",
"Effect": "Allow"

"Action": [
"events:DescribeRule",
"events:PutRule",
"events:PutTargets"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"chime:CreateAppInstance",
"chime:DeleteAppInstance",
"chime:PutAppInstanceRetentionSettings",
"chime:TagResource"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"cloudwatch:PutMetricData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"organizations:DescribeOrganization",
"organizations:CreateOrganization",
"organizations:EnableAWSServiceAccess"

1,

"Resource": "*",

"Effect": "Allow"
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"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey",
"kms:ListAliases"

1,

"Resource": "*",

"Effect":

"Action":

lam:

lam

lam:

lam:

lam:

lam

1,

"Allow"

L

CreateRole",

:CreatePolicy",

GetRole",
PutRolePolicy",
AttachRolePolicy",

:CreateServicelLinkedRole"

"Resource": "*",

"Effect":

"Action":
"sso:

Sso
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

SSO:

"sso-

]I

"Allow"

L

StartPeregrine",

:DescribeRegisteredRegions"”,

ListDirectoryAssociations",
GetPeregrineStatus",
GetSSOStatus",

ListProfiles",

GetProfile",

AssociateProfile",
AssociateDirectory"”,
RegisterRegion",

StartSso",
CreateManagedApplicationInstance",
DeleteManagedApplicationInstance",
GetManagedApplicationInstance",
directory:SearchUsers"

"Resource": "*",

"Effect":

"Allow"
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1. TEBIRL AWS Supply Chain F 1% & https://console.aws.amazon.com/scn/homes,
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® Note

BRAERAREAEES K ESKERAEFREE AWS Supply Chain #11TERE , IR LLF
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® Note

YourKmsKeyArnfE &8 ##YourAccountNumber, AWS Supply Chain 11T {E g
YourInstanceID 1 AWS KMS £#EUX AWS 1RFE. AWS #s[E, ID Fl,

{

"Version": "2012-10-17",

"Statement": [{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::YourAccountNumber:xoot"
},
"Action": "kms:*",
"Resource": "*"
}I
{
"Sid": "Allow access through SecretManager for all principals in the

account that are authorized to use SecretManager",
"Effect": "Allow",
"Principal": {

BA#ETER 11
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"AWS": "
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :CreateGrant",
"kms :DescribeKey",
"kms : GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFxrom",
"kms :ReEncryptTo"
1,

"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.Region.amazonaws.com",
"kms:CallerAccount": "YourAccountNumber"

MREZRE KMS €48 | FHBIE (B BE AWSKMS XA , BuLlEEPET N S8®, F
AL KMS £8F A, MEFEAEIL KMS SBPFMER , 52 BAWS Key Management
Service BB ABEMPNEISE,

MREITEERA S/4 Hana ERHER , BREERMN KMS £REFHEBABES true Haws-
supply-chain-accessiZ%#,

6. (BEFM) % (BTEERER] T , 2E FEER]  AENITERERER, SAUERELER
KEBEHHITER. WFEEEBNET  F2HEILER.

7. BEBRIHTER
3 AWS Supply Chain #I{TEBANEE 2 7 3 &, BUHTHEEZ% , AWS Supply
Chain @&&xIR LW [AREE] WILEERA [EAFP]

8. E3 AWS Supply Chain #{TEE% , FBEHEH KMS BIEE AWS Supply Chain A FFERE
AWS KMS 8,
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® Note

# YourInstanceID BUXAIZH AWS Supply Chain #{T{EEE ID, &AILAIE AWS
Supply Chain E#Z&&RR LIXFEHHITERE 1D,

{
"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::YourAccountNumber:xole/service-role/scn-instance-
role-YourInstanceID"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey"

1,
"Resource": "*"
},
{
"Sid": "Enable ASC to backfill KMS permissions",
"Effect": "Allow",
"Principal": {
"Sexvice": "scn.Region.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms :DescribeKey",
"kms :CreateGrant",
"kms :RetireGrant"
]I
"Resource'":"YourKmsKeyArn"
}
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- —fuERAERERERE—BEAEERAR,
- BELAFREIMRARNERAEERAC,
- ERRBERANBITERACE  BFIERAGTHAEERAENERAESEN.

- BEERKREBRYNBITHRACGK , BIERASTHNAMELRE&#HIGKEFEUE AWS
Supply Chain,

BTSRRI ERE 17



AWS Supply Chain EEBER

o RARZEFHIEEIHE AWS Supply Chain,

ES]

- HEEAE

- EXMEAEER
- MIBRGERE

FIEEHE

(® Note

EFEERECH , FREXFEAEBR IAM 55088 , BREECIBRGREHE AWS
Supply Chain,

AWS Supply Chain S AEES , &0 LAHEEH & UFEE AWS Supply Chain Web FERRER ., K
BTSSR EERAE,

1. £ AWS Supply Chain RV EREEE K+ , BIE RE] B=o
2. EIE [ER], ABEEZ [ERAE

FEeE~ 'TEEERE) R
3. 1EE THEERE. .

BEEER THECERE) R

4. E[FEERE) THAVERY  ENEAE  ARE ENAG] TERERENAL,
5. EIEHA,
EREMERR

R LAE R B AR ERYE AWS Supply Chain AAE#RAR®. FHRBTILTREHRCRAERRA
==

1. 1£ AWS Supply Chain xRN ERIEBEEKT , #EF RE] BT,
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2. EE[HER], RREE [ERAE]

EEglRr "EEERE) K.

3. H[EEFERE EEL, ENEEENHECRAERRACGNEAEITE , ARK HERAE] T
NAThEERT BN TIES—EHEREE

® Note
AWS Supply Chain ERIRERBEERNACERBE]. UFEFHEA , F2E EILE
AIEAEERAR,

- EEE —BY, RRNEERAENNEREERNFEE.

- BiIgOME — Rl , EFENEEMABBREENFEER,

- EFEER — B EENEERBENFEER,

- HERIE — BV, REREERA. BIIRAMERFTENFIE,
4. BERRE.

MiBRGER &

AWS Supply Chain & 5EEE8 |, &aLA%E AWS Supply Chain Web B MIBRERE., HKRE
THSRMBRERE,

1. £ AWS Supply Chain BRIV LRIEEEK S | BIE RE] BT
2. 1B [HR], AREE [(EAED

EEglR "EEERE) K.
3. &% "EEMfERE, AEL  ENZEMKENERE  RREE "MK, BR.

BYBFIEHEERAE

BRYERNERAERRACI  RETVUBRYEBTEREERAR , LSS ERRAC , AHEBS
ENVENEm. KR TISRELTNERSE,

MR EER & 19



AWS Supply Chain EEBER

® Note

MREVHTEBSERZERRIERE , AIREE "NEFERL M "TEREFEERL TEEERN
e, fla , BEALRIBETEESFEAE  RRATEBEVRAKENEWESR , RET
Insight FFA&ER2A T EEAHEE M E N EFIEE,

1. 1£ AWS Supply Chain ERIRNERIEEEKD | BEF RE] B, BEEF HR], RAREEZF [ER
y=-h=-4 8
[ERRAE]) EEMEENHER.

2. i#IZ Create New Role (R H A E),

3. E[EEERACIEEN [ACER T, BASHE,

4, BEHERENENFEAEZERRAGR,

- B - EREREERRNEAETLUNE, RENEEREA.
- Bl — EREARBERNEREREREBITNER.
5. & "WEREL T, BESITEARKES "EE. , AREWN "B, .
6. # "EmFEL T, EESITRBAKESER , RRENER,

7. BEBRE
il ER01T7 1B BE

HEZMERAITER  FEATISR,

(® Note
MBREL1TEREEF , & HEMBR Amazon S3 fFRFRTHEMR,

1. TEBIRL AWS Supply Chain F 1% & https://console.aws.amazon.com/scn/home,
2. 1& AWS Supply Chain E#ZE &R+ , £ TN FEHZREEMBRAYITER.
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https://console.aws.amazon.com/scn/home
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AWS Supply Chain

Select instance

‘ ADP-Gamma-Feb13 v

Instance details info

Instance Name Status
ADP-Gamma-Feb13 @© Active
Created on: 2/12/2024

AWS KMS Key
Description

3. EEMBR,

Sub-domain

Instance ID

4. 7 [MIBR AWS Supply Chain ¥1{T{E#8] EEH [fEFS] KT , @ Adeletef#:REEMBRHITER.

5. BREMBR. BMTERMBREE , —BIITERBBEMER

BB —RIRERIAR.

IR &1 1T (E 88
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FHZ 24 AWS Supply Chain

ERe AWS REENELER. 558 AWS BF | LA URER P OMBIEETERS | ELE AWS
BREATREHZLUSBBWABNTERMEEN.

ZERENEZBHHBRE AWS, AESEEEREHERABRNZEENERTPHLZEM

- EWRNEEYE — AWS BERE AWS IR PETHERZEE AWS B, AWS EAKRREMATNUZ
2 EANRE. £ AWS &R5EIF | F= H?Vﬁgfiﬁﬂ BRI RBRANZEIN. EERAE
738 AR 3R 858 &5 2] AWS Supply Chain , 552 B & RETEINAWS R & EEHE),

- BinPHReM — SFEANRET AWS R ZNEE, CEFEHHHRREE. SFEBENH
Rtk !&E’JEZ}?LX&@FEE’\J‘E&%H‘}HEO

2 3244 AT 1 BY AR R R 0T E fE A I E A L R EEAE R AWS Supply Chaine T 51| ERE R BA t AR E
AWS Supply Chain &R L MEARMEE, REKEFNMAERE AWS IR BB REERR
& AWS Supply Chain &RH E A 5%,

e

- ERMRE AWS Supply Chain

- £ AWS Supply Chain F 4" Him 27 E (AWS PrivateLink)

- BARK IAM By AWS Supply Chain

« AWS Supply Chain #J AWS Z&HBR

« AWS Supply Chain & R FE

« AWS Supply Chain k18 8E

. ROERFNEEZIE AWS Supply Chain

& RRE AWS Supply Chain

AWS 3t f S 1F 4% 28 A P Y & KR E AWS Supply Chain, LER AR | AWS B EREHIT
FiE AWS Eif. CESHEETHERE LFEE m%?a’ﬂ%%u#%o FHEREEMRER AWS R =R
SHHEME ImH%o MEEREBAENGFHES  F2EEREAEERREE, NEEHEEMNERMR
EWEBEEN , BF2E AWS ZEMIER LK AWS HEMWSEERF GDPR SPEEXE,

ERRE >


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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ERERREZEN , RPIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access
Management (IAM) fRE AWS IRF B AEBERWXERBBIFERAE, t—R , SEAFHEBRSEER
HERETKRMAENGTT. RMCEZRERATIANREER

- BERFEEFRSEEZREFE (MFA),

- £ SSL/TLS & AWS BRETERA. BMAFE TLS 1.2 WEREEA TLS 1.3,

- ERARE API MfEAFEZBH AWS CloudTrail,

- 5 AWS MEBFRF RURHPHWFMBEMEBR LSRG AWS R,

- FERERNZERLRE (B0 Amazon Macie) , HBIREMRBEFEZE Amazon S3 HWEUBE R,

- MBHEFBHSHNEDR API FEEEEL AWS 1B FIPS 140-2 B XM NZZ1E4E | 5EH FIPS
nE., MERE FIPS M FIPS BN EZSMBEEN | a2BE I EAREZLE (FIPS) 140-2 #E#,

R EZIEBRERETEREFNEFEAH U SRAFHBREN , HEEESIBEHEBRAN XX FHN
o BIME B, SaEELERAEEA. API AWS Supply Chain 5 AWS SDK B AWS R 16
Ao HMmEAR. AWS CLIREEZBIBEHENNFHRu P AN MERA T AR ESRZEH
o MRMBIBMATMARESH URL , BRMEZIBRBB N ERFB LY ZARESERN URL I EBEE
o

AWS Supply Chain EEH & ¥l

ATRHEBE AWS HESEFTRENRECHETERNER |, HE AWS BHiEANENSHEN
AWS IR F R BIRSER AWS HIESESITIRIE ID FRBt.

AWS Supply Chain ERERZEHEEER  SINEREEF. REEESRENNENR , UARFEH
HMEA.

iR = 5F

HTseEERAMERAE AWS Supply ChainAWS FRIEEFHFTREREN "TEHREL . NMREBEE
EIFIRH AWS Supply Chain AERARFHRENAZR , AJLATE AWS Organizations 2 IR HBUR,
MEREVREFRAWFHES , F2E A RBEHFEBIFEEFNEH,

B

DEAPINBEAERRIREXBEEEFABNER AWS Supply Chain , @A EGRKERT BEEB
RFTEBNEIR , ERER (FEERE. REIARBERRGEZE0) %, AWS Supply Chain
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/service-terms/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_ai-opt-out_syntax.html

AWS Supply Chain EEBER

Amazon S3 fAfRERm MBI FEAESREETFIRFBENE AWS Key Management Service & i 2k
MEZEFFBEEEM Web BARENER., MEMEBEF AWS KMS keys , FFSB T EZ AWS Key
Management Service ? £ AWS Key Management Service Bi% A BEmH.,

(® Note

AWS Supply Chain Zhag "HFEETEI, A "N BERE L TX & data-at-rest AR MHA KMS-
CMK #1T %3,

S o Nz

B AWS HEEXBNENSEFAENREERERE AWS {HER . ENERBRES , FHERRE
By TLS &R E,

SREE

AWS Supply Chain #% %% KMS-CMK.,

MEFEEPEH AWS KMS €88 EEIEFA AWS Supply Chain , 2B E L HTEE.
BN RERIARE

@ Note
AWS Supply Chain 3 #F PrivateLink,

HERFABEEIR (VPC) it E AWS Supply Chain & VPC AWEEEE , ERFFER. AWS Supply
Chain VPC £#4ERIEHEXZE VPC , AWS Supply Chain Y ASEERBRERZ VPC, MEFME
A, 5528 VPC EHEFMSH M VPC i3,

an{a AWS Supply Chain £ H##B1E AWS KMS
AWS Supply Chain FERETRERALNEFEESR,

AWS Supply Chain &£ fCreatelnstance/EXE MR EERN AWS KMS €8 EB L HERE, AWS
Supply Chain i&EiB#%CreateGrantfEREIEE , M REEILIRE AWS KMS, IR AWS Supply
Chain # AWS KMS AIR&BEFEFIRFEF AWS KMS £#1 FEUE,
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/vpc/latest/privatelink/concepts.html
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® Note

AWS Supply Chain £ © B WREHSH, SEREHIEE 2% AWS Supply Chain , & &
EIEBFEAZ AWS KMS KBS BN ERE,

AWS Supply Chain #&R#E AR TIER :

. EiXEGenerateDataKeyR 2L AWS KMS IZ#TEEBFREEHNER,
- BRZBEREEE AWS KMS |, LUGEEEHTEEMERBANZE R,

- ¥8DescribeKey, FIRetireGrantiF 1] CreateGrant , SAEEASE RFiXE] Amazon Forecast EHAth
AWS lRBIFERER RS,

LU LBEREER TN FEE , IBRBEBEHEFZESRNEFIE, MRERM , & AWS Supply
Chain A FHHATFEESRNFNEAEN  EEXERBRERNERE.

SRR BN%R AWS Supply Chain

T5gE R et EncryptGenerateDatakey, FEEEMIDecrypt# KMS #EELUIFELE AWS
Supply Chain E FEE 8N 2 EXRH AWS CloudTrail B4 :

Encrypt

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": '"scn.amazonaws.com"
},
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com'",
"eventName": "Encrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"

{al AWS Supply Chain £ F#B81€ AWS KMS 25
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},

"responseElements": null,

"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,

"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"

GenerateDataKey

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
},

"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:s3:arn": "arn:aws:s3:::test/rawEvent/bf6666cl-111-48aaca-b6b0-
dsadsadsa3432423/noFlowName/scn.data.inboundoxrdexr/20240306_223934_536"
1,
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample",
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"keySpec": "AES_222"
},

"responseElements": null,

"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",

"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

"eventCategory": "Management"
}
Decrypt
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
b
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

},

"responseElements": null,

{al AWS Supply Chain £ F#B81€ AWS KMS
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"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,

"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"

5 AWS Supply Chain 41 Hi%E 7B (AWS PrivateLink)

& ALAE AWS PrivateLink Fi7E VPC #1 AWS Supply Chain. Z BZE S FAAEHR, BT L AWS Supply
Chain &7 VPC F—HETHFR , MEFEAMRERKFE. NAT ZE. VPN E#RZ AWS Direct
Connect E#Rk, VPC AR TEBAIFTELA IP (Lt BIa]FHL AWS Supply Chain,

&R LUE Y B AWS PrivateLink X EN M EHRMREV MM ER. BASELA T EiRERA
NEEFHEPEYREMERNEH. SEEFREEENHERNE , TEABNLA AWS Supply Chain
ZREBHVE AR

MEFHMER , FBEAWS PrivateLink ¥/ AWS PrivateLinkF#) AWS BR# B FE,

HY3EZ 18 AWS Supply Chain

R TER ST E IR B Z BT AWS Supply Chain , & EMEIAWS PrivateLink IEEHHNEESE,
AWS Supply Chain 3z %18 /) H w2 I EFTE API B11E,

K HE %2 AWS Supply Chain

& AT LA S A H i B LA AWS Supply Chain £/ Amazon VPC E# A3 AWS Command Line
Interface (AWS CLI), MEFHMEN , F528 (AWS PrivateLink 1858) FHEIL N Eiw S
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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#3I AWS Supply Chain R THIREZEBH N EHImE

com.amazonaws.region.scn

MBELANEIRERRAFAE DNS |, &TLL AWS Supply Chain R HEFERHIESE DNS Z2#EE APl B

Ko I scn.region.amazonaws.coms

A SR I T Ui 386 222 2T i R SR

WHBERA IAMER , EUSEEZE N HRS. BERRERE AL AWS Supply Chain &8 /) H i
BT RIFE, &S 5 AWS Supply Chain #8889 VPC 72EX , E#& B TR 2R B NS
L2

HHBEREEEUTENR

- AEITEEMIERE (AWS IRE. IAM A ER IAM &)

- AEITHENME

- AEHEBTHENER

MTLMET, , HBH (AWS PrivateLink JSH5) o #0 6 BN 12 5 IR IS 9 12 L

5 - AREMER VPC im B R Bl AWS Supply Chain

LT RETWEHERNES, SHBERRMNENEIREE  UBREHYMEEREINMEXZE &5
B9 AWS Supply Chain Bj{ERY IZEVRERR .

{
"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [

"scn:action-1",
"scn:action-2",
"scn:action-3"

]I

"Resource":"*"

}
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]
}

BARK IAM B9 AWS Supply Chain

AWS Identity and Access Management (IAM) A B EE & L& 126 AWS ERFEHE, AWS IR
IAM B2 SRFIML A TR (BA) MZE (EERR) SR AWS Supply Chain EiR. &AL
A 1AM AWS R , EFEANASE,

FE

/i

- FRASSBE

- FABRKEEFIE

« N4 EE IAM AWS Supply Chain &L FH

« AWS Supply Chain# & 2 2 Bt 5K & 41

- SEEEPEAE AWS Supply Chain & % F12HL

cZhes

&£ A AWS Identity and Access Management (IAM) WA RXEBMAE , EREURAEEEITH IE
AWS Supply Chain,

FRIEERAE — WREMEA AWS Supply Chain lREETI/E , AIEEESARRHAENRINE
R, E&FEMAEZ AWS Supply Chain ThEERFTHK TIER , Bt FEHMER. THERNEEA
XA EREESFERERNTT. &EEETFTE AWS Supply Chainff W RIRTHEE | FSE SH
HEfR AWS Supply Chain & % #1172,

REEEE — WREEE/\FH AWS Supply Chain &R , &7 sE A ST A ZHUE AWS Supply
Chain, SRTEEH RIS & EZFZE WL AWS Supply Chain SHEEMERZEM T, #E , B4A
BERRERGEN IAM EEE , REFLRBEEAENFT. #RELERENER , TH IAM WEXR

B FEHE—SEME L RNMEESER IAM AWS Supply Chain , 552 B {7 E2 IAM AWS Supply
Chain BE £,

IAM BEE : IRER IAM BEE  BEREEENMRBEERIER AWS Supply ChainfZEUER 5
MER. BEERIBTE IAM FERB AWS Supply Chain ERA & 5 EKE S , 52 8. AWS Supply
Chainfy & % B BUR & 4l
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RS EE

EBRERIEAWS FASOREBZANAR, BHEL IAM EFRES D SERR IAM SEETHRE (BA
AWS), AWS IRERERE

BRI LAERER AWS B2 RIREENFER , UBESF 2R F 23 A, AWS IAM Identity
Center (IAM &2 /) FRE, EQATNE—BEAGSRE , UREH Google = Facebook & A& ¥
HEWEELRNES, ELUBEESEAE  CHNEEELNCREER IAM AGHNEBSE 2.
EEME AWS AERFEHE , CEBRERTAR.

RIBENFEREER | BT L& A AWS Management Console 5, AWS ZEA O, MEBEZEA
WEEER AWS |, B2 (AWS B2 A FAEM) AWS IRF R T Z A B,

MR AWS LEERERET A RNFE |, 58 AWS RERERAZEHN (SDK) Mars 5T HE (CLI) , AERE
WERBUMBHFREBER, NREAREHAWS TE X EETHRBER, IEEHRBENSEE
THEEBHERNEMER  F2E IAM FRHEREETMNESE AWS AP| &R,

EREERAMNES P RES L AU EERHENANZTEHERA, I, AWS BEEREHERAZEE
FEE (MFA) REMEFN LM, WEEZEN , 5268 AWS IAM Identity Center £ & BRI+
MWZEEERIN IAM ERABIEEFNE AWSHERSEEZRRK (MFA),

AWS tRF BRERE

BRI AWS tRF , B8R —EZEASIRE , X80 TTBEFIXIRFPHREER AWS R
MER. LEDHEH AWS 1R root £AE , IEBEALRAREMIRFNEFBHBUANBHTEA
RERN. BARBETEURCEAEREAREH. RECHREAERE , YHARNTRERAR
EREATHNER. NFELEBNZRFE , THRFUREHEREANES , F2R IAM ERAERE
MPHNEERCEAEBIENER,

BeeD

REFEZRERABERE (CRFERAREESFIENERE) ARG RFRMENER , S
REfE A PR ASRERE AWS IR ZR7FEL

BEGoBAERACEMFHEESENERE. Web BB ARt #E, Identity Center B & , SHEA
EIB & 735 SRR REETER AWS BRI WERFERAE. AWS Directory ServiceFBE & 277
HEF AWS IRFE |, ifI2RBRERAE , MACAIRARKRERE,

UREFRNEEEEE , RAEBEEMER AWS IAM Identity Center, A LUIE IAM Identity Center H
BUFAENEGEE U NERIBLSIB S ERIRFEPHN—EEAENEEE , MEEMEER
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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2N AWS 1R F MERAEXFFER. WE IAM Identity Center BIFEHAEF , 5528 AWS IAM Identity
Center fER & EM PRI = IAM Identity Center ?

IAM {5 A & F B4

IAM EAEREABNE D , E AWS IRF BE-ASHEABRANBET. BREETRKET

AR K MAREARILKRAEE PINEBNEFREER) W IAM EHE, ERNRBEEARIFE
BARMBEN IAMEAE K ERCHNEFNIR. IFESEA , F2H AV EAEEETNAT
ERPBENEARIIERHBRTFMER.

IAM ZHER—BIEE IAM ERAEEENE S, BEEUBESDEE, EWUERARER-RAZS
BEAEEENT, HEATREEAEREAENTNEFEEERRS, flU , BAHEE—EEA
IAMAdmins BYEFAE |, S48 FREHEERE IAM BRI,

EREEAGTE, ERAEAEHRE-ASIEAENELEN EACNENREAEAZEECHA
EHE. EAEHAXKANRYER K CALERHERERE. NFE-—SFTH A F2RIAM ERE
ERPNEY IAM EHE (MELE) WEH,

IAM A&

IAM B &2E AWS IRF AFNEEREF TN D. SELUIAM E£AE , BT EISEN A SHEEB.
AR AR | EREERTIAM &6, AWS Management Console & 1] LUE B FEAY AWS CLI
5, AWS AP| fEESFEFA BT URL RIgEAG, NEFAAGNSAFMAEN , B30 IAM FAER
EHRRER IAM A6,

EAERBEN AM ABETIERAPIEEER

- BESPEREFN — UEMBESSOERTT , FELAR  YAABGERTT., EBSESHE
TEIRIER  XES/SHACGEURY K IBRTHACERNTT. WEERHSACGHNMERE
A, F2EIAM EAEEETNAE=FSoREERVAR, WREFEA IAM Identity Center ,
RIEEREHAR. RS BRIBERAUFEIMHASR |, IAM Identity Center A4FF A5 EE IAM 1Y
AR, NEEEFUENENR , F2E AWS IAM Identity Center EFAE BT &,

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE K HIEERRATENFT,

- BIRFEFHE . EULER IAM A2 | AFTEIRFPHEA (BENER) FREKRFHNER. A
BERTERFFIRENEESN, BR , BRELERE AWS R , SRS R EEM M2 EIR
(MAREABCEARE ). BETHERFFNACNUERAERNERCENER , F2H
IAM EFAEEREPH IAM R EIRF ERFH.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
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- BREHE — BL AWS BRI FRAHEAM AWS RIEThEE. i , EERERKPETRUE |, ZRKE
BEEEE Amazon EC2 H#{TEAR XK Y4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATWUERNTA. FARKACIEARKEEZAGKRIAITIIEE,

- BEEMITERER (FAS) — EEMER IAM ERESAGEFHTHER AWS , EERELE
B, ERELERKE  SURENTEEDE , EMETRRBHAB S —EEHE. FAS S
ERWUAER AWS R , WHESER AWS R B THEREZHER, AFERBUIFTER
H AWS BR#% B REB S ETRINFERE , T E8H FAS R, BWEBERT , ELAERHT
EMERERNFTR, MFRE FAS BRENBERFMRER , F20 (BREFNTERER) .

- BBAE - REACRBEREN AM A6 , ARKREINTEFE, IAM EES ALK IAM RE
M. BURNMRREAR, MFFMAET , F2H IAM EREERTNELAGURIRT G
AWS BR 35 BR %5

- BRERAE — RBERACRERE. AWS RERBTUBEARENTHENEE, REE
BAGEERNELENT , AWSIRF BEBRBRBEFRE. IAM EESTLMER | BFaemEREE
EAERE,

* 7 Amazon EC2 E#THEREN — EILUER IAM B EREEE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API FE RV IRIFE A E R, ERTE EC2 HTHERAREFFIERNER
HHHX. BEKAWS BEERE EC2 HTERYREGHMEEARN , FEEREHTHER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LATHEXNSETRE
o MFFHMER , F2E AM EREEETHFA IAM B EREFFFA4E Amazon EC2 #1TE
BT ERAER.

METHEEEEMEMH IAM A IAM A% , F260 1AM EAEEEPNET IAM A6 (M3EEA
&) W,

ERABREEFHE

SEELGE AWS BRI RIS EMINE AWS & 2B A RNEFRREFPNFER. FRAR—EWH4
AWS |, EEH BB NEFEREBIN K SEREER, AWS EXZHE (A&, root EREIAE
THEEE) REERE , FHMEELRAl, BERPHFFTRERE AFFRIEEBR. ASHFRAUE AWS
LA JSON X#r Wy FEF. MF JSON BERXHERNABTNFMRER , F26H IAM E£REE
P H JSON BURBLE.

EEEWLER AWS JSON BERRIEEH AT AFIMMLERS ., tWHIHR , WHEEREMEHRE T T
B BEERAITHEE

HEREBERT , ERAENACRKRAEFT. BERTEAEHEMZERITDFENT , IAM EEET
BLEI IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERRTELAE.
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IAM BURERZBENTA , BREERTES ERBTRE, fl0, BREREE—EAF
iam:GetRole BMEMBIR., EAXREAIMMERE AL AWS Management Console AWS CLI, =
AWS API RBABE .

BoBEER

o BBRERMME S5 (Fla0 IAM /A&, EREFANAR) /Y JSON FFATBERN A, BL
BERAEH S D EMERG TREBEERATHEDF, B2 THUNMELSGIREBR , 2R
IAM fE &SR FRVETL IAM BUR,

BrBERRUE-S O ERARBRIAZERR, ARBREEZARINE—FHE, FEAIAR, 2
EENERKIBIULRE , B SUEEMMEEH AWS 1RF. SEBRSE AWS ZEBRNEFER
R REE, METHRNAEREBREARBKEEE , F20 AM EREERTFNEZEBERERNAR
BERERE.

EREBE

ERABBCRZEETERN JSON BER X, EREBERNRE REFIZ IAM AEEEBERM
Amazon S3 EEIFEBR, EXEEREBRNEREHEF , REEEETIUFERACMHREHESEER
WEFEER. HRMNBENER  BREEREENER T UEZERATHWEEAREMEGFRLE
THTHEE, EXLAEEREBRDIEETE, F2RETLGEIRS, £HE. A, AEERE
Ho AWS RIS

EREBERVAZBBEPHNRARBEK, EEEZENERAERIBRPEA IAM B AWS ZEH
Ho

FEEFFE (ACL)

FHUZRHEE (ACL) ATZH LR (IRFXE., ERENAR) BEFHEERNTA, ACL BZEHUR
BREBER , BEMFER JSON BRI HEN,

Amazon S3 #l Amazon VPC X% # ACL AR EHl, AWS WAFMEHE—F TH# ACL , F2E

Amazon Simple Storage Service BiZ A EI5EH AN FEUZRHEE (ACL) ##,
HBRBE
AWS X EHEMBEFERNRER, SELBREHETRERE RBIREBEERFENRKRETT,

- FARR-FUHER-EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT A SRR
o B Principal M FEEERAENACHNEREBRUATSZIFTRRRG. EEEK
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RPN AREBHSBERX AN, NFFATRRNFMES , F2H AM ERAEEREHH IAM EiE
AT AT SRER

- BRIEIRHIKME (SCP ) — SCP 2 JSON Xi , AREEREMSEREN (OU ) WERKER.
AWS Organizations AWS Organizations & —EAR D HEMEFERELER AWS 1RF BN ZE
R, BEEBAEBTNAEINRE , B LUERBIESBER (SCP) EREMEMHMMAEIRS. SCP R
%UEEEIFEJEEPEE&E’JEFE SESE AWS IRERFEREIRSE, W% Organizations 1 SCP #Y 54
& , 2B AWS Organizations fEA &R H SCPEES .

« TEMEERBER - THEBBRBRE-—BEREE , TN EEBREEANTRAEYACIHBMESER
ENTRTERERE  FR2BEE. MEETEREBRNFITSREAEIACHN ST EBERMIE
FEERBURMI RS, FFAHRAIURAEREER, MEEEBRTNAREENRSERZ AN, WFEHF
WMEF  FSEH IAM ERERER P TEREERBEE.

ZRBREE

H—:%EE&%#CE*“%J%%UE*‘R  HERERNFIESEREM, EMHNER, ETHIMNESRZE
BEREBR AWS BERE L3 s? , w2 H (AM EREER) PHBRFHEEE,

un{alEd IAM AWS Supply Chain & B¢ {& F

FEEER IAM BEFZEER Z 81 AWS Supply Chain , 5858 7 B ERLE IAM ThEE A E A AWS
Supply Chain,

IEE LA ELE A Y IAM ZhEE AWS Supply Chain

IAM ZhEE AWS Supply Chain X
S REE =
BERBEBR a
BREE =
BERE R =
e B B RE =
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IAM ZhEE AWS Supply Chain X%
BIAERTERE (FAS) =
REAE =
REELAE &
= ERABEE ML AWS Supply Chain & Hfth AWS RISAMER KZ 8 IAM Thae | EFSE IAM &

AEIEERWER IAM FERBAWS R,

A& 585 AEEM R Al AWS Supply Chain
XESDBEBUER =

SoBBRERUEES S (FI IAM /&, EREFANAR) B JSON FFaBERN A, BL
BERAEH G EMERG TREBEERATHEDFE, B2 THUNMELS2REBR , F2H
(IAM EREER) FHEL IAM BUK,

ER IAM B2 BEBER | SR LUEERREENDENER , UAREMERG T AFFIIEBEF, &
BLEESPEERPEETR  RASEERAZEENERAERNAC, NME T HEE JSON BURHfE
RWFrETE , F2H (AM EREEE) T8 IAM JSON BEETES £,

g 7R AERKRRIEH AWS Supply Chain

= EZRELL AWS Supply Chain 7 AEBEMNRA&EF , F2E. AWS Supply Chainky 5§ 5 B BUR &8
%l

LLERAEBKBE AWS Supply Chain

3

XEUERERAYBUR -

EREBRRHINEEIRA JSON BERM . EREBRNRE REHIR IAM AREEBEMN
Amazon S3 fEFITRBBR. EXEEREBRNEBHTS  RBEEESTUEACAREFHBEER
MEFEER. BRFINIBERNER , BREEREEN T8 T UHNRERATHEEARE[AERY
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THITNEE, EHBEEEREBRTPEEEIE. TSHEETUGERS. £A%. At. BEFERE
H, AWS IR

NEBABRFEFIRE  SUUEEEHMIRFANARFSN IAM B8, FAEREBERNER.
MEERFEIREEREEE , AREBYGERAN —¥, EXTRVNERURTER AWS IRF , 28
ERFRH IAM ERE UL AREIBER (EFHENAR) ER , TEENER. HEBKE T HK
RERINERRRET, T8 , MREFREBREL/MERFINEBR T FH , ERRTFEREN
WEDBEEK, MEFHEER , F28 AMFEAEERETH IAM AR EIRF ERFE.

HYBER B ¥E AWS Supply Chain

X EBREE =

EESWLER AWS JSON BRRIEEH T AFIBLERS., AR , WEERETERET AN
B BEIRAITHLEE 1,

JSON BURHY Action TERERETWUARAFFRIEBBRPEFINEIFE, RRIEFEET LREBA
AWS API EXEBHREIN AR, B LEHISRR , FlENL BHARFE AP RENERFFIEE, HE—
LEXFERRPNSEBE, ELBENNBEBABKEE,

HREERBERE TUTHBBBENFTT.

RV R B B EFE Eh4E 2 B AWS Supply Chain £ T 5IBTE :
scn
BEEE-RRAXPEESEEE , FRERD R,
"Action": [
"scn:actionl",

"scn:action2"

]

EEMIRLL AWS Supply Chain 2 BERARAIEEH |
il

3
¢
=
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R B ER &R AWS Supply Chain

X EBRER =

EEEWLER AWS JSON BRRIEEH T AFIBLERNS., WHMER , WEERETBEERET TR
A BEERANITHESE

Resource JSON BERTEZTIEEEEABHENYH., MR XA EEE Resource 5 NotResource
TtE, RIEEKEFEHE Amazon Resource Name (ARN) RIEEE R, S U HTERSEERER
HENME (BAEBREBHREFT) RIEEM.

HRAIXBERBERFFAINEE (P05 LRE) , FEABRFER () RERTEEAXERARAEER.

"Resource": "*"

3

EEMIRLL AWS Supply Chain &2 BERARAIEEH |
£

B BUR R4 3R 51 88 AWS Supply Chain

28, AWS Supply Chainky & 2 B B K &

X ERBEBRFE SR =

EEEWLER AWS JSON BERRIEEH AT AFIMMLERS ., tWRIHR , WHMEEBEMEHRE T T
B BEERAITHES

Condition jt# (5 Condition [E#f) AIEZIEEERAX ERMNHRME. Condition TEREAE
H. BAIUBYFRAGFRFEE FRREEESN BINERSIR) , REHEBEFHERGEMBRPNE,

HERERBNPIEESZME Condition & , HREE — Condition TEFIEESERSIR , AWS
EEAELE AND BRAFFTME M. WRE/E—RUHRSIREESEE , FEMABBORESE R AWS 5
fhiktt. LENEREHRE , TEREFRXWVFFT,

BT EEERGBEAFEECESY., flm , BRI EEREERE IAM EAERBERELE
HENERNFFARTXIAM ERE, NEEZEF , F2H IAM E£AEERETHN IAM BERTE : &
BHER,
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AWS X E2EFGSRANBBBEFRG TR, BEEFMA AWS K4 2R, F2H (AM £
E1Em) PHAWS £ EERERE SR,

EEZRELL AWS Supply Chain 9 AR R A& , F52E. AWS Supply Chainty 5 2 B BUR &
B

Tk

FERAEEEAER AWS Supply Chain

S ERRRE =

ELEAREBRBREHE , ££ AWS RE TRER. MFEHMER , SFEMWEL AWS RIS HiEF=
ABRHEEAWS IR £/ , 5526 IAM EREEETE IAM.

MRIEFERART EAERBNBZBUNANEMAEEZEA |, AIBIEE AWS Management Console 1 f &
BFERSE, Bl B8 AWS FRHATINE—2 A (SSO) EREEFNE  ZEFSEHEYEREHE, E
BUGEREG?BAIES , REVRACK  tEEDHEIREERE. NEVRACHEREN , F
20 IAM FRAEERPNIREAR (EEA).

A LAEA AWS CLI 5t AWS APl FEIEVBEREAER., AR, B LIEREEHEREAERRE
B AWS, AWS BEERLBERELGEREAER K MFCEARPFIEH, NFEFHHEHR , F2H AM
FHEREZEEBE.
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X EEHFFITERE (FAS) =

EEEA IAM EFRAERARETRRTEER AWS , CEERATR. FRELREE , BREEHT
REEE , EMEFTBRBPRE S —EEE. FAS E£ATRITIUAER AWS B , YEEER
AWS BB [ TiFRBEEER, AEERBBRIFTEEHE AWS R B REB S sETHIERE ,
FEHE FAS FR, BEUBERT , ELEERHTEMBEBFNFFAT. WFRE FAS FRERBERF
MER , F2HE (EREMITFER .
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REACRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
At, IFFHMAET  F2H AM EREERPNEILAGUEIRET A4S AWS BRI,

/A Warning

BFREHCHERTTAES B AWS Supply Chain ThaE, RE#E AWS Supply Chain 2415
sIRFREREAE,

FRAEE 4 A AWS Supply Chain

XERBEGAE, o

BHEFAGRERE. AWS BBRETUABEAREATRFNAC, REELEACSRETELN
B, AWS tkF BEBRERBAE. IAM EEETURE , EFERERBERSS BRI,

NMERVREEREEACHFMER AWS g | F2EEAH IAM, EREPSHEE , Hba
ERBEEACMPH Yes, BE Yes (B) EfE , LRERBHRBER S B

AWS Supply Chainty & 4 8 BUER & 5

K% , FRAENACKERISIER AWS Supply Chain ERMER, MMAWEEER AWS BB X
=& . AWS Command Line Interface (AWS CLI) (AWS CLI) 5 AWS AP| R#TEH. EERTFEHR
EHHEMEERATEENTT , IAM BEEEWLEN IAM BER, A&, EEE LS IAM BURHT 8
ARG, FAEEERTELAE,

EETHIAEREL JSON BERXXHEBIEY IAM B2 BBEK |, F260H IAM £REEETHNEL
IAM B,
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- BRBEEY
BRREER
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R BEBETREEREN AWSIRFELER, ELEUSRES 2 HBRR , FERTIEARE
BREHE

5 7 B BRE 40


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS Supply Chain EEBER
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&Eﬁin‘F%%E{E%E{’JJEFEE’JAWS EERA, EMEEN AWS IRF. EREEBERBERNEME

AR AWS EFEEREK , - SREEARR, NFEZEH  F2H IAM E£REREREPH
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- ERAREHERT - RE IAM BERNFAIR  FERTHTEXRMTNTT. KERLEN , B9
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MNEZHEAES , F2EH IAM EAERERETH IAM FRYBERMET .
« A IAM BUR P EVRAFE — S IRBIFEVE - B SURMRARTIEEEER |, IRHEBENE RN FH.

Pl | WA LRE BRGNS | BELAMER SSL EEMBERR, &t 7] LUE A R4 R R LAY R B

ERFEVE (INE B E AWS BR#E) FH AWS CloudFormation, fIEFFMEN , 28 IAM £

EEFEHH IAM JSON R TTE © 5.

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT I 24 B ] IE%E1E - IAM Access Analyzer B

FMBRMBEABCR |, ARELBRERR IAM BERES (JSON) M IAM REEH. 1AM Access

Analyzer £t 100 ZTHBERRERETTNER  THBLERERELZLEERANEE, NFESE

A, ESH IAM EAEEETH IAM Access Analyzer BURERFE o

- FEZREFHBE (MFA) — IRENRPIFE IAM EAEHRERE AWS IRF |, FRK MFA

DESTENNRZ M, MFEEFU APIHEFERFER MFA , 18 MFA R EELNEEK, 0F
ZEH , F2ER AM EHEEEPNERE MFA RER APl FHG

WFE IAM W REBBAVEBRER

EZ2E IAM FRAEERPH IAM 22 5EEK,

SREtHERE AWS Supply Chain & 2 f12EY

FERATHEATHE SIS EERF IAM B s 2B 2H AWS Supply Chain & B REEE,
S|

« BREHITHERNIZE AWS Supply Chain

o BIZEXEHIT iam : PassRole
o BRABAFREIUINB A AWS IEFE BEE AWS Supply Chain &R

R EHITHIERNZE AWS Supply Chain

MRE AWS Management Console RIEREHTIRIE , AL RHRBEESUSRER, ENEEER
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
ERNFMHENR , BAERER scn:GetWidget FFAIRFE4E,
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scn:GetWidget on resource: my-example-widget

FELBERT , Mateo EFREBEFHMABER , AFFMER my-example-widget EEFE
scn:GetWidget EiRo

EEZEFESHIT iam : PassRole

MBEBWEIEER | EHEKRERESIT iam: PassRole BIfE , BHBENLEEH , AFLEACER
#& AWS Supply Chain,

BE AWS B# A ESREACEEGERE K MAREBEYFNEBXACIRBEELE, NFEH
TR , ELARERACBEEZ BB,

BA marymajor BV IAM ER B ESRMFEAEE A E AWS Supply Chain#1TEIER: , 4 T S
R, B2 BHEERBRKEERBACKRFNTT, Mary REKAGEEEZRENTFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WL BES , AFFMEIT iam: PassRole Bk,
MREEEERGE , BBEEN AWS EEE, fHNEEESRMENEERE.
M AFERUINB AR AWS IRF BFEHB AWS Supply Chain EJR

LAY —EAe , BEMKRFPNEREREEBATHAESFIENER, EUEEZLFTH
LEEAVHREZAR. SHEXEERERNBERSFEUEHIEE (ACL) RYBRES |, &7 SUE A BRL R
RREFAEFRENE RN,

MEE—FTH  F2EAUATRE
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i
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ChainfE AR FEUE | BFEEAWS Supply ChainfE AR XA TEEFTEN R, ZBEREMS
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