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https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-with-cloudtrail.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-with-cloudtrail.html
https://docs.aws.amazon.com/documentdb/latest/developerguide/logging-with-cloudtrail.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/ec2/latest/devguide/using-cloudtrail.html
https://docs.aws.amazon.com/ec2/latest/devguide/using-cloudtrail.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-blocks-monitor.html#capacity-blocks-logging-using-cloudtrail
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-blocks-monitor.html#capacity-blocks-logging-using-cloudtrail
https://docs.aws.amazon.com/imagebuilder/latest/userguide/log-cloudtrail.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/log-cloudtrail.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/using-cloudtrail.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/using-cloudtrail.html
https://docs.aws.amazon.com/ebs/latest/userguide/logging-ebs-apis-using-cloudtrail.html
https://docs.aws.amazon.com/ebs/latest/userguide/logging-ebs-apis-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/efs/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/efs/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/eks/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/eks/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/elastictranscoder/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/logging_emr_api_calls.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/logging_emr_api_calls.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/finspace/latest/userguide/logging-cloudtrail-events.html
https://docs.aws.amazon.com/forecast/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/forecast/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/frauddetector/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/frauddetector/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/frauddetector/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/fsx/latest/WindowsGuide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/gamelift/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/gamelift/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/guardduty/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/guardduty/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/inspector/latest/user/logging-using-cloudtrail.html
https://docs.aws.amazon.com/inspector/latest/user/logging-using-cloudtrail.html
https://docs.aws.amazon.com/inspector/v1/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/inspector/v1/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/inspector/latest/user/logging-using-cloudtrail.html#inspector-scan-in-cloudtrail
https://docs.aws.amazon.com/inspector/latest/user/logging-using-cloudtrail.html#inspector-scan-in-cloudtrail
https://docs.aws.amazon.com/ivs/latest/LowLatencyUserGuide/cloudtrail.html
https://docs.aws.amazon.com/ivs/latest/LowLatencyUserGuide/cloudtrail.html
https://docs.aws.amazon.com/kendra/latest/dg/cloudtrail.html
https://docs.aws.amazon.com/kendra/latest/dg/cloudtrail.html
https://docs.aws.amazon.com/kendra/latest/dg/cloudtrail-intelligent-ranking.html
https://docs.aws.amazon.com/kendra/latest/dg/cloudtrail-intelligent-ranking.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/managed-flink/latest/java/logging-using-cloudtrail.html
https://docs.aws.amazon.com/managed-flink/latest/java/logging-using-cloudtrail.html
https://docs.aws.amazon.com/streams/latest/dev/logging-using-cloudtrail.html
https://docs.aws.amazon.com/streams/latest/dev/logging-using-cloudtrail.html
https://docs.aws.amazon.com/streams/latest/dev/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/monitoring-cloudtrail.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/monitoring-cloudtrail.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/monitoring-cloudtrail.html
https://docs.aws.amazon.com/lex/latest/dg/monitoring-aws-lex-cloudtrail.html
https://docs.aws.amazon.com/lex/latest/dg/monitoring-aws-lex-cloudtrail.html
https://docs.aws.amazon.com/lightsail/latest/userguide/logging-lightsail-api-calls-using-aws-cloudtrail.html
https://docs.aws.amazon.com/lightsail/latest/userguide/logging-lightsail-api-calls-using-aws-cloudtrail.html
https://docs.aws.amazon.com/location/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/location/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/monitoring-overview.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/monitoring-cloudtrail.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/monitoring-cloudtrail.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/monitoring-cloudtrail.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/machine-learning/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/machine-learning/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/macie/latest/user/macie-cloudtrail.html
https://docs.aws.amazon.com/macie/latest/user/macie-cloudtrail.html
https://docs.aws.amazon.com/managed-blockchain/latest/hyperledger-fabric-dev/logging-using-cloudtrail.html
https://docs.aws.amazon.com/managed-blockchain/latest/hyperledger-fabric-dev/logging-using-cloudtrail.html
https://docs.aws.amazon.com/managed-blockchain/latest/hyperledger-fabric-dev/logging-using-cloudtrail.html
https://docs.aws.amazon.com/managed-blockchain/latest/ethereum-dev/logging-using-cloudtrail.html
https://docs.aws.amazon.com/managed-blockchain/latest/ethereum-dev/logging-using-cloudtrail.html
https://docs.aws.amazon.com/managed-blockchain/latest/ethereum-dev/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/grafana/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/grafana/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/grafana/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/prometheus/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/prometheus/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/prometheus/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/msk/latest/developerguide/msk-logging.html#logging-using-cloudtrail
https://docs.aws.amazon.com/msk/latest/developerguide/msk-logging.html#logging-using-cloudtrail
https://docs.aws.amazon.com/mwaa/latest/userguide/monitoring-cloudtrail.html
https://docs.aws.amazon.com/memorydb/latest/devguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/memorydb/latest/devguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/memorydb/latest/devguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudtrail.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudtrail.html
https://docs.aws.amazon.com/neptune/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/neptune/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-monitoring-logging.html#cloudtrail
https://docs.aws.amazon.com/nimble-studio/latest/userguide/security-monitoring-logging.html#cloudtrail
https://docs.aws.amazon.com/one-enterprise/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/one-enterprise/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html
https://docs.aws.amazon.com/personalize/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/personalize/latest/dg/logging-using-cloudtrail.html

AWS CloudTrail

ERAEER

AWS BR#%

Amazon Pinpoint

Amazon Pinpoint SMS
Voice API

Amazon Polly

Amazon Q ()

Amazon Q ( A AWS £ B8R
£/ )

Amazon Quantum Ledger
Database (Amazon QLDB)

Amazon QuickSight

Amazon Relational Database
Service (Amazon RDS)

Amazon RDS Performance
Insights

Amazon Redshift

Amazon Rekognition

Amazon Route 53

CloudTrail £8&

{8 F§ 52 8% Amazon Pinpoint
AP| ®04 AWS CloudTrail

{F FA528% Amazon Pinpoint
AP| ®04 AWS CloudTrail

{5 FA A 5550 8% Amazon Polly
API 8 AWS CloudTrail

A Amazon Q API FEAY
AWS CloudTrail

A Amazon Q API FEAY
AWS CloudTrail

£ AWS CloudTrail52 &
Amazon QLDB API| 0y

SC8%1EZ CloudTrail

£ FAE2 8% Amazon RDS AP| I
i} AWS CloudTrail

{5 FAE2 8% Amazon RDS API [
i} AWS CloudTrail

Amazon RDS & EE1E API 2
Amazon RDS API By ¥ £,

£ FAEC % Amazon Redshift
AP| £} AWS CloudTrail

{55 F§ 52 8% Amazon Rekognition
AP| ®04 AWS CloudTrail

£/ AWS CloudTrail Z#EEVE

3% %] Route 53 API By5ER

X EFRREE

2018/02/06

11/16/2018

11/30/2016

11/28/2023

11/28/2023

09/10/2019

2017/04/28

11/13/2013

2018/06/21

2014/06/10

2018/04/06

2015/02/11

AWS K BR#% =& CloudTrail

W< 1.0 46


https://docs.aws.amazon.com/pinpoint/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/polly/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/polly/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/amazonq/latest/business-use-dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/qldb/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/qldb/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/quicksight/latest/user/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/redshift/latest/mgmt/db-auditing.html#rs-db-auditing-cloud-trail
https://docs.aws.amazon.com/redshift/latest/mgmt/db-auditing.html#rs-db-auditing-cloud-trail
https://docs.aws.amazon.com/rekognition/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/rekognition/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/r53recovery/latest/dg/cloudtrail.html
https://docs.aws.amazon.com/r53recovery/latest/dg/cloudtrail.html
https://docs.aws.amazon.com/r53recovery/latest/dg/cloudtrail.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cloudtrail-logging.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/audit-logging.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/audit-logging.html
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/security-lake/latest/userguide/securitylake-cloudtrail.html
https://docs.aws.amazon.com/security-lake/latest/userguide/securitylake-cloudtrail.html
https://docs.aws.amazon.com/ses/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/ses/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sns/latest/dg/sns-logging-using-cloudtrail.html
https://docs.aws.amazon.com/sns/latest/dg/sns-logging-using-cloudtrail.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-logging-using-cloudtrail.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-logging-using-cloudtrail.html
https://docs.aws.amazon.com/amazonswf/latest/developerguide/ct-logging.html
https://docs.aws.amazon.com/amazonswf/latest/developerguide/ct-logging.html
https://docs.aws.amazon.com/textract/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/textract/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/textract/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/timestream/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/timestream/latest/developerguide/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/transcribe/latest/dg/monitoring-transcribe-cloud-trail.html
https://docs.aws.amazon.com/transcribe/latest/dg/monitoring-transcribe-cloud-trail.html
https://docs.aws.amazon.com/transcribe/latest/dg/monitoring-transcribe-cloud-trail.html
https://docs.aws.amazon.com/translate/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/translate/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/using-cloudtrail.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/using-cloudtrail.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-cloudtrail.html
https://docs.aws.amazon.com/vpc/latest/reachability/logging-using-cloudtrail.html
https://docs.aws.amazon.com/vpc/latest/reachability/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/cloudtrail_logging.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/cloudtrail_logging.html
https://docs.aws.amazon.com/workmail/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workmail/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workspaces/latest/api/cloudtrail_logging.html
https://docs.aws.amazon.com/workspaces/latest/api/cloudtrail_logging.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/autoscaling/application/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/autoscaling/application/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/amplify/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/amplify/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/apprunner/latest/dg/monitor-ct.html
https://docs.aws.amazon.com/apprunner/latest/dg/monitor-ct.html
https://docs.aws.amazon.com/appconfig/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/appconfig/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/appfabric/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/appfabric/latest/adminguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/application-cost-profiler/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/appsync/latest/devguide/cloudtrail-logging.html
https://docs.aws.amazon.com/appsync/latest/devguide/cloudtrail-logging.html
https://docs.aws.amazon.com/artifact/latest/ug/cloudtrail-logging.html
https://docs.aws.amazon.com/artifact/latest/ug/cloudtrail-logging.html
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https://docs.aws.amazon.com/audit-manager/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/autoscaling/plans/APIReference/logging-using-cloudtrail.html
https://docs.aws.amazon.com/autoscaling/plans/APIReference/logging-using-cloudtrail.html
https://docs.aws.amazon.com/b2bi/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/b2bi/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/batch/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/batch/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/logging-using-cloudtrail.html
https://docs.aws.amazon.com/billingconductor/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/billingconductor/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/billingconductor/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/codeguru/latest/bugbust-ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/codeguru/latest/bugbust-ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/acm/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/cloud-map/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/cloud-map/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/cloudtrail.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/cloudtrail.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-api-logging-cloudtrail.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-api-logging-cloudtrail.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/get-api-logs-using-cloudtrail.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/get-api-logs-using-cloudtrail.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/logging-and-monitoring.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/
https://docs.aws.amazon.com/codeartifact/latest/ug/codeartifact-information-in-cloudtrail.html
https://docs.aws.amazon.com/codeartifact/latest/ug/codeartifact-information-in-cloudtrail.html
https://docs.aws.amazon.com/codebuild/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/codebuild/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/codecommit/latest/userguide/integ-cloudtrail.html
https://docs.aws.amazon.com/codecommit/latest/userguide/integ-cloudtrail.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring-cloudtrail.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring-cloudtrail-logs.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring-cloudtrail-logs.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/codestar-notifications/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/codestar-notifications/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/config/latest/developerguide/log-api-calls.html
https://docs.aws.amazon.com/config/latest/developerguide/log-api-calls.html
https://docs.aws.amazon.com/controlcatalog/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/controlcatalog/latest/userguide/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/datapipeline/latest/DeveloperGuide/dp-cloudtrail-logging.html
https://docs.aws.amazon.com/datapipeline/latest/DeveloperGuide/dp-cloudtrail-logging.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Monitoring.html#logging-using-cloudtrail
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Monitoring.html#logging-using-cloudtrail
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Monitoring.html#logging-using-cloudtrail
https://docs.aws.amazon.com/datasync/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/datasync/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/deadline-cloud/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/devicefarm/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/devicefarm/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/logging_dc_api_calls.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/logging_dc_api_calls.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/AWSHowTo.cloudtrail.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/AWSHowTo.cloudtrail.html
https://docs.aws.amazon.com/drs/latest/userguide/logging-using-cloudtrail-.html
https://docs.aws.amazon.com/drs/latest/userguide/logging-using-cloudtrail-.html
https://docs.aws.amazon.com/drs/latest/userguide/logging-using-cloudtrail-.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/mediaconvert/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/mediaconvert/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/mediaconvert/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/medialive/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/medialive/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/mediapackage/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/mediapackage/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/mediapackage/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/mediastore/latest/ug/monitoring-service-info-in-cloudtrail.html
https://docs.aws.amazon.com/mediastore/latest/ug/monitoring-service-info-in-cloudtrail.html
https://docs.aws.amazon.com/mediastore/latest/ug/monitoring-service-info-in-cloudtrail.html
https://docs.aws.amazon.com/mediatailor/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/mediatailor/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/mediatailor/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/fis/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/fis/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging-using-cloudtrail.html#cloudtrail-fms
https://docs.aws.amazon.com/waf/latest/developerguide/logging-using-cloudtrail.html#cloudtrail-fms
https://docs.aws.amazon.com/waf/latest/developerguide/logging-using-cloudtrail.html#cloudtrail-fms
https://docs.aws.amazon.com/global-accelerator/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-cloudtrail.html
https://docs.aws.amazon.com/glue/latest/dg/monitor-cloudtrail.html
https://docs.aws.amazon.com/ground-station/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/ground-station/latest/ug/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/health/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/health/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/health/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/health/latest/ug/logging-using-cloudtrail.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/healthlake/latest/devguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/healthlake/latest/devguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/omics/latest/dev/logging-using-cloudtrail.html
https://docs.aws.amazon.com/omics/latest/dev/logging-using-cloudtrail.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring_overview.html#iot-using-cloudtrail
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring_overview.html#iot-using-cloudtrail
https://docs.aws.amazon.com/iot-1-click/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/iot-1-click/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/cloudtrail.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-using-cloudtrail.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-using-cloudtrail.html
https://docs.aws.amazon.com/greengrass/v1/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/greengrass/v1/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/logging-using-cloudtrail.html
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EHERERLE, KBREAFECRARENER. S4HEREHENEE., FRALBRNACTER
B THEHRELRLE , BEIBEURFHMER. BHEREHEREE.

ETERMFIE  FHERREENERE. BERAR
- EREMBBMR AWS IAM Identity Center :

BUERASE, FBHEB AWS IAM Identity Center &/ FH BV ERSE RPETERE,
- BBESRMEEE IAM FEERNFERE
BIBMESEITNAR, BRBIAMEAEERE N BE=582RHE (BE) BEI1AG FIERE
TR,
- IAM ERAE :
- BYEHNEAETREINAR, BRBIAMEAEERE N 52 IAM FHEEIAC FHNIERET
ﬁ{lﬁo
- (FER) SBREEZEMNECRE K IIWEAEMEEEHERE. FERE IAM EAEEREN
WEHARERE (E8E)FHIET.

WA SRS R

AEIREAM{AER CloudTrail £#4A L& [ CloudTraill E4FH 504 EEAMRERIMNIBE 90 KWE
BEH AWS EfF, AWS IEFE
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudTrail_ReadOnlyAccess.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events-console.html#downloading-events
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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AWS CloudTrail EREER

BERBEHELRCH

1. & A AWS Management Console BRI CloudTrail £ & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

2. HEEEKTF , #E Event history (BHERRHK), EUNEINCHENSHEE  YIREETR
IENES. BHNTEREGERGAMETE | LIRS false, BAILLUEFIBRIFARA X HFREXE R
Rtt. BRLEEE B LNSES  UESEHELRLEHETNEN

Event history (50+) info | Download events ¥ ‘ | Create Athena table
Event history shows you the last 90 days of management events.
Lookup attributes
Read-only v | Q, false X | ‘ Filter by date and time ‘ 1 2 . > &
O Event name | Event time User name | Event source | Resource type | Resource name
O ConsolelLogin August 10, 2023, 15:49:45 (UTC...
O ConsolelLogin August 10, 2023, 15:48:07 (UTC...
O PutEvaluations August 10, 2023, 15:28:56 (UTC...

3. RIEEGENENE  ARBABMNERE, CoudTral MAHESSE. fim , BBREAFE
THABABH  BEE (BHSB] IR  A%IEEConsoleLoginB M &,

Event history (19) info | Download events ¥ | | Create Athena table
Event history shows you the last 90 days of management events.
Lookun attributes
Event name v ‘ Q, consoleLogin X | | Filter by date and time ‘ 1 &
O Event name | Eventtime User name | Eventsource | Resource type Resource name
O ConsoleLogin August 10, 2023, 15:49:45 (UTC...
O ConsoleLogin August 10, 2023, 15:48:07 (UTC...
O ConsoleLogin August 10, 2023, 14:22:29 (UTC...

HE , BERBHRIEMN CloudTrail EEEH | FRE [BHREF] , ARE

Ecloudtrail.amazonaws.com,

Event history (50+) nfo ‘ C || Download events ¥ || Create Athena table

Event history shows you the last 90 days of management events.

Lookup attributes

Event source v | Q, cloudtrail.amazonaws.com X | ‘ Filter by date and time | 12 . > @&
O Event name | Event time User name | Event source Resource type Resource name
DescribeTrails August 03, 2023, 18:48:28 (UTC... cloudtrail.amazonaws.com
O GetEventDataStore August 03, 2023, 18:48:18 (UTC... cloudtrail.amazonaws.com AWS::CloudTrail:Event... arn:aws:cloudtrail:u
O GetEventDataStore August 03, 2023, 18:48:18 (UTC... cloudtrail.amazonaws.com AWS::CloudTrail:Event... arn:aws:cloudtrail:u

O

ListEventDataStores August 03, 2023, 18:48:16 (UTC...
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4. FERBRBEEESEN  FEESAEE. TE4FMEAERRL , EUNTHESEHNEBFHEE
A, EREREASEERUARBREHCH.

5. RELRENH K FEBERSHELXKZENREEETNEILHR &S UENAESEH. &7
B side-by-side £ "B BHFHMEARKPRBIIESHAFHEEN.

6. BAULUESMHELCHETHS CSV I JSON BRAWER, THEHEBLLHAIREEL T ENR
FEﬁo

| C H Download events A H Create Athena table

Download as CSV
30m 1h m 1 {&

Download as JSON

WMEFMENR , 5526 FH CloudTrail E4FE $ 50 %,

BULHEEE4NER

HRAEZNE—EEK K RMAEBBEEILEME AWS EEFNFIEEEEAMNER K mMASR&EE
MEREH, EEEHNESNIELZSEH (B0 IAM CreateUser # AttachRolePolicy E#).,
BREMH (Hl0 RunInstances # CreateBucket) &%, B Amazon S3 fEfZETEE , £ H
EHOBMIR B SR | MBTE CloudTrail AP EMBMN —25 .

(® Note
HWHERELBREEERIFE —EEM., KRB AWS IREPHEBMBERIELBHNRE
FRME , THREFURESEEEEATETEELEM., CloudTrail #% B EFHAE Amazon
SIREFIHEF , EEELERSE, MEEBNWFMENR , 52/ AWS CloudTrail EEM
Amazon S3 E{&,

B =2 B MERC 8%

1. & A AWS Management Console 3 BB CloudTrail 32 & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

2. & "#[E, EEESGT  BRELERVREN TAWS BE, . ERZERNEERER,
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® Note

"EEE, BRE—AIREEEVEREMENEIRERN AWS B , BIEEREESEK T AT
HE AWS SR EMF -,

3. T CloudTrail RSB E., TEH., HEx "&XRiky HEHAY "EH, BRTP , #E TEYH
WJ [

4. 1£ Trail name (BMtE ) P BEMSE |, B0 My-Management-Events-Trail, RIFREE
%, BEATREENEHMBENNERE. THRD , REEEVRHKEESHNER,

5. REBHBEBPOFMERFBANTERRE. BRIFEEE [Organizations] FEXEIRFE , TAIMIE
HGEEEE,

6. ¥ Storage location (fE1E{LE) , iZIE Create a new S3 bucket (B # S3 H1ZHTEE) , UWEY
. BYEER , CloudTrail BEUSERAMENEENRRK, MREZBFEIME S3 RE
ETEE | 20 IAM BBREE S s3:PutEncryptionConfigurationEERHER , RABFERER
TEARETERAARSHENE, ACNRETFREE—E3REIINERE,

ATERERMWKRIEBWAR K BEREFEEPAZ —EHXHR (tLBAIR ) LAFRH
CloudTrail B,

® Note

& Amazon S3 REFIFENEBESETMLERK -, WEFHHEENR ,
{Amazon Simple Storage Service A& ERM) PR FIFETRRA,

3
¥
&n
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AWS CloudTrail

ERAEER

Choose trail attributes

General details

Trail name

Enter a display name for your trail.
My-management-events-trail

3-128 characters. Only letters, numbers, periods, underscores, and dashes are allowed.

To review accounts in your organization, open AWS Organizations. See all accounts [A

Storage location Info
© Create new S3 bucket Use existing S3 bucket
Create a bucket to store logs for the trail. Choose an existing bucket to store logs for this trail.

Trail log bucket and folder
Enter a new 53 bucket name and folder (prefix) to store your logs. Bucket names must be globally unique.

aws-cloudtrail-logs-08132020-my-t railj

Logs will be stored in aws-cloudtrail-logs-08132020-my-trail /AWSLogs/840881077363

Log file SSE-KMS
Enabled

p Additional settings

encryption Info

7. BREEUS R
%, WEEEHL
S3).

8. REHMEIREM

F FIRC 8k 18 SSE-KMS &, RIFFHR , B BEIERMEM SSE-S3 MEEIT I
RENFMAES , F2EBARERMNEZLE Amazon S3 ZESRETEM (SSE-

FRRRERE

9. {REEEECloudWatch $k#EMFEFRERE. B Al , TEi% A 1A E Amazon CloudWatch B

10. (EA) EE8+

, T —NZEETER (REHR) ZENER. EBTHERR CloudTrail &

MAMEMEIR , flI0EE CloudTrail HESREH Amazon S3 FEZATEE. il , WAL MERA
Compliance , {4 Auditing WiEH,

BYESESEEANBR

W< 1.0 70


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
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® Note

Bt SRIE AT LATE CloudTrail 2 & 2B MR AIB AT IEEE |, 3 B A LA 7 Amazon
S3 fFFETEE S H S E L CloudTrail A&/ |, (BEREER T CloudTrail ASER
#1i8E Amazon S3 #FiTHE. MERBMNEE Amazon S3 REFTEBM (BESEBH
BEREFTR) NFAER , 528 (Amazon S3 FAEERE)

SEREF |, 1B Next (T—%).

11. 7£ Choose log events (IBIZFC&HEH) EE L  EMELHENESHER, YA ER K FBREFER
EEEEH, £ Management events EESHEFHF , BERRKCHBABBNEASH WREK
BH), #SHEBR AWS KMS E4FMBEER Amazon RDS E¥l APl SHMZEUE R B A |, LCH
FIEEESEH,

ByURKEREMFNER W7 1.0 71
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ERAEER

Choose log events

Events info
Record API activity for individual resources, or for all current and future resources in AWS account. Additional charges apply [

Event type

Choose the type of events that you want to log.

Management events [] Data events [] Insights events
Capture management operations Log the resource operations performed on Identify unusual activity, errors, or user
perfarmed on your AWS resources. or within a resource. behavier in your account.

Hanagement events info
Management events show information about management operations performed on resources in your AWS account.

() No additional charges apply to log management events on this trail because this is your first copy of
management events.

APl activity

Choose the activities you want to log.

Read Write

[ Exclude AWS KMS events

["] Exclude Amazon RDS Data APl events

12. REBEREHM Insights BANTARRE. WERT L HAMERH CloudTrail RFSEH, 2

£ Next (T —%),

13. £ Review and create (B FE L) HEH L , MEELR/EMEENRE, Y EERERERZ Edit

(#mEE) , LUREIN#TEE, EREMGFEILEHRE , 55 #ZF Create trail ZEIIEHE),

14. Itk Trails (Eit) EEEEERRTPERENTER, FEI5  ERERREAZ EHIEH
AR B RIUE Mt RY FC SR Zh BE.

, WHHE

BYESESEEANBR
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CloudTrail Trails

o (O] oo N

Name a Home region Multi-region trail Insights Organization trail S3 bucket Log file prefix CloudWatch Logs log group Status

My- aws-cloudtrail-
Management- Europe (Frankfurt) Yes Disabled No logs-0813202 @ Logging
Events-Trail O-mytrail

BB BFER

EEVE—ERHFER 5 2ER |, &% —4H B CloudTrail 33134 %E| Amazon S3 #FEFEELIHIE
MR, BULEFELER Y THREAIENEN.

(@ Note

CloudTrail BEEE API HI#& 1940 5 ERRMHEIHE, WREREIRE. NEFHEE
A, 552E AWS CloudTrail BRF& 7k %%,

MRETEFREREEHE (Hlan |, MIEER S3 fEFETHE) , CloudTrail A4 E&FA BB EHEEE
S3 f#1ZRTEE 30 X , M AELE attempted-to-deliver B4 S INEVEREEH, CloudTrail & Ei#
RETEMREERER , ZFEMBRER.

EERBEHBFER

1. & A AWS Management Console BRI CloudTrail £ & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

2. HESEERKRT , BE Trails (EREH), TEMEE L K SKREMNTBRIUNERERE (R&EH A

My-Management-Events-Trail),

3. FTEHNERIF , #EEFE S RFIFRBNE (EEHI+ , aws-cloudtrail-logs-08132020-
KEH),

4. Amazon S3 ERAEHM , Y EARERNELERETXREEIE. AREEY TRHEMEE
AWS SR EHMNER , AiteaBEnElEREERNRNERFEMBTRER. #444 Amazon S3
HHRBHHHRBRHRHHAWSHIEH/## ID/# CloudTrailiZ R ERMBCHEN " AWS #E, BERIK,
flan , MREEREREEBERI (BXZHB) BEMW BAFER , Fi8IF us-east-2,
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aws-cloudtrail-logs-08132020-mytrail
Overview
‘ Q  Type a prefix and press Enter to sea Press ESC to clear
Viewing 1 to 4
[} Name~w Last modified v Size v Storage class =
[] ®s eu-central-1
[ B us-east1
[ = 12
[] B us-west2
Viewing 1 to 4

5, ZakEZXEEPERENAEFZFRIAES, ANANRFIrBERNRES, E%A+ , %
EER. BEREBUEN AWS kP ID B , YRR BB R . gz, #######A#IARARY
12345678901 2###############CloudTrail

FERGELEER , BB TH. #BBE  AREMNFHREIFD JSON ERRIR[ET
miR, ALBERt T EEERIR gz M JSON E#R, RMEZFER JSON #1788 , KA
FEEEZ M I CloudTrail EE#EETMEA.

FTEIRED R

RELERKETER , BLUER AWS tREHPEFENEHFEER %, WEFEREUIHBERE
AWS IRFIEFT AR ER, BRE , BETWLEA CloudTrail # CloudTrail BRI 1TE Z B,

- AEHEREMENNZ M, CloudTral ELRIMERE K SEHDHEABEFMNZ M. T8 ,
SR T AR H ARy 5 R R B B R IS E BV R 24

- RIFFERR , BEEMEBRREIK Amazon S3 REFBEEABER , 5T CloudTraill # BFESR
AEZRETE, XEEEELLMAER , BENRERFHFNEMERAEEEFNINE AR AWS RS
PREFITEOER , AUNE AWS BIZEE. 8RENREFITRBE  EEEE , FEBEER
SIFE, WMEHMENR , B2/ Amazon S3 T W HMZE S HERFERFITEVEG,

« f#3% CloudTrail R ZArE8M B EEFEA Amazon [ARESIHMNE |, FH Amazon S3 ZE N
HE 8 (SSE-S3) T NE., BERHVEZEENTEMER , B URAMEA ERSEFHMNE
B AWS KMS—managed & ## (SSE-KMS) #EAEE#4E CloudTrail , ZE#EEA SSE-KMS
CloudTrail , LAY FMEE KMS €38 , LBR. AWS KMS key EFMER , F2H £A
AWS KMS £ 38 1% CloudTrail S28%4% (SSE-KMS),

- MFEHAREMRE  FRENZEMKEEME CloudTrail,
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- BVERDGHEENSEN. REFEBE —NZE Amazon S3 RFATERTHTE. HEUHMERY
#+. 7 DynamoDB &H ¥, SFRMERIFE K , REWA —ERZ1E AWS Lambda B E{EFFC
%, ELARERNEN. KENELHHBERETEYNERSAERI FISLHELEENENH., &
AUEMABs R XENEREHECHRENSHELERER, MFEFAER  F2HEHS
o

® Note
HEREHFINENNER. MEFMEF , 528 AWS CloudTrail EfE.

- ECERIREME A CloudTrail REEE#., AWS CloudTrail #EiB#FE 2 4T CloudTrail EEBEH |, RAHE
WA Bh AWS f A & 3 B3 B FEEE AP| FEOYFD API SRR BN EEES ., CloudTrail SR AT
SERARBERRYEIRFHNEE APl IIRESHEBER. cSRNBHEEERXNITA. ELE
Insights B4 |, WASELEHEEXEFNEE M S3 fEZETEH /CloudTrail-Insight BRIk #
RHEITIENHE, WIFE CloudTrail SRAMMKGFMENR , FFSEACH Insights -,

(® Note
L% Insights B EXNBENER . WEFHMEER , FSH AWS CloudTrail EE,

« EXE&E CloudWatch AFBMUAERERLEHIFIZER, CloudWatch 7o #% 7] 4 B4R 12 U R #EER
MASEEHME R CloudTrail, flan , B NERSRN T2 MNBREENEREN , flnzsH
fHEE, KB AWS Management Console BAEH 5 IAM BURNEE, WEFAEA  BSREE
A Amazon CloudWatch B CloudTrail 55E5#% H &4

- FEASHTERER CloudTrail HEFEFHES, HAESHELEHEINERRETBBEERIE
WEBPSRBFIESHIEM4ER  EETRUERRHEEERABSTEBNEL. NEERAELE
BN DN, BRI LAEA Amazon Athena, INEFFMER , 528 Amazon Athena ERAEIEREH
& # AWS CloudTrail 528,

A SIERSHEBEYEHERENE

B B EHERFMERE# CloudTrail B4 (BEEEM4. EREMH). CloudTrail Insights
E#. AWS Audit Manager ##&. AWS Config 52 E 8 B SIEAWS E#4,

ELRENSHENSHERFRER , EUERERKHERSHNEREE AWS IRE MEIR
HHE, MERBLHEAWS R EREHNER  F2REERSN.
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https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder.html#understanding-evidence-finder

AWS CloudTrail EREER

AZSBMRRANAE Amazon S3 EHSHBYSHENENE, EARSS  RMASEE—EET
AEEMEHA , UEEEMBREGE S3 HEFHBRNMERTESEN  MARTHAE Amazon S3
EREE,

CloudTrail Lake EHEREHESELER. BUYESHERENER , EuLUEEEZAREH4ER
ERENEERE., LHEERBEMRAEMBRMNBEBESHNRE , UREHERTHENERNZER
BH, IFEHFR CloudTrail EEMEE Lake MAWFMEN , FSEAWS CloudTrail EEMEE
CloudTrail j§H R 8.

FERSSEREHENSEHERERE

1. & A AWS Management Console BRI CloudTrail £ & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

2. HEBEBIKT  BIE Lake THWSHEREHRE,
3. i#IZ Create event data store (B EHERFHE),
4. 7 [BRESBHERFTHE) EEN [—HREFAER P, AENSHERTRERS , il s3-

data-events-eds. RIBFRERY  FEATREBHIEHFERFREENNER. NF
CloudTrail i & FRNWEF , FBEBEER,

5. ERLBAREHENFRENEEEE, LEBERESREFEDNNBEFEFNRE , UREH
ERFRENERNSRREY. NFFMEER  F28 AWS CloudTrail EEM E#E CloudTrail
5 AR o

TR FAEE :

- — FUERRBEE - IR ECHEBEAFERNEHERDR 25TB , YEERIE 10 FHEMN
REBE , AEBFEAIGEE, 5] 366 X (ARAREH) WRFECSSEMEEEY , |BEARENG
B, 366 k2’ , ERERBAEE pay-as-you-go B, LAEFERRIE,

- FERRIREEHA : 366 K
- RRREH : 3653 X

- tFEREEE - NREFENEAENNE4AERER 25 B, YFEERIE 7 FREMEREY ,
AIZBEAIER, RECESEHEEF , BARIE,

- TRRRREH : 2,657 X
- BRRAREH : 2,557 X

6. HESHEHNFHRENREY, FUTERRBETERANRIHTNR 7 XF 3,653 X (¥ 10
F) 2B ; AIRECFREEEEE , QAR 7 XF 2,557 X (WL F) 2@,
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https://console.aws.amazon.com/cloudtrail/
https://console.aws.amazon.com/cloudtrail/
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CloudTrail Lake M EEHEBEIE EeventTime MR EHEA , LLREREBEREE 4., HI
o, MBEIEFE 90 KAIFZEHE , B CloudTrail =488 90 XEBKREML, eventTime

7. (GER) ENEF | RELEREEFABECH KMS S8 MBEHERERE, KTER , S48
EHREFWAESHEE CloudTrail £ AE AWS EMNEEKN KMS €815,

EERAFEAZECH KMS £8N%E , FRIEFEAKRBE S AWS KMS key, 1BIE [#118] A&
AWS KMS key B3I , SLEZERGLUFERABREN KMS £88, EBA KMS BIBF , LUERIEE R
Falias/MyAliasName., fEFAECH KMS £k , BXLERE KMS £ F A, LA MR
f&% CloudTrail fiié%. MEFMEN , BFSBEE AWS KMS £ 7 8 CloudTrail, CloudTrail
EBEXRF AWSKMS ZEEE, IEZEHEBUFMEF , F28 (AWS Key Management
Service B ABIER) PNEAZEHSR,

EALACH KVMS SREEEMENBEZL AWS KMS B, KEHEREFMESRE KMS SR
MEAB R  MEEBRIEE KMS 2R,

(® Note

EERBBEHERERERA AWS Key Management Service 1% , 848 A SR
FEAREN KMS £48,

8. (EA) MREEMEH Amazon Athena EHBE S EHE R , F57E Lake EH S PIBIERA. B
B EAEE AWS Glue Data Catalog R EEEHERFHEHEBN FEER , YE Athena
hHEHERHIT SQL B, FE1FHE AWS Glue BRI B P REFEER 7 Athena EH# 5|
ZBBNASK, ERNEELEEHNER., NEFAEN , F28 BeEHERENRE.

HEZMA Lake EFHME , FHRIFRA  RRIITTIIEE -

a. EEREEEREIVHAQEEEARAN IAM B8, AWS Lake Formation & F Itk & & 3K & I B
SEHERERENST, B4 CloudTrail TIEABIHAGRE | CloudTral B B2
VEEMERENAR, NIRSEERAAG  FEIZAGNBERTRASVENFEIT,

b. MRLERBVHMAG 6 FEASBURRAEE,
c. NMRLEFEAREA/E K FEBLCLANAC, AABLAFTERNENIKRFE .

0. (EF) EEES  FE-RSELITER @EM) SENEHENERE, EETHHERE
CloudTrail BHEREHE. Bl , EAUKNEES stage , B25 prod WER. EAUER
BEREAESHEREHENFR. S8 TG R ERRE NS4SR RN SR AR
&,
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https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/glue/latest/dg/components-overview.html#data-catalog-intro
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AWS CloudTrail EREER

NEERMAEAERERKANEN , F2H & CloudTrail Lake SHEREERVEAEE

SNRAERE, MFERMAMER IAM B , SURBAERNSHERNFHER FTFIENE
A, F2RE S FEUARBRAEREV SR BREHERFTRENFIER, AENFEHRER
EBNFMEN AWS , F20H (EiLE AWS RERAERE) 11 (i AWS &R

10. BE Next (T —F) IR ESHERERE,
M. ERESHERL  RESHEENTERER,

Event type info

Choose the type of events you want to add to your event data store. Additional charges apply E

Choose event types

O AWS events () Events from integrations
Capture operations performed on or within your AWS Create an integration to get events that are logged by
resources. applications outside of your AWS resources.

Specify the type of AWS events

QO CloudTrail events () CloudTrail Insights events () Configuration items
CloudTrail events provide a Insights events help identify Configuration items show
record of activity in an AWS unusual activity, errors, or user changes made to the
account. behavior in your account. configuration of a resource, and

show the resource's compliance
status.

12. R CloudTrail £# , FERERNEHABCEENEERSEH. UFERRENSHNFMAER ,
B LR EREH.

E
W
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS CloudTrail EREER

13.

14.

15.

16.

CloudTrail events info

|:| Management events
Capture management operations performed on your AWS resources.

Data events
Log the resource operations performed on or within a resource.

[ Copy trail events

Copy CloudTrail events logged in your trails or from $3 buckets.

See all accounts [F

» Additional settings

REEHNEHEFNEARRE, EUAEALREE  SEFEREAEBRIENEHEREFRE,
WEFHAES , F2H BERSHERISHEREFRE,

MREREBEHERTHE , EEFSBEBPINFAERFMA. RIFEESE AWS Organizations
RERERSE , RAILEBRSEEEE,

HRHEMERTE K REFEREE, KER  SHERFRESRMBEARESH , AWS EBSE I #E
BYEHERBENES.

HRENEHN  FHTTIERE

a. HEREHERED , #ES3. EREHEETHMGEERNSHN AWS BFKE MEIF,

b. EHFENSREART , BIEFBF], EEFEEELTUERANEGHE
eventName, resources.ARN #l readOnly #{uH BT EHIREET . MEE LB AFFA
& , #8AdvancedFieldSelector2B) AWS CloudTrail API 2ZH#,

c. (ER) EENHFBWP , WAARNEBBENMRNERE, EHREEREMSHRMSFERME
E1 , Bl TRE S3 RFATIRAYECEK DeleteObject API FEIY . EEIZRBBEWIES Name
FITEERSEMHERRET , BERER JSON RBR TR EH,

R SIS ENEHEBIEHENERE MR 1.0 79


https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html

AWS CloudTrail EREER

¥ JSON view '

[
{
"Name": "Log DeleteObject API calls for a specific 83 bucket”
"FieldSelectors": |
{

"Field": "eventCategory",

"Equals": [
"Data"
]
e
{
"Field": "resources.type",
"Equals": [
"AWS::53::0bject”
]
b

d. TEEREBEHEESD  RMSEEEEEEHRESUEeventNameMresources . ARNF
BETIBE, E4AENEHENEREHEZEINEHEERNER N ERSHRIMEEFIEEN SR
ME, MEZNEREHENENFEEN K BSREAERSHEEEIEER SN,

i BB, #IF eventName, BHRIBE T |, #IE equals, $HHEE , @A
DeleteObject, E#iF [+ W] LAEHES —EBNAL

i. AR, 1BIE resources.ARN, B HEE T, |, EEStartsWith, HRAE , WAL
fB1FETEEM ARN (fl20 arn:aws:s3:: :bucket-name), MEEEWMMAEIE ARN B
SHHE |, 5528 (Amazon Simple Storage Service A &) B H Amazon S3 &
R
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ERAEER

Data events info

Data events show information about the resource operations performed on or within a resource.

v Data event: 53

Data event type
Cheose the source of data events to log.

53 v

Log selector template

Custom

Selector name - optional

Log DeleteObject AP calls for a specific 53 bucket

1,000 character limit

Collect events
Log all events, or choose a template te log specific, filtered events to your trail. You can edit templates later.

Advanced event selectors  Info
Log or exclude events from specific resources,

Field Operator Value
| eventMame v | | equals v | | DeleteObject
<4 Condition
| resources.ARN W | | starts with ¥ | arm:aws:s3ibucket-name
+ Field + Condition
» JSON view

| Add data event type |

17. 1B Next (T —&F) URBIEREE,

18.

19.

£ Review and create (REMEZEL) HE L , MEEHNIRIE, B2 Edit ((FE) UAHERETEE,
REMRIBHERFEHIER |, 55812 Create event data store (B EHERERE),

MNEHERFRELREEHERFRERE LN EHERFRERE T,

5 S ENEHEVEHENERE
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LB , SHERTFRESERELEREHZN[ETNES. BUSHERFREZZRE
MESH  TERFESHENEHRES  RIECREERBEERSEH.

FBHRETUHENEHERNFEREHNTES. EEBRUNARENBMTEHIIEANER ,
F#AT CloudTrail S HEHIZEH,

':iﬂln
\)ﬂ

8

B M EHERZ| CloudTrail Lake BHEREFEKE

B R R B WA G B M B E R BIFHY CloudTrail Lake BHER R ENETR LS. WEHFE
BREMSHNFRET , F2E BERSHERISHERFRE,

CloudTrail Lake B4 EREFHESELER. BEYEHERTHER , SULEEEARSE4ER
ERENEERE., HEERBEKRAEMBN#EEESHNRE , UREHERNTHENERNZER
BH, FEHFR CloudTrail EEMEE Lake KAWFFMEN , FSEAWS CloudTrail EEMEE
CloudTrail j8H R 8.

ASEHEHERE CloudTrail Lake EHERFRER , SRBEAERNFHEERNNABHEENEE
£8H.

HBEMEHERE CloudTrail Lake B , & CloudTrail SBBAE LA gzip (BME) M EHNCEE  REE
HEPIENEHERINEHERNERE, RBEERN KX PDITERARERN S3 #EEFEXD. BEEMS
FABEERK D —BMAEFTE , B LE S3 fEEETEFANBFERDERIU 10,

B NMEENEREHNSREEE , REREXEA. NREHERFRASHERNERERERNE
HNEH  TUBAEHERUBRERRREGMELERN. UEERREANFHREN , FSEAWS
CloudTrail EEMEE CloudTrail A K Zs.

HERERSHERIFNEHENTRE

1. FEEA AWS Management Console 3FRX CloudTrail £ & , #8it% htips://
console.aws.amazon.com/cloudtrail/,

2. HEBEEERT  IBIZE Lake THHWESHEREFEHRE,
3. i#IZ Create event data store (B EHERFZHE),

4. 7 "HRESHERTHRE, EEMN "M FHEERD , RAENEHERERESRS |, fllmny-
management-events-eds., RIBREBYK , FEATRERNSHENEFREENNER. W
%% CloudTrail B FERNEN , FSRBEER,

e MEHERE CloudTrail Lake EH4ERERE MR 1.0 82


https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://console.aws.amazon.com/cloudtrail/
https://console.aws.amazon.com/cloudtrail/

AWS CloudTrail EREER

5. BELLEANSEHEREHNENEERE, WEERESAATHBNBEESHNRER , UREH
EREFENENARNGREREH,. WEFHMEN , 528 AWS CloudTrail EEM EE CloudTrail
HOH R AN

LT ARRARZRE :

- —FUERRBEE - IR ECHEBEAFERNEHERIR 25TB , YEERIE 10 FHEMN
REBE , MEBRFEAIEE, 5 366 X (ARAREH) WRTFECSSEMEEEY , |MABENG
B, 366 k2’ , ERRBAEE pay-as-you-go BEIEEM, LAEFERRE,

- FEERREH : 366 X
- BRRAREH : 3653 X

- tHEREEE - IREENEAENNEAERER 25 TB , YFEERIE 7 FHEMREY ,
AIEBEAIER, RECESEHEEF , BAFIE,

- FEERREH : 2,557 X
- BRRAREH : 2557 X

6. HESHEHNFHENREY, FUTERARBEERANRIHITNR 7 XF 3,653 X (¥ 10
F) 2B ; AIREFREEEEE , AIAINRN 7 XF 2,557 X (WL F) 2f,

CloudTrail Lake M EEHEREIE EeventTime MR EHEA , LLREEBTEREE 4., Hl
o, MBEIEFE 90 KMIFZEHE , B CloudTrail =488 90 XEBKREML, eventTime

® Note

MREE CloudTrail ERSHERILEHEREFRE  NREHEREENREH
B, eventTimeBITEERZEN. FEATHEENREHNE , FERALERHNR
EESHMNEN UXRENY) , UREEEHENEREFRESHNRE (REHME =
oldest-event-in-days+ number-days-to-retain), flil , MIRGEEHNRE
EHR 45 RSB  UFEELSHESHEREREREBRE 45 X, BITLERE
HIER A 90 Ko

7. (BRA)EMED  ZRLERTECEAECH KMS S RNZSHERFRE, KHER , S4EH
FRIEFHFESHEE CloudTrail £ AR AWS BEAMEERN KMS Z|MNE.

EEMAFERZBECEH KMS £8nE , FEZEEARXECH AWS KMS key, BIE [#8] A%
AWS KMS key 21 , BEFEREUSLHBEEN KMS &8, EBWA KMS BlEH |, LUgRIEER!
Falias/MyAliasName, fEFA B2 KMS €8k , BAERE KMS €88 FAl , AAFFMEF
fR%% CloudTrail ik, WMEFFMENR , FSBHRE AWS KMS €878 CloudTrail, CloudTrail
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EBEXF AWSKMS ZEEE, NEZEHESBOFMEF , F28 (AWS Key Management
Service & ABIERE) PHEAZEE ISR,

ERLACH KVMS SREEEMENBEZLN AWS KMS B, KEHEREFMERE KMS &8
VEAB R  MEEBRIEE KMS 2R,

® Note

EELAEBEHERTFEHERA AWS Key Management Service tl# , A BAAEEIR
FEABEBRN KMS £18,

8. (IBA) WREEAH Amazon Athena EHECWEHE R , F51E Lake EHBIS PIRERA, B
B FEAETE AWS Glue Data Catalog F#REEHERFHEHEBBN FEER , W Athena
P EAERHIT SQL &, fEFE AWS Glue B B &P RE P E R TE Athena EH 3|
ZRMBOASK, ERNNEELEEHNER, NEFHAEH , F2H BeEHERENRE.

B EZRMA Lake EFME , FFRIFRMA  RRIITTIIEE -

a. EZEEEEBEVHAGEREFEAEAEN IAM A®, AWS Lake Formation & F Itk £ & 3K & T2 B
SEHEREFERENST., ELMA CloudTrail TIEABVHARKE | CloudTral 2882
VYEEMERENAR, NIRFREZREAR  BEAZEACHNEETRERAKENZKIFT,

b. MREEZRVHAL K FEWASBURIAE,
c. NMRLEFAREA/E K FEELHLANAC, A/ABLAFTERENIKRFEH.

9. (BA) EEZE8Y A MY -—DZEETER BEH) ELNEHERERE, ZETHBIEER
CloudTrail EHERFERE, Hla , B MEEA stage , A prod BWER., EaAFER
EERRHEEHERFHENTR. ZEUUERAZEREREHAERNEFERENEHAFREIK
b

MEERMAFERAEREMRANENR , F20 A CloudTrail Lake EHERSEEIFHEE
SWRARE, MEFEMMAER IAMBE  HUERAERNESHERERERTFEIENE
A, ESHEY . EERUEBAERETIMBREAERNEFRENFIRER. ERENMAERER
EENGFMEEF AWS |, B2 (BiLE AWS EFEAEE) BM (B AWS ER) .

10. 1B Next (T —&F) URESHERTHE,

1. EEESHERL  RESHERNWERGRIE,

12. R CloudTrail 58 , BFISFRBENMERSEH  RARRE "BREREMH, . EH&EHIP , B
TRLEHEE  IARMNRAEASHENFTHERSMBESH , MASEBURREH,
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13.

14.

15.

NREEBVEHENFRERDMAREENER  ZEFRERMEENSHERNSR , UERSHESR
FREFHRNSEHREZHE,

CloudTrail events info

Management events
Capture management operations performed on your AWS resources.

Data events
Log the resource operations performed on or within a resource.

Copy trail events
Copy CloudTrail events logged in your trails or from 53 buckets.

Enable for all accounts in my organization
To review accounts in your organization, open AWS Organizations. See all accounts E

¥ Additional settings

Include only the current region (us-east-1) in my event data store

Ingest events | info
Your event data store starts ingesting events when created.

MREZBBEHERERE , BEGHHABTNMERFEA, BRIEESE AWS Organizations
PERERS , RAIMBIESELEE,

® Note

NRBEVHEBSHENTRE  SL4AEREBNERRFEA , RARTERKRFA
BigletEHERIBEBSHEREFRE,

HREMERTE  BfSECEEZEERENES , RATERESNS , RATFESHERFHEEEEM
REEH K MEARMARAYWEHERNEHARER, KER , SHENTFHEEAMBARESH
AWS B35 I 7 2 3T B4R IR AN E A,

HREESH  BAISRERRERE
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Management events info

Management events show information about management operations performed on resources in your AWS account.

API activity

Choose the activities you want to log.

Read Write
Exclude AWS KMS events
Exclude Amazon RDS Data APl events

Enable Insights

Identify unusual activity, errors, or user behavior in your account.

16. EEREREHEFT , TR TIZR,

a.

BELEZEREMNEH, THEFP , RMASREFER A management-events WIBHE,

RIZTERR , CloudTrail R2EH S3 fEFEFECloudTrail AR FEEH CloudTrail E4H
BRI CloudTraildifk , MASMEEM AWS REHN K. NMREECEEREMEEF
FEER CloudTrail B4 |, FEiRIZ [ A S3URI], REBE [ZE S URAEZTEE, R
BRI RIR S3 R EETRFEA KMS £ ETERME , FHEMAR KMS £# B3 CloudTrail

ARFREZER, MRRE S ERITBEAZEKMS €48 , IXAETHSESH/IVBEE ,

CloudTrail A A BEZERFITRTNER., WEEH KMS £BBERNFMER , F2E AR
RERIR S3 REFFEPERN KMS 28BUE.

BREEREHMWEHBEE, CloudTral FEREREMEHCH , AREFENTEES
B, UHEREBOSEMENBANEER BB EN B, ELUEE Relative range (18
¥1&iE) = Absolute range (BYEiE), EEEHZRFEHRMNBNBSEHERNTRECERE
EEEH  BEERERSU4ERERERL BHNEREEE,

- MREEE "THYEEE, 6 ATLLEEBERBEGCEA. 1, 2F, 7T EFHEFTEHERRT
$MEMH, CloudTrail ERFMEHRB AR HEZNEH,

- MREEFE TEEEE,  UNRERENRBNERBH, CloudTrail R FMERK H
HNER B2 ERENEMH

HLgES P RSB ZEHEE , AREIMERFAA D,

B EHERE CloudTrail Lake SHERFHE

ERAEER

R4 1.0 86



AWS CloudTrail EREER

o

Relative range Absolute range

{ June 2023 July 2023 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

IIZ 3 1

4 5 & 7 8 95 10 2 3 4 5 6 7 8

11 12 13 14 15 16 17 g 10 11 12 13 14 15

18 19 20 21 22 23 24| 16 17 18

25 26 27 28 129

n

Start date Start time End date End time

2023/06/01 ‘ ‘ 00:00:00 ‘ ‘ 2023/06/30 ‘ ‘ 23:59:59 ‘

Clear and dismiss Cancel

c. ¥R Permissions (F7Fd) , %€ T3 IAM AZEFEE, NREZERER IAM A |, FiE

mAM AEBRRHELENTT. MEEH IAM SCFINFEENR , F2RERERSEH
1AM ¥,

+ J&{F Create a new role (recommended) (BRI A (BEMER)) UBIHH IAM A6, &

WA IAMAEERE, P, BAACGHER, CloudTrailEBEBALTTACEILNENE
PR

- EE "FEHABF IAM A6 ARN, UFEAKRIIEHMER] IAM A€, ¥ Enter IAM role
ARN (8 A IAM &£ ARN) , 8 A IAM ARN,

- RTUNXNBEFEEREN IAM A,

EHESS  REEEIHAR (BF), ¥THE A copy-trail-events,
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17.
18.

19.

20.

Copy existing trail events info

Choose trail event source

management-events v

S3 location of CloudTrail data (S3 URI)

s3://aws-cloudtrail-logs- fAWSLogs/ fCloudTrz

Specify a time range of events

| 2023-06-01T00:00:00-05:00 — 2023-06-30T23:59:59-05:00

(@ All CloudTrail events in your event source are imported, regardless of your event data store's configuration.

Choose |AM role

| Create a new role (recommended) v |

Enter |AM role name
The new role name is prepended with CloudTrailLake-us-east-1

| copy-trail-events |

» Permission policies

B Next (T —F) LBl RHIEE,

£ Review and create (EMZE) BE L , WMEASKNEE, #F Edit (RFE) UHERETEE,
BIREREIBEHERFHIER , 55812 Create event data store (BRI EHERENE),

FNEHAERFRELREEHAERNFRERE LN EHAERFREREF.

Event data stores (3) Copy trail events Create event data store
Name 4 | status v | Allregions v | Allaccounts v | Eventtype v
my-management-events-eds @© Enabled Yes No CloudTrail events

EREEHERFRESRR , URAEFHETNEE, FAETFERRERENEHENTHENFH
BERAURERRE, EHERREETRESHERRERTF,

ERS4ERTHE , IRLZEHELR , AlH Copy status (HHRARREE) 3RE A Completed (5THK) ; 40
RELEHER , RIFRER Failed (KH).
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Event copy status (1) info

1

Event log S3 location v | Copystatus v Copy ID v Created time v | Finish time v

3./ /aws-cloudtrail-logs- © Completed July 18, 2023, 15:50:06 (UTC-05:00) July 18, 2023, 15:53:07 (UTC-05:00)

21. FERBAEERNFMENR  FESHAF SSUERTESERER  FEREDEEESIR
BEFMEFER. NFERRERSHERFRET  F2E SHERFHEEA,

CloudTrail » Lake » Eventdatastores ) my-management-events-trail-events »

Copy ID

Copy details info

Event log S3 location Prefixes copied Created time

s3://aws-cloudtrail-logs- - 817/817 prefixes copied (0 failures) July 18, 2023, 15:50:06 (UTC-05:00)
/AWSLogs/ /CloudTrail/
Copy status Finish time
Copy ID @ Completed July 18, 2023, 16:04:51 (UTC-05:00)

Copy failures (0)

Retry copying prefixes that failed to copy.

Event location v Error message v Error type v

No failures
There are currently no copy failures.

22 BRAYEHESEREREMEGRFRENEMETR, MR Copy status (BHRAREE) 2 Failed (&
B) , {&1E Copy failures (R K B) PR TIVEMEEER | EERZ Retry copy (EFHER), ELRE
HEIARE  SERELBHME CloudTrail EEER,

248 CloudTrail i HE R

ARZE L RPN R 4R CloudTrail Lake & &M, CloudTrailLake ERRAIBEUREBLL S RNERSE
HEREFEHRERHNEYS K LEFBD , SINBMFERENRE RNER

BESXRNRHESZEPIIE  SAPITERAR—MESQL £H, EEEAERIR , 5 CloudTrail #1T
REEENEN, EHERERENENEMELER,

® Note

Bl , @BRREEARKE CloudTraillEEEHF. Amazon S3 EXEHNMBRBEHNEHER
ﬁﬁ& ¥ )
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HEZMWR Lake BRIR

1. & A AWS Management Console BB CloudTrail £#24& , #81tA https://
console.aws.amazon.com/cloudtrail/,

2. HEEBEERKRT , EE Lake THHERR

3. E—Xmi T&ERR, EEE, CloudTrail @ EREEFERTEHHEBERI KA, i&%?x’ﬂ
ELHRYTERNIEREER, ZRRFEHEFE —IX. WFEEE CloudTrail EEMWFME ,
BICloudTrail {8,

4. HEBEPRELNBHENEFHE K AREFSEERENERREE.

THIRATRRNERRER,

- BIERHER-BERREENERE AWS B, BUR AWS BRI BEMHTE. SEFURER
B read Mwrite EEEHEE. SEADEHNERERNET. LEXRREARKEEE
EHNEHENERE,

. EEBAEEN - KEAEERILABASE, FREESH. WEMBENEREE, 68
LRI TLS A SR (R H00iB TLS UK ER. HEXREARKEEBEANSE
BRBERE,

- SSEREMHERNR - BR SIIRFER. REFHN S3 WM. FRAMN S3EAENZEHT
#Y S3 B, ILEFRIREARUE Amazon S3 EREHNSEHERTFRE.

« Insights &R - 4K Insights R FER Insights BB LA |, ISR E KR & MR
&M Insights MR F R Insights B4 EEH] , LUREREXH Insights EHEE, HERKRED
e—@/NIE, AHHEZ 30 XH Insights B, TEERARKE Insights EHNEHERF
M T8

(® Note

- ERFREHEREREE XA CloudTrail Insights 2% , MR ERRNEEZE , &
Z A[8EE CloudTrail E 7 XF 8eEESE — il Insights B4, MEFMEA , F2HE 7
fi# Insights EHEIE,

* Insights EHERREFTHMESHERFEREWER Insights EHHEREER ,
BEECRARGBEHERFTHRENERE, flon , MIREEERREHERERERA
ApiCallRatelInsight Y Insights E# , MAEA ApiErrorRateInsight My
Insights B4 |, AT 2 E T HEEI ApiErrorRateInsight B Insights B4 E
Ao
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EEflh A RESHRERR.

Dashboard

The dashboard helps you visualize the data in your event data store by using queries. You can choose the event data store and the type of dashboard you want to view. You can also filter by a date or time range. To view the query
for a specific widget, choose View and analyze in query editor to open the query in CloudTrail's query editor.

ERAEER

Last 1 day Run queries

my-management-eve... ¥ ‘ ‘ Overview v

i Account activity ii Top errors

No data available No data available

This is because you have not run any queries before. This Is because you have not run any queries before.

View and analyze in query editor Vi View and analyze in query editor

5, REIHRVLUGERBEE 6 RRREER, EFEHEELLERBEN BBNKGHEEE., #
FHYEENENFALEENRREENEFTEE, KER  BRREETBE 24 MRNEHE
#o

® Note

B CloudTrail EF R BIRFHNEREFTE |, RIL T SUEIS BB B 1Y B R 6 3 2R
KRR AR
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Dashboard ..«

The dashboard helps you visualize the data in your event data store by using queries. '
for a specific widget, choose View and analyze in query editor to open the query in Cli

‘ Last 1 day Run queries

Relative range Absolute range

Choose a range

() Last 1 hour
© Last 1 day
() Last 1 week
() Last 1 month

() Custom range
Set a custom range im the past.

Clear and dismiss Cancel

6. BREFTEHUEAERR. AN IEHNSEREIHEABREHNNRE , YEESHTKKERE
#o

BUNE-ENTEEHTESER , FIAIRFED , ©RETUEE read Mwrite FHE
&,
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ERAEER

Dashboard ...

The dashboard helps you visualize the data in your event data store by using queries. You can choose the event data store and the type of dashboard you want to view. You can also filter by a date or time range. To view the query
for a specific widget, choose View and analyze in query editor to open the query in CloudTrail's query editor.

2023-06-29T10:34:53-05:00 — 2023-06-30T710:34:53-05:00 | _

my-management-eve... ¥ ‘ ‘ Overview v
Query creation time: June 30, 2023 at 10:34 (UTC-5:00)
i Account activity i Top errors 12
Filter displayed data ReplicationConfigurationNotFoundError 34
‘ Filter data & |
ObjectLockConfigurationNotFoundError 34
== read
NoSuchCORSConfiguration 34
‘ - write |
NoSuchwebsiteConfiguration 34
4K
2% NoSuchLifecycleConfiguration 32
0 NoSuchTagSet 32
Jun 29 Jun 29 Jun 29 Jun 30 Jun 30 Jun 30 Jun 30 Jun 30
15:00 18:00 21:00 24:00 03:00 06:00 08:00 12:00 QueryldNotFoundException 24
=read == write NoSuchPublicAccessBlockConfiguration 10
View and analyze in query editor ] View and analyze in query editor ]

7. HERREENIENES,

i Account activity

Filter displayed data

FEEEEAMRER P RRIL D,

Filter data

8K

6K

4K

2K

0
Jun 29 Jun 29
15:00 18:00

== rpad = write

Jun 29
21:00

Jun 30 Jun 30 Jun 30
24:00 03:00 06:00

View and analyze in query editor

Jun 30

09:00

Jun 30
12:00
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ERAEER

EEHRENRTIERE MEMN D] 87 CloudTrail Lake NEHwRERTHRER , BEE—SH

MEBRMASHNEIRER. NEERRETHANFEMREN

2R BUSRESH. NERBRY

TEANRFEAGRNFRES  F2HE UTERLREFEAER.

Query e

Editor Results history

Event data store info

Event data store  Info
Choose an event data store.

Saved queries Sample queries How it works

@ < Account activity +
SELECT
oaTE_truNC ("hour', eventTime) as eventDate,
v 1r (readOnly, 'read', 'write') as readOnly,

my-management-events-eds

Event data store ID

i

Event properties

*) as eventCount

FROM

WHERE
eventTime > '2023-06-29T15:34:53.787%"

anp eventTime < '2023-06-30T15:34:53.7872"'
'123456789012" --

AND recipientAccountId =
GROUE BY

Q, search event properties

paTE_trRuNC ("hour', eventTime),

1 2 >

additienalEventData

readOnly

&)
n
Iiil
a

Filter on a specific account

] save results to 53

annotation

apiVersion Query results Command output

awsRegion

edgeDeviceDetails

Output

errorCode

errorMessage
1 @

eventlD

eventJson

Time stamp v‘ Status v Delivery status ¥ Response ‘ Query SQL vl Query ID v Event datast... ¥

eventName

eventSource

June 30, 2025, 1... @ Successful 49 records matc... SELECT DATE_TRUNC( my-management-ever

eventTime

auantTuna

NMERBERRNFMES , FSHE ®AE CloudTrail #AERMR,

IR 4T CloudTrail H)REifl L=

CloudTrail Lake 12t T 52 15| &=: , UiHBEHBREECHER. NZF
TEHES,

25 R 550 550 B A0 (T I B A

CloudTrail EHERBBENERNEELER. ATHBEFHRE , RMAEELHEHFTERABINER
eventTime IR KREHIZEH. MEERE CloudTrail EERGEMER , FSBAWS CloudTrail &
EO

B ERAREYITHEER

1. & A AWS Management Console 3R CloudTrail & &
console.aws.amazon.com/cloudtrail/,

, W84t A https:/
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ERAEER

HEEEE®F , EE Lake THNEM,

£ Query (7)) EE L , i## Sample queries (E15l&E ) R5IERK,
EFETRE—EEHfEN  NRELSTHURGREE, EhHEf+ , RAFERREEHEBIT

FEAREHEE T EE A, EEXE Editor (fREER) RoIEBPEHMEM.

Query .

Editor Results history Saved queries Sample queries How it works

Sample queries (45) info

Q Search queries

Query name Query description

Find the callers who used outdated Transport Layer Security (TLS)
versions 1.0 and 1.1 within the past week grouped by the number of
calls per service.

Find who is making calls using outdated TLS versions

Find users with write permissions who made changes using the

Investigate who made console changes o
console within the past week.

5.

Query SQL

SELECT recipientAccountld, year(eventTime) AS year_date,
month(eventTime) AS month_date, eventSource, sourcelPAddress,
userAgent, userldentity.arn, userldentity.accesskeyid, COUNT(*) AS
numCalls FROM $EDS_ID WHERE tlsDetails.tlsVersion IN (TLSv1,
'TLSv1.1') AND eventTime > '2023-06-23 00:00:00' GROUP BY
recipientAccountld, year(eventTime), month(eventTime), eventSource,
sourcelPAddress, userAgent, useridentity.arn, useridentity.accesskeyid
ORDER BY COUNT(*) DESC

SELECT userldentity.arn AS user, eventName, eventTime, ‘Region,
requestParameters AS resourceChangedManually FROM $EDS_ID
WHERE sessionCredentialFromConsole="true’ AND errorCode IS NULL
AND eventTime > '2023-06-23 00:00:00

ERERRCIERL  EREEEAMEESHERFRENITENR. EERBETERESHERR

EEEF , CloudTrail @ BESEHEREFEMIE ID EEAEHHFEFHFROMITH,

Query .

Editor Results history Saved queries Sample queries How it works
Investigate who made console changes +
Event data store info G <
Event data store  Info St
Choose an event data store userIdentity.arn as user, eventName, eventTime, awsRegion, requestParameters as resourceChangedManually
my-management-events-eds v FROM

Event data store ID

[s]

WHERE
sessionCredentialFromConsole='true' asp errorCode 1s NULL

anp eventTime > '2023-06-23 00:00:00°

Event properties

Q, Search event properties

1 2 >

additionalEventData
annotation

Query results Command output

apiversion
awsRegion
edgeDeviceDetails
errorCode OUtPUt
errorMessage

eventlD

eventlson

Time stamp v Status v Delivery status ¥ Response

eventName

eventsource

6. EBEITUMITEN,

[] save results to S3

1 &

Query SQL V‘ Query ID v Event datast... ¥

BARF#AIT CloudTrai

HREHER
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WREERIRRETENEHNAERTREY , fINEARERY , MUNEEBE , UARER
HYBITEHF

Query results Command output
Output
1 ®
Time stamp v Status v Delivery status Response | Query 5QL v | Query ID v Eventdatast... ¥
June 30, 2023, 2... ® Successful 1467 records ma... SELECT userldentity.ar my-management-ever
= oh — A > RN = /R = 3 RIN
EHERRIBRETTESHERERAETRENEAETNSHER,
Query results Command output
Results info
Q. search queries 1 . > @&
user v eventName v eventTime v awsRegion v |
arn:aws:sts:: rassumed-role/Admin/, UpdateEventDataStore 2023-07-18 14:35:00.000 us-east-1
arn:ans:sts:: rassumed-role/Admin/, LookupEvents 2023-07-07 23:10:14.000 us-east-1
arn:aws:sts:: rassumed-role/Admin/ LookupEvents 2023-07-07 23:10:13.000 us-east-1

NEEEREEANFAES  F2H EUSREESH. NIFEBRNTEAIVNRTFEIRERNFRE
Eﬂ y nﬁ/ Eﬁ $}1 Eﬁﬂiﬁﬁﬁﬁﬁjﬁ%o

#& CloudTrail H)REHE RMEEZE S3 REFETHE
AZER LSRR ERA IS CloudTrail Lake EE RFEEZE S3 MIFITE AR THELEEHER,

f£ CloudTrail Lake HF#I{TEHR , SREBEEHRENEREELER. BEHIERFHEFE S3 RELE
BTIEELEIW CloudTrail Lake BER , TIBEX S RFER., W% S3 EEMNFMRER , F2
B8 Amazon S3 E1{E,

REEHERR K ETHERURSE S3 EEIFBPBKRZHETE CloudTral E2&H , RALEH
BHETHREE CloudTrall BXEHER, AKX HEHGEL I, EANTH , BREHEREHREN
KAMME , BEHFEREE CloudTrail F S3 REFETBUEEEHERMNEEE, CloudTrail ABHEH
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gzip B EMEREEE S3 RENE, FUMSE  ERFHETHE , 88E 1 GB WERE S3 &
T7ETRE , ATREEE 60 ) 90 WHVEE,

EEENERMES Amazon S3 17T

1.

m& A AWS Management Console B CloudTrail £ & , #@it5 https:/
console.aws.amazon.com/cloudtrail/,

HEEEE®F , EE Lake THNEM,

HEPEANCHENEARSIERL  REEHABBUREENITHEN. FHEHH , RS
BEEZAREEREDFENEIER.

£ Editor (#®#823) R5|1ZH , &' Event data store (BEHERENE) , R TN BFEFRESH
BREFEHE, ERREEPERESHERNBER , CloudTrail @ BB EXFromfTHIEASHER
2E D,

FELEFEHD , HPIAEHRE userIdentity .ARN EEUEER R Admin NERE , RAERBRAH
RE eventTime WER(E, HITEHR , CRARENENEXNEMN. BT HEIESIAE , &
MEBRECHEHFERBNER eventTime KEBICRRHEM,

Investigate user actions +

2 ¢ = =
eventID, eventName, eventSource, eventTime, userIdentity.arn as user
2a8£2138-0caa-46c8-al94-
userIdentity.arn Lixe '$Admin%’
anp eventTime > '2023-07-21 00:00:00' awp eventTime < '2023-07-24 00:00:00"

BEBERFTESS, UMEKEHERAERTE S3 REFITHE, BIFTERR S3 RFTEE,
CloudTrail EEV W ERAMENREFIIBBEER. MRLBIZFTER S3 RFTE , B0 IAM BERFE
B &s3:PutEncryptionConfigurationEEWHER A, RAFERIBER T2 AR EFET A RR
BwRmNE, NEERARTEIGERENFHEN , F2RCRTEIEENEMMERFEF . Tl
B BRPIERATRERR S3 FEFATRR.
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® Note
EEFATENRFITRE  BIEEMFIESME |, UEE Browse S3 (BIE S3) LUEER
FEPE, BEEBEXER CloudTrall FRAEHEREEREENER, IEFDHRERE
IrEBURNER , 5528  CloudTrail M EEHFERH Amazon S3 HEFEEFEEBUR, .

Investigate user actions +

o
n
liil
a

eventID, eventName, eventSource, eventTime, userIdentity.arn as user
FROM
2a8f2138-0caa-46c8-al9d-

userIdentity.arn LIKE '%Admin%'
e eventTime > '2023-07-21 00:00:00' anp eventTime < '2023-07-24 00:00:00'

Run Save results to 53
Q, s3://aws-cloudtrail-lake-query-results- X |

7. BEHT. BESHERERENKNREPIENENRE , ERTREESDETRIANT. I
EA Command output (fF F# ) I EREBREANMRE , UREHRBETRHIT EFT
FETH , BARK Query results (BEFER) R5|IEBREFFEATEN (BrimERTETRNES) B
BRERE

8. CloudTrail ERAREFHNEMBERRNE S3 FEFITEN , [XARE] MERME S3 AFArEAIE
& BRETRESCRENEIBRER  URTHXRECREFEAERNEEER., BT
S3 HigtR , £ S3REFRIREAEHBERERVNEIER,

@ Note

ELRETEARRE  EHERTREE S3 RAFIrBPRE 2 ERE CloudTrail 12
A% , A CloudTrail AEHRFHTHKEEEEIEHER. BAKSHEHSELTEANT
B, BREAEREFERENKDME  BEBGEREE CloudTrail 2 S3 AT TREE
EMERMNK™E, CloudTrail ABAER gzip BN K ERABEREILE S3 REiFirE, ¥

ms , EMFETHRE  SEE 1GB WERZT S3 FHFAre , WAEEH 60 X 90 AV

=,
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9.

Query results Command output

Output

Time stamp v | status v | Delivery status v | Response | QuerysaL v | QueryD v
July 28, 2023, 18:20... @ Successful View in 53 [2 468 records matche... SELECT eventlD, eventNar  52ab2728-06de-4dac-8cS

@

Event data store v

my-management-events-

FETHENEHER  BEETHERER (EUEHIP A result_l.csv.gz) , REBEET

=,
52ab2728-06de-4dac-8c53- /

Objects Properties

Objects (2)

Objects are the fundamental entities stared in Amazon $3. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your ebjects, you'll need to explicitly grant them permissions. Learn more [

¥ Copy S3 URI

(P Copy S3 URI ‘ (3 Copy URL M pownload ‘ Open (2 ‘ Delete | ‘ Actions ¥ ‘ Create folder ‘ [ upload

| Q. Find objects by prefix | (@ Show versions 1 &

= Name a | Type v | Last modified v | size v | storage class v
‘ [ result_1.csv.gz gz July 28, 2023, 13:20:12 (UTC-05:00) 13.8 KB standard

O B result_signjson Json July 28, 2023, 13:20:18 (UTC-05:00) 929.0 B Standard

NEAERECRETFEAGRNES  F2H RECREFEHIER

# CloudTrail M AEHERFHIFE S3 HiziTeE
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LT 515 4R CloudTrail XA FIFE AWS Cost Explorer

Z5 653 BA 40 Al 65 AR A48 CloudTrail B AF1I I BAWS Cost Explorer, Cost Explorer sEIEAESIR B 1L,
PRI B —ERFE AN AWS AT AE,

WZE CloudTrail EEMEFMET , FSBAWS CloudTrail E{E,

ZE# M CloudTrail Cost Explorer #4% & < ¥ i fi &

1. B A AWS Management Console 3t BEX Cost Explorer £#25& , #8ik 4 https:/
console.aws.amazon.com/cost-management/home#/custom,

2. E[EEET, ZEEESNNBHER,
3. TE ToMEaIEL T, YWAKE | BiE TRZEER, .
4. 1£ TEREER. T, $¥ TERIS. #iECloudTrail,

TEERMK TEAER) BEEZ CloudTrail 302 41 R A& &6,
Billing and Cost Management > Cost Explorer > MNew cost and usage report Report parameters X

New cost and usage report Save to report library ¥ Time

Date Range - New capability

Cost and usage graph info ‘ 2025-10-01 — 2024-05-31 |
Displaying last & months
Total cost Average monthly cost Usage type count Granularity
$27.15 $4.53 58 oy ]
¥ Group by
Cost= (9 e - Dimension - New copabilty lear
s [sage oo 7]
v Filters - New capability Info
—
6 _— Applied filters (1) Clearall| &
- Service Clear
‘ Services included (1) v ‘
I
4 - CloudTrail X
Linked account Clear
‘ Choose linked accounts v ‘
2
Region Clear
‘ Choose regions v ‘
o Instance type Clear
Oct 2023 Nov 2023 Dec 2023 Jan 2024 Feb 2024 Mar 2024
‘ Choose instance types v ‘
B USE1-PaidEventsRecorded [l USW2-Ingestion-Bytes [l USE2-Ingestion-Bytes [l USE1-InsightsEvents [l USE1-Ingestion-Bytes [l USE1-Ingestion-Bytes-Tyearstore-Live-CloudTrail-Logs
[ USE1-Ingestion-Bytes-Tyearstore-Other-data-sources [l USW2-PaidE\ d [ EU-PaidE orded [l Others Usage type Clear
‘ Choose usage types v ‘

WE THZE, BE | LEFWL CloudTrail BEREENKA RS, SEFAERSUELEER AWS E
i WRISHE,

T&RERBASE CloudTrail ZhBERY CloudTrail FEEA,
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AWS CloudTrail EREER
CloudTrail REsR iR
HE
CloudTrail  region-FreeEventsRecorded EEREHNE—E
PR Bl A%EEEG
AWS [E15
region-PaidEventsRecorded BEE AWS E1F.
region-DataEventsRecorded BERSHEEE
AWS [EiF. EHl
EH—REELE
o
CloudTrail  region-Ingestion-Bytes FERAtFREE
H BEEZEHEA
CloudTrail Lake %
HERFHRENE
A, REBERR
BRERNEREM

region-Ingestion-Bytes-lyearstore-Live-Clo
udTrail-Logs

region-Ingestion-Bytes-lyearstore-Other-da
ta-sources

E , FEEHEE
ERHEE

FERA—FAER
REEERE ,
CloudTrail E#%=
HANEBEEHEA
CloudTrail Lake =
HERTFRENE
Ao

ERA—FAE
RREEEEER
#& E At S 4 3RR
A CloudTrail
Lake BHERF
BENER. &
B#E CloudTrail
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ERAEER

CloudTrail AEER

B

region-QueryScanned-Bytes
CloudTrail region-InsightsEvents
EEEN

Insight & 75 4T #Y
EEEAYEELE
EH.

Hih &R

« AWS CloudTrail E{&

« & CloudTrail JB# R A

« B CloudTrail #H KA
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B
=%

RAEH., KRB
WAHREIEE AWS
Config. X S3
HY 3 #8 AWS Audit
Manager, % S3
AR (REHE) B
% CloudTrail &2
#% , AR ANEBEY
AWSEH#,

#17 CloudTrai

| Lake BN E
F. 7£ CloudTrai
| Lake F#11TEM
i, SRBEFEHED
BECHMBREE R
BEEAER.

CloudTrail SR A fi#
WEHHNER,
HH Insights =
%, HEERESHE
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£ CloudTrail S4B 0%

CloudTrail RFBERT , £ AWS IRFERA , X BEALLBEFA™ CloudTrail SEENE £ io#k. B4
FEEREHRMIBE 00 REEN AWS EFEERSHN ARG, ABS, ATHMBETTENIEHE, &
EEA4ESHELEIB AWS Management Console AWS Command Line Interface, 1 AWS SDK #1 API
PR EE) . SHELRBEESHREN AWS B RS 4, EFFTEELEHET CloudTrail
WEETE M.

ZAURREBHELEEE , £ CloudTrall EEAPREFEHRE., ESXSEMBRER (Fim 1AM
FEAER Amazon EC2 #11T1HEE) HEBHNEH. AWS IRFE &t LL#{T aws cloudtrail lookup-events
W HHEA LookupEvents APl AEHELE4,

A LAEA CloudTrail EE AR [BHEBEEH) EERRE., BE, TH, HEF. 2WNEE AWS
ERERBTNIIRSED, ZUUEEENESAER LERSOEHURETRSEEMLHE K HEEs
PEAREEHENBEEEETE . RETUEE4HEERHT LLERS4MNFMIER side-by-side,
BRI LAE R AWS SDK 5 AWS Command Line Interface ATR R E&EH A RN EH =4,

(® Note

FEERBNER , AWS R TTReEEMEME4 CloudTrail A ELE 4L RESHE LTI
b, BERENESEMHR 0 R , BELEERAITESMESHNTE 90 RIFBEHK.
EHELEREER/IRFELINEMERREHAENFTHERT RN, EHEHERFRES
BRIV SETSRESHELRIK.

LT B ER A LA £ CloudTrail T2 A ERRKITWEEREM AWS CLI, WRAMAM T HEAER,
MFEFEMA LookupEvents API #EX CloudTrail S#4-&FANIEEEERR , 28 AWS CloudTrail APl 2
# | ookupEventsH#Y,

FE

« EHEPIERRS

- FRERARBRIINEREYH
- BMIRFBIEWEEEH AWS CLI
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S S FC ok Ay PR

THIRFEARE B,

e CloudTrail £ & LW (B4 ERELHK EERSERERENS, CTP2ETERNEHD Insights =B
.

- EHRPREBERNBE 0 XNEH, EEELNPIFEREEN AWSIRE | BBUESHERE

« E&{E CloudTrail T2 A/ [EHERELHE] EH FNHEHE KRS IUUEE-ERP TH 200,000
BE4. mREZES 200,000 ESEH4RS , E CloudTrail #EAFRM THAMERNEE,

- SHBRLRESTRABEERSARR, FECKEAEBNENS  ABVEABSHENTHESE
o

- EHBLRSERERNEMEAWS IkRF , EREEFESEH AWS BE , WERZEAZEBE. &
REeE A — {E Bt B B AR 40 A — 18 05 ) SEE Bo@ ik 1 o

&R LAY CloudTrail Lake EHEREE , UEZEBMNEITER AWS EiF, EHAILE AWS
Organizations ## AWS tkF B Z{EE#H. 7 CloudTrail Lake 7 , BAINEHZESHEE
SIEEEES, EREMH. REEH. AWS Config 5REEH. Audit Manager FE#BEFMIEAWS =
#, CloudTrail EEE#FE F E8EiELookupEventsTHNEEEMNEEHIALL | Lake EHIREMT
ERABETVEEENEHRE. WEFHEF , F2E T BT, AWS CloudTrail i# & FHAE
BB A CloudTral SHEVEHERTHRE,

« BEEREMHERRHEP IR AWS KMS SIS L AL F HEBR Amazon RDS Data APl 44 ;
ERZERIEHERFRENRENBRRSHEL I,

ERAEFEARARINEESH

SETLAER CloudTrail 24 Y [B4E L] HERMRE AWS B, & th o] BURIRIZ E 1Y B8R iR
HMESEHE  THEFREFNERIEF -2 EFANER, LUNEEREESEAERNLETRS
DEHUREFZETETRBES B SHELCHENRRAER. SETUKEARBERENER
BRAREHNGESH. EUNESHBLEKPRERSAESHLLBEFHEE side-by-side,

Event history (BB £ 5Ci#k) TERTERNSEN. FERAEREN  FRAUSHEREFRESER.

90 X% , EH-TEHBEHERT Event history (BHE L 52#%) P, BEEFEMER Event history (BHE
SEECER) PIVEH,

B S R ER Y PR W< 1.0 104
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BRI VB BRSNS | H— S BB ER CloudTrail IS EHNEMAER., NEFHAEH , 5
28 AWS B R#ERE CloudTrail,

® Note
MFBE 0 RNFETBHNSM4RESE , FELSHERTFHRERER,

EERGSHELRH
1. & A AWS Management Console BRI CloudTrail £ & |, #1t A https:/

console.aws.amazon.com/cloudtrail/,

2. HEEEEIKD | EIZ Event history (BHEBHICHK), BuLBICHENEHEE  IBAETR
ENEH, SHNTEREHEFEAME | HiRA false, BAILLURIZBREIAAIN X KBERZENRE
B4

3. FBULERE-—BMYLINENH  BuURTHXSEEDZREZEY. EEHEEY  BFRTHNXE
BEhREZEEY K AZWABMNTEE, il ZERBFEIERABRASH , FiRE [BE458]
BR®EES | AREIEEConsoleLogine HE , EERBRIEHN S3 BEEEH |, BRESHIRE RS
MR%&IEES3. amazonaws . com,

4., BERRBEEEEN K BEEEHEB. CEHFMERERL , S THREHNERFERE
A, BEEEMSEERUARBIREHTH.

5. ZEEUREHN K FEBRESEHRIRHENREEEINEISGHR K ENAESEH. &9
LUVE TH®, EHFMAETARE side-by-side FRIEFTZEHHFEAE T

6. FBULUSEHRELIEETHA CSY H JSON BANER, THEEHERIRCEVAEEEL BN
Ao

AAE

EEEH

- BEJTET

- EF& CloudTrail E#

- BIRSHNFEER

- THESH

- £ AWS ConfigitRFF2Z N E R
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ERAEER

EEREH

BULLERERGNEE , AEHELTHETEERFER. REAUEEHELLETEET —EM

-5,

BE < TRASHERRHEN E—F

EE > TRfREABREREN T — R

EHEERN

ZAI R T HIRIFRREHIRE , £ CloudTrail T & F BT SHEBRELENBE,

- HEA)D - RELRESEAEELET 10 @, 25 @ER 50 BE#4#.
o BT - XFH]RT , WMELEEEESHNEBILF,
o FREUER - RBPHEBMIINESRZED,
- EHEEER-IBEUUTC BB EEREHRRE.
- EHARE - ENZERETHME. EREETR TR
- BHER
« Event time (E4ER)
- EREER
- BEHRIR
+ Resource Type (BREH)
- EREH

® Note
REEREWMALIER , R Event history (BEHE S iR 8&k) FEMBREH.

E=E-J=HEW

1. @& A AWS Management Console YzBRX CloudTrail £ & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

2. TEEEBEIKD , iBIZ Event history (BHE L ).
. EEERETR.
4. HEEAAM  EEEEEREELETRHNEASHE,

BEEHE
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5. EERT , UEEFESAEASHNEIHXF.

BEREGIR , £REBPHEBMIINERRZHERE,

HRBHHEET  BEUUTC R EHKERARSHEE, BARERER UTC,

£ Select visible columns (IZEXA] BHfL) F , BREAEERNORL. BERASTEBETHEAL,
TEREER , EERR.

© © N o

BFiE CloudTrail B4

Event history (S4B £ 5% WEHRRETEABMERGY: , FRETEHEEENHESH. It
BRI BT A Read only (HEFE) , BEREA false, FILUAMIBRLLERZIRG , BERENSHNBEA
B, BEERE Read GER) B , ATLUHEEHERMA UK true B ITUKEMBUHEREH, B
A LAk B S 5 B &

@ Note
BARER — BB R4 — RS BEE SRR CREIEAZEBEERRMS.

AWS FENE R

RRBEERN AWS FHER ID. WRFEATRHULZEBTAERELHBR , AILATRFHEEAE
B EIER D,

=4 ID

S CloudTrail B, SESHEHERME—M ID,
EHER

EHMNER, Flm , BELUREE IAM B4 (B30 CreatePolicy) 5 Amazon EC2 4 (4110
RunInstances) #{TEHE,

E P

EHERM AWS RIS , flfiam. amazonaws.comsgs3.amazonaws.com, 1EiRiZE Event
source (BHRIR) BhZ Rz , BB SHRRFTE.

MERR

SHNENEE, SHT7EARENEHREASH. NRRER false, BREHBERTIEZS
na$ﬁ=o %E SERLBMERRMS | LEFRKRRES false.
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EREH

EHMBECERNBRBE ID, Hlin , ¥ Auto Scaling # , ERBEEOIaER auto-scaling-test-
group. , B EC2 #1T{E# K ERAWAIEER "i-12345678910, -

EREH

EHMBECERWER, flm , ERBETLLE Instance (AR EC2) & DBInstance (AR
RDS), &8 AWS [REHNERBEREBEFRTE,

By ) $E

CREGESHNREEE, SUNEEAYHENEHEE, S RBX 90 RNEH,
EREER

EHBENS D, BHIRR  eUURERE, AEERE , IRBAEG.
MRELFIEENBUHGE T RELENEN  IEREESREN,. RYKEHEE N , BREE
A— A& R, IREEETRANBHERFMS , AISRELEENRBEE,

T 5125 BRER BA A4k B A 1T EROE
KRB ERE

1. BEKRBMEERZR , 5% Lookup attributes (BEREY) TR EEZRERY K RABREXFHHR
R AR EBENE,

2. HEBRBUERFGS  FHEEBMERREIRARAN X

T 51 25 BRER BA 40 A 45k Bl 4R B2 A 3R B B K% B R 1T B
KB R B AL R B A R R B 1T BRI

1. BEMNEEEFCEHNKEEE  FEEREHHEINTINSHEE, SILLEEMYSEESE
HWeE,

EEFHBHELUENFERE  ERFBTEHE, BARER 0 DE, 1 PE, 12D K1 K, &
EIEEHFFEEE |, 55EF Custom (BF]).

BEEHHEUEERENRBNGERER, QETNEZEE®KES UTC,
2. HEBRBEEEEFSG  FREGEEESHERRILER.
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BREEHNFREA

1. ERRBETEESH  UBETHEFHEEA.

2. BHHZ2RBHNEREHERIE Resources referenced (FT2EMER) SHFMEAEMLENER
o

3. REBENBERTRERER, FERTHBRERCETRENER,
4. EBEFMEFEE LM Event record (BHFCHR) LAEE JSON E45cH , LBASHME.

5. EFHHEEERKEPH Event history (BEHEL ) , UERASHFHEEREEILIRE Event
history (B4 £ 52 8%).

THEH

A B ek 2 BB L LI CSV 5 JSON BRBX TR, BAUE—EXHPTEHSE
200,000 IS4, REZEE] 200,000 EEHRS] , £ CloudTrail #Z ARHRH T HEBERARIER,
EREEFRGNGEEE , B THIERKN,

® Note

CloudTrail B EELHERE IS AHMBERNEAERENER (FINERERE) NERESR,
BLERERAREBRES HELR (CSV injection) WEXPRAESHEMBZEADS. i, B
CloudTrail SHEHA CSV XBAREREAR , ZEX RS ESLLLHEE, CEXE
BERALRE  UREBRENEZE, F—RFAEEESTHEFELRHRESR,

1. EEHEBELEHETHECEETHENSHFEHFRRENSEER, flm , S llEEEHEB
StartInstances , ¥ ETHNRFEHEELAZRE =X,

2. i##Z Download events (TEEH) , A& IEE Download as CSV (T & A CSV) =& Download as
JSON (T &4 JSON), TEHEZEIZIFE.

(@ Note

ENTRTERE-LHMTEER. NRERENER  BECHATRREZH
AERENFRFRAREENHEREG S ROE. STLIE TR, DRERET
f, AHEN LTRSS BISHRRNES TR, AETRXENSHEERS B
EX BB T,
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3. THREM® K FHEER 6 UIRGREEENSH.

4. FEBUETH , FF#E Cancel (BUH) , A#%##F Cancel download (BUE T#H). MMREEEEH
BMETEH , FFELN TREHNEUE,

£ AWS ConfigleiRFT2Z N E R
AWS Config ;s A REFFMEF. BEHRM AWS ERNEE,

EERBRE
BO
E1ZF [AWS Config ERFEIR] MPH , LR AWS Config EE AP ER.

m

S

RRRE, AWS Config KBS ARG HEREE, BEBRUBE AWS Config £ & LR BRI
MRS ERER, MEFHMENR , BFSBAWS Config BIE ASEEHMAWS Config FRERA
HEITERE,

#R Link not available (EFEEFEH) HBEAEMMUY , IR TIHP—EREMELIRIRER
- AWS Config A X EERER, MEFMHEA , F2EFH AWS Config BEAESER PHZENE
R, #AREIE B MER.

* AWS Config &IT# 0T HERBEAYE , BREARLE CloudTrail £ 512 #. ERILE AWS
Config ZH AP ERERAETERNERE R,

- RERAZS—EHE AWS 1kRF,

- ERAS —EEREER AWS R , Sl E IAM BEK,
- EREEVYEBRIEMER,

- RIEBVHEMER,

EEREMFHEE AWS Config ERAPRAERVMBER , B2 B RXERR CloudTrail FiEH
AWS Config E AR

WMEFHHE AWS Config , 582 BAWS Config BE A E15F,
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https://docs.aws.amazon.com/config/latest/developerguide/gs-console.html
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/
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BRIV EEEH AWS CLI

&AL AWS [E15 i Flaws cloudtrail lookup-eventstn 527 B 87 90 X#Y CloudTrail BEE =4,
#&Zaws cloudtrail lookup-eventsin SRR EH AN AWS B #15,

ERAXEEESHNTIIEMS

- AWS FE &R
- E#ID

- BHEB

- BHRIR

- BEREB

- ERER

- EREER

FEBHEAER,

lookup-events W HBE THIEE :

« --max-items <integer> - BEMTREHFEENAEEY, MRTANEEEBEBREEN
B, BEmTHEEHPIRM NextToken, ZEEE P H , FEREWDSH starting-token 5| ZH iz
£ NextToken fB. 7 AWS CLIAAEIE#EFEH NextToken EIETE,

« --start-time <timestamp>-EERSEEEFMEERERZRBENEY. MRIEENEHRLE
RERREENERERE , AIgERER.

« --lookup-attributes <integer>-BEEHEBMHFE., B , XEERTEZE—EEB.

« --generate-cli-skeleton <string>-#§ JSON BN ZFEH L , MAEIX API FEXR,
MERBEHEERERA , QIFIENATAE --cli-input-json SIBHEFE@ A JSON, B , &
& yaml-input , EASFIETER - -cli-input-yaml EEFEHANEG @A YAML, MREHER
H, eEBRETTRA , YARGSEREHIRE JSON, £RH JSON BRERAZEFRBE ,
AWS CLI 3t EE £ KK JSON BRF R ERRREURE.

e --cli-input-json <string> - ft1=2#H# JSON FHEES|E, JSON FHEE --generate-
cli-skeleton ZEMEHNER. BRI LRMETHAMSIE , SLEKEE JSON RHENE.
EE-EMNEFEBER JSON RENESE  RAFRMKBRFTRERRE., EREIFITHE --
cli-input-yaml 28 —RiEE.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudtrail/lookup-events.html

AWS CloudTrail EREER

EEMSERMERE AWS ST HEMN—RENR |, 5520 (FEAWS Command Line Interface F1g
) .

o

LERSE
REHBIIRS
EHSM
EEEMENEHEE
R EEEE NS
RBEEHEL

- BHEHEE)
BET—EN#ER

f R 5REIS JSON BA
B

BRI

EEHIT AWS CLI 75 |, BUERHE AWS CLI. tNEHMEER |, ESBEBER AWS CLI.
HRIEH AWS CLI R KA 1.6.6, EEEFE CLI A& |, BEDSH LEHIT aws --version,

B ERE AWS CLI TEMEERAVIRF AWS B, MER@HEN , FBFEMAaws configureli ©. HE
NEEZLEA , F2HE (BB AWS ETTNE)

® Note
JELERy CloudTrail AWS CLI S ERESD K/NEM,

1S5 = 53R A

EEEF lookup-events W HHIERA , FAATIGS :

aws cloudtrail lookup-events help
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
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ElEHF

/A Important
EHFRNERLRAFY. SRS, SEARIME, FBHL LR , AIRNERERKER.

EEZEETESRFNENS  FAATIST

aws cloudtrail lookup-events --max-items 10

FIBENEAEUTIERES , HEHHATREETHRNL

"NextToken": "kbOt5L1Ze+
+mErCebpy2TgaMgmDVvF1kYGFcH64JSjIbZFjsuvrSqg66b5YGssKutDYIyII41rP4IDbeQdiObkp9YAlju3oXd12juy3CIz
"Events": [
{
"EventId": "Qebbaee4-6e67-431d-8225-ba@d81df5972",
"Username": "root",
"EventTime": 1424476529.0,
"CloudTrailEvent": "{
\"eventVersion\":\"1.02\",
\"userIdentity\":{
\"type\":\"Root\",
\"principalId\":\"111122223333\",
\"arn\":\"arn:aws:iam::111122223333:root\",
\"accountId\":\"111122223333\"},
\"eventTime\":\"2015-02-20T23:55:29Z\",
\"eventSource\":\"signin.amazonaws.com\",
\"eventName\":\"ConsoleLogin\",
\"awsRegion\":\"us-east-2\",
\"sourceIPAddress\":\"203.0.113.4\",
\"userAgent\":\"Mozilla/5.0\",
\"requestParameters\":null,
\"responseElements\":{\"ConsoleLogin\":\"Success\"},
\"additionalEventData\":{
\"MobileVersion\":\"No\",
\"LoginTo\":\"https://console.aws.amazon.com/console/home",
\"MFAUsed\" :\"No\"},
\"eventID\":\"0Qebbaees4-6e67-431d-8225-ba®d81df5972\",
\"eventType\":\"AwsApiCall\",
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\"recipientAccountId\":\"111122223333\"}",
"EventName": "Consolelogin",
"Resources": []

}

MERMBHEHHEEBAVNRE  F2RANHREN "EH@EHE T, —8. WE CloudTrail 4
P HIERER | 552 BCloudTrail ;L8R R,

EEEERNEFHE
EEEEEUONESBE  BRATIGS

aws cloudtrail lookup-events --max-items <integer>

THEEA 17 50, AT RAIREE BB

aws cloudtrail lookup-events --max-items 1

EBHEEERASEH
B 00 RWEHTAREH, BENEHHEE , FRATIGS

aws cloudtrail lookup-events --start-time <timestamp> --end-time <timestamp>

--start-time <timestamp> 1EE (UTC) RAEEREFEERBEHIZRBENEHN., WRIEEMNE
HRIFBERAEENGE RER , AIgBRER,

--end-time <timestamp>31EE (UTC) REEEEMEERBI A ZENSH, MREENER
RFEERIEENERKRER , AIgBRER,

FRRMIBRBEFERREE 00 RATFEAENNSRE A, ANERKEREREKIBASEMELEZ
SHHIRE.

FRERMBISE N UTC ER.
HKEBUEERASN

EEMBMETERE  FRATISRS
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ERAEER

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=<attribute>,AttributeValue=<string>

.

DRNE

* AccessKeyId
* EventId
 EventName
 EventSource
* ReadOnly

* ResourceName
* ResourceType

* Username

MR AKREAttributeValue 2000 BF . ATZRF(_',", ", ,\\n') EEMEFH
2000 &= RF R

Bt & R &I
T5EHlan S EER AccessKeyId fEA AKIAIOSFODNN7EXAMPLE HE#,

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=AccessKeyId,AttributeValue=AKIAIOSFODNN7EXAMPLE

THEH S EEEIEENEH CloudTrailEventId,

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=EventId,AttributeValue=b5cc8c40-12ba-4d08-a8d9-2bceb9a3e002

T3 &EF e EERE EventName %4 RunInstances BEH4,

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=EventName, AttributeValue=RunInstances

THEHFSEEE EventSource B4 iam.amazonaws.com BB 4,

REERE1E lookup-events SR HHEE —EBER/EYH. UTR AttributeKey WERIE. EHEBE

, EE

TEEEREN

WA 1.0 115
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aws cloudtrail lookup-events --lookup-attributes
AttributeKey=EventSource,AttributeValue=iam.amazonaws.com

T EflmT-EEREASZNH. TEEBEASH , Sl GetBucketLocationiR

DescribeStream,

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=ReadOnly, AttributeValue=false

T3 &EHlap S EER ResourceName A CloudTrail_CloudWatchlLogs_Role HIZE#,

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=ResourceName, AttributeValue=CloudTrail_CloudWatchlLogs_Role

THgEHleHEEE ResourceType A AWS: :S3: :Bucket HEH,

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=ResourceType,AttributeValue=AWS: :S3: :Bucket

THI& S &EE Username B4 root WEH,

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=Username, AttributeValue=root

=
BEET—HENER
EE® lookup-events HTHBT—ENER , BRAATISGS :

aws cloudtrail lookup-events <same parameters as previous command> --next-token=<token>

Heh <token> WERB ScHItn o H A E — B8
EXREDTHRMER --next-token B , X EAFHELXNTSHRNSE, HlW , BREREST TG
% .

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=Username, AttributeValue=root

HENST—HNER T —EGSEUTAR
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aws cloudtrail lookup-events --lookup-attributes
AttributeKey=Username, AttributeValue=root --next-token=kbOt5L1Ze+
+mExrCebpy2TgaMgmDvF1kYGFcH641SjIbZFjsuvrSqg66b5YGssKutDYIyIT41rP4IDbeQdiObkp9YAlju3oXd1l2juy3CIZ

€42 32 ENS JSON #a A

¥ AWS CLI AE L AWS IRIEEMEZS S , --generate-cli-skeleton¥ H--cli-input-
json , WA ATRAER JSON R , BALUSHZERL S EAE--cli-input-jsonBSEH
A, AERAMAEEFEAELSEE aws cloudtrail lookup-events, MFEFHMENR , B
ZRBAWS CLI BEM|AER,

ERE R ES JSON g A REH CloudTrail B4

1. #% lookup-events I EFHEBOMEHER , LEUHE --generate-cli-skeleton BEFEAM
WA , T HEHIFT R,

aws cloudtrail lookup-events --generate-cli-skeleton > LookupEvents.txt

4 RV EARS M ( FEABIF & LookupEvents .txt ) M1 TFFF7R :

"LookupAttributes": [
{
"AttributeKey": "",
"AttributeValue": ""
}
1,
"StartTime": null,
"EndTime": null,
"MaxResults": 0,
"NextToken": ""

}

2. BEECANFRERREH JSON, JSON MAREBDEFIEENE,

/A Important
MARREABERAEZAESE null H , FTRREAT.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-skeleton.html
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THgEflEERBHEEARZEERNERHE LR,

{
"StartTime": "2023-11-01",
"EndTime": "2023-12-12",
"MaxResults": 10

}

3. EEMAREBENERMATMA K BEMAEE --cli-input-json file://<filename> , 1
THEHIFTR -

aws cloudtrail lookup-events --cli-input-json file://LookupEvents.txt

(® Note
B LAEE --cli-input-json AN H S LERAEASIE,

B 5y A A
B

BRBFriEEEHBHENSEEENEHNSHFE, SHFERKEEIF K MASEIHEHNE
., BEREHTSEHERNAMES , Y IEMEUZ CloudTrail EHHFHERRE.

THEERASEEHEF PR
CloudTrailEvent

TEUYHERFIEREHMN JSON TR, NMEMEBEREZTENEN , B2REEHEAXAR,
Eventld

F& , 2EMEEEHH GUID,

EventName

F&H  2EMBEEHNERE,

EventSource

RHERK AWS IRFE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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EventTime

S48 B MR (UNIX BFREE),
&R
FBEESHmBENERZFE, BEAERAEHEEEEREENERERE.

ResourceName

FE, OSEHB2EERNERE.

ResourceType

FH, GEEHMB2EERNER, BXHEEREEE S48 null,
ERERR

T, OEMERSHZRFNERAESE,
NextToken

F&HE  JREFN lookup-events T PEIE T —ENER, ZEFEAFH , SBMLEARRRTD
RIS EHEE, MR NextToken BEARHREBWEH |, ARG TEENEMER,
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T4, BT, AWS CloudTrail i

AWS CloudTrail Lake A& HEEHHIT SQL B#EH, CloudTrail HiSERITH JSON BRAWEH
EHEIA Apache ORC 1, ORC R—EBEMARBFERN , sHEREMIMERET T HEL. R
SREHREIEHERTRESD  SHERTHRERSHNTIEES  HEKBRALEBERERS
HENGRERNNFEE, MIRECEE-FUERREEEEE , MUKS4HERREEEHERERESF
K% 3653 K (W 10%F); mMREBEELFREEEEE , IRZSARE 25T KM 7 ). BEAE
EHENERENZERNESRMHPLESH4HETE , METHEEH. CloudTrail Lake & — B ##
RER , TEREN SRR | Wik RHEITIE T BN RFAY 57 BEHERR

CloudTrail J)REHEREME

BUSHERTHER  ZUlREEOSES4ERTRENPNSHEE, SUUBYEHERE
HE , BA8&CloudTrail E4. CloudTrail R##E#. AWS Config fA8EIEH . AWS Audit Manager &
BERENTHEHR AWS, BESHERNRERETESRENSHER (Bl , AWS Config #HREIR
B), RAEHEEEREEHERIRREM -0, B SEBNELHRFETF AWS Organizations £
ABEMHERTFHES  SERELZEERHMKRFHNEYS,, BHEATUFERAZERN SQL JOIN BEBEF ,
EZESHERTFRESHIT SQL . NFEZEESHEREFRERTEHINFEEN , F2H &
EHZEERREHZE,

BRI ERSHERIFHIRENEHEREFRE , IEYLEZERNEH point-in-time R
B, MEFMER  F2HE BEHRSHERIEHEREFRE,

A B A S ERIEME | I AWS Glue Data Catalog & B SRS 425 7.1 15 48 BRES 9 oh 4
&H | LA Amazon Athena HEHE BT SQL B, BIEFE AWS Glue EH B 8 F 18 il
GHE Athena BHEIZBROASE. BRARELSSHHEN, NEHAET  BSP HAS
HERERE.

RHER , BHERFEREFRNFIESHYHEME CloudTrail, :REESHERFRER , B LURERS
M HE M AWS Key Management Service &8, £REBECH KMS £REELEMENBEZN AWS
KMS A&, BEHERFHRERE KMS £MEVERENE K MELIBRIEBE KVMS 28,

BULERUEBEAERNERE , REFHHEAEREHEBENER. NFEFHER , F2ELER
ey g5 - ERUERAEREVRMBREAERFRENFEHER,

"‘_IJ;UEFH CloudTrail Lake EFRIRREBILEHEREFEHREFRHER, SEAERIRETEZE/NT
, BENTERKR—E SQL £, NEE Lake BRRWFMEN , 28 848 CloudTrail A
1%?.%1‘510
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https://orc.apache.org/
https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder.html#understanding-evidence-finder
https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder.html#understanding-evidence-finder
https://docs.aws.amazon.com/glue/latest/dg/components-overview.html#data-catalog-intro

AWS CloudTrail EREER

CloudTrail Lake B4 EREFHESEECER, BEYEHEREHRER , SULLREZERAREHER
ERENEERE, LHEERBKRAEMBMN@EBEESHNRE , UREHERFTHENERNZER
BH, FEHFR CloudTrail EEMEE Lake MAMWFFMEN , FSEAWS CloudTrail EEMEE
CloudTrail j§H R 8.

CloudTrail Lake 2 # Amazon CloudWatch 512 , R EEHEINERMBEMLTENERA. WEEEH
¥ & CloudWatch E2EMFFHEN , FSRBZEH CloudWatch 151,

® Note
CloudTrail BES7E APl FEI}EF9N 5 D ERNEESH., HEEEERE.

CloudTrail A& 4

B LAEA CloudTrail Lake & Ih8E , EARNIREAHN AWSHEMARFEHFMNBFBFEERAETBE
B, flnAITHEREIRFIEEN SaaS EARER. EEMIIHNAE. £ CloudTrail Lake FEIEH
EREFEREYEYANRKEIHEHNEEE , B AW PutAuditEvents API REEEVE AREE
&) CloudTrailo $A% , B LA{EMA CloudTrail Lake €&, &SN EABERGCENESR,

BEAUBERE T4EE CloudTrailfEB AN EHLHRIECNEHERERE, EEEBREESY,
BB BN EHERFERE, BEMEREK, BIBEG2% , B8 EE ARN RIEHEEHEDS
#, BEEMEEE  BENMRAR. EBEEES , SESHEHWN PutAuditEvents API, #
EHEEER AWS IRFNEHENENRE, BBMRFRES K EARXSELN AWS IREHH
17, MEARRXEMI PutAuditEvents APl |, iSEHERXZH AWS IRENEHERERE.

NEERRESNFRET  F2RMINNEHRREREIES AWS,

CloudTrail J#)8Z&3

CloudTrail EEE4FF £ Fe 8% i LookupEventsiTHHEEEMNEEHEL |, Lake ERREM TERA
BEETHEZNS4RE. SHELCHERERNERB AWS IRF , EREE@SH AWS B , I
BEiEHZEEME, R , CloudTrailLake £/ & B S ESHRMUBTEMN SQL £,
CloudTrail X FAMEE RN EEHMFESELECTEEIMINEE, MEXZEZ SQL HEMNEE FHFHEE
# , FFSE Presto XY FHEENEE T,

O] LA 1F CloudTrail Lake LA future 1 , YRRHZEZ L RN EHER, STEHE |, BBl
KEHERFEFE Amazon S3 fE1FErE,
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https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/query-event-data-store-integration.html
https://prestodb.io/docs/current/functions.html

AWS CloudTrail

ERAEER

¥ CloudTrail A RHHZEHEN , UG EHBRESHCNEN, MEHMEER 6 B2
CloudTrail A R EHIEH.

CloudTrail #HREHSELEER, £ Lake RHTEHE , BEEERBRENERENE, NEEH
CloudTrail EEFEE Lake RAMWGFMHEEA , FZSEAWS CloudTrail EEFMEIE CloudTrail #HK

.

Ht &R
UTERT UM EE T T SR CloudTrail M8 MR MAEAE,

« £ CloudTrail Lake #$#E#ac sk EE R (YouTube E5)

. FEE8RR B AWS CloudTrail B IFAWS FRHEEEH ( YouTube 15748 )

« £ AWS CloudTrail ;§8%1 Amazon Athena % #75& 8 B 58 (YouTube &)

- BEEINEF BOWEE HFE (AWS %K)

« £/ AWS CloudTrail Lake #BIEMR TLS EHEZE AWS R IHE (AWS ZBERE)
 JbERIRARIA AWS CloudTrail BB Z £ MM EIE (AWS ZPEE)

+ CloudTrail % R R

+ AWS CloudTrail APl &#&

« AWS CloudTrail &%l API Z2E &%

» AWS CloudTrail &1EB# LRI’

CloudTrail J#A X H i [E

BHi , LTFX#2 CloudTrail 58 AWS [E1F :

EiEE 8 [ 15

EEFREP (HS FEEILER) us-east-1
EERI (FH%MH) us-east-2
EEFEER (HMLER) us-west-1
EEFEI (HEEIM) us-west-2

Hitp &R
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https://aws.amazon.com/cloudtrail/pricing/
https://www.youtube.com/watch?v=aLkecCsHhxw
https://www.youtube.com/watch?v=gF0FLdegQKM
https://www.youtube.com/watch?v=cOeZaJt_k-w
https://aws.amazon.com/blogs/mt/get-visibility-into-the-activity-logs-for-your-workforce-and-customer-identities/
https://aws.amazon.com/blogs/mt/using-aws-cloudtrail-lake-to-identify-older-tls-connections-to-aws-service-endpoints/
https://aws.amazon.com/blogs/mt/how-arctic-wolf-uses-aws-cloudtrail-lake-to-simplify-security-and-operations/
https://aws.amazon.com/cloudtrail/faqs/#CloudTrail_Lake
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtraildata/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/partner-onboarding/cloudtrail-lake-partner-onboarding.html

AWS CloudTrail EREER

EiHE 8 [ 15

IEN (FAER) af-south-1
DAXEE (FE) ap-east-1
DAREE (BENE) ap-south-2
DAEE (KE) ap-southeast-3
TAREHE (ZE) ap-south-1

I AREE (KBR) ap-northeast-3
T ARESE (BH) ap-northeast-2
SEAEE (R N) ap-southeast-1
TAREHE (BR) ap-southeast-2
DAREE (RR) ap-northeast-1
IEXR (P EF) ca-central-1
BN CEERE) eu-central-1
BN () eu-west-1

M (fm3) eu-west-2
BN (CKER) eu-south-1
BN (E2R) eu-west-3
BN (FHEST) eu-south-2
BUM (EfESTHE) eu-north-1
B (BRERH) eu-central-2
DA=YINCEEVE:FS) il-central-1
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EiHE 8 [ 15

R (B me-south-1
FR (FAABEE KE) me-central-1
EEMN (EBRE) sa-east-1
AWS GovCloud (X E R %) us-gov-east-1
AWS GovCloud (375 %f) us-gov-west-1

3% CloudTrail FR#im BEHIMEBIE A , FFSBAWS CloudTrail i 5 B 8

MEHFEFEA CloudTrail BEF#E A AWS GovCloud (US) Regions , 582 B fEAWS GovCloud (US)
RiEE IR E iR S

CloudTrail BB = FN173E

A EIERBA ATt Bh 48 5 ) AWS CloudTrail Lake B REEBL = FMIEE,

AR 0 il =

- EHERERE
- BS

© BER

SHEREFERE

RAEREHREINEMHENFRET , SHERFRERSHNTIRES  HRBALERBERE
PS5 MR B EY BRI BN A R £ o

BRI LB EHERFEHREREE&CloudTrail BEEEM4MEREMH. CloudTrail Insights E4., AWS
Audit Manager &%, AWS Config #5818 B SN B4 AWS,
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https://docs.aws.amazon.com/general/latest/gr/ct.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/using-govcloud-endpoints.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder.html#understanding-evidence-finder
https://docs.aws.amazon.com/audit-manager/latest/userguide/evidence-finder.html#understanding-evidence-finder
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RS AFRENER

EREMENRITREECGSEEHERFREFNESH, ELEHMENFINERZHEMSE
ENEM , feminB SRS RA,

B ERAER SRR  SHEESHNENSHREESE. flin, IREEEVSHER
EHERKEEESEH , BT LIEFRE AWS Key Management Service (AWS KMS) 8 Amazon
Relational Database Service (Amazon RDS) &} APl £, BEER TEncrypt , AWS KMS
E{fEfDecrypt, FGenerateDataKeyE4i#EiB 99% HEH,

¥ AWS Config #88IH B . Audit Manager BRIAANEH AWS |, ERESHZEREARES
HEREREPTEREENEH.
Bia

Bi & AT ATE AWS Glue Data Catalog FEFHREHERFREHEBHHAPEER , XFEA
Amazon Athena HIEHER#IT SQL £, REFE AWS Glue ER B FHHPHWREPEE R TTZ
Athena EH S| ZBEMMS K, FRMNEEEESHNWER,

IR Lake ZEHEER , KRS CloudTrall B HEEIR , EHEAWS Lake Formation H 5
EBEER, A Lake BiS % , BOLEEE Athena P EHENEHEE , EERTEAE ML
B, MEHMEN  F2EA BAESHEREHE,

EEEREE

BUYEHERTFHER  fULLEEERARE4EREHRENEERE, EEREBEAREMEM
RESHORE , UREHEREFRENARISGRAEH. WEEENFHENR , B28 AWS
CloudTrail EEMEE CloudTrail 38 KA.

REHE

EHEREHRENREHRAETEHEHEEHEREHNEFREWEBRE., CloudTrail Lake
EREEHESHEEEeventTimeWRBHBEA , LUAEREERBEH., Hln , MEEIEE 90
RKEREBH , B CloudTrail =418 90 REEBBREMH, eventTime

AR IR E M
EHENFHENERRENEESHAERREESHERERETHNERXE. EEHFENTHE

WHERREHA , FFECESEHENEER , BEENTE, EERRBHZR , METENEE
A pay-as-you-goo

Rk REH
EHENFHENSRAREMARETUSENREESHENTREPHRE LR,
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https://docs.aws.amazon.com/glue/latest/dg/components-overview.html#data-catalog-intro
https://docs.aws.amazon.com/lake-formation/latest/dg/how-it-works.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
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K IERE

KRR , BHENTFHESMAKLRE  UBLEEARBREAENTHE. HFEMERBAK L
RENSHEREFRE  FRIEEHERNFRENFRETAER , EBFEHERTBRESFRILR
., R, EULRERBREHERNFRE. NFEFMET  F2HE EREEEEERIERE,

)
&R LAEA CloudTrail Lake &R & MEAF THRRNERAEZTHESR !

- SNE AWS

« BREREPEMARER , flNEASHERE R, ERREIERTEENABREBEARH (Saas)
FERERN

EEEEEREEEN  YEEEHERHTHERBZERENH. REBE2E , BEY
PutAuditEventsAPI e LAREENFE A2 JE B) CloudTrail, A% , LA LA A CloudTrail Lake # &,
EHRMOoMEARRNRCENER, MEFMENR K B2l EVESEHRFEUNNES AWS,

BomHE

ELEMERE  EENERATR, BEBERES , SFEBMAAINY PutAuditEvents API #
1, BEHEEER AWS IRFNEHENTHE. EBFRATRES  BAERXSELHNTH
17, AWS IRF MEARXEH M PutAuditEvents API #E% | B4 EXZLNBHEREFN
[E AWS RS,

SR8

RE AWS THEUARREEEEH CloudTrail , FBFEHAEEK TR REHSENNE
BEBAR LB HRIREIA CloudTrail Lake, BIBER , B LLEE—HSEE
HERTFHRE , MRELEBERFIENEY. REBNBEHERFRERERTH
eventCategory="ActivityAuditLog" B4 , ERAUREELEEEN B Wi B4 ERIFHK
2, ERAREBNBEERHFNESHELBER , EFAEE Amazon Resource Name (ARN) 12
MG S ERFSRRERER,

ERBEBE
BEREBRREEIERA JSON R . EREZEENERERRAREEBEECHSE

H, IRBEREERBGR , IREEREHEETLUERE LWL PutAuditEvents API &1k,
WMEFHMEDR , 3528 AWS CloudTrail EREBEEH,
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o)

CloudTrail HRFHNEHARZEM SQL imBH. BRI LIREERKL SQL #REH , AFMCSREFEEH
ERIWETHRE , 7 CloudTrail Lake Editor Z5|1RB LBV EH., EFRERSEERESNELE
#, BALNKESFEANENR. NEFMAEF A F2H ELREEH.

CloudTrail # % #PiE 5 MHPrestoSELECTEEARMAL., MEXEY SOL HUMEE FHHEET |
S8 Presto B LMEHAEE T,

‘R

BB CloudTrail Lake &R , B URBILEHEREREFRNEYH , YEFEHBE , FlNE
U AWS BR#&. ERENEERR. MEFHMEEN , 528 B4R CloudTrail J#HBEFRR.

BmRREE

EHERFRETANERREEDANRKSHENTRENERSHRINGEHER, flm, o
REXRREEE AR CloudTrail EESEHNEF , IR EERMENNEHERFRERSE
CloudTrail EEE4E , B EBHERR.

UTRATANERRER

- BEERR — BRTENERAE AWS B , UKk AWS R REA4FE. LKETUREEH
read Mwrite EEEMHEE. EFADEHANERERNET. LEXRREARBEEESEH
HNEHEREFRE.

- EEEHERR - KEAERETEIRABRAENH. FREESH, WREDENERER. K8
AR AR TLS RAUREAERBHY TLS WM EF., ERIREARKREEERSHNE
HEREFRE,

« S3 EREMHERNR - BN Amazon S3IRFIEE), REFIMH S3 W, BRI SIEAE , U
REEHITH S3 BifE. WERREARUE Amazon S3 EREHNEHEREFRE.

« Insights EHERIR - 4K Insights FEHEER Insights BH ARG | KK EERNFERE MR
& Insights MR F R Insights SHMEEH] , UREREXH Insights EHEHE, HERKRED
e—@/NIE, HHEZ 30 XH Insights B, TEEARKE Insights EHNEHERF
M BB o

(® Note
- ERFEHEREFEHREE XA CloudTrail Insights 2% , MR ERHEEETS , &S
A 8E%E CloudTrail B 7 XA BeEESE — 1@ Insights B, MBFHMENR , FSE 7TH
Insights EHEE.
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* Insights SHERMEBTSRHAMESHERFEREREN Insights EHFWEBEER ,
ERUARKREHERTFHENERE. 0, IRERERREHERTFTHRERA
ApiCallRateInsight #9 Insights E# , MARA ApiErrorRateInsight #
Insights B , T2 EFHEEI ApiErrorRateInsight B Insights B4 HE .

/J\I’E\

PTERERBEBRRVTHLTRHBBOMR | SIUTREIREKE. @) TEHFAR—ER
®EH, BELEE "HTEHL K, CloudTrall BHTRRELENEN , BUEASE Widget WE
#o

CloudTrail )REHEREME

RAERSEHREBIEHENFRET , EHERFRERSHNTIRES  HRBAKERBERE
B S5 MR B EY BRI BN A R 4 o

£ CloudTrail Lake PEVEHEREER , SUUEZEQSTSHERNEETNSHER, &
ALV EHERERE , LEENEH CloudTraill BB HEEEH. CloudTrail Insights E4,
AWS Config #iRETHB HEH AWS, BESHERNFHEER RIS ENSH4ER (fln, AWS
Config fAR81HH) , RASHEBHRB SHEAIRB M —1, BAEAXEN SQL JOIN i
¥, BEZESHERTRERT SQL EH, NEEZESHENEHNERTEANFHEN , F2HE
ERENSEERREAXE.

TRETNEBESHAENFHRERENZXESHER. eventCategory B RIEEEEFEEHFIZEEF
BEENE , AEREZBRENEN

EHER (XE8) eventCategory (API) iR
CloudTrail &4 Management WEHEREFERERE T LURE CloudTrail
EENMERNEN, NEFRENR , F2EE
Data CloudTrail B#E Y SHERERE,
CloudTrail JEAIZZ5E B Insight WEHERFRERE A UKL CloudTrail R #

B4, BEEW Insights B , EREE—ERR
EHERFHEREE & CloudTrail EE B4 ITRK
AR#E, MFEREELRENBEESHEREFR
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EHER (XE8) eventCategory (API) iR
ERFEHER , 2B CloudTrail Insights
EHNSHERTHRE,
#AREIEE Configura WEHERFEREZR TTLAURE AWS Config
tionItem HRBIEB ., MEFMEA , FBEEL AWS

Config #7818 B N EHEREFHE.

REEESHEH ActivityA EAHERFRERE AU EESREIFAWS
uditlLog B, MEFMER  F2ELBUANEHET
SHEREFRE AWS,

& AT LA Audit Manager 38 A2 AWS Audit Manager BIENEHERERE. WEGBE
A Audit Manager #2 CloudTrail Lake R EIRNFMEF , F2 B (EAAWS Audit Manager #ig
Y FHEEEIESREENMEE CloudTrail Lake FEHEFEA,

CloudTrail Lake B4 EREHESELER. BYEHERERER SR ZERANSE4ER
FRENEEZRE, KEEREKAEHERNREZSHNEE , UREHEREHRENTER %u%Eﬁé
BH, WFEAER CloudTrail EEMERE Lake KAMFFMEN , S BAWS CloudTrail EEME
CloudTrail 48 B AS.

LT RERAIITEY, EMNEESHEREFRE,
£

- ERFERARY, EHMNEESHEREFRE

« BY, BHNEESEHERFRE AWS CLI

- EEEHENERELE DB

- BERSHERIEHENEFRE

- BEEHERERE

- HBSEHENERE

ERERERY., ENMNEESHERTHE

SETLAER CloudTrail ¥ A2, EMMNEEEHERFRE, BOTNESHERFRE RS
MFLEAHER , URERAEZERA Lake EFHBS
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fERE CloudTrail BBV NERNEHERFHEARETIIES

- MRERBE-REUSBHEREFNRE , £/ CloudTrail £ & AIR &R A AV sEMEH,

- MREREHERFHRERERLHKERSMH , BIERA CloudTrail 124 & AR ERE T AN ERE
B, MEFMER , B0 EAXREA CoudTrilSHEVYEHERFRE &k REERSH.

- MREKBHEREFRERESTHUNNEN AWS |, £/ CloudTrail T A A RERBAIASHE
BHENEREN. NEFAEN , F2E AWS EAERAANBEHELESHERTFRE.

e

- FAXEAES CloudTralEHEIEHERERE

« EAEEAB CloudTrail Insights EHEIEHERERE
- FERAEEAET AWS Config HlREIEE NEXHEREKRE

- AWS ERAFEEANBEHEVEHERTFRE

- FAFEAENSHERNERE

- FREEAELABERSEHER

- FAXEEEERIRE

- FAFEARREHERERE

- FAFESERSHERNERE

EAEEAA CloudTrail B4 EASHERFRE

EH4NEHER CloudTrail FHIE R LA # CloudTrail EENEREN, WREGEE—FUERRE
EEEER , AMESEHAENREESEHENTHETRS 3,653 X (910 F) ; IREBREFELFREE
BEEHE , AIRZARE 2,557 X (89 7 F).

CloudTrail Lake EHERTFHESELER, BYEHERTFHER , EULLUZEEARNEH4HER
EFRENEERE, LEERBEKREMBMFEBESHENARE , UREHERATFHENEARNZESR
B, WEABE CloudTrail EEMERE Lake RAMFMEF , FZHAWS CloudTrail EEMEE
CloudTrail 40K AX.

B3 CloudTrail EEREREHNEHERRE
FRREFURIRHKEREEN, EREHREREHE CloudTrail EEMEREHNEHERER

=
oo o
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1. @& A AWS Management Console YzBRX CloudTrail 3£ & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

HEEBEERD | BIE Lake THNEHERERE,
i#12 Create event data store (B EHERFHRE),
ERESHERTHREEE LN —RFMAEAT K WASHERFTHENERE., EBANYIE,

BERCEAREHENTHENEEEE. MEARERREEDNNRETEANEE , UREH
ERFRENARNSRAEYN. WFFMER , FLE AWS CloudTrail EFM E#E CloudTrail
H AR o

o & 0N

LT ARRARZRE :

- —FUERRBEE - IR ECHEBEAFERNEHERIR 25TB , YEERIE 10 FHEMN
REBHE , MEBFEAIEE, 5 366 X (ARAREH) WRTFECSSEMEBEEY , BABENG
B, 366 Rz’ , ERRBAEE pay-as-you-go BEIEEM, LAETERRE,

- FAFREH : 366 KX
- REREH 3653 X

- tHEREEE - IREENEAENNEHAERER 25 TB , YFEERIE 7 FHEMREY ,
AIEBEAIER, RECESEHEEF , BAFIE,

- FERRREH : 2,557 X
- BRRAREH : 2557 X

6. HESHEHNFHRENREY, FUTERRBEERANRIHTNR 7 XF 3,653 X (¥ 10
F) 2B ; AIREFREEEEE , AIAINRN 7 XF 2,557 X (WL F) 2f,

CloudTrail Lake M EEHEBEIE EeventTime MR EHEA , LLREREBEREE 4., HI
o, MBEIEFE 90 KAIFZEHE , B CloudTrail =488 90 XEBKREML, eventTime

® Note

MREE CloudTrail ERSHERILEHEREFRE  NIREHEREENREH
B, eventTimeBITEERZEH. FEATEENREHNE , FRALERRNR
ESHMNEN UXREN) , UREEEHENEREFRESHNRE (REHME =
oldest-event-in-days+ number-days-to-retain), il , MIREEEHNRE
EHR 45 RINESL  UFEBELSHESHERERETREBRE 45 X, BITLERE
HIER A 90 Ko
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7.

10.
11.
12.

(BEM) ZERAMNZ SR AWS Key Management Service , 5512 [FH R B S ] AWS KMS
key. JZIE [#1] BE AWS KMS key B |, RBEBRELUERABEEN KVMS £, E#HA KMS
Al | LK ERIBalias/MyAliasName, FEFAECH KMS €88 | BX4BEiRE KMS

TIREREA , LAFFNEZENER CloudTrailicék. MBEFHMEF , F2HERE AWS KMS £ /R
Bl CloudTrail, CloudTrail EX#F AWS KMS ZEEH#., NEZEFHSHBNFMEN , F2HE
{AWS Key Management Service BB ABIERM) PHEAZEHEEH,

ERZBCH KVMS REEEMENBEN AWS KMS BiE, KEHERFHERE KMS £
MEABR  REEBRIEE KMS £i],

(® Note

EEREBEHERTFHERA AWS Key Management Service I# , A BAAEEIR
FEARER KMS £38,

(Z/) MREEFEH Amazon Athena EFBECWEHER | FB1E Lake EHBISPIRERA., B
& A EEE AWS Glue Data Catalog iR EHEHE R TR EHBBHNPEER , W Athena
FHEHERHIT SQL Eifl, EEE AWS Glue EX B HHhHIRE P E R 7 :E Athena 5|
ZRBENMSK, BRNEELEEANER, NEFHES , F2E BEEHEREFHE,

HEMA Lake EFHME , FHRIEFRA  RARIITTIIEE -

a. EZEEERVHAGEERFEABEAEN IAM A®], AWS Lake Formation &1 F 1t £ & 38 & TE B
EEHERERENTT, EEMEA CloudTrall TRABUFHAEE | CloudTrail B2
VNEAFMERENAR, IRFZRZREAG  SEAZACHNEIETEAXKENSKIT,

b. MRLERVHMAG 6 FWAZEURRAEE,
c. NMRALEFEARFA/L 6 FERLCLANAC, ZAAGLAFTERENIKRE .

(EH) £ Tags (BR) BERY , BHRZTLUHE 50 BERSH/Y , SUHEERER. HEFMZHY
SHENEFRENEFIER, NFEFEH IAMBX , HUEBAERNSHER TR ERRFHUE
[ROFAER  F2EEH  FEUEBRAEREVIMRSESHERFRENFIER, AAMM
ERERSBOVFMAER AWS |, F2H (Eic AWS ERERERE) #1 (EiL AWS BiR) .

B Next (F—F) IR EEHEREHE,
£ [RESH HEEL , BEAWS B4 |, ARIBECloudTraillE 4,

¥R CloudTrail B4 , FELRE—ESHEE. RIEFAR  EEEHEERN. SUNSEESEH
MENSHHEIEHERENES. MFFREESHNFAEN , F2R LHEESH. W
TRBREREMHNFAET  F2E LHEEREN
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13.

14.

15.

16.

(EEY) WRECERBREREREN , LHBESHAITER , FFEZ Copy trail events (EHR
EBHEN). FESEREAERIEBEAENETRE , CLAERBRBNERIRS, ZRNE
EERFELISERSHERIABEHENTHE. WEERERSHEBEENFHEEN , B
2E ERERSHNEER,

EEZEEHERTFHMER AWS Organizations #B# PV FTEIRFE WEEH , 5 EEN Enable for all
accounts in my organization (A RBEBFHATERF). ZL4AZFAZEBNEREIRFHIZ RN
EEERF  TREIAEBRESHNEHERTRE,

® Note
HERREREHHRA Insights B , ELAZAZEBNERIRFE,

BRREMBRENZEERERSHERFREVREFREENH AWS B , EREWVREBNSHNEHS
AWS Bf , AREZEESHERRTFERTHENES, KHER , EHNEHERFRESRIRFAFT
REIAVEEMH , MASERKRBENEN,

a. ENERNSHERFHRERESSENESNESREERNESPRENSMH. MRRES
EE | MENSEHENTFRESIEREFMBERENSES.
b. MREFFESHENTFRERBENSEH  ABUHZIENSESF, flm , IREBEERE

HEH  YETFLEHERFRESSEMARRSH , EURAZIUERIENEH, KR
R, BHENFRESER L KEBENSEN,

NRENEHERETHESREESH  BLLEETIEE, UFAREESHNFMAEA
2H EBEESh.

3

a. EERATECSENEMH. EASHIME, ELFERN—E,

b. BERAERBHERFHEHHEER AWS Key Management Service T # Amazon RDS &
£ AP EHHEBREN,

c. EREEARRA Insights, EERA Insights , FEERTEENHEHERERE , LMEKRBEILL
EHERNEREFNEESHEEWE Insights EH,

WM RIERIZRA Insights , FFET T S,

i. TERA Insights A | iBIEFCSE R Insights B4 E N EHFERE. BNt SEHERFR
EMKBLEHFERTREFHEESHETHWRE Insights B4, NEBBENFEILBH
WEHERERENENR  F2E EEET 2 Insights S4B SEHERETER

[=]
og o
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i. B Insights A, EWLLURE API IR, APl FHRE  IWmE. BLALHBAE
BEEH , UERCE API FILERH Insights B4, BLALHFRENHNBATESH , UE
ACEX AP| 85EREM Insights 4,

17. BRESHENEFREPISERELH , FUTUATERE

a.

BEEREMHER, ER5HK AWS R EREHNMEIR. &E5CH%H Lake Formation Fif
B2 AWS Glue RISHNEREH , FAERERIREE "Lake Formationy o

EAFENGEAS | RIFEA, BULUREBERFMEEREH, readonly E
. writeOnly B4 BT REE BT HFHEEER.

(CER) EERGRRET , GHAARBZRNENEE, ENREEREMSHRESRVERSE
#8, Sl TEAWE S3 RiFArREEENEN. . ENFEABEERES Name FIEERS
HZEERS |, BERR JSON R AMIEZE R,

FERSFERNRD , BEMNV, EFRFNENERRERER SHERNFHENERSH
EEEREERNE RN E RS HEREGEMEFN SR, WENREEEEF RN
WMEF  FSREAERSHEIGEEZEREN,

AT BI6EH BT B3SE R4 , RUE S3 W4+ iZELIPut (BI40 PutObject) RENE
HEE. ARERSHENST2ERHIREMEFASHERENER ARN , ALE44HEHERH
SRA Put B9FTHE S3 EXEMN (BEREDNANERA) fEfEFESHENEHREST,
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v Data event: 53

Data event type
Choose the source of data events to log.

S3 v

Log selector template

Custom v

Selector name - optional
my-custom-selector

1,000 character limit

Collect events
Log all events, or choose a template to log specific, filtered events to your trail. You can edit templates later.

Advanced event selectors
Log or exclude events from specific resources.

Field Operator Value

eventName v starts with v Put x
<+ Field <+ Condition

/A Important

HRBBMEM S3 AR ARN SRR IS EREHRMBNERSEN | FHRRE
AFRERMER T,

o ALEE R R JSON R EEAE R E/HERERR A JSON B,

FEMBHMERHERN SN EREE | F5iE1F Add data event type (FTIEEREHE
o, EESRa LT ER  UREENEHERNEREAH RIS,

18. EERB A EREHERINENSHERNFRE , FIITTIRE.

a.

EREERMWENR, RIFEFEF , CloudTrail RE2EH S3 @HFFECloudTrailBIZHPEE
E’\J CloudTrail E4MBIRAMNCloudTrailFifk , MAEMEHM AWS REMVEIR, MRE
EERHMAIEFAPIEM CloudTrail B4 |, FBEE [l A S3 URI], AEIRE BT S3] L
BEZEH., MREHRARIR S3 FEEITREA KMS £RETERMNE , BER KMS €18
BUE CloudTrail AFFEEER. WRRIR S3 EFTREASE KMS €488 , AIXEEHZE
SWMPBE , CloudTrall AAFRZREFTRBINER. WFEEH KMS ER/BERNFHE
7, BF2R ARBERIR S3 EFIFEFERN KMS £ BUER.

fERER
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b. BEEHEHMNEEEEE. CloudTral ZEREREMRERZF , EREFEHNCEER
B, UEREBOSEMERRANEER BB ZEN B, &ALEE Relative range (18
& E) o Absolute range (BHEIE), ZEEBARRERMENESHERNETREZBRE
EEEN  BREERENS4ERNENRER AHNRGREEE,

® Note
CloudTrail EEREEHEREHNERBHeventTime AWBHEH, Hltn , MRE
HEREFEHRENREES 90 X , BIF CloudTraill @& {Ef[eventTime BB 90 X
HIBMEE

- MREEE THEEHE, L ATTREERBEGEA. 1F. 2F, 7 FREFTEHEAR
SREVEM, CloudTraill BRMMEH B AR ENEH,
- MREE "EYEHEE, b AULIEERENHEBNERBH, CloudTrail BRFIERMI A
AR A EEENES,
c. ¥ Permissions (FfAl) , 5 IAM AGBRIEREE, NREEZEREN IAM BE | FE
T IAM EEBRERVENGTT, MEEH IAM SEFANEAET  F2EAERERES
8 IAM §F 7,
« J&1F Create a new role (recommended) CEX HA® (BEMER)) UEBIFHFH IAM AR, &
@A IAM BEER, F WASEHNERE, CloudTral EEBALTACEYLENE
PR o
- EE "FEHBET IAM A8 ARN, UERAKRIIEHERT IAM A€, ¥R Enter IAM role
ARN (8 A IAM 5 ARN) , 8 A IAM ARN,
- RTHNEEFEEREN IAM AE,
19. 1BE Next (T —%) LU ERAIEIE,
20. 7£ Review and create (REMEIL) EE L , MBEIEIERE, #IZ Edit (REB) UHEREITEE,
ELRERENEHERFHER , 5812 1F Create event data store (B EHERFHE).

21. FNEHENFRELRESHAENFRERA LNEHERFRERES,
LR  FHERTFRESENELERSHENSRMETNENS (NMRERGERIUENSHER

H) BUSHERFRECHRENSN  TERFESHENERED , BRIECEEERRSF
BHEES,
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FLRETVUHHMEHERFRERITENR,. Sample queries (884IEH) RoIERRHEHIEN , Sl
BERREM. NFEYNBEEMNFAES  F2R BUIREEH.

& A AR CloudTrail Lake B RIR , URBILAXEREHERFHEFNEH. MFEFE Lake
BRIRNVFMEER , F2H @R CloudTrail HAERR.

g ENEESEHNEHERERE

AESHBBRPNABRIIEHERTHRE , UEHAE AWS BEPWFIEEESH , METEEHKT
AEREH, EEEHNEMNSELZSES (BT IAM CreateUser M AttachRolePolicy E#4).
BREH (B0 RunInstances #l CreateBucket) %,

BEAEESHENEHERERE

1. & A AWS Management Console BRI CloudTrail 32 & |, #81t A https:/
console.aws.amazon.com/cloudtrail/,

2. HEBEBERT  IBIE Lake THWESHEREHKE,
3. I#JE Create event data store (B EHERERE).
4. £ "RESHERERE, BEEN T FEERYT  AENSHERERERSR | fllny-

management-events-eds., RIBREBYR , FEATREZRNSHERNEFREENNER. W
% CloudTraill W B ERNEN , FBETEER,

5. BELLEANEHERENENEERE, WEEREEREHEDNNFEESHNRAR , LLREH
EREHRENESRNSGRAEH., MEFMER , 5528 AWS CloudTrail EEFR & CloudTrail
HH RS

BUF & FAViEE -

- —FAERRBEE - IR ELHEHESAERNEHERDR 25TB , YEERIE 10 FHEMN
REBHE , BIEBFEAIRE, 5] 366 X (AR BH) WRFESSEMEEES , |BARENG
B, 366 Kz® , ERRFNEE pay-as-you-go EKIRMH, ATERHRE,

- TERX{REEHR : 366 X
- RRREH : 3653 X

- tHEREEE - NRECHEYNSABENNSEHERER 25TB , YHEERE 7 FHEMRER ,
AIEBRCEALLER, RECESEHNEEF , BATIE,

- FTERRREAHR : 2,657 K
- ZRRREH : 2,557 K
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6.

EESHERFRENREN,. —FAUERREEEEERNREHMANRN 7 XF 3,653 X (¥9 10
F) 2B ; AIRECFREEEEE , AIAINRN 7 XF 2,557 X (WL F) 2F,

CloudTrail Lake M EEHER T EeventTime MR EHEA , LLREREBEREE 4., Hl
o, MBEIEFE 90 KAIFZEHE , B CloudTrail =418 90 XEBKREML, eventTime

CER) EmED  EELREEECABCH KMS RNESHERFRE, KER , S4HER
FRESRHNFEEHEE CloudTrail f£A A% AWS BEMEER KMS SN,

EERAFEAZECH KMS £8N%E , FRIEFEAKRBECH AWS KMS key, 1BIE [#118] A&
AWS KMS key B3I , SLEZERELUFERABREN KMS £88, FEBA KMS BIZF , LUERIEE R
Falias/MyAliasName., fEFAECH KMS £k , XL ERE KMS £ F A, LA MR
fR% CloudTrailfi 8k, WMFEFMEN , BSEERE AWS KMS £i8/F Bl CloudTrail, CloudTrail
EBEXRF AWSKMS ZEEE, NEZEHEBOFMEF , F28 (AWS Key Management
Service B ABIER) PNEAZEHSR,

EAELACH KVMS SREEEMENBZL AWS KMS B, KEHEREFEMESRE KMS SR
MEABR  REEBRIEE KMS 2R,

(® Note

EERBBEHERERERA AWS Key Management Service 1% , 848 A E IR
FEAREN KMS £48,

(EH) mREEFEH Amazon Athena EI BN EHEHR , 57 Lake EHBI S PREMA. B
B EAEIE AWS Glue Data Catalog PR EEEHERFHEHEBN FEER , YE Athena
R E4ERHIT SQL ., FH1FE AWS Glue BRI B PR RE P E B AT EE Athena 3|
ZRBaaSK, BRNEELEEANER, NEFHEN , F2E BaEHEREFEHE,

B EZMA Lake EFME , FHRIFRA  RRIITTIIEE -

a. EEREEEREVHAQEEEARAN IAM A€, AWS Lake Formation & F Itk & & 3K & 12 B
CEMHERERENST, B4 A CloudTrail TIEABIHAGRKE | CloudTral B B2
VEEMERENAR, NIRZEERAAG  FEIZAGNBERTRASVENFEIT,

b. MRLERBVHAEG 6 FEASBURRAEE,
c. NMRLEFEAREAEC K FEBLCLANAC, AABLAFTERNENIKRFE S,

(EA) B8+ , e EETER 8EH) ELNEHERNERE. EETHBBIEES
CloudTrail EH&ERERE, fltn , BELUMINEREA stage , 5 prod WEEEK, EAILUEA
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BERXRFUBEMHERFREN TR, SETUEARBRERSAERFRENZHMEEUR
Ko

MFEEBENAERARRERKMAENER , 552K 5 CloudTrail Lake EHEREERVFEAEE
SNRAERE, MFERMAMER IAMBEX , SURBRAERNSHERNFHER FTFIENE
A, F2RE S FEUAERBRAEREV SR BREHERFTRENFIER, AENFAERER
EBNFMEN AWS , F2RH (EiLE AWS RERERE) 11 (FiE AWS &R

10. BE Next (T —F) UIBRESHERERE,

M. ERESHERL  RESHEENTERER,

Event type info

Choose the type of events you want to add to your event data store. Additional charges apply E

Choose event types

O AWS events () Events from integrations
Capture operations performed on or within your AWS Create an integration to get events that are logged by
resources. applications outside of your AWS resources.

Specify the type of AWS events

QO CloudTrail events () CloudTrail Insights events () Configuration items
CloudTrail events provide a Insights events help identify Configuration items show
record of activity in an AWS unusual activity, errors, or user changes made to the
account. behavior in your account. configuration of a resource, and

show the resource's compliance
status.

12. R CloudTrail £ , FFREFAREE, KFEK , CloudTrall EHERREFEEREEESH M
TEVREERSEN. NFEFEEEEHNFRET  F2R CHEESH. IFEFREERSHW
HAEA  F2E EHRENEN.
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13.

14.

15.

16.

CloudTrail events info

Management events
Capture management operations performed on your AWS resources.

[ Data events
Log the resource operations performed on or within a resource.

[] Copy trail events
Copy CloudTrail events logged in your trails or from 53 buckets.

see all accounts [A

¥ Additional settings

[] Include only the current region (us-east-1) in my event data store

Ingest events | info
Your event data store starts ingesting events when created.

HERERSHNERRE, SUUERALERE  SRAERSHERINECNEHENTFRE,
WEFMES , F2E BERSHERINSHEREFRE,

MREREBEHENTHE , REHBEBPNAMEIIRFMA. FRIFEEEHE AWS Organizations
PERERFE , BRAILEESELEE,

HREMRE  REFRBE. KEAR , SHEREFREERAMBARESH , AWS B HE
BYEHRRBENES.

HEESEHT  BEERKFBEFRMBEASMH. KHEER AWS KMS E4-MBEER Amazon RDS E#
AP EHHIRIARAREEZH , MREMBEESEHN. TAERA Insights SHZEG .
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Management events info

Management events show information about management operations performed on resources in your AWS account.

API activity

Choose the activities you want to log.

Read Write
[] Exelude AWS KMS events
[ Exelude Amazon RDS Data APl events

[] Enable Insights
Identify unusual activity, errors, or user behavior in your account.

17. iEE Next (T —F) A B &REIE,

18. 7£ Review and create (MBIFIZE ) HE L , MEIENREE, BIZ Edit (R5E) UHERETEE,
EREREIEHERFTHER , 55 21E Create event data store (BRI EHERFHE),

19. FNEHAERFRELRESHERFRERE LNEFERTFHERE .

LR  FHERTFRESENELERSHENRETNES. EUEHEREREZEE
MES  TERFESHENEHRESY  RIECREERBEERSEH.

g6 . 5 S EREHBLEHEREHRE

RESRRRBUMS Amazon S3 EREHBYSEHERFRE, BRSSP , RUITSRKEME
Amazon S3 BRI EH , MERFERF AFSENEHAE  EHEREE S3 HEEMBRY4FRIEHES
o

BERSSERNEHEVSHEREFRE

1. & A AWS Management Console 3 BRI CloudTrail £ & |, #31t A https:/
console.aws.amazon.com/cloudtrail/.

2. TEEBEBEIRD  BIE Lake THNEHERERE,

3. i##Z Create event data store (BRI EHERFZHRE),

4. E[RESBHEREFHE] EEN [-REFMER] F , AENSHEREFERESRS |, fi0 s3-
data-events-eds. RIBEHEEYR A FEAITRESBIEHERFHREENNERE, NF
CloudTrail (s & TRWEF , F2HEBEER,
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5.

BERCEAREHENTHENEEEE. MEEARERREEDNNRETEANEE , UREH
ERFRENARNSRAEYN. WFFMEER , FSE AWS CloudTrail EEM E#E CloudTrail
H AR o

LT ARRARZRE :

- —FUERRBEE - IR ECHEBEAFERNEHERIR 25TB , YEERIE 10 FHEMN
REBE , MEBRFEAIEE, 5 366 X (ARAREH) WRTFECSSEMEEEY , |MABENG
B, 366 k2’ , ERRBAEE pay-as-you-go BEIEEM, LAEFERRE,

- FEERREH : 366 X
- BRRAREH : 3653 X

- tHEREEE - IREENEAENNEAERER 25 TB , YFEERIE 7 FHEMREY ,
AIEBEAIER, RECESEHEEF , BAFIE,

- FEERREH : 2,557 X
- BRRAREH : 2557 X

EESHERFRENREN. —FUERREEEEERNREMANRN 7 XF 3,653 X (¥ 10
F) 2B ; AIREFREEEEE , AIAINRN 7 XF 2,557 X (WL F) 2f,

CloudTrail Lake M EEHEREIE EeventTime MR EHEA , LLREEBTEREE 4., Hl
o, MBEIEFE 90 KMIFZEHE , B CloudTrail =488 90 XEBKREML, eventTime

CER) EmES  EELREEECABCH KMS RNESHERFRE, KER , S4ER
FRESRHNFEEHEE CloudTrail f£AAE AWS BEMEER KMS SN,

EERAFEALCECH KMS £8N%E , FRIEFEAKRBE M AWS KMS key, 1BIE [#118] A&
AWS KMS key B3 , RiBEZREGLUEHREN KMS €88, EHA KMS BlEH |, SUENIEER
Halias/MyAliasName, R BECH KMS £#81F | BB RE KMS £8F 8 | AAFINZER
fR% CloudTraili#k. WFEFMEN , B2 EERE AWS KMS £i8 /7Bl CloudTrail, CloudTrail
EBEXRF AWSKMS ZEEE, NEZEHEBUFMEF , F28 (AWS Key Management
Service & ABIER) PHNEAZEE SR,

EAELACH KVMS SREEEMBENBZL AWS KMS BAE, KEHEREFMESRE KMS SR
MEABR  MEEBRIEE KMS 2R,
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® Note

EELAEBEHERTFHERA AWS Key Management Service t# , A BAAEEIR
FEABEERN KMS £18,

8. (IBA) WREMEAMH Amazon Athena EHECWEHE R , F51E Lake TS PIRERA, B
B FEAEIE AWS Glue Data Catalog F#REEHERFHEHEBEBN FEER , W Athena
P EAERHIT SQL ., fEFE AWS Glue B B &P RE P E R TE Athena EH 3|
ZEBaMSK, BERNEELEEANEN, NEFHESR  F2E BEEHEREHE,

HERMA Lake EFME , FFRIFRMA  RRIITTIIEE -

a. EZEEEEBVHAGEREFERABEAEN IAM A®, AWS Lake Formation & F Itk £ & 3% & 2 B
SEHEREFERENST., E£MA CloudTrail TIEABVHARKE | CloudTral 2882
VYEEMERENAR, NIRFREZREAR  BEAZEACHNEETRERAKENZKIFT,

b. MREEZRVHAL K FAASBURIAE,
c. NMRLEFAREA/E K FEBELLANAC, AABLAFTERNENIKRFE .

9. (BA) EEZ8Y A M- EETER BEH) ELNEHERERE, ZEEITHBIEER
CloudTrail E4ERIFERE, Hla , B MEES stage , A prod BWER., ErAFER
EERRHEEHERFEHRENTR. ZEUUERAZEREREHAERNEFERENEHAFREIK
b

MEEBRNMAEAZHRERRANEN , 5208 5 CloudTrail Lake EHEREEERVFHEE
ENRARE, MEEBNMAER IAM BER , HUERAERNES4EHNERER FERENE
A, FoE Y ERUEBAEREVIMBREAEREHENFIER. ERNMAESRER
EROFMER AWS | BF2H (L& AWS RERERE) 71 (B AWS &ER) .

10. 1B Next (T—&F) URESHERTHE,

1. ERESHEEL , RESHRENERER,
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Event type info

Choose the type of events you want to add to your event data store. Additional charges apply E

Choose event types

O AWS events () Events from integrations
Capture operations performed on or within your AWS Create an integration to get events that are logged by
resources. applications outside of your AWS resources.

Specify the type of AWS events

QO CloudTrail events () CloudTrail Insights events () Configuration items
CloudTrail events provide a Insights events help identify Configuration items show
record of activity in an AWS unusual activity, errors, or user changes made to the
account. behavior in your account. configuration of a resource, and

show the resource's compliance
status.

12. R CloudTrail £# , FERERBHAUBCEENEERSEH. UFERRENSHNFHAER ,
B LR EREH.

3
B

CloudTrail events info

[] Management events
Capture management operations performed on your AWS resources.

Data events
Log the resource operations performed on or within a resource.

[ Copy trail events

Copy CloudTrail events logged in your trails or from $3 buckets.

see all accounts [

» Additional settings

13. REBRREMEMANERRE. BUAEALREE  SEFEREHERIENEHEREFRE,
WEFHES , F2HE BERSHERINSHEREFRE,

14. MREREBEHENTHE  BEHBEBTHNAAIIRFERA, BRIEEEHE AWS Organizations
PERERFE , BRAILEESELEE,
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15. HRHMERE K REFERRE. KFER , EHEREREER/MBEARESH , AWS B WHE
BYEHRHRBENES.

16. HRERSEH  FHT T IIEE

a. HEREHERED , EES3. EREHEETHMGEERNSHN AWS RFK MEIF,

b. EHAFEINSREART , BIFBF]. EEEIEETUERANEGHE
eventName, resources.ARN #l readOnly #{uH BT EHIREET . NEE LB AFFA
EEA , #8AdvancedFieldSelector2B) AWS CloudTrail APl 2ZH#,

c. (ER) EENMHFBWYP , WAARNEBZNMRNERE, EHREEREMSHRMSFERME
E8 , flmn TRE S3 RFATIRAYFCEK DeleteObject API FEIY . ZREERABEWES Name
ITEERSMHENRSET , BERER JSON RBER TR EH,

¥ JSON view

[
{
"Name": "Log DeleteObject API calls for a specific 83 bucket”

"FieldSelectors': [

{

"Field": "eventCategory",
"Equals": [
"Data"
1
{
"Field": "resources.type",
"Equals": [

"AWS::53::0bject”
|
}l

d. ESREHEESRP , BRMASEEEEEEHEES U eventNameMresources . ARNF
B#ITIBE, EH4EREHRENERE4ZINEGEEER N BRI HERE S RIEEFIEEN SR
R, MEREHEREHFENENFMERN  B2REHER SRS HFEREN,

i HRBN, #EIF eventName, HAEE T , 1 equals, S EE , WA
DeleteObject. i#EE [+ W] AEHES — BN,

i. ¥R, 1FIE resources.ARN, ¥ TEHEF, |, EEStartsWith, HAE , AL
FEZETEEH ARN (BI80 arn:aws:s3: : :bucket-name), MEFRIMMEIE ARN By
SFMME , 5528 (Amazon Simple Storage Service A& ™M) B Amazon S3 &
o
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Data events info

Data events show information about the resource operations performed on or within a resource.

v Data event: 53

Data event type
Cheose the source of data events to log.

53 v

Log selector template

Custom v ‘

Selector name - optional

Log DeleteObject AP calls for a specific 53 bucket ‘

1,000 character limit

Collect events
Log all events, or choose a template te log specific, filtered events to your trail. You can edit templates later.

Advanced event selectors  Info
Log or exclude events from specific resources,

Field Operator Value
| eventMame v | | equals v | | DeleteObject x
<4 Condition
| resources.ARN W | | starts with ¥ | arm:aws:s3ibucket-name X
+ Field + Condition
» JSON view

| Add data event type |

17. 1B Next (T —&F) URBIEREE,

18. 7£ Review and create (RIFZE) EE L , REEWEE, 1BE Edit (FE) UHERETEE,
BIREMEIBHERFEHIER | 55812 Create event data store (B EHERERE),

19. MNEHERFHELREESHENFRERE LN EHAEREHERET,
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LB , SHERTFRESERELEREHZN[ETNES. BUSHERFREZZRE
MESH  TERFESHENEHRES  RIECREERBEERSEH.

FREEA A CloudTrail Insights B4 BT EHEREHRE

AWS CloudTrail EiB &2 7 CloudTrail EEE4 , RAMMT A HE) AWS & 35 I [ FEEL AP
FEALA API SRR MR R EEE ., CloudTrail SAER S HTEH APl FEIYEM API SFEAERMW EEER

(LBAEE)  YEWFUEBRERFBHEBREXNKERN Insights B4, HE# ¥ write EE AP
ELE API FIYER Insights B4 , WY read Mwrite BE API B4 API #5558 FH Insights B4

% E7 CloudTrail Lake 2 &k Insights B , BEERL & Insights EHNWEBEESHEREFEHRE , UK
BARBNEHZEEEHNREEHERTFHRE,

(® Note

EEE API £ F528% Insights B , RIFBHERFEHRESERLE write EBEH, &
E7E API #5383 328K Insights B4 , RESHEREFERENLER# read F write BEEE
1o

MREERFREHERERE LB T CloudTrail Insights 3 CloudTrail EAIZIE%5ES , B2
Insights 244 CloudTrail = ZE B Wit EHERIFME, B CloudTrail EHERFME PRI H i LE
HEHTRE , Insights B4R BT CloudTrail ERIZIRS API FHEEIRS AR FRAENXPETE
B, =50 Insights B4,

EEHERFRERXREA CloudTrail Insights 2% , MRERBEEZES , ZZ8EFE CloudTrail E
7 R = BEEE 2 — 1@ Insights B4,

CloudTrail Insights 2 #TE— B (MIELIK) FRENEEEH. In CloudTrail sights EHEEHE
SHYBEEEREHNEREETEL,

HREBSHEREFNRE , £ CloudTrail fiIREFEKERFNEERSH K MARDTEBAMEEE
SHHER

£ CloudTrail RN EMEAZTEXFNENEH., MRERGEEIEMM CloudTrail Lake EHE
BERERARASRN , AIEBTHE, NE CloudTrail EEMWBEEEF , F2EBAWS CloudTrail &

ES- |
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AWS CloudTrail EREER

ERE VS5 Insights EHH BN EHEREFRE
EEVERA Insights SN RESHEREFRE

£ 2
£ 2

BHEEM G Insights B4R B Nt E4HERFHE

I Insights BHERTFHRER , ZAURE—ERFKEESHNRERESHERNTRE , RERE
EREFZIWH Insights FH, HE , BHEAILIER Insights BEHEREFEHRELARATNSBREEHE
REBRELDY Insights , ARBEZLHEHERNEHEERBENBEHERFRE,

L 72 Fr A 0] S8 ER A A 2 ML RE 8% Insights B4R B b B4 ERFRIE,

1. & A AWS Management Console 3R CloudTrail 32 & |, #81t A https:/
console.aws.amazon.com/cloudtrail/,

EEEEEF , B Lake FiRE |, A& I1EF Event data stores (BHERFHIE),
iZ$Z Create event data store (RN EHEREHKIE).
ERESHERNTHREER LN —REFEMAEAT A WASHERTHENEE., EBAYIE,

BELEANBHERNERENE@RER, MEERREREFRNBESHNRE , UREH
ENERENRERNSEFEN. MEFMEES , F2/R AWS CloudTrail EEM E CloudTralil
8 BN o

o K~ @b

BT ATRARRE :

s —FUERRBEE - IRLHEHSAHINEHERLNR 25TB, YFEERIE 10 FHEMN
REH , RIZEBREALEIE, 5] 366 X (AARBH) WREFCESSEHIEES , BEBENMS
B, 366 Kz , ERARF L pay-as-you-go BIFEM., HATERIEE,

- FERREH : 366 X
- RRHREH : 3,653 X

- tEREEE - WREEYSABENNSEHERER 25TB , YRERE 7 FNEMRER ,
AIZBEAIER, RECTSEHIEEF , BARIME,

- FERRREEHR : 2,557 X
- BRAREH : 2557 X
6. BEEHENEHENREHE UAXAEN), FUERAEEEZRENREHTNR 7 X3
3653 K (10 F) 2 ; AR LtFREEEEE , AIWNR 7 XF 2,557 X (tF)zB. &
HERGFHEEEEEN RBERRESHER.
7. (BEM) EERAMZEA AWS Key Management Service , 551212 [ B2 H] AWS KMS
key, IRIE [#718] AR AWS KMS key B3I , BEBREULHABEEN KMS &8, E&HA KMS
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10.
11.
12.

Al | LK ERIBalias/MyAliasName, FEFAECH KMS €88 | BX4BEiRE KMS

TIREFEA , LAFNEZENER CloudTrailicék. MTEFMEF , F2HERE AWS KMS iR /R
Bl CloudTrail, CloudTrail EX#F AWS KMS ZEEH#., NEZEFHSHBNFMEN , F2HE
{AWS Key Management Service B ABIERM) PHEAZEHEH,

ERZBCH KVMS REEEMENBEN AWS KMS BiE, KEHERFHERE KMS £
MEABR  REEBRIEE KMS £iR,

(® Note

EEREBEHERTFHERA AWS Key Management Service t# , B4 BAAEEIR
FEARER KMS £38,

(Z/) MREEFEH Amazon Athena EFBECWEHER | FB1E Lake EHBISHIRERA, B
& A EEE AWS Glue Data Catalog F R EHEHE R IFREEBBHNPEER , W Athena
FHEHERHIT SQL Eifl, EEE AWS Glue EX B HHhHIRE P E R 7 :E Athena 5|
ZRFENMSK, BRNEELEEANER, NWEFHES , F2E BEEHEREFHE,

HEMA Lake EFHME , FHRIEZRA  RARIITTIIEE -

a. EZEEERVHAGEERFEAEAEN IAM AB], AWS Lake Formation &1 F 1t £ & 38 & TE B
EEHERERENTT, EEMEMA CloudTrall TRABUFHAEE | CloudTrail 2 B2
VEAFMERENAR, IRFZRZREAG  SEAZACHNEIETEAXKENFKIT,

b. MRLERVHMAG 6 FWAZEURRAEE,
c. NMRALEFEAREAL K FEBLLANAC, ZAGLAFTERENIKRE S,

() £ Tags (BR) BERY , EHRZTLUHE 50 BERSH/Y , SUHEERER. HEFMZH Y
SHENFRENFIER, NFEFEH IAMBX , YUEBAERNSEHERFTRERRFHUE
[ROFAER  F2EEH  FEUEBRAEREVIMRSESHERFHRENFIER, AAMM
EHREARBNFEET AWS |, F2EELE AWS REREEHHERET AWS BiR.

B Next (F—F) IR EEHEREHE.
£ [RESH) EEL | BEAWS E4 |, ARRIBE [CloudTrail R #EE4].
FECloudTrail RABTEHF |, 1T T HIEE,

a. NMREBVEAEBHEREEERTFEOUEHAERTHRENER 6 AIBREAFEZEREEER
B, REEEER AWS Organizations BN EEIRFEE AR | FTrEFEHILIEE,

b. (ER)ZEZFCHKEERFHNARRREEHENTHE , AEEELBEEWM Insights FE,
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AWS CloudTrail

ERAEER

13.
14.

15.
16.

EEMERFEHERNERE  FHTT B,

i. BEHNERREHERETERE.
i. BEERERESHERTFHE.
ii. BEESEEZWH Insights FH,

+ ApiCallRatelInsight — ApiCallRateInsight Insights Rt HEE

APl FIlEREBNE I ERTERE AP I, HEHEIW ApiCallRateInsight £HY
Insights , RIFEHERFREXNBLHEBEAETESH,

« ApiErrorRatelnsight — ApiErrorRateInsight Insights R &4 7

EHEBRBHEE AP LY, M8 API FEWY kB |, RIFEREERR, ZEEER
ApiErrorRateInsight £# Insights , RIFEHEREFEHRESBLHEEARBENE
BEH,

iv. ERBIWEDSER (i M iii) , UHFEEMEREREWR EM Insights |E,
B Next (T —F) LBl RRIEE,

£ Review and create (MEMEZEL) BEE L , WMEALKNERE, &1 Edit (RE) UHERETEE,
BIREREIEHERFHIER , 5521 Create event data store (B EHERERE),

FMNEHAERFRELREEHAERFRERE LN EHAERFREREF.

MREESR 10 PREZEERFESHERNEFRE , FRE EZE T EMA Insights S RIRSEH
ERTFRE FHTRREY —ERFEESHERERE.

HEEVEMA Insights SN RREHEREFRE

LR F R ERAIEYERA Insights SH A REHEEEHNRESHERTFRE,

1.

o > oD

FEE A AWS Management Console BRI CloudTrail £ & |, 81k A https://
console.aws.amazon.com/cloudtrail/,

EEBERKT , BB Lake FiRE |, /AR IEE Event data stores (EHERFHE),
i#1Z Create event data store (BRI EHERFHE),
EREEHERTHEEE LN —RFMHEAT  BASHERTHRENETE. BBASIE,

ERECEAREHENFRENEEEE, LEBERESRERNNBEEFEFNRE , UREH
ERFRENERNSRAREY, NFFMEER  F28 AWS CloudTrail EEM E#E CloudTrail

#HH KA o

LT ATRARZRE :
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- —FUERRBEE - IR ECHEBEAFERNEHERIR 25TB , YEERIE 10 FHEMN
REBHE , MEBFEAIGEE, 5 366 X (BRAREH) WRTFECSSEMEEEY , |BARBENG
B, 366 k2’ , ERRBAEE pay-as-you-go BEIEEM, LAEFERRE,

- FEERREH : 366 X
- BRRAREH : 3653 X

- tHEREEE - NREENEAENNEHAERER 25 TB , YFEERIE 7 FHEMREY ,
AIEBEAIER, RECESEHEEF , BARIE,

- FEERRREH : 2,557 X
- BRRAREH : 2557 X

6. HESHEHNFHENREY, FUTERARBEERANRIHITNR 7 XE 3,653 X (¥ 10
F) 2B ; AIRECFREEEEE , AIAINRN 7 XF 2,557 X (WL F) 2f,

CloudTrail Lake M EEHEB T EeventTime MR EHEA , LLREREBTEREE 4. Hl
o, MBEIEFE 90 KWIFZEHE , B CloudTrail =488 90 XEBKREML, eventTime

7. (BREMN) EERBAMZE S AWS Key Management Service , 55112 [ B S H] AWS KMS
key. JZIE [#1] BE AWS KMS key B , RREBRELUERBEEN KVMS £, E#HA KMS
BlEF , LERIEERBalias/MyAliasName, EFAECH KMS £ | B4 BERE KMS
SW|FA , LAFFMENBEE CloudTrailii#k. WFFHMENR , FSEEE AWS KMS £ R
8l CloudTrail, CloudTrail iIEX#f AWS KMS Z [BiEE., NMEZEFHESB/ONVFHEN , F2H

{AWS Key Management Service B A Bi5m) FHRFEAZEHEER,

EAELACH KVMS SREEEMENBZL AWS KMS B, KEHEREFEMESRE KMS SR
MEABR  REEBRIEE KMS 2R,

(® Note

EERBBEHERERERA AWS Key Management Service 1% , 848 A E IR
FEAREN KMS &8,

8. (&) MRZEEMEH Amazon Athena EHBE S EHEHR , F57E Lake EHBHES PIBIERA. B
B EAEIE AWS Glue Data Catalog R EEEHERFHEHEBN FEER , Y E Athena
P EHERHIT SQL B, FH1FHE AWS Glue BRI B PR FHEER T Athena EH 5|
ZBEBNASK, ERNNEELEEHNER., NEFAEN , F2H BaEHERENE.

B EZMA Lake EFME , FHRIFRA  RRIITTIIEE -
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AWS CloudTrail EREER

a. EZEEEEBVHAGEREFERABEAEN IAM A®, AWS Lake Formation & F Itk £ & 3K & T2 B
SEHEREFERENST., ELMA CloudTrail TIEABVHARKE | CloudTral 2882
VYEEMEREN AR, NIRFREZREAR  BEAZEACHNEETRERAXKENZKIFT,

b. MRLERVUHAG 6 FWAZEURRAE,
c. NMRLEFEAREAE K FEBLCLANAC, AAGLAFTERNENIKRFE .

9. (#H) & Tags (BH) BRYF , BRZSTLUHE 50 ERBRERY |, SHEERE. Hrrmizss
SHERFHRENFIER, WEER IAMBER  $UEBRAERNEHEN TR ERRFIE
[RVFHMER , F2RE)  FBUEBRAEREVIMRSEHERFHRENFEUER. BRAMIM
EHREARBRNFEES AWS | F2HEELE AWS REREETRNERL AWS iR

10. 1B Next (T —%) UREBSHERTFHE,
1. £ [RESEH]) EEL | BEAWS EH4 |, RERBECloudTrailE 4.
12. #CloudTrail B4 |, REER "EE ) B4,

13. EEZEHERIFHRER AWS Organizations BT WFTERE WESH , FERE Enable for all
accounts in my organization (A EBEBPHFIEIRFE), BXEBAIEBNERIRSE | TR
M ERA Insights WEHERERE,

14. BREMBRENRERERSHERNTHEVREMBEEN AWS Bl , EREVREETSESHNEHS
AWS Bl , AEBESHERNRTERSHENMES. KER , FNEHERERESRIRFNFT
EESKREEHN K MESERIRKAHBEINEY,

a. MREBHFLZEQLHBENESPEENEN K FREETRNSHGENFHEFESSEIESE,
MRREZUIGEER |, AENEHERNFRER LS REMEEIENENS,

b. MEFEHHEEEH

15. ERLEEQREEHERNTHREANEERSHERE, SKEEENR. BA , ImE. ELEE
igﬂy_ﬂﬂo

® Note

EEX API B E 528k Insights B4 , EHERTHREXERLHE write EBEH, &
£ API $53RR L2k Insights B4 , BHERTFHRES AR read L write EEE
.

16. BALLREBREHE B ERED B AWS Key Management Service St B4 BHZ M EHERR
Amazon RDS E#l API B2, MEFARELRIFNFMEN , FSE LBEESEH.

17. EERA Insights,
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AWS CloudTrail EREER

18. ERLA Insights & , BIEFE#H R Insights BN BN EHFRE. BN EHERERESKE
HEHERERETNEESHIBWRE Insights B4, NMEEBNAEY BN EEGHERERE
WEF , F2H EEEVECH Insights EHFN BN EEHERERE.

19. BHF Insights HE, ZRAILUEE API IR, API $5RR  IME., BLACHBAETEEH
LAMEEE 8% APl LR Insights B, BAARKENNEAEEEN |, LUERLHE AP 8532 EM
Insights

20. B Next (F—%) LARBIEHEIE,

21. 1£ Review and create (@B ME) EE L , MBEIENIEE, #IF Edit (RE) UHERETEE,
BIREREIBHERFEHIER | 551212 Create event data store (B EHERERE),

22. MNEHENFRELRESHAENFRERA LNEHERFRERES,

RUEHR  BHERTFHRESEIEEEREFERGEETNEY. ERESHER/FRERRK
A CloudTrail Insights 2% , tIRERENEREEE , ZRZA8EE CloudTrail E 7 XHKFRE , &8
#$%E —1{@ Insights EH-EXZENhEHERTFTHE,

BT LA KR CloudTrail Lake B&RIR , URBIAXNEREZEHEREREFRM Insights B4,
MEEED Lake BERIRWFFEMER , B2 B4 CloudTrail HIBE TR

£ CloudTrail B RASHFTEXNENER. IRERAFAERNEHERTFTHRERA
Insights , A2 B EMHNER, W% CloudTrail EEREREENR , HZ2BAWS CloudTrail E{E,

FERERE BT AWS Config #HRETE B N EHERERE

AN EHERFREILEE AWS Config fAREIEE , WERAEHENEFEHRERBELEEREN
TEHREE, FAEAHERNEHRE , ZUMETERNAA , MESTEHBNERENEREILEEB,
fARETE B R RERFEPFEZZ X E AWS ERHEM point-in-time 81, AWS Config EEEHEZ
CEERENERENNEER  REEUHEEEE, AWS Config th S7EREEERER BIFE L HREE
Bo

B LA B £ A AWS Config M CloudTrail Lake R&t ¥4 R81E B #1TE#. &R ELE AWS Config A
RIBE—F (=) BZEKRS AWS IRF # AWS B ESNVARLBHERER AWS BRI B s8R
A&, MRt , BAILAEA CloudTrail Lake ZEHEEERIRIR , flI0 CloudTrail B4, REEE MKRA
i¥f&, CloudTrail Lake Z#EEFTHE AWS Config H4818H , 2 EREENFT S L ERICHE

B TCHBEVEHERERETERER AN AWS Config EFEEHREMEREN AWS Config
T8, SaLSEE AT ERZESA AWS Config , 34 AWS Config ISR EREET S3 17
i,
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AWS CloudTrail EREER

CloudTrail Lake EHEREHESELERA,. BUYESHERENER , ELUEEEAREH4ER
EFRENEERE, hEEERHREBRMBFESHNHE , URB4ER]FHRENARNRER
B, MEHFR CloudTrail EEFMERE Lake RAKFMEN , FZBAWS CloudTrail EEMEE
CloudTrail j§H R 8.

PR 751
LTRHEEARERIEBNEHERFRE.

- TXERFTHEEER
« AXEEAERSHERETSMA R

BRI

BAUEBEREFEREZ G , BABENFIEREMEEIRE AWS Config fé&. BRUER MRS
E1 ThaE AWS Systems Manager , tRIER I B H RV HAERZ #FZE X AWS Config.

(® Note

AWS Config Bt #REER K SEEXNREEHAE. WFEEEBNFMENR , 280 AWS
Config BB, WMFE %ﬁ%ﬂﬂﬁnﬂﬁ%ﬁﬂﬁnﬁlﬂﬁnﬂ E2E <<AWS Config B ABEM) BHE
BAAREC SRS

A, B EHEREFRER , EREHITIIIEE  BAFSE,

* RE Amazon S3 #EFIFRRFERFEIEERRKEEE BICHK. NFERBNVFAENR , F2HE
{AWS Config B A E1Em) FRNEERTEEMSERREZNE Amazon S3 FEFEE.

- IBEZER AWS Config R 2R HERRR 2 FEHEANKAl, AWS Config E AWS Config
A SREFE AWS BRESRARRERNL(E CloudTrail Lake EFIEH, MEFMEA AWS Config R
Bl | 552 BAWS Config BiZ% A B#5F AWS Config 3 B A 89 £ A 5 E E R

FEAEREREVEHAERERE

1. & A AWS Management Console BRI CloudTrail £ & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

2. EBEERT , B Lake THHNEBEHERTFHE,
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AWS CloudTrail EREER

3. i#IZ Create event data store (B EHERFZHE),
4., EREEHERTHEEELN —BRFMAEAS K BAZSHERNFERENER, BBANIE,

5. BELLANSEHEREHENEERE, EERESAACHINNBESHORER , UREH
EREFEHENTERNERAZSH, WEFMEN , 526 AWS CloudTrail EEM EE CloudTrail
HE A

LTARRARZRE :

- —FNERREEE - MR LEHEAHEINEHERLR 25 TB , YEERIE 10 FHEM
REH , RIEZEFEALEE, 87 366 X (FERRREH) E’Jﬁﬁﬂ@a&ﬁﬁﬂlmﬁ* BRI
B, 366 k2’ , ERRBAEE pay-as-you-go BEIHEEM, LAETERRE,

® ﬁnX EEIHﬂ 36636
- xRREH : 3653 K

- tHEREEE - IREENEAENNE4AERER 25 B, YFEERIE 7 FREMEREY ,
AIZBEAIER, RECESEHEEF , BAFIME,

TERREH - 2557 X
- RRREH : 2,557 X

6. HESHEHNFHRENREY, FUTERRBFETERANRIHTNR 7 XF 3,653 X (#9 10
F) 2B ; IREFREEEEE , QAR 7 XF 2,557 X (WEF) 2H,

CloudTrail Lake EREEBHREEEEeventTimeWRBHBEA , URERBEREEH. 6
W, MREEE 90 RWREH |, Al CloudTrail EEE4HBIB 90 RKFBREMH. eventTime

7. (EREM) EERAMNZ AR AWS Key Management Service , 55IRIZE [ KR B S 1] AWS KMS
key, IBIE [#i8] BB AWS KMS key B , BEREULHABEEN KMS &8, E&HA KMS
BlEH , R IEERBalias/MyAliasName, EAE E',E’J KMS SR , BYLARFE KMS
SWEE , LUAFMBRNAER CloudTrailic#. WMHEFMER , FSEHRE AWS KMS %ﬁﬁﬁ
Bl CloudTrail, CloudTrail EX#F AWS KMS % [EiF#, ﬂu%%Eﬁﬁﬁﬂ’JnﬁHﬁaﬂ , FH S

{AWS Key Management Service FIZ AB5m) PN EAZEH SR,

EALACH KMS SREEEMENBEZLN AWS KMS B, KEHEREFMERE KMS &R
VEAB R  MEEBRIEE KMS 2R,

(® Note

EEAEBEHERTFHERA AWS Key Management Service t# , A BAAEEIR
FERARER KMS £38,
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8.

10.
11.
12.

13.

14.
15.

16.

(EA) mREEFEH Amazon Athena E BN EHEHR , 57 Lake EHBIS P RERMA. B
B FEAEIE AWS Glue Data Catalog F#REEHERFHEHEBBN FEER , W Athena
P EAERHIT SQL ., fEFE AWS Glue B B &P RE P E R TE Athena EH 3|
ZEBNMSK, BERNEELEETANEN, NEFHES , F2E BEEHEREHE,

B EZRMA Lake EFME , FFRIFRMA  RRIITTIIEE -

a. EZEEEEBEVHAGEREMEABEAEN IAM AE, AWS Lake Formation & F Itk £ & 3 & 2 B
SEHEREFERENST., ELMA CloudTrail TEABVHARKE | CloudTral 2882
VYEEMERENAR, NIRFREZREAR  BEAZEACHNEERTRERAKENZKIFT,

b. MREEZRVHAL K FEWASBURAE,
c. NMRLEFAREA/E K FEBELCLANAC, A/ABLAFTERENIKRFE .

(ER) & Tags (BR) BERT , RS TUHE 50 BERSHYE |, SUGBIERER. HE7 M2 6%
SHERTFHENFIER, WFEER IAMBER  $UEBRAERNSEHENTRERRFIE
[ROFMER  F2EE)  FRUEBRAEREVIMRSHERFHRENFIER, AREMM
EHRERAREBRNFRER AWS , F2EELE AWS REREFPHERL AWS BEF,

&E-F_io
EEEEHERL , BIE AWS B4, RARFEFHBIER,

CloudTrail $EHEREEERREFEECRIZERN "B, F , BKER , TERBEFK
SMEEREERBEIRFHIRARENMBEER. & , 4 LLERE Include only the current
region in my event data store (EEHNEHEREREFESTEEESR) MESREEZEEFSF
FEENVAHABIEE , MRKFEZFLRE | AISHERNERESSSREERATCHENMERENS
#.

HERCNEHERMEER AWS Organizations FBBFHWATEIRFWEHLRIER |, FEINAM
BHORAERFRA, S4ABRAIEBNERRFUZMNEESIRS , TREM SEBKER
EEENEHERERE.

B Next (T —F) LBl RHIEE,

£ Review and create (MBIME) BE L , MBEBHNIRIE, BIE Edit ((FE) UHERETEE,
EREBRILEHERZHER , 351212 Create event data store (B EHEREHRE).

FMNEHAERFRELREEHAERFRERE LN EAERFREREF.

RS  BHENTHESEINERIEE ., BEYSHENTHREZRENERER TR
FESHENTERES.
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AWS CloudTrail

ERAEER

Ef5|EH

FREATUHEMEHERFRERTEM. CloudTrall ERE LW [E6EH]) Kol EBRRHEGHES
i BiEmmER. ATE-EETHHEREESHERFREATHNEIER,

R
#

B

BRGHEEEEHENEREREHERER
EMMAHREEEHERNERE , USKHTE
BREHAMENEIE, CloudTrail

Query

SELECT
element_at(configl.eventDat
a.configuration, 'targetResourceld'
) as targetResourceld,
element_at(configl.eventDat
a.configuration, 'complianceType')
as complianceType,
config2.eventData.resourceType,
cloudtrail.userIdentity
FROM
config_event_data_store_ID as
configl
JOIN
config_event_data_store_ID
as config2 on element_at(configl
.eventData.configuration, 'targetRe
sourceld') = config2.eventData.
resourceld
JOIN
cloudtrail_event_data_store_ID
as cloudtrail on config2.eventData.
arn = element_at(cloudtrail.resou
rces, 1).arn
WHERE
element_at(configl.eventDat
a.configuration, 'configRulelList')
is not null
AND
element_at(configl.eventDat
a.configuration, 'complianceType') =
"NON_COMPLIANT'
AND
cloudtrail.eventTime > '2022-11-
14 00:00:00'
AND
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iR Query

config2.eventData.resourceType =
"AWS: :DynamoDB: : Table'

S, A AWS Config 8| , X EBE—RKAE ol EeT
£ AEREIE B EE RS MARRE, eventData.configuration,

eventData.accountId, eventData
.awsRegion,
eventData.resourceName, eventData
.resourceCreationTime,
element_at(eventData.config
uration, 'complianceType') AS
complianceType,
element_at(eventData.config
uration, 'configRulelList') AS
configRulelist,
element_at(eventData.config
uration, 'resourceld') AS resourcel
d,
element_at(eventData.config
uration, 'resourceType') AS resourceT
ype
FROM
config_event_data_store_ID
WHERE
eventData.resourceType =
"AWS: :Config::ResourceCompliance'

AND

eventTime > '2022-11-22 00:00:00'
ORDER BY

eventData.resourceCreationTime
DESC

limit 10
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iR Query

fik AWS Config ERER, tRE% ID FEERE S

233

%$ﬁ§J§$§§&° eventData.resourceType, eventData
.awsRegion, eventData.accountlId,
COUNT (*) AS resourceCount

FROM

config_event_data_store_ID
WHERE

eventTime > '2022-11-22 00:00:00'
GROUP BY

eventData.resourceType, eventData
.awsRegion, eventData.accountId

SRIERE RMEEZFAE AWS Config AR
SRHEIRE M, eventData.configuration,
eventData.accountlId,
eventData.awsRegion, eventData
.resourceld,
eventData.resourceName, eventData
.resourceType,
eventData.availabilityZone,
eventData.resourceCreationTime

FROM

config_event_data_store_ID
WHERE

eventTime > '2022-11-16 00:00:00'
AND

eventTime < '2022-11-17 00:00:00'
ORDER BY

eventData.resourceCreationTime
DESC

limit 10;

MFERUNGREEHANFAES  F2H BUIREEH,
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ERAEER

HERETE B SRR

TRRPFESHEEEECHPIHIMSENZAEBERTE, WABTHEeventDatafVAREIE B 121 ;

H 4z B #EEN CloudTrail #3124,

CloudTrail B4 HABREPREEFMAERACloudTrail ZLEA A

« REEY CloudTrail &2 ALAY {2
- BHSEHRENEN

#EHY CloudTrail B AR

AR AR
eventVersion string
eventCategory string
eventType string
event|D string
eventTime string
awsRegion string

iR

AWS SRR
$O

EHER. HR
fHRETER , BN
{4 Configura
tionItem .

EHEE, HRY
fAREIER , BN
&% AwsConfig
urationItem o

SEHHIME— 1D,

E4EHBEE
BRA yyyy-MM-D
DTHH:mm:ss 1%
= A B PR AR ZE B ]
(UTC).

AWS B BiEREH
HY B %o
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BuEE g A SR =K iR

recipientAccountld string NE RAERLSEHHN
AWS 1R ID,

B &% i 5% A BRSBHIERREB

HEERA. MREE
SHPRIER , A

M [E e =R
HEF , LARERKH
FEHR,
eventData P HEREREIERIRH
WAL AR ER iR
eventData = NE eventData FEV L

EWAERETE B R,

- configurationltemV  string EA REHRFWEREE
ersion B i<,
- configurationltemC  string EA YItR{b AE RERC 8% AV B
apture B I
- configurationltemS  string EA AREIEEAME, BN
tatus {EA0K, ResourceD
iscovered

. ResourceN
otRecorde
d . ResourceD
eleted . ResourceD
eletedNot
Recorded .

« accountld string EA EHERBBN 12 L%
AWS 1R F ID,
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BWUBER W AR =R iR
* resourceType string pEE AWS ERHNER,

MEEREREN
FHES , F2HE
AWS Config APl £

# Configurationltem

i

« resourceld string ey BIRM 1D (41
o, sg-xXxXXXX)o

« resourceName string = BERNBETERE (B
B)o

« arn string EHA EREREABEHY Amazon
Resource Name
(ARN),

« awsRegion string EH BRAT AWS &1 £
L,

« availabilityZone string EA HERBBRNTARE
i

- resourceCreationTi  string EA B &R BB

me EEO
. HHRE JSON #HA ERERRMNEIR,
« supplementaryConfi JSON #A R EERERE
guration AWS Config [E1#9#8 &

B, LidEsxiags
BEEHNER,

« relatedEvents string 2 H CloudTrail B4 515
B,

« relationships - EHA HEIE AWS JRBE,
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AWS CloudTrail

ERAEER

RuEE WARE

* * name string

* * resourceType string

* « resourceld string

* + resourceName string

- BR JSON

AT i 6IFR A S A RE IR B iC sk AT VS BB IR T RV BE B

"eventVersion": String,
"eventCategory: String,
"eventType": String,
"eventID": String,
"eventTime": String,
"awsRegion": String,
"recipientAccountId": String,
"addendum": Addendum,
"eventData": {

"configurationItemVersion": String,
"configurationItemCaptureTime": String,
"configurationItemStatus": String,
"configurationStateId": String,
"accountId": String,
"resourceType": String,
"resourceId": String,
"resourceName": String,

"arn": String,

"awsRegion": String,
"availabilityZone": String,
"resourceCreationTime": String,

®=H

#H

®H

®H

iR
EMEERNBRE

B,

HEERNERER

o

FEBE IR ID (H

U, Sg-XXXXXX)o

MEERNEFTEHE
(BEH)o

B RAHBABI Y SR (E
BRRYE,
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"configuration": {
JSON,
1,
"supplementaryConfiguration": {
JSON,
I
"relatedEvents": [
String
1,
"relationships": [
struct{
"name" : String,
"resourceType": String,
"resourceId": String,
"resourceName": String
}
1,
"tags": {
JSON
}
}
}
}

AWS EREZAEANBEHELSHENTHE

BRI BEYEHER R EASEUANNES AWS |, REEEA CloudTrail Lake B8, EHMOMHRELE
AR HNEFR,

SETLAER CloudTrail Lake B&IhEE , BERNREPH AWSEMRRLHENBFEAEZTDE
B, PlmAHBELZIRPEER SaaS BAREN, ERMRIER.

ELARSBEVEMAENFHER K WEEVRE , YKERBRERIBE,

CloudTrail Lake EHERTFHESELEA, BUEAHERNEHRER K SUNREEAREHER
ERENEERE, hEEEBEKREENNBFZSEHONE , URBE4ENFHRENTERNZRR
B, MFEHFR CloudTrail EEMEE Lake AMWFMEN , FSEAWS CloudTrail EEMEE
CloudTrail 8 B Zx.

BERUNANEHEVEHERZE AWS

1. & A AWS Management Console 3 BB CloudTrail 32 & |, #8315 https:/
console.aws.amazon.com/cloudtrail/,
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AWS CloudTrail (R
FEEBEED , BE Lake THANSHERERE.

3. i#IZ Create event data store (BX EHERIFHE),

4. EREBHERFHREEELN-RFHEAD K BABSHERFHRENERE. SBA/NIE,

5

BERCEAREHENTHENEEEE. MEEARERREEDNNRETEANEE , UREH
ERFRENARNSRAEYN. WFFMER , FLE AWS CloudTrail EFM E#E CloudTrail
H AR o

N

LT ARRARZRE :

- —FUERRBEE - IR ECHEBEAFERNEHERIR 25TB , YEERIE 10 FHEMN
REBE , MEBFEAIEE, 57 366 X (ARAREH) WRTFECSSEMEEEY , |MAENG
B, 366 k2’ , ERRBAEE pay-as-you-go BEIEEM, LAETFERRE,

- FEERREH : 366 X
- BRRAREH : 3653 X

- tHEREEE - IREENEAENNEHAERER 25 TB , YFEERIE 7 FHEMREY ,
AIEBEAIER, RECESEHEEF , BAFIE,

- FEERREH : 2,557 X
- BRRAREH : 2557 X

6. HESHEHNFHRENREY, FUERARBEERANRIHITNR 7 XF 3,653 X (¥ 10
F) 2B ; AIREFREEEEE , AIAINRN 7 XF 2,557 X (WL F) 2f,

CloudTrail Lake M EEHEB T EeventTime MR EHEA , LLREREBEREE 4., HI
o, MBEIEFE 90 KMIFZEHE , B CloudTrail =488 90 XEBKREML, eventTime

7. (BREMN) EERBAMZE S AWS Key Management Service , 5112 [ B S K] AWS KMS
key. JZIE [#1] BE AWS KMS key B , RREBRELUERBEEN KVMS £, EHA KMS
BlEF , LERIEERBalias/MyAliasName, EFAECH KMS £ | B4 BERE KMS
SW|FA , LAFFMENBEE CloudTrailii#k. WFFHMENR , FSEEE AWS KMS £ R
8l CloudTrail, CloudTrail iIEXX#f AWS KMS Z [BiEE., NMEZEFHESB/ONVFAEN , F2H

{AWS Key Management Service B A Bi5m) FHRFEAZEHEER,

EALACH KVMS SREEEMBENBEZL AWS KMS B, KEHEREFMESRE KMS SR
MEABRR  REEBRIEE KMS 2R,
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AWS CloudTrail EREER

8.

10.
11.
12.
13.

14.

® Note

EELAEBEHERTFHERA AWS Key Management Service t# , A BAAEEIR
FEABEERN KMS £18,

(EA) mREEFEH Amazon Athena E B EHEHR , 557 Lake THBIS P RERMA. B
B FEAEIE AWS Glue Data Catalog F#REEHERFHEHEBEBN FEER , W Athena
P E4HERIT SQL . fHFE AWS Glue BRI B PR RE DAL E B AT EE Athena 35|
ZEBaMSK, BERNEELEEANEN, NEFHESR  F2E BEEHEREHE,

HERMA Lake EFME , FFRIFRMA  RRIITTIIEE -

a. EBEZEBRUNACLERFEARENIAM BE. AWS Lake Formation & It /A & K & 2 B
BEHERERENHT, EEMEA CloudTrail TR AEMNH AR | CloudTral EHEZE
NEEFEERNARG, IRFEERGAC  FRIAZACHBRTEELENHZETT T,

b. MRLBEIFNACG 6 FRAZBIUBIAE,

c. NMRLEFHAREAG K FEEFLNCANAE., ZACKXAFREREHIRFT,

(ZF) 7£ Tags (BH) B+ , BHRZSTLHIE 50 EEBSHRY , LUHBEEB. RS

EHENERENFEER. NEFEA IAMBER , §UESAERNEHEREREREFEE

FREVFHEERR , FF2HES  ERUEFRAEREVIRMBREHERNEFEHENTFIER. SR

EPFERAEBNFHEENR AWS , F2RAELRE AWS REAEREPHER AWS B,

BE Next (T—2) URESHERERE,

£ Choose events (IZ{2E4) EME L , i#{Z Events from integrations CREBEHNEH),

£ Events from integration CREEEHNEMH) b , EEELEHEELAEZEHERERENRIR.

RESBURHNESHNEE, EBRREHSER 3-128 @AF . RECEAFH. BF. 9%, ER
MERHTHR

£ Resource policy (BIRER) F , ARG BEREEREE. ERBEKE JSON BERXH ,
ELEHAEEHEENETBUHERITHESEURMEERYE, EERBRERFERATENIE
F A LAY PutAuditEvents APl , B4 ExZEENEE, MREREEEN IAM BER AT
cloudtrail-data:PutAuditEvents E{F , RIERHEEEHEREFRESFIVE,

HERFEBENEFARRNESEE, HEETHEES , CloudTrail & BB ESERHE AWS
#&S ID , WEREIMASERFHRMNE—II ID, HREBRIRES K SXAZLEE—E
AWS tRF ID fERERE , WA ATBUZE M b8 ASER ID MRS IERBENEIF.

ERAERARY. EFNEESHERERE HR7 1.0 166


https://docs.aws.amazon.com/glue/latest/dg/components-overview.html#data-catalog-intro
https://docs.aws.amazon.com/lake-formation/latest/dg/how-it-works.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS CloudTrail EREER

15.
16.

17.
18.

® Note

MRBLEEABERVERIEK , IREEEHEE TLUEEE LF
PutAuditEvents APlI,

a. HREEES K BRASEBHRENAS D, BEEEBRHRMK IS D, flMKS ID

FREBELENTH  UHESARERBEREA. SERBHEERY AR — /I D,

&R LU How to find this? (MIASIXULEFF ? ) MR SEBFHBREHERMMASZIKIE ID
Y3 4o

External ID

Enter the unigue account identifier provided by Nordcloud. How to find this? E

® Note

MBEERBESSHEID , Bl PutAuditEvents APl BTG IR LB E P
ID, Fi8 , MRBMEREZINE ID , SEBAEMA I PutAuditEvents API 315
E externalld 28,

b. HRMRARES 6 FHEIE 8 AWS IRF] LUEEEMEARKPTENSE AWS IRF
ID,

B Next (T—%) UREEHRE,

£ Review and create (REIMEL) HE L , WEEHNIRE, B2 Edit ((FE) UAHERETEE,

BIREREIBEHERFEHIER | 55212 Create event data store (B EHERERE),

VN EHERERELRESH4ENTHREER LN EHERNERERED,

R{HLIEE Amazon Resource Name (ARN) s &R HEARER ., WEABEE ARN REEEER
HEREXNRE  F2RAERAEXHMALL, MEFMEER , 557 Integrations (BS) EEM
Available sources (ATARIR) R5|EBEHPZESIEB MM Learn more (E— 7 ##) EfE , U
AWS Marketplace BN SER HEH.

BB, SEBAISEBAEREZERX®W CloudTrail @@ LR PutAuditEvents API B , EH4ERF
HERESHRBEEZESNEEMNSEBMAEN,
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EREEAEFESHERERE

ZAEERBA a5 AWS Management Console EFTEHEREFRENRE. EENMSEBRNMAFERE
MEMHEREENENRA AWSCLI , F2RAFEHERSHEREE AWS CL,

EHMEHERERE

1. & A AWS Management Console BRI CloudTrail 32 & |, #8114 https:/
console.aws.amazon.com/cloudtrail/,

2. EEBERT , BE Lake THNEHERIFRE,
3. RELEEHNNEHEREFRE. LBFERBEHENTHENFRERARH,
4. EMEFHEAD  ERFEUSETIIRE :

- EHERERERR - BETENEHEREFREN B,

- EEEE-HRFEALtFREEERENEHENTERE , ZUURAEEFRA —FILERR
BEE, IREHENEHNESAHBNEHERIR 25T, BREFERA—FULERREE
B, MREFEREZE 10 FWELREY A AEEBRLEA—FUERREEE. WEFHEE
A , 5E82E AWS CloudTrail EEM B CloudTrail #HK A

(® Note
HRER—FUERREEENEHAERNERE A SEIBEAEEER, IREERE
RtEREEE , FESHENFRELELLEE. AR, ERtFREEERERR
MNEHERERE.

- REY -LEEHERFRENREYN. REWUSRESHERREESHERNTREDNE
BRE. — FUERREEEZENRBBANR 7 XE 3,653 X (9 10 F) 2@ ; R LF
REEEER , AFTNMR 7 RF 2,557 X (Mt F) 2B

® Note

b S D e b AR Bl ], ORI o VS
HMREBHNEHS, flw , MREFTNHREIA 365 X , MEAEEHRAE 100 X , Al
CloudTrail €% ReventTimeiBi 100 KHIEH.

« E - BEERLECH KMS SRENFEHENEFTHRE , FEEEAEECSH AWS KMS
key, TR , SHENEFREFTNABESAEBAME CloudTrail, EREECH KMS £RE
EEMZENBEZL AWS KMS BA,
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® Note
REHERTFHRERE KMS €REVRNE  SEEELBRIBE KMS &),

- ERAEQTSEE AWS BEFRENES  FEEERNSAERFRETESSERED. W
RERZRENLEE  AEHENEHESSSREMBEIENEHF,

- EEELNESHERERER AWS Organizations BRI A RS NESH | FHiRIE [#HY
BRI ATERERA], EESFEREABHNERIEFBA , BESHERFEHENSHERAS
HHEREE B K , FCloudTrailBEfE IR E,

TERE , RRERTEE,

5. 7 Lake BEHHAF , REBEHFELIBADFEA Lake EHH S, A Lake EHB S BEEE
FEHEPRRBHEREREN P AWS Glue X, SWFEH Amazon Athena HEHERET
SQL &8, EAMAEHES =S HAE AWS Glue AWS Lake Formation, 1 Amazon Athena HY
BE, 5H Lake EHHAE |, BHSEEZERN Athena FEHER, ELEABASE  T2RKRT
{A CloudTrail Lake &} , 1 B & LAME/ETE CloudTrail Lake F#ITEM,

EERABS BRI TIEE

a. igj% E&Fﬁ )

b. BEREBERVFNIAMAE EREARAAG. ELBRUNAGK , CloudTral EB8E
VEAFMRRERNAC, IREERAREAAR  FRIEACHBRTREMEZENSIET T,

c. MREEBVYFHNIAMAG  FaASEHNER,
d. MRELEZZZRRN IAM AC  FRERFEANACR. XB/CLATERENIRE .

6. WESHEENEMHEMBRE,

Vs Fid] Al fREER%
CloudTrail &4 B A LARER CloudTrailE M T HIERE :

3

- ZESFEHERTFHREREENES
i#1E T#ECloudTrail B4 iRE, .
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EHEE ] i B8 AR TE

- TEES4YD  EEREUEEEESH4N
HRE. MEFHEA , F2RECHEESH
AWS Management Console (2588 3).

- EEREHGY  BEREUEFERNEHN
BE. BUNEZEECHNERSHER
REFEBEECANBAFENSEL, MFEF
WMEF , AR ENREEHERTHRE
A2 #% AWS Management Console,

REEBEHNEH HESH  BELNES. AR, RERFELU
BF THIERE :
- ERSHMEAD  BEATRRBRSEEN
=18
- EEAXMER  BESHHNBE N,

» £ Resource policy (BRBUER) # , AES
BB EERBUR

WMEELRENFHES , FSH ELUES

HRBEANNEES AWS,

7. REWE SFEIBRER  FERETEERE. SRS TUHNE 50 EEBERY , UHEE
mal, FFNEFHEHERFRENFIER, TXE  FERREFRE.
EH R EF LN R HRSAEE

KRR , EHERTFREREAHEINES, BUFERAEREE,. AWS CLIZ APl FIEEHERFHRE
FRENEH,

REGESEH (BEENERSEMH) N AWS Config REHBENEHEREFHRESEMEM " CloudTrail
FRIGHAEN, M T{FILHREL, #IR,
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ELEFELIEA4AERTFTHENEINE  XZTHERNEFHENREEE S STOPPED_INGESTION, &R
AU EEESHEREREANTEMAESHITEN, SHUSEREHERIEHERERE R
£8%2 CloudTrail EEREBEH),

EEEEHENTFREREEREH

1. & A AWS Management Console 3 BRI CloudTrail 32 & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

HEEEERTP , BE Lake THNSEHERENE.
BESHENEFRE,

EEMESD | BEFF R

HEBBETRE  BEFLEN. SHERNTFRERFLENEKSEH4,
B EREEE , RERBEEG

2

ERBARSEAEEL

1. & A AWS Management Console 3 BB CloudTrail 3 & |, #3815 https:/
console.aws.amazon.com/cloudtrail/,

2. HEEBERT , BE Lake THANEHERFRE,
3. EESEHEREFEHE.
4. HEBEP , BERBEEG

EREEABERIERE

BIEFEER , AWS CloudTrail Lake FHEHERIFHEREABAKLARE, RLERBAIKHLE
HAMBREHERTFHRE, MRECERMBREHERENE Y EERAKRLERE. BUUER AWS
Management Console, AWS CLIZ; API fE¥= AL ILRE

EARAAE LLIRFE

1. & A AWS Management Console 3R CloudTrail £#84& , #it 4 https:/
console.aws.amazon.com/cloudtrail/,

2. EEBERT , BE Lake THNEHERFRE,
3. EESEHEREHE.
4. HEBES , BESFRIEFRE,
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AWS CloudTrail EREEE
5. EEFA.
6. BEM7TF. KRETURBREHERTRE.

A RS LE R 38

1. & A AWS Management Console Y FR CloudTrail £ & , #81L5A https:/
console.aws.amazon.com/cloudtrail/,

HEEBEEHRT , 1BE Lake THNBHEREHRE,
BESHENEFRE,

EEMET , BIESFRILRE.

R ILRE  FRERA,

BEFHT

o g bk~ w b

EREEaMREFERERE

AEERF MR AWS CloudTrail TR AMBRE4ERERE, EENESERNMAFERMBREHER
BENEF AWS CLI , FSREMEBRSHEREE AWS CLl,

® Note

MEERAKILERES Lake EFHE , AIEEMBREHERFHE, AKFEEL , CloudTrail BX
R IERE | B IEEAMBREAHERRE.
EEMBREHERARBBEENEFNEHERTHRE  BXALRBRESHEE, SRR
BAMFMEFABE@MIEM aws cloudtrail delete-channel TS RIBREE, MEEZEH , B2
e i RR 48 38 LA BREE AWS CLI

MErEHERERE

1. & A AWS Management Console BRI CloudTrail £ & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

2. HEEEKT , BIE Lake THHEHENERE,
3. EES4ERTFHE.

4. ¥R Actions (B11E) , i#F Delete (HHIBR)-

5. MASBSHERNTRENER , UEZREEHEMER.
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6. IEEMBR,

REBREHENFRER  ZISFHERFREARESEES PENDING_DELETION , SAEFERIRRE 7
Ko BALE 7 REFHRNEREHERNTFRE. BHERFMREERN PENDING_DELETION iRAEHRF
BEEANEN , MARTERREN  ETEHBH4ERERERTHAE[RE, SRHERNSHER
FREFESHENES HTFELER. BERMBRNSHERFRESTATFER —BS4EREFHR
EREEET AWS EiF,

EREEAEREHAERERE

Bk AWS CloudTrail Lake PRI EHEREER , HIREBEEF A , PENDING_DELETIONM REFRX
MMEE 7 K, EUHAR , B AMEA. = RestoreEventDataStoreAPI £ B REHEREFHE. AWS
Management Console AWS CLI

AERAUNAFEAEERAEREHERNERE, ZERSERUAEAEREHERBEENEN AWS
CLl , B8 RERSEHEREE AWS CLI,

EREHERFRE

1. & A AWS Management Console 3 BRI CloudTrail £ & |, #31t A https:/
console.aws.amazon.com/cloudtrail/,

2. EEBERT , BIE Lake THNEHERTFRE,
. BEEHEREHRE,
4. HEBEF , BEER.

By, ENEEEHERTEHRE AWS CLI

BALAERE AWS CLI II, EFMEBZNEHERTHE. FRHE AWSCLI , FREENmTE
EAENRERM AWS B RENFHT, IRERETFRESFHTHS , ATSEREENTE
RE , RIZE --region 2EERADS,

EHEREENTAES
£ CloudTrail Lake PRV MEHEHERBENESEEE

« create-event-data-store ARV EHERAERE.

« get-event-data-store AMEESEHERTFTRENMHEEEN , BREASHERTRERENERS
AR,
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« update-event-data-store IBEHREEHEREENERE,

« list-event-data-stores AF|HEHERFEEE.

+ delete-event-data-store AMIBREHEREE,

+ restore-event-data-store , WiBEREFMBRHNEHERERE,

o start-import ABBSEREHEAZTEHERSE , RERKBHWEA,

« get-import MEREBIFEEANESRA,

 stop-import , MFILAEMBEHEAZTEHERRE,

o list-importsAMEEBEFAEEANENR , WiRImportStatusHEEIEEAE A

£Destination,

« list-import-failuresBA%|Hi57EE AW E A KK,

« stop-event-data-store-ingestionAZILEHER1FHIENSHEE

- start-event-data-store-ingestion AEFH B EHERFRE LBWEHFEE

« enable-federation , EEHEREFNELRABES , AZEH#H Amazon Athena FHEHERTFR

=
og o

« disable-federationAFRHEHERNERE LS, FRBESE , BiSEEBEH Amazon

Athena FHEHEREFRENEHR, S LAEETE CloudTrail M EM,

« put-insight-selectors#EHIEHREEHERTFHEN Insights BHEEE , ARBMAZE

A Insights B4,

« get-insight-selectors , AMEEEHEHERFREREN Insights EHZEEENHBER.
« add-tagsi—ERNZERR (REYH ) FNIRENEHEIBERF.

- remove-tags , REAEREEFBR—ERZEER,

« list-tagsAMEEREEHERF R EMERBNEREE,

oS
wn

CloudTrail Lake Z#H o BisS () CloudTrail M ’AEHRN AT HIES.

m

25
520 CloudTrail M HESW A AT D,

lu

£ CloudTrail Lake BEMW AR SIBE |

BIEHEREE AWS CLI

£ create-event-data-store S BRAEHERERE,

BYEHERNEFHRER K E—FEEANSEHA --name , K BHAARABNE4HERERE, HTTN
REEHMERSH , 2
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« --advanced-event-selectors - EEETEEEHERNFREFRNEHER, KTEE,
HEREFHESRHFMEEEENH. IEHERSHZIEMNFMENR , 520 CloudTrail APl 2
#Z AdvancedEventSelector 89,

o --kms-key-id-#8EARMBZERNSEHH AWS KMS €48 ID CloudTrail, B2 E alias/
FENREZERE, EOiBENTEIEE ARN, EQNBNTEIEE ARN , A2 2 EHE—R IS,

« --multi-region-enabled-BUZEHEHERENE , ULHIKRS AWS BE PREANSE
. AKFERR , BIERFIESE , KRB EERE --multi-region-enabled,

« --organization-enabled - MASHERNFRERKEEBPAAEIRENSH., KFER , K&t
HEBPOFEREFRASHERTENRE,

e --billing-mode - REMBMBFEHNRE , UREHENEFEHENTERNZRAEZH,

LT AR

« EXTENDABLE_RETENTION_PRICING - IRZEEAHIRNEHER PR 25T, TEFERIE
3,653 K (¥4 10 ) WEMREH K BEFEREFERALTEES, HFTEEXNWERREHA 366
Ko

« FIXED_RETENTION_PRICING - MR EFEHSAEBNNEHER BB 25TB, WHEERE
2,557 R (97 F) WM REH , AIRZRFEANGTEES, HFBEXWERRZHAE 2,557
Ko

FEER{E A EXTENDABLE_RETENTION_PRICING,

« --retention-period - EHREBEEHENFREFHXRE ., MR --billing-mode
# EXTENDABLE_RETENTION_PRICING , AIEREANR 7 & 3,653 2B EE ; MR --
billing-mode &% FIXED_RETENTION_PRICING , B|AN A 7 B 2,557 2 B EE, WRX
EXE--retention-period ,  CloudTrail fE M AR B A --billing-mode,

- --start-ingestion- --start-ingestion 28 E2EEIKBREHERFZRENS4HREE.
BERFESH , REtLEREHBH,

NREFRHZLEEHERTFHRERMENEEH , FBIEE --no-start-ingestion. SHIKER , W0
REERSHERINE4ERNENE  YERITEFREHERRSTBESH , BAERTERE
W28, AEE eventCategory B Management, Data = ConfigurationItem B , --no-
start-ingestion 28 FE M.

TIEHRRUMRILFRERNEHERFRE.

ES|
- BY S3ERSEHNEHERFME , AWSCLI
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« B AWS Config BBIE BV EHERFKRIE , AWS CLI
- BUVEBEHNEBEHERFME AWS CLI
. {#MH AWS CLI

B SIS EREHNEHEREFNRE , AWS CLI

T %86 AWS Command Line Interface (AWS CLI) create-event-data-store i S B I B ABNEHE
FFHE , my-event-data-storeZFHRERERFTA Amazon S3 EREHIFEH KMS £ INE.

aws cloudtrail create-event-data-store \
--name my-event-data-store \

--kms-key-id "arn:aws:kms:us-east-1:123456789012:alias/KMS_key_alias" \
--advanced-event-selectors '[

{
"Name": "Select all S3 data events",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::S3::0bject"] 1},
{ "Field": "resources.ARN", "StartsWith": ["arn:aws:s3"] }
]
}
1
LT =R pEif,

"EventDataStoreArn": "arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/
EXAMPLE-ee54-4813-92d5-999aeEXAMPLE",

"Name": "my-event-data-store",
"Status": "CREATED",
"AdvancedEventSelectors": [
{
"Name": "Select all S3 data events",
"FieldSelectors": [

{
"Field": "eventCategory",
"Equals": [
"Data"
]
iy
{
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"Field": "resources.type",
"Equals": [
"AWS::S3::0bject"
]
},
{
"Field": "resources.ARN",
"StartsWith": [
"arn:aws:s3"
]
}

1,

"MultiRegionEnabled": true,

"OrganizationEnabled": false,

"BillingMode": "EXTENDABLE_RETENTION_PRICING",

"RetentionPeriod": 366,

"KmsKeyId": "arn:aws:kms:us-east-1:123456789012:alias/KMS_key_alias",
"TerminationProtectionEnabled": true,

"CreatedTimestamp": "2023-11-09T22:19:39.417000-05:00",
"UpdatedTimestamp": "2023-11-09T722:19:39.603000-05:00"

B8 AWS Config BBIEB N EHERIFHIE , AWS CLI

T 5I& 5| AWS CLI create-event-data-storemn T B E L B AN SHERBEconfig-items-
eds , ZTFH[ERER AWS Config fAR8TE R, EEWEEREIRE K FEERSHENSEFERE
eventCategory M ZF M ConfigurationItems

aws cloudtrail create-event-data-store \
--name config-items-eds \
--advanced-event-selectors '[

{
"Name": "Select AWS Config configuration items",
"FieldSelectors": [

{ "Field": "eventCategory", "Equals": ["ConfigurationItem"] }

]

}

1
LAR R El £,
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"EventDataStoreArn": "arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/
EXAMPLE-ee54-4813-92d5-999aeEXAMPLE",

"Name": "config-items-eds",

"Status": "CREATED",

"AdvancedEventSelectors": [

{
"Name": "Select AWS Config configuration items",
"FieldSelectors": [
{
"Field": "eventCategory",
"Equals": [
"ConfigurationItem"
]
}
]
}

1,

"MultiRegionEnabled": true,

"OrganizationEnabled": false,

"BillingMode": "EXTENDABLE_RETENTION_PRICING",
"RetentionPeriod": 366,

"TerminationProtectionEnabled": true,
"CreatedTimestamp": "2023-11-07T19:03:24.277000+00:00",
"UpdatedTimestamp": "2023-11-07T19:03:24.468000+00:00"

BEUEBEHNEABRSESHERFME AWS CLI

T 56| AWS CLI create-event-data-storetn "B E U IWEMBEEEEH I --billing-modeB &
REANBEEESHEREMEFIXED_RETENTION_PRICING,

aws cloudtrail create-event-data-store --name org-management-eds --organization-enabled
--billing-mode FIXED_RETENTION_PRICING

LT REEEEH

"EventDataStoreArn": "arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/
EXAMPLE6-d493-4914-9182-e52a7934b207",

"Name": "org-management-eds",

"Status": "CREATED",
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"AdvancedEventSelectors": [

{
"Name": "Default management events",
"FieldSelectors": [
{
"Field": "eventCategory",
"Equals": [
"Management"
]
}
]
}

1,

"MultiRegionEnabled": true,

"OrganizationEnabled": true,

"BillingMode": "FIXED_RETENTION_PRICING",
"RetentionPeriod": 2557,
"TerminationProtectionEnabled": true,
"CreatedTimestamp": "2023-11-16T15:30:50.689000+00:00",
"UpdatedTimestamp": "2023-11-16T15:30:50.851000+00:00"

£/ AWS CLI

% Z7E CloudTrail Lake A2 8% Insights B4 , BEZEUWEE Insights EHWEEZEHERENRE , UK
BARBNIEEEEEHNREEHERENE,

LR F A EERA R B MREHERFRE , AREA Insights E4,

1. #4T aws cloudtrail create-event-data-store S REI FUWE Insights BHH B Wt E
HERFME, eventCateqgory WEMES Insight. Bffretention-period-
daysREHLEEEHERNTFHNETPREEHNRE. R --billing-mode &
EXTENDABLE_RETENTION_PRICING , BIEREANMR 7 3 3,653 2 HWEE ; R --
billing-mode E%EA FIXED_RETENTION_PRICING , BIANR 7 Bl 2,557 <N EE, MR
KRIBE--retention-period , & CloudTrail fEAMFERAREHM--billing-mode,

MREEH AWS Organizations AN EEIRFZEA , MIRERERTFEREEEHEHERT
HENEEE  58&--organization-enabled2 &,

aws cloudtrail create-event-data-store \
--name insights-event-data-store \
--no-multi-region-enabled \
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--retention-period retention-period-days \
--advanced-event-selectors '[

{
"Name": "Select Insights events",
"FieldSelectors": [

{ "Field": "eventCategory", "Equals": ["Insight"] }
]
}
]I
LA 2 B pEF
{
"Name": "insights-event-data-store",

"ARN": "arn:aws:cloudtrail:us-east-1:111122223333:eventdatastore/
EXAMPLEf852-4e8f-8bdl1-bcf6cEXAMPLE",
"AdvancedEventSelectors": [

{
"Name": "Select Insights events",
"FieldSelectors": [
{
"Field": "eventCategory",
"Equals": [
"Insight"
]
}
]
}

1,

"MultiRegionEnabled": false,

"OrganizationEnabled": false,

"BillingMode": "EXTENDABLE_RETENTION_PRICING",
"RetentionPeriod": "90@",
"TerminationProtectionEnabled": true,
"CreatedTimestamp": "2023-05-08T15:22:33.578000+00:00",
"UpdatedTimestamp": "2023-05-08T15:22:33.714000+00:00"

B FERAREEER ARN (3 ARN B9 ID BH%) , tEAZBR 3 H --insights-destination &
HHE,
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2. #17 aws cloudtrail create-event-data-store i T AR R EBEHNREEHERFHRE, 4K
B EHEREHRESREFMEETESSH, IREEREMATESH  SFrEEREERS
HiBEES, BMfSretention-period-days AEFLEHEEHERFHRERREEHNKE, MR
--billing-mode % EXTENDABLE_RETENTION_PRICING , BIEXEBENR 7 B 3,653 2K
BY ; R --billing-mode FXE %A FIXED_RETENTION_PRICING , RIBANRA 7 B 2,557 2
BHEE, NMRKRIEE--retention-period , 5 CloudTrail fFAMNFERAREHAM--billing-
mode, ERERVHEBEHERTME , BIA --organization-enabled 8%,

aws cloudtrail create-event-data-store --name source-event-data-store --retention-
period retention-period-days

LU — B FEEE

"EventDataStoreArn": "arn:aws:cloudtrail:us-east-1:111122223333:eventdatastore/
EXAMPLES952-4ab9-49c0-b788-f4f3EXAMPLE",

"Name": "source-event-data-store",

"Status": "CREATED",

"AdvancedEventSelectors": [

{
"Name": "Default management events",
"FieldSelectors": [
{
"Field": "eventCategory",
"Equals": [
"Management"
]
}
]
}

1,

"MultiRegionEnabled": true,

"OrganizationEnabled": false,

"BillingMode": "EXTENDABLE_RETENTION_PRICING",
"RetentionPeriod": 90,

"TerminationProtectionEnabled": true,
"CreatedTimestamp": "2023-05-08T15:25:35.578000+00:00",
"UpdatedTimestamp": "2023-05-08T15:25:35.714000+00:00"
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ZEHEFAREEMER ARN (2 ARN B9 ID EBHE) , EAPEBR 3 | --event-data-store SEW
=

3. T put-insight-selectors a5 BABXA Insights B4, Insights ZEXEFE AT AR
ApiCallRatelInsight = ApiErrorRateInsight (BiM#&). ¥ --event-data-store
S  EBERREHEREHRERN ARN (5 ARN B ID Bif) , ZERESTHEES4I A
A Insights, ¥/ --insights-destination 28 , 5 B Wit EHERFHERN ARN (T
ARN B ID %) , ZTFHEKFFEH Insights B4,

aws cloudtrail put-insight-selectors --event-data-store arn:aws:cloudtrail:us-
east-1:111122223333:eventdatastore/EXAMPLES952-4ab9-49c0-b788-f4f3EXAMPLE --
insights-destination arn:aws:cloudtrail:us-east-1:111122223333:eventdatastore/
EXAMPLEf852-4e8f-8bdl-bcf6cEXAMPLE --insight-selectors '[{"InsightType":
"ApiCallRateInsight"}, {"InsightType": "ApiErrorRateInsight"}]"

TIERBEREHEHERFHERERN Insights SHZEES.

{
"EventDataStoreARN": "arn:aws:cloudtrail:us-east-1:111122223333:eventdatastore/

EXAMPLE9952-4ab9-49c0-b788-f4f3EXAMPLE",
"InsightsDestination": "arn:aws:cloudtrail:us-east-1:111122223333:eventdatastore/
EXAMPLEf852-4e8f-8bdl-bcf6cEXAMPLE",

"InsightSelectors":
[
{
"InsightType": "ApiErrorRateInsight"
},
{
"InsightType": "ApiCallRatelInsight"
}

EEHEREREE XA CloudTrail Insights 2% , IR EARNEETE K B2 EE
CloudTrail E 7 XEY KB 6EEESE — @ Insights B,

CloudTrail Insights @9 T E— B (ML) PRENETEEM, In CloudTrail sights B4
HEAHYEEEREEHNMERESPESE,
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HREBSHEREFRE , £ CloudTrail fiIRESEKERFNEERSH , MARDTEBAAE
EESHNER,

f£ CloudTrail #HHEMEME4ZTEINENERH. IRZRFAERNEHERERERA
Insights , B2 B EMNER, WFE CloudTrail EEMNEREENA , F2BAWS CloudTrail E{E,

REHEHEAZSHENEE AWS CLI

R AWS CLI , BRI EHEASHENRE, AEHNEF REMABIT create-event-data-
store W HREBVYMBEBMHEREFRE , RAEFEM start-import B THBEHEAZZSHEREFR

B, IEEHREAEGHEANFEES (BFEZESENMBFINEBERN)  F2EKEREFER
IEHERERE,

EBENERSH
EANEHSEFH , FETUTERIF,

- MEENACEAMENT , RAKEREHEAZSEHENTRE,

s RELEAESHEREMEEEN --billing-mode B, --billing-mode #§REMMEMFEEEHH
BA& , UREHERTFHRENERNGRREH,

B8 EHEHE A CloudTrail Lake B |, & CloudTrail S2E#E L gzip (B#E) BB ENRERE, A
& CloudTrail i EFIENEHERIECNEHERTFHRE, RBEERN X/ NATEARER
9 Amazon S3 EFK/D. BEMBRBEER KM —MRMEFHE , 15 S3 EEEEPH AR
FeLL 10, BRAIAFEALBEAREZESEERARGHN --billing-mode &,

« RELBEAS --retention-period IEEME, CloudTrail IREHERIEENeventTimefR EH
B, IFTE8RZIEHL.

EEREEENGREY , FAIECEERNRESHEENXE , URESSHREBESHERNE
BRERHXRE , LEMENE , MATEXR® :

REHM = oldest-event-in-days+ number-days-to-retain

i, MREBEBRNZESMHS 45 RAIWEH  YFEELEHESHENFRETBRE 45
X, AT S REHIER A 90 Ko

- RERBEFCASHENERERS MEMRREYS, NMREFTEHBEIARREY , FERLSEH
BEREFEMEREE --no-start-ingestion 28, KAER , EHERNENESEE LR EN
=4,
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BYSHENFREYRERSHEAZZSHEREFRE

1. 1T create-event-data-store i S RBIFNEHERFHE, FEILEHF|F , --retention-
period BREA 120 , RAEZERNSEESHEEB 0 X, MERMBEMREHRE 30 X, &
PR EREEEMRREY , HERET --no-start-ingestion 28, ELEHIH , T
B9 2 FEER{E EXTENDABLE_RETENTION_PRICING , HtIF KREXE --billing-mode , ERHAAE
BMAARERNSES4ERDPR 25TB,

(@ Note

MRBERVEHERTFHRERRNKER  BFEEERE --advanced-event-
selectors UARFSEBMIMEMHREGEE  EMEREHEEMENEHREEHE, KHER
EHERNENEGREMEERENH,

aws cloudtrail create-event-data-store --name import-trail-eds --retention-period
120 --no-start-ingestion

BUTR R e

{

"EventDataStoreArn": "arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/
EXAMPLEa-4357-45cd-bce5-17ec652719d9",

"Name": "import-trail-eds",

"Status": "CREATED",

"AdvancedEventSelectors": [

{
"Name": "Default management events",
"FieldSelectors": [
{
"Field": "eventCategory",
"Equals": [
"Management"
]
}
]
}

1,
"MultiRegionEnabled": true,
"OrganizationEnabled": false,
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ERAEER

"BillingMode": "EXTENDABLE_RETENTION_PRICING",
"RetentionPeriod": 120,
"TerminationProtectionEnabled": true,
"CreatedTimestamp": "2023-11-09T16:52:25.444000+00
"UpdatedTimestamp": "2023-11-09T16:52:25.569000+00

100",
100"

#I%R Status A& CREATED , AtEMIE#1T get-event-data-store i REFHEEE S 1L,

aws cloudtrail get-event-data-store --event-data-store

eds-id

EIFEERETR Status I1EA STOPPED_INGESTION , EXRTEHEREREREIES,

"EventDataStoreArn": "arn:aws:cloudtrail:us-east-1
EXAMPLEa-4357-45cd-bce5-17ec652719d9",
"Name": "import-trail-eds",
"Status": "STOPPED_INGESTION",
"AdvancedEventSelectors": [
{
"Name": "Default management events",
"FieldSelectors": [
{
"Field": "eventCategory",
"Equals": [
"Management"

1,

"MultiRegionEnabled": true,

"OrganizationEnabled": false,

"BillingMode": "EXTENDABLE_RETENTION_PRICING",
"RetentionPeriod": 120,
"TerminationProtectionEnabled": true,
"CreatedTimestamp": "2023-11-09T16:52:25.444000+00
"UpdatedTimestamp": "2023-11-09T16:52:25.569000+00

1123456789012 :eventdatastore/

100",
100"

2. ¥1T start-import % , SEMEHEAZTTR 1 FEINEHERENE. EEESHEREHRE
B ARN (2 ARN B9 ID BHB) B S8 --destinations M{E, #¥ --start-event-time ,

B, EMNEEEHERFME AWS CLI

7 1.0 185



AWS CloudTrail EREER

EEEERCBEEHM eventTime , ¥ --end-event-time , HEBER CEHEHM
eventTime, AR --import-sourceiEEBEEH AR S3 fEFETEAY S3 URI, S3 /77T
B UNAREANEBMEHZARHN ARN, AWS [EiF

aws cloudtrail start-import \

--destinations ["arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/
EXAMPLEa-4357-45cd-bce5-17ec652719d9"] \

--start-event-time 2023-08-11T16:08:12.934000+00:00 \

--end-event-time 2023-11-09T17:08:20.705000+00:00 \

--import-source {"S3": {"S3LocationUri": "s3://aws-cloudtrail-
logs-123456789012-612ff1f6/AWSLogs/123456789012/CloudTrail/", "S3BucketRegion":"us-
east-1","S3BucketAccessRoleArn": "arn:aws:iam::123456789012:role/service-role/
CloudTraillLake-us-east-1-copy-events-eds"}}

LU = pe i

"CreatedTimestamp": "2023-11-09T17:08:20.705000+00:00",
"Destinations": [
"arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/
EXAMPLEa-4357-45cd-bce5-17ec652719d9"
1)
"EndEventTime": "2023-11-09T717:08:20.705000+00:00",
"ImportId": "EXAMPLEe-7be2-4658-9204-b38c3257fcdl",
"ImportSource": {
"s3": {
"S3BucketAccessRoleArn": "arn:aws:iam::123456789012:role/service-role/
CloudTraillake-us-east-1-copy-events-eds",
"S3BucketRegion":"us-east-1",
"S3LocationUri": "s3://aws-cloudtrail-logs-123456789012-111ff1f6/
AWSLogs/123456789012/CloudTrail/"
}

+,
"ImportStatus": "INITIALIZING",

"StartEventTime": "2023-08-11T16:08:12.934000+00:00",
"UpdatedTimestamp": "2023-11-09T717:08:20.806000+00:00"

}
3. #T get-import i , LB B E A BN E A,

aws cloudtrail get-import --import-id import-id

B, EMNEEEHERFME AWS CLI WA 1.0 186


https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/get-import.html

AWS CloudTrail EREER

BT 2 Bl FEE

"ImportId": "EXAMPLEe-7be2-4658-9204-b38c3EXAMPLE",
"Destinations": [
"arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/
EXAMPLEa-4357-45cd-bce5-17ec652719d9"
1,
"ImportSource": {
"S3": {
"S3LocationUri": "s3://aws-cloudtrail-logs-123456789012-111ff1f6/
AWSLogs/123456789012/CloudTrail/",
"S3BucketRegion":"us-east-1",
"S3BucketAccessRoleArn": "arn:aws:iam::123456789012:role/service-role/
CloudTraillLake-us-east-1-copy-events-eds"
}
.
"StartEventTime": "2023-08-11T16:08:12.934000+00:00",
"EndEventTime": "2023-11-09T17:08:20.705000+00:00",
"ImportStatus": "COMPLETED",
"CreatedTimestamp": "2023-11-09T17:08:20.705000+00:00",
"ImportStatistics": {
"PrefixesFound": 1548,
"PrefixesCompleted": 1548,
"FilesCompleted": 92845,
"EventsCompleted": 577249,
"FailedEntries": 0

MEBERBERK , AIEATRBESE T ImportStatus A& COMPLETED ; MR 4K , BHIE®E
S~ FAILED,

MRFZEAEE FailedEntries , BAILAHAT list-import-failures a5 REE K BUEE,

aws cloudtrail list-import-failures --import-id import-id

EEERABNWEA , FEFA --import-id SBHT start-import HS, ELERAEAR , &
EBAEKMME CloudTrail REEE A,
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aws cloudtrail start-import --import-id import-id

MSESHERFRE AWS CLI

T %I&E5] AWS CLI get-event-data-storein S EEE S E--event-data-storeZ2EMEECEHE
AERENHEEBEN K ZERENERES ARN 2 ARN #9 ID BiE,

aws cloudtrail get-event-data-store
--event-data-store arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/EXAMPLE-
£852-4e8f-8bd1-bcf6cEXAMPLE

LT REEES, BYREMLXEHRKFENEXS timestamp,

"EventDataStoreARN": "arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/
EXAMPLE-f852-4e8f-8bd1-bcf6cEXAMPLE",

"Name": "s3-data-events-eds",

"Status": "ENABLED",

"AdvancedEventSelectors": [

{

"Name": "Log DeleteObject API calls for a specific S3 bucket",
"FieldSelectors": [

{
"Field": "eventCategory",
"Equals": [
"Data"
]
.
{
"Field": "eventName",
"Equals": [
"DeleteObject"
]
.
{
"Field": "resources.ARN",
"StartsWith": [
"arn:aws:s3:::bucketName"
]
.
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{
"Field": "readOnly",
"Equals": [
"false"
]
.
{
"Field": "resources.type",
"Equals": [
"AWS::S3::0bject"
]
}

1,

"MultiRegionEnabled": true,

"OrganizationEnabled": false,

"BillingMode": "FIXED_RETENTION_PRICING",
"RetentionPeriod": 2557,
"TerminationProtectionEnabled": true,
"CreatedTimestamp": "2023-11-09T22:20:36.344000+00:00",
"UpdatedTimestamp": "2023-11-09T722:20:36.476000+00:00"

5|k F RIS HERFRE AWS CLI

T 5I&E 51 AWS CLI list-event-data-storesin S & & E B 81 Region FIRF AT EHEREHERHEES
B, BEAZEEE--max-results , BUEEHEGSEE—HEHLEONRAERE, IRER
ZNIBIEERN --max-results B , BEXAHTHS , FIEEEMN NextToken ELLEE T —EHNE
g,

aws cloudtrail list-event-data-stores

LT 2 E g Hl,

"EventDataStores": [

{

"EventDataStoreArn": "arn:aws:cloudtrail:us-
east-1:123456789012:eventdatastore/EXAMPLE7-cad6-4357-a84b-318f9868e969",
"Name": "management-events-eds"

}I
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{
"EventDataStoreArn": "arn:aws:cloudtrail:us-
east-1:123456789012:eventdatastore/EXAMPLE6-88el1-43b7-b066-9c@46bsfd4s7a",
"Name": "config-items-eds"
},
{
"EventDataStoreArn": "arn:aws:cloudtrail:us-
east-1:123456789012:eventdatastore/EXAMPLEf-b314-4c85-964e-3e43ble8c3b4",
"Name": "s3-data-events"
}
]
}
ERAEHEHEREE AWS CLI

TR R EREHERFRE,
£
- ERAEMFTEEN AWS CLI

- EHMREER, BAKLERE , I AWS KMS key A AWS CLI
- EAKLRE AWS CLI

FRAEHTEER AWS CLI

EHERTFHRERN --billing-mode R EMEMBFEHNRAE , UREHERFHENTERHM
BRAZH., NREEHEREMRER --billing-mode 5% FIXED_RETENTION_PRICING ,
BT LU EE E A EXTENDABLE_RETENTION_PRICING, MR ZHNEHERERES
BHEBNEHERDIR 25T, MBAZLEFERE 3,653 ANEMREH , BERZFEH
EXTENDABLE_RETENTION_PRICING, MFEEEBNFMEF , F2B AWS CloudTrail EEME
CloudTrail J#A K4,

® Note

IREEARE --billing-mode fE# EXTENDABLE_RETENTION_PRICING %

¥4 FIXED_RETENTION_PRICING, MREHERFHEMNTERIRES
EXTENDABLE_RETENTION_PRICING , M8 A A FIXED_RETENTION_PRICING , #&
AIUESHERFHRELZIEREE , WE A FIXED_RETENTION_PRICING W EH#HER
FHE,
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T 586 AWS CLI update-event-data-storelE T &G E4--billing-mode BRI B ER &
B FIXED_RETENTION_PRICINGAEXTENDABLE_RETENTION_PRICING, H#EM --event-data-
store ZEE2E ARN (5 ARN # ID Bi§) mMBE A E ; HiS 8 AIRIE,

aws cloudtrail update-event-data-store \

--region us-east-1 \

--event-data-store arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/EXAMPLE-
f852-4e8f-8bdl-bcf6cEXAMPLE \

--billing-mode EXTENDABLE_RETENTION_PRICING

PRI T

"EventDataStoreArn": "event-data-store arn:aws:cloudtrail:us-
east-1:123456789012:eventdatastore/EXAMPLE-f852-4e8f-8bdl-bcf6cEXAMPLE",

"Name": "management-events-eds",

"Status": "ENABLED",

"AdvancedEventSelectors": [

{
"Name": "Default management events",
"FieldSelectors": [
{
"Field": "eventCategory",
"Equals": [
"Management"
]
}
]
}

1,

"MultiRegionEnabled": true,

"OrganizationEnabled": false,

"BillingMode": "EXTENDABLE_RETENTION_PRICING",
"RetentionPeriod": 2557,
"TerminationProtectionEnabled": true,
"CreatedTimestamp": "2023-10-27T10:55:55.384000-04:00",
"UpdatedTimestamp": "2023-10-27T10:57:05.549000-04:00"
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EHAREEN. BMAKLERE  dLE AWS KMS key A AWS CLI

T 5 & I AWS CLI update-event-data-storein "B EMBHERTFTHE , SHREHREE A 100
X, WRAAKIERE, YEM --event-data-store ZH{ER ARN (8. ARN K ID Ef) mMAA
B HSHAIRIE, FHESDHIET --retention-period 28 , LUSRBHEEES
100 K, =#E , BT LURIZERUA AWS Key Management Service 1% , 3 AWS KMS key ZEiB#
B --kms-key-idZWHAIEE KMS £38 ARN EREXRIEE. --termination-protection-
enabledB M EUERMAK LRBASHER TR E LBAKLERE,

RABREEMHNEHAENFTHRE AWS BEZEHNHFRHE AWS E4F. ERiH , ik AWS BHNEH
ERTFREREIERR/IEINTLCHESMH AWS,

(® Note

MBEFEEEHERFRENRZHE , CloudTrail ERBEBEMeventTime R R B HA
HEH, Fln , MRERHREBEA 365 X , MEEEREAE 100 X , Bl CloudTrail €%
BreventTime#i® 100 XHIEH,

aws cloudtrail update-event-data-store \

--event-data-store arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/EXAMPLE-
£852-4e8f-8bd1l-bcf6cEXAMPLE \

--retention-period 100 \

--kms-key-id "arn:aws:kms:us-east-1:0123456789:alias/KMS_key_alias" \
--termination-protection-enabled

BT 2 Bl e,

{
"EventDataStoreArn": "arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/
EXAMPLE-ee54-4813-92d5-999aeEXAMPLE",
"Name": "my-event-data-store",
"Status": "ENABLED",
"AdvancedEventSelectors": [
{
"Name": "Select all S3 data events",
"FieldSelectors": [
{
"Field": "eventCategory",
"Equals": [
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"Data"
]
},
{
"Field": "resources.type",
"Equals": [
"AWS::S3::0bject"
]
},
{
"Field": "resources.ARN",
"StartsWith": [
"arn:aws:s3"
]
}

1,

"MultiRegionEnabled": true,

"OrganizationEnabled": false,

"BillingMode": "EXTENDABLE_RETENTION_PRICING",

"RetentionPeriod": 100,

"KmsKeyId": "arn:aws:kms:us-east-1:0123456789:alias/KMS_key_alias",
"TerminationProtectionEnabled": true,

"CreatedTimestamp": "2023-10-27T10:55:55.384000-04:00",
"UpdatedTimestamp": "2023-10-27T10:57:05.549000-04:00"

5 H#& 1L~ E AWS CLI

AR , RS ESHERNTHE ERAKRIERE |, U EENARBREAENTHRE. BUAKLERE
B, BEERBRE4HERERE. IREERBREHENTHRE  LALERKLERE,

T 5I&E61 AWS CLI update-event-data-storein S EFEHEE--no-termination-protection-
enabledZ2H R{EFRAK LLRE.

aws cloudtrail update-event-data-store \

--region us-east-1 \

--no-termination-protection-enabled \

--event-data-store arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/EXAMPLE-
£852-4e8f-8bdl1-bcf6cEXAMPLE

RIS T
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"EventDataStoreArn": "arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/
EXAMPLE-f852-4e8f-8bdl-bcf6cEXAMPLE",

"Name": "management-events-eds",

"Status": "ENABLED",

"AdvancedEventSelectors": [

{
"Name": "Default management events",
"FieldSelectors": [
{
"Field": "eventCategory",
"Equals": [
"Management"
]
}
]
}

1,

"MultiRegionEnabled": true,

"OrganizationEnabled": false,

"BillingMode": "EXTENDABLE_RETENTION_PRICING",
"RetentionPeriod": 366,

"TerminationProtectionEnabled": false,
"CreatedTimestamp": "2023-10-27T10:55:55.384000-04:00",
"UpdatedTimestamp": "2023-10-27T10:57:05.549000-04:00"

FILLENEFERNFHRE , £/ AWS CLI

T 5I&i%5 AWS CLI stop-event-data-store-ingestionfn S Al B L EHERERERTNENH, EEFILLE
B, EHERFHE Status %47ZEA ENABLED , H eventCategory #47ER Management, Data
5 ConfigurationItem., H --event-data-store EEMNBHEREFRE , cEZIEHERER
[E ARN 5} ARN B9 ID B, #1T stop-event-data-store-ingestion % , EHERERENREEE S
STOPPED_INGESTION,

EHERERIERR STOPPED_INGESTION kiR K BEZHESHERERESFTALZHIRS,

aws cloudtrail stop-event-data-store-ingestion
--event-data-store arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/EXAMPLE-
f852-4e8f-8bd1-bcf6cEXAMPLE

MRRERT , AITEREE,
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EEHEREMRIE BB EEE AWS CLI

T 5|86 AWS CLI start-event-data-store-ingestionfif T2 EESHEREHE LB E4ER. £E
FATRER , EHEREME Status #48A STOPPED_INGESTION , H eventCategory #ZER
Management, Data = ConfigurationItem., H --event-data-store IEENEHERFN
E, cESEHERTFHE ARN 5 ARN 9 ID B, #1T start-event-data-store-ingestion % , E#
ERTFRENMREZEES ENABLED,

aws cloudtrail start-event-data-store-ingestion --event-data-store
arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/EXAMPLE-f852-4e8f-8bd1l-
bcf6cEXAMPLE

MRRERT , AT EREE,
EEHERFHE LRABS

EZERABES , 55817 aws cloudtrail enable-federation i35 , WIRMHMNER --event-data-store
M --role B8, &¥ --event-data-store , BHEHERFME ARN (X ARN #9 ID Bi). &
# --role , BHENBS AR ARN, ZABXAFERENIERED | WIREMENFIKIT,

aws cloudtrail enable-federation
--event-data-store arn:aws:cloudtrail:region:account-id:eventdatastore/eds-id
--role arn:aws:iam::account-id:role/federation-role-name

pEfRRAEREZESNMEETEIRFFIEESHENTHEN ARN , UAREZREESIRFFIEE
BSAGH ARN , EMEEABSAERTFRE LRABKS,

aws cloudtrail enable-federation

--event-data-store arn:aws:cloudtrail:region:management-account-id:eventdatastore/eds-
id

--role arn:aws:iam::delegated-administrator-account-id:role/federation-role-name

EEHERFRE LEFABS

EECEHEREHRELEABE , 55817 aws cloudtrail disable-federation 5%, H --event-
data-store EEMEHERENE , CEZEHEREME ARN 5 ARN 19 ID BiE,

aws cloudtrail disable-federation
--event-data-store arn:aws:cloudtrail:region:account-id:eventdatastore/eds-id
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® Note
MREREBEHERTHE  FEASEIIRFHIES 1D,

MBREHER 2 E AWS CLI

T 5| &5 AWS CLI delete-event-data-store S &M --event-data-store IEEMNEHERFEN
E A6 CEIEHEREME ARN % ARN B ID Bi. #1T delete-event-data-store % , B4 ERIFH
[E Y ER#&RREA PENDING_DELETION , MBEHEREREME 7 RWESFHE BBHMER.

EESHERTFME LT delete-event-data-store % , HEHNEASEFEANEREREETHNERS
17 list-queries, describe-query = get-query-results, EHERTFHREERER FMERRER , HZ+ESE
HERIFHESTAEHRS,

(® Note

MR BE’E --termination-protection-enabled s & FederationStatus &
ENABLED , RIS A MBRSHERTFHRE.

aws cloudtrail delete-event-data-store
--event-data-store arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/EXAMPLE-
f852-4e8f-8bd1-bcf6cEXAMPLE

MBRERT , AIFEEEIE,
EREHERZE AWS CLI

T %|& 5] AWS CLI restore-event-data-store i T EEERESMBRNEHEREFEHE, H --event-
data-store EEMNEHEREHE K CESEHEREME ARN 5 ARN 9 ID Bif, SR
BRENEtRESHERNERCHEBRNEGHERERE,

aws cloudtrail restore-event-data-store
--event-data-store EXAMPLE-f852-4e8f-8bdl-bcf6cEXAMPLE

CEEFEEESHERFRENER , 2EH ARN, ERESHFEMB[NERRE.

B, EMNEEEHERFME AWS CLI WA 1.0 196



AWS CloudTrail EREER

EEEHERFHRELS R EH

LT REHENFHRENE B,

« CREATED - EERERIUEHERENEN T HIAEE,

* ENABLED - EHEREFRERFAPLENEN, BAUNHTENEREREHERISHERT
A&,

« STARTING_INGESTION - EHiREBIE REHEREN EASFH R AN REH,
« STOPPING_INGESTION - EHIREIETREHERENESF LFEEENEEH,

« STOPPED_INGESTION - EHEREFEHRETERNES, BMATUEHEEE4ERNTFTREANE
MEHHTESD , TREREHERIEHERTFHE,

« PENDING_DELETION - E#4EREFHMIEER ENABLED 3¢ STOPPED_INGESTION AREEN H & & M
BR , BEXAMBRZE , ZEREMNE 7 XREFHR, BT ESHERERELBTES , RT
EBEREZN , T EHERERERITEMRE,

REEBANKLRESEAR | £ EMBEEERTHE. KIERETHIEEAMBREHDRER
8. RIEER  BHANTHENELREDEREA. BaTHEE Athena FEHSHERTHE
ap | MARBRAS,

MBREHERERER , ZFHRESHIT PENDING_DELETION AREERIE 7 X , REFT S KAMBR,
B LE 7 REFHAEREHENTHRE. SHERTFHERM PENDING_DELETION ARAERFEE
ARER , RTERREN , TeeHBHERTHRESTHMEMRE. FHRAEHENERETS
HEESG  tTEELER, B2 , BEMBRNEAENFHESHATEFER —ES4ERTHEN
BEEH AWS EiF,

SHEREFHRE LT ABE

EERMBEHREFREHERFHE,. RREHEN. FBAIFLENESF , IERBIEREFERER
ENRILRE  FESHERFHRENFAETNERS  EABFEDER NG S,
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Actions &

Copy trail events

Stop ingesting

Change termination protection

BREMEMHMBEEBEANRTE CloudTral EBEMEREHNEHERNERE. RESTESEH (BE
MEREH) 5 AWS Config RERBNEUHERTFHRETREREA " CloudTrail FHBHEEL M "E 1L
HRJ glﬁo

HEREAERISHERFRE

B LB MEEHE R E CloudTrail Lake BHERFERE , AR HZIEHIEH point-in-time 1R
B, BEREMNE4TETEEMEHEHNIE , O FEUEMAMA RIS IUEHE

B A E M EHERE|E CloudTrall HEMHARENRAEHERFRE , LTI CloudTralil
SHENFRENRE 'EREREMH BEFABHENFHRERIN —H0. WERESERSEN
ERIVAEMERNFHAENFRES  F2R CERSHERIRENEHERTETRE, NFEFH
BAUFNEHERNFRENFMAES  F20H EHAEEAS CloudTral EHE I EHEREFRIE,

NREERERSHERIEBSHERTFHRE  ZXACREBNEERRS, S8LEAEBNEIR
EEERFEREREMS,

CloudTrail Lake EHERTFHESELER, BUEHERNEHER K SUNEREEAREHER
FHRENEERE, EEEZREREMNNRFSHENORE , URB4EREFERENTER %ﬂ%ﬁﬁ
BHl, WFEAER CloudTrail EEMERE Lake KAWFFMEN , S BAWS CloudTrail EEME
CloudTrail 58 X 8.

ASEHEHERE CloudTrail Lake EHEREFRER , SRBEAENFHEERINNABHEENEE
8,

RS BHEHERE CloudTrail Lake B , & CloudTrail BB #EIA gzip (BME) A RENEEE 6 R
BREHEPIENEHERIECNSHERTHRE, RBEERN K NITREARERY S3 fEFKRDN.
EEMSARBREEN KD —MBMEFHE , B S3 EEFREPHNAFZTRDEL 10,
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BRI EENEREHANEEEE  REEXEA. IREHIAREASHEREHNEREHER
WS4, ATURBBAESHHELBZEARREHMMELEER., NFEFHENR , F2E8 AWS CloudTrail E
fEF B CloudTrail #HEA.

e

THRER-LEEREREHFNERRS , IREATNAFEHE2ERBEEERS,

=5 HA AR £ 2 A RN 2

DA MEFM CloudTrail M BY—EFNESHEREFRE , YAERYSEHERFRENSR

HNELRESH K MEFTEA EBEPEESRERSEHER. EEVEHEREFHRER , BURE

WEH BHENES (BFTFNSR 15), MBRSHERFHREEIEE
HHEEEHMTETERRE.

£/ CloudTrail Lake B4 EX fERAERIMEHRSAEANARSHFENEREIEHERNTR
FRERAER B IER E A6 URGREAEHNFHEREHNEREEENEZHE.

FRREFERNENBEFENTHECEREEEEHF,
ARERNEHEREEREHERFRER BB B HHE,

ERVENSHERFERER , S UREMERIE  BRE
EHENEA.

£

- EREHEANES

- ERIEHEHFRERYFT A

- BEREAERINRENEHEREFRE

- EHERFREH

- 56l BIEREHERIFEHENETRE

EREREHNEER
BRERENHRE  FERBTIRE,

- BREMEMHIF, CloudTrail M S3 GetObjectAPI REMEURIR S3 R ITE P HBHEH,
—i S3 EHFRTFEBELEBMFER GetObject FH , 4N S3 Glacier Flexible Retrieval, S3
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Glacier Deep Archive, S3 Outposts # S3 Intelligent-Tiering Deep Archive B, &EERFEEIE
EERFREENFHNEMEY , BSUAELMEH S3 RestoreObject BEER—EER, MEEED
ERCHEYMHNFMEER 220 (Amazon S3 FAEER) PHERSHENYH.

- BEMEHERIEHERFHER , CloudTral THRENBSHERTFRENSHER, #HES
HHZEERE AWS BEINBEREAM , MERRMBEREH

- BEREAERIRENEHERNFHE 6 FELERENERARFIZERESHENTRENE
EEAENMREH,

- EEEE: EEZREACHINBEEEHFNRE, NEEZENEERENER , BF2H AWS
CloudTrail EEM BEH4EREFEHEEERE,

- REH  REPRESHERNECESHERTFHEFRENFEERE, CloudTrail EERESH
ERFHREREHeventTine AMWEMEH. EERTHENRZHE , FEALEERNR
ESHNEN UXAEN), UREESHERFHRETRESHNRE (REHME = oldest-
event-in-days+ number-days-to-retain), Hlil , MREERHNEEEHA 45 XEIH
B UWHLEELSHESHEREREPERE 45 X, AT SUSREHRA 90 X

C NREEEREHSHISHERNEHENAREE | ATEEREAKRRSEY  BAUNELES
HERERELNER, FRYSHENEHER  BUSEIERSAEE RETHSE 15) , U
BRSHGHEREESSEHNES SHHITLERRSH,

- BREREHZH , BEAEEIRR S3 REFITEBNIAFEURFIEE (ACL) , YEH B NS4
BEREFEHEN S3 BEIFEBER. WEEH S3 FEREITFBBERNFAMEN , A2 ERERSEHN
Amazon S3 EFEFEBUR, MEARBER ACL WEHENR , 528 (Amazon S3 FHEIERE) #
IR HI AR FTE = AR FITEMN ACL,

« CloudTrail RE#RIR S3 FZErE M Gzip B A EEREBMEH. CloudTrail FSRER
Gzip UK BREN KA BECEERCEERRBREHS,

- FEERRRERNMENEEHENTFRECHREESEN  FAERNEHREREREHERTF
AEZEN B HANREHEE.,

- 1BIEFEER , CloudTrail REER S3 FFEFECloudTrailsi@& T B EH CloudTrail E4FA1#%
ARCloudTrailfiik A MASMEHM AWS REN IR, NREEEREMIEFRPEZEN
CloudTrail & , IS BEEREREHREREINER,

- FERERSHERIBEBSHENFRE  EL4ACREBNEERIIRF. ZMNEESIRF 8EHK
EREAERIBASHERTRE.
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EREH BB

BREHE 2 , FREEHES AM AENMELEA, NREGEZFREN IAM AGRERIEH
B4, ARFERH IAM AGFA, MREBZFREYFHN IAM A€ , 7 CloudTrail REHtZABHNAAEL
BFF

MRRR S3 FETEMER KMS £8ETERINE | BHEER KMS €8 BER L 5F CloudTrail #2354
FirEANER, MBERRSIHEETEFEAZMEKVS €68  SXEEFSESEBNBER , URH
CloudTrail R FITRAPHER,

x5

- ERUEMEHA IAM FFH]

- BERIEREHH Amazon S3 FEFEFEBEER

- ARMBEZRIR S3 REFTEPERMN KMS £BEBCE

BREB S 1AM FF AT

EREMELRE  SULLBERYTN IAM B , S UEAREN IAM &6, ESRZEHRN IAM A
@i | 55 CloudTrail B EEFFEHFTN IAM B | BREEE — S HEEEMEIE,

MBBZREREEE®  BHER IAM BENBER AL FF CloudTrail 3R S3 EEFIFEEREMESH, It
EERIZMHATE IAM B RF T HNETBERES,

THIEHIREEF T EER , AFF CloudTrail f£3RJR S3 EFIFEEREREH. FHESEHEARBHNER
fmyBucketName, MyAccountI eventDataStored, ##, ###M ID. MyAccountId 2R
CloudTrail #5HKY AWS R FEEBIRE , ATAEEE S3 RFATRER AWS IRFEBIB TR,

FEAARMEBERIR S3 FEFETEN KMS MM EREUS key-region, keyAccountID
M keyID, MERIR S3 REFEFRAFEA KMS TN |, BIEATAHBE
AWSCloudTrailImportKeyAccess BRiR=,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCloudTrailImportBucketAccess",
"Effect": "Allow",
"Action": ["s3:ListBucket", "s3:GetBucketAcl"],
"Resource": [
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"arn:aws:s3:::myBucketName"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "myAccountID",
"aws:SourceArn":
arn:aws:cloudtrail:region:myAccountID:eventdataStore/eventDataStoreId"

}
}
I
{
"Sid": "AWSCloudTrailImportObjectAccess",
"Effect": "Allow",
"Action": ["s3:GetObject"],
"Resource": [
"arn:aws:s3:::myBucketName/prefix",
"arn:aws:s3:::myBucketName/prefix/*"
1,

"Condition": {
"StringEquals": {
"aws:SourceAccount": "myAccountID",
"aws:SourceArn":
arn:aws:cloudtrail:region:myAccountID:eventdataStore/eventDataStoreId"

}
}
I
{
"Sid": "AWSCloudTrailImportKeyAccess",
"Effect": "Allow",
"Action": ["kms:GenerateDataKey", "kms:Decrypt"],
"Resource": [
"arn:aws:kms:key-region:keyAccountID:key/keyID"
]
}

THIEFIRA IAM FEBER , ZBUR CloudTrail £FF/RER IAM ABKRRIER S3 EFIrEERERE
., UERAREGWHERNEEEIN MyAccountId, ##H eventDataStoreArn, MyAccountId
=AM CloudTrail #’HA AWS tRF FBIH , ATEE S3 REFITERMN AWS RFFBITETE.

"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "cloudtrail.amazonaws.com"
.
"Action": "sts:AssumeRole",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "myAccountID",
"aws:SourceArn":
"arn:aws:cloudtrail:region:myAccountID:eventdataStore/eventDataStoreId"
}
}
}
]
}

BRIEMEHH Amazon S3 REFITEBUR

RIETARR , FT A Amazon S3 RFRFBNMHEANLE. RAERERE BIAMFTEN AWS Ik
F), IFEFTEREQESNYH. EREFETRBRBENEER  #FIGTUR THAERM
ERE,

HEFEREH 2R |, BAAERH S3 METBEEK , LA CloudTrail ##3RR S3 ffFiriB S RIGHE
EA0N

B T AR #IEE S3 EFITRBECR , URTFELER, B4 roleArn YMmyBucketNamefE
AEEZEENEEE.,

"Sid": "AWSCloudTrailImportBucketAccess",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketAcl",
"s3:GetObject"
1,
"Principal": {
"AWS": "roleArn"
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}I

"Resource": [
"arn:aws:s3:::myBucketName",
"arn:aws:s3:::myBucketName/*"

]

.

RAREZRR S3 M h ERN KMS EIREE

MRFKER S3 REFTEEA KMS £|ETERME |, FFHEAR KMS £#BIER CloudTrail 4 2 RA

SSE-KMS m#ZH S3 RiFirB e EMEHMMENKNs::GenerateDataKey PR, kms:Decryptil
REHNRR S3 EEZTBEAZSEKMS €8 , AIXEEFSESBNER, FH KMS £8BEAH

f&2% CloudTrail KR S3 REFHBIHNER. HITHREREURKSBHFS CloudTraillE% , UARIEE
HERZ| CloudTrail Lake B4 EREZEHIE.

THEHRHE KMS E|MBUEK , AIREMEE CloudTrail iR S3 RFIFERTINER, #
roleArn#myBucketName##### eventDataStore ID ##############R####MyACcountId
=R CloudTrail 0K AWS tRFHEBITE , WAEEE S3 AFATEIRM AWS IRFBBIBRE.

"Sid": "AWSCloudTrailImportDecrypt",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Principal": {
"AWS": "roleArn"
3,
"Resource": "*",
"Condition": {
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::myBucketName/*"
iy
"StringEquals": {

"aws:SourceAccount": "myAccountID",

"aws:SourceArn":
"arn:aws:cloudtrail:region:myAccountID:eventdataStore/eventDataStoreId"
}
}
}
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HEHRSHERIBENEHENTHE

FRATHEFEEMEHERINBENEHERENE, NEERNMEIFTEHERNEKRENER ,
E2E EATEAA CloudTralEHEBIESHERFEHRE,

(@ Note

HEHBEHAERIRENEAERETHRE , FRLARENEARIZERESHERER
EfEERENREH,

o EERE CEERERAEHNANBFESHNRE. NEESEREERENENR , F2HE
AWS CloudTrail EEM SHERFHEEEREIE,

B RERREEHERNTEHERNEFRERFRENEBRE., CloudTral EEREE
HERIFHEREReventTime AN EMEH, EERETEENREHH , FRALEER
NRESHNEN UXAEN) , UREESHERTFHRETRESHNXE (REHE =
oldest-event-in-days+ number-days-to-retain), il , IREEERNNRES
R 45 ReNSEH , UFLEELEHESHERERERERE 45 X , AT RE HIER
A 90 X,

EEREREHAERIEHERETRE

-

a2 A AWS Management Console 3 FRX CloudTrail £ & , #8it %A https:/
console.aws.amazon.com/cloudtrail/,

HEBEHIKRT |, 1BIE Lake THNEHEREFEHRE,
3. iBIZ Copy trail events (BB HEH),

4. 7£ Copy trail events ((BREMEH) EE L , B Event source (BHRRF) , BESEEZERNE
B, RIRFEEZ , CloudTrail REERHE S3 FEEFECloudTrailBiBP 2 E/ CloudTrail B4
BIRRAKCloudTrailBifk , MASREHM AWS RENHIR. MREEEREMHERATETS
# CloudTrail B4 , 51812 [8 A S3 URI], REZIBIE (88 S UBBEEZEH, MRERHRIR
S3 RBIFIFBMEA KMS £ ETERMNE |, B KMS £BUR CloudTrail RAFFHRZER, W0
RRR S REEFTRFEAZMEKMS €88 , IXEENSESMHNBE , CloudTrail LA RFFHEZ R
FErRPMER, MEEH KMS LRBERNFMHEN , F2E ARBERIER S3 EFIrET&ER
) KMS £8BUR,

N

S3 RFEBRAER TR S3 fi CloudTraill FirEEREMEHNFEE, MEEH S3 /FH1E
ErRE BRI ER , B2l EREREHH Amazon S3 RIFETEBUR,
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5. HREESHNRHEE A FEEERESHNKBEE, CloudTral TERERERESH 20,
EREFENRHESE  UEREBOSEMERNRANEERABZEN B, SRS
Relative range (tH¥J%5E) =% Absolute range (B¥ € E), HERH A RIFEHF B NWEEHERT
HEZEREEEEN  FEEEREHERTHRER AHNKEEE,

® Note

CloudTrail EEREEHEREHREREHeventTime AMBEH S, Hlin , MREHE
BEHRENREHEA 90 X , BIF CloudTrail @ & T {MeventTimeiBiB 90 XAV EBMHE
#%,

- MRGEEZE "THYEHE,  ATSUREERBEGEARA. 1F, 2F, 7 ERETHERTHEN
E#, CloudTrail BR PR AR &N EH.
- MRIBE TEYWEHE,  AULIERERBENRBAHANERBE, CloudTral EHRMERKH
HMERABCERENEH,
6. ¥R Delivery location (3X{JtbB) , R TN FEFEEZEANHSHERTFTHE,
7. ¥R Permissions (FFA) , 8 T % IAM B EEEHIRE, NRGEEFREEN IAM A6 | FBER

IAM BEBREHRLENGTA, NEEH IAM AGFFANFRET  F2RERERSHHN 1AM

« J&$Z Create a new role (recommended) (R H AR (BEEH)) UEBIHHN IAM A€, HR
Enter IAM role name (B A IAM AEE%E) , A ASCGNERE, CloudTral EEBAEEHA
BRIVENER,

- EiZ "EABT IAM A& ARN, BAERARIIENEE IAM B8, HR) Enter IAM role ARN (¥
A IAM B ARN) , B A IAM ARN,

- RTHNEEFEEREN IAM AE,
8. IZEIE Copy events (EREH),

9. RABRREHE. ELFEESE |, 55&EE Copy trail events to Lake (G BHtE4HER |
Lake) , $&12Z Copy events (EREH),

10. 7£ Copy details (ERFMEF) EEHF , BUREAERREBAERETMAK. ERBHERTR
B, INRREEEEE | BIHE Copy status (EERARKE) SREH Completed (FEHK) ; MR AGERR | RIFR
EA Failed (<),
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® Note

SHERFMEARE LR THNFREATRNRN ., BRNFMERE (H120 Prefixes
copied (EHMNFH)) JreESNEH LB RNE. CloudTrail EEHEIRNBEFHEZES
EREFER

11. R Copy status (BRREE) & Failed (kH) , 18 1E Copy failures (R X B) B RRVE(T5E
R, EEIEE Retry copy (ERER), ELERBIARE , SEREXBHME CloudTrail #EE
o,

NERREREHARRCFRER  F2E SHERFHEEA,

SHERFHEA

EMEAERMAKRCR  SUUBREHAERFEET , e FERNRE  UREAERAKNEEE
#o

(® Note

EHENFREFEE LERNFRAEAT 2N, ERNFFMEENE (Bl Prefixes
copied (BHRMNFH)) At REH LETRNE. CloudTrail EEHRIANBREFZEL EHF
HE S

FREHERFHETARER

1. & A AWS Management Console YBIRX CloudTrail E32£& |, #31t A https:/
console.aws.amazon.com/cloudtrail/,

2. EERIEEEED , BIE Lake THANEHEREFERE,
. BESHERTFHRE.
4. 7E Event copy status (BHEHAMRRE) BERPEEFESEHER,

BEHREFRER
# Copy details ((ERFHMER) + , LR GEERERSHERN T HIFHMBEN.
- Event log S3 location (E# A5 S3 L&) - B EMEHAFERNKR S3 REFBNLE,
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- Copy ID (2% ID) - ZERM 1D,

« Prefixes copied (BHRHMNFH) - RREHN S3 FEH., TEREHFEREE , & CloudTrail IEHIE
WEHETPRTFTEEBINES.

« Copy status (FBRIREE) - BRAAREE,
« Initializing (EE#R1L) - BB HERFREGETOBRAARE,
* In progress (E1TH) - R REMEHEREEETH,

® Note

MRHABMEHERAMRES In progress (ETH) , BIEEZEREREH., ZEFILER
EHESR | F52Z Stop copy (BLEER),

- Stopped (EfFLt) - R Stop copy (FLLER) BEE 4., EEEFHEHMEHER | FEE
Retry copy (ERER).

- Failed (BXH) - BREZTK , BEELEMSBHELER., BE Copy failures (IR X BK) PHIEER
e, EEEREHMEHER | FiRE Retry copy (ERER), ELERBIAE  SERE KKK
fZ& CloudTrail #EER,

« Completed (E5EMK) - ERETHKARFER. BANESHERNFTRENEAESRNEREH.
* Created time (2.5 [) - 5 HIE M EHE RN BHBERE,
« Finish time (SEAX ) - 15 B EFER TR IF ERIRRE.

BHRRK

# Copy failures ((BREHK) F , BRI ESEAERAMWIERNVE, HRASNMERER, XK
WERRE , 3E SSHBRRETTERBHEH XY , T EHERKBEN M. CloudTrailE —1{@
ARENAMEREFIEBEER. fli0, MREHEREFHREN S3 FEREITFERREEASZSHN
CloudTrail ZEUE , S E W EAccessDeniedfERRA L,

ST EEERAK , FRETIIERER.

« Error location ($85R1LE) - EH S3 REFIFBPHLEHBRNNVUE., MRAARKE S3 REFETFRIEXR
BAEERMEELERR | Error location (ERVE) SEELMUEHDI R IZERNFE,

- Error message ($533F8) - IRHERBEFRMRA,

* Error type (5525 - IZMAEREEA, AW |, Error type (FHFRFE) A AccessDenied RRHNEF
AIEEMBAERN, UECREMEHMEFTNFAEN , F2B0 EREMEHENTT Y,
BERE AR S AR AE FRA 1.0 208




AWS CloudTrail EREER

BORIEIRRE |, FHRIZ Retry copy (ERER), BELEREAR , SEREXMEILE CloudTralil
mEER,

g6 . BERSHERIIFTEFERFTHE

AR SRR R WA E B EREIFH CloudTrail Lake EHERBENETRE S HT. WEHFE
BREMSHNFEET , F2E BERSHERIEHERFRE,

EEREREAERITNEHENERE

-

& A AWS Management Console YzBRL CloudTrail £#24& |, 1L A https://
console.aws.amazon.com/cloudtrail/,

HEEEKT , B2 Lake THNBHERERE,

3. i#IZ Create event data store (B EHEREFEHRE),

4. & "REBHERFHRE) EEN T8 FHERD  RENSHERTFERESRS |, fltny-
management-events-eds, RIBREEYK , BEATREZNESHEREFREENNER. W
% CloudTrail i B HFRNEN , FBRBEER,

5. EERELEANSBE4ERENENEEER., LEEBREREMBMNRBESHNAE , UREH
ERFRENERNSRREY. NFFMEER  F28 AWS CloudTrail EEM E#E CloudTrail
AR,

TR FaiEE :

- —FUERREBEE - MR ECFEHSAERNEHERIR 25 TB , FERIE 10 FHIEM
REBHE , AEBFEAIGEIE, 5] 366 X (AR EH) WRFESSEMEEES , |BARENG
B, 366 Kz®& , ERRFNEIE pay-as-you-go EKIRMH, ATERHRE,

- FERRIREEHA : 366 K
- RRREH : 3653 X

- tHEREEE - RECHEYNSABENNSEHERER 25TB , YHRERE 7 FHNEMRER ,
AIEZRCEALIER, RECESEHNEEF , BATINE,

. TERRREEHR : 2,657 K
- REFREH : 2,557 K

6. HESHENFHRENREY, FUERREBECERANRIPITNR 7 XF 3,653 X (9 10
F) 2B ; AIRECFREEEEE , QAN RN 7 XF 2,557 X (WL F) 2B,

CloudTrail Lake 8 EEHREEEIEEeventTimeWFZHIBA , LRERBERESEMH,
m, MRIEIEE 90 KWREZH |, Bl CloudTrail EEE4BIB 90 KEFBMREH. eventTime
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7.

® Note

CloudTrail MR EHERIEENeventTimeREZHH , AIFSERZEH,
EERETHENRBHE A BHRACEERNSESHNEN UXREN) , URERE
EHERTHREPRESHNKRE REBHMAE = oldest-event-in-days+ number-
days-to-retain). Bl , MREERHENRESHA 45 REINEH , UFLEESLEH
EEHEREHEREBRE 45 X , AR BERRA 90 X,

(ER) EMZEF | RELEREEFHECH KVMS SR NZEHERERE, KER , S4ER
FEHEFNMEEZHEE CloudTrail A AE AWS HENEEHN KMS €805,

EEAFEREZEEH KMS €% , FEZEFEAKXECH AWS KMS key, BIE [#18] A&
AWS KMS key B3 , SiBEREGUFEAREN KMS £, E8WA KMS BIEH |, LEXIEE A
Falias/MyAliasName., fEFAECH KMS £k , B4 ERE KMS £ R8I, SLAFF MR
f#%% CloudTrailzi#%. MBFHMENR , FSEFZE AWS KMS £ R 8l CloudTrail, CloudTrail
EXF AWSKMS ZEEHE., IEZEEHESB[NFMET , F28 (AWS Key Management
Service B ABERM) PHNEAZES SR,

ERZACH KVMS SREEEMENBEN AWS KMS B, KEHEREFHRERE KMS &8
MEBR  REEBRIEE KMS £i8,

(@ Note

EELEBEHEREMERA AWS Key Management Service Il# , B4 BAEEIR
FERBREW KMS £,
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ERAEER

General details o

Enter general details about your event data store.

Event data store name

Enter a display name for your store.

Enter an event data store name

3-128 characters. Only letters, numbers, periods, underscores, and dashes are allowed.

Pricing option  Info
Choase a pricing option that is cost effective for your specific use-case.

© One-year extendable retention () Seven-year retention pricing

pricing Recommended if your monthly usage
exceeds 25 TB. Seven years of retention
is included at no additional charge to
your ingestion cost. The retention
period cannot be extended past 7
years.

Generally recommended pricing option
if your monthly usage is under 25 TB.
The first year of retention is included at
no additional charge to your ingestion
cost. You can extend your retention
period to a maximum of 10 years.

(@ You cannot switch an existing event data store from one-year extendable retention pricing to seven-year
retention pricing.

Retention period
Enter the time period that you want to retain data in your event data store.

© 1 year (included with ingestion pricing at no additional charge)
() 3 years
() 10 years {(maximum)

() Custom period

Encryption  Infe
By default, your data is encrypted with a KMS key that AWS owns and manages for you. To choose a different key, customize your
encryption settings.

[ Use my own AWS KMS key

8. () MRBEEMFEH Amazon Athena EHE SN EHE R , FBTE Lake TR WA PIRE/BA. B
& A EAETE AWS Glue Data Catalog F#R B4 ERF R EHEBN FHEER , A E Athena
P EAERHIT SQL B, EEE AWS Glue EX B P RE D ER T E Athena EF 5|
ZRBNMSEK, BERNEELESHNER. NFEHHEENR , F2E BESHERFRE.

EERA Lake EHMES , FRERMA  RRHITTIIEE
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a. EZEEEEBVHAGEREFERABEAEN IAM A®, AWS Lake Formation & F Itk £ & 3K & T2 B
SEHEREFERENST., ELMA CloudTrail TIEABVHARKE | CloudTral 2882
VYEEMEREN AR, NIRFREZREAR  BEAZEACHNEETRERAXKENZKIFT,

b. MREEZRVUHAL K FEWASBURIAE,
c. NMRLEFAREA/E K FEBELLANAC, AABLAFTERENIKRFEH.

9. (BA) EEZE8Y A - EETER BEH) ELNEHERERE, ZETHBIEER
CloudTraill E4&EREFHRE, Fltn , BELAMINEEA stage , E5 prod HWEHK, EALIEA
ERRRHEE4EREFEHRENER., SETUFEAZRREREGERERENSHMEEK
Ko

NEEBNAEAEREMRKANENR , 5268 & CloudTrail Lake EHEREEENFHERE
ENHARE. MEFBNMAER IAMBER , $UEBAERNE4ENENER FRIENE
A, FoE Y ERUEBAEREVIMBREAEREHENFIER. BRNMAESRER
EROFMER AWS | BF2H (ERE AWS RERERE) 71 (B AWS &ER) .

Tags - optional o

You can add one or more tags to help you manage and organize your resources, including event data stores.

Key Value - optional

Add tag

You can add 49 more tags

10. ZBE Next (T —F) ARESHEREFRE,
1. EEESEHERL , RESHRENERER,
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Event type info

Choose the type of events you want to add to your event data store. Additional charges apply E

Choose event types

O AWS events () Events from integrations
Capture operations performed on or within your AWS Create an integration to get events that are logged by
resources. applications outside of your AWS resources.

Specify the type of AWS events

QO CloudTrail events () CloudTrail Insights events () Configuration items
CloudTrail events provide a Insights events help identify Configuration items show
record of activity in an AWS unusual activity, errors, or user changes made to the
account. behavior in your account. configuration of a resource, and

show the resource's compliance
status.

12. R CloudTrail 58 , HPISFRFEZNMERSEH  RRRE "BREREMH, . EH&EHIF , B
TRLEHEE  IARMNRAEASHENFTHERSMBESH , MASEBURREHF,

NMREEZISHENFHERRARANER | EEREMARNSEMHENRS  UBRERSHER
FRERHRNSHREHE.

CloudTrail events infe

Management events
Capture management operations performed on your AWS resources.

[] Data events
Log the resource operations performed on or within a resource.

Copy trail events
Copy CloudTrail events logged in your trails or from 53 buckets.

[ Enable for all accounts in my arganization
To review accounts in your organization, open AWS Organizations. See all accounts E

¥ Additional settings

[ Include only the current region (us-east-1) in my event data store

[ Ingest events | info
Your event data store starts ingesting events when created.
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13.

14.

15.

16.

MREREBEHERTHE , EEHBEBPINFAERFMA. RIEEESE AWS Organizations
RERERSE , RAILEBRSREEE,

® Note

MREBBVEBEHERERE  BLAEREBNERIRFEAN , RARBEEIRS A
B EREAERIBBEAERTFRE,

HREMERTE  HSECEERENES , RATERENS , RATFESHERFHEBEEM
RESEH K MABRMARIAYEHERNEHARER, KHER , SHERFHEEAMBARESH
AWS B35 I 7 28 3 B4R R AN E A o

HREESH BRI FRERRERE

Management events info

Management events show information about management operations performed on resources in your AWS account.

API activity

Choose the activities you want to log.

Read Write
Exclude AWS KMS events
Exclude Amazon RDS Data API events

Enable Insights

Identify unusual activity, errors, or user behavior in your account.

EEREMEHEEYF , TR TIIZR,
a. EELEEAMEH., TGP , BFASEEFR A management-events WIBHE,

RIZTERR , CloudTrail R2EH S3 fEFEFECloudTrailAiRF 2 EH CloudTrail E4F
BRI CloudTraildifk , MASMEEM AWS RBHN K. NMREECEEREME B
FEER CloudTrail B4 |, FEiRIZ A S3URI], REBE [BE S URAEZEE, R
BRI RIR S3 RAEETRFEA KMS £ ETERME |, FHEMAR KMS £# B3 CloudTrail
RFHREZER, MRRE S ERFITBEAZEKMS €8 , AIXATHSES|/IVBEE
CloudTrail A A BEZERFIETNER., WEEH KMS £BBERNFMER , F2E AR
RERIR S3 REFFEPERN KMS 2BBUE.
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b. BEENEHNWEEEE. CloudTrail TERBREMENH T , AREFENEHES
B, UEREBOSEMERRANEER BB ZEN B, &ALEE Relative range (18
& E) o Absolute range (BHEIE), ZEEBARRERMENESHERNETREZBRE
EEEN  BREERENS4ERNENRER AHNRGREEE,

- MREERE "HBEEE,  ATNEEERBE6MEA. 1F, 2F, 7T FRATHEEAR
B EM, CloudTrail @HFMBHB R HENE4.

- MREE TRYWEE,  ATUIRESENRKBRANERBM, CloudTrail B AERR
HBHNER A cBRENSEH,
FEfh B RBFELEEE  AREZNBEANAD,

Relative range Absolute range

{ June 2023 July 2023 >

Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat

IIZ 3 1

4 5 & 7 8 95 10 2 3 4 5 6 7 8

11 12 13 14 15 16 17 g 10 11 12 13 14 15

18 19 20 21 22 23 24| 16 17 18

25 26 27 28 129

n

Start date Start time End date End time

2023/06/01 ‘ ‘ 00:00:00 ‘ ‘ 2023/06/30 ‘ ‘ 23:59:59 ‘

Clear and dismiss Cancel Apply

c. ¥ Permissions (¥ /) , #£¢ T3] IAM &2 EHEE, NREZEZFREN IAM AG , FE
RIAM A EBERERHEAEN T, MEEH IAM ACHFINFEEN , FSBERERES
B IAM FF
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17.
18.

+ I®JZ Create a new role (recommended) (BRI ¥ A® (EEMER)) UBIHW IAM A6, £
A IAM BEER, F BAACHNER, CloudTral EEBAEEFARCEILEN

R,

- EE "FEHABF IAM A6 ARN, UFEARIIHMER] IAM A€, ¥ Enter IAM role

ARN (B A IAM & ARN) , B A IAM ARN,
s RTHXNBFEHRREZFREN IAM BE,

FELEHIR  RPSREEUFH AR (BE), YA A copy-trail-events.,

Copy existing trail events info

Choose trail event source

management-events v

S3 location of CloudTrail data (53 URI)

s3./faws-cloudtrail-logs- fAWSLogs/ {CloudTre

Specify a time range of events

2023-06-01T00:00:00-05:00 — 2023-06-30T23:59:59-05:00

(@ All CloudTrail events in your event source are imported, regardless of your event data store's configuration.

Choose |AM role

Create a new role (recommended) v |

Enter |AM role name
The new role name is prepended with CloudTrailLake-us-east-1

copy-trail-events |

» Permission policies

B Next (T —F) LBl RRIEE,

£ Review and create (REIMET) EH L , MEERARIE, 122 Edit ((REB) AHERETEE,
EREBRILEHERZHER , 551212 Create event data store (B EHERERE).
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19. FNSEHERFRELHREEHERERERER LN EHERERERES,
Event data stores (3) Create event data store

Name Ao ‘ Status v All regions v All accounts v | Event type v

my-management-events-eds @ Enabled Yes No CloudTrail events

20. RESHENEFRESRR  URAHFHAEARE. FHEAEERATNENE4ERFRENF
BERAURERRE, EHERRERRESHERRERIF,

EHE4ERTRE  RKEEHES , AlH Copy status (EHRARKE) 32 E A Completed (FE&K) ; W
REAHR , AIFRER Failed (K&,
Event copy status (1) info

Event log S3 location v | Copystatus v Copy ID v Created time v | Finish time v

3./ /aws-cloudtrail-logs- © Completed July 18, 2023, 15:50:06 (UTC-05:00) July 18, 2023, 15:53:07 (UTC-05:00)

21. FERBEEERNFNER  BESHAF SSUERTERERER  EREDEEEDLR
BHMEARE. WFERRERSEHERFRET A F2HE SHERFHEEA.

CloudTrail » Lake » Eventdatastores » my-management-events-trail-events »

Copy ID

Copy details o

Event log S3 location Prefixes copied Created time

s3://aws-cloudtrail-logs- - 817/817 prefixes copied (0 failures) July 18, 2023, 15:50:06 (UTC-05:00)
/AWSLogs/ /CloudTrail/
Copy status Finish time
Copy ID & completed July 18, 2023, 16:04:51 (UTC-05:00)

Copy failures (0)

Retry copying prefixes that failed to copy.

Event location v Error message v Error type v

No failures

There are currently no copy failures.

22. ERAVEHSHETEREMREHEEENTMIEIR, WR Copy status (BHRAEE) = Failed (9&
B) , 181E Copy failures ((BR KB PRETRNEMEER |, EFEEZF Retry copy (EFRER), ERE
HEIARE , EERELXBPMNE CloudTrail #EEEE,
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BEesSHERERE

BABEHERFEHRENEEEEHNE SPRRESHERFHREMEEBN P#E AWS Glue EX, @E
¥ B 85T AWS Lake Formation , AR ZEFE A Amazon Athena $H¥ISEHERHIT SQL &, f#F
£ AWS Glue BRI B # P RB P E R A Athena EHSIZBMBNASHK, BRNEELEEHN
BH,

BT LAE A CloudTrail £# &= EnableFederationAPl fEX RS, AWS CLIELA Lake ZEHEH
A, 2% "ExB%. F CloudTralBMY &5 aws:cloudtrail (MMREREMAFE) NS EEE
RENZEENBS AWS Glue ERlk, SHEREKRE ID ARKKBRE, CloudTrail EH MBS
A ARN MIEHERFME AWS Lake Formation , ZIRFEEEAFHER B P BAERETHEH
FEHUESl, AWS Glue

ZEMA Lake TS , BLEABINEHN IAM BB EHEEAB, Lake Formation EEALLLA®
REBHMAEHERERENST, EELMFEM CloudTrall TERABRUHAG®E , CloudTral EBEA
ZACEIVENER, REZEEEFAR  FEIXACURERMERIEKFT,

3

R LAEA CloudTrail £# &= DisableFederationAPI fE%Z ABi4&. AWS CLIZEZERBARE
CloudTrailf& FAB& AWS Glue AWS Lake Formation, # Amazon Athena IWE &, £/ Lake EfW S
% , BRELER Athena PEHREHER, EREABEK , TEMBREM CloudTrail Lake E¥ ,
B & LU ETE CloudTrail Lake F#I1TE M,

B4 CloudTrail Lake BB REMET CloudTrail WE{E{MZE A, £ Amazon Athena RE{TEHS
E4XBH, W% Athena EEMFFME , 5528 Amazon Athena E{E,

£/ AWS CloudTrail ;#’8%1 Amazon Athena £ # 5B B 5%

F&E

- ZEEE

- BENMERT

- FRH Lake EHBIS

- = Lake EHBIS

- B CloudTrail #’H8iE &R AWS Lake Formation

ZEEI
BEEHERTFRER

T
aift
fein

.
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« B4 CloudTrail Lake E4EEFHET CloudTrail WEYE{AZE M., £ Amazon Athena R#{TEH
SELER. WFE Athena EEWFHERN , 28 Amazon Athena E1E,

« Lake Formation TAREEHSE RN, MREMREBSAE® , R Lake Formation HEEE
JREVIERR AWS Glue , 5i#& , LR Athena BI1TE#., MEFBFER Lake Formation EEME

A, BE2BEEE CloudTrail #AES &R AWS Lake Formation,

« f£ Amazon Athena Z£#[6) Lake Formation stfl 2 & B A |, #LEHES
AFF lakeformation:GetDataAccess B)fERY IAM EFATBER, 2 AWS BEX
B% : AmazonAthenaFullAccess AFFILRETE, MREEAARBK , FELEMTIBRERAGT
WEE, MEFMET , FSEEE Lake Formation # Athena R &R,

- HET Athena FEIBEERKRIWIA , BFE aws:cloudtrail UAWEHNHERE, ERZ
AEaws:cloudtrail ®ERH CloudTrail.

- EETE Amazon PEIERE QuickSight , BAEERZMA BT SQL RE, MEHMENA ,
B Amazon Athena ERIZEZ T ERIE,

- MREBAKE , AIRERMBREHERNENE. EEMRBMESHERERE , EXALERB
SRR LERE (BFERA).

- THZEEBEARNEBREHERENE :
- AE—BEREEESRFIEERFINETEBSHERNTHELRABRS, HWZEREESIKRF

BRI A Lake Formation ER L AIgEREHB ML AEA,

- EAEREESIRFIABNERIRFMEFERABS,

s
¢

BH& AR A

BMaEHEHFEREZR , FREACHEHSACURRANEAMAMENMES T, NREHEER
B IAM SR ARBS , IREEFH IAM AGRHFT, MREREZMFEA CloudTrall R ABIFH
IAM &t , 55 CloudTrail IREZ AWM AESLEHFT,

x5

- ARBIEEHEREREN IAM FFA]

- BMABESMMENTT

- ERBEMENTT

RARBEEHEREREN IAM FFA

BRABER , BuLUREETHN IAM AR  wAUFEREREEN IAM A€, ESREHN IAM A6
B, 55 CloudTrail M EGFMEHFTHN IAM A6 | BFREEE — SHEIUTAEIE,
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MREGEZERFAG , FERR IAM SN ERTREBABMSIENT T, KERREHHME AM AR
AT A MEEBERAY B,

THEHRHBS AR AIBR. BRNE—ERZAER , 545 Resource RESHERFRENTE
ARN,

BEBUR Y58 — @R , A3 Lake Formation BfEF KMS £ MBNE4HEREHRERZER.
# key-region, account-id f key-id BV A KMS £ E. IRENEHERFTRETEFE
B KMS £88# /T3 | SaEBIERRR,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LakeFederationEDSDataAccess",
"Effect": "Allow",
"Action": "cloudtrail:GetEventDataStoreData",
"Resource": "arn:aws:cloudtrail:eds-region:account-id:eventdatastore/eds-
id"
.
{
"Sid": "LakeFederationKMSDecryptAccess",
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1))
"Resource": "arn:aws:kms:key-region:account-id:key/key-id"
}
]
}

THgEHIRAE IAM FEBER |, LLBURATZE AWS Lake Formation #&E IAM S & REEBESEHERE
HERYEF AT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "lakeformation.amazonaws.com"
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}I

"Action": "sts:AssumeRole"

BABAT RO

THEFBRREREESHEREHE - BABASMENHKIKEFT, ERl CloudTrall AFESHER
ERELBARBES. AWSGlue TERBEHTEIBESEIR , AWS Lake Formation AR EEERE
ft. AWS Glue

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow CloudTrail to enable federation on the event data store",
"Effect": "Allow",
"Action": "cloudtrail:EnableFederation",
"Resource": "arn:aws:cloudtrail:region:account-id:eventdatastore/eds-id"
},
{
"Sid": "Allow access to the federation role",
"Effect": "Allow",
"Action": [
"iam:PassRole",
"iam:GetRole"
1,
"Resource": "arn:aws:iam::region:role/federation-role-name"
.
{
"Sid": "Allow AWS Glue to create the federated resources in the Data
Catalog",

"Effect": "Allow",

"Action": [
"glue:CreateDatabase",
"glue:CreateTable",
"glue:PassConnection"

1,

"Resource": [
"arn:aws:glue:region:account-id:catalog",
"arn:aws:glue:region:account-id:database/aws:cloudtrail”,
"arn:aws:glue:region:account-id:table/aws:cloudtrail/eds-id",
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"arn:aws:glue:region:account-id:connection/aws:cloudtrail”

]
3,
{
"Sid": "Allow Lake Formation to manage resource registration",
"Effect": "Allow",
"Action": [
"lakeformation:RegisterResource",
"lakeformation:DeregisterResource"
1,
"Resource": "arn:aws:lakeformation:region:account-id:catalog:account-id"
}
]
}
BRBATENHT

THEGHRREREEEHERNERNELFRABESFIENRLER. WERAFE CloudTrail AE
HERERE NS, AWS Glue MBRER B EHZEBHBIS AWS Glue ERIXK |, LLK Lake
Formation LABUEZE MBS B IR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow CloudTrail to disable federation on the event data store",
"Effect": "Allow",
"Action": "cloudtrail:DisableFederation",
"Resource": "arn:aws:cloudtrail:region:account-id:eventdatastore/eds-id"
.
{

"Sid": "Allow AWS Glue to delete the managed federated table from the AWS
Glue Data Catalog",

"Effect": "Allow",

"Action": "glue:DeleteTable",

"Resource": [
"arn:aws:glue:region:account-id:catalog",
"arn:aws:glue:region:account-id:database/aws:cloudtrail”,
"arn:aws:glue:region:account-id:table/aws:cloudtrail/eds-id"

"Sid": "Allow Lake Formation to deregister the resource",
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"Effect": "Allow",
"Action": "lakeformation:DeregisterResource",
"Resource": "arn:aws:lakeformation:region:account-id:catalog:account-id"

B Lake EHBES

&R LAE A CloudTrail 3£ A EnableFederationAPI 2R Lake ZH#IBES. AWS CLIEX

Fi Lake &= BtiAH , &1 "ER B 4%, B CloudTrail 23X &4 aws:cloudtrail (MR ERIE
REE)NSEBRERENSIEENDBS AWS Glue ERIR. EHERERE ID ARARKEE,
CloudTrail TR MBS A ARN FMIZEHERFHE AWS Lake Formation , ZREEEAFHER
B BiSERETHRMEFEIES., AWS Glue

AEIER A M0l fE A CloudTrail £ & B R EES AWS CLI,
CloudTrail console
TIHREFERNMAEREEHEREMRE LKA Lake EFBIS

1. & A AWS Management Console 3 BRI CloudTrail £ & |, #3815 https:/
console.aws.amazon.com/cloudtrail/,

2. HEEBEHKT , BE Lake THANEHERERE,

3. EELZENNSHERNTHE. EeHBEHENFHRENFREAED,

4. 7 Lake EAWE T | BREFE K ARBERA,

5. ERREBRVYFNIAMAEG K ERFEAREAG, EAEBIUNMAGK , CloudTral EEBEY
EEFERERNAR, NIREFAREGAR  BRAXACHNBERTREMENRIET T,

6. MREBEBRIFNIAM AR FRAACHEE.

7. MREEEEZBREN IAM A  FREBEANAC. XB/CLATERENIRE .
8. REMFEE, BMENKEERER Enabled,

AWS CLI

EEMABS , 55817 aws cloudtrail enable-federation f3 % , IR A ER --event-data-store
M --role 2%, &% --event-data-store , IRUBHERFMIE ARN (2 ARN B9 ID EBiF)., &t --
role , IREEHNES A ARN, ZABUNEEEREHNIRES , W RHAAENWREFT,
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aws cloudtrail enable-federation
--event-data-store arn:aws:cloudtrail:region:account-id:eventdatastore/eds-id
--role arn:aws:iam::account-id:role/federation-role-name

BEfRAEREZESNMEERIRFPIEESHENFTHREN ARN , UREZREESIKRF Fi5
EBEAEH ARN  EMEABBE4ERFHE LBABS,

aws cloudtrail enable-federation

--event-data-store arn:aws:cloudtrail:region:management-account-
id:eventdatastore/eds-id

--role arn:aws:iam::delegated-administrator-account-id:role/federation-role-name

{2 Lake &=HB4S

&I LAE A CloudTrail £ A DisableFederationAPI fE¥£EABiS. AWS CLIEZERHBEE | &
CloudTrail {2 E AWS Glue AWS Lake Formation, #1 Amazon Athena W& &, £/ Lake EBES
%, BEEBR Athena FEHAEHER., ERERABEE , TEMBRET CloudTrail Lake B},
B E A LS ETE CloudTrail Lake F#EI1TZEH,

A EIER A I0{AIfE A CloudTrail £ & = RS AWS CLI,
CloudTrail console
TIHREFBRRNMEREEHERNEMRELEMH Lake EFBS

1. & A AWS Management Console BRI CloudTrail £ & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

2. EEBERT , BE Lake THNEHERIFRE,
3. ERCEENNEHENTHE. SERREHENTHRENFAEARR.
4. 7 Lake EFHIS T , BERE K AREEEFM.
5. REMFEE, MEKEELER Disabled.
AWS CLI

EECEHEREHRELLEABES , 55817 aws cloudtrail disable-federation 5%, H --event-
data-store EEMNEHERENE , CEZEHEREME ARN 5 ARN 19 ID BiE,

aws cloudtrail disable-federation
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--event-data-store arn:aws:cloudtrail:region:account-id:eventdatastore/eds-id

® Note
MREREBEHERTHE  FEASEIRFHIRS 1D,

EE CloudTrail JH’ABE S &R AWS Lake Formation

BEEHERTFHRER , 7 CloudTrail S AE ARN MIEHERFHE AWS Lake
Formation , ZIRBEEAFHERN B KPS ERETHRMATEUES, AWS Glue AHI5R A amI £ A
Lake Formation ZREIE CloudTrail #HBES &R,

BRABEE , @78 AWS Glue B B &M CloudTrail 23 T 5E R,

- SEENERE — CloudTrail ffHaws:cloudtrail SEREFNEBBENT 1 [BERE, CloudTrail
EEEIRE, SELEMEBRIERPHERE AWS Glue,

- REENHSERR — ABEMSSHEREFRE CloudTrail B 1 BRE , WEEHEREFR
[E ID ARKEEM, CloudTrail EE R, SEEMBRIUELPHIRE AWS Glue, EEMBREHR
R, BURESHERFRE LEABS,

EH S IR P HUERR

ERMERNTRE AT A —REFIZEERENER RN FEER,

- R IAM FEUZR S - FBER IAM FEURH , IRFPEEME IAM PN EERESEREFR
FiE Data Catalog EiR. MFEMAEE AWS Glue A IAM WEFHHIER , FSBW AWS Glue A
IAM,

£ Lake Formation £ & £ |, W EESERAER IAM FEUESI,

(® Note
MBS EREEREHBFEXFAEM Lake Formation IhgE , B4 {E A Lake Formation
FHEEE,

« Lake Formation FEUZH - b F BB T HIES.
o WAILUEN ERENEGG , REEERHER. ERIIBRNRBEEEBREZSM,
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AWS CloudTrail EREER

« 25 Lake Formation EEEHERNENERNELETUEIERNEMERRK, NREMERSE
EEFEELER , BAEBPEER Lake Formation 55 ] 12 F 7 HUERR .

MEFEBEFNFEES , F2RBHEFEESN G,

REBEERNFFT HE

BEXRABSE , &6 Lake Formation EXH#EXE CloudTrail RV R EEMNERNENZEENBS
&1

CloudTrail BIABE 2% , BUUREELERNER , UEFESEEERNENZTEENHSERKE
FWRER A E, MREJRTETE ALL (Super) & TAM_ALLOWED_PRINCIPALS KIERE , BIER{EREH
IAM SF ] &8, MNBHROZHRTE , BIEFENEH Lake Formation A/ &I, #NZE Lake Formation 1]
MEFHET |, 5528 Lake Formation A/ 2%,

ZEENENZEBRSERRNIAITLETRTE. BFIRE , MREREERENERRNE , T8
E5ITIRE

2

- ZEAERE , Bl ALL (Super) £ TIAM_ALLOWED_PRINCIPALS WEESEREHNFTH , RREE
EHEREFEAER IAM FEUEH,

- EAERK , AITZHERIER ALL (Super) & TAM_ALLOWED_PRINCIPALS W{E , EXREIR
Lake Formation & A] 1T ZEURH,

& LATE Lake Formation RIS BRI R B ALL (Super) & IAM_ALLOWED_PRINCIPALS
ROEFTT |, R FERSYIIRIZEUT &,

£/ Lake Formation #¥#{TEIRF L H
AREIFRBA MM EH Lake Formation BIRFHASEERNENSEBSER XK,
WA UAIT TSR  UBRFLAASEERE :

1. BERFERLARETEMESE 4 IR
2. REPEBK Super £ IAM_ALLOWED_PRINCIPALS HIFFTl (A1) , LAYI#ZE Lake Formation
TR &l
. #% Describe FFAIRFERELHAIBIRS,
4. MEEREHKERCEEBHA , AWSIRFE BEMNIRIREEAIRETER — 18 AWS B8+ |, FFiE
¥R H AWS Resource Access Manager (AWS RAM) HERH BB, MEHMER , F2BHE
Z R E AWS RAM M &R &5,
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TERELELSRE , NEIRFERTURIERE, KHER , HAAEHERRTERETEAERRNEF
AR

BEBMAT TSR EARFHAMARENNZERMSERRK

1. BERFERHEHBREERES 4 Mo

2. WERRBK Super & IAM_ALLOWED_PRINCIPALS HIZFH (0A) , LAY E Lake Formation
FER S,

3. (BA) EERMEREEERNE  URHERBIER S,
4. # Select FFAIRTERR LWNIIRS,

5. MREREHKERCHEEHLA , AWS tkRF BEMIRSEE S AiRIEFER —1@ AWS B+ |, 5
$EZ B AWS Resource Access Manager (AWS RAM) Y& R f&5E, ¥Tﬁ*%ﬂ%ﬁ EBaI A A
RAM SREXR B EIEZ, NMEFHMEN , FSEEZRKE AWS RAM B E R FiBHE,

6. BREEZAUFTIERR, EEELERKR LA Amazon Athena Eff , FELRFFEAL
RAEBMREVEFRER,

AR UABERREE R A , H22 % Lake Formation BERAAZIR SRR , SEAFHEBIS
CloudTrail,

HBEFENTFRE

MRESHEPEIAB AWS Organizations , BIFAT SV —BHEBEHERERE , ez E8
AWS IRF HIEANMESH. EBSHENEAETERZEME AWS EFS BN "EiF,) . &8
EFEAERSHERNTFERERRKE AWSHEIEH,

AL EAEREIRFRERNEERSRFREVEBSHERFRE, EREESEVEBSHERT
RER 6 ZMESHENFRESFENEABNEERFD, RALGT ZREAEERFEHEEREE
BERNEEE.

BN EEIRFALMENEFERSHENEE , IEHEAZAR.

HEEHERFHREEREEEREEER SSRBEAZTARBTIMEKERSE, RERFEEE
FEBEHENERE BRI RHMER, EERERT , RERFEZFIEBEHFERER
E A6 tEIEEHERERELHTEM.

T FHRE R AWS Organizations AR EERFENZREESRFHOERE,
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e BEIRS EREE SRS
EMRBREREERIRS., £ B
£ AWS CloudTrail 45 #8 AWS Config RE1E = =
BRAREHENERE,

BRAEBEAERERE LS Insights. £ &
EHABEHENERE., £ £’
ERBEHEREHE LA Lake EHHE, ° £ 2
ERABEHERFRE LY Lake SRS, R £
MR BHE R E. £ £
BB ERIEHERENRE, £ i
SRS ENEREHNTEN. £ £
BRREABSEHERFHRERN CloudTrail Lake & = =

KMo

' AEERIRFTLSEREHENAEERARSFERSHERRAE  RKIEFBREHENAES
BRAEBSEHENTHRE. BREESHELINTELEF  RABBSHENTHEEFENREERIRF
., BEBSEHENREERARFERSEHAENETHER K RAEERFAIUENSEHENEE. @
it , AREEIRFHNIRFERSHERFRES RERABBEHERERE.

‘RE-—AEREESRSFREERSTUEABSHENEHE LHARS, HtEREESRST
LAER Lake Formation ERI A A YREEMNAZEF. FMEREESIRFNEBHEERIRSHER
%Hﬁﬁéo

BUABEHERRE

ERNEERFYEEREESRFIUUBRYEBSHERFRE , LAKE CloudTrail B4 (BEEEH.
BEREH) R4 AWS Config BEIEE .
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® Note
REEBNEERPIUSEREHERISHERFRIE,

CloudTrail console
EEFRAFEAEVHABESHERNERE

1. E{ES CloudTrail SHEVEHEREFRERFHNLER , A CloudTraill EERERSEHEN
HEEHERERE,

G

PEREVHAREENSESHERERERFTNSE | A AWS Config 8BBIEEE I H AWS
Config BEHERIFHE,

2. HE[EESH EEL , 2EF [REBPHNAAERFRAL

AWS CLI

EEBVHABEHERRE , FBH {Tcreate-event-data-store}§ S B E®--organization-
enabledI&,

T 5I%545] AWS CLI create-event-data-storem T EEVWEFMEEEEHNERSHERE
ME, ARFERAR CloudTrail B EEBEH , AR N EHERERELEREMEEEENH
BRRBEFMEREN , ITEEECEREF RIS,

aws cloudtrail create-event-data-store --name org-management-eds --organization-
enabled

LT 2 E g Hl,

{
"EventDataStoreArn": "arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/

EXAMPLE6-d493-4914-9182-e52a7934b207",
"Name": "org-management-eds",
"Status": "CREATED",
"AdvancedEventSelectors": [

{
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https://docs.aws.amazon.com/cli/latest/reference/cloudtrail/create-event-data-store.html
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ERAEER

"Name": "Default management events",
"FieldSelectors": [
{
"Field": "eventCategory",
"Equals": [
"Management"
]

1,

"MultiRegionEnabled": true,

"OrganizationEnabled": true,

"BillingMode": "EXTENDABLE_RETENTION_PRICING",
"RetentionPeriod": 366,

"TerminationProtectionEnabled": true,
"CreatedTimestamp": "2023-11-16T15:30:50.689000+00:00",
"UpdatedTimestamp": "2023-11-16T15:30:50.851000+00:00"

T —1{E%i5] AWS CLI create-event-data-storef§ S 2 & AW EHE AWS Config &
IHHconfig-items-org-edsWEBEHERNEE, EEWEHERBIER , FEERSHIER

gConfigurationItemdigEeventCategory ML ER,

aws cloudtrail create-event-data-store --name config-items-org-eds \
--organization-enabled \
--advanced-event-selectors '[

{
"Name": "Select AWS Config configuration items",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["ConfigurationItem"] }
]
}

HIRFEREHFENTHREERZER

BN EEIRFIUERIEFEREFERERE , ASEERAZER,

HEEAER TR
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AWS CloudTrail EREER

CloudTrail console

ERERAEMEFEREHERERE

1. & A AWS Management Console BRI CloudTrail £ & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

FEEBEED , BE Lake THANSHERERE.
BELEEFNSHENETRE. LBFESREBREAENFRENFREARE,
£ General details (—fiXFF#EA) & , 1E#ZF Edit (FREE).

SHEEE P NPT AR FIEE BA).

BEREFEE,

2

NEEMSEHERRENHAER  F2REEAZREENSHENEFRE,
AWS CLI

EEEMIRFERSBHAENAEENSHEERERE , FFF1THEupdate-event-data-store T B =

iE--organization-enabledi&,

aws cloudtrail update-event-data-store --region us-east-1 \

--organization-enabled \

--event-data-store arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/EXAMPLE-
f852-4e8f-8bdl-bcf6cEXAMPLE

3
¢

B

- HBERNEES
« ¥118 CloudTrail EREEE
« Bk CloudTrail EREEE

]
73

B RBEHRREUANNES AWS

W LAA CloudTrail REC&EMBEFREEAREPEMARENEAEEZBDER , flMARHERZ RSP
FALEM SaaS ERARA., ERMSRNAR. SUNSHLERETHT, T I, FHIHEMERE
178, MAFHEZERAFRETENKETE,
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REIERAWS REVEEEE 2 F A EEKEERE CloudTrail 2 S EN A BEER AR REBSHIR
JR5| A CloudTrail Lake, B EER , B RE-—SZESHERENE , UFEFRBERFERE
WEH, REENHBEHFERFEHRERESH eventCategory="ActivityAuditLog" B4 , &
RULUAEESFRENENHEFERNERE. ECARBABEERHENEHELRER , 21K
BB ARN G ERZEIRFEAER, EZEBEENERBEAHRREABEEEHRSEYH, MR
BEREERBE , AIRGREHREETUEEE LU PutAuditEvents APl

CloudTrail BEEF Z 4R ERS4E , Hlt0 Okta M, LaunchDarklyEERENBE4RFERIBS
R AWS , BRI UEBEHAP —EEEBHERAZNEHRE , EE (RNWBFTES], KEES KRN
EHESZEH CloudTrail, BERERZAE—EEE.

ELEMEER  BEEN#RAR, BEEEES , SEZBHEWM PutAuditEvents AP, iS4
BEEEEAWS IRFHNEHERENRE, EBBRARES  EAEXSEEN AWS IREHRHT , M
FERAEXNEMI PutAuditEvents APl , BEHEXEE AWS IRENEHEREHRIE,

£ Integrations (&) HEAF , &7 LUEE Available sources (T FARIR) R EH , IBREERMH
B Integration type (B&EH),

Browse available sources (18) info

Q, Find sources 1
L] K€
‘ STORAGE SECURITY u ELUMID
My custom integration Cloud Storage Security Clumio
Description Description Description
Add an integration with any application, container, Cloud Storage Security (CSS) provides antivirus and This app allows you to seamlessly integrate your
virtual machine, database, or on-premises component data classification services. Audit CSS events such as Clumio Audit logs directly into CloudTrail Lake. Learn
that generates events compatible with the CloudTrail problem file discovery and bucket configuration more [4
event schema. changes in CloudTrail with this integration. Learn
more [2 Integration Type
Integration Type Direct
Solution Integration Type
Solution

Add integration Add integration Add integration

EERBRER , BEHA CloudTrail TR ARBIUES |, URHRBEBAIECERARERA RRNEH,
xR

« BEBEHEAESYE CloudTrail BHEVES

- FREEABIUBITES

o B, EHMEIE CloudTrail #)AE S AWS CLI
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AWS CloudTrail EHAEERE
- BESEBHENEMER
 CloudTrail HEERKEHRE

[\

BB A ESE CloudTrail BEIES

EEENBEHRERTBAE AWS | B REET —EAAES A EAENE4IOR, SEE
CloudTrail BEEERHEREXNHIRERUESKR  SERHEELELTEREPEINEERN Amazon
EREE (ARN) , MESSHEETHD, CloudTral@ U BA 2% , BAKBAESRNIER B
FTEMNEE ARN RHEESERH , LEREBEMRE, PutAuditEventsESERHEBITESHNE
& CloudTrail #% , BAEEBEMISAEBEEAEARR,

1. & A AWS Management Console Y BIRX CloudTrail 32 & |, 31t A https:/
console.aws.amazon.com/cloudtrail/,

2. EEEBERP , BE Lake THFHNES,

3. 7 Add integration (T E) EH L , BABENEHE. EBREHER 3-128 fiFt. REERFE
RAFE, BF. A%, KEMNEITHR,

4. BELERTINSSHNESEBHERARRIRE. NRECEEABBERERTEENEEEAR
RNWEHEES |, 5HZZ My custom integration (R BEETES).

5. 1£ Event delivery location (B EIANVE) F , EESHERN TS EHLHIBESHERTR
B, KBIFTNEHEREFRE,

MRGERBUFTNEHENEHE  FRASHERNETERENER  EEEEEE , YEERE
BB AXBEN). BHERFRESEEENRBARESEHER.

MRGEZSTHSMRHI —RZEREEHERNENE  FREFETEESHERTHRE. S
HERNEREREISETHEH. TRETNSHRAEXLAR Events from integrations CREEE
WEH), £ APl F , eventCategory EX4ZER ActivityAuditLog,

6. 7£ Resource policy (BEREZE) B , ARESMBEREERBE. ERBER JSON BEXH ,
BENHASEHEEN IR UHERNTHLEESEURERESE. EERBEHRERATBNIE
E A LAY PutAuditEvents APl , $EHEXZTENEE. MREFRHEEEN IAM BERAFF
cloudtrail-data:PutAuditEvents E{F , RIERHEEEHEREEREFIVE,

HERMEBENEFAIRNRESEE, HEETHAEES , CloudTrail & BBESERHE AWS
WS 1D, WEREGIASERFRUNE—IAI ID, HRBREIRES K SXAZLEE—E
AWS t&kF ID fERERE , WA ATBUEZE M I ASER ID MBS IERENEIF.
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® Note

MRBLEEABERVERIEK , IREEEHEE TLUEEE LF
PutAuditEvents APlI,

a. HREEES K BRASEBHRENAS D, BEEEBRHRMK IS D, flMKS ID
FREBELENTH  UHESARERBEREA. SERBHEERY AR — /I D,

&R LU How to find this? (MIASIXULEFF ? ) MR SEBFHBREHERMMASZIKIE ID
Y3 4o

External ID

Enter the unigue account identifier provided by Nordcloud. How to find this? E

® Note

MBEERBESSHEID , Bl PutAuditEvents APl BTG IR LB E P
ID, Fi8 , MRBMEREZINE ID , SEBAEMA I PutAuditEvents API 315
E externalld 28,

b. HRRAREES , BHiEE [(#18 AWS AWS 1RF] IEEEFH B AKK P ERMNIKRS D,

7. (ER) E Tags (BR) BEP , RS ALHE 50 EFEBRIENER , AinBEEB, HFM
BEHHE4AERNFRERBENFEER, MEEA IAM B , HUEBRAERNEHERTH
EREFINERNFAEN  F2REM  FEAEBRAEREV AR GRSHERFRERNFEUE
bR, MEABRNAEREASBRNFMAAWS EFR AWS |, FEFSH AWS — RS E.

8. EXREFHEVHEBESE  5H5EE Add integration (FTEEE), REFREME. CloudTrail B
BE  BEMAEARSEBHERENEHEE Amazon EREHE (ARN), MEAKEE ARN 244G
EERHERRENNERN , F2REERH X HRL, MEFMEN , 557 Integrations (BS) B
MH /Y Available sources (A AXRKIR) RoIEBPRIZFSIER AN Learn more (E—F 7 ) EHE , A
£ AWS MarketplaceH RS ER FHN EH.

BETHBEWERE , FSEE ARN RERGSEBHIIRERAER, ARSEEME , 8. &FB
HFHEAREAEHT PutAuditEvents APl , iEBIEHEEER AWS IRFNEAHERERE, &
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XEBEHE , BRI LERA CloudTrail Lake # &, &M MEARIEHNER, ZNEHERT
&4 CloudTrail B4 £ &AM ZeventVersion , fflfleventSource, MuserIdentity,

ERERERVY B ES

ZA LA CloudTrail RESMNBEERENRREPEARENEAEZDHER , SINABHEREIHF
STEM SaaS FEAREN. EHMEIAR., £ CloudTrail Lake &R HITHEBFEMNRIEE D , Rk
A PutAuditEventsAPI AFEEREH | IRERIEE ARN FEH4ES, #F/H PutAuditEvents
AP| HEEXVFE ATENSE B & CloudTrail , A LAEA CloudTrail Lake # &, EHM D TERENCHEN
&8,

1. @& A AWS Management Console YzBRX CloudTrail E#2 & |, #81t A https:/
console.aws.amazon.com/cloudtrail/,

2. HEBERT , BE Lake THNES,

3. 1£ Addintegration (M8 ES) EE L A BWABENEE. EBRREHERE 3-128 BFT. ReefE
RAFE., BF. A%, EKEMETH,

4. ji®31E My custom integration (R BEFTES),

5. % Event delivery location (B EEME)  , BEKERNEHEHREIREEHENETR
E A6 HELFTNEHEREFRE,

NMREBRERUFTNEHERNETRE  FOASHERNFTHENSR , Y EEREHE CIXAE
fiI), MREBE-FULERREEERE , TR EHERRBEESHERETREFHZRS 3,653
R (# 10 F) ; MRCEBECFREEERE , RI&STRE 2,557 X (8 7 F)o

MRESEETHEMHLHI —RZEREEHERTHE , FRBEPEESHENERE, =
HERNEREREISTHEN. TRETHNSHERENLAR Events from integrations CREEE
HEH), £ APl # , eventCategory EM4ZE R ActivityAuditLogo

6. 7£ Resource policy (BREE) A , AEAWBEREEREE., ERBEKE JSON BEXH | E
EvHegEHEEN TR THERATHLESEARMBREYG. TERBRPERATRNIRSA
LARENY PutAuditEvents APl , #E4EZEEZRNEE,

(@ Note

MREFBLEABERZRIERBEK , IREBEHEE TLUEEE LFI
PutAuditEvents API,
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AWS CloudTrail EREER

a. (BEF)WAM—SEID, ZRH-—BRE. N ID RE—F& , FI2RF ID HEHREEN
F&E , AREREFEREA,

® Note

MBEERBEASEINE ID , Bl¥ PutAuditEvents APl YR E I ER KB E 4
B ID, FiB , MRBERARERINEE ID , BRI PutAuditEvents APl I 18E
externalld 3,

b. BIF [T AWS 1RIE] IS EEMEABEEFRRE P ESEENSE AWS 1R3E ID,

7. (#HF) & Tags (RH) BEF , BRZSTUHE 50 ERERRIENER , LUHBNERER. SEFH
EHHE4AERNFRERBENFEER, MEEA IAM B , HURBRAERNEHERTH
EREFIERNFAEN  F2REM  FEUAEBRAEREVHMGRSHERFRERNFEUE
bR, MEABRNAEREASBRNFMAAWS EFR AWS |, FEFSH AWS — RS E.

8. EfEFIENFEAE  FHEE Addintegration (B E), REFHREME. CloudTrail 1L
L  BEEERLSLNBEITEHN , BXBEEPutAuditEventsiER B I5EEE ARN,

9. MY PutAuditEvents API LAEEUEHISE B EH CIoudTraiIo 18 PutAuditEvents 53K
RS 100 EEBHEH (F&EZ 1 MB KN, BREEELENSBFEIMNEE ARN, E
CloudTrail T8 SEH4AR , SARIE ID (ﬂﬂ%%"‘ﬁ’]ﬁ/ﬁ%lﬂ%?‘a‘ )o BREESHEHPIEME
BB BEARBNESR , ARBEEEA, CloudTrail#ACloudTrail %R EH L EBRNEH
CloudTrail 4ZBE1&.

® Tip
FAWS CloudShell RFERIEHITHI R HFTH AWS AP,

T EHIFERMAER put-audit-events CLI @55 . --audit-events # --channel-arn 2 X ES#,
BEEELANSBPEINEE ARN (T UREBSFHHEEAEEHERR), B{E--audit-eventsZ
EHYHE JSON fE%l, --audit-eventsBEREEHMNMSE ID, EHHNMLERBEAN
{EEventData , AR AHEHRE 2 2 HIRFSHZTEMNEAENRER, CloudTrail

aws cloudtrail-data put-audit-events \
--region region \

--channel-arn $ChannelArn \
--audit-events \
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id="event_ID",eventData="'"{event_payload}"' \
id="event_ID",eventData="'"{event_payload}"',6eventDataChecksum="optional_checksum"

UTReEmESAEMNEN G,

aws cloudtrail-data put-audit-events \

--region us-east-1 \

--channel-arn arn:aws:cloudtrail:us-east-1:01234567890:channel/EXAMPLE8-0558-4f7e-
a06a-43969EXAMPLE \

--audit-events \

id="EXAMPLE3-0f1f-4a85-9664-d50a3EXAMPLE", eventData="'"{\"eventVersion\":\0.01\",
\"eventSource\":\"customl.domain.com\",

\}Ill \
id="EXAMPLE7-a999-486d-b241-b33alEXAMPLE",eventData=""{\"eventVersion\":\0.02\",

\"eventSource\":\"custom2.domain.com\",
\}"',eventDataChecksum="EXAMPLE6e7dd61f3ead...93a691d8EXAMPLE"

THEHHSEHE --cli-input-json B8, SUEESHEAEA JSON &= (custom-
events.json).

aws cloudtrail-data put-audit-events \
--channel-arn $channelArn \

--cli-input-json file://custom-events.json \
--region us-east-1

LA 2 #54] JSON #2X custom-events. json HWEHIRRE,

"auditEvents": [

{
"eventData": "{\"version\":\"eventData.version\",\"UID\":\"UID\",

\"userIdentity\":{\"type\":\"CustomUserIdentity\",\"principalId\":
\"principalId\",

\"details\":{\"key\":\"value\"}},\"eventTime\":\"2021-10-27T12:13:14Z\",
\"eventName\" :\"eventName\",

\"userAgent\":\"userAgent\",\"eventSource\":\"eventSource\",

\"requestParameters\":{\"key\":\"value\"},\"responseElements\": {\"key\":
\"value\"},

\"additionalEventData\":{\"key\":\"value\"},

\"sourceIPAddress\":\"source_IP_address\",\"recipientAccountId\":

\"recipient_account_ID\"}",
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Ilidll: II1II

(ER) FTERENRERE

#BEventDataChecksumfEPutAuditEventsEXRPIEEABENBNRER BB ERERS
CloudTrail EWBIRFSEMBREBNELG , cEURRBEHNTEN, BAREBEREHT TG
SHRETER baseb64-SHA256 SEE %,

printf %s "{"eventData": "{\"version\":\"eventData.version\",\"UID\":\"UID\",
\"userIdentity\":{\"type\":\"CustomUserIdentity\",\"principalId\":\"principalld
\",
\"details\":{\"key\":\"value\"}},\"eventTime\":\"2021-10-27T12:13:14Z\",
\"eventName\" :\"eventName\",
\"userAgent\":\"userAgent\",\"eventSource\":\"eventSource\",
\"requestParameters\":{\"key\":\"value\"},\"responseElements\": {\"key\":\"value
\"},
\"additionalEventData\":{\"key\":\"value\"},
\"sourceIPAddress\":\"source_IP_address\",
\"recipientAccountId\":\"recipient_account_ID\"}",
"id": "1} \
| openssl dgst -binary -sha256 | base64

wrTEEEANRER., LT

EXAMPLEHjkI8iehvCUCWTIAbNYkOgO/t@YNw+7rrQE=

BANBEBEERA PutAuditEvents B3R H EventDataChecksum B, MMREMHEFEEFTIR
HEANBENBEBTHEL , Bl CloudTrail EEZEH W B /REERInvalidChecksum,

By, EFMEE CloudTrail #BE4S AWS CLI

A LAEA AWS CLI 3. BE#HMEE L CloudTrail ake 4., A AWS CLI , B EEMNHSE
EATHNRERT AWS B RENPH T, NREGEETREREFHTHS , ITEERERENTE
RESE , FEE --region BEEAT S

CloudTrail AR SN TGS
£ CloudTrail Lake Fi3, EFHNEBESWIES ST -

B, BEHFANEE CloudTrail #AZEE AWS CLI R 1.0 238
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« create-event-data-store , MBVAHBEHNEHERTFHE AWS,

« delete-channel AMBRARESHEE,

« delete-resource-policyBAMBRKIINZE CloudTrail Lake B & 2 BENER K.

« get-channel LAMEEIFES CloudTrail SHEBHEA.

« get-resource-policyABEENHIIZE CloudTrail BEMEREBE 4K JSON XF,

« list-channelsBA%IH B AIRFE FHEE R HRFE R,

« put-audit-events#ZHNERERNSZHREEZ CloudTrail Lake, #4E CloudTrail 2H2EZHE

FEEL 2 SB4FHY JSON 8% (thBAEE), auditEventsE@PutAuditEventsiEREZ I LAHTIE
100 EELEH (FH&EZ 1 MB).

« put-resource-policy , UERAERNERREAMMEARENBEGHRRESH
CloudTrail AWSIEE, MEUERAERNRAUNNFMEN , FSRELLEAWS CloudTrail JR A ER
HHBR

« update-channel EXTHFTEREE ARN = UUID IEEMEE,

ZEHE CloudTrail Lake BHEREENTHAESEE , B28 O EHEREENTRAES.
WZE CloudTrail Lake BN AESIEE , 28 () CloudTrail #HEHK A AIES,
BRI HEINEE AWS BEH AWS CLI

£ AWS CLI , A LAERA MBS B ILENPEEEMH AWS WES (NRBEREFASENNSEH
ERERE , AIR=E®T). ZRAFESENHENSHERTHREXAERARE—EBEHNE—IRF ;
ERTEEEZHE | WEELREPEBWEH AWS Organizations , MARESTEFBHEH, FiEA
WEHERLEAR Events from integrations GREEBESMEH), £ API |, eventCategory EHH4E
R ActivityAuditLog, MEEHESHNFHMEEN A FSBRELESHRFEUNANES AWS,

1. MREBERETANBEN—BZEEHERENE , FHIT create-event-data-store LA I EH
BERERE,

T5IgEH AWS CLI iR BB U RABEHSHNSHERTHE AWS, HREES

# , eventCategory WAIZEESEA ActivityAuditlog. BEHEREFEHRENREHERES
90 R, #kTEE: , SHERERERKEREFMEERENEY , BEHRERKEIFAWS =4 |, FTL
T8 --no-multi-region-enabledBEMHEBREAE— "EiF, . KFERSHAKLRE
BE#ERFRETSHBEBTNIRFRESH,

aws cloudtrail create-event-data-store \
--name my-event-data-store \

By, EHMEE CloudTrail #HE A AWS CLI MRS 1.0 239
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--no-multi-region-enabled \
--retention-period 90 \
--advanced-event-selectors '[

{
"Name": "Select all external events",
"FieldSelectors": [

{ "Field": "eventCategory", "Equals": ["ActivityAuditLog"] }
]
}
:ll
AT 2 e FEE ],
{

"EventDataStoreArn": "arn:aws:cloudtrail:us-east-1:123456789012:eventdatastore/
EXAMPLEf852-4e8f-8bd1l-bcf6cEXAMPLE",

"Name": "my-event-data-store",
"AdvancedEventSelectors": [
{
"Name": "Select all external events",
"FieldSelectors": [
{
"Field": "eventCategory",
"Equals": [
"ActivityAuditLog"
]
}
]
}

1,

"MultiRegionEnabled": true,

"OrganizationEnabled": false,

"BillingMode": "EXTENDABLE_RETENTION_PRICING",
"RetentionPeriod": 90,

"TerminationProtectionEnabled": true,
"CreatedTimestamp": "2023-10-27T10:55:55.384000-04:00",
"UpdatedTimestamp": "2023-10-27T10:57:05.549000-04:00"

BEESHERFME ID (ARN NFEHFIEEEEHI P A EXAMPLET852-4e8f-8bd1-
bcf6CEXAMPLE) , FREMRBEHET T —EAX BB BIE,

B, EHMEE CloudTrail HAES AWS CLI WA 1.0 240
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2. ¥ {Ttpcreate-channel TN A EER AR REEARIBEHEELEZEPNEHERFHREN
& CloudTrailo

BEER TSI
HIR

CloudTrail {5 F it & 5 34 i R RIGEIEEHERHE CloudTrail WEEBH, RERMLET
f, AR Custom (SHEIFTEBRMAIIEAWS =) , REERHSBHRENEHE. BERES
AR —EEE,
MFEARSEBHN Source ENAERER , F2RESSEBHNEMET.

HEHUREE

BERESEREEERRERT &R —BASHHERE.
B Ayt

B Byt RIESAEE I EAFAY CloudTrail Lake B ERFHIE. SRS EEER BNEH
ERENE.

HEFILERRERSEN , FREREE,

HEEZL—AENHEHEREREN ID, FTEEHTHSS. ENENERERA
EVENT_DATA_STORE., ZAI LR EHEXEZEEHERTFRE, THEFI SRR
NWBESSEHEEAEMBEEHERERE , LeM7E --destinations S8 Location
BiEhm ID RRo. --destinations, --name #l --source BHESE, EEHEUKE
CloudTrail BHHNEH , BB HNEBIEEAN--sourcef,. BERABEECHERERR
BREMH AWS | B8 ECustomBAM --sourcefB,

aws cloudtrail create-channel \

--region us-east-1 \

--destinations '[{"Type": "EVENT_DATA_STORE", "Location":
"EXAMPLEf852-4e8f-8bdl-bcf6cEXAMPLE"}, {"Type": "EVENT_DATA_STORE", "Location":
"EXAMPLEg922-5n21-3vz1- apqw8EXAMPLE"}]'

--name my-partner-channel \

--source $partnerSourceName \

£ create-channel S HIEIfER | BRFTBEEM ARN, BEE ARN FEEERESBHHIT put-
resource-policy # put-audit-events @H,

By, EHMEE CloudTrail #HE A AWS CLI MRS 1.0 241
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3. #{Tapput-resource-policy® , BERKIEMMEBE, ERBEKE JSON BERXH , EXEXH4E
EHEENEZRUBERATHLESHEUARMEBERG. ERENERBIEPERAETRBOKRS AT
MY PutAuditEvents APl BUEAEH,

(® Note

MREEBLEABERIERBEK , IREEEHEE JLUEEE LTI
PutAuditEvents APlI,

HERENEFAIBRRESEE,

- HEEETHEES , CloudTrail REBRE S SEBHRN AWS 1RSE ID , Y EREEWASERS
RN —SE ID, CloudTraill E& A CloudTrail TR ARV ESR K ERBEEHER
FHY AWS BR3R ID B EEFRRE, F2ESEBHNFRAXX , SBRENTERSBERIEN
AWS 1R,

- HRBRARES , BLEEDLIEE—ME AWS IRF ID EA TR | B AT LLEZE i A/ ED
ID BABm BB EIF

ERBERNEBERAOT -

- BEPERNER ARN L EERBERFTEENIEE ARN .
- WERAESE—EEME . ERER . PutAuditEvents

- BREDGE—ARRR, BEKSTUE 20 BFRRR,

- BSERARNELTE—EEE. RAXHKZ LA 50 BEHE.

aws cloudtrail put-resource-policy \
--resource-arn "channelARN" \
--policy "{
"Version": "2012-10-17",
"Statement":
[
{
"Sid": "ChannelPolicy",
"Effect": "Allow",
"Principal":
{
"AWS" :

By, EHMEE CloudTrail #HE A AWS CLI MRS 1.0 242
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[
"arn:aws:iam::111122223333:ro0t",
"arn:aws:iam: :444455556666:root",
"arn:aws:iam::123456789012:root"
]

iy

"Action": "cloudtrail-data:PutAuditEvents",
"Resource": "arn:aws:cloudtrail:us-east-1:777788889999:channel/
EXAMPLE-80b5-40a7-ae65-6e099392355b",

"Condition":
{
"StringEquals":
{
"cloudtrail:ExternalId": "UniqueExternalIDFromPartner"
}
}

}Il

MEERBENFHME , FSEAWS CloudTrail EREBEES.

4. #1T PutAuditEventsAPI LEEUERHEB =4 CloudTrail, BSEEEHMIB o EHNES,
CloudTrail sEEEESHEH P I E T MBRLBAZRINENR , ARBBEHEA, CloudTrailfEE
E , PutAuditEvents API fH cloudtrail-data CLI %% , MAR cloudtrail # %,

THIEFIEERIMAIEE A put-audit-events CLI 8%, --audit-events # --channel-arn R4 EZ ¥,
MBEAEERBERPEETHEID , AIEE --external-id B8, SEEEN—SBHEUNEE
ARN, Hy{E--audit-events2EHYHH JSON %, --audit-eventsBERBBHHIMLE
ID. EHHNSBEREEEAWEEventData , AR TEHNEI 2B BRBESHZTEMNZERAAT
WEW. CloudTrail

aws cloudtrail-data put-audit-events \

--channel-arn $ChannelArn \

--external-id $UniqueExternalIDFromPartner \

--audit-events \

id="event_ID",eventData="'"{event_payload}"' \
id="event_ID",eventData='"{event_payload}"',6 eventDataChecksum="optional_checksum"

UTREEMESHEsNEN G T,
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aws cloudtrail-data put-audit-events \
--channel-arn arn:aws:cloudtrail:us-east-1:123456789012:channel/EXAMPLE8-0558-4f7e-

a06a-43969EXAMPLE \
--external-id UniqueExternalIDFromPartner \

--audit-events \
id="EXAMPLE3-0f1f-4a85-9664-d50a3EXAMPLE",eventData=""{\"eventVersion\":\0.01\",

\"eventSource\":\"customl.domain.com\",

\}Ill \
id="EXAMPLE7-2999-486d-b241-b33alEXAMPLE" ,eventData=""{\"eventVersion\":\0.02\",

\"eventSource\":\"custom2.domain.com\",
\}"',eventDataChecksum="EXAMPLE6e7dd61f3ead...93a691d8EXAMPLE"

THEHHCTEHE --cli-input-json B8, BUEESHAERA JSON &= (custom-
events.json).

aws cloudtrail-data put-audit-events --channel-arn $channelArn --external-id
$UniqueExternalIDFromPartner --cli-input-json file://custom-events.json --region

us-east-1

LAF 2 &3] JSON #X custom-events. json HWEHIAR,

"auditEvents": [

{
"eventData": "{\"version\":\"eventData.version\",\"UID\":\"UID\",

\"userIdentity\":{\"type\":\"CustomUserIdentity\",\"principalId\":
\"principalId\",

\"details\":{\"key\":\"value\"}},\"eventTime\":\"2021-10-27T12:13:14Z\",
\"eventName\":\"eventName\",

\"userAgent\":\"userAgent\",\"eventSource\":\"eventSource\",

\"requestParameters\":{\"key\":\"value\"},\"responseElements\": {\"key\":
\"value\"},

\"additionalEventData\":{\"key\":\"value\"},

\"sourceIPAddress\":\"12.34.56.78\",\"recipientAccountId\":
\"152089810396\"}",

"id". 1"
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A A 1Tget-channelfn©s , BRBEREEEENE , MUK CloudTrail 2% [E M #h f RIFHEEE4.
HY ¥ H get-channel @ B R &R IT CloudTrailiEZ W IS4 MRS

aws cloudtrail get-channel --channel arn:aws:cloudtrail:us-east-1:01234567890:channel/
EXAMPLE8-0558-4f7e-a06a-43969EXAMPLE

(ER) T ERNRERE

#&EventDataChecksumfEPutAuditEventsERFIEEAENBNRER , AJiHBERERS
CloudTrail EWFFEENBREBNEY  cEURBRIBHNTES, BNREBEREHTTI®
SHRETER baseb64-SHA256 SEE %,

printf %s "{"eventData": "{\"version\":\"eventData.version\",\"UID\":\"UID\",
\"userIdentity\":{\"type\":\"CustomUserIdentity\",\"principalId\":\"principalld
\",
\"details\":{\"key\":\"value\"}},\"eventTime\":\"2021-10-27T12:13:14Z\",
\"eventName\" :\"eventName\",
\"userAgent\":\"userAgent\",\"eventSource\":\"eventSource\",
\"requestParameters\":{\"key\":\"value\"},\"responseElements\": {\"key\":\"value
\"},
\"additionalEventData\":{\"key\":\"value\"},
\"sourceIPAddress\":\"source_IP_address\",
\"recipientAccountId\":\"recipient_account_ID\"}",
"id": "1} O\
| openssl dgst -binary -sha256 | base64

WL EERENRER. UATREM.

EXAMPLEDHjkI8iehvCUCWTIAbNYkOgO/t@YNw+7rrQE=

BNBREBEEKA PutAuditEvents &R+ EventDataChecksum B, MEEMBEBEFTIR
HEHNBNBEBTHEST , BIE CloudTrail IEEZEH LB REESRInvalidChecksum,

EHSEE AWS CLI

FEFEMBRENE BBVt EHERTHRE , FHIT update-channel 5. --channel 2824
EBY, BELIEFHBEENRER. UT 24,

aws cloudtrail update-channel \
--channel aws:cloudtrail:us-east-1:123456789012:channel/EXAMPLE8-0558-4f7e-
a06a-43969EXAMPLE \
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--name "new-channel-name" \

--destinations '[{"Type": "EVENT_DATA_STORE", "Location": "EXAMPLEf852-4e8f-8bd1l-
bcf6cEXAMPLE"}, {"Type": "EVENT_DATA_STORE", "Location": "EXAMPLEg922-5n21-3vzl-
apqw8EXAMPLE"}]"

il B 58 & LA M BREE AWS CLI

EEFILAEASBENASESYEREMETEEH AWS |, EFHTTdelete-channel@ S AMIBRIEE., BEM
BREVIEIERY ARN BB ID (ARN ZE) 24 EEB, LT 26,

aws cloudtrail delete-channel \
--channel EXAMPLE8-0558-4f7e-a@6a-43969EXAMPLE

ZEAFRHNEMER
APFHRERRSERASEBHNREE | LRAIBEED (EEURRSE),

P4 CreateChannel APl REEREEE —MTNET . LERRREBBWIBEES Source B2HH
=8

BERHER (EEB) FRIREHE (API) BegA

My custom integration Custom R &

Cloud Storage Security CloudStorageSecuri IR 2R
tyConsole

Clumio Clumio B

CrowdStrike CrowdStrike BRFR

CyberArk CyberArk fRR T 2

GitHub GitHub BRF R

Kong Inc KongGatewayEnterpr BRI R
ise

LaunchDarkly LaunchDarkly B
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BERHER (2R FRIRE T (API) Begn
Netskope NetskopeCloudExcha R 2

nge
Nordcloud, an IBM Company IBMMulticloud (=R
MontyCloud MontyCloud B
Okta OktaSystemLogEvents R &
One Identity OnelLogin fRIRF R
Shoreline.io Shoreline BRI R
Snyk.io Snyk B
Wiz WizAuditlLogs fRIRF 2R
BREER M

BRLRRSERHENX M, E—F THRESERHAE CloudTrail Lake BVES,

BEERESEBHEXF

1. & A AWS Management Console B8R CloudTrail £32& |, #1L 5 https:/

console.aws.amazon.com/cloudtrail/,

2. EBEERT , BEF Lake THNES,

3. £ Integrations (&) B , iBE Available sources (AT ARIR) , AR HBLEREXHNEE
B HEIZ Learn more (HE—F T ),

CloudTrail ASE K E 4218

TRMAE CloudTrail EHEHFFNEBERTEMTHNLENZEREEBELR TR, NARTH

EeventDatafVEHIZ M ; HAu L BIBHEEX CloudTrail #1214,
CloudTrail EH4ZEHEANBREFTEE

« REEY CloudTrail &2 ALHYHE {2

S¥HARYERBACIoudTrail SE#ERNE.

CloudTrail MSEREHRE
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ERAEER

- BEYSEH IR

$AEY CloudTrail #2489 1842

AR g A SR =R iR

eventVersion string PHE EHRA,

eventCategory string PHE =48R, BHR
JEAWS EH
BEAActivityA
uditlLog o

eventType string PHE EHER, HRNIE
AWS B4, BRE
AActivitylog o

eventlD string PHE EH4HE— 1D,

eventTime string PHE EHFEER
A yyyy-MM-D
DTHH:mm:ss 1§
3\ B PR AR E B ]
(UTC)o

awsRegion string PVE PutAuditE
vents ITEFEMN
AWS [EiF #h5,

recipientAccountld string PHE KRB EHHR
FE ID, CloudTrail 3%
BREEHEEHFTHEL
RELIRE A LA 1L

Bt &% - #EH FETREHRELER
HHERERA. IR
RESHPRLER
, BIff s EREas
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ERAEER

WA

* reason

» updatedFields

+ originalUIlD

« originalEventI|D

REER

* ingestionTime

» channelARN

WARE

string

string

string

string

string

string

®=H

#H

®H

®=H

iR
ROMEF , LAKER
ZN: )

EHRHBTARIE
REEE

B S FTE AT RV B4 50
wMz. AFERR
7= UPDATED_DATA
FTRELER,

RERENRASEH
UiD. REERRAR
UPDATED_DATA =
R ER.

RBEHID, REE
JRE £ UPDATED_D
ATA FRMEHER,

S A fE A BB RYAR
Eﬁﬁgﬂio

RIEEHRNREE
ic , %A yyyy-MM-
DDTHH:mm:ss &
I B R AR E B

(UTC)o
SHFTERBER
ARN,
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ERAEER

EFEHRMANEN
e L PN Eil =R HiR
eventData - PBE PutAuditE
vents BFEFEEE
CloudTrail K #&#%&
o
« version string PHE R B RROEHRA
RERS : RELR
A 256,
« userldentity - NE REBRZEAEN
HEBEA.
. type string PHE FERESEE,
RERS : RELR
A 128,
« principalld string YHE EHFITENE—H
Ao
RERS : RELR
A 1024,
- FER JSON #1# #HA 55 3B 8 H At A5 28
&R
. userAgent string 2 H RHEBRHKERERN
RERS : RELR
A 1024,
« eventSource string NE EREERHSBMHR
R, RESEH4NE
SRR,
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BuEE g A SR =R iR
RERH : RELR
A 1024,

« eventName string PHE FEREE , RIFER
KR EARERH AP
PR EIEZ —.
RERS : RELR
A 1024,

. eventTime string PHE EHRFEER ,

®H yyyy-MM-D
DTHH:mm:ss #&
3\ ] PR AR E B ]
(UTC),

« UID string MHE = BIFERI UID B,
R L 9 R 75 =5 PE AR 72
NEEEMRE

RERS : RELR
A 1024,

* requestParameters  JSON ¥4 EHA EREFPTEIEMNSZE
(MREWFE). LA
N AR/NERAE 100
KB , i8R HI A
BEWIERL.

* responseElements  JSON ¥4 EA HEITEFZBME (B
3., BRI ERED
E) WEIE TR, L
IR/ EBRE 100
KB , BiBZRHIH A
BEPIERE,
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WS B AR =

%

iR

« errorCode string EA REREHFEBRNFH

o

RERS : REER
# 256,

« errorMessage string pEE THERAY HIR

RERS : RELER
# 256,

« sourcelPAddress string 12 H RHFERE IP thil,
$#32 IPv4 F IPV6 b
3t

- recipientAccountld  string PHE RERWEIHSHIR
F ID, tRE% ID AZEEE
WAEZIEER AWS 1R
% ID AERE,

+ additionalEventData JSON ¥4 %A FTEBRFBRIEEZ
EHNENER. It
WL/ N ERA 28
KB , BB RHIN A
BEWIERL,

T3 HI RS CloudTraill SHHEPEBIER TR EERS,

"eventVersion": String,
"eventCategory": String,
"eventType": String,
"eventID": String,
"eventTime": String,
"awsRegion": String,
"recipientAccountId": String,
"addendum": {
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"reason": String,
"updatedFields": String,
"originalUID": String,
"originalEventID": String

},

"metadata" : {
"ingestionTime": String,
"channelARN": String

},

"eventData": {

"version": String,
"userIdentity": {
"type": String,
"principalId": String,
"details": {
JSON
}
.
"userAgent": String,
"eventSource": String,
"eventName": String,
"eventTime": String,
"UID": String,
"requestParameters": {
JSON
.
"responseElements": {
JSON
},
"errorCode": String,
"errorMessage": String,
"sourceIPAddress": String,
"recipientAccountId": String,
"additionalEventData": {
JSON

¥248 CloudTrail A& RAR

IETLAER CloudTrail Lake @&RRMREBILEHERNEFREFNENH, EAUESETRANERRE
HpZEE. TAREAENTHRENBRREEIDANZEHAENTHRENERSHRIGEER, 6
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o, MRBERREEEREE CloudTrail EEEANET , IRFERMERNNSHENTRERSE
CloudTrail EER S , B e BHERR

BESRNMEREYIESENIE  BENITERR—(ESQL £H. EERREBANITENEN , B
BELTERARESRTRALDTURBEDRESR. ETEREAHRRELENAREANNTENES ,
BTN EEHRERTREL N TER , UAEME—FDH.

MEEASEFRERIR , FHBEFHTESH., BELREZE [HTEM] B, CloudTraill ERREHITRRE
ERNE#H, ARBITEHSELERAE , FTLLE CloudTrail ERGRENESITEHEBNRE, BRE
Fa—IX. WNFEFEE CloudTrail EERGEMER , 552 B CloudTrail EE,

ES]

+ R

- BEFRS

- EE—ESERRKR

- ZAHSREEEEEERR
- BARERR P TIENES

PR 1
TR HIE A B RIARA

- BRIMRATZEBITERR, NITEREH,

- BRIRAFERWE CloudTrail B4 (BREH. EEEMH) M Insights EHNEHERTFRERHE
KMo

- BRMRATXEREARBEELE  AREABRRNEN, EUEEHRESRRSIER @R R
mEEF/ N TENERER  EHEHNEAEEREUEERRAVTHEESMSEN,

DB R

THERIFHERR Lake BRI

- FERBANFER Lake BXRIR , BALBEEADEYL —E CloudTrail Lake EHEREFERE, B LAER
FHEAEH SDK BUSHEEERE,. AWSCLINNEERFEATRABIEHERERENENR , #
SE FHEEAEA CoudTrRilEHEUSHEREHE, EENSEREABRYEHENEENE
AAWSCLI , FBREYL., FEHMNEESHERTFHE AWS CLI,
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- HEEEAERR , FAKRE CloudTrail MITEH, F—XeH EXRRL EEK , CloudTral &

REWDBEYTERMEBOIRS, BERESUREHNTEMNHEEEN.

EEZE—EZERR

EATIHRFREEERGENEHENTHENERREE.

1.

A= A AWS Management Console IF R CloudTrail £ & , #it5 https:/
console.aws.amazon.com/cloudtrail/,

EEREEEKS , #EZF Lake THHERR
BELRRERBILERBEESHERERENESR,

BELEERTANERREE. BRIVFERBMESHENFHENER S RMBREREA
THIRATRRNERRER,

- BIERHER-BERREENERE AWS B, SR AWS BRI BEHETE. SEFURIER

B read Mwrite EEEHEE. SEABDEHNERERNET. LEXRREARKEEE
EHNEHENERE,

- EEEHERR - REAEETEIREEASHN. FREESH. WENBFENERER, 8&

AR AR TLS \RAURERAERBHY TLS WM EF., ERIREARKREERESEHNE
HERFRE.

- SSEREMHERNR - BR SIIRFER. REFHN S3 WM. FRAMN S3EAENZEHT

#Y S3 B, ILEFRAREARUE Amazon S3 EREHNEHERTFRE.

« Insights &R - 4K Insights R FER Insights BB LA |, IS E KR & MR

%H Insights BEEER Insights BHRILEA] , URETREXH Insights BE4EE, LERRES
e—@/NIE , AHHEZ 30 XH Insights B, TEERARKE Insights EHNEHERF
M T8

(® Note
- ERFREHEREREE XA CloudTrail Insights 2% , MR ERRNEEZE , &
Z A RERE CloudTrail B 7 R KRBT 8EFIESE — 1@ Insights B4, MEFMEA , 55
28 T & Insights E4EE,

* Insights EHERIREFTHMESHERFEREWER Insights EHHEREER ,
BEECRARGBEHERTFHRENERE, o, MIREEERREHERERERA
ApiCallRatelInsight Y Insights E# , MAEA ApiErrorRateInsight My
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Insights B4 , BT 2 & F)HEEI ApiErrorRateInsight B Insights B4 &
Ao

5, RERENHENMBHERERERREN, REFEEHEENZISEN ARNGBEE, #IFH
HEBELLERNRLERNREBHENBTHE. KER , BRRSETBE 24 MENSEHER,

® Note

CloudTrail Lake ZHERBRIENEHEELEBR., AHBEESIRE | B UERER
EEE R EHE, MEER CloudTrail EEBHWFFMER , F2BAWS CloudTrail E{E,

6. EEIITEN , HERRNW DI EHITER,

% B s RS E R ERR

KA, BREEETBE 24 NENEN, STNREHEEREHEEHFEERR
EEEYWHEERSEN BB ARHEEE.
EEANEELEREAERNBEEER ST HE.

ERESHEES  BEANTEHUAERRRERR,

® Note

CloudTrail Lake ZEHSBIBRENERHEELEER, AHBEBEFIEA | S A EREFEE
EAEFE, MEHEE CloudTrail EEMNFFHAER , S BAWS CloudTrail EE,

BRBEEBERRNITENES

BENIEHRAKR—E SQLEH. FEREEENIENEN  FEREEHRER[PREL DT
MR EHmRER. FHAEARES  SUNE-SHEERTIINESR  ARTERANEETENRES
MER, MEEAEAINFHES A F2HE BUIGRESH.

(® Note

BIREAHRREENERR N ITEEH, FEMRESRRIEBELHEHINEMRE , #
EUEBRRANTE-S oM HSEN.
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CloudTrail J#)8Z&3

CloudTrail PR EMZMER SQL wmRH . BALUKEMBI SQL RBEH , ARMERTFRNE

BlEBAEITHRE , £ CloudTrail Lake Editor R5|EH LBV EH., BTS2 EBETESNEHE
BTSN EHSFANENR. NFAFHN SQL EHFSABRMNFMEN , 552 CloudTrail

HOH SQL HRHEHIR.

KRPRHIE (BITSELECT * FROM edsID) BERHESHERTFHRETRNIIEER. &7 HEIEHIK
A, RMEZECUEHMEBEABRNER eventTime BEB L REHEH, UTEREREENSHE
REHREFESHEEHNES , HhWEHKEA (>)2023 F1 A5 BTF 1:51 2%, UK (<)
2023 F 1 A 19 BT H 1:51 ZHl. HABSHEREFERENR/ MEBPBALX , HLFEHRNER
eventTime BN R/ NREEE LR Lt X,

SELECT *
FROM eds-ID
WHERE
eventtime >='2023-01-05 13:51:00' and eventtime < ='2023-01-19 13:51:00'

F&E

- EfRESRIE

» f£ CloudTrail ER &P RREHIEH
- BYSRBEDN

- FITEHAREEHER

- RIBEHER

- TRERFNEARE

- RECREETHER

« CloudTrail £/ AWS CLI

EimERLE

EHmERALANTRERHES T , THBRE SQL EHAREHEN,
9 ¢ x= ©

THRERATEIING T,
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* Undo (BR) - EREEFAREBEF[TETHNRR -RAREE,

* Redo (Efff) - EEEEHAREBEF[TETHNRR -—RAREE,

 Format selected (FTiE#ER) — 1RIE SQL B FEEEF I ERREIAR,

- EEM/BEUHEINS D WER - BERNEMT0EREEE  ISEM EER, MBI ERH
fE |, BREFIRBEAEBERGER,

£ CloudTrail XA A& HlEH
¥ CloudTrail BAEMASHHIEH  THEHKREESEACHEN,

CloudTrail EHSRBIRENEREEEER. ATHBEHRA , RARZLEEIMEAHRANER
eventTime BB KEHIZEH., WEBR CloudTrail EEBMIGFHMAER , FSBAWS CloudTrail &
&

(® Note

BT AR GitHub BB Y N EH., MEFMEAIRIRELEFERH , FSH GitHub 43
vE Y CloudTrailLake &if5lZ=5, AWS CloudTrail i &5E(L N EH GitHub,

HERAREYITHEER

1. & A AWS Management Console 3 BRI CloudTrail 32 & |, #31t A https:/
console.aws.amazon.com/cloudtrail/,

2. HEEBHEKP , 1BIE Lake THANEA,
3. £ Query (£#) EE L , i##E Sample queries (£i6|&E ) R R,

4. HEBEPRE-(EHIEH A AELESTHUGRBE, FUHEANF  RASEBRZEEHRET
FEAREHEE T EE A, EEXE Editor (fRER) RoIEBPHREM.
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Query e

Editor Results history Saved queries Sample queries How it works

Sample queries (45) info

Q. Search queries <1 2 3 4 5 > &

Query name v | Query description v ‘ Query SQL

SELECT recipientAccountld, year(eventTime) AS year_date,
month(eventTime) AS month_date, eventSource, sourcelPAddress,
userAgent, userldentity.arn, userldentity.accesskeyid, COUNT(*) AS
numCalls FROM $EDS_ID WHERE tlsDetails.tlsVersion IN (‘TLSv1',
"TLSv1.71') AND eventTime > '2023-06-23 00:00:00' GROUP BY
recipientAccountid, year(eventTime), month(eventTime), eventSource,
sourcelPAddress, userAgent, userldentity.arn, userldentity.accesskeyid
ORDER BY COUNT(*) DESC

Find the callers who used outdated Transport Layer Security (TLS)
Find who Is making calls using outdated TLS versions versions 1.0 and 1.1 within the past week grouped by the number of
calls per service.

SELECT userldentity.arn AS user, eventName, eventTime,  Region,
Find users with write permissions who made changes using the requestParameters AS resourceChangedManually FROM $EDS_ID
console within the past week. WHERE sessionCredentialFromConsole="true’ AND errorCode IS NULL
AND eventTime > '2023-06-23 00:00:00

Investigate who made console changes

5. GEHRERFSIEZEBL  BELNEARESHEREREATEN, EERBEETREZEHERE
EEEF , CloudTrail € BB EHEREME ID EEAEHRFEIFHFROMITH,

Query .

Editor Results history Saved queries Sample queries How it works

Event data store c < Investigate who made console changes +
Info

Event data store  Info SELECT
Choose an event data store userIdentity.arn as user, eventName, eventTime, awsRegion, requestParameters as resourceChangedManually
my-management-events-eds v FROM

Event data store ID

[

WHERE
sessionCredentialFromConsole='true' asp errorCode 1s NULL
anp eventTime > '2023-06-23 00:00:00'

Event properties

Q. Search event properties

12 >

] save results to 53

additionalEventData
annotation
apiversion Query results Command output
awsRegion
edgeDeviceDetails
errorCode Output
errorMessage
1 @
eventlD
eventJson
Time stamp v Status v Delivery status ¥ Response Query SQL v Query ID v Event datast... ¥
eventName

6. EEHITUBITES.

R HRSIERERENE
KBTS

MEEPRER  fINEHEEKRY , AFNREREHE  UREH
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Query results Command output
Output
1 ®

Time stamp v Status v Delivery status Response | Query 5QL v | Query ID v Eventdatast... ¥
June 30, 2023, 2... ® Successful 1467 records ma... SELECT userldentity.ar my-management-ever

= oh — A > RN = ,{ﬁ-{ = > RIN

EHRRRIRBETIESHERFREPRENEIRTNE4ER,

Query results Command output
Results info

Q. search queries | 1 . > &
|:| user v eventName v eventTime v awsRegion v |
I:I arn:aws:sts:: rassumed-role/Admin/, UpdateEventDataStore 2023-87-10 14:35:00.000 us-east-1
] arn:aws:sts:: :assumed-rolesAdmin/ LookupEvents 2023-07-07 23:10:14.000 us-east-1
I:I arnzaws:sts:: rassumed-role/Admin/, LookupEvents 2023-87-87 23:10:13. 000 us-east-1

NEEEREEANFAES  F2H EUSREESH. NIFEBRWNTEIVNRFEIERNFRE
i, A2E ITEILREFEHER.

BEYRIREEN

FERZLSHRF , BMASITHEP—BEHGEH , BTHREUERE A Alice WIS EMEA BTN
Bk, REGEHBEAHTEN, EtLUE Saved queries (BEREFENEH) R EBFEECHRENES
(MREERENES). ATHBEHRE , RMEBEHEHMEEBNER eventTime BEEEE
RERHEM,

1. FZ A AWS Management Console BRI CloudTrail £32& |, #81L5 https:/
console.aws.amazon.com/cloudtrail/,

2. EEBBERKP , BE Lake THHNEA,
3. 1 Query (&) HE L , i##2 Sample queries (EiflZE ) R5IEZER,
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4.

BEEHEBUITHESEH, ESE Editor (RIE:R) RoIEBTHMER. ELELHD , KM
HENEARECREDFENER , ARFEEXEAUNERE S Alice W EEMAEFTMNE
(=

EiREERC|IEED | S WHERE FIUEE A ERENFEAE , WIREEFH eventTime
B, WEFROMEEHEREE ARN B ID 4% , CloudTrail ERIZIEEHEREER K SHEIE
Ao

SELECT
eventID, eventName, eventSource, eventTime, userIdentity.arn AS user
FROM
event-data-store-id
WHERE
userIdentity.arn LIKE '%Alice%'
AND eventTime > '2023-06-23 00:00:00' AND eventTime < '2023-06-26 00:00:00'

BO L EREFEEACHNTES , URFEEHARDEEEE. BHITES , 7B1EEvent data store
(BHERERE) THXNBETRESHERENE , AREE Run (H17). R Command
output (Br T ) RE5|EEM Status (REE) ¥ , UBRFBEEARETRIIHIT,
MREBEEHEAHEN , FHREFT

EREEHT K AATHNBBANEIR, 1BIE Save query (L) SEERFANEN, BE
MEHEHANWEE  55EF Cancel (BUH) , SE3FA Save query (RREFEEH) RE-
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Save query X

Query name

Investigate actions taken by Alice

3-64 characters. Only letters, numbers, periods, underscores, hyphens, and spaces are allowed.

Query description

This query returns all actions taken by a user named Alice.

3-256 characters. Only letters, numbers, periods, underscores, hyphens, and spaces are allowed.

Cancel Save query

® Note
RENEHEREEONUES ; IRCEALHHESERHMERFR CloudTrail i2
A, lIEiEARTNER.,

9. BARK Saved queries(EREFEMNEN) Zo|EBUEERETHNHES.

Query e
Editor Results history Saved queries Sample queries How it works
Saved queries (1) info
Q. Search queries | 1 [}

J Query name | Query description | Query SQL Time stamp v
SELECT eventD, eventName, eventSource,
eventTime, userldentity.arn AS user FROM

. This query returns all actions taken by a user
O Investigate actions taken by Alice June 30, 2023, 17:17:50 (UTC-05:00)

named Alice. WHERE userldentity.arn LIKE "%Alice%’ AND
eventTime > '2023-06-23 00:00:00' AND
eventTime < '2023-06-26 00:00:00"

HITEHAREEBER
EESIREEDE  CRTUHBHEREREHNTEN.
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HITEHE , B LLUBIBEEHERFES Amazon S3 #1288, 7 CloudTrail Lake F#11T&#
B, SRBEHRENERNEELEER, $EHERREFE S RETFBTZELE /NN CloudTrail
Lake B , TIBEXT SIHEEH. MFE S3 EEMWEFMENR , 5528 Amazon S3 EE,

REEHFERE K ERBERTRSE S3 RAEFFEPRIAZIERE CloudTrail &% , RAEH

W EE CloudTrail EEEABER, HAXKSBEASHEPEATH , BEREHERFHRERN

KNME , BEMFEREE CloudTrail 2| S3 EFArBUTRFEHNERNE™E, CloudTrail LB

gzip B EMEREEE S3 fRENE, FIOMSE  ERFHETHE , 88E 1 GB WERE S3 &
T7ETRE , ATREEE 60 ) 90 WHVIEE,

5 CloudTrail S ARITERN SR

1. @& A AWS Management Console YzBRX CloudTrail 32 & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

2. HEEBERKT , B Lake THHNEM,
3. HERENEHNHMEHRIERL , BEETHEBUREENTHES.

4. 1f Editor (#m¥E25) RS|1EH , ¥ Event data store (BEHERERE) , R TN EFETRESH
ERERE,

5. (E#EM) 7 Editor (fR¥EER) REI1EHK , 1#1F Save results to S3 (HBFERFEFE S3I)
BEBRERFEETE S FEFIFE., SR ETERR S3 FFFEE , CloudTrail 2217
WERAMENRTFIRER, NMREREHEE SIRAETR , 810 IAM BREES
&s3:PutEncryptionConfigurationE{EMVHER , ARTEERIER TE AR FITRBEA MRS
wminE, NEERAREEHERNFREN  F2RERFEAGERNEMERESA,

(® Note
EFEFRATENREFEITE  FIEEMETEAE , 3UEE Browse S3 (BIE S3) LUEER
FiriE., EEBENLEAR CloudTrail FHREAZRREEREENER. IEFBFERE
FFEBGRMNENR , 28 " CloudTrail M)AEH#E RH Amazon S3 REFETEEE, .

6. 7 Editor (f¥E25) EH L , ##F Run (H17).

BESHEREREN A NRETIENERRE , EHTHEEEL I EFERT. TR
Command output (P #H) RSIZBSEREHNNRE , UREHREEZXIT. EHTHH
17#% , BB Query results (EHFER) Re|ZEREFEATEH (B RESTETNESR) NER
eI
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® Note

BOTREER PN ERTRERE, SNATUREGEEAREZEENEDER.
CloudTrail "E# &2 EMEREEE S3 HEFIE. sRRERE , B EBEEREN
RESHERFAREN , URFIFHNERE,

ERFEAGRNEMWHEEEN

REEHMERR  EUNAK SSHEETETHERENERER, NFERSANTHRCRFERER
MEFAES  F2ETHCREEFNEIER.

BETURBEMRENERBR , SHETEHERE CloudTral EXERBERCRETEENR. MR
FABEEHER, IFFHRBCHREFEIERNFEET , F2REECEFERER,

gifl - BEBERRBEE Amazon S3 REFITE
AELBRRPNAEEHERELEE S3HEEFTE  RETHELEHER.
EEENERMES Amazon S3 17T

1. @& A AWS Management Console YzBRX CloudTrail £ & |, #1t A https:/
console.aws.amazon.com/cloudtrail/,

2. HEEBERKT , B#E Lake THHNEM,

3. EHPIEHIECRENEIRLIERL  BETHEBUEEENITNER, ELHEFD , RMHK
BEEAREEREDFENEIER.

4. 1f Editor (#m¥825) FS1EH , ¥ Event data store (EHEBERERE) , R TN SETRESH
BREFEHE, ERREEPERESHERNBER , CloudTrail @ BB EXFromfTHIEASHER
=E D,

5. HEUEFEHTD , RFIEHFE userIdentity . ARN ELUIEER B Admin BIERE , RERME
RE eventTime MTERE. BITEHANR , TRARENEREXNER. A THEBEHRE , B
FERCHEHFERANER eventTime BB ICREHIEH,
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Investigate user actions +

&)
n
liil
a

SELECT

eventID, eventName, eventSource, eventTime, userIdentity.arn as user
FROM

2a8f2138-0caa-d6c8-al94-
WHERE

userIdentity.arn LI1xE '$Admin%’

anp eventTime > '2023-07-21 00:00:00' awp eventTime < '2023-07-24 00:00:00"

Run [] Save results to S3

6. BEKERBEZE S, UEFLEHERFREE SIFRFITE. ELEIEHER S3 REFTEE,
CloudTrail EEN W ERAMENREEITBBR, NRGBIETEN S3HEFHE , £0 IAMBXREE
‘@ Es3:PutEncryptionConfigurationEEWER A RAFERBER TEAREFETREARR
SJ|ImNE, ELEHIF  RAFEATERERN S3 FiFirE.

(® Note

EEFATEANRETR  FEERETREE , 302 Browse S3 (BE S3) LLUEER
FErEE, EEBEKNLER CloudTrall FRAEHFEREEREENER, IEFBHRERT
EFRBURNER , 528 " CloudTrail M EE#ERA Amazon S3 HEFETEEBUR,

Investigate user actions +

u
n
Iiil
8]

SELECT

eventID, eventName, eventSource, eventTime, userIdentity.arn as user
FROM

2a8f2138-0caa-16c8-al94-
WHERE

userldentity.arn LIKE '%Admin%'

anp eventTime > '2023-07-21 00:00:00' anp eventTime < '2023-07-24 00:00:00'

Q s3://aws-cloudtrail-lake-query-results- X | ‘ Browse 53 |

7. EBEHT. BREEAENEREN KR NRETTENERXRE , ERUREEL S ETREHT. T
LA Command output (F S ) R EBERTEANMRE , UREARSEEZAHIT. EFAR
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REITH , BB Query results (E#ER) RoIEBEFEATER (BRESRTERNES) W
ER&RHE

8. CloudTrail R EHEENEBERRMAE S3 FEFITEE | [RHREE] H2RM S3 FEETENE
% BERETECSCHRTENEIGRER  URTARRBORFEARRINEZER, BEE
S3 efi , &£ S3 REFIHBIRAEHERERNEBEER,

® Note
ELRGEHERKE K EHERTESE S3REFTETPREZFERE CloudTrail 2
&% , E CloudTrail AEHRFHTHEREELEAER. MAKZSHBEHNSELIEAT
B, BREAERTFHRENKDME , BEHEREE CloudTrail | S3 FFITRATRESE
EHERWERB, CloudTrail ABER gzip BN EEHBREELE S3 FEFIrE. i3
ms , EfFEHETHAE , S8E 1 GB WERE S3 FFEriE , ATsEE7H 60 T 90 ML
B o

Query results Command output
Output

1 @
Time stamp v ‘ Status v Delivery status v Response ‘ Query SQL v | Query ID v Event data store v
July 28, 2023, 18:20... © Successful View ins3 & 468 records matche... SELECT eventID, eventNar ~ 52ab2728-06de-4dac-8c5  my-management-events-i

9. BETHENERRR  EREHERER (ELHEHFAH result_l.csv.gz), RREET
;o

¥ Copy S3 URI

52ab2728-06de-4dac-8c53- /

Objects Properties

Objects (2)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your abjects, you'll need to explicitly grant them permissions. Learn more [4

‘ (P Copy S3 URI ‘ ‘ (3 Copy URL ‘ ‘ M pownload ‘ ‘ Open (2 H Delete H Actions ¥ ‘ ‘ Create folder ‘ [ Uupload

| Q. Find objects by prefix | (@ Show versions 1 &

= Name a | Type v | Last modified v Size v Storage class v
‘ [ result_1.csv.gz qz July 28, 2023, 13:20:12 (UTC-05:00) 13.8 KB Standard

(] [ result_signjson json July 28, 2023, 13:20:18 (UTC-05:00) 929.0 B standard

NEANRBORFESHARNET 2N RECRESHESR.
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BEERER
EWRFRE  CHRUTUSELRR, SHERE , ERAATEALSHER, BABIE Query results

(BEHRER) ZoIEBRLERERATEINER , BT Lake BEENBERELCHER L FEFER
ITEAE R

EHRRITUARKENEDHTEREABNNENER , RAEHYBNRESHTAEEN 2B
.

REEHFERE  ERBERTRSE S3 REFFEPRIAZIERE CloudTrail &% , RAEH
W EE CloudTrail EEEABER, HAXKSBEATHEPEATH , BEREHERFHRERN
KNME , BEMFEREE CloudTrail 2| S3 EFArBUTRRFENERNE™E, CloudTrail LB
gzip B EMBEREELE S3 FENE, FOMS , EHRHETAE  SE1LF S3 R FTEN GB
ERAEEEE 60 7 90 WNEE, MEFHSRANTRERFEIERNFAMES  F2HRTHCR
FREHER.

® Note
HITHEER—NENEHTRESRE, ZNATUNSEEARKZIEENT S ER.
CloudTrail "8 &7 EHFEREEE S3 REFTE, FEEZRE , BUUEBEEREN
RFEZEERFDEES , URHFHNERE,

1. % Query results (BEf#ER) R3IFH L , SIRREEHEFNEHER. ERSITRASE
HEDEHMAUERGRER. BRERRES | ERELERRNEN  RARBEER
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Query results Command output

Results info

Q, search gueries 1 . > &
eventlD v eventName a eventSource v eventTime
55@c75¢c7-711b-449f-9450- GetEventDataStore cloudtrail . Cofm 2023-86-23 19:21:16.000
1bdB8253a-E8@ae-4814-a57a- GetEventDataStore cloudtrail .com 2023-96-23 19:21:16.008
b56d9af8-7@97-4119-9b5d- GetEventDataStore cloudtrail .com 2023-96-23 19:21:09.008
f874eif4-d426-4a6b-abdb- GetEventDataStore cloudtrail .com 2023-96-23 19:21:09.008
cl@53f2c-5b2d-457d-9655- GetEventDataStore cloudtrail .com 2023-06-23 19:21:08.008
582@0dec3-c55@-491f-aBc3- GetEventDataStore cloudtrail .com 2023-86-23 19:21:16.000
@64ccc@3-0011-48F9-9Fbc- ListEventDataStores cloudtrail .com 2023-87-11 19:18:51.008
94aa8a0@-523f-46f@-9b61- ListEventDataStores cloudtrail .com 2023-07-10 14:34:40.008

2. 7 Command output (B8 ) HEI1EB L , MREHMITHEARAETRANPEEY , HINEHER
FRIE ID, HTHE, RENGERBEUREHARERY. NRECHKEHERFFE Amazon S3
REFTRE , PRENGCECLSCRTEIERME S3 REFENER,

Query results Command output
Output

1 @
Time stamp v Status v Delivery status v Response Query SQL v
2022-10-17T21:28:17.277Z @ Successful View in S3 195 records matched | 464 records (125.5 kB) scanned in 0.4s @ 1145.7 records/s (309.9 kB/s) SELECT eventID, eventName, eventSource, eventTime FROM 3ft

THERENERER

REEHRERCR  BULBEARIIEEHERNER, CloudTral EEHEREEIECEREE
HiE RIS EM Amazon S3 fE1FETEE.

(® Note
REEHERR THERUKESE SSHREFBEFRACIETRETEAT , RATHER
SEREE CloudTrail BEAEHRER, HAKZBEHNSELIERTH , EREHERENE
B AR/NTE |, BEHFEREE CloudTrail B| S3 EEFIFEAEZSEMERNER, CloudTrail
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LABRHERY gzip BB EHEREEE S3 fFEFE, FIOMS  EMFHETHE , 86E 1
GB WEH¥IZ| S3 @f7RrRE , WTREER 60 X 90 RHVILE,

3]
« 23 CloudTrail M HEEFENERER
o TEHEH CloudTrail Lake BENEHER

Z3 CloudTraill M REENEHER

CloudTrail $ERGERMBEERRME S RFITE. EHERERCSCRATERANGL K H£BE
RARHERERNBENRRE, CUUAERABEERRBRBEIER. UFEAERIERERNF
HMEF  F2ERECHEFEAER,

EEHNESHERNFZBRE , BILUFER Amazon S3 £ 4. Amazon S3 @S FIRME (CLI) |
API,

£/ Amazon S3 IR ESKEHERNBEBER

1. BIBX Amazon S3 £ &,
2. EEZIEENREITE,

3. BEYHEE 6 RLEETHERNEBER, EHERERNERERA csvgz, MEBERVERE
£ 5 .json,

B BEETHEFROUNYHEE  BEEATRNMFETEEHE,. 1kF ID. BHMNES ID,

All Buckets
Bucket_Name
AWSLogs
Account_1ID;
CloudTrail-Lake
Query
2022
06
20
Query_ID
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ERAEER

T&HEH CloudTrail Lake fEFEHZEHER

REEHERE  SEMEEREMNER CloudTrail 334Z] Amazon S3 F1ZETEE,

« —{8 JSON BXHNEBER , THEANBBEAFERER., £BERWA A result_sign.json, M

EXBERNFMENR , 3328 CloudTraill £FBEREE,

« —REZECSVRANEARERER , HhESEHNER, EXNEHFEREREERR
REFZERNVEKRD, EHERERNERKPLEAS 1TB, SREHERERTED R
A result_number.csv.gz, Bl , MR EHERNVEKRNAE 2TB , B EMEEHERE

= , result_1.csv.gz # result_2.csv.gz.

CloudTrail EFERFMEB MR Amazon S3 ¥R, BALIEA S3 £#4A. AWS Command Line

Interface (CLI) =% S3 AP Il EHFERMNEZBER,

THRFRAMAER Amazon S3 ERATHEAERNEZTER.

£/ Amazon S3 TEATHEHNFERAKZRER

1. BABX Amazon S3 24,
2. EERETRE K AREBEELZETHENER.

Objects (2)
jects are the fundamental entities stored in Amazon S3. You can use Amazon $3 inventory [} te get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [
Actions ¥ H Create folder
Q. Find objects by prefix 1 @
Name Type Last modified Size v Storage class
B result_1.csv.gz gz October 17, 2022, 16:18:17 (UTC-05:00) L3 5.4 KB Standard
Ij result_sign.json Json October 17, 2022, 16:18:19 (UTC-05:00) 929.0B Standard
3. i#ZF Download (TH) , AR EFRRRFEFER.
(® Note
BLRBERR (B0 Chrome) EEBBRGEEHERER. MRENBERABHTEER
&, RIFERERIZER 5.
4. R 7-Zip EEERRBEBRHEHERER,
5. FMEABRIABEESR.
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RECHEFEHAER

EEYEEBZRE CloudTral BEEHERERREMBNR. MBRIKREEEHER , BLUFEH
CloudTrail E#ERTEMEME, WIHIRUEEBREEE LEE | SHA- 2560 BARETHE , M
RSA #y SHA-256 ERARETHNEE, SESEFE LT ATENR , MBRIABIE CloudTraill EHE
BXHmMAETEE, EUUEATSIHIRBBEIERER,

AITEERTE?

REBNEAGRERHRZLNERHAETI2ER. flN, RRBNEHMERERTRESERES
EHBRERAGAREE, CloudTrail EHFERERTEMBREEFHERCNETHERERRE
BEMBRIBE,

&

- RFPERENEHIER AWS CLI

- CloudTrail HEEREREE

« CloudTrail EHERERZEMRBENETEE

BRBFCHENEHER AWS CLI

EAILAE A aws cloudtrail verify-query-results in BB EHRERERNHBERNTEM,

DB R
EEEADTIRIEARRTEY , KATSTIRERE

- BUBEEENREER AWS,
« IBAEMEH AWS CLI iR 2,
s PEEAMEBBEHERERNEXEREER  BFEATIERYG

« BUAAREHFERERNBEZERAECTEENERRBE. BEEREEHES -local-export-path
ZENE,

- BIAEEFSEEHRRERNEEIESR.
- FEE SSRETRTRESHERERNEZER , FEATIRA
- BRBEFTEEHRRERNEBESR.
- BUAARFESEHRRERNBEEERZ Amazon S3 RFEFBINFEIUER,
- IEEN S3 FELAESEHRRERNBELER. BE S3 FEHES -s3-prefix 2BHE.
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verify-query-results

verify-query-results iF S EB LR B AEHERERNHEEENEEERPHN fileHashValue R
ZHMERE , AERBEBEEPHN hashSignature,

EHRREHERE | A LUMERA --s3-bucket M --s3-prefix TS FRERRHEFEFE S3 FEETESTHN
BHERERNEBREE | HEETLUER -local-export-path S FEEHE TREHERIERNE
ERRBITEHERE.

(@ Note

verify-query-results in S IRIFEBIHFER . DU EIEE-region£FIRIE , UREBERENERE
B AWS EfH,

T 52 verify-query-results T HiZEE,
--s3-bucket <string>
EERTEHAGRERNEZERN SIREFTRER. LTRSS 8 —-local-export-path &L
EF:
--83-prefix <string>
EESESEHARERMEBHERMN S3 ERIKM S3 B (w0, s3/path/). BREEM LS EEHE
—-local-export-path #BEFEH., MRERNVN S3 EETFENEBE ST  AITEERHELSE,
--local-export-path <string>
EECEEHRERERNESERNAME & (fln , /local/path/to/export/file/). &R
HERG L S B ER --s3-bucket B} --s3-prefix FEHEFE A,
& {51

THIEEBIEER --s3-bucket M --s3-prefix LI BRERTEHER , WEECSEHERERNEEE
M S3 EEIrEEBNFE,

aws cloudtrail verify-query-results --s3-bucket bucket_name --s3-prefix prefix --
region region
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T 5514 —-local-export-path B SR ERBE THREHEE , ST RRENEBHEN
BT, MEANTREARBERNFMET , F28 FTREM CloudTrail Lake FiFHEHRE
2.

aws cloudtrail verify-query-results --local-export-path local_file_path --region region

REGR
THREPEHERERNEZERNTRBEAS.

ERER BREFE iR
Sign file Successfully validated HERREERAN. TUREHSENES
sign and query result BREXR,
files
Query ValidationError: "File BEXY , RAEHERERNMEERES
result file_name has inconsist EBEZRFM fileHashValue THAF
file ent hash value with

hash value recorded in
sign file, hash value in
sign file is expected_
hash , but get computed_
hash

Sign file ValidationError: HEEERELAN  RRZFEEN.
Invalid signature in
sign file

CloudTrail X EEREE

BERROELRTFEIRRRELES Amazon S REEFFBENSEEHERERER. SEEHE
RERNMZE , URERNBUREE, BMUXENMEZRANRREAERERTRBERTINT
B,

BERRUE

HEERSEXZEFIFEEN Amazon S3 RETRME,
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ERAEER

s3://s3-bucket-name/optional-prefix/AWSLogs/aws-account-ID/CloudTrail-Lake/

Query/year/month/date/query-ID/result_sign.json

HAHHBERAR

T 5| H R E =SS CloudTrail Lake ZHE RN EH.

{
"version": "1.0",
"region": "us-east-1",
"files": [
{
"fileHashValue" :
"de85a48b8a363033c891abd723181243620a3af3b6505f0as4db77e147e9c188",
"fileName" : "result_l.csv.gz"
}
1,
"hashAlgorithm" : "SHA-256",
"signatureAlgorithm" : "SHA256withRSA",
"queryCompleteTime": "2022-05-10T22:06:30Z",
"hashSignature" :
"7664652aafld5al7al2ba50abe6aca77c0ec76264bdf7dce7lac6dlc7781117c2a412e5820bccf473b1361306dffE
"publicKeyFingerprint" : "67b9fa73676d86966b449dd677850753"
}
BERRWARA

UTREEERPSEMMIIRA :
version

BEERIMRA

region

ARBREERAFERZ AWS IRF/Y "TEiF, .

files.fileHashValue

BREHERERABTN T/ NENRBHZE,
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files.fileName

EHBERERNERE,

hashAlgorithm

ARHERGRERETHRNMERE L.

signatureAlgorithm

ARBEERNEE X,

queryCompleteTime

EHAREERER CloudTrall FIEE S3 REIER, BWUERALERSKABER.

hashSignature

BROMERS,

publicKeyFingerprint

ARBEER LA RN T ANEMRBRE.

CloudTrail EERERTEMREBNEIIEE

B CloudTrail FAZEFZEE, NHUANNBEELNMERE , RLEUURIBEEHIER

B2 7% CloudTrail EHRE RERNTE M., SEHERFMFEE Amazon S3 FEFETRE  EEEE
CloudTrail X {12 S3 FFiTH. BAUBEECHRIBRAR  URBFRENEHERER. 0F
EERRNFMEN , F20 CloudTrail EEEREHE,

ATERARBRENEESN |, UREFHARACKXAHNTHIR , UBEERSERBILZZER
RHMBENEHERESR.

BEfE CloudTrail #BERNEBARX
CloudTrail ZZEEREFEH RSA BUEREHE, HESREBEBER , CloudTrail#l1T T JIENE -

1. BYMZBRE K AESSEEARRERNMEE,
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2. IS EEE -NALEER.

3. BFHRMALEEMA SHA-256 MEFIES RSA HEEE X , LELBUEES,

4. BEENUTABRE S TEMER.

5. BB BERAKZERP,

EREBEFEAR

EREBTEROSAEHERERNMEE UEKIR) TN, Z#ZERSIHEEAETHERE
=M fileHashValue,

B RBEEIR

BEFBITRERRARR  CEEARITEERER  ERVHMBENTHRERER,

REHBEER

FERRREER  CFEHERE, HAFSREARKENLFER  URAREENENRET
o

BHERBER,

ROtERRUEBRNHEZEER,

MEHBERN T AEVERHEE
HEEARERCAREZHREER LB RN T NENRBIE

HEEEBERT queryCompleteTime HEKRHEEN A AE 28, SrHIEHEE  FEEER
queryCompleteTime HY StartTime FMBEH queryCompleteTime BY EndTime,

RATEBRN A AE SR , BEHENFESHEBRERD publickeyFingerprint ENAEE£R,
7. FROEEREHERERMEE CIEKSR) NEEEE  EFELANREESEREENE
PHEBFHR, FERRSILESEEHERERN fileHashvalue,

Flan , MRHFBXHH files BIITEUTZBAEHERER , AIHZEEFEES "aaa bbb ccey »

o K W N
w5

o

“files": [
{
"fileHashValue" : “aaa”,
"fileName" : "result_l.csv.gz"
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3,
{
"fileHashValue" : “bbb”,
"fileName" : "result_2.csv.gz"
1,
{
"fileHashValue" : “ccc”,
"fileName" : "result_3.csv.gz"
}

]’
8. BIEFH, NESBMEFEM SHA-256 #E A RSA RERBEE ZNZE , RRBHE, R
HERAE true , IZBEREAN.
BREEHERER

NMRBBERBN , FRREBERNSENEHERER, " ERREHRRERNTEN  FEH
BHEAR LEH SHA-256 #ZEEH , WiERBFEFERDALEEAGRERE fileHashvalue #
T8, MRMERR , AEHERERER.

THEERFARAREREF.
A MSHEBESR
F-SPRIBHBERNLEEZR/IER

1. St R ERBNEHRERRL Amazon S3 FEFITFEINEHEERER,
2. TR, REEERZPES hashSignature B,
3. EHEBERD , # publicKeyFingerprint MBS HAESHMCAREEERI LN ESBNIE

o
B. HNANRERBEERN LB SR

EEMESHITEBEENLMLR  BILEA AWS CLI 5 CloudTrail APl, EERERERT , £8
AERENESERECHEHEE ERREBMNGERERE). £RAFHREERT queryCompleteTime
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HENEHEE, SEENEREEATESER —SZEALELR. EONSRIESEEENEN
H%'Faﬁﬁo

(® Note

HREEES CloudTrail £ AT EMNFLR/LWY |, Rt BSESREXHERERHEREE -
WETHER. At , ECRIREREEANBRBERK , C4ARE —EESENAELEE
iRo

fEFARE AWS CLI N\ B £ 8

EEFRAENMESERN L ML AWS CLI, #EfFHcloudtrail list-public-keysiE®. Lk
THBRIAT

aws cloudtrail list-public-keys [--start-time <start-time>] [--end-time
<end-time>]

FRIRRENEREEZ2HE UTC KEER , MARERN, MRKEE , AEERBENERE , 1E
Bl —-HZEE ERAPHN LB ER,

(] e 35 5
EEERAERAMER . —HZESBH JSON YHBEE -
£/ CloudTrail API #EE/\BH & &

EEMEM CloudTrail AP HEEREBER RN LMLE  FEHARBNERGEESEER
ListPublicKeys APl, ListPublicKeys APl EEEHAEERECEEEHEEEAAREEESR
WABESE, HEESELAESE AP b SEEHENIER.

ListPublicKeys

AEIEREA ListPublicKeys APl BIEER BB B ETE,

(@ Note
ListPublicKeys H =M BRI sc BT E,

i

ARBE
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B iR
StartTime BIEMMIEEREEENRRFEEER , LLEH CloudTrail 2B R R\ 6
+i8, MR StartTime RIEE , AIFEAERRE , WREERH L8,
¥R DateTime
EndTime EEMMIEEREEENGERIGEEE , LAEM CloudTrail £EBRERMN A\
£88, MR EndTime RIEE , BIFEA B a1~
¥ A DateTime
EfETTE

PublicKeylList £ PublicKey #1435 , HhEE :

=1

Value

ValidityS
tartTime

ValidityE
ndTime

Fingerprint

iR

S

PKCS #1 1=/ DER fRiE A E 281,

A : Blob

NEERVERFREE,

$ A DateTime

NETRNBEREREE,

¥53: DateTime

NETWVER. ZENTAREANBREEZBEERMEEAN TSR,
HA . FH

C. EREARNBENLE SR

# 1list-public-keys = ListPublicKeys FIffERI N E £ , BIEHIEMNFTAHRBER
publicKeyFingerprint M FARHZEMNAE LR, ERECEARREZEERZENLEE
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D. ENEVEREEFH

RELCHAEEEENEERMBBN A AR  LREFEENEEFH, (it HERREFRL
® , BREEREREMZNBEA

ERBEFERHBSAEHBRERNMZE UEHEDR) K. ENEMLFTRR , BB
HHBEER,

E.REHEBER

HEFEVENERNREZS, HUBRENNEEREES RSA ZERFEEE, MRALA true
AHZERNEZECKEBRIFABEBEREN

F.RESHGERESR

BRFBERCE  SZULURBEMSENEHERER, EEERTSEHERERMN SHA-2506
E, MREP—EAEHFERERE CloudTrail EiE 2 BBIENR , SHA-256 MEKSEFE K HEBER
HEZETH.

ERUTEFRBEEBERN files MIIPIHNEIBERER,

1. REBERHM files.fileHashValue WMIFEEERNRBHE,

2. f#£A hashAlgorithm HEEENMBEE X , SEHRBREZNBRERASTETHE,

3. BEABETHERERELENMEEHEEERERPH files.fileHashValue EITLEE, MR
MRS  AIERIRREREN.

HrRERENEIRERER

HRRIERBEVNEARERERE , CERETUERANESHFRENESF. T8 , BLRERUTHEH
NETROEA.

NEETR

EEHERE K COAXERIDSGEEERBEEARIEARRERMBN LB SR PIWFEH
PO ListPublicKeys) , RREFRERMRVE. SECERREEENYEREHEBARELMESR
R, BB REERILR,

gHmERENRA R

THEHIRNTH RIREARERF CloudTraill RN EHERERNEREBELR. LELEXB
RLEBHRETER  URER  BULURERBTERLERE AWSKREEYE, BEENEEREA Java
Cryptography Extension (JCE) #l Bouncy Castle fiBZ & #/ERE,
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ERAEER

LSBT A BREREA -

- MMEVARBEHRBEEREZENENEZEFTS,
« MEARRBEEERNEER,

c MG EERERERNERE  WSEEEFERPIIHA fileHashValue EITLLER , SIBRE
EHERERNEEN,

import
import
import
import
import
import
import
import

import
import
import
import
import
import
import
import
import
import

public

org.
org.
org.
org.
org.
org.
org.
org.

java.
java.
java.
java.
java.
java.
java.
java.
java.
java.

apache.commons.codec.binary.Hex;
bouncycastle.asnl.pkcs.PKCSObjectIdentifiers;
bouncycastle.asnl.pkcs.RSAPublicKey;
bouncycastle.asnl.x509.AlgorithmIdentifier;
bouncycastle.asnl.x509.SubjectPublicKeyInfo;
bouncycastle.jce.provider.BouncyCastleProvider;
json.JSONArray;

json.JSONObject;

security.
security.
security.
security.
security.
security.
util.Arraylist;
util.Arrays;

util.List;
util.stream.Collectors;

KeyFactory;
MessageDigest;
PublicKey;

Security;

Signature;
spec.X509EncodedKeySpec;

class SignFileValidationSampleCode {

public void validateSignFile(String s3Bucket, String s3PrefixPath) throws Exception

s3PrefixPath,

MessageDigest messageDigest = MessageDigest.getInstance("SHA-256");

// Load the sign file from S3 (using Amazon S3 Client) or from your local copy
JSONObject signFile = loadSignFileToMemory(s3Bucket, String.format("%s/%s",

// Using the Bouncy Castle provider as a JCE security provider - http://
www . bouncycastle.org/

"result_sign.json"));

Security.addProvider(new BouncyCastleProvider());
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List<String> hashlList = new ArraylList<>();

JSONArray jsonArray = signFile.getJSONArray("files");

for (int 1 = @; i < jsonArray.length(); i++) {
JSONObject file = jsonArray.getJSONObject(i);

String fileS30bjectKey = String.format("%s/%s", s3PrefixPath,
file.getString("fileName"));

// Load the export file from S3 (using Amazon S3 Client) or from your local
copy

byte[] exportFileContent = loadCompressedExportFileInMemory(s3Bucket,
fileS30bjectKey);

messageDigest.update(exportFileContent);
byte[] exportFileHash = messageDigest.digest();
messageDigest.reset();

byte[] expectedHash = Hex.decodeHex(file.getString("fileHashValue"));

boolean signaturesMatch = Arrays.equals(expectedHash, exportFileHash);
if (!signaturesMatch) {

System.err.println(String.format("Export file: %s/%s hash doesn't
match.\tExpected: %s Actual: %s",

s3Bucket, fileS30bjectKey,

Hex.encodeHexString(expectedHash),
Hex.encodeHexString(exportFileHash)));
} else {

System.out.println(String.format("Export file: %s/%s hash match",
s3Bucket, fileS30bjectKey));

hashList.add(file.getString("fileHashValue"));
}

String hashListString = hashlList.stream().collect(Collectors.joining(" "));

/*
NOTE:

To find the right public key to verify the signature, call CloudTrail
ListPublicKey API to get a list

of public keys, then match by the publicKeyFingerprint in the sign file.
Also, the public key bytes

returned from ListPublicKey API are DER encoded in PKCS#1 format:

PublicKeyInfo ::= SEQUENCE {
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algorithm AlgorithmIdentifier,

PublicKey BIT STRING
}
AlgorithmIdentifier ::= SEQUENCE {

algorithm OBJECT IDENTIFIER,

parameters ANY DEFINED BY algorithm OPTIONAL
}

*/
byte[] pkcslPublicKeyBytes =
getPublicKey(signFile.getString("queryCompleteTime"),
signFile.getString("publicKeyFingerprint"));
byte[] signatureContent = Hex.decodeHex(signFile.getString("hashSignature"));

// Transform the PKCS#1 formatted public key to x.509 format.

RSAPublicKey rsaPublicKey = RSAPublicKey.getInstance(pkcslPublicKeyBytes);

AlgorithmIdentifier rsaEncryption = new
AlgorithmIdentifier(PKCSObjectIdentifiers.rsaEncryption, null);

SubjectPublicKeyInfo publicKeyInfo = new SubjectPublicKeyInfo(rsaEncryption,
rsaPublicKey);

// Create the PublicKey object needed for the signature validation
PublicKey publicKey = KeyFactory.getInstance("RSA", "BC")
.generatePublic(new X509EncodedKeySpec(publicKeyInfo.getEncoded()));

// Verify signature

Signature signature = Signature.getInstance("SHA256withRSA", "BC");
signature.initVerify(publicKey);
signature.update(hashListString.getBytes("UTF-8"));

if (signature.verify(signatureContent)) {
System.out.println("Sign file signature is valid.");

} else {
System.err.println("Sign file signature failed validation.");

System.out.println("Sign file validation completed.");

RECHREEAER RZ< 1.0 283



AWS CloudTrail EREER

CloudTrail £/ AWS CLI

EALAEA AWS CLI R#E1THEE L CloudTrail ake &, AR AWS CLI , Bt NS SES
IRMVELEREFT AWS EBiF BRENHHIT, MRELEFREFFHTHS , TS EREENTERE
15 , RIEBE --region BEFEHG S,

CloudTrail #’BEHNATHIET
£ CloudTrail Lake HEIITHMEBEHNES I :

« start-queryAEITEN,

« describe-query A EBEIEHNFEER,

« get-query-resultsLAMEEIIEEEM ID WEHZER.
« list-queries ARG HEEEHEREN RN FEEH.,
« cancel-queryABUEBITHINEM,

& ZHE CloudTrail Lake EHERAENATRETHEE , F2H O SHEREENTHES.

W% CloudTrail Lake BEM AT AW HIFE , /28 CloudTrail HBEEK A AT,

BrEh & AWS CLI

T 5IEE 5] AWS CLI start-queryin T EEHEEEARRRNPIEES ID WEHERFRERTES , X

KEARREEZIEEN S3 #FITE, --query-statement ZBUIRMAES|SRIEEMN SQL £,
BRSO --delivery-s3uri , ARBEHBEREXEEEN S RETHR, EERNSEBIE
CloudTrail Lake HEAMNERZESNESEF , F2B () CloudTrail j#A SQL FRHELIR.

aws cloudtrail start-query

--query-statement 'SELECT eventID, eventTime FROM EXAMPLE-f852-4e8f-8bdl-bcf6cEXAMPLE
LIMIT 10'

--delivery-s3uri "s3://aws-cloudtrail-lake-query-results-123456789012-us-east-1"

EfEA Queryld FH, BEERNBEHAMWAREE , B start-query EEH QueryId {E#I1T describe-
query, MIREFHIL , BITTLA#IT get-query-results ERG#E R,

Lo

{
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"QueryId": "EXAMPLE2-Qadd-4207-8135-2d8a4EXAMPLE"

(@ Note
BITREBE— P ENEATESRE. SOATUNSEEAREZIEENIIS E R,
MREFERIEM--delivery-s3uriS B ERREREEE S3 HAETE |, ARTFEREBERY
AR EHAERT A FITHEMN CloudTraillEfR, NEFBREREFTEBRENET , F
28 " CloudTrail )BE#ERM Amazon S3 REFEEEK. -

BESEREANPREER AWS CLI

T 5|84 AWS CLI describe-queryin " EISEREANTRER , S RUEV AENNEDHT
K., ERELFESHNSH4E,. CHRENNUTERAY  UREHRE, RIEEADEHTH , TA
BytesScanned HEARERFEHFENNL THEBMET. NREHERFEED S3FEFTE , @
FEIE 124t S3 URI FEEARRE,

B AR --query-id & --query-alias BHIEE—EE. IEE --query-alias S ER L
—RARBHITEANERENR.

aws cloudtrail describe-query --query-id EXAMPLEd-17a7-47c3-a9al-eccf7EXAMPLE

LT R EIfEEEH,

"QueryId": "EXAMPLE2-Qadd-4207-8135-2d8a4EXAMPLE",
"QueryString": "SELECT eventID, eventTime FROM EXAMPLE-f852-4e8f-8bdl-bcf6cEXAMPLE
LIMIT 10",
"QueryStatus": "RUNNING",
"QueryStatistics": {
"EventsMatched": 10,
"EventsScanned": 1000,
"BytesScanned": 35059,
"ExecutionTimeInMillis": 3821,
"CreationTime": "1598911142"
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IS EHHER AWS CLI

T 54| AWS CLI get-query-results i TERVSEHNBHERE R, BUEBEH start-query 5
BEEH --query-id. BRIFEHMEHITH , TR BytesScanned BHEARBIRFEHFTENT
BB, BAZ2YEE--max-query-results , BUEEREG P EE—ER LEENERER
B, MBERZABIEEN --max-query-results B , FEXHTHS , HEELEH NextToken
BEUBRET—ENER.

aws cloudtrail get-query-results
--query-id EXAMPLEd-17a7-47c3-a9al-eccf7EXAMPLE

Lo

"QueryStatus": "RUNNING",
"QueryStatistics": {
"ResultsCount": 244,
"TotalResultsCount": 1582,
"BytesScanned":27044
.
"QueryResults": [
{
"key": "eventName",
"value": "StartQuery",
}
1,
"QueryId": "EXAMPLE2-Qadd-4207-8135-2d8a4EXAMPLE",
"QueryString": "SELECT eventID, eventTime FROM EXAMPLE-f852-4e8f-8bdl-bcf6cEXAMPLE
LIMIT 10",
"NextToken": "20add42078135EXAMPLE"

IHEHERERELWFTEZERH AWS CLI

T 5 & I AWS CLI list-queries i S BERBEERXRAEEEHERNFHE LW EBNEHAREFTE,
BAEHA --event-data-store 3§ ARN 5 ARN BRI ID B, & , EEMEFEREE , &
ATLAFIE --start-time M --end-time B8R --query-status B EREEEE KX AEH
Bi0). QueryStatus WAEMEEHE : QUEUED, RUNNING, FINISHED, FAILED = CANCELLED,
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list-queries t B ZAMN P BESH, #FA --max-results HELEREGSEE—EE LERNREKE
BE, MRERZNEIEEN --max-results B , BBXHTH S , FEBEEHK NextToken ELL
BB T —ENER,

aws cloudtrail list-queries

--event-data-store EXAMPLE-f852-4e8f-8bdl-bcf6cEXAMPLE
--query-status CANCELLED

--start-time 1598384589

--end-time 1598384602

--max-results 10

B4
{
"Queries": [

{
"QueryId": "EXAMPLE2-Qadd-4207-8135-2d8a4EXAMPLE",
"QueryStatus": "CANCELLED",
"CreationTime": 1598911142

3,

{
"QueryId": "EXAMPLE2-4e89-9230-2127-5dr3aEXAMPLE",
"QueryStatus": "CANCELLED",
"CreationTime": 1598296624

}

1,
"NextToken": "20add42078135EXAMPLE"

BUE#1THHIEH AWS CLI
T 5 & I AWS CLI cancel-queryin S 2EUEMREARRUNNINGE#H, EBAHEIEE --query-

id BB, FR¥L1T cancel-query B , BIfE cancel-query IR{EE AR , EHREHLTESERE
CANCELLED,

(® Note
HENEMAREELERA. BEUCHEMZIRENERENEREMNRS WEREM.

AR & CLI B gEfl,
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aws cloudtrail cancel-query
--query-id EXAMPLEd-17a7-47c3-a9al-eccf7EXAMPLE

Lo

QueryId -> (string)
QueryStatus -> (string)

CloudTrail j#°H SQL &&£IK

CloudTrail #)HEH#Z SQL F&. AHREAXENRY,. EEFNERERNMEEEN.
£ /05T SELECT R, EAEHFRM|ELEIRNBER,

CloudTrail XA AE RN Z FHTIE SQL SELECT 4 , HEMNELRE, WEXEZ SQL HEIE
BEFWHMEDR |, 520 Presto XL FNEEFEE ¥,

* CloudTrail ZAREHFZEHHIEN , HSEHRKRBREECHNEN, MEFHMEHN ,
CloudTrail £ A R EHIEH.

3
¢
8
Bt

ES |
- XENRE, RENBEEET
- EENSZSEERREHRE

XENEE, RENBEERET
X B EY

CloudTrail i FAAEEEHIEIE. NFEXIRCHENFMENR , F2H Presto X#H#8 LR R
MEEF

CloudTrail T #FINTERVALEAEF,
TENHRTEE T
THRZENFGEET,

AND
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OR

IN

NOT

IS (NOT) NULL

LIKE

BETWEEN

GREATEST

LEAST

IS DISTINCT FROM

IS NOT DISTINCT FROM

<>
| =

( conditions ) #parenthesised