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(® Note
ESEZEECRBENN "HRE, HH. NEFHENR L FS2EEE AWS Management

ConsolefIEES .
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ERSEENERE

AWS Management Console W&t BN REAR EIRERUAR HMBERWRE .

 KPABEZMBHBAL  BEHBALBRESNE,

- ATREEFNVERBR , RARRERHEL KA
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BtiE AWS Management Console

A EERPFMARELEH , L AWS Management Console & HMA{E A [BARE] EERBZXEEREM
ERBEZEANTERE. FRBRE Widget , EREEAHEBRIRN —IBIIEE , AIZEEHER T
f, BUENE AWS RN ERVMEEEA

£

- EANIE

- BEMH—FRE

- BEES

- MBEBRENSE

- BELNER

- BEHFES AWS Management Console

EH/NMTE

FRAEERHFERTE Widget , TRTRARE AWS RIENEEEA , WIRMUEKER. BN
HFEMBRNTE, ETRERRJESEE N PIRETENEER,

EEMENITE

1. X "EEREEHE) BRRELATETA |, BEF +HE/ DT EZH.
2. BEERER ENIEGEIELANABEEERRT) ARBHERE 'TRLAEHE. &R

o
BEBRNIE

1. BEMERE (EPIELGLAU=ZBAEEHRRT).
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TERAEE) BRNEENEEETER , YA N TEERAERRMEN KN,
FEREHERAEREE

1. HEEALA K BREERSAREMERE,
2. HEWR A FEEEK.

® Note
KEeEREH 'FEAEHE) BRAEENFMEEE,

(@i

i TERABE) BRRFFBRFIVNIE
1. % "EREEE) BRRETH  EEEEFHMNIITE ? HFEM!

RALRERE "ERAEH) BRIRPHENNIIE,
2. BEEX.

® Note
EHEZRSEEHER , YEFEBARNEME/ DT EMHEE AWS Management
Console,
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/A Important
ATHRARENRE., BNRERBNSLESNRBELESEEFE  LERNSRTFEMEER
B AWS Bl , SEFERAFANES., EXEHIEMN FER). DAESE (FE). ZAE
B (EEAEB), AR (HNE), BUN CKM). BUN (BIET). BUN (REE), FR (BH)
MAPR PR ABERAEH), HEAFRRERE  AREZESTEYNERER , BNHAL
AFDRARSE, IRETELIBREFLER AWS B , FEE [25ER] UEKRRE , A
R [RE] EEPRETCERITEHBAY RS

FEUR —E
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SO B — R E

1. & A AWS Management Console,

2. HEBM+ K BEEBET.
3. FEFMM—REER , s EEESHEAERTE.
[At+s] | B3 & @

Language
English (US)
Visual mode - beta
Browser default

Light
Dark

More user settings
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B —EE
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(® Note
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Widget J:Eii_if%iﬁﬂ’ﬂﬁﬁﬁ% AWS Console Mobile Application , AR ERBEERNWFIERE ,
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ERFTARARE

1. & A AWS Management Console,

2. HEEEBEIG  EEGHETR.

3. BiE (EZHEHERTE]) UK [BERE] HH.
4. BIE TEEWESR.

IREESER

TSI FF R A A iR BB R I BV 3R TE
EEmMBEEESHTE

1. A AWS Management Console,

2. ESEIYH  EEERET.

3. EE [EZHAERTE] URM [BERE] EH.
4. BENVRRHERESH Edit (W) :

« Localization and default Region: (A {bL FFEEL [E1T : )
- EEELEENEIRANFHERES.

- Default Region (FEFX[EH) BERENBARABRAREANERES ., B AKRSERETMAT
RAES , LEEIE —REANESRAERE.,
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o
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- BNBRBIEAER  MEEFRRNEEIETIZERBEEBRER , REERRRBEE R,
- BHSREFETRAD  AYIRENSZEINBERINREE RN, AERE/D (16x16 &) MA

(24x24 18 E).

« Settings management (;REE ) :

- RERIEEBEM RS A EEIZZE RS AWS Management Console 5B 1E & &I 55 8 RIS -

BRI RE th EMIBRERIE EH W R BIER S , N BT BE R TheeR® [(E#E
B] Widget P EBIRILEFH BRI, AWS Console Mobile Application

5. BERTFEE,

BFHIHREER AWS Management Console

THHRBEAGSEIMRERZLRN, REBEANBABHFNARBETIREN,

REBINESEFREER
1. & A AWS Management Console,
2. ESBYF  EEEWET.

3. #HHRBEERN  BEZLUEARLEN  BERCUERARCEN  NREFAERERE, €4

BB RN RRBE IR,

EEEREPEERARES
TIHRFRBMAEAERILEARES.
HEBIIBEARES

1. & A AWS Management Console,
2. ESBYF  EEEWET.
3. HHFES  RTUXNFEEERERFARENRAFE

Bo

B FEHIEEE X AWS Management Console
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EIE R
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RE, BREEAFLRK (Hlw ) #E "EFL AWS Identity and Access Management, AWS
Management Console 5 B2 —% 7 i AWS [BiF , 2K AWS — k2% pHEE AWS [EiF,

BEEESE

1. & A AWS Management Console.
2. EERBEAEEZBRBHEREE,
3. ESEIEZRMBETESNER , ARERELETYBRNEE,

FERERRES

1. BEEBEITEEREER  ARBEESFERAERE , LABER—REHH.

2. BIE{IR Localization and default Region (A<#:{L FFEEX [E 1) 5589 Edit (§REE).

3. EWMBMTERE , REBBE RERE, WREEEREL , AZF—XEFRNESERBEN
FEERES,

4. (GEEMN) BE (AIEANTAERES)] , LAEERNERERES,

® Note

MBEEEEIL AWS ER , BEERATETEELER , AIERATREETIRETRHES
MER. BLER (HlE0 Amazon EC2 #1T{E ) EEBR —HRELNEE K FEEFEL
EE , SEAREEEIEBESSAERNET,

MIBEBRENEE
HEEREFRNEKERANRYE  BAUEHEREEEE TS Favorites (RNRE) BEH,
EEHIEREE Favorites (RWRE) BE

1. & A AWS Management Console,
2. EBENREAEALARATARN Add widgets (¥1i8/NTE) iz,
3. EWFEIIERED EERNRE UFNEEIEE 6 RREE HE,
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5. ERIEEHBFEIMERKEEF K BHEEEETLENMEARNERENREEB L,
6. ERRBEBEMNER.

7.

EETMELSE B8 E 2 R Z Favorites (BRIWERE) /55,

= Z1¢ Favorites (R R E) BEPBRRK
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B)BEPHREEE K BUCHERBRBEZENER,

BE LN

MRERRFHEEE , BULIRHPEBELRMN AWS tRFEZBEAWS Management Consoleo

SELENEDR

1. & A AWS Management Console,

2. EEEILEEENIRFEE,

3. I#E Security credentials (Z£EAER),

4. BTHNEEABREN AWS IRF EEMAMAE, EFXES LERNIERRKEELNER,
5. MA—XENERZER , ARBARMIENTRR.

MEBRESAZELER/\BFR , YELABEUATAR !

- ELH—ERFR
ELE—EHF
c BV -ERRFH

EL—EANRFR
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6. 1#iF Change Password (2E #H5) =& Save changes (RFE%E),

#BEWEES AWS Management Console

f8 AWS Console Home B8 2#E "BERE EH , BANEHPEEH AWS BV FERES AWS
Management Console, ZEAIAREERERESEHRES R EBJHNAFEINEZOEE, SRR
FRENEANEHTEERE,

(® Note
EEEFEREMAIRANES  BETE8E AWS XHNES. FEBEXHNES  F
ERAXHERA L ANESBREREMERES.

B AWS Management Console Hi %z & T 535

. WX (ZH)
. WX (BE)
. ERFEEE
. B

. EX

. BX

. BEHEFN
. BARIX
. WEFX
. BY

. Y
. BB

ER—SRETFRERRES

1. & A AWS Management Console,
2. E8EIH | EEREET.
3. EFEFMK—RTEER , FEEESHEAERTE.
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Language

English (US)

Visual mode - beta
Browser default
Light
Dark

More user settings

4. 1£ Unified Settings (]t —3& %) # , BB H Localization and default Region (At {t F FE % [E13])
=/ Edit (fRE8).

5, EEERMANMENIRAES  FEETHET—EEE .
- HFHABETEEAEEERE , ALBEREEE.

B AWS BB TR EXFHEUACERERREPRENREESET.

(® Note
BIESZTEEREE B AWS Management ConsoleFT X EMFES .

s RTUNBEERRENES , AREEREFRTE.
B AWS BB TR EXFHEUEREFNFESET.

REBIBEHERES

1. A AWS Management Console,

2. ESBEIF  EEREET.

3. #HFES TR FEEREAEREREIRRENES.
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AR %5 A P

AWS Management Console IRt B F ERBEEEEANZEEEF K.

FRRRZHNEZE
MITFIER -] :

- EEBI LHNESART  WATES B REE B, & Services (B ET , RIESHERNWEE
HEZELTFENRE. WEFEET K F2H tARSHESESRESER. BB, YES,

- 7£ Recently visited services (RIF AIBHIRE) NITEH |, BERBEEE,

« 7£ Recently visited services (Fif BRI RTE) DT Ed |, #F View all AWS services (BIRFTE
AWS FR#). A% , 7 All AWS services (FTE AWS fR#) BEE L |, BERKEERE,

- EEEY| LEE Services (fRT) , MR ENRKFE, EZE |, 1B1F Recently visited (RIFFIB) =
All Services (Fi & BR#%)o
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EHEARSESRESER. R, EES

BEIFHNESHTRERRANESTE | IS ELER AWS RIFELTIRE. BB 4R AWS
Marketplace. REBMAZEF T , BAIEEMAENNGER. CAANTIES  BSFEEERREHR
FAEENER.

EEBSRE. TheE., X AWS Marketplace Efm

1. EWNEEY ERES 55 AWS Management Console , i A £ 2R B EFF,
2. BOTTIE—®]E, UFENESHEETRESESHMEEN

- FERRREER)ELFENREER  FEELANEA—EER
- FEEEREEINEZHERER  BFREARNERRERE See all nresults (BEEFFE n B
R) BERETENHZERFE  FREFEL LAW Back (RE),
- FERESEZRBEVEAFTIGE  FHFEFEEERIPNEREER L K AREEER,
- EEMSARXMHE AWS Marketplace & RVEFHE , FEEERER,
3. EFF—EZNABERLREZENRE. £ , I AWS Marketplace HH,

® Tip
BHAUEAREREEEER L HNESHER. BERT Alt + s 8 (Windows) 5 Option +
s # (macOS) , FEESY|, #E A HERWALZNESEH, EFERLFEBEEENE
REF, BT Enter B, flin |, ZEEREEEZS Amazon EC2 124 |, B8 A ec2 13 NEnter
8,
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Ed Amazon Q B A BEHIX

Amazon Q Developer B2FFAERNAIEE (Al) WRXHKEBE , iRBERTH, BE. BExMRE
AWS FERER. BAILE Amazon Q BB AR AWS AWS 2%, & AWS IR, REE®. X
ENREE, FETURARXEGRAAURBRHREESEY, NEFHMEN , F2RTER Amazon Q?
£ Amazon Q BB ABRAFEREY.

BEER Amazon Q

BT LRI S ATFEH Amazon Q BI’R AWS Management Console , £ AWS X4 AWS #Euh, HEuh s
Con AWS sole Mobile Application FBA%HEE Amazon Q Bl R, MEFFMENR , F2E Amazon Q I
AEFERAERTH Amazon Q BIEABAM,

1 HI B &

LT 2EA LI Amazon Q B —LE &5 R EE

* How do I get billing support?

* How do I create an EC2 instance?

* How do I troubleshoot a "Failed to load" error?
* How do I close an AWS account?

« Can you connect me with a person?
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fTEREN AWSERRERF ?

MyApplications 2 E#EABEWEMH | WiHBEEEMEE AWS EERABERNWAAE, BRI,
ZEREFNKEE, BRI —EARRFEIRFHINFEEAREN. BFiEEAENERE
B, UK, ZeMAEZEENSSE  URREZSEREEZEENEHE AWS Management
Console, myApplications ZFELTAZA :

- IRAEELINEARAERX/PNIE
- myApplications AT ARBEEARRNERRAEREMRAELR
- myApplications &&xMR , RUEZEABRIIEENRR , SlUKER, RENLZLERAERER

myApplications B ZhEE

- BYERAER BUFEABRILEAREER. CENEABRSEHETE "RNEARERX, F,
IR AT LLFE APl AWS Management Console, CLI #1 SDK H#tEE ¥, ERMREEAIEREE (laC) &
EBRVERERBEL X HETLUEIB myApplication EXRRFH. 1aC 2T AK laC TE | 8%
AWS CloudFormation s,

- FHEARER : B LUEIBER myApplications /N TE | REFEUEAERRER.
- HEBERERNIEE - £/ myApplications RILERERREXNNEEEE , fINMERARERNERKAUR
ZEEARANEEZ S HASHER.,

- ERNERERARY — ERABR. ERENRBEERE ERTLEARNEEAREN KL
Amazon CloudWatch AWS Security Hub, REMZRERMEEES, AWS Cost Explorer
Service BB AT AR PRI EFEERENZENL , UREBERFSHEMBRBME, AWS Systems
Manager

FE B8 AR 75

myApplications B A T 5 R% :

* AppRegistry

* AppManager

* Amazon CloudWatch
* Amazon EC2
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« AWS Lambda

- AWS EREE

* AWS Security Hub

+ Systems Manager

* AWS Service Catalog
- R&C

#ZHL myApplications

&) LATE = 838 4 I $2 myApplications , At AWS Management Console 1 7ZER myApplications,

EE

BHEARERE AWS B#t , TWEEAER., REREBERNEFA TR MyApplication ERRFHER
ERERNBRENERABHNRELE RN BRMERE,

> & i [

BEHNEABRXTETIRESRER . AWS EHE

. ZEFED (BXLM)
. EEEE (HE BT EH)
. EXEFEL (A HRIEILE)
. ZEFED (RYF)
. BAEH (ZB)
. BAES, (KR
. TAES (BM)
. TAESE (F %)
% (5
% (
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AN (EEH)

« BUM (ﬁ )
(
(

° ﬂ" /J‘H E';—L)
- BUM (HTEEEE)
- EENM (BRE)

ZEMAET

FERR AR ARENMARE, SXAFEBRAELED , XSG HE myApplications FEE R, WNE
BERANGEMER AWS EiF , F2EEE AWS Eif, XETHEZEMANE

« M (RER)
- DKEHE (FE)
. TWAES (BERD)
. TAES (HME)
. TAESE (BEF)
B (KE)
« BUM (PA3EST)
. BUON (BR )
 Middle East (Bahrain)
. 3 (FTREBIS AL E)
. LEBF (EHHER)

FA A myApplications
= ZFBAEA myApplications Bz, ERMNEEREAREN , FEATISER,
TB1 .2V ERAEX

BUFKERARENNAE 2023 F 11 A 8 HZBEUMIRE AppRegistry FERARERX L& , LURHBER
TRNERER, .
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Create an application
BUyEARER

1. & A AWS Management Console,

EEAEEF |, 1B myApplications.

EERIYEARER.

WARAREXNER,

(EA) W AEARXER,

(ER) #EER. EBERUVERAZERNRSIR/EE  IRFELERNMERTEER.

2

(@ Note
R AWS EXERSEHERAZFHEINEAER X TARBIEEZNERRER
HEBNER, MEFMEER , 55208 (AWS Service Catalog AppRegistry 215
) F1 AWS FERAERER.

7. (ER)MEEMEE. SUNERBUHRERBTFRARPRESR.
8. igg—lt_io
9. (BA)FERBER:

@ Note
EERBUMBER , LLARMAWS BRBE. MEFEER ,
AWS BEiFEE,
PREFENE RS AWS ERAEXNEHR N LEHE.

ﬂh

SHEFERER

a. EEEHNER.
b. (BA)RERE.
c. BEER. BUMKEETY, EBRRRETES , N EEEREE,

(@ Note

MRHLABFAENER , BBFEH AWS EREAE. NEFHMEEN , 28
{Resource Explorer &™) PRIEEEEHEF Resource Explorer B &2 /ME,

S$EB1 B EARARERK MRA< 1.0 17


https://console.aws.amazon.com/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#ar-user-tags
https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#ar-user-tags
https://docs.aws.amazon.com/servicecatalog/latest/arguide/create-attr-groups.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-about.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting

AWS Management Console APtEE

d. ENEHNEERSHEETT R,

e. BEWE,
f. igE—F_io
10. WBHERE,

11.

IR ERJEE AWS CloudFormation #t& | FEZEVE HMESTHZET .

(® Note

#& AWS CloudFormation BB Z AR T EETHEEN A RANEZERARE
XHNFFEEREBEER AWS ERAERNER, EEHZR , TaETFERRERE —X
EIHERB 2 AHITHFHER, EUESENEHIHEMERAERE, WEFHE
A , @28 (AWS CloudFormation £ EIEmE) PN EFHEEERNITH,

12. BEEVEAEN,

Onboard existing application

HHEEH AppRegistry ERRER L&

1.

N o g & w0 N

Z A AWS Management Console,

TEEAZEF |, 1EE myApplications.

RS SKERERN.

ERENEARR,

BEMMA #a#an#,

WMREEY CloudFormation H &N , FEINES H R PRI R,
EEMAEARER,

SR2: mERAEN

BUNEFFRERRBET  BRAMEESSREERINEREXREABES.

BREBARER

1.
2.
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EwES | ENEFIESTENESE,
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3. FESRBERARER A FEESIPBWAHERE. BEFIRA.
4. (ZR) ARRAA/TFRE. EEEFERAEXER :

a. ENE®WET,

b. (EA)ZBWMEEAK/D,

c. (BA)EZEFFIERKREBR.

d. (EA) ZEWMEEKXN,

e. () MREAERRBE , FENERRRIBNEML,

f. (ER)UBAIRNERAEXBHEREBERIER.
g. &Eﬁﬁwuo

BEEEAEN

AEERAMAEREARR.
fm B FEH

imEE IR FEFTENFEENBARR , AppRegistry AT LIEHHERA, B LUEEA AppRegistry R imEEFE
AR EENBHEE,

mEERAEN

1. BB AWS Management Console,

2. EEEAEMNEAIEREF , EIZF myApplications,

3. ENLERENERREN,

4. £ myApplications ERIR LBIEEE , ARBEFEERARES,
5. HEiRBREAREARATENDRN A ARREEREFEE,

mERR

miEfE (BEEAWS Service Catalog AppRegistry BI5r) F# "EEE%H., PSR,

fmuE B AT

EERE (BEEER) v (REBMHEEEAWS Service CatalogAppRegistry ) FES B,
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il BR FE A A2 X

MREABRERAREN , ATHKEMER,

MARMEREARER

1. BB AWS Management Console,
EXEENERERT |, i myApplications,
EREEMBRNERARZER,

£ myApplication &Rk L , BEEEE,
EEMRERRER.

EIEMIRR,

MR , ARBERBREARER,

S L R S

BUEABHER

myApplications ERFTEEARAEYEXBH K. SAUUEARXBRER , BBSTEYNERNE
EFEAERREAERE (1aC) TENEARER. AMEFMENERBSRIC AWS BEREXER , LUE
ASH R R AR AR,

BARBARANERARHE

1. BIRX AWS Management Console,
EEXEENEAZMEF |, EE myApplications.
BSLENEARER.

BEEBE,

EENEEABHE,

BEEERNSH REE,
EEERTKEXRERITAE,
BEXBEEA laC TEH,
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APIHERE

HIEEIR

HERTEZEEARATREKERIHESEEHR M, REMNSRIE,

&R

1. B3R AWS Management Console,

2. HEEEEMEMLEEF , #EIE myApplications.

3. BEWEREAREN

4. EEFEEEER.

5. BEFBER.

6. (EM)EERSK.

7. BEER, SUUKERY. EBRIBERETES  LAEREEREE,

(® Note

MRBRFEFAENER , BFEA AWS EREE. MEFHMEENR , 52/ (Resource
Explorer SE &8 V5 BEAE Resource Explorer 1 £ K72

8. EMENEZERZHNKEG R,

9. EIFEFE,

BERER

BT AR BREIR LABUR B IR ERFE A2 AV BA R

BEREIR
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2
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® Note

MERFEMENER , FEA AWS EREE. MEFHMENR , 528 (Resource
Explorer fEF &) PSR HE#E Resource Explorer 1 £ RRE,

7. EEBR.
8. EREBRER K MILEBRER.

myApplications & &
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(laC) FHERARAERR , UFBFELER.
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Amazon CloudWatch

REEREPMTE

EEEEENTEHEALE  BAEARIBES D — M8 Amazon EC2 H7{HE D Lambda HH.
MBEHMET, , FSH (AWS Lambda S A B5R) HH Amazon BMEE E#H M Lambda A
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KAMAENTE
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&, BEANHMEEREEERBALANET, BERHNEREESHRE , EHMERAT 24 MED—
Ko WMEHMET , 5528 (AWS Cost Management EA &) FHEHR AWS EREE 2K
7,

REMANHENTE

EERTERAMEHE Widget , 5 AWS Cost Explorer Service 2N ERAEXFRERBA. EER
BAREE/NER K MEAREREERFANR. WEFMEA , 52E (AWS Cost Management fF
Ei5m) HIRUA Cost Explorer,

AWS £Z£/NTH

It Widget ERTREAERLZE AWS R MBRBH, AWS T2 ALNEARERNREdTX
SMRRFEENLERE AWS, ZAUKBENFRSREINEEIEFRAERER. ERHZSRE. 7
WMEEHEARFEBENAERE  URNEAESBORARR. MEXEET  E2H AWS
Security Hub,

fiE%Xx AWS /)8R E

EFfE AWS T2/ EBH |, 58 AWS Security Hub AN ERRBF MRS HTIRE., WEFMER ,
ESB R AWS Security Hub ? 7 {AWS Security Hub &) H, NEEEBEA , #2H
{AWS Security Hub fEF &5/ FH AWS Security Hub R EFHA. AEFEE,

AWS Security Hub Z3R# Con AWS fig Bt B8, LARKEIRHEEER AWS R 5 H B 2 EIRM R
W, MEFMET , 5528 (AWS Systems Manager FH &) FH AWS Systems Managero

DevOps /N T &
EENMNTEGETREIR  UMELAAGAESAMEKIEBESEARNTE, EXERATE

- BEERE
- RAEEEE
- BHERE
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BiiE DevOps NEg &
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OpsCenter H#9, B{A OpsCenter AWS Systems Manager Explorer SAFFBLE& , AWS Config 3t
Amazon CloudWatch fEHE# Opsltems RIBEFANRAUNESHEBHAE. EENESESENA , F2
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B AR E TR , | Systems Manager REREXET , YEAFITUMABHENRHEH. WEH
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s, MEFHMET , 5528 (AWS Systems Manager A ERRE) FHEHREREEHEREH
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MEEFEEH , F2E AWS Systems Manager E1E,
EENgENTIE

EENTEER :

- EEAEAMEBEBH cERNERNRZE
- EREARBERER (SLO) MiEHE
- ATARY AWS FEAREXAR

REERMEBEENTE

TR EERNBENY |, BEEH AWS tRFHAIZE CloudWatch BEIRME4E, MEFMEHA ,
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B, RE, KEBLD). NIRFREF  F2RIEEER ? #HE AWS BR AWS HRENRE
oA

ERMRENITIE fR7 1.0 24


https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-policies.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-policies.html
https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Create.html
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html

AWS Management Console APtEE

AWS Management Console FA A ZEY

AWS Management Console FAA TR —IRHER T LM INEE , A H/¥ AWS Management Console.
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EEER. EALINEE , B LRSI AWS Management Console RFER—4B18E/ B H 2 3K B B/
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- X AWS EEHRBEEEFIEE

+ AWS Management Console A A ZENZ £ 12 S8 8
- HER VPC umEF DNS &8

- BFRBEFIBERM VPC in B BUR

- BEEUS S RERNBEUAREMWBERER

« E& AWS Management Console FA A 55

- BERE

X & AWS EERY RS E3E 5 MIh6EE

AWS Management Console FABFEUE XX EEiF M AWS BRIEH F8E. AWS Management Console
FRAZTENBREEEEKERIEER S, I, FH AWS Management Console FA A ZEREF |, F L
AWS Management Console ThEEFTREEEA , Bl "BEERE, PH THEREHE, BIE,

XETIERIMEHEERE,
X EM[E

. ZEFRL (BZR)
- XBIRZP (HFEmd3h)
. ZEFEL (IFIGEEETL LR)
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- DXREHE (BERE)
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- TAESE (HH)
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o DK@ (FH0K)
- BAREE (BF)
- BXEH (RR)
- INEKX (FEF)
BN CER=AE)
- BN (BZHER)
- BUM (fR3)
o BUM (B2)
BN (TR RE)
- EEM (BRE)
- M (FER)
+ Asia Pacific (Hong Kong)
- DKREE (HEE)
- AR (EEA)
« INEKRFEER (<I0F)
BN (KEE)
« BUM (FEBEST)
o BUM (RRER1t)
» Middle East (Bahrain)
- PR (PR ABEKRAE)
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XENBRBEEZE

« Amazon API Gateway

+ AWS App Mesh

* AWS Application Migration Service
« Amazon Athena

* AWS Auto Scaling

« AWS Billing Conductor

+ AWS Certificate Manager
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APIHERE

AWS Cloud Map

Amazon CloudFront

Amazon CloudWatch

AWS CodeArtifact

AWS CodeBuild

Amazon CodeGuru

Amazon Comprehend

Amazon Comprehend Medical
AWS Compute Optimizer

AWS Console Home

AWS Database Migration Service
AWS DeepRacer

Amazon DocumentDB

Amazon DynamoDB

Amazon EC2

Amazon EC2 £ 154457

EC2 Image Builder

Amazon EC2 Instance Connect
Amazon Elastic Container Registry
Amazon Elastic Container Service
AWS Elastic Disaster Recovery
Amazon Elastic File System
Amazon Elastic Kubernetes Service
Amazon ElastiCache

Amazon EMR

Amazon EventBridge

Amazon GamelLift

AWS Global Accelerator

AWS Glue DataBrew

AWS Ground Station
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APIHERE

Amazon GuardDuty

AWS ldentity and Access Management

AWS ldentity and Access Management Access Analyzer
Amazon Inspector

Amazon Kendra

AWS Key Management Service

Amazon Kinesis

Amazon Managed Service for Apache Flink
Amazon B#& Firehose

Amazon Kinesis Video Streams

AWS Lambda

Amazon Lex

AWS License Manager

Amazon Managed Grafana

Amazon Managed Streaming for Apache Kafka
Amazon Managed Workflows for Apache Airflow (MWAA)
AWS Migration Hub S B& 5%

Amazon MQ

W& 7 N 0 #r 2R

AWS Network Manager

Amazon OpenSearch BR#§

AWS Organizations

Amazon S3 on Outposts

Amazon SageMaker 1T

Amazon SageMaker & R B85

AWS Secrets Manager

Service Quotas

AWS Signer

Amazon Simple Email Service

Amazon Simple Queue Service
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* Amazon Simple Storage Service (Amazon S3)
+ AWS SQL Workbench

» AWS Step Functions

+ AWS Support

+ AWS Systems Manager

* AWS Transfer Family

- H—RE

« Amazon VPC IP it EE S

AWS Management Console FA A FEVZ £ 1 15 5| B 87

R B ZHBEH AWS Management Console 1R F [R #l

AWS Management Console 21 & R A8 % 0 FEUR &l A8+ 2 A8 AWS Management
Console IEE5% & , Bl Private Access AWS 1RF ZEER TREM. Mtt—R , EF AT LEERER
BHRE P BEATIESN AWS IRF AREE, ZEATLAEA AWS Management Console VPC it B BUR R E
EIELLIEHIE, MEFHMEEN , BF2E EERKESIEERN VPC inHBXR.

TRE A& Y 8 5 2 4 PR A B Y I AR

B NEEMBRERER , TEFIAMERANEE AWS Management Console , flIIRRERA
(CSS JavaScript. ®1&) , AR FTE AWS BRI REXA R EEAWS PrivateLink, MEEANEEHEE
5B AWS Management Console , 52 B HEDE,

(® Note

B#&l , AWS Management Console #A AR
Estatus.aws.amazon.comhealth.aws.amazon.com. FZi#

Ztdocs.aws.amazon.com, &EEAGIE LB E K R TN EHEERERK,
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1. COM. i Fi#, ##. ##|A AWS Management Console
2. COM. i &, ##. B A AWS EA

® Note
— R ERRENFERERGEEXE R (S EindtdP)(us-east-1) BT , BREFEH
AWS Management Console#y HE At @15 10{A], &R AT EAEA AWS Transit Gateway RE&EXE
R (S EEIeEP) REMAERE 2 EMHER. WEFMBENR , 528 (Amazon VPC E&
FEER) PHEHKBREAEHEE. S ER Amazon VPC BHEHE, MEFMEER ,
=28 (Amazon VPC BHZHHIER) P ER VPC BHEEHEH, FELBELIRE , 52
B Amazon Virtual Private Cloud E#ZEEHH K EH R Amazon VPC ¥t Amazon VPC E#RiE

.

DNSELiE AWS Management Console 1 AWS & A

MERBARRERBHEMBIN VPC nE , EEMNFEAEKFE AWS Management Console ) #8#% H
AXTE DNS ii#, EL DNS LS ENEAERERREEMEEILN VPC K E,

B LB B —FEE R, A health.aws.amazon.com # docs.aws.amazon. com i $ix 2
BEEFR , RAEMEE VPC HE, ZEERELRERHAILNEREER, BMERLASEE
HERYMELREEERES , — @AM signin.aws.amazon.com, 5 —EAREET 5 CNAME it
#%f console.aws.amazon.com :

- [E# CNAME 5 (FRBEEE)

- EEEAEEEAREFH VPC AEiHKiHE AWS EA DNS

- EREHAEEHEPH VPC AEKinE AWS Management Console DNS

- EBEAXBERE (#EEELE) EFSNEREE CNAME B, £—2ERTEXERI (HSEEL
%) =i,
- IEMEBIRIP (HSEEILEB) B9 AWS EA VPC inE (us-east-1)
- FEMEEBRE (#5EE4LEB) B9 AWS Management Console VPC %% (us-east-1)

WEBRIE I CNAME 248 MIEREA |, 55220 Amazon Route 53 B A SRR FE A%,

HiE AWS 2 4 (‘25 Amazon S3) HEDNSEBEATRMNER, AT EmEEHF
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* support.console.aws.amazon.com

* s3.console.aws.amazon.com

EER N REEDEEM AWS Management Console VPC %% , BEEFERIFIGELEZE. BEL
AFMBERMRERH , URHEZLAENEE., B2 , EFEFEH AWS Management Console FA A&
BT AT

THjsonERTEERESMEFHN AWS RE TR EEN T LA RKE. F£H
com.amazonaws.region.console B A H PrivateIpv4DnsNames {4 DNS £,

* https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

* https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

 https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

 https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

 https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

® Note

E &7 AWS Management Console FAAFEEE R HTIEHMIRHE , WEESEARNEE
. EERCENAATEEBRBESN , FEHRMAIREREE,

R EE A Route 53 2RERELH DNS , 588I1F https://console.aws.amazon.com/route53/v2/
hostedzones# LLERFE DNS (2 E. ¥ Route 53 FHEBEMAFEET , BRI T HRLEEFL.

* console.aws.amazon.com
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* signin.aws.amazon.com

* region.console.aws.amazon.com
* region.signin.aws.amazon.com

* support.console.aws.amazon.com

» global.console.aws.amazon.com

- ZEI5IHE JSON BRI FENH &

VPC U B F IR FEAIDNSAWS #AHE

AWS IR BIBEZBERF RN Web BRIEFRIEF RWHESHETT AWS Management Console
B, BEBILHEERZHEM AWS Management Console VPC i3 | 824 B 518 VPC i B DNSA
FEM MK AWS BRIEHEITRRE

T FlljsontE R 5 n] IR E A AWS PrivateLink X8 AWS R ER., MRRKEKREES AWS
PrivateLink , BIT @38 EELERYF,

+ https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

+ https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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® Note

BMSEAHMSEMWEE , RARMEMEESREEEAR AWS Management Console
MAEREXE, EERESEIRE  FEHRMERERFELEHEH VPC ik,

EERBEEFBEM VPC imBBUER

& A LAgH ¥ AWS Management Console A A 7BV A AR 12 /R A (SCP) M VPC w2 R Al , R/
#F AWS Management Console #£ VPC R HERHN AT EBEMEBE P EANIIKRS L,

FEE AWS Organizations B # 1% &l iR Bl A AWS Management Console FA
AT

MREH AWS BB R AT EREHREIESIRA (SCP) , B EHEsignin: *E AN EIE,
FENER , BA AWS Management Console EBFEFE VPC imHEAEE 1T IAM ZH# , SCP
EARGHANERTHE, i, UTREZEFSBRAFFEZHEBHER Amazon EC2 M CloudWatch
BR#% , 2¥EFER AWS Management Console A5 17 Eif B EUR S AV BS RS

{
"Effect": "Allow",

"Action": [
"signin:*",
"ec2:*",
"cloudwatch:*",
. Other services allowed

}I

"Resource": "*"

}
WNE SCP WEHAER , 3528 (AWS Organizations EAE ) F M IRFIEHEIBE (SCP).

£ 2 FF AWS Management Console AR IR E MER (ZETHE D)

AWS Management Console 3 AWS & A X EZEMZEHEZEAIRFE F 28 VPC in B K,

EHAM VPC InHBRTRE , BREESDRE CAETHE, Bt , TEREFERE THEREN
BANGER , MA SRS TERRRINEME AWS RBSEEE. Sl , B TERBRFE AWS R

BERBEFIBERM VPC it BB MRZA 1.0 33
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F#EE (HlIn Amazon EC2 £ A) i , BL VPC B BERE T 24 ¥ B RZEEATEEA Amazon
EC2 BiE#ETER (G, MRt , AT LIEHEZ A IAM EEAERBN IAM BURREHE AWS R EIE
HEF A,

(® Note

VPC %2 AWS Management Console 1 VPC 28 Signin VPC &R B E X R
BRIBELAR FE. B8 Principal M Resource #ERES * , T Action ERE

A * 5 signin:*, EALAEEA aws:PrincipalOrgId M aws:PrincipalAccount &4
S H Y VPC im B 1FEL

ERTEET Signin VPC in B A T FI5K 8,
It VPC i B R BE AFFEIEE AWS 8 AWS 1RF B 8% 30 P 1F B SR B E M E AR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgId": "o-XXXXXXXXXXX"
}
}
}
]
}

Ikt VPC i R R BEHE 2 SRR B RFEFIR , AWS IRF W FE IEZ SREMEAE MRS

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",

& 7 3F AWS Management Console A TERIM IR S MER (ZEENE D) MRS 1.0 34
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"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [ "111122223333", "222233334444" ]

BR #| AWS Management Console 1% A VPC ix 3 EBREI AWS 1RF AR B RS ERARFETH
&, WEHHIRA T/ERE B E B E T aTfho

WIS 55 B BB IR SR E A T

A B AWS FEBE I BERWASH K ME 1AM &5 (FAE. FAEHERAR)  AWS ERREE
hEEL, AERARAIE AWS Management Console A A fZER— 2 A BEHIEHE S R

X EN AWS £ R4 £ T

AWS Management Console FAB $HBF X $Faws : SourceVpceFaws : VpcSourcelp AWS £ FFH
T8, A AWS Management Console sABZEF , WA AR BEBERHEA aws : SourceVpc
IAM {544

AWS Management Console FA A G 20{AEE aws BLS M : SourceVpc

AEIRBAIEFTE AL 2 ER AWS Management Console A LARELH B MK KE AWS RIE. —#&
mE , AWS R EE A R AWS Management Console @ AR R ENEZRERERMER
BEREE, AWS REELEETHEEMEE , A5 TEA,. IRENLLERTIE AWS
BR#% M VPC in B EEUE | BESYHER VPC FRANMERYE (EREEZEREB AWS
Management Console A A FER) 3% 7€ VPC in S, L\ , BABEEBEKPFEA aws: SourceVpc IAM
w#H , MA2EH AWS Management Console FA A FEUNEERY 4 EEaws : SourceVpcelBE., A iRt
T [ BE B% Rt B AR FE AR E AR

£ A EE A 2% AWS Management Console , i AWS fR¥ EIBEZEZIBERERFH AWS
Management Console f E R fR2F IR RB[HERNHES K AWS BHER, 0, CloudWatch
B ERNERREZERBERRZEE, BL AWS REEZEAFER (Bl Amazon S3) 2 HMFERE A KEN

EE Amazon S3,.

BENG S AERNBRUR LR ER R 1.0 35
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HRAEEZIEEEFER |, #H8 AWS Management Console FAA SR EXRBEMRET. FMUB—4 |
EREEIR VPC 5%E A E3E monitoring.region.amazonaws.com A KB R BZERK, MR
VPC iR E A/ VPC i Bicom.amazonaws.region.monitoring , BI€3% CloudWatchi&5% CloudWatch
VPC B EIXAER, MRRZERARM VPC i E CloudWatch , ER#%E CloudWatch 18 VPC £
Internet Gateway ZiEHE .\ AixE, CloudWatch &8 CloudWatch VPC i#EHEEMNFEREEE IAM
fR#Faws : SourceVpcifaws: SourceVpceRRERAZBME. CloudWatch FEBH .\ Aim B EIZNF
A& Eaws:SourcelpREAERMIR IP ik, MEBEELRHSBHOFAMBEN , FSHE IAM
FREERPNEEREEE,

¥ AWS Management Console Web fal RS CEERYEE R (5120 Amazon S3 2 & £ &i&EEH Amazon
S3 = AR, Amazon S3 EIRABHMFER) , BRBEREEAMTE. ELBERTEREN VPC K
B, T gEAETEEE VPC LARRKEEN VPC iR, BIFESEEEB R THEERAR
Amazon S3 ¥ VPC % , ¥ Amazon S3 JI HEFETEN THERERFE R EEA Amazon S3 VPC
mE. B2 , E&4 AWS Management Console FAE 7 EXEE X IR MY RS & B 8 FH BF |, EELE5ER (Ml
| ¥ Amazon S3) EHBERABP B Eaws: SourceVpcifRHE£8#8, aws:SourceVpciRHE£@H#E
HRES VPCID , HHHEBARBZEAMEEAH AWS Management Console FAAZEUwm S, FEit , &0
REEUEDEBRBERNBERDER aws : SourceVpe BRE| , AIXEFHIEEEE AWS Management
Console FAAFEUE AM T A IKEH VPC B9 VPC ID, aws:SourceVpce RE4HER B HNEAR
FE A& VPC w3 ID,

® Note
W RIEHY F F & ERFE AWS Management Console A FZMAX EBNREERA , BH4E

HEEAENS D XBERPEM aws : SourcelP RG-SR R IS EHRHN LN BREBIHEE ()
MBI AR E R & E).

104a] fz BRAS [5] BY #4831 CloudTrail

HIZELENERFFEANTREMAREEE R AWS Management Console 7E#&#9 CloudTrail B4 B S
TRk = L2 a8

HREEZBIESSFER , A AWS Management Console A A SRS HEEMIANB., CloudTrail B4
KEBEEBERNFMRER , fl0ARETIRE AP FEILE VPC i 258 B

#HH AWS Management Console Web fAlfRESREER , CloudTrail BT 22 VPC HHEH
HER, T8, BYBBRTERBEMENBER (HliAwsConsoleSignInEHEE) SEEHEH
MERFTITE AWS ZE A VPC inZhi B8, AWS EA

B4R f AR (5] B9 48 B% BE A8 Cloud Trail MRS 1.0 36
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E& AWS Management Console A A G5

ZEER BA a0 AT E FT R B AP AR E MRIEE AWS Management Console A A 77 H

AWS Management Console FAAFEIR —HERZ £ 4IIEE , FEHBMERMERE VPC W EEH
Ho REBERANMAERETEAEERZRNER T ER AWS Management Console FAE 7FHL,
£}

- {#f Amazon EC2 #1TRIRRE

- £/ Amazon BIEEZE WorkSpaces

- BUIAM BUERRIE VPC BB E

5/ Amazon EC2 E{THIRRE

Amazon Elastic Compute Cloud (Amazon EC2) £ Amazon Web Services Cloud 2t 7 Wi E K8
ERE, BAFEH Amazon EC2 REEMBEEHENER MRS  RERSMNBREIEURER
f1F. EHERED , HFIEH Fleet Manager ( AWS Systems Managerfy —IEIh L) BEBRE S E B E
(RDP) i&E# %) Amazon EC2 Windows #{T{EE.

RIS RE AR EMBEE K Amazon Amazon EC2 #1T{EE E| Amazon BEfZRIEH AWS
Management Console A B FEUEARRVAIGFIRE. A EHEE AWS CloudFormation AR MEEE
Amazon EC2 RV ERTE , ARB{L L IhEE,

TEREAME A Amazon EC2 £HL AWS Management Console #A B FZEEREN TEFRRE. CEREH
& tn{al £ A FA B im BE £ E Amazon S3,
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APIHERE

AWS Cloud

Private Hosted Zone: amazon.com

+ console.aws.amazon.com

« region.console.aws.amazon.com

+ signin.aws.amazon.com

* region.signin.aws.amazon.com

+ resource-explorer.console.aws.amazon.com
- s3.console.aws.amazon.com

n Client connects to the Fleet

manager using Key pair.

n Authenticated session connection

to Windows Server using the
Remote Desktop Protocol (RDP).

—= + support.console.aws.amazon.com n EC2 instance confirms credentials
Client AWS Systems Manager + global.console.aws.amazon.com for IAM role in use as instance
777777777777777777777777777 FleetManager profile.
EE Virtual private cloud (VPC) n [ . .
{ EC2 instance profile role

permissions check.

| TN |

: 5 | —_— Sign In VPC ‘ Initiate browser session in EC2
; ] & — Endpoint —m .EI instance.

| 5 1o . .
' Amazon EC2 Windows sm:r: E» ! g::;:;’:ﬁ: Route53 resolver with endpoint
: stance Console VPC 3 (Amazon 53) address.

i T Endpoint |

i ] a @ Private Sign in endpoint.

: N |

i Console YPC “ Private Console endpoint.

! S3 Service Endpoint

n S3 service private endpoint.

Connected to S3 service via
private endpoint.

BRI AWS CloudFormation 848N HERFEEKE "REMK ) BEFNIR=PFEANER,

(® Note
It AWS CloudFormation 8245/ B RiE A €5 (Fhii X)) BETF X EHNERE,

AWS Management Console FAB #5E3R#%E Amazon EC2 AWS CloudFormation &4z

Description: |
AWS Management Console Private Access.
Parameters:
VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC

Ec2KeyPair:
Type: AWS::EC2::KeyPair::KeyName
Description: The EC2 KeyPair to use to connect to the Windows instance

/A Amazon EC2 #1TRIFRR M7 1.0 38
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APIHERE

PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.
Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PublicSubnet3CIDR:
Type: String
Default: 172.16.2.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5
Description: CIDR

PrivateSubnet3CIDR:
Type: String
Default: 172.16.3.
Description: CIDR

LatestWindowsAmiId:

Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>"

0/24
range

0/24
range

0/24
range

0/24
range

.0/24

range

0/24
range

for

for

for

for

for

for

Public Subnet A

Public Subnet B

Public Subnet C

Private Subnet A

Private Subnet B

Private Subnet C

Default: '/aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base'

InstanceTypeParameter:

Type: String

Default: 't2.medium'

Resources:

HAHBHHAEHHAHEHHAH AR HAHHRHH

# VPC AND SUBNETS

HAHBHHBEHHAHEHHAH AR HAHHRHH
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APIHERE

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PublicSubnetC:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet3CIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

PrivateSubnetA:
Type: 'AWS::EC2::Subnet'

£ Amazon EC2 #{TAIRRE
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Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnetlCIDR

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PrivateSubnetC:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet3CIDR
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:

£ Amazon EC2 #{TAIRRE MRS 1.0 41
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APIHERE

AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PrivateSubnetRouteTableAssociation3:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetC

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route

£ Amazon EC2 #{TAIRRE
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APIHERE

DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

PublicSubnetBRouteTableAssociation3:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

EC2SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Default EC2 Instance SG

£ Amazon EC2 #{TAIRRE
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APIHERE

VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSSM:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceEc2messages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ec2messages'

VpcId: !Ref AppVPC

VPCEndpointInterfaceSsmmessages:
Type: 'AWS::EC2::VPCEndpoint'

::Region}.s3'

: :Region}.ssm'

£ Amazon EC2 #{TAIRRE
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Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssmmessages'
VpcId: !Ref AppVPC

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC

HAHBHHBHHAHBHHBHBRHBHHRHH
# ROUTE53 RESOURCES
HAHBHHBHHAHBHHBHBRHAHHRHH
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ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
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HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
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Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHBEHHAHEHHAH AR HAHHRHH
# EC2 INSTANCE
HAHBHHBEHHAHEHHAH AR HAHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
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Service:
- ec2.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

EC2WinInstance:
Type: 'AWS::EC2::Instance’
Properties:
Imageld: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile
KeyName: !Ref Ec2KeyPair
InstanceType:

Ref: InstanceTypeParameter
SubnetId: !Ref PrivateSubnetA
SecurityGroupIds:

- Ref: EC2SecurityGroup
BlockDeviceMappings:

- DeviceName: /dev/sdal

Ebs:
VolumeSize: 50
Tags:
- Key: "Name"
Value: "Console VPCE test instance"

EEREME

1. BALHEBHWEERFS , XWHIR AWS CloudFormation £ &,

2. EEEBEUHE,

3. iE#E With new resources (standard) (ERFTER (Z%)), LEREFRIMN AWS

CloudFormation EIARRER , REBEE "T—F, ,
4. WAMBEEZRE  HlH0 PrivateConsoleNetworkFoxrS3 , A% iEE T—%,
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5. HMN VPC MF#E% , FALRFH IP CIDR €E , SiERRUNTERE. MREFEATER
iR B E. AWS 1RF

6. ¥ EC2 KeyPair 28 , BHRIEFHEEMN Amazon EC2 £8E ¥ Bl —E. MRERERE
# Amazon EC2 £i8%¥ , BMBELEL—@ , REBETT —RBSR, WEFHAER , F28
Amazon EC2 £ EErRF VA Amazon EC2 11 key pair.

7. EEEMNMEE,
8. EBUMER K RE BR RIEBURKEERUNER.

WEELEE] Amazon EC2 #11T{E &

1. BALBBEEBHNEERE , ¥R Amazon EC2 £# &,
2. HEEEHIKD  BREHTHEE,

3. HE[HTHEE EEL , BERESAELIMNEIES VPCE BIFEHITEE AWS CloudFormation , A%
BEE ER,

® Note

WEHIFER "EEEEE, (B9 AWS Systems Manager ExplorerZh88) 2RiEAR E Windows
AR, ATREFEL ) ET FRREE,

4. £ EREEFHTER EEL , 1B RDP AFE , A%#EE A Fleet Manager E#R.
5. i##Z Fleet Manager =ik £ Ho

6. #EHE Amazon EC2 #{TEBMNEBEZBEI FH Web REFE Windows £ , FEFEAEEHE
E 3 AWS CloudFormation £ FHBY Amazon EC2 key pair t1BEEBIV AR £ 18,

7. 1% Amazon EC2 {RE#I1T{EE. , £BIEES AWS Management Console R,

8. fFERAEAAWS EREA% , BB Amazon S3 £ A WHERESEA AWS Management
Console FA A ZHUGELR

£ 05 AWS Management Console A A ZEUER E

1. EABBBNEERIRE |, B Amazon S3 £ A,

2. EFESBEIPNEHELEER , UREEATH VPC xH, TIHEFHNERNRTEELEETR
B ERM VPC Bl
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L @ N. Virginia ¥ B) vpcetestinguser @ 1 LEE A T

AWS Management Console X ‘I
Private Access

You are using a private endpoint
connection to the AWS Management
Console. Some Regions and services

might not be available. Learn more[2

[ VPC ID: vpc- Tl diaallils. Iwl
Settilgs [P VPCE ID: vpce- = . 1 FiFrL

£/ Amazon Bl EE WorkSpaces

Amazon £ WorkSpaces sEfIf 2 EH, ENEMNRE, Amazon Linux, 3 Ubuntu Linux £KE AR
WA F, ##4A WorkSpaces. BH U EEREERFREFTEIBREAE. FHETURZELEER
Web BIESSEFMHERSH., EE#®—2 7 # WorkSpaces , 2B Amazon WorkSpaces & 15
Mo

AEHEFIFRARGIIRE  BERHIRREF  FAEREFEAE L#ITH WorkSpace R BIEREA
AWS Management Console Private Access. A% , fEA & &i&55 Amazon Simple Storage Service
FiEH, E WorkSpace 24 T REMLCEAFEERE VPC NRK LEAERAEKAVEE , AWS
Management Console #&#{f#Y 2B 2874

AHFEE AWS CloudFormation ARIEZME EREREN —EHENEBBESH— S —SWRE—
WorkSpaces #2 £ i 2R E& & WorkSpace £/ AWS Management Console.

TERBASEEA a WorkSpace jlE AWS Management Console #A A ZEEREN THERE, CBRTH
FEi% WorkSpace. Amazon & VPC M1ZEF 2 & VPC 2B ER&.
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APIHERE

=

Client

HEH LT AWS CloudFormation SR i EBEFEE S E

Private Hosted Zone: amazon.com

+ console.aws.amazon.com

+ region.console.aws.amazon.com

= signin.aws.amazon.com

* region.signinaws.amazon.com

+ resource-gxplorer.console.aws.amazon.com
+ 53.console.aws.amazon.com

* support.console.aws.amazon.com

+ global.console.aws.amazon.com

1 PColP [lcpid172, udpid172)
| 3]
)
H

Auth/Session Streaming
| Gateway Gateway
: *

: /" Public Amazan

Web Services

aints

Cush

H
|
|

AWS Cloud
Amazon managed Virtual private cloud [VPC)

|
@8 %

Amazon
WarkSpaces

&3 Service Endpoint

Console WPC

H
H
. RS53 Reschver @ H H
S I — H
i — E E H
: — Sign In VRC
! Simple AD & — Endpeint o n
| i P
i
V Browser E E Amazon Simple
E Sessian | Sterage Service 7
| Console VPC § VAmazon 53)
: Endpaint H
: H
: 9 | (:> ’
| L - 1 :
| I n
H

v}

AWS Management Console A5 77BURE AWS CloudFormation 7%

Desc

ription: |

AWS Management Console Private Access.

Para

Vp

Pu

meters:

cCIDR:
Type: String
Default: 172.16.0.0/16

Description: CIDR range for VPC

blicSubnetl1CIDR:
Type: String
Default: 172.16.1.0/24

Description: CIDR range for Public Subnet A

Login infarmation sent to
authentication gateway

Authentication against Simple AD

Streaming Traffic to Streaming
gateway

Each WorkSpace is connected to
two networks simultaneously,
Amazon-managed VPC for
streaming traffic and Customer
managed VPC handling all other
traffic.

Initiate browser session

Route53 resolver with endpoint
address.

Private Sign in endpoint
Private Console endpoint

53 service private endpoint

Connected to S3 service via
private endpoint

REMEBEFNSER 3 RERNESR.
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PublicSubnet2CIDR:
Type: String
Default: 172.16.0.0/24
Description: CIDR range for Public Subnet B

PrivateSubnetl1lCIDR:
Type: String
Default: 172.16.4.0/24
Description: CIDR range for Private Subnet A

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.0/24
Description: CIDR range for Private Subnet B

# Amazon WorkSpaces is available in a subset of the Availability Zones for each
supported Region.
# https://docs.aws.amazon.com/workspaces/latest/adminguide/azs-workspaces.html
Mappings:
RegionMap:
us-east-1:
azl: usel-az2
az2: usel-az4
az3: usel-az6
us-west-2:
azl: usw2-azl
az2: usw2-az2
az3: usw2-az3
ap-south-1:
azl: apsl-azl
az2: apsl-az2
az3: apsl-az3
ap-northeast-2:
azl: apne2-azl
az2: apne2-az3
ap-southeast-1:
azl: apsel-azl
az2: apsel-az2
ap-southeast-2:
azl: apse2-azl
az2: apse2-az3
ap-northeast-1:
azl: apnel-azl
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az2: apnel-az4
ca-central-1:

azl: cacl-azl

az2: cacl-az2
eu-central-1:

azl: eucl-az2

az2: eucl-az3
eu-west-1:

azl: euwl-azl

az2: euwl-az2
eu-west-2:

azl: euw2-az2

az2: euw2-az3
sa-east-1:

azl: sael-azl

az2: sael-az3

Resources:

iamLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- 'sts:AssumeRole'
ManagedPolicyArns:

- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

Policies:
- PolicyName: describe-ec2-az
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- 'ec2:DescribeAvailabilityZones
Resource: '*'
MaxSessionDuration: 3600
Path: /service-role/
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fnZoneIdtoZoneName:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.8
Handler: index.lambda_handler
Code:
ZipFile: |
import boto3
import cfnresponse

def zoneld_to_zoneName(event, context):

responseData = {}

ec2 = boto3.client('ec2')

describe_az = ec2.describe_availability_zones()

for az in describe_az['AvailabilityZones']:

if event['ResourceProperties']['Zoneld'] == az['Zoneld']:
responseDatal'ZoneName'] = az['ZoneName']
cfnresponse.send(event, context, cfnresponse.SUCCESS,
responseData, str(az['Zoneld']))

def no_op(event, context):
print(event)
responseData = {3}
cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,
str(event['RequestId']))

def lambda_handler(event, context):
if event['RequestType'] == ('Create' or 'Update'):
zoneld_to_zoneName(event, context)
else:
no_op(event, context)
Role: !GetAtt iamLambdaExecutionRole.Arn

getAZl:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIdtoZoneName.Azrn
Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', azl ]
getAZ2:
Type: "Custom::zone-id-zone-name"
Properties:
ServiceToken: !GetAtt fnZoneldtoZoneName.Arn
Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', az2 ]
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HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZl.ZoneName

PublicSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZ2.ZoneName

PrivateSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetl1CIDR
AvailabilityZone: !GetAtt getAZl.ZoneName

PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone: !GetAtt getAZ2.ZoneName

InternetGateway:
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Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHH AR H AR H TSRS S
# Route Tables
HHHH AR H U H TSRS S

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !'Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
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SubnetId: !Ref PrivateSubnetB

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !Ref PublicSubnetB

HAHBHHBHHAHBHHBH B HBHHRHH
# SECURITY GROUPS
HAHBHHBHHAHBHHBH B HBHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

HAHBHHBEHHAHEHHAH AR HAHHRHH
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# VPC ENDPOINTS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'

VpcId: !Ref AppVPC

HAHBHHBHHAHBHHBHBRHBHHRHH
# ROUTE53 RESOURCES
HAHBHHBHHAHBHHBHBRHBHHRHH

ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"

::Region}.s3'

::Region}.signin'
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Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A
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ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Routeb53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
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VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

EE T T FEE
# WORKSPACE RESOURCES
EE T T FEE
ADAdminSecret:
Type: AWS::SecretsManager: :Secret
Properties:
Name: "ADAdminSecret"
Description: "Password for directory services admin"
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

WorkspaceSimpleDirectory:
Type: AWS::DirectoryService::SimpleAD
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DependsOn: AppVPC
DependsOn: PrivateSubnetA
DependsOn: PrivateSubnetB
Properties:

Name: "corp.awsconsole.com"

Password: '{{resolve:secretsmanager:ADAdminSecret:SecretString:password}}"

Size: "Small"
VpcSettings:
SubnetIds:
- Ref: PrivateSubnetA
- Ref: PrivateSubnetB

VpcId:
Ref: AppVPC
Outputs:
PrivateSubnetA:

Description: Private Subnet A
Value: !Ref PrivateSubnetA

PrivateSubnetB:
Description: Private Subnet B
Value: !Ref PrivateSubnetB

WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces

Value: !Ref WorkspaceSimpleDirectory

WorkspacesAdminPassword:

Description : "The ARN of the Workspaces admin's password.

Manager in the AWS Console to view the value."
Value: !Ref ADAdminSecret

(® Note
FRAHAREGEXBERE (HEHELE) BEAH BT,

1. BEALBEBHNEEIRE , ¥R AWS CloudFormation £ &,

Navigate to the Secrets
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2. BEEVUHEE,

3. iEIE With new resources (standard) (ERFER (E%)), LEERERMEBIH AWS
CloudFormation Si4#E28 , ARERE "T—F, ,

4, EAMBEZTE  Hli0 PrivateConsoleNetworkForS3 , R%IEE T —%,

5. ¥R VPC MF#K , S ALREHN IP CIDR £E , SiEARMUNTERE. MRECEHTERE ,
AR EfITE. AWS tRF

6. EEEIUME,
7. EUMBR  2E BER RIEBURKREEANER.

8. BIE W R5|ER  LIRETLE FHBEEF Workspace Simple Directory BB, EEEELE ,
REBET—EEFNSRNUFFERATMREILMEE WorkSpace.

THESHENEEAT L RoIBEBWRIE , HPERTAE FHBEH Workspace Simple Directory Y
=
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PrivateConsoleNetworkForS3 & X
‘ Delete ‘ ‘ Update ‘ ‘ Stack actions ¥ ‘ ‘ Create stack w
Stack info Events Resources UI.IIPLI!S Parameters Template Ehange sets

Outputs (4)
Q, Search outputs ‘ 1 &

Key 'y Value v Description v ‘ Export name
subnet-

PrivateSubnetA Private Subnet A -
0dbb336fdb5467891
subnet-

PrivateSubnetB Private Subnet B -
00ad943c5d84fd13a

The ARN of the Workspaces
arn:aws:secretsmanager;us-

WorkspacesAdminPassword

WorkspaceSimpleDirectory

east-
1:425341151473:5ecretAD
AdminSecret-HRT1MHT

d-90679724b4

admin's password. Navigate
to the Secrets Manager in
the AWS Console to view
the value.

Directory to be used for
Workspaces

RELCRKEL THE , BEATHIRERFRREMFE WorkSpace.
£E Y WorkSpace

1. BARX WorkSpaces £## A,
2. EEBHEKTR , EEBH
3. EE#HEAEL, MIEEHKNRER EAF. UTEEHENEERETTHEAPESEN B EH,
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Directories (1) info Actions ¥ Create Directory [

1 &
Directory WV . Organization ¥ Directory + .
Directory name v Registered ¥
ID name type
d- .
corp.awsconsole.com d-90679724b4 simple AD (® True
90679724b4

4. FHFEHEPMEME & WorkSpaces , BUEGFME. HEBEERSP |, #IF WorkSpaces , AREE
F#3 1 WorkSpaces,

5. EIEHE% D, HEBZELARERFEDBH AWS CloudFormation 23 /Y B $%. £ Bh1E Thhck Lt | 18
12 5.

HRFREE  FENLARFRLSBAFFIRNMEFAE 7B,
EE A BRI, REBIEE M.
SMB&gke® , BEET WorkSpace. ZERIE M E 8 , ARIEE T—F,

EEIFHAE EELEE BEVHMERE, BASHNBINETFEH , UESMER WorkSpace.
BREEFE4IREER , BA WorkSpace & &5 231X Btk E 7 B4 s sit

10 igﬁ-lt_io
1. ERBBEAE EEL , ENEESBAPEINFERE K RREE T -5,
12. £ ENEH BEEL |, i##2 Standard with Amazon Linux 2 , R#&I1BE T -5,

13. ERABTEANEAEBFTNERSE , REMREEIT/EE, EPendingiki WorkSpace B
%, WHEKH 20 piEAvailable REHL,

14. BUAK  GHNE-HETBYE  KHASGESH o PRENET B HRATHRS.
WorkSpace

© © N o

B A1 WorkSpace , B LA R R B EEFEA AWS Management Console FAA ZEVRETFEL,
& E 7 WorkSpace

1. BARGELREFFHLSR 14 WENEFEH,
2. HEEFTEHT , RERANME EFRREECHREREIL T WorkSpaces A F i,

3. BMELHESE.
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4, TELEENEF,

5. REIMBAFIR, MAEFBHPRMANEME  REBEEF 2.

6. WorkSpaces EFRBLEFZTR=FPEINBZEAEZERZ A Amazon,

£ 05 AWS Management Console A A ZEUER E

1. EENBIESEP WorkSpace , FRUBIERR., A& , EEZE AWS Management Console It i &
HBRIBEE A

® Note
MREER Firefox (ERENBIES , FRFLNBERREPHWIEIR HTTPS A DNS
EES A,

2. BBt Amazon S3 £ & , BRI LUEHPEFEREEEA AWS Management Console FAH FEUE
#Ro

3. EEFSEILMEHENTER , URE VPC BEATH VPC inkh, TIHEBHNERRTHE
MEBRNVEN VPC EF.

d';‘- @ M. Virginia = ﬁ vpcetestinguser (@ B LA

AWS Management Console
Private Access

You are using a private endpoint
connection to the AWS Management

o « VP Console. Some Regions and services
might not be available. Learn more[2
1 vpC-3 [ VPC ID: vpc-Siple il Il
Settigs [ VPCE ID: vpce- =& i 1 1L
5
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LA IAM BURRIEE VPC 5&RE

BT LUE — B RIEE A Amazon EC2 52 E/ VPC , 2 WorkSpaces ZBE R #I1ZEVERH 1AM BUR,

THEEEELIFE Amazon S3 , RIEEFERBIEEHN VPC,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": "sourceVPC"
},
"Bool": {
"aws:ViaAwsService": "false"
}
}
}
]
}

THHRESEHEE AR MEHA AWS Management Console FA A ZEUBUER | BREIE AREE AWS IRFE

IDo

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"AWSAccountID"
]

BUIAM BURRIE VPC 8% E
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}

MREEBENE D TBRERIRFE  MEBERUATHRER.

Your account doesn't have permission to use AWS Management Console Private Access
Your corporate network uses AWS Management Console Private Access, which only allows sign-ins from specific autherized accounts.
To access this account, sign in from a different network, or contact your administrator for more information.

| Logout |

SERE

EERAIEBBMEE AWS Management Console FAZEZREIFAAFE , LA LAFIA AWS Site-to-Site
VPN | AWS BB ABE (VGW) ERIEI1E, AWS Site-to-Site VPN FEIBEE S ELR I 32 E KA E
BEREERE  UMER VPC FEURRMA. MFEFMENR , F2BAWS IR VPN FHEERS
#9 AWS Site-to-Site VPN 21t B, AWS E#HAEFE (VCGW) R—ESTAMNEESRE , AIA
VPC AR EPE ML 2 B FIE,

AWS Site-to-Site VPN BI{E AWS E#FERE (VGW)
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
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1
.(f\:) AWS Cloud
ap-southeast-1
L Region
g VPC

R53 Resolver
i

APIHERE

Console
Endpoint

DNS Query for Console access is forwarded to local DNS
Server from user laptop

Using conditional forwarding, DNS queries are forwarded to
Inbound R53 Resolver Endpoint

b i
B ﬂ Corporate Office B DNS queries are forwarded over AWS Site to Site VPN
N
S
.
<

a u DNS Query lands on to Inbound RS3 resolver Endpoint in
VPC

S £
an -
B — e - O-F-=
. «" B From resolver endpoint queries are forwarded to R53
\ F us-east-1 Region o IPSec VPN resolver that is VPC +.2
o -
i -

Private Hosted
Zone

Cusomey DNS Glient DNS query is resolved to respective regional console private

router Servers n endpoint IP after referring to associated PHZ

Internet

Zone

Connectivity to console endpoint private IP is established
over Site to Site VPN

Private Hosted

R53 Resolver
Endpoint Private Hosted Zone records: aws.amazon.com

*  console.aws.amazon.com

*  signin.aws.amazon.com

* <region>.console.aws.amazon.com

* <region>.signin.aws.amazon.com

+ global.console.aws.amazon.com

+ resource-explorer.console.aws.amazon.com

+ s3.console.aws.amazon.com

*  support.console.aws.amazon.com

Console
Endpoint

R53 Resolver

WSERBRFTHHN —EEEHRKI S 2 Amazon Route 53 Resolver , 452 A MfETES, ERI
AWS Management Console FA A FEURE A VPC HETERER , EEEEMN FHRRK P E L RIS
(RN . AREUUEARIIE DNS ARSIF LA FRGENEFEHSBE P it , UEEHF
BERXEEETHICE. ERNDIPERFiREZEIRF AWS Management Console , B©fig & HE AWS
Management Console FA A ZEUR BV FAE IP,

1E5%E B AWS Management Console Private Access i BV ER 28l , BATKERIEHLT R , £E

70N

EFRWEREAREBRRS (#EEmit3f) EBiEHPERE AWS Management Console A A 7B
&, URBREMEFREREH. AWS Management Console

SERE fR# 1.0 70



AWS Management Console APtEE

EFXEa T ES ERE AWS CloudShell

AWS CloudShell RUBIERAER, FEREBESINRE , EUNERETEATES LAY AWS
Management Console ¥ 1T, & A LAEAEmEFH Shell (Bash , PowerShell = Z shell) , ¥R %
#1T AWS CLI 555

EA LT 5B 5 3£/ E & —{E7E Console Toolbar LEE) CloudShell :

- BEITEAETAMW CloudShell BlR.
. RFIEAMBIES EIEIZE CloudShell BlR.

MBEBABAULRBHOFMET , FLB AWS CloudShell /% £,

WmE AWS EiF (EAH AT A AWS CloudShell) WIEBIE A , FSEAWS EFRKEE, TRAEEHMN
EHUE H €8 CloudShell BiFiEE ., wRZREWEFHEZEFER CloudShell , Bl CloudShell ##E &IEHY
&5 HiE A,
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https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html
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HSREEH

MRBELENFT , BT LREFELTES AWS ERNHEEET.

MG ENIREEH

1. EEBY L  BRELENIRFERE,
2. ##Z Billing Dashboard (MRE&XRHR).

3. fEH AWS Billing and Cost Management &&xiR , SRS ARINWHEMPBME, ZEE—F 7
& | 5528 AWS Billing FA&EIEE.
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
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EExEEHEH Markdown

FRELR®E (Bl Amazon CloudWatch) X EEFE LW P £ A Markdown, AWS Management
Consolett EREFRA E 12 A P ZEH Markdown BN EE,

B &%
- BRGE. 1TEEMKTAR
« XFHBERX

A3

¢ 1=

ek
itk

o
/B

« FRIEMIZE ( CloudWatch EFRHR )

&, 1TEEMIKFAR

BERUNZATOR. AERERERA HTML RESECBNZATRIERNZR , FAMASHIEPE
ZARAVENIT (&nbsp;) , BMEZRAIT. ERMAEWMTEIAERAASEZAIT , MUATEHIFRR

&nbsp;

&nbsp;

EEEVARDRECENKFR , BNAQSER=EEFRAHIT : ---

Previous paragraph.

Next paragraph.

FEEVSREANXFER , FE—TRBAEE=EREIE®R () , E2OABUASREHEEABE RN
7, BIABSZAREIHRAHFIT. THAUSERERABE R FHNEH

This appears in a text box with a background shading.
The text is in monospace.
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]

NERVEE , FEAHFR #). E—HFRMELEZRAREREE , CAMEHFRITELE=E
BE, EAZAAFRATEYE=ERE, UTHMIBERNARLIEE. F-F. F=FFHE:

# Top-level heading
## Second-level heading

### Third-level heading

NFHE
EEBUTRRNBANE  BELTWE LS HBA—EER (_) REH ()

*This text appears in italics.*

BERNFHRARAERE | FFEXF WA A w B RR K EE 5.

**This text appears in bold.**

BER/NF M EMBRER , FEXFMAID B8 AR EBRRTR (~).

~~This text appears in strikethrough.~~

L

BEMAXFRER  FRAER () FEERXT , REEMEARER () FENZE URL, 3L
TEBIFTR

Choose [link_text](http://my.example.com).

=+ oo
=]

N4s

m

EFELBTHWEARCAEERREE  BESTHWHERAE—ESN (), BME—EZ=® , T
EBIFT -
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Here is a bulleted list:
* Ant

* Bug

* Caterpillar

BERHTHRAREARREE  FESTHFERAAYT , BNE—EAZ=BN—EXRT5% (),
WMELTF PR

Here is a numbered list:
1. Do the first step
2. Do the next step
3. Do the final step

FRIEMIZER ( CloudWatch &R R )

CloudWatch &R F T ZEERE MR,

LERUANR  BEAEER () ERENE  TEAFTMARNI., BERE—TRAREST
FERBTNE—THEZMAEA—1T  ARBRRRTSERRMBAZIZBETH (), L
BESSHEEENN. LT HATBNAER Markdown R SEWETHM, —ERETRAE
RRHTH AR

Table | Header
SR [ —

Amazon Web Services | AWS
1] 2

L HEHIIREIMN Markdown XF , (BN THERR :

Amazon Web Services AWS
1 2

£ CloudWatch E&RARXF Widget F , BB A UREBREFNEN , FHETAKE. EEEVR
i , 556 A [button:Button text] , HRBMLEATER () FBENZTE URL , AT EHIFTR -
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AWS Management Console APtEE

[button:Go to AWS](http://my.example.com)
[button:primary:This button stands out even more](http://my.example.com)
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ESREAE |, LLE#E AWS Management Console.

BRI LAEA Amazon Q R A S ET MR EIERE D AWS RN E RiGeR,. NEFEFHEA , 72

B Amazon Q BAZ A BEFAEETH Amazon Q BB AEE AR EE RiEE,

*RE

- BEEKRIEESA

- BEEIENZERESET "SHEEIER, $85R AWS Management Console

- EEIR BN 2ERETHERIEER AWS Management Console

- FBEE AWS Management Console HEES | BEREKATIEHEBHES BEEFES

HEAREERA
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VPN, REFEERATRNBEZERS.
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* live-video.net

LBEI

HERIERHEA

hR4< 1.0 77
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https://developer.chrome.com/docs/devtools/open/
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