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AEEVHFEmER

1. ¥E https://console.aws.amazon.com/billingconductor/ £3TE AWS FtEBEE,
HEEEERT , EBE [BFTEmIERA],

BE [BIBTAmER]

ERITTHBMES , WABTHEANER. NEaARF , FSERENRS.
TRAL B, MABTTEENRHA. FRRFA 255,

EWREBHF , EERARNIRERHNTANIREBRR,

HREFERE , EE—EA SRR (REERNERBH).

EIRERAED , BEREFE. 8RR BTEARNE —[ERESE.

© N O o bk~ Db
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9. EFHIEMmEBEENERBES L.
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EEENFmEREHENER. AE BRI AmEROUERRFE.

11. (BEY) BRERE , FEEEQSEFTETNE. RIFER , SEIREFREENETERER.
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( WiE ) BMRERT , 2¥E Savings Plan #iil. BEEAEBRETEZH , FIE "HBR
Savings Plan #7#1.1 BEUAF R,

12. (BEMN) @2 EP—EU LN FEBTHEE. REBTEELECSHEE I LA ETFHNESEER
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- FRUERE =5

- TEBFBIRERE
- ITHEMNEM BH

HERACELRNMREENEVNBTAMER  FEABPRERTHNBE.
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EERBETERER
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® Note

REESFIREEN, RERE,. CoKRF. WERE (R—Eott) RBASHEEE
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HRBRIREFAF —EREFHIBENNFZER CEHBVNKER  FERREAARNERRKE
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REEMIREBMEMNER , % B AWS iling and Cost Management £ A & FIREIEZMEREN
EE (KPl) , BEXARE IAM FHAETYER :

« Bl Organizations R HYBRER
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EERAT RAAEFEAERESEIRE Conductor R AHET AWS IREFENEESFR , F2HEY
59 & A FEEE AWS Billing Conductor,
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- Re
« AWS Support &

A, FEmBEELER AWS BB ARFEEARM , Billing Conductor BB EMEEIRER
HARRRF X AEZHTERF Savings Plans,

T ST AWS BREEFTREE
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857 A — 1 7 Ak
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(@ Note
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—
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TRIENREE K
IREFHAE RS AT RIEDE THIMML -

- REEB
- WESHE
- AWS A&
- RELLHE
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= ERAEXRRREFEESR
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BRI LERBHENAWS B D TIREFFERE , LEFZAENRA , BAWSFHEREERERNER—
o
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AWS FHEIEE ERAEER

AREREIREFENREANHERS

B BERY N SERERERTFRAWSH A A EKRE (AWSCUR), EEF X AWS CUR B5
BEXE C AWS UR HHEMEREN, BHEMNE Y HESSKEERBEERATANZSEMNKARFER
BERK,

B LS EER N AWS CUR ZMAEIEEEE N G S EEERFRSE (Amazon S3) BEEFEITE.

AWSE X LUESR 2 FRE (CSV) = Apache BEARESHREXNEHMEEFHNBRE —X. BUUFERHEF
RIEEMF |, W0FEX Excel MPIIEZF OpenOfficeit BEeREFHRE . LA LAEA Amazon S3 = I8 HiBk T
B AP RIEARRNEFEMEMN. MEARBEE AWS CUR WFEFAEF , FSBAWSK AL FHERSE
FHEEE,

AR T IS REEREFBENERFK AWS CUR,
BIIREFENKANAE®RS

EE LTI ERIRKAWS BillingE# &,  https://console.aws.amazon.com/billing/
FESHMERPERE "THANAE®/RER. -
ERERBE LA | #E TRE .
BMAEXTEAE WA,
BE A
i#4Z Create report (B #FHE),
£ Report name (BEEMW) B , WARENERE,
HRY TERWE, | BEEEERN.
T [WREERFAE] P, EEFIRERE

. ¥ Additional report details (Ef&iﬁ%ﬁ#ﬂiﬁﬁﬂ) , JZHY Include resource IDs (BEER ID) , X
SEHREPSEMBBERN D,

. BREMEMBERE , El&ﬂy BEETAWSHIRERENBEERANERAERSE , ARRE
NEABENNEMTEE, ERGTENEER , SN HES LEZ Amazon S3,

© © N o a bk~ w D=

=
o

—
-

(® Note
IREFERANARREFITSHERLE. REIEEM.

12. igg —F_ﬂio
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14.

15.
16.

17.

18.

19.

20.
21.

£ S3 bucket (S3 #FATE8)  , 1 Configure (RXTE)-
£ Configure S3 Bucket (FX7E S3 17T ¥FE AR , AT FIIH P —BESE !

- RTUXNBFEPREREERE , AREBE [T D]

- RABEREBEAZERIHBEAWSEN "B, , ARBE "T—%.1,

B (RO ERER] , RREE R7F.

£ Report path prefix GREERFE) P, FEALEEREEBIEM ENREERRFE,

L5 BB 00 533 Redshift 2% 52 i = A1 /Y QuickSight , B BB K B2 L FER
MREFEEFE  ARFEALESRI EENHREEE , MEFENWAHER , HXU0T .

/report-name/date-range/

B Time granularity (BREBHEREE) , BETIHIHS—17 .

* Hourly (/M) iNREHLEHE FHIAMIE B K/ EFFEE,

- Daily (B H) IREHFEHRSHRAMER k AFEE,

# 1 Report versioning (FRERAEH) , BERESFEBEARSHRABEE LT NRERARET
BiE (BR T LB RRA L),

HR TRABRKRERES, K FEERTERRANAEHREG LEREEERMEAR, D5
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. MEEBLHR . BHIEBE

- DEBEAIBDEEE QuickSight : .gz BiE
BE T,
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g E N AR 1T 2 #7 AWS Cost Explorer

AWS IREEFTEEESRERES , Wo M. FERMIMEKATE Cost Explorer FHIEE R A, R
EFEPNEIERFIUHEHEAANMERFHTELESE. WREEMAKEAWS Organizations ,
EEIRF IS ETE Cost Explorer R #7, FEBIHIME HZE KA,

REFAEERS (REFAKRE) TUERIREFEXSREANNEANCEARER , MARHR
ZER. wMNEEZEFIFENEENEANAERER.

® fs&

- REFEEENIRS (IREFHEMKE) 7 BUE Cost Explorer F&EEHE K4,
« Cost Explorer R A X BE& /MR EE RN IEE K Z

« HERATH Cost Explorer X BN OTHERRE , F2BEMAAWS Cost Management®& 1§
BRI ER Cost Explorer #ZE&E #,

WMEXERZ RAENAWS RIBEE , FSRAWS RIE RS KA.
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RRA ( EEIRF ) FEIRF EEfE (§EIRF)
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D EI A B B B =)
AWS Billing e = =
B =) = =
R EEEF A E A = = =
T& CSv x# =) ) =)
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TR B = =
REHRE B = =
BRELER ) & A
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Savings Plans &% = = =
Savings Plans X & B B
&
Savings Plans R[E#H& & B B
=
iCHEEE =) - =)
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AWS FHEIEE ERAEER
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RNEARERS & & &
FFTEE®RE & & &
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RE®HE & & )

HRAZFHREE AR RENIIE , AWS IRF BETEBXZMACENTTEERARAES. AWS

MHEAE

EEERERRFYH T ERN, KEAENTHNNEERER , F2EREAEEEEEF AWS Cost
Explorer "fRiFs%E .1 EE LN EH,

MREAFE IAM BERBINELRBNNENBEATEER , ALER IAM BERIEBFRN. WF
IAM BUREEH] , FF2E IEEIREF Cost Explorer fFEUVA X E i A< HY IR TS5 M Zh8e.

BT LABET IAM B3R | AR SIERSES T, W5 Billing and Cost Management # 1AM Ei{EHY
BHBE  F2RTIERE

- BEFAWS Cost Management i & 1§ AWS Cost Management/ iy 77 ERiZ &l
- BEMEAWS Biling A& ST H AWS BillingH # 8 FEUZ &l
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https://console.aws.amazon.com/cost-management/home#/settings
https://docs.aws.amazon.com/cost-management/latest/userguide/migrate-granularaccess-whatis.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/migrate-granularaccess-whatis.html
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FTEET AP 2t Java, Bife. NET ME#, FFEESDEHHNFIEHEEER APl .

MEARANESEHAAWSIREIEE APl , 2B AWS Biling ConductorAP| 2E &,
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AWS 81518 (&S
AWS ST REETHNZEM

BEL2 AWS BRENELER. 5/ AWS BF , R LURERPONBEBRREBTER  ZRBEAR
BEHLZEMEHREBNFERMITE,

2R AWS BECEHERBENER. AEEEEEKEERATRNZEMNE RPN SM
- BT EME — AWS BEREE AWS BlRHHT AWS BREHERIE. AWS ERERHATTEL
ZEERANERE. eET7THERN AWS IREEEN SRS K F2HREHRE AWS REBHE.

- BiRPNLEM — ENETEURREERN AWS ¥, SHXBEHEGERRAE  TIEERHHE
ZiE, BRFANERNMBRERENZER,

AT B B R AR EF AWS IREIEERERARRMNEMEE, THEBRBMMEE AWS
FRISE  URAEHREMASRMEE, SURBINAERELMAWS R | HEEERNRE
AWS IREEEER,

FE

- AWS SIBTEFHERRE

- W 9EBIEFIERE AWS Billing Conductor

« AWS BREE & By FC SR Bo %

- AWS IRETEN SR HERE

« AWS FHEREENEMN

- AWS SHHEBEFENEREERS

AWS FSTEEEFHERMRE

AWS HEEEEEEAR AWS FHEEETNERRE, MEERFFRE , AWS EEREBEHITHAE
AWS Ein. LEEHBTHERRE L REATNRGEE, SHERKEEMRER AWS R WE£E
ENERES. WFENRLENFAEN  F2REHNEBAEEREES. NFFRBNERREN
MHBEF , F2HE AWS T2 ME%EK LAY AWS HENSEEIH GDPR SFEEXE,

ERERREBEN , RAEZREER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLREERIERE, Mit—R , SEACHEHRASESR
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- BERFEEFRSEEZREFE (MFA),

- f£F SSL/TLS B2 AWS ERETER. RMFE TLS 1.2 XEZFEA TLS 1.3,

- FAERE API FERAEZEFE#% AWS CloudTrail,

- EF AWS MEBFRF RURHPNFBEMEBLR LSRG AWS R,

- ERAERNZERZLRKE (B0 Amazon Macie) , HBIREFREFEFE Amazon S3 BB ER,

. MBHREFBBHSINEDR AP FEFEER AWS 1B FIPS 140-2 B B INZR4E4E | 5 FIPS
. MEEE FIPS M FIPS InMMESHEBEN , 2B B ERARIEZEZEE (FIPS) 140-2 #EEH,

Bz BRCBETERBEFNEF B4 ERERHBREF , HEERSBHERN X FRA
F, flnZ B, EBEER AWS RIS EAEEA. API = AWS SDK B2 AWS StEEE R HAit
AWS CLIAG R, SEEZESEREANFEZRU A ANEMNERASTEARGTERDE B, W
RERMENIBEREEN URL , RMEZIRBF I ERBLHXAREFRN URL P BREEH

0y 5 4 38 Bl B2 Z R & ¥ AWS Billing Conductor

AWS Identity and Access Management (IAM) AI B BI REEEE L L 2SI AWS ERFEHE, AWS
IR IAM B SR G AT LARRE (BA) MRE (EE#R) UERAKREEEER. 1AM &7 LUE
M AWS R , BEEALE,

F&E
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- EREDBRE

- ERABEKEEFIUE

- N{ATE& |AM AWS Billing Conductor & {5 F

« AWS Billing Conductor LA B 5 B 1Y J5 B $5 45
- AWSAWS IREFENEEBE

« AWS Billing Conductor & 5 2 B 5 & 45

- ZRHEPERE AWS Billing Conductor & % F12EL
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BERESEEEDRRTR IR , SURFEHLMER, THFIGIAINEESXAIHBYEDE
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2 MEFHL

REEEE — NREEELNTANHERELSR , fRUREZENZIRERAKIREEES, RAELN
FRIEFEAEEXFIHLEIRSEEENEMEREENIIE, BE 6 SXLEBBEREIGBEN IAM B8
E K REFLRBEEAENTT. REALKEALMNER , 7TH® IAMPWERE S, EERABRBRELNT
AR EIREISE M IAM |, FFSB A E IAM AWS Billing Conductor ¥ £/ .

IAM EEEE — RER IAM EEE , LAt ERA U MREIRRERREEEFIERNFEE
o BEEMBETLUE IAM REANIRERES S BBEREH , F2H. AWS Billing Conductor S
Bl 2 L Y [ B 58 451

EF & 2 B

BBERBAWS FASSRBZANSR. BLAL IAM EHAES D HBHR IAM BEETHE (BA
AWS), AWS IRERERE

B LAEREIR AWS B2 BRI RIRIEHNFERE , UBESF 2B F 2 2E A, AWS IAM Identity
Center (IAM 270 FRE, ERRNE—BZASGDRFE , UREH Google = Facebook & A&
HMEBESH2ERBNNES, BUBESESIBEAR  CNEEELNCRESER IAM BENEBIESE D,
BIE AWS ARBEEHE K SeHEREAR,

BRIBENFEREER | & LL% A AWS Management Console 5, AWS ZERA O#E, MEFEZEA
HEFEE AWS |, FF2E (AWS A FHIEE) AWS RE B H & A BN,

WMBRE AWS X ERETHNEE , 55 AWS 2HEERAREN (SDK) MaswF @ (CLI) , AERK
WRBUMBRFREXBER, MRAFTFEHAWS TE | BIXEHITEEBER, NEFHREN S EH
THEEBHERNWEMER , F2H AM FRHERETHESE AWS AP| &R,

EREERAMNES P RESE , B EERHENANZTEHENRA, I, AWS BEEREHEAZEE
FERE (MFA) REMEFNZ LM, WEFEZEN , 58208 AWS IAM Identity Center £ & 1ER
MWZEEERIN IAM EABIEEFNE AWSHERASEEZRK (MFA),

AWS tREREH &

ERBUR AWS IRF , BER—EEASIRE , X509 U TBFIXIRFRNMBEER AWS R
MER, LB DS AWS IRF root EAE , ANEBEAERARELIRFHNE FEABUHENBRTEA
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

AWS FHEIEE ERAEER

REN. BARBETEURCEAEREAREH. RECHREAERR , WRHARYTREHAR
EREATHNER. NFTELEBNZRFE , THFUREAERANES  F260 (AM E£/HE
ErR) PREEREAEBENES.

IAM fi£ i & M A48

IAM EAEREABNE D , E AWS IRF BE-ASSHEABRANBENT. BREETRKET

AR K MAREARLKRABEE PINEBNEFREER) N IAM EHE, ERNRBEEARIFE
BARMBEN IAMEAE K ERCHNEFNIR. UFESEA , F2H AV EAEEETNAT
ERPBENEARIIERHBBRTFMER.

IAM R —BIEE IAM EREELEN S D, SREUFESHEE, EUNERFER-XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALEE—ERA
IAMAdmins HYEFE , Wi FEREHEERE IAM BRI,

EREREAGTE, ERAEAEHRE-ASIEAENEZLEN EACNENREARAZEECHA
BEHE. EAEHAXKANRUER K CARERHEREE. NFE-—FTH A FSH IAMERE
ERPNEY IAM EHE (MELE) HEH,

IAM B

IAM B &2E AWS IRF AFNEEREF TN D. SELUIAM E£AE , BT EISEN A SHEEB.
WA LAYBRAR | EREERTIAM S8, AWS Management Console & 1] LUEBFEAY AWS CLI 5
AWS AP e EA BF] URL RigEAE, NEEAAGNAFEESHBEN , F2H IAM E£AF
BREFHER IAM A,

FREREEN IAM AGETHERHIEEER :

- BMESPEREFN - EEQBMEE BRG] , BEYAG , YAABERT. EMESDE
TEIREN  ZXE/7HACEVRAY K UERTHAGERNGTT. NFEEBHSACHWMEEE
A, F2EIAM EAEEETNAS=FFoRHERYAC, WREFEA IAM Identity Center ,
AISEERTHTE, BEHSIRBETUEIMNASR , IAM Identity Center 5 A 88 1AM FH
ACHER, WEARETUENEN , 28 AWS IAM Identity Center fE A E BB HFT A&,

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE K HBIEEHRATENFT,

- BIRFEIE - BALER IAM AR, AFFEIRFFHEA (GENEFEA) FREKRFFHNE
R, ABRRTEIRFFIENTIESN, ER , WRELRE AWS BRF , &0 LU KR E M
HNER (MAREAAREARE ). FETHERFFIEACGNEREBXKENEZE  F2H
IAM EAEERFPH AM AERZERELBRNEZE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

AWS FHEIEE ERAEER

- BREHE — BL AWS BRI FRAHEAM AWS RIEThEE. i , EERERKPETRUE |, ZRKE
BEEEE Amazon EC2 H#{TEAR XK Y4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATWUERNTA. FARKACIEARKEEZAGKRIAITIIEE,

- BEEMITERER (FAS) — EEMER IAM ERESAGEFHTHER AWS , EERELE
B, ERELERKE  SURENTEEDE , EMETRRBHAB S —EEHE. FAS S
ERWUAER AWS R , WHESER AWS R B THEREZHER, AFERBUIFTER
H AWS BR#% B REB S ETRINFERE , T E8H FAS R, BWEBERT , ELAERHT
EMERERNFTR, MFRE FAS BRENBERFMRER , F20 (BREFNTERER) .

- BBAE - REACRBEREN AM A6 , ARKREINTEFE, IAM EES ALK IAM RE
M. BURANMREREAR, NFESEF , F2H IAM EREERTNELAGURIRFT A
AWS BB .

- BRERAE — RBERACRERE. AWS RERBTUBEARENTHENEE, REE
BAGEERNELENT , AWSIRF BEBRBRBEFRE. IAM EESTLMER | BFaemEREE
EAERE,

* 7 Amazon EC2 E#THEREN — EILUER IAM B EREEE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API FE RV IRIFE A E R, ERTE EC2 HTHERAREFFIERNER
HHHX. BEKAWS BEERE EC2 HTERYREGHMEEARN , FEEREHTHER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LATHEXNSETRE
Ho, MEEZEA , F2EH IAM EREEETNFA IAM B EREFFFA4E Amazon EC2 #H{TE
BT ERAER.

EETHRREMEH IAM AR IAM E/RE , F2R IAM EREEETRNEYL IAM A6 (MIFEA
&) R,

ERABREEFHE

SEELGE AWS BRI RIS EMINE AWS & 2B A RNEFRREFPNFER. FRAR—EWH4
AWS |, EEH BB NEFEREBIN K SEREER, AWS EXZHE (A&, root EREIAE
THEEE) REERE , FHMEELRAl, BERPHFFTRERE AFFRIEEBR. ASHFRAUE AWS
LA JSON X#H Wy FEF. MFE JSON RN HERINATNESHBES , F2H IAM €A%
BT JSON BURELE.

EEEWLER AWS JSON BERRIEEH AT AFIMMLERS ., tWHIHR , WHEEREMEHRE T T
B BEERAITHEE

HEREBERT , ERAENACRKRAEFT. BERTEAEHEMZERITDFENT , IAM EEET
BLEI IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERRTELAE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS 3SR R EEE
IAM BURERZBENTA , BREERTES ERBTRE, fl0, BREREE—EAF
iam:GetRole BMEMBIR., EAXREAIMMERE AL AWS Management Console AWS CLI, =
AWS API RBABE .

BoBEE

BoBEBEETMURMEIS S (Hla0 IAM EHAE, FREHMBENAR) B JSON FATBEX 4, EL
BRI 5 9 EME GG TR ML ERATHLESE, EETHRNMAERISIERBE | F2E
IAM EFEIERHRWET IAM BUR,

BOBRBRITE—SHERARBRIAZERR, ARBERSEERARIE—EAE. FEdAR, ¥
EENREREIRE , BULUEHKMMEIEH AWS IRF. SEBRERIE AWS SERRNETFER
MR, B FRUMEZEBRRARBEKRBEERE | F2H8 IAM EREEEPNEZEBERMN AR
BUREH®EE,

BERBEHER

BERABERREEZIERMN JSON BEX 4, EREBENREEREHIR IAM ABEFEBERR
Amazon S3 FEIFBER., EXEEREBRNERES , REEEETUFERACHREHEISEER
WIFEVER, HRMMBRMNER , BRSEREEN TR IUEZERATHEELUREMERYE
THTHEE, EXEEEREBRPEETE, FSEETLGERS, AL, A, ABEEHE
H. AWS RIS

EREBRRURZBHEPNABRBE, SEEEUNERAERNBRDER IAM B AWS ZER
Ho

FHEFFE (ACL)

TFEUEFIEE (ACL) ATEFIBLETEAN (IRFKE. ERAENAG) BETNEEZERNTT. ACL B
REREBER , BEMTEM JSON BERMXHER.

2
W

Amazon S3 #l Amazon VPC % ACL iR &EHl, AWS WAFEEE— 7 # ACL , 5]

Amazon Simple Storage Service Bi& A BIgmPHFEUEHEE (ACL) #i8,
Hth BUR AR A
AWS ZEHMBFERNRAER, ELRRERTRERERBEREERTFENZERF T,

- FFARR-FUHER-EERDRE , THERES T HBRERT IAM EE (AM EAERAE)
MBAFFA, BUNAERKREFARR, MEENFTERERNS 2 EBRMEFFAIRRHR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html

AWS FHEIEE ERAEER

o BT Principal MU EEERAESACGHNEREBEKITEZ R TRRRS, PIEEERK
RPN AREEHEBEZAN. WEFVTHENESHBEEN , F28 IAM EAFEERH 1AM
BRTUEHE,

- PRASIHI%RS (SCP ) — SCP 2 JSON %8 , AREERAMSAMEN (0U ) WRAER.
AWS Organizations AWS Organizations  — AR D HEMEFER BRI AWS 1RF BN ZE
R, EEBAEBTNAEINRE , B LUERBIESBER (SCP) EREMEMSHFMAEIRS. SCP R
FIBRFHERNER , 2FEEE AWS IRFREAERS . NEEBN SCPHWEZHBENR ,
722 E AWS Organizations fEAEEEHH SCP EESL X,

- THERBBE - TERBBER —BEEEX , Sl EEBREE N A XBRIACKBEER
ENTRTERERE  FASHEE. MELETFRRNFTEREAENACN S S EBEERNTE
FEERBURRIR SR, FTAAILRAEREER, AMAEEEBRTWAREEREERTH AN, WFEE
ZEHF , F2EH IAM E£RERE T TERERBER,

SRBRER

RHEBRREEERIFRE  HEREANTIEELEN, EMHBLER, BETHENFAEIRZHE
HREEE AWS BERBAFFER , F2H (AM EREER) FHBCRHE#EE,

Zn{aT 2 IAM AWS Billing Conductor & ¢ {5 F

HEEER IAM EERIREEENFIER 2 , SREZBERL IAM D EREEEREER, 88
RABRBEIRE X EMEA AWS IRIFAN{TER IAM ZHEEE , FF26 IAM EREEETE IAM B 6E
FABAWS R,

ES]

- REFEFORBIEFA
- AIEEEEREBR

- FHUZHFE (ACL)

- ERNREREERNRE
- IREEXE IAM A6

REFE S22 R A

£/ IAM 2 EBER | BUIEEARFRIEBNBENER , UREMERGE T RFFREBEE. &
EXrEXERERE. ERNENHRSIE, BE7THEHE JSON BRHPEANERER , F2H IAM
EAEERETPH JSON BETESE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS FHEIEE ERAEER

B

EEEWLER AWS JSON BERRIEEH T AFIMMBLERS., thHMIER , TEEEEFERGT TN
B EERITHEEE.

JSON BURR Action JUEBRET AR RAFFHIEBBER PR EMFE, RRAUBFEEFLREBY
AWS API EREBMHREIN AT, B—EHISGRR , FlaL BHAERFE APHRENERFFIEMF, e —
EEXFERRPNZEEREFE, ELENNBERSBKREE.

BREERBERE TFUTHBBBENFTT.

REZESFHBRREESEBECHERATSEIESR : Billing Conductor:filin , EERFEAME
A Amazon EC2 RunInstances API fE¥£R# 1T Amazon EC2 H1TEIREMEFA , BEHBESMA
ec2:RunInstances &, BERRIRRXNHSESZE Action F NotAction &, HEBEEERETEH
o —EEE , HRETLER LR ITHER,

EEEE-MARXPIEELEEE , FRERSR, WTFAR :
"Action": [

"ec2:actionl",
"ec2:action2"

UM ERERET () REEEZ@EE, Hla , EEIEEMER Describe XFEHNMAEEE , S
ELLTEME -

"Action": "ec2:Describe*"

EEEERETEBESE , F2H IAM EAEERTH AWS IREESEENEIE,

&R
EEE A LAER AWS JSON BIRRIEEH AIUERMMBEANR, bRt , WE B E M ERA T AU
B BEERAITHLEE 4,

Resource JSON BHERTEZWEEEEABHENYH. BRARRX XA EEE Resource = NotResource
TE, REEBEEEMFEAHE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) REEM.

HRAIXEERERFFAINEE (PIFIHRE) , FEABRAFER () RRTEEXERARAEER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsbillingconductor.html#awsbillingconductor-actions-as-permissions
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS FHEIEE ERAEER

"Resource": "*"

Amazon EC2 B#|EREBLLT ARN :

arn:${Partition}:ec2:${Region}:${Account}:instance/${Instanceld}

WME ARN BXMWFMER |, F52B Amazon EEETE (ARN) A AWS RIEHREM.

Flan , ZEEMRARRFIEE i-1234567890abcdef0 #ITEEE |, 55FEHALLT ARN ;

"Resource": "arn:aws:ec2:us-east-1:123456789012:instance/i1-1234567890@abcdef0"

EEEEBREERFHMEMTER  BFEAEAFT () :
"Resource": "arn:aws:ec2:us-east-1:123456789012:instance/*"

REGEXEDF PINARELERNDF) BEEREERLAIT. EELBAT , ELAERE
P

"Resource": "*"

5% Amazon EC2 API ElE#H R ZEER. Bl , AttachVolume €4 Amazon EBS R [EE
EHTHEE P IAM EAEX EE RZUFERATEEBNEAST T, BEEE—RAEAXPIEES
HER , BEAER DR ARN,

"Resource": [
"resourcel",
"resource2"

EREEREFEEREERE ARNWEE , F2H IAM EAEERETN AWS ST EEEEERNE
Ho BEBRMETUERBLEDFEEESEERN ARN , F2EHAWS FIEEEEHMEE.

R 8

ERE A LMER AWS JSON BURRIEEH AT U EIMMERNS, thpi 2R , WEEBE RS T AL
Y EERITHEEE.
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsbillingconductor.html#awsbillingconductor-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsbillingconductor.html#awsbillingconductor-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsbillingconductor.html#awsbillingconductor-actions-as-permissions

AWS FHEIEE ERAEER

Condition jt# (8 Condition EiR) AIELIEEERAN LR R, Condition TERERAE
B, BUUBRNFEAREEE FHRGEER BINERFIR) , REHBEPWEFENBERPHE,

ERERRRXFPIEEZE Condition tE , AREE — Condition TEFRIBEZMEESI#E , AWS
SEAEE AND BEFTAMEM., MREBAE—RUHRSIBIEELEE , FEAEHBOREER AWS 5T
Rt DEFESFEGRG , TERERRXVETFT,

FBUA U EEEGREREAEEVEEE., fl , ZAUREFEAEERE IAM FREEBERR ,
RENERNFARTXIAM ERE, NEEZEF , F2H IAM EAEERTHN IAM BERTE : £
BHER.

AWS X E&EFGSRNBHBERMH SR, EEEFME AWS 2EKRG SR F2H (AM £
E1Em) PHAWS £ ERHERE SR,

FTEEESERACH —MERMGRSIE  YTEHEXBEERELLHRGER. EEEFME AWS £
RUEEIR , FSHE IAM EHERERPHAWS £ERFABT SR,

P8 Amazon EC2 #2/E# % aws:RequestedRegion Hl ec2:Region §#H&R5I#, MEFHMAE
A, FSHES  BEREFEREREE.

EREEREFERHFEREE %Eﬁ IAM R EEETRE AWS IREFEN KSR, FERME
B AER R4 ERNVBENER , F2RAWS STEESEHNEF,

g4

EERGIRETEUF R AEBNVERES , 5528. AWS Billing Conductor SAi% Bl & E#H R
Bl &5 451

ATEREEREBR

LERAEBNREERE JSON BERXH , AREEN TR UHHEREENETRERUREMERR
T#ITHEE. Amazon S3 X Amazon S3 REF#BRNWEREFITHE, ERBEBERUZL/MER
BERFURFEEMIRSE, SHUUUERANERAERNBERR AT AWS IRIEZE Amazon S3 &
FrE,

HEMABIRFEFR , fuUlEEEHMIRFANAAEIIRSSN IAMERE  FREREBERNETA,
MEBRFEIREEREBCR , ARBAFEBRN—¥, EXSHENERURTER AWS tRiEF
i, G4 EARBIZEESRFHNERNER. S8R EBREZINERRRTHT, T8, @
REREBRGAMERFANEZEIARTER , EERTFEZHNNS S BEBKR, MEFMEA , F
28 (AM EREERE) F1 IAM SeEUERSERNFAGFEZE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ExamplePolicies_EC2.html#iam-example-region
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsbillingconductor.html#awsbillingconductor-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsbillingconductor.html#awsbillingconductor-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

AWS FHEIEE ERAEER

Amazon S3 RBEXE—BEENEREBX , BAREF/BBUR , BRI NERF R, LRAUE
EMEISREBR (IRF. £AE. ACVNRBERAE) WUB##43TBIE.

g4

ELERUERAERNTEESBRNMIF , FSBAWS Billing Conductor EIRE B #H] |

FEIRFIFE (ACL)

FHURH)EE (ACLs) RET UM INERVIREBE, tFIRERS MEMINELBERNE RN FEGF
A, A LA ACL FtnZE| Amazon S3 fEEAREE IR,

£/ Amazon S3 FHUEHIEE (ACL) , B UERRE/BERNEFNR. 888 —EEAE
ENACLEATER. CEERBEFIEN AWSIRFE, IAM EAERFEAERFES IAM AR |, XU
RERENERE, KBERNFRE , AWS BEHEN ACL LHEEFEREEALENFIHER.

BYREF+BERE  Amazon S3EEVFERACL ,, BFERESEHERN TS 4#E, £ THE
Bl#### ACL # |, John Doe B3l A####NEEE , WERBEHZ#### TEEH, — @ ACL &% T
LA 100 E#HIREE,

<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy xmlns="http://Billing Conductor.amazonaws.com/doc/2006-03-01/">
<Owner>
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0bl63b6</1D>
<DisplayName>john-doe</DisplayName>
</Owner>
<AccessControlList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="Canonical User">
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0bl163b6</1D>
<DisplayName>john-doe</DisplayName>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>

s
V2

ACL iy ID M2 AWS tRFREFERAERBT. FERBEMAEEHEENIRS PRAL D,
BS& AWS IRFEEERE ID,
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https://docs.aws.amazon.com/general/latest/gr/acct-identifiers.html#FindingCanonicalId

AWS FHEIEE ERAEER

ERNREEESBNRE

BA U EBMMEREESEER , IFBERTHEBREERIRETE. EERBERZEFIFE ,
f5fFM Billing Conductor:ResourceTag/key-name, aws:RequestTag/key-name 3|
aws:TagKeys R , EBERNERGETED , RUHEBREA.

REFE IAM BT
IAM A R% AWS IRE BB ETTHER,
FEAIREESHRIEEAER

B UREHESEREREE. IBE IAM A2  SIREEEREAR®, B LUEIBF
I AssumeRoleZ GetFederationfE L% AWS STS APl fE¥RENSHRELLEAEER,

FTEEEXEERARREAER,
REERSE

R ERE A E T AWS REEREMBETNER , MRAREZTREE, R EESESERELEN
IAM BRE /| WHZREFMES. IAM BEEET R | EFEmEREEE/CNFT,

BHAE

LHRARREAREREREAC., LAGTRBREFNEMEREFNER , MAREZKEBFE. K
BAGEHRAELN AMIRFES , BEHZERFAES. EXRT IAMEESTUEEKAGHNT, T
1B, ER T EBIR L BRI HI T,

REFEXERBHAE,
EREFEREE IAM AR
ERBERETFRVERE K S4RRE—FEAG , UAFIREREAREEN Amazon EC2, MRE

SR EBUREAEIRKELESE  AFEEESRHEATHBENAEBE, BELEEAFEFR
BB F{Z 1k Amazon EC2 #i{TEEN AR,

AWS Billing Conductor B\ Bl & B 1 1Y [ Bl €5 451

BIFFER , IAM EAENAGREEYIBIRETEERNER, tfwEEER AWS
Management Console AWS CLI, 2 AWS APl #1TTE. IAM EEEXEAEY IAM B3R , BFER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role

AWS FHEIEE ERAEER

ENACHEEEER LHMTRE AP EXNET, EEEEELARELHREREFRELS
AHY 1AM R & R EHE

BETROAIEAELEF JSON BERXHE2Y IAM S5 RBR |, F2H (AM EAEERE) PHE
JSON ZE&] L BT R,

ES |
- BRREER
- WREFE S 0B RS H

HRREEK

UEDBRAERNBEREREZARBUUELWIRFHPEY, FREMRIEEEESER, ELE
ERREEREN AWSIRFELER, ESBVSREBS D EBXE , FERETIIERRERSR

- FBER AWS SEFRAE R HKEERER — EEMARREFHENT/EEHNER  BEAT
BEFZERFERARMIERMNAWS SEEFRE, EfELEN AWS IRE. BESZBESEENEE
ARG AWS BEFEEBHE  H#—FPREEHER, MEEZLEN , F20 IAM FHAEREEHH
AWS ZEBUERREBREEMNAWS ZEBR,

- ERREFFAIRTE - 5RE IAM BRI AR , FERTHTEXRMENER. SERLEN , &9
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM P BERAFF T,

- FA 1AM BERFIREE - SREFIE - BSOS REFREEEE , URHEBENERNER.
filgn | EWELRBECRRY |, ISESAMH SSL EEFTERER, Bt FERRGERZEYRED
ERFEVE (BB E) FHIELE#E AWS IR , #l20 AWS CloudFormation, MEEZE |, 58
20 1AM EHAEEBETH IAM JSON BETE : 4.

£/ IAM Access Analyzer B& 3 IAM BUR |, BERFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBEMREBER , BRELBIKER IAM BUEREE (JSON) #l IAM &EEH. 1AM Access
Analyzer 121 100 ZHEBERBRERVENTHNERS  THELEEZLHERANBE, NEEZE
A, B2 IAM EHERETH IAM Access Analyzer BUR B FE o

- FEZRESHRE (MFA) — IREBHWRPHIEZEE IAM FRAERREAE AWS IRF |, BB MFA
LEBEANZ M, EEEMU API EEIFFER MFA |, 354§ MFA REFIEEENBE, NEE
ZEH , B2E AM FEHAEEREPIERE MFA REHN API FEL,

WNE IAM FEEEBWHEBEN , F20 IAMEAEERESHN IAM 22 HEEK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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AWS FHEIEE ERAEER

WREEE T 5 5 Bl R A 4

AFTBTESHPIBEE , B SUEELBUERMIMNE IAM EHEREE , DURHIEIIRFEAN T ENER
i 28

£

- REREEEIRANTEFIUE

- BERETE API WEEFEUE

- REHEBEEIRANERFIUE

- BEBREFZAREFEBEIRAFIUE

- EiB AWS REAMAEHREREFETEFIUE

- REEEESHEAEBEMNIEN FEUE

- IELMRE M Cost Explorer FEF X B imE R AHY PR F ThEE

REREREFRENTRIFIUE

FEFIGTEREETRS  ELARARY —EER, ELERLAAFET HALRTEN AWS tk
FNMREEILSEALBEATEBRN S 2 EEE , AIBRESKRBRNER (AM ERENAG)
mE , TEAMEBEEMBAERF,

ATHREFRELERDATUCATEEETRE  FEAKKETI AWS ZEENFRMNEEER, 0F
AEA , F2E IAM £ E 5 R Ay O fE A & RTEETE

BRTbillingconductor: *#PRZ 4 , pricing:DescribeServicesiEEERTERAIET ,
dorganizations:ListAccounts B4 A HERZZERNRAREHERZRS,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"

I

{

"Effect": "Allow",

"Action": [
"organizations:ListAccounts",
"organizations:DescribeAccount"
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AWS FHEIEE ERAEER

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"
}

IETFEEREH AWS CLI 5L AWS API TN ERE RFFRETEAER, Rz , RFAFFR
REBERIITZ APIEENBERATT,

RERETE API W BEFEE
HLEHIP | ERE IAM BREIREES AP W TBEFEUE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
}
]
}

REEEEIRANERTEUE
HLEHIP | SRE IAM BEREIREEETRANERTIE,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
5o B BRI 46
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ERAEER

"Action": "billingconductor:List*",
"Resource": "*"

},

{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"

.

{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"

}

EBREFRESREFTEI RS FIE

FEREFH , IAM BERTUEBHIRETZANIRER RN RBEEREER.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling"

1)

"Resource": "*"

}
]
}

EiB AWS RANAEBRERETETEFIE

ELWEHH , IAM BERUTLEBHIREFZATHN "HANMARRE ) EERNRBRERESR

o
{
"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling",
"cur:DescribeReportDefinitions"

1,

"Resource": "*"

REFFEREESHEABBENI RN FEUE

FELEHFIF | IAM BB EH4EE AWS Organizations API EEMEEFEE K SEEEXREEERYIR
ERARFEAABEN (OU) IREFTEMN. EA OU ThEEMIA AWS FHEEEXEA L,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListRoots",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListChildren"

1,

"Resource": "*"

}
]
}

IE4BIRE M Cost Explorer TR X B {HE N AK IRFEFIh8E

ELEHH , IAM EREIEBFHAIXEREEANRBEMIIE, LEKIFERRFNER RS
bR AT BEBITRY BN B

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Deny",
"Action": [
"aws-portal:ModifyAccount",
"aws-portal:ModifyBilling",
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"aws-portal:ModifyPaymentMethods",
"aws-portal:ViewPaymentMethods",
"aws-portal:ViewAccount",
"cur:GetClassic*",

cur:Validate*",

"tax:List*",

"tax:Get*",

"tax:Put*",
"tax:ListTaxRegistrations",
"tax:BatchPut*",
"tax:UpdateExemptions",
"freetier:Get*",

"payments:Get*",

"payments:List*",

"payments:Update*",
"payments:GetPaymentInstrument",
"payments:GetPaymentStatus",
"purchase-orders:ListPurchaseOrders",
"purchase-orders:ListPurchaseOrderInvoices",
"consolidatedbilling:GetAccountBillingRole",
"consolidatedbilling:Get*",
"consolidatedbilling:List*",
"invoicing:List*",

"invoicing:Get*",

"account:Get*",

"account:List*",

"account:CloseAccount",
"account:DisableRegion",
"account:EnableRegion",
"account:GetContactInformation",
"account:GetAccountInformation",
"account:PutContactInformation",
"billing:GetBillingPreferences",
"billing:GetContractInformation",
"billing:GetCredits",
"billing:RedeemCredits",
"billing:Update*",

"ce:GetPreferences",
ce:UpdatePreferences",
ce:GetReservationCoverage",
ce:GetReservationPurchaseRecommendation",
ce:GetReservationUtilization",
ce:GetSavingsPlansCoverage",
"ce:GetSavingsPlansPurchaseRecommendation",

tl\
f

AN
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"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansUtilizationDetails",
"ce:ListSavingsPlansPurchaseRecommendationGeneration",
"ce:StartSavingsPlansPurchaseRecommendationGeneration",
"ce:UpdateNotificationSubscription"

1,

"Resource": "*"

1]
}

MESMED, BB AWS BE SREERAE,
AWSAWS IREFEMETEBEE

EEMECRE,. FENSCNER , £A AWS SEENRAILLACRERAUERS. EY IAM &
FEXERREERENERAE K MIEBXRTALNEBRRUERENTFT, EERERKRERD , &

ALAERERME AWS REBKR, EEBRXREEERNEARS , WAl HEEHN AWS IRFFEM. NF
AWS ZEBRNFMET , F2E IAM E£REEREPHAWS ZEBX.

AWS IR EHENER AWS ZEERRIE, LELZBE AWS SEERBPHER, REEES
£ AWS ZEBRPHMEBEMEF AU EHN . KEENENEXECERBRNAMES 285 (£
A&, B#ENA.), ENNERBTRETHE  RBRAIESER AWS SEBX, BREFSRE
AWS ZSEENBRBRER , AEBREFTFESRIERBTOER.

A, B AWS XEEZ @R THERENZEERA, i1, ReadOnlyFE AWS EERAIE R
A AWS IRBMNERNHERFIE, ERBABIINER , ER/FMERMEIRI AWS HIHEEH
R, MEEBBEIKRNBFENRR , F2H IAM EREEEHEBREIHBENAWS ZEHBX,

AWS ZEEKEE . AWSBIlingConductorFullAccess

5 AWSBIllingConductorFullAccess EEHRERETH AWS STEEEIZAM AP W BFEE, &
RAERLUSE, BZFMER AWS FTEEXEER.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"billingconductor:*",
"organizations:ListAccounts",
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"pricing:DescribeServices",

]

"Resource": "*"

AWS ZEEFRE : AWSBIllingConductorReadOnlyAccess

AWSBIllingConductorReadOnlyAccess ZEEM R ERE AWS FHEEEFEA M APl (KB FE
B, FRAETURENIIERE AWS SHEEEER. FAEEIEISMBRER.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "BillingConductorReadOnly",

"Effect": "Allow",

"Action": [
"billingconductor:List*",
"organizations:ListAccounts",
"pricing:DescribeServices",
"billingconductor:GetBillingGroupCostReport"

1,

"Resource": "*"

}
]
}

AWSAWS ZEEBRNWIRETEEH

BIBBWRERRERELBE LR, AWS IREIEE AWS EEBERNEFRFAER. NFEEHELE
HE2FENEBHETR , FiIHE "AWS IREFTEXNHERRH) AEH LN RSS HE,

2% iR B #
AWSBIllingConducto E#i8GetBillin 20242 A8H
rReadOnlyAccess gGroupCos

tReport FAWSBillin
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gE

AWSBIllingConductorFullAcce
Ss

AWSBIllingConducto
rReadOnlyAccess

AWS BERMIREER S F 0%

iR
gConductorReadOnly
Access [RAl,

B AV R BE

B AR

AWS FtEESHKRERE
AWS S EBBENESE,

AWS Billing Conductor & 5 2 B 5 & {5l

ES |

« PR#I Amazon S3 RFETEEY4SE IP Hbut By 177 EUE

PR %l Amazon S3 RFETRR¥E 4 E IP Hbut B 77 EURE

THEHEHFTRTEACERE , UHEEREFEFETNYHHITEM Amazon S3 BE. TR , E
RYUBRERREPAEER IP #ut&E,

B

2022 3 A 29 H

2022 3 A 29 H

2022 3 A 29 H

HERIR R P RS EE B L FF 2 Internet Protocol Version 4 (IPv4) IP i3t By 54.240.143.* §5E , B8

—{EBI7 : 54.240.143.188,

ElCondition# A IpAddress#NotIpAddressiFHFFaws : SourceIpHiE , ER—1E AWS
BiR4E., NEERELRERIBNFRERN A F2REEFRIFHEE. aws:sourcelp IPv4 H
SEMAFRE CIDR Rk, WEFMER , F28 (AM EAEERE) BW IP iR EEF,

{

"Version": "2012-10-17",

"Id": "S3PolicyIdl",

"Statement": [

{

"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
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"Action": "s3:*",

"Resource": "arn:aws:s3:::examplebucket/*",

"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188/32"}

}

}
]
}

5t HE#E AWS Billing Conductor & 2 F117HL
FERATYEA TG EZE NS EFRAREEEN IAM BUEEBRNE R BE,
&

s BREREEMEREPHTEE

o BREREHIT iam : PassRole

« REAFERIREUNNAEETREN AWS IREEEER

BREREETBEETHTEF

R AWS Management Console FFEELEHTHENERE , AEBXABKERBUSKRHE, &
NWEESRRUEFEAESBIBRHAL,

E mateojackson IAM A EERFER T A RWIREB 14N MER | B8AEBilling
Conductor:GetWidgetfERE , MER4ET & HIEEES,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: Billing
Conductor:GetWidget on resource: my-example-Billing Conductor

FEHBERT , Mateo BFF REEESEMMHBUER , AFFMER my-example-Billing Conductor
E){EfZE Billing Conductor:GetWidget &R

RKEEEEHIT iam : PassRole

MRBINB R EREHTiam: PassRoleBMEMNEEIRALE , BLEAEFHRLA , UAKFZEAREER
REEES,

Bl AWS R AR ACEERXEY  TTRRUFNESACIRSELAE, NEY
TR CAEREERCEEERRBHHT,
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EZAN IAM EAEmarymajorEREA TR EEIREEERTHTEFR , ERETHIEHIE
R BR , BFEFERBEEMBRBALKR TN T, Mary REKACEEEZBBHTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary WBERAAEH , AFFMEIIT iam: PassRole Bk,
MREFEHRE , FHEEN AWS RREES. CNEESREENEZRRE.
BEAHBIRFPUANAEFTEREN AWS tREEEER

BUNRY—EAE  BEMKRFHINEREIEEBNATNASFIENER, BT UIEEZ R
LEFUHDEZRAR, HHIXEERERNBERIFIUEHIEE (ACL) MR , &R LUE A ARL K
RRE T AEFRUENE R,

-

Epl

NEE-LSTH A F2RUTAE

- TERMITEEEREXEELINEE , FSE U IAM AWS Billing Conductor & HL £ A,

- BETHRIMARMEHEEAEEER AWS tRF NEFEIE , 528 (AM A EER) P 8#EN5S
— AWS 1R F 18 IAM £ A & R 7 EER,

- FETHRIMIEERFRERMEE=S AWS IRF |, 28 IAM EREEEFHNREME=S AWS
MR P AN FEHE,

- FETHRINMEBMES S RMUEFIE 6 F2H AM EAEEEFNEFIERHEENDBETS
SRENEAE BEED).

- FETHMEAAGHERERRETBIRFTNCEANER , F2H IAM EAFEEEYHN IAM A€
HEREBENEER,

AWS IR EE F & AV &k FN ES 42

B RS AWS RS TR, TRARAMENESMARSBS . HLETLTAREREH AWS 51
ISR

AWS A EAE R SRS

AWS AN A EHRESFEHREN AWS ERER , LRHEELIRFHEBENAGER. SERSEHS
SRERFHERNEE AWS ER. FREENEXNE—HASHAME AWS B, ETLEFT
TAWS AL M THEREG. | MRIKTIRARBET.
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AWS Billing Conductor 2R &S AWS CloudTrail , AT ERE. AR AWS FHEISESRBEFT
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A CloudTrail , BRI LA¥I BB B AWS illing Conductor I2HHEVESR, RHERH IP ik, BHEERK
AB., REERNER , ARHAFHER.

EEH#— 7 # CloudTrail , FZ2EEAWS CloudTrail &M,

AWS Billing Conductor CloudTrail 4

g FE R B2 Billing and Cost Management 8 CloudTrail B4 TEFE,

EHEE E&
AssociateAccounts  AStRF BB EINREEFE,

Associate o8k EE R R EE 5 RAVEIE
PricingRules

AutoAssoc FOERIR FEEIREE XA MY B BYREES

iateAccount

AutoDisas ET—{EREBHRA , SL&KiRFEIREHFHAN B BEUEERR,
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FROERIREREN R,

SRS EITTEE R,

RGEES RN,
REEERNRT,
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FOSkMPBREETITEE .

R EES RN,
SRR EER M.
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SRRIEERHATIES 1D M 72EVE,
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FErEAM A RIRE RN FEUE.
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EH/EB E&
UpdatePricingPlan fEHBEEBHFRNEH.

UpdatePricingRule  FEHEERBNER.

AWS 1REFE B EF CloudTrail

CloudTrail FE&RIZIRS AWS tRF KA. EEBE AWS A BEERRARK  2FBHTHE
CloudTrail B ELCSKFHHM AWS REEHF —REHFESHT. BUUEE , #RATHRKITH
S AWS RF, MFFMEFR , FSELEA CloudTrall SHERELEHMR S

HABHNEHNIFERE AWS IRE |, 1 AWS SHHERENSH |, BAIE—ERKR. Bt
CloudTrail #& B 558X 7% Amazon S3 7T, MR , ERETEADEERE  2EltE
EREREN AWS EiF, iﬁmﬁﬂﬁﬂlﬁ AWS ZEFFEEENEH , Wi§AFEESEERERIEEN
Amazon S3 fFEFETE., A |, BETUUREE M AWS RFE , Ll — L 247 CloudTrail o8& W ER
EH4ERYEREITE, ﬂﬂ%#%ﬂiﬁnﬂ HEZ2ETIRA
- BEIEHIEVELE
o CloudTrail X ENREHEES

Z%E Amazon SNS &I CloudTrail

2 EEEEW CloudTrail BFEX 41 Z @R F#UW CloudTrail B X4

B AWS ST EX EBFIIMEEH , CloudTrail ¥EEHEAWS IREFE API 2EH,

B—E£S4NAFERNETEELBRENEN. SoEATHBEHETHEIE

- EREFEHREABEAELIER AWS Identity and Access Management (IAM) £ & & A &2
o

- REBRBRE , REFATHREACEHMS I EAENERRLRBRE.

- EREEFHHEM AWS R,

I

MEFHME , 2B CloudTrail £ userldentity JTTE,
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AWS FHEIEE ERAEER

BRAE AWS FTEERCHIEERE

EBME—EERE  TESHULAFENTEEEREIEEMN Amazon S3 #FErEE. CloudTrail iR ##E
TE—RZEEHFEE, EARRRKEFEARENE—FR , SEEEERWEREE , BEN B AN
B, BERSEEEE, CloudTrail BREXHTR2AHE AP FAAMNEFHERRE , KiteMAgLMEM
BEIERFE R,

&

« AutoAssociatetk5E

« CreateBilling5E &

AutoAssociatetR 3%
T 5| %5588 R REAutoAssociateAccountBYERY CloudTrail 528%1EH .
"eventVersion": "1.09",

"userIdentity": {
"accountId": "111122223333",

"invokedBy": "billingconductor.amazonaws.com"
},
"eventTime": "2024-02-23T00:22:0872",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "AutoAssociateAccount",
"awsRegion": "us-east-1",
"sourceIPAddress": "billingconductor.amazonaws.com",
"userAgent": "billingconductor.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"requestID": "1lv14d239-fe63-4d2b-b3cd-450905b6c33",
"eventID": "14536982-geff-4fe8-bh18-f18jde35218d0",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"requestParameters": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666",
"AccountIds": [
""333333333333"
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"responseElements": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"

}I

"eventCategory": "Management"

CreateBillingE E

T 5|8 H|FE R ~&CreateBillingGroupE4EHY CloudTrail iE8&EH .

"eventVersion": "1.08",

"userIdentity": {
"accountId":"111122223333",
"accessKeyId":"ASIAIOSFODNN7EXAMPLE"

},

"eventTime": "2024-01-24T20:30:03Z2",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "CreateBillingGroup",

"awsRegion": "us-east-1",

"sourceIPAddress": "100.100.10.10",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.465
Linux/4.9.124-0.1.ac.198.73.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.192-b12
java/1.8.0_192",

"requestParameters": {

"PrimaryAccountId": "444455556666",
"ComputationPreference": {

"PricingPlanArn": "arn:aws:billingconductor::111122223333:pricingplan/

TqeITi5Bgh"

},
"X-Amzn-Client-Token": "32aafb5s-e5b6-47f5-9795-3a69935e9da4",
"AccountGrouping": {

"LinkedAccountIds": [

"444455556666",

"111122223333"
]
},
"Name": Mk kil
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-

ErrorMessage,Date",
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"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"

I

"requestID": "fb26ae47-3510-a833-98fe-3dc0@f602gbs9",
"eventID": "3ab70d86-c63e-46fd8d-a33s-ce2970441a8",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"

AWS IREFEMN S HR B E

BB ARETE AWS RBNZEMRESRYE  FRZTHAWS SRFTEN 2. AWS IR
BEFXFETEMREM AWS §RFHENEER.

MERSESRITEEEN AWS REBE |
F, BESBEAWS REETEIAWS,
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