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ER AWS CloudFormation Guard ?

AWS CloudFormation Guard = — R REHHNEARBRNEBABTEIE, Guard wH5IRE
(CLI) #ftsimple-to-use EE S MRS EMIFFES (DSL) , TARBBERREZEARERNSE, Lbi , B
FH CLI &5 , BIBELRBEBFBEBLMBE JSON 5 YAML EXl, Guard thiR2 R E TRIFHER
B, URFBENAAIE NTARREE,

Guard &5 CloudFormation SN B MFEEZHAFNWEBMHE, B LMEA cin-lint TEXEH AL
BITRIERE,

Guard FEM A REHEH H T, LA LUEA CloudFormation Hooks %17 {a] AR B3 i B 35 154 5
17, B EEhHEREERE,

MFE AWS CloudFormation Guard BZ R FEMEFA , 5528 Guard GitHub /@77 E.

FE

- BRFE—IX Guard ERHEN ?

« Guard Ihgg

- ¥EBLEA Guard B2 CloudFormation Hooks
- FEX Guard

- REEH

WBE— )% Guard FREE ?

MBHREE—REH Guard , EBEAREBUTES

o 5% Guard — AEFR AL % Guard, EIB Guard , BRI LAEH Guard DSL 2B BERHREA| |, iR
RIS L H BIERTE JSON = YAML A MEBILER,

o #E Guard 78 - ANEFIR AR E R R B A EEER

« JHIE Guard 8| - AEIRMUFMNZSHER  ARAEEWER | BB eSS NTEHAREE
WIRIEH QB R/ JSON =& YAML BREBILER,

« RIE Guard RABRFBBAEF - AMRHUFMANZELHER , RERBHRAEE JSON = YAML #£3
HER{ILER

« Guard CL| 2# — A&i57 80 Guard CLI F A &S,

HRE— R Guard ERER ? 1


https://github.com/aws-cloudformation/cfn-python-lint
https://github.com/aws-cloudformation/cloudformation-guard/
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Guard Ih#g

/8 Guard , BT LURE BURR BISRER = 1E{ JSON = YAML BRHEB(LER , AFEETFER
AWS CloudFormation &4, Guard XEBRBREN TEend-to-endi¥h. BAETHEEBEEHFERE
A

- EHHEENER (EBHIE ) - BERARFABZLNSRAREERNBERAA , BEERR
ARG (1aC) EB M RBEHES, Fluw , EeILERR CloudFormation #7%, CloudFormation
BELE. JSON E Terraform #HREFE R Kubernetes #HEE,

- Detective EEEMEH - RFBELEEERE (CMDB) ERK—2ME , Hlan AWS Config A #E#E1E B
Cls), 4N , BAE% A &7 LAfE A ¥ AWS Config Cls Guard BURHIFEEE =52 AWS FMIFIEAWS
ERMMEE, ERBKER , UARBRIEE.

- BBLE -BREFELBCHRLEMN, HlW , BRIBEKFAEF CloudFormation 8F 5 | LAF;
IFEHERRAWESE | flanEFHaA Amazon DynamoDB &E#l &K,

B E A Guard B2 CloudFormation Hooks

BRI LAME A CloudFormation Guard #£ CloudFormation Hooks A2 425, CloudFormation Hooks mJ
Z &1L CloudFormation 23, E#=iMIEREE/E , LA& AWS Cloud Control AP| 23 s E#ig{EZ 81 ,
EHERFIFITIEM Guard FHEl, ARTEKRENEREEFSEBNZ SN, EEMEARELRE

'

WME A E A Guard #E CloudFormation Guard Hooks BYEEMIE T , 552 BAWS CloudFormation
{Hooks A &¥ER) HH Write Guard #& 838514 Guard Hooks HI &R

FH Guard

ZEFH Guard DSL Ml# 5 |, BN ALRHE Guard CLl, MNFERE Guard CLI WEHAE |
Guard,

s
9
g
a
i

EER

BEEENRA  YEAERRAARSEHMBRA, RHMAHR A T2 AR NRE,

Guard Th#g 2


https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
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£%E AWS CloudFormation Guard

AWS CloudFormation Guard R B /RBHHESFIRE (CL). EALRMUEE, FEMINES |
DRBREBERAA , WARBELHRARBHEECREERN JSON M YAML EXl, ELH AT AR RE
Zett, ERSEHEBNARBERER, ERLEERXNENTURKERABRXBNERERS K, F
m B LLEMNRAl , LIREREM —27 CloudFormation #2452 37 fZ#KY Amazon Simple Storage
Service (Amazon S3) EFITEER,

THIERER A AR IBNEZERFER AWS Lambda BB L% Guard BAEBEF.

i

F

« 28t Guard for Linux 1 macOS

o &# Guard for Windows

o &t Guard A AWS Lambda B E

Z8t Guard for Linux Al macOS

RO LAERTELEBIRIT - # M. Cargo 5iEiB Homebrew , AWS CloudFormation Guard %
Linux 1 macOS %## ,

RELEENRITENMNERE Guard
FRATIEFREAELEZEN ZEMNERE Guard,

1. PR IRE , AT TSRS

curl --proto '=https' --tlsvl.2 -sSf https://raw.githubusercontent.com/aws-
cloudformation/cloudformation-guard/main/install-guard.sh | sh

2. BTG ERIEEPATHEE,

export PATH=~/.guard/bin:$PATH

HR BB ELHE Guard EREPATHEE],

(B ) ZEEME Guard WRE | FHT TGS

EAR Linux M macOS 3
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cfn-qguard --version

wREEETYEE

cfn-qguard 3.0.0

& Cargo Z & Guard

Cargo 2 Rust EHEEE, BXK T TERLIZ S Rust , EAEE Cargo. A% , #& Cargo &8
Guard,

1. REREEBTTIGS , XKBEE LHIETRZE Rust.
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
- (R ) B Ubuntu IRIE , BT T IIa o
sudo apt-get update; sudo apt install build-essential
2. RELHPATHEREH , Y HTTIIGT,
source $HOME/.cargo/env
3. EBE%RZ Cargo WERT , BT T IS RZE Guard,

cargo install cfn-guard

HER . BEKIIEE Guard,

- (BA) EEMR Guard WRE , BHT TSGR,
cfn-qguard --version
WEEERTI@EY

cfn-qguard 3.0.0

& Cargo %% Guard 4
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# Homebrew Z 8¢ Guard

Homebrew & macOS # Linux WEHBEEBE, TN FHIZTBRLULEZE Homebrew, A% , 1%
Homebrew &% Guard.

1. REEEIT TGS, WEEEE LA TRERE Homebrew,

/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/
install.sh)"

2. TEBEZ%Z% Homebrew IR T , MIT OGS RELE Guard,

brew install cloudformation-guard

HR . BEKIIEE Guard,

«  (BA) ZBEMER Guard W&EE | BHT TG

)
dp

o

cfn-qguard --version

wREEETYEE

cfn-qguard 3.0.0

%4t Guard for Windows

& A LL3EI® Cargo = Chocolatey AWS CloudFormation Guard & Windows &2 ,
AR

EERGOHAEEE Guard , B4 EZRE Build Tools for Visual Studio 2019,

1. fEEAR Visual Studio 2019 KW E T B YL T & Microsoft Visual C++ BZE T &,
2. HMITZREREN , RARENFERE.

# Homebrew %% Guard 5


https://visualstudio.microsoft.com/downloads/#build-tools-for-visual-studio-2019
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& Cargo %% Guard

Cargo 2 Rust EHEEE, BER TS EBRLZE Rust, HHPEE Cargo, A% , i Cargo ©#
Guard,

1. T & Rust, REHIT rustup-init.exe.
2. RWSRRP , BEFE1, EREREE,

TEEERTIEE -
Rust is installed now. Great!

To get started you may need to restart your current shell.
This would reload its PATH environment variable to include
Cargo's bin directory (%USERPROFILE%\.cargo\bin).

Press the Enter key to continue.

3. BFETHTE , FF1R Enter #&,
4. HEBZR% Cargo WIERT , BT T H B R ZEE Guard,

cargo install cfn-guard
"R BERYZE Guard,
- (EA) EEMRE Guard WRE BT TS,
cfn-guard --version
WHEERETHES

cfn-guard 3.0.0

# Chocolatey Z# Guard

Chocolatey & Windows E4EE &, T/ TIFZ BRI LS Chocolatey, % , #& Chocolatey &&&
Guard,

& Cargo %% Guard 6


https://forge.rust-lang.org/infra/other-installation-methods.html#other-ways-to-install-rustup
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1. BEARIEEZE Chocolatey
2. &% Chocolatey % , BT T H o S RELE Guard,

choco install cloudformation-guard

#HR  BEKIIZE Guard,

- (EA) BEEW®FE Guard WLHE | BT T T.
cfn-guard --version
WEEERTHES

cfn-guard 3.0.0

8 Guard A AWS Lambda B

IBALLER Rust EHEE S AWS CloudFormation Guard Cargo #1T% %, Guard as a AWS
Lambda function (cfn-guard-lambda) 2 Guard (cfn-guard) BEHNEREIEEKRN , ATHE
Lambda jlﬂsio

ERY
BB MR T Y SR | FEERS Guard 28 A Lambda BRE :

« AWS Command Line Interface (AWS CLI) ERE AISFEMIWA Lambda BB, MEFME
A, FSEERE AWS CLI,

« AWS Identity and Access Management (IAM) ) AWS Lambda #1TA &, MEFHMAE
BIAWS Lambda #1TAE,

« 7£ CentOS/RHEL IREH , #musl-libcEHREFENIEE LN yum fBRE, WFEFMEENR ,
ngompa/musl-libc,

%II
s
B

3
W
8

Z#E Rust EHEES
Cargo = Rust EEEE, FER FHITRBURE Rust , HFEE Cargo,

1. REREEHTTIST , ARKREE LHETEE Rusto

EA AWS Lambda B & 7


https://chocolatey.org/install
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://copr.fedorainfracloud.org/coprs/ngompa/musl-libc/
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curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
- (EA) HRM Ubuntu IRIK¥ , BT TFIGH

sudo apt-get update; sudo apt install build-essential

2. RELWPATHIRESE  WHIT TGS,

source $HOME/.cargo/env

1% Guard &8 & Lambda BI& (Linux, macOS T Unix)

BEA Guard £ Lambda BI®l , B T HIF R,

4,

1. RENTSRHEEHT TGS,
cargo install cfn-guard-lambda

«  (ER) BEERPA Guard R# A Lambda R,

:I:I'*

)
dp

BEET T

cfn-guard-lambda --version

WHEERETHES
cfn-guard-lambda 3.0.0
2. BEREnSIZE , BRI TGS
rustup target add x86_64-unknown-linux-musl

3. fERA ZE musl , REEKFREPHAIT TG,

cargo build --release --target x86_64-unknown-linux-musl

HREFTHITE , AWS Lambda EELEEH zip BREFBEA bootstrapMAIHTHE, EE
LW HTREEF®ESB cfn-lambda , bootstrapAEBISHIIEBE zip HIFE,

# Guard £ % Lambda BEHE 8


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
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o HM macOS RIE , B Rust ERMIRE &K BRI BN EMEREER~/.cargo/
config.

[target.x86_64-unknown-linux-musl]
linker = "x86_64-1inux-musl-gcc"

4. BF Acfn-guard-lambdaiR B .

cd ~/.cargo/bin/cfn-guard-lambda

5. ERHEBHHMIT TG

cp ./../target/x86_64-unknown-linux-musl/release/cfn-quard-lambda ./bootstrap &&
zip lambda.zip bootstrap && rm bootstrap

6. #MITTH&S , L Lambda BMBcfn-quard B D IRREEMWIRS,

aws lambda create-function --function-name cfnGuard \
--handler guard.handler \
--zip-file fileb://./lambda.zip \
--runtime provided \
--role arn:aws:iam: :444455556666:r0le/your_lambda_execution_role \
--environment Variables={RUST_BACKTRACE=1} \
--tracing-config Mode=Active

EENBHIT Guard A Lambda EHE
EZEWNAL Lambda BB cfn-guard-lambdaiZ XK , BHIT IS T

aws lambda invoke --function-name cfnGuard \

--payload '{"data":"input data","rules":["rulel","rule2"]1}' \
output.json

Ol Lambda BREGERERE
f&Rcfn-guard-lambdaZER LA T :

« data - YAML = JSON #iZ4<HY £ & iR A
e rules - RAIERRNFERAX

BEMHT 9
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£/ Guard % BI#Y So R IR+ M BLE

REFREUSERENE JSON 5 YAML B XNERERE, AEMERERUNZO Guard E%. I, ©
BT SFMAER , RENAE RS ECARMINRERAL

&

- BEHRHG

« {#8 Guard 15 B E

- B®E AWS CloudFormation Guard # &l

- BIE AWS CloudFormation Guard #3 8l

- 1R#% AWS CloudFormation Guard #% BB f& a1 A & %

AR

BB R Guard R YIRE (CLI) , FEEMFEA Guard ME4SEES (DSL) BEBURR A, WFEH
MER , FSEERE Guard.

£ Guard R Blgy ¥ &
5 Guard i , B EFEEHTTILSE :

1. % JSON = YAML B ERHETERE

2. B Guard BUR#Al, MFEFMEF , F2RHRE Guard FH A,

3. A Guard testm T RBEBFLNR ST NFEMBEE. WFRETAHANFRES , F2E AIE
Guard & 8l

4. £/ Guard validatefs s , RIFH AEEEH JSON H YAML BXER. MEFMEN , F2
BRI Guard RAIBRT@WAEE

#E AWS CloudFormation Guard #3 &I

#£ & AWS CloudFormation Guard , # Bl 2 policy-as-codeiR B, EALAEH Guard BESEES
(DSL) #EHR Al , LB JSON = YAML XM ER,. HAHB FaEK.

&R LA EM Guard DSL BARR AR FIEAEANRERERNMEXFERS.

DRRM 10
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BUURIZERAER  IRESEARAUE, RASTREH S ERAERERKRE JSON
YAML XV E R

&

- 74

- & FATEAEH

- & FATPEREEF

- & FHAHERETAS

- BHFAE

« ¥E# Guard FHBIFEHAEHR

« E# Guard ZHHEZ

« & Guard RAIFIERNSEEH
- EFREEEHBIER AWS CloudFormation Guard
- BEFAUHITABSBAT

T4

F AR A true (PASS)  false () WA MREXFAIL. FTAEASHNVER FREBMEE , 1T
E-EHLBEFENETERET,

Unary F a8 €541

T 5 unary FAETFMEEERERTcpBlockedPortsZ,
InputParameters.TcpBlockedPorts not empty
T %) unary FAEFFE ExecutionRoleArn B RBBZFE,

Properties.ExecutionRoleArn is_string

b - 3 v T O R

T 5 = F g BucketName BMHERBIEFH encrypted , BRANE R,

Properties.BucketName != /(?i)encrypted/

T 5 =t FaE5E{E ReadCapacityUnits BHRE/NAHER 5, 000,

4 11
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Properties.ProvisionedThroughput.ReadCapacityUnits <= 5000

BE Guard # 8l FAIHVFES

<query> <operator> [query|value literal] [custom message]

Guard i 8l F A B

query

% () SBORES , BADEMERN. SHREXTUSEHREFERES , UPTET R,
EHALUSTAEY , AECTURE X, TERARTNR S SETH  ETALERE
R

NFERBEHNGENFRER  F2REEEHNEE,

PVE .2

operator

B EEHRENETR —EMER F. —EMEREFHNAEMR (LHS) XAREH , mMAMRI (RHS)
HAREHMREREE,

XEN"ENVEET == (FR) |!= (FTFR) |>(KR) |>=(KRER) |<(PR) |
<= (PRIER) |IN(EFRRX [x, y. z] WBEEHR

S EH Unary BE ¥ : exists|empty|is_string|is_list|is_struct|not(!)

PVE .2

query|value literal

EHRZENHEEER , HIW string= integer(64),

XENERE :
- IEEARER : string. integer(64), float(64). bool, char, regex
« $RiZ integer(64). float(64)z BENMEZEMAcharsiBEE , RT7A !
« r[<lower_limit>, <upper_limit>] , H2EEARE TR EKXHWEME :

lower_limit <= k <= upper_limit

« r[<lower_limit>, <upper_limit>)k , HEEFEARE FIREXNEME :

lower_limit <= k < upper_limit

¥4
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e r(<lower_limit>, <upper_limit>] A6 E2EZFEARETIREKXWEME :
lower_limit < k <= upper_limit
e r(<lower_limit>, <upper_limit>), WJERERZE THIREKXWEME :
lower_limit < k < upper_limit

- SRBEGRERNEBES (HE). flW:

{ "my-map": { "nested-maps": [ { "key": 10, "value": 20 } 1 } }
- ERMEA o RABHRES| 2R A fE S

HE  RHER ; EACEVERETRALE,

custom message

Rt FAMHBREANTH, AEEETE validateM testm THFMBLP , BBIR T HSE
EREE R ERRIFE

VE B

Bk FATEHES

NERBEMNET  F2HE EEEHNEEN £ Guard RAPERMNSEEH,

E FARERERT

LA 2 CloudFormation 4 Template-1f BV &ifiTemplate-2, A7 REFEAZENEE ¥ , A&
FHRESEANFIESEELEHFIEL,

Template-1

Resources:
S3Bucket:
Type: "AWS::S3::Bucket"
Properties:
BucketName: "MyServiceS3Bucket"
BucketEncryption:
ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: 'arn:aws:kms:us-

east-1:123456789:key/056ea50b-1013-3907-8617-c93e474e400"

i FATERER 13
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Tags:
- Key: "stage"
Value: "prod"
- Key: "service"
Value: "myService

Template-2

Resources:
NewVolume:
Type: AWS::EC2::Volume
Properties:
Size: 100
VolumeType: iol
Iops: 100
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: us-east-1
Tags:
- Key: environment
Value: test
DeletionPolicy: Snapshot

5 unary EE W F &5

« empty - MEEERBAE, BUUNUERAECRBREEHERBEENTREDLHE , BAETHEER
S, CREERATCRREFREEHIRBERETH ("), NFEFMER K F2HEEEEHNE
EO

THTFaEREHELAREERT —RZEER, ©2ME , PASSHAEEEE IDHNE
RS3BucketRE RFEZWTemplate-1,

Resources !empty

T FaehtEERER o EE —RNZEERS3Bucket, EEFHME A& , PASSEA $S3Bucketf
MEA Tags B EENEHTemplate-1,

Resources.S3Bucket.Properties.Tags !empty

« exists-MEEHANEELRETES E , LA TUAREMR != null,

T FTAFEREE T 14
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T FAERELREH E& BucketEncryption B#S3Bucket, ©EF L , PASSHA
BucketEncryption 27 S3Bucket® A E&MTemplate-1,

Resources.S3Bucket.Properties.BucketEncryption exists

(® Note

empty M not existsBEEREF R AERKTM true EREXRBMSR

S, i, MRKRE WEARFERE PropertiesEERS3Bucket , Bl F 4
BResources.S3Bucket.Properties.Tag emptyf &5 true, exists fl emptyR&E
TEEHRARPETXHF AN JSON EERER, EMEFABEHEMEEER  BEEREL
A&

« is_string-BEEHANBELRREAR stringHE,

THFAERERZEA S3Bucket BEIRH BucketName BMEIEEFHRE, ©EE A& , PASSEA
FHR{E"MyServiceS3Bucket" 2% BucketNameH & 5 EM Template-1,

Resources.S3Bucket.Properties.BucketName is_string
« is_list-REEHNSELRREA listFHE,

THFAERERRA S3Bucket BRI Tags BHIEEEE., ©flft A& , PASSEHATE TagsH A
EBE 7T mER/EHTemplate-1,

Resources.S3Bucket.Properties.Tags is_list

« is_struct - BEETHNERELBEBERIEEAEBLLESR,

THFARMERETA S3Bucket BRI BucketEncryption BHEEEREBILER. ©BF
f& , PASSE A BucketEncryption 2R F#ServerSideEncryptionConfigurationE
B|A pas#t I8 ETemplate-1,

EFOTERER T 15
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® Note

EEMBERERE | BALUER ( not ) EEFEE is_string, is_list#
is_structiE ¥,

EA-EERE FHN -5
ToFagMmE BS3Bucket&iRBucketName BHEIEENE RSB Template-1BEF & encrypt ,

ERAXNBRM, EEH4 FTMEA , PASSEAAEENRFITEB " MyServiceS3Bucket" T EBEF
& encrypt,

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

THFAEHRE PNewolumeERSizeBHIEEENER B Template- 25 EEHERW : 50 <= Size
<=200, E8FH A , PASSEA 100 2% FrigESize,

Resources.NewVolume.Properties.Size IN r[50,200]

Ty FaERE FNewVolumeERVolumeTypeBHIEEMNETemplate-22% A iol, io2=
gp3. TEFE A , PASSHA iol 2&¥ FTEENewVolume,

Resources.NewVolume.Properties.NewVolume.VolumeType IN [ 'iol', 'io2', 'gp3' ]

@ Note
REP W EHIER REFEHEERE IDs S3Bucket N HWEIRREHEH FNewVolume,
EREBEEAEAEER YA UEERSREHEEGEARERR (1aC) &4, ZER
E—MBANERZSHAFERNFTEAWS: :S3: :BucketER , REFEANEATLRAR
Resources.*[ Type == ‘AWS::S3::Bucket’ ], MEFHMEN , FSE ExEHMNE
2 DB AENFMEN , YIRE cloudformation-guard GitHub fEFEF W EHI B #%.

E FARERABTAR

ETHEHIF , B9 FATemplate-28EBFTAE,

= FaAREABRTARE 16


https://github.com/aws-cloudformation/cloudformation-guard/tree/main/guard-examples
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Resources.NewVolume.Properties.Size IN r[50,200]
<<

EC2Volume size must be between 50 and 200,

not including 50 and 200
>>

Resources.NewVolume.Properties.VolumeType IN [ 'iol', 'io2', 'gp3' ] <<Allowed Volume
Types are iol, io2, and gp3>>

X iG]

£ Guard B, BT ELRANSETFOSER BS (HMhandBE ) BSHET—EFIES.
B LA T a4

3
¢

# clause_A ~ clause_B ~ clause_C
clause_A
clause_B
clause_C

BEAUEE—EFI0or |OREREE |, £/ BREES FRIRET —EFa,

<query> <operator> [query|value literal] [custom message] [or]|OR]

f£ Guard FAF , SEFMEES | EEFTMGEBE. Guard RAITTLIEZS ¥4 (or|ORand | ANDHY )
AR |, F¥{EA true(PASS) = false()FAIL, EFELUR Conjunctive IEE R

T o6~ FaFFEIERF.

# (clause_E v clause_F) ~ clause_G
clause_E OR clause_F
clause_G

# (clause_H v clause_I) ~ (clause_J v clause_K)
clause_H OR

clause_I

clause_J OR

clause_K

# (clause_L v clause_M v clause_N) ~ clause_0O
clause_L OR
clause_M OR

a6t 1a 17
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ERAEER

clause_N
clause_0

FIELEH AERN T ATemplate-1EAILAER EERE0. FSELLTESH,

Resources.S3Bucket.Properties.BucketName is_string
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty

BB Guard #5 BIfE A [E 5]
ERER—EMEEFY. FENBATBRBANEENES, ERE=EHER ;

- BHESR
« when E#f
- BEZRAIER

EHER
LTRSS BEBEN FaTemplate-1, #EAREH T,

Resources.S3Bucket.Properties.BucketName is_string
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/
Resources.S3Bucket.Properties.BucketEncryption exists
Resources.S3Bucket.Properties.BucketEncryption is_struct
Resources.S3Bucket.Properties.Tags is_list
Resources.S3Bucket.Properties.Tags !empty

BEFITHNEAREXNT I HSER. LUAEHEARE  AETREYE  AREFHEDNKBES

BREN— AR TFITBRBANESEYE, TURBHEEN TFa5E , TSR,

Resources.S3Bucket.Properties {
BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct

FEBE Guard RAIEAER
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Tags is_list
Tags lempty

EEHERT  BERIEANEASRERRATINAR.
MECERAERNFREN  F2REEERAAELR,

\

when [Ef

&R LAfE A BB R A R A b AP fwhenE 3R , XA T,

when <condition> {
Guard_rule_1
Guard_rule_2

when BRFEEEwhenERKIBIE. condition  Guard RAl, REEREFEERSE true()
B, TEFEERPASS,

DTRU AEBRNE flwhenEMTemplate-1,

when Resources.S3Bucket.Properties.BucketName is_string {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

REEA IBENEBucketName R FEE | T i fhtwhenEBHR P H T8, MREERHN
ParametersEEHFSE A BucketName I8EMNE , W FHEHIFAR , AT ST AwhenERPH F
f,

Parameters:
S3BucketName:
Type: String

Resources:
S3Bucket:
Type: "AWS::S3::Bucket"
Properties:
BucketName:
Ref: S3BucketName

FEBE Guard RAIEAER 19
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BEHRAER

BA L A —EBRA RAE) BREE  AREHEMRAFSEZEEEELRIBER  BAGRRAE
¥, Named-rule E¥EERA T HER.,

rule <rule name> [when <condition>] {
Guard_rule_1
Guard_rule_2

}

rule BRFEREEERA R ERRENFE,

rule name RAETERNFSE , A —BAEZHRBER, EREFEN Guard RAIEHNER.,
FEREAT , Guard RA—FAIEFA. EHEHR,. whenEBRF name-rule B, HREIZBAIAHKR
SEHRERNBFRETEER | ETWEE Name-rule BRTTEEFH. HAZEBIRME validateH
testin FEEPRAXBNEBASR, RAZBEERAUBERNTLAELED , BRERNOFTMHARE
(FAIL. PASST} SKIP) —i2HER. S BT EHI,

# Sample output of an evaluation where checkl, check2, and check3 are rule names.
_Summary__ _ Report_ Overall File Status = **FAIL**

**XPASS/** ¥ XSGKIP** **yyles**

checkl **SKIP**

check2 **PASS**

**FAILED rules**

check3 **FAIL**

B EEwvhenBRY KRR ERUBBWRE N LFMS , UBKRGEAXFTHEERZRRAESR.

UTRAEEa I mNEFwhen[E#,

rule checkBucketNameStringValue when Resources.S3Bucket.Properties.BucketName is_string

{

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

ERERRAER , LRBARENT,

rule checkBucketNameIsString {

FEBE Guard RAIEAER 20
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Resources.S3Bucket.Properties.BucketName is_string

}

rule checkBucketNameStringValue when checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

R LAMEREAM Guard RAIREEFEAL 7 EERRAER, AT 2EEELH,

rule rule_name_A {
Guard_rule_1 OR
Guard_rule_2

rule rule_name_B {
Guard_rule_3
Guard_rule_4

rule rule_name_C {
rule_name_A OR rule_name_B

rule rule_name_D {
rule_name_A
rule_name_B

rule rule_name_E when rule_name_D {
Guard_rule_5
Guard_rule_6

E & Guard &M EE
AEBFHEEALEH , URES A Guard R Bl F 956 A &I,
EARM

B2 2P AWS CloudFormation Guard 812, BFIZBEAREATHERTE K BT HEZ

EREHE R 21
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« TR AWS CloudFormation Guard ?
- BEHFA, 79

ERESR

EHAREARBABREMBENNEER (\) 2RREX, SMREXAJUISHRREREN , U
EFERABER, FILEAR K SELE-RIWNE , BLRK SQL EFEENERSE

&

T5|gEHEHEIES AWS CloudFormation E24< LLEISAWS : : IAM: :Role &R,

Resources.*[ Type == 'AWS::IAM::Role' ]

EHERTHERRA

- FAPRSBARK K SHNESER () BIrSRERER TRE , flW Resourcesm™
Properties.Encrypted. IR EHNE A FHFSEANELE | Guard 2B EIFEEEERS,

- EABATINEHE * () BoREHEX %&%**%E’JFE’E{EO

- ERESERAFTNERNR [*] () BIEAEXEFIHAAERS,

- PIEEAHTLUEIBE SR W?‘éiﬁﬂ?ﬁ{mﬁa_ﬁﬁﬁ[]o EATLEBTHARIEE -
- BRBPAARENEIRES, UTR 6

EiEEE : [20, 21, 110, 190]

BE® . [{"Key": "Stage", "Value": "PROD"}, {"Key": "App", "Value":
"MyService"}]

- BiEEEHNATEER , AW Resources. *
s FEHERAGHIRNE—SEHRENES, B2EUTEH,

let all_resources = Resource.* # query let iam_resources = %resources[ Type == /
IAM/ ] # filter from query results let managed_policies = %iam_resources[ Type ==
ManagedPolicy/ ] # further refinements %managed_policies { # traversing each value
# do something with each }

LA & CloudFormation SN2 % 5 ERHV &4,

Resources:
SampleRole:

EEEHMEE 22
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Type: AWS::IAM::Role

SampleInstance:
Type: AWS::EC2::Instance

SampleVPC:
Type: AWS::EC2::VPC

SampleSubnetl:
Type: AWS::EC2::Subnet

SampleSubnet2:
Type: AWS::EC2::Subnet

RIBHE AR |, BiENEERE |, SampleRole MBI HMAER Type: AWS::IAM::Role,

Resources:
SampleRole:
Type: AWS::IAM::Role

Resources.*[ Type == 'AWS::IAM::Role' ] YAML XM EHERESERETHIEHIF,

- Type: AWS::IAM::Role

BULERERN—LEHSANT

- BEHERGRE  UEZEBSEELEBRENERER.
- ERAHEHEEMBEETARNERIEREM.
- EEREREFHEEL T,

B RIEEH

Guard XEREEHEAKN —XMEBBIEK. WFE Guard RAMEBHFMEN , F2H £ Guard R8I
PERNSEEH,

BU K ERERGEEY , WEEEAER X, RRHE Guard RANEMi T 2EE. FSEU

TEHZHIER , REAHBRFARNVEDRA,

ERTHNENR 23
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#

# Simple query assignment

#

let resources = Resources.* # All resources

#
# A more complex query here (this will be explained below)
#
let iam_policies_allowing_log_creates = Resources.*[
Type in [/IAM::Policy/, /IAM::ManagedPolicy/]
some Properties.PolicyDocument.Statement[*] {
some Action[*] == 'cloudwatch:CreatelLogGroup'
Effect == 'Allow'

EEEERCEANEBZE-—EFE

Guard X B EEHHEANGBRHT . ETIHEHF , whenEREEHE CloudFormation EAH % F|
HEEAWS: :EC2: :Volume¥E iR , ¥ VolumeType., Encrypted®l AvailabilityZone B
1TRIE.

let ec2_volumes = Resources.*[ Type == 'AWS::EC2::Volume' ]
when %ec2_volumes !empty {
%ec2_volumes {
Properties {
Encrypted == true
VolumeType in ['gp2', 'gp3'l]
AvailabilityZone in ['us-west-2b', 'us-west-2c']

BT A Bk

Guard B X EEHMABEZLBN 520 . FSETIIEH,

let resources = Resources.*

some %resources.Properties.Tags[*].Key == /PROD$/

EEEHMEE 24
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some %resources.Properties.Tags[*].Value == /AApp/

ELR&EHIF , LRAREXARTIHOMETFD (HUsomeBRFHE ) EREABIY 74 , A5 BIETHT
fio

E-FANERFARE
BMS< , E—HPEINWERS FITFFRNRATESR,

let resources = Resources.*

some %resources.Properties.Tags[*] {
Key == /PROD$/
Value == /"App/

EASEAEEPEETagE  UREBHERERANNBHEETLER, L—BHhFanNESEXE
BAFMEERME T . FERB @A,

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

F—EBEXN FAgFEMHA PASS, BEE—EEXNE—@FHE , ¥ Resources, Tags,
Propertiesf W T 5B EEKeyfAF S {ENotPRODENd , BEFRFETEHAE PROD,

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart

EHRE M &R 25
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- Key: NotPRODENnd
Value: AppStart

F-EARENFE_BEFOtLEM, ¥ Resources, Tags, Propertiesf B ValueFEE
AppStart. Hiit , FE-EFAIERIL,

BEFARE PASS,

B, BRERSTFENT, YAE@ETagsH , EELHE KeyH 25 EValuetd
£F ; NotAppStarti NotPRODEndETE T %I &85 R AHAF -

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODENnd
Value: AppStart

B Key == /PROD$/. H MFEEMEValue == /Mpp/ , AtEHATR. EAlt , £RA
FAIL,

(® Note

ERAEEK K BERCEREXBRESTFSEZNZAERERAER FARE, ERSR—A
MEE A NELRANELBRE-BUR , FERAE—TaRE,

ERERNEEBN 78

FIEEHAHSERERE., AENTMAHS , fINEXNE®R,. FIAMEXRS|IBRES (Tags: [1) W
Z2{E , HIBFIZHIMRSY (Resources: {}) Bt BERIEXRE , A EBRHEEER.

EE I EEHFTE TR  MIAEIERTERAR/ RN -GS RER LA ARERRSE,
£ ERE RS , SRHBAEREBN T,

T3 ER R FREFIT F R E AR,

EHRE M &R 26
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- MRHATTEER , AIEHSTES FAIL, MEBBENERBR T OGS FAIL,

- BEEHAGEEL NEABERERK{ "Resources": {} }, EHET(EA FAIL , MAEBHNE
WEMRFItEFTEA FAIL,

- MREFEEER , BRFERNAEN , AEHEBELEaRAR , YRBERERT Y.

&R EE R

EATNERRGER ERBARIRMM Guard 78, UTR FANEE.

<query> <operator> [query|value literal] [message] [or]|OR]

FRAEBEHEIEE AWS CloudFormation Guard 8|k | SBRAETHIEE

- ERAIITEE (CNF) REHFa,
- EFTLIEESERE (and) 4,
- EMEFIZEER orFEFIEE (or).

THEHRET SO MR F9,

resourceType == 'AWS::EC2::SecurityGroup'
InputParameters.TcpBlockedPorts not empty

InputParameters.TcpBlockedPorts[*] {

this in r(100, 400] or
this in r(4000, 65535]

£ F 7 a M A ZEUR 4

BULKEREREAMNES. GREAUEEERAIAATECRE EEEMWEMsecurityGroups:
[....]. BEAUHBEERNERGR K EH—F2ENES, BUUFER TANFMEIIRETER |
BEWTEEFR.

£ CloudFormation EIAKEABNME R K BESEATIEREN.,

Resources.*[ Type == 'AWS::IAM::Role' ]

EEEHMEE 27
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Bl EResources. *EE# AResourcesBEERHFFENFIEE. HR PNEHISEABATEEZEN ,
BHEEETYIER,

Type: AWS::IAM::Role

Type: AWS::EC2::Instance

Type: AWS::EC2::VPC

Type: AWS::EC2::Subnet

Type: AWS::EC2::Subnet

B, FEGEREERZERES. EFEHNMHEMAR Type == AWS::IAM::Role, AT RERER
R EERANE L,

- Type: AWS::IAM::Role

TR, BEAWS: : IAM: :Role B RN EE T4,

let all_resources = Resources.*
let all_iam_roles = %all_resources[ Type == 'AWS::IAM::Role' ]

LT 2ERREHAVES , AIiEEFTA AWS: : IAM: :ManagedPolicy AWS: : IAM: : Policy M &R,

Resources.*[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ 1]

THEflEREELBERERREEPolicyDocumentisE -

Resources. *[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ ]
Properties.PolicyDocument exists

EHRE M &R 28
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BEFEMNEESER

AERTIAREANGEHZSFHEERAN AWS Config #HRETH B #H5l,

resourceType: 'AWS::EC2::SecurityGroup'

configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
toPort: 172
ipv4Ranges:
- cidrIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp

ipv6Ranges:

- cidrIpv6: '::/0'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32

- fromPort: 89
ipProtocol: '-1'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32
ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcIld: vpc-0123abcd
InputParameter:
TcpBlockedPorts:
- 3389

ERTHNENR
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- 20

- 21

- 110

- 143
AETYEE

- ipPermissions (EAE ) RHEABERANKAAUES,
- SEREEHISEM , HIW ipv4RangesH ipv6RangesKIEE CIDR EHRHES.

FRMEBEARAY , BIAFREMEM IP i ERAVE R ARR , WBRFRAUF AL TCP HiH
EIRE,

HEWE IPv4 WERE DR , T FIEHIFRR.

configuration.ipPermissions[

#

# at least one ipv4Ranges equals ANY IPv4
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0'

]

some FARFHEMABTHREA. MEEHNSELFSERANEES, BRIBEAR , Guard FFEEE
AMEENMAEERTERENEN, T8 , EBTAT EREEERENTR. FEREAREENT
SRR D& A

ipv4Ranges:
- cidrlIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0 # any IP allowed

AEMEETH FAipv4Ranges, W IEFTAEipv4RangesEHZRN KRN IP #1t0.0.0.0/0, &4
EEEEL—(AERAFTS0.0.0.0/0, BEHR Guard , TREAEHERNMIERERHEEFS , B
ELE—BRERSEET, some BBFEEH Guard , UEERRBEREAN —BZBAEFEARE,

MERZEHRFHERERE , Guard B EIFHER,

B=E | HiE IPve , T HEHIAT R,

configuration.ipPermissions[
#
# at-least-one ipv4Ranges equals ANY IPv4
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#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#

# at-least-one ipv6Ranges contains ANY IPv6
#

some ipv6Ranges[*].cidrIpv6e == '::/0'

&%, ETHEGP , REBEABETZ udp.

configuration.ipPermissions[

#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpv6 == '::/0'
#
# and ipProtocol is not udp
#
ipProtocol != 'udp' ]
]
UTREENRA,

rule any_ip_ingress_checks

{
let ports = InputParameter.TcpBlockedPorts[*]

let targets = configuration.ipPermissions[

#

# if either ipv4 or ipv6 that allows access from any address
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or

some ipv6Ranges[*].cidrIpv6 == '::/0'

#

# the ipProtocol is not UDP

#
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ipProtocol != 'udp' ]

when %targets !empty

{
%targets {
ipProtocol != '-1"
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334
message: Any IP Protocol is allowed
>>
when fromPort exists
toPort exists
{
let each_target = this
%sports {
this < %each_target.fromPort or
this > %each_target.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
message: Blocked TCP port was allowed in range
>>
}
}
}
}

REEENISHERIBES

FAERREMARERE (1aC) ARREARE , AU EFEIISHBHEAPHMERSENES, AT
2 CloudFormation £3Z<#i4| , 288 Amazon Elastic Container Service (Amazon ECS) % , E#4a
& WAMSETaskArn, M TaskRoleArnZ¥E  LUREEFESE,

Parameters:
TaskArn:
Type: String
Resources:
ecsTask:
Type: 'AWS::ECS::TaskDefinition'
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Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleArn: 'arn:aws:....
ExecutionRoleArn: 'arn:aws:...

ecsTask2:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleAzxn:
'Fn::GetAtt':
- iamRole
- Arn
ExecutionRoleArn: 'arn:aws:...2'
ecsTask3:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleAzrn:
Ref: TaskArn
ExecutionRoleArn: 'arn:aws:...2'
iamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:...3'
wmE NIEME,
let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

LEHEENSSEHHEAPRMREIE=/EAWS: : ECS: : TaskDefinition&ERWEES. 2
fRecs_tasksBERBHEHM BWTaskRoleArnA##2E T HIEHIFT R,

let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

let ecs_tasks_role_direct_strings = %ecs_tasks[
Properties.TaskRoleArn is_string ]

let ecs_tasks_param_reference = %ecs_tasks[
Properties.TaskRoleArn. 'Ref' exists ]

ERTHNENR
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rule task_role_from_parameter_or_string {
%ecs_tasks_role_direct_strings !empty or
%ecs_tasks_param_reference !empty

}

rule disallow_non_local_references {
# Known issue for rule access: Custom message must start on the same line
not task_role_from_parameter_or_string

<<

result: NON_COMPLIANT
message: Task roles are not local to stack definition
>>

# Guard BRI FIERNSESH

&7 LATE AWS CloudFormation Guard R AIERPIEREE , UFHREE Guard REIFZENE
o Guard XE—RMBEIEK. BHIMEEITMLN , ERT Guard ABER BIBTRTEEE,
FE

- BREH

- BEEY

- BYEHE

 Guard R AIERPEHH S H

Bk

FH letBEEFZVNHRICANBREY, KREERRHYHEBHSBERHERG, EHOULUEREHREEN
FREEESBEBM, ETHEHF , BB Secs_task_definition_task_role_arniziRaE
F&{H arn:aws:iam:123456789012:role/my-role-name,

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-name’

ETHEFIF , B Secs_tasksBEEHNER , LEBSHXRPHFT
FAWS: :ECS: :TaskDefinition AWS CloudFormation &R, a2 SHBIESE
ecs_tasks REFEUELERMHERBEENA.

let ecs_tasks = Resources.*[

£ Guard RAIFIERMSESH _
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Type == 'AWS::ECS::TaskDefinition'
]
SEBHY

£/ sFERSELH,

BB PMecs_task _definition_task_role arnBEEHIisREE , B LE Guard HEIF4

B query|value literall@Ekecs_task_definition_task_role_arn®&¥& , FAZSZET
#E{R CloudFormation EZAXH{EMAWS : : ECS: : TaskDefinition&jRTaskDefinitionArnBiis

EWNEABREFSEME arn:aws:iam: 123456789012 :role/my-role-name,

Resources.*.Properties.TaskDefinitionArn == %ecs_task_definition_role_arn

R PFiecs_tasksBHEHIEREL B LA EE#Hecs_taskshZZE ( flm
%ecs_tasks.Properties). B 5% , Guard @ HE 8 |, ecs_tasksRABFERERNWERBERE, R
#8ecs_tasksWBMAIEFEE , Guard 2IFEIFHEE,

(® Note
BE, Guard T X EEBFTHRAERNSEZEH,

SHHE

HERERAERPERNEHITRY, EBEBAREHEAEA—X. EZEABRTESTEH , X
=BT S R E -

- BRER-BEESERANERNER , BUUERABRANMERATEAERERERH, ©
PERERERTR,

ETHEHFANERS |, 88 ecs_task_definition_task_role_arn#
ecs_task_definition_execution_role_arn EEEREEBHEIBI.

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:r0le/my-task-role-
name'

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'
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rule check_ecs_task_definition_task_role_arn

{

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_arn

{
Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}

- RAER-ERPES , RABRBHARHRBERUTR, RAUUANEFASERSERE

o

ETHEHIFEAERED B8 ecs_task_definition_task_role_arni
ecs_task_definition_execution_role_arn €7 AIEHKAIIHE

{t. ecs_task_definition_task_role_arn R&E
fEcheck_ecs_task_definition_task_role arnEZFAHhsE  £R
gEfEcheck_ecs_task_definition_execution_role_arnE&FAF£E
ecs_task_definition_execution_role_arn¥##.

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-task-
role-name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

rule check_ecs_task_definition_execution_role_arn

{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}

ERER - ERRAES , fltlwvhenF A , BREBEREBRIAGZBEERRATR, BRANEMSE
HEEHER.

ETHEHBAUERSD , BF ecs_task_definition_task_role_arn#l
ecs_task_definition_execution_role_arn €71EAWS: :ECS: :TaskDefinition#d
RERANERERDE. BREEBEANS: (ECS: :TaskDefinitionEHE [E HAY
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ecs_task_definition_task_role_arnfl
ecs_task_definition_execution_role_arn®#® , UEIESEZBHNEAL,

rule check_ecs_task_definition_task_role_arn
{
AWS: :ECS: :TaskDefinition
{
let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:ro0le/my-
task-role-name'

Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}
}
rule check_ecs_task_definition_execution_role_arn
{
AWS: :ECS: :TaskDefinition
{
let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/
my-execution-role-name'
Properties.ExecutionRoleArn == %ecs_task_definition_execution_role_azrn
}
}

Guard B RIERPEBHEHI
TR EHRHEFENMBERRBHNEH,
EREHE R

LLTF £ CloudFormation &2 &5 45,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

BIBLLER  EaLUREEA check_ecs_task_definition_task_role_arn #9
Al LAFERFTAAWS: :ECS: :TaskDefinition# A& RA TaskRoleArn Bt A
arn:aws:iam::123456789012:r0le/my-role-name,
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ERAEER

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-
name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

ERANEGEER , BB ES BB | ecs_task_definition_task_role_arniii&
HISMGTFREFSEME 'arn:aws:iam: :123456789012: role/my-role-name', #EBIF
AEBE query|value literal BERH M ecs_task_definition_task_role_arn#
8, arn:aws:iam::123456789012:ro0le/my-role-name A E BEcsTask¥&
JRTaskRoleAInBMHIEENERE R -

BREREIR

LA & CloudFormation &57i €54,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

RIBILE AR | BRI LINBILERecs_tasksHERAR A NWEE |, WiEEH BERE
Z¥EResources.*[ Type == 'AWS::ECS::TaskDefinition', Guard &
EHWAEAPWAEER , YK ELERNEBEARERE Fecs_tasks,
WA LUR B A check_ecs_task_definition_task_role_arn K38

Al | LARERFTBAWS: :ECS: : TaskDefinition#EAERH TaskRoleArn B
arn:aws:iam::123456789012:ro0le/my-role-name

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
rule check_ecs_task_definition_task_role_arn
{
%ecs_tasks.Properties.TaskRoleArn == 'arn:aws:iam::123456789012:role/my-role-name'
}

# Guard RAFERNSESH
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BRAFAE2E queryBERPH ecs_task_definition_task_role_arn#
2, arn:aws:iam::123456789012:r0le/my-role-name A E BEcsTask¥&
JRTaskRoleArnBHHIEENERE R o

& &|# 1T AWS CloudFormation #3248 &E

BFRMEREFEHNEECARGIEH], EHEF P , RMRE Guard HAl , IEREBEKES
Amazon ECS EFHIEZRH o

LLTF & CloudFormation &5 2s#9 &5 45,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleAzrn:
'Fn::GetAtt': [TaskIamRole, Arn]
ExecutionRoleArn:
'Fn::GetAtt': [ExecutionIamRole, Arn]

TaskIamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

ExecutionIamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

RiBLER  RASRBTIRA  URRFSELER .

o FAGHEMEAWS: :ECS: :TaskDefinitionER#FEE TEKACNATAR,
- EBACNFAITAERE AWS Identity and Access Management (IAM) &,

- BABE BEXPER.

- RIFEAESEARIEE PermissionsBoundary B,

# Select all Amazon ECS task definition resources from the template
let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
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# Select a subset of task definitions whose specified value for the TaskRoleArn
property is an Fn::Gett-retrievable attribute
let task_role_refs = some %ecs_tasks.Properties.TaskRoleArn.'Fn::GetAtt'[0]

# Select a subset of TaskDefinitions whose specified value for the ExecutionRoleArn
property is an Fn::Gett-retrievable attribute
let execution_role_refs = some %ecs_tasks.Properties.ExecutionRoleArn.'Fn::GetAtt'[0]

# Verify requirement #1
rule all_ecs_tasks_must_have_task_end_execution_roles
when %ecs_tasks !empty

{

%ecs_tasks.Properties {
TaskRoleArn exists
ExecutionRoleArn exists

}

}

# Verify requirements #2 and #3
rule all_roles_are_local_and_type_IAM
when all_ecs_tasks_must_have_task_end_execution_roles

{
let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs
when %task_iam_references !empty {
%task_iam_references.Type == 'AWS::IAM::Role'
}
when %execution_iam_reference !empty {
%sexecution_iam_reference.Type == 'AWS::IAM::Role'
}
}

# Verify requirement #4
rule check_role_have_permissions_boundary
when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs

when %task_iam_references !empty {
%task_iam_references.Properties.PermissionsBoundary exists
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}

when %execution_iam_reference !empty {
%sexecution_iam_reference.Properties.PermissionsBoundary exists

}

£ HiREELZFBEHR AWS CloudFormation Guard

A BREEZFAEBREE AWS CloudFormation Guard , A AERATIRMERE AR :

o fREFAE M
« BABAMEARMRE

ERAELEENBRESREREATEREAY , URPERRNERFHBDAMEERM,
£

- BERH

- RS

- BRI S X

DBEIRH
THESHRATHERRUER,
R AR B B

EUHEKEAET , whenERHER R ERFE , H—HSAHAESRUERR T AT EER
BERREEEKNE, T586| Guard RAIERSTS W REFRAEKRENERRUER,

# Named-rule block, rule_name_A
rule rule_name_A {

Guard_rule_1

Guard_rule_2

}

# Example-1, Named-rule block, rule_name_B, takes a conditional dependency on
rule_name_A
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rule rule_name_B when rule_name_A {
Guard_rule_3
Guard_rule_4

# Example-2, when block takes a conditional dependency on rule_name_A
when rule_name_A {

Guard_rule_3

Guard_rule_4

# Example-3, Named-rule block, rule_name_C, takes a conditional dependency on
rule_name_A ~ rule_name_B
rule rule_name_C when rule_name_A
rule_name_B {
Guard_rule_3
Guard_rule_4

# Example-4, Named-rule block, rule_name_D, takes a conditional dependency on
(rule_name_A v clause_A) ~ clause_B ” rule_name_B
rule rule_name_D when rule_name_A OR
clause_A
clause_B
rule_name_B {
Guard_rule_3
Guard_rule_4

ELEREHFAERD | Example-1BTFHIAJRENFER -

« #18R rule_name_AiFME A PASS , rule_name_BEIE:F{L %M Guard R A,

« WA rule_name_AF¥{EA FAIL , rule_name_BBRIF &L HEM Guard FE A,
rule_name_BFF{E A SKIP,

« WA rule_name_AFH{EA SKIP , rule_name_BBRIF &L HEM Guard F A,
rule_name_B&F{t %A SKIP,
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® Note
MR rule_name_ARHRNEURAFEME AR Al , FAILY EHrule_name_AFEE BRA | 7
SRAEEBEERSKIP,

UTRREEANELZ2BEEAEBNEREEERE (CMDB) #2758 AWS Config HE #Hl. 1t
S50 7R SRR A AR R AR R

rule check_resource_type_and_parameter {
resourceType == /AWS::EC2::SecurityGroup/
InputParameters.TcpBlockedPorts NOT EMPTY

rule check_parameter_validity when check_resource_type_and_parameter {
InputParameters.TcpBlockedPorts[*] {
this in r[0,65535]

rule check_ip_procotol_and_port_range_validity when check_parameter_validity {
let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let configuration = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %configuration !empty {
%sconfiguration {
ipProtocol != '-1"

when fromPort exists
toPort exists {
let ip_perm_block = this
%sports {
this < %ip_perm_block.fromPort or
this > %ip_perm_block.toPort
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ERAEER

£ EiRE I | check_parameter_validity BRHFHKER
check_ip_procotol_and_port_range_validity

check_resource_type_and_parameter , BIfHAFER check_parameter_validity, AT

=S LR RAIRE

version: '1.3'

RREEERE (CMDB) #

resourceType: "AWS::EC2::SecurityGroup'
resourceld: sg-12345678abcdefghi

configuration:

description: Delete-me-after-testing
groupName: good-sg-test-delete-me

ipPermissions:

- fromPort: 172

ipProtocol:
ipv6Ranges:

tcp
[]

prefixListIds: []
toPort: 172
userIdGroupPairs: []

ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: '::/0'
prefixListIds: []
toPort: 89
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 0.0.0.0/0
ipRanges:

- 0.0.0.0/0

ipPermissionsEgress:
- ipProtocol: '-1'
ipv6Ranges: []

BE

0N

HH,

mESERAER
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prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcIld: vpc-0123abcd
InputParameters:
TcpBlockedPorts:
- 3389
- 20
- 110
- 142
- 1434
- 5500
supplementaryConfiguration: {3}
resourceTransitionStatus: None

BABAE AR R PE B X

HEUEKEAET , whenEBRFER R ERAFE , B—HZEHM Guard RAIMFIEEREFHEEB
PEARMRME . BABMMEARMRME IT A0 AR

# Named-rule block, rule_name_A, takes a correlational dependency on all of the Guard
rules encapsulated by the named-rule block
rule rule_name_A {
Guard_rule_1
Guard_rule_2

# when block takes a correlational dependency on all of the Guard rules encapsulated by
the when block
when condition {
Guard_rule_1
Guard_rule_2

A THBET B ERFIEERR , WA T 5 Guard R AIEREH,
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#

# Allowed valid protocols for AWS::ElasticlLoadBalancingV2::Listener resources
#

let allowed_protocols = [ "HTTPS", "TLS" ]

let elbs = Resources.*[ Type == 'AWS::ElasticlLoadBalancingV2::Listener' ]

#
# If there are AWS::ElasticlLoadBalancingV2::Listener resources present, ensure that
they have protocols specified from the
# list of allowed protocols and that the Certificates property is not empty
#
rule ensure_all_elbs_are_secure when %elbs !empty {
%elbs.Properties {
Protocol in %allowed_protocols
Certificates !empty

#
# In addition to secure settings, ensure that AWS::ElasticlLoadBalancingV2::Listener
resources are private
#
rule ensure_elbs_are_internal_and_secure when %elbs !empty {
ensure_all_elbs_are_secure
%elbs.Properties.Scheme == 'internal'

ELRBAERESD , ¥ ensure_elbs_are_internal_and_secureEBHEKTE
fensure_all_elbs_are_secure, A TFRAES LIRHR AIFEH| CloudFormation & 78,

Resources:
ServicelBPubliclListener46709EAA:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...
ServicelBPubliclListener4670GGG:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
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Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'

BB FAUBITARRAFTE

AWS CloudFormation Guard F A RIEME B ERETFL, Guard A5 Z2FEABENER
®RE BREEHEEXNERREREBEAERNEN., EEEEZE AR LERMERE
Bo Guard B A ENELEZRBEAEE A, sIZBEEARRBA , YWiFEAETHEBBNEEER,

LT REEAEM Kubernetes Pod #HREETfI |, B LR BRRBAFFEERTE A+,

apiVersion: vl

kind: Pod
metadata:
name: frontend
spec:
containers:
- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:

memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

ERILURE Guard FAIRFMALER, FTERAUERE , AREREEW A, LT 25E Pod Fi5
ERRREEAFIHTHES T,

#
# At this level, the root document is available for evaluation

BRETHUHITARRBAML 47



AWS CloudFormation Guard EREER

#

#
# Our rule only evaluates for apiVersion == v1 and K8s kind is Pod
#
rule ensure_container_limits_are_enforced
when apiVersion == 'vl1'
kind == 'Pod'

spec.containers[*] {
resources.limits {

#

# Ensure that cpu attribute is set
#

cpu exists

<<

Id: K8S_REC_18

Description: CPU limit must be set for the container
>>

#
# Ensure that memory attribute is set
#

memory exists
<<

Id: K8S_REC_22

Description: Memory limit must be set for the container
>>

context T 5L

I
-

ERBHHEER , EARBTRTENXF. ¥ apiVersionM kind BHEFRENEARRE ,
fhwhenfifft, ELANEH P , BLERGSTMES true,

=

B , BE LRgE S Pspec. containers[*]FImHNERE. YREENSERE AFESEE
¥, spec BREBTHRE K ABTSLE , MTI&EHIFIR.

containers:
- name: app
image: 'images.my-company.example/app:vé4'
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resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

BiffcontainersBe® , AREERE FIIEHHIF,

- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5

- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

ig: SCI

B LAMER REKX[*] , & containers BHNEIITEESNAMAEEERERE. EREHE ANEE
TEETHEcontainers, ELREHRUBRKBTHES , ERPEIENFAERT EHERRER
RENRE, RENTIERSTEMR , BERRERETME K
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{

spec.containers[*] {

}

HRBEAREER , R ERZHERSINE.

@ Note
ME—XERREIFEEAR [<integer>] [*], BHl , Guard T & FHE[2..4],

fE 5

BEEEZESN®S  tEEIE—EH, S, MRIAF—ERH , ATUERES , WEZT5HE
Ao

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
name: app
image: images.my-company.example/app:v4
resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
cpu: 0.5

MRBUAIEZEY | FREECENRAEHAEIFER, £LAREF+  , B4 containers[*] , M
JF containers, Guard REEBRE—BERER , EERNEERIERTME,
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® Note

E BMESEIE  EREANUTONEDNR K FHRLEAEINER, BEFEHE—
{8 , Guard b & [F#E:T1E,

£ KEspec.containers[*]MIE spec.containers

Guard EHEEE CHETENES., EEFH RE Bspec.containers , EHNFETEET S FTiE/
fE%|containers , MAREFH TR, EFRFEHRE Bspec.containers[*] , BUSEITE
WEREERN TR, SEARENLESPIENEEATEKEK , FiLBER [*1RE,

£/ this 2E BN AARE

ERRE Guard FHEAI , BULUER 2ERREthis, BE , thisREBEH , RATER
RARKE, Hlin, this.apiVersion, this.kind#l this.specBEZRIAM4, Hx
# , this.resources @& = W& @EEcontainers , Hlfl /spec/containers/0/H /
spec/containers/1., E#i#h , this.cpu M this.memory HEERH , 4552 /spec/
containers/0@/resources/limits#l /spec/containers/1/resources/limits,

ET—{@&Hld , iR Kubernetes Pod {HEM R BIEEE AthisAREFEA.

rule ensure_container_limits_are_enforced
when this.apiVersion == 'v1'
this.kind == 'Pod'

this.spec.containers[*] {
this.resources.limits {
#
# Ensure that cpu attribute is set
#
this.cpu exists
<<
Id: K8S_REC_18

Description: CPU limit must be set for the container
>>

#

# Ensure that memory attribute is set
#

this.memory exists
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<<
Id: K8S_REC_22

Description: Memory limit must be set for the container
>>

BAEEthisHAEER . T1B , FAMERthis , 2ETRREA , MT IR,

InputParameters.TcpBlockedPorts[*] {
this in r[@, 65535)
<<
result: NON_COMPLIANT
message: TcpBlockedPort not in range (@, 65535)

>>

£ E— BT , this ARSESEEEERE.
ERRE ABHERR this

RERANTFIE , SEZBSthisARENTERE - EERNER, flU , FEERETEHN T 5@
AEE (EXLEABB ).

resourceType: 'AWS::EC2::SecurityGroup'
InputParameters:
TcpBlockedPorts: [21, 22, 110]
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: "0.0.0.0/0"
- fromPort: 89
ipProtocol: tcp
ipv6Ranges:
- cidrIpv6: "::/0"
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prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrlIp: 10.2.0.0/24

IR LREAETREE , THRAUSERER , RACTERBRIFARE this,

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" ox
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
ipProtocol != '-1' # this here refers to each ipPermission instance
InputParameters.TcpBlockedPorts[*] {
fromPort > this or
toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}

EEZRSHRRIED , FASLARAERFFAERSEE any_ip_ingress_check.guard , W&
RRAFAERAE®W ip_ingress.yaml, A% , FAELERHITTIvalidatedm .

cfn-guard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures
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ETSE@mE+ | 5IZEHHEERMIVE InputParameters. TcpBlockedPorts[*] LI Bt/
configuration/ipPermissions/@/configuration/ipPermissions/1%k®.

Clause #2 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]])

Attempting to retrieve array index or key from map at Path = /

configuration/ipPermissions/@, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

Clause #3 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]7])

Attempting to retrieve array index or key from map at Path = /

configuration/ipPermissions/1, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

ATHBETHLEER  FEAthisAESEEMRERA

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = this.configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameters.TcpBlockedPorts[*] {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT

message: Blocked TCP port was allowed in range
>>
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}

this.InputParameters 2Z88 AT SN EEEany_ip_permissions., ERHEBENERS
BEEMERFconfiguration.ipPermissions{H, SHERRTEMELAABInputParamatersH#
HY , fBInputParametersfuABERAES,

NBEREESEBHEENEE , MTHEHF R

this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameter.TcpBlockedPorts[*] { # ERROR referencing InputParameter off /
configuration/ipPermissions[*]
this.fromPort > this or # ERROR: implicit this refers to values inside /
InputParameter/TcpBlockedPorts[*]
this.toPort < this
<<

result: NON_COMPLIANT

message: Blocked TCP port was allowed in range
>>

this 2% PHESEEZEEE[21, 22, 110] , BtEE#E fromPort# toPort. EFIEFEBRAINIE
PRETE,

fEREBEMEA AR this

FERBERBPRIERNSEE., §% , InputParameter.TcpBlockedPorts @A (8 ) AR
) —EB%, HInputParameter.TcpBlockedPortstHAEBESR I BATEISIR , 20T S HIFT Ro

rule check_ip_procotol_and_port_range_validity

{
let ports = InputParameters.TcpBlockedPorts[*]
# ... cut off for illustrating change

R, ARSE LB,

rule check_ip_procotol_and_port_range_validity

{
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Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

HOH F O B O

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0Q"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
%sports {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}

¥ PRI thisBEFHTHERESports,

T8 , FIAHRERELE , RARTNEBportsMEFERNSZE, TIHHHBRIBRTERNS

%O

rule check_ip_procotol_and_port_range_validity

{
#

# Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

BRETHUHITARRBAML
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# We need to extract each port inside the array. The difference is the query
# InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query
# InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

#

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#
let any_ip_permissions = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' ox
some ipv6Ranges[*].cidrIpv6e == '::/0'
#
# the ipProtocol is not UDP
#
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
ipProtocol != '-1"
<<

result: NON_COMPLIANT
check_id: HUB_ID_2334

message: Any IP Protocol is allowed
>>

when fromPort exists
toPort exists

let each_any_ip_perm = this

%sports {
this < %each_any_ip_perm.fromPort or
this > %each_any_ip_perm.toPort

<<

result: NON_COMPLIANT

check_id: HUB_ID_2340

message: Blocked TCP port was allowed in range
>>
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BE  BXHIT validate® ., BEX , EE2&

=

o

cfn-qguard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

LLTFR validatemn S H,

Summary Report Overall File Status = PASS
PASS/SKIP rules
check_ip_procotol_and_port_range_validity PASS

ERARHAMTEZRBRY , TIHPISERARREE,

resourceType: 'AWS::EC2::SecurityGroup'
InputParameters:

TcpBlockedPorts: [21, 22, 90, 110]
configuration:

ipPermissions:

- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: "0.0.0.0/0"

- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0@"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrlIp: 10.2.0.0/24
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90 WEIE N A 89-109 2/ , BAFHEM IPv6 Hhit, A TFEBAXAHTvalidatem S 2EBNE L,

Clause #3 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:43,
column:21], Check: _ LESS THAN %each_any_ip_perm.fromPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/fromPort"), 89)) failed
(DEFAULT: NO_MESSAGE)
Clause #4 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:44,
column:21], Check: _ GREATER THAN %each_any_ip_perm.toPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/toPort"), 109)) failed

result: NON_COMPLIANT

check_id: HUB_ID_2340

message: Blocked TCP port was allowed in
range

A5 AWS CloudFormation Guard R 8l

o] LAEF AWS CloudFormation Guard AR E o RIFE 2R 8 R ER 2B 88 Guard 11 B R B WA HE
e, AEIREAMABREEMAKER , UEIAFEH test S RKAABR B RZNZESHER,

ENETHERERSEEETHHP—@EEIESR : .json, .ISON, .jsn, .yaml, .YAMLE
.yml,

FE

- BEHRH

« Guard BEAAIEHERBE

- % Guard £ BIE A RIEERAVER

AR
BE Guard RAILGGEHLE BN A LR, MBFMEN  B2EEE Guard HE,
Guard E 7351 =8 E

Guard BENHEHERR JSON & YAML X ER , HEPRIEZE@WMA , LARTE Guard RAIER+HE
ABRAMNFESRER, TS EEMIRFIHETRNPE, RUEBELAETAWA , RARZESHIE
BARFEZERIFM T,
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ERAEER

A RMEBEFERER _test. json B EMBAFEER_tests.yaml, fla0 , MREBEEA

HRAIERmy_rules.guard , BB EHEMAGEER my_rules_tests.yaml,
BE

TFER YAML R0 SRR RS

2}<AAR /Lo

- name: <TEST NAME>
input:
<SAMPLE INPUT>
expectations:
rules:

<RULE NAME>: [PASS|FAIL|SKIP]
B

AT R Guard RIFAERNE M,

input

BEARRANER, ERENE—ERAERCRAZA@A , MTIIEHIFRR.

- name: MyTestl
input {3}

HRBREANR  FERAENBAER.

PVE 2
expectations
HHMAERFERERAUFNEPRER. RTSERANERER 2N  EELEAZN —HZ

BERAl, FHERXARTIIEP—F

« PASS - E HHENW AERBITR , RAIGTMEA true.
- FAIL - E HHENW AERHITE , RASTMER false,
« SKIP-#a AERHIT G, TEHEHRA

expectations:
rules:

L2 5)
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check_rest_api_is_private: PASS

ME 2

B Guard BRI BV AIEERAVER

LTREA WRAIEEapi_gateway_private.guard. ItiRAIH B EMRE CloudFormation &z
RERMWFTE Amazon APl Gateway ERBRRSEBEANEERN. EHEREELD —EABERRR
XNEBAFRERILEER (VPC) FHL .

#

# Select all AWS::ApiGateway::RestApi resources

# present in the Resources section of the template.

#

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi']
#

# Rule intent:
# 1) ALl AWS::ApiGateway::RestApi resources deployed must be private.

# 2) ALl AWS::ApiGateway::RestApi resources deployed must have at least one AWS
Identity and Access Management (IAM) policy condition key to allow access from a VPC.

#

# Expectations:

# 1) SKIP when there are no AWS::ApiGateway::RestApi resources in the template.

# 2) PASS when:

# ALL AWS::ApiGateway::RestApi resources in the template have
the EndpointConfiguration property set to Type: PRIVATE.
# ALL AWS::ApiGateway::RestApi resources in the template have one IAM condition key

specified in the Policy property with aws:sourceVpc or :SourceVpc.
# 3) FAIL otherwise.

rule check_rest_api_is_private when %api_gws !empty {
%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"

[u}
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rule check_rest_api_has_vpc_access when check_rest_api_is_private {
%api_gws {
Properties {

#

# ALL AWS: :ApiGateway::RestApi resources in the template have one IAM
condition key specified in the Policy property with

# aws:sourceVpc or :SourceVpc

#

some Policy.Statement[*] {

Condition.*[ keys == /aws:[sSJ]ource(Vpc|VPC|Vpce|VPCE)/ ] 'empty

WEASAERE—EHRAUEZE : BPEMFTEAWS: :ApiGateway: :RestApi ERMLERFLAEN,

1. BYEB WEMARERapi_gateway_private_tests.yaml , EFEETH#E R,
ENWARS  FigEa@A | YEHBBAAcheck_rest_api_is_private®HiB , AR
AHAWS: :ApiGateway: :RestApi&ERMB® A,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP

2. fEM testd TERBERIUITE—ERH. #H --rules-file B8 , HEELHRAER. &
¥ --test-data B8 , EELNEMARER.

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \

E—ERIEFER R PASS,

Test Case #1
Name: "MyTestl"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
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ERAEER

3. #BE—EAEMEETENETAHAER. RE
api_gateway_private_tests.yaml &

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_xrest_api_is_private: SKIP

4. test ERAEMNEMURERIT -

cfn-guard test \

BERARANGEZEER. ATREFHN

--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \

B_ERFENERRE PASS,

Test Case #1
Name: "MyTestl"
PASS Rules:
check_rest_api_is_private: Expected
Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected

5. BEIMEREFEEENEMAFER, BRAEUZTETHER -

SKIP, Evaluated

SKIP, Evaluated

- RIEEBMAWS: :ApiGateway: :RestApiN &R,

® Note

IETRENMH CloudFormation €28 | {BEI{FI AKX FIER , AERAIRE

wREMA,

SKIP

SKIP

FIEF
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ERAEER

AR S AR , ABXRIEE EndpointConfiguration B , EibKE

M EndpointConfiguration BMEEA 2 —EEEPRIVATEERFEE = 1IM
BIAWS: :ApiGateway: :RestApiER , RAHARERBERMAR, BHLLAESS

k*j_IE§E¥ﬁﬂg 1‘/M2ﬁﬁ;ﬂ<o

- name: MyTestl
input: {3}
expectations:

rules:

check_rest_api_is_private:

- name: MyTest2
input:
Resources: {}
expectations:
rules:

check_rest_api_is_private:

- name: MyTest3
input:
Resources:
apiGw:

SKIP

SKIP

Type: AWS::ApiGateway::RestApi

expectations:
rules:

check_rest_api_is_private:

- name: MyTest4
input:
Resources:
apiGw:

FAIL

Type: AWS::ApiGateway::RestApi

Properties:

EndpointConfiguration:

Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private:

6. test FAEHMEMAUAERHIT

PASS

A PRIVATE,
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ERAEER

FZEERR FAIL , FMEEFKRR PASS,

7. EENETAHERTEEIR 1-3. EFNFEHENRNFHARR, UATR2EMNE

cfn-qguard test \

--rules-file api_gateway_private.guard \

--test-data api_gateway_private_tests.yaml \

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected

Test Case #2
Name: "MyTest2"
PASS Rules:

check_rest_api_is_private: Expected

Test Case #3
Name: "MyTest3"
PASS Rules:

check_rest_api_is_private: Expected

Test Case #4
Name: "MyTest4"
PASS Rules:

check_rest_api_is_private: Expected

=

<Ko

#- name: MyTestl

SKIP,

SKIP,

FAIL,

PASS,

Evaluated

Evaluated

Evaluated

Evaluated

# dinput: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP

#- name: MyTest2
# input:

# Resources: {}
# expectations:

# rules:

#

check_rest_api_is_private_and_has_access: SKIP

SKIP

SKIP

FAIL

PASS

L 3

O

I35
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#- name: MyTest3

# input:

# Resources:

# apiGw:

# Type: AWS::ApiGateway::RestApi

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: FAIL
- name: MyTesté4

input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private: PASS

8. MM --verboseffif , ERIRHEPHIT test B IRREFIMEER. FHABHERN T BT,
EEBBAT , ceRHAEENLEREKELPASSHERNERNFMAER,

cfn-qguard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \
--verbose

LT RAEITHE .

Test Case #1
Name: "MyTest4"
PASS Rules:
check_rest_api_is_private: Expected = PASS, Evaluated = PASS
Rule(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
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apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
"PRIVATE"))} 3}))} 1))} 1))
| Message: (DEFAULT: NO_MESSAGE)
Conjunction(cfn_guard::rules::exprs::GuardClause, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:22, column:5],
Check: Properties.EndpointConfiguration.Types[*] EQUALS String("PRIVATE")), PASS)
| Message: (DEFAULT: NO_MESSAGE)

REHHENSMEELRIT Clause(Location[file:api_gateway_private.guard,
line:22, column:5], Check: Properties.EndpointConfiguration.Types[*]
EQUALS String("PRIVATE")), PASS) , EHmEEE, WEHHIER Types HHAMES |
BRUHE—ENZRH, EEEHERT , Guard BETELRHEEENE R,

9. BENEARRHSEARRFFEEMLRIEE EndpointConfiguration B
ZAWS: :ApiGateway: :RestApiERMEMAFER, ARARFEEXRK , MAREB, AT
EEMNEMAFEESR,

#- name: MyTestl

# input: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP

#- name: MyTest2
# input:
# Resources: {}
# expectations:
# rules:
# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest3
input:

Resources:

apiGw:
Type: AWS::ApiGateway::RestApi

expectations:

rules:
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# check_rest_api_is_private_and_has_access: FAIL
#- name: MyTest4

# input:

# Resources:

# apiGw:

# Type: AWS::ApiGateway: :RestApi
# Properties:

# EndpointConfiguration:

# Types: "PRIVATE"

# expectations:

# rules:

# check_rest_api_is_private: PASS

name: MyTest5
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: [PRIVATE, REGIONAL]
expectations:
rules:
check_rest_api_is_private: FAIL

10. M --verbosefEiE , FAEHFMEMBUEERHIT test® T,

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \
--verbose

EREFAILINTAH] , A% REGIONAL 2&t¥t 57 , EndpointConfiguration{E X 3EFRER,

Test Case #1
Name: "MyTest5"
PASS Rules:
check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL
Rule(check_rest_api_is_private, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
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| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration"), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
List((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
[String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types/0"),
"PRIVATE")), String((Path("/Resources/apiGw/Properties/EndpointConfiguration/
Types/1"), "REGIONAL"))1))} }))} )} 1))
| Message: DEFAULT MESSAGE(PASS)
BlockClause(Block[Location[file:api_gateway_private.guard, line:21, column:3]],
FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Conjunction(cfn_guard::rules::exprs::GuardClause, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Clause(Clause(Location[file:api_gateway_private.guard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), FAIL)
| From: String((Path("/Resources/apiGw/Properties/
EndpointConfiguration/Types/1"), "REGIONAL"))
| To: String((Path("api_gateway_private.gquard/22/5/Clause/"),
"PRIVATE"))
| Message: (DEFAULT: NO_MESSAGE)

test MR L EFRRAAERNGEE, RAERPHEEERBRFABEPNER, &
AN ERRESMEMAA, MRFAUBwhentkt , MleMEatRERBREERD, £ T I
F, %api_gws !empty&RIEKHLER,

rule check_rest_api_is_private when %api_gws !empty {

—BHRAER , RMASAERAUF A,

%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"
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%api_gws REHRE K HEEHEPABlockClauseB#k (17 :21). HAFH
E—H%E (AND) 749 , EhEEES FOME —HES (ORs), BEEFE—F49
Properties.EndpointConfiguration.Types[*] == "PRIVATE"., Hlt , ¥4 H
B RE—F49, K& /Resources/apiGw/Properties/EndpointConfiguration/
Types/1E€RRELBIM ATHHLERE 6 EEEERLT , EEERTypesRs|lA 18 Tk,

 PARIE Guard RABRFEBAER , B UERAABHRNES , £/ validated SRFERAUNE
AEH,

12 3% AWS CloudFormation Guard 8 Bl Ea &g A B X

el LAE A AWS CloudFormation Guard valldateﬁ RERTH Guard RAINER., WE
validatem THFHMEN , SEHSEINER K BF2REE.

DB R

« BA Guard RAEIRBENMAER ., NMEFMAEF , F2EEE Guard R E,
- AIREHNFAA  UERTCMMAERKREE. MEFMER , FSEEE Guard R A,

£/ validatem$

£ ER#E AWS CloudFormation 4% Guard R BB T A E R , 51T Guard validatedr . &
¥ --rules 28 , BERAEREH, Y --data 28, EERAAERERNEE,

cfn-guard validate \
--rules rules.guard \
--data template.json

MR Guard BINRFEA |, HBlvalidatem T EER ®($?7(£ bash # ) B#ERAMEE, R Guard BBl
MALER | validatem S EEEABRANARERE, ERAMEERE (-s all) REFFMTMHE ,
H A BN Guard IAFHEEER A,

template.json Status = PASS / SKIP
PASS/SKIP rules
rules.guard/rule PASS

1RI% Guard R BIBRFW A LR 70
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HYZEERNERRESERA

ATHBHERR  ZUUKRUIEAZERR , YREFZMEBRA. RE , SULHBEERERSR
LEENERBRBEZERAUER, validate B A LA --datafl --rulesiBEWERE &, Hi
m, WA LHITRHGS , E /path/to/dataDirectory@& —HREBERER , LAk /path/
to/ruleDirectory@& —HZERAESR,

cfn-guard validate --data /path/to/dataDirectory --rules /path/to/ruleDirectory

B R E R AR EZE CloudFormation SIXAPERNZBEREREEBENBMIEIR , UM
RBREMER, BTECESNHEE 6 B EEEEE BWrds_dbinstance_encrytion.quardg
g, BHRA, UREENERPSEERNBEME , BA s3_bucket_encryption.guard,
ec2_volume_encryption.guard# ~/GuardRules/encryption_at_rest, BEEREMN
CloudFormation S8RV A EG K BWHE &+ ~/CloudFormation/templates, EMIFERT , BH
1T validate® < , T~ FIRo

cfn-guard validate --data ~/CloudFormation/templates --rules ~/GuardRules/
encryption_at_rest

HHZEENERBRESERA 71
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WE2 BT AWS CloudFormation Guard

R AREMFER EEFIMEE AWS CloudFormation Guard , 552 BAE R EE
B

- BEREMEERENERE  FAKK

« Guard FEFEEEERI Fn:GetAtt 2Z1 CloudFormation #iZ<

. —RBEDHEE

EXRAEMERENERE , TAXK

EEHFEAEL NEFHRFHFResources. *[ Type == 'AWS::ApiGateway::RestApi' ], %0
B@ A HEBAWS: :ApiGateway: :RestApi&iR , FASFFMESE FAIL,

%api_gws.Properties.EndpointConfiguration.Types[*] == "PRIVATE"

EEBRUNER , FRBRRGERGER , Y EAwhenfRERE.

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi' ]
when %api_gws l!empty { ...}

Guard AL EBEKRR Fn::GetAtt 2/ CloudFormation Ei7<

Guard A" X BEFNNAIBEE, Hlu , FXEHE YAML #%3X AWS CloudFormation #i7x!
Join!Sub®ER . Rz , BFERAEZF XK CloudFormation REFEKE., 0 , £ YAML =
CloudFormation #4<Fn: :Sub®{#H Fn: :Join , &% Guard & B #EITEE(E,

MEARTHBAFHEMER , FSBAWS CloudFormation ( fEREER) FHABHEASE,

— iR PE R B E

- HRstringEETITEABREHEFHR, BHEl , Guard FXEUstringEBEAEMNHNRTREEF
&,

o HREN | =LEBHBREBESNWERER, W, stringf intFREARLENEREREFR,
AT =B, RETHE , ARIPEREHES, Bal , BRgEIBRITERA false , LUAR
Rust F#) PartialEq 4§14,

EREMERANERE , FAKMN 72
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AWS CloudFormation Guard CLI 2 M $5E

Ty £BSE MG ERS S Y/ RE AWS CloudFormation Guard (CLI) BX#g.
FE
« Guard CLI 252 %

* parse-tree

* rulegen
- test

» validate

Guard CLI 2152

&0 AFEBLE T CLI AWS CloudFormation Guard @5 £ T 5128,
-h, --help

SIENEREAE Ao

-V, --version

SENRR A E /o

parse-tree
# AWS CloudFormation Guard # BIf& R F E & A9 #7 Bl E & SISk S48

ER
AR /

cfn-guard parse-tree
--output <value>
--rules <value>

B8

-h, --help

Guard CLI &5 2% 73
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ERAEER

FIENREAE A

-j, --print-json

LA JSON #& =5 ED& i
-y, --print-yaml
BLYAML &5 ENda i
-V, --version

TS E
EIH

-0, --output

HEENEE ABHESR,

-1, --rules
REAAESR,
#iHl

cfn-guard parse-tree \
--output output.json \

--rules rules.guard

rulegen

£ JSON = YAML &3 AWS CloudFormation EIAER WY EBELE —AFSEHAERBMEN

AWS CloudFormation Guard ¥R 8], 1t

BRANBRRE %,

ER <
AR /.

cfn-guard rulegen
--output <value>

PR 6L AR AR B St C HAY RIFE A E Y ready-to-use

3|
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ERAEER

--template <value>

28

-h, --help
SIENZREAE o
-V, --version
BIENAR A E o
B8

-0, --output

REENRABABHER, ERTRFBEEERTERULE , HAER

-t, --template

L JSON = YAML #& 121 CloudFormation E4 18 R 1 K%,

]

cfn-guard rulegen \
--output output.json \
--template template. json

test

£ A LR IR

1R#% JSON = YAML #& K Guard BRI FE R AWS CloudFormation Guard R EIFEZ | LAY

B BB R B R B K.
ER<
AR /.

cfn-guard test

--rules-file <value>
--test-data <value>
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S8

-h, --help

FIENEREA E Ao

-m, --last-modified

& B 87 LIRS KAy i A HEF
-V, --version
SIENAR A E#o

-v, --verbose
Bin@mHEE, JUEESIR.

A% HIE{E Guard RAERMNGER. RAERTNSEERTRFENLEFHER, REAHESR
EEERA, WRK[UBwhentFY , UGB TARBHRAER,

E IR

-1, --rules-file

REHERAERNER.

-t, --test-data

Rt JSON = YAML R ERERNERES B E &.
args

<27 >

B &P IKFRIEFEEF.

1 451

cfn-qguard test \
--rules rules.guard \
--test-data rules_tests. json
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ERAEER

L

PASS|FAIL Expected Rule = rule_name, Status = SKIP|FAIL|[PASS, Got Status

PASS

R

AIE Guard 3R 8l

validate

1R 3% AWS CloudFormation Guard #3 8 Bg 38 & 8 |, LA B Zh =k < B

Eh
AR /

cfn-guard validate
--data <value>
--output-format <value>
--rules <value>
--show-summary <value>
--type <value>

2

-a, --alphabetical

BEERTNER  KFBIEFHERF.

-h, --help

SIENERBAE Ao

-m, --last-modified

BEAHTHER , HK LXEBRNREHER.
-P, --payload

AREEB T3 JSON A EHURAUMER stdin

SKIP|FAIL|

Lok
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{"rules":["<rules 1>", "<rules 2>", ...], "data":["<data 1>", '"<data 2>", ...]1}

fln -

{"data": ["{\"Resources\":{\"NewVolume\":{\"Type\":\"AWS::EC2::Volume\",\"Properties
\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\" : {\"Type\" :\"AWS: :EC2: :Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName\":
\"TestInstance\"}}", "{\"Resources\":{\"NewVolume\": {\"Type\":\"AWS: :EC2::Volume\",
\"Properties\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\" : {\"Type\" :\"AWS: :EC2: :Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}1}},\"Parameters\":{\"InstanceName
\":\"TestInstance\"}}"], "rules" : [ "Parameters.InstanceName == \"TestInstance
\"","Parameters.InstanceName == \"TestInstance\"" 1}

HR THRAL  FEERIBRNFREE. #1Y "E8. K BEEERERNFSREE,
MREIEE --payloadififf , FAEEE --rulesw --dataiBiE,
-p, --print-json

LA JSON #& =5 ED&ai i

-s, --show-clause-failures

BrRTARY, 3/RBE,

-V, --version

SIENMRAE Ao

-v, --verbose

EmEHBE, JUREESZR.

jERL

-d, --data (F&)

R JSON = YAML A BRMERNERBBHE &, MRERMKBEK , Guard SIRBEZPAEE
BHERRFTMEEENRL, BHELARTSERER ; TERKISERMBAER,

B#IR 78



AWS CloudFormation Guard EREER

MRBIETE --payloadifiF , FFEEE --dataiBE,

-0, --output-format ( F&)
BABHER,

5% : single-line-summary

F¥FE : json|yaml | single-line-summary
-r, --rules ( F&)

RARAERNEBIRUERNB K, WRERMHME K , Guard ERIBIEENERFTME B HEPHART
BRR, BHSAEESRAER  eTRERESERNRAESR.

MRBIETE --payloadifiF , BAEEE --rulesi#EIE,
--show-summary (string)

EE Guard REFIARENEEY., MREEE all , Guard BEETREERE. IREEE
pass,fail , Guard RAEREERABRAUANFHEEA. MREIEE none , Guard TEETRHE
B, all AT,

foFFE : all | pass,fail | none
-t. --type (F&)

REMABERNEN, EREERMAEREER | Guard 828 H PR CloudFormation $i45&
REBEARE, BIEERR , Guard EETBMHREEHNE , #lW0 Property [/Resources/vol2/
Properties/Encrypted.

RFFE : CFNTemplate

L]

cfn-guard validate \

--data file_directory_name \
--output-format yaml \
--rules rules.guard \
--show-summary pass,fail \
--type CFNtemplate
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B

MR Guard FINEBRFEA , validatem T EEE 0($? M bash R ) MEFME, R Guard &
BIRALER |, validatem T EEEAXBRAWAMRERE, FAFMEE (-v) REFFHANTEE
H @R Guard QA EEA AR AL

Summary Report Overall File Status = PASS
PASS/SKIP rules
default PASS

RIE Guard 1R BIERFE I A\ & &

N
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h Y Z 4% AWS CloudFormation Guard

MERZEME AWS RREEEIEF. 58 AWS BF |, LKA URER D OMBIREBHZ , A28
5 EimE R T HBERBNER,

ZEMR AWS Ml cBHHREEFE. AFEEEESEERRERNZEMENERTFNLZEMNE

EiR L2 - AWS B EREE AWS Cloud F#11T AWS BREHNERE K. AWS thigftEa L
ZEFERNERE. F=SRERASSEHASNRBRMAZLHERY , HBAWS EHRFTEN—
Do BETHEARN Guard WERETE , F2EAWS SR EIEHEANNRE,.

- EIRNZSM - ENETECRALER AWS WIRKE, SRt/ BHHMREES  SEERNKR
M, BLTNERNERAZENER

THS B & T M ANAIE S Guard 2% A& AWS Lambda B8 (cfn-guard-lambda) BER#£E=
R

« AWS Command Line Interface ff &P L2
« AWS Lambda A ABEEPHNZ M
« AWS Identity and Access Management fEF EigRHP M 2 £ M4
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AWS CloudFormation Guard 3 {4 s 42 8%

TRFRHE XHNEITREAS AWS CloudFormation Guard,

 YHBITEHERE ;202345 6 A 30 H
o ERFTARZ : 3.0.0

-3:d #ir SR

3.0.0 kR 3.0.0 hR#E T 5 R 2023 £ 6 A 30 H

« BE# Guard 3.0.0 iRHIEE
NHLEEE,

- B8 Homebrew #
Chocolatey Fy & 2E58 1t

- EHFBE Guard 7 ARV AEES
& , AR Guard 3.0.0
R E,

- SHEEREZIEE AWS
CloudFormation Guard

GitHub 17,
2.1.3 iR 2.1.3 R T 5 St 2023 6 A9 H

2 ¥18 Guard 2.1.3 158N EE
KFHRIEFA. Guard 2.0 §&E
EEHA Guard 2.1.3,

2.0.4 kR 2.0.4 hR¥#E T 5 SGE - 2021 €10 B 19 A

--payload IEECHE

ZFvalidate®H,

WMEFMENR , 5526 Guard
CLI 8Z 5.

2.0.3 iR 2.0.3 hR#E T 5 S 2021 7 A 27 B
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ERAEER

R 8 AR A

s B UEBENVAEERTR

HEERUNENREZTE, W
FHMER  F2RAE
Guard # 8,

- THEHECOHEE

validate® ¥ :

* --output-format
* --show-summary
e --type

MEFHMEA , F2E
Guard CLI 8Z R ERFE,

AWS CloudFormation Guard
A& BN AIERA,

20217 H 158
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AWS FER

MEHITH AWS #izE , F2H AWS AR SEHHAWS FER,
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