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ERNFEER. HRMMBERNER , BREEREERN X8 W UHEZERATHEEAREMER
HTHTNEE, ELREEREBRPEELZE. F2RETUIEIRS, £RE, A6, ABHEH
E AWS R7S.
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ERAEPRBRVAKREFHABRBEK. (RTREEM AWS EUERAERIREEIAMP ZEENE
B

AWS Amazon Chime BEH S & BUE SDK

EmAF , ENACTMER  FAERERS AWS EEXKMTRECHERE XK, EYIAMVEFE
ENBREERFENERAE , LUELACHERRE/GAMENER, ZREMBER , ETUERR
i AWS ZEER KK, ELBREEF REARS , X EAIEEN AWS IRF, MFEBR AWS 2
BEHBR , 528 AWS (AMEAEERM) PHZEERE,

AWS BRI HEZBMEH AWS ZEENKK, SEEENER AWS SEENRE. REBESSHME
HERMEE AWS EERBUZ SR, KEENENSXECERIRNAMES 285 (EAE.
HANMA®), RBEZEAUEN AWS MBS ERTARFNZEERE. RETSBRER
AWS ZEEMNFRR , Rt BREMFTSBRERBTHER,

A, AWS X EBHZERKE 2 TEMENZEERA|, 20 , ReadOnlyAccess AWS ZEER
BT A AR HETER AWS RENER, EREMEBFINGER , AWS FBEENERWKEER
R, MNETEBERRMNFEERE K F2E AWS (FAEER) DY TEBENIAMEREE,

FERFIFE (ACLs)

TFEUEHIEE (ACLs) 2HBLEESRE (IRFKE, FRERAE) EAFNERNER. ACLsEEL
RUERAERVEE , AT ERISONBERIFER.

Amazon S3 , AWS WAF#HI Amazon VPC X5 H FACLs, EEE— 7 HACLs , F2E
Amazon BERTFREFMZABEEPHEFEURFIEE (ACL) B8,

HttBeREE
AWS XEEMBFIERNFRIEE, SERRBEETRERE RERBERTENKRKAF T,

- ERAR — BRARE—REMRINGE , ZANEEPREAS BN AERN R A TRERAME
B (AVMERESAR) WHEAER. SUUABRREFTRR. MEENFITERERN S ER
RMEFFARRNRZE, 8% Principal MU EEEAERAGHNEREBERRITEZRFIR
BRER®, PTEEEBRITHAREEHEEIZNAN. UERTBAERARNFHEN , F2H8 (AM
EFA1ER) PHIAME RN ERRIR.

- BRIEIZHIKME ( SCPs ) — SCPs RIEEFEMIAEMEN (OU ) HEAERIISONZEKEE AWS
Organizations. AWS Organizations  — AR S EMNEPERZERBE AWS 1RF B EEEE.,
WMRERABEMPFTEIIRE , AR LU REIEFIKEE (SCPs) ERZEEANEMHFTEIIRS. SCP
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FE%UEJZE'I’EF':F;EEE’JEFE BESE AWS IREREAE. WFEAE Organizations KL A
SCPs , 5528 AWS Organizations i F 5/,

- THERBRBE - THRERBERRE-EEMBER ST EEBREEANTABRILACHBS A
ENTRTERERE  FR2HBEE. MEEATERENFITSREAENAGHN I EBERMIE
PEERBURMI RS, FTAHRAIURAEREHK, AMEEEBRTNAREEHSERX AN, WFEH
WMER , F2H (AMERER) PR TEREEFEAL

ZRBRER

H1§7EB(%Q*€E““EFH§IJ= R, HERTERNFAISEREN, EMHLIER, SRBMAUWM AWS R
ESRZERAEEBEEANER , F2H (AMERERM) P "ERIFHMEEE, .

Amazon Chime BHISDKIT{E/RIE IAM

EIEFRIAMEEE Amazon Chime MIZEUVERR 2 BISDK , 555¢ 7 2 a[E2 Amazon Chi SDK me # &£
HAWIAMINEE, B 1S Amazon Chime ESDKAEM S X EREXRE AWS REFEHIAM |, F2E
AWS (IAMEFREIER) IAMARfE A Y R I% -

&
« Amazon Chime EE N SDKS 14 HI BUER
- Ehl

Amazon Chime EEASDKE R BIEK

FERNUIAME 2B R AEBIRR | B EEARRIEENEENER , AR AFRIEBEENF
£, Amazon Chime SDK X EBSEEE. ERMNFEH LR, EEMBEEISONEKERERANFIE T
%, B2l (FAIAMEER) PHIAMISONER TEZSEZER,

B1F

EEE A LMER AWS JSONKES: , AREEHAIUERAERR, tRIER  WEEZBETEERGT
A A EE R HAIT L BIF,

JSONZKEAction TR T B AT AR R A HIEEB R P FERBIE. REBEFBRREEBRNERE
FEE AWS APIRME, B—E£BISMER | AR B REAPIRENERERAIRE, b - EEXEER
BERPNZERE, ELBANBERAMKEIF,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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BREEABERR THITHBBB LT,

NMEEEDFENFHAER  F2RBBRESE DI Amazon Chime BVEIE, BRN KA LR,
REF3R 5|8

Amazon Chime SDK £ —#RBFISENFRGF B, WEFMHER K B2HERERESEZEHRH
Amazon Chime W{E4 248,

'R

Amazon Chime SDK X EEBRARNsHIEEEIR. MFEFHMEN , 2B Amazon Chime EEMNE
AR

]

& ERR Amazon Chime LASDKE BRI AE B BEREH , 5528, Amazon Chime FAZEHER
S0 BUK &

EBFET O NERNE

Amazon Chime SDK EE /M ERFARELEZTRANTIAER, EXSERACEY., BEREE
MEBEFEESRNE. AREAUTSEH L INEE IXIJJ:I:"‘—ILX%HTLXTIYE

- BUNBERES|RIK

- BIUM#EBIAMBERMNMERE
- BANERAEREE

- BRTRBHREEZER

- HERR

- BYERAAE

« REEEIMAMER

NEHMET  FONREERENBABEETHNEFERSAWSH,
T R RN

BRIFFER BN ENBREREERAEER, BEUNMNETREREER K SLARHEBHER
EEEHR Hi%ﬁiikbu ENBEEN, SR , EENEFER.
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonchime.html#amazonchime-resources-for-iam-policies
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ERMAGNBEAREZTTRAFEMRYBHZTAESR.

3

\

BEHMEERRUSRRTRLR. NEERNERNVHEET , BSNT -5,
T RERE S o0 AT an a2 F 48 BY

EEONMEERETEFERAEFEENSE, ERBYBIRTEMER , /HEBBA Amazon Chime
SDK EEFEESEEeE % CreateGrantidRE AWSKMS, AT HEALNRBETUTALIRE K FEE

» EiX DescribeKeyZER AWS KMSEURRZR RENEBEFEE SR ID REHEXN

« E%3% GenerateDataKeyiE R BKMSIE LA Z AR B H RN HIZZE,

« 83X DecryptER AWS KMSERZ INZ N BIREE , UETF T A RNE SN BiR,
. BX RetireGrantER AWS KMSHEA AR EZ R ERBE N EE,

o £ Al AR 2R iR N 2§ 48 RAFIRAE Amazon S3 H,

B AR B IRENFIVE  SIBREEEZSBNEFEE, NRERMN , BSoMBEE
ERSRMENTMER, ESFEREXENNMEBEE , tMERRSEESITERET
HAccessDeniedException$gsa MKk B,

e 0T ERER
SHBEXSRHESFSELRYTIER. SEEFEENSRBLARE—ESREER , HFa2R

EMHAANEASHRURNMERASRNBRER, BYTRE , ZUUEEEREFEL, MEFMAEF ,
A2RTREERBABASEETNERAAWSEREFER,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow key access to Amazon Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {
"AWS": "your_user_or_role_ARN"
1,
"Action": [
"kms:CreateGrant",

TREREE 20 AT WA E R 4 BY 12


https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_RetireGrant.html
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Amazon Chime & SDK EEER

"kms:Decrypt",

"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms:ViaService": [
"chimevoiceconnector.region.amazonaws.com"

]

NEERERAPEERRNFMAESR , F2REAMBERAXPIEEKMSZE S| AWS SREER
HHRZASRE.

NEEESHHBESREINET  F2H < AWS £REERKMEASER.

ERMEAR

MBERARR—HAEZANESREY K SEEHNHEHMEREANTENA. AWSKMSEAMZEARRZECDER
FH N,

EREMBRERDIEMBZARE , AWSKMSEMBZABRBEZMEZENER ., EEHRRER , BHE
EERFIEHBONBZRR,

EEIMERERBNMERE AWS KMSINZERE , HFZF#RRaws:chime:voice-profile-
domain:arn , R %R Amazon ERE&EM (ARN) ,

THEHIRERARNMBEAR,

"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

}

BHA L ERKEEMNEHEPFERANBZRAER , UBIEFZESRNER N, MERAB LB RE
T CloudTrail S{iC&k4E 1 E4£EM CloudWatch se#&EH,
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{56 FA AN 733 7 7 3R 422 ) & S Y F BN

BRI UEASBERMNAMBERNNBABREA GG REFHBEFEESHBNFEE, BEA Uk
R FHhEAMZEARARHRYE

EEINMESERETEAMZEARRS , UEFHERFIEFFEFEESR/RNER. BT REEE
RBEFAFHNREFEREENMEAR,

\/

THEBFRARARNGFEHE B ENFATRETFEESHBNEFIE, BEREXFPHNREERIR
8 B B 15 TE N2 R A B 027 R 2 PR R 4o

{
"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"

},
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":
"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"

}
}
}
EEmEER

Amazon Chime SDK EF B 53R %% S| AWS KMS |, &7 LAfE CloudTrail 2% CloudWatch B
EFEREZRJELEEEEE*O
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CreateGrant

ENFRAEFEENSREBEYESHREEMAEERE  MEBNETEESgRREE
¥%CreateGrantEXR , UfF M&?H’\JKMSﬁﬁ AWS IRF, BEEESAMEVNREEBHAEES
EESRHEBHRNER. EERBRERE K EXEERttEFEHARetireGrantEE£BKRTE,

THEHlEEEECreateGrant e,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuserol"
"accountId": "111122223333",
"userName": "Admin"

7’

1,
"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

.

"invokedBy": "AWS Internal"
.
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
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EEEmE

iy

"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",

"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey",
"RetireGrant"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"

.
"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@daaafSAMPLE"

.

"requestID": "ff000af-00eb-00ce-0e00-cad0dfbO0fbadSAMPLE",
"eventID": "ff0O00af-00eb-00ce-0e00-ca®00fbO0fbadSAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

EfRVERTREEMIYETFEENSRIETGHEEE , AEBNE T ERRSEYR—NE
BEW|MRNBEVBESENEIMIA. FTEERTHEEGenerateDataKeyREZEE AWS KMS

BEEERNZR,

T 5lgEfl&5cskGenerateDatakey ¥,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"
1,
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:

west-2:111122223333:voice-profile-domain/sample-domain-id"
.
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-eadd0fbOfbadSAMPLE",
"eventID": "ff0O00af-00eb-00ce-0e00-ea®00fbO0fbadSAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE™"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "111122223333",
"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

us-
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Decrypt

R TREERTNR TR EERE ARV AT HEARAMEEARELZ TN
FEEREWWDecryptFE , ERARENNEENSRREFMMNENER,

TH&EHIFFEkDecryptEE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"
I
"eventTime": "2021-10-12T23:59:347",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/44b4bb444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-

west-2:111122223333:voice-profile-domain/sample-domain-id"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",

"eventCategory": '"Management"

, TAEARRAYRE
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}

DescribeKey

BEEEREEMADescribeKeyFRRMEERIRFMEE PR E FEER T REEMEEEIBIAY
% {8

Tyl &ieskDescribeKeyE%,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuserol",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"keyId": "@0ddodbo-0000-0000-ac00-bOcOOOSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ecad00fbO0fbadSAMPLE",
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"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbadSAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE™"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

Ps B RIEEENREA

BENERERESEHTEFERNERTUE S HRNERRITEER  REREEARLMRD
B, EUATERTAERITH SRS AMBEELSTHIFINER. EEESEE , F2REENE
%8 AWS Identity and Access Management A F 15,

In (A) AWS , BRBER TRe 2 EIRENREIRG, E—ERHK ( WIRH ) Wils — @RS (B8
AR ) K, SREBRBERE. EEPTEUTUCRAFURERR  FHEACMNBEETSHANERE
SFHMRBFNER.

AWS AR ETBIEHHECIRFERNSEFEER , UHBEREBERNZ M., BAEZREEER
KEEAREAaws : SourceAccount £ HFHFABRG#, ELSMER B Amazon Chime SDK A& &
IR E MR AEF AT,

THEHIFER S3 FEFITEEE , ZBERESREMN CallDetailRecords S3 fEFETEAfE
Faws:SourceAccount£HFEHART B , LGB R ENEIBE,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
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},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"
.
{
"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
.
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"
}
}
}

Amazon Chime BESDKE R BE

Amazon Chime ## T 5| & REHSDKZEUERAERKBIK,

ER BB NSDKEEFEBRNRE

Amazon Chime SDK X EiE& & REEME,
Amazon Chime EASDKIAME

IAME B RERITNER AWS ESEERNIRE,

¥ B Amazon Chime R EREFEE AE R SDK

BRLMERRFEEREARRE, BREIAMACRBEEBIRFAG, ERLUEIB I ILEUS RS 2 2505

AWS STS API4EZ |, #lin AssumeRole = GetFederationToken.

Amazon Chime SDK X EF A ERFEAER,

Amazon Chime BESDK&E RE B X
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RIS EL A

R ERE A B EF AWS R AT FEEMREFRARETKHBFNER. RBEENACSETRELN
IAMIEE & | MRKAEEELAE, AMEESTUBREE S FERKEZACHER,

Amazon Chime SDK X ERKEL AR, IEEVREEESLEAGNMEN  F2EERBELEA
& AR Amazon Chime B EH.

BZEAE

LHRATRREAREREREAC. LAGTRBREFNEMREFINER , MAREZTKEBFE. K
BACERERNELNIAMIREF , EBRMIRFA. EXRTIAMRREESTUSERAGHER, £
1B, ER A RE S BRI IRFHY ZhEE,

Amazon Chime BSDKA X ERKE AR,

Amazon Chime R EHER B BV BERE I

BIBEFEER , IAM FEREMARKREEIHIEH Amazon Chime BIREHFERVER, tftEEFER

AWS Management Console AWS CLI, 5 AWS APl #{T T4, IAM BEEENXEEY IAM BX , #F
FAENABEEEER LBTIE AP EENMENT., EEEEFV AR ELEREREEZTESE

LS AT IAM {5 A B REFAE

EETROAIEAELEF JSON BERXHEY IAM 55 RBR | F20 (AM FAEER) PHE
JSON E&® FE T HR,

FHE

- BRBEEK

« AWS ZETFERABEHBUER

« AWS ZEEH KB : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

« AWS ZEEBH KB : AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy
« Amazon Chime B AWS ZEBUR

HRREER

ERBOWBERMEEBRK, MPIRERESEAUNEZWIIREFET, FEEMBER Amazon Chime B
BEHER, ELEETAESELN AWSIREFELER, ELEUSREBES P HBER  FEETY
XA NEZRSEHE
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- FHBER AWS ZEHER — HBEREMKRAEA Amazon Chime SDK , FFEA AWS ZEBREME
TrrEMNEFT. ELBRERELNIRFEPRME , WA AWSHEBNEH . MEFMEA , F2H IAM
EAEREEPN AWS ZEBRERBERF T,

- BRYREER . EEBYBFTBGRE , BRRTHITEBMEENFT. UKD —EFFAIRGE , AR
MEERTHRANFT, ELb—FRREAARRRNT , HRBEAREMARMBERALZS, MFEF
&, 720 (AM EAEER) FHRTRIEER,

- BEURIRERA MFA : ATHENZ:  FERIAMEAEEHSEEEEHE (MFA) EEBRBER
3 API #1E, MFEFMER , F2H (AM £AEER) PNE AWSHEAZEERZHFE (MFA).

- ERARAGGENRS - EUBWTHEEY , FERES 9 BRFRAAFEFNERN KT, 6
W, BRI B RN BEFRRSAKRE —EM LG IP i EE, SHTUMURBGSG  REEEN
AR EE A FFFER , IRERMEA SSL ;N MFA, MEFHMER , F2H (AM EAER
) FH IAM JSON BERTE : &,

AWS ZE T EBRFHEREHBER

BRI LAERZ AWS BAmazonChimeVoiceConnectorServicelinkedRolePolicyRiIREAFHH
¥ Amazon Chime SDK B){ERY/7ENE., WFEFMESA , 552 B Amazon Chime SDK BE A B/
WED IAM A6 , URBRERESEERPH Amazon Chime WEIE, ERAEG S8,

// Policy ARN: arn:aws:iam::aws:policy/AmazonChimeSDK
// Description: Provides access to Amazon Chime SDK operations
{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"chime:CreateMediaCapturePipeline",
"chime:CreateMediaConcatenationPipeline",
"chime:CreateMedialiveConnectorPipeline",
"chime:CreateMeeting",
"chime:CreateMeetingWithAttendees",
"chime:DeleteMediaCapturePipeline",
"chime:DeleteMediaPipeline",
"chime:DeleteMeeting",
"chime:GetMeeting",

"chime:ListMeetings",
"chime:CreateAttendee",
"chime:BatchCreateAttendee",
"chime:DeleteAttendee",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
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"chime:GetAttendee",
"chime:GetMediaCapturePipeline",
"chime:GetMediaPipeline",
"chime:ListAttendees",
"chime:ListAttendeeTags",
"chime:ListMediaCapturePipelines",
"chime:ListMediaPipelines",
"chime:ListMeetingTags",
"chime:ListTagsForResource",
"chime:StartMeetingTranscription",
"chime:StopMeetingTranscription",
"chime:TagAttendee",
"chime:TagMeeting",
"chime:TagResource",
"chime:UntagAttendee",
"chime:UntagMeeting",
"chime:UntagResource"

1,
"Effect": "Allow",
"Resource": "*"

AWS SEBRRRE
AmazonChimeVoiceConnectorServicelLinkedRolePolicy

AmazonChimeVoiceConnectorServicelinkedRolePolicy®]# Amazon Chime SDK & &E
AR KB B E Amazon Kinesis Video Streams, #RMERREA , KM Amazon Polly & K&
o WWBERER T Amazon Chime SDK FEEE#R[RETA , LLFEEF M Amazon Kinesis Video
Streams, #FB@HEH{EIXZE Amazon Simple Notification Service (SNS) 1 Amazon Simple Queue
Service (SQS) , AR IEE A Amazon Chime SDK FEZ FERAERX MEEEEEH Amazon Polly & K58
. Speak SpeakAndGetDigits

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["chime:GetVoiceConnector*"],
"Resource": ["*"]

I,

AWS ZEEBHKEE . AmazonChimeVoiceConnectorServiceLinkedRolePolicy 24
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EEEmE

{

WMEFHEE

iﬂl

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

]I

"Resource": ["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]

"Effect": "Allow",
"Action": ["kinesisvideo:ListStreams"],
"Resource": ["*"]

"Effect": "Allow",
"Action": ["SNS:Publish"],
"Resource": ["arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"]

"Effect": "Allow",
"Action": ["sqgs:SendMessage"],
"Resource": ["arn:aws:sqgs:*:*:ChimeVoiceConnector-Streaming*"]

"Effect": "Allow",
"Action": ["polly:SynthesizeSpeech"],
"Resource": ["*"]

"Effect": "Allow",

"Action": [
"chime:CreateMediaInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"

]I

"Resource": ["*"]

552 £/ Amazon Chime SDK EZ HiESEREEEZEACHE,

s

AWS ZEEMEEE . AmazonChimeVoiceConnectorServiceLinkedRolePolicy
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AWS 3 EIEHY SRAE
AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy

IREE L% AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy EiEE IAM B8,

WK F7F Kinesis Video Streams #$& ¥l E Amazon Chime BIRE4 &S |, WigEERMHD,
CloudWatch® th o 5F Amazon Chime FI&E 4 HE EE K REFEE Amazon Chime HEEH 2.
MEHMET , F2EAIEFTH £ Amazon Chime R EAEREEFEAAE,

AT A EFAE A

H RS TH,

« cloudwatch— #EFME CloudWatch 1E1ZN R,

e kinesisvideo— BRFENMER Y K NEERR , ENHEEBAESER , HASER , AIZESERN
5 SRRV RERR

* chime— BRTFENEE , AIRESENRBRESENER,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowPutMetricsForChimeSDKNamespace",
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/ChimeSDK"
}
}
},
{
"Sid": "AllowKinesisVideoStreamsAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",

AWS ZEEM KR . AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy 26
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"kinesisvideo:CreateStream"

1,

"Resource": [
"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

]
.
{

"Sid": "AllowKinesisVideoStreamsListAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:ListStreams"

1,

"Resource": [

T

]

.
{

"Sid": "AllowChimeMeetingAccess",

"Effect": "Allow",

"Action": [
"chime:GetMeeting",
"chime:CreateAttendee",
"chime:DeleteAttendee"

1,

"Resource": "*"

}

Amazon Chime E#T AWS S E B X

TRFHIREAYE Amazon Chime SDK IAM BER AR 4B B3

25 iR B
AmazonChimeSDKMedi AmazonChimeSDKMedi 2023 £ 12 A 8 H
aPipelinesServiceLinkedRole aPipelinesServicel
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M ARFAHRNELSRE &,

Amazon Chime BER®EHKB  Amazon Chime BHEEHR 2021 9 A 23 H
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Amazon Chime & SDK EEEmR
%2 B 1E Amazon Chime B #TEIEM R SDK
MRDRFER , SHEREREHITEHE , ENBRLEEN , AFERHITHE

EffAmateojacksonAME ERFERA R ERWREEny -example-widget ETRWFFHAER , B
REE®EN chime: GetWidget EREF , MR 4E T & HIEES,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
chime:GetWidget on resource: my-example-widget

FELBERT , HEEH mateojackson ERHENEE , AFFFER chime: GetWidget EEFE my -
example-widget BiR.
MREFEEZHE , FHIE AWS EEE, ZNEEERMUENEERE.

RLZBHITHRE iam:PassRole

EIRNBEEES | FHEI REBHIT iam: PassRole EMENEE | BUXEBIEENEIE S LESH
Bh, BNEEERREHEZFEAZEZBNEBBHNAE, EXZIAEEHFENIBEK , UAKFESACGEERER
Amazon Chime SDK.,

—& AWS REBEAREEREHCERGEZRE K MAREYFNBEACIRBEELAC, MFHNT
LER | BB RERK A CEEEZXRBAIFT .

ERANFERAIAMEmarymajor ER A ZRIEE Amazon Chime SDK F#EITEIER , MERLE TS
#HHITER. B2 , BFEERBREEFEBREACKR TN T. Mary REKAGEEEZRBHIFTF.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBEBERT , Mary FREBEEETMMBHER , RFFEIIT iam: PassRole EifE,

RIS E AL A AR Amazon Chime BB EH

Amazon Chime BIZE 4 AWS Identity and Access Management (IAM) RSB A€, RIEEE
ABRE—EBEN IAM AER  TEEERZE Amazon Chime BB EMSH., RIEEZA BB Amazon
Chime SDK % EZ , Y BERBERREFWE M AWS RIEFIENFEFT,

FR#GEL A @ TR E Amazon Chime SDK EEME , RABAEEFHIMELEMNEFT, Amazon
Chime HZEH4ESEEHREELEACHTT , BRIFEZEEE , ARIRE Amazon Chime BIEZEEHT]
LigrHEAR, CEEMNFTEEEEBERMFUBER, 3FENELH MBI EMEM IAM EE,

IR BT Amazon Chime B #H1TEER X SDK 31
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BB ALEMBRBHERSCNEEER , FEEEMER, ERTUREEN Amazon Chime FREEH
BR , RASEELEEABRENERNVER.

NMEXERBEGACHEMERBER , F2RATEL IAM EEN AWS B, SKREHERSACH
PER Yes (B) WK, BEEREENRE , MeRZBRBHRBERS B

&

« f£A Amazon Chime SDK EEZ EEERBEFHBHER
- FAEERERINENAS

- ¥H Amazon Chime B EHEBEEFAAE

« f#/A AmazonChime SDK X R ERK AR

£ Amazon Chime SDK EZ EEZBFELE A GBEE
THEZEHHNEARBUMAIAIT T HIEE :

+ f£H Amazon Chime SDK E X E#ESREELENABEE , # Amazon Chime SDK B FEEZNH
R AR ZE Kinesiso

« B2 Amazon Polly MFRFEMITEEMFET. SpeakAndGetDigits

&

« Amazon Chime SDK EEEEEENRBEEAEHH
« 5 Amazon Chime SDK EZEEREVRKERZAE
- #m% Amazon Chime SDK B Z EESRNREELZAE
- MiBR Amazon Chime SDK B EEZRNBRKELAE
+ X #& Amazon Chime SDK R ER AN ESE

Amazon Chime SDK B F EIEZSZNRBELE AR

Amazon Chime SDK B E EiESREHABRANBREEEAE
AWSServiceRoleForAmazonChimeVoiceConnector— 5t 5F Amazon Chime SDK EFEZSB R KRE

MY AWS B, WFEMMIA Amazon Chime SDK EEEE SR BN RE S RNFEMAEN  F20HK8
Amazon Chime 2 SDK B F B3 K8 &R ZE Kinesis,

BR AWSServiceRoleForAmazonChimeVoiceConnector I EfE AR EEE T I REEETZAR
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 voiceconnector.chime.amazonaws.com

AmazonChimeVoiceConnectorServiceLinkedRolePolicy A # Amazon Chime B E 4 E I8 ENER
LT HIEE -

« BfE : all AWS resources LM chime:GetVoiceConnector*

- BfF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeVoiceConnector-* £EM kinesisvideo:*

« B)fE : all AWS resources EH polly:SynthesizeSpeech

- B)fE: all AWS resources £ chime:CreateMediaInsightsPipeline

- BfF : all AWS resources £ chime:GetMediaInsightsPipelineConfiguration

« BfE : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* EM kinesisvideo:CreateStream

« BfF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* E£# kinesisvideo:PutMedia

- BfF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* E£MJ kinesisvideo:UpdateDataRetention

« BfF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* EMJ kinesisvideo:DescribeStream

« BfF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* EMJ kinesisvideo:GetDataEndpoint

« B)fF : arn:aws:kinesisvideo:us-east-1:111122223333:stream/* £H
kinesisvideo:ListStreams

BMERENT , IAM BER (NERE. HENAG) TURY, REIMKREKERSE, MFFA
&, F28 (AM EREERM) PHREEEAGT A,

A Amazon Chime SDK B H EESREU R EZ AR

BAREEFHEY —EARBELZAE®. B85 Amazon Chime SDK 553 E#83E Kinesis & 5
i, RIE. = AWS API 5 FE#H Amazon Chime SDK SIP & fEHE X i AWS CLI , Amazon
Chime EAZBIREERZEAE, AWS Management Console

B LUER IAM £ 4 | BB Chime BZEERFEARMBILBRBELE AR, £ AWS CLI FH AWS
APl & | i voiceconnector.chime.amazonaws.comfRE BB R ERL AR, WEHMAE

& Amazon Chime SDK B Z EiES BB ERAGHE 33
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A, F2E (AM E£REER) 71 "BYRBEEEE, . IREMRUBRBESHE , B LUE
RLHARNEFUBRRIZAE,

#m¥8 Amazon Chime SDK B Z EESBHNREELEAR

Amazon Chime BREHT R EFE AWSServiceRoleForAmazonChimeVoiceConnector ARG E 4
A, NAEREEETHSSEZRBELAE  FMUSELIEEVACCAESFEACER. Am, &
AIfEA IAM RIGE A GFHR, MEFHMENR 6 BF20 AMEREERTNREREEEAC,

fHiBx Amazon Chime SDK FEE E#ERNRIHEZ AR

EETBEARERKESRACHIRIRY  RAEZBERBRZAE. -, ERREREDE
EHEENRERER. AW K BLERENBHESHE , 2RI EBUFBHAEEMEBR.

ERBRBEEAE

EEER IAM RBRRBEZE AR , ELALERBRZACHEANEATER.

® Note
MREEHMBREIRE , Amazon Chime SDK R EEFEAZEE® , RIMBRUTEEE LM, &t
BREE  BESH,ERYBRERRE,

= ZE M} AWSServiceRoleForAmazonChimeVoiceConnector (£ A&) FrfEA# Amazon Chime SDK
BiR

{21k Amazon Chime BIZEH MR F F T Amazon Chime SDK 55 EEEs IR R T,

a. B Amazon Chime BB EH TS |, Bt 5 https://console.aws.amazon.com/chime-
sdk/homes,

b. TEINEEEMREY [SIP F#E] T , B [T EESR]L

c. IE#E Amazon Chime B SDK EEHEEBENER,

d. EE THR, BR,

e. T TEIXZE Kinesis Video Streamsy T , &8 "=1k, o
f. EERT.
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= ZE MR AWSServiceRoleForAmazonChimeVoiceConnector (AWS CLI) A # Amazon Chime 1§
STHBEEH/HER

« {#/H AWS CLI #fydelete-voice-connector-streaming-configuration®SE LIRS
i FfE Amazon Chime SDK SE & EIES M IHEE TR,

aws chime delete-voice-connector-streaming-configuration --voice-connector-
id abcdeflghij2klmno3pqr4

= EMIBR AWSServiceRoleForAmazonChimeVoiceConnector (AP1) £ Amazon Chime & SDK &
i

« M DeleteVoiceConnectorStreamingConfigurationAPI 4= 1E#& 5 1 Ff & Amazon Chime SDK &
FEZBENERSER.

FHMBRBEHEEAE

A IAM £ A AWS API /EZMIBR AWSServiceRoleForAmazonChimeVoiceConnector BR & &
A, AWSCLIMNEFHMEN , F2H (AM FREERE) PHREBRREEEA®,

X1 Amazon Chime SDK RI§E#E A K [EiT

Amazon Chime R EA X EAFFERMUEBREN M FFERARKEEZAR, AWS EENEFHMENR ,
2B Amazon Chime i 25 FELZE,

ERERABEZIIENAS

DUTEHHPMEFRBIUAEMEE Amazon Chime SDK BN EHEN R EE AR, MEAGEE
RIEHIFFAMEEA , 5828 E A Amazon Chime SDK EBFEEE,

2

£ |

- EAM Amazon Chime SDK BIRFEENREEZACTA
« % Amazon Chime SDK B EBZEVRBEEAE

- #®% Amazon Chime SDK R EENRBELEAE

- MIBR Amazon Chime SDK BB EEN RS ELE AR

- X Amazon Chime R ERZ AN ESE

ERERARERENAR 35


https://docs.aws.amazon.com/chime/latest/APIReference/API_voice-chime_DeleteVoiceConnectorStreamingConfiguration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/chime.html#chime_region
https://docs.aws.amazon.com/chime/latest/dg/meeting-transcription.html

Amazon Chime & SDK EEER

iE A Amazon Chime SDK BN EEZN R EE A BT

Amazon Chime SDK HIiE#ERAEANBRBEEAER
AWSServiceRoleForAmazonChimeTranscription — St 8F Amazon Chime BB EH# R REER
Amazon #E&H1 Amazon Transcribe B,

BR AWSServiceRoleForAmazonChimeTranscription #E&E AR SEE T I RBEEIZAE

* transcription.chime.amazonaws.com

A BT AR LFF Amazon Chime REBEABIEENERTK T 5IE#F

- B)fE: all AWS resources £HY transcribe:StartStreamTranscription
« BfE : all AWS resources LM transcribe:StartMedicalStreamTranscription

BYMERENT , IAM BER (NERE. HENAG) T TRY., REIMBREKERAE, MEFM
&, F2E (AM EAEERM) PHERBEEAGT A,

/A Amazon Chime SDK Bl EEE VR EL AR
WA LAER IAM 12 A2 T EE Chime EBREARGINBRBEEAE,

(® Note
BLEHER AM BEEF I RERELS R, NIRRE , FHERREES.

ByAG

1. BB https://console.aws.amazon.com/iam/ B IAM £32 A&,
2. EIAM EERANEBEERD  BEE [AG], ARBE [BEUAB]
3. EEAWS REACER K ARRRE "HEBEK,

ERRAET IAM BUE,
4, EBECRMEZENZEAR , ARRE "T—%  B&, .
5. BEE T—% : 8k,
6. BEZRERH , ARBE [BUAEG]
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B LAEHAWS CLITE AWS API REV Z AEBZNBRBEEAE,

ZECLI # , MIfTUTHS : aws iam create-service-linked-role --aws-service-name
transcription.chime.amazonaws.com,

MEFHMET , F2E AV EAEERETNELIRBEGEAS, IREMRUBRBEZSE | L7
ERLHARNERFABREMZAR.

#%%8 Amazon Chime SDK BN EEZEN R EEAE

Amazon Chime FEZEH# T AL EHRE AWSServiceRoleForAmazonChimeTranscription BRI E R &
B, AAESEERTLESSERBEELEE  FULEIEEVAACAEFAGERE, TiB , &1
LMER IAM {REAGNRAE, MEFMEN , F208 (AMEAEERE) PNFEERKELZAG,

i Bx Amazon Chime SDK BNl EZE R ELE AR

EETBEATERKTERACHIEREE  RMAZREMBRXAE, UK, BRRIBEREDHE
EHEENRERER.

£/ IAM FERBRRBEEESE

EH IAM £33 5. AWS CLI =% AWS API 2|k AWSServiceRoleForAmazonChimeTranscription A
BEEAR, NWEFHMES , 28 (AM £AEER) FHRBRESEEAE,

¥ & Amazon Chime IR EE A R R

Amazon Chime REBEHXEERHEBRENFMEESFERARSELEAR, NEFMEN , BF2HE
Amazon Chime i Zh M BEL R Amazon Chime B E 4 H  E i,

8 Amazon Chime R EHEBEEFAAE

UT&REHPHNEFARB UM A Amazon Chime SDK B EER I NEEREEZAE,

&

« AR Amazon Chime SDK HEEEENRKEZ A BT
« A Amazon Chime SDK iR EEREVRKEZAE

+ #®¥8 Amazon Chime SDK IR EEMNRKERZE AR

- fiBX Amazon Chime SDK EREEEHNREEZAE

« X1 Amazon Chime SDK R EEREERLACHET
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i# A Amazon Chime SDK B E BN RS EFE AT

Amazon Chime IR E#HFERABZANRKER AR
AWSServiceRoleForAmazonChimeSDKMediaPipelines — 7i&F Amazon Chime SDK H& & &
REBELEFER AWS R

AWSServiceRoleForAmazonChimeSDKMediaPipelines BR¥§E#E A GBS T 5 RIS ABIES
& .

* mediapipelines.chime.amazonaws.com

L& & E & Amazon Chime B EHEIEENER LTR T FIEF

- BifE: all AWS resources £H cloudwatch:PutMetricData
- BjfE: all AWS resources tH chime:CreateAttendee

- BifE: all AWS resources £H chime:DeleteAttendee

- BjfE : all AWS resources EH chime:GetMeeting

« B)E: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:CreateStream

- BfF : arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* £
kinesisvideo:PutMedia

« BfE : arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* £
kinesisvideo:UpdateDataRetention

« BfE : arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* £
kinesisvideo:DescribeStream

o B)fE: arn:aws:kinesisvideo:*:111122223333:stream/ChimeMediaPipelines-* L&Y
kinesisvideo:GetDataEndpoint

« B{E: arn:aws:kinesisvideo:*:111122223333:stream/* L/
kinesisvideo:ListStreams

BYMERENT , IAM BER (WERAE, HENAe) T RN, REIMREKERAE, MFRE
ERNFRERF , F2HE IAM ERERERHNREEE S CFTT,

EEMBEMNESEH AmazonChimeSDKMediaPipelinesServicelinkedRolePolicyAWS
S EEWEK . AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy , 5524387 7 /Y
O
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A Amazon Chime SDK IR EBE R EZ AR

WA LAER IAM £ A2 EH Amazon Chime SDK IS EFRARMINREELZAE,

(® Note
BLEHER AM EEF I RERELS R, NIRRE , FHERREES.

ByAt

1. BI{E hitps://console.aws.amazon.com/iam/ BERX IAM £ &,

2. EIAMEEENESEERTD , BE [(AR], AREE [BYAE]
3. EEAWS IR AEEE |, AEREEF [Chime SDK HEER].
4. BET—F,
5

6

BET—
AEERERY  RAREE [(BYABG)]

Bl LAER AWS CLI 5 AWS API 231 & Bmediapipelines.chime.amazonaws . comf fR7§E
‘ARt

£ AWS CLI , ifTUUT 8% : aws iam create-service-linked-role --aws-service-
name mediapipelines.chime.amazonaws.com,

MEFHMET , F2E AV ERAEEETNEIRBESRAE, NREMRULBRBESHE , BB
ERALEENERUBREIZAE,

#m¥8 Amazon Chime SDK BEEENRKELAE

Amazon Chime B EHT AT EMR
$EAWSServiceRoleForAmazonChimeSDKMediaPipelinesﬂﬁi%iﬁﬁ%ﬂ@,o HAEREER TR

SERKEZAC  FMUSELIETEVACCREBFEAGER, Am , BUEH IAM RiFEACHE
R, MEFESEN , BFSHE IAM EREREEFNFERSEEAE,

fHlB& Amazon Chime SDK B S BN R EZ AR

NMRETFECATERBEERACHNREIERE  EREREZAC, -, ERRIEREDE
EREENAREAER.

REAREERRAR 39


https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon Chime & SDK EEER

£/ IAM FERBRBREEEHE

E/A IAM £ A5 AWS API flBRAWSServiceRoleForAmazonChimeSDKMediaPipelineshR#%
EfEAGE, AWS CLIMMEFHMEN , 28 (AM FAEER) PHRBREEELEAE,

Y # Amazon Chime SDK R E BRI EE A RN ET

Amazon Chime B2 EA4XEAEFFERHREN AWS BEEFFEARKEEA®, NEFHMENR ,
B Amazon Chime im B FfECZE,

£ A8 AmazonChime SDK MR ELE A E

Amazon Chime AR EHFRZANREEL A ®, AmazonChimeSDKEventsiZ A & a2
Amazon Chime SDK E AR EEWAWSREME RNV EFZEE , AR ER B R Kinesis BAXE,

s
¢

AmazonChimeSDKEventsfR#5E#E A & A Amazon Chime FIEE# L
T#kinesis:PutRecord®Xkinesis:PutRecordBatchE&H L5
B : o arn:aws:firehose:::deliverystream/AmazonChimeSDKEvents-*

EARRERTH , LAART IAM B (PR E, HESiAe) B, mEIMREKESAG. 0F
n¥%ﬂiﬁﬁﬂ nﬁ/ Eﬁ IAM {Eﬁq%?aﬁqﬂﬂ{-}ﬂﬁ%@#ﬁ@n*jo

By REEEAE
RIS EREAERRERIERE TP Chime SDK =4 CloudFormation Ei4<fy —

BB LAER IAM £ A2 B8 Amazon Chime SDK E4FEARFINVREEL AR, £ AWS CLI
= AWS APl & |, B3 —{E{E A events.chime.amazonaws.com REBBHREELE AR, WEH
BN , Bm20E (IAMFEREERE) PHEAREEEZAE. MEMBREAE , IR AEELIBEL
BREIET.

miE R EGAE

BYRKERACR  SRARGEEARY A MASTUER IAM #1TiRE. MFFAEEA ,
(IAM R EER) PHEABRBEEAE.

fiER RBEEAE

REMERELRBEEAnazon Chime SDKEventsAEMNINEESREFMRAR, FA , BHRE
AERTEWTHEIRREE,

FEZFDIMRAE  FEAMKRAGEANER, THITREFRAIAHITEREIT/E.
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RprAEEIR

& AT LA BR A 2R BB R E R Kinesis B X & RMBRE IR

(@ Note

NMREEABERAERKEZMBRER , MRERTESAM. MRMBRAY , FEEFED
g, RRBRERLER.

EEMBRARLEIR
« EBFTH API 2KEJER Kinesis PFAE,

aws firehose delete-delivery-stream --delivery-stream-name delivery_stream_name

EEZMRBREEAE

« A IAM £#4&. AWS CLI 5% AWS API & AmazonChime SDK fRI§ERE AT, WMEFHMENR ,
2B IAM EAEREETRNERARSESSENBERREEZAR,

£ Amazon Chime #m¥ERH B EH P HEITCERFNES T

EEf R #E3 Amazon Chime SDK FEH M AWS R B RAAI M, ATAMMRENEEZHBRIBS .
AWS #EH T 5 T EREEEE Amazon Chime IR EH. OHHE , Y EBERFRENESHEE -

« Amazon 81K CloudWatchEs#Z= &/ AWS ERMATHEAREN AWS, Ea] A ERNIEHE TS
B, BUBERE , URREET , AR EEEEISEENRERBHNERENEE, flwm , &
Al LA CloudWatch Bt Amazon EC2 #11T{EEEH CPU FRAERHEMISE , Y EEEFEBREH
HITEE, MEFMER , 552E Amazon CloudWatch A &5,

« Amazon EventBridge R PRI RM B4 ER , ARER AWS EREFE, EventBridge B
BECEHESHFTE, ETELRERANRERBESH , L EELSHRLERBRAEM AWS RE
R EEEIE, MEFMERN , 3828 Amazon EventBridge & Er,

« Amazon CloudWatch HEFSAIZEE K Amazon EC2 #1T{ERE M H 3R EEHE CloudTrail, R FFEE
HE#, CloudWatch SC&&#E m LAES RSB PNERR | iEﬂAﬁEFﬁﬁhﬁiﬂ ®, B a kL
BEFERNFEECEMAMNREZE, NEFMENR , 528 Amazon CloudWatch HESEREIE
Mo
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* AWS CloudTrail i EUE IR F A RE AWS IRFETH API FEIUAMARBAS 4, HEEEARER
R B EIEER Amazon S3 @ FRTER. SR LAG BRI By 6 A B MR AWS, EITIF YR IR IP
fuslk , AR IS ERNEGRE. WEFMEES , F28 AWS CloudTrail A EEM.

&

- £/ Amazon EE$2 5 B #m#E SDK CloudWatch

- A B&1t Amazon Chime BiZE# EventBridge
« A AWS CloudTrail 352 8& API FELY

£/ Amazon Eff2 5 BB #R#E SDK CloudWatch

A LAfE CloudWatch FE5# Amazon Chime B EH., CloudWatch WERKRBIEBLKEEES
AENEFERNIER. ELXRABBRE 15EA , WMELAUGBEREEE , L EIFi T Web
ERRFIRENEE. SHUUREEERERENET , EREELREREEBANREREE,
WEFMER , 52 Amazon CloudWatch EHEIER.

CloudWatch Amazon Chime 2 SDK #Vig#&

Amazon Chime SDK &€& T 551 &3i% ZE CloudWatch Amazon Chime SDK €& B IS 2 EE*
—RIBE  WEXENESHWERE,

AWS/ChimeVoiceConnectorfn & ZE BB IEIE MM AWS kR FHEFEEE LK Amazon Chime
SDK FBEEHEN T 5IEE,

@ Note

SDK 8RS EEE - AHEEXRE, BXESEEFAHBERE. /U, IRHNEE
REBERE 1101, AIRERAESEBEFNREIEANGE, EERGRE , SgRIE-—H2

BXAEE,
EE HR
InboundCallAttempts EFANEARLRE,

By : 5t8
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EEEmE

BE

InboundCallFailures

InboundCallsAnswered

InboundCallsActive

OutboundCallAttempts

OutboundCallFailures

OutboundCallsAnswered

OutboundCallsActive

Throttles

SiplxxCodes

Sip2xxCodes

ik
AR K BUR B
B 5
BERNEATILE,
B 5

B BT PR EA LS,
By : 5t8

B E Y
B : 7 &

15 H P LY Y SR BUR B
B : 5%

BREE Y & P I
By FH

B B4 R AV P B,
B : HE

EEETIE |, SRFZ I ERARE

B : 5

MRERTEAS 1xx Bi#RE SIP SAEE,

By : 58

AREERTE A 2xx BIRK SIP FAEH.

By : 58

& A E5#2 CloudWatch
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EEEmE

BE

Sip3xxCodes

Sip4xxCodes

Sip5xxCodes

Sip6xxCodes

CustomerToVcRtpPackets

CustomerToVcRtpBytes

CustomerToVcRtcpPackets

CustomerToVcRtcpBytes

iR

AREERIE R 3xx B SIP FAEE,
By : 5 H

AREERIB R 4xx B SIP AEE,
By : 5™

AREERIE S Sxx B SIP AEE,
By : 5T

AREER B S 6xx B SIP AEE,
By : #¥

REFEEXZE Amazon Chime SDK EZE#EE8
Eﬁ SHERY RTP S8,

By : 5t8

REFEEXE Amazon Chime SDK EZE 8
HERERENMTHEE UL RTP HBAEN).

By : 5T

REFEIXZE Amazon Chime SDK &3 E #2588
ERERN RTCP HE2# B,

By : 5T

& FEj%ZE Amazon Chime SDK EFEEEHE
BEREA AL TS (L RTCP H8AEN).

B : 5

& A E5#2 CloudWatch
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EEEmE

BE

CustomerToVcPacketsLost

CustomerToVclitter

VcToCustomerRtpPackets

VcToCustomerRtpBytes

VcToCustomerRtcpPackets

VcToCustomerRtcpBytes

VcToCustomerPacketsLost

DU

REFE#H T Amazon Chime SDK B3 E#28
HRERELANEE8E., E880EEIE—
R, BRBEFEAERAL, EFHEREMN,

By : 5T

R=EFEIXZE Amazon Chime SDK EFE 288
HERENHaSFER,

By : %

#& Amazon Chime SDK S EiZas E MR inE
EEEFEN RTP HE#H,

WY R

#& Amazon Chime SDK SB35 EiZes B R EE
REREFHVTHER (UL RTP H#E8AE#),

By : 5¥

#& Amazon Chime SDK SEZ EZes E MR inE
EEEFMN RTCP Ha®HE,

By : 5t8

#& Amazon Chime SDK &3 E s E MR
REEEFNMTHEE (M RTCP #2484,

By : 5T

#& Amazon Chime SDK &3 E s E MR
BEEXFNHTIHE., E280EEE—X, B
EBEFEERAL, BFHEREREMN,

By : 5T

& A E5#2 CloudWatch
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BE

VcToCustomerJitter

RTTBetweenVcAndCustomer

MOSBetweenVcAndCustomer

RemoteToVcRtpPackets

RemoteToVcRtpBytes

RemoteToVcRtcpPackets

RemoteToVcRtcpBytes

DU

#& Amazon Chime SDK SB35 B E B R EE
EHREFEFNHSNFEERE,

B R

& F B Amazon Chime SDK B FiE2as E R
T2 B SRR,

By : %

B Z F ] Amazon Chime SDK & E s E
R BNEETEREERNELEYERSE
(MOS).

B : MTR1.044 2cENDE. 2BHES , &
TFRANFAmELL,

IE % F) Amazon Chime SDK EZE 288
EWSREHN RTP Ha%A,

By R

R IREEZE Amazon Chime SDK EZE e
ERSRENATHER (L RTP HEBEN).

By : 5t8

=R EIE R Amazon Chime SDK EZE#2ES
EWRHEN RTCP Ha®A,

By : 5T

IR IREIX ZE Amazon Chime SDK &3 81288
EMRENATHES (L RTCP #2484,

By : 5T

& A E5#2 CloudWatch
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1eiE

RemoteToVcPacketsLost

RemoteToVcJlitter

VcToRemoteRtpPackets

VcToRemoteRtpBytes

VcToRemoteRtcpPackets

VcToRemoteRtcpBytes

VcToRemotePacketsLost

DU

R EE R Amazon Chime SDK B3 E 88
HRENEatELNHIHE., B8
EEE—X, BERBERERAL, BEFfBRER
;08

57 ; ETEL

=R EIE R Amazon Chime SDK EZE S

ERFRENH SRR,
By : %

#£ Amazon Chime SDK EEZ HixS BN E
FEIEHM RTP HEZE,

0
=
<k

 FTEL

#& Amazon Chime SDK SB35 EiZes B R EE
KRR TAEE (UL RTP #E8AE#),

B F

#& Amazon Chime SDK EZ HixSE BN E
FEEEEHA RTCP Ha%8,

By : 5t8

# Amazon Chime SDK EZ EZSSEB N HEE
RIEROATHEE (A RTCP #2AE4),

By : 5T

#& Amazon Chime SDK &3 E s BB R
BIRFEHRELINEIEE, E2@E0EEE—
X, BERBFEAERAL, BFFHEEEN,

By : 5T
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BE

VcToRemotelitter

RTTBetweenVcAndRemote

MOSBetweenVcAndRemote

CloudWatch Amazon Chime 2 SDK BI#tE

DU

#& Amazon Chime SDK SB35 B E B R EE
ERRFHINFEEEE,

B4 MR

R iF M Amazon Chime SDK SEF B E®
e B EIREE

AR )

B F Amazon Chime SDK & E s E
R BNEETERMEERN AT EYERSE
(MOS).

B4 B TR 1.0-44 2N D E. 2E#
, TN F A M B LT

ot g8

& O] LAFE B Amazon Chime BIEEHFE B CloudWatch #E 11T FiRo

HEE

VoiceConnectorId

Region

PO

BARETRIEERM Amazon Chime SDK B E#E
ERRVER B,

EREEFAEBEERAY AWS (R,

CloudWatch Amazon Chime BERZEH4N Bt

BB LAERTE Amazon Chime SDK FEEE#ET |, #5182 EIX 2 CloudWatch A&, EFEEME , &t

AAEKELE T EESRNERREERRLEK.

Amazon Chime SDK €& 4 &% — X FEMIE1ZE. Amazon Chime SDK £ &t ¥ FI iR EMFE F1E 135
HETHWAMAEMUMEXELETE  REBBEMHEEIRMAZREIN CloudWatch B 5E5C8&EH 4,

HEBEEBERLUTES : /aws/ChimeVoiceConnectorLogs/${VoiceConnectorID}
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EEEmE

NERERTERFUEEEENEBER

® Note

F2BREE Amazon Chime & SDK BF EEEHETE,

HeBRESESEERANERE, flm, WRHIERRERE 11:01, ARERESEEZN

Fero ERNGE., EEGEGRE

eI E-—HIBREE,

Amazon Chime BB EHERFF I ST JSON BXHHAL,

W

voice_connector_id

event_timestamp

call_id
from_sip_user
from_country
to_sip_user
to_country

endpoint_id

aws_region

cust2vc_rtp_packets

cust2vc_rtp_bytes

DU

EE LAY Amazon Chime SDK SEFE 28
B,

BHIEENEERE , 2R 8 UNIX Epoch (1970
F£1 81 BFR) LWRNERDE (UTC).

HEE "X5 Dy
P ERERE.
WP AL Y 2 4 B 3R/t [
ROl R R ERE.
P AL Y 2 W B =R/ [

15 R 0L A9 Bt i BEEY RIE AR R, FEL
CloudWatch B REER ., MFRFHMEER , 3B
28 Amazon CloudWatch BESEREIEREHH
£ A B A% 2 4 CloudWatch BFFE R

BEER AWS Hh[E,

*= FEi%XZE Amazon Chime SDK EZE#88
EWSREHN RTP HE%A,

REFEEXZE Amazon Chime SDK EZE#88
BN THER (A RTP HE8AEN),

& A E5#2 CloudWatch
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1z HiR
cust2vc_rtcp_packets &= FEAXZE Amazon Chime SDK & E1#35

Eﬁ% XHER RTCP HaE® A,

cust2vc_rtcp_bytes EFEIXZE Amazon Chime SDK FE & E#ZsE
BEERFER L TS (UL RTCP HE8AE M),

cust2vc_packets_lost % F &%) Amazon Chime SDK 3B &E #2858
ERZmEEANHTEE., EE€8oEEE
R, BREBFEARAL, BFfEEREEN,

cust2vc_jitter #®EFEIEZE Amazon Chime SDK & iE S
ER RN FEE .

vc2cust_rtp_packets #£ Amazon Chime SDK B Z B ER L RE
RAEFH RTP HE8 A,

vc2cust_rtp_bytes # Amazon Chime SDK FEZ B ERREE
RABEFHNTHEE (L RTP HE8AEM),

vc2cust_rtcp_packets £ Amazon Chime SDK B HEZSER R EE
EEEFH RTCP H38H,

vc2cust_rtcp_bytes £ Amazon Chime SDK FEZEEZSEB L EE
EEEFNMTHER (U RTCP #2484,

vc2cust_packets_lost &£ Amazon Chime SDK FE X EZRER S EE
WEEFHNHNTIHE. BEEB7EEE—RX, E
FBFERRAL, BFFBRREEN,

vc2cust_jitter & Amazon Chime SDK FE X EZsRER S kE
REEEEFNHSNFERE,
rtt_btwn_vc_and_cust Z F B Amazon Chime SDK S HE s E MR

fez B FEERERE.
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L iR

mos_btwn_vc_and_cust B Z F ] Amazon Chime SDK & E s E
Rt BNESTEREERNELGFEYERSE
(MOS).

rem2vc_rtp_packets = imEIXEl Amazon Chime SDK 3B & E #2858

E#Eea RTP HaEB 8.

rem2vc_rtp_bytes #IRIREEZE Amazon Chime SDK B & iE#85
EH# RN THES (UL RTP H#E8AE#),

ZPA Y Ll

rem2vc_rtcp_packets = iwEIX El Amazon Chime SDK 3B &5 E #2858
ERREN RTCP HE®E.,

rem2vc_rtcp_bytes 3= EIXE Amazon Chime SDK B35 E#858
BN THAR (A RTCP #2484,

rem2vc_packets_lost 832 % & E] Amazon Chime SDK &3 E #2858
ERZmnEanErNtaE,. 6887
EExE—X, EFBFEERAL. BEFfERER

Mo
rem2vc_jitter #e3= % EIX E] Amazon Chime SDK &35 E #2385

Ef IR,

vc2rem_rtp_packets £ Amazon Chime SDK FEFiE e E ke
KRR RTP HEH B8,

vc2rem_rtp_bytes &£ Amazon Chime SDK FE X EZRER S EE
EERWAATHEE (L RTP B8R EN).

vc2rem_rtcp_packets &£ Amazon Chime SDK X EZRER S kE
KEERIRH RTCP HB8 B,

vc2rem_rtcp_bytes &£ Amazon Chime SDK X EZsRER S kE
EERHANATHE (L RTCP HBAEN).

& A E5#2 CloudWatch 51



Amazon Chime & SDK

EEEmE

Rz

vc2rem_packets_lost

vc2rem_jitter

rtt_btwn_vc_and rem

mos_btwn_vc_and_rem

SIP FAE BHE#

?i:,-

#& Amazon Chime SDK 3B 5B BB R EE
BIRFEHELANEEEE., E8E0ESIE—
R, BRBEFEAERAL, EFHEREMN,

#& Amazon Chime SDK S5 B2 E R
EIEERREENFERE,

EiE % Amazon Chime SDK SEEF EiZSSE M
e B FEERER,

EBAiE % M Amazon Chime SDK sEF B E i
R BNEET B RAEBN AT EEERSH
(MOS).

B O] LUEE I Amazon Chime SDK SEE #2830 SIP FAE A& . EEEREMAE , Amazon Chime
SDK SHEE A &L SIP AL , WA CMEEBAEEILN CloudWatch BiFErCs&EH, BHIEEAE
HEMA /aws/ChimeVoiceConnectorSipMessages/${VoiceConnectorIiD}, BFEHFEEE

T Hf , EEXA JSON,

ks
voice_connector_id
aws_region

event_timestamp

call_id

sip_message

iR
Amazon Chime & SDK & E#28 1D,
B HEAREEY AWS Hh[E,

BEENFL B HYRERY | BE{A B UNIX Epoch (1970
F1A81B5FR) UARHNWERDE (UTC),

Amazon Chime & SDK B3 E 25 Fr oy 3% Bl
5.

B ST SIP B
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& F B 811t Amazon Chime B E# EventBridge

Amazon EventBridge AIB&A BBt AWS IRIEYX BB EERKREH , fINEAERXTRMRESEIR
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® Note

MREEFEMZER , AIXEAFEH Amazon S3 ZESR. BT XBECARFESREER
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MEFHME , 5528 Amazon EventBridge & IEE,
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Amazon Chime SDK B X EEZER X BB EHEEEREGPEIRNEHZ 4 EventBridge B,
Amazon Chime & SDK BE 2R RBHA
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EEEmE

Example EH4E&ER
T REEANEHER,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",

"detail-type": "Chime VoiceConnector Streaming Status",

"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callIld": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {

"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",

Iltoll:

"<sip:+13605550199@abcdeflghij2klmno3pqr4M.voiceconnector.chime.aws:5060>"

"call-id": "1112-2222-4333",
"cseq": "1@01 INVITE",

"contact": "<sip:user@lQ.24.34.0:6090>;",

"content-type": "application/sdp",
"content-length": "246"
I
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": O,
"medialabel™: "1"

iy

"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording

xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssZ",

"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/

ChimeVoiceConnector-abcdeflghij2klmno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",

"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",

"voiceConnectorId": "abcdeflghij2klmno3pqr4",

"streamingStatus": "STARTED",
"version": "Q"

B E){t.E2 EventBridge
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EEEmE

}

Amazon Chime & SDK EZ EEBESEHE R
Amazon Chime SDK EZ EERSEHEERZE Kinesis Video Streams #i& RIFEIX L B4,
Example E4ER

ATRUEEHEGER.

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callld": "1112-2222-4333",
"direction": "Inbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"

}I
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"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",

"startFragmentNumber": "1234567899444",

"startTime": "yyyy-mm-ddThh:mm:ssZ",

"endTime": "yyyy-mm-ddThh:mm:ssZ",

"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/
ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",

"toNumber": "+13605550199",

"version": "Q"

Amazon Chime SDK S BB EHREH

Amazon Chime SDK FEZ B3RS T HE B E Kinesis Video Streams E# I EIXEH,
Example E4 &R
UTRESHNESER,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"callId": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
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"streamingStatus": "UPDATED",
"transactionlId": "12345678-1234-1234",
"version": "Q",

"voiceConnectorId": "abcdeflghij2klmno3pqr4"

Amazon Chime SDK FE& &35 B M A M

Amazon Chime SDK FEZ E#ZFEEEREME Kinesis Video Streams &k BURHEIX L B4,
Example B4 &%}

LT RIEEHHESER

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",

"detail-type": "Chime VoiceConnector Streaming Status",

"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",

"resources": [],

"detail": {
"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callIld":"1112-2222-4333",
"direction":"Inbound",
"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"

F AWS CloudTrail 2528k API FEOY
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SRIONEH, ELEATESEER, BHERD IP it , URBEHERHAE,

CloudTrail & E8I2 AWS tRFK , BHRF 2/ A. E Amazon Chime BB X2 &1#1T API 1Y

K , & CloudTrail R EHHPHZEE. EEFSEMH , FBE CloudTrail EH &L EHREHEEE
%, BULIEREHEE  BRNTHRRIENE AWS 4, MEFMEA , F2FFEH CloudTrail E4
BiEEmREt,

EEE—F T # CloudTrail , 2B #EAWS CloudTrail &1ER,
By B

TFHEMRBAMTERAE CloudTrail BARIBH., RIEAR , EAETRATRIBHE  BRE
8% AWS 2 EFRFAESNES | 6 B RAEEREIAIEEN Amazon S3 RIFEH.

AR L EFERELE

1. BB B BLER

2. CloudTrail X BN RKEES

3. 5% Amazon SNS &4 CloudTrail

4. £ ZEEFEW CloudTrail BFEX 4t Z @RS CloudTrail BFEXXH

B HEEREN Y B R

CloudTrail 28k FTE Amazon Chime & SDK B){E., MEELHENMHEEBES , 552 B Amazon Chime
FHEEH APl 2Z8 8, it , ®ilCreateAttendee, EIESFE CloudTrail BSFEFELEEH., SE
EHETEELRERENHEREENR, BoEATHBZHE THISEHE !

W
EE
&‘!
3 o

S=E
=R

Vo

BEARE IAM ERERERH,
Ry, RAEEATREACIBMSIIEAENTRLZEBR,

- FRETHHEM AWS RFREH,

il
fim

MEFMER , FZBCloudTrailf userldentity TTE,
T % Amazon Chime BI%EH# HEEEEE

EME—FEEE  TESHUAGZENTERNEEDZIEEMN Amazon S3 FEE,. CloudTrail S28##E
FE—RZEEHKEE, —FAEHAEMRRIZHMNE—FER , YTEFREBIE. FREO B PMEFRE.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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FRBHEEH, CloudTrail BFEFEXHTRAHL AP FHANEFH#ERRE Bt eMTEUEARE
JIE P B o

Amazon Chime BERZE4NIEE HEHRIFEHE

MREE A Amazon Chime SDK IRFEXEMFAF B & , 552 B 528 AWS Directory Service API FEIY
£ CloudTrail. IEFREAMNAIES IR AT REE F2E Amazon Chime SDK & & ABE DK REE,

T 55188~ Amazon Chime FAZEH A CloudTrail HFSIER

{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
},
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:ro0le/Joe",
"accountId":"123456789012",
"userName":"Joe"

}

I

"eventTime":"2017-07-24T17:58:217",

"eventSource":"chime.amazonaws.com",

"eventName":"AddDomain",

"awsRegion":"us-east-1",

"sourceIPAddress":"72.21.198.64",

"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"errorCode":"ConflictException",

"errorMessage":"Request could not be completed due to a conflict",

"requestParameters":{
"domainName":"example.com",
"accountId":"l1laaaaaal-1all-1111-1all-aaadd0a0aa0o"

}I
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"responsekElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dcl1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Amazon Chime B & H B SDK
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BE, AN AWS ERUREENEIRNEBRENELLERABRENZEELE. IEZENR
A= HIEE | 5528 Security Hub controls reference.
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- BARFTEERYNBI, FVLSERHLBHRE.
- BHREERMFEXERAN L,
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® Note

RKMRZIBRZHREE SIP ERAFEA PIDF-LO Y14 BERFBHMU, MEFMER 6 B2
REZIEFFEPEA PIDF-LO,

\

R

1. BB Amazon Chime BERZBEM4FIEA |, MUt A https://console.aws.amazon.com/chime-sdk/
home,

2. HEEBEHRN TPhone Numbers , i###Emergency Calling.
3. fETXAValidate Address , AR EYH Mok,

® Note
WS SIP BEPRRN I 2R, ST URRER AT EERE BRI,

4. ##E vValidate,

RRIEF=FBEIIEHRE
EEARSTUBHRE  CEEUATAE

« Amazon Chime & SDK & ZE 8.

- REF=ZFREHESNRIAEFRE®RE, EXARERRE , MASSZEBIRMALS Amazon
Chime RAEEH., B LLABRIWIET Amazon Chime SDK FE&E#S,

RETHE , ELBITRESRBEFER , Amazon Chime SDK EEALN RS , BBAHARE
AR RERAEE=FESRBRMHE. AR SNE=FRIRBRUEEKENTURHIRES
AR %

EREXBENRERIBFEBRBRE , BLEHIT T I RGH

- RE=ZFRIBBRAFEENZZFURHRR. BERTEARXERE.

- FRERERTEZEFNRIENBHRE, FREEMY , F2HIEE Amazon Chime & SDK FE&HiE
BEEREE,
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RERTEESNESEFRARE

1. BB Amazon Chime BERZEM4FIEA |, MUt A https://console.aws.amazon.com/chime-sdk/
home,

2. TEYERERHN [SIP h#E] T , BE BT EESRL

3. EEFTEESNEE.

4. EE "E3WU, BEE

5. & "E=ZFERESRBRMHERE,L T, BEF "#HHE,

6. HRBFEEEFE , FHEE DNIS (BITH SRS BIR %) .

7. HRABITESRBNEZSFURBRE  SWAARBITRSRBNE=ZFEFERE , KA

E.164,

8. HRAHRRIBBBEFNAABHRE , FOAAF=ZSEFRBUARABRSBRBHET KX/
E.164,

9. HREIZRMME , EBIWXE,
10. BEFENE,

EEIREFEPRFEA PIDF-LO

Amazon Chime EERBEHZ T EERZIEERE 011 (EIN) BFE. EXEBETEERBITER
SEFE , BULUEIBE SIP ERHPEE GEOPRIV REEAER KNI E Y4 (PIDF-LO) %
REEZNBEEN. WHELETEREANGeolocation-RoutingZEHEYes, RFIETIERERE
i, MBERFEABURIEHRE , MTTAESE 011 SHEMKFETHUERE  UREREHKHEE
ENARLLZEHY (PSAP) | EEREEPATEERNEESEERE

THEHlERE R SIP &iE , EF IS UH PIDF-LO #1#.

INVITE sip:91l@abcdeflghij2kimno3pqr4.voiceconnector.chime.aws;transport=TCP SIP/2.0
Via: SIP/2.0/TCP IPaddress:12345;rport;branch=z9hG4bKKXN2D41yvDUKH

From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91leabcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes

Geolocation: <cid:alef6102917341f98a467b973819e90ed>;inserted-by=vpc@ng91l.test.com
Content-Type: multipart/mixed;boundary=unique-boundarystring
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Content-Length: 271
Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"?>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geoprivi@"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geopriv1@:civicAddr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">
<status>
<gp:geopriv>
<gp:location-info>
<ca:civicAddress>
<ca:country>US</ca:country>
<ca:Al>WA</ca:Al>
<ca:A3>Seattle</ca:A3>
<ca:HN0>1812</ca:HNO>
<ca:RD>Example</ca:RD>
<ca:STS>Ave</ca:STS>
<ca:NAM>Low Flying Turtle</ca:NAM>
<ca:PC>98101</ca:PC>
</ca:civicAddress>
</gp:location-info>
</gp:geopriv>
</status>
<timestamp>2021-09-22T13:37:31.03</timestamp>
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</tuple>
</presence>
--unique-boundarystring--
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(PBX) .

U UERAEEAREY SIP R8I, SIP RASEE SIP EREARXWMAEREZE Amazon Chime
MREAHEE, T L Amazon Chime SDK F# B $HEMN /A DID B EEFRBEDL |
HAFER URI BB (38RE Amazon Chime SDK FEEE BN A M) E HM, Amazon Chime
HREASEFAERITEFENEESEFERFHT SIP RA, mEEEER SIP RAINFHAENR , BF2
EEE SIP R A,

BB AWS Lambda EA#E , FREE T SIP HRERAREN, SIP REEAREXEA Lambda EHERY
EROT :

« BALIRB S FORRNEMBE, fln , REEAUCEHREAEFRBRAGE., RBXR , ZEFZRE
253 Lambda HE , ERBEHEZPING , LEREERHEEENEE.

- BEERRIFEREBEITIE Lambda KE,

nli"-

WMEERMNEEMETF AWS Lambda |, 2B EH AWS Lambda,

® Note

Amazon Chime SDK SIP R FEAEX G HEBREFERS . MEFEFMEE
a PRl o

EZHE B

%II

ES |
- THSIP EAEAMARA
- A SIP REEERARER

T#E SIP ERRENMARA
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EEEmE

TEERTERARFNRANTHELSRX, CBRT SIP RAIMMAMKREE
HYREILBR R 2 R RIRY SIP AR

FHETNHFTHE

ARBTANFHHEF.

SEERTBAIEESR URI =28

@ @ SIP Media
5 application 11
Target Isgme ID
Priority X » 1D,
=164 phone = ~ Pricrity AWS Region 1
> I:E AWS Lambda
Voice Connector @ function
Request URI — > E::I Y
hostname Target SIP Media
SIP rule Priority Y =1 application [
Name, ID, Name, ID
Trigger Type, AWS Region 2
Trigger Value AWS Lambda
function

&R 5ené Chime BEFMEFERBME T EESR (1) BRI SIP R8I (2).

144N

& ATE PSTN &

FARBEHMBEFERBEH Amazon Chime SDK FEEEE#EES , URET SIP KEE AR RE N7

WEMERNT R, EEEE
BE (4), Lambda BREIE#IT

SFRERESH I ILEE | SIP R BIEWA SIP HiEAEX R HMEEBN Lambda
WABENERS  SIUNBRAETRIMAER , BBEEFFS. B

TRHESEFIRERD , SIP RA (2) AUKRAEBENERIEFEETEE AWS BIRHNERXER

SIP KR EAEX (3).
BLANRTREN AWS EBEHF,

£ SIP B EAES

SIP HEEAREXEEER SIP RAEEE B1ZE AWS Lambda RN ZEBYH,
B A ERAENGEFEER K mEHaSEESH

B, EFMMMER SIP HFEEAEN, FEE,
A ARR B B ARER,

(® Note

IEFE— {8 AWS Lambda BB , AR EERIRE SIP KREAERF. MEFMER

A AWS Lambdas

WR—EEFEXLXM , PSIN FEABRKESERAT —EER. FEE,

BEBNRE

BRI, W

ﬂl'ﬂ

2HH

£/ SIP HEEERAER
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- 15 SIP EREAER

- B SIP EEERRERN
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By SIP BEERER

ELEEMAREIFER URI TH#EZH. Amazon Chime SDK EEF EIZSHERFA ST EBH T

4=
B

, WALV SIP IR EARE.

HEEY SIP HREARERX

1.

BARK Amazon Chime BB EHFIES |, M1t A https://console.aws.amazon.com/chime-sdk/
home,

HEREEHEN "PSTN FFAL T, EEFSIP RREAEN K AREHRNVEE LEE "BV SIP
HEREAEN, .

£ TEEL T, BAERAEANER,
BRTHIHEP—EE , WAEEREE ARN THF

« —{# Lambda E&# ARN
« —1{E Lambda EE/ BIZ K ARN
+ —1{@& Lambda BNEHARAHY ARN

(® Note
LA LATERE Lambda BEEIBFE M BB MARZ ARN , IR ERYA Lambda I 1TIhEE ,
BIXZAEHRIERRAE ARN, % Lambda BB BIE ., MRABIEMALITHFEMER
F2EAWS Lambda BIZ A BIEEHPH Lambda HEBIA. Lambda BEERA AR EE
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BEH, IREBIERAR  FERRBRHEETRRE,

Bl SIP KREREXNEAER

AE P EERPNAHSEREBE G Amazon Chime SDK SIP FREARERNEBHREH, ERE
B PRERISRIGE AWS R |, fltn SIP IREEARER. E8h—EEN—EREHEK , ARE
REBESRNEERREEZERLNWEIE, BUNERMEEMNE, i, Ba sy —ENER
FCostCenterMWZEH £ , 908765 ABEHARKAEE, BE&ERZ LS 50 EEBHIEE SIP K8
FERAER,

&

. WERE SIP HEEAER

- {REER

- BRER

MEERE SIP HFREAREN

A LG %3E 50 EEBITE ZIRAK Amazon Chime SDK SIP REEERELR.,
EEMBER

1. BB Amazon Chime BERZEM4FIEE |, MUt A https://console.aws.amazon.com/chime-sdk/
home,

HERESEHEN "PSTN FFAL T, 1EE "SIP ERBEAER, .
BIELEERAN SIP REEAEXNATE,
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A AL R UL SEE R
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1. BARX Amazon Chime BRZEM4 LA , it A hitps://console.aws.amazon.com/chime-sdk/
home,

2. EREERN "PSTN F#F. T, BE "SIP EREARER, .
3. BELESEN SIPEBERAEXNERE,

4. BEERRSIER K ARZBEEEER.

5. 1 "HS. = TEL AT, MARE.

6. TEH®E  EE [REFEEE

BERER

MBERELEOMR | ETUBER AWS RS PR EMEE , MARLHRTEE. B2 AV KX
TR L B AR

1. BB Amazon Chime BERZEM4FIEA |, MUt A https://console.aws.amazon.com/chime-sdk/
home,

2. HERAEBBE®RK "PSTN F#. T , #iF 'SIP EBEAEN.
3. BELZSEY SPEBEAEINEE,

4. BEEBRIER  ARZEEREER.

5. EAEBROERSEEE BB .

6. BEMRGEE,
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home,
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SIP KR EAEXEEREALE.
3. ERCEENNEARNERE,

ZEAEFHEEECHNER L,
4. BERE.
5. RFEBRETIER .
- BRAEANEE
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B ErE IR R SIP R Al

EEMBR SIP HEERAELS

1. BB Amazon Chime BRZEM4FIEA |, #ut A hitps://console.aws.amazon.com/chime-sdk/
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Amazon-Chime-Voice-Connector-CDRs/
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"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",

"Status": "Completed",

"StatusMessage": "OK",

"SipAuthUser": "XXXX",

"BillableDurationSeconds": 6,
"BillableDurationMinutes": 0.1,

"SchemaVersion": "2.0",

"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",

"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",

"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Region": "us-east-1",

"Streaming": true
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"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqrs",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"
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