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Amazon Chime A& (BFFHZBENREBMY) HEANERETER.

il BR 2b bR
1. BEREE,

® Note
BREEE , SRETRSEIE
- BEFWEEMAENEAESEVINRHMERE K YRAEMEBEA, HEMMXENFE
W
- RRSECHLBEBNERAEMZHEZEgR,

- TENEAEE (ERE N (EAE FHENEE LSBEETA CEEF RE , A&
EFIMEER b EEER M EF B4 ut B T HH Amazon Chime 1S,

- AEMMERAERE (EAE N [(EAE FHAERERLERA B8], BELIEMHER
fe M AT SAEE AR B C© Y E F BB th ik B S #THY Amazon Chime 1R

iBRIR F


https://docs.aws.amazon.com/chime/latest/ug/chime-using-assistant.html
https://chime.aws.amazon.com

Amazon Chime EEER

- WRIEBEHE Active Directory IRF , MBZBKR TRHEAETESE 7 H4 i FHEIBIR
e | BIZERESEEFI Amazon Chime , BERER LEEZIMER,. NREBKR
HERAENXRES TH4 bt HEBAMEE , ARELZEAXE BB | B
SREBBEH Amazon Chime Bt A BRI EEE,

- WMREHEA 2 OpenlD Connect (OIDC) 1RF , WEBKRTHEAEETEE FEHibit
BN AL |, RIXERESEEBEE Amazon Chime , B E R ERE th S MIBR,

BRX Amazon Chime B XA , #8il A https://chime.aws.amazon.com/.
£ Accounts (1RF) EE L , #ENEBKIRFHE B,

HEBEEIKT , fkFiRIE Settings (XE). Domains (#81F).

#£ Domains (#813) EE , i#1E Remove domain (B RMEIEH).

EEBEEKF , fkFiEE Accounts (IRF). Account actions (IR F E)E) # Delete account (Ml Bk
1R5)o

7. HEREEMRENIRS

2 T

Amazon Chime & MERIRSEREMBRFIEERAEER ., ESELLE AWS RS, {5 Amazon
Chime RFHIEZE Amazon Chime &, EFEIEE Amazon Chime EXKEREIIRE A
Amazon Chime FIE (BFFHZRBENREBMY) HEANIERETER,

EEGSENTE

#£ Amazon Chime XA EB NS ERIRT.

SERBRERE

EFRE. E&TH Amazon Chime TR AHFEBIRFEBK., R TYBRREEBEHIRIE,
EEEPEHRRAREEHIE

BEFABPNEAERSTUAEERTREAERVAFZRGE, ERARZHERAESHN LR
FEWRNERAL | BHEEEREREZESH,
AR EEFEAMASS

PR BRI IhaE. AERHFEERMIETERE Amazon Chime R EFERIIA S AV R
IEO

EEREST 13
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Amazon Chime EEER
eREAESARE

£ Amazon Chime X#&HH "58%E., . "85 TEESREAEAEN, B/uLLBRET RS !

REFFERAEFEREAR Slack I E# Chime & EAEZERXE A Amazon Chime &

LRIE A A PR ERAEEBEAR Slack B9 Amazon Chime €:3&E AR X E A Amazon
Chime, WMEFMEN , 520 A Slack 5%& Amazon Chime BE2EEHAREF.

SREEHRE

ATHESERENMAPIE , Amazon Chime SEKE AWS EFAAMESEEREBEEE, B0l
ZERE Amazon Chime fFTE WA EEZENEZENREED K EREFRKEINES,

& T LABERF1EIR B B9 Meetings (&:8) SREEHIMRE, EEBREFR , U ULUREASEEESELER
I # Amazon Chime &N B 2 .

EMERESRE

1. BB Amazon Chime BF A& , #it A https://chime.aws.amazon.com/,
2. £ Accounts (tRF) EE L , BEENIRFEE,

3. TEBEBERD  4KFI1EF Settings (RTE). Meetings (85%).

4. &t¥f Regions ([EiF) , BEATHAP —@EIE .

- EAMETARERERSZEME — & Amazon Chime AZB{LEREE,
- EFARBRWER — TESE TR TIER [ESF)].
5. BERF.

EEIRREHER

MREEE —EHZE Amazon Chime £¥MRFE |, BIT LS T 5B B R EM R AR EBUR -

- BEESLEIRFRENIIRYFE,
- BERIRFHNREFMEZINIIRE,

R E RS BRBERERN HE B BMBREMF, BUURENRN—KRE 15 F2BENHR,

eREARNEE 14
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Amazon Chime EEER

® Note
Amazon Chime t¥RFHNREHA 90 X, LBFREBEARSRIREFERAENRSHK , URTEB
RERFHERE,
REHBETERANRLUTIER :

« AA2%E Amazon Chime t¥tRF R EM B K E5E
« HTBM Amazon Chime ¥IRFHNEREMEBINIRXE

R BB MM EZE Amazon Chime A&

PEIRFEEERTENRZBEY Amazon Chime FAENHETRE , EBRAEAERETEBRE—
HEIRS, FTRLCEIRE. BEXIRSE , AIFEABERBETREMRFHNRE,

KB REFE
TRENMEVBREHERIRFRENRYFELEMESE,

MRPRHFENSREER. . AR EHABR. ..
EREAELRIRFHEMKE HERAENERSRE
EREERIRFEABAE BEERA 90 X
EEREPRE

TRETMEBPBREHERIRFRENNREEEMELE,

MRHRENBIER... AR EHBUR. ..
ERELRIRFHKE HEAENEESR
Hip e EIRF RS HEMRFNEESRE
FFERIRFXE TEA

[ 3 o 5 B0 K 4 5

REBBENMAEE Amazon Chime EH & 15



Amazon Chime

EEEmE

THRENMEPBREHERIRFRENRYFEEMELE,

MRHRHFENSREER. . AR EHABR. ..
ERFERIRFRENERE TEA
EEIRFHPED-—ERE BEERA 90 X
BB S B R =

TRETMEVUBREEEBIRSEFKEPRENH XK,

MRHRENBIER... AR EHBUR. ..

B Bk S 62 & TEA
FFRIRFRENE[MAR TEA
EIRFKE HiERIRFNEESRE

e EHBBIRF XS/ Amazon Chime fEAE R FEFEREIRFRERVHNPHREFHNHRERE

H&R,
ELIE R EBIRF KB 2 WA ARV K H 5

TRETREBRIATZEIE Amazon Chime &35 BB iR 5 5L & #Y 6 B F KB R 3%

MRMRHFNSRESR. . AREHBUR...
ERFERIRFERENERE TEA
ERIRFPFED—EHRE BEERA 90 X

HIFERHERIREFRE 2 EAERZLNIKE

TRERREBERNMEZEIE Amazon Chime XS EBXIRERENFRENKXE,

REBBR A EE Amazon Chime A&



Amazon Chime EEER

MEMKENRIEA. . IR IR
L ERBMBIRS R BN ERE ¥k

ERIRS 2% ¥k

SEIRSHE MERIRSHERERE
B RCED 2K £ B2 S

Amazon Chime ¥R FEE B o[ LA A Amazon Chime £ & A E IR F o #9 B K 33 54 FNE K = B BX
MRREIHEE, BEUUERAETREBEREMNRREE  2EAMRKREE,

R R B R 4R B8 A

1. BARX Amazon Chime BEX# & , it A https://chime.aws.amazon.com/,

2. 1 Accounts (IRF) EE L , ZEEUIRFHEE,

3. HEIIEEERM RE]ET , #EZ [RE].

4. I [fRE) EEMN [HXEFRE] TH , #BEEE [FH.

5. # "REHEL THANE—ELSRIPEART , ARAMAOWEENFE ) AREE "X, .

T8, = "&F,,
6. EHXREREBT , EESR 45, TRE  BERE,

EREREHN — KA, GRS RO A H I ROE VR B B UM R BB
R R B

(® Note
BB Amazon Chime ¥IRFEEBE X BETRIEL T B,

WO AR EMRREEEMN 30 KREFRPMXRAL, EFRIMKALE , LA LUEJE Amazon Chime
WREFMEFEREEENFIEIAR,

5% 30 REAEA , BT T E A —HEEREREH

FREI KRB HA 17
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Amazon Chime EEER

« f£ Amazon Chime XA BB ERRE IhEE,

HE-
- ERREHR,

30 RERMZE , MEEREMANIRAS BB KAMER. MOHRAESERZBRBEL
B4 K A MR-

NERERSERZUBNFMETFARIARES , F2EAHIEN O o
BEERHIRF KRBT T SIME—EERF , Amazon Chime BEIRFAS &K AMER

« MEREZE Amazon Chime BIRZE, MEMBRIMKZEMEFME , 528 Amazon Chime fEH & B H
A MIBREN K 2,

- BREEHXFAELN Amazon Chime &,

® Note

BREFTE , EUUFHERNBFEITNIRAL , EXAESBERINER M. NF
B , 5528 Amazon Chime ERAEEEFHNEASETII X,

il ERED K A2

ATEBSTERMREBER , Amazon Chime R EBFMEMXIAE |, MBI &R A & M BR b5 3% &Y FR
B T8 , Amazon Chime RIEEEE R AEHA —¥ API RBIBRRAFMBMKEFHNEFIAE, ABEH
BANREE S/ Amazon Chime tRE .,

AETLBBM&EIEHE ID MAEENEEIIKE ID RKFERMBEREE ., Amazon Chime EH &
R H TEAIRIIEE, ERERBEIMETT,

ERREIMBRERE , B UREEXBNEA AWS CLI I TSI AP,
BERFE
FITUTERZ - :

- HWRYEEEB-# A RedactConversationMessageAPl,

¥ CLI#F , T F5lan s

THIBRED R EA 2 18


https://docs.aws.amazon.com/chime/latest/ug/delete-chat-room.html
https://docs.aws.amazon.com/chime/latest/ug/meeting-chat.html
https://docs.aws.amazon.com/chime/latest/ug/chat-features.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_RedactConversationMessage.html

Amazon Chime EEER

aws chime redact-conversation-message --conversation-id id_string --
message-id id_string

- HRBIXZEHEE-# A RedactRoomMessageAPl,

ECLIHF , T oSS :

aws chime redact-room-message --room-id id_string --message-id
id_string

E R E IR Active Directory

#& Amazon Chime EERFEZEMER B B 8285 , B SR TH e h &

« #&H) Amazon Chime A F ] LA A {MIEYE ) B 8B IB & 8%,

* 5% Amazon Chime €2 & , ZRLEREHMENBEANENR YR , SRERRE, BHEMM
RANMSRESDRE,

- BEREE B SPRBERAFIRFE , fIH Amazon Chime 1RF th @4 M ER.
- BAILEEMLMER S B KB EEEK Amazon Chime Pro #F 7,

o BT LARRTE Z @& HE W EI Basic = Pro #F A,

- ERELARE—EENKE , T8Z A Amazon Chime,

- AREMEFEPHEAESRE Pro RE.

MEEEEAEERNFRENR  F2REEEAEZRENFN

BRI

R FETTR TP R, = BETE Amazon Chime FEREIEHNERAS B &%

- FBRELHERERE. EADE SN B SKEFHEMN ER AWS Identity and Access Management #
PR, MNEFMEN , 52 HAM Amazon Chime B &0 B M EEREE,

- f# AWS Directory Service AAEEBIREP (#EEEILEP) BEFRENW B HE VB &%, MEFMEA ,
55289 AWS Directory Service B E15F, Amazon Chime B LUEH AD E1E:% , Microsoft AD
= Simple AD #{TiE#,

E#EZE Active Directory 19


https://docs.aws.amazon.com/chime/latest/APIReference/API_RedactRoomMessage.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/

Amazon Chime EEER

. BEBELRT Amazon Chime £RIEF | AP ERANEKIRSBRBLKIES, NREHES
ERERESERINADETBM0IL | FHLEEFAELEE, NRFAER  FoM 55
B R EBIES SRR KRS,

£ Amazon Chime HIEIZZ|EMEE) B &

7% 5 B B $%i8# 3| Amazon Chime 2% , B8N EHA & FE A BT Amazon Chime ¥ RF AR ERENE
F—{ERENEFEH Ul  RRASRERTIEZEAEEZFEAEREA,

£ Amazon Chime AIEIZR|ZHIEE B 8%

1. BARK Amazon Chime BEX# & , 81t A https://chime.aws.amazon.com/.
2. HRABEESP , BHREL, B2 ERAF B ]

3. HREREH D, HEWNE AN Amazon Chime B9 AWS Directory Service B & , R&ZE
FConnect. o

® Note
A LAME R AWS Directory Service 32 A RS HKEH B 8% 1D,

4. BHERR  BE FEHAEL

5. & "EMEL P, WMAREEE., XBBLAREBEZER %P Active Directory BHHT £
#F. Active Directory ##EE I (OU) T2 X 1&,

6. 1 "HFRE. P, EE TEX, F{ THXE
7. 1EE Add group (FTEEH ),
8. (EEM) ERUERIUEILHMESFEFE,

AREZEE F Ep it at

£ Amazon Chime FEEETEE) B &% , A F A SMERA EEE B 2B IRE #% 2] Amazon Chime, &HY
£ & T LATEE K Active Directory BRGNS EE FE#HFibut, EEAFENEAEFERHE
Active Directory ZAE & A Amazon Chime , 248 Amazon Chime EEBIRFHRELSSEEAN
ETHHRE. WEFHER  BF2E S50

1£ Amazon Chime B EIRHEE B & 20


https://chime.aws.amazon.com
https://console.aws.amazon.com/directoryservice/

Amazon Chime EEER

® Note

MRENEREEREARBEARESRENE Bt HuE A  RRSRREMER "&£
Amazon B AL BA., AEARERESREANE FBALUE  EEXEACNERIRS,

£ Amazon Chime F# & R4 & FHE AR | Amazon Chime & Active Directory
EmailAddress BMEAHNE-—SEFEA4MEFABECRENTEEFE4ut, ERETUE
Amazon Chime £ &5 AFEAEFINWHE —S 78B4t B , RELE Amazon Chime tkF
BELEREE , FRAEMRTUERAProxyAddress B 5| KA E R E b ak B A,

T ERERY AR RE ST

FHEZHA shirley.Rodriguez B & 2 Amazon Chime lIREHIKE , ZiRF &2 T M1ERE
15 : example.com F example.org, EEEE &+ , WAFEBUT=R@AE FE 4t

« TEETFE L ; shirley.rodriguez@example.com

- REETFE b 1 : shirley.rodriguez@example2.com

- REEFE it 2: srodriguez@example.org

ZAFE M LAERA shirley.rodriguez@example.com 5 srodriguez@example.org 7 2 B 4% Hy & 6%
Amazon Chime &, MR ERFEA shirley.rodriguez@example2.com E A , RFESERMFIEH
Amazon B A , MBMMATBREZERFHN -7, EMERRTEBAMEAFPNEFHHEIETE
ENERE,

Hfth Amazon Chime ERE TSI ERAERERERA. BFMLMSNER , SEA
shirley.rodriguez@example.com = srodriguez@example.org E FE# b it &I FT I8 BRE A,

IEFERYAERE SR

F & B A shirley.Rodriguez B fE & £ Amazon Chime lIREHI K E , ZIRF S&EEH T = @18
1 planiEss, B+ 2.com M example.org, ESEEIE#&F , WAFEFUT=BE FE bt :

« EEETEHHL ; shirley.rodriguez@example.com

- REBEEFE it 1 : shirley.rodriguez@example2.com

- REEFE bt 2: srodriguez@example.org

REZEEFEH bt 21



Amazon Chime EEER

e A& AT LAGE A HAR A TAEE F B4Rt 1k B A Amazon Chime, H A & th 7] SUG AP %7 18 A
wA, BEAMMNASSE , IERAEFEATHEEF B4 uSafHEsREA,

E#ZZE Okta SSO

HREREHIIRSE |, BT LUERE Okta SSO |, ETHMERIEREREF .

@ Note
MEFERUGRIRS , MALEEEEETHHRATNAEEAE , FBHEESHES.

# Amazon Chime ##£3| Okta EE1E Okta BB ADREMERAER. F—EEARXRFE
RER , X EA OpenlD Connect X% Amazon Chime [RISHERE. E_—HEEARBFE AR
BE M4 (OIN ) HEY Amazon Chime SCIM i, EMRERKEBERENFEEENERERE

£ Amazon Chime,
HEARZE Okta SSO
1. £ Okta EE XA HE I Amazon Chime FEFFE (OpenID Connect) :

1. & A Okta Administration Dashboard (Okta EE{ERR) , #EFEEAJ Application (¥TiEEA
##3). £ Create New Application G2 M ERER) HFEHLRFP , KF1EE Web, Next (T
_i)o

2. 5% Application Settings (FEARRRE) :

a. EAEX Amazon Chime &,

b. & Login Redirect URI (B AE#E M URI) M AT5I{E : https://
signin.id.uel.app.chime.aws/auth/okta/callback

c. £ Allowed Grant Types (AFFNERFEE) BEY+ , ENMEEENTRAELER FEE,

d. 7£ Login initiated by (B ARE) &) ThiThaesk ™+ , EIE Either (Okta or App) (£— (Okta =
FERAEZER)) , MBS IPIERIEIER,

e. & Initiate Login URI (X% A URI) B A T%/{E : https://
signin.id.uel.app.chime.aws/auth/okta

f. BERT

g IFEMEEERAR K FAEFTR 2+ , BHKFE Client ID (AFiR ID), Client secret (AAF
im M) M Issuer URI (1T#& URI) B,

EHEZE Okta SSO 22




Amazon Chime EEER

2. 7£ Amazon Chime £ &M/ | BB T HIZZERHIT :

1. ¥ Okta single-sign on configuration (§%E k1T Okta E—F A) EEMEiR{E L , #iF Set
up incoming keys (FXE# A £8),

2. £ Setup incoming Okta keys (X E#i A Okta £i8) ¥FEH AP -
a. it "Okta EAENRE), HHM LAFI ID IAFRBBENRA.
b. # Okta API EH B LB E /M E1T& URI, Issuer URI (31T7%& URI) 24782 Okta 4335 (40
https://example.okta.com),

3. 7£ Okta BB X # AT EEE Amazon Chime SCIM fHhEEARER , LUEE Amazon Chime X #uE
BB MBEREERER -

1. £ Okta EEB XA , BEEAREX. FBEAREX. S Amazon Chime SCIM #i#& |, A&
BIFEERRER,

/A Important

EVMWRERESF , EFERE Do not display application to users (FE @A EBERERRE
3\) # Do not display application icon in the Okta Mobile App (R E7E Okta TEIE A TE
XNHPEREARIETR) , REIERE Done (/).

2. 7£ Provisioning (fi%8) & , i24Z Configure API Integration (3XE AP| 4 , AR%IEE
Enable API Integration (Bt API &), B EEEERYN , ARAERENSRHD , LKEE
EXHE BRI E API ZREER,

3. £ Amazon Chime £# &7 | BEEVEFILBLUUEN AP FE L8, SHERS TRE AP
G HEEFHETH "Okta API R, B , BE TREES, , AREE "&1F. .

4. §%7E Okta i FAREH Amazon Chime W EIEFE 1, 1E Provisioning (i) BEHK To App
(ZEARERD) ERT , £ Edit (§"E8) B9 Enable Users (BRI fEA#&). Update User Attributes
(E#fE A EBM) M Deactivate Users (IFRAEAE) PETEIE |, EEEE Save (RF)-

5. 1£ Assignments (i) R L , RFEAELH SCIM ERAERXNFFT,

/A Important
BMEBEERE —EHARTHY , XFHE I EEZXTTFE Amazon Chime BIFTE &£
AE K6 ERBREAN, SEFEXEARLITER 1 PAREREAEEME OIDC EARE
XNWE—EFH, B8 , SREAEKELEZA,

EHEZE Okta SSO 23
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6. £ "HOAEME, RoIERL  REESWMLEEBMKEEKR L ZE Amazon Chime, ELEA
A AR [E % Basic M Pro A&,

4. 1 Amazon Chime % B $&84 -

1. 7 Amazon Chime £##&H , EEF Okta E— B AREEH,
2. 7 Directory groups (B ##4H) T , i#1E Add new groups (¥TiE &),

3. B AEHI®E Amazon Chime BV B B A S HE, BB NLARESBEL R 3 HFATERE Push
Groups (HEXEFHE) HHED —EFBATEMEE,

4 BENBEBETHNEREREEES Basic = Pro That , 3 HiRE Save (7). EENEF | K%
EHAMAEE,

® Note

RN BEHRTINZBANESRAS  IRFEMBRATMEEATRESRE,
LR E |, EEBIXZEE Add new groups (T8 &),

s

HEFFHETNERAETREELARNERRDIESRE Amazon Chime R IRF PIELERERRE.
REM A, MFEFMER , F2E _EE,

AREIE Amazon Chime BigSE

T % Chime 124 7T MEMZRIE Microsoft B 2:Amazon Chime INEFHIEE Windows ERE M Amazon
Chime M#HIE A Outlook. ELE R ERMEMBENHERRETIRE , EXETEHENEAE. Microsoft i
= 365 5T B & MBS A B BEE Microsoft 3312 2013 HRE S MRA AT LAE A Amazon Chime 8= EH
Outlook. BB #IT Exchange fAlfREF 2010 HE RIRAH B IZEPE R M PREFHI Windows FEAE ,
X Outlook 2010 EAELAEABARKRE LERLEH Amazon Chime EETHERE,

R E PR %2 Outlook BY Amazon Chime 18255/ Windows i & FEE1E Amazon Chime 218
= EE7E Windows £/ Outlook,

MEEBMEEHEESERNENERNET | FSETIBEAM Outlook HHRHE,

R R A ELEIZE AR Outlook B9 Amazon Chime %55 | S lEREPR BRI E TSR FEA
E, MEHMES , FSREEAM Outlook EEE R Amazon Chime i E L& IER,

EBZE Outlook & 24


https://aws.amazon.com/chime/pricing/
https://answers.chime.aws/articles/663/choosing-the-right-outlook-add-in.html
https://answers.chime.aws/articles/671/amazon-chime-add-in-for-outlook-installation-guide.html

Amazon Chime EEER

5 Slack 52 & Amazon Chime E@EEHARERF

MREFEA Slack M1 4E Organizations , W BB HEE Slack 8 , AU REHWEBREE
R Slack #9 Amazon Chime EBEARR. NRER Slack THEEREEE , AITTUALH TEER
EEAM Slack # Amazon Chime 2R EARER.

UT4HPNSRRPANAHTEMERENRE , ARNATREMEL , Sl TEEEEER
B

&

- EHRBLZEEAR Slack B Amazon Chime BE2ZEEAER

« EIHEEEREBARM Slack B Amazon Chime {miESEEHESF

- BIEEBREEESE

« B IEREE Amazon Chime BEBIR 5 2 37 795

4R F 2 E B AR Slack B9 Amazon Chime BE€BEARER

£ Slack #2#% = =85 E AR Slack B9 Amazon Chime EREARATETHAEHKRASEE K WEK
EEPREIEETNEMEREETER. CHiEIFEEBEEEAMFN IAELEBHZEER
A Slack &3%&M Amazon Chime 2EHAER . THEHHZZERRE W1,

(® Note
TIFRBREREBHEFENEES , MALBTUEA Slack EEEEA,

EEAEMBAZ LERTEBERM Slack B Amazon Chime BESERERER
1. 7E Slack EBFEAENERAERS | EEZF [EAEX

[[ERAEX] EEREEHR I3 HAREZENEREN (RA)
2. BEEEEALAN "EE Apps , RBIEE "RE Appl o

TEREZENEAREN, HESRMBEEIHE,
3. ¥ SAmazon Chime Meetings , AR EESFERPENE,

H&# R [#§ Amazon Chime 82 EET/HE]) HFEHR , X HABPHNITER,

% Slack E%i& Amazon Chime B2 ERERF 25


https://slack.com/help/articles/360000281563-Manage-apps-on-Enterprise-Grid

Amazon Chime EIRIEmE
4, EBELERHEFLREREAR Slack B Amazon Chime € 2EARXN I EER ITERE.

5. RE , MRELELEFMEHFIEEFBBZEER M Slack B Amazon Chime BEREN |, 5&
2 future TEENTERE , RARBET -5,

3

(MBIt FE RN ATRE SRV PR R A AERN IR |, WHE R EA R Slack Z Amazon Chime &%
FE T2 09 3F o] AN B E,

6. igj%-lt_io

7. MRGCBEBEREFIEE LZEBERR Slack # Amazon Chime Meetings FERRER , BiRE

[(REEBEFRILEAENRES future THEEMFERE] , RAREE 7. TR, RFEE "R
T?‘J o

® Note

B LAERA OAuth EHEBHPLREEAREN ., MBEFMENR , 552 Slack RAFHEA
OAuth ﬁ‘?ﬁigo

EIEELZEBEHAR Slack B9 Amazon Chime {RiZESREFARER

EIEELZEBAR Slack B Amazon Chime SZEAREAEFAERRASSE  YEZTHE
Ehp EtE & ETER. FAETEZE Amazon Chime A EREREN AT FERABEAM Slack B9
Amazon Chime €& ERARER. I ATLUER Slack FAERTEREEA |, YHEREREZFHEE, O
REAEEEHESEEMAEITEE , X ERKE Amazon Chime BIRE | WiIRFELHENERE
Pro #fR. MEBER Amazon Chime BFEMEBNFME , 5528 Amazon Chime FHEIERE
PR EAEAR Slack By Amazon Chime EZERAEN. MEFBIEZRE Amazon Chime BBIRF#Y
HMEN  B2EAEES T/EEE Amazon Chime BIBKIR 522 BRIV,

5 Slack TEEZREEAR Slack B Amazon Chime B E€EBEARER

1. EEZF Slack EARER B &3 # % Amazon Chime SEERER.,

2. BIEFIEZE Slack , # Slack ERATEX B LT EEA M Slack B Amazon Chime B E2RERRE
No

3. {#H Amazon Chime ##&# Slack T/EEMIYEREFRE ARBA Slack RARVEBEFEIHEE,

EIEREEZEBEAR Slack B Amazon Chime {REESEEARERF 26


https://api.slack.com/authentication/oauth-v2
https://api.slack.com/authentication/oauth-v2
https://docs.aws.amazon.com/chime/latest/ug/using-slack.html
https://docs.aws.amazon.com/chime/latest/ug/using-slack.html
https://signin.id.ue1.app.chime.aws/auth/slack?purpose=app_authz

Amazon Chime EEER

HTEEBEEEE

WMREHA Slack 88 , ATTURTHEEREEZZER. NFEBETFEENFEES
A TEEREE S EBE,

# TYEE B Amazon Chime EBXIR 5 22 37 B3 B

& 2 8 THEEEE Amazon Chime BRIk F 2 Bl , LIEBFERAENGT T, BAUBERETRHAAR
E| Amazon Chime Pro , MBI AT UABBEER , XS ARM 250 (L HFEEM 25 ERAE , XTEH
REBAZANEERE, AFEAEEIR Amazon Chime EAFFA] |, LAE {9 7T LABH LA one-on-one &
ZZ A Amazon Chime %, MBEFHFMEN , 2B Amazon Chime EfE,

:I:I'H
W%

28] Slack 5%

® Note
R4 Amazon Chime BEIBMRFEE Slack T/EEE AR , FRAETUARERM Slack K12
Ei#% Chime R EAERXZE A Amazon Chime, BRI UREBESE ST, MEFMAEA B
S0 EHEERNTE.

BABELRBIRE |, 888 Slack T/EEEE Amazon Chime BIBIEF . AWS B3k, NEM{AEEI
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- BHRIBNENEUARNEB EEmHEZELRBTNEN

- BREEBEXENHEOBEFRNEEMHERNENEFRBNZMEREE. WRIRFFA
BRI IER (BIIRS ID TFF) , ENBHEERTRSEIIEE | SAER , YEREEHRE

RER,

(A ) W{AIEREE PIN LR BN SRS

RTREREMN , BULBBRMAALHNRITHE PIN K. AR BBNELHERX PIN.

THSER

ERET

1.
2.

B R Amazon Chime BX A& |, #Bit 5 https://chime.aws.amazon.com/,
TEThREE & TBHEEML T , ##EFE "Sup ports o

(@i

HE AR HE N Sup AWS port $#2# & .

(® Note

fE A A EEES "HAWS Support 0y HEl, MRFE , FEE "BYRH,
RT3 BB E,

ERMMAMREHREB 2T , $ITUTRE

a. EE IRFMIRE,

b. AR "HR#. FIFRFPiEE "Chime SDK ( SRHEE ) J o
c. 1t "Epl, BESD , BE TEFERRBEEERL, .

d. ##E Next step: Additional information (T~ —4% : Hb&A).
£ [HMER] T, T T5EHE

a. 1 "£B., T#APoxrting phone numbers out.
b. # "#i&, T, WATIAR

BEERERE
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https://console.aws.amazon.com/support/home#/

Amazon Chime EEER

I would like to assign a pin to my phone number: Pin: ABCD123 Phone
Numbexr: 1234567890

(® Note
BYARE 4-10 BN FBHFER.

AWS Support E#% PIN TFEREBFERBEUMD, BERELHFRFAR , FRAHALH AWS 1RF ID
M PIN. I 6 FE L5 B R B FE W B B R SRR AV % O FERo

ERREBIEREE SR

EEEEBEEERBEBHEER Amazon Chime BIFERE |, A LLE Amazon Chime £ AR
[BFE). [EREEHEE]. (BEF]) THREABHERERORE,

BHERENERZIETIEE :
CANCELLED (2 HUH)

AWS Support R AEEIEREREE , fINREAEFIENWEBUEER , RWEUE 7 BHEFTE,
AWS Support BB S EEHEE 2.

CANCEL_REQUESTED (53R BUY)
AWS Support HAEEIERERE |, fINEAERFLENEBUEER , EEREBEITENEUE.
AWS Support BiBEHFFHE =

CANCEL_REQUESTED (FER£%)

AWS Support EEREBENWEBEFER K MEEXELENEERSP. AFEINEERRE,
COMPLETED (BE% &)

EHBHETEE K , XBEENERRB /A,
EXCEPTION

AWS Support T/ THREEBEZRIFNHMFMAET  FREBE. AFREINEERE.
FOC

FOC BB ERFERIERE. AWS Support 2R BB LARERY B i,

EERRBEREER 46



Amazon Chime EEER

FEXHF

AWS Support FEER QBB SUEHN ST A s O FE R ARV B SX . RFFRESNR R B RS o
SUBMITTED

BHBHETECRR , Y HELHEREESFEF.

$8k Amazon Chime B ¥ KBTI EFERE

FREFEEBEEEFEHR , & Amazon Chime B BEEEFEEBERAENERE,
£ E#R Amazon Chime BEEEBEEERERE

1. BARX Amazon Chime BEX# & , it A https://chime.aws.amazon.com/,
EIhEEE B [BRE] KT | #4F [EERBEE]

£ [EF] RIERLE |, EREER RN EFERE.

ZIZE Assign ($87%).

BINERAEMBNIRSE K RAREET L,

BEIERE , RAREBEEER.

2

ELSEERREREEREERR  RAERZENFEHERATNIERERA.,. FRESLALEH
Amazon Chime IRE W EFHZE A , T FEN EFERIBREF I 8L,

BB 38k Amazon Chime B E5E5E1E

THREEBCEIER Amazon Chime B EFEFE A ENEFEE,
BB R EFE RS

1. BRX Amazon Chime B X1 & , ##LA hitps://chime.aws.amazon.com/.
2. EYVEERWN [BFEET , BEF [EFERBEE]

3. T [EF R3IERL , ENEERUHE RN EFZRE,

4. iBE Unassign (BUHIEIR).

5. BEUZEUS#H , ARERIERE Unassign (BUEIEIK).

EIREFERE 77
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Amazon Chime EEER

BB EFPHFNFAER. flm , EUNEEERNEARE SR,

BREFERRRFAES

1. BARX Amazon Chime BEX# & , it A https://chime.aws.amazon.com/,
2. EYVEEERW [BRFE KT , BEF [EFRRHEE]

3. EE TEF BRE , ARENECERBNEFZRR.

4. FE ") BEIEE "REFHEER

ERMHERETE

BHFUEBRENWUE ID, EALAEFIN —HSEEFRBREREFER. SBHETULE
FERRBREE—NBFEEHE, AR fAHSETGREAELEFRRBRESFENRMAA. BFEEE
iEFH)K\Fﬁ-ﬁ niﬁﬁ%gﬂﬂﬁﬂo N —.I-Lj\ﬁ‘b%%%ﬁ%ﬁ /Ao

Bl | BuI A BRI PPN EEREMBREEREFEREA "HM 5, , BETUAISMHEERE
{& 1 —# Jane Doe B,

T 55 BRER BA a0 ) 5% iE T AR M (8 B Y B RE B B
REEFEH

—

BRX Amazon Chime BE iR A , #8iA https://chime.aws.amazon.com/.
2. EIheEBEHRM [BFE] KT , BE EFEREEE.
3. HE[EF FSIERL , T FNIME—FHEE  ERNECEEMZEFRRBEZNKEG R,

- BERZERBHREERBFERRE , FFRIVELRFZNKEUT B,
EREMELEFEER  AEINAENRE,
4. FIRK [BpE) BELRE [EHMEARBERE
5. % [ARBEFERE ARG A BARZ 15 BAFTNER,
6. EERTF

RRFE 2 MEEFFERNFUERE,

ERBHEFEER 48
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Amazon Chime EEER

il BR 2 5 51 1%

/A Important
HE Amazon Chime RIEEEETUSEHREL SR, i , BXLBALECHEREE RIS , A%
FREMIBREFE RS,

HEREFERIRE , B LUK Amazon Chime #ER —ERBEETBEZRE. MRBFESREBEE
B, EEMBRRRE  ZRBELBEZEHMERTY , RRBERE 7 X, AERKEAR , BT
BB EERFT, 7 X& , RNGEDRSHTHPMEREXIRE |, WASRIRIBE GRS BUR BB,
EXREFERIFF . IREFEERERRETIFHBRBZRENET , FREPHIRIRFEH
BEFERE , BFIE BT EER,

bl BR R 45 B R SR AR

BRX Amazon Chime BE iR A , #8i A https://chime.aws.amazon.com/.
EUREERN BREET , BE [ERERBEEL

BE TER BRE , ARENECEMBRH EF R,

FIRK [B1E] /B E , ARIEE [RIREFHRT).

BEUZER S B, ARRIEBE "MIBRL

o M w0 Dd =

MR EFRRIREEMERITIIFRE 7 X, AR EREFFRKAMER,

2R E M RN EFERE

MiBR#E , B AREBERTIEREMBRNEFERBRS 7 X, EREFERBTSHKECHBEEMN Inventory
(BEF)o

EREMERK BFEHRS

1. BARX Amazon Chime BEX# & , #it A https://chime.aws.amazon.com/,
2. HEIREERWN B KT , B [BERBEE]

3. EEF [MEKRTI] REIER , AREBRLEERENEFERE,

4. iE#E Move to inventory (BEETF),
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Amazon Chime EEER

I Amazon Chime B4 EERE

A LAEH Amazon Chime £ AR EBBEFMERGCLERTE,

AR E B FR Al B A RS 8%

BB RIES Amazon FEREFREFEFETE |, T84 Amazon Chime BIRIRF R EBFEFMAE R
FCERERE. Amazon S3 REFETRBAEECERFNERRHNAFENH, REBFEFHERKHERTE
B | #8#2 8 Amazon Chime EEVHE A Amazon S3 REFEFENEEER , LUERENEEER,
MEBRIE I Amazon S3 EFITENE , 5528 (Amazon Simple Storage Service AF3) o

BT LAERE Amazon Chime B BRI M E R 8KERE. WE Amazon Chime B BFER FEH
BE , 55281 Amazon Chime B EEEFR,

REBFEFMEALCHRE

1. $&B Amazon S imple Storage Service AFIFHZER | B3 Amazon S3 RFIFBEAEERENS
2.

BRX Amazon Chime BX & |, 81t A& https://chime.aws.amazon.com/,

¥ Global Settings (£1H5%7E) , i### Call detail records (BFEFEME A HK).

EE THKEREERE,

$E A B | #E Amazon S3 EFETER.

BE R7

o gk~ w N

18R] LABE B 5 L 5T 8% 08 58 FE AR AC 8%
F L ResErE R Al RC 8%

1. BARX Amazon Chime BEX# & , #8it5A https://chime.aws.amazon.com/.
2. ¥R Global Settings (£1H%E) , i##Z Call detail records (BFEFFHEF K)o
3. ¢H¥iE AR REREZ Disable logging (B A i),

Amazon Chime ¥ E B F R0 8%

E BB ZE#E W Amazon Chime BB B A E RECEE | cPSEEREH Amazon S3 /#EF
BrE8., T Y EHIEER Amazon Chime B BFEBAEFMER G H BB —RER,

REBEFEFAEA K 50
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Amazon Chime EEER

Amazon-Chime-Business-Calling-CDRs/json/111122223333/2019/03/01/123a4567-
b890-1234-5678-cd90efghl1234_2019-03-01-17.10.00.020_1a234567-89bc-01d2-3456-
e78f9g01234h

THEHIRERERFAER R B BIRTINER,

Amazon-Chime-Business-Calling-CDRs/json/awsAccountID/year/month/
day/conferenceID_connectionDate-callStartTime-callDetailRecordID

T B HIFE R Amazon Chime FFEREFFHE Rl #&M —MRE .

"SchemaVersion": "2.0",

"CdrId": "1a234567-89bc-01d2-3456-e78f9g01234h",
"ServiceCode": "AmazonChimeBusinessCalling",
"ChimeAccountId": "12a3456b-7c89-012d-3456-78901e23fg45",
"AwsAccountId": "111122223333",

"Conferenceld": "123a4567-b890-1234-5678-cd90efghl234",
"ConferencePin'": "XXXXXXXXXX",

"OrganizerUserId": "lab2345c-67de-8901-f23g-45h678901j2k",
"OrganizerEmail": "jdoeeexample.com",

"CallerPhoneNumber": "+12065550100",
"CallerCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationCountry": "US",

"ConferenceStartTimeEpochSeconds": "1556009595",
"ConferenceEndTimeEpochSeconds": "1556009623",
"StartTimeEpochSeconds": "1556009611",
"EndTimeEpochSeconds": "1556009623",
"BillableDurationSeconds": "24",
"BillableDurationMinutes": ".4",

"Direction": "Outbound"

Amazon Chime £ EFEBFEFF ML 51
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=N _ﬁil%ﬁ.zux

B8R SIP = H.323 @AW ER , Amazon Chime ATLLE B R, BEWK, BEFRE. 4£5FL. Vidyo
RHEMANEREAERES,

EFEFAXESIPHGERE VIC £EELEE Amazon Chime , &8 A T A H & —{@iE1E :

 @meet.chime.in
 u@meet.chime.in

« 10 UEHEE ID, EHE#EEE @meet.chime.in

meet.chime.inA$ &K SIP EREEZERHFIEMN Amazon Chime BEiE, ZEEEEIBEET ,
HY SIPEREERAEAETHERAN DNS HE, NEFAEN , 2R T ERERBEABE (SIP)

SRERK.

® Note
MRIEH SIP ERELRBETXE TLS AFEE TCP EHRAESD , B AWS Support,

MREEANRERZE H.323 , BLABIT T H P —{EEEE

* 13.248.147.139
«+ 76.223.18.152

ZID%FHAWIEE%E VTC &£ E M Amazon Chime 2B RE , BHBAMEREAGENEE, WEFHF
MEF , F2RARERBHNETER,

£ Amazon Chime BB Em L |, WA 10 UEEH 13 [UHMWEE ID LUNA . B a L% Amazon Chime
AEHSRMARERERN PRI 13 UBWEE D, SHBERAEE,

SNERNER

NMRBERFENEE  BERERARERAE , RIFBA 13 UBNER D XUERAEGT2NE
B, MREREIFA, FERREEPHAIFAEZS  YEREZLAFR @), RUSNAERKE
Bo MRETREFA, ERARIEFA | AEETHASNELFRER 2R , ERFERIZRER.
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ERABEATHFALES , ERTUMAATUMTHANSHDF, ELBFESEZRNRENEL, S5
By ESHAEREE, BATEREMLEERS  URERER. WFEFMEF , F2H Amazon Chime £/
ZiEETNERAEFERNEARARKN B E B

® Note

R A Alexa for Business fllA Amazon Chime €% , REESNEBECEEEERRA
R, WEAEBWRRRBBAR | TrEMHREBEE DA

MBEN VIC £E

TRIHER VIC REFENTERR.

HE SIP H.323 B3

Cisco SX20 = b3 FAERFER &
B

Cisco DX80 2 = FAERFERE &
6] & aJ

Lifesize B’ = B FAEFEE &
6] & 7]

Polycom Debut 2 = FHEFER &
o] & 7]

= lp:] B = SAMRA W, &

RealPresence & B OREE

i:1]

Polycom Trio = = FHEAER &
a &[]

Tandberg C40 = = BARA/ER . &

C=]

HAM VIC K& 53
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Amazon Chime EEER

BREEAEEER

Amazon Chime ERAEEHHIAN B Wit MEEERTEZERE. WREANEHREEDH
i, ENHEATRESECRASERBNED  BREF. A, EFRLAIIX,

Amazon Chime % O TCP/443 L{EH Amazon BHEEE ( B E#& EC2 ) FME M AWS fR#E. m
BIRKI B A AE £ SHERZIE TCP/443 |, 8% A%| A * . amazonaws .comRFHEE |, 5§ AWS IP i &
BERETAWS —&8Z5REF .

 Amazon EC2
* Amazon CloudFront

 Amazon Route 53

BEANLTEE  UESHRBENT, EEENEATNFEEN.

PR B AED

FET 5 B Bt FHEZIEBE T BEE1T Amazon Chimes

B /Y it R

chime.aws TCP/443
*.chime.aws TCP/443
*.amazonaws.com TCP/443
99.77.128.0/18 TCP/443

AENEEE TR

Amazon Chime A T % B #Y#t: FiEZIBEEITEZEF Amazon Chime BEIEERE.

B By BRI

99.77.128.0/18 UDP/3478

FrER BRIt AE DO 54


https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html

Amazon Chime EEER

H.323 R ERMK

Amazon Chime ¥ H.323 ERRARAER T 5 B A9t FEREE,

B it EiE
13.248.147.139 TCP/1720
76.223.18.152 TCP/1720
99.77.128.0/18 TCP/5100:6200
34.212.95.128/25 UDP/5100:6200

34.223.21.0/25
52.55.62.128/25

52.55.63.0/25

TERERMENBABE (S'P) Eﬂ%:ﬁ%\lub

EENRREPHTERR SIP ERFARMA Amazon Chime I , BEREA T 5 B 1Yt MIEESR,

AWS #h[E B i is EIER
2K (R [EHE) 99.77.128.0/18 UDP/10000:60000

34.212.95.128/25
34.223.21.0/25
52.55.62.128/25
52.55.63.0/25
L IRIRB meet.chime.in TCP/5061

13.248.147.139

H.323 EREXRM 55
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AWS #h[E EN:0p: pER ]
76.223.18.152

EERIP (HF Bt EB) meet.ue1.chime.in TCP/5061
EEFE (BRERA) meet.uw2.chime.in TCP/5061
SERESE (i) meet.as1.chime.in TCP/5061
DXREE &) meet.as2.chime.in TCP/5061
DXREE (RR) meet.an1.chime.in TCP/5061
BN (BFER) meet.ew1.chime.in TCP/5061
EEMN ERE) meet.se1.chime.in TCP/5061
BEEKR

Amazon Chime ¥ &/, RANZELAE T HEEER -

. HHA
« —¥—@FE : 54 kbps LEMNTH
o REEFE : 50 (UREETHEIR 32 kbps BN TH

« —¥—@5E : 650 kbps EEFMTH
« HD #= : 1400 kbps EEFMT &
« 3-4 A : 450 kbps L{EF (N-1)*400 kbps T &
- 5-16 A : 184 kbps L f#H (N-1)*134 kbps T &
- FEANTHETS KM MAR

- BEHA

- BEMEEE LE 1.2 mbps (B X TH 1.2 mbps (MR, ELUBBBEREYE K FAREZHEK
320 Kbps.

. EiEEE] - 800 kbps BEIE

EIIEII

BREEXR 56



Amazon Chime EEER

WARHE

BUNEERIZAFHABNSREEEN , MBEHERANRRERSEREEN, REENEX

HEEH , TBKRRTEELEEREE 48 /N,
BIRAENEROERE

1. £ https://chime.aws.amazon.com/ BAR Amazon Chime F X &,
2. 1##F Reports (¥k%). Dashboard (f&&4R).
3. 7E Usage and feedback dashboard report (£ E R E & FIRKE) EELWIBUTER -

(® Note
M MERWFHMET, , S8 Amazon Chime HEBRRRE AL EDHHABER,

- BHIEE (UTC) — K&/ B HAEE,

- BEEMMERE — S5 Amazon Chime NEREEE

- fEAHRERE — HFESESIEIB Amazon Chime BXAENFERAERE.,

- BENEE — CHERNESRAY., ZUlREREERUEEFHMENR , 315832 D. BH
R, BE, EHA. FEREMEGARY, #EHRE Conference ID (&7 ID) = Meeting
organizer (BZEMA) B , LB HMFMEN L SREEEE. SREESH. ARPREER
SERERAEHE,

- BEREE — T end-of-meeting AEREBN EELEET DL,

- BEEENIIRFAE — FEREEENIRASE.
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Amazon Chime EEER

&% Amazon Chime SR HE A F ik

BT ARSI R MBS A, REESE T ER M Webhook iEF Amazon Chime S A Fiw# IhEE,
HRMBAFEAFREARTER , fINEARBRAUEREE. REEFESEFAMAFETAEES
ERASRYIE N T IT M BIE XA, Webhook AT LA B BN E S BIX BB RE, fli0 , Webhook Al AAAS &5
REURSEBRNERZEEGER,

£

- FREEE

- IR EI AZESE Amazon Chime REA Fif
- ANGRIERSEEKEN

EHEEE

TR BB EEE Amazon Chime A&, AEXTEHFWFIEEFIEMER Java,
F&E

- BESUERE

- THEAEBE

- BHZEERE

- EMEAEEARE

BEZNEHAE
T 5 €5 588 R anfa B 58 Z @ & A Amazon Chime Team 15,

List<String> emails = new ArraylList<>();
emails.add("janedoe@example.com");
emails.add("richardroe@example.net");
InviteUsersRequest inviteUsersRequest = new InviteUsersRequest()
.withAccountId("chimeAccountId")
.withUserEmaillList(emails);

chime.inviteUsers(inviteUsersRequest);

EREEE 58
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EEEmE

THERAEBE
THEHIFE R . csviER T HE Amazon Chime EER BB EAESE,

BufferedWriter writer = Files.newBufferedWriter(Paths.get("/path/to/csv"));
CSVPrinter printer = new CSVPrinter(writer, CSVFormat.DEFAULT.withHeader("userId",
"email™));

ListUsersRequest listUsersRequest = new ListUsersRequest()
.withAccountId(accountId)
.withMaxResults(1l);

boolean done = false;
while (!done) {
ListUsersResult listUsersResult = chime.listUsers(listUsersRequest);
for (User user: listUsersResult.getUsers()) {
printer.printRecord(user.getUserId(), user.getPrimaryEmail());

if (listUsersResult.getNextToken() == null) {
done = true;

listUsersRequest = new ListUsersRequest()
.withAccountId(accountId)
.withNextToken(listUsersResult.getNextToken());

printer.close();

EHZEERE
THIEHIFERIA R Amazon Chime EEREZRHZEFERE,

ListUsersRequest listUsersRequest = new ListUsersRequest()
.withAccountId("chimeAccountId");
ListUsersResult listUsersResult = chime.listUsers(listUsersRequest);

for (User user: listUsersResult.getUsers()) {
LogoutUserRequest logoutUserRequest = new LogoutUserRequest()
.withAccountId(user.getAccountId())
.withUserId(user.getUserId());

fit
0

THERE

Bl
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chime.logoutUser(logoutUserRequest);

}
EHEAERART

T 5 S5 5158 R A A3 ER Amazon Chime A EEREAE:E PIN 18,

ResetPersonalPINRequest request = new ResetPersonalPINRequest()
.withAccountId("chimeAccountId")
.withUserId("userId");

ResetPersonalPINResult result = chime.resetPersonalPIN(request);

User user = result.getUser();
user.getPersonalPIN()

H I R #EE8 A B4 2 Amazon Chime S A B iR

& A LAE FAAWS Command Line Interface(AWS CLI ) , Amazon Chime & API , SIAWS B R & Hil
KH28 A B Amazon Chime B &K SDK, B R#23 A ATLAEAEF A Amazon Lex I & , AWS
Lambda , AR EMAWSEE Amazon Chime I XEFHNEAE T RN EZRHFEREAREGLER
B R

WRER Amazon Chime ¥ RFEES | AT UFERAIREBI[ARAFERAEBEITUTEE -

- EFMMNABREAERES
- EHBBL.

- BEEAEEREA.

- BYXER®E,

FE AR Amazon Chime (ERRIRFNEZER , F2EEEER Amazon Chime 1kF,

MRBEERTFE Chime £EIRSE |, BIRZ A BRI 10 B X5 A LLE Amazon Chime &, 5
AEBAREELNIRFHAERIENIIREREH. AEWNXEEES WU R#EE AR BB X
o, BIHREBAFMEPRER  RXENREATUFEAKSARZERHNDTEBESAETR
B, MEFHMENR , F2BEUT ERIGH,

B ERE EARE 60
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Linux 1 macOS fEAE TR &4 BT R KBS A, MEFMEN , FSEEILEAR Amazon
Chime FYBETHI R#ES A
AA

- ERAPIX#EE AE Amazon Chime &
o FEIXERREESZ AR Amazon Chime B4

F A X253 A B2 Amazon Chime &

MRBEEEFIE Chime RS , BIRZ A B 10 B X #EE5 A LLE Amazon Chime &, Hj
AEBARBEELZNRFRXERZINRERFER, RENXEEES WU KRB A RINE B X
E, BIREB|ARMEPNRER , DRXENKE A UCAKSEARZEERUN G SEBEAEITR
B, MEFMEF , F2EFEHR#E AEAmazon Chime A EERM.

& a] LLEF Amazon Chime API I ERBUA S Z 1L Amazon Chime IREHEIR#F A, WMEFME
A, ESEEHI KRS A

(@ Note

BEDFE, ERLHXEEATENIRERER , 55%EA Amazon ChimeUpdateBot A T 5
RAEH - Amazon Chime & APl 2&, BERELIRMB[AR K XEEES TR X
R, BEESERFNBBKRE, EWXREH @mention FIEII RS AN ERESWRE

RS

SRR
RELT BRI 2/, FETTREAT FoR k4

- RIE—EE R A

« 5 Amazon Chime B2 EHixE  UELSSHEEXTENMEEE A, BZE—E AWS Lambda EHE
ARN = HTTPS i3, MEHE Lambda WEFMAEFA , 5528 AWS Lambda BE A E15F,

BEAR HTTPS iw# kY DNS JEMHCE
BMEBEREN HTTPS imEiEk DNS KA T HIREE
- ERAMSR AR EEAY DNS F#8E,

fE B R #85 A 88 Amazon Chime & 61


https://aws.amazon.com/blogs/business-productivity/build-custom-chat-bots-for-amazon-chime/
https://aws.amazon.com/blogs/business-productivity/build-custom-chat-bots-for-amazon-chime/
https://docs.aws.amazon.com/chime/latest/ug/chat-bots.html
https://docs.aws.amazon.com/chime/latest/APIReference/API_UpdateBot.html
https://docs.aws.amazon.com/lambda/latest/dg/

Amazon Chime EEIEE
- RfEA ARCEIsmHEEE AR,

- {REEH DNS fIARERF DNS EZEMiRF |, By b #8EE 2R B

- ERAMBARNEBLRBME TLS h&BE.

- ERBHBAASZH , UBBHRESARIUF[ANEEER,

BRI A% , BFEHAAWS Command Line Interface(AWS CLI) S A£H Amazon Chime API 4E
FRTTH T H B BRI ER

%

« SBR 1 P R#ER AEE Amazon Chime £ 5%

- FR 2 REBHKRILTERE Amazon Chime SRIFH

- SER 3 HIR#ER AR IE Amazon Chime Bl X =E

- BRI AR ATBR

- EFEIR#ERA

S SERHEESZ A E Amazon Chime &K

EBTRIRIGEH | BBIERME X253 A B Amazon Chime Z4&AWS CLIZK Amazon Chime & AP,

(® Note
ELRFEALHIASSEARYEBNETBMb., RELH  BENTSEBRNETH
it ht

AWS CLI
BEESHIR#I[AAWS CLI

1. ZEBENIIR#ESAE Amazon Chime B4E |, 55{F Hcreate-boty FHIIESAWS CLl,

aws chime create-bot --account-id 12a3456b-7c89-012d-3456-78901e23fg45 --display-
name exampleBot --domain example.com

a. BMAHREBRABRTER K RZSUTES 55 ERBFLIEHRFT (P10 +, - %).

i FAE K #4885 A E2 Amazon Chime & 62
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b. WALWEFERERFHNEE.
2. Amazon Chime EEE T S#EE A ID HEFE,

"Bot": {
"CreatedTimestamp": "timeStamp",
"DisplayName": "exampleBot",
"Disabled": exampleBotFlag,
"UserId": "1ab2345c-67de-8901-123g-45h6789017j2k",
"BotId": "botId",
"UpdatedTimestamp": "timeStamp",
"BotType": "ChatBot",

"SecurityToken": "securityToken",
"BotEmail": "displayName-chimeboteexample.com"
}

3. ERUWFEFHIB[AID MHBASFEHM U , MEETHEFFER,

Amazon Chime & API
5/ Amazon Chime & API 2SI R#23 A

1. BEEREBHIIXESIAE Amazon Chime B4 |, 8 CreateBot A T LR {% 4 : Amazon Chime
& AP| 2#&,

a. WANREBRARTER , EZWEE 55 ARBFAIRFHFT (BIW +, -, %).
b. WALNIEH/ERERFHESE.

2. Amazon Chime EEEEZE#3 A ID WEE, ERAUREFHEFA ID MEFEFit. #BAS
FEF UL AT : exampleBot-chimebot@example. coms

BEAR Java B AWS BEREH

T 51 €5 5172 =X 15 7~ 5 204 58 A AWSSDK for Javao

CreateBotRequest createBotRequest = new CreateBotRequest()
.withAccountId("chimeAccountId")
.withDisplayName("exampleBot")
.withDomain("example.com");
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chime.createBot(createBotRequest);

Amazon Chime E8E I S#EEA ID HWEE, BRI RFHI[A ID MEFH L, BBASTE
HibHt IR : exampleBot-chimebot@example. coms

SR 2 BREEHIKELLTERE Amazon Chime JRIKH :

A Amazon Chime ¥ WRFE I K#SZ A ID & |, 555%E Amazon Chime B Hix 2 , LMERRE
EASTSHEBE A, BB AU EAWS LambdaB 8l ARN GBI AH P —Z9 8 HTTPS i
BRI, WEBE Lambda BWEEHIERA , 528 AWS Lambda B # A E15F,

® Note

MREHMEBR AR L HTTPS iIn B RRERZEH , AINXREEESHEEBMBAREEHX
Eo A, WREAFELE#SEANETRE,

AWS CLI

EAIRMEE ABE H RS | 55 A put-events-configurations FHIIESAWS CLI, FRE Lambda &
20 ARN ¥ HTTPS w3,

Lambda ARN

aws chime put-events-configuration --account-id 12a3456b-7c89-012d-3456-78901e23fg45
--bot-id botId --lambda-function-arn arn:aws:lambda:us-
east-1:111122223333:function: function-name

HTTPS endpoint

aws chime put-events-configuration --account-id 12a3456b-7c89-012d-3456-78901e23fg45
--bot-id botId --outbound-events-https-endpoint https://example.com:8000

Amazon Chime € H#38 A ID M HTTPS i EiETEIFE,

"EventsConfiguration": {
"BotId": "BotId",
"OutboundEventsHTTPSEndpoint": "https://example.com:8000"
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}

Amazon Chime & API

EERTEIMRMEZ AN L IRE | 55FEA Amazon ChimePutEventsConfiguration S 5& 3R
# : Amazon Chime & APl 2%, %7 E Lambda B ARN = HTTPS in%,

- MREEE—1E Lambda B E ARN— Amazon Chime FEE Lambda N INEF AT BL /o #F Amazon
Chime BIEEAWSIRF UFAARMEN Lambda BB ARN, 2% , BERUATEREY,  FREBEUT
SRR - MBRRINEPRKLR , RELETHAAKLY , AIPutEventsConfigurationfRiRE—
{8 HTTP 4xx $&35,

. MRERTEHWE HTTPS i 25— Amazon Chime 2S5 E JSON FEEH HTTP Post EREXE
BEE—SHEMNEE HTTPS g |, BB ENRE, ENEY HTTPS inE X EOE | o
JSON &3 #9 Challenge 28, LAT €388 RFERF A NH B FE,

Request
HTTPS POST
JSON Payload:
{
"Challenge" :"00000000000000000000"
"EventType" : "HTTPSEndpointVerification"
}
Response

HTTP/1.1 200 OK
Content-type: application/json

{
"Challenge":"00000000000000000000"

}

MERERIBAHY , Bl PutEventsConfiguration FERIGEE HTTP 4xx $85%.
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BEAR Java B AWS BEIREH

T % #5650 F2 =\ 15 7~ £ 20 4r] 85 I AWSSDK for Java,

PutEventsConfigurationRequest putEventsConfigurationRequest = new
PutEventsConfigurationRequest()
.withAccountId("chimeAccountId")
.withBotId("botId")
.withOutboundEventsHTTPSEndpoint("https://www.example.com")
.withLambdaFunctionArn("arn:aws:lambda:region:account-id:function:function-name");

chime.putEventsConfiguration(putEventsConfigurationRequest):

FER 3 iSHI KRR AR IZE Amazon Chime I K ZE
EHXEEES TSI RME ORMBNRE, P AR RS AT T B 58

o

sa

#% Chatbot FTIEZHI K=

oy

B Amazon Chime REFA Fimsi{EREEAREN.
EBEELLANERER  ARBREEEERHMMNBEREA.
12 Add bot (FTIE#EEAN).

HREBib it , W AKBEAEF B4,

#IE Add (F738),

o K~ w0 Dd =

s

HBEABBRERENREREAR, NRFEHMRESHRBBATMIPRE , FOPXEEES

REERE,

AEIREBARNEMRER , IENIREAFRHIREBAD T, BITHREN—BELEZHY
KRB AETRE , MEEHXRERIMREZFSFOPNREREHOE, AWS tEBREEIHK
HBEAEREERNRAD T,

B B K28 AREK

&R LA Amazon Chime I XEEIXEWRMBANGE R, HREEMY , FRIBERTERE,
RE  BETENEERTEBRER LKL A, Amazon Chime B HMAC SHA256 5%k
EEEE,

MREHII R AZFEREE HTTPS %2 A Amazon Chime SREM , BEA T S OEBRE LS,
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AORTEBE HTTPS in BV R 35 A BRFE K B Amazon Chime W E#HBiES

1. HXf8 HTTP §8RM Chime-Signature &5,

2. BEW{8FKHY Chime-Request-Timestamp BEMAN, RE , FHAEESRFHAMETEZEN
DR WERFE,

3. fEMSecurityToken{t CreateBot fER#IIREBNERRFR , WRIEBELR 2 FEAIENFR B,
4. {£F] Baseb4 RGeS M EN N THRBAZETSH,
5. HhBIEHSFEE Chime-Signature EEHRHEHE,

UTRABHFREBMFAFER Java BEEEE,

private final String DELIMITER = "|";
private final String HMAC_SHA_256 = "HmacSHA256";

private String generateSignature(String securityToken, String requestTime,
String requestBody)
{
try {
final Mac mac = Mac.getInstance(HMAC_SHA_256);
SecretKeySpec key = new SecretKeySpec(securityToken.getBytes(UTF_8),
HMAC_SHA_256);
mac.init(key);
String data = requestTime + DELIMITER + requestBody;
byte[] rawHmac = mac.doFinal(data.getBytes(UTF_8));

return Base64.getEncoder().encodeToString(rawHmac);

}
catch (Exception e) {

throw e;

}

B HTTPS i 24 EEL T 5 5 X E & Amazon Chime E3R200 OKTE 2 B, BAI, BRI EAK, 0
REH HTTPS I3 E 2 W& /fﬁ)-’ﬂ AeE 2R A ERIEIURK , 2#& Amazon Chime Y F] 5xx
[E|FERS , Amazon Chime EEHBERMX. F—XERSEARBERERIB 200 ER#RIEH, FZX
BEXRSEI —XRERKKIB 400 EVREAY, MRFDXEABRMELZINSGSEL HTTPS 5%, XK
SN
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® Note
Chime-Request-Timestamp EfEFERBREAMEBE,

RS REEZA R E A Lambda EKE ARN A& Amazon Chime REW , BEA T B HEBRES
B,

EEHHEERE Lambda BB ARN VB K B2 A BR B 2K B Amazon Chime I E B3R

1. ERNEXRFRIBEMNEEZRERAB R Lambda 553K ClientContext , FRAE 64 BN JSON #
o

{

"Chime-Signature" : "1234567890",
"Chime-Request-Timestamp" : "2019-04-04T21:30:43.18172"
}

RFREAFIEFRNA

£ A SecurityTokenftCreateBotEAVIHBNERR TR , XHIERIENFHFHE,
£/ Base64 MmiGaa S M EZN U TERBAREFH,

LtbE LB E 2 ZE B Chime-Signature ZZBEHAMERE,

o & w0 DN

MR com.amazonaws.SdkClientExceptionfE Lambda WA &4 | Amazon Chime 8 E&E
BN

EZ PR PN

B A Amazon Chime t(REFEE S , A LB E A Amazon Chime & APIAWSEHZE4ZHAWS CLI
EEFLNHREBAFMERS, SO ULBARELEIREEBAEENIREHRER, SETTLARE
BAEFERZE T,

MEFEZER , FESRUTLLTEE, Amazon Chime & APl £Z:

« GetBot— BEUII RMEF AFEMEL |, DI AS FE 4t M A FE,
* UpdateBot— BR A S PA L Bl R #28 A R SERIWR P R EA .
« RegenerateSecurityToken— BENII K EBBAEFTER LTS T,
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Amazon Chime EEER

B A A EPutEventsConfiguration REMWIIREEF A, Hl , WREWI K ARAIIRE
ARERBWE HTTPS ind , B LAMBRERNEHERLE , A Lambda BB ARN REMMNBHRE.

MEEZER , FZBLUTLUTERE, Amazon Chime & API 2%

» DeleteEventsConfiguration

» PutEventsConfiguration

EiXEHIR#2E AR Amazon Chime B4
THEHEH Amazon Chime BEZERII RS A -

- BFE— BEEHNB R ARIE Amazon Chime B R 2 BF 8%
- BR— ERFEIXREREX @mentions EHVEIRKEESZTA
- BBR— BEENEIRHEEE A% Amazon Chime Bl X = B RIS &%

LU ROIER T S ES4 R F B R#R[ AN JSON BRER,

Example : 85558

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
1,
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8k1l-mn90opqr012st",
"DiscussionType": "Room"
1,
"EventType": "Invite",
"InboundHttpsEndpoint": {

"EndpointType": "Persistent",

"Url": "https://
hooks.a.chime.aws/incomingwebhooks/alb2c34d-5678-90el-f23g-h45i67j8901k?
token=ABCDefGHiJK1LMnoP2Q3RST4uvwxYZAbC56DeFghIJkLM7N80OP9QRsTuVOWXYZABcdefgHi]"

1,
"EventTimestamp": "2019-04-04T21:27:52.736Z"

}

X EH K5 AR Amazon Chime £
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Example : #5&4

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
1,
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8kl-mn9opqr@12st",
"DiscussionType": "Room"
1,
"EventType": "Mention",
"InboundHttpsEndpoint": {
"EndpointType": "ShortLived",
"Url": "https://
hooks.a.chime.aws/incomingwebhooks/alb2c34d-5678-90el-f23g-h45i67j8901k?
token=ABCDefGHiJK1LMnoP2Q3RST4uvwxYZAbC56DeFghIJkLM7N80P9QRsTuVOWXYZABcdefgHiJ"
I
"EventTimestamp": "2019-04-04T21:30:43.181Z",
"Message": "@botDisplayName@example.com Hello Chatbot"

® Note
Mention (%) E4# InboundHttpsEndpoint URL &1Ei% HiB 2 £ % B,

Example : BEBREH

"Sender": {
"SenderId": "user@example.com",
"SenderIdType": "EmailId"
1,
"Discussion": {
"DiscussionId": "abcdefl2-g34h-56i7-j8k1l-mn90opqr012st",
"DiscussionType": "Room"
1,

"EventType": "Remove",
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"EventTimestamp": "2019-04-04T21:27:29.626Z"

Ao ERE R A 2 s e

Webhook f25F Web FEARRFHEERBETERE. BE , Webhook E7EEMER A REIZEH, i
m, BRERERE —EERBYRAY., Webhook AIMERFAAEBAMEIBYE , INAFTERRAFTH
RRB AR, Webhook " EEQREREAEFBEZNGE , YHEEMTSEASTRSHNEERED,
WMRZH webhook , BFLEAREWRABIES e EREIBUR. F£A webhook , ZxFERARERF BN
mEIR,

BRI RIE BRI T LLUEBRER R ARG A EEIX R Amazon Chime I XE, il , Webhook
ALBEANEFREERERAZTNSEARERNER , WEMKEF O ER] N NHEE,

SET LAER Markdown SRE&ZE Webhooks SR , M A Al @@ &RFERFH;R. HTTP EREME FE#4
it e LBEAERAPER, AEEATLIEE @Al #Fl @Present 3118 , U9 BIREFIERKE , UK
ERPXENHRE, FEA @ RERMXESHEE | JUFERAMMANERENE FE 4t 5
m , @alias & @alias@domain.com,

Webhook REERHIREWN —Z0 , BEZHZ, Amazon Chime I XEEEEA ASENKXEFRIERS
10 {E#B & M,

3 Webhook 2 #% , A LU EHEE Amazon Chime Bl XRERE , I R HREFFITo
HEHB AR S BB R = SR K

1. RPXZEESHEEIREHEN URL, MEFAER  F2ESEEHOTNENAXEEESE
BEBEAEREM.

2. ERLEVYMNETRIEARXFTH webhook URL , A S EEEHR

)

a. URL ¥ HTTP POST &K,

b. EZFE# Chime g EAEEARRER JISON EREHAR, T RERAEFIFAERD curl
amEf

curl -X POST "<Insert your webhook URL here>" -H "Content-Type:application/

json" --data '{"Content":"Message Body emoji test: :) :+1: link test: http://
sample.com email test: marymajor@example.com All member callout: @All All
Present member callout: @Present"}'

B REE -


https://docs.aws.amazon.com/chime/latest/ug/chat-webhooks.html

Amazon Chime EEER

LT E—1ERFIPowerShel iR BFEAENIEDS :

Invoke-WebRequest -Uri '<Insert your webhook URL here>' -Method 'Post' -

ContentType 'application/JSON' -Body '{"Content":"Message Body emoji test: :) :

+1: link test: http://sample.com email test: marymajor@example.com All member
callout: @All All Present member callout: @Present"}'

SNEFRIAE HTTP POST i E| Webhook URL 2 # , fAIlREF 25 F Webhook B H BB IRAYHI X
£ Lﬂﬁl Webhook @ HIREMRERZRER , BEBEZEHIE Webhook El/R. #& Webhook &% Y il
RXEFE , BB EBBEARMERE (Webhook) 2 Webhook E TFHEIKREAH,

® Note
Webhook B it kBt H CORS,

SR B HE AR AR BR HMR AR
LU & Webhook Y #HRESE 5=

« {8 Webhook BYE A Webhook EXRH ASEMKES 1 TPS, ATFEH HTTP 429 ##55,
« Webhook SREFHFAE TR BHEIB 4 KB, BAWAEEAHEEB HTTP 413 $535,

+ Webhook SREEHNFAEEER @ M @ Present i1 , RBAMN 50 BERXEUATHHIIRE, 50 BKE
LA EEEB HTTP 400 535,

- MREEFHMELE Webhook URL , EAER URL EEK HTTP 404 §538,

- MRBREHHE Webhook EMIER , FEAEN URL ISR HTTP 404 #53%.

« EMH Webhook URL &E 2 HTTP 403 85355,

- WMRBRBEEER , FAESEEERYE HTTP 503 $#3R

SESEHE AR AR RE R 2
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Amazon Chime BN EE L

(® Note
B Amazon BYIRFEHEEY , 558 E| Amazon.com FHEF R#%,

MR BEERHLL Amazon Chime WX ERK , FRETHHEHP —{EEE :

- MNREH Sup AWS port tRF , FEEI Sup port FOWRRERE,
- &{A|, FFTBIAWS Management Consoledfi### Amazon Chime , Sup port , XX,

REREHTIER

- BENFHFRHA,

- BERENKE  SELMENKE,

« &8 Amazon Chime R4, BIEREMNERE K SIEEFMENRE,
« 1 Windows # , i### "fRE, , "BIM Amazon Chime. »
« £ macOS # , i#&# Amazon Chime, About Amazon Chime (EB8/ Amazon Chime),
 7£i0OS M Android # , i##F Settings (2E). About (BR).

- B#8% ID. St ID:
« 7£ Windows # macOS # , i#1E Help (§28). Send Diagnostic Logs (Eix 2K A &)
- 7£i0S # Android /1 , 1##F Settings (8%X7E). Send Diagnostic Logs (X2 i B 5%).

- MREERERAN , FRHASE D,
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Amazon Chime EH L 424

EL2 AWS BRENELEKR. R AWS BF , B EERDONEBREBTER AR BEAR
RHZEMEHRNEBN T RMITE,

2R AWS BECEHEREBENSR. AESEEEZEERATRNZEMNERPHNZEM

- BIRNEZEH — AWS EEREE AWS EIRHHIT AWS RENVEFRE, AWS EAZRRMETEL
Z2FEANERE. EETHERAM Amazon Chime WERETE , F2BEHRTE AWS REEE R
HEHRETE ,

- BlpRet — ENEEERNEERN AWS BF. Sh4FARAMREEE K SFERNER
. BRBENERNEREERNER.

R 15 BH IR T SR I EE A Amazon Chime RERHA RN EFEE, THEERBMMAERE
Amazon Chime A &Z£MERBHR. &S 2T) 06 /A H b7l 15 B B EEIR R E Amazon
Chime EJRH AWS AWS BR#.

£ |

- EAM Amazon Chime W 2 BAINERNEE

« Amazon Chime Ef0{a 8 IAM ¥ EL £ A

- ERBERBEEREA

« Amazon Chime B& REBUR

- ERGHEEREEBNRE

« Amazon Chime IAM &

« Amazon Chime BER &G K BE 75l

« ZREEHEME Amazon Chime 5 42958 B #1177 ER

« £/ Amazon Chime IR ER A E

+ £ Amazon Chime AP0 8&FEEHE

« Amazon Chime BH & RBE

+ Amazon Chime BHIEM

« Amazon Chime B ERR KL L

+ 7% Amazon Chime B BB EH
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Amazon Chime EEIEE
# A Amazon Chime B & 2 & B FFZEEE

AWS Identity and Access Management (IAM) Al i#%BY BB B Z £ ihiE %) AWS EREFEE., AWS R
IAM E 3 B 15 HI WL A AT LAURIB B 15 R (BA) MRE (EEFFH) REA Amazon Chime EiR. I1AM
BIETLUERN AWS BRI , EFHENLE,

£

- Wt

- EASHBRE

- EARKERFIE

cZhes

&5 AWS ldentity and Access Management (IAM) #975 X & & &£ Amazon Chime F#1TH T/EM
BFAFE,

RIEEAE — WREMEMA Amazon Chime FRE#IT I , IEEESALRMMENZAER T

A, ERFERAE %S Amazon Chime ThEE TR TER | B AEEBEENNGE T, THRENGFITNERS
XA EREEEESFEREBNETT., MREEELE Amazon Chime IR IEINRE , 2 REEEEHE
fi# Amazon Chime & % &% Bl 17 H,

REEEE — REEAELTH Amazon Chime ER , AL A LLTEFE Amazon Chime, HIEf
R %51 Al & FE1Z BB LE Amazon Chime ThEEREREEMN T, FE , BLARBEREBEN IAM
BEE K REBFLBRBEAENGTT, RELEERLNER , THRIAMNERES, EEE—STH
B R WA IAM BE Amazon Chime BEER , 552 BAmazon Chime B {iEE IAM BELEH,

IAM BEEEE — MRER IAMEEE , B0t E 7T MBI BBERLLEE Amazon Chime FZEUVERY
HMEH ., EERSETE IAM FEAM Amazon Chime 9B BFEEHH , 552 8. Amazon Chime &
ER B 5K BERRA

e M & 2 &

BRERIEAWS FRASOREZEANAR, BHEL IAM EFRES D SHER IAM BEETHRE (BA
AWS), AWS IRFREAH

B LAMERZEIR AWS &2 BRI RIRIBHNEER , MBS 5B S22 A, AWS IAM Identity
Center (IAM 270 FRE, EQATNE—BEAGSRFE , UREH Google = Facebook & A& ¥
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HEBESHOMBNEG, BUBMESSBEAR  FNEESRNCRELA IAM ABHNBES D,
B8 AWS AERFNR , CEBREREAC.

BRIBENFERERR | & LL% A AWS Management Console 5, AWS LA O#L, MEFEZEA
WEEHERR AWS |, 552 E (AWS EA FHER) AWS IRF PR RZEAERN,

MR AWS LRERERET A RNFE |, 58 AWS RIEEHERAZEHN (SDK) Miars 5T E (CLI) , AERE
WERBUMBHREBER, NREAREHAWS TE X EETHRBER, IEEHBENSEE
THRBERNWHEMET , F2H IAM FHEEEPNEE AWS AP| 53R,

EREGERAAESIRESE  SUREHEERHENNLZEMER. fln, AWS BEREHERASEE
BT (MFA) REIMEFN L2, MEEZEH , F2 8 AWS IAM Identity Center EAE BT
MWEZEEZRRFN IAM FAEERMPNE AWSHEAZSEERRE (MFA),

AWS IREEIREA &

BRI AWS 1RF , B8R —EEASIRE , X80 TTBEFIXIRFPHREER AWS R
MER. LEDHEH AWS 1R root £AE , IEBEALRAREMIRFNEFBHBUANBHTEA
RERN. BARBETEURCEAEREARES. RECHREAERE , YHARYTREHAR
EREATHNER, NFELEBNZRFE , THFUREAERANES  F20 (AM E/HE
ErR) PREEREAEBENES.

IAM £ F & F B+ 4

IAM EAEREABNE D , E AWS IRF BE-ASSEABRANBENT. BREETRKET
FBE K MAREARLKRMBE PINEBNEFREER) BV IAM EHE, ERNRBEEARIFE
BARMBEN IAMEAE  ERCHNEFNIR, UFESER , F2H AV EAEEETNAS
ERPBENEARIIERHBBRTFMER.

IAM B R —BIEE IAM FREEANED., BEZUBEESHEE, SUUERARER—XAES
BEAEEEHT, HETEEEAEFAEFINEFEEEARS. fl , BULEE—EEA
IAMAdmins BB |, R FREBHEEE IAM BRI,

ERERAGTE, FRERGRE-ASHEAEXNZIRE K BAGHNENREHEMNRZEECHA
EHE. EAEHAXKANKRYERE A CALERHERERE. WFE-—STH A F2HIAM E£HE
EETYHNEL IAM ERE (MEHE) ARHE,

IAM B

IAM BERE AWS IRF RBEEREFANE S, TEHLUIAM E£RE , EFESEN ASHEB,
LAY A R | EREERE IAM S8, AWS Management Console & 1] LUEBFEAY AWS CLI
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Amazon Chime EEER

= AWS API ¥ EA BT URL RIEEZAG, IEERAAGNEEFMEN  F26H IAM E£AEE
FFRER IAM A,

EAERBEN IAM BBETIERLPIEEER

- BESPEREFN — UEMBES DR, FELAR  YRABGERTT. EBSESHE
TEIRIER  XES/SHACGEYRY IBRTHACERNTT. UEERBHSACHNMERE
A, F2EIAM EAEEETNAE=FSoREERVAR, WMREFEA IAM Identity Center ,
RIEEREHAR. RS BRIBERTAUFEIMHASR |, IAM Identity Center A4FF A5 EE IAM 1Y
AR, NEEEFUENENR , F2E AWS IAM Identity Center EFAEERHPHNFT &,

- T IAM EREFF T - IAM EAEH AT LUEE IAM SeRE KW EERRATENFT,

- BIRFEFHE . EUUER IAM AR, AFTEIRFPHEA (BENER) FREKRFHNER. A
BERTERFFIRENEESN, B2 , BRELRE AWS BRE , SRS R EEM N2 EIR
(MAREABCEARE ). BETHERFFNACNUERAERNERCENER , F2H
IAM EFAEEREPH IAM R EIRF ERFEH.

- BREHE — BL AWS BRI FRAHEAM AWS RIEThEE, i , EERERKPETRUE | ZRKE
BEEEE Amazon EC2 H#{TEAR XK 4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATUERNTA. FARKACSEARKEEZAGKRIAITIIEE,

- MEEMIERER (FAS) — EEMER IAM ERESAGEFHTEER AWS , EERELE
B, ERELERKE K SURENTEEDE , EMETRARBHAB S —EEHE. FAS S
ERWUAER AWS R , WHESER AWS R B THEBREZHER, AFERBUIIFTER
H AWS BR#% B REB T RETRINFERE , T E8H FAS FR, BREBERT , ELAERHT
EMERERNFTR, MFRE FAS BRENBERFRER , F20 (BREFWMITERER) .

- B¥Ae - RESERRBEEIN AM B€ , TRREMTDHE. IAM EES TR IAM RE
M. BERANMRREAR, MFFMAET , F2R IAM EREEETNELAGURIRFTAE
AWS BR %5 BR %5

- BREREAE — RBERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEEREENT , AWSIRF BEBRBRBEFAE. IAM EESTLUMER | BFaemEREE
AR,

* 7£ Amazon EC2 E#THEREN — EILER IAM B EREEHE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API FE RV IRIFE A E R, ERTE EC2 HTHERAREFFIERNER
HHR. BEKAWS BEERE EC2 HTERYEREGHMEEARN , FEEREHTER
METERRERE. BTERREESSXAE , YA TE EC2 HTER LATHEXNSETRE
o MFFHMER , B2 AM EREEETHFA IAM B EREFFFA4E Amazon EC2 #{T{E
BTN ERAER.
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WETHRIBEEM IAM AGH IAM EAE |, F26 IAM EAEEFERNEL AM A6 (IEEA
&) R,

EABRREEFRUE

ERLAE AWS BE M RAIAEEMINE AWS & 2@ B RERKZH PR FE. RAIR—@EWH
AWS | EESSEBRINERAERER  SERHEER, AWS EXSHE (EAE. root EFRAERAE
TEFEER) RIEERE , FIEELRAl. BERPHNFFIDRERS AFTHIEEFBR. KSBEFERE AWS
LA JSON X#H Wy X FEF. MFE JSON BERXHE RN ABTNWFHRENR , 260 IAM EREE
M H JSON BURHBLE.

EESWLER AWS JSON BURRIEEH T AFIBLERS. WHER , WEERETBEERET TR
AT EERANITHEEE.

HEREBERT , RENACKREFT. BERTEAEHEMFZERNTIFENT , IAM EEET
BB IAM BR, A%, EEETUE IAM BERHEEAE  FAEERBETELAE.

IAM BERERZXEENFTA , BREERMELERHMTRE, Sl , BREBREE—EAFT
iam:GetRole BIEMVER. EBZXREBIMMEMAE A LLEE AWS Management Console AWS CLI, %
AWS APl BXE BB EM.

BoBEER

SoBRBERET UM ME 52 (flin 1AM E£HAE, FAEHESRAR®) K JSON FIBEXH, EL
BRI H 5o EMEFRGE TR ML ERATHLESE, EETHRNMAERISIERBE | F2HE
IAM R EIEHPRETL IAM BUER,

BoBERRATE- SO ERARBRAZERR, ARBREEZARINE—FHE, FEAIAR, 2
BRI Z B IR , BRI LS EMMEIEN AWS 1RF. SEBRTE AWS ZEBRNEFER
RREE, METHRNAEREBREARBKEEE , F20 AM EREEETFNEZEBERERNAR
E&%F&E;go

BERBEHER

BERBERREREEIERMN JSON BEXH, EREBENREREHIZ IAM ABEFEBERRMN
Amazon S3 REEIFBER., EXEEREBRNEREES , REEEETUFERACAREHEISEER
WIFEVER, HRMMBRMNER , BREEREEN TR IUHZERATHEEUREMERYE
THITHEE, EXLAEEREBERDIEETE, F2RETLGSEIRE, £HE. A, AEERE
H. AWS RIS
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EREBRZVAKZBRBEFHARBEK. SEZENERSERNBERPEM IAM B AWS ZER
Fo

AWS Amazon Chime B S EBEE

BEMEFFUGERE, BENAE £/ AWS ZERRLACRBBERERS, EV IAMEF
EFRFERBMNERAE K MIEBRRTACHEBRRHEMENGTT. EERERHKER , &7
EREMAN AWS REBR, EEBRREER RNEARS , A EEH AWS tREFRAH. W%

AWS ZEBRNFMET , F2H IAM E£REEREPHAWS ZEBX.

AWS BB EHEMERN AWS REENEMK, SEEEFE AWS SEEFRAPHNER. RBEHSIE
HERMIEEZ AWS EEMNERE , UAXERIE, LBEENERSXECERBERNRE S 5 #5
(EAE. HENAG), ENDERBIFERTHE , REKAUTEEN AWS ZEENRK, RE
e AWS SEENHRBHRER , REBRERTSRELRENER.

LA, B AWS XEEZ @R THERENZEERA, i1, ReadOnlyFE AWS EERAIE R
HAE AWS lRBMERAVMERFIE, ERBRABIINGER , AWS S8V RENE RN HERET
A, MEFEEBBEBRNBENRE , F2H AM ERAEEEPEREBERENAWS ZEBXE,

FHUEFIFE (ACL)

FEUEFIEE (ACL) ATEFIBLEE (RFKE, FRAERNAG) HEFHEEZRNFFT, ACL EHR
BERAEBR , BEMAEEA JSON BERXAHER,

Amazon S3 #l Amazon VPC X #& ACL WiRIE#Hl. AWS WAFIIEE—F TH#E ACL , F2R
Amazon Simple Storage Service BiZ A Bi5EH AN FEURHIEE (ACL) #E#,

HBUEREE

AWS XEHMBETERNRAUEE, ELRREETRERE RBIREER TFENKRAF T,

- FFARR-FUHER-—EERDRE , THERES T HBRERT IAM EE (AM EAERAE)
MEARFFA, BUNAERKREFARR, MEENFTERERNS 2 EBERMEFFAIRRHR
£, 8% Principal P EECRAERNACHNEREBRATSZIFFARRES. AAEER
RPN AREBHSBRX AN, NFATRRNFMES , F2H AM ERAEREREHH IAM HiE
AT AT SRER

- BRIGIZHIKME (SCP ) — SCP 2 JSON Xt , AREEHRAMBEBEN (OU ) WRAER.
AWS Organizations AWS Organizations & —EAR D HEMEFERELER AWS 1RF BN ZE
R, BEABABPHRAEIIRE , B ERBIZFIBERK (SCP) EREEAHAMEIRS. SCP IR
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ENTRTERERE  FR2HBEE. MEEATERENFITSREAENAGHN I EBERMIE
PEERBURMI RS, FTAHRAIURAEREHK, AMEEEBRTNAREEHSERX AN, WFEH
WMER , F2H IAM EREERPH TERBRBER.

ZRBRER

REZERRERERIFRE  HEREANTIEELAEN, EMHBLER, BETHENFAEIRZHE
HREEE AWS BERBAFFER , F2H (AM EREER) FHBRHEEE,

Amazon Chime Z N2 |IAM & B £

EEER IAM B Amazon Chime FZEUER 2 81 , BFER T AR WFLE IAM IhEE ] LA Bl Amazon
Chime ., EERAEAE Amazon Chime FE M AWS fRIEM{TER IAM FBEER |, FF2E IAM &£
AEEETRHTTE IAM EEERANVAWS R,

FE
- Amazon Chime B2ER S M B
- Ehl

Amazon Chime EER B HHBER

FH IAM B2 EBEK | BuEEAHSIIEENEENER , UREMERG T AFRIEES
fE. Amazon Chime X EHEEE, ERMNEGH LB, EETHEL JSON R EANFETE ,
BEZ2E (AM EAERE) B IAM JSON BETESE,

B1F

EEE A LMER AWS JSON BUERRIEEEH AT UERBLEAR, thpER  WEEBEMTERE T
A BEERANITHES/E.

JSON BURRE Action JUEBRE T AR RAFFHIEBBR PR EMF, RRAUBFEEFEREBY
AWS API EXEBMHEMN BB, B—LHI5RR , FlaUL BHERFH APHRENERTFTEEFE, tbE—
BEXFERRPNZEEBE, ELRANBDEBLSEREE,
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BREEABERR THITHBBB LT,
fRIF3R 5|8

Amazon Chime TREEMBB B ERMA TR, BEEE AWS £ERH SR |, F2EH IAM EREE
MK AWS 2ERGEAR S8,

iR
Amazon Chime X EBEBEKAIEEEIR ARN,
#1451

£ E#ME Amazon Chime LB 2B 5 AEB A BUERE S |
A5

TaPs s RIEENREA

BENERERESEHTEFERNERTUEEHRNERRATEER K HEREEARLMRD
B, EAATERTAERNTH SRS IMMEEHTHAFIRNER. WEFMENR , F2E (AWS
Identity and Access Management EF{5R) AR ERIRRE,

2
s

B, Amazon Chime BEER B PHBUER

EHAWS , ERBEHTEREEZRENRERS. E—ERH% ( FURE ) Fi 5 —ER% (BAR
%) R, SREERBER, SRITETUERATUERR FHEACMBEETSHANERREE
Ht R P &R,

AWS ARETEREHECIRFERNZEFIER , UHBEREBEERNZSM, BEEEERER
FfEAHaws :SourceAccount £ RHAB RSB, ELSBESEH Amazon Chime AZERIEHE
b BR & BV EF 7T o

THIEH|EER S3 EETEEBE , IBRECHREW CallDetailRecords S3 FEEEFEAfE
Faws:SourceAccount 2= EHEHF AR € , UiHBE &R ENEIRE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
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"Principal": {
"Service": "chime.amazonaws.com"

},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"
.
{
"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
.
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"
}
}
}

Amazon Chime B & REBX

Amazon Chime *XEUERARERNBUR,

ERTDBERNERERNRE

Amazon Chime T X EBELE RSB IBEELEFHFEH.

Amazon Chime IAM & &
IAM AR AWS IRFFEEREHFTNERE,
## Amazon Chime FEREREAER

BRI LRSS EAERER. BT IAM A6 | S2EBEBEREFAR, EALUEBRWT
I AssumeRole3 GetFederation L% AWS STS API E £ KIS EELLEAE R,
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BHEEAE

fRi&EEAETE AWS REEMEARETIHNER , UMRREEREE. RS ELE/CSERTELRN
IAMIRE /R  MRFREEELAR, IAM BEEETLRIE  ETFEERSEEACHIEFT,

Amazon Chime X BRI EL A, MERIHEE Amazon Chime RIGERZ ACHFMER |
B, £/ Amazon Chime R EEBE

BZEAE

LR RBRBARECRERBTAC, LACTURBRBEFHNAMRBFINER , ARXKRE ;EEJZEM’IEO AR
BAGFHRELN IAMIRFF , BRXIRFA#ES. EXTR IAM EEEUESERAGHFT. £
B, ER AR BRI IRFHY ZhEE,

Y
r

Amazon Chime B ERKEAE,

Amazon Chime BERA 5 451 K RHI

KFERR , IAM EAEMNARKREEIHIEH Amazon Chime ERHVER, fbfithEEFER AWS
Management Console AWS CLI, = AWS APl #1TTF. IAM EEEXEAEY IAM BUER , BFER
ENACEREEERLITHE API EENAET. EEEREL AR ELBREREFTELN
ATH 1AM A E B

BETROIERELESF JSON BERXH2Y IAM 55 RBR |, F2H (AM EAEERE) PHE
JSON ZE&] L BT R,

FHE
- BREEER
- /A Amazon Chime ##l&
« AFFEAETEFE Amazon Chime &
RFEAERRGME S /A
- RAFEREFRERAEEEHE
- AWS ZEEHEE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy
« Amazon Chime BE#1 AWS ZEBX
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UEDEBAAERNBRREZEARETUELENIREHEL., FHEMER Amazon Chime EiR. &
WEEMREEEEM AWS IRFELER., ELEVSFES P RBERR , FERTIEIRESRS
3 .

- FBER AWS ZERAWEBOKEERER — EERRKERREFHEN IS , FEAT
REFZERFEARGERNAWS SEEFRH, SHTAESRN AWS IRE. EREEBERBE
REFEARGIN AWS BEFEBEHR , £—TRECEAER, MFEZSEA , F2H IAM EAEE
B AWS ZEBERREBRENAWS FEBEE.

- ERREERETA - 5BE IAM BERWFT IR , BERTHTEIEMENGTT. AERLAN , &9
DERERSERGT IUHSEERENNWEE , SHBAREERTT. WEEA IAM EAFT
WEZHEBEER , F2HE IAM EREEETH IAM FHBEMEFT,

o R IAM BUR P R4 — SR FEE - SO LUSRAFIEEBER |, URHIEBEMNE RN EE.
flan | WA AR EBEER R , EEXEMEF SSL BEFTARE R, &t 7 LUSE R 4 3R 1% B2 ¥ BR 75 B
ERFEVE (BB E) FEHIELEE AWS IR , ln AWS CloudFormation, MFEFFMER , 55
28 IAM EREEREFH IAM JSON BURETE : &,

- M IAM Access Analyzer B& 3 IAM BUR |, BERFT AT 24 B W IE EiE4E - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BUREES (JSON) Ml IAM HRIEEH ., 1AM Access
Analyzer 12t 100 ZIEBRRERVEATTHER , THBERERLBERANEE. IEEZE
A, BSE IAM EAEEREFH IAM Access Analyzer BUEERFE o

- FEZRESOHRE (MFA) — IRENRGIFE IAM £AERREAE AWS IRF |, FFHE MFA
DESEANRESM, WEEFU AP BRERER MFA |, 1 MFA RS EBELNBER, NFE
ZEH , F2H AM EAEEEHHRE MFA REH AP 7HL

WE IAM AREEBNEEESR 728 IAM EREEETHN IAM Z2HEEH,

£ Amazon Chime 4l &

EEZEFH Amazon Chime 14 , BABREERD —HFT, EEHFAXAARFEY HM@E AWS
&R F & Amazon Chime ERGFMHENR. IRZEVHREAVEFTERIENE 2 HBEK | BAER
BEEZHENER IAMERESAR)MES , TEAMREEZNTEREE,

AEFRELERMAFEA Amazon Chime £ & , 5 T 5 AWS Z&AmazonChimeReadOnly B &
MmMEEE, MEFMAER , F280 (AM EHEER) FHMEFTRERE,

{
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Amazon Chime EEg

3]

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"chime:List*",
"chime:Get*",
"chime:SearchAvailablePhoneNumbers"
1,
"Effect": "Allow",
"Resource": "*"

BT FEREH AWS CLI 5 AWS API ETRFIUKERE RFFRETREER. Rz , RAFRFFR

BEBERAIITZ API EXEMEERATLAT »
REFEREZFT2FE Amazon Chime &

T % AWS Z&AmazonChimeFullAccessBUIER % F |IAM i F & ST FH Amazon Chime BRI R,

ZBUR ] EGE & FEFTE Amazon Chime ##4E , LAK Amazon Chime BEREH R REFITHI EH Mg

s

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"chime:*"
]I
"Effect": "Allow",
"Resource": "*"
I,
{

"Action": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetBucketAcl",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketVersioning",
"s3:GetBucketWebsite"

]I
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"Effect": "Allow",

"Resource": "*"
1,
{

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:GetLogDelivery",
"logs:ListLogDeliveries",
"logs:DescribeResourcePolicies",
"logs:PutResourcePolicy",
"logs:CreatelLogGroup",
"logs:DescribelLogGroups"”

1,

"Effect": "Allow",

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"”

1,

"Resource": [
"arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"

]

1,
{

"Effect": "Allow",

"Action": [
"sqgs:GetQueueAttributes",
"sqgs:CreateQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:ChimeVoiceConnector-Streaming*"

]

}
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AFFERERBMEMESHEFFA

WEHE REBMMEIIBEE , A5 IAM FERERAKRMEMGAEAESIHNABRREZIERER, EL
AEEFEAS EFUBRRKRTANMER AWS CLI 5 AWS API ST LB ERYHERR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

RAFEHEFIEREEEEF

:usernamel}"]

£/ AWS Z B AmazonChimeUserManagement B K 1% B2 F & 7£ Amazon Chime X & P FEUEA

EERDFENER,
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"Version": "2012-10-17",

"Statement": [
{

"Action":

L

"chime:
"chime:
:GetAccountSettings",
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
:ListAccountUsageReportData",
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:
"chime:

"chime

"chime

ListAccounts",
GetAccount",

UpdateAccountSettings",
ListUsers",

GetUser",
GetUserByEmail",
InviteUsers",
InviteUsersFromProvider",
SuspendUsers",
ActivateUsers",
UpdateUserlLicenses",
ResetPersonalPIN",
LogoutUser",
ListDomains",
GetDomain",
ListDirectories",
ListGroups",
SubmitSupportRequest",
ListDelegates",

GetMeetingDetail",

ListMeetingEvents",
ListMeetingsReportData",
GetUserActivityReportData",

UpdateUser",

BatchUpdateUser",

BatchSuspendUser",

BatchUnsuspendUser",
AssociatePhoneNumberWithUser",
DisassociatePhoneNumberFromUser",
GetPhoneNumber",

ListPhoneNumbers",

GetUserSettings",

UpdateUserSettings",

CreateUser",
AssociateSigninDelegateGroupsWithAccount",
DisassociateSigninDelegateGroupsFromAccount"
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1,
"Effect": "Allow",
"Resource": "*"

AWS SEEH K -
AmazonChimeVoiceConnectorServicelLinkedRolePolicy

AmazonChimeVoiceConnectorServicelLinkedRolePolicy®]# Amazon Chime FEHE R

H IR B8 R E Amazon Kinesis Video Streams, =2 HEREH , AR EMA Amazon Polly &K E o
HER R F Amazon Chime FEZEZBEREFTH , AFEEF# Amazon Kinesis Video Streams,

H B A B EIEE Amazon GEB AR Amazon EET SR , AR A Amazon Polly 7 H
Amazon Chime SDK B EZEABERAMBERSKEES . Speak SpeakAndGetDigitsNEFFMENR |
52:B Amazon Chime HEEHEEERETH Amazon Chime SDK LA & 758 Bl A E 1 09 BUR &
B,

Amazon Chime E# AWS S E B XK

TR HIFRBEY Amazon Chime IAM BUERFT Y E $ .

g8s iR =p:
AmazonChimeVoiceCo Amazon Chime & &iE# 2022 3 A 15 H
nnectorServicelLink BRI THETE , ER
edRolePolicy -E#HRE  AILER Amazon Polly
B REKFEE. £ Amazon

Chime SDK EEEZEARER

A Speak#MSpeakAndG

etDigits BIEFEELF

A,
AmazonChimeVoiceCo Amazon Chime FEEE 2021 £12 A 20 H
nnectorServicelink I8 T HMETE , LAKE
edRolePolicy -¥E#IRA H Amazon Kinesis Video
BE Streams , YW iBAE4HE
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BREH,

SEAREXRKE, FH Chime  Amazon Chime #7187 & 2021 £9 A 23 H
SDK BUREM IAM ERERA 1, UXBETRE.

==
o T —EBE , LA

NECRHFEENSRER , U
M ARFAHRNELSRE &,

Amazon Chime EFRKRIREEE  Amazon Chime BREBHHE 2021 £ 9 A 23 H
% AWS ZEBRWNEE,

SR Amazon Chime & 938 3 FZH

FEATHERA BB B2 EAE EREH Amazon Chime 1 IAM A ge @8N E RREE,

e

- ZRETE Amazon Chime R ITENMERN R

- RRZEREFIT iam : PassRole

« BEAFFER AWS iRF UMK AEFEER Amazon Chime B

BT Amazon Chime F#I{TEIER IR
MRLBEES , EAERERRATHE  CHBRRBAER , AFEMTHIE

Tl flgEEa g Emateojackson IAM EAEERERAERARE —BERE my-example-widget
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chime:GetWidget on resource: my-example-widget
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MREEEWHE |, BHEEN AWS REEEE, FNEEBEERMHEENESER,
REBEFEEHIT iam : PassRole

MRBINB R EREHTiam: PassRoleBMEMNEERAL | AIXBEFHEBHBERUAFEE/REE
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B AWS B AEKREAGBELZRY HTIRRIFNBBACSIRBELAE. NEH
THAER , LB ARERACEEEZRENH,

ERZAMN IAM FEHAEmarymajorEHME A XA E Amazon Chime REITEIMER , MERETIE
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B, E2E (AM FREER) PHREEEACHT,
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Management Consolet Fi g8 ERFAWS CLI , Amazon Chime 5B REEZE AR, AWS
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AWS APl & | B — AR EHEAS chime.amazonaws.com WRIEELE AR, MEFMER , B2
B (AM EAEIEE) PNEYRBEEAC, NRERKRLEREEEZAE S EALERNE
FUBRBIZAR,
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Bk AWSServiceRoleForAmazonChimeTranscription #EEAGEE T HREUEEAR -

* transcription.chime.amazonaws.com

WA TBEE L Amazon Chime ¥iEEERTRK T FIEE :

« B1E: all AWS resources LEH transcribe:StartStreamTranscription
- B)fE: all AWS resources £ transcribe:StartMedicalStreamTranscription
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&, 720 (AM EAEER) PHREEEABF .
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ERILAER 1AM £ 8 1EIB Chime BEREARIIUBRYBHERAE,
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B RHRE AM EEFFA I RERELES R, NREE , FHERAREES,
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ZECLI # , MIfTUTHS : aws iam create-service-linked-role --aws-service-name
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£/ IAM FERBRRBEEESE

EH IAM £33 5. AWS CLI =% AWS API 2|k AWSServiceRoleForAmazonChimeTranscription A
BEEAR, MEFHMEN , 28 1AM FAEEREPNMBRREEESE,
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Amazon Chime EFTERMUBRBENEF P EFARKELZAE, WEFMEN , 3528 Amazon
Chime i EE M ELZEME A Amazon Chime R E4IHEET,

8 Amazon Chime R EHEBEEFAAE

AT 48 h & SRR N{a 22 2 M ETE Amazon Chime SDK IR EEEENREEE B E,

&

« Amazon Chime SDK KB EEN R EZHETT

« B3 Amazon Chime SDK EREEENREEZAE
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« E1YE : all AWS resources L) chime:DeleteAttendee
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## 37 Amazon Chime SDK HE S EN R EZELAE
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EREENRERER.
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Amazon Chime SDK X EEFMEREBRENAWSES P X EFARKEE AR, WEFHMAEA ,
B Amazon Chime i 2h F B ZE,

s
B

£ Amazon Chime H 50 #& 1 EE 3%
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F1 81 BF%) URHEDE (UTC).

call_id HEE "5 IDJ

from_sip_user MR EERERE,

from_country AL Ay 2 SR B 2R/ 1 [

to_sip_user M ERERE,

to_country FEAL Ry S B 3R/ b [

endpoint_id B~ U A H A in BERY R BRI . B

CloudWatch BFERABMTEH. MEFMAE
A , 552 Amazon CloudWatch B {ER &S
P AYEER BEEAZE S 4T CloudWatch BFEE

o
aws_region LRy AWS B,
cust2vc_rtp_packets #EFFEIXE Amazon Chime B EIERER

RiEH RTP HI#E .

cust2vc_rtp_bytes EFEIXE Amazon Chime B EIEER
2% e 9 3 JT AR
cust2vc_rtcp_packets & F&ix %] Amazon Chime B EESEE

RHEH RTCP HaEH A,

cust2vc_rtcp_bytes REFEIXE Amazon Chime S5 EiEER#
SR BRI T AR B,

cust2vc_packets_lost %= FE#E Amazon Chime BB B E R
BEEEXNHTEE,

cust2vc_jitter R E FEi%x %3] Amazon Chime S5 EiE R E

BN AT IRD.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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W1z iR
vc2cust_rtp_packets £ Amazon Chime B EEZSFER AR

EFH RTP HE#E,

vc2cust_rtp_bytes £ Amazon Chime FEE EESFERREEEE
EFEWNLTEE,

vc2cust_rtcp_packets # Amazon Chime FEFEiZSR B BEIER
ZFH RTCP H#E&HE,

vc2cust_rtcp_bytes # Amazon Chime EEH EZRERRREEE
EFEWATHEE,

vc2cust_packets_lost &£ Amazon Chime FEE EERE R EEHE
EFRFIEXANEHTHE,

vc2cust_jitter #& Amazon Chime FEEEZSRER R BEEG
EFNEHENFIRE,

rtt_btwn_vc_and_cust Z F B Amazon Chime B EEZSEERRE2
B FEERER,

mos_btwn_vc_and_cust EEZ S A Amazon Chime 35 B8 5 MR
HEZBENETEREENN AT EFE9ERIH
(MOS),

rem2vc_rtp_packets iR EIEZE] Amazon Chime S BEESER

REH RTP HI#E .

rem2vc_rtp_bytes 2w EIXE Amazon Chime S5 EIERER#
2% e 9 3 JT AR
rem2vc_rtcp_packets iR EIZZE] Amazon Chime B EESER

IR RTCP HaEH A,

P4 QA R NTT]

rem2vc_rtcp_bytes IR EIXE Amazon Chime B 5 B IERE#

AR R L TTAR B
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1z HiR
rem2vc_packets_lost R R EEE] Amazon Chime B B ER

RN ERPERNHIHE.

rem2vc_jitter IR EIXE Amazon Chime B 5 B iE R E
HENEHIFIRE,

vc2rem_rtp_packets # Amazon Chime FE & EZR E R R =R
RIHH RTP HEBHE,

vc2rem_rtp_bytes # Amazon Chime EEH EZRERRREEE
RIHALTTAE.
vc2rem_rtcp_packets # Amazon Chime FE & EZERE MR EEX R

EiRH RTCP HIHA

vc2rem_rtcp_bytes & Amazon Chime FEE EZBERBHEEE
RIRHAN THEE.
vc2rem_packets_lost &£ Amazon Chime FEE EERE R e EEE

EiRFE RN HTHE .

vc2rem_jitter #& Amazon Chime & &R E R e i 2
BTN EIIRE,

St L Ll

rtt_btwn_vc_and_rem =i A Amazon Chime EEZ B E MR
Z BN EIRER,

mos_btwn_vc_and_rem =i Amazon Chime 5 EESE R

2 EEREFTRRMEEBHAMFTEE9ER S H
(MOS).

SIP AR B

& A LLUEEEI Amazon Chime B35 E#E8EM SIP AR BiF. EBREEMEF , Amazon Chime SHIHL
BMANEE SIP AL , YT MEEEREEIN CloudWatch AFFR&EE. AFFHEANEER /
aws/ChimeVoiceConnectorSipMessages/${VoiceConnectorID}, AFHEIESLL TN ,
HEX A JSON,
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Wz iR

voice_connector_id Amazon Chime B & iE#25 ID,

aws_region ERE BB AWS B,

event_timestamp FEGAE R EEE , B2 AB UNIX Epoch (1970

F£1A01BFR) LRNEWEH (UTC).

call_id Amazon Chime 2 & #E1Z33/F W ID,
sip_message REEVH T2 SIP FAE,

& B 811t Amazon Chime & EventBridge

Amazon EventBridge AIZEZ B EI{L BMAWSHIREE , W B BRI ERAEH |, flnEAENX THAMERBER
ERBEE, NESRTHNFMEEN , 5528 Amazon Chime IR ABEEHINEEEE.

Amazon Chime EXE# 6 , €&IXZE EventBridge E# , EEEWRZE Amazon Chime 2 ERISE
EEIAE EventBridge , BEBOEERT , EHTREEEEE., MEFHMEENR , 528 Amazon
EventBridge A EEME PR EAWSIRBH EH.

(® Note

MREFEMZER | AIXEFEA Amazon S3 RETWR, AMAXELARTESREER
BHNEFES|METAWSHRIF RN,

# A B &1t Amazon Chime B & E# 88 EventBridge
AJLA¥ Amazon Chime B E#ZFREBBBMEBENT

 FEAY AWS Lambda BRE

- BXE Amazon Elastic Container Service E#%
- BEHEZE Amazon Kinesis Video Streams

« B AWS Step Functions AR REH#E 25

- JBA Amazon SNS £ Amazon SQS 175l
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https://docs.aws.amazon.com/chime/latest/dg/using-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event.html

Amazon Chime

EEEmE

EventBridge ¥&E Amazon Chime B & E AN —LEHITIE -

 BtA Lambda BB EERAERE THEZNF Ao
* RXE) Amazon ECS 1E#5 LATE W IL BA 45 1 A BN BF 5 8%

MEFMER , 52 Amazon SNS EventBridge £ &5/,

Amazon Chime EBZEESEREH

Amazon Chime

ERTEEARE R RINESHBE EventBridge BREIXEH.

p=111
hul

Amazon Chime

EEE

EE R SRR
Amazon Chime FEEE#EFSEHE B RE Kinesis Video Streams FIRRHEX L EH
Example B#& %}

LT RILLEHHEHER,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:sszZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
},

f# A BBt EventBridge
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
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"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": O,
"medialabel™: "1"
.
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssz",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/ChimeVoiceConnector-
abcdeflghij2klmno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqrs4",
"streamingStatus": "STARTED",

"version": "Q"
}
}
Amazon Chime BEEERBHRAER
Amazon Chime B EZBESEHE B HRE Kinesis Video Streams #& R EIiX B4,

Example E4 &R

LT R UL SEHAY S BIEH

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callId": "1112-2222-4333",

"direction": "Inbound",
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Amazon Chime EEER

"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssz",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/ChimeVoiceConnector-
abcdeflghij2klmno3pqré4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"version": "Q"

Amazon Chime FEE &SRB REH

Amazon Chime FEZEEZFEEHE B FME Kinesis Video Streams EF R EIX L EH,
Example B &%}

LT RIEEHHEFIER,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",
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"region": "us-east-1",
"resources": [],
"detail": {

"callId": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
.
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns="urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

Amazon Chime FEEEEZSHFBMAK

Amazon Chime FEZE#ZFEEHE B FME Kinesis Video Streams K MR EIX L EH,
Example B4 &%}

LT RIEEHEFER,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:sszZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
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"callId":"1112-2222-4333",
"direction":"Inbound",
"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"

£ FA52 8% Amazon Chime API FEIUAWS CloudTrail

Amazon Chime BB &AWS CloudTrail , EERE TRMHAEHAE. AE® Amazon Chime FAWS
FRAEFTEREN < B ¥ERYEC 8%, CloudTrail # Amazon Chime WFTE APl RIUFEERAEH , SRR B
Amazon Chime £ A LK K B ¥ Amazon Chime AP| & HER BN, MREETBH
A LA B EIX = Amazon S3 R ZETEE | 2%F Amazon Chime WS4, CloudTrail EMEREREIB
B, BACARTILATE CloudTrail ERANSBEHEBRELEFTREZFINES. BRI AFT CloudTraillt &
HYE AR ER @ Amazon Chime R HIEER , AR BEHFBERN IP ik, A8, BEMEMEFHEER.

ZEEHE—F T CloudTrail , 2B EAWS CloudTrail & EM,

Amazon Chime E{E & CloudTrail

CloudTrail ERBIAWSIRF R , RS ELNRFPRA. B Amazon Chime BEE X AET
AP| FEIUES | BOERENHSER CloudTrail EHE L RRHHP W EMAWSIREEH. B RiE. BESANTH
AWS IRFHRMEH. MEFHMENR , FSB £ A CloudTrail $1¢Jﬁ$¥§ﬂ$§$ﬁﬁ$1¢o

EERFBETHRENAWSIRE R EH | 25 Amazon Chime WEH |, BEUER. BREZESR
CloudTrail # A FEREIAE Amazon S3 fE7FETHE. RIFFER , EAEIRAE B KE |, Bt
EHREEAIFERE. ZEHRSTHERE AWS 2 EERRERBNSESG | Y AFEEIAIEE
EH Amazon S3 REFETE. WAL, BEULEREHM AWS BRI , LUE—S 5 FEE CloudTrail BE#E
RATINEERY - EHER. MEFMAER  F2H

- BIEHEIE
« CloudTrail X EHNREHEES
SREAIHIHY Amazon SNS @A CloudTrail
- BWZEEEMN CloudTrail AFEERZEWZEIRSR CloudTrail HFER

A Amazon Chime B)EE €524 T3 , CloudTrail 3528%#7 Amazon Chime APl 2Z& %t 4l
W, ¥, InviteUsersMResetPersonalPINEERIFIYCreateAccount , HETE CloudTrail H
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/chime/latest/APIReference/Welcome.html

Amazon Chime EEER

WRERPELEE, B 2240 HFEENETSELBERENEN. FoERATHGMEHE TIE
13

igl!

%
fim
iy

SEABRT IAM ERAEBFERR,
ZBRE , REEATREACGHNERZEEAEN , IIBWESEFIERE.
BEH%—E AWS RBEH

S ko
X

&
%

MEFMEF , 552 CloudTrail userldentity 7T,

T f## Amazon Chime BE#ERIER

EMtRE—EHERE  EEEHUAFRERNEARNGERIBEEN Amazon S3 FEFETE. CloudTrail B
ERIE—EIZEAFEE. —ES4HATARRRENE—FR , XTEFRBE. FRHBHMN
R, BRBEEEM. CloudTrail BFERIIEMKAE API FULER AV HEEBIEF , Kt TEU
S EIER R,

Amazon Chime E8% B =4 RIFEE B

MREE A Amazon Chime tRFFREMSA R E #% , FS B E A #H AWS Directory Service API 1Y
CloudTrail, EFRBAMATEEE ATRER EE Amazon Chime EAEEABE LW REE,

AT & 5IFE R 2 Amazon Chime CloudTrail BE51EH

{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":" AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice ",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
},
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:ro0le/Joe",
"accountId":"123456789012",
"userName":"Joe"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html
https://docs.aws.amazon.com/directoryservice/latest/devguide/cloudtrail_logging.html

Amazon Chime EEER

}
}
.
"eventTime":"2017-07-24T17:58:21Z2",
"eventSource":"chime.amazonaws.com",

"eventName" :"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress'":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
ApplewWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1llaaaaaal-1lall-1111-1all-aaadd@aaad0"
I
"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dc1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Amazon Chime BN &R ERFE

BB A RS AWS RBENZLMRESRYE  FRAZE AWS SRFTEN &2 , fi
SOC. PCI. FedRAMP #l HIPAA,

HEEE AWS R EEBRBERMERSRNEER , F2EAWS B EREAETE LRI ,
WREFELRBBNESRLR, WFE-WEFA , FSEAWS REETEAWS,

BRI LAMER TEE = H S AWS Artifact, WFFMEN , 2B TEHPHHEHH AWS
Artifact,

BEERAKNSREFEETUR AWS B REMNEHRYE, NFANEHREEUAREREENER.
AWS R T 51 &R LAt B8 1E AR

« ZEMESAMREAFER — ELMBEENREABEERE  YRUMBUREMENMSRE AWS
REXMNEERENISR,

« 7£ Amazon Web Services EZ2E4# HIPAA 22 M ESEM — AARERPLANAERABRIFTE
HIPAA E1&HFE AWS AER,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html

Amazon Chime EEER

@® Note
WIEFTE A AWS fRIE #RFS HIPAA B8, MEFME , FS8 HIPAA ERRES R,

« AWS EREFAWS — W TEEMIERES AR EARNENEXENATE L.

- AWS EFEHER — ZBERNAERBRARNEEEREN, ENEERARE T EZERE (B
BB RFEEMBZEA (NIST), XA FEXRZEFEEZEF (PCl) MBIBREFEE\LER (1SO) + , £+
AWS fR# BiESI U HEEZ 2 RHNKREER,

- EFAWS Config B A ST IR AFEER — b AWS Config RE A ENERERFTS
RMERK, EXEAFERNEE,

« AWS Security Hub— & AWS BR#% =Rt T RE T &REB L ERE AWS. Security Hub AR %
7H, RSN AWS ERERELNEZREBREFT R EREENREER, NEZENR
BB | 5526 Security Hub controls references

« Amazon GuardDuty — FEIBEIRIIRIBEHH AWS IRF AR MBEES , Fik AWS IR ERIEHNT

EEH, RRMNERNBEERE. GuardDuty AiHBIEREZIESHRMFER , Sl PCIDSS , Wz
BESRERBIRENAREIFER.

« AWS Audit Manager— & AWS IR# BB REHERKEN AWS FAER , SUELEEERERN
FR, UREFERMERFEN T,

Amazon Chime BiyiEM

AWS £IRERZEEESEEE AWS BN TAEFHEIN.,. AWS BERMUZEER S HMNEHNTH

B , ELESHZEBKIEE, SREAENSERENMRKER, ZBTHREE , B R RRENE

AEXNERE  EUTAESCEEBREREMASRETE ., TARBMWATAYL. REERINER
gEh  MBRE-SZEERNPOLNERERERES.

WEESMATRARENMERE AWS B , F2EAWS £EERERE.

BMRTY AWS 2 BRERB 25\ , Amazon Chime ERETEMN RGBT ELNER EENEHR S
R, MFFHMET , 552 B Amazon Chime SDK EEIEFE PRI EIE Amazon Chime SE 5 E 25
## A& Amazon Chime FEEEZ R E £ R E Kinesiso

REEE S "


https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/chime-sdk/latest/ag/voice-connector-groups.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/voice-connector-groups.html
https://docs.aws.amazon.com/chime-sdk/latest/ag/start-kinesis-vc.html

Amazon Chime EEER

Amazon Chime B EREREEZ S

R —EHZER , Amazon Chime 25 AWS 2R LT 2MRE. B AWS RERB LUK N
AWS REERGEBNFEET K F2RAWS Eni s FEFHEREBRZ SN REBERRTE
B AWS IR | FE2RREMXHERBR AWS FHEBTHNERERERE.

&R LAER AWS B #MEY AP FEILEBEREETFE. FRERLEAIETIESR .

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEA TLS 1.3,

- BEffEEEXILRPFS)NEBEH , #la0 DHE (Ephemeral Diffie-Hellman)s ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARME(M Java 7 MEFMBRR)AZEZRELER,

AN, BERSACEAFRSE® ID FE IAM TRMEEBHNAEFTHERREE, NEF , EAUNESB
AWS Security Token Service (AWS STS) RE4A TR L BEREBE R,

T fi# Amazon Chime B HEIE

Amazon Chime REFTEN AN REHFEAFin, REAEETRESR. fLAERITEHHE ST
Amazon Chime ME , =8B E,

Amazon Chime #B&ERER — https:/app.chime.aws — BBIKRERA RN ENZLMHEE,

BEEHEEE T#£FR, & "&%H, B, Amazon Chime REHAF R EREEEEEH. EEH
ARBEHN macOS Ef. EFEAEHTHERE , cE8=Z/BERE—XEH., FHAEHATLHEE
Windows 5= BAZh8ER 5 macOS Amazon Chime IhEER EHY [EEH] REBEEH,

ERHEAFPRERZEIEHRF , Amazon Chime IR REAEEITZE , RIHMMEEETHINEER,
FREEUTEREEETHINDSE

- HESN—EE=
- MEBFE2NNEETHNEE.

Amazon Chime B RMEMREREHMMA , WRM 15 WHHHEFKF  BUMATUERRER, #F '8
#®EBHL UERER,

EFAELEREN  EAMATEETHINERTE , AFREE=E/NSRREERN , WRMBFIEX
ZE, REGHEABTRERKERS,
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://app.chime.aws
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® Note
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E{TEEE L — Amazon Chime TEIEAREEFAEAREXHEIERN Google Play 124t H & #TE#IE R
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Amazon Chime

EEEmE

Amazon Chime ERECEEH

TRERARE 2018 F 3 ARKY Amazon Chime EEERBETHNERLSE, FFBALXHER

BA, EATLFTE RSS B E.

g

Amazon Chime SDK B2 155

E 3

IAM BERE#H

REBEEHE

SIP R E A B Al

DU

Amazon Chime SDK &3
22 #i7£ Amazon Chime A%
EHEEERY. IEHEBE
A , FE2E Amazon {mEEESEA
BEHEEIESE,

RENEAEESERFPEM
AWS B EESEEN IAM
BERMEE, F2[K Amazon
Chime JA & 2 & 5l B E 8 I
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