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HEEE AWS CloudFormation & % ?

AWS CloudFormation A2 —18IhaE , 7] F2K#ER CloudFormation EIR., #B, SFE£/FSEBN
oM, EEBENEARELHEEER. CloudFormation Hooks th ] AR EZ 4/ AWS Cloud Control
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2T FMEE AWS CloudFormation &) 2,
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BEEVAR , BE=M@EHE,

« Guard Hook — £ AWS CloudFormation Guard 3R BI5¥{4 &R
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EEEY Lambda A% , FERELFESLER .

&R EER A Lambda EHE,

BEF CloudFormation £124& , WHHE I Lambda Hook,
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Custom Hook

Custom Hooks =& CloudFormation Command Line Interface (CFN-CLI) £ CloudFormation

B8R P RE MRV AR
EREVHEHAON  FRRELTESRHET !

1. RBER-ELRRETIMMENESR.
2. AN -REERIHMNERHER , UREETUAAHNZBENEEER,
3. EMEMAAM-EUIMR A LFEEEEAIRNRFNESFERE  RRBAE.

THEERHEBRIMEE MM FHEEN.

&

« AWS CloudFormation %) Zi#i =

+ Guard Hook

 Lambda A%

- {#/ CloudFormation CL| B2 B3] A %

AWS CloudFormation & Eh4#%4:

THMEMESE T HMER AWS CloudFormation Hooks BY# 0 :

© AR

- QUEE

- BEBE

- QUEBEHR

L F

R BB ETE CloudFormation B3, EF MBS EE R VEFANERE, tHoJUERE
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Bh It CloudFormation 2 &R,

&
w

i


https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html

AWS CloudFormation Hooks & 5R

HXMERT I

- THRE-EEY, ENIMRTERERH , BEBREAELERKEERR, EERBNN
Ko

- BEAFIEIT - £ FIRAESIFNIT AWS 1RF |, BABALE CloudFormation 2 R & R H E IR

KBRS

B A BETUER KR LR, KIEESAFRERE, TERERNARITESEHTIE
o

« FAIL - ZIE#EBRE,

« WARN - RAFFHEZEEHIRESAL,

HEWARNEX TEV AMBREZAFMITANERA N , IFSFEHEBIRE, B , 7 WARN EX PR
AR UTHEBERFSRIIFE, TEEBEREZR KU IRIIRE FAIL 8K , UFRKEH
LR SRR,

HEHBERE

N B REEARMS T ERIRE, BLERETUR

« CloudFormation B &R (Resources)

- HBEA (STACK)

« BT (CHANGE_SET)

« Cloud Control API (CLOUD_CONTROL) X EBHER

BN ER—HZEEE , I8E Hook MMM REZIRIE, a0 , ERILRE Hook B
FERESOURCESUASEEFTE AWS BEIRSTACK , WHEFIBHBEHAR, RO IUERAGEGRY , SO
WEEMRE/ DB ETENEIRE, WEFMEENR , 5528 AWS CloudFormation 2] B3 & & il &7 iE 1%
# A AWS CloudFormation %) & B & & iZ R 1.

B R EE

BEBERBERANRESRRE, BETLLR CREATE, UPDATEEY DELETE,

KR 4



AWS CloudFormation Hooks & 5R

® Note

£/ RESOURCE, STACKH CLOUD_CONTROL Hook B8 , FrE E BB {EEEH. £H
CHANGE_SET Hook B &K , R2EH CREATEEBE,

NHREERN

HRETO%  EREEFMNERNR. cHESEWAHENE EEEHER B ESERIENEY
BT, FRENEEENSAEELBEHNES, Sl , EEPREEZEB{ECREATENEEFAH
@A preCreate Hook BEER ., EMRAFH B ZME 0L 20 R 21T HBIRR B EBERF , Hook &
BEXANERXBSHIT,

BWE : (preCreate | preUpdate | preDelete)

/A Important

B3 RERNHEEIRFEUpdateCleanupFEUA AR, Hltn , ERIMERRT , FEUA
Hook BpreDelete REE :

. REATBBR—ADRE  HBETH.
. BMBEEEFERRAN SR,

Guard Hook

EZEEWRFEHEH AWS CloudFormation Guard A% |, X4 BAEFERAZXABNIRENESRA S
. RAQMTEHCERAXQENIRENEG P IHEEBIRERFER,

&R Guard Hook B , CloudFormation &R FMEEED | B ERAM Hook B AFE
Hook, EFBEREARTENTMEEEBME, HEBUHEERNMAIRE AWS IRF M EBEHRES
2,

£

« AWS CLI £/ Guard Hooks 9 &

« B A Guard £ BILAZ¥k Guard Hooks Y &R
- %{BE I Guard Hook

- TEMRFP A Guard Hook
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-update-behaviors.html#update-replacement
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o BBERFE $ Guard Hooks B B &%
o MIERIEWRF A Guard Hook

AWS CLI £/ Guard Hooks By &8 $>
£ Guard Hooks B9 AWS CLI is 5235 :

- activate-type B Guard Hook Ky A2 %

- set-type-configuration ZEMRF P IEE A MM EEER,

. list-types 5 &R F R E 2 B

« describe-type EEIHE Hook S4FE Hook MM FEME R , BIEB AIWHEREER,
- deactivate-type {EBHIRF P RBBREBIBAN I L,

B A Guard # BILAFE{E Guard Hooks FI &R

AWS CloudFormation Guard =B BURBIEF — i AiEMAIESERES (DSL) , JAR#EEpolicy-as-
code, ANEBRAWMAIMEA Guard RBEE IR A , LM AR 1E Guard Hook F#11T , LA B BFF(E
CloudFormation 1 AWS Cloud Control API 4, R#&H Guard Hook B{TEEME , E&ggﬁﬁé
I&H Guard RETTANTREBAER, Guard Hook AIRREARE TR EERHBREHT

. ERBLE
. BB
. BEEBRHE

WMERE Guard RAIMNFFMER , 828R EE AWS CloudFormation Guard #3 Bl

&
- BRRME Guard R A
o BRI Guard R A
- BE KR Guard 58I

B iR Guard 8|

BELEY, ENSMRERE  RAEREE, fl0, MREHTEFELFTERN
CloudFormation #8& K RREBETRERIRIE, BEEEA Cloud Control APl 3L, EFHRMIERER

AWS CLI £/ Guard Hooks BJ &5 6
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B, BHRAEREE. ELITE Guard Hook BITargetOperations#fEm | # Guard Hook 5%
E A B1ZERESOURCEFMICLOUD_CONTROLEE, E&H Guard Hook st & RIE/ER | Guard B|Z 5T
HER@A,

&

« Guard &R AFE’

+ Guard ERZ1Fia A g5
- EREENHELRL

Guard &R # AFE;
Guard &R A 2 A/t Guard B AIFEERNESR,
LT RE R AME G

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String

TargetType: RESOURCE

TargetLogicalld: String

ChangeSetId: String

Resources:

{ResourcelogicalID}:
ResourceType: {ResourceType}
ResourceProperties:

{ResourceProperties}

Previous:
ResourcelogicallD:
ResourceType: {ResourceType}
ResourceProperties:
{PreviousResourceProperties}

HookContext
AWSAccountID

AWS tkF B EF 42 EIRAY ID,

HRNBARERR 7
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StackId

BAEREE—Z9H CloudFormation &RV HEE ID, MR AR Cloud Control API , 8l

SZ2H,
HookTypeName

EESITHAHERE.

HookTypeVersion

IEE#ITHY Hook KRAR,

InvocationPoint

B EE T Hook H1THIREL] B,

B8 : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName

EEMENE RSB,
TargetType

EFfA2ERNERESR (5 . AWS: :S3: :Bucket)s
TargetLogicalld

EEF A TargetLogical IdBNERE . IR Hook MR RBRES 2 CloudFormation , EHS 2
BRINEBE ID (tbBAEBERE ). R Hook HWEAFEARESZ Cloud Control APl , E$&R
BEE

ChangeSetId

#ATLUE AL Hook FAAMEES ID, IREREFERH Cloud Control APl 5 create-
stack, update-stackzl delete-stackiRERE , RItEAZ,

Resources

ResourcelLogicallID

& CloudFormation BB ¥R , ResourcelLogicalIDR CloudFormation EiZ4xf & RV EE
IDo

HHNBARERA 8



AWS CloudFormation Hooks & 5R

#4EH Cloud Control API BiE) i , Resourcelogical IDRERER, &, B4E ID MFEK
ID W#E &

ResourceType

EROBEEM (& : AWS: :S3: :Bucket),
ResourceProperties
FEERCERNIZEZEBM. B Guard Hook &r¥} CloudFormation EREFE# 1T , F{K
B, SENERFESTLHER, WREEMBRER , AIESAZ,
Previous

ResourcelLogicallID

& CloudFormation BB /R , ResourcelLogicalID®R CloudFormation 74X/ &R AV EE
IDo

R 1EMH Cloud Control AP BxE)BF , ResourcelogicalIDREFRER, &, B/E ID MFHES
ID K4S

ResourceType

BRNEHEZE (EH) : AWS::S3: :Bucket),

ResourceProperties

HESWcEREEBNEEE, MREEMBRER , ALESAZ,

Guard ERIg A €41

T 55518 A B~ Guard Hook , EASIZEYIEEAWS: :S3: :Bucket W EREE ., ERAH Guard Mt
&,

HookContext:
AwsAccountId: "00000000"
StackId: ""
HookTypeName: org::s3policy: :hook
HookTypeVersion: "0Q0001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: AWS::S3::Bucket
TargetType: RESOURCE
TargetLogicalIld: MyS3Bucket

HHNBARERA 9
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ChangeSetId: ""
Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true
Previous:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

EEEFEERBATNHNMERM , 528 AWS::S3::Bucket,

BEREENRESRA

E Guard Hook st EREZER , —FRIKEE THMEM Hook RENATER A, EESRIBE R AFTE
ELRA, MEEMRAUREBTMG , TMEERM. NRREXM , AREEER,

T 58862 Guard R E , ¥4 ObjectLockEnabled BME&A truel@ARE
{AJAWS : :S3: :Bucket &REH,

let s3_buckets_default_lock_enabled = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_BUCKET_DEFAULT_LOCK_ENABLED when %s3_buckets_default_lock_enabled !empty {
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled exists
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled == true
<<
Violation: S3 Bucket ObjectLockEnabled must be set to true.
Fix: Set the S3 property ObjectLockEnabled parameter to true.

>>

BRI T AT KK, BA ObjectLockEnabled BMMRRES true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket

HRNBARERR 10
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ObjectLockEnabled: false

ELRASE T8 ABITH , S=EE , A ObjectLockEnabled BREA true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true

BB KME KB RAIEEIEE CloudFormation 5 Cloud Control APl, 1R 224 Guard Hook £%
ERFHETE  ASEZXRRHEMBNZEEE, HENERCEEE S ViolationM FixE#H.

B RE Guard R8I

By, EFNMER CloudFormation HEEEF | S AT SIFEHFTAME R , WA pEH SHHEBIRELEE
REXTE Guard Hook BB, &I LATE Hook MITargetOperationsfAREH 4 Guard Hook (2 E A B
ESTACKIRE,

&

 Guard H & AFEE
 Guard H &R {Fim A5l
- HEREFNHERL

Guard iﬁamlnn/
Guard &2 EMNE ARHEME CloudFormation &4 |, &K Guard 38 BIFE(E,
LU 2B A B E55) 2R

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String

TargetType:STACK
ChangeSetId: String

HHNBARERA 11
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{Proposed CloudFormation Template}
Previous:
{CloudFormation Template}

HookContext
AWSAccountID

AWS 1RF @& &R/ 1D,
StackId

BRABIRE—I5H CloudFormation H &K HE ID,
HookTypeName

EEHTHAMERE,

HookTypeVersion

IETE#1THY Hook KRAR,

InvocationPoint

B EE S Hook HITHIREL] B,

BME : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

TargetName

EEFERERE R,
TargetType

I EASE AR B R A R 1TSTACKE,
ChangeSetId

AITUAERK Hook FAAMEEE ID, MRHBIRERH create-stack, = delete-
stackigtER B update-stack , BlttEAZ,

Proposed CloudFormation Template

&5E# CloudFormation create-stacksl update-stack B{EHI5EE CloudFormation Ei745{&.,
iEZ¥E Resources, OutputsHl E#¥#Properties, B R JSON = YAML & |, BURRA
R4 CloudFormation BRI R,

HRNBARERR 12
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3]

Edelete-stackigfEd , HEHKAZ,

Previous
EIRRINEREH CloudFormation &4, MBIEEE I SMIRHESE  BlIEAZ,

Edelete-stackigfEdh , HEKAZ,

(® Note

RUNEEARBEE createsf updateEBBRENER, BEREREK  TESRMEMER
H,

Guard B2 /i A E 45
THEEHlim A BTSN EEE AT LR EBBE AN Guard Hook, LEEEHIHRAIEAEH JSON 3K,

HookContext:

AwsAccountId: 123456789012

StackId: arn:aws:cloudformation:us-east-1:123456789012:stack/myteststack

HookTypeName: org::templatechecker: :hook

HookTypeVersion: "00001"

InvocationPoint: UPDATE_PRE_PROVISION

TargetName: my-example-stack

TargetType: CHANGE_SET

TargetlLogicalld: arn:aws:cloudformation:us-east-1:123456789012:changeSet/
SampleChangeSet/12a3b456-0e10-4ce@-9052-5d484a8c4e5b

ChangeSetId: arn:aws:cloudformation:us-east-1:123456789012:changeSet/
SampleChangeSet/12a3b456-0e10-4ce@-9052-5d484a8c4e5b
Resources: {

"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{"ServerSideEncryptionByDefault":
{"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "KMS-KEY-ARN" },
"BucketKeyEnabled": true }

HRNBARERR
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}

}
Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {3}

}
}
}
HEBSFHPERR
uard Hook FHME BB E I , —BKE TEMEA Hook FREMNFIAER A, EESRBFERE AL

i

G
ELHRA, MBEMBRURBEBNME , AAMEERY. IRRELY , IR BEER.

i

THIEEHI2 Guard Al | FHERBEEMAWS: :S3: :Bucket ERERTERE N B
#BucketEncryption , ¥#% SSEAlgorithmi&E A aws:kms={ AES256,

let s3_buckets_s3_default_encryption = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_DEFAULT_ENCRYPTION_KMS when %s3_buckets_s3_default_encryption !empty {
%s3_buckets_s3_default_encryption.Properties.BucketEncryption exists

%s3_buckets_s3_default_encryption.Properties.BucketEncryption.ServerSideEncryptionConfiguratic
in ["aws:kms","AES256"]

<<
Violation: S3 Bucket default encryption must be set.

Fix: Set the S3 Bucket property
BucketEncryption.ServerSideEncryptionConfiguration.ServerSideEncryptionByDefault.SSEAlgorithm

to either "aws:kms" or "AES256"

>>

ERANSHETIHEAYITHR , ©F fail,

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket without default encryption
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'

HRNBARERR
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Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’

i}

HRAEHHE THIEAHITE , ©F passo

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket with default encryption using SSE-KMS with an S3 Bucket Key

Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: KMS-KEY-ARN
BucketKeyEnabled: true

S FERE Guard R A

#3 CloudFormation B E &8 , WA LAFRE Guard Hook ZRETFLEAR , IR EBFEHFTIRENEE |
L SHBEEHIT,

T

- EHEESERARE

« Guard 8F &R AZH

- BERBRENHERL

EHEEER A
Guard @F £ A 214 Guard R BIFEENE R,

LT REES@ARNSEHTR

HookContext:
AWSAccountID: String
StackId: String

HookTypeName: String

HHNBARERA 15
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HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: CHANGE_SET

TargetType:CHANGE_SET
TargetLogicalIld:ChangeSet ID

ChangeSetId: String
{Proposed CloudFormation Template}
Previous:

{CloudFormation Template}
Changes: [{ResourceChange}]

ResourceChange & FELA :

logicalResourcelId: String
resourceType: String

##: CREATE, UPDATE, DELETE
lineNumber: Number
beforeContext: JSON String
afterContext: JSON String

HookContext
AWSAccountID

AWS IRF @& &R/ 1D,
StackId

BRAHEIRE—Z9H CloudFormation HERHE ID,
HookTypeName

EESITHNAHERE.

HookTypeVersion

EE#ITH Hook ARAR,

InvocationPoint

B EE S Hook HITHIREL] B,

BEM{E : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION |
DELETE_PRE_PROVISION)

HHNBARERA 16
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TargetName
EREFMENHERERE,
TargetType

LB A B T SR AR 2 B4 1T CHANGE _SETH,
TargetLogicalld

LEASREEEMN ARN,
ChangeSetId

#1TLUER Hook FAAMEELS ID, MMRMBIRIERH create-stack, = delete-
stackiR{ERBupdate-stack , BIltEAZ,

Proposed CloudFormation Template

R4 create-change-set R TR CloudFormation #4~, E©A[LL2 JSON 5 YAML F
8, BURAREHS CloudFormation BIAR.

Previous

EXREIhEBE ) CloudFormation EiZ4, MNRIFEE T SMIBRESR  RILEAZ,
Changes

Changes #H#, E€JHEREE,

logicalResourceld
CEEERNBEERAEE.
resourceType
ESENEREE,
BE
EER EHITHVRERE,
B3{E : (CREATE | UPDATE | DELETE)

lineNumber

BIZA P B2 P AR R 1T 3R

HHNBARERA 17
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beforeContext

SERERBIMER JSON F& .
{"properties": {"propertyl": "value"}}

afterContext

PFRERBIEA JSON F&5 .

{"properties": {"propertyl": "new value"}}

Guard F £ R A5l

T €5l AR STBE AR Guard Hook, TRIEEMNEA , IRERESETE., LHEBHIFH
EAERA JSON &=,

HookContext:
AwsAccountId: "00000000"
StackId: my-example-stack
HookTypeName: org::templatechecker: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: my-example-stack
TargetType:STACK
TargetlLogicalld: arn...:changeSet/change-set
ChangeSetId: ""
Resources: {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Enabled"

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",

HRNBARERR 18
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"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Suspended"

}
Changes: [

{

"logicalResourceId": "S3Bucket",

"resourceType": "AWS::S3::Bucket",

"action": "UPDATE",

"lineNumber": 5,

"beforeContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":

\"Suspended\"}}}",
"afterContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":\"Enabled

\"}}}"
}

BFERFENERA

T5|gEHIR Guard R A , ATFEfL Amazon S3 ETFETRRMEE , AR VersionConfiguration
2FH.

let s3_buckets_changing = Changes[resourceType == 'AWS::S3::Bucket']
rule S3_VERSIONING_STAY_ENABLED when %s3_buckets_changing !empty {
let afterContext = json_parse(%s3_buckets_changing.afterContext)

when %afterContext.Properties.VersioningConfiguration.Status !empty {
%afterContext.Properties.VersioningConfiguration.Status == 'Enabled'

#£ {3 3 Guard Hook

#37 Guard Hook Z 8l , AESERK T HIl 5 RAGH -

- BHUAEEY Guard RB, MFFMER , F2H AN BEARERL,
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- BYAMNERERNACLARTEHNA , TREBASRM,

« ZEFH AWS CLI 5 SDK Z3I Guard Hook , X EFHETEHR IAM SFAIMEEBERNATA
& , LA EF CloudFormation I A Guard Hooko

#E#37 Guard Hook N#I{TA®
Hook € A#TARKEEBE PIUA Hook FIEMNEFR AWS IRF,

MREHE B3I Guard Hook , BIRTLA B B2 7tk A& AWS Management Console ; B8 , 4B BT
BB,

T —EifR B WA ER E 2 31 Guard Hook BIEF T,
FrEEYEF Al
EEREIAMEAEREERNEABGEERREVACHNIER , WEABITEEEERRIAG,

RE | TR YT B ELRETT -
1. BTIREKERBEKEZZEBERREYL Guard Hook Y IAM &6,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectVersion"

1)

"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*",
"arn:aws:s3:::my-guard-rules-bucket"

]

},
{
"Effect": "Allow",

"Action": [
"s3:PutObject"
1,

"Resource": [
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"arn:aws:s3:::my-guard-output-bucket/*"
]
}
]
}

2. BEABEHEEASG  FTFEMN Hook BEABNFFT., UTEREWERNEGEEBR,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
},
"Action":"sts:AssumeRole"
}
]
}

EWR F HEH Guard Hook

THEERPIMMERS FBA Guard Hook , EFEAEHEBANIKREMEZFFER,
&

« BA Guard Hook ( E# &)

« XA Guard Hook (AWS CLI)
- HEBER

A Guard Hook ( E##& )
A Guard Hook BLAR BBV IR 5

1. & A AWS Management Console , 3 7E https : //https://console.aws.amazon.com/
cloudformation B8R AWS CloudFormation &,

2. EEEERNEES L  BESERMEEMEN AWS B ,
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3.

MR B AR (M Guard B A |, BFEIER Guard REI , BEEKE Amazon S3 A1 |, REIR
B EF. F2E FHEHIEBIE A Guard 3 BILAFE(L Guard Hooks FYE R LABR A A

WMREBE Guard REIA M ELFKE S3 &, FFRET —EDER,

@ Note
BFHIE SSHHNMHLAEETHHP—ERESR : .quard, .zip= .tar.gz.

¥ Guard Hook iR |, s5A88M Guard BAIFERE S3 & |, #T T3 EE :
« R S3URI, EEHRBERAN S3 KR, EFABIE S3 RMBEARMEFE LR BIEINEE S3 ¥
#,

- (EA) HRYWHRAE , RGN S3 AR CRAREERS , SR LURE S3 YHRYIFER
o

Guard Hook )XW A Hook BE&E &%t S3 THRENKRA, BTHIEENESERMER , KAES
BIEERE Guard Hook BEfEA MRAR,

(1BA ) &% Guard RSN S3 RAFITE , EEEREMK Guard B HIRER S3 EFTE. Lt
|/ESTE Guard REBEBNER,

EERTERERE BN, FRETIHES —ERE

« EIEREE Guard RAFHMEENFEEITEZIAIR , UEMA Guard RRFFENEREFHFR
B

- BETER S3 MR B BWREFK Guard B HIE/S

(1A ) BB Guard RAIBMASE , AEE S3 PRFEMN Guard RAMASETREUTE

A

« ¥ S3URI, EEZBIERM S3 BT , REMABE S3 HMFRMBFET R BEIEE S3 ¥
o

- (EA) HRUWHERE , MRE S3 TR CRARARERS , R LURE S3 YRS ER
Ko

igﬁ Next (-F_b]:)o
HHEARER , BETIHHESP—(EER :

- REFENHERIEERE  XBBBE 2% HF8Private: :Guard: :, flin , MEEE@GA
MyTestHook , AIT BN ABBRMEE MR Private: :Guard: :MyTestHook,

A Guard Hook 22
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- FRAMENRBRHEENAMEE (BBABISL ) : Provider: :ServiceName: : HookName
9. HRAMEE , BEZFMAMNIER

- B HEERAEEY. EFNRMBRERRITGHEBEAE,

- BER —TEEREEMEERRNENEREE.

- BEE IEERAEERIBFERNTEIER.

- EixiE4l APl — 5§44 Cloud Control AP| BB AYZESL, 5837 =R M BRIR1E,
10. SEIENME , BIEWLEE (BY. FH. MR ) BAAENIE.
11. $HARER | BEERIREBHAGRAIRNEIESR

- BE —nERERHES  BANBFERE. EHRNEFARREIETRENRERA.
- R — B BFREE, ERBNEFFTEBNERRNLTLBK,

12. SHEEITAE | #E CloudFormation Hooks £ S3 #REVEH Guard R AIFTREMN IAM B | I
BEMMREFMN Guard G, BT LLARFF CloudFormation BB/ AKEETHITAR |, b
UEEZRERINAR,

13. B Next (T —%),
14. (BER ) SROMERGYE , ST TIEE

a. HHEREHEFRG  EEMEERERAYLUMUAAE, EWHRESHARERUAAE.
b. SHHEEFRG , REERAMEEBIMEACEEFRFNER

- FEHBEBIMGEAE - AAEMAEENHERAETRISUAIR.
- BMERRBAHERAC - MIRED —EREENERFRAEST , AEURR.

(@ Note
HREIRZE APIRME , SRRAAEHR R BN DA BRI,

c. HRHEBRERE  FESIHER Hook ATV EHD,
- HHEE  FERCESHHEERE. B MAREHENREHDE | FEMALREE,
RALBFEREERNHEE SR,

- STHHRER  EEZRHRAEERERE, EREEEASEHE LA | BHREMEZEN
QR FBEMARERE, BRTHESI LRI rAEERSSURAAE,

d. ¥R Stack A& , FRBEMEBHHN IAM A€ , 1€ Hook AT I ERHRISEHE,
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- HHEEE  BE—HZE IAM A8 ARNs ZHELAGHBNNBESHE, REELAER
RERERRESTSUA IR,

- IR AEEHRNVHEBIETE —HZE IAM B ARNs, FRT HIEEA MBI B
A FEHERESURAR,

15. JBE Next (T—%).
16. ERBENMAEEL , RELNEE, EEETEE A FEHBER LEERFS.
17. EREREFEES K BEEMALIE.

XA Guard Hook (AWS CLI)

B w |, FEFEBCEYN Guard HE |, UREEERMAMFEANITAR, WEFMEET
B8 B A Guard i BILLEE 4 Guard Hooks B &R Fl 237 Guard Hook BIE{TAE,

=

A Guard Hook SLAREHIIRSE (AWS CLI)

1. BERBBAAR , FEA T Hactivate-typetn & , BEBULERRALHBEE. Lot ERE
NMERRE NEEHTHAE AWS IRF,

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks: :GuardHook \
--publisher-id aws-hooks \
--type-name-alias Private::Guard::MyTestHook \
--execution-role arn:aws:iam::123456789012:role/my-execution-role \
--region us-west-2

2. BEZTHRBAAMN , BLEAMER JSON HREREREITRE.

£ catin TREV EA THEEHN JSON 2R, WFFHMET A F2RAIMEEEREAFE LS
%

$ cat > config.json
{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE",
"CHANGE_SET"
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1,

"FailureMode": "WARN",

"Properties": {
"ruleLocation": "s3://amzn-s3-demo-bucket/MyGuardRules.guard",
"logBucket": "amzn-s3-demo-logging-bucket"

}

}
}
}

« HookInvocationStatus : #§ 5%E A ENABLED ABK A A&,
- TargetOperations : IEEEHITAHMIRE,
« FailureMode : %A FAIL = WARN,

« rulelocation : # B AREHRAIN S3 URI, EHE S3 HHMHHEEETIHS —EE
¥4 : .guard. .zip# .tar.gz.

« logBucket : (&M ) ¥8%E Guard JSON REH S3 RETESR,

3. M T Hlset-type-configurationip S A KREEI K JSON EEREMBELE, BEEZNERRAEEN
BEME,

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

MHEAEIR

RS AEH , HEHART B IU{AIE CloudFormation HEE AP E 2 Guard Hook,. MNEFME
A, 5528 TAWS CloudFormation fEF &R 1 F# AWS::CloudFormation::GuardHooko

R 1R B F Guard Hooks B9 B 5%

E R Guard Hook B , & AJ L& Amazon S3 R ZErEEIEEA Hook B HIRER B Wb, BYA
% , Hook 2 B8 Guard RABBNERERNERBENREETES, RE , BILIE Amazon S3 X
BEFRRELER,
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£ Amazon S3 2 A F#1% Guard Hook B&&

¥48 Guard Hook #iHH B g R

1. & A https://console.aws.amazon.com/s3/,
EEEERNEES L | BEEN AWS EE,
BERFIE.

BIFES Guard @ H WA ZHAYREEFATE,
EEFEENRER L RE BFER,
BELETHERIFABERUEBER,

o o b~ w0 DN

i BRS& MR B R AV Guard Hook
ELTBEECRAMN Guard Hook B |, BFERA T HREFERE TS EMER,

EETREHAAO  MmAREEMER , F2EERAABA AWS CloudFormation 4 %,

&
- EWRF P MBR Guard Hook ( E#8& )
o MIBRIZIRE A Guard Hook (AWS CLI)

EWRF B MIER Guard Hook ( £##H )

FEWRF HMER Guard Hook

1. & A AWS Management Console , (7 https : //https://console.aws.amazon.com/
cloudformation B AWS CloudFormation £# &,

EEHEHERNWEES L | EE AWS BiF IBPEN .

REBEH®RD , BEQH,

ERAEEEL , SKREMBRE Guard Hook,

ENMAMENEEG R , AREERBR.

RAHEZR  WAQMBBURZERBREEN IR , AR BEZEMER.

2
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i BRI& MR 5 H Y Guard Hook (AWS CLI)

® Note
BRAFTERAR , TEMRAR., WEFARES  F2REERFPEAFNBALR (AWS
CLD.

£ i T Fldeactivate-type @ T IREMA A , ZAMSRENIRFHBRE, BERVERRKALNE
EfH.

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

Lambda &2,

BHREWRFRER AWS Lambda A%, L REERSBERAZAMNIREFNESRA IR, AT
RTERAZAMAIRFENEE PR ERREPER.

E & A Lambda Hook B , CloudFormation £ E&IRFE M B #EEH A CRBUAM Hook B IER |, i
BFLE Hook, ERELREAHETENTMHEEBY, HEBESERNMAAIEE AWS tRFE f [EiF
REQE,

&

« AWS CLI £/ Lambda Hooks # f5 %

« B Lambda BEIEHRF¥{h Lambda Hooks Ky &R
« %fBE I Lambda Hook

s ELMIRS P RUA Lambda Hook

« RRE|RE P Lambda Hooks # A &

. MEREIRS P A Lambda Hooks

AWS CLI 8 Lambda Hooks B 55
£ Lambda Hooks B9 AWS CLI s Sa4E :

- activate-type B(E Lambda Hook HJ B2 o
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- set-type-configuration ZEMRF P IEE A MM EEER,

. list-types 5 &R F R E 2

« describe-type EEIHE Hook S4FE Hook AWM FEME R , BIEB ATWHEREER,

- deactivate-type {EZHIRF P RBBREBIBAN I L,

#1317 Lambda B FE(E Lambda Hooks V&R

AWS CloudFormation Lambda Hooks B & &% B 2 i BETEE XN FE(E CloudFormation 1 AWS
Cloud Control AP| ##1E, SN ARt HEHRELEE IO BEABHES | I AFRERE.
E R Lambda Hook B , B ] LA HEE A M B AT T % CloudFormation ##4E :

. ERBLE
. HBRE
. BEEBRE

&

- B% Lambda Hook

« £ Lambda Hooks 54 & RIE1E

« £ Lambda Hooks 5P &2 1E

- {#/ Lambda Hooks FH& B EER1E

B3¢ Lambda Hook

& Hooks M Lambda B , Lambda 2 &% 30 ¥R # A, Lambda #&EE JSON EFE | 1§
HABRE BRI KB,

il

x
REA
FEdm A
- g

il

[o]

—

AR A

BEE Lambda NBMBABURR AR B RIRE (€6 H#ER, EFRIVBEE ),
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(o] FE & A

BT EFERRINER K HEFEE Hooks B |, &/ Lambda HEFEEE JSON [EIFE,

LAR 2 Bl FE Hooks TEHIRY EHIFZAR -

{
"hookStatus": "SUCCESS" or "FAILED" or "IN_PROGRESS",
"errorCode": None or "NonCompliant" or "InternalFailure"
"message": String,
"clientRequestToken": String
"callbackContext": None,
"callbackDelaySeconds": Integer,

}

hookStatus
REEAREE, AL ERWN,

% : (SUCCESS | FAILED | IN_PROGRESS)

(® Note

R)BETTLAEE IN_PROGRESS 3 /X, MRAREEFFER , AHEE LN, A Lambda
Hook , EE&RREM Lambda REZZ A WA 3 X,

errorCode

BrARERDEMEEHEAEY  ENMRYMPHEER | QIR RAGRKK, At
R ALER,

BE : (NonCompliant | InternalFailure)

message

REEANAR  RPAMBDHEBNER,

(® Note
#FM& CloudFormation #4ERF , Lt 2 EET A 4096 E=F T,
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#F4& Cloud Control API /€8s , WL EEBE A 1024 B=F T,

clientRequestToken

#£% Hook R AMRENFRZR. LAMSERAL,

callbackContext

WMRIEFK R hookStatus & IN_PROGRESS , BIEZRE#HIUA Lambda HEE , SEEEARBA
RENBEARE.

callbackDelaySeconds

Hooks B EFZ A F e BRI A it Hooko

g4
AT R R Zh B FERY #E6 :

{
"hookStatus": "SUCCESS",
"message": "compliant",
"clientRequestToken": "123avjdjk31"
}

BUT R KRB FERY 6 -

{
"hookStatus": "FAILED",

"errorCode": "NON_COMPLIANT",
"message": "S3 Bucket Versioning must be enabled.",
"clientRequestToken": "123avjdjk31"

}

5/ Lambda Hooks s/{L & RiE/E

BEGEY., EFNMAMBRERE , RAEREE. 6l , MREHITERERILHTERN
CloudFormation & , R REETREREE. EEMEM Cloud Control API B3I, FHSMERE R
B , ELHRAERIEME, BLE Hook TargetOperations#HREAF#& CloudFormation Lambda
Hook 5% A B #ZRESOURCEFICLOUD_CONTROL#EE,
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® Note

HEEFEAREA cloud-control delete-resourceD NWIREBREFRKRERE T2
A delete Hook BEE X cloudformation delete-stacke

&

+ Lambda Hook & R A &>

+ Lambda Hook & iR £ & i A €55
- BERIREN Lambda B EE5I

Lambda Hook &jR# A E %

B8 Lambda U AETERRFER , BEWE JSONBA , HA a2 EREBME. BB

Hook M AR HEE AR
LA 2 JSON B ABYEEHI AR -

"awsAccountId": String,
"stackId": String,

"changeSetId": String,
"hookTypeName": String,

"hookTypeVersion": String,
"hookModel": {
"LambdaFunction": String

iy

"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or

"DELETE_PRE_PROVISION"

"requestData": {
"targetName": String,

"targetType": String,

"targetlLogicalId": String,

targetModel": {

"resourceProperties": {...},

"previousResourceProperties'

I,
"requestContext": {
"ﬂ": 1’

v {...}

BAEE Lambda ¥
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"callbackContext": null

awsAccountId

AWS IRF @8 B L2 &R 1D,
stackId

LR VEFTBEY CloudFormation ¥B MR ID, R A =Z Cloud Control API , Btz A&z
Ho

changeSetId

BEBAURFARNEEE ID, NREFREFEEMA Cloud Control API 5 create-stack, update-
stackDX delete-stackiRERE , AILEAZ,

hookTypeName

EEHTHAMERE,

hookTypeVersion

IEERITH A B,
hookModel

LambdaFunction

Hook 5B # B 81 Lambda ARN,

actionInvocationPoint

@B+ Hook HA1TRIREL] R,

EMYE : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)
requestData

targetName

BEEVHNEREREH,
targetType

EEIVHEZEER | 4l AWS: :S3: :Bucketo
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targetLogicalld
EHME 2 EIRAYESE ID. 2R Hook AWM R FAARER =R CloudFormation , EA =2

CloudFormation #E8ZRREZABEER ID, MRtk Hook F A KRR @ fkES 2 Cloud Control

APl , EEREBE
targetModel

resourceProperties

EEBRcERNREZRY. MREERBRER , AILEKASZ,

previousResourceProperties

BRlREESANEREEHNEY. MREERYER , AILLERRZ,
requestContext

A H
BEETARMNESR.

callbackContext

NS Hookwas 5%E A IN_PROGRESS , dfcallbackContextfEE , HIEE K EEIERE,

Lambda Hook 3 /5 £ 5 & A #3451

FE TSI HIE AP , Guard Hook U EE EAWS : : DynamoDB: : TableH&EIRE
#. ProvisionedThroughput #1 ReadCapacityUnits 282% 3 EFHA 10,

mE ERUVABMENFMAERN , 528 AWS::DynamoDB::Table ,

"awsAccountId": "123456789",
"stackId": "arn:aws:cloudformation:eu-central-1:123456789:stack/test-
stack/123456abcd",
"hookTypeName": "my::lambda::resourcehookfunction",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:eu-
central-1:123456789:function:resourcehookfunction”
},
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "AWS::DynamoDB::Table",
"targetType": "AWS::DynamoDB::Table",

BAEE Lambda ¥
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"targetlLogicalId": "DDBTable",
"targetModel": {
"resourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
I
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 10

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
I
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

1,
"previousResourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
I
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 5

},

"KeySchema": [

BAEE Lambda ¥
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{
"KeyType": "HASH",
"AttributeName": "Album"
.
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}

1,

"requestContext": {
"invocation": 1,
"callbackContext": null

ERE/ER Lambda BB &

T 58] Lambda Hook B4 Node. js., ER—AEMNEI , §7F DynamoDB WM ERE
kB, B ProvisionedThroughput ReadCapacity SREBEKR 108 . MRABKID ,
AL "ReadCapacity B IEFERE ) BEREREA, MRFRBEAR , ARFS KRN, REH
"ReadCapacity T HEHEIB 10, .

export const handler = async (event, context) => {
var targetModel = event?.requestData?.targetModel;
var targetName = event?.requestData?.targetName;
var response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.clientRequestToken

i

if (targetName == "AWS::DynamoDB::Table") {
var readCapacity =
targetModel?.resourceProperties?.ProvisionedThroughput?.ReadCapacityUnits;
if (readCapacity > 10) {
response.hookStatus = "FAILED";
response.errorCode = "NonCompliant";
response.message = "ReadCapacity must be cannot be more than 10.";
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return response;

};

f£ A Lambda Hooks s}t &8k

ERERANEAEY, ENMSMERERE , B SUEBF LA ] se S B IR LU
#& , 2REXE CloudFormation Lambda Hook Bi#f. # A EA7E Hook TargetOperationsfHREH %
CloudFormation Lambda Hook 5% & B EESTACKIRE,

&

« Lambda Hook 3B A 583

« Lambda Hook 3f & % & & A &4l
« HBRIREN Lambda EEEHI

Lambda Hook &8 A 5%

B8 Lambda # U AETHBRER , ZEWE JSON R , EPEE Hook AR
ZKactionInvocationPoint, H HBXRAZR. HM CloudFormation EEARK K/ , AR Lambda EE
EZNERRBAK/D  BEREARSEMRE Amazon S3 Y+, Wi ArequestDataBE %S —EWH
# Amazon S3 E%E URL , HHEE B s ML e AR,

LT 2 JSON B AR EHIMR

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,
"hookTypeName": String,

"hookTypeVersion": String,
"hookModel": {
"LambdaFunction":String

iy
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"

"requestData": {
"targetName": "STACK",

"targetType": "STACK",
"targetlLogicalId": String,

"payload": String (S3 Presigned URL)
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},

"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

1E% Hook FERBAMBRHNFERFZRN. LALERL,

awsAccountId

AWS IRF @8 B L 2HEMN ID,
stackID

CloudFormation &t & D,
changeSetId

BEBAEFANEES ID, MRHEBEERA Cloud Control API 2 . update-stackzg

delete-stackiER B create-stack , Bltk{EAZE,
hookTypeName

EEHTHAMERE,

hookTypeVersion

IEERITH A B,
hookModel

LambdaFunction

Hook 5B # B 81 Lambda ARN,

actionInvocationPoint

i EEEEF Hook HHITHIFELI R,

& : (CREATE_PRE_PROVISION | UPDATE_PRE_PROVISION | DELETE_PRE_PROVISION)

requestData

targetName

B A STACK,
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targetType

EE{EAE A STACK,
targetLogicalld

HEER,
payload

Amazon S3 FEHER URL , HH IS EF BRI MEREARERN JSON M1,

requestContext

MREEEFURAAE , AIERELDH,

invocation

BEIETARNER.,
callbackContext

B AEERES callbackContext IN_PROGRESSIf{EE |, Al SEEE,

ERERFH payload BERERBEEHEM URL, B URL & , £EWBEE THEBHEIRN
Wi

{
"template": String,
"previousTemplate": String
}
template

R4 create-stack= BYTE CloudFormation #i4kupdate-stack. ©H L2 JSON =
YAML F &£ |, BURRARR#4E CloudFormation BIRE

fEdelete-stackigfErh | WEKAZ,

previousTemplate

ScHIAY CloudFormation #4<, B H[EAZ JSON = YAML F& |, BURARE4E CloudFormation HY
A

Edelete-stackiZfE# , HEHKAZ,
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Lambda Hook 3ff & 5 & i A £ 4l

DT RHEBBFM ANES, Hook IEEF(EA EFObjectLockEnabled true WEE | WHTE
Amazon SQS 7% :

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6ab67f50e",
"awsAccountId": "123456789",
"stackId": "arn:aws:cloudformation:eu-central-1:123456789:stack/david-ddb-test-
stack/400b40f0-8e72-11ef-80ab-02f2902f0df1",
"changeSetId": null,
"hookTypeName": "my::lambda::stackhook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:eu-
central-1:123456789:function:stackhookfunction"
.
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "STACK",
"targetType": "STACK",
"targetlLogicalld": "my-cloudformation-stack",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

[

iE & payload®&iflrequestData :

-~

"template": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":true}},\"SQSQueue\": {\"Type\" :\"AWS: :5QS: :Queue
\",\"Properties\":{\"QueueName\" :\"NewQueue\"}3}3}}",

"previousTemplate": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":false}}}}"

}
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HEBIREMN Lambda BB EE

T %I&i45| Lambda Hook JA & B 1ENode. js. ER TEHMEBIRMERS, ZE AR JSON HEE HEE
BIZSUCCESS.,

export const handler = async (event, context) => {
var targetType = event?.requestData?.targetType;
var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.clientRequestToken
};
try {
const templateHookPayloadRequest = await fetch(payloadUrl);
const templateHookPayload = await templateHookPayloadRequest.json()
if (templateHookPayload.template) {
// Do something with the template templateHookPayload.template
// JSON or YAML
}
if (templateHookPayload.previousTemplate) {
// Do something with the template templateHookPayload.previousTemplate
// JSON or YAML
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";
response.message = "Failed to evaluate stack operation.";
response.errorCode = "InternalFailure";
}
return response;

};

f£/ Lambda Hooks sM{E @B £igE

BELENESEER , #LERE CloudFormation Lambda Hook 2R FHEFAVEEE | Walses
SHHEEIT, B LUE Hook TargetOperations#HEEF# CloudFormation Lambda Hook %€ & B
BECHANGE_SETH#1E,

B
« Lambda Hook &5 &84 A5E 5
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» Lambda Hook % & £ 8 & i A i 45|
- BESIRENES Lambda EEL

Lambda Hook #5 &8 A &7
SEEIRENBAELAMBIRE | B AHrequestDatath BB FES| ANEREEFE,

LLTF &2 JSON @ AR EHIMR

{

"clientRequesttoken": String,

"awsAccountId": String,

"stackID": String,

"changeSetId": String,

"hookTypeName": String,

"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

b

"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalld": String,
"payload": String (S3 Presigned URL)

b

"requestContext": {
"invocation": Integer,
"callbackContext": String

}

}
clientRequesttoken

#E% Hook FERBAMRENFREZR. LRLEMAL,

awsAccountId

AWS 1RF @8 Effh2HEM ID,
stackID

CloudFormation &/ & D,

BAE Lambda B & 41



AWS CloudFormation

Hooks & 5R

changeSetId

MEAMBRANEES ID,
hookTypeName

EEHTHAMERE,

hookTypeVersion

IEEHITH A B,
hookModel

LambdaFunction

Hook 53 A # B B Lambda ARN,
requestData

targetName

BL{EHE B CHANGE_SET,
targetType

tE{E# % CHANGE_SET,
targetLogicalld

BF 5 ARN,
payload

Amazon S3 FALEHEEMN URL , HF TS E BB R#4AK JSON Y14 , URILEBEES|IANEE

BE,
requestContext

MREEEHFUAAR  RISRELDHF.

invocation

BRI ITARNER.
callbackContext

MRAFIRESR callbackContext IN_PROGRESSIEEE , RIBIER S HIERE,

ERER AW payload BMEERERNBEEREA URL, WE| URL & ,

W

WEER T IEEHER
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{
"template": String,
"changedResources": [
{
"action": String,
"beforeContext": JSON String,
"afterContext": JSON String,
"lineNumber": Integer,
"logicalResourcelId": String,
"resourceType": String
}
]
}
template

B create-stack® BYTE CloudFormation #i4&update-stack. B©H LR JSON =
YAML F&£ |, BURAR#4 CloudFormation IR,

changedResources
BEEFEERNFE,
action
EREERNESERA,
BE%{E : (CREATE | UPDATE | DELETE)

beforeContext

SFHEFRBMA JSON &, BEYERE , WEXR null, It JSSON FEHRNAARMENE
{E# = STRINGS,

afterContext

MEBEHTIHEFE  EREMN JSON F8E, EEMBRERE , LLEA null, Itk JSON F&Er
B A MEMEEE R STRINGS,

lineNumberxr

BEATERILBENITR MRBER null, RIDELETELLER A Null,

logicalResourceld

ERFERWEEER D,
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resourceTlype

EES8ENEREE,

Lambda Hook & &8 & g A £

UTREFESFMANES, ETHEF R , BB EEEMSIENETFE, F—EEFEIM
BB A H{T5lCoolQueue, E—_ABERFIER A HWHF{THINewCoolQueue, EIREBER HNE
#DynamoDBTable,

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6a667f50e",
"awsAccountId": "123456789",
"stackId": "arn:aws:cloudformation:eu-central-1:123456789:stack/david-ddb-test-
stack/400b40f0-8e72-11ef-80ab-02f2902f0df1",
"changeSetId": "arn:aws:cloudformation:eu-central-1:123456789:changeSet/davids-
change-set/59ebd63c-7c89-4771-a576-74c3047c15c6",
"hookTypeName": "my::lambda::changesethook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:eu-
central-1:123456789:function:changesethookfunction"
},
"actionInvocationPoint": "CREATE_PRE_PROVISION",
"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": "arn:aws:cloudformation:eu-central-1:123456789:changeSet/
davids-change-set/59ebd63c-7c89-4771-a576-74c3047c15c6",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

[

i payloadi&ifflrequestData.payload :

~

template: 'Resources:\n' +
' DynamoDBTable:\n' +
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! Type: AWS::DynamoDB::Table\n' +
! Properties:\n' +
! AttributeDefinitions:\n' +
! - AttributeName: "PK"\n' +
! AttributeType: "S"\n' +
! BillingMode: "PAY_PER_REQUEST"\n' +
KeySchema:\n' +
! - AttributeName: "PK"\n' +
! KeyType: "HASH"\n' +
PointInTimeRecoverySpecification:\n' +
PointInTimeRecoveryEnabled: false\n' +
' NewSQSQueue:\n' +
! Type: AWS::SQS::Queue\n' +
! Properties:\n' +
! QueueName: "NewCoolQueue"',
changedResources: [

{
logicalResourceId: 'SQSQueue’,
resourceType: 'AWS::SQS::Queue’,
action: 'DELETE',
lineNumber: null,
beforeContext: '{"Properties":{"QueueName":"CoolQueue"}}"',
afterContext: null
.
{
logicalResourcelId: 'NewSQSQueue',
resourceType: 'AWS::SQS::Queue'’,
action: 'CREATE',
lineNumber: 14,
beforeContext: null,
afterContext: '{"Properties":{'"QueueName":"NewCoolQueue"}}'
.
{

logicalResourceId: 'DynamoDBTable',

resourceType: 'AWS::DynamoDB::Table',

action: 'UPDATE',

lineNumber: 2,

beforeContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"',

afterContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "PointInTimeRecoverySpecification":
{"PointInTimeRecoveryEnabled":"false"}, "AttributeDefinitions":
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[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"'

}

S FEIRENEH Lambda BRE

T 5|6 Lambda Hook LA & B #ENode. js. ER—EMEMNEKE , I THEBEERFEAH , B—x
KEEEE A AREBMED 2515 ENEI&A SUCCESS,

export const handler = async (event, context) => {

};

var
var

};
try

payloadUrl = event?.requestData?.payload;
response = {

"hookStatus": "SUCCESS",

"message": "Change set changes are compliant",
"clientRequestToken": event.clientRequestToken

{
const changeSetHookPayloadRequest = await fetch(payloadUrl);
const changeSetHookPayload = await changeSetHookPayloadRequest
const changes = changeSetHookPayload.changedResources || [];
for(const change of changes) {
var beforeContext = {};
var afterContext = {};
if(change.beforeContext) {
beforeContext = JSON.parse(change.beforeContext);
}
if(change.afterContext) {
afterContext = JSON.parse(change.afterContext);
}
console.log(beforeContext)
console.log(afterContext)
// Evaluate Change here
}

} catch (error) {

}

console.log(error);

response.hookStatus = "FAILED";

response.message = "Failed to evaluate change set operation.";
response.errorCode = "InternalFailure";

return response;

-json();
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# {2 3 Lambda Hook

3 Lambda Hook Z & , A HETER T 5 58 RIGH -

o WAHAEBDEN Lambda BB, MEFHMENR , FSB AQRET Lambda HE,
- BYAHBNERES SRS EESZHNGT , FTEBBLE,

« ZE{FH AWS CLI 5 BB EHRE L Lambda Hook , A BFEHEIT EF IAM FAMEFEBERN
#HITAE , LLAEF CloudFormation YA Lambda Hook,

37 Lambda Hook 9117 AE
Hook A TA G REEBE FIA Hook FTEMEFA] AWS tRF,

MR EH I Lambda Hook , BITJ LA B B2 1 b A& AWS Management Console ; B8l , B%EB
TEMLAG,

T —EiR A MMAIER E &8 3 Lambda Hook BYEF o

FRERHVET

FERE IAM ERERETNEAEGEREEVACHETR , LMERABIGERREYAG,
A&, TR THTERARELIFT

1. BTIREERBEREZEZEZERRET Lambda Hook BY IAM A,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-west-2:123456789012:function:my-function-
name"
}
]
}

2. BEABRHEEASG  HTFEMN Hook BEABNFFT, UTEREWERVEGEEBR,

{
"Version":"2012-10-17",
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"Statement": [

{
"Effect":"Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
I
"Action":"sts:AssumeRole"
}

EZHEF P RA Lambda Hook

THIERERAA I EMR S PR Lambda Hook , EFEEATEEMANKRENESFER.,
B
« B Lambda Hook ( E£##A& )

- BUA Lambda Hook (AWS CLI)
- HBER

FH Lambda Hook ( £ &

BX A Lambda Hook LR ERIIRE

1. A AWS Management Console , 3 7E https : //https://console.aws.amazon.com/
cloudformation BAEX AWS CloudFormation £# &,

2. HERERRNEE?S L  EFEEEIEEREN AWS EHE .
3. MEBNEARADFEY Lambda BB , FHIT FHEE .

« BARK Lambda £ & F#Y Functions (BE) B,

« BUSHSE N ABBEERAN Lambda BB , AR REHERF, WEFHMEEA ,
Lambda BB 5¥{ Lambda Hooks &R

s
¢
g

A

MREEEI] Lambda BB , FFHRET —ELEK
4. SHEQARERE , BETHIHP—EEE

A Lambda %)% 28
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- RUEBENERIMERE  XBBSE 2B Fi8Private: :Lambda: :, Hlt0 , INREE@A
MyTestHook , AT BN AMBBEE K Private: :Lambda: : MyTestHooko

- FRAMEIREHEENAMEE (BBABISR ) : Provider: :ServiceName: : HookName
5. &% Lambda K , RUEHEEFAAMRBEEAN Lambda S, EALUFEA :

- TEREBHZE Amazon Resource Name (ARN),
- BEERASEERBHEHE ARN,
6. HRAMEE K EEETHNRE

- HE — EERAEREN. EANMERHEEST B,

- BR —MEERAEEMHEERRNENEREE.

- BFE IMEEAEEVEESRNTEIER.

« Cloud Control APl — §¥{&H Cloud Control API BREIA9E I, S #T =k MIBRIRIE,
7. sHHEE | EZRHBLEEE (B, EF. MR ) SERAENAIH,
8. HRAEERN , BEQREIHFA Lambda HEEEFAILEDE ERFEEMN TR !

- BE —NERERHES  EANBERE. EHRNEARREIETRENRERA.
« KM —BILEMEREE. ERBINEFBITERRNERTELEEK.

9. #$HHHITAE , 1EIE Hook ARIY A Lambda EHER IAM B, ZA[LLAEF CloudFormation B
BHAZEIYHTAC  UEELERINAR,

10. E#E Next (T —%),

1. (FA) BRaMERRGE |, BT THEE
a. HHEREHEFRG  BEEMBEERERAJLUMUAAE, EWHRESHARERUAAE.
b. SHHENEFRG , REERMEEBINMEACEERENES

- FEHBEBIEERAS - A EMAEENHERGMETRISUAIR.
- EEREBIERASE - MRED—EEENERREAR , WA

(® Note
HREIREE APIRME , S2RTAHR R BN DA Rt

c. HRHEEER , FESIHER Hook HAFHFEHS.
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- HHHOE  BEEECQSHNHEEREE., EAENMATEHENBEHEE , SERAEE,
AENFEFEENHETSUAIR,

- SRR, EERRNMEREE, ERRAREASECER FWUAAR  BHREERKEN
QR FBEMALERE, BRTHES LRI  rAEERSSURAE.

d. ¥ Stack At , RIBEMEEBEBMN IAM A€ | & Hook AT SRR BEHE,

- HHHEE  EE-—WZE IAM A8 ARNs ZEELAGHEBRN B EHE, RGELAE
B ERRESTSURAIR.

- SHEHERR  AEEHRAHEBIETE —HZE IAM B ARNs, FRT HIEEACREIR B
S, AR EEUR AR

12. 1B Next (T—&F).
13. ERENBAEREL , RRENERE, e2ETEE  FEMBERTEERE.
14. BERRERIFREER  FRERAIMN,

B¢ Lambda Hook (AWS CLI)

ERE R, BEREEEN Lambda HE , UREEERELEARERANATAR., MEFMEA ,
F2 B B3 Lambda B EREE{E Lambda Hooks BV &R 1 23 Lambda Hook WE{TAE.

BUA Lambda Hook AR ERIRF (AWS CLI)

1. BREFRRBAAN  FEAT Hactivate-typetr & , ABNEMK AL EE. Lot ERE
QRERARE HEEHITAR AWS IRF.

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks::LambdaHook \
--publisher-id aws-hooks \
--execution-role arn:aws:iam::123456789012:role/my-execution-role \
--type-name-alias Private::Lambda: :MyTestHook \
--region us-west-2

2. BETHBAAMN , BLAER JSON BEEREITRE,

A cat® B REIEATHEB JSON HE, NENHMAEY  BoRABECEBEATEES
%,

B

$ cat > config.json

{
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"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"CLOUD_CONTROL"
1,
"FailureMode": "WARN",
"Properties": {
"LambdaFunction": "arn:aws:lambda:us-
west-2:123456789012: function:MyFunction"
}
}
}
}

« HookInvocationStatus : #§ 82 E 4 ENABLED LARBKA A &,
- TargetOperations : IEEEHTARMNIRE,
 FailureMode : 384 FAIL 5t WARN.

 LambdaFunction : £ Lambda B{®#Y ARN,

3. fEAT Flset-type-configuration@ AR BRI K JSON ERRERMERE, KEBVNERREEN
BEE.

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

HEE IR

RPI2M e A4 | HEFAR T HBUME CloudFormation B & A h S 4 Lambda Hook, fNZEEE4H
B , 5828 "AWS CloudFormation fEA &1 FH AWS::CloudFormation::LambdaHook,

WIRIEIWRF B Lambda Hooks B9 H &%

£/ Lambda Hook B , ATLAE Lambda AR KR I G ZE HIRE ASER,

##8 Lambda Hooks #9 B & 51
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1£ Lambda £i#2 A& F#24R Lambda Hook H3&

#248 Lambda Hook & B g%

1. %A Lambda ¥4,

HEEMERNEED | BIZEEN AWS EfF,
BIEHE.

BIEFTEMN Lambda BE#,

EENEER.

i#1E CloudWatch Logs Live Trail
BETHRNRE  ARXREBLEZREN AFRE

BIZ BRER. BEEERE CloudWatch Logs Live Trail 8RB+, BIBENRIFRE , BIEE
EREPREIUAEL TR,

© N o g K~ w0 D

« BULEESRFRAEAMUDHEESERRS  BREHERETEEER, LRUTER
BEEER  RESNEEEEANSES,

MFERR Lambda BB B AN FMENR , F2 B4R Lambda BEHY CloudWatch Logs.

il BR & 0R B 89 Lambda Hooks

ELRTBEECRKAMN Lambda Hook B | FEE T FI52 = 2R MIER R 5 AR #Y Lambda Hook,

EEEREAQE  mMARSEMBR , F2BEAFMEUA AWS CloudFormation 4] 2,

E3:]
- BRI S Y Lambda Hook ( E# A )
o MERIEIR P H A Lambda Hook (AWS CLI)

i BRI&HR 5 A B9 Lambda Hook ( £324& )
il BR 20 5 B9 Lambda Hook

1. & A AWS Management Console , It 7 https : //https://console.aws.amazon.com/
cloudformation FRX AWS CloudFormation x#&,

2. EEERERNEES L  #EAWS EE AFPEDN .

B Lambda %) 2 52


https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs-view.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/

AWS CloudFormation Hooks & 5R

3. WREEBERKT , REQH,

HAREEL  SKREMBRN Lambda 43,

BNAMZHEZIMA R , RARBEFMER.

HEBRETRE  GAMEBBURBRREENAR  AREEMER.

2

i BR1& R 5 H #9 Lambda Hook (AWS CLI)

(® Note
BRAXERAR , TEMERAR, WEFEER  FSRERFTERNBAIR (AWS
CLI)o

£ i T Fldeactivate-type @ T REMA AX , ZAMERENIRFIBRE, BEZVERRALNE
EfH.

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

A CloudFormation CLI BIZ BET A%

AEEAREERZ BT AL EEFEF AWS CloudFormation sEIEF,
HEBITARE=BTESE :
1. &

EERBBITAY , BHNAEZEMMER CloudFormation CLlI, ZERE) Hook WERERENVER
X , 55/ CloudFormation CLI initéy S I35 EME R T Hook, MEHMEN , FSHEEE BT
AWS CloudFormation & BE %,

2. 183

FREN, ARNRILNIMERELR  FERIR,. HEMEREEM.

CloudFormation CLI 2 ¥ EZ4E Hook FHAMNZAREENKNE, LB CWBENIEE
EBEREEN , U4 Hook AAHEEHEELED BN S ERRBENE L. MEFMER ,
FS B BET AWS CloudFormation &) B5E 8,
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3. &Eff

HEEMAR

ARXENAHMUEMALBRLEE=ZSFLEM, [ submitRFEEMEN DR,
MEFHMES , FS

B M BT % AWS CloudFormations

u ﬂh

T OMEFE B EE R Y 2) B A B -
a. Bff - AMSRMEZEE,

b. E - EREMBERAHERE , FRED,
(@ Note
30 &AM BT

THEEG I EEEA Python F Java FE. EMABRMHBET IR,

£ |

- BA8 BET AWS CloudFormation % Bh Y 55 S RAR A
« BE BF] AWS CloudFormation A B=HR

« B3 BET AWS CloudFormation ) BifE 5!

- [ EMBEFTA% AWS CloudFormation

- & PRAEBFTAR AWS IRF

- BEFBFIAH

« ## CloudFormation Z & EBUEEEM BT A2

. NEABMAR

« AWS CloudFormation AZKZEBERELSE

B2 B3] AWS CloudFormation 4 Bh Y 56 R IG 4
A LAE A Java = Python FE BT A%, LT 263 BT 2 BM TRGH

Java FoiRAGH

* Apache Maven

« JDK 17
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(@ Note
MREITE R CloudFormation 55 %I 5 HE (CLI) Bk & Java BY Hooks BR , Bt SBERHE
Python 3.8 SRE x4, CloudFormation CLI B Java #A 51230 AT LUEIB pip(Python BWE
HEEE ) RE , ZBEXFEA Python FFH,

£ E A Java Hooks EREE Hook BEES , B LT & Java Hook IREE =\ & HI1E =,

Python 5&R1E 4
+ Python 3.8 WRZ%FE HTRA

EHEAR Python Hooks EREE Hook REER , LA T & Python Hook REE XS HIER,

FER A RAVETH

BT CloudFormation Create, Update#l Deleteif&Fr 2o , BAEAEEFIT 5 AWS
CloudFormation 1, FHUELRERBBE IAM A€ CloudFormation IR REE,

* register-type
* list-types

* deregister-type

» set-type-configuration

% 7E Hooks HIBIZEIRIE

EERBAY | SHEZBE CloudFormation #7248 | BAK Python = Java,

ZE L% CloudFormation CLI M EEBE I SN E -

1. M Python EHEEE pip , £ CloudFormation CLlI,

pip3 install cloudformation-cli

2. % CloudFormation CLI # Python = Java ZM B E
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https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deregister-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
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Python
pip3 install cloudformation-cli-python-plugin
Java

pip3 install cloudformation-cli-java-plugin

£ EF#K CloudFormation CLI MBS, |, & LAE A AR IE,

Python
pip3 install --upgrade cloudformation-cli cloudformation-cli-python-plugin
Java

pip3 install --upgrade cloudformation-cli cloudformation-cli-java-plugin

FhE B 5T AWS CloudFormation &) 252

B B5] Hooks ERMNE—SERBER, B LUEH CloudFormation CLI init@ S REE BET
Hooks &2,

init ST ERBBE  SIEEREER , 2 Hooks EBHAER. CRALEREREREAER
AREARNBENER. NFFEET , FBREBELEE,

ZERNE) Hook B2 :

1. BUERNEB &%,

mkdir ~/mycompany-testing-mytesthook

2. BEEHEHK,

cd ~/mycompany-testing-mytesthook

3. f£H CloudFormation CLI initis S RABIEZE,
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cfn init

wREEETYEE

Initializing new project

4. init BT ERBEE , S|ELRREER, HBEIERE , A h LUEE Hooks BEXE,

Do you want to develop a new resource(r) a module(m) or a hook(h)?

5. WAQREENER,

What's the name of your hook type?
(Organization::Service: :Hook)

MyCompany::Testing: :MyTestHook

6. WRZR tixz BEESAEHER , ARgERBAEES., NRELEZFEESAHER , B LLE
EFE% VEES o ﬁ jﬁl&%ﬂ’]nnnﬂ’]%{?‘lﬁgo

Select a language for code generation:
[1] java

[2] python38

[3] python39

(enter an integer):

7. RIBFMEBNRBRFSREHEK,
Python

(EF) ST & E|BIA F251E1ZF Docker, HEMA Docker WIEHE |, HRFIBREFRER
THE,

Use docker for platform-independent packaging (Y/n)?
This is highly recommended unless you are experienced with cross-platform Python
packaging.
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Java

RE Java EHEE , ARIRE codegen HE, BUUEAERENAER  BEYFNEHS
.

Enter a package name (empty for default 'com.mycompany.testing.mytesthook'):

Choose codegen model - 1 (default) or 2 (guided-aws):

BR CERYRBER , YELERBIRMENER. UTRBEMK Python 3.8 B Hooks B B #%
A REH,

mycompany-testing-mytesthook. json
rpdk.log
README . md
requirements. txt
hook-role.yaml
template.yml
docs
README . md
src
_init__.py
handlers.py
models. py
target_models
aws_s3_bucket.py

@ Note
src BHEPHERSRBENESBERL, EENERPELEANGHENES., BEH
17 generatem S RFEEEERXNNHTREEXTERmodels.py , REER , flln , %
HENSRPEBERN.
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#3 BF] AWS CloudFormation &) Ehf& 8y

#3 BE] AWS CloudFormation ARMNEREER Y ERZAE., EBEMEREBENEBER, &
A cfn init@SEI BET Hook BXREF | Hook B REHIEREI A JSON BRANLEZREE

hook-name . json,

EERARTNEERFESEEUAAQENERY, ANEEEXRESLENTHTEITEE.
W, CREATEREN B EBESFEApreCreate BEE R, & Hook HEZMBRBEHITHTENER |
FERBEERNPEANENBSUA . A¥EERUAQRNENT, BALUSERE , fln AWS
CloudFormation 2B &R, A EERFEFTER. Hooks X EEREEM Hook B,

RBHRESAHENTT. REANZTELASEAIREEENIEEF . CloudFormation B
BFEEREEERR TREERIER FTHTERMEFAIZEERERBHBR. HEERE (N4
&) FEHTHEE , RRHFEEE , BFIEHTIEL Hook EEMNEHK. CloudFormation EAIE
LLFR R N EEAMERAERENTT, ELFITESEELIN. FUHERBNAERIELRF I RFH
AWS &R,

BALEATIEBREAEREAETRAMNER. ERARGEBERAEELEEFNEEEN, W
M&ET;{’E'%EJEEE%T , B¢ Hook EBHENEEEXEBRPBRE., NEFBHENFHE
Eﬂ,nﬁ/ﬁ%ﬂzﬁiﬂi m:l/ o

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation”,
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
1,
"minQueues": {
"description":"Minimum number of compliant queues",
"type":

string"

1,

"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",
"default":"AES256",

"type":"string"
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}I

"required":[

1,

"additionalProperties":false
I
"handlers":{
"preCreate": {
"targetNames":[
"AWS::S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preUpdate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preDelete": {

"targetNames":[

"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sgs:ListQueues",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl"

iy

"additionalProperties":false
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&

- 5/ Java 31 B5T AWS CloudFormation %) Bify1EH

 f£f Python B3 BE] AWS CloudFormation %) B #y 18 #

£ A Java 3 B5] AWS CloudFormation 4 Bipy&E &

3 HF] AWS CloudFormation ARMWERFTEZYERAHN,. EEUREBENEEHER, ~4%2
EnE L 5| BARMERA Java B HFTAREKE,

SR MTEERMERMGE

LA Java BEEH Hooks ERMKEE Maven pom. xmlHERMAMKMYE, BEUTER , ¥YERARAER
IBERTFRIR B %M pom. xml BR,

A RE R (pom.xml)

<?xml version="1.0" encoding="UTF-8"7?>
<project
xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/
maven-v4_0_0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.mycompany.testing.mytesthook</groupId>
<artifactId>mycompany-testing-mytesthook-handler</artifactId>
<name>mycompany-testing-mytesthook-handler</name>
<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<aws.java.sdk.version>2.16.1</aws.java.sdk.version>
<checkstyle.version>8.36.2</checkstyle.version>
<commons-io.version>2.8.0</commons-io.version>
<jackson.version>2.11.3</jackson.version>
<maven-checkstyle-plugin.version>3.1.1</maven-checkstyle-plugin.version>
<mockito.version>3.6.0</mockito.version>
<spotbugs.version>4.1.4</spotbugs.version>
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<spotless.version>2.5.0</spotless.version>
<maven-javadoc-plugin.version>3.2.0</maven-javadoc-plugin.version>
<maven-source-plugin.version>3.2.1</maven-source-plugin.version>
<cfn.generate.args/>

</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.16.1</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-rpdk-java-plugin -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-rpdk-java-plugin</artifactId>
<version>[2.0.0,3.0.0)</version>

</dependency>

<!-- AWS Java SDK v2 Dependencies -->

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sdk-core</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudformation</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>utils</artifactId>

</dependency>
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<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>

</dependency>

<!l-- Test dependency for Java Providers -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>cloudformation-cli-java-plugin-testing-support</artifactId>
<version>1.0.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-s3 -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.12.85</version>
</dependency>

<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${commons-io.version}</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 -->
<dependency>
<groupIld>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.9</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-collections4

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-collections4</artifactId>
<version>4.4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.guava/guava -->

<dependency>
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<groupId>com.google.guava</groupId>
<artifactId>gquava</artifactId>
<version>29.0-jre</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-

cloudformation -->

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-cloudformation</artifactId>
<version>1.11.555</version>
<scope>test</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/commons-codec/commons-codec -->
<dependency>
<groupId>commons-codec</groupld>
<artifactId>commons-codec</artifactId>
<version>1.l4</version>

</dependency>

<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-resource-schema -->

<dependency>

<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-resource-schema</artifactId>
<version>[2.0.5, 3.0.0)</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/

jackson-databind -->

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>${jackson.version}</version>

</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/
jackson-dataformat-cbor -->

<dependency>

<groupId>com.fasterxml.jackson.dataformat</groupId>
<artifactId>jackson-dataformat-cbor</artifactId>
<version>${jackson.version}</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.datatype</groupId>
<artifactId>jackson-datatype-jsr310</artifactId>
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<version>${jackson.version}</version>
</dependency>

<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.module/jackson-

modules-java8 -->

<dependency>
<groupId>com.fasterxml.jackson.module</groupId>
<artifactId>jackson-modules-java8</artifactId>
<version>${jackson.version}</version>
<type>pom</type>
<scope>runtime</scope>

</dependency>

<l-- https://mvnrepository.com/artifact/org.json/json -->
<dependency>
<groupIld>org.json</groupId>
<artifactId>json</artifactId>
<version>20180813</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-core -->
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-core</artifactId>
<version>1.11.1034</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-core -->
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-lambda-java-core</artifactId>
<version>1.2.0</version>
</dependency>
<l-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-log4j2 --

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-lambda-java-log4j2</artifactId>
<version>1.2.0</version>

</dependency>

<l-- https://mvnrepository.com/artifact/com.google.code.gson/gson -->
<dependency>
<groupId>com.google.code.gson</groupId>
<artifactId>gson</artifactId>
<version>2.8.8</version>
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impl -->

</dependency>

<l-- https://mvnrepository.com/artifact/org.projectlombok/lombok -->
<dependency>
<groupld>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<version>1.18.4</version>
<scope>provided</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-api</artifactId>
<version>2.17.1</version>
</dependency>
<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core --

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.17.1</version>

</dependency>

<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-slfsaj-

<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j-impl</artifactId>
<version>2.17.1</version>

</dependency>

<l-- https://mvnrepository.com/artifact/org.assertj/assertj-core -->

<dependency>

<groupld>org.assertj</groupld>
<artifactId>assertj-core</artifactId>
<version>3.12.2</version>
<scope>test</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->

<dependency>
<groupId>org.junit.jupiter</groupIld>
<artifactId>junit-jupiter</artifactId>
<version>5.5.0-M1</version>
<scope>test</scope>
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</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-core</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-junit-jupiter -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-junit-jupiter</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.1</version>
<configuration>
<compilerArgs>
<arg>-Xlint:all, -options, -processing</arg>
</compilerArgs>
</configuration>
</plugin>
<plugin>
<groupId>org.apache.maven.plugins</groupId>
<artifactId>maven-shade-plugin</artifactId>
<version>2.3</version>
<configuration>
<createDependencyReducedPom>false</createDependencyReducedPom>
<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<exclude>**/Log4j2Plugins.dat</exclude>
</excludes>
</filter>
</filters>
</configuration>
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<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupId>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactId>
<version>1.6.0</version>
<executions>
<execution>
<id>generate</id>
<phase>generate-sources</phase>
<goals>
<goal>exec</goal>
</goals>
<configuration>
<executable>cfn</executable>
<commandlineArgs>generate ${cfn.generate.argsl}</
commandlineArgs>
<workingDirectory>${project.basedir}</workingDirectory>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupId>org.codehaus.mojo</groupIld>
<artifactId>build-helper-maven-plugin</artifactId>
<version>3.0.0</version>
<executions>
<execution>
<id>add-source</id>
<phase>generate-sources</phase>
<goals>
<goal>add-source</goal>
</goals>
<configuration>
<sources>
<source>${project.basedir}/target/generated-sources/
rpdk</source>
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</sources>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.apache.maven.plugins</groupId>
<artifactId>maven-resources-plugin</artifactId>
<version>2.4</version>
</plugin>
<plugin>
<artifactId>maven-surefire-plugin</artifactId>
<version>3.0.0-M3</version>
</plugin>
<plugin>
<groupld>org.jacoco</groupId>
<artifactId>jacoco-maven-plugin</artifactId>
<version>0.8.4</version>
<configuration>
<excludes>
<exclude>**/BaseHookConfiguration*</exclude>
<exclude>**/BaseHookHandler*</exclude>
<exclude>**/HookHandlerWrapper*</exclude>
<exclude>**/ResourceModel*</exclude>
<exclude>**/TypeConfigurationModel*</exclude>
<exclude>**/model/**/*</exclude>
</excludes>
</configuration>
<executions>
<execution>
<goals>
<goal>prepare-agent</goal>
</goals>
</execution>
<execution>
<id>report</id>
<phase>test</phase>
<goals>
<goal>report</goal>
</goals>
</execution>
<execution>
<id>jacoco-check</id>
<goals>
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<goal>check</goal>
</goals>
<configuration>
<rules>
<rule>
<element>PACKAGE</element>
<limits>
<limit>
<counter>BRANCH</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
<limit>
<counter>INSTRUCTION</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
</limits>
</rule>
</rules>
</configuration>
</execution>
</executions>
</plugin>
</plugins>
<resources>
<resource>
<directory>${project.basedir}</directory>
<includes>
<include>mycompany-testing-mytesthook.json</include>
</includes>
</resource>
<resource>

<directory>${project.basedir}/target/loaded-target-schemas</directory>

<includes>
<include>**/* json</include>
</includes>
</resource>
</resources>
</build>
</project>

BER

70



AWS CloudFormation Hooks & 5R

FR2 EEQANEREH

E4 M Hook EREMH, CloudFormation CLI @BV ZFHEEENRE , HEEZFHZ4L MBS
H4FE Hook Ej4E , 7 Hook RIEFIER .

cfn generate
mEEEE TG

Generated files for MyCompany::Testing::MyTestHook

(@ Note

BREH Lambda #11TE B Rup-to-date , AR FEACEARAE, WFEFHMEA
FERERMNIER Lambda #ITE™E,

T
s
&0
i

FER3 MEANEEERX

BEBECH Hook REEXNHTREEBABIEELEEEENEEER, i, EUUFETIERN
ETTRE 8

logger.log("Internal testing Hook triggered for target: " +
request.getHookContext().getTargetName());

CloudFormation CLI 8 E4#EE Java ¥1# (Java POJO), T2 ELEMNEH &8
fBIAWS : :S3: :Bucketo

Example AwsS3BucketTargetModel.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import...

@Data

@NoArgsConstructor
@EqualsAndHashCode(callSuper = true)
@ToString(callSuper = true)
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@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class AwsS3BucketTargetModel extends ResourceHookTargetModel<AwsS3Bucket> {

@JsonIgnore
private static final TypeReference<AwsS3Bucket> TARGET_REFERENCE =
new TypeReference<AwsS3Bucket>() {3};

@JsonIgnore
private static final TypeReference<AwsS3BucketTargetModel> MODEL_REFERENCE =
new TypeReference<AwsS3BucketTargetModel>() {3};

@JsonIgnore
public static final String TARGET_TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public TypeReference<AwsS3Bucket> getHookTargetTypeReference() {
return TARGET_REFERENCE;

@JsonIgnore
public TypeReference<AwsS3BucketTargetModel> getTargetModelTypeReference() {
return MODEL_REFERENCE;

Example AwsS3Bucket.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data

@Builder

@AllArgsConstructor

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)

public class AwsS3Bucket extends ResourceHookTarget {
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@JsonIgnore
public static final String TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public static final String IDENTIFIER_KEY_ID = "/properties/Id";

@JsonProperty("InventoryConfigurations")
private List<InventoryConfiguration> inventoryConfigurations;

@JsonProperty("WebsiteConfiguration")
private WebsiteConfiguration websiteConfiguration;

@JsonProperty("DualStackDomainName")
private String dualStackDomainName;

@JsonProperty("AccessControl")
private String accessControl;

@JsonProperty("AnalyticsConfigurations")
private List<AnalyticsConfiguration> analyticsConfigurations;

@JsonProperty("AccelerateConfiguration")
private AccelerateConfiguration accelerateConfiguration;

@JsonProperty("PublicAccessBlockConfiguration")

private PublicAccessBlockConfiguration publicAccessBlockConfiguration;

@JsonProperty("BucketName")
private String bucketName;

@JsonProperty("RegionalDomainName")
private String regionalDomainName;

@JsonProperty("OwnershipControls")
private OwnershipControls ownershipControls;

@JsonProperty("ObjectLockConfiguration")
private ObjectLockConfiguration objectLockConfiguration;

@JsonProperty("ObjectLockEnabled")
private Boolean objectLockEnabled;

@JsonProperty('"LoggingConfiguration™)
private LoggingConfiguration loggingConfiguration;
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@JsonProperty("ReplicationConfiguration")
private ReplicationConfiguration replicationConfiguration;

@JsonProperty("Tags")
private List<Tag> tags;

@JsonProperty("DomainName")
private String domainName;

@JsonProperty("BucketEncryption")
private BucketEncryption bucketEncryption;

@JsonProperty("WebsiteURL")
private String websiteURL;

@JsonProperty("NotificationConfiguration")
private NotificationConfiguration notificationConfiguration;

@JsonProperty("LifecycleConfiguration")
private LifecycleConfiguration lifecycleConfiguration;

@JsonProperty("VersioningConfiguration")
private VersioningConfiguration versioningConfiguration;

@JsonProperty("MetricsConfigurations")
private List<MetricsConfiguration> metricsConfigurations;

@JsonProperty("IntelligentTieringConfigurations")
private List<IntelligentTieringConfiguration> intelligentTieringConfigurations;

@JsonProperty("CorsConfiguration")
private CorsConfiguration corsConfiguration;

@JsonProperty("Id")
private String id;

@JsonProperty("Arn")
private String arn;

@JsonIgnore

public JSONObject getPrimaryIdentifier() {
final JSONObject identifier = new JSONObject();
if (this.getId() != null) {
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identifier.put(IDENTIFIER_KEY_ID, this.getId());

}
// only return the identifier if it can be used, i.e. if all components are
present
return identifier.length() == 1 ? identifier : null;
}
@JsonIgnore

public List<JSONObject> getAdditionalldentifiers() {
final List<JSONObject> identifiers = new ArraylList<JSONObject>();
// only return the identifiers if any can be used
return identifiers.isEmpty() ? null : identifiers;

Example BucketEncryption.java

package software.amazon.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class BucketEncryption {
@JsonProperty("ServerSideEncryptionConfiguration")
private List<ServerSideEncryptionRule> serverSideEncryptionConfiguration;

Example ServerSideEncryptionRule.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
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@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionRule {
@JsonProperty("BucketKeyEnabled")
private Boolean bucketKeyEnabled;

@JsonProperty("ServerSideEncryptionByDefault")
private ServerSideEncryptionByDefault serverSideEncryptionByDefault;

Example ServerSideEncryptionByDefault.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import ...

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionByDefault {
@JsonProperty("SSEAlgorithm")
private String sSEAlgorithm;

@JsonProperty("KMSMasterKeyID")
private String kMSMasterKeyID;

E4 POJOs# , BHRETMUREEREE Hook EENEEEN. ELHEHd  FEEEEERN
preCreatefl preUpdate FEAYEE,

SBR4 . BEEIHEEER
3]
- {miE API E w2 B8
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fmis API BRI 88
EEHHEXEXE
EREFTREERN

B {EpreCreate RE ¥
fmiGpreCreate REE R
E #HipreCreatefl&
EEpreUpdate REE =

fmi&preUpdate RE & =

E #FpreUpdate’flER

E1EpreDelete BEE R
fmiGpreDelete REE R
E#HipreDelete REE R

mi% API I Fimi2 B 25

1.

£I88 IDE # |, BIRClientBuilder. javafii® src/main/java/com/mycompany/

testing/mytesthook BRI RHER,
FATHREXNBEAClientBuilder. javalE RN B ER R,

Example ClientBuilder.java

package com.awscommunity.kms.encryptionsettings;

import software.amazon.awssdk.services.ec2.Ec2Client;
import software.amazon.cloudformation.HookLambdaWrapper;

/**

* Describes static HTTP clients (to consume less memory) for API calls that

* this hook makes to a number of AWS services.

*/

public final class ClientBuilder {

private ClientBuilder() {

}

/**

* Create an HTTP client for Amazon EC2.
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*

* @return Ec2Client An {e@link Ec2Client} object.
*/
public static Ec2Client getEc2Client() {
return
Ec2Client.builder().httpClient(HookLambdaWrapper .HTTP_CLIENT).build();
}

fmiS API BRI 38

1. TE&H IDE A, FRTranslator. javafu® src/main/java/com/mycompany/testing/
mytesthook BRI RHER,

2. FRATHEXBENATranslator. java@ RN EERS,

Example Translator.java

package com.mycompany.testing.mytesthook;

import software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsRequest;

import software.amazon.awssdk.services.sqs.model.ListQueuesRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

/**
* This class is a centralized placeholder for
* - api request construction
* - object translation to/from aws sdk
*/

public class Translator {

static ListBucketsRequest translateTolListBucketsRequest(final HookTargetModel
targetModel) {
return ListBucketsRequest.builder().build();

static ListQueuesRequest translateTolListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();
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static ListBucketsRequest createlListBucketsRequest() {
return ListBucketsRequest.builder().build();

static ListQueuesRequest createlListQueuesRequest() {
return createlistQueuesRequest(null);

static ListQueuesRequest createlListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static GetBucketEncryptionRequest createGetBucketEncryptionRequest(final String
bucket) {
return GetBucketEncryptionRequest.builder().bucket(bucket).build();

BEHPENEALS

1. 1E/8&#9 IDE #F , BiRkAbstractTestBase. javafi® src/main/java/com/mycompany/
testing/mytesthook ERRHER,

2. FEATHREXBEKAbstractTestBase. javalE RN EERE,

Example Translator.java

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.google.common.collect.ImmutableMap;
org.mockito.Mockito;

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

auth.credentials.AwsCredentialsProvider;
auth.credentials.AwsSessionCredentials;
auth.credentials.StaticCredentialsProvider;
awscore.AwsRequest;
awscore.AwsRequestOverrideConfiguration;
awscore.AwsResponse;

core.SdkClient;
core.pagination.sync.SdkIterable;

cloudformation.proxy.AmazonWebServicesClientProxy;
cloudformation.proxy.Credentials;
cloudformation.proxy.LoggerProxy;
cloudformation.proxy.OperationStatus;
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import software.amazon.cloudformation.proxy.ProgressEvent;
import software.amazon.cloudformation.proxy.ProxyClient;
import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import javax.annotation.Nonnull;

import java.time.Duration;

import java.util.concurrent.CompletableFuture;
import java.util.function.Function;

import java.util.function.Supplier;

import static org.assertj.core.api.Assertions.assertThat;

@lombok.Getter
public class AbstractTestBase {
protected final AwsSessionCredentials awsSessionCredential;
protected final AwsCredentialsProvider v2CredentialsProvider;
protected final AwsRequestOverrideConfiguration configuration;
protected final LoggerProxy loggerProxy;
protected final Supplier<Long> awsLambdaRuntime = () ->
Duration.ofMinutes(15).toMillis();
protected final AmazonWebServicesClientProxy proxy;
protected final Credentials mockCredentials =
new Credentials("mockAccessId", "mockSecretKey", "mockSessionToken");

@lombok.Setter
private SdkClient serviceClient;

protected AbstractTestBase() {
loggerProxy = Mockito.mock(LoggerProxy.class);
awsSessionCredential =
AwsSessionCredentials.create(mockCredentials.getAccessKeyId(),
mockCredentials.getSecretAccessKey(),
mockCredentials.getSessionToken());
v2CredentialsProvider =
StaticCredentialsProvider.create(awsSessionCredential);
configuration = AwsRequestOverrideConfiguration.builder()
.credentialsProvider(v2CredentialsProvider)
.build();
proxy = new AmazonWebServicesClientProxy(
loggerProxy,
mockCredentials,
awsLambdaRuntime
) {

@Override
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public <ClientT> ProxyClient<ClientT> newProxy(@Nonnull
Supplier<ClientT> client) {
return new ProxyClient<ClientT>() {
@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse>
ResponseT injectCredentialsAndInvokeV2(RequestT request,
Function<RequestT,
ResponseT> requestFunction) {
return proxy.injectCredentialsAndInvokeV2(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse> CompletableFuture<ResponseT>
injectCredentialsAndInvokeV2Async(RequestT request,
Function<RequestT, CompletableFuture<ResponseT>> requestFunction) {
return proxy.injectCredentialsAndInvokeV2Async(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse, IterableT extends SdkIterable<ResponseT>>
IterableT
injectCredentialsAndInvokeIterableV2(RequestT request,
Function<RequestT, IterableT> requestFunction) {
return proxy.injectCredentialsAndInvokeIterableV2(request,
requestFunction);

@SuppressWarnings("unchecked")
@Override
public ClientT client() {

return (ClientT) serviceClient;

};

};
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protected void assertResponse(final ProgressEvent<HookTargetModel,

CallbackContext> response, final OperationStatus expectedStatus, final String

expectedMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedMsg);

protected HookTargetModel createHookTargetModel(final Object
resourceProperties) {
return HookTargetModel.of(ImmutableMap.of("ResourceProperties"”,
resourceProperties));

}

protected HookTargetModel createHookTargetModel(final Object
resourceProperties, final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

BFEREEEN

1. 1Ef8&#9 IDE & , BiRkBaseHookHandlerStd. javafif src/main/java/com/mycompany/
testing/mytesthook ERRHER,

2. FEATHREXBEABaseHookHandlerStd. javalE RN EBER A,

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqsQueue;
import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.sqs.SqsClient;
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import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

public abstract class BaseHookHandlerStd extends BaseHookHandler<CallbackContext,
TypeConfigurationModel> {
public static final String HOOK_TYPE_NAME = "MyCompany::Testing::MyTestHook";

protected Logger logger;

@Override
public ProgressEvent<HookTargetModel, CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration

) {
this.logger = logger;
final String targetName = request.getHookContext().getTargetName();
final ProgressEvent<HookTargetModel, CallbackContext> result;
if (AwsS3Bucket.TYPE_NAME.equals(targetName)) {
result = handleS3BucketRequest(
proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createS3Client),
typeConfiguration
);
} else if (AwsSqsQueue.TYPE_NAME.equals(targetName)) {
result = handleSqgsQueueRequest(
proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),

proxy.newProxy(ClientBuilder::createSqsClient),
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typeConfiguration
);
} else {
throw new UnsupportedTargetException(targetName);
}
log(

String.format(
"Result for [%s] invocation for target [%s] returned status [%s]
with message [%s]",
request.getHookContext().getInvocationPoint(),
targetName,
result.getStatus(),
result.getMessage()

);

return result;

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected void log(final String message) {
if (logger !'= null) {
logger.log(message);
} else {
System.out.println(message);
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}

EfEpreCreate R EE R

preCreate BEEXNEEE AWS: :S3: :Bucketsl AWS: :SQS: :Queue ERH A ARETIHINZRELE .

o ¥ AWS::S3::Bucket ER , ABREETIIERS true R SEE :
« Amazon S3 FHEFITEMZEERE.

- ERVEEFETEM Amazon S3 EFEFE S8,

« Amazon S3 EEFENNFEE LERFMENEREE L,

« AWS Key Management Service £ ID 2

SN

aX  E o

« B AWS: :SQS: :Queue BIR , ARRABETIERA true REIE :
« AWS Key Management Service £ ID E:%E.

fmiEpreCreate EEE R

1. 1E48#9 IDE # , BiRiPreCreateHookHandler.javafi® src/main/java/software/
mycompany/testing/mytesthook ERKHER,

2. FRATHEXBEHMPreCreateHookHandler. javal@ RN EBRS,

package com.mycompany.testing.mytesthook;

import
import
import
import

com.mycompany.testing.mytesthook.model.

import

com.mycompany.testing.mytesthook.model.
com.mycompany.testing.mytesthook.
com.mycompany.testing.mytesthook.

import
import
import
import
import
import
import
import

com.mycompany.testing.mytesthook.
com.mycompany.testing.mytesthook.
com.mycompany.testing.mytesthook.

model.aws.s3.bucket.AwsS3Bucket;
model.aws.s3.bucket.AwsS3BucketTargetModel;
model.aws.s3.bucket.BucketEncryption;

aws.s3.bucket.ServerSideEncryptionByDefault;
aws.s3.bucket.ServerSideEncryptionRule;

model.aws.sqgs.queue.AwsSqsQueue;
model.aws.sqgs.queue.AwsSqsQueueTargetModel;

org.apache.commons.collections.CollectionUtils;
org.apache.commons.lang3.StringUtils;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;

software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
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import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.List;

public class PreCreateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucket = targetModel.getResourceProperties();
final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

return validateS3BucketEncryption(bucket, encryptionAlgorithm);

} else if ("AWS::SQS::Queue".equals(targetName)) {
final ResourceHookTargetModel<AwsSqsQueue> targetModel =
request.getHookContext().getTargetModel (AwsSqsQueueTargetModel.class);

final AwsSgsQueue queue = targetModel.getResourceProperties();
return validateSQSQueueEncryption(queue);
} else {

throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext> validateS3BucketEncryption(final
AwsS3Bucket bucket, final String requiredEncryptionAlgorithm) {
HookStatus resultStatus = null;
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String resultMessage = null;

if (bucket !'= null) {
final BucketEncryption bucketEncryption = bucket.getBucketEncryption();
if (bucketEncryption != null) {
final List<ServerSideEncryptionRule> serverSideEncryptionRules =
bucketEncryption.getServerSideEncryptionConfiguration();
if (CollectionUtils.isNotEmpty(serverSideEncryptionRules)) {
for (final ServerSideEncryptionRule rule :
serverSideEncryptionRules) {
final Boolean bucketKeyEnabled =
rule.getBucketKeyEnabled();
if (bucketKeyEnabled) {
final ServerSideEncryptionByDefault
serverSideEncryptionByDefault = rule.getServerSideEncryptionByDefault();

final String encryptionAlgorithm =
serverSideEncryptionByDefault.getSSEAlgorithm();

final String kmsKeyId =
serverSideEncryptionByDefault.getkKMSMasterKeyID(); // "KMSMasterKeyID" is name of
the property for an AWS::S3::Bucket;

if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm) && StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set
and SSE Encryption Algorithm is incorrect for bucket with name: " +
bucket.getBucketName();
} else if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm)) {
resultStatus = HookStatus.FAILED;
resultMessage = "SSE Encryption Algorithm is
incorrect for bucket with name: " + bucket.getBucketName();
} else if (StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set for bucket with

name: " + bucket.getBucketName();
} else {
resultStatus = HookStatus.SUCCESS;
resultMessage = "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket";
}
} else {

resultStatus = HookStatus.FAILED;
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resultMessage = "Bucket key not enabled for bucket with
name: " + bucket.getBucketName();

}

if (resultStatus == HookStatus.FAILED) {
break;

}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "No SSE Encryption configurations for bucket
with name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Bucket Encryption not enabled for bucket with
name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Resource properties for S3 Bucket target model are
empty";

return HookProgressEvent.<CallbackContext>builder()
.status(resultStatus)
.message(resultMessage)
.errorCode(resultStatus == HookStatus.FAILED ?
HandlerErrorCode.ResourceConflict : null)
.build();

private HookProgressEvent<CallbackContext> validateSQSQueueEncryption(final
AwsSqsQueue queue) {
if (queue == null) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Resource properties for SQS Queue target model are
empty")
.errorCode(HandlerErrorCode.ResourceConflict)
.build();
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final String kmsKeyId = queue.getKmsMasterKeyId(); // "KmsMasterKeyId" is
name of the property for an AWS::SQS::Queue
if (StringUtils.isBlank(kmsKeyId)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Server side encryption turned off for queue with
name: " + queue.getQueueName())
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreCreateHookHandler for target:
AWS: :SQS: :Queue")
.build();

E#fipreCreatefllE

1. 7TEIDE # , BARkPreCreateHandlerTest.javafii src/test/java/software/
mycompany/testing/mytesthook B KRWER,

2. FRATHEXBEHAPreCreateHandlerTest. javal@ RN EB/RS,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSgsQueue;

import org.junit.jupiter.api.BeforeEach;

import org.junit.jupiter.api.Test;

import org.junit.jupiter.api.extension.ExtendWith;

import org.mockito.Mock;

import org.mockito.junit.jupiter.MockitoExtension;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
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import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.LlLogger;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import java.util.Collections;
import java.util.Map;

import static org.assertj.core.api.Assertions.assertThat;
import static org.assertj.core.api.Assertions.assertThatExceptionOfType;
import static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreCreateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();
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final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsS3BucketFail_bucketKeyNotEnabled() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket('"amzn-s3-demo-bucket", false,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
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assertResponse(response, HookStatus.FAILED, "Bucket key not enabled for
bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_incorrectSSEEncryptionAlgorithm() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
""SHA512", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "SSE Encryption Algorithm is
incorrect for bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_kmsKeyIdNotSet() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", null);

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "KMS Key ID not set for bucket
with name: amzn-s3-demo-bucket");
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}

@Test
public void handleRequest_awsSqsQueueFail_serverSideEncryptionOff() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", null);

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :5SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Server side encryption turned
off for queue with name: MyQueue");

}

@Test
public void handleRequest_unsupportedTarget() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final Map<String, Object> unsupportedTarget =
ImmutableMap.of("ResourceName", "MyUnsupportedTarget");

final HookTargetModel targetModel =
createHookTargetModel(unsupportedTarget);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)
.isThrownBy(() -> handler.handleRequest(proxy, request, null,
logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
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.satisfies(e ->
assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));
}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties)

return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

@SuppressWarnings("SameParameterValue")
private AwsSqsQueue buildSgsQueue(final String queueName, final String
kmsKeyId) {
return AwsSqsQueue.builder()
.queueName(queueName)
.kmsMasterKeyId(kmsKeyId) // "KmsMasterKeyId" is name of the
property for an AWS::SQS::Queue
.build();

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final Boolean bucketKeyEnabled,
final String sseAlgorithm,
final String kmsKeyId
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.builder()
.serverSideEncryptionConfiguration(
Collections.singletonList(
ServerSideEncryptionRule.buildexr ()
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.bucketKeyEnabled(bucketKeyEnabled)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.builder()
.sSEAlgorithm(sseAlgorithm)
.kMSMasterKeyID(kmsKeyId) //
"KMSMasterKeyID" is name of the property for an AWS::S3::Bucket

.build()

).build()

)
).build()
).build();

E{EpreUpdate ZEE

EfEpreUpdate REBEN , E@HEREERAPFEIEEEENEFRIEZTAE, preUpdate BE
EXEEHNTHIER :

o ¥4 AWS: :S3: :Bucket BIR , ABRBETIIERA true BRI EHIE :
« Amazon S3 EETEBNFEFEIFBNZEE L RIEH,

fmiSpreUpdate BB E R

1. 1E48#9 IDE # , BIRiPreUpdateHookHandler. javafi® src/main/java/software/
mycompany/testing/mytesthook BRI KRWER,

2. FRATHEXBEMKPreUpdateHookHandler. javal@ RN EERS,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import org.apache.commons.lang3.StringUtils;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;

import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.hook.HookStatus;
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import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.list;

public class PreUpdateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucketProperties =
targetModel.getResourceProperties();

final AwsS3Bucket previousBucketProperties =
targetModel.getPreviousResourceProperties();

return validateBucketEncryptionRulesNotUpdated(bucketProperties,
previousBucketProperties);
} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext>
validateBucketEncryptionRulesNotUpdated(final AwsS3Bucket resourceProperties,
final AwsS3Bucket previousResourceProperties) {
final List<ServerSideEncryptionRule> bucketEncryptionConfigs =
resourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
final List<ServerSideEncryptionRule> previousBucketEncryptionConfigs =
previousResourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
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if (bucketEncryptionConfigs.size() !=
previousBucketEncryptionConfigs.size()) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Current number of bucket encryption configs does not
match previous. Current has %d configs while previously there were %d configs",
bucketEncryptionConfigs.size(),
previousBucketEncryptionConfigs.size()
)
) .build();

for (int 1 = @; i < bucketEncryptionConfigs.size(); ++i) {
final String currentEncryptionAlgorithm =
bucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm();
final String previousEncryptionAlgorithm =
previousBucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm(

if (!StringUtils.equals(currentEncryptionAlgorithm,
previousEncryptionAlgorithm)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to '%s' from '%s'.",
currentEncryptionAlgorithm,
previousEncryptionAlgorithm

)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue™)
.build();
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}

F#ipreUpdatefllz

1. 7E£IDE & , BIRX src/main/java/com/mycompany/testing/mytesthook BRI K HH
PreUpdateHandlerTest.java &%,

2. FEATHREXBEAPreUpdateHandlerTest. javal@ ENEBERNS.

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
org.junit.jupiter.api.BeforeEach;

org.junit.jupiter.api.Test;
org.junit.jupiter.api.extension.ExtendWith;
org.mockito.Mock;
org.mockito.junit.jupiter.MockitoExtension;

import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

java.util.Arrays;
java.util.stream.Stream;

exceptions.UnsupportedTargetException;
proxy.AmazonWebServicesClientProxy;
proxy.HandlerErrorCode;

proxy.Logger;

proxy.hook.HookContext;
proxy.hook.HookHandlerRequest;
proxy.hook.HookProgressEvent;
proxy.hook.HookStatus;
proxy.hook.targetmodel.HookTargetModel;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreUpdateHookHandlerTest {
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@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule serverSideEncryptionRule =
buildServerSideEncryptionRule("AES256");

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRule);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRule);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreUpdateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFail_bucketEncryptionConfigsDontMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule[] serverSideEncryptionRules =
Stream.of ("AES256", "SHA512", "AES32")
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.map(this::buildServerSideEncryptionRule)
.toArray(ServerSideEncryptionRule[]: :new);

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRules[0]);
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRules);
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Current number of bucket
encryption configs does not match previous. Current has 1 configs while previously
there were 3 configs");

}

@Test
public void
handleRequest_awsS3BucketFail_bucketEncryptionAlgorithmDoesNotMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", buildServerSideEncryptionRule("SHA512"));
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", buildServerSideEncryptionRule("AES256"));
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
Lbuild();

BER 100



AWS CloudFormation Hooks & 5R

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.FAILED, String.format("Bucket
Encryption algorithm can not be changed once set. The encryption algorithm was
changed to '%s' from '%s'.", "SHA512", "AES256"));
}

@Test
public void handleRequest_unsupportedTarget() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final Object resourceProperties = ImmutableMap.of("FileSizelLimit", 256);

final Object previousResourceProperties = ImmutableMap.of("FileSizelLimit",
512);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(0Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);
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private HookTargetModel createHookTargetModel(final Object resourceProperties,

final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final ServerSideEncryptionRule ...serverSideEncryptionRules
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.builder()
.serverSideEncryptionConfiguration(
Arrays.aslList(serverSideEncryptionRules)
).build()
).build();

private ServerSideEncryptionRule buildServerSideEncryptionRule(final String
encryptionAlgorithm) {
return ServerSideEncryptionRule.builder()
.bucketKeyEnabled(true)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.builder()

.sSEAlgorithm(encryptionAlgorithm)
.build()

).build();

EfEpreDelete REE R
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1. 7£ IDE & , BARX src/main/java/com/mycompany/testing/mytesthook BRI H i
PreDeleteHookHandler.java X,

2. FRATHEXBEHAPreDeleteHookHandler. javal@ RN EERS,

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import

com.google.common.annotations.VisibleForTesting;
com.mycompany.testing.
com.mycompany.testing.
com.mycompany.testing.
com.mycompany.testing.
org.apache.commons.lang3.StringUtils;

org.apache.commons.lang3.math.NumberUtils;
software.amazon.awssdk.services.cloudformation.CloudFormationClient;

mytesthook.
mytesthook.
mytesthook.
mytesthook.

model.aws.
model. aws.
model.aws.
model. aws.

s3.bucket.AwsS3Bucket;
s3.bucket.AwsS3BucketTargetModel;
sqs.queue.AwsSqsQueue;
sgs.queue.AwsSqsQueueTargetModel;

software.amazon.awssdk.services.cloudformation.model.CloudFormationException;

import

software.amazon.awssdk.services.cloudformation.model.DescribeStackResourceRequest;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

software.
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software.
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amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

services.
services.
services.

services

services.
services.
services.
services.
services.

services

cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

.sQs

sgs

sqgs.
.sgs.

model.
model.
model.

model.
model

exceptions.
proxy.Amazo
proxy.Handl
proxy.Opera
proxy.Progr
proxy.Proxy
proxy.hook.

s3.S3Client;
s3.model.Bucket;
s3.model.S3Exception;
.SqsCli
sgs.
sgs.
sgs.
.model.

ent;
GetQueueAttributesRequest;
GetQueueUrlRequest;
ListQueuesRequest;
ListQueuesResponse;
QueueAttributeName;

.SqsException;

CfnGeneralServiceException;
nWebServicesClientProxy;
erErrorCode;

tionStatus;

essEvent;

Client;

HookContext;
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import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.Arraylist;

import java.util.Collection;

import java.util.HashSet;

import java.util.List;

import java.util.Objects;

import java.util.stream.Collectors;

public class PreDeleteHookHandler extends BaseHookHandlerStd {

private ProxyClient<S3Client> s3Client;
private ProxyClient<SqgsClient> sqsClient;

@Override
protected ProgresskEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsS3Bucket.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::S3::Bucket'", targetName));

}
this.s3Client = proxyClient;

final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

final int minBuckets =
NumberUtils.toInt(typeConfiguration.getMinBuckets());

final ResourceHookTargetModel<AwsS3Bucket> targetModel =
hookContext.getTargetModel (AwsS3BucketTargetModel.class);
final List<String> buckets = listBuckets().stream()
.filter(b -> !StringUtils.equals(b,
targetModel.getResourceProperties().getBucketName()))
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.collect(Collectors.tolList());

final List<String> compliantBuckets = new ArraylList<>();
for (final String bucket : buckets) {
if (getBucketSSEAlgorithm(bucket).contains(encryptionAlgorithm)) {
compliantBuckets.add(bucket);

if (compliantBuckets.size() >= minBuckets) {
return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::S3::Bucket")
.build();

return ProgressEvent.<HookTargetModel, CallbackContext>buildexr()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
buckets.", minBuckets))
.build();

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsSgsQueue.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::SQS::Queue'", targetName));
}
this.sqsClient = proxyClient;
final int minQueues = NumberUtils.toInt(typeConfiguration.getMinQueues());
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final ResourceHookTargetModel<AwsSgsQueue> targetModel =
hookContext.getTargetModel (AwsSqsQueueTargetModel.class);

final String queueName =
Objects.toString(targetModel.getResourceProperties().get("QueueName"), null);

String targetQueueUrl = null;
if (queueName !'= null) {
try {
targetQueuelUrl = sqsClient.injectCredentialsAndInvokeV2(
GetQueueUrlRequest.builder().queueName(
queueName
) .build(),
sgsClient.client()::getQueuelrl
) .queueUrl();
} catch (SgsException e) {
log(String.format("Error while calling GetQueueUrl API for queue
name [%s]: %s", queueName, e.getMessage()));
}
} else {
log("Queue name is empty, attempting to get queue's physical ID");
try {
final ProxyClient<CloudFormationClient> cfnClient =
proxy.newProxy(ClientBuilder::createCloudFormationClient);
targetQueuelUrl = cfnClient.injectCredentialsAndInvokeV2(
DescribeStackResourceRequest.builder()
.stackName(hookContext.getTargetLogicalId())

.logicalResourceId(hookContext.getTargetlLogicalId())
.build(),
cfnClient.client()::describeStackResource
) .stackResourceDetail().physicalResourcelId();
} catch (CloudFormationException e) {
log(String.format("Error while calling DescribeStackResource API
for queue name: %s", e.getMessage()));

}

// Creating final variable for the filter lambda
final String finalTargetQueueUrl = targetQueueUrl;

final List<String> compliantQueues = new ArraylList<>();

String nextToken = null;
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do {
final ListQueuesRequest req =
Translator.createlListQueuesRequest(nextToken);
final ListQueuesResponse res =
sqsClient.injectCredentialsAndInvokeV2(req, sqgsClient.client()::listQueues);
final List<String> queueUrls = res.queueUrls().stream()
.filter(q -> !StringUtils.equals(q, finalTargetQueueUrl))
.collect(Collectors.tolList());

for (final String queueUrl : queueUrls) {
if (isQueueEncrypted(queueUrl)) {
compliantQueues.add(queuelrl);

if (compliantQueues.size() >= minQueues) {
return ProgressEvent.<HookTargetModel,
CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::SQS::Queue")
.build();
}

nextToken = res.nextToken();

}
} while (nextToken != null);

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted

queues.", minQueues))

.build();
}
private List<String> listBuckets() {
try {
return

s3Client.injectCredentialsAndInvokeV2(Translator.createListBucketsRequest(),
s3Client.client()::1listBuckets)
.buckets()
.stream()
.map(Bucket: :name)
.collect(Collectors.toList());
} catch (S3Exception e) {
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throw new CfnGeneralServiceException("Error while calling S3
ListBuckets API", e);

}

@VisibleForTesting
Collection<String> getBucketSSEAlgorithm(final String bucket) {
try {
return
s3Client.injectCredentialsAndInvokeV2(Translator.createGetBucketEncryptionRequest(bucket),
s3Client.client()::getBucketEncryption)
.serverSideEncryptionConfiguration()

.rules()

.stream()

filter(r ->
Objects.nonNull(r.applyServerSideEncryptionByDefault()))

.map(r ->

r.applyServerSideEncryptionByDefault().sseAlgorithmAsString())
.collect(Collectors.toSet());
} catch (S3Exception e) {
return new HashSet<>();

@VisibleForTesting
boolean isQueueEncrypted(final String queueUrl) {
try {
final GetQueueAttributesRequest request =
GetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributeNames(QueueAttributeName.KMS_MASTER_KEY_ID)
.build();
final String kmsKeyId = sqsClient.injectCredentialsAndInvokeV2(request,
sgqsClient.client()::getQueueAttributes)
.attributes()
.get(QueueAttributeName.KMS_MASTER_KEY_ID);

return StringUtils.isNotBlank(kmsKeyId);
} catch (SgsException e) {
throw new CfnGeneralServiceException("Error while calling SQS
GetQueueAttributes API", e);
}

BER 108



AWS CloudFormation

Hooks & 5R

}

F#ipreDelete REE

1. 7E£IDE & , BIRX src/main/java/com/mycompany/testing/mytesthook BRI K HH
PreDeleteHookHandler.java &%,

2. FEATHREXBEAPreDeleteHookHandler. javal@ RN EBERN S,

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
.junit.jupiter.api.BeforeEach;
org.
org.
org.
org.
org.

org

google.common.collect.ImmutablelList;
google.common.collect.ImmutableMap;
mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

junit.jupiter.api.Test;
junit.jupiter.api.extension.ExtendWith;
mockito.Mock;

mockito.Mockito;
mockito.junit.jupiter.MockitoExtension;

software.amazon.awssdk.services.s3.S53Client;
software.amazon.awssdk.services.s3.model.Bucket;
software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
software.amazon.awssdk.services.s3.model.GetBucketEncryptionResponse;
software.amazon.awssdk.services.s3.model.ListBucketsRequest;
software.amazon.awssdk.services.s3.model.ListBucketsResponse;
software.amazon.awssdk.services.s3.model.S3Exception;
software.amazon.awssdk.services.s3.model.ServerSideEncryptionByDefault;
software.amazon.awssdk.services.s3.model.ServerSideEncryptionConfiguration;
software.amazon.awssdk.services.s3.model.ServerSideEncryptionRule;
software.amazon.awssdk.services.sgs.SgsClient;
software.amazon.awssdk.services.sqs.model.GetQueueAttributesRequest;
software.amazon.awssdk.services.sqs.model.GetQueueAttributesResponse;
software.amazon.awssdk.services.sqs.model.GetQueueUrlRequest;
software.amazon.awssdk.services.sqgs.model.GetQueueUrlResponse;
software.amazon.awssdk.services.sqs.model.ListQueuesRequest;
software.amazon.awssdk.services.sqs.model.ListQueuesResponse;
software.amazon.awssdk.services.sqs.model.QueueAttributeName;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.OperationStatus;
software.amazon.cloudformation.proxy.ProgressEvent;
software.amazon.cloudformation.proxy.hook.HookContext;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;
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import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import java.util.Arrays;

import java.util.Collection;

import java.util.HashMap;

import java.util.list;

import java.util.stream.Collectors;

import static org.mockito.ArgumentMatchers.any;
import static org.mockito.Mockito.mock;

import static org.mockito.Mockito.never;

import static org.mockito.Mockito.times;

import static org.mockito.Mockito.verify;
import static org.mockito.Mockito.when;

@ExtendWith(MockitoExtension.class)
public class PreDeleteHookHandlerTest extends AbstractTestBase {

@Mock private S3Client s3Client;
@Mock private SgsClient sqgsClient;
@Mock private Logger logger;

@BeforeEach

public void setup() {
s3Client = mock(S3Client.class);
sgqsClient = mock(SgsClient.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<Bucket> bucketList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

I

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();
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when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message('"No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsSqsQueueSuccess() {
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final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.minQueues("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
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createHookTargetModel(
ImmutableMap.of("QueueName", '"toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketlList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted buckets.");
}

@Test
public void handleRequest_awsSqsQueueFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"
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);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute

"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.minQueues("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", '"toBeDeletedQueue")

)
.build())

.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
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verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted queues.");
}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
String ...sseAlgorithm) {
return buildGetBucketEncryptionResponse(
Arrays.stream(sseAlgorithm)
.map(a ->
ServerSideEncryptionRule.builder().applyServerSideEncryptionByDefault(
ServerSideEncryptionByDefault.builder()
.sseAlgorithm(a)
Lbuild()
) .build()
)
.collect(Collectors.tolList())
);

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
Collection<ServerSideEncryptionRule> rules) {
return GetBucketEncryptionResponse.builder()

.serverSideEncryptionConfiguration(

ServerSideEncryptionConfiguration.builder().rules(
rules

).build()

).build();

{# /A Python 21 BT AWS CloudFormation %) B4 K918 #i

#3785 AWS CloudFormation AHMEREER T ERAE,. HEMREBHNEBIRLR, K=
BREZE LB BEER Python B BT AMAMER,
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TR EEQNEREH

E4 M Hook EREMH, CloudFormation CLI @BV ZFHEEENRE K HEEFHZL£ MBS
H4EE Hook Ej4E |, 7 Hook RIEFIER .

cfn generate
WEEERTHES

Generated files for MyCompany::Testing::MyTestHook

(® Note

BREH Lambda #11TE B Rup-to-date , AR FEACEARAE, MEFHMEA
FERERMNAER Lambda #ITE™E,

3
¢
g
18

SER2  MEAMEEEN

BEBCH Hook REEAHNTREAEBABHEELEERENEEER, AU, EUUHETIERN
REITRE 8%

LOG.setLevel(logging.INFO)
LOG.info("Internal testing Hook triggered for target: " +
request.hookContext.targetName);

CloudFormation CLI & ZE4 src/models.py EREEE B IR,

Example models.py

import sys
from dataclasses import dataclass
from inspect import getmembers, isclass
from typing import (

AbstractSet,

Any,

Generic,

Mapping,

MutableMapping,

Optional,

Sequence,
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Type,
TypeVar,

from cloudformation_cli_python_lib.interface import (
BaseModel,
BaseHookHandlerRequest,

)

from cloudformation_cli_python_lib.recast import recast_object
from cloudformation_cli_python_lib.utils import deserialize_list

T = TypeVar("T")

def set_or_none(value: Optional[Sequence[T]]) -> Optional[AbstractSet[T]]:

if value:
return set(value)
return None

@dataclass
class HookHandlerRequest(BaseHookHandlerRequest):
pass

@dataclass

class TypeConfigurationModel(BaseModel):
limitSize: Optional[str]
cidr: Optional[str]
encryptionAlgorithm: Optional[str]

@classmethod
def _deserialize(
cls: Type["_TypeConfigurationModel"],
json_data: Optional[Mapping[str, Any]l],
) -> Optional["_TypeConfigurationModel"]:
if not json_data:
return None
return cls(
limitSize=json_data.get("limitSize"),
cidr=json_data.get("cidzr"),
encryptionAlgorithm=json_data.get("encryptionAlgorithm"),
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_TypeConfigurationModel = TypeConfigurationModel

SER3: BFANEEER

FEBELR Python EXER , EUUREEREFARYENREEER., &GP , BEEERE
¥R M preUpdate, preCreatef preDelete FEAUEE,

£

« B1E preCreate REE R

« BepreUpdate BEEE R

« B1E preDelete EEER

- BEFAREEER

B1E preCreate EEE R
preCreate BEEXNEEE AWS: :S3: :Bucket B AWS: :SQS: :Queue &JRHY A PR 2SR hN &7 7%
Eo
« ¥ AWS::S3::Bucket BEiR , AR RBETIERA true BT EEB.
« Amazon S3 fEFErRMNE & E,
- DRUARFETEA Amazon S3 REFITEREH,
- Amazon S3 RETFITRNMBEE LERFIEN EREEZE,
« AWS Key Management Service £ ID Bi%E.
« HR AWS::SQS: :Queue BIR , AMRBETIIERS true B FiBIB,
« AWS Key Management Service £ ID E:%E.

B {EpreUpdate REE

EiepreUpdate EEER , HEEREEXPTMEEEEENENIREZRE, preUpdate B
EXBETATHIER :

o ¥ AWS::S3::Bucket BER , AR REETIERA true REE :
« Amazon S3 fEFEFEMN B EITENZEE L R IER.
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B1E preDelete REER

BffpreDelete REERN K HEEEREEEXTMEEE B ENMBRREZGIEE . preDelete RE

FRAETKTIIEE :

o ¥ AWS::S3::Bucket EIR , AR REETIERA true BREIE :
- BRMBRERE  IREFREBEERESESHER,
- FENRESREREERKE Hook WRREHERE,

BEAREEER

1. TE48EH IDE & |, BIRXhandlers.pyfii stc ERIRMWER,
2. FEATHREXNBEhandlers. pyERNEBAR,

Example handlers.py

import logging
from typing import Any, MutableMapping, Optional
import botocore

from cloudformation_cli_python_lib import (
BaseHookHandlerRequest,
HandlerErrorCode,
Hook,
HookInvocationPoint,
OperationStatus,
ProgressEvent,
SessionProxy,
exceptions,

from .models import HookHandlerRequest, TypeConfigurationModel
# Use this logger to forward log messages to CloudWatch Logs.
LOG = logging.getlLogger(__name__)

TYPE_NAME = "MyCompany::Testing: :MyTestHook"

LOG.setLevel(logging.INFO)

hook = Hook(TYPE_NAME, TypeConfigurationModel)
test_entrypoint = hook.test_entrypoint
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def _validate_s3_bucket_encryption(

bucket: MutableMapping[str, Any], required_encryption_algorithm: str
) -> ProgressEvent:

status = None

message = ""

error_code = None

if bucket:
bucket_name = bucket.get("BucketName")

bucket_encryption = bucket.get("BucketEncryption")
if bucket_encryption:
server_side_encryption_rules = bucket_encryption.get(
"ServerSideEncryptionConfiguration"
)
if server_side_encryption_rules:
for rule in server_side_encryption_rules:
bucket_key_enabled = rule.get("BucketKeyEnabled")
if bucket_key_enabled:
server_side_encryption_by_default = rule.get(
"ServerSideEncryptionByDefault"

encryption_algorithm =
server_side_encryption_by_default.get(

"SSEAlgorithm"

)

kms_key_id = server_side_encryption_by_default.get(
"KMSMasterKeyID"

) # "KMSMasterKeyID" is name of the property for an
AWS: :S3::Bucket

if encryption_algorithm == required_encryption_algorithm:
if encryption_algorithm == "aws:kms" and not
kms_key_id:
status = OperationStatus.FAILED
message = f"KMS Key ID not set for bucket with
name: f{bucket_namel}"
else:
status = OperationStatus.SUCCESS
message = f"Successfully invoked
PreCreateHookHandler for AWS::S3::Bucket with name: {bucket_namel}"
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else:
status = OperationStatus.FAILED
message = f"SSE Encryption Algorithm is incorrect for
bucket with name: {bucket_name}"
else:
status = OperationStatus.FAILED
message = f"Bucket key not enabled for bucket with name:
{bucket_name}"

if status == OperationStatus.FAILED:
break
else:
status = OperationStatus.FAILED
message = f"No SSE Encryption configurations for bucket with name:
{bucket_name}"
else:
status = OperationStatus.FAILED
message = (
f"Bucket Encryption not enabled for bucket with name:
{bucket_name}"

)
else:
status = OperationStatus.FAILED
message = "Resource properties for S3 Bucket target model are empty"

if status == OperationStatus.FAILED:
error_code = HandlerErrorCode.NonCompliant

return ProgressEvent(status=status, message=message, errorCode=error_code)

def _validate_sqs_queue_encryption(queue: MutableMapping[str, Any]) ->
ProgressEvent:
if not queue:

return ProgressEvent(
status=0OperationStatus.FAILED,
message="Resource properties for SQS Queue target model are empty",
errorCode=HandlerErrorCode.NonCompliant,

)

queue_name = queue.get("QueueName")

kms_key_id = queue.get(
"KmsMasterKeyId"
) # "KmsMasterKeyId" is name of the property for an AWS::SQS::Queue
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if not kms_key_id:
return ProgressEvent(
status=OperationStatus.FAILED,

message=f"Server side encryption turned off for queue with name:

{queue_name}",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message=f"Successfully invoked PreCreateHookHandler for
targetAWS: :SQS: :Queue with name: {queue_namel}",

)

@hook.handler(HookInvocationPoint.CREATE_PRE_PROVISION)
def pre_create_handlexr(
session: Optional[SessionProxy],
request: HookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: TypeConfigurationModel,
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
return _validate_s3_bucket_encryption(
request.hookContext.targetModel.get("resourceProperties"),
type_configuration.encryptionAlgorithm,
)
elif "AWS::SQS::Queue" == target_name:
return _validate_sqgs_queue_encryption(
request.hookContext.targetModel.get("resourceProperties")

)

else:

raise exceptions.InvalidRequest(f"Unknown target type: {target_namel}")

def _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties
) -> ProgressEvent:
bucket_encryption_configs = resource_properties.get("BucketEncryption",
{}).get(
"ServerSideEncryptionConfiguration", []
)

previous_bucket_encryption_configs = previous_resource_properties.get(
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"BucketEncryption", {3}
).get("ServerSideEncryptionConfiguration", [])

if len(bucket_encryption_configs) != len(previous_bucket_encryption_configs):
return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Current number of bucket encryption configs does not
match previous. Current has {str(len(bucket_encryption_configs))} configs while
previously there were {str(len(previous_bucket_encryption_configs))} configs",
errorCode=HandlerErrorCode.NonCompliant,

for i in range(len(bucket_encryption_configs)):

current_encryption_algorithm = (
bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

)

previous_encryption_algorithm = (
previous_bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

if current_encryption_algorithm != previous_encryption_algorithm:
return ProgressEvent(
status=OperationStatus.FAILED,
message=f"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to {current_encryption_algorithm} from
{previous_encryption_algorithm}.",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message="Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue",
)

def _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties
) -> ProgressEvent:
if previous_resource_properties.get(
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"KmsMasterKeyId"
) and not resource_properties.get("KmsMasterKeyId"):
return ProgressEvent(
status=0OperationStatus.FAILED,
errorCode=HandlerErrorCode.NonCompliant,
message="Queue encryption can not be disable",
)
else:
return ProgressEvent(status=0OperationStatus.SUCCESS)

@hook.handler(HookInvocationPoint.UPDATE_PRE_PROVISION)
def pre_update_handlexr(
session: Optional[SessionProxy],
request: BaseHookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: MutableMapping[str, Any],
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")
previous_resource_properties = request.hookContext.targetModel.get(
"previousResourceProperties"”

return _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties

)

elif "AWS::SQS::Queue" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")

previous_resource_properties = request.hookContext.targetModel.get(

"previousResourceProperties"”

return _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties

)

else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")

REBETT —EEER MBI 42 AWS CloudFormations
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b 5 EETA % AWS CloudFormation

BIUBHITAE%E , B#FEEM ;3ME AWS CloudFormation , AMEFEAE. EAE T |, &8 7 M
ENFAMENDE  LMEE REA AWS IS,

HEQF (Java)
MRESFEA Java B Hook , 55 H Maven Kitst e,

£ Hook XM HEEYP , T TG SREELEH Hook, HTEMNAER , WEENBERHELARE
ZJAR , 184 Hook I3 E CloudFormation & #14E,

mvn clean package

Eaiii=HEsE
Eagab

1. (BHA) EBRZX configurei@fEus-west-2 , #7EER AWS BiF EBEES -

$ aws configure

AWS Access Key ID [None]: <Your Access Key ID>
AWS Secret Access Key [Nonel: <Your Secret Key>
Default region name [None]: us-west-2

Default output format [None]: json

2. (BEA) TIatEREMHEERN Hook X , MEAEM.

$ cfn submit --dry-run

3. {# CloudFormation CLI submiti#{EET S 2%,

$ cfn submit --set-default

N

T EEETIHS.

{’ProgressStatus’: ‘COMPLETE’}

BR  LEREMEN TR
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B QR A SRR R
BBEHARERET AN AWS RS H BFHTA,

1. BERJBENAH , FEA list-typestn B HIHFEMN IR , WEEHHERHA.

$ aws cloudformation list-types

WTEEETEE , WERRETE AWS tRF M BEPBANLE TR

"TypeSummaries": [
{
"Type": "HOOK",
"TypeName": "MyCompany::Testing::MyTestHook",
"DefaultVersionId": "00000001",
"TypeArn": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook",
"LastUpdated": "2021-08-04T23:00:03.058000+00:00",
"Description": "Verifies S3 bucket and SQS queues properties before
creating or updating"
}
]
}

2. TypeArn # Hook B1list-type#i H#ER W,

export HOOK_TYPE_ARN=arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook

EETHRINMBALRUMLGEER | B30 LAHEMAE,
BHEE I EE M Hook 218 , AT LAAE Hook MBI &84 , AWS 1RF LATE AE&E Hook,

« EEERFHREDEY , B SetTypeConfigurationi® e, IHiRESRAQBEEE
HpropertiesERFERNARMBME, ETHEFF , minBuckets BHEEHELIFES .

o 127


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/API_SetTypeConfiguration.html

AWS CloudFormation Hooks & 5R

® Note
FBBREREFTIHAAY 6 SEEAYNFEHE EHMNFT AWS tRF, CloudFormation &
S BRBRIEVENT , BASFEES ALY, CloudFormation BEE F 5 Hook {# & B
Hook 55 7] , S 3 ZE MR R EUE Hooks Z BI /U 5F Hooks BYBRLEEFT],

EEAMERF 2 MR Hook LEMEMHAVERER , LUKk AWS EfH.

$ aws cloudformation set-type-configuration --region us-west-2
--configuration '{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus":"ENABLED", "FailureMode":"FAIL", "Properties":{"minBuckets":
"1","minQueues": "1", "encryptionAlgorithm": "aws:kms"}}}}'
--type-arn $HOOK_TYPE_ARN

/A Important

EEREW Hook TEMEHBHNERE , BUAERSPREMABA Hook 2% , £
HookConfiguration[EEHookInvocationStatusENABLEDH & RRES -

EEREFEXPFE AWS APIs

WRIER Hooks EEEMEEERBFEH AWS APl , CFN-CLI 2 B BIE Y IAM #iiTABE Z hook-
role.yaml, hook-role.yaml #ARZRIE Hook B H AT EEEXNERTISEEEEXEENET
A, MR fEgeneratelRERBRMER --role-arniF , HEBINACKHEL BEARNITA
&,

WEFMES , F2RREFREEFE AWS APIs.

hook-role.yam| 8%

® Note

MRGZBEZEERVBCHITAC , RFRIIEBEREIAALHTYIH
hooks.cloudformation.amazonaws.comfl , LiEHE HKEREE
Blresources.cloudformation.amazonaws.com,
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T5|&EaEA IAM, Amazon S3 1 Amazon SQS £ d,

AWSTemplateFormatVersion: 2010-09-09
Description: >

This CloudFormation template creates a role assumed by CloudFormation during

Hook operations on behalf of the customer.
Resources:
ExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
MaxSessionDuration: 8400
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- resources.cloudformation.amazonaws.com
- hooks.cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
StringlLike:
aws:SourceArn: !Sub arn:${AWS::Partition}:cloudformation:
${AWS: :Region}:${AWS: : AccountId}:type/hook/MyCompany-Testing-MyTestHook/*
Path: /
Policies:
- PolicyName: HookTypePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
's3:GetEncryptionConfiguration'
's3:ListBucket'
's3:ListAl1MyBuckets'
- 'sgs:GetQueueAttributes'
- 'sqgs:GetQueueUrl'
- 'sgs:ListQueues'
Resource: '*'

Outputs:
ExecutionRoleArn:
Value: !GetAtt

EEaE
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- ExecutionRole
- Arn

£ AR AT A% AWS 1B

BELEKEEERANNEEREXNRERE , BERAE CloudFormation & Y BETH AT R
To

FAIL #0R CloudFormation #EARARMEEEG THIEE K S3 RFETHRE , AABAMERSRSE -

« Amazon S3 FIFBINZEERE,

- ERARETEN Amazon S3 REETELR,

« Amazon S3 RETFIRNNBEELERIBEN ERESEE,
« AWS Key Management Service £#8 ID Ei%E,

ETHEHH  BaIEE WEAR , my-failed-bucket-stack.ymlEHEBZFES my-hook-
stack , XEAGKRYHBRERE W EERMEZEEL,

1E B B A ) B
o1 MBS
METEHRINEE

1. BEIEE S3REFIFEMNER, Hli : my-failed-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Resources:
S3Bucket:
Type: 'AWS::S3::Bucket'
Properties: {}

2. EHE I AWS Command Line Interface () RIgEEHIEARAWS CLI, ETFHNEHF G | &
HEBEBIEER , my-hook-stack#BAEBIEER my-failed-bucket-stack.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://my-failed-bucket-stack.yml

3. (EA) ZBEEHEEBRMGHEEERE, ETIEHP , HEHBEZHE my-hook-stacke
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$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

5/ describe-stack-eventsEREREFER I FEEFITREBN IR AN, UTRE oo HEF#H
Ho

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a0fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"
},

f&R : Hook A RBUHERIERE K W FILERHE,

£/ CloudFormation £34~{E5E 4 B ER 3%

1. BEEBEVHBYERBANRE 6 FEMELR , BEENEREAMNEN S3 FEFIrHE. LHEHIFEH
I my-encrypted-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Description: |

This CloudFormation template provisions an encrypted S3 Bucket
Resources:
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EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:

ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey

BucketKeyEnabled: true
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref 'AWS::AccountId'
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

® Note
TS HEBHNERUA LM,

2. BUMBWIEELNER, ELHEHHh , HBEHEA my-encrypted-bucket-stack,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://my-encrypted-bucket-stack.yml \

3. (EA) BBEEHEEBRBAHEEEE,

$ aws cloudformation describe-stack-events \
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--stack-name my-encrypted-bucket-stack

£/ describe-stack-eventsi S REIEEE, LL TR describe-stack-events < H
&35,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\": {\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",
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"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"
},
{
"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",
"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",
"StackName": "my-encrypted-bucket-stack",
"LogicalResourceId": "EncryptedS3Bucket",
"PhysicalResourceId": "",
"ResourceType": "AWS::S3::Bucket",
"Timestamp": "2021-08-04T23:22:58.349000+00:00",
"ResourceStatus": "CREATE_IN_PROGRESS",
"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",
"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

iy

# 8 : CloudFormation ERXIIE IR, Hook BV BIEEERFEAWS: :S3: :BucketEREMEERZ
B2 S A RESwm N,

W 2 :
HRT AR R

1. BREIETE S3MFFRMNEZA, M aes256-bucket.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
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SSEAlgorithm: AES256
BucketKeyEnabled: true
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

2. BB XE PEEEWNE R AWS CLI, ETINEHD , HEBEBIEES , my-hook-
stackEAREZBIEES aes256-bucket.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://aes256-bucket.yml

3. (ER) EREEHEAERRGHEER. £ TG , EEHBEME my-hook-stacke

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

5/ describe-stack-eventsEREREEFERIFEEFITHREBN I AN, UTR oS HEHH
H

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a0fb-061a2a83f0@b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

Iy
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}

R Hook A ABUHEBERE W ILERMHEE, AR S3 EEITBNZRRESFLRE | HE
B, LR aws kmsh , EEA B IERIHREAES256,

/8 CloudFormation &4~&5E ) BB 3%

1. FEBVMBYRBBANRE K FENGELX , BENEREAMERN S3 @R, LaEsER
g7 kms-bucket-and-queue.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptedQueue:
Type: 'AWS::SQS::Queue’
Properties:
QueueName: 'encryptedqueue-${AWS::Region}-${AWS: :AccountId}’
KmsMasterKeyId: !Ref EncryptionKey
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref 'AWS::AccountId'
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Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
EncryptedQueueName:
Value: !Ref EncryptedQueue

(® Note
T KB ERUE %,

2. BUMBWIEELNER, ZLHEHHR , #HBEHEA my-encrypted-bucket-stack,

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://kms-bucket-and-queue.yml

3. (ER) EREEHEABERBGEHERER.

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

A describe-stack-eventsi S REIECIE, LL TR describe-stack-events s S H
&35,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",
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"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}1}3}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

I
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation

initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

}I
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}

# 2 : CloudFormation ERXZHEIM B, Hook HIEBEERFEAWS: :S3: :BucketBREMEERZ
B2 E AR 2w 25

R =HEALE
BEH BT A% A5 CloudFormation 2 &4 P IR B MEET,

EETEHHITAY , 55518 CloudFormation CLI submiti2EHG RV {E5TI23TE CloudFormation % %
B

$ cfn submit

EBEREPIEETERM Hook IRA |, 55 set-type-default-versionti S IR EE R, BRZBAIR
7K IDo

$ aws cloudformation set-type-default-version \
--type HOOK \
--type-name MyCompany::Testing::MyTestHook \
--version-id 00000003

= EHEEVERES Hook RAHVEFA , B A list-type-versions.

$ aws cloudformation list-type-versions \
--type HOOK \
--type-name "MyCompany::Testing: :MyTestHook"

#¢ CloudFormation B EBUEFMBEITAY

BUE R B 5T Hook &4 2E 4R 4 Sk ZE R IE AR MR 4252 A CloudFormation E#DEPRECATEDIEHRY
EE2HERERATEATBIR, —BEAR , BFTAHMEEE CloudFormation #/EHR A,

® Note

BUHEMABza , BXAEERBUE M EREENFTE L ERPIRE, MEFHMEER ,
i&2@DeregisterType.
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EEHCHRIMAE | FB5EH deregister-type R {EI 18 E R 2 B ARN,

$ aws cloudformation deregister-type \
--arn HOOK_TYPE_ARN

T rAEELERL.

NEGL iRAL

FEMEBRNEE=ZFAY  BFEENAOYBRALEEMH, RE  ELEL HEALHERANSE
AWS [E15 & :

1. #£ CloudFormation & &/ 4§ Hook EEM AF B LR,
2. ARG AL  UEREBZF ST CloudFormation & #EE P RMENATESEER,
3. I A B R M ZE CloudFormation 28248,

(@ Note
EEEEETEMMETAERH  BXBELETMEZESPNERRGE, EERBESZRE
Eim P AT R E , 552B ( AWS CloudFormation CLI fE & ¥8R) FHIE A StackSets
1£ 218 2 15 P 2% i iE 7 Th ek

BT Hook 2 , BRI LUE © 3 # % CloudFormation B EMABE=F LNELEMH , FE—K
CloudFormation £ & A\ B,

NEE=ZF BT HEIEIRM CloudFormation EAEEMHEZ R T BHRE AWS ERNERE, HALEL
25, NMEARMNEE AR E CloudFormation AWS F 2Ry (R 2 B E .

BMBIESKENAY | HEAHE AWS & FTE AFTE CloudFormation FEEE., A& ,
FRETUEEIREFHRRASHNERINE , MEEHESARDERH, MEFHMEENR , FSBAWS
CloudFormation { fEF&1ER) FHIEFA CloudFormation Z & ER 5 = 5 /N B iR,

AR BTAR UM AFEER

EERMOEMN BTN  EL4AEBRAHRERNEANEAER, UTESBTAMBMAE =1L
HIEE 2 BIFT R ERBE,

BEEEEXNEEHSKBMIAE. —XAM SUCCESS , — XA FAILED,
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AWS CloudFormation Hooks & 15w
« $H¥ISUCCESSEIFERA

« AREELZEA SUCCESS,

- FEEEERE,

- MRIEE , EFEEERE0D,
« WRFAILEDE FERHS

« IRRELEA FAILED,

- MEEEHERE,

- REBABELDE,

- MRIEE , BFEEERAR0D,
- ¥PAIN_PROGRESSIE FEZRHI

- FEEERERE,

« Result WUAFEERERELE,

EEARSHOAZENEAER

RIFETERR , SEHEN Hook HBIERPEZNERAFIELEMNE ABM CloudFormation R#11TE 4938
Ho T8 , KZHABHEZNEH  FAEBELAERYSEALEFTHELENBRABYMEETHMENSE
Ro EEMRIERE  BOLUIEE $ITEHA#RIE CloudFormation B ER B E A,

CloudFormation R {MES R , AIREEEMAER , LEEHTENRUEREA

£/ overrides BREMREAFN , TIEERSEBMENB AEHR CloudFormation , LUETE
preCreate, preUpdateX preDeletei2{ERIREARFER,

- MAER

EUTERT , BEATUERZEinputiERREESHOAFRBAESR
- BREIFTEREY. EFNRBRREREETANBAESR , SURENERER.
- BREEEZETRNBAERSE.

ERERSEREERAER

LLTREFH overrides %X/ Amazon S3 Hook #i A & Bl & i,
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"CREATE_PRE_PROVISION": {
"AWS::S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "hellocontract"

1,
"UPDATE_PRE_PROVISION": {
"AWS::S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
}
]
I
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {

L

L

L

R
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"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy
"INVALID_UPDATE_PRE_PROVISION": {
"AWS: :S3: :Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"

I
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration":
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy
"INVALID": {

"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "KMS-KEY-ARN"

L

L

R
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}

ERBAEREERAER

FA input BRRIEEFEEEME@ AER CloudFormation , St £/ : preCreate@
A. preUpdateBi AFIBEHE A, SEFENERTEERINERPIEE. EHANAESHNAEE
EZR@mAER,

ZEIETE CloudFormation Z2ESHAIEAEANinputiEBR |, FinputsERKRHIEE Hooks BER
MR E 8%, ARIMBENEAER,

EANTHEEMNEEERTSNBAEREE  HEdn BEY

« inputs_n_pre_create.json : FRAEREREEpreCreate REERAREEAREBELE RN A,
- inputs_n_pre_update.json : FAERELE preUpdate REERARIEEARENERNE A,
« inputs_n_pre_delete.json : FAEREE preDelete REE R RIZE AR MBRE RV E A
« inputs_n_invalid.json : AREEENME A TR,

EEREGNAGEEESEHMAER  FEEEREBINEY , UHFENWmAERE, flw , &%
E— R AEREZTREA inputs_1_pre_create.json, inputs_1_pre_update.json#
inputs_1_pre_invalid.json. BT —##EaHA A inputs_2_pre_create.json.
inputs_2_pre_update.json#l inputs_2_pre_invalid.json , SAt¥EH#,

FEMAERTE JSON EX , EE2ARAENERB .
AT RinputsfEAE AR Amazon S3 I8 EM A E RV EHI B 8%,
inputs_1_pre_create.json

AR Rinputs_1_pre_create.json& B EHI,

"AWS: :S3::Bucket": {
"resourceProperties": {
"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
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"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy

"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"QueueName": "MyQueue",
"KmsMasterKeyId": "KMS-KEY-ARN"

inputs_1_pre_update.json

LR Rinputs_1_pre_update.json& A5,

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
},
"BucketName": "encryptedbucket-us-west-2"

},
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,

R
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"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}I

"BucketName": "encryptedbucket-us-west-2"

inputs_1_invalid.json

AT Rinputs_1_invalid. json&#BIEA&Hl,

"AWS: :S3::Bucket": {
"resourceProperties": {

"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {

"ServerSideEncryptionConfiguration": [

{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"

iy

"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"NotValid": "The property of this resource is not valid."

inputs_1_invalid_pre_update.json

AR Rinputs_1_invalid_pre_update.json&# R A& A,
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{
"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
1,
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"
}
}
}

MEHEET | 28 ( AWS CloudFormation CLI fEfIEISR) S ik 7 T 8L LU A RIS,

AWS CloudFormation A #MEBIRIAFE LS E

R EEREA 42 A KB R AWS CloudFormation Hooks By #E#8H# AR EE %,

AETEH JSON HERERNABREEEXNRTNAERAE, BEUBTAENE—SREEIERS
. HEMREBMNEEERER, E446H CloudFormation CLI initds S #¥]%8{t B 5T Hook B
B, 8AKEYT Hook EBHAER, FRANRERBERAEREACZBITARTEMRMNEBZENESR,
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R ERGES
TR BHR R S B S,

{

"typeName": "string",

"sourceUrl": "string",

"documentationUrl": "string"

"definitions": {

"definitionName": {

},
"typeConfiguration": {

"properties": {

"propertyName": {
"description": "string",
"type": "string",

I
},
"required": [
"propertyName"

1,
"additionalProperties":
},

"handlers": {

"preCreate": {

"targetNames":
1,
"permissions":
]

1,

"preUpdate": {
"targetNames":
1,
"permissions":
]

1,

"preDelete": {

"targetNames":
1,

description": "string",

TERBEREE
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"permissions": [

]
}
I
"additionalProperties": false
}
typeName

LMHME—EHE, B Hook EE=ZEH oMM EZERE , BBREAA

Organization::Service: :Hooko,

(® Note
THEBTEZEHERE , BELANENARERER
* Alexa
+ AMZN
* Amazon
« ASK
« AWS
¢ Custom

* Dev

ME 2

B Aa-zA-Z20-9]1{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$

TR : 10
FBR: 196
description

CloudFormation £# & E RN A BEERHIR,

MWE 2
sourcelrl

WRALNE , Bl Hook [RIEHER URL,
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RE &

EBR : 4096

documentationUrl
REQRFMAHFHER URL.
MR =
B3 Ahttps\:\/\/[0-92a-zA-ZT([-.\w]l*[0-9a-zA-Z]) (\: [0-91*)*([\?/#].*)?$

EBR : 4096

(® Note

R Hook EHEMIAEOE B BEMNWEBMER  BERLER documentationURL
BUACRAEREESHMET  SIFEF, FRARGMEMEEMER.

definitions
£ definitionsE#RIZHE AR Hook BHEEHEIR,

£/ definitionsERREREREAETENREEYR , TARGMEREBHRPHN S @I
K&, EAILER JSON B, EAMBEAERARNEENESEZR TR,

PBE B
typeConfiguration

Hook #RE&E B E =&,

BE 2
properties

ARNBE. AMNFEBEBLEAEEBRERPRT, BOMGERELIEERAMER BB

B,

(@ Note

TATERBMY, Rz , FE definitionsTEPESTMAERBMY  HFEHASrefigE
EMENEER2ECH,

BREREEE 150
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additionalProperties

additionalProperties A HRES false, AHMNFEBHALBEEEBERIRT . TA
FHEE® A

ME 2

BWE : false

handlers

REEASEEITRBERERPERNAIMBORE SN AR, Fli0, preUpdateERE
ERXFEEEEENENRECH , eUAREREN,

BM{E : preCreate | preUpdate | preDelete

(® Note
VAELRREBEEANEE —EE,

/A Important

B3 RENHEBIEEUpdateCleanupFEUAAE, Hlin , EUATREZREF , T
F Hook WpreDelete REE :

. REEHBH—EERE  HBRTH.
. % EEEHERRAN DR,

targetNames

Hook B ERZEFHMES, i , MRpreCreate BEENE AWS: :S3: :Bucket B , Al
Hook E7EFA LM EPE ER &H ¥ Amazon S3 EFRFE 1T,

 TargetName
ASEEENREEENEEEL—HEEERR,
B A[a-zA-20-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$

TR : 1

EREEEE =


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-update-behaviors.html#update-replacement
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PVE .2

/A Warning
SSM SecureString  Secrets Manager Ej#88E £ EIEZE Hooks Z BI T2/ 47,

permissions
FERES  EEFUEEEXAMEN AWS 3,

PVE .2

additionalProperties

additionalProperties X ERES false, AHNFEBHBMLBEREBHLRFRT : TR
FEE®BA,

PVE .2

BEME : false

4] B 4E 18 1 £8 41
&5 1
Java f Python EREAUTEXIKEH. UATEEA NWAMNEHIFEBnycompany-testing-

mytesthook. json,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
1,
"minQueues": {
"description":"Minimum number of compliant queues",
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"type":"string"
}I
"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string"

}
I
"required":[
1,
"additionalProperties":false
},
"handlers":{

"preCreate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preUpdate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preDelete":{

"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sqgs:ListQueues",
"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl"
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}I

"additionalProperties":false

gl 2

THIEEHI R A STACKH CAHNGE_SET M RtargetNames , LU BEANEBERIRELAHE
=

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies Stack and Change Set properties before create and update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation”,
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
I
"minQueues": {
"description":"Minimum number of compliant queues",
"type":"string"
I
"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",
"default":"AES256",

"type":"string"

}
.
"required":[
1,
"additionalProperties":false
.
"handlers":{

"preCreate": {
"targetNames":[
"STACK",
"CHANGE_SET"
1,

"permissions": [
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I
"preUpdate":{
"targetNames": [
"STACK"
1,
"permissions": [
]
},
"preDelete": {
"targetNames":[
"STACK"
1,

"permissions": [

iy

"additionalProperties":false

TERBEREE
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=R FEA AWS CloudFormation %) 2

AEFERPWMAER  REEVEBRA 0% , IR LEEEENIRERERAERDRE, EREEER
2 Hooks TEMBER THAERER , 58 Hooks 3EEE A,

ERFRERNBAAR (£28)

EWRFPERAR

1. A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
cloudformation BB AWS CloudFormation £# &,

EEEERNEES L |, BE AWS BE ARMEN .

REBSEHET , BEEQAH.

BELEZFANIHETE,

EARFHEAEENIHREBAMN , BEERREA.

HBEEIRTE K FEEFHRAMN,

o o b~ w0 DN

EXMBALRERNAE

1. A AWS Management Console , ¢ 7E https : //https://console.aws.amazon.com/
cloudformation BB AWS CloudFormation £# &,

EEEERNEES L |, BE AWS BE ARMEN .

REBSFKET , BEEQH.

BELEZRANAIHETE,

EARFHEAEEN IR BAMN , BEMARE.

HBEEIRTE  FEERAAN,

o o b~ w0 DN

EFRMBAAHE (X#£8) 156
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EWRFREAMBA R (AWS CLI)

/A Important

FRFMBAQEN AWS CLI i o2 EEABMARLINKS --configurationBEHIEEN
B, BTBERE/NNEE  SHBATZEITELGTREERENMEBREARE. EEREE
BIRAHREE R | FEEA describe-typefi©o

FRAI%

5 A T Flset-type-configuration@n ¥ I E HookInvocationStatus #4A DISABLEDXR{ER A,
BREBNERRALNEEE.

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "DISABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

EXNRBALEERN AR

{# A T Fllset-type-configuration@n & ¥ 3§ € HookInvocationStatus & ENABLEDLAEFH A A H,
BEZNERRALNISTER.

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "ENABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

NERMET  FONALESEBERTESE,
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https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
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HHEEEREREESE

REHR AR R EARNFEBIEARTE L. CloudFormation £ F 14 2 BEEF , & 723 1T IR GEF LA A8
EREHER AWS RS,

FERANTBREHEBNER  FELIRS PEMLBAFENABLEDZ# |, #§

HookInvocationStatus &S .

&

- QFEREEREEMY

) B 4B RE & 5

AWS CloudFormation %) Bk & & ik EF iR R4
AWS CloudFormation %4 3 B Z ERiB R4
ERERFTEE Hook BHEER

(® Note

Hook fARE R fEFM R K ERE A 300 KB, 1ER¥ SetTypeConfiguration®
Configurationi®E RS &Y AR E R &I Z A

/j n\\E %\H /Q\F*%*H E ,&
TIERERR ARBREEBETRNER,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": "STACK",
"FailureMode": "FAIL",

"Properties": {

}

o) B R AR R 158
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HookConfiguration
NEHEETEEHBER. RUEANABELERARERIR,
Hook fEREX & T 5 Bk,

HookInvocationStatus
IEEA B2 ENABLEDE R DISABLED,

B3K{E : ENABLED | DISABLED

TargetOperations
EEERTAMNBRERE,

BB : STACK | RESOURCE | CHANGE_SET | CLOUD_CONTROL
TargetStacks

A AREHME A, BHookInvocationStatusti A o

MBEEREES ALL , BI9EE7E UPDATE, CREATES] DELETE BERIGEHEERELIRE B
HFTEHE,

MREBEXERESR NONE , AIAHTEERELIRF haviEd,

BM{E : ALL | NONE

FailureMode

SeAR S & F AR TS 20 B 3R 4 B R
- MREARES FAIL , BEAMKRYR , AAMEREFLHEZERLEFHEDR,
- MRBARES WARNBEGHAH , AIBSHERAFHERBELRESIAR.

ANUE : FAIL | WARN

Properties

EEARNITREERM. SLEME Hooks IR BN BTN,

o) A REE Pl

WMER REQDHNVEH AWS CLI , F2ETHEE

) B re 159
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« B Guard Hook (AWS CLI)
« B Lambda Hook (AWS CLI)

AWS CloudFormation %] B it & & ik EF i (5 44

&) LUFT 18 3 B B AR EF iR & = CloudFormation Hooks |, L)\ﬁﬁiﬁ BB ACHTERTHE, BR
EZEEEHEREREAENME K BARERARNISEHEBR  EREH.

I

FERPAELERFRANVEESN |, WRHAEATLUEERIEH,
REMEBERGENANEEETEBU TR

"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",
"TargetOperations": [

"STACK",

"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {}

MFTEHookConfigurationFEZNFMER , FFSH AMEEEBERTE £2E,

EEFRAHBEBREERMY , 5B THEStackFilters@#&HookConfiguration,
StackFilters €#EF— B/ ERE , YHEMERARE,

 FilteringCriteria (%)
« StackNames (ZH)
- StackRoles ((#H)

StackNames = StackRoles B RIZAMN, ER , BX/BIEEELEMPELHF—EBEM,

Y

WRBEIEHE Cloud Control AP REN AR | BISZEEFTE B BREHEFEL,
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https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html
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FilteringCriteria

FilteringCriteria REEEHRITANLESH ., TR LERES ALL ANY,

« ALL RFTEEEREESHEYN , gURa.
« ANY RFESEMA—EEHERG , EUAAR,

StackNames
& ETE Hooks HEEHF K — L EHBEBIECAGERMLE , BFEA TS JSON #1418 -

"StackNames": {

"Include": [
"string"

1)

"Exclude": [
"string"

]

}

BB AEEETHHP—IR

* Include : EGMHBEBEE., RBEUBFEFEENHESWUAIE,
- HHE . FHMET)
- A LBR : 50
- &/NEB 1
« Exclude : EHRRAVEREWBE. BRTHEINHNER I  FrEHEHSUADIE,
- A FEME
- HE LR : 50
- &/MEE 1

Include M ExcludefEdd B EHEELZBH L EET FIEXMREER :

» X : ~[a-zA-Z][-a-2zA-Z0-9]1*$
- RELBR : 128

FilteringCriteria 161
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StackRoles

EEREARBEEPE-—HZE AM BEEERERFRSE , FBEA TS JSON E1#E

"StackRoles": {

"Include": [
"string"

1,

"Exclude": [
"string"

]

}

R ABETHHAP IR .
« Include : IAM £ ARNs WEE |, EHHEELACHBHNEEHE, REELACRBNEE
BRETEWURIH,
- FH . FHRMET
- IHEEPR : 50
- &/NEE 1

« Exclude : BEHRRZHEEN IAM B ARNs BE, BRTHIEEARBEMN LU\ | FrattEien
BaE,

o FAH . FZHEME5
« IHB PR : 50
- B/DNIEE 1

Include M ExcludefEdF VB EEESEH S/ BET FIEXMREEER :

« xR :arn:.+:iam::[0-9]{12}:r0le/.+
- RELR : 256
Include #1 Exclude

FEER MY (StackNames 1 StackRoles) #AIncludeEEMExcludeBE, A
StackNames #A%H , AR EEInclude’FEFEENHE LFA, MRRIEEExclude’d

StackRoles 162
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BEhpHEER 6 AREEFEEXcludeBERWHEE IR HN, WRFBEIEE Exclude
Includef , Hook #HEIncludeBEFRNAZR , MARExclude/BEHRNAR,

Bl | BEREAHEMESR : A, B, CH D,

« "Include": ["A","B"]1ZAMB LWAAR,

« "Exclude": ["B"]#Z A, CHMD LtMAREH:.

« "Include": ["A","B","C"], "Exclude": ["A","D"] @WE1E B M C LFEA.

« "Include": ["A","B","C"], "Exclude": ["A”,"B","C"] {Ef#E& - HFSWUAAE,

B B AR BT E R Ry S5 )
AE R LUBREHEHI , 5% AWS CloudFormation 2822 17 # BB AR EHZ R4
g6l 1 BEREMHEDR

TH&EHHEIEEINncludeBE, thFREEE A stack-test-1, stack-test-2F1 Wy E oy
Fstack-test-3.

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
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}

461 2 : BRI TR

MRMEEREZBNAFIEEEXclude)

=k oo

BE

R FI A stack-test-3,

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {},
"StackFilters": {
"FilteringCriteria":
"StackNames": {
"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

g6l 3 : At S MEEER

MR KIEE IncludeF Exclude

=k oo

JBE

"ENABLED",

HALL H’

ETHESP A REE LEMAstack-test-3,

"CloudFormationConfiguration": {

"HookConfiguration": {
"HookInvocationStatus":
"TargetOperations": [

"ENABLED",

AlEERGBHEB S stack-test-1,

stack-test-23% MI{F

, BIREEAREExcludeFEF Includely #HE FIFH S %,

HE B R AR ERER R I E EE 5
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"STACK",
"RESOURCE"
1,

"FailureMode": "WARN",

"Properties": {7},
"StackFilters": {

"FilteringCriteria":

"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

1,

"Exclude": [
"stack-test-1",
"stack-test-2"

g6l 4 HEHEBEBINAGREALLKRY

IIALL II’

TIAMEBS=[EHEEBN —EHEAE, AR FilteringCriteria #EEA ALL , FRTEMESHE

REFHMMEREBNAMNERA G ERUA IR,

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {},
"StackFilters": {

"FilteringCriteria":

"StackNames": {
"Include": [
"stack-test-1",

"ENABLED",

”ALL”,

HE B R AR ERER R I E EE 5
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"stack-test-2",
"stack-test-3"
]

iy
"StackRoles": {

"Include": ["arn:aws:iam::123456789012:role/hook-role"]

Y5 HEHKBEBMNACGEANYEYS

THAHDE=AHBEBN —EHEAE, AR FilteringCriteria IEEA ANY , FTLLETHE
EHFHBERBIEAEEACNHEE K SUAIE,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
]
1,
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:role/hook-role']

HE B R AR ERER R I E EE 5 166



AWS CloudFormation Hooks & 5R

AWS CloudFormation % % B fE EFZ %4

AEBERMHERE AWS CloudFormation Hooks B {ZEFZRH4HVIES|, BRI LAER B ZERRGRER
M EEENABERARANEEMNER, SUREERES:  SERPENESRENBEINFTERN
ERER, BMENBARES.

BERARBEDE -GS EALEBERBIEEREERG , & THBTargetFilters®
#®HookConfiguration,

TargetFilters XE T B,
TargetNames

EEEEGNEREREABNFRES, MFHG  F260 "84 1 EXEEEERRF, -

BEEZRYEERAZERATENERAZ LY, NEFHMEN K B2REHAERAFTER
Hook HiZ& M,

] : Aa-zA-20-9]{2,64}::[a-zA-20-9]1{2,64}::[a-zA-Z0-9]1{2,64}%

LBR : 50

Actions
FEfES , BESE PIHEH 2B EN B EEBETargetNames,

B3{E : CREATE | UPDATE | DELETE

® Note

£/ RESOURCE. STACKH CLOUD_CONTROL Hook BEHW: , frE EEEEHEH. £H
CHANGE_SET Hook B#ERF , R CREATEEIEEA.

InvocationPoints
FafES | IBESE PIEZzBENUAETargetNames,

E{E : PRE_PROVISION
Targets

S EEZARBREBENEBERBE,
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B RS Ry &E B RHE T3 B,

TargetNames

ZEENEREREEZR,
Actions

15 B ENENE,

B3E : CREATE | UPDATE | DELETE
InvocationPoints

EEBENFAR N,

EE : PRE_PROVISION

(® Note

LR S8 TargetsYIHFESI M Actions, TargetNamesDX InvocationPointsf#
5, MREHREMFHE=(HEEB M Targets , B4 BHETargetsWHESFIZEEM. WME
g5 , ESB T#EH| 2 ERTargetsYHRES,

B Z & R By £ 51
RER ST LB ARV EHI , LAE T AWS CloudFormation Hooks B B {ZZER& 4,
g4l 1 EAREEEBREY

FERVEENREERBEENERBREERM , BBEM TargetFilters YHEE

TargetNamesf#%|, T3 B EEEGFHARLEE S3 fEFETEM DynamoDB BRI R LHAIERIEL
1Yz AL N

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
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1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"TargetNames": [
"AWS::S3::Bucket",
"AWS: :DynamoDB: :Table"

&5l 2 : EATargets¥HFES

HREERNENERY , B ERTargetsWMHESIRIIESEEE. BENFAYEES. THE
EEHER GRS S3 f1FETECREATEMN DynamoDB ¥k EFMA Hook 2 BT MUPDATERE,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"TargetFilters": {
"Targets": [
{
"TargetName": "AWS::S3::Bucket",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"
},
{
"TargetName": "AWS::S3::Bucket",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"
.
{
"TargetName": "AWS::DynamoDB: :Table",
"Action": "CREATE",
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"InvocationPoint": "PRE_PROVISION"

1,

{
"TargetName": "AWS::DynamoDB::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

]
}
}
}
}

EA B FT#EE Hook BERATE

EAUEABRAFIMABEERBN —12, LAILE Hook BEEEBPEAEAFT (* M ?). 2%

(*) RRFIWESES. B ) AREFNE-—Fn. EALUEERBBPEAZE *M ? £,

Example : Hook iEB AP EEEZBERAF TH &SI
T5IEEHI L Amazon S3 XENMEERER AR E,

{
"handlers": {
"preCreate": {
"targetNames": [
"AWS: :S3: . *"
1,
"permissions": []
}
}
}

THEFFEBBPEE "Buckety MATEERERE,

"handlers": {
"preCreate": {
"targetNames": [

ERERF

Ji

170



AWS CloudFormation Hooks & 5R

"AWS::*::Bucket*"
1,

"permissions": []

AWS: :*::Bucket* T[REEM A TIMEMERERER

« AWS::Lightsail: :Bucket

* AWS::S3::Bucket

* AWS::S3::BucketPolicy

* AWS::S30utpost: :Bucket

* AWS: :S30utpost: :BucketPolicy

Example : Hook fAREGZBEARPEERBERAF TN

THsEFIARESUA A% , ARATE Amazon S3 ERBEEWCREATERE , URFMIEERERKER
FAMUPDATERRME |, B4 AWS: :DynamobDB: : Tablesl AWS: :Glue: :Table,

"CloudFormationConfiguration": {
"HookConfiguration": {

"TargetStacks": "ALL",

"FailureMode": "FAIL",

"Properties": {3},

"TargetFilters":{

"Targets": [
{

"TargetName": "AWS::S3::*",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::*::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

ERER =

4
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}

THIEHIARBEWUAFTE Amazon S3 ERFEAEM M CREATEUPDATEREMN AR , URFIEEREHR
FREFREEA CREATER UPDATER/E , #I70 AWS: : DynamobDB: : Table®= AWS: :Glue: : Table,

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"TargetNames": [
"AWS::S3::*",
"AWS::*::Table"
1,
"Actions": [
"CREATE",
"UPDATE"
1,
"InvocationPoints": [
"PRE_PROVISION"
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{5/ CloudFormation £57<%& 37 4 B}

I EER M Hooks M4 CloudFormation 824 fl#%: T2 & X B/ E#E,

ZEiB#FE A CloudFormation EIAE Y A% |, B EEFREARR—HEEEH
BEZAE—R , REEZEAWS IRF M BB+ ZE—HEMEBMN DL,

CloudFormation % Guard 1 Lambda Hook BN 2 T HEHAERER,

%

E 3 Guard Hook

#3 Lambda 4

B

IR TT

fEF AWS: :CloudFormatio
n::GuardHook ¥ERERRKEIF
B4 A Guard Hook,

£/ AWS: :CloudFormatio
n::LambdaHook EREAIRE
FEXA Lambda Hook,

B

LR YY)

Biig#E

g7~ 505
gMisZE

) g ]

AX A

CloudFormation B2t T3 ERER Lol ESEAPARETBITAE,

%
ARE AR TRER

TN

ARE Q) FAVERE

ERLEAE

IR 7T

A AWS: :CloudFormatio
n::HookDefaultVersion BIR
BARIEEBF A FERRRA,

£ AWS: :CloudFormatio
n::HookTypeConfig EIRERRK

EEBTAMBNBR,

£/ AWS: :CloudFormatio
n::HookVersion ¥RERAEH
MR —ERAN BT AR EMHE
CloudFormation & 818,

fEMA AWS: :CloudFormatio
n::PublicTypeVersion BIR

B

LRSS

Bilig#E

giflga 7

gMisZE

ERPTE TR
BiigZ

BiigZ

LR WITEAR
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-cloudformation-hooktypeconfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-cloudformation-hookversion.html#aws-resource-cloudformation-hookversion--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-cloudformation-hookversion.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-cloudformation-publictypeversion.html
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(2]

A IR HY IR P S
REBME

BARrE. £=
FHE

BRI R
BRERAHAMBHOEMAO BT
WARARNBE=FAH,

5 AWS: :CloudFormatio
n::Publisher ¥EREH &
CloudFormation & #&1& G IE IR 5
HMAEAEERIIEE (A%, EHEM
ERER ) HRHEAE,

AWS: :CloudFormatio
n::TypeActivation ¥R
BIEd AWS: :CloudFormatio
n::HookTypeConfig ¥REHE
BER , LBMAZKRFHRHNAGE=
yA=HEAE B

Biig=E

Bilig#E
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AWS CloudFormation Hooks i f & 5 B9 344 FE 50 52 8%

TRKREB LXEM AWS CloudFormation Hooks AR EELE, NEFRALXEEHNE
4, A LAETRY RSS STRR.

- XHBRILEFHKE : 2023 12 A 8 H,

g5 iR H &

B ER B BB EEHEBRZIX 2024 £11 A 13 B
B K WEZEF#HA CloudForm
ation Hooks REE(HFTEVET AN |

] A SHE R R DU AR

AWS Cloud Control API %)% A BB E B Cloud Control 2024 £ 11 A 13 H
BS APIBE& K TEEFHEA
CloudFormation Hooks £ i
BraiEenEERNERE,
MRKFFTERNER , I
SABIREALP ILMEER
RBHBEELAFMERER
&,

AWS CloudFormation Guard AWS CloudFormation Guard 2024 £11 A 13 H
Y %ﬁﬂﬁwﬁﬂ AR
EFE (DSL) , TARER

pollcy as-code, Guard Hooks

A LAFE{E Cloud Control API #1

CloudFormation #4E , SAfE#

BraimEERNHERE, IR

RETELRNER , AREX

BURIEL Py LR ER |, S5

HES I AFFHEIRIEEE.

AWS Lambda 4% AWS CloudFormation Lambda 2024 % 11 B 13 H
Hooks AJ & EH¥ BET BT 12
A HEST{E CloudFormation #

175



AWS CloudFormation

Hooks & 5R

Hooks & 5r

Cloud Control API /€., #&#Y
R HHIRELEE
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FEREREENIBIRE, B
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