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AWS 12 B SkE R E IR

B

XEBRER

fim

AWS 24| B {5 1AM 15 A 1


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions

AWS 2% B #% ZEMEF

EESWLER AWS JSON BURRIEEH T AFIBLERS. WHER , WEERETBEERET TR
B BERAITHLEE 1,

Resource JSON HERTZTIEEEEABHENYH., RN XAEEE Resource = NotResource
TR, REEXKEFEHAH Amazon Resource Name (ARN) RIEEER, B H X EREERER
HEME (BAERBRFTT) REEM.

HRAXEERERFTAINEE (PIFIHRE) , FEABRAFR () RRTEEXBRARFABEER.

"Resource": "*"

EEF AWS 2HEREREENRE ARNWWEE , F2ERBERESEPH AWS ZHEREBRNE
Ro BETHUNERBLEEFREESEERN ARN , F2E AWS 258 xR E R B F,

AWS #2258 #8138 28 T 5 Amazon ERA T (ARN) &= :

arn:${Partition}:controlcatalog:::domain/${domainId}

AWS #H|B & BEZEEB T % ARN & :

arn:${Partition}:controlcatalog:::objective/${objectiveId}

AWS 25| B @ AEHEEE T4 ARN X
arn:${Partition}:controlcatalog:::commonControl/${commonControlId}

WEE ARN XM EFEHESA , 528 Amazon Resource Name (ARN),

flan , BEEERRRFIBEELI-1234567890abcdefof@id , FEEA T %I ARN,
"Resource": "arn:aws:controlcatalog:::domain/i-1234567890abcdef@"
NEEEBREERFNMEHTER K FERABAFT (M)
"Resource": "arn:aws:controlcatalog:::domain/*"

FE&EAWS 24 B S E3E (FIRAREBLERNEE) BEEREER LT, EEERRT , LA
ERABRAZFET (%)

AWS 24| B {5 1AM 15 A 12


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS 2% B #% ZEMEF

"Resource": "*"

B AWS 4B 8% AP BIEXEZEER, 0 , ListCommonControlsfFEUEAZREIE, BERN
By A FSREHELFEAFENELERNER, EEEE—RAXFTEEZEER , BEAERED
i@ ARN,

"Resource": [
"commonControl",
"objective",
"domain"

HEMA AWS 25 B BU S DB AERNBRES , F2H. AWS 25 5 ke 5 5 2 B
AWS 125 B SkEY BUR R4 £ 58

3

X BB E BRI 2R =

EIEE A LMER AWS JSON BERRIEEH AT U ERMBLEANR, thpiEmHR , WE =B E M RS T AL
B BEERAITHLER

Condition Jt3& (X Condition [E#R) AIBEIEEFERERNERNFRYE. Condition TRRERAE
H. BAIUBYFRRFRTEEFHREEEN PINERSIR) , REHEBEFHVFRGMBRPVE,

BEERRXFIEESZME Condition THE , WEEE — Condition TEFPEESERSIR , AWS
EEREE AND BRI A, WRERE—RUHRCIBEESEE , FEMABBORESE R AWS 7
hiktr. BAFEMBHRG , TEREREXNFT,

BT EEERFBEAEECERE. AU, BAUREERAEERAE IAM EAERBELE
HENERNFFARTXIAM E£RE. IFESEF , F2H IAM £AEERETHN AM BETE 2
BHER.

AWS X E2EFR4ESRANBHBBERG TR, BEEFMA AWS 2EK4 2R, F2H (AM £H
EEmM) PHAWS £ ERERE SR,

EEETE AWS EHERFRGSHBZE  F2RRERESEZHN AWS 25 B SN RGEH8. BET
BA LSRRt SBNBENEIR , 528 AWS Control Catalog EE&E M Bk,

BERE AWS 258 S5 D BB AERNBERES , B2, AWS 248 51 5 5 B BRE S

AWS 2% B gkanfigd IAM $EBLEA 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html#awscontrolcatalog-actions-as-permissions

AWS 2% B #% ZEMEF

AWS 2§ B &+ #) ACL

X ACL a

FEUEFIEE (ACL) FTEFIMLEXRE (RFKE., FRAENAG) BEFHEERRNFAT. ACL EER
EREBR , BEMAER JSON BERIXAFEN,

5 AWS 25 B %4y ABAC

X & ABAC (BURH RVRER) )

B RFEUES (ABAC) B —EREXRE , TRIRBMRERA, £+ AWS , ELBHBAETER.
B LGS RBH IR IAM B (ERERAE) NS AWS BiR. AERNERN LFERR ABAC HY
B—%, BEFERST ABAC IR , A EEZERNEREAEE TN ERERATFERE,

ABAC EARMRENFRZPHEREE , WRERREELEEEREHRBG,

EERBERIZHIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 &8 , FBERWEGLED , BHEBEH.

MRBHEXESEEREEN B =ERG SR  DBEZBBEMS , EA Yes. IRBBEIERLE
REEN =@ k4 iR , RIEA Partial.

WEE ABAC MEEHEE , 20 (AM FEHEEE) P ER ABAC?, MEEEFSHRE ABAC
SBNHERE , BF20 (AM FAEEE) P ERBMHEFEUES (ABAC).

&l AWS 2 B SR ER RS EAER

X EGRRE =3

ECEARRBREHEE , ££ AWS ¥ TRFER., MEHMER , SFEWE AWS ¥ HLEREE
ABREEAWS BRI £/ 5526 IAM EREREETH 1AM,

MREFEART FHEZBNBBUNANEMTEEA , AIIRIEE AWS Management Console £ F i
RFERRE. Bl , B& AWS FHATIMNE—ZA (SSO) BN , XEFEEHEVETRRE, B
FBUERESSBATERE , ARVRACK  UEEHEVERER. UEVRACHFHEEN , &
28 (IAM EREER) PNYREAS (EEA).

AWS 24| B {5 1AM 15 A 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html

AWS 2% B #% ZEMEF

BT LAER AWS CLI 5 AWS APl FEIZVIRBEAER . A%  SUNERELHREAER RS
BAWS, AWS ZELBEELHRFEAEN  MIREARMERER. NFRFHER , F2H
IAM Y BT B 1 2 2 R

AWS 21| B $%rY 5 BR %5 £ 88 5T

XEETFEITERE (FAS) f

ERER IAM ERERAREFHITEER AWS , CERRATR. EFAREREE  SARENT
REEE , EMETBRBPRE S —EEE. FAS E£ATRITIUMER AWS B , YEEER
AWS fR# BT REZFHER, AEERBKIFTEEE AWS R tEREE T RESTRAVERE |
FEBE FAS BR, HEUBRT , ELAERHTEMBERFEMNFTAT. WFRE FAS FRERBURF
WMEFR AR (EREFNTEER) .

AWS 25| B R A E
YTERBAE &

REAGRRBEEN IAM AE , AIREHTER, IAM EES UK IAM REY, SRR
A, MEEZEHF , F2H IAM ERAEEETNELAGUEIRET T4 AWS R,

/A Warning

SFERKA G A AR AT eEE BT AWS 25 B Sk ZheE. RBE AWS 24 B xR HiE
B , TREREAE.

AWS 25| B S RBELZ AR

XERBERAE, =)

BHEFAGRE-—EERE. AWS BRERBAIUBEERAKREVNTHENACR, RBERACERATE
BHH , AWS IRF BEBRERBAE. IAM EEEWURE , EFERERBERZSERFTT,

AWS 2 B #% an{aTEd IAM #E B 52 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

AWS 2% B #% ZEMEF

NMFERVREERBEEACHFMER  FSETEL IAMEFENAWS B, EREPSHERHE
HPggRBEFAGRTHN Yes, EERER , R ZBBHRBERS B

AWS $2 15| B $%1 & 5 B R 51

BIFTER  FAENACRKEENRIEHN AWS 248 $E RWER, MmMAtbEEFER AWS
Management Console, AWS Command Line Interface (AWS CLI) i AWS API R 1T T, EER
FEAEHHAMEERMTIHENTT , IAMBEETNUEY IAM BX., A% , EEETLUHE IAM K
RAEEAG , fAEFERBTELAE,

BEETROAIEAELEF JSON BERX MY IAM 55 RBXK |, 28 (AM FAEER) PHE
3 IAM BUR

MFE AWS Control Catalog EERMWEIEMERBENWFHEN , RESEEREEN ARN BX |, F2
BRI Z £ AWS Control Catalog VBN, ERFMEHEE,

ES |

- BRREE®

- RFERAERBMFIECSHETA

- AFFERAER AWS 25 B HBEER

HRREER

LEDEBNAERNBREREEARBIUELNIIREHRRY, FHEMBER AWS Control Catalog
BR. ELHFEIREEELN AWSIRFEXEA., EEBRUSRES 7 RBXRE , BHERTIEAR
BREE

- B AWS ZSERAWBOREERER — SEHRREFAENIEERNER , FEAT
REFZERFEHARGERNAWS SEEFRH, SHELN AWS IRE. BREEBEBERIBEREME
RARHIN AWS EFEERBER , E—SREFEAER. WEFEZENRA , 528 AM EFAEEREFH
AWS ZEBEREKBEENAWS ZEBUR.

- EAKKETURA - 8RE IAM BEENFF IR , FERTHTEEMENER, AERKEWN , £
DERERERGE T IUHSEERENNEE , SHBAREERTY. WEEA IAM EAFH
WEZHEEEN , FS2E IAM EAEEEFH IAM AR BEMEFT,

- EF IAM BUR AR 4 — S REIERE - B LUSREFIEEBER , URFHIEBEMNERNER.
flan | WA LARBBERRY , EEX B SSL BEFTERE R, &t 7T LU R4 3R 1% B2 BR 78 &
ERY 1ZELAE (INIEIB4SE AWS BRFS) £/ AWS CloudFormation, MEEZEF , FF2H IAM £/
ZERHH IAM JSON BURTTE : &

5 7 B BRE 16


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awscontrolcatalog.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS 2% B #%

ZEMEF

« f£/ IAM Access Analyzer B85 IAM B3R , BRFILZ L AT EREERE -
RABENREBE , BRELBRER IAM BUERFES

(JSON) 1 IAM &

IAM Access Analyzer &&
EE#, IAM Access

Analyzer 12ff 100 ZIEBERERVEATHER , THEHEELXLEBEANEXR, NFEEZSE
A, ESEH IAM EAEEETH IAM Access Analyzer BURERFE o

- EEZHEFHEE (MFA) —NMRZHWRGFIEZEE IAM EAEIREHAE AWS IRF |

A PR MFA

LEBRANREM., BEENW AP EXRERER MFA |, 558 MFA (R REENEER, WFE

ZEH ,

WE IAM FREEE

tegEslE

HHVEBREFA

SE 22
ARZ

RFFERAERAMMAECHEFT

SH IAM EREEETN IAM Z£&iE

A2 IAM £ & EMPERE MFA RER APl FHG

i%o

REIMARYBR |, AR IAM ERERRMMEEMERES SHRBRERZEBR. tHERA

BEEXEE LHURKERFTHRNER AWS CLI 5 AWS API TR LB ER R,

"Version":
"Statement": [

{
"Sid":

1,

"Resource":

"Sid":

n
"iam
n
n
n

"2012-

iam:
iam:
iam:
iam:
iam:

iam:

iam:
iam:
iam:
iam:

10-17",

"ViewOwnUserInfo",
"Effect":
"Action":

"Allow",

[
GetUserPolicy",
ListGroupsForUser",
ListAttachedUserPolicies",
ListUserPolicies",
GetUser"

["arn:aws:iam::*:user/${aws:

"NavigateInConsole",
"Effect":
"Action":

"Allow",

[
GetGroupPolicy",

:GetPolicyVersion",
iam:

GetPolicy",
ListAttachedGroupPolicies",
ListGroupPolicies",
ListPolicyVersions",
ListPolicies",

usernamel}"]

&5 B E I


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS 2% B #%

ZEMEF

"iam:ListUsers"

1,

"Resource": "*"

}

RFFEAEN AWS 251 B SR EIR
THIBRRES H AWS 25 B &P HMAE. B EM—BIEHIET .

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "ManageControlCatalogAccess",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

"Resource": "*"

SEREHEAE AWS 2% B % 5 2 M FE
EATHERBEEDEASERM AWS 24 5 &7 IAM B 85831 % RFE,
T

« REBIE AWS 1258 ST HTDE

o REZEREHIT iam : PassRole
s REAFRLUNAMWAETT AWS 1EF LRI AWS #4] B $2E R

HERTE AWS 25| B P ITEEF
MREWRER , FHERERENTEHE , EHBERLEAER , AFFERTBNE,

RS0



AWS 2% B #% ZEMEF

TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
ERMFMENR , BAIEER controlcatalog: GetWidget FFAIBFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
controlcatalog:GetWidget on resource: my-example-widget

FEHRBERT , BAFEH mateojackson EAFENEHRK , £FFEM controlcatalog: GetWidget &
YEEE my-example-widget BiRo

MRBEEWGE , BRIEEN AWS RILEEE, FNEEERMUEENEZERERR,
REBE#EHIT iam : PassRole

MREBRF|AREREFTiam: PassRoleBIEMIERAR , X EEHENBEUALFEKACEE
# AWS Control Catalog.

BE AWS B# A EEREACEEGERE K MAREVFNEBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EBAN IAM FEHEmarymajorERMEH XA 7E AWS Control Catalog R ITEIER: , 23 4£E T3
#HIERR, BER , BEBERBBEERBEACKR TN T. Mary REKACEEZEXRENET,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREFEHRE , FHEEN AWS RREES., CNEESREENEZRRE.
BREATERUINBVAER AWS 1RF BUERA AWS 2 B &R

LAY —EAe , BEMKRFPNEREREEBATHASFIENER, EUEEZE LT
LEEAVHIREZAR. SHEXEERERNBERSFEUEHIEE (ACL) RIBRES |, &7 LUE R BRL R
KRBT AEFRENE RN,

MEE—FTH , F2EAUATRE .

- BT AWS BH|BEREXEELIIRE , F2BAWS 24| B ke |AM £ E A,

- BETHRNRAEMETER AWS IkF WEEE |, 52K (AM EREER) R 5 — @85
B AWS 1RF B 1AM £ A ERHFEER.

ISR E 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html

AWS 2% B #% ZEMEF

- BETHRONAEE=SRERERNEIVE AWS IRF |, F26H IAM EAEERTHNREE=S
AWS IR F #E By 7 EUE.

- BETHRNMEBHS S5 RUFIE  F268 IAM EREERTNSFIEREGENSETS
TERENEHAE BESED).

- FETHEAACNERERRETEIRFFICENEZR  F28 IAM £AEERETHN AM 56
BERBEHENESR,

AWS 25| B %1 & R B FE

HERME AWS % REBRISERMER L RNEER , F2HEAWS i EESASETEHFRFH ,
WRELRBEBNERAR, WF—REHR , FBHAWS REFTEIAWS,

BRI LAERA TESE = H RS AWS Artifact, WEFMEN , F2R TEHPHHEHH AWS
Artifact,

BEERAKNSRETETUR AWS B REMNERMYE, NFANEHREEUARERERENER.
AWS 1RHE T 5 &R A5 B EE AR

- ZEMESHAMREAFEE — ELNEEENRREEE  YRENBBEUARZEHNSHRE AWS
REXMNEERENS R,

« #£ Amazon Web Services F 2218 HIPAA £ M EEHEMY — AAFKERPLRNAFERABRILIFTE
HIPAA E&HIFE AWS AEER.,

@® Note
W IEFFE A AWS BRIE BRFE HIPAA B8, MEFHMEN , F2H HIPAA ERRESE,

« AWS ERERAWS — W TEEFNIEEES AREARENERNAT T,

- AWS BEFEHENE — BB AERRLRNETEN., ENERAR T EZEERS (BFEX
Bl B RAZELMAZCFT (NIST), XN FEXEZLBEEZEE (PCl) MEREEER 1SO) # |, &
AWS % BiESI X HEELERFINREER.

« EHAWS Config F#& A Bigm PN ABFEEIR — It AWS Config RE ST HENERERFTS
AHER. EXEINNERNEE.

« AWS Security Hub— & AWS % R T AL £ REN L E KR E AWS, Security Hub fEA &£
7E, RSN AWS ERERELZNEZREBREFT R EREENREER, NEZENR
BB | 5526 Security Hub controls references

EREERRE 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html

AWS 2% B #% ZEMEF

« AWS Audit Manager— i& AWS BR#§ BBIRERFERZEN AWS £AER , UELEEERE RN
R, UREFERMNERBEENE R,

AWS 12| B s Ay E M

AWS £IKERRBEER AWS B MAHAEESEVLN. AWS EE RESEER S BN RHNTA
EE , BEERFEEEE. SHWEENSTHAKAE, SRTRAES , B URTEEFNEAEN
NERE , s TRESBEBREREM IS RETE. TRAESNTHE, FEEINEBERED ,
HRE-RZEERPONERERREES,

Mm% AWS B AT ABHNEET , FSHAWS 2 HEREHE,
AWS 2% B sV ER SR £

AWS &I H &2 ZERIE , ¥ Amazon Web Services : & AWS £2FHE A & E PR £ IR
ZEEFRE

AT LAE A AWS E I AP FEILEIR 88X FEL AWS 241 B 8. FFm&4 A& Transport Layer

Security (TLS) 1.0 REFHIRA, BFEFEA TLS 1.2 AEHMA. AF RS BT EEHEREEALR

(PFS) MEZIBFEMH , HlEERF Diffie-Hellman (DHE) = #% Bl #i #R & B Diffie-Hellman (ECDHE), B R
(a0 Java 7 MEMRA) KRS EXEELER,

WA, BRLACAFEREH ID FE IAM TRMEEBNLAEENSR/REE, NF , BALLEB
AWS Security Token Service (AWS STS) RELXERZEBEREEHEB R,

AWS 21| B sxh R AEREM S5 R 0 4

BLEM IT Z#F2EE (HMANEF ) AWS 2ENHAREE, MEFMENR , F2H AWS HANE
EEE,

WRIEEE N 21


https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS 2% B #% ZEMEF

BE¥E AWS 24| B 8%

EEVRRMETE AWS 24 B SR H M AWS RS RN ATEME., TAMNRENEZERIBS. AWS 12
T I T BEREFE AWS Control Catalog, fEEASEEREIRE , WEE SRR E B EE

« AWS CloudTrail B EUE IR F A RIE AWS 1R FE 3 HHY API M FHERISEH |, WS BB EE T &
EEM Amazon S3 EFETEE., BALERBIFFILAEREFIRE AWS, ETFEUASER IP 24k , 2L
R3S, MMEFMENR 52 (AWS CloudTrail FFHEEE) .

EFAE2 4% AWS #2241 B $% APl ®EAY AWS CloudTrail

AWS 2| B #% 282 AWS CloudTrail AWS 2 &I B P HNERE. ALRRBARBRNBELCHESH
AWS fR#. CloudTrail ASE#H X FEEL AWS 12| B 8 FTE APl 0L, HEEWY IS IERE AWS
PREIB SR AW AWS 25 B #% AP RENENBEW, MREEER  BUUMAFER
4 CloudTrail B4 2| Amazon S3 F1ZETEE , B¥E AWS BEIB ENEH. MRERREEH , £NA
A LATE [BHBRERC ] PR CloudTrail EEEFRIENEHN. FHKENER CloudTrail , AL
Y|ER ™ AWS Control Catalog 2 HiRIFER, REFBRMRR IP ik, REFBROAE, REFBEROE
B R HAFF M E R

EEH— 7 # CloudTrail , EZBEFEAWS CloudTrail &M

AWS | B #& A CloudTrail

CloudTrail & 8I2KRF AWS 1RF A . E/EEE LT AWS Control Catalog B , R B2
CloudTrail S4B R EHP N HEM AWS RESH —BESKESHP. BULUEF , BENTHREN
EH AWS tRF. WMEFMER , F2REEA CloudTrall EHBELHBIAEH.

MER AWS IRFHNFES M4 (23E AWS 25| B W EH) , FFEER, BRA CloudTrail #%
HESE R E Amazon S3 fEFETEE, KTERL , EREXRAFENEKE K XEHMSERAETHEN
AWS B, EHFHRE AWS 2 EFERENEH , XA BFESXEEEERN Amazon S3 f#
ZETEE, bAN , BB LARREEM AWS RS , LA —2F 547 CloudTrail o8& USRI B4 & B3 FRER
78, MEFHMEEN , F2ETIRE :

- BIEBHHEIE

« CloudTrail X EHNREHEES

« ERZE Amazon SNS &4 CloudTrail

- #EZEEFEW CloudTrail AF I Z @RS U CloudTrail B FH

CloudTrail B& 22


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
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- EREFEHBREABEAELIER AWS Identity and Access Management (IAM) & & A &2
o

- RERBRE , REFATHREACEHMES I EAENERRLRBRE.

- BEREFHHEM AWS R,

il

WMEHMERR , 5528 CloudTrail fi£ userldentity JTE,

TH AWS 24| B8 BEERE

BHE—EAE  TEEHUBRRFENEREESEIEEMN Amazon S3 #1788, CloudTrail SC&#4E
BE—RLEEHER., BHRARRKETARRNWE—FR , LEEBFERWIRE , BEN BHATE

ERBHEFLE. CloudTrail BFEXHAFTELNE API FANEFH#ZRER , AteMAgUEM
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eventVersion:"1.05",
userIdentity:{
type:"IAMUser",
principalld:"principallId",
arn:"arn:aws:iam::accountId:user/userName",
accountId:"111122223333",
accessKeyId:"accessKeyId",
userName: "userName",
sessionContext:{
sessionIssuer:{
I
webIdFederationData: {
I
attributes:{
mfaAuthenticated:"false",
creationDate:"2020-11-19T07:32:06Z"
}
}
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https://docs.aws.amazon.com/controlcatalog/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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},

eventTime:"2020-11-19T07:32:36Z",

eventSource:"controlcatalog.amazonaws.com",

eventName:"ListDomains",

awsRegion:"us-west-2",

sourceIPAddress:"sourceIPAddress",

userAgent:"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/87.0.4280.66 Safari/537.36",

requestParameters: null,

responseElements: null,

requestID:"0d950f8c-5211-40db-8c37-2ed38ffcc894",

eventID:"a782029a-959e-4549-81df-9f6596775chd",

readOnly:false,

eventType:"AwsApiCall",

recipientAccountId:"recipientAccountId"
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com.amazonaws.region.controlcatalog
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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DT REFNREBERNES, ELKLERAMMENTRER K CEREMEERLAEESHESEH
2 AWS Control Catalog B ZEUE,

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

"Resource" :"*"
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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