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ft B2 Amazon DCV Session Manager ?

(® Note
Amazon DCV % Hi#E4A NICE DCV,

Amazon DCV Session Manager @ —#H AT ZEZEWHRBEMH (REEXNREENX ) NEAERXERE
FTATE (APl) | TIERBASTEIEEMERS (I1SVs) BREUMBREARERN | UEXFKHAR
£ Amazon DCV fal fRES#EF P 2 L M EE Amazon DCV I {EREER Y 4 an B HA

AISERP NI L EMERE Session Manager Agent and Broker, f1ZEfE Session Manager B 5¥4
BEHAPIs , 552 Amazon DCV Session Manager iz A B1EM

FE

« Session Manager FiE#EH =,
- ZhEE

- R&

« Amazon DCV Session Manager &K

Session Manager KiE/ERH

T EHER Session Manager i 5 g 7T

Customer Frontend- Session Manager-managed space DCV-managed space
managed space mmmmmm oo I ,
S . DCV Fleet '
Listening 1 :
for APIs ! I
1
1 = . L
API Calls — : :
@ S « Session DCV !
@ . Manager Servers
. . Agents |
Client Broker . :
| . &, |
| 0o

Session Manager HI3E#EH 1
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R RE

Broker RFEE I 2 B8 Session Manager #J Web faAlfRE5APIs, TEEZWRIYEERBERAFiF B

Amazon DCVI{EEBREERAPIFER , RAEKERBEELHEENERASE . RERANELEEHE

B8 Amazon DCV fRIfRER VBN EM E , BAFKMENER , BAEARATRRERER,
RIEREN

REEXNLZREHMEFPHNEME Amazon DCV kst L. ERAESSRIIREERXNER , X ER

H# Amazon DCVAREF L #HTIELIE R, BERABHEEIE Amazon DCV RIIRESMARRE | W&
EHMREFFHFERBRERER,

APls

Session Manager 8 A —f#RESTEARXEXRZFTNE (APIs) , IARERE Amazon DCV
fARRES#EAF LY Amazon DCVI{EREEY. APIs EER YHAERN 2NF. BRASTUEIF
Y BE] TIER RREE B FIRAPIs,

P Bk
AFPim2LRBNIREARENIACOHEYL , ARFIULERER APIsABM Session Manager. &
HREREFER AFHREEME T Amazon DCVIARES LFEE R THERER

TFEVERL

EERHAPIFER , BXABRMEIER, TMOAFRE AT RAREBEREX RSP RERRESERE
BAPIs, ZEEFERMENZESR , AFIRAPIZABREBERNNEBRE.
BAE#% API

A Ei% 2 A Swagger Codegen # Session Manager APIE&ZYAMLIERAPIEL, AFIRAPIA
RIEBAPIZEER,
Amazon DCV I {ER B}

&R 1E A P im AT LUEAREY Amazon DCVRIBREE L2 Amazon DCVIEEER. AFmARAEER
YER B THEFE B BHEAR 2l Amazon DCV fAlAR88. Amazon DCVXE XA N ER TR, &7
LAEF Session Manager APIs3R & Amazon DCV IR EM, Amazon DCVI{EREER
ARER THED —EARRE :

« CREATING- REFREXEEZR I TEREER.

« READY- T/EREER O (R iF 13 A FimiE#R.
« DELETING- [E7EBR TYERSER

- DELETED- S Bk TERER,

Session Manager BViE{ER 2
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« UNKNOWN- LY B THERSERMARE, REEXMNERABMEEEELZBEA,

s
IhEe
DCV Session Manager 121t T 5l Zh&E :

12t Amazon DCVI PR E — ENSEZE Amazon DCV AR L #1172 TIEPSERMI BRI E
Fo

- EEZ{E Amazon DCVIERBMNERELR | FEiBE—APIFERAZE Amazon DCV AREFH Z
B A EE S MRS E TR

- XEER — TEV TEREERE , A 8FEREE —# Amazon DCV fafkaR.

- BEZE Amazon DCV IR — BB —EAPIERIEUSE T ERRNWERETT,

- REERER — HE Amazon DCVIERERH A IREREA.

- IEREFRMAIHEE —F . AWSAZPEE LFEH Session Manager , =% fil & X #Y E im 2 [ AR
2o

BR 5l

Session Manager T ERMEINEE, WRIEE Amazon EC2H1TEREDCV E#1T Amazon , &1
BEEEMA AWS HAaREE , 620 Amazon EC2 Auto Scaling REBEBRGEHIER.

EE

FITEC2HTER AWS WEF AR E{E A Session Manager,

AZEEE FEE Amazon DCV Plus 2 Amazon DCV Professional Plus 2#, MIEEEINAEE
Amazon DCV Plus = Amazon DCV Professional Plus Z#HNEH , FZB {7 Amazon {14 £

BE , URSKREMEEEN Amazon DCVREEHRKER, DCVEEATAMERBHEZFER
Amazon DCV Session Manager , FF A1 ZR R #% Amazon 2021.0 DCVhr B IRAFIE T

WMEFMENR , 55268 Amazon EE S5 FHVEIE Amazon DCV Server, DCV

Amazon DCV Session Manager 7% 3K

Amazon DCV Session Manager {REREXMREREXBETIER,

Tre


https://www.nice-software.com/index.html#buy
https://www.nice-software.com/index.html#buy
https://docs.aws.amazon.com/dcv/latest/adminguide/setting-up-license.html
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ERRH

£

ERA

Amazon

DCVh A

REERX

Amazon Linux 2

+ CentOS Stream 9

+ RHEL 7.6 SiEH IR

* RHEL 8.x

* RHEL 9.x

+ Rocky Linux 8.5 S E#H AR A
* Rocky Linux 9.x

+ Ubuntu 20.04

« Ubuntu 22.04

« Ubuntu 24.04

+ 64 fJT x86
« 64 {3t ARM

8 GB

Amazon DCV 2020.2 & F x4

REREX

Windows

* Windows Server 2022
* Windows Server 2019
* Windows Server 2016

Linux {a] iR 88

* Amazon Linux 2

+ CentOS Stream 9

« RHEL 8.x

« RHEL 9.x

« Rocky Linux 8.5 S} E R4
* Rocky Linux 9.x

+ Ubuntu 20.04

« Ubuntu 22.04

« Ubuntu 24.04

- SUSE EF SP4T EATARZAEY Linux
Enterprise 12

« SUSE Linux Enterprise 15

64 7T x86

64 7t ARM ( £BR Amazon Linux
2, CentOS 9.x, 8.x/9.x RHEL #l
Rocky 8.x/9.x )

64 {25¢ ARM ( Ubuntu 22.04
24.04 )

4 GB

Amazon DCV 2020.2 K& E R A
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REER KEER
HiER Java 11

B FELRER
T E21# Session Manager #85& FEAR E R B S PE#EEER

Customer-managed space Session Manager-manax ged space DCV-mana ged
e

Agents DCV servers

\
L
\/:
- kﬁ:

.................

External authentication
server

...................

REEAMVEREETRNEH - |, BL4EE Amazon DCV AR LHREEX EEMAKER. MR
FEZEFZEARERARAETAY , AIXEEBANEH ELEANRESARERN  YEA—HZE
BHTEHRAREEAFREAREREN , URREEXEAEEX cHNRE, REEX hRXEEH I
A, LA Amazon DCV fAlfRZFM T/EMERBVEEEF. RERXTUEATENETREA SR
MAREER , YESHHBIE L RRBLET. EEPRBREEAEERERXEANERE , FiER
BERBENDERES, BAUBEERN. MRERERET , IXARENABENELRENRE
£, X#& DynamoDB , MariaDB fl MySQL, ZAUEREEXEEBESR PREEESE,

ERAESLARABBDEREERANZ S, FA, EOHTTPsER.

A PR SeRERAEXSARHFMAERN | T APIs, APkt BXEAFIENS 2D
B A AR R

MEAMERER 5
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iXE Amazon DCV Session Manager

T—ERANAEAE - REEXNSERERENRE Session Manager, B FEAZERERER
RAEAUERMEMMEE. MFEFMER , 52 B Scaling Session Manager,

£ BEEXE Amazon DCV Session Manager , 558117 T 514k :

7

- B 1. %{% Amazon DCV fAlfR2s

« $BB 2 : 5% Amazon DCV Session Manager R IEF25\,

« $B 3 : 5% Amazon DCV Session Manager R IEF25\,

« R 4 : #§ Amazon DCV fAfRZFRBREAEAREEXNES S 2 BT RRKRF
- S5 BERE

HER 1 . #4% Amazon DCV Al fRES

I8N BHEE B Session Manager £ A Amazon DCV fAl [RES#EE, WFE L% Amazon DCV falfk
SFRMFMEN , 5F2E Amazon EE SIS FH %% Amazon DCV fAfRgE. DCV

£ Linux Amazon DCVfalfRE§ £ , Session Manager A& A WAKRIEEA Edcvsmagent, Iit
£ EEE R Session Manager REERXNKEEBEL, BHXERT Amazon WILIRBEEREEES
R , DCVFRERERHMERABEHTEE, BEERTF Session Manager [RIEEFAEEESEIR , FH
TTHIEE -

#1418 Linux Amazon DCVRIREFH AR FE R &
1. FRABREFHXFHREFR[FAYR /etc/dcv/dcv. conf,
2. # administrators ZEHEE [security][EEk , dIEE Session Manager A&, fl0 :

[security]
administrators=["dcvsmagent"]

3. FEIEFEZR,
4. {Z1EWEFHEE Amazon DCV fAlfRES.

S BB 1 . %4 Amazon DCV fAfRE: 6


https://docs.aws.amazon.com/dcv/latest/adminguide/setting-up-installing.html
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Session Manager ReEFTREFER Amazon DCV faliREF LM EAEE L Amazon DCVI{EREER, O
RERATEENERAERL TR , AIEREXRN. Fit , EXERABERHINERERAER
Amazon DCV falfzz L BB RN RHEEAE,

® Tip
MBBITEE ZERERR T Amazon DCV ARZ[EREBENLEMER | BEEHT
DCVTFILER |, LA FH#A Amazon Machine Images ( AMI) , R#&EH AMIs BiE H &4
REEXF Amazon DCV falfkss. & , BAILAEA AWS Systems Manager i i 7£ 2 {8 #
TEEEHTHS,

BB 2 . 3%E Amazon DCV Session Manager X ERE

REBRNSERERE Linux T E, WEXE Linux BITHRAWEFMER , 5528 Amazon DCV
Session Manager 3K, FEERERERXM Amazon DCV AR EM s FN M EZHERBERX, TH
ANZRETRNALERE L, EXEEMEREREEX L EAEEBEA,

ZENMBBREREN

1. ERIEBEEHPRZEAEREANEH.

2. EXFRLR2EEHITHNUGCPGEE, EEAHEHCEHERTEMHHEE | BHXAMEA Amazon
DCVGPG£i8., #1T T 5l SLUUEA Amazon DCVGPG£ 8,

« Amazon Linux 2, RHEL, CentOS # Rocky Linux

$ sudo rpm --import https://dluj6qtbmh3dt5.cloudfront.net/NICE-GPG-KEY

e Ubuntu

$ wget https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY gpg --import NICE-GPG-
KEY

3. THZREEMH.

 Amazon Linux 2, RHEL7.x

$ wget https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1.el7.noaxch.rpm

SR 2 RERERRX 7
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« RHEL 8.x #l Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1.el18.noarch.rpm

CentOS 9.x, 9.x RHEL # Rocky Linux 9.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1.el9.noaxch.rpm

Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2024.0.457-1_all.ubuntu2004.deb

Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2024.0.457-1_all.ubuntu2204.deb

Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker_2024.0.457-1_all.ubuntu2404.deb

4. REEH

e Amazon Linux 2, RHEL7.x

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2024.0.457-1.el7.noarch.rpm

« RHEL 8.x 1 Rocky Linux 8.x

$ sudo yum install -y ./nice-dcv-session-manager-
broker-2024.0.457-1.el18.noarch.rpm

e Ubuntu 20.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2024.0.457-1_all.ubuntu2004.deb

SR 2 RERERRX 8
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5.

6.

7.

* Ubuntu 22.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2024.0.457-1_all.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install -y ./nice-dcv-session-manager-
broker_2024.0.457-1_all.ubuntu2404.deb

WMEFEER Java RERAZREA 11

$ java -version

WMREZE , B BEEEEREERAREEERE Java WA Java THEE, E€Ebroker-
java-homeRERENAEERPRE 28, NEFHASH A F2RREENERERESR

RBRERARY , YRARTES AT EEBRBEEBKED.

$ sudo systemctl start dcv-session-manager-broker && sudo systemctl enable dcv-
session-manager-broker

HREEXERBEZB[IENEARARALCNEREB KT, ET—ELSRPRERERXR , £8F
EEO

sudo cp /var/lib/dcvsmbroker/security/dcvsmbroker_ca.pem $HOME

S BR 3 : 8% Amazon DCV Session Manager X2

REBASBEREEMBEDPIFTE Amazon DCV fAfksEsE# ., RERX TLERREE Windows
A Linux fAIfRES £, MEXERNELERRNFMENR , 5528 Amazon DCV Session Manager &K,

DB R

ELZERBRERN 28 , XBETH 23 Amazon DCV A fRES.

HER3 REFRAE 9
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Linux host

® Note

Session Manager REREXBEARER FHHEM Linux BITRAMEELRE
THETERARE 64 LT x86 T L ZRREREN, FEE 64 L TARMER F RERE
Z3X , BEUR x86_64 #/ aarch64, ¥H Ubuntu , 5BEUX amd64 A arm64.

£ Linux =# 2 #EREER

1. EHFRZEEEHTEUGPGEE, EEATEMAEHERTBEMRE , BMEEA
Amazon DCVGPG£#, #1T 5w LAE A Amazon DCVGPG£i#,

« Amazon Linux 2, RHEL, CentOS #l SUSE Linux Enterprise

$ sudo rpm --import https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

« Ubuntu

$ wget https://dlujéqtbmh3dt5.cloudfront.net/NICE-GPG-KEY

$ gpg --import NICE-GPG-KEY

2. THZREEMH.

« Amazon Linux 2 1 RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.el7.x86_64.rpm

« RHEL 8.x #1 Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.e18.x86_64.rpm

« CentOS 9.x, 9.x RHEL # Rocky Linux 9.x

$ wget https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.e19.x86_64.rpm

HER3 REFRAE 10
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* Ubuntu 20.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2004.deb

Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2204.deb

Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2404.deb

SUSE Linux Enterprise 12

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.slesl12.x86_64.rpm

SUSE Linux Enterprise 15

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.sles15.x86_64.rpm

3. REEH.

« Amazon Linux 2 #1 RHEL 7.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2024.0.781-1.el17.x86_64.rpm

« RHEL 8.x 1 Rocky Linux 8.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2024.0.781-1.e18.x86_64.rpm

« CentOS 9.x, 9.x RHEL #1 Rocky Linux 9.x

$ sudo yum install -y ./nice-dcv-session-manager-
agent-2024.0.781-1.e19.x86_64.rpm

HER3 REFRAE
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* Ubuntu 20.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2004.deb

Ubuntu 22.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2204.deb

Ubuntu 24.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2404.deb

SUSE Linux Enterprise 12

$ sudo zypper install ./nice-dcv-session-manager-
agent-2024.0.781-1.sles12.x86_64.xrpm

SUSE Linux Enterprise 15

$ sudo zypper install ./nice-dcv-session-manager-
agent-2024.0.781-1.sles15.x86_64.rpm

4. BREERABRFERR (LEL—IPERVER ) NEFRARERERN /etc/dcv-

session-manager-agent/B &9,

5. /etc/dcv-session-manager-agent/agent.conf FAZREFH N FIRESFMR , A&
BT T 5EE,

o $t¥f broker_host , EEREBEXZEMENDNSEHEZE,

/A Important

MRRERENE Amazon EC2#11T{ER L3117 , Al broker_host B4 AEE HIEE
HITERRIEE pv4 Hat,

- (#HA ) &¥ broker_port , EEEZBHEAREBEREXNBANERZE, RIEER K RER
XAMREEXNSBBEEZE #1TBN8L45, REELEEFATENBEZERT BT IR
B, IREREEFETE , FREREEXCREAFERAMERNERZE,

SEB3 . REERAE 12
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« #¥ ca_file , EELE L —ESRIERNBRERNTEREE, FlW

ca_file = '/etc/dcv-session-manager-agent/broker_cert.pem'
HE L MREBEEEHTLSRE , 888 tls_stricti&EA falseo

6. REFLBFAER.
7. BATTFH ST URMEAERS,

$ sudo systemctl start dcv-session-manager-agent

Windows host

£ Windows £# - Z#RERER

1. THABEAZERERN .

2. HITREREN. £ Welcome (B) EE L , iBE Next (T —F).

3. HEULAEEL A6 BHARERESH  NREEE  BEMBREZIEKR , RBENT—F,
4. EZEMRRETE K BHREZE.
5

BREEANERZSERR (LEL—ITHERNVER ) BIABRARERZEIXAC:\Program
Files\NICE\DCVSessionManagerAgent\conf\& &+,

6. C:\Program Files\NICE\DCVSessionManagerAgent\conf\agent.conf A& R
WX FimEEERRR , REHIT T IEE

o §t¥f broker_host , EEREBEXZEMENDNSEHEZE,

/A Important

MR RBEERE Amazon EC2#1T{ERE L3117 , Al & broker_host , BAEE
HITEBHNFAE IPvAtbiL,

(3R ) #¥ broker_port , FEEZBHEREEXBANERE, RIFEFEK , AER
AMREEXSEBELRE #ITERA8LL5, REELFERATEMERBR S BB I1E
H, MREREZETE , FREAEEACREACLAARNERRE,

« #¥ ca_file , EELE L —ESRIERNBRERNTEREE, FlW
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https://d1uj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/nice-dcv-session-manager-agent-x64-Release-2024.0-781.msi
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HEEm

ca_file = 'C:\Program Files\NICE\DCVSessionManagerAgent\conf\broker_cert.pem'

oE , MREEEEHATLSERRE , 4% tls_strictiREA falseo
7. REIBEEAER.
8. FLIEHMBRERXRYE , UFEEFEEN, EHSERPHIT TGS,

C:\> sc stop DcvSessionManagerAgentService

C:\> sc start DcvSessionManagerAgentService

FER 4 . 4% Amazon DCV falfREsskEAFAREERNIEAE T BRFE

fal A 2%

#% Amazon DCV fARRZBRFREAEARERXER/NIRE 2 REMMREE  UBRE AP mERER.

REFRTE Amazon DCV fAREFUEFREBEREXN B RKES CA,
Linux Amazon DCV server
¥T18 Linux Amazon DCV{IREFH ARG FE R &

1. FERBRENXFmERFR /etc/dcv/dcv. conf,
2. # ca-filefl auth-token-verifier 8B ZE [security]EE,

o $t¥ ca-file , EELEL—ELBHERT T REEXBREE CA KR,
« ¥ auth-token-verifier , FERERENX LIS EEMEBEFEEBURLY , B W

Y-}
A

™ : https://broker_ip_or_dns:port/agent/validate-authentication-
token, EEARKRERNBANIEZIR | EitA 8445, MREIE Amazon EC2#1TE R

ERTREREN , AIXAERLBDNSHIALSE IP #bilt,

540

[security]
ca-file="/etc/dcv-session-manager-agent/broker_cert.pem"
auth-token-verifier="https://my-sm-broker.com:8445/agent/validate-
authentication-token"

$EB 4 . 3%E Amazon DCV fAIRES
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3. fREETEAER.
4, EIENWEFHEE Amazon DCV falfkes. MEFMEN , F2E Amazon EEEIER FWELE
Amazon DCV Server fMEE) Amazon DCV Server, DCV

%

Windows Amazon DCV server
1£ Windows Amazon DCV1A RS £

1. BARX Windows Registry Editor 338 & E HKEY_USERS/S-1-5-18/Software/GSettings/com/
nicesoftware/dcv/security/ £,

2. BB ca-file 2%,
3. #YEEH K BELEL—EASBHFERITHoREBEXBRES CAPEE,

(® Note
MR BHAEFE  FREUFNFZESBASFES ca-file,

s

4. BARX auth-token-verifier 2,

5. HRAEEHR K BUTIRSIEREEX LIEEERERFEURLMY
:https://broker_ip_or_dns:port/agent/validate-authentication-token,

6. EEARKEENNBANERE  ARA 8445, MRHEE Amazon EC2H#1T{ER L#ITRE
B3, AIAAERFEDNSHAE P i,

@ Note
MR SEILERE , BEIUFTNFESHI GRS auth-token-verifier,

7. #EiF OK (HEE) X FB Windows & #imERZE N,

8. FIIWEFHEE) Amazon DCV fAlfREs. MEFMEN , F2E Amazon BEEEIER FWELE
Amazon DCV Server fE&E Amazon DCV Server, DCV

SHR5 BMERE

FEREERN, REREBREXILE Amazon DCVIRSE LEREREMER LR ERILTRRELER
B,
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https://docs.aws.amazon.com/dcv/latest/adminguide/manage-stop.html
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FHE

- BEERAS

- BEAEER

BEERAS
ZEAEBERANREERNR  FREAREEXEEHT , BREREREREN,
Linux AR E#
EHTHRTEURR MR,
B 2022.0 kAR
RABEXETHHT TGS :

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/agent.log | tail
-1 | grep -o success

* 2022.0 Z HIHIRRAS

RREEA T TS, YEEENFL. AOMBH.

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/
agent.log.yyyy-mm-dd | tail -1 | grep -o success

540

$ grep 'sessionsUpdateResponse' /var/log/dcv-session-manager-agent/
agent.log.2020-11-19 | tail -1 | grep -o success

MRREEBAXEEHIT , HEeEHFEERERER |, Blip S EER success.
MBEHSELOTENEL  FREZRAEAFERUEEGHMAET . BFERMVARE : /var/

log/dcv-session-manager-agent/,
Windows {IEF2 = F 4

BRI FRRERN BFERC: \Programbata\NICE\DCVSessionManagerAgent\logo

REERAR 16
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MRBFERITSEMUTINGT , AEEAEENITH , BRAERERERER,

2020-11-02 12:38:03,996919 INFO ThreadId(@5) dcvsessionmanageragent::agent:Processing
broker message "{\n \'"sessionsUpdateResponse\" : {\n \"requestId\" :
\"69c24a3f5f6d4f6f83ffbbof7dc6a3f4\",\n \"result\" : {\n \"success\" : true\n

N\n HA\n}"

MREHAFERRIBELNT , FREARERESHIER,

REAEEN

ZEREEANREENR , FRECHREEXNEEITH , BUtERAE N REARERER.
REZENIEREEANERAT TGS

$ curl -X GET https://broker_host_ip:port/sessionConnectionData/aSession/a0Owner --
insecure

mRBERY , REEXSELQ THER :

{
"error": "No authorization header"
}
BEAEREN 17
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i X Amazon DCV Session Manager

ATRMUERBEZSNER K BESBRBESNERMEREMEIRTE Session Managero REAGE L
FREREX E MEXE Session Manager TS R WERS R K SIEEEFAEFR, RERBRENBEIT
YEREERERE o
£ |
« Scaling Session Manager
- FERZHETE Amazon DCV fAlRES
RENDEE MRS
- REREBEEXSEMY
« B2 Amazon DCV Connection Gateway B&
« BEEFEE A CloudWatch

Scaling Session Manager

EEMAS AL RERE , BAILUE Session Manager SR EAFEAZBAREBEEXMRERR. W
RETEFAZEREEIARERER , BBARTEARE—EAREEXNREER E# , f#ELE
BE Y Amazon Machines Images ( AMI) , A& BT &RHY EHAMIs,

fik7E5% , Session Manager X EFAZENRERERN K MATEEMEBENNERE, BR , NREBITEME
AzERERER , AIXEAFAERTEHR[RIEIRAPHEABEEXCANRE  URREERXER
BEXACEHWRE. ﬁﬁqzﬁll%g'nﬁ*u#ﬂﬁg SHEHENEE,

T —EiFRBA 0% Session Manager 5% A& Bt Application Load Balancer £ Z {8 X #,

SR

- ZBR 1 BYHTEERER

- P2 EpEHFEHRMNSSLUEE

- FR3BEVREEAEAEXEH VR
- FR 4 BRBREERX

- SRS BEUERASEAEXSH TESR
- PR6:BRBERAS

Scaling Session Manager 18



Amazon DCV Session Manager EEBER

ZBR1 BAWTEERER

BYXABPTERREEEREEREE NNRERXNEH , R TR Elastic Load Balancing 8
FFUAPIs, MEFMEN , 52 IAMAmazon FHAEER F 8 Amazon BBEC2, EC2

BYHTEERERE

1. E3I AWS Ildentity and Access Management ( IAM) B K EXHITEEREEHERNET,
FEATIEEBEE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
REBEETSIBER
{

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"ec2:DescribelInstances"
1,
"Effect": "Allow",
"Resource": "*"
b
{
"Action": [
"elasticloadbalancing:DescribeTargetHealth"
1,
"Effect": "Allow",
"Resource": "*"
}

SR BUHTEBRER 19


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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]
}

IAM £ & PRHEVYIAMA S,

MBFHMEF , FSHE |
REE, MEFMENR , F2H DB %E create-instance-profile F#Y . AWS

B ITEE

CLI

BIAMBEFIEEHTEERERE. WEFMEN , 528 AWS CLI w22 F# add-role-to-
instancezX EE,

RTERREEEEERERAIH., WEFMEN , F2E Amazon EC2EAEERE P&
IAMA BB EEHTEE,

SR 2 EpEHTHHINSSLER

ERER HTTPSEAS R PERERENR  SXAEAHTHR LHESSLER. AHTHRSE
RLBFEREILER  WRBRREAFRNGER , RESKELFREEIEH,

B R AEBSSLBRE

1.

BYANERBREME (CA) AWS Certificate Manager FAE BEREME (ACMPCA ), W
LA , 552/ AWS Certificate Manager Private Certificate Authority A& BB HE L
CA Eﬁ*ir_o

Z8 CA, WMEFHMEF , 2B Certificate Manager Private Certificate Authority £ & 5+
LB CA BE., AWS

ERE CAEEBENHLERE., SHHBEHEM , A *.region.elb.amazonaws . comit }§ E &
EEHGBRYERTEHI[NEE, WEFMEN , 5528 Certificate Manager Private Certificate
Authority S EEE T HERMBERE. AWS

SR3: BUAERAERAEXAH =
BYERRASRTES  UFENRASREREERLHNARE,

BYSHFHESR

1.

1£ BIRX Amazon EC2Z 12 & https://console.aws.amazon.com/ec2/,

EESEERT , BEEEHTESR , AREEFEEYLoad Balancer . $#HHEHFHR[EE , EE

Application Load Balancer,

SR 2 EFERTEHBROSSLEE 20


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html#roles-creatingrole-user-cli
https://docs.aws.amazon.com/cli/latest/reference/iam/create-instance-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/add-role-to-instance-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/add-role-to-instance-profile.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#attach-iam-role
https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html#CA-procedures
https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html#CA-procedures
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCACertInstall.html#InstallRoot
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html#request-private-console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html#request-private-console
https://console.aws.amazon.com/ec2/

Amazon DCV Session Manager EEEIEE

2. 7t Step 1: Configure Load Balancer (FZ8 1 : SREERTESR) B , BT FHIEE .

a. HHHER K WASBRTEHRNEREER.
b. StEEEBER | FEINE DB ER .
c. &% Load BalancerBIAWHE , :BH HTTPS , ¥ Load BalanceriE#Z& |, B A 8443,
d. #HRVPC, EREVPCHEAN , RAREERX FHME FHREKVPC,
e. IEfE Next(T—2%).
3. HRIB2: RERERTE , HTTHEME:

a. STEIRTEE | BIEWR BEREACM,
b. #HHBEFEW , ENEENBRNLERRE.
c. IEE Next(T—2%).
4, HRFSR 3 BRERLHFE . BUFNRLEE , IBEMAHIRAFREREEN ZBER
HTTPSE#EIE 8443 EANBEHRENRELLRE.
iBE Next (T—%),
5. HRIER 4 RERE , FHITFIEE

a. SHHBEREE  EEETEREE
b. & ¥ Name (£%) , WA BRHENER,
c. HHBETREE  EEFHTEE.

d. HRBEAME , FRI HTTPS, $EEEIE WA 8443, #HYBAMERE | EiE
HTTP1.,

e. SHHEERERMEBAWE , BE HTTPS , &HHIRE , @A /health,
f.  1BIF Next (T—%),

6. HRLSERS: EMER K BET-F,

7. & Create (B1I).

T4 BREREX

BUNBREEN , YEREAEARETER, AMIERERRXEY , ARER AMIBEB HERK
HREX, EVHAMARERABRE/EAMEEBMN CA NERN K HFHREE,

SR 4 HBRERRX 21



Amazon DCV Session Manager EEBER

FERBREEN

1. BBABREVHRREBEENEIE., NERENREREERANFHER ,
Amazon DCV Session Manager XIBER .

ROR IR 2 WE

® Note
HREMEAEARRNEHTER  AEFFEARBRRANBREZRE.

2. EREREREN , /etc/dcv-session-manager-broker/session-manager-
broker.propertiesfEABRRIFHN X FIRESRERM , ARIITTHEE .
a. TE{THEMEME (#) REEH broker-to-broker-discovery-addresses 28,

b. &% broker-to-broker-discovery-aws-region , MAGREY ERAREN S H FEHRIN
E15,

c. &F¥ broker-to-broker-discovery-aws-alb-target-group-arn, BAEKERER
B HTHREEBN B EHEHEARNY .

d. RELEMAER.
3. FLAEEXMITERE,

4. AMI REFLHREBEXBTERBEY . MEFMEEN , 528 Amazon Linux S{TEEFERE
EF FIVAMIRE B ITIEBE 2 5 Linux, EC2

5. fE£H AMIEB EERCERER,
6. BEBRMINBTERREREREAAREEZAMTER,

7. ERZ2FHE , AFARERAREEXNREEXSEATERERREEMAEREEXHITE
B, NFEERERENFRENR  F2RAEEEEESR

8. BAEREEAITERBIMAREEXEHTH[MNWEE, MEFMENR , 5268 Application
Load Balancer fE &5y [a) B =2 HE 51 B 2,

SRE5: BYERAESEAEAARH VR

BUYRAEAS#H TESR , A FHREEANKEEN,
B S HFHER

1. 7E BARX Amazon EC2ZE#2 & https://console.aws.amazon.com/ec2/o
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/dcv/latest/sm-admin/broker-file.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-register-targets.html
https://console.aws.amazon.com/ec2/
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EEEERT , BEEEHTESR , AREFEEYLoad Balancer . $#HHEHFHR[EE , EE

Application Load Balancer,

2. 7t Step 1: Configure Load Balancer (FZ8 1 : SREERTESR) B , BT FHIEE .

a. HHHER K WASBRTEHRNEREER.
b. StEEEBER | FEINE DB ERKR .
c. &% Load BalancerBIAHE , :BH HTTPS , &#t¥fLoad BalanceriE##& |, B A 8445,
d. #HRVPC, EREVPCHEAN , RAREERX FHME FHREKVPC,
e. IEfE Next(T—2%).
3. HRIB2: MERERTE , HTTHEME:

a. SHHBREEE | RER BEEREACM,
b. #HHBEFEW , ERNEENBRNLERRE.
c. IEfE Next(T—2%).
4, HRIRI REZLFE  BYFNZ2HE , SZRARERANRERNERB HTTPSH
EERIE 8445 BANBHRENR AR HE,
BE#E Next (F—%).
5. HRIER4: RERE , FHITFIEE

a. SHHBREE  EHETBEREE
b. & ¥ Name (£%) , WA BRHENER,
c. HHBETREE  EEFHTEE.

d. HRBEAME , FRI HTTPS, S$HEERIE WA 8445, $#HYBAMERE | EE
HTTP1.,

e. HEEFRERER
f. EE Next (-F_ﬁ)o

6. HRIERS: EMER , ERMAREEXINTER ARBENEECHEMN . BET -5
B,

7. #IE Create (B3I),

WE |, BIEHTTPS , $H¥E&E , WA /health,

SER5: BURRASEARKAHFER 23
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FER6: MBERAE

BUYBAREREN , WiSHREREAEHTEHR, AMIRREEXRZY , REBEH AMIBREB EERK
HEX, EVHAMARERABRESAEAMBNES FEHFAR.

EERMBERAR

1. %4i Amazon DCV f@fRzs. MEFFMENR , BB 1 . %% Amazon DCV A fRES.

2. MEHXE FEUNCALBEREARTR 2 . EREHFEHFNWSSLUEE, BEHEY JHEMER
ERBN B &%, CA NESRIBRBAA T HEIER &R

3. ZEMBERERN., NFLENRERERXNFMENR , 528 P8 3 . 5%E Amazon DCV
Session Manager RERER .

/A Important
EHRERASHEEBERE

+ $¥ broker_host 28 , mAREBREXNSHFEHZZH DNS
o 8 ca_file 28 WAKEL—BALBIEIN CA LNELBERRE

3
¢
&n
S
%

4. #% Amazon DCV fAIREBREAFEAREERNEEAE O RB MRS, WEFAEA ,
4 : # Amazon DCV fAfR25 5 EAFEAKRERENIEAS S 9 BB ARKRS.

/A Important
&2k Amazon DCV 7] B 2540 REAE 2R AT -

o §t¥f ca-file 28, MABR L —(ELBRFFERHN CA LGSR ERERMNER
« #¥ auth-token-verifier 2% , FH WERAEEH FH T DNS

broker_ip_or_dns

5. FLEERASHTERE.

6. AMIREEFLNERAESTEEEY , MEFMEN , 552 Amazon Linux FTEEBFEHE
SR FIVAMIRE S ITIEBE 2 Linuxo, EC2

7. EAAMIBBESBHNERAS  TEEYNHTERRERERGMETRAS,

8. HIREEEME , THAETRAEKFERMRARERAFTEERASHNTER, NFERERENGF
WMER , FERAERASHEBESR

SR 6. MBERAE 24


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/creating-an-ami-ebs.html#how-to-create-ebs-ami
https://docs.aws.amazon.com/dcv/latest/sm-admin/agent-file.html

Amazon DCV Session Manager EEBER

FEAEEKETE Amazon DCV @RS

A LA & Session Manager Agents 15 BFTRE , AHBIEB M HELEFER , UREEMHEREBN
Amazon DCV falfR88. I #HH Amazon DCVI{EMEERE: , ZAUREBERESBEREEXNER |
$57E Amazon DCV falfrzs##i. MEFEMARIBAERNZEEE Amazon DCV A IREFEVFEHER |
=2 B Session Manager B % A B§mM CreateSessionRequestsHHY

EBHREZEXRCIBNEHMER , ZUUEREAHENEARFRREEEZNENAY ., BULRE

BEEFHNERAECREIFRAS, flln , £ULUBMEREERRELRAEE 4GB EERNE

Bram=4GB, H¥E , B UBBEARERLERAS, i , BUUER ERELEETH EHITHME
KRB purpose=production,

HEBERGERAS

1.

EREREFNNFRERS K BUFTNERTSERHERERRE Sl agent_tags.toml, &
RPAELEAER .toml , BERARLEUTOMLERERIEE.

£ ERF , EA key=value HAEHT LI EEBEHFERRSIBNEY, Him

tagl="abc"
tag2="xyz"

FRRIERENEREEER (/etc/dcv-session-manager-agent/agent.confi@AR Linux
HC:\Program Files\NICE\DCVSessionManagerAgent\conf\agent.confi#E@RAR
Windows ) » ¥i/A tags_folder , W5 EZHERTEN B &L,

NMREHTEZERRER  BEXRESNMEREERHSEAREREN, ERSUFHIEFRI.
NMRZEERESEFHERIBNER  AIXESULAERERNEER,

RIEFLERAER,
FIHEHAEBRERER,

 Windows

C:\> sc stop DcvSessionManagerAgentService

C:\> sc start DcvSessionManagerAgentService

e Linux

1£ Amazon fAlfkzs L HZEH DCV 25


https://docs.aws.amazon.com/dcv/latest/sm-dev/CreateSessions.html
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$ sudo systemctl stop dcv-session-manager-agent

$ sudo systemctl start dcv-session-manager-agent

AR TE FEP % 1 ) Bl =
SR 55 2 8 MR E NS S IHSDKs IR IR A B AR

fk785% , Session Manager 8 ARERXERRERRSE , ARERXHN A FiRmSDKs B FREN
E4 OAuth 2.0 FEUER, MRZEAREBENEARERARS , AITEEENWHELE,

BT LARRE Session Manager #& Amazon Cognito AEAN S RERRES , M A 2REBEREN. 0FE

Amazon Cognito FIFFHEFA , 2B Amazon Cognito BE A S5

£ Amazon Cognito £ &R #E AR5

1. B HH Amazon Cognito ERAEEE., NEFERAEEENFMEF , 2B Amazon Cognito B
% A B35 FH Amazon Cognito I8, Amazon Cognito

f£H create-user-poolin s , YIEEREEBNEEHPEIENES.,

EHESS KPP BEREdIcv-session-manager-client-app , ¥ BV EEus-
east-1,

$ aws cognito-idp create-user-pool --pool-name dcv-session-manager-client-app --
region us-east-1

50 5 8y Hh

"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "15hhd8jij74hf32f24uEXAMPLE",
"LastModifiedDate": 1602510048.054%,
"CreationDate": 1602510048.054%,
"RefreshTokenValidity": 30,
"AllowedOAuthFlowsUserPoolClient": false

RESNDIRAERMRER 26


https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html#feature-overview
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html#feature-overview
https://docs.aws.amazon.com/cli/latest/reference/cognito-idp/create-user-pool.html
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}

0T userPoolld , BREELX T —RBLSEHFERT,

2. BENERELEERYFNMEE,. FH create-user-pool-domainfi v , IS ERTLEBMEE L
—{ELBHhETuserPool IdNFERAEELEEMN ,

UL gD | BEETEA mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE , &R&
£ PELPEEEBUs-east-1,

$ aws cognito-idp create-user-pool-domain --domain mydomain-544fa30f-
cOe5-4a02-8d2a-a3761EXAMPLE --user-pool-id us-east-1_@QLEXAMPLE --region us-east-1

g0 %

"DomainDescription": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"AWSAccountId": "123456789012",
"Domain": "mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE",
"S3Bucket": "aws-cognito-prod-pdx-assets",
"CloudFrontDistribution": "dpp@gtexample.cloudfront.net",
"Version": "20201012133715",
"Status": "ACTIVE",
"CustomDomainConfig": {3}

FRAEEERAFENERW

T : https://domain_name.auth.region.amazoncognito.com., fEMEHIF A FHEE
E#EA https://mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE. auth.us-
east-1.amazoncognito.com,

3. BAUMRAEEERFH, A create-user-pool-clientfif , I EMHE T userPool IdWERH
KEN . AFRNER  URBUEEMENES, I, F8E --generate-secreti®BE ,
DEELERERVNERAEEEAFRELERE,

EEBERT , AFIwBMWA dcv-session-manager-client-app , BFI® T us-east-1
EEHPEIAFRAER,
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https://docs.aws.amazon.com/cli/latest/reference/cognito-idp/create-user-pool-domain.html
https://docs.aws.amazon.com/cli/latest/reference/cognito-idp/create-user-pool-client.html
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$ aws cognito-idp create-user-pool-client --user-pool-id us-east-1_QLEXAMPLE --
client-name dcv-session-manager-client-app --generate-secret --region us-east-1

g0 5%

"UserPoolClient": {
"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "219273hp6k2ut5cugg9EXAMPLE",
"ClientSecret": "lvp5e8nec7cbf4m9me55mbmht91u61hlh@a78rqlgkillEXAMPLE",
"LastModifiedDate": 1602510291.498,
"CreationDate": 1602510291.498,
"RefreshTokenValidity": 30,
"AllowedOAuthFlowsUserPoolClient": false

}

}

(® Note
2 F ClientId# ClientSecret, EfEAERERAPIBRENEZRR , BEERMEL
BRBAZ AR,

4. RERABEEERIMFHH OAuth2.0 BRfIRR. BERAKFZEANFNZAEZERNAKE. ©
REERIENFIERER,

fE A create-resource-serverin® , WiEFEuserPoolIdEAEEER . ERMARI[AME —ZBIF
MERE, €8 , UREBIZEENESE,

EHEHIH | BFIFEH dcv-session-managerEABRIFTMER , MBEFIER sm_scopetEh
HEBZBANHER,

$ aws cognito-idp create-resource-server --user-pool-id us-east-1_QLEXAMPLE
--identifier dcv-session-manager --name dcv-session-manager --scopes
ScopeName=sm_scope,ScopeDescription=sm_scope --region us-east-1

04518y Hh
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"ResourceServer": {

"UserPoolId": "us-east-1_QLEXAMPLE",
"Identifier": "dcv-session-manager",
"Name": "dcv-session-manager",
"Scopes": [
{
"ScopeName": "sm_scope",
"ScopeDescription": "sm_scope"

]

5. EXMERAERERFIR.

# /A update-user-pool-client&i ¥, fEEuserPoolIdFAEEEN . FREEERAFE

WwClientIdMy # EiF, M --allowed-o-auth-flows , 87 LAclient_credentialsis
HAFREZERAFE D MAFRRENES , ®EAREIEEIER, B

M --allowed-o-auth-scopes , FIEEERMARSERNFTNEEELE , WTFT

N @ resource_server_identifier/scope_name, @& , --allowed-o-auth-flows-
user-pool-client&x A FIRTEE Cognito FAEELEEREE , ALEFEOAuthBIAEE.

$ aws cognito-idp update-user-pool-client --user-pool-id us-east-1_QLEXAMPLE --
client-id 219273hp6k2ut5cugg9EXAMPLE --allowed-o-auth-flows client_credentials --
allowed-o-auth-scopes dcv-session-manager/sm_scope --allowed-o-auth-flows-user-

pool-client --region us-east-1

0 5%

"UserPoolClient": {

"UserPoolId": "us-east-1_QLEXAMPLE",
"ClientName": "dcv-session-manager-client-app",
"ClientId": "219273hp6k2ut5cugg9EXAMPLE",
"ClientSecret": "lvp5e8nec7cbf4m9me55mbmht91u61hlh@a78rqlgkillEXAMPLE",
"LastModifiedDate": 1602512103.099,
"CreationDate": 1602510291.498,
"RefreshTokenValidity": 30,
"AllowedOAuthFlows": [
"client_credentials"
1,
"AllowedOAuthScopes": [
"dcv-session-manager/sm_scope"

RESNDIRAERMRER
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1,
"AllowedOAuthFlowsUserPoolClient": true

(@ Note

FRERERECEFRHELREBFIER, EHEF D , URLIREM
FRE§HY A https://cognito-idp.us-east-1.amazonaws.com/us-
east-1_QLEXAMPLE/ .well-known/jwks. json.

6. RIFERE.

$ curl -H "Authorization: Basic ‘echo -
n 219273hp6k2ut5cugg9EXAMPLE :1vp5e8nec7cbf4m9me55mbmht91u61hlh0a78rqlqkillEXAMPLE
| baseb4™" -H "Content-Type: application/x-www-form-urlencoded" -X
POST "https://mydomain-544fa30f-c0e5-4a02-8d2a-a3761EXAMPLE .auth.us-
east-1.amazoncognito.com/oauth2/token?grant_type=client_credentials&scope=dcv-
session-manager/sm_scope"

0 458y Hh

{
"access_token":"eyJraWQi0iJGQOVaRFpJUUptT3NSaW41MmtqaDdEbTZYbORNSTQ5b2VUTOCcXxUUI1Q2VIPSIsImF

Zkfi@HIDsd6audjTXKzH1ZGScr6R0dZtId5dThkpEZiSx@YwiiWe9crAlqoazlDcCsUJHIXDtgKW64pSj3-
uQQGgllv_tyVihrA4IbDOk67WS2VINW-
uZ7t4zwwalm0i3KzpBMi54fpVgPaewiV1lUm_aS4LUFcWT6hVIjiZF70m79849b2g0al4iZxpXPBITZX_gtG9EtvnSOL
"expires_in":3600,

"token_type":"Bearer"

}

7. fEA register-auth-serverin S M EENAER X B EE AN A RERRES.

$ sudo -u root dcv-session-manager-broker register-auth-server --url https://
cognito-idp.us-east-1.amazonaws.com/us-east-1_@QLEXAMPLE/.well-known/jwks. json

REABSREAUER FARFRFBREIER, FRENENR  FELERMAFE ID. AFHW
RHMURLELMN MRS, MFERRFERERNFMER , 5528 Amazon DCV Session Manager B &
ABEMPNEVEEFIUER AR HAPIER,
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BERERSER

Session Manager R EREXN X BENTEREES, HNHERERF Session Manager R EARREE K
M| UEZERTR, BEL  REEXENEIHEEEL  AHURIREEETRBRKLE
£ O BAZBEERNER, MALDER  SUUHENBRAEENHH, A, EUNELEEY
EfRBEE K MEFENELSBNIEKXEE Amazon DCV Server BRI B E .-

THEBENERATUREAFE -

- ARBRET/ERERUEIIAFIREEN SR
. HETHERERER
« Amazon DCV fRIBR S5 AR &E

Amazon DCV Session Manager 32 DynamoDB , MariaDB fMZEMWSQLERIE, BHAREMEE
Hh—EERE , FaEFEALLIEE. MRENKREBEENBEFTEE Amazon LEC2 , BRFBZBEFEA
DynamoDB {ERARERIE , RATCTEEEAIENNRE.

(® Note

BITHRRERER |, TREEELEAER ., HEESE DynamoDB EEMNMEBEENR ,
BRENEE

"
s
&5
ES

B REBENFRE AT DynamoDB LR

HEREEXFHBEERFHEFE DynamoDB L :

1. /etc/dcv-session-manager-broker/session-manager-broker.properties A&
RIFHN X FimERMAR , WHET TIHE :
« %% enable-persistence = true
« EXTE persistence-db = dynamodb

« ¥{Rdynamodb-regionfEE &aws ; BEEH IS REEXNERNERRNER. NEXEN
EiEEE , 528 DynamoDB R#mEH .

« ¥ |, FBdynamodb-table-rcuiEEBEERKZIENTNAREEN (RCU) BE, WFE
HEEMEARCU , 5828 DynamoDB fiZAE ,

REAREEAFEY 31
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« B , Fdynamodb-table-wculEEBEERKRIENEAREEN (WCU) BE, WFE
WEFMEFAWCU , 528 DynamoDB iR E .

- ¥5 dynamodb-table-name-prefixig E #7118 £ 8@ DynamoDB ER&xNFH ( AREAMER
FEZZEREBEREIAEE ). EAMEETT. ¥, BITHANER.

2. FULEESETHFRERERR. #HSARKERER  STTIHS

sudo systemctl stop dcv-session-manager-broker

3. HMREEDTHAAEREREIAIMEEL  AREFMRBMERERSX. BT TGRS ERERNRE
= -

sudo systemctl start dcv-session-manager-broker

REER E#4EEE /I DynamoDB BIZFAJAPIs, #£ Amazon EC2#11T1EEE L , &4/ Amazon
EC2HEER R BBHEEERE. NMREFTEEETRANER , BUUFEAH D — BB RFHEE
B (a0 Java RFEBURIREBEE ) RBECM. NEHEET , FSBAHEFNHEEN &aws ; BFE

o

HREBEENREARERE MariaDB /My £SQL

® Note

/etc/dcv-session-manager-broker/session-manager-broker.properties &
DEBRER, KAER , HEAFIHESRHIABRE K LB FRESRHEI/RE ENET
REEXNEAE, BRIEFER , ERdcvsmbrokerffAE., REEXSERBDIHFHBEERE
BREBEBNEF,

RERBREXBBE MariaDB /My EREBHERSQL :

1. /etc/dcv-session-manager-broker/session-manager-broker.properties £/ &

REFN X FimERFAR , T T HIRE

« X% enable-persistence = true

- XX persistence-db = mysql

BREREXREAREE MariaDB /My £SQL 32
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« %% jdbc-connection-url =
jdbc:mysql://<db_endpoint>:<db_port>/<db_name>?
createDatabaseIfNotExist=true

E L AAREH | <db_endpoint> 2 &R EiwE , <db_port> 2ER EEHE |, <db_name> BER
EER,
- #R | Fjdbc-userlEEERENERENEAESR.
« jdbc-password EEBREFTIREREZEAENER,
2. FLESPHAERERN., SHESEARERR , T TGS

sudo systemctl stop dcv-session-manager-broker

3. WMREBETWMAREEXHEFL A AREFTREBAMANREREN, H#HSEAKEREX #1175

AA .
mT -

sudo systemctl start dcv-session-manager-broker

B2 Amazon DCV Connection Gateway &

Amazon DCV Connection Gateway R — B RENRBEN , TEFAEEZBE —FIETH
Amazon DCV fAIBRZF#E = LANS VPC,

MR BN ERERE TS TIERE Amazon DCV Connection Gateway ZHU#Y Amazon DCV A fkzs , &
A LAERE Session Manager RE4 Amazon DCV Connection Gateway. EfE T — 8RN T |
REBER AT E Connection Gateway B Session Resolver, AR , AEEXE L HEMHTTPIE
2. Connection Gateway #$APIFE M iw RS | AREEUAE Amazon DCVEREE H ERERE N ERM EH#AT
EWEA.

FE

- #% Session Manager Broker 5% £ Amazon DCV Connection Gateway Y Session Resolver
- A - MATLSHF RS 2B F

« Amazon DCV Session Manager Amazon DCV {alfR25 - DNSHR 5§ &

g2 Amazon DCV Connection Gateway B& 33
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=

#% Session Manager Broker %7 4 Amazon DCV Connection Gateway RY
Session Resolver

Session Manager R EE R im

1. /etc/dcv-session-manager-broker/session-manager-broker.properties A&

REFN X FimERMAR L STEATHIEE .

- FXZE enable-gateway = true
- gateway-to-broker-connector-https-port BRATATCPEEE ( EFRA 8447 )

-« gateway-to-broker-connector-bind-host REANKRERER A Amazon DCV
Connection Gateway AR M IP iyt ( 78584 0.0.0.0)

2. RBHTTIHGTRELMNEFBBREER !

sudo systemctl stop dcv-session-manager-broker

sudo systemctl start dcv-session-manager-broker

3. HEREEXBRBFZIBIEMNELS , UREBRALHWEREB &P,

sudo cp /var/lib/dcvsmbroker/security/dcvsmbroker_ca.pem $HOME

ET—{ELBH %% Amazon DCV Connection Gateway i , BEEE,

Amazon DCV Connection Gateway %

- 55&1& Amazon DCV Connection Gateway X4/ —i,

H® Amazon DCV Connection Gateway €HTTPAPIR IR ERER , IR R EEXFHAEREE
BE  CHREESREEXNERERE Amazon DCV Connection Gateway # ( £ EL—F
FEHY ) , I 7E Amazon DCV Connection Gateway #HREH [resolver] [BERHERE ca-file &
2,

# Session Manager Broker %&£ Amazon DCV Connection Gateway BJ Session Resolver 34
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B - MATLSAHFImE 7B

SR E—ELSER% , Session Manager # Connection Gateway AILUEBZ £ 8 E#® TEN , ERFE
A LABR ¥ Session Manager Brokers I & %, MR EFEE Session Manager Brokers £ £ 4 78
Z BIER P& Connection Gateway &% , IZEERB T SN S BRRATLSAF RS 2 BB I8,

(® Note

IR Session Manager U REH TR & , MIEEFEATLSERK LN ERTHERRA
TLSHFImE 755 , a0 Application Load Balancer ( ALBs ) = Gateway Load Balancer

( ) GLBs, EXESFBTLSKILWEHFHES , 20 Network Load Balancer ( NLBs ) , 40
RIEHER ALBsE GLBs , ZA U RBHIHITRAEREZLHETUBEEHTESRE  BRENAN
ZL2BH ; ERRLFENFRENR , F2RNE 8 NZ£8HE VPC

Session Manager XX i
1. BHERKA Session Manager Brokers 82 Amazon DCV Connection Gateway 2 E@EFAKTLSAF
mEoEE , FEETISR

2. BBEHIT RELEFMENSB/BANEE " PNALSEREBEEEFMENERR  URAREN
TrustStore XN Z1E,

sudo /usr/share/dcv-session-manager-broker/bin/gen-gateway-certificates.sh

3. # Amazon DCV Connection Gateway WA BB B R BB BENEIXTBALZNERAE B &%
B, £ F—ELSBH , EE7E Amazon DCV Connection Gateway FEATLSHAFin 8§ 9 B E R |
EREEXT P RE,

sudo cp /etc/dcv-session-manager-broker/resolver-creds/dcv_gateway_key.pem $HOME

sudo cp /etc/dcv-session-manager-broker/resolver-creds/dcv_gateway_cert.pem $HOME

4. REBMFERAERGTN X FHRESBR /etc/dev-session-manager-broker/session-manager-
broker.properties , A& 1T T SIEN{E

« enable-tls-client-auth-gateway f&EA true

« gateway-to-broker-connector-trust-store-file {REAEL—RBLTBHENIZ
TrustStore &R RYEEE

2R - BRATLSAF RS 5k 35
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- gateway-to-broker-connector-trust-store-pass FREAE L —BLBHAREL
TrustStore &R

5. REFEFTTIHTREFLISHABRERER :

sudo systemctl stop dcv-session-manager-broker

sudo systemctl start dcv-session-manager-broker

Amazon DCV Connection Gateway %
- 55&1& Amazon DCV Connection Gateway X471 # —&i,

o £ [resolver|ERRHERTE cert-file 28 K BFHEALEL—RBASRHIERNBEERY

TEEE
* £ [resolver] ERRFFRE cert-key-file 28k , FEALGEL—EALRIEREHE
ROTERE

Amazon DCV Session Manager Amazon DCV falfR25 - DNSBR 5 &:&

Amazon DCV Connection Gateway EZ Amazon DCV fAlfRESDNSHIZ T , FREEFE EDCVE ARESH
TR, NEPRAWNFAERISONER , Hh I EFEDCVRIAREE R HEAMDNS £ B2 BH RS,

EREE
R BEER T IMLNISONYHRE :

L

{
“ServerIdType”: "Ip",

“ServerId”: "192.168.0.1",
“DnsNames”:

{

“InternalDnsName”: "internal"
}
1,

Amazon DCV fAfR&s - DNSER5T S & 36
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He .

ServerIdType:

EAEFTIER ID A ; Beial A{EA ipAddress agentServerld, ] instanceld :
Ip:

EAR® Amazon EC2HIAZEBERR I ; RAEE S LA ifconfig ( Linux ) =X ipconfig
( Windows ) @i HHUREE, & At T A DescribeServers APIEFE,

Id:

EA M Amazon EC2HIAZIERBEE R ; Session Manager Agent UUIDBES A EMBZ R
IP b it B FRFIE VI FTHY . LLEFA T EEER A DescribeServers AP,

Host.Aws.Ec2Instanceld:

EEAR Amazon EC2#1TERE , M —MAI#EE ; MTEREFTRBRISEE, AIE
BEAE http://169.254.169.254/latest/meta-data/instance-id. 75 £ 4 £ #EEY & A th o] A A
DescribeServers API[E &,

Serverld:
EEEEMN ID, aJtE—F AP =@ Amazon DCV fERES.
DnsNames:

A& HE Y EIEEZ Amazon DCV fAREEDNSEBH MG EE

InternalDnsNames:
Amazon DCV Connection Gateway A SREFEZEH TERDNSHE .
f51# F Session Manager Broker CLIGF St XRregister-server-dns-mapping& ARG ( &

SEMES#Z : register-server-dns-mapping ) , ddescribe-server-dns-mappings%lit B siE A
Session Manager Broker FEYBRSS ( s EEZ%E : describe-server-dns-mappings ) »

Persistence

R R RS Session Manager Broker BY3E A IheE , WEEZBAREBEEAREERE EEHE
BribBRGHE R, MEMAERBAMNFHENR  F2REREREEEAL

Amazon DCV fAfR&s - DNSER5T S &
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Ed on BB EE X, CloudWatch

TR EE IS EE Amazon EC2 # CloudWatch {T{EE L #THAREBRERES , URERSPE
FHEHITHRERES,

Amazon € BB CloudWatch E5#4&#) Amazon Web Services (AWS) ER R EAWSTE L HITHER
B, BALUE CloudWatch AINEREMIEE , EEREATUAZNERNEARNIENEE, W
EHMENR |, 5528 Amazon CloudWatch &5,

BALURET/EREBREREEREREN , B THEEZEERFEIEZE Amazon CloudWatch :

* Number of DCV serversH{EAEEH DCV fRFZEHE.

* Number of ready DCV serversiERIEAEE ZREADYAEEN DCV RRZFHE .

* Number of DCV sessionsf{EAEER DCV ITIERERHEE.

* Number of DCV console sessionsHRIEAEEW DCV A TERKERHE,

« Number of DCV virtual sessionsfUIEAEEM DCV ERITEREHA.

« Heap memory usedRERXFANHEEILEREE,

- Off-heap memory usedREEREXNFANHEBNLCEEEE.

- Describe sessions request time3EfX DescribeSessions APl EXRFIfEEBHIREE,
- Delete sessions request timeFEH DeleteSessions API ERFIE BN RFREIE,

« Create sessions request time35EM CreateSessions APl| EXRFI{t BHEEE,

- Get session connection data request time5ERX GetSessionConnectionData APl EXRFf

RENREE.

- Update session permissions sequest time5ER UpdateSessionPermissions APl E3KFf
TLENREE.
FEREBREX U IBEERFEIEZE Amazon CloudWatch

1. /etc/dcv-session-manager-broker/session-manager-broker.propertiesfEfA &R

RN FRESRFAR  ARMT TS

« E¥Fenable-cloud-watch-metricsAtrue

« £ cloud-watch-region , EEEREANEFRERN "EHEH,

B2 58 B EE FX CloudWatch 38
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Amazon DCV Session Manager EEBER

® Note

MREBHRERNXZE Amazon EC2 #11T{HE EHTHREREN | kB EIEEAN.
LEHBRHTEEPEE R R IMDS) HEED, MREEARITIBEEHK EHT
Broker , BRIk SHAXLESE,

2. FLEIEFHRABRE,

$ sudo systemctl stop dcv-session-manager-broker

$ sudo systemctl start dcv-session-manager-broker

REEX T KBEEEFTWcloudwatch: PutMetricData APl BERR., AWSHERILIEHRHE P —
B ENREEIE M RENS D RE, NEFMAET , SR EHENERAWSEE,

B2 FFIEEE AL CloudWatch
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F#% Amazon DCV Session Manager

FEZE Amazon DCVRFALAENEHM MR E | FEE SR Session Manager f#3#F up-to-date B BES R
ETREEMNER, REEXIREEXEHABEETRHR. NEBRFAHK Amazon DCV Session
Manager Wi , BEHBRAENWAREFNEZ.

T 5 ERER B A HA 4R Session Manager.

(® Note

IR IR R IBTE FHR Session Manager KEBER 2 51 ##&FTE Session Manager {272
X, BB RES| A IhEER HR T HERE,

&
« F#& Amazon DCV Session Manager X223\
« FH#% Amazon DCV Session Manager {2

F+#% Amazon DCV Session Manager X ERER

Amazon DCV Session Manager R EEX2WEREBEXWVIER , XESBHHW Amazon DCV fAREE L
HITELIET. ERABFITHEN -7 , ERAESFTEARUFETNEENER, XHFES5|ER
5ERX Session Manager Z iR A B0 A RRERF

Linux host

@ Note

THETREARTE 64 It x86 T L ZRHNREBRER, BER 64 M TARMEH EZHENRE
B, ¥ Amazon Linux, RHELH Centos , 58EUX x86_64 £/ aarch64, # HR
Ubuntu , BfX amd64 €/ arm64.

EH Linux T# EFHRERER

1. FTTIHTUELRERRN.

FH#% Amazon DCV Session Manager {23 40



Amazon DCV Session Manager EEES

$ sudo systemctl stop dcv-session-manager-agent
2. THREREH.

« Amazon Linux 2 1 RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.el7.x86_64.rpm

« RHEL 8.x #l Rocky Linux 8.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.el18.x86_64.rpm

* Ubuntu 20.04

$ wget https://dlujé6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2004.deb

* Ubuntu 22.04

$ wget https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent_2024.0.781-1_amd64.ubuntu2404.deb

» SUSE Linux Enterprise 12

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.slesl12.x86_64.rpm

» SUSE Linux Enterprise 15

$ curl -0 https://dluj6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerAgents/
nice-dcv-session-manager-agent-2024.0.781-1.sles15.x86_64.rpm

3. HEREH

FH#% Amazon DCV Session Manager {23

41



Amazon DCV Session Manager

« Amazon Linux 2 #1 RHEL 7.x

$ sudo yum install -y nice-dcv-session-manager-
agent-2024.0.781-1.el7.x86_64.rpm

« RHEL 8.x #1 Rocky Linux 8.x

$ sudo yum install -y nice-dcv-session-manager-
agent-2024.0.781-1.e18.x86_64.rpm

e Ubuntu 20.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2004.deb

+ Ubuntu 22.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2204.deb

* Ubuntu 24.04

$ sudo apt install ./nice-dcv-session-manager-
agent_2024.0.781-1_amd64.ubuntu2404.deb

» SUSE Linux Enterprise 12

$ sudo zypper install nice-dcv-session-manager-
agent-2024.0.781-1.sles12.x86_64.rpm

« SUSE Linux Enterprise 15

$ sudo zypper install nice-dcv-session-manager-
agent-2024.0.781-1.sles15.x86_64.rpm

4. BMITTFIRTURABREER,

$ sudo systemctl start dcv-session-manager-agent

FH#% Amazon DCV Session Manager {23
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Windows host
EH Windows £# F R ERER

1. FLEERAERK. EHTRFAFTTHATIIGS,

C:\> sc start DcvSessionManagerAgentService

TERAEEAZREER .

FEULAEZEE L |, B ARERESHN , RERE ,
EEMREE  BEERE,

o o kw0 N

C:\> sc stop DcvSessionManagerAgentService

F+#& Amazon DCV Session Manager XEEBE=

FITEREREN. & Welcome (Bll) EE L | F#EZFE Next (T—%),
IR R R

ENMBREEXRYE. ERSRIFTTHT TGS,

, RREWT—F,

Amazon DCV Session Manager R BERERX 2HAPIEREEAFAHEENRERER, ©MRELEE Amazon
DCV fAfREE D BN EM L, ERGIITHEN -y , REERXZEABRUREHVZENMER, K&

2% 5 5| BIR5E R Session Manager KERERXHNABRERF.
FiRRERER

1. ERIECEARRKEEN M,

2. EFiEREERXRS.

$ sudo systemctl stop dcv-session-manager-broker
3. TRZREH.

« Amazon Linux 2 #1 RHEL 7.x

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024
dcv-session-manager-broker-2024.0.457-1.el7.noarch.xrpm

« RHEL 8.x #l Rocky Linux 8.x

.0/SessionManagerBrokers/nice-

FH#% Amazon DCV Session Manager {23
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$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1.el18.noarch.rpm

* Ubuntu 20.04

$ wget https://dlujé6qtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1_all.ubuntu2004.deb

e Ubuntu 22.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1_all.ubuntu2204.deb

* Ubuntu 24.04

$ wget https://dlujéqtbmh3dt5.cloudfront.net/2024.0/SessionManagerBrokers/nice-
dcv-session-manager-broker-2024.0.457-1_all.ubuntu240@4.deb

4. REEH

« Amazon Linux 2 1 RHEL 7.x

$ sudo yum install -y nice-dcv-session-manager-
broker-2024.0.457-1.el7.noarch.xrpm

RHEL 8.x #1 Rocky Linux 8.x

$ sudo yum install -y nice-dcv-session-manager-
broker-2024.0.457-1.el18.noarch.rpm

Ubuntu 20.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2024.0.457-1_all.ubuntu2004.deb

Ubuntu 22.04

$ sudo apt install -y nice-dcv-session-manager-
broker-2024.0.457-1_all.ubuntu2204.deb

* Ubuntu 24.04
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$ sudo apt install -y nice-dcv-session-manager-
broker-2024.0.457-1_all.ubuntu2404.deb

5. RMBREEXRYE 6 IRARTCESAVWTEEBRBDESBRE.

$ sudo systemctl start dcv-session-manager-broker && sudo systemctl
session-manager-broker

enable dcv-

FH#& Amazon DCV Session Manager B2
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REEXCLIZZE

Amazon DCV Session Manager REEXNZHSHINE (CLI) TE , AT# Session Manager {2t &
BiEgl, k2EHETHANERE Session Manager B TERSER, fERAE, ERMEMBEEATECLIG
T, EEETUEBHITERERE. REHMBE , YRENMH Amazon DCVERERHER MEE.

MREERANBE 7 BB MARIEE OAuth 2.0 FEUER , FEA TGS

* register-auth-server

» list-auth-servers

* unregister-auth-server

MR EFEH Session Manager RIBFZERN#ES OAuth 2.0 B0 EBFERRST , FEA TGS,

register-api-client

describe-api-clients

unregister-api-client

renew-auth-server-api-& i

FAT &S REE Session Manager RERE

* generate-software-statement

» describe-software-statements

* deactivate-software-statement

» describe-agent-clients

* unregister-agent-client

A TS REEDCVMARSR - DNSHEBRFER,

* register-server-dns-mappings

» describe-server-dns-mappings
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register-auth-server

AfARE s REMRS , AEEREEXBEER.

fikFEER , Session Manager 8 ARERERNEL T 7 REMRITRELE OAuth 2.0 FEUER ., MRAE
FRAREERXEAS»RERARSE , AIFTFEBENNERE,

, MBBREZFERANRE 2RFBEMRET , H140 Active Directory =% Amazon Cognito , B 48
Lo REEM AL & 2 B FE A PR ES -

ES |

° HE/

. Hh)

Eh<
AR /

sudo -u root dcv-session-manager-broker register-auth-server --url server_url.well-
known/jwks.json

E IR
--url

EFAURLHADB S 7 BB AR . BAEMM.well-known/jwks. jsonZE &5 B F# [ REs
URL,

BE . FH

VE B

#3451
THgEHEER URLE FMAIBE 2R MRS https://my-auth-server.com/,

DA
AR T
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sudo -u root dcv-session-manager-broker register-auth-server --url https://my-auth-

server.com/.well-known/jwks.json

B

Jwk url registered.

list-auth-servers

Pl ERMGARS S BRRABKE
8

. B

- B

. Hh

[t—

ER
AR /

sudo -u root dcv-session-manager-broker list-auth-servers

B

Urls

EEMURLsHEB & 2 Ba 8 I ARER Y o

L]
TUHEIB A DRI A S 5 RE AR
&%

Ap

sudo -u root dcv-session-manager-broker list-auth-servers

B

list-auth-servers
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Urls: [ "https://my-auth-server.com/.well-known/jwks.json" ]

unregister-auth-server

BUHEEMSNER S BB AR, BUNEMASS I BRBARSE 2% , REEBAREE OAuth 2.0 77
AL o

£

- B

+ BE

c B

g ]

Eh
AR /

sudo -u root dcv-session-manager-broker unregister-auth-server --url server url.well-
known/jwks.json

1218
-=-url

ERUHEMURLAAE S 2 B RRETH o BAEM M. well-known/jwks. jsonZE & 7 Bz A
BR2§ URL,

BHR . FH
PNE 2

%Al 1
Url

AEMURLAER S 7 B R ARERAY o
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L]

THIgEFEEA URLKY EEMAS S 5 R MMRSEhttps://my-auth-server.com/,

DA
AP T

sudo -u root dcv-session-manager-broker unregister-auth-server --url https://my-auth-
server.com/.well-known/jwks.json

Lo

Jwk urlhttps://my-auth-server.com/.well-known/jwks.json unregistered

register-api-client

X EEX M Session Manager AF iR , WELXAFIRER , HHA S kA REE 2.0 OAuth FHUE
B, ERERHAPIERFIEN,

/A Important
BREKBEFHRERENMS, EMABERELER.

RAEEREEXRE OAuth 2.0 S BFEAMRSEE , TEEALG T

sudo -u root dcv-session-manager-broker register-api-client --client-name client_name
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2]

==Nname

B #E A Session Manager F F iy — &1,

HR . FH
MWE 2

B
client-id

Session Manager F3 F i Fl 3R #EHEY 2.0 OAuth IZEVER M — A Fi% 1D,

client-password

Session Manager F F i F R#EEX 2.0 OAuth 7 EUERL B 215

Z5 41
THlgEplEeEMmE A WAFRKny-sm-client,

ap

sudo -u root dcv-session-manager-broker register-api-client --client-name my-sm-client

Lo

client-id: 21cfe9cf-61d7-4c53-blb6-cf248EXAMPLE
client-password: NjVmZDRIN2ItNjNmYS@QOM2QxLWF1ZmMtZmNmMDNkMEXAMPLE

describe-api-clients

FHEERERENEEMA Session Manager A Fifio

B#IR 51
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- B
- #Bh

Eh
CI=]2

sudo -u root dcv-session-manager-broker describe-api-clients

L

Session Manager f Fix iy — & H,
id
Session Manager f FixfyHE— ID,

active

&R Session Manager Al FimfIikeE, MRAFIRERERATME , BER true ; TR, IR

false,

g1l
T I E 5% & B 5EMEY Session Manager f B
we

sudo -u root dcv-session-manager-broker describe-api-clients

B4 M
Api clients
[ {
"name" : "client-abc",
"id" : "f855b54b-40d4-4769-b792-b727bEXAMPLE",
"active" : false
[ PA
"name" : "client-xyz",
"id" : "21lcfe9cf-61d7-4c53-blb6-cf248EXAMPLE",
"active" : true

=8

CI=] 5 52
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]

unregister-api-client

ZF EFEME Session Manager i Fifi. £MA K Session Manager F F i &4 B 2B R FEE
OAuth 2.0 FEUEM,

ES |
- RBA
- B

- 5

=R
1=

sudo -u root dcv-session-manager-broker unregister-api-client --client-id client_id

1218
--client -id

E{= 2 Session Manager B Fist A Fi% 1D,

]

ThgEBEeERAAFELR ID B B Session Manager i Fif855b54b-40d4-4769-b792-
b727bEXAMPLE.,

AA
Ap T

sudo -u root dcv-session-manager-broker unregister-api-client --client-id
f855b54b-40d4-4769-b792-b727bEXAMPLE

Lo

unregister-api-client 53
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Client f855b54b-40d4-4769-b792-b727bEXAMPLE unregistered.

renew-auth-server-api-& 8

EHMREEXARESE 2.0 OAuth FEUEBRHNAENLE &R  ELEREEMA Session Manager
AFik, MREEHL® , AIXERFNLEESRREMEHEBAR , RAZTECTEREAPIFER,

3
. B
- Bh

=R
1=

sudo -u root dcv-session-manager-broker renew-auth-server-api-key

g4
TIHEFlEEHmLAESRALE LS.
Ciks)
sudo -u root dcv-session-manager-broker renew-auth-server-api-key

Lo

Keys renewed.

generate-software-statement

EERBRAN,

REEASANREEXZMS ERABRA. TERAEFEREBRAA T ggaAEREAEMR. REEX
BEREBRANE , WA OAuth 2.0 BIREA Finst B E BBRNEEXEMR. FRAEM
RERAEME , SWIAFK ID MAFREER , ARAAERERXETE 2BE.

REEXANRERXNSES —RLEFRBRIEHARRKEREK, B0 EEERAREERERN
A NREEERNEERAN, IREEEFNEBRAR , AILESEBERAXAAREREXNH
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BRP , ARBERREHIEEagent. confERHPH agent.software_statement_path B,
ERLRER  FELISEFRBREER , METTUEATNERERAS nRERFM,

ES- |

. il

=R
1=

sudo -u root dcv-session-manager-broker generate-software-statement

Bar o
software-statement

EHRRA,

&4
THlEfl e EERBHRIARN,
DA
o T
sudo -u root dcv-session-manager-broker generate-software-statement

Lo

software-statement:
ewogICIpZCIg0iAiYjcINTVhN2QtNWIOMCOOOTIhLWIjOTUENmMUZOWNhYzkxMDcxIiwKICAiYWN@aXZ1IiA6IHRydWUsCi

describe-software-statements

HRR AR RERIL N,
ES- |

=R <
* FaJ

B3 55
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- B
- #Bh

Eh
CI=]2

sudo -u root dcv-session-manager-broker describe-software-statements

Bar
software-statement

BREBRAR,

issued-at

EE RN B HMERE,

is-active

HRBANE B eikE, trueMREBRAXNEREAFRE , BRIR false,

gl

TH g gELERBRIAN,

W

sudo -u root dcv-session-manager-broker describe-software-statements

Lo

Software Statements

[ {

"software-statement"
"ewogICIpZCIgOiAiYmEEXAMPLEYtNzUwNy@@YmFhLT1iZWItYTAIMmIjZTE3ND]jIiwKICAiaXNzdWVkQXQiIDogMTUSN

"issued-at" : "2020.08.05 15:38:32 +0000",
"is-active" : "true"
3, {

"software-statement"
"EXAMPLEpZCIgOiAiYjcINTVhN2QtNWIOMCOOOTIhLWIjOTUtNmUzOWNhYzkxMDcxIiwKICAiaXNzdWEXAMPLEDogMTUSN
"issued-at" : "2020.08.07 10:24:41 +0000",

=8
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"is-active" : "true"

3]

deactivate-software-statement
ERSEERR, SLEHAGEEARNE K REIEEEARERASIN,
e

=5 TR
® @R/

. BE

- g

Eh
AR /

sudo -u root dcv-session-manager-broker deactivate-software-statement --software-
statement software_statement

1275

--software-statement

EERANERERLRR,
HR . FH
MWE 2

i 4l
THEHeERRBRAR.
B

sudo -u root dcv-session-manager-broker deactivate-software-statement --software-
statement
EXAMPLEpZCIgO0iAiYjcINTVhN2QtNWIOMCOOOTIhLWIFOTUtNmUzOWNhYzkxMDcxIiwKICAiaXNEXAMPLEQiIDogMTU5Nj

Lo
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Software statement
EXAMPLEpZCIg0iAiYjc1INTVhN2QtNWIOMCOQOTIhLWIjOTUtNmUZzOWNhYzkxMDcxIiwKICAiaXNEXAMPLEQiIDogMTUSN]
deactivated

describe-agent-clients

iR mAERENEMNAERR,

L]
&
&

Eh
CI=]2

sudo -u root dcv-session-manager-broker describe-agent-clients

L

REEANEHE,
id

REREXWHE— D,

active

REEANRE, truetIRREEXNEMERAFRE , BAIS false,

L]
THEHRAERAS.

Ap

sudo -u root dcv-session-manager-broker describe-agent-clients
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Session manager agent clients

"id" : "6bc@5632-70cb-4410-9e54-eaf9bEXAMPLE",

"id" : "27131cc2-4c71-4157-a4ca-bde38EXAMPLE",

"id" : "308dd275-2b66-443f-95af-33f63EXAMPLE",

"id" : "ce412d1lb-d75c-4510-al11b-9d9a3EXAMPLE",

B
[ {
"name" : "test",
"active" : true
o q{
"name" : "test",
"active" : true
o q{
"name" : "test",
"active" : false
o q{
"name" : "test",
"active" : true
11

unregister-agent-client

RAEREXFUHEMREER,

£

=R
® @A/

- B

- gifl

Eh 3
AR /

sudo -u root dcv-session-manager-broker unregister-agent-client --client-id client_id

2]

--client-id

EHUHEMNAERER ID,

unregister-agent-client
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HR . FH

PE 2

£a 5
THEpIEREERRERR,
Ly

sudo -u root dcv-session-manager-broker unregister-agent-client --client-id
3b0d7b1d-78c7-4e79-b2el-b976dEXAMPLE

Lo

agent client 3b@d7bld-78c7-4e79-b2el1-b976dEXAMPLE unregistered

register-server-dns-mappings
FMDCV{AIARES - DNSH IR 5 2k H JSSONAE =R,

=5 T
AR /

sudo -u root dcv-session-manager-broker register-server-dns-mappings --file-
path file_path

jESLE]
--file-path

‘B EDCVIARES - DNSH& BIRFT B8 RER 1T,

iRVl
THEHIEEEM DCV AT - DNSEBHEI R B =R /tmp/mappings.json.

g5 60
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DD
AR T3

sudo -u root dcv-session-manager-broker register-server-dns-mappings --file-path /tmp/
mappings.json

Lo

Successfully loaded 2 server id - dns name mappings from file /tmp/mappings.json

describe-server-dns-mappings

152 B 81 7T HAYDCV A AR 27 - DNSE B ST,

Eh
AR /

sudo -u root dcv-session-manager-broker describe-server-dns-mappings

%l
sexrverIdType

fAfR=R ID WEE,

serverlId

RIPRESHIME— ID,

dnsNames

AZBFIHEL dns BB

internalDnsNames

AEE dns 18

externalDnsNames

S\EB dns BB

L]
T HI51 1 B MHWDCVAARES - DNSEBHBSY,

describe-server-dns-mappings
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DD
AR T3

sudo -u root dcv-session-manager-broker describe-server-dns-mappings

A

[

{

"serverIdType" : "Id",

"serverId" : "192.168.0.1",
"dnsNames" : {
"internalDnsName" : "internall",
"externalDnsName" : "externall"

}

},

{

"serverIdType" : "Host.Aws.Ec2InstanceIld",
"serverId" : "i-0648aee30bc78bdff",
"dnsNames" : {
"internalDnsName" : "internal2",
"externalDnsName" : "external2"

}

}

]

gl
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HEERSE

ABEEFHRM Session Manager A AR RBEN IS, HETEHREEINREEERN
B8F, SEMEEHFITSENRH. ESNE , URBERBIKTANEE, Amazon DCV Session
Manager T LA B 5T L@ 2 Amazon DCVR M B ER,

ES |
- KEEXEEER
- KEEXEEER

REERAERBESR

REENBEEER (/etc/dcv-session-manager-broker/session-manager-
broker.properties ) @& WiRES HE] Session Manager THEEMI S8, BT LA A RIFN X EiR
ERRmEEEER,

@ Note

/etc/dcv-session-manager-broker/session-manager-broker.properties &
DEBRER., KER , HEATIHESRIARE & , HENFIEERIAB B FEMEAT
REEBANWERE, RIFER , ERdcvsmbrokerFf#E, REEXSERIERERERE
BREAEMNEF,

TRIIBAERAERERPHB R,

BEHE ME FEEX iR

L2

broker- & EBEREBEXSZERAN
ja Java T A &BE , mMAF
va- = RMEZRE K, MR
home BE , REEXSER

Bj<broker-java-
home>/bin/java BKfE
A
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ZHE &E
i

sessior &
S

creenst
max-

widt

h

sessior &
s

creenst
max-

heig

ht

sessior &
S
creenst

format

&

160

100

pPNg

DU

MR REEXEE Java
Runtime Environment 11 ,
MRRD ERKIIRERN
MKER | Alg®TRE,
MR 11 RARBRERTAR
Java IR35 , BIMBAEAT
Plen S HEERE X B 8% ¢

$ sudo alternatives
--display java

IEEMEH GetSessio
nScreenshots #ELZ T1E
ERERHENEENRAE
E , UBRAEBENAPI,

DEBRAEN , BEEFEH
GetSessionScreenshots ##
Nz TR EFREINER
NHEKXEEAPI,

&/ GetSessionScreensh
ots FHENH TIEPS R & &
HREENEEERER
API,

REEXEEESR
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ZHE &E
i

create- &
se
ssions-
qu

eue-
max-s

ize

7|

Create-
se
ssions-
qu
eue-
max-t
ime-
secon
ds

sessior =
m

anager-
wo

rking-
path

enable- =
au
thoriz:
on-
server

&

1000

1800

/tmp

true

DU

ATHE AT 589 KM 2
CreateSessionsAPIZE K &
E R, BEfFSISmeE , #
HARTHFEREEZIIER,

7k 52 Ak CreateSessionsAPI
B RAMRBETIIPHYEF
BLER, ARV AREMN, R
HEEERENRERATRE
R, BIgXB,

EERERABAREMSE
ERN B &EE, WE KL
ARERAEEX T,

BERBEARBARKRE
4+ i Fi% OAuth 2.0 12HUE
B 5 5 R FE R REFAPIs,

REEXEEESR

65



Amazon DCV Session Manager

ZHE &E
i

enable- &
au
thoriz:
on

enable- =
ag

ent-
autho
rizatic

delete- &
se

ssion-
dur
ation-
hou

IS

conneci &
S

ession-
to

ken-
durat
ion-
minut

es

&

true

true

60

DU

RS E AR FimRE, W
RIEBARAFPIRIRE , AF
IRAPIAZATE IR HAPIFE>
RFREFTIER. NREF
ARFmXE , A FImAPIs
ABMER B FEUER IR
TRUEFER.

BASEFERAERASRE.
MREMAREEARE
REEASEAEERERER
BARREFIER,

FEEMBRE TERERERT
A R BFB#DescribeS
ession APIFEALMERE Y/
(538

}8E ConnectSession

REBRN D EH.

REEXEEESR
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ZHE &E
i

client- &

to-
broker-
C
onnect«
https-
port

client- &
to-
broker-

C

onnectc
bind-
host

client- &

to-
broker-
C
onnectc
key-
store

file

&

8443

0.0.0.0

DU

EEREENEREAFRE
BMHTTPSIERZE,

EEREBEEXEHFIRER
BT P it

EERANTLSH FisiE 4R
EWENE,

REEXEEESR

67



Amazon DCV Session Manager

ZHE &E
i

client- &

to-
broker-
C
onnectc
key-
store

pass

agent- =
to-
broker-
co
nnectosi

h

ttps-
port

agent- &
to-
broker-
co
nnecto:

b

ind-

host

&

8445

0.0.0.0

DU

EETREFHNESE.

EEREBEEAZEERERER
EHEWHTTPSE IR,

EEREEAARERNE
REBRER T 1P ik,

REEXEEESR
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ZHE &E
i

agent- =

to-
broker-
co
nnectosi
key-
store-
file

agent- =

to-
broker-
co
nnecto:
key-
store-
pass

i

broker-
to-
broker-
port

7|

broker-
to-
broker-
b

ind-
host

&

47100

0.0.0.0

DU

EERRTLSRERENER
HEREFHRE,

EETREFHNESE.

15 E B FAE#RH broker-to-
brokeriE 18,

BENRERERA broker-to
-brokernE R BFEMN TR IP
ik,

REEXEEESR
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ZHE &E
i

broker- 2

to-
broker-
d
iscoves
port

broker- &
to-
broker-

d

iscoves
addres:

&

47500

DU

EEREEXHRERRR

Y EER,

EE e P HAAE
2 P ik FE

& ip_address :port
B, MREZER
BERERX , FEAER
PhRE. MREEE
broker-to-broker-d
iscovery-multicast
-group ., broker-to-
broker-discovery-
multicast-port .
broker-to-broker-
discovery-AWS-
region = broker-to
-broker-discovery-
AWS-alb-target-gro
up-arn , B BLESE,

REEXEEESR
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ZHE &E
i

broker- &
to-
broker-

d

iscovel
multic:

group

broker- &
to-
broker-

d

iscoves
multic:

port

&

DU

EEHREM broker-to-roker
SHEXFE. WREEE
broker-to-broker-d
iscovery-addresses

. broker-to-
broker-discovery-
aws-region
broker-to-broker-d
iscovery-AWS-alb-t

3

arget-group-arn

BB H

EEHRZEM broker-to-
brokerZ BH{EXEZE, W
RIZFETE broker-to-
broker-discovery-
addresses .
broker-to-broker-
discovery-AWS-
region = broker-to
-broker-discovery-
AWS-alb-target-gro
up-arn , FEEEEILLSE,

REEXEEESR
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ZHE &E
i

broker- &
to-
broker-

d

iscoves
AWS -
regio

n

7|

broker-
to-
broker-
d
iscoves
AWS -
alb-t
arget-
gro
up-
arn

&

DU

EEARRKERARE

WEAEXEHTE:sR

AWS EBiF, MREEE
broker-to-broker-d
iscovery-multicast
-group . broker-to
-broker-discovery-
multicast-port &=
broker-to-broker-d
iscovery-addresses

, FERLB R

FAA broker-to-broker#f 3
ARNMERAEA B H T
wREEREERAEN . W
RIEIEE broker-to-
broker-discovery-
multicast-group .
broker-to-broker-d
iscovery-multicast
-port = broker-to-
broker-discovery-
addresses , FEEEKLL
S,

REEXEEESR
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ZHE &E
i

broker- &
to-
broker-

d

istribt
d-
memory-
max-
size-

mb

fim

broker-
to-
broker-
key-
store-
file

i

broker-
to-
broker-
key-
store-
pass

enable- &
cl

oud-
watch

metrics

&

4096

false

DU

EBEE—REEXAREN
Amazon DCV I {ERE R & ¥
2 BERMETEENRRE

=
o

R ARTLSRERR B
HEREHE.

EETREFHESE.

B A= =A Amazon
CloudWatch 8, tR&
BXA CloudWatch 1E1E , &
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