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Amazon #8| F|# L £ & GuardDuty,
PBELREHE

TRREMRE4RZBEMENMEERERR. ERNIENES, Detective SERBAZENIMR
BEEAELREREREE,

Detective 5[

Detective ERIBEEEIBE 45 RAWMENTTABRTNER |, SR EAEKE REFHEEBN HME
B, BBRERABREMHEAEFAMNRERR. BRSRUIEST  ROETRERAEERHE
AR, JRETTRNEE TSR RANTA. ZEHTERERAEERNEERNTBERIMN
BUEBERBRIMN API L, B, WEFAERE R REEE Detective PR , FEEIXE Security
Hub,

SHEBR
REPAERREARENE-FH,

EERBHLSHERRANERERBE. {FE+D , BUUHEEETERNRER,
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HERRBECISSAREERBUENFAEFAER.

REEER

)

EREERANEAEAMERCBAERIREAEHMERNER, fln, EC2 H{TERATESR
BREBEEME IP it HELR, EIRHEEIB Detective AT RN iR SR{E.

EBNEEREEISKENEREBREE |, Detective EBAFEAE,

MEFMENR , 528 (Amazon Detective FFAEIER) FHBEAEEZENEHET.
.

SEURIFBEE  REHEAE  HEHEARRRIRER , ARHEE NAEERBRE.
A=l

TBHEERNEMETRENEESIRF. AWSIRF REBITABERTD , KERFAUR
Detective B S1kF ERA /K ERFHVEBIRSE

SRR ERFAUCIETABRESE , YRTHABRIBRERS, MEFMAENA ,
section called “¢t¥i R EIRFE : EEBBENREER,

30
W
&4
5
)

RS EEIEABTABRTBEEKEER,
FIERERF A UEREENNTABRTREEIKRFHAERES.

IR EETRABERNEMER,
HETRE

Detective EEEWRFEFIEENTABER. HBEEIRFSIETE Detective EEEIIRFE, MEFHAE
A, 5E2 B the section called “¥§7E Detective BEBEIRF",

HARBITRABRSD |, Detective EEBIRFEHEBIEFREAMEIRS ., HEBRFEEZEERBTA
BRPBERRS,

Detective EEEWRF th o LUSEEMIRE M ABBITAE R,

REH

RUREREHHRENRBLESNE—RE,

HHREER  REETEBINOREXREGRESTAEERINBEERRR.

EREHEFUZEHERAEERETHAE , IARERSKAURED,
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REEHE R

REELNE-REL. SEREEERBSERREIFERE , B2 AEET

R B,

REEERTASSREY. ERX. KEH, REEIHELER.
BA R

BERERcERENTESR, BEREEIARFERPEIER,

EHEREC  BEREAEE  WRASERNERERNNERE AL, BEELNES HEES
Amazon EC2 #1T{EEEHY IP b,

HEER
ARERERE LRTRERSEENREHEE.

AERRNEREE TS RREED T EEE Y ERMARIREE,
-

)

RERNEREERE AR 24 P,
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B %5 FH Amazon Detective

AREIENH T Amazon Detective, B2 E t{a] A& AWS tR FEUA Detective, BEASE2E w1 Es
& Detective ess ERERKRIREN AWS IRFHHEIER , WAEEINIENITABERT,

& & A Amazon Detective B |, Detective RV EIFHISETABER , XBEREBENREEAHEE
BiRF, IBERT , ZRFRITABXRTHNHE—IRE, A% K EEERSULUBFEEM AWS IRF#
HERNRHQTABR. F2H EEIRF,

BXREEEF A Detective th EBIRABITABRIEMR 30 RNEEFEAH, MRZIRFERT
Detective , REBXAE , AITREEERA, 552/ the section called “BRITABRNZER
B

REFDAZE , SRBITABEXRPEEIRFAARHENER , ARFETKE, EEERF JLUEHEA
E,WEFHEBTABRER 30 REIBENEEFTRA. NFEFMENR , 520 the section called
‘EEERFAENER". KERFAUNEHHFIBTABRNWAZENET KR, NEFHEHR , 52
Bithe section called “FXEMRFE AEBHE,

e

- BRELHIRAWS F

- BREFH

- BR

- BUA Amazon Detective

RE B IR AWS F

ERXA Amazon Detective 281 , B4 B B AWS IRFE. MIREEHE AWS tRiE , BRA T T BRRE
SRS

M —1{@ AWS IRF
MBHEEH AWS IBF | BERU TS BRET — @,
#=EEMBRBE AWS IEF

1. $TBHhttps://portal.aws.amazon.com/billing/zx it

ks
it
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2. FREfEMRLETRET.

HoEMEFFEBRE |, A ESHREE A RIS,

B — MK AWS 1RF |, RIEZAWS RFREME —@, REAEREFIKIRFTNAE
AWS ¥ MER, FAREREER K FHEEFIERNGERE K LTHEFRRERERY
TEEREHEFIRENER.

AWS FMBERETKE , SRERERIDEFIHG, &1 LB & hitps://aws.amazon.com/ IiZIE
ROWRE | URREBE IR EE N EEIRS,

BYEREEFHENERE

&, EREBEMN AWS tRF AWS tRFRFEHE AWS IAM Identity Center, RAAFEI KRR EE
FHE , EREMRTES root EFRERRBE I,

REEH AWS IREARFERE

1. B Root EAELE ALK AWS IRF EFBHibut , BURFHEES S E A, AWS
Management ConsolefE F —EH , B A B Z,

MEFEABRERAEZRANGE  F2EAWS XA FAEEETHNLEERET S EA,
2. ABIBH root FRERBMZAEZRE (MFA),

WEETR , B2E (EAEE) TH TIAMA AWS IRF root A ERAERMFARKE (E12
ﬁz_l o

BYEAEEFRENCERE
1. BAIAME 7B BIH O

MEIET , FFSE AWS IAM Identity Center £ & 5= R Y EUAE AWS IAM Identity Center,
2. EIAMBZBERIFOLH , BEBEFREREFERE,

EEWMBEEFEA IAM Identity Center B #& A S 7 BAIRRN BERE , F2E (FAKER)
IAM Identity Center B #H 8 " SAFERR{EERE £ FAAWS IAM Identity Center EFFEL o
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LERERFRENERAESSEA

EEFERAEH IAM Identity Center fEAZEZ AURL , BEFEARIYIAME 2 #8 AP OEREREEE
BEF BB AER,

WEERAIAME S HBPOEAEZANRY  F2EEAERTHEA AWS FRAOHE
Yo AWS A

EREFIELEHMERE
1. %E IAM Identity Center 7 , BV EREMARKEKBRERNREFEEINERE,

WMEET , FSE (AWS IAM Identity Center SEAEER) PHEILFAE,
2. BEAERRERE  ARYURBEARRE -2 AFE,

MERT , BFSHE (AWS IAM Identity Center A& ERE) PHYFTIEEE,

ERMY
£ A Detective 2 81 , SEEERES THER,
B FHER Detective 5F 7]

XA Detective 28I , B4R EBELNIAMES EE BB LER Detective 2R, TR ATUREER
EANREERERAR , B LEYHMERENECLUAR Detective,

B85k Amazon Web Services (AWS) K , Btk F & B BIEEMAE AWS IRERE , 23F Amazon
Detective, 1B , ZERMAMEA Detective , AU BLIRE T , F8E12EL Amazon Detective
FEATAPIRE, BHRENRKEEEE LR AWS Identity and Access Management (IAM)
#&AmazonDetectiveFullAccessZEENRAIMMELNIAMESEE | LUEREEFTHE Detective
ENERY T EVRE,

TR AWS Command Line Interface Mx7~

ZE#H AWS CLI R #1T Detective T4 , HRIKFTENARAA 1.16.303,

BX A Detective 87 , 52 BEFELER
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2R GuardDuty ¥ AWS Security Hub

MREEEMM GuardDuty I B AWS Security Hub , BPIBZRENIRFRACLERENEESIIRS S, W
RE=ERBHEESRFEHMER , AL TES ARG ERE.

« 7£ GuardDuty =% Security Hub # , #47 8IR18 B M E R , BA LA GuardDuty S3XIE B F#
HHERHEE R Detective BFERIRERE.

« 7£ Detective # , & GuardDuty R ER K , B LEENEXRREENEE,

MR EE GuardDuty M Security Hub BEFRINEEEIRFE , BEELRBEKSESFEANREREEER
BiRF,

- MREFEHER GuardDuty B , FEEA GuardDuty R EE SRS A Detective,

mREER AWS Organizations REE IR , FFHEEE GuardDuty BIRF1EE MM Detective
EEEIRF,

- MREEHREMER Security Hub , A Security Hub B3 &8 F A Detective,
MREEREBREEIRSE |, 5548 Security Hub BB EIRF 5 EAMBMBA Detective BEIEEIRF,
MRECEEEFIEREFEAERNERSIRS , BI7ZA Detective 2% , BRI LUEEEVEBIRF A

&, tAtSRETEERFEIREHMIRES,

ERNAIAMZELEAGHFRES  F28 (AMEAEER) PRREEM AWS 1RF FRIAM
{55 F & 77 BV

BB T HE GuardDuty CloudWatch HI$8 %

f£# GuardDuty , 188128558 E A Amazon CloudWatch BHISER | RERENRERE XY, EE
FE R4 B A4 Detective,

BIRTERR |, ARAENNDE, ESHREBLFES
Detective #,

EFREEEREZR , BEEANENRR BT ERRE

£ TR 2 Detective IEWELEHAMFNRRE , HMIERE GuardDuty EEERFEHGEAEF LWERE
BFER 150, FEE K BEHAETSTFEMARA GuardDuty,

MEREBAERNAEREENR , 5528 Amazon GuardDuty fEREIEREFEER Amazon
CloudWatch ZE#E5#E GuardDuty 2EIEE,

R EE GuardDuty FI#2 AWS Security Hub 14
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EYF Amazon Detective

& A LATE [Detective] A, [DetectiveAPI] ZEA [Detective] AWS Command Line Interface.

FEEEF REERAH — X Detective, MRZBEREEFPITAERNEEEIRFE | AIEELBRIEZE
1= # B Detectiveo

Console
= Z A Detective (£ 8R)

1. & A AWS Management Console, A& R Detective T1E AR Ehttps:/
console.aws.amazon.com/detective/,

2. EERBER.

3. 1 "RiA Amazon Detective s BEH L , Align EEEIRFE (EZEFEH) FREATE Detective
Amazon GuardDuty Mz B =2 SR F R EZE AWS Security Hub, 582/ the section
called “Z %82 GuardDuty F1¥ 75 AWS Security Hub”,

4. [MMAMERE] #ZHBEKEEEFIZIAMEZES X FHMERARE |, W LR ERSE R A
INZE AR Detective WEHR, WRELZEEIAMERERRENER , BUUEMERRAE
% Amazon EIRE M (ARN) BUR , BERHGENIAMERS, b7 SUHEREM INBER.

R RN IAME B 2 B,
5. EBFEERER  SUKEBEFTEETABER.

BENEER  FIITUTRE

a. IiZ¥E Add new tag (FTIBER).
b. &R, MAEBNER,
c. &H¥HE , MAERE,

EEBRESR  BEEENBRIEE,
6. EERBA Amazon Detective,
7. RBAA Detective % , BRI LUBERERF MALNITABR.

EEEESIRFEEER , EEVIMERE, UHEBBERXERFHNHEEEN , E2H the
section called “BiaREREETAER .

B

XA Detective 15
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Detective API, AWS CLI
A LARR A Amazon Detective £ Detective APl 8% AWS Command Line Interface.

E /A Detective ( DetectiveAPI , AWS CLI )

« DetectiveAPI : fEfCreateGraphi®{E,
« AWS CLI : EW S5 #IT create-graph &%,

aws detective create-graph --tags '{"tagName": "tagValue"}'

TS ERA Detective , I#% Department ZHEEREA Security,

aws detective create-graph --tags '{"Department": "Security"}'

Python script on GitHub

EALAE A GitHub .Detecess L #Y Detective Python MIZEL F 5 [E 1 Detective 121t 7 — 1B BH R K
X, ERHIT GitHub A T R1E -

- REENEESFERNEESIRF A Detective

- BRENKBIIRFEENEESBELENTRABR

- MEERFHEBFEFBY

- BEEZHEIRFHEBE

MBIAERERNER GitHub IEEMNMEEE , 552 Bthe section called “Amazon Detective
Python BIZ&",

BRERSEEHENER
B Detective 2% , ERBBREN AWS IRFHMER | LHHLERIEHTABRF.
HWRIAER , EREREE 2 MRERETRETRE,

W& Detective EEREEVE B —E 5% 21 Detective S HH SR EBHIE.
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FEMERSEE LAHHIE

1. BIfE hitps://console.aws.amazon.com/detective/ B Amazon Detective £ A&,
2. HEEBEEKT  EEES,
3. REREIINgERT  EEEEEE,

ERHEfasTABRER P S EIERAEBI AR,
MREFLEREFE , AEANERK EARINER LI ETRERT,
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Detective 1ITABRFAPMNER

1£ Amazon Detective A , #&{F ] Detective ITABRTPHNERETRAE, EAREH |, &0 LIERHZER
THABRPEANKOERIR , A% Detective S fE AR ERIRIEAER,

TEBBERER®—E=:=Z1E Amazon Web Services (AWS) 1R E#EELH Detective HRE B FTE LM —4H
EREER,

TRER S ERARRERRANIT T IIESE,

- ERERM, EREUAREMACEBEREXENERER
- BRERDETEFMN DN , UEB SRR EETHER HRNBE
- BBTREMEEANREBAEABNRERR. ERNEERES,

AR, TABRERNAEHN, REEMSMBESESEMBERITABRNARTPET,

BETABRTFISRE —EHSERFHELR. ERFRBA Detective i , EERATTABERNERE
BiRF , YATABREEKEIRF. TABRKZ LA 1,200 BXERF. IFEFERRKEES
REMAETRAERTFEEKBIIRFNES , FFSHE Detective PEEIRE.

B &

- Detective H{AE 1T A E

* ¥ Detective 175 BI#Y IR

- TRABREREBEE

« Detective 174 B # £ AR RFEE ¥

Detective tN{AEE 1T A

BETREFRBERUHAEMER , Detective IR BE AWS RERHEMIRENEREEE—E , 81
UTAR :

- HFEEUIE , E%F Amazon Virtual Private Cloud ( AmazonVPC ) #1 AWS CloudTrail
« Amazon K3 3R GuardDuty
- REMBE AWS Security Hub

BERABRBITRETFEANKEES , F2RTA/ABTEANTEER.

Detective 2{AIE I 1T A B 18
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Detective 2047 iZ I8 KR E £
EMEREAR | Detective SHEEFEAMEM D A REATAER.

CloudTrail
logs
VPC flow
logs
Processed by Amazon Updates Behavior Populates [;:T:cztc_)ne
EE— . —_— —_— 1V
GuardDuty N graph Console
findings lAnaIyzed by
SecuAr:It\:{sHub ] CloudTrail
findings Runs algorithms / logs Populates
over graph data
Detective #EHY

HHLRENRSERAUAER, RARVWELARES  SECHIMERE , FULKERNETE
A, BLEFTRERESR.

Bltn , B Detective BIRE LI TTRED S IP thit, MR E |, Detective EFEAXERHEF N EAR
BN IPuERRERAEN IP it B,

Detective 0 #f
PITRBAEMWEEL  AToMERLURA T HEEESEAERBNEE.

Hlan , —7& Detective ST ARG BBIITREEZRSATEB R AEMNER, HRNETAPIFIAEEE
BELESKEREETSREANAPINMY, ZRERXEEKRAPIFHABENRAIEE.

SRR RHBRS NHBBENERRLERE | R AREABERRNERBERER.
#1 Detective 174 Bl #Y I %R

HERRNET—EREREESAEFRREERBANEHRBAIHERR <A TR LN FEET
B, HARIRARHANERAIRERS R ATHERBR.

Detective 201 52 5 38R & ¥ 19
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#8% Amazon Detective SRERERN AER T ERAERRZAKERARBREINED. BERERE
HRtt SR REEE  WETEERER 46 RAWFI9EDH. SEKEREREKBERIZIDHE
=

EERSGFERESNEHENEIITAEBERYT |, Detective SRBREXEENEH , THREBPHLIH
NEEUREEEN.

B2 , EEVTIWE ) , Detective EEENMELWENE R, Detective DK BAE HEETABRT
IR EEE mMEH.

XA Detective B BT MEREAIFREIR, ELHEBE | SEEREEEE LI T ETHRNERER
HIREF R Detective EER NGB L.,

HAFAHE |, Detective BRI BIRSHNKEIRFHIEETHE R, EA Detective IR T EAH
ERERE , TREALNEBELEERNEREREF.

TRABREREESSE

ARERANBBES T ERASNERNOES. TEESE T IRRNRIETRERN AR,
TRABREREEP TENEE

T RERE BB T AT,

1
B X R Detective IRER HHEEMIEE
SEEEHE—EERE K AXRBHTARARNYHER, SRERMWEFZHE IP ik, Amazon
EC2 #1T{EBEFM AWS EAE,
HESEERE K REERHTCSAREAEREEM, BHETUEERRRICHEPMEE , B2
EFCs&EA,
BEBEMAE-HEHEEEHBRK. H0, HlI0 , Detective EEME R BER MEZIR M {7 TTIELE
2., EC2
BEFIIBMEER —BREERNES. S0, Hl10 , Detective 18 —EC2E% B [ A AT 68 A B HE
—EEE,

2EEA

BERNMERER CERENED. BRIEER Detective FIFE R F .

TRERERNGEEESE 20



Amazon Detective EREER

HEREL  BREGEE  WRANSKNEREENERSG. BREENESZEREEC2H,
ITIEREAY 1P fiut,

st EERIER , FIILEREREHNTERNEE IP it , Detective EEH —RIFE AN EE
X

THABERENERTNERRE
TAEREEBESHUTUT RN ERAMRER .

- BHIEEEAMAMREE. P uMEAEREEN
BHER AWS &, BEeMEEERANIKRS
 JBHE AWS IRE B ERRERERNRE

TABXRERNEBEESUTERER,
AWS kP
AWS Detective RIFE R ARFEENIRS,

Detective & #t¥ & EiR S E LT BERIE

« AIRFEMTWBEAPIES ?

- IREERTMEEREREREN ?

- WRFEERT WL BERHER (ASOs) ?

o WR5TEWRLE 3t 3B (v B BR PAME A IR 2
AWS A&

AWS Detective RIFERFPFEENAE,

Detective 2t HiBEAGREU T HERE :
- FA T HLEAPIFIUNAR ?

- BEFEATHEERAERERR ?

- FAASOsTHEAE?

- AETERRLL IR B EAERPAREE?

- MEERRETHAE?

- ZACGEETHLEAR ?

ThRERERNFEBTHERER
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- MEFBTIERESRZAR?
AWS A #

AWS Detective JRER P FENERE.

Detective 2#t ¥ BEFEAERZ AT BERE

- EREMER T WLAPIFFLY ?

- FRAEFEATHLEERAERERK ?

- FREEBHLHIBNERRIEAPME?

- ZERERETHLERAR ?

- BMEABTIEMBESRZERE?
HEssERE

BESoEAENHTER, BESOERAEHEHMT
- FRAREMESREES () SAML BEAN S 5 &5
- £ Web I & B DB ANE D

jillll

Detective 28t HiIBUBMES S S ERAEFREUATEE .
- BEBoERECRABLS S RUFEETRE?
- BEBOERENZRRME? SRAHRNERBES S EAEN Web o ERNERAER.
- BiE B0 5 E E WL IR B R A E R HAREE 2
- BEBOERECERA T BEFEAERERN?
- BEEREMEHAASOS T ?
- ZBERSERAERETHLEAR?
- BEAETHEEEIRZBESTERE?
EC2E 4l

EC2Detective RRREE R EZEENEH,

EC2f51#0 , Detective [B] 7 & {E R RE :

- BEBML P thuk B TEBETIER ?

- EfAMLEREREYITERETER?

- UmBTERSRHTERELTZLERE?
- BITEBVPCIEWLIER ?
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- EC2HTIARMER T WLAPIRELY ?
- EC2EfIfERTHERFRE ?
- EC2#TEREMAASOs T 1T ?
o BITIERETE HRLE 3t IR (T BEC2IRAER APk RE 2
- EC2HTHEBAETHLERAE ?
A TERER

BEACLERNITEE. SEACTHFEERIHACEBTNTHERERRBREE.

Detective ¢ ¥ B EAGLEEUTHEBE -
- WABTERESRBLEER? #1527 , BENEARE  URBREACHERZME?

HIE  SHYBEIRF ABIEIE |, Detective EEHBABEXABNER,
- ABT/EREBRMER T WLEAPIFEAL ?
- AEITERERERTHEFERAERERK?
- AEEFEFEAASOSTHE?
. A6 TEREREBL IR E R RERPAREE ?
- MEFEAEIACHEB TXACITERER?
- REABTHEREME T HLEAGS TR ?
BREBE

Amazon ¥ IVIEE GuardDuty B8 A Detective JKREH,
SHESERAERER |, Detective L EMPAETFERER, RENAEERTHNSEEE,

CHERTFTACTERBENER , fINENESHHIRANB/ERN IP t,
IP bk

Detective RRE R P IZTER IP sk,

Detective 2 51@ P bt [ 25 A T 2{ERIE -

o HhHFEAPIA T MR ERE ?

o WhHFERA T PR ERHE 7

- MEGEAEMEAEREEXNEAT IP thit ?

o |P btk 7 R LE 3t 3B (v B BR ME AR R ARRE 2

- BEASLE IP BRI HLEC2E TR B 2 BEA ?
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Amazon Detective EREER

S3 AT
Detective RRER P S3 FEFETRE,

Detective ¢ ¥ 5{E S3 FFITEBEEUTRA

- MPLEFRBEE S3 REFTRETER?

- ¥f S3 FREMEIT T MLEAPIFAA ?

- REMRWHL BN EE S3 FREMETAPIFA ?

- ERATHEERAENRERENE S3 REITBETES?
« fHEEASOs R FREL S3 FREMEITRRE ?

BT LAMIER S3 fEFATRE , RREBVEFHRABHNHFHERE. B Detective £/ S3 RfFAT
BEBAER S3 MFrE  AUERCMNAAKAE - SSRFrEER, fEEBREREL  BUK
BE BRI, MERE BRI A M BRI

EERGMEEILMMBREY  FBSHERFBEREANRERERNLE |, I LAMBREREAE R,
EERBAPIEFSENREEEIRLE  ERARKSEEENTEFEER, HhEEETNAPI
JDeletel(CreateMBF £, 52E the section called “B 8 API I E”,

FRERERER
Detective RIFER P FENFERAERERER,

Detective ¢t HiBEEAERERXBELTHE
- AFREFERT WLEAPIFEL ?
- MEGEAENACRERTEAERERERN?
o RLE P bt EA T EAFNRERER ?
EKSE &

EKSDetective RIFERREEMNELE,

@ Note

Eﬁéﬁtﬁ%éﬁﬁlﬁﬁmgnﬁlﬂﬁﬂ VAR ARANWEKSEZHER KR, WEFHEE
, F2EEANERRIR

?:l

Detective ¢t ¥ S HEEKSEELZ T HIREE :
- BELEESHITHL Kubernetes API FERY ?
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« BBLE Kubernetes FAEMIRIEIRE (£88) EULBEPENIERAFREE ?
- EHEEPME T HLEREE?
o TELCEEE A BRI IR RN BN B RS 2

Kubernetes Pod

Detective KRE K FZEM Kubernetes Pod,

@ Note

ELHEREENTREFEESN , LERMABANEKSEZICHER KT, NEFME
A2REANERRR

%‘
”'h I@f

Detective &t ¥t 18 Pod E& LA T RIRE :
- EENRFH , BWHLEERKN Pod AASFMRE ?
- B&t¥tk Pod 4T T BRLESEED ?
« Tt Pod RENIT T MRLER SR 2
Z Pod HABNBHEERNIRFPERE ?
- TEEENEM Pod PREEEBLEEMEEHITHERR?
REFTREFERATEIEEHEM Pod PFHRERSR?
BB

Detective 2RIRE R P FEN B EFREK,

(@ Note

EEEEHEREENTRFAES , LEARMAZANEKSEZICHERN KT, WEFME
A, F2REANERRR

Detective E# H B ERRMGEEELLTREE :
- BNREDEEMEHEMBRGEERGHLZHENRBFEERE&HE ?
- BNREBEDEEHTSOERGEIZR ?
Kubernetes &8

Detective BRE R P 1Z7ER Kubernetes £8, Kubernetes &I FERAERRIFIKRS .,
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® Note
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Detective HTHRMBEZ % , RAELERERE . EEFNRE  FREEBHNEHE,
BEHERS

EBRERE , LA KR Detective PHTHRAZE , REELENERS.

& ERERERS

1. ZEAAWS BEEFiA, REBIRK Detective T AR Ehttps://console.aws.amazon.com/
detective/,

2. HEEEBEERT , RERE,

HAERETHUT B

Iy ==
EE

« ID: EAENAEREZRDIT. SALUEENL ID RENFAEHREHWHEE , Hh I SFAENFAEA.
- R SEBENSBEREN TAREEARERERE, MEETUAEETH, KL,
- BEM  SEFAEHEEREEM, Detective EHBIERAELERNBREM,

BEMAREEERERBANE-ERNAERITNEES K. AERENBREMEL FERIIU
Ht A AR I EE RO EN AR TREEANRELNHEEM,

HEBREMBEARE. 5. P, BHEA (BREERSIEHFF).

ERABEISHRENENREREBLETE-—IRE , RAREREER ALK Detective FIE
ENEREREBE,

- B ERRUOSHEEPREIINEEERNFMES. FLEERRE AWSIRF |, fINERENA
&

- R BV AWML ESERERE

EWmE B NS FAES.

T i Detective FAEHRE

Detective AEHRERIHRRARNTERTAREZFTHHE, ©EFIIH Detective EFRHER
SRBNER,

EERBIESEERAE ID WHRERS.

1. BAAWS EEBFEAE, REBR Detective IR A ML Ehttps://console.aws.amazon.com/
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2. ZEEERKTP , BERAE,
3. EHREFERKRD , EWNHE ID.

Admin report summary o ()

We observed anomalous behavior for the role from | indicating potential compromise. The role invoked CloudTrail management actions mapped to
Impact MITRE tactic(s). The role was also involved in Findings that map to the MITRE tactic(s) Discovery, as well as other tactic(s). The role was also involved in 10 findings, 1
finding group, 170 impossible travels, 3 new geolocations, and 5 new user agents.

Scope time Indicators of compromise Recommendation

05/25/2023 13:00 UTC - 05/31/2023 19:00 UTC 5 Tactics Based on our investigation, we recommend you take
0 Flagged IP action to mitigate what we've found on AWS role

role 170 Impossible travel Admin. Please review Security Best Practices in IAM [
1 Finding group to secure your AWS resource.

Detective S8t CENHEERBNERAEELRE. LBSTLEAREERER , HPE2HRAUT -
FZEAREENFHAET. ECRFASEARERE , TUREERARBNIRE , IRFMEFAE
o

- BER, BINNERF —BIBEZLEH4PEANERR, BMMRER (TTPs). MITREATT&CK 24§
TR TTPs RIER LB EMMW MITRE ATT &CK B[S AR,
- BEBHRCELH IP bt : ATEE IP it 1815 Detective BEBHRELMNBI ABRERBRERE.

- THENERE  RRAYEIIRFHREENTRENCRAEEE, flU , ZERIL T EREEEAE
RERRE B Ay v iE 2 FRYBIZIRME

. MPBEREERE  EREEELLSAMBNSEED. Detective EAERMTRN | THET
EREEERSHNEE , TETHA M BATERERA,

- HEREER BEERESHABBNERED. I HEREERIRERRFANFME TR
HiRo

- FIBNVE EERNIRFBHRANEANTHEMLE, Sl , KEESREBELAINERETEDIT
BRINVBEBENVE , ZHBEVERSFERIREANLE.

- MTEEAERERER  EERNIRF BRERERNHERAERERN,

.« ¥718 ASOs — #& B 7£ E R = IR 5% B i F Y37 B 58 R Organizations (ASOs). a0 , i R"EE
HI I E A FEMBASO,
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RERE AR

HERERERABTEENEERBAFTEIENREER. £AFE  SUEREMBEEER
REENRARRE , #SAEN , Y TRIZ2EHZENER,

BH A EFERERSHERRRUATFRERA,
AEHE

£ TS, BRP , EALEIIPsEASREMEINREYR  TRUHABREBERENES R
Bo

Detective EENBTHRHEFTMNEEZH , HIWAMA FRREREIR B /YT AT 8ERIT.

Detective #AEMFA N BELLESHPEANER , RWANER (TTPs ) » MITREATT&CK RER
FATREERE. TTPs RERR D ZENRM MITRE ATT &CK s A ERE,

AEER

BALMERERESTNER , ¥ AWS EREESRARELHERRTARESENEREEY. ZiF
HHERR (I0C) REMIE. R\BREPHEME. RETREFERINVERE , TN (EEEEFHRE)
B BEREDRNEE SN

TEHHRERS

B LA T & Detective FIEREMISONER , E— T oMK E , IBEFHBZRIFNRBFHERE
£ | 0 Amazon S3 FEFETEE,

EERBEERNKRP THAERS

1. BEAAWS BEFEA, AREBIR Detective £ A ML Ehttps://console.aws.amazon.com/
detective/o

2. EEEEET , REF
3. WHMEERKRPEIG

A8,
AE

REBBETH

FENFEERE FHAEHRS.

1. BEAAWS BEFEA, REBIR Detective £ A ML Ehttps://console.aws.amazon.com/
detective/o

2. EEEEKT , BEHE,
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3. RMEERRPERAE,
4., EHAERHEEED , BETHR

HEAEHE
E &1E Amazon Detective FERAER , BULUERERERS. CHENAERTIZEERRESR
&=

o

REEBRRE Detective BEEEER , FeEHFHEUVEHFHAE, Detective EALNEHERAETRM 0 X
M REFHIE.

ERHERGERRTHRAERS.

1. BAAWS EEBIXEA, REZRBEK Detective LA M Ehttps://console.aws.amazon.com/
detective/,

2. HEEBEERT , RERE,
3. RBMEEMKRPEIHRE , RRREHF,

FERBEEREHEFRERS

1. BAAWS EEBIXEA, REZRBEK Detective LA MU Ehttps://console.aws.amazon.com/
detective/,

2. HEEBEERT , RERE,
3. RHMEERKRPEIHAE,
4. EHREREBEET , BEHF
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2 ¥ Amazon Detective F R 235

FRERARRENINBESE THREMRABNBITMEE. Amazon GuardDuty F1 AWS Z£ R HIER
2 & A Amazon Detective , SAEE T LAFEH Detective RFAE AT E R AHRBEBAYES ., GuardDuty
FERRRZ Detective RLBHBH—H 5 , RFEBERTEA. H AWS Security Hub S FTE HAth
ZEMBEBEASHNMARAERNRF, NEHMBEN , F2RTAERTPFERANKEESR,

Detective HERFRBBRHUBAREFERNFREA,. CUSERIRNEBNESR  URABEKE
B ERRER,

MRFAEEREBRATEHEE |, Detective EBRHNZREIRELEREE, BRAEBREEAREEREE
BEFE  NAZBFAEERHEE  CEAREEBELZSSHHBENZEEE . F2E the section
called “S K EE",

B #

- DM BRREEBE

- FMAEEREE

- HERKX Al RHESENAEERFERE
« 5% Amazon GuardDuty %3

DHTRBEE B

Detective AERRMBIRABAREERNFMEN,. CHEBRIIRNERHNE  UREEBE
BERERENER,

ARAEERBBN s ERE

HERRBENEERBRAFERREEEE. AERRREEESRRAEIREREREBNEX
MAREFE,

AR B fm R AL E
HANERLEEBEARNHMEN. LABERERERERUENEMAEN,
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BIEH,
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HEER

HEARSROSRREEREENEREE, dYSEER  FESRHERNEIBER. LLERAS
RREEERRER FEREARERER LLNVEF.

BRLRBREREAEREGERTE, SalUREERBNNTHHN X FREBFE,

FRHMETERNRER FEEEEREE, HEZERREERSREUTER
- SERERESHELRGEHE.

- EERAVEIB
fl,

BERXRRERL , RRGRNRAERR. AERRFREA NSRRI EERREENE
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HIEZE TR EER,

ERBEE Detective FHERIRAEERE , TR HFIR T EEMERAL,

EEMANEE , FEITTIEEZ—

- BRERIFAEERBERNENEP—ERERS. NFENARERERFHNFHES  F2ERKIR
FEE,

- BRENEE SRS E GuardDuty R/ Security Hub ¥ , LIS IRIEEIRE Detective, ME
B% B2 BEEEH GuardDuty M Security Hub ¥75,

- BRREERREREIIRFESENBERRE,

« #E5¥ Detective ITREBEIRGERMNERRREMHHIER, MFEFF Detective TRBXRPEMAZ
REERNFMER , F2RTEERERANREER,

- ZE A5 Detective # Security Hub HENE# | WA ERFIEELNITABER , BXARA AWS
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DITHRERREE

Amazon Detective FAERZRBATELREHEBELZSEHHBNZIE TS, & Detective HHIF %
EREERcENEXNRER , RPCMHEHENEELSSHHER , iEE Y Amazon Detective
tecess FNSHEH, EEOMAEMREGNEENBEMBANRE,

A LAERASRBERSTESBREM GuardDuty HEEBENEAERER, IRBEHTERBEAEEN
AWS IR |, IBEEEHT —RIEE , EXZELLBREENEETA, ETRARENERS
LEBESEMI R, EHREERETRIRER , JESEN TN EEMRERH  WHEURE
ERAKREE. Amazon Detective EBEABRSMEMREEAETEREER ZBNEBR , LeM
HITHH , BB RALEE, RMEREAEERBEEAREIRNERBTRAEERNES,

Detective 0 HRAERZREFNER , URBeALANERSECMEREMEHBNRAERZRETY
e Bl | EERIAMA G TR FIFRENEESIRBMEE IP MUt EEHEBNZIREERAER
HRERSEE — 39, BIfE Detective FIEM B T1HEE , UBEF XN AECRELERNEFEE.

SHREARBRBT IIREEIL,
- AR — ZERREEEARENRRAERABREHEE—E , RACHUREARNSENSE
28

- BRER — SRARER (W P uit, ERAENER) WERBEESHEE—B. ERBRTH
ERENTRES 2N EHHEE,

« BEXHMITH — Detective ZHAEBRPWERNNITS , SINBELUEEN KRB ALEE) , SRER
BRI AE PR b Y ELEE 1T 0 4B

o REE , BITFER (TTPs ) — HEMHLANZIRBEETTIPs , 11 MITRE ATT &CK 2 EBHIEZR AP
R o BAE—RBUARKEREBENGFARE,

EBLEEAFHRELCHERRF  BRETUEIRTRARMERESHAIMEREE,

BREEERELN  SREECERERRTSRNER, BERTNAE P AaREAERERR 2N
B AWS ZR,

(® Note

B4 S —{E% GuardDuty IRIBEMBNUIHRRREBEZR , 8 48 MNFABLEBMEME
BRREARFEHBERNSKIERFE.
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THRRAERREERE
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AERRRENEN
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B , 552 [E. ASFF

BAPHEER

HEPHBRBVSHFERAIBBNBERER. TIFETNERE, RNNEFEEHE
MITREATT&CK %EP&,

A ES LB - EE RS E RN R, SR TS BEREN N EREE, HEER
REBEFRERLGZHOT ;

. WA WEREEAMALEE.
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. BIBEA  BHFREESESEAINHT,
. BFESE  WIRERERRE,
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o
i
i
ol
2

ERRVISELBETEAISEERNFEEN., ERLETRENTERY
a2 5y, Bk RENESE. SEASENPHNEREMHNT

- BBl —IAM E2HE AWSIRE |, fliERENAE

« WBiE — P i REAMBPEENVPCERR

. f#% — Amazon S3 f#17ET88 =} DDBs

- EH Amazon EC2 #1T{E# = Kubernetes &35
BERMIRS

[IRF] WEEHFEWE AWS IRFHRAEFETRRHEEAENER. AWS IRFZREHEM AWS ID
Pl , RS EE R ERIRFNEDETAENELIEF.

HEANRERR

HAERRMUSREREMIEFEAANER. ARERBIE Amazon GuardDuty AER
£ , Amazon Inspector 831 , AWS Z2 2B LUK K H Detective WFER. EAILUBEEK , A&
EMEERELERNEFTE.

GuardDuty FAE# R = Detective % OEHITH —E0 , BRFBBERTEWA. H AWS Security Hub
RENAEHEMNZEMRARASHNAZAERRERE, NEFAER , F2RTABERPEAN
RREH,

B A A P EARERR

Amazon Detective EIRIZEEIB L 45 RAWENTABRFHNER , B EAEERFEMEBENH
&, Detective ELEAESRAEFEFBREMNAETHER. BESRUIEER , RAERE
AERERBFEPRGRE TR EETHIRATA. EVRESENMBRRIN BN ERERIRE
EREEIWAPIFL, FHIE3I[IEEE Detective HEF , T2 EHIEE AWS Security Hub,

Detective £ MaxMind GeolP BiBEREFRWMLE. MaxMind H#REREMHERBIR/MER IP 3H
HEREZME , CEER/GEEERESHEBENERMIEES. NEHBENR MaxMind , F2H
MaxMind IP #3B{E, fNREFDA/EM GeolP BURFIEHE , O] LURIB IEREMN I IP2EHR @ Maxmind
R’ EMaxMind EEFER,
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EL—EEINEFALERBRRERAMBENERERE, 4, MREEINHBABIREBEEINH
wBEVENRAERR  AIKEEEI S —HHTRBERINTEEVENREL R,
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- BEIFENE
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- ZEHEEMBEENRER, B, —SZEALETKEENBEERBFETESRBHBBRNEZS O
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B, RSB FRAEERHE, sr8EMFHAY HASHE RO RXEE,
s RPEERHE . ENPEERBFEPEY 7 —EFHAR  IFHEATRRAREEH, IRBEER
BAARXEE , BN FEESHRE-ENH, EXBESHIMERA D FEER , HikgE
BIEERHF,
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REFMEAER. ERASRNBAELRERN—52 , BURSBRIRENITRE R Detective &
B, RREFAMHAEER.
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ER, ERRESAREDE, HEFRFAREBILERSETAERERBEETFNIRNREFRNE
B, BULERALESNEBRDN, THENIEFAEERFEANTE. LERTHEREBCSI RN
BERNSRNAEERENRPETINERA, RAEBLETRD LU UENREERIERUHKE-F
Do
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- EFHVERANAEHER , AERAHERTCANEEYE, BEREREERFATRBSENNIE
B, #BEETRHERNAEER.

- BHER BERRATER UG EREMNESFHANEN. S2ENZMEER , HEE
command/control WiEFIEE , EAEEEBKIER,

- FAERE  FRATEREAEERASHERERFERE. nRRAEEREEPRASENERE
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(® Note
HERRFARBCERXERETESRS 100 EERNAEFRNAEEREA,

BAERTHBER R "THEMR, . TEFL . "THE@, F THEEN REEETHRREEM
B, CORERUHUARHNRBNRR K RENERERS ﬁ%ﬂi@ﬁﬁﬂ%?iﬁ%ﬁ*%ﬂiﬂﬁﬂﬁ LAfE
EFERECEARE-BNRE , YERAFI M. LBEIRBLER. CERNEESERAE
BREGBCERPHMLE.
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Findings and entities

Findings
@ High
@ Medium

O Informational

Network

IP address

Identity

AWS Role

Role session

Storage

. S3 bucket

@ Legend
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- BT — ENE-H6HH  BUEENAAEEMEHR  WRE-T2% , AIBUHERFEE#H.
« Ctrl+#—T — ENE—HH , TECHENHEMESE,
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- R — FBEE,

« Ctrl + 88 — ZENEMERN , TEUHERHE MR

- Shift + B8 — ZEINEEREN, BUEERAAHEBER,

- AR — BEHHCBENER,

« Ctrl + 20 — EZEEHEUH R B sI R AV F.

« Shift + a8 — BEEF < FRYV R M LLEE.

BEEORRRE I EXTHERNBERRMRE. CTUARDCHIISERBILTENREN R

BERN Al REXENHAEERFERE

BIEFEEX , Amazon Detective € BB R EERNRERE RBEAMNFHE, FEHRT Amazon Bedrock £5E
ENERRNATER (ERN Al BREHTE,

BREAREGERHFE , CUURERBERLEHMEEANSALZLRELER LR EBENRETA
&, HERRHEANAERRBEREERNLEDRER, AERRHEIRESEARERRHENE
#, REDNAEBRREZZEERCEANRR , ARUBABRSRABERE., LUUNRALERE
RERNBEANLZLBE, AEHERR , WEELEFKRER,

(® Note
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BERAEEREERE

BRREERFENTCEREERE  CEESRLS4NEWFMERA, RABUBARESHE ,
BIEERENEE , S REFNBEUAREALEERNEEERA,

EERRRAECERBEARE

1. BABK Detective 12 & B Ehttps://console.aws.amazon.com/detective/o

2. EEEEERT , REFAEERHE
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EHMEFEEL , SUTUACAREERKRRRAERRFETERSHAEERNELHEINRE, St
TUREREERBATRENRLRHBEMHINT , AREBITUNE-SRE, ERELENHERNIE
MELHARIRAT  FEEERTNERE . CESERHEERIENTEE S, EETUEHEF
SELEREFRRBFEARERHNRE , MMERREHEFNER, EE5ZENRE , FRIERE
HWMHEREABERN LR ABERDTER,

® Note

MRESREEHACTERBERENRE  SHREBIEANERAR, SNEROEEAR
&t B % HIE Detective FHIIR R,

Summary - new Info

Credentials exfiltration from i-0e5f7e596391b28eb using role
privilegedRole

Instance i-0e5f7e596391b28eb had newly observed API calls and user agents
for role privilegedRole.

Credentials for role privilegedRole on i-0e5f7e596391b28eb were exfiltrated
and used from account and IP

The exfiltrated credentials were used to access S3 bucket private-bucket-

i-0e5f7e596391b28eb was vulnerable to CVE-2021-44228 and
CVE-2021-45046.

b © d
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XEME

BEHARBITETS AWS BEFER,

. EERE (K RTILE)
. EEFEL (RYMA)

. AR (RR)

. BN CEREE)

FRATERFERE 56
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58488 Amazon GuardDuty 38

B 1R 5T R Amazon GuardDuty BIRWFAER , LA LIFE R B Amazon Detective Y8R, B AL
B E BT XIREE GuardDuty ITEFHHE. HEREERRTEEENEZBERENRE,

MR B 28 GuardDuty 23R 18 B tHEE 2 tR F Y GuardDutyBEE SRS |, Al REEHE Detective AF
FREEH, NRETE GuardDutyREEEEIIRE K MEE "K*Tﬁﬁiﬁlﬁﬁ , GuardDuty SRR
MRS,

£ E 17 GuardDuty ZIREH

1. BEAAWS BEFEA, AREBIR Detective £ A M Ehttps://console.aws.amazon.com/
detective/o

2. 1f Detective X AWFAERRFMHEAERF  BEHEAEER,
3. HERRBERE  BEHE

BT LATE GuardDuty 2 A @A EHEM GuardDuty #IBIEH, EHENRREESR/HE 900 X,
3t B AT BAFE GuardDuty B HAE MV E AR BT IR . BRI LAE GuardDuty 1A P RG B ZIRE
B, FERRRBEEERKEDIRE "E5E, |, 2 GuardDuty APIfE A R findingCriteriaf® 4. B 518
Z M trueo ListFindingsAPIEE#—F T # , 5528 Amazon GuardDuty £ &8RPI HIR A,

17 GuardDuty #3REH 57
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247 Amazon Detective R B §&

RIRR U FOREH DN B EH R, WHIDENE IP 4k, Amazon EC2 ST AWS HF.
MBEMEREE | BB the section called 1T ABR SR BT HEMER",

Amazon Detective BERERERZE—HMH , 2t \EE!&E/EE’JE’J#%HEJLO KU LAERABERRERE ,
J«XHRH.:HE%%Z.:HEE’JS‘ZE#%HEEH , RIEAEREHTRTEIN —

B #

- £ &

- BEREEERLE BB

- EFSEFERRERSASERENE
- RBPERERBEES —FHE

- EREEERLLRFIBHFMEERA

- EEEERFE

- RIREERAETHERNFEERA

- REXREERNFRAEA

i
il
Hg
FH}

FRERNERE
ELRBTUTEG—EEER , RRSETERREES .
« £ Amazon £ GuardDuty & H , BEREHEFMEZXFEE HENERNEE,

B

2 Mthe section called “‘EBEMEHAEE",
. BIAEEIEREM Detective URL,

52 Bthe section called “}%iB URL EE”,
+ £/ Detective T2 A HH Detective IS REHEHE,
c R EAERREESABAEERBBEPREEERTEENER,

EXERSETERIEEMARHEERER K SEREERTER 24 M.

FRERRER 58
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EARAAEEREESEZTERRERR , B cERNEEREERETE,

EEABEARARIESERRENN  CERNERARSARSEEE.
NEETHESEARHEEREE LRI ENNARET  FoNEREEEE.
BERRBI A NEE

REENEREERINTNEREE, SEAERRENEHERTR , ARHAREEEENREETR
o

HREAERFR
SERERPLLERERERNNNSRNBSEREE,

BRI EERERERRNFEET. SFHEREURRFAEFREEER , Y FERERBEU
SHEMFLSER,

552:F the section called “BIRERNVFASHER,
Bt ERMEENRAESREA

BEREEHTSETMNRERRBEBE.
EER, BRAZJIHREM , Detective BNER —EEEY , ARHEETRZ 2

B REE R
BENEZRE.

EIIEII

MERAERERFANFMEET , FB [ the section called "SHEHE",

R AN E RN 2 AT RAVERE R

BEEEREEDNLE —FERZERR. SEAEEFTES —EHZEARELETR. SEREETREB
SERTABRENELANXFIAREL, BERBAREEEREREERELETEER.

HRAZHER S AERRRNERSRAEHERNSHBEENA,

HuREREOReR AERTRERNTES., YAEREEREHENER K ERNCEEAREINERAT
J«HEL\,J&S‘ZTE%E DiHBERAE, SEAREEERSTAFENERUNMAEREANIERE. MERH
B , 5520 the section called “FE AR EREEIRIES]

WNEREEER, SEEERFMEISECERBEURERETES 2 RBENFMEN , F2E the
section called “ERBEEI IR

EEERFMER 59
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ERMREREE

BERREELE —EARZERR. SAERFETS —EHZARELER. SEREEDRBISER
TRABRENELENNFMRE,

EEN THEREEERE  RERERERNE|RUTER !
- HERER
- ERBAN

- HEARE

Detective » Search > AwsAccount;

Scope time Info

AWS account Info 12/12/2023 20:00 UTC > 12/12/2023 21:00 UTC

Successful calls 97.10% of scope time call volume (9.78% more than typical activity)
Scope time: 12/12/2023 20:00 - 12/12/2023 21:00

12/09/2023 20:00

BRREREARYE BB

Amazon Detective T A LW B EEEREERITE —HRERTR, REETMRE TIRME—KFFA
B RAEREEEEARRSEESTENREN. REEERERATRERENABILRERERTFHERN
B, fEAREEMFAEARE MR EENELR,

BEREEARBEEEDITARIFAEEREMBAEINBERENER. LEBENEREY
RELEREDHREAREERBENGER,

RERERERTRELNRBREATAERNEA,
AREREER EWEFRE

REEEREEREATRENES.
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HAREREE DU

FRATHERIERNSRE SHENEREERUEFAEENESELER,

=
EFERPISNEAEL SERBITF, B8, BENEYH
o

Role details o
AWS role Principal ID AWS account

Created by Created date Last observed

09/20/2022 16:46 UTC

Role description

AREZYHERZEEHLSAERNERATR,
EBE-BREEAN—RBEE BArERE-BREEANEERE,

IR EARIE A T BB RE R AT AN BRI,

| 09/19/2022 18:00 UTC » 09/20/2022 18:00 UTC

Overall API call volume nfo

Overall volume of API calls issued by this resource around the scope time.

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)
pe time: 09/19/2022 18:00 - 09/20/2022 18:00

DI-ll-lllll-ll-.l-ll-lI-lIIII-.l!II-.I-IIIl

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
M Successful calls: 429

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)

* . .
200

To see more details, choose a time interval bar or | display details for scope time

LAF 2% Detective sRERHER LIRHUNIBo BEEREH

* APLEFE K A BT
« AWM HIEVPCHIERE

RED AR EDHE BTRHEBNEERE  KEEEDE.
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HARE R EE DU
R LAEEC2HTERMERERE LB ER R E R EE R,
REEMRESE TS ERBE M 2 —EC2RIERIE 2 A
HVPCHRERZER FHHE,

Average VPC volume for common ports -4

Linear Lag

WTTPS (445}

Hypertext Transfer Protocol over S5L/TLS (443)

i RN

REBEREARBIED EHERE  EFERERBHEENTRERENEEFERE
%O

Bl , REEUTNREEINAPINFIY | IBVEFHFKE ?

Newly observed AP calls

ot

'”‘||||||||||||||||||||||||||||||||||ii|||ﬁ

MRTABRFENMDERIEEN , MIREEERSETELNA
B, ETABREBRELMBHNERNE  RAREBRIAS. W
FIFRERWEFMERN , 5528 the section called “HFT1TBE XK
FIFRE R,
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HARE R EE DU

SHERENEZSENEE EXEDEREC , REEERETUEREERENEEEE
B EED,

Blan , ERAE RS E B H B EAPIERE, MERE—u
EREEERARARBHZXMEENWY , RAERERREBNE
o

METABERFEMDERIFES , AIFREEERESERENA
B, ETABREBELMBHERR  REBEBRAS. W
FIRERWEEMER , 552 B the section called “HT1T B EFRH
S EREARE”,

REEERGBREE

RERERABTAURAUATERZ—®,

HEBEIEE PO
#EH REENRBICRER —HEEEY,

HERRNERETERRRY RREHEREH,

Role details info

AWS role Princi| pal ID AWS account

REHBITARSEGERANTEEEOERENER.
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ERAEER

RELEE

SIEES

sk
REENERT  NRELE-EROBAT  UTAHEEL
REH.

ERRREENEESRUBE

Observed IP address assignments based on VPC Flow

These IP addresses were assigned to this EC2 instance and also had traffic with the instance

Q Filter by IP CIDR 1
IP address v First observed v Last observed

10.101.0.119 04/27/2021 15:19 UTC 09/20/2022 17:45 UTC

BE LR, BRENZEEREER R

BULEFEASEEEm LB RNWEEHE, B2MH the section
called “5% E B E R R FELE”,

MREHRTWEAEENELN , RETUHEEHRER,
RE#SHRB SR RERSEBRNERE,

Scope time info
Aus rele nfo | 09/19/2022 18:00 UTC > 09/20/2022 18:00 UTC

Overall API call volume nfo

Overall volume of API calls issued by this resource around the scope time.

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)

AR R R
il il il enl Al eal 0l aulln
§ = M (M =N . ..

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
B Successful calls: 429

To see more details, choose a time interval bar or display details for scope time

HEHERABETNENEERE  YESHERB MR
HEAEERE, AERELAEEREANERRERNS.

REERTEERERERRL , R RZKEEBRNERE
=

RERERRBLER
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HEER DU

ERERER TIRERERRGES TERKRNEBE,

HBLLERKRELR,
BRI LR, BRENZEREREER R

BULEFERSEEEmLLERNWEEHE, B2H the section
called “ERX E R HE R R IFERE "o

K&, BALERE 5, LETRZIFENSEHRE.
RIkE RIFESRBIFARRE,
RIZER , BALRERGK , LETHEBEBNEEEH,

Average VPC volume for common ports -4

Hypertext Transfer Protecol over S5L/TLS (443)
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RELEE DU
1 3BV B B & IRy BEERERMNMRECABRBEMER ABERERNIBE,

Newly observed geslocations

EIE  EREEANEERE  Detective B EENRKEHE
%Elk’_ﬁilj\ﬂ%ﬁo

REEERART LNHMEESIER
RAREREROARE , FEEUTER
G BRI

B ERTEANEN R MRS AE R BEENER.

EERRITEESERE  BRLERE, REENFERBLEERBENRE., 528 the section
called “E R & EFE",

HIBVEREEE A

Detective EiFTEREMNKEENB I AL —/DNEE,
Detective X RAPIFI} SR EE
B 2021 £ 7 A 14 B2 , Detective € BM B XAPIBEN RIS, B Detective BRAPIF ER |

CthEEREBRBNRSE. EFEREAPGEMHEBEANREEER L , BF —2KREE. &Y
Detective 5 B iz Bi VN E Xl , REB B AR HNRH.
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#2021 7 A 14 BRK , HRRFNAR , "ERAPIBFEEREE ) ERAEBFMHER
AKIDTBRETREHBENER, $tHIRS | Detective BERTREFUZ IR (EFRAEIAE) HE
B, $HHAE | Detective ERTRABTEMERINEBIM. #¥ Detective £ 2021 £7 A 14 H
ZBHEENER , BTSN ARAER,

HWRERAPIERBENHAREER , MEBNSEHEROBERNEERFLENEER. RAETR
AR 2021 7 B 14 BFtA , X 7E Detective P T2 ERE M Ro

RERERNRFERE

HRAWEREER , BUUEBYRERBBCEAREIRERBITHARAEERLSEER BTN
.

REERRREE

HHOISERKRSTERENRNBRERER , AU UREEESEAER LETHIIE,
HEBREHELERBNRERE.

£ 7B Amazon Detective # %l & https://console.aws.amazon.com/detective/o

£ Detective EBEEKMNRET , BEREFHRE.

ERFBREEENERRREET , B—THE.

EEZESEER LERNERRIIE,

i#1Z Save (f&1F).

o kb w0 bd =

REREBRAR

HRREEER , LA LREKERE Detective FEBEIAMEREHNIAMA BRI FTE BB RCH K
BRC AR E.

(® Note
BEBEEARERETSERZEM AWS 1RF

RERBBENREHRE.

1. 1£3TB8 Amazon Detective # | & https://console.aws.amazon.com/detective/,

REEERARFRE 67
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2. 71E Detective EBEBEHRET , BERYHRTE,
3. ERFJXCEHNEEERFRERET  REYESEMEFEBLENREETET.
4. FER  BEBIEEAREAUTC, B—THEBLLEREZELNEHIFE,

i -
Example
UTC-09/20/22 16:39 UTC

K- —EB_FBZFAA=THE (UTC-tH)
i#1Z Save (fE1F).

o

HIZEEETERNREREIRAEEREEH
EFEEZEEZTEMEITERED Amazon Detective FFAERERBE | BAUAERUTEbh —ERE,

« #% Amazon GuardDuty 2 AWS Security Hub , A BA#£ GuardDuty 2% 38 8 [0 $8 €AY Detective &
CER
- BALEEBRBIFEERRRERN Detective URL , SR EEFEANEERE,

241 2 2 B8 5% E R T Amazon GuardDuty & #H8LE AWS Security Hub
# Amazon x GuardDuty ##& , BB EZHERBEEH HMENERNEREERE,

& A LAfE GuardDuty #1 AWS Security Hub £ S EEZRRIFEHE., EtEHTHBEBNE
BERERER.

B EEERELBERF. BUSMREREA Detective REFHMNERTZDIRAERE LR, A
%, BULSHAEERHFEARY , WE—TRRUYETEERLE,

wn{a#5E £ Amazon Detective &

AEERAMAE GuardDuty B EM. GuardDuty ARG EREEEZERRERERESERM
.

£ GuardDuty £ A KEEZE [Detective]

1. BARE GuardDuty & , #8115 https://console.aws.amazon.com/guardduty/,

=

BEZSRRER 68
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MEXLE  BELEASEERPEERERER.
£ " GuardDuty BIRHMIEH, EEL , BERRER,

AERRFHENERSRERERERRBENAA,
RAEERFMEAS KT |, EEE Detective FHE,

GuardDuty BE/RE1E Detective FREMN A HEHBE,

IWEEISHEER , fl P itk EC2 MITERUARFAERER.
EEERIFERR

Detective FEASEFEZEBFTHM. FTHEEASNEEN

%IIEII

B RZEERR

MRS R BUA Detective , BlF 12 A ZFRURMH Detective BB EBEEMH, B LATENERER
A Detective,

& Security Hub £ & $#E £ Detective

> WD

BARKE AWS Security Hub 8 , 81t A https://console.aws.amazon.com/securityhub/o
MELE  FEEASEERTEERELER,

£ TE M Security Hub, EE L , i#32 —{E3% GuardDuty BIEH,

FEFMERERTD | BB Detective FHAE , AR BEFAEFER.

ERREHREERET
EREE

SERF | Detective TR AGEFNEBFHEY. FRASHEBYERRAE

Detective T2 & —ZESRBMERELRRRNESE , MEEERRESETHE. NFRAERR
RBNFEER , 528 (AWS Security Hub £ &) PHEERARERER R,

TR R BUH Detective , BlF IR A 2B Detective X EEBEH., &7 LAE L ELA Detective,

HEHE TR SRR,

EEFAME , BEAFESUTHRE

. IBHRFE SAR Detective B ERFHENRBENEEERE,
- BERIBREFAR  IBFELEEESRFHITABRNFZIE,

REMTEEHE 69
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NERBEESIRFZESNFMEN , F2EEZE Amazon GuardDuty #1—2 AWS Security
Hub.

MRMEFRER , FREUTRE,

- AEERREBRTABRTIERANKERS ? MRBEHIRSE RUKERFENFHBBMATH
B , AliTABERTESTEXRIRFNER,
MREZBHERFTEZERE , ATRAEBRTSTEXRRFNER,

AERRESEHE ? Detective RERFIFENFAERER GuardDuty.

« 1£ Detective FRSERBRETABRCH , ZAEFEREAE S HI ? MR Detective FIREENYE
RAEAEER  ATAEBXRTEEEXAEERNER,

- AEERERARBEEESE ? SATABXRDBHYE —(EESE., TAEBXRTEEREHEMEGNE
#,

BB URL EEZHRHREENAEFRES

HREEFERBEENE Amazon Detective FIIRBERERBE , S UAFEARHERERDN
URL. URL AIBRIFAERRNER, CHUUEERERER LEANEERRE, Detective AIRFR
E-FHELEHER

RER URL R

(® Note
MREFEHAER URL 13 , Detective B BB EFHE @ EH URL, B URL #&3XA :

https://console.aws.amazon.com/detective/home?
region=Region#typelnamespacelinstanceID?parameters

RERE URL TR
- $H¥IEEE : hitps://console.aws.amazon.com/detective/home?
region=Region#entities/namespacel/instanceID?parameters

- STHEFEEER : https://console.aws.amazon.com/detective/home?
region=Region#findings/instanceID?parameters

#Eif URL 8E 70
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ERAEER

URL EEUTE,

##
EREERNESE,

type

RESBERERENERERE,

« entities : RNEIEHEREZTEBLER
« findings : RRAEERBEEREFEREE

HAH#HH

HYEER K TETEHAREREANEE,
¢ AwsAccount

* AwsRole

* AwsRoleSession

* AwsUser
 Ec2Instance

* FederatedUser

+ IpAddress

* S3Bucket

* UserAgent

* FindingGroup

* KubernetesSubject
* ContainerPod

* ContainerCluster
* ContainerImage

instancelID

AERRREROATERRIG.

- &¥13 GuardDuty 31EH , & GuardDuty % 1E B #5115,

- R AWS IRF |, RIBIRFE ID,

%8B URL &

71
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M

- BERAAWS ANERE  AIAACHERAENESEE D,
- BEAMSEIERE  AABMSEOEAENER ID. B DA

<identityProvider>:<username>
<identityProvider>:<audience>:<username>,

o SFEIP Moyt |, AIA IP Mt

- SHEERAERERER  AAEAERERAERE,

- ¥ EC2 #iTERE , AIA#¥1TER ID,

- HHABTHERER  MAACTHERERERT, THEBEREIFERAERX

<rolePrincipalID>:<sessionName>,
- $HY S3 TR AIARERTERERE.
- f5l#0 FindingGroups , —f8 UUID. #il#0 , ca6104bc-a315-4b15-bf88-1c1e6099883
- $HH EKS &R , EAUTHER :

« EKS #£ : <clusterName>~<accountId>~EKS

o HEp#H#AE#H EKS <podUid><clusterName><accountld>

« Kubernetes £ #8 : <subjectName>~<clusterName>~<accountId>

- BRESMR : <registry>/<repository>:<tag>@<digest>

HERRNERLARITAERP ERARNIRSEEIB,

URL WAL EEUTIEAZE , ANRECHERE, NEHEREREERER LERFTANEFRE
A, 552 the section called “EEEEERL",

scopeStart
EREELEANSEERBNRKER. RREBLEAEATEBZE 365 XA,
ZERLTHERER.

MBERETRKERE  EREHREREE , AEERBSEE o FBE R,

scopeEnd
ERER EEANSEERBNGRER,
ZERL THRERER.

MRERBTRREE , EREHFRKE , AEEREBELSHREE ZNAMAERE,

%8B URL &
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MREREEHRERRE , ARREERAERNEERE,

- SHERERR  AREEREeEAEEIREER RN ERNARRERE,
- HHER  BAREERBAR 24 M

LA & Detective URL Y E 45 :

https://console.aws.amazon.com/detective/home?region=us-east-1l#entities/
IpAddress/192.168.1.17?scopeStart=1552867200&scopeEnd=1552910400

ZE 6 URL RELLTIE R,

- BN IP Hhil 192.168.1 WEREERE.

- €A 2019 F 3 A 18 HEH— L4 12:00:00 GMT BB ZE 2019 £ 3 A 18 HEH— T4 12:00:00
GMT & R 89 $8 B B

URL %t & 57

MR URL RERTEHIMNEERE K BERE URL 2EEHEATERNER , URERGRMT EEN
=
- BWREMFEHTEMH URL (findings = entities)?
- BREBEETERNGRZH?
RME T ERNEBIF 2

Y/

Y/

-’fl lz:l_

MREER , ETUREUTREA.

- HERRIERRTBRTAEBRTEMANRERS ? MNREBIRS RIKERF 8 5 08550
ATRER , AITRABRTEESKIRFNER,

MRZBRERFFEZEF  AITABRTSITSARFNER,
- HHE-—FAEER , REYHEERE ? Detective REWEIZRE Amazon #1782 GuardDuty,

 1£ Detective FIRASERNETABRCE , ZPEXERNEBESEHI ? WR Detective FTHR
BHNERNTHEREERIER  ATAEXRTEISAAERERNER,

- HERRIERRERAERESY ? SETABRSFHE —EES, TABRTESREHMES
HER,

#Eif URL 8E 73
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[ Splunk ¥T1# Detective FIE#ERH URL

Splunk /NEIE B RRF S EIRE AWS BRI EIEF Splunk,

&0 LABC & WY\ IE B LA4 X Amazon GuardDuty 2389 Detective URL, A% , A A A L3 URL
B 1Z1E Splunk B FHEFERY Detective FAER RRERE,

NERIEE AT LA GitHub 1 EX&1S : https://github.com/splunk/ splunk-aws-project-trumpets

ERNERWHREEE L , BAWS CloudWatch 5&E & %22 Detective GuardDuty URL,

RREREREEES —E2A

¥ EC2 TR, IAM EAEM IAM £ | BN EERFAEAREEEREEEZHRN TIE
B, FRARHUNEATURENAERAEANGA,

# EC2 BT EMBHMEFRERER L | EC2 HUTEMBEIFEEREE Amazon EC2 24,
EEREHMATRERERL  EAEEBEER/E IAM 24,

HASHMETRERERL  ALSBEER/E IAM 24,

REEREREEREEE S —ERRER
ERERERTETEARRNABLE LAY ERERREEOER, FAEREHY EC2 HITE

B I Amazon EC2 1 IAM 12 4&. IAMEAERN IAM AGRKREENERE., 52 EBthe section called
“HEZTHMEES,

flgn , ¢ 1P BB |, LA EHEEE IP Ut BREREE, W —R , BRUUEEREHHty
EAABB R RBE,

ERERER LRFZEFMER

EREHE  SURBEE-THEERNEHEA,

EUATREEERL , EUUBEREDFREANHE -

- ER APIFHULE K £AFAEEAREE LWREEERBRA
- BRIV LENE

6] Splunk #7# Detective &R RH URL 74
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- VPC EERE

- SFHEEE— P U EBRBNBAELER , ERTHAERER IP 1Y VPC RE

- BERFHER

- B VPC RE

« Kubernetes 288 AP| ST &

EEFMEATE U T EENREE

- £/ T HRLE IP Mt ?

o WEE P shht I AR ?

« S5{E IP HubHEST T BB API FEOY | BUR f2 4P 358 TR LE AR A HE AT R AY 2
- AWML TENFISM|MBIET (AKID) AR ?

- ERAMLERAREWY ?

- FULRE ? BRIhA K BURE ?

- 5@ P ihIHEARBHZ D VPC RIEAFER ?

- IBEEE, BB Pod MWL AERERIERFAREE ?

£

- B APIHUEKEBFMEER

- WIBNVERNEBFMER

- B VPC RENEBFMEER

« WK EKS HBEMER Kubernetes API JEE)

R AP WL ERYEBFHAER
R AP FUBKNEBHEET  BAEFMERBEENN AP FUER,
EERTE-BUMRNEDHMET  FEER LRENEERE,

EERTENHERBNTDHMET  HRERTHER BN AN,

EEE , BH2021 %7 A 14 B2 |, Detective BAREIE R APl UM REEH. ZEHEE
EERNEES LR AER, SHEZAP i BENTDH , REBBARMNRLE,

Xa
wit

BEE AP I E 75
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EEFFMEFNAR (FRE. At, RE, A8 IT/ERER. EC2 #1T{EEM S3 f#F
BTE8)

¥ IAM FAE, IAM A6, RE, ABIT/ERER, EC2 HI/THEEM S3 REFE  FHHMAENS
ELLTER

- BEERSSRMEMERBEERE LN AP FUBENEEER,
$t¥ S3 RfFRTRE , B RMRY S3 EIFArREITH API FFL,

AP| IS E MM RRBEIT O/, $Y S3 REER , RFKKA Amazon S3, TR
Detective &K 2 8 H PR BRES , RIS IERABHE T

- SHEBEEE  FBHFAEAMSERADMKBRAFULRH, BEIN P it ERSE RS E
P it &,

- BEEEHETHUSHAL, FRFREASHERFBIEAERAC, FRFREASHER
eRAETERR. (HHEERENSECTERER  EBFAEFA SRR FIERBT (AKID),

RER , 2021 7 A 14 BE , SHEIRFRER  EHFREASENEAENAR , Mk

AKID, $HABRER , FBFMEASERACTHERE , M3F AKID, #¥7E 2021 7 A 14
AzalBAEMNED , FIHESIARAER,

SEBFMAEATEUTER
BEZFR P bt
MBRERBAREE AP UK IP #tFE,

IERLURBAEE IP it |, SUBERUERX IP a3 WAy API FFALSEE ., API FFIYSR AL SR BR %S
EITo . ¥ S3 MFATRE , IRIFHBK A Amazon S3, HIR Detective % ET 2 2% 1 FF LAY AR
%, AW UESERAMBRE T,

K% BULIERESME AP I | DERKEX IP thut e EEE, BBERERME , FuE
ARERFERAE. A, AGITERET AKID,

e AP| HIYE 76
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Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edit

KRS 2 W APl 53%

RBERERHA API FIEE, API FIERBHFIUNRFEoE. ¥ S3 MR , RS
# % Amazon S3, R Detective A K B 8 HIF U R , AIZFUESIIERABHE T

ERI AR FESE APl 737& , BUBERIEFP R HIFILAY IP st /FEE,

A&, LA LURFSE IP it , ABRIERX IP #biik 3% 5% API FFI4EY AKID 5 E,

Q

Successful calls »

ERFFEEER D
RBRFARE N API IR ERE, A6, ABITHERESAKID HEE,
B RFAFENUE | SUERFIER P it H AP FFIUEEE,

A&, BU LI RREME P it | DB R ER IP it 2 HA API FEILEEE, APl FEAY &K
BHMNIMRE 2 H, &% S3 RFETE |, REHBEK A Amazon S3, R Detective LK B E 3
HFE YRR TS |, RIRZPE I B R ANRE T

e AP| HIYE 77
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Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edie

sssssssssssssss

SEEFMEARNARS (IP i)
ST 1P it | SEBFAEAIEUTENA

- BEASRASRUEETMERBEERNZ LN AP FHILENMEREF. API LS4 PO R
2 #8. R Detective FE¥IETC 3 H WA R , AIZRFUSIIERTEHET.

- SHEEEEE |, EBFAEMA IS E R KRy LR
EBFAETAESUATER
&R

BB RAE P ik B H API IR EFRBE,

SHHFEER  FEQLREREE. BEN AWS IRF,

BRLIRRAREER , WBERERM IP it 3 HEY API FULEE, AP RIS 4e3% P iy AR 5%
248, R Detective FE¥IETC 3 H WP IAY RS , AIZRFUSSIIERTEBEHET.

e AP| HIYE 78
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Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | edie

Resource v

waf.regional

KBRS 2 A APl J33%

RYBRCEA AP FULEE, AP WP SE IR RIS 248, 2R Detective FEZHEE
PR ARES |, RIZFUSHERABE T

BRI LARBAEE API FFOY | DUBERFTEME AHRE IP #uk 2 HHE API FEAURYEIRIBE.,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | ki

Pl methed v

2 e DEY I EES -6
A LARAT T E RS P R B R E A

ERERE-MUEFR  REASHFREBE. BIRRAIRBEERKIZMRID AP FFILHEHBUETT
HFo

RIS k=6
BRAAERAFREE  RETNEFHHMERATIR NS EFERER LA,

BEE AP I E 79
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EBERL SRS — R EMAESFREE,

& ERTEERRG

1. EEEERGFHR,
2. Bt  EEZARBGENAR.

3. RHUEAREHENE. BhEREIERSE. fl0 , BEEEK AP HIEETEER , MREG
BB A Instance , AIERSEHBZRBATEHHE Instance WET API #1E, FIA
ListInstanceAssociations #l UpdateInstanceInformation WM& HEPITHL,

SHEIRIEETE. APl J53ER P ik , B UIEEERREREGERMY.

SHEHER APl 738 | BREARRBEEEN FFE , HlI0 List, Create = Delete, E1E
APl Fi=BBELUREERIRE,

$H¥ CIDR = |, B LURBEI S A IP ik, FAF IP it iS5 45E CIDR EX A IP #h
ko

4. MREBHZEEREMS , FEETMERBRRRELEEHEHRFRERE X,

Q,
APl method: List and a Service: "config" | Clear filter |
and
Resource w or
and not
» rRole AWS role

or not
» —

5. HEBKREERN K FEELLAN xBR.
6. BEBRFBERGM A FEEBREERNT,

BHUEBFFREFTN R EE

ELERETREDFMENR K REEEREERENENNEEER. SASEEEFREAMNE
BgE,

FESEEEFAETANSEEE

1. BRERE.
2. HERERESHEL  ZEEFEANRBNGERERE,

e AP| HIYE 80



Amazon Detective EREEmR
EERRBEEREARTRENFEREERE , FEEREAERIEEFE.
3. EEFEWKEEHE,

EBFEEAN H1FEJ§'@IQT£‘“*1EE$&IE%J:}§ H ﬁézT\o

Successul calls 50 15% of seope time call voume (2.50% ess thae typical activity)
a '
al ]|
a ]|
il

BRI B

Amazon Detective B2 Amazon Security Lake 55X , 18 BEWREE A LLEHMAFEN Security Lake FRERY
Rig BEEER,. MEFLESHNFHENR K F2HE ,Eﬁi Amazon Security Lake &

FERALES , BRI L Security Lake REXEN LT RRWEMEN B FNEH,

+ AWS CloudTrail B2 E4
« Amazon Virtual Private Cloud (Amazon VPC) #i#& B &%

® Note

£ Detective AEHRHREFR BFEBREINNE ., BFE Amazon Athena FTE ARV EH Mt AWS AR
HEEREAMRRLMERIEL,

HEEMHRBABR

1. BEBETHERENFEES.
2. &R FRRER R B,

3. ERWKAFEEERRT , B LURIEEBR Security Lake EHERENHN BFNEH. NEF
BRARENHAFNFAENR , B LR Amazon Athena FEERINE R,

B AP LS 81
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WO U EEHRKAFERKRPEUEESRE R, £ Amazon Athena PEEFRFKRUR TEHERAE
RO PRE (.csv) FRERE,

WRIETE Detective PEF Rt , BEERREEEMER , EFNRRATRREK.

- R HFEBER &1L Detective FERATA , RER T 7E Security Lake HFEFRFTHE TR, mHEEBH.
- Security Lake AIRE R TR B, MREZFFTRANEME , BIRT Security Lake 4> Hi%. FHEE
# Security Lake &I 8 Bi#& LA SRR B &,

H AV IE YR B FF A E A

MBRINBEVEETHFAEARR T THEREABEMERHN API U, APl FUFH]
IRV ERHNAARWY, EATRAEAREERUREEERNVFU, & S3 fMEITE , FEY
¥ S3 REFATEEEITHY API LY,

Detective £/ MaxMind GeolP BIREHEFRKMWMLE, MaxMind 3 RZEREM F B SR/ [EFR 1P 3
HEZREME , EEENR/HEEARTHIBBNERMIIFES., WEHBENA MaxMind , FZHE
MaxMind IP #32{7 &, MREDR/EM GeolP BIRTERE , ATLUEIB "EMN GeolP2 Hig, @
Maxmind #2 3 EMaxMind IEFE K.

API| FFIU 3 B IF LA BRIE 0 4H, &1¥F S3 AT | IRIFLRE A Amazon S3, IR Detective 3%
VBB R HFUARE , AIXFEUSINERAMBET.

BRRTNEDFHMEN , FRTUTHAP—R"EME

- BB E  EE-EREVE
- BREYD | BEMBENENFHEEA.

EEHAEASHRHENESE, fEERHEVERE  FERERDERBER

AR, B 2021 7 A 14 B2 , Detective FRREFIE T AP RIUWRFEER, StHEXRAH
BIRERNED , REEBARARE,

EEARFHER
SESERFSRAGERBALBENERHOTE AP FUNEBEER,
SHESME 1P ik, BRM API 5%, BEGBETRINMXKE AP FULLRE,

IRAE 82


https://support.maxmind.com/hc/en-us/sections/4407519834267-IP-Geolocation
https://support.maxmind.com/hc/en-us/articles/4408252036123-GeoIP-Correction
https://support.maxmind.com/hc/en-us/articles/4408252036123-GeoIP-Correction
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EBFAEFACSUATER

BEZFR P bt
VRBERARRFNE BB R H API FEIUAY IP #bhtEESE,

AR FESME IP bt , EERWER IP bt B API FIUNEIR, FEERTREREHE. BEE
EXBID, FRBEREBERB L,

RE  BULIERESEER , WERZERRZ IP it 3 HAEE API FEIY, API FROYS k3% H
MRS 0 #H, $1H%F S3 EEETEE | IRIEHBIK A Amazon S3, R Detective £ 3EH H B 2% H ¥
e iR , RIS FERARE T,

Ashburn, US from 05/14/2021 - 06/28/2021

Resource

R ER RN BV ERE API FIUNEREE, FESETEREE, EEFXBID, H
HERERRFRERRE L. HEESEER , ERER USSR TER AWS 1RF,

SO RESECEHAERAR® , LBERZERZEHN AP RILEE, AP| RIS 43 H A R
D4R, &4 S3 REFETE | BRI A Amazon S3. 1R Detective HEEY B 2 8 H LA IRFE |
RIZM S B ERAMBET

A&, WU LIRBESE AP I | BUERERZ L API IR IP i EEE,

IR E 83
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Ashburn, US from 05/14/2021 - 06/28/2021

B R B AR ERA
S DMRIEEEM B F S B FEE A

EEERE—WUSFE  RARSHFEESE, BERINEERKERN AP HUKEBHET
B

ENEERBFFEEA

BULEREEER  REFTNEDFREATAERTNBEFRIEB A HE.,
EFFEREL B ERE—MuPNEMAEEREE,

B B ERRS

1. BEEHERGFIR,
2. eEts  EEZARBGENAR.

3. REARENENE. BERGEIENDE. flan , BEM&K AP FEETENRR | IRE
BAIRA Instance , AIRREEHEBAITERFE Instance WA API #4E, FTL
ListInstanceAssociations fl UpdateInstanceInformation W& ILHL,

Y RIEEE. API 53ER IP #hit |, B IEEERBIZRAREZFEMYE,

SH¥HER APl TF&8 | SZRERRBEEERENFFE |, fli0 List, Create = Delete, =@
APl 5B RBEARERARE,

$H¥ CIDR R , B LLUBEBESS A IP ik, FAF IP it HFES4SE CIDRERM IP iy
ko

IRAE 84
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4. MREBHZEEREMG , FEETMERBRRFELFEHRHFRFAERS X,

Q

IP address: PUBLIC and & APl method: Create X Clear filter

IP address ¥

5. HEBKREERNE A FRELLANxETR.
6. EHEERRAAEBERRGE , FEFBREBRRE,

B VPC REREBFMEA

$H¥ EC2 #1T{EEE , 28 VPC REM EHFMEFFHERMEREEERN EC2 ITEEF IP it
ZEHNEE,

£H¥ Kubernetes Pod , 288 VPC RESEEFE BN IP #it | B’ Kubernetes Pod 18k Z IP it
WHEHEENV THEE, FIE—BNRT (hostNetwork:true) , Kubernetes Pod B IP ik 7 FErE —
Modt, FHERT K BREEREESEEZEMRBERNEM Pod WRE , LRFEE Pod WETE,

gt P #ruk | B8 VPC REREDFHMEFASER IP it 2 EC2 HIITEREMERHEEANE
B,

FEENE-RERRNEBFEEST  FEEXR LEZEREER,
FEENENSHEREBNERBFAES  FREETHERENFEES.
EEBARFHER

RE f BRAE P2 B ] B ) RO B BD o

$H¥ EC2 1TMEER , FRFMEEFATE P ik, AEERR, RmERER, BHHEM 7 @8 =8
—HHEMNEE,

$H 1P it | CEENRFMIEAEE EC2 HITERE, AMERR, RmERER, BEHHEM 7 @8 218
—HHEMNIEE,

BEEEHEETEARE. EAREURENEREACEIDIER, ERELEREZEEL , IBH
NEEH IP thut i B sl AERERHEE.

Ef VPC
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uuuuuuuuuuu

..........

B R B AR ERA

B MR IBE R R PR R BEF R B A E S

RIBTER , BRFMEASRREEESF , ARKEARESF,
ENERBFEER

BREENBERD , BRI T ESREBFMES

o IP k=R EC2 #IT{HEE
o ARBHIREREE

» Direction

B BB RER RS

1. BEEEEREF R,
2. eEts  EEZARGENAR.
3. RHUANEENE. BRREESSE.

HEK IP i ETENE | BRI EESEENEEGREMS,

$#H¥ CIDRER |, LA LUBIBESS A IP ik, FAE IP it KT SISE CIDRERH IP #b
it

4. MREEZEERKMG , FEETMERBRRFELFEHEHFRFERS X,

B VPC RE 86
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Q

Protacol: TCP > and & Directionality: Qutbound > Clear filter

and

Remote Inbound Outbound

IP addr O Local port + :
P port v traffic v traffic

and not
4444 596 B 9.43 kE

5. HEBKREERNE  FRELLANxETR.
6. EERRAAEBERRGE , FERBREBRRME,

BEEBFAEANRESE

ELAXBTEDFAENR  SHEERSERENENNRERBR. SUUSEEBFEEANK
CEE

AEREEEFEETANGEEE

1. RERE,

2. HEREFESEEL  REECEANRABNERERE.
FERFEHAEREAREENERAERRE , FERREAAREERE.

3. ERENEESEE,

EBFREINREEEEERERERER ERAETR.

.. | T i ——

Outbound traffic /

3..............-.I---::iq;;;;;,llllllllllll!llll4

RNFTRSIM R E
ELRABEBNERIIN  TUEEER LEREEERIIERERINTER,

SHHFEBNEEZERNENS , AREINLGHR, $HESECEDNNERS  RESEEARBHER
L BRR—RER,

B VPC RE 87
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Amnstatiens ¥

Iiﬂllm

EERFMERENRE  SALURBRERRE, eEETIREERRE 6 FUREER

H~ EKS 8251 VPC R E

Detective ATLA & Amazon Virtual Private Cloud (Amazon VPC) RIZ BFIRMUARE , HEAFKRA
i Amazon Elastic Kubernetes Service (Amazon EKS) #ERRE. & ¥ Kubernetes )R , VPC it
EHFNAREUAR EKS BEEHPHENAR[BENAE (CNI),

£ FATEER/AAEH EKS #ESF A Amazon VPC CNI AAER ., MEFHMER , 5528 (Amazon
EKS A &ERE) FMEE VPC CNl, Amazon VPC CNI /BN EFE A Pod B IP it &% AR
2, WERERIP it BFEAEEMN IP it LUEIT/AEBEEA. Detective B LAREEN A B3R & 3 A% HL B B
F|IETEM Pod , BEEZEHAREHITHRE1E,

MR B FHLE Detective BESM Y Pod WATSREE G A RE |, BRUANERIRMAEEE th ut #3E (SNAT). B
A SNAT EEREIMERE, MEFMEN , 520 (Amazon EKS FAERERE) PHEAM Pod Y
SNAT,

MREFERATEAR CNI A8 | Detective #¥ £ hostNetwork:true ) Pod BRI RE., &
Hit¥E Pod , VPC AEEINESEREA Pod IP #tNFIERE. ESREEATEHTENARELUREA
B A hostNetwork:true R EI% 1] Pod IR E,

B VPC RE 88


https://docs.aws.amazon.com/eks/latest/userguide/managing-vpc-cni.html
https://docs.aws.amazon.com/eks/latest/userguide/external-snat.html
https://docs.aws.amazon.com/eks/latest/userguide/external-snat.html

Amazon Detective EREER

Detective E#t ¥ LA EKS B4R | /£ EKS Pod B9 VPC RIZHIRF

H!ﬂlm

—_I__
- £87%8 Amazon VPC CNI AABERNEES , FAEEEN VPC AEIARER Pod (EHHHAE
hostNetwork:false),

« 7£E7%8 Amazon VPC CNI /A2 X F4EAE AWS_VPC_K8S_CNI_EXTERNALSNAT=true ByZE&E+ |
EREHE VPC A IBEIEREN Pod (EF hostNetwork:false),

- B EEA hostNetwork:true B Pod., RESIEMNRESHER B EHHE
hostNetwork:true 2 Eftt Pod B RERETE —iE,

Detective 7&7 VPC REERFPERUATEENRE -

« £E%A Amazon VPC CNI A 2R F4EEE AWS_VPC_K8S_CNI_EXTERNALSNAT=false Ry £
B EREHEE VPC A ZBEIEREN Pod (EE#HRE hostNetwork: false),

- EEZ Y Kubernetes £ Amazon VPC CNI MEIERNEER |, (FAEFERE
hostNetwork:false # Pod,

- BEREEMEHHPIEENS —E Pod NI Pod,

FATRHE A Amazon VPC B VPC HRfERE

Detective AILURAEF £ A VPC B9 Amazon Virtual Private Cloud (Amazon VPC) Flow Logs :

« R Detective KEWRF#EAE LA Amazon VPC , T Hi8 B HftbIE Detective lREEA LA VPC ,
Bl Detective 2EI2 R B VPC WATERE , W HH VPC ANFTERERERHEBEERR,

- MBHEHHEH Amazon VPC AFE Amazon EC2 #{T{EEE , M A VPC #EE E TR 2 Detective X
& , Bl Detective T E# K H VPC W THRE, MREBERIE VPC AN RERE , AIXER
Amazon VPC ¥H & #118 A Detective BIFERIK &,

WK EKS #EMEZEE Kubernetes API SEED

Wk EKS BEMER Kubernetes AP SEBIRYEBIFFAIE A | B /R PR I B 8 3 P9 B Ih 1 55 BN
Kubernetes AP| FEOL X &,

HEENE-KERRNEBFEES  FEEXR LEEREER,

HEENENSHEREBAEBFEES  FREETHERENFEES.

E B8 Kubernetes AP| FEAY & 89
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EEFHMAEFANAR (BE. Pod, £HE. AENACITHFEER)

SHHEE,. Pod, AL, AGHABIHRE  EBFHEATEUTER
- BERRFSRAEMMBSEREEREHN AP LB HEBES.
SHEEE  API FUBLEERERE.
$H¥ Pod , API REIU€ L, Pod 5 B &,

HYEFERE, ACNARIIERE  APIFURHRZTAZERE, AEEAC TEREN
Kubernetes &2 H,

- HHEEEE  FDFEEFASERAN. KM RERBNELLYFULRE,

- EFSHE IP sk, Kubernetes WILER, FHIUFZELNER 6 URETFUNER RERSIE
B#&), RFBFMEAT , BUUBEEE IP hit, TENSHFESHENRTEE,

SEBFMEATEUTESR !
Subject
YIRARE R AR ST API FEIL Y BR #E0R 5 1 &8 &
BRI RFASERBIRFMERE , UETRIRFREAER IP tbitH API FFILAEE,

AR, B LIRESE P it | LERXIRFHFEHABER IP it #1TH Kubernetes API I
ny,

BB Kubernetes API FELY | & requestURI LA BB RV EIE,

E B8 Kubernetes AP| FEAY & 90
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Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC Edit

it IF address Kubernetes API call

a 1 2 3 3
Subject = Success w Failure ¥ Unauthorized = Forbidden #
L &,6 ]
L J o) ALE ]

* ipdate 0,343 1 1

* ] 0 %4 ]

k 0l 720 0 0 ]

L] 25,245 0 0 0

IP Address (IP itit)
HIRERAE P ik 1T API FEILRYBE,
B RRASEMRW |, SIRBEREITHW Kubernetes T8 (FRFIRFMERAE) BE,
AR, LU SETRRERAIEEFENHERE LN AP FILEREE,

R API FEIUSER | & requestURI BB B 5T RV B,

Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC | Edit

Subject F lelre: Kubernetes APl call
] 1 2 3 4 5 >
IP address Success ¥ Failure ¥ Unauthorized ¥ Forbidden w Location ¥
¥ 599,250 0& d a
v 167, 40¢ 0 u]

b ipdat 80,343 i 1 o
Sapisfooordination kBs.io/v1 fnamespaces/kube 40,172 0 0 i
systemfleases/cloud-provider-extraction-migration
fapis/coordination kBs.io/v1 fnamespaces/kube 40,171 o 0 o

systemfleases/cloud-controller-manager

Kubernetes AP| FEAY

A B R Kubernetes AP| FEIL B a5

BB Kubernetes AP| FEIY & 91
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BRI L R R SE AP BvFA LU REE X EVEM BR B AT requestURI,

A&, B LIRS E requestURI , AEFHIT APl U Kubernetes 88 (ARIEIR S FE A
#)o

EFRERUETTHEARELT API FFILEY IP,
Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edit

sssssssssssssss

B R BEF I E A
SR SRR EMBE R B FF A E

EAERAE—MUEFS  RERSFFEREE, BERAINERRRER AP U H BT
HEFF.

ENREDFEEA

B LAEREERE  RETRNEDHFEEAPRINBEFEIEB A HE,
EFrEREL B ERE—MuPNEAESREE,
BHUEBFFREFN R ESEE

ERERBETEBFAEAR  FHEEREEREANENNREER, Sl E EHFMERANK
Faﬂﬁo

EREEEDHEETNREREE

1. BRERE.

2. HiRBREHEL  BEECEANRBNERIERE.,
FERNOHEREASREENERAERE , FEERESARAERE,

E B8 Kubernetes AP| FEAY & 92
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3. ERENEESEE,

é@#ﬁﬁﬂﬂhﬁﬁléEJﬁﬁﬁﬁlit&Eﬁmo

Scope: 07708, 15,00 - 07709, 13

nmnmnnmnlmm [T A,

i lr il '|| |||||:

07/06/2021, 00:00 UTC - 07/08/2021, 04:00 U

EREHEEAREEERES

BEREEARDEER{EETHEN S MERERZIDFHRNBIERENER,
AEEREEERRE R ES T HBI SR ISR,

REEERESILERESNE-—9FRE. FEsEETERBETHENNEERNA.
ERRETHRNESFHEES , FRERSETPREEZEN, LETESISERAETETET.
ZIESI AR T EENER !

- HARRBEE
o GN4AE A TET AR 12 5 48 B S R
- REBEREBNRESR

EIEEHE R
BITAREHERRER LR RERE,

ﬁﬁg‘“*ﬁtﬂﬁmﬂ’]lﬁ RESNECERBEREINEERRE., SEREE -—BRFBAERNE
BRE., E®HIBEE Amazon Detective EIREPEERERENEAG LA, LEER, KEMMNEMRSE
{tEERNERNGEEREAER, stHRLEREERR , RASEHERBE 2Nz RS EMEN
BFRY , LURM AR, £ Detective F , TEERE LA UTC EERFTEBEBR. A EREFREHELR
HFRERENEHRE, EETHRBERRYRE , F2 B the section called “FXERFEEGEEN",

Detective 7 EEREEEEFBRERAHLERED. IMEFSEHERBARGED , ARSHESR
EEFEE 45 REVERETLEE, TEEM 45 RNWKFBHERELZDHEELR,

T 0 ) 5 93
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EFAEEESES  SERESRMAEERVERINRRBEGE, NEREERBENFHEER ,
552 ® the section called “FA&E 45 RELE",

ERETHRER  EUURREERE, S0, IRFHRIMER-—RNED , BURFESHERRD
— BN —EA. RANEERAINEDEEFE THEDREBREFEXARLEEEN,

BB UREEERRE , LS ENERNBEBAEERER,
ECBTEHERRBE  Detective EERE 7T, YRBHEERBEFTETHER.
SHERBTRER -G TEEB—F. RENEREBLEER—/DE,

RERE AR R B R

& O] LAfE Detective AR E L E R E AVt ML R B Hi,
£ EREHEE RS ER R AN R AT

1. BIfE https://console.aws.amazon.com/detective/ BRI Amazon Detective £#Z &,
2. EEBREEEL  BESHERME,
3. EREHERBERNRAGRT  BEHERBNHFESGBPNEE. stEWmERER , SR EE )

B o

4. HEHRT , ZEHEREBNHERBBNERE, SUHERER K SRRENG, BREFEDL
A LB IR B B — /N B

5. RRmEE  EERFREYTHETNHER  BEEEFEEBM,
miEEE AN RERE

HRNTHERERER | Detective S S ERBREARBNERNERNEEEE,
EEREHERENSERE

-

BI1¥ https://console.aws.amazon.com/detective/ BARX Amazon Detective £2 A&,
. EEBRREEL  EREHERE,
3. EREHEREERNELSE  EFEEFHANEERE.

15 X B ) 8 B & SE R B 4 M1 A8 SRERTE o
4. TRMER A FERFEEIFTHTETHER  FEREHEERRE,

RERERRNGER B BREE 94


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
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HEERFEREARERRIGEEE

BEFAEERBERBANSEEE  EERREXANRIBERAERERNEE, E4RRRAEERNE
i, SERESEELAFAEERSEEE,

RERZEES , EUNKHERERREERAEERNGEEENTE, WRATRET
£ RER

5 T It S ) B

FEREERERRAEERTHEEYE  FEABNRERRERL  EELECANHAELER.
Detective BIEARERLRFMEN , UK EERFREREAREHERFHEE,
ERERE LR EEERE

REFWEAER , SRR GEERRE , URB X 365 RRME 24 N FREEEEREE,

AEAREAN LR EHERE

1. BIE https://console.aws.amazon.com/detective/ BIRX Amazon Detective £ A&
2. 7t Detective EBEXH , BERE,
3. hEHEREERNEESE , SUUESERKBHANEE. RRIFBSETIBE 365 XKW,

ECSFRHANNREE  SRAPNSESEDEFTACRENRBRB R 24 M,

(® Note

£/ Detective , B LGB RIEZE—FEFNELEHER ., MEFR Detective FRKFE R
HMER  BsRTAEFERANRKEER.

4. ZERREBR A HERFEEYSHETNER 6 FEREEMHEERFE,

WARMERARERSRAVFAEN

SEEEREENLE —EEABNREERER , EFIHEHEERBARNSERNEBNRAEER. &
PREE-SERCEAGNIFRNAHSETZEHFAERER, FEERNERETURHEEBERINE
afCEicl: pCE=o

BN EEERARE VBN EERFAEAREERERT S,

REEFEBREAFEERSTHEE 95


https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/userguide/detective-source-data-about.html
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HREBERRAERER , ENRESUTER

- HEEREE , L RRAEERBBNER,
- BEEFIE AWS BAEBIBIAYVIRS |, b RIRFREENER
- AERREH
- RPEEEIFHERRNERE
RILBEEIFEERNEEH
&

i
A8
=
o
e
[

BERTHERRNAERRFMET  FEEBERRNIZA, Detective BIEAREAANBER
RFEFMEFEMR, Detective L ERBERELELAAEERSHEAE, LWBAURETUEETRAEILH
BELERTER.

NMRERBSERBELSEZTTRRER  IRREEDENZAERER YR RHEERNFAE
o

EENPEFERFHETEEFAEEREE K FEREEEMEHBER.
BHUAUHFRAEER. NEFHEN , F2EFE Amazon & GuardDuty JRIER,

WA RBEERNFHAEN

HITAERF , Amazon Detective EIEHBR < E/IBR, flm , BETABRBIIER AWS £
EEM AWS BENER , LREC2HITERMEERE IP fiit.

EERET-BREEANEEAXSHER | Detective SEEFEFMERZR. NREENEERERNELE
LEEE N |, Detective @ HIIE, Detective BRIEH T AEEENHBMBE,
HTEEAEEMH?

HEENKEERA  BRTEREEAHBERNENH BN, fl , EC2HTEEBAIEEREHA
B8 P AIutHELR,

ESEFBEEMEA , Detective B RIGETUASHWERBENRS, MRE-—SERBHRES |, A
Detective &4 32 3 i i R fe (W AV E AR o

Bian | FREEE R R R RAYER S A 100,000,000 fEERR. MREC2HITERE —REFEERAZEEE
i& 100,000,000 1& IP fs1tE4R , Al Detective &t 3% FFE R P 18 RER,
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T |, BT A BURIREIR S — I BER RO EE ., HEERGUES , EEC2HTEBIREREE
BE P ubERT , BE— IP Ut SERINDB/SHEC2HTER. SE IP AiUREREBIRMHE P
it PERR < EC2H1T B RBRYFF A E #lo

BRIRRERE LHWAREEREA

NREEREITSAEERN R , Bl Detective BERERRNERZERENEIRBREL, &
HRERRRER , BAASEIRNER,

ZBEASEEAAERBERNBHRFE. SEFEHEHLSFRNRBNAEBREBRAIEFE,

REREERURRAILIDNESR. EBTHERBETHEEMTED , EUUKRAEEPTERER
FERL. AEERENSEANSEERBREARFEBRNREER,

HEERBRESKEREER

1. EXEBERBHY  EERERBR.
2. EREYRERL  EEEASERRAE.

Bk

BREENSEERANAERREE
AREREESSE NHEREANARSEEMBEIRRES.
EEERAREREE

1. BIfE https://console.aws.amazon.com/detective/ BB Amazon Detective £ &,
2. 1E Detective EEE®RY , BEAEER,

BEBERETEUTEN

- REKBEERRSG
- BREEARERY
BARAVHER | flan "1 IP hahEEAIEC2E A

BRI BB ERENZNEFEE., ST UEEESRNERNERRERE.

1. EREERFED  BEERMIETER,
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2. EERBEAXKEHERFENRERE.

ERERILERSETERIERER  SERBRENT

- EERBEAREREERZH 30 XEH.
- S B R KR B R PR A SR B A 3R
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EEREERNER

£ Amazon Detective #£Ihet , BB SHAEERIER, #ESERD , EULEEEER
ERFATHERME., RESEOMNERER 10,000 @ , BIRFK IS RAT 10,000 EFE R, 28
FIEFe8EERNER,

"‘—IJ«)\H-H% e RREHAEZHRDRE (csv) REE. HERTESHSEEFPEENER. ERFLLEHR

2hRE (CSV) BHREH, EHERNNERZBERE detective-page-panel-yyyy-mm-dd.csv X,
B EAEMZECSVEAMAWSHIRE, HIREEAEXNREHAEREARREER  BEHEESR
NRZEMFE,

® Note
MRELBEREEETH , FEHELEX , ARBEABLEMER,

TERES

FETRES FEEZESNEREE. ARREHRUNBRITRNETSEAFTT * F ? BB,
HEEE IPUNEE  BEUUERACIDRIFNR. F2RUTESFHEH,

&% 1P Mt

c1.0.*.*
«1.0.133.*
+1.0.0.0/16

* 0.239.48.198/31

SHEFTAHMERAEER

* Admin
+ ad*

« ad*n
. ad*n*
* adm?n

* a7m*
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* *min

HHYEEEREE , XEUTHRN

- $HEIRI[IFE  SHIBE BB S K Amazon EIRETE (ARN),
- BN AWS IRF |, BIBIRFE 1D,
- IR AWS BN AWS £AE , TR EBEE ID. FHIARN.
- HRAHREE , EEEBIAARN.
- HHAFREG , IARTFERTFTNRENTER/E.
- HRABWEWITH , AIAREEBNEME, UD
- HWREC2H/TER , F1TERBBITHERARN.,
- SHHFAEERTE , AAREERBFERRR.
- MRR Pyt , AIRABKTRAUU, CIDR
o ¥ Kubernetes =8 (fREIRFHREAE) , MIAEHE,
- HHHABTHERE , BUNERUTE—ERES :
- ABETIEREERBA.

At TERBREBBIER <rolePrincipal ID>:<sessionName> &=,

e RULEEEIf - AROA12345678910111213:MySession,
- ABEHE ARN
- THERRER
- FTREAGCHNER D
- BEENAGETE
- BN S3 7R, IRFRBEEBREFRBARN,
- ERBERSERE  AATR IDIFEAEERE, TR DA

<identityProvider>:<username> B <identityProvider>:<audience>:<username>.

- SHEERERERER  AAEAERERAERE,

EERSHERRNER

1. & A AWS Management Console, #7347 Bf Detective 2| & https://console.aws.amazon.com/
detective/,
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2. ZEEERKTP , BEEE,
3. MEEFEHINGERD , BEELESENERER,

3

AT EOBRBERER  £ANESE AWS EAENNA 5 EAE.
ERRNEH AL TAEREN T ORISR NBAGHHIE, EEERE R —HHNRER
HREHBAL,

4, BAERBNRYBAGROSERTTORIL.

BEETEDKRPME,
5. EEESTIR Enter #,

HESHERETHER

ERTERIE SR , Detective EETHRZ 10,000 BRFSHFERNBE, srHFEAE—BAIFHNES R
B—EHEAFER,

RERT , FEEETHRREENAETEREB  FRERNN.

SHHBFER, A, EAENEC2HTER  ESERETSHEAMNIRS. FEEEERFHRE
18, BEEIRFEBIRT.

RS REH I

MR Detective EZEXIBEFERIER , FLIRELHWANBRIFREER, WRADFER , BE
AUBEUATRE.

- HERRIERRTBERTAEBRTERMANRERS ? MREBIRS RIKERF 8 5 08550
ATTRER , BTABRTEESXIRFNER,

MEZBHERFTEZERE , ATRAERTSTEXRRFNER,

- HHEE-FAEER , REYHEEF ? Detective BEWRIZKE Amazon W EERAERR
GuardDuty.,

« 1E Detective R ERENETABRZH , XAPELRIERRS S HI ? R Detective TR
BNERTREBAECERIER  AITABRTEESXRAERLRNESR.

- HERRIEUREREERES ? SETAEBSREER AWS BHE. TABRTISREHME
BHEFR
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1£ Detective R EEIRF

EtRFRUA Detective if , EERABTABRNEESIRF , YATABRBERERF., EESRER
AEERBIMATRE R, ERFESEBHER , Detective ERUARIRFERREIRSE, FERBFEMA
MR EIRF A ESRITABRTBER,

ERFERKERF AR , Detective SRR REIA SIRFHNER W EINEZITRERS,
BETABRSFEESRE —EARZERFHER, TAEBRKRZTUE 1,200 BAXEIRS

MRS EAE S AWS Organizations , BIfBBEE IR F S5 EEBM Detective EEEIRF, AR, &
Detective EEBIRFERAEBTABRNEEBIRS, Detective BEXEBIIRF AIAEMABITAERT
BAEMEBIREEARBRFBA, HBIRFELIKECREBTABRPBE,

Detective EMEHZTABRREREHNER OSEIRFUNER, NEFRETABEXRPEMRSHEIRS
BEREME , 52 AFEIE Amazon Detective 2,

B &%

« Detective FRIIR P BRHIFEE

- {#f Organizations BI2{T B EIRF

- IEEMBA Detective EEE

- IREFHNATASBE

- BRIRFEE

« Y& Detective Btk P REBHEBIRS
- EEZBHEIRS

- STHREIRF EBTABRREENREER
- IRFEBMEHRITABRNEE

« [ Python Detective IZAEE IR

Detective FIVIR F R FIF 2=

£ Amazon Detective FEREBIRFR , i E U TRHIEER,
KEWRFHNEEB LR
Detective AT EBRITABRIPRZEM 1,200 BEXERS.
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R FMESE

MREER AWS Organizations REE IR , MAMEEIRF FIEEHBH Detective EEBIRF ., &%
Detective EEBIRFENAEBTABRNEERIRF,

FREEEH Detective EXEERF XEME, HBEEIRFE2 HESEEEFIEE Detective BEE
#RF5, Detective BXEERFHE L HEESEERTNEBRITAERNRERE.,

SHHEBBFREMNKEIRF  ARRASEEFFTENESRIEE SN SR, EESIRFS4AE
BEEET A Detective, Y EEBEREPHERUNTABR, AR , EEIRFEFSER
FaEZEISBEBAKERS.

—EtRFAUARERREPZEITABRNKERF, —BRFESEERSRERA—BTAERNE
EERF, IRFALRTEEANERSIKRSE,

#SEE B IR S B Security Hub 1 GuardDuty

5 7R AWS Security Hub B2 Amazon FWE & EXRE GuardDuty ¥ , BPIEZBFIEELREPNE
BERFERAHEBNIRSE,

582 @the section called “E &2 GuardDuty ¥ 2 AWS Security Hub”,
RYFEEEIRFMENT

ATHREEESRFEFEEBHITABRMENWE T , # AmazonDetectiveFullAccessZEH
KK ME IAM X B8,

[ M AE 4% TE Detective FHIE

HEBNWEFE ARSI AR ME Detective F,

SHEASEEBE (HlFENEBRWEBIIRS) , Detective RS THEEE —/NMNFTEREEH,
S ERBPIEEN Detective BEEERFIENEEEBBEE.

£ Organizations EE1TAEBEIRSE

BN EERETAERER , AT 3 eEZTHEENKERSE, MREEFEM AWS Organizations , 58
FERATYZBRER Organizations REMAMNEERERFE , MAREAFBHRERRF :

il
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1. BIENEBIETE Detective EEEIRF. WBERVEBITAER.

2R Detective EEBIRFERAITAER , AIRITABRERAZBBTAER.
2. ZIEBTABERD BBRFHABIKRSERKEIRERA.

MREBTRERERABIKFHNREEXERS , AISEDRALEAIRS.

TEERERANTABRERE, B@TPHNEBUARERENITAERIRFHEBHSRE.

Before transition Organizations After transition
Account 4 Account 1 Account 4
(Administrator [r— — (Organization (Administrator
account) | management) account)
| Designates | |
Account 1 Account 2 ACC?;I‘:II: L

(By invitation)

| organization)

I
I
I
I
I Account 3
I
I
I
I

Account 2 ACC?B”:t 2
(et Lk datel) | organization)
| Account 4 |

(Detective
— _..

Account 3 administrator ACCE)B”:': 3
(By invitation) account) organization)
Account 5 Account 5
(By invitation) (By invitation)

BB IEE Detective BEEERSE

EBEEIRFSIEEHABM Detective BIEEIRFE, 2/ the section called “}§E Detective BEEE
RE”,

AE{LEE  Detective ERZREBNEEESIRFIEABEMBH Detective BB EIRF,

WMRABB P &Y Detective EREMMER SRS |, GRS AEARIRFSHEBEEIRFES Detective
EEERF,

EFH , ELRBERIEEFEBEEIRFM Detective EIEERF B |, Detective S ILAEE |, FRIRF K
A Detective WEREEEIRSF,

RIS E Detective BEEEIRF 104
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R AR R FE R EIRF

Detective WEREE SRS 2 Detective TABXRNEE SRS, Detective EEEIRF BIZEEHAR
TABEXRFTIEARERFRBANBEBIIRS. 3828 the section called “BEBBAEIRE",

EWRFEMEL |, Detective BEXEERF O EREEBFNFIEIRS,

1R Detective BEEBIRFERHBTABRNEERSIRF , AIRTAERERBEBTABR, X
TREXRPELKBHEIRFIVEBIRE , EEBFEARERFMA, EbABIKRFHRESIERE.,

EERF ERMEBEE  BIEEMEHAZBRERS,
TEBRAEBN KSR EFREBFRE,

IRFEEEEGREEBMANERRSEER , LELHERFEEBR B BRAMKS. F2[K the
section called “BUAFEMEIRE". BB RVERBEAMRE,

E Detective EEBIRFERABTNMRFERREK , RRSBETTEAMAABIRFZEBNAR. E
IERZRAPMEABIRF R |, Detective 88T A TE)ME

- AR B EEERFERSKERFRA,
- TF B B R A RTEBIRF IVEE,

KERFEE L ARAMBARRFEE,

FEEMHEH Detective BEIES

HHBITRE RSP |, Detective EEBIRFEEEMAABIRFNITABRKEER,

Detective EIEEIIRFNEE SN — HBEERFSEESHE AWS EFHAEMN Detective B SR
Eo

#& Detective EIEEIRFREAZTRNEE SRS — Detective BEIEEIRF th @K A Detective WE
KEEERS AWS Organizations, MRBEBEEIRF A B 2EE A Detective EEEIRF , BIFFEHI
AER. HBEBIRFEZIRNEBEBHIERNEES,

EABTREZMNEEEIRF 2R , AREERFAREEZRNEESIRFIMEM B SHIRFER
Detective EXE8IRF. BMIZBEEMARHTEREZRNEERIRF.
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BUNEBHABITABRR

BB EIEIRFIZE Detective EIEEMRF R , Detective EAXIRFENFITABR,. XITABXRE
HBTABEX.

2R Detective EEEIRFRERATABRNEESIRF , AIRTABRENFEABITHAER.
Detective EXESIRFERABMTABRPEZEEZRANEBIRFEMARERS,

Organizations Detective
Account 4
_ OACCO".'ntt,l (Detective
r ;a?:n;ﬁ;:‘g administrator
| 9 account)
1
Designates ‘ |
! Account 1
| Account 2 (Member
| account)
| ‘ |
|
| Account 3 Account 2
(Member
| ‘ account)
| Account 4 |
| (Delegated
- —  administrator Account 3
account for (Member
Detective) account)

Detective EIEEIRF WA MEIXBREEFABABRBNIIRS ., MEFMENR , 552E the section called
“EHEABKERE” M the section called “EEZ RS,

BLE Detective EEBIRFENER — A THRFARABEEIRFEHEE Detective EEBIRF , &7
BA#§AmazonDetectiveOrganizationsAccess= B KB M MNEIEH AWS Identity and Access
Management (IAM) B8,

18 Detective BB EIRFE (X2 H)
B SRR S o] LAE A Detective 32 & HRIEE Detective BIEERFE,

S E A Detective BN T B2 Detective BEEEIRF, BT LAREXA Detective EHEE Detective®
HEERE,

= EI8E Detective EEBIRF (A Detective EH)

1. BIfE https://console.aws.amazon.com/detective/ BIRX Amazon Detective £#2 A&,

BuUREBARBTABR 106


https://console.aws.amazon.com/detective/
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2. EERBEA.

3. EEEBERFAENHFUERT , ALRENIRERFLAENFT , UEMPIAESILL Detective B
BHENG2IRE , YEEY Detective PFIEBEN TR ERNH, EELUEEESDRIE , BESE
# AmazonDetectiveFullAccess BURMItNZE X B,

4. ZE [MIEFERIAMBR] , EEEIAMEZR S RRREZRNEFER,
5. RERBHEBIAMEEAWERME , FHT FIIZER

- MREERFEZIAMEZEHRENER |, FREBNRAUMIMEERAR Detective WER.

« MRERZBEIAMER B PRENFTA |, FFREBEKN Amazon BIREH (ARN) I#§ R Hig
BHNIAMEES, AR, ARG INBER.

6. EEREEET , iBE Detective BIEEIRFE,
A AMRIEEUARN R R BB BT Detective WEREEBEIRF,

. MRELZEHEBT Detective WEREEEIRS , FRAIRFWIRFEBAL , SHIEEA
Detective EXEEIRSF,

EFEBEFEEFTD  BuCEREEEERFNTABER. MEMNEIL  RABRBESEKIR
FiEE A Detective EEEIRFE,

MR IEHE Amazon GuardDuty, AWS Security Hubs, Amazon Macie #J Organizations %
R EE SRS , Al Detective R REERHE P —EIRF. S BATRBERS,

- MREHEBHEEEBT DetectiveWEREESIRF , RMSRTEREZLRFHENIKRS . &
MEBREERMEEATEERRNEESIRS.

7. BEZEIR.

MREEA Detective , ERBEITABXRTHWKEIRSE , BIER TR —REHIEE Detective B
BEEIRE,

& EI8E Detective EXEEIRF (—REMH)

1. HI{E https://console.aws.amazon.com/detective/ BIEX Amazon Detective 1 &,
2. 1E Detective EEERYF A RRETEEEA,

3. ESEHREEIRT , S0t —F T## Detective SENMESEHE., BUUBBEAES
&£ Detective FHIITHENME , MIRFRFLEMNE T, EELUEEE S DIRE , BB
AmazonDetectiveFullAccess BUEKMIMMEFEE,

£ Detective BB EIRF (E#£4) 107
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4. 8

o)

BREBRBAMEZENERME , FUIT TR

MRBEFETIAME A FIRENEIR | FEiSESNERMNEERAR Detective BIE 8,

MRELZBEIAMER S PRENFTA |, FFERBEEN Amazon EiRE B (ARN) S ERHG
BEHIAMEES, RE , ATURREHINBER.

RARERBURNER B HEA BB Detective WEREE SRS

« MRLZBHEBT Detective NEREERIRF , FRARFNIRFEBN  B#EEES

Detective EEEIRE,

EFHEBEREFD , B CEREEEERFHNITABR. RMENL , AIRMBBELX
REEE S Detective EEEIRE,

MR IEAE Amazon GuardDuty, AWS Security Hub=, Amazon Macie #J Organizations # 5%
R EEERS , Al Detective R REERHE P —EIRF . S B ATRBKRS,

« MREHEHEBEBT DetectiveWEREEBIRFE , RRSREREREZRFIENIRSE, &

5 &

BE

-2
R

MR
B&RIk

-2

MEREEFREEITEERRNEESIRS.
BEIRo

Detective EEE BIRF (DetectiveAPI, AWSCLI)

E Detective BEEEWRFE , & LAFEHAPIFEIYE, AWS Command Line Interface., &% 7EE A
EEIRFRE.

EASHA M Detective WERERBIRS , AL BRBLIRFREWIES | AARBEE
MEEEIES,

7E Detective EEEIRS (DetectiveAPl , AWS CLI)

« DetectiveAPI : i EnableOrganizationAdminAccounti®f{E, EA%EIRM Detective EEE
AWS IRFHIRFEBIRF. BEISIKRSEBAF , A ListOrganizationAdminAccounts #

s

« AWS CLI : @5 %|H#{T enable-organization-admin-account &%,

aws detective enable-organization-admin-account --account-id <admin account ID>

g5
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aws detective enable-organization-admin-account --account-id 777788889999

BB Detective BEEERS

EESEEIRE JLURKRESE S B M Detective EEERE ., BRI Detective BIEEIRF
B , Detective A HRBINEESTER, eFr2E2EHBINEREEERS,

EEBEERFBREFSH Detective EEEWIRF I |, Detective RIBREZBITABER. EBEKRHN
Detective B &R F %12 A Detective,

= EBER Detective WEBIZEREEEIRF , 558 A Organizations APl, EZBRMEB+ Detective By
EMEEBIRF K |, Detective ERFIEHEBITAER , HPERNEE SRS R Detective EE S
RE., EEBEEIRF/ES Detective EEERFNABITAERTEZINHE,

BB Detective BEEEIRFE (F#A)
& O] LA1E Detective 12 & B BR Detective BEEEIRFE,
E 8B BR Detective EEEIRF R | RS ERHZXIIRFM Detective , I B EMIREBITAE

&Ko Detective EEEIRFESHE B EETBER,

/A Important
BBk Detective EEBIRFAERXEEBPERNEERBIRF,

= ERBBR Detective EXEERF (BXA Detective EH)

1. BI4E https://console.aws.amazon.com/detective/ BB Amazon Detective &,
BERBER,

EZERNEEET , #EZEEA Amazon Detective,

ERFBHFEARLE , WA disable , A&IEIEE A Amazon Detective,

nal

= ERBBR Detective EXEEIRF (—AXEME)

1. BIfE https://console.aws.amazon.com/detective/ BIEX Amazon Detective A,

P& Detective EE SRS 109
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Amazon Detective EREES
2. 7E Detective EEE KD , RRE T EEFEA,

3. EZMMEEET , E#EF A Amazon Detective,

4. TEFERHEEFEAHRL , WA disable , A%iEIZEEH Amazon Detective,

¥ BR Detective ‘B BIRk5E (DetectiveAPI, AWS CLI)
E BB Detective EEEIRFE , LA LUERAPIFILE; AWS CLI. B4 BFEREBNEERFE RS,
EIEBR Detective BEEEERFR | KRR E2EHZIRER Detective , 3 B EMBREBITABER.

/A Important
PR Detective EEBIRFAERXEEBPERNEERBIRF,

ZEMIBR Detective EEBIRF ( DetectiveAPl , AWS CLI )

« DetectiveAPI : ffDisableOrganizationAdminAccounti®,

E & A Detective API BBk Detective EEEIRFK , ERFEZRHAPIRIURIESH i EDBER,
« AWSCLI : @5 %H#1T disable-organization-admin-account &%,

aws detective disable-organization-admin-account

BRERNEEEIRS (Organizations API, AWS CLI)

BBR Detective EERBIRFATERBBRMREBPIERNEESIRF ., BHEBER Detective NEIREE
BiRkF , BRI LA Organizations API,

ELBRERNEEEIRFE  ESMBREREESIIRF A Detective BEIEERFNFIEEBITAE
o B ESEALBEEEHIRFH Detective,

EEBREIRNEEEIRS (OrganizationsAPl , AWS CLI)

+ OrganizationsAPI : fffDeregisterDelegatedAdministratorfE¥, E44ERM Detective B
BEERFHNIRFHBIRF , AKX Detective WAREERE , BD detective.amazonaws. com.

« AWS CLI : @S HH#IT deregister-delegated-administrator #f.
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aws organizations deregister-delegated-administrator --account-id <Detective
administrator account ID> --service-principal <Detective service principal>

g4

aws organizations deregister-delegated-administrator --account-id 777788889999 --
service-principal detective.amazonaws.com

& 5 89 7] F Ep4E

EIEE ML ERE A LAEEELT Detective BifE, EERERTD , BEEAUTES ;

« 1247 : lRE A ¥ [E — Detective BEEEWRF THWATAEREHITEIE,
- BE  IRERBEEBCSWIRE ESTEME,
o IR (-) : R EZEHITEE,

BT RE RSP |, Detective EERBIRFEH BB MLEBMIRFESRERFHA, tbFfITTARE
Detective , EE BB FAMIRFERKEIRFEA , AFDRAABEBIRS.

EEERFPUUETABRPEBRIRFRNAKREIIRE, EREIRFEZEBELMAR , Amazon
Detective A EFRBMEUXERFNESR , YiSHBENEIZITABXRT.

HRIIFEBTRERNITRABER , MEKEIRFERZEIRS,

UTERRRNMEEERFEKERFNTENRY. &S LIER BETIAMIER B2k R ## — 5 7 HX
Detective ZhEEFMIhEE,

B{E EEERF (1 EEERS (& R B (#87#) K& (B5E)
) &A)
BARIRF EA7 =20 BE (MAEEE BXE MEEESR
&) &)
BERERERS EfA EfA - B
BERZEIR S

RFR A ABE T
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ERAEER

EF EESRF (8 EEAIRF (& R & (B )
%) &A)
R F 2 ARBR
B B

MEIBRER A EREEAR A (REEAR
HNERRREH FAEKERF) FRBEREIRF)

{2 Detective BE =E:A _
BRRTRERE EM £ -
%I‘
BASRERER 288 =3I -
NERREEMS

BIRRSFE

EHEEWRF A LAER Detective TR ARAPIRRIRIESE, BFEIE

- BEEBIRFZBMATRSBERNIRS, WERSEFKEFEE,
- HHBERBTAER  RRBEBPARAIRS. LWERFHERESKER,

& (BFF)

BRTEFEEBBEFNZBREIRS  SIRTABRTBBRNEEEIRS . FERISUTHRENIK

Fo
IEE#ITHAVERRE
S ZBIRF |, Detective SEBIEBF ZBIRFIRF EF 4 ut.

SHEHEMIRF | Detective ERBIRF 2 A BREM ., Detective L ZERFEBUA ILIRE F Y Detective

EEERF.
BRE RN

BREXRN, BEREE  SEBIRFREAAKE.
E#E

S ZRIRS . BFECEE  ERERFEREE,

BEIRFEE
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FEXRE

SHHEBTABRPNERIRSE, BBIRFBEREKEIIRF. ETESENREKEARBTAER.
ERA

SHEZBIRE  RERFEZBE  UTRERRHETRER.

SHABTABRPHEMIRSE |, Detective EEEIRFEMIRFRA/RERE, IREFERREMH
EEBITRAER,

REA
SHUZBIRF | KEIRFEEZEF , BEERA,
SHEHEBITABRPHEBIRS | Detective EEEIRFEEHMARE , BARFELEIRA,

HRNZBIRF |, Detective ERESEIRFHNBE, TABRTHEIRFHEHE LIRA 1,200, R
TREREEE 1,200 ERERF , BISEERARRSR.

Detective @ EZRNE R E R B E Detective BLEEHE RN, RATABRNERENLE PR
Detective AFFHNER KB, NMRITAEERHEN B EINEREBERX 10 TB BIPRF| , Bl Detective #%
TAFEHIBHEMEERE,

FIHIRE (E8A)

B LAER AWS Management Console R& & MERZRHIRFFE,

EEFENMRPIBEE (X2 A)

1. & A AWS Management Console, #A# 3T Detective %l & https://console.aws.amazon.com/
detective/,

2. £ Detective BEEKH , BERFEE,

REIRFEEESUATIRS :

- BHIRF
- BBFOTABRREAERNIRS
- EEBTRBXRTD  AAMEARBIKSE

St SERS | FEREETUTEN

SRS (E#E) 113
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ERAEER

« AWS tRF R BITS.

- SHEEBIRE , AIRIRFAE,

- WRFEE (REFIIRER).

- HHZBIRFE , AIRRFREAEE FE4Fibut.

- IRFIREE,

- IRFNEHERE, Detective BZHEHABMARKEIRFNIRFERE.
« LIRERTIRFARER B,

BRERENRERNER , REBEHEIRFREGHESTE., SAERSSETATRERFHEE.

- BESBURBFFERERS.
- RECRANBRRESERANIKRS,
- BERBMANBERESSBAUANIKRE.

SR T LU A BB R R AN B R BWRFBE A,

HERBERGFEETRABRPNIRFBE (F1248)

1.

2
3
4,
5

BIEER RSB,

BECERNEEBEENBL

stEEMA  BEEERAREENE.

= EBRERFRNE  BEL LAN x BR.
MFEMBEUNCERINREER  AIFRELA LANEREER TR,

5| H RS BIRE ( DetectiveAPl , AWS CLI)

Al LA{E FAPIFE L S 48 AWS Command Line Interface BT AB RPN KEREFE.,

EENMEARNBRTPEANITAE , FEAZKListGraphsgE,

= EHER EIRSEEE (DetectiveAPI, AWS CLI)

* DetectiveAPI : A ListMembersi®fE, ZERBIFEHNITAER , BEETAERARN,

3

F B EEIRE ( DetectiveAPl , AWS CLI)
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AR, SHHEBTRESR , ListMembers FEEEERMA R KSR TR E R FIREABIAY
AR S

« AWSCLI : B S HHFHIT list-members @,

aws detective list-members --graph-arn <behavior graph ARN>

&4 -

aws detective list-members --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

HEMATRAERPEHEREIRFNFMEN (Detective API, AWS CLI)

« DetectiveAPI : fEfGetMembersi®{E. IBEKEIIRFHTABARNIRS A ISEE,
« AWS CLI : Eap S5 #IT get-members aF,

aws detective get-members --account-ids <member account IDs> --graph-arn <behavior
graph ARN>

g4 -

aws detective get-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

£ A Detective XERFREBEBIES

FEHEBITABRYF |, Detective EEERFEHETESWLABIESIEAKRERFREA, RIBTHERR
HERETERAARBEIIRE, MPINWARREAIERE, Detective B B 1] LU Detective 5% E B Ei%
AR S EARERFEABREERRPRBA,

Detective B2 8 1] LA#% Detective L E A BB AN BEBIRFEAREIRE., ERZERSHMAM
IR F B | Detective AR F IR EBFRABAEIIRFEARERFMA. Detective TERA
AR ANREEBIRSE,
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MRETEEBRAFNERBIRS | Detective AIAFBIRAMEBIRFEAKBIRS . BB TUAFE
A EBUK BBt v AR ER . WREBITRAERESHARS 1,200 {@IR:E , Detective EIE S EEAE
BIRSRBARKERE . EIBERT , BERFRENDABIERE.

Detective B & th Al UEUHAMIRREABITABERNEY. SEFLXERTABRTHEBIRS
HEHER , S HUERERFER, ZIRFHNREENESREETRAERT.

B s

- BAFEBIREERKERSE

- BABBIREESREIRS

« BUBHBSIIR 5 E & B8 iRk 5 Y BR B

AR SER K EIRF

Detective & 8 A/ U#§ Detective IR B BAHEMIES EAR BIRSEEBEEERTHA,
RS AT AME  WEEFERATEFERERLNEET, HEHERIKRS SR AKER.
RBER  FAMEFTERAARERS. HANRERERE,

EREZEBBRAMBBIRFE | Detective ETEASHTIR S #718 2B 5 B A 1S ¥R P 1E A B B IR B R
Mo Detective TERUA I RBANRBABMIRS

REETREFMAERFHA LRA 1,200 B , Detective F BEAEBIIRFRIARAKERF . MR1T
AEREEE 1,200 EREWRF , RIEERAIIKRS

BB RAFEBIRSE (E28)

ERFEEREL , BBRAMEBIRFRETRERESEIRFHEZABSEBRMAKRSE.
EHDRFEBIRFER/RERF A

1. BIfE https://console.aws.amazon.com/detective/ BIRX Amazon Detective £#2 &,
2. 7E Detective EEE K+ , BEIRFEE,
3. YIEBRANERES ZEREBULE.
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BB AFIVABIES (DetectiveAPI, AWS CLI)
EERERTHBEMNWEMRFRAANEIRS , EEEIRS A LAEA Detective API 2 AWS

Command Line Interface,

HEMENERAR  SLARMITABFARN, HEEREBARN , FEMAListGraphsfs,
&2 WA EBRAEBRS R B eIiEE

« DetectiveAPI : ffDescribeOrganizationConfigurationi®E,

EEEY  REBBAFABIKRS , Bl AutoEnable A& true,

« AWS CLI : @S5 F#1T describe-organization-configuration &%,

aws detective describe-organization-configuration --graph-arn <behavior graph ARN>

g4

aws detective describe-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

=R B BDRAFABERS

« DetectiveAPI : ffHUpdateOrganizationConfigurationi®fe, EEBBRAFERZKRS , A
# AutoEnable FREA true,

« AWS CLI : @S5 #1T update-organization-configuration &%,

aws detective update-organization-configuration --graph-arn <behavior graph ARN> --
auto-enable | --no-auto-enable

g4

aws detective update-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --auto-enable

RAERIRFERREIRS
WREKEBRAFAMIES  ATUAFBEALEIRS. £FEFHRACRRBBIES,

RRAARIRFERKEIRS 117
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RERE A LARARSE

MREBITAERCHASIE 1,200 EIRF , EZKEBIRFEAKEIRFBA. ELBERT , A
BIRFRENARERE. REFTERERREHRETRESR,

— B BIRFBURA | Detective S HEIEREIRFREBELSCHA, flm , MREESIRFBIR
HttXEWRFUBIRFREZEZR |, AINEIRFREELES [ERAL

EERFEAKERFRA (£28)

EWRFEERES , S LS EBIRFFESXERFREA,
ERRARIRFERKERF A

1. BIfE https://console.aws.amazon.com/detective/ B Amazon Detective &,
2. 7E Detective EEE K S , BEIRFEE,

3. FEMGBEIARMANIKREEE , BEERMA

4, BELLUERREMNBBIRE , SIRARBHEBIRE,

= ZRA CEHAVEBRS

a. ENLZERANSEMABIRE.
b. BERAKE,

ERRMAMEREIRS  RERAREABIKRS.

BRREBIREERAREWRE (DetectiveAPI, AWS CLI)

A LAE A Detective API 27 AWS Command Line Interface {7 REXRPRAEBIRFERKE
RS, EEMEARNBRAERANITAE  FBEMRKLIstGraphs#F.

EEAEBIEFRUAAREIRSE (DetectiveAPl , AWS CLI)

« DetectiveAPI : fCreateMembersig&fE, BNEREMEFARN,

St EERSE | BERFHEBT, BEBTABRPNABIRFTIERIEF. EFFERAETEH
e uk S E AEEE E o

« AWSCLI : EGS 5 HHIT create-members 5,
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aws detective create-members --accounts AccountId=<AWS account ID> --graph-
arn <behavior graph ARN>

g4

aws detective create-members --accounts AccountId=444455556666 AccountId=123456789012
--graph-arn arn:aws:detective:us-east-1:111122223333:graph:123412341234

HUH #B ik B 1 & B B iR 5 7Y BB

EZEF I RARTHAERTNEABIKRSHEESR , £ BCHEIRSHER . ZRFNEEERNERE
ETRBERT.

ESRBUHBBEEIRFE | REES2EREME, Detective BFILIEXIRFHIER , BIRFNHRE
ERER,

HUHAR SR S Ay B (X2 5)

EIRFEEEEYT , SR BUEABIRF EA KBRS /IBIB,

1. BIfE https://console.aws.amazon.com/detective/ BB Amazon Detective £ A&,
2. 1E Detective EEE®Y , BEIRFEE,

3. FEMTCRARFNBE , EEMA.

4. EWNEHUHRBIRSZES B,

5. EERE, AREEEAKRE,

ERFEREABIR S NVIRFIRESBERIERE,

BUHEARBR F VBB (DetectiveAPI , ) AWS CLI

& 7] LAfE A Detective APl S{EX AWS Command Line Interface SH{TAB R P MRS EK ERENE
B,

ERHEARNER P EANTAE , BEMKListCraphsiie,

EUH AR 0 S B BE 5t 119
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HEAUHE BRSBTS E L BB (DetectiveAPl , AWS CLI)

« DetectiveAPI : fEfDeleteMembersi®fE, IEEERUEBEB < X EIRFE M EFARNKR S BITSE

oo
o

« AWS CLI : EH S HHHIT delete-members @H,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

g4

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

EEXBUEIRF

Detective BIEERF IJUEETABTEBRERAZERSE, TABRKZZIAM 1,200 EFKER
. ERERFIEZESEBEIMAR , Amazon Detective AERBHENAEREFNER | AEEKEIZ
ZTBEXRT,

HEBHFEBRE , EULFBHEEEBZFNKRERSE , MESHERRRETABR. NREVEN
ERERFEE , BUURERUIERERFBEN osv BR , UBBMAZNITHAER,
HRFABITRERNTARABER  IERBIRFERZEIRF,

Detective EIE 81k S th 7] LUBFEIEAR @R S R IR S A BT RE R,

EEBRFAURITRERTBIRIZEBHEIRS., Detective TERTRERTBRETMAREER , M
EENEEKEIRFRERER,

B &

- BEKEREETRER

- BAXRBANKEIRE

- ROTBERTBEREERE

BEKERFETHEXR
EREIRFTUERIESNTABREREN. TAERRSTRM 1,200 EREIRS,
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EEERT  BFERFR{TAEBRNEFIT,

1. HREFENBEXEIRSE , RREESRFHSREM AWS 1RIREBIHH root EHAEE FEMHFith
i_lJ:O

2. Detective ERBETFHH MU R EARFHNREAEE FEH4thut, MERFEABF , Detective
SRBEEEERERF,
Detective A7 E#TIRE K HTFEEEXEFEHBEETIEHNEEIRF
« AWS GovCloud (EEIR %) E
« AWS GovCloud (EZEI %) E
HRAHMME , B ADisableEmailNotificationfE A Detective B CreateMembersig 4k

APIl, IN&Ri&EDisableEmailNotification true , Bl Detective T & & EIRF #iX&E, ¥
REHEEBENIRFMS , ER—EERHMNERE,

3. NEIRFAEZHNIEREF.

BEEESRFABREBFETHNH A KERF DAL AL LB
4. EIRFEZEBFR |, Detective ERBM K EIRF FHERBERIETHAERT,
5. — B BIIRFHEBAER , Detective EEEBFHERFREESER /A,

plan , MREESIRFBRAMKEBIRFUARFREEZE  ARSRFRESEES [ERA].

MREIB—ERF REEA |, Bl Detective ELMRF R BIEFRAIRS . MERBRUAEMREAKRS
HREFBEE/NEFHIT XK.

EEERFUTUFEBAIRE , MAXEFEHER. fln , EBEERSIAEERZNERAN
RE. 520 the section called “BURAARBANKERE,

sER | Detective 1£ 2021 £ 5 A 12 HBAB B BRAARBMANIRE . RETEBBRBUH 28I REK
RBRE . EERIRFAAFBRALLERE.

BEENRFERATRAER (E28)

BRLFBEEEBFNRERSF , AEKEERERETABR.

FEENEEBHKERS (F128)

1. BIfE https://console.aws.amazon.com/detective/ BIEX Amazon Detective A
EERERFEABER ey
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Amazon Detective (R
2. 1t Detective EEE®Y , BEIRFEHE,

3. EERE, RARBEEBHKRF,

4. TEHEIRFT , BEHEEBIRSE

5. BEERHBIIRFMEEBFEEE , FHTUATHR,

a. EBEMEIRS,
b. #F¥AWS #RF ID , 8 A AWS I35 ID,
c. HWEFEM , WARFNREMES TEMFibit,
6. HEWRBEFBIRIRF , AXIKRFEREBRIRS.
7. EEACBFETBHT K EBFEFEB4PHEBEITAR,

plan | BRI MERRESRUBIRET . HEERATREEKREIRFE  MAFESLENIAMEKRE
MMIEEAFHAR  RARSEEIBHE.

8. BEIRMIAMKREESRERFAFIAMERN T, EFBHEFRISUBERNT. BEER
BERNA , BEER,

9. igj% Invite (%%)o
BEKERFEEETAEBR (EEAR)
£ Detective 2 AH , BAURHIESFTEBEMAZTAERNKEIRFEEN .csv BE,

REEBERE—1THAERY, SERFHESINEERBNITL. SERERKEEHIE AWS 1R
ID FRF Y root &S FEHithit,

g4 -

Account ID,Email address
111122223333, srodriguez@example.com
444455556666, rroe@example. com

Detective ERIERE R , SRMEZEIRS , BRIFAIRFRERRE RN, BRERTH/IRFRHEN
EFB U EIRFNRERAEE T EBHF i T, EEERBRT |, Detective EMIBREFEHERF , AR
BRERREE 7B WEE B,

IhEREERHER , HEAREBIIRFBE,

BERERFETABR 122
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& csv EERBEKERFE (FEA

©® N o a k~ wDhd =

BI{E https://console.aws.amazon.com/detective/ BIEX Amazon Detective 12 &
£ Detective BEE K+ , BEIRFEE,
BERE. RREFEBIRF.
EREIRFET |, BER csv FE,
HENHEFANSEAESR  BFEETH csv EE,
HRENEMRFBFENER  FEEEE sV ER,
ERBRBIRFET , #52 Detective ERERFRIINKBIRFFE,
EEACBFEFEMGT K EEFEFBHPHEAITIRNES

plan | U LREBEBER  RESSRFEEMENIAMBUER.

ERRBIAMKRBELEHERFAFAMRBHNN T, EFBHABFRLSRBENF, sEEHR
HRXA , BEER,

10. ZE Invite (&),

BEE K BIRE E1TAE X (DetectiveAPI, AWS CLI)

& 0] LAE A Detective API Zi&3 AWS Command Line Interface XERE PN ERERMETAE
*, EEBNEARNBRFFEANITAE , FEAZListGraphs&#,

EEBFEHNEIRFFERATAER (DetectiveAPl , AWS CLI)

DetectiveAPI : fEfCreateMembersiffE, BSNERMEEFARN, SHEEEIRE | IEERFEIAT
FMIBEREE FE bt

EHUH O R ERF BIXBEE FBH |, 355%E DisableEmailNotification &
true. DisableEmailNotification FAE% A false.

MR EEERINBFEE FHY |, AR BRE BT NAUNIEEBHBEE FEH S,
AWS CLI : Ean 5 H#1T create-members o

aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --message "<Custom message
text>"

g4
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aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --message "This is Paul
Santos. I need to add your account to the data we use for security investigation in
Amazon Detective. If you have any questions, contact me at psantoseexample.com."

ERRTBEBEEFHEHIIRERSE , BIMMA --disable-email-notification,

aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --disable-email-notification

g4

aws detective create-members --accounts

AccountId=444455556666, EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --disable-email-
notification

g EEH K ERFIEE (BRK Python 3851 GitHub)

Detective IRt A MREBIEIE T GitHub |, ATEEEIT T 5 BHE -

BIEENKEIRFEENEEEEIBEFENERSIRFITAER.

MREESRFERFBFRETABR , TR UERUA Detective , Y HEREFHHPEVITAE
&Ko

- BEBEETHBHIKERF.
BB R ERF B,

MEEBENMARENER GitHub IESENER , 52 Bithe section called “Amazon Detective Python
RN
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RN L=

SERFEZEIER , Amazon Detective ERESEIIRFHNEE, TAEBRTRERFHNEE LRA
1,200, MIRTABREEZE 1,200 BEXERE , AIEERAFIRS, MR Detective AR K EIR
FE , REmaRFEREREAKRRE,

RAEANKERETELERNREBRETABR.
Detective E BEBIRAIRE , BATABRIUUBHIRS,

LU UERFHRARMAREIRFOKEIRF, Hl , EAUBRRENKEIRFURSERE.
LU LERABMAARBMAKEIRFE , T4EFRAKRFNEBRER

BARBANKERS (E28)
B Bk PR ESEARMARRARNERX SRS EE,
HEZRMAARBANKERS

1. BI{E https://console.aws.amazon.com/detective/ B Amazon Detective &,
2. 1f Detective BEE K+ , BERFEHE,
3. EEMRERFT , ENEMANSENERFHZEG R,

B AREARRANKEIRS,

4. BERARES.

Detective ERER B AUBAKEIRS . MRALUBAKEIRS , RESEFEACHKA.
BRI EWRFE (Detective API, AWS CLI)

0] LAE FAAPIFEIL S B AWS Command Line Interface AARBANE—KERE, EERNEARNG R
RERANITAE , BEAKListGraphsgE,

EERMAARBANKERS

« DetectiveAPI : fHStartMonitoringMemberAPIRE, ESHEIRMITHAEBEARN, EEZBRRKE
WRE , EBEA AWS REHBIRE,

« AWS CLI : a5 #1T start-monitoring-member ¥ :
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start-monitoring-member --graph-arn <behavior graph ARN> --account-id <AWS account
ID>

i -

start-monitoring-member --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --account-id 444455556666

RITRABERPBERAEIRS
EREIRF TURRRTABRT BRI R BIRS.

Detective 8 B BB BREFRLENKERS AWS |, {87 AWS GovCloud (2B R ) 1 AWS GovCloud
(EBIFE) BiFBRIN.

RITABRTFBERIBHERSR , FBRELUTER.
- RERFERBENHRERSRBER,
« Amazon Detective Z 1Lt E BEREIR FREEVE R,

Detective 7 ERITABRTBREMREER , MHEERNSENERFEEER,
RITABERPBBRAEIRS (X28)
B ERARTABERT BRI BWEERS, AWS Management Console

ETHRBEIES (T24)

1. BIfE hitps://console.aws.amazon.com/detective/ BB Amazon Detective £ A&,
2. 1f Detective SEE K+ , BERFEHE,
3. HERFEEYF , BENEBRRKERF ISR,

LB ETRBERE CHIIRS,
4. BRERF, REREERKRS.
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RITAB P BRI BN KBRS (DetectiveAPI, AWS CLI)

&AL ME A Detective API SRR ITAB R BRI BHERERE. AWS Command Line Interface
ERMAEARNBRPEANTAE , FEAZListGraphsE,

BEEREBNITRABERT BRI BN KBRS (DetectiveAPl , AWS CLI)

« DetectiveAPI : fEfDeleteMembersi®fE, IEEEBKRZKEIRFENEFARNIIRSZBITEEE,
« AWS CLI : @S 5IF#IT delete-members &5,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

gl

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

BREESNZEBKERFEE (BIRK Python 385 GitHub)

Detective TEHRH 7 —ERRMAX GitHub, AT LURZIETH , KEENKEIRFFEREBEREEE
RENEEBIRFITABRTBER,

MEBBUNMERENFEA GitHub IESEMEF , 552 Bthe section called “Amazon Detective Python
R,

ST EIRF  EETABXRBFNREER
Amazon Detective B &% B B IR F AR (0SB AER , WIERN AN,

BEBRFEERE , KERFUUEEEMBITABRNEESIRS,
ZBMATRERNRERS T AREL O REEF. Mtk ESNIRFRTABRTEERR,

SHHEBTABR , HBIRFTEEFHEKRFEETR/KEIRF, Detective EREIRFEREFRHE/X
BiRFRATEFERBBEBIRS.

B &
- 2ERFMMENIAMBIR
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Amazon Detective

ERAEER

- BRITABERNBFESE
- DETABRERE
« RITBBERDBERIES

ZERFAEMNIAMBUR

BRERFSALTM MBS ENIAMERR | Faem R MEEEE,

EM%EEFH %Eﬁﬂ @J’)\{/\ Detective EFH o

BERRT , RREESRFEREIAMEE S MAEAFRAL

2 51IRFIAMBUERE F 55 Amazon Detective P E SR F1#1E,

BEXIAMRAIH X F

EEMBAMERERA |, FE<behavior graph ARN>LABEFZEMRARN,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:DisassociateMembership",
"detective:RejectInvitation"

1,

"Resource": "<behavior graph ARN>"

3,

{
"Effect":"Allow",
"Action": [

"detective:BatchGetMembershipDatasources",

"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations"

1,

"Resource":"*"

}

TRULURAREAEIAR ,

{84 7] LA

R{BTRABRNE FBMHEBE

IAME SRk F R BR
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IR ABTABEXRPNEBIIRETITSKRIZE , tELECHEHIRFREBTABEXRNEE, WRE
MABREMTAEER , BIREE ListInvitations SFAIEIH], &M@ ListInvitations , EAE
ALEETABRNEEEIRF, EEBEMECEKEERNF I EERARNBSBBENKEER,

BBETRERNBFFE

# Amazon Detective & #|5& , DetectiveAP| , 5#& AWS Command Line Interface , @ &WRF A LLE
BB 1T A BB,

WIRT RERRE (2i24)

A A 4R 1T A E#EE AWS Management Consoles
EERBITABREE (E#8H)

1. & A AWS Management Console, A% BRI Detective EE 2KV Ehttps:/
console.aws.amazon.com/detective/,

2. 1 Detective EEBEEAF | BRERFEE,

HIRFEEEEL  BNEESRFESLEENESTHMNEEZINITABRER. sHHERBIR
F ., BNEESIRFHIsSEBTABR,

MREMRFENEREEZRAY  EEtERERSR B ARG XE,
FERTESEEENEE. CRERNKEERIREESIRFBBRAREER,
BEBFHEBETEERESIRS, EXEBHFEN A HUNEER B aiRE,

- HHEEERERREE  REREEH.
- HHSEZINEBE  RERCBAZABA.

MRRESERA , RENIRFERERRAETABR.
MERER/ARBA , AEHIRFTERERRHAETRER.

E Detective REL B ERAR , BHIRFRERAERES "k GuardDuty BiA. , IR E , 8l
EHRFRESERITABERNEREEB Detective B

WMRENRFTAEERTAERBHERE , Bl Detective EMEHNIRFREEFMADEA. FH, M
EERE/REA,
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ETREREHTNEIRFNERER , Detective EEBKEENAEKA. il , EESRFTA
RREBREMKEIRF , MEMRAENIRS. EEEIRF WA UFBRAZNIRS.

BIE1TAERFER (DetectiveAPl , AWS CLI)
BRI LAS| 2R B Detective API Y17 A BI85 AWS Command Line Interface,
EEHNCHRBMACEZINITABREEEE (Detective API,  AWS CLI)

 DetectiveAPI : fEAListInvitationsi®,
« AWSCLI : B S H ST list-invitations .

aws detective list-invitations

EIfEIT RBREE

HEEEZBFFR |, Detective EREFEIIRFNBE. TABRTRERFNEE LIRA 1,200, R
TREREEE 1,200 ERERFE , AIEERBARKRS.

EZBEE , SHRFMERUA Detective I18E, Detective BEREBHNERE RS Detective Bt 58
HEEXN, RATABRNEHENA/DRA Detective AFFNBEAE, NMEEHNHBNUEGEEBRBEX
10 TB HIPRHI , BRI EFIME Z IR | Detective #$ER i — S HENE #l, Detective TR AL RE
o, EHERUEBREAKBREDEST TRBAL REE,

MREIEBEBEE |, AIRBFESRBFEBFTEDBR , H Detective TEETRBERTEALHNIRFER,
BT REIRBHE (E2£A)

& A LA AWS Management Console REIFEE FE #3858 , HH & Detective TR AMER, &
ReeEEARER BB B,

EEE T BERRE (TEA)

1. BIfE https://console.aws.amazon.com/detective/ BRI Amazon Detective 12 &,
2. 7%t Detective BEEKH , BERFEE,
3. EEMNEEERFT , EEEZEBEIFBROITABERERMESR , BEESERHE.

ERERBBASENBERBER | BEEE,

ElfE1T R EIRBFE 130


https://docs.aws.amazon.com/detective/latest/APIReference/API_ListInvitations.html
https://docs.aws.amazon.com/cli/latest/reference/detective/list-invitations.html
https://console.aws.amazon.com/detective/
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[ FE1T A BB 55 (DetectiveAPI, AWS CLI)

&I LA B FER B Detective API V1T A BB FE AWS Command Line Interface,
EEEZ T AEFEE (DetectiveAPl , AWS CLI)

« DetectiveAPI : FAcceptInvitationi®{E, EXEEEEBFARN,
« AWS CLI : @ =5 #1T accept-invitation @H.

aws detective accept-invitation --graph-arn <behavior graph ARN>

gl

aws detective accept-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

EEEBITABIREH (DetectiveAPl , AWS CLI)

« DetectiveAPI : ffFHRejectInvitationi®fE, EHEREEBFARN,
« AWS CLI : E@ B HFEIT reject-invitation @H,

aws detective reject-invitation --graph-arn <behavior graph ARN>
il -

aws detective reject-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

1T RERPBERIRS

EZBHFER  BUUERETABERTBERIRE, EARTABRTBERIRFK , Amazon Detective
EFIEREIRFANENENETRABERY. BRENEREETABRT.

REZBIRFAURTRAERPBRERS. 8RS EIEBTAERPBRAKRS,
RERERTBRAWIES (X124)
& LAE R AWS Management Console #£1T BB R P BBREMNIRS,
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ERAEER

BERTABR (X28) BRIRF

1. BIfE hitps://console.aws.amazon.com/detective/ B Amazon Detective £ A&,

2. 1f Detective EEBEAH | BEIRFEE,
3. EEMEEEIIRFT , $tHZERENTABR |, BEME,

1T AE D MEREN RS ( DetectiveAPl , AWS CLI )

& O LAfE A Detective APl 1T ABRPBERENIRSE, AWS Command Line Interface

BEERTABRPBREMNIESR (DetectiveAPl , AWS CLI)

+ DetectiveAPI : fEfDisassociateMembershipi®{E, BB EBAARN,
« AWS CLI : E@ S5 #H{T disassociate-membership @,

aws detective disassociate-membership --graph-arn <behavior graph ARN>

gl

aws detective disassociate-membership --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

IREFBEHITABRNEE

S EH Amazon Detective ERIFEZERE U THE,
Detective EE|=

EEEBIRFEA Detective i , FRELUTHER :

- TABREIBER.
* Detective EF LR EESIRFRZITABRNKERF BEIEHR,

RERFERIRITRABRPBER

RITRERTPBBRAEIRSR |, Detective B1F LIRS HEENVEH,

IRFEEERNZE
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TRERTHNERERTERIIRE,

HRZBIRF |, ARFERBHRBIRFBEDBER.

HREBITRABRPOBREIRS  IRFRESEBLERFKE.

X B bk F B R AR

EXEIRFREMEMSR , REUTIER :

- ZIRFERABTABRNENKERSBENEBR,
« Detective £ I XK P P HEIEVE B,

TRERTHRAENTESINE,
AWS IkRFEEF

EXREEBERFEREEE AWS | IRFEXEMIE Detective F1TABF MR, Detective =1L
BERERETABERD,

EREKERFHEFR AWS |, Detective B1F LLEEEKIRF N E R

00 K% , IEF KL REHHE, SEESIEFEHFHMAR | RAEEEL Detective IF
T, Detective BRAEIESHMER, EHMAREIESH | Detective BRMALZIES AR,

AWS & F B2 B3 B
& AWS 1R FRARAMKE |, Detective HREARAW BT,

- STHEEEIRFE |, Detective ERIBRITABR.
« SR EIRFE |, Detective ER1ITABRTBBRZLIRS.

AWS BEEESIRFEMEMAR , REKRFHRKEER 900 X # 90 RHIRERE , & AWS K AM
BREXMRIR A PT A RIS E R

- FERERMEFEREIR 90 X , B NUHEFHE, EWALER EventBridge RAERBFTEE , #&
BBIEEA MFHE S3 REFEREP,

- REAWS RERAER , ELEMFRCERMAIRSR , S81kF AWS EFERABRKEES ,
I 18 Rk S B AR EE R R & R

- MEFHMEF , F2EERAKRS

BERFEFRAR 133


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
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/A Important
¥ AWS GovCloud (US) it BRI & F -

- ERARARFRET , BAROIRFER , RRMER. EEEMAKRFR S RIEFIELNE
PR,

M Python Detective HIAEEIRF

Amazon Detective 1 GitHub FREEH ML 7 —#HBIR Python lZamazon-detective-multiaccount-
scripts. BB THFEE Python 3,

BOEBR T BIRIEHITUTER -
- ABEEENERESIRFRA Detective,

XA Detective # , A LU EBIERIG T AB R,

- BREIRFHEEEESIRFNEERRTAER.

- ALLREQKEIRFBEBFE FEHMG, BETURBRREATREIBFEFBHN

- BRERFREESIRFNERBITABRTBER.

- REERHNEESIRFEH Detective, EEEEIRFFA Detective i , RTEEFERSEEZFH
EEERFITAER.

enableDetective.py EETHHEIE
enableDetective.py ESHREHTUTRE !

1. MREEERF HREXZEF PR Detective , AlABEIEERBTHNEESIRFBA

Detective,

ERERETTRA Detective & , BAILSERBERIGITRAER.
2. TLLERREEEBIRFBRENERBEERTABRNEER SRS,

ERETBAASREARRALAE , BEEET,

BB LB RBREATBRIEBFE 7B
3. BB EXMEIRFIER.
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Amazon Detective

ERAEER

HRETIRE B BEIEF , Rt REIRF U ZRILEAR.

BRMEBRCEREKSIRFEE , BAOfZFEC ABES,

disableDetective.py IS HEIE

disableDetective.py ETHERIEEEBNEESIRFITABRTRERIEENKERF.

CEEHRT —ERE , LEBEEESTFEREESIRSH Detective,

ETBHNLERFT

EEESHREECEERRFUREHERBRNAMAERERFHALFEN AWS A&,

(@ Note
FRERFFHNABEBAEME.

AMRAIBENSEFLERAS M EENAG. EEHTEIBNELEE. BIREURERSH
HEAENITARE , KEHFTMT :

- BR:
- 8
- BIR:
- 8
- ER:
- 8
- ER:

CreateGraph
CreateMembers
DeleteGraph
DeleteMembers
ListGraphs
ListMembers

Acceptlnvitation

ABEEER

ALEERRLANFENITEREIFAHBREEIXA R,

disableDetective.py IEHEHE
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :<ACCOUNTID>:user/<USERNAME>"
iy

"Action": "sts:AssumeRole"
}
]
}

MRERAEELEFITNARAR , AIXAESEARERFTREYEDERLEFTNAG, KEF
HEEEBIRFHFELAE,
HEEVNARR , FHEBMTUTRAE

- EBARFHEANMENACER,
s ELAFMELENER (BEFEH) , iEEAmMazonDetectiveFullAccess 2 EE R R A,
- WMEFTR , FEACETERER,

EEAECERF , B LUfFEAEnableDetective. yaml AWS CloudFormation #8745, HRA&IA R
SRILHER , At T EE MRS EHIT,

% Python BT HREHTRE

B HTEEC2E R A M BT STE.
B MR EEC2H1T fE R

TS BI —BRER LHTEEC2EIITEM.
B AR EEC281/T (8

1. EENEBERFHPMEBEC2HTEE. SRNMBEEC2ETEENFFMERN , 52 Amazon
EC2E &M BHHER Amazon EC2 Linux #1T{E .

2. BEBAHMITERERREEBIIRFSAssumeRole L Z RHIAMA G INEEITERE.

MEREFEHAEnableDetective.yaml AWS CloudFormation 74 | Al€@B T EHH
AEnableDetectiveRREEBNHTERAE,

B Python B RRERTRE 136


https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazondetectivefullaccess
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
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B WFRVHTERACNERENR , F2RMERXELAEC2E R A ERE M MIAM
AEERBEC2HITERE,

3. REMENERE:

* APT: sudo apt-get -y install python3-pip python3 git
* RPM: sudo yum -y install python3-pip python3 git
+ Boto (&R{KARA 1.15) : sudo pip install boto3

4. BEHEERIIEC2HITEEE.

git clone https://github.com/aws-samples/amazon-detective-multiaccount-scripts.git

REAEERUATIET
BHATARAMEREPHITESR.
REAMEMUAITIESTE

1. BREEECHEEES®W AssumeRole FANEEERFREAMEKBE.
2. LTEMEMEE

* Python 3
* Boto (FR{KhRZA 1.15)
+ GitHub HIAX
37 é\ —rb-'-;ﬁﬂﬁ
Windows 1. & Python 3 (https://www.pyEl. 88/ T &H/ARE/).
2. BB T R
3. EEZRE Boto , F#1T : pip install boto3
4. #& GitHub (https://github.com/aws-samples/amazon-dete
ctive-multiaccount-scripts) T &E T RBERE,
Mac 1. & Python 3 (https://www.pyEll. 88/ T ZH/MAC-OSX/).

2. ARG SRR.

% Python IE SRR EBEHTIRE 137


https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://aws.amazon.com/blogs/security/easily-replace-or-attach-an-iam-role-to-an-existing-ec2-instance-by-using-the-ec2-console/
https://www.python.org/downloads/windows/
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://github.com/aws-samples/amazon-detective-multiaccount-scripts
https://www.python.org/downloads/mac-osx/
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T & EFRH
EEZ% Boto , FBHIIT : pip install boto3

& GitHub (https://github.com/aws-samples/amazon-dete
ctive-multiaccount-scripts) T EIESBRHEERB.

X

> W

Linux 1. ZE L% Python 3, BEITUTHP—IE :
* sudo apt-get -y install install python3-p
ip python3 git
* sudo yum install git python
2. ZEZRE Boto , #11T : sudo pip install boto3
3. AR AR R Bhttps:/github.com/aws-samples/am
azon-detective-multiaccount-scripts,

B EHERNBRNKEIRS .csv/FE
EERREFNETRABRARTRERTBROBLEIRS  LEERESRIRSEEN .csv X,

HEBNT LI HZERS. SEKRERREE SIS AWS IR ID MRS K root /A& E FE 4t
ko

ASR T 5

111122223333, srodriguez@example.com
444455556666, rroe@example. com

#1T enableDetective.py

A LA ftenableDetective. py#IITRIEC2E A EKEITIE T,
F5¥1T enableDetective.py,

1. B.csviERERIEC2HITEBHAMERK Efamazon-detective-multiaccount-
scriptsH #,

N

YI#:E amazon-detective-multiaccount-scripts B o

3. #1T enableDetective.py 5,

BUEMBRABBRAKERS .csv BE 138
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enableDetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --tags tagValuelist --enabled_regions regionList --
disable_email

HITESER , FEUKUTE
administratorAccountID

EEE AWS Ik F IR 1Do

roleName

EEERFNEERSRS HEERREN AWS BEEHE.

inputFileName

DEENMEEEERIIRFITABRNKEIRFBEN .csv BRER,
tagValuelist

(ER) EEMEMITRABRNERESE CLERD ).

Y EERE , KA key=value, B0

--tags Department=Finance, Geo=Americas

regionlList
(BR) LLERIRBNEESSFE , AEHTERERFHEZEEESIRFNITABER, Hlm .

--enabled_regions us-east-1,us-east-2,us-west-2

EEE RS TR R TEEE B Detective, EEEBBRT , B BEEUA Detective , T AERE
BREFREIHITABER.

MRERREHERHFBE | RIESHEHE Detective XENATE R HIEF,

--disable_email

(ZH) MRETE , Bl Detective T& 6 X ERF 31X 855

i

F B4

#11T enableDetective.py 139
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#1T disableDetective.py
A LAftdisableDetective. pyH{TEEC2E H A B KB TIET B,

FEH1T disableDetective.py.

1. # .csv BEERZ amazon-detective-multiaccount-scripts B,
2. BZEAEENESEEFRFEA .cosv BRUREEEBRFHNTABERTPMBBRIIEHRERS , FH

1T disableDetective.py ¥ESH , TR :

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList

3. ZEEMEERETEAESHEERFMN Detective , FBHI1TIEHR --delete-master EiCH
disableDetective.py {5+,

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList --delete_master

HITESER , IR TE
administratorAccountID

EEE AWS IR FHIRSE 1Do

roleName

EEERFNSEKRERSPEREN AWS BEEHE,
inputFileName

FEEREEERFITABRBRAIKEIIRFBEN .csv BREBR,

ENE &= A Detective , th % EIRM . csv EER,
regionlList

(ZA) BEFTUTHAR—EERENETBFE CLERSR) :

- REBERFHNITABRIPBRERERSE,

« MREBE --delete-master &2 , 5515 A Detective,

Blgn -

#17 disableDetective.py 120
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--disabled_regions us-east-1,us-east-2,us-west-2

MRERRHEERFBE | RIETHEHE Detective XENAAE BRI HIEF,

#1117 disableDetective.py 121
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B2 Amazon Security Lake &

Amazon Security Lake R T2 ZENLTLERMRYE. ZLAILAEA Security Lake , &R BIR AWS
¥, SaaS #tfER., AFHBIR., EHRRENE=ZFRENZLHER , BBETEREELIRSE
RERERM. AWS Security Lake AT B E S L2 ER  BLELE THREEEBHRER
RE, 1EiB Security Lake , BIBAUREILEER. EAERXNERNRE.

Amazon Detective B2 Amazon Security Lake 55 , EEWRE R A LA EHMFFEN Security Lake FFREH
R BEFER,

FERALES , BRI LR Security Lake [REX BN AT RIRKE B5FEMEH. Detective R ZZIFIRR
2 (OCSF1.1.0)

« AWS CloudTrail BEEEHRA 1.0 R2#&
« Amazon Virtual Private Cloud ( AmazonVPC ) #fZH& 1.0 Rk 2 &

« Amazon Elastic Kubernetes Service ( AmazonEKS ) &t H&#E 2.0 lR. HEFEH Amazon EKS &#
HEsMBRR , 4B F8ram: ListResourcesEIAMEFT, MEFMEN , BSBREATEIAME
BR¥TIE EIRMRE

WMEFE AR Security Lake 241 B BI#§ 2R B AN 18 AWS BRIEH B S HEIRAOCSFEBIERMWEE
&R , 552 B Amazon Security Lake £ & 1B/,

# Detective BEEZ £ HE 5% , Detective BBA R £ HEEEE AWS CloudTrail EXEE4F Amazon
VPC REBFHENRKER. NEFMET , FSEEHFRKEE.

EYF Detective EHZ € &4
E 8 Detective EER L HES , BUATRUT SR,
1. BRR 28I

FEREBERIIRE , AENEBIEEZRN Security Lake BXEE, MECHMAREM , LR
Security Lake IE1E# AWS CloudTrail EEZE 4 Amazon E¥FAEM (AmazonVPC) KB
WERAFNSEH,

ATHERELBELEE | Detective BERFARKZHEFRS , YEEFALZEMH T EIRSET
Security Lake &,

2. BNZ2HETRE

BAZS 142


https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
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https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#securitylake-subscriber

Amazon Detective EREER
= ZFEAREB Amazon Security Lake B B S RIZEH |, A AR Security Lake BWETBEAF. FHKR
NT SR ERATIHER T Detective tRFEES,

3. #FTER AWS Identity and Access Management ( IAM ) #ERRFINEEMIAME 12,

o FTETHIRRUE I EL LM Detective B :
- #$IE L AWS Identity and Access Management (IAM) #EFRKt I EEWIAME 2, WEFFME
F, FSEBLEIAMERIEZENIRS — &,
- HGLEIAMIR BIET 18 = 23] & R EE AWS CloudFormation FRIE A BIIAMES &, NEFFM
B, B2l TRERMEEENIAMESEE —§,
- WRESEH Detective B Security Lake BE , BEAZSHEL (IAM) IR MEIEHNIAME
2. MEFHMENR , FERBLEIAMERITIEZZNIRSE — &,
4. ERERAFAARNBEIAES

{5 AWS CloudFormation E34<3REXEE I MBI Security Lake STFEHEZEHEFIENZE, NMER
MBS R | F2BFEHA AWS CloudFormation SEAE V&, TREBUME %  BRAR

PaN
Ro

ERI{aIfE A Detective 4| & # Amazon Detective B2 Amazon £ HMERNER , FEEUTH
$8 : Amazon Detective B Amazon &4 HE K- AR E-->

B4R Z Bl

AEFERBPAS SR |, HINEREBH Security Lake RIKEEE, A Detective REEEERFRA
Security Lake , SAR ##E52 Security Lake IE1E WSS BB B4,

L 2B AWS Organizations 24 , AIEEEBTZEAKRFHNLEHKE, BEESHHEBER Security
Lake , #&# AWS Organizations IR F % H L /BB IEEE IR Security Lake RIKEE S, ET
R, EREY Security Lake BE B4 AR Security Lake , S AMEBFH K ERS A B FEFNBHK
%,

EIRBE LS ME Detective ZHI , 557 E Detective RIKEEERFERAL SN, BMREBELREE
RLHERE |, WA Security Lake E# AR Security Lake REXELHWE, MEMARLA Security
Lake WYEEMALER , 552 F (Amazon Security Lake fEA&EIERE) M AFIHERE,

A | 557EER Security Lake IEFE#E AWS CloudTrail B2 E# M Amazon E#FAE Eif
(AmazonVPC) i AFWE AFME4., MFEFE Security Lake REE#RIENFFAEF |
Amazon Security Lake fEF & BRI P AV AWS IRIEUKEEH,

30
s
&1
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https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#resource-share-arn
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#cloud-formation-template
https://www.youtube.com/embed/73ZurSZCZwA
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#cloudtrail-event-logs
https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#cloudtrail-event-logs
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SR BUREHFIRA

REBERPUMAGEA Detective TRAEURZEMIRITREE.

HEEFARE Amazon Security Lake 9 BB 4 | B4 AR Security Lake WETEAF. fSTEAF
A LAEHFMFZE Security Lake REMNER, EFEHFIVERNFTEE AT LAE A Amazon AAmazon
Athena EfRT , B1Z7E Amazon IEREFZ R (Amazon S3) #EF AT P& AWS Lake Formation
ERK, EERAITBAF |, Security Lake EEEX EARRUTELEHERANTEAFEFER
B, MEEESWMATIBENFHENR , 528 (Amazon Security Lake EAEER) FHEL
EEEHFRENIEAF.

AR T SIS BRIE N Security Lake 5] B%E , LR EE Detective RMEEERFHNEHFEE,
£ Security Lake F#I Detective 5] B 5

1. BABK Detective 12 & B Ehttps://console.aws.amazon.com/detective/o
2. EEEERPEEES,
3. %t Security Lake FTRAF &K+ , IL&IkRF IDFIED ID &,

BERLZEHMEEESMERELIDsRK

« ZETE Security Lake R BB Detective 5]BAF,
- EERIRAFRRERAERFEUE,

« BWRMEH Lake Formation A2 3I Security Lake ZHE]BIAF |, 554 Security Lake 32 A&
F3&HY Lake Formation fEAE RHZEUS %,

EXLHMEEREBRBEITRER T2 WSARNALESL Amazon ERHA. ERRKEES
EIAARNGZ,

4. T [REMHMAETF] XS #E A Security Lake EE BFTRHMNEIRLARNA,

5. ARN#E Security Lake RIEEEE B ERLA 2% , ARNE [ERLH] ARN A diEg A
[Security Lake B &] Bi#&H,

HER 2 : AT FEIAMEE R A IR S IR

AEFERPELHBIFIBEIAME 285BI AWS Identity and Access Management (IAM) #EBR J& B 49 5%
HER,

SB1: BNLRESHTEE 144


https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html#create-query-subscriber-procedures
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html#create-query-subscriber-procedures
https://console.aws.amazon.com/detective/
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= E A Detective EEZ 2 HE S |, BB T %] AWS Identity and Access Management (IAM) #ER
R A INEEBIAME 52,

BUTHRRBEEKMEIA®, NMREEEFEHBESH Amazon S3 FFEFEFK Athena BHEER |
5520 Amazon S3 EFIFEEZBEME athena-results-bucket, MREFHLE Detective BEIELE
Amazon S3 f#ZET B8 R1F M Athena EFFER , 58S30bjectPermissionsfEIAMBIER %% R EE (B 7
FETE,

MRELZEZLFERMMEIAME 2 HEER | BEBEEN AWS RREES, REHELENE
PR, (BER4ARME , F20 AMERAFM) P E#RIEEFEEERAS,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

I
{

"Sid": "S30bjectPermissions",

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

]

I
{

"Effect": "Allow",

"Action": [
"glue:GetDatabases",
"glue:GetPartitions",
"glue:GetTable",
"glue:GetTables"

1,

"Resource": [
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"arn:aws:glue:*:<ACCOUNT ID>:database/amazon_security_lake*",
"arn:aws:glue:*:<ACCOUNT ID>:table/amazon_security_lake*/
amazon_security_lake*",
"arn:aws:glue:*:<ACCOUNT ID>:catalog"
]
I

{
"Effect": "Allow",

"Action": [
"athena:BatchGetQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetWorkGroup",
"athena:ListQueryExecutions",
"athena:StartQueryExecution",
"athena:StopQueryExecution",
"lakeformation:GetDataAccess",
"ram:ListResources"

1,

"Resource": "*"

I

{
"Effect": "Allow",

"Action": [
"ssm:GetParametersByPath"

1,

"Resource": [
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/ResourceShareArn",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/S3Bucket",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/TableNames",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/DatabaseName",
"arn:aws:ssm:*:<ACCOUNT ID>:parameter/Detective/SLI/StackId"

}I

{
"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"iam:ListRoles"

1,

"Resource": "*"

},
{
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"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"securitylake.amazonaws.com"

T3 ESERAAARNBBEMARES

AEREFRAMEA AWS CloudFormation A Z ERLFHARNEEN LB | ERRA Detective B
Security Lake B2 BN S ES R,

= E1E Security Lake FEURHRER B , BUEEZ KRB Security Lake BEEEFTE MK Security
Lake tRFHVERAZBF. CEFEREBIRFERRLZM AWS Lake Formation #F /. L5, &
2787 31 Amazon Simple Storage Service (Amazon S3) A FETE , MBWERKREHR AR,

ET—ELBRD | #i8FEH AWS CloudFormation iR & : S ERLHAARNES. BYME
AWS Glue R BEER &R , LA&EF AWS Lake Formation Rk EIEE R,

EISEERLAARNEBRE I MARZRS

1. {$H CloudFormation &2 3 31 CloudFormation # &, MFFHMET , FSBEFEH AWS
CloudFormation S~ &,

2. TRHMEBEVE , FRE [RARS] UBARZEMMARN Detective BE,

£ AWS CloudFormation #5422 37 3t &

Detective #2fft AWS CloudFormation 7 , ] AE AL EEARREREE L MEE Security Lake 5T
EEHTFIEMENSH.
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$E 1 : BT AWS CloudFormation R A&

BB AWS CloudFormation lRIEB® , FEEEA AWS CloudFormation EIANZE &, & IR7
BERIURKACHWAMELT , BEL Detective EEEEIRFNEES, FE AWS CloudFormation AR#E
ACREEMER , 3528 AWS CloudFormation fRIE A& &,

1. & A AWS Management Console I FRBIAMEE A , U https://console.aws.amazon.com/
iam/,

EIAMEZENEEERT , BIE [AG], RAREE [BIAC]

¥ Select trusted entity (ZEVEEHER) EE , i#IF AWS service (AWS BR#E).
i##2 AWS CloudFormation, REZBET—%,

WAAENEM, HlW : CFN-DetectiveSecuritylakeIntegration,
HBULT RERBERM NEI AR, FE<Account ID>BUERHI AWS BREE ID BUK,

2 T

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudFormationPermission",
"Effect": "Allow",
"Action": [
"cloudformation:CreateChangeSet"
1,
"Resource": [
"arn:aws:cloudformation:*:aws:transform/*"

"Sid": "IamPermissions",
"Effect": "Allow",
"Action": [

jam:CreateRole",
"iam:DeleteRole",

iam:AttachRolePolicy",
"iam:DetachRolePolicy",

iam:UpdateAssumeRolePolicy",
"iam:PutRolePolicy",

iam:DeleteRolePolicy",
"iam:CreatePolicy",

iam:DeletePolicy",
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"iam:PassRole",
"iam:GetRole",
"iam:GetRolePolicy"
1,
"Resource": [
"arn:aws:iam: :<ACCOUNT ID>:role/*",
"arn:aws:iam: :<ACCOUNT ID>:policy/*"

"Sid": "S3Permissions",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket*",
"s3:PutBucket*",
"s3:GetBucket*",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration"

1,

"Resource": [

"arn:aws:s3:::*'

"Sid": "LambdaPermissions",

"Effect": "Allow",

"Action": [
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:GetFunction",
"lambda:TagResource",
"lambda:InvokeFunction"

1,

"Resource": [
"arn:aws:lambda:*:<ACCOUNT ID>:function:*"

"Sid": "CloudwatchPermissions",

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
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"logs:DeletelLogGroup",
"logs:DescribelogGroups"”

1,

"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group:*"
},
{

"Sid": "KmsPermission",

"Effect": "Allow",

"Action": [

"kms:Decrypt"

1,

"Resource": "arn:aws:kms:*:<ACCOUNT ID>:key/*"
}

HER 2 BIERMEEEMIAMER,

BEETHIER , TEFEALEL—RBSEPEMIH CloudFormation RIEARENHE, K THIAM
R B8 2851 8 A 2R{EIE CloudFormation IR AEMNIAMESEE, FASRERILIAMERE L
B, MBRELZEFMBIAMKRO X EER | FEBi4% Detective BIEEIIRFHNEES,

(@ Note

FEUTBERF |, LEBERHPFIEAM CFN-DetectiveSecuritylakeIntegration 2#&E L
—1{& Creating an AWS CloudFormation RSAELRIEINACR, MRFE , HFi
HB8FALE L —AFRPAa ANACER,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PassRole",
"Effect": "Allow",
"Action":
[
"iam:GetRole",
"iam:PassRole"

]I
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"Resource": "arn:aws:iam::<ACCOUNT ID>:role/CFN-
DetectiveSecuritylakeIntegration"
},
{

"Sid": "RestrictCloudFormationAccess",
"Effect": "Allow",
"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:UpdateStack"
1,
"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>:stack/*",
"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [
"arn:aws:iam: :<ACCOUNT ID>:role/CFN-
DetectiveSecuritylakeIntegration"

]
}
}
},
{

"Sid": "CloudformationDescribeStack",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:GetStackPolicy"

1,

"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>:stack/*"

},
{

"Sid": "CloudformationListStacks",

"Effect": "Allow",

"Action": [
"cloudformation:ListStacks"

1,

"Resource": "*"

},
{
"Sid": "CloudWatchPermissions",

"Effect": "Allow",
"Action": [
"logs:GetLogEvents"
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]I

"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group:*"

$E2 3 : £ AWS CloudFormation #24|&FiEEEERE

1. 1% Detective EZ] AWS CloudFormation 2&l&,

2. (ERA)BAMEERE, HEEBREEDEN, ZUUSHEEBREFTRAERAHEBEBTEHERNE
o

3. WAUTSHE .

« AthenaResultsBucket— MR R AE , Al EAREELE Amazon S3 FEFETHE. MRER
EFfAECHRETITR  FaARTIRBEBREAE Athena THER. IREBFEAECHE
E A6 SHCEREESRALAVAEENESARN, NREEHAECHFEEIE K FRELEE
M LakeFormationPrincipals EE¥YMHEABEEREMNEPERUENGTT, UERE
EPEEF AT AUEEABE T |, 52 B (Amazon Athena A EIERE) FNEHERNZITEA,

+ DTRegion— W ERLER., FXLEUMUFHE,

- LakeFormationPrincipals— i AARNZ E 1R EEFEUELAE A Security Lake BEWIAMESEE
(BIENIAMABARN) , BUESE DR, ELTRERZEME A Detective R 25 MEI ML £ TEA.

IBRAREERIBSTHIELEE [Step 2: Add the required IAM permissions to your
account]H K MIAMBERMIAME S E &,

« ResourceShareARN— BV BFELXIEE, F2EF BV FNE,
4. FFWE

IAMrole — JZ2EU&fECreating an AWS CloudFormation Service RoleSZBHEIHN A
B, RNE , MREBHMWIAMA®IECreating an AWS CloudFormation Service Role#
ROEEMELERR B KAEREARAZA.

5. WMEYAEMERDALR , ARR-TEUHRZRE, MFFAEFR , FRE T IIEEILAIAM
&R,

* ResourceShareAcceptorCustomResourceFunction
- ResourceShareAcceptorLambdaRole
- ResourceShareAcceptorLogsAccessPolicy

* SsmParametersCustomResourceFunction
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- SsmParametersLambdaRole

- SsmParameterslLogsAccessPolicy
* GlueDatabaseCustomResourceFunction

- GlueDatabaselLambdaRole

- GlueDatabaselLogsAccessPolicy
* GlueTablesCustomResourceFunction

- GlueTableslLambdaRole

- GlueTableslLogsAccessPolicy

S84 . 1% Amazon S3 REEFEFRBIRIIEEPHWIAMER LakeFormationPrincipals

(EIEM) MRLRZEILEARAthenaResultsBucket ARELE , BXAAMR T IR AIKM ME
FlLakeFormationPrincipals®IAMEZE &,

"Sid": "S30bjectPermissions",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

athena-results-bucketLAAthenaResultsBucket&BBE{X, AthenaResultsBucket A LATE
AWS CloudFormation 24l & £k Z :

1. FBTELLTFERIR AWS CloudFormation £ &, https://console.aws.amazon.com/
cloudformation

2. B—THRE,
3. B—TERESR.
4. ¥ E5EE ID AthenaResultsBucket W HEKEHEEE D,

BERAERE

MR LB ES T FARES Detective E2 Security Lake WS E , B LRELESE , REBARK
RAEE, BAILURE AWS CloudFormation SEA LSt TR RAIEHRALES -
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« BEFR Security Lake 718 , B LUEMFHETEAF , ¥ Security Lake EE B AU EFHIRBET
R ERRIR,

- EEIETETRREMN Amazon S3 FEEEEREMFBENR B,

« IEETE Lake Formation HY =8,

B R EFMRAE Security Lake By Detective B &8 , B UREERLAARN , IBRIAMER, =
REBIAMERR | &0 LA1E Detective EBEIIAMIZ#I A, &t 0] LAREE £ 511 AWS CloudFormation 4R
hig ANE, BUEMBERIRA CloudFormation B EHEN , TEEEHBAERS,

EEFHRA Detective B2 Security Lake &

1.  BARX Detective A M Ehttps://console.aws.amazon.com/detective/o
2. EEEERPEEES,
3. HAUFERAUNTHAE-—TRRFEEES .

« 7£ Security Lake Bi&H , BIFEMRLE,

« £ Security Lake BEi&H , BERR., ERAEAET | BIERE,
4., BAFNERLARE ARN , UEREFHHHER KR,
5. WEBMHNIAMER K MREBBEEAMER , FoEIAMERE,
6. #m¥E CloudFormation A HY{E,

1. EMBRBEEHE REZBEIIMEE, MEERMRBEHE ffﬁﬁ"é"ﬁ'ﬁ’fiﬁﬂlna_niﬁqﬂ}iﬁ%ﬁ
A AW ERESRN, WEFMEN , B2 EMER#E CloudFormation &

1. B ¥ CloudFormation &, WMEFMAEN ,

=
He
= o

7. BREMAERS,

FH2 B FEH AWS CloudFormation #34<2 37 3t

XEN AWS b [E@

A LLELLT AWS B35 Detective EEZ 28 S,

XM AWS BE 5
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ERAEER

Eh =R

XEIRER (%)
XEIRE (HEE Bt
1)

XEIFER (h0F ke R

Bl 1))

XEIFER (BREF)

DREH (HE)

DAREE (BH)

SIXESE (#703R)

DREE (BEH)

Tk B ()

EX (FEB)

BN (EM3E)

BUM (ZFH)

5 35

us-east-2

us-east-1

us-west-1

us-west-2

ap-south-1

ap-northe
ast-2

ap-southe
ast-1

ap-southe
ast-2

ap-northe
ast-1
ca-central-1

eu-central-1

eu-west-1

securitylake.us-east-2.amaz
onaws.com

securitylake.us-east-1.amaz
onaws.com

securitylake.us-west-1.amaz
onaws.com

securitylake.us-west-2.amaz
onaws.com

securitylake.ap-south-1.ama
Zzonaws.com

securitylake.ap-northeast-2
.amazonaws.com

securitylake.ap-southeast-1
.amazonaws.com

securitylake.ap-southeast-2
.amazonaws.com

securitylake.ap-northeast-1
.amazonaws.com

securitylake.ca-central-1.a
mazonaws.com

securitylake.eu-central-1.a
mazonaws.com

securitylake.eu-west-1.amaz
onaws.com

BAAWE ;

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

XEN AWS it [E@
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ERAEER

i & =15
BN (R eu-west-2
BN (E2R) eu-west-3

BN (HTESHEE) eu-north-1

EEMN (ERE) sa-east-1

securitylake.eu-west-2.amaz
onaws.com

securitylake.eu-west-3.amaz
onaws.com

securitylake.eu-north-1.ama
Zzonaws.com

securitylake.sa-east-1.amaz
onaws.com

1£ Detective FE R HFE

# Detective BEER £ 1B &% , Detective B
Virtual Private Cloud (AmazonVPC) #i#& H

(® Note

BAWE ;

HTTPS

HTTPS

HTTPS

HTTPS

SRBR L L HMREEEE AWS CloudTrail EEEH4H Amazon

s AEEARY R 48 B 5.

£ Detective AEH R AFEARINTE, EIE Amazon Athena EARR EH b AWS FRIEH

RERMARRAMERKEL,

AWS CloudTrail EEE# A AR TFHIRE

- AWS IRF

- AWS fER &

- AWS A

- AWS ABRERE

« Amazon EC2 &4l
 Amazon S3 f1FETEE
o |P thhk

- ERERHEESE

- EEEXTR

18 -

1£ Detective FEHRIB A
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s FEREXRER

- IAMAE®

- IAMAEEE

- IAMERE

Amazon VPC FLow BRI AR THIRERE :

« Amazon EC2 &4l

» Kubernetes Pod

BERI{aIfE A Detective 4|4 # Amazon Detective B Amazon £ HMERNER , FEEUTH
$8 : Amazon Detective B2 Amazon &4 H & 5 -0 {a] {5 F -->

HEEHAWSHRIE I R IAFC &%

1.  BARX Detective A M Ehttps://console.aws.amazon.com/detective/o
2. EEEERT  EEES  AREES AWS account,

3. & [ERAPIEFE] BERY , EEF [BErEERBNFRER

4, BULELRBERRKBR.
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Detective » Search » AwsAccount/714603721603

714603721603 Scope time Info

. AWS account Info

12/21/2023 18:00 UTC > 12/22/2023 18:00 UTC |

Activity for time window: 12/21/2023 18:00 UTC - 12/22/2023 18:00 UTC £ Q Query raw logs ‘
Observed IP addresses APl method by service Resource
Q Search 1
IP address v Successful calls v Failed calls v Location v Actions
> 6 2
> 2 1 -
> 1 0

ERABFEEERRD | B LR EIBH Security Lake EHE RN BFNEH, NEEBER
WMEMH HEWFEER , B LR Amazon Athena REERIVE L,

Raw log preview: CloudTrail X

View raw event logs that were retrieved by querying data from Security Lake. For more details about the raw event logs, you can view the data displayed in Athena.

Raw log preview (500+) 1 2 3 4 5 6 7 .. 5 »
date_time v requestor_arn v account_id v region v source_ip v service v api_
2023-12-22 09:58:38.000 UTC us-east-1 s3.amazonaws.com GetE
2023-12-22 09:59:49.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 iam.amazonaws.com Getl
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Get(
2023-12-22 10:00:13.000 UTC us-east-1 autoscaling.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
Close ’ See results in Athena [ ‘ Download results

B L EEHREEFERNRPEUEHERFER. £ Amazon Athena P EERRUNTHERAER D
fB{E (.csv) BRERE.

WRIETE Detective PEF R , BERREEEMER , EFTRRATRREK.

£ Detective FEHRR B 158



ERAEER

Amazon Detective

- [R5 HFEABER® %&£ Detective FE M AT A , MR T 7E Security Lake HFEFRPHET. FHEEBH.

« Security Lake AIgEE R A, MREEFTRANKRE , BIRT Security Lake 2> Hib. FHEE
#9 Security Lake B S Bi#& AR IR R RE,

)

- BH AWS AGBHRKRKHE

« & Amazon EKS BEWEREB A

« &7 Amazon EC2 #TIERI R1s B F

&3 AWS A By R I6 50 &%

WMRIEIRT B AWS ABEMIBENEFAEE) , W Detective 2 & RHEEIT IR,
BEEHAWSH BH RIBCHE

1. BARX Detective A M Ehttps://console.aws.amazon.com/detective/o
2. 1£ [Detective HE]) HH BN HIEME] BT , &L T AWS A,

3. HEEEERY , BEEFEEES K ARES AWS role,

4. HRAWS At , ERERNETRZERIEX IP 713 H AV EAPIFEALY,
5. EELERENAPIBEZSENRAEETR , AR Raw SRixEBE R,

Activity for time window: L

Observed IP addresses APl method by service Resource
Q, Search 1
IP address v Successful calls v Failed calls v Location v Actions
> 289 284
» 63 0
> 42 0
> 21 0
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3 Amazon EKS £ EKB A

1.  BARX Detective E#2 &M Ehttps://console.aws.amazon.com/detective/o

¢ [Detective HE) EHEUSZRENAREELEERF , EEE Amazon EKS 5,

£ Amazon EKS B5£FHMEREEH , EE Kubernets AP SEB) R 5|11E R,

£S5 Rk Amazon EKS #5# T8 Kubernets API SEE), EBEH , BRESHERFENERFME
o

5. ZANEMRKREARK B,

> w0 Dd

&5 Amazon EC2 HITEEBMW R B

1. BARX Detective A M Ehttps://console.aws.amazon.com/detective/o
2. ESEBEERP  BEHEE  A%ES Amazon EC2 instance,

3. & "ERVPCHRE., BERYP , EELEFENAPIBEZS ENRAEE T , R "RBCEE,
HERK.

4. SERLAELRHBERRR B,

Activity for time window: 11/21/2023 11:00 (UTC-08:00) - 11/22/2023 11:00 (UTC-08:00) .~ @ Toggle overall traffic Q Query raw logs
| Q Filter ‘ 1 2 3 4 5 6 7 . 888 >
O IP address v Local port A4 Remote v Inbu.und Outl:lluund v Protocol v Directionality ¥ Act-:ept / v Actiol
port traffic traffic Reject
O 22 - 44.7 kB 57.7 kB TCP Inbound Accept E
O 22 - 2408 480 B TCP Inbound Accept Q
0 22 - 61.1kB 75 kB TCP Inbound Accept Q
O 22 - 59.6 kB 70.8 kB TCP Inbound Accept Q
(] 22 - 2408 5408 TCP Inbound Accept Q

ERBBFAEEERRT , B LIRIREB R Security Lake EHE RN BFNEG, UEEBR
WREHHFEWEFMER |, B LR Amazon Athena REERIIEHL,

BRI EEHREEFERRTECHEMFER. £ Amazon Athena FEERRUL TERERBEZH D
fB{E (.csv) SRERE.
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Amazon Detective EREEmR
ERHES

MR E1E A B Security Lake B Detective B S , B8 LB/ Security Lake ZF AFMNEHER,

= E{= M Detective B Security Lake &

BARK Detective E#2 A KWL Ehttps://console.aws.amazon.com/detective/,
EEEERPEEES,

RERREHHE, WEFMER , FSEMERHE CloudFormation &

E&H Security Lake BAEKH | BIEEA,

R A

e

i Bx# CloudFormation

MRETFMBRIREHE | ARRSELEMRESHRELFHEE, ETLUEA CloudFormation £ &
MBR CloudFormation #t& | si{#EFH AWS CLI.

E B AWS CloudFormation #48 ( #2%1& )

1. FBELLTFERIR AWS CloudFormation £ &, https://console.aws.amazon.com/
cloudformation

2. 1E CloudFormation AW [HE]) EE L , BEEEMRNHESE, EBE S BEEEHIT.
3. 1 stack details (HEBFFHER) BIEP |, 1BIEF Delete (MIBR).
4. BRHIBTE , EE Delete stack (M kRt &

(@ Note
HEEMERRIEMBRESEEELL, HEBEEHEITE DELETE_IN_PROGRESS (1IE1EMBR) AR

“b
R&o

EHBMIBRTR 2% , HBEEM DELETE_COMPLETE (MRS AK) ARAE
3E B M BR 5 ER T B HE AR

MREBIEE —TDeletetZfliFailed to delete stackBEZAEMEIRELR , KRTENIAMAE®
REMBRHEER CloudFormation #FR, AR ENIREEE S LIMERESE

fIBR CloudFormation #4& ( AWS CLI )
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£ AWS CLIMEF WAL TES :

aws cloudformation delete-stack --stack-name your-stack-name --role-arn
arn:aws:iam: :<ACCOUNT ID>:role/CFN-DetectiveSecuritylakeIntegration

CFN-DetectiveSecuritylLakeIntegration & ES B Creating an AWS
CloudFormation Service Role HEVHRKEAE,

MIB&H#E CloudFormation & 162
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A AR EE 32 Detective 2~

A T B EIERE Detective 2B , FERHEE NN ERENAFT R

- SHHEESIRF  AERESESEEATABERTNERENER A,
- SHEREIRE , AEEESEERHANTABRTETERFNERENART AR,

Detective 12 % 3F AWS CloudTrail B 5528,

B &%

- BRITABERNEEHA

« EE% Detective EEERFNEAER
« B2 Detective EEIRFHNERAER

- Amazon Detective fI{A 5t EFEEFT A

BEARITABERNEESA

Amazon Detective ABEEFHNZEIRFIRA 30 RWERERA, BRREUTEHEZ—K , IRFHN
REH BB,

- IRESF B Detective , IRBITHBERNEEEIRE,

- IRESHIEES AWS Organizations P HMBAY Detective BB EIRFE |, Bi$E XA Detective,

« MR Detective BEXEEIRFEEE Detective Z Bl 2 A Detective , BIXIEF T EBHBEH 30 X%
B5A,

- REEZBERATABRPIKERSE  YRAAAREBIIRSE,

- {ABIRF &M Detective EBERFRAAREIRSE,

B | BIBE 30 RN A EBHA. XIRFT2HERBBAARENTMERKE., ERARR

i , Detective BRBMIIRFHHEECMMITABREENERKERER, MFEWNAIER Detective JEE,
ERAEYEFERANFMEN , F28 ERIMEE Detective A, MEEBWFHMENR , B2
B Detective 1B,
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ESFHRAETABERBSEAMEERN 30 XEE, flM , rRFEBAR/TRABERNKERF. BIFRK
30 RWREHA. 10 X& , tRFEEMHEARIATRASE—EITABER, HREF_ETABX , IRFE
WE 20 RWRBEER.

RESARKRZEED

. EIEEIRF 0 LAERE Detective THEE , BB HEEE,

- EEE MK EIRF A LAE Detective FREMEPINENERA 2B , ERERENGFTER. F2H the
section called “EIEEWRFE HEMEBR” M the section called “FRERF AEBH,

\

EANERRFRN 2 EEH

Detective EAZANERRRIEM 30 KWK ERHA., ZREBHAEE XA Detective B A0
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Detective & 7 B BUR

FRUAMEB 7 BRI AEBRNRE  BULEEATRIEBNEEMER , MR AFIIEEBEIEN K
#. Detective XEFEHE. BERMNEFH SR,

EBRAAEISONER P ERNFETE , B8 (EAIAMEIEE) F1 (AMISONERTES
).

B

EESWLER AWS JSONKREERIEEH AT AT EAR, b2 , WEEEBETERG T
B BEIRAITHLEE 1,
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JSONZKEEAction TR MR T B A AR R A FFRIBAB K H F IV EIME. RESEFER EEIBIAY AWS
APIREEBMENERE. A—EHIAER , flaRBETEAPRENERBRNRE, F-EEE
FERRTNZEEBE. ELBMANBEBRAMKEIE,

BEREEABERR THITHBEB BT,

BEEBRARR S EEE Action 2 NotAction tE, Action TEEHHBEK AN E
ﬂEo NotAction iigguth$ﬁ§¢ﬂg§j¢o

$t ¥ Detective EHMEIMER IR T B A LUE A Detective #1TH T4E, Detective FHIBUREEERUT
B : detective:,

Flan , EEREFACreateMembersAPHEE BB BRI ETABFHER |, B
Zdetective:CreateMembersEB{EBEEHKIE T,

BEEE-RRAXPEESEBE  FRERDSR. flM , HREEIRF  BREFEREEBFEBEN
—HEBIE -

"Action": [
"detective:ListInvitations",
"detective:AcceptInvitation",
"detective:RejectInvitation",
"detective:DisassociateMembership

ZAIUERBRAT R () REEZEEE, iU, EEEERHEHTRABRTEANESR , Detective FHY
EEERFAXARHPMTUTIHE

- RBMMKHKERSEE (ListMembers),

- SEERHNEIRFNENR (GetMembers),

- BEKERFZEHITAEZR (CreateMembers),

- RMEMITHAER (DeleteMembers) FEKBRKE,

BAT LA LA F Members ERWFIESERFER , MEZERP HiLEEHE, ZIBETESEUT
BE -

"Action": "detective:*Members"
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EEEF Detective BMEMEE | 520 (RERESE) BHHE Amazon Detective E 2 B 1E,

'R
EEEWLER AWS JSONKEERIEEH AT AT EAR, B2 , WEEEE T EFRG T A
AT BEERANITHESE.

ResourceJSONREBITEEIEEEEABHEN —ERZ B4, FRARXNSESTE Resource
NotResource tH., REMZERFERAHE Amazon ERE# (ARN) EEER, B UEEZEBEFEEE
FREENWEME BAEREBRGT) REEM.

HRAIXEBERBERFFAINEE (P05 HRE) , FEABRFER () RRTIEEAXERARAEER.

"Resource": "*"

MENB R FEMEAARNs |, 5528 Amazon ERE T (ARNs) 1 AWS FR#Gar A 22/,

$t¥f Detective , E—MERBRETABE R, Detective FHITABEREBLUTHRNZEARN :

arn:aws:detective:${Region}:${AccountId}:graph:${GraphId}

i, TRERERLUTE:

s TABERWESER us-east-1,
- EEEIRF IDWIRF ID A 111122223333,
« THERNWERID  027c7c4610eaktaacaf®b883093cab899,

EEResourceBAHBAILITAR , BLEALTRZAARN :

"Resource": "arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacatf@b883093cab899"

o

£ E Resource RIAXFIEEZHEER , BERAIZRIETDP

"Resource": [
"resourcel",
"resource2"
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]

filgn | rJaEE AR —E AWS IREXAZETABRPIWHEIRFE, EXRERFHBUER
|, Resource BRiR A HIRF M BFHEFEANITABE R,

"Resource": [
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899",
"arn:aws:detective:us-east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"

]

BMTRER. FHTABRNIIHTABREBFESE D Detective BEFEERETRER LAT.
HRILEEE , Resource RIAXNMLAERABRAFT (*)o

"Resource": "*"

S EESIIRFEF | Detective ~EFERVRHIBRNEAERTBRZIFETABRNEERSIK
Fo. HRREWRFEF , Detective 1Ak ERTFRHFBRNERAERTBRZARERS . BIEIAMEKE
RETAENFIUE  WREAETBRIERAVIRS , £HE BEENTEF,

HBERETRBEE LATHAEEE , IAMIRRIEZEEFARN, ARNEAUERMAB R, 5
m, EtRkFE— XA Detective B , FIHIAMKEE 7] £ B A28 8 A F L 2R ZEUFTE Detective Bk
ARN, ZEBE  FHETUZEBREEETABRTPIRERFILETAE, BITABZE ,
& ] LA 37 IR B LA 18 B FZARN,

R R 5|8

EEEWLER AWS JSONKEERIEEH AT AFEMTEAR, B2 , WEEEE T EFRG T
A BEERAITHEEE.

Condition Jt# (5f Condition E#) JBEIEEFRARN EMIHRMHE. Condition TEREAE
B, BUUBIFERAKTEE FHREEER (BIINERS/DR) , REBBERFHOEGMNBERFPHE,

BRERRXFIEESZME Condition THE , EEE — Condition TEFEESERSIE , AWS
SEMAELE AND BRAFFT M. WRE/E—RHERSIRIEESEE , FEMABBORESE R AWS 5
fhiktt. LENEFREHRE , TEREFRXWVFFT,

FH AR EAERUESY, S, AEEAMERESBERERE | £ TSR
AMEREERERNRR, NENMET  B2H (AVEREE) FHAVBELSE  BEHE
e
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AWS X E2EFRGSRANBBBEFRG TR, BEEEMA AWS 2EKRHREIR , F2H (ERE
) PHAWS £EFRGFAIAMBREIE,

Detective TEE&RHCHRHFERE, HEXEERAELLERHER. BEEEME AWS 2K
5l  F2REERAEEPHNAWS £EFEAAIAMBZRE|E,

EETHRIETUEEBMESHENERERFEEEE |, 5528 Amazon Detective EZE K EN1E,

g4

= EMm1R Detective H 9 BHBREH| , 5526 Amazon Detective 5 5 B BRE 5,

Detective ERBEBER (FX &),

Detective T <X REREBR.

E R Detective 1TREIRERNEE

BETABRBANSEERE, EANEREREXPEALEERE , REETABRNFIE.

BREMNFARRAERARTHER,

{"StringEquals"{"aws:ResourceTag/<tagName>": "<tagValue>"}}

a0 | & Department ZH|ES Finance B , FHAUTERNBRAFRIEEE1E,

{"StringEquals"{"aws:ResourceTag/Department": "Finance"}}

M BB EN R E WA , FHBB the section called “ERBIES : RBBHERMFRIT,

Detective IAM &
IAMABRE AWS IREFHEESEERNEE.
H B R B Detective BBt

B EARSREFEADRE, BEAVACIBEEREAR, A LIFEBFIAssumeRoles 2 8
B AWS STS API{EXRELE EF'_lﬁ;zé’é‘)\ﬁﬂGetFederatlonTokeno

Detective 3z & A IR FBHE.
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REEEAE

R ERE A ETE AWS REEFEREMBETNER , MRARETREE, R EESESERELEN
IAMIRE | BEEBARKEAE. IAMBEES T UREEELRFERSEEZACHER,

MR HEIE Detective B BSWMET , B2 the section called “FEABKERA L.
BEAE (FXiE)

LR REBRBRARERERBTAC., LACTURRBEFHNAMRBEFINER , 1«11%%%""”5@11’!50 il
Z’%ﬁ@ﬁﬁév_\ﬁ"‘ﬂ’JIAMW&Fqﬂ BEBRRFAA. ERXRTAMRGEZETURELAEHNER, T
ER T REE BRI R ThRE.

Detective T X EBRE AR,
Amazon Detective & % B B &1 451

BIFTERR , IAMBERENAGLZEEIHIE N Detective BIRMEPR, I th LR AWS
Management Console AWS CLI, Z#1TI{E AWS API,

IAMEESXARVIAMBER , REEAENAGER , FeHEMMmENEEERIITIREAPIE
¥, A&, AREESSKELRAMNEFTEELRRNIAMEE R & REHE,

5 22 AR Q] 65 A I8 L 3 ) SR R ST 2 L AIAM B 29 58 B B B AYJSONKRE | S22 BRERIAME R
PHYJSONRE £ 22 T KK

&

- BRSEE®

« {#/ Detective 2 A

- AHFEAERGEE SR

- EEBIRF ETRABXRPEEREIRS
- EEBIRF  FRATRAERETHE

- RERF  ERTABRBENREER
- EEBIRF  RBEBRERGFIGTA

BREER

BoBBRESHEEIRFPNERBAERABAUEN, FEEMBR Detective ER. ELLEIET
B AWS IRFEAXER, EREIRFRES»HBERE |, BEBTHEAREREE .
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- FREER AWS SERRASEOREERER — " EZRKRBERREEAENTHEAE  FEAT
REFAZEREARGIERHAWS ZEERA, eMATRAELN AWS IRF. EREEBERRK/ER
BERRBN AWS BEFEERER , E—SREERAER. WEFHEEF  FSEAWS (AMEEH
) PEE TERENAWS ZEERRIZTEENERK,

- EARERRER — ECFEARARERRE  INMRIBEMTIEMENER, AERLAN ,
BRI ERERERG T ALBESEERRINEDE , EEBAREKERT. EFRERAEAE
[RIAMBY A | FER (ERER) IAMBHIAM CREEEER) .

o« FAIAMKEE ARG E — S REIFEl — B LAIESRBE P ETIG R4 |, UARR B BER B R A 2 HR
filgn | EEIRBBERGRY |, UISEXACAEEE ERSSL, &4 7] A ARG R EH R
ERFEVE (EBRE) £AELE % AWS BRI , #ltn AWS CloudFormation. MIFEFMER , 75
20 (IAMERERE) RHIAMISONER TE « FH.

- M IAM Access Analyzer BFE L RIAME] , IR R £ MIIEEMRIRER — IAM Access Analyzer
SREFFHOMNBEENER , UERAERAMEREAFES (JSON) MIAMEEMZE. IAMAccess
Analyzer 12 fti#i8 100 HRRIRENATHER , HHLRERLBREERENRE, MEFEE
A, FSERIAMEIAMAIEEF N EFERS e R AIRE.

- FEZSHEBRHE (MFA) — NREHNRFIZEFAMAESR root FHE AWS 1RF | FBRBUAIESE
HAMFAR Z £, EEEFUAPHEEMFAREE , FRMFARGMEZEANRE, MEFMER
Bw2E (AMERERE) PM < BBEMFAZREHNAPIFFE >,

WMEFREEENFRERAIAM , F2H (AMERER) IAMPR 22U SEEE .

£/ Detective 24

& ZfE/ Amazon Detective T4 , FAERNACL A AFIERADE  ELBFEEPHHERHE
FMTFAPI,

HEM A Detective W ATRBERNEESIRF , XEAOEAERABE T CreateGraph BIEMEF
"o

= ZEF A Detective TR AHTEMERERFEHE , XEARNFEAERABR T ListGraphs BEMN
T, EERTFHNHEKRFAEEEBRFTABERNGTT. it X EESHTIIEEESIRFEEN
.

REFNEERSIRFBFERRBTABRTNREIRFEE  YEATABRETRAE.

- PERBITEBERTIRERFFE YA TRIEF ListMembers BIEMEFT,
- BEEETABERPHETRAE , XEREHEIZR T SearchGraph BIERNFF .
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EEMFH Detective TEABHTEMKERFEE , L ARFERAERARIZET ListInvitations B
ERNEFT, EERTRATABERBENGTT. RE , ATUBERFEEXEREEIENET,

ARFFERAEREB SR

trEfBRMARYRA  BEAMAERERMNEACERAES BN ARMNZERRA, RS
EEEEE LRURARF A EARTRULEER AWS CLI #ER AWS API,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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BEEERF  ETRBERTEEKEIRS

ERAEER

HEFRREANEEEERTABRTEANRERFNEESIRFERAE, EBLBEER , FAEWE
AR ARES , AFMA Detective, LLBRARRFHEAITABRETAEN,

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:ListMembers", "detective:CreateMembers", "detective:DeleteMembers", "detective:DeleteC
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacafOb883093cab899"

1,
{
"Effect":"Allow",
"Action":["detective:CreateGraph", "detective:ListGraphs"],
"Resource":"*"
}
]
}

EEAIRF  EATRABRETHAE

LE BB R EARNEERTRBRETS

IENERBIRFEASE, BAEIRRIREETAERTIX
BIRFRE,

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:us-

east-1:111122223333:graph:027c7c4610eataacatf@b883093cab899"
3,

{
"Effect":"Allow",

"Action":["detective:ListGraphs"],
"Resource":"*"

tl\
f
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KEIRF : EBTABRBHFNKEER

LEARREARBREERFNERE, FisEflT  RERFERMEITAER. LBEXRERTH
FEBFELRTRBERPBHRAERFHNFFT,

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:AcceptInvitation", "detective:RejectInvitation", "detective:DisassociateMembership"],
"Resource":[
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacatf@b883093cab899",
"arn:aws:detective:us-
east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"
]
I

{
"Effect":"Allow",

"Action":["detective:ListInvitations"],
"Resource":"*"

EEARF  REERERGFIETH

MRITABERM SecurityDomain BEBAESHEAEM SecurityDomain BH , BB TEE , £H
ERUERAITRABERETRE,

"Version":"2012-10-17",
"Statement":[ {
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals"{
"aws:ResourceTag/SecurityDomain": "aws:PrincipalTag/SecurityDomain"

AN
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},

{
"Effect":"Allow",
"Action":["detective:ListGraphs"],
"Resource":"*"

1]

}

MRITEERXRM SecurityDomain ZHES Finance , L TFHE T IEERAEFERITABEREITHE
5,

{
"Version":"2012-10-17",
"Statement":[ {
"Effect":"Deny",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {"aws:ResourceTag/SecurityDomain": "Finance"}
}
1]
}

AWS Amazon Detective B E %

TAWS EENFEREHEVNEENEIIFK AWS, AWS SEENFEREEATSERFEAES
RISER , UELTLIRBEERERGERE, #ENAG,

FARCIE , AWS REENBRTRISER/EHNBECARFIREZEERER  RAELERAHRAR
AWS BEFER, RFIZBLEREARIIEBNESEEBCR , MEE—SBDEF,

EEEES AWS EEXBPERNER. MR AWS B AWS SEEFRAPERNER , AIILE
METEMMEREANmEERER (EAE. FEANAR®). AWS EXHIREZF AWS R &9 API
RETARBRAERKE , B AURER AWS SEERE,

WEFMAES , F2E (AM E£REERE) P AWS FEHX,

AWS SEE R KBS : AmazonDetectiveFullAccess

B A8 AmazonDetectiveFullAccess B EREE IAM 545,
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WHREEFEEHFT , AFFTETEFEFAE Amazon Detective B)fE, &7 LG I BUER M dn 2 £
i, AR BEHERF A Detective, TIRAZEM INEIFARAENIT Detective Python IE SR MEE
TAEXRNAE,

BEELEHFTNERIUEERERS, BSEBEWNEEHTABER , LURFEA Detective EITHRAE., fib
9t AT AE 77 GuardDuty ZIRIEH . SRR IR H Detective R EFEMNER , TeEB TATERSE
AR 5% & 8 AWS Organizations,

HAHBER
BREDEUTHT -

« detective : RFTETEEFRFNE Detective B)E,

- organizations : AAFFERRIEHEM P HEEE EIRF# AWS Organizations Eifl. MIRIRFBRE
B4R , BRTIREE 2 , LLEEFF IR A FF Detective TR ABTRIRF BB,

 guardduty— AFFREHR Detectives FEERFEF GuardDutyZIHIER,
 securityhub : RFFE % Detective FELE Security Hub FAERE R,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"detective:*",
"organizations:DescribeOrganization",
"organizations:ListAccounts"
1,
"Resource": "*"
3,
{
"Effect": "Allow",
"Action": [
"guardduty:ArchiveFindings"
1,
"Resource": "arn:aws:guardduty:*:*:detector/*"
},
{

"Effect": "Allow",
"Action": [
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ERAEER

"guardduty:GetFindings",
"guardduty:ListDetectors"

1,
"Resource": "*"

.

{
"Effect": "Allow",
"Action": [

"securityHub:GetFindings"

1,
"Resource": "*"

}

AWS ZEERFEB : AmazonDetectiveMemberAccess

B0 #% AmazonDetectiveMemberAccess BURMIINE IAM EEE,

RS @ K R4 Amazon Detective BWZE , AR FEANS EEEFEL
FERLLEE , &AL

- AR [E Detective BIRK SR HINBEE , WIEZHIELBHE.
- EFABEEEEZE Detective FRYSE B 20 {a] 52 &5 FH L BRAS Y B 2N
- MEBXRFTHREEE,

WBERRFHBT , AFE—EE&HBERNFE Detective T A,

AT A EFAE A

HBERBE U TR :

+ detective : AFFH EFE Detective,
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{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:BatchGetMembershipDatasources",
"detective:DisassociateMembership",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations",
"detective:RejectInvitation"

1,

"Resource": "*"

AWS ZEBUER : AmazonDetectivelnvestigatorAccess

& #% AmazonDetectivelnvestigatorAccess BURMIINE IAM BB,

LB B FAEAERMY Detective BREHIZE , LA Detective 324 Ul KM S EHEFE. It
B R F1£ Detective F¥f IAM A& IAM A€EA Detective AEMNF T, BAUFERAERE
RAEUBRAERREAREE , ZREREEHRLEEN S TNRR, WG RBREMETH
% , H Detective 1T A D MBI B B/ RE., BAILFERABREREEERIEHNELIER,

AT EFAEE A

HBERBE U TR

« detective : RFTBRAEEFH Detective BIE , LABKA Detective FAE , AR ARER REE
BE,
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ERAEER

« guardduty— AFRER "Detectives FHE K 17 GuardDutyRIRER,

« securityhub : AFFE R Detective FES Security Hub

HAERR,

« organizations— RFESEER AWS OrganizationsH REEUE B P 1R SR AV FEBIE A
BREMAES , RIRRTIRE 2 , IWEFFIE A FF Detective TIEABTIRF &,

"Version":

"2012

"Statement": [

{

"Sid":
"Effect":

"Dete

"Action": [

]I

"detective:
"detective:
"detective:
"detective:

"detective

"detective:
"detective:
"detective:
"detective:
"detective:

"detective

"detective:
"detective:
"detective:
"detective:
"detective:

"detective

"detective:
"detective:
"detective:
"detective:
"detective:

"Resource":

-10-17",

ctivePermissions",

"Allow",

BatchGetGraphMemberDatasources",
BatchGetMembershipDatasources",
DescribeOrganizationConfiguration",
GetFreeTrialEligibility",
:GetGraphIngestState",
GetMembers",
GetPricingInformation",
GetUsageInformation",
ListDatasourcePackages",
ListGraphs",
:ListHighDegreeEntities",
ListInvitations",

ListMembers",
ListOrganizationAdminAccount",
ListTagsForResource",
SearchGraph",
:StartInvestigation",
GetInvestigation",
ListInvestigations",
UpdateInvestigationState",
ListIndicators",
InvokeAssistant"

i n

"Sid": "OrganizationsPermissions",

"Effect":

"Action": [

"Allow",

MRRF
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"organizations:DescribeOrganization",
"organizations:ListAccounts"

]I

"Resource": "*"

"Sid": "GuardDutyPermissions",

"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings",
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,

"Resource": "*"

"Sid": "SecurityHubPermissions",

"Effect": "Allow",

"Action": [
"securityHub:GetFindings"

]I

"Resource": "*"

AWS SEEB KRR . AmazonDetectiveOrganizationsAccess
&I #% AmazonDetectiveOrganizationsAccess BURKIINE IAM B,

WBUERT FEEBR A MEE Amazon Detective FIEF AT, & 0] LAIE B B4R BUA Detective , i
SRIE Detective WEREEEIRS,

AT A EFARE A

BRI EUTHA :

« detective : A FEFH Detective ENfE,
« iam: ¥§7EE Detective A4 EnableOrganizationAdminAccount BZEN REEZAE,
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ERAEER

.+ organizations— fAFFEZEE K AWS Organizations F HEEVAR T IRSEAVAERIE . MEIRS
BRAEEMARS , BIBRTIRE 2SN , WERFAE A FF Detective TR ABRIRFE AT, A AWS RIS
BE AFUEREEES 7 EMANBUHEMEENREIIRSE , URAFETBEHML LR (Hi0
Amazon Detective ent GuardDuty, Amazon Macie M) P HWMEREEEIRSE., AWS Security Hub

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"detective:DisableOrganizationAdminAccount",
"detective:EnableOrganizationAdminAccount",
"detective:ListOrganizationAdminAccount"”

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:AWSServiceName": "detective.amazonaws.

"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",

com

"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com"
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}
I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com",
"guardduty.amazonaws.com",
"macie.amazonaws.com",
"securityhub.amazonaws.com"

AWS ZEBX : AmazonDetectiveServiceLinkedRole

IREENE AmazonDetectiveServicelinkedRole BURMINZE IAM B8, thBUERS M I0 B IR IS E
HAG  FEBZEAER , Detective AIRNKREHITEIE, MEFHMESA , 552 E the section called “fF
R ELEAE,

BBRERTFEENT , AFRKESACEIEBNIRFEERA,

AT A EFAEE A
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HBERBE LT :

- organizations : FEEVERKIR S E A,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts"

1,

"Resource": "*"

}
]
}

AWS ZEB BRI Detective EF

BREHN I REFERERELBE LR | Detective I AWS ZERRAUEHFMER ., WFEEBHKT
BRLEESENRE , Fd XMHESRGCEEE LRI RSS BE.

2% iR B
AmazonDetectivelnvestigator £ AmazonDetectiveInv 2023 £ 11 A 26 H

Access : IRBEBUERNEFH estigatorAccess BURHHTIE
T Detective AEMBAERL REHER
ZHF,

WEEEARTRNE) , FEENVFEH
Detective FAE# R I 1E Detective
HNESAEERBFENFE,

AmazonDetectiveFullAccess Detective #% Security Hub 2023 F£5 A 16 H
F AmazonDetectivelnv GetFindings B){E#TIB
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g% HR HHA

estigatorAccess - HIRBBZE  F| AmazonDetectiveFul

M E# 1Access #Hl AmazonDet
ectiveInvestigator

Access BUXRH,

EIB LI ENE , AT Detective AR
HY {8 Security Hub FAZERE R,

AmazonDetectiveOrg Detective #7138 7 AmazonDet 2023 3 A2H
anizationsAccess — ¥R ectiveOrganization
sAccess B%,

WBERRFEABANMANEE
Detective FIFFA]

AmazonDetectiveMem Detective 118 T AmazonDet 2023 1 A 17 B
berAccess — $TIBUER ectiveMemberAccess X,

LB R & | K B 1Rt Detective BY77
R, URE#EAS Ul KERRNEE
#iE 7 H

AmazonDetectiveFul Detective f£AmazonDet 20231 A 17 B
|IAccess : BEBRNERH ectiveFullAccess HE®in

AT GuardDuty GetFindings Eb

£,

iE LB 4E fo FF 2 Detective REBEERR
GuardDuty A& R,

AmazonDetectivelnvestigator  Detective ¥ T AmazonDet 2023 1 A 17 H
Access — FTBUR ectivelnvestigator
Access BUR,

FEBEBER , T AE Detective
FETHRE,
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2% iR H HA
AmazonDetectiveSer Detective A H RIS EZ B BHIET 2021 £ 12 A 16 B
viceLinkedRole — 1B &K R,
FEBBUR | RIS ERE A G T SAREEGE
IR AEEIE A,
Detective FAtRIEHEE E Detective FAtRIEHEE AWS BB 2021 £5 A 10 H
RWEE,

5 A Detective VRIS EZ BB

Amazon Detective f#f AWS Identity and Access Management (IAM) fRi5E#E A€, BREEFAGE
BEiZEFZE Detective ¥ — 4%k IAM BEE, REEFEAEH Detective BEER , YT ERBER
RIEFWE AR AWS BFTEPTE R,

RIS E#E A E At Detective WERE , RABFALFEIHIGHLEMNIFT, Detective EXHRIHERE
AGWET  BRIESEESE , BRESR Detective AT BEEAR, EENFISEEEBEMEF TR
R, BRFUBGREEM MERE M IAM BEE,

BB ALEMBRBHERSACHNEEER , FEEEMER, M TREE Detective NEIR , BRET N
DBRE RN FEET .

NEXERBEGACNEMRBET , FSE AR IAMEFLN AWS B , Y SREHEES
ERMUERENRE. BEEEELN Yes (B) , MR ZRBHREER DX

Detective BRI EFE /@I

Detective £ & A R EL B AWSServiceRoleForDetective— ft5F Detective X RIEFH AWS
Organizations &&.

BR AWSServiceRoleForDetective #5EfE BB ESET T IRERETIXAE -

 detective.amazonaws.com

AWSServiceRoleForDetective RIS EEARFEAZEEMNEK
B&AmazonDetectiveServicelLinkedRolePolicy,

ERARBERAE 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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WMFTEAmazonDetectiveServicelLinkedRolePolicy BUREH K EFMER , 552 Amazon
Detective B AWS ZEHER, NMEFBALRAESENEBET , 55T [Detective M FEF L8k H
H_EH RSS BE,

BYMERENT , IAM ER (WERE, HENAR) TURY, REIMREKERAE, MFFM
&, F2H IAM EREERPHNREEEA G,

A Detective BY RIS EE AR

BAEEFHEY —EAREELEAR, EEIE AWS Management Console, 3 AWS AP| 15 EAR B
# Detective BEIEE RS B AWS CLI , Detective 2 58RI REELE/E,

EEMRBRLEREEEAE  2REEBREY , S ERFHFEAMEAEFEFTEYVA G, ELAE
#15E Detective EEEIRF B | Detective IBXALEY RBEEAE,

A Detective #mEEREEZ AR

Detective 7 /o 38 #mEE AWSServiceRoleForDetective RIS EiE AT, HAEZEER IHEESER
BEEAD MUSELIERIUAGCEEEAGERE, AWM, BuEH IAM RFEHLER, NE
HMER  FoR AV FREREEYNFEEREEEA G,

A Detective MIBRIRIGEE A E

EETBEATERKERACHIERERYE  RAZBEMRXAC, K, BRRBEREDHE
EHHENRERAER. AW  EFDRBRRBEEHCZH , BLAXBTRER.

(® Note

% Detective RIEHEEHEMBRERIS EEFEAZAR , MERAEEAK, BURIEREE  F
EEHOER  RARBREREF,

= EMBRE AR Detective BJR AWSServiceRoleForDetective

1. 7B Detective BIEEIRF ., 552 /the section called “}§E Detective EEEIRFE",
2. TEIRIETE Detective BEIEERFNEEETH P EHLLLEF,

£/ IAM FERBRRBEEEAE

5 IAM 3 &5 AWS API B AWSServiceRoleForDetective RIS B A, AWS CLIINESFA
B, B520 (AM EHEER) PR EREEEAE,

EABBERAE =


https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/detective/latest/userguide/doc-history.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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Detective RIS EFE A E BN [ESE

Detective X EEFIERERBNESHEARBERAR, NEHMETR  BSH AWS Erss

Amazon Detective & 9 5% 5l 1 17 EL 5 B BE %

FERATHEARGENEDEI IS IE A Detective MEFTAESBEINE RBZEIAM, MREEER
AWS Identity and Access Management(IAM) BB 2| FEUEEN AR BN EE , F2EIAMERE
EEPm TEREHERE, 1AM £,

BARERE , 187 Detective FHITENME

R AWS Management Console &FFEELEHTHENERE | ABLABREENERS USRI
B, BHNERSREHEFEAEZRBNEBNWAS,

EfffmateojacksonAMEEREA TR A EZIBFEABITABFENREIRE , B8
Hdetective:AcceptInvitationfEPREF , iR 4 T HIEHIFEER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: detective:AcceptInvitation on resource: arn:aws:detective:us-
east-1:444455556666:graph:567856785678

FEHBERT , Mateo SFFREESEMMABUER , AFFMEMER arn:aws:detective:us-
east-1:444455556666:graph:567856785678 E)fE7FEX detective:AcceptInvitation &
o

FREZESHIT iam : PassRole

MREBASEMNBARESERE , BEHIT iam: PassRole Bk , BAUBEEHEE , UATTEAR
{EE#4 Detective,

BE AWS B A ESREACEEGERE R MAREBUFNEBEEACIRBEEAR, NFEH
THER B2 AR ACEEEZRBIFT .

ERA/NEMAIAMENarymajor R EMA £ A7 Detective PETENER: , RSB AE T HIH AR
BR , BFEFERBHEEREBACRTHFT. Mary REKACBEEZRBNFTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
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EEBBERT , Mary WEER X AES , AFFMEIIT iam: PassRole Bk,

MRBEEWGE , BREEN AWS RIEEE, FNEEERMUHENEZEZERR,
KB AT AWS RIEUABH A EFEFEP Detective ER

gAY —EAe , BEMKRFPNEREREEBATHAESFIENE R, S UEEZE LT
EEEVHREZAR. HRXENERSERNBRIEFIUEFIEE (ACLs) VR , LA LIERMIE
ERRREASFNENER,

NMEFEE-STH , F2RUATAST

« EET# Detective BEZE I EIIRE , 52 E Amazon Detective #1{aE2 |AM,

s EERBIMIREEFFEEE AWS IRE RHNEFEE , F208 (AMERERER) Pi (GRIEFEE
B8 AWS 1RE FTEE R HMIAMERE)

- BERBNAEERFIRBREHAGE=S AWS IRF |, F2H (AMERER) FHRHEE=S
AWS iRk F #8897 EUE.

- HEEBRBNMEBBS SR RHEFIE B2 EEM SRR EREREEHIAME Y FE
B EIHE).

- FERFHHBIRBFIEAACENERAERNBRCENEZR |, F20 (ERIAMEE
M) IAMFH (EBIRFERFED o

Amazon Detective B4 R E 5%

Amazon Detective £ AWS REBFTEINEE R, NEFMER  F2HEEEHEEH B AL LS
# (HITRUST) CSF ,

MERESHREEEN AWS BBEE , F2EEHRE AWS BBBEANERT. IF—KRE
7, FBEAWS REFHEIAWS,

R LAER TEE =SB I|E AWS Artifact, MNFFMEHF , FFS B T H AWS Artifact PRV S

AWS R T FIER A BB AR
- ZEHESHRREAFIEE  ELHNBEEAIRRBER  URHE AWSEHBBEURERERR/ED
ZEERENIER,

« EFAAWS Config B A 235 P IR AIFHEER — Itk AWS Config RS AENERERKES
RHEK. EXENMERANEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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« AWS Security Hub— Bt AWS RIFIRZLMRENSERE , HEERER AWS REHFETEMH
EEEEMBREME,

Amazon Detective F Y584

AWS £IKERREEERE AWS SN TRARBEYN, AWS BERHESEER D BHNEHN TH
B, ELEHBERKIEE, ShEENSERENRKRER. SBTRAEE , B URTEEENE
REANERE  ETREES.BEBREBEMASRETEH., TRESNTHAYE, FEEINER
e, HRE-HZEENFONERERREES.

WEESMATRARENMERE AWS B , F2EAWS £EERERE.

BRT AWS £IKEf 25\ , Detective iIEF|FA Amazon DynamoDB #3555 i i B8 & 17 AR 75
(Amazon S3) HNERYEM ., MBFFMEF , 52 B Amazon DynamoDB H #Y 58 M4 A K 26 18 7 Al
Amazon &5 17 AR 75 P BV s

Detective ZRiEth i LUIREE — A EHIWHIE, BEHAER Detective F , TEEFEMAERE,

Amazon Detective WE R LS

£ — BT E R , Amazon Detective; ZF| AWS £IRKBERZLSWRE., BE AWS T2 BREUR M
il AWS REEBBBNFMAES , F2HAWS Eints TEFAEREBLT YN REMERES
ZBH AWS IRIE | F2RREMIREEE AWS FHEBHHNERZBRE,

BER AWS BB AMAPIEFE S Detective; BiBAALg. FHAB RV BEXZIETIER ;

- BlELZ2M (TLS), RMFJE TLS 1.2 AR TLS 1.3,

- BEAREREIARKRE () NBRENS , FIW (ST EIE-HESPFS ) SIDHE ( #5E i 4R TE JE- 5
W2 ). ECOHERARM (M Java 7 MEFHRA) K SEXIEELEN,

AN, BRSACEAFRSEH ID MEIAMERERBNRE TSR REE, RF , ZALUER AWS
Security Token Service (AWS STS) LEA ERZ 2 BRIUEERE K,

Detective N Z & M REMCE

FENEFECHREMEERE , THZEEMEA Detective REMNZSER2MUEE, UATHREEBKA—
IEER] WP RTBNEZEHRAR, EEREBRIRTEARNELIREENREER , AILHFS
HAARERESRE K MAREEFERETR.
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/disaster-recovery-resiliency.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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¥} Detective , R BEEREAETABRTPEERFSHBE,
Detective B EIRF W RIEMCE

BEE R B R P A SRR Detective TTREIRE , EBFEEEBNIRF.

REFERTABR. EFZAmazonDetectiveFullAccess K BEHY 5 & 7T LR EEFT A Detective EhERY

FEE., EEREFTNEBAUEEREIRF. KEBMEEHTAEBER , UREMH Detective 1T
HAE, EFAEUUFERTABRE , T UEERERFNAMEAETHER. LEREFERTHER
ERRNZREEH,

BRFREER

ERREBFEUERBTRAERE  FRLBEBFHIRIE.

rh
LU

Ry

WEE AWS EBFEEEBIRFNIRFEBG. MEEEHNEXIRFNMBES  URBHFIRFESE
BERERENLZE2ER,
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https://docs.aws.amazon.com/detective/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-amazondetectivefullaccess
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£04% Amazon Detective APl &5 AWS CloudTrail

Detective $£X 7 — R AWS CloudTrail , ZBREIRETHE , A€ Detective AWS BRIEFTEREX
B1TE)EC 8%, CloudTrail #& Detective FIFTEAPIRIEE A4, MEVFIYZHER E Detective
FAREW | LUK Detective APl fEERNZR BRI,

« MBHEEVIEH A EALIRAFESE CloudTrail E4Z| Amazon S3 #1778 | A3E Detective B
%,

o MREARFEEH , BIOATAE [BHERECE] FM1E CloudTrail ## & FRIENEH,

& LA AP EERY CloudTrail EFARMET T 5IEE

« ¥ Detective I2HHEIZER
- RHEFERMN IP bt

- RHERHWAER

- PR

- BRAFERNEMFAEA

EEE—5 T # CloudTrail , 2B EAWS CloudTrail F&1ER,

Detective B CloudTrail

CloudTrail &R AWS tRF K , EHIRFEMMA. E7EE#E Detective PEAER , BOFBIEHEEM
AWS FR# CloudTrail B4 —BREHESHELLHEP. BAleR, ESNTH AWS IRFHNHHS
o MFFHMEF , F2RREEBZE CloudTrail FECEEIEH,

WMER AWS IRF P IFEHTHEHECEE , B3 Detective WEE) , FEVEM., BH T CloudTrail #%
A 551 X3 2 Amazon S3 f#1FETEE,

RIBFER  ELEIRABYRERR  RREEMEAE AWS In__uii BHtEEHRE AWS D EHAE
EENES , WG AFEEETEIEEN Amazon S3 FEiFITH. BHEALREHM AWS R , N
— 47 CloudTrail FEskFUNENSEHER |, WREUTE.

MEFHMET , F2ETIRE -
BB BIE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

Amazon Detective EREES
» CloudTrail X EHREEES

 §RTE Amazon SNS JEXI CloudTrail

- #£ZEEFIEU CloudTrail 58818 I # Z @RS Z U CloudTrail Fo#48

CloudTrail s&28kF & Detective #1E , BLIRVEFCEXTE Detective AP| 2E X & H,

flan | MAYCreateMembersAcceptInvitation, HDeleteMembersfE¥&7E CloudTrail i #&#E
FE4LIER,

B-SEMHUAREXRNSLSELFRENETA. FoEATHEEHE T5IEE !

« ERZMHH root 5 AWS Identity and Access Management (IAM) £ &R HIEH
- RERBRE , REFATHEACEMS I/ FEAENRRRLBRE
- BRESHHEM AWS RERSE

MEFHMER , 52 B CloudTrail userldentity T3,

T #& Detective HEEERIER

EME—FEEE  TESHUAGZENTERNEERSIEEMN Amazon S3 f#FEE., CloudTrail 5281
2E—RZMEEHEE,

EHRRRBEMRFENE—BER. EHITREAMBRDENMHEEBENR. BENBHMEEE, FRSBH
%, CloudTrail HEXHTRLAHAPIFIANEFHRRIER , REBE TS UEMSEIEFET.

T5giHIFE R ~&AcceptInvitationE¥ERY CloudTrail s24%E 8

"EventId": "f2545ee3-170f-4340-8af4-a983c669ce37",

"Username": "JaneRoe",

"EventTime": 1571956406.0,

"CloudTrailEvent": "{\"eventVersion\":\"1.05\",\"userIdentity\":
{\"type\":\"AssumedRole\",\"principalId\":\"AROAJZARKEP6WKJI5JHSUS:JaneRoe\",\"arn
\":\"arn:aws:sts::111122223333:assumed-role/1A4R5SKSPGGY9V/JaneRoe\",\"accountId
\":\"111122223333\",\"accessKeyId\":\"AKIAIOSFODNN7EXAMPLE\",\"sessionContext\":
{\"attributes\":{\"mfaAuthenticated\":\"false\",\"creationDate\":\"2019-10-24T21:54:567
\"},\"sessionIssuer\":{\"type\":\"Role\",\"principalId\":\"AROAJZARKEP6WKI5JIHSUS
\",\"arn\":\"arn:aws:iam::111122223333:role/1A4R55KSPGGOV\",\"accountId\":
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/detective/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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\"111122223333\",\"userName\":\"JaneRoe\"}}},\"eventTime\":\"2019-10-24T22:33:26Z
\",\"eventSource\":\"detective.amazonaws.com\",\"eventName\":\"AcceptInvitation
\",\"awsRegion\":\"us-east-2\",\"sourceIPAddress\":\"192.0.2.123\",\"userAgent
\":\"aws /3 aws-sdk-java/1.11.648 Linux/4.14.133-97.112.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/25.201-b0@9 java/1.8.0_201 vendor/Oracle_Corporation exec-env/
AWS_Lambda_java8\",\"errorCode\":\"ValidationException\",\"requestParameters\":
{\"masterAccount\":\"111111111111\"},\"responseElements\":{\"message\":\"Invalid
request body\"},\"requestID\":\"8437ff99-5ec4-4bla-8353-173be984301f\",\"eventID\":

\"f2545ee3-170f-4340-8af4-a983c669ce37\",\"readOnly\":false,\"eventType\":\"AwsApiCall
\",\"recipientAccountId\":\"111122223333\"}",

"EventName": "AcceptInvitation",

"EventSource": "detective.amazonaws.com",

"Resources": []

iy
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Amazon Detective EREER

Amazon Detective [E15 F Bt Z8

f£ A Amazon Detective B |, S5 EZ U T B,

Detective [& 15 Ed i By

£ EEF Detective AWS [EiF, AIAMBEE , 552 Detective IR imE,

Detective Bt 8

Detective EBE LA TELEE , HILERE,

BiR [ing:] SREA

RERFHWEHE 1,200 EEERFUHMEBEERTABRNKERSE
B8,

THABERERE . EES #HX9TB MBTABREREANREXRITB, Al
Detective BEERES , FHITABREE
ERFHNRARERE,

TABREZEERE | EHFIEIR H#X10TB MRITABREREXRASX10TB, Al

E EERETKEREFIBETAER.,

TAEREHE . FILLERE SX15TB NRITABREREXRASX 15TB, 8l

METHEEE Detective S IS ERHEMETABR
H,

BX15TB RIREFERENERBIZ
{EO

EEEMRMAERER , B4 EERE AWS
Support,

X #8 Internet Explorer 11

18 4%553%18 Internet Explorer 11 {4 Detective,

Detective [ i3] E2 % 2 205


https://docs.aws.amazon.com/general/latest/gr/detective.html
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BEEITABRNER

BERMENER , BrLERLIERIE AWS BiR , SEREREM Detective B, RE A HBHE
UARMAREE, 28REEER , fIHEAR, HEE. RESHMKRSE. flu , EAERER
REMARAY, 2EEAR. BEDEFRRAK , B ZERESRAEFIRITERENER,

BU B ERERGENITEER. A%, BUERIAMEKRE DN EREREEY Detective H1T5H
BEHEBMNFE. 528 the section called “E Detective 1T A B REBNIZE",

B UERAEREAREARENITE, filn , EEZEMEZTSHHERBRNRAE , B UEHERENER
B4 Detective TTAEIZR. AWS Security Hub ¥ EF Amazon GuardDuty HBIZF. A% AWS
Cost Explorer , BRI N EFESZER , UEFELERPHEN S8R

WIRITRBENER

B R —BREEERTABRNESR.,
Console
EERRERGITABERNERFE

1. BIfE https://console.aws.amazon.com/detective/ BIRX Amazon Detective £#2 &,

2. HEEBEKT , R Settings (FRE) Ti&E General (—#%),

Detective API, AWS CLI
A LAfE A Detective APl 2 AWS Command Line Interface B8 1T 5B EREE,
EERBTABENEBEE (DetectiveAPI, AWS CLI)

« DetectiveAPI : fListTagsForResourcel®fE, BAERMEEARNNITEE,
« AWSCLI : E@HFFHIIT list-tags-for-resource v,

aws detective list-tags-for-resource --resource-arn <behavior graph ARN>

g4
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https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListTagsForResource.html

Amazon Detective

ERAEER

aws detective list-tags-for-resource --resource-arn arn:aws:detective:us-

east-1:111122223333:graph:123412341234

REBFBETA
Console
R—BEENEREFED , U EBRENEETAER.
EEREBMEETABR
1. JEIE Add new tag (FTi8ER),
2. HETW A BARBNER,
3. #¥E K WARRE.
Detective API, AWS CLI
&7 AE A Detective API SIS IRBREHE AWS CLI EETABX.

EEHEBITNETAER (DetectiveAPl , AWS CLI)

« DetectiveAPI : £ TagResource®fE, BRI RMITABEARNNENANERE,

« AWS CLI : E@ S5 #IT tag-resource .

aws-detective tag-resource --aws detective tag-resource --resource-arn <behavior

graph ARN> --tags '{"TagName":"TagValue"}'

g4

aws detective tag-resource --resource-arn arn:aws:detective:us-
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