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Ao EmERERT R,

BERERE

ERADHS | EBA LR Amazon RDS ERNEFRER. EREXSWEERN "EREE | ER
F, EBUURGEEEHERERNEEEFE, EFLtERSE NEEFHBENICEBEENSHAIEES
B, REIRGTHRAREE  SEFE—EUENER , EF3SEHREENFMAEE,

18 RDS RIEREMNFM D

TELPEER , SR TEMEEER , UEBEARN Amazon RDS E¥ E#1TE 88 A0 M 2 T M E2E,
SE40 0 T 4EE A A E B3R Performance Insights #) Amazon RDS & ¥ E# 1T E &,

AEN THEMEREFEEAER

1. ERAMWTERL K SKEFEFREE AWS/ RDS WEEER,
2. F5&IE View Details (BEEFMER).

TERFMET. AEBAEER. REUENENEERERR , YERERNEHE. EmMEEE
EE A RHEaHERABRENRENEER,

3. (BEEM) WRAZEERIIFE  FRAEANRRNBEETEEFTRANER.
ETR, BRI FREFARETHRRHA,
BB

HHEFEENERERRERME. AEHHZR Amazon RDS EREHTERAMEEBNNEREES
Mo

Database performance anomaly: prod_db_678 i
Resource overview Go to application view for 6 related anomalies
Resource name Anomaly severity Start time Duration
prod_db_678 Mar 07, 2021 14:32 UTC 3 hours 2 minutes
DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongaing

Likely performance impact.
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- BERER —REERENENERTEREHE. EHEf+  ERNERBR
- ERESIZ —BEREENERERTERER. TE@EHF+ , 512 R Aurora MySQL,

- ERBREM —REHHTERERAESENEESR., TENBRELA "6y, "H.
r1£€J o

- RERE - HENEERE. ARNHERFEESH DB 8H,
- RERENEREE — ERRANERNERD, IREREARSEN  IEBNERE,

- FERE — EETANBERE, EHEMF  ERRRLERET , YECERET 3 PMRFX 27
=,

"TEEE EREREETEARARE  tRERABNTTNRLERR. ZUMREREERAER
BT BB FTE R /Y — AR R

Primary metric ’
DevOps Guru for RDS detected an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load hy Wait events v Last & hours

Database load (DB load) Average active sessions (AAS)

30

(db.r5.4xlarge, 16 vCPUs)
24 (6x spike) info =

W—-miw
20
Typically: DB load up to 4 15
: | | | |
5 = —a — a— a— a— —
L L
e
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 dar 7 14:00 3L ar7 15:00 Mar 7 16:00 Mar 7 17:00

Mar 7
Time (UTC)
B cru io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load

[] High severity anomaly Max vCPUs

View in Performance Insights E

EAERRAEELBENESHFREN. EHEHF  HEIETIEA

- ERESE DBHEA) —BEEIBEAENEZRARBE, Performance Insightsy FHHEEE
ADBLoad, WIEEHEEMZE Amazon CloudWatch,

- ERESTERERN — ERENTEEER. AP vCPUs B R 16, HER TFHERAS
BEERESR (AAS)) BIRTPHIER.

< 24 (6 fERIE) — EREER , SURRKRESHREBRARNTEERP TERER (AAS) RAIE,
e, EREHENEMEERE , ERELTVHEE 24 TERREMERAPRE, ERESHEILL
HITER - RERESEN 6 &,

- BE  EREAREEZ 4 —E-RIFARENE  ENESHNEER (U AAS JIB), H4 RTHE
—RERAE , EREEEMEERBTIER 4 EREDOERERER TS,
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ERAEER

RIBEFER , ERERTHEFEMHUE, ERTHRERTHESEARK  KFANFPEESRAKRHBEER

ESHEAERNERSEN. LERETHERKNERD CULEETR).

EENSHEHFL

« CPU
« I0:wait/io/sql/table/handler

BRI Aurora MySQL ERE |, ERINVEFEHETE

EEBNEPELRART RS

HBEEER. EE 7T HUNAAEER Amazon

Aurora PSS SFEHRARKEE | F2E 5 E Amazon Aurora Aurora ERE BTN ERESSEH

HEITFAEE LR £ Aurora Postgre SQL MySQL M FEHETHRE., EET7THUNMAER RDS ik

PostgreSQL FHEFEHFARBMAE , 5526 Amazon RDS FHAEERMPNFERASSSHETRAE,
MBER
"HEEE), ERSIEHLETXRE  ELEFRRREEINEERRER. SERREEREEH
HEEEBEN EMEA.
Related metrics (2)
When your DB loa :Irils high, ather metrics often show anomalies. Use these metrics to help diagnose your performance issue. 5m 30m Th 6h 12h 2sh Custom
Q 1 &
Timeline (UTC)
R s Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00
CPU running tasks
Currently: 162 processes ( & 3x); CPU running tasks
normally: 56 processes 200
Contributing to: 150
CPU capacity exceeded 100
50
o 14:32
= CPU running tasks [ High severity anomaly
CPU utilization izati
Currently: 97% (& 2x); CPU utilization
normally: 50% 100%
Contributing to: 7at
CPU capacity exceeded 50%
250%
of 14:32
= CPU utilization [] High severity anomaly

THERAEER, REAMEERME
E’JE}EO

B-INE-RITSTIER :
- ##— REBRRNEBE, T8

RAEXREBNREHEH (UTC), REFHE—JIHHE—ERE

RIEBRHERBEIA CPU HITHIEE,
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraPostgreSQL.Tuning.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Managing.Tuning.html
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- Bal —REERNETE. BEE—1TF, EviES 162 ER (3x) .

. —fif — WEREEEEER , LASERNELER, DevOpsRDS WA EEESTE & B H L 8kHY
B EETVNEE, F—5KR 56 BEEEFEREE CPU L#1T,

- BRtE — R REFRABBNBRRER, £ -, CPUTHFN I FEERERBEREN
CPU R EHEIH,

A, HEEREENTRE. B EFH2HETE DevOps Guru for RDS #S R REBIEEAS R
B EEER.

DR MEZ

RREEHATRERE , LTXERHRTEEFRENRERR, SAXR A HSURE—IEMHE

BE,

ET5 [ NEE] BERNES+  SERERHEEAMERRER,

Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and |10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions + CPU
(AAS). This was 90% of the total DB View troubleshosting doc [4
load.

+ ioftable/sal/handler
Why is this a problem? View troubleshooting doc E

Investigate the following SQL IDs
» F19D34565WMLP345

View Top SQL in Performance Insights A

CPU capacity exceeded The CPU run queue exceeded 150 Tune SQL IDs
processes. CPU utilization exceeded 97% + F19D34565WMLP345

SQL statement asks.running.avg)

Jtilization.total.avg)
77777 delete from authors where id < { select * from (select

» 12AASF98001090001  max(id) - 30 from authors) a ) and id = ( select * from
to reduce CPU usage, ¢ (select max(id) - 500 from authors) b )

the instance type to NG cuse w0«
capacity.

BERREEUATERT

- E¥ — W ETXEBN—KER. FuEd+  F—EEERSAHESHEN  F-ERER CPU

5o

- o — ERRRBNFERS.

EE—ERERLP , ZESFHEEEHR 0% KW DB &H. EFX—EARERFRT , CPU #iTIT
FIEEiA 150 , ERTSEFEMEERRE , BB 150 @ TEMRIEESFS CPU BE, CPU ERAXER
97% , EXWREHERBERERE , CPU LR T 97% WIKFE, Hit , CPU #FEELA , m¥H
150 18 TAEFEERZF1F7E CPU L3117,
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- BE - EBRNERAEHERNDOE,

EE—EEEERT , RDS B DevOps Guru BEZRAEZFEHcpuMlio/table/sql/
handler. EE 7B RIFELEHFABREREME , F2 B Amazon Aurora FREEREFH
CPU # io/fk#&/sql/ R EEER.

EE—REEFEMRTD , RDS DevOps EAM Guru BEEFHE =18 SQL #ir49 , LA CPU #H
B, BuBEEREEHEZE LUESF SQL XK,

- HBEE - ACRUEEREIEENIEE, NEERELIEENFMENR , 352 Amazon
Aurora ER & IEE A Amazon Aurora 35122 Z =, Amazon RDS A& IEEHH Amazon RDS #§
BESE,

HEE—EEEMRRP , RDS Y DevOps Guru ZE S ERERHEHITEBAIHZA CPU EITLR,
EE_FEEBBERT , BRES CPU #1775, CPU ERARM SQL $ITER,

BEXBHER

RN, B LR Amazon RDS BRNEEER. SEXHRRFREFGHE—EZBEEN
HEEF. EXBXNINMERL , EURETRSE. ERBANFRER , URFHER future B
MEZ, fERRIBERRR  FREEEEEEHE,

EE2 iR

TREGH. EREAFEAMNEY RENFHAER, TERETIENRER , UAREERINHER
UREFHRENFESEE, ©E5IHE T DevOps Guru MAIZINZ X ERBNERAEFNEE.

ER

EBE, EREHEENEFY. SEAEFHSETHERNEETRARENRFE , ARRERRLER
BENERER,

REERNVER

AHRBRECERENEERAEARBE o AR ERRIEEELRE, S THSESER
£ TEENBEFTEE, P, ELERTERNERRIERE DevOps Guru Bt EHEE—B ? #M. W
FMCERBOFMENR , 552 RBthe section called “[EIfEEE",

Ol 2 55

BERNEIPIREENISD. EONMNEERER , BERITEIRERMERE, BF , BEEHTU
TR -
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1. REBRSH N REBAERERTEENBE.

EREERT , THSURRELARREN, fN  NREEVHENESHBHROLHES
%1, B DevOps Guru for RDS RS AMME AHAERE, B2 , ETREAHURY  RRELH
U BER,
MECHFAEEEEE | B AT — A5,

2. RERTEFRE,

HEBRETD  SHE-WETEBNEF, YRREXRSE K ERREMEEFMAERNEE LY
"RAEBRME R, AFTBRE  ERIDHAONEELY "BEATEE, ¥,

DevOpsRDS #) Guru R4 BB REEEMBERNREBE, REUHEL % , 54 B 2%
EENRRENE  LERERT. NRBREALNER BT —ESB. NREE B
BEBRTHSE , LT HHFRABE.

3. BITERBHEME,

DevOpsRDS EREZRZH T NI H AP —HEX .
- BITRENEERKE,

Hlan , RDS #Y DevOps Guru ATEEEEBEF R CPU BB, AREAEXKEREHRMAMEER
BHR,
- AEBENERER.,

—iXM S , RDS B2/ DevOps Guru BEZEHEREMN SQL RRRNHEFEH. Hlm , #EW
RERRAESEEEHio/table/sql/handler, £ Amazon Aurora fEAEIEEHRNFERSEENH
HE1THE Aurora Postgre SQL SR EFEHHTRAER LN EFFEMH , 7 Amazon Aurora
RDS A EEETNEASSSHETHARPE PostgreSQL JIHWFFEM4, REHTESEHN

1k,

/A Important
BERLLEEARMTER LAREMEE K RARBEREENITER, WAL T #2
ENTE,
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£ Guru EEfR IERFEE N B & DevOpsE

DevOpsGuru 8E$ &RV IEREEE Nk NoSQL EREEL RR |, B BB EBREMERIFERR

Eo i , DevOpsGuru A ARIFIR A RETER future TR | EBMERIETEREINRIEMEE,
DevOpsGuru AIAE BB ERANE RS LLEBREND , YRBENES FABRRHIASERER
ATAMNESR. EUUENERDTURENKAR,.

BRTBREHREIZH , DevOpsGuru E R LME BRI 5B R R R IRERE |, SINER, XBER. &

HAELHIK SDK SN NERE., EREEFEESEREMEREE , DevOpsGuru AJLAfEH
EREFEH AWS CloudFormation EAEWEFARBEENERAEXNGBUETSIN. EEAREIRS

BER , ELERHBIINHEEERAENSTE, DevOpsGuru BEHETRMNEREE , BE , HFEM

EHETEB, #l0 , DevOpsGuru AT A D AT BERE Lambda BREE R , ELHE T EEREHR
Amazon DynamoDB REBEMHBEAER, FEBIEES I , DevOpsGuru ERZEHEER , LEHIE
EER , XATRNERERRSRREHEAN RS,

ELiRE B EE%¥ Amazon DynamoDB

T Z&RE R DevOps Guru E5#3 iy 5451 22 45| F1 R ## Amazon DynamoDB.,

Amazon DynamoDB fEARf| &4l EE

ERIRAXEFEE AccountPr  Amazon DynamoDB BEIEE  AccountProvisioned
ovisionedReadCapacityUtiliz AERNERREHEREZE  ReadCapacityUtilization,
ation 1 AccountProvisioned &R RERRS,

WriteCapacityUtilization A & Alccou.rlltPr.ovisionedWriteCapa
SRiEH KEFRMELEE cityUtilization
Ho

BEAERENFGEEERXT HEENBEXMEHER KT ConditionalCheckFailedReque
HEEREFEHH Amazon WEERER., BRFREEERX  sts

DynamoDB ERFIERMRYE  SHEFIHREPTER.

BE KM,

EEIRE R E/EZ% Amazon ElastiCache

T Z&REER DevOps Guru E5i3 iy €551 =2 4| 1 R ## Amazon ElastiCache,
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DevOps X ifi 38 Bl kY 35 = CloudWatch ES=#9 542

{838 Amazon ElastiCache 22 AREERER  CPU FIAZX, EngineCPUUtilization, 5&iZF
TETE 1 MiZ R Redis & Memcached HIiEZ R
il o
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4 CodeGuru Profiler

AEEHRBEBERREA Amazon DevOps Guru #1{aE2 Amazon CodeGuru Proventer, 8] LAfE
CodeGuru #& Profiler ¥4 DevOps Guru & H YA,

Amazon DevOps Guru B33 FBEE X CodeGuru B B X4 #Y EventBridge & Bl, CodeGuru
ProventBridge &= ##)%: 2| EventBridge. fEE R B HMBERREHBRBEANEY., KBNS
BIAMLEH CodeGuru MR —EXBNEERS. WEFMEN , F28 "1 £ EventBridge

CodeGuru Profiler,

DevOps ERiEiB EventBridge XFAMEH, EH KT DevOps Guru BENWEBRPFEEBENEH,
CodeGuru Profiler 8 24 /PFEIE—XBRAGHEN , LETEHNEEM, FHET CodeGuru
Profiler EBEEUREHTEERN TEIR. EES4EWEMNEES , F2 KM E5EHE EventBridge /&
B,

B IRERE DevOps BHREF |, DevOps BFRGAIZE EventBridge 1t 3 — BRI HE MRS D EEE
FAl, tFAEEEE DevOps Guru, EFEAMSHR  SEXBA,

SHRREWIRE DevOps Guru FRVEH |, A HRMIIEZEHARRBHAORR, NFSHRIR
MFHEER , FBEHERE.

WERLSEMFFMEEN , 52 Amazon EventBridge =4,

EZIW CodeGuru 2 #r23 R % DevOps BEXR , BHEERUTAS,

« MARA CodeGuru Profiler BRI CodeGuru #7188 , 552 R5%E CodeGuru Profiler,
« AR DevOps KEf, HERUA DevOps ERMEE |, 2B A DevOps Guruo
- HERIMEIRABEER — B EEE CodeGuru #7285 F1 DevOps BER,
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S5 DevOpsGuru # R EHE B APNERSHE , UEEITMLERUBESLEERR, ERIRE
R #AWS CloudFormation B FEEBNER. LA UEREREZEHEDER DevOpsGuru,
BB UBEENHESER. ERTKERBERAEARARER, U, BE—EHBPAEERT —
BERERABRAMEANEER. RE , B HERNESERNESESIRERRARERF P ERNAT
BER,. ERWLERNIERDevOpsGuru 74, SEPNFEERBEHBRA, BRFHPFEE
BRESTHNEMERBAIERR 2N , TEETON. UEAMXERBNERNFHES A F2ELE
% DevOpsGuru E{B,

BUlERREHERR , AT 2sBRARXPNERE=8A K.

- BEMBXZEAWSENERAWSIREF B, EFENIIEFNMESRATNERER. B7EREER
1H , DevOpsGuru B0 MERFNESPHAEZZENER. E—E¥BPHNMEERFE2HEE
—EEAERP. HATEHEINERSEsEICMAECWERESS,

- £AAWS CloudFormation#f BB EEARENPHER, HBIEFEAERNERAWS
CloudFormation, 7 # DevOpsAHf , RIERF PIEEHE, BEENSRAHKETHNERSHHET
—EEARERF., RPN EERSBUTARXETD M DevOps K BT R F,

- FRAAWSER , KELERAENTINER, BRBAWSERISEMN—EE, £ B DevOpskHf , i&
E-—EAEREwEEHihRE A2 EEEBEREE, EUNEAEKENER,EEIEAEX
H,

MEHMET, , FBHEHEHAWSH A7 B E 658 DevOpsE .

e
« FERAEZEEBE DevOps Guru ERRER PR ER
- {FFAAWS CloudFormation#8 LA Bl £ #) &R DevOpsGuru

FERERE B DevOps Guru ERARRXHPHER

& AT LAfE FAZE 2R3 Bl Amazon DevOps Guru 2 MTEVAWSEIR |, WIEE B 5 AWML ER , LUEFEH
BRNWEBRSBNEREETER, BLIERRE DevOps Guru S [D TN ER] EEHIRE R
DN ER] BiRESLHERE, B "ER, 2%, BALLUREZEL Tdevops-Guruy FENEEEEBS
B, EEIWMBEPNFEER , UERAEHRELER E  FENMERKER. EECHAEBREXR
}§7E DevOps Guru E9HHNER , B ERIVEER ENERE.
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B TAARRER ETEERARRER  TERBRREIBNERS S BL D RIETSD
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BUERAEENSBRANER  ARCHAEEXESRNE , $KERIHAIEAEXP, 6

m, A LAE A ERERRERdevops-guru-applications , AR B ESEEAERRXERAT
EENSR, BUUFEREBE-EERY devops-guru-applications/databasedevops-guru-
applications/cicd , devops-guru-applications/monitoring AR EBINREFH={EER
B, SAEAEFFHIESHEESRELNWHEEERER. BUEAERMBHAWSREEE
BHEEER, NEFHEF , F2H MEAVSEREZEAWSE R,

BEBRHMEZTRARITNERE , B UEEELELERNERREHERMR, NENAEAERE
BERBNFRENR  F2B 0 DevOps KENEE,
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&
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- FEAWSEBREAWSEIR

TERAWSEE ?

EHiH B EERBIMEE AWS ER, 5% AWS REXEER , A EUEHRETERBENER
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- EHEE (flw , CostCenter, Environment, Project = Secret ), BEEBED K NE.
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FERERES DevOps Guru FERRERF

EEFREZEBER Amazon DevOps Guru FEARER |, FHEZEENEEEREARINIRFAWSE
Ro BWEBTE—ERN—EE. RMERLEA DevOps Guru F TN EBEEEHESBHAWSE
RIEER. TEBHFERATRANE , $#ERIERENERAREX P, il , Badevops-guru-
analysis-boundary A EREIBHNEBRE G EEHEERZAPTHMBAWSER, £ATE
WERERZESRRENGIREFFNEARR. BT nonitoringét = EEAREXFEAdatabase.
M{Bcontainers, MEFMENA , F2E ENEHAWSH HTEZEE DevOpsEhifio

MREFEAAWSERREEZDTNER , MIREEA —ERNER. ST ERVERET
ERY, CALEKSSSRNERSBIERRARENP,

/A Important
ARERERREHENRRPRNFRLANFE Devops-guru- BE, FRETUR

DevOps-Guru-deployment-application % devops-guru-rds-application,
ByUREK 6 SAUEEEEEPFIINARINE. BUHE K EHKNE, fltn , DevOpsGuru
FHA—EE AN ERdevops-guru-rdsf— @& AHZ#DevOps-Guru-RDS , E& &
ZEMETRNZR, BAREXPATENE/EY LR Devops-Guru-production-

application/RDS = Devops-Guru-production-application/containers,

E2 DevOps KBl — 2 F1E %

FEEBAWSE LU B8 %2 Amazon DevOps Guru ZHTAWSEIR |, SiisEEREL R E S HHN
BER. GLERRENERKEZSHEERER., BUUEE—ERNSERZEE,

BREFENER

1. FELLTFZEST B Amazon DevOps KEi#ZEH| & https://console.aws.amazon.com/devops-guru/e

2. FRAEEER 6 ARER [BRE]

3. HEEZHWERT , BERFE.

4. WREBFEL DevOps Guru P MBELBRECEBNAMEER , BEIE "EER, . Bigkig K A%
BETHEP—EERIE,

- IARFER — 24 B el BEMIREFHFAEAWSER. EAMEERENERERERED
1H (RBHE), RAEULERENEFRS DRI 2EMD .
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5 BERE.
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FER, LAERE, SEREBEIe—ExZEER , UEBEHERELBE, BUUIEENHE
HEBRA 1000, MFEFHMEN , F2HE ) E£HHEEBEAWS CloudFormationf fl & 15 M EF LM
AWS 7 7 % 2 €5 B DevOpsEhlio

BIEHRRE | DevOps KA BIFIR Z T MBCNEMER. MREEHEFBRER K NTFEE
HHEET D

WMRIEBRIZFBES DevOpsGuru AT EIRF FABEXFNER ( EEWEEHAWSIRS M B E 2 &1
DevOps KETEZ@ 5% ) , A& DevOpsGuru S HERIRFHAMAZXENER (SEHEEBTNER)
AR B, A EHEBINERTFNERRYAWIRSSAEIRFEBR. MR RRZEHERFH
ERPHEFTRZLN , AERESEREHEBER. NFFEEF A F2R THEZTAIAEESR
i

EIFHEE DevOpsGuru

EEZFHE Amazon &R DevOps K iEiB1E #F 2 #TAWS CloudFormationSl2 ©fH R, BRI
£ FHAWS Management Console S} #X BB 2 E 44,
X8

« RIZHE DevOps KEI D AT ( 2EIA )

« EEHE DevOps K # ( DevOpsGuru)

BIZHE DevOps KEI D #T ( 12H|E )

& T LURINAWS CloudFormation#f B E 2 A,

ARERGSES M ERNHE

1. Open Open Open Open DevOpsGuruhttps://console.aws.amazon.com/devops-guru/.
2. FHREEER , RABRBRERTE.

3. 1 $DevOpsGuru , i##EManage (BE).

4

iZ#ZCloudFormation # & i1 R{R48 DevOpsGuru DT iEFHEMBFNER , REBBEBEUTHS—
{[EPERET

- FRER— oM TIRFPHERTFNMEER, SEHEINEREIBAICHECHERER
B TEDIERS P REHEDRFIEFNER,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html
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o BHUER— BIELEERENHEE DevOps KEI R 7, EEMNZEHEER ':F'E’Jﬁ/ﬁé“%ﬂJ
E1F3§E,E’J@%$z‘ﬁ¢'o SULEATNER A HEEEBSEMEBURERIFEN R, &
LLEE R 2 1,000 fEHEE,

5. igj% Save (ﬁﬁ)o

EIEHE B DevOps KEi 247 ( DevOpsGuru)

= E1EEAWS CloudFormationf i 52 5 # 48 DevOps KAf SDK , f&£

FUpdateResourceCollectionF %, MFEFMEN , 528 () UpdateResourceCollectionfE &2
5% DevOpsGuru Guru,

BEZSTHHEE 54


https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_UpdateResourceCollection.html
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Ed Amazon &1k EventBridge

Amazon DevOps Guru 2 Amazon EventBridge B4 , B ERE RBNEEIREFNESESE
. B AWS BRIEWEHSLUL FENE EventBridge A RNEE R, BAmERENRE , RiEERE
EENSH  URESHFERAKMEEDHTNEE., TEBRBNBESE TIEH

- FAEE AWS Lambda

- FA Amazon BMFHEEETH S

- BEHEEZE Amazon Kinesis Data Streams
« BUE Step Functions Ak A&

- J@Z%0 Amazon SNS = Amazon SQS

BELGER TR MRALERNEXNREREMH , RV BFTEXNRAUEEN AWS BRFREE
=

« DevOps K Bfi#7E 2B A

- DevOps KETHTEEHE

« DevOps KBE SR B E 4 FH#&
- DevOps £IZE KEMFTHE

« DevOps KBfifE 223 EA

DevOps KBV & B

LA 2 DevOps Guru WEifIS4. SAREZHSEH, ETREHRSHESINESER , BF2HRRKRE
F8 Amazon EventBridge 3% Amazon EventBridge 4183,

DevOpsGuru¥ &2 6 BUE B
E DevOps KETHT B —@#HEVEE D , BRIXEUTEH,

{
"version" : "0@",
"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",
"source" : "aws.devops-guru",
"account" : "123456789012",

DevOps K Bl B9 5E & 55


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
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"time" "2021-11-01T17:06:102",
"us-east-1",

L1,

"region"
"resources"
"detail" {
"insightSeverity" "high",
"insightDescription" "ApiGateway 5XXError Anomalous In Stack TestStack",
"insightType" "REACTIVE",
"anomalies" [
{
"startTime" "1635786000000",
"id" "AL41IDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfI7sCiIS1IWMeFCbHY_XXXX",
"sourceDetails" [
{
"dataSource"
"dataldentifiers"
"period" "60",
"stat" "Average",
"unit" "None",
"5XXError",

"CW_METRICS",
{

Ilnamell

"namespace"
"dimensions"

{

Ilnamell
"value"

Ilnamell

"AWS/ApiGateway",
[

"ApiName",
"Test API Service"

"Stage",

"value" "prod"

]I

"accountId" "123456789012",
"messageType" "NEW_INSIGHT",
"insightUrl" "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/

reactive/AIYH6IxdbgkcGOxImypil 4MAAAAAAAAALOSLE jkxiNProXWcsTIbLUQ7EZ7XXXX",

"startTime" "1635786120000",
"insightId" "AIYH6IxdbgkcGOxImypil 4AMAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",
"region" "us-east-1"
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}I

EREMN BB SRS
RAEAEHER BB E LS EHRMEI B, 5 TE DevOps Guru BHEREH,

{
"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
}
}
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E ¥ DevOps KEMERE

BRI LAEF AT 25 DevOps KATERE :

« M DevOps KET B EEE, ERREES BRSSP HLER,
- BB H, ERE T EAWLE Amazon BEBEAMRE EFERBAHEEEEE DevOps KENE#,

- W RMENIAE, ESEAFEEEH. MBMNEMNAWS Systems ManagerB AR E, ERET 2
7 DevOpsGuru BR AFEIE , EREFEABENANZLEFR] , URES Opsltem ERREESZF A
E OpsCenter iR &8 —EIFTHI R #,

&

- BEHEHNEEIIRFRE

- EHEHAWS S HTEZE EEE DevOpsERD

o EFEHWIES DevOpsE R

« BIEIRH DevOps K Bl &l

« EFHAWS Systems Manager® &R DevOpsE kil
- BEFTEs R EEADevOpsE

« B INZEREDevOpsE Ll

RN EEIRFRE

&R LABLE DevOps KET A EMEBH RS, MREHAZEMBEMNRREERS , BB EZEME
MEES, MBRAMBREZESNFMER , FSEEADevOpsZEHi.

EFIEHNAWS S TR EEE DevOpsELH

& AE#T B EAWS ISR F RV E IR DevOps KET 74T, HEHTILIRE  FREZ D WEREERS
AFHE  AREEFRE. WFFAEF , F2EREIFTHER,

Hll-

BTG EH DevOpsEERT

REDFEHEBNREEE  ARBHECEHEERTFENFES DevOps KETEH, EAILRERFE
RIENETEEBRBEPETEFAWSIRF B, WA EEN BT DevOps KETEEMNIRFHAIE ,
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https://docs.aws.amazon.com/devops-guru/latest/userguide/getting-started-enable-service.html
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WATMBEATENTEBRERERE (ARN ) AWSEREBENIRE ., MREKREN ARN TEEH

WREBRHNERE | BN ERFREREDevOps KBTI AT LUE B E A IAM REERFHEZEE, MEFHAE
A, B2 B Amazon SNS FENHT, BHRZTLUIEEMEEE,

DevOpsGuru X T EMHHPBA -

- BlET —{EH R,

- — B EFEBRMERE,

o RABITHBEREM DR LowmEMediumEHigh,
- RABFTHRESREFEEER/CHERA,

- BHRRRDNEREEE.

DevOpsINRi#IZE T Guru EZ#IXEHAWS CloudFormation & & E R & & R A INE SR HRRER
REREM DevOps K EfitR B o

SO LB BN EBEEENSEEHN Amazon SNS BH |, IR EEMHECHR. BHIZREMEE
BF 2K Amazon SNS B4, RIFTERR , B2 REIFMEEFRHEH,

EEEMEA , BEAEZBEANEN , ARBERTENE. BERIER Amazon SNS BHIEEMNE
&,

&

« BEZE ", hfy "EHFRE, DevOps KEIIEF &

- #5505 SNS B E B R INE| DevOps A Bl i3
« BBRAHY I EHE SNS BA E & DevOps A ffi iz
- EFEEEHE SNS BAIEAE

- FEELNEEEE SNS TEMFEA

i
]

=
AN
A

EBE ", Pl "BEHERE, DevOpsKETZH &
EEEHEN , CLAEUBTBARE B,
HEZBARERSR

1. 3$TBAEE BB DevOps K Rfi#E#l & https://console.aws.amazon.com/devops-guru/e
2. HEBEHKTIERE Settings (FRTE)o.

EHEZ T iy TEMEREL DevOpsKkEiiZ&l & 59


https://console.aws.amazon.com/devops-guru/
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ERAEER

"BRE) AHSRBA—8 , HFE2E8RE Amazon SNS EEMNHEBER

7% 52 5k SNS B EE AR INE DevOps KEM#ZE & &
= EFE 5 Bk SNS BH R DevOps KHfifEH &

1. the sectioncalled “B&ZE ", iy "BHIFZE . DevOps KBRS A"
2. iZ#E Add notification (37i8@ ),
3. ZEEHIE Amazon SNS £ |, FHT I E A —EE%,

- BECERETEHELINN SNS £, AR, REEEFEH i, TH , BALERVEX

HNEFBFbL, EERARGEFEfibi | FEENESE LB

- BEMERABRAR SNS TE, AR, REFEENEZBEAWSIKRF ) T75 , RESEFEANEE.

- REMERARA SNS £E ARN REMIRFIEERATE, RE , TWATEN ARNY F, @A
F® ARN. ARN BZTENEEHREREHE. EAUEREANRFPEEEE, MREEHM
WRIRPEAEEEE , AIVEREREBHEEZETE, WEFMEER , F2BAmazon SNS

FEMETA .
4. & Save (FF).

BERPHEEEE SNS BHAERE DevOps KEMZE#H &
£ EBMRP ISR SNS £88 DevOps K Efi i3 &l &

1. the section called “BEE ", iy "BHIEEE, DevOps KEN{REIA”.
2. EEEERFXE,

3. THuXIEERT  ENEEBRRNEE,

4. iE#E Remove (BK).

5. EERF.

B E% SNS BAIMERE

% SNS BHAIFEEMERENEMHERE DevOps Kl LAILLEFRWAEREMSFRNELA ,
AL REERRBASNIERELSER, SUTUERERRREETRNERRRELEERENNE

Al

B S SNS BAIEE

60



Amazon DevOps K i EREEmR

EREEEZVEBZEEN S EEHMN Amazon SNS BHE | DevOpsGuru EEFX T EHRNWEA -

- RIET — @ RiE,

- —EFBNEERFNEEE,

- RABITHBREM S ELowREMediumEHigh,
- RABTHRESERGEEREACHR,

- HREEDNEREEE.

MEEBAT , BRGRISHPERENFREAN , LRI ZTEEMEA.
EH IS SNS B A = BB AEE

1. the section called “BEZE ", iy "BHIEEE . DevOps KEN{EEI A
2. EEEERAXE,

3. RTHXRERY , BRNEEETEHRNEE,

4

EEMABREMSFREVERS "6, "TH. M TE, BEESFRNEX , EEIARSNREK
88 ", M T BEHFHRNEH,

5. ERBEARFERARINAMBEN  SNERRRHCHBESEE  SNEEXEERKE "KL = "9,
2EL TH. REAR.

6. BEFEFME.

$7 10 B TS S5 SNS E B A

o 5% SNS £ 2 EEAWS Identity and Access Management(IAM) ERBEK, EEEMIEEETE
B , DevOpsGuru 2#& T SR INEHERKEE,

"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {

"Service": "region-id.devops-guru.amazonaws.com"
3,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {

"StringEquals" : {
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"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"

}
}
}

BUERIHLEN DevOps KA EAETERAEH, MRETEHEXTENELER , BITUR
LA HBER  YARFESEBEGEBRZFZNBEEE., B2 , LWRMBER TIELHM MR ,
DevOpsGuru &L FRAEERELE B,

BB IEH) DevOps X Bl 41

& T LB E DevOpsiEif K Bl Hlthe section called “BE #7585 1% SNS & £14H A8 & B £ f 1 B %
SNS FTRIERZEBUR.

-]
« {#/H Amazon SNS 57 B8 &5 B B8 A
- BB R I Ei% SNS BRI DevOpsEER

5 Amazon SNS 5T B8 65128 BUR 65128 1

RO LA N o8 BB R B B A AR A (Amazon SNS) FTRIEREBUR , URA R EBBRKEINBENEE
DevOps K&,

{5 FA ERE RIS RIE E I B AR, B LUERA T 5IBR 7 &Z Amazon SNS FAR

« NEW_INSIGHT— fERIZ#H R R EIE A,

« CLOSED_INSIGHT— EREGM R#F SRR EIE A,

« NEW_RECOMMENDATION— {¥iR5R HE I HEZRFWEIEA,
« NEW_ASSOCIATION— feEER ARl 2% £ ¥ KU E&E A,

« CLOSED_ASSOCIATION— EREEFEREARKKEIEE,

« SEVERITY_UPGRADED— 7£ 52 HY B B 14 FH AR B U 2138 AN

WEMAIZE I Amazon SNS FTEEFRESBERNWAHEREF , BF2 B 5% SNS FTREEFIEI
EHEAmazon IS BHRBHABABIERE, ELANEEBRTD , EUUEABREERED —EEE

BB IRRY & 62


https://docs.aws.amazon.com/sns/latest/dg/sns-subscription-filter-policies.html
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FMessageType, i , EHERFEHRAUTAR , ZENERIEE Amazon SNS FEEFEIAREF
EREFEERTEEXELA,

"MessageType" :["NEW_ ASSOCIATION"]

o8 B BB B I B % SNS @ &1/~ DevOpsEEf

LA 22K B Amazon SNS FE#EH Amazon fEEBE A ARFE (Amazon SNS) BAIE | , HP T EEHEIK
%o HMessageTypeiREANEW_ASSOCIATION , A REERFARPERNZFHFEER , T2HEXE
A,

"accountId": "123456789012",

"region": "us-east-1",

"messageType": "NEW_ASSOCIATION",

"insightId": "ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-Function duration due to increased number of invocations",

"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeISO0": "2023-03-29T722:00:00Z",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69Z2SdUtn_alzPH7VTpal3@JIXiF",
"startTime": 1628767500000,
"startTimeISO": "2023-03-29T22:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",
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Amazon DevOps K i EREEmR

"stat": "Maximum",
"unit": "None",
"period": "60",
"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"
}
}
1,
"associatedResourceArns":[
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"
]
}
1,

"resourceCollection":{
"cloudFormation":{
"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"

]
}
}

EHHAWS Systems ManagerZ & A DevOpsE Rl

BT AR Z I Opsltem YA S —@#H R#AAWS Systems Manager OpsCenter, OpsCenter & —
BEPXRE , BTN EEPRE. BEFNREBEEXITHEIEE (Opsltems). % Opsltems R AR R
RO LEEEERRBESEIRIAENEEZETANIE, WEFMAENR , F2BAWS Systems
Manager OpsCenterff£ f OpsltemfEAWS Systems Managerff & 5r.

(® Note

MRIGEREBFERWESRE Opsltem , A% DevOps KETEEEFE # Opsltem,

filan |, mREBERZER Opsltem #"aws :RequestTag/DevOps-
GuruInsightSsmOpsItemRelated": "true"fAREEIBIHI R DevOpsK &l % E #
Opsltem,

EELNRREERIES

1. FTBERE# DevOps K Bfif& #l & https://console.aws.amazon.com/devops-guru/o
2. HEBEHKTIERE Settings (FRTE).
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https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-working-with-OpsItems.html
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3. TEAWS Systems Manager®4 |, i2HUE A DevOpsAlZE —{EXEIAWS Opstltem £ OpsCenter ¥
REBEEZEHE —@ Opsltem BB —EFHN RREIE., BUEEEECLUEL OpsltemBE —EFHH
RRRIE,

EMegnEWENE A Opsltems EEWIRF P AR, WFEFMENR , 5528 AWS Systems Manager &
&

FHac k£ FE8DevOpsE il

EERREHEFEURE

1. 3$TBHEEEE# DevOps K EM{E &l & https://console.aws.amazon.com/devops-guru/s
2. EEEBEERTIERE Settings (FXE)-

3. HEEHEEEN , EEEBRTRA BFEESE DevOpsH R ERA T HHEEB AR E R
Guru #PR, BDevOpsGuru F 8 R ##ERIH B FE F

E ¥ B INZR 5% EDevOpsE Rl

A UETEFRNMNBRREAWSHEN SEHIAWS KMSEFEEN S, INIIETENHERR
AWS KMSRKBEEENIREZFAMEAAWS KMSigR | DevOpsGuru B A8 B BBHRINZEF#E
WP EER, BLPEBSHEENEENETFEEREMBAWS KMSZK 5|,

(® Note

MRIGHBET , REZHRMBRUABIAWS KMSE& R | DevOpsGuru #5 £ 5% 55 RS itk 2268 N 3%
WEMEIR |, B sE& B BlAccessDeniedException# {TEEURER,

EEENMBRE

—

}TFA S8 BB DevOps K B2 & & https://console.aws.amazon.com/devops-guru/e
EEEE KT IREIE Settings (BRTE).
EMZEERERS , BEFENE,

BNEEARREERNNNZER, S FERAEREBEAWSHEEN SR, EERENEFEES
& FEIFNEZFEELIBAWS KMSE 5| #,

B WD
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(AR
5. BE®RE.
MZEEHF—EEEHERID DevOps KL 2, WMEFMERN , 5FSM the section called “EFHR
&,
NN
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ERAEER

EFEA

DevOpsGuru FEREIEEBEH,

ES -]

hEEENESEER SRR EENEH,

DG
HEAE S
B3 B

I HE
BREMFA R
HIRERTE KK

R EE N

MABNEBENES THER

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightType":"REACTIVE",

"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps

Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680148920000,

"startTimeISO": "2023-03-30T04:02:00Z",

"anomalies":[

{

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"startTime": 1680148800000,

"startTimeISO": "2023-03-30T04:00:00Z",

MRES
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ERAEER

"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

BRI ZE I
HEXRRNBNLE THE

{
"accountId":"123456789101",

"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",
"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",

HERES
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ERAEER

"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{

]I

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,

"startTimeISO": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,

"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,

"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,

"closeTimeISO": "2023-03-28T09:00:00Z",

"description":"Empty receives while messages are available",

"anomalyResources": [
{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"

1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

1,

"associatedResourceArn": [

"arn:aws:sqs:us-east-1:123456789101:SampleQueue"

"resourceCollection":{

"cloudFormation":{

"stackNames": [

HERES
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"SampleApplication"
]
}
}
}
7 8 B
VRN BHNIETIER

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType":"NEW_ASSOCIATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",

"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of

invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",

"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly

caused by the Lambda function invocation increase. DevOps Guru has detected this is a

repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680127200000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"anomalies": [
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime" :1672945500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",

AR
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

15
"resourceCollection":{
"cloudFormation": {
"stackNames": [

"SampleApplication"
]
}
}
}
R
MERBNBEHNITETIER

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",

R —
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi
Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",

"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"

BEMSK

BEMABRNBHIETIE

iull

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps
Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days.",

"insightSeverity":"high",

"startTime": 1680127320000,

"startTimeISO": "2023-03-29T22:02:00Z",

"resourceCollection":{

"cloudFormation":{
"stackNames": [
"SampleApplication"

&0 LLE FHAWS CloudFormation3tf & FAWSIZH 3k €712 #1538 5 18 % £ DevOps Guru 7 #THY
AWSEIR, E#&% DevOps Guru EEENHNHEE S ERREBIEIRE , DevOpsGuru 2

M SELECTED_RESOURCE_FILTER_VALIDATION_FAILUREEH, EREENERIHEZBIGHE
HERBNERR  REREERER. BEXRSFA DevOps Guru EFEF % |, FHEEMHBNIEHE
HiERBAN ER,

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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AR 0T E M EIRDevOpsE Al

DevOpsGuru 2t T ERZ BNtV ERARFERANSIREMAListMonitoredResourcesEifE,
iE (5 B BRI BB U EE CloudWatch,AWS CloudTrail #1 E 2 AWS BR 35 1 F DevOps X &l BR 5 & 4 £
B,

AR, IEERAERIERENERREFREMRBHN AP, BIZIAWS Lambdasi &: 5
RDS , DevOpsGuru AR MZREHEIRSIEK , REListMonitoredResources AFFHITEIE,

X
- BEHFEHAWSH T EEEEDevOpsE AT
- BREAZEN I HERRSR

EHIEAWS 7 AT E £ E DevOpsE Bl

EA LB FHEAWSIEIR F R ERDevOps KEI 5 4T, RBOMHERER T EHDevOps KB E
BR, BEREETEAR  SNEREMEEEARSY, EEMNESRFRAREREE,

- EIFEHWHEDevOpsGuru o MERFHAMEXENER, BIRFHHEEBINAEERTE D EEIE
AEXH, MRENIRFHEZEHE  ASEEETHNERSENEBCHERAEZR., MREIIRS R
WEMERFEHES e ELER,EIBCSHERERXS,

- FEiBRIZBIEEEZRAWS CloudFormationEE&RIELERAHEE, MRIREZM , DevOpsGuru 74T
LEENHEBIPEENSRAER. IRERFTFHNERRALEENHEBESR  AIFSHHETY
o MEFHMET , BFSBEHAHBEAWS CloudFormationf i & IEEMiEE B Z 2 EDevOps Kk
i

- FREEERAWSER., DevOpsGuru E0HERFANESTHMEER , BB ENER
EBHNFMEER,. ERERBENVEREETE. MEFHMENR  FSBEHAZEEFRR DevOps
Guru ERARERXPHER.

- BEAOWEMER  ERMAIEELEERITNER,

(@ Note
NREBEFNREHEUAFELEDTER , IREEFEHRTYHEEEENRERRE | BT
BEE/EER, DevOpsKENfEiRE, ELBRAEANBERNERBEHEALN APl FEIYAE
B, MFEFMEN , FSRE L FEBEDevOps KEIEE,
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DevOpsGuru X EER Y EREHEBHAMEER. NEERZERBNERNFRENR , F2EEE
#DevOps KBl EE,

EEEBEMDevOps KEI OB E

1.

2
3.
4

5.

T B 58 i DevOps A i #2 &l & https://console.aws.amazon.com/devops-guru/o
RASHEREENERF.

BIE mEE

BETIHEP —EREERE,

- BEMARKEERINRIREDevOps KA R 2 R AT E X IFNERAWSIRFE Mt [E, R EE
BUHEE  AWSKRERENER>MEEHERR. SRFPSEHMEINFIEERTE D HE
Pt ECWERAERY. FATEHEFHNRGERSESHEZCMECSHERESH,

- E#ECloudFormationt & 1 RREDevOps KEN 7 TR BIFNHERBFMNER , ARBEUTEIE
2=
- MIBER— W TIRFPHERBHIHMEER. SEHEINERE>AZCMECHERR

X, FEINERFPRETHEEPHNEMTER,

- BREUER— RIFERAENMERDevOps KA RS HT. BRMNESEHEINERESESEH
BEHWERAREAR, SAUEATUERAMESBSRHEURERIBENHE, RS
AT LUEE 1,000 EHE.

MEFHMER , FF2EFEHAWS CloudFormationst#E LLs% Bl #&#Y &R DevOpsGuru,
« BERZINEREDevOps A DB ERBRENEBNFIEER, BIEZ—(AE K ARBEETH
Hrp—{@Ei#EE,
s FIERFEER— 2 MENESFRERHAME AWS ER,. E6FMEEBRNERSKER
Er#E (WNREWNE). SELNERENERE 9 52BN D,
- EEREESE— OSEENFEERERRE DM EEENAZR DevOpsGuru BB R E
BRENER,BEEREFHE,

EBHELBEFIRBBEdevops-guru-, LWEIRTED K NE. Flwn , —@EX
H# R DevOps-Guru-Production-Applications. MEFHMENR , FSEAFEHERZG
DevOps Guru ERAERXFHNEIR.

« BELUMRRTEDevOps KA R DT EME IR, LiEIEEEFADevOpsGuru EHER o LAE L1
ERIMELER,

BERE.
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BRER BN DT ERBE

ENEEAE RS EAMMER , AT AFIHEMARRE (120 Lambda 5 Amazon RDS) #
API| , DevOpsGuru HARRMZREHERIIEK , REListMonitoredResources AFFHITEIE, &
ESFNTE , B LIEFHFAWSIER L EERN IAM BUR,

{
"Sid": "DenyListMonitoredResources",
"Effect": "Deny",
"Action": [
"devops-guru:ListMonitoredResources"”
]
}

BREREN D TERRR 76



Amazon DevOps K i EREEmR

DevOps ERFHREEE

UTREERAEBEERE, LEMNEE Amazon DevOps ERMBIZINEETE. FANREE
&7 #ER R REDevOps KEME &l & R &R DevOps B RAR ZI AV R /ERI B,

- ERBOKEREET K BAEFREETINER. eMEERRENBRER.

- £/ Amazon CloudWatch &% —EREBRNIERZ AR ENIER , SIHEET A MIRF LR 2047
BT hR. ETUEMELE L HRREE,

- B Amazon RDS &R , 55& & Performance Insights 1§18, BiBi&i 885 EEHEEIRES HiHE
B B LUEEREBMERENFEES. WHEFMENR , 528 "1 £/ DevOps Gurufor &t i
RDS Z#HMEERE,

- A—EENZEEKEBRETHEREEN. EFEFERETHRYT , RERAEBEEE,

- BEERARBNSM4E Y  BRTABRIRNGRENIEIERERSH. BERBLERRERTA
RERENSHANENEERNZERE,

- EENBRERBEPERERTARERBRENTR.

- EREG  FHERZRYFBEREPNEE, SEREEEENEHRSE  TEHRIRESE MR
B8,

- BRICERMRTERE  RATEZRCHANER, BX—X , BEEFHNERR  AIFECMHERHE
R ERBEREURESNEREERNBERRR , R, SK—EUERRALBEEFNER, W
R—ERAUEEESTIMAR  BRAUEEXNERENEE., RESEDRMERBETUERIBY LERRK
ERENEH,
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Amazon DevOps KEifIZ %

BERE AWS BRENE LK. BHAWS BF , BAURENPLNBRREPER K ELREREA
TREHZEMSHRBNEBNERMEEN.

ZER AWS BECBRARNEE, HEEEEEAREFHRRERNLZEMENERTHLZEMN

- EWRNEREYE — AWS BEREE AWS 2P HIT AWS RENERERE, AWS EAZRIEAMTT
ZEFEANRE. BEE7THBERM Amazon DevOps Guru WEREE , F2BEARFTEHN AWS R
BEEANSHRTE .

- BiRPHNLEM — ENETEURREERN AWS . SHXEHEHGEREEE  TIEERNHE
ZiE, BRFANERNBRERENER,.

AZIETEBE T B EFE A DevOps Guru REFA RN ETER, THEERPMARE
DevOps Guru ARFE RN Z M ME R B E, BtSBR A EAHE M AWS R , tHEHEE A
REIEH DevOps Guru iR,

&

« Amazon DevOps K il b #) SRR E

« Amazon DevOps XEffY Identity and Access Management

o FCSEAIEEIE DevOps KEM

« DevOpsKETFISTHE VPC %% (JAWS PrivateLink

« DevOpsGuru HEREELZ S

« Amazon DevOps KETHY &) 1%

Amazon DevOps KBl H Y EIRIRE

AWS HESEERBERAM Amazon DevOps Guru P ERHRE., MEERFFHR |, AWS BEEREH
TAE AWS Eif. ZESHEBETHERS R LAEATWIEGE, ZHREKEEMER AWS R ©
ZEERNERETE. NEERNEBAENFEET  F2RERBELEELEEE. NEEHEEBMNER
RENHBER , FS2H AWS T HEPEK LN AWS HEMNSEEREN GDPR EHERE,

ERERREBEN , RAEZREMER AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {RE AWS tRF BEAERLREBRIERE, Mit—R , SEACHEHRASESR
HEREEEMAENGTT, RfEERERATIFRNREESR :

ERRE =5
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- BERFHECRASEERRE (MFA),

- fF SSL/TLS B AWS BEiRETEH. EMFETLS 1.2 WEZHRMFEA TLS 1.3,

- EARRE API M{EAEEEFE# AWS CloudTrail,

- £ AWS MEBFRF RUREPHWMBERFELLEE AWS R,

- ERAERNZERZLRKE (B0 Amazon Macie) , HBIREFREFEFE Amazon S3 HEBER,

- MBHEFBHSHNEDR API FEEEEL AWS 1B FIPS 140-2 B XM NZ1E4E | 55EH FIPS
imEh. MEFRE FIPS M FIPS MM ESHEENR , F2RAHIPEARIEZZEE (FIPS) 140-2 #1E#,

Bz 2R CBETEREFNETFBH U ERERBBEF , HEEES BHEEXN X FRA
F, flanEEEA, ESREER AWS R FERAEHE |, API 3 AWS SDK B2 DevOps Guru S H it A
—RB IR, AWSCLIZEEZEI BN XFRUPEMANEAERT TEARTESDE B
MRERMAIBEIRETH URL , PIRZUEBF I ERBLEXMARESEF RN URL I EBEBEA.

DevOps K B # By B3R 10 27

tnE 2 DevOps Guru R MM EBRMEKE D, FLEME (FlNERTFNER) BRERRHAN , FTREL
PITIEMEE, HnE , SINFRER , EUlERIERNBERETRE.

- EEPPNERNS : FFE DevOps Guru Z A K Guru BEEE TR 2 B DevOpsHIFr G @A
BER TLS RE , WHERAKERA 4 FSEFETRE. FTA DevOps Guru imBEBE A B AWS
Private Certificate Authority. INFEFHE , FSREENRA 4 #HBEF M EERE ACM PCA,

- WBREERME : ¥ DevOps Guru 2 FTE AWS EJR , Amazon CloudWatch 1EZRME .
BiR ID # AWS CloudTrail B4/ Amazon S3, Amazon DynamoDB #] Amazon Kinesis 1
Mo R AWS CloudFormation #BAREZSTNER , Al SN EHREIE. DevOpsKEIfE
Fd Amazon S3, DynamoDB #1 Kinesis W ERMR BB, Kinesis FREABFNERNRZIRE—F ,
R RAFREME. FMIE Amazon S3 Hl DynamoDB HFHI &R EFH—F,

EHHEREFEH Amazon S3. DynamoDB # Kinesis #Y data-at-rest iNZ haEE TN

BEFZESH . DevOpsGuru TEMBEFABNBRAFEER , fINFERAEFEESIR
CloudWatch S8R EEEMNEERN. LIEATRECZEFNEEREENTLE , HEE
R ERBEEERER, WNFETE DevOps Guru REFBRAEZFEERSRBRNVMEEEN , B
section called “SE %",

FEHEE
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- BYAHRE IAM BERME T84
- BANEREREEE
- HERR
- BYEBAA
« RYTIMAMER

MEFME , F52E AWS Key Management Service A BREINEFEE SR,

® Note

DevOpsGuru £ AWS HIEN &R B BRARENE , UeaBREHBNFEER, B
=, FAEFEENESBEE AWSKMS XHEA. NEFHEENFMEN A F2HE
AWS Key Management Service 1B,

DevOps X B 204a] {8 A BE 5 AWS KMS
DevOpsGuru EERETEFAENEFEERIR,

EREEFERAEFEENSBEAMEE | DevOpsGuru 4% CreateGrant EREEE | LR REE
SRE AWS KMS, HFHIEER AWS KMS AR F DevOps Guru & FIRF R AWS KMS Zi8 1Y 55
REIHERR

DevOpsGuru EERE , FREALN TS EEREMET AT REPRE

» 8% DescribeKey AWS KMS ER , UEREZV ER BN EEMESHITAANHBEFXE
KMS &% ID REEN.

« {HiX GenerateDataKey B3R AWS KMS LLELHEFEELBMTZNER &8,

« BEMTIBER AWS KMS BB MBENBIRZ R , UEMERAR RSN BR,

B BERRER TN ERE  IBRREBEFZIESRNFEE, MREERM , DevOpsGuru
BELZFNEFEESBNENEMNESR , EEXERBRERNEE, fim , mREEHRE
DevOps Guru A FEM MB L HEEENR |, AIEESEEE AccessDeniedException £2,
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£ DevOps Guru REEREH MZ &8

E8# AWS KMS BEFE 2 E £4#8 8 DevOps Guru EREEEMAER , BAILERA AWS CloudTrail 2
CloudWatch Logs 3R3E#t DevOps Guru EiEHIER AWS KMS,

BYEFZETR

B LAE A AWS Management Console 2 AWS KMS API BRI BN EFEEEHR,

FERVHBNEFZESR K F2HEEVYEENE KMS £i8.
TERBUR

CHRBEXERHEFZESRNEFIER. SEEFZESRBLARET—ESREBEK , HPIERE
HALFEASBRAEAFANERR, ERYEFSESRE , JUIEESRBER. WEFMEA ,
22 # AWS Key Management Service Fi8 A B8R AWS KMSH Y 5 58 M FEUEHl,

B ERENEFEESIRE DevOps Guru EREBEMEA , XRESWMBERP AFF T 5 AP 42 -

« kms:CreateGrant : X FZECHMHORE, RFHIEE AWS KMS £BHIEFHI#R , R5F
EX#ERREE DevOps Guru FREMEE., MEFHARENFHEENR , 52 8H AWS Key Management
Service & A B1EF,

i€ L ¥F DevOps Guru 1T A TR 1E :

- MNY4 R GenerateDataKey MEZFNBIBZBI S HER  RABBERBTSIEARNER,
- FUBZEUFERACRFHNEERSBTFIMBER,

- BRERAKETEL AR, RetireGrant

- f£M kms : DescribeKey Rt EFEENSMFME R , SLAFT DevOps Guru BFE S8,

THRARARNEBEE LS DevOps Guru i BUR BRIR X &5

"Statement" : [
{
"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
"Principal" : {
"AWS'" o "M
},
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"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:ro0t"
I
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*"

]I

"Resource" : "*"

mERE

BT LA DevOps Guru SR EAFEANE VPC i , LREERI T MERELENREM, BEEHT
LEME , B EEHEBMREE, NAT ZESERLERE, CtETFEZBE PrivateLink , ##AER
BEN, WEFHENR , 528 DevOps KATF T E VPC i 2 ()AWS PrivateLink, & PrivateLink
M VPC iwEHIEEME R , 552 BAWS PrivateLinkfi#Ei8 PrivateLinkfZEL AWS g%,
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Amazon DevOps KETEY Identity and Access Management

AWS Identity and Access Management (IAM) Al B EIE 8 R & iR H AWS ERFEE. AWS R
% IAM EE S A TR (BA) NRE (EBER) LUEA DevOps Guru BiR. B AR
IAM AWS ¥ , EFENLE.

&

- Wt

- FASIRE

- FABRKEBRFIE

+ DevOpsGuru 1 AWS SEEB BRI ELE/E

+ Amazon DevOps XET#N{AEE IAM §1E

« Amazon KEFER 5 4B B DevOps

o & DevOps¥t Guru FRARBEZ/E

« Amazon DevOps K EfisFa] &

« Amazon SNS FEMFF

« AWS KMSHN# Amazon SNS FREMEFH]

o SE#HEM Amazon DevOps Guru & % M1z EUE

cZhes

&8y 53X AWS Identity and Access Management (IAM) € iR E , EBEURRETE DevOps
Guru Ty T4,

fREFERE — REFEH DevOps Guru REHITIE , IEEESACRAFMENZAZNER. B
BEAE % DevOps Guru HEER TR T/EE , BUsEFEHMER, THREIGFINEES XA
BhiEmE R EEREMMNEET, MREEEFE DevOps Guru HHIIHEE | B2 BSEH#HE#E Amazon
DevOps Guru & % M7 B,

REEEE — MREBEEL T DevOps Guru EiR , BITJ8ERESR DevOps Guru BSEBFEE, RE
BRI R & EEFEUL DevOps Guru IREMER B BN I, 2E | BUASBRERBEN
IAM BEEE , REFLREEAENGTT. RELEERLNER , THIAMNWELRAES, EEE—D

AR & N T A4 IAM B2 DevOps Guru B ELEH , 2B Amazon DevOps KETZN{TEE IAM & 4E.
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IAM EEE — REZ IAM EEES , JEFSEERFRNAREBREUEE DevOps Guru FEUER FE4H
BER, EERBREFLUE IAM REEAR DevOps Guru B0 BBEEF |, 2. Amazon KEIER 5
3 BUR DevOps

EF & 2 B

BBEREBAWS FASSRBZANAR. BLAL IAM EHAES S HMBME IAM BSEETHE (BA
AWS), AWS IRERERE

B LAEREIR AWS B2 BRI RIRIERNFER , UBSF 2R F22E A, AWS IAM Identity
Center (IAM 270 FRE, ERRANE—BZASFDRFE , UREH Google = Facebook & A& #
HMEBHESH2ERBNNES, BUBESELBZEAR  CNEEEALCRESER IAM BENEBIESE D,
BERE AWS AREBEFIE , CeBEEREAC,

RIBENEREER | £ L% A AWS Management Console 5 AWS ZELA A#@%h, MEEBEEA
MEEER AWS |, 5ESE (AWS & A ERER) AWS RS A& A B0,

MRIE AWS BRI A REFE, 7 AWS RESBBEAREN (SDK) ManwFINHE (CLI) , AEMAE
MRBUMESXEBER, MREFEAAWS T8 | AIXEBTEEER, MECARENSEH
THBHERNFMES , F2H AM EREEEPHEE AWS AP FER,

EREERAMNES P RES L CUESEERHEIANZTLHENRA, i, AWS BEEREHEAZEE
FEE (MFA) REMEFN LM, WEEZEN , 528 AWS IAM Identity Center £ & BRI+
MWZEZZEHIM IAM EAEERPNE AWSHEAZEERZRE (MFA).

AWS tRF BRERE

BEERIE AWS 1RF B8R —EERASIHE , X80 TTEFIXIRFPHEER AWS R
MER, B2 AWS IRF root EAE , ANEBERAERAREZLIRFHNE FBABUHENBRTEA
REFH, BARBETEUREAEREREES. REENBREAERRE  LRHEARHNITREHAR
EREATHNER. NFELEBNZRFE , THRFUREHAEZEANES , F2H8H IAM EAEE
MPNEERCEAEBRRENER,

BegD

REFEZRERABERE (CRFERREEESFIENERSE) ARG BRRMENEDR , X
REfE FA ERBFRERE AWS BRAE 2R7EFHL

BEGoRIRRELEFEHAEEHENFERHE, Web B0HEBIIRME., Identity Center B , SER
FEIB & 5 @B SRR REEITER AWS IR WERFEAZE, AWS Directory Service BB & 777
HBF AWS 1RF | tifIgREAR K MARRRMEKRERE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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EEEE DevOps Guru REERMEE , F2RBRBIRESEFH Amazon DevOps Guru HIERH
ER. EETHRUUERARGEESRNBENER , 5528 Amazon DevOps Guru FEEMEN1E,

= ER17 DevOps Guru 7 B RBIMNE S| , 5528, Amazon KETER 5 138 BEE DevOps
KEMHDevOpsHyah 2 HIFZR ( ACL)

<& ACL a

FHUEFIEE (ACL) ATEFIBL X RFKE, FRAENAG) HEFHEEZRNFFT. ACL EER
BEREBR , BEMAEA JSON BERXAHER,

HABMAFAREES ( ABAC ) B Guru DevOps

X ABAC (BURFHIVRE) -

BHREFEEG (ABAC) 2 —EREXRE , IREBMRERTT. £ AWS , GEBUHBAESR,
B LS EBM T IAM BR (FAERAR) M52 AWS ER. ABRNERMNLZER ABAC 1Y
., BEFERF ABAC B , A EXTENESEEESA TN ERESHEAFRRE,

ABAC AR RMRENFRZPHEREE , WRERREELERERREHRBGE,

EERBERILHFE , FFH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R-£8 , EBERMIRGTED |, RHUEBEA.

MRBHEXESEEREEN LB =ERG SR  RBEZBHEMS , EA Yes, IRBHBEIERLE
REEN A =@Ek4r iR , RIEA Partial.

mEE ABAC HIEFHIER |, 828 (AM F£AEIER) P ER ABAC?, MEEFEHRE ABAC
SBNHERE  BF20 (AM FAEEE) P ERBMHEFEUES (ABAC).

A DevOps Guru KIEREEE A& Kl

X ERERRE =

ELEAREBEREHE , ££ AWS RE TRER. MFEHMER , SFEWEL AWS RIS L=
ABREEAWS IR £/ , 526 IAM EREEETR IAM.

Amazon DevOps KHfitnfa g2 IAM &1E 96


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazondevopsguru.html#amazondevopsguru-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazondevopsguru.html#amazondevopsguru-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazondevopsguru.html#amazondevopsguru-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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MREFERART EFAEZBNBBUANEMAEEA , AISRIEE AWS Management Console & F B
e, Bla , BB AWS AL TIMNE—&F A (SSO) EEAENE  ZEFEEHEVERRE, &
"‘Mﬁﬁﬁ%% DPBAEES  ARVRACK  tEEDHEILKREEE. NEVRACHFMEENR , F
28 (IAM FAEER) PNYREAE (EEA).

BATLAMER AWS CLI 5 AWS APl FEIZU R EAER, RE , BuUERAELEREABTRRE
L AWS, AWS BELHREELBRIFEAEZR K MAREARPENRSE., MEFMEEA 6 B2
IAM RV E B2 2B H.

Guru #9 DevOpsi® iR 7% B #E R

XERTFETERE (FAS) =

ERER IAM ERERNAREFHITEER AWS , CERRATR. EFRREREE  SRRENT
REEE , EMETBRBPRE S —EEE. FAS E£AERITIUAER AWS B , YEEER
AWS fR# @ TR HER, AEERBKIFEREE AWS R tEREE T RESTRAVFERE |
FEHE FAS FR, BEUBERT , EXAERHTEMBEBFMNFF AT, WFRE FAS FRERBERF
WMEFR AR (EREFHTEER) .

DevOpsGuru HIRIE & &

XERKAE )

REAERBREREN IAM A6 , JREFTEE. IAM EEE AU IAM REIL, 1S M ERARE
ﬁ@o yu%ﬁ%ﬁnﬂ ) nﬁ 22 ﬁ 1AM ﬁﬁﬁ%?aﬁqﬂ E’JE.L%@J«X%;JT%‘F—J%A AWS Hﬁi‘%o

/A Warning

B R A EKNERTEEE B DevOps Guru ThRE. RAETE DevOps Guru 215 5| B iR s
s A,

Guru #J DevOpsfRIFEFE B

XERBEGAE

fim
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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BHEFAGRE-—EERE. AWS BRERBIUBERKREVNTHENAE, RBERACERTRE
BHH , AWS IRF BEBRERBAE. IAM EEEWURE , EFERERBERZSERETT,

MERVREERHEEACHFMES  FSEATEL IAMEFENAWS BRI, EREPSEKRTE
HPEeRBEEACHTHN Yes, RIERER , DIREKRBHRIERS S XM

Amazon KENER & 4B BER DevOps

KFESR  FRENACKREEISIEHN DevOps Guru ERWER, it EEFEH AWS
Management Console, AWS Command Line Interface (AWS CLI) 8 AWS API R#1T T, EEFZ
FEAEHHEHAMEERMTEENGTT , IAMEBEEETNUEY IAM BE., A% , EEETLE IAM K
RMBEAG , FREERBTELAE,

BEETROAIEAELEF JSON BERXHEY IAM 55 RBR |, 20 (AM EAEER) PHE
3 IAM BUR

HEd DevOps Guru EXNBENERFERENFHEN K SESEEREEMN ARN X |, F2RERK
B#E2EHH Amazon DevOps Guru HEIYE. BERAMIFHE LIS,

&

- BREEER

« K DevOpskiizél&

- AEAEREMMBECHET

- BN DevOps KEIH AWS ZE (FAXES) BUR

HRREER

UERBAERNRASRERZARETURENL, FIREMERERSHH DevOps Guru B, EL
BETREREN AWS IRFEAERA. EXRYSRES 2 HBCRE , FER T ENRERSENE !

- FREER AWS SERASELREERER — " ERAREEAENTHERENER  FEAT
REFZERERARAERHNAWS ZEEFA, eMAAEEN AWS IRF. EBEEBERKE
RIEERARFIN AWS BEFEEHX , E—TREEAER, NFESER , F2H IAM EREE
PR AWS REBRSEBHAENAWS XEBK.

- ERAREFFAIRTE - 5RE IAM BERIFTA K, FERTHTERMENER. SERLEN , &7
UERERERG T AUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

Amazon DevOps K i EREEmR

- £ 1AM BRI REE— S REIFZEE - B LUSEREFTIEEBER |, UURFIBEMERNER.
il |, AR BBURGY | IEESBMEA SSL BIEFTERER, Bt UERRERREHRED
EM ZENAE (WIEIBHE) EAIELEE AWS BRES , f5l20 AWS CloudFormation, MEEZE] , &
28 1AM R &EEEPH IAM JSON BIERTE 4.

« f£/ IAM Access Analyzer B IAM BUER |, fE{RFT A1 24 B /] IE%E1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) Ml IAM HRIEEH ., 1AM Access
Analyzer 12ft 100 ZIEBERERVEATHER , THBEHEELXLEEANEXR, NEEZSE
F , FBESE IAM FEAEEEFH IAM Access Analyzer BURERFE o

- FESRESOHRE (MFA) — IRENRGIFE IAM £AERBREAE AWS IRF |, FFHEL MFA
DEBSENNREM, EEEMM API EEEFER MFA |, 1% MFA REGHEELNBR., NEE
LZEH , F2HE AM EAEEFEPHEE MFA REHN API 7EL

WME IAM AREEKNMEEBER , F2E IAM FAEERTH IAM 22 5EEX,
{# A K DevOpsHi#E4l &

& ZE7H Amazon DevOps Guru £ 8& , BULERE R — BT, ELERLERFTEY HIRR
&BH9 AWS 1RF. DevOps MR BEIN LM BEAMNEFTERRNE I EBE , HEHREERBRNE
B(EHAERAR)MS , TRAREZINERERE,

BAREEREY AWS CLI 5t AWS APl #THIHNFERAEATREETEAER,. k2 , REAKFEFER
BEMMPERATZ AP BENEMERM AT,

EERREAENACMAIER DevOps Guru X84 |, ERE#& DevOps Guru
AmazonDevOpsGuruReadOnlyAccess EAmazonDevOpsGuruFullAccess AWS &2 /Y J& Al fff
MEEE, MEFMER , F20H (AM EHEER) PHNFEFTREHE,

RFFERERAMMAECHFT

WEHSREBMMRBRIBER , AFF IAM ERERGH MEBPERESIHNARRZIEBR, LEA
AEETEE EFURKERTHNMER AWS CLI 5 AWS API TR LB ERIHERR .

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",



https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

B AMDevOps KATRY AWS Z& (ALER) BUXR

AWS ERRHEHEINERNE L IAM BERRFARFZEREARE AWS, BL AWSEEENBE
SEREARCEARFIRELENER , At EAINREAEETEMLER, WFFHMEEA , F2E (AM
FHEIERE) PH AWS Managed Policies (AWS ZEBUR).

EERVMEE DevOps Guru [REAE | LIENXEMINE BIAMFullAccessiy AWSE EEF AN,

B A LR B BEET IAM B3R |, LLAEF DevOps Guru BIEMERMEF R, SRS EL BETBUER
EEEFEELHFUNEREREE,

T5 AWSZEBHRA (EBAI LA MER S PR A E) 2 DevOps Guru FTEEN,
B

* AmazonDevOpsGuruFullAccess

* AmazonDevOpsGuruConsoleFullAccess

» AmazonDevOpsGuruReadOnlyAccess
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» AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruFullAccess

AmazonDevOpsGuruFullAccess— 2t ¥ DevOps Guru FY TR FEUE , B¥EE I Amazon SNS
XfE. 17HL Amazon CloudWatch 62 #ZH! AWS CloudFormation B, EXEERETHE
BT Guru R EHENRREEBRMERE, DevOps

It EAmazonDevOpsGuruFullAccessBIE@& T HIBIR .

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [

"sns:ListTopics",
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"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"”,
"sns:SetTopicAttributes",
"sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "devops-guru.amazonaws.com"
}
}
I
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"
I
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,
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"Resource": "*"

I
{
"Sid": "CloudWatchLogsFilterLogEventsAccess",

"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess— 2 #t¥ DevOps Guru TR FEE , BIEEL
Amazon SNS £, fFE Amazon CloudWatch R 1FH AWS CloudFormation &M FF A, LI
REBFHMMEOARFA , @A EEZEEFRIFEEE Amazon RDS Aurora E R E#1TE 8 H
BHNFHAD . ESEERELERT Guru T2 B HENRKEEBMRMEMAE, DevOps

It AmazonDevOpsGuruConsoleFullAccessBIEE T HIBRIA

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
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ERAEER

"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,
"sns:Subscribe",

"sns:Publish"

]I

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",

"Condition": {
"StringLike": {
"iam:AWSServiceName": "devops-guru.amazonaws.com"
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},
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"
},
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,
"Resource": "*"
},
{
"Sid": "PerformanceInsightsMetricsDataAccess",
"Effect": "Allow",
"Action": [
"pi:GetResourceMetrics",
"pi:DescribeDimensionKeys™"
1,
"Resource": "*"
I
{
"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"
}
}
}
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ERAEER

AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess— % F¥f DevOps Guru FE i AWS R+ 4HEI ERAVME
BEEE, BEBREAZLPLERTRERBNGED , (EF8EH DevOps Guru I MR Z £ E 7

BR. Amazon SNS F = Systems Manager OpsCenter B&H#ETEMEHNFER &,

It RAmazonDevOpsGuruReadOnlyAccessBI€@E T FIBRiR K .

"Sid": "DevOpsGuruReadOnlyAccess",

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:

DescribeAccountHealth",
DescribeAccountOverview",
DescribeAnomaly",
DescribeEventSourcesConfig",
DescribeFeedback",
DescribelInsight",
DescribeResourceCollectionHealth",
DescribeServiceIntegration",
GetCostEstimation",
GetResourceCollection",
ListAnomaliesForInsight",
ListEvents",

ListInsights",
ListAnomalousLogGroups",
ListMonitoredResources",
ListNotificationChannels",
ListRecommendations",
SearchInsights",
StartCostEstimation"

"CloudFormationListStacksAccess",

"devops-guru:
1,
"Resource": "*"
},
{
"Sid":
"Effect": "Allow",
"Action": [

"cloudformation:DescribeStacks",
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"cloudformation:ListStacks"
1,
"Resource": "*"
I
{
"Effect": "Allow",
"Action": [
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"
I
{
"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricData"
1,
"Resource": "*"
I
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,
"Resource": "*"
I
{
"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"
1,
"Resource": "*"
},
{
"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
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"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruOrganizationsAccess— AJZ#H Organizations EIE 87 EUEB AR DevOps
Guru ZiRFRR., SELRERINERAZTHERERBA DevOps Guru TR EEENABEESERME
A&, BN EESNEEIIRSH DevOps Guru BN RKEESRFFERALERL, BAIUE
FAmazonDevOpsGuruReadOnlyAccessZifffAmazonDevOpsGuruFullAccesshidt/R Al , AR
DevOps Guru B MEE S 5T B 7 B,

b EAmazonDevOpsGuruOrganizationsAccess @& T HIRIAR

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AmazonDevOpsGuruOrganizationsAccess",

"Effect": "Allow",

"Action": [
"devops-guru:DescribeOrganizationHealth",
"devops-guru:DescribeOrganizationResourceCollectionHealth",
"devops-guru:DescribeOrganizationOverview",
"devops-guru:ListOrganizationInsights",
"devops-guru:SearchOrganizationInsights"

1,

"Resource": "*"

1,
{

"Sid": "OrganizationsDataAccess",

"Effect": "Allow",

"Action": [

"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListAccounts",
"organizations:ListChildren",
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"organizations:ListOrganizationalUnitsForParent",
"organizations:ListRoots"

1,

"Resource": "arn:aws:organizations::*:"
},
{

"Sid": "OrganizationsAdminDataAccess",

"Effect": "Allow",

"Action": [
"organizations:DeregisterDelegatedAdministrator",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"devops-guru.amazonaws.com"

&t DevOps¥t Guru FRRBEFZ AR

Amazon DevOps K EfifEFA AWS Identity and Access Management (IAM) fRI&EE A G, RGEEA
BEREEERFZE DevOps Guru BItE— IAM AEERE, REEFZEAEH DevOps Guru FAEESER AWS
CloudTrail , ¥ @& RBAREMW Amazon CloudWatch 1 AWS Organizations FTERFIE T,
AWS CodeDeploy AWS X-Ray

BR & E 4L A N FEIREFREE DevOps Guru , RABTF L FEFIE L EN#ER., DevOpsGuru EE T
HRKEEAGWER , RIESEER , BAIRHE DevOps Guru AILBIEEAR, EENFITSHEE
EBERFEF AT B , BERFFUBRE LM MEH AL IAM B,

BABERBRACHMEEER , TREMBRKRKEES®, EXTREERN DevOps Guru ER , B4
BEEEE T MRS EEROER,
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Guru By DevOpshRI&ER B EHERR

DevOpsGuru & BAWSServiceRoleForDevOpsGurutI RIS EFE A, EREEHBEERHN
AWS S EEER , DevOpsGuru EEHEEHIRE FIETT,

AWSServiceRoleForDevOpsGuru REEZAREFEETIRERIETLHAE

* devops—guru .dMazonaws.com

A& ERERAmazonDevOpsGuruServiceRolePolicy Al DevOps Guru FElEENER LXK T
BB,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors",
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboards",
"cloudwatch:GetDashboard",
"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:DescribeStacks",
"cloudformation:ListImports",
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
"codedeploy:ListDeployments",
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistory",
"events:ListRuleNamesByTarget",
"xray:GetServiceGraph",
"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministrators",
"pi:GetResourceMetrics",
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"tag:GetResources",
"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",
"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"sqs:GetQueueAttributes"”,
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeStream",
"dynamodb:ListStreams",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeloadBalancerAttributes",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes",
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListStoragelLensConfigurations",
"servicequotas:GetServiceQuota",
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListServiceQuotas"
1,

"Resource": "*"
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},
{
"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"
I
{
"Sid": "AllowCreateOpsItem",
"Effect": "Allow",

"Action": [
"ssm:CreateOpsItem"
1,
"Resource": "*"
1,

{
"Sid": "AllowAddTagsToOpsItem",
"Effect": "Allow",

"Action": [

"ssm:AddTagsToResource"

1,

"Resource": "arn:aws:ssm:*:*:opsitem/*"
I

{
"Sid": "AllowAccessOpsItem",
"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "true"
}
}
1,
{
"Sid": "AllowCreateManagedRule",
"Effect": "Allow",
"Action": "events:PutRule",

EABBERAE =
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ERAEER

"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
I
{
"Sid": "AllowAccessManagedRule",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
I
{
"Sid": "AllowTagBasedFilterlLogEvents",
"Effect": "Allow",

"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",

"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"
}
}
},

{
"Sid": "AllowAPIGatewayGetIntegrations",
"Effect": "Allow",

ERARKEERAG
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"Action": "apigateway:GET",
"Resource": [
"arn:aws:apigateway:*::/restapis/??7????2?27?7?",
"arn:aws:apigateway:*::/restapis/*/resources",
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integration"
]
}
]
}

A DevOps Guru B R EFZ A

BAEEFHET —EARKEZL AR, EEE AWS Management Console, = AWS AP FRZE IR A
AT AWS CLI , DevOpsGuru B2 Y REERE AT,

/A Important

MREEEALABIENIIENEMEREFTREE , ALREKEEACTREGEHRELSN
WREA ; flan, REKE AWS CodeCommitH#§ DevOps Guru ¥TiEEREFE , AIZB B AR
BHER,

fmEE Guru B BRIGERE A DevOps

DevOpsGuru o FF & #mEEAWSServiceRoleForDevOpsGurufR i ERE AR, RAESEER A
E2ERBEEAC  FUEKRIETRUACGZREFAGER., AM , BAFEA IAM RiFELACHE
R, MEESZEN , F2H AM FREEETNRERKEEAE,

B Guru KYBRFEE#E A € DevOps

EETBEATERKERACHIIERERE  RAZBEMBRXAC, K, BRRBEREDHE
BRREBNRERAER, B2  SLAXBHEMAREFENRE , TEFBMRE.

(® Note

EREEAMBRERE , 21K DevOps Guru RBEEFEALAE , AIMERATES KK, HIE
NBE  FESHOERIBRERRE,

£/ IAM FERREEESSE

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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F/8 IAM E3= A5 AWS API il BRAWSServiceRoleForDevOpsGurufRi§ERE A, AWS CLIZNE
FHEF , F2E (AM EAEER) PORBREEEEAE,

Amazon DevOps KENEFA] 2

& A LATE DevOps Guru BURF A AWSERHSBRER RFRHF. WEFE |, F28 AM FHEER
i IAM JSON iR TESE,

B LAE BRI Action MU IEER K. EEEEE8E , FEA devops-guru: F5 , REE
Z AP| RER R (B devops-guru:SearchInsights # devops-guru:ListAnomalies),
EERE-MRRXPIEELEEE , FREFRMASFE (Bl "Action": [ "devops-

guru:SearchInsights", "devops-guru:ListAnomalies" 1]).
ERERFT

B LAE B R Resource AL HIEE Amazon ERE (ARN) (ERFEEAZE R (*) IEFAERE.

B ERERAFEEZSEEELER. FlM0 , devops-guru: *3EEFHE DevOps Guru B ,
ddevops-guru:List*IEE UK FHEEMFTE DevOps Guru BifEList, T ol ESEERFLE
FAME— RIS (UUID) BRSEMI ARG R, 12345

arn:aws:devops-guru:us-east-2:123456789012:insight:12345%

BEREERA S D BENREAMMNE IAM 52 (55 BEEX) WEFBRE , SU0EATRMAZ

DevOps KAl API #EEFEEFMEN IR
AddNotificationChannel
B)4E : devops-guru:AddNotificationChannel

EEH DevOps Guru R INEHEE, E DevOps Guru EABEEBRNANEIREEAN RFEE
SFEABEANBEERHE,

BiR:*

RemoveNotificationChannel

devops-guru:RemoveNotificationChannel
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
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EE DevOps Guru FIERELEE., & DevOps Guru EXE TS EBNMA RS RIEEANRE
B, SEREANEEEMNE,

BR:*

ListNotificationChannels
B)4E : devops-guru:ListNotificationChannels

FEIREA DevOps Guru BLERBEHNBES R, SEBMNBEERHHARE DevOps Guru EEEEE
BB RENEEN RBIFENR., XEN—BBMNERE Amazon &3 BHARK.

R *
UpdateResourceCollectionFilter

B)1E : devops-guru:UpdateResourceCollectionFilter

EEFEHHEBBE | EL AWS CloudFormation # B85 E A8 E DevOps Guru 2 #T &R S &
WL AWS BER. 2 MEBEETEER. FEEENEXESHNRR  ELTLUARKELEN
fE., WA EtESREINEFEREN IAM At CodeGuru OpsAdvisors

iR *
GetResourceCollectionFilterxr

B)4E : devops-guru:GetResourceCollectionFilter

FERMEHERSIFK , EL AWS CloudFormation ##2 AR EE DevOps Guru 7 #7215 5§ B LE
AWS BER, 7 MTEBELXTSER. FEEENEXESHNRR K HETUARKEEENE.

BIR . *
ListInsights

Bj{F : devops-guru:ListInsights

EE AWS IRFHRHRABITEEMSE. SR LUIEEMKIRERER. ARRE (ongoingmany) MEFR
(reactivempredictive) FEERA BN

iR *

DescribeInsight
B)4E : devops-guru:DescribelInsight

HABEEERE ID BERABTHFHAESR
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BR:*
SearchInsights

B)4E : devops-guru:SearchInsights

E5 AWS IREHRHRABITEENSE. B LUSEMRIBRRGER, GFiRSNEa
(reactiveZipredictive) EEHRA BT,

&R *

ListAnomalies
Ej{E : devops-guru:ListAnomalies
BEOEREERH ID EEZRENREBTEMSE.
B *

DescribeAnomaly
B1E : devops-guru:DescribeAnomaly
HABOEERE D EEZEENFHRER.
R+

ListEvents
B)4E : devops-quru:ListEvents

&M@ M DevOps Guru FHt 2 EIRFI B MM EHFEMR. ERUERGRBREEEEONS
o

BR:*

ListRecommendations
1€ : devops-guru:ListRecommendations
BoiEERBEBNEENE. SEAERMUSEERE  UREESHBNEMHRE,
&R :*

DescribeAccountHealth

Bj4E : devops-guru:DescribeAccountHealth
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FEEERAAAREXRENHE. ARAFNRBHEE  URE AWS IRFF D TEERR
B, EAELHFRESSE AWS IRF PRIENRBREMRRE,

BR:*

DescribeAccountOverview

B)4E : devops-guru:DescribeAccountOverview

HABOREREEEANBRENTIEER  BEYNRAAXREXNRABTEE, EUNBERITER
REAYE , UNFIAEBA B RABRTHFHERERE (MTTR).

iR *

DescribeResourceCollectionHealthOverview

B)1E : devops-guru:DescribeResourceCollectionHealthOverview

&[E Guru F DevOpsiEE 2 &8 AWS CloudFormation & & Fr A R A SEATRY B X FE R R 2
AR REXRABTMELERER MTTR) BEME.

BiR:*

DescribeIntegratedService

B)1E : devops-guru:DescribeIntegratedService

A E A Ed DevOps Guru B & 2 IRIEWESARAE, TILLEE DevOps Guru R — R =
AWS Systems Manager , Al A Opsltem &&{E4 K Y B #ERIZE — 1@,

BIR  *
UpdateIntegratedServiceConfig

Bj4E : devops-guru:UpdateIntegratedServiceConfig

ETERASEMAETE DevOps Guru B MR ES ., AILLEE DevOps Guru £ — BRI =2
Systems Manager , A] Fi/A Opsltem BEEERH BRERIZE —1HE,

BR:*

Amazon SNS EZEMFFA

REEZBRER Amazon DevOps Guru 5% E A B HEER S — @8 AWS lRF# AR Amazon SNS *
B, TEAREEFHEN,
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= Z 5 DevOps Guru #BHEEAZITEIRF AR Amazon SNS £& , BB BRI NE
Amazon SNS £ , LR F DevOps Guru EEABHNEZ T ENER., WMRE DevOps Guru iR EAS
DevOpsE & Guru HHEREIRSFTEAER Amazon SNS FEEEEA |, Bl DevOps Guru A8
BHEZEEE,

EEM R B LR E E AR 5 A Amazon SNS FREMEFAI & |, A LLfE DevOps Guru F #7318
Amazon SNS £, St LAFEABEAEEEFH Amazon SNS BUER , MEHEZR %,

(® Note
DevOpsGuru B slfEX R —th BN ER SR,

FE

o 3 —{ERFE $EXE Amazon SNS F EHIFF A

o &3 —{ERFE A Amazon SNS F &

- FRBEMNEEEHEMN Amazon SNS BEE (EEFEH)

E S —ERE HEE Amazon SNS FREMFFA
BErHiE A IAM A8

EEEFEA IAM AEZARFEHAEMIKRSN Amazon SNS 8 |, BUNEBBEK MBI EE AN
Amazon SNS ¥ E, ZEXEMEA IAM ACEHRS —EIRESBERM I1E Amazon SNS £ , BFEE
BEZRFERN T , #A IAM AN —%HD :

» SNS: CreateTopic
» SNS: GetTopicAttributes
» SNS: SetTopicAttributes

* sns:Publish

T HIBERM NE S EFE AR Amazon SNS £, ¥fResource® i , topic-owner-account-
idREEMEENIIRE ID, topic-sender-account-idRF&iE DevOps Guru WA FHRS ID ,
I Hdevops-guru-roleSRNERBEN IAM A€, BXALBENERK 7 ID (HIW | us-

west-2) M, my-topic-name
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{

"Version": "2012-10-17",
"Statement": [{

"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
},

"Condition": {
"StringEquals": {

"AWS:SourceAccount": "topic-sender-account-id"
}
}
1,
{
"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:role/devops-guru-role"]
}
}

BUIAM £ & B 5 #rERT A

EEFAHEMIRE R Amazon SNS =EMA IAM FRE |, BFH T HIBEEM MEIEZEFEAH Amazon
SNS £, ¥iResource®i® , topic-owner-account-idREEHEEENWRE ID, topic-
sender-account-ids%E DevOps Guru HERAEWRS ID , BARdevops-guru-user-name# &k
HER IAM A&, BSHBLUBENERR~2# ID (B , us-west-2) M, my-topic-name

(@ Note

ERLRTRABETRER K MAREGRURHBE BIMEBMENMEER) B 1AM £/
., % IAM A REBERNMEEES , F2E IAM ﬁﬁﬁ%?aﬁqﬂﬂﬁ IAM Z& REEH.
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{

"Version": "2012-10-17",
"Statement": [{

"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
},

"Condition": {
"StringEquals": {

"AWS:SourceAccount": "topic-sender-account-id"
}
}
1,
{
"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:user/devops-guru-user-
name"]
}
}
]
}

"3 —{ER B 7N Amazon SNS =&

FEHMRS PEEE Amazon SNS TEMFFAH , LA LUEZ Amazon SNS EE#7E E£H DevOps
Guru BHIFRE. BT LAEH AWS CLI 5 DevOps Guru 12 A #7118 Amazon SNS F 7,

- FRAXEAR, BXERE A SNS = ARN] BEREERELE , THEEAHMKRSNE
&,

. £ AWS CLI ¥EZ8F add-notification-channel , &% ZBfENotificationChannelConfig#
HTopicArnRIEE,
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EAEEESEHMIEFFI® Amazon SNS &

1. ¥ https://console.aws.amazon.com/devops-guru/ T B8 Amazon DevOps KET#E#I &

2. BABUCHEEERE , ARIEBIE RE].

3. HIfE THEA, BE , AREE "HE.

4. BIEFE SNS £,

5. 1EiE "fFH SNS £ ARN. MIEEREEE,

6. HMALEMAKN Amazon SNS THEM ARN, LREZCRKANTERTER , F 22 FAIKMNE
ZEE,

7. (BEMN)IRE BHRE) UREEHAEERRE,

8. EEMRT.

#& Amazon SNS EEFHIBEEHERER , DevOpsGuru EFEAZTEBEBNEEEEH |, HINEIHTH
RAD R

FRBMNEEFEHMEN Amazon SNS B (BEER)

MiETEE  BRESEADEEEIEN DevOps Guru BHBEEERER , MERIERS,
FEREMEEEHEM Amazon SNS TEHXR (BEER)

1. ELRERFPEABAMIRSE RHIT list-notification-channels DevOps Guru AWS CLI i

PN
T o

aws devops-guru list-notification-channels

2. fElist-notification-channelsEfEd | B B EEM Amazon SNS & ARN HIEE 5
5., BEER A= —1E GUID,

flgn , ET5IEEH , EF ARN arn:aws:sns:region-id:111122223333:topic-name Z
THEMNBEHEITES e89be577-989d-4c4c-blfe-e7145037e531

{
"Channels": [
{
"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",
"Config": {
"Sns": {
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"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"

.
"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH", "MEDIUM']
}

3. FERATWMEEHREE IDBEEEEMIRE PE LA KMthe section called “1£ 32 — @R P HE&E
Amazon SNS FREMFFA”, EERBIConditionBRiRF |, FiBIEESourceArn. ARN @& &M
#[E ID (flfus-east-1), ETEFHEN AWS IRSE , SIRIEE THIEE ID,

BEHMConditionFiRR W TR

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-
east-1:111122223333:channel/e89be5f7-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"
}

tERAddNotificationChannelf&EE#T18 SNS 58 |, FHRELN IAM BBEERSEETHHT,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "DevOpsGuruTopicPermissions",
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes",
"sns:Publish"
1,
"Resource": "arn:aws:sns:region-id:account-id:my-topic-name"
1]
}
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AWS KMSHIZ Amazon SNS £RERIEFT]

RIS ER Amazon SNS EREA[REE HNE AWS Key Management Service, & Z f25F DevOps Guru
FERAMBER , BABELEEL , AWS KMS key AREA T HIBRIAXHIEE KMS £ FER, mMFEFHMA
EF , FSBEER AWS KMS m#E## 2] Amazon SNS (FAE. AWS KMS ERE BT SREE
15 (Keyld) 1 Amazon fEBHREHZEABIERES E’Jﬁﬂbﬂ&o

{
"Version": "2012-10-17",
"Id": "your-kms-key-policy",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"

}I

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

(® Note
DevOpsGuru BRI X EBEE—RFFRFEANMEZEETE. BRFXEESERSERAMNZEEHE,

SR e HEfR Amazon DevOps Guru § 2 M1z EUiE

FEATHEATRBEL BN IEIEFEH DevOps Guru M IAM BFATgE 2B 2N E RREE,
&
« BREFEE DevOps Guru P {TIRIE
- REBFEHEUREXNRTHRFE
« BRIREXEHIT iam : PassRole
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https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/sns/latest/dg/sns-data-encryption.html
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o BEBAFTFE AWS IRFE U NGB B DevOps Guru EJR

FIREFEETE DevOps Guru R#TIRE

R AWS Management Console & iFEERZERTHENRE , AIBLEBRIKENER B USRI
B,

EfffA&mateojacksonERFEAEEAERBBEENy -example-widget ERMNFEMER , BRE
EBHaws: GetWidget EREF , MERLE T SIS HIFER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget

FEHBERT , Mateo BFFREEESEMMHBUER , AFFMER my-example-widget BIEFE
aws:GetWidget BiR.

BEREREUEART AR ER

MERFHEEEE AWS 258 AWS Management Console. 222 X 5551 1F AWSHUEM 5 XEURR
FHEFRNERERE,

EEREFEHAEENRGIFIE  FEETHES —ERE,

H{EE & T ERENFRFTFE £ By

2

AN ER FERREEAERRESYE RKBEEFEAN N EATRMS
AWS CLI, AWS SDK & W8 R E,

(IAM Identity Center REREE  A\\v5 AP IEX B BR,

FRE) - MEFHMERA AWSCLI, 58

2/ (ff AWS CLI FFAWS
Command Line Interface®
&™) AWS IAM Identity
Center ) (BEMEA) o
- % AWS SDK, TEH
AWS API , 55285 AWS
SDK %uIEL%%}a@EPE’J
IAM & 505 5 EE.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
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ERAEER

R {2 FH & T BRE T ARGT AN
2

IAM

IAM

EREREREAENRERY
AWS CLI, AWS SDK &
AWS API B2 EET E K,

(TEZEEM)
ERRBFREREFYE AWS
CLI. AWS SDK = AWS API
HRARFTER,

REEFBEHIT iam : PassRole

MR BIRB R EIZEHTiam: PassRoleBEM 555

DevOps Guru,

By

EfE IAM ERERERE) P
(H R B A B RHERL AWS

« WFE AWS API

S, BBEEHRFRA

ERER) PHETR

E R EE AN EATRR
IR TR

- WFEHBIEHA AWS CLI,
wm2REERERPRER
IAM EREZEAEBHEITER
#. AWS Command Line
Interface

- IR AWSSDKHMITE K F

28 AWS SDK f1 TEZ
EZERETHNEARYBERE
THEBE.

nﬁ £ Bﬁ |AM
ﬁﬁﬁ%?‘aﬁqﬂﬂﬁ”ﬁ IAM f&E
AENEFEREE,

, TR A BEER

BE AWS B A ESREACEEGZEBRE R MARBUFNEBEEACIRBEEAR, NEH

TS

BB BEHEARACEEE

EZBHN IAM ERA&EmarymajorERFEREE
R, B2, BHEBRBEEEFEREARRFNITT, Mary REKACGEEE

ZRFHIFF AT,

A 7£ DevOps Guru F#TEIERF |

RERET SIS
& IRFEHYEF Ao

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:

jam:PassRole

FEEEBRT , Mary RS AER |

A # 1T iam: PassRole EifE,

ISR E
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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MREFEmHE , FHIEEHN AWS EEE, ZNEESRHEENEERRE.

BB ARFE AWS IRFEUSNE ALY DevOps Guru EJR

BRLEY - @A  BEMAIRFHNEREIEEBABHNASTFIRENER, BUUIEEE R
EEENHENEXAR, HHXEERERNBERNFEUEHIEE (ACL) BVBRES , BT LUE A ALK
RRBEFAEBTFIENE RN,

WEE-—FTH K FL2EUTRE

- ZEREMF DevOps Guru BB X EELIIEE , 552 BAmazon DevOps Kl 41T EE IAM & 1E,

- EETHRNMUREHEMEEER AWS tkF WEEUE , F28 AM ERAEERTEHENS —
AWS IR F & IAM {5 & IR 7 EVERR .

- FETHRIMIEERFIERMEE=S AWS IRF , 528 IAM EHEEEPHREME=S AWS
kP AN FEHE,

- FETHRIMEBMES I RMUTFEIE 6 F2H AM EHEEETNBFIERHEE/NDBETS
SRENEAE BE5D).

- FETHEAACNEREBRETERFFTRCENEZR 28 IAM EHEERETH IAM £
HERMBRNEER,

FC8%FNES 2 DevOps KBl

ELR R H#E3E DevOps Guru MEAM AWS R AR ATEM, THAMFMENESERI 2. AWS 12
T 5B T BEREE DevOps Guru, FERAEMBRIFRE  WHEEERKIREEEE !

« Amazon €81 CloudWatchES 22 AWS ERMEIT AWS WEARER, Bk EME M
2, BIUBERER , URREET , AR EEEEITEENRERBNERENEE, flm , &
A LA CloudWatch Bt Amazon EC2 #1T{EEEH CPU FRAERFHMISE , YW EEERFBBREH
HITERE, MEFHMET , 528 Amazon CloudWatch &,

* AWS CloudTrail BiEU& iRk F A RIE AWS 1R S 3 HHY API FEILFARBASE 4 |, 303§ B SSEEE TR

1EERY) Amazon S3 fEFATER. SR LUK PR B MRS AWS, 3% H IRy 3R 1P it
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomaliesForInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListRecommendations.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListEvents.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_SearchInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_DescribeAnomaly.html
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mendations ., ListEvents ., . SearchlIns
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B3 AWS IREFIERENV BIfEGC#%. CloudTrail #¥DevOps KATHY API FAAERASH., HEEHY ML
‘BIERE DevOps Guru EE AL | LAIKRH DevOps Guru AP fEEMENIEMFEI, IMREEIIE
BT AR RS8R (Y CloudTrail 4% Amazon S3 E1ZT8 | 2% DevOps Guru B4, MR
BARBREER , BMATLUE [EHERELHE] FRE CloudTrall EREPFRIENEH. FRKENE
B CloudTrail , BRI LAMEE G DevOps Guru 12 HAIEER |, 1RGSR IP bt | IRHEERWAE , £H
FE SR WY B A R H AL FEAE B

EEH—5 7 # CloudTrail , B2 EEAWS CloudTrail &M,

DevOps K Ef{E & CloudTrail

CloudTrail fTE2 812 AWS IRF i , BHIRFERA. E'EEE DevOps Guru RE4R , R EEISHE
EHRESREEPHNEM AWS BT CloudTrail E# —RBREKESHP, EUUERFHEEF , BRXAT
HRIEMNE AWS . MEFMEF , F2BEA CloudTrail EAEREELHFBESH.
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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EE
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E{Eﬁﬁ BEEAERERY,
M, REERATREACEBMSEIERAENTRLZLER,
M EAtE AWS BRFERR
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MEFHMER ,
T % DevOps Guru BHFESUH1%E

EBHE—EBHERE 6 TEES4UEFENEXEEINERIEEMN Amazon S3 #1787, CloudTrail iC#1E
BE—RZELHEH, EHERRREEARRENE—FR , LEEEFERWVIRE , BE B M

FRBEEFE LS. CloudTrail BFEXHTRAH API AANEFHERRE , ALEMATEUEM
BEIEFRET.

:IJI‘H

2@ CloudTrail fif userldentity JTE&,

T3 & HIFE R ~&UpdateResourceCollectionB ¥ CloudTrail B8 EH .

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"

I

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51z2"

}
},
"eventTime": "2020-12-01T16:14:31Z",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",
"userAgent": "aws-internal/3 aws-sdk-java/1.11.901

Linux/4.9.217-0.3.ac.206.84.332 . metall.x86_64 Open]DK_64-Bit_Server_VM/25

java/1.8.0_275 vendor/Oracle_Corporation",
"requestParameters": {
"Action": "REMOVE",
"ResourceCollection": {
"CloudFormation": {
"StackNames": [

"

]
}
}
},
"responseElements": null,
"requestID": " cb8cl67e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

.275-b01

SC#% DevOps KT API 58 AWS CloudTrail

132



Amazon DevOps K i EREEmR

DevOps KERFISTE VPC imEh () AWS PrivateLink

E &N Amazon DevOps KAf API B , ATBAER VPC AZEiRimH. E&FEA VPC mHE , API ¥
HgEmnts K RAEMIESELN VPC P EEEFEREMRER. WEFMESA , EF2E Amazon
DevOps Kkl APl 2% i B,

BRI LB B EMN N E VPC %% , £ VPC # DevOps Guru 2 B AN ELR, o7 Him B S E R i
AWS PrivateLink , AIEBEE R EMBRMBIEEAE. NAT £E&. VPN E& S AWS Direct Connect iEARHY
15 TFABEEE DevOps Guru APl, VPC FHIE{TERBTEELMA IP {uutBI A& DevOps Guru API
HEITERA, &8 VPC M DevOps Guru Z B REFTEEER Amazon B,

FEMTHREDBEHEFHERPHN —RSEEEREETERT.
MBHMET, | HSH Amazon VPC EREEETIN AEEIASBBY (AWS PrivateLink)o
DevOps KKl VPC iw B A FEEE

£ % DevOps Guru X ENHE VPC in B2 8] , K4 EME Amazon VPC FAEERTN T EREE
PHERBR o

DevOps K fifi St = {481 VPC R EFTA API B4k,
% DevOps Guru 23/ H VPC w2

&AL E R Amazon VPC £ # A5 AWS Command Line Interface (AWS CLI) & DevOps Guru fR#&
B3 VPC im, MEFMENR , F20 (Amazon VPC FREER) PHEIN HEIRE,.

FRATY R BTEA DevOps Guru B3I VPC iwE :
* com.amazonaws.region.devops-guru

MREHIHBATLE DNS |, BIF AE A EIBYTERR DNS H 3@ DevOps Guru 2 API ER |, 4

ldevops-guru.us-east-1.amazonaws.com,

WEFMER , F2B (Amazon VPC EREIER) HHEIBIT Him 7 EURS.

A Guru 23 VPC imE R Bl DevOps
BT LS IR B BUR M INE] VPC i B | LA &1¥ DevOps Guru BZEL. WBURSIEETIEN

- AHATEIMERVERE.

VPC %2 (AWS PrivateLink) 133


https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_Operations.html
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action": [

"devops-guru:AddNotificationChannel",

"devops-guru:ListInsights",
"devops-guru:ListRecommendations"

]I

"Resource":"*"

DevOpsGuru FWERZEELZ S

ER—BZ BRI , Amazon DevOps Guru ZF| AWS £XKBR LW RE. B AWS T2 REUR
e AWS REEREBNFMENR , F2EAWS Bt s EEFAEREBLT S MNBREMERR

FHEM AWS IRIE | FSRELTEMIHERERE AWS FHNEBHINWEREBRE.
WA LAER AWS B 2R API FEILEIBAEEE FE DevOps Guru, EAERMSEZETIER

- Transport Layer Security (TLS), HMFE TLS 1.2 ¥WEZEEH TLS 1.3,

- BfeEXEIEFAZE(PFS)WETBEM , Hlan DHE (Ephemeral Diffie-Hellman)=} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARE (M0 Java 7 HIEFIRAR) KL EZEELER,

ok, BRMACAFRE® ID FE IAM ZRMEEBNAEFTHESRREE, IF , ZALUER
AWS Security Token Service (AWS STS) RE4 TR LBEREBHER,

EfRERs
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/data-protection.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.overview.benefits.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.overview.benefits.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.html
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https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#view-analyzed-resources.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#view-analyzed-resources.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html#update-notification-configurations
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html#update-notification-configurations
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-insights.html#understanding-insights-console.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-insights.html#understanding-insights-console.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/security-iam.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/devops-guru/latest/userguide/integrating-with-profiler.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/integrating-with-profiler.html
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https://docs.aws.amazon.com/devops-guru/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-full-access
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-full-access
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https://docs.aws.amazon.com/devops-guru/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/using-service-linked-roles.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/devops-guru/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-rds.html
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