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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-iam-user-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/introduction-to-iam-user-sign-in-tutorial.html
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- MEFER IAM BEERFIEREEEN M AWS Directory Service Bl , F2BEAUE D BER
FIBUR (IAM BUR) AWS Directory Services

illll
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AWS &I Microsoft AD

AWS Directory Service FJ &2 EIEREH X #1T Microsoft Active Directory (AD), AWS
Directory Service Microsoft SEE) B & , th#fE A AWS & Microsoft AD , ZHR#EWindowsss 2019
FHE, ELENUAELESRERR , cREIAEZEIERILBE (Amazon VPC) B & 7T A4
HEFlhE, EEERFLEEREZESNTRTARETHIT. AEEBRENEE T MEREEE
R, ERER. RENKBEN.

£ AWS ZEEHK Microsoft AD , LA LE AWS Bl HTHEBANTEESH , BIFEHETLU NET
Microsoft SharePoint 1 SQL Ak AERNEARER. BHEAILEE AWS EinH AWS ZEEN
Microsoft AD E238 5 R ZFER 8 2 B /Y15 EE8H% MicrosoftActive Directory , & MEHBAEHAFEUE
— P EIR , £/ AWS IAM Identity Center,

AWS Directory Service ] ZERFRE AWS EinHEREMEITH & , Si§ AWS ERER G AL
BE #EMicrosoftActive Directory, BE#ENTHRE , B AFRTCEESETH -

- ERFERAENEGE

- REEARAARBHE-—ZA

- BEVNERAFEBR

« f{LER Linux MMicrosoft Windows TEE BB MEE

o BOLAER AWS ZEIEM Microsoft AD REUFHZ R EERE , FEREFLE AN Radias # MFA &
BEBES  UECFAEFREREFREHEANZSHEBR AWS

o T4 8T Amazon EC2 Linux FWindows¥ 1T {E §&

(@ Note

AWS BEEBEWindowsfAlRSFHTERNIZE , ERAEREANHTERNSENT, B4,
EEEBEEIND Windows Server A FinFEURE (CAL) , RAFEERNERCTSEE
B, SEAHTEBSHEUEIRERZRER (EFAREEAN), NREFEME LAER ,
EZTELERAREEUANEN , BREFEERE AWS LB ME/NER KR ERE CAL,

EREEAS PN ERE | LIBKREIT AWS SEIEM Microsoft AD B . £ AWS B/ Microsoft AD
RENRIBHBE K EEILETER , URIERT AWS ZEEH Microsoft AD FEE IR,

ES- ]
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EEEmE

FiRER AWS ZEIE Microsoft AD

AWS Managed Microsoft AD EE# =
AWS & Microsoft AD M ER1EMUE

AWS E# Microsoft AD K55 F Rl

I EE AWS FEE Microsoft AD

AWS ZEEM Microsoft AD A&

AWS E# Microsoft AD FEEREXEEM
AWS Microsoft AD BRI BRETERE
SEEEHEAR AWS BT Microsoft AD

AWS Z 2 HHEBEENE

WA 2 EEM Microsoft AD B ) AWS BEEERGENAEEHEERATERERE

Al 5E AWS Directory Service i AWS ZEE# Microsoft AD REXEE R AN ZRBEE , LA BT

BENREMEE

L0 4n] 335518 37 18 48 352 i 1k 2R 3R AWS Directory Service & AWS & Microsoft AD B 1E AL

WA @B 7E 5T E Microsoft AD L& Microsoft EFZ R HEFA AWS EERRMAREESANEH

A AWS Management Console £ AWS ZEE Y Microsoft AD & /Y P ER 3 B 58 E RIFEL

WA AWS ZEER Microsoft AD FIAEEBBILE S AWS REAZEEZRFE
el f6E A R SR ERBVE A o B SRES R B A AWS BR#E

FIREA AWS ZEE Microsoft AD

AWS & Microsoft AD 8l2 7 — £ £ 2 & ¥ Microsoft Active Directory®y , AWS Eix I H

Windows R85 2019 128 h , W7 2012 R2 ZFMAITINEER BIET, EEMER AWS SEEN
Microsoft AD 237 B 885 , AWS Directory Service €2 3 M{E#iZEE0 , WA KREHIE DNS AR
. MBI R E Amazon VPC AR FHBEEHPEMR , Lt IBREBRERENERERE , £ E
BRMAFH, MREFEFTSMEIEFZR , TRBRNE., NEFHER A F2E FBEHMEFET
2o

TE
« AWS &I Microsoft AD F&iR1EH

EIZ B AWS E& Microsoft AD

R ER
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https://aws.amazon.com/blogs/security/how-to-delegate-administration-of-your-aws-managed-microsoft-ad-directory-to-your-on-premises-active-directory-users/
https://aws.amazon.com/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://aws.amazon.com/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://aws.amazon.com/blogs/security/how-to-increase-the-redundancy-and-performance-of-your-aws-directory-service-for-microsoft-ad-directory-by-adding-domain-controllers/
https://aws.amazon.com/blogs/security/how-to-enable-the-use-of-remote-desktops-by-deploying-microsoft-remote-desktop-licensing-manager-on-aws-microsoft-ad/
https://aws.amazon.com/blogs/security/how-to-access-the-aws-management-console-using-aws-microsoft-ad-and-your-on-premises-credentials/
https://aws.amazon.com/blogs/security/how-to-enable-multi-factor-authentication-for-amazon-workspaces-and-amazon-quicksight-by-using-microsoft-ad-and-on-premises-credentials/
https://aws.amazon.com/blogs/security/how-to-easily-log-on-to-aws-services-by-using-your-on-premises-active-directory/

AWS Directory Service EEEmR
« R AIZE AWS EIE Microsoft AD JEEH B 8
- EESIIRFHER

AWS EIE Microsoft AD 53R {F 4

EAIE AWS FEE Microsoft ADActive Directory , BEE—EEB LT RAEK Amazon VPC :

- ZOMEFREE. SEFREBEXANATRNTAESD,
- VPC XEEETERERBEH,
o BESE(F 198.18.0.0/15 it =R AU TE VPC FE T AWS ZFEER Microsoft AD,

MREEEAR AWS ZEER Microsoft AD #815 B3R H 1 A& B Active Directoryf@IHE S |, XA
#& R ERER B A Y A R AN T sE B AR ER E A Windows Server 2003 =% F #ThR AN

AWS Directory Service fEFARIE VPC &, 8K H %K EC2 B1TEBETEN AWS IRF 24 31T ,
WHEE AWS, HEAMEREKERESS  ETHO M ETH1, ETHO 2B ERE K MANARENIRE N
8, ETH1 BIRZER I REHNIREAER,

& B &1 ETHO MR ERE IP #E 2 198.18.0.0/15,

AWS IAM Identity Center Bi12

MBHEITEFEA IAM B2 P OBE AWS SEER Microsoft AD , I8AERR T IHEHER L
. SBH AWS SEE Microsoft AD B #27E AWS MG EEIES PREM.,

. SEE 1AM B2 51 0ET BB AIASRE AWS Z& Microsoft AD B iR EH.
MEHMER , S8 AWS IAM Identity Center fEBIERERH IAM 5 % b S REH.

ZEERBE REM

EEMFAT AWS EER Microsoft AD B ELZRERE , BXLAUTIHAXNBREABBERER
EEERBERAFEHAERE (RADIUS) FAReE , AMET A EZRE P Z AWS EE Microsoft AD
B#HMER, AWS

1. 7 AWS RADIUS faAfREs L , B XM {E RADIUS AFmRA TP AWS B Microsoft AD #aig1z
#3k (DC), BAAFRATY — RSB ERBREEMEAFiw (8 RADIUS ARESFTEEEMARE) :

AWS &I Microsoft AD F&iR1E 4 MRS 1.0 11


https://docs.aws.amazon.com/singlesignon/latest/userguide/prereqs.html
https://en.wikipedia.org/wiki/RADIUS
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« {uit (DNS = IP) : EREF —1E AWS ZEEH Microsoft AD DC B DNS fiiit, & LATERET
21 A MFA 2 AWS Z & Microsoft AD AWS H #H ¥ E R B L&Y Directory Service 1%
AR EERE DNS {uit, FRHY DNS {7tk AWSER ZMEZ AWS EE Microsoft AD
DC 89 IP {31k,

® Note

WRIEH RADIUS fRIRES 2 DNS it | R BEE Y — @ RADIUS AAFwMERE, &
Al | &4 BBEME AWS Managed Microsoft AD DC 23 —1{# RADIUS A FimiERE,

HZIREE | SRELMN RADIUS [AREFAREES RADIUS A FimE R EIZIERIE, 2%
RADIUS E#EZ 1812,

HARE W ANES RADIUS fAIAR=R4E FREMZE RADIUS A Fimiy L A%,

- BIAWE : BUEEERTE AWS FEIEH Microsoft AD DC 1 RADIUS Rl RES 2 B ER % @A
WE. XENHEIFE PAP. CHAP MS-CHAPv1 1 MS-CHAPv2, E=EfFEH MS-CHAPv2 , A
ACREHE-EZEEEFREANZ S,

- BRAEXEE . EEEL RADIUS AT A RE2EZAN , BEERARBRASHNBETNWEARE
o

2. RELBEEWHAEE , LA RADIUS AAF % (AWS ZEE Microsoft AD DC DNS it , 52
S ER 1) ¥ RADIUS fAl REFELIRN I ARE,

3. R AFIEE AWS Z 5 Microsoft AD #i5HH Amazon EC2 228 , UAHF KRB LN ES
# RADIUS fa]fR25 DNS {u it FEZIRRIBEN M A RE, MEFMER , F2H8 (EC2 FAEE
F) W THERAERSEE, &,

IMEEE MFA BB FER AWS ZEHE Microsoft AD WEEHER , 2B A AWS ZEHE Microsoft AD
BAZEERE.

£l 121 AWS FEE Microsoft AD

EERZVHMNEBS  BHTUTTER  HRLERZH , BRELREEHK "TAWS & Microsoft AD 5t
SR 1 RFTRESERE

B3 AWS ZEEM Microsoft AD B %

1. 7 AWS Directory Service £F &7 , BEB &% , AR BIEREE .
2. TEEHBSEAEMLE , 22 AWS Managed Microsoft AD , REBRET—%,

A EH AWS FEE Microsoft AD MRS 1.0 12


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
https://console.aws.amazon.com/directoryservicev2/

AWS Directory Service EEEmR

3. £ Enter directory information (1A B $%& &) EE L , #fHTYEHR :

Edition (ARA)
A LLEE AWS B3 Microsoft AD WRERR S 3R, WHFERANFMER , FSE AWS

Directory Service for Microsoft Active Directory,

Hé# DNS &8

HEMNTLEKE® , FlW corp.example. com,

(® Note

WMREITE A Amazon B4R 53 AR DNS , Bl AWS Z& Microsoft AD RYIE & H/EE
B E 53 HEFE. WRKH 53 F AWS EE Microsoft AD # AR AAE B
7, BIRTAEE 24 DNS MBTRIRE,

H # NetBIOS &8

B SR A , I : CORP,
B sk

BEEEHME HRHA,
EEERN
EREEENER, BSEVEFSEVSEFAERE Adnin BEARBNERERS,
RBEABEE "adming —F,
EREEERBEIANE  REENNSE64 BAER2E. ELBE—NFETBAUTHE
BERPHN=8
- NEFH (a-2)
- KEFH (A-2)
- % (0-9)
. EHBET (M@HESWHAY = \)O"<>,.?/)
Confirm password (FEF2ZH5)

MRA< 1.0 13
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4.

#£ Choose VPC and subnets (i1 VPC M F#B) EE L , R TIER , AREE Next (T —
#)o

VPC

B &8 VPC,
T3

BERAEEH LN FRE. EMEFBESEVRTRNATAREE.,
£ Review & create (MEMEN) EE LREEHKEH , WHETHENEFE, EEAER , A&
12 Create directory (B B #%). B BKEE 20 3 40 7, B , Status (IREE) ELELES
Active ('ﬂzﬁﬁ I:Fl)o

B AR EL AWS EIE Microsoft AD SEE) B #%

EREH AWS ZEIEMN Microsoft AD I EA B 88 | BFR KRB AWS Directory Service 17T 5l
TE:

- BEIRVEMERNE (EN) I HESRNSEISEFNE B, EL EN FHE—EHR VPC

F AWS Directory Service #1313 &t w2 B EREE LT ADH , MEKETEMER. ETN
AWS Directory Service BB T HRRBRIFTEREARNBIEED . "AB%B &% 1D AWS £l
BMEED, . MEFMEEN , 520 Amazon EC2 A E ISP EMHRAK AE, AWS B
Microsoft AD BYFEE% DNS fal R 8§ Active Directory 2 HEE BB M H (CIDR) +2 TH VPC #FA
Ei% DNS RARES. MEFMEN , 5528 Amazon VPC FHE ISR H Amazon DNS fElfRES.

® Note

KRR WBEEFEENEEEHEPNWE TR , EEESEN Amazon VPC (VPC),
BRXEBBHIT—IRIEH , ™ Amazon EBS (EBS) kB EMNE , UBRAFEERZ IR
B, —HEEHERERE  BER-—TAEREPEAERN IP hut BB HHR , A ATLUE
BRATHEA ST TR KBER,

« 7£ VPC v I /R E#B130 35 4 25 SR /7 22 Active Directory , AR REEI NS THY, BHECKWE

YRR RES  ETARESHBRBHE URMEESNBENNE. NEXEET | B
S0 5B L @SS,

R A2 EE AWS B2 Microsoft AD SEE) B 8% MR 1.0 14


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#AmazonDNS
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_status.html

AWS Directory Service EEEmR

® Note
AWS R RFEZEEM Microsoft AD Mg H v E R EERNK AWS BER,

o B AWS Z2FHH , BIBEIMRAA  REBHEFUNEARE, BRALRIAFFERE
ENI SEREZERE I AWS T2 EHANBITEE, 785 E’JEMEEJEM%ELE Active Directory 1 & i&
BIENRE CRIRAR) (0.0.0.0/0), 0.0.0.0/0 RAIFTESIALLMHE , HARSEF LN REER
RRB VPC, REHMEZE VPC RNEFEA AWS Direct Connect AWS Transit Gateway =} & ##FA
ARERNERNRE. ATRERZSM , CEMYMW ENI T2EEEN 1P, BRI EAEM P E
EIEL ENI WET . Rt , H—ATBEE AWS ZEEM Microsoft AD JEJLE’J?IABEE%ZIK% VPC
ﬂl VPC KHERE, ERSFEELARRHERN N , RAEKTHESBE A RAEHIEHEE2EHE

o WEHMEN , B2 AWS B Microsoft AD WHEME, MAERTELTY "AWS &
é’l‘iﬁfﬁﬁJ A

BARA

&3

E‘_\'III

W E EEIREE BRIR mEER Active Directory
A&

ICMP N/A 0.0.0.0/0 Ping LDAP Keep
Alive, DFS

TCP #1 UDP 53 0.0.0.0/0 DNS ERAENEKS
DEE. BEE®
. E1E

TCP #1 UDP 88 0.0.0.0/0 Kerberos ERENEKS
DEE. HRNE
RAEE

TCP #1 UDP 389 0.0.0.0/0 LDAP Bix, €%, £
RENEKS 2
B BHAE R,
=

R A2 EE AWS B2 Microsoft AD SEE) B 8% MRA< 1.0 15


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html

AWS Directory Service

EEEmE

BRI

E‘_\'III

TCP #1 UDP

TCP #1 UDP

TCP

TCP

TCP

TCP

UDP

UDP

BEHRA

EiREEE

445

464

135

636

1024-65535

3268-3269

123

138

HR

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

0.0.0.0/0

Sq-HHHHHHY
HHHH

MERH

SMBJ/CIFS

Kerberos B i/

RERT

BE

LDAP SSL

RPC

LDAP GC #
LDAP GC SSL

Windows B

Active Directory
RE

BR. EREM
EREoRE.
BHEBCR, B

BR. EREM
EMME 5 BmE.
(=i

RPC. EPM

Bk, €8, &
RENEKS
DERFE. FEK
xR, 5

R, EREN
BHS SRR,
BERE, G
B, HE. &
AENBKE

SRE. BEAR
%, 5

Windows B,
B

DFS., BHBUR

R A2 EE AWS B2 Microsoft AD SEE) B 8%

MRA< 1.0 16
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B E EEIREE =R:0p:] mEER Active Directory
A&
2 2 Sq-HHHH#HH FRIERE
HHA R

- 4% Active Directory £ AR EEIRNIBEMFFHER , 552 Microsoft XHHH Windows #YBR
BRI ARE IR ER— 3,

- BUYEEFEAELRE Admin RIEEEZRBWERKEEESIRS, WIRFMNAERE OU T (flannF >
FAE), BULUERALIIREREREE AWS ERPWE &%, WEFMEEN , F2H EEERFW
ER.

/A Important

I LEFLZEEE, AWS Directory Service NMAFIL T | W B LZEIFEE, T8 , &7
LA#¢ AWS Directory Service 2 & 5 H ResetUserPasswordAP| Ei&Z#15,

- EREREM LT = EEMEN (OV) :

ouU &% iR

AWS ZiREHE AT RAREIR AWS 45 ERERG R &N AT
R

AWS ER & RFPE AWS BEBERF,

<yourdomainname> It OU MBBHER | 4R HSEFE

AH NetBIOS #H, WFRIEE NetBIOS &
|, AR B BAE R & Directory DNS (B #
DNS) #9258 —{@ZB (ML corp.example.com £
5l , NetBIOS B Hi=Z corp). Lt OU BRE
WATE AWSHHRIE 8911 , AWS XX B TS
BREER "EeEE. NEEYH. LOU T
TR FERE F OU : Computers (E &) #
Users (A &), flan :

. /\ﬁl

R A2 EE AWS B2 Microsoft AD SEE) B 8% MR 1.0 17


https://learn.microsoft.com/en-US/troubleshoot/windows-server/networking/service-overview-and-network-port-requirements#system-services-ports
https://learn.microsoft.com/en-US/troubleshoot/windows-server/networking/service-overview-and-network-port-requirements#system-services-ports
https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ResetUserPassword.html

AWS Directory Service

EEEmE

OU &1

- £ AWS ZiREHE OU FE Y T 5I8HA

Group name (BHE B E)

AWS EikikFESE T

AWS EikEA B RRBEES

AWS ZRHT1E T EREERE

AWS ZEREEE

AWS St EFZIRER T 4

AWS RFF Rk ERH 88

AWS Zil B¢+ 7 B R EE

AWS ZEikD B ERRFEEE

- B

- ERE

EPUN

htZEHENKEERERNIRFERINEE
Pl E R

LR L £ B B A LA I Active Directory
RERERAYHY , SELESBRATERR
BAERE,

It % £ BHERY AL B R LA 10 BRE B AN AR

EELZEMBEENKETN AWS EEZEE
# Microsoft AD, ##H OU FHIFMBEWHI T
BingE  LUREE AWS ZREHE OU hE
SHEE,

EEREMEEA RS T UE AWS RER OU
THEMERETRE (RERATESERE
EENRDBBEDHESFE),

btz & MR A AR B TT DA BT IR 4B OU A
VEMERETHRR (RECRAEELEELER

BEENATBEUVHESEE),

EEZEMEARNKE R MEH msDS-Dele

tedObjectLifetime ¥1# , EEERZ AMERK
Y AT LAZE AD BEREIKEER,

R & BFER R E W L8 R BBk FRS, DFS-
R # DFS s & Z [,

R A2 EE AWS B2 Microsoft AD SEE) B 8%
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Group name (B##8 & 1) iR

AWS ERBEHEBRAEES WEZEBENKE T LIEEE DNS 451
Active Directory.,

AWS ZREETHIBEHREEES WEZEEENKE T ARESZEFH Windows
DHCP falfR&S.

AWS Z RN EBHRIREEN WZEFENKETUHEREE Microsoft 4
EBRBREMBERNE,

AWS ZERBEHAZBRAIETES %2 BHAE Y X B O] BAME TR o B L I B ER &
BEER,

AWS ZiRH FSx EE S Z 2 BENKEEH Amazon FSx ERNE
BEeEh,

AWS ZREEFRAEES WEEEENKE T UHTHEABREBRER
(B, fwmeE, MR, EH)

AWS Zk Kerberos ZERZGEES WEEBHENKE T EERMEAEREY
H ERAZE R,

AWS ERZEERBIRFER & =B S 0] AR T K M BR 2 B RS IR
E.

AWS ZEikK MS-NPRC AR #£E &2 BHE M K B AS 4 HEBRTE EE B IR vk
HEITZ2BEEBANEE N, WEBERARE
FEIR P o

AWS ZE R IsFIREEES Lt Z 2B AN K E T LLTE RAS M IAS fRIfR2S
B8 & BER RAS [ RES.

AWS ZEREHEHEFEES ERZEMHEBHENKE RS EE Active
Directory HEVEZ EEE AL SharePoint Al AR
B5o

AWS Z i fr] iR 85 & & FIEMAREcEM EWAKEESEEDE
FEhZeHEEANRKE,

R A2 EE AWS B2 Microsoft AD SEE) B 8% MRS 1.0 19
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EEEmE

Group name (B #H & 18)

AWS Z VAN RBEEES

AWS EiRHBIRMEES

AWS ZERAY 48 b 7] PR 85 12 18

AWS ERFEAETERBEBEE

DU

WZEFENKETUEFHRTE Active
Directory #8335 f AR+ # Default-First-Site—

Name ¥4,

hERZEBHEXREUERRERRRPE

M6 ERE

b % & BEAE R R B R BATE A m # fa] AR 2R Y IR
A AR 2R B W R BRI In i R AR 2R Y IR

A ARER .

BHER,

- BUWEMATIFHEBERYH (GPO) :

@ Note

hhZeBENKERUMERBREAEEZR

IREEMER, EARBUHEREL GPO, ERBIBKRGT , RATMREM AWS A, MR
FE , B EMNERDEEHN OU,

HEABREE
FARRMEEBER

ServerAdmins

AWS REBBUR.FEHAE

BRHR
wasE

PR JEHB 12 HI 28 ERKIR

AWS REBFEHEIRSE

DU

BEMBIEZER Kerberos B
R,

& TAWS Fifkfa iR =5 & E
B, HMEARNE RREES
FAENKE,

g AWS RER OU VAT
BREAERFREEZBNES

PHEERTE

R A2 EE AWS B2 Microsoft AD SEE) B 8%

MRS 1.0 20
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HEBREE BRAHER iR

AWS ZEHfEM F B 8% FRAE @RI EFTAEREEIESIRR LR EES
MR £ MERE

TimePolicyNT5DS FRE 3k PDCe #3312 %35 #& P E 3F PDCe #BE 2 HIZRHY

R BR R E A A Windows
B¥[E (NT5DS),

TimePolicyPDC PDCe #8135 12 %25 # PDCe #8112 5l 25 #Y B [ B
REBERFERAERBEBEA D
E (NTP),

TR R A 13 2 il kU R RAEA EfTEN MR , AWS
REFEAZEEN Active

Directory R8I,

MREEEEFSE GPO WERE , URCHAFEBREEETZEA (GPMC) WE A
Windows #{T{E B #IRIE LR E,

BESIRFRHER

B 18 B Microsoft Active AWS Directory B $&% 31 Directory Service B , AWS €2 —EEBEN
(OU) RfFFFTE AWS BN EEMIRSE, MFEL OU MEMENR , F2H THEFHAEE AWS §
# Microsoft AD SEEEH#%. . EOEEERF. BEEIRFERHTT , EABTUTHEN OUMEE
BNEETH :

- ¥E. EFTMBBREAE, FEANER, WEFMEF , F28 EE AWS Managed Microsoft AD
oY {5 A A R B AR

- FEER (PINERFIIENFRER) ZENMEE , REHE OU FNFEAENFEE TELERNET
A,

- BYEEI OU MAR.

- ZREM OU MARNRE, WEFMER , F2H Tk AWS ZE Microsoft AD B I AR,

- BYRERBBEBE,

- f& Active Directory &R [ Uk &2 /R 2 M EREY ¥4

- TESEENE 8 Web BR# LiE1T/EE) B 8 H DNS Windows PowerShell £,

EEEIRFER MR 1.0 21


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc753298(v=ws.10)
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s BUYRREHRIESERBIES, NEFMET , B0 HESERBIERSE,
« ERTE Kerberos BREIZ R, MFEFHMEN , F2E Kerberos R HIE ko

EERF U AEHT T IEBEED

- B DNS HRE (8. BRIJEMLHK. EHNEF)
- 1% DNS E#H5%
- MRELEMHER

ERESEAFLEFRANDE, SEIEF LS EHE OU (FIIR OU) MM SiBMBEN T
T

/A Important
AWS BB EEEUNTAENMERBEE BN EEFZEME AWS, MEEBWNM AWS RHE
BEE AWS R L AR (BEBHKENR) WFEMAENR  B2RENEH AWS FIEAWS BHR
Eﬁﬁﬁ:ﬁ:ﬁ%%o

® Note
ERETEMBRIET D EWIRSE, WRTEBEAKKRF , ERERERER (RRA 64 &
BB FT) , ARERARKIKRF,

EENGEESHHRERIKRS

AWS 8 90 XEBIKAENEESRBERABRER. TMREERAENEEEEBRHEAIEAR
B #EAlE—1{E AWS EXEITEE AWS Directory Service BB —i25t %k, IREBFRBMNZLEBL
LRERE, A, EEEIRFERFER8EH AWS Directory Service EEBBER,

BEPTEENEREE  FAWS EAERREESNESEESRRNIRFBLEHE, E28F
HEDESEESIRFNESES. AWS BRERAZRREEABLEREERFELLIRS. ERE
EEERBNEBWRNE , AWS ERVERFERAEIRS K UREABHEESHER. LRFKIRFR
EEERFERBBVAMBNBALTR. AWS HUEEEERSERER , AWS MREREESIRS,

BEBBAELT: AWS REB &, MREBEFEEZHEIREBE , AWS TRtEERm<ELE
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https://aws.amazon.com/blogs/containers/using-amazon-fsx-for-windows-file-server-as-persistent-storage-on-windows-containers/
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https://aws.amazon.com/blogs/storage/simplify-your-microsoft-sql-server-high-availability-deployments-using-amazon-fsx-for-windows-file-server/
https://aws.amazon.com/blogs/storage/simplify-your-microsoft-sql-server-high-availability-deployments-using-amazon-fsx-for-windows-file-server/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_key_concepts_gmsa.html
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https://aws.amazon.com/blogs/storage/windows-home-directories-and-file-shares-made-easy-with-amazon-fsx/
https://docs.microsoft.com/en-us/windows-server/storage/folder-redirection/deploy-roaming-user-profiles
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/scale-out-performance.html
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/dn581924(v%3Dws.11)
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://learn.microsoft.com/en-us/troubleshoot/windows-server/group-policy/use-group-policy-to-install-software
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/ee849849(v=ws.10)#to-perform-a-system-state-recovery-of-your-server
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https://docs.aws.amazon.com/fsx/latest/WindowsGuide/shared-mad.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_GettingStarted.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_SQLServerWinAuth.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/mysql-kerberos.html
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https://aws.amazon.com/blogs/database/join-amazon-rds-for-sql-server-to-your-self-managed-active-directory/
https://aws.amazon.com/blogs/database/join-amazon-rds-for-sql-server-to-your-self-managed-active-directory/
https://aws.amazon.com/blogs/security/how-aws-managed-microsoft-ad-helps-to-simplify-the-deployment-and-improve-the-security-of-active-directory-integrated-net-applications/
https://aws.amazon.com/blogs/security/how-aws-managed-microsoft-ad-helps-to-simplify-the-deployment-and-improve-the-security-of-active-directory-integrated-net-applications/
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https://docs.aws.amazon.com/en_us/directoryservice/latest/admin-guide/ms_ad_join_instance.html
https://docs.aws.amazon.com/en_us/directoryservice/latest/admin-guide/ms_ad_join_instance.html
https://aws.amazon.com/blogs/security/how-to-enable-the-use-of-remote-desktops-by-deploying-microsoft-remote-desktop-licensing-manager-on-aws-microsoft-ad/
https://forums.aws.amazon.com/ann.jspa?annID=4636
https://aws.amazon.com/about-aws/whats-new/2017/05/simplify-migration-and-improve-security-of-active-directory-integrated-net-applications-by-using-aws-microsoft-ad/
https://aws.amazon.com/about-aws/whats-new/2017/05/simplify-migration-and-improve-security-of-active-directory-integrated-net-applications-by-using-aws-microsoft-ad/
https://aws.amazon.com/blogs/security/how-to-enable-your-users-to-access-office-365-with-aws-microsoft-active-directory-credentials/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_tutorial_test_lab_trust.html
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https://aws.amazon.com/blogs/security/how-to-migrate-your-on-premises-domain-to-aws-managed-microsoft-ad-using-admt/
https://aws.amazon.com/blogs/security/how-to-migrate-your-on-premises-domain-to-aws-managed-microsoft-ad-using-admt/
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https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/adac/introduction-to-active-directory-administrative-center-enhancements--level-100-#fine_grained_pswd_policy_mgmt
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https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/how-to-configure-security-policy-settings
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements#security-considerations
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/adac/active-directory-administrative-center
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https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/enforce-password-history#security-considerations
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/minimum-password-age#security-considerations
https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-10/security/threat-protection/security-policy-settings/minimum-password-age#security-considerations
https://aws.amazon.com/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
https://aws.amazon.com/blogs/security/how-to-configure-even-stronger-password-policies-to-help-meet-your-security-standards-by-using-aws-directory-service-for-microsoft-active-directory/
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https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/enforce-password-history
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/minimum-password-length
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/minimum-password-age
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/maximum-password-age
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/store-passwords-using-reversible-encryption
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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FFEE , E ik Active Directory #ZBEERZE jsmith,

MREA S EBERIERG —EEAESEE |, Active Directory S RAEEEMBRNT -

1. ERAEERERIGERENHNBER,

2. MRREEHEAENHERBER , ISEREHAEMRECAERRTFEAREELIEFENK
R, BAHEKEERNER.

WMEHMFMEL , 5528 Microsoft TechNet #8¥5 FHY AD DS : BZE R A,

ERAEEEEBBRRNAL

EA LGRS R EERM F ine Vine THERARGEES R HEHE | BB ETERUEBAWS
EIGEAE AWS SEEM Microsoft AD R HSEEAEIES, HIESRBLEHENRER | &
BERERHIT 2 A MR RENZ T,

REEMNE & W< 1.0 45


https://technet.microsoft.com/en-us/library/cc770394(v=ws.10).aspx
https://technet.microsoft.com/en-us/library/hh994572(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/hh994563(v=ws.11).aspx
https://technet.microsoft.com/en-us/library/cc770394(v=ws.10).aspx

AWS Directory Service EEEmR

ERAEEZBBRRNAE

1. REIMAZE Microsoft AD MBIBHEMZE EC2 T EEREFE A+ B 8 AWS EEH [
(ADAC),

2. YIRERHREE  RBEEFE AWS ZiREHHE OU, MEL OU WEHMAER |, F2H TTEEAIE
B AWS &I Microsoft AD SEBIE #%. »

3. # % AWS Delegated Fine Grained Password Policy Administrators {# &840, ASEMEHE
A2 A E B HT I E L BFAE

& B RIS RAG BN ER &

AWS Delegated Fine Grained Password Policy Administrators Z £ B R ENFERAERETLUERT
HRERF  BBRERGERAENT2EE

& E B H RIS RAG BN ER &

1. RRIEIMAZE Microsoft AD BIBHEAZE EC2 HTEREMEFEAF B 8% AWS EEF
(ADAC),

2. HIRE Tree View (Bik#18) , AREEZE System\Password Settings Container (R#\ B HELE
AE8)o

3. EMTEERENMAREK, B—T Add 718 FREREBY K ABREEHERTLBEMEE
BUR, W% AWS Managed Microsoft AD BB < FEEZ B BRIV FEMER , B2 AWS FEEE
EA AL

4. EZERRFZBRARECER , BHT % PowerShelldi s :

Get-ADUserResultantPasswordPolicy -Identity 'username'

@ Note
BEMEH net user i85 , RAHBEREETERE,

MRERE AWS ZEEM Microsoft AD B &R ERBEZEBRAFHEM—1E , Active Directory &
FRERNAEEAFRER, WEFMA Password Settings Container (RIS ERET) WEHMEEMEN |
ESBER Microsoft EEK X E,
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A AWS ZEE Microsoft AD B ZHE5F

B AR AWS ZEER Microsoft AD BE#AZEERRFT (MFA) , LEFEAEEEEFIH AD
REFREREZEM, ZEN Amazon TEEAEAELRA MFAR , FRERTBEE— K@ AER
EEBNEZER (F—ERXR), EXEBASIRER F_EFXXR) , ABRFBHLNERDER MFA
BRFRREM, EMERNRGEESR , T LFEAEEAREERERAEZAERN KR MFA RIBHERLT
FEUER Amazon R EERAER , BEREZ—EBERLRE.

EERA MFA | BB AR G B — 1= i 5y 75 5 5% (1 F & BR 7% (RADIUS) @ ARESHY MFA iR 7
£ RNERECELNANBBEBEE L E/E2 RADIUS RIAREEH MFA SAHIER . 8K MFA R
FRUBEBEFHEREREE K IRFHRSEE FHTHERBFIEEN — X R (OTP),

RADIUS R¥REXEWAFin/AR:FBAHBE , BURET. RENRFEE , BEAEEAERT
HRIRTE, AWS S EEM Microsoft AD 88 RADIUS A FiR , AIE{KEECEE MFA fRE RN
RADIUS falfR28. &M RADIUS fRfR2sEeBEAERRBMN OTP KI5, WMREH RADIUS BRIE2: 5 Th
B F , Microsoft AWS B AD REHEBHEHKNAFEITIHRE. RIWRBIEATESKE , F
REMAUEER AWS ERARER, AWS SEEH Microsoft AD RADIUS f FiEE RADIUS fAIfRSS 2
BEHBEAFTELRRE AWS T2 MEE | LUHEBEBEEE 1812 #TEH.

B LBIT T HRRF , BEN AWS ZEE Microsoft AD BB AZEEZRT. NEEHMUNARTE
#& RADIUS frIBRE3 LA AWS Directory Service fl MFA BIFHHIERR , BSRZEERZRE LR E
#.

EZEER
TH RS AWS FEHE Microsoft AD NZEEEZHRTZMN —LEEEIF .

- ZEEERFETTHRM Simple AD. i |, AT EFE AD Connector B $#& BB MFA, MEFMAE
7, 55208 B AD Connector RAZERERHE.

- MFA 2 AWS I Microsoft AD (W EiFIhae, MREMFEH SEFGER , AIXBESEESPERY
TUTRER. MEFHENR , F2E 2EEETEE.

- MREHEFEH AWS ZEEM Microsoft AD EITH LB , BREREMEE LU EHFE (NAT) #
Internet Gateway ERABER AWS #3535 B8 3 1TiE LE @A
- MREBHEXEZEEMN Microsoft AD B2/ L5t AWS & RADIUS Al iRES < BRI S EREA |

5Bt AWS #&AWS Support.

B AWS S &8 Microsoft AD B ZHEERH

THREFRBNMA AWS ZEEM Microsoft AD BUAZEEZERTE.
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1.
2.

Bl H RADIUS MFA fRIAREE A AWS EIE Microsoft AD B /Y IP {iilt,

#mEEZM Virtual Private Cloud (VPC) R M EHH , LIETE AWS B Microsoft AD IP i &5 EE
RADIUS MFA fa]fr 25 = & IBE#EIE 1812 #1TE.

£ AWS Directory Service A BEHEK S , ZEE #%,
BEMSR AWS ZEER Microsoft AD B %K) B &8 B I ER
ERSHMEAEEL , ST THHEP—IF :

- MRZEHFERTETRSERSE , FENZRMA MFANESE , ARREBRENLZLR5IER.
WEFRES , F2H TEEHEAMER,

- IRSEFEETREETEMAED A FREBRRAN L2 REIER,

£ Multi-factor authentication (2 E X R FH) BT , #IF Actions (BiE) , A%IERE Enable (BX
Ao

£ Enable multi-factor authentication (MFA) (AR ZEXKRFFE (MFA)) EE L , R THIE -

Display label (B RZH)

RUERER,
RADIUS server DNS name or IP addresses (RADIUS falfk25§ DNS &= IP i)

&8 RADIUS fRIFRESIHELHY IP sk |, SRIRAY RADIUS [RRES B H P HERSHY IP sk, BaTLL
AZE P i , PREMURIGESR 2R (HlE0 192.0.0.0,192.0.0.12),

(® Note

RADIUS MFA EB AR Y Amazon ¥ AR MR (HlIN WorkSpaces
Amazon = 2 & Amazon QuickSight Chime) Y 7ZEW#., AWS Management Console
EAEETE EC2 HITEEE EHITH Windows THEEHHE A EC2 HITEEIRM
MFA. AWS Directory Service % # RADIUS K&/ FEERFE
FERETRAFCRAERBHEEZRN K Y EAEEHCHN MFATR., & , BLRAFERABT
MFA W f#R7FZ , out-of-band BIEIAFH SMS X A& ¥, £ out-of-band MFA f#R
FRP , BAERESEHENHERS REEHERE RADIUS REFE. FH out-of-band
MFA fERFRE , BAEHERTEAER A MFA K, EHBERT , FAEXE
EZHWAAN MFA BP9 A 15,
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R

RADIUS ARz AR BARERSE, S AIPEZ MM AA AR A A RRAFEZR RADIUS fi
R 258 %E (UDP: 1812) i ASRE. AWS Directory Service

HRAWERE

&8 RADIUS i 3632 M i is TE BY £ A RS
RRAARBRAE

R IEM RADIUS umBhAY H AR E KRS,
B E

BEIFIEH RADIUS in R M B rris ER BB E

Server timeout (in seconds) (fAIIRESREF (AR BE))

%1% RADIUS AR EIFERYIFRE (AR BEN), HWEXENR 1 5 50,

® Note

HIEHEM RADIUS ARDRFRES 20 WHER, WRREFEB 20 ¥ , RikiSE
EEREAM RADIUS faBR2s , I 77 88 B BOR B K Mo

Max RADIUS request retries (RADIUS R EFH X B LFR)

EHE RADIUS AIRREITERANRE . WEXEAENTR 0 F 10,

E RADIUS Status (RADIUS #k58) 8% A Enabled (BtA) & , BIRI £/ Multi-Factor
Authentication,

8. EERA .

YN Amazon T EERARER

FtE Amazon 1% IT FEAEX WorkSpaces , ‘@1& Amazon WorkMail, Amazon
QuickSight, Amazon 155 AWS IAM Identity Center F1fEfH AWS &2 Microsoft AD F AD
Connector &2 MFA B AWS Management Console #32 Z|5Z#, WorkDocs
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MEEBENAREERERAEY Amazon EXEARENX, AWS E—F ALK AWS Management
Console fEA K EF AWS Directory Service , 52 RBR A% FEA AWS 2 M AR 8V FELMELA AD
BEFEE AWS Management Consoles

FHEE AWS ZEEERE

o WMMEIfER AWS ZEEM Microsoft AD MIAZEBFE S AWS RERMFAZEERRFE

B &4 LDAP =% LDAP

S8 B 7 EIHE (LDAP) 2 %% Active Directory BEVE R , RIEER B A Active Directory HI1E
2T, FLEEAEXFER LDAP #i8, BERZMIE S Active Directory FIIEAEFMEA , 2 EHE
AE KRBT Active Directory FHIERAE, S8 LDAP BAEMIEAFix (MEARER) MERSS (HI
10 Active Directory)o

FRTENEZER LDAP WEH. MtZBESERAERATAEBERRE  ReR@ LnEsR
HE, EURANTENZLERLZLBREESERBBINEFE LDAP BEHR,

BETRAREEFEANEHRE , AWS EIE Microsoft AD 124t 7 — @218 : B LA LDAP BB R
2BAWRE (SSL)/E@EBL LM (TLS) , tt#EA LDAPS, EALUEMA LDAPS REMBK LN L2, &
WA LN E R LDAP WEERRENE AWS SEEH Microsoft AD 2 BNFTEE , UBFEEHRE

AWS Z &I Microsoft AD £ T FIE B R it LDAPS X IE :

- AARES Y LDAPS S INZ M %R FHEM LDAP BAEARER (5 LDAP A Fi) B AWS
ZEEM Microsoft AD (& LDAP @ARES) < EH LDAP B, MEFHMEN , 552 FH AWS
E 1 Microsoft AD E{ F a1 Bk 25 ¥ LDAPS,

- FF% LDAPS B1N3 AWS FETE 2 [t LDAP &S, , 150 WorkSpaces ({5 LDAP fil 5i)
MEWBERERE (AIE) (EAR B (XE LDAP RS, MEESHMENR , F28 £A
AWS &2 Microsoft AD BUH A Fi% LDAPS,

3]
. {E/H AWS &I Microsoft AD B EPRES# LDAPS
. {EH AWS &I Microsoft AD B FH B Fi% LDAPS
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£/ AWS &I Microsoft AD Bt RIPRES % LDAPS

AREFEENEHREFIEADELLBARKE (SSL)/E#HEL LM (TLS) (LDAPS) X EINFENE
AT LDAP BAEAREREZEER Microsoft AD B #& 2B/ LDAP B, AWSIEEBE
MER Secure Sockets Layer (SSL) MEBBAHERAMRE LHRE , YFSESHRER,

YA A AR 25 % LDAPS

W WA EE R X E M IREF i LDAPS R BFERMEE( (CA) FRSBWFMIET , F28H AWS 2
MM ] AR AWS ZEIE Microsoft AD B 2R RIRES i LDAPS,

AR AREE AWS Managed Microsoft AD 1F#2 #4158 Amazon EC2 #1T{E#E , 1T KZP 5 HIER
Eo THSBRES|ELRTRE AWS Biih AHFEEA LDAPS,

MBEREFEHBELRERE PKI EREE | B BUEA Microsoft 2B EREEE AWS
QuickStart i§F., EEME , BRI LUERERPMNIETR , A Deploy Microsoft PKl into an existing
VPC on AWS MYEiAR, EAEAR 2% , &% Active Directory Domain Services Type 218 , B4R
£ AWSManaged., MREE A QuickStart M , BIFTAEZERBRSER 3 . EUBEH L,

ES- |

- FB1: FIRAMA LDAPS A S
- SB2 . RELHNBRZEME

- ZBR3: BUYBEEHLE

- FER4 HERSEERA

HB 1 BIRTA LDAPS A&

= E R A [ BRES I LDAPS |, 184 BR AWS Z & Microsoft AD B#FHHRMKEEEH AWS ZEikt>
LRREREVRATESRENRE, RE , LTURAREEEAE (Admin 1K), NBEREE
IS , SR BAE Admin RS BAABY A B 5E LDAPS, HELIERT , A ENEE AWS S
# Microsoft AD B #&mhiy TRHEEE, o " AWS ERCEBRERENVRKEES

FR2 RELHNBERREWE

B AR BRES ik LDAPS 28l , X BELXEYBE. LERXERMALE AWS ZEER Microsoft AD #ig;
B Microsoft &% CA fARES k%, B % , BXEEZBENSEMBEEG 28 ER. 1R
AR I &I uh ERY LDAP IRAGIZEY B E)IESZ K E LDAP A F il SSL ELR,
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® Note

RIFR 25 LDAPS B AWS ZEE M Microsoft AD T EHE CA FIRITHESR., ettF-X
BEE=ZHRERERITHNES.

RIBENRBRR , CEUATERTRENERIBEFH CA :

- BB Microsoft {2 CA — (BZEFEA) FALIEE , B EEIRIE T B/ Microsoft 3

CA fRIfR2S., AWS {@fRES ol LAfE A Amazon EC2 , LAEEAFRIRBRIE Microsoft CA ., WMEM
EX ERE B Microsoft 1% CA HFHHER , 2P B 4 : # Microsoft 3% CA #iEEEH AWS
Microsoft AD B & IR AWS ZEE M Microsoft AD B & 1Y A fR 85w LDAPS,

« B3R Microsoft 8% CA — A ILIEIE | & LAEA Amazon EC2 £ AWS EixE I B Microsoft

¥ CA , WAEE ALK AWS Z& Microsoft AD #8185, IR CA o] SUHH R A0 481 150 &1 vk 2% R
F. MEFEREHIE CAWHBENR , F2ERNMNAEH AWS ZEE Microsoft AD B & [ k25

im LDAPS R ER 3 : RRKNEREREIR CA,

MENAAZR EC2 BATERMABBNFMER , 5528 15 Amazon EC2 #TEEINAKE
AWS F & Microsoft AD Active Directory . o

FR3: BUBREL

REDRE CA 2’ , LA LAERTE Kerberos & 7 i BEEH A,

BYBRER

1. BX& Microsoft Windows Server Manager, ZE T E > FEZEEE,

2. ERIAREMUBEEY EREERTHNEREREMBMRE R, ERRELALE-TBEEAE
REBBEFEHE,

3. ERJBHAXRAKRED , £ Kerberos 0BT LE—TEEARE , RRBFERER,

4. R BHAREREED,

5. ENHEANBUEED , AIEHTURIER  REMITTIEE

a. KEBEREMBEELNS CANERRMR.
b. MRBHELEMNBERE , FEINEE.
c. EURBUMHFARE 10 /RERKT 2016.
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® Note
AWS 5EE Microsoft AD = H1R & R#EEs 2019 #E,

d. WMRBHELANBERE K FEIEE.
6. B—T—MRIER A AREHARNBEREBEES LDAPOverSSL IR ENEMEME R,

7. B—TR2MZRIER  RARERENEAERBERTEFSIZHM. EHEFHEERERT
LR AR, B85 B BEMAY LR AT B,

8. EEMELREI LDAPOverSSL (& LHEEN AR BEHL. BHABREARTRERE.
9. HEEBREREMEBAED HERREALE-TEEAR  AREEFHNE > ERHNBREL.
10. ERAABREARED , EIF LDAPOverSSL (HEE LEHEENER) , ARBERE.

SER 4 HEREFARA

ERE—ESERP , BLER Amazon EC2 TEAWHIBL2AHER A, ELRAAFFENREIE
HILER B CA , UIFEREBR., BEATIESR , BUUMEBERARA , ME¥ CA WTLEIRE
REREEREARE, AR, EULEEHAA , AFFEMAERHMEEIRR CA WRE,

REEMERACE , SNBEEFHUREEBOLXE CABRERE | X AEWNE#&RA LDAPS, &
A Ey E8Y LDAP RIEIRIE 7] LUIE S LDAPS E£R,

RELTEEERA
1. EEE{R https://console.aws.amazon.com/ec? By Amazon EC2 £ A , REAFEHEEERH
HITE A

E LB Network & Security (8 EZ£) T , #F Security Groups (Z£FH#).
FEEBEH | iBE CAM AWS Z2MEA,

EIE Inbound (AMh) BH , REZRIEE Edit (FREE).

£ Edit inbound rules (¥REEE AR Al) HFEHRP |, BT TINEE

o M w0 D

- &2 Add Rule (FTi8# 81),

« 1£ Type (JEH!) 1#4Z All traffic (FTERE) , ¥ 1E Source (FKIR) i&# Custom (BE]).
o TE [RIR] BBAV SR AP B K AWS Z2MEE (FlIn |, sg-123456789),

- BERT.
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6. BIEREL AWS EEH Microsoft AD B 8 AWS Ze B, 12 Outbound (B H) & , R
#%iR4Z Edit ({RE8).
7. 1 Edit outbound rules (fmEEE 4R Al BHEEH A , ST T HNEE

« & Add Rule (¥718#R 8l),

.« 1£ Type (JEH!) iBE All traffic (FTERE) , Y FE Destination (B 1E) i##2 Custom (BET).
- £ [BHYM) M ARPEA CA K AWS T2 MEH,

- BERE

BRI LAER LDP I EBIEREE AWS B Microsoft AD H $%#9 LDAPS E#f, LDP T EREMIH Active
Directory BB T B, MEFHMEN , B8 2 EHAN AWS ZEE Microsoft AD KEE HSEE T

=
>=<o

(® Note
A LDAPS B 28l , RS A4AEFR 30 7 , BRI CA BN HIRH 63 HEE,

MEEEERMRESR LDAPS MEMEFMEN , URINMARECHEHFERARY , FSH AWS T2
ER LN AEN AWS ZEIE Microsoft AD B $#£ R H [ IR 25i% LDAPS,

5/ AWS &I Microsoft AD Bt F Fis LDAPS

B Microsoft AD FIAFIHmIRER A FRBAHBERLBARE (SSL)/E@HmE R £ (TLS)
(LDAPS) ZEMHZ B AWS EIE (AZPEFE) Microsoft Active Directory (AD) FEFAER < BHE
Ao AWS LLIEFEFTEF I ~BIEFE WorkSpaces AWS IAM Identity Center QuickSight , Amazon
Amazon Chime, LtINZEBRRELEBHNE 2 EREFEENLZLEER,

PDERY

& F F Fif LDAPS Al , X AREUTER,

£

- FEZEEM Microsoft AD EEE I AWS B 2 B {5 Microsoft Active Directory
« 7£ Active Directory F ZBE @] fR 25 B &

- BEEBEENRES
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EZEEM Microsoft AD BEE B AWS BE 2 B2 1 FEE & Microsoft Active Directory

B, BSEESEEN Microsoft AD EEE K AWS B BN EEmE , FEERUAMicrosoftActive
Directoryfl Fim LDAPS, MFHFMEN , 752 [ the section called “B I EERIR".

£ Active Directory A ¥ &7 IR 25 /B &&

EEMA MR LDAPS , 8EE A Active Directory F Y S @SR 4L IS I Z 4 [ RSB

#. LDAP RIS EMIELBRRIZRY B EEZ R E LDAP A Fin# SSL ER, A LAE A RS
Active Directory Certificate Services (ADCS) SpEB TR HERITEREN SSL BF. WFE Active
Directory Al RS BEERWFFMEN , F52E Microsoft #35 £iEIB SSL B LDAP (LDAPS) &,

BREEHENBRE

FFi% LDAPS IREAFEABEREME CA) NER KREMAKRB[EIJNRITE). BRREMRER
F & LA Active Directory fBigi#2 &l vh B R IR BE LT LS , LANER LDAP #f#l. #FEET5I CA
BREREK :

- EENEBEIREEN (CA) FeERVA A Fim LDAPS, &7 LA F Active Directory B & IR (1 0 B
EEEREREEN) , 3 AWS Certificate Manager. #1FEMicrosoftit # BB REENMMFFMER |
22 BMicrosoft X .

- FERHEBE , BENBHBHLEE 90 RUE,

- BRLEREBIEEENEE (PEM) KX, WRKE Active Directory REZBEH CA BF , &E
base64 fwIEHY X.509 (.CER) M ABEHERER,

- =l AWS ZEEM Microsoft AD B#&Z AL EE (5) fl CA BH.
« TX B RSASSA-PSS #EEEEZNEH,
- EEEZEASEHEEPEERKRSERIN CA BREEEHK,

MR ER

AWS FEFTES LDAP FRE RS TCP E#IE 636 L#1T , MASZEEZE LDAP E#IE 389, i ,
XEEER. EE%FEM Windows LDAP BFAMS#EE A EE Windows R4ER £ MK LDAP EiE
389, FXIE AWS R MBHAFMEEEH X ME , LLAFFTE Microsoft AD B (i) M B &K AWS BEEMN
Active Directory (8 A) HHYEREE 636 Li#1T TCP @A, 2| LDAP iE#1E 389 £ AWS Managed
Microsoft AD E& B I & Active Directory 2 R #1350 BUR A8,
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A Al Fiw LDAPS

EZEZMAMFR LDAPS , R EBERERE (CA) BEE A AWS Managed Microsoft AD , A&
B &% LRUA LDAPS, A% , AWS FEAREREEN BZXREE Active Directory ZEFTE LDAP
BRAKBEBRZLBEAWE (SSL) BB TEHR,

BOERAMETRING E , REWN B KA AFiw LDAPS, &R LA A% AWS Management
Console 7&= 5 AWS CLI %,

(® Note

A Fi% LDAPS 2 AWS & Microsoft AD E’Jlu__nijZIjJ BE. MREHER ZEFHER  AIXALES
BESFEBHTUTERF. NEFMENR B30 g EEE N,

&

- S 1: EPFEMEE AWS Directory Service
- SR 2 BETHRE

- B3 : BA M Fi% LDAPS

- $B 4 . EF LDAPS jiREE

S8R 1. EHhEMESE AWS Directory Service
FERATIHEP —FEREEFEEMEFT AWS Directory Service,
3% 1 £ AWS Directory Service ( AWS Management Console ) FEEfEHEE

1. 7£ AWS Directory Service TS EEEKF , BHE &%
2. EEZB %0 B IDER,
3. EESFMEAEREL , BT TIHP—IF :

- IRZEFEETERARZERSE  FENEEZHBENED K ARRERRNRLREIER. W
FHMER AR TEEEEAMES,

- MRZEHERTREERNMES , FEEBRRNLZER5IER,

4. 7f Client-side LDAPS (i Fiw LDAPS) EEH , EH Actions (Bi1E) TheER , AREE Register
certificate (B #&EH).
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5. 7E Register a CA certificate (B8 RFE R EKERFE) HFEHHRD |, ZE Browse (BIE) , ARIER
BFEIIEE Open (BB

6. IEIE Register certificate (B #BH)o

3% 2 : £ AWS Directory Service ( AWS CLI ) HEfEHEE

- BTG T. HREBRER , FlEOL CA BERERNNLE. BFE ID SEEEFRM,

aws ds register-certificate --directory-id your_directory id --certificate-data
file://your_file_path

T2 mEREIRE
EEEERBEHMRERNBTENBREFE  FEAUTE—F%.
%3% 1 : £ AWS Directory Service ( AWS Management Console ) i & EFMRAE

1. BB SFMEAEELWAFi% LDAPS EE,

2. 1B Registration status (B #MEE) M T HE TN BRI BEBHME, EZHFNREEEER
Registered (E& &%) , R RENBE S =%,

%% 2 : £ AWS Directory Service ( AWS CLI ) &R E5MRAE

« HITTHGS. WRREEEE Registered , RREHBEE SR I E %,

aws ds list-certificates --directory-id your_directory_id

HER 3 A A Fix LDAPS

FEH T B EF AWS Directory Service— 5 3£ R EUH H 8 A Fi% LDAPS,

(® Note
BB RERINEZED—EEE , T 8ERUA M Fiw LDAPS,
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FiE 1 ZE7E AWS Directory Service (AWS Management Console) & B B Fix LDAPS
1. FIEB&FMEFAEELWAFiK LDAPS B,

2. EEMA. IREEERAEE  FRIECHIEZFENRE  AREHE X

3. £ Enable client-side LDAPS (BX A B Bl LDAPS) ¥5E 585 | i#F Enable (BUH).
Fik 2 ZE7E AWS Directory Service (AWS CLI) A B Fiw LDAPS

« BTSSR

aws ds enable-ldaps --directory-id your_directory_id --type Client

SBR 4 . BF LDAPS &

FEH TS E A AWS Directory Service— A ERBEH K LDAPS AREE,

Fi%E 1 ZEETE AWS Directory Service (AWS Management Console) F#Z LDAPS AR A&
1. BB SFHMEFRAEE LA S LDAPS B

2. WMRREERERA Enabled (ERA) , &R LDAPS ERIIERE-

%% 2 : B4 AWS Directory Service ( AWS CLI ) 42 LDAPS iR&E

. HITTIHS. MRAREEEER Enabled , RR LDAPS EFRIHERE,

aws ds describe-ldaps-settings --directory-id your_directory_id

EE A F% LDAPS
FEHELHESREEEM LDAPS HEE,

BRI AFERAMETRN A EZREEAFin LDAPS RE. & A LAEARZ AWS Management Console /5
£ AWS CLI 3%,

BEBRFEEN

EATIHHF -ELEREFRERABHANERE,
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Fi%E 1 HETE AWS Directory Service (AWS Management Console) F #1828 5% 51405 K

1. 7E AWS Directory Service A EBEEKF , BHE &,
2. EELBSHNE%ID EE
3. EESKFHMEAEEL , BT TIHEP—IF .

- MRZEFEETETRSEARES  FENZRABIENED , AREEWRENZLRIER, W
FHMER  F2R T EEEHEAMES,

- MRZEHER T RAENMARSE , FEEBRNZ2R5|RR,

4. £ Client-side LDAPS (F Fim LDAPS) [EEtH |, 7£ CA certificates (R REHEER) TH , &
HERBREHEBEN.

F3% 2 : HETE AWS Directory Service (AWS CLI) #2488 & 5540 &

BITTHEHS. WABE ID, M register-certificate = list-certificates EEH
= BIRF

aws ds describe-certificate --directory-id your directory_ id --certificate-
id your_cert_id

HUH 2 808 E

ER T E R - EREUHE B E .

(@ Note
MRABSF—EBE , LELFEA LDAPS , FREHUHE B

FiE 1 ZE7E AWS Directory Service (AWS Management Console) #EUE B &

1. 7E AWS Directory Service A EEEKF , BHE &,
2. EELBSHNE% D EE
3. EESKFHMEAEEL , BT TIHEP—IF .

- MRZEHESTRRSEES 6 FENZIHEHBENEE , ARREBRBNZ £ R5E
B, WEFRES , F2H ZEEHEAMER.
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- IRZEFEETREERMAEE , FEEBHBEIRZER5IER,

4. 7£ Client-side LDAPS (Fi Fii LDAPS) [BExHR |, #IE Actions (BiE) , AARIEIE Deregister
certificate (BUE 2 #8F).

5. 1£ Deregister a CA certificate (BUEE #RF REMBBFE) B SR |, 1BIF Deregister (BUEE
#)o

Fi%E 2 . ZFETE AWS Directory Service (AWS CLI) R EUHEMER

HITTHSS. WRBHEID, A register-certificate & list-certificates EEK
BB,

aws ds deregister-certificate --directory-id your directory_id --certificate-
id your_cert_id

= A A Fiw LDAPS
ERAUTHEB—@EHEREHAAFim LDAPS,
FiE 1 ZETE AWS Directory Service (AWS Management Console) & B Fix LDAPS

1. 7E AWS Directory Service T A EEEHIKH | BHE &,
2. BEBELB&KHN B D ER,
3. HEHSFHMEAEEL , BTTIHAP—F .

- IRZEFERTERSERSE , FENEFAMFin LDAPS WES , ARBEBANLZER
SIEE. WEFMES  FSR IEEFEHMESR,

- MRZEGHEETNREBREMAESD , BFREHBANLZLRSIER,
4. 7 Client-side LDAPS (F Fif LDAPS) [EEtH , i#1Z Disable (£ H).
5. £ Disable client-side LDAPS (/% F Fiis LDAPS) ¥§3E 585 , i#$2 Disable ().

Fik 2 . ZETE AWS Directory Service (AWS CLI) 1= f F Fis LDAPS

HITTH®T,

aws ds disable-ldaps --directory-id your_ directory_id --type Client
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LEREIMIFEIME K MEBESEHEE AWS S EIEM Microsoft AD MBI &IvE | B LUEL
AWS Supporte BEERZIVXERS| , F2RELUSZERHIFNEMEE,

EHE AWS ZEIE Microsoft AD &

BRI LAER AWS ZEEM Microsoft AD R EEHE AWS Bl ERF EHBAEAREN  ELME
RARAMLRETTIEREEER, T8 , MREMEM Simple AD , ENEAEABTIENESERTE
Ko

XENERRE

AWS ZEIE Microsoft AD B THIREER TR , BEEERIEALEENSESRMRBZBRAR
B —EB o EA

AWS EE R Microsoft AD FFE B EEREEEE
(FEdRAMP) Z£MER , L EES FedRAMP Bt & H#E
Z B2 (JAB) £ FedRAMP H E S EEE/EM iR bR
Z82 (P-ATO), ME FedRAMP & HEMEN , B2
B FedRAMP &5,

FedRAMP

AWS ZEE Microsoft AD £ IRIFIRMEER 1 PIRMHE
FREZ (PCl) ERZ£E% (DSS) 3.2 RS A MERA,
: £/ AWS ERMBRKRFT., EESIERFEFAERNE
@ | B, AMEEEACH PCIDSS &R MREEE | £/H AWS

S &K Microsoft AD,
PARTICIPATING ORGANIZATION ™

N%E PCI DSS WEFMHE A , SIEWMMER AWS PCI &3
M Package HEIZA |, 5528 PCIDSS &k 1. EEMR ,
BNATE AWS ZEEK Microsoft AD FERERMMN ZIER

REEMNE & R 1.0 61


https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://aws.amazon.com/compliance/fedramp/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/

AWS Directory Service EEEmR

Bl , fEHEE PCI DSS 3.2 MRiB#—3, MESREREIHNT
WL F A ER | B2R T HAEEAEN AWS ZEE
Microsoft AD B & A PCl &R M —8&i,

AWS BIEXH (Health REXAIEMHEEBEER) (HIPAA)
EREREFTE | #§ Microsoft AWS BEE AD #IA A HIPAA
BER%E, MREECHITWERBHESH (BAA) AWS
BT LAER AWS S EIER Microsoft AD RiBBIEBHFES
HIPAA HRE R EARER,

AWS $H¥EEBE —SEBANAAAREEARBENHESE
NEFE , £ AWS it HIPAA EEAKRE, MEFMEN |
F2 B HIPAA &3,

HENEE

JBE FedRAMP, HIPAA X PClI €8N L2 MRS R ARSI, BFHMBEME AWS ZEERN Microsoft

AD ERMRETEEDHERIEHE AWS BERPHTHEARER. LFEERREELAN AWS RIERF
aRE,

WE AWS ZEE Microsoft AD XECFIERE AWS HENBRBARERNTREE  F2BARMTEN
AWS FRIGEEE

BEH AWS B2 Microsoft AD B #BUH PClI 6514

=E/BA AWS ZEE Microsoft AD B #89 PCl §#1% , B4 EAKERIZHM PCI DSS &R MREA
(AOC) Ml TEEHE, XWHHFERE , REBMENZEEA., AWS Artifact

MEFEERAMBAEBBRRNFHES  F2H "EE AWS ZEE Microsoft AD RIRIFEFEAIL -

IR AWS Managed Microsoft AD #85% % & #H5E

#H¥ AWS Managed Microsoft AD B $&#22H AWS R BHERE A E AWS Managed Microsoft
AD B#FrIECHMERARMIFMENR/NMEARRERE, NECMHEN AWS TLFENFHRER , &
20 T EHAIEE AWS B Microsoft AD SEE B .

= Ei— 51838 AWS Managed Microsoft AD B # Mk Zs , BUURBTIERES , B35 AWS
grgear i3I0

ES- |
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FIEFEREREMERZRN AWS Managed Microsoft AD SAS{ERY Active Directory &, BUER X EH
AWS FERREXNEBEMER , filw

« Amazon Chime

* Amazon Connect

« Amazon QuickSight

« AWS IAM Identity Center
* Amazon WorkDocs

» Amazon WorkMail

* Amazon WorkSpaces

+ AWS Client VPN

AWS Management Console

BT LSRR AWS T2 BHEABRE R 4 AWS Managed Microsoft AD E 35 #I28 P B IELE TR
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« Amazon EC2 #i1T & 5&
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* Amazon RDS for MySQL
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» Amazon RDS for Oracle

« Amazon RDS for PostgreSQL
« Amazon RDS for SQL Server
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« DNAKEER A Finsl A AR AR

- BWHERFEREER "REEE CIDR) BERLZEH,

« TCP445 ERANEMNEE , Y HAAUEEINEE BB,

- RABEEMFEAIEB SSL 1Y LDAP B , FHEE TCP 636,
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B E EEIREE BRIR TEER Active Directory
AE

TCP 135 REPHE CDR  HEH RPC. EPM

TCP 636 REPEPE CIDR LDAP SSL Hékx., €8, £
BAEMEKE »
ER R EHABUCR,
S

TCP 49152 - 65535 AEFEEE CIDR RPC EE. FHEM
BB 9 ERE.
BABE, EF

TCP 3268-3269 WEEPE CIDR LDAP GC # Hék., €8, £

LDAP GC SSL AENEKE 2

ERTEBHEBUR,
=

UDP 123 A EERE CIDR Windows B Windows BT,
S

HHHRA

BAAWHE EREREE TR REFR Active Directory
AE

=3I =3I REpERE CIDR FTIERE

AWS RN FELE Active Directory THEEH T E
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Amazon FSx
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Amazon RDS for PostgreSQL
Amazon RDS for SQL Server
AWS IAM Identity Center
Amazon WorkDocs

Amazon WorkMail
WorkSpaces

AWS Client VPN

AWS Management Console

ATLME B ER AWS T2 B iHAARE R I8 AWS Managed Microsoft AD {2 &I B2 ESLER
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® Note
- EEEM AWS Managed Microsoft AD B # MRS EEE 2B , B M#EREA P B &
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- REEMFEHER SSL K LDAP B , & E TCP 636,
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BEARA
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* Amazon Connect
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* Amazon FSx
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BEH o
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=il RE  APIE® A RERE RERH
=L

RC4 RC4_128_128 RtA. =8 BASERE

128/12¢ i o 3 42 4
ZERREZ:
BEEFAN
RC4 128/128
mEBz R

=5 3DES_168_ BA. #A BASER

DES 168 =E DES

168/16¢ 168/168 IN& 5
X, R E
%P R s
ZENEEE
EEA.

PCT PCT_1.0 A, &H MARERE

1.0 8% g 4R il ok
ARZ£EE
B (RAREEH
A Fiw) B9 PCT
1.0 #E

[
>
]
fk
S

SSL SSL 2 0 A, #A BASERE

2.0 8% P42 ) Uk
ARZ2BE
B (falBR=R M
A Fim) B9 SSL
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EEEmE

mH

X E AD #y AWS Private CA E#%88

) A ]

ax e

=1

SSL
3.0

TLS
1.0

TLS
1.1

APl &%

SSL_3.0

TLS_ 1.0

TLS_1_1

BA. #/8

BA. #A

RERH

BASERE
s rp R s
ARZLEE
B (AR
F Fiw) #9 SSL
3.0 .

RBASEREB
%P R s
ARZzEBEE
B (AR
R Fim) B TLS
1.0 HE.

BASERE
5% o 4 4 o v
ARZ&EE
B (fAIBRES A
A Fim) B TLS
1.1 HE.

WA L% AWS ZEE M Microsoft AD B2 AWS Private Certificate Authority (CA) B4 |, LUMEARK
Active Directory B MA N ERAE, FEMMERTREEBE. AWS Private CA Active Directory
WERRTELABEREENDTE¥ CA EATEZEN AWS Private CA BRARBR AR , MAFEL

E, BEAEMAERERERR Proxy [RIKRES.

(® Note

A EMFEH G E % AWS Private CA EZ38H AWS ZEH Microsoft AD #8155 #34 #Y 7] IR B8
i LDAPS B, EEALH B SEUA MRS LDAPS |, F2BAA AWS ZEEH

Microsoft AD H #%k A fal Bk 254w LDAPS,
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& A LAEIB Directory Service £ A& . £MAF B &/ AWS Private CA E#28 T & = Y
CreateTemplateAP| JRE&EEE B ## AWS Private CA B&, ZEEBMEMAF B ##/ AWS Private
CAEEBFRARENE CARS  F2REVEESRESL, F2RUTHRBMMA AWS Directory
Service R AR EHEESNT R,

EELTFE AD B9 AWS Private CA E #2388

-

& A AWS Management Console 3 BEX AWS Directory Service £ & , (L Ahttps://
console.aws.amazon.com/directoryservicev2/,

£ Directories (B #) BEE Y , EZEBH # ID,

3. 1 [{EREZ M) RoIZHTH [ADAWS Private CA EiE28] T , 1B [RE AD B9 AWS Private
CA E1285], SR TEIFA CA BE Active Directory, EEH. KBTHELWSE A
Active DirectoryiE #2832 I FAA CA , LMEEFAAN CA FEEM. MEHMENR , FSEEIEE
Bo

4. BIEESRR  FREUTIRREAFEES , oBEESNORENEBNILE CA WRE.

N

ZEHE AD B9 AWS Private CA #1285

1. & A AWS Management Console 3 BBk AWS Directory Service £ & , LR https:/
console.aws.amazon.com/directoryservicev2/,

2. 7t Directories (B #) BEEYF , EZEB# ID,

3. HEHERELTLSMPNEAR AD BWAWS Private CA BT |, BA LUIEFAE CA E 1S MEFH
HFLE CA, kTR , BEE RN T IR

8

a. AWS Private CA #3285 ID — & AWS Private CA S8 —3 BT, H—TeE2EHE
AWS Private CA E#EZBNEMAEREM,

b. AWS Private CA £ § — CA #B| 2B HEEN. ®B— T2 AIEE AWS Private CAHY
HMEAE@.

c. #REE — L AWS Private CA BB REREAER AWS Private CA, INEMIEREN
ER  EBEREAY. REP-EREXRK , ISET 12 BRELXN. MEMERETX
B, BIgBTRAM,. MEXMRENEZES , FRHEEREEEEZ LU THBEREX
B, ABREBEEEPHRBETEE,

d. EMN HHE — 3T AWS Private CA E1Z38/Y B H,
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https://docs.aws.amazon.com/pca-connector-ad/latest/APIReference/API_CreateTemplate.html
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MEFHMET  F2EBRREESRFAET.

EEHR 8K AWS Managed Microsoft AD

IEA LABE LA T 75 35 SR EE R S8 B9 AWS Managed Microsoft AD B % :
*qE

o THRIRH B $kikEE

« {#F Amazon SNS X7 B ik REiE &

- WEEH AWS Managed Microsoft AD B # B
- MABRERE

- FEIBMEEIEEEE IR Sl s

[
&

T RIS B $RARAE
THREER #HikRE,
Active (fEA )

B $EEERE. AWS Directory Service K7 B #& &8I BM{E IR RE,
FREY

BRiEEZEIB%, EVERBETE 202 45 28 , EMERBTERRKERMTE.
Deleted (2 MER)

BxEMbk. BENAMAERECEL, —BBREALRE , FEEER,

IE1EMIBR
BRI EEMBRE &%, BHRERIFEARE , EXTEMBRALL, —BBSEAWRE , SEERUE
MiER#ER‘E , BB SEEEB/IR,

R

ARV B8, FBEMBRILE &, MREEBENFE , BEEE AWS Support F4 6
Impaired (Z18)

BSREERRRETHT. SRS —ERZE[E , AXEME B FREBEATENRER
BiEF ; BERRERHZURNER, EhaFERRNEFREREE (HIAEMHH EC2 #1T
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https://docs.aws.amazon.com/privateca/latest/userguide/view-connector-for-ad.html
https://console.aws.amazon.com/support/home#/
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Egme), EAERNELSNET—BRESEHG ENERERE , REHTEREB SKBANE
RPN E S, IEFMERN Bl RE R AWS B Microsoft AD, AD Connector % 2 HE
i, Simple AD SRSt HEfR, BR—MRHEEEBRBE , B 40 D8R AWS fRELHE, ERE
SERIECR  NREWEKER "2HE.) REEB 40 288 | EEREBEZ AWS Support

o

/A Important

B 8RB Impaired (218) K&K , FOEFRRK, ERRBRUBMAZHEEE, MFEFH
& , F2H EY B HREIEFRE &

Requested (B & K)

B SR M FERBBFEF.

RestoreFailed

HRBPEREHREN , FEAERRE. NRLBERGERE  FEAELMRE | BHE AWS
Support B/l
Restoring (IEfEiER)

BRI EREBHFHIRETERB &, EREPEFRERKBEEFFTELIENKE , BURRRR+TE
HBERB KRN,

£ Amazon SNS %7 B &R 8@ 41

f#F Amazon Simple Notification Service (Amazon SNS) , E B #iREEMEBFER | BETUKTIE
FEHHF (SMS) G, MREWB &K "EAP. RBEK "ZE, KE , EEWIEH, EB
$RIREE Active (1ER ) MERF , BFWEIEH.,

BERRX

Amazon SNS £/ "EE, WENPEFALE. SETEBE—IZEITEE , BRRHAIRETENA
B, FAUTSE , &0 L#& AWS Directory Service EA 3 # & ¥18E Amazon SNS £, E AWS
Directory Service {28IZI| B ##REBEF , AR IZREIE , RREX G TENTRE.,

B ZEEZEREME K BUYTCMEE —TEMBEEYE, St A EZEE Amazon SNS #
BUNTEFHEESEREAS., SHAULBRANTEEENAEGBMANEGE, E Amazon SNS
HTEENR , 528 "R Amazon SNS? J ,
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https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/sns/latest/dg/welcome.html

AWS Directory Service EEEmR

® Note

B #FRRBE AR AWS ZEEM Microsoft AD M [EiHheE. MREHEA ZEFSER , AIXEAE
BEESFEBITUTER. MEFMENR 6 F2H SHEEEINEE,

R B A SNS fiF

1. & A AWS Management Console 3 BRXAWS Directory Service £ &,
2. 7z Directories (B #) EE9 , #FH# ID,
3. HEHFMEAEEL , BT TIEP—IF .

- MRZEHERS TR RSERES , FEMERMA SNS SFANED , AREFHEBRSIFER, W
THMES  F2R TEEFHEAMER,

- IRZEFEE TREETMAES , FREHERSIER.
4. HEHEFERERYS , BREDF, ARENEILEA.

5, EEVEAEEL  ZEESEANRE K ARBERUFEAN. & IREESHEREPH SNS =
B, B LURIEHEBR AR SNS TER VM EE B REEREALIXERE,

® Note

MBBBREZRUFNEAN  BEZANACHERLEN SNS TEFHATHENEZESRRE , 8
Amazon SNS F"E2RBUFNEE K RSEHENETETHEHNITRER,
MR FIRZEB AR SNS TEETEEYE , L RERENB B —EEIZEH SNS £,

6. EFWRAHARE K ARWARGABHEER. MRE@WABAR SMS WERRS , FREMAR
Fo TELRWITR. ZHRIER.

7. (BF)RHEETENELEA SNS BREHE. BEREBATHEE 10 BFZIHERE 28 E/EE
HYFRE SMS B H., EEMER SMS BEHK , FERETRERE,

(@ Note
R & A& BB DirectoryServiceFullAccess 2 B BRI IAM EREHAGRZEA |, AIEH

FEZBAALL TDirectoryMonitoring BT, MREEE - S BIIEHNETERZR , £
EEZIH SNS IR,

8. EBEEV.
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https://console.aws.amazon.com/directoryservicev2/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/role_ds_full_access.html
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MREBEIEEHM SNS FTRE (PIWHEHME FEBH#ut. Amazon SQS 175) AWS Lambda , 5%
& |, BAT LR Amazon SNS E2 A #ITILIRME,

REEEFBERE HRERAR

1. & A AWS Management Console 3t BBXAWS Directory Service A,
2. 1f Directories (B ) EEF , EEB# ID,
3. EEBFHEAEREL , BT TIHP—IF :

- MRZEFERTERSERSE , FENZBRREASNES  RARBERERSITER. 0F
HAES  F2E TEEFHEAMEE,

- IRZSEHEETREEREMED , FREHERSIER,
4., HEHHEEZERS | BEVEETMEE SNS TERRE | BIEEE , RRBIBE.
5 BEBEK.

ERBREEERY SNS TEFRARFENE K, NREMBREEEE , TEH Amazon SNS
B ABITHIBIE,

® Note

£/ SNS £ A MER Amazon SNS £EZ 8] , BEZERE HFILERXEEEEMREAL,
MRS SNS £33 A MR Amazon SNS =& |, kB F A7 B R BRTE Directory Services
FEEHR, ZRGETXESZMAEANZ SHERN ETERKEBY ; EEEERLT , £8EE
# 8 Monitoring (E542) EE AP E 2 H T B BN EFAMREE,

Hit , AEREXREENEHFNREAL , ERBREWEASNEMEE 28 AWS Directory
Service , FEAF R B $kEEH it Amazon SNS FFEZE 1 B3H#,

B EEH AWS Managed Microsoft AD B # B &

AWS Managed Microsoft AD FHZEH I #TEBTINRL AFEHTF—F. BHEALERE AWS
Managed Microsoft AD B # , LURFENEF#Y 5 8 8% 1312 528 B 5 2 Amazon CloudWatch Logs. 0
EESHMER  F2E BAERER,

AWS & T EHREH,
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RN
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B
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B
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k| BURERE B
BRI SRBRREBE B, KB
B MPSSVC BRAIBMRIE  Success (Fh)
BERHMBEREESH KK

R EA BRBRERER B, K&

R &% IPsec BEEEBIE T . KB
BEREMARRES B3, KB
BT RIREH B3, KB

A B EER

A LAfEF AWS Directory Service X2 A AP| RE R ig iR HE 22 E 4 HFFZE Amazon
CloudWatch Logs., ERJZEE PN ZEEHLMER  HRELLER, BRIV AFRBBEE
Ko

CloudWatch Logs BRI LUSE L EHEH R Hi AWS IRFE, AWS RERFE=ZFERAER, BITUE
BEMETERNRTIRE  LUFFAENEETSEANCETSENEE,

Rz #% , Bl CloudWatch Logs £ & , REARKEFAIEEN BFFEBEINER, LB
BB ossmERssin<ge B

W% BB UR NMAREIREMNERNFRER
) FHVGEA HESAHEN H S SRm M E.

I]I‘H

28 (Amazon CloudWatch Logs £ &g
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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® Note

HE5E 22 AWS Managed Microsoft AD B [EiEThaE, MREFER ZEHER | X BEESE
BESTERHTUTEF. NEESHBEN , 20 2BEEEIEE,

R B R

1. £ AWS Directory Service £ 2 BEE#KH , iEFF Directories (B #).
2. BEZLEHTZ AWS Managed Microsoft AD B ##9 B 8 1D,
3. EBHFMEAEEL, BITTIHES—IF :

- MRZEFERTERSEES , FENZRARRERNES  AREBERA/NLEREIE
B, WFEESFHAET  F2HE TEEHEAMESE,

- MRZEHEETREERNMARE , FEEHENZLRIER,
4. 7t Log forwarding (B &) 35 , 1##F Enable (BA).
5. ERARAFEZE CloudWatch $#FE AP , BETHHP —@EHE .

a. 7t CloudWatch BF#EEZRBET , BEEILFM CloudWatch BEEEHE |, IsEEB A LE
CloudWatch Logs H2EZM &1,

b. #HI Choose an existing CloudWatch log group (i1##3 748 CloudWatch BFE&48) , W1
Existing CloudWatch log groups (325 CloudWatch BHiEHE) o , ThaeRBH —E B8
8.

6. BREEHREANELS , AR%ZREIE Enable (BA).

FRBEFER

1. 7 AWS Directory Service EZ 2 BEE KT , iEFE Directories (B #).
2. BEZLEHTZ AWS Managed Microsoft AD B ##9 B 8 1D,
3. EEBHFMEAEEL, BITTHHES—IF :

- MRZEFERTERSERES , FENZFARRERNES  RAREBERA/NLERE|IE
B, WFEESFHAET  F2HE TEEHEAMESE,

- IRZEFHEETREERMMAES , FEEHENZER5IER,
4. 7£ Log forwarding (A 2%) Zf% , 1##F Disable (£ F).
BEHVEM 2% , 87 Disable log forwarding (£ B 55 8%) ¥5E S+ |, i#$F Disable (£ H).
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#EiB CLI JREA A B S 3

£/ ds create-log-subscription G 28l , HE%EI Amazon CloudWatch BEEE , A
BBV IAM ERBERUREZFEASLENGT T, EEFEB CLIMABRFER , SR TIFMESER.

% E# 1 : £ CloudWatch Logs 3 H 5 84E

B AFFHAUERASEHENEZL AR, BMEBRESBIEMNL /aws/
directoryservice/ , BiEXIFMXEFER, i :

CLI ap &4l

aws logs create-log-group --log-group-name '/aws/directoryservice/
d-9876543210'

POWERSHELL 5  &if
New-CWLLogGroup -LogGroupName '/aws/directoryservice/d-9876543210'

MEABEWMMAEIL CloudWatch BFEEMNGFHEN , F2B (Amazon CloudWatch Logs £ A & 18
&) HHTE CloudWatch Logs 2 B 56848

$EB8 2 . £ IAM 23] CloudWatch Logs ERBFE

# 3 CloudWatch Logs EREKZHE AWS Directory Service #§ BiE I8 MEEELS R 1 FIEMN N H
FRHE. BULUEERYUIA ARN EXAFEEAE , BLBRS AWS Directory Service 7EUE At B 55 A#4E
MR ; REABRAFTRMAFIE BFEH. UTEHHIBR B EHMEN AWSIRF , FREAF
T A RBBIFTERIES /aws/directoryservice/ B HEEEH,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ds.amazonaws.com"
I
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:YOUR_REGION:YOUR_ACCOUNT_NUMBER:log-group:/aws/
directoryservice/*"
}
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
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]

BABEARE T ERE I BERRERE A X FREE (20 DSPolicy.json) , SAMEZ &K CLI IIAELIT,
filgn

CLI oy &35

aws logs put-resource-policy --policy-name DSLogSubscription --policy-
document file://DSPolicy.json

POWERSHELL 15 &4
$PolicyDocument = Get-Content .\DSPolicy.json -Raw

Write-CWLResourcePolicy -PolicyName DSLogSubscription -PolicyDocument
$PolicyDocument

$ B8 3 . B3I AWS Directory Service B 55T B
EURESBD | BUEREY AT, RERABZER 6, Hm -
CLI a3 5> &84

aws ds create-log-subscription --directory-id 'd-9876543210' --log-group-
name '/aws/directoryservice/d-9876543210'

POWERSHELL 754 €545l

New-DSLogSubscription -DirectoryId 'd-9876543210' -LogGroupName '/aws/
directoryservice/d-9876543210"'

BB M AL IR AR B R vk

AWS Directory Service 8 Amazon 24 , # CloudWatch Bi& 5. b SEMERFIMEREENX
BEfE R Active Directory, IS EWRE & A LA BRI 12 B vt M AERT 828 , W CPU MR RBERAR, &1
AUREER  YHBEBBEARESFEARRER, Sl , B ARFRFLRE CPU FARER
70% Bk , W SNS FEUEREEBBERSEBELN, EALUERAL SNS =E L% 881t (B
M AWS Lambda IhEE) , SAIE I A9 48 1342 1 3k 2L B Active Directory,

MEERFEFUENFEET , F2E HE (I8 S CloudWatch £ ERYMBEE G,

E B2 Amazon tHEARYE A CloudWatch, MEFEME , FF2BCloudWatchtREEE A,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_billing.html
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/A Important
MERBEER (FINF]) [BI5H8EE AR R EIRH UE M EEE R, CloudWatch

SR EIEHI 95 EERE R CloudWatch

£ Amazon ZE CloudWatch &7 | EERBKENIEESEMBRBNGEIEE2E. BoLIFHERER
ZmBATEENEEERESF. FATHREFRSZHE CloudWatchH 5&E AWS ZEIE Microsoft AD #
BiEEfEEMENEREGETEANRBES,

£ CloudWatch AR SR MBEIEFHEES

1. & A AWS Management Console 3tFRL CloudWatch & |, #81k 5 https:/
console.aws.amazon.com/cloudwatch/,

2. EEBEHEKD , EE EER

3. RISEZEBEEH |, IEH Directory Service tn Bz , AEKEEEPIEE AWS Managed Microsoft
AD 15,

WE M EA CloudWatch 12 AR EMITIEFILIEZNIET , F2 W AWS T M EEE A {718
BEARIEEZBEL AWS 22 Microsoft AD IERE.

¥ BT A RF#TI8 S CloudWatch &K #8152 &G

FrE A2 5k 6 & 8 T &8 R & Active Directory. & E B IE&E{L Microsoft AWS Z & AD H
B MBI 3 SR AE | BB EER D CloudWatch WEERE | LIEREE, ELiBRED |, £S04
Active DirectoryFEZE IF IRV | SAFEEBW F 196 A R MR IEActive DirectoryE R, REEEZ
%, B LUEREARIS ISR | LU Bh I B 4nT Ber A 4R 150 422 1) % 18 2 #8219 Active Directory.

UTREETHERNEEZREE, EHRTRHBEEHEEENTEBE CloudWatch , 582 EAWS
ZE Microsoft AD BEETBIES,

- EHERGIREEER , flm
- RIPER
- FCIEE
. BB
- W@
- AWS ZEEM Microsoft AD B #43EIBE , filn -
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AWS Directory Service BRI
- LDAP &
- DNS &3
- B&ER
- BHEEBA

MFEMAFEA CloudWatch EE AR EMRBRFILIERENIETR , F2E AWS R HIER P 104
RFEAREZEEEL AWS ZE Microsoft AD IEE. BRI IEEMN —AXEA CloudWatch , 552
Amazon A E BT CloudWatch | Amazon 3 CloudWatch &,

WME IR BN —RET |, 5528 Microsoft #8345 _E M #BActive DirectoryiZl RIS B £ 35 El,

AWS F & Microsoft AD AEETEES

T &% H Amazon F 7] A ZRIEBH# AWS Z & Microsoft AD # CloudWatch B9#8 13325 & vt F B &30 e
FrB M BERTBIES,

EEER EEER
BB ERENap R R
/0 B EEECF IR

ERE ==> HIT{EER (NTDSA)
/0 EX EREB/Y

/0 BB AFIGLEE
LDAP Z{E R
DirectoryServices (Jt) DRA HEMNEBIRME
DRA #EERRS
EEEAR
DNS EDE R KBUY

B TCP E/¥
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femE s EET
NTLM & 5 Bg =%
ZEHER

ZEFHESTHRESZME AWS AWS EBiFHEEMN Microsoft AD B ERBHEES, HEBRTUXRES
BB EMNERAENEAREXNMEE. AWS ZSEEMN Microsoft AD EFfEFAREEATEHBEES
KBHNENTLhE BTN ES,

HE AWS ZEE Microsoft AD W ¥RF X EZEFES,

A LATE IR 2 AWS Managed Microsoft AD WA Z B [EFHAFEHA BB Z EFHET I,

/A Important
ETIEEMARSFEEIEAZEAER :

« JEM (BAZ ) af-south-1
. TAEH (B

- DmAEE (BERE) ap-south-2

- DmA[EI (H03E) ap-southeast-3

- DmAEE (2 ) ap-southeast—4

« INEKRFEE (<INF) CA-7 1

« BUM (KB) eu-south-1

o BUM (FILF) eu—south-2

o BUM (B Z1t) eu—central-2

« Ledl (RhMER ) PEB -1

« AR (BH) me-south-1

- PR (FEEBE K E) me-central-1

72) ap-east-1

NEEEEEMAREARNMBAEL EFHNFMEN , F2EBIBEAWS Account
Management F YIS E AWS [EiF BH RS o] LAEFAMIER
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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B3

£/ AWS ZEHE Microsoft AD FMZEHERK , FATHEZBAEAEXSEAKER B &)
mMEEMEE , WEAZSEESINEREEERE D, EUUSSESEERERATHESRANERARER
(1420 SharePoint # SQL Server JKERR) , ARBEAR SQL Al AWS ARE5#Y Amazon RDS # FSx
for Windows File Server £l —E2FEA. ATRZESESNHEMESE,

- TARAREBESHDEE— AWS ZEEHN Microsoft AD #{TEE , YRBREREE LS
Active Directory ER BN EE T 1E,

« TAEEEZEAWS BEFIHFEMEE Windows M Linux THEER , FERAEE R AN, B
Bt ZEHEENELANSEFERA S EKBAEARENZERRERBE. BB Windows 2 Linux
HITERBINFAEEAEIFSEREE DA% AWS B Microsoft AD , LUEAES E FE 2R B KIT
EFNEAEER,
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AUEEREBIEARER.
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- 2EHEEEINEE

- FEEHEAMESE
- ZEHEENEEFELN
- MEERES

- MBRERES

SEE RN

FRZEHESS AWS EEHIEE B #6 , & AWS Directory Service I8EFTEINAEMNEER , FHEHK
AEFHRAIIEE, EEE AWS Directory Service R ATEZFER &N ID K, BTWFHEFEES

ERERSIEELILELE, ERTAEVEBEREBEEIEANSESEREERTERNES
BA. BRENEE, $EEERSPNIEFENEEFELEBEASREZSER.
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BRI ERESHMENEE LR EBERNRE K BACERS 2SR N CEREMAERNE
HE&, MREERFETPENNRAGESTREIEER , £EEANYESEERRERTIEEGSE
EFE,

[ 15 2h HE
8 Hv[EE PFRVhREFr VM ESEERRERER,

BRI BSFMEAEE LR ESE K RASEYREETER A ECEAEMEEENELHE
REEREFEATFE,

TEERGEHMES

BEBZEHESR , AWS ZEEMN Microsoft AD 2 T I MER A EERES B ANAEER B &
hERSERERDRE,

FEESE

LERELBHNNRESBATEES, SREXRTERFHTLEHEZKBRNERE , SINET
Active Directory {SEFIE#T AD &R,

TEESRREETNAZESERERDBEERSNE—EARSE , X -FE, BE. flm , XBXR
=P (e L Ef)- &

CEENEERESHIERAMNETALERSEREMTESR,

FRAREERTEEHRINES. NEHMET  FoN FRESES.
H AR,
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BERLHRAUSHAEEAETEHERE  EEGIRARESEREERE, FEEEAMGESR 3F
FTEEE) NI  SXALERBESFHIEARA LN SESEESERNBFETENHMES, RER
A AEE AR RE.

BEHME SR B RN ETEEREERARARES,
ZEIBRNEFTRN

EBZEEHESINEE , AWS ZEEM Microsoft AD AI R BREE 218 Active Directory B EEHNEE
BBEETE, RETKE K EEZEAWS BE AWS EEFMEEFE&ER  SFEFERASE, &E, &
B R AR B ER,

REZEREEER R4 1.0 96



AWS Directory Service EEEmR

MBEEE , SEBBREUTRE , MEAT

- AWS ZEEH Microsoft AD 1EIZEH VPC F 2T MEMEEEG |, WigeMHEEZ/HEE AWS
REFHNHFED, BH#&BBAF (directory_id) EFAEEEHFAREZTE, MREE | B LAHEH
WE i HIv,

« AWS ZEEHY Microsoft AD 7% E = 2 [ 15 B ¥ [B 15 2 B AV BB AR

- AWS E I Microsoft AD S — B EE B %@ , LATHENEBAESE , WEXERT 1, &
AT LAFE & BEF Active Directory WA R IR T EHHEITEH o

« AWS ZEEI Microsoft AD E45FTH Active Directory W4 MBEEBINHNES , BEERE.
B, BAERR, FRPESEME. ABENCNERT B SEBHIR, E Active Directory 5 & E
RUGEHEFEEAN, MALAZENEERNE  SFFURERRY &N EENAREET R
B, K SEEEETRSEENETE,

- MRIEREHIEHE —EIEE , Microsoft AWS S EE AD EEFTEERAZEE, MEFAE
A, B2E S EEE I,
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ERHEETEREAME

AWS E AR SQL fAREFH Amazon RDS M E: ik FSx EREEEREEI£E B SM R 1TEE,
EUBEENFERE —RBEABTHEATESRBRAEARERN |, AWS UREM[ AWS EiFFH Amazon
RDS for SQL Server & AWS fR#%. EEEEM , EEREFT AWS EER Microsoft AD EEK , £
EEERBEZ AWS EEM Microsoft AD S AZFZRE Active Directory BIERE o

BU RS ERERIIEEA TS AWS R,

* Amazon EC2
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« Amazon RDS for SQL Server
« Amazon RDS for Oracle

« Amazon RDS for MySQL

« Amazon RDS for PostgreSQL
« Amazon RDS for MariaDB

« Amazon Aurora for MySQL

« Amazon Aurora for PostgreSQL

MR—EEEFPWFrEREZEFEEEIR , AWS Managed Microsoft AD €18 RAEEHI , B &
EEEHSER, B, HibEDEIEE RIS EEEE,

HEERE

FERANZ EGERNEHREREERE , AWS & Microsoft AD ®7E12EA AWS [EiF, Amazon Virtual
Private Cloud (VPC) MFBE P E Y MEMEIEH L. AWS ZEER Microsoft AD th & I HEIRY
ZEMEE , F Windows TEEEERZFHEHPNE &, cthSFEASTBEHKNER AWS RS
REINELER, BB BREEG, IBE VPC IR HH R 15 /Y 4H A8 R T R ILIRIE,

HA AWS ZEH Microsoft AD WL ¥RF X EZERES,
DB
FEEINTHEEEESNSEB A , BMEREARE T IS EREE,

- MREEEKEREBSINFHESHEEFHLER AWS Identity and Access Management (IAM) §F
A, Amazon VPC % E M F# R E

- MREREFHRENAZIFE Active Directory SRR REFMMEERFNFERA T B HERBRAN IR
B AWS |, B4 BE AWS ZEIEM Microsoft AD MBI AZPIPE AD EREEE 2 BE I Active
Directory 15F, MEESENFFMEN , 5520 Connect 2EHEHES B R EREE,

- MRIBIZEE Active Directory ZBERENEEEEZ , MELEREEEESE 6 AEERIEEE
BEBSNHEEPEFLERN Amazon VPC M FHEEEEEE.

g E
wHEATIER , BN AWS ZEE Microsoft AD B & iEE BN EH.
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MEEEESE
1. 7 AWS Directory Service S EBE &K+ , i##Z Directories (B #).
2. 7z Directories (B #) EEH9 , #iFH# ID,
3. HEHKFMEFEELNZERERET  MEETEETERE , ARBEEMEEH,
® Note
BRAREENZEREFHMEES., NFFHEA , F28 TEEH,
4. EHEESEELNEET , RFEDEZENENES,
5. EVPC T , BEEERARNZKEEH VPC,
® Note
It VPC A EEFHKBEKES —BESFERAN VPC EENEEFIEHERE (CIDR).
6. EFMEE T , BEEZARXEENFREE.
7. BEEETHNENR , RRBEFNHE,
8. B AWS ZEIM Microsoft AD ST MFEFHIRFIMBEREFEF , BEHSREREAPRE, RELA
DRIBRE T I [EIHETERH.
BRELR

MiERE R CRZXEBETUTREDR

- REFEREMHNBIRE (&2 20 @) BEIFES. HEESFNSZFHLBERRA2M , &

RERRHENSTAMENMENRIBE. WEFHMENR , F260R MEIBREMEERG

- BEERHNEES AWS IRFHALENE &, BRAAEETSEDRIEELDER. WFFAEA

m2E AEENE &

- BUABFEEEYEE , £/ Amazon BRERERT RS ##H %2 CloudWatch B, RUA BREE

B, G4 AEERESENSEERTRERFHARE. NFFEEF A F2HR BABFER,

- B EFRA Amazon Simple Notification Service (Amazon SNS) B2 | LUBMIESEEE B %18

ek L. MEBFHMER , F2SB £H Amazon SNS FR7E B skikBEE A,
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il B 48 55 [ 43

HEE%TFIJ&F?EHH*JI}% AWS ZEHE Microsoft AD B %M [EH. EMEREE T , FREEHEBRERET
FHEUTE-RR

- ERTRENEARER,
- ERSECEBAYHAE &,
MEREREE

1. & AWS Directory Service T2 A BEBE&H , iBIE Directories (B %),

2. R8BI FEEREENEE L ARBEFREENESE,
3. 1f Directories (B #) EEF , EEB# ID,
4, EEHFHEFAEELNZEHERT , BEMREE.
5. ERIBRESHFEART K BEFALR K ARWARSHBEBETER. AKREE Delete (MBR).
(® Note
EEEEEHEMRE  SEEHEETER,
HEEW A &

AWS Managed Microsoft AD BB S AWS Organizations , S Z{E AWS R FE LSRG T B 8%
HEZ, BANEAHARESANEMATEET AWS IRFRZE - &  RFESEBUANEM AWS 1R
FHEZB&%. BT AWS tRFERIT2MEARKER , =&MW E 8%,

(® Note
AWS ERENKEE X ZENER, BEEHE—FP TH , 552 B AWS Directory Service 85 £
WEERME,

BB &HEZ | AWS Managed Microsoft AD BEMAE RS R ARSHNES T % , BEZEREFR
VPC #J Amazon EC2, B#HXZEAMFEN AWS [E1F | LR E PR ME AWS Managed
Microsoft AD,
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® Note

£ AWS HE (ZE) BiFH , BIEWEEREEFEH AWS Systems Manager (SSM) FRéE A
Amazon EC2 #1718 88 ks B FEE,

3

MEEMEHFHZRUMMAE AWS 1RF 2 FEHE AWS Managed Microsoft AD B $VFF#ER |
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HEIEM B i R 1.0 102


https://aws.amazon.com/systems-manager/

AWS Directory Service EEEmR

B xR EIRF

BRHEEER AWSIRE $E%  HEEHEZRZBATNRER %, EERFFNERENEIRE
EERZTHEHN AWS IRF , EMBB A HRAZTHERE. BEHEEE T Scale & Share (&
BHAMHAE) R5[#ZH , £ AWS Directory Service TR AFWIEEEHKPRFEERAZHENAS,

B HBEERF

EHZEHBARY , BRHEEAREGHAERELAZREN AWS IRF, RBFAAANRESZE , It
IREFNEESTRFECEZI ESHERERHNER , THERBEARENE &,

ERHLEEFSETEHKEEEIRFPEVHLZAG, EAXLZEHKIESNPEER , 5Z EC2 #1TE
REAMARE , YERSEEERFPREZBENR S, BREHEERFANEELZEE , HEK
—KY:% BI8E Shared directory ID (3= B #% ID),

HERHE
AWS Managed Microsoft AD IRt A TREBE K HEZ 5%

- AWS Organizations - EAEM/EZ , ZAEBPHEEHKESERR , RAZTIRENERFEEH&H
BERF, EEFRLEE  ZNEABRXEXRAFMETEE , MEEWE RS EEEBREERFZ
H, EERZESZTUGLENRERE , RACTEERBFEHEERFESENBEHERERER,
EEREF , KEEBAREBEBRN AWS tRF AL E &,

. RiE - EEFEAEBEARMEM AWS Organizations B B #HEE, WRIEFEZEHETRHEER
BSEHBERFIESEHAZFER, EXHAD , LA EBARAEEM AWS 1RF H AL E &,

MR IEARAE D

MEEREE DR ERAE AWS 1RF B SR ZBEEMN L RESH. AWS ZEFZEFER VPC RS
£, Hha$E VPC WEEE, Transit Gateway M VPN, ZERKMER , F20 HEHE  £ALN
AWS Z & Microsoft AD B #& LU 1TEERE EC2 A=A,

#HEERTE . HHER AWS Z & Microsoft AD B $& LU THEAE EC2 MBE A

RHBRERPANMES — @ (BHERAFIRF) A AWS ZEER Microsoft AD B #& AWS 1kF (B &
BEEIRF), THREBLERGZR  SREMECHHLA—EB&AWS 1RF, A&, BT
RN EC2 MATERRESEMA B SHBHIRF PRBE.

BMNEREERRESHAEZEERSNEARS  BREEEENHERENRR, NEFHEER ,
2E EENEHEHAEHE.
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SR 1 REBRRE
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SER 2 . HEEH H K

EEAESBEEEEESRAERBARAT , B£EHE AWS Directory Service T2 & |, Y KED
HEAHITHERE , MESHEHFEEERSZHEE.
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K% ZEUEHHBEEEENS Y , ERBS EC2HTEBMAZMAE , Y ERIFHEELE,
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HBR 1 REBRIRE

ERBHTHHBRETNSR N , ELARBUATRE

- ER—EESFPRAIEWER AWS tkF RAEBNONG. EEAZ—ERK AWSIRF , EEE88%E
BERFFRIZ-—EEANERLEE (VPC ), 8 TEEIRFAN VPC ID, REBERFEREMHENE
BEF

- ERERSFENERF  ESEIKRFNWE VPC BRI VPC HFER.

® Note

HABHZHATUERI B SHEFENBBHEEIRS VPC , BEAKERSER VPC H
EHERE, HMENG VPC EIREENEE |, 26 HEERED.

HESEBREENBSEHEERF 2B , & VPC HEHE

EREMKN VPCHEER , FENBSKHEENBHRHERE VPC 2@ , KBUTER |, 5E VPC
HEERREFHHEEIRFPER, ERLLER S ERME VPC 2EERAFE IP ik REEHR

=,
EESHMEENBEHEEEIRF 2B , B3 VPC HEER
1. BIE https://console.aws.amazon.com/vpc/ BB Amazon VPC 2 &, EE B KEEERS

B, ERAEEERAEBREARERE,

2. TEEEBEIKD , iBIE Peering Connections (M EFHIEER), $#E | 12 Create Peering
Connection (B3 ¥ FELR)

3. RETIEM:

- BEEREBER  RUTBREEREBSHEEEIRFR VPC 2BEERN B,
- VPC (FHFF%E) : B H&FHBEIRFH VPC ID,

- 7£ Select another VPC to peer with (ZERH At E¥ EERA VPC) 2T , #E My account (&
KR F) & This region (EEES) 19 E258H,

- VPC (%2 %) . ENMBESKHEEERFH VPC ID,
B3FA Create Peering Connection (B ¥ E:ER), EHEBHFE AT , #IE OK (EE),

B

HEHEWE & 7 1.0 105


https://console.aws.amazon.com/vpc/

AWS Directory Service EEEmR

HAEME VPC B AMEREESE , ATBUEH VPC HEF RN B KR EIRF A UKRBEEEE
RFIEXZEEFFR

REBSHBARFEZHEHS

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC &,
2. TEEBEBEIRD , iB1E Peering Connections (¥ & HIiEELRR).

3. EEREREESFN VPC HEER, (HMRBAEEEFIES, ) 1BF Actions (B1E). Accept
Request (EZFHEK).

4. FEREFRHFERBLT , BRIF Yes, Accept (B , EX), BETRIOBERHAFTELRF , EE Modify my
route tables now (REBREAEER) , EERFIERBERER.

RELZN VPC HEERERMERAS , B4 AKHEBNEEBEKHEFEIRS T VPC MHER, &K
AEREEEERNEHHEEIRF A VPC,

#EIEE T B SHEAERFHN VPC BHEKH

1. £ Amazon VPC B &AM EHAKRERH , ENESKEEE VPC AR,
2. EERARSIER , BEGFERKE  ARBEMERKH,

3. 7t Destination (B #i#t) ¥+ , A B #EHE%H VPC B CIDR [E,

4

£ Target (B1R) WMILF , RAEZHEEHEEERFPEUNHEER , WA VPC HEER ID
(flan | pcx-123456789abcde000),

5. BEERFEE,

MEIEE B SHBERFHN VPC BBHKRS

1. £ Amazon VPC EEZAMKHARERY , BB #HEEE VPC HWIEHE,
BERBARIER  BERERH , RARBEFEEH,
£ Destination (B By i#t) ¥+ , 8 A B ##HE#H VPC B CIDR Bk,

£ Target (BRF) ML , AEZHEBSHEZFIRFFEINHSER , #A VPC HEER ID
($517 | pcx-123456789abcde00l),

5. EERTEE,

R
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BURELNESFEEE VPC NLLEHE , TEE@ARAREHPHIF Active Directory JBEA I E M
EEE  BRAOAKRE. NEHAER , F2E VPC 2B HN AWS Managed Microsoft AD %R {F
#o

BRELR

FR2 HEEHNEH

FR2: HEENE &
ERANUTERF  REKEAERFHTRFABHAZTHERE.

® Note

B#&HE AR AWS B2 Microsoft AD WEiFIheE, MREFEHA ZEFHER K AV EESERESE
FEBITUTER. MEFMENR A F20E SgEEE N6,

REFHEEEIRFLAZEH
1. EBSHEEEIRSE B AWS Management Console A EEEBEE % , REE https://

console.aws.amazon.com/directoryservicev2/ ¥TBIAWS Directory Service %15,
2. EEEERYT , BEERK
3. BELEHLAMN AWS ZEE Microsoft AD B ## B 8% BT,
4. HHHFMEFAEEL , ST THIHEHFP I :

- IRZEFEETERARSERSE 6 FENEAZTEHNED ARREREENAZREIER. W
FHMER AR TEEEEAMESE,

- IRSEFEETREETEMAED A FREERERNLZREIER,

5. 1£ Shared directories (XX Z /Y B %) BB , 121 Actions (B)1E) , A& IEIF Create new shared
directory (T X = B ).

6. E[EEFEIZEAWSIRF BR] EEL , BBENFEHERR , EBTIEP-ESE

a. EEMAME AWS tRF AP AL B 8% — FALGEE | SR RERE AWS BRIBrrE AWS
RE ABRHBERZENELA B KB %K. AWS 1RF &% 8 AWS Directory Service %R
AZEENEEE  TeetAE#%. NEFHEEA , BB NRASERGEENFE.
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® Note

HERERAWEE , ENEABSATHAREIEE , mMEEHN B RLATEBEERIKRS
ZHo

AWS 1RF HERVARBS |, REUE AWS 1kF BEEEAREHNER , RRE—-T [#
8o

BREEEFEEF , RRIERE Share (1 F),

REFTAERNIR 4. RAMEHES AWS IRF #EE—EL8+ , ALETEEE
B8R 3,

b. EHEHMAHXZIESK AWS IRE-ERLEE |, B LIE AWS BBABHATHIRSEHER
%, EAMEHTRARMNKE K MASEEEHMWIE AWS B AR , WAL EE
AWS tRF,

£ AWS 1RF ID # , S ABEHLZ B ENFTE AWS IRF ID , WREFR—THE.
REXIZEEY , BARRGHM AWS IRF 2 EEENAR.
BEEEFMEEF , RRIERE Share (1 F),

iv. MEETIER I,
®rESR
SR 3  HEHEEHBR-TE
SR 3 EXHAFEKEF

MREHELAEFTEETEHAEM AWS (RFAZ I B & (XEFHX) EH , AEEZRERALERFRT
RAZ RS THERE., MRLRE [BREE AWS tkF AT AL B &) 21\ |, FiiBL PRI EEH

TR 4,

EZHZ R KR

1. 71£ B # AWS Management Console AAFIRFHREREE S RIBEZ % , RRTE https:/
console.aws.amazon.com/directoryservicev2/ ¥TBIAWS Directory Service %l &,

2. TEEEBEIKD | iB4ZE Directories shared with me (B2 HEZ B %)
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3. 7 Shared directory ID (= B # ID) #{u+ , #IZFAREE Pending acceptance (EEEFER) WHE
# ID,

4. 7£ Shared directory details (1= B #5F#HEH) EE L , 1#ZF Review (&),

5. £ Pending shared directory invitation (& H = B &858) HFEAHRS , REFEEE, BHEAE
EFHER , URBEREEBNER. EREEBRT |, 1BIEF Accept (1£X) BN AIBHBFER B 8.

BRELR

$ER 4 : AR NEE AR Windows Server By EC2 #1417 {E B2 48 h0 A 15

HER 4 BIEAE AR Windows Server B EC2 17 {88 & 4& in A 15
BRI MERA U TWMER ERAEM EC2 #1TEREEAE A,

FiE 1 EF Amazon EC2 A BIE M AE
EESHBERFPHTELSR,

1. B A AWS Management Console 3B & Amazon EC2 £ & , #8it A https:/
console.aws.amazon.com/ec2/,

EEMmME , BEERA R K AWS EE MEN B &%,
£ EC2 BRRM B HTEER EER P , RIERBITEE.
ERBHTEEREEA LHEBAERERT  BALBEAR Windows EC2 #1T{ERAY &M,

(ER) SFYHEER , M —EZEERFEH AR, EHmEHHL EC2 HITEENE
B,

6. TEEABEIMNEZXRFKBE (Amazon Machine Image) B H | B EREMEBEHLHH
Windows. 2R LL#E Amazon Machine Image (AMI) TR BB HEFE Windows Amazon
Machine Image (AMI).

7. ERTERBEEERY , ITEREETHNXBFEFEELECRANATERER,
8. HEELR/RY (BA) BERFP , KUNEZEUHSRHTREARTSREPETEE,

o M~ w0 b

a. BHEEUNNERY A FHEFEUNSRY,
b. WATRUENERE A ARENRUFENLESRERBANEER,

c. EEBIELBMEATE OpenSSH HEFERAMNEN , BEE pem. EERILESBRESE
ATEE PuTTY BEFEANKEN , HEE ppko

d. EFEVERY,
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e. ZBHNABRTEHTHALAERER, BLERERFRERENLT,

/A Important
ERERFLAERERNE—HSE,

9. ERBHITERBEELWBERBREERT , BIEHFIE, £ VPC -required TR FETREAH
RE B #8 VPC,

10. 7R THFEHRE VPC PR FRRZ—. BB TR ARENIDRER
HERERERRE, NRRE , AR EEERER Uiﬂlfﬂlﬁ%o

NEEREREMEBEERMENFMEN , F2E (Amazon VPC R &EIER) PRYEHBREEE
B 8 1 AR = AR R A B — E

1. EEBERLE IPT , EERA.

WMEEBRAENIE IP EUHFFMENR , 5520 Amazon EC2 FAEIERFH Amazon EC2 ¥,
1T{EEE P Eit,

12. R AR (RLBE)RE , EUNERAERREIRETEZLTEE,

13. HRBRERERE , BUUAERAERREIRETELITEE,

14, BEGERFMAEARE , fEmA B & TR X758 PIEEUE,

® Note
BERIMAE KR , ETRSER

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 MBBEREEFRAYBHNIRE SSM X, SR MER, B BT
THHE—EZ

- MREBZHCHREIB SSM X , ERHSEEMN , 5E1Z () LEERS EC2 #11T
B m AT EMEE,

« BREULEMBRIEA SSM XA ELL LMK SSM X4, EAHRIEERERBMR
SSM X#&, SSM MHSEEE EC2 HTHEEBFEEHEY,
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15. ER IAM B/TERBRERE , ZULUREEREMN IAM BITERREESELHTNRERE. # 1AM
1T EBE L ERE T N5 E ZEL E DirectoryServiceAccessHi il AWS Z & B E AmazonSSM
ManagedInstanceCore  AmazonSSM By IAM #{TEIBERERE. ZEEEIHHN IAM FREREE

ARIERE (B IAM RERBER] , RRYIT T IIEE :

1. BEREV AR,

2. EEEEAMNERT , #EAWS R,

3.

4. 7£ [(FIEHER] THMRAEES |, 1BE 52 F# SSM] ManagedinstanceCore Hl [22 5 SSM]

1 Use case (EAZXRHBI) T , #EE EC2,

JR 8, DirectoryServiceAccessTEEEHFH , B A SSM LUEFRBUER, BET -5,

® Note

AmazonSSM DirectoryServiceAccess 214 #1T {8Active Directoryf@ A ZEEH
PR, AWS Directory ServiceZE i SSM ManagedinstanceCore 32 7 5 Fi & iR
BT ENRIKEPR, AWS Systems Manager BV EHELHTNACGHNESE
A, AREBALIERE IAM BB HEHAMFFIRMBERNER , 28 (AWS Systems
Manager £ & 15r) B #I A Systems Manager 237 IAM #1117 {88 3% 48 — &0,

EhE, RENBRYERL  #HACEBAALACEE. CREELAGEBERES EC2
HITIERE

(CER) &R SRR PR IAM ST ERREEN R,

BERVAG,

REMBATEERER , RREE AM BTEEREESHENREE R, BEZEILY IAMH
TERREREERE IAM FTEERERE THEEF, EEEMEMAVRER LN EERRTE
RE BEKE.

16. EEZRMBHAITERE,

FiE 2 ERAAEEMA AWS Systems Manager

HBESHEEIRFPHTELSR. FETHLERF  CEERHERRBRTEIRFN—LEHR , HIWE

8 ID,

H# & A DNS IP b,

FERMRAF

- §%E AWS Systems Manager.
- MFHE Systems Manager WFME , FZEAWS Systems Managerfy —fi%E%E.
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- BHEEMA AWS ZE Microsoft JEE) B Sk HMNEFI L AEFH MW IAM A HPaSnFE
SSM ManagedInstanceCore #15E Fi#% SSM fFEE B, DirectoryServiceAccess
o WMEHETLUEEZE Systems Manager IAM #TERBREENELZEBRNMEMBERNERE

# , m2[H (AWS Systems Manager A EEmE) FHEIL Systems Manager B IAM #1T {E 5
HEE. IREZTEBRRNFEENR , F28 (AM E£AEER) Py AWS 2EBXE,

MFEAFBFEA Systems Manager #§ EC2 #4T{ERR A E| AWS ZE Microsoft Active Directory #815
REEHEE R , 582 B AWS Systems Manager a6 A AT Y EC2 Windows 1 T{EEE N AR
AWS Directory Service #13 ?

2

1. 7TEBRX AWS Systems Manager F 1% & https://console.aws.amazon.com/systems-manager/o

2. ESEERT K ROMREETH , BEEHTHT.

3. BREHITHT

4, EHTESEML , #2 AWS-JoinDirectoryServiceDomain, HRIEE S REHRE AWS-
JoinDirectoryServiceDomain #I&,

5. @ET#EZE Command parameters (i T2 8) BR. B4 ARETISELE -

® Note

B ] LR E] AWS Directory Service 184 | BEIEZHANE & , AR BIEWE %
REXEHK D, BHEATEMN DNS IP fzst, Bk ID A ERZBEHFHMEARERET &K
B, B EHEEESFMEFRER THRE B HZEHM DNS IP thutkyE,

- SH¥IE SRS , WA AWS ZEER Microsoft fEFA # B #H BB,
- STEBE&EM| , A AWS Managed Microsoft Active Directory &8 (BN B A EIRE),

- ¥4 DNS IP {uitt , 557%E AWS ZEER Microsoft JEE) B &+ & A DNS RIAREFAY IP ik (&
HEBEBEIRF).

6. HRER  EZEEFHEREHTHEE A AREBNEMAZRHAITER.
7. BEREHESHTIRERRE , A THEBER , RREE Run (Fi17).

8. HITEEIIMNAZR A ESREEREE BESKI. S UEBZRUNA SN BT RN
iT{EE ID , AR EFRFBHRBAETE L,
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STRERE—SBER , GEEEZTUMAEN EC2 HITEREMRAE., TRILIEESCE , BRATLE
AERmISEBEAHE (RDP) AFmER AWS ZEE Microsoft AD fEAZEIIRFEHFREEABITEE,

HUH B & av A

FEHA LT FREUE AWS Managed Microsoft AD B 889 A,
BUEE &M A

1. 7E£ AWS Directory Service & EBEH KM Active Directory T , ZE B #.
2. BELEHCEHAZ AWS Managed Microsoft AD B ##9 B 8 1D,
3. EEH#FMEAEEL, BITTIHEP—IF .

- MRSEFEBTTERZEEREDS  FENZEAABEEZNED , AREBEEBRENAZREIE
B, WFEESFHAET  F2HE TEEHEAMESE,

- MRZEFEFTREENMARE , FRERENAEZRSIER.

4. 1£ Shared directories (EH A B #%) B+ , ENEAEECEL AN S LA B & |, #IF Actions (8
E) , SR1%IB1Z Unshare (BUHHH),

5. 1E Unshare directory (BUE B # RV £ ) EFEH T , :#1F Unshare (BUELA).

Ht &R

- FRARM: HEEMB & , UEi§ Amazon EC2 #ITERERMAE AWS 1RF I

« AWS ZL2EERNE : MRS EIIRSE R VPC # Amazon EC2 #1718 it A B — AWS Managed
Microsoft AD H %

. EZERF ZBE# Amazon RDS B EHTEE MAE — & A

#& Amazon EC2 #1T{EB i A &K AWS Z & Microsoft AD Active Directory

Eﬁjﬁ}l?ﬂﬁgﬂ-ﬁ , A LA E$E 4§ Amazon EC2 #4T{E B8 I A #&#Y Active Directoryf8iz, MFHEFF
&R , F2E & Amazon EC2 Windows #{T BB A& A B AWS ZE Microsoft AD Active
Directory, %5 A] LA B Eh{t.ThEEE ### AWS Directory Service 1A RRAWS Systems Manager
B EC2 #1TIERE A& H AN A Active Directory#81.

MBLEEF NG EC2 FITHEEE M AMBActive Directoryls , B X BEEBEN EFH ML £ BHEARFHK
PEAEETER  AREBTERMARBSE,
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&R WERERIELHTER  ELAERBERRERERIBTERY P ERED, EXSRBIE
AT, ERERERERREEERIEN VPC , MEAMTERBLXARRLE P i,

&

- EZEER Microsoft AD FENEN E 8 AWS EE #1718 Active Directory

 # Amazon EC2 Windows 1T &M A LN AWS ZE Microsoft AD Active Directory

« F54# Amazon EC2 Windows 11T A EH AWS Z & Microsoft AD Active Directory

« #% Amazon EC2 Linux #1178 EiE ALK AWS Z& Microsoft AD SEE) B #

« FB#% Amazon EC2 Linux Ei1TERE MM ALK AWS ZE Microsoft AD jEE B #%

« f£A Winbind F8#§ Amazon EC2 Linux #1T{ER ALK AWS ZE Microsoft AD JEE) B #%
« FE#§ Amazon EC2 Mac #ITEBE MM AZRK AWS ZE Microsoft AD JEE) B 8%

« EIk AWS Z & Microsoft AD B & ARER

s BASEE DHCP JBIEEE

EZEEMN Microsoft AD FENE) B #& AWS EE#1T{ERE Active Directory

WEFEHEFERA BBV ERE B B AWS Systems Manager & AWS Management Console Amazon
EC2 B #EEWindowsH{TEEE, &thmLlE#EManagementinstancefE BEI{L XA RHITEEL
AWS-CreateD R5ERKILIEIE. AWS Systems Manager

DEARMF
EENTERAMBBEREE EC2 HTER , EL4FERFHRA TR,

* ds:DescribeDirectories

* ec2:AuthorizeSecurityGroupIngress
* ec2:CreateSecurityGroup

* ec2:CreateTags

* ec2:DeleteSecurityGroup

* ec2:DescribeInstances

* ec2:DescribeInstanceStatus

* ec2:DescribeKeyPairs

* ec2:DescribeSecurityGroups

* ec2:DescribeVpcs
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EEEmE

* ec2:
* ec2:
 iam:
* iam:
e iam:
 iam:
* iam:
e iam:
 iam:
* iam:
e iam:
 iam:
* iam:
e iam:
e iam:
* iam:
* iam:
e iam:
* ssm:
* ssm:
* ssm:

* Ssm:

* Ssm

* Ssm.

* sSsm:

* Ssm:

* sSsm:

* sSsm:

* Ssm:

RunInstances
TerminateInstances
AddRoleToInstanceProfile
AttachRolePolicy
CreatelInstanceProfile
CreateRole
DeleteInstanceProfile
DeleteRole

DetachRolePolicy
GetInstanceProfile

GetRole
ListAttachedRolePolicies
ListInstanceProfiles
ListInstanceProfilesForRole
PassRole
RemoveRoleFromInstanceProfile
TagInstanceProfile

TagRole

CreateDocument
DeleteDocument
DescribeInstanceInformation

GetAutomationExecution

:GetParameters

ListCommandInvocations
ListCommands
ListDocuments
SendCommand
StartAutomationExecution

GetDocument
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= ZME B %EE EC2 #1T{EH AWS Management Console

1. & A AWS Directory Service £ &,

£ Active Directory T , iZiZ B %,

EECERBEHEE EC2 $THERZ B E & D,
EESEENA LS  BEBDE

EEBETHNFES , RERD A &KEE EC2 FTEE.
EREBFERE EC2HTHEEEE LNBMASHET , EAMA.

o g kA w0 DD

a. (BEM) BULURHBITEEN key pairo & key pair BB ZEMTHBES , BNESH
[T

b. (BEM) EIE [RR] AWS CLI R UEFEIEF A AWS CLI REAT I B BMLIRER I,
7. BEREX.
8. ZEEEHEH., @FENSETEKERARS R FECSKIFHBBE.

HEWG B RERE EC2 BITER

WMREE RS E SEMEEM EC2 H1TEE , BB FEE EC2 BITEE TEEETFR (-)o

1. 7E Active Directory T , i#IZ B & , REZBZNEWIAH B 8%,
2. EEHFMEFAPIHNEREE EC2HTHERET  EEEREN —BARFMEBTHEE.
3. IBEBHTEEZ  SEHBIEC2EREYTEEER , UERHEREHNTEESE.

# Amazon EC2 Windows 1T {E 88 £ 42 i A &8 AWS Z & Microsoft AD Active
Directory

LR F AT #& Amazon Windows EC2 #117{E 88 SEASEZ B ZH AWS ZE Microsoft AD, MREBEERE
ZEETEEMEMA AWS IRF | SE2BRHERE . ALK AWS ZE Microsoft AD B $#ELAETE
#2 EC2 A, tNZE Amazon EC2 WEEHIE A , 52 ER Amazon EC2?,

M|mAE N A Amazon EC2 Windows 1T {E &

1. & A AWS Management Console ¥ 5B Amazon EC2 £# & , #8it A https:/
console.aws.amazon.com/ec2/,

2. HEMMT  EFRFRBEEAWS BE HER B &,

AT EE I AL AWS ZEE Microsoft AD WA 1.0 116


https://console.aws.amazon.com/directoryservicev2/
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3. EEC2 BRENBEBHTERERY , EERBHITER.
4., ERBHTEREELNEBAERERT , G ALBERAR Windows EC2 #TERN B,

5. (BF) St EER  HiE - EANSEFRBELRER, EHSESHELL EC2 HTERBNE
HY,

6. TEEAEAMEZRFKBE (Amazon Machine Image) BERH | BIEHIERBEBE LN
Windows., &AL #E Amazon Machine Image (AMI) TR ;EE £ FE Windows Amazon
Machine Image (AMI).

7. ERTEBERERY  AUMTEBERETARNFETRELEFANITEBER,

8. HEZWRY (BA)EBEP , EUNEZEEUNTRUEIARRESH/Y PEITERE,

a. HFEBRMUFNERY K FEEEUHNSRY,
b. WMAZRHENER K ARENZRBVEENLEESR/ERBANRIER,

c. EELIELBMEEATE OpenSSH HBEFEANEN , FBEE pem. EERIESBRERF
ATEE PuTTY BECFEANKENX , HEE ppko

d. EFEVERY,
e. BHNABRETEHTHLAERER, BLESRERFRERENLT,

/A Important
ERERFLAEERERNE—HE,

9. ERBUTERAEELNMERRERRT , BERE, € VPC-required TRHXFEHEEFEH
N B 1 VPC,

10. RRFMETHIBEFERE VPC FHNAHE TREZ —. GPMERMN TR LA PIE IR R
ME@RERAE. NREH , AREERERRERIIHTERE.
NMEFARREMRERMBNFMES , 526 (Amazon VPC EHEIER) I EHREEE
B BB AR 2 A R AR R — B

1. EEBERAE IP T, BEBA.

MEEBEABNAE IP EUMNFMENR , 528 Amazon EC2 A FIEEFH Amazon EC2 #
1T1ERE IP Ehk,

12. R ARE (ZEBE)RE , B ERERSRERRBEEHITERE,

13. HARERERE , EUMUEAERRERRBETELITEE,

14, BEGEMREFMETEER , REMA B E TR FEDZRIUE,
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® Note
BEMEESMABHR  BUkgED

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 MBBERREAEFARAYBHNRE SSM XH , SR MER, EAILHT
THHE—1EZ

- MREZHEMBB SSM X4+, ERBEREME | FEE (M) L/ERES EC2 #1T
B M ETEMRE,

« EHULEMERERA SSM X 4HEREAMBR SSM X+, ER AR EA ERBIERY
SSM X#E, SSM XHEEERE EC2 HTHEEBREBEN.

15. B IAM B1TEBRERE , BULLUEEERAN IAM STERREEIELFTHFREE. ® 1AM
BT E R ERE T h =B E & HL B DirectoryServiceAccessHi il AWS ZEBHE AmazonSSM
ManagedInstanceCore l AmazonSSM #J IAM #{TEIBEERE. ZEEEIHN IAM REEE
&, RIERE (BT IAM BRERER] , RBRBITTHIEE

1. BEEIAG,
2. EEEEEMERT , EEAWS R,
3. 7£ Use case (fEAZEHI) T , #E EC2,

4. 1£ [Fri8#ER] TAHWIRAEEH | EE [EEF#E SSM] ManagedinstanceCore 1 12 5 SSM]
R 8, DirectoryServiceAccessTEEEHFHH , B A SSM LUEFRBUER, BET -5,

(® Note

AmazonSSM DirectoryServiceAccess #2144 #1T {8Active DirectoryB@ I A ZEEH
PR, AWS Directory Servicez 5% SSM ManagedInstanceCore 1214 7 8 F % iR
HBITENRIEKER, AWS Systems Manager EEEV EEELEHFTNACGHNESE
A, AR EBALIERG IAM BB HEAMFF I NBERNER , 528 (AWS Systems
Manager fEF & 5/) FH 5 Systems Manager B3 |IAM 317 {E B8 3% & 15 — &,

AT EE I AL AWS ZEE Microsoft AD MRZ< 1.0 118
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EEEmE

5. xfnE., MENEVERL  $HHACEBRAAACER,

HITERE

6. () Bu EHRHMA P RME 1AM ST EREREREN R,

7. BEEV A,

R

P4\

HEELACEBIEES EC2

8. BEEIMBHTERBER , RARRE IAM HTEEREESNEFRZEE~. BAZEILN IAM

TERREREERE IAM FTERBRERETHBE

REATER

16. BERBATER,

FHHE Amazon EC2 Windows H{T{EE 0 A B89 AWS F

Directory

Z2EAIBER Amazon Windows EC2 i {T{EEE FE 1A AWS
HEFERPIEENS BB HITERE Amazon EC2 Windows #1T1@

o BEEFEERTHY

BRERWAHERRE

& Microsoft AD Active

& Microsoft ADActive Dlrectory ,
EEEMAEZH AWS ZE

Microsoft AD Active Directory.

RS EE AWS B Microsoft AD DNS fRIFRESHY IP ik, L&A TEEERIE > Bég > BHEN B %
ID Bt > BSEFHERANBRELZSIBD THRE,

Directory Service X

¥ Active Directory

Directories

Directories shared with me

¥ Cloud Directory
Directories

Schemas

Directory Service » Directories » d-1234567890

d-1234567890

Directory details

Directory type
Microsoft AD

Edition
Standard

Operating system version

Windows Server 2019

Networking & security Scale & share Application management

Networking details

VPC

Availability zones
us-east-2a
us-east-2b

Maintenance

Directory DNS name

corp.example.com

Directory NetBIOS name

corp

Directory administration EC2 instance(s)

Subnets

DNS address
192.0.2.1

198.51.100.1

HHITERMAZH AWS ZEE Microsoft AD
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EEEmE

IR BEATEEINA AWS B Microsoft AD Active Directory

1. EREMERRREGERFmEREHITER.
2. HEHTER LR TCP/IPv4 BHERBHFES R,

a. BARK Network Connections (#83&E4R).

® Tip

LU EHTEEL  EBBRGTRRHATTIGT , REZEFMM Network

Connections (A& IEAR).

%SystemRoot%\system32\control.exe ncpa.cpl

b. FRREMCHARKERNAR (F#) RE , RRIZERE Properties (RF).

c. HEEBFEARYFTERIH , B EWT) Internet Protocol Version 4 (FBAERIHESE 4 IR).
3. EEH[FAT% DNS RARES(z4t] , # [{EF /Y DNS fIBRES]) # [E/X DNS RS it] BF A&

AWS ZEE M Microsoft AD 121H DNS RREFH IP it , AREBIRIE [FEE].

Internet Protocol Version 4 (TCP/IPv4) Properties X

General Alternate Configuration
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(") Use the following IP address:

() Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: ‘ | . . . ‘

Alternate DNS server: ‘ . . . ‘

[ ] validate settings upon exit AdERd ]

KHTERMALEEY AWS ZEE Microsoft AD
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4. BHREITEBRA System Properties (RHMAR) EHFEH R , #EL Computer Name (BB ) &
® , AR%2#E Change (BF),

® Tip
BRI EHTERL , EBRGFRTIHMIT TGS , REREBEL System Properties (R
MABHFTEAR),

%SystemRoot%\system32\control.exe sysdm.cpl

5. E[REBR] BAh , ZBE [#1E)] , @A AWS FEEH Microsoft AD Active Directory I TE H&
B, RERIBIE FEE)

6. EXMERCWANEEEENZBNZGN SR AEEGHEENMAERZIRFNFERERBNZ
B, MEDMELERNFMEN , B2H "ZIRk AWS ZE Microsoft AD B 8N AR

@ Note

B S A RBE TR E B NetBIOS £ , BEBARRR (), ARBAFEAER
W, AFBEREEE, #li0 corp.example.com\admin = corp\admin,

7. WBEEBLEMARBHARZR  FEFTRBATER K BEEEN

BELNHTERS A AWS ZEEH Microsoft AD Active Directory #3818 , B LA IRIHZE A XH
THERBYZE L AENREEB & , flUFEERENEE, FATHESKEETIETHAREIFERE
B4R, MEHMET , F2H TEEAR AWS ZEE Microsoft AD WEEIHEEETE,

(® Note

R A LA(E Ao BB R AR 53 REEIE DNS &3 , M2 FHEFE Amazon EC2 #1T1EEE
E#) DNS #hiit, INFFFMER , 525 H S RAEH DNS ##ATEE% 4 Amazon Route 53
Resolverfljig# H DNS &= E X E R MEK,

# Amazon EC2 Linux ${T{EEE ELE M A IER AWS ZE Microsoft AD JEE H 8%

R4 Amazon EC2 Linux #4117 88 SEA&E 1 2 BH AWS ZE Microsoft AD SEE) H #%, MRERE
EEZE AWS IREMTELLMEEMA |, SoLLBEMBIZERAE LA
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-forwarding-outbound-queries
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REZETF Linux #1TER 2 M AARE

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 (64 {iJt x86)

Red Hat Enterprise Linux 8 (HVM) (64 {iJT x86)

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS
CentOS 7 x86-64

SUSE Linux Enterprise Server 15 SP1

@ Note
Ubuntu 14 1 Red Hat Enterprise Linux 7 2 8I 89 21T AR 2 5 5% 15 0 A ThEE,

WEH Linux BITEEELEMA AWS B Microsoft AD SEE) B W27 =& , 2B T % YouTube

fho

Amazon EC2 for Linux #E4& AD BN A REE

DB
LA ATPNERF , FREREEEPEIMA Linux #1TEEE.
EEL AR A 5 o0 A FRFS iR

IBATLAERE I A Linux EREE| AWS B2 Microsoft AD SEE) B #&13, Bt , B4 EFR—EEFEN
ERRFIAINERAEZERSE , TeSEBENMAE, 88 AWS EREESIHMEBEBEANKETRERH
WEERSEMMAE , ERMTAEBRELEM. RMEBRLEAEEKERMASPMIENRERERNRE
&FE , EXRREME.

EEREMMABIFTENREEREZRIRSE , BAILIET T 5 PowerShell ti s, BAEREMA
BT LEBHR AWS ZEE Microsoft AD HISEE) B $ ST T E # Windows ES#ITIEL®H
T WA BAAFEABERIEHEN OU BB/ TWIRS . Lthds PowerShell TEERERR , TR
BKRFERBNERERERPEIEKYH.

$AccountName = 'awsSeamlessDomain'
# DO NOT modify anything below this comment.
# Getting Active Directory information.
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Import-Module 'ActiveDirectory'

$Domain = Get-ADDomain -ErrorAction Stop

$BaseDn = $Domain.DistinguishedName

$ComputersContainer = $Domain.ComputersContainer

$SchemaNamingContext = Get-ADRootDSE | Select-Object -ExpandProperty
'schemaNamingContext'

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase $SchemaNamingContext
-Filter { 1DAPDisplayName -eq 'Computer' } -Properties 'schemaIDGUID').schemaIDGUID

# Getting Service account Information.

$AccountProperties = Get-ADUser -Identity $AccountName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier'’
$AccountProperties.SID.Value

# Getting ACL settings for the Computers container.

$0bjectAcl = Get-ACL -Path "AD:\$ComputersContainer"

# Setting ACL allowing the service account the ability to create child computer objects
in the Computers container.

$AddAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'CreateChild’,
'Allow', $ServicePrincipalNameGUID, 'All'

$0bjectAcl.AddAccessRule($AddAccessRule)

Set-ACL -AclObject $0ObjectAcl -Path "AD:\$ComputersContainer"

MRERIFERBRERENE (GUI) , BUER ZRERGEHRBIES PAIRNFEIRE.

B GRS IR S B A

I&TILLA AWS Secrets Manager R #4813 RIEIRF o

—

BRI RFEHRERE &R

1. B A AWS Management Console 3 FRt AWS Secrets Manager £ & , #8it A https://
console.aws.amazon.com/secretsmanager/o

iZ1ZF Store a new secret (TZ T,

£ Store a new secret (REFHTEE) HEF , 1T T 5IEE :

A

a. £ "RBER, T, #E THAaERAKER
b. £ "#/EEYH. T, #ITFIERE:
i. HEE—@ALEF , WA awsSeamlessDomainUsername, EE—FIW T — @A |
WAREIIRENERAESR, fln, MREZHFER T PowerShell &%, BIIRFEIRFE

ZEHs 2awsSeamlessDomain,
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EEEmE

® Note

B EE AT 2 IEHER awsSeamlessDomainUsexrname, fEiREERREEMZE
%, BRIEMAKS K,

AWS Secrets Manager ) Secrets » Store a new secret

Step 1

Choose secret type

Step 2

Configure secret

Step 3 - optional

Configure rotation

Step 4

Review

i. EEHEI,

Choose secret type

Secret type info

() Credentials for Amazon RDS
database

() Credentials for Amazon
DocumentDB database

() Credentials for Amazon
Redshift cluster

) Credentials for other
database

© Other type of secret

API key, OAuth token, other.

Key/value pairs info

Key/value Plaintext

[ awsSeamlessDomainUsername

‘ + Add row

Encryption key info

You can encrypt using the KMS key that Secrets Manager creates or a customer managed KMS key that you create.

aws/secretsmanager

el

Add new key [

Cancel Next

ii. EHFW—FMNE—@ELEHESD , @A awsSeamlessDomainPassword. fEE—%IH T —
BERA | @A REIRE R,

® Note

A EE A SE4 IEHER awsSeamlessDomainPassword, FEEREER R BTz
. BEEMAASS KK,
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iv. TE[MNZELB KT , REFER(BEaws/secretsmanager. AWS Secrets Manager & &
BIBNRIER  —ESNRERE, SR EZEREITNEE,

(® Note

RIBEFERAHE AWS Secrets Manager , BHHEBEER., NEHHN =R EER
B | 5528 AWS Secrets Manager E{&.

I&ALAE A Secrets Manager 23 aws/secretsmanagerfy AWS S EE SR
REBMFEHNZ®, MREEIBCH KMS SBRINBEE , BFREBEEHN
AWS B AWS KMS @& E, WEFMEENR , 528 AWS Key Management
Service E{B,

V. igg-lt_io
4, EEBEBT , FATIRBATSLEHE D WEBERE , WAL B SFEBIHER d-

XXXXXXXXX .

aws/directory-services/d-xxxxxxxxx/seamless-domain-join

EHEBARX PR REEEE,

(® Note
B8 A\TE EER aws/directory-services/d-xxxxxxxxx/seamless-
domain-join , BEEH d-xxxxxxxxxx BB EHK D, BRERREEMAZEE. &
Al A RS e KB,
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228 Services Search E2] & (O] © @ils ¥

AWS Secrets Manager > Secrets » Store a new secret

Step 1

Configure secret

Choose secret type

SEeZ Secret name and description info
Configure secret

Secret name

Step 3 - optional
A descriptive name that helps you find your secret later.

Configure rotation
aws/directory-services/d-xxxxxxxxx/seamless-domain-join

cien s Secret name must contain only alphanumeric characters and the characters /_+=.@-
tep

Review Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters.

Tags - optional

No tags associated with the secret.

[ haa |

Resource permissions - optional info Edit permissions

Add or edit a resource policy to access secrets across AWS accounts.

» Replicate secret - optional

Create read-only replicas of your secret in other Regions. Replica secrets incur a charge

5. BEMAERERERERE  RREET—F,
6. SHHUREEBHLR , BEFAEDHBR  REBET L,

BT A RF L MR R R R R S Th AR,

7. RERE K KRB BIEFEUMEEE, Secrets Manager TR ASEERSEPHWHZEE , BEF
DEHRENFHHE,

8. MBEFREEHEINKEEZR , WET Secret ARN B, BEET—HHAIEE,

[ TR 18 PR 5 Wl 5 7 S Y i 2R
HMEBLEHHBBZE , UHELNRENRE,
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[ A 120 R 5l 5 2 S Y i 2

EERE (FEHER) FERE AWS Secrets Manager Z 5 H) B B &% R BIAWS Secrets Manager
ErRET,

HRLEER 5, EFERFEHAAWS Secrets Manager & 8RB fEERE4< Microsoft Active Directory

POt o

nlh

MERA , FFBEAWS Secrets Manager EAIERPHY "SR HEF AWS Secrets Manager e

%Jo

BUXERN IAM BERNAE®

FERATHERMEHSBREI BITBE , LFFEN Secrets Manager EAERITMMA R (B2 BRI
HMEEZEERR | UREMNIH LinuxEC2 Domaindoin IAM &6,

337 Secrets Manager IAM EEUBUR

BEEFRH IAM EEEEN —EEE , R T¥ Secrets Manager # % 1y B FEUE,

317 Secrets Manager IAM EHUBEE

1.

DEBEY IAM BERERNERES D E A, AWS Management Console B {E#81t https:/
console.aws.amazon.com/iam/ BAEL IAM £ 5.

HEREEEN [FIERE] B , 2 [FRA
BEEITBX,
B JSON ER A 1 T3 JSON BERNHERNF., REMGHIE JSON XFHHAF,

(® Note
RIS [BiF] M [EIR ARN] IR BB LRI N HBAER [E=F] M [ARN],

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"
1,
"Resource": [
"arn:aws:secretsmanager:us-east-1:xxxxxxxxx:secret:aws/directory-
services/d-xxxxxxxxx/seamless-domain-join"

]
}
]
}
SERE , B Next (F—%), BERRBEASOREMELIER, MEHMEN  F2EARE
IAM BUR .,
EREBREEL , MABKNEHE , Hl20 SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read., &
BREERREFELNBRARTNG T, RRBEEVBRRHFEEE, FNBXSLHBEESE
BEBED WACDEBHFERZESSD
® Note

EMEBEABERTEN —EBR. ERMAUERIATEEBARTFIEENHE , XEH
TEEZIARRKEZERERK,

&3 At DomaindJoin

BRI AR IAM EEAEB I EAREMA Linux EC2 #{TEBNAE,

ZE#E# Linux ADomainJoin &

1.

o &~ 0N

DEBEY IAM BERERNERES D E A, AWS Management Console B4t https:/
console.aws.amazon.com/iam/ BAEX IAM £ &

FEIHREE R [ZEEE] T , BE [A]]

EARERY , BEERVAG,

£ Select type of trusted entity (EZER[SEMTERER) T , #IE AWS service ( BRF).
£ [ERARM) T , 1B [EC2], ABBE [T — D],
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Select trusted entity .

Select trusted entity

Trusted entity type

6. HRENZEE , FYTTIERE

a. ¥ A AmazonSSMManagedInstanceCore., AZIBEUFEFIEEEEB NZES R,
b. # A AmazonSSMDirectoryServiceAccess, RZIBEUEEHiHEIEENZES .

c. E A SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read HEE L —ERFEPEILN IAM B
B, RARERVEEPEEEBNZES R,

d. FEELEIHH=MEXRE R  EN[(EIAG]

(® Note

AmazonSSM DirectoryServiceAccess R {14 #11T {ElActive DirectoryB@ N A £ EE K
BR. AWS Directory ServiceZz 5% SSM ManagedinstanceCore 12 7 i F RIS FT &
HEREKEPR. AWS Systems Manager EBRELEFELHFTNACNESEN , URE
B LEiRiE IAM AENHMFF I MBENER , 528 (AWS Systems Manager £
HigmE) HHI A Systems Manager B IAM S 1TEEER ERE —H,

7. WAHAGNER , HllLinuxEC2Domainloin , £ TABEZRE, BMUPTH ALRETINZE.
8. (IZA) ¢¥ Role description (A &#ER) , W AR,

9. (EEMN) E "SRRI FHEER, THEE "THHEER. JUGiEER., SREERYANER. &
Bt Rt A B R F .

10. EERVASG,
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EAE A IREY Linux #1T{E 88

RELCERET A LRREESR  BEAERTIREFIESIIA EC2 Linux #1TERE.
L2 A SRR Linux BATEER

1. B A AWS Management Console 3B & Amazon EC2 £ & , #8it A https:/
console.aws.amazon.com/ec2/,

REBZIR [EE)] #IMEGEF , BERFEFE &K AWS B HARNEE,
# EC2 BRRMNBMBATERERS , BERBDHTEE,
£ [MBHTER) EEN [BBENER] ERT , WALBREAR Linux EC2 FITERNERE.,

(ER) S HHMERR , e — AN ERRBEYRES. BRZEGHHE L EC2 HTERNE
HY,

6. HEEABRIXAEERRBG (Amazon #ESIREB) BEH | BELEMEN Linux AMI,

o ~ 0N

(® Note

FERAK AMI 4B EH AWS Systems Manager (SSM KEEFER) 2.3.1644.0 HRE S IRA,
EEEBE AMI BB TEERKRE AMI FELZEN SSM RERIRAX , F2EIEE
AR EH SSM REEXRAE. WEFHEK SSM RERE , FSEEBEAR Linux B9 EC2
BITEE L ZEMERE SSM REEK,

SSM &7 Linux 117 {E & il A Active Directory#812i B &£ FH aws : domainJoinfh#iE
Ho IMBEXNEH Linux BTEBN EIHEBEE /RN AR/ EC2AMAZ-XXXXXX B3,
MEEBWFHFHEHaws :domainJoin , 382 BAWS Systems Manager £ 5P HY
}EAWS Systems Manager X4 NBERSZE,

7. EITEEREEERD  ®ITEBEETNXBFEFREEEERANATERER,

8. HETLH/Y (BA) ERFP , KUNEZEEUHSRETRBFTSREPETRE, BBZBIUFTNE
Y BERERVHETRYE. BASRENEE AR ENSRYEENLESRERE R
H, EERALEEMATATE OpenSSH BEEAMNEN , FRE pem. EERLESRET
ATEPUTTY BEEANER | FEEF ppk. BEREEVSRYE., ENAERSAHTHELESR
BR, BLATRERFRERENLT,

/A Important
EREREFILESRERNE—HE,
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9. ERBHTEREE LNBERRERRT , RERE, & VPC -required TRHNFEREZEEH
R A /Y VPC,

10. RFAERTHFEHRE VPC FNLAR FRRZ—. EFMERM TR AR E IR ER
HERREREE, NRRE, E'Jﬂ%xﬁlfﬂﬁiﬁ”ﬁﬁﬁviﬂﬁﬁ{ﬁ%o

NFEEREREREREERENFMES , F2E (Amazon VPC R &) PRIEHREERE
B B I AR S A R B — E

1. EEBHERLAE IP T, BERA.

MEEBLAENIALE IP EUEFMENR , 3828 Amazon EC2 R &EIEFEHH Amazon EC2 ]
1TIERE P Eut,

12. HRBHARB (REHE)RE , EUTNUAERAARRESIRETEETEE,
13. BRRERERTE , BUUEARRREIRBEEETEE,
14, BHUERFREARE , ftEmA B ST HFEPRENE,

® Note
BEMEESMABHR  BkgE

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 MBBERREAEFARAYBHNRE SSM XH , SR MER, B BT
THHE—EZ

- MREZHEMBIB SSM X4+, ERBEREME | FEF (B8] LEERES EC2 #1T
B M ETEMRE,

« EBULEMERERA SSM 4B/ LAMBR SSM X+, ERAFFRIZEA ERBIERY
SSM X#E, SSM XHEEERE EC2 HTHEEBRREBEN.

15. A IAM SI1TERERERE K BELERFEGIH2TER 2 . B3I LinuxEC2 DomainJoin B & HiZIE %
BIEYH IAM A&,

16. BERBAITER,
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® Note

WREFEA SUSE Linux BTEBEEMA , IEESEHRE S EETE PBFE. BEK Linux
RIREFEE SUSE , 558 A sudo reboots

F &% Amazon EC2 Linux #{TEE A EZH AWS Z & Microsoft AD SEEI B %

BX 7 Amazon EC2 Windows #{TERE 25 , BE T LG FE L Amazon EC2 Linux #1171 8 o A IR A9
AWS Z & Microsoft AD JEEB) B #%, R#LE T 5 Linux BITIER S HAARAS

* Amazon Linux AMI 2018.03.0

« Amazon Linux 2 (64 {iJt x86)

+ Amazon

« Red Hat Enterprise Linux 8 (HVM) (64 T x86)

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS

* CentOS 7 x86-64

« SUSE Linux Enterprise Server 15 SP1

(® Note
HAth Linux 2 MARAS L EFREIE BB 4E | B RIEB R,

# Linux B/TEE I AZH AWS B Microsoft AD

4% Amazon Linux, CentOS. Red Hat 5% Ubuntu #{T{EEEMA B $& 28] , KA LM ELEIN AL
B Linux B1T{EEE IS ERMEHTEE.

/A Important

LUTREEREFERERENT , TReeERENHTEREERIEEER. Fit , RF@2U
EBLEITELRF A , BENHITERET RO IMEEURR.

#& Linux 11TEE A ERY B 8%
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EAUTHP —EER , KBENEE Linux BITHERNSR

Amazon Linux

1. fEFA{E{T SSH A FimER BB TEE,

2. #& Linux $H1TEREERE A A AWS Directory Servicei2 itz DNS fAfR2S# DNS AARES IP {u
o BREITIHAER | BT LAEERET] VPC By DHCP BIEE P HITRE , REHITHEE L F5
BRE, MREREFEETHRTE , BTS20 AWS AP0 5545 DNS [RESERGTAE
Amazon EC2 #1TEEE , T AISTE Linux DM MIRAEREZF A DNS @RS 5 R,

3. FEEEZRH Amazon Linux - 64 LT #{TERERRIHARRE,

sudo yum -y update

4. EZH Linux B1TER EZREFEMN Amazon Linux £,

@ Note

R REEREE P —EERRHE
EREEZNS , Jre bR FEEEREER. CEETUSELEmPNMNLE
Ho

Amazon Linux

sudo yum install samba-common-tools realmd oddjob oddjob-mkhomedir sssd adcli
krb5-workstation

® Note

UNEE 17 BhFE E SR PR 6E A MY Amazon Linux fRZAS |, 55288 (Amazon EC2 Linux #1T{E 8
FEREEREY) PMEEI Amazon Linux B,

5. AT SBITERMAR .

sudo realm join -U join_account@EXAMPLE.COM example.com --verbose
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join_account@EXAMPLE.COM

example.com B EfEEHMAERWIRSE, BERAKETE K BWAXRFHNRE, NE
TROELHERMEEMERN , 5F2H "ZIk AWS ZE Microsoft AD B & IMARER, .

example.com

H &M TR DNS £,

* Successfully enrolled machine in realm

6. EXE SSH REUAFHB S 2 BF-
a. EXFmEBETH BRI /etc/ssh/sshd_config X

sudo vi /etc/ssh/sshd_config

b. # PasswordAuthentication BEHA yes.

PasswordAuthentication yes

c. E¥RLE SSH RS

sudo systemctl restart sshd.service

HEM :
sudo service sshd restart

7. EFRAEHTEESR  FEREMNZELREAFHEREXITEE K AEAT TSRS
AWS ZREE S FHEFEZE sudoers BE :

a. FATHHSER sudoers =R :

sudo visudo

b. # sudoers BREMNEHMATIENE , ARFEFER

## Add the "AWS Delegated Administrators" group from the example.com domain.
%AWS\ Delegated\ Administratorseexample.com ALL=(ALL:ALL) ALL
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(LR HIER "\<space>" I Linux ZHF T, )

CentOS

1. AT SSH A FimEREIBTER.

2. # Linux $1T{EREEREBFEH AWS Directory ServiceiZ itz DNS @ RE5H DNS fafRaS IP {u
e, BRENITUHLIERE | BETLATEERED| VPC Y DHCP BIBEFHTHRE , REHTHEHR LFH
HRE, MREEEFHETRE , FBFSE AWS HEH O A7 DNS RSB REILE
Amazon EC2 #1T{EEE , T AYE Linux 2 MARARERF A DNS FRESH AR

3. FBHEELN CentOS 7 #ITERER RFREE,

sudo yum -y update

4. FEIEH CentOS 7 #1TEEE L R B L BN ERRK

® Note

R REEREE P —EERRKE
ELZEEMHR , JReHRFEEREXREER. KBRS ELETPHIMLE
Ho

sudo yum -y install sssd realmd krb5-workstation samba-common-tools

5. AT S HiSFITER A B 8%,
sudo realm join -U join_account@example.com example.com --verbose

join_account@example.com

example.com HHP EFHMAERNIRS, FERBRTE K WARIKRFNER, NFEE

IS LHERMFMEN , 528 "Ik AWS ZE Microsoft AD B SkIIARR, .

example.com

B #HY5TE DNS £,
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* Successfully enrolled machine in realm

6. B E SSH RBLUAFBIE S 2 BFE.
a. EXFHmEEFFER /etc/ssh/sshd_config xR,

sudo vi /etc/ssh/sshd_config
="

b. # PasswordAuthentication REHA yes.

PasswordAuthentication yes

C. E%ﬁﬁn&@j SSH Hﬁi%o

sudo systemctl restart sshd.service
HEA :

sudo service sshd restart

7. EFRBEHTEE R  BEBEMZLREBAFREFSEZITEE K REHTTISES
AWS EREESEEFHIEE sudoers JFE :

a. FATHGMSBIR sudoers HEE :

sudo visudo

b. 7 sudoers EBEMNEHMATIENXE , ABRFFER

## Add the "AWS Delegated Administrators" group from the example.com domain.
%AWS\ Delegated\ Administratorse@example.com ALL=(ALL:ALL) ALL

(LR HIEER "\<space>" I Linux ZHF T, )

Red Hat
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1. EHEM SSH A FmEREIEITEE.

2. # Linux #11T{EBE R EAEH AWS Directory Servicei2 it 2 DNS @ iR85#Y DNS A fRES IP
. BREITULIERE | BRI UAEERES] VPC B DHCP BEEFETRE , AEHTEEBLFH
RE, MBLEEFHHETRE , HSE AWS HF /O INMAEFFAE DNS @ RS 18RGFE
Amazon EC2 #1T{E 8 , T AYE Linux DM FRAERER X% DNS AR TN,

3. #E Red Hat 64 L t#1T{E 8 2 &I A,

sudo yum -y update

4. TEIEM Linux 1TER L , ZE X ERN Red Hat E4.

(® Note

R R R E P - EERRK.
EREENS , ISR FEEEXREER. LERTUSELEMTPIMLE
Ho

sudo yum -y install sssd realmd krb5-workstation samba-common-tools

5. AT HEHTERMA B %,
sudo realm join -v -U join_account example.com --install=/

join_account

example.com @BFHPEF B MARERZIRFH SAM AccountName, FBERMRIBTE
WARRFHZR. NEZTELERNFMRENA , 28 "ZIk AWS & Microsoft AD
E ﬁ%ﬂuA*EIZEJ o

example.com

B ##Y5TE DNS £,

* Successfully enrolled machine in realm

6. FXTE SSH IR UATHIHH D BE,
a. TN FREEFHPHM /etc/ssh/sshd_config X,
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sudo vi /etc/ssh/sshd_config

b. # PasswordAuthentication sRERKA yes.

PasswordAuthentication yes

C. E%ﬁ'ﬁn&@] SSH Hﬁﬁ%o

sudo systemctl restart sshd.service

HEM :
sudo service sshd restart

7. ENRBHITEBZR K BEBEMNLZLREAFPREREXIITEE , AT TIINTRE
AWS ZREE S FHEFIEE sudoers JFE :

a. EA TS SRR sudoers X :

sudo visudo

b. £ sudoers ERENEIMATIERE K AEBEER.

## Add the "AWS Delegated Administrators" group from the example.com domain.
%AWS\ Delegated\ Administratorseexample.com ALL=(ALL:ALL) ALL

(LREIBIERA "\<space>" REIL Linux ZHF o )

SUSE

1. SEREfT SSH A FimiERREI SN 1T ERE,

2. %7E Linux #1788 , FEBLUFEH AWS Directory ServiceFfi2 2 DNS A R854 DNS fal iR
B2 IP thit, AREITULAER | S LEERS VPC B DHCP BEEHHETRE , REHTEE
LFERE. MREREFEETRE , FSE AWS FEHPOW WA 558 DNS 7R8Ik
#aF,H Amazon EC2 #I1T1EEE , TR AISTE Linux 2 MM ERZ A M DNS AR E XK.
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3. FFHEEER SUSE Linux 15 #{TEIREN &#FARE.
a. ERENRTE,

sudo SUSEConnect -p PackageHub/15.1/x86_64

b. E#7 SUSE,

sudo zypper update -y

4. FIER Linux $1TERE L L& ATFRERY SUSE Linux 15 £+,

(® Note
RRAERKRAET - EERRE,

EREENR , Je bR FEEEXREER. KERTUSELERMPNMLE
Ho

sudo zypper -n install realmd adcli sssd sssd-tools sssd-ad samba-client krb5-
client

5. £ T 5 e A BT E R A B .

sudo realm join -U join_account example.com --verbose

join_account

## . com f@iEAccountName R EB@IH M AERH SAM, BERFERERRE , WAXIKRE

MG, NERRELERVEFMENR , 820 "Ik AWS ZE Microsoft AD B &k A #
EJ )

example.com

B #AY5TE DNS &,

realm: Couldn't join realm: Enabling SSSD in nsswitch.conf and PAM failed.

AR ATWESNRRBERENERER,
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! Couldn't authenticate with keytab while discovering which salt to use:
! Enabling SSSD in nsswitch.conf and PAM failed.

6. FENRA PAM H iy SSSD,

sudo pam-config --add --sss

7. #REE nsswitch.conf BA7E nsswitch.conf B XA SSSD

sudo vi /etc/nsswitch.conf

passwd: compat sss
group: compat sss
shadow: compat sss

8. LA T ERTH I E /etc/pam.d/common-session , AMEEMHBREABEESEY X B &

sudo vi /etc/pam.d/common-session

session optional pam_mkhomedir.so skel=/etc/skel umask=077

9. EXMRM B YT EEE AT IMABBNERF

sudo reboot

106EREM SSH A FIREMBEREYNTERE , IHEREMA SR TR TR EMS R,
a. BEERHITERE CERE LEEM

sudo realm list

example.com
type: kerberos
realm-name: EXAMPLE.COM
domain-name: example.com
configured: kerberos-member
server-software: active-directory
client-software: sssd
required-package: sssd-tools
required-package: sssd
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required-package: adcli
required-package: samba-client
login-formats: %Urexample.com
login-policy: allow-realm-logins

b. B27& SSSD FBEAIAMEE

systemctl status sssd

sssd.service - System Security Services Daemon

Loaded: loaded (/usr/lib/systemd/system/sssd.service; enabled; vendor

preset: disabled)

Active: active (running) since Wed 2020-04-15 16:22:32 UTC; 3min 49s ago

Main PID: 479 (sssd)
Tasks: 4
CGroup: /system.slice/sssd.service

##479 /usr/sbin/sssd -i --logger=files

##505 /usr/lib/sssd/sssd_be --domain example.com --uid @ --gid @ --

logger=files

##548 /usr/lib/sssd/sssd_nss --uid @ --gid @ --logger=files
##549 /usr/lib/sssd/sssd_pam --uid @ --gid @ --logger=files

11 AFFEAEEB SSH MERAFR
sudo realm permit join_accounteexample.com

SAFFEIR SSH ML & FEEEEA

sudo realm permit -g 'AWS Delegated Administrators

HE LR ERFR

sudo realm permit --all

125%%E SSH FRIEU A FRIT S 2 BFE,
a. TN FREEFHPER /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

b. # PasswordAuthentication RERA yes.
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PasswordAuthentication yes

c. E¥RLE SSH RS

sudo systemctl restart sshd.service
WA :

sudo service sshd restart

1313. EFTRBHTREE R K BEREMNEZ2REAFHESREXHTERE K REHTTISE
#& AWS ZiREE S B AHIEZE sudoers FE :

a. fEA T SER sudoers =R :

sudo visudo

b. £ sudoers ERMWELMATHERTE , ARHREESR,

## Add the "Domain Admins" group from the awsad.com domain.
%AWS\ Delegated\ Administratorseexample.com ALL=(ALL) NOPASSWD: ALL

Ubuntu

1. AT SSH A FimEMREI B TER.

2. # Linux $1T{ERE R EBFEH AWS Directory Servicei2 itz DNS A iRE5HY DNS fafRES IP {u
Hte MBATUAEZE | BT LAEERES| VPC 1Y DHCP BEEFETRE , IEHNTEELFH
RE. MREEEFEHITRE , BSE AWS B O T4 5HE DNS [ RS IERGTE
Amazon EC2 #1T{E 8 , TR AYE Linux DM FRAFREZ XA DNS [AREEH AR

3. #%E Ubuntu 64 L T#A1TEER R & FTARA.

sudo apt-get update
sudo apt-get -y upgrade

4. TEIEM Linux A1TEER L , £EHXLER Ubuntu EH,
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® Note

/%l Lﬂﬁgaﬁﬁﬁq:_gﬁﬁﬂﬁﬁo
ERREHNR , TEeHRFL4EREAREER. FBEETEELEEPHNRULE
Ho

sudo apt-get -y install sssd realmd krb5-user samba-common packagekit adcli

5. =A@ DNS 41 , WASTERRFEEEREAME/ FQDN, Ubuntu $1TERETE DNS F4HRES
REfEyr , RE AR, B8, BLBAKR TSR | FEHTE /etc/krb5.conf R @ DNS :

sudo vi /etc/krb5.conf

[1libdefaults]
default_realm = EXAMPLE.COM
rdns = false

6. EA TS HREBITERINAR .
sudo realm join -U join_account example.com --verbose

join_account@example.com

example.com @BFHHPEGBEFHMARERZIRFH SAM AccountName, FBERMKIBTE
WARRFHER. NEZTELERNFMRENA , F28 "ZIk AWS ZE Microsoft AD
E ﬁ%ﬂuA*EIZEJ o

example.com

H &M TR DNS £,

* Successfully enrolled machine in realm

7. 5%7E SSH BREUAATHIE S 2 BRFE
a. EXF{mEBETF B /etc/ssh/sshd_config &%,
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sudo vi /etc/ssh/sshd_config

b. # PasswordAuthentication sRERKA yes.

PasswordAuthentication yes

C. Eﬁﬁﬁ@j SSH Hﬁz%o

sudo systemctl restart sshd.service
WA :

sudo service sshd restart

8. EFRBHTHEE R K FEBITMNLZLREAFRESEEZITEE K AEHNTTIHNTEBE
AWS EIREEE S BAFIEZE sudoers FE :

a. EA T TSR sudoers R :

sudo visudo
b. 7 sudoers ERHVKIBMATIERE , ARRERER,

## Add the "AWS Delegated Administrators" group from the example.com domain.
%AWS\ Delegated\ Administratorse@example.com ALL=(ALL:ALL) ALL

(LR BIER "\<space>" REEI Linux ZZHF T, )

BR il i 5 = A 17 EX

R 1E Active Directory FEZR TFIEIRF , Kt EHRPHAMECEAEER IR AZITER, B
£ sssd.conf R {EH ad_access_filter R A EFRAEEZAHITEE, Hl0 -

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

memberOf

RTIBEAEAERRERENRER , TR UERHTER.
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cn

e EHFERENGEBRRE, EisEsd  FHERBA adnins,

ou

ERXEARBEFTENABEN. FHEFIH , OU A Testous
dc

REBEWRE T, ELEHIH A exampleo

(i

dc

ERKRBINNBE T, EREHHR com.

BB 7S ad_access_filter FE)FTIBE /etc/sssd/sssd.conf,

EX FHmEEss P BIRK /etc/sssd/sssd.conf & 2%,

sudo vi /etc/sssd/sssd.conf

HITEEER |, 81 sssd.conf ATREMI AR/ :

[sssd]

domains = example.com
config_file_version = 2
services = nss, pam

[domain/example.com]

ad_domain = example.com

krb5_realm = EXAMPLE.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash
ldap_id_mapping = True
use_fully_qualified_names = True
fallback_homedir = /home/%u@%d
access_provider = ad

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)
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CEEEFMRE sssd lRFE , FREERELEN :

sudo systemctl restart sssd.service

qE , AR -

sudo service sssd restart

R 7E Active Directory FEZ TFIAEIRF , A B HPHAEFERERRUEAZITER. &L
1£ sssd.conf {#H ad_access_filter R A EFEHEZAHITEE,

Hlan -

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

memberOf

RTIHEERAERRERENKER | I AU FIMITERE,

cn

A REIENHAEARE, EHEHl+ , BHEREA adnins,

ou

ERKRELARBFEAPMENEBEN, FERHEFIHP , OU A Testous
dc

ERRAENBE T, EHEHDE example,
dc

ERAKRBEINBE TS, FLEFHI DA com.

BAERE ad_access_filter FEIFTIEE /etc/sssd/sssd.confs

1. TEXFHmERP B /etc/sssd/sssd.conf &R,

sudo vi /etc/sssd/sssd.conf

2. HITHEMER , &M sssd.conf ATBEMA AR :
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[sssd]

domains = example.com
config_file_version = 2
services = nss, pam

[domain/example.com]

ad_domain = example.com

krb5_realm = EXAMPLE.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = True
fallback_homedir = /home/%u@%d

access_provider = ad

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

3. BEEEMNMI sssd BB , TREFERELEM :

sudo systemctl restart sssd.service

qE , BULERA :

sudo service sssd restart

E= L)

HBREHEALUEBME S EHIT , LI UNIX/Linux A& BT (UID) EBEHER RIS (GID) 448
% B Active DirectoryZ £ 45 BT (SID) & 2 2 BV — 85,

1. £
2. 7HER

(® Note
FREFRFERE S 2 H EActve Directory EE A R EXRENEH POSIX,

AT EE I AL AWS ZEE Microsoft AD WA 1.0 147



AWS Directory Service EEEmR

ShERESIHIE

Active DirectorySi H 58 & & B & ZEUE A E (LDAP) BR#E24E UID M GID #4 Linux A&, EH
Active Directory , EXEBARERTFTEELAEBMLED

- UD-EAEEZR (FH)
« UID SEES-Linux £ A & 3B 154w 5E (B E)
 GID #Ri-Linux B A AIE (BE)

EE Linux STERERE A FEHKIRH UID # GIDActive Directory , 581E sssd.conf 1
Zldap_id_mapping = FalsedEE. EREME 2 , FEZESH UID, UID 5REEHM GID 5
BB ERNFEREMEIE, Active Directory

7R F & H RS

R Active Directory’® B POSIX IEF 6L , RELBETELEE S D EFE | Linux T BGTE UID
GID {8, Linux EERAERAERNKE—Z2MEBI (SID) R — .

EERESBANEAEBBITFEE |, 5ldap_id_mapping = Trueff sssd.conf {&RFHEITHRE,
Connect ZE Linux #1T{EEE

EFAEMSEA SSH AR mERIHTERN  RESRTHWAFTHERR, WRFEHAESGAFEA
ELZ% , AT LAE M username@example.com B EXAMPLE\username &, REFEHAH Linux 31T
WRAME , AIEEREUTIRS :

Amazon Linux, Red Hat Enterprise Linux & CentOS Linux

login as: johndoe@example.com
johndoe@example.com's password:
Last login: Thu Jun 25 16:26:28 2015 from XX.XX.XX.XX

SUSE Linux

SUSE Linux Enterprise Server 15 SP1 x86_64 (64-bit)

As "root" (sudo or sudo -i) use the:
- zypper command for package management
- yast command for configuration management
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Management and Config: https://www.suse.com/suse-in-the-cloud-basics
Documentation: https://www.suse.com/documentation/sles-15/
Forum: https://forums.suse.com/forumdisplay.php?93-SUSE-Public-Cloud

Have a lot of fun...

Ubuntu Linux

login as: admin@example.com
admineexample.com@l@.24.34.0's password:
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-1057-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

System information as of Sat Apr 18 22:03:35 UTC 2020

System load: 0.01 Processes: 102

Usage of /: 18.6% of 7.69GB  Users logged in: 2

Memory usage: 16% IP address for eth@: 10.24.34.1
Swap usage: 0%

£ Winbind F&#% Amazon EC2 Linux #1T{E & 0 A I&H) AWS ZE Microsoft AD 5&
BB 8%

& BASE A Winbind BR 7§ F 8% 4289 Amazon EC2 Linux #1{T{EE& A E) AWS Z & Microsoft AD &
BB KEE, EUREREANABIEFA T EKEAEETFIUNALZ AWS ZEER Microsoft AD
SEENB MY Linux BITERE  E£AGMNERP B &R, RIIE TS Linux F1TEER S5 AR
Vi N

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 (64 {2 Jt x86)

+ Amazon

 Red Hat Enterprise Linux 8 (HVM) (64 T x86)

+ Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS

+ CentOS 7 x86-64

« SUSE Linux Enterprise Server 15 SP1
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® Note
HAth Linux 2 AR At 35 sE IE HE4F |, B REIBAE.

# Linux $4TEBE A K AWS &I Microsoft AD SEEN B $%

/A Important

UTRERFERERIAT , EI%‘E%EE&@E’J#ﬂlﬁ@ﬁ%ﬁ*}fiﬁﬁﬁiﬁiﬂﬁﬁo Rt , &R
BREEYTELREF 2 , HIENHTEEETROSERRE,

#% Linux #4T{E R 0 A SERY B 8%
FEANATHEP—ERR , KRBRENSE Linux BITERBNDSR .

Amazon Linux/CENTOS/REDHAT

1. EEAEM SSH A FimiE/RE BT ERE

2. §%7E Linux B 1T1EEE , EEBLUEEA AWS Directory ServiceFfi2fit 2 DNS AR5 DNS fal iR
25 IP s, BRENITIHL/ERE | BOTLAEEES) VPC Y DHCP BIBEHETRE , REHITEE
FFHRE, MREBEEFHHETRE , HSB AWS AFEF OB T4 5F5E DNS [RRESIEIR
#7578 Amazon EC2 #1T{EEE , THAYRTE Linux 2 MFRAERERF A% DNS AR HF X,

3. FBHELM Linux BT ERER &IIRE,

sudo yum -y update

4. TEIEM Linux B 1T{EEE L2 # S ER Samba / Winbind E&£ R,

sudo yum -y install authconfig samba samba-client samba-winbind samba-winbind-
clients

5. et £ smb.conf B8R , LUMEE B4 T FER 7 LUIRE -

sudo cp /etc/samba/smb.conf /etc/samba/smb.bk

6. EN FimiEEs PRI EREER [/etc/samba/smb.conf] .
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sudo vim /etc/samba/smb.conf
EEEWEHESEIREEE , WTHEHWNAFAR :

[globall

workgroup = example

security = ads

realm = example.com

idmap config * : rangesize = 1000000
idmap config * : range = 1000000-19999999
idmap config * : backend = autorid
winbind enum users = no

winbind enum groups = no

template homedir = /home/%U@%D
template shell = /bin/bash

winbind use default domain = false

7. EXFHREBESPBR [/etc/hosts] R,

sudo vim /etc/hosts

18 Linux $4TERRTLE IP #bik , ANFARR

10.x.x.x Linux_hostname.example.com Linux_hostname

@ Note
MBIBAKTIE /etc/hosts BEFIEE IP it , AIESATEEMAZGBTESWRET
5l DNS #5358 :
No DNS domain configured for linux-instance. Unable to perform
DNS Update. DNS update failed: NT_STATUS_INVALID_PARAMETER
LSRR RIMABLTY |, 1B [net ads] an = #&ETE DNS 1 & &% DNS %,

8. £/ net 2R Linux B1TEEE A Active Directoryo

sudo net ads join -U join_account@example.com
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join_account@example.com

example.com P EfEEHIMAERNIES, FERRETE , BAXRFNEG, MEE
TROELHERMEEMERN , 5F2H "ZIk AWS ZE Microsoft AD B & IMARER, .

example.com

H &M TR DNS £,

Enter join_accounteexample.com's password:
Using short domain name -- example
Joined 'IP-10-x-x-x' to dns domain 'example.com'

9. Bk PAM HEEER , AU T A 5 HE winbind B 5 BMBATRAIER -

sudo authconfig --enablewinbind --enablewinbindauth --enablemkhomedir --update

10 FBHRE /etc/ssh/sshd_config =R , 3RE SSH RBLUAFZE S 2 BRFE.
a. EXFHmEBEFHBIR /etc/ssh/sshd_config =X

sudo vi /etc/ssh/sshd_config

b. #% PasswordAuthentication F&Ei&A yeso

PasswordAuthentication yes

C. E%ﬁﬁﬁ@j SSH Hﬁz%o

sudo systemctl restart sshd.service
HNEA :

sudo service sshd restart

MEFRBEITEEZR , AT ISR , LUMEREM SSH A FImERTZATER | WisE
FERENAENIRERFIEE sudoers FE :

a. FATHGMSBIR sudoers X :

sudo visudo
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b. It EEXZEEHTHMEAERENERE , TR , REFF

## Adding Domain Users/Groups.

%sdomainname\\AWS\ Delegated\ Administrators ALL=(ALL:ALL) ALL
%domainname\\groupname ALL=(ALL:ALL) ALL

domainname\\username ALL=(ALL:ALL) ALL
%Trusted_DomainName\\groupname ALL=(ALL:ALL) ALL
Trusted_DomainName\\username ALL=(ALL:ALL) ALL

(L€ FIERA "\<space>" RE I Linux ZHF T, )

SUSE

1. SEREMT SSH A FimiERR SN 1T R,

2. 5%7E Linux ${TIEEE | FHBLUEEA AWS Directory ServiceFfi2 2 DNS Al iRE5HY DNS Al fR
25 IP ik, ARENTULAEZ |, B LAEE R VPC ) DHCP ZBIEE D HITRE , NEMT(HE
FFHERE, MREEEFEETRE , 520 AWS HEF O T4 FRE DNS @ RE51E Kk
#EFH Amazon EC2 #1TEEE , THEAKE Linux 2 MHARAZZEF A M DNS [RSEN AR,

3. FBEESLM SUSE Linux 15 #{T{EE ER R HAREE,

a. EREHRTE,

sudo SUSEConnect -p PackageHub/15.1/x86_64

b. E# SUSE.

sudo zypper update -y

4. £ Linux {TEE 24X ER Samba / Winbind E% RS,

sudo zypper in -y samba samba-winbind

5. f@fdE smb.conf %R , UEEBREFEMHERTURE :

sudo cp /etc/samba/smb.conf /etc/samba/smb.bk

6. ENXFHmEEEPHAMRREREER [/etc/samba/smb. conf] o
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sudo vim /etc/samba/smb.conf

1EE Active Directory HIREFAL , MTHIFR

[globall

workgroup = example

security = ads

realm = example.com

idmap config * : rangesize = 1000000
idmap config * : range = 1000000-19999999
idmap config * : backend = autorid
winbind enum users = no

winbind enum groups = no

template homedir = /home/%U@%D
template shell = /bin/bash

winbind use default domain = false

7. EXFHREBESPBR [/etc/hosts] R,

sudo vim /etc/hosts

18 Linux $4TERRTLE IP #bik , ANFARR

10.x.x.x Linux_hostname.example.com Linux_hostname

@ Note
MBIBAKTIE /etc/hosts BEFIEE IP it , AIESATEEMAZGBTESWRET
5l DNS #5358 :
No DNS domain configured for linux-instance. Unable to perform
DNS Update. DNS update failed: NT_STATUS_INVALID_PARAMETER
LSRR RIMABLTY |, 1B [net ads] an = #&ETE DNS 1 & &% DNS %,

8. AT 5laHi& Linux BITIER A B 8%,

sudo net ads join -U join_account@example.com
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join_account

## . com #B1HAccountName R EEFRIFHIMAERERN SAM, BERKIERE , WMAZIIKRE
N, MEZRELEBRNFMENR , 5B82E "Z Ik AWS ZE Microsoft AD B &l A
@J )

example.com

H &M TR DNS £,

Enter join_account@example.com's password:
Using short domain name -- example
Joined 'IP-10-x-x-x' to dns domain 'example.com'

9. 5 PAM HRERER | AU T8 Winbind B0 BFEFIENIEE -

sudo pam-config --add --winbind --mkhomedir

10 EX FimER PR B BB R HREESR [/etc/nsswitch. conf],

vim /etc/nsswitch.conf

#7118 Winbind f£% , BT~ 7R

passwd: files winbind
shadow: files winbind
group: files winbind

113E1BREE /etc/ssh/sshd_config &% , F2E SSH RBEUAFZH S 2 BE,
a. EXFHmEBEFHBIR /etc/ssh/sshd_config %

sudo vim /etc/ssh/sshd_config

b. #& PasswordAuthentication RE:&A yeso

PasswordAuthentication yes

C. E%ﬁ?ﬂ@j SSH Hﬁg%o

sudo systemctl restart sshd.service
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HEMA :

sudo service sshd restart
NREFBMEBHITERZR , T TSR, LUERET SSH AP mERIIZIITER |, AAGiH
FERENBENIRERFIEE sudoers FE :
a. FATY&GSE sudoers EXR :

sudo visudo
b. REEEHZEEEPIMEMFHEIFERE , WTIATR , REFRET

## Adding Domain Users/Groups.

%sdomainname\\AWS\ Delegated\ Administrators ALL=(ALL:ALL) ALL
%domainname\\groupname ALL=(ALL:ALL) ALL

domainname\\username ALL=(ALL:ALL) ALL
%Trusted_DomainName\\groupname ALL=(ALL:ALL) ALL
Trusted_DomainName\\username ALL=(ALL:ALL) ALL

(LREBIER "\<space>" 2RI Linux ZHF . )

Ubuntu

1. ERE SSH A FimE#R 2 1T,

2. %7E Linux #1788 , FEBLUFER AWS Directory ServiceFfi2 2 DNS A iR25#9 DNS fal iR
B2 IP b, ARENITULMER | ST LEERS VPC B9 DHCP BEEHHETRE , REHTEE
FFERE. MEESREFHRE , BFSE NS DNS [AREREIRE AWS FEF O H
F.H Amazon EC2 #11T1E 8 , LAEBEIH4SE Linux BITHRAARAFRE K X % DNS A fRESHI 8
5lo

3. FRREELM Linux BT EBRER &Ik &,

sudo yum -y update

sudo apt-get -y upgrade

4. EEM Linux B1TEE L LE X ER Samba / Winbind E£ R,
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sudo apt -y install samba winbind libnss-winbind libpam-winbind

5. {0 X smb.conf xR , LUEE R EEAIHRER T LIRE,

sudo cp /etc/samba/smb.conf /etc/samba/smb.bk

6. EXFimESRPHARMRBEREESR [/etc/samba/smb. conf] .

sudo vim /etc/samba/smb.conf

15X Active Directory HIREAL , WWTHIFTR :

[global]

workgroup = example

security = ads

realm = example.com

idmap config * : rangesize = 1000000
idmap config * : range = 1000000-19999999
idmap config * : backend = autorid
winbind enum users = no

winbind enum groups = no

template homedir = /home/%U@%D
template shell = /bin/bash

winbind use default domain = false

7. EXF{REESPBIR [/etc/hosts] R,

sudo vim /etc/hosts

18 Linux $4TERTLAE IP bt , NFARR ¢

10.x.x.x Linux_hostname.example.com Linux_hostname

@ Note
WMRERTE /etc/hosts BRPFIETE IP bt , AIEMETEEBMASREATESKRET
5l DNS 8885 :
No DNS domain configured for linux-instance. Unable to perform
DNS Update. DNS update failed: NT_STATUS_INVALID_PARAMETER
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LEEERR|RRMABLT |, 1B [net ads] ar = A4 DNS &8 DNS FEé%.

8. £/ net AR Linux #1T1EIRE AN A Active Directory,

sudo net ads join -U join_account@example.com

join_account@example.com

example.com BH EFEMAEROIIRE, BERKETE K WAXIRFNEE, WEE
TS LR ET , 5528 "Zk AWS Z& Microsoft AD B M AR, .

example.com

B ##Y5TE DNS £,

Enter join_accounteexample.com's password:
Using short domain name -- example
Joined 'IP-10-x-x-x' to dns domain 'example.com'

9. 8 PAM {HRERER | FHLT S8 Winbind B0 BBMENEE

sudo pam-auth-update --add --winbind --enable mkhomedir

10E X FinER PR E BRI FHEEER [/etc/nsswitch. conf],

vim /etc/nsswitch.conf

¥T18 Winbind 185 , M TR,

passwd: compat winbind
group: compat winbind
shadow: compat winbind

113BBIRE /etc/ssh/sshd_config R , i8E SSH REUAFHBE S 2 BF.
a. EXF{mEBETH B /etc/ssh/sshd_config &%,

sudo vim /etc/ssh/sshd_config

b. # PasswordAuthentication sRERKA yes.
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PasswordAuthentication yes

C. E%ﬁ?ﬂiﬂ SSH Hﬁz%o

sudo systemctl restart sshd.service

HAEMA -
sudo service sshd restart

1REFRBHITERE , BFHIT ISR , AMEREM SSH AFmERBIXIITER |, AT
FRENBENIRERFIEE sudoers FE :

a. FATHHSE sudoers =R :

sudo visudo

b. REERZEELHFHEMFHENEAE , WTAAR , RREF

## Adding Domain Users/Groups.

%sdomainname\\AWS\ Delegated\ Administrators ALL=(ALL:ALL) ALL
%domainname\\groupname ALL=(ALL:ALL) ALL

domainname\\username ALL=(ALL:ALL) ALL
%Trusted_DomainName\\groupname ALL=(ALL:ALL) ALL
Trusted_DomainName\\username ALL=(ALL:ALL) ALL

(LREHIER "\<space>" R Linux ZHFTT, )

Connect £ Linux #{T{EE&

EFEAEMFEH SSH AFRERIHTERE , RRFRTAHEWACHAEERE., NREAEEHGAEH
ZZM , WLAEH username@example.com 5 EXAMPLE\username &=, REEHAH Linux 1T
WRAME , BIEEREUTIRS :

Amazon Linux, Red Hat Enterprise Linux & CentOS Linux

login as: johndoeeexample.com
johndoe@example.com's password:
Last login: Thu Jun 25 16:26:28 2015 from XX.XX.XX.XX
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SUSE Linux

SUSE Linux Enterprise Server 15 SP1 x86_64 (64-bit)

As "root" (sudo or sudo -i) use the:
- zypper command for package management
- yast command for configuration management

Management and Config: https://www.suse.com/suse-in-the-cloud-basics
Documentation: https://www.suse.com/documentation/sles-15/

Forum: https://forums.suse.com/forumdisplay.php?93-SUSE-Public-Cloud

Have a lot of fun...

Ubuntu Linux

login as: admin@example.com
admineexample.com@l@.24.34.0's password:
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-1057-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

System information as of Sat Apr 18 22:03:35 UTC 2020

System load: 0.01 Processes: 102

Usage of /: 18.6% of 7.69GB  Users logged in: 2

Memory usage: 16% IP address for eth@: 10.24.34.1
Swap usage: 0%

F BN Amazon EC2 Mac #/TEE AL H AWS =& Microsoft AD SEE) B 8%
WREFAFE S A4S Amazon EC2 Mac B 1TEEE A ZH AWS 2B Microsoft AD JEE) B 8%,
DEFRHF

« Amazon EC2 Mac #1TEIBFEE Amazon EC2 EAEH#, BV EAREZTATH , WEETH EREBH
1TERE, MFEHMEA , 5528 Amazon EC2 EHEIEETHEE Mac #1TEE,

- BMEZRES AWS BEE Microsoft AD JEE B #%£I22 —{& DHCP :#E%K, E#§ LFF Amazon VPC
R A TERIE M EMN MR DNS RRFREMEEHER. WEFHER  F2ERELR
£%F DHCP EBIEE,
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® Note

ERFHNEESRGERNIRBEMNAAARER. WFEFMEFA  FSH Amazon EC2 £/
BEREETNEENE.

FHIA Mac #1TERE

1. AT SSH IETERELMN Mac #1TER, WFEERE Mac HITEBHFMEENR ,
B : Connect & Mac #{T{HEEE,

s
¢

ssh -i /path/key-pair-name.pem ec2-user@my-instance-public-dns-name

2. E#FE Mac BITHERR K FEATIESAR ec2 ##IRFEIUFE

sudo passwd ec2-user

3. EESHDHBIRRE , FiRM ec2 #ra#tN BB, ELUERR Amazon EC2 FA &S
NWEMEERFANURPNERFEMEERKMEE,

4. ERATSl dsconfigad T , B¥EHN Mac ITEEMA AWS B Microsoft AD JEEH B #
M. FHLEREAE, EREBENEMEMLINAS AWS ZEER Microsoft AD Active
Directory #8151 & . MEFHMEN , FFSEE Apple B3 EHY Mac £ TE& T EREN ) FEREHN
17 B,

/A Warning
EREBTESTSETN., EFHEEZELAESR AWS ZEEM Microsoft AD SEEN B
#,

sudo dsconfigad -add domainName -computer computerName -username Username -
ou "Your-AWS-Delegated-Organizational-Unit"

THEHIRER Hexample . comf@E Mac BITERE L MARKEEFERER , &
tSmyec2macOlHIABENT -

sudo dsconfigad -add example.com -computer myecZ2mac@l -username admin -
ou "OU=Computers,0OU=Example,DC=Example,DC=com"
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5. ERATH®S , BAWS ZREESHIEE Mac TER LNEBRERE

sudo dsconfigad -group "EXAMPLE\aws delegated administrators

6. FEATHRSRERT AWS EIEH Microsoft AD EE) B &8 N A KD :

dsconfigad -show

BERININAEH Mac B 1TEEE R AWS EH Microsoft AD SEEIB 8., SIBERLUEH AWS EH
Microsoft AD SE &) B &85 % 8% % Mac B4,

ERE—REA Mac HTERE 6 EZSRUE THitt, FRESOEANIEE, I &aBL
FEREE B SMEIEREEA Mac Bi1TER, IRAEXRKELSERE  EXAEELEEEMHA TH
fi, | FE5LL ec2-user B E A , REZEH,

EEZBPEEEREFERABERCERAENEEA , FBFIRR Amazon EC2 A& S Connect E#1T
EENERERENTE (GUI) IS BHEITIRE,

Zk AWS Z & Microsoft AD H &0 AR
EERBMATIENES  REETEEEIMA B SERNIES,

£ F Microsoft Active AWS Directory 9 Directory Service , RIEEBEEFAWS EiRAREZRFEE
BEERENKEERELER,

T REEBRREEXEARAMEREERNIRS, THEFREMNMFEIES Joiners BUHE
1, WHEBRERIGTEESERMMA B SAEM@EE.

BABEE AR B % , ¥ E &% Active Directory User and Computers (Active Directory {5 &
BE) MMC R AN EK EHTHER, BHXEUBEHEEENT S E A,

ik AWS ZEE Microsoft AD B9 I ARER
1. B3R Active Directory User and Computers (Active Directory fEF & MERK) , EE BRI B & ik
EVEE & NetBIOS BBHVEME(L (OU) , AREIEE Users (EAE) OU,

/A Important

E &R Microsoft Active AWS Directory B Directory Service B , AWS I3 EFT
B ERYHNEBEN (OVU), 1tk OU BEREE Y B &I AR NetBIOS £ , WAR
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W, BEEESEEREE AWS, BT SERAEEEAS ; Bt , EHEEEER
NetBIOS & #H OU WE I Joiners &,

2. BB Users (FA%E) NARDIRE (B—TAR) BE | 1BIF New (¥718) , ARIEIE Group (BHH).
3. 1E£ New Object - Group (FTiB¥F - FHil) HFEFRPBM AL T AR , WIEEF OK (-E).

* 7£ Group Name (B¥#HE %) # , B A Joiners,
« &% Group scope (BHfH&5E) i#2 Global (£1),
¥ Group type (BHAE¥ER!) |, B4 Security (£ 1),

4. HEEERHRE &S |, ZEUE NetBIOS £ T H Computers (B i) B85, 1€ Action (BE) EE |
i#1Z Delegate Control (ZikiZH)o

5. 1f Delegation of Control Wizard (ZIZHIFFE) HHE , B Next (T —2) , AEREEFE Add (7

),

6. & Select Users, Computers, or Groups (ZEUERAE, BK=EE) BEA®RPE A Joiners
WiEE OK (HEE), MREKBZEYY , FENELRSEHEIMN Joiners #fH, BET—
&

7. 1 Tasks to Delegate (EZRHVEF) BEME L , i#H Create a custom task to delegate (B EZE
R BETET) , ARRIBE Next (T—F).

8. iEHL Only the following objects in the folder (EFRE R R P T 5I¥4F) , A% IEE Computer
objects (B &¥I14).

9. EEX Create selected objects in this folder (7£ Lt & 3 1 22 3 E B ¥14F) F Delete selected
objects in this folder (1E b & 8} 32 M BRZENRIMI4F). RBIBET -,
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Active Directory Object Type
Indicate the scope of the tazk pou want to delegate.

Delegate control of;

() This folder, existing objects in this folder. and creation of new objects in thiz folder

(®) i0nly the following objects in the folder:

[+] Computer objects
[] Connection objects

[ ] Cortact abjects

[] document objects

[ ] documentSeries objects

[ ] domainF elatedObject objects

[#] Create selected objects in this folder
[+] Delete selected objects in this folder

| < Back ” Hent » || Cancel ||

10. J#ZH! Read (FEHR) M Write (B A) , R&RIEE Next (T—%),

Permissions
Select the permizzions vau want to delegate.

Show theze permizzions:

[w] General

[] Creation/deletion of specific child objects

Permizsions:
[] Full Cantral -
[« Read ||
[w] write

[ ] Create &ll Child Objects
[] Delete &ll Child Objects
[] Read &l Properties Ny

¢ Back ” MHest > || Cancel || Help
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11. B&¥ Completing the Delegation of Control Wizard (SERERIEHBE) BEEFNENR , RERIRE
Finish (&)

12. BYFASREEBNEARAE , YAAKERAENEE Joiners B, EEFEAESLREANER
NetBIOS E# TR Users (EfA#F) AP, AR, EAEREEEHNEREHITERERI AR
#%.

BUEE DHCP EHEE

AWS B & A AWS Directory Service B $3 DHCP BB |, 3% DHCP ZIERE A B 87T
£H VPC, EFEZ VPC R EMETERIEmIEENMEEF DNS [ARSE , AT EESEE.

WNE DHCP BIEEWNHMET , 528 (Amazon VPC EA&EERE) https://docs.aws.amazon.com/
vpc/latest/userguide/VPC_DHCP_Options.htmI®##y DHCP #IE5,

A B&EY DHCP ZEIEE

1. BIfE https://console.aws.amazon.com/vpc/ BARL Amazon VPC E£# A&,

2. HEEEEKD | ##Z DHCP Options Sets (DHCP ZIE£) , R1%iEE Create DHCP options set
(323 DHCP ;ZIE£),

3. 7 Create DHCP options set (23 DHCP ZHE%) EEm L , MmAZEHHEN THIE :

=%
BEEENRAER,
WA

IRESMNTREM , W corp.example.com,
Domain name servers (#3813 & 78 k&%)

& AWSPHTIZ {4t B 8% 2 DNS fAIRESHY IP ik,

(® Note

A LAT4E AWS Directory Service T2 EBEK |, BB # K ARBIFLEENB &
ID , RIKFE L,
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NTP servers (NTP falfR25)

=gl EvA Y=
NetBIOS name servers (NetBIOS & # @ fR23)

LAlig EvA =R
NetBIOS node type (NetBIOS HiBh4E )

IR E R

#1Z Create DHCP options set (23 DHCP ;#1E£), DHCP iZIEFE SRR B T~HH DHCP i#
BE,

2 T H DHCP 5#IHEM ID (dopt-xxxxxxxx)o BAILAERA T FBIHELE VPC HIEIHE,

£ ¥ VPC MHEAR DHCP BIEE

BY DHCP BEE® , FREEBETEHR. WREFE VPC E£ATER DHCP EHEE |, AIXEAR
METRIEE | WEE VPC B RN, B LAE VPC BRERTE N EM DHCP I,

1.

R

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
EEEHKF |, BIZ Your VPCs (J&H VPC),

EEL VPC , AR%RIEE [B1E]. [#WEE VPC RE].

$X DHCP #IEE | EEUEEESENE DHCP BIEE | AR EBEHFEF.

HEFERAPTYIRER VPC #HEBIR DHCP RIESK , F2HRUTAR !

» AWS CLI: associate-dhcp-options

* AWS Tools for Windows PowerShell: Register-EC2DhcpOption

B2 AWS Managed Microsoft AD = #9f Fi & F & 4E

ERAERRERESFRENBARER, FAFEECHEREFARTHIEBER , MEFTHEL
ERZ-EAINGEERAE, NMREAEBITEANER RAESHEREBITEANEE MRS
B B4 WO AR I P T BV RERR o
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https://docs.aws.amazon.com/cli/latest/reference/ec2/associate-dhcp-options.html
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= E7 AWS Directory Service B &% BV FRAENEFAE , BLAFEHASMAE AWS Directory
Service B #MH1TEE CRERBHER EC2) , WAEEERUFEHENBECEENEREG B
Ao BEEE EC2 H11T1EEE %% Active Directory TE |, ZF A[#£ Active Directory fif Fi %& 1 E f #x
ABREET | FTI8EK A& MEHE,

&\ LAfE AWS Directory Service EXE XA FEATRKLLEM Active Directory EIE T B FEFRLRTE
B EC2 B TR, MEEZFHMEN , F2H EXEEM Microsoft AD FENE B & AWS EEHIT{E
B Active Directory,

MRS EEFRAEEIENEAREEN EC2 HTERBYZEMLENTE  F2W SBE 3 A8
Amazon EC2 #{T{EEUAEEEMN AWS Z & Microsoft AD JEE) B 8.

(@ Note

BN ERERE XEMA Kerberos FEERFE. WAFNEAERSNTERRE , TEZTUE
W, MEUEREMFFMER , FBFHIE Microsoft TechNet £ Preauthentication (T8 5B &%)

T3 ERERR A A I R B 2 A B M EHAE.

FE

- ZEEBERAR AWS ZEE Microsoft AD KRB BSREETE
- BUFEAE

- MIBREEARH

- ERFEAERR

- BNEE

- BEREMEEEHE

ZHEBEAR AWS SEE Microsoft AD W EEIH#FEETE

# EActive Directoryft Amazon EC2 Windows RIfRZR#TEREELNHTER K SEEZEHTER
Active Directory Domain Services and Active Directory Lightweight Directory Services Tools £ &2,
B T PFEF1E EC2 Windows fARESHITHEE FR#EELETE,

DEARMF
FRIGLLIEF 2Bl , FBRTA T HIHER
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1.

e

£ —1{8 AWS FEE Microsoft AD Active Directory, INEFFMEN , FSH AIEEH AWS 5EE
Microsoft AD.

. BREE A EC2 B RIRESHMITHEEIEM AWS Z 2 Microsoft AD SEE)H %, EC2 Hi{TEEE

ETPBUERRE A E MR

8 : AWSSSMManagedInstanceCoreflAmazonSSMDirectoryServiceAccess., MFEFFH
B, F2E EXEEMN Microsoft AD HREE) B #& AWS EEH{TEE Active Directory & #§
Amazon EC2 Windows #1717 {E 8 BAE N A BEY AWS ZE Microsoft AD Active Directory.

. B EEMActive DirectoryliEE SMNRE, EELRBEAEILT AWS EER Microsoft AD Kz

YK, MREEEDINEBFEIZEEN AWS 5EE Microsoft AD , EHNEEEFRAEEBEEEEN
NetBIOS &#. corp\admin,

EC2 Windows fAlfR2H{TER L 2RFHATFEHKEETE

#E1E EC2 Windows fAlfREF#TEE L X BFATERERTR

1.

2
3
4.
5

10.

11.

BI1E https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 XA,

£ Amazon EC2 £# A H | 1B T ERILENEREZHHITER , RARBEER,
EEREFTEBEEYF , 21 RDP AF ik,

£ RDP AAFmZASIBERY  EETHERKEER , AR ZENEEBUEIERR,

£ H18 Windows ZiEH , BELELESWER, EIZFHE Windows Server HITEEEHA .pem
AESHBER, LELESBERE  BEMERE,

£ "Windows &£t HEEAET |, BH Windows RIS EMN A AKEEE 5o BALET
A, FAEEBAURTHHER : NetBIOS-Name\admin=DNS-Name\admin, a0 , Z0R
BEREPHRER , Blcorp\adming 2 FEAERBBEIELEHN AWS FEE Microsoft AD,

B A Windows Server #1TEE 2% , FHEE [ARIFEEE], 1 [FR] ek HEM (ARSBIE
HE],

ERRFREESERRT  EEMEARNIEE

£ Add Roles and Features Wizard ($i€ A& FIhsERE) Fi1#IZ Installation Type (ZEFH) ,
12 EY Role-based or feature-based installation (BB INAER R 8) | #EIRIE Next (T —
o

£ Server Selection (fAIAREFIEIE) T , FHEASTHARSFCEN , ARELASEERPEE
Features (Zh&E).

R B %  FRRGRARSEEIENAGEETIER  BEERZWMADDS MADLDS T
B, EHAD DS M1 AD LDS TE# , € #EAMWindows PowerShell, AD DS TEH AD LDS
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BRARBEHE TS5 T EfActive Directoryi#H, [ T E)I6iEE DNS ARSI TE , ABE
E-F_io

Add Roles and Features Wizard — ] X

DESTINATION SERVER

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection Remote Differential Compression Remote Server Administration Tools
Server Roles PE¥lR:mote Server Administration Toolsl] includes snap-ins and command-line
I [ ] Feature Administration Tools tools for remotely managing roles
eatures [ Role Administration Tools ) and features.

Confirmation 4 AD DS and AD LDS Tools
Active Directory module for Windows P
P AD DS Tools
AD LDS Snap-Ins and Command-Line T
[ ] Hyper-V Management Tools
[] Remote Desktop Services Tools
[] Windows Server Update Services Tools
[] Active Directory Certificate Services Tools
[] Active Directory Rights Management Servic
[ ] DHCP Server Tools
[ [v] DNS Server Tools ]
[ | Fax Server Tools
I [] File Services Tools
[] Network Controller Management Tools
[] Network Policy and Access Services Tools

‘ < Previous ‘ ‘ Next > ‘ Install Cancel

12. FEREAEFA , ARIBE Install (RE), WETETRE , BITE "HH) DERNRREEIER
ER kg | #£A Active Directory 3R Active Directory BRE R B #RE T &,

#£ EC2 Windows fAMRZBFHMITER L LXK EBESKERETENBNEE

THR-EHMNFERZZEZTHEKEETE .

. !&J‘\—IJ«XEE{EFH LHEEENE 25 T EWindows PowerShell, 5l | &7 LAE A PowerShell 127R
# Active Directory BB T BEInstall-WindowsFeature RSAT-ADDS. MEFFME |
aa%‘ﬂﬁ Microsoft #8i5WindowsFeature £ % 8,

- BB AU E) 2 L Active Directory 818 BR#&F Active Directory RER H K RE T EMW B HE
B EC2 H1TEE , IBPNEFEZEEMN Microsoft AD FIE) B & AWS BB 1T{EEE Active
Directory, AWS Management Console
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https://docs.microsoft.com/en-us/powershell/module/servermanager/install-windowsfeature?view=winserver2012r2-ps
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BYERE

SBT3 S BR L I A& AWS Managed Microsoft AD B $&#9 EC2 $iTERB LB FERE, BB
FHEZH , BEERTRK L Active Directory B T EFRFTRNER.

ERLMER T AR —BEREREUERE -

« Active DirectoryEE T E

* Windows PowerShell

£ FActive DirectoryEEBE T EE VU FHE

1. EFEZLRHET Active Directory BB T B HITEE,

2. & Windows "Bith, ThEEXRFRK "ERAPESRERAEMER, TE, £ Windows RREBTEE
BRI T ENER,

® Tip
B UEHTEBLEBGTSRRIHATTIIWS , NEERE Active Directory £ & #
EMIER.

%SystemRoot%\system32\dsa.msc

3. EZE#ENREES  ERNEEMRTFFERAENE NetBIOS £ OU TH OU (fltn , coxp
\Users), 1FEH B &MFEA OU EBNFHMEN AWS |, B2 BT EFEAIZE AWS EE
Microsoft AD SEE B .
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 Active Directory Users and Computers - X
File Action View Help
o 20 0 XEc= BHE TeiETaR
_: Active Directory Users and Computers Name Type Description
m Saved Queries 2 Computers Organizational

v & corpexamplecom
21 AWS Delegated Groups
3 AWS Reserved
| Builtin

Computers

3. Computers

3 Users

=1 Domain Controllers

3] Users Organizational ...

ForeignSecurityPrincipals
LostAndFound

Managed Service Accounts
Program Data

System

Users

EBEEE L  BENE K BEEERERBEERERE,
EREMNE—HL K WATIIHMUNE , AREET-F,

- BF

- HK

- User logon name (fEA & & A& &)

ERENE_EHL 6 6B ANREIFERARKERE, BEEFABLAETREAKREERIEE
IEEriEHyo EMEIEE\IJZ;%EHQO EE-F_Z’FO

ERENE=-EL WIRHFEAENEFLRE K ARBEZTH. HEAERSERE Users (£
) ERRA,

EHEIFEHE Windows PowerShell

1.
2.

LIRFEEEE 5 Connect 1A & Active Directory# i #9 Active Directory# 1T {E 8,
$T B8 Windows PowerShell.

BWALTES , #ffFjane.doe AEBBEHRALERYNFEAERR, RHESTIEREWindows
PowerShell 2 £ HEHIZ1E, M FEActive Directory RiBE MM ERNFMEN , HF2
BIMicrosoft3 ¥, HE New AdUser i THIEZE R , 82 B Microsoft X #E,
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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New-ADUser -Name "jane.doe" -Enabled $true -AccountPassword (Read-Host -AsSecureString
'Password')

il B 52 A &
EFEATHREFRMBERMA AWS ZEE Microsoft AD K £ F & Active Directory,

BRI LAER TSR — BT A RMBRERE

« Active DirectoryEEE T &

* Windows PowerShell

{8 F Active DirectoryE 2 T EMIBREA &

1. EBEERHET Active Directory BB T B 1T{EEE,

2. & Windows "Fi#a ThEERFM "EAPBEREAENER, TE, % Windows RIEETEE
BRP I TENERE,

® Tip
BH L EHTEE EEBT SR IHAIT IS , AEREBIR Active Directory i & #
ERTER.

%SystemRoot%\system32\dsa.msc

3. EHSEEWREST  ENTSLEMBR2ERAERN OU (110 , corp\Users).
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 Active Directory Users and Computers - X
File Action View Help
e 2@ 40/ XDz BEPeaaTas
: Active Directory Users and Computers Name Type Description
- Saved Queries 27 Computers Organizational ...
v &4 corpexamplecom 157 Users Organizational ...

21 AWS Delegated Groups
2] AWS Reserved
| Builtin

| Computers

3. Computers
=1 Domain Controllers

| ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts
Program Data
System
Users

4. ZEMEMBRNERE. EBFEDRERLE , ZEMER.

5. WMHBR—EHFEAR , RRERREMRKERE. BERUMBRERE, S8 KAMERATEREA
Eo

i B = B9 55 FH & Windows PowerShell

1. URHKEEEEF S Connect EIAEActive Directory#8idi 9 Active Directory 1T {E 88,
2. $TBH Windows PowerShell.

3. BMALTES , LEEMERNFjane.doe AEZBRNREAEZBNEAERTE. BEEME
AdUser (s D HIEZER |, 2B XHE. Microsoft

Remove-ADUser -Identity "jane.doe"

AD EREINREFZE

MR R EEREGFEERE AD EREWE, 1E AD EREIRENMET , F28 AD EREWRE -
B, BE. REMCENEHEEEMEMicrosofthy 38 R B R/ MEERE,
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EREREER

FRENEEST P ESENREERIEActive Directory, BEHE | ETUBIREFNAFE , @ Active
DirectoryEE 8 , i =ic TN BB, REEEBERE , WREAZENVN AWS SEEH
Microsoft AD , #&a] LA AWS Directory Service fif i RIERE R A & N ZB.

BABEUEEERFZBAEHNINEAESSEA, NEHFTNFMAENR  F2H "EEE AWS
Directory Service JRZERERBIE . -

] LA B & Active DirectoryfVEAIEAEERZW , ETHHERGIA

o WA LAEEMBEN (OVU) ANEREMFERENZRE | ELFEHE 2 & Active Directory#E 31 B P
B9 NetBIOS AR, Hlin , MREERE NetBIOS ZEHHWEFHEE CORP , MAIEEN AWS
FEE Microsoft ADR A LAERNFERAEZRBE RN E/MERAE OU WK E,

o BEGEER OU BUNNEAIFERAENRT , ZERENBTHEI2IRIBEEActive DirectoryFE 2 3 B
FAHY NetBIOS &1, fHlm , BEEEAWS REN OU HFERFEAENER, WFE AWS ZEE
Microsoft AD 2 OU #Z @M EFMENR , F2E M1 EMEAIZEE AWS EIE Microsoft AD JEE B #%.

WERRE AWS ZEE Microsoft AD FEXRZRRRINAEAZRRAUNFAENR , F2EINAEH
ZIREA,

BAILER TR —ER EREREAERS
+ AWS Management Console

+ AWS CLI

* Windows PowerShell

B FE &% AWS Management Console

1. FEAWS Directory Service = S BB E K T Active Directory , 1#1F [B #] , A& Active
DirectoryfE FEFEMEETRFTAEZREBN,

2. EESFMAEAEEL , BESE K RARBEERER.

3. K [ERHERAEZR BREARN [(EREER P K WAFTESEEB2EAENERAEER.

4. HEHBHNEIBHPOAZE K AREEERER,
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RERAEZREE AWS CLI

1. BERE AWSCLI, F2RRZEIEHMZAMRAH AWS CLI
2. BARUAWS CLI.

3. BATYaGS , XWEH B #& ID MrrEMFRFEEUActive DirectoryB 8% ID jane.doe, EAER
BANZEPessword, MEEFZEH , F5208 (AWS CLI EESS2E) reset-user-passwordF#

aws ds reset-user-password --directory-id d-1234567890 --user-name "jane.doe" --new-
password "P@ssw@rd"

B A EZE Windows PowerShell

1. LRHEEE 55 Connect 1A EActive Directory#8iZi#Y Active Directory #1171 B&
2. $TBH Windows PowerShell.

3. BATSiESjane.doe , BUEW B & ID MPFTHMFRRENFEAERZE. Active Directory B # ID
MEZHEP@ssword, WMFFMENR , FSEER-DS UserPassword IEETER,

Reset-DSUserPassword -UserName "jane.doe" -Directoryld d-1234567890 -NewPassword
"P@ssw@rd"

EIEHE

FATIHERFEIZSEHE , EhIEMA AWS ZE Microsoft AD B #%#y EC2 #1TEE. HEIZ
SEECH , BEETREZE Active Directory B T EFTRNTEF .

& m] LAE FHWindows PowerShellfs S22 B, WMEFMER , B2 ADEHEFMNIRE @RS
2022 PowerShell X4,

ByEE

1. EHRELRHET Active Directory BEE T ERFITEE,
2. BARX Active Directory EAEMERITE, RREBTIEENREFLITENER,

® Tip
BRI EHTER EBBGSRERIMT TGS , LUE#EBIRK Active Directory £/ &
ERTER,
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/reference/ds/reset-user-password.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Reset-DSUserPassword.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_install_ad_tools.html
https://learn.microsoft.com/en-us/powershell/module/activedirectory/new-adgroup?view=windowsserver2022-ps
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%SystemRoot%\system32\dsa.msc

3. ERHRB & |, £ B &/ NetBIOS £ OU MENEBEH P FEFFHEMN OU (Hlm |, "Corp
\Users"), MZEFHEFIER OU B EN AWS |, BFESB1 BHAIEE AWS E1E
Microsoft AD ;& & B &%,

_ Active Directory Users and Computers - X
File Action View Help
e 7@ 48 XEBdz2 BHE 3 aET7E%
] Active Directory Users and Computers Name Type Description
-~ Saved Queries 4. Computers Organizational ..
v G corpexample.com 121 Users Organizational ...

S| AWS Delegated Groups
5| AWS Reserved
| Builtin

| Computers
= Computers
2 Domain Controllers
| ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts
Program Data
1 System
Users

4. 7 Action (B)1E) BE L , &2 —T New (¥1) , B —T Group (BHE) AR EEHERE,

5. EFEEBIWAFERRE  BIREEERNFEHEE K ARAFEAERRENZSM, NF
Active Directory BHEsIE ML £ BHEMFMEF , 552 B Microsoft Windows Server X+ H
Active Directory &£ B0 — &,

6. E—T OK(HE), MEXELHENEBETEERAEERRF,

A% P & #T 18 2 RHE

BT 5 S BR L I ASE AWS Managed Microsoft AD B $##) EC2 #{TER LiSERENEEL S
BHH.

A ERE R EEE

1. EJRELRHET Active Directory BEE T B FITEE,
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https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-groups
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2. R Active Directory FAENERITE, RREETIEERNKREFUHTENER,

® Tip
B EHTERBLEBGSRAMT NS , NEZEBBRK Active Directory A& R
BT ER.

%SystemRoot%\system32\dsa.msc

3. HERHRE & , EHIE #RY NetBIOS B8 OU TRFEEN OU , ARENELHFEERES
BB RV EHAE

_: Active Directory Users and Computers
File Action View Help
e 75H A8 XEBaz2 B 3 aE5T7E%

] Active Directory Users and Computers Name Type Description
Saved Queries 5| Computers. Organizational
v i corpexample.com 121 Users Organizational ...

=1 AWS Delegated Groups
=1 AWS Reserved
Builtin

Computers
2 Computers

51 Domain Controllers
ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts
Program Data
System
Users

4. EBEREL , B-TEMREREBEENBMEHTFE LR,

5. ERRERSIFER 6 RRE-THE.

6. T [AZZIRNYHEE P K WAZTENEREESR  ARE—T ME], AEEBEET
ERBBEESR, BEE—IX OK (BE) UEMFERBEK,

7. BREFEAEERRTENEAELHESFEREFHNBEERRBELEIR , BREHERER
BRAFENKE, BENNEFHERSIER. CEZUUEFREREPRIERAEMBNEENS
.
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Connect BRI EMEE B S E R EE

ZREIERBA I{AI SR EAWS Z EE R Microsoft AD BRI ANFERP B SEREB BN EEHEE&.

e

- BYEERE

- FEANE IP BT IP BRH

- ¥2 : &£ AWS Managed Microsoft AD 1 B & E I/ Active Directory iz BE M EEBIR
o & . EM{E AWS Managed Microsoft AD 35 2 B & I S1E B8 %

BIIEERR

& T LAERE Microsoft Active Directory #) AWS Directory Service BB E R EE (AZPIFE) Bk , UKk
AWS EiF 28 AWS ZEE Microsoft AD B # 2B —ENERMABNERETER. AWS BF
E M Microsoft AD X EFME=RBEEHRESE : A, EHFNER (E@),

NERREEEANFMEN  F2RLEEFHNEE AWS ZEE Microsoft AD FEH—1,

® Note

REGTBRRY , BLARELN BREE B &8 AWS Directory Service s RIFHAE. MER
EXNFFMENR  B2ERMAN "HENSEER, .

AWS ZEIH Microsoft AD Bl X BANBMBREE. MFFLRRNABRYHREENRERH
S EHE . £ AWS Managed Microsoft AD Hl B EIE#) Active Directory 2 BE M EEBR.

AWS X ERARERFEEEOEME , #1210 Amazon Chime QuickSight , Amazon Connect AWS

IAM Identity Center WorkDocs , Amazon WorkMail , Amazon WorkSpaces , Amazon . AWS
Management Console AWS Z &I H Microsoft AD 2B RE #1218 B 3 EE Active Directory #1195 F
B

Amazon EC2. Amazon RDS 1 Amazon FSx #5{& FA 28 [a) = & [m{S{£,
DB

BAGERFELESR  BELARTREBALESR , FRERESE,
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https://aws.amazon.com/blogs/security/everything-you-wanted-to-know-about-trusts-with-aws-managed-microsoft-ad/
https://aws.amazon.com/compliance/shared-responsibility-model
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@® Note
AWS ZEIEH Microsoft AD T X EBE —EZEFEIZMNEE.

E#RE VPC

MRLEFAEREENESKEINEERR , IV EALLEREERAKERITEZ AWS &
Microsoft AD B9 Amazon VPC, EEREEN AWS ZEIEM Microsoft AD 3RS R Bh X 5 2478 B B
A EEIR | B EFRE ML EE Windows d iREF 2008 & F#ThR AN B Microsoftsi BA X4 # 51l Hi o

EEFH NetBIOS BB MIETEME B BRE TN AWS EARER (HlIn Amazon WorkDocs =
Amazon) QuickSight , &4 Z8 RFFEIEIE 0389, MEAR Active Directory E1Z 12 & 3 17 E #5540
& , 552 BMicrosoftzR B X4 Windows FF BY AR % 81 81 Fl A8 B E 32 1R B SR

.\

BELFEELERR  FERIECHE &, SRENEETRFTERMAEMELEE,

a& AWS ZEH Microsoft AD B VPC AERMNEEFBEERN G H M AR,
BESRMN VPC IR Al

1. FEAWS Directory Service & [B #FFMER EE L , B8 T& AWS ZEEM Microsoft AD
B 8% Bl 15

2. HIfE https://console.aws.amazon.com/vpc/ BARX Amazon VPC E# &,
iZIZE Security Groups (Z£&48),
BE& AWS EEMN Microsoft AD B ##& 51, EERFERT , BERRAR "RB&% D B &ZEH
RAWS RlEZ 24, WIEE,

(® Note
BHNZ2HERE—RAEYERFEDEVNREEHE.

5 BIERRELFHHEM Outbound Rules (% R Al) HME ., 4kFEE Edit (§#%8) A Add another rule
(FrEHAMR A, SHEFORA  MATHIE

- Type () : FIERE
« Protocol (#H3E) : &%
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https://support.microsoft.com/en-us/help/2269810/microsoft-support-for-single-label-domains
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/config-firewall-for-ad-domains-and-trusts#windows-server-2008-and-later-versions
https://learn.microsoft.com/en-US/troubleshoot/windows-server/networking/service-overview-and-network-port-requirements#system-services-ports
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/vpc/
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- BERRETELEAEEHUENRERZREVEALZBREERENEE, FEEE— IPi#
it , R CIDR RFERRE IP it €58 (5140 203.0.113.5/32), BB A LUIEEMIEMEE
BHNS —ELLEENERY ID. MEFMHEF , F20 BFE SN AWS & MERHEREA
FRAER.

6. IZH! Save (EF)o

YA Kerberos A%k 8 2 BT

B ERERF A ERAE Kerberos FALERE ., MEERBILREWFMES , B#B Microsoft TechNet
FHyFE BT,

AR EREEERE DNS RN EF U

BN AEBREEE LERE DNS RN EFIE, WEFARGRANESZTENFFRAE
Microsoft 18 #3135 = # TechNet BV EZF U5,

‘E—{I_III

, SR

EEHT TSR  EXEEHBREEFM T Windows Server T E1ZEUE :

- ADDS X ADLDS TE
+ DNS

EENEREEE ERERGNEF

1. H% , BXBEHER AWS 5EE Microsoft AD HJ—LE 8, & A AWS Management Console i
BARR AWS Directory Service A,

FEBEHEKF , EE Directories (B #).

2 AWS B Microsoft AD Y B &8 BT

i TE B SRR STEMIHN B M (FQDN) 1 DNS bk,

B, REERERZEN. BRARREES,

T EIBE | 8 DNS,

ExEatikBad K ERRELERERFET2MEM DNS [AR:SR.
EEXEAasRB &S  BERGEXEFT U,

EEEEE L | EBEMERGENEFIE,

. 7£ DNS B8 |, A AWS ZEEM Microsoft AD IR MIHAZRE (FQDN) ,
Mo

© © N o g &~ 0w DN

>
(i
fim
53
o
=
2]
i3]
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http://technet.microsoft.com/en-us/library/cc961961.aspx
https://technet.microsoft.com/en-us/library/cc794735.aspx
https://technet.microsoft.com/en-us/library/cc794735.aspx
https://console.aws.amazon.com/directoryservicev2/
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1. BEFTEMMRI[H IP it , AEBEWABLHFTHRN AWS ZEE Microsoft AD B &K DNS 1
ko

A DNS it o & | BATEE R E NmAF, = TEEEN L R, SERTUZKELER.

12. 1ZEHY Store this conditional forwarder in Active Directory and replicate as follows: All DNS servers
in this domain (7 Active Directory R @ FILIRHNEF L , YERWT  EEAEPRIPTE DNS
fAfRER). BEWE,

EERRET

MBHEEERE Y EBEARAENEEREE , 55FEH Windows Server B2 T B3 EZAE ENEERBRZ.
ERHTIHEXE  BETAHAEANESERE. £ AWS SEEMN Microsoft AD LR EEERERE ,
CREEFEHEREERMNZEG. NEFMENR , BS2REE Microsoft LH{E{E TechNet,

EHRECERIFE AWS ZEEMN Microsoft AD LR MEEEE K.
NetBIOS FiZ & &

NetBIOS M BB HLAM—ETEEME , F M EERR.
By, BRESMREEER

® Note

EERAFRRE AWS EE Microsoft AD M2iHheE. MREHEA ZESER , AIXEAE FEE
5 HRHITTISR. EECRDERAZEMEEREEL. UFEFHEF K F2E £HEEFY

Lk
BEo

B AWS &I Microsoft AD B SR

1. BARX AWS Directory Service £ A,
2. HE[BHHEHEL , BIELEN AWS ZEE Microsoft AD & 5I#E.
3. HEHHFHMWEAEREL , BTTIHP—IF .

- IRSEFEETRERZERSE  FENZTEES , ARBEHENZ2REIER. NFFEE
A, AR TEEHEAME.

- IRSEFEETREETEMAED  FREBRRAN LR REIER,
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https://technet.microsoft.com/en-us/library/cc771568.aspx
https://console.aws.amazon.com/directoryservicev2/
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4. 1£ Trust relationships (fSEB%) EER , 1#IE Actions (B11E) , A%RIEEN Add trust relationship (37
BETBR).

5. £ Add a trust relationship (¥T8ETEHR) EEH LREAMENEF , SRBREETEE. FEMEEN
TEMFEAEE (FQDN), SERBHNEESE.

6. (BEM) MRLZMBEDAHFRENFERHEFE AWS ZEIE Microsoft AD B #&FHEIR , &AL
EEMHHEEHRBEEZI SR, NEEBREREMHREBN —REH , F2E Microsoft LEEFNZ =
4 #Z & TechNet,

7. SHERERNEFN  BALBREE DNS [RESEM IP #hit, MREEAEEILFGNEST
‘wam A BREEHM FQDN , M3IE DNS B9 IP ik,

8. (ER) BEMES—E Pt , REWMAHMBEKEE DNS [ARESH IP thit, FBA L ASEE
Fi#9 DNS fAlfR=Stbat (X M{E i) EE SR,

9. EBIENHE,

10. MRFBEREEEA DNS RIR[I DA EALE (3E RFC 1918) IP tbutZ=[ |, BT IP BEHE
B BRIEEME , ARIBIEHIEKA. FH CIDR BB AL DNS AREHEREEM/EN P ith
HEESR , HlEn 203.0.113.0/24, WMEREH DNS [REEM B REEMEEFEHA RFC 1918 IP tbik Z8
B, AIFEZLTER,

® Note
FERAANE IP it =/ | BESTEFEHEM AWS IP it EE | RASLHEELE
Ao

11. (ER) RMEBZRAEE Add routes (FTIEIKH) EE LK , FRFEE Add routes to the security group
for this directory's VPC (A5 HETIB E UL B 8% VPC HWZ £ 8 H), ESNEZLH#E AN
MEXELM VPCL FIFFR, BELLZ2RASHXER L FNARBEEAE, NREEERELEME
A, ZeZAERAL , BHEEBITREE.

AR EMERE LREFERR. ELMRALAREMN, S, MREE—(ERE LEBILELE
£, AIAARES —ERE L2 EAEE,

MREREEZTHBERHANEERR , FER Windows Server EE T B EXMEE LNV EERR,
&R BAE AWS XEIERY Microsoft AD MBS EEE B H e BRIRZZEEE. TR , 8- KAk

E—EEEBR&R. flm, MRECE EAKR. NEQEE  2BBERE "EHAE. W5 —EF
TR BRFTERBRREBEEEE  BEUHMY "Ea, S5,
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https://technet.microsoft.com/pt-pt/library/cc755321(v=ws.10).aspx
https://technet.microsoft.com/pt-pt/library/cc755321(v=ws.10).aspx
https://ip-ranges.amazonaws.com/ip-ranges.json
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REEHEEBR

1. B3R AWS Directory Service £ A,
2. HE[E& HEL , #EEZH AWS ZEE Microsoft AD & BT
3. EESFHEAEREL , BT TIHP—IF :

- MRZEHERTERSERES  FENTEEY A AR EEHENRLRIER. NFEFME
nﬂ , nﬁ /Eﬁ Igliijgﬁiﬁ'ﬂﬂliijo

- IRSEFEETREETEMAED A FREBRRAN LR REIER,

4. £ Trust relationships (EEER) BE , EBIEERFBNEE |, iBEF Actions (B1E) , REZIER
Verify trust relationship (B EEEERKR).

EREBEAMEEQNEENEE D, AWS AXEHEAGENRE. NEERENMAREEEZBRE
K Active Directory Z IRV EERNFFHER , FS BT Microsoft TechNet LW {E1E.

MBRIR AR EERE R

1. B3R AWS Directory Service £ A&,
2. 1 [B#H EHEL , BIEEZH AWS ZEE Microsoft AD & 515,
3. EEHFHEAEREL , BT TIHP—IF :

- MRZEHERTTERSERES  FENTEEY A AREZEEHENRLRIER. NFEFME
;ﬂ , nﬁ /Eﬁ Igliijgﬁiﬁ'ﬂﬂliijo

- IRSEFEETREETEMAED A FREBRRAN L2 REIER,

4. 7E Trust relationships (EEBIHR) BE , BEUEEZEMBRAIET , 1B1F Actions (BIE) , ARERIEEL
Delete trust relationship (M BR1IS1ERR).

5. EIE MIBR,

FEANE IP i B8 IP 3B

& A LAE A AWS Directory Service for Microsoft Active Directory KI5 28 A Active Directory
Thie , SFEEVEHEMB ENEEEER. T8 , REME FMAKN DNS FRFEALE (JERFC
1918) IP tbit , BISAAERECETHARNBRESIEEEL IP thit, MEBTHAEENRA , FSH
FEsEERER -
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https://console.aws.amazon.com/directoryservicev2/
https://technet.microsoft.com/en-us/library/cc753821.aspx
https://console.aws.amazon.com/directoryservicev2/
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Bt , BEEHRENR AWS £ AWS Managed Microsoft AD B&H F|¥&# AWS VPC B , 118
VPC FALE IP &E , Bt FEE@A IP it &R,

B TENEERRL PAIRFIE IP bk , &R BLEEL Add routes to the security group for this
directory's VPC (X HHFTIE E I B 8% VPC ML £ F). BRIEBZHI BN T RBII Z2FER AT
VENRE 6 BRFKEXERULRE, IFEESHFMES , 520 BHEE&HN AWS T2 MEHEHERE
MEALR.

& . 7£ AWS Managed Microsoft AD M1 B ZEE M Active Directory 2 BRI FE
B

BRI E AWS Directory Service for Microsoft Active Directory B2 B IR B2 (REFZRE)

Microsoft Active Directory Z BI{EEBERFIENME SR, ARV EERFTELELSR , BELEL
TR TYSHELSER,
£

o FORIRHE
- SB1 . EREEREEN AD
- HER 2 . EfHEH AWS Managed Microsoft AD

- B3 BYEEER

e
B E A
SRR

HBRFZECEBTIEE

® Note
AWS Managed Microsoft AD A BS{FE —EZE& T,

« £ AWS Lt 3 AWS Managed Microsoft AD B #%. MREBEEHEIRHMITIIEE , FSH "FH
A AWS Z & Microsoft AD

« #1T Windows It E#1#8 Z & AWS Managed Microsoft AD #J EC2 #{T{EEE, MREFEERHEIR
BITIHER | 5528 "FEi#§ Amazon EC2 Windows #1T{E 88 il A #8289 AWS Z & Microsoft AD
Active Directory s o
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
https://support.microsoft.com/en-us/help/2269810/microsoft-support-for-single-label-domains
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/A Important
&89 AWS Managed Microsoft AD EE S1RFE X EEFLBTEBNERFIVE,

- BEZHITEE EZET % Windows Server TR :
- ADDSKADLDS TE
« DNS

MREFEBBRATIAERE |, F2H "REEARN AWS ZEE Microsoft AD KFEE) B EET

>=dJd o

- BREE (REPERE) Microsoft Active Directory

W

XA E R B SN EEFIE, kB S S ARAERL EFT5IAHERE Windows Server TR,

- BREEPKESTE AWS Managed Microsoft AD B VPC 2 B ERFIER, MREEEHEIRH
TUHE% | 5528 "Amazon Virtual Private Cloud JEARIZ1E | ,

- BERRENABEZEER, BE Local Security Policy > Local Policies >
Security Options > Network access: Named Pipes that can be accessed
anonymously WHARAHEATEELTIHI=EELEE :

* netlogon

s samr
* Isarpc

* NetBIOS M A B4 A —EFaEMEE , X e M SEERK

MEEEEUGERRNTRRENFEES , F2R B2AEEERZ.
HBEE

EA%ES  RMSEEL T —8 AWS Managed Microsoft AD Ml—EEEREEE. ZEREERER
EHREEZ AWS Managed Microsoft AD #J VPC, LA T RERER B BH :

£ AWS E#11TH) AWS Managed Microsoft AD

. #8135 & % (FQDN) : MyManagedAD.example.com
 NetBIOS & : MyManagedAD

« DNS #bik : 10.0.10.246, 10.0.20.121

« VPC CIDR : 10.0.0.0/16
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https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-vpc-connectivity-options.pdf
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#% AWS Managed Microsoft AD 5 VPC ID : vpc-12345678,
BREEH AWS Managed Microsoft AD 13

. #B1& % (FQDN) : corp.example.com
* NetBIOS %78 : CORP

- DNS 3k : 172.16.10.153

- BREE CIDR : 172.16.0.0/16

BRESR

TR EiREEREEN AD H

SR ERFEZEREEN AD i7
BE K BUBEEBRERE (RHHE) B LEREEXESE,
REBREE NS

BHEREBREEN AL , MEHE TS ZEE Microsoft AD By VPC FiE VP E FH85E , BF
M 5E S CIDR A, AWS EA#EH | RMAZFHKA 10.0.0/16 ( EfH AWS 5 Microsoft
AD VPC £ CIDR #2 ) EAFEHREBEL THA L

« TCP/UDP 53 - DNS
« TCP/UDP 88 - Kerberos & % 5%

SR B HRFEERAGE
- fARFALE (SMB)
- TCP 9389-fE A+ H # Web Bri% (ADWS) (EZA-MNREEEFA NetBIOS BBM A TENMESE

ZRETHHEHE , 2 Amazon WorkDocs = Amazon AWS FEAR , AIEERBULERE, )
QuickSight

(® Note
TEXE SMBv1,
BEVDEEELEZE I8 VPC ERFBEREEE &, B EWHERBTEEEMBMEAM
EIEE,
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HEE S BUH Kerberos FA LB TH

EME B s ERAERF SACKA Kerberos T tERE, ERENRE , BEFMEMUERAENEY
DREERBEARE,

EEMEFERED Kerberos 5RE

1. ZEHREENSEGEWE B "ARKFEES, .

2. £ Tools (LE) &% I , i#$Z Active Directory Users and Computers (Active Directory i f & #l
EH).

3. BIE Users (EAE) BERIR , AHBABZYRER (B—TEEREH), BEEEEERPASINEAIFE
HERERE., £ Properties (B 1),

4. 1EIE Account (IRF) EH., EIRFEREFEY K MTEBHUEE KRBT EE Kerberos FA L5
o

Corp1 User Properties

Member COf | DiglHn | Environment | Sessions
Remate contral Remote Desktop Services Profile | COM+
General | Address Accourt Profile | Telephones I Organization

|User logon name:

corpusel | | @comp .example.com hd |

User logon name {pre-Windows 2000):
|COHP"-. | ||:|:ur|:|user'| |

| Logon Hours. .. || Log On To... |

[ ] Unlock account

Accourt options:

[] Uze Kerberos DES encryption types for this accourt i
[] This account supports Kerberos AES 128 bit encryption.
[ | This account supports Kerberos AES 256 bit encryption.

IE Do not require Kerberos preauthentication I

AR EREEERE DNS R E T

BN AESEBE LT DNS EREST, EENEREEEFS LT EERECH , BELIE
£73 AWS &I Microsoft AD By — L&A,
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EENEREEY FRERGXET T

1.

2
3.
4

o

10.

11.

B A AWS Management Console 3t B EXAWS Directory Service £ &,
HEEEBEKT |, #EH Directories (B #%).
#IZ AWS B Microsoft AD B B &% B8,

£ Details (F*#1E ) EE , s08% B 1 Directory name (B #% #) LA % DNS address (DNS
i) B BUE.

Bt BREBREEEEFE, ARAEARSEES,
EIEEE I | 22 DNS,

EEXEAfERE&T  EREEREFE MBI DNS [kKSR. KM ARSER
WIN-5V70CN7VJ0.corp.example.com,

EEEAMRE &S  BEREXNEF,
EBEEE - | BEFEGRGAEF,

£ DNS = |, 8 A AWS ZEEH Microsoft AD K TRMBIZHAZE (FQDN) , ERELFIRE
H, 1ELLEEHIF | FQDN B MyManagedE &

BETERREEMN IP i , REBWABEFATIAN AWS ZEIE Microsoft AD B #&#Y DNS
Ht, FELLEEHIFR A 10.0.10.246, 10.0.20.121

A DNS itz & |, BRse T TR, 3 TEEEAN . #BRR, KEETUBEELER.
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https://console.aws.amazon.com/directoryservicev2/
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Mew Conditional Forwarder | x|

DS Domain:

II MyManagedal, example, com I

IP addresses of the masker servers:

IP Address | Server FODR I ‘alidated | Delete |
=Click hete to add a...

t:i' 10,0,10.246 <lnable to resolve > & timeout occurred durd,,, g |

t:i' 10.0.20.121 <l nable to resolve A kimeout ocourred duri. ..

D@

W Store this conditional Forwarder in Ackive Directary, and replicate it as Follows:

This will nok replicate to DMS Servers that are pre-Windows Server 2003
= Domain Controllers

rumber of seconds before Forward queries time ouk: I 5
The server FQDM will not be available if the appropriate reverse lookup zones and entries are nok

configured,

(04 I Zancel

12. FEHUE Active Directory PREFIFHXNBFIL , XEZHT,
13. BEUEBMIE AP HFTE DNS RS , RARBERTE,

RESR

SEE 2 . E{HEH AWS Managed Microsoft AD

SER 2 . E{HIEHM AWS Managed Microsoft AD

B, BRMAEHEFE AWS & Microsoft AD MU EE BB ERMIFER. T 5IFFS 5B L% &5 82 15 R H
EEREESFETENSEHEE, T8 , EXEBEEFER AWS SEEM Microsoft AD.

RELK VPC FREMLZ£EA

BRBEAHREBREE PR ERTDEZEE Microsoft AD B VPC AZEIH AWS FE, BEEEE
i, LA EREEARIEE AWS ZEIE Microsoft AD Y FHERHEEIREAY ACL , AR fEi@E 4L
RENZEUEBERLY  MEBAFSENRERIEEE.

B EREUR A SR &I25 A& A/ Windows Server AR ERETHNREIERAER, HLHHE2
R SEFEBUATERREE
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BA

« TCP/UDP 53 - DNS

« TCP/UDP 88 - Kerberos & 753 3%

« UDP 123 - NTP

« TCP 135-RPC

« TCP/UDP 389 - LDAP

« TCP/UDP 445 - SMB

« TCP/UDP 464 - Kerberos & 7 B8 3%

« TCP 636 - LDAPS (i&i& TLS/SSL # LDAP)
- TCP 3268-3269 - & F %8 5l

« TCP/UDP 49152-65535 - RPC E Bt iE#21E

® Note
FEXE SMBv1,

g

« ALL

(® Note

BRELFEELERE  XERVPC NEREER &, BRENEEAIRETERBMEME
B,

EERTE AWS SEER Microsoft AD #8135 &l v & i A # A 8 Bl

1. 1R[E AWS Directory Service 2 &, EH#&FEYP , 8 T& AWS ZEEH Microsoft AD B &Y
B &% Bl 1%
2. ¥ https://console.aws.amazon.com/vpc/ BRX Amazon VPC 2 &

3. EEEEKT , BEREHE,
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4. FRESHAKESE AWS ZEEMW Microsoft AD B B 5. £ESERT | BENETERH
B TZeMEH, AWS created security group for yourdirectoryID directory

controllers,

Security Groups (5) info | C || Actions ¥ |

oL ) X

Potential matches

VPCID Description Owner

Security group name:
default VPC securit...
Description: AWS created security group for :directory controllers

5. BIEZRELBHEM Outbound Rules (BHARA) &K, BIFFERD , ARBEFNEHRA, SHHH
WAl BwmAT5IE :
- Type (BE) : MERE
« Protocol (#HE) : £

« Destination (B ) 8 AE T EHAREEFHISFNRERREEANEE, BIETEE— IP it
i, HE L CIDR FREFTA IP it 858 (Fl40 203.0.113.5/32), Lt A LIEE M EHEE
BHNS —EALZLBFENERIY ID, FFMEN , 520 BFE &N AWS £ MERHERER
FRAR

6. EHRFHRI,

Edit outbound rules...

Outbound rules control the outgoing traffic that's allowed to leave the instance.

Outbound rules i

Security group rule ID Type info Protocol info Port range info Destination nfo Description - optional info

== v e v )
0.00.0/0 X
Add rule
Cancel Preview chang H Save rule: I

HECRA Kerberos AL

WE | BAEEHER AWS B Microsoft AD R EA & th B Kerberos TR E . EHREEBRE
BEESITETANEFHER, ERERE , EEREUREREETMEE,

IR E &M Kerberos 5RE

1. AP CERERREBBEFPERENIRES  BABGEEEIRFWNERA AWS ZEE
Microsoft AD H #&mX &S 1TEEE.
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2. MWREREE 6 BFLE Active Dlrectory FERAEMNEMITENDNS TE, EETHMMLZHEEL
TE K FBZEALREBERN AWS ZEE Microsoft AD HEEIBE#EETE,

3. FRAARESEEES, £ Tools (TE)#E L , i#IZF Active Directory Users and Computers (Active
Directory fE /i & M E &),

4. BEEZMEFE Users (EAE) BRIK, FEE , ERELH NetBIOS BT M Users (EA#)
ERX  MTREZTEESENAEAZTE (FQDN) TH Users (FAE) BERIK,

E Active Directory Users and Computers |_'

File Action View Help

e HE e B B BT al

] Active Directory Users and Computers [WIN-SVNJ93I|| Name Type
B[ Saved Qlueries ﬂ-ACCDUHtAdmiHS Security Group...
4 F3 MyManagedAD.example.com i,ﬁkdmin User
[ _AWSRESEWEE' ii,.ﬂxdmins Security Group...
f _E'-'”t'” ﬂ,[ertiﬁcate.ﬂxdmins Security Group...
3 C':'rﬂp_uters 82, DHCP Admins Security Group...
b Enrﬁalﬂs'iﬂﬂt_m:j'?ﬁ_ | 2, DNS Admins Security Group...
} 1 Mansged Sece Accounts & Policy Admins sty Broup.
. 9 82 Server Admins Security Group...
4 [@] M}rManagedﬁkD
I» g ters
o | Users

5. FRABFEY ,FR—TBEARHE , iEFE Properties (BM),

6. % Account (1RF) . 7£ Account options (IRFi%IE) JEEH , #E2 Do not require Kerberos
preauthentication (7% E Kerberos T8 £8FH) RIE

BESR

FR3: BIYEERRE

FR3: BUEERRK

BARAEBINFEEN  SBTREERIEE. 8%, CEEVBREEFINGET , RBRBEEIL AWS
Managed Microsoft AD W{E{F. NMREBEGEERIEFHERETMAEE  F2H "EEELKRER
.J J’)\Hy %%o
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EEHWBRERE Active Directory 3R EEE

EL#HERED  FeRTEOBRET. CENRARVEORRER  FIELASEEENESE
FRESAEEHES. flin, MREEI T EREEHMNEREHERE , MEEE I AWS Managed
Microsoft AD K E E{E A E1E.

® Note
AWS Managed Microsoft AD th X BATEE. EELHBRED , EEEY —ELRQERE
1Fee

EEAECHNBREEBERAPEKDPRESE

1. BARK Server Manager (fAIfREZEEER) , AR Tools (LE) EE L , i#IE Active Directory
Domains and Trusts (Active Directory #8335 #151F).

2. BRERENAR ZE—TEBEGHR) BE , AREIERE Properties (BH),

BIF Trusts (B1F) % , BHiEE New trust (¥13851F). # A AWS Managed Microsoft AD 5
B, ABRRET -,

iE$E Forest trust (FMEE). BET—F,

EE Two-way (@), BET—F,

i#E This domain only (PR LL#BIF). BET —%,

i#1Z Forest-wide authentication (£HFME 25 H), EET —F,

B A Trust password (EE#E). BHELEREREE , HAEERE AWS Managed Microsoft AD
NEER , SEEXER

9. ET—EHFEARD , BEAREHNERE , RAREE Next (T—F), HIAGEESKUEYL , XBEE
E Next (-F_i)o

10. 3##2 No, do not confirm the outgoing trust (& , T ERREHEE). BET—F,
11. 3## No, do not confirm the incoming trust (& , TEEREAEE). BET—%,

o

© N o o b

£ 428 AWS Managed Microsoft AD B &R EEE

B#% , BHEERE AWS Managed Microsoft AD B #&HHEEBER. RALCEVAREESNER
MEE , AT ERER AWS Managed Microsoft AD B 3R E 1 # @EE.
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® Note

EEBIRR AWS Managed Microsoft AD £ 1ThRE, MREFER L EHER |, AIXAE =
ZEH PRI TISR. EELRDEREMEERESE. NEFMEN A F2HELHEER

Ihek.
TES2H AWS Managed Microsoft AD B &R EEE

1. 3iR[E AWS Directory Service i H,
2. TEEH&BEM@L , BIZFEM AWS Managed Microsoft AD 1D,
3. HEHHFHMWEAEREL , #TTIHAP—F

- MRZEHFEETERSARSE , FENZTEZEE , AREERBNRLRS|IEH, NEFHEE
7, AR EEEAEMEE,

- MRZEFHERTTREEREARER , FEEHRENLZLREIER.

4. 1£ Trust relationships (SEBR) [EER , 1#1E Actions (B11E) , AKIEEN Add trust relationship (37
BETBR).

5. EMEGEERREEL  EEGEEEE., mikfld , BAREXREE. BABREEEHH FQDN
(EX#EZEP A corp.example.com), MALERI BREEH2EEREANE —HEEEE
B BEFM@., EflP , RMREE @,

6. EHAERBSUHBUT  WALBREE DNS [REMN IP i, FELEFIF | F@WA
172.16.10.153,

7. (GER) BEMES @ IP it , ARWALBEREE DNS R E M IP tht, BHZEHL
AJLA$EE M1 DNS {7 BR 25

8. IBIZE Add (¥78).

RELR, CREEBREENMIE (Corp.example.com) MZEEH Microsoft AD (Ad.example.com)
2 BEEEEHR. AWS MyManagediE MBS B R AIRE—HBEHR, flm , MREEEEETS
MBELAED , AFEELAMBREEREGEKR , BEILMNER,

MEFHMET , SERFAMBREEHVEEERE , F2E ELEEHR.
2 - ER1E AWS Managed Microsoft AD 152 B 2 3 S{EE %

B RAREME AWS Managed Microsoft AD 182 B2 M EEBERMENFIE S B,
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&

o HB 1 EHIEK AWS Managed Microsoft AD

- SB2: ByERE—{8 AWS Managed Microsoft AD i S {E R &

EEPLT
ISR

HER 1. E{HIEM AWS Managed Microsoft AD

EAREH |, BHEEENEE AWS & Microsoft AD 21w 1FEE 5 —{EFE AWS & Microsoft AD H{E1EE3
%o THHZLSBRYLTEERE 52 . £ AWS Managed Microsoft AD 1 B EEEH Active Directory
HrEELEEHRR PERNSBER. Ti@ , E—X, £ AWS SEEH Microsoft AD IRIEFRE
AT ER,

RELW VPC FHREMNZ 28

BB RTFR—E AWS ZEER Microsoft AD @R BT ESEHMZT AWS EE Microsoft AD #J VPC
AERNRE, EEEEM , B4 ERTEHEMRILE AWS ZEE Microsoft AD HI 74335+ BE B Y
ACL , AR EMEEE FRENZEHHARA  MEBAFLENRERZEEE.

EEIRERIURA @R EIZR AT E AR Windows Server AR EREENRBREARERN, ELHBE
iz, BEFRBUATERE

BA

« TCP/UDP 53 - DNS

TCP/UDP 88 - Kerberos & 757
UDP 123 - NTP

TCP 135 - RPC

TCP/UDP 389 - LDAP

TCP/UDP 445 - SMB

(@ Note
Z;Eij:g SMBv1,
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« TCP/UDP 464 - Kerberos &% B 5%

- TCP 636 - LDAPS (3%i® TLS/SSL £y LDAP)
- TCP 3268-3269 - & & 5|

« TCP/UDP 1024-65535 - RPC B iE{Z1E

g

« ALL

@ Note
2 EeMRE AWS Managed Microsoft AD B2 ZHEMN TR VPC FTEN R EEE,
f@ﬁmﬂ’]ﬁxﬂ%?ﬁ&%%ﬁﬁﬁkﬁﬁﬁﬁﬁo WMEFHMER , 552 Microsoft #B3E LM IN{AIEEE
Active Directory 18 & {5 £ #I B K — 3o

EZENTE AWS ZEHEM Microsoft AD #8152 41 vk & H 7 Bl

(® Note
HEEEREETENSR 1-6,

1.  BI{¥ AWS Directory Service £ &, FEB&BFER , 58 TR AWS ZEEM Microsoft AD B &8
B 8% B

2. ¥ https://console.aws.amazon.com/vpc/ BEX Amazon VPC &,
3. HEEEHKP , BEERLEA,

4., FRESHAKESE AWS ZEEW Microsoft AD B B AIE, BEERERDIRES
EHERBYHAWS created security group for yourdirectoryID directory
controllers,

Security Groups (5) info | @] || Actions ¥

oL ) x

Potential matches

VPCID Description Owner

Security group name:

default VPC securit...
Description: AWS created security group for =directcry controllers
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5 HIERZRELEHHEM Outbound Rules (E AR Al) B, 2#IZF Edit (#%%2) M Add another rule (#7318
HAaniR A, srEFRA, MATIIE

« Type (&) : FFERE
« Protocol ({%H3E) : £3f

« Destination (B &) e REJEHAPBEEHBNRERXREEANEE, FEEE— IP it
st RELL CIDR HFEFRRE IP hut $58 (520 203.0.113.5/32), LA LIEEMEHEE
BN S —Az2BFENERY ID. MEFMHEN  F2HE BHEEHH AWS T2 M EEMERA
FEAB R,

6. 1#EH Save (ﬁﬁ)o

Edit outbound rules..

control the outgoing traffic that's allowed to leave the instance

Outbound rules i

Security group rule ID Type info Protocel info Port range info Destination info Description - optional info

== v et v ]
0.0.0.0/0 X

Add rule

HECRA Kerberos A &R TH

WE , BAEEHER AWS B Microsoft AD FEIEA & th E A Kerberos FA &t BT, EBRKRTEAIPER
EEENTATRNEFERE, ERTERE , EFEREUEERIEEMNEE,

WARGE A& Kerberos 52 E
1. FRBERCERERREEMFPEHAENRS , BASGEEERFHERA AWS ZEE
Microsoft AD B &R ENSITEE.,

2. WMREARLZE , FFLE Active Directory EAEMNEMTER DNS TE, FEETHINAREEL
TR, K FSRIEBEHRN AWS ZEE Microsoft AD FEBHREETE,

3. FRAREEEES, 7 Tools (TE)#E L , i#IZF Active Directory Users and Computers (Active
Directory f£ & M E i)

4., BEEMIFTH Users (EAE) ERR, FEE , ERELN NetBIOS BB TH Users (FAE)
BRX K MTRETEESKNMAEETE (FQDN) TH Users (EA &) BRIk,
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] Active Directory Users and Computers |_'
File Action View Help

e nE BBz B PaaTas

] Active Directory Users and Computers [WIN-SVNJ93I|| Name Type
B[ Saved Cueries EACCDUHtAdmiHS Security Group...
4 F3 MyManagedAD.example.com _:_,Admin User
[ _AWSRESEWEE' ﬁ.ﬂxdmins Security Group...
f _E'-'”t'” fﬂCertiﬁcateﬁ'xdmins Security Group...
3 C':'rﬂp_uters 2, DHCP Admins Security Group...
b Enrﬁalﬂs'iﬂﬂt_m:j'?ﬁ_ | #2, DNS Admins Security Group...
' e
. 9 82, Server Admins Security Group...
4 [@] M}rManagedﬁkD
I» g ters
o | Users

5. FRABFEY ,FR—TBEARHE , 1EFE Properties (BM),

6. IEE Account (tkRF) #Z#, ., 7 Account options (I1RFi%IE) ;FE ™ , #E2 Do not require Kerberos
preauthentication (7% E Kerberos T8 £ 8FH) RXE

BELR

$E 2 . BiuHE%E—1{E AWS Managed Microsoft AD 13 #9 5 1F B8 %

$E 2 B BESE—{E AWS Managed Microsoft AD iH ST EE %

BARAEBIEETEK , ZRTBEEEIME AWS Managed Microsoft AD 132 B EF. MREE
FEEEIEFPBZRETMEE , F28 "EEEREBER ., UESHE.

£ 5 — 1@ AWS Managed Microsoft AD 15 & ES1E

kB BRES , LEREEOHRET. ERNELEBUEOHMRET , FEEL ﬁﬂ?ﬁﬁﬁﬂ’ﬂnﬁcﬁ
L BEHES, HlI , MREESE—E AWS Managed Microsoft AD & 7 EREHEE
MEREEEE— 1I¢E"‘“F]1§)\1=.Eo

(® Note
AWS Managed Microsoft AD th T BAIEE. BELBBRES , BREBEL—RBEOBRE
£,
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£ % — 18 AWS Managed Microsoft AD 2 R EEE

1. B3R AWS Directory Service £ A,
2. EEB#EMEL , #EHE—E AWS Managed Microsoft AD ID,
3. EESFHEAEREL , BT TIHP—IF :

- IRZSEFEETERSERSE  FENTERE A ARREBHENZERS|IER. NFESH
MEF  F2HE TEEHEEEE,

- IRSEFEETREETEMAED A FREBRRAN LR REIER,

4. 1£ Trust relationships (fSEB%) [EER , 112 Actions (B11E) , A%IEEN Add trust relationship (37
BETBR).

5. EHEEAEEEEEL , A% =@ AWS Managed Microsoft AD i) FQDN, B4R
15, HAERESE {8 AWS Managed Microsoft AD H{EER , EEEXRFE, BEAGE. Fit
flrp , RPEEER,

6. TEFRGNEBHUEMMD | 8 ASE =@ AWS Managed Microsoft AD DNS falfRESHY IP #uiit,

7. (ER) BEHES @ Pt , REW AL M AWS Managed Microsoft AD DNS fal iR 25 #Y 58
1@ IP thit, R ZHEILTLUEEME DNS RS .

8. IEHE Add (W), AEERELBAK , EREEN , RAERMBILS —FNEEZIE—FE
BRI ERKIL,

£ 5 — {8 AWS Managed Microsoft AD E &R EEE

BT , MEERESE =18 AWS Managed Microsoft AD B $#MMEELEHR. HABESE —E AWS
Managed Microsoft AD 2 7 EmHET , B EEHREZEE L AWS Managed Microsoft AD 13
REEnEE.

£ 5 — {8 AWS Managed Microsoft AD &R EEE

1. iREl AWS Directory Service £ A&,
2. EEBE#EMEL , EEFEEWNE M AWS Managed Microsoft AD ID,
3. EEHFHEAEREL , BT TIHP—IF :

- IRZEFEETERSERSE  FENTERE A ARREBRENZERE|IER. MFESH
MEF  F2HE TEEHEEEE,

- IRSEFEETREETEMAED  FREBRRAN LR REIER,
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4. 1£ Trust relationships (fSEB%) EER , 1#IE Actions (B11E) , A%RIEEN Add trust relationship (37
BETBR).

5. EMEETHRE@EL , A% —{E AWS Managed Microsoft AD 1Z#9 FQDN, i ABRIER I N
HEBB 2 EERERANE —HEEER. BEF M. Eifld , RMREL@,

6. EHRHGEREBZFIHWAS , 8 AFE —1E AWS Managed Microsoft AD DNS falfRESHY IP et

7. (ER) BEMES @ P hut , A% AL —@ AWS Managed Microsoft AD DNS fal iR 258 58
1@ IP Hhut, EEHZMEALTLIEEME DNS fRARER.

8. IE#E Add (¥1i]), EEEEXBRUEEIEE.
9. BE 6 RELES —ESPELNEELFREREERR.

RER, BEIEEMME AWS Managed Microsoft AD 3z BRI 7 5B KR, EMBERE 2B IR
E—HRR, Sl , IREBEREEFOBERERN , KFRLEMREERGEAR , BRI
%o

A& I&H AWS FEE Microsoft AD Connect £ Microsoft Entra Connect Sync

AHEREESE|ERTRLENSESE |, Microsoft Entra Connect SyncEAMicrosoft Entra ID{E A% &
#9 Microsoft AD [&E5 & AWS H,

FEAHBRES |, LHGHIT TIIRME -

1. B3 AWS ZEER Microsoft AD {3 ERE,
2. & Entra Connect Sync,
3. AWindows PowerShellAF{TIE S , AFMEYNERAEHEEEWER.

4. &% Entra Connect Sync,

PEFEY

SERAHBREZTEUTSE

« AWS 5E& Microsoft AD, NEFFME , 552 the section called “BIEEH AWS FEE Microsoft
AD’,

« —{& Amazon EC2 Windows {alfRE3 11T E 8 tn A BIERY AWS Z & Microsoft AD, MEFHMER ,
AR EEEAERTEE,

« Active DirectoryAdministration Tools 2 R % A REE AWS ZEE Microsoft AD #J EC2 Windows d]
R85, WMEFHMENR , S E the section called “Z 2 AD & AWS E Microsoft &7,

HIEE) AWS 5EE Microsoft AD Connect E| Microsoft Entra Connect Sync RRZ 1.0 200
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% B8 1 : B Active Directory#3Ei &

AHEBEBRREELE —E AWS ZE Microsoft AD AR EActive DirectoryAdministration Tools % £
Y EC2 Windows fRIfRZRFAITEER. MFEFFMEF , 552 H the section called “%% AD E AWS
Microsoft &7,

1. Connect £ B & Active DirectoryAdministration Tools#1T{E &%,

2. BY AWS ZEEH Microsoft AD #EEFAE. LA E K Active Directory Directory Service
(AD DS) Connector account&#JEntra Connect Sync. MEBRFHNFHMALR , S HMthe
section called “BIFHAE"

$E% 2 . & Entra Connect Sync

«  Entra Connect SyncfMicrosoft# 15 T & 2|4 & Microsoft AD AWS BEE SR EC2 #ITEEE.

/A Warning

ItEntra Connect SyncE BB EIT. BETRNTBREACETR 1 PRIV BEHFERE
MEXENER,

B 3 #H1TWindows PowerShelli§ $15

-  LIEHEEPowerShell B THIETUATRIAR, BTHESHER K RAFEREBRIE1 &
AccountName A T WS EH &E#W A SAM,

$modulePath = "C:\Program Files\Microsoft Azure Active Directory Connect\AdSyncConfig
\AdSyncConfig.psml"

try {
# Attempt to import the module
Write-Host -ForegroundColor Green "Importing Module for Azure Entra Connect..."
Import-Module $modulePath -ErrorAction Stop
Write-Host -ForegroundColor Green "Success!"
}
catch {
# Display the exception message
Write-Host -ForegroundColor Red "An error occurred: $($_.Exception.Message)"
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}

Function Set-EntraConnectSvcPerms {
[CmdletBinding()]
Param (
[String]$ServiceAccountName

#Requires -Modules 'ActiveDirectory' -RunAsAdministrator

Try {
$Domain = Get-ADDomain -ErrorAction Stop

} Catch [System.Exception] {
Write-Output "Failed to get AD domain information $_"

$BaseDn = $Domain | Select-Object -ExpandProperty 'DistinguishedName'
$Netbios = $Domain | Select-Object -ExpandProperty 'NetBIOSName'

Try {
$0Us = Get-ADOrganizationalUnit -SearchBase "OU=$Netbios, $BaseDn" -

SearchScope 'Onelevel' -Filter * -ErrorAction Stop | Select-Object -ExpandProperty
'DistinguishedName’
} Catch [System.Exception] {
Write-Output "Failed to get OUs under OU=$Netbios,$BaseDn $_"

Try {
$ADConnectorAccountDN = Get-ADUser -Identity $ServiceAccountName -ErrorAction

Stop | Select-Object -ExpandProperty 'DistinguishedName'’
} Catch [System.Exception] {
Write-Output "Failed to get service account DN $_"

Foreach ($0U in $0Us) {

try {

Set-ADSyncMsDsConsistencyGuidPermissions -ADConnectorAccountDN
$ADConnectorAccountDN -ADobjectDN $0U -Confirm:$false -ErrorAction Stop

Write-Host "Permissions set successfully for $ADConnectorAccountDN and $0U"

Set-ADSyncBasicReadPermissions -ADConnectorAccountDN $ADConnectorAccountDN -
ADobjectDN $0U -Confirm:$false -ErrorAction Stop
Write-Host "Basic read permissions set successfully for $ADConnectorAccountDN
on OU $ou"
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}
catch {
Write-Host "An error occurred while setting permissions for
$ADConnectorAccountDN on OU $0U : $_"
}
}

S B8 4 . 2%t Entra Connect Sync

1. RATHRE , B LLUET T EHAIMicrosoft Entra Connect ( LABT# & Azure Active Directory
Connect ) BLE 3,

2. BITL—ESBHBALBERE , 2BR—EMicrosoftAzure Active Directory Connect{f &, £ MR
HEERE REP , BW "BFT. .

&» Microsoft Azure Active Directory Connect - X

Express Settings

Required Components
User Sian-In If you have a single Windows Server Active Directory forest, we will do the following:
* Configure synchronization of identities in the current AD forest of

* Configure password hash synchronization from on-premises AD to Azure AD
& Start an initial synchronization

* Synchronize all attributes

* Enable Auto Upgrade

Learn more about express settings

Select Customize to choose advanced deployment options or import settings from an existing server.

3. K ([LREXVEAH|RES , BRN[FEARENVRBEIRS] REGH, ERBEIRS BB REIRSZ
Bh  WALESE 1 PETZFEHEMAD DS Connector accountZ B2, Hla0 , tIREHN
AD DS Connector account## Zentra , BItRFEZBHE R corp\entra, RARBERE,
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& Microsoft Azure Active Directory Connect - X
-
Install required components
Express Settings . L _ i i
Mo existing synchronization service was found on this computer. The Azure AD Connect synchronization
service will be installed. €

User Sign-In

[ specify a custom installation location
[ Use an existing SQL Server

Use an existing service account
) Managed Service Account

® Domain Account
SERVICE ACCOUNT NAME

| corphentra |

SERVICE ACCOUNT PASSWORD

[[] specify custom sync groups

[ Import synchrenization settings'ﬂ'

Previous Install

4. K "EAERAL RESR  ERTIIEF—ERE

a. [EERE-IIEEAFEMEAEMNACctve Directory Al F & M Z T2 828,

b. TERE-EZEEMEHAREEE A Microsoft Entra (%8184 Azure Active Directory (AzureAD))
=} Office 365,
REBBRET -5,

5. £ "Connect £, Azure REH I A '2EHEES, WEAERBIELE , Entra IDARIEE
M —%
6. 7E [Connect &K B 8&] $2E wh , i#4Z [Active Directory B 388, BZBRAAKZRMN AWS ZEE
Microsoft AD BYff R, AZRIBEZFRIE &,

7. HEBE—@EEEHAE , ERENRFEE, W [EFARE ADIEF]. WAESE 1 PEIKAD DS
Connector accountfE A & BB R , AR E [BE]. RBEET—F,
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- X

& AD forest acoount

. .
Connect your directories
e AD forest account
Required Components A . . . .
Enter connection information far your on-premises directories or forests. @
ser sigri-in DHRECTORY TYPE An AD account with sufficient permissions is required for periodic synchronization. Azure A0
Connect to Azure AD B Connect can create the account for you, Alternatively, you may provide an existing account with
Active Diractony the required permissions. Leam more about managing account permissions.

Connect Directones FOREST @

Azure AD sign-in corp.example.com v Add Directory
Dom: Filterin

No directanies ae cumranily comfigurad

The first option & recommended and requires you to enter Enterprise Admin credentials,

Select account option

7} Create new AD account
ent SETS N

. 5 ® Use existing AD account

Fiftering |
Optional Features DOMAIN LISERMAME

Configure corp.example.com

PASSWORD

| N

8. 1t [Azure ADEA| REF , EH [BEMAHEFA UPN BIRECRINMEAN , s1RRREREA
RERTNERMEAMEE, Entra I DARARBET -5,

9. E#AE /OU ENEREH , BIFAEERNIRIE, MEFHMEN ,
EMicrosoftii BB X R ER EEii, RRBET—F,

10. HREBIERE, BRMEADERGET , REARELRMT—F,

1. £ "REL REPR , RBERKRENRIN "8E) . WEEEntra Connect Synci$EK , BFERE
5B E BEEMicrosoft Entra IDEI 4 R IE,

5828 Entra Connect Sync :

BRENEBER

AWS Managed Microsoft AD £ R BHERRKAB R EFHTEHRERNERLR. SERNEEES
HERNREFEAS "HEHREEER, . FERBEREMELRENEAEYY LDAP ERRHEIER (LDIF) 12
xR , 18E AWS Managed Microsoft AD B s BEIR, W1FE AD EBHER R NER SEEHER
WEEHERR , F2E T EE,

*rE

 JE{f AWS Managed Microsoft AD #4852 i B 4

o HEBRE Bk AWS ZEEH Microsoft AD 221§
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HE{H AWS Managed Microsoft AD #5 #8 $ 28 i Br 4

EAIUEIBFT IR YR RIMEE , REEMHER AWS Managed Microsoft AD #&#8#R, #ltn , tRE&E
MEAEXASTESERBHRSRXEE B AIGE , R T UABTIREF,

&t ] LUE PR AR BRI | M 4E4EE Active Directory M BRI N BHNERAERERZE,
B EEK K3 AWS Managed Microsoft AD it ¥ ERENEBE AWS Bk , ETERHAE
Ao

BE# B EIHRE Active Directory EHEHIANW BB R B L EERHE—/ ID, W —R , BN AIHIE
ERERLERE  BAUNERELIEMREM -1 , METIHEAMERBEER, EL IDBA AD YI#
#BIFF (OID) M & FHMAE AWS Managed Microsoft AD A,

EERKRER B2 HERE  Ex AWS ZEERM Microsoft AD ZR#E,

MHEEE

- BRENGEBHER
- ERHERTE

HEBRE . EX AWS ZEEM Microsoft AD 218

EAHES  BBETNAEREN AEH AWS Directory Service B Microsoft Active Directory B
#% , A AWS FEE Microsoft AD , BBARMNME—HEBHENE , RELNEEER, AWS ZEEN
Microsoft AD #E B RIE IS ReeE A MM LDIF (RER B HIBEN) BSHBERRKLENE
Ao

1% (attributeSchema) EREREF ML , MEEE (classSchema) EREREH R TIE, Fl
1 , Active Directory FATERN R EMHEEBERERFEREMER , MEAENERNARS , 4
MEFEH4 L EFERER , Ao HBEER.

MREEEFBHAOBEM , ISR  EUUERERARENTEYE, BEUUERTRMLR ,
B2 1 8 20, —BE#IE attributeSchema Y1 , B EFE LFE A EclassSchema VIR I EZE
., BETLUERZRIZEER,. fln , HHB B RIBIE AR, WF Active Directory #E B
HEFHERR , 5528 "M AWS Managed Microsoft AD #EAEIEIRAVBERE )

L THEREE=BAELXLTR
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Shoe-Size

. LY LT Attribute —
L User . Limit 1 to 20
1io20 Jlnh Classes
n" il User
Contact

Attribute

Asciated w M—
Create lasses Import Verify schema
LDIF file LDIF file changes

$EB 1 - BYERH LDIF X

BE , BERY IDF ERUNEEBHEZFEINHTBENTMNER, FSEI/ERENT—
18 P B A 15 S (EIRE 2R
$E 2 [EALRW LDIF X

WS B | EE LU E AWS Directory Service #4114 LDIF #2 R [E A Z &8 Microsoft £ &
H#IRE,

FR3  BEEEHALEHRRKI

R% , BAEHER  LEMEM EC2 HITERBRIEMAEM S LR Active Directory FH8 1R Ayt
o

$E 1 - BYERH LDIF =

LDIF ERERFEENMXFERERKN , KK LDAP (BER B HFIIHE) BHABRNENF
X. LDIF 8B ARERA —EiL&E  SEYH (FHE) —FiKLK. CHAREHENENH
R, Plansrig, Bok. MEBRNEHSS  SEEFFR-FLEK.

EIBE AWS ZEEH Microsoft AD B #& E#1T1difde.exeEATER , AWS Directory Service [&
AEERFBIEREEN LDIF B8R, At , CSRRTH TH LDIF BEFBTEREEY, WEFHE
A, FSHE LDIF 551K,
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RZ% =75 LDIF TEWLUEE, FENEMENBEBHEREN. EREEABELIR  FHLTHRE
LDIF ERFERANFAELFERSARHE -1,

BARAEBLETREAT IS SMUR , BEUEHN LDIF R,

- WRERTE - THEEBERTE  SINEE. B, ¥4 1D NEGNEE. MEFMAENR
B R TR,

3
¢

- HBF? - FHEESL LDIF B AYE B JEF 2:81E Directory Information Tree (DIT) f¢ £ EI T EL
EJEF. LDIF ERIEFH—MFAUMT :

. REMIEE EB—1T,
. FEANEQEA %,

- FRELABHADPEEMEIYHERZFEE, NREMTEE  EL4 ALK CMHFTEEEBERST
REfER. Blmn  BBAKENBY , TR RGER.

- DN H9#& X - ¢t¥) LDIF BEXRFHNBHRFIER , EETHE—TERPAIE T (DN), DN BETE Active
Directory #1489k B 8%+ # 2 Active Directory ¥1#f , EX BT SR B SR T, Hlan , btk
By B &8 T4 2 DC=example, DC=como

DN tE%4ZB @& Active Directory I E BEZ% (CN), E—E CNEEERBMREHERE, BT
x, BAEMER CN=Schema, CN=Configuration., JEfE CN HE{RIZRESMIER Active Directory &
BHR, WEAmd | SEEFIERIEHN Active Directory YWHHI AR, DN EREH —RER,

dn: CN=[attribute or class name],CN=Schema,CN=Configuration,DC=[domain_name]

FEAHEBS | EREEN DN T

dn: CN=Shoe-Size,(CN=Schema, CN=Configuration,DC=example,DC=com

- BE - RRENEBHERzE , FEREULTHNES,

- ERIZM Active Directory B IBIR 251 , B L REGEALREFEN Microsoft B, MER
&R , 5526 What You Must Know Before Extending the Schemas.

- BEEMBREBERBYERER, Rtk , MBRAEDMETEARBOERE , RREFAYH.
MEHMME , 5528 Disabling Existing Classes and Attributes,

« F"XEEF, defaultSecurityDescriptor
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BERATHBUOMER LDIF ER , YEFARAMNAE AWS ZEIE Microsoft AD #5#8 Hi ib 2E (H 1= 4 1Y
g5l LDIF B35 , F2HARTEMIES LAER AWS ZEER Microsoft AD B &gt X E,
AWS

‘RESR

$EB 2 [EALRM LDIF BXR

$EB 2 EALRW LDIF BXR

& A LA AWS Directory Service £1F A E A LDIF #ERFH APl RIBFXEEHR, mEFEN@ERE
BIRIEM AP ST RIENEMER |, 5828 (AWS Directory Service API 2%) , AWS BEIF
¥ #& Microsoft Exchange F/\ S AR REZIATHEBERER,

/A Important

E8% AWS ZEER Microsoft AD B & BIERETENR , FEREER, 152, —B
IER M FHV BRI B | Active Directory T AFEBRRE. T8 , BALMEAE.
WMREXNEMBREBIERNEE  SUIRERZTNRBERB &, ERRBEILEEER
MEERMEOB LN K MAEIAREBHRE. FIE  RENIBEFZHLRA 180
Ko MEFMER , S E Microsoft #835 £ Useful shelf life of a system-state backup of
Active Directory.,

EEMREFFEBZE , AWS ZEEHN Microsoft AD EHEEUR B ER & B 8% B AR A8,

@ Note

fERB R AR = AWS B Microsoft AD R E£1iZheE, MREER ZEHER  RIAEAHE
TEEE FHTTISR, BELEDEREMEERESE., NIFEFMER K F2H £5HE
B,

ALK LDIF 85

1. 7E AWS Directory Service TS EEEKF , BHE &,
2. 1z Directories (B #) EHE9 , #iFEH# ID,
3. EHHFMWEAERRL , BTTIHP—IF :
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/backup-and-storage/shelf-life-system-state-backup-ad
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- IRSEFEETERSERSE 6 FENTERE A ARREHBRSIER. WEFHREN , F
2E TEERHNEAMESR,

- MRZEFERTREERNEMES , FEEHERSITR,

4. 7 Schema extensions ({E BN EE(H) [BER , #IF Actions (E11E) , A& 1E$E Upload and update
schema (LEREFHEBHEIR),

5. HEHFEAWD , ZF—T Browse (BIE) , BENEMH LDIF R , m AR , REEIE Update
Schema (EFiEBHER),

/A Important

REGBHERR -HEENRAE, TEELEERRPEREMAARERZIAZAREHER
FERREARENERERER.

LDIF BN EAAZX

HEEH LDIF 5% 2% , Microsoft AWS ZE I AD SIS BRRREBEEHNBEFRTEREER , AR
TCERBTIIEFERRE,

1. B8 LDIF 2R, BN LDIF 5B LIRS P T AYH , Bk AWS ZEEHR Microsoft AD
SELLEEZRINFTRE , UHBBRREAMEETS AN, ELREIFEBRTHIER :
- EEFNYHERREBEEBRRASRF
« DC ({2 4vh) # 2 F4E LDIF S BHITHRENREEE

2. BV BB &R, BAUEARRRERENEE U ENERAEXEEFTGBER 2B ERE
EARE=E,

3. MEFERATE— DC., AWS ZEEM Microsoft AD st EF —{E DC , 4% LDIF EEHPHNE
HERZREMN DC, A%, CEEMET—EDC HATERLBHER  REBEETBEKRZDC,
WA, Ldifde.exe

4. EEBLEIRE DC. AWS S EEM Microsoft AD E#IEEEN DC HIBEEE , UEHREH., &
— &R A% | BB FMTHHE |, BER R ERARENIEM Active Directory RTE

T—38&

HER 3 AR BRI R DI
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FR3 BRERERLEMHRERI

EREARER  FRBLRIFERERENEEEMIEN B &, EXLEBREMEAKBHEBER
EMWEARERZE  LHER, BuLUERAZETEN LDAP TE | BB HEE LDAP B HH
AR T ERHITIAER.

R FEFA Active Directory FE B IR A XN EEE T/ PowerShell BRFZBEREHRECEA.,
AR IMA AWS ZEE Microsoft AD BN ERETELTE, EURREATREERL
BEix (VPC) B BEBRILAEBEE (VPN) ERE , EEAIIHEMBEHHITH Windows fRIRES. &t
A LLFE Amazon EC2 Windows #{TEEE EHITEL T B (BRI i EAE 0 A S BB 3 #Y EC2
T1ERE).

£ Active Directory #5181 1R R EREITERF

1. fERATechNeti@it ENIERLEERATESEBHEARANEERETT,
2. BARX Microsoft Management Console (MMC) LA R iER 4 B #8) AD 18 HR %R B 4.
3. & Classes ($75l) M Attributes (B1%) EXIR , BERERB 2 AN EEBEREE,

ZEEFEFE A PowerShell

1. BARUR PowerShell &,
2. fEALLT Get-ADObject cmdlet ZREREFEBIHAEE, Hl :

get-adobject -Identity 'CN=Shoe-
Size,CN=Schema,CN=Configuration,DC=example,DC=com' -Properties *
ERSR

EXEEREE-ER

REREEHET-ZR

ERCENTBMI B EZFEFRIEE AWS ZEE Microsoft AD B EBME  BERAIIERS
|28

EBMFIEE

1. 3$TB&Windows PowerShellS{TERRERF , ¥ FAUTHSREN B, £ EEEHF+ , KPS
#&FT#Y EC2InstancelD EFTIB R4S EEKN B,
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PS C:\> set-adcomputer -Identity computer name -add @{example-
EC2InstanceID = 'EC2 instance ID'}

2. WALHITUTHS , B5% EC2InstancelD EEBCHENEMWH -

PS C:\> get-adcomputer -Identity computer name -Property example-
EC2InstancelD

HEEIR
THEREZ MR Microsoft #8u5 W IR NI E A

+ Extending the Schema (Windows)

» Active Directory Schema (Windows)

» Active Directory Schema

« Windows R#EEE . #EFK Active Directory 248
* Restrictions on Schema Extension (Windows)
+ Ldifde

HESBIREY AWS B Microsoft AD B 8%

AEFER A (A #EE AWS ZEIE Microsoft AD IREN — R RZRGEE IR,
TE

. ¥TIEENX UPN 5

M BRIE AWS FEE Y Microsoft AD

EFmBEENGARE

BB SRBHIER B &%

FRIEH) AWS B2 Microsoft AD

WA B &E

HEE X UPN Bi5

OB R EAE B A (UPN) REEE AWS Managed Microsoft AD B $& , LAfE1{L Active
Directory (AD) BABBHERE , Y HEFEAEETARR, EEEEM , BX4EFEH Admin IRFE A
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https://technet.microsoft.com/en-us/library/cc961581.aspx
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REBBAWIREEA AWS ZERNERETECREGEESHBENKE, NELBENGFEEHR
F2E A EHAIEE AWS B2 Microsoft AD SEE) H $# /BB E,

BB UPN BT

1. ¥ https://console.aws.amazon.com/ec2/ BRI Amazon EC2 £ &,

2. FE/MAZE AWS Managed Microsoft AD B 8&HJ Amazon EC2 #{T{E R, BENFITELE A6 AREKE
HY Connect ((E£R).

3. 1f Server Manager (fRAIfR2EEER) i E , 1##F Tools (L R), #F , i##Z Active Directory
Domains and Trusts (Active Directory #8315 & 51F).

4. TEERIBHEE Active Directory Domains and Trusts (Active Directory #EFME1F) T EBEAE |
SR1%I1RZ Properties (BH).

5. 7t UPN Suffixes (UPN E#5) &5|5% , @ AE UPN 25 (fl/20 sales.example.com), EIE
Add (¥18) , RERIEE Apply (EA).

6. MREFEMERANEBN UPN B , FEESR 5, BEREEUEAHERN UPN BiR.

i BRI& AWS EEE I Microsoft AD

MERZ AWS EEM Microsoft AD B , EIBRATHE B HERMRIRE , MAEEER, MRE&Z
#® A FIEMABSNHTERSRETE, T8 6 SELIEAEEBIRBAELHTER. CFERE
R EBE Y A GE A B IR P 2R E N L H 1T EEE.

B B 8%

1. 12 AWS Directory Service A EBH K , EWA &. BREVURIBEN AWS EHF Active
Directoryfu &, MFFMENR , FSREEESE,

2. FHEEELEMBRN B FLIERAMEM AWS EAEN. BAN AWS EAEXSMHE L EMBR AWS
ZEEM Microsoft AD = Simple AD,

a. 7t Directories (B #) BEEY , EZERB# ID,

b. £ Directory details (B $#&z¥#& ) EM L , i#H Application management (B EE)
REER. £ [ERAAWS BXERE BE+S , ZLEE B KEMABHLE AWS EARER,

« {2 AWS Management Console 1ZHUE, MEFMENR , 5528 =H AWS Management
Console 1ZH,

- ZE=H Amazon WorkSpaces , BB # WorkSpaces 2 & S B $&EUE FHH R .
MEFHMEF , 5528 Amazon WorkSpaces EIEIER P AL B $EEUHE M,
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« EEMH Amazon WorkDocs , #8277 Amazon WorkDocs 2% & F Bk Amazon
WorkDocs #ih, MEFEMEH , 552 E Amazon WorkDocs & 2 15 = 7 1Yl BR 49 0t o

« EZHH Amazon WorkMail , &% BT Amazon WorkMail 12 &l & F Ik Amazon WorkMail
S, MEFMET , 5528 Amazon WorkMail EE S 155 PRI B ERE L

« ZE{EH Amazon FSx for Windows File Server , &AW AREF R Amazon FSx R %R
. MBEFMEN , 552 B Amazon FSx i A Active Directory® Windows 18 X Al [REFHI &£
A& ER I FSx for Windows File Server,

- ZE{ZH Amazon Relational Database Service , % BRI F B Amazon RDS #1T
E5g, MEFMEN , F528 (Amazon RDS FRHAERRE) PHEEEFHER EHTE
g%_ﬁko

« ZE{ZH AWS Client VPN R , &4 EHE Client VPN in BB KR B R, NEFAE

# , F2B (AWS Client VPN EEF ) 8 (Active Directory5# ) o

« ZE{ZH Amazon Connect , B4 EMIE Amazon Connect $TERE, WMEFMERA , 35
2B {Amazon Connect B E158) P HIMBER Amazon Connect 17 1B #& — &0,

- EZ Amazon QuickSight , 248 # Amazon BT QuickSight, MEFEMHE |
Amazon QuickSight £ &S+ EIET Amazon QuickSight 1RF .

3
W%
&

® Note
MREEEMEH AWS IAM Identity Center B 2 Bl E#G EER ZEFTEIMERE AWS FZ
‘EIE Microsoft AD B , RIXASXEBE G 5 BIRIRE , AR EEMBER S 5 3B 2KF o
MEFHMET , 528 (IAM Identity Center EREIERE) THEE 5 29 K FE—H,

3. HEEBEERKT , REEH.

4. FREWMEMRRABE &K, ARE-THER. MREZKFTELDENRRE, MRREZKR  ZEHSR
1B/ B SBEFBER.

EfwBEHENEEER

&A1 LA AWS Managed Microsoft AD B ## BRI A B BEH TS , FHESHEEM Microsoft

Active Directory (AD) ¥ & &%, @t—& , AWS Managed Microsoft AD B & HRIRE IR K A EZBERE B
HFREWBRBRENAD FHE, FRESBEABEEEA AWS ER (fln&EEMA AWS Managed
Microsoft AD B ##J Amazon EC2 1 Amazon RDS for SQL Server #1{T1EE8) B , A E(EAIEER,
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https://docs.aws.amazon.com/workmail/latest/adminguide/remove_organization.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/aws-ad-integration-fsxW.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_SQLServerWinAuth.html#USER_SQLServerWinAuth.Managing
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_SQLServerWinAuth.html#USER_SQLServerWinAuth.Managing
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html
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https://docs.aws.amazon.com/quicksight/latest/user/closing-account.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-change.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/rds/sqlserver/
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BREEMY , BLEFER Admin IREFEA , AEFELEANIKRF AR AWS ZRNEAELHEREE
EESHENKE., NFELFENFEES  F2RMTEREESRE AWS EE Microsoft AD JEE) B %48
BXE.

MEEBEFGIRALEESTHENEMESR , 5528 Microsoft #835 _EA Domain Locator Across a

Forest Trust,

EFdr& AWS Managed Microsoft AD 35 & &

1. ¥ https://console.aws.amazon.com/ec2/ B Amazon EC2 £ &,

2. ¥&EMALZ AWS Managed Microsoft AD B #H#J Amazon EC2 #i1T{E#E. BEHTEE A REE
HY Connect (E#%).

3. 1£ Server Manager (fAfRESEEE) 1B , 1#1F Tools (LE), #F , 1##F Active Directory Sites
and Services (Active Directory U5 B E2RR 7).

4, FEERIBE®ES , BB Sites (WhE) ERR , FUHEBEB LR —TBE AR (%A Default-Site-
Name) , A#%i12#2 Rename (EF T HA)o

5. BIAMKMEERE  REEE Enter (AA).

BV B SRRIERE &

AWS Directory Service IRt BEMLHVE BIRR , AseH BB AWS ZEE Microsoft AD SEE) B #%
HBEERNFEHIRRB, ELERBETARHIT point-in-time BREXHIWE &, S AWS ZEEHW
Microsoft AD SEE) B $k REEFE A R EFBIRBE, MRECZEZW LR, AIXEAMBRES—EBRENF
BhiRER , FREE HMFEIRB, £MERE AD Connector B I 1IR R,

(® Note

REBER AWS ZEH Microsoft AD WEEIZhRE. MREFER ZEHER , AIKERE TEE
HHRHATTISER, SELEDEAEMEERES. WFEFMEF , F2H 2HEESY

Lb
BE,

ES- |

- BB HHRE

o RERERIERERY B 8%
- MIBRIRIR

HELAWE & k7 1.0 215
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B E SRR IRR

BT LAERRIR , S B SERIENRBNSERN. SEEZVEESNFHIRR , FAT ISR,

® Note

BEBHFAREY 5 EAFHRE, MRESEIL LR , AXARMBKET —BRENFBR
B, TRREMHEMFIRE,

BUFHRR

f£ AWS Directory Service =S BEE S , #EE #,

£ Directories (B #) BEE Y , EZEBH # ID,

EESFMERAEE L | RIEHE R5IER,

ERBERS , BEHFE, ARENEURE,

EEVASRBYEHFES R , RERBNERE (WRFE), EREHER , BEE,

o ~ w0 Dhd =

RIBEWBE G , BEURBAUREEL E, REERBER , Status (RE) ESLBEL
Completed (BEEMK)o

TR IRIE RARRY B 8%

HRRERESZAREEBENE %, BHRRBERCMANEIREEHEMSEE—HN, —BARER
RERIEVENREE &, A, FHRBOHZEREHRLES 180 X, NEFMEF , F2E
Microsoft #¥5 Y Useful shelf life of a system-state backup of Active Directory,

/A Warning
BMEBEEETEARRBIERZBIBE AWS Support 0 ; BPItLEFREL R BB RENTT
RIBER, RREREERETER , ALRBERTREHREREX, FHLTHRETHRE
g2 a , FiEEEE $AEBIEH DC M DNS iR HE RN BEARMEE,

HERRRBERENBE & , BT TR,
RERERIE R B &

1. 7E AWS Directory Service A EEHIKH | BHE .
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2. 7z Directories (B #) EEH9 , #iFH# ID,

3. EHSFHMENEEL , BREERE RIEH,

4, HERBERT  BEVEEPHRE | BEEFEDHE , ARBIERRRE,
5. BREEREHRBHFHIRPHENR , RAREEER,

HAZ AWS EEH Microsoft AD Bk , et ZEEMBI =@/ MBI EERB &, KWER<2®E , B
FREEEEEAL Active, RBAHCEMETHNEMNERKESEHNSEIES.,

il B R BR
it B R BR

1. 7E AWS Directory Service T A EEEKF , BHE &,
2. 1f Directories (B ) EEY , EEB# ID,

3. EHSFHFMENEEL , BREERE R5IEH,

4. HERBERD , EEDE , RABIZIMERRE,

5 HREEMBRRR , RERZEMER,

FHRIEE AWS B Microsoft AD

WA LUE BB A |, SEHZEEMR AWS B Microsoft AD FH#)Active Directory &1 3Kk AWS
Support, WMEFMET , 5HSREAWS Support FRIEEPHNEY X ERHIMEFEE,

(® Note
ZEEESEEARTIHEN AWS ZEE Microsoft AD 124K :

o XBEIREP (HXMH)

o XBIREB (HEH i1t EB)
- XEIFEEP (InF B 2L ER)
- XEIFEED (BREM)

« JEM (FRAER)

- TXESE (BE)

+ Asia Pacific (Mumbai)

- BKESE (BENDE)
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- mAREHE (KFR)
- mAEE (BH)
o DK@ (F0K)
- mAREE (KE)
(
(

- EAREE (HME)
- TAED (E@EA)

- BKEH (RR)

« MNEX (FEB)

- MEXES (-HJWFIJ)
- HE (4

BUM (FHEST)
- D&% (HHhLiER)
» Middle East (Bahrain)
. R (FTRABS ALNE)
- mEM (BRE)
« AWS GovCloud (EEl 7 %f)
« AWS GovCloud (EREI R ZF)

Fik AWS EE Microsoft AD B , EEFE —LRH|, ELEAA :

- ARBEEENER, MEFMHEFA , 552 E AWS Directory Service EfEo
SR e Active Directory 215 , R 4B 58 BB % A MO ARAS Loz



https://aws.amazon.com/directoryservice/pricing/

AWS Directory Service EEEmR
- SCHTRYIRERIE FH#RActive Directory% EE A RIER,

- ABESEREMNHEE A HAEREEIT AWS Supporte. ABEEARFFERERBBE—EBR L4 9 8
ETF 5 MzEET,

- FRBEFEMERENE,

- BEFREFHE , 2 AWS B Microsoft AD WBERHI S — IR AR — 1B, EseEH R EE
ELEEXE  YRERMEBHEER,

- MREHWEABENFEANEMFIEH N BB IP 21k , M3 Active Directory B |
RAEEFEmMmELEARER,

- MREMER LDAPS (BB SSL (W ER B S FEUEAWE) , MR g REEHNNEE.

W E &
L ARRRIR B R HBER,
WA E &R

1. TEAWS Directory Service A BBEE I T Active Directory , ZE [B #].
2. E—THE#&MWB& IDEH, BEENMEBEFSETEBSKFMERARH,

ZE Status (Hﬂ(ﬁf%) WM ER | F20 T 7HREN B &ikEE

Directory Service X Directory 'y Service > Directories > d-1234567890

d-1234567890

red with me Directory details &

Director ytype Directory DNS name Directon yID
Microsoft AD corp.example.com d-1234567890

Edition Directory NetBIOS name Description - Edit
Standard CORP Microsoft Active Directory

Operating system version Directory administration EC2 instance ()

Networking & securit y | Scale&sh Application mana gement ™
Networking details Cc
vPC Subi Status

© Active
Availability zones Last updated
ssssssss 1a DNS address Friday, July 21, 2023

Launch time
Friday, July 21, 2023
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BT AWS ERFHUELR £/ & A

AWS Directory Service FJZ&M B #k £/ & MEFEFE AWS BREMEIR |, fl0 Amazon EC2 1%
BNEEE, BLART IAM EAEEEESNFEHES 2 EEBE (AMBER) , ATEBESPHNE
A& EFIEM AWS &R (B0 Amazon EC2) , B47B# IAM B EFBURIETRIGIE LA & ME
B, MEFMEET , F2HE (AMERAEEE) 0 1AM A6,

MEA RN EF & FEEN E A AWS Management Console , 552 B A AD BFEFH AWS
Management Console,

e

- EYFHAER

- REREACNEERRK

- BEAESIFEETGREAR

- BREREACHERENEAR

- RECBREAESFE

+ ¥} AWS Directory Service fEf AWS ZEBUR

BUYFNAE

MREEFEZZTHN IAM BBLEE A AWS Directory Service , AIX AR IAM TRAEBUZA
B, BUAGBZR 6 SXRERTHEZACHEEER , FTEETE AWS Directory Service TZEAHEE|
ZAB, MFEFAES  F2R GERGACNEERR.

(® Note
HITHEBNERESAERAT TS IAM BENFT. NFFEER , F2H 35 EER
& (IAM BUE).

* IAM : PassRole

* IAM : GetRole

* IAM : CreateRole

* |AM : PutRolePolicy
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£ IAM EEAFEVFTNAE

1. HEIAM EZEZENEBEERYT  BEAC, WEFMENR , F2E (AM E£AFER) PHELA
& (AWS Management Console) — i,

2. BRERVUAG,

3. 1£ Choose the service that will use this role (ZZAE ALt AEKHIRTE) T |, 12 Directory
Service (B #AR7) , REBIZFEIE Next (T —F),

4. BREBEERZBHKERAENER (H20 AmazonEC2 FullAccess) Zi2 I ZEUF I , REBIRE [T
_i]o

5. MEXE , BEBHEIZAE , REFEE Next ((T—D).
6. IR Role name (A& #8) &M Description (FREA) , AREIRIE Create role (BRI AE),

g5l : B A/ELUEA AWS Management Console 7L

UTREBFERMERIFTACIURISE R KMEMAEES Amazon EC2 TR EFHER , FTAATK
HYERE S B,

1. FERLRRER, LIAM EBEBI—EHAG, EXREREER/BRE , HEEFETEE EC2
FullAccess.

2. FRAREREACHNETHRTNISIBRFEEENEINAR K REFEVENESEBRREAEZTR
KX, AWS Management Console & A T —BSRNEFEE & , BDEHITUHIER | F8E
VEERAR,

3. MKEBREUA AD BFEFEHL AWS Management Console P #Y 5 BB HRERE AWS Management Console
) — AR 17

4. EREEEAEIFEEREEEACHNSER  BFE EC2 ERTRFEVEA /A& E I
At

mERGAGNEITHRR

BT LS R AN 1AM B &R AWS Directory Service A& MEEH, B2 , EHIE—% , At
HHES1ERE B AWS Directory Service, E&EMA+ AWS Directory Service W2 F &M & &K E L
FHAE  SEBREUEERKR. BREEAIE AWS Directory ServiceZZ I IAM A& LEFE
ER.
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EEBVREACNEEEREZR AWS Directory Service

1. BIfE https://console.aws.amazon.com/iam/ BIRK IAM 2 &,

2. EIAM EELEEERNTFNEERYD  EEAG,

FRAgRTRAIRFNAE,
3. BRELESUCACHNER K AREAGHEE L  ENEERRRIER,
4. EERRBEIBX.
5. HEBERXH , MEUTAR , RAREFEHMBK.

{
"Version": "2012-10-17",
"Statement": [
{
"sid":. "",
"Effect": "Allow",
"Principal": {
"Service": "ds.amazonaws.com"

iy

"Action": "sts:AssumeRole"
}
]
}

BT LAEA AWS CLIEHLBER X . MRFHMEF , F2H (AWS CLI 8 52%) F /Y update-
trust — B

HERERHEERGREEAR

BT SR AR 1AM B &Rk AWS Directory Service (EA&EREH, Bt |, FRELESTRUT
B]1F.

DERY

. glZE—1{E AWS FEE Microsoft AD,

- BYFEAEREMLRE

- BV EEERIFEMAE AWS Directory Service, T LAfREEIR A A BN EERF,
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® Note

REATFZEBEHPNERFEEAEETFR,. RFANKETFNEEES , BFEHENK
BRIE,

HEAESFEERGERESE AMAE

1. 7 AWS Directory Service 28 EBE&H KM Active Directory T , ##E B &,
2. 7E Directories (B #) EEH9 , #IFH# ID,
3. EEHHFMEAREL , BTTIHP—IF :

- MRZEHFERTTREERNEAER 6 FEEEARXEERIER.
- IRZEHEETERZEESE  FENEETERNEE  AREZEAEXEERLRSIER,
MBFHMEF , F2H TEEFHEAMET,
4. [ T#EEAWS Management Console[EEk , i#12 [E)E] 0 [EXH],
5. E[ERIEZEAFIE] ERT , AEEREREAENERE IAM AEEE IAM AEER,
6. 7 Selected role (IZEUHI &) BEHEHAY Manage users and groups for this role (B2 Ltk & B # £
FEFMBE) T , #IEFE A (¥718).

7. ERFERENEENEZEACEHEMNIER Active Directory R T , BESZEEFERFE AWS
Management ConsoleZ 1k EFFERY AWS Managed Microsoft AD &% (LB R) RIS ER/ R
(BEER), NFENMAREEETHRNFMENR , F28 "#HZE . 7£ AWS Managed Microsoft AD
MBERETEK Active Directory 82 BN EEBEEZ, -

8. 1E Specify which users or groups to add (I EE#IEHEAEDAFHE) T , EE Find by user (&
EAFESK) = Find by group (kB HESIK) , AR AERAENFENER. EUENEKFEEE
B  EELEMENERAENEE,

9. B Add (W) , TREERAENEFERERGAE.

BRRERGAENEAENEE
EERBAETGAGNERENEE , FRT TSR,
DB R

- BENEAESIREEREEEAE,
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BBERGACNERENEE

1. 7 AWS Directory Service 2 EBE&H KW Active Directory T , ##E B &,
2. 1f Directories (B #) EEF , EEB# ID,
3. EHHFMWEAERRL , BT TIHP—IF :

- MRZEHERTERSERSE  FENERAERNES , ARZZERAEXEERSIER.
WEFMES , F2H TEZEHEAME.

- IRSEFERETREETMAES , FREEARAETERSIER,
4. HEEXIZATNERT , EELERAMN IAM BE,

5, EERMACHENERLAGHNERAENFEEERT S MRRERIGXACHEREME
#Ho

A EBERERENEE
EERACBREMAERFE  FUTTIISR,
A EBREREREFE

1. 7E AWS Directory Service 5 BEHE#KH , 1##F Directories (B #%).
2. 1f Directories (B #) EEF , EEB# ID,
3. EHHFMWEAERRL , BTTIHAP—IF :

- MRZEHFERTERSERSE , FENEBRERNES , ARZZERAEXEERSIER.
WEFMES , F2H TEZEHEAME.

- MEZESHEETREENMARSE , FEEEARAEERSIER.
4. 1£ AWS Management Console BER T , BELEREN AR,

5. 1f Selected role (EELHI &) HEI Manage users and groups for this role (BEE tt & &K F F
EMEAE) T, ENERTBRACHFEAELTFE , A%REE Remove (BRR) ZACEMENRIE
ENERAEMBEEBR , EFTSRENIRFBR,

¥ AWS Directory Service £ AWS S EHX

AWS Directory Service I2t % AWS ZEBE , A AWS REME R FEUE (5120 Amazon
EC2 X AMEEIE) RFENERAENMEHR, BXAXLEA AWS Management Console = BER1R1E
LHR,
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AWS Directory Service BRIEE
- MEREFE

- ERERETFR

» AWS Directory Service T2 1FH
« AWS Directory Service M7 H
+ Amazon Eir B # T BFE

« Amazon Eif B #& 1B FE

« Amazon EC2 EEEFH

« Amazon EC2 HEFETFE

+ Amazon VPC TEEFH

« Amazon VPC 17 H

« Amazon RDS &7 H

+ Amazon RDS M B 7 E

» Amazon DynamoDB EEFH

» Amazon DynamoDB M B 7 El

+ Amazon S3 EEFE

+ Amazon S3 HFEFE

+ AWS CloudTrail 5EZ1FE

+ AWS CloudTrail HEFER

+ Amazon CloudWatch SEEFE

+ Amazon CloudWatch M ZEY

« Amazon CloudWatch Logs & 17 El
« Amazon CloudWatch Logs M7 ER

WEFBEMABTEVBRNFMEN  F28 (AM EAEER) PHNEE AWS BRI BUEREH,

A ER AWS 723 7 AR %5 /Y 7B

£ & A LURE AWS Z & Microsoft AD #& AWS FEREX MR , 420 Amazon WorkSpaces , 77EX
& 19 Active Directory. LA LABAAREA T 5 AWS FERARR AR , LUMEE AWS FEEH Microsoft
AD #BEEA,
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonDynamoDBReadOnlyAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonS3FullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCloudTrailFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCloudTrailReadOnlyAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/CloudWatchFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/CloudWatchReadOnlyAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/CloudWatchLogsFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/CloudWatchLogsReadOnlyAccess
https://docs.aws.amazon.com/console/iam/example-policies
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AWS FERRER/IRTE SFHMEER. ..

Amazon Chime WT/EFMERR |, 5528 (Amazon Chime EHE$g
F) o

Amazon Connect WT/EFMMERR |, 5528 (Amazon Connect &
?Eﬁ» o

Amazon FSx for Windows File Server WMEFMERR , 3284 Amazon FSx & EL
AWS Directory Service #&E Microsoft £+ B
% AR

Amazon QuickSight MEFMET , 5528 Amazon QuickSight fF
FH%?EI@O

Amazon Relational Database Service WE|EEMMEER |, 5528 Amazon RDS EH &5
Mo

Amazon WorkDocs MEHMELR , 528 Amazon WorkDocs &
M,

Amazon WorkMail MEFMERR , 5528 Amazon WorkMail B
B,

Amazon WorkSpaces BATLAE#ERE Y Simple AD, AWS SEHER

Microsoft AD =% AD &E#:8%F WorkSpaces, RE
R THEZEERE Advanced Setup (P
%) BpHf,

WMEFHMEF , 5528 Amazon WorkSpaces &

B,

AWS Client VPN MEFHMEN , 552/ AWS Client VPN R #E
B’

AWS IAM Identity Center MBFEFHMEF , F2 B AWS IAM Identity
Center FH &,
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https://docs.aws.amazon.com/chime/latest/ag/what-is-chime.html
https://docs.aws.amazon.com/connect/latest/adminguide/what-is-amazon-connect.html
https://docs.aws.amazon.com/connect/latest/adminguide/what-is-amazon-connect.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/fsx-aws-managed-ad.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/fsx-aws-managed-ad.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/fsx-aws-managed-ad.html
https://docs.aws.amazon.com/quicksight/latest/user/welcome.html
https://docs.aws.amazon.com/quicksight/latest/user/welcome.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/
https://docs.aws.amazon.com/workdocs/latest/adminguide/
https://docs.aws.amazon.com/workdocs/latest/adminguide/
https://docs.aws.amazon.com/workmail/latest/adminguide/
https://docs.aws.amazon.com/workmail/latest/adminguide/
https://docs.aws.amazon.com/workspaces/latest/adminguide/
https://docs.aws.amazon.com/workspaces/latest/adminguide/
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
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AWS FE R/ IR FMMERA...

AWS License Manager MEFMER , 2B License Manager f F
EEM.

AWS Management Console MEFMEF , 520 KA AD BEFEAWS

Management Console,

AWS Private Certificate Authority MEFHMER , FSEMAWS Private CA E#
g5Active Directory,

AWS Transfer Family MEEFHMER , F28 AWS Transfer Family fi£
AEiEM.

—BRA , SR EEREFHNEScEARAIRBHN EEAD , EBLEHENEFNR, BEE
AWS Directory Service AP S iR AWS BERAEX MRS ER , BT TISE

BB sEAEXRRE

1. 1 AWS Directory Service =S BB BHKH , i#IZF Directories (B ).
2. 7t Directories (B #) BEEYF , EZEB# ID,

3. 1£ Directory details (B #5#HE ) EE L , EE Application management (FEARXEE) R5|
EE,

4. @ AWS EAEANMBRBER THEE,

MENMFEARESECERE AWS FEAREX MR FFMEFH AWS Directory Service , se2 R xE
AN AWS EREX AR AWS Directory Service.

FRE
« EMFHURL

« E—FA

EIUFE URL

ZH URL IR AWS FERREXN MR (Bl Amazon WorkDocs) , SUEREIER MY B & FHEAH Y &
AEME, It URL XERLEHMHE—H, EALEBRHT TSR , RELH HHFE URL,
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/A Warning

AU B HEVERARENFE URL RENEEEE, EUYFN URL <& , b AEBREEA 2,
WRIEMBR B 8 , tbf7EL URL B 24MIBR , it RE AT HE MRS ER.

@ Note
EAZEE KK , AREREHRERI URL,

B FE URL

1. 1£ AWS Directory Service T2 A BEEKF , BHE &,
2. 7z Directories (B #) EEH9 , #iFH# ID,
3. EESFMEAEREL , BT TIHP—IF :

- NRSEAERTERSERS , BRNIEEH , ARRERARAEERRE. NEES
AT BSN XEEANEHES,

- IRSEFEETREETMAEY , FREEAEAEERSIER,

4. FEFHURL BEAH , IREAAFE URL IEREE % , AIEBMTENFR URL Rift, WA B &
AlE , RBBEEIVEFE URL, NEED BECKEEER  AREENBEZKIBZCREE, B
BIEHMBBRYEELER,

ZHL URL XA <alias>.awsapps.com & HE R, KA , Ltk URL A& EHE A Amazon
WorkDocs V& A EH,

E—-XA

AWS Directory Service 12t L2 & F & WorkDocs # 0 A B #8917 EL Amazon KYZhaEE | ME
TERRAHZTAER,

BAE—Z Az , CEERNENNLR  BEEHEN Web BBHRXEE-—B A, ERAETES
EENHE Web BIERRE , TRRRAE—FA,
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(@ Note
B—ZEAEBARMA AWS Directory Service B #MEK. ©EEARRMA B SN ER.

R REY B 8% 2 AD Connector B# , B AD Connector [RISIEE R BB IBRERBIEZBE M
KR , AIERUTHSEB S M6, BEMERE :

1. B EEHETT , BERESRRE ﬁ)\EﬁEHEFEZEﬁ%ﬁﬁﬁ%ﬁ’]ﬁﬁﬁ%%ﬁ%ﬂﬂﬁ% LAMETE AD
Connector JRIEIRF LFTIEHBRBHFEIESEBBHE. ELBRIRSARMAE—ZEA , RETE
FrttE R, AD Connector RISIREEREFAEEE,

2. WA LAERIEPR LA /L 5F AD Connector IRISIREFIERBIRASHWRE TR EZBEMY , B LR
B E1&% AD Connector FRISIRERERIRS , MM AN ER 1T T %] PowerShell G55 T
R EE AD Connector FREIRFE ReEEAXR MBI BRBREZTEGZRBEM.

$AccountName = 'ConnectorAccountName'

# DO NOT modify anything below this comment.

# Getting Active Directory information.

Import-Module 'ActiveDirectory'

$RootDse = Get-ADRootDSE

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'servicePrincipalName' } -

Properties 'schemaIDGUID').schemaIDGUID

# Getting AD Connector service account Information.

$AccountProperties = Get-ADUser -Identity $AccountName

$AclPath = $AccountProperties.DistinguishedName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier’
$AccountProperties.SID.Value

# Getting ACL settings for AD Connector service account.

$0bjectAcl = Get-ACL -Path "AD:\$AclPath"

# Setting ACL allowing the AD Connector service account the ability to add and remove a
Service Principal Name (SPN) to itself

$AddAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'WriteProperty',
"Allow', $ServicePrincipalNameGUID, 'None'

$0bjectAcl.AddAccessRule($AddAccessRule)

Set-ACL -AclObject $0bjectAcl -Path "AD:\$AclPath"
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£/ Amazon BAA == A8 —& A WorkDocs

1. 7E AWS Directory Service A EBEEKF , BHE &,
2. 7t Directories (B #) BEEY , EZERB# ID,

3. 7z Directory details (B #&#1& &) HE L , #E Application management (BRAREXEE) %5l
EE,

4. 17 "FEREXFEURL, EBEH , EE "BAL UABA Amazon FWE —& A WorkDocs,

MREBEFTIMARE , EAERFELELFHR URL,, WERSIEER,. MFENMTEIMLFE URL
HEFHER , B2 "EMFMURL, .

5, ERALBESNE-SABERELRT  EERA. EERABRENE-—ZA,

6. WREWBIEEFEA Amazon WE—F A WorkDocs , FiE#E [FH] , ARE [FALEHNE—
BAIHEREF , BOEE [FA

&
« |IE 1 Chrome RYEE—F A

« Firefox WE—& A

IE 1 Chrome HIE—& A

# E & Microsoft Internet Explorer (IE) 1 Google Chrome BB EE—& A , B4 BAEAFIHEK
LT THIER -

- BIEWEEL URL (BI40 https://<##>.awsapps.com) B E A FE—EANMILEE,

- BRAEEMA ( JavaScript ) -

- RFBBEA,

- MARSX B ORI,

BHENERAENUFHFTELRER , ELETLUERABEAFRAREREFTIELRTE,
3]
« FEIEH Windows ERIE—F A

- FHEHF OSXME—FA
- E-BANBHEBRSE
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FEEH Windows EHE—&F A

HEE Windows EM EFBRAE—ZA , FEAFPRKREMLATTIIR, HPh—LERETREEE
MR E

£ Windows EFB)RA Internet Explorer 1 Chrome K8 —& A

1. FEFRBARERAZTHELR  FEERRKREE  ERSFHRPEA Internet Options , &
BEREFRRERER,

2. BITTISER , ENER URL B EAFE— B ANMILEE

a. EMBRERARHFELSRT , ENEZE2EER,
b. EEULRAZMEE , RRIZERN,
c. HEIMmAMIEHELRSD , BEER,
d. #EMNFE URL SEEPEFEE , REBREZFREA.
e. HEIMmASMEBHFELRSD , BERE,
3. FERADEESRER A FITTISR .

a. EMBERARHFIRNZEMERT , BERTFNR.

b. EREMETE - HinABEBEFEFLART , O TEBIIESHERE , RERE Active
scripting T ZEURA

c. HEZREMRE-IIRHAMKRESHELIRS  EERE,
4. EERMABEEA, BT TIIR

a. EMBRERARHFIRNZEMERT , BEATFR.

b. HELXELMURE - MixASEEREREFLRS O TEBIEAERRE K RAREEATIERR
L im A EBHEER EE B B B A

c. HEZREMRE-IIHAMKRESHELIRS  EERE,
d. EREMRE-LRARKRESHEELIRS  EERE,
5. FERMARESAGIRE A FBITTISR .

E -
E -

a. EMBRERARHEFELSRS  ZEERER.
b. BTHEBELZEME  RAREERMARZSN Windows B,
c. EMBEMARHEFELRT , BERE,

6. BARAVEHERBENEIERS K SELEFEN,
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FEEH OSXHNE—FA

HEE OSX EFBRA Chrome ME—BA , FEAFHERLBITTILR. LFEESKNERE
BRER , TR TIILER,

£ OS X L FERUAE Chrome HE—& A

1. BITTHGES , EERNEE URL #i8 EAuthServerAllowlist E 8 -

defaults write com.google.Chrome AuthServerAllowlist "https://<alias>.awsapps.com"

2. [FBX System Preferences , #i{E Profiles E#k , A& MER Chrome Kerberos Configuration
IR,
3. E¥RE Chrome , A&7 Chrome BB chrome://policy AR E B L FEVELE

E-SANBFEBRRE
MEEESTUEEFERAIRE , EMARENAFRER LETE-—BABE,

® Note

MREER Chrome BMERERFHPWWER L EIE Chrome BIRBIES , B ESFEREUHT
¥ ZEAuthServerAllowlistBiZ . MFTEEXE Chrome BURHIFEHERA , 58817E Policy Settings in
Chrome,

EFAEERBIRERBA Internet Explorer 1 Chrome FJE —& A
1. BT TYSER , BB MERRE

a. FREERAEEIERE K SEFEMNAE , ARER Group Policy Objects (B #E R RI¥I#4).
b. fEBEREZERE , RBRBEEHIE,

c. TE#TiE GPO HIFEFAHYF , M AFEBRYENRREER (fl0 IAM Identity Center
Policy) , ¥A#RIREAP GPO RERES (), &—T OK (FEE).

2. FOTISER SEFERURL HIBEAFE - ANBEEE

a. HEFEHREEIES  EBEZENEWRIEEIRYM4 , FRUE IAM Identity Center B
KBRS () BE , RREERE.

b. HRAKMKE KD K SEEFEMERE > BEHRE > Windows FRE.
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C.

d

£ Windows SRTEFES , BB HENAE (A8) RE  ARBEMEEREKER.
EHMBHABTHELIRT , WA TIIRELEERTE

Action

Update

Hive
HKEY_CURRENT_USER
R

Software\Microsoft\Windows\CurrentVersion\Internet Settings
\ZoneMap\Domains\awsapps.com\<alias>

<##> NERITEBZNEFER URL, MRZEMNFE URL & https://
examplecorp.awsapps.com , BlBIE 2 examplecorp B & ##IFE R Software
\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
\Domains\awsapps.com\examplecorp,

EEH

https
EEn

REG_DWORD
EEHR

1

3. FERAPEETHREE , FITTIIER

a.

ERENREREIES  BEEZZEWEIMENEEBEYH , BRUE IAM Identity Center B
ROAD (A8) BE  RAREBEFE.

ERABRE &S K BEZERRTE > FRA > RREEEAX > Windows T > Internet
Explorer > #AR AR IEHI A > Z2MEME > ATBERESE,

HEAERESFED  MRAHDEETHREENAR (AR) EE , AREERE.
EAHBEETHREERRELRS , AT IRELEERE

- ENCRHAEERRE,
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- EEBET BAFDRBRESREEREAMA.
4. EZEZRAEHEAN , BRTTISE

a. EHEFRNEEIEH EEFENAENIZEEFERIYHE  BEE SSO RAINAR (A
) RE  AREERE.

b. ERAEHRE&ZS K BEZERKERE > RAl > RREEE AR > Windows T > Internet
Explorer > #BRAKIZH A > T2 EW > AR ESE,

c. EARIPMRETEES  BREANBENAR (A1) B8 KRR EERS.

d. ERZRARBHELRP K WATIRELEERTE
- ENCHAEERE.
- BEET  BEAREREARTLRASTERERBEBE A,

5. HEMARSASIRE A FBITTISR .

a. HEFHEHREEIES  SEEZENEWRIEEIERYM4 , FRUE IAM Identity Center B
RBAR (AR) BE  RREERE.

b. HRAKMRE KD K SEEFEMERE > EHRE > Windows RTE.

c. T Windows SREFER , FARMBEENAE (A8) RE K ARBENEBEKIER,

d. EMBHEARHFBARD  BATIRELRERE

Action

Update

Hive
HKEY_CURRENT_USER
B
Software\Microsoft\Windows\CurrentVersion\Internet Settings

EER

EnableNegotiate
R

REG_DWORD
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EEHR

1
6. BARAMARSABRENFARUERFERRE,
7. BATTISZR , BFHHRAUERGENEE

a. CERAFRIEESRESZD  FEBEENAS (AR) BE  RAREFELIREN GPO,
b. EEEBRYHEES  ZEUER IAM Identity Center IR , REZIBIEREE,

EUEFETAFPRINBERITAEYN  SEFAE T IBAZCREN.
Firefox FWEE—& A

= EZ Mozilla 9 Firefox BIBBEXEE—2 A , FHEHNFE URL (B0 https://<##>.awsapps.com)
MEEAFE-BANPLEE, EUFHRNEBETHEBHTN.

&

- FHEHE—BA

- BBEHE-—BA

FHEFE-EA
& E 1% Firefox FAAERNEFER URL FEIFMBEAFFNREFE  FEAFREKR EHT TSR,
£ Firefox RGN FE URL FEIFTIEE ARV EE

1. BB Firefox , A&BARK about:config B,

2. BB network.negotiate-auth.trusted-uris RIFRE , REENFE URL 8=
WEE. BEMAER () RyBEZEEE.

BBERE-—EA

BAHEES  SULUERAESTE  BEIR URL B =M LB EMAY Firefox
network.negotiate-auth.trusted-uris FAERIFHRE. MEFMER , FalE hitps:/
support.mozilla.org/zh-TW/questions/939037,
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RXA AD BFEFEHL AWS Management Console

AWS Directory Service A & F AWS Management ConsoleZEVEM B &K B, BIFTER , B8
B &5 B EE R AWS B, B IAM AEETRGE&KE , B TUEIREE AWS R
BHNER. 1AM ABEREWN B KK E T AFRNERE. ERMEBR.

BHEHSLEEEEMURL , 7B TFTIRAFIERBEERE. NFWMRE B SKFMEF R
BEFE URL WEFAEF , F2R "REESEF ., . MFNMEIFN URL WEFEEF , F2H
"EVHFEURL, .

MFWMME IAM BEIHE2IERIGEEBRENFRER , F2R "ET AWS ERFHEGER
HEEAE -

e

+ BRA AWS Management Console ZEX
- {£H AWS Management Console 77E}
- BEBAIERBRRE

RN AWS ZE& M EERXE

« W{afEA AWS Managed Microsoft AD 1A £B 38 & B 5 3R FEL AWS Management Console

@ Note

#ZHL AWS Management Console & AWS Managed Microsoft AD H EiZiIThaE, MREEH 2
EFER , IXAEBEESPERHITUTER. NWFEESFHHEN , F2H 2HEEFY

Lk
BE.

B AWS Management Console 1£E}
ERTERATMESNERATN. EEMAZLEREAENFEANEIESER , FRITTITSE -
RAEEAFR

1. 7E AWS Directory Service 5 BBEHE#KH , 1#1F Directories (B #%).
2. 7t Directories (B #) BEEY , EZERB# ID,
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3. HESFMENAREL , BT FIEF—IF:

- MRZEFEE TERSERSE , HENERMAYH AWS Management Console WFEHY [E1F |
AREREEEARAEERSIER. NEELHMEEN , F28 TEEFHEAMEST,

- MRZEFEETRERATEAES A FREEEAERXNEERSIER.
4. £ AWS Management Console BT , EEMA. RECMABRZNEESEFRL

EFEAETUSEAEFER URL BAZRAEZCH , BABXKERENEZEAG. NEKERE
ERE IAM AN —REHR , F2E "HEAEIFEEEREREAR. . BRIAM A2
%, FAENUEAZNER URL BEERS, 0, REH&HNFE URL  example-

corp.awsapps.com , FEEIE A URL &= https://example-corp.awsapps.com/console/.

£ AWS Management Console ZE}
EECALZERERAENBEANEIESER , FRITTISE -
FREIZRAEFR

1. £ AWS Directory Service £ A BEE KT , iEFF Directories (B #).
2. 7z Directories (B #) EEH9 , #iFH# ID,
3. EBHFMEAEEL, BITTHHES—IF :

- MRZEFHEET TERZEARSE , HENEFAY AWS Management Console IR 2 |
RBEZERAEXEERIER, WEESHMAEN  F28 T EEHEAMET,

- MRZEHEETRERETNEARE A6 FEREEAEXNEERSIER.
4. 1& AWS Management Console BER T , BEEA. RECEFABEBHNEIREFE

5. MREHKEMIAM BEiEKiE B HPNEREREFE , AIEARBITREEER, ERERT ,
BLABRERNAE IAM ARSIk , BREET 2B EE KD EMBRVERENFEER
ELEREERACMERNERE NS MBRVEE.

BERAA IAM BelEiRkeR  FERLRSR,

REBAIERERRE

RIBER , FRABEKDEAZZAIREELZE , A ENEETUERE THERR. Eltz®
ERESAENEA , FRERAAT —PRHITERR , EBR/EEH, ZAUUERTIER , #3E
THEEBENEEREZEERS 12 M,
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BREBALEBBRE

1. 1 AWS Directory Service T2 EBE&E KT , EZ Directories (B ).
2. 7z Directories (B #) EEH9 , #iFH# ID,
3. HEHFMEAEEL K BT TIEP—IF .

- MRZEFERTETISERE  FENEREZATERERENES , AREFEAEXE
HERIER, MFESHMEST , F2H TEEHEAMESE,

- IRSEFEETREETMAEY , FREEAEAETERSIER,
4. HEAWS BRAEXERBERT , ZE AWS EEFRE,
5. HEEE AWS BEREFIYFELIRF | BEFEE,

6. 7E Assign users and groups to IAM roles (#f£f & MEHEIE RIS IAM BE€) HE |, {RE Set
login session length (FREZEATERBRREE) THEE , ARERE Save (RF).

HhE H b i 2R

HEBHMAPEZEHR[RURSHE  EMEEENEREIRESHN AN, ARXZEES Active
Directory 583K , At tb SRS B B SN EE, Kl |, BIRMERLAER AWS ZE Microsoft AD R #E
BB Bk EC2 M Amazon RDS for SQL Server #{TEEN AREE FHNZE NET EARE
No

ERE—RENEHE RS, AWS ZSEEM Microsoft AD 2 ¥ % i 7] F [& 15 20 2 Wy B 43 1512 &

i, ERETAMEBENME., B , REEESEENMAEIEH A , FTLUEIB AWS Directory
Service TR ARRIIBHAABIFIEFITE, AWS ZE Microsoft AD B S8/ B3 12 5l vk B BB 1T
B #0890 A [ #] Amazon VPC F#3E%

flgn , ETEH , DC-1 M DC-2 REZVIEAEH B FE LM EREEFIEE. F# AWS Directory
Service B ESELTARMEHEHLTEA (LB, AWS ZEEM Microsoft AD 1F B &2 255
B, AEETENTAREP SR ELMEF IR, B SURREMEEEMEBHESZE , Ui
B 8 RETARNBIEER, DC-3 M DC4 REAFHMPTEFZ , TREARETHHEBA Additional
(Efh), FRFI—4% , AWS ZEEMN Microsoft AD B X BB FHNBERFUREEFTRNTRE
17, RSN AEN ST A,
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e )
: @ Required DCs ) <

H H

M
/—@ Additional DCs ~

H H
DC-3 DC-4
o
VPC subnet Sub-1 VPC subnet Sub-2
\. L

" -
WEFEETEEFHNCEHSEREE. 5HBvEERE , B HMEiRiEsss, AR EE

BEHE AWS Eif EPJE%&#M:IEQ%EFJ% Active Directory BEEX THAH K MAFTEBERHERR
B2 Active Directory E#EEE ., &t A LAE A UpdateNumberOfDomainControllersAPI ZfE % ¥ Br

AWS Z &I Microsoft AD H’JEﬂ%@ﬁ?’“%‘JﬁEo

(@ Note
H bR H =R AWS ZEEM Microsoft AD W [EiHIhaE, MREFER ZEFHER , AIXA

EBERSTFERATUTERF. NFFHES  F2H 2E8EELINEE,

8 B bR EL th 42 1l vk
ERTE MR E SRR 2B, AT RRSRHEERNFEEARESE

- MBEMGPERFR R | EASUEREHEFRBEROAWE  EREFNRERINSTRAEEN
FEN TR,
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o fBREYIZ 1% B ShAG 1 H A R ISR B EE P MIBR. 3 SIS 4 vl 085 Bh g 45 vk = X Y B A MIBR

. MRBEAE AWS ZEEM Microsoft AD FREARA LDAPS , Al A AR EHtthe
BHERE LDAPS, MEFMENR , FF2E AL £ LDAP = LDAP,

FATHRER , £ AWS Managed Microsoft AD B & 2B & M H g4l
i8R B BRE b 415 2 I 25

1. 7E AWS Directory Service 5 BEHE K+ , 1##F Directories (B ).
2. 7z Directories (B #) EEH9 , #iFH# ID,
3. EEBFHEAEREL , BT TIHP—IF :

- MRZEFERTERSERSE  FENZHEIBKRIEZFHUENES  ARBERRIAER
BIR®. MEFMES  F2R EEHEAMER,

- IRZEFEETREERMMAEE , FEEERILAEZRSIER,
4. 7 Domain controllers (#8112 %l85) B ER , 1 Edit ({REH).
5. EEEELNBESPHMERNBROBEEFF[HE , AREEFE Modify (182K).

6. AWS Z& Microsoft AD SE X EIERFIF , FTAMEEIRGMBESRRERTMRE , MERE R A
B Amazon VPC FREREEHER., MOMBRHRZESTFHY BRI CHBLE KN TAEZRMN
TR,

FHEE AWS ZEEERE

o QN4ADSER T8 4813 3 ) vk 2R 4R AWS Directory Service & AWS B Microsoft AD K i85 #3K8E

1 {E & & Active Directory E#% %] AWS Managed Microsoft AD

B AERAEATESBEIER (ADMT) BEZBELRKE (PES) , #FEAEREEREENER+H
H#BEEZAWSEER Microsoft AD H 8%, ERZREEERith A A EBE Active Directory ¥4
MINZZE,

BRAGHNERE | B2l AWS Z2EE M LM How to migrate your on-premises domain to AWS
Managed Microsoft AD using ADMT —3Z,
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AWS Z &I/ Microsoft AD Bt %8

THIR% AWS E Microsoft AD WTERREL#. FRIESZARHE , BAIBREHEDBRKEIRE.

AWS ZEHH Microsoft AD it 58

&R AR AL

AWS ZEEH Microsoft AD B # 20

FEIRER * 5 {8 AWS ZE Microsoft AD
FERREFEH 180 X

=1E B SR BE RS EIRBE 20

FE=ZE % Microsoft AD By =i = 5

5 {E 1% Microsoft AD Ky =i *** 125

BEESNERTHBRREEN (CA) BEBE 5
LR

B — AWS EIE Microsoft AD ({t#kRx) B #&FH 5
AWS EEEEE LR

* FERBEBARLIEE,

*FEBREANZEFEHRLRE 180 X, BEZLEE ., ERHREMERYHE Tombstone-Lifetime &
%, EBMERE T Active Directory RIEMERHDEANFEFE, BEELBIB 180 RHVRBHELT
EBR. MFEFMENR , 552 Microsoft #815 E#Y Useful shelf life of a system-state backup of Active

Directory.
> L AEERREREE—BRUTHZORFREA,

e EEE 1 EXEESNES 4 BHEES. NRFREF  F2R TEZEESEEMES.

(® Note
RESERE N IP AZHEF INE R AWS B elastic network interface (ENI).
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MEERAEARTHNER P ENFHEN  B2REGEENNTECHWEREXEEBXE,
ERRENYHEESE , 5528 AWS Directory Service EEBH L &K,

AWS & Microsoft AD WIEERRER AR

AWS Directory Service #9 Microsoft SE8) B 8 ( AWS B Microsoft AD ) E2Z{E AWS JREFME=F
EREFR#E.

LT RERN AWS EREANREFE !

« Amazon Chime — MEFMR , B2 REEREEH Active Directory MBI E,
» Amazon Connect — IEFFMEEA , 552 B Amazon Connect I{AE/ERBEXE,

« Amazon EC2 - INEFMEN , B2 4% Amazon EC2 #1TEE M AR AWS ZE Microsoft AD
Active Directory,

« Amazon QuickSight -BBIEZE L , 2B 1E Amazon QuickSight R ERPEEAFIRF,

« Amazon RDS for MySQL - NFEFMEF , FSREHE MySQL £/ Kerberos & 7 87,

+ Amazon RDS for Oracle — MEFFHEN , FFZSBFEE Amazon RDS for Oracle /4 Kerberos &%
BE.

+ Amazon RDS for PostgreSQL - tFEFFMEA , S BB Amazon RDS for PostgreSQL f# A
Kerberos & 72 B 7%

+ Amazon RDS for SQL Server — Z1EFHE |
PESTEEMEA Windows & 2B

« Amazon WorkDocs -INFEFHlE R , FF2REA AWS Z& Microsoft AD E#EF| RIS HE B #%.

+ Amazon WorkMail -EE3FF#EREA , 5248 Amazon WorkMail E238745 B &R ( ZERE )

« AWS Client VPN -IIFEFFHR A , 2R AP inRENRE,

« AWS IAM Identity Center -fIFEFMIER , B2 5 235 P 0EREIAEEEE Active Directory,

« AWS License Manager -iNEFMEN , FSRTPNERFEAER AWS License Manageri] B

« AWS Management Console -INEFMEN , FFSEMA AD BFEFELAWS Management
Console,

+ FSx for Windows File Server — tNEFMEF , F2E B2 FSx for Windows File Server,
« WorkSpaces -#1ZE£MIE R , 5528 WorkSpace {5 AWS Z &K Microsoft AD BiE,

ﬂl'ﬂ

SR B Amazon RDS Microsoft SQL Server &

R Active Directory B9 B 5T M % off-the-shelf BARENAHRE |, I AWS FREHTERHERZ
HY B 75 173 0 R S FE 2 X9 AR A B2 AWS Directory Service B9 Microsoft Active Directory ( AWS 5E&

EREARN W7 1.0 242
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https://docs.aws.amazon.com/chime/latest/ag/active_directory.html
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https://docs.aws.amazon.com/workspaces/latest/adminguide/launch-workspace-microsoft-ad.html
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Microsoft AD ) » #REEF S AWS £, RERRMOMATEETWEMBERAENLERE , B
94 £ R AT FE A2 B2 AWS Managed Microsoft AD H A S AS B A

THIE DM EAERE AWS ZEEM Microsoft AD HZA :

- Active Directory ZE A (ADBA)

+ Active Directory Certificate Services (AD CS): Enterprise Certificate Authority
 Active Directory Federation Services (AD FS)

* Active Directory Users and Computers (ADUC)

» Application Server (.NET)

« Microsoft Entra(LABI#8 4 Azure Active Directory (AzureAD))

« Microsoft Entra Connect(LA BT # A Azure Active Directory Connect)
« PHAERREER (DFSR)

- PHRERRKPFEZER (DFSN)

» Microsoft Remote Desktop Services Licensing Server

* Microsoft SharePoint Server

« Microsoft SQL Server(‘@3& SQL Server KR A AMEE L)

« Microsoft System Center Configuration Manager(SCCM)-Z& SCCM HIfEAE X AR " AWS Tk
REEEE ) HENKE,

* Microsoft Windows and Windows Server OS

» Office 365
FEE  REZFIEIRERAERN —LRE,

AR

HARAEXTREETHANRE  EAERXNERERRUUARBIERNEE, UATRAERE
ATHERERNRER, EFAEALEARRATHERRARKANATEREE LR L TRNEE
8y,

- HAEEEERHMER - FEEABEXERSZESEZEARBSEES, A AWS L EARZIER
BN EBEHE Tl ZERREHFNEE Active Directory , Ht BB EZUBERREES
MWEIRZEEFEAREN. T8 , ZEETLUEHE., BEERN AWS ZXENERZIREHT
ZENAE  BULENEEARN, NEEARNERCERERNFHEN A FHRENERRE
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NEEE. WERE AWS R EE R EBRNFHREN , BRI EREIERE AWS EE Microsoft
AD JEE B .

. FHU4S#Active Directory® 88 — B B 8%+ , AWS ZEEH Microsoft AD i HAME N
(OU) , REBEE BN ARSI, Y1 Active Directory HBRLLIZH OU BHVASS |, 8%
BEEUREANER , MEENERTEER, BYRETNERERERNAENERER |, JEEZE
BfE, T, WEEARNEFEEAFEREE OU BYABRRNAS., AN EREHE
B, UKEE OU BANFEARSRENMNSE L, WFEEE OU WEAENR , F2H m{IEE AWS
& Microsoft ADMBIN E,

- RETEREHBNEBIEREE — ELActive Dlrectoryﬁﬁiifﬁgﬁﬁﬁ Active Directory
BEER MATRESERSELEERRAEABRALTEIFEREN—B2. HREBHEIRLE M
EHNERME | AWS REIEB AWS Directory Service £32 A&, CLI B j?, SDK EARSRFHXR
%3 (LDIF) 822 , BN BRI E 8%, EFEARENBEREM LDIF E% , EALUEB AWS Directory
Service B HEAREHNEFERAETHE, NE LDIF EARFEELSRNHAMET , F2EHER
2 73 AWS ZEEH Microsoft AD 2218 MBANE, BUURAREFNZREARN , UER
REFBBEBHERRZE,

EANTHEEHAER

TEIE T ERMEEHRIIE AWS FEE Microsoft AD —#2{# off-the-shelf A ELBM E RIE RN EEE
AREF. AWS BEBITRAEENLIIR , MEEBEBEELEENINE D, AWS EHHELER M
BERAIBHEBE N future WFRB M,

« Active Directory Certificate Services (AD CS): Certificate Enrollment Web Service
+ Active Directory Certificate Services (AD CS): Certificate Enrollment Policy Web Service
» Microsoft Exchange Server

* Microsoft Skype for Business Server

AWS Microsoft AD Bl EEETEHE

AEHIRE—RFSIEXHEBRE  BUEREARERZIRE , BEUUE AWS HAEM AWS Z&
¥ Microsoft AD.

TR
- HBRE  RELHER AWS B Microsoft AD AIAERE AWS
« HERE : & AWS Z& Microsoft AD BV E4E%F) Amazon EC2 LN EHREEEAFEHETE
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HEBRE  RELHWER AWS EIE Microsoft AD BIHEERE AWS

Y EBREHE R WMMAERE AWS RIE |, LIERFERA#IT Windows fRIBRSF 2019 KY#T Amazon EC2
HITERIEF AWS ZE Microsoft AD 3(%20 AE TEHELEHAUANTIHEREEIR &
EC2 Windows B f|EE & Microsoft AD I:RE, AWS ERTRHBRREN , FESREMERLER
# , WEREFE AWS ZEE Microsoft AD B R,

MTEMR, ERAHEFEEINERESEREET AWS ZEE Microsoft AD K ERE T,
BU BRI ZAHE  LNESESEFER, WHBRIBESMERIRBAER AWS Managed
Microsoft AD , WEEAREREETIMENA, LHBHNE 1 PEHEETR

%
u Microsoft AD

Test Labs

Creating a Trust
From Microsoft
AD to a Self-
Managed AD
Install on EC2

Setting Up Your

Base Microsoft

AD Test Lab in
AWS

STEP 4

@

o

Set up your Create your Deploy an Test the
environment Microsoft AD EC2 instance lab

15 BELH AWS IRIE AWS EIE Microsoft AD JEE) B 8%

TR RIRHER & |, B LE EC2 M TEBPEIUIERE Amazon VPC,

HERRE  RELNER AWS BEIE Microsoft AD BIFEERE W7 1.0 245
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F 24 AlE AWS B Microsoft AD SEEB) B

EE@BLSRS , BRE—IXNERE AWS ZEIE AWS B Microsoft AD,
SR 3 . ZfE Amazon EC2 #ITERELIEREN AWS ZE Microsoft AD SEE) B 8%

HEUSRP | LEERBAFHEMRERIFAMEE , IE EC2 PEREH Windows Server RiEFT
ENZERERMER.

FR4 BRERYLBEREAEE

B#% K BBEAEEE  SSWET EC2 i Windows Server R & A E#FE AWS Managed
Microsoft AD, —EEZIAIEERETEE , B EEHTEHMAFREREEREER,

B R

MBEIITEFERANRBZRN U TBREIZAERE , AITTURE "HERGE —SWET "SR
11, B , MBEITEFEH AWS CLI a5 AWS Tools for Windows PowerShell 183 58 £ 22815 &
BRERE  AXEEEAEEUTAZR :

- BEEFERAREEFHESEN IAM FHE — MREMEA AWS CLI 5t AWS Tools for Windows
PowerShell #£#8 , BAIZEZEEFIMEHR/N IAM EAE, MREREFNER , F2REL. BUHH
BB FEH L& (AWS Management Console).

« AWS Command Line Interface ( A3 ) — THEZEEHRE AWSCLI £, —BZ# , TGS
REFHEWindows PowerShell B0 , AE# Aaws configure, EiE , BREEFNESBANALTE
WTHETHRE. FEEE—AXERETNBCETR. RRLRTEBATIER :

- AWS 7ZEN& 8855 5I%5 [#€] : AKIAIOSFODNN7EXAMPLE

« AWS MZZENE 8 [#F] : wlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
- FEREHEME [&] : us-west-2
- FARREHAE /] : json

« AWS Tools for Windows PowerShell (i) - # https://aws.amazon.com/powershell/ &3 % % &
TR AWS Tools for Windows PowerShell , AZETT G5, FEE , CEEFNSBNLES
WTBETHRE. F2RE—RALERGEPHHETER,

Set-AWSCredentials -AccessKey {AKIAIOSFODNN7EXAMPLE} -SecretKey
{wJalrXUtnFEMI/K7MDENG/ bPxRfiCYEXAMPLEKEY} -StoreAs {default}
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F 1% RBIEH AWS IRIE AWS &I Microsoft AD SEE) B &%

8K AWS AIEBREHEIT AWS ZE Microsoft AD 28 , 4K ERE Amazon EC2 key pair ,
DEFEZRAERHBRBME,

ByeRy

NEADESRY | BITKBLS®, 1T Amazon EC2 SREHNHEET  BSHE LB
.

By —AeRy
1. & A AWS Management Console ¥ 5B Amazon EC2 £ & , #8it A https:/

console.aws.amazon.com/ec2/.

2. HEEEBEHKM Network & Security (MK EEL£) T , iEIF Key Pairs (£#8%]) , R&REFF Create
Key Pair (i £iR %),

3. 1£ Key pair name (£ ¥ &%) & , B A AWS-DS-KP, 7£ Key pair file format (£ 8 ¥ 8 R1E&=X)
o, iEE pem , ARERIZIF Create (BIL).

4. ZHREXRSEDTELEESRER. EREBECHEELSBRYENMEENERE , BIERA
. pemo H%%Aﬁﬁﬁﬁ*ﬁﬁﬁﬁi&ﬁéﬂ’]i&ﬁo

/A Important

ERERFLEERERNE—HE, ECSAREHNTEEZBRABHNITEEREARE
MABELRE  BEEZRAECHSR/E BT,

B, REMEZEME Amazon VPC

MTEMR , TRESTREFE , SEEUNUREMELE VPC, 88 VPC MELAE 7K. S
VPC — BB A EE , 1 VPC 2ERE—@E VPC HFER, ARFEZANRLRLEZE , BMR
EFEALNE VPC M7k, BREEIEAER , BEREEARE VPC, IFEEZUE VPC R£HH
A& , 5528 Security in Amazon Virtual Private Cloud (Amazon Virtual Private Cloud & £),
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IPv4 CIDR: 10.0.0.0M16

AWS-DS-VPCO1-Subneti
IPv4 CIDR: 10.0.0.0/24

/5 [

MGMT Instance

AWS-DS-VPCO1-Subnet0d2

IPv4 CIDR: 10.0.1.0/24

VPC and Subnets are Public and

connected to Internet Gateway
AWS-DSVPCO1IGW

VPCs are Peered
AWS-DSVPCO1&AWS-OnPrem-VPC01-Peer

IPv4 CIDR: 10.100.0.0i16

AW S-OnPrem-VPC01-Subnet0
IPv4 CIDR: 10.100.0.0/24

AW S-OnPrem-VPC01-5ubnetd2

IPv4 CIDR: 10.100.1.0/24

VPC and Subnets are Public and
connected to Internet Gateway
AWS-OnPrem-VPCO11GW

FR8 AWS CLI 1 PowerShell €E4I&8EHA T 58 VPC B , W HRER US-F -2 A, EaJLURE
FRAEZENESRBLELNIRE, NFE—REFA , 5528 Whatis Amazon VPC? ({1 EE=E Amazon

VPC) ?,

SEBR1: BEIAME VPC

EWTRY LEEFATRIPEENSHERD —IREFHPEIMME VPC, AWS FEE Microsoft AD
BEEREBENIIRFELSZEM EEINRE, F£—1@ VPC AR AWS & Microsoft AD, £ =1{& VPC

HARBRATE HERE : 1 AWS

Z & Microsoft AD M {51F%2] Amazon EC2 FHBREEER S

BixZE FEANER.

ZEENERAP B & VPC EF

EmBBER: AWS-DS-VPC1

A EZpERE VPC EFA
EOnPremm & BEE: AWS
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ZEENEMFE % VPC B
IPv4 CIDR @12 : 10.0.0.0/16

IPv6 CIDR block (IPv6 CIDR Eiﬂ): # |Pv6
CIDR [E3f
A FER

WMEFHMRE |, 528 Creating a VPC (31 VPC),

SR 2 /EMEVPC B m1E TR

RERERE VPC &R
IPv4 CIDR [E#2 : 10.100.0.0/16

IPv6 CIDR block (IPv6 CIDR Eiﬂ): # |Pv6
CIDR [E3f
A FER

BYVPC# 6 SFECATRNEESH , A8E VPC EUME F#EE. YREEAFAERE &
B 7R EE R /24, ENREEFHREDLZIE 256 Eitit,. SEFERFLXAVRTETAREE
o BEEFRBRBRETETHREPE FHEER AWS B Microsoft AD JoiRfkit BIEHz

o

AWS-DS-VPCO01 F#E :
B AWSmEBER:
EHFAA B BRI AR AWS
AR B : us-west-2a

IPv4 CIDR [E#% : 10.0.0.0/24

EmBBER: AWS-DS-VPC
EERFMAERK - BER AWS
A AEE : us-west-2b

IPv4 CIDR [E#% : 10.0.1.0/24

AWS-OnPrem-VPC01 F#K &
EOnPremm B HER: AWS

EEFAA EE: E - XOOXXXXXX-VPC01 AWS
OnPrem

A A EH : us-west-2a
IPv4 CIDR [E3f : 10.100.0.0/24
EOnPremmBBEE : AWS

EEFAA EE: E - XOOXXXXXX-VPC01 AWS
OnPrem

A AESE : us-west-2b

IPv4 CIDR [E#% : 10.100.1.0/24

WMEFFMRE |, 528 Creating a subnet in your VPC (f£ VPC FE I F#85).
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HER 3 B AR RE L EESEN VPC

HREMEANRLE VPC , ALEREEER TRAPNIEES BORE M BRI B8 I A8 HE 53
&Y VPC, ERREEENEE EC2 H1TERE,

AWS-DS-VPCO01 B Ak MEE A AWS-OnPrem-VPCO1 Internet Gateway &

ERBEER : AWS-DS-VPCO1-IGW ERBEER : AWS-VPC01 OnPrem-IGW

ERAAEK BRI AWS EEFL A BB B HE-XXXXXXXX-VPC01 AWS
OnPrem

WMEFFMREA |, F52[ Internet gateways (HAFRAMK EIE),

SR : £ AWS-DS-VPC01 f-VPC01 2 iR EEBFAAERKE FELFE AWS OnPrem

HREERCEYWME VPC , AL ERFEFEATRINEESE , £/ VPC BEEREEE
BME—RB, HRBAZHETLER VPC , BEAKERERER VPC HEERE, AWS XEEH

Microsoft AD X BT ZHRARZREEEN VPC , Hp— Lo VPC BEHE, Transit Gateway Hl
VPN,

HEEREBER . AWS-DS-VPC01 AWS OnPrem
VPC (FR%&): AWS

WRF . RAIRF

B : thEE

VPC ($#%23): & AWSHES OnPrem

MEEBRNAFERAKREFN S —E VPC EiI VPC HEBEHRHRE , 552/M Creating a VPC peering
connection with another VPC in your account (ffFIRE P 5 —{@ VPC E1I VPC HEER).

HER S HEWMERAEEE VPC WERBEX

ABTEEANSBPIEYNBERAKEEN VPC BEEEEEEE , BEHEFATRINIEES
EUREFHME VPC BWERHE R, SRS MERD  SERAERARKPRINENME BN
0.0.0.0/0 , AR#AZFEB EEZEIYH VPC HEEEKAEISME VPC # 10.0.0.0/16 = 10.100.0.0/16,
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IBALLEBEFE VPC B RBEZE (AWS-DS-VPCO01 5--VPC01) , BERKEIFE VPC HWIEME AR,
AWS OnPrem

AWS-DS-VPCO1 B¢FH  AWS-DS-VPCO1 BH  AWS OnPrem-—3kE&  AWS OnPrem- 5z

(- 2 B BER REA

HH s : 0.0.0.0/0 Bt : 10.10 HH s : 0.0.0.0/0 Bk - 10.0.0.0/16
0.0.0/16

HZ : IGW AWS B : IGW-EHRE K B : Ef§-VPC
B : Ef§-VPC AWS AWSAWS OnPrem

AWSAWS OnPrem

MBWFAKEBAFEE VPC BHAKNERA , 552/ Adding and removing routes from a route table
(B RIIBABREH).

A Amazon EC2 B {TEBE I Z

RIETEER , AWS ZEEM Microsoft AD I ZSMEHA , LEBEEPEHEFMZEANRE, EAX
i, BEEEREY 2 BR4HA (BB VPC —B) , EMESAREATRINIEESE , 2 EC2
#1TER VPC AMRE, BtEE—1ER8 , AT it EARN RDP (3389) , AR {EA#
VPC BEAMMEREEE, MEFMHENR , F2HE Windows #1TERH Amazon EC2 2 EE,

AWS-DS-VPC01 2B HEE :
Z24EH . AWSDS AIEERERS4E
REA: AWSDS AIERERSME

ERFA B E MR AWS

AWS-DS-VPC01 L2 M & B AR Al

Type EE E R EE RIR REEE
BETTCP &R TCP 3389 By IP iR E
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Type BIAWE HE IR E KR mERER
ERE | 2B 10.0.0.0/16 FrE4<# VPC #i
%
AWS-DS-VPC01 V&£ M &A% 37 Al
Type BIABE B ETE B #Yith mEFH
MERE £ 0 <= 0.0.0.0/0 MERE
AWS-OnPrem-VPC01 Z& 4 EHEN :
T4 EE . AWS OnPrem BIGEREZ 24,
IR : AWS OnPrem AIRBREL S,
BEEFAA BT E RS- XXXXXXXX-VPC01 AWS OnPrem
T5EENEZeHEERE AR AWS OnPrem-VPCO1
Type BIABE HiZIREE IR mEER
EET TCP iR Al TCP 3389 8 IP = U S H
BiT TCP iR Al TCP 53 10.0.0.0/16 DNS
BE] TCP 5 8l TCP 88 10.0.0.0/16 Kerberos
EET TCP iR Al TCP 389 10.0.0.0/16 LDAP
BiT TCP # Al TCP 464 10.0.0.0/16 Kerberos % /3%
ERE
BiT TCP # Al TCP 445 10.0.0.0/16 SMB/CIFS
BET TCP #H Al TCP 135 10.0.0.0/16 BB
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Type
HET TCP Al
HET TCP Al

B&] TCP R Al

H&] UDP # 8l
B&T UDP R Al
H&] UDP # 8l
H&T UDP # 8l

BT UDP #R 8l

PRER

B

TCP

UDP

UDP

UDP

UDP

UDP

EiREEE
636

49152 - 65535

3268-3269

53

88

123

389

464

T 518 B &2 EEEH R A AWS OnPrem-VPCO01

Type

ERE

AN FE AN{AT 22 31 AR I 0 AS AR R R IB =R £ BHER MR |

BABE

£

EIREEE

£

F 2% Al AWS B Microsoft AD SEEH %

BRI LMER =B RN A ERELA .

R

70N

HR
10.0.0.0/16
10.0.0.0/16

10.0.0.0/16

10.0.0.0/16
10.0.0.0/16
10.0.0.0/16
10.0.0.0/16

10.0.0.0/16

10.100.0.0/16

B8t

0.0.0.0/0

=
A
i
e

LDAP SSL
RPC

LDAP GC #
LDAP GC SSL

DNS
Kerberos
Windows B[
LDAP

Kerberos B /3%
EZT

PREZAH VPC it
%
MERE

;‘n_{
at
=
Ll

§52:B Working with security groups (fEf &

A LAE A AWS Management Console i2F (RBEEREE

BAEA) , AT BUER AWS CLI 38 AWS Tools for Windows PowerShell 127 22 31 B .
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FiE 1 ERIE AWS EE Microsoft AD B #& ( AWS Management Console )

1.
2.
3.

£ AWS Directory Service £ aH , BiIEB & , AR EEFEREB &,
EENESERNETLE | 22 AWS Managed Microsoft AD , REIRET—%,
£ Enter directory information (8 A B # &) EE L , IBRETHEHA , REEE Next (T —F),

- SHEIRRAR | BEVEERR DR, MERETWFMENR , 5528 AWS Directory Service for

Microsoft Active Directory.,
« £ Directory DNS name (B # DNS &%) # , 8 A corp.example.com,
- &t¥f Directory NetBIOS name (B & NetBIOS &) , #iA coxp.
- &H¥fDirectory description (B ##iR) , # A AWS DS Managed.

« &H¥} Admin password (B E %) , MALKREEFANFE , RETE Confirm password (7
REE) PHEBA—XREE, FEEVEHNBEPSEHEILY Admin (BEEE) RF, ZIBETE
TE admin —F, BEREHEERBEIANDNE , REENR S8 E 64 BFzE. EPEE—
NFEABRAUTHEERAW =4 :

« NEFH (a-2)

- REFE (A-2)

- ¥ (0-9)

. EBBTIT (F@HS%A +=\){[]:"<>,.2/)

£ Choose VPC and subnets (i1 VPC M F#8i%) EE L , RETIENR , AREE Next (T—
#)o

- ¥R VPC , iBIZBIEA AWS-DS-VPCO1 B#R% (10.0.0.0/16) #5818,
- 7 Subnets (F#85%) , 21 10.0.0.0/24 1 10.0.1.0/24 A5 FHBEE .

£ Review & create (B FEL) EH LB EHKER , WETHLENEE, EEAESE , FiE
2 Create directory (B B #%). B BEE 20 3 40 7, B , Status (IRE) ELEES
Active ('VEFE I:':l)o

FiE 2 EAIE AWS B Microsoft AD ( Windows PowerShell ) ( A& )

1.
2.

#TF Windows PowerShell.
BATY ST, BHESLER LR AWS Management Console B FH S B 4 HIRHEMNE,
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New-DSMicrosoftAD -Name corp.example.com -ShortName corp -Password P@ssw@rd
-Description “AWS DS Managed” - VpcSettings_VpcIld vpc-xxxxxxxx -
VpcSettings_SubnetId subnet-xxxxxxxx, subnet-xxxxxxxx

Fi& 3 ERIE AWS & Microsoft AD (AWS CLI ) ( A )
1. BRXAWS CLL.
2. BATHHT, BHHLEH LR AWS Management Console F2FF IS ER 4 FRIREMIES

aws ds create-microsoft-ad --name corp.example.com --short-name corp --
password P@sswlrd --description "AWS DS Managed" --vpc-settings VpcId= vpc-
xxxxxxxx,SubnetIds= subnet-xxxxxxxx, subnet-xxxxxxxx

FER 3 : 2 Amazon EC2 #1TEBUAEEZN AWS Z & Microsoft AD SEE B #%

FEFEERED , RAEHEELE IP #ithY Amazon EC2 #i1T{EEE , UERF M S REFINEE
HITEE, ELEERED |, £ LMEH RE8EB VPN = AWS Direct Connect E#EFEIFAE VPC
NEITEE, EFAE P it TERAEBEEAER,

EAEH | SEFERH EC2 #HITEE LM Windows Server , BEHZA Fif S i EHE DS @EAAE
HEERBETE. ET—ELBEH , EBSEH Windows Server RIEFRE B = 1iE1E,

L& . KB B &E Y — B AWS-DS-VPCO01 HEER DHCP #IH

EWERRERS , BAILAFRE DHCP B1EEE |, # VPC A EC2 #THEREEFER AWS BE
Microsoft AD ¥4T DNS fi#fr, MEFMEN , 552 DHCP EEE,

A B&EY DHCP ZEIEE

1. BIfE https://console.aws.amazon.com/vpc/ BB Amazon VPC £ A&,

2. HEEEEIKD | ##Z DHCP Options Sets (DHCP ZIE£) , R1%iEE Create DHCP options set
(B3I DHCP 215 £),

3. 7 Create DHCP options set (23 DHCP iZHE%) EE L , BHEEHEN THIE :

 7£ Name (&) 8 A AWS DS DHCP,
« 7£ Domain name (#8315 #8) i A corp.example.com,
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https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_DHCP_Options.html
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« &% Domain name servers (#8153 % BRI ARES) , B A R AWS iRt B 82 DNS Al fR=5HY IP b
ik,

® Note

EESHRELVU , FFBE [ AWS Directory Service B &%) Bl , AR BRIZBEHANE 8%
ID, EFFMAEAEEL , BB FEA DNS it P EEREY 1P,

EESREL MU | BTTLLETE AWS Directory Service B HE , AR ZEHEN
B# D, A%, BEEERAAE, EREFMT , BBLER IP i PRERH IP,

« #% NTP servers (NTP faliR8%). NetBIOS name servers (NetBIOS & #&{a] AR85) 1 NetBIOS
node type (NetBIOS EiB4¥EH!) AR EHE B,

4. RIFEY DHCPRBIESE , REIRIZEEM., ¥H DHCP ZBIEEEREENHIRE M DHCP iB1EFE
H,

5. FCT ¥ DHCP iBIEEM ID (dopt-xxxxxxxx). ELUEFREEEIFNEEEHR VPC HWEAKES
Azl

(® Note
|EMEMA |, EARE DHCP BEE,

6. EEEHIEF , iBHZ Your VPCs (&8 VPC),
7. fE VPCBEWF | i#HL AWS DS VPC HiRiZEE , RBBIELHFE DHCP BRIEE,

8. 7t Edit DHCP options set(#@%g DHCP ;ZIEE) EE L , BRAESR 5 FERHHNREE , REE
1# Save ().

By A/, # Windows #TEEMAEZH AWS B Microsoft AD #3815

£ A L2 R 5% E #% Amazon EC2 Windows #{TEBMABBHN AR, WHFHEENR , 28 1
Amazon EC2 Windows #1TEEE A& A B AWS ZE Microsoft AD Active Directory.

g

SR E EC2 , #§ Windows #1T{EEE in A BH 4815,

1. BI{E https://console.aws.amazon.com/iam/ FAREX IAM 32 &,
2. EIAM EEZANEBBEERTD  BEAEG , RAREERIYAG,
3. 1£ Select type of trusted entity (EZAISEHTERER) T , 1EE AWS service ( Bk #).
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https://console.aws.amazon.com/iam/
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4.

9.

BXETE Choose the service that will use this role (BIESFERA L AEMERE) T , #IE EC2, A&
i#1Z Next: Permissions (F—2% : ™).

£ Attached permissions policy GE#EFF I EE) EE L , 1T T 5 EE -
- JEHTE BB SSM B K BE =2 A ManagedinstanceCore Bl 5 i, BLBUERIREFE A Systems
Manager BR 7P 5 M SR KRR

. EHEIE® SSM ¥ E K IL 5538 fV R DirectoryServiceAccessEU A 8, I BURIR S H 1T E 88
DA 3 AWS Directory Service Z ¥ Active Directory HYREFR,

MBEALLEEZE Systems Manager IAM #{TEREEENELZTERRNEMBENEN , F
2/ (AWS Systems Manager fEFA&8/) FHEIL Systems Manager B IAM E1TEEERE
B, WEZEBRNFMEENR , F28 (AM E£AEER) P AWS ZEBXE,

iB1E Next: Tags (T —% : E8),

(EA) FE -2 EEHRERBEY,. EMREFFELAR , AKEE Next: Review (F—
PR,

HAGEET BAACERE K XEBHRUZAACANSHITERMARES , 6/ EC2

DomaindJoin,

(iZ ) $H¥f Role description (B &®ER) |, & AR,

10. 1#$F Create role (B AR), RMEZELEE T Roles (A) HME.

#E3I Amazon EC2 #{TEE I B E) N A B &

FEAREFF , BRI BE EC2 MITERPERE Windows AIR=RRL , BETAREEFEAT B HZFH
A%, FHENBER.

B EC2 $1TEEEI B EpH0A B %

1.
2.
3.

£ https://console.aws.amazon.com/ec2/ B Amazon EC2 £3# A&,
i#IZ Launch Instance (FX B 1T1EEE).

£ Step 1 (PR 1) EH L , i## Microsoft Windows Server 2019 Base -
ami-XxXxXXXXXXXXXxxxxxx 3= Select (EH),

£ Step 2 (FR 2) HAE L , FEH t3.micro (FFEE , BUNREEANHTERER) , AREE
Next: Configure Instance Details (T —2%5 : BREHITERFMER).

£ Step 3 (FER 3) HHE L , F1T T 5IE4E :
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10.

11.

- SRR | EIFLL AWS-DS-VPCO1 HIBERER VPC (Bl vpc-xxxxxxxxxxxxxxxxx | AWS-
DS-VPCO1))

- SPE TN  BREERCHEAREREAZTAESER Public subnet 1 (40

subnet-xxxxxxxxxxxxxxxxx | AWS-DS-VPC01-Subnet01 | us-west-2a),

« ¥ Auto-assign Public IP (B B8R E IP) , MR FHRBRERTARARA | FiRE
Enable (B ).

« &F¥f Domain join directory (#8110 A B #%) , i corp.example.com (d-xXXXXXXXXX)o

- A IAM A€  BRELAEITEBAGKEENBRBEILAE® | 45 Windows #1T{EE I A &K
AWS & Microsoft AD #8135 , #l#0 EC2 DomainJoin,

- BHEMBREREAHTAR
« JZIE Next: Add Storage (T —% : #iEFHEFE),
£ Step 4 (PR 4) HE L , RETERRTE , AREIE Next: Add Tags (F—F : FEER).

£ Step 5 (F BB 5) HMA L , iB1E Add Tag (FTI8ER), £ Key (£8) T , WA
corp.example.com-mgmt , A% iEE Next: Configure Security Group (T —% : REZ £ 8
#H)o

ESR 6 EEL  REENRARSFMEIER AWS DS RDP 22 FHE (BB A EERHZ 4
RENE) , AREZERRANKRB R EEHNITEE,

fEStep7 (FR7) EEL , MBEE , ARERE Launch (RLE).

£ Select an existing key pair or create a new key pair (ZERE S BYUREIFHS|/YE) YWEH
W, AT TSIEE -

- IZZ Choose an existing key pair (ZZIRE &R,

- EENE/YET , #EIF AWS-DSKP,

- JZHY | acknowledge... (FRFERR...) EUF R,

« JZZ Launch Instances (RA B 1T1EEE).

BE MIRHITEEIRE Amazon EC2 £ & WA HMEBHAREE,

8K EC2 #1788 £ %2 Active Directory TE

B LEME R EREITERE | T4K EC2 #1T{E8 L% % Active Directory fBBEE T E, &AL
FEAMRSEEES Ul (BREEXRHEREFEA) HWindows PowerShell.
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EIEH EC2 $1T{EEE L% % Active Directory TE (AR EEE)

1. 1 Amazon EC2 X# A&+ , ERHTERYRIEREZLNHTEE A AREZER,

2. MRIEEAEBEHE , 551 Connect To Your Instance (BiZZE B HITERE) WiEHH | &2
Get Password (ER{8 % 1%) EREI R 215 , A% i#EZF Download Remote Desktop File (T #HiEiwm &
HE)o

3. 7& Windows Security (Windows &£ ) $5E 8+ , B A Windows Server B A EEE S &
ABRETEA (Fla0 administrator),

RRmEE | ZEMARFEES,

EERRP , EEFEABRIIGE,

EHEACRIGEREY , BET—F,

EENZREREEE L  BEAGENRERE K RREET -,
EENENARFER L  BECENARARSE K RAREET D,
EENARFACERL , BET -5,

10. FEERURERE L , BT THIEME -

© © N o g &

o EEEHE R R EE AR B

- RARRARFREETIR  ARXRBABREEIS,
« J#EHL AD DS & AD LDS T E#&HUFH#E,

- JEZH! DNS fafk=s T E&%EU7 o

- BET-,

11, ERFDLREREE L, BWEER , ARBRERE, DRERETHE , FHIZEEMN Windows R
EETEERNRPEERUTIFNIERIRAXNEEE R,
« Active Directory BE /1
« Active Directory 5 R E1E
. FRAHH B & Windows PowerShell
« Active Directory ¥ & & R#E
- Active Directory £ Fi & FE &

- ADSI #méE8s
 DNS
- BERAEE
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EEC2 Bl L2EFEB &% T E ( Windows PowerShell ) ( oi& )

1.  B{& Windows PowerShell,
2. BATITGS,

Install-WindowsFeature -Name GPMC,RSAT-AD-PowerShell,RSAT-AD-AdminCenter, RSAT-ADDS-
Tools,RSAT-DNS-Server

SR 4 RERAFREREEE

FEATIHREFEFREHNIZRENHERE K BHEHMIFERZEREHR. LEFERIFEN
Windows AR 2B S IEMEERE. A LUEMRZ corp.example.com #818 , U R AREERE AWS WEE
B Microsoft AD &%,

Rl EREEE

1. BHENUAKEES S5 B AK EC2 #1TEE,

2. [EF Amazon EC2 £#2& , sEEERPEEMTER. ARENEMEUNHTER. EEE
#Ro

3. % Connect To Your Instance (AR E RN EAITEIRE) BFEH T , 1#1F Download Remote
Desktop File (T &EiZ ik R EHE)o

4. 1& Windows Security (Windows &£ 1t) $fFE5RH , A CORP fENEEEEAERETE
A ($5130 coxrp\admin).

5. &A%, EHRIBEM Windows RIKEEITET | i#4E Active Directory fEFHEMEK,

6. BIEZEEZ corp.example.com , LA ERFT B MEBIAVFTETERR OU MRS, £ [#AE12 %3]
KT, B EAHERENSE 2 &I AWS SEEH Microsoft AD iF B BN 2 3 Y48 1332
Huk BB,

REL | 81 AWS ZEIE Microsoft AD E AIEERFTREBECRKRETR. B LABBHIER
I T —ERRERE,

T—{E%E . T#EER . % AWS Z& Microsoft AD M {S1F%F| Amazon EC2 LW BREEER+
B #&%Z %
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EEEmE

HERE . &£ AWS ZF Microsoft AD B F4E%] Amazon EC2 L BEEKE

BERAPEHRE

EAHEFED , BREBFUAEERBZEREFTE I Microsoft Active Directory 1 &H#Y Directory
Service 2B EE. AWS &g 7 #1047 Amazon EC2 B Windows Server L2 #H R
4 Active Directory f{ R, NI TEMT , ZRAHBREEVNEREERETEN AWS ZEE

Microsoft AD AIERZERAMENFE —FRERR. EUNAEANRERERAZMAERIESE

AWS 5%,

R

BRZAFTEMUHBEN R, &, EUURFTENRZERAZUNGEESRR,

72

\ ‘ Lab

Setting Up Your

Base Microsoft

AD Test Lab in
AWS

Microsoft AD
Test Labs

Creating a Trust
From Microsoft
AD to a Self-
Managed AD
Install on EC2

SR

o 4
. | r

STEP 1, STEP2

g o

|

example.local pXamp Co

Create
the trusts

Set up your

] Verify
environment

the trust

REZVEENRER

IBREEE(HE Amazon EC2 IR | FREIEHM Active Directory B REIEA BB ZE TR I 1Y
AWS Managed Microsoft AD Rz BB EE. BEHMITHAEZE , FFXEIL Windows Server
2019 fAfRes. HZEMARBFFARABIIRGIL , RAREEMEREEN VPC,

HEBRE . £ AWS Z& Microsoft AD BIFEE EC2 LW BHREE AD B%

7 1.0 261
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FR2: BYEHE

FEHFRP | EEEHMEILN Amazon EC2 HEFEER Active Directory B REEFH AWS ZE
Microsoft AD & R 2z B2 3 & & REERIH AWS,

STR3:BEERE

Y/

5% , BBARREEE , B LUFER AWS Directory Service £ A RERFNEEIRE
{(=H

IERE

FBR1 REBUGENRE

EAREGH | EBOLAERE Amazon EC2 IRIE, HEFH R , AR EfH VPC LLESBEE. AWS

EE] AWS Cloud (Single Account)

IPv4 CIDR: 10.0.0.0M16

AWS-DS-VPCO1-Subnet(1 AWS-DS-VPCO1-Subnet)2
IPv4 CIDR: 10.0.0.0/24 1Pv4 CIDR: 10.0.1.0/24

f ] VPC and Subnets are Public and
MS | ) connected to Internet Gateway

AWS-DSNVPCO1IGW
MGMT Instance

VPCs are Peered
AWS-DSVPCOMEAWS-OnPrem-VPC01-Peer

IPv4 CIDR: 10.100.0.0/16

AWS-OnPrem-VPC01-5ubnetd AWS-OnPrem-VPC01-Subnetd2
1Pv4 CIDR: 10.100.0.0/24 IPy4 CIDR: 10.100.1.0/24

VPC and Subnets are Public and
connected to Internet Gateway
AWS-OnPrem-VPCO1IGW
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37 Windows Server 2019 EC2 #4T{EE&

FEATHRERF , £ Amazon EC2 1237 Windows Server 2019 B & @ RES,

37 Windows Server 2019 EC2 #1417 {E 52

1.
2.
3.

10.

11.

HI{E https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ A&,

£ Amazon EC2 1A r | BERMEHI1TER.

£ Step 1 (R 1) EEL , AEEH K E| Microsoft Windows Server 2019 Base -
ami-XXXXXXXXXXXXXXXXXo REBIBIZRE,

£ Step 2 (FBR 2) EE L , EH t2.large , ARiEIE Next: Configure Instance Details (T —% :
REHITERFMER).
Tt Step 3 (FBR 3) EME L , #4T T I EE

- WK TR, BB Tvpe-xxxxxxxxxxx AWS-OnPrem VPC01, (4wl "EX, HER
BHERE).
o HAR#AHBHRHRAHE AWS OnPrem AWS OnPrem

. ¥ Auto-assign Public IP (B B8R E IP) SBE |, i&1Z Enable (BUA) (MRt FHRMBRER
FE5% A Enable (BUA))-

- BEMBREREAEFARE.

« & Next: Add Storage (T —% : FIERFE),

£ Step 4 (FR 4) EE L , REBFERRRE , AKRIEIE Next: Add Tags (T—F : FEER),

1£ Step 5 (BB 5) EE L |, i#1E Add Tag (FTI8ER), £ Key (£88) T , WA
example.local-DCO1 , R7%iBIE Next: Configure Security Group (F—% : BREZ £ EH).
LB o EEL , BEREBERSHHEINIER AWS DS RDP R4 #H BBt ERHZEF
RENE) , AREBERBENRE UAREENETER.

EStep7 (FR7) BEEL , @BEE , ARERE Launch (RLE).

£ Select an existing key pair or create a new key pair (ZEURESBYREIFHSB/YE) WEH
W, AT TSIEE -

- IZZ Choose an existing key pair (ZZIRE &8,

- EENMSHBYET , B2 AWS-DS-KP (B2 i E ERHE R EMNE).
« iZH | acknowledge... (FRFERR...) ZEUS B,

« 2 Launch Instances (FX B 1T1EEE).

B2 MR HITEEIRE Amazon EC2 £ A M R1EBBHIAMEE,
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A1 1Y fa] BR 25 Ak A3 HUI2 Bl uh

BB AR/FERENF —ERESEGELMNAERE  FEEMERE. EUHBRESD , LSREFD Active
Directory fi &, % & DNS , W E Lt [AMRZREAZH DNS AR[ETEBEN . ELAELRERFE
REGEH B AARER.

@ Note

MREREERPETHR S BMEE AWS SNFEEZRS , BAXAXFBHIE EC2 HiTE
BIARSHEREE. <& , SR MRESARSE RS,

A% 1819 fa] Bl 85 AR A 48 312 Bl uh

© © N o o &

10.
11.
12.
13.
14.

15.

£ Amazon EC2 #2487 , EEHTEB L ZIEMEBUNATERE , RARBZER,

#£ Connect To Your Instance (AR R #AITEIEE) ¥FEHIRF , 1#1F Download Remote
Desktop File (FHIRHm R EE).

£ Windows Security (Windows &£ 1) 555 , 3 A Windows Server B A EE S
BAERETEA (fl20 administrator), MREBELEAMEEEFT , F5EE| Amazon
EC2 X# A , EHTERB LR —TBEAR , RARBEEFISE Windows B, EEELEM AWS DS
KP.pem BRI EMBAR .pem £i& , A% EIF Decrypt Password (8% Z1).

RRmEE | ZEMARFEES,

HEERIRT  EEHMEACRIIBE

EMEAGKRIIERED  EET %,

EENZREREAE L  BEAGENRERE K RREET -,
FENBNARFER L , BECENARARS  RRBEET -5,

EIZEEfERSEARETE L | i#H Active Directory Domain Services, HEHiB A& INAERBEYHE
FHRF  BREENTESEEITE (NER) KEA R, EEFEE , RARBET -5,
EREAEEE L | REBT -5,

£ Active Directory Domain Services EE L , BET—%,

EHRRREEEER L , BERE,

Z 8 Active Directory —HUIER 2% , BIERR,

EfRFEEEESHME , SREEXFERMINER. BHECERECR , ARTARSFCE
fEtF Ak

BEFECER , ARBEGILARSARABIIIE L,
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16.

17.

18.
19.
20.
21.

22.

ENEREEEL , BEFEER, TRB\EHAEEP , WA example.local , AREE T—
£

EEEEEEEER L, T TIIEME -

- ERRDEFHNBEINEZFHRSF |, EIE Windows Server 2016,

- £ [fEEMEEFILEINAE] T , %R EIRE DNS fRIRES B A EA & (GC).
- WA BERKEREN (DSRM) RIFIL R, RRBET—F,

£ DNS BEHE L , ZHMERNHERES , RREET -5,

£ [HtEE) HEL , #E [#4l] 514 NetBios #EE B,

EREEEL , REFERE , ARBET -5,

EMEREEREL , BET -5, ARFATEREUERRET W ZEBIEFILA A S ERT,
BRI RE —LES  BAURO R,

BE Install (RE), —BRETHK , ARRFRSEXNRME LKA TEFERNBEZRG,

RELER VPC

T =EREF#& 5 BETMRE VPC SUEMRE AWSH HER,

SRFEARH) VPC B R A

1.

FEAWS Directory Service R EF , e TREBEERKBRERE I corp.example.com B
AWS Z &I Microsoft AD B #5355,

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEERD , BERSRE.

BSE AWS EEH Microsoft AD B #8511, EESHERP , BEUEIR A AWS created security
group for d-xxxxxx directory controllers BYIE B .

(® Note
hREHESEL-HREYBESRFERBE,

EZRREEBMET , #1F Outbound Rules (i H# Al) B, #kF12##F Edit (#&¥8) M Add another
rule (FTigH AR Al) , AR THE -

- &%} Type (BH) , #IZE All Traffic (FTERE).
- &¥f Destination (B1%) , 1A 0.0.0.0/0,
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- BHEMBREREAHETARE.
« 1EHY Save (ﬁﬁ)o

WSR2 R A Kerberos A& ERTH

1. 1£ example.local BFIEH L L , FERARSFEES,

2. 7E Tools (LE)#E L , i#HF Active Directory Users and Computers (Active Directory £ & 1
Eh)o

3. SERZFAERSG  TEXAEAZELR-TBEERGRBUENAR , ARBEFRFER, TIRFRE
HEES  MTHBIEE RERMTHE Kerberos A EBRFE

4. ¥t corp.example.com-mgmt 1T Y corp.example.com M ITHE LS R,

AXTE DNS RN EFH s

@ Note
HRENES I EME LA DNS [AARES , AIRIBREHFH DNS B BZBRES DNS &, 4
o, BATLARRE DNS R fR2S , A HUREIH B FLL widgets.example.com #E R FIE EHES
Z45E DNS fRIRESHY IP thut | SEZF ZE2{E DNS RIREFH IP Hbit,

—

BB AWS Directory Service 2 A&

ESEERD , BEEE &%,

#EL AWS & Microsoft AD #Y B &% 5155,

S TEE %N ERIEZ | (FQDN) corp.example.com F1 DNS #biit,

BE , IREER example.local #8EE&I0L | REBRAKSESES,

FETEEE L |, B2 DNS,

EXEA#RE &S  BEREEREEMEMIEN DNS FARS , AR EESHREXNEF,
EHRGRNEFTE FR-TEBERAR , ARBENERGEEFT U,

7£ DNS #8=# , 3 A corp.example.com.

. EEEMRESN IPMUT | BE<EZ-THEME.. >, WAL AWS ZEEMN Microsoft AD B
% (BEL—REARFPETEMMU) A5 —1E DNS {uit , A% Enter, ¥5 —{E DNS it %
THIELSER, A DNS it 2% , B e WS TR, = TEEHBNT, 8832, BEFE UL
ELEEEER,

© © N o g &~ Db

-
o
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11. 1#HY Store this conditional forwarder in Active Directory, and replicate as follows (1£ Active
Directory REFILFRHXNEH Y , TERUT) &KEA R, £ THNEES | BEFESEMRPMM
& DNS fAfkzs , AREBEFHTE,

HER2 BIAGHE

EXREGH  FERIMBETENERET. —BEEERREC2HTEE LN EBEHKBTET , M5
— BRI 2P H AWS ZE Microsoft AD BIZH AWS,

- Twea Way Tru st
f . +Nu Selective Auth

corp.example.com example.local
10.0.0% 10.100.0%
1001#

EEVR EC2 813 F AWS Z & Microsoft AD FIEF

-

& A example.locals

2. FERARREES K REBEXZEEEHRE &TEE DNS, L TSI HAYRIRER IPv4 ik, ETF—
BERFS , BEEIY corp.example.com F| example.local B #&WEHNEFUBSEERE,

3. TEIEREEd  BIE Active Directory #E R E1F

4, HEXEAEBIRBE ST |, 7£ example.local LE—TEBRAE , REBERS.

5. EEAERL  BEREEE, RREET X,

6. EEEEBBWEEL , WA corp.example.com , R&&EE T—%,

7. EETEEEEL , EEURERE, AREET 5,

® Note
AWS ZEEM Microsoft AD E X EANEBEE. EEMKEBRES , BB —EL@H
REE.

8. HEEEFMEEL, BE%n K ARBET I,
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® Note

MREHBRENAEDEERESLRE  FRESEH NS ERRE (FERAFLY
BHH, EEESRLENEAN). MFE—REH , F52H Microsoft #¥4 E# Understanding

trust direction — 3

9. EEAEFEAL , BEREINEEREE A6 ARBET -5,
10. FEEHETRIBEMEMEL | iBIZ Forest-wide authentication (BREFEEEHR) , REBBET—F,

@ Note
B SRBIBHHE Selective authentication (EBEFEH 5 £ 58RE) , B4 7T ELAHEBRFRE , &M
EBRETEERERA. BN , AEZEEREIER P EHREREMLAETHERE

RHNERYE (BRER) FoBEBFUINCERAE , TREBNBIHREEETFE
MEFHMER , 528 Configuring selective authentication settings —3Z.

1. EEARREERL , BARMXGEERR , AREET -, LSETBAEFTERALERNR
.

12. EEEENEKERL , REGR , AREET %,

13. EEEEUTKERL , REGR , AREET -5,

14, ERFEHEEEEL , BES , TEHFNELHEE. ABZE Next (T—F)
15. ERREAGEREEL , BES , TEEREAEE. RBZE Next (T—)
16. ETRHEEEREERE L , EETK.

(® Note

EEREER 2 AWS B Microsoft AD £ IheE, MEZRFER ZEFHER | MXEE FEE
H T TIISR, EESEDHEAEMEEREE. NEFHEEN , F28 £HEERET)

e}
BE,

#5E AWS & Microsoft AD 2 {E/EZE EC2 {Fi3

1.  BARX AWS Directory Service 2 A&,

2. 1##E corp.example.com H %,

HEERE . % AWS Z & Microsoft AD BIMEF3 EC2 ENHEREE AD L& WA 1.0 268


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc731404(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc731404(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/cc816580(v=ws.10)
https://console.aws.amazon.com/directoryservicev2/

AWS Directory Service EEEmR

3. HESFMENAREL , BT FIEF—IF:

- MRZEHERTTERSERES  FENTEEY A AR EEHENRLRIER. NFEFME
;ﬂ , nﬁ/ﬂﬁ Igliijgﬁiﬁ'ﬂﬂliijo

- IRSEFEETREETEMAED  FREBRRAN LR REIER,

4. 1£ Trust relationships (SEB%) EER , 1#IE Actions (B11E) , A%RIEEN Add trust relationship (37
BETBR).

5. £ Add a trust relationship (¥TI8ETEEHR) HEFEHFRP , BT THIEE .

1 Trust type (BEXEE) T , EEX Forest trust (B REE).

® Note

ERELAELEENEERAREANEFPRENHREEEEEMET BFEMR EC2 fE
BIEEE AWS ZE Microsoft AD).

- &F¥ Existing or new remote domain name R B F R IHMEIEE ) , B A
example.local,

 &t¥} Trust password (BEZER) , WALEZ L —EEFFRENMEREREE,
« 7£ Trust direction (S5 @E)F , EE Two-way (2 @),

@ Note
- MREHBRRENAEREFETRERLRE , FREGESF OIS ERERE (BE
WBELNEL., EERAELENEAN)., nFE— ﬂxﬁzﬂ 528 Microsoft 84 £

Understanding trust direction —3Z,

. HRBIFHE Selective authentication (EEMG 9 58FE) , BH 7T ELAHERE ,
BMAEBETECLERA., RERK , AEZTEERAESERTCHRREVAEE
HEEBRPNERYE (EREK) ForBBHAUTNERE , TEEBNBLBRE
EETER. MEFHMESN , 5528 Configuring selective authentication settings —
Xo

- &H¥f Conditional forwarder (RN B k) , F# A example.local &R+ DNS fAREFH IP b
it (BEL—BRFFPETHE).
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® Note

RGN EF U 4% LY DNS [AARSE , TRIBEH PR DNS BiE BB RKET DNS &
. Bl , FBALARRE DNS R , ##H U IR E B L widgets.example.com #&EHY
FIEEHETE4E DNS [IRESH IP it , REZFE % DNS AIRESH IP ik,

6. EEFHIE

SR 3 BEEE
EAXEGH | BERREREEEE AWS B Amazon EC2 EH Active Directory 2 B IhE&XEEE.
BREEET

1. BARX AWS Directory Service &,

2. 1&$F corp.example.com H #,
3. EHHFHMWEAEREL , #TTIHP—IF .
- MRZEHEETERZEESE  FENTEEE  AREEBRANZL RS ER., WFFHEE
7, F2E TEERFHEAMES,
- MRZEHEETREERNM AR , FEEHENRZLRIER,

4. 7E Trust relationships (EERR) BB , BELRBTEINEEBR.
5. EIE Actions (BiE) , REIEE Verify trust relationship (B8R EEEIHR).

—BRETR , BEZZEZ Status (IREE) M T E R Verified (BEFE).

lllﬂli

BERLHE | BREEHEEENZHER Actlve Directory 318 , AL RPHAKAESER
1’§J i*zﬂ’ﬁ%ﬁ%ﬂﬁ: 2018 FHEEZAHAEREHE  BFIREREFEREHEMATHE,

SEHHE#EE AWS BT Microsoft AD
AT A B et B U i B RS aeiBBIM — ¥ BEEEETHEDE.
AWS &I Microsoft AD BY R EE

U MYEAE T 4 R AEMR K AWS Supporte AT 2 —EE7 -

R WA 1.0 270
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- EFRREIE AWS Directory Serviceig LRy #BIEIRHIYE,
o FIREH) AWS EIE Microsoft AD.

EEBVZERM,
Netlogon &£ EE &R EE

ER CVE-2020-1472 MY#RRIETE , Microsoft 2 T IEMREF , XIEHBREF BN T HIEH 15 EE
Netlogon Z2BEBANFN. HAREIETELEZ LK Netlogon BF |, FLE Netlogon E#R (fAIREF.
TAESL RS EBRTE) s TSI B/ AWS B Microsoft AD,

3
¢

BREVYXERFNEHIEE,

EERFBLNEEREGHE Netlogon RELBEBHAER , 557 Amazon CloudWatch BB SEH
S BITS 5827 (S E 5 EYEAHRIRIRE) 5 5828 (8t AD EEERBIAERE), WEAE AWS &
I8 Microsoft AD CloudWatch REYE A , SFSBRE BtE %,

WM CVE-2020-1472 #RFF BN FMERR , 552 B Microsoft 15 £ 20T EE Netlogon FEE
CVE-2020-1472 HE3E#HY Netlogon Z £ BiEEFE P EE — 3L,

ERMEAEZBNER

EXRERERAENZRE , SRIBRLTIARNERFAL

Response Status: 400 Bad Request

181 AWS ZEE Microsoft AD BN (OU) FRERNYH , AEREZARBHEER , BWRE
BEEEEE, CREZASBLERK —HN. MEFMEA , F2EMicrosoft XM EEEEEEE
HERE

MRAFAESRKRER , REBALM Simple AD X AWS ZEE Microsoft AD B #kiFEZIFE , &9
LAfE A AWS Management Console, Windows PowerShell=f. AWS CLI

WEHMET , HSH EREAEEE,
Hitn &R

T B IR AT 7 BY SR 1E 6 F e 1T SR S HR R AWS,

- AWS HEH L - SRERBEENEMERNER , IR S IREEE,
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AWS S@@ upport 0 — BB HE M &,
AWS JE#R Support /0y — BV TEAR B T X 8,

T 51E )R 0] 15 Bh 18 52 B BE #R & R Active Directory &,

Active Directory X #
AD DSEE#HEf#

e

« £/ Microsoft EH 1R 855212 DNS fa iR ==
o Linux S NAEEER

« Active Directory 1K 7] F /17 22 [

s FEBHEREHIER

- EEEYMERRE

5 Microsoft E4#21R23E5#%E DNS R8s

B O] LARERZ B AWS Managed Microsoft AD DNS E4 |, BAFE R MR DNS BENHETHIED
BT, Bl , & DNS BBk , LA LAFEF DNS B4 ARG R ERARE L FABE, Bt
AJLAGEF DNS B EHHFRERLHERE L IP it NFER , EMRARTEM,

BREEY , BLEFEA Admin IREEA , ABFLBEANIKRFAAR AWS ZRNEEBRKEESH
HKE, MBLAHENFAENR  F2REMTEREIZE AWS EE Microsoft AD JEE) B SHEIX

==
Ho

fZE. AWS Managed Microsoft AD DNS K= 4417 25

1.
2.
3.

£ https://console.aws.amazon.com/ec2/ BB Amazon EC2 i &,

EEREBEERPIEE (FTER).

FE A E AWS Managed Microsoft AD B $&H#) Amazon EC2 #1T{E%. EEHITEE K A%KE
HY Connect ((E#8).

EHRZE Amazon EC2 #i1T{E#R#%E , FEABIATIAER W IER Windows RIEETEER K, R
MEBRTIEERKP  ENMEHRER.

EEHRIREREP |, EIZF Action (B11E) , AARIEIE Connect to Another Computer (B Z| H b
).

/A Microsoft B# 418 85542 DNS Al fRES WA 1.0 272


https://console.aws.amazon.com/support/home#/
https://aws.amazon.com/premiumsupport/
https://learn.microsoft.com/en-us/troubleshoot/windows-server/active-directory/active-directory-overview
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/ad-ds-troubleshooting
https://console.aws.amazon.com/ec2/
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6. BEHMER , @A LM AWS Managed Microsoft AD DNS fAIfRESZ B IP sutE s —1{@ |
REBBIE X,

7. HEEAIE®KG , BER Applications and Services Logs (FEFATE X ERF A 5%)
>Microsoft>Windows>DNS-Server (DNS fAlfR&s) , A%ZIZE Audit (F€#%).

Linux 1300 A #5353

LA A AT 1 BY A8 SR BEHE AR & EC2 Linux #A{TE# /A AWS Managed Microsoft AD B & , Al5E
FH) — LA,

Linux 3017 1Bl 88 % 54 b0 A #8913 2 B =28

Ubuntu 14.04 , 16.04 1 18.04 B4 A% DNS HHEITRAEN , A% — @RS 8EE Microsoft J&
PBES-EIH, B8, EUgEIUTmERL 2 —

R 1 MARIMAMEDA Ubuntu 31T {E &

HREZRMAFEEN Ubuntu 11T , sudo realm join S A REEEREMABBMFTERF
A, WATRERE R A T ERER

I Couldn't authenticate to active directory: SASL(-1): generic failure: GSSAPI Error: An invalid name
was supplied (Success) adcli: couldn't connect to EXAMPLE.COM domain: Couldn't authenticate to
active directory: SASL(-1): generic failure: GSSAPI Error: An invalid name was supplied (Success) !
Insufficient permissions to join the domain realm: Couldn't join realm: Insufficient permissions to join
the domain

1R 2 : EIAMEIEA Ubuntu #1T1ERE

HRE A Microsoft Active Directory #813i#9 Ubuntu $11T1EEE , EXERBERBEABTEEN
SSH AJRER R , WA R T HIEEER

$ ssh admin@EXAMPLE.COM@198.51.100

no such identity: /Users/username/.ssh/id_ed25519: No such file or directory
admin@EXAMPLE.COM@198.51.100's password:

Permission denied, please try again.

admin@EXAMPLE.COM@198.51.100's password:
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MBLFERANEESREAHTEERYEE /var/log/auth.log , TEEEE ST I EREERIER
EHEEES

May 12 01:02:12 ip-192-0-2-0 sshd[2251]: pam_unix(sshd:auth): authentication failure; logname=
uid=0 euid=0 tty=ssh ruser= rhost=203.0.113.0

May 12 01:02:12 ip-192-0-2-0 sshd[2251]: pam_sss(sshd:auth): authentication failure; logname=
uid=0 euid=0 tty=ssh ruser= rhost=203.0.113.0 user=admin@EXAMPLE.COM

May 12 01:02:12 ip-192-0-2-0 sshd[2251]: pam_sss(sshd:auth): received for user
admin@EXAMPLE.COM: 10 (User not known to the underlying authentication module)

May 12 01:02:14 ip-192-0-2-0 sshd[2251]: Failed password for invalid user admin@EXAMPLE.COM
from 203.0.113.0 port 13344 ssh2

May 12 01:02:15 ip-192-0-2-0 sshd[2251]: Connection closed by 203.0.113.0 [preauth]
T8 | kinit HREREDMARABER, FEMTEH :

ubuntu@ip-192-0-2-0:~$ kinit admin@EXAMPLE.COM Password for admin@EXAMPLE.COM:
ubuntu@ip-192-0-2-0:~$ klist Ticket cache: FILE:/tmp/krb5cc_1000 Default principal:
admin@EXAMPLE.COM

fRRTTE

BN EMEBERNNERERT ERER /etc/krb5. conf & [libdefaults] EEX#I B DNS , 11T
R

[1libdefaults]
default_realm = EXAMPLE.COM
rdns = false

EREMANEREES T BREEE

MREBEAWSZ EEH Microsoft AD FAZFERE Active Directory 2 23 TERQEHEMFE , BIEE
A Winbind BY 32 {51F Active Directory F2RE BB AR Linux TRBETRER , TEFIEZR
BREE,

E

Jul 31 00:00:00 EC2AMAZ-LSMWQT sshd[23832]: Failed password for user@corp.example.com
from xxx.xxx.xxx.xxx port 18309 ssh2
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Jul 31 00:05:00 EC2AMAZ-LSMWQT sshd[23832]: pam_winbind(sshd:auth): getting password
(0x00000390)

Jul 31 00:05:00 EC2AMAZ-LSMWQT sshd[23832]: pam_winbind(sshd:auth): pam_get_item returned
a password

7 A 31 B 00:05: 38R kB:WBC_ER_AUTH $85%, PAM_ B#5E (B 0B F): 55K wbcLogonUser %
BUWBC_ER_ BRFEER, PAM SR RMER KA RERARMHER,

Jul 31 00:05:00 EC2AMAZ-LSMWQT sshd[23832]: pam_winbind(sshd:auth): internal module error
(retval = PAM_SYSTEM_ERR(4), user = 'CORP\user’)

BRR T3 E

EEMANEE , BEZEHT IISBUGHRRBER PAM HEHERERE (/etc/security/
pam_winbind.conf) FHES.

1. BENFHRER[THR /etc/security/pam_winbind.conf &%

sudo vim /etc/security/pam_winbind.conf

2. HEBHBERUTIET krb5_auth = yes,
[global]
cached_login = yes

krb5_ccache_type = FILE
#krb5_auth = yes

3. %1t Winbind R , REREFHRABE.

service winbind stop or systemctl stop winbind
net cache flush
service winbind start or systemctl start winbind

Active Directory & 7] @72

8% AWS EEM Microsoft AD | Active Directory ] AfEFEZET EMZIBR , 2478 BIREIT
B, T4 H—:Eﬁﬂl@%ﬁﬁﬁ hiRkEE, UTEHEREEHNEEEERERNMERRE :

Eu}

1. SYSVOL E¥IRIEFH# 7 HHiHEIE 4 B FHE BUR Y 4

RARfGEEE WA 1.0 275
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2. Active Directory E¥ E B mikE

mE AWS ZEE Microsoft AD EFZ BN EEEN , FZEAWS Directory Service EE,

SYSVOL ERRIEEFHEIE L ERFEBRY

EERENERFERERE SYSVOL ERXAFHRTIFVENFHEFRIEEER, ELFESLBENERT
BER EXE. MSI S MEMEIEFERIERENSVERER, FER EUEEEE’JI&E%#%EHEBZ%
. BABREESE , UREEFAMGEN R RERE, TEHQFMEE’?%‘BFE'?HT?E AWS Z

B Microsoft AD #1315 &l uh AN 2 R AR SR L.

MREEFHEAFHEZENER  EBEFEAERARB[AREHNELZEER, IRETEETEE
EBRMARSS , 35 AWS BHZERERM[IRSSIEE Amazon FSxo

MEBREMIELENER , BULLEBBEAWRERS (UNC) BRRERFE SYSVOL #£=, 0, 40
BB AEN TR MBI AR (FQDN) 2 example.com , Bl SYSVOL # UNC BEHE R “\example. Iocal
\SYSVOL\example.local\’s —BEZKXEI A BRFARANEE B FRFTIZTENYHY , HEXMSEI0 2
EAEZERAPARE, R 30 £ iE% B FARKRE , BHE Sup AWS port ZBF9,

A LENFERIERTFHRESN SYSVOL REF |, TURFAETSRE S SYSVOL FRMRE &
HY B .

Active Directory B FE B {E iRk E

EREEBRENE RERE R Active Directory EREIER T HKE, WERBFRAREERN , B
BB EB SR Y total () T8, FFIAE total () EEFLUEERR , A7 EET# deleted (2
IBR) VYDA EET A B SRS,

RIBTERR , AWS ZEEM Microsoft AD EA4EBREE AD EREINEH 180 X , RARTERAME
W, —BY#H KA Recycled-Object (B1ERT) , EESNEBRE 180 X , KRBTSR E 88K, FF
LEYMHESIMERE  YHENEEEESEREDE 0 X , 2RI DERER. EREATELSE
YRR R,

mEFE AWS ZEE Microsoft AD XEYHFHBMFMER , FZBAWS Directory Service EE,

EENMSTEEMBRYE 2B PN YHER , SR M A Windows 4TI RZEIT T 5
PowerShell i . MBENAIREESEHTEBNIR , 528 EE AWS Managed Microsoft AD 1 #Y
5 /& MEEE,
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https://aws.amazon.com/directoryservice/pricing/#Comparison_Table
https://learn.microsoft.com/en-us/troubleshoot/windows-client/group-policy/create-and-manage-central-store
https://learn.microsoft.com/en-us/troubleshoot/windows-server/group-policy/use-group-policy-to-install-software
https://aws.amazon.com/fsx/
https://aws.amazon.com/directoryservice/pricing/#Comparison_Table
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Get-ADObject -Filter * -IncludeDeletedObjects | Measure-Object -Property 'Count' |
Select-0Object -Property 'Count'

LUT R EarHRYEEfldm s

Count
10000

MRBHBEBE LRBEPEERNIIZENYHE , CECBBEEENEE,
LT REFEREHEBERER
1. J5E AD

a. MBREMFEZER AD ¥4,

b. #€ AD BREIWEBBREMFTRFEN Y. FES  ER—EBEMNEF , AEFRELEIIMER
YIERIME — 5 AR BT B S8R

c. AT THEHR AD EIRE W B ER-EMERIMERB W14+,

/A Important
EAkSTRFRNN  RAER-EHEMEE  AERRELESMERY a9 —7
ERITEHER,

$DomainInfo = Get-ADDomain

$BaseDn = $DomainInfo.DistinguishedName

$NetBios = $DomainInfo.NetBIOSName

$0bjectsToRemove = Get-ADObject -Filter { isDeleted -eq $true } -

IncludeDeletedObjects -SearchBase "CN=Deleted Objects,$BaseDn" -Properties
'LastKnownParent', 'DistinguishedName’', 'msDS-LastKnownRDN' | Where-Object

{ ($_.LastKknownParent -Like "*0U=$NetBios, $BaseDn") -or ($_.LastKnownParent -Like
"*\QADEL:*') }

ForEach ($0bjectToRemove in $0bjectsToRemove) { Remove-ADObject -Identity
$0bjectToRemove.DistinguishedName -IncludeDeletedObjects }

d. EiB "Sup AWS port, BARRZEBI , LAER AWS Directory Service [E 4] AZE R,

2. MNRIEH B AR 2 EEMBIEL Sup AWS port RS |, RGN B EFARETLEM. EthEEM
BB SN RAR, MEEEENR , 528 AWS Directory Service E{E,
RURAREZ®H WA 1.0 277
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£ AWS Managed Microsoft AD A , AWS ZREMBRIHFEmBRRKEESFANRETLUE
BmsDS-DeletedObjectLifetime @it , XBMUEREMBRY4HRERL AD EREHFHXRE , A&
FTRAERIH.

(® Note

EREMREE, MRBEFE , JESEFEREX, RfEZEZRELMRE The AD Recycle
Bin: Understanding, Implementing, Best Practices, and Troubleshooting , LA — 25 T figig Lt

BEF.

#% msDS-DeletedObjectLifetime BEEESEABENE T , AURBERENVHBTEEBX
BEER. EBHSRENARETURA 2R, —BEBEREE , LB HEEER AD EROWE
EREIMBRNIHS. SEFTERRRBRERB & , TREFRELYH. NFHMBER , F2H E1UE
BRENEFE &, RRERFHARHETER , ItRBERTRERERLHEX,

MESELEFOMEBRYELERBS , FRTUATHS :

® Note

MREREEHTHS , X TERRBRYA LB BMHERA 30 R, MREBREFE
mBHERRNER , F§ 30" MKREALREFNEF. ER , RMERETERBERE
180,

$DeletedObjectLifetime = 30

$DomainInfo = Get-ADDomain

$BaseDn = $DomainInfo.DistinguishedName

Set-ADObject -Identity "CN=Directory Service,CN=Windows
NT,CN=Services,CN=Configuration, $BaseDn" -Partition "CN=Configuration, $BaseDn" -
Replace:@{"msDS-DeletedObjectLifetime" = $DeletedObjectLifetime}

e B R A R EE ER

LR AR T 7 Bh B IE ZEfH AWS Managed Microsoft AD B &4 @ # R85 | mJAEIBEIM —LiERA R HE
TEREEHERR
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https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/the-ad-recycle-bin-understanding-implementing-best-practices-and/ba-p/396944
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Cact1=

i

g

N

Add error on entry starting on line 1: Referral The server side error is: 0x202b A referral was
returned from the server. The extended server error is: 0000202B: RefErr: DSID-0310082F, data
0, 1 access points \tref 1: ‘example.com’ Number of Objects Modified: 0

SR HF R
EREMEHIEBRLIE ERNBEEER, ELREHIF , DC=example, dc=com FEEXE K
Cmdlet Get-ADDomain FiRHY DistinguishedName,

EEAENEAER

Eit

3

Unable to read the import file. Number of Objects Modified: 0
bad 3730

FEAR LDIF 2R2ZEH (0 @ til). FHER LB R ERER,

=f > =
EE/ %Fb\

i}

g

N

There is a syntax error in the input file Failed on line 21 The last token starts with 'q'. Number of
Objects Modified: 0

REHDERR

B2 THXFRATER, BERXFNE—EFIRE A, BEABRH LDIF FHEEHE 21 17,
WFEMAKN LDIF BRNFMER , F2H T8 1 BEYLEW IDIFER, .

BHESECSFRE
8

Add error on entry starting on line 1: Attribute Or Value Exists The server side error is: 0x2083 The
specified value already exists. The extended server error is: 00002083: AtrErr: DSID-03151830,
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#1:\t0: 00002083: DSID-03151830, problem 1,006 (ATT_OR_VALUE_EXISTS), data 0, Att
20,019 (mayContain):len 4 Number of Objects Modified: 0

il 20

EERGERETEE,

REEEBN

i

g

N

Add error on entry starting on line 1: No Such Attribute The server side error is: 0x2085 The
attribute value cannot be removed because it is not present on the object. The extended server
error is: 00002085: AtrErr: DSID-03152367, #1: \t0: 00002085: DSID-03152367, problem 1,001
(NO_ATTRIBUTE_OR_VAL), data 0, Att 20,019 (mayContain):len 4 Number of Objects Modified:
0

SEREHEAE

LDIF EREXARERBREBM , EXBHEREEIER/ER. TRCERAGRELREE,

i
Pllél

N

Add error on entry starting on line 41: No Such Attribute 0x57 The parameter is incorrect. The
extended server error is: 0x208d Directory object not found. The extended server error is:
"00000057: LdapErr: DSID-0C090D8A, comment: Error in attribute conversion operation, data 0,
v2580" Number of Objects Modified: 0

SEREHEAE

%4 TARFINBMETER, FEAREDE,

RBEEEYH

¥R/ A

4

Add error on entry starting on line 1: No Such Object The server side error is:

0x208d Directory object not found. The extended server error is: 0000208D:

NameErr: DSID-03100238, problem 2,001 (NO_OBJECT), data 0, best match of:
'CN=Schema,CN=Configuration,DC=example,DC=com’ Number of Objects Modified: 0
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REREEAE

P52 % (DN) FR2EWNHTEHE,

EEEIMERR

EEEERUAME K REFAESLESHANEA. UTERAHBBETHELFAREEN—

g

ﬁ o
FHUESE

ERRYEARFIEE. SARETER , RERERNE L RETAFREEE. ARRULHE
FEHU TR

- ¥ AWS EEM Microsoft AD Active Directory FlActive DirectoryREEZVETERNEREE ,
KEEEHEMNE-—BERLER. "F—EkEs) EBREARDefault-First-Site-Name, MR
ELEERRMEIME  REREEEFIER.

- BREEANRLEERAE LEVHESEIR  FMERANHEREEER.

- WBRENRELTEREAFEILEE.

- BRENABELLBREERERE. ¥ARME Local Security Policy > Local
Policies > Security Options > Network access: Named Pipes that can be
accessed anonymously ¥REPEDEEDLTI=EELEE :

* netlogon
* samr
* Isarpc

- BB LRTBEEEBEREFERNUISessionPipes & &% & HKLM\ SYSTEM\ fR#\LanmanServer\ £
S rh ) B EF S EV{E, CurrentControlSetiE LB A BB A RIE B/ HIF,

® Note

BIZETAER , Network access: Named Pipes that can be accessed
anonymously YW KEXEBEH R Not Defined, EREEN , AAMAEEHM
Network access: Named Pipes that can be accessed anonymously BB &

Ensn o

SXERES netlogon, samr, lsarpce

- HERNTERRMEZ S FRI PR T SIARRASE (SMB) HERE. LA [BREEE] > [Windows
RE] > [REMRE] > [AHFRA/ZeMRE] TREELRE, EMEXFTE TIRE -

FEEEINRERRH < 1.0 281
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» Microsofti8ig A Fim : BUHBBHA (— @) : FAXE : A
» MicrosoftfBlg A Fif : UHBEA (WRMARBEE) : BRE : 2BA
 Microsoftif & mIRas : BUHBEA (KE) . 2RA
 MicrosoftiB iR ARES : BUHBEA (WRAFRKREE) . BERE . 2/A

EENRAE BT FESREEBE

ARRILEE  BREESENZSFHERTEZ VPC WFIUEHEE (ACL) ¥iEfE , AEESIERE@A
RGN EFHNWEH. AWS FRELZL2FHE , AR Active Directory BEAPFTEMEEE, EEREE
B, REFAESREM IP it FELEZENRE, EHREERRLZLEE. CHFSEEHNLS
BHENELERE  UAFREEHIRTIERE. NELLFERNFREF K F28 "TH2: EiF
B AWS Managed Microsoft AD | o

f—w Summary Inbound Rules Outbound Rules Tags

¥ Cancel m

? Type Protocol Port Range  Destination Remove
j ALL Traffic [=] | A ALL 0.0.0.0/0)

Add another rule

MR H A B S DNS ARSI FEA LA (3E RFC 1918) IP it , BAEFEEL B & LHERE
Directory Services £ & %] DNS falfR2EH IP Bk H., WMFEFMENR , F28 EL. BEIMEREEE
& R BEEH.

R ERERIBOER (IANA) AR BEREERARE TUT=( IP it ZHEHR

« 10.0.0.0 — 10.255.255.255 (10/8 Z &)
. 172.16.0.0 — 172.31.255.255 (172.16/12 2 &)
- 192.168.0.0 — 192.168.255.255 (192.168/16 £ H)

MEHMET , 5528 https://tools.ietf.org/html/rfc1918,

RS AWS ZEE Microsoft AD KYTEER AD W A R BEAHHNFEREBPRITER AD RuE A BAER.
ERESEAEMBNE (MEFAENE) FRERWEEE. EFnSRBUANERENABHELE
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AR DC EUARERAKITMAMERERG W, MREKERELFHREE , WE S REZ BRI HF
HEBFHEF , MERFEENEL. FRREDE  RREFBRVEENREIEF .

MEREEEAANFMEENR | B2ERM EERRETHMicrosoftidiZ EES.

Ep-r: Active Directory Sites and Services
File Action View Help
&= | F c= HmEl 2

i Active Directory Sites and Services|| Name Type

Description
v [ SI.tES _ ] Sites Sites Container
| Inter-5ite Transports

; Subnets
E Default-First-5ite-Mame

ORI EFITRIRE

EEMRIERE  FEAMMEEN / BEIEEEM NETBIOS B, MRHH / BEREEEEEEN
NETBIOS &8 , AT EMN NETBIOS ERBEHFEVEP—@EE , RAEREH,

$532 "Required and valid domain name" B {EFE 7 k&

DNS EBARBEFHF T (A-Z), HFFT (0-9). HR () NI (). EEARIRAKXEBHN
AR DR RHERAIMFET. 55 FEE !

« AWS ZEEM Microsoft AD FTXEEFE—ZBRENET. NEFHMEN K FSRE—Z8HET
#IMicrosoft £,

« 1848 RFC 1123 (https://tools.ietf.org/html/rfc1123) , DNS BEBH ReeFEHRA AR Z, aBlz, 03 9
LAREFE (-)o DNS BB tERTE (), BEFAR DNS ZH 2B FQDN K2,

- 1RI% RFC 952 (https://tools.ietf.org/ntml/rfc952) , BB (H83%. #. MEZRE) 2HZ 24 HFTH
XFFHE , HFER (A-Z). B (0-9), Bk (-) M () AR, FEZE , EEARDR "HEXS
B WHERER D BT ARFEA AR,

MEHMER |, FSEE T A Microsofti8igi i) B BIR &,
HAEEEN—KRIE
LTRATARBREESTHBEERENTE,

AWS Systems Manager B 1t 5k &k
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https://techcommunity.microsoft.com/t5/ask-the-directory-services-team/domain-locator-across-a-forest-trust/ba-p/395689
https://docs.microsoft.com/en-US/troubleshoot/windows-server/networking/single-label-domains-support-policy
https://docs.microsoft.com/en-US/troubleshoot/windows-server/networking/single-label-domains-support-policy
https://tools.ietf.org/html/rfc1123
https://tools.ietf.org/html/rfc952
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-2000-server/cc959336(v=technet.10)

AWS Directory Service EEEmR

Sup@@ port B E{t THE7E ( SAW ) A AWS Systems Manager B B1{t & AWS Directory Service
IRIRMIEEZRMNF M. AWSSupport-TroubleshootDirectoryTrust runbook T EaJ1%Bh#&2 i AWS
EE Microsoft AD B2y EfEBEMicrosoftActive Directoryz B E REET B ERE,

DirectoryServicePortTest T&

ESEHHEE AWS ZEER Microsoft AD BEEAEREBE Active Directory 2 B EEE L EE

B , DirectoryServicePortTestRIF TESREEE), MEERATEN G LSS , F2H "EEN AD
Connectory o

NETDOM # NLTEST T &

EEETLEA Netdom M Nitest s B TERSHK, BR, B, BRIEEEE, EXITE
Bz EH LSA #EBEH., FRUAERAEETEN RS , FS2REMAL L Netdom H
NLTEST, Microsoft

HeE@EmTE
IERBMERARA Windows EF I AR , HEENBREEETAENEHER, NEFAE

A , 552 E Capture a Network Trace without installing anything — 3o
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-support.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-awssupport-troubleshootdirectorytrust.html
samples/DirectoryServicePortTest.zip
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/cc772217(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/cc731935(v=ws.11)
https://techcommunity.microsoft.com/t5/iis-support-blog/capture-a-network-trace-without-installing-anything-amp-capture/ba-p/376503
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AD Connector

AD Connector 2—EH #%ME , EUUFEHEKEKEREHREERIPLE , Microsoft Active
Directory i &~ A REVE ix B EME . AD Connector K/ BME : NEFMAR, NE AD
Connector 2B A&/NEBBFTERET , EFAREESVH/NEEZE., K& AD Connector 2E A KB
BATEEt  EMAREESVHNPEEREEE. EULEEAREXAHE 2 #2218 AD Connector XL
BRI MEETER, REABBITHERESERES

AD Connector A X B{EAH B #EHBET. AD EEZBFNENABBBEATEZBEREET 1818
B, WHER K BRSEARIPHERE , LIBEERFTM Active Directory RPN FEE , B4
¥ E—# AD Connector,

(@ Note

AD Connector #EEEE M AWS tRF A, MMBRER—IBER , FEEMEH AWS
& Microsoft AD REZ S E #%., AD Connector B FEERVAZ VPC |, EXRTE
felWorkSpacesty AWS FEREX L AMEFIEL AD Connector #HEIH VPC .,

AXXE AD Connector & , BERERETHIER

- BHRREAENITEEETUFAEBAENARABRAEREA AWS EARER WorkDocs , #5l0
WorkSpaces Amazon = Amazon WorkMail,

- BAILLERL IAM B2 5ERNFEVE | REE Amazon EC2 #{T{EEE = Amazon S3 FFITESE
AWS &R, AWS Management Console

- EREAER T EESEEFNASNNEERERBH AWS ERFNER , S AT LUIFEEFIBT
BENZEMRR (PINEGBIH,. ZRERLCHEMRFHEE).

« O LAEF AD Connector REAAZRERRE , HiZRHEE AN Radias B MFA ERZREBES | UL
BEEFERAEFIEAENRREEEINZESHEE, AWS

BEREBEAGEE , THNMEEZSIBH% , Y72 R A AD Connector ZhEE,
el

« AD Connector A P9

- f{AEHE AD Connector

« AD Connector WER{EE®
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« AD Connector Fi %8
« AD Connector FE RN B MHBUER
« AD Connector £¢ 2 HEfi#

AD Connector AF§

£ AD Connector , 28] LLiE$# AWS Directory Service EI3R G # 1t Active Directory, ERZERE
B 86  FrE B S ERHSRBEMILFI £, AWS Directory Service T 2E BB H &
o

&

« AD Connector = 8l ¥4

« E3I AD Connector

o {HEEXEEEREAR AD Connector &3

AD Connector =i 1{&

EEZMEH AD Connector BiFFIIREE & , FEEEHFBTHIER
Amazon VPC

H#4TT % VPC BB :

« EOWMEFHERE. BEFHEBEXEVRTENTRAES,

- VPC AEFEIBEEILEME (VPN) EIRSH AWS Direct ConnectiEZ4EEBHI IR B M5
- VPC HAEETRREREA.

AWS Directory Service £ AR VPC %18, BB EC2 #TEIBEZM AWS 1RF 25 H
7, XHEE AWS, HEAMEMKEESS , ETHO M ETH1., ETHO 2EEEERS , MANRE
IR SA 8B, ETH1 RIRE U AR F RHER.

B %KY ETHO MR E R IP EUENRFT A NERE |, IR ETSREEE B &N VPC 24T
2R, It 1P SE AT AR TE—¥ (B4 B FEME @R ERF)

* 10.0.1.0/24 & 10.0.2.0/24
+ 169.254.0.0/16
+ 192.168.1.0/24 & 192.168.2.0/24
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FEPEIBME ETHL CIDR WEE—{E/\ Lt 2RE e & 3R, R 10 BAEE , BIBRMEEFEES
192.168.1.0/24 F1 192.168.2.0/24 F#35& I H 4t % 192.168.0.0/16 By VPC., MR ZE—@E/\{x
FTTLTETE 10, RMEHZIZEES 10.0.1.0/24 F 10.0.2.0/24 F4B& I B b1k 2 10.0.0.0/16 B
VPC,

BEUEEET®E VPC LHEkM. Fit , EEBRAIREER IP BEER.

MEFHMEN , 528 Amazon VPC ERAERER P THIEAE
- "f+EERE Amazon VPC? |

- T VPC FH FHBEE.

- TiGTERRE BAAE MIERE R ER VPC,

EERNBERNEZEA AWS Direct Connect , 552 BIAWS Direct Connect &5,
A Active Directory

I8 EEE T B HActive DirectoryiB B IR B4

(® Note
AD Connector T XX EE —EZ %1,

ItActive Directory#BiZi Y ThREB Rk 4 B RWindows Server 2003=¥E&. AD Connector th3X 1%
EZBNFEE R Amazon EC2 $1T1EEE LRV,

(® Note
E AD Connector £2 Amazon EC2 MM A ThEERZ S AR | T EME B RS,
(RODC),
BR#E R B

EHXARRBERERSED , EERTIIERZRBIRSFHBZIAESR
- BEEAENEE - SBE

- BEKMABE-EE LR EEBEMAR WorkSpaces

- BUERWMH-EEERAEEMAEMAR WorkSpaces

- BRBIRFRIBETS AWS BIFER. AWS BIFEXE
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#VPCSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/
https://support.microsoft.com/en-us/help/2269810/microsoft-support-for-single-label-domains
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- REMMN 8T 128 HF T2 , BEER,
- ELEEUTHEERFHN=/F%F :
- NEFE (a-2)
- KEFH (A-2)
- ®F (0-9)
- EHEBFIT (~@HS%N_+="\)D]::"<>,.?/)

WEFMER , F2E ZRERGEHNRBIRS

@ Note

AD Connector £ Kerberos ¥f AWS ERRERNETE P RFB|EMIZTE., LDAP ERREA
ENBHAYMGEH EIURE). HR LDAP RS , FAARETTE , WA RIFTEUH
XEREE, BERHE AWS AZRBERE , ZREFER Kerberos ER AR E & D #1T
LDAP 1E3%,

FERERER
Fi & Active Directory fFAE X HEFENECBHENT T, FHIRTHEBM .

+ GivenName

« SurName

+ Mail

» SamAccountName
 UserPrincipalName
+ UserAccountControl
* MemberOf

HEFRIERT , Active Directory EFZE EEBEUELEBMN . T8 K EESTREREEEE
LOZFT | PRAABFE BIRERTE AD Connector &l , AIREE AR ENE R ER G ELEEGTT,
IP bt

ISEE A B &+ WM1E DNS 7R 25 ARSI HIZR R 1P ik,

E AD Connector R ZIEH B &k , ERELMREFENS _ldap._tcp.<DnsbDomainName>
M _kerberos._tcp.<DnsDomainName> SRV 528% , FrLAE LA AREBI S B EHIEL SRV 2
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$%. AD Connector S ER K EIE KRR LDAP # Kerberos IRIEHY FE Rigiie &y | EitkiEL SRV
RHESAZELIE—EEREZEHEIYE, F SRV SCEMEFME , FBa11F Microsoft LY SRV &
JREC#%., TechNet

TR AV ELR

= E & AD Connector # B &5 REHME @ EHRIR BRI MBActive DirectoryiF i #ilus |, BEEHEH
By X B4 ZE¥ Amazon VPC M {E F#ERE Y CIDR BT 5IE#EE,

« TCP/UDP 53 - DNS
« TCP/UDP 88 - Kerberos & 7 Ei 3%
« TCP/UDP 389 - LDAP

BELVEEELEEIE | AD Connector T A[iEZR B B &, BISENHETREEERMEME
iR,

WMREREREA AD Connector 28F1 Amazon WorkSpaces , ZH MR G S ARER 0, ER
MBI EI N TERRERE. MR EAEA LvLvSupport B , Bl AD Connector A$ £ &5 B #&
WAEER&E, itk aIphLE AD Connector £ Amazon WorkSpaces,

(® Note

WMREBEEBEM DNS ABRESHMActive Directoryisi iz 3k @ BREF 27 VPC R, RIEEE
LA AR EFFE BB R M BHE L EY VPC FW{E FHEEH CIDR Bk LiREREE,

MEEHMBEEIBESR | 2B Microsoft X AD #1 AD DS EEIBER,
Kerberos T8 & B 7%

B ERERS XARA Kerberos FALRE. NMEFEFHMNRA THRNMBRALEE K B2E EE
2R A Kerberos T cBisE . MEBBLREN —MREN , BB ETE LR TR Microsoft TechNet,

Mg

AD Connector #£3%38 Kerberos ¥ 184 Active Directory #BEiZ &b T 5 0 BB | XET 5/
A

+ AES-256-HMAC

* AES-128-HMAC

+ RC4-HMAC
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http://technet.microsoft.com/en-us/library/cc961719.aspx
http://technet.microsoft.com/en-us/library/cc961719.aspx
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2008-R2-and-2008/dd772723(v=ws.10)
http://technet.microsoft.com/en-us/library/cc961961.aspx
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AWS IAM Identity Center B2

MR BT E A% |IAM Identity Center 2 AD Connector £ E /A , BEEREFTE THELE
« #&# AD Connector 27 AWS BB ERIRE HEREMN.

« &1 |IAM Identity Center #1T{E#8E& AD Connector £ H[E [E1F X E o
MEFMEF , 552 AWS IAM Identity Center SR HH IAM B 2 50 F R G4
LEEREE TR MY

EEZMEH AD Connector B EZERE , BEEEHFBTHIER

- BEEMEEDEEWE R R IR iR E BE £ A &R (RADIUS) fAlfRE5. RADIUS A Fi
ImEHERNT
- BEBVIRH , BFEE AWS Directory Service R REFHY IP Hblit, B IP it AT{EE B 8kFFHE
FAH Directory IP Address (B # IP #bit) #{ES.
- JEM{E RADIUS i H X AEFEAR — AR EZRERE.
- BEEWMAK YA RTRERREEATEER RADIUS AWS Directory Service fal fRESEIZIE (1812) &
ATRE

- RADIUS fAlfREBFEEHRF B BN EAERBLERR.

WEH A MFA 5 AD Connector BIEFAAE T |
élﬁﬂg ﬁE%ﬁ/p\E’JHEﬁmﬁﬁ

EEERIEEEE  SXAEREEBEEKYD , EEMRISEMRZ AD Connector FRIEIRF B AE
#lo #MR Domain Admins (BIEES) HFEANKEEEERI BN EHER , EREEKEXER

REFERIBHEMBECKEERNEBEBEIRS, THEFREBUMMELR BT EHEConnectors, &
MIEAR AWS Directory Service ZULEHHPTREN S ERER , ARAGIH IRIEIR S #18 E L EFE,

nlh

2/ A AD Connector BRI Z ER E535

WREFAERECIMARE#%HBE L% Active Directory User and Computers (Active Directory 5 F & #
E) MMC RARERS L3117, B4 BLUBEHEEENE 2 E A,

T RIS 29 RIS R P

1. BAEX Active Directory User and Computers (Active Directory & FMERS) , WEEBEHIAR B &
EEUR BRI,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/prereqs.html
https://en.wikipedia.org/wiki/RADIUS
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2. EEQIBERNFBES , # Users (EAE) B—TEEAH , EE New (¥18) , BEN Group (¥
I%E)o

3. 1E£ New Object - Group (FTi8¥1F - BH4E) HEFRP , WA TIARILIZ—T OK (HEE).

Rz =T 3
Group name (BH4E B 8) Connectors
Group scope (Bf#H 1 /E) 215

Group type (BT ZeH

4. 7£ Active Directory User and Computers (Active Directory £ & FERE) EE R B & |, B
BRI, EEED | EE Action (B11/E) , iEE Delegate Control (ZiZEHl). WMRER AD
EESERE AWS ZEER Microsoft AD , B E L FEBERERMNEZ RZEFIE, £EEER
T, EZmiEs SRS EHPRIERYHNE & OU TH OU,

5. 1£ Delegation of Control Wizard (ZIZFIEE) EEL , H—T Next (T—%) , REE—T Add
(Fr38),

6. 7E Select Users, Computers, or Groups (ZEVFERA &, SKEE) HEEAHRA , WA
Connectors , W& —T OK (FEE). MREKFZEYH , HERE L RSBFPEIN
Connectors ##, & —F Next (T —%&).

7. 1f Tasks to Delegate (EZIRWEH) EE L , #E Create a custom task to delegate (BRI EZE
TREY BETIETRE) , REBIBIE Next (T —2H),

8. iEHI Only the following objects in the folder (fEBRE ¥l 3 Y T~ 5I¥4F) , BiEEL Computer
objects (&Y H) M User objects (ER & W)

9. iEH! Create selected objects in this folder (TE Lt & ¥ 3 R ZE \HEEVAY M1 44) F Delete selected
objects in this folder (TE L& Bl 3 P MIBRZEAY M), REBBET —F,

AD Connector =8I %1 R 1.0 291



AWS Directory Service

EEEmE

Delegation of Control Wizard >
- - [ =,
Active Directory Object Type 1
Indicate the scope of the task you want to delegate. xu-'u)' 5

Delegate control of:
(") This folder, existing objects in this folder, and creation of new objects in this folder
{®) Only the following objects in the folder:

[] Site Settings objects y
[] Sites Container objects

] Subnet objects

[] Subnets Container objects

[ ] Trusted Domain ohijects

User objects ™

Create selected objects in this folder
Delete selected objects in this folder

< Back Mest = Cancel Help

10. ZH Read (FEH) , REIZEE Next (T —F),

® Note

N R IEAS 6 A fRAE MBI I A WorkSpaces , & , Bt X ERMABSAER , LUE Active

Directory 7] LAZE 3 B &Y 144
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Delegation of Control Wizard >
Select the pemissions you want to delegate. ILH‘\ .

Show these permissions:

General
Froperty-specific
[] Creation/deletion of specific child objects

Permizsions:

[ ] Full Contral h
Read

D Write

[] Create Al Child Objects

[] Delete Al Child Objects

[] Read Al Properties o

= Back Mext = Cancel Help

11. B& ¥ Completing the Delegation of Control Wizard (SERZERIZHIEE) EETHNENR , RABE—
T Finish (5E).

12. BFEASHERBHNERAERSE , WS ERAENHIEE Connectors B, WEREKBAR
#9 AD Connector RISIRFE , RAEIRERConnectorsFHEMKE , Rt BEHEE EHANERT
B4R AWS Directory Service £ B .

JAIEL 2B AD Connector

& E:Z AD Connector B RZEZRHIREE & , RERKHB B EM VPC AM{EFHEEE CIDR B
BUFEEEE, ZENEREERFEELRY , BT TSR -

RIBERR

1. 7& VPC HEtE Windows #{T{E#E , 3 iEIB RDP HEER., ZHFTERBLARLREREEMK
g, HeRFZREE I VPC FITEE L#IT.

2. T?ﬁiﬁﬁiﬂﬁD|rectorySerwcePortTest/ElJEEWEFFJ&To Hep 238 RIREE Visual Studio BERE
, BAIRESESIIEERARZER,
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® Note
Windows Server 2003 S ERENEXRAET I EIESTE,

3. 1 Windows @i RRRT , EA T HEEH 1T DirectoryServicePortTest IR EARE :

® Note

REEREMNBRINEEBRERES Windows fAIRES 2012 R2 LA FARAE | FREMFEFA
DirectoryServicePortTest Al EHRER .

DirectoryServicePortTest.exe -d <domain_name> -ip <server_IP_address> -tcp
"53,88,389" -udp "53,88,389"

<domain_name>

EEERNBEEE. EARNAARMANBERIIERER, MREHREHAEE , R ASRED
RERE o

<server_IP_address>

BEPREPEEIEGIEMN IP thit, SetE It 1P hib RIS EREE, MREER IP thit , TS
BIEEREE,

RAEHERARXEYE VPC ERELMEBN S EERERRRK , URBERENRMANEE
EEEI%&O

BHERUTIRE

Testing forest functional level.
Forest Functional Level = Windows2008R2Forest : PASSED

Testing domain functional level.
Domain Functional Level = Windows2@@8R2Domain : PASSED

Testing required TCP ports to <server IP_address>:
Checking TCP port 53: PASSED
Checking TCP port 88: PASSED
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Checking TCP port 389: PASSED

Testing required UDP ports to <server_IP_address>:

Checking UDP port 53: PASSED
Checking UDP port 88: PASSED
Checking UDP port 389: PASSED

T %2 DirectoryServicePortTest FE 2= # RS,

using
using
using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.
System.

Collections.Generic;

I0;

Ling;

Net;

Net.Sockets;

Text;

Threading.Tasks;
DirectoryServices.ActiveDirectory;
Threading;
DirectoryServices.AccountManagement;
DirectoryServices;
Security.Authentication;
Security.AccessControl;
Security.Principal;

namespace DirectoryServicePortTest

{

class Program

{

private static List<int> _tcpPorts;
private static List<int> _udpPorts;

private static string _domain = "";

private static IPAddress _ipAddr = null;

static void Main(string[] args)

{

if (ParseArgs(args))

{

try

{
if (_domain.Length > 0)
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{
try
{
TestForestFunctionallLevel();
TestDomainFunctionallLevel();
}
catch (ActiveDirectoryObjectNotFoundException)
{
Console.WritelLine("The domain {@} could not be found.\n",
_domain);
}
}
if (null != _ipAddr)
{
if (_tcpPorts.Count > Q)
{
TestTcpPorts(_tcpPorts);
}
if (_udpPorts.Count > Q)
{
TestUdpPorts(_udpPorts);
}
}
}
catch (AuthenticationException ex)
{
Console.WriteLine(ex.Message);
}
}
else
{
PrintUsage();
}
Console.Write("Press <enter> to continue.");
Console.ReadLine();
}

static void PrintUsage()

{
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string currentApp =
Path.GetFileName(System.Reflection.Assembly.GetExecutingAssembly().Location);

Console.WriteLine("Usage: {0} \n-d <domain> \n-ip \"<server IP address>\"
\n[-tcp \"<tcp_portl>,<tcp_port2>,etc\"] \n[-udp \"<udp_portl>, <udp_port2>,etc\"]",

currentApp);
}
static bool ParseArgs(string[] args)
{
bool fReturn = false;
string ipAddress = "";
try
{

_tcpPorts = new List<int>();
_udpPorts new List<int>();

for (int i = @; i < args.Length; i++)

{
string arg = args[i];
if ("-tcp" == arg | "/tcp" == arg)
{
i++:

string portlList = args[i];
_tcpPorts = ParsePortlList(portList);

}
if ("-udp" == arg | "/udp" == arg)
{
i++;
string portlList = args[i];
_udpPorts = ParsePortlList(portList);
}
if ("-d" == arg | "/d" == arg)
{
i++;
_domain = args[i];
}
if ("-ip" == arg | "/ip" == arg)
{

i++;
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ipAddress = args[i];

}
}
}
catch (ArgumentOutOfRangeException)
{
return false;
}
if (_domain.Length > @ || ipAddress.Length > 0)
{
fReturn = true;
}
if (ipAddress.Length > 0)
{
_ipAddr = IPAddress.Parse(ipAddress);
}
return fReturn;
}
static List<int> ParsePortlList(string portlList)
{
List<int> ports = new List<int>();
char[] separators = {',', ';', ':'};
string[] portStrings = portList.Split(separators);
foreach (string portString in portStrings)
{
try
{
ports.Add(Convert.ToInt32(portString));
}
catch (FormatException)
{
}
}
return ports;
}

static void TestForestFunctionallLevel()
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{

Console.WritelLine("Testing forest functional level.");
DirectoryContext dirContext = new
DirectoryContext(DirectoryContextType.Forest, _domain, null, null);

Forest forestContext = Forest.GetForest(dirContext);

Console.Write("Forest Functional Level = {@} : ",
forestContext.ForestMode);

if (forestContext.ForestMode >= ForestMode.Windows2@@3Forest)

{

Console.WritelLine("PASSED");
}
else
{

Console.WritelLine("FAILED");
}

Console.WriteLine();

static void TestDomainFunctionallLevel()

{
Console.WriteLine("Testing domain functional level.");
DirectoryContext dirContext = new
DirectoryContext(DirectoryContextType.Domain, _domain, null, null);
Domain domainObject = Domain.GetDomain(dirContext);

Console.Write("Domain Functional Level = {0} : ", domainObject.DomainMode);

if (domainObject.DomainMode >= DomainMode.Windows2@@3Domain)

{

Console.WritelLine("PASSED");
}
else
{

Console.WritelLine("FAILED");
}

Console.WriteLine();
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static List<int> TestTcpPorts(List<int> portList)

{
Console.WriteLine("Testing TCP ports to {@0}:", _ipAddr.ToString());
List<int> failedPorts = new List<int>();
foreach (int port in portList)
{
Console.Write("Checking TCP port {@}: ", port);
TcpClient tcpClient = new TcpClient();
try
{
tcpClient.Connect(_ipAddr, port);
tcpClient.Close();
Console.WritelLine("PASSED");
}
catch (SocketException)
{
failedPorts.Add(port);
Console.WritelLine("FAILED");
}
}
Console.WriteLine();
return failedPorts;
}

static List<int> TestUdpPorts(List<int> portList)
{
Console.WriteLine("Testing UDP ports to {@}:", _ipAddr.ToString());
List<int> failedPorts = new List<int>();
foreach (int port in portlList)
{
Console.Write("Checking UDP port {@}: ", port);

UdpClient udpClient = new UdpClient();

try
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{
udpClient.Connect(_ipAddr, port);
udpClient.Close();
Console.WritelLine("PASSED");

}

catch (SocketException)

{
failedPorts.Add(port);
Console.WritelLine("FAILED");

}

}
Console.WritelLine();

return failedPorts;

#3I AD Connector

ZZE A AD Connector EiZREHNIREE % , FHITTINS R, BHHBRLMEFZH
AD Connector =81 %1% AR D ERME,

@ Note
&EE A Cloud Formation # 4<% AD Connector,

£ AD Connector E#F

1. £ AWS Directory Service A ¥ | BER & , ARBERTEH &,
2. TEENB&ER EmL |, 22 AD Connector , AEIBIET —%,

3. 1£ Enter AD Connector information (8i A AD Connector E3) EE L , #ETHIEHR :

Directory size (B #&K/»)

EE Small (/M) = Large (KE) R&#E, MERTHFMENR , 5528 AD Connector,

SE-ZEPU
BEIER HAb B &R,

#13 AD Connector
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https://console.aws.amazon.com/directoryservicev2/
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4.

E1 AD Connect

#£ Choose VPC and subnets (i1 VPC M F#B) EE L , R TIER , AREE Next (T —
#)o

VPC

B &8 VPC,
T3

BEEEEGEN TR, ERMEFRBLAVRTEN AR,
£ Connect to AD (GE#Z| AD) EE L , RIEHTHIER :

Hé& DNS &8

REB#MNTEERR , HlW0 corp.example. com.
B & NetBIOS &

B H B &V , 60 CORP,
DNS IP bk
EHRBEHFPED —{E DNS AR 1P ut, ELMAMB[BELRATRSR 4 BEENE TR

7. REREN FHEN DNS [RER IP it EEMBER AWS |, S LM RRH A S
REYSER,

WA IRS 6 7R
BAEESTHERAENERAERE. NFLIRFNFMEN , 528 "AD Connector E51%
EJ o

AR TSR = 2 T

RAERERFNER, EBRESANIE , REENMR 8 E 128 fAFx (B) 2@. ELEA
—UFTBRUATHEERFN =

- NEFH (a-2)

- REFH (A-2)

- BF (0-9)

.« EHBFT (~I@HSWHA&*_—+="\OO:"<>,.?/)
Confirm password (FEER &%)

R E
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6. 7E Review & create (MBIFIE) EEH LMBIEHKER , WETHENET, FEAER  HE
1Z Create directory (B2 B %), BEVEREEL P ENRE, B % , Status (RE) EGEER
Active ('ﬂzﬁﬁ I:Fl)o

1 BEEEEE 289 AD Connector £l 2

#3 AD Connector B , AWS Directory Service 8 B 82 1] elastic network interface (ENI) , SA&H

B2 {8 AD Connector BI1TEIRE 2 I BAHE. ELE ENI FIVE —EH R VPC F AWS Directory Service

AD EiER 2 BN EZEBRLA AN , Rt FEMBR, &AL AWS Directory Service i S T #

RRBRFTERBARKNBBED . "AEHBE IDAWS RIEMNMAKED, . WEFHHE, 528
{Amazon EC2 A EERM) PHEMHRKERE,

® Note

fikFEEX , AD Connector #{TEE X EE M ME T A EEIHE , WEFEEMN Amazon
Virtual Private Cloud (VPC), HIR#FER AD Connector 11T /R — v A [Eig + E A4
B IP bt B B,

B 15% AMEMEE AD Connector 83 (AWS IAM Identity Center RE) BEHERARE AWS XNIREH |
FERAEXSRESEENERETEREEZZE AD Connector 25 , RAERGEREEXELBERERE Active
Directory R G LUETERE . WRESHIHERFT B REEM Active Directory , AD Connector
ESKRBENEDRERARNRERSE ELUR Kerberos BH), LEF , BBIET LR AWS FEA
BRFIES.

w{aEE AD Connector

REFHI Hr B R EM#MERE AD Connector IRIEHNEF.
FiE

- REEH AD Connector B #

o EE3RI&M AD Connector B #

« # Amazon EC2 B A f&# Active Directory

- #EFEEM AD Connector B #

- BAHEAR AWS ZEXHREH FE

1 EEEE 2/ AD Connector £l WA 1.0 303
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« % AD Connector 31 DNS it

{REEH AD Connector B &

AHIERBA{RE AD Connector IREHNZEEE,

&

« 7£ AWS Directory Service FE#T AD Connector fR¥ 1R F B FE
« 5 AD Connector B ZER£RF

- fF AD Connector B f i F i LDAPS

- 1£ AD Connector ¥R A mTLS S BBUREEFREFEH
- FXE AD By AWS Private CA iE#28

£ AWS Directory Service FE#T AD Connector fR ¥k = B &F

#&1E AWS Directory Service H32# AD Connector BE R RFZEUER A AZPIRE B 877 1 RIEIR
B. BaU#EITTHLBRIE AWS Directory Service FIERRIEIRFE EAE R

(@ Note

R LA B 8K AWS IAM Identity Center , AWS Directory Service 4B RIE X EZ B
(SPN) ¢ B siRY RIS 1R F BB BT ARIEIIRS . MR B REIIRE T EMBER SPN B9FF
ATHY RIS IR P BAEFTIE SPN , RESFR~EMAEEHTEMER 2 B HIRFFFITNEA
X, EEEABEHRSARER SPN , RETSFHRILER.

£ AWS Directory Service F#E#7 AD Connector BRI 1R P RFE

1. 7 AWS Directory Service A EBE&H KW Active Directory T , ##E B &,
BEE B 8RRV B &% 1D B

EESFMEAEE L , O THDERBIRFBRER.

£ Service account credentials (IRFEIREFR®) B , i#IE Update (BN

HEEFMBRBIREFBREYFELIRT , BARBIRFEAEEBNER. ENRAZRHETHES , AR
BEEER

o &~ w0 DN

REEMNE & W7 1.0 304
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A AD Connector A ZEREEH

E &1 Active Directory £ AP B HE EC2 #ITIERE L#4THF , AT EUA AD Connector ZEE &5
. WEFEFEB AWS Directory Service A ZERFHIFMER , 52 AD Connector E 81 %1,

(@ Note

ZEERREFETITAM Simple AD, Fi8 , A LAE AWS Managed Microsoft AD B #&B(H
MFA, INEFHEER , FES2HA AWS ZEE Microsoft AD B Z R EEE.

A AD Connector R ZEEEZRFH

—

£ AWS Directory Service &5 BEHEKS , #EA #,
A8 AD Connector B $#%1Z1F B & ID E#,
£ Directory details (B %54 &) BHE L , i#1E Networking & security (BBfZ <) R5|EE.,

£ Multi-factor authentication (ZERX RFRFE) BE T , 1##F Actions (BI1E) , A&REIZF Enable (X
).

5. £ Enable multi-factor authentication (MFA) (M Z EX £F2H (MFA) EE L , B TIIE -

A WD

Display label (B RZH)

RUERER,
RADIUS server DNS name or IP addresses (RADIUS falfk2§ DNS &= IP i)

1&#9 RADIUS fRIBRES S EHRY IP ik |, SRAERY RADIUS fRIARES & & FA785/Y IP bk, BEJLL
BAZE P i, PREURIGESR SR (HlEN 192.0.0.0,192.0.0.12),

@ Note

RADIUS MFA & AR B E Amazon ¥ EREX MR (40

WorkSpaces, Amazon 32 5 Amazon QuickSight Chime) By ZEUE, AWS
Management Console® T2t MFA # EC2 #1{T{E & L1 1T/ Windows THEH |
HAREA EC2 #1T{EEE . AWS Directory Service 3% RADIUS # &/ FE & 5 B
o

FREERACHESRERER , XEEECHW MFATE, RE , BXEFRHT
MFA W f#RFZ , out-of-band BIEIAFH SMS X A&, £ out-of-band MFA f#R
FRH | BLERESHENERS R EEHERE RADIUS RIFE, A out-of-band
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MFA R ARE  BEAEASRRMAEZERA MFA KB, EBERT , REEXKR
EEAEETBEALN MFA i A ERE,

R
RADIUS frlfR28 ARABEARERIR, SN RIS FZMEE LA ALFF AWS Directory Service AR

251% B TESR RADIUS fAIfRESSE 8 (UDP 1812) BEARE.,
HAWBNRE

1) RADIUS SR Eh 2 Y B AT ig E MY L A RBRRTE,
ek A ]

HERDIRRY RADIUS im R L R E RS
B E
BEIFEH RADIUS in R M B PTis ER BB E

Server timeout (in seconds) (Al ARESREF (AT BELL))

%4F RADIUS A fR2FEIFER R (AW BEN). WWEXENRK 1 50,
Max RADIUS request retries (RADIUS R EFH XE L FR)

E& 5 RADIUS A lRESETERAIRE . HEXENK 0 F 10,

E RADIUS Status (RADIUS #k5&) F A Enabled (BXA) & , BIR £/ Multi-Factor
Authentication,

6. EE RMA.

£ AD Connector B A Fii LDAPS

AD Connector X#E 1 A Fi LDAPS &% Microsoft Active Directory (AD) 1 AWS FERER 2 [
WEEAINE . LLiEME AR 23E WorkSpaces, AWS IAM Identity Center, Amazon QuickSight F1
Amazon Chime &, WNZEHRRELZABH S, ERNLFESENEZEER,

£

. ERIGH

- BFEFF % LDAPS
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- EXE A Fim LDAPS

S RAR A

R A Fi% LDAPS & , B4 BERFEUTER,
e

« 7£ Active Directory F ZBE @] fR 25 B &

« CARBREXR

£ Active Directory A ¥ & {7 IR 25 /& &&

= EMA A FK LDAPS |, I8EE A Active Directory RIS EMAE 2 6 UL ENS I 2 £ FAIRESE

. LDAP BRIEHSEAIELRFBIZEN B EEZ R E LDAP AF IR SSL &R, AT LAE A A
Active Directory Certificate Services (ADCS) TPBR TR MM ERTEBEN SSL BFE. WE Active
Directory AR BEERWFFMEN , 552 Microsoft #835 £iEIB SSL & LDAP (LDAPS) B,

CA BEEXR

FiFik LDAPS 2EAM A BERERE CA) WERE RERLARBEINETE). BERERER
FE LA Active Directory #8133 #l 5 H RV R RS BFEETLLE , LA LDAP B&#. FBEET %I CA
BEER

- FERHEE , RENBHANSEE 90 R L,

- BRLEREBILEEENEE (PEM) KX, WRKE Active Directory REZBEH CA BE , &E
base64 fwIEHY X.509 (.CER) M ABEHERER,

- %918 AD Connector B #RZ AR FE (5) ARIBRERBEE.
« X E#H RSASSA-PSS £EEE EMNERE,

MR ER

AWS FERATE LDAP REETE TCP E#IE 636 L#11T , TEEE 2 LDAP E#E 389, Fi8 , X
BE. FEFEMN Windows LDAP BAAMEE A EfE Windows REZ £ K LDAP E#IE 389,
#E AWS Z £ BHAMMER B AEER A /o 5F AD Connector (1) B REE Active Directory () &
EREIE 636 LAY TCP &@#.
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A Al Fiw LDAPS

EEZRMAMFR LDAPS , R EBEREME (CA) BEEA AD Connector , A& H & LA
LDAPS, EFi# , AWS RN EMH EREE Active Directory 2 FIIFF A LDAP BIISEB RS
BHIRE (SSL) BEMBREITEE,

BULERAMETRNTG E , RIEH B KA A Fiw LDAPS, &R LAEA AWS Management
Console &% AWS CLlI,

&

- SB1: BBEEHN AWS Directory Service

- SR 2 mETHERE

- B3 : BA A Fi% LDAPS

- $ER 4. &F LDAPS iR&E

S8 1 EREEHN AWS Directory Service
FERAUTE—FEBREEHR AWS Directory Services
FiE 1 BEBENRFEEN AWS Directory Service (AWS Management Console)

1. % AWS Directory Service T2 ABEE K+ |, iBH B &,

2. EELBSHNE%ID EE

3. 7t Directory details (B # 5 &E ) BEE L , i#F Networking & security (BB =R £) R5IERK,
4

£ Client-side LDAPS (A Fim LDAPS) EEH , #EX Actions (E11E) Theesk , R&REE Register
certificate (B #&&#).

5. 1E Register a CA certificate (B8 BE REMERE) HEFEHHRD , ZE Browse (BE) , ARER
BFEIIEEZE Open (BAR)

6. IEIE Register certificate (B #FBH)o

FiE 2 . ZEBEHNRFEEN AWS Directory Service (AWS CLI)

« BITImT. HRBRER , FlEOL CA BERERNLE. BFE ID SEEEFRM,

aws ds register-certificate --directory-id your_directory id --certificate-data
file://your_file_path
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SR 2 REZHAMRE

EECERIBHRERBHENEBEETE  FERAUTE—F %
FiE 1 ZE7E AWS Directory Service (AWS Management Console) 2 B3 & & ik 5E

1. B BSFFMEAERE LWAF I LDAPS B,

2. 1B Registration status (B #iR5E) M T HERN B BREBHFNRE. ERHEREBEELES
Registered (2&#) , RTENWEBE S KN Z 8%,

F3% 2 : ZE7 AWS Directory Service (AWS CLI) 28 & B 455k &8
«  HITTH®S. MRAAREEED Registered , RRENBHRCRIh 2,

aws ds list-certificates --directory-id your_directory_id

HER 3 A A Fiw LDAPS

AT EAF—E7ETE AWS Directory Service R A F i LDAPS,

(® Note
BBRERNBHEED—EIBE , T 8ERUA M Fix LDAPS,

FiE 1 FETE AWS Directory Service (AWS Management Console) 1 BUE A Fi% LDAPS

1. BB SFEEAERE LMW HA P LDAPS EE,
2. EERMA. NRELFEHNEE  FRFCHIEHZFERNERE , ARBHE X
3. 7E Enable client-side LDAPS (Bt A Fi LDAPS) & ¥R+ |, i#1E Enable (BUA).

Fi% 2 1 FETE AWS Directory Service (AWS CLI) # & B B Fii LDAPS

« BATTFII@S

aws ds enable-ldaps --directory-id your_directory_id --type Client
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HER 4 . BF LDAPS K&

FERAUTEF—@EE , 7 AWS Directory Service F 8% LDAPS #R&E,

FiE 1 ZEETE AWS Directory Service (AWS Management Console) F#2 LDAPS AR
1. MIEBSFMEAEE LA FIG LDAPS B,

2. WMRARREEFE A Enabled (ERA) , &~ LDAPS ERIIEEE.

F3% 2 : HE7E AWS Directory Service (AWS CLI) F#Z LDAPS AR A&

. BITHHS. MRRFEEMERE Enabled , R LDAPS EXERE,

aws ds describe-ldaps-settings -directory-id your directory id

EIE A F i LDAPS

FERAELT T REELHN LDAPS fHEE,

f" i

BRI AR MET RN A EREER Fif LDAPS :2E. &R LAEH AWS Management Console
AWS CLlI,

BERIRFEEN
FEATIHHAP B EREERERABHNERE,
FiE 1 ZETE AWS Directory Service (AWS Management Console) i #18 B & 55405 A

1. & AWS Directory Service A EBBEBKF |, iBEA &,

2. EELBSNE%ID EE

3. 1E Directory details (B #5¥#1& &) EME L , ##F Networking & security (B %z 2) RE5|1EH,
4

£ Client-side LDAPS (Al Fim LDAPS) [RERH , 7 CA certificates (REREMBERE) TH , &
BRBEMBEEA.

F3% 2 : ZE7E AWS Directory Service (AWS CLI) F# 18 BE M E T

«  BITTIHT. YABE ID, £/ register-certificate ® list-certificates EEH
BB,
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aws ds describe-certificate --directory-id your_directory_id --certificate-
id your_cert_id

BUH & %R E

ER T E - A REUH B B

(® Note
MERERBHF—ERRE , X ASER LDAPS , T 8EBUEE R,

Fik 1 ZE7E AWS Directory Service (AWS Management Console) A EUR & 8% B &

1. 1€ AWS Directory Service T ABEE KT | iBHA &,
BEFAS B HE ID ERE,
£ Directory details (B #&F#H &) BEE L , #F Networking & security (BB =R £) R5IERK,

£ Client-side LDAPS (i Fif LDAPS) EEH |, iEIF Actions (BIE) , AR 1E$F Deregister
certificate (BUE & #%8:F&).

5. 1z Deregister a CA certificate (BUE E & RERBHEBRE) HFEHRT |, 112 Deregister (BUEE
#)o

> DN

FiE 2 . BEERUEE# AWS Directory Service (AWS CLI) R EYEFE

« BITTHGS. YABE ID, £/ register-certificate = list-certificates EEH
= BIRF

aws ds deregister-certificate --directory-id your directory_id --certificate-
id your_cert_id

=R A Fix LDAPS

ER LA T B — @75 & RER A Fim LDAPS,

REEMNE & < 1.0 311


https://console.aws.amazon.com/directoryservicev2/

AWS Directory Service EEEmR

FiE 1 ZE7E AWS Directory Service (AWS Management Console) #12F f Fix LDAPS

1. 1€ AWS Directory Service XA BBEBHKF , BEA &o

2. EELBEHWER D ERE,

3. 7z Directory details (B # 5 &E M) BEE L , i#F Networking & security (BB =R £) R5IERK,
4. 7£ Client-side LDAPS (F Fi% LDAPS) BEH , i#1Z Disable (£ ).

5. 1£ Disable client-side LDAPS (=8 i Bl LDAPS) ¥5E A7 |, i&$F Disable (BH).

Fi% 2« ZETE AWS Directory Service (AWS CLI) & f B Fii LDAPS

BT A ST,

aws ds disable-ldaps --directory-id your_directory_id --type Client

7£ AD Connector FE A mTLS B EBE L HEEE RS FEHA

BRI FERREEMEERERZESMN (MTL) SORBEOEEE R , WorkSpaces EBBREEMN
Active Directory (AD) 1 AD Connector [6 Amazon SRR E. BAA®R , £EHAE ST WorkSpaces
BAEHENMHEE R, ARBWA PIN ETRE A MAREAEAEEBNER. 2% , Windows
Linux EREEEAUAEAEEFRERERAEERRET AD o RF,

@ Note
AD Connector PR EEFREFEBARTHIEEB AWS &l , B{EBER M WorkSpaces., B &l
FXEHAM AWS ERAER.
- XEIRE (HFELER)
- XEIFEE (REM)
- TRESE (BR)
- BRESE (RR)
- BN (ZEW)
« AWS GovCloud (B F2)

ES ]
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- BEHFH

- BAEEFSIRE

- EEEEFEORIRTE

BRI

EE5A Amazon A WorkSpaces FinEAEEFARREMESRELS M (MTL) S0RE , £F
E-HAHEEREERANRESEFEMRME, Active DirectoryllEHEEBEMAFER Amazon SREEE
B ERE A M E A WorkSpaces Active Directory , 5828 Amazon WorkSpaces B2 5/,

ERAEEFETE 28 WorkSpaces , seE THZEEHE :

- CABBER

- FAEREEXR
BERBERERE

- HihE

il

CA BEEXR

AD Connector EERHEREME (CA) BE REXEAERENERTE) ETEEFRSIEBRE. AD
Connector # CA BREHEFAEZEBHESZEFRERANERETLE., FEETY CARIBEKR :
- EEEH CARE , RREMBHBEEMARE 90 R L,

- CA BREVASRBIEEEREM (PEM) &, RH Active Directory AEZBE L CA B , &#IF
Base64 #wmiEHY X.509 (.CER) A E HERKK,

. HAFERET CAERZIFERAERENMAE CABRINTRE CARE , EEFFPBRBFER
I,

- 1@ AD Connector B & Z A LAfETE 100 & CA BF

« AD Connector 73X CA BFEHM RSASSA-PSS #EEHEE %,

- TR TREEHRRE, BRELA "BE. IEHITH.

FHERBER
DTREAEREN—LEXR
- FRHENESERBEEAMERE (UPN) BWERRBIH userPrincipalName (SAN),
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- FAENESEFRRESEREA (1.3.6.1.4.1.311.20.2.2) AEHB®RE (1.3.6.1.5.5.7.3.2) B , {5/
ENEEFSEEAEENEBRERAAN,

- FAEEEFRENE LR REENAHE (OCSP) EFELS "HREENEAFI, T/ "EFEA
%, = TR ERBREBABE,L (1.3.6.1.5.5.7.48.1),

#nFE AD Connector MIZEE S MERBEFRNVFMENR , 552 B Amazon WorkSpaces EEIERH
MER, MFELEHBEE Amazon WorkSpaces B8 (fl20% A WorkSpaces, ERZIEELR) KR A
WorkSpaces , @82 B Amazon WorkSpaces £ F & 55 P iy 58 2 HE % -l WorkSpaces F i B8

BRBBRERRE

ABTHITEEFRG 28 , AD Connector X EFRE L BEMEHE (OCSP) REFLAERTENR
HAREE, EEHTRERERE , OCSP EERN URL X ATMEIBHFHEMRMAMEFR., MEFEMH DNS &
B , OCSP EIFERE URL HEFRAEMBMERFESEE (ANA) R EEEREFHIERESE.

AD Connector BERERERENT :

« AD Connector B E[HEBEF I Authority Information Access (AIA) #EFE#{ LAELE OCSP
EIFEFR R URL , A% AD Connector f£f3% URL BEEE A,

15 AD Connector LM EAERFE AIA EXBWAUPKREN URL , I|EEFEAEREH KT
OCSP [EfERZ I URL , Bl AD Connector #4fEFER CA BEZ HF IR REMNZER OCSP URL,
MBEFEAERE AA BREBUDE URL TLUEMTEREEE  BERES BB AN,

- MRER CABRZHNAERMMN OCSP EEREN URL EAMENT, EOEIAREM OCSP @ER
A URL, RIEAES D RESE R

- OCSP AR S EZS RFC 6960 HIRTE, s , OCSP fMRESAXEMEMA GET HEREEMAH
PRARER 255 L T2 ERHER,

@® Note
AD Connector 5k OCSP [EfEZR URL A& HTTP URL,

HttZ &

£ AD Connector PRI B EF B BT 2H , @EZEBUTEAE

REEMNE & W7 1.0 314


https://docs.aws.amazon.com/workspaces/latest/adminguide/smart-cards.html#smart-cards-requirements
https://docs.aws.amazon.com/workspaces/latest/userguide/client_troubleshooting.html
https://www.iana.org/domains/root/db
https://datatracker.ietf.org/doc/html/rfc6960

AWS Directory Service EEEmR

« AD Connector R BRAERM R B Transport Layer Security (XA TLS) &2 8% , BB
EELHEEERBEY Active Directory WEREHEITE 2 5RE. BaiEXEBEAMEF (CAC) M
BAZ DRI (PIV) F, HttEENERIUNBAUEEFAse AT LUEE |, B KRB WorkSpaces &
TRIB A E R RIE

- ERTRESKERAEZBNERREIAA WorkSpaces.

WRIEAE AD Connector B 8 FERE T A ER FRENEM AWS BAEN , EEEAEXNNEHE
NMEAEEBNBRHWAEME.

- BAEREFEIRIESKERE THEERRERSBA Kerberos RERENRAEWBH, ERLUE
RBEBURREMERTE (AR 10 M), MBUFRENFMENR , 552 E Microsoft X+

« AD Connector fRIEIR P X Y Kerberos 1N%#% 58 B fE B2 45 {E 15422 H vh ST BB Y Kerberos MNZZ3E A4
o

BRAEEFEIRE

#&E1E AD Connector WorkSpaces FRAAEEFHE K BALEELTRREEN (CA) BEE
A AD Connector, T LA AWS Directory Service £# & . API 5 CLI # CA BFEA AD
Connector, EATY|ZEBEAN CA BEARAECRAZTEFELRE,

TE

« B2 1: A AD Connector fR#EMR F B Kerberos PR #IZ ik

« B2 2 : 7 AD Connector % 8% CA BH

- B3 AZENAWS EREXAREBRAEEFE2RE

B 1 : A AD Connector fR#EMR F BUA Kerberos PR #IZE ik

EEIEIB AD Connector FREE+FEPRFE , B4 EABREE AD B# A LDAP RIEHY AD
Connector BRFER F B Kerberos PRHIZ Ik (KCD)o

Kerberos BR#&IZ = Windows Server ThaE, EIBEIHAE A EEIE 518 IR $I & E 2R i85 E R A HITE
AEREXNGEEER  EFEARXRETRREHAEHNTEHE. NEEZHMEN , F2E Kerberos R
LB
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® Note

K@@ erberos PR#HIZ )k (KCD) & ZE AD Connector FREIRFHERAE BB , TS
[E £ F & AccountName BY SAM. SAM PR##IAccountName & 20 £ t. SAM AccountName
= AREBER Windows A Fim#l [ IRESHY = A B B Microsoft JEB) B B %,

1. fEM SetSpn ESABBEREE AD 8 AD Connector FRIEIE SR EREEEZ (SPN), EHA
PR 5 0R 5 BR A ZRAE R

SPN AJ A REMBRHREBMES , EFEEERAE SPN EE. -s EREEER,

setspn -s my/spn service_account

£ AD EREMERT  MRAAR (F#) EEYWEE AD Connector fRFIRF , AR BEBM.
BERRR TR,

BEREFETUERAEHEERBNERNERTMNE DRI HERER.

BERE | RREZEAENERMSRBIEIRH U,

BIFEE BN AR E R AT F R BE.

BHF dap RRIEEE , ARBEFHETE,

BRZFEEUFFER.

SHEEATESPHNEGBREFHNERLER. & , BUER B BB PowerShell,

© ©®© N o o K~ w0 D

B8 2 : £ AD Connector & & CA BF
EATHIHE2—5 AD Connector B %8 CA B,
FiE 1 ASEH CA BEEERN AD Connector (AWS Management Console)

1. £ AWS Directory Service T AEEE KT |, iBHA &,

BEAE &% E ID &R,

£ Directory details (B %54 &) BHE L , i#1E Networking & security (M Z <) R EE.
EEEFESBIEER  BEDE K AREEZIHERE

EESBBYEARYD  BREEER , AREERE  BEEFRR. ZUEEEERERLE
FAREEWE (OCSP) EIFERRR URL , REILBEHTHERE., MFEHFE OCSP WFHMENR , &
SE BRHERERE,

o &~ 0D
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6. IEIZF Register certificate (B2 #FH). ELFIRTHNREEFTACEM K , RTIEFEFERIIT
FXo

FE 2 W CA BFEZ M AD Connector (AWS CLI)

- BITTIGT. HABRER  FEOE CA BEERNVLE. EERMEEHE) OCSP OEREN it
i, EEAZEAK ClientCertAuthSettings ¥4,

aws ds register-certificate --directory-id your_directory id --certificate-
data file://your file_path --type ClientCertAuth --client-cert-auth-settings
0CSPUrl=http://your_OCSP_address

WMERKI , EESRMEEE ID, BHEALUEBHITLUT CLI (i RERRE CA BERDEEKI -

aws ds list-certificates --directory-id your directory_id

MBEARKEEEE Registered , RNENBESRIN =,

FER3: AXENAWS EREANBRBERAEEFS0E

FEAT 55 % 2 —% AD Connector B 8% 8 CA &&E.
5% 1 : £ AD Connector FREAEE <5 5 8E (AWS Management Console)

1. BEZAHFAEFEALNEEFRSIBRREER , AR EERA. WRELFAMEE ,
ERIIEFEWERRE , REBE X

2. ERHRERFEIRIYHFELRD , BIRA,

"
&

5% 2 : 12 AD Connector FRAEAEE 5 7 58EF (AWS CLI)
- BITTHGR.

aws ds enable-client-authentication --directory-id your_directory_id --type
SmartCard

WER I , AD Connector #{ERIFEZ R HTTP IEXH HTTP 200 E &,
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EEERFEORERE

BAUEAMETEN A EZREREEFRE. EAILUEAZK AWS Management Console J53E5 5
AWS CLI 3%,

£

- BIEBBFHFMER

- BUHBBRBRE

- FREEFSIRE

B BEEHEER
FEATHHA-—EHEREERERABHNER,
Fi%E 1 ZETE AWS Directory Service (AWS Management Console) A ¥ 453 B 5% 54405k

1. 7E AWS Directory Service TS EEHKF , BHE &,

2. BIEH AD Connector B $:Z12 B & ID E#,

3. £ Directory details (B #k5fHE ) BEE L , i#1# Networking & security (BB %= £) R5IERK,
4, HEEEFHIRBERDPH CARBET , EERR D UETHEREWFAEA.

Fi% 2 : EBETE AWS Directory Service (AWS CLI) F 48 BHEME H

- BITTHGS. WABE ID, £/ register-certificate = list-certificates EEK
BRI

aws ds describe-certificate --directory-id your directory_ id --certificate-
id your_cert_id

HUH 2 8B E

ERA T E - A REUHE B E .

(@ Note
MRAZE—EARE  LALFRESFETRE , TRIEREEE.
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Fik 1 ZE7E AWS Directory Service (AWS Management Console) # EUE 5B &

1. 1E£ AWS Directory Service T2 A BEEKF , BHE &,

2. AIEH AD Connector B $:Z1E B 8% ID E#,

3. 7t Directory details (B #5 &) BEE L , i#IE Networking & security (BB =R £) R5IEEK,
4, EEEFHIREERN CARBET , ENERHEHNERE , BEHE , RARIVEEHEE.,

/A Important
BRREENHEHNBEREMEATRES B I RBEEEFE 2REN CA BRHEN
_%Bﬁo

5. 1f Deregister a CA certificate (BUE B # BRRREMBERE) WL+ |, 1BIE Deregister (BUEE
#)o
Fi% 2 . FETE AWS Directory Service (AWS CLI) REUHEMER

HITTHSD. WABREID, A register-certificate & list-certificates EEK
B BIAF

aws ds deregister-certificate --directory-id your directory_id --certificate-
id your_cert_id

EFREEFS I RE

FEATIE—FEEFRAEEFRI T RE.

FiE 1 ZETE AWS Directory Service (AWS Management Console) F{& & & F &

1. & AWS Directory Service T AEEF K+ | #HE .

2. AEH AD Connector B $%Z1Z H & ID E#E,

3. £ Directory details (B 5 &E ) BEME L , i##2 Networking & security (BB = 4£) R5IER.
4. BEEEFEIBIERD , BEEFA

5. EERAEEFRSYRIBYFEART , BEEA,

REEMNE & 7 1.0 319


https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/directoryservicev2/

AWS Directory Service EEEmR

Fi% 2 1 HE7E AWS Directory Service (AWS CLI) R EAEEFBF

« BATTFI@S

aws ds disable-client-authentication --directory-id your_directory_id --type
SmartCard

X E AD B9 AWS Private CA #2838

B LA B R EEH Active Directory (AD) 2 AWS Private Certificate Authority (CA) B2 AD B85 %

&, UEARAD BEMANFERE. BENSKBITNEERFE. AWS Private CA AD E#ESE 7 EL

HEBREENG ¥ CA FRATEZEH AWS Private CA BBAREBR AR, MAZERNE, BHRE
AR ERN D Proxy AR,

& A LL3EIR Directory Service £3#2&. AD AWS Private CA Ei%23 T2 & 5 Y
CreateTemplateAP| JRE&XEEE B ## AWS Private CA B4, ZEEBMEA Y B &%/ AWS Private
CAEESFBIRARENMA CARE  FSHEATEHMNAWS Private CA B8, B2RUTHER

m{a#& AWS Directory Service EiE AR ENBEESHLER,

TRMRAF

£/ AD Connector B , ‘EEE R RBIRFZIRBNNFAT. ERBIRSE LEREFBIRFIFE (ACL) ,
LAE SR ae 31T T SR 46,

- MENBERESHNRBEEEEE (SPN),
- EUTERBPELSFHBERRERE

#containers

CN=Public Key Services,CN=Services,CN=Configuration

CN=AIA,CN=Public Key Services,CN=Services,CN=Configuration

CN=Certification Authorities,CN=Public Key Services,CN=Services,CN=Configuration

- BIEFMEEH NT AuthCertificates B EREBENHR , W TEHHIF. R NT AuthCertificates B &
REENYHERE K BHLBEZRCHER, MRZVHIFAERE , BXAZRELESHBRERSR[LE
M FYHRIBES,

#objects
CN=NTAuthCertificates,CN=Public Key Services,CN=Services,(CN=Configuration
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® Note

MREFERN R AWS ZEEM Microsoft AD , B4 F B &% AD RIEHY AWS Private CA
BESRE 2T REMER.,

BAILAE A T %] PowerShell i S IRE RE MR , W37 NT AuthCertifiates BERBENMYH. #
"myconnectoraccount" Bt AREIRFE BB,

$AccountName = 'myconnectoraccount'

# DO NOT modify anything below this comment.
# Getting Active Directory information.
Import-Module -Name 'ActiveDirectory'
$Ro0tDSE = Get-ADRooOtDSE

# Getting AD Connector service account Information

$AccountProperties = Get-ADUser -Identity $AccountName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier’
$AccountProperties.SID.Value

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'servicePrincipalName' } -
Properties 'schemaIDGUID').schemaIDGUID

$AccountAclPath = $AccountProperties.DistinguishedName

# Getting ACL settings for AD Connector service account.
$AccountAcl = Get-ACL -Path "AD:\$AccountAclPath"

# Setting ACL allowing the AD Connector service account the ability to add and remove a
Service Principal Name (SPN) to itself

$AccountAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'WriteProperty',
"Allow', $ServicePrincipalNameGuid, 'None'

$AccountAcl.AddAccessRule($AccountAccessRule)

Set-ACL -AclObject $AccountAcl -Path "AD:\$AccountAclPath"

# Add ACLs allowing AD Connector service account the ability to create certification
authorities

[System.GUID]$CertificationAuthorityGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'certificationAuthority' }
-Properties 'schemaIDGUID').schemaIDGUID
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$CAAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid,
'ReadProperty,WriteProperty,CreateChild,DeleteChild', 'Allow',
$CertificationAuthorityGuid, 'None'

$PKSDN = "CN=Public Key Services,CN=Services,CN=Configuration,

$($Ro0tDSE.rootDomainNamingContext)"

$PKSACL = Get-ACL -Path "AD:\$PKSDN"

$PKSACL .AddAccessRule($CAAccessRule)

Set-ACL -AclObject $PKSACL -Path "AD:\$PKSDN"

$AIADN = "CN=AIA,CN=Public Key Services,(CN=Services,CN=Configuration,
$($Ro0tDSE.rootDomainNamingContext)"

$AIAACL = Get-ACL -Path "AD:\$AIADN"

$ATAACL .AddAccessRule($CAAccessRule)

Set-ACL -AclObject $AIAACL -Path "AD:\$AIADN"

$CertificationAuthoritiesDN = "CN=Certification Authorities,CN=Public Key
Services,CN=Services,CN=Configuration, $($RootDSE.rootDomainNamingContext)"
$CertificationAuthoritiesACL = Get-ACL -Path "AD:\$CertificationAuthoritiesDN"
$CertificationAuthoritiesACL.AddAccessRule($CAAccessRule)

Set-ACL -AclObject $CertificationAuthoritiesACL -Path "AD:\$CertificationAuthoritiesDN"

$NTAuthCertificatesDN = "CN=NTAuthCertificates,CN=Public Key
Services,CN=Services,CN=Configuration, $($RootDSE.rootDomainNamingContext)"

If (-Not (Test-Path -Path "AD:\$NTAuthCertificatesDN")) {

New-ADObject -Name 'NTAuthCertificates' -Type 'certificationAuthority' -OtherAttributes
@{certificateRevocationList=[byte[]]'00';authorityRevocationList=[byte[]]'00"';cACertificate=[k
-Path "CN=Public Key Services,CN=Services,CN=Configuration,

$($Ro0tDSE.rootDomainNamingContext)"

}

$NTAuthCertificatesACL = Get-ACL -Path "AD:\$NTAuthCertificatesDN"

$NullGuid = [System.GUID]'00000000-0000-0000-0000-000000000000"

$NTAuthAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid,
'ReadProperty,WriteProperty', 'Allow', $NullGuid, 'None'

$NTAuthCertificatesACL.AddAccessRule($NTAuthAccessRule)

Set-ACL -AclObject $NTAuthCertificatesACL -Path "AD:\$NTAuthCertificatesDN"
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R AD B AWS Private CA &3228

1. B A AWS Management Console It BB AWS Directory Service £ & , {ZRhttps:/
console.aws.amazon.com/directoryservicev2/,

2. 7t Directories (B #) BEEY , EZERB# ID,

3. T [{BigEEL 2] REIZHTH [ADAWS Private CA E1E23] T , & [FRE AD 89 AWS Private
CA E#%25], ISR "EIXFA CA B Active Directorys BEH. IKBEEAELNSE A
Active DirectoryiE#Z85 2 I FAA CA , UMEEFAA CA P, MFEFMENR , FSEELERE
2o

4. BILEESRR  FREUTIRRAFEES , oBEZSNORENEBNILE CA WRE,

ZEHR AD B9 AWS Private CA #3585

1. & A AWS Management Console 3 BiE AWS Directory Service 1A , 7R https:/
console.aws.amazon.com/directoryservicev2/,

2. 7z Directories (B #) EEH9 , #IFH# ID,

3. EHERELTLSMPNEAR AD BWAWS Private CA E#EEE T |, BA U1EFAE CA EiZ3E MEFH
HFLAE CA, kTR , BEE RN THIW

a. AWS Private CA #1288 ID — ## AWS Private CA S8R — 3B RIS, IR—TT2EHX
AWS Private CA iEiZ28 I ER BEH,

b. AWS Private CA £ 5§ — CA BB BNWHEBEH. R—Te2HEABFE AWS Private CARY
HMEAEE,

c. #RRE — L AWS Private CA EiZE A REREAER AWS Private CA, MMREMIBERED
EiB, eBEREAY, NREF—ERELAK , ASET 12 RELAK. NERMEBREITX
B, AIgETRAY, MEXBRENESEN , FRERREEEERL LU THBEREX
B, RABRZEBEIEADIRBPETIEE.

d. 3 HE — ZE3 AWS Private CA E 12389 HHi,

MEFHMET  F2EBRREESRFAET.

BEimiREY AD Connector B %

B AT LAME T B 5 3R R EER I8 /Y AD Connector B 8% :
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£

- THRIEH B $RiREE

 {#£/H Amazon SNS 5% & B 8k 588 I

T RIS B $RARRE
THREER #HikRE,
Active (fEA )

B $EHEEE., AWS Directory Service K 1E B #& 5 {88 2T R &,
EfEEN

BRIEEZEIB®%, EVYERBEEE20 245 98 , EFFERBTERRKERMTE.
Deleted (2 MER)

B&EMBER. BENAMBEERECEN, —BRHKEALRE , EBEEER,
IETEMIBR

BRIEEMERE &%, BEHRERFEBARE , ERZ2MERAL. —BBHKEAWMNRE | EEERUH
MERE‘E , BB FEEER,

R

ARV E#&., FEMRLILE &%, WRLKEENFE , FHE AWS Support 0 6
Impaired (Z18)

BERIEERRMRETHIT. EEIE—ERZERE , BXIFPE EHFKREREUATENRESR
EiEE ; BHERRBEIZUENERER, EPSREEENEEKRTE (HINEMm= EC2 #1T
Egmf), ERAERNELSNET—BRESEHFHG ENEFERE , REHTEREB SKBANE
RPN T, IEFFMERN | Bl REHH®E AWS BE Microsoft AD, AD Connector % 2 HF
i, Simple AD SRSt HEfE, BR—MRHEEEEREBE , B 40 28R AWS fERELHE, ERE
SHRIrECER  NRENEKER "SHE, REEB 40 288 | EEREBZ AWS Support F

o
/A Important
B8 ER Impaired (Z1#8) MEK , FZERRRKR, ERRBREMRZEEE, WHEFM
B, E2E BB HRBREFRE &
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Inoperable (£ R 1E)

B &L EF, AR HiREEERHREE.

Requested (23&5K)

B SR MYFERBBIFEF.

£ Amazon SNS 5% B &R REE A1

£ Amazon Simple Notification Service (Amazon SNS) , E B #&REEFIEER | SETUKEE
FEHFH X F (SMS) A, MREH B EH Active (ER ) MEBEE R "S1E, = "EEBREL ARE
EESRIEN, &8 &IRESD Active (EF ) RER | St REEH,

BER RN

Amazon SNS £ "E£E, WENIBFALE. SEETERBE —IZEITEE , BRBHARXEENA
B, EAUTSESER , & L% AWS Directory Service fE B & FHBZE Amazon SNS £, & AWS
Directory Service {E8IE| B #kREBEF , SKALRMIZRETE , AREEGRETENITEE,

B ZEESEREME K BYTCMEE —TEMBEEME, StdrflRAEZEE Amazon SNS A
BUNTEFHIGESGREAL, BEUBGNTRETENAETBMEG#E, FE Amazon SNS
HEBENR , F2HE " ER Amazon SNS? J

AIEH B SRR SNS &

1.

2
3
4.
5

& A AWS Management Console ItBRAWS Directory Service £ &,
£ Directories (B #%) EE™ , EEB & ID,

B ERSIER.

EEHERERY  EEDF  ARBREEULEA,

EEVBANEEL  ZEHEREENEE  RREZEBVHFBEH, RE , MRECHRAW SNS £
B, B LURIEEBR AR SNS TERVEBMEEE B REEREALIXERE,

(@ Note
MBBBREZRUFEN  BEZAACHELEN SNS TECFHTHENEZESRRE , 8
Amazon SNS T2V HNWEE K ReERENETEFHEHNWITERER.
MRBEZRIZHER AR SNS TEEV B | SRR ENB%E—EES/ SNS £5&,
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6. BREWHARE 6 ABRWARGABHRET. MRE@WABRARN SMS WEFERT  FREAHY
Fo TEQUBWITR, ZHRIFER.

7. (BR)RHEETENEZEN SNS BREHE. BErEBATHEE 10 BFtHEE 28 E/EE
HYFRE SMS B H, EEMER SMS BHEK , FERETRERE,

(@ Note
R & A& BB DirectoryServiceFullAccess 2 B BURM IAM EREHARZEA |, AIEH
FEZBYLALL "DirectoryMonitoring BB, MREBLE-FEITENETEZR K £
EEZEHY SNS IR,

8. EBEEV.

MREBEIEEHM SNS FTRE (PINHEHME FEBH#but. Amazon SQS 1751) AWS Lambda , 5%
& |, AL Amazon SNS E2 A #ITILIRME,

REEEFBERE HRERAR

1. & A AWS Management Console 3t BBXAWS Directory Service &,

2. 7z Directories (B #) EEH9 , #iFH# ID,

3. EHHHEBRSIER,

4. HEEHEZERD  EEUEETHIEE SNS TEER  EEHE K ARENBR.
5. EBEBRK.

ERBBREIHRI SNS TEFBARFENA S, NREMBREBEEE , TH4H Amazon SNS E
BARTIEE,
® Note

£/ SNS £ &AM ER Amazon SNS £E 2 8] , BEZEREHFILERXEEEEMREAL,
MRS SNS £33 A MR Amazon SNS £7E |, kB F A~ B R BRTE Directory Services
FEEHR, ZRGETXESZMEANZ MY ETERKEBN ; EEEERLT , £8EE
# B Monitoring (E542) BE AP E 245 H T B =B EFAMREE,

Hit , AEREXEENEHFMREAL , ERBREWEASNEMEE 28 AWS Directory
Service , FEAF R B $kEEH fth Amazon SNS FFEZE 1 B,
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#& Amazon EC2 BN AR Active Directory

AD Connector 2 —E B #RE , LA UEATCKEKEREMNEQEAIEE , MicrosoftActive
Directoryf T A IR E i F AV EMAEF. LLTREBUAH Amazon EC2 BIA Active Directory BRI
HEA

- BEEITERE , ST LUEE 4% Amazon EC2 #1788 in A #& Y Active Directory#fis,
SHMER , F2E 8 AD EHEE8# Amazon Windows EC2 #1TEBE ERE I A B AWS S &
Microsoft AD,

- MRBEEZFEE EC2 H1TEE I AMActive Directoryis , BIKBREE AWS EBif WL £EER
FHREPREBBITER , REEBITERMAMACctve Directoryido

- FERBRBERISLEHTER , ZXEERRRFEZERTATEEN P ERED, EAZH
BRT , EEEAEEENREEEEDEN Amazon VPC , MBEFTEEBXEERLAE IP ik, 0
SEABERAEFEEREBEREBNFMERNR , 520 (Amazon VPC £AEER) RHEAR
B A B B AR E AR R A B — B

® Note

K ITEE A BEEE Active Directory (REFERE) % , ST EEHRSEZEEM AD
Connector BFA , Active Directorydf B%iB AD Connector,

*rE
o {E/ AD E#E84& Amazon Windows EC2 #{T{EE& L& N A EHY AWS Z & Microsoft AD
« 8 AD E#254% Amazon EC2 Linux ${T{EREELE I A EH AWS ZE Microsoft AD

£ AD E1881% Amazon Windows EC2 #1T{EEELE N AEH AWS & Microsoft
AD

IR F A% Amazon Windows EC2 #4171 88 S 4%E 12 2 8K AWS Z & Microsoft AD Active
Directory.,

|mEE A EC2 #1TEWindows#g

1. & A AWS Management Console ¥ 5B Amazon EC2 £ & , #8it A https:/
console.aws.amazon.com/ec2/,
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10.

11.

12.
13.

EEMmMT , BEERAE K AWS EE HEN E &,
£ EC2 BRRM B HT R EER P , RIERBITEE.
ERBHTEEBEEA LNEBARRERT  GALBEAR Windows EC2 #1TERRAY &,

(ER) S HHERR , M — AN ERRBEHRIER. ERZEGHH L EC2 HITERNE
HY,

AR MIEE R FBE& (Amazon Machine Image) B H | BIEBRERBEERTH
Windows, &R LA Amazon Machine Image (AMI) TR XFEFEFE Windows Amazon
Machine Image (AMI).

EHTERBEEESRYD  ®RMTEBREETNABTEFRECECERANIATERER,
WY (BA) BRY , KUUREEVHSRYIAR[ASRY PETRE,

a. HEBRUFNERY K FEEEUNTRY,
b. WAZRHNER K ARENSRBVERENLEERERBANRIER,

c. EEBIELBHEATE OpenSSH HZEFERAMNEN , BFEE pem. EERILESBRESE
ATEE PuTTY BEFEANKEN , HEE ppko

d. BRERVTRYH,
e. BHNRABRTEDHTHALAESRER, BLESRERFRERENBT,

/A Important
EREREFLAATRERNE—He

ERBATERER LNBRERERRT , BERE. 1€ VPC -required TRHNFEREZEEH
73 B k1Y VPC,

7 TRNFEREE VPC FHILE TR —. EMMERN FRRLERAANIRER
HERBREERE, NRRE , AEEERER |J$}1 TERE

NEEREREWEBREERMENFMEN , F2E (Amazon VPC R EIER) RV EHFEEE
B )8 1 AR S AR R A B — E

EEBERAR IP T, BERA.

MEEBAENIAE IP ENRGFMER |, 5528 Amazon EC2 fEA&EIERFH Amazon EC2 ¥
1TEEE IP Eut,

BRI (REFE)RE , EUUEARRRENRBEEETRE,
HRBRERERE , BUUEAERRERNRIETEETEE,
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14, BHUERFREARE , ftE8mA B ST HFEPERE,

® Note
BEMEESMABHER  BUkgED

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 MBBEREAEFARAYBHNRE SSM X, ISR MER, EAILBT
THHE—1EZ

- MREZHEMBIB SSM X4+, ERBEREE | FEE (B8] LEERES EC2 #1T
B M ETEMRE,

« EHULEMERERA SSM X 4HERAMBR SSM X+, ERFFRIZEA ERBIERY
SSM X#E, SSM XHEEERE EC2 HTHEEBREBEN.

15. B IAM B1TEBRERE , BULLUEEERAN IAM STERREEIELFTHFREE. ® 1AM
B 1T E R ERE T h =B E & HL B DirectoryServiceAccessHi il AWS ZEBHE AmazonSSM
ManagedInstanceCore 1 AmazonSSM #y IAM #TEIBEERE. ZEEEINHHN IAM FREEE
&, RIERE (B IAM BRERER] , RREITTHIEE

1. BEEIAG,
2. EEEEEMERT , EE AWS R,
3. 7£ Use case (fEAZEHI) T , #E EC2,

4. 7£ [(FIEHER] THMRAEES |, 1BE 52 F# SSM] ManagedinstanceCore Hl [22 i SSM]
R 8, DirectoryServiceAccessTEEEHFHH , B A SSM LUEFRBUER, BET -5,

(® Note

AmazonSSM DirectoryServiceAccess #2144 #1T {8Active DirectoryB@ I A ZEEH
PR, AWS Directory Servicez 5% SSM ManagedInstanceCore 1214 7 8 F % R
BITENRIEKER, AWS Systems Manager EEEV EEEEHFTNACGHNESE
A, UREBILIERG IAM BB HEAMFF T NBERNER , 528 (AWS Systems
Manager fEF &™) FH 5 Systems Manager B3 |IAM 317 {E B8 3% & 15 — &,
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5. fmA., RENEVEEL  #HACEBAALACERE. SRFELACEBRERS EC2
HITERE

6. (ER) B A EHEREMA P IRME IAM BTEREREENHEIR,
7. BEEBEV ARG,

8. BEEMB#TEREME , AREE IAM HTEERREESNENREEE~. MAZEILN IAM
TERREREEBRERE IAM STEERER THFED, BEFEEEMNREBLNERRE
REHTERE,

16. EEZERMBHITERE,

fEF AD E#Z884& Amazon EC2 Linux #{T{EEELE N A EH AWS Z & Microsoft AD
LR F 4% Amazon EC2 Linux #11T1E 8 A& E 22 M AWS ZF Microsoft AD B .
RHEZE TS Linux BiTEE 2 AR

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 (64 {iJt x86)

« Red Hat Enterprise Linux 8 (HVM) (64 T x86)

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS
+ CentOS 7 x86-64

» SUSE Linux Enterprise Server 15 SP1

(® Note
Ubuntu 14 #1 Red Hat Enterprise Linux 7 2 8 #Y 2 1T iR 7 32 8 #4815 i A Thie,
KERH

Y ARTRABPNERF , FREREEREEEMA EC2 Linux #1TERE.
EEUER RS I A AR TS MR

&ETT LLEIB AD Connector JE#E#48 Linux &S0 A RERERR Active DirectoryfBigl, Atk , AN BEET
—EEEEYSKIRFHFNFERAEIRSE , T8 MAE., BAILAEEA AD Connector FRIEIRF o
B LERAEE ZHERNIMEMIKRSAASKMALE. 8% Domain Admins SiEMEENKE T
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REAEANEREERMAL , ERMFEBERM. RMEBEERAEAKEMMASAMENRERE
[REVIRISIRS | B R&REME.

EERERMABEFAENREEREZRES , &7 L#1T T 5 PowerShell i3, ,’J‘M\’Eﬁfiaﬁiz
M L2 AR AWS ZEE Microsoft AD HEE B S E3E T E N AMBIBAIWindows B fE# 1TiE L

T WA, BULAFHEREHER OU S BBFFF MRS, tbds PowerShell TEEEREIR , J«,{JLE‘F
REIREFERBNFERERBTR[IPIEIERYH. WREREFEAEFRERENE (GUI) , BRI EH
ZRERE B REIIRES FAIRNFERE.

$AccountName = 'awsSeamlessDomain'

# DO NOT modify anything below this comment.

# Getting Active Directory information.

Import-Module 'ActiveDirectory'

$Domain = Get-ADDomain -ErrorAction Stop

$BaseDn = $Domain.DistinguishedName

$ComputersContainer = $Domain.ComputersContainer

$SchemaNamingContext = Get-ADRootDSE | Select-Object -ExpandProperty
'schemaNamingContext'

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase $SchemaNamingContext
-Filter { 1DAPDisplayName -eq 'Computer' } -Properties 'schemaIDGUID').schemaIDGUID

# Getting Service account Information.

$AccountProperties = Get-ADUser -Identity $AccountName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier’
$AccountProperties.SID.Value

# Getting ACL settings for the Computers container.

$0bjectAcl = Get-ACL -Path "AD:\$ComputersContainer"

# Setting ACL allowing the service account the ability to create child computer objects
in the Computers container.

$AddAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'CreateChild’,
"Allow', $ServicePrincipalNameGUID, 'All'

$0bjectAcl.AddAccessRule($AddAccessRule)

Set-ACL -AclObject $0bjectAcl -Path "AD:\$ComputersContainer"

MREREFEREFERENE (GUI) , BRILER ZRERGENRBIRE HARNFERE,

B REFERBIRFHEE

I&TILLA AWS Secrets Manager R Z #8135 RIERF .
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BRI RFEHRERS &R

1. & A AWS Management Console 3Bk AWS Secrets Manager 2 & |, #it % https:/
console.aws.amazon.com/secretsmanager/o

2. iZIZ Store a new secret (TF TR,
3. 7 Store a new secret (REFMHE) BEED , BT FNHEE

a. £ "RZER, T EE THAOBERENER,
b. & "#/EERY. T, ST TIIRE:
i. HEE—@AERP , BA awsSeamlessDomainUsername, EE—FIW T — @A ,
BMARBIKRFINFEAERTE, fln, MREBZBIEA T Z PowerShell i, BIRFERS

ZEHs 2awsSeamlessDomain,

® Note

RN E A ST4 EFEH awsSeamlessDomainUsername, fEERERRZHEMZE
. BEEMAASS KK,
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i senvices | Q Search B 4 @® & onov

AWS Secrets Manager D> Secrets » Store a new secret

Step 1

Choose secret type

Choose secret type

EEpa Secret type info

Configure secret

Step 3 - optional (O Credentials for Amazon RDS (O Credentials for Amazon (O Credentials for Amazon
Configure rotation database DocumentDB database Redshift cluster

Hzp O Credentials for other O Other type of secret

Review database API key, OAuth token, other.

Key/value pairs info

Key/value Plaintext
[ awsSeamlessDomainUsername ] ‘
+ Add row

Encryption key info

You can encrypt using the KMS key that Secrets Manager creates or a customer managed KMS key that you create

aws/secretsmanager v ‘ ‘ c ‘
Add new key [4

Cancel Next

i. EEFEHIEI,

i. EHFN—FNE—ESHESB , A awsSeamlessDomainPassword, EE—5IHW T —
EAERF , @A REIRSENZE,

(® Note

& EE AT 2 IEFER awsSeamlessDomainPassword., fEREEREREEMZE
*ﬁ'o éﬂ”ﬁbﬂkﬂ#a%ﬂ&o

iv. TE[INZELB KT , REFEHRBEaws/secretsmanager. AWS Secrets Manager & &
BEFRBR , —EZSNERR. SEUURELEINER,

(® Note

RIBEFERHIE AWS Secrets Manager , BHHEBEER., NEHN =R EEE
B | %528 AWS Secrets Manager E{B.
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& LAME A Secrets Manager 2 aws/secretsmanagerfy AWS SEE SR
REEMBRENZR, WREEIHCH KMS £RRINBRE , FREBEIN
AWS B AWS KMS X8 E., MEFMER , 528 AWS Key Management
Service E{E,

V. EE-F_Z’FO
4., EBBEBT , FATIRBATSEESK D WEBEE , WAL B HEBBIHER d-
XXXXXXXXX .

aws/directory-services/d-xxxxxxxxx/seamless-domain-join

EREEAEX RN EIREE,

® Note

A AT IEHER aws/directory-services/d-xxxxxxxxx/seamless-
domain-join , BEEM d-xxxxxxxxxx BMEB & ID, BRBERREEMZEE, &
Al A& KRB,
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228 Services Search E2] & (O] © @ils ¥

AWS Secrets Manager > Secrets » Store a new secret

Step 1

Configure secret

Choose secret type

SEeZ Secret name and description info
Configure secret

Secret name

Step 3 - optional
A descriptive name that helps you find your secret later.

Configure rotation
aws/directory-services/d-xxxxxxxxx/seamless-domain-join

cien s Secret name must contain only alphanumeric characters and the characters /_+=.@-
tep

Review Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters.

Tags - optional

No tags associated with the secret.

[ haa |

Resource permissions - optional info Edit permissions

Add or edit a resource policy to access secrets across AWS accounts.

» Replicate secret - optional

Create read-only replicas of your secret in other Regions. Replica secrets incur a charge

5. BEMAERERERERE  RREET—F,
6. SHHUREEBHLR , BEFAEDHBR  REBET L,

BT A RF L MR R R R R S Th AR,

7. RERE K KRB BIEFEUMEEE, Secrets Manager TR ASEERSEPHWHZEE , BEF
DEHRENFHHE,

8. MBEFREEHEINKEEZR , WET Secret ARN B, BEET—HHAIEE,

[ TR 18 PR 5 Wl 5 7 S Y i 2R
HMEBLEHHBBZE , UHELNRENRE,
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[ A 120 R 5l 5 2 S Y i 2

EERE (FEHER) FERE AWS Secrets Manager Z 5 H) B B &% R BIAWS Secrets Manager
ERo

HRLEER 5, EFERFEHAAWS Secrets Manager & 8RB fEERE4< Microsoft Active Directory
o

WMERA , FSBAWS Secrets Manager EAIERFHY "EEHHE## AWS Secrets Manager fiE
%J o

BUXERN IAM BERNAE®

FERATY RG-S ERRENL BETBER , ALFFEH Secrets Manager EREBIHMA R (B2 R)
RSB ZEVERR |, URE I HHY LinuxEC2 DomainJoin IAM &€&,

337 Secrets Manager IAM EEUBUR

BEEFRH IAM EEEEN —EEE , R T¥ Secrets Manager # % 1y B FEUE,

317 Secrets Manager IAM EHUBEE

1.

NEBRI IAM BERERNFERAES 2% A, AWS Management Console B #E#81E https:/
console.aws.amazon.com/iam/ BRX IAM £i2= &,

HEREEEN [FIERE] B , 2 [FRA
BEEITBX,
B JSON ER A 1 T3 JSON BERNHERNF., REMGHIE JSON XFHHAF,

(® Note
RIS [BiF] M [EIR ARN] IR BB LRI N HBAER [E=F] M [ARN],

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets_turn-on-for-other.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_available-rotation-templates.html#template-AD-password
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"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"
1,
"Resource": [
"arn:aws:secretsmanager:us-east-1:xxxxxxxxx:secret:aws/directory-
services/d-xxxxxxxxx/seamless-domain-join"

]
}
]
}
SERE , B Next (F—%), BERRBEASOREMELIER, MEHMEN  F2EARE
IAM BUR .,
EREBREEL , MABKNEHE , Hl20 SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read., &
BREERREFELNBRARTNG T, RRBEEVBRRHFEEE, FNBXSLHBEESE
BEBED WACDEBHFERZESSD
® Note

EMEBEABERTEN —EBR. ERMAUERIATEEBARTFIEENHE , XEH
TEEZIARRKEZERERK,

&3 At DomaindJoin

BRI AR IAM EEAEB I EAREMA Linux EC2 #{TEBNAE,

ZE#E# Linux ADomainJoin &

1.

o &~ 0N

DEBEY IAM BERERNERES D E A, AWS Management Console B4t https:/
console.aws.amazon.com/iam/ BAEX IAM £ &

FEIHREE R [ZEEE] T , BE [A]]

EARERY , BEERVAG,

£ Select type of trusted entity (EZER[SEMTERER) T , #IE AWS service ( BRF).
£ [ERARM) T , 1B [EC2], ABBE [T — D],
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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Select trusted entity .

Select trusted entity

Trusted entity type

6. HRENZEE , FYTTIERE

a. ¥ A AmazonSSMManagedInstanceCore., AZIBEUFEFIEEEEB NZES R,
b. # A AmazonSSMDirectoryServiceAccess, RZIBEUEEHiHEIEENZES .

c. E A SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read HEE L —ERFEPEILN IAM B
B, RARERVEEPEEEBNZES R,

d. FEELEIHH=MEXRE R  EN[(EIAG]

(® Note

AmazonSSM DirectoryServiceAccess R {14 #11T {ElActive DirectoryB@ N A £ EE K
BR. AWS Directory ServiceZz 5% SSM ManagedinstanceCore 12 7 i F RIS FT &
MK, AWS Systems Manager EBEVEFELHFANACHNESENR , URE
B LEiRiE IAM AENHMFF I MBENER , 528 (AWS Systems Manager £
HigmE) HHI A Systems Manager B IAM S 1TEEER ERE —H,

7. WAHAGNER , HllLinuxEC2Domainloin , £ TABEZRE, BMUPTH ALRETINZE.
8. (IZA) ¢¥ Role description (A &#ER) , W AR,

9. (EEMN) E "SRRI FHEER, THEE "THHEER. JUGiEER., SREERYANER. &
Bt Rt A B R F .

10. EERVASG,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-profile.html
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H&IZR M Amazon EC2 Linux #{T{EBE 2N A IEH AWS Z & Microsoft AD Active Directory
RELCRKERE TAAELRGGER , B UERTSIRZEFIEE A EC2 Linux #1TEEE.
|EAE AR Linux B1TE S

1. B A AWS Management Console 3B & Amazon EC2 £ & , #8it A https:/
console.aws.amazon.com/ec2/,

REBZIR [EE)] #IMEGEF , BERFEFE &K AWS B HARNEE,
# EC2 BRRMNBMBATERERS , BERBDHTEE,
£ [MBHTER) EEN [BBENER] ERT , WALBREAR Linux EC2 FITERNERE.,

(ER) S HHMERR , e — AN ERRBEYRES. BRZEGHHE L EC2 HTERNE
HY,

6. HEEABRIXAEERRBG (Amazon #ESIREB) BEH | BELEMEN Linux AMI,

o ~ 0N

(® Note

FERAK AMI 4B EH AWS Systems Manager (SSM KEEFER) 2.3.1644.0 HRE S IRA,
EEEBE AMI BB TEERKRE AMI FELZEN SSM RERIRAX , F2EIEE
AR EH SSM REEXRAE. WEFHEK SSM RERE , FSEEBEAR Linux B9 EC2
BITEE L ZEMERE SSM REEK,

SSM &7 Linux 117 {E & il A Active Directory#812i B &£ FH aws : domainJoinfh#iE
Ho IMBEXNEH Linux BTEBN EIHEBEE /RN AR/ EC2AMAZ-XXXXXX B3,
MEEBWFHFHEHaws :domainJoin , 382 BAWS Systems Manager £ 5P HY
}EAWS Systems Manager X4 NBERSZE,

7. EITEEREEERD  ®ITEBEETNXBFEFREEEERANATERER,

8. HETLH/Y (BA) ERFP , KUNEZEEUHSRETRBFTSREPETRE, BBZBIUFTNE
Y BERERVHETRYE. BASRENEE AR ENSRYEENLESRERE R
H, EERALEEMATATE OpenSSH BEEAMNEN , FRE pem. EERLESRET
ATEPUTTY BEEANER | FEEF ppk. BEREEVSRYE., ENAERSAHTHELESR
BR, BLATRERFRERENLT,

/A Important
EREREFILESRERNE—HE,
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-get-version.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-get-version.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/documents-command-ssm-plugin-reference.html#aws-domainJoin
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9. ERBHTEREE LNBERRERRT , RERE, & VPC -required TRHNFEREZEEH
R A /Y VPC,

10. RFAERTHFEHRE VPC FNLAR FRRZ—. EFMERM TR AR E IR ER
HERREREE, NRRE, E'Jﬂ%xﬁlfﬂﬁiﬁ”ﬁﬁﬁviﬂﬁﬁ{ﬁ%o

NFEEREREREREERENFMES , F2E (Amazon VPC R &) PRIEHREERE
B B I AR S A R B — E

1. EEBHERLAE IP T, BERA.

MEEBLAENIALE IP EUEFMENR , 3828 Amazon EC2 R &EIEFEHH Amazon EC2 ]
1TIERE P Eut,

12. HRBHARB (REHE)RE , EUTNUAERAARRESIRETEETEE,
13. BRRERERTE , BUUEARRREIRBEEETEE,
14, BHUERFREARE , ftEmA B ST HFEPRENE,

® Note
BEMEESMABHR  BkgE

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 MBBERREAEFARAYBHNRE SSM XH , SR MER, B BT
THHE—EZ

- MREZHEMBIB SSM X4+, ERBEREME | FEF (B8] LEERES EC2 #1T
B M ETEMRE,

« EBULEMERERA SSM 4B/ LAMBR SSM X+, ERAFFRIZEA ERBIERY
SSM X#E, SSM XHEEERE EC2 HTHEEBRREBEN.

15. A IAM SI1TERERERE K BELERFEGIH2TER 2 . B3I LinuxEC2 DomainJoin B & HiZIE %
BIEYH IAM A&,

16. BERBAITER,
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/using-instance-addressing.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/using-instance-addressing.html
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® Note

WREFEA SUSE Linux BTEBEEMA , IEESEHRE S EETE PBFE. BEK Linux
RIREFEE SUSE , 558 A sudo reboots

HEE LR B AD Connector B 8

R EFEREA fN{a] ¥ 1T AD Connector IRIEBN & BEE T 1E,

e
 fBR AD Connector
- RIRBBENA

fER AD Connector

fiiBk AD Connector f§ , BRI REIEE B HERETE. AMAMABZNHTEREIRETE IR
BFECAZAIENE B KNRE, ENATUEM B HEABRREAELEHNITERE

MiER AD Connector

1. 7 AWS Directory Service TS E5B&H K+ , EWA &, FEREEPT AWS [EiF £/ AD
Connector BB E. MFFMEF , FSREEZESE,

2. TEEZEMBRE AD Connector R ERAEM AWS FEARER . BAMN AWS EARERN2MHE LEEM
E& AD Connector,

a. 7t Directories (B #) BEEY , EZERB# ID,

b. £ Directory details (B $5#& ) EE L , i#E Application management (EARERE
B) R5|1ER. & [EAAWS EXMRE] BE+ , £ FIHL AWS ERAEXERA AD

Connector,

{2/ AWS Management Console 7EUE, MFEFMENR , FSH FH AWS Management
Console ZEL,

- ZE= A Amazon WorkSpaces , 4B # WorkSpaces 2 & F I B K EUH MR
WMEHMER |, 5528 Amazon WorkSpaces BB R Y1 B $FEUE .

« EEH Amazon WorkDocs , #&%ZE7E Amazon WorkDocs #2%|& F il Amazon
WorkDocs #8it., WMEFMET , 52 Amazon WorkDocs B IR 15 R R MR 415
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https://console.aws.amazon.com/directoryservicev2/
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/registration.html#deregister_directory
https://docs.aws.amazon.com/workdocs/latest/adminguide/admin_console.html#manage_deactivate
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« EZEHH Amazon WorkMail , &% BT Amazon WorkMail 124l & F Ik Amazon WorkMail
S, MEFMET , 5528 Amazon WorkMail EE S 155 PRI B RE L

« ZE{ZH Amazon FSx for Windows File Server , A4 BRI B R Amazon FSx £ &
. WMFFHME , 552 B Amazon FSx iE A Active Directory® Windows 15 2 {al IR 238 £
A &IER PR FSx for Windows File Server,

« ZE{EH Amazon Relational Database Service , % B R # Amazon RDS #1T
EEe, MEFMEF , 528 (Amazon RDS {FAEIER) PN EEE PN EREHTHE
%_E’Fo

- ZE{ZH AWS Client VPN R#% , &4 8% Client VPN in BB KR B kg, NMEFAE

# , FF2E (AWS Client VPN BEEF M) ## (Active Directory5izE)

« ZE{ZH Amazon Connect , B4 EMIE Amazon Connect $ITERE, MEFMERA , 35
28 {Amazon Connect B E158) P HIMER Amazon Connect 17 1E & — &0,
- EEH Amazon QuickSight , 4B R Amazon IBET QuickSight, MEFFMENR , BFSH

Amazon QuickSight £ A& EE P HYEIEA Amazon QuickSight 1RF .

@ Note

MRBEEMEH AWS IAM Identity Center B 2 5 E#G HER ZEFTEIMERE AWS FZ
B Microsoft AD B , BIXEEBESHEBRIRIE , ARTEMBRE. MEFHFEE
A, F2E (IAM Identity Center A EIERE) FWEE 5 5 R FE—H,

3. HEEEBKD  BEBK
4. HBEENEMBRAY AD Connector , A& %E— T MIBR. MBR AD Connector EELK 7 EMV TR, MIBR

#HH& AD Connector 2% , EE2EN B EBFEHBIR,
1R B &
BT R AR B SR EFE A
RIRSHME B

1. TEAWS Directory Service A BBEE I T Active Directory , #E [B #].
2. BM—TE#MNBE&%IDEHK. BEENHEBREASEREESKEFREAER,

209 Status (RAE) MMUEORMET , BB T TGN E R, .

i
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https://docs.aws.amazon.com/workmail/latest/adminguide/remove_organization.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/aws-ad-integration-fsxW.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_SQLServerWinAuth.html#USER_SQLServerWinAuth.Managing
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_SQLServerWinAuth.html#USER_SQLServerWinAuth.Managing
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/client-authentication.html
https://docs.aws.amazon.com/connect/latest/adminguide/gettingstarted.html#delete-instance
https://docs.aws.amazon.com/quicksight/latest/user/closing-account.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-change.html
https://console.aws.amazon.com/directoryservicev2/
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AL R AWS 2 H AR #5897 EX

55 A& T LASRHE AD Connector , 3 AWS FEREX TR (420 Amazon WorkSpaces) FZEUREY
Active Directory. A LARAREA T 5 AWS FEAREX MR , LA{EEE AD Connector #EELE A,

AWS FERRER/ IR SmEA. ..

Amazon Chime WT/EFMER |, 5528 (Amazon Chime EIE$g
) .

Amazon Connect WT/EFMMERR |, 35289 (Amazon Connect &
BE)

Amazon WorkDocs NEFMER , 552 Amazon WorkDocs B2
B

Amazon WorkMail WNEFHMER , F52F Amazon WorkMail &
B,

Amazon WorkSpaces B LAEERE T Simple AD, AWS ZEEH

Microsoft AD =X AD &E#%28 WorkSpaces, RE
EE TEZHEERE Advanced Setup (P
FR1E) B A,

WEFFMER , 5528 Amazon WorkSpaces &
EiE®E,

AWS Client VPN WEFMER , B2 ( FRHEER) AWS
Client VPN,

AWS IAM Identity Center MEFHMEA , F2E (EAEEE) AWS
IAM Identity Center,

AWS Management Console MEFMER , F2H A AD BEERAWS
Management Console,

AWS Transfer Family MEFHEER , F2H (FEHAEER) AWS

Transfer Family,
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https://docs.aws.amazon.com/chime/latest/ag/what-is-chime.html
https://docs.aws.amazon.com/chime/latest/ag/what-is-chime.html
https://docs.aws.amazon.com/connect/latest/adminguide/what-is-amazon-connect.html
https://docs.aws.amazon.com/connect/latest/adminguide/what-is-amazon-connect.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/
https://docs.aws.amazon.com/workdocs/latest/adminguide/
https://docs.aws.amazon.com/workmail/latest/adminguide/
https://docs.aws.amazon.com/workmail/latest/adminguide/
https://docs.aws.amazon.com/workspaces/latest/adminguide/
https://docs.aws.amazon.com/workspaces/latest/adminguide/
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/transfer/latest/userguide/what-is-aws-transfer-family.html
https://docs.aws.amazon.com/transfer/latest/userguide/what-is-aws-transfer-family.html
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—BRA , ERUNUTEREFHNESCEARISREN EZEAD , EBLEHNER, BEE
AWS Directory Service FAF S iR AWS BEREX MR ERE , BT TSR

FEUR B RV FE AR X B AR %S

1. 7E AWS Directory Service 5 BEE#KH , 1##F Directories (B ).
2. 1f Directories (B ) EEF , EEB# ID,

3. 7z Directory details (B #&#&E &) HE L , #E Application management (BRAREXEE) %5l
EE,

4. R AWS EABEXNBRBER THEE.

mENAEAREREBUERE AWS ERAEXMREHFMHEH AWS Directory Service , 2B EE
EAN AWS EREX AR AWS Directory Service.

A AD Connector EE¥7 DNS #h it

FEAT YL BRI EHIE AD Connector F8 @K DNS i,

® Note

MREGERETREEEN , LESIREFRTHE , TR S —HEH.
MR WorkSpaces B2 AD Connector B EfEA , LR FE T WorkSpace #Y DNS ik, 20
EHMER |, ESBEFH WorkSpaces B DNS falfRzS .

E#T AD Connector B9 DNS & E

1. 7 AWS Directory Service 2 EBE&H K Active Directory T , ##E B &,
BEE B &/ E & 1D B,

EEHFHMEEAEEL  BEMABNREES|ER,

B THEZEHRE DNS REERERYP , BEEHN.

£ Update existing DNS addresses (E#IREHR DNS #thit) $EEH B |, B AFEFHA DNS IP b
it SR%I1E#2 Update (F#)o

o A 0N

BB AD Connector 5t S HEfFBVEFHEERA , 528 AD Connector 5 2 HE#%
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https://console.aws.amazon.com/directoryservicev2/
https://docs.aws.amazon.com/workspaces/latest/adminguide/update-dns-server.html
https://console.aws.amazon.com/directoryservicev2/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_troubleshooting.html
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AD Connector W REEF

UTREEZEZEEN —LREBMER | EMEREBEL 7 5ER AD Connector,
RIE  BEER

BYB#&ZA  FEEELER,

BFEREAREIEE

AWS Directory Service 12 % #EMicrosoft Active DirectoryE2 E it AWS RIFHEEEAN HR. BT
KFTEEThRE R B ANTEE |, (B B SR -

« AWS Directory Service B Microsoft J& &b B # 2 — {8 Zh 882 E #IMicrosoft Active DirectorysgE B E
+ AWS FEE. AWS WMR&EE 5000 ARALHNERE K MEFTER AWS STEH HHEAIIER &
2 EREGERER , RIZERE Microsoft AD 2N REERE,

- AD EiER R 2R AN AZPEBEEActive Directory®] AWS. MR EE BB N NI EE 8
AR AWS BR¥ , AD Connector € 21 R{E1EE,

+ S@@ imple AD 2 BB EKActive Directory iR ERIE, EKERAHNE K, ©XEHRZ 5,000 &
fA#&. Samba 4 HARERARER , LUK LDAP BAERERM LDAP HHEM.,

MEF A AWS Directory Service iBIELLE | B2 BZEEHE,
HRE ERRELN VPC MEITER

ATER EERFEASHBSE , BB FRREREB SEEHN VPC, WF VPC T EBBEERN
B, FE2HW "TAWS 1 Microsoft AD FREM 1 . TAD Connector ERI %1% 1 = "Simple AD %
R o

MRERERHTERBNEZNE  FRECEEBEREH Y TRHFRENHTER , 0 "
Amazon EC2 #1T1EEE i A &K AWS 2 & Microsoft AD Active Directorys HFFR,

EEIER PR

THRSTEBZERENTRERRS, £ —ILXEEﬁEFfﬁT?-E’J%#%(;VﬂFEﬁATﬁﬁﬁ- TR R YR AR
K, BEFMEESNHMET |, 528 "TAWS SEEM Microsoft AD BitZ8, . TAD Connector fi
%8, =X "Simple AD Ei%E.
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AR B $%HY AWS ZE M BHEBERBNER SN

AWS B Z e MEHE , WHKEMMERFHNEMEENE L EENHAIRBSEHRAEBEANMY VPC F
FHL, AWS REZEFHEUHHEENTLERE , Y AFLENRE,

LR $ree:c7 |

MRALEBEREFZEHENTS , BULEEYR. FRELZS THRELSFHEGENEESREST
EITEEEE, MEHMET , 528 (Amazon EC2 FREERE) FMEAR Linux HITEERN
Amazon EC2 £ F il —f, TENEENRESSHHEATERNHTERBNEATE. AWS BRE
FTEESFARMBE SN EMEREER RASHEEREEHKNRZREM., FAHEMRE AWS HENSEER,

/A Warning
REMME , EALEE SN LS HEREEYNEM EC2 T EERELER, B2,
AWS ZETEERME. AWS TRREEHERLZEMEHE , AF5TEA , UHRZEEE
BN L EMER, ERSFENECREARLTSHERNBBNEMATER  mA
ARee TR EMEBHNITERNRE. A BEHRLSEEREEN EC2 HITERELRB A6
28 EC2 HITEBRFTRZ 2R,

£ AD Connector B IEFEERE A SPERB UL A N T 435K

MRS AEEBE MK EE R Active Directory I8 & |, % EREE AD Connector FTEZ VPC HIYF
BB 21 Active Directory WA EZ , MA VPC AW FRRERMUATHN FRECEREEME
R,

A TiHRZEEZE Y , AD Connector fEHEEEH AD Connector Z VPC B FHEEE |P ik &5 B AT #Y
Active Directory U5 &, MRZIEE K THKE VPC B T EHE IP it E , AD Connector E1F
R APREEEY B EETREEEANEETHEIE,

REAR R AEfE AWS A& R

AWS Directory Service BATAIREBERAEEBNAZEFZFARARMHZE. B2, EAFB LA
HHITERBRE , ELERAFESAREE AWS FEATEF WorkSpaces , 511 Amazon WorkDocs
WorkMail , Amazon 5 Amazon QuickSight, ELREHERFEATHET :

. =R

- ZUTEFT

RIE  BETER k7 1.0 346


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#adding-security-group-rule
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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o "#3%&'()*+,/5<=>?2@N" {|}~

® Note
@ R IR AR UPN B2 80,

mEEARTECHERARER
EEEXRMECHEARR LN  BEETHEE:
BAEER RETRIAHE

ERMHERARCEETIFEENERARNEERATERZ IR  UERESBEEEENERARERE
H. NRZEEFZLRE , BEH S EEIZE AD Connector B #,

fE AT B &
ST REM B SIS B RN — L2,
EfWmtEESRE

FEEHEERM AD Connector RISIRFEEE R , WRARIFELEEN Active Directory ZHFIX
KRR, NEERNMEFEREIREZIBWFHENR , 55281 AWS Directory Service F & #
AD Connector BRI 1R B B&& o

&5 @13 55 FA E — B9 AD Connector

AD Connector BRIV REFEE AD HEE—H—BR. LHER , BREEATBEE (SRBELER
T AD BIR i) , BENLERIM—/ AD Connector, BIfEEE I HISE AD Connector EE R
B—1{EB & , N4 EERTRNRERSE,

BREMEMK

£ AD Connector & , X EREERN AEEE B #E2 AWS Directory Service s RIFHEBE . WHER
ETWFHAER , FSRRMAN THENETER,

AD Connector Bt %8

LLF 2 AD Connector FVFEER %8, BRIEZ AR , Sl EREHEKEEBEE,

mEEARGTECHERARR 7 1.0 347
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AD Connector BitZ@

BiR FERR B KA
AD Connector B & 10

BEE SN CEHBEREES (CA) BEHE 5
LR

AD Connector FEREN A MBER

{EA AWS Directory Service for Microsoft Active Directory (AWS & Microsoft AD) &R B =R , AD
Connector ZEAMN AWS B AR MR Active Directory REREN., BEEFEHEEN
Active Directory #132RE%E Proxy. MEMATERNL4ETE Active Directory ZEFFE A E A HERK , AD
Connector B RREREEH &K, F&H , FAEEAZXEREIRXE , AD Connector # 5 %55
FERRERXEEHK., REFE=HEAREXEERE AD Connector £,

LT RERH AWS EREANRBEFE !

« Amazon Chime — NEFMRA , FSBHEREIEH Active Directory HHEEX E,
« Amazon Connect — IEFMEA , 552 Amazon Connect HI{AE/ERBEXE,

« AR Windows = Linux # Amazon EC2 — & A LAfE A Amazon EC2 R & 5 Linux FEZE B
FABEMATIEE , BENBTERNMABREENTHE &K REHE), MAR , BTERSEER
& H9 Active Directory 385 , M E&IB AD Connector, MFEFFMER , SR E Amazon EC2 BN
AI&HY Active Directory,

« AWS Management Console — #& A LLEH AD Connector I &R Active Directory & A& ¥} 3K
E# ¥ AWS Management Console & , BERE SAML EfEEE k., MEFHFMEN , FSEBRA
AD B 1FH AWS Management Console,

 Amazon QuickSight -BEREZE LR , 2B Amazon QuickSight ZERPEEAFIRF .

- AWS IAM Identity Center — SFEFFAHEREA , 5F2 B IAM Identity Center 3E#RE| A ZEFE Active
Directory MBI E,

« AWS Transfer Family — B E3FF4AREA |
Service HHBINE,

- AWS Client VPN — tNEFARA , F2BAF RS 7 RENREMEBENE,
« Amazon WorkDocs -UNE#MIE R , 2B E A AD EiZEEETIRIGIEE &%,
« Amazon WorkMail -EB£#HREA , 5528945 Amazon WorkMail E23R 5 B 8 &E /MK ( EHERE ) .

=
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EREAERN < 1.0 348


https://docs.aws.amazon.com/chime/latest/ag/active_directory.html
https://docs.aws.amazon.com/connect/latest/adminguide/what-is-amazon-connect.html#amazon-connect-fundamentals
https://docs.aws.amazon.com/quicksight/latest/user/managing-users-enterprise.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/connectawsad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/connectawsad.html
https://docs.aws.amazon.com/transfer/latest/userguide/directory-services-users.html
https://docs.aws.amazon.com/transfer/latest/userguide/directory-services-users.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/authentication-authorization.html
https://docs.aws.amazon.com/workdocs/latest/adminguide/connect_directory_connector.html
https://docs.aws.amazon.com/workmail/latest/adminguide/premises_directory.html
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 WorkSpaces -fIFEFMIER , 2B EE WorkSpace A AD Connector,

® Note

Amazon RDS {£82 AWS Managed Microsoft AD 8% , B AD Connector 7% . WEFHE
# , BB EAWS Directory Service® R EEEBEHEFHAWSZ EE Microsoft AD —&f,

AD Connector 5t
T 518 B i B s B HE AR 22 L sl F§ AD Connector R AJRES BRI — £ E R,

FE

- RlfERRE

- EREE

- BEEE

- HEBE

- REEMBRIEM AD Connector

RIER &
LAT & AD Connector WE RV RERE

- EREVEER , R "AZ RHL $EER
- REFEY AD EEFFHKE "HAREREE, FR

EREVEER , R "AZ R&, HR

£ 2012 F 2RI B E L AWS IRF AT8E 2 FEVT X 8 AWS Directory Service B $FIXBIRED (S
fesadeEh), EBIFEI (MFAGEEILE) IEAEE (RR) BENTAEE, MREEERIEIEL
HY #5 R S Active Directory , FEFRIN A AREPIBZEFRE K AREHABXEILB .

HEBEY AD EESRRRE EREEREE) HR

MREEEREN AD EESRFRE "ERTERBE, #HR , AERTRERRAERETAMES
AD Connector RIFEFMIEFTE. ERLURIE AD EERMVER , LEF TIIEEERET
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https://docs.aws.amazon.com/workspaces/latest/adminguide/launch-workspace-ad-connector.html
https://aws.amazon.com/directoryservice/faqs/#microsoft-ad
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» 53 (DNS)

» 88 (Kerberos)

+ 389 (LDAP)

HEARER , F2EAEER AD Connector, EIRRIFARBREEZEE AD E#2R IP (it 8 EEBAYR
187 4838 R BT B B8 L #1197

MEREHFAEKI , BERTEBMNABE b ERE AD EESZHNZE, AD Connector ABRFES AWS
FIHEMMETER, WEFHMAEN , F2EPHRIEERSAD Connector =81 %1,

MR IEE AD Connector T RFSELER , BFEAFEASELEERNZBEFEIL AD Connector,
B4R
AT 2 AD E#ESRNE B ERBE

i

®

mltu}
g'llly
;*Ei

FAARERE B kb , WE TEABEREE, R
EREAERERE B R , IR "DNS EEEA L HER
ERBIAEEE B %A, WE "SRV FCsk. $RER

Bk | Bok | Bok
5

i

Q'III,I
i

0F | 0k

Q'III,I
i

EXREHERIIAIEE B &, WE EREEREE 6R
EOERTIRHHNER SN  CERIEUMTHHEBAL

Connectivity issues detected: LDAP unavailable (TCP port 389) for IP: <IP address>
Kerberos/authentication unavailable (TCP port 88) for IP: <IP address> Please ensure
that the listed ports are available and retry the operation.

AD Connector 2 ZBeESM K HIEIB T 5IiE#EEHN TCP A UDP EIEH W"‘B"‘B%ﬂi?"“%ﬂﬁﬁlﬁaﬂo RN
MNZLFENMATBEBEB X EAFEIRELEZEEN TCP M UDP B, MBEFMENR , 5528 AD
Connector =81 %1%,

+ 88 (Kerberos)
» 389 (LDAP)

BRIFENER , BAEEERE/NN TCP/UDP E#EE, F2RTIHEEUBRME P —LERER, MEM
{§ F 2 E 2R M A B & FActive Directory , 552 BMicrosoftai B X 4F F /Y 417] & Active Directory 1]
MEERER XIE,
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/identity/config-firewall-for-ad-domains-and-trusts
https://learn.microsoft.com/en-us/troubleshoot/windows-server/identity/config-firewall-for-ad-domains-and-trusts
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+ 135 (RPC ImB¥ EFER)

« 646 (2 AIARER)

. 3268 (L EBUY)

- 3269 (B ##85% [RES)

EREHERINIE B KA , WE "DNS BIEEMA L ER
EOERTIRHHER SN  CERIEUMTHHEBAL

DNS unavailable (TCP port 53) for IP: <DNS IP address>

AD Connector 4 ZBERE$04E HIEIBEEIE 53 iy TCP # UDP EZER A ZFERE DNS RIRESEH ., FER
BN RLBHANMAIEF AR AT EBILEREN TCP M UDP Bfl. WEFMERN , F2E AD
Connector =81 %1,

SRV record for LDAP does not exist for IP: <DNS IP address> SRV record for Kerberos
does not exist for IP: <DNS IP address>

EAR T EH B 8%8F , AD Connector EEH{S _ldap._tcp.<DnsDomainName> #
_kerberos._tcp.<DnsDomainName> SRV 58k, MR IR LREEELREE B FEEBEFMEEN
DNS fafRESENSE LR , BB EETE, WFEL SRV L&KM FHFMHENR , F28 "SRV record
requirements. o

B

LU & AD Connector By —L % BERHRIRE -

- BERES Amazon WorkSpaces FREBEFEAR , KE "BERBAK, #HBEHAE
« E AD Connector FIfEANRBIRFERNETE I RER , BRIKRE "BREX, HR
- RECHEREXNESME AWS AESEERKE "EERE NERAR

- EREFER AD Connector [RIEIRF K , RUNEIHEEI A HRBHIER

- RE-LEREELFEARNBSETS D RE

B A 7 1.0 351



AWS Directory Service EEEmR

E R E& Amazon WorkSpaces EREEFRE AR , RE ERBRFRAK, HHEFAL

EIRER WorkSpaces FAEEFEAR , FERIELUTIABTWERALS

ERROR: Certificate Validation failed. Please try again by restarting your browser or
application and make sure you select the correct certificate.

NREEFNEBEARACEGBEEEABRENAF KL , iR AHEE, WE AD Connector IEE+E
REOFEHER , FSELEBRML

AEATIEFRESRER T EEAERREREFRFRRENED

1. EFERRREZBENEEL , 7 Microsoft Management Console (MMC),

/A Important

ET—Fu, EEFBRENEIR,

B
Kt

p ¥

2. BEZEMMC FHEREEHE. #EBBFTHEMREAENEEFRERE. UERE MMC &
BEEFHENFHEEA , mxﬁﬁ%I#¢MFDWTO A MMC RARNEEETHER
o Microsoft

3. BREEF.
4. EF@EAERF , UEEERAENEBRFREREFEAERFEE.

/A Warning
NMREBFARBREMBEAEAEFHE , AIEESEMAR WorkSpaces EE R

AD BB RBIRFEEFTHIEE -

« my/spnEMEERBEAEZE
- ZEk# LDAP BR7%

EEEFLEMEARRE 2R  FIRERNPHEBEEEH L , LB ECHARREI TREREENE
FAEFRETE (UPN) HEHE, NEERLEFNFMENR , F2BEMicrosoftit B U4 #Y in{a = A
UPN BN T RBERER,
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https://learn.microsoft.com/en-us/dotnet/framework/wcf/feature-details/how-to-view-certificates-with-the-mmc-snap-in
https://learn.microsoft.com/en-us/dotnet/framework/wcf/feature-details/how-to-view-certificates-with-the-mmc-snap-in
https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/disable-subject-alternative-name-upn-mapping
https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/disable-subject-alternative-name-upn-mapping
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AR LA T BIHE e R A E AR S 42 ) U Y B R A

1. ERHEEEXT , BEETF Hive #15

HKEY _ 2 #2885\ R\ fR#\ Kdc\ CurrentControlSet UseSubjectAltName
2. 1EH! UseSubjectAltName, TERZERE S 0o

® Note

ANSRAE A BRERE AR AR UG £ ERE B 8% H% , Bl AD Connector 2§ AKX EIEAE | Active
DirectoryIf 8 2 F iR $EFRFA L.

BEREEN (CA) BEEZ LEZE AD Connector EEFRF., BEEZS OCSP EFfl. UTHIH
CA MHEHAMER :

- BEEMABEEFENZEEIREREEN, BEREELMAAREEM WorkSpaces.

- BHEFIIR CA BET 23S OSCP BEfl. ELX BRI ESHBBMWHERENR,

- MREBHERABHOEE CABEETEEZEFRRFT , Bl CA NP BRI HLAEITE Active Directory
NTauth FHRE., EMYELEERMERBEEGLY. BEREEVARSENNZETREEENSD
WorkSpaces.

. BULERRMBEG TSR ERME Active Directory NTAuth ZfEE :
certutil -dspublish -f Third Party CA.cer NTAuthCA

W% WorkSpaces BB BERME NTAuth FHRENFHENR , F2REA—REFIRFEFR
Amazon ZEIEEAHNKRITH CA BEEALE NTAuth FHIE,

BALUMKRTIRFRECHEREN CA BEBRREREEH OCSP B !

1. BESFBREHEZTAMER EMNE , FI0 C: BiREH,
2. BIRSSIER, YAEZREELHEEFRRINMNE.
3. BWAUTHS:

certutil -URL Certficate_name.cer
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https://docs.aws.amazon.com/whitepapers/latest/access-workspaces-with-access-cards/import-the-issuing-ca-certificate-into-the-enterprise-ntauth-store.html
https://docs.aws.amazon.com/whitepapers/latest/access-workspaces-with-access-cards/import-the-issuing-ca-certificate-into-the-enterprise-ntauth-store.html
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4. HTRERESHR—EEHED, EHA LA OCSP RI1R , AREIEN. REEERELCEH
%O

WEBR certutil I THFFMER , FSEXMHHH cer tutil Microsoft

& AD Connector FifE ARV BRIIR FEFEITE 7 BER , RS "EBEEN. HR
MRENMFRG R LNVERZEARE , RERENEE. FREEHNBHIZEFIZRERRW,
BECAEARXESME AWS AESEFERKE "EERE ) NERAR

EFEAEARER (Bl WorkSpaces = Amazon) B S 6 AWS A& |, BIfE AD Connector AREES
YEA R QuickSight , Bt ATRERIBTEEER, BHIM BB 215 AD Connector &4 7E Active Directory
PELERYGNERER. FH EF?IEL\E’JllIET"ZzF%%E%ﬁHﬁi%'IJEFE’\J%’E‘E%Amazon EC2 EfiIfy Bt
A LE TR,

ERESEH AD Connector Rtk PR , RINEIHEI B FRTHER

B

S:n'

ESE#H AD Connector FRISIRFE R , B2 WBIELT 5 —HZEEEERE

Message:An Error Has Occurred
Your directory needs a credential update. Please update the directory credentials.

An Error Has Occurred
Your directory needs a credential update. Please update the directory credentials
following Update your AD Connector Service Account Credentials

Message:

An Error Has Occurred

Your request has a problem. Please see the following details.
There was an error with the service account/password combination

R[5 25 IR M Kerberos AIAETZERIE. AD Connector 1% Kerberos BiF EREEE, Active
DirectoryiE 55 R 2R EIMRN , MRBRFEE , PSRN, BEMRLEE K B2REXEFINE
=-EARERERRRER PDC MEFEZHNEERZ. MicrosoftIFEEBFHEENRLSREN
HHEHF  BBETX

« WindowsHE B fRIS VB E T =\
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https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/certutil
https://learn.microsoft.com/en-us/services-hub/unified/health/remediation-steps-ad/configure-the-root-pdc-with-an-authoritative-time-source-and-avoid-widespread-time-skew
https://learn.microsoft.com/en-us/services-hub/unified/health/remediation-steps-ad/configure-the-root-pdc-with-an-authoritative-time-source-and-avoid-widespread-time-skew
https://learn.microsoft.com/en-us/windows-server/networking/windows-time-service/how-the-windows-time-service-works
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- ERFREASHNEREE
« WindowsHFE iR TEMERE

BE-LEEAEELZEARNESRETE D BRE

B ERERE ABRRA Kerberos TEERTE. LWAFERABRFWERRE , TEXFUER, WE
BRI ENGFMER , BB ETE LEFERIMicrosoft TechNet,

= RE
LA & AD Connector By % Rt ERRE

- BRWBHRERN TEFER, REE
« Amazon EC2 BV ELEIFE N AE 1L TE

B ESRER "EFRL RE

3
&

MREZHEHKER "BFR., REEBRDE , FEXAMRESZRBENEL, NRBENEFE ,
#& AWS Support.

Amazon EC2 Eflfy ELEE M A S IE TE

WMRBEAM EC2 HTEBAEMAGIMARAREEEH , W AD Connector IEAHRZ1E | 8l
AD Connector FRI&IRFHBERIAEC BRI, BHIAERE WEEEPFE L AD Connector £ & B Active
Directory.

EEFREBBE , FRTIIEFEMBRBIRF RN , BEBHSUT .

1. BEFTIEMBRIEHR P B 2 85 Active Directory.

2. TEFREFH AD Connector 1 fRISIR F B 2585 AWS Directory Service, MEFMENR |
AWS Directory Service FE# AD Connector FRIEIR B B -

3
¢
dn
Bt

/A Important

EEREFHZET AWS Directory Service ¥ TR HEFHEZB BN AIIBE |, Active
Directory® thiF XK R £ — AR FAT RV IEFETEIBEE,
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/maximum-tolerance-for-computer-clock-synchronization
https://learn.microsoft.com/en-us/windows-server/networking/windows-time-service/windows-time-service-tools-and-settings?tabs=config
http://technet.microsoft.com/en-us/library/cc961961.aspx
https://aws.amazon.com/contact-us/
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R EEMBRIER AD Connector

MRIRE AD Connector YR B R AMREAMREE | B LBFEEEGL. BNEEAENERES
1@ AD Connector B , M EHELZMRE , BATEEEEAREEAEERS, WEFEE
FA = 6EMIBR AD Connector FWEERRZEE , 552 B MIER AD Connector, 1R & AEEMIER AD
Connector , A LUEB LT 5 X ERFEHBIAWS Support.
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https://aws.amazon.com/contact-us/
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Simple AD

Simple AD ZH Samba 4 Active Directory B A RREFRMUNBUZER &, EMEXNATH,

- A - XEES 500 UEAE (R 2,000 B4 SEERAE. BFENER).
« KB - XEHZ 5000 UEAE (%9 20,000 B4 , STFEEAE. BHENEM),

Simple AD 2 AWS & Microsoft AD RIEMNIHEEF & , BIEEBEFEAERFNEBEKEE R, &
MHMERABABK., T2HERZE Amazon EC2 #1TEE , AR IR Kerberos BB —& A (SSO)
MIZhaE, 718 , FHEE , Simple AD FXEFZNMZEERE (MFA), BEEEMPEENEEHRR. Active
Directory RIEEEH L\, PowerShell X, Active Directory EREIU R, BHEAEERBIRE , UK
POSIX # Microsoft FEREX M EBHERIEMZFINRE,

Simple AD 122 EH -

« Simple AD AJZEEFERMEEH 1T Linux A Windows B 5% EC2 #IT{ERE , URTE AWS Eif
& Windows FEARER.

- BBESERNFZEE Microsoft Active Directory X ENERARENETE  wHEEES AD £/,

« Simple AD R # F F1R 5 5555 Amazon 5 Amazon WorkSpaces WorkDocs & AWS FEREF
WorkMail,

- BAILUER AWS IAM AR IFEUREEEIR. AWS Management Console
- FHBELIRBATHEST point-in-time B R,

Simple AD A BT 5IEIE :

* Amazon AppStream 2.0

* Amazon Chime

+ Amazon RDS for SQL Server
» Amazon RDS for Oracle

« AWS IAM Identity Center

- BERHMPENEEEE

« Active Directory EEH

» PowerShell

« Active Directory &R EIKAE
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_join_instance.html
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- HAZERBIRS
+ POSIX # Microsoft & F 12 =\ By 425 18 i 128 1E

EREEREAT PN EE U THNMATEMERSH Simple AD.
&

+ Simple AD AF9

« WA[EE Simple AD

- HERE  BYRER AD Active Directory

+ Simple AD RITE%

+ Simple AD i %8

+ Simple AD EAEXHEMBE

+ Simple AD SR # i

Simple AD AF§

Simple AD BEEwHTPEUTEZE, I Samba BERMN AWS B, E&EMA Simple AD 2137 B #%
B, AR AWS Directory Service 23 M {E#F1F 2 /36 F DNS RIIRES. M= HIE 2 7E Amazon
VPC WARFHEEPEILN , L TARBENEREMEREWME , B8 & FE.

&

+ Simple AD F&3RG4

« RIZEEH Simple AD Active Directory

« {HEEBEIEER Simple AD £l Active Directory
+ ERXE Simple AD #J DNS

Simple AD JtiR{G4
E g2 — 1@ Simple ADActive Directory , BEE—HEB L TAZRH Amazon VPC :

« VPC X EERTERBEREM,
« VPC FERE T3 VPC i :

« MM 53VPC AEimin2 K EhEEMETAEIELR IP ithY DNS E4XEBE AWS
« CloudWatch VPC i 25
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
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- Systems Manager VPC i 2
« Security Token Service VPC % 2

- EMETRNTHAEEFED>EWEFHER. FRBAAVAEENERRREERS (CIDR) &E
W, MREBEREHN B FIERAFAE VPC KR |, RIS EEMAY VPC CIDR €5 EEE R EHE
i EE 7R, BB Simple AD B, AWS Directory Service X 3R #82 31 W {8 48 132 1 v4 A1
DNS fal Bk 28,
- fNZE CIDR SEEMFMET , 5520 Amazon VPC A EIEESH VPC M FHEERH 1P Edt,

- WREFEE Simple AD By LDAPS & , RFIEZREME A EREEREIE 389 # Network Load
Balancer #1758 €. UWER TJZE M RN BEHEIT LDAPS EfR, FEIBE— NLB IP a1t
LDAPS ZHY , ¥ &8 NLB BB REEBE, Simple AD T B EEIE 636 LEABRERE, W
FIN{AIERE LDAPS EEfE 5 AD WFFHEN , F2E AWS AWS T2 BREAR 1 {035 EiE AR S
5 AD B LDAPS i B — 32,

- BWAATEBSFRATIMBRR
« RC4_HMAC_MD5
« AES128_HMAC_SHA1
« AES256_HMAC_SHA1

. SRR NEER

(® Note
FRELMZBEETREENRE RSAT (RinfRkFEETE) NEABE , XXEER &K
By AT A £

- WMEHMENR , F52H (Amazon VPC FEHERE) HHTER Amazon VPC ?,

AWS Directory Service fEFRIE VPC #&#. #FKHE &M EC2 B1TEBEEN AWS IRF 24 31T ,
WHEE AWS, HFEFAMEMERERESS , ETHO M ETH1, ETHO EEEHEIESR K MAEMNRAENIRE S
8, ETH1 BIRZE M AERIIRE RIB,

B &K ETHO MR ER P SEUENXRFANERE |, IRKRTCTSREE B &/ VPC BEFR,
It 1P SE AR TE—8 (A B SREWE T8 FEF)

+ 10.0.1.0/24 & 10.0.2.0/24

+ 169.254.0.0/16

+ 192.168.1.0/24 & 192.168.2.0/24
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https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html
https://aws.amazon.com/blogs/security/how-to-configure-ldaps-endpoint-for-simple-ad/
https://aws.amazon.com/blogs/security/how-to-configure-ldaps-endpoint-for-simple-ad/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html

AWS Directory Service
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FEPEIBME ETHL CIDR WS — @/t 2RE e & 3R, R 10 FI5E |, BIZRMEEFEES

192.168.1.0/24 # 192.168.2.0/24 F#EE% I B bt & 192.168.0.0/16 #Y VPC, MRZE—{E/ Ll
HTZ 10, BMA=EEFEESF 10.0.1.0/24 F 10.0.2.0/24 FHBEIE Bt A 10.0.0.0/16 B VPC,

BEURE AT ES VPC LHEH, HiKt , EBERTREEEH IP KAFHR.

B2 &/ Simple AD Active Directory

EEE M Simple ADActive Directory , ST FHIS R, MBERFRZH , BEEEET

Simple AD FoiRG4H TRV AEFRHF,

£ E# 7 Simple AD Active Directory
1. 7£ AWS Directory Service £E &/ , BEB &% , AR BIEREE &,

2. HEMBSKFEAHEMLE  #EE Simple AD , REBERET -5,
3. 7t Enter directory information (81 A B #% &) EE L , RETIIER :

Directory size (B #&K/))

i#IE Small (/M) = Large (KE) REIE, ERTHEFMER , 5526 Simple AD,

R Ay
HRANEEAFREEN B HNE—BBEHE.

REELEREBEPEN B &K , T AWML WorkSpaces,
Bk DNS &%

i

B#MNTLE5KEM , HIW corp.example. com,
H # NetBIOS & 78

B Sk A , 6l : CORP,

Administrator password (&I & & 15)

BREEENFE, BREVEFEBRUSEMFAESRR Adninistrator REHERBENER

HIRF

BHEBEEBEIANE  REANMTN 8 E64 AFizll. ELEE—NUFABRUATH

BEAPH=8
- NEFHF (a-2)

A EH Simple AD Active Directory
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https://console.aws.amazon.com/directoryservicev2/

AWS Directory Service BEIEH
- REFH (A-2)
- HF (0-9)
. ERBTT (N@HS%A —+=\)D:"<>,.2))
Confirm password (FEZ2 % H5)

B AEEEER,
B sk

BEEEHME HRHA,
4. 7Z Choose VPC and subnets (i### VPC M F#¥%) EE L , RETIEF , REIERE Next (T—
#)o

VPC

B &8 VPC,
T3

BEEFEEHRE N FEE. EWMETFRESANRTRNATAE.

5. 7t Review & create (RRBIFIZE ) HE B EHEH W ETHLENEE, FEAER &
1Z Create directory (B2 B %), BEVEREEL ENRE, B % , Status (RE) EGEER
Active ('ﬂzﬁﬁ I:Fl)o

ftEEB B EH Simple AD 8I% Active Directory
& & Active Directoryf£ i Simple AD BB , 5 &KRME AWS Directory Service #47 F 5 T4E :

« ERE VPC WK Samba B .

- BYSHAMEMAESE Adninistrator BIEERBNEHERSIRF, B UER LIRS REER
%o

/A Important

RIS ARIFLILZET. AWS Directory Service RMEFILEE , HELZHEIER., T8 , &9
LAf AWS Directory Service T2 AT A ResetUserPasswordAPI EFRH TS,

- B B HREHIBRNRZEEHE,

HEBZEEH Simple AD £12 Active Directory WA 1.0 361



https://docs.aws.amazon.com/directoryservice/latest/devguide/API_ResetUserPassword.html

AWS Directory Service EEEmR

- BYERAESEESERIIRSE , EZ 5 AWSAdminD-xxxxxxxx. LtHRE BH AWS Directory
Service 1T B $EHEBIEXN B E{LEZE | HIANHEE B ZRBA FSMO AR, IRFHEA
EREH AWS Directory ServiceZ £ 117 i

- BEEEMERNTE (EN) A H RSN S ESEG I E T BB, B ENI PHE—EYR VPC
M AWS Directory Service #31F 12 %15 2 BHERB R LT ATLH , MEAKETEMER, BN
AWS Directory Service BB THARBEIFTEREARNBEED . "HBEH%B% IDAWS £l
BH@EED, . MEFMES , 528 Amazon EC2 A ERETHEMAK AT, AWS B8
Microsoft AD BJ785& DNS fal Bk 2§ Active Directory 2 EH B HE B (CIDR) +2 TH VPC #FAA
Ei% DNS fIRES, MEFMEF , 5520 Amazon VPC FHEIEREHE Amazon DNS RS,

(® Note

kAR , BEFLSEESTFHIMNETAEREHITE , LERE LN Amazon Virtual Private
Cloud (VPC), BX B E#1T—X{fEf0 , 3 B ¥ Amazon Elastic Block Store (EBS) ik [E i
IE , LRARBEENNETS, —BEEHERERE , $ERA—TAESPEAMERN
P iut HEVE L | 30 B AT UEB RNV RO TR KBER,

% E Simple AD B9 DNS

Simple AD €& DNS B3R &i% 2| Amazon A VPC 124#Y DNS @MRES IP #bit, iELE DNS RS
S#FMNTIETE Amazon Route 53 AEFEEEBEPRENEE. RELENAZIBERKIE@EHN Simple
AD , R AT AT EFEE EIHA DNS 55K, 1 Route 53 WEEMEN , F2 B2 Route 53,

SRR EEFEMEN Simple AD EIFESEE DNS & , @& Simple AD 2 VPC B EFEUEHIEE
(ACL) %BREK LEF VPC LIAKRE,
. MBRERNTRE Route 53 FAEEEESE, , 19 DNS B R2#E%:5|/,\ 5 DNS AR,

- MREERARZ VPC SN BET DNS Afksr , MEAREFEHFAE DNS , AIBEEHRENER VPC
1 EC2 #11T{E# LY 87T DNS ARz, MEFMER , F2RELALETXEESE,

- MREBHEEH Simple AD BB FERE VPC AK DNS fRIAREFUARE VPC SAHWFAE DNS fEfRES K
RAMTER , WO LA DHCP BIBEHTILIRE, MEFMES K FSHEEE.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://aws.amazon.com/blogs/security/how-to-set-up-dns-resolution-between-on-premises-networks-and-aws-using-aws-directory-service-and-amazon-route-53/
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® Note

Simple AD 3 & DNS ByEE#T. B AREASIALBE < #TER LA DNS EEE
RERIEWE % , ERETRE,

WAIEIE Simple AD
REHIE PR B R ERMMERE Simple AD IRENEF.

X8

- EIE Simple AD H B f5F A & FN B4R

. EEJRIREY Simple AD B 8%

« # Amazon EC2 BfIii A ZI&EH Simple AD &8 B 8%
- HEFEIZH Simple AD B 8%

- BAYER AWS EX RN FE

- BxA AD BEEFEL AWS Management Console

E18 Simple AD FRHYfiE & FEHH

ERAERREAESFIENBARER, HAFTECHERAERAR THIEBER K MEFTHEL
ERZ-EMZSEERE. IREAEBITRANER RESZERAEBITEANEE , MRS
B By WO AR A P AV AERR o

&= E7 AWS Directory Service B &2V FERAENEFAE , BLAFEASIMAE AWS Directory
Service B #METEE CRERZIHBER EC2) , WUEEENFHENMBHECERNEREGI &
Ao BEEE EC2 H11T1EEE %% Active Directory TE |, ZF A[#£ Active Directory i Fi %& = f #k
ARWMET | FELNERAENFE. UEEENMRTE EC2 HTERRLELETENFREA ,
#E2E "# Amazon EC2 Bl AZEH Simple AD JEEN B 8. o

(® Note

B ERERFE ABRMA Kerberos TEEERTE. LLAFERABERFWERRTE , TEXTLUE
., MEFBULRENEMEN , BB ZE Microsoft TechNet LI TE BT,

THEERAMAENERERENEAE,

... 7 1.0 363
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FE

« %% Simple AD B EHHEETE

- Rl2—EfEN AD AF

- MIBRFSEE AD FAE

- ERMEEAD FHERS

« 37 Simple AD E#H

- 55 AD FREMEEEHE

Z % Simple AD (W EBESHEETE

& Z1¢t Amazon EC2 Windows fARZSRHTEREREENERFTEE , EREEITER LRREFDE
SEERBENERADEREERN R RRBETE, FEMTIEFE EC2 Windows fAIARRHATEE LE

;I:tLu:bI’\o
DB
RBRLERZH , BER TSR -

1. Bl —EfSEMN AD SEEE 8. WMFEFMEF , 5528 8I24EH Simple AD Active Directory,

2. BB AN A EC2 Windows fal Bk 25 11T IR 2 &R HY Simple AD SEEI B . EC2 HTEREEZE T HIK
RREMEREME
#8 : AWSSSMManagedInstanceCoreflAmazonSSMDirectoryServiceAccess, WMFHFFME
# , 28 & Amazon EC2 Windows B #I|#4& 0 A 2K Simple AD JEB) B 8%,

3. B EELNTHEFKHEEEN TR, ELFREERE Simple AD RKEIEHN, MREEFH
TR F A2 A Simple AD Active Directory , BISHEEEFAEEBEEEEH NetBIOS &
#. corp\administrator,

£ EC2 Windows Rl fRES&H{TEE L ZEEATEHKEEITE
&E7E EC2 Windows R IRESETER L 2R ERAFBEHKEERIER

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 £# 4,

2. 1& Amazon EC2 X#AH , EF HTERLZIERMEYNHITER , RBEFER,
3. HEREHTEREETF , E#ZE RDP AFiR

4. 7 RDP AFmZS|IERY , EETHERREER , ARBZBENGEHUABRER.
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5. TEEU8 Windows ZiEH |, #E L EALESBER, BIZFE Windows Server H1TEBE BB .pem
AESRER, LELESBERE  BHMERRE,

6. 7 "Windows Z£M HELHRD , EH Windows fARFEMN AR RREESRE
LUETE A, FREZBBIUR TR : NetBI0S-Name\administratorZDNS -
Name\administrator. a0 , MMREEF/HPHEF , Blcorp\administrator2FAHE R
A &K Simple AD Active Directory,

7. EA Windows Server FI{TER & , F5&Z (ARB[EER] , 1 [RKE] KPR [AKRE
B8],

8. HMARBEEISERKRT , BENEAENIE.

9. £ Add Roles and Features Wizard (¥ &M IR E) HI&EEF Installation Type (REFR) |
I iZEY Role-based or feature-based installation (A @ E S IhAER L2 8E) | $EEIRIZE Next (T —
%),

10. 7£ Server Selection (fAlfRE5EE) T , FEERAMARSI RN , ARELASEEKPIREE
Features (Zh&E).

1. EOEERRE &+ AR RARSEEIENACEETE  EEZEWMADDSMADLDS T
B, J#HLAD DS #1 AD LDS T E# , £iZH AR Windows PowerShell, AD DS T E#1 AD LDS
BAXNBEEE NGS5 I EMActive Directoryt&fl, [ THE)IEE DNS ARESTE , ARIR
E-F_io
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Add Roles and Features Wizard — ] X

DESTINATION SERVER

Select features

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection Remote Differential Compression Remote Server Administration Tools
Server Roles PE¥lR:mote Server Administration Toolsl] includes snap-ins and command-line
I [ ] Feature Administration Tools tools for remotely managing roles
eatures [ Role Administration Tools ) and features.

Confirmation 4 AD DS and AD LDS Tools
Active Directory module for Windows P
P AD DS Tools
AD LDS Snap-Ins and Command-Line T
[ ] Hyper-V Management Tools
[] Remote Desktop Services Tools
[] Windows Server Update Services Tools
[] Active Directory Certificate Services Tools
[] Active Directory Rights Management Servic
[ ] DHCP Server Tools
[ [v] DNS Server Tools ]
[ | Fax Server Tools
I [] File Services Tools
[] Network Controller Management Tools
[] Network Policy and Access Services Tools

Cancel

12. FEREAEFA , ARIBE Install (RE), WETETRE , BITE "FHH) DERNRREEIER
ER kg | #£A Active Directory 3R Active Directory BRE R B #RE T &,

wn
—
3]

‘ < Previous ‘ ‘ Next > ‘ In

#£ EC2 Windows BRI =R EH| L 2K FHEKEETENBENR T E

s UTRE—EBLZEEHEHEETENGE !

o WOLLBEFEHALEEEE BB T EWindows PowerShell, flf0 , &8 LA A PowerShell 2R
Z % Active Directory BB T EInstall-WindowsFeature RSAT-ADDS. MEFFME |
£52 B Microsoft #8315 WindowsFeature b i & &,

A —EHEN AD AF

FEATHREFEIEEMA Simple AD B $## Amazon EC2 $i{TEENERE, EEMERAEZH ,
IREBTR L2 Active Directory B T E R FTRNTEF.
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https://docs.microsoft.com/en-us/powershell/module/servermanager/install-windowsfeature?view=winserver2012r2-ps
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_install_ad_tools.html
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® Note

£/ Simple AD B , &7 Linux BI1TER L , M "T@EFEREEE - RXEAFEERG, &8
HENFERAERE , IRFERAERVERLEFEH kpasswd EEHRT, ATHEAETE—XEA
RFEERE  BEEE S XA Active Directory BB T EEHFH & BB,

SERBMER T AR — L AREUERE -

« Active DirectoryEEE T &

* Windows PowerShell

5 F Active DirectoryEB TEEVFRAE

1. EBEERHET Active Directory B T B HITEEE,

2. & Windows "B ZheERFM AP BEREAEMER ) TE, % Windows REETEE
BkP® I T ENER,

® Tip
B EHTERBLEBGSRABMT NS , NEZBRK Active Directory A& M
BRI ER.

%SystemRoot%\system32\dsa.msc

3. TH&ZERERES  ERNEERFEHAELNE &% NetBIOS £ OU T8 OU (#l10 , coxp
\Users), MEF B &&FTFER OU EBHWFMEN AWS |, B2 R EHEIZE AWS EE
Microsoft AD SE &b B $%.
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 Active Directory Users and Computers X

File Action View Help

e 7@ A0 XEoz B 8 aET7E%
_: Active Directory Users and Computers Name Type Description
m Saved Queries 2 Computers Organizational

v & corpexamplecom
21 AWS Delegated Groups
3 AWS Reserved
| Builtin

Computers

3. Computers

3 Users

=1 Domain Controllers

3] Users Organizational ...

ForeignSecurityPrincipals
LostAndFound

Managed Service Accounts
Program Data

System

Users

EBEEE L  BENE K BEEERERBEERERE,
EREMNE—HL K WATIIHMUNE , AREET-F,

- BF

- HK

- User logon name (fEA & & A& &)

ERENE_EHL 6 6B ANREIFERARKERE, BEEFABLAETREAKREERIEE
IEEriEHyo EMEIEE\IJZ;%EHQO EE-F_Z’FO

ERENE=-EL WIRHFEAENEFLRE K ARBEZTH. HEAERSERE Users (£
) ERRA,

EHEIFEHE Windows PowerShell

1.
2.

LIRFEEEE 5 Connect 1A & Active Directory# i #9 Active Directory# 1T {E 8,
$T B8 Windows PowerShell.

BMALUTES , MEEZINFjane.doe AEEZBENRFEAEZRBNFERAERR, RREZETE
Windows PowerShell izt £ &M &1, WFEActive Directory R iBE MM FRNWFMERN |, 5
2B Microsoft X #., HE New AdUser n T EZEE , 552 B Microsoft XX &,
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/powershell/module/activedirectory/new-aduser?view=windowsserver2022-ps
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New-ADUser -Name "jane.doe" -Enabled $true -AccountPassword (Read-Host -AsSecureString
'Password')

fiBRfEEE AD &
F A TSR FMBRERER Amazon EC2 Windows #1172 A K Simple AD B .

BRI LAER TSR — BT A RMBRERE

« Active DirectoryEEE T &

* Windows PowerShell

{8 F Active DirectoryE 2 T EMIBREA &

1. EBEERHET Active Directory BB T B 1T{EEE,

2. & Windows "Fi#a ThEERFM "EAPBEREAENER, TE, % Windows RIEETEE
BRP I TENERE,

® Tip
BH L EHTEE EEBT SR IHAIT IS , AEREBIR Active Directory i & #
ERTER.

%SystemRoot%\system32\dsa.msc

3. EHSEEWREST  ENTSLEMBR2ERAERN OU (110 , corp\Users).
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 Active Directory Users and Computers - X
File Action View Help
e 2@ 40/ XDz BEPeaaTas
_: Active Directory Users and Computers Name Type Description
- Saved Queries 2 Computers Organizational ..
v &4 corpexamplecom 157 Users Organizational ...

21 AWS Delegated Groups
3 AWS Reserved
| Builtin

| Computers

3. Computers

=1 Domain Controllers
ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts
Program Data
System
Users

4. ZEMEMBRNERE. EBFEDRERLE , ZEMER.

5. WMHBR—EHFEAR , RRERREMRKERE. BERUMBRERE, S8 KAMERATEREA
Eo

i B = B9 55 FH & Windows PowerShell

1. URHKEEEEF S Connect EIAEActive Directory#8idi 9 Active Directory 1T {E 88,
2. $TBH Windows PowerShell.

3. BMALTES , LEEMERNFjane.doe AEZBRNREAEZBNEAERTE. BEEME
AdUser (s D HIEZER |, 2B XHE. Microsoft

Remove-ADUser -Identity "jane.doe"

EREHE AD FREERR

FHENEESTHERNZEEREActive Directory, BEHE , EALBRRIFNAE , B Active
DirectoryEXE 8 , i 7T MM ZH. JEEBHERE , B LA AWS Directory Service 1R
B FEBIE7E Simple AD HIREEE R FNERE,
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https://learn.microsoft.com/en-us/powershell/module/activedirectory/remove-aduser?view=windowsserver2022-ps
https://learn.microsoft.com/en-us/powershell/module/activedirectory/remove-aduser?view=windowsserver2022-ps
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BXANEEERBHAESHINERAEF»EA. NEFINFHREN K F28 "TEEE AWS
Directory Service JRZEVERBIE . -

&R LA B I8 Active DirectoryWVERIEAEZER N , ETH1ERBIAN

o BWAILAEHEMBEN (OVU) AEREMAERENZN |, 5L FEHE L& Active DirectoryZ 31 P A
# NetBIOS BB AERE., flw , MREEF/PNEREIZEL Simple AD Active Directory , #&#Y
NetBIOS E#A4 2 CORP , MEZAI LLERNEAEZBHE "NE/FHE OUL BEKE.,

- BEEERR OU I ERFERAENERR , XEAENZR 2B IEEActive Directory 1 2 31 B F
#) NetBIOS &%, % Simple AD 2 OU BB FMENR , FSB T EEREER Simple AD £l
2 Active Directory,

- BEEIASAMEBIRENEAEAEERER. CHUELIEXBEARERREESSILERRE
EEFENENTAEAENER K EXREESEFEAERN

« BEEZAGAVERREESHLCERAMEEERERENEAERAEERER  ERREESHEA
EEBRI

ERMER T AR — L ARERERAEER

« AWS Management Console
« AWS CLI

* Windows PowerShell

ERR A & Z 8 AWS Management Console

1. #EAWS Directory Service £ A EBEE A T Active Directory , ## [B#] , R#RActive
DirectoryfE FEFENMEERFAERT,

2. EESFAEFEEL , BESF, ARBEERER.

3. Kk [ERHEAEZEM URELHN (ERAEERB T A BAZTEBEEB . EAENERAESR.

4. EFEBBNEDABHTEOARE K ARBEERER

ERERERB AWS CLI

1. BERE AWSCLI, F2RRZEIEHMZAMRAH AWS CLI.
2. BARUAWS CLI.
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https://console.aws.amazon.com/directoryservicev2/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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3. EATYa4S , WEK B #& ID MArEMFRFEEUActive Directory B 8% ID jane.doe, EAER
BANZEPessword, MEEFZEH , F208 (AWS CLI FESS2E) reset-user-passwordF#

aws ds reset-user-password --directory-id d-1234567890 --user-name "jane.doe" --new-
password "P@ssw@rd"

BERFEREZE Windows PowerShell

1. LRHKEEE ST S Connect EIAEActive Directory#8iZi 9 Active Directory 1T {E 8,
2. 3TB3 Windows PowerShell.

3. BWATSiESjane.doe , ARV E 8 ID MATEMNFRBEIREAE BT, Active Directory B # ID
MEZHEP@ssword, WMFFMENA , FSEER-DS UserPassword IEETER,

Reset-DSUserPassword -UserName "jane.doe" -Directoryld d-1234567890 -NewPassword
"P@sswOrd"

#17 Simple AD &8

FATHREFEIZSEE  HPEEMA Simple AD B 88 Amazon EC2 #i1T1EE, KRV LTS E
HBerl  BEETEHRZE Active Directory B2 T E TR EF

BuEE

1. EBEZERHET Active Directory B T EHITHEEE,
2. BARX Active Directory FAEMNEBRITE, RREEBETIEENRERFLITENER,

® Tip
FBAUEHTEBLEBGTSRIHAT TS , NEEREK Active Directory £ & #
EMITER.

%SystemRoot%\system32\dsa.msc

3. TEBIRB &S |, £ 8 &M NetBIOS 21 OU TiZERE £ H A FEEFEHE OU (4l , "Corp
\Users"), MZFEF HFIER OU B EFHERN AWS |, B2 BEHEAIZRE AWS E1E
Microsoft AD SEEb B .

EEEAENRE 7 1.0 372


https://docs.aws.amazon.com/cli/latest/reference/ds/reset-user-password.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Reset-DSUserPassword.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_install_ad_tools.html
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 Active Directory Users and Computers - X

File Action View Help

o9 2B {0 XDoe Bm teaTdh
_: Active Directory Users and Computers Name Type Description
— Saved Queries = | Computers Organizational

v & corpexample.com
21 AWS Delegated Groups
3 AWS Reserved
Builtin

Computers

3. Computers

3 Users

=1 Domain Controllers

3] Users Organizational ...

ForeignSecurityPrincipals
LostAndFound

Managed Service Accounts
Program Data

System

Users

4. %E Action (BhF) BB L, #— T New (¥#f) , B —T Group (BHE) BB BB E,

5. EEHEEBTRARESRE  BEEREEERNEEEE  ARAFEERENRNZLY. UF
Active Directory B {AEIE ML B HEMNFMEF , 552 B Microsoft Windows Server X+ #)
Active Directory Z £ Bl — &,

6. #—T OK(HE), MEEHEAMEM I ELAEERRKRF,

A TEE AD /8 & #TE = 5A
RRE M T 5SS BLE AR Simple AD B ## EC2 STHE LISEAENE TR LA,
EAEEEHA

1. EEZRHET Active Directory BB T B HITHEE,
2. BARK Active Directory EAEMERTE, RREBTEERNREAL T ENERL,

® Tip
A L EHTEE EEBT SR IHAT IS , AEREBIR Active Directory 1§ i & #
ERTER.
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https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/manage/understand-security-groups
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%SystemRoot%\system32\dsa.msc

3. ERHRB &P , EEE &K NetBIOS £ OU TREREN OU , RARENEHMBEAES
BB RV EAE

_ Active Directory Users and Computers - X
File Action View Help
e 5E 8 XEd=2 HE VPaETa%
_: Active Directory Users and Computers Name Type Description
| Saved Queries 2 Computers Organizational

v }j corp.example.com
S| AWS Delegated Groups
5| AWS Reserved
Builtin

Computers
= Computers

2 Domain Controllers
ForeignSecurityPrincipals
LostAndFound
Managed Service Accounts

51 Users Organizational ..

Program Data
System
Users

4. EBFREL  B-TEBEFRRMEHENBESEEL R,

5. ERRERSITER 6 ARRE-THA.

6. HE[WARZHNYAHRE P BAENMENEAESRRE  RARE-T [BE]. MESBERETR
ERERES, BiE—IR OK (BE) LEMBERBERK,

BBEEAEERNRPENEAELHZSFEFRETNBERBBEERE LR  BEEAERER
BRRBFENKE, BENKEHERSIER, CEZAUUERHEBETRINEHEMBNEENS
.

~

ELZ48HY Simple AD B &%

&R LABE R AR 73 3R R EE42 48 /Y Simple AD B #% :
FE

o THREH B SRARRE
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« f# Amazon SNS 5% B &R REE A

T RIS B $RARRE
T —EE B #HFikEE,
Active (fEA )

It B $EHEIEE, AWS Directory Service K 1E B #& 5 {8 2R &,
FEEY

BRIEEZEIB®%, EYERBEFEE 20245 58 , EFERBTERRKERMTE.
Deleted (2 MER)

BxEMbR. BENAMAERECEL, —BRSEALRE , FEEER,

IEFE M BR
BRIEEMERE &, BEHRERFEBARE , ERZT2MERAL. —BBHEAWMRE | EEERUH
MERER‘E , BB FREEEBR,

R

FOEEV B, MR B &%, WRKEENFE , BB AWS Support FH0 6
Impaired (Z18)

B EERMETH®T. 2EIE—ENZEME , BXFEFE EFKREBEUATENRESR
EBiEE ; BAERNREEFZTHNER, EP SR EENEFEHETS (FInisH= EC2 #1T
EEmin). ERAEXEENEST—EREEFHE LNERERE , SIEETEFE R &KEANE
BATMEE, MEFHMEN , B2 EEYA AWS BIE Microsoft AD, AD Connector 52
f#, Simple AD SE2EHFE, BN —MRUEZLAFREE |, 557 40 2ER AWS FRELME. ERE
SRHHMIEcR  WRENBEHER "2, RERIB 40 25 , BEREHEZ AWS Support

Do
/A Important
B #ER Impaired (Z18) MEK , FZERRR, ERRBREMRZEEE, WHEFM
B, E2E BB HRBREFRE &
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https://console.aws.amazon.com/support/home#/
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Inoperable (£ R 1E)

B & ELENE, AR SR EBREE,
Requested (E3K)

B SRR M FERBBIFEF,

RestoreFailed

RRBPEFRBEHXAN , FEAERRFE. NRLEBEAFERE  FERHMRR |, REIE AWS
Support 10
Restoring (IEFEIE/R)

BRI EREDHNFHRETERE &, ERBPEFREREEFFTELIENKE , BURRRRFTE
HERB AN,

MEFEZFHMEN , 552 E Simple AD B #ikERE,

£/ Amazon SNS 3% 7E B $& iR 4Ei@ A

f# Amazon Simple Notification Service (Amazon SNS) , E B #iREEMEFR | B{ETUKTIE
FEHHXF (SMS) . MREH B KK Active (HEFAF) MEBEK "8, = "EERME ARE
BESRIEN, EHHIXESD Active HER ) MEER | B EKRIIBEA,

BTN

Amazon SNS A " WENSBAL . SEXTEHFE —IZEFTEE  BRBRHIIXETENA
B, FRUTSESE , BaLU& AWS Directory Service 1E&B 2 #i & #H18ZE Amazon SNS £, E AWS
Directory Service EIZ| B $RELER K CERASBHIXREE , RAREXGEENTEE.

B L EESEREME K BYCMEE —TEMWBEEE, Bt A& ZEE Amazon SNS #
BYWEETHIGEFREAE, SYHTURGMITEEEMN AEBMMNEEIE, 0FE Amazon SNS
HEBEA , B2E " ER Amazon SNS? §

BIEH9 B8R SNS T

1. & A AWS Management Console 3 BEXAWS Directory Service £ &,
2. 1f Directories (B #) EE , EEB# ID,
3. ERMERSIER.
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4. EEHEZRERD  EEDHE AREREIEA,

5, HEVBAEEL 6 ZIEFBENSE K ARBERUHBEA. HE L NRESHEREBNSNS £
B, B LURIEHEBR AR SNS TERVEBMEE B REEREALIXERE,

® Note

MBBBREZRIFNEN  BEZANACHELEN SNS TEFHA THENEZESRRE , A
Amazon SNS A"E2RBUFNEE , RSERENETETHEHNITRER,
MR FIRZEB AR SNS TEETEEY , S RERENB &E—EEIZEH SNS £,

6. BREWRHARE K ARARWARGABRET. MREHAERAR SMS BWEFERT |
TEESHITHR, ZRIIER.

7. (BA) BRHEIEMNEEN SNS BREH, BEREBATHB 10 @FZNERE , S EEEEE
BYFRA SMS FAEH, ELMER SMS EHK , FEAERERE,

:l:llh+

REME

(® Note
R & fE A BB DirectoryServiceFullAccessZ B BRH IAM FRERBEREA |, HIEH
FEBBAALL "DirectoryMonitoringy FI%E, MR EEE—F HITERNEEERRE , £

FEHE/ SNS #IR.

8. REEEI,

MRBEREIETFHM SNS 5TRE (FIMNMEME FE4ibit, Amazon SQS 17%1) AWS Lambda , =
& | IBA LA Amazon SNS F#E A # TR %,

REBEPBERE HREAR

1. & A AWS Management Console 3 BEXAWS Directory Service £ &,

2. 1f Directories (B #) EEY , EEB# ID,

3. EEMERSIER.

4, HZEHKERERD , BECEEPHMEE SNS TEER , BEHE , AREDRBE.
5. BEBRK.

EREREEENN SNS TEPHARMENE K. NREMPBRBMEERE , TR Amazon SNS E
? B 8ITIRE.
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/role_ds_full_access.html
https://console.aws.amazon.com/sns/v3/home.
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/sns/v3/home.
https://console.aws.amazon.com/sns/v3/home.
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® Note

£/ SNS £ &AM ER Amazon SNS £E 2 8] , BEZEREHFILERXEEEEMREAL,
MRS SNS £ A MR Amazon SNS £7E |, kB F A~ B RBRTE Directory Services
FEEHR, ZRGETXESZMAEANZSHERN ETERKEBY ; EEEERLT , £8EE
# 8 Monitoring (E542) EE A E 245 H T B =B EFAMREE,

Hit , AEREXEENEHFMREAL , ERBREWEASNEMEE 28 AWS Directory
Service , S EH B $EEH 1 Amazon SNS EREZ 1 B3EH

#& Amazon EC2 E 410 A EI#RHY Simple AD &8 B 8%

BB TEEEE | &0 LUES 4% Amazon EC2 #11TE B hl A &K Active Directory#813l, INEF
&R , 552 & Amazon EC2 Windows 4T B8R EiE ALK AWS ZE Microsoft AD Active
Directory, %5 °] LA A B Eh{tThEEE #EH# AWS Directory Service 1A RKAWS Systems Manager
B EC2 #1T1ERE UG H A0 A Active Directory#1.

MBELEEF NG EC2 FITHEEE M AMBActive Directoryls , B X BEEBEN EFH ML £ BHEARFHEK
PEAE S TER  AREBTERMARBSE,

BEMERERIELHITER B4 EEBRIREBERIBITER IP EREED, EASBIE
AT, EEEXKERAEEEEZEIEN VPC , MEBTHEBLEERAE P i,

£

* # Amazon EC2 Windows B I i1 A ZI /X8 Simple AD JE&) B #&

- FE# Amazon EC2 Windows Bl 1A Z# 8 Simple AD SEEH H

« # Amazon EC2 Linux B4 A ZEH Simple AD SEB) B #%

- FE# Amazon EC2 Linux BN AR Simple AD SEB) B #%

« &k Simple AD B &0 AR

o B3 DHCPEHEE

# Amazon EC2 Windows B {5l #&#& i A E|&#Y Simple AD &8 B #%
WIEF EAE & Amazon EC2 Windows #1718 B8 B2 /& Simple AD SEE B .

HEEMA EC2 HREHITER
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1. B A AWS Management Console 3B Amazon EC2 £ & , #8it A https:/
console.aws.amazon.com/ec2/,

EEMME , BEERA R K AWS EE MEN B &%,
i EC2 BRARNBBATERERS , EERBDUTERE,
ERBHTEREA LNEBAERERT  GALBERR Windows EC2 #1T{ERRAY &M,

(ER) SHHHMERR , M AR ERRPEYHRER. ERZEGEHE L EC2 HTERNE
HY,

6. EEAEIAMNEZLRFZBE (Amazon Machine Image) BE A | B EREMEEHEHH
Windows, &R LA#E Amazon Machine Image (AMI) TR X FEFEFE Windows Amazon
Machine Image (AMI).

7. ERTERERERY  RYMTERERE TN FETEELEFANMTERER,

8. TEEHBYH (BA) BERY , EUEZRRYFH RN LRESBUHPETEE,

o & 0D

a. HERVUFNERY K FEEEUNTRY,
b. WMAZRHNER K ARENZR/BVEENLEER/ERBANRIER,

c. BEELIELBMEEATE OpenSSH HBEFEANEN |, FBEE pem. EERIESBRES
ATE PuTTY BEFERANIKE |, 552 EF ppko

d. EFEVERY,
e. BHNABHREEHTHLAIERER, BLESRERFRERENLT,

/A Important
EREREFLAESRMERNE—HS,

9. ERBHTERAEE LNMERRERRT , RERE, 1€ VPC -required TN FEREEFEEH
Fi 3 B $kKY VPC,

10. REFMEETHNFERERE VPC FHLB FHREKZ—. GBI R4 AR ENBRER
HEMERERRE, MRRHE , MSEEAERRERIBTERE,
NEAHEREPERBERENFMESR  F268 (Amazon VPC EREER) IV EARERHE
B B I AR S A R B — Eo

1. EEBERLE IP T, BERA.

MEEBEAENIE IP ENRGFMENR |, 5528 Amazon EC2 fEA&EIEREFH Amazon EC2 ¥
1TIEEE 1P Eut,
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12. RPN (REFE)RE , BUTAEAARRESIRBEEETEE,

13. HNREREFRE , BAUUERAERRENRBEEETEE,

14, FEEMRFMERARER , tFMA B & TR X FEHEIUH,

® Note
BEMEESMABHER  BUkgE

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 MBBEREAEFARAYBHNRE SSM X, ISR MER, EAILBT
THME—EZ

- MREZHEMBIB SSM X4+, ERBEREE | FHEE (B8] L/ERES EC2 #1T
B M ETEMNRE,

« EHULEMERERA SSM X 4HERAMBR SSM X+, ERAFFRIZEA ERBIERY
SSM X#E, SSM XHEEERE EC2 HTHEEBREBEN.

15. B IAM S1TERRERE , BTLLUEEEEEN IAM HTERREEIELHTNFRERE. ® 1AM
BT E R ERE T h B E & ELE DirectoryServiceAccessHi il AWS ZEBHE AmazonSSM
ManagedInstanceCore l AmazonSSM #y IAM #TEIBEERE. ZEEINHN IAM REEE
&, RIEE (B IAM BRERER] , RREITTHIEE
1. BERVAG,

2. IEIEEMERT , EEAWS R,
3. 7£ Use case (fEAZEHI) T , #E EC2,

4. 7£ [(FIEHER] THMRAEES |, iBE 32 F# SSM] ManagedinstanceCore H 22 i SSM]
R 8, DirectoryServiceAccessTEEEHFHH , B A SSM LUEFRBUER, BET -5,

(® Note

AmazonSSM DirectoryServiceAccess 244 #1178 Active DirectoryB@ I A ZEEH
PR, AWS Directory Serviceiz 5% SSM ManagedIinstanceCore 12 T £ %R
BITENRIEKER, AWS Systems Manager EEEV EEEEHFTNACGHNESE
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A, URBEBIUUERSE IAM AN EMFTMNBENER , F28 (AWS Systems
Manager £ &15r/) B #I A Systems Manager 237 IAM #1117 {88 3% 48 — &0,

5. EmA. REMNBIEAL  #HHACERRAAACER, SEEENACEBREEE EC2
BITERE,

6. (EA) B ERREMA RS IAM HTEBRERENER,

7. BERIA/E,

8. BEIRBHTEEREE , ARREF IAM STEEREESHEREER R, BBZEILIN IAMH
TR EEEETE IAM $TEEBREE THFESD. EEEEMNRERE L ERRE
RE AERE
16. BERBHITERE,

F#1#% Amazon EC2 Windows E 410 A Z&# Simple AD SE8) B 8%

= EZHIRE Amazon EC2 Windows #{TEREFEMMA Simple AD SEBIB & , X EFAPIEENS
SR EH1TEB A4S Amazon EC2 Windows B I #&E N A B Simple AD SE ) B %,

\

A EE Simple AD DNS @Rz IP sk, tbEATE B 8kARTE > BH#% > BB &% ID &5 > B
HEFMER PR EZEH D THRE,

Directory Service » Directories » d-1234567890

d-1234567890

Directory Service X

¥ Active Directory

Directories

Directories shared with me

Directory details

¥ Cloud Directory
Directories

Schemas

Directory type
Microsoft AD

Edition
Standard

Operating system version

Windows Server 2019

Networking & security Scale & share Application management

Networking details

VPC

Availability zones
us-east-2a
us-east-2b

Maintenance

Directory DNS name

corp.example.com

Directory NetBIOS name

corp

Directory administration EC2 instance(s)

Subnets

DNS address
192.0.2.1

198.51.100.1
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EEEmE

EE# Windows #{TEBE A Simple AD ¥EA# B #&

1. EREMERRREGERFmEREHITER.
2. HEHTER LR TCP/IPv4 BHERBHFES R,

a. BARK Network Connections (#83&E4R).

® Tip

LU EHTEEL  EBBRGTRRHATTIGT , REZEFMM Network

Connections (A& IEAR).

%SystemRoot%\system32\control.exe ncpa.cpl

b. FRREMCHARKERNAR (F#) RE , RRIZERE Properties (RF).

c. HEEBFEARYFTERIH , B EWT) Internet Protocol Version 4 (FBAERIHESE 4 IR).
3. EE[FAT%I DNS AARES(z4t] , # [{EF /Y DNS fRIBRES]) # [E/X DNS RIARES i) BF A

B AD $Z{HY DNS fRIARZFHY IP sk , REBEE [EE]
Internet Protocol Version 4 (TCP/IPv4) Properties X

General Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
(") Use the following IP address:

() Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: ‘ | . . . ‘

Alternate DNS server: ‘ . . . ‘

[ ] validate settings upon exit AdERd ]
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4. BHREITEBRA System Properties (RHMAR) EHFEH R , #EL Computer Name (BB ) &
® , AR%2#E Change (BF),

® Tip
BRI EHTERL  EBRGFRTIHMIT TGS , REEEBRK System Properties (R
MABRHFEAR),

%SystemRoot%\system32\control.exe sysdm.cpl

5 fE[REBR] WAt |, ZE [#81F] , @A Simple AD Active Directory B EZE , REBBIE [
Elo

6. ERMREREHABIEEENSZBNEZERN , FAALEREMARRZIRFNEAEZBNE
B, MEZRELERNFFMENR , 5528 "Zk Simple AD B #MAER . .

(® Note

A Ll ARENTEEEE NetBIOS 21 , HEEBARMER (), ARWAFEHE
28, AFEKREEE, I corp.example.com\administrator = coxp
\administrator,

7. WBEEBOLEMARBHARZR  FEFTRBATER K BEEEX

RELWEITEEE A Simple AD Active Directory #8138 , A UAERIBEEAZATEEL ZELH
BAREEAS , flFEEAENEE. FATHERERTIENARELFEAENEHE, NEFHA
B, 5520 2% Simple AD WEBIHEETE,

# Amazon EC2 Linux EfI&E N A EEH Simple AD SEE) B &
W F A #& Amazon EC2 Linux #117{E B8 M| A&:E 5 EI 28 Simple AD JE& B #%.

REHEZETH Linux #1TEE 2B RARA

« Amazon Linux AMI 2018.03.0

« Amazon Linux 2 (64 {iJt x86)

+ Red Hat Enterprise Linux 8 (HVM) (64 i Jt x86)

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS
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* CentOS 7 x86-64
» SUSE Linux Enterprise Server 15 SP1

(® Note
Ubuntu 14 #1 Red Hat Enterprise Linux 7 2 8 #Y 2 1T iR 7 32 8 415 hn A Thie,

DB AR
LA ABPNERF , FREREEEPEIMA Linux #TEERE.
EHUE AR I0 A AR v =

&R LA Linux EREEREMA Simple AD . At , B4 ARY —EEFEVERMIRFFHFINERE
WRF , FRERSERIMAE, BE Domain Admins SR EMEENKE TR EANERGERMASE ,
BERMATEBERM. BMEBRECEAEERERMASAENRERRIVEREHKIRS , EX R&HEM
Ho

NF I BRI @ BRAS RS EIRET AT LB U BRIRFNET , F2E ZREREEHNBRBEIRE.

B REERBIRFHEE

&AL AWS Secrets Manager R #7413 RISIRF o

BRI REFEHREREEA

1. & A AWS Management Console 3 FAR AWS Secrets Manager £# & , #8it A https://
console.aws.amazon.com/secretsmanager/o

2. iZIZ Store a new secret (TZ TR,

3. 1£ Store a new secret (REHEE) EEF , BT TIIEE -

a. £ "RZER, T EE THAERENER,
b. & "#/EERY. T, ST TIIRE:
i, TEE—@ADP B A awsSeamlessDomainUsername., ERE—5IHN T —{@HHF |
BMARBIKRFINFEAERTE, fln, MREBZEA T Z PowerShell Tn v, BIRFERS

Z s 2awsSeamlessDomain,
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® Note

B EE AT 2 IEHER awsSeamlessDomainUsexrname, fEiREERREEMZE
%, BRIEMAKS K,

AWS Secrets Manager ) Secrets » Store a new secret

Step 1

Choose secret type

Choose secret type

Step 2 Secret type info
Configure secret

Step 3 - optional () Credentials for Amazon RDS () Credentials for Amazon () Credentials for Amazon
Configure rotation database DocumentDB database Redshift cluster

Blepi O Credentials for other © Other type of secret

Review database API key, OAuth token, other.

Key/value pairs info

Key/value Plaintext
[ awsSeamlessDomainUsername ] ‘
‘ + Add row

Encryption key info

You can encrypt using the KMS key that Secrets Manager creates or a customer managed KMS key that you create.

aws/secretsmanager v ‘ ‘ G ‘

Add new key [

Cancel Next

i. EEHEI,

ii. EHFW—FMNE—@ELEHESD , @A awsSeamlessDomainPassword. fEE—%IH T —
BERA | @A REIRE R,

® Note

A EE A SE4 IEHER awsSeamlessDomainPassword, FEEREER R BTz
. BEEMAASS KK,

T EEIAER Simple AD R 1.0 385
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iv. TE[MNZELB KT , REFER(BEaws/secretsmanager. AWS Secrets Manager & &
BIBNRIER  —ESNRERE, SR EZEREITNEE,

(® Note

RIBEFERAHE AWS Secrets Manager , BHHEBEER., NEHHN =R EER
B | 5528 AWS Secrets Manager E{&.

I&ALAE A Secrets Manager 23 aws/secretsmanagerfy AWS S EE SR
REBMFEHNZ®, MREEIBCH KMS SBRINBEE , BFREBEEHN
AWS B AWS KMS @& E, WEFMEENR , 528 AWS Key Management
Service E{B,

V. igg-lt_io
4, EEBEBT , FATIRBATSLEHE D WEBERE , WAL B SFEBIHER d-

XXXXXXXXX .

aws/directory-services/d-xxxxxxxxx/seamless-domain-join

EHEBARX PR REEEE,

(® Note
B8 A\TE EER aws/directory-services/d-xxxxxxxxx/seamless-
domain-join , BEEH d-xxxxxxxxxx BB EHK D, BRERREEMAZEE. &
Al A RS e KB,
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228 Services Search E2] & (O] © @ils ¥

AWS Secrets Manager > Secrets » Store a new secret

Step 1

Configure secret

Choose secret type

SEeZ Secret name and description info
Configure secret

Secret name

Step 3 - optional
A descriptive name that helps you find your secret later.

Configure rotation
aws/directory-services/d-xxxxxxxxx/seamless-domain-join

cien s Secret name must contain only alphanumeric characters and the characters /_+=.@-
tep

Review Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters.

Tags - optional

No tags associated with the secret.

[ haa |

Resource permissions - optional info Edit permissions

Add or edit a resource policy to access secrets across AWS accounts.

» Replicate secret - optional

Create read-only replicas of your secret in other Regions. Replica secrets incur a charge

5. BEMAERERERERE  RREET—F,
6. SHHUREEBHLR , BEFAEDHBR  REBET L,

BT A RF L MR R R R R S Th AR,

7. RERE K KRB BIEFEUMEEE, Secrets Manager TR ASEERSEPHWHZEE , BEF
DEHRENFHHE,

8. MBEFREEHEINKEEZR , WET Secret ARN B, BEET—HHAIEE,

[ TR 18 PR 5 Wl 5 7 S Y i 2R
HMEBLEHHBBZE , UHELNRENRE,
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[ A 120 R 5l 5 2 S Y i 2

EERE (FEHER) FERE AWS Secrets Manager Z 5 H) B B &% R BIAWS Secrets Manager
ErRET,

HRLEER 5, EFERFEHAAWS Secrets Manager & 8RB fEERE4< Microsoft Active Directory

POt o

nlh

MERA , FFBEAWS Secrets Manager EAIERPHY "SR HEF AWS Secrets Manager e

%Jo

BUXERN IAM BERNAE®

FERATHERMEHSBREI BITBE , LFFEN Secrets Manager EAERITMMA R (B2 BRI
HMEEZEERR | UREMNIH LinuxEC2 Domaindoin IAM &6,

337 Secrets Manager IAM EEUBUR

BEEFRH IAM EEEEN —EEE , R T¥ Secrets Manager # % 1y B FEUE,

317 Secrets Manager IAM EHUBEE

1.

DEBEY IAM BERERNERES D E A, AWS Management Console B {E#81t https:/
console.aws.amazon.com/iam/ BAEL IAM £ 5.

HEREEEN [FIERE] B , 2 [FRA
BEEITBX,
B JSON ER A 1 T3 JSON BERNHERNF., REMGHIE JSON XFHHAF,

(® Note
RIS [BiF] M [EIR ARN] IR BB LRI N HBAER [E=F] M [ARN],

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"
1,
"Resource": [
"arn:aws:secretsmanager:us-east-1:xxxxxxxxx:secret:aws/directory-
services/d-xxxxxxxxx/seamless-domain-join"

]
}
]
}
SERE , B Next (F—%), BERRBEASOREMELIER, MEHMEN  F2EARE
IAM BUR .,
EREBREEL , MABKNEHE , Hl20 SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read., &
BREERREFELNBRARTNG T, RRBEEVBRRHFEEE, FNBXSLHBEESE
BEBED WACDEBHFERZESSD
® Note

EMEBEABERTEN —EBR. ERMAUERIATEEBARTFIEENHE , XEH
TEEZIARRKEZERERK,

&3 At DomaindJoin

BRI AR IAM EEAEB I EAREMA Linux EC2 #{TEBNAE,

ZE#E# Linux ADomainJoin &

1.

o &~ 0N

DEBEY IAM BERERNERES D E A, AWS Management Console B4t https:/
console.aws.amazon.com/iam/ BAEX IAM £ &

FEIHREE R [ZEEE] T , BE [A]]

EARERY , BEERVAG,

£ Select type of trusted entity (EZER[SEMTERER) T , #IE AWS service ( BRF).
£ [ERARM) T , 1B [EC2], ABBE [T — D],
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Select trusted entity .

Select trusted entity

Trusted entity type

6. HRENZEE , FYTTIERE

a. ¥ A AmazonSSMManagedInstanceCore., AZIBEUFEFIEEEEB NZES R,
b. # A AmazonSSMDirectoryServiceAccess, RZIBEUEEHiHEIEENZES .

c. E A SM-Secret-Linux-DJ-d-xxxxxxxxxx-Read HEE L —ERFEPEILN IAM B
B, RARERVEEPEEEBNZES R,

d. FELEIHH=MEXRE R 6 FEN[(BIAE]

(® Note

AmazonSSM DirectoryServiceAccess R {14 #11T {ElActive DirectoryB@ N A £ EE K
BR. AWS Directory ServiceZz 5% SSM ManagedinstanceCore 12 7 i F RIS FT &
HEREKEPR. AWS Systems Manager EBRELEFELHFTNACNESEN , URE
B LEiRiE IAM AENHMFF I MBENER , 528 (AWS Systems Manager £
HigmE) HHI A Systems Manager B IAM S 1TEEER ERE —H,

7. WAHAGNER , HllLinuxEC2Domainloin , £ TABEZRE, BMUPTH ALRETINZE.
8. (IZA) ¢¥ Role description (A &#ER) , W AR,

9. (EEMN)E "SRRI FHEER. THERE THHER. JUMEER. SREERY W AHRER.
B HESRIEHI L A B FEL

10. EERVASG,
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# Linux BHE4& I A BEH Simple AD 58 B

RELCERET A LRREESR  BEAERTIREFIESIIA EC2 Linux #1TERE.

#ERE I A SERY Linux BT{ERE

1.

o ~ 0N

& A AWS Management Console Y BiE Amazon EC2 £#2& , #8ikA https:/
console.aws.amazon.com/ec2/,

REBZIR [EE)] #IMEGEF , BERFEFE &K AWS B HARNEE,
# EC2 BRRMNBMBATERERS , BERBDHTEE,
£ [MBHTER) EEN [BBENER] ERT , WALBREAR Linux EC2 FITERNERE.,

(ER) S HHMERR , e — AN ERRBEYRES. BRZEGHHE L EC2 HTERNE
HY,

EREARKNAEEREBRE (Amazon #EREK) BT , BELEREM Linux AMI,

(® Note

FEHKN AMI 2 EHF AWS Systems Manager (SSM KEFER) MR 2.3.1644.0 RE Sk
R, EEFEBR AMI BEBBTEERRE AMI FEREMN SSM REREXRAE , F2EE
B BRAIZERN SSM RIBEXMRAE, MEAE SSM RERERX , F2EEEAR Linux B
EC2 #{TIEEE E REMEE SSM REER,

SSM &7 Linux 117 {E & il A Active Directory#812i B &£ FH aws : domainJoinfh#iE
Ho IMBEXNEH Linux BTEBN EIHEBEE /RN AR/ EC2AMAZ-XXXXXX B3,
MEEBNFEHEHaws : domainJoin , FHZBIAWS Systems Manager £ 5= P #Y
}EAWS Systems Manager X4 NBERSZE,

EHTEEBEEESRD  ®RMTEBEETNABTEFZECECERANATERERR,

EEWRY (BA) BRF , EUURERUF SRR ERYPETERE, FEEUHNNS
Y BERERVHETRYE. BASRENEE AR ENSRYEENLESRERE R
H, EERALEEMATATE OpenSSH BEEAMNEN , FRE pem. EERLESRET
ATEPUTTY BEEANER | FEEF ppk. BEREEVSRYE., ENAERSAHTHELESR
BR, BLATRERFRERENLT,

/A Important
EREREFILESRERNE—HE,
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9. ERBHTEREE LNBERRERRT , RERE, & VPC -required TRHNFEREZEEH
R A /Y VPC,

10. RFAERTHFEHRE VPC FNLAR FRRZ—. EFMERM TR AR E IR ER
HERREREE, NRRE, E'Jﬂ%xﬁlfﬂﬁiﬁ”ﬁﬁﬁviﬂﬁﬁ{ﬁ%o

NFEEREREREREERENFMES , F2E (Amazon VPC R &) PRIEHREERE
B B I AR S A R B — E

1. EEBHERLAE IP T, BERA.

MEEBLAENIALE IP EUEFMENR , 3828 Amazon EC2 R &EIEFEHH Amazon EC2 ]
1TIERE P Eut,

12. HRBHARB (REHE)RE , EUTNUAERAARRESIRETEETEE,
13. BRRERERTE , BUUEARRREIRBEEETEE,
14, BHUERFREARE , ftEmA B ST HFEPRENE,

® Note
BEMEESMABHR  BkgE

/\ An error was detected in your existing SSM document. You can delete X
the existing SSM document here and we'll create a new one with
correct properties on instance launch.

MR EC2 MBBERREAEFARAYBHNRE SSM XH , SR MER, B BT
THHE—EZ

- MREZHEMBIB SSM X4+, ERBEREME | FEF (B8] LEERES EC2 #1T
B M ETEMRE,

« EBULEMERERA SSM 4B/ LAMBR SSM X+, ERAFFRIZEA ERBIERY
SSM X#E, SSM XHEEERE EC2 HTHEEBRREBEN.

15. A IAM SI1TERERERE K BELERFEGIH2TER 2 . B3I LinuxEC2 DomainJoin B & HiZIE %
BIEYH IAM A&,

16. BERBAITER,
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® Note

WREFEA SUSE Linux BTEBEEMA , IEESEHRE S EETE PBFE. BEK Linux
RIREFEE SUSE , 558 A sudo reboots

FB#% Amazon EC2 Linux B0 AZIZE Simple AD SE8) B &

BX T Amazon EC2 Windows #{TE 2 |, EE R LG E L Amazon EC2 Linux #11T{E 88 tn A Z 1R AY
Simple AD SEB) B #%, RHEE T Linux BATER 7 AR :

* Amazon Linux AMI 2018.03.0

« Amazon Linux 2 (64 {iJt x86)

+ Amazon

« Red Hat Enterprise Linux 8 (HVM) (64 T x86)

« Ubuntu Server 18.04 LTS & Ubuntu Server 16.04 LTS

* CentOS 7 x86-64

« SUSE Linux Enterprise Server 15 SP1

(® Note
HAth Linux 2 MARAS L EFREIE BB 4E | B RIEB R,

DEIRMF

£4#% Amazon Linux, CentOS. Red Hat 5% Ubuntu #{T{EEIMA B & 28] , K EEMRE 1§ Amazon
EC2 Linux Ef|E&E N A ZEH Simple AD &8 B 8 i is ERE 1T ERE,

/A Important

LUTREEREFERERENT , TReeERENHTEREERIEEER. Fit , RF@2U
EBLEITELRF A , BENHITERET RO IMEEURR.

#& Linux 11TEE A ERY B 8%
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EAUTHP —EER , KBENEE Linux BITHERNSR

Amazon Linux

1. fEFA{E{T SSH A FimER BB TEE,

2. #& Linux $H1TEREERE A A AWS Directory Servicei2 itz DNS fAfR2S# DNS AARES IP {u
o BREITIHAER | BT LAEERET] VPC By DHCP BIEE P HITRE , REHITHEE L F5
BRE, MREREFEETHRTE , BTS20 AWS AP0 5545 DNS [RESERGTAE
Amazon EC2 #1TEEE , T AISTE Linux DM MIRAEREZF A DNS @RS 5 R,

3. FEEEZRH Amazon Linux - 64 LT #{TERERRIHARRE,

sudo yum -y update

4. EZH Linux B1TER EZREFEMN Amazon Linux £,

@ Note

R REEREE P —EERRHE
EREEZNS , Jre bR FEEEREER. CEETUSELEmPNMNLE
Ho

Amazon Linux

sudo yum install samba-common-tools realmd oddjob oddjob-mkhomedir sssd adcli
krb5-workstation

® Note

UNEE 17 BhFE E SR PR 6E A MY Amazon Linux fRZAS |, 55288 (Amazon EC2 Linux #1T{E 8
FEREEREY) PMEEI Amazon Linux B,

5. AT SBITERMAR .

sudo realm join -U join_account@EXAMPLE.COM example.com --verbose
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join_account@EXAMPLE.COM

example.com BH EFEMAERNIIRE, BERKETRE  WAXRFNRE, WEE
TS LR EHMET , 5528 "k AWS & Microsoft AD B #M AR, .

example.com

H &M TR DNS £,

* Successfully enrolled machine in realm

6. BE SSH IR LUAF B S 2 BT
a. EXFHmEEFFER /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

b. # PasswordAuthentication RERA yes.

PasswordAuthentication yes

C. E%ﬁﬁ&@j SSH Hﬁz%o

sudo systemctl restart sshd.service
WA :

sudo service sshd restart

7. ENRBRITEECR BRI TSR LEREM SSH AFmERIIZHTER , X

Domain Admins ##A#T18 E sudoers JEE :

a. FATHHSE sudoers X :

sudo visudo

b. £ sudoers EBEMKRIBPMATHERE K REFEER,

## Add the "Domain Admins" group from the example.com domain.
%Domain\ Admins@example.com ALL=(ALL:ALL) ALL
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(EREHFIEA "\<space>" RE I Linux ZHF T, )

CentOS

1. fEFA{E{T SSH A FimER B HTEE,

2. #& Linux $H1TEREERE A A AWS Directory Servicei2 itz DNS fAfR2S# DNS AARES IP {u
Ht, MBATUAEZE | AT LAEERES| VPC 1Y DHCP BEEFETRE , IEHNTEELFH
BRE. MBREEBEFHETRTE , B2 AWS HF PO A HEFFAE DNS [R5 REGFAE
Amazon EC2 #1T{EEE , THAYE Linux 2 HARAEREIFAM DNS AREMN AR .

3. FATEEIRAY CentOS 7 #ITIEREE N &FTIRRE,

sudo yum -y update

4. FEIEH CentOS 7 #M1TEEE L R R L BN ERRK

@ Note

R REEREE P —EERRHE
EREEZNS , IR FEEEREER. CEETUSELEmMPNMNLE
Ho

sudo yum -y install sssd realmd krb5-workstation samba-common-tools

5. BAT SIS EITER A B 8%,
sudo realm join -U join_account@example.com example.com --verbose

join_account@example.com

example.com HHAEfEHMARRNIIRE . FERRRERRK , BAXIKRFHESE, NFEZX
TRELERWFFMERN , FSH "Z Ik AWS Z & Microsoft AD B &N AR 1

example.com

B &M TE DNS £,
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* Successfully enrolled machine in realm

6. X E SSH RBEUAFEH S 2 BFE,
a. TN FmEEFHPH /etc/ssh/sshd_config X,

sudo vi /etc/ssh/sshd_config

AT =—1—1"%

b. # PasswordAuthentication REHA yes.

PasswordAuthentication yes

C. E%ﬁﬁn&@j SSH Hﬁi%o

sudo systemctl restart sshd.service

WEA -

sudo service sshd restart

7. ENMRBITEE R BT TSR, UEREM SSH A Fik

Domain Admins B #E 718 ZE sudoers JBE :
a. EAT IS SRR sudoers 3 :

sudo visudo

b. 7 sudoers EBEMNEHMATIENE , ARFEFER

BRIIZBTER , Wi

## Add the "Domain Admins" group from the example.com domain.

%Domain\ Admins@example.com ALL=(ALL:ALL) ALL

(ERE | "\<space>" BRI Linux ZHF . )

Red hat

1. R SSH A FimE R T 1T ERE,
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2. #& Linux $11TE R E A#E A AWS Directory Servicei2 itz DNS fAfR2S# DNS AARES IP {u
fto BREATULIESE | BT LATEEE S VPC #9 DHCP BIEEFHETHRE , RERTHEE LFF
HRE, MRECREBFEHHTIRE , FSH AWS HEBF O NS5 EE DNS FARSEREFAE
Amazon EC2 #1T{E#E , TR ASRE Linux 2 M FRAEREF A DNS fHREFHN HF X,

3. T Red Hat 64 v T #1718 88 2 & ¥R A

sudo yum -y update

4. FE8H Linux ${TERE £ , K€ NEMN Red Hat 4,

@ Note

R REEREE P —EERRHK,
EREEZNS , IR FEEEREER. SEETUSELEmPNMNLE
Ho

sudo yum -y install sssd realmd krb5-workstation samba-common-tools

5 FRATIGSESTERMAR .
sudo realm join -v -U join_account example.com --install=/

join_account

example.com B+ EE B M AERZIRFEH SAM AccountName, FB1ERFRRE
MAZRFHNER. WEERELERNFAMENR  F2H "Ek AWS ZE Microsoft AD
E ﬁ%bul*EFEJ o

example.com

B &M TE DNS £,

* Successfully enrolled machine in realm

6. i€ SSH REUAFZEH S 2 BH
a. EX FHmEEFHE /etc/ssh/sshd_config B=,
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sudo vi /etc/ssh/sshd_config

b. # PasswordAuthentication sRERKA yes.

PasswordAuthentication yes

C. E%ﬁ'ﬁn&@] SSH Hﬁﬁ%o

sudo systemctl restart sshd.service

HEM :
sudo service sshd restart

7. ENMREBITER R BT TSR, SEREM SSH AFmERIIZAITER , 1§

Domain Admins & #A#T18 F sudoers JEE :

a. EA TS SRR sudoers X :

sudo visudo

b. £ sudoers ERENEIMATIERE K AEBEER.

## Add the "Domain Admins" group from the example.com domain.
%Domain\ Admins@example.com ALL=(ALL:ALL) ALL

(LREHIER "\<space>" R Linux ZHFTT, )

Ubuntu

1. EFAET SSH Al FimE#R 2 1T E R,

2. # Linux #$1T{EREEREBFEH AWS Directory ServiceiZ itz DNS @ ikRE5H9 DNS fafR:S IP {u
i, MEITHAES | BT AEERES| VPC B DHCP ZBEEDREITRE , REHNTEELFH
BRE. MBREHEEFEETRE , BF2E AWS A A O IS5 EE DNS [RESERGFAE
Amazon EC2 #1T{EEE , THAYE Linux 2 M RNRAEEIFAM DNS ARSEMN AR .

3. #EE Ubuntu 64 T 1TEE R &RHFTRA,
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sudo apt-get update
sudo apt-get -y upgrade

4. EER Linux FITER L, ZELER Ubuntu £

(® Note

R EREE P —EERRK.
EREENR , TR FEEEXREERN. LERTUSELEEMTPNMLE
Ho

sudo apt-get -y install sssd realmd krb5-user samba-common packagekit adcli

5. = F kO DNS #47 , WAETER AT EAMIEA FQDN, Ubuntu $1T{EBIE DNS AR ABREHA
R EfENT , BE T REFER, TR, BARBRB TR , FHE /etc/krb5.conf FHI R [E DNS :

sudo vi /etc/krb5.conf

[libdefaults]
default_realm = EXAMPLE.COM
rdns = false

6. AT S HiEITERMNA B 8.
sudo realm join -U join_account example.com --verbose

join_account@example.com

example.com §BiEF+H EF B MMAERZIRFEH SAM AccountName, BERFRRE
MAZRFHNER. WEERELERNFAMENR , F2H "Ek AWS ZE Microsoft AD
E ﬁbul*EFEJ o

example.com

B &M TE DNS £,
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EEEmE

* Successfully enrolled machine in realm

7. 387 SSH BB LUAFBIE S 2 BFE.
a. EXFHmEEFHER /etc/ssh/sshd_config =R,

sudo vi /etc/ssh/sshd_config

b. #% PasswordAuthentication FREi&A yeso

PasswordAuthentication yes

C. E%ﬁﬁﬁ@j SSH Hﬁz%o

sudo systemctl restart sshd.service
HNEA :

sudo service sshd restart

8. ENMMBUITER <R , FHATTHZER , SUEMEM SSH A FImERBIZATER , A

Domain Admins ##H #7182 sudoers JEE :

a. FATHGMSBIR sudoers X :

sudo visudo

b. 7 sudoers EBRMNEHMATIENXE , ARRBEFER

## Add the "Domain Admins" group from the example.com domain.

%Domain\ Admins@example.com ALL=(ALL:ALL) ALL

(LREBIERA "\<space>" 2RI Linux ZHF o )

(® Note

£ Simple AD B |, Z&7E Linux BI/TERE L, UL "REFEREES

ARSERG, =

HENERAERE  AZRFERAERVERLFER kpasswd EFEHERIE, BTEREANEE —XEA

REERIE | MEEEE XA Active Directory BB T EEHFE A EZB.

HE 0 1TE B 0 A SR BY-Simple AD
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£ Linux BITEREEBIRS

£ E# Linux #{T{EEE7E Simple AD R EEIRFE | SAEEH Linux BITER WIS EHERER , m
TFIR :

1. T£ /etc/sssd/sssd.conf #EZE B A& krb5_use_kdcinfo %% False. a0 :

[domain/example.com]
krb5_use_kdcinfo = False

2. BEEENRE sssd BRI , TeEEREEN :
$ sudo systemctl restart sssd.service

gE , BALER -

$ sudo service sssd start

3. MBRZEAER CentOS Linux #TEBEBFERE , LENLERE /etc/smb.conf ERUEE -

[global]
workgroup = EXAMPLE.COM
realm = EXAMPLE.COM
netbios name = EXAMPLE
security = ads

PR ik 5 B A f7HX

BT Active Directory FER TFIBIRF , BTN AEFRAERERTEAZITER, &0
£ sssd.conf R fEH ad_access_filter R AFIFEFEAEZXAIHITERE, 0

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

memberOf

RAEAEAERREFAENKER ,  TUFRHTEE.

cn

EZEREFDENGHEBEAEE, THEHP  BEREA adnins,
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ou

EREXLRBAFTENBEBEN, ELEHFIF , OU A Testou,
dc

REVEWEE TH, EHEFHPR example,

(i

dc

ERAKRBEIANBE TS, FLEFHI DA com.

BAERE ad_access_filter FEIFTIEE /etc/sssd/sssd.confs

E X FHmEEss P BIRK /etc/sssd/sssd.conf 1& %,

sudo vi /etc/sssd/sssd.conf

HITUENER |, BH sssd.conf ATBERI RFRZR :

[sssd]

domains = example.com
config_file_version = 2
services = nss, pam

[domain/example.com]

ad_domain = example.com

krb5_realm = EXAMPLE.COM

realmd_tags = manages-system joined-with-samba
cache_credentials = True

id_provider = ad
krb5_store_password_if_offline = True
default_shell = /bin/bash

ldap_id_mapping = True
use_fully_qualified_names = True
fallback_homedir = /home/%u@%d

access_provider = ad

ad_access_filter = (memberOf=cn=admins,ou=Testou,dc=example,dc=com)

CEEEMRE sssd lRFE , FREERELEN !

sudo systemctl restart sssd.service
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HE , BALER -

sudo service sssd restart

ik B TS 4 8

BB E EN LUEBME S EBIT , LR UNIX/Linux S/ & B8 (UID) EEE# A 515 (GID) B4R
& B Active DirectoryZ £ 45 Bl (SID) &2 2 B R — 85,

1. £
2. o e

@ Note
PR EDNFERE S 2 ¥ EActve Directory EE AN EXE R HENEH POSIX,

SERERESIHE

Active Directory=k H b i £ #! B £ FEUEA B E (LDAP) FR#EEME UID # GID # Linux fEA &, £
Active Directory , ELHBAIRERFTEEAERBMLED

- UD-EREER (FH)
 UID SEHS-Linux £ A & #E B 54w (BH)
 GID #Ri-Linux BRI (BE)

EE Linux STEREREAMFERKIRH UID # GIDActive Directory , $81E sssd.conf 1
Zldap_id_mapping = FalsedEE. EXEWE 2R , FEZESH UID, UID 5REEH GID 5
S ERNFEREMEIE, Active Directory

7 A F S H RS

R Active Directory’® B POSIX IEF AL , RELBETEHREE G DY FE | Linux TTEGTE UID A
GID {H. Linux EFAEAENM —Z£ B BITS (SID) Rt — B4,

EERESHAEHERDNEYHE  51dap_id_mapping = TrueZE sssd.conf & RFEITIRE,
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Connect £ Linux ¥ 1T{E &

EFAEMSEA SSH AR mERIHTEREN  RESRETHWAFCHERR, WRFEHAESGAFEA
HEZH , TLLEM username@example . com 5 EXAMPLE\username X, REEHAH Linux 21T
WRAME , AIEEREUTIRS :

Amazon Linux, Red Hat Enterprise Linux & CentOS Linux

login as: johndoeeexample.com
johndoe@example.com's password:
Last login: Thu Jun 25 16:26:28 2015 from XX.XX.XX.XX

SUSE Linux

SUSE Linux Enterprise Server 15 SP1 x86_64 (64-bit)

As "root" (sudo or sudo -i) use the:
- zypper command for package management
- yast command for configuration management

Management and Config: https://www.suse.com/suse-in-the-cloud-basics
Documentation: https://www.suse.com/documentation/sles-15/

Forum: https://forums.suse.com/forumdisplay.php?93-SUSE-Public-Cloud

Have a lot of fun...

Ubuntu Linux

login as: admin@example.com
admin@example.com@l@.24.34.0's password:
Welcome to Ubuntu 18.04.4 LTS (GNU/Linux 4.15.0-1057-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

System information as of Sat Apr 18 22:03:35 UTC 2020

System load: 0.01 Processes: 102
Usage of /: 18.6% of 7.69GB  Users logged in: 2
Memory usage: 16% IP address for eth@: 10.24.34.1
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Swap usage: 0%

Z ik Simple AD B # N A &R
EEREMMATZNES® , REEEHERMA B RERNIRS,
£/ Simple AD , Domain Admins B EM K ERE ZHAMNER , IS EKMA B 8.

T8 REEBRREEXEARAMRERERRNIES, THEFREMFTRIES Joiners HIFE
1, WASHEREIRIEE B ERINA B AV E@EE.

IBABECMAEK B |, 2 %% Active Directory User and Computers (Active Directory {5 &
BE) MMC AR ER EHTHER, BHXEUBEHEEENT D EA,

Zifk Simple AD B #&in AR

1. BARX Active Directory User and Computers (Active Directory fEF & MERK) , W EEHIAR B &+
EEURH RS,

2. EEAINEBERRB&T , BE Users (A E) RBEE (R—TEBEGH) , REEE New (K7
1) , AREIEE Group (B#4H).

3. 7 New Object - Group (FTi8¥4 - B4 HEAFRPFBMANT AR , WEIEFE OK (FBE).

* 7£ Group Name (B¥#HE %) # , B A Joiners,
« ¥ Group scope (B¥#H 8 E) 1#Z Global (£1).
¥ Group type (BH#H¥ER) |, &2 Security (Z£ M),

4, EEBERHRB &S | BEENIRAE. & Action (B)E) iBE |, i212 Delegate Control (ZRIZEHI),
£ Delegation of Control Wizard (ZRIEHIFBE) HE , #IF Next (T—) , REIEE Add (1
).

6. 7 Select Users, Computers, or Groups (ZEUEAE. S EFE) HFELHEFPEA Joiners

WIEE OK (FEE). MRKIZEYWH , FEINELRSRHPEMA Joiners Fil. EEFET—
&,

7. 1£ Tasks to Delegate (EZRAVER) EE L , :#E Create a custom task to delegate (BRI BEZE
M BETER) , AREBIERE Next (T —F),

8. #EHI Only the following objects in the folder (ERER XA T HIMH) , R%EIEE Computer
objects (B Y1)

9. IEH! Create selected objects in this folder (TE 1t & ¥} 38 Fh 2 3 Z EL A ¥ 44) F1 Delete selected
objects in this folder (TE L & Bl 3 R MIBRIZEAY M), REBBET —F,
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Delegation of Control Wizard >
Active Directory Object Type _
Indicate the scope of the task you want to delegate. “IL

Delegate control of:
(") This folder, existing objects in this folder, and creation of new objects in this folder
{®) Only the following objects in the folder:

[] Site Settings objects y
[] Sites Container objects

] Subnet objects

[] Subnets Container objects

[ ] Trusted Domain ohijects

User objects ™

Create selected objects in this folder
Delete selected objects in this folder

< Back Mest = Cancel Help

10. 1#HY Read (FEHY) # Write (B A) , AR&ZIEE Next (T —%),

Delegation of Control Wizard >

Select the permissions you want to delegate. \lL

Show these permissions:

General
Property-specific
[ ] Creation/deletion of speciic child objects

Permissions:
[] Ful Contral ~
Read
[] White
[] Create Al Child Objects
] Delete &ll Child Objects
[ ] Read &l Properties W

< Back Mext > Cancel Help
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11. B&¥ Completing the Delegation of Control Wizard (SERERIEHBE) BEEFNENR , RERIRE
Finish (&)

12. BYFASEREEBNERAE , UAAKERAENEE Joiners ##H. A% , FAESHETEZHN
REPR HE 4R AWS Directory Service £ B .

#3 DHCP B1E&E

AWS B & A AWS Directory Service B $#3 DHCP JZIEE |, 3§ DHCP ZIERE A B 8&FF
£H VPC, EF & VPC R MHTERIE ST DNS [T , UM HAEEE,

WNZE DHCP BIEBEMNHFMEN , 5528 (Amazon VPC EA&EIRE) https://docs.aws.amazon.com/
vpc/latest/userguide/VPC_DHCP_Options.htmIF#) DHCP #IE £,

A B&EY DHCP ZEIEE

1. BIfE https://console.aws.amazon.com/vpc/ BARX Amazon VPC E£# A&,

2. HEEEEIKD | ##Z DHCP Options Sets (DHCP ZIEE) , AR%iEE Create DHCP options set
(37 DHCP ZIEE),

3. 7 Create DHCP options set (23 DHCP iZE%E) EEH L , MmAZEHHEN THIE :

=%
BIEENERTRR,
WA

BB ERT , HII corp.example. coms
Domain name servers (4313 % #&{@ iR 23)

& AWSFTiRft B 8%z DNS fARERRY IP fiit.

® Note

B A LABIE AWS Directory Service TS EBE , ERNAH K ARBEEERNE &
ID , RIRF|SLE bt

NTP servers (NTP fafR2%)

IR E R
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NetBIOS name servers (NetBIOS & # @ fR23)

BB,
NetBIOS node type (NetBIOS HiBh4E )

LB E e,
4. 1EE Create DHCP options set (33 DHCP #I18%), DHCP ZIEEE S RERNER#HY DHCP &
HE,

5. ST # DHCP ZBIEEM ID (dopt-xxxxxxxx). BRI LAEACEIFBIEERE VPC HEH .

£ ¥ VPC MHEAR DHCP BIEE

BY DHCP BiEE % , EREEBETEHR. WREFE VPC E£ATRER DHCP EHEE |, AIXEAR
METRIEE | WEE VPC B BN, B LA VPC BREATE N ER DHCP 21,

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

2. HEEEE®KF , Z#Z Your VPCs (£ VPC),.

3. EHVPC , R%RIRIE [BF]. [/ VPC FRE].

4. ¥ DHCPEIELE | EEUEEADERNE DHCP BIHE , AR ENRT.
EEMFABSYEFEE VPC MEIBH DHCP BIEE |, F2EUTRA -

» AWS CLI: associate-dhcp-options

* AWS Tools for Windows PowerShell: Register-EC2DhcpOption

HEEIZHY Simple AD H 8%

ZEERBA AT Simple AD RENE REE T4,
FE

- MBR Simple AD

- BB HMRRBIEFRE 8%

- RIFEFEENA
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flB& Simple AD

fER Simple AD B , EMIBRFTHE B HERMRIRE , AEEER, MEREH R  FIAMNABKNH
TEEERETE, T8, SELEAEHKBIERZTAELEHNTER. EFEEANTERBNSEER
EIRFREAELEIITHEE

fiER B 8%

1. 7 AWS Directory Service 32 & @%EF' EEA &%, BREMNRIBEN AWS B Active
Directoryf &, MFFHMEA , EEEE,

2. ERETLEMBRHNESRIEBAEMAWS ERAERX. AN AWS EARXSHE LEMER AWS
Z &K Microsoft AD = Simple AD,

:I:I‘H

a. 7t Directories (B #) B , EZERB# ID,

b. £ Directory details (B $5¥#1E ) HE L , iBH Application management (FEAREXEE)
RE|EH, £ [EAAWS BXERK) BB+ , E2F2HHKEMABLE AWS EARER,

- {2 AWS Management Console 7B, MFFHMENR , F2H A AWS Management
Console FH,

- HZE{=HA Amazon WorkSpaces , &4 E# WorkSpaces 2 & HH B #BUE R
MEFHMEF , 552 Amazon WorkSpaces EIEIER P AL B $FEUHEM,

« EFE M Amazon WorkDocs , & 4487 Amazon WorkDocs 2 &l & F Bk Amazon
WorkDocs #8it, MMEFHME , 552E Amazon WorkDocs & 25 = 0 BY fll BR4 1t o

« EZH Amazon WorkMail , &4 BT Amazon WorkMail 1241 & F MR Amazon WorkMail
1Big. WMEHMENR , BF2H Amazon WorkMail BEIE 2P BERER.

« ZE{ZH Amazon FSx for Windows File Server , &% BRI B #ER Amazon FSx iR &
Ko MEFHMEN , 5528 Amazon FSx iE FActive Directory Windows 1& 22 {a) iR 25 89 fiE
A &IEm P FSx for Windows File Server,

« ZE{EH Amazon Relational Database Service , % B R # Amazon RDS #1T
EEe, MEFMEF , 528 (Amazon RDS {FAEIER) PN EEE PN EREHTHE
B —Hi,

. a%fa A AWS Client VPN BR#& , &% A% Client VPN %21 B R, MEFAE
#2E (AWS Client VPN BB F M) F#Y (Active Directory§iz%) o

« ZE{ZH Amazon Connect , &4 ZBMBR Amazon Connect #1T{EE ., WMEFMENR , 55
28 (Amazon Connect B2 E1588) P HIMIBER Amazon Connect #171E &8 — &0,

t |

]

i
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- EZ Amazon QuickSight , 248 # Amazon BT QuickSight, MEFEMHER |
Amazon QuickSight £ &S+ EIET Amazon QuickSight 1RF .

3
W%
&

® Note

MREEEMEH AWS IAM Identity Center B 2 8l E#G EEF ZEFTEIMERE AWS 3
‘EIE Microsoft AD B , RIXAXEBE G 5 RBIRIRE , AR EEMBER S 5 3B 2KF o
MEFHMET , 528 (IAM Identity Center FREIERE) THEE 5 29 K FE—H,

3. HEEERKT , REEH.

4. FREWMEMRRAVE &K, ARE-THER. MREZFTELDENRE, MREZKR  ZEHSR
1B/ B BB EFBER.

BV B SRRIERE &

AWS Directory Service £ Simple AD B $iR it F B I ERIR B TR, ELRBAIARMITE
#M point-in-time 1IB/R ., & EREEL AD Connector B #HVIRER,

&

- BUBRHHIRE

- RRBIEFEENE &

« MBRIRER

21 H SRR
BULERRR , KESKERIIFENRBNERRN, EERVECESZNFHRR , FHT ISR,
(® Note

BEEHREEY 5 EFBHRR. MREESERL LR, AXARMBKREP —ERENFIHR
R, TRREIHMFBRER,

BAUFHRR

1. 7E AWS Directory Service A EEHIKH | ZHE &,
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2. 7z Directories (B #) EEH9 , #iFH# ID,

3. 7 Directory details (B #&#& ) EE L , i##F Maintenance (##) &5/ E%.,

4. ERBERT  EEPE , AREBREIRE,

5. EEVAHRBHFEARS K RERBNEE (WRFE), ERHBER , BEE,

RIBENBESEKD  BIRBAUIGEEEL D E, RBREBRER , Status (IREE) BEREEA
Completed (BE5EK)o

TR BRIE RV B 8%
HRREREBFRANEIBENE &, BHERBUYREANELURFEEMS 2N, —EARRR

RERIBIECHRFEE &, kA, FHRBHNZERBHR LRES 180 X, NMEFHHEN , F2HE
Microsoft #8¥5 Y Useful shelf life of a system-state backup of Active Directory,

/A Warning
BHERECEETEMRBER A4 AWS Support /0 ; 319t 3788 50 165 B Z08 R 94T
RIBER, RRSREERETER , AtRBREFRTREHERER, FHL T HRETHE
FRigEZw , FTEHEE BRI DC f DNS RS HLE R BERMEE,

HERRBEREN B , FIRTTIIER,
RERERIE R B &

1. & AWS Directory Service A EBEB KT , iBEA &,

2. 7t Directories (B #) BEEY , EZEBH# ID,

3. 7z Directory details (B $%5## &) EE L , ### Maintenance () Z5|ER.
4. ERBERT , BEUEEFHRR  EEHE , RRBRERRE,

5. MRERBESRBHFAIRPNES  RBBEER,

% Simple AD Bé#% , EREHAREELDE, HIERZR , BHENRBEERES Active,
REAMcRAMETHEMNESRSERSEIESR.

wELWE % R 1.0 412


https://learn.microsoft.com/en-us/troubleshoot/windows-server/backup-and-storage/shelf-life-system-state-backup-ad
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/directoryservicev2/

AWS Directory Service EEEmR

i B AR BR

i B AR BR

1. 7E AWS Directory Service TS BEEKF , BHE &,

2. 1f Directories (B ) EEF , EEB# ID,

3. 7 Directory details (B 5 & &) EE L , ##F Maintenance () &5/ &%,
4. ERBERT , BEEZFFE , ARZEUMERRE,

5. FEREEMRRE , REBZEFMER,

W E &
L ARRRIR B R HBER,
WA E &R

1. TEAWS Directory Service A BBEE KA T Active Directory , 12E [B #].
2. E—THE#&MWB&& DEH, BEENMEBEFSET~EBSKFEMERATH,

W Status (IREE) M MFFMERN , BF2E " 7THEN ESARE,

Q [Alt+S]

X Directory Service > Directories » d-1234567850

d-1234567890

yyyyyyyyyyyyy
nnnnnnnnn

yyyyyyyyyyyyy
lllll

Networking & security | Application management | Maintenance

Networking details C

ssssssss

aaaaaaaaaaaa

A ER AWS 7230 H AR #5589 17 EX

B E LA # Simple AD # AWS FERREFFAREE , 20 Amazon WorkSpaces , 55B#& K Active
Directory. £ Al AR A S EA T 5 AWS AR AR , LAEE Simple AD #EFEH.
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AWS feFR =23/ IR FMEA...

Amazon Chime WEFFMERR |, 5528 (Amazon Chime Eig
) .

Amazon WorkDocs WMEHMMEER |, 5528 Amazon WorkDocs &1
1§/

Amazon WorkMail WTEFMMEER |, 5528 Amazon WorkMail B2
E?E@o

Amazon WorkSpaces B L EEREI Simple AD, AWS SEEH

Microsoft AD =% AD #1288 WorkSpaces, RE
EEN TEZEERE Advanced Setup (P
ERIE) BN,

MEEFHMENR , F2 B Amazon WorkSpaces &
B,

AWS Management Console MEFHEER , F28 BUA AD BEEEAWS
Management Console,

—BRA , ERUUEEREFHNESCEARASRENTZRAY  EELARGNERN. 24X
AWS Directory Service £#E &P &3, L& AWS Fﬁﬁ&‘ﬁﬂﬂﬁ?ﬁn_# BT TIEER,

FEUR B sk E AR = B AR TS

1. £ AWS Directory Service EZ 2 BEE K+ , iEFF Directories (B #).
2. 7z Directories (B #) EEH9 , #iFH# ID,

3. 1£ Directory details (B #5fH1&E ) EE L , EE Application management (FEARXEE) R5|
BER,

4. W AWS BRABEXNBRBER THEE.

MENFAFEAREREUERE AWS ERAEZRAMBRBEHNFFHEFA AWS Directory Service , &
R AWS FERER TR AWS Directory Serviceo

2
W
&1

E

ES- |
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« BIUFE URL
« B—EA

EIUFH URL

ZEHL URL AT A AWS FERREXMBRFS (B30 Amazon WorkDocs) , LUEAR BB HY B s AR BERY &
AEME, It URL BRI —K, BALEBHITTISE , REME HMNFE URL,

/A Warning

AL BHEVERARENFE URL RENEEEE, EYFN URL <& , b ABBREER 2,
WRIEMBRE 8 , Lbf7EL URL tB24MIBR | it RE AT HE MRS E M.

B FE URL

1. 1E£ AWS Directory Service T A BEEKF , BHE &,
2. 7z Directories (B #) EE9 , #iFH# ID,

3. 1£ Directory details (B #5#HE ) EE L , EE Application management (FEAREXEE) R5|
EE,

4, HEFHURL ERYH , REAREFR URL IERiEE &% , RIEETREVFER URL &ift. WA B
BlE , RBBEEIUFEURL, NMEEHE BERCKEERR  AREENEKIBZEREE. 7
BEHMBIZTEELERF,

FHL URL BA <alias>.awsapps.com ¥R,

BE-2A

AWS Directory Service 121t L FF &M £ & WorkDocs £ A B 8K E S E Amazon #IThaEE , &
TERRAHEAESR,

BAE-2AZE  CEERRENOSE , BERAEN Web HREXEE BN, BALTEE
BEUE Web BRERE  THAAE—BA,

@ Note
BE—-ZAEBEARMA AWS Directory Service B #ME. ©EERARRMA B ENER,
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R REY B 8% 2 AD Connector B# , B AD Connector [RISIEE S EFHEIBRERBIEZBEM
KR , AIERUTHESEB S M6, BEMERE :

1. B LBEHETT , ERRERRERAAEGLERcBEEFERAENFERAEIBMNEE , LUEE AD
Connector [RIEIRE L8R BRBRETEZBEM, EELBERSARMAE—ZEA , BETS
FRULESR., AD Connector RIEIRFEEFEEE,

2. BT LA RHERR LA AL 5F AD Connector [RISIREFIB R BRASGHRBE TR EZEEMY , B LUEH
B H & AD Connector IRISIRERERIVIRE | MM AR EKBITT 5] PowerShell iG55, T3
W EE AD Connector [RIEIRF REEARGHIBNBRBREETEZRBB M,

$AccountName = 'ConnectorAccountName'

# DO NOT modify anything below this comment.

# Getting Active Directory information.

Import-Module 'ActiveDirectory'

$RootDse = Get-ADRootDSE

[System.GUID]$ServicePrincipalNameGuid = (Get-ADObject -SearchBase
$RootDse.SchemaNamingContext -Filter { 1DAPDisplayName -eq 'servicePrincipalName' } -

Properties 'schemaIDGUID').schemaIDGUID

# Getting AD Connector service account Information.

$AccountProperties = Get-ADUser -Identity $AccountName

$AclPath = $AccountProperties.DistinguishedName

$AccountSid = New-Object -TypeName 'System.Security.Principal.SecurityIdentifier’
$AccountProperties.SID.Value

# Getting ACL settings for AD Connector service account.

$0bjectAcl = Get-ACL -Path "AD:\$AclPath"

# Setting ACL allowing the AD Connector service account the ability to add and remove a
Service Principal Name (SPN) to itself

$AddAccessRule = New-Object -TypeName
'System.DirectoryServices.ActiveDirectoryAccessRule' $AccountSid, 'WriteProperty',
"Allow', $ServicePrincipalNameGUID, 'None'

$0bjectAcl.AddAccessRule($AddAccessRule)

Set-ACL -AclObject $0bjectAcl -Path "AD:\$AclPath"

£/ Amazon BAA = {E AE —& A WorkDocs

1. 1£ AWS Directory Service XA BEEHKF , BHE %o
2. 1z Directories (B #) EE9 , #ZFEH# ID,

3. 1£ Directory details (B #5f#H&E ) EE L , EE Application management (FEARXEE) R5|
EE,
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4. £ "EARXTEFERURL, BERY ,EE "BUAL UABA Amazon FIE —Z A WorkDocs.

MREBEFTIMARE , BAERFELELFH URL,, WERSI SR, MENMEMLFEH URL
HEFHEER , F2H "EMFMURL, .

5. ERALBESNE-—SAHBRLRT  EERA. EERABEERNE—ZA,

6. WREWBRIEEFEA Amazon WE—F A WorkDocs , FiE#E [FH] , ARE [FALEHNE—
BAIHEREF , BOEE [(FA

&=
e |E f Chrome HIEE—%& A

« Firefox WE—& A

IE 1 Chrome HHE—& A

# Z & Microsoft Internet Explorer (IE) 1 Google Chrome BIER X EE—B A , EUEEAFIHREK
L#ITTINER -

« BN EEL URL (BI4N https://<##>.awsapps.com) B EAFE—EANRILEE,

- BAEEMA ( JavaScript ) .

- RFFEBEA,

- MABESXBORE,

BRENFERAETUFHHTELRER , ELETUFERAFHEAFRAREREEELRE,
3]
« FEHEH Windows LFHIE—& A

- FHEFHF OSXME—FA
- E-TANBFEBRRE

FEEH Windows EHIE—& A

HEE Windows Ef EFBRAE—Z A, FEAFPHKER AT TSR, HP - LREAGEEIE
HERRE
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£ Windows EFB)RLA Internet Explorer 1 Chrome K8 —& A

1. FERRERBEBARHEIR , FEERREE  ERSHRPBA Internet Options , &
RIEFPERMARIEE,

2. BOTISER, BENERURL FEEAFE B ANPEIEEE

EHEBREBARHEIRY  ENRL2EER.
BEHUL R AEES , REBEZWE,
c. HEIMmAMIRHELRSD , BEER,
d. #EMNFER URL MEEPEIEE , RERZEZRMEA.
e. HEIMImARMERHFTLRT , BERE,
3. FERABRETHRER 6 FHTTILR .

o @

a. EMEEBRARHFESIRNZEMHERT , BERTFNR.

b. ELXLMETE - AmATEBERYHFLIRT , O TEDIIECHERE , REE Active
scripting T iZEUK A,

c. HREMRE-TRASEREIHFELSRSD , BEEE,
4. HEBABBEA , FRIT TSR .

a. EMBEBRARHFESIRNZSMHERT , BERTSFNR.

b. HEZELMRE - LimAERESEFELARS , O TEBIEAERRE K AREEATERR
L i A AR MR EE B B B A

c. HREMRE-OTRASEREIHFELSRSD , BERE,
d. EREMRE-LRASMKRESHFELIRS  EERE,
5. HERMARSAGIRE A FBITTISR .

a. EMBRERATHEFELSRS , BEERER.
b. BETHBIREM  ARENMAESIN Windows B
c. EMBREMARHFTLRT , BERE,

6. BARYENFARMENBER K RELBFLN

FEEH OSXHNE—FA

EFEME OSX LFERA Chrome WE—F A , FEAFWKEK LT TII R, BREEERNEE
SRR, T TIFER,
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£ OS X L FERUA Chrome HE—& A

1. T THHS , BENFE URL #1318 EAuthServerAllowlist/E 8l :

defaults write com.google.Chrome AuthServerAllowlist "https://<alias>.awsapps.com"

2. [BARK System Preferences , #i{E Profiles E#k , A& MER Chrome Kerberos Configuration
B,
3. EHRE Chrome , A% TE Chrome A BB chrome://policy SATERR E B L FTHIERE

E-SANBFEBRRE

REEESTURFERERARE , EMABENAFRER LETE-SARE,

(® Note

MEEFEH Chrome BEREBIFHFHERK LEE Chrome BERBIEES , SIAEEFIELULF
B ZE AuthServerAllowlistBlER , NFEERTE Chrome BURMIEFEMEF , F5HI1E Policy Settings in
Chrome,

FEAEHEFERIERERA Internet Explorer 1 Chrome FWE—& A
1. BT TYIZER , BXFHAVBERRYG

a. FREERAEEIERE K SBEFZEMNAE , AREI Group Policy Objects (B #E R RI¥I#4).
b. WREJERFEE 6 ARBEEFE,

c. TE#Ti8 GPO HIFEFRHYF , M AFEBRYENBREER (fln IAM Identity Center
Policy) , ¥A#RIREAP GPO RERES (), &—T OK (FEE).

2. BATHLSR , BEFEMURL FIBEAFE S ANMLEE !
a. EHEABKREEREIAES  SESENEINERFEBRYHA , BRUE IAM Identity Center I
RNAR (AR) BE , AREERE.
b. HERAIGHAE P K EEEMAERE > EHRE > Windows FRE.
c. % Windows SEFEF , HMERNAR (AR) BE K RARBEFMETHREAR.
d. HEMEKARTHFLARD , WATIRELRFRE
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Action

Update

Hive
HKEY_CURRENT_USER
R

Software\Microsoft\Windows\CurrentVersion\Internet Settings
\ZoneMap\Domains\awsapps.com\<alias>

<##> NERITEBZNER URL, MRZEMNFE URL & https://
examplecorp.awsapps.com, HIB|#& 2 examplecorp BEEHMIFE R Software
\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap
\Domains\awsapps.com\examplecorp,

EEH

https
EEn

REG_DWORD
BHER
1
3. BEMADRBESHERE , FHTTISE
a. EFHEBXREERIES  SEZEWNEAWZFNMEFHEBENH , BEUE IAM Identity Center X

RHRR (AR) BE K RAREERE.

b. FERBIERE&GP K BEEZTEKERE > R > RREEEH AR > Windows Tt > Internet
Explorer > ﬁﬁ[‘%ﬁ%ﬁ%ﬂé > ZE&MEM > AZHEKEE,

c. ERHNEREIBFTES K HRAMBEESBEENRE (AR) BE K AREERE.
d. EAMDRBESHEEHFELSRT , WA TIRELRFRE

- ENCRBAEERRZRE.
- EEET , SAMDEETREERERMA,

4. ZERABBEEAN  BHIT ISR
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a. EHEFRNEEIEH EEFENAENIZEEERAYHE  BEE SSO RAINAR (A
) RE  AREERE.

b. ERAEHRE&ZS K BEZERKERE > RAl > RREEE AR > Windows T > Internet
Explorer > #BRAKIZH A > T2 EM > AR ESE,

c. EARIPMERETEFES  BREANBENAR (A1) B8 R EERS.

d HTEEANEBEHESRF  WATIREDZRIERE

- ENCHAEERE.
- BEET  BEAREREARTLRATERERBEEBE A,
5. FEMARSASIRE A FBITTISR

a. HEFHEHREEIES  EESENEWRIEEIEYM4 , FRUE IAM Identity Center B
RBAR (AR) BE  RREERE.

b. HRAKMRE KD K SEEFEMERE > EHRE > Windows RTE.

c. T Windows SREFER , FARMBEENAE (A8) RE K ARBENEBEHKIER,

d. EMBHEARHFBARD  BATIRELRERE

Action

Update
Hive
HKEY_CURRENT_USER
B
Software\Microsoft\Windows\CurrentVersion\Internet Settings

EER

EnableNegotiate
R

REG_DWORD
EEHR
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7. BTSSR, BHHRAERGEREE

a. ERARIEERRBSED  FERBEENAS (AR) BE  AREBEEZIREN GPO,
b. FEEEBXRYHEES  ZEUER IAM Identity Center Bi3R , REZIBIEREE,

ELEFETAFPRINBERITAEYN  SEFAE T IXBAZCREN.
Firefox FWEE—& A

= EE Mozilla ¥y Firefox BB EBE—F A , BHEMNFE URL (B0 https://<##>.awsapps.com)
FEZARE-—BANRBUEE, EAFBHRNEBESHEERTH.

*RE

- FRHEME—FA
- BBEHE—BA

FHEFE-EA
& E1E Firefox FAAERNEFR URL FEIMBEAFFNRLFE  FEAFREKR LT TSR,
£ Firefox FAGEMNFE URL FEIFBE AFFRMMEEE

1. AR Firefox , A&BARK about:config B,

2. BB network.negotiate-auth.trusted-uris fRIFERE , REMKEHNEFE URL 8=
R, FERER () RoRZEEE,

BBEHE-—ZA

BAHEES  SULERESE  BEEK URL S8 =M LB EMAY Firefox
network.negotiate-auth.trusted-uris FAERIFRE. MEFMER , FHETE hitps:/
support.mozilla.org/zh-TW/questions/939037,

RA AD BFEFEL AWS Management Console

AWS Directory Service T & ®ZF AWS Management Console ZEUE# B %K B, RIBTERR , B
B &5 & A EUEM AWS iR, B IAM ARG BEHRE , B TUFEERSE AWS Bk
BHNER. IAM ACERENEHREIUEFRNERE. ERMNBR.
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BHEHLEAEEEM URL , 7B TIRAFIEREHENRE. MFWARE B KFMHEF K
BEFH URL WRHAERR , F2H "BRESET . . MFIARMFH URL WERER , F2H
"EVEFEURL, .

MBMTRI 1AM A B2 TG AR SRENHEET , H2E (BT AWS ERFIEEEA
HEBE .

£

« BXA AWS Management Console 1ZE}
« {ZF AWS Management Console ZE
- BEBATIERBRE

AR AWS Z2 M EERXE

 fEfEA AWS Managed Microsoft AD # A1 &F 5B & & & R FHL AWS Management Console

R AWS Management Console 7EX

ARTERAEMESNEIRAEN. tERALERERENFENTIREEFN , FHRT ISR .

BAEEAFR

1. 1 AWS Directory Service =5 BB B K , i#IZF Directories (B %),
2. 7t Directories (B #) BEEY , EZERB# ID,

3. 1£ Directory details (B #5f#H&E ) EE L , EE Application management (FEAREXEE) R5|
BER,

4. £ AWS Management Console BT , EBEMA. REECHABRSZNERASFRL

EFEAETUFERAER URL BAEEEZH , BLEEKERENEEAC, NEKERAE
ERE IAM AN —REH , 20 "HEAEIFEEBEREREAR) . BIRIAM A2
%, FHENTEAEZNFER URL EEEES, flw , nREHHFNFE URL 2 example-
corp.awsapps.com , FELEIE A K URL €= https://example-corp.awsapps.com/console/o

2B AWS Management Console ZHL

FEFREESERENFEANTEATE, FHTTISR
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FREZAFR

1. 7£ AWS Directory Service =S BEE K , 1#$F Directories (B #%).
2. 7z Directories (B #) EEH9 , #iFH# ID,

3. 7z Directory details (B #&#&E &) HE L , #E Application management (BRI EE) %5l
EE,

4. £ AWS Management Console BT , EEEFEA. REESFABENEESEFRL

5. MREHKEMIAM BEiEKiE B KPNEREREFE , AIEARBTREEER, ERERT ,
BLABRERNAE IAM ARSIk , BREET  SFEE KD EMBRVERENFEER
ELEREERACMERNERE NS MBRIVEE.

BERATA IAM BalEiRke®  FEELRSR,

REBAIERBERE

RIBER , FRABEKDEAZZAIRETELZE , A ENEETUERE THERR. Eltz®
ERESAENEA , FRERABRT —PRHITHERR , EBREEH, ZUUERTIER , #3E
THEEBENEEREZEERS 12 M,

REBAIEREBRRE

1. & AWS Directory Service 2 BEE#KH , i#IF Directories (B #).
2. 7t Directories (B #) BEEY , EZEB# ID,

3. 1£ Directory details (B #5#&3) EE L , EE Application management (FEAREXEE) &5l
BR,

4. TEAWS ERERERKERT , B AWS EEBEFEA,
5. HEEEAWS EREFEIEELIRS | BEEE,

6. 1E Assign users and groups to IAM roles (&£ & MEEIE TG IAM A€) EEF , % Set
login session length GREZ A LHERRREE) THEE , AREEZE Save (RF).

HERE . BASER AD Active Directory

THHNHEKSIBEERAMELEN S BRRLE —@ Simple AD SEE B 8. ©H B B2 ZFERActive
Directory IR FZ i FAA A Simple AD , EXEARKRENEERES,

HERE . BUER AD Active Directory W7 1.0 424
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WEREEEE

RABRENRRUT -

- RE—EVER AWS IRF,

- EZREMEA Simple AD WIEE, , BHVIRF 5 RIZZE| Amazon VPC WIRRHl, % VPC MEFHEER ,
wES B ERE Amazon VPC? UREEEIMAZIHPH FHEKE | 5528 Amazon VPC FAEE
o

- BEEEHPRE CIDRHWEA VPC, 10.0.0.0/16

MFBFHMER , FSB Simple AD FoR ko

B BUMBREEAR Simple AD B9 Amazon VPC Active Directory

B MEREEE Simple AD £ Amazon VPC, B EFR 2B , FEEZEEK BHERESH
2o

AIZH Simple AD #3I VPC Active Directory

By EEMELB FHEE VPC, AWS Directory Service VPC HEEME 7K , ESE FHEBELS
BAURTRNTA RS,
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ERBBER

HAanBRH (5120 Amazon S3) th X BUEBRAEBMNEF B, o , LA UG BUERH NE S3 7L
B LUEEZMEITENEEEFT, AWS Directory Service T X EUERBEBNER,

BEBRXRTE : B, ¥R, BERVNERE

R & et ¥ {8 AWS Directory Service EIREZR —# API 6%, WFFMWEN , FSHE AWS
Directory Service EJRELEIE, MEAHM API BEFE | 528 Directory Service Bk,

BHEREELE API XM MR , ¥ AWS Directory Service ERE A A EBERPIEEN —EB1E,
B, 84T API RIEETRE R E S EBERFT

3

x

UTRERWBRTE :

- BEF - EBED , BALUEA Amazon Resource Name (ARN) BKE'E%BUEEFHBI%E’JEIJ?O R
AWS Directory Service EiR , &—#% IAM BBRFERAEAF T (). MEFHENR , F2E AWS
Directory Service & REEE,

- BE: FRBERBRTFRINESEATIIEBNERIZE. BN, ds:DescribeDirectories A
FEFE A& #1T AWS Directory Service DescribeDirectories #1E.

« MR - BULEEEAERREEDFENRR, TURAFFIIER, NRERFRR TFFH (FL5F)
BR, RS iER T, SUUNAREEERFN , ERMTRAEREREIFNER , MEF
BIERE FEI R —#,

- BFEA EESBBIBEBEK (AMBX) B, BRFIEENERAERRBEETA. HRUERAE
BHRRE , ZALEEEERHERNERE. kRF. RESHMCER EERARUERAERNEK
B%). AWS Directory Service X EBUERAEBMEER,

MEHE—F T7THEER IAM BERFEEFRANFMER , F28 (AM FEHEER) BH IAM JSON K
RBE,

WZERERFTAE AWS Directory Service APl BiER HERE RN RIE |
API R : BiE. BRANEHGSE,

32 BAWS Directory Service

B BUR P E R

EER TR , ATERFREBCRRES RIEERR B MR ERORG. flin, BEBRERERHZ
REARK, NEEARREFESEERGFNFAES  F2HEIAM £/ EBEREL.
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ARERRRGE BRI UMERFALERBNREZIR, ]RE AWS Directory Service FEN R EIR, BR |
BAIREEMEA AWS R4, WETE AWS £RFE , F2H IAM EAEREHH A2 RS
2.

FRULE D ABEROEE (IAM BER) AWS Directory Service

EETERULS S BERWREEH  EXRE RS TERTUSHTREREE AV 55 (I
AE. BENAEG),

/A Important

EMEBREEREANBHEEE , HPRATHREE AWS Directory Service ERFEENE
AELSMBE, WEFMENR , E2H0 E8E AWS Directory Service JRZEVEREIE .,

AEEPHZHRETIIAR

+ {#£H AWS Directory Service 2 AFTEMNER

- AWS HEE (FAXESE) KB AWS Directory Service
- EEFXEBREY

- B IAM BERERAER

LU BURFF A BUR S

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowDsEc2IamGetRole",
"Effect": "Allow",
"Action": [
"ds:CreateDirectory"”,
"ec2:RevokeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeVpcs",
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1,
"Resource": "*"
},
{
"Sid": "WarningAllowsCreatingRolesWithDirSvcPrefix",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::111122223333:role/DirSvc*"
.
{
"Sid": "AllowPassRole",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "cloudwatch.amazonaws.
}
}
}
]
}
EHEABMT :

"ec2:CreateSecurityGroup",
"ec2:RevokeSecurityGroupEgress",
"ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DescribeSubnets",
"iam:GetRole"

com

- F—ERRN ZIRELE I AWS Directory Service B KPR, AWS Directory Service £ & RER

AXENBSTEHENER, Rt , ZBEREEERF T (*) A Resource {Eo

- EERERNEZTRHE IAM BMENTFA. FEFEIAM BE , F AWS Directory Service BEX R E
EEUMEL IAM B, Resource EREENBRAF T (*) RRKRN AFFEEM IAM SEHTE
NI, BERFLEFTRARMEBIEAR  FHERARN FNERF T () ERABEAGH
2. WEFHEEA , F2E AM 31k,

« BFERRXBFHFIULHL—HIEERN Amazon EC2 BIR , iEE£E R AWS Directory Service o5

B,

SRENBSE A BB, Resource BRRNEBATR () RRZMBR A HFHEE EC2
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BERNFERYIT EC2 BFRIFFA. EERBFILATARKGEEAR , FEER ARN N EH
F () ERABEERNTFER, MFEFMENR , 52 H Amazon EC2 Bi1E

BBERAEE Principal & , BRAETEEUASG S AERNEERSD  BEENSHFITNER. EEH
HREZEERER  ERFEAENARS TR, EASTRREEE IAM AR , RACBHEEK
SR PR Bl Y ERE BNESRT W o

WMEFERERFTE AWS Directory Service APl BifE R HEREIRN &K , 2 BAWS Directory Service
AP| R : BE. ERNEHSE,

£ AWS Directory Service T2 AFTER IR

EEM A AWS Directory Service TEANFERE , ZEAELAEF LRFERIDRASINER , =2
Directory Service SEE1FHUA €& Directory Service B A BFTIRENER , INHFHRAWS WEE
(FASLEE) KM AWS Directory Serviceo

MREEVYHRENCEFIEREN IAM BER |, RIERREE IAM BERNERAEMS , TREHE
& AN TE BB AR

AWS WEE (FASEER) KB AWS Directory Service

AWS EBRHEHEYNEENEM IAM BERRERFTZERERARS AWS, RERFREE RE
RRBIFLENFFT  BERNERTEPLFT. UFFMEFA  F2H (AM EREER) P
AWS ZEBR.

T5 AWS ZEEN R (B LK EIRS R RIEAE) EAM AWS Directory Service :

- AWSDirectoryServiceReadOnlyAccess— & T £ i E B H LR AWS 1R S HIPTE AWS Directory
Service Biff. EC2 F#8%. EC2 &R HEHLAK Amazon Simple Notification Service (Amazon
SNS) FEMFTRMHEFEE, WEFMEN , 528 ¥ AWS Directory Service £ AWS &
BX,

- AWSDirectoryServiceFullAccess - & F £ & B HLL TR :
- TEEFHUE AWS Directory Service
- EEEARMENEE Amazon EC2 IR# AWS Directory Service
. BE#%|H Amazon SNS &
- BESIEN, BEMNMEREBFELL "DirectoryMonitorings BIZERY Amazon SNS F &

WMESHMER | 5528 B AWS Directory Service £ AWS ZE B X,
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sk ERHEAM AWS REBKESHEAEM IAM SEBEER. ELFRRASHEIRIEE AWS Directory
Service B# P EAEMHBBN AR, EEFHEFTEELERS eFIEM AWS IR , S0
Amazon EC2, MEFHMEH , 52 HE KT AWS BERFHEG A & HEEE,

BT LZN BT IAM BER , BERETFIEN API BIMENER. B EL BT BRERE
FEELHTH IAM EREHEHE.

EFEZEBRSEN
FEAREF |, FA LR TR ERE AWS Directory Service B PR 6162 A & KB,

(® Note
FREHEMIE EMXEEE (REM) B (us-west-2) REMBIRS ID,

Y]]
- &1 AFFFEREYEM AWS Directory Service BIRHITIETH R B 1E
- il 2 AFFERAEEYE

g6 1 : RFFEEREYEM AWS Directory Service ESRBTEM R EN/E

THHFITRFEESRFEAEHITHES Describe 2FAIEBENTT, ELBESERE AWS
Directory Service JRHVHHEER , Hlan B xR RBE, FEE , tZPFHERAFResource  (*) {7~
ZRIRBEE B FTE AWS Directory Service BIRE L FF B TEIE,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"ds:Describe*",
"Resource":"*"
}
]
}
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g6l 2 RFHEMAERI B &

THHFTBRRERTAFNCEAEZELBSNAMEHMERER (MREBANEME) WiFT. EER TG
A, EEEHTE Amazon EC2 RIEHIEF I

"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"ds:Create*",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
"ec2:CreateSecurityGroup",
"ec2:DeleteNetworkInterface",
"ec2:DeleteSecurityGroup",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress"
1,

"Resource":"*"

]

B IAM BERERER

& A LATE A K% AWS Directory Service 8 API BI{ERY IAM BERHFERAUEBAERNERBHRET
A, ERELEERIEFERAETURY, BUAAEABLER, EAAFEA Condition TE (1
A Condition [E#R) , UK IAM BERHAW A THREABTEBANE , REBREREREHERAEFR
(FFm) :

- f£f aws:ResourceTag/tag-key: tag-value UAFRIELER L EEBEEBNFEHEBE,

- ffM aws:ResourceTag/tag-key: tag-value SAFEEH API 55RE |, EREH (RAER) BE
BE , DEBIRERATFEBNER.
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- £/ aws:TagKeys: [tag-key, ...] AERH API 5ERE , EREA (BT ER) BEEB 8% , U
BURBRATEBNER.

(® Note

IAM BERFHRGRBSRINE , ASEAIEFRANFIRLALESREBAL AWS
Directory Service EfE,

(AM EREER) PREAERZF FRENAEARBRNEWET . XEE IAM JSON %2
EEHRFEANGEEL. R, ERAxE, RN, SURE IAM F8 JSON BURFHEEE

REEBTEEBESM/Y "fooKey, : "fooValues , U TEBBEREHIE AFFFTE ds M,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"VisualEditor@",
"Effect":"Allow",
"Action":[
"ds:*"

1,

"Resource":"*",

"Condition":{
"StringEquals":{

"aws:ResourceTag/fooKey" :"fooValue"

}

}

1,

{

"Effect":"Allow",

"Action":[
"ec2:*"

1,

"Resource":"*"

}
]
}

REEFRBTEESKID "d-1234567890, , A TERBUEREFIED L 5FFFE ds PR,
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"VisualEditor@",
"Effect":"Allow",
"Action":[
"ds:*"
1,
"Resource":"arn:aws:ds:us-east-1:123456789012:directory/d-1234567890"
.
{
"Effect":"Allow",
"Action": [
"ec2:*"
1,
"Resource":"*"
}
]
}

WZE ARN BEFMEF |, 55260 Amazon EREE M (ARN) A AWS FREH R =M,

T %] AWS Directory Service APl i ¥ FEXBUBERAEBRNERERER :

* AcceptSharedDirectory

» AddIpRoutes
* AddTagsToResource

* CancelSchemaExtension

* CreateAlias

» CreateComputer

* CreateConditionalForwarder

* CreateSnapshot

» CreateLogSubscription

* CreateTrust

* DeleteConditionalForwarder

» DeleteDirectory

* DeletelLogSubscription
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* DeleteSnapshot

* DeleteTrust

» DeregisterEventTopic

* DescribeConditionalForwarders

* DescribeDomainControllers

» DescribeEventTopics

* DescribeSharedDirectories

» DescribeSnapshots

» DescribeTrusts

* DisableRadius

» DisableSso

* EnableRadius

* EnableSso
* GetSnapshotLimits

* ListlpRoutes
* ListSchemaExtensions

» ListTagsForResource

* RegisterEventTopic

* RejectSharedDirectory

* RemovelpRoutes

* RemoveTagsFromResource

» ResetUserPassword

* RestoreFromSnapshot

» ShareDirectory

» StartSchemaExtension

* UnshareDirectory

» UpdateConditionalForwarder

* UpdateNumberOfDomainControllers

» UpdateRadius
» UpdateTrust
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* VerifyTrust

AWS Directory Service API ¥R : B, ERMEHSE

ERERE FHUES WREBAEEE IAM &9 (U559 AEBBER) WEFTBERR , ATUAER AWS
Directory Service API 1E[R : 811, ERFHENSE ERKERZE, THEE APIHEBEIEUTA

o

= .

« AWS Directory Service APl fE£H & 18
- ATHRZERFHITIEEZFT AT AEE EEE,
- BELUREERN AWS BR

BLEEBERN Action MILPIEEBE , YEBERM Resource MUFEEERE, BEEED
£, EBEA%EE AP REREHN ds: B (Bl |, ds:CreateDirectory). ¥ AWS ERARE
RN A8EEEds :UnauthorizeApplicationEH B H A IEL B AWS Directory Service API
{E% ds:AuthorizeApplication ds:CheckAlias ds:CreateIdentityPoolDirectory

ds:GetAuthorizedApplicationDetailsds:UpdateAuthorizedApplication, fl@n, | .
Mo

F L AWS Directory Service APl R &EiEB AWS Management Console. Efi T2 AP, REEE
RLREMHTEURELXAR , YEEMFTEHET SDK REHN., MEZAFEER. EL API £
¥ 9% ds:DisableRoleAccessds:EnableRoleAccess., Flds:UpdateDirectory,

& B LATE AWS Directory Service RBIFR{EHA AWS £ R G SBRER RMEH. METE AWS €883
E 6 F2HE AV EREEETNTRASEREER,

MBI ERE
- FEURE

REFERAN AWS FEARER MR AWS Directory Service

REEATE AWS & LRV ERREN

AWS Directory Service #FFTEEARERNNIFERR , WEZTELREEA AWS EX K Active
Directory BEE S, AWS EAENEREHFHARMMENFIE, TARHTRERZARTEAR
RANEFAERNEEENAIFTE :
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® Note

FEds:AuthorizationApplicationfEfRF REREFH AWS ERAREFEE B &%. EEM
REBSRREESNEES RMHLBENRTT,

- 77HY Active Directory fEf & . &, ABEN. ESKIBHREENERNZEE Microsoft AD,
f&i5 AD. AD AD Connector B # , 2 & AWS Z&E# Microsoft AD Ky ZEEME (R AWS Z15
EBBERAR) WATEHEBEN (OU) FHESR,

- BAGAE, B, BENEER. ERIABIREENLERNFEER (AWS Managed Microsoft
AD) H#E#EE ., ¥ Simple AD HIFFE OU EAME AR,

. PG B $&3E 8 Active Directory EAEMNEBREMN TERKERERE,

H i AWS Z & Microsoft AD FEFRTRF , 11 Amazon RDS #1 Amazon FSx EiBE {EZ@&E 38K
SEBESRER. EEBBERT , BREBEAZA# Active Directory tH7E , 5l20 LDAP 1 Kerberos,
B AWS ERARAWERZAEAEXNRENBE AWS REABEN (OU) PRI B FEREIR
Erriesl , Edh/aiE DNS EEMH B EARRXEI 285 OU WRBEFEE., BT HEHAKIES  EA
EXZTEEZBAFUERBER IAM BEBREIE ds:GetAuthorizedApplicationDetails EfEHIEF
A,

#%E AWS Directory Service API 2[RI FHERR , 52 BAWS Directory Service API #[R : BjfF, &
BHERGESE,

mFEEH AWS ZEEM Microsoft AD Bt AWS REARARXNMEBNFHEEN , F2RBAHER
AWS XA RN FEL. MFER AWS A AD Connector ZFERBEXMRBEHFMER , FSHEEA
YA AWS BXMREHFE. MFER AWS A Simple AD ERARAMRBHFMEN , FSEEBA
HER AWS R FMRFEHET.

BUEREER+ B & LAY AWS ERAER

EEBKR AWS EARERFE Active Directory R , FE#&ds :UnauthorizedApplicationf
R, RREAEARENTREHER,

kM ES#E AWS Directory Service

REEXRERLSNERS  URAMMENEEHSHE, EEPURERAUURAEEMREHNESE ,
WHAERTEENEE, AWS Directory Service B BI X E T 5IMIE AWS BR# , FILB AT LAEE IR
HEREPEENTER,
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« Amazon CloudWatch -#& 1] L& CloudWatch =482 AWS Z & Microsoft AD B $&EEEHE A,
WEFFMEN |, B2 A RFEER, i, BALUER CloudWatchis 12 5k BE 457 48 13 2 1 uh 30 BE .
WEBFHMERR |, B8 B MEHIE S CloudWatch £ E #4813 32 H i,

 AWS CloudTrail -#& "] S FAFir CloudTrail  AWS Directory Service B #3888, mMEFHMENR , &
AWS Directory Service 2B CloudTrail.

b =111}

HFE BT AWS Directory Service

BERE AWS R REBREERBER AL ENEER , F2EAWS RIS EESAETEHFRFM,
WREFELRBBNSRSR, WFE—WEHA , FSHEAWS REETEAWS,

BRI LAEA TESE = 5 S AWS Artifact, WEFMEN , F2R TEHPHHEHH AWS
Artifact,

BEFRAKNESRETEIOR AWS B REMNBRMYE, NANEHREEUARERNEENER.
AWS R T 5 EIR A5 BhEREER

- ZeMHESHAMREAPIERE — ELHEEHNRRBEE  YREMBUZEMNSHRME AWS
AREMNEERBNISR,

« 7£ Amazon Web Services E 224 HIPAA 242 M EEEM — AARERPLTNNAERAEIFTE
HIPAA E1&HIFE AWS AEER.,

(® Note
WIEFRE A AWS BR3E BRF S HIPAA Bik, MEFMET , FSHE HIPAA EREBH SR

- AWS EHREFRAWS — Ik THEFMIEREES A seiE AR E RN T,

- AWS EFEHEN — EBERNAERRLIRNEIER. ENERRGETEZERE (B
Bl B SRAZEFMZEFT (NIST), XFFEXZEEEZEE (PCl) MEBREENBER 1SO) & , &
AWS Fri% EiESI X HEZZ 2 RFNREEL.

- EFAAWS Config Fig A S5 TP HVR AIFHEEIR — b AWS Config RSN ERERKES
RHER. EXENMERANEE,

« AWS Security Hub— & AWS BR¥ =it T R L & REBMN L HEKRE AWS, Security Hub AR %
7, ISR AWS ERERELZNEIREFRREFTERLEREENREERK., NEZENR
A HIEE | 5528 Security Hub controls reference.
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« Amazon GuardDuty — ZEIBEERIRIEARH AWS IRE AT SRFMEEES , It AWS R EREHNT
EEH, ARNERNWEBERE., GuardDuty BB ERESEESHRMEER , Sl PCIDSS , WmE
BEERMEERBAREN ARBEIER,

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS EAER , UELEEE RN
R, UREFERMNERBEENE R,

£ 1E AWS Directory Service

AWS £IKERZEEREEE AWS HNTAEFEIN. AWS BERMZEER S HMNEEHNTH
B , ELEHFERKEE sBEENSERENBERER. EBTHREE , B TRERENER
BANERE , SN ETAEREcHEDRERE  MASRETE ., THERENTHE, BFiEs
MiEFTRES , IRE—FLZEERPLONERERZHES,

MERAATA RN AWS MEF , FSEAWS 2 HERERE,

BRT AWS £ ERERB 2B |, i AWS Directory Service 12 7E {1 b 25 F BHHAEVE BHR BB AV D
Be , U B BN ERMIREREDFED TR, MEFHMEEN , F2H BB SR EHEFE %,

Hi 8L+ AWS Directory Service

BEBZERM , AWS Directory Service & Amazon Web Services : & AWS €2 F 8 0 FEF AR
NERRBLLERRE.

BT LAMER AWS B34/ API FEAY3E AWS Directory Service BB ETEE. AFHMAARE
Transport Layer Security (TLS). BZEMFEH TLS 1.2 LEHIRAE, AF Rt S4BT EEBTEREEALR
(PFS) WZIEEH , RS Diffie-Hellman (DHE) =i & # #% [ BF Diffie-Hellman (ECDHE), BAXR
(W Java 7 MIEHFIRA) ALEZHEELERN,

MBHEBBHSHNEDR API FEEEEL AWS 1B FIPS 140-2 B0 231840 | 56 H FIPS i
2, EEE FIPS M FIPS in BB , FSRBATEFEERZRE (FIPS) 140-2 ##,

o, BRLACAFREH ID FE IAM TRMEBEBNALEFNSR/REE, NF , BUUEA
AWS Security Token Service (AWS STS) EXREFZ 2 BERBEERE R,

TaPs s REEEENREA

BEREABEBRZEMBEE , AP REUTHFFTNERTURH ERESH TN ERIITEE
o R AWS , BERBERETRSEIRENEIBE, EEERE (FURE) W5 —ERE (5
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WERF) B , ATRE S A BRBER. TURGFIUBRBRERAET , AEFTERERFTINAAY
HitEFNERKNEE, ATHEMEEER , AWS RHENTIEAHBEEREMERBENER , miE
L% TR OEBEEIRFPERNEFIE,

BMEZEEERFERSERaws : SourceArnHaws : SourceAccount £FHRHFARARTREIE |
LABR#l Microsoft Active AWS Directory B Directory Service & RIEHEMRFEHER, MR

aws :SourceArn EREEWRE ID (%1 Amazon S3 f1ZEr 88 ARN) , BB RAEME S EEER
BEWMARPRFFFT,. MREREAENELBHREASTEI® , H aws:SourceArn EEBEWRF ID, 8l
FEAERBBERBURX P EA aws : SourceAccount B aws:SourceArn EFHIRSE | LAMSHE
BEHIRF ID, MREREEAF—BEREEREFEHEED , BIFEMEA aws:SourceArn, MRE
REAFZKRF PHNEMEREE REEAHEBEE , 5A aws: SourceAccount,

ETHEFIH , fWEaws: SourceArnA AR CloudWatch 528&E¥48 .

hEDEEREBABERERN S E , 2FH aws:SourceArn £ EBFHRARE® , UK
ERN7TE ARN, METMEEFRNTE ARN , RENRZEETZEER , FEH
aws:SourceArn £HFMHAR SR , AIREAERATT (*) T ARN BRAZ 5, Hla

arn:aws:servicename:*:123456789012: *,

T % & HIBE R I £ AWS Managed Microsoft AD A i
Faws :SourceArnflaws:SourceAccount & HFHRBZESIR |, LB LRENEIRRE,

{
"Version": "2012-10-17",

"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "ds.amazonaws.com"
},
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:YOUR_REGION:YOUR_ACCOUNT_NUMBER:log-group:/aws/
directoryservice/YOUR_LOG_GROUP:*"
1,
"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:ds:YOUR_REGION:YOUR_ACCOUNT_NUMBER:directory/YOUR_DIRECTORY_ID"
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},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
}

HRTHIEH , aws:SourceArn WEMNEREIRE A SNS £, Hlin , EATLAEREE
arn:aws:sns:ap-

southeast-1:123456789012:DirectoryMonitoring_d-966739499f Map-southeast-11 2 &
MEHE , 1234567890121 —RENEFHEEINE , M "_d-966739499f, BEEIH Amazon SNS &
%%, DirectoryMonitoring

el R EREARERENNSGE , 26 aws:SourceArn £EFHERBLE UK
BEFENTE ARN, NMRTHAEEFNTEARN , RENMREBIBETZEER , FEH
aws:SourceArn £EHFEHFAREHR  ARFEAEAF T (*) R~ ARN WRAED, Hlan

arn:aws:servicename:*:123456789012: *,

T %\ & FIBE R an{a £ AWS Managed Microsoft AD A i
Faws:SourceArnflaws:SourceAccount & HEHRBZESIR |, LB LRENEIRRE,

{
"Version": "2012-10-17",

"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "ds.amazonaws.com"
},
"Action": ["SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS:RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"],
"Resource": [
"arn:aws:sns:YOUR_REGION:YOUR_ACCOUNT_NUMBER:YOUR_SNS_TOPIC_NAME"
1,

"Condition": {
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"ArnLike": {
"aws:SourceArn":
"arn:aws:sns:YOUR_REGION:YOUR_ACCOUNT_NUMBER:directory/YOUR_EXTERNAL_DIRECTORY_ID"

iy
"StringEquals": {
"aws:SourceAccount": "123456789012"

LTEGERT EEREZEEEHEENACH IAM SEBEK, aws:SourceArn WEXAREIRE
B KER, NEFMEN , B2EHBEENERERE AWS Directory Service, 0 , &7 LA
arn:aws:ds:us-east-1:123456789012:directory/d-1234567890 , HH 123456789012
=&ZF ID, d-1234567890 £ B # ID,

"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "ds.amazonaws.com"
},
"Action": [
"sts:AssumeRole"
1,
"Condition": {
"ArnLike": {
"aws:SourceArn":
"arn:aws:ds:YOUR_REGION:YOUR_ACCOUNT_NUMBER:directory/YOUR_DIRECTORY_ID"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
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AWS Directory Service £ API ## 0O Amazon VPC %3 AWS
PrivateLink

BTN N EHERMAZHIKE , £ Amazon VPC 1 AWS Directory Service AP| % 22 R 2 31 FA
BiEF. REmEEHEA AWS PrivateLink $#4i7,

AWS PrivateLink AIZE SRR B EBREKREE. NAT &£E. VPN E&E AWS Direct Connect E4RH
155 T FAZEFEL AWS Directory Service API ¥E%, VPC B2 AWS Directory Service & BB AWS #3
%ZFEﬂEI\JﬁEO

BENHRHBHFEBPHN AR EESERENERT. WF elastic network interface B FEHIE
A, E28 Amazon EC2 A& IEEPMEMAKAH,

WME VPC IwBHEFEE |, 5528/ Amazon VPC AWS R FAEEEBHNERNE VPC ix2ifE
B, % AWS Directory Service AP e EFMHE , 552 B AWS Directory Service API 2E &
o

VPC in#i E B8R

f£ 5 AWS Directory Service AP| i Z65XENHE VPC B2 8l , B LRSI AWS R /4
T VPC % 2 17ELAWS PrivateLink

FRrEEEEIE AWS Directory Service ER+HEH AWS Directory Service API IR{EE AT LA VPC
AWS PrivateLink.

Directory Service AP| im# X & VPC in B R B, #kFEER , A FF&EB iR R T 7 Directory Service
API %, WFEFHMENR , 5528 Amazon VPC R EEETHNFERARBBEREHE VPC mHH
FH,

A A
AWS Directory Service E T 5I1ER T VPC i E : AWS [EiF
AWS B3 7 A%

« KBRS (#EF EIEILER)
- XBEIRER (%)
- XBEEER (h0FIBE 22 4L ED)
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. mARESE (RX)
o INEX (FE)

« INEKEER (< H0FK)

. hE (LR, EH)

. TABSE (B8)

« BN (EMIZER)

. BN (EEM)

© B (%)

« BN CKBR)

» Europe (Paris)

« BUM (FRZEST)

- BN (rESEE)

- BUM (RRERTH)

- BL&d (1FhiEKR)

* Middle East (Bahrain)

- BR (MhABEKLEH)
- BEEM (BRE)

« AWS GovCloud (=B R Zf)
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3 AWS Directory Service API #9)TH i 26

&R AR Amazon VPC &3 AWS Command Line Interface (AWS CLI) 23 AWS Directory
Service AP| HERFAAEmN HinH. WHRFMEF , F2E (AWS PrivateLink 1§/) FHEL
VPC i &,

EA T 5IR#E B MBE L AWS Directory Service APl B/ E %2 : com.amazonaws.region.ds

AWS [EiF P EIHERR , I REBIHEBUAFL AWS Directory Service  DNS , RIAJLAfE
A VPC ixZ Y 785% DNS B8 (fflds.us-east-1.amazonaws. comIZl])r"JVPC i B A
APl ExR, AWS EBiFH¥AFE (It=MEE ) AWS Bl , B S BIfEAds-api.cn-
north-1.amazonaws.com.cn#ds-api.cn-northwest-1.amazonaws.com.cnfa VPC i B3

H API 553K,
WEFMENR |

nl‘ﬂ

28] Amazon VPC AWS IR# A EREHRNERNE VPC ik FE.

A AWS Directory Service APl #3I VPC i BiBUR

& 0] LA Uik B BOR E 3 2 2 4] AWS Directory Service API ZEUERREY VPC iw %, HBXREREETS!
&

- THMTERENER.
- AEATHIENE
AHBTERENEIR.

WMEFHMERR , 52 E Amazon VPC EAEIERETHERRIEBERZESIE VPC in H N FE.
&35 : iBA AWS Directory Service AP| Bj#E#Y VPC i 24 /R Al

AR 2 AWS Directory Service API i B R EEHY Rl BEEALRRBIMMENEREE , cEREMA
BR EFrE X8 %It 2 AWS Directory Service API Ei{ER 2 EUE,

{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"ds:DescribeDirectories",
"ds:DescribeCertificate",
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]I

"Resource":"*"

g6 - EERBIEE BT VPC imEFRR AWS 1RF

T3 VPC in MR ESELAMAETARRHEEINERN AWS tRF 123456789012, WK AFFRBEH
R 5 B PTE B 1E,

{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal:" "*"
},
{
"Action": "*",
"Effect": "Deny",
"Resource": "*",
"Principal": {
"AWS": [
"'123456789012"
]
}
]
}
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