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3. EPRH Access policy (fFEUBR) , AERIEIE Advanced (HFE),

K5
i
N


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home

FRABTIEXRA

ERAEER

4.

£ JSON fmEE2R , AEERHTE T HIRAN, 2FEEE ARN,
=18

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
},
"Action": "SNS:Publish",

AWS B, AWS RS ID fE&E

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

ZBRBRR e a0 BT EHIFR R

"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__default_statement_ID",
"Effect": "Allow",
"Principal": {
"AWS" . "EM
b
"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS :RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"
1,
"Resource": "arn:aws:sns:us-east-2:123456789012
MyTopicForNotificationRules",
"Condition": {
"StringEquals": {

:codestar-notifications-
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"AWS:SourceOwner": "123456789012"

iy

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {

"Service": [

"codestar-notifications.amazonaws.com"

]
.
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

5. BERTEE,
6. WMREBEMFMMAIMAWS KMSEH Amazon SNS FEEIXBEH , BEALBEMNBER P U TER

R, US4 RIR (AWS CodeStar @A) M EE 2 BHHEBME, AWS KMS key#$ AWS
B (FELLEBIH | us-east-2) IR AR LW AWS B L&,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "codestar-notifications.amazonaws.com"
b
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "sns.us-east-2.amazonaws.com"
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]

}

MEFMEN , F528 "TAWS Key Management Service B2 A BRI BN ZMEE AWS
KMSTE A BUR R4

EEAETRMABZER Amazon SNS £

FEREXATEMAENE R B ZHN Amazon SNS T8 |, FEeiEREHN, NRFERAEBZBE 74
HEETER , RBIAAELMIRETE , FeEBWEN, ZEEASBAEIZL Slack 3818, Microsoft Teams SHE
Amazon Chime I XEHRWFERAE , F28 "EREBHHF AWS Chatbot ZEHES S

ZEHAETEARNEANRN Amazon SNS =8

1. & A AWS Management Console BBk Amazon SNS £ & |, #8itA https://
console.aws.amazon.com/sns/v3/home,

2. HEBEZIG | BIE Topics (FB8) , AR EELEEZFHETENEE,
3. 1 Subscriptions (:]E) # , 1### Create subscription (35T E).

4. 7 Protocol (BFAWHE) # , iEFE Email (EFE4). £ Endpoint (¥im2E) & , I A S FE4ibar |
SRR $E Create subscription (B3I FTH).

PR EREA
BHEABANSEE AR AR —ERESR, NEEARN, SEARFELREBAORA,

® Note

B-RBUBARAE K RRSEENRFFERIRKESAC, IFESFHBER ,
#t AWS CodeStar B AR RBERHE,

s
B
dn

ES ]

.« ZRIFH

- BV REENEARL

- BUEBEERNENRA

- BURERAREANBARR
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https://docs.aws.amazon.com/kms/latest/developerguide/sns-server-side-encryption.html#sns-what-permissions-for-sse
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://console.aws.amazon.com/sns/v3/home
https://console.aws.amazon.com/sns/v3/home
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- BEVEEBENEHRL

FORIFAF

K TEREL AT, KEFE—ALRLENR R HNER,

 7£ CodeBuild FEVEEEXRSERARENEEER,
- BVERAEXSFEARENHEEAES.

« 7£ CodePipeline HEV EEHFHARBENEE,

« B AWS CodeCommit fFEHEARBNREFE,

B RFENEANSRR

BUNRNBASRL  LWEXHEMEREZENREFESHNERELN, THSRAPANMAEE—FEF

EEHLREBHNRA, EEIRBEREN AWS IRFHERERMEE.

/A Important

WRE 2019 &£ 11 B 5 HZ A1 CodeCommit FEREBEH , BIARELE AL Amazon SNS
FE T E A ZE CodeCommit BHEZXFTEMNBE , HEE AWS CodeStar Notifications T &
FAUANTRFT, TEBEHELTE, NREFEHEXBREL—EEE  RTER
EHBERZI |, BIBE R AWS CodeStar Notifications T8 EMHE., MEFMENR |, 5
SRR EBEHN Amazon SNS TER THRBHNABRMEZ M,

1. BI{E https://console.aws.amazon.com/codecommit/ FARX CodeCommit 12 A&,
2. RBEEPREEREEIRMTE.

3. iEIZE Notify (BH) , AREZEIE Create notification rule (I EHR ), &t A LUIEE Settings (
). EIZ Notifications (BXI) , A& IEIEF Create notification rule (BB H# Al),

4. 7£ Notification name (BXE ) A , MARINBER.

5. WMREIAFBLERMI Amazon EventBridge WEASTEEBH A , F87E Detail type (FEIHEAZR)

F | i#{2 Basic (BEX), MREE TSRS Amazon EventBridge WEF , AR TJRERERIRTS
RBHAEETERHENER , FEE Ful (),

MEESHMER , F2H THEAABTNLZ M,

FHERBA


https://docs.aws.amazon.com/codebuild/latest/userguide/create-project.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-create.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://console.aws.amazon.com/codecommit/
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6. 7£ Events that trigger notifications (#§3&HIEYE#) B Branches and tags (7 X MZEH) T , iEH
Created (BE#31),

7. & Targets (H4Z) /1 , i#1E Create SNS topic (B3I SNS X&),

® Note

BEZNBENFRANBEPRYFEN , RREAEEHAETF CodeCommit HEHBZME
FEMNBE, FHAMEEMNRAZVINEE  ARERERITEEEZRNFEENER
BANFERE,

£ codestar-notifications- FEZ%& , WA EXBENERE , REREE Submit (BX).

® Note

MREEFHRE Amazon SNS TEMIFEVHERE , B Targets (BF) PiEEH
ARN, EREFEEAEENEFIHE K mATHEEERGEAFEFTEREBEAN
FHE, R Amazon SNS FRE7E 2019 £ 11 A 5 HZ2 B AR CodeCommit BAI , &E
F T E fLFF CodeCommit B EZEEMEE , HHPIE AWS CodeStar Notifications
FIEF AN TR, TEBCFEACEIE, WREHFEHEZBRE T —EBEEK
BT EEENBR I , LENSESE AWS CodeStar Notifications ¥ S EMEKR, ME
HMER  FSEREEHN Amazon SNS TER T HEBHNRABRNEZ £,

8. EIE Submit (X)) , AR WMEBHRA,

9. UZLNEFEH U ITEEMIZESIM Amazon SNS I, NMEEZHAES , F20 EFEHEST

B A @ HH) Amazon SNS £/,
10. BIEBHNREE , Y RERIIELIE S X,
1. BUPX#% , BARASEEXBANGFETEITRE  HHh3SXSBHWHEBE-R.

BYREERNEHNSRR

BADEBIBASRA , LEXERER THEMEREENSHNMEEER ., T SRFAMAEE—
HEERE4 IRTEREANRE, EESREBERAECTE AWS IRFHREMHBRESR,

1. B8 https://console.aws.amazon.com/codebuild/ BAEX CodeBuild £#& &,

2. RFEDEREFZHBERIREMTE.

B AEA 19



https://console.aws.amazon.com/codebuild/
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3.

10.
11.

iZIZE Notify (BH) , AEI1ZIF Create notification rule (B3I EEIRA), Eth A LLIEIZE Settings (5&
) , AR%IEIZE Create notification rule (3@ &137 8),

£ Notification name (BHEH) # , WARUNEZHE,

mRERFLER ML Amazon EventBridge WEA B EEBEHF |, 551 Detail type (FHHAEAER)
F | %32 Basic (BX), MREEIERMLE Amazon EventBridge FEF , AR WJRE B RIRTS
NEAEETERMNERNR , FEE Ful (&),

MEEZHMER , F2H THEIATNEZEM,

£ Events that trigger notifications (#&2% & MK S4) B Build phase (FHZEFEER) T , EEHX Success
(BXZh)o

£ Targets (B 1) # , 212 Create SNS topic (31 SNS &),

® Note

BEEVBARINBREPELIER , RKSREER ST CodeBuild $EHRMEE
BHBR, FHSEENRANRINEE  FENEREIFTRTEREINEEZERAEE
BANERE.

£ codestar-notifications- FEZ & , WMAEXEN B , REZIEE Submit (1BXR).

(® Note

MREE-ARE Amazon SNS TEMIEE M ERE , 7 Targets (B1F) PIEEH
ARN, FREFTHFEAEHENTFIHE K mMABTEEEERTEAFEFTERMEBEAN
FH%E, R Amazon SNS £RE7E 2019 £ 11 A 5 H 28 AR CodeCommit B4 , & =x
B8 88 A5 CodeCommit M EXETEMNBR , HFEE AWS CodeStar Notifications
FIERFAI AN TR, TEBECASLETE, NREFEHERERET —EBUR ,
BRTEEENEERZI , LB HEAEB AWS CodeStar Notifications i S BRI BEK, ME
HMEF  F2EREELN Amazon SNS TER THBHNABTNEZ M,

B Submit (]RX) , REWBEIBHRA,

LURKE FE 4t ETRIEMIZEZ LAY Amazon SNS =B, NEFLSFHAEN , F2E BEHED]
B AR B Amazon SNS =&,

B

EESCNERERIRBER,
B TERARERERE R  BARASEEBAEEIEREE P ISXSHNERER,

B AEA 20
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BUYSERAENNBEHNSR

BAEBBEARAA , LEEHEEAEX LEEMSREENSHNEREAN. TIHSRR\WMAE

E-HEEREHLIREBARA, SLTRBRESE AWS IRFFREFBERAER,

1. HI{E https://console.aws.amazon.com/codedeploy/ BARX CodeDeploy ¥ A&,

2. WEEHEEZEEARILRERE.

3. EIE Notify (BHI) , AA%KIEFE Create notification rule (BILEHFA), &t LLUEE Settings (5%
TE) , R1ZIBIZE Create notification rule (I BHFA),

4. 7£ Notification name (BHEE) + , MARRANERE,

5 WMRERAFLERMIE Amazon EventBridge WEA T SEBH T , F57E Detail type (FEMHEAIER)
B | #{E Basic (EA), MREEIERMIA Amazon EventBridge WEF , LAk AT aE R &R ARIE
RBAEETERHENER , FEE Ful (),

NFESHMAER  BF2E THEIARENZ 2,

6. 7 Events that trigger notifications (#&%% & HKE4) #9 Deployment (5F) T , i#EX Succeeded
(BXZh)o

7. & Targets (H#E) /1 , i#1E Create SNS topic (B3I SNS &),

(® Note
BEERVBASANBERRY TER , RRERELEM AT CodeDeploy S SH4RMHE
FENER, FAMHEBARNEZINEE  FIRBERERTEEERKLHERARE
NHEBBINERE,

£ codestar-notifications- FEZ & , WA EXEN B , REZIEE Submit (1BXR).

(® Note

MREEFEHARE Amazon SNS EEMIEEV#HERE , 5F51E Targets (B ) PEEH
ARN, EHREFTHFEEBENFIER K MABIREFERGEAHNEEERMEBEAN
FAE, R Amazon SNS ERE7E 2019 &£ 11 A 5 B2 B CodeCommit BA , & E
%8 E AFT CodeCommit BHERFEMNBR , HPEE AWS CodeStar Notifications
FREFAUANTRHT, TEEEHEEEE, NREFEHEZREBET —EBR ,
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MRTEEENBEZI , BB HEAS AWS CodeStar Notifications I8V EMBE., NF
HMENR , ESH EQT“EJE%[]E’J Amazon SNS FER THEBEHNABRMEZ M,

8. EIF Submit (I£X) , AR BEBAHRAL

9. LUEME FERE 3t STRIEMIZRIIAY Amazon SNS £RE, MEFEZHMEA
B A @HR Amazon SNS £/,

10. FIEENHNERARXALRBIEE
1. BERYZE  BARNSEXZBENGAETEINRE AT SZSHNEEEN.

3
\\Xt

BY SR HET

BYEEnBENSL

"“JLXL:‘ZE%D%EE"J DEXSEELHEZHEENSEAHEN. TISHRRANMTEE-EESH L
REBHALY, EESRMBHREN AWS (RFPEREEE.

AI{E https://console.aws.amazon.com/codepipeline/ BBk CodePipeline &,

2. WBERBREEEALBEKE.
3. i#IE Notify CBH) , AR%EIEIE Create notification rule (BRI EHIRA), & th T LLRIZE Settings (X

TE) , R1ZIRIZE Create notification rule (B3 BHFA),
4. 1£ Notification name (BXEZ ) A , MARINBERE,

5 MREIAFLERMLS Amazon EventBridge WEATEEBAF , 557 Detail type (FEAHEFAEE)
F | 3#1Z Basic (EZ&), MR EEILEERML Amazon EventBridge W& , LAK AT sE R ERIRIE
RBHAEETERHENER , FEE Ful (),

MEEBZFHMER , F2E THEARETNLZ 2,

6. 7t Events that trigger notifications (&% & HKIE4) B Action execution (BIEEIIT) T , EH
Started (EBI#).

7. 1E Targets (B1E) # , i#Z Create SNS topic (23 SNS £ &),

(® Note

BEZRNBANRANBEPRLTIER , RRSAEBEMA A CodePipeline i EH4&ME
FENBER, FRAHHBARNEINESE  EARKRERAITREERWEEHRESE
HWERE,

£ codestar-notifications- FE 2% , MATEN BT , ARIEE Submit (IBX).

B AEA 22


https://console.aws.amazon.com/codepipeline/
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® Note

MREEFHRE Amazon SNS TEMIFEVHEE , B Targets (BF) PiEEH
ARN, EREFEEAEENEFIHE K mATHEEERGEAHFEFTEREBEAN
FHE, R Amazon SNS FRE7E 2019 £ 11 A 5 H 28R CodeCommit BAI , & E
BT E fLFF CodeCommit B EZEEMEE , HHP3E AWS CodeStar Notifications
FAERFAI AN TR, FTEBECEASLEEE, NREFEHEZRERET —EBUR ,
BRTEEENBR I , LENSESE AWS CodeStar Notifications ¥ S EMEKR, ME
HIMEF , F2EREBEHMN Amazon SNS TER THBHNABRNE M,

8. IEFE Submit (IBXR) , AERMWEBHR A,

9. HUZLNEFEH U ITESEMIZESIM Amazon SNS I, NEESHAES , F20 EFEHEST
B A A E IR Amazon SNS &,

10. EBEZENEE , A% 1EFE Release change (RAZE),
11. BERRMRRE , BARRSELABANGETEINE K HPISsXEHNHEBER.

{5£ F B AR Al

EFEMBAS  BREEFAEBZVEANNSEH  WIEERBELBEMNWEEZ, BaLLEIB Amazon
SNS , SiEiB 4 Slack =% Microsoft Team SHEFREM AWS Chatbot A Fif , BiEEXBARER
., MREREBERBANEGE , JUFBHRTEBEHE AWS Chatbot ZBEHES , UEKEHEIXE

Amazon Chime Bl XZE, MEFMENR , 528 B ERAFZBEHE AWS Chatbot l Amazon Chime &

o

o)
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Create notification rule

Motification rules set up a subscription to events that happen with your resources. When these events occur, you will receive
notifications sent to the targets you designate. You can manage your notification preferences in Settings. info

Notification rule settings

Motification name

MyNotificationRuleForPullRequests|

Detail type

Choose the level of detail you want in notifications. Learn more about notifications and security [4

O Full

Includes any supplemental information about events
provided by the resource or the notifications feature.

Basic

Includes only information provided in resource events.

Events that trigger notifications

Select none I | Select all

Comments Approvals Pull request Branches and tags
On commits Status changed Source updated Created
On pull Rule override Created Deleted
requests Status changed Updated
Merged
Targets

Choose a target type for the notification rule. SNS topics can be created specifically for use with the notification rule, or
existing topics can be modified for use with notifications. AWS Chatbot clients for Slack integration must be created
before you can choose them as a target type. Learn more [4

BRLMERARBABTEFZAH AWS CLI REVYMNERBARA,

ES]
- BYBASRA

ERAEARA
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MBARTRTEA EREEE
- BRBAHRA

- WEBEARA

- BAREABHRAUNBEL

- BRI &£ Al

ByaEAsal

BRI UEABBSAETIEFTRASR AWS CLI REMBEAREA, EA LS Amazon SNS TEEV AE
HAEANERE  MABEIKRAN—BD, MREEMFEH AWS Chatbot AFRMABRE , XEXEILXK
HAFEim , RBRFTEEENFAA, MEFZFHMENR , FS B A Slack SHELE AWS Chatbot f F i,

BUBAKRA (E2A8)

1. BIfE https://console.aws.amazon.com/codesuite/settings/notifications BIRX AWS B AETEX

7a.

2. EREBIAEZER,

« ¥ CodeBuild , 551212 Build (&) , i#{2 Build projects (RBEER) , AR BRE—ERER
2=

- &% CodeCommit , ##E Source (3KIR) , 1i##F Repositories (RFE) , AR EEFE—EAREE.
- &% CodeDeploy , i#12 Applications (JEATRER) , RZBE—(AEARER.
- &¥f CodePipeline , ##E Pipeline (B1&) , EE Pipelines (Bi&) , AR EE—EEE.

3. EEREMEL , #E Notify (BXI) , REZIEIE Create notification rule (B3I BHFR A, &t o] AR
AERM Settings (5%E) B , #17E Notifications (&%1) = Notification rules (EZIR BY) , REE
2 Create notification rule (3 B3 Al),

4. 1£ Notification name (BXEZ ) 7 , MARINBERE,

MRERFERMLE Amazon EventBridge WEA ST EEBAIF |, 587 Detail type (FEHEFAETE)
F | 3#4Z Basic (B4, MR LB LEERME Amazon EventBridge W& , LAk ATsE A E R
REANEETERHNENR , FEE Ful RE),

MEESZFHMER , BF2E THREARENLZ 2,

6. & Events that trigger notifications (8B HNEH) b , ENALEEXBIANEH. WFEERN
EHRA  BFBETIRE:

« CodeBuild : ZEEE LB BB S=4
« CodeCommit : f# 7 E 805 BIfY =4+
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7.

8.

 CodeDeploy : FIEEAREN EBAHRANEH

« CodePipeline : BHSANEHS

£ Targets (B4E) &, T FHIH P —@EEE -
- MREERETERBARREANER , FEEEBEEHED , AWS Chatbot (Slack), AWS

Chatbot (Microsoft Teams) 2 SNS topic. EEZFEBED , BEAFKNERE (BANE
AWS Chatbot FE&EHY Slack = Microsoft Team A Fif) , 3 Amazon SNS E£zEH# Amazon
Resource Name (ARN) (EAR EXEBHPFTEBER Amazon SNS ),

- MRBEABREERBAERESEANEIR , F51E1Z Create target (B2 BE) , ARE1EFE SNS

topic (SNS %), £ codestar-notifications- Z#% , IRMEFEEHE , ARIEIE Create (B1L).

® Note

- MREGEBRVBEARAUNBEPEIL Amazon SNS TR , KERALERAAFFEANEE
REHBRMETENBER. ERGHBEANRNEZEINEE , APRBERERFTATER
Wit EREEERNERE

- BEEAEBEINBABABEEIT AWS Chatbot A Fim, fREIEIZE AWS Chatbot (Slack)
= AWS Chatbot (Microsoft Teams) , £& & 2| — Bzl , I8 ~EE AWS Chatbot #
REMAFIR, BEREGMM AWS Chatoot T# &, MEFZFHMEN , F3E 5
Slack *EJ_EQE AWS Chatbot i F i

- MREEEFHBEEN Amazon SNS TEMAERE , RTZEEREEFEENEAEAM
BURLLA |, 84 7B 5 AWS CodeStar Notifications S8 N EBEK, WMEFMEN |, F2
R EE AN Amazon SNS FRER THRBHNRARN L4,

B Submit (12X) , AEWEBEARA,

@ Note
FREXBTRIREBEIEELRABEEMN Amazon SNS £REETR , TaERRIEH, W
EEZHMENR , A2l SERETRERAREAHD Amazon SNS £78

ERBEERA
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2B HH A (AWS CLI)

1. HERIBEIDHERRETF , #1T create-notification rule &85 , AE4LE JSON EXEE,

aws codestar-notifications create-notification-rule --generate-cli-skeleton
> rule.json

BULKERGERTANEEENERE, EHEFF , BRBEA rule. json,

2. EMNFRESRTHMJISON EX , YiRERXRISLVEANRINER, SHEEM Amazon
SNS B,

AT €8I RE 4 MyNotificationRule FEHIR Al , AR AWS IR (ID & 123456789012)
B MyDemoRepo 7 E. B XNERE , SEXTEFHEARENBASEXIER
MyNotificationTopic Wy Amazon SNS £,

"Name": "MyNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",

"DetailType": "FULL"

REER,
3. EREBHEFIHOIF , BIXHEIT create-notification-rule 5 , FERERIGFENERELBAR
al,

aws codestar-notifications create-notification-rule --cli-input-json
file://rule.json

4. WMEBERI , S ESELBHRLE ARN , DR Ro

5 FR B X048 Y 27
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{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

FHBEAR RS HEE (AWS CLI)

1. ERFEEISDRTETT , #1T list-event-types i f. BALUFER --filters iBHE , @
ERHAFEERERREMEY, S0, A TS EERE CodeDeploy ERAEXNWEHEIE
=8

aws codestar-notifications list-event-types --filters
Name=SERVICE_NAME,Value=CodeDeploy

2. WHSEELEHELTIING L,

{
"EventTypes": [

{
"EventTypeId": "codedeploy-application-deployment-succeeded",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Succeeded",
"ResourceType": "Application"

},

{
"EventTypeId": "codedeploy-application-deployment-failed",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Failed",
"ResourceType": "Application"

},

{
"EventTypeId": "codedeploy-application-deployment-started",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Started",
"ResourceType": "Application"

}

]
}
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MEEBIE AR R (AWS CLI)

1. ERFEIDSRTRIETSP , #1T tag-resource 5. HlEl , FATHGTRIFIEEES Team
BEA Li_Juan WERSB/ES,

aws codestar-notifications tag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tags Team=Li_Juan

2. L TEELABRUTINGL,

{
"Tags": {
"Team": "Li_Juan"
}
}
4R 8@ &35 Al

BRLMERRBEARTREFIZAT AWS CLI KRR AWS BEHAEERNAAEBHRA, SdrL
BRESEBANRNFRES. HEVBARINEFTE , EF4ETERNERRH,

BEEBHSAA (EEAR)

1. BI{E https://console.aws.amazon.com/codesuite/settings/notifications BRI AWS A AB T EX
7a.

2. HEBESI% , BB Settings (BRE) , ARIERE Notification rules (BEZIR AI).

3. 7£ Notification rules (BZIR AN F , MEAZKBE G EAZ AWS EiF EiFH AWS tRFE IRE R AEHN
BERARENRANEE, EREEREE AWS EH,

4. ZERGBHAFBANFMEF A BREETPRET , RERIFIEF View details (IRRFHER). Bt
AUEETEEREEREER,

R & AR AEE (AWS CLI)

1. ERGEEIBTRRFITP , BT list-notification-rules an HRBTFTIEE AWS EEFHAFTEEA
HA

aws codestar-notifications list-notification-rules --region us-east-1

ERBEERA 29


https://console.aws.amazon.com/codesuite/settings/notifications/

REABTIEEEA EREER

2. MBI , kT TEERLE AWS EFFESEEAHRAN ID F ARN , I FFIR.

{
"NotificationRules": [
{
"Id": "dc82df7a-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/dc82df7a-EXAMPLE"
.
{
"Id": "8d1f0983-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/8d1f@983-EXAMPLE"
}
]
}

BB AR B FEEF (AWS CLI)

1. EREEIDSERTRIFTE , #1T describe-notification-rule 55 , I35 EBENR BIA ARN,

aws codestar-notifications describe-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. WMRRY , Gk TEENBHSRLNT,

{
"LastModifiedTimestamp": 1569199844 .857,
"EventTypes": [
{
"ServiceName": "CodeCommit",
"EventTypeName": "Branches and tags: Created",
"ResourceType": "Repository",
"EventTypeId": "codecommit-repository-branches-and-tags-created"
}
1,
"Status": "ENABLED",
"DetailType": "FULL",
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE",
"Targets": [
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"TargetStatus": "ACTIVE",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic",
"TargetType": "SNS"
}
1,
"Name": "MyNotificationRule",
"CreatedTimestamp": 1569199844.857,
"CreatedBy": "arn:aws:iam::123456789012:user/Mary_Major"

KRB H 5 R R ZEIEE (AWS CLI)

1. ERIFEIDFRTFETSD , BT list-tags-for-resource 5 RGRATIE EBAIR A ARN WATE
R,

aws codestar-notifications list-tags-for-resource --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/felefd35-EXAMPLE

2. WMRERI, ks ERNEHEREUNT,

{
"Tags": {
"Team": "Li_Juan"
}
}
i S5 08 K14 A

BURERBA[ANBERAHE, SEBAMSHNEN. FHEARE  IBHNEXIN—HZE
Bif. BULMEARBAETEFIEAZ AWS CLI RigEEXHAR A,

mEEARA (E£5)

1. 81 hitps://console.aws.amazon.com/codesuite/settings/notifications BIEX AWS B ABET EF

28,

2. EEBEZI% , BB Settings (BRE) , ARIERE Notification rules (BEZIR AI).
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REABTIEEEA EREER

3. 1£ Notification rules (BZIFRA) & , MEIZ B BIE A AWS [EiF A AWS IRF P ERMERE
RAl, EFEEREE AWS B,

4. WBERBRERR , AREE Edit (RE), #EITEE , REREEF Submit (1K),

fmEEE AR A (AWS CLI)

1. ERFEEIDTTRERRFETF |, #T describe-notification-rule 5 , SARRBE AR BN EE,
2. #1T update-notification rule I S RELE JSON EXREHE , ARRFIER,

aws codestar-notifications update-notification-rule --generate-cli-skeleton
> update. json

FZUUEERTEATMEEENERE, ERHEHD , BRA update. json,
3. EMXFimESIHEIR JSON R , WHRAMTEE,

T EHIFETRE A MyNotificationRule WWEHRE , AR AWS IRS (ID & 123456789012)
) MyDemoRepo f1FE. BN NERE , BAEEIXAFE A MyNotificationTopic K
Amazon SNS £, HAIBEBEESR MyNewNotificationRule,

"Name": "MyNewNotificationRule",
"EventTypelIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",

"DetailType": "FULL"

REER,
4., TERFHEERGSTIF , BIX#FIT update-notification-rule i , EAZRIFEENEREFTBEANSR
A,
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aws codestar-notifications update-notification-rule --cli-input-json
file://update.json

5. WMR/KY , kv HEEBEHB R Amazon Resource Name (ARN) , 21 FFlr R

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

RIB AR RIBERIFER (AWS CLI)

1. ERFEIBTSRRFRTF , 81T untag-resource W H. Bl , ATHHEBRITE Team BB
HERR.

aws codestar-notifications untag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tag-keys Team

2. WMEKY , kST FEEEEARE.

5FE2H

T

- FESBRBMNRAG A E
- BRASEABMRAN B
- B

R S5 A A AR Rl ey @ A

ELRVBARAE K FAREMABHN, EFFEATHLEEZBMMMERRA, RAESFHLBARE
BT,

SFEANRAUNBARE (E£8)

1. 81 hitps://console.aws.amazon.com/codesuite/settings/notifications BIEX AWS B ABET EF

28,

2. EEEZIH , B Settings (XE) , RERIEIF Notification rules (BZIHR Al)o
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REABTIEEEA EREES

3. 1£ Notification rules (BZIFRA) & , MEIZ B BIE A AWS [EiF A AWS IRF P ERMERE
RAl, EFEEREE AWS B,

4. SKELERASEANEARA K ARBETCUBETHFRER.
5. 7 Notification status (BHIARRE) |, BIFBFEUABSERAIGREE -

« Sending notifications (BXBAI) : ERTERE.
- Notifications paused (BHIE ) : TEMBEANEEEEEN B E,

S FENRABEEMRE (AWS CLI)

1. BRBHFEEEHAL (AWS CLI) RryFER | BUSE &8 Al#Y JSON,

2. #§ Status ¥{L#mEEA ENABLED (FE5%{H) =% DISABLED (i@ XN) , AREH1T update-notification-
rule s T LB EAREE,

"Status": "ENABLED"

i B 8 o 4% A

—EERRRERE 10 EEANRAY , AUFEBRBRTIBEFTENRA, SALEARBRASTETES
B AWS CLI SR BRidE Z143 2l

® Note
MERENR Az RRELER  BETUEMEBAR A, MERE SRR LTEMERE R

MBRBEZAA (EZR)

1. BI{E https://console.aws.amazon.com/codesuite/settings/notifications BRI AWS I AB T EE
7a,

2. HEEEI4 |, ER Settings (BRTE) , RRIERE Notification rules (B E1#H Al)

3. 7 Notification rules (BZIFAl) & , RBIZ BRI ARN AWS B P& AWS IRF PR ERFTERE
MR, SEREEREE AWS B,

4. EBEBHBA , REBEE Delete (IER)o
5. EA delete , REIERE Delete (ER)-
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REABTIEEEA EREES

i B 3& ZN % Al (AWS CLI)

1. HERIFBEIDHIERRFETT , $1T delete-notification-rule 85 |, I8 EB AR AIH ARN,

aws codestar-notifications delete-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. WRKI , v ESFTMEREXNRNE ARN , IR

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"

}

ERABARLEE

BAFSANEERSR—EEN  IEREBARANSHREFSR , REEXEBANNVE, BAMUE
#H¥F Slack 5 Microsoft BB EIEZREHR Amazon SNS EEF AWS Chatbot Fi sz B#ETIRIE, &
AT LA Amazon SNS FEEVABE , MABILBHRAN -2 (BR), St oLURZEERBAR A
HHE AWS EiFHHIRE Amazon SNS 78 , EXAFERAMENBERETRE, MREEEFEH AWS
Chatbot EFiw{ER B & , BIXAH %K1 AWS Chatbot FEIEZE F i

MBFAEAEBOBANNEE | AJAFEREBEHE C AWS hatbot ZBEHES |, UEZEHNEIXED
Amazon Chime I XRE, A% , EBALLEIE A AWS Chatbot A F %% ER Amazon SNS £E#kA
BARAWBERE, NEFMENR , 520 K@ E AWS Chatbot #1 Amazon Chime B4,

O LERARBRAETEFTRAREREMNEE, AWSCLI SO FERAFRARE Y MRE Amazon
SNS XM AWS Chatbot A FimiA EZ. AWS CLI &t T LAERE A B 28 Amazon SNS
AWS Chatbot 2 B EE S, Mbt—K , BT B HEIEZE Amazon Chime lIXE, MEFMEE
A, B2 REBEHF AWS Chatbot 2 EHES .

ES- |

- BUSGREBHNRLBE
- MEBHNRYEE

- HEABREBASRAN B E
- BIERBEXFIEE
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HBAETEFEA EREER
BIUSREBMNARBEE

BHIR R B R ¥ Slack 5¢ Microsoft BB E B X ER Amazon SNS £ AWS Chatbot Bl B,

EASEEIL AWS Chatbot A P , TEEEIAFinigA BR. EEZE AWS Chatbot AFinER
BAR A BZE , RIRE A AWS Chatbot A Fims%E Amazon SNS X8 , E a8 J{E%
Z Slack 5 Microsoft Teams $EEFIENFIEBR, EAEES AWS Chatbot A F iRk EEMBEEN
Amazon SNS F &,

BYBMBRAE , SUUERZABTEFZAHEY Amazon SNS BARAEB R, KEALERAR
ABAEEERETENEE, ERABNAUNEY BEENRBESE, MEFMENR  F2H EYE
palbs TRzl

MREEHAEE Amazon SNS £ | X BATCREENBER , UAHFEREBNEEEZTE, E
g4  FSBERTEEHA Amazon SNS F5E,

@ Note

MBBEMFHIRAE Amazon SNS TEMIER U FERE |, F51E Targets (B1E) FiBIZEH ARN,
RHREETEEFEENTFREBEE , MATBEEFERTEATEFTEREBREANFERE, W
R Amazon SNS £ERE 2019 F 11 A 5 H2Z 8l AR CodeCommit BHIWERE , BIZFEE
#aE LFTEM CodeCommit EIZEBEMBUER , RZEBE T SE AWS CodeStar BHIFTEHER
FTRENEK, TERFEHAELEE, NREEECHIEHZBREIVERLR  RTEFENE
Alz 4\ |, BBAEHFHIE AWS CodeStar BRI L ERA|, MEFHAEN , F2E ZEBAN
Amazon SNS £ K THRBHAARNLZ M,

MREBERBABAWEE , JAFEHREBEHEE C AWS hatbot ZBHEE | UEMK B H{EXE
Amazon Chime BIXZE, MFEFMER , F2H "EEL & "HEHE AWS Chatbot #1 Amazon
Chime &,

FRERHE Amazon SNS TEMABAKRAUBF (X228

1. & A AWS Management Console I BiE Amazon SNS 12 4& |, #8ut A https:/
console.aws.amazon.com/sns/v3/home,

2. REBZIH B Topics (¥ 78), BIEITHE , AR EIE Edit (RE).
BB Access policy (TFEUBER) , A%IEIE Advanced (EPE).

4. 7£ JSON fREESH , ABEFME T YRAR ., BIEEE ARN, AWS [EiF, AWSIRF ID fl* &
B
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FRABTIEXRA

ERAEER

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]

},
"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

ZBRBRR e a0 BT EHIFR R

"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [

{

"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {
"AWS" . "EM

b

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS :RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {
"StringEquals": {
"AWS:SourceOwner": "123456789012"

ERBARRBE
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}I

"Sid": "AwWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"
}
]
}

5. BERTFEE,

6. 7 Subscriptions (FTB) # , MEEEFIRENFE., BEMIE, RESMERIBEXNR R B EN
AIRE. FRETREFEAGSAERERMBEANERE. WEFMES A F2H T8
BAABRNEZ £,

£ Slack 23 AWS Chatbot A Fis L HEHZE

1. FEMKER AWS Chatbot BEE BRI HITE Slack FEEE AWS Chatbot g RIR1E, ERHITIEE
BRI FERTIEE , UERBAETREES .

- B IAM At K FEREEEERZEIZACHACRERE (flu
AWSCodeStarNotifications-Chatbot-Slack-Role), 8B EIR KA B AR,

« £ SNS =EH , BERLXERETER AWS #1[E, EEiEZE AWS Chatbot i iz B SR
REESH C AWS hatbot AF IRV IEREEGMEXEFFITH Amazon SNS & , EABEA
RABIREFN—9,

2. ERAFREIERF. RE , B ERIBANFRIGERELAFKMABE, WEFHMEEN B

S ExEAEAl,

(® Note

BIREETE Amazon SNS £E#% , 57#% AWS Chatbot AF % BKBZIE, EEMEEE
H#EEEIXE Slacke
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REABTIEEEA EREES

£/ Microsoft BBk &IZE AWS Chatbot ZFix A AEE &

1. kB (AWS Chatbot BEIEEIER)Y FHITE Microsoft Teams F5&E AWS Chatbot K38 RIE/E,
ERHITEEIRER  BEETHRE  UEFEEBHMNETHRERS

- BY IAM AR K BEREE—BARASHIZACHNACERE (BHlw
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role), iEH B BIRRK
AGWRIE,

- £ SNS XEH , BFRXRBEIER AWS 18, E&EE AWS Chatbot A kiR B S
REEAH C AWS hatbot AF IRV IEREEGMEXEFTH Amazon SNS & , EABEA
RABIREFN—E9,

2. EFRAFPWREURER. A%, BUUEERYBARAKERELAFPRMABE., MEFHEHR , F

B BVENRE,

(® Note
BIBERTE Amazon SNS T EE#% | 552 AWS Chatbot AF BRI E, EEMEEE
N EEIX E Microsoft Teams.,

BEBANRLEZ

BAUEARBAEIETEA , MAR Amazon SNS T ARBBERE AWS EIFF ATEERNFT
BBEAMRABR, ShaaRBENSRLEENFAER,

RBERREE (24

1. BIRKFEEE AWS ABI Ex#EH |, ik A hitps://console.aws.amazon.com/codesuite/settings/
notifications,

2. EEBIH , B Settings (XE) , R&REIF Notification rules (BZ R Al).

3. & "@EA. RABES , EELB B AT AWS B & AWS tRF FRYEZ#R Bl Fr £ A /Y
BEFE, £AREREE AWS EiF, MR B EREBETRA Unreachable (EERR) , BARES
BRITHE, WEFHENR , F2E HHEE

iR E A Bl B &R E (AWS CLI)
1. ERFEEIDSRTETP , BT list-targets n S RBRFTIEE AWS EIF A AT A B X B B Z/

== e

JBE
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REABTIEEEA EREER

aws codestar-notifications list-targets --region us-east-2

2. WMERI , koSS ELE AWS EFHESEEMNZRMN ID F ARN , BLUTIHRE :

"Targets": [
{
"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationRules",
"TargetType": "SNS",
"TargetStatus": "ACTIVE"
3,

{
"TargetAddress": "arn:aws:chatbot::123456789012:chat-configuration/

slack-channel/MySlackChannelClientForMyDevTeam",
"TargetStatus": "ACTIVE",
"TargetType": "AWSChatbotSlack"

}I
{

"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationsAboutMyDemoRepo",

"TargetType": "SNS",

"TargetStatus": "ACTIVE"

S BERE AR A B E

BA L WREBEARE  USFEEEBAN—RNZEEE, B AFERRBAETIEXTRA  HEFEE
HBRAKWEBEEZE, AWSCLI

SBEBRARANEE (EEHR)

1. FIRBEE AWS ABT EF#A |, #8i A https://console.aws.amazon.com/codesuite/settings/
notifications.

2. HEEEI+H , EF Settings (FRE) , AR Notification rules (B H# 8l).

3. E[EBHAA P 6 REAHHEBENBEAZ AWS IRF AWS EBif PHERBZENRAEE. £H
BIESREE AWS EfF.
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REABTIEEEA EREES

4. BRESE  REBEE Edit (R8).
5. 7t Targets (B#E) 1 , BT FHIHEHF —EEE

- FENMEHMERER  FEE EEER, AREFETREBLEZHNEN Amazon SNS TEH
AWS C AWS hatbot (Slack) 2 Chatbot (Microsoft BIBk) B Fif, &0 LL#E#E Create SNS
topic (B3 SNS =) REVFEAHMEABFE. —EENKRAUKZAHE 10 BE £

- FEBREE  FRELEBRRMN EES 2 Remove target (B R E &),
6. BEERXR,

i B R B@E A Al (AWS CLI)

1. ERFEIDSIRRFETH , $1T subscribe LB EE, Hlin , L THSEHE Amazon
SNS FEMABE AR AN B E,

aws codestar-notifications subscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. WMRERI, - SELFFEHEANBRAN ARN , TR,

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

RBAFBBEREZ (AWS CLI)

1. ERFEEIGDIRRIFE , #1T unsubscribe e S UABKRERE, flin , LT EREKRMAEA
3R BIB &/ Amazon SNS &,

aws codestar-notifications unsubscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. WMERI , kS SECFFEHFBEABRALN ARN MFrBREENHBENR , W TR
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"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
"TargetAddress": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopic"

}

i
%

BFESH

o fmeEE AR A
- BASERBARAMNBERN

il BR3E &N 48 B B 4R

MRTBFERR , TURHEMBR. —EERARRE 10 BEENRNEE  REMBRAFTENBEES
BRATRENEIZBARINE4ERREZRE,

(@ Note

MR BHRAE RS EERREREUAEENFEEARNDBE , EFEMREER
&

MIEARR B E (X2 A)

1. BARKFIEE AWS ABIT Ex#EE |, i A hitps://console.aws.amazon.com/codesuite/settings/
notifications,

2. HEEBIH , B Settings (RXE) , R&REIZF Notification rules (BZ R Al).

3. HEBARAUBESR K BEALBIEAAWS IRFHHNEIR AWS B FIRENBFEE., £
EREE AWS B,

4. BEBHBAAUBE , RRIEIE Delete (MBER),
5. &A delete , R&1ERE Delete (HER)-

4% 378 20142 B B &2 (AWS CLI)

1. ERBEIDTRTERTT , #11T delete-target 5 , WHEBEMN ARN, Hltn | THGSEMH
Br{E A Amazon SNS FEH B,
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REABTIEEEA EREER

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. WMREY , KHTTFEEEEARR, MREAH , S TEEDHER. FERNEREIEA -
ZEEASR A B R

An error occurred (ValidationException) when calling the DeleteTarget operation:
Unsubscribe target before deleting.

WO LAER --force-unsubscribe-all 28 , S EBERFREUNEABENFEBENRRFAE
B, REMBRZ B E,

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic --force-unsubscribe-all

R EEAF AWS Chatbot 2N ES

AWS Chatbot ;& —I8 AWS R , 1] DevOps MEXEEBH R BEX{E A Amazon Chime BIXZE., Slack
$E3E 1 Microsoft Team S8 , WEIE R O fE AWS Bl HHVIRESH., SR EENE R B EE
AWS Chatbot Z BIHWE S %E#*ﬁ%ﬁﬁ%ﬂ%mﬁ“ﬁgﬁﬂﬁ Amazon Chime Bl XZ=. Slack $&i&E#
Microsoft Team $EX& ., ZZI] Ser il ERA , 552 AWS Chatbot X5,

R EE AWS Chatbot WEEZHI , BXLALREEBARUNKABEFE, MEFHMENR , FSHEE
EREVBAHRA, BBHEE AWS Chatbot F5ZE Slack $HE. Microsoft Teams #H&E =X Amazon
Chime IXE, WMEFHMENR , FSHELRBEH X,

FE

« 5 Slack $EIEEXE AWS Chatbot A F i

* % Microsoft Teams $HE7%E AWS Chatbot A Fim
« 5 Slack 5 Amazon Chime FE)iXEF Fif

5 Slack 38385 E AWS Chatbot A F i

SET LA ML fE A AWS Chatbot i Fimfi A B ERNBEXHMRR, MRER Slack HEEIYAFiw , BTN
HEEALERAFR  MARVBARNc TEREFHNBER. ERFREHLBAE Slack HE+H E’\Jﬁiﬂ%ﬁ%
BENEE.
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MEAETEXES EREES

f£ A Slack 23 AWS Chatbot A Fix A B &

1. SEKE AWS Chatbot B BISEIH I Slack H57E AWS Chatbot HyIEREME. EAHTESE
RIER | BEETIIRE , NERBALTRERS .

- BY IAM AR K BEREE—BARASHIZACHNACERE (BHlw
AWSCodeStarNotifications-Chatbot-Slack-Role), EEBIABEI KR KA RN A,

« 71£ SNS topics (SNS £/&#) F , BEFFEEEXEDS AWS EiF, EFEE AWS Chatbot A F
IR EER , RIS A AWS Chatbot Al Fim2 M EBFTALEFF AT Amazon SNS £ |
WHHBRABHRAREIRERN—ID,

TERAFWMENER. AR, EUNERIBARNKRELAFRMABR. NWEESHEE
A, E2E ELBEASRLA,

(@ Note
E%XE Amazon SNS XE2 % , B EEMK AWS Chatbot AF ik, EXMSEE
HNEEEIEXE Slacks

A Microsoft Teams $BJE 5% E AWS Chatbot A Fim

O LA AWS Chatbot B Fisf A EEZMWBABE A, WREAE = Microsoft Team BB E I A
Fiwm , AMUNEZERALKAFR , #RARVBHRAz THERESLHNEE, ERREHIBE Microsoft
Teams SEEHRHBHHZEENFE,

£ A Microsoft Teams $81&2 Y AWS Chatbot Fi Pk A B &

1. B (AWS Chatbot B¥EE35R) FMITE Microsoft Teams HEEE AWS Chatbot #35 RERE,
ERYTEERER K FERBTIESE , UMEEBHNETRERES !

- BY IAM AR K FEREE—BRASZHIXACNACER (W
AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role), iEHBIA R BIARRK
AGWAIE,

« 7£ SNS topics (SNS x#8) F , BFRFEEETER AWS EiF, E&#EE AWS Chatbot A F
IR A EER , RIKEA AWS Chatbot A Fin 2 EAFFA L EFF ATHY Amazon SNS & ,
WHHBRABHNRAURIERFN 5.

2. ERAFWREMERF, AR, EUNEEVEBEARAUFEZLAFPFHRMAER. UFESFRE
A, m2E EUBASRLA,
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MEAETEXES EREES

® Note

Z%E Amazon SNS £E 2% , B WS EEM AWS Chatbot AF in# bR, EEMEERE
HN L %X ZE Microsoft Teams.

2 Slack = Amazon Chime FE%EAF ik

B LUIE BB A Slack = Amazon Chime 2 BEER U E S, iIERA Amazon Chime BIXEERE
BAWH—TTARZ, FERELHESE  BSET —@ AWS Chatbot A% , A FiRERELE
RABEHF A EZER Amazon SNS £,

FESEHEE AWS Chatbot 1 Slack &

1. BI{E https://console.aws.amazon.com/codesuite/settings/notifications B AWS BB AE T E X

28,

2. I Settings (BRTE) , RRIEF Notification settings (BHIFZE).
3. £ Notification rule targets (BXR BB E) A7 , SREERE 1,

® Note

B REZEENR R EAEH B FRMEER Amazon SNS £/, EWHBEREE
7, BUNRTEFEEBR —FEARANER , AEEERNER,

BI{E https://console.aws.amazon.com/chatbot/ AR AWS Chatbot 12 &,
iEE Configure new client (RREHTFH Fiw) , RRIEIE Slacko
iEE Configure (8 7E).
BANIEW Slack TEZ=M,
MRRFRNICHFERFEIRE |, FHEE Allow (72FF)o
i##Z Configure new channel (FXREFHHE).
0. 7£ Configuration details (AREF¥AHE FA) F Y Configuration name (HEERTE) F , M AL A F iR
28, LEBEELELBEARAK , B/R1E AWS Chatbot (Slack) B EEE WA A B ZEEER,

1. Tj‘: Conflgure Slack Channel (%7 Slack $838) #J Channel type (BB HR) f | RIBBERSHSE
A IEIF Public (8 F) = Private (AH).

= © © N o o &

« 7£ Public channel (X E#EIE) # , #£7FEHIEIE Slack HEMNE R,
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MEAETEXES EREES

12.

13.

14.

15.

« 7£ Private channel ID (FAB#83& ID) # , B ASHERIEH URL,

£ 1AM permissions (IAM 55 8]) A Role (A®) & , i#$F Create an IAM role using a (£ &
REI IAM At), £ Policy templates (B & A) # , ##F Notification permissions (B1FF
A), 7£ Role name (BEAM) F , AL A BHERE (i1 AWSCodeStarNotifications-
Chatbot-Slack-Role), 7£ Policy templates (B(ZR&EZA<) # , 1#$F Notification permissions (i@
HEFF)o

£ SNS topics (SNS £ &) 9 SNS Region (SNS [E1F) 7 |, BIELETBHB R EZEN AWS E
. 1£ SNS topics (SNS &) # , BEELRTERBHH A BFEHN Amazon SNS TEE B,

(® Note
MREEEVFERALAFRBAEENBEIRAY , AFFEATHIR,

i#$E Configure (883E).

® Note
MRECHELARERE T RS | RIEBA LB AWS Chatbot IMAZIEES , T4
ERRETEIEL. WEFMEEA , S5 AWS Chatbot X H.

(ER) EEARRE  FHEERPETEE , UNSKERMEM Amazon SNS TEMAHEBEEZ
BARAANEA4RE, fim, IREF-—EABMNRUREAEHRIFRETERKELIBA , F
R REITAER , RREBERDET Slack i@ , LEFBAMK LR,

#&@4%NEE AWS Chatbot 1 Amazon Chime &

1.

4.

BI{E https://console.aws.amazon.com/codesuite/settings/notifications BAEX AWS BB AB T E X

#E,
#1Z Settings (FRTE) , ARIEFE Notification settings (BHIFRE).
£ Notification rule targets (BHIAR A BE) b , SHRIEHBE,

® Note

BRI LREZEB AR EAREE B EMERN Amazon SNS £, EFAHPHEEEE
A, BNRITEFERHY —EENRANER , tFELESHNRR,

£ Amazon Chime & , BIRBUGER EHITESHNIIKE,
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BRARTRERA fER% SR
5. BEELLANERETR , AKEE Manage webhooks (B Webhook).

6. 7 Manage webhooks (Z ¥ Webhook) ¥I55 5 , 1#1F New (¥718) , # A Webhook & ,
SR1%I1RIZ Create (B 1),

7. HERR Webhook HIE , #R1#%i®1E Copy webhook URL (#% Webhook URL),

8. HIfE https://console.aws.amazon.com/chatbot/ BAEX AWS Chatbot F1£ &,

9. #1E Configure new client (FRE# A Fir) , A& 1EE Amazon Chime,

10. 7£ Configuration details (#R&5¥#HE &) Y Configuration name (HREZ ) b , WA LBWA Fix
ER,

11. £ Webhook URL & , BY E URL. £ Webhook description (Webhook i) /1 | 242 AR,

12. £ IAM permissions (IAM FFAI) F# Role (A €) 18 , i#1F Create an IAM role using a (£ A&
REV IAM BAE), 1 Policy templates (BUREA) 7 |, 1#$E Notification permissions (& £15F
Al)o 7£ Role name (AE2EW) F , WALLAGHWETE (Hl20 AWSCodeStarNotifications-
Chatbot-Chime-Role),

13. 7E£ SNS topics (SNS E£2&) #J SNS Region (SNS EF) & , iBELE I @EANE A B EH AWS E
., £ SNS topics (SNS ) F , BEEREABAF A B ZER Amazon SNS FERHE,

14. i#4E Configure (FXE)-

15. (BA) BEEAHES A BEERDPETEE  UFSHREAMEA Amazon SNS TEMAHBEZ
BARAWEHER, flo, MREE—EBARAREAEHRERNBRETTREEXELY , #
HIREGERIN L5 | REEBIERFESF Amazon Chime BIXE , EFEHMFHE,

£/ AWS CloudTrail 524% AWS CodeStar Notifications & %1 AP| F0Y

AWS CodeStar Notifications 88 AWS CloudTrail & , REREHERE. ABH AWS BRIEFTER
H{TEIRIRC 8%, CloudTrail 2fEUBXIH APl FEIUEHEEH, N T IERBARAESTEZEAE
TR | BAREAWS CodeStar Notifications API fEE£ RN IEF I, MREEEHEEEK , B AT
# CloudTrail B4 FERFEl Amazon S3 REFETR , S R/BHANEMH., BIELRETER |, KA
#iB CloudTrail E# & FH Event history (EHE L&) REZKFEMH. ZIRA CloudTrail AT E
#y EFAR Y ER | AWS CodeStar Notifications 2 HEVFER , AR HFBERN IP that, A8, BEMHE
fEE A E

MTEFHMEA , FF28 CAWS CloudTrail EHEER) -
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REABTIEEEA EREES

CloudTrail 9 AWS CodeStar Notifications & &H

EEEMNIRFEE , RHKASE AWS RF A CloudTrail, & AWS CodeStar Notifications #1284 7E
BhEF | ZORE) D ECEETE CloudTrail B4 |, Hb AWS BRISEH RIS 8EM Event history (B4 BI25C )
., EBa R, BENMTEH AWS IRF WEHTSEH. WFFHEER , F28FH CloudTrail E4E
S EHBRESEY.

EERFERE AWS IRF WEH (2% AWS CodeStar Notifications B4) , 2B, BHtae
Z CloudTrail # HFEERFE Amazon S3 EFETHE., (AR , ERETEAPEIERE , REHE
ERAEFAEWN AWS [EiF, ZEMELERE AWS 2 EFFMEEENEH , YA BFERRINGEE
EEHK Amazon S3 FFETE., AL, "‘—IJ«)\ gEHM AWS BRFE , LE—F 2 FEE CloudTrail B
SRR ENSESHER., NEHMAEA  BF2RTIRE

38 Mt Ay BT E
« CloudTrail ZEWRBEMNES
« X% CloudTrail B9 Amazon SNS JEHI

- EWZEEER CloudTrail B 5HERMFWZEIRFH CloudTrail BFER

CloudTrail €524%FTE AWS CodeStar Notifications )€ , W52 &M AWS CodeStar
Notifications API ##%, fl#0 , ¥ CreateNotificationRule, Subscribe
ListEventTypes B)EZ HAYFILETE CloudTrail iSkiERFELEE,

B-FEHRAREEHSLSELEFRENET. B EATHEIEHE T5IEE !

« ZEREREBEH AWS Identity and Access Management (IAM) A& BERIEH,
- REZERK , RECEATHEACGEHME I 2 EAENERELRE.
- ZFEREREEHS —EAWS RERE.

MEFMERF , F5ZE CloudTrail userldentity T3,

T BRERER

Bt —EEHRE  TEEHUBAFRERNEARNSELIEERN Amazon S3 f#FET#8, CloudTrail A&
1’3'-?1‘?@‘“ RZEAFEE, —BEE4HATARFRELNE—FR , XITEEREBIE. FRH A BN

SERSEEEA. CloudTrail BFEEILIEMANE API IR B EKBERF | RS LUEMSEIE
FH:IIEO
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REABTIEEEA EREER

AT & 65)8/RAEY CloudTrail BESE B REWARIBHR A , @& CreateNotificationRule M
Subscribe &,

(@ Note

BAAFEREEPNELEHTEREREELEAR
AWSServiceRoleForCodeStarNotifications,

{
"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
3,
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "CreateNotificationRule",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"description": "This rule is used to route CodeBuild, CodeCommit, CodePipeline,
and other Developer Tools notifications to AWS CodeStar Notifications",
"name": "awscodestarnotifications-rule",
"eventPattern": "{\"source\":[\"aws.codebuild\",\"aws.codecommit\",
\"aws.codepipeline\"]}"

b
"responseElements": {
"ruleArn": "arn:aws:events:us-east-1:123456789012:rule/

awscodestarnotifications-rule"

b

"requestID": "ff1f309a-EXAMPLE",

"eventID": "93c82b07-EXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-10-07",

"recipientAccountId": "123456789012"
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ERAEER

"eventVersion": "1.05",
"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"
1,
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "Subscribe",
"awsRegion": "us-east-1",
"sourceIPAddress": '"codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"targets": [
{

arn":
"id": "codestar-notifications-events-target"

1,
"rule": "awscodestarnotifications-rule"

.

"responseElements": {
"failedEntryCount": 0,
"failedEntries": []

.

"requestID": "9466cbda-EXAMPLE",

"eventID": "2f79fdad-EXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-10-07",

"recipientAccountId": "123456789012"

5¢ 2 B AR
AT EFA A BB S8 % B PSR 1T SR AR

ES]
- REREERLE BRI ST AR

"arn:aws:codestar-notifications:us-east-1:::",
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- REZRRBAKAA

- REZETBEANSAA

- RBEEFERERNEA

- E2EWEI Amazon SNS B4

- RBFEENEHBEL

- RETHRAMTEBHMNEEREETARLIER

- REERSENNERNIRE

REBEERLE @A A QW EIFFTEER
MELHERANGT. IEFTSHAER , F20 5o RBEHH,
BEERAEBEHNRA

BIRE : BEAFABABIEXTEAR | 1 Settings (FRE) & T I&$E Notifications (BH) B , HBEHFA
N

AREMNEERR : BARRAREBHFIENF, #R AWS HEASTERK (Hl20 CodeCommit
%[I CodePipeline) WA 2 ZERRMBASBEANFT , EENFAXEBANRHE L NS REEANN
TEl, HE  BUREREBREAE AMEAEHAR , MEABRTAFEREEAN. NFEES
HEEA , F2E S0 BBEE,

BREZEVBHRL
FARERBEVBHRAFMENTT. WEESHMEN , BF28 5oL BERE,
BRI AR FIEREA

ECEVBARAUNHEERR K BANETERIFVHERSERERNFEE. LAREKREIREH
EEFNERNELN, MREEEBRAC , FERRBENITRBFTEDBE.

2B UWE Amazon SNS EH

HEEHYEM Amazon SNS FTEHMEE , FRETIEE .

+ FEFETE Amazon SNS TERERBEARAUMEBN AWS BEHHEIN.

EEEEEfé}EIJ %EB'{LT'EIJ% EnTﬁIEEEEIJEEiEE ﬁﬁﬂ{ﬁaﬁﬁwu n]-ﬁo yuﬁﬁn¥%ﬂiﬁﬁﬂ
Amazon SNS £,

:I:II‘H
\\}t

B ¢ Ui i 5] BY
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https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html

MEAETEXES EREES

- BERTEBECIES R AWS CodeStar Notifications i EHEEETZTE, TEHREEZLE
BHLOUATHRRR -

{
"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
MEFELSHMEN , F2E HEBHAN Amazon SNS 7
BB EE/NSHEA

UTRERZEENN&E RER

- ERAERREZEISHRASHERENBARR , MAZRSITREMNEL Amazon SNS FERELR
AMEE., EEMRAUEE , FECHITBREF—EEXE , IFEEANRNUBKRERIER,

- —HZEBANRABREE AWS Chatbot BE , T BIEHEE FEA4 WA EM Slack $83E. Microsoft
Teams #HiE5, Amazon Chime B X ZEF#EWEH, ZEHRILEE K FERZLENE FBHHtbuEER
SHETBI AR Al B 28 Amazon SNS £ , A& Slack $8i&EH Microsoft Team $Ei&E R 1R E
A,

BRATHRAMTEEXN B FIREERAETER

BEEMEREMARRE : Active (YEFBH) 1 Unreachable (#E3:E#R), Unreachable (EAERR) K~
BHEEAZEEE , BEERRY. BASREEEIEXEE , MERY , MREBEERA Active (1EH
l:Fl)o

BARANEEURERAUTEP —ERRMBEEER :
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- &R (Amazon SNS F &= AWS Chatbot A Fi) 2EMR. ABEAMFAARES —EBE,

« 1% Amazon SNS =& , ERDMZETEFFRNBER , REMER AWS KMS £, MEESFH
B , B2 T @K Amazon SNS i,

« Amazon SNS FERDBHMENER. BRIFBBER , BRIEEKBENEIAZE Amazon SNS £,
MEBEZFHMEN , F2HE ZEBEHH Amazon SNS &,

- BE (Amazon SNS = AWS Chatbot) #9 X B BRI AT RE 2 4+ R E,

REERRSENNERPRE

AA AR EAARE. BSRBANES.

B ARV EC 2R

TRILMBABTETRATEANRE (LBARE). NETBERANET , FSHAWS

Service Quotas,

R R
AWS tRFHEVBHIR BB LR 1000
BAIR A B EHE LR 10
ERMBARABE LR 10
TEERIELR ?

B LAER "TERABIE, FERATPIERIIEE , & AWS EIR (620 AWS CodePipeline A ZBF2
BEEE) Eif. LIIEEEECH API, tHEi2 AWS CodeConnections APl 2%, S{EEZEH2ET
DR ME AWS BRELLEEZIE=FERENEIR , Hl0 BitBucket, fila0 , A LAE P #TIER , M
CodePipeline BEHH HIBEERXBRTELETEXREENBREE, SEERTEEE , HEA
RS EELZHHE— Amazon Resource Name (ARN) 1B E3 B,

/A Important

AR#5 5 % AWS CodeStar EREEH €. EALENNBBEHRBEERABNERNER
Epg N
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KEE R ERR M AT RE 2

BUNERBASTEREMERNGE , KE=AFHEBTEREEN AWS BRES , 5 :

« Connect I EHE = HHFER (HI40 Bitbucket) , WEAFE = HEHRMAEENERESHER AWS
R , 5180 CodePipelines

- 7£58 =7 CodePipeline #tFEEH) CodeBuild ZEHZX, CodeDeploy EFAERXMEES , fi—EE
B & RIERNFE.

- EHBEHARDPEAER ARN R CodeBuild ZEZHZ, CodeDeployfE AR FEE CodePipeline ,
MAFESZERENEBRISH.

RO AMBLEE=FH BRI ER ?
BRI BUS B AWS BIRET T I =57 HE R 1 B

+ Bitbucket Cloud

+ GitHub.com
 GitHub ¥E

* GitHub 3 AIBRER
+ GitLab.com

/A Important
R GitLab B1E 15.x IRREHARA,

* GitLab BREER & (BARDFEMIALEFR)

nlh+

MEEFRTERENESSE B2 "EUSEmMERN T/ERED -

SHEEiRREEEE (Plm) BILERN PR GitHub , RERZREMNRMHEER (flw0 GitHub ERAR
2r) NZBRTRE, MFEAREHEEREEERNSHELSR  F20 "ERER, -

(® Note
BEEBMN (KB ) EAERE AWS B |, B4E

1. REEBHRENEAER
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MEAETEXES EREES

2. MAEE

EESENEARAERMN CKHE) BEEPRER. c8EF=-1HEHMAG LG  XE
TERXEHMENERNREEAERN 7M. ERRELERER K EREE=SRHEBE
ERAZEERBERILAEHNES , W EETUEBFERE R X EARENRERHETT,
RIFCRARE , RABRKIERESREENER, BALESE , IRTERTFROBRBEET
AREENFFENER,

BEARAZES , MRNEREERFFENEARER , F=7HEE MR AT ERRMN R
BRAMEHESR , QtFRREFEAXEIRBRZEZERARER. UFFMEF  F2

B XA [E 15

fTE AWS BR#%5 ELEHBEER R ?

BRI L ERESEBRAE - AHEEREEM AWS Rif. EERBESNRERS
CodeConnections HE R RBES.

E AR AN ALEAE ?

3
¢
8
R
>
=
w

BYVAREE=ZFIRF LRE AWS SPRBEAEANREMFIE  TREVER. RRERZR
EMEIAEALRE, BERE , BUURHE=ZSIRF S AWS BRIV FEUHE, ETRERKAR
& AWS BEREFIRIB I BEIRFFHAR , fINREREE. RE  SNEEMAXZZESE
AWS Br# AEER < BERELZEH OAuth Bk,

MRGEBRYECDLEIRMEEFA (40 GitHub Enterprise Server) HiE#R |, L FEH AWS
Management Console.

Connection ARNs

Third-party

rapository Installation

)

aws

T AWS R BEREE R ? 55
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MEAETEXES EREES

EREHBIER AWS IRF NS E, EENENSTXNBEEER DK ARN, Eff ID REZLZE8F
REHMEH UUID, MIBRYEFEILEFSELETNELR ID, ALtEEFEER ARN, EXRRNER
ARN BT E2E8EFMH,

MBI HERER Pending REE, FEFE=AKIE (OAuth RiE) BF FTEETHREMRWRE , LR2
& Pending 8% Available AR7E, TRMREZR , EIER AT LAvailablet AWS R —iEfE
A , $l0 CodePipelines

MNP EMER Pending iREE, EEF=FHMEFTETHERNRE , ERER Pending £
A Available iREE, ERLLIREZR  THEESE A Available , BETAREZE N T EHERNE
%o

ﬁuﬁﬁ)_?v?lﬂfumhmwﬁ nﬁ/ Eﬁ rL_L:EE*ﬁ'L%iH’JIﬂEUIL%EEJ o yu?ﬁ%ﬂ?%‘z{ F’EF‘?LII*%I«E
umhﬂﬁ&&’ﬁ E2E EVSENFEN TERRE, IEASEHERERAZERNSRKIER ) S
B TEEAERRD o

£ IRE R AWS CodeConnections
HRREXER , EXTE2EBMAE AWS BEHEEER,

HAER ARN BAERREVKHESEE , FTRBEFTZIRNMMEMNEL. BIERERNELZE
HERERENENNEE, BEHEREFRENENDN AP EXEHIHE : BIER, EFRE. W
BREMRNIRCER

ERNIRERTRLKTANER, CREEEVIRERNERFEAER,

« BRFBUY—RER , RARFATLUEEM AWS BEHHER.

- MREBVERNESRARE  SRERFERERERN AP, BENAKSEEMEERESE
&E%io

BETEAW CLI RIIHERERE  FESETHE R T EEIKRFHBBO A ERER,
. "“‘"‘TEE?E’E?:JZ CLI EIH EHERE , FEIASE MR EE S EEIRFEEBN ERER,
» £/ CLI Jl SR SRR T M ERAVER AT | MWMEREN CLI BEHAM , GihHSEEE#

ARN,
BIUfEHTEN ITERE
BIYCLZRMEENER R , EAET T,
FHTTBEB LT AREE -
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* Pending - pending MR ERBIUMNER K KEEXRE (B ZE available) FeEEA,
- Available - BAILAEA R available T HESERERE,

TYEFRAR : BB CLI. SDK = AWS CloudFormationZ2 3 2% & #7 = #4 :

IETLAE A CreateHostAPI 2RZ 3 AWS Command Line Interface (AWS CLI), SDK kY 3 #
AWS CloudFormation, 3% , T#ER pending i, EBAILIERAFRAN RE BERTHRE
Fo

THERE: AITRABVHERTH

ZZU%MEE_LEEEER%?M ZA (4170 GitHub Enterprise Server = GitLab B REE) WIiER , B4
RAEBRVIH, NMRECETERINEiRMEERER (HI40 Bitbucket) , FBREIBE I TN T RIEEE T
EHRo

FRERARETHIAHARER pending FE A available,

Host
already
created?

Yes Yes

Host set
' up?

No No

Create in CLI Create in Console
State: pending State: pending

v
Set up the host in
console R
State: available

h 4

Use host with
connection

BYSEERN T/ERE
BiLERE SO LUEBISFERARENTE  UEE= SHERETRERE,
HEIRTREA T AR RE

* Pending - pending EiRRHBATHK (EEA available) FeEEARELR,
« Available - BHLAER available ERFEERRS PN HMERAMERE,
« Error - BW error MENERESEBEN., EFE A available FIEEEEA,

AR ITIEE 2
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_CreateHost.html

MEAETEXES EREES

THERE : BB CLI, BEHEBEHNUATEREIRER | AWS CloudFormation

B LAfE A CreateConnectionAPI 3RE 3 £ AWS Command Line Interface (AWS CLI), SDK =#)
B4R AWS CloudFormation, BB EBER pending iR, EBOJLIERAEE AR Set up pending
connection GREFEER) BEREHRERF. IREAERTEEIRENFTAREN RERETE
Ro RBRBULIERAETEETRRIE , WEEEAHIERE Complete connection (FERELR) , ISERE
F available HREE,

TERE : BURNENETZARER

MREERZVHEZERHERE (A0 GitHube X[ ARER) FVELR

AR EH, NREEERT
RirtEEEE (HIW Bitbucket) , FEHIBE M FHEAY D BRI {18 12 1

Ko

FEFAFRABYRNEMER , BEFAEEAS LK CodePipeline fREEFEREKBIZLZNE=HIR
fitE, IREERTERAERBEULERNFARENRE  AREATRARELER, TREERR
B, YESHISESY pending 85 available AREE,
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ERAEER

Provider type?

Cloud

Installed

h 4

Create host
State: pending

h 4
Set up pending host (registration
handshake)
State: available

v
Create connection
v
F e F Yes
Creating in

console?

Create installation

| v No
_ Create in
Create in C_Ll CloudFormation
State: pending State: pending
T
v

Update pending connection (create
installation) in console

A 4

Use connection
State: available

L0 {r] R 46 {5E AR JEE AR ?

EERBER , UTR-LEANTETHRE .

- THERNERNEE,
- RERBEMERTENER.

- FRRERERENE —EERTSCMHERIER.

A B4R E AR AR 2
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BB

WMRETHEBZNMNTE  RENEAERDESLEREZ, UATEREARBAESTETRELPRERE
FETH -8R

Z
E=ARFE LM AWS EARX#TEE., £% AWS CodeStar Connector FEFTERAIZE AWS 17
WE=ZFRFANER, ReEEE=FHHEFNM LREBERE,

AR

AWS ERRARIESE =1 RRREFEERDEAM AWS R,
B=LREFE

HRBHL RARFEETER AWS Wi#EFE. fli , BitBucket EFERE=HRFE,
HEREE
RELSAMERE=FREBEFENRBRAR. B AWS ERERB/NHERER, &£

MHENERSE L LZERRRFREENHESEREZEMESER, 60, GitHub Enterprise
Server B L& HEREER,

B
RELZREF=FEHEFERZHNER, ERSEATRRARZRE=-HEFNRR:SE , 6
#n GitHub Enterprise Server, &AL AR MR WA ERE Y —EIEH#,

(® Note

FEREEAEINEE GitHub Enterprise Server HEiRE K FRASALEBITHERES
ﬁﬁﬂlg_%ﬂﬁo

AWS CodeConnections 3% /Y FEm F i 2

REANHE T HEE AWS CodeConnections X FH 22 FE MR A E B

x5
« Bitbucket X ERHERFIFAY
« GitHub ¥ EXEM GitHub 2 & FHE
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BRABTATRA (&SR
* GitHub ¥ fIAREE X EH IR E B R M RA

- GitLab.com X EIRMHERR

- GitLab BEREENZEREHEER

Bitbucket X Ayt FEETEHE

& ] LA Y ER P 45 H 75 5F Bitbucket EREEERARER

AR EZRE Bitbucket HLFEFEFEE | 4]0 Bitbucket fIRER.

GitHub {2 E X EH GitHub R4t FHHA

B LAE A BE GitHub GitHub ¥ EREZERER.

GitHub ¥R 2E X ERYIR & B A MR A

A LSS PR B AR GitHub RIS EBEIRA—RER. NEXBNRANEE

B https://enterprise.github.com/releases/

s
¥

/A Important

AWS CodeConnections 73 & 2 &AH GitHub ¥ MRS, Hltn , AR BITHRAFEFEE
2B , B AWS CodeConnections bt A8 GitHub 1 # @ RET 2.22.0 iR, EEELR |, 5
FHERZE 2.22.1 R EFHY BT A RA,

GitLab.com XER R &G

BAILAME R GitLab .com HIELR, MEFMEA , F2E E1HELR Gitlab,

/A Important
B & GitLab ®4& 15.x xR EHMRA

GitLab BEREEN T ERHUERE

BT LAER GitLab BREBEREMNER (EARERRIEER). WEESFHEER ,
GitLab B R E R #YELR,

3
®
=
W
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b
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REABTIEEEA EREES

Bl AWS CodeConnections B E BBREES

AWS CodeConnections EEEF ZIREF SERHER M AWS REERTE—E. FATISHFNE
A, BEEREEFRUBRSLEFANE BARE.

LAT 48 B8 &R 7 165 BY S 62 A L AR 5 o

ES|

+ Amazon §¥&## CodeGuru 3

* Amazon CodeWhisperer

* Amazon SageMaker
+ AWS App Runner

* AWS CloudFormation
* AWS CodeBuild

* AWS CodePipeline

* AWS CodeStar

» Service Catalog

* AWS Proton

Amazon ¥ CodeGuru =

CodeGuru ZRERARERBREFEERRBHRE, SuLlEAERESESEEEE EABHNE=
FREEERVBEB . MERERE  SUUEHPEFNAERE CodeGuru Reviewer SLEE#E GitHub
BEEPNREENE  UFRIXEZEXBNWER , 5528 Amazon CodeGuru Reviewer fEF &g
B ERE | B GitHub REEDHNRHRERE.

Amazon CodeWhisperer

Amazon CodeWhisperer 2 — AR BELNFRERBIRKE, CodeWhisperer #EENERT |
WENRFRHERXBEER. WEXE CodeWhispererE PSR EFAEEENER KRN BTSSR , EF2H
Amazon £ CodeWhisperer&IEEHPHEIL HET.

Amazon SageMaker

Amazon SageMaker @ —EARERE. JIENBBMUEBBEESERNRE. WFERE GitHub #
FEEHFNHEZERE , 3528 Amazon SageMaker B ASISEFMNFERE =5 Git FHEW
SageMaker MLOP BEERZE SR

EmERKEES AWS CodeConnections 62


https://aws.amazon.com/codeguru/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/tutorial-github-reviewer.html
https://aws.amazon.com/codewhisperer/
https://docs.aws.amazon.com/codewhisperer/latest/userguide/customizations-admin-customize.html
https://aws.amazon.com/sagemaker/
https://docs.aws.amazon.com/sagemaker/latest/dg/sagemaker-projects-walkthrough-3rdgit.html
https://docs.aws.amazon.com/sagemaker/latest/dg/sagemaker-projects-walkthrough-3rdgit.html

REABTIEEEA EREES

AWS App Runner

AWS App Runner EERERMHIRE, BEEFERARBZNAR , AIE AWS ERPEEERAE
HAEMGT B AIERENLT S Web ERARER L, EAILER App Runner BBIBERMXNEE , #
BFEDBEABRINERE. ZUUEHER , BEREXBITERFAE GitHub REEFE App
Runner fR¥§, MEFHMET , FS2BE AWS App Runner BB A EIETHNRBEHFERHEE,

AWS CloudFormation

AWS CloudFormationiS IR AI 3 B B T BIRIE BN ERE AWS BIR |, IR EEELERIE
B, MEEZHBEIRANITHERRER AWS, BB Y —ESEARERFFENFTE AWS IR (4
M Amazon EC2 #1T{E#8 =X Amazon RDS &R E#1T{E#8) , I CloudFormation B & & EMEMER
EELER,

O LAE Git B A ELR CloudFormation R ER Git REENRSEE., NEZRSIH
EXFEA GtRIEBHBINBNHERE , F2REBMFEHAWS CloudFormation 5 H R F A
CloudFormation Git %,

WMEERHFEMERA CloudFormation , 528 (CloudFormation s =3I EEAEER) Py (G
& F LLE 4 CloudFormation #E % ZhAE

AWS CodeBuild

AWS CodeBuild2 AREEF AR RBHN R, CodeBuild TEE#HiE, EENEXRCACHNEER
R, mMBEABMNENRR +nnn$ﬂ§$|§lﬂ¢%ﬁ%iﬁﬁ'ﬁﬂ EHEEBEIRE, &EHBHEE CodeBuild
HEERSERANEZEN GitLab , FZ2EFEAWS CodeBuild AEEHHIGitLabiE#,

AWS CodePipeline

CodePipeline@ —BHBER TR , TAREE, REBLINBBLRTREMENSER., BAUFERE
#RRERTE CodePipeline IR B)ERY 15 0 MR F U EE

—S T

- 582/ CodePipeline BMEMNENEMHREZ EZ B, SourceConnections® EMRERS BT HI
JSON/YAML BXIEH & , 5528 (EA#EE) CodeStarSourceConnection®BJAWS CodePipeline
O e

- FERBRERAE=ARRFBEFERLEENAFIHRE , F2H B EAER,
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https://aws.amazon.com/apprunner/
https://docs.aws.amazon.com/apprunner/latest/dg/service-source-code.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/publish-extension.html
https://aws.amazon.com/codebuild/
https://docs.aws.amazon.com/codebuild/latest/userguide/connections-gitlab.html
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html

REABTIEEEA EREES

AWS CodeStar

AWS CodeStar2—BERENRYE , ARELAZE K EENEERM4HRZIER AWS, ETLL AWS
i@ AWS CodeStar ERRERHZ, BEENBERAREN., BUUFERAERAE AWS CodeStar HEH
NWEBREE=FREE, NEEIHE GitHUbREFEERZ AWS CodeStar ERMNHBRE , FZ
B8 (AWS CodeStar FAEmR) B "EVFREERZ. .

Service Catalog

Service Catalog W ZMABEYMEECRETE LEFEANERE % AWS,

EIRIRE AWS 1RF AR IFERME (HI20 GitHub GitHub Enterprise 2 BitBucket) 2 B #YE 4R
BF , EAR A EEA Service Catalog EmEZ EEBH HIMEREEEENEAER,

WMEFMER , 52 M Service Catalog £ A E BRI Service Catalog EmES ZHAERKE
GitHub. GitHub 135 Bitbucket R BIAME SR,

AWS Proton

AWS Proton R AARSMEREREB BN ERKRE. EAIUERERS AWS Protongi AR EIRE
VE=ZRRFENERE, WEFMAEF , F20 AWS Proton ERAEEMPNELRFENER

HXE %7?
TERAHPNER  BEITRENBRYNEARBASETEXEASPHERINBE,

FE
o FEMA AWS
s BYWEREGENERTF TR

At A A AWS

At —1E8 AWS 1R P

WMRIERE AWS IRF | BT T S BRHRE Y — &
BERAMASR AWS 1RF

1. BARX https://portal.aws.amazon.com/billing/signup,
2. FREEMRLIETET
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https://aws.amazon.com/codestar/
https://docs.aws.amazon.com/codestar/latest/userguide/console-tutorial.html
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/git-synced-sc-products.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/git-synced-sc-products.html
https://aws.amazon.com/proton/
https://docs.aws.amazon.com/proton/latest/userguide/ag-create-repo.html
https://portal.aws.amazon.com/billing/signup

REABTIEEEA EREES

HoEMEFFEBRE |, Y ESHREE ARIR.

EREME AWS tRF , S EJYAWS IRFIRERE —E, BREAEFEEFIKIRFFHAAE AWS
B MER, ReMREMEESHEERFIERRIGHERE  WEFEM root EAERATEE
root £ i & 7 ERAERY T1F,

AWS FMHBRETKE , SRERERIDEFIHG, &1 LB &4 hitps://aws.amazon.com/ IiZIE
ROWRE |, URREBE IR EE N EEIRS,

BYEREERRNERE

HfME , BRE AWSIRF AWS IRERERE. MAMELRREEMERE AWS IAM Identity
Center , ERZEMTE root FRAERNBEE L,

REEH AWS IREARFERAE

1. B Root EAELE ALK AWS IRF EFB#ibat , BURFHEES S BE A, AWS
Management ConsolefE F —EH , B A B ZE,

WEEAREAZEZEANRSA  F2HRAWS BA ERAEEEPNIUBRERAES I E A,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

mBiET , HHM (AM ERAEEE) FHB AWS IEF REAERARE VFA £8 (X24),

BYEREERRNERE

1. BA IAM Identity Center,

WMERR , 52/ AWS IAM Identity Center R &EISEF A AWS IAM Identity Center,
2. EIAM BHHRO0F | BEBFIERTHERE,

EEMBEESFEA IAM Identity Center B #& A S 7 BAIRRN EERE , F2E (FAKR)
IAM Identity Center B # 78 " SAFERREERE £ FAAWS IAM Identity Center EFFEL o

UEREERRNERESDEA

EEFE ALK IAM Identity Center EAEEE |, FEEMAEIL IAM Identity Center A EHREIAE
BEFE it EE URL,
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html

REABTIEEEA EREER

MEER IAM B OMEREZEANGS  F2HEERAERTHEA AWS FEA DM, AWS
Z2A

EREFIEREMERE
1. % IAM 5508 | B ERERSKERFFINSEMENERSE,

MELT , F2HE (AWS IAM Identity Center EAIEE) FH TEVERE,
2. BERAEERGEHEE K ARKE -BSATIERERIGEE,

MERTR , F2E (AWS IAM Identity Center FREREE) T8 THIEEE,

<t

BUNEREBEMNERT TR R

B EfEM JSON BURmEE =R R E M BUIR

1. & A AWS Management Console M BIRK IAM 32 & |, #81E % https://console.aws.amazon.com/
iam/o

2. ELEfINBERIKT , iEE Policies (BXK).

WM RIE R IBE — & Policies (BR) , B2 H R Welcome to Managed Policies (EUI A Z E I
%) EEO EE Get Started (F?ﬁtﬁﬁﬁﬁ)o

3. TEHMEEW , i Create policy (I BUR).
4. FEBUERHREERRT , FEIE JSON EIE,
5. EAT% JSON BUEREXH# -

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:GetInstallationUrl",



https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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"codeconnections:GetIndividualAccessToken",
"codeconnections:ListInstallationTargets",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:UseConnection"

15
"Resource": [
]
}
]
}
6. EE-F_io
(® Note

BT LARE R )RR B(LEE JSON iREERRIZIR. T , MRGETEENERBLRERR T
BET—F , IAM B ARERRENBRER , MESFHRB(LRERETREL, NF
HAMES , F2E IAM EREEERNEZEBRESE,

7. ERBEEVEEL  ALEERTNEERARESBREA (2F). RRLEERESNS
T REEENREFE TS,

8. 1E$E Create policy (i BUR) RFENFBUER,

BA 45 A IE AR

RAREAEENREELEZRRESE=F RERERZN AWS EFRHEBRNERE., IREEEKE
FREEZE AWS IR |, #la0 CodeCommit , A LUEREZRBIEAREEE, BERUNMREBTNITHEET
E, AIXERVERRABRTEREEEUEH. EAHBRED , LR EEEM Bitbucket FEFE
ME BRI ER

EAHF , EEERTHEE ERIER

« AWS CodePipeline : TEEL LR , LA LAE A Bitbucket REEMAEERERILEE,

« Amazon CodeGuru E##E : B TR , 4% Bitbucket fEFEEERZE P CodeGuru WERKREMN 2D
I EE TR,

ES -]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html

BMRARTIETRA (R
- B

- B RERRER

- $B2 . BEUEE

- B3 #HRETFERE CodeGuru EEEE BB

B R

BT E , BER BE PSR, CEEE—EHIEEORGEE | UERSSN AWS R | 1
AFEBBEEERE, I, £AAEESS Bitbucket B EEEIEIRMAEEEAH AWS B
%,

- A& Bitbucket 1RSI —{@ Bitbucket 7 E,
- #{HIFEH Bitbucket BE ., E&FE AR AWS Management Console EiE#EE , RAEEREFEH

Bitbucket Z2FE & Ao
TEB1 . REREER
#1] Bitbucket EFEERERE — A& README.md B3R , BEFEEEER.

1. B AEH Bitbucket 77 EIEIE Source (RIR).
2. 1®#E README.md ERIZEZEEMERA Edit (W), MBRBEENXF , IFHETHXFE,

This is a Bitbucket repository!
3. & Commit GEXR),

#EE README .md ERNVUABEENRER.

S$B2:BUETE
EAREGH | BRI TYESHERIEE -

- fEREZE Bitbucket fi# 7 E MBI ERYELR 2 FIFRPEER
- SEEEEEMN AWS CodeBuild ZEREER
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ERREEYEE

1.
2.

EELATEE A CodePipeline & : https://console.aws.amazon.com/codepipeline/o

£ Welcome (B00) EH. Getting started (AF9) HEME., =% Pipelines (Bi&) HH L , 1&##F
Create pipeline (&I Ei&),

£ Step 1: Choose pipeline settings (588 1 : #EEIERE) B Pipeline name (EBE®) # , &
A MyBitbucketPipeline,

£ Service role (R A ) # , #F New service role (fTIREHE),

(® Note

MRIERERIZFEAE AN CodePipeline RIS A® , FRECHK
codeconnections:UseConnection IAM #ERHIEZEREACBEK., WNE
CodePipeline R AEKNIETR , FSREEERITIEZE CodePipeline FREAE,

EHERRERT , BREBHERME, fEArtfact store (RBERE) |, $#HHEAEEFNZIMESHH
‘B8 , EFE Default location (AERLE) , BN AIEATAE K mFHRE (FlINiEEATEERERN Amazon
S3 R mfETFETER),

(® Note

ETRFEEBNREFFIE. EREENKmEFRE, BEEERFTERELN KB TR
2 , $la0 S3 RfFETHE

igj% Next (-F_i)o
£ Step 2: Add source stage (958 2 : #TIERIRMEER) HE L |, B RIRMEER

a. 1E Source provider (ZRIR{LFERT) R , 1#$F Bitbucket,
b. 7E Connection (E#R) KT , i##F Connect to Bitbucket GE#RZE Bitbucket),

c. 7& Connect to Bitbucket (E#RZ Bitbucket) EEH Connection name (E#RE )  , B A&
BEEVNERERE, LLEBAUMBIEERBALER,

£ Bitbucket apps (Bitbucket BRATER) KT , i#iF Install a new app (REFHMEARER).

d EEARINZEEMEL K €8ASETR AWS CodeStar BRAREN EHEREREEMN
Bitbucket #k 7, ### Grant access (REFEE), REER 2R , BEEREIRE Bitbucket
LRIFE S LIREE —BARFEREN AWS BRE R,
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https://console.aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/codepipeline/latest/userguide/security-iam.html#how-to-update-role-new-services

FMEBARTER

A ERAEER

e.

BiE

BEENEE R R EEMELR 1D, iEIE Complete connection (FERIERR). EA$IRE CodePipeline
:E?*U Ho

£ Repository name (#FE& ) F , i#EE Bitbucket RFEN B,
£ Branch name (2 X&) ¥ , BEFEFENS X,

R CENERREABEERMB EEER,

£ "TREATIRESERL T, BETHHSP—IF : CodePipeline 5%

 #1ECodePipeline TEEZ{E , UEHHERPFHWATIRERFEATESR zip B,

- BEXTEER  ESREETRENRETEMEEN Git hEER. B CodeBuildEFEZ
ij:gu:tlﬂﬁbo

Next (-F_i)o

7. £ Add build stage (FTIBZZESER) F , MBREMRER -

a.

£ Build provider (2 E L FEM) F |, &2 AWS CodeBuild, /5 Region (EiF) EFRAEERE
o

BEBIVEE,
7t Project name (EXEW) 7 , WAL EBEEZERZNERE,

£ Environment image GRIZEMER) A , £ Managed image (ZEMK). &4 Operating
system (YEZER#E) , ##EF Ubuntu,

& ¥ Runtime (1178 /) , 1#1F Standard (B%#), $FHMRE , iEIF aws/codebuild/
standard:5.0,

¥ Service role (AR FA ) , 1EHEF New service role (FTIREA ),

'Td_: BuildSpec JK T , ¥ Build specifications (B E#1&) #1Z Insert build commands (E A&
BEinT). EIF Switch to editor (VI EIFREST) , A& T 5 WA ELE] Build commands (B &
KT :

version: 0.2

phases:
install:
#If you use the Ubuntu standard image 2.0 or later, you must specify
runtime-versions.
#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.

runtime-versions:
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ERAEER

nodejs: 12
# name: version
#commands:

# - command
# - command
pre_build:
commands:
- 1s -1t
- cat README.md
# build:
#commands:
# - command
# - command
#post_build:
#commands:
# - command
# - command
#artifacts:
#files:
# - location
# - location

#name: $(date +%Y-%m-%d)

#discard-paths: yes

#base-directory: location

#cache:
#paths:
# - paths

h. IBIZ#E CodePipeline, iEAIREE| CodePipelineiZ#l &t AIE—EFEABEGSHTHRE
#9 CodeBuild B, HHIRZERSFARKALCRKREE AWS RIEER, LTBUEFTEH S

&=,
i EE-F_Z’FO

8. 7 Step 4: Add deploy stage (58 4 : #BEPEMRER) EE L , 1##F Skip deploy stage (BkiBEPE

BEER) , MIBEIIESE Skip (BkiB) REZEBEASR. BET—F,
9. 7 Step 5: Review (FB 5 : #B) L , i#E1E Create pipeline (B
10. OBV EER , EERSHBHT.
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ERAEER

© Source Succeeded
Pipeline execution |D: 961f7d94-d798-

Source @
Bitbucket

() Succeeded - 2 days ago
7098464e

70984642 [4 Source: README.md edited online with Bitbucket

Disable transition

@ Build succeeded
Pipeline execution ID: 961f7d94-d798-/

Build ®

AWS CodeBuild

@ Succeeded - 2 days ago
Details

7898464e [4 Source: README.md edited online with Bitbucket

1. BN EERER L | #1F Details (FFHEM).

TR :

This is a Bitbucket repository!

[Container] 2020/06/05 19:14:51

This is a Bitbucket repository!

[Container] 2020/06/85 19:14:51 complete: PRE_BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:

[Container] 2020/06/05 19:14:51 complete: BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:

[Container] 2026/06/85 19:14:51 complete: POST_BUILD State: SUCCEEDED
[Container] 2020/06/85 19:14:51 context status code: Message:
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$ER 3 ASfE1FEERE CodeGuru EEEE Y A

BUEFE  SULEEFEARB —REHRHNME AWS BiR, flin , B lstEEERH
CodePipeline R E/E4E AR A Bitbucket B4R , I CodeGuru B ERFRARBEERRR 2.
1. % A CodeGuru ERE XA,

2. 1ECodeGuru BEEET , BIEZEEBHFEEE.

BEERMEEXRE,

3. 1£ Select source provider (ZEURRIZHAER) KT , i#IE Bitbucket,

4. 7£ Connect %l Bitbucket ( £/ AWS CodeConnections ) T , 2L EEEAI RN EEE,

5. 1£ Repository location (EFEME) KT , i#1% Bitbucket EAFEEMN BT , ARIRIE Associate (B
37 BR )

FEA S RER TR GRE., MEFMEN , 528 Amazon CodeGuru BEREFERAERPHNE
#RZ| Bitbucket A f#FEEE CodeGuru B EE VBB,

f5£ FE 4R

ERZARE AWS ERERINDBEABREFENERE, SEEEFRITUARBBBRBENER ,
f5laniE#E AWS CodePipeline B =5 7FfEE , B0 Bitoucket, 0 , B A LATE P HTIFER , U
CodePipeline BEHH WA BREEETEAGEEFEREE, SHLUEE AWS FER
FERENEMAEER |, 0 GitHub 1 EMRES.

MELEEEVEHDRENREEER (S0 GitHub Enterprise Server) BiE#R , AlEHASABEY
T, IRELBINER , ARARZEHERNFARES. NEFHEEN , F2E FHEH,

BIERE  SUUEAEIEAPNRERZRERERAENESE =S HER , Wi HREMERE R
Bi, REERE BARRN , AIATEEER.

(® Note
BEEBN (KM ) ERHERE AWS B, B4E
1. REEBHFENEARER
2. FAEE
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/create-bitbucket-association.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/create-bitbucket-association.html

REABTIEEEA EREES

EESENEARAERMN CKH) BEEPRER. e8EF=-1HEHMAG LG  XE
TERXEHMENERNREEAERN 7M. ERRELERER K EREE=SRHEBE
ERAZEERBERILAENES , W EETUERFERE KX EARENRERHETT,
BRIFCRARE , RABRKIERESREENER, BALESE , IRTERFROBRBEET
AREENFFENER,

BEARAZES , MRNEREERFHFENEAREN , F=7HEE MR AT ERRMN R
BRAMEHESR , QItFRREFAXEIRBRZEZERAER. UFFHEF  F2

B XA [E 15

MEEBESNFMET , 528 AWS CodeConnections APl 2Z &%, WFE
Bitbucket 2 CodePipeline RIRENMERFEMERA , FZBEAWS CodePipeline fEA &S
B CodestarConnectionSource F #,

EE Y BURSUGBUR M IR/ AWS Identity and Access Management (IAM) fER &S AR | I
BEEHERESTENHER , 552 BAWS CodeConnections #E£2#, #8821 CodePipeline [RIE A&
BHEEME , Bt EEENHER T8 E AWS CodeConnections, MERE , FSE (AWS
CodePipeline A &EER) FHEHMREEE,

ES -]

T
<t
Lﬁ
i

« EIEE Bitbucket HYER

« BME#R GitHub

« B GitHub ¥ FAMRESHER
« BIMELR GitLab

- B H GitLabE R EEMNER

- EFREER

- SIEER

o MBR—{EEAR

- EREHER

- BRERFEMER
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/how-to-update-role-new-services.html

REABTIEEEA EREES

B EAR

BRI EYEETE= S HEREEAER

8
o
K

GitHub = GitHub ¥ E iRV ELR |, SR ELER GitHub,
GitHub ¥ MREFHER , SR/ENFTHER , FSEAE I E GitHub 1A REFHYE

o

HEE
V7 iE F Bitbucket BVERR |, 5528 22 1EZE Bitbucket BYEHR 1 o
VB2
VB2

o

ot (3 ﬁHI ﬁHI i
H

i
T

MIE#R GitLab , F2RE I ELR GitLab.

(® Note

Bel , IREBEAETEAETER , ERSEEIR ARN F2817 BH codestar BENWER, &
EE VU ARN A EGERRENEFRNER , 5 8FH CLI, SDK = CFN, E& M @RI 5=
HERMGERERF &S,

3 E F Bitbucket BV E#R

EAILAE A AWS Management Console 2, AWS Command Line Interface (AWS CLI) 383 3 — {2/
A bitbucket.org L FEE RN REFEMNIELR,

BtR <Al -

. IBABBEI Bitbucket IRF .
- BB BTE bitbucket.org FEVEBXBREE.

® Note

BT LA I E E Bitbucket Cloud EENERF. TXEZER Bitbucket HEREFER | 4l
Bitbucket fRIARES. 5ZBIAWS CodeConnections X {4 FErE MR A< o

® Note
ERAEFHAREYERZIRFHEENRFTE.
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EEAERXEZER Bitbucket T/EEAH |, BIFEZE Administer workspace (B T{EE) 557,
A ZEZEREANBELETEET.

£
« BIEZF Bitbucket BIELR (EIEA)
- B EZE Bitbucket BYELR (CLI)

##E 2 Bitbucket FIELR (£ A)

&R LA R 422 %1 & 2R 2122 F Bitbucket BYIE#E

® Note

Bel , IRBEAEEABYER , ERSEEIR ARN #2217 EH codestar BEENER, &
EEVE ARN FEEERREEFRNEIR , M CLI. SDK = CFN. E & m{E R a1
HERNMBEREEH &S,

HBR1 BIER

1. B A AWS Management Console , AZFMBEE AWS AETEXEE |, LR https://
console.aws.amazon.com/codesuite/settings/connections,

2. 1#EiF Settings > Connections (FXE > E#R) , A& IEIF Create connection (B E#R).

3. FHEENEZE Bitbucket REFERERR , FF1E Select a provider (ZEVHLIER) KT 1E#E
Bitbucket, £ Connection name (ERE®H) KT , MALEREVHNERERE, #FEF Connect to
Bitbucket ((B#£ZE Bitbucket) , AEBBEE TSR 2.
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Developer Tools Connections Create connection

Create a connection .«

Select a provider

© Bitbucket GitHub GitHub Enterprise Server

Create Bitbucket connection

Connection name

S ER 2 : R Z Bitbucket

1. Connect to Bitbucket (4R Z Bitbucket) SR EEH L SE RGN EFEEE,

£ Bitbucket apps (Bitoucket BARER) KT , BEEAER R , 3i#EEZ Install a new app (R
HMERARER) UBURE,

(® Note

B 282 A3 {E Bitbucket THEERIRFZHE —RERER, MREE R Bitbucket FEAE
X, FEEXEARA YR EATNEE —EBS R,
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Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

2. WIREER Bitbucket WEAEH , FEALHNEEEAN , RRBFRELET,

3. HEAERXZKEEL K SBFAEHETR AWS CodeStar EAREI EE EFERELM Bitbucket Ik
E.

£ 18 (F A B 2 Bitbucket T/EE |, 5548 Authorize for (1%8) B EEFATEE, ESEREE
EEFERENITEE,

i#1Z Grant access (ZEFZHE),
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeElEl

4. 1 Bitbucket apps (Bitbucket BAEX) F , SR ZEMNELR ID, #FEF Connect (E#R). B
NERERREEREEF,

Connect to Bitbucket

Bitbucket connection settings info

Connection name

MyConnection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection.
Q. ari:cloud:bitbucket::app/{c26d1f3 - X or Install a new app
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B IEZE Bitbucket BYE#RR (CLI)

I&AILAE A AWS Command Line Interface (AWS CLI) 3R 3 ELR,

EEEEM , 55 A create-connection i85 .

/A Important

fxFE2% | 3EIB AWS CLI I AWS CloudFormation BYE4RERPENDINGARAE, E I EE CLI
K E 4R 2 % AWS CloudFormation , S T2 A MRiEELE LB REARREAVAILABLE,

3 E F Bitbucket HIELR

1. BARURIH# (Linux, macOS = Unix) RS 1T (Windows). £/ AWS CLI 3R 1T{Ecreate-
connections , --connection-name BBHELRIEE - -provider-typefl, ESLEHIF |,
=HHEmMARES Bitbucket , MIBEMERBZES MyConnection,

aws codeconnections create-connection --provider-type Bitbucket --connection-name
MyConnection

MREY , kB TEELELUTIIARMER ARN EH.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

2. FERFERAZRER. MFEFMEEA S

ol

2H ENTEER.

EERR GitHub

A LAE A AWS Management Console 8, AWS Command Line Interface (AWS CLI) 383 37 B2 iE 1%
GitHUbo

BRI Bl

« BHAACKEERIIRS GitHub,
- BUACBUE=FRABRETE,
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® Note

BREVER , BH4AR GitHub BBHEEE. HRTEEBTHREE K L ARRETESE
ﬁ%o

FE
- BYEET GitHub (X2 A)
3 ER

. B8 GitHub (CLI) KELR

BIERE GitHub (X258

&R LAGE R 425 & B MEAR GitHub,

@® Note
Bel , IRBEAEEABYER , ERSEEIR ARN #2817 B codestar BENER, &
EEVE ARN FEEERREEFRNEIR , B CLI. SDK = CFN, E&m{E R a1
HERNBEREEHEH,

1. & A AWS Management Console , AZFMABAETE RS | LR https:/
console.aws.amazon.com/codesuite/settings/connections,

2. 1#iF Settings > Connections (FXTE > E#R) , AR IEIE Create connection (B E#R).

3. FHEEVEHE GitHub = GitHub ¥ EinFFEMNER , FBE (ERURME] T HEZEGitHub, &
Connection name (EREW) KT , BALEERVHNEREE, #IF "Connect £, GitHub , &
BREEHITIR 2,

ERER Y
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REABTIEEEA EREES

Create a connection i

Select a provider

Bitbucket O GitHub GitHub Enterprise Server

Create GitHub App connection

Connection name

githubc-connection

Connect to GitHub

£ERIELR GitHub

1. 71EGitHub BiERET , FNERZEEHLBEEREZBP, £ "Connect £, GitHub, FEEIE
BN EEERER,
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AWS Connector for GitHub by Amazon Web
Services would like permission to:

R Verify your GitHub identity ( )

D Know which resources you can access

-/\/- Act on your behalf

AWS Connector for GitHub has not been installed on any accounts you have access to.

Learn more about AWS Connector for GitHub

Cancel Authorize AWS Connector for
GitHub

Authorizing will redirect to
https://redirect.codestar.aws

2. BIE [IRHE AWS E#EER] GitHub, EfREHEPEENE R R [GitHub FEARER] #1L.
Connect to GitHub

GitHub connection settings info

Connection name

githubc-connection

GitHub Apps
GitHub Apps create a link for your connection with GitHub. To start, install a new app and save this connection.
Q or Install a new app ‘

3. 7 [GitHub BRRR] T , EFRARARE , SUEE [REMNEREN] REX

5 A A%

83



REABTIEEEA EREES

® Note
BANACEERERERMNMEERZRE —BAEAREN. MRESELE GitHub FEA
B AWS EisR , FERERERRUMBI TR,

4. 1E [REAWS EHER GitHub] EEH L , BEEFELELZKERREANIKRS,

adWs

Install AWS Connector for GitHub

Where do you want to install AWS Connector for GitHub?

Configure >

(® Note

B AEE GitHub IRFZE —XZEREF. NMRELETELREEREN , TLIRE
Configure (FXE) , BRI EEARXTENERNER , RFLAUCLHA L —SiRAIREE

#a,

5. T [RE AWS E# R GitHub) EE L , REERE , RREE [RE].
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aws

Install AWS Connector for GitHub

Install on your personal account

@ All repositories

This applies to all current and future repositories owned by the resource owner.

Also includes public repositories (read-only).

() Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

with these permissions:

v Read access to issues and metadata

v Read and write access to administration, code, and pull requests

Install Cancel

Mext: you'll be directed to the GitHub App's site to complete setup.

TSR E , PURERSENNERER GitHub,

6. MRBTAHWEEET GitHub BRAREN AWS EFRCEHNHER ,

B EXHAER].
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o bs

The s . app by
permissions

Read-only access to Metadata

Read and write access to Commit statuses

is requesting updated

Mow request

Mew request

® Al repositories
plies 1o all current

This apg

Also includes publc repositones (read-only

O Only select repositories
Selact at ) or

Developer note

The ' app will retain its current permissions if you choose not to

7. #Z#5giRE [Connect £ GitHub] ., ¥LEMELR ID FHREGItHUWWERARERF, BEE

- BUYNERSETREERFES.

) Connection githube-connection created successfully

Developer Tools » Connections

Connections Hosts

Connections info C

Q 1 @

Connection name Provider Status ARN

arm:aws:codestar-connections:us-west-
fthub-connection GitHub @ Available 23

#1378 GitHub (CLI) K9E#

& T LAME A AWS Command Line Interface (AWS CLI) 2 37 E2#9i& #2 GitHub,
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EEEREMY , 5B create-connection iR,

/A Important

fk¥E5% , EIB AWS CLI 223 AWS CloudFormation B E#REEAPENDINGAREE, 22 EE CLI
HYE4R 2 % AWS CloudFormation , A T IE A RIEEL LA EAREEAVAILABLE,

BHEEMELR GitHub

—

BRI (Linux, macOS = Unix) an HHET (Windows), fEF AWS CLI BR#i1TiEcreate-
connection? , --connection-name BB EMRIEE - -provider-typefl, FELEFIH | 58
=HEERERA GitHub , MIEEMEREZREA MyConnection,

aws codeconnections create-connection --provider-type GitHub --connection-name
MyConnection

MREY , kR TEERELUTIIRNRMNER ARN EH.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f"
}

2. ERAEEATHER. WEFHEES ,

T
W

B EH T EER.

#1378 GitHub 13 A AR 2R AYIEAR

B AR ERGE AWS REE=FFHREZE IR, S EH AWS Management Console
AWS Command Line Interface (AWS CLI) 3R 3 8 GitHub 137 R 2V ELRR

ERERMAY GitHub R MAMRBFIRFHANFRENFEE , RFRETRMERTBARKZE
GitHubFERE XM &%,

B2 :

- BHAECKEHES GitHub X MAMRFHTERBNRAFE.

- A ZAR GitHub Enterprise Server #{TERMNRKEES , FTHEE GitHub EAREN I 7 F#
BR , MAREFT R
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/A Important

B8R GitHub ¥ MARERRE XM , S REE I Webhook EHE MK VPC ik, MRE
2020 F 11 24 B2REY 7T E# | WBEEEA VPC PrivateLink Webhook % , Al
ALMBRER  RRBEIFEH.

ES |
- BV GitHubie ERAIRER (E£A) AELR
- BV GitHubie FE [ ARER (CLI) AVELR

BV HE GitHubb R AR (E128) AER

HEEY GitHub BEMAREFER , FRMH GitHub £RMAMRBLRERNENEF , ALEMBER GitHub &
RN REEMER,

(® Note

Bel , IREBEAETEAETER , ERSEEIR ARN F2817 B codestar BENER, &
EE VU ARN A EGERRENEFRNER , 58 CLI, SDK = CFN, E& @R &
HERMSERERF A S,

FE
o BIUZH GitHubit ¥ A REFER (EEH)

BB GitHubtt 2 [ RESER (A
EEREVHE GitHub X ARBMNER , FEMFRKRES URL # GitHub 135835
[V

1. & A AWS Management Console , A& FMBEE AWS ABTEX#2A | LRhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. 7E Hosts (E#) R5|1ZHE+ , i#IZ Create host (B EH),
. T Hostname (EHER) F K WMALEEFANTIHER.
4. TEEEURMED  BETIHA—IE
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MRARTETRA fEREEE
* GitHub % ABR2R
+ GitLab BREE

5. HURLH A BAREHERERREN IR,

6. WRZENMEAREEETE Amazon VPC REXER , MR EE VPC E#R , 751E1E¥ Use a VPC (£H
VPC), &8I, 55&# No VPC (& VPC),

7. WRZEESHKBITEREE Amazon VPC # , B1EEE VPC E#R , 551E1¥ Use a VPC (£ H
VPC) , RESTTHRU TR,

a. EVPCIDEKT ,REZHN VPCID, BRLREZEITEENERESZ VPC , RETIE
i@ VPN = Direct Connect fZEUE{T{EEER VPC,

b. WMREREFREFME VPC, BEKATHEEREAFRIELERIERERBHITTILS BE , B
£ TLS certificate (TLS 53&) R ABHERE ID, TLS BREEZEBREN L E LIS,

8. #IZ Create host (B F#),
9. FMFHMEFEEETR , THRESHEIHEIMEST,

(® Note
MRENEMRETS VPC BRE , FIEE 0 EAVRFRRME MBI T,

FEFENEMEDE Pending (7 E) ME , RARTHURE. WEFMES A F2HE REGTEER,

@ Successfully created MyHost X

(@ After your host reaches Pending status, choose set up host. X

Developer Tools Hosts MyHost-e8b08e2c

MyHost-e8b08e2c palt |

Host infa

Host name Product Endpaoint Setup status
MyHost GitHubEnterpriseServer https://test @ Pending

HER 2 1 BUEE GitHub X ARB[AVER (T A)

1. & AWS Management Console BB A BT E XA |, IR https:/
console.aws.amazon.com/codesuite/settings/connections.
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REABTIEEEA EREES

2. 1#iF Settings > Connections (FX7E > E#R) , AR IEIE Create connection (B E#R).
3. FEEVHEREZ GitHub BXMAMRIFFEFEBNVER , FHEE "GitHub £XMAAREE

Connect & GitHub 2@ iREs

1. &F¥ Connection name (E#RE ) , il NERNEE,

Developer Tools Connections Create connection

Create a connection i

Select a provider

Bitbucket GitHub ©Q GitHub Enterprise Server

Connection Settings Info

Connection name
Give your connection a name.

connection-ghes
URL
The endpoint of the server to connect to

https://myserver.dev/

Use a VPC
If your GitHub Enterprise Server is only accessible in a VPC, configure details here. Otherwise
skip this step.

Complete these steps in the same AWS Region as your VPC

2. EURLH , WARKRSENIHE,

@ Note
MRBMHEE URL EARNBERERE GitHub X RREE , RMERTERELN AR IR
Eﬁﬂ"]f%ﬁ/ﬁ\ ARNO

3. (EHR) WREESMAREIEEE Amazon VPC & | B8 E VPC E#R , 5528 Use a VPC (£
VPC) , RETHRIUTER

5 A A% 90



REABTIEEEA EREES

a. EVPCIDIRT , BELH VPC D, F Nt %8 GitHub ¥ ARSEHTEENER S
#BiEE VPC , IR AEIR VPN SHE Connect FE GitHub> £ [ IRSS#1TEEH VPC,

b. 7E Subnet ID (F#38& ID) KT , 2##F Add (¥18). WU+ , ERLEAREHN FHERK
ID, &&ZWIEE 10 8 F#5%.

EIE A ¥ 28 GitHub Enterprise Server I{TEBMNERE B RIEZE 7K , 2 EBR
VPN =& Connect FEIE &2 GitHub 1> ¥ [ REFBITEEEM T,

c. 7 Security group IDs (Z£ 84 ID) KT , i#1E Add (37118). =P , BEFELEARETHEN
REBH, BHRZSTLUEE 10 BREFE,

FEI% AT ¥ & 8 GitHub Enterprise Server TR EREEBEL 2 MFHFE , S 1ER
VPN (& Connect ZFEREZ % GitHub %@ REFHATEENZ = ME A,

d. MREEREINE VPC , ¥ HEH GitHub ERAMRB[UTERREAERFLABERESE
fU#11T TLS B8R |, 557 TLS BRTBWALHNERE ID. TLS BREEZEBIENLAEER,

VPCID
Choose the VPC in which your GitHub Enterprise Server is configured.

Q, vpc-08 X

Subnet IDs

Choose the subnet or subnets for the VPC in which your GitHub Enterprise Server is configured.

Subnet ID

Add

Security group IDs

Choose the security group or groups for the VPC in which your GitHub Enterprise Server is configured.

Security group 1D

TLS certificate - optional

If u have a private certificate authority behind a VPC or you are using a self-signed certificate paste the TLS
|-'-||: te here.

4

4. &I [Connect | GitHub ¥ [MRET]. B HEREHET Pending (1FE) MEE, RAESIAEERE
HNFARFEAREFREITIHRER, THEBEMFEA URL,

ERER 57
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5. i##E Update pending connection (B3 13 EE4R).

@ Connection connection-ghes created successfully

Developer Tools Connections S17f67b0-0457-4463-

connection-ghes

@ Finish creating your connection

Update pending connection

Your connection status is Pending. Choose Update pending connection.

Learn more [

Connection settings

MName

connection-ghes

Provider

GitHub Enterprise Server

Host info
Host name
https://myserver.dev/

Setup status

@ Pending

Status Arn

@ Pending arncaws:codestar-connections-us-west-
Product Endpoint

GitHub Enterprise Server https://myserver.dev/ [2

6. MRHFIRTR , FHE GitHub BEXZEARME L , FHEMN GitHubEEFREE A,
7. # "EX GitHub EAEN, EE L , EREAEXNERE.

Create GitHub App

GitHub App name

AWS

Create GitHub App for

8. £ GitHub Z#EEME L , #iEE#<app-name>,
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my-app1 by would like permission to:

R Verify your GitHub identity

D Know which resources you can access

J\f Act on your behalf

Cancel Authorize my-app1

httpsy//redirect codestaraws

9. EERAEAZKEEL K SHRFAE K BrEEREARACERIERE. NREHFZEER X
mARERNOEEEZEEAEANER,

BELEZRERARANRBEERE, EE Install (BE).

= 2

T

Install my-app1

Install on your personal account
® All repositories

Only select repositories

Jwith these permissions:

~ Read access to metadata

+ Read and write access to code, issues, and pull requests

10. EREESEREYWERER Available (7T ) AREE.
B3 B GitHub1> {7 AREF (CLI) BYELR
IEAILAE A AWS Command Line Interface (AWS CLI) 3R 3 ELR

EEEBEM , 5 A create-host B create-connection % o
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3]

/A Important

k78R , EIB AWS CLI 2L AWS CloudFormation BV E#REEAPENDINGHREE, 22 EE CLI
K E4R 2 % AWS CloudFormation , SR it AfREEZEUEREAREEAVAILABLE,

FER1: BEEY GitHub (£ fIAR:EF (CLI) FEH

1. BIRRIHH# (Linux, macOS = Unix) R TR (Windows), fEH AWS CLI KR#{TiEcreate-
host® , --provider-endpoint BEMEMRIEE--provider-type, M. --nametE L&Al
o, B=HHEREEEA GitHubEnterpriseServer , Mikn%A my-instance.dev,

aws codeconnections create-host --name MyHost --provider-type
GitHubEnterpriseServer --provider-endpoint "https://my-instance.dev"

MR, S SETELTHRBHEE Amazon Resource Name (ARN) &,

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

SRS ERE , THEEMN PENDING AREE,

2. ERATBAEREIMET  LHTHBA Available R, MELMET, |
.

il
W
&5
Ma
frit
i
it
|.H,

TR EERAPRETRETH

1. & A AWS Management Console S FRBI AE T E XA |, MAhttps://
console.aws.amazon.com/codesuite/settings/connections,

2. HERAEEATAEMRE , UHEHES Available IRE, FSRRESTEEH,

S 3 EEEY GitHub ¥ MRES (CLI) HEL

1. BIRRIHH (Linux, macOS = Unix) R TR (Windows), fEH AWS CLI KR#{TiEcreate-
connection$s , --connection-name &M ERIEE - -host-arn#l,
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REABTIEEEA EREER

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

MERI , W TEEEELCTHABHER ARN Eifl.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}

2. HERAZEARREFEER, MEFMENR , B2

\)ft

B EH T EER.

SR 4 REETEAPEK GitHub XA ARRAVELR

1. & A AWS Management Console Y ASTEXES |, URhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. FERAERARREFEEER , WERBHE Available K&, WEFMEF
FHEER.

3
W
8
%

E M E#R GitLab
A LAE A AWS Management Console 3 AWS Command Line Interface (AWS CLI) 3R % 37 B2
gitlab.com LFEEMNRFERNER,

@ Note

BEBEFRBLEREZE GitLab , BIRRERTFRMANBBREBLERNER |, ¥ HETTLURE
B iZEiE ﬁﬁﬁ?;ziéﬁﬁﬁﬁz‘tiﬁiﬁkﬁé@ﬁﬂo

BtR <Al :

- BAACKEERIIRF GitLab.

(® Note
ERRETENARELMREERZIRF
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® Note

BT LAEFR I EE Owner AEHER GitLab , RABERTHEAENERNFHRE—E
f£H CodePipeline, MRBEETHNREEE , ELFEATEEEE,

&
- BILEFZE GitLab (E£A)
- B8 GitLab (CLI) #3248

I ERE GitLab (E2A)

BRI EREEEEIER,

® Note

Bal, MBEBRERAETRAEILER , ERSEEIR ARN I B F codestar BN ER, &
EEVE ARN FEGERRBEFRNER , 55FEH CLI. SDK = CFN, E& W& IR BI&K
NERMSBEREES AP,

R BMER

1. B A AWS Management Console , AEFME AWS BAET EF#ZA |, {URhttps:/
console.aws.amazon.com/codesuite/settings/connections,

2. EERE A ARBERER. EREILER,

3. FHERE GitLab FHERER , FF7E (BERME] T#ZEGitLab. 7 Connection name (B4R A
BET K BAZEEINEREME, EEFE "Connect £, GitLab,
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Developer Tools » Connections > Create connection

Create a connection i«

Select a provider

Bitbucket GitHub GitHub Enterprise
Server

O GitlLab

Create GitLab connection info

Connection name

» Tags - optional

Connect to GitLab

4. GitLab BTRHNEAREE , FRAEHREZREA , RREE [EA]
5. HEERRERR  HPEEREZEFIE GitLab tkFHERNAS

i#1Z Authorize (FRH),
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Authorize codestar-connections to use your
account?

An application called codestar-connections is requesting access to
your GitLab account. This application was created by Amazon AWS.
Please note that this application is not provided by GitLab and you
should verify its authenticity before allowing access.

This application will be able to:

« Access the authenticated user's API
Grants complete read/write access to the API, including all
groups and projects, the container registry, and the package
registry.

« Read the authenticated user's personal information
Grants read-only access to the authenticated user's profile
through the /user APl endpoint, which includes username,
public email, and full name. Also grants access to read-only API
endpoints under /users.

¢ Read Api
Grants read access to the API, including all groups and projects,
the container registry, and the package registry.

e Allows read-only access to the repository
Grants read-only access to repositories on private projects
using Git-over-HTTP or the Repository Files API.

« Allows read-write access to the repository
Grants read-write access to repositories on private projects
using Git-over-HTTP (not using the API).

6. RIERTROEHFTEAEM. £ "EY GitLab EE, T , FNERSERE "EHESZH, F.
7. 1E# TConnect £, GitLab,

REMERR , SRTRIER, ERFAEFSEERRERHELETR,
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B 3782 GitLab (CLI) #9453

IETILAE A AWS Command Line Interface (AWS CLI) 3R 3 ELR

EEEREMY , B create-connection iR,

/A Important

k78R , FEIB AWS CLI 3L AWS CloudFormation BV E#REEAPENDINGHREE, 22 EE CLI
K E4R 2 % AWS CloudFormation , SR it AfREEZEUEREAREEAVAILABLE,

£ ERBIELR GitLab

1. BARURIH# (Linux, macOS = Unix) Has G 1R (Windows). £ AWS CLI XR#1T g create-
connection® , --connection-name BEWIEMRIEE - -provider-typefl, ELEHIH |, 5
SHEEREBEA Gitlab , MIBEMEREZHEA MyConnection,

aws codeconnections create-connection --provider-type GitlLab --connection-name
MyConnection

MREY , kT EELELUTIIARMNER ARN EH.

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"

}

H.

2
W
a

l

2. ERAEEATHER. WEFHEEA , B EH T EER.

BV H GitLabB R EEAVER
ZAUERAEREENLEEY GitLab (3T GitLab #EFAMRAYELR,

B LAE A AWS Management Console 2 AWS Command Line Interface (AWS CLI) #3I GitLab B
REERERNEH,
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® Note

BB GitLab BEREEFREILEREARSF  ERTFRANBEBEELENEBNER , XA
180 BB E S IR R AR i FE R RUR T A

IR R GitLab BREEMNERZE , BL4AXEY —ERNERNER , MTHSRAER. 05FE
ROREHREHELIHTERENESE B2 EXIEMEHN THERE

ERLLUREM MR VPC REREEH, MFEETHERMIRE VPC AENFMENR , 28 (EH) &
RIRAE | EIRAVHEER S Amazon VPC #HRE M St F#AY VPC MEREEIT R HHE i VPC STRM%
o

PGBl

- BUACKEN T E GitLab EEREELEN GitLab AR GitLab t-FMRMIRF, MEFHEE
#: , 582 E https://docs.gitlab.com/ee/subscriptions/self_managed/.

(® Note
ERRETENAREILMREERZIRF

(® Note

ERLVEV R A Owner AN FRERELR GitLab , ARERTERER (Hla0) BEEA
CodePipeline, MRARHFHEFHNRIFE , ETFE/FHEEEE.

3

- BAEACRKAIRTEBUTHER/ERMN GitLab BAGESE ( PAT) : api. MEFMEER ,
2/ https://docs.gitlab.com/ee/user/profile/personal_access_tokens.html, EH%EREEE T8
MAERA PAT,

® Note

B PAT ERRREZH  TEUHEATAREFIHERERA. FEREXR K EUNEY
ERBF PAT , RRIERE EREMER PAT,
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MRABTRERA (ERH I
- BV GitLab BERERE (£#28) HIER
- BV GitLabBERERE (CLI) KYER

B GitLab BRERE (X#£8) WER

EATIHISREYEH I EFERAPEVE GitLab BREENER, $H¥E VPC PERETHNE
BRI , F2H (BR) SRESE | ERAEER Amazon VPC #HEE,

(® Note

Bal , MREEATELRIER  EREEER ARN PEY EH codestar ERENEFR, &
EEV A ARN R EGERKREEEFNER , FFEM CLI. SDK 5 CFN. ERR{ER® R
MERMASEREESE

(® Note

BRI LA BE — GitLab BREENLTHRET T K AREEEZTHEN —NZE GitLab HRE
HER,

SR BUENEH

1. B A AWS Management Console , A& AWS BAETEX#EE |, R https://
console.aws.amazon.com/codesuite/settings/connections,

£ Hosts (£#) R5|1{ZEH S |, iBIF Create host (B I E#),

£ Host name (E#ER) b , W ALBEFANTIHER,

£ [BEURAEE] P |, 1BIZ [GitLabBREE],

FURLH , WAREKMEIER c ERRERN RS,

R B R PR 2§ 2T Amazon VPC RERER , MEEEE VPC ER , 55181F Use a VPC (£
VPC), & Al , 51## No VPC (& VPC).

7. (B ) WRECHKEIHEE R Amazon VPC |, BA8EE VPC B4R , iR FH VPC , RER
A T84k

o g A~ W Db

a. EVPCIDIET , BEBEMN VPCID, BV BELETHMWERRE 2 VPC , 2 AEIR
VPN = Direct Connect FELE{T{EEH VPC,

ERER o


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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b. MRECERENE VPC, BEEHEIMBREACFEAELEREREMRBHITTLS BE B
TLS BF) T ALZHER ID, TLS BEREEEZEBEN LG L8,

8. I#EJE Create host (B E#),
9. FMFHMEFEEETR , THRESHEIMEIMET,

® Note
MRENTHERTEIE VPC R , TS0 ER R ERME T AR TH

SHEHEMEE Pending (575) A, RERRBE. NBHMAR , HSH BELEIM,
Developer Tools > Hosts » dkhost-f7af82a
host-f7af82a | Delete | Edit | | Setup host
Host info
Ho |
he GitLab self-rr jed 0]
: 27
Host tags info -
1 @
Key Value

Add tag

TR REFRETH

1. BEREEZH.

2. #EHEETRERE host_name EH. # [REMEAFEER] F , E@EHN GitLab PAT 4T 5ER#E

BR : api
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® Note
REEEEWURINFER PAT,

Set up myhostgl

Provide personal &cess token

To set up GitLab self-managed, provide your personal access token from GitLab. The personal access token is required

to have the following scoped-down permissions only: api.

3. EMAThEME K SHBEFHMFMAEAER , YETEMRES Available (T A).

103
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Delete | | Edit | Set up host
glhost-!
Host info
Host name Product Setup status
iglhost GitLab self-managed ® Available
Arn Endpoint

Host tags info

Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help
manage and secure your resources ar to help track costs.

1 &

SR 3 BIUER

1. B A AWS Management Console , A% M AWS BAETEXEE , LR https://
console.aws.amazon.com/codesuite/settings/connections,

2. BERE  ARBFER. EEEVER.

3. FHEEI GitLab FHEER , B7E (ERREHE]) KT , i#F [GitLab BEREXE], £ Connection
name (BfEEMW) KT , MALEREINERERE,
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Develoger T 5 nnections » Create conneéction

Create a connection .

Select a provider

Brtbucket GitHub GitHub Entérpride Sérver

e

Gitlab D Gitlab ':.I.I-'--'I'I.J:".___-J.'d

Connection Settings

Connection name

4. TEURLH , I AR BRESHY IR B
5. MRECHFAREIMEIZ Amazon VPC |, B48E2 VPC E#R , 55 Use a VPC (£ VPC) ,
RETRATEE,
a. EVPCIDEKT , BIEZK VPCID, ARSI BEZETIMNERREZ VPC , AR TIER
VPN = Direct Connect FEXE## VPC,
b. 7E Subnet ID (F# ID) KT , iB1E Add (3718), £ D , BELERAN TN TEK
ID, BExZTiEE 10 B FH5%,
EEMBRELETHANERRE 2 TR , R AEIB VPN = Direct Connect FEIEZHE £
Y T HER
c. £ Security group IDs (Z£ 848 ID) KT , iB1F Add (¥738), WP , BIEFELEZARNEHEHN
LZEBE, BRESLLUEE 10 A2 88,

ARVRETRIMNER R EEE , AR ANEB VPN = Direct Connect FEIE R %
EFHRN R EEE,
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d. MRECDHREFNE VPC , HOKEMBREAFERILERBRERBEHT TLS BRFE , B
TLS ﬁ?é) R AZKRE ID. TLS BRREEZERRN LGS,

6. 1EFE "Connect £ GitLab BERE®E, . BIWEREHET Pending (1FE) MEE. RAESIAEERE
HHNFARB[BEARERBIFTHER. THEBEFEH URL,

7. ##E Update pending connection (E##3EELR)o

8. GitLab RN EAEEN , FAEHNREBZA , RBEE (B Al

9. HEENEREEEN , HHISERREFEE GitLab 1RFHELRIA

i#$2 Authorize (1Z#),
10. BIERSREEFETEAET, £ "BY GitLab iEE, T , FNEFRSERE "EEIBL F,
11. i#12 "Connect £ GitLab BRE®E .

BIEMERER , SETREIERE, ERFHETNERERRERE LET.

B HE GitLtabBRERE (CLI) HELR
IETLAE A AWS Command Line Interface (AWS CLI) 237 GitLab B3 BRI A ELR,

EEEBEM , 5 A create-host B create-connection % o

/A Important

k7855 , FEIB AWS CLI 23 AWS CloudFormation FYEAR EFAPENDINGARAE, 2 EE CLI
HYE4R 2% AWS CloudFormation , S A T2 A REEELR AR EARREAVAILABLE,

SEB 1 B GitLab BREE (CLI) 9 E#

1. BFIR IR (Linux, macOS = Unix) SarH1RT (Windows). A AWS CLI BR#i{TEcreate-
host®s , --provider-endpoint BEMERIEE--provider-type. M. --namefz Lt EiHl
B E=HHEREEA GitLabSelfManaged , Mi%EiA my-instance.devo

aws codeconnections create-host --name MyHost --provider-type GitLabSelfManaged --
provider-endpoint "https://my-instance.dev"

MERY , kHSEEEELTIREHNEH Amazon Resource Name (ARN) &,

5 A A% 106



REABTIEEEA EREER

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

SERILEERE , THEEEN PENDING AREE,

2. FRAEXEEEHEMETE , MK TITREEHE R Available MREE,

FR2 EXEADREFREETH

1. & A AWS Management Console YW ASTEFEE , UM https:/
console.aws.amazon.com/codesuite/settings/connections.

2. HEAFEAETHREIMRE , LigFHES Available R, F2RAZESFETH,

SE8 3 : B GitLab BREE (CLI) HEF

1.

2.

B R IR (Linux, macOS = Unix) an BT (Windows). £ AWS CLI BR#{TfEcreate-
connection$ , --connection-name &M EEIEE - -host-arnFl,

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

MREY , ki STEERELUTIARMNER ARN .

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}

ETHSRERATZEERFEFREER,

SR 4 EEBEAEPTEK GitLab B EREENIELF

1.

& A AWS Management Console BB ASTEXZA |, URhttps:/
console.aws.amazon.com/codesuite/settings/connections,

EAEBARSESREER  LIHERBHI Available RE, NEFMET |
BEER.

T
W
&
=

5 FERR 107


https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
https://console.aws.amazon.com/codesuite/settings/connections
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MEAETEXES EREES

BRI EIER

fikFEER , iFEB AWS Command Line Interface (AWS CLI) B3I & AWS CloudFormation
FAPENDINGARREMYIELR . B EBE AWS CLI SHEVEFR 2% AWS CloudFormation , FEERA X E A EE
FRUUEE R EARREAVAILABLE,

(® Note
BYRAERATEEEFSEER, SEEER AWS CLIEHFEER.

B-XEREIRAKMERTBER=FMHERE  SXACRAEEREEBNRERTREL=F1H
FERGHY OAuth 12,

BRI LERARRAR T ETRARTRFEER.
ST RGERR

—

FRKBEE AWS ABTEX#E , U https://console.aws.amazon.com/codesuite/settings/
connections,

SN

i#1Z Settings > Connections (FXE > E#R).

N

SRR AWS IR FARBRBIRI TR ER B,
3. & Name (%) 7 , BELEEFNGEEREH,

BIERER Pending (7€) MREEMIERRE , €A Update a pending connection (BT FEIERR).
4. iE#E Update pending connection (B EELF)o

5. 7t Connect to Bitbucket (E#RZ Bitbucket) EEH Connection name (E#RE )  , FEFELRIY
£,

£ Bitbucket apps (Bitoucket BAER) KT , BEEAER RS , Ii#EE Install a new app (R
HMEARER) UBURE,
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Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps

Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

6. HEABRIXZEEMEL , BT EET AWS CodeStar FEARRER IE7£ EREFEEE/ Bitbucket 1R
B, & Grant access ({2 E1ZHUE),

adWs

NN

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeE[lEl

7. FEENEETHZHEMIER ID, EIF Complete connection (5ERIEHRR)o
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Bl HHiE R

B LAERAREAE T EXEAR AWS Command Line Interface (AWS CLI) F# list-connections &5
TRBRIRE PHEREE,

HIHER (E2E)
Bl AR

1. BARKAIR https://console.aws.amazon.com/codesuite/settings/connections KA S T EF

AN

Ho
2. IEJE Settings > Connections (FXE > E#F).
3. BREERNEE. MEM ARN,

B HER (CLI)

BOERASEZEE=FEXNBREENER. AWS CLI AR EFEMEAESR | flinEsE
F| GitHub Enterprise BRI 88 , & HE/NRE E# ARN,

EEIEREM , 55EA list-connections @5
5l B4R

- BIRUIRIE# (Linux, macOS = Unix) i FIRRF T (RE) , REFEH AWS CLI R#E1Tlist-
connectionsiE$ .

aws codeconnections list-connections --provider-type Bitbucket
--max-results 5 --next-token: next-token

S EER T H®HH,
{
"Connections": [
{
"ConnectionName": "my-connection",
"ProviderType": "Bitbucket",
"Status": "PENDING",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f",
"OwnerAccountId": "account_id"
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},
{
"ConnectionName": "my-other-connection",
"ProviderType": "Bitbucket",
"Status": "AVAILABLE",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf",
"OwnerAccountId": "account_id"
},
1,
"NextToken": "next-token"

il BR — fEE A%

B L ERRAEABS T EFEAE AWS Command Line Interface (AWS CLI) F#9 delete-connection
R M BRIEAR

BRI https://console.aws.amazon.com/codesuite/settings/connections HYBIE¥ A B T E £

Ao

-_—

i##2 Settings > Connections (& E > EE).

£ Connection name (E#REM) B , BELERBRHERERE,
EIEMIRR.

EMA P& A delete SAFERR | ARIEIE Delete (MHER),

o M 0D

/A Important
EEREREER,

AR T


https://console.aws.amazon.com/codesuite/settings/connections

MEAETEXES EREES

I BRIEAR (CLI)

& T LAME A AWS Command Line Interface (AWS CLI) fiIBRE#R

EEEEM , 5£ A delete-connection B,

/A Important

BTtz , RERRER. TSRREREFEAR. BB IHER , B2 Amazon
Resource Name (ARN) KEFAEEFE A,

il BRI AR

- BIRURIHH (Linux, macOS = Unix) i H1ER (Windows). A AWS CLI R#i1Tdelete-
connectionii T , 5 E EMIBRZELRK ARN,

aws codeconnections delete-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

e TS EREMER.

ERERER
EHIEH AWS BiRiG AWS ERN BT BHESR, 56 AWS EBHEMEILD :

- ZHE (Bl , CostCenter, Environment = Project), BBEESED K NE,

- —ERBERE (HlI0 , 111122223333, Production ERKERE) NiZABL. ZHREREER
FtERRERAZZH, BEHENERE , EREEEI KNDE,

EEERARER.
B LAERAEEADT CLI AR ER.
BOTLATE AWS AZERE T I ER$EE CodeConnections :

o B
-
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BLESBRIECTRERTMA , AWSCLI SEEHEBFIRA. MEFHMENR , BF28H (AWS
Command Line Interface fEF &) FHZ 2 AWS CLI,

BRT EAEEER. A8FEMERZN , ZERLTE AWS Identity and Access Management (IAM)
BERERAEERGEIZGEH ML ATURRENERLEEES, MENERAERNTEIBCEEA |
B2 EAZERRZEE AWS CodeConnections &R K FEH

xR
- EERER (EEAH)
- #Z5ER (CL)

BELER (E128)
B AR EREERAE, ENIABRERERNRR.

T
. BEBRFEEERER (E28)
. WIS RNER (T24)
. EEERDRNER (T24)
. BRERDENER (T24)

HEBTEZERER (F128)
BUAERERERERTEIRETERIER,

(® Note

BinBERENEME (B0 GitHub Enterprise Server) B EiRE  htEALET THER
B, EYHENEBERSWEEEE. IRELEKEBEERANIMER , EWELED BIER
T, MREREREBMEE M  FEAEERBNISER,

RERAEER

1. BAEXEAR, REEEHKSP , #IF Settings (FRE)-
2. 1£ Settings (FXE) KT , i## Connections (I£#%). i### Connections (E#}) &5 %,
3. EERLERBER. BEERERSREEH.
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4. 1£ Connection tags (E#RER) KT , &2 Edit ({R&8). FEEIEHE R Edit Connection tags (fmE8iE
RER) EH.

5. 1£ Key (%R5|#8) MValueValue ({B) 7+ , EAREFENZEEB DI A SIB8E ., (Value (B) M A
#A, )l , £ Key (E5188) P8I A Project, £ Value (&) FR# A ProjectA,

Edit Connection tags

Connection tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and
cure your resources or to help track costs.

Key Value - optional

Remove tag

Add tag

6. (B#HF)EE Add tag (FEER) , TEESH , ARAAESER.
7. BRERX, BRI EERREZT,

REHNERR

1. BAEZEA., REBERKT , EIF Settings (FRFE).

£ Settings (FXE) KT , i##2 Connections (iE##). 1ZE Hosts (E#) R5|ER,
BELZEENIH, BEHESERIHREER,

£ Host tags(EHER) KT , ##F Edit (#R¥8). FEEIEHE R Host tags (EHER) EE.

£ Key (%5|#8) MValueValue ({B) i+ , EREMENSHAER P A S8Y . (Value (B) B A
EA, ) Hlin | £ Key (R5|8) # A Project, 7£ Value ({B) F# A ProjectA,

Edit Host tags

o M w0

Host tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage anc

Key Value - optional

Remove tag

Add tag
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BRABTETRA (&S
6. (EA)IEE Add tag FTEER) , MEESZT , ARATRBAESER,
7. EERRX. BRIETHREZT,

BRERERNER (X£8)
BEAEREREERARFTERNER,
BRERNVER

1. BAEXEE., REEEKD , 1BIF Settings (FRE).

2. 1f Settings (RXE) KT , i### Connections (I£#%). i### Connections (B#}) 5%,
3. EERLERANER. BISBERERREEH,

4. 7£ Connection tags (EHRZEE) KT , MK Key (R5|8) M Value ({B) W T HHEFEZER.

B EHNER

1. BAEERAE, REEEHBT , 1B Settings (FRE)o

2. 7E Settings (FXE) KT , i#{Z Connections (E#R). Z1E Hosts (E#) REIER.
3. BRELEMANEH,

4. 1f Hosttags (E#E®R) KT , MR Key (EBI8) M Value (fB) BT HH ETHER,

mEBERERNER (X£8)
BRI LMER T2 A RIFECHIE I ERERNER.
R ERVRR

1. BAEXEA., REBERT , 1BIF Settings (RE).

2. £ Settings (RX%E) KT , i#& Connections (E#R). i### Connections ((E#R) R5|ZH,
3. EELEREMNER. ROSHERERREREM,
4

£ Connection tags (B E®R) KT , iZ1Z Edit (fwiE). FEEIR R Connection tags (E{FEEK)
EH,

5. 7E Key (£1#) f Value (tN1E) ¥ , REZEHESEMLE. B0, ¥ Project K5I , &
Value (f) ##& ProjectA 5 ProjectB,

6. BERERX,
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mIEEHNER

1.

2
3
4.
5

BAEESE, REBEERD |, #E Settings (FRE)o

£ Settings (FXE) KT , &2 Connections (E#R). 1##F Hosts (E#) R5|EZH.,
BEELEREBNIH, BONESERIHRERH.

£ Host tags(EHER) KT , #1F Edit (#&¥8). FEEIE R T Host tags (EHER) HE,

£ Key (£#8) # Value (INE) # , REEZEEHSEMNNE, HlW0 , &¥ Project R5|8# , £
Value ({B) ##% ProjectA #% ProjectB,

BERRK.

BREKERNER (X#£8)

BUNERATEEIBREREFNER, ELLEBNERBRERE  SElRELER,

BERERNRR

1.

2
3.
4

o

BAXEE, REBEERKD , 1BIF Settings (RRE).
£ Settings (FXE) KT , i&#F Connections (E#R). 1### Connections (IE#R) £5|1EH.
BELZHEENER. BESERERREEER,

£ Connection tags (ERZE) KT , &2 Edit (fRE8). FEEI® AR Connection tags (IEAR1ZEH)
B,

EEERBRHSR/NENSERESE , #1F BRER (Remove tag).
BERR.

BEREMARR

o o K~ w0 N

BAEEE, REBEERD |, 2 Settings (FRE)o

£ Settings (FX7E) KT , i#{Z Connections (IB#R). iZ#{E Hosts (E#) R5|ERK,
EECERENIH, BUNESERIHRERH.

£ Host tags(E#ZH) KT |, B2 Edit ({F¥8), FEENEHER Host tags (X HEH) HEME,
ELERBRNESBANENSEERSE | BE1F BRER (Remove tag).

BERR.
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BRECEIR (CLI)

FAILAGER CLI kiR, 18, EFRBRERERNER,
£

- BEBMEEEFER (CL)

- BRERERNER (CL)

- fmEEERERNER (CLI)

- BREJ[EFENER (CL)

HERFIEEEREIR (CLI)
&I AE A AWS CLI RAZFEER P E IR

ERIHEBE TS, #1T tag-resource T , BHREFBEBENEIRIEE Amazon Resource Name
(ARN) , AR GBS ERNRSIBNEE, B8 —EUL LHNER,

RERMERR

1. AEBHNERIE ARN, £ 5 HiEE BRI list-connections 7 REVGELR ARN,

2. HERIFEMH BT LT tag-resource B H,

Bl EATIHESKECEEMEEHNERE , — BB A Pro ject WEERE (EF Project A
WAEEME) , AR true BBEBBReadONlyIZEEE,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

BRI, kT FEERETAR.

REHMERR

1. AEHERIE ARN. FA 5IHE# FETRH list-hosts ar R REVE EH ARN,
2. HERIFMH GBS LT tag-resource TS,

Bl , EFATIHESTRAEIEMNEMEFER, —EEA Pro ject NEBBRT (HEREAR
Project Aject) , AR true BEEMW B IscontainerBased W iEEE,
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aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

XY, kBT TFEEEEMARE,

BRERERNER (CLI)

EAT LA AWS CLI AR ERERN AWS 28, ZEANEEER  EENBEEZTH, FH listtags-
for-resource ML C IS T EER T HNWER,

BRERNRR

1. RENERIE ARN, £/ JIHELR PREETH list-connections 5 2REVSELR ARN,

2. TEHRIRESR TSI E#T list-tags-for-resource 5. Fli , EA T IS RBIFEZENERRSI
BINEBRESE,

aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

EEG-EEOREFEBRNER. SES/EERHEREDNMERSIRER.
{
"Tags": [
{
"Key": "Project",
"Value": "ProjectA"
1,
{
"Key": "ReadOnly",
"Value": "true"
}
]
}
BB T HNER

1. REHNEIRIE ARN, A 5 H =8 PERH list-hosts a5 H RIS EH ARN.
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2. TERIHEHRG DY LT list-tags-for-resource i, Hl , FATHHSRBREBNERZE S|
BENEBESE

aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605

EEmTEENEERABMNER. BB Y ETRECNMERSIRER,

{
"Tags": [
{
"Key": "IscontainerBased",
"Value": "true"
b
{
"Key": "Project",
"Value": "ProjectA"
}
]
}

REERERER (CLI)
BRI LAfE AWS CLI RiREERNEE. SAUSERER5IBNESFNIEHMRSIE,

ER IR T , BT tag-resource @iy , HEELEEHERNER ARN , WIEEEEMNERER
SIENFERE.

MERRE K AUAEENERRCIBHSRE , AAEENRIEHMER , ESUMEERH. £H
edit SR HTEH RS REXNE R —HHNREE,

W ERVRR

1. ARENERIE ARN, £/ 5 HELR PRETH list-connections i 2REVSELR ARN,
2. ERIFEEH BT L#IT tag-resource B H .

EEEEH|F , R5|E Project WEBIEEEE A ProjectB,
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aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --
tags Key=Project,Value=ProjectB

ERY , LG STEEETMAAS. EERFHEEREBBNVESR , FHT list-tags-for-resource

W
mEEEHVRER

1. RENEREYS ARN, £/ JIHEH# PRETRH list-hosts i REVE EH ARN,
2. ERIFEEH DS EFIT tag-resource

EiE(ESEHISh |, 518 Project WEEZEEA ProjectB,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectB

ERY , LS STEEETMAS. EERFHEIBEBRBNESR , 53T list-tags-for-resource

a4,
BB R EE (CLI)
SRR T HISHE AWS CLI A ST BRER, BELEBOORERERS  KempsLE
#.

® Note

MREMBRERER , ASRMBRNERHBERMAEREH, MRERERH , BFFE
BERER,

R IHERW S, #1T untag-resource T , IHELEBREBNER ARN , MEBBRVERN
EBER, Hlm, EMEREFERE Project EE LN ZEFRER ReadoOnly , j]‘_ﬁﬁﬂl«,{'l'upno
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aws codestar-connections untag-resource --resource-arn arn:aws:codestar-connections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --tag-
keys Project ReadOnly

ERY , LG STEEETAAS. EERFBHEEEHBWESR , 51T list-tags-for-resource i,
WEBETIEEREEBR,

{
"Tags": []
}
AR EARFFHE A

B L FERRAEAE T EXEAE AWS Command Line Interface (AWS CLI) H# get-connection &
SRBIFDERVFAEH. EEMFEH AWSCLI , BHECLTENKETMRAE , AWSCLI REEFEHR
BIARAR, MEFMENR , 528 (AWS Command Line Interface fEA & ER) FM %% AWS CLl,

BIBER (T2

1. BIRKfIM https://console.aws.amazon.com/codesuite/settings/connections KA AE T EF &

AN
2. I#JE Settings > Connections (FXE > E#R).
3. ERELEMANERSENIZ , ABRIBIZE View details (BIRFMAE
4. FEREHETERNTIER

%ﬂ

)o

- BEREHE

- ERNHEREL,

VPN E#RRE,

* E#R ARN,

- MRELREWRMEE (A GitHubie R M MRAT) BIER , R RSEREEBN THE

- MBEHEHYEELHEMWIRME (B0 GitHub Enterprise Server) B # , RSB REEF £
K AE BR B Y i B F A
5 WMRERER Pending (FE) MREE , EETHEMR , 751E# Update pending connection (E#T1F
EER), WRFHEF , F2RENTEER,

&IIII

o

ERER oY


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREER

BARELR (CLI)

. ERIFHEHGSH LT get-connection TR, HliN , FATHGSRBIRES
arn:aws:codestar-connections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f ARN B ZEFHFFHMENR,

aws codeconnections get-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

MRKY , kT EEEERFRER,

Bitbucket iE % 89 & H £ 41 -

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

cdacd948-EXAMPLE",
"ProviderType": "Bitbucket",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

GitHub E ARV 58 1

{
"Connection": {
"ConnectionName": "MyGitHubConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

ebcd4al3-EXAMPLE",
"ProviderType": "GitHub",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

GitHub 3¢ ] AR 27 4R 1Y 8 HH 8851

"Connection": {
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"ConnectionName": "MyConnection",

"ConnectionArn": "arn:aws:codeconnections:us-
west-2:account_id:connection/2d178fb9-EXAMPLE",

"ProviderType": "GitHubEnterpriseServer",

"OwnerAccountId": "account_id",

"ConnectionStatus": "PENDING",

"HostArn": "arn:aws:ccodeconnections:us-west-2:account_id:host/sdfsdf-
EXAMPLE"

}

}

EFEH

EFEBEVESTRENMERER (S0 GitHub Enterprise Server) BIE#R |, 5EEER AWS
Management Console B —EEX#, FHELEINER , ARRTZEHEFTNERS R, AR
FAREMEIER, WEESHEEN , F28 £HER.

g, A LRERENEH  BHERNE=BARXEEMEARENERRE. REEHRER
BHERV—EX# K ARCEASEIHREVESZHERTENMEER,

FREERAREIEZTLEAMEDER (FI0 GitHub Enterprise Server) FBERE , TRASHLEE
M EHER,

F&E

- BMEH

- BREFEEH

e

o« fmEEEH

U

- BREHFREHR

BT

A LAE A AWS Management Console 8% AWS Command Line Interface (AWS CLI) B BEZEER
BEB LN IBREEABREENER. H0 , EAT8EE Amazon EC2 #1TEEE £ LUE BRI
X#1T GitHub ¥ A fRES. EEVEE GitHub ¥ FREBHER 2T , BEEL AR ERN EH,
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MEACLTREMHEBET IR TERENEE K F20 ETRERNTEN TIERE,

B2 8 :

- (ER) WREFEA VPCEYTH , EXAEBRYHRBNERLEZEIR (VPC).
- BUAFEMFHITER , BNRITHERE VPC ER , ALK EMBEE VPC H,

(® Note
#{E VPC — X R aESE — B E AR BB

B LLGEEM MR VPC REREEH, NFEETHERMIKE VPC HENFMEN , F2H (ER) &
SRR BRI Amazon VPC #HRE M S ¥ FHAY VPC BRRETRE TR PR VPC FiRF
o

EEER M AR TMA GitHub R AMBOES | FBMER LM GitHubt EAMRBEE (X2
&) TRARBERYT—EH,

EEERATEAEVIHIUNE GitLab BREEMER , F2EEVHE GitLab B REERER, T2
AEALEY —EEH,

(EA) TRHEM - ERAOMREE Amazon VPC #HEE
MREBHERZECREMBBER , B LABRIBAE,

MREHEMABETE VPC FEFHL, FEMREL VPC ERBHREET

VPC E3R
WA LB MM ER VPC B E#, UTRE—X VPC EX , ERECRAB AL EREN VPC,
o BALUBBABEMNIE FHKEENE VPC, MNBEREEERAMN CIDR B FHEE , EBA LUEA

AWS tRF KYTERR VPC,

- MREBEREFE VPC , I HEH GitHub Enterprise Server #{TERBRELFEAIELAA BRI ZE
BT TLS BFE , AFEEZALN EMEREM TLS BE.

- EEBREBEYEHNEME  2AEET Webhook Y VPC i (PrivateLink), MEHMENR , F2H
AWS CodeConnections 4T VPC w2 ()AWS PrivateLink,

- REEEERE
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BMRASTETRA R
- THEVHECHANZSHFASER ANGLRE  SAFFBEN EERE GitHub Enterprise
Server #1T{EE
- E#F| GitHub Enterprise Server #{TEBNZEMEHE (TREMREN —Hr) EERERENT
FY A 2% o T HEE 1T B A M 8 S 72 B

« VPC TRBLANRERIETNIETRES. TRARERTENME , BEATHESRYSER
o FEFRLATEURE-—TAERA , T EEUZERE.

MEFEH VPC M FBBHEAENR , 5528 (Amazon VPC FRERE) T8 IPv4 Y VPC F1+4#8
FEREE,

158 MR VPC B
ET—ESRTAERRY THERS  LEERMGTIIES -

« VPC ID : Z# GitHub tt %[ REFEHITEEE M RREF N WJEIB VPN =& Connect FEIE 78
GitHub 1> 2 A fRE /T EEA VPC & BT,

o FHARK ID = ID : ZE GitHub ¥R REFENITEEE < RREFH FHEME LS , HAFEIB VPN HiE
Connect FEE Z# GitHub 1% A RESE1TE B A 718 B8 3 B TS o

- ZEMBENEE . 2% GitHub Enterprise Server H{TE R < @RSV L HEE S 0EB
VPN = "& Connect) FEIEZ%#E 2 GitHub ¥ RRESHTEEMN LS EEHE,

iR ERFENARSRRS  BEATT-—ESR.

WHESDE VPC EMERFHEMEANFRESR , FSE "stHTHH VPC HABETEREHE
EJ o

HAER

MAEETHEETIEFN—326% , AWS CodeConnections SR KREEI MK ER , LUEHE VPC ELR,
ESERAR AWS CodeConnections EHTHERNBEBRNAE , AR VPC %25 PrivateLink = #%&18
Webhook B EHEREAZEFENMEENEH, ZEEVELHRER , FEECEYIMMERANAE
BETHIEF :

ec2:CreateNetworkInterface
ec2:CreateTags
ec2:DescribeDhcpOptions
ec2:DescribeNetworkInterfaces
ec2:DescribeSubnets
ec2:DeleteNetworkInterface
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4

REABTIEEEA EREES

ec2:DescribeVpcs
ec2:CreateVpcEndpoint
ec2:DeleteVpcEndpoints
ec2:DescribeVpcEndpoints

WMFEHY VPC A S EHERETREFENFAES , F2H "EHE TN VPC HREETES
B

1% Webhook VPC im BHVEFIE R , 5528 "AWS CodeConnections /1 E VPC imim 2 JAWS
PrivateLinkJ o

e
- BESEBUIM (ERA)
. BESETIM CL)
BERBRUIH (ZHA)

HRLZENELR (HIA6E A GitHub Enterprise Server 5 GitLabEREE) , B FEH T MR RTHE
WO R ARt E 2 ER GBS,

(® Note

Bal , MRBERAETEEENER  ERSEER ARN FE B A codestar EBIENEIR. &
EEVE ARN FEEEFEREEFRNER , 5568 CLI. SDK =5 CFN, EEMEREE &
FRANERNESBERETEAA,

BETHAE VPC FRRETHNZEER , F2H "EVHE GitLabE REZERIER,

HEEATEEEN TN GitHub £RAMRB[AVER , F2REILER GitHub X[ MARZRER (£12
_20 I?#Aé%;ﬁlﬁ\ﬁﬁ_1i%o

FEEATREEVTHUUKE GitLab BREEMNER , F2REVHE GitLabB REERER, T2
ABALEY —EXH,

?ﬂh

(® Note

#{@ GitHub %A MREF GitLab BEREERFREEY —EEH—IX, ELEEE GitHub i
F MM GitLab B REERF K AT A EREA EHMEER EH.
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FIEREY TH (CLI)

IEATLAE A AWS Command Line Interface (AWS CLI) BE R EHEHRE T T4,

(® Note
#{@ GitHub i MAREFIR S REEE Y —BEM—IX. BERBFE GitHub R MAREFIRF VA
EARER S fE A AR =

BRMERERRARREE =S HEFNERRE  ImR, EEER CLIEMYEH | 5FEM create-
host 6. THWEVTHE , ZEMEEMN Pending (57E) MR, HEJFREXH , LUEHE R
Available (AT A) REE, ETHBH/TAR , EUTREMERNSR,

/A Important

KFAER , FEBEY AWS CLI W EMENRPendingifBE, FH CLI B #%E K EFEHERA
#E EHGIRRESR A Available,

EEFATHART THA GitHub EAMBHER , FBMET LM GitHubd 2 ABBBE (X2
&), ERARBEEYT A,

FEEATREEVTHLUKE GitLab BREEMNER , F2REVHE GitLabB REERER, T2
ABALEY —EXH,
REFEEH

RIFTERR , EIB AWS Command Line Interface (AWS CLI) S BB EH BRI N EIHSER
Pending AREE, BBEEE. AWSCLI REBHAREHEVERRE , SEATEAKEIRNRERS
Available,

BLRBENTH, MFEFEER  F2RELEH,

FHEBIREREN Pending (157E) MREE, BEZETHA Pending (FE) B4 Available (TA) , BT
DTSR, WERFEHEE=FHEFHNTIIE , ZETH LM AWS ERERARER,

3

1. EAWSBHBABIEXEAL K ELNEHIE Pending (15E) MRAER , F51E$F Set up host.
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BRARTSEEA &L
2. WREARGitlab BEREEEVIH , RSER RE HH, EREBAERFRH , E@EN
GitLab PAT 12t N5 EEME/NFF A : apio
3. EFE=FREAHERZEAEEL (HI20 GitHub Enterprise Server 2 AEMH) , IR HKRETR , 8B
FERENIRFEBREE A
4, HEERAEANZEEMEL , M GitHub App name (GitHub EFARERERE) b, MALEETHLEN
ERREREH, &F Create GitHub App (I GitHub EERER),
5 EHAIhEEME  SHAETIHFHEARR , YEREIERESR Available (T A).
(@ Host successfully set up
MyHost-e8b08e2c
o T S - © rai
6. THEBATAR 6 LWLEEEER, 7EAIHERL , #IE Create connection (B E#R). 5T
X Create connection (3 3iE#R) FHEER,
Sl =44
WA LAEARAEAB I EXEAS AWS Command Line Interface (AWS CLI) A #Y list-connections @5
TRBGERS PHEREE,
DI EH (E2E)
5l
1. BIRKfIR https://console.aws.amazon.com/codesuite/settings/connections KA E T EF &
AN
2. 1E# Hosts (E#) RaI1ER. METHNEME, MREHN ARN,
Hil 38 (CLI)
BUERSEEREN R IHERMAEEMRN IR, AWS CLI
EEEEM , B list-hosts THo
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https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREES

RS

- BB IRHE (Linux, macOS = Unix) e FIRARF T (RE) , REMEHA AWS CLI R 1Tlist-
hostsiE %,

aws codeconnections list-hosts

S EER THHH,
{
"Hosts": [
{
"Name": "My-Host",
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-
Host-28aef605",
"ProviderType": "GitHubEnterpriseServer",

"ProviderEndpoint": "https://my-instance.test.dev",
"Status": "AVAILABLE"

TEER
A ARER Pending MREN EHIEE T MERTE. BUTUREETHEHE. URL = VPC R,
ETREAZEEHERMERA URL,

@ Note

BETHAE VPC PERETHNZEEIR , FF2H "(EH) SURRE BRIV Amazon
VPC &8, o

fmEE

1. BRI https://console.aws.amazon.com/codesuite/settings/connections IR A BT E X%

Ao

2. IEIE Settings > Connections (FXE > E#R)o

EREH 129


https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREES

3. #IE Hosts (X#) Z5|ER,

FEENE RUREER AWS iRk FAEEIRE B R FTIE AWS B A =4

4. EEREIHER , BT Name (BB) P8 AFE.

5. HEMEIMIRE , FFE URL hEAHNE.

6. BEMmBEEM VPC R , 557 VPC ID Hig A B,

7. iEIZE Edit host (fRIE X ),

8. FEENEREREHAERE, B Set up Pending host (FREFE E#),
fifl BR 3= 4%

BRI LAE AR AR T EXMASH AWS Command Line Interface (AWS CLI) H1#Y delete-host &35 3
I Bk E 4

FE
- MBRER (EEH)
- MIBREH (CLI)

Wik 4 (E24)
R 3

1. BARKAIR https://console.aws.amazon.com/codesuite/settings/connections KA B T EF##

Ao

2. iEIE Hosts (E#%) RE5|EEHK. 7£ Name (B1B) & , BELERBRNEREE,
. EEMER.
4. EWMAIPEA delete BUFEFR , REZIBIE Delete (MIBR)o

/A Important
EEREREER,

IBREHE (CLI)

#& T LAE F AWS Command Line Interface (AWS CLI) il BR 344,
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https://console.aws.amazon.com/codesuite/settings/connections

REABTIEEEA EREES

EEEEM , i 5EH delete-host 85,

/A Important

BB ASMBRE T HAAREBEN AT EER , FaeMBRE TR,
TS ZR  REMiREH. FTERTEREEL R,

i) R ==

B RS IR (Linux, macOS = Unix) Sa F 1T (Windows). £ AWS CLI A#i1Tardelete-
host® , 5 EEMBRZ E¥H Amazon EIRE T (ARN),

aws codeconnections delete-host --host-arn "arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605"

s A EEEEMER,

WA EHFAEA

B AEARAZAB I EEE AT AWS Command Line Interface (AWS CLI) F#Y get-host a5 2R #
REMNFHER.

BB EHEFREN (F2E)

1. BI{E https://console.aws.amazon.com/codesuite/settings/connections , & A AWS Management
Console ¥ FHARMBABABTEXEA,

2. EIF Settings > Connections (FXE > B#R) , AEIEIE Hosts (EH) R5[ERK.

3. EELEMANTIHEENIZRE  ARIEE View details (BIRFHER).

4. FEEIERREIMNTINER :

° E\E%%ﬁo
- BEIRNEHEREE,
- RRMERAYER R W

- FHNREMRE, EiRARMERNEHER Available (1) R, MRENEHWEEUBRT
REE  ZERAREERTRNMRE,

FEET e



https://console.aws.amazon.com/codesuite/settings/connections

MBABIEERA EREES
A ERARRENT -
- PENDING - E#EKEM , WE KT EEH FEMREHREEREXURERE
« AVAILABLE - T#ETREYMRE , TEEREERER,
- ERROR - T H#3 v s i i HA B 3% AR SR 3R
« VPC_CONFIG_VPC_INITIALIZING - [E£2 3 F## VPC #HAE,
« VPC_CONFIG_VPC_FAILED_INITIALIZATION - E£##y VPC #HAER 4 $53R I K BL,
« VPC_CONFIG_VPC_AVAILABLE - £## VPC #HEEE R E B AIEH,
« VPC_CONFIG_VPC_DELETING - IEFEMIBRE#H VPC HHEE,

Developer Tools Hosts MyHost-e8b08e2c

Delete

MyHost-e8b08e2c

Host info
Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test-instance- (@ Available

1.
dev/ [

5. 1#1F Delete (MIBR) BY 7 M kR E 4L,

6. WMRIFHEERN Pending (FFE) MEE , EETHERE , 8IRIF Set up host (FREF#), MEFHMEE
A, EBRERESEEH,

RIREHEFEER (CLI)

- BARUKIHH (Linux, macOS & Unix) e FHETF T (Windows) , A% EA AWS CLI R#1Tget-
hostin &5 , WIS ELRERFFMER 2 XM Amazon ERE R (ARN).

aws codeconnections get-host --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605

o TEEE @,

"Name": "MyHost",
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"Status": "AVAILABLE",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://test-instance-1.dev/"

EREEREFENEDSERE

£+ AWS CodeConnections , &7 A{E FELRAS AWS BIREBBIE 5% =5 FHE GitHub |, #i40
Bitoucket Eiw, GitHub 3@ R2ERH GitLab. £ FACFN_STACK_SYNCRIZ EE , Ba LARIE —{EF
SEWE , B E AWS AFFR Git FRERZRABUEHIEEN AWS B, AWS CloudFormation B2
EEER , MEETTLUER Git sync REEIRE 2 F5 0 EEFHE T NERMS B4,

B EFR B U HELR CLI 2 AWS CloudFormation £ A REMN FREELNELSEEE,

- REEER  REEEESRERNNE Gt RFECEEYEN, R7EERTE Gt BSERY
RXEE Gt MFERERNEE,
- BSEE  FRRLSEERY Git FRETNABRUENRIEERN AWS BiR.

WEFMEE |, 5528 AWS CodeConnections APl 2Z&%H,

WNEZE L 5| EBEEH AWS CloudFormation £ A% 31 AWS CloudFormation &[5 55X E 2 2R
2 , B2 BF ACloudFormation &g Y £EH AWS CloudFormation Git synce

ES |
- EARSHERE

{5 P it 17 EE A4S

BEEEESEERNNT Gt BFECBAZEIL BN, RFEESLTE Gt T ERERE Git BFEH
EENEE K WiEHRFESZE AWS CloudFormation # &,

WMEFRRFEELHNFMERN , 2/ AWS CodeConnections API 2EZ & #l,

ES- |
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https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/git-sync.html
https://docs.aws.amazon.com/codestar-connections/latest/APIReference/Welcome.html

REABTIEEEA EREER

- MIBREF EERE
- BRRTFEEEFAER

BAREEERS

A LAE A AWS Command Line Interface (AWS CLI) FBcreate-repository-linkig < , fE iR HEEG
SN IFE BRI ES,

ERVIFHEERZZA , BXRAREE=FRHEERINBEFRE , FlI0 GitHub,
BAUREFEER

1. BB IRE (Linux, macOS = Unix) i H 1R~ (Windows). 2 AWS CLI JR#\{Tipcreate-
repository-link®. EEBRBIERN ARN, ##EE D MIFEESRE.

aws codeconnections create-repository-link --connection-arn
arn:aws:codeconnections:us-east-1:account_id:connection/001f5be2-a661-46a4-
b96b-4d277cac8bbe --owner-id account_id --repository-name MyRepo

2. kHTEEETI@EL,

{
"RepositoryLinkInfo": {
"ConnectionArn": "arn:aws:codeconnections:us-east-1:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"OwnerId": "account_id",

"ProviderType": "GitHub",

"RepositoryLinkArn": "arn:aws:codeconnections:us-
east-l:account_id:repository-1link/be8f2017-b016-4a77-87b4-608054f70e77",

"RepositorylLinkId": "be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryName": "MyRepo",

"Tags": []

& LAE A AWS Command Line Interface (AWS CLI) F#93§update-repository-link % 2R E #18 E #I 17
TR EERE,
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BRLENREFEEGN THEMR

e --connection-arn
e --owner-id

*+ --repository-name

ESNESFHAFEABRBNERE  TUENREEER. SEFATRANER  LFEEEER
ARN, MFEREER ARN SR | F2EREERFHAER,

1. BIRE IR (Linux, macOS = Unix) Rap TR (Windows), fERA# AWS CLI 1T#§update-
repository-link® , AFHEEEEEEENNE. flW , THwCEEMNERKFEERS ID MBI
HYE#R, EEMFEA --connection ZEIEEFELR ARN,

aws codestar-connections update-repository-link --repository-link-id
6053346T-8a33-4edb-9397-10394b695173 --connection-arn arn:aws:codestar-
connections:us-east-1:account_id:connection/aEXAMPLE-f@55-4843-adef-4ceaefch2167

2. EHTEEETIEL,

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/aEXAMPLE-f055-4843-adef-4ceaefch2167",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"Tags": []

Pl EEE

BAILAE A AWS Command Line Interface (AWS CLI) A Blist-repository-links#g %I tH IR F I & 1F
EERE,
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MEAETEXES EREES

Pl EEE

1. BB E# (Linux, macOS = Unix) i S 1R (Windows). £/ AWS CLI XR#1T dplist-
repository-links o

aws codeconnections list-repository-links

2. W TEEETI@EL,

{
"RepositorylLinks": [
{
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",
"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codestar-connections:us-
east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

il B ot f7 R AR A

& T LAME A AWS Command Line Interface (AWS CLI) #1#ydelete-repository-link$g 1 3 il B 13 ik E= 1
&

BRI EEE 28, BLALEMBREREREEGHEBEBRNAMARLS AR,

/A Important

BT o2R , NEMRFBTFEEL, T2REIERYEFE IR, BUUBRLHRTEERS , B
= Amazon Resource Name (ARN) T2 E&F .
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I B ot 7 B A

- BRI (Linux, macOS = Unix) e H T (Windows). £ AWS CLI R#i1Tigdelete-
repository-link<s , 57E EMIBR 2 FHEERZR ID.

aws codeconnections delete-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

oA EEEEMER,

BARFEEGFEER

&AL E R AWS Command Line Interface (AWS CLI) # B get-repository-link3g © R 43 G B 1F M E
EFENFRER.

2

BARFEEGFEER

1. BRI (Linux, macOS = Unix) v SRR (Windows). £ AWS CLI 2R#1TiEget-
repository-link® , IEEFBEER ID,

aws codestar-connections get-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

2. WHTEEETIEL,

"RepositorylLinkInfo": {

"ConnectionArn": "arn:aws:codestar-connections:us-
east-1l:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab0@bcs441f",

"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codestar-connections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []
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ER R LR

RFAEEREENREENERCBELEY. EARSERKREL Gt BFETFHRE , LEHE
ER AWS &R,

MEFRMEHSENFMET , 52 AWS CodeConnections APl 2Z &%,

ES |

- BARSHERE

- EXMREISHERE

5| i [F 2 4 8

it B [E] 2 4B RE
BEESEEFHAER

B RSHERE

EALAE A AWS Command Line Interface (AWS CLI) F Bcreate-repository-linkig < , fE iR HEEG
FHNBREFEZBEILES,

BURSHEECH , ELAAXREERNE=FRFECEELRFEER,
BMESERE

1. BABUL IR (Linux, macOS 5 Unix) SapH 1R (Windows), £/ AWS CLI XR#{Tdicreate-
repository-link® . 1EEBRBIERN ARN, #EE D FFEERE. THHSEA AWS
CloudFormationF W EREZ EERSEENRLHEE, ELSEERFEFTNREES IFE
BER, Fl&Efh , EFREmAB A mystack R,

aws codeconnections create-sync-configuration --branch main --config-file filename
--repository-link-id be8f2017-b016-4a77-87b4-608054f70e77 --resource-name mystack
--role-arn arn:aws:iam::account_id:role/myrole --sync-type CFN_STACK_SYNC

2. kHTEEETI@EL,

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "account_id",
"ProviderType": "GitHub",
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"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",

"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
}
B RS HERE

& T LAME A AWS Command Line Interface (AWS CLI) ##J update-sync-configuration &34 3R E £
EMELSHERE,

B AEHEI S AN THER !

* --branch

« --config-file

* --repository-link-id
s --resource-name

e --role-arn

EHTEZ AR

1. BARUKIRH (Linux. macOS = Unix) Sap SRR (Windows). £/ AWS CLI XR#1Tdrupdate-
sync-configuration®s , IEELREEHNWE , URERBBINRLSEE, o, FTHGTTEER --
branch S8 EMERE T HERERBN D ZEHB,

aws codeconnections update-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack --branch feature-branch

2. kHTEEETIEL,

"SyncConfiguration": {
"Branch": "feature-branch",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
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"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
}
LEAEEZ L

&I LA AWS Command Line Interface (AWS CLI) F 8 list-sync-configurations &5 %l H {8 0R 5 #Y
RIEFEER.

T EER

1. BB IRHE (Linux, macOS = Unix) i H 1R (Windows). EF AWS CLI R#1Ti5list-sync-
configurations% , 1§ E R HEE M7 M EER ID,

aws codeconnections list-sync-configurations --repository-link-id
6053346f-8a33-4edb-9397-10394b695173 --sync-type CFN_STACK_SYNC

2. kHTEEETI@EL,

"SyncConfigurations": [
{

"Branch": "main",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

il B[] 25 48 R&

&I LAE A AWS Command Line Interface (AWS CLI) H#9 delete-sync-configuration &5+ 2R i BxE &
fHAE,
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/A Important

BTt ZE , REMRESHERE, TEREREREFEAR. EUUBRYHESHERE B2
Amazon Resource Name (ARN) A& E#EFE A,

il B [E) 25 #A R&

- BARUEIRHE (Linux, macOS = Unix) S FHET (Windows). A AWS CLI R#{Tardelete-
sync-configuration®s , RELEMBRNELEEEERSERNERE R,

aws codeconnections delete-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack

T TFEEEEMER,

R E S AR E A

BATLAE A AWS Command Line Interface (AWS CLI) B get-sync-configuration®s % R R R S B E
MREHE R,

2

WIRE S AR E T

1. BRI (Linux, macOS = Unix) Has S 1R (Windows). £/ AWS CLI XR#1TH§get-sync-
configuration®s , ¥EEFMEER ID.

aws codeconnections get-sync-configuration --sync-type CFN_STACK_SYNC --resource-
name mystack

2. WHTEEETIEL,

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
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"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

5 52 4% AWS CodeConnections APl I AWS CloudTrail

AWS CodeConnections B2 it FH & AWS CloudTrail, A& REATEEZ BI1ESZ R AWS IRIEE
&o CloudTrail #BHAFTE API FIUFEENAEH, MU SERHEZAETIETEAEITHNHE
| AR ¥ AWS CodeConnections API i /ERTE R BRI,

MREEEH , BT AIFERT CloudTrail E#Z] Amazon Simple Storage Service (Amazon
S3) REFETHE  IEEHAEH., MREBKRFEER , BMHATUE [EHEREELE] FREK CloudTrail
FERAPRIENEH. FRAKENE CloudTrail , 77 LUK/ ETIR HE R AWS CodeConnections, 2
HERMN IP ik, REERNWAS, REHERNEEAAREMFHRER.

WMEFHMMER , 5528 AWS CloudTrail EH&EIER,

AWS CodeConnections FH & A CloudTrail

CloudTrail &8I AWS IRF K |, BMIRFERA. EZHEEEH R AWS CodeConnections
ZEBHEHEEHRFLICETPNEM AWS RIS CloudTrail B4 —RIEEESH D, B LEIREHE
E, BRNTHKIEMNSE AWS #, NEFHMEENR , 52BAWS CloudTrail fERERPHBRRESR
CloudTrail EHRERZ 8k B4,

mEFE AWS tRF RSB B4 (BEWEH) AWS CodeConnections , FFEIEHE, EHEA
CloudTrail # B #1834 2] Amazon S3 #1FETRE. KTER , ECGETRAPEVERE K ZEMSE
ERAEMEN AWS B, ERFEHRE AWS 2 EFERENSEH | Wi BFEEEREESEEN
Amazon S3 EFETHE. tbHh , BERUREEM AWS RS , SUIE—2F 547 CloudTrail F2#kH UKER
EHER I REITE,

MEFHMEF , 52 AWS CloudTrail FAERRETHUTESE :

- BEVERNBIE

« CloudTrail X B RIBEES

« E%%E Amazon SNS &4 CloudTrail

- BEWRBZEEEN CloudTrail it #k1E
- &S {ERF#EU CloudTrail B F X4
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P& AWS CodeConnections EifE9H API 22& 52 % CloudTrail ¥ 5287 AWS CodeConnections
AP| 2Zd, it , ®lyDeleteConnectionfGetConnectionEYE&CreateConnectioniE
CloudTrail sC8#E+RELIER,

B-EEMHUARERNSUSELEFRENET. B EATHEEHE T3IEH !

« REREDERBRIEM IAM BRIEL.
- RUEFBERE , REEATREACEBME S/ EAENETRZ2EE,
- FREBEHHEM AWS BRBERH,

MEHMET , 2B CloudTrail fF userldentity 7T,
TH# BFERIEE

BHE—EAE  THEEHUBRRENEREESEIEEMN Amazon S3 #1ZErE, CloudTrail SC&#&4E
@%—:ﬁ%ﬂﬁl%ﬂﬁlﬁ H. EHRRREEMARENE—FR , SEEEFRNVEME , BE BHAMK

, FBRBEEE S, CloudTrail BEEXHTREAH AP HANEFHRRE , it LUEM
%EJI[EF FRo

CreateConnection &ifjl

TH&EHIE R RECreateConnectionB)¥EM CloudTrail i2$&EH

"EventId": "b4374fde-c544-4d43-b511-7d899568e55a",
"EventName": "CreateConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-09T15:13:46-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
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"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-09T23:03:08Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-09T23:13:467",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.create-connection",
"requestParameters": {
"providerType": "GitHub",

"connectionName": "my-connection"
},
"responseElements": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},

"requestID": "57640a88-97b7-481d-9665-cfd79a681379",
"eventID": "b4374fde-c544-4d43-b511-7d899568e55a",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

FCEELR API AU CloudTrail
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CreateHost Zifjl

TH & HIFE R RECreateHostE#EM CloudTrail 58818 H .

"EventId": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"EventName": "CreateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:43:06-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:43:06Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-host",

"requestParameters": {
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"name": "Demol",
"providerType": "GitHubEnterpriseServer",
"providerEndpoint": "IP"
.
"responseElements": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
.
"requestID": "974459b3-8a04-4cff-9c8f-0c88647831cc",
"eventID": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateSyncConfiguration #ifl

T5giH|FE R ~&CreateSyncConfiguration&## CloudTrail F2&&EH .

"EventId": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"EventName": "CreateSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:38:30+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

FLEERR API FERY CloudTrail 146



FRABTIEXRA

ERAEER

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:55Z7",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T17:38:30Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.create-sync-configuration",
"requestParameters": {
"branch": "master",
"configFile": "filename",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"
.
"responseElements": {
"syncConfiguration": {

"branch": "main",
"configFile": "filename",
"ownerId": "owner_ID",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

+
"requestID": "bad2f662-3f2a-42c0-b638-6115384896f6",
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147



REABTIEEEA EREER

"eventID": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

DeleteConnection Zifjl

T o & HIFE R R&DeleteConnectionEERY CloudTrail 2B H

"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::001919387613:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
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"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-connection",

"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"

.
"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

DeleteHost i3l

T 5 & HIFE R R&DeleteHost EI#EH CloudTrail 508%1EH .

"EventId": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"EventName": "DeleteHost",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:56:47-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

dev"
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"CloudTrailEvent": {

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T20:56:47Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-host",

EXAMPLE™

"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-

I

"responseElements": null,

"requestID": "1b244528-143a-4028-b9a4-9479e342bce5",
"eventID": "6018ba5c-6f24-4a30-b201-16ec19al687a",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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}

DeleteSyncConfiguration &ifl

T3 & HIFE R ~EDeleteSyncConfigurationE)YEMY CloudTrail i88%IEH

"EventId": "588660c7-3202-4998-a906-7bb72bcf4438",
"EventName": "DeleteSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:41:59+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-01-24T17:41:597",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteSyncConfiguration",
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"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.delete-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
},
"responseElements": null,
"requestID": "221e@blc-a50e-4cf@-ab7d-780154e29c94",
"eventID": "588660c7-3202-4998-a906-7bb72bcf4438",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

GetConnection il
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"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-connection",

"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},
"responseElements": null,
"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "001919387613",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev
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"EventId": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"EventName": "GetHost",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:44:34-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:44:34Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.get-host",

"requestParameters": {
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"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
},
"responseElements": null,
"requestID": "@ad6lbb6-f88f-4f96-92fe-997f017ec2bb",
"eventID": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetRepositoryLink i
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"EventId": "b46acb67-3612-41c7-8987-adb6c9ed4ads",
"EventName": "GetRepositorylLink",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:59:28+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
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"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T02:58:52Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-24T02:59:287",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorylLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11

Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off

command/codeconnections.get-repository-1link",
"requestParameters": {
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
},
"responseElements": {
"repositoryLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

},

"requestID": "d46704dd-dbe9-462f-96a6-022a8d319fd1",
"eventID": "b46acb67-3612-41c7-8987-adb6c9ed4ads",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-ea-1.codeconnections.aws.dev"

FCEELR API AU CloudTrail

156



FRABTIEXRA

ERAEER

}

GetRepositorySyncStatus £l

T % &5 5 B °R ‘R 8 GetRepositorySyncStatus B #E#Y CloudTrail SR4%1E B .

"EventId": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"EventName": "GetRepositorySyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:41:44+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:55Z7",
"mfaAuthenticated": "false"

.

"eventTime": "2024-01-25T03:41:447",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorySyncStatus",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.138",
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"userAgent": "aws-cli/2.15.11 Python/3.11.6

Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/

codeconnections.get-repository-sync-status",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Could not find a sync status for repository
link:6053346f-8a33-4edb-9397-10394b695173",
"requestParameters": {
"branch": "feature-branch",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": null,
"requestID": "e@cee3ee-31e8-4ef5-b749-96cdcabbe36f",
"eventID": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetResourceSyncStatus Zifj
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"EventId": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"EventName": "GetResourceSyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:44:11+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
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arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:55Z7",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T03:44:117",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetResourceSyncStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-resource-sync-status",
"requestParameters": {
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": null,
"requestID": "e74b5503-d651-4920-9fd2-0f40fb5681e0",
"eventID": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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"EventId": "c16699ba-a788-476d-8c6c-47511d76309e",
"EventName": "GetSyncBlockerSummary",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:03:02+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T03:03:0272",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncBlockerSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-sync-blocker-summary",
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"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
I
"responseElements": {
"syncBlockerSummary": {
"resourceName": "mystack",
"latestBlockers": []

I

"requestID": "04240091-eb25-4138-840d-776f8e5375b4",
"eventID": "c16699ba-a788-476d-8c6c-47511d76309e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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"EventId": "bab9aal6-4553-4206-alea-88219233dd25",
"EventName": "GetSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:40+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major"

"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:55Z7",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-24T17:40:40Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.get-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
I
"responseElements": {
"syncConfiguration": {
"branch": "main",
"configFile": "filename",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:role/my-role",
"syncType": "CFN_STACK_SYNC"

iy

"requestID": "Qaa8e43a-6e34-4d8f-89fb-5c2d0@1964b35",
"eventID": "bab9aal6-4553-4206-alea-88219233dd25",
"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListConnections &ifl

T %I &35 B8 7R R & ListConnectionsB)#E#Y CloudTrail 528&1E B .

"EventId": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",
"EventName": "ListConnections",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-08T14:11:23-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-08T22:11:02Z",
"mfaAuthenticated": "false"
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}

}
},
"eventTime": "2024-01-08T22:11:23Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListConnections",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/1.18.147 Python/2.7.18
Linux/5.10.201-168.748.amzn2int.x86_64 botocore/1.18.6",

"requestParameters": {

"maxResults": 50

},

"responseElements": null,

"requestID": "5d456d59-3e92-44be-b941-a429df59e90b",

"eventID": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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"EventId": "f6e9e831-feaf-4adl-ac47-51681109c401",
"EventName": "ListHosts",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T13:00:55-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",

"userIdentity": {
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"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-11T21:00:557",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListHosts",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.list-hosts",
"requestParameters": {
"maxResults": 50
I
"responseElements": null,
"requestID": "ea87e2cf-6bfl-4cc7-9666-f3fad85d6d83",
"eventID": "f6e9e831-feaf-4adl-ac47-51681109c401",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

FCEELR API AU CloudTrail

165



FRABTIEXRA

ERAEER

ListRepositoryLinks #ifl

T 5 & 5l §E R R &l ListRepositoryLinks B)¥EHY CloudTrail 52838 H .

"EventId": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"EventName": "ListRepositorylLinks",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T01:57:29+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}
}

},

"eventTime": "2024-01-24TQ1:57:29Z2",

"eventSource": "codeconnections.amazonaws.com",

"eventName": "ListRepositorylLinks",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.list-repository-1links",
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"requestParameters": {
"maxResults": 50
},
"responseElements": {
"repositorylLinks": [
{
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1link/be8f2017-b016-4a77-87b4-608054f70e77",
"repositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"repositoryName": "MyGitHubRepo"

},
{
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",

"providerType": "GitHub",

"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

},

"requestID": "7c8967a9-ecl5-42e9-876b-0ef58681lec55",
"eventID": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

ListRepositorySyncDefinitions il
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"EventId": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"EventName": "ListRepositorySyncDefinitions",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T16:56:19+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-25T16:43:037",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-25T16:56:1972",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorySyncDefinitions",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-repository-sync-definitions",
"requestParameters": {
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC",
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"maxResults": 50
I
"responseElements": {
"repositorySyncDefinitions": []
},
"requestID": "df31d11d-5dc7-459b-9a8f-396b4769cdd9",
"eventID": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListSyncConfigurations il
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"EventId": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"EventName": "ListSyncConfigurations",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:42:06+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

FLEERR API FERY CloudTrail 169


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_ListSyncConfigurations.html

REABTIEEEA EREER

"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T17:42:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListSyncConfigurations",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/offcommand/
codeconnections.list-sync-configurations",
"requestParameters": {
"maxResults": 50,
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": {
"syncConfigurations": [
{
"branch": "feature-branch",
"configFile": "filename.yaml",
"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "dkstacksync",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "7dd220b5-fc@f-4023-aaa®@-9555cfe759df",
"eventID": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,
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"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListTagsForResource £ifl

T 5548 7R R &iListTagsForResource Bi#E#Y CloudTrail 50418 H .

"EventId": "fc501054-d68a-4325-824c-0e34062ef040",
"EventName": "ListTagsForResource",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T17:16:56+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "dMary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z2",
"mfaAuthenticated": "false"
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},

"eventTime": "2024-01-25T17:16:56Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6

Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/

codeconnections.list-tags-for-resource",
"requestParameters": {
"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/9703702f-bebe-41b7-8fc4-8e6d2430a330"
},
"responseElements": null,
"requestID": "994584a3-4807-47f2-bblb-a64f@af6c250",
"eventID": "fc501054-d68a-4325-824c-0e34062ef040",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

TagResource #ifl
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"EventId": "b7fbc943-2ddl-4c5b-a5ad-fc6d6@a@1lfl”,
"EventName": "TagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:22:11-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",

"userIdentity": {

dev
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"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

I

"eventTime": "2024-01-11T20:22:117",

"eventSource": "codeconnections.amazonaws.com",

"eventName": "TagResource",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64
command/codeconnections.tag-resource",

"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tags": [
{

"key": "Demol",
"value": "hhvhl"

},

"responseElements": null,

"requestID": "ba382c33-7124-48c8-a23a-25816ce27604",
"eventID": "b7fbc943-2ddl-4c5b-a5ad-fc6d60a01lfl",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

prompt/off

FCEELR API AU CloudTrail

173



FRABTIEXRA

ERAEER

"eventCategory":
"tlsDetails": {

"Management",

"clientProvidedHostHeader":

UnTagResource il

"api.us-east-1.codeconnections.aws.dev"
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"EventId":
"EventName": "UntagResource",
"ReadOnly": "false",

"8a85cdee-2586-4679-bel8-eec34204bc7e",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",

"EventTime": "2024-01-11T12:31:14-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId":
"arn":
"accountId":

"AIDACKCEVSQ6C2EXAMPLE",
"arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’

"principalld": "AIDACKCEVSQ6C2EXAMPLE",

"accountId":

"userName":
.
"webIdFederationData":
"attributes": {

"creationDate":

"mfaAuthenticated":

}I

arn": "arn:aws:iam::123456789012:role/Admin",
"123456789012",
"Admin"

{1},

"2024-01-11T20:09:352",
"false"
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"eventTime": "2024-01-11T20:31:14Z2",

"eventSource": "codeconnections.amazonaws.com",
"eventName": "UntagResource",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.untag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tagKeys": [
"Project",
"ReadOnly"
]

},

"responseElements": null,

"requestID": "@5ef26a4-8c39-4f72-89bf-0c0@56c51b8d7",
"eventID": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateHost il
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"Events": [{
"EventId": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"EventName": "UpdateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:54:32-08:00",

"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": "eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T20:54:327",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.update-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/
Demol-34e70@ecb",
"providerEndpoint": "https://54.218.245.167"
},
"responseElements": null,
"requestID": "bl7f46ac-lacb-44ab-a9f5-c35c20233441",
"eventID": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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}

UpdateRepositoryLink #ifl
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"EventId": "be358c9a-5a8f-467e-8585-2860070be4fe",
"EventName": "UpdateRepositoryLink",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:03:24+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24TQ1:43:497",
"mfaAuthenticated": "false"

.

"eventTime": "2024-01-24T02:03:247",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateRepositoryLink",
"awsRegion": "us-east-1",

"sourceIPAddress": "IP",
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"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/

offcommand/codeconnections.update-repository-1link",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
.
"responseElements": {
"repositorylLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

}
.
"additionalEventData": {

"providerAction": "UpdateRepositorylLink"
},

"requestID": "eQleee49-9393-4983-89e4-d1b3353a70d9",
"eventID": "be358c9a-5a8f-467e-8585-2860070be4fe",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncBlocker #ifj
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"EventId": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"EventName": "UpdateSyncBlocker",

FCEELR API AU CloudTrail

178


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_UpdateSyncBlocker.html

FRABTIEXRA

ERAEER

"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:01:05+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T03:01:05Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncBlocker",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off
codeconnections.update-sync-blocker",
"requestParameters": {

"id": "ID",

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack",
"resolvedReason": "Reason"

}I

"responseElements": null,

command/
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"requestID": "eea®3b39-b299-4099-ba55-608480f8d96d",
"eventID": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": '"Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncConfiguration il
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"EventId": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"EventName": "UpdateSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:55+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},

": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-24T17:40:557",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.update-sync-configuration",
"requestParameters": {
"branch": "feature-branch",
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": {
"syncConfiguration": {

"branch": "feature-branch",
"configFile": "filename",
"ownerId": "owner",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType'": "CFN_STACK_SYNC"

I

"requestID": "2ca545ef-4395-4elf-bl4a-2750481161d6",
"eventID": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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A [RUA DNS £718] 218 , IREAImEZERFA DNS |, BJ7 L AWS CodeConnections
EAZXEETEF DNS 2 E H API R |, flficodestar-connections.us-
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/A Important
&H¥ AWS BRI R AWS Marketplace EERFHIRBEE LW IHE , FHERERATE DNS,
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com.amazonaws.region.codestar-connections.webhooks % 26 F X BHR

g1 - A EIER VPC 1w B R Al AWS CodeConnections

LUT R B B R B 5] AWS CodeConnections, EZEZimEE XK SREMBERLFAEESHE
%] AWS CodeConnections EifE FEUE

{
"Statement": [
{
"Sid": "GetConnectionOnly",
"Principal": "*",
"Action": [
"codestar-connections:GetConnection"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

i# AWS CodeConnections AR #BEE#MER VPC %2,

AWS CodeConnections EEZ IS MBREHR VPC AREMN T HEF , 2 AEE T webhook B, A
# A com.amazonaws.region.codestar-connections.webhooks,

fEFAE AR GitHub Webhook B9 VPC w3 , E#F AT LLEB Webhook #Ei® Amazon HBEAEAEHER
FEIXFEBHESR AWS R,
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s REERIHEER

o SHEIEHNY VPC R ITT R
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o SEEf# GitHub FERER

- fmEE GitHub X AR EREAEXER
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BRI BEMERNFTT . WEFMET  FSE ERMEH AWS CodeConnections.
EREV T RERFKEIFTAER

ERETE CodePipeline TEAPEVHRFERE , e EE THERAS

BRE  #repp RERBEER . ## ARNES1T##
MRERERAL | BEEEEREHHET,

£ AWS Command Line Interface (AWS CLI) EE'#U?."Z%H*@*EE%?E’JEFE AWS Management
Console REEETRA LBV NTERERAMEERN —50, B, FEIELER , RAETHRE
EERAENGA , SEEZKREH AR %E#ﬂlﬁﬁm&%ﬁ’]ﬁﬁﬁ%o MEFHMES , FSE EREMNE
5l AWS CodeConnections.

E S EAERFREIFT AT E5ER

WMREEFMER CodePipeline T2 &R ER , BELERIIH, RSHEMLERNER , hralaks
BETHHEP—ERmEERAS

HELRBIEHIRE
#HAHRRRRR AR #UseConnection #### ARN
MREBRLAR , FREECHRAMNEFT,

ERELAHEEFRERNGY  SREIENREERVNENTTAREE. MEFHAEA
F& ] AWS CodeConnections,

ERIWIEEN A AARES 2 IR B S EARRE
MBERABERNEFEIIEEATAMRENAL |, 5582 Complete connection (FERHRIELR).

T
s
&
2

MRGREFEZFER , BHREFRTERSFEMREBHNALR , BULIEUHER , RAEREER T AR
R,

T8 E LR GitClone R

ERERFREEMEIEFRFER AWS CodeStar E#ER , EMES XN UKW ANTIREESHE
CodeBuild
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- FRE  REBFEELETE CodeBuild TREXHMN zip BR.
- Git B8R  KERABIUERTHIEZERE.

Cit EREARELKRBRBRABERN TS Git REFERED. EEEALES , ESARE
CodeBuild 3Rz i FE#REYRERR

EEAERIHIEZE CodeBuild R AGEFEAl , FR2IUKINZE CodeBuild REAGHNEFEERE. T
SISBREBEVEBE , Hd |, action L HIEE UseConnection FF A , M Resource @ I EEL
# Amazon Resource Name (ARN),

£ 92 & 18 UseConnection R
1. ZESKREEMNER ARN , FHREE , RLZERFREELN () BR. (B8] EKFEEIFEE ,
HiF ARN 2 H IR EConnectionArniZ, & LU&ELR ARN #i8 E CodeBuild R A& EREEI,

2. HESKREW CodeBuild RBEAE , FRBERTEANEEER  RRAEE [REFMAER
#EIRHE,

3. 1 "Environment 3R¥E)) EEH , i#ZE Service role (RIEA ) EHE. EZFR AWS Identity
and Access Management (IAM) £32 & , B0 A H P18 R B EFEF I BER,

4. 1EIAM E# A |, BIF Attach policies (EIZIEEK) , RZRIFEIE Create policy (BILHK).

FRTYBREARE ], £ Resource W AFFTIBIELR ARN |, IR HEFIFTF R

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "codestar-connections:UseConnection",
"Resource": "insert connection ARN here"
}
]
}

£ JSON Z5|E® L |, B EERBER,

5. EERBBER, MABENE (H/I0 connection-permissions) , A%iZZE Create policy
(I BER).

6. RERKEABH Attach Permissions (E#FFH) HE , ENEEHRRFE , AREBNEREILHN
BE, BEEEER,
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MRFBEBERAL , EHEMIFEEN Available AREE | 5522 Set up host GREE#).
BIUFHNFE—ESBSEREINEHBEERER Pending MR8, EEZFHME S Available KR
B, AUNAREEEIRAPRETIH. WFEFHAENR , #F28 SESTEIH,

(® Note
B EE A AWS CLI REEEPendingE#,

S B A BRI IR EMOE TR B BE AR

MRER GitHub BARXEZI MRS , AIERNEH A EAERRE. ENERAENEH
MERBLER , EXAERETEH,

- FHERAEN pem iR, EREAENEE WHRLR) FBF , SERTHNATEERBANER
EA SRR RE,

MRFEAH CLIEEER Error MEN T NETHMEEHNER , EAREEAT ISR

- MBRAEFRIETHER  RARENLTEIHEMERER. NFFEEF  F2H ELEH.

BEEZAEIMETER

BREVERYEIH  LEAFESUTHRE,

. BHEHAERM AVAILABLE (AT F) AREE, MEFMET |
- HAFEIBERNESEELR,
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ST EMAY VPC IERREITRE B R

BYTHMERE  SARMHLE GitHub Enterprise Server #I1T{EEE c ER EBNBKERSR VPC &
Ao BEHITHAN VPC N FHEMSARBHITRHEIR K FEALEETWES VPC EAMASE,
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® Note

£ A ETE1TEE Amazon VPC H GitHub {3l iR28 T #AE BB EHBER, MFERE
AEMEAR VPC (PrivateLink) # webhook i B 2 EARH B SRS HERE | B2 . SH®E
GitHub &3 {7 IR B85 2 4R Y Webhook VPC A Eiin 2 (PrivateLink)

FAegEHIF |, ERLER T RFRREERE GitHub X AR[HATEER VPC M A MRS :

1. B3 VPC, MEFHMEF , 52 M https://docs.aws.amazon.com/vpc/latest/userguide/working-
with-vpcs.html#Create-VPC,

2. £ VPC FREM T#%. MEFMENR , 2@ https://docs.aws.amazon.com/vpc/latest/userguide/
working-with-vpcs.html#AddaSubnet,

3. BHITERREE VPC ., WMFEFMER , 52 hitps://docs.aws.amazon.com/vpc/latest/
userguide/working-with-vpcs.html#VPC_Launch_Instance,

® Note
{8 VPC — X Rl — A E# (GitHub R RREFHITERR) =L BB,

TE®ERER GitHub 3 AMI B ENRY EC2 #1TEER

a Name - Instance ID - Instance Type - Availability Zone - Instance State - Status Ch
@  GitHub Enterprise -0bd441cT242dIdBET m&.xlarge us-east-2b @ running & 22ch
Instance: | i-0b4441c7242dfd867 (GitHub Enterprise)  Elastic |P: [N _ NN

Description Status Checks Monitoring Tags

Instance ID  i-0b4441c7242did8ET Public DNS (IPvd)  ec2: us-
east-2.compute. aMazonaws.com
Instance state  running IPva Public P I
Instance type  mS.xlarge IPvEIPs -
Finding ~ Opt-in to AWS Compute Optimizer for Elastic IPs I
recommendations. Learn more
Private DNS  ip- U5 Availability zone  us-east-2b

east-2.compute.internal
Private IPs [ Security groups  ghe-InstanceSecurityGroup-
1IEZ3GYA4DVNG. view inbound rules.
view outbound rules

Secondary private IPs Scheduled events  No scheduled events
VPCID wvpc-al4393ch AMIID  GitHub Enterprise Server 2.20.9
I
Subnet ID  subnet-75350e0f Platform details  Linux/UNIX
Metwork interfaces  eth0 Usage operation  Runinstances
IAM role  ghe-ECZiInstanceRole- Source/dest. check  True
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ec2:CreateNetworkInterface

ec2:CreateTags
ec2:DescribeDhcpOptionsec2:DescribeNetworkInterfaces
ec2:DescribeSubnets

ec2:DeleteNetworkInterface
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ec2:CreateVpcEndpoint
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BEEEREEED, FREHARIENERNRE MG R codeconnections, ## SDK/CLI
ER2FEAER ARN PHRIEEZLIEN, AIBNERS BB EBHNRE IR,

LTREFEIMNEIR AWS CodeConnections :
. B
o TH
I8 :

£/ ARN H#y Codestar EMREVMNERTEEBEH B AER ARN FNFRBINER. fAIE—E
MNERSARE - EEAEZREINRNER. T8 , 28 codestar ERRIATEFAH 1AM BEFIE
ARERHREERNER.

s

AREMNEE " EBREFRENNEREE , FA TIIEE

- EHHREHIERAN IAMBER, B8, EFnERELNEREEEZFER 1AM BUR,
« FBFEHAEEAST CLII/CDK/CFN B FRE BAREHNER.

BEEZEMRBEHOEE. BRNGMS. ETHEL T , SHEMERBEHEF TEHResourcet

i,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"
1,
"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"
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MEAETEXES EREES

ARG ERNRE

Ba L EPERESELERGIMR %] CodeConnections, MMEEZFHMET , FSB EENEEE,
EARRELEE

TRIIHAZAESTEFREPERENEE (LBEARE).

BERFEPHEFEERANSE AWS BE BALURES. EEFRRESESE , SEAXEDLOERE, &
EHS AWS B EAMATSEMNERE , FS260 AWS BRIBEH

(® Note
B ATRRAEBN CKE) AWS B, RRIBEMSAER. MEFHEER  FSHEBAED,

R FARR R
=18 AWS tRF RERB LR 250

RPN EREZEEN K MEEERE,

&R TARR PR
EREEFTLR 32 fE=F T
=@ AWS 1RF B EHB LR 50
REEEENHE LR 100

AWS CloudFormation &GS HREBHNWEHE LR 100

BEMFEEFNESEEHE LR 100
BESXHNESHAEHRE LR 50
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https://console.aws.amazon.com/support/v1#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

MRARTAZRA EREEE
EXNEEATIEEMN IP bk

WREIE Amazon EC2 #TEEE EBE IP ERES AFFEE IP sk |, FBAEUT IP it Fri€ B RFFEE
o ERMATLUERESRMERER , fW0 GitHub M Bitbucket,

THRE AWS B JIHERZASTEFREPIERN IP #bilt,

@ Note
HRBUN CKE) Bif , B4 ELBAKER , TEMAER, WEFRESR  F2REAE
o
E5 P b1k
XETEIP (BRENRM) (us-west-2) 35.160.210.199, 54.71.206.108, 54.71.36.205
EEREP (HEFH fEazdbEB) (us-east-1) 3.216.216.90, 3.216.243.220, 3.217.241.85
BUM (BEHM) (eu-west-1) 34.242.64.82, 52.18.37.201, 54.77.75.62
ZEIFRI (B%1HB) (us-east-2) 18.217.188.190, 18.218.158.91, 18.220.4.80
S K[EE (¥ h03#) (ap-southeast-1) 18.138.171.151, 18.139.22.70, 3.1.157.176
TAREE (F3) (ap-southeast-2) 13.236.59.253, 52.64.166.86, 54.206.1.112
T KEHE (RFR) (ap-northeast-1) 52.196.132.231, 54.95.133.227, 18.181.13.91
BN GEBR4E) (eu-central-1) 18.196.145.164, 3.121.252.59, 52.59.104.195
ZAK[E1E (EH) (ap-northeast-2) 13.125.8.239, 13.209.223.177, 3.37.200.23
DEKEE (ZE) (ap-south-1) 13.234.199.152, 13.235.29.220, 35.154.23
0.124
mEMN (ERE) (sa-east-1) 18.229.77.26, 54.233.226.52, 54.233.207.69
NZEX (FEF) (ca-central-1) 15.222.219.210, 35.182.166.138, 99.79.111
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable

FRABIEXES

ERAEER

[ 15

BUM (82 (eu-west-2)

EEFEI (IR FEFEEEILER) (us-west-1)
BN (E2) (eu-west-3)

BN (HrE S HE) (eu-north-1)

BUM (CKB8) (eu-south-1)

AWS GovCloud (2 B3 )

IP th ik

3.9.97.205, 35.177.150.185, 35.177.200.225
52.52.16.175, 52.8.63.87

35.181.127.138, 35.181.145.22, 35.181.20.200
13.48.66.148, 13.48.8.79, 13.53.78.182
18.102.28.105, 18.102.35.130, 18.102.8.116

18.252.168.157, 18.252.207.77, 18.253.18
5.119

EEEAFOEEN IP ik
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REABTIEEEA EREES

FRASTIEFTZEAENZTEM

EL2 AWS BRENELEK. R AWS BF , A EERPONEBREETERE AR BEAR
EHZEMRHRMNEBN T RMITE,

L2 AWS BECEAAFNEE, HEFSEEE BUHERRERNEZENERANEE

- EiRHNELM — AWS EEREE AWS ERPHIT AWS RNV EREE, AWS EARRAMATN
ZE2FEANERE. £ AWS £HFEDR , E=FEKESEHARLEBRIERMANLLIIN. BEER
EARK T AWS CodeStar B, IR EBEEFHEI AWS CodeConnections , HZREE A REER
HAWS BR%S.

- BiRPHNLEM — ENETEURREERN AWS B, SHXEHEGERREE  TIEERNHE
ZiE, BRRANERMBRERENZER,

AN OB S MMESER @A, B T AWS CodeStar BH, BRERALAASEER

AWS CodeConnections. T %I EERAMMERE " AWS CodeStar BHI, , AR AWS
CodeConnections fAIFA R EMEAREEE, B SE2RMMAERE T AWS B REE IR MR E
AWS CodeStar @%1#1 AWS CodeConnections &R # IR

MERATHEBASTIEIZATRBNZ Y  F2ETIRE

« CodeBuild £

« CodeCommit Z&
« CodeDeploy Z£ M4
« CodePipeline Z£ M

THBEARRNZEH

BHEKEREBEARKGITRERECBARABENERE, ELEATRESHBARTESE
ROFFHES  2RRFEAR. BERE, HERENETEHNT.

Bign , EAILRPHNFREREBAHRA , CodeCommit AT EHRIJRIGERWZER, HRU
e, ATEEZBRAMBEENBANTRESZABTSEN —TRZTERNR. B , BWTNEHR
REZBEERMWEHRA , CodeBuild AW ABEZMREMPBEERAIRNNAK, &7 EEZRRMEE
HBHKISXEN.
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/codebuild/latest/userguide/security.html
https://docs.aws.amazon.com/codecommit/latest/userguide/security.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security.html

MEAETEXES EREES

BAINESRREEENBARA , CodePipeline LT EFERENMBIER , Mt H R AEIENE
AR RERZENAESH S, BUNEPRERAREXNBHRA , CodeDeploy LI HERE
B, Mt E R AEENBATRIEHEEENHEBER,

BATESEREEBEN , SIMBRERE, BAFHENENRT. BERE , UREEKE. B THE
BAERNLZeM  FELEHRRBARANER , UREER/BHELZ Amazon SNS TEMGTFHE
RE, A, ATEREAMBENBENANR JERE LM REERREMEBE, LBFTRE
EETBARTEARUNBERTRE, FEREHREEAASNAR , UiBHRARETHEENA
BRUREENER,

MEBARANTANEARENFAEN , F2EEAHE.

FBALEERBATEENFHEARFAETEESHINEN. ERRAANERFHERAER,
ELEH TS EEIEZE Amazon EventBridge #l Amazon CloudWatch SEEE £ BRI E .

FMEASTEFZARE (HIM) AR EEEBANASPHEEREN s NAEEHERNER
CodeCommit , M REHHATANER. LAULUBRKTELBRET  UERAMNSHERIHER
RENSEHEE, ELLEE Full (8) FEEFAERE , BURERSHHEBNMERTESN (BHE) W
ABAR, WEESFHAENR , F2HE FHEAEE,

AWS CodeStar BEH A Py E R {RE AWS CodeConnections

HASEER AWS HASHEEREAR "EBH,L B " AWS CodeStar BH ) RHIERRE AWS
CodeConnections, MERPFTR |, AWS BEERBHITAE AWS Eif. LEEHBE UL ERES
FRERBNEGIRE, SREURBEERER AWS R WLLERNERTE, NEEREBARNEF
HEF  F2RERAELEEREEE., NEEHEBNERMREBENMHEEENR , 528 AWS Z24E%E
KL AWS HEHWEEERF GDPR SPEEXE,

ERERREZBEN , RAEZEMEA AWS IAM Identity Center 5 AWS Identity and Access
Management (IAM) {7 AWS kS Z2ABMARE[BIEAE. Mt—R , SEAEHERISESR
HERETEMAENTT. RMEBZRERATIAXNREER

- BERFHECRZEEZEZRE (MFA),

« £/ SSL/TLS B2 AWS BERETEN. RMEFE TLS 1.2 WEZEFEH TLS 1.3,

- SEARE API MEAEEBF#H AWS CloudTrail,

- £ AWS MERARATRAREPNFIEREDL LS AWS R,

- FRERNZERLRE (B0 Amazon Macie) , HBIREFREFZE Amazon S3 HWEURBE R,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

REABTIEEEA EREES

- MBHREFBBHGSINEDR AP FEEFEERK AWS 1B FIPS 140-2 B8 HI N840 | 55 H FIPS
imEh. MEFR FIPS M FIPS MM ESHEEENR , E2RAE P EARIEIZZEE (FIPS) 140-2 #EE#,

BRZIBRCBETEREFNE T B SRERBBEN , HEEERS BHEERN X FRA
F, flinEBEa. EEEEEMER AWS CodeStar BH1H/ AWS CodeConnections s E Mt AWS R
% EAEEA AWS CLI, API =k AWS SDK K, ZBEZEDEHERNXERAP@E AN TMAER I
BEEARTERZE A, NREEMNASMABREN URL , RFEZIEBZBVERB LY AREES
W URL FEEBEEN.

AWS CodeStar BHIEH & 7 Bl EHFEEE AWS
CodeConnections

AWS Identity and Access Management (IAM) AT GBI EE & R £ i H AWS ERFEHE, AWS
R 1AM EIE SR FIHLL A TR (BA) MRE (EEG#ER) LAfEH AWS CodeStar BAF AWS
CodeConnections &R, ZAILAEA IAM AWS R , BEEINTE,

® Note

A AERASH R EFRBAEFR TEMY 2E&RcodeconnectionsE1E., FEFHRIGHIZE T £l
BE FAcodeconnectionsEEIR ARN HfEH, codestar-connectionshRIGEIERAVIR
EMERDATA. £ IAMBERAPIEEERE  REREZEE RN &ITE.,

E3

- Wt

- FRASTBE

- FABRKREBRFIE

- ARASTEFEAPNINEENTE IAM EBEEA

« AWS CodeConnections #FR £ %

- G RBREH

- FAZEBRES AWS CodeConnections ERHFE
- EEXEAPERABEMNNER

- AEAEREMMBE ST

- SRR AWS CodeStar BEILAKR AWS CodeConnections & 43 58 Bl B2
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https://aws.amazon.com/compliance/fips/

BMRABTEERA (&SR
- #f AWS CodeStar #BHEARBEZAE

- 8 AWS CodeConnectionsi R#5:&E#E A

- AWS ZEEMBEE AWS CodeConnections

c/kes

& 4E A AWS Identity and Access Management (IAM) W A RXEEFITRE , ERBURREE AWS
CodeStar @A F#1TH T4E AWS CodeConnections.

RIEEHE — REFEH AWS CodeStar BE1H AWS CodeConnections IRFERER L/E , AIEE
EEARIEHENRRINER, ELFEHAES AWS CodeStar BAHF AWS CodeConnections Th&E
RERIL/ER , ZUREEHMER, THEIGTUTNEERSRN UGB ERNEESRERERNTT,
MREMEIFE " AWS CodeStar BH1, FHIZIEE AWS CodeConnections , 552 B HHE#E AWS
CodeStar @& LL K AWS CodeConnections & 45 Bll 2.,

REEEE — MREEELNTH AWS CodeStar BAIF AWS CodeConnections &R , B #EHER
AWS CodeStar & &1 M1y ST 7 EUE AWS CodeConnections, &M TEMRAEEN RS EREEE
HUMBLE AWS CodeStar %1, AWS CodeConnections ZWEEFE R, #E , BHAEKBEREBER
IAM BEEE , REFLRKEEAENGTT. RELEERLNER , THRIAMNWELRES, EEHE—S
T R &\ A IN{AER AWS CodeStar BAHIfE A IAM AWS CodeConnections , FE2BHAZEAETE S
BEETRHIheE M EE IAM EEFEH.

IAM BEEE — NMRER IAM EEE , B B EBRFIIREHRRREE AWS CodeStar BHIF 17
EVEPR AV £ E EA AWS CodeConnections, & Z#@43 01 IAM A {EFH Y AWS CodeStar B AWS
CodeConnections B0 BB S| , F2B. 5o RBEEEHH

e & 2 B

BBERBAWS FASSRBZANSR. BLAL IAM EHAESSHBHR IAM BEETEHE (BA
AWS), AWS IRERERE

B LA REIR AWS B 7B RIRERNFER , UBESE 2R F22E A, AWS IAM Identity
Center (IAM &2 H0) EHE, ERARNE—BEASIRFE , UREH Google = Facebook A& #
HMEBHESH2EBBNNES, ZUBESEIBEAR  SNEEELCRESER IAM BENEBESE D,
E&ME AWS AEREFHE , CEBRERTAR.

BIBENEREER | £ LL% A AWS Management Console 5 AWS ZEIA A%, MEFEEA
WEEF AWS |, 5ESE (AWS & A FRIER) AWS 1RE ) A= A BW,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

REABTIEEEA EREES

WMBRE AWS X ERETHNEE , 55 AWS 2HEERAREHN (SDK) MaswF @ (CLI) , AERK
NRBLUMBRSFREBLNER, NEEREH AWS TE | BIXEBRTHEER, NEFHESENS
EBETHEEFRWEFMEET , F2H AM ERERETNEE AWS API 53K,

EREERAMNES P RES L B EERHENANZTEHENRA. I, AWS BEEREHEAZEE
FEE (MFA) REMEFNEZ M, WEFEZEN , 58208 AWS IAM Identity Center £ & 1ER
MWZEEERIN IAM EHABIEEFNE AWSHERASEEZRF (MFA),

AWS tREREH &

BRI AWS tRFE , BER—EEASDIHE , X80 TTBEEFIXIRFFHMEER AWS R
MER, LB DS AWS IRF root EAE , ANEBEAERARELIRFHNE FEABUHENBRTEA
REW, BARBETEUREAERZEAEER. RELHREAERE , WEHARHTARAR
ERERITHER. NFELEBNZTREE , THRFEURERAEZANGEY , F2680 (AM EAEF
EE) FHEEREAERENER.

IAM fi£ i & M A48

IAM EFEREABNS D , B AWS 1RF BE-ASSHEARANBIENT, ERESTEKET
BEE K MARBEAEURMIBRE PINBBANEFMEER) B9 IAM EHE, BRORBEEARMITE
BAERMBEN IAMEAE  ERChNENISR, WEEZER , F2H AV EAEEETNAS
ERMBENERARJIENBIREFMEER,

IAM R —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALBEE—ERA
IAMAdmins HYEFE , Wi FEEHEERE IAM BRI,

ERERAGTEH, FRERGRE-ASIEAEXRIRE K BACGHNENREHEARTEENA
BNE. EREHAXKANKRYER K EACERHERERE. NFE-—STH A F2H IAMERE
ERPHNEY IAM EAE (MEFE) VR,

IAM B

IAM AERE AWS IRF ANEERETINE . BELIAM EAE , EFEBFEN ASHEEE,
OB AE | EPEEEE IAM A€, AWS Management Console &0 LUEIBFEAY AWS CLI 5
AWS API fE¥ESRFEA BT URL RIBEAE, NEEAACHNSEESHEENR , F28 IAMEAE
EEPNEA IAM A,

FREREEN IAM AGETHERHIEEER :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html

REABTIEEEA EREES

- BIEBOEREFN - EEQBME RSN , FEUARG , YARBRERT. EMEE S
TEIRIER  XBS/SHACGEURY IBRTHACERNTT. WEERBHSACGHNMERE
A, F2EIAM EAEEETNAE=FSoREERVAR, WREFEA IAM Identity Center ,
RIEEREHAR. REHSIBRIBERAUFEIMHASR |, IAM Identity Center A4FF A5 EE IAM 1Y
AR, NEEEFUENENR , F2E AWS IAM Identity Center EFAEERHP T &,

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE KW EERRA TR,

- BIRFFEE - B LUER IAM A® , RAFFFERFHFHNEA (GENEFEA) FRERFHHNE
R AERRTEIRFFRENEESN, B2 , HRELEKK AWS IRF |, S0 UK E M
NER(MTIRERAACEANRE ), FETHEBIRFEFIEACNEREABKENEZR , F2HR
IAM EAEERFHN AM AEEERELBRENEZR,

- BREHE — BL AWS BRI FRAHEAM AWS RIEThEE. i , EERERKPETRUE | ZRKE
BEEEE Amazon EC2 H#{TEAR XK Y4/ FE Amazon Simple Storage Service (Amazon
S3) H., RBARESEATWUERNTA. FARKACIEARKEEZAGKRIAITIIEE,

- MEEMITERER (FAS) — EEMER IAM ERESAGEFHTEER AWS , EERELE
B, ERELERKE K SURENTEEDE , EMETRRBHAB S —EEE. FAS S
ERWUAER AWS R , WHESER AWS R B THEBREZHER, AFERBUIIFTER
H AWS BR#% B REB S ETRINFERE , I E8H FAS R, BHEBERT , ELAERHT
EMERERFTR, MFRE FAS BRENBERFRER , F20 (BREFNITERE) .

- B¥Ae - RESERRBEEIN AM £€ , TRREMTDHE. IAM EES TR IAM RE
M. BURNMREREAR, NMFESEF , F2H IAM EREERTNELAGURIRFT A
AWS BR#5.

- BRERAE — RBERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEERNELENT , AWSIRF BEBRBRBEFAE. IAM EESTLUMER | BFaemEREE
EAERE,

* 7 Amazon EC2 E#THEREN — EILUER IAM B EREEE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API FE RV IRIFE A E R, ERE EC2 HiTHERAREFFIERNR
HHHX. BEKAWS BEERE EC2 HTERYREGHMEEARN , FEEREHTHER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LATHEXNSETRE
H, MEEZEN , F2EH IAM EREEETHFA IAM BB REFFFAiE Amazon EC2 #{TE
BT ERAER.

EETHRREMEH IAM AR IAM E/RE , F2R IAM ERAEEETRNEYL IAM A6 (MIFEA
&) R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role

REABTIEEEA EREES

ERABREEFHE

A LGE AWS BRI RIS A EMINE AWS &2 BB RNEFRREFPNFER. FRAR—EWH
AWS |, EEE BB RNEFEREBN K SEREER, AWS EXZHE (A&, root EREHAE
THERE) REERE , FHMEELRAl, RPN TRERE AFFRIEEFBR. ASHFRAUE AWS
LA JSON X#H Wy FEF. MFE JSON RN HERINATNESHBES , F2H IAM €A%
EREHH JSON BURHLE.

EEEWLER AWS JSON BERRIEEH T AFIMMLERS., tWRMIHR , WHEEBEMEHRE T T
B BEERAITHES 4,

HEREBERT , ERAENACRKRAEFT. BERTEAEHEMZERATIFENT , IAM EEET
BLEM IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERRETELAE.

IAM BERERXEBENFTA , B EERMELERHMTRE, Sl , BREBREE—EAFF
iam:GetRole BIEMBER., EFXRAIMMEAE AL AWS Management Console AWS CLI, =
AWS APl BR8ABEA,

BoBEE

SoBRBERET UM NE 52 (flin 1AM E£HAE, FAEHEESAR®) K JSON FIBEXH, EL
BRI B o EME GG T ML T RIATHLESE, EETHRNMAERISIERBE | F2E
IAM EFEIERHRIET IAM BUR,

BOBERRATE-SOERARBERIAZERR, ARBRESEZARINE-FHE, FEIAE, 2
EEHRIE R B IRE | BRI LUSEMINEIER AWS 1RF. SEBRSE AWS ZEBRNEFERE
RUREE, MFETHRUNAEZEBRIABRBKBEE |, F20 (AM £RAEER) FHEZEBEA
REREEERE.

FEBAETEXEAPTRIIRE (I IAM FEELfE A

A IAM BEERBAETETRANGENFZEE  BAT7THEL FEAEEEAN IAM IhEEH
e, EEMSBAMEM AWS RIEMME IAM ZEEENSHERE  F2E8 IAM EREREEHE
IAM & EL £ VAWS AR5,

I

- FRABTIEIZREFHNEDEBUR

« AWS CodeStar JB%1F AWS CodeConnections ERE BE
- UERAEBRNIRE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

MEAETEXES EREES

- IAM Bt

FBEAETEFZEARNE S BEBER

FA IAM B2 EEER | SUUEEAHRIEENEENER , UREMNERGE T AFRIEBIE,
AWS CodeStar @A AWS CodeConnections X4 EEE, ERNIFEESIR, EETHLEE
JSON BURFERANMATE , F20 (AM FEAEEE) M IAM JSON BETESE,

BF

EEEWLER AWS JSON BERRIEEH AT AFIMBLERS., thHIEHR , TEEBEFERGT TN
YA BEERITHEEE.

JSON BURRE Action JUEBERE T AR RAFFHIEBBR PR EMF, RAUBFEEFELREBY
AWS API EXEBMHERN BB, B—LHI5RR , FlaL BHEMFH APHRENERFFTEF, tbE—
BEXFERRPNZSEEE, ELRANBDEBLSMEREE,

HREEABERR THTHBBBENTA,

HARAEBTIEFRAPBEANNBERBEESENEMFEATIFE : codestar-notifications
and codeconnections, il , EERFEARAHIRSPWFIEEAAR , FEHEBER

/& codestar-notifications:ListNotificationRules B, RRIFARX %EE
&ActionZiNotActionst&. AWS CodeStar I AWS CodeConnections E&E B —#HE
YE |, HIRE AT SAGE A b IR IS AT RV 15K

BEEE-RAXPIEELME " AWS CodeStar BH 1 BIE , FEUEFR DR , MM TR

"Action": [
"codestar-notifications:actionl",
"codestar-notifications:action2"

EEEE—FHRR PIEEZE AWS CodeConnections BiE , FBFLUERE SR , TR

"Action": [
"codeconnections:actionl",
"codeconnections:action2"

B LERABRZET (%) REEEZEEE, 0, MEREMAER List XFWMEEME , FE3EU
TEhE :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

FRABTIEXRA

ERAEER

"Action": "codestar-notifications:List*"

AWS CodeStar @41 AP| BH{E2E :

* CreateNotificationRule
« DeleteNotificationRule
* DeleteTarget

* DescribeNotificationRule
* ListEventTypes

* ListNotificationRules
* ListTagsForResource
 ListTargets

* Subscribe
 TagResource

* Unsubscribe

* UntagResource

* UpdateNotificationRule

AWS CodeConnections API Ei{EaE T FIER :

* CreateConnection

* DeleteConnection

* GetConnection

* ListConnections

* ListTagsForResource
 TagResource

* UntagResource

SERK auth IBFEELUTEREREMIZRIE : AWS CodeConnections

* GetIndividualAccessToken

e GetInstallationUrl
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 ListInstallationTargets
« StartOAuthHandshake

* UpdateConnectionInstallation

EfEHIE AWS CodeConnections 128 | EEHITUTERERAVIRE

* UseConnection

£ EAELFEE AWS CodeConnections £ , EEHIT T IIERER Y EE

 PassConnection

EEHEH AWS CodeStar BHIF AWS CodeConnections EIEFE |, 5520 IAM FHEIER AWS
CodeConnectionsF #938 AWS CodeStar MIME XN EBHEE XN E1E,

EiR
AWS CodeStar BX1F1 AWS CodeConnections T X EE FKHIEEEZ IR ARN,
RHES|I#

AWS CodeStar &1 AWS CodeConnections £ B CHIRHEE K WXEEHR - LB EREFE,
EEEEME AWS £2EFG £  F2H (AM FERAEER) PHAWS 2iEEGEREEE,

FtE AWS CodeStar BHIEE& X B codestar-
notifications:NotificationsForResourcef&#E5|#, MEFMENR 6 BF2E FoBBE
g5,

\

%

AWS CodeConnections & FHIAT AR IAM iR Condition TEN KA £, B LIERELZES|
BIRM PN ERABERRIRN VIR, MEFME , 528 AWS CodeConnections #REZZE,

R % 5|8 EiR
codeconnections:BranchName BRIBEE=FRFEND XBBREZFEE
codeconnections:FullRepositoryId FEBRFERPEENRTEREGZRTHR. EEAR

BAREESEMEERN UseConnection 3R
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FRABTIEXRA EREES

RHFZRSIR HiR
codeconnections:InstallationId RIBAREINERNE=7 ID (Blan Bitbucket

FEREXZE D) REHBFEUE, 71 ZERHIH
L8 = F AR R & A R R ER

codeconnections:OwnerId BEBEFE=SFHEERNEEEDNIRE ID REHEE
HWHE

codeconnections:PassedToService RIBZEFEA R EEEZ N RIS R EFIZFZEE

codeconnections:ProviderAction iR#® UseConnection ERPWEEREENIE

(51270 ListRepositories ) REFZFEE,

codeconnections:ProviderPer RIRE =S M RERFT T B R EF R 7 EUE
missionsRequired
codeconnections:ProviderType RIBFBRPEENE=FHEREREREHEFR
codeconnections:ProviderTyp RIBAREERNE =S HEFRERREGRT
eFilter EY
codeconnections:RepositoryName RBE=SREFESBRENEFIE

& 45

#EEMIE AWS CodeStar BAIF LA AWS CodeConnections F 7 &5l A ER M R4 , FSH. 5
o B BR & 4

AWS CodeStar BHF] AWS CodeConnections ERHBE
AWS CodeStar #&1F AWS CodeConnections T #F & RAEB KL,
DEBAERNEE

O] LA ZE M InE AWS CodeStar BE1F AWS CodeConnections EiR , SRIEE
RAPEEER, EERBEELEFFEN , %M codestar-notifications and

codeconnections:ResourceTag/key-name, aws:RequestTag/key-name = aws:TagKeys
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RESE®  EBERNFEGTESD  RHEBREA. EBRERKRBNFMAENR L BF2EER AWS ER,
WEZESE AWS CodeStar BHF AWS CodeConnections ERFMEF , F2BELEEER,

EERBSABERES , ARBEBZERNEBREHERERNFZEE  F20 TEHESNREE
AWS CodeConnections ERHFEL o

IAM &
IAM AR AWS IREFREEREFTNEERE.
FREEEAER

U L EERBMAS IR TR ERREREAN, BE IAM ACRERFAR, BRI LUE BN
I AssumeRoleZ % AWS STS API EE RIS R L £ B A E B GetFederationToken,

AWS CodeStar B3 AWS CodeConnections X BIRNEA,
R EZEHE

RI5EREAE AR AWS BREFREMEHEINER , MAREZKEBE. BREEFSCSRRIEEN
IAM BRFH |, SRS, IAM EEETUERER  EFREERKTESESCNT,

AWS CodeStar BAIXERKELE AR, NEEHEIHEE AWS CodeStar BAHIF AWS
CodeConnections FRIGERE A ERNFFMEN , HSE & AWS CodeStar ¥BZE R RS ELE AR,

CodeConnections T X ERIEL AR,
AWS CodeConnections ##R% &

TR HBME AWS CodeConnections APl 4E%., SR EERNHESE  UKARBSEERNE
R ARN %=X, AWS CodeConnections APl 18153 APl AN EBEEHE 2 BB REH, BRETHEE
Z IAM BOWEFTTEER (B0 BEBER) B, F2EELERE,

BB BERE |, BFEEBERN Action WA FIEEEMF, BFEEBRN Resource WL
EEEREMA ARN , IEERFEBRAFTT ().

EEEERBEROERE | BEALERIRA HAEREIE PO REREIR, BB LER
AWSE B4R, MEXEN AVSLSWBE  FSH AV EAEEETNTASH.

EEETEEE , BEH codeconnections FH , BHEEE API 2R (Hlm

codeconnections:ListConnections = codeconnections:CreateConnection),

AWS CodeConnections fER£:#& 210


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
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https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys

REABTIEEEA EREES

ERERAFT

EEEEZMEBERER , FE ARN FFERHEBERAFT (). B0, codeconnections: *1{E
B AWS CodeConnections Ei{E , dcodeconnections:Get*IEEUZFZHENFIAE AWS
CodeConnections B)fEGet, AT &#HIIR FEFTE L MyConnection AE BB ERNFEUE,

arn:aws:codeconnections:us-west-2:account-ID:connection/*

BRESHTRIEN##ERERAERAFTT. BFBEY region W account-id ERFERAEBERF T,
NEERFANFREF , F28 (AM EAEER) $8 IAM BEIF.

&

- EIEERNETA

- EEFHHOFH

« SERGEFRRVETA]

o BREZHFTA

- BEREEZE RS

- ERER

« XM ProviderAction FEUESEH
- BRERERNZENRA

- BERBEIRTEER

- REEEENAXERESR

B ERRFTA
EERRERAS SDK Rigfi, B AWS CLI SiiBRERNACRERERES THERNER,

(® Note
REBTHFHT , WEEEETREPERUEMAER. EFEE TRERMNETA PHIEET
A,

codeconnections:CreateConnection
codeconnections:DeleteConnection
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REABTIEEEA EREER

codeconnections:GetConnection
codeconnections:ListConnections

AWS CodeStar B ELFB/ERNEFF AWS CodeConnections A E#ER

CreateConnection
Bj4E : codeconnections:CreateConnection
A CLI S EEARETERREE,

#JR : arn:aws:codeconnections:region:account-id:connection/connection-id

DeleteConnection
Ej{E : codeconnections:DeleteConnection
£ CLI S EE A RMBRERFEE,

EIJR : arn:aws:codeconnections:region:account-id:connection/connection-id

GetConnection
B)1E : codeconnections:GetConnection
FTEMFA CLI T ARBRBEERNFHENA.

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListConnections

B)1E : codeconnections:ListConnections
£ CLI S EZE A HIRFHANMEERKEE,

#JR : arn:aws:codeconnections:region:account-id:connection/connection-id

ELEREZET IR

B{E KR8

codeconnections:CreateConnection codeconnections:ProviderType
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BF REF3R 5|8
codeconnections:DeleteConnection N/A
codeconnections:GetConnection N/A
codeconnections:ListConnections codeconnections:ProviderTyp
eFilter
EEFHMNET

EERREMAS SDK Rigfi, B AWS CLI SiiBrEMIACHERERES THERNER,

® Note
REBTHFA , WRAEEMPTABEAEH. SFEE RELHNET A PHEEFFT,

codeconnections:CreateHost
codeconnections:DeleteHost
codeconnections:GetHost
codeconnections:ListHosts

AWS CodeStar & F#B)/ERY B &N F AWS CodeConnections 4 E#EFR

CreateHost
Bj4E : codeconnections:CreateHost
5 CLIERAREBIETHBFEE,

&R : arn:aws:codeconnections:region:account-id:host/host-id

DeleteHost
Bj4E : codeconnections:DeleteHost
5 CLI REEARMBREMBEFEE,

&R : arn:aws:codeconnections:region:account-id:host/host-id
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GetHost
B)1E : codeconnections:GetHost
FHCLI xR ARREEBEIMNFHEAREE,

&R : arn:aws:codeconnections:region:account-id:host/host-id

ListHosts

B)1E : codeconnections:ListHosts
FRACLISERSHIRFANAEEZMHETE,

&R : arn:aws:codeconnections:region:account-id:host/host-id

ELERIEET SR E1]

Bk R R s18
codeconnections:CreateHost codeconnections:ProviderType
codeconnections:DeleteHost N/A
codeconnections:GetHost N/A
codeconnections:ListHosts codeconnections:ProviderTyp
eFilter
SERBGEFRAYET Al

EEEEEEFRATERNACEMERE K BEREREIRETNERRELLZEMFENFTT , 28
REAERETRE  URBYHEREANZE, RT LRFFT25 , hiFEATIIEF,

HITURBRAERNER  TREGERA TS IAM &
{E, ListInstallationTargets., GetInstallationUrl, StartOAuthHandshake, UpdateConnec
% GetIndividualAccessToken 2 IAM BUREFA, T2 API EfE,

codeconnections:GetIndividualAccessToken
codeconnections:GetInstallationUrl
codeconnections:ListInstallationTargets
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codeconnections:StartOAuthHandshake
codeconnections:UpdateConnectionInstallation

DWAER  FETIATSETREPER,. B, EFRMERER.

codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections
codeconnections:UseConnection
codeconnections:ListInstallationTargets
codeconnections:GetInstallationUrl
codeconnections:StartOAuthHandshake
codeconnections:UpdateConnectionInstallation
codeconnections:GetIndividualAccessToken

AWS CodeConnections 5t B I 4R B E P 55 B #E R
GetIndividualAccessToken
Bj4E : codeconnections:GetIndividualAccessToken
ERAFZEETHERKEE, ERR IAM BERFFT , T2 API Bk,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GetlnstallationUrl
B)4E : codeconnections:GetInstallationUrl
FREEETREEEEE, ERE IAM BEEHT , T2 API B11E.

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListInstallationTargets
B)1E : codeconnections:ListInstallationTargets
FREREATRERBEEE, ERR IAM BERHFT , T2 API #81E,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id
Hr#% B AuthHandshake

Bj{E : codeconnections:StartOAuthHandshake
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ERAEER

ERERATRERKEEE. ERAR IAM BERFFA , 72 API B,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

UpdateConnectioninstallation

B1E : codeconnections:UpdateConnectionInstallation

ERETEATHERKTE, ERR

IAM BURETF AT , T2 APl BfE,

EIJR : arn:aws:codeconnections:region:account-id:connection/connection-id

EEERE T IR EI#,

B{E

codeconnections:GetIndividu
alAccessToken

codeconnections:GetInstalla
tionUrl

codeconnections:ListInstall
ationTargets

codeconnections:StartOAuthH
andshake

codeconnections:UpdateConne
ctionInstallation

AREEHAVETA
EEEEETRAPERNACHERE

R R 5|8

codeconnections:

codeconnections:

N/A

codeconnections:

codeconnections:

ProviderType

ProviderType

ProviderType

InstallationId

IRE, URRRTHEARER, BRT ERTHF 2/, BFEERA TIIEFFT,

FITRBER N MM EEESFEATH IAM 42, RegisterAppCode

StartAppReglstratlonHandshake = IAM BURFFA, T2 APl E11E,

EEBEFRAPRETIHMFNFT , LEREHERE

AWS CodeConnections #[R&E
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ERAEER

codeconnections:
codeconnections:

RegisterAppCode
StartAppRegistrationHandshake

DWW AER  FETIFAISRETEEPER,. B, ENIMRIFEZEZIRNER (NS H

FERgEA),

codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

CreateConnection
DeleteConnection
GetConnection
ListConnections
UseConnection
ListInstallationTargets
GetInstallationUrl
StartOAuthHandshake
UpdateConnectionInstallation
GetIndividualAccessToken
RegisterAppCode
StartAppRegistrationHandshake

AWS CodeConnections e X = #5% E It 75 BN {E RV RE R

RegisterAppCode
B)1E : codeconnections:RegisterAppCode
FERAFEARTHEIMREREE, ERR IAM BERFFA , T API 811k,

EIR : arn:aws:codeconnections:region:account-id:host/host-id

StartAppRegistrationHandshake
B1E : codeconnections:StartAppRegistrationHandshake
FAFrEARTHEIMBRERTE, ERZ IAM BERFFA , T2 API E1E,

&R : arn:aws:codeconnections:region:account-id:host/host-id

BEFRETIRMREIR,
AE AR R = AR TS
HEREEERBEE (Hln , TEEERTRMER ARN LBV HEHRER) , ERAELEAER

codeconnections:PassConnection §F#,
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ERAEER

AWS CodeConnections {&5EE 12T EH R
PassConnection

Bj{E : codeconnections:PassConnection

HEREEIREREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

LR EHETE T RS

 codeconnections:PassedToService

XENFGERE
TR BB ELHIERS
codeconnections:PassedToService * codeguru-reviewer
* codepipeline.amazonaws.com
* proton.amazonaws.com
{5 FE AR

EF IR CodePipeline ERIEMRE , REAGKAEREEER

Mcodeconnections:UseConnection® R,
EEATRATEEER K FTHAEBEMSEESE codeconnections:UseConnection .

AWS CodeConnections i FA B4R P E R B E

UseConnection

Ej4E : codeconnections:UseConnection

ERERBEE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

LR SE T HIRE €58

AWS CodeConnections #[R&E
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* codeconnections:BranchName

* codeconnections:FullRepositoryId

* codeconnections:0OwnerId

* codeconnections:ProviderAction

* codeconnections:ProviderPermissionsRequired

* codeconnections:RepositoryName

X RO ZRE
TR BREEHIER

codeconnections:FullRepositoryId BEENFERAEEBNREERRE , Hl0 my-
owner/my-repository . EEFEREFER

FRREREERT XE,
codeconnections:ProviderPer read_only =% read_write
missionsRequired
codeconnections:ProviderAction GetBranch , ListRepositories |,

ListOwners , ListBranches , StartUplo
adArchiveToS3 , GitPush, GitPull,
GetUploadArchiveToS3Status
CreatePullRequestDiffCommen

t , GetPullRequest , ListBranc
hCommits , ListCommitFiles |,
ListPullRequestComments ,ListPullR
equestCommits

WEHRER , F2ET —&

RNV ERGESBEEEREMEE, RIECHEIEHIEREERTFNGET , FRIEBEME
A codeconnections:UseConnection ARi%&|¥HELENZE

Y EH ProviderAction fZEUEER

B AWS RIEERERER  SESMRABREELET APIFAA. o, REATEFWY https://
api.bitbucket.org/2.0/repositories/username API 3%\ H Bitbucket SEHRHI FE1FE

AWS CodeConnections fER£:#& 219



REABTIEEEA EREES

ProviderAction 4R BRI ER LT HIUM AP, BA AP REUEERBEELE K MA
BEREARMEEEMAR , it ProviderAction EHEZHKREEZR , MR API B URL, &~
WESNEEEERE AN  EVHESREESMHERRERNBUR,

LT REEEEEN ProviderAction HERFWEFESER, LATERHA IAM BERFR, F2 API B
£,

AWS CodeConnections X K 77EUEE ProviderAction
GetBranch

B)1E : codeconnections:GetBranch

FERD XWMHEEER (FlUZs INENER) BREE.

#JR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListRepositories
B1E : codeconnections:ListRepositories
FREREEENABNASREESE (QEELREENSEEN) BEE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListOwners
B4 : codeconnections:ListOwners
FHESTEFENHEEEETEREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListBranches
B)1E : codeconnections:ListBranches
FREEREELFEN S DEERRE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

StartUploadArchiveToS3

B)1E : codeconnections:StartUploadArchiveToS3
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EEURIATEI EEE Amazon S3 FEE,

EIR : arn:aws:codeconnections:region:account-id:connection/connection-id

GitPush
B)1E : codeconnections:GitPush
FHGtEAREFEERTE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GitPull
B4 : codeconnections:GitPull
£ Gt BEREEREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

GetUploadArchiveTo = & 14
B)1E : codeconnections:GetUploadArchiveToS3Status
ZHUHE StartUploadArchiveToS3 I LEMRRE (BIBEMERAR) BEE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

CreatePullRequestDiffComment
B1E : codeconnections:CreatePullRequestDiffComment
FRRIGER LNEREEE,

#JR : arn:aws:codeconnections:region:account-id:connection/connection-id

GetPullRequest
B4 : codeconnections:GetPullRequest
BREREFENRIBREEE,

EIR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListBranchCommits

E1/E : codeconnections:ListBranchCommits
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REEIXNEREERTE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListCommitFiles
Ej{E : codeconnections:ListCommitFiles
BREXVWERBERNEE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestComments
B1E : codeconnections:ListPullRequestComments
BERNBRNWEIHRFERTE,

EIR : arn:aws:codeconnections:region:account-id:connection/connection-id

ListPullRequestCommits
B1E : codeconnections:ListPullRequestCommits
BRI RNWEREERTE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-id

B ERE R B
BRRERERE , SEATH IAM B4E,
codeconnections:ListTagsForResource

codeconnections:TagResource
codeconnections:UntagResource

AWS CodeConnections EZEXEEE RN L EE#E

ListTagsForResource

1€ : codeconnections:ListTagsForResource
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BREERERBEH ERBFERER,

#JR : arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

TagResource
Bj4E : codeconnections:TagResource
ERERERREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-
id, arn:aws:codeconnections:region:account-id:host/host-id

UntagResource
B1E : codeconnections:UntagResource
REFERTPBEREBEREE,

&R : arn:aws:codeconnections:region:account-id:connection/connection-
id., arn:aws:codeconnections:region:account-id:host/host-id

HERBERFEEEER
KRS HEETREARFEESR  FRAELAREFRERRE ARN/ERY

codeconnections:PassRepository &,

AWS CodeConnections {E5E & # i 75 HY REFR

PassRepository
B)1E : codeconnections:PassRepository
FERREEERBEZRLHERE,
&R : arn:aws:codeconnections:region:account-id:repository-
link/repository-link-id

R EHE BT RG-S

 codeconnections:PassedToService
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XENREERE
TR BREEHRER

codeconnections:PassedToService * cloudformation.sync.codecon
nections.amazonaws.com

BEEEEN T XERE SR
THHRG BRI ERMTEEENRSEARERNIRE
» codeconnections:Branch

EBFER P EEN D X B EREEF.

e SR T BB
X BRE
codeconnections:Branch iRH S| ETEE
» CreateSyncConfiguration
» UpdateSyncConfiguration
* GetRepositorySyncStatus
& o B BUER £ 45

BIFTER , EF. =5 AWS CodePipeline ERAEF—EZEBERMN IAM EHEM

£ AWS CodeCommit AWS CodeBuild AWS CodeDeploy , #8EHEELBE

EE—HHER. BANEARANTT, flm, EERED—EAXBEEFIEEK
(AWSCodeCommitFullAccess, . 3 AWSCodePipeline_FullAccess) B IAM R ESH AR
AWSCodeBuildAdminAccessAWSCodeDeployFullAccess , th Al LA ST ZEREH B L RISV B IR EE T
B9 388 S0 R & AR Al

Hep IAM EREMAGKEEILSHIEHR AWS CodeStar BHF AWS CodeConnections & RAI R
ftt{P9 th # 5% F F§ AWS Management Console AWS CLI, 5 AWS APl #11TTE, IAM EEENEAET
IAMBER , BFERAENACGEIEEER ST APIEENATENT, EEEEEVAKELEHRE
BEEEEEEHTHN IAM EHEREE.
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AWS CodeStar i £1#Y #& BR 1 €5 451

THIBERBRR X MEE 5 AT i B R EE " AWS CodeStar BH . -

TEFNZEBRPRBEAMEER

AWSCodeCommitFullAccess, AWSCodeBuildAdminAccessAWSCodeDeployFullAccess.
FAWSCodePipeline_FullAccessZ EEHNHEIE T HFRAN , IREATEFHHEZAEIEETES
PEH, EEALRER —RBZERRNEAE , BT EINEFEBHHN Amazon SNS £, &
FERAEITREMBUETRERE , URIEHTEEERABANRAUEFENEE,

® Note

ESEEBRED , #4448 codestar-notifications:NotificationsForResource
BEARBENERERMSEENE,. it , ENTEEEREA|F CodeCommit , &

Aarn:aws:codecommit: *,

"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,
"Resource": "*",
"Condition" : {
"StringlLike" : {"codestar-notifications:NotificationsForResource" :
"arn:aws:<vendor-code>:*"}
}
.
{
"Sid": "CodeStarNotificationsListAccess",
"Effect": "Allow",
"Action": [

"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",

tl\
f

N

5 PR E 45 225



FRABIEXES

ERAEER

[

"codestar-notifications:ListEventTypes"

1,
"Resource": "*"
"Sid": "CodeStarNotificationsSNSTopicCreateAccess",
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:SetTopicAttributes"”
1,
"Resource": "arn:aws:sns:*:*:codestar-notifications*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics"
1,

"Resource": "*"

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations"

1,

"Resource": "*"

e 3R 32 ' BUR FP RV B HIAE BA T

AWSCodeCommitReadOnlyAccess. AWSCodeBuildReadOnlyAccessAWSCodeDeployReadOnlyAccess,
MAWSCodePipeline_ReadOnlyAccessZ EEN KB IIFE T IRAN , LAFHEEEFEIEA, fFla,

eI ERBASTEATRAERNEXN , BFE2Y, EEHITREEA.

@ Note
ESEERED , 4L codestar-notifications:NotificationsForResource

BEERBHNERBEMSENE, il , ENZTEFEREAH CodeCommit , &

Aarn:aws:codecommit: *,

tl\
f

AN
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ERAEER

"Sid": "CodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:DescribeNotificationRule"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
},
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListEventTypes",
"codestar-notifications:ListTargets"

1,

"Resource": "*"

Htt 2 EHR PR EAMEERT A

AWSCodeCommitPowerUserAWSCodeBuildDeveloperAccess.,

FAWSCodeBuildDeveloperAccessZ EE N BER DE T HIRARN , IRFARASEAGLEZEERA

Z—REM., mENTREA, tfEEMRENRINEEZERNER.

® Note

ESEERED , 4 £488 codestar-notifications:NotificationsForResource

EERBNEREEMEENE. fln , EMNTEFERAIF CodeCommit , E

Aarn:aws:codecommit: *,

{
"Sid": "CodeStarNotificationsReadWriteAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:CreateNotificationRule",
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ERAEER

"arn:aw

}I
{

"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource"

s:<vendor-code>:*"}

}

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics"
1,

"Resource": "*"

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations™"

]I

Resource": "*"
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FRABIEXES

i EEBAMNRREESREHKER AWS CodeStar

ERAEER

FEREFIR | SR ERE AWS RFE P IAM £/ & TEFE " AWS CodeStar &

M, R, MEFAETURRABARAINGFEER  XIHBEARA, BENSH4E

B, BEHFLEAFEAENE. ENNMBRENRA., ERTEFRERER , MEREE
EAWSCodeBuildAdminAccess, AWSCodeCommitFullAccess, AWSCodeDeployFullAccess FIAWSCodePi
EERBPHENER, RBEELZTERER—K K LREKEERREHAMMIIFTELEME AWS IRF
BAMBARIETTEEEFEEN IAM £AE, HEIAE,

(® Note

WWHEREE CreateNotificationRule, FASUHBREAZH IAMERESACGKHNER
F &R 7] LAt ¥ AWS R P AR Notification B EAMPTEERERE B AWS CodeStar Al
WA, EMEZFERAEARGEEFINELEEREEMt, fln , EALFERNFERETRERE
ZE CodeCommitB H#ERMTER T A CodeCommit FHER LB H# Al,

"Version": "2012-10-17",
"Statement": [

{

"Sid":

"Effect": "Allow",
"Action": [

1,

"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications:
"codestar-notifications

"codestar-notifications:
"codestar-notifications:
"codestar-notifications:

"Resource": "*"

"AWSCodeStarNotificationsFullAccess",

CreateNotificationRule",
DeleteNotificationRule",

DescribeNotificationRule",

ListNotificationRules",
UpdateNotificationRule",
Subscribe",
Unsubscribe",

:DeleteTarget",
"codestar-notifications:

ListTargets",
ListTagsforResource",
TagResource",
UntagResource"

tl\
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gl . ERBANSREERERER AWS CodeStar

FEMEh | SEEREE TEA, day-to-day FEAAFR (FINEIFMETE AWS CodeStar

BA) WEFEE  EAEREEEREMNEME , SIURRBEARANE R, EFE

M AWSCodeBuildDeveloperAccess, AWSCodeDeployDeveloperAccessFIAWSCodeCommitPowerUser3
EE R P REFEUE,

@ Note

BHEREE CreateNotificationRule, FASUHBREAZH IAMERESACKHNER
&R ] LAgH ¥ AWS R P Notification X BAVEMMATE EREEE Y E AWS CodeStar &l
RA, BIEXEAEASEAFEIELERtLEMt, Sl , EELFEANERETUERE
ZHY CodeCommitB H#ERMER T A CodeCommit FFIER B AR A,

"Version": "2012-10-17",
"Sid": "AWSCodeStarNotificationsPowerUserAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource"

1,

"Resource": "*"

}

&5 . £ AWS CodeStar JBAHIHY read-only-level B3R

FEgEHlF  BRERTFERF D IAM EAEH AWS IRFHHBEAKRR, BENS

HEANWEEFIRE. HEfeRENAEIARAELEANEE., EERARETE
TEAWSCodeBuildReadOnlyAccess, AWSCodeCommitReadOnlyFIAWSCodePipeline_ReadOnlyAccess*
EERBPER,
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{
"Version": "2012-10-17",
"Id": "CodeNotification__ReadOnly",
"Statement": [
{

"Sid": "Reads_API_Access",

"Effect": "Allow",

"Action": [
"CodeNotification:DescribeNotificationRule",
"CodeNotification:ListNotificationRules",
"CodeNotification:ListTargets",
"CodeNotification:ListEventTypes"

1,

"Resource": "*"

FEPR A E 5l AWS CodeConnections
T 5 BUR R =X F1 #3451 ] 15 Bh & E B AWS CodeConnections,

B TRNAERELES JSON BERXHREY IAM HO0EBER |, F2H (IAM EAEER) +
K97 JSON & E 2 T R,

&35 : EF CLI 23 F AWS CodeConnections fEAF A BB ERA

EERRNGERADS SDK RM@1E. B, 1Ric AWS CLI SRR ERN AR EAEEER TIIRRME
ISEO

® Note
REATHFHA , SEAEEREAPEKER. CFEEZMET —HHHIFT,

ERERAETRARRATAERNBE, RESBRNERAER , FEATIBXK.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ConnectionsFullAccess",
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ERAEER

"Effect": "Allow",

"Action": [
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:

]I

"Resource": "*"

CreateConnection",
DeleteConnection",
UseConnection",
GetConnection",
ListConnections",
TagResource",
ListTagsForResource",
UntagResource"

&4 : FERAEEEAE AWS CodeConnections R B

EEEEEAEIRAPESENACEMERAE K EEFERTEAFNERREYIZEMENTT , 28
REMESETRE , URBIHEEERANTE, WEZHIE UseConnection AEREZEAFH
EiR, BEATYBERETZEATRIR, FH, B, ERLRMERER

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
:UpdateConnectionInstallation",
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:

"codeconnections

1,

"Resource": [

CreateConnection",
DeleteConnection",
GetConnection",
ListConnections",
GetInstallationUrl",
GetIndividualAccessToken",
ListInstallationTargets",
StartOAuthHandshake",

UseConnection",
TagResource",
ListTagsForResource",
UntagResource"
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ERAEER

"

g5 AREENRREESER

I

LAFTiE, EMAMMBRER, ERT
RERZERR K , BRZARS
A&, BERAe,

"Version": "2012-10-17",
"Statement": [

{ "Sid":
"Effect": "Allow",
"Action": [

"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:

]I

"Resource'": "*"

gl

ELEHIF , SR EREFIEA
BEREMERVENE (HIAN M BRIERR)

E Al AWS CodeConnections

BEFEURA,
EEBURE A INEIFE

"ConnectionsFullAccess",

CreateConnection",
DeleteConnection",
UseConnection",
GetConnection",
ListConnections",
ListInstallationTargets",
GetInstallationUrl",
StartOAuthHandshake",
UpdateConnectionInstallation”,
GetIndividualAccessToken",
TagResource",
ListTagsForResource",
UntagResource"

EANZ2EEEHRIEA AWS CodeConnections

YR,

BRERE AWS IREFHH IAM FRHETEFEMER , LA CodeConnections E A& 1]
HEMAWSCodePipeline_FullAccessZ &
EER S EEEFEE AWS IRFEZN IAM

1§ day-to-day W (BFlanE v MR ERNFHER) , EFEREE

CodeConnections
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSCodeConnectionsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:ListTagsForResource"

1,

"Resource": "*"

&5 : EAM read-only-level L% AWS CodeConnections

g HIF | SEERERS PR IAM £ F & H ik 5 FIERRAY R FEUE,
BY RAFFRAIELE B NEE,

"Version": "2012-10-17",

"Id": "Connections__ReadOnly",

"Statement": [

{

"Sid": "Reads_API_Access",
"Effect": "Allow",
"Action": [
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:ListTagsForResource"

1,

"Resource": "*"

AWS Lt & 5 & R &8 a0
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}

&1 : BE2{8EFE AWS CodeConnections & H¢ (& 1Y & E 455 R Al

ETHEHIF , EFHE CodeBuild R A EBFEUEER Bitbucket M E, CodeBuild lRIEA BT
=1

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"

]I

"Resource": "arn:aws:codeconnections:us-west-2:connection:3dee99b9-172f-4ebe-
a257-722365a39557",
"Condition": {"ForAllValues:StringEquals": {"codeconnections:FullRepositoryId":
"myrepoowner/myreponame"}}

}

g5l . FRERNERA CodePipeline

EToESFR , RREEESREREMEERRIELR CodePipeline, EEEFEMHERNBUR :

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:PassConnection”
1,
"Resource": "arn:aws:codeconnections:us-west-2:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"Condition": {"ForAllValues:StringEquals": {"codeconnections:PassedToService":
"codepipeline.amazonaws.com"}}

}

=
]
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&35 : £ CodeBuild IR & & 1T Bitbucket FBEWEZ% AWS CodeConnections

ET5&gEHG  ERTEHRELSM , EFHFE CodeBuild iR A & 1E Bitbucket E#ITBEMEZE,
CodeBuild RS EHIREA :

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"

1,

"Resource": "arn:aws:codeconnections:us-west-2:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"Condition": {"ForAllValues:StringEquals":
{"codeconnections:ProviderPermissionsRequired": "read_only"}}

}

&1 : PR4&I CodeBuild fRIE A 1TIEX AWS CodeConnections

ETHEFFR , EFBEPHLE CodeBuild R AR ITHELIAEZECreateRepository, CodeBuild
RIEABKHEE :

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"

1,

"Resource": "arn:aws:codeconnections:us-west-2:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"Condition": {"ForAllValues:StringNotEquals":
{"codeconnections:ProviderAction": "CreateRepository"}}

}

EAER KIS AWS CodeConnections &JRH17EY

A LA ERCE R E R ERERP S EREEE X EBERN R, £+ AWS CodeConnections , EIR
AUERE K MELHEATUESSER., BY IAM BXRE  AiEAERGEXRSIE8FRFUTER

& REH 24 AWS CodeConnections &R AT FEY 236



BMRABTAEEA A% ER
- TEEEERLATEHENERE (BRIZREREEANER).

- AEBMFFERPEENER.

- BRAPRBAEARENRRE,

T %I &5 45 = &5 a0 {a] £ R Bl & AWS CodeConnections {# i & 18 E 2 & &4
Example 1 : RIFFRPVEB AT BE
THRBREFERAEEDRILERBER AWS CodeConnections,

EEIERNY , E8EBRIEER A Project BfEA ProjectA MIREELFF CreateConnection
M TagResource EifE. (aws:RequestTag R ZRSIBARZEFMLZERTE IAM BFRFEE, )
aws :TagKeys R AIRERRSIRED KDNE.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/Project": "ProjectA"

.

"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

Example 2 : RIZEREBH AT BE

THRBEREFEAEE PN ERAITREARIREEFREEERARER AWS CodeConnections,
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REABTIEEEA EREES

EEELM , cEHEEEERBA Project BEA ProjectA WEBRBF AT ERE, (
aws:RequestTag RHZESIBAREFWLRB T IAM FBERFEE, ) aws:TagKeys HH AR
BRZRLIRED KNE,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:ListConnections"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "ProjectA"

.
"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

FEEEA P EREHNELR

BEHBEERNEN CodeBuild, . ME#E CodePipeline® CodeCommit CodeDeploy , AR ME&E .
BB "HBEASTE, TEAP, FEFNEERATHNEA , BLAEAGLREHEBHE
F—EZERER , AEEXLEREEL AT, ELERMLAAFEYIHILITEE AWS IREF
AWS CodeStar BHIF] AWS CodeConnections BRIFFHER . MREEILKEALEFTER
BRNEDHEEX  AEUAREEZEERNER IAM ERERAR) ME , THAMEEZNTERERE,
MEEEERE AWS CodeBuild, . MFEERFEHEH AWS CodeCommit AWS CodeDeploy AWS
CodePipeline , @FEL T H AN FIVE K FSETIEE -

« CodeBuild : AL G 9 AE B R A CodeBuild
« CodeCommit : fEALA G 0 A E B R Bl CodeCommit
« AWS CodeDeploy: & 7 # 5B FENE #E AWS CodeDeploy
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REABTIEEEA EREES

 CodePipeline: £/ IAM BURHE 177 EUEHl

AWS CodeStar BAZ B AWS ZEEWEKEE, EERMUBAIENTEE , B4AHE FIRH A
—EREEAEHT-—ESERR , 58 , FXEEVEELRERTHEAENERHTBERNESEK , R
BRELHRERIFTECLEFTINEAE, HEIACR, NEEZEANES  FSETIRE .

- il EEBHNRKEEESEMRER AWS CodeStar

- E16) : FRABANSEEREREL AWS CodeStar

il : S AWS CodeStar BHH read-only-level BUR.

AWS CodeConnections Z B AWS ZEEHN KR, DA S HFEEFERFAINFTES , 0%
FOEARFTE] REFIRMFT AT AR,

MEFHMET  F2ETIRE :

o Eifl: FAEEBENRKEESEHRIER AWS CodeConnections
- El  FANSEEEREFER AWS CodeConnections
- &l : FEHM read-only-level BLER AWS CodeConnections

BAFEREY AWS CLI L AWS API ETH I ERE AT EZARR, Rz , AFAHFINS
RERBITZ API BRERBMER AL T,

RFIHERAERAMFIBECSHETT
IEHIETHNWRIBE , A AM EAERARMIMEMAERESDONBRRSERR, LRI
SEERA LRUBRBEH S REM AWS CLI 5 AWS API Rt BIERI AR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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REABTIEEEA EREES

"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

1,

"Resource": "*"

SR PR AWS CodeStar @H LA & AWS CodeConnections & % 5% Bl 2
FEATHENR , HEEZEHNEELERBANN IAM B EESINE BRE,
FE
- RREEEE  HEAHFEMAFIUEH

« REET Amazon SNS = , W EFIBABHNBRAEBEE , BERRKIEEEHNE FEH
s REAHTR AWS IEE AN AEFEERMN AWS CodeStar BHIF AWS CodeConnections& iR

BREES  MEAFHMAFIEA

EERFHMATFE AWS CodeStar %1 AWS CodeConnections , BN EAEEFINNAERER
BERXEI IAMER (FRAEIAR), tfSEAXERNEBERER AWS, A% , BB KM N
P|ERE | LAMEME AWS CodeStar Notifications # # 1% F {9 IE#ERI #E PR AWS CodeConnections.

HE2VHRKRER , F2E8 (AM EAEER) PHEYENE—E IAM ZR6EHE KR EE.

NZE AWS CodeStar BHEEEZ A , FSBAWS CodeStar & £NHY & R F &4,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html

MEAETEXES EREES

H BRI Amazon SNS =& , W EFELABARAUBE , BERRKIEHREHNET
B4

ABTEVEBESHNELY , BXNEKERN Amazon SNS THEITEAENBAWEE K MALNE
T Bt AAZBFTBIEZ Amazon SNS 78, ZEZFH B Amazon SNS FEMWEE K BFRETIS
15

« HEE Amazon SNS FEEE AR MMV AMEER AWS EiE,

- REYBELNEFBHANBCITREENEIE K MBLKCHERITR. NEFMEN  B2RERH
ZTB¥ Amazon SNS =&,

- BREETERANCE R, LA T AWS CodeStar BAN, A BHMHEEZETE, TEBRFEEZETEE
LA TR BRIR S -

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]

},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}

MBERMET , HBM B,

FAEARFFE AWS tRFE LUK A EFEFRAY AWS CodeStar BAIF AWS
CodeConnections &R

BRLEY —EAe  BEHMAIRFHNEREIEEBABHNASTFIRENER, BUIEEE R
EEENHENEXAR., HHXEERERNBERIFEUEHIEE (ACL) AVBRES , &I LUE A BRLR
REETFAEFIENE RN,

HEDH 7T


https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html

REABTIEEEA EREES

MEE—FTH , F2EUATRE .

- BEEMH AWS CodeStar "@4Zl, &I AWS CodeConnections X #EE L Ih&E
TEFEARINAEINMEL IAM FEE A,

- BEETHRITRHEHEEMESER AWS IRF NEEUE | F208 (AM FEHAEER) FEREENS
— AWS IR E @ IAM £ &R HEEUHER.

- FETHNMKERFIERMKBE=S AWS IRF , F2H IAM EAEEEHHREHEE=S AWS
&RF BER R FHE,

- BETHNMERKE S RUFIE , B2 IAM EAEERPHNEFIERMEENATDETS
SERMENERE BESFD).

- FETHEAAGNERERRETEIRFENCENEE , F2R8 (AM EAEER) $8 1AM
AEREREBRRNEER,

, F2EFEEAE

& AWS CodeStar 5 BHIFEARBKEEA/E

AWS CodeStar @&If#E A AWS Identity and Access Management (IAM) RIS ERE A€, RIGEEAE

BEEERZE AWS CodeStar BAHIKIHE— IAM AEEE, REEZABH AWS CodeStar Avents &
%E% WIAERBAREEWEMAR AWS BFTENFIEER, LACREEXELBHFAANEE
BRI, BTVENAG,

RS EEACIELREENRTE " AWS CodeStar BH, , RALTEEFEHIHEHERE, AWS
CodeStar BHEEZHRKELARHNER | F?éllij:ﬁm% FHBIRE T AWS CodeStar B41, "TLL
REHAG, EENHFSESEBCRMBFTEER , AZFFTBGREEZMMEE AL IAM B,

HEMBRBEBEELAE , ELALMBREABER. ERTUREELN " AWS CodeStar BH . &
R, RASEEEINBRENERNER,

FERXERKEGACHWEMRE  WEHERES , F2HE IAM HEEFNAWS R,

BEHHK AWS CodeStar RIS EE A @R

AWS CodeStar BHIE 1§ AWSServiceRoleForCodeStarNotifications BRI E #E A & R I T EfEh
BECEHNERBER IR BNEEXELREENEE,

BR AWSServiceRoleForCodeStarNotifications B EfE ABSEE T REREZA® :

e codestar-notifications.amazonaws.com

& AWS CodeStar $fBHIE AR EZAE 242


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

MEAETEXES EREES

AERRRAAF " AWS CodeStar BAH ) EEREER LA THIEME :

« B4E : CloudWatch Event rules that are named awscodestar-notifications-* Lt
# PutRule

« B4E : CloudWatch Event rules that are named awscodestar-notifications-* Lt
# DescribeRule
« B)1/E : CloudWatch Event rules that are named awscodestar-notifications-* L

# PutTargets

« B)fE : CreateTopic E create Amazon SNS topics for use with AWS CodeStar
Notifications with the prefix CodeStarNotifications-

« BfF : all comments on all pull requests in all CodeCommit repositories in
the AWS account £#J GetCommentsForPullRequests

« BfF : all comments on all commits in all CodeCommit repositories in the
AWS account L£H GetCommentsForComparedCommit

« BfF: all commits in all CodeCommit repositories in the AWS account LtH#Y
GetDifferences

- B)#E : all comments on all commits in all CodeCommit repositories in the
AWS account E£HAY GetCommentsForComparedCommit

« B)fE : all commits in all CodeCommit repositories in the AWS account LE#Y
GetDifferences

« B)4F : all AWS Chatbot clients in the AWS account L£H
DescribeSlackChannelConfigurations

« B1YE : all AWS Chatbot clients in the AWS account LH#
UpdateSlackChannelConfiguration

« B)fE : all actions in all pipelines in the AWS account EH
ListActionExecutions

« BifF: all files in all CodeCommit repositories in the AWS account unless
otherwise tagged Y GetFile

#& 8] LA1E AWSServiceRoleForCodeStarNotifications RIS E 45 A R BEKEH b & RS H1E,

"Version": "2012-10-17",
"Statement": [
{
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ERAEER

"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule"
1,
"Resource": "arn:aws:events:*:*:rule/awscodestarnotifications-*",
"Effect": "Allow"

"Action": [
"sns:CreateTopic"
1,
"Resource": "arn:aws:sns:*:*:CodeStarNotifications-*",

"Effect": "Allow"

"Action": [
"codecommit:GetCommentsForPullRequest",
"codecommit:GetCommentsForComparedCommit",
"codecommit:GetDifferences",
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:UpdateSlackChannelConfiguration",
"codepipeline:ListActionExecutions"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"codecommit:GetFile"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceTag/ExcludeFileContentFromNotifications": "true"

iy
"Effect": "Allow"
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« codeconnections — REEFFAI LA A FFE B B IS Git B EFEERER,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "AccessGitRepos",
"Effect": "Allow",
"Action": [

"codestar-connections:UseConnection",
"codeconnections:UseConnection"

1,

"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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