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EEE Network Load Balancer ?

Elastic Load Balancing € BE8#EBARESHRE —HZEAARBEPNZEEE , Hl EC2 #1TE
B, APy, HEERCHMEENEERRE , YEEERERAEEFEREREFNEE, E
BAFRERERRE AR , Elastic Load Balancing RSN A H TR, UL BBERARAE
BAZEHNIEER,

Elastic Load Balancing X T 5 & & ¥ #238 : Application Load Balancer, Network Load

Balancer, Gateway Load Balancer #1 Classic Load Balancer, EALLUZEMB T EBEEN S H L&
2R, ANISREIRET Network Load Balancer, MEE & ST ESMWFMENR , F20 (Application
Load Balancer ffi &)Y . {Gateway Load Balancer fEf#&#7) B Classic Load Balancer {
AEERE -

Network Load Balancer 7t

AHTERMARFRNE B, AERETERSREARESBEZEER , HI21 Amazon EC2
BITEE. SEREECEARAN TN, EEARRFERAMN—ERSEEEREN

EREASEALRENBEABENERE K BERBAFKERER  AKFRELZEEEH
8o

BEFHASINABABEUARZEENEZERE  SERKHE—IZECEKEEZE , HIMEC2#
17{E%8. Network Load Balancer B Z&#H X BB ER TCP, UDP, TCP_UDP B TLS, &7
R ZEE EHAFMME—BE. SUNHEESEEEHERTEERERE, NEFMESH &SR
WiEERXRAGEE BEERENMEEE , RESHERTEERERSE,

MEFEFHAES , F2ETH X4

- BEVHERS
- BERERX
- BEE4E

Network Load Balancer ¥ &8

Network Load Balancer B RMEE (OSI) BEHNWENEEE, SR TUREHEEEEHER, 8
BYHRERTERFERE  SKESFIREEREPEN—EEE, 88 TEHS2ERBRBUZER
N ETIEEZEEE FFTiE B E/N TCP E#R,

Network Load Balancer T4 1


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/
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ERAEETHESERRATAESER , Elastic Load Balancing 8 EZ A EBANEY B H FESHY,
ERELT  BEEETHFRTHREEREIFIETAERFHFNEHKEE, EEARABESHERHT
EIhee K BSEABTEHSTHSEREI»NEFMEVTAREACEZNEE, WEFHAEN , F2HE
A EE,

mEABBTEHEMAZETHES , TRASEAEEHEESECHRANTRESEREELE—HEE
2, FEREEAEINAREED, fln, E—ERZEEEHEAEEETHESREEEFERERIF
WEE , HFIASHE DNS BEREE FHEEN IP it , EEMTAERSRANE R LEHSHHNATHA
RIBBRRE, WRAFiHAREST time-to-live (TTL) , WA ER# DNS BREBEEE IP it , BIE
RE k¥,

Ex2 TCPRE , EHVHSGRBERARE. TF IP tit, RFEEE, B IP ik, BHE
BIEN TCP Fik , FAREMRERELZEMEE, REAF KW TCP EEEE TR R EREER
FiR , AIUREBETENERE, §—EBN TCP EREZXEEN AR EHZEMEA £,

2 UDP RE , AR THS[GBRBEABE. TR IP ik, FFERE, B IP it B /Y ithiE
BE  FRAREMEEELZENMEE, UDP REEEMEMNRREME MMt  FREEAEEEGHE -
WRBFE—HE, FE UDP RAEBETENRER IP thit fE#EE R TUSafERBITENE

Elastic Load Balancing 8 A2 AN SETAERSEVEENEH. TAEREFHNSEER T EHFHH
B AR A EREEGHE P thit, EREVHOMAMRBRNESTESRN , ZUlREELESE
FHBRE B —AHEM P tbut,

EEVEERER K LSECHAREDR K ESRAELBEHABENAN. W, BB EHTER
IP k=% Application Load Balancer, B 2Rt X ERESRERAF IP thit, MEFHME
Eﬂ , 552 the section called “F B IP R,

BAREEREE  AEHTHBIMERBREE K MAgFEHEAENERBNERRRE. EEAEXHN
RERERREZ 4B , Elastic Load Balancing R 2N A H T %35, Elastic Load Balancing §E5
BERERUNEEXZENITEESR,

BULREEFERERE  AREZCHEMEENERRE , FRABTFEHRIARBEIFREZEFRER
HFHE K,

nl‘-l-}

MEFMEF , 5520 Elastic Load Balancing f£A & Em*H Elastic Load Balancingf:EER X

#& Classic Load Balancer 21 T 5

£ F Network Load Balancer (M 3E Classic Load Balancer) E& T 5|E % :

£ Classic Load Balancer BBHFE 2


https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html
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- BAREIBRBNIEESE  LAUERISVEEZEE/EBR.

- XEETEIP ARG HTESR., REEAERFEHBMANSE FRBER—EEMYE P i,

- XEFEB IP ihuFMEE , S/NAEHFEH[M VPC S B &,

- XERBREAZE-EC2HTERLNZEEAER. SUEAZEEZENDR— B EFEZHR
BEITERSN IP b,

- XERB[BILHWERATER, Amazon Elastic Container Service (Amazon ECS) AI £ HER2{E# BFIZEUR
FEAMNERE  WERAKEREENB SFHEGMZRTE. EEEESUERFNALNESE,

* Support B ERFEEENEERE K RAEERERERTEFRFHEBRESRN , X EBEHE
B iR 3R &FF 2% Amazon CloudWatch 1548, #% B BB HE#EF Auto Scaling BTG ZREENFET BB
EREEER%.

MERXEEHTHB[BERIENIEEEFMER , 5526 Elastic Load Balancing = fa LEE,

w1y B A

ZEZ# 7 Network Load Balancer , FER T HP —EHZRIE :

- B {#E A Network Load Balancer
o BB ;. A AWS CLI K% 3. Network Load Balancer

MEFEREH T EHI[IARNRE , 5528 Elastic Load Balancing 7~ &,

EE

MEFHMER |, 5528 (Network Load Balancer E&) »

pusEk e 3


https://aws.amazon.com/elasticloadbalancing/features/#Product_comparisons
https://exampleloadbalancer.com/
https://aws.amazon.com/elasticloadbalancing/networkloadbalancer/pricing/
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B 24 F F§ Network Load Balancer

RHEBRZEIR Web BT HEIREMERE S FEHETMN AWS Management Console BB IRIEE . THK
DTHER , BiI%H5E—1E Network Load Balancer.

7%

- HaZEl

- SR 1: REBERE

- SB2 . BEERTHIER

- PR3 REBRFHREERER

- $B 4 ABENERTES

- HEB5: (BA) MREHTER

MEEREHTEHF[MEENTE , 552 E Elastic Load Balancing =i,

BRIAZ Bl

c RELERANEC2HTERBNTAEL, EXATAERSAREEDEE—BALE FHEEH Virtual
Private Cloud (VPC), BEX N NEFRESANRBEEETEHES. ZUlSAE LRATHAEFMWEMMF
B R B IR EC2 HITIEEE,

- ERETABSEAMBED —@E EC2 HTEE. BRSATEENZLBHEATRERAFRERRE
RIENEREN TCP FHUKRAEHN VPC WEFERERERF R, MFEFHMEF  F2H BEEZR
284,

LB 1 REBSREAE

By BRFEAUARGBREH, EREXNRNSRFREBZHEEFETHEEMER. EHFHE
HEEALAEERHEERNEFRRERERTE , REM B EFHATE B RNEFRE,

EREEARE R REE

1. BI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# A,

2. EEEERNEHTED  EFBRHE

R Bl 4


https://exampleloadbalancer.com/
https://console.aws.amazon.com/ec2/
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i#$Z Create target group (21 B Z848).

1% B EERREAHTEE.

SHEEERESR  BAFTNEERESR,

$H¥ Protocol (BHAME) , 551812 TCP ; ¥ Port (E#IE) | 55&$F 80,

gt VPC , FBERZ 2 BITERN VPC,

&+ ¥f Health checks (B{EREERE) , REBFERERE.

EBET-5,

10. ZEEMBESEEL , TRA TSR, EREBVESHENRELLIR, T8 K NMREBEAZAH
FzR , YRAESKRERHILENER , ALAZEMENBF,

© ® N o 0o & ©

a. &H¥ Available instances (T R#{T{ER) , FFEN—HZEHITEE.
b. REBFEREREE S, WREBEEEATHFEEEE,
11. i##Z Create target group (21 B Z848).

SR2 . EEARTEHRER

Elastic Load Balancing X BEZ BT REHNEH T EEE, THBREE TR Network Load

Balancer,
£ A E = &% 7 Network Load Balancer

1. BIfE https://console.aws.amazon.com/ec2/ BB Amazon EC2 £12 A&,

2. R8BI L K AEHSTEHHRBE—(AEE. FHELEZLAN EC2 HITEARNE —EH,
3. HEEEHKM Load Balancing (B8 ) T 75 , i## Load Balancers (B # ¥ #23).

4. iB4Z Create load balancer (23 & & F#328).

5. &% Network Load Balancer , 3812 Create (E1I)

SR 3: REARFHREEREX

EEE Y Network Load Balancer , B4 A% R EHFHBNERBRENR , flERE, SEHEERH
IP b it 3H, REREMARN NS EEEENEREN. ZEEXERETERFRNER. FH
BAMEAREZEAAFRES S FHERENERETRE, NESXENBANEEEREE 2 FH
B, moREEENERE,

SB2 . BREEHTEHIER 5


https://console.aws.amazon.com/ec2/
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REEHFEHR[NEBEREX

1. &t¥} Load balancer name (BEF#EHRER) , WM AEHTHBNERE, Hl80 my-nlb,

2. ¥ Scheme (##l) # IP address type (IP it 3EH) | REFERE,

3. SHHEME | REUEAR EC2 TN VPC, S AREE EC2 BT EENSETHE
5, SENUAREE , EFENXTAREN —EBLE FHBEE.

KRR, AWS ERFREBNTHESASER R TERHHMER—E IPv4 uit. & , EERE
MHEOERBRNERTESR  EUUARETAHRSEN—EELE P tit, EAUAENAERT
EERIR AR P it

4. &4 Security groups (Z£E#H) , R ALK VPC ALBNMAENRLZHE, SR EEENEM
LZEEE, MBESELSEE 5582 Create a new security group (BN R £848) , ARE
MRFERREMERNLLEE, WEFHEENR , 528 (Amazon VPC FHEER) WEILZL
S RHE,

/A Warning
MERERABEMNLZSFER| N FER , HRBETE B,

5. HREBEEANMS  FREFEREABENERE  REOFEPZNEFHE, MERENE
BREX , SHEERE Q0 L2 TCP RE , WKAERSREE X ZZEM B EHE

6. (BF) MESBRUSEAHTER, SEEHTESNERRIBLARE N, AFNFTAE
RNFH, 2, BF (UTF-8 X)) URUTHHEFT : +-= _:/@. THERBEREHEHZE
%, BBREERD KDEH.

7. EEENERE | REIZE Create load balancer (B 8 HF#:S), —LHEXBEUHSHEEIHEE
RAEERFEHRE, BUUZEVEH IR cARANFEESLEME, NEFMER K BFB2HE
BB,

SR 4 AHREHER TSR
RUARTHRL%  RRLLTHHTE LGN EC2 HITERM.

ARAENE R FER

1. RRBAZERNBILEHFLEHIR 2% , #1F Close (B).
2. HEEEBK LOAD BALANCING (B # F#7)+F , i#IF Target Groups (B {Z&H4H),

SR4: ARENERTEHSR 6


https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html#creating-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html#creating-security-groups
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BEGHTE MY B AZ8HE,

B#IE Targets (B ) UEFLNHTREBEHE. EHTERBMMRES initial , REAERE
TERMNEETEMR , AFRBBARSEFERERFNEEMREREXETR. EZLF—EH
TEBER healthy REER , BENTAIR BN AR L EHES.

FEBEE KM Load Balancing (B #E ¥ #) 7% , i##F Load Balancers (B F##5).
ERHEVERFHENEBRAMEFEEAER.,

EREHTFEEIH DNS 28 (Hl10 , my-load-balancer-1234567890abcdef.es). A%tk DNS &%
AR ZE BE AR E web BIBEESMNAUEN, WR—YIEE , BERSERENRRSIFOTER
HH,

HBR5: (BA) MERER TR

EENAETHERTHE , FERBSFEITHRBRN - IEHITE—ENEH. EEETEFTER
BrERe  EASEMBR. MKRERTFERE  FEFELKNER. FIi5  MRERFERETE
FECNRERTEREMNER, Sl , £ EC2 BT REEAAREEF

ERAEEEMEBRAE TR

1
2
3.
4

BI1¥ https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 E£# A,
FEEEE KM Load Balancing (B ¥ #) T % , i##F Load Balancers (B 5 F#28).
ENEHTHSRNKEGHE , AREE Actions (E11E). Delete (HHIBR)-
HIREFRERE , B8 A confirm , REZIFBIEMER

SRS (BR) MBRERTER 7


https://console.aws.amazon.com/ec2/
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ZHERTE . FH AWS CLI RZE 7 Network Load Balancer

A EBRZIEIB AWS CLI 3214 Network Load Balancer BT,

BRI 2 Bl

« &8 AWS CLI , HEZEFEARET X Network Load Balancer , Bl EE#ZE| AWS CLI K

BHEIRA, WMEFHMAEF 5528 (AWS Command Line Interface A EIERE) FHLE AWS
Command Line Interface,

- RELEZERAR EC2HTERNTAEE, £XEATARBAREELEE —ELE FHEEHN Virtual

Private Cloud (VPC).

- RERBERY IPv4 8B EH TR MREVERAFIREMER IPv4 it RESHFHRE

H,EEAIPV4, MBREEERFHRERERA IPv4 f IPv6 thit REZE T AT | HiB B
B, ROTULURZEEHEMSR IPvoc BRIREBEZ (410 IPve ERRER N EMHE 7K ETER.

- ERETAREARBED —@E EC2 H1TEE. BEASATEERNZEHEAFRERAFREIRE

RRENEREN TCP FHUKREEN VPC WEFRERERF R, MFFMEEF K F2H BEZ
SR,

E1I IPv4 B VH8R

TRATESR , BULNE — B8 HFE:R,

BERY Ipv4 B TR

1.

fE It ficreate-load-balancers 1L IPv4 B8 ¥ #85 , ACEEGREBHTEEBNEE T HESE
BEANAFEE. SETHARESREREE—EFHEE.

RIBFESR , B Network Load Balancer 2 AWS CLI 2 , T2 88 A VPC AR LS:
B, WEERVHERBREMNZHEREEHTEHS , IEEIRERANE, ERCEEVHE
R --security-groups BEREEE R FHINRLEEE,

aws elbv2 create-load-balancer --name my-load-balancer --type network --subnets
subnet-0e3f5cac72EXAMPLE --security-groups sg-0123456789EXAMPLE

Hig e s 8 8 FE35M Amazon Resource Name (ARN) , #&=0TF :

ik el


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html

Elastic Load Balancing Network Load Balancer

arn:aws:elasticloadbalancing:us-east-2:123456789012:1oadbalancer/net/my-load-
balancer/1234567890123456

2. f{EMdncreate-target-group TR IPv4 BEEE , WIEEEAMN EC2 #H1TERIKNMER VPC, IPv4
BEFEZE P IHTEBERBE,

aws elbv2 create-target-group --name my-targets --protocol TCP --poxrt 80 --vpc-id
vpc-0598c7d356EXAMPLE

Himhi& a2 B EREN ARN , AT

arn:aws:elasticloadbalancing:us-east-2:123456789012:targetgroup/my-
targets/1234567890123456

3. fEH register-targets tn @ B BB SN BT EE

aws elbv2 register-targets --target-group-arn targetgroup-arn --targets
Id=i-1234567890abcdef@ 1Id=i-0abcdef1234567890

4. fEF create-listener T T ALNE R FLHEETEAENRFNNELE RETEEHENEZERES

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn --protocol TCP --
poxt 80 \
--default-actions Type=forward, TargetGroupArn=targetgroup-arn

Hia e S ERENN ARN , BXWT :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1istenexr/net/my-1load-
balancer/1234567890123456/1234567890123456

5. (EEM) BuLUEH T describe-target-health¥| i S5 H H EHEN SHMEENRREMNR

aws elbv2 describe-target-health --target-group-arn targetgroup-arn

BUSHBEEHTESR

TRATESR , BYLNE —E&H TR,

By Ba R TR 9


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-target-health.html
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FEVEHESHTHR

1.

£ Atk @y create-load-balancerS 2 37 dualstack B &V #iss , AREEPRBHTEEMNESETA
EBiEEL A FHEK. SETAEDREEE—BE7F#AE%,

aws elbv2 create-load-balancer --name my-load-balancer --type network --subnets
subnet-0e3f5cac72EXAMPLE --ip-address-type dualstack

H@bas a8 FESH Amazon Resource Name (ARN) , X0 :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1oadbalancer/net/my-load-
balancer/1234567890123456

f A dncreate-target-group S & B 1288 , WIEEMA M EC2 #1TEBHNMER VPC,

&M ZABRA TCP 5 TLS B R EHEREE A E R B H T &R,

BRI LA IPv4 F IPve BZEHE A FEHEEMHBE [T EHI[ETEE, BZFEN P iyt JE
RESHFER[EANERR B EEFALREELEMEREN IP A,

IPv4 B REEXE IP MFTEEBEREBSF. IPv6 BEREXE IP BE.

aws elbv2 create-target-group --name my-targets --protocol TCP --port 80 --vpc-id
vpc-0598c7d356EXAMPLE --ip-address-type [ipv4 or ipv6]

H#hi& 2= B EEEN ARN , BRI -

arn:aws:elasticloadbalancing:us-east-2:123456789012:taxgetgroup/my-
targets/1234567890123456

£ register-targets a0 B EFAZMENETER

aws elbv2 register-targets --target-group-arn targetgroup-arn --targets
Id=i-1234567890abcdef@ Id=i-0abcdef1234567890

M create-listener it T ALNERFTEHIEVEEERRALEEBREBEHAEANZEEER,
EHBEHFTEHB[LEAEE TCP I TLS #EEN,

aws elbv2 create-listener --load-balancer-arn loadbalancer-arn --protocol TCP --
poxt 80 \

By Ba R TR 10


https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-load-balancer.html
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/register-targets.html
https://docs.aws.amazon.com/cli/latest/reference/elbv2/create-listener.html

Elastic Load Balancing Network Load Balancer

--default-actions Type=forwaxrd, TargetGroupArn=targetgroup-arn

HigHigaSEERENMN ARN | K0T :

arn:aws:elasticloadbalancing:us-east-2:123456789012:1istener/net/my-1load-
balancer/1234567890123456/1234567890123456

5. (IBIEM) B0 LUE A T describe-target-health Bl er S ER R B ZBHEMN M EEN @R LN -

aws elbv2 describe-target-health --target-group-arn targetgroup-arn

ABHTERFIETHEM P it
E 21 Network Load Balancer B , AR 7RIS , ASEFRRIEEE —=2% P #thit,

aws elbv2 create-load-balancexr --name my-load-balancer --type network \
--subnet-mappings SubnetId=subnet-0e3f5cac72EXAMPLE,AllocationId=eipalloc-12345678

il B 2 3 7 2=
ECETEREARTHRNERRER  ETHRME  NTAR

aws elbv2 delete-load-balancer --load-balancer-arn loadbalancer-arn
aws elbv2 delete-target-group --target-group-arn targetgroup-arn

AEHTEHRIEEEN P it 11


https://docs.aws.amazon.com/cli/latest/reference/elbv2/describe-target-health.html
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Network Load Balancer

SHTERMARFRNE-—BiEH. AFREEREEIINAHTER K MARTEHREFREEZTE
B, flmE—NZETHREAN EC2 HITEEE.

EERECNAHTER  LEERVEEHE  AREALCH B RHEREHRE R, MREHT
BEMANTRAERSHEEL —FEENER  ENAETERERASSNR, SN BIERE
ARBERE A FIHANERFER , WEHRE AP RNFRI EEFHEFHER,

MEREEHTHSIIEERB VPCHERE, AWS ZEXE VPN ME =7 VPN ##RFRR B A FImNE
##. AWS Direct Connect

B &

- BEHTEBRMRE

- EHTEREM

 IP iyt 3EEY

+ Network Load Balancer &R ¥ fE

- ATHEE

- BRESEHTE

 MERRE

- ERBERE

- DNS £

- T HEH DNS A%

« %31 Network Load Balancer

+ Network Load Balancer #9 IP it 35!
+ Network Load Balancer 9% % & #H
« Network Load Balancer H)Z %

« fBR Network Load Balancer

- EFER

B E PRI E

SRFEHR[AA/UTHP-ERRE :

SR PERRE 12
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provisioning

FEREAHFES,

active

ERTHBFBORETK L EfFFERBARE,
failed

ERRER T EER,

EHTERIEME
EHFTEHEB[EUTHP—EBM :
access_logs.s3.enabled

fEHTE Amazon S3 FERMNENAF2ERA. ERES false,

access_logs.s3.bucket

FHHFEH Amazon S3 RFIrRER. NRMAFENAR , AtAXERM, MEFHMEENR ,
S8 REITEEKR,

access_logs.s3.prefix

3

Amazon S3 EFEFEHTHNNEFE.

deletion_protection.enabled

KRTAeBEMARKRRE, BRER false,

ipv6.deny_all_igw_traffic
[EHRARAEREE IGW) HEHTHSRNER , U ILEBRERERRAEE AT E ST EHTET
JEFEEFE. MRREMBRARNEETER 6 A false , IREABE R T , AIFR

true. EEMHEREMELE IGW RRBBRER (PIMNEBHEEE, Transit Gateway %) AWS
Direct Connect AWS VPN

load_balancing.cross_zone.enabled

RIARBCRABEESEH TH, BARES false,

BHRTERBT 13
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dns_record.client_routing_policy

EHAREEESTEHRTHAEScEN 2B HFX. AREE A availability_zone_affinity
B 100% EE#H MM, partial_availability_zone_affinity & 85% EBE#FHEMM , LUK
any_availability_zone & 0% EiZi# M,

P it 3E A

BAERE IP it A | UEAFRURESNERFEHSFMELER,

MR ERFHI[IETI IP UuER

ipva
FRFImMEBRA IPv4 bt (BIg0 , 192.0.2.1) FreEEERFHER. A IPv4 WERTHES (TF
TH [6) 8 PR A 2% B 9 £B) X #& TCP. UDP, TCP_UDP £ TLS #EE=&EX,

dualstack
AR LAER IPv4 tbait (B30, 192.0.2.1) F IPv6 itk (45

7, 2001:0db8:85a3:0:0:8a2e:0370:7334) :EEEZ A H T Hiss. MASHEBNERHLEHR (2FEHE
AR AE R BRI EF) X8 TCP B TLS EERE,

ZEBEH

- EHVHRSRIZEFETFEN P i FHE R FEITEA,

- ERRBAEETFEHBINEHBENE | Elastic Load Balancing 212 & & F #8519 AAAA DNS
ok, EA IPv4 bt ER B E T EHEEAKN A F iR ##4T A DNS 528k, £/ IPv6 it ERE &
2R BEARY A Fum A B2 4T AAAA DNS E2é%.

- BBREREREEFINANEHEEHFHFRSEINHE , S ERABRERNFEREPFI.
B2 , EXT LM I EMAARAERFE (FIEBEEHE, Transit Gateway 5 AWS VPN),
AWS Direct Connect

nlh

WE IP U BRI M EEMEER |, 552 B Network Load Balancer By IP thsib 385,

Network Load Balancer &R % f&E

Network Load Balancer ER¥ERMUEHFEHFZEBNESRNET K SIEHERNEEREX, BERH

HNBER, EREBtHER ABETHEERCENBEANBHEEE  URBLAXERERFEHHFWNAE
&

IP it HY 14
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ERAFEERAEEERTEHRNERYEE

1. BIfE https://console.aws.amazon.com/ec2/ BBk Amazon EC2 £# &,
2. HEEEBIKL®EE Load Balancers (B H F#2%),

3. ENAEHFHER.

4, BEEERYMRRSIEBUBTARTFHIRNERLIR,

EIRE R T
ih Bl AR AR

"Network Load Balancery ER¥MPERMERSR : "8BH, 1 "TMHRETRNWEEEM, . FARER
TEEW "BE,  YEREEHYESINER, BN "TRATFTRNBEEZEHM, REIASERMRRIT
BENEBEEREMBBNER.

MRET R B RHRBBTARFHFFERBBRERERENER, NFEFEEF , F2H £HE
R ERE B HE AR T REY B R

R

Network Load Balancer ER¥M IS =EEFRHE K SEEREEZ—REAERE. ERBEHAEE
5. BEEENBE,

BRI HF
WP EEERFEECHER , ETESEBRBEERNFEEN.

- BERTERERERL  skpBEREEEMERBNBER,

- ENEREFEERAZEREREMERENBR YR REBEXERNEEFHER,
- BEEREESAARE  SEREMARENEEMEFERHE.
- BREREMRAAE : BEEENRERTMARENHRH,

(@ Note
BT LARRRR [RERFEER] UREERE R P EMFAER,

- BEEREEHILE —EER , BRULERR K SSEERERNFEETARE.
- ERSR-ZNEREXBABGE  EER, Hlm: TCP:80

BERERR T 15
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- BERE-ENEEFHEESE. HIW : my-target-group
- B ZEBZID, #lf0 : i-1234567890abcdef

FE H &R R
B [[EH] TREZEKERAFTEREREEHERAEL A PDF,

o] H @13

BUEHNAHTERE  BA-—EIZETAEES. IREALHNERTERRAZETAES , &8

RESEREANBIEEE N, EE Network Load Balancer 2# , 1 EHHAHE , BB AHEHAM
A AEE,

ELRATARESE K RTERXTAREIEE—@F#@K. Elastic Load Balancing &7 7 A [RIHE 3
EHVPHRHYMUNR FERNMAK AT GRA TELB Bk, ARELISERFEHENERE)., TH

EFTHESEASTHRAREEALAKERERRSE IPv4 ik, 7535, RUEFRARAE , B
35 LS TR,

EFREVEOMARBRNESTESRN , ZUNRESEFBEIEE —@E Y P #hit, EERREBS
FUSEME IP #hib ¥ — | Elastic Load Balancing 8 AR E 5B F AR IEME —[EE M IP thut, SLesEM P
it BENEHFEHFIRMBE P it | BN TFERTESNEDTERATZEE, EEIER
FHgEc %, |MABFELEMY P i,

ERREVAREHTERE , ZURESEFHERKREE —@EY P i, MERRFRERIEE IP it
it , Elastic Load Balancing 8 A2 F —Eibit, BLAE IP it AENE BT HFIRMETRE P L
i, ELih it FERFEHBENERBERATSEE, CRVEHTEHRER , BELBESLENME P
ik,

ZEBEIH
- BRERRREDEHTER  CEENFRBRLXAZLE S EATAN IP it. $RANERTE

27, REELAFETHERE AWS ERFR A IPv4 itk |,  FELEEE,

- BEEFEZRUTABRHPIEE FHERE., #HRAER & az_ name FAXESHE AR, WEHT
feR, o BUNES—EFRZRNTHERSTEE AR  YEAEEIERTEEREIREZR
AAESF B R,

- BAILEERSH AN FHEE,
- BEEEARESPEE FHEE,

AR 16
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EERATHES R  BRTVTEHRSRAEFEREAIZXTABERNCEMRNEE. WREREESE
ERANTAERSEEEL —ERENEE  ENERTERSRATEIRE,

ERERE TR

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 #5&,
2. TEEBEHEIKD , iB4E Load Balancers (B & F#23),

3. ENZARFHFNEBREMEFAEARD.

4, TEHERMHRSIERD , BERETEK
5

EERATAESE  FERXUTARENZIGR. MRZXAAEREE —EFERK , e TF
W, MRXAAREEZEFHER , AFERES —EFHER, FHI8, —EBTARSREER
_1¥gﬁ'ﬂﬂﬁ'o

HRAERMERERNE TSR , ZUURSE A REER— @& P ihit, HRRBEHF
#2R , BURSEFERN IPv4 EEERFAE IP itk , MIEE Elastic Load Balancing 1 k.

6. BERFEE,
HEMERFE A ES AWS CLI

£ set-subnets A%,

¥ (58 1 B8 P 1

BEERERLT , SEARTEHRTRAGKREIMIAETAREINEZEE, ECHEBBEEHER
FEEE K BEARTEHSTRSKREI A EMETABRERCEHNBEE, B 0EBEFHERER
HREEDSEEHTE., WEHMEN , 5528 Elastic Load Balancing £ &K the section called
‘BEERGEHTE BREESEESYE .

il B £ 3

RREENENTES DEEAMG  CTURAMREE, CHERTFESHMRRERRREA,
MRBLERARTPERRAMBRRE , ULALERT THRABTES

EAEEARMANBRE

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 £# A,

BREHERFE 17
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/set-subnets.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
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2. TEEEBEBEIKD , iB4E Load Balancers (B H F#23),

3. ENZARFHFNEBREMEFAEARR,

4, HEBHRSIERD  BERE.
5
6

AT , BRUMBRRRE,

£ 12 6 RERAMBRRE

1. BI{E https://console.aws.amazon.com/ec2/ BBX Amazon EC2 £ &,
HEEEEKS | 82 Load Balancers (B H F#2%).
ENEEHFERNEBREAMEFHEAEE.

EBMRIERY , BERE.

HHEETH , FRMBERRE.

I T

ZEER AN ERAMBRRE , FBFEH AWS CLI

LA &1 3 fF F modify-load-balancer-attributesdeletion_protection.enabled &%

JE AR [ 1 5 B

¥ A B Fi%iZEiB Network Load Balancer #iHHEYE18 TCP 53k |, i EMZEFNE, EELBERE
ERNBERNREHAFRIEEEBREFEEINER | EHSEN. WRAFKDEEZERBEREE
BEBREEER , MEWE—@ TCPRST #4a , REZEFBAN.

EFIgH TCP RENMERKERA 350 ¥, SEEZBRLE. AFRNBEFTLUER TCP RIFE
BHARERFAERE, SERERE TLS ERNRSERNTTEISENTAERER,

ETLSs #REX AP RN BEFRRE TCP RIFERNAR K AHTHRFTEL TCP RIFERHE ,
I 20 B EBEEMRRRImER, SEEAEALTR.

BE UDP AEER A EFTEHSESHBIRER M IP it RiBEZIBREE UDP HRIEMRE, EFTHE
REEELAEAHEBRENHCEZHEEEE. FRERKPEARBZR , BHTHIZHEARN UDP
HE\RAFRE , WEHEHAEHRBEIE, Elastic Load Balancing €% UDP i E/ B EREFERAE 120
o

AR E R 18
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https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
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EC2 HTERL AT 30 RAREHWER , TRREMEERKRE,

DNS £ 78

518 Network Load Balancer #H & W B ARV BIH B BRI (DNS) B8 , HEZEW
T : name-id.elb.region.amazonaws.com, f5l#l , my-load-balancer-1234567890abcdef.elb.us,

IR ER-2.

MRERFERAEZ NI DNS B , EUURY BFIMEEE |, WAEHESHTHRA DNS &
BMEMNEN., ERFRERALBITHESEBEREFERE , DNS ARBAAEHEE FEHRMEN DNS &
.

B, ONERENBERBEEMEEMEEEE, B ML DNS BRI (Hl SN A E % 5E)
B3I DNS fEé% , MERBFEREHEEN AR FER. WEFMES  FSHER DNS BB
Hlan , wiEBKA Amazon Route 53 #4 DNS fR#% , RIZ M E@ 8 R FEER R Bk, MEFME
# , 2E (Amazon Route 53 B ABIEE) FHRERHE ELB S -FHEE.

ERTHBESEACKANTHESHE —E IP thiut, SEILEBTEHRHIMN IP i

i, BEFEESM DNS BBETAE L, flin , BRAHTFHINWAITESEER
example.networkloadbalancer.com. LT dig 2 nslookup an % 3R ¥ B & 2 F E=s 8 2K
IP ik,

Linux 2 Mac
$ dig +short example.networkloadbalancer.com

Windows

C:\> nslookup example.networkloadbalancer.com

ERFEHREFHAEH FEHI[ERA DNS io#k. LKA DNS EBEERIATEE , RYUBERFE

BSETELEY IP st : az.name-id.elb.region.amazonaws.coms

Linux 2% Mac

$ dig +short us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

Windows

DNS &7 19


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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C:\> nslookup us-east-2b.my-load-balancer-1234567890abcdef.elb.us-east-2.amazonaws.com

A A &1 DNS FA 1%

EXRAERAFIREABERE , A ZE Network Load Balancer DNS & 8 1Y 55 3K & W BEATE 4R 58
BRIWEHTEHSS P thit, SEEREHTEHBITAES2ENAFRERSE. EXRATHESR
MR BBEER , AFin DNS EHRREEASG A EENEH FE:F P thit, AR FIREER
ZEHERNTEEUTAREAR , A EFMRELEERBREN,

f£ A Route 53 Resolver Z Network Load Balancer AI % /Y A Fim & B IBUER -

- ATAEEBRMME - 100% EiFH M
A Fi% DNS EHEREFEAGUARENEEHFES IP thit, WEESEEFERERFNEHF
#785 |P #uut | RIEH AT A E M EE,

. PoATAREFEMNMY - 85% EFBRME
85% WA Fix DNS EH2RFEASTHEENESH TS IP it , MEGEHASHTEEM
BERERFWESD, NEESEEERERITN IP, AIEHTREENAEMOEERERIFES,
EFfEEIEEEFERERTN P  EHSHENTATAES,

o EMAAREE (FHER) - 0% EEH M4

A Fi% DNS EHgEFMAAETERTRARINEFERERFERTER P it 2 EETEN.

(@ Note

A A [ 3538 A0 M B8 B BUR 28 B £ A Route 53 Resolver R f# 4T Network Load Balancer
DNS 2R Fim,. MEFEMENA , 5528 (Amazon Route 53 R A EIERE) FHTES

Amazon Route 53 Resolver ?

TAEERNETHEKBEREAFREREERTER K MEERHASRFEARARNBESBREER
FEREBAEER, EATHESMACUEE  RBEMEESAETE , Mt THREEAFRE B RN
SETEHEHERERFEMERANTAREA, EALEREK , AFRRESEEEMRRER Network Load
Balancer TAESE , At BB ERKEARXREAESETRAESTBIURR. ESETRAEZSNA
FinBEXSETARINRETHER K ER—HEBNZEE, WEFMES A F2H BEFHEN
BEEHEEH V.

o] A [E15 DNS At 20


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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EMARSERAEFERETE  IRBEHEBR |, BREMERBRER , TRESE IP IS HR A
BERETRE , BEFEEOAFR, & DNS ii&EARERMNE , efFTAESRNE. EFYTH
EEAREE , Xy IEEENERENE,

ERATARERNEE  TRAESCBRMEERETTERE. ZRRARENERUABIHERER
UEXESETRAESTHEEE, sHREEFSTHIEN  2REEATARERNE, EAARFE 60
WA DNS TTL EFrE R E P &R A EE < B V1820 B A FimE.

EERATHAESBRMEZH , FEETHSEE !

- ATHAEEFMNEEEFER Route 53 Resolver BIFTE Network Load Balancer i Eimi& R E,
. AFREEREREAME ZEE DNS f#if, TABREBENMtEAERE,
s AELEAFRKEHATFE S ERHE ARSI TAERSHNMENTZE | K AESHMEE P it R
TR 4@ =] A [ 43 o
- AFmRSREBEREEEEAM P it |, EZIRIE DNS EEREREHFRBEERETEN
BE . % DNS BB AL,
- ERBEESERTFEHENEREA A RSB TEN T A EE 2 B AFimES D B EE,
BECKEREAHESACSETAERERELER  WERRAVXEESAFIRAE,

- MEAKEEREESHFE , Al Network Load Balancer € 2 Z 5 [Eim 8/ £,

« 518 Network Load Balancer A EiFMW B HEERAFIRHERNESNVER LS, MEBRERETAHE
HASTHAFIREE M4 EXTHEITERSETARESE.

ERIAEHARTEHSEERERTARE BN ERS BB SR AEERRESE RSN
EREERAPERHE,

BRMEZEHR TFIEE :

« ActiveFlowCount - {t A FinZEl B BT RIE (BHERR) BE,

* NewFlowCount - ZHIER , RAFIKEI B ERIHNITRE (BER) BEL

+ HealthyHostCount - R AEERER TN EZEEE,

« UnHealthyHostCount - R A EEMRETEN B ERE,

MEFEFSEH , 52 RICloudWatch Network Load Balancer By i54&
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[ R AT FH 22 3R A 1

FEFHNSRBAWMAER Amazon EC2 AR AEREH A4,

EREZEARMATARERNE

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # 5,
2. HEEEHIKD , #IE Load Balancers (B HFE23),

3. ENZAERFHINEBREBMEFAEARR.

4. EBMRIIERSD , BERE.
5

£ Availability Zone routing configuration (7] FA [2 152§ R #HAE) #Y Client routing policy (Fi P im g
FEK) (DNS 528%) , iZHY Availability Zone affinity (7] F B3 F %) = Partial Availability Zone
affinity (85 7 A [BiZ 8 A% ).

6. EERERFEE,

= E 45 AR A EEAELUE AWS CLI

LA B3R £ modify-load-balancer-attributesdns_record.client_routing_policy @5,

54 B o] A [ 133 A
AR FH L BRI N{AER Amazon EC2 A BB 7 A EEHE M4,
ERERESHEMTARERNME

1. BIfE https://console.aws.amazon.com/ec2/ BIRX Amazon EC2 £# A,
2. MEEEBEHEIKD , B2 Load Balancers (B HF#23).

3. ERNAERFHRNEBRAMEFHEEAEHR,

4., HEBMRSIERD  BERE.
5

£ Availability Zone routing configuration (7] Fi [2 15 #& R #H #&) B9 Client routing policy (F 5w #% B
BR) (DNS 528%) , 3ZHX Any Availability Zone (fET 7] A E13).

6. BERTFEE,

= EfEAFRR A A ESMELUE AWS CLI

LA B3R £ modify-load-balancer-attributesdns_record.client_routing_policy %o

B B AT A [ 43 0 22


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/elbv2/modify-load-balancer-attributes.html
https://console.aws.amazon.com/ec2/
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3] Network Load Balancer
EHTHESNEAFBRIEER  KEoHEEERENEE , fiI , EC2 $/THH.

a2 hl , FRACEBFEHFNERILEER (VPC) EEEAMENSETRARIEHELE—ELE
T, BOLAREERRE  YEFRED—EERUERATER , TRERERHE B EHE

EEERABRVEHTERR AWS CLI, F2RHEERE : £/ AWS CLI E 7 Network Load

Balancer,

EEFEHAEIEHFEE AWS Management Console , 555/ T % T4k,

7%

- SB1 . BREBEHA

- SER2 . FEMEE

- B3 REERTFHIFEEEREX
- SR 4 AFRERFHSE

SR 1 REBREE

REBEBETEAEMEC2HTERERE, REEHTHRE , EPBPRENBEHESE
AEEBEEXRINHNEEREFEHA, WEFHMEN , 5528 Network Load Balancer #9 B #Z##H,

EREEAREREHE

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 #5&,
2. HEEEBEIKD | BIZ Target Groups (B &),

3. iZIZ Create target group (3 B 1ZE#H).

4. 7 Basic configuration(EZA4H5E) & , 1T T HIENE -

a. SHEREFEEFRER | EIITEBMABMTEE IDEMBFR, FEH P it BIEEM IP it |, =
IZHY Application Load Balancer SAZEf Application Load Balancer £ B &,

b. &¥ Target group name (B EFEAR) , WA BERFENERE,
c. ¥ Protocol (BFAWE) , FUTAINERBEAGE :

- MBEERXBAKHER TCP , 35242 TCP (TCP) 5 TCP_UDP (TCP_UDP).
- MEEBEEXBAHER TLS , HBiZIE TCP (TCP) = TLS (TLS).
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- MBEERABEAIHES UDP , 5EIE UDP (UDP) 5 TCP_UDP (TCP_UDP).
. MBEEEREAMER TCP_UDP , 5582 TCP_UDP (TCP_UDP),
d. (EA) &% Port (B#EE) , REEEHRFERE.

e. ¥R IP address type (IP it 3R | 55&#F IPv4 = IPv6, REEEHEERA HTERE = IP
thut , BBFAWES TCP =R TLS B , FHEF A L&A,

BAER IPve BB RSB AR THREVREE, BERENFMEEEXEESHEN
IP #3858, REEZEEVEEREACAETH IP i ga,

f. BRVPC, FEHNSAEHREFENERLEER (VPC).

5. HREFREREER  AEREUERRE. SREREFRRERERE  FEEEFRERE
EEGE, TR B, BREKINER. NREFRERESEEEREFRETERENIE , &
BVrEREFAXER. EEFAEREEEEREFRETEREREE , ERFEHESENK
RAZBR. MEFRER , F2R B EFEEFRERSE,

6. (EH) BEMEER A FEHN EREE FTHEER ARG AERBEERE,

7. ig]%-l:_ﬁo

FER2 . ZMBEE

&l [E B R AR EC2 H{TIEEE, IP #bulk s} Application Load Balancer, &2 & & F&350i2
RALR, 7@ , ZXEFMEE , UERESTHSZ T RERHEHF,
1. WMTHR, EEMEEEEYS , FE—HZEEE .

MEBEERAHTEE  FEMHTERE K GAEEE  RAREETSAUTHFENEE,

MEBEEHE P bk |, HEEEK , WA IP it FEFIE  REBEQSAUTSEENE
B,

B ZEFEA A Application Load Balancer , §8i2H Application Load Balancer,
2. iEIZ Create target group (3 B 1ZEE4H).

SER3 REEHTHRFREEEN

EEE IV Network Load Balancer , B4 ASRREEHFEHBNERBRENR , SlEHE, SEHERH
IP ihut 3R, RBRUBEEN—RZAZEENEEES. EEEARREERBFRVER. FH
BABEAREZEARAFIREEHTHRIENERETRE, NEITIENBANERERER 2 FH
&, FZRERENERE,

SHB2 . FMBEE 24
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ERAFEARERHFHRMEREERX

1.

2
3
4.
5

BI1E https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 i A,
HEEEEKT | 812 Load Balancers (B H F#2%).

i#1Z Create load balancer (3 & £ F#23).

£ Network Load Balancer T , &2,

EARGERE

a. &H¥ Load balancer name (BHF#H2EH) , WAERTHENERE., 6l my-
nlb, Network Load Balancer By X4 EfE X R Application Load Balancer &2 Network
Load Balancer S REM— 1, EWHEZAETE 32 lF T , BERTSRYEFT TEHEFTR,
HAEBESIEETEAETFTHEDN internal -,

b. & ¥ Scheme (##l) , i#IZ Internet-facing (ET¥IHEBRAEEE) = internal (AEB), EE PR
NWEHFEHESEBRBRBEEAFPRNBREAZEE. ANERTEHESHERLE P i
WEREHERR,

c. &H¥f IP address type (IP #hut 38R | (A FimFER IPv4 b RS BT #EFEH , FEE
ipvd , RE , A FIHREER IPv4 a8 IPve it SRS H TP EEBEH , FHEBIBEHE,

8 % R
a. ## VPC , EEUEARN EC2 #11TEER VPC,

MREREREDZNECBRER IR EFRKREREERN VPC A &R,
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--listener-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-

load-balancer/abcdef01234567890/1234567890abcdef0

EEMA CLI B FS TEN RS MR RIMNERE
£ A Ltk andescribe-ssl-policies T ELET FS X EN R LM R A,

&I E A ZELBSecurityPolicy-FS-2018-06< M EAl,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-FS-2018-06

TLS1.0-1.2
TRHFHTA TLS 1.0-1.2 Z&HFRAUFRAXEN TLS BAMBEMZRR.

EE : BIELBSecurityPolicy-ERlEREZLMRAISINERAZBHBER,

i Z2MFEELBSecurityPolicy-TLS-1-2-Ext-2018-06 €@ RABTLS-1-2-

Ext-2018-06,

RBEBUR - Q0 S 5
g b = ~
— o o b
W = &~ &
a 3 3 3
3 i —
g 2 4
- . ~
7,
—
l—
TLS B E
Protocol- v
TLSv1
Protocol- v v
TLSv1.1
Protocol- v v v v
TLSv1.2

TLS-1-0-2015-04*
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RL WK - © S S <
2 s d ~ <
- = = LN
e o )
| (=] [\li &~ —
= @ 3 : S
G 0 " P
3} o 4 o
5 . = 9
9 =
l—
TLS &
ECDHE-ECD v v v v v
SA-AES128
-GCM-SHA2
56
ECDHE-RSA v v v v v
-AES128-G
CM-SHA256
ECDHE-ECD v v v v v
SA-AES128-
SHA256
ECDHE-RSA v v v v v
-AES128-S
HA256
ECDHE-ECD v v v v
SA-AES128-
SHA
ECDHE-RSA v v v v
-AES128-S
HA
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ZEBR = 9 = > <
g b = = A
b = oy o )
| (=] [\IJ &~ —
= @ 3 : S
G 0 " P
o 2 4 n
< a = N
v =
'—
ECDHE-ECD v v v v v
SA-AES256
-GCM-SHA3
84
ECDHE-RSA v v v v v
-AES256-G
CM-SHA384
ECDHE-ECD v v v v v
SA-AES256-
SHA384
ECDHE-RSA v v v v v
-AES256-S
HA384
ECDHE-RSA v v v v
-AES256-S
HA
ECDHE-ECD v v v v
SA-AES256-
SHA
AES128-GC v v v v v
M-SHA256
AES128-SH v v v v v
A256
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RL WK - © S S <
2 s d ~ <
- = — LN
R o= )
o 5 4 b S

; — | D'
! : i i
N 2 4 <
< a = N
v =
l_

AES128-SH v v v v

A

AES256-GC v v v v v

M-SHA384

AES256-SH v v v v v

A256

AES256-SH v v v v

A

DES-CBC3- v

SHA

*EAEALEE , RIFBMEZEFE DES-CBC3-SHA & (— BN %) tEHA F ik,
EEMERA CLIEMMEA TLS 1.0-1.2 KA TLS #HEEN

FREVEEEADSBEEM TLS 1.0-1.2 X EMNZ2 MR,

&I E A ZELBSecurityPolicy-2016-08< M EAl,

aws elbv2 create-listener --name my-listener \
--protocol TLS --port 443 \
--ssl-policy ELBSecurityPolicy-2016-08

EEMH CLI &R TLS #EREXLFEA TLS 1.0-1.2 & A

WS UIZER NS SETM TLS 1.0-1.2 TENZ LM FEAREFE A,
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5B ZRELBSecurityPolicy-2016-082 1 & Al,

aws elbv2 modify-listener \

--listener-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0 \

--ssl-policy ELBSecurityPolicy-2016-08

RREEREIREA CLI FMEANZERA
ERAEREREA S TEE farnERERX.

aws elbv2 describe-listener \
--listenex-arn arn:aws:elasticloadbalancing:us-east-1:123456789012:1istenex/app/my-
load-balancer/abcdef01234567890/1234567890abcdef0

HEMEMA CLI 8 TLS 1.0-1.2 &M RAIRVERE

FEEAET TLS 1.0-1.2 T EMN Z 21 RBIE A ttdescribe-ssl-policiesii F o

L& B ZRELBSecurityPolicy-2016-082 /& Al,

aws elbv2 describe-ssl-policies \
--names ELBSecurityPolicy-2016-08

ALPN BR

FEREABEAHERS (ALPN) 2EHH TLS SRR IQEITFAE EEIEM TLS M, ALPN FEA
EXEnmMLEARENERABBRLTSERE (W0 HTTP/1 A HTTP/2) KRi1T,

ERFImER ALPN EiEEE 885 FHR2SHF iR ALPN SR EBTERE ALPN BURETLEE,
MEAFHXERE ALPN HEWBAGE , IEH FEREIRE ALPN BERNEFREBEREL
Eif. &R, BaHFEHSTEER ALPN,

S M ALPN BUE
LT RXER ALPN BUGEK :
HTTP10nly

AR HTTP/1.*; ALPN EFFREFES http/1.1. http/1.0,
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HTTP20nly

%™ HTTP/2, ALPN EHFREBFTE A h2,
HTTP20ptional

R HTTP/1.* , AR HTTP/2 (E¥ R HTTP/2 ISR TAEA ). ALPN B ESETIE -
http/1.1. http/1.0. h2,

HTTP2Preferred

R¥F HTTP/2 , TR HTTP/1.*, ALPN EF52EEE L h2, http/1.1, http/1.0,

None

RERW ALPN, tATESR

B A ALPN E#8

WO LATE R SRSk TLS #ZEENERUE ALPN i, MEFHMAENR  B20 EEEE X BHF
ALPN BU%,

i

¥ 31 Network Load Balancer RYIZEERE X

RO EHEVREELBFERENZREXBAGE. EREXERENERHE. ERDF (BBA
FRRAR) SEIAFREEINA B REE

MR EAHEN TCP 5 UDP 8F A TLS , BHERELZEHEMARIZER, NRBAHBER TLS
£8F A TCP =5 UDP , Z£ X MARIBRSHBE,

EEFEZEERXEARBENEERECE  FMERSRHENRENEEHE. Am , TR EZHEBEZ
BEMNWEAERATER , EFfSERATE, WREEEEE  AELERAPEEFSHERRBEEHEN
BEREBEHRZ /i ,; NEEHARE  IREEHEFERERERLE , UEREER%E, EFEH
EZERERABTEEM Connection termination on deregistration 2% , RESEEUEE &
BEREHR.

EREE A EHMEMNZEBEREN

1. HIfE https://console.aws.amazon.com/ec2/ BEX Amazon EC2 £ A&,

2. TEEEBEBHIKD , B2 Load Balancers (B HF#23).
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3. EEAHVHRNEBRAMEFAETARR,

4. HEEBEARSIERL , BERNEAHE  EEEEMHTHNT , BURMEREANFAEAR
o

BERE,

(ER) REELE Protocol (B E) B Port (E#EE) WIS EE.
(ER) ARRBHEEETRE B EEE.

(ER) REENE. EFIABRER.

© © N o o

FEREH R EEES AWS CLI

& A modify-listener B8 %o

¥ 3T Network Load Balancer B9 TLS #ZERE

BUTLS #ERXZR  SUUBAERER. BIREENEIABKRER. ENZLUBER , SE
¥ ALPN B3R,

%

- EBERBE

- BBEMEERRFE

- RBREEPBREBE

- EHMREBE

- BT ALPN BUR

ERFARE
BALUEANTRE , BR TS SREXNEARER. NEHAER  F26H BRES.

EAEREARAEREE

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # 5,
2. MEEEEIK LIRIE Load Balancers (B & F#23).
3. EEAHTHBENZBREAMEFNEARR.
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4. HEEBEARSIERL  ZEREAGBE  EREENHTHNT  BURMEREANFAEAR
[T

5. &% Default SSL certificate (FE5% SSL B:¥) , 1T T I HP —E{EE .

- MREFEHEIHEANEE AWS Certificate Manager , F5Z1ZF# ACM LiBIZFF.
- MREFEH IAM LERFE , FEER IAM , WBEEE.
6. EEREEE,

EERMEAIRAEREE AWS CLI

£ A modify-listener an H#EL --certificates EIH,

RBENEERETE

BAIUEAUTER , #BRFTEERREANBREE. ECSVEY TLS B#REXR , BREE

RZEN, BALHE -—HZEER. SLREEHEERER  URRLEBENEERATERER
tWEHEE SN BAME —BEM. MFRFMAER , F2H BHEEE.

/1

ERERARBENEERERE

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # 5,
2. MEEEHEIKD , B2 Load Balancers (B HF#33).

3. EFEHTHINEBREMEFHEARR.
4

EEREARSIERL , BENEAHE | EREERMINXT , DARBEREXNFHAEAR
T o

5. EBEUZEREANNZENSR , RRFEIE Actions (B11E). Add SSL certificates for SNI (#7318 SNI #9
SSL EH).

6. EEMNECDHACM = IAM EENRR , FEIUBRENRZEUG IR , REFEZF Include as pending
below (AT 5 AFFHEBIR),

7. WMRBEFZHAACMH IAM EE , FEEEARE, TRRE , AREZEA,
8. EFENMESERRE

FEASEREHIER BRBEE AWS CLI

£ add-listener-certificates 5o
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RBRBETBEREE

BELERATRER , € TLS ZEREANBREENBRER. BEBR TLS RREANTERERE |
A2 R ERERERE

ERAFEARBREEETBRER

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # 5,
2. EEBEBEHKD , iBIE Load Balancers (B HF#88),

3. EEAHTHIENZBREMEFNEARR.
4

EEREARSIERL , BENEAHE | EREERMIHXT , DARBEREXNFHAEAR
T o

5 EBEEUZERENMNZKEGHR , REERE Actions (E11E). Add SSL certificates for SNI (¥738 SNI &Y
SSL B#).

6. EBEURRIEEUSH , RE1EE Remove (BER).
7. HIBMERRIERE  BEWA confirm , ARBEBER,

EERBREEHBRERE , BBEH AWS CLI
f£ /8 remove-listener-certificates 55
EHZLBER

B TLS #ERXE , BUERNESLANERNLTLBR, MERLBERE , BATIER TLS #8
B, UERAFNEZLBK. Network Load Balancer T X B BT X2 XK. NMEFHMEEN , F2HR %
2HK,

ERERAEMLEHR

1. BI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# &,

2. TEEBEEIKD , iB4E Load Balancers (B HF#23),

3. EEAEVHINEBREMEFHEARN.

4, EEBREXRSIERL , BEREABE  EREERBTHIXT  DURBEBREXNFHEAR
Mo

5. EERE.

6. &H¥¥ Security policy (E£BUR) , BERZ2BX,
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7. BERETEE,

AREAERZSMERA AWS CLI

£ modify-listener an S EL --ssl-policy #IE,

B ALPN Bk

B LERATHRFEES TLS ZERERXM ALPN iR, MEFEEF , 5528 ALPN B,

EREREEH ALPN BR

1. BIfE https://console.aws.amazon.com/ec2/ BIRX Amazon EC2 F# 5,
2. TEEBEBEED , iB{E Load Balancers (B H T #88),

3. EEAHTHIENEBREMEFNEARR.
4

EEREARSIERL , BENEARE | EREERMIHXT , DARBEREXNFAEAR
T o

BERE.
6. %74 ALPN policy (ALPN B3R) , BRI ERA ALPN BYBUGR |, & None () £ ALPN,
7. BEREBEEE,

o

HEEH ALPN BUR | A AWS CLI

£ F modify-listener a5 S EL --alpn-policy EIE,

& Network Load Balancer ZERER,

18] R B B4z BR A =Ko
£ E12 & MFRiEEER

1. BI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# A,
2. HEEBEHKT 1B Load Balancers (B 5 F#328).

3. ENAEHFHIRNKESG R,
4
5

EEREARSIFER L, BREREXNEIGHR  ARBEFEFE. BEREREX.
HIRERRE R , @A confirm , ABZEZEMER,
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£ FAMBREZBEER AWS CLI

£/ delete-listener a8 %5 o
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Network Load Balancer #Y B {Z&#4H

BREBEHESAREFERELT —EARZEFMNEE, ECEIEEREXE , TUAHERBER
E—EEEHE. RTESEHrEERERXRAPEEN B EFHE. EUNUSHHTEEENGER , BIFT
BB EFE, flo, S8 —RFERBEL—EEEHE  AEEHBEAEIHERENGER , BuH
o B EEH, WEFMEEF , 5528 Network Load Balancer st

B LSt EEE RRE  EERRTESNEFRRERERE, RIFECEELBEERERERELR
E, RBEZREARE , BASEEEHENSEAERNEFRERERE, ELEEREANR
AlfEEEREHER  AHTVERSHEACCRATAERETNERRE , BELEREEXE R
HEMNABEER , WTHREENEFRE, AETHRSKFAREHZEFRERFHNEZEMBER.
MEFHMET , F2H EEREEFRERE.

B &%

- AR

+ Target type (B2 )

o IP b 3EH

- ERRENEE

- BEEEBMN

- FiF IP R

- BUHBRCHILE

* Proxy Protocol ((RIEBEAFE)

- M TERE

« BIRH Network Load Balancer 31 B 284
- BEREEHERERE

- BERENERSEHFE

- BEREEEARE

- BEBEEFERELEE

- Application Load Balancer 5 B &
- BERENER

- MBR B ZEHE

71



Elastic Load Balancing Network Load Balancer

B FH 4 78

RIBFER , ERVEHHREEACERYBEEHAREENBABENER , REFREHEEER,
gE LU EEABERHERERERR  BRARSREEED EHENERE,

Network Load Balancer B {28 & T JIH @A EEEE#EIE -

« Protocols (@AHE) : TCP, TLS. UDP, TCP_UDP
« Ports (E#8) : 1-65535

MEFEA TLS BAHEREAERHE AR TEHSSECEHACEEELLRENEE , BAERY TLS

HEiR, BHTEHEITSRIELRE, At , ZALFERAARESNEERICBHNER. AREHT
HERVNERILEE (VPO , A EEFEHREEECENRESEHIBHRETERE , R

BELHEBHEEN , B FAEZ 2 man-in-the-middle B K FEERAY AR

THREBFEREABABEN B RFEARENIEAS

EEEXEA BEFHABEABE HEfAER EEMREREBAG
W E E

TCP TCP | TCP_UDP #4718 | ip HTTP | HTTPS | TCP
TCP TCP alb HTTP | HTTPS

TLS TCP | TLS #1TEE | ip HTTP | HTTPS | TCP
UDP UDP | TCP_UDP 1T | ip HTTP | HTTPS | TCP
TCP_UDP TCP_UDP 1T | ip HTTP | HTTPS | TCP

Target type (B {Z5H)

RV BRHER  CEEEHEREE K EgRELEEEBENAR. ERUVBERRECR B8
AR EHBREE,

THIRTRER B REE
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instance

#1788 1D RisE B B,
ip

AP tbt 3R$EE B 5.
alb

B+ R Application Load Balancer,

MREFREER ip , BT EP—1E CIDR EHRIEE IP it :

- BEEE VPC B FHEE
10.0.0.0/8 (RFC 1918)
100.64.0.0/10 (RFC 6598)
172.16.0.0/12 (RFC 1918)
192.168.0.0/16 (RFC 1918)

/A Important
IRESEIEE W A FEE B EIER IP bk,

FrE &R CIDR ERER AT ZHEH T3 B R EBEEA !

- AWS AIEB IP {uut FEEE (flnERE) EutNER.
« AWS i#iB AWS Direct Connect Site-to-Site VPN EiGEE ET WAL EER.

ELNEBERBERAFPE IP REE K SETHR[ESOoERXE 55,000 FEL , F18 Network Load
Balancer IP #bit E2ME — B 42 (IP it BE#EIR) A6, ERIB LR ERFEE K SRS EREREHER
R, EREEZERBEHES  BEESHERESZEEEHE,

£ F Amazon VPC EXE Network Load Balancer B (LAZ2E & 5 5) , BREECEEL AN FEK
BB,

EEEEA B albls |, B A LUEE — Application Load Balancer 25 B1E, MEFHMER , F2H

Application Load Balancer % B &,
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Network Load Balancer T3 # lambda BH1Z$E#!, Application Load Balancer M —3# lambda B
BEANEEHTES, NMEFMEF , 5528 Application Load Balancer £ & B Lambda HE
5B,

R IRTEEA Network Load Balancer Z &1 1TERE F B AR |, BRIEE H T #8532 E R B
B, RBTEBRMKIP it B  RRASELFHEHTLEHRIREERNE ZBIREERA. MEFMAE
A, E2E BEENHEH FHRRENEREZERE,

FRKERFREE IP bt

MRERBITER ID REEER , EMNAEHTEREIEZERAEFRAEENEENLS P ik , 3R
BEXIHTER. ERTERSEFRTAENHGIWENY IP it , BEXEBRHTER,

MREA Pt RIEEEE , BAUFARE —BARZEREATVEFMILE IP it |, BREHIEZ
HTEE, EVENTER LNZEEAER , FRAMERNERE, FiE  SERRAEHNUTUEER
CHWLZLEHiE, BEETHRSEAENEABNM IP it BEXEEE,

AMARRREAATERNESET  H2H BERL R,
EREHFEERERER

EREFHAN  BEBRELENAIPILERER AWS Direct Connect T Site-to-Site VPN E4R 0] i A B &
ﬁﬁﬁo lp

F Region

{8y 5 . On-premises
AWS Direct
@ i Connect I-_l__ij
MNetwork Load NaR Servers
Balancer 3

: i AWS
e e ! Site-t0-Site
WPN

EFERAANPPBEERE  EEREN IP it AU ERE T EH—1E CIDR EH :

- 10.0.0.0/8 (RFC 1918)
- 100.64.0.0/10 (RFC 6598)
. 172.16.0.0/12 (RFC 1918)
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+ 192.168.0.0/16 (RFC 1918)

MEFRHEFHHEF AWS Direct Connect , 552B {1 ERE AWS Direct Connect ?

IP ith 31t 75

BYMBERER , @ULLUENESREN P i R, SSRFAKREREEALREHEHERE
B9 IP kR Zso

Network Load Balancer BB 18 IPv4 F IPv6 BZE#H, FAKMIZELA IPv4, IPve BiE8HH R et
i ® Network Load Balancer E3B#,

ZEER

- BERAEDHME P i HXAEEMEMN IP it EH, flan, £EEE IPve B EEHEER IPv4
B,

- IPv6 BEEEARBEEE RS TCP 5§ TLS ##EREXM dualstack EFH FE[EEMFER.,
. IPv6 BEEBMATE IP MFTEEERBE,

EERNER

EHNEHTHRTHARPENE-—BIEED , TREANREIRIZEEFRERFNEEEKE
B, EEETVTEHREACRANESETHAESS  SEEEREBLEHAEL —EEERENER, £
LARI F — B =0 2 (B B 4B 2R 2 8% 45 B 1R

MRHEAREXNFEREMN , EUUNA—ENZEE FRFARSTHEBANER , RESER. E5EMH
EFTHEERERE —ENERERIRE (TRRENTAERM) , AR FEHRNESLAFRBERR
E XA M B &

MRHEERARANTERBL , RELFERSBRRMERE , TURE RFAREBENE#&K, BUEE
ENEH oA EREEREATBR , ETEXEIER. FUHEENZH R K AHTEHSRMNE
VEAMELEBREEEREE, BESHEA draining & , EFEEFHERETR. ELERER
EREBERVRER , TS B B2 &3 B EEE.

MRZRBYITEE ID REMBERT , EUUERE T FEHREE Auto Scaling #ill. #i8 B RHE
E#%E Auto Scaling ##z%& , BBRREEXFEARDELBE RN , HEREMIBREHE. WFE
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& , 5528 (Amazon EC2 Auto Scaling A& ER) FHEZAEE FEEFZE Auto Scaling #
#Ho

FERVNEESH

. MBHTEEMTEEZ— : C1,CC1, CC2, CG1, CG2, CR1, G1, G2, HI1, HS1, M1, M2, M3, B
T1, EEEBHITERE ID REEHTEE,

« R IPv6 BEEBMBENITEE D IMEER , BEXEEERERNEE IPv6 Hilt, EBHE—F 7T
fi | 552 F Amazon EC2 EAEEE R IPv6 Hhit

o MKEIITIEEE ID 2K B ZHR , #1T{EE 4B Network Load Balancer A Amazon VPC ,
MRFITERMVAREHFEES VPC BEMN VPC # (HEEESHFEE) , AlSELKHTEE
ID REMEAITERE. ERTLUARER 1P thuk R 5 S LB 1TE 88,

- MREKR IPEMEFE , B IP AR FHI[AURERBN VPC & |, AIEHFHFRERIE
RERETE LW TR

- ERTEBAGSREXBICHATHAESN B E. REARKKAREMNEE,

- ¥ UDP B2 TCP_UDP BE##H , MRFTEBUAEHEHEE VPC ABHFEA T IIHTEE
FRHlz—  BFERIP it &3 17{EE : C1. CC1, CC2, CG1, CG2, CR1, G1, G2,

HI1, HS1, M1, M2, M3 & T1, UREHT#EF VPC ABHFEATZENHTERERNE
B, TReRe Rt A ST HESRIEORE , BREAEEEE,

B RAFEB M

XETIHESERHEEME. AEEEEREERA instance N iphk , BT EBELEM, NRBE
BHEBAS alb , Al SEEH—F2EAEERE.

deregistration_delay.timeout_seconds

HEBUH R B BHARRESRE draining ¥ A unused Z#1 , Elastic Load Balancing &5 ki
2, #EMRMN 0 F 3600 Wz@, FARER 300,

deregistration_delay.connection_termination.enabled

ERESTEHRIEREIHESEREERIFRIEER, WES true 5 false, AR UDP/
TCP_UDP B84l , 785%{EA true, BRITEAREA false,

load_balancing.cross_zone.enabled

RARACRAEES 8T, t{EA true, false 5

use_load_balancer_configuration, 7E5%fEA use_load_balancer_configuration,
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preserve_client_ip.enabled

EBRETRARAFER IPRE, WES true = false, MEBERFBEERE IP thit , HBERA
BAAWMES TCP = TLS , AIFERREEH. RAIFERER/A. UDP & TCP_UDP BEHHAELEH
BB IP 1R8,

proxy_protocol_v2.enabled

FRRABERA Proxy Protocol 2 2 i, TEEXE A Proxy Protocol,

stickiness.enabled

EHRECRARME THERR.

stickiness.type

HMENER, TJEMNES source_ip.

target_group_health.dns_failover.minimum_healthy_targets.count

BERELARFNEERERE, MREFRERFHEEHEMRRNILE , 757 DNS i ESE
BLEABEERETE  WERABRERHEZERRERFNER, BETENESR off , AN 1
FEE ERNEY, E off i, SFH DNS 8 , KRBEE FRHESHE I TR DNS HE, &
RA 1o

target_group_health.dns_failover.minimum_healthy_targets.percentage

BERELEARFHNERRERTD L. WREFRERFNEFRBT D LLERLLE , 5% DNS Hi§
EFREAMEFRETR , MERASRERAZEFRERINE. ARENESR off , TR 1
2100 2EWER., E off i , /5 DNS #fE , KREMEBERFESHIER DNS #E, &
A 1o

target_group_health.unhealthy_state_routing.minimum_healthy_targets.count
EFREXERFHNEEREYE, NREFRERFNERHERRIE  BFHREBGEEME
BE K SREFVREFTENER. BTN 1 IBEESSHE. BRA 1.
target_group_health.unhealthy_state_routing.minimum_healthy_targets.percentage
EENREXARFNEEREES L. IREFRERFHNEFEBILERILE , FEREGEXE

FMEEE , SiFEERETENBEE, sENEA off , MK 1 2 100 2ENEE, EREA
off,

target_health_state.unhealthy.connection_termination.enabled

EHEHTHRECRLEEFEEFERETERENER, IWES true & false, FERES

true,
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target_health_state.unhealthy.draining_interval_seconds

HAREER R B R iR unhealthy.draining®@E A2 Hl , "Elastic Load Balancing, &5
R, unhealthy&E A 0-36 B®, FERERA 0.

AR B RBEER
Etarget_health_state.unhealthy.connection_termination.enabled& & 1TEY
Efalse,

P IP RE

BEREHRZE%iEBZRF , Network Load Balancer AT LAMR B A F iR/ IP ik, EEARAER IP
{RE B | Network Load Balancer WFAHE IP thit €K AFMEREREN A i IP #hit,

BIRFERR , ¢ EH UDP B2 TCP_UDP BAWEMNHTERE 1P BEBFHE , AFK IP RBER
BAMREE (BEEER). B , B LUMER preserve_client_ip.enabled BEZEEBMRADH
ZH TCP B2 TLS BEEEMBENAFI® IP R85,

FAERERE
- BITERERBERE  BA

- IP A HZEEHE (UDP, TCP_UDP) : ERA
- IP BEBEEHE (TCP, TLS) : BFH

FERVNEESH

- EREAFER IP{RER , HENLZABHE Network Load Balancer (U AMEEIH VPC , MGE XA EHRE
& Network Load Balancer #i[6 B &,

- EREEIB Gateway Load Balancer i 2i1E Gateway Load Balancer #1 B & (S{TEE D IP) < B
BERER , TX#& Network Load Balancer i Fif IP fRE8 , BI £ B 252 Network Load Balancer {1
AR EM Amazon VPC Ht—#,

s UTHTERERATIEAFK IP RE .

C1. CC1, CC2, CG1, CG2, CR1, G1, G2, HI1, HS1, M1, M2, M3 M T1 BREEERA
Fin IP REMIER , SELHTERBEREEA IP ik,

- AP IP REBEIENG ATRERESE AWS PrivateLinke AWS PrivateLink 2/ R IP XKiE
£ Network Load Balancer B9FAA IP fiztito
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- EEEBESE AWS PrivateLink ENI 2 E {th Network Load Balancer B9 ENI B | A ERF R IP

R, ENEHHEEL B FRERIER,

HAFE% IP REH AR IPve Bifth IPv4 WREREER. HWEERENRIR IP # 2 Network Load
Balancer B9%A%F IP #uiit,

- E&4K Application Load Balancer ¥ #15E B & , Network Load Balancer 8RBT BB ARERR

R FEiR IP , {#EZE Application Load Balancer, ##% , Application Load Balancer #%F Fi% IP
MiinZE X-Forwarded-For EREH A AR BERKHEBEEZRE,

- AR IP RESEI SN TCP EREN.

ERMAMAFR IPRER , TXE NAT @i , tBAREIHRE. ERMAK  SARgEEaEER
BREFinERERA A TCP/IP ERRH, ERFRIAFIRIELN NAT REXERRERES
BEHFERGRE  CAMEBMNIR IP hu EBRFELER | FJeaRESLERRE . MRS
AFERRELERBHEMENER , ERSETREERL  REEMRAMEENIRERAR—
B, SESNERER, URBLEEERR , APFRUTUER(MRERAR) S EMER(WRERT
o MR RERENHE N MERFHER[NEFEHE , IR BRI ERIER,
BRI LMER A PR IP REBSE BRSP4 Lt B RER

- EXRERAFE IP{RER , Network Load Balancer A X #& 55,000 {&E &4 , ST 5 & 55,000

FRESEZM—BE (P it FEEER), EBBLRAESEEE  KESEEERBERME BY
EEEVTENEMR, LAER PortAllocationErrorCount IEZEBMHEZIBERBEHER, EEBE
ERERERER  FEEZEEMABERHE., WHEFMER , 28 CloudWatch Network Load
Balancer BV 1g1&,

EREEARERFR IP RE

o > DN

HI{E https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ &,
HFEEE KM Load Balancing (B 5 1) #F , i##F Target Groups (B &E&##H).
BEESFENER , UFAREFEERAEHE,

EBURSIERY , BERE

MREMARAFR IPRE , FEM REAFPK IP i, MREEFAAFIR IPRE , FEHA R
BRAFR IP it

BRAsERAAFR IP 48 AWS CLI

£ A modify-target-group-attributes a3 = #&EL preserve_client_ip.enabled B4,
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plan , ERU T SERRFR IPRE,

aws elbv2 modify-target-group-attributes --attributes
Key=preserve_client_ip.enabled,Value=false --target-group-arn ARN

B AR I T IR R,

{
"Attributes": [
{
"Key": "proxy_protocol_v2.enabled",
"Value": "false"
1,
{
"Key": "preserve_client_ip.enabled",
"Value": "false"
1,
{
"Key": "deregistration_delay.timeout_seconds",
"Value": "300"
}
]
}

HUH 2 SV i B

EFTHEESZBERN  AHTEHREFLEYNTEENNER, ERTEHRGUERESIIERE
BAERTREERFER LR, MRIATEHEEZNERERBRENNRE , ERFERARBE ,
BVPERTUAEEELAREZTVTER. RTREARFERCEHR , BT T HESD —HRE
RERK LB REEBE, ERTEICEEHE R2RARNTEEEFRRET ENEHEIRMA FimE
#Ro

BUHEEMH M BEE , H¥BMRES draining, BIBETERR , BHFHEIS1E 300 REKIUHEEN B
EBRESERK unused, ZESFEH T EHI[ERIUHEZEENMREBEER unused 2N F(RE
B, FEFECEBRENIEENE., RUBRBRSEENEEL 120, URBREHRZER.

oW

MRBAERE LB RFEBY  AHECEUEERERNERSEIUERRRFERR T AEMA,
EREEEENBUEEMEBM

1. HI{E https://console.aws.amazon.com/ec2/ BARX Amazon EC2 £ &,
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2. HEBEBEHM Load Balancing (B %) & , i#1F Target Groups (B #Z&##H).

3. EEEEHEANER  UREMEFMEFAEER.

4. ERMRSIEREEZRE,
5

EEEFHUHRRIEE , SR ATNIUERREEE, sERAREIUEEHERREMREER
B BUHZ 88 LERRERR

6. BERTFEE,

HEEREMBUHEEMEE AWS CLI

{# A modify-target-group-attributes ¥

Proxy Protocol (1R @A E)

#1E F Proxy Protocol 28 2 fRZREIARENRELRE R , HIa02RIREEE Bith, Proxy Protocol 58 2 k12
fit Proxy Protocol 5K — ¥ fRiG. S8 FEHIZFEIR TCP EEREXE TCP ERBIEML Proxy
Protocol B¥H, EXEBRESBEEREFTER , BIEHFIREIEM proxy protocol BRI AR EEHWE
MmREREN, aFTEHI[NMARET. Rk , 7TaEZEUW 218 proxy protocol 8, BtHh , 2R Network
Load Balancer 2/MER 5 —EEE B EH MBI , AIZE —1{E Proxy Protocol fREAJEER 2R B
Network Load Balancer B 1 E1Z5E,

MRS IP s EEE , AIRERERAESNRR IP it S4iE B EFENBABEME , TFT
N

- TCPEETLS : KR IP it REHFEHI[HEMNAE IP thit, MREEEHFIHMN IP bt |, 5BA
Proxy Protocol , 3¢ # Proxy Protocol #Z23EES H F kAT IP tthil,

- UDP Ed TCP_UDP : 3R IP bt R F Fim IP #hik,

MRERAATER ID REEBE , ARHIGEARENANER IP it , FEFFiRAY IP ik, T8 ,
MREBEENEE , ATLLEA Proxy Protocol , i # Proxy Protocol ZSHERB F Fiwfy IP #iit,

(® Note
TLS #REXFTIEEBAF iR EH A Proxy A REEA G ERENENER.
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E IR e T E AR

R Proxy Protocol 2 #% , FHERTHFNEERERETERT , tHETE Proxy Protocol £,
i , MREEEAREREIELR , 7 Proxy Protocol BB A SEE A BRI EZREN,

VPC i B R 7%

Y REFEAEFER VPC HHREERNTE , BHEEREINRR IP it SR8 R FHEE
HOFAE P i, MEEABRINEERBHEEN IP it | F5EUA Proxy Protocol , 3f B#E Proxy
Protocol 2B E51E Lt it

Proxy Protocol BBt B E T iwEM 1D, EEERARFEA BETH Type-Length-Value (BE/RE/
B, TLV) AEETRE.

Wiz RE (1Y : octet (/AL TiE)) Description (#3&)

Type 1 PP2_TYPE_AWS (0xEA)

RE 2 ENRE

Value 1 PP2_SUBTYPE_AWS_VPCE_ID (0x01)
2y (ENRER 1) 2 ID

WEEEAT TLV EEE OxEA BVEIH |, 552 B https://github.com/aws/elastic-load-balancing-tools/tree/
master/proprot,

B Proxy Protocol

e &t ¥ B BEEHERA Proxy Protocol 21l , FEHEEE AR W EREFM I Proxy Protocol 58 2 MRHIE
B, RAEAERX e EM., WEFMEERR , 528 Proxy Protocol % 1 [RFIZE 2 Mo

R £ & 2K BUA Proxy Protocol 28 2 kR

1. BI{E https://console.aws.amazon.com/ec?/ FARK Amazon EC2 £# &,

2. HEBEBEHM Load Balancing (B %) & , i#1F Target Groups (B #Z&##H).
3. EEFEEHENER , URAREHFMERAER.

4. HEBMHRSIERD  BERE.
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5.
6.

£ {REBMY BEEL , i##E Proxy Protocol v2,
BEREEE,

EEFABAREBEABE v2 AWS CLI

{# A modify-target-group-attributes &4

FhE TERER

FMTEEERERAFRRERMAE B RFHETHREEFENES, EHRHERTEAUELAF KRR

f#

HFERRNVARSFIRREM.

ZEBEIH

- FRAMNETFEREESERERNREIESY  BMARERXEE RN TN, Flm , 8E NAT £

ERENAEAFRBFHEBRIR IP ik, Rit , REELAFIRNFAEREN S HIIMEER
B&R.

- MREGHEZEMNEENEFRRERLELE  ENREO B RHEEMIEBUEEMRER , RIAH

FEER T Re S B B R RHEAV R TR R,

- EBRBEM stickiness BHRME , TXERBREMRBE. NFFHAET  F2HEEEFHEN

Health &,

« TLS EBEEXTZEMMER,

EREREE AR THERER

o g K~ WD

BI{E https://console.aws.amazon.com/ec2/ BB Amazon EC2 £ A&,
FEEE KM Load Balancing (B 5 1) #F , i##F Target Groups (B &E&##H).
BEBEHEANER  UBHMEFEEAEE.

EEMRIERY , BERE.

EERERERET , B,

BEREEE,

EEFARATH T/ERER AWS CLI

f£ A modify-target-group-attributes @8 H#&E stickiness.enabled Bk,
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A IRE Network Load Balancer 23 B Z&#H

A LAIEIR B 2EE4E B Network Load Balancer st B &, RIFTERR , EE T HNSEHEHEHBEER
HEFFEERNIBMAEANE , REFREXINZEMNEE, EFBBEHBERAMESEBER , EBrLL
BEEIIER,

HEEINBBRRHEZR , BULUHEER.

EERFRESEINEEHEATNEE  FEUEEEX | YAREBEENERSES , BEXEEH
B, MEFMEEN , F2E EEEHL, SUNESEEEERXNPIEEHEEN B EHE , BiEkeE
EEX X EBRMERENetwork Load Balancer. EEAS HERFAHEERTHRBEMER , B4 A
FAHMbE S TERNEEEREHBERE,

BRI LARE Rt B RREME N BRE R, MFHMER  F2R EEEEHERELEF, BB
BN B RFHENEFRRERERE, NRFAMENR , F2H B E EHENEFRERERTE.

ERERAREM B EHE

1. BIE https://console.aws.amazon.com/ec2/ BBX Amazon EC2 £ &,
2. HEEBEHKT , iBIZE Target Groups (B ZEHH).

3. i#IZ Create target group (3 B1ZEE4H).

4. 7 Basic configuration(EZA4H58) & , 1T T HIENE -

a. SHEREFEEFRER | EINHTEBMABMTEE IDEMBEZR, FEEIP it BIEEM P it | =
IEHY Application Load Balancer SAZEf Application Load Balancer £ B &,

b. &% Target group name (B EFEERE) B ABERENEE, LEBESEAKRFNESERE
HAHLARKE—N  HREFRAZ2EFT , YAXAETESRYFANETH , HFEE
RERETAUREFHR,

c. ¥ Protocol (BIAWE) , FUTAINERBAGBE :

- MREEEXNERAHER TCP , 5512 TCP (TCP) 5k TCP_UDP (TCP_UDP),
- MREEEXEAMER TLS , 7818 TCP (TCP) =& TLS (TLS).
- MREERNEAHER UDP , F5i2Z UDP (UDP) 5k TCP_UDP (TCP_UDP),
- MBEBERXBEABER TCP_UDP , 55:&312 TCP_UDP (TCP_UDP),
d. (BA) &H¥ Port (E#HER) , REEBRFER

e. ¥{M IP address type (IP bt ¥gH) | 5582 IPv4 = IPv6, REEEHEZEER A HTEE R IP
wut |, BiBFAWES TCP = TLS BF , FREME A LLIRIE,
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B AK IPve B REAEEE B HTEHREVEB. BEFENAMEEELEAERHERN
IP it A, SEEZERVBEEFHECREEH IP it FA,
f. HAVPC, FENZAZ&HBEENERLEER (VPC),

5. HREFREREER K AREEZEUAERRE. HREREFRERERE K FEEEFRERSE
EEE, TR B, BR , YIEEKDRE. NREFEREREEEEBEFRETERERNX
¥, EHTHRECEAZKER. EEFREREERERBEFRETERERRE , 8 HTERS
ENMAZKER. MFHEEN , F2R B EREEFRERSE,

6. (BF) BEMEER A FEH SREE HERR AR AERBEERE.

7. BET-%,

8. WTMR, AEMBEEREES , M -—HZEEE :

NMREFERAFTER  FEDBTERE G AERE RAREELESRAUTEHENEE,

IR BTERLSEEERRNEE IPv6 thit , F4EM IPve B ZFARM.
MBEEEEHE P hu |, FHEEGER , @A IP it MBHIE AR BIZEEBEUTHENE
Ho

9. iZ#Z Create target group (B3 B 1ZE#H).

EEMHEY BZSE AWS CLI

£/ create-target-group IEFRE BREH. £ add-tags IEHRIFC B FEEFHE. £ register-
targets 357 R B &

B REEEFRERE

BALRNA—EHZEEFHERSHEER. AEBEEF—TK , ERTVTERHSRASFREBIHE
HWEE, AMEFTRFELIENRES TN , YRBEFERERE.

Network Load Balancer ZR A X BB F ENEEMRERERHUEEBERSTAREER R, ERERLT ,
BEEBRTEHRGTHRASKFEREAEETAREANEERERTFNEE, ELMABEHEHTEHI
g SEAETEHRAHAESEBERBEEEREERANTAESRNEERRERIFNEE, MEFHEE
7, FEE BEEGEHFE.

BEWBNEFERERE , ERTERSEERERDRERNER. HBNEFREREEEHTH
REUEETBNEFREREDRE B REERENEZMEERN HEEERERE, BEEEFER, R
EHERRBREFRERE. UDP RENCHRBMHEMN B ERETXERDRERARE, WFF
MEF  FSEYE TEREER.
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MR EBFRBEEFERETE  AHTEHRSHBEDEENAFiRERATERNEEEIE TCP RST,
BRIFEFERETENE RBRE R FEHIEARERL

NMERFHEECRANTABSREEFERERIFNER , RAEH DNS BERAAE T IP it
DEFREZRBAEZATRARENER. NRAHEEEEMS ERAN T A REE S RERFEREFERE
BE , ASHTERSHWERY. ECAZNERRER MRS TEHRLESREFAM. SRR
FER , APREERIFMECRATRERETNAEER , BERHEFEREAM,

MR BRBERESR HTTPS EFERERE | AIHEMNBEREEIE TLS 1.3 FHGERRERE X
B, ELABELATERHRARN TLS , Hla1 TLS 1.2,

A HTTP 2 HTTPS EEREERERE KR , THREESTSEH T HESEHHMN IP ut FZEEEE
B (MAREEN IP it FB/EiREREERIER),

MEFE TLS 2 ERE X E Network Load Balancer , Bfi€# TiERERNEFHE, TLS KRttt
B TCP B , WRENERTESNNEECHERITN TCP EF, Hit , B E 2L AIFEN
TCP ERREHTHREEE TLS S#EEXFTMHYEE. BUUBRIEL TCP ER , RAECMESR
Network Load Balancer B93JR IP {3t , BEZEFAITEERH S,

¥/ UDP BR¥% , AT FIA BAZRHEMIE UDP BERERERAFKBEETAM, BURAEMAMTHNE
EARRERRE (TCP, HTTP = HTTPS) , A K B EREIEZERERFE UDP IRV TAM. MBYGE
ERERENRE AN , ZHEEBHERAELFEA, AWE UDP RKEMERERENERY | FE
EEEREREEZENRERAEH UDP RIEMVME , EREELZER , AEERERES X,

EERERERE
EHEEANTRE , AR ERETH B EREIDNEFERERE. NRRLRAREER

MUnhealthyThreshold5t 8. EEXH , AIEBFHRSKEEFLERE. ERSMARERIBEER
IhHealthyThreshold5t &5 , BB FEHR S B EEHMA.

RE sk A%
HealthCheck1 SRTEHRYABNTEEREREHEAY  TCP

BABE. WTRENERABESRE HTTP, HTTP
S M TCP, TEFRA TCP BAE. MBEEE
A alb , TEMEFREREBABES
HTTP & HTTPS,
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E

K

HealthCheckiE# 18

HealthCheck & &

HealthCheckTimeoutSeconds

HealthChecklIntervalSeconds

Healthy Threshold{A B

DU

SHFERYEENTEFRERERERN
EBiRE, ARACAESEE R R TERE
WREBRERR,

[HTTP/HTTPS &t imE] @M ARER
B HhELRIeEEELINBE N, EE
-8

LRAEMNKEE FERELHAEAZE

BRI R REHEMRERE R R, EENR 2 2

120 W2z @. & HTTP EFRERETRR

A 6% ; &t TCP B HTTPS EfEiRERE A
108,

&3 B BEXHITEEREREN KL EFREE
EE 6 UWAEN, SENR 5-300 Wz,
FEER A 30 #,

/A Important

Network Load Balancer BJiE &R BE#f

BAPHR , WERALBEEYEBZ
REERRE, HIt , BESEUEBRT
RERMMEERERE, AT REY
BEERNTE  MREFERHTTP B
ERERE BEEELERABEIN
Bt , HIINFFRE HTML R 2K
A TCP EERERE,

EEERENENEERABFERERF 2
Bl , BEFREREFTEBBRINNRE. EEN
R 2-10 2@, FERER 5.

AR

BEBEER
SHFER
BEYORER
ERE,

/

g HTTP
EEAR AR
BhRA6HW;
g4 TCP £
HTTPS &
ARRERRZ A
510 ®,

0¥

a

%
it

EER AR

b
[
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ax e

Unhealthy Threshold{H B

Matcher

B REFARRE

DU AR

& B BRRAEERENEZR , EFERERE 2
FEB/RAMHRE, BENR 2-10 2B, BAR
2,

[HTTP/HTTPS ;E4EiR B E] MERE B 1E 200-399
H R ZhE ERFFREE A Y HTTP 15, EENR®
200 ¥ 599 2 [, FER%A 200 T 399 2/,

EEBRFHERODEEEIEFERERERRH , SXAMEEFETMXEE , HEREREXRAFTE
EHEGHE  YRREBFERCHRAZEENTHE,

THRRACEM B RREFERETRNE,

Value

initial

healthy

unhealthy

draining

DU

SHTHREEEMBFRIY B ERTOREERER
&,

MBIRENHE : Elb.RegistrationInProgress
Elb.InitialHealthChecking

B RN EFERERT.
MERE AR : &

EREREEZERABRE., REBZEKABRE K HEFE
BRRME IEARRE

HBEREE : Target.FailedHealthChecks
BEEERBUHGEM , EEESEXETH,

#HBIR A : Target.DeregistrationInProg
ress

B REERE
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Value

unhealthy.draining

unavailable

unused

EER e E R R AT

DU

BERAROERERERE K FRBBRERERSE , EA
BERY, BEXERANER , MARLRRBAETE
ZAEATHTERR

HBERE : Target.FailedHealthChecks
BERSREELFER,
HEAREES : Elb.InternalError

BEkM B REEEM. BERHETSANERSESRA
B, HEFRNVRARBANTRAEEF,

FHBIR A : Target.NotRegistered |Target.No
tInUse |Target.InvalidState |Target.Ip
Unusable

WMRBBENRER Healthy UAWEME , AP SERBENRRARKNEL  MEFZAEUTE
RAEREBENER. FEE, BES E1b WERARFREAE THRR , MAES Target HRE

RIBR B B Fik,

REARTS
Elb.InitialHealthChecking
Elb.InternalErroxr

Elb.RegistrationIn
Progress

Target.Deregistrat
ionInProgress

Target.FailedHealthChecks

DU
B RERE EETH
EEIR AR E A R EREERR T K B

BREME®ETH

B RBUHRE M E# 1T

\

BERERE XK

EBERERERRARE
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RRRE iR
Target.InvalidState B EERELLARRE

B RERN# iR RS
B RE R LS F 1L AR A8

Target.IpUnusable IP it FeEAEE , RAERTEHF[EEFEAT
Target.NotInUse HEFERBREABEVREERTEHENRE

BERVRERFERARANTAESE

Target.NotRegistered B &K [0 B ZREHEE M

WE B RANE/FIRE

B AREC [0 B RN &6 B RREFERE,

EREEARERBNERRE

1.

o o bk~ w0 DN

BI1¥ https://console.aws.amazon.com/ec?/ BIEX Amazon EC2 £ A,
EEEERNAHTED  REAERE.

BEBERHENER , UAMEFEEARE.

Details (FF#IEA) ERSETEERE , URSEEFERENEERE.

£ Targets (B 1) 2% , Health status ((B/EAREE) #8115 H & B ZHREE,
WREFEMRER Healthy LAWEME , BIEEREHBERRSTEZESEA.

FRAREBZHNEEMRE AWS CLI

£/ describe-target-health 5%, LW THEHITE B ENEEMRE, BFARES Healthy SIANE
g , HAEKH EREAT,

BEUARRETREENEFEHAEAN
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£/ CloudWatch Z/R#E% Lambda BNE , MEABBERERETRE B ENFFHEN. WF step-by-
step R , F2RETIMBERNE : BFEBTFHFZEERITENEE,

EN B REHENEFRERERE
ST AP RS B B B RHA A R R B R

ERAFEAENE RRENEFERERERE

BI{E https://console.aws.amazon.com/ec2/ BBX Amazon EC2 £# &,
EESEERNAERFES  EERERE.

EEEERANERE  LUEREFAEAEH.

£ Health checks (E{EARRERE) ZH, L |, 1#1F Edit ({FEH).
EREEFRERERETEERL , REEBURE , AREERTFEE,

o ~ w0 bh =

ERE N B REENRLRRNIBERE AWS CLI

£ F modify-target-group @

BEHEANE RS H TV

SEHTEENEHERBREAF RS ZRICEMNER. RREERHEHVER K SEERFEHRDH
HERRESHIMEECEAMTARBANCEMER. BAKEREHTER K SESRTEHRDHIH
ReReas BT ETRESASEM B R, tﬂ%lﬁﬁﬁ[‘ﬁﬁiﬁ@ﬁ%#‘ﬂlﬁﬁ[‘ﬁﬁﬁ MATREER AL
B, ARREFRERFHNESTZEFRETEESNRE , LRERANERRILE,

E £ Network Load Balancer i , FEH TR ERFEARSHABESEH T , BETUREREHE
Bk, A BEZEHE A FARESFHEHETHSRETE , EAULEEEHEBERAEREAERESEHT
EREBEEERE,

ZEBEIN

« %/ Network Load Balancer A B BEA R FEHE , ST EC2 ERMEHRER. WHEFMER , 7
2 (EREHERER) PHBRBEEAWS REREA.

- BEFEREEREEEHENERTETA. fln , IR EEETEHRERBABEHERTE ,
Wi BEFEEERER , IEAZEEEFENRETEETHESRABIE,

- ERERARTEHENE K FRELESAAETEHRTAREHERANEERE , UESHEE
#Hee R HEBN TESBMIRMRK.
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B E&E Application Load Balancer #% B {Z A& ERE VPC.

b. EEMERZE T FEE R EN K, BERELTAESE Network Load Balancer X
AR EEHES , UBETAYE, BEREREE.

8. BULEBUHNZLHENENRENLZLHE  BERATES BRGREHE
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BEENLZ2FEEISNAAAATREIZELERTEHENEERERERE, EAAFRER
# CIDR [E# (IP it E5E) AR FHEm AR N RERR. EFZEAF®mEBL Application
Load Balancer @i%i&. BRiE Application Load Balancer % £ B #H# & A Network Load
Balancer B Z2MEEHIE A , 552 BI7E Application Load Balancer £ & &R Application Load
Balancer WL £ 84 .

9. ¥NARTERMA , HBIEL AL Application Load Balancer 52 ER BZEH., MRELETHMWE
ZEEA  MmBRERTEHHNEZEEME , 5528 Application Load Balancer fEA&EmM 2L EHEZ
B .

10. EEEIIERE | REIBE Create load balancer (B & H F#23).

{F 22 FE M Application Load Balancer AWS CLI

58 create-load-balancer %o

S BB 2 : {#H Application Load Balancer #i5 B , 23 B{EEE

BY BERBETESEHNKIRAR Application Load Balancer 245 B2E, S B E&ER8EH
1 — 1@ Application Load Balancer., #HE#J Application Load Balancer t& 7] LATE {E BI#Y B 2 & &
A, A5 Z™M{E Network Load Balancer B &,

FERAEEAEY BERBIHE Application Load Balancer 5345 B Z

1. BIfE https://console.aws.amazon.com/ec2/ B Amazon EC2 £12 A&,
HFEEE KM Load Balancing (B 5 1) #F , i##F Target Groups (B &E&#H).
i#$Z Create target group (21 B Z2848).

£ IEEBEMMEN Eme EAXRERET | iB1F Application Load Balancer
St EEEEBZT , @A Application Load Balancer B EZ&EMNZ T,

HR BABE , RAF TCP, ZENEERAMN EiZE . It BEFEEZENEARE Application
Load Balancer #ZERENEREIE, HE , BB AILUE Application Load Balancer $7i8 SR R ig1ZEE
EEE | WS HEEE,

7. HR VPC , FEEH Application Load Balancer BWERFABEE UK (VPC) , LAM B {28 HHE &%,

8. HRNEERERE , FHEEHTTP I HTTPS A EEREREBAHGE. EFREREGSEILE
Application Load Balancer , It fEFAIEERERIR, BAMENE ping BEREXZHBE, BRE
#9 Application Load Balancer E& EiE{FiREMEN ERHREBA B EATHEREN | UK
BELEERERE,
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9. (BR)WE-—ALZEER , WTAR:

10. igj%-lt_io

1. 7£ 2B & 5 , BIEBEZ#%A B 1ZM Application Load Balancer, &#t/5EI1ZZH Application
Load Balancer , X AEELE VK B EFAVAEBENERES —EBEEEN. SUUZLAR
FHRMESFEEEREAUNS EERENERE RO L—ESR , AREFABEHERE

EREEERE, MRETHEEEFHIGWE Application Load Balancer A B & |, sy A1 It 53718
T, B LUEIZETEE I Application Load Balancer,

12. i#iZ Create target group (21 B ZE#H).

{F/H AWS CLIZ I B 2843 Application Load Balancer &8 & B &

£ create-target-group (37 B B &##H) B2 register-targets (B#% B &) 85,

S ER 3 : 1 Network Load Balancer , 3 B &7 Application Load Balancer
HaBE

EA T 5IZEBRE I Network Load Balancer , A& A E 2 B #§ Application Load Balancer 2 ERH B
=

fE R EFE A3 Network Load Balancer FiZER R

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # 5,
FEEBEH %K Load Balancing (B8 F#28) , i#1E Load Balancer (B8 F#28).
i#1Z Create load balancer (23 & £ F#23).

£ Network Load Balancer T , #1217,

AR

o & 0N

HENE SR, RE AHTESIEE  KE , HIP i EH,
6. AEREARGY
a. &t VPC , BEUSEARH Application Load Balancer B 2@/ VPC, MREALEIEIRRE
HUE O #E R |, AIR A ERRKRARRAER VPC TTHRE,

b. BRBE  BIEMERZER A EEELEEN FHEK. RFPEZBERIZE Application Load
Balancer EZHREMN A ESE , URECTHAME, EREMEE,
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(EBR) ZEFHBRE P thut , FESETAREER Ipv4 :REZEEZFFEA Elastic IP ik, £
TRRE P it | WO LSS TE P b AR X BH ARFFRE |, REEULUEARAFIRER RS
IP b,

EERXNEA

a. FERERETEZIE S UL TCP RENZEERN., RE TCP #EEXN WL REEEE
Application Load Balancer B B# 0., B4 AM BAWME EH TCP , BEERTURFEB KR &
BE,

EBILERE | AT LAE A Application Load Balancer 8 HTTPS #EZREER K& IE TLS FE.

b. BRATERSE , FEMEEIXTREN Application Load Balancer B Z8#H, MREEBTEH
REEI T , REELEHNEZEHE (RAEM Network Load Balancer B1EEA) , RITT B2
3 Application Load Balancer B &8 , i riR FE 2 . 4 Application Load Balancer
WAEEE K BIEZHE,

Tags (12%)
(ER) EEBUs EEHTEE, NEFHER , FSEER.
HE

EEIRMIERE | SREIBIZ Create load balancer (B & H F#23).

8 A2 57 Network Load Balancer AWS CLI

58 create-load-balancer 8% o

SR 4 (ER) B VPC imFh

EEFRALE L —BSBPEREMN Network Load Balancer AR EELZN RS |, A LA AWS
PrivateLink, E@EZ 1 HE HF AR RENWILEER.

5/ Network Load Balancer 23 VPC i ER7&

1

2
3.
4

EEEEK 22 Load Balancers (B HF#23).
IEHUZR Network Load Balancer W& B RBAMEFHEAEE,
£ ES R5IER |, BRE VPC inE R (AWS PrivateLink),

212 Create Endpoint(Z 3 i 2) 3RBIRX Create Endpoint (B i% %) EH. MEHGKIE |
B AWS PrivateLink $§RIRY 2 37w B RS o
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¢
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B REENER

BRUEPEUATENFAREERHELIE , i, RIREN, BEEIIRE.

AL ESEEREHETNAZERR. SEBRFEANERRSIBLARE -, MRAHENE
&, ERCIREENERHEEREN , ALBFEENZERNE.

ERERATER R , TUREBR,
PR &1

- B—EREEH LR : 50
« BE|BEE LR : 127 {# Unicode T
- BERE LR : 255 {# Unicode 7t

- FRBRETFESANE. AFANFASETH UTF-8 RANREXFE, ZENBF , EAUTHE
BRFETX  +-=._1/ @ TAEABERRITZER.

« FANEEBEBAEFERaws : HIEF , RATCEREM AWS £H, EFAREIMERELFE
HNEREBHE, EtFENER K FTEEXERRFNERTHA,

£ £ 5 E#H B R ENERR

1. BIfE https://console.aws.amazon.com/ec2/ BBk Amazon EC2 £ &,
FEEEH KM Load Balancing (B8 #7) & , 2% Target Groups (B E&##H),
BEBERENER  URABHEFHEEAEE.

ERBRCIERL  RETEER , YHIT T —ENZEEE :

> w0 D

a. HEENER , FARSIBNEHAFE,
b. MEFEER  FRENEER  ARBARSIENENE.
c. HEBKRER 6 FEEEBINBR.

5. TREBNEMFRR A FEBEREFEE,

= EfE A E#H B EEENZRRL AWS CLI

£ add-tags # remove-tags ¥
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i R B 4R 2+4E

MRREEMEEEXARINBEADESREBRFE , DUMRXE S E. RMERERFEATSRE
ERZERHERENER, NRTEBEEEME EC2 H1TER , AIATMEFLRERILE,

ERAEREMERE REHE

1. HI{E https://console.aws.amazon.com/ec?/ FARX Amazon EC2 £# 5.,
2. EEEBERNEHRFET , BEBEEFE.

3. EEBEFEHE , RARAFERE Actions (E11E). Delete (FHER).

4. HBEFRRETRE  ZER , MR

= EFAMBER B Z8E AWS CLI

£/ delete-target-group 5
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BEERAULTREREZREHFER, SMRERALHRAHTERMNE FARENBEETEHE
o

CloudWatch E£

&I LAE A Amazon # CIoudWatch MERTEHS[NEZERBNWHEBRTER , A —BHEF
HEEFYER (BAEBE), Bl FAEEEERERENAKESKRBERHNIT. WEFHAE
A, 2B CloudWatch Network Load Balancer HI3E1Z,

VPC REHB

&R LAE A VPC Flow Logs HR#EEREIMA EIR Network Load Balancer B2 MEF . MEFME
A, 552 Amazon VPC ERAEIEMF M VPC AfEHE.

AEHTEHSNESEMARAMEILRERR. SEEHTEHSFRAKESE —ERKAEm. &5
Network Load Balancer FV#EES N , BEMABNEHNELIBUSKE T EHRIERE,

5{81%EiB Network Load Balancer WEREMEEE , —EAR A Fin B 8 8T #2352 B 8l imiE
R, Z—EAAREETEHREEEZEENRIRER. NERABERENAER IP REBM
AETEBNESSETRAREAFRNER, T8, ERNRE IP REERTEHBNLE IP i
i, MEBTEBNZEHETATREAFPHNER , EREH THRE FHEENMER ACL TTA
7, BRTEHBENAEAEAFSHINRERIFERBETR "ACCEPT OK, , METERAMERER
H BFEYHHERE R "REJECT OKJ o

i Network Load Balancer ERIHNZ 28 , A RERFSE ST eHANTIIERNREE
B, iRE TLS EZEEZEXH Network Load Balancer , 3"% HEBERMIEENER,

FHLHES

BO L ERAEFERES , SHEEXD AR FESEZM TLS 3R |, HIHEHFMEA. HFERCHES
Amazon S3, BALIFERAELEFEIRARRITHREERS , WHRBEENEE, MEFHMENR 6 F2
B Network Load Balancer BJ12EL H 5%,

CloudTrail B

& O] LAME A #E AWS CloudTrail BXE B8 Elastic Load Balancing AP| FEIUEFMEE A , WHEEFIES
H & 1ZMAE Amazon S3 H1, EAILAMFERIELE CloudTrail 5C8% 384 B & 3T WRLEREOL , 2R IP {3tk
PR, MITEFNAR, BITEFENKESESE, NFFMEA , F28 FIAH AWS CloudTrail
50 8% Network Load Balancer B API FERY,
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CloudWatch Network Load Balancer fY3151&

Elastic Load Balancing &t CloudWatch ¥ 8 &P #25M B ZE&ER B EMHZE Amazon,

CloudWatch T BAMERERELERBNRTER , BA—BHEFNREFIER BRER). &9
DEERAEERNESY  BEENEEXBEETARERNE, flmn , BUAEEE R FHEE—
BEETHEAANEERERIFNEERYE, SEENSHEEBNSERTN IR ASEN,

BRI EREERERRENEETESEY, Sl MREFEELHEFTATEINEE , KAUEY
CloudWatch B RREREENERILMEEE (FINEEBHNEE FEHibL),

CloudWatch REEERFREE R FHEE , "Elastic Load Balancing, T2 EEMEHKR. MEEHE
RiEHEEHFESS |, Elastic Load Balancing €2 60 W AR AEN EXEIEE, MBEREHERRK
REBTEHSE K NEEELIEER , AITEEHZIERE. HREFZLHENRBRARTESS , EESD
FEHENZLFHEESR CloudWatch £,

WMEHMEN , 5528 Amazon CloudWatch A &R,

B #%

« Network Load Balancer {542

« Network Load Balancer KB E#EE

« Network Load Balancer {5Z M #5H & ¥
* CloudWatch IR E R FEHENIER

Network Load Balancer 1E&

AWS/NetworkELB i & ZEZE T HEE,

BE PO
ActiveFlowCount RAFmE B RNLTRE (FER) BB, LEFEESER

SYN_SENT E2 ESTABLISHED iRRERVELR, EREEHFHER ETFEK
IE TCPE#E , KItBEI TCP EEE B BN AR REHEAE —R

o
HEFRYSE . —ERE

RETEA - RERANKITEAR Average, Maximum E& Minimum,
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BE

ActiveFlowCount_TC
P

ActiveFlowCount_TL
S

* LoadBalancer

* AvailabilityZone , LoadBalancer

HAFIRE BEMNIIT TCP R (BER) AE., LEETESER
SYN_SENT E2 ESTABLISHED ARRERVELR, EEFH PR/ LA SK
It TCP E#R , HItBARK TCP EEE B EENAFREHEAE—R

2o

BEEY - BEEE

RETEA - REBERANKFTEAR Average, Maximum E& Minimum,
HE

* LoadBalancerx

* AvailabilityZone , LoadBalancer

e FiRE BRI IEIT TLS RE (FER) BB LERITZER
SYN_SENT £2 ESTABLISHED fRAE#YE#R

H|ERH - BIEBE.
RETEA - RERANKITEIAR Average, Maximum E& Minimum.
HE

* LoadBalancer

* AvailabilityZone , LoadBalancer
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EE DU

ActiveFlowCount_UD A FImE BEZMNI T UDP R (BIELR) BE,

] HREFRY : BFBE,
RETEA - RERANKITEAR Average, Maximum E& Minimum.
HERE

* LoadBalancer

* AvailabilityZone , LoadBalancer

ClientTLSNegotiati 7TEAFIWE TLS EFEEXI S HBAKMN TLS RIBEZ,
onErrorCount

BEFRY - BIEEE,

METEN - KREAWHKFTERAR Sum,

HE

* LoadBalancer

ConsumedLCUs ERTHBAFEANEELEHB[IEEEN (LCU) BB, BEERE
NFEARN LCU B ENE., MEFMEN , 5528 "Elastic Load
Balancing EEf&. o

HREFRYE . —ERE
WATER . 28
HEE

* LoadBalancerxr
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BE DU

ConsumedLCUs_TCP EHFEHSRHYE TCPAEANERFTEHS[AEEN (LCU) BB, &
TERS/DEEAN LCU BBENE, MEFMENR , 528 "Elastic
Load Balancing &, »

HERMF - BHFFE
HATER . 28

HEE

* LoadBalancer

ConsumedLCUs_TLS ERTHRFHYE TLS MEANASTHIAEEN (LCU) BH, &
TERS/IEFEAN LCU BB, MEFMEEN , 52/ Elastic
Load Balancing Ef&. o

HERMT - BHFBE
HATEMN . 28

HEE

* LoadBalancer

ConsumedLCUs_UDP ERTHERHE UDP FIEANERTHIRAEEN (LCU) BB, &
TERB/)EERAN LCU BBNE, MEFMEENR , 5528 Elastic
Load Balancing Ef&J -

HERMF - BHRFE
AT EF : 28
HEE

* LoadBalancer
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BE DU

HealthyHostCount RARENEZEEE., LEETTSEME 84 EHZERN Application
Load Balancer,

|EFRG . REERERERARRS
HETE - KREANKFTEFAR Maximum E& Minimum,

E“I_ul

HEE

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
NewFlowCount EHER , #AF R B ERMHNITRE (SUER) BB,

HERMF . —FWE

AT ER  ZRERNKETEFR Sum.

HEE

* LoadBalancer

* AvailabilityZone , LoadBalancer
NewFlowCount_TCP HEHEA , tAFRE B EREMYRE TCP RE (SER) BH.

HE R - BFFE,

T EF  RERNKERAR Sum.

M

* LoadBalancer

* AvailabilityZone , LoadBalancer

Network Load Balancer $g§#Z 116



Elastic Load Balancing

Network Load Balancer

BE

NewFlowCount_TLS

NewFlowCount_UDP

PeakPacketsPerSeco
nd

DU

EHER , KA FRE BEEIUNE TLS RiE (SUER) B,

HERYE . BHEBE,
AT EF - XERANKEETERAR Sum.

E“I_ul

HEE

* LoadBalancer

* AvailabilityZone , LoadBalancer

EHER , EAFRE BEEEIUMNF UDP RE (SUELR) B

HERYE  BHEBE,
AT EF - XERANKEETERAR Sum.
HERE

* LoadBalancer

* AvailabilityZone , LoadBalancer

R THHARR (BYREEHAR) , EHEKRE 10 BFE X,

ItiERESEFRERERE.

HEFRH : BHRFE,

AT EA : ZRERANKETEFAR Maximum,
HEE

* LoadBalancer

* AvailabilityZone , LoadBalancer
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BE DU

PortAllocationErro AFim IP SR EREEREREREHNEE, FBTERTECTHE
rCount 8 B umiE LR

BT . EFITHP imth it 2 0F | Network Load Balancer X
55,000 1%[E B ELR , HRE L EE 55,000 FEHESH—BZ (IP #buE2
HiEER), EEAEEBREREEN K BEESHEMABEEHA,

HEFRYE . BHEBE,

AT EF - XERANKEETERAR Sum.
HERE

* LoadBalancer

* AvailabilityZone , LoadBalancer

ProcessedBytes ERTHBRAMEENMTHEEE , 88 TCP/IP 8, i8I ELS
BENRE (REEFERERERE),

REFRYE . — @RS
AT EF - XERANKEETERAR Sum.
HERE

* LoadBalancer

* AvailabilityZone , LoadBalancer
ProcessedBytes_TCP  TCP #ZERXFIEEMNTHBE,

HE R - BHEFE,

T EF  RERNKERAR Sum.

M

* LoadBalancer

* AvailabilityZone , LoadBalancer
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BE iR

ProcessedBytes_TLS  TLS EEREXFIEENTHBAE,
WEHRY - BHEE,
HEER . FEANKAEAR Sum.
MR

* LoadBalancer

- AvailabilityZone , LoadBalancer
ProcessedBytes_UDP  UDP #ZBERXFTEEMN M THEEE,

HEHRY  BEEE

MAtES  ZXERANKRETERAR Sum.

W

* LoadBalancer

* AvailabilityZone , LoadBalancer

ProcessedPackets EHTHREENHSEE, BB EHBEENRE K S5EMKE

REMERE.

HEFRH : BHRFE,

AT EHF - XERANREETERAR Sum.
HEE

* LoadBalancer

* AvailabilityZone , LoadBalancer
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BE

SecurityGroupBlock
edFlowCou
nt_Inbound_ICMP

SecurityGroupBlock
edFlowCou
nt_Inbound_TCP

SecurityGroupBlock
edFlowCou
nt_Inbound_UDP

DU

SHTPERZLFHERARANEEZNT ICMP ASEE.
HERIF - BHFFE

AT EF - XERANKEETERAR Sum.

HEE

* LoadBalancer

* AvailabilityZone , LoadBalancer
SETEHRT2FH AW AREENT TCP RERE .,
HEGRE  BFEEE,

AT EF - XERANKEETERAR Sum.
HERE

* LoadBalancer

* AvailabilityZone , LoadBalancer

SR FHRLLFH AR AR EENE UDP REHE.
HE R - BFFE,

T EF  RERNKERAR Sum.

M

* LoadBalancer

* AvailabilityZone , LoadBalancer
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BE

SecurityGroupBlock
edFlowCou
nt_Outbound_ICMP

SecurityGroupBlock
edFlowCou
nt_Outbound_TCP

SecurityGroupBlock
edFlowCou
nt_Outbound_UDP

DU

SHTPERZLFHERHRAEENT ICMP ASEE.
HEFRH : BHEFE,

AT EF - XERANKEETERAR Sum.

HERE

* LoadBalancer

« AvailabilityZone , LoadBalancer
SHTERZLFERHRAEENT TCP REHE .
HEFRH : BHRFE,

AT EF - XERANKEETERAR Sum.

HERE

* LoadBalancer

* AvailabilityZone , LoadBalancer
SETEHRT2HEWERAEENT UDP RERE .
HE R - BEFE,

AT EF  RERNKFTERAR Sum.

M=

 LoadBalancer

* AvailabilityZone , LoadBalancer
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BE

TargetTLSNegotiati
onErrorCount

TCP_Client_Reset_C
ount

TCP_ELB_Reset_Coun
t

£ TLS #REEXEEERSHE KM TLS XERH.
HEFRHE : BHEFE,

AT EF - XERANKEETERAR Sum.

HERE

* LoadBalancer

RAFPHE B BEEENER (RST) H3EY, ELEXRRHAFIKA
Ei I 5%i8 8 &V & 2R TEE

|EMRME . — ]S
AT EF - ZERANKETERAR Sum.
HEE

 LoadBalancer

* AvailabilityZone , LoadBalancer

ERFHR/AMELENER (RST) HIBH. MEFHER ,
L33

"
¢
&
b

HREFRYE . —ERE
AT EF - XERANKEETERAR Sum.
HEE

* LoadBalancerxr

* AvailabilityZone , LoadBalancer
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BE DU

TCP_Target_Reset_C HREEINBAFIREEAMER (RST) g, ELEXRESHBEME
ount 4 WiEBEHPEHIFETEL,

i

HEFRYE . —ERE
AT EF - XERANKEETERAR Sum.
HERE

* LoadBalancer

* AvailabilityZone , LoadBalancer

UnHealthyHostCount #RATERENEEHE., LEETIESTMEHAEBEMN Application
Load Balancer,

|EFRG . REEREREBARRE
HETEF - HREANKFTEFAR Maximum E& Minimum,
HE

* LoadBalancer , TargetGroup

* AvailabilityZone , LoadBalancer , TargetGroup
UnhealthyRoutingFl  EABHBAAEZEEE KEFER) BHANRE (FER) HE.
owCount

W& GG - BESE

WMETER - RERANRETERAR Sum.

HWE

* LoadBalancer

* AvailabilityZone , LoadBalancer
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HEE BN

Availabil ko] A B EEFREEER,

ityZone

LoadBalancer HEHPHREFRIEEER, BEESHFEST , AT : net/load-balancer-

name/1234567890123456 (2 & F#38 ARN BRI 2).

TargetGroup ik B EFHEERIEEER ., WTIEERZEEA : targetgroup/target-group-
name/1234567890123456 (B ZEHE ARN HI RILEFS).

Network Load Balancer 150 &t E R

CloudWatch #8#% "Elastic Load Balancings 2tV RIEFERERE  BURHER. RTERNERER
EEHENEEERRERE, EABERRTERR  BENENREEREERBNHEMRG, HER
RREBHBISZENEB/ER, fln, EULAFMEESETABRBHAMBN AR T EHSEER S ZEE
MREERIFH EC2 BITEBE RKFTEHR.

Minimum F Maximum ST ERERMRBEMEFRTENEHTERHRHBENERMTIAREK
B, # i HealthyHostCount B LRMERB P UnHealthyHostCount W TR, BERERZRAE
HealthyHostCount , & A{E HealthyHostCount ERAZERNWH/NMERFAHE R , RELEHE
0. EEBEE B RMARFSESEMFRETE. B, BREESZ/E UnHealthyHostCount , B&
/ME UnHealthyHostCount ASZEHEIA 0 i , BAET. Wtk—k , EAREBEFBETMEEHE
o

Sum EEERAREMBERTERBRNRAE. AAEESNEHENZERS , Sum ETAR
REMBRHFERBMNRBIER.

SampleCount I ERRAEMBNELYE, REERBELAERESHEEMS , LLRFTERSE
FREER, #lW , £ HealthyHostCount , SampleCount RIRIBEESEE R A58 BB A &
AEE K MIEEERERIFNEIHEBE,

CloudWatch #2438 & F 725y 545

BRI LAEA Amazon EC2 £ # AR & F F #2547 CloudWatch 181E, ELEESUEZRBRNER
BR,. ERAEHTEHS[LEWER , ErERSERERE,

®¥F , LA LUEA CloudWatchE#ZE AR AR FEHRNIER,
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R TEERRER

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 #5&,

2. REWGRHERRESENER ST TIBE

a. EEBBE®KD , BIE Target Groups (B 1Z& ),
b. BEFEW B ZEHEIIERE Monitoring (E512),
c. (IBR) ZERBEGHEERER , 5EERE Showing data for (BERER) HWEFEEHE,
d FERABEBEE—EER 6 FENCHER.
3. FEMGHARTHREGENER , FHITTIEE

a. TEEEBEIKD , iB4E Load Balancers (B & F#23),

b. EELHNEHTHEEIIRIEZE Monitoring (E51%)

c. (1B ZERBEHENHRER , HBERE Showing data for (ERER) WEEEE,
d FBERARERE—ER K6 BERRCHEL.

£/ CloudWatch A BEIEE

1. FBEUTMERB CloudWatch £ &, https://console.aws.amazon.com/cloudwatch/
2. EEEERYP , EEF BE.

3. 1#$E NetworkELB @& Z=M[H,

4. (BER) FERGMEHENER A FEESHRUTEAEER,

HEEA AWS CLI

AT list-metrics ISR 5IH T AEE :

aws cloudwatch list-metrics --namespace AWS/NetworkELB

HENFAEERNFTER , FFEM AWS CLI

A T %l get-metric-statistics IR RESIEEIEREHENKITER ., 5EZ , CloudWatch #&EE
H—HEEASRAEBENEE, SEEZFARERZHENEEBSRKEIRMRITEN., BXNEEBEETNE
FERFPTE FA A9 AE R HEE

aws cloudwatch get-metric-statistics --namespace AWS/NetworkELB \
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--metric-name UnHealthyHostCount --statistics Average --period 3600 \
--dimensions Name=LoadBalancer,Value=net/my-load-balancer/50dc6c495c0c9188 \
Name=TargetGroup,Value=targetgroup/my-targets/73e2d6bc24d8a067 \
--start-time 2017-04-18T00:00:00Z --end-time 2017-04-21T00:00:00Z

TH A8
{
"Datapoints": [

{
"Timestamp": "2017-04-18T22:00:00Z2",
"Average": 0.0,
"Unit": "Count"

.

{
"Timestamp": "2017-04-18T04:00:00Z2",
"Average": 0.0,
"Unit": "Count"

},

1,
"Label": "UnHealthyHostCount"

Network Load Balancer B91ZE B &%

Elastic Load Balancing {27 Etic &% , SAREERE E8iE1B Network Load Balancer 23 2 TLS BRI FF
HEF. BULERELFINARRSMREENFBEREE,

/A Important

HEE Network Load Balancer 8 TLS #EEXB{EIE TLS EENHBEENR , 722
3 FEER 8%

ZENGE 8% = Elastic Load Balancing FiZATheE , R AFEH. TRBERTEHBINENBFZ
# , Elastic Load Balancing €#E A 5 A BERERL F R EIEER Amazon S3 fEFETE. SR
FERF = A 7 ENGC 8%,

BRI FI A Amazon S3 ZEMINZ €48 (SSE-S3) REARMREHmMNE , Rhét# S3 FRITBEEREF
ZELW (SSE-KMS CMK) AR EERK. BEFIMAFEEERRN S3 RETRZaISEE M
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%, YWREFRERM#RE, FRMEIRNZBFENSRNEZETRE , MAETFTEEFRETAUEE, 8
BERFEHREAE—NEBNE  XERELSSEATHRIAN KMS £B/NE. WEFHEEA , F2
B Amazon S3 FFAEER P IIEE Amazon S3 M AWS KMS (SSE-S3) FF F 15 i {7 IR 8 i AN 25
(SSE-KMS),

FRAFZEEENRE, BHEEX Amazon S3 T A , 18 Elastic Load Balancing i A 5548
Zl Amazon S3 FIEANEERENE, NERFHNEINFMEF , F2B Amazon S3 EfE,

f7HY B 5548

Elastic Load Balancing 8 5 7 @& S EERTEHFHHNAFE., AFEERKSEI —H. &R
TR TREEARHEEEZEHRG. EEERERALNRERSHIERLE,

FHARSHNERSBEANATHER

bucket[/prefix]/AWSLogs/aws-account-id/elasticloadbalancing/region/yyyy/mm/dd/aws -
account-id_elasticloadbalancing_region_net.load-balancer-id_end-time_random-
string.log.gz

bucket

S3 RfFRTREH B,

prefix

REFTFREPNTE (BEEE), MRTEEFTE , BRERERFTENBER.

aws-account-id

WEEN AWS 1RF #5I5S,

region

BHTHEN S3 FETENEE,
yyyy/mm/dd

EE B R B,

load-balancer-id

BHTHRNER ID, MRER ID TSEARR (), RIESTRDE ().

end-time

SRR R B AR, fBlin | &R 20181220T2340Z A&7 23:35 # 23:40 2 BIFTiE
HZERMNIER,
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random-string

RREENFEHET S,

ULTRBFERREHEM

s3://my-bucket/prefix/AWSLogs/123456789012/elasticloadbalancing/us-
east-2/2020/05/01/123456789012_elasticloadbalancing_us-east-2_net.my-
loadbalancer.1234567890abcdef_20200501T0000Z_20sg8hgm.log.gz

AFERAFHRRETRBESRER BB EALIER Amazon S3 £BMRR , BBHFIHMER
BFEER. MFEFMEN , F2H (Amazon S3 EAEER) WERFLEGBER,
FEXHIRE

TRICFRAFNEFEBNRAL. AERUUERDR, SIENFTRUSHER BFEE R, BE
AR RE | BIEAH HEEI1R B BimE M IER AL,

WL Description (#&)

type EREANER, XENER tls.

version BFEBMNRA. BETRZEZ 2.0,

time TE TLS EMRAERAFCEAVER , £RA 1SO 8601 &=

elb BHTHIWEIR ID,

EREERX BRARERN TLS #EREXER ID.

client:port R EIm P ik FEEE,

destination:port BRI IP bt MEEERE, NRAFREZERZEEHTHER , AIEW
R EEEN, WRAFIKMEA VPC HEREER , AIEWHEHR
VPC i3,

connection_time BRI BB RV ST , IEW S

tls_handshake_time TCPEFEVR , TLS REZTHKWAKRE K SIEAFPKNWIEE , LEY
it. HEERSEE1E connection_time H{z 4,

FEAFHER 128
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- i
received_bytes
sent_bytes

incoming_tls_alert

chosen_cert_arn

chosen_cert_serial

tls_cipher

tls_protocol_version

tls_named_group

domain_name

alpn_fe_protocol

alpn_be_protocol

Description (&)

BHFHRBEAFRERNBEZRUITH,
BHFEHREOAFREENMBFLITH.

EHTEHFRAFIRZERN TLS RERZHE (BH). 68, EREA

o

@ FimPriR iR ARN, B REEERWAF i hello AE , BILE
RER -o

REUFERER, LWERER -

B Fin SN BIREM , 5RA OpenSSL X, & TLS RFRTMK , It
HERER -o

HEAFRXSN TLS BAHE , RAFHEKN, TEEA
tlsv1@, tlsv1l, tlsv12 B2 tlsv13, & TLS XWFXRTHK , LL{ERTE

REUHEBRER, WERES -

server_name EIREBHENA A Fiw hello AEAH, L{ESA URL wmGHE
Ro BERBEEEMNAER helo AERERRES , AIKESRES -

HAPWSNERARERBANE , KAFHEKN, AENER

h2, http/1.1 fl http/1.0, R TLS EEEXPREREEM
ALPN B3R, BAZEFHNBABE , I=RLEEEERNBABES
B, ALESHRES -

HEERSHEAERINBAGE , FAFHEEN. TENER

h2, http/1.1 M http/1.0, 1R TLS EEEXTEEREEM
ALPN B3R, BAZEFNBABE , I=RIEEEERNBABESE
B, ALEERES -

FHUAIRE
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W Description (i)
alpn_client_prefer A B s & B F iy application_layer_protocol_negotiation ZE{REI{E, Lt
ence_list BEA URL miBEE, SEEAHERESIHRIFER , WLLEHRI R W

R TLS #FER NP RBEMTM ALPN BER, REXTMERNAF RS
HAR  HEIERTEFE  RAILESERESR -. IRFERERIRB 256 E
fuil , RISHEER,

tls_connection_cre £ TLS BRI EE , A 1SO 8601 =
ation_time

gif A ESEE
UTABRERES. FE8  SRSTETNFRARATESRNHA,

LR 2F & ALPN BURH TLS =R #H,

tls 2.0 2018-12-20T02:59:40 net/my-network-loadbalancer/c6e77e28c25b2234
g3d4b5e8bb8464cd

72.21.218.154:51341 172.100.100.185:443 5 2 98 246 -
arn:aws:acm:us-east-2:671290407336:certificate/2al08f19-aded-46b0-8493-c63eblef4a99 -
ECDHE-RSA-AES128-SHA tlsv12 -

my-network-loadbalancer-c6e77e28c25b2234.elb.us-east-2.amazonaws.com

- - - 2018-12-20T02:59:30

LT RER ALPN BURREY TLS #ZEREX &6,

tls 2.0 2020-04-01T08:51:42 net/my-network-loadbalancer/c6e77e28c25b2234
g3d4b5e8bb8464cd

72.21.218.154:51341 172.100.100.185:443 5 2 98 246 -
arn:aws:acm:us-east-2:671290407336:certificate/2al08f19-aded-46b0-8493-c63eblef4a99 -
ECDHE-RSA-AES128-SHA tlsv12 -

my-network-loadbalancer-c6e77e28c25b2234.elb.us-east-2.amazonaws.com

h2 h2 "h2","http/1.1" 2020-04-01T08:51:20

REFBER

ECRAFHRSER  SLAAFNAEREE S3 MEFTER. #ERETrENIRFERAAH TEHSEN
RFEAIUARE, MEFELARFS TIER.
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- RETFRESHTEHERLANVNERDN Region (EHFH).

- BEENIRTEEE AWSLogs, BRFIEEEENRETERABMAIR R , BT AWSLogs
FRENEREBED.

- RETRBAABRENRER  URESEFNAEFEACHRAFIE., RETFEBRRRUFIBRE
SFmBEH JSON RARES , TERMFIFRBNFEGT . BURSEAIMT,

"Version": "2012-10-17",
"Id": "AWSLogDeliveryWrite",
"Statement": [

{
"Sid": "AWSLogDeliveryAclCheck",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
I
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::my-bucket",
"Condition": {
"StringEquals": {
"aws:SourceAccount": ["012345678912"]
I
"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:012345678912:*"]
}
}
1,
{

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::my-bucket/AWSLogs/account-ID/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": ["012345678912"]
.
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"ArnLike": {
"aws:SourceArn": ["arn:aws:logs:us-east-1:012345678912:*"]

FEABIEER , 8 aws:SourceAccount , EEEXRFAFELREFIRNIRFRIEEE,
¥ aws:SourceArn , EEEL BFZEIRR ARN BEE , XA arn:aws:logs:source-
region:source-account-id:*,

hn&
BAIFATIESP-EFRXA Amazon S3 FE A FRE TR ARRIRRKINE

- Amazon S3 ZE &8 (SSE-S3)
« AWS KMS f#F® AWS Key Management Service (SSE-KMS) K £ 88

1 i&i& Network Load Balancer FEliCE , BEEFEH AWS ZESHR K MAXEFEARTEZELR,

WEFMER , 5826 Amazon S3 FAHERREFRMIEE Amazon S3 & AWS KMS (SSE-S3) FfE
RIEEfARERmINZE (SSE-KMS),

EMBRLERFRBNERBE QS BEREHMT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
I
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

]I
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"Resource": "*"
}
]
}

R 7 ENRC 8%

ECRMAAETEHRNTIICRE , S4AEE S REFRUMEHTEHRMERR, FRELHES
ZfEFE  BoHHZRETEREMENRFEITRBER. NFFEEF K F2R EETESER.

f5E F £ 18 & A 7 B GE 8%

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 # 5,

2. TEEBEBEED , iB{E Load Balancers (B H T #88),

3. ENLARTHRNEBREMEAFREARR.

4. ERMURSIERT , BERE

5. % Edit load balancer attributes ({fREES H FH=zEMt) RE L , #ITTIRE :

a. SHYEE  FHEEFEEG.

b. BEEFZE S3, RRENEFEANFMFATE. HE , BA S3REFENVE , IFEFF
Ho

C. EE%#%EO
A2 AFEGEE , FBEA AWS CLI

5 modify-load-balancer-attributes o
(e REAERE

Z LR e R TEHEREATNGE . TEEATNREH2E , FRARFEREE S3 AEFETHEF
BEREMBREM. MmEFMEF , 5528 (Amazon Simple Storage Service FRAEIER) WEARET

freg,

£ £ 55 HFEGS 8%

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 £# 4,

2. HEEEHIKD , #IE Load Balancers (B HFE#23),
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3. ERNLEHFEHERNEBREREFEEARR.

4. HEBURSIEREY  EERE.

5. &HHEEE  FEAEIAR.

6. ERREFEE,

=2 EHFRAERGE S AWS CLI

{8 A modify-load-balancer-attributes o

BRIBFEHFE

FHRGECEE, MERA Amazon S3 IRARMESR , AIeHBEERLEREN,. MRETH
BR, AINALXSERBESEEIEN.

MRENWUB LEAFZER  ARTFEHRELNAFETRETE GB WER, BB EFEREER
RIEBUNWAXENE line-by-line #. Hit , EARFEEAREFTREERRTRNDITE, fim,
ERIERUL T TERS M NEEFIE

« Amazon Athena R —BEBXE#HRY , 7R EERAFLE SQL BHE 5 Amazon S3 HHVER, W
FFMEA , F2E (Amazon Athena EREEE) WE Network Load Balancer HF5o

« Loggly
+ Splunk
« Sumo Logic

KA AWS CloudTrailig 8% Network Load Balancer B API FEALY

Elastic Load Balancing E2i2 £ F§ & AWS CloudTrail, A& Elastic Load Balancing AWS BR#§ &
FrERER A BhERC 82 AV BRFEEE S, CloudTrail ##% Elastic Load Balancing BFTE API REIUFEER AE 4,
FRENAY FEOY/EHER B Elastic Load Balancing API fE# 8’0 AWS Management Console MEX S
FEAY, NREEBM | EBULARAEER Amazon S3 BT #ESE CloudTrail E4 , 213 Elastic
Load Balancing 94, MRERFREEH , BMOATLUE [E4HEER K] F84A CloudTrail =&
hRIFHNEHS., ERIENEF CloudTrail , AT KB % Elastic Load Balancing 2 HHHER, #£H
BRI IP fust, REERNAE, REERNIEE , AREMFHER.

EEH— 7 # CloudTrail , FZ2EEAWS CloudTrail &M,
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https://docs.splunk.com/Documentation/AddOns/released/AWS/S3
https://www.sumologic.com/application/elb/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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Elastic Load Balancing & CloudTrail

CloudTrail FTE R EIZRFE AWS tRF B, B EE7E Elastic Load Balancing P4 |, BIEEI 2R
EHELEHEPPEM CloudTrail AWS R EH —EEHESHF. EUURR, ESNTHEN
AWS IRF. IEFMEN , HSBEA CloudTrail SHERERESERE S,

MEER AWS 1R F NS4 EIFERC 8% (‘B¥E Elastic Load Balancing WEH#) , BEIMEM., BHET
CloudTrail #% B &R 48| Amazon S3 7T, BRIFFER , ELEFEATEVERE , EHEE
RZEMAE AWS EfF, ZERSLHRE AWS 2EIEFMEERENSES , U AFERERINIEEE
#) Amazon S3 fEZETRE. AL, BAILIEREHM , AWS BRI SAE— D547 CloudTrail Fo 8k ULERRY
EHERLRETE. WEFHER  F2ETIRE :

- BIEHRHBIE

» CloudTrail X EHREEES

« 5% Amazon SNS @41 CloudTrail

- RS {EEFEW CloudTrail B ## X4 H#E % @RS UK CloudTrail BF3 4

#8158 B F F # 25K FT A Elastic Load Balancing E#EE8& 52 ##1E 2015-12-01 Elastic Load
Balancing APl & xR/ , CloudTrail Mok EEMH B HFEE AP BEmAEH, Hlm , ¥
MlCreatelLoadBalancerMEDeletelLoadBalancerfE& 7 CloudTrail SC$&EHRELAIER,

B-EEHVARERNESLSELEFRENET. B EATHEEHE T5IEH !

« X

W
EE
ig‘!
S o

BEARIERETRRD,
R, RAERATREACIBEFIERAENTRLZLBRE.
BH% -] AWS RBRHRR .

© %n3)

8
\7\{7
i

WMEFME , F5SBCloudTrailf userldentity T3,
T % Elastic Load Balancing B3 1&%EH

BHtR—EHEE , TESHUARENEXEEREEEN Amazon S3 @ 7FT#. CloudTrail ;iL#1E
BE—HZEREHERE. —EEHAFMARREHNE—FR , XESHEREE. FRHOBHMEE,

FRBHBEEH, CloudTrail BRFEXHTRAHL API HANEAFH#ERRE , Bt eMTSUEARE

NE P B 7 o

HEEXHBIEERNTE AWS API HAKNEH AWS tRFE |, TR {2 Elastic Load Balancing AP| &
. & LLUEIR elasticloadbalancing.amazonaws. com {E#Z eventSource T , #MMY
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
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E{LZ Elastic Load Balancing APl, EEMRABENISEEEM#C# , flW CreateLoadBalancer ,
EEBEERBME eventName THK,

DTREVAREETE , A% CloudTrail £AMBRBEER T E 2FEHER Elastic Load Balancing
SCER SIS 4% AWS CLI, B LAEA userAgent JTERE B CLI, EALUER eventName JTER
ABIFERE API 0L, EAE (Alice) WWHHBIEFARITIE userIdentity TEHEKEN,

Example £ifj] : CreateLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:487",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%9e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing",
"type": "network"
.
"responseElements": {
"loadBalancers":[{
"type": "network",
"ipAddressType": "ipv4",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a9%e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName":"us-west-2b"}
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1,

"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",

"canonicalHostedZoneId": "Z2P7QJ7HTTTPLU",

"createdTime": "Apr 11, 2016 5:23:50 PM",

"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/net/my-load-balancer/ffcddacel759e1d0",

"scheme": "internet-facing"

1]
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"

Example £ifj] : DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/net/my-load-balancer/ffcddacel759e1d0o"
},
"responseElements": null,
"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",
"eventID": "75e81c95-4012-421f-a@cf-babdaEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",

7 f# Elastic Load Balancing B REE 137



Elastic Load Balancing Network Load Balancer

"recipientAccountId": "123456789012"
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Network Load Balancer 5% 2HEfi#

AT &A% B & R Network Load Balancer RRE#E (TR HEAR

S5 B R E R IE BRI AR &

MRBEBEA InService REFTIEMN IFBBBREY , R ZBRAIRRKEBEFRERE, LHEE
EERIERIEHARE |, BRIFBB —IREFRERE, NFEFEET  F20H B EHEEFESLT ﬁE

BENENHMTERBRS REREFRERE  RAERREUTEE !
REFETR

TR

Ll

EITEBMERBMNZ2REAXAAFHE R TEREREFREREERENEFREREET
BEBRNRE, MEFMER , F2H EELEHIE,

MR P HZHIFE (ACL) R RFTRE

EARA 01T (B8 F B AV MEER ACL AR BB FH RN FRERLAAFAETEHSHRNRERERERER
§ ﬂu;ni%ﬂiﬁﬁﬂ nﬁ/ ﬁ %ﬂ% ACL,

R AREEEE
BEUTEE :
REBETR

TR

il

EHTEBARBMNZEHESANFEREREXEREREAF K IP HitMRE (FEER
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