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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
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« XX Amazon Redshift 9 B fith 5% E

+ EXJE OpenSearch RFEHY B B ERE

« 5% OpenSearch A fREFHY B AR E
o BRFE HTTP WM B BRI

- REERZHWERNMERTE

- FREBENRENBERE

- REMBNEWHERTE

- REEFBENBNHRE

- EXE B WHERE LogicMonitor

« ER%E Logz.io K B K ERE

+ X% MongoDB Eiw# B K 5 E

- BREF YN BZERE

- REETCHEWHERTE

« ER%E Splunk B B W3R E

« FR7E Splunk ATEURIM Einiy B bR E
- REMZEENBNRE

« BREEMNENHERE

F2 B AWS:KinesisFirehose::

BRERTNESZEA ,

e
s
&4
&

FRIE B M ERE
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X Amazon S3 I E W3R E

BB ETIERE , T8 H Amazon S3 A Firehose &8 B Wi,

AT HIME,
S3 bucket (S3 fE1FETEE)

BEEXNFHRELEMERN S3 RERE. SUNUEBYFMN S3 REIrEsUEERAR,
AT RA

B AR E Firehose &3 , WER{FEI Amazon S3 WGP HIE#E 2 B I8 1T o BT E.
EEEEMNM , HEECEA. EETEXRNE Amazon S3 WYH MR BHIBToRE
W, EEECEH., NREFEIFER Athena EREAEBHEMN S3 W |, BFEAIEE,

BESE

BIECRANRAYREBED A
ZECiRMER

IERBIB Firehose AR SHETHEMNIBE , WRIZB WA JSON SisER 1T 0 RAFR

2Ref.

MRIBEZESEH. LHEHNCHEERTE — PutRecord  PutRecordBatch APl FEAL A | 4R
AR MANREBREHMESE, FBRRRER , ELMABES ZIK , Amazon Data
Firehose EX4r5c#k , W EFE API RIlP SR ZEE MR JSON Y14, E Firehose B
REA Kinesis ERBEREARIRR , B A LIEA Kinesis REERRXE (KPL) PR ER
B, EROEIEEERBUEREZERET. Hit , S8 AP Bl EERSEE A URSET
E# Amazon S3 F&, EHAILARIA Lambda KBRS , EER D EIThEE 2 I BTIEMEM
RRB T H bEE,

/A Important

MRENENCRE , ARBEITERBERBR BRI READE S, it , R
CHERERMADESE  ALREFCHAUMASREHEUERE,

Firehose BREMBTIIEFET T IERELSER : KPL (R11L) S, JSON =7 =&k ##
=/, Lambda RIE, ERl9E. ERENERIK Amazon S3 R 1F,
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ZiosmRAEE

MRIERA T ZeskERA | AIAEIETE Firehose MRBERN T E, EATHXREERERE
JSON =5 R RFak.

R ERE AT

EREP—BXENES  TBESENBES Amazon S3 WER., BEEEARRIITREEE
DEER  BLEEEERFEIEARSIBNERNCHSE  YABEEEN TR BREH-—
B{E, 2#EZF SRR RALERERER ST,

/A Important

MREHE LRSERPIEE AWS Lambda B BIREHRRRFCE , &R AR LB BB
RO EBEE SSHER , MELKMAAUMERARITREL S EIRS|#. EBEE
D&, BELEARBREITN AWS Lambda HBREY HEISR, HE , BHALE
IR 55 A R EI AT A AWS Lambda BREIRE Y 7 EI €8,

B EIREIE

BRLMERARSIZMERVRIEEZEAFBESEIRGIZNENTHESH , URARELE
REDEIR5|RER jg EF, Firehose R jq 1.6, BALIEERZ 50 BB, BIRE#.
BYARBEDERSIBEMABYN jq BEER , FEEMIERTE Firehose R A B REMRR D

&lo

S3 RN FE

BN EERES B | B4 ERETE Amazon Data Firehose XX {49 EE B S3 fFTE
B

RTEEREPESE , SIFEFTFEFENBELAREEN S BIR5IEHE HE.

B AMERAABRFIMTHIEER AWS Lambda BBIR 7 BIRFE K. WREEE AWS Lambda
HYARRERBELDEIES  AIXACATIRXNFH@MA S3 REFTBAERAE: "L
partitionKeyFrom ambda: keylD1 » MREFEAARABRIINRIEERBRERN D EIRS|E |, &
ALEAT IR F B A S3 RFITETEEE : "partitionKeyFromquery: keylDy , &

B LLUEE (ERBRESEEN) Kkt , FRBEIIEB/EERBBESE S3 REFTRA
B, FAARERIINE AWS Lambda 2 EIE R , BB AIAE S3 REFBABRTPEAT
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Amazon 1% Firehose HEABEE
FIEHENRE | (mEZE[ . E), AP B ZBEAUREHD partitionKeyFrom Lambda.
partitionKeyFrom

S3 RTFETREM S3 #RW A EFARFE

£ Amazon BEFGEREYHNEITEES | BELZAAHBHMNBENEE, KA
#% , Firehose LA UTC BAFEEFEIEF T, MRELREFATENEE , L8 E S3
EFTHFEANERE,

EERT
Firehose B EEMANEE , RABKEEEIIEEN B0k, BB ANHEFEA T
R RAETR.

S3 B i

iZ$E GZIP, Snappy. Zip = Hadoopp AR Snappy EXIBHE , R T-BHEER. L Amazon
Redshift 64 B #9389 Firehose R E AR EM | Zip M Hadoopp AN E R B,

S3 EREIEBHN (ER)
ARE Amazon S3 B bR FIFBN M EERESHN. MRBALINE , EENEIE
L EBEIERRRNEIRS S3 BIEIHAE (I AR/gz) FRET I FERRBIE R . #SutThaEERE R
BAERY S3 BERRERAR  FREEAREARE T ERNEIES. BIESXAUNTH () H
B, BENaEAKFNFER : 0-9a-z -_* (). BEIESETHREIB 128 F T,

S3 Nz

Firehose X E £/ AWS Key Management Service (SSE-KMS) # Amazon S3 {7l BR 25 A1

2 | LUMETE Amazon S3 RINBERNFHWER. BALUREFR BN S3 REFEPIEENTE
EMFER  AEACEENSBEEFN AWS KMS £88i%, mREEH AWS KMS &
WinZER , AALAFERATER AWS ZE ] (aws/s3) REFZESR, MEFHMAENR , F2
BfEA KAWS MS EE €88 (SSE-KMS) A RAIREFmMZRREZER,

£% T Amazon Redshift B B Byt 5% E
A EIFREAE A Amazon Redshift fEAREY Firehose Eifi B BV BBV ERE o

BRI 2 HEA Amazon Redshift 2RI #EE |, i 2 Amazon Redshift Serverless TE&HH , ZET 5
Hp—@ERERF

« Amazon Redshift iz &
« A Amazon Redshift # @] ka8 TERAERE B W HERTE
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Amazon Redshift i & &

AEIFREAE A Amazon Redshift 2B E M AL Firehose B B BBV ERE

« ATIRMEAE:
BE

ERAERY S3 M Amazon Redshift #5., #& Amazon Redshift # £ EB A 2\F
ZEL , WRBRETEE Amazon & #Hl Firehose IP i3k, MEFMMEN , FSH 2 F Amazon BiiE
Firehose 55152 Amazon Redshift B Byt ,

BoRE

BUEEEERAERAERR/EBR , NP BB AWS Secrets Manager LA 1FER
Amazon Redshift # 5.

- ERERR

{5 F E B 1FH Amazon Redshift #5E#EPRA Amazon Redshift FR&. ZERAESEE
Amazon Redshift INSERT 550 , F8ESAE S3 fEFETEE Y ERER T Amazon Redshift
BE,

. B

EEEREFNEEERZERENER,

* Secret

fEFhiZEVE AWS Secrets Manager & Amazon Redshift EEEAERNHE, MREB
ETHNXBEERLZIEEINENER , FEPEIL—EEE AWS Secrets Manager it 1&
fy Amazon Redshift B AERHMER ., MFFMENR , 52 E AWS Secrets Manager 7
Amazon B3 Firehose Hi#T &4

ERAERERH Amazon Redshift ERIE,
ERAERERH Amazon Redshift ERI&K.,
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(2 EMAERERNREBEEERE, WREMN Amazon S3 YHHEENERFEED
# Amazon Redshift ERI R HPHBNEE , FFEANREE,

i S3 B Y
Firehose 8 &S EHNERRFE S3 fFFETHE , AE L Amazon Redshift COPY &% , ##&E

BIE A BB Amazon Redshift £, BEEERTEREREFEEN S3 RFITHR. BYFH
S REE  FESEBELENEENRTE,

Firehose & & B & A &K Amazon Redshift 5% , 721 S3 fFITEAMBRXER, &
AEREmESREEE S3 RETRIPNER, WEFMEENR , 528 (Amazon Simple
Storage Service FAEERE) FHYHLEmBEHEE,

hig S3FHE

(ZA) EFA Amazon S3 YHNTERFE , FHRBREREZEZH., HRX{IH Amazon S3 ¥
¥ |, Firehose € BEERA YYYY/MM/dd/HH "™ UTC BRI IR, & A8 3|t F &80
. MEFHMENR , 528 %FE Amazon S3 A BHER .

COPY options (COPY &IH)

L ERIERY 2 A BATE Amazon Redshift COPY i T HIEEN S 8., SR LURIRE CHERRIEE

BE2E, o, WEMA Amazon S3 BERBE , IFE GZIP™, WMREM S3 RAEFTHE
B2 Amazon Redshift EEFEMARMN AWS B3 , BIFE "REGION", MFEFHMEN , F2HE
{Amazon Redshift EXER & A S1EF) FHI COPY,

COPY command (COPY &%)

Amazon Redshift COPY . MEFMEN , 52E (Amazon Redshift EREMZE A SR
) FH COPY,

Retry duration (EFRSEEFRH)
MR EXZE Amazon Redshift #EERERCOPY Xk , Firehose E MBI (0—7200

). Firehose # 5 PEEH —X , EXEFRFERBE RS L, MREKEFAFERERE
A 0(F )W, Firehose ECOPY@ T AMKAEEH,

RERR

Firehose E EREEANER , ARBEEELIEENENE, EBNENEEFERNE
BHRHEEMR,
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S3 BEffE

i#$E GZIP, Snappy. Zip = Hadoopp #HZEH Snappy EXIBHE , RTFEBMHEER . L Amazon
Redshift 4 B B89 Firehose i iE AR5 , Zip M Hadoopp kAW SE BB,

S3 EREIEEERX (EH)

SIBREIEEERN (BA) — BRIE Amazon S3 B REFERN VG EEEREESR
No WREALYE , EENEERSSERERENERE S3 BENEE (Hla 81RH .g2)
FRFS IR TR BIE R . MUt IhREE AR BIRS S3 BRiEHEEAR , BRELARERET
ERNERES. BIESXEANGE ()RE , B8N FRT : 0-9a-z! -_" (), BIEES
REHIB 128 BF T.

S3 m#E

Firehose X AWS Key Management Service (SSE-KMS) 9 Amazon S3 {a) R 25 i il
&, LMEFE Amazon S3 HMERNWER,. BUEEZEFRA BN S3 R FIFEBHIEENTE
HRNBEE  AEACHEENSRFENN AWS KMS £ %, WREEH AWS KMS &
wnZER | AN LAEATER AWS SE SR (aws/s3) EFZESB., WEHMEENR , B2
BIEA K AWS MS B2 &8 (SSE-KMS) 1 F {7 IR 85 ik i 2 SRR B E Lo

A Amazon Redshift # ] fRes T/EEFHERE B Bt 3% E

AEIFREAE A Amazon Redshift {7 iR 23 T/EEH AR M A& Firehose B B BBV ERE o

A TSI AE :
Workgroup name (L/EE4H & 18)

B S3 IR EHERDH Amazon Redshift Serverless T/EE 48, #& Amazon Redshift
EMIREE THERMENRESTLAREE , I Firehose IP bt SRR ETEE, MFEHMAENR , B2
BIE#RZE Amazon Redshift Serverless i MEMRZE A A FFEEY Amazon Redshift Serverless
1T, —HILK ZF Amazon B Firehose 5522 Amazon Redshift B Bt

BoRE

BOLEEEERAFERAERR/BR , P AWS Secrets Manager #EEUZE TS L7 ER
Amazon Redshift #&{q] iR 8§ TE&4E.

- ERERR
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IBEE BB FE Amazon Redshift ##{@ Ak 25 T/EEFAEET Al #EAY Amazon Redshift A&, &%
{55 i & #4478 B {if Amazon Redshift INSERT 857 , F L% S3 R ETFBHPHNERERE
Amazon Redshift Serverless TYEE 41,

- B

B EBEEFH Amazon Redshift # @ ke T/EESBRER 2 FHENZFE,

* Secret

#3ZEE AWS Secrets Manager & Amazon Redshift #E @RS TEEHBE A E RN ZR
B, MREETHRNFERRZEFIENEE , FEPFEIL—EZEE AWS Secrets Manager
2K Amazon Redshift # AERMER. WEFMENR , 5588 AWS Secrets Manager £
Amazon B Firehose Fi#1T 515

aERE

ERAERERH Amazon Redshift E¥IE,
ERAERERH Amazon Redshift E¥l&R,
(B2 ERAERHERNRBEBEEER M. WREMN Amazon S3 HHEENERHEED
7 Amazon Redshift R KX PR BV HE | FBEFALREE,
i S3 Bt
DEEE R Firehose EESENERRE S3 FEEFEITE , A%ZEH Amazon Redshift COPY

e, BERBALN Amazon Redshift #7 fREF TERHE. EEERN R REBEIHTEEN
S3 FATEE. BN S3 MEITE , ARERLENHERNREIE.

EREHA Amazon Redshift # @ IRES T/EEEHR , Firehose T &MIEk S3 RFETRIMNE
B, BULEAETmBYEEEE S3 REIFETNER., MEFMENR , F28 (Amazon
Simple Storage Service EA&EER) PP HLEmBEHERE,

i S3FE

(2f) (A Amazon S3 WIHNTERRFE , FHLREREZEH, HRRSFH Amazon S3 ¥
¥ , Firehose € BB/ YYYY/MM/dd/HH "™ UTC BREKR XMW EIE. BB It F &5
FH. MEFMER , F2H 55 TE Amazon S3 YHEBBER.
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COPY options (COPY ;&I8)

LLERIE BV 2 A BAfE Amazon Redshift COPY i S HFIEEN S 8. B LUREE CHNARRIEE
EBE2E, Hl, mRBA Amazon S3 ERBRAE , AIFEE GZIP ™, WREH S3 /FAriEE
Amazon Redshift @ fR2F TEREBEMAMEREH AWS EiF , B|FZE "TREGION", MEFHME
# , 2B (Amazon Redshift EXIEREZ AEEFE) FH COPY,

COPY command (COPY )
Amazon Redshift COPY i+, MEFMEN , F2H (Amazon Redshift EXEMZE A ST
) HH COPY,

Retry duration (E & FE R )
IR EiX 4 Amazon Redshift [ RS THERBEMNERCOPYXRE , Firehose ERMIFERR

(0—7200 %), Firehose 8 5 7 #EEH—X , BEEEHAGERBERAL. IREKERFE
RFRERREA 0(F ) ® , Firehose ECOPYM BT A MBI EE,

BERT
Firehose E EBEEANER , ARBEHEEXIEENENL, EBNENEEFEANE
BRERHEEMR,

S3 B

212 GZIP, Snappy. Zip = Hadoopp #HZEH Snappy EXIBHE , RTFBMHEE R, L Amazon
Redshift & B B8 Firehose R E AR EM , Zip # Hadoopp B KV E R BRAE,

S3 ERBIEEENX (EH)

SIEBREEEERN (BA) — ARMNE Amazon S3 BB ERNVAEEERBEER
No MRBALIE , BENREB RS BRTERRA BB S3 Bifazhae (Hl AR .g2)
FRF IR TEER BIE R . It IhRREERE N EIRS S3 BRI EEAR , BRELRERET
ERNEIES, BIESLANTH () HE , BEUa8AFFNFT : 0-9a-zl - (), BIEETR
REHIB 128 EF .

S3 &

Firehose X AWS Key Management Service (SSE-KMS) ¥ Amazon S3 {a] R 25 i il

% , LMEFE Amazon S3 MBS ER,. BULLEEFRA BN S3 AEFEIFEHIEENTE
HRNBEE  AEACHEENSRFENHN AWS KMS £ IN%., WREEH AWS KMS &
wnZER AN LAEATER AWS SE LR (aws/s3) EFZESR., WEHMEENR , &2
B{EA K AWS MS BE £ (SSE-KMS) 1 A RES ik iR RIREE R,
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E%E OpenSearch BR#EHY B B 5% E

RENEREA S B A E A OpenSearch BRIEHVIEIE,

AT 5 AE :
OpenSearch FRIE#HE I

IR E BHMEIE B H OpenSearch BRIGHEIE
5|

& E R RE|fRA OpenSearch FRIEEEREF AR OpenSearch FRIEESI B R,
Index rotation (3& 5| &)

BERBERI OpenSearch RERS|I AR WIRER, MRKA T E5|8W , Amazon Data
Firechose B ¥ EN KRB MEIEEN RS BB E TR, MBEFMENR , F2H EZE
OpenSearch RIEH R 5| & IR

EE

&R % 5| E| OpenSearch REBEEREF AR OpenSearch REFR L, HREMER
7.x M OpenSearch 1.x , BAXS| REE—BEE, IRECERACHHMEBEENREZRES|E
EFEA | Firehose EEHTIEER BRI,

$t¥f Elasticsearch 7.x , S BIREZEH,
Retry duration (B FERE)

IR K E|FER OpenSearch k8 , Firehose EFRMIFEBRE, EEERENRT , Firehose 8 5
PEEH X, BEERSEREBRRAL, HRERGERRE , BLERE 0-7200 2™
:oRECIRER

EXSERBIBHE , Firehose B ERMEXZEEMNF TS (DLQ) , ER—EZREMN S3
HEARTEITE, YNEEE DLQWESR , ZXEAKERREEN SIERAETrRENESE
B # OpenSearch i,

MR BRI Firehose BFRABEME OpenSearch EEMEBEME LS EREEE DLQ,
BA UK ERBFERAREAETSNE UV AEN), BUlEBHBEFEESRAWS B
RE{EEMNE 7200 B L,

EXTE OpenSearch RIS H B B3R E 19
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DocumentID ¥

RRBREXH IDWHE. XENHER Firefox EAER X4 ID A OpenSearch FRIEE 4 #Y
X 1D, RERENXH ID {EBF , FireHost EA K ID RTEFREIE, OpenSearch B FEH
REELENXMH ID, HATCIXERERT AEX (BELH D MM ATEEM) , £ OpenSearch
Service B HER DK CPU BIR , M EMEL,

B Hih VPC E#REE D

MREH OpenSearch RIEMIFMAFAA VPC F |, BBEFEAMERRIEERZ VPC. BRFIEE

#& %2 Amazon Data Firehose 1E#% & BHEA FI#& OpenSearch Y AR 75 #8150 B 52 F B9 7 48 2% 0
FEHH, B LAER Ser OpenSearch vice M FIEANERZ M EH#H B, IREEEREHN
LTEMEE  BEREEEERBAATEE HTTPS HE/EZE OpenSearch RIEBEN L &R
#Ho AL, FEHEE OpenSearch IRIEMBIEFMN Z £ B L FFIBRERE Firehose BRBFIEEN R
SMHEEN HTTPS FRE. MREYE Firehose B OpenSearch R EFEHAHRNZ £
B BEREERSMBENAABRBRAK HTTPS B, MELXSBERINHEMENR , &2
B Amazon VPC X/ OpenSearch By Z £ &5 8l

/A Important
EXRIEEFRABLUSEREEAEIE VPC FHE M K BREMEFEAKTERH
HEWNTH IP uit, MREBEENFHEEPRETHANTA IP it |, Firehose LT
B VPC A AERMEEZ T HHTE ENI , T BEEASSBRRT KK,

BERETR
Amazon E ¥} Firehose X REEANER , ARESAHEAIEENENL, EENE N
BEEAXDERRBEMEMSE,
i%E OpenSearch @RI B Y #bERE
REFFRBATE B Wb i OpenSearch ] ARESHYIZIE,

AT 5 AE
OpenSearch R BRES U E

BEREFEAFER —# OpenSearch E IR RS,
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]

#E X3R5 ZE OpenSearch E IR E SR E AR OpenSearch EffREE R 5B,
B Ryih VPC EiRAE

WMREH OpenSearch ERRERESURAFA VPC | FEALERRIEERZ VPC. B
EE & %L Amazon Data Firehose M ERME X Z B ARFESHFERAN FRB N FHE.
OpenSearch

/A Important

ERIEEFMABLUSEREEEIE VPC W E MM  BEEMEFRAKTEREH
HENTAH IP Ui, MRIBEN FREPRERTANTA IP it , Firehose fEETE
B VPC mAERERE T SHHIE ENI , T BEESSMRRT K.

Retry duration (B FERE)

R @ OpenSearch EfmIREEEE H ZE5IFER KB |, Firehose EHMNFER B, EEERR
T, Firehose 88 5 #EH—X , EXERREREBR AL, HREARFERE , B0
FXE 0-7200 ¥z B EE.

EXSERBIBHE |, Firehose B ERMEXZEEUNFRTS] (DLQ) , ER—EZEHREMN S3
HRRTITRE. HREEXEDLQHER , BXEKERKEREN S HERErRENEEE
OpenSearch & @ fR2S B i,

RS ERE IE Firehose SR A E# e OpenSearch EfAREFEENH B MG EREER

DLQ , BA MK ERFEREREAESNE UV REN), BB RBBEXFKEHRAWS
FREREEEME 7200 UL,

RERR

Amazon ¥l Firehose ELHEEEANER , RRBEAGERIEEN BN, BENE
mEEADEBRBREEMSR,

0% HTTP S0 B M 3R

REEHRER HTTP w1 A B Vb ayIEE,
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/A Important
WMRIFIRE HTTP IWwEEAB WM |, BIFEREINIEBE & - HTTP inm B33 455 R A B FEFR 1%
PSR

« RTHRMERE:
HTTP In &7 - #A

BE HTTP WmEWER&E S EM, Sl My HTTP Endpoint Destination,

HTTP im & URL
EEATHERRIEE HTTP Iw K URL : https://xyz.httpendpoint.com. & URL 44
A5 HTTPS URL,

B9 RFE
B LURIZBEER AT SR EEZE AWS Secrets Manager AfZE HTTP i B
- (W& ) AR

MREFEINSEFNMEE® , LUER Firehose BERHBEEHIGH , FBiEmMEETE.

* Secret

R FRIZEE AWS Secrets Manager € HTTP in B ZIN SN ZRE, NREE TN BES
REBDEWERE , 557+ AWS Secrets Manager B2 —EZRBRENS®R, MEFHMEE
A , 528 AWS Secrets Manager £ Amazon E3& Firehose P17 5 4.

R B i 5

Amazon Data Firehose Bl ARMISRBMHEFERAX , RAEBAREREZT BN, BE
GZIP S EFEALUMAMERERNARRIS.

Retry duration (B FER)
8§ Amazon E ¥} Firehose ERBSEREARFHE HTTP ImHNEBERE.

@Lﬁ*ﬂi?ﬁ Amazon E#l Firehose A E R E HTTP in AR, MR A EIRERE

SUARERESDRIFHARIAIXE , Amazon Data Firehose € B E R ISERBTREE., EREHES
BREBE e  ZREHTEPEESIEE., 2% , THEEEIR Firehose FERABIER T
KB WISBIREH BEM Amazon S3 R,
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)X Amazon Data Firehose & RMEA R HTTP in % (ERRVRERERER) , HALEH
BB FEERREFRTEES , WEFRE HTTP m B,

ENEERFERFREIBE , Amazon Data Firehose {h&%#F , BRI B C RIERRR
RFHIE AL, MBMEEIRREF , Amazon EF Firehose E¥UﬁTEFIﬁn‘|‘§ﬁ%§ BEERIRIFE, W
REEARHE  BEXERLEEHNTEE , BN BIERYE CEELABE AL,
MRIELRFHE Amazon EF Firehose EREEE R , FSLERES 0,

S8 - EHA

Amazon &% Firehose EEE HTTP I @8 ELRBEY ., ELSHTIHEER I MEE
B i1,
EERT

Amazon ¥l Firehose ELHEEEANER , RRBEAGERIEEN BN, BENE
mEEADEBRBREEMSR,

/A Important

HRHTTP B B Mttt |, (1R E CloudWatch SR#EE P E DR E B E M 413 @
B FERS , 55/ 1K Firehose SR LERFIR R AN , REBR—R,

REERZH B RHERE

AEIERBAE A Datadog 6B BRI HAYRE, NEAEI Datadog KIEHHAET , 552 https:/
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- Datadog $E#Z - US
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RYE Splunk RTEAIM B B K1 ERE

AEEIREEA Splunk Observability Cloud fEA B FI#AVIRIE, MEFHMEN , 552F get-data-in /
connect/aws/aws-apiconfig.html # connect-to-aws-using the-splunk-observability-cloud-APl, https://
docs.splunk.com/observability/en/gdi/

ATHIRMREE
Ein EERR URL

& AT LATE Splunk ATEURIM E R A MRER > 818 > BN E R FEEUR R P E| Splunk ATER Al
E i iy BN BF ERHEE URL.

B LVEEEER A TR , b HEEEURTEE AWS Secrets Manager BX Splunk A
BUAIMER,

. FERGESR
# Splunk ATBRIEREI AR TRE, THHMISEREE INGEST BREEEH Splunk
TEREMFHE DI

* Secret

e PEEEE Splunk AWS Secrets Manager I 8B EiR FEER N BB, IREE TR
NBEFREFINENZRE , BEHEIYZFEE AWS Secrets Manager, WEFMEN , ES
B AWS Secrets Manager £ Amazon & Firehose F 1T 517

AES L

Amazon Data Firehose Bl ARmISRBMEFERAN , RAE2BABEREZT BN, BE
GZIP S EFALUMAERBERNAR RIS,

Retry duration (B FER)
1EE Amazon E#} Firehose B ERMEIAZIFNE HTTP WHENKRERE.

BIEER 2% , Amazon Bl Firehose X FFRE HTTP inHAVHERY, MRBAESHIRNHE
RARERRDRFH B AIXIE , Amazon Data Firehose R B ERFBRFEFTEEE, BERERE
BB  ZIEEB ISP ERERX. 2% , BFEBIR Firehose AR BBIRI A
KB, WHEEIRE 4 BEH Amazon S3 FiEE.
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)X Amazon Data Firehose & RMEA R HTTP in % (ERRVRERERER) , HALEH
RREEFIREFETEES , WEFRE HTTP Im BV HERR,

Eu',

ENEEHIFEREIBH , Amazon Data Firehose &% SR | EFIWEIHERE E 2ERZIR
BHIR AL, MBHEIDRE | Amazon ¥ Firehose BB ESR T HEES EERERRFRE,
REERHE K BBRERYEEIHTEE K BEIRIEIIHE CEELAFEAL,
WMRIELRFE Amazon EF Firehose EREEE R , FSLERES 0,

S8 -EH
Amazon & Firehose £ & HTTP RAT S S ELREY ., ELSH I iHE & B MR
B i,

EERT

Amazon ¥l Firehose ELHEEEANER , RARBEAGERIEEN BN, BENE
rEEADEBRBREEMSR,

R EMEREER B VR E

REFEHRFEA Sumo Logic 1ER B M ANEIR, WHEFMEN , FSE hitps//

www.sumologic.como

ATHIRMREEE

HTTP im® URL

EEATHERXIEE HTTP iR 2K URL : https://deployment name.sumologic.net/
receiver/vl/kinesis/dataType/access token. & URL #7E% HTTPS URL,

AES L

Amazon Data Firehose B ARMmISRBMEFERAN , RAEBAEREREEXZT BN, BE
GZIP 2 ALBAMERABZE RN AR wmE.

Retry duration (E & FE R )

& E Amazon & Firehose ERASHIFE X E| Sumo BENRFERE.,
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%Liﬁ%ﬁli?ﬁ Amazon & ¥} Firehose &R E HTTP MBI R, MRBEHEBRRE

RAERRREFHA B AEE , Amazon Data Firehose @B ERFERFEFEES. BEERE
BREEBH A, IMBBLIESPEEREX, 2% , EHEBEEIR Firehose S ER B BRI
KB, WHSEISEH BIEE Amazon S3 B,

)% Amazon Data Firehose S ERHEEE HTTP in % (BRI KRERERER) , BALEH
BB FEERRAEFRTEES , WEFRE HTTP Im B,

ENEEHIFEREIBH , Amazon Data Firehose &% SR | EFIWEIHERE E 2ZERZR
BHIRE AL, MBEEFVRE | Amazon E¥ Firehose E¥EERT BB ETEERAER, W
REERHE K BBRERYEEIHTEE K BEIRIEIIHE CEELAFEAL,

MRIELRFHE Amazon EF Firehose EREEE R , FSLERES 0,
28 -EH

Amazon &% Firehose EEE HTTP I @8 ELRBEY ., ELSHTIHEEIMEE
B i1,

BERR
Amazon ¥ ¥} Firehose EXEEHEANER K RAR2BELHEAZEENENE, EEN
Elastic B (Vi iR & E K/ EREREEEmE,
AREEMH B R E

AEEHRE A Elastic fEA B bRy EIE,

ATHIRMREMEE

Elastic %28 URL

EEATHERRIEE HTTP iwEH URL : https://<cluster-
id>.es.<region>.aws.elastic-cloud.com, ¥ URL #Z&%A HTTPS URL,

BRI LR EEER A AP 28 | oAt PR R AWS Secrets Manager LAFH R 58
- APl £88
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EIEE M UUEE R A E R Firehose BX EHRIEFTEM API £88,

* Secret

eI ZEE AWS Secrets Manager 2581 API Zi8V 8, WREBETHRBEESRRE
BEEENEBE , BEPRIBE AWS Secrets Manager, MEFMER , 5528 AWS
Secrets Manager 7 Amazon E{i& Firehose F#1T 54

AES L

Amazon Data Firehose Bl ARMmISRBMEFERAN , RAEBARBEREZI BN, BE
GZIP (FEfRiEE) e FRUBA/FERBE RN AR HEE.

Retry duration (B FERE)
$&§E Amazon & Firehose ERSHIBR A EMENEBEARE.,

BIEER 2% , Amazon Bl Firehose X FFRE HTTP inHAVHERY, MRBAESHIRNHE
RARERRDRFHI B AIXIE , Amazon Data Firehose R B ERFBRFEFTEEE, BERERE
BB  IREBTISPEERERX. 2% , BFEBIR Firehose AR BBIRI A
KB, WHSEISEH BIEE Amazon S3 B,

)X Amazon Data Firehose & RMEA R HTTP in % (ERRVRERERER) , HALEH
BB FEERIREERTEIES , WEFRE HTTP Im B,

EEEHIFERRIBE , Amazon Data Firehose &R , BRI S EERE
RFHAE AL, MEMEFREF , Amazon E¥ Firehose %#U%TEE{I‘?&%E%EL’E?U@?HTFEJ Zlﬂ
REERHE , BEXERYEEHNTEE , BRI BAEIHE CEELABE AL,
MBIEARFHE Amazon EFl Firehose EREXER |, FHMERES 0,

S8 -#H
Amazon E{i% Firehose EHEE HTTP ARG B S ELEBEY ., SLSEIHERIFEE
E E{]iﬂ’:o

BERR

Amazon B ¥} Firehose BB EEANER , ARBSHEZTIEEWE WM, Elastic B
W EBRERTEKXNA 1 MB,
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5% E im0 FEPE R E
AR EFERBUMAERTE Firehose BRI HEH MIERERE,
REEDERE

S BBEE ! Firehose £/ Amazon S3 B ER KT R B BEN BN ER LMW ER,

/A Important

ks

- R AE Firehose B RIRBER PUT = Kinesis Data Streams B , = X # Backup
Eo
:l-’ﬁ

EENEEBEARERREXBMNH , FiEARK Amazon S3 & B By ik,

WMREMT THEH—EEE |, AIATLLA Firehose BRIEE S3 BIERE

- WMRIEHE Amazon S3 ERES Firehose BRA B s | WiRIFHTE AWS Lambda EREUIRERE R
8% , NEBIZBEIR Firehose RN E B HEE N

o WMREH Amazon Redshift 5% E & Firehose FHRAY B it , WiBIFIEE AWS Lambda B E{ 3R 8 i
BRIk,

. MREHLTEMIRIEERE S Firehose 7Y B Bt : Amazon OpenSearch R , 8% &
B, HTTP im 3 , MongoDB & , #1i&¥ LogicMonitor , RE&T s tH @88,

AT BIEH Firehose BN EHDERE.

« Amazon S3 FHIHREC R D - IR S3 = Amazon Redshift 22 EA B Hits |, LLERESERHE
=EMARRERMET , ERREFEARE, URETAEMZENRE (S3 2 Amazon Redshift
BRAN) R ASERW BN | BRI ES I ERERDFIERFEER , EREROABNER,

- S3 E R 1ZETEE-1E 2 Amazon Bl Firehose B0 8 E R S3 R1FRTE,

- S3 B TR ITR-E R Amazon ¥l Firehose B G E RN AT B,

- SIEMBREFITBERBETE - TEABRNERTSHEOEL S3REFFRERAEFE P,

- BERR. B0 BH R INZR-Amazon Data Firehose 5 Amazon S3 {3 EXEXTEREZER M
W FFE R KB E R, Amazon Bl Firehose SEBFHEANER , ARBBERY (HH) B
Amazon S3, ZEAILUEIE 1-128 HWEFE X/ MiBs M 60—900 WM EFERIR. RERMEHP—
HigM , 2B ERRNIZE Amazon S3 WEIE, MERBAERER  BEFEBRKEE Amazon
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Data Firehose ZNE# N E R RN ERIZNZE Amazon S3 HNEE ., NMRERNEET BN EERES
A Firehose &I E R , Amazon ¥l Firehose B REIRSEFE X/ catch, HEMERTERFT
BEEREERNEEEB Wi,

- S3 B{E-#1E GZIP, R, Zip =X Hadoopp HAMIREEZERERME K NTBHEER. R , &M
Hadoopp &K E R B4 718 A ML Amazon Redshift 24 B B89 Firehose o

- S3ERERERNX (BA) — ARME Amazon S3 B hREFIFEBANMEEERRBIEEER. W
RBALYRE  FENRERSSERERKAERS S3 Bifzhae (Hlan 8RN .gz) FrETI0AYTR
REER, Bt RERENERY S3 BEERERKN K FRELRETRET ERNEIESR. &
EELANAE () HER , B8 AFHNFT : 0-9a-zl -_* (). BEIESTEEEB 128 AF .

« Firehose X#E A AWS Key Management Service (SSE-KMS) #J Amazon S3 RS Iw MR , LUE
£ Amazon S3 FIMERFHER, BAILIRZEFA BN S3 REFRIPIEENREERNBERE | &
FEHREHRENSMBEEDRHN AWS KMS £, MREFLHA AWS KMS £@m=ZEs , B
AR AWS ZESI® (aws/s3) RBEFZESM, NWEFHAEA , FSBAFEH KAWS MS EESHR
(SSE-KMS) £ A Al fReRim I Z RREEH,

Be B PR E
AT #8538 % Firehose St B EUE R E KL

- {AlBR25iR% 122 -Amazon & ¥} Firehose EiB € AWS BEEIRIE (AWS KMS) X Amazon S3 {7
ARERUHINZE , LAANZE Amazon S3 FMIRR &R, MEHMENA , FSHEEA KMS AWS ZE SR
(SSE-KMS) 1 A Al IR B8 im I 25 RIR B E Kl o

- $HER5CEE-Amazon B X Firehose SECHFHEEE MR HHEBEAERR, I , MAERERE K ©o
LAFE$% Lambda WA , MHE & RHEIX SEES X E CloudWatch F28%. WEFFMEN , FSHER
CloudWatch 528 E£3% Amazon & ¥} Firehose,

/A Important

HEARTIE | (BRZIERIEE Firehose BREI HAEEA Amazon RN E G208k, ULbiE
EAERECEEER N RKE | S USSR MER,

« FFAl-Amazon & ¥} Firehose &&t¥ Firehose BRAIENMBUEA IAM A&, BALLEERY
BEERMEFUTNHFAE® , KiEE A Amazon Data Firechose EYNREA®, tAETHAKRE
B2 Firehose EHNRERTE , B S3 REEFE. AWSKMS £ (WRBAERMNE) ] Lambda &
B (WRMATERER), TRATHREY —ESHEEVENAR. NEHEEN , F2RTER
IAM ? o
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- BER- SRS RMEBE AWS R, BHER A2 67 EUE,

MREECreateDeliveryStreamBHEHIEEZEE , Amazon Data Firehose ¥
#Zfirehose:TagDeliveryStreamBFFTHMIIRE , UBEFEAERETEFTELER
MRERR, NRERIBHLER , BIFEA IAM BEREREILF Firehose BRHBERER KL
B , AccessDeniedException#ll FFfRo

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1:x:deliverystream/
x with an explicit deny in an identity-based policy.

THEHIREARFFERAEREY Firehose BRAERZRAIERA

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:CreateDeliveryStream",
"Resource": "*",
}
1,
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
}
}
]
}

BERONERRER , FREENEE , REREE [EY Firehose Bi].

¥THY Firehose BB "B, METEBL 0 ENER | TREMFEM. Firehose BRERIER T
REER | BT LABBRREEEEERGHER.
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Amazon E#§ Firehose AR
RFREFRT

Amazon Data Firehose €4 ERTFNEARRERREEREND (BEXD) I—BREBFEREE &
FER) , AXBSHEEETEENENE, ERRELREXPHERRISE Amazon S3 , W HRE R
BEERAEBERNESEFNMEE , % Firehose XAXRLUFESENHEER | TUFERABEFRET.

&R AR M # Firehose SR REJREF A NNEFTEER , NEHBRA Firehose RBRABEE A/

NEFER. REANUMB RENVAE , BEERUAVAEMIE, T8 , IREECMHE+—E

B, S ARAEEMNE, RENSE —ERETERFSHESE Firehose BIXER ., WRERFERT
B, AIeERRERE,

BT LLEIB AWS Management Console, AWS Command Line Interface=t AWS SDK &

7E Firehose BRERT. HRBREER , BAUEAEEETH (RE) BEIMEA AP, JUE
B ERARGINEENREZFR R, UpdateDestinationRETER , BALUERAFEAH
£/ CreateDeliveryStreamAP| REXZERERT , MARUNBRN—Hr. EERERE
K/, #IntervalInSecondsfECreateDeliveryStreamak UpdateDestinationAP| #Y B 243

S

ZEDestinationConfigurationBZ &AM ERESizeInMBsHl,

(® Note

- AT REAREARMINRELE  SAUEAEETEARRER. ESKETERKREAS
W , Firehose TEEREER K MASEXVERNEELEN, EEKRETRTIE2EAREN
B8l , AR LLES Firehose B LM EREFR R

- EREYREEANEAEXBNG , TEAR Amazon S3 &4 B Hit.

® Note

BEERRELN 60 WNEFREBRUREBENIEERER | Firehose 8% S3 B it fF
BAZEr LB, AR S3 BN ZEs L& MRSREZENEFGHERBRLR 60 % |, Al S3
PUT API BRAZEFri8 i,

NEENHBERFRTEBENERENES , F2RTX
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Amazon #{#% Firehose HEASER

B it REAR/D (LAMB BEN ) ( MRBERFBED ) mERER GRS
EBfy) (FAREER
% )
s3 —E=1N (5) 0-900
Redshift —E=1N (5) 0-900
OpenSearch £{d —B8 0-900
i
OpenSearch —5 0-900
Splunk —FH A+
Datadog 1-4 (4) nE
Coralogix 1-64 (6) hE
Dynatrace 1-64 (5) nE
st 1 B
Honeycomb 1-64 hB
Ui 1-64 (5) hA
LogicMonitor 1-64 (5) hB
BER 1-64 (5) hAa
ROBEE —A—tK B
gy 1-64 (5) hAE
AR i 1-64 (1) hAE
Splunk Observabi  1-64 (1) nE
lity Cloud
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ERABZEAEIFEAE Firehose it

& A LAE At AWS Management Console BUE SR ZR ER BT ER,. TEEFEENBESRDPHITE
o5, ASEHIFEERMA Firehose SBifiH ., ERZERAIE Firehose BRRMERE K MALEEE SR
&8,

UTAHRBEREEREH

{"TICKER_SYMBOL":"QXZ", "SECTOR":"HEALTHCARE" , "CHANGE" :-0.05, "PRICE":84.51}

LR , BIEK Firehose B REWMERE , FWHUR%E Amazon &} Firehose BA , (EELERE
TERRENER, EEFLEEESLEER , AAUERRIRAFELEGSER.

B #%

- BEHFRH

- £/ Amazon S3 & B B it 4T RIE

- {8 Amazon Redshift ¥E5 B #9 b 1758152

« £ OpenSearch fRIEVEA B Bt 17 R

 {EF Splunk %A B Kyt 1TRIER

B R

ERZEl , LRI "Firehoses B, MEFMENR , 528 E3 Firehose &3,

£ Amazon S3 {EA& B Y it 1T RIE

FERATYRER , FAEERHERERE (Amazon S3) A B &Y #h 2B F 28 Firehose &,
£ Z A Amazon S3 JBIER Firehose &3

1. 3TBH Firehose 2 #& , #8ik A https://console.aws.amazon.com/firehose/o

2. EEMAYTH "Firehoses Hiji. Firehose BRLEARN "ERAT . ARRE , B ERHKREILE
#o

3. 1E Test with demo data (AAREERAIE) KT , :##F Start sending demo data (B EE REE
&) UEERFETREREH,
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4. BRRERSLNET  BRENEXNE S3 RETE. FiE  BREEFEFIENETRE , &
MG TRRFEEE T ETEHRENENREEITET.

5. HIETEMRE , i##2 Stop sending demo data (FILEXREER) LUELELEFERE,

£l Amazon Redshift €4 B B9 #th ¥ 173815

FHFEATHRRE , 58 Amazon Redshift ¥E4 B B b 3EIEX 28 Firehose &3,
£ Amazon Redshift 8|5 Firehose

1. 18H Firehose B FAHERRE BT LR Amazon Redshift #BEH, FB SQL N HEIEES
Amazon Redshift , WET T HFRR , B ZREHERNER R,

create table firehose_test_table

(

TICKER_SYMBOL varchar(4),
SECTOR varchar(16),
CHANGE float,

PRICE float

);
2. 3B Firehose £ & , #1t A https://console.aws.amazon.com/firehose/o

3. EEFEHTH TFirehoses #F. Firechose BRMAHEEN "ERAT ) MREE | BB EXE
B,

4. #RH¥E Firehose B RAV B MItEFAER , LB EFHEBIMNER firehose_test_tablezk,

5. Tj‘: Test with demo data (AREERDRIE) KT , i#1F Start sending demo data (PR EIEREE
B UEERZETIEE RS,

6. BRREVLWIET  BRENINIREF, 3
HERENREF,

7. BIFASERR , 18 Stop sending demo data (FILEEREER) MEILEEERE,
8. #m¥E Firehose R B WFFHAER , LUER S —BAER K.
9. (#H) MBER firehose_test_tablex&x#,

nlh

AR, REBEERE SN URFEEL S ESTE

A OpenSearch fR#&EA B Bt E TR

FERAT5F , L Amazon OpenSearch BR¥&#A B #9iBIZ 28 Firehose &,

£ Amazon Redshift ¥4 B #9 b 1 17 3815 50


https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-to-cluster.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-to-cluster.html
https://console.aws.amazon.com/firehose/
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FH "HR#. AIE Firehose & OpenSearch i

1. 3TFA Firehose £ & , ##t A https://console.aws.amazon.com/firehose/o

2. EEMSAYPH "Firehoses Hii. Firehose BRMERN "ERAT . ARRE , BAEMBEILE
&,

3. 7 Test with demo data (LA REE RLRIEE) KT |, i##F Start sending demo data (BIR{EIX REE
B UEERRTIRER SN,

4. KBEBRE LW R K BRERNRBSEEEELER OpenSearch [RIEHIT, MEFMENR , FSH

Amazon OpenSearch R#5 & A EEEF K S OpenSearch ARFHEE 1Y X4
5. AIEZTKE , B2 Stop sending demo data ((FILEE REER) UMELELEFRE,

5 Splunk A B Byt 17815
FERATHRERF , FH Splunk #A B 191t 5K BIEEH Firehose &3
£/ Splunk Bl Firehose &R

1. FTB Firehose £ & , #81L A https://console.aws.amazon.com/firehose/,

2. EEFEFEAPH Firehoses Hif. Firehose BRMLERERN "EAP.L MEE , BRI ecFHBEERE
#lo

3. & Test with demo data (MAREERHRIE) KT |, i#1# Start sending demo data (B EE REE
&) UEERFRTIREREH,

4, MEFRERRNSEIEM Splunk FR5l, Splunk HEVIESEHI A
sourcetype="aws:firehose:json"#l index="name-of-your-splunk-index". W%

H#—5 T IAI7E Splunk REESEH |, F2 B Splunk XHHH Search Manual,

MEAHER R HRRNER Splunk 5| , BIFFREER Amazon S3 REFFEREERBEH
SFEZEERAREEZE Splunk,

5. BIFEFERE , 182 Stop sending demo data ((FLLEEREER) UELELEFRE,

A Splunk % B #9147 HIE 51


https://console.aws.amazon.com/firehose/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-gsg-search.html
https://console.aws.amazon.com/firehose/
http://docs.splunk.com/Documentation/Splunk/latest/Search/GetstartedwithSearch
https://docs.aws.amazon.com/firehose/latest/dev/troubleshooting.html#data-not-delivered-to-splunk
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B ERHEIAZE Firehose 8B

BT LAEABREH | % Kinesis ERIEF. Amazon MSK, Kinesis REBERE Amazon ERAXE
APl ERREXEER BB KERR. AWS E A LAEMA Amazon CloudWatch B, CloudWatch
B4R AWS loT MAERRIER. MRER Amazon EHl Firehose BT F , FFit —LRBREB P E
£ Amazon & Firehose ? IR ZIM B FMTZE

® Note

B AWS IR REESAENEHFEEEZTVNAMEEBEHER Firehose &, MRBERTE
Amazon CloudWatch B . CloudWatch =487 B1ZERF | Firehose B ABEIRARE , &
AWS loT , &SR EH Firehose SR EE H At IRFS AL A B E 89 [E 13,

&

 fEA Kinesis B8 & E A Amazon ¥} Firehose

- f£H Amazon MSK E A Amazon #& Firehose

- £/ Kinesis REEXE A Amazon E#l Firehose

- 5/ SDK B A Amazon i Firehose £ AWS

- £A HFEE A Amazon i Firehose # CloudWatch
- EASHE A Amazon i Firehose £ CloudWatch
- EAEA Amazon B Firehose # AWS loT

£ Kinesis R £HRE A Amazon &# Firehose

BRI LAER E Amazon Kinesis Data Streams , #$& 1% E Firehose $ii.

/A Important

MREE A Kinesis Producer Library (KPL) 2RE A& #Z| Kinesis ERER , AIAIFEARE

REPEBEAER Kinesis ER B R #HK. WREEEFAZERBRIES Firehose Fifit
fIIRIR , Amazon Data Firehose &G otk ifRiE , RAEBHREHKEXE BV, MREH
Firehose BREA B E R , Amazon Bl Firehose A ek BIREMR | AR BAGGEH

f£F Kinesis Data Streams B A 52
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X DS LEEE8E, AWS LambdaflEFFAE |
Amazon Kinesis Data Streams £ E & R EE,

52 B A Kinesis Producer Library B2

1. & A AWS Management Console 5B Amazon & #} Firehose £ & , #8it A https:/
console.aws.amazon.com/firehose/,

2. 1EE "EI Firehose &3l - £ Name and source (RBERF) WEHE , BETIHMLNE :

Firehose & 1B

&) "Firehose, SRR BEHE.
RKiR

B IE Kinesis B EE A Kinesis ER B RIEABE R RN Firehose &, RER , B LA
£ Amazon Data Firehose BRZREIREERBRANER , WAEHFAT B,

ZEMF M Kinesis ERBRIEARE , £ Klne3|s ERBEREERERN , BENERE
SLFTEY Kinesis BRI B R, BUFNERCR , BIEEHBEREHN Kinesis BRFE, MR
BB RKESRR , £ Filter by name (kB BEFE) REHBFE,

® Note

E 184 Kinesis ER B R E S Firehose BRI RIRE , Amazon B ¥l Firehose
PutRecord fMPutRecordBatchiZE#HEEH, BEEELBR TSERFIEE
Firehose &3 , i35 A Kinesis Data Streams PutRecord fMPutRecords{E.,

Amazon E$} Firehose FA#E# Kinesis SBRHILATESTZEEEE R, WM Kinesis ER BT
NEWFFMESN , 52 BGetShardlterator,

Amazon &%} Firehose S ¥I S E# 5 S ™A Kinesis Data Streams GetRecordstE#
—R. TiB , A TEEHE , Firehose ¥ & @B B MY Kinesis Data Streams
GetRecords fE¥MX , —EARETEEEENH , 5S—EARTEHEH.

A LAfE[E — 1@ Kinesis &7 FBENZ @ Firehose #ift. Hfth Kinesis BAEX (BUA#E) LA &
EVER &R, KRB {EMT Firehose BRI HMEEFERARENNEXFURS T AR NERE
TREl, AT EHEZINRGRS , FHORBECWERAER, FEHR Kinesis Data Streams
BR&EIMEEME , 3528 Amazon Kinesis Data Streams BRl,
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https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
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https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetShardIterator.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetRecords.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html

Amazon &% Firehose HBEABER

3. 1B Next (T—F) AiERELHERNBAEREE,

£ A Amazon MSK B A Amazon #1& Firehose

O LA Amazon MSK R E A& EAEIE E Firehose &

1. & A AWS Management Console ¥ 5 Amazon E#| Firehose X1 & , #8it & https:/
console.aws.amazon.com/firehose/,

2. 181 TE] Firehose &i. o

EEEMNBEERFEMBENERD , REUTHRUNE
HR

122 Amazon MSK LAEREFE A Amazon MSK #iAE B RIEH Firehose &, &R LAE MSK
M MSK ERREEEECEIERE, RE , B LMEA Amazon EHl Firehose BE i RIEE
Amazon MSK EEMEEENER , UKHEHBEAIEERN S3 BV,

B #yit

1212 Amazon S3 ¥EAEH Firehose i B H i,

EEEMNRRRERES , BHUATHMALHNE
Amazon MSK # 5B R Ih Rt

BRIFENEEARE  RELRSIEAEENX BBEA) LA EREENEE, 5|IEAERE
M Apache Kafka AIFim FERER SR, WHEBIERERF SHERNDETLHES
B AWS , mABEIERERF EHEERNEFHE AWS, MFEHEI Amazon MSK WEFHEEA |

#8528 Amazon Managed Streaming for Apache Kafka.

HRZBAASIERNEEXNEREMENEMIRE Amazon MSK & | BEELANTAUT
BEX,

- BELARERT,
- BELAER IAM EAEFEURHE B EZ—
© IAM FEUR S AL AMAZ VPC TR ERAEE.

- BABEONEEFIEUERAERNBER | RBEREF Amazon E#l Firehose RIS E MY

B Amazon MS CreateVpcConnection K API BI#BR
£ Amazon MSK & A 54



https://console.aws.amazon.com/firehose/
https://console.aws.amazon.com/firehose/
https://docs.aws.amazon.com/msk/latest/developerguide/what-is-msk.html

Amazon Bi## Firehose LESC T
EEEBLAESIEREENEREMEN Amazon MSK B&E |, BEXLEREGUTHEER,
- BEMERERTF,
- BELAFER IAMEAREFRURHEEZ—.
- BEEXARTLRER
Amazon MSK # £

HRAERIRFE RS , FEEER Firehose HFifia it EENEFIAY Amazon MSK & &HRY
ARN,

MEBIRF RS , F2E & Amazon MSK Bk F 321,
ES]

FEE L% Firehose B R P FEEVERH Apache FXRFERE, B Firehose B2’ , &
BEEEMEEE,
EEMHW Firehose B REBBERP , BETIWUHNE :

Firehose & 18

}§ 7€ Firehose &R BT,

3. ETR, LAUEARECHKERNCHEEAERNEASR, WFEESFEEA ,
FCERE A AR NI,

L —]

ax JE

5
W
&

£ Kinesis REEZEXE A Amazon E# Firehose

Amazon Kinesis REERN R IUMN Java BBEAEN , IMASZEE , ErNAKREERAEHE
BXE Firehose, REEXSFEER—ARER , WEHERNEEZZELN Firehose Bifi. REERE
ERNAEEERRE, REFNAREFER. CERTIAMNUASE , RENEEN S X FERE.
TEBERINAE Y CloudWatchigfE , U EF BB #HEREREF. ETHESZFEE |, awslab/

amazon-kinesis-agent.

RIFFARR , CHERZEERBEBRITNR ('\n') ZRETHH. T8 , REEXN WA URESH T
ZiTiH (F2RAEENERERE).
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https://github.com/awslabs/amazon-kinesis-agent
https://github.com/awslabs/amazon-kinesis-agent
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&R Linux RERNARB[RELZZAERER |, Fl20 Web [MR2R. BEMAKE  RENMER

fREz. ZRAREREA 2R K FEEEEREZRM Firehose FRRFERERER. KEERAFRETK

%, ERAMRERKEER X THBEHEXE Firehose B
FE

- BEHFEH

- BAEHR

- HEIEABRERME

« TRIZEREERX

s REMBRERERN

- REEXBRERTE

- ERZEEREEIBTAINZERR
- FAREEXBELEREEN

- REEX CLIGS

- BEERBESE

BRI

o BIEERFKELAER Amazon Linux , 3 Red Hat Enterprise Linux RS 7 SR EFHT AR,

« 200 IRREFMAREBEXHITRHEANRE JRE 1.8 IRFEHRAE. 1.1 x RAEBERAHTRER
#2 JRE 1.7 REFIRA

« WMREMEM Amazon EC2 HITENARERERN , AIFFREIER EC2 HTHERE.

. BEEN IAM AD AWS B2 AER XL EEE#HIT Amazon E#l Firehose PutRecordBatch#®4E
R  REEX TG EREEEZEN Firehose £, NMREHMANREERXMN CloudWatch B
R, BEFEE#HIT CloudWatch PutMetricDatafEX£ MR, MMEFME , 552 B Amazon BIE
A Amazon B ¥ Firehose 2 #|17E B2 Kinesis N EBREIB/EARE, UK B HRBREMFZEEERH
CloudWatch,

BEAEH
EATHIE R — B AT REN AWS B :

- BYBTEAEREHE, MEFHMER , 5520 the section called “BHEIEAEREHE,

DRRM
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html

Amazon B Firehose BIB A BINT

- BEERE EC2 BITERE , BT IAM A,

- ERERERAREE AWS & F2H T HHERKawsSecretAccessKeyH
#awsAccessKeyIdF1IE B the section called “{RIEFE X AHREERTE"),

. #m&/etc/sysconfig/aws-kinesis-agentAEEEH AWS EFHH AWS FH£8,

- MREH EC2 BTEBRMUATEN AWS IRFEH | BRI IAM A UR A Amazon E¥ Firehose

RENEERE., ERERBEEXREERAE (52 assumeRoleARN # assumeRoleExternal |
d), FRALERFEZz—RIEEHMREFPEERETILACZERAEN AWS FBE.

BRI ZRAERHEMHE

BU R ETHARBREFELBITBREMRE , WKHEHNBBH jar WKIBE

# Kinesis XE 2R : userDefinedCredentialsProvider.classname ¥l
userDefinedCredentialsProvider.location, MEBEMMBEHEEREMNRA , FSMthe
section called “REEXHRERTE",

EERVHITBRRIEME  FESE/E AWS CredentialsProvider SMTEMER , 0T HIEHIRT
o

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {

}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");

}

public void refresh() {
}

BRI L AR — B F oI BVERRE,

AWS EHAMAEMBEE S EURSENRNRE. IREFERRRUECHEELEMBEHARMTRE
HBE , AIFELRFEP S ENEERENERR. IF  NRECFERRREHEREPE (TE2E)
BE , AWML S ERER/ZE,
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THIEZEREREN

B, EREENATER. NFFAER , 552E Amazon EC2 fEAEREBE M Connect Z/ &R #
T1ER, MRERFETEE , 528 Amazon EC2 R & B m + rY 5E H B E IR FI BT E R

RE  FAUTHZz —ZEREER,
« # Amazon Linux #EZESSLZE£RERER

A ERBEAR Amazon Linux $i1TEE. FATHHS :

sudo yum install -y aws-kinesis-agent

2.0.0 RREFRAREREXNLEEES Amazon Linux 2 (AL2) EXRFAVER £, HAEEXMA
FE Java 1.8 HEMBRAR, MRAFEN Java RAEFEFE  AIREEXREEFEREZMAE, W

% Amazon Linux 2 BIEEMIE A , 552/ https://aws.amazon.com/amazon-linux-2/,

« & Amazon S3 fEFERLTHRERER

532 E AR Red Hat Enterprise Linux A% Amazon Linux 2 $11T1EEE K RAE SR ABNHFS
ZEREER. FATIHGSRTREIZEZHTRHREBELIRAE 2.x.x

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.rpm

BEZERERFNVAEESX , FEDTHEERFRET. Fl, TIncarEREESX v
2.0.1,

sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-
agent-2.0.1-1.amznl.noarch.rpm

WMRIBE Java 1.7 BEFREEHAEK , BIf FHE Java 1.7 HBEH 1.xx BAERER, fln , BEET
H1.1.6 MRAEBRRX , ETUFEAUTHS
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://aws.amazon.com/amazon-linux-2/
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sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.xrpm

FEAUTHS I FTEEHN 1.xx RREER :

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amznl.noarch.zrpm

- HER GitHubFRUERERERER

1. B% 6K BRELCREREN Java A , EEEURRREBER R,
2. 1% awslab amazon-kinesis-agent GitHub /EXB& E T SLERE R,
3. BEIETHREHKIEHTTIGTTUALEREREN .

sudo ./setup --install

« ZE Docker R RERERER

Kinesis (A2 B 7] LUEIB amazonlinux BesER TR P #HIT. FEHLLT Dockerfile , AREHIT
docker build,

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json

CMD ["start-aws-kinesis-agent"]
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https://github.com/awslabs/amazon-kinesis-agent
https://docs.aws.amazon.com/AmazonECR/latest/userguide/amazon_linux_container_image.html

Amazon & Firehose HBEABER

AREMBEREEN

REMRBARERER
1. FREFEAEBER (NMEEAEREREIGT , BIABRERAESDHIT) | /etc/aws-

2

3

kinesis/agent. json

FEHARBERD  EEREERRPKREERWER ("filePattern") , AR RERAEELE
X ZEM Firehose &t ("deliveryStream") £, BREBERFE —EEX , TERKEEXHH
ERBHR, FUURBRERIZILFNER , SVTHEE—X. REEXSFAERELKBER
FORTE BB Mt L AE RIIEMEE] Firehose B, MREBRIFERIWMBPERNEREBEY —
R, BEFREERNELIIRESEEER,

{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "yourdeliverystream"
}
]
}

& " AWS B, Aus-east-1, MREEATRNEE , Fi§ firehose.endpoint FREH
BEABER  BUEEEESNHY. NEFAER , F28 REEHEEBEE,

FERBREERN :

sudo service aws-kinesis-agent start

(ER) REREEAERERBFFHBAT

sudo chkconfig aws-kinesis-agent on

REEABRECHARRBRBEESRHT. c2FEERAEENER , YEERNEEXEEEN
Firehose B, REBREXNMEBFCHERN /var/log/aws-kinesis-agent/aws-kinesis-
agent.log.
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RERENERERE

REEAZEMESLENHRERTE filePattern M deliveryStream , AR AR HEMIhAERZAAE
REERTE, BAILUTE /etc/aws-kinesis/agent.json IBEMSENRIZFHMHERRERE,

ELSFHEERER  LACATIGSFLEERBRERER !

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start

qE , BAUEATIGS
sudo service aws-kinesis-agent restart

LT B — A RERRTE -

HERERRE B

assumeRoleARN FHERRETAEH Amazon Resource Name (ARN), MNEFFMHENR ,
E2E IAM ERERERFERNER IAM S681E AWS IRF 2 BZEiRIFE
¥,

assumeRol BANBBIFFREHTURTLAR, MEFHMAEZH A BF2H (AMFEH

eExternalld EiEm) PR ERAALE ID,

awsAccessKeyId AWS ZEFERRRENFZERESI® D, LEBREELEAFEEME AN ERHRE
o

awsSecret AWS ZEFERRENESR, UREBERMEHMEAERHEER.,

AccessKey

cloudwatc BARERENZHIERE (W CloudWatch RERES true).

h.emitMetrics _

% : true
cloudwatc i [ 13 i B CloudWatch,

h.endpoint _
FEE% : monitoring.us-east-1.amazonaws.com

RERR AR &


https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html

Amazon #{#% Firehose

FBABE

M

HEREERTE

K

firehose.
endpoint

sts.endpoint

userDefin
edCredent
ialsProvi
der.classname

userDefin
edCredent
ialsProvi
der.location

LT RREAERE.

=, e
:%E.«.Es'nlﬂ:_

aggregate
dRecordSi
zeBytes

dataProce
ssingOptions

deliveryStream

filePattern

BN
Amazon Ei& Firehose Y [& 133 B o

F85% : firehose.us-east-1.amazonaws.com
AWS R ZimiEas RIS A b B im &

AR ¢

https://sts.amazonaws.com

NMREERBITEAERREMAE  FEALRERARETEENEE, T
EEEREBHNARERER . class,

MREERBITEAERRERE  FEALREREESESEITEAER
REEZ jar WEHREE, RERABEETINESK jar €% : /ust/

share/aws-kinesis-agent/lib/

iR

FERANEEARRRHE , RRE—REXPBERA Firehose B3R |, 7
EBEWBRE. BHREALHFLEEAERNSRMETHEMA Firehose £
ZEERHKN,

bl

FESR{E : 0 (EEMA)

HEIAE Firehose iz Bl , EEMAESECIHMCHENEERTFTE,
ERERESEEENENRHT. MFFAES  F2H CRAREERX
AEREREEH,

[#1H] TFirehose) SBARME T,

(HE] TEREEAEENERTY. FEEANEAEREHAE
EABBRERER, BRFALEXNAERESR , FEREET RE

REENERERE
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M

HEREERTE

K

initialPosition

maxBuffer
AgeMillis

maxBuffer
SizeBytes

maxBuffer
SizeRecords

minTimeBe
tweenFile
PollsMillis

BISE A BiE
HiR
aws-kinesis-agent-user ., BHRISERMWE & , FHEERMEAIT

AR aws-kinesis-agent-user o

/A Important

REEASREASUEANTAER. EEZERANEEATE
HEBINNECE , B DEZRER,

ERERETINNIBMNE. BXEA START_OF_FILE #
END_OF_FILE o
Y% : END_OF_FILE

RERAEREREILE Firehose R ZAEEHERNKE LR (A=EW
REN),

B{EEE : 1,000-900,000 (1 7 15 448)
5% : 60,000 (1 &)

REEXEEREREEE Firehose BRZ AR EE R K/ LR (M
THAREN).

E{EEE : 1-4,194,304 (4 MB)

TSR : 4,194,304 (4 MB)

REEBXSERKEREIXLZE Firehose BRZEITMEEHERNTHEE LR,
BEEE : 1-500

3% : 500

RERAGHNATERARLFERNNRBBR LEVREN).
BEHE 1 AL

5% ;100

REENERERE
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HERERRE iR
multilLine RRERGCHRRENER, RERANTSERN —JIRFTHFSEANE
StartPattern SIFAR. RREAEREEN. REFER , SEF BHETHFS

SHMA—ELH%,

skipHeaderLines  RERAZITEZIERFTRI S bFHIBH HIE.
HESE: 0HNLE
FEE 1 0(F)

truncated E 508 K/NHEIB Amazon Data Firehose 28 K/NR&IRE | KRR AR
RecordTer BE IR EHFE, (1,000 KB)
minator

AR '\n' (BATRFER)

EEZEERBHABTAIZESER

BBEELEREAEERE  SUUARERBEENRELRSEERB &  ARBEMEXIZER R,
FETHERESF  REEXSELMERERE &K , LB ER S BIEIEZE Kinesis BRI &7 M Firehose
Bifi. B LA Kinesis BRI 87 M Amazon EFl Firehose I8 ETENIRE , EHREHWER ERM
Firehose BB A HEENVRE—EBEHE.

{
"cloudwatch.emitMetrics": true,
"kinesis.endpoint": "https://your/kinesis/endpoint",
"firehose.endpoint": "https://your/firehose/endpoint",
"flows": [
{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"
1Y
{
"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"
}
]
}
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MEHRIEZERE Amazon Kinesis Data Streams #Z B A EFMER |, FBFSBEA Kinesis KB
B A Amazon Kinesis Data Streams.

EHRERXRATREEER

REBATUELERER T ERERINTNEE  REEKELRHKEEE Firehose £, ZHAIH
dataProcessingOptions #HAEER EMEEENERREUMALLINEE, THTE — AN S EREE
B, ELBRERKBRIEENIEFR#T.

ﬂllll

REEXZEUTEERE, ARAREEXRHAMERE Rt EE—SHENEREERERE, &
A LAR Kinesis RERN TEHARERER.

BRI

SINGLELINE

BEREBITFET, AIAZREERER RS REERAETIRHK,

{
"optionName": "SINGLELINE"
}
CSVTOJSON

ASRCERIE D PR AT ok E PR IR A& JSON 18 =Ko

{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", ... 1,
"delimiter": "yourdelimiter"
}
customFieldNames

(HE)MuBBESHE JSON BEHTHMAR. Hlw0, MREEE ["f1", "f2"], &
Tv1, v2, A&E#BA {("f1":"v1","f2":"v2"},

delimiter

HREBRMA D RARNF R, FRAER ().
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LOGTOJSON

RECEkIE HES SN A JSON B, &M BN A Apache Common Log, Apache
Combined Log. Apache Error Log. AKX RFC3164 Syslog.

{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

(ZE] BFEEERR. U TE2ENE :

« COMMONAPACHELOG — Apache Common Log #&=, #Bi5E% , S@EBFEEEEUT
#R . "%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes}. .,

« COMBINEDAPACHELOG — Apache Combined Log ¥, BiETER , SEBFEEREEU
T#= : "%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes} %{referrer} %{agent}. .

« APACHEERRORLOG - Apache Error Log 3. RIEFER , SEAFEBEEEUTE :
F[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid
%{threadid}] [client: %{client}] %{messagel}. .

- SYSLOG - RFC3164 Syslog %3, HiBER , SEEFEE EAUTESR

Fs{timestamp} %{hostname} %{program}[%{processid}]: %{messagel}. .

matchPattern

EREERFKRANARES. NRAFKEEEABTHN , AIERALERER R FEB #EE,

EZIRIEE matchPattern , B AEIETE customFieldNames,

customFieldNames

BEI W& BESE JSON REHTMAR, EUUEALREREREN matchPattern FHE
MENHLEE K IBRRALEERN BFEANRRMLEE,

Example : LOGTOJSON #H&&

B8 1Rt — 18 Apache Common Log 1B B & #: 4 JSON # A LOGTOISON AR :
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{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
ERAT
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

|k

{"host":"64.242.88.10","ident" :null, "authuser" :null, "datetime":"07/
Mar/2004:16:10:02 -0800","request":"GET /mailman/listinfo/hsdivision
HTTP/1.1","response":"200", "bytes":"6291"}

Example : £/ BET#{L# LOGTOJSON #HAE

LTRSS —1{E LOGTOISON 4HEEEFf] -

{

"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG",

"CUStomFieldNameS": [Ilflll’ II.F2II’ II.F3II’ II.F4II’ II.FSII’ II.F6II’ Il.F7II]
}

ERA L AAREERE |, BT —ESEHIRYHHE Apache Common Log 1B B #E#t 5 JSON XM T :

{"f1":"64.242.88.10","f2":null,"f3":null, "f4":"07/Maxr/2004:16:10:02 -0800","f5":"GET /
mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}

Example : E it Apache Common Log 1EH

T3 FEEREAR Apache Common Log I8 B E#i A JSON XAV EHIF 8% -

"flows": [

{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
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"dataProcessingOptions": [

{
"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG"

Example : B %5506

LUTRBMERESIME —1TE "[SEQUENCE=. RN Z|iCiEk, SELHKBSLERABESIHE, A
%, BEBEENREIRAMKIKEETHIE, MW ESHEZIEEN customFieldNames BEUFERK
JSON #& 3\ EE 51| 5C 8%,

"flows": [
{

"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multilLineStartPattern": "\\[SEQUENCE=",
"dataProcessingOptions": [

{

"optionName": "SINGLELINE"
1,

{
"optionName": "CSVTOJSON",

"customFieldNames": [ "fieldl", "field2", "field3" 1],
"delimiter": "\\t"

Example : EACER XA LOGTOJSON #ERE

LA 2 Apache Common Log JE B #Ei#t A JSON #& A LOGTOISON fAREE ] , HREHZ BB (LT
) -
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"optionName": "LOGTOJSON",

"logFormat": "COMMONAPACHELOG",

"matchPattern": "A(C[\\d.I+) (\\S+) (\\S+) \\LC[D\\w:/TI+\\s[+\\-1\\d{43)\\1 \"(.
+2)\" (\\d{3})",

"customFieldNames": ["host", "ident", "authuser", "datetime", "request",

"response"]
}
EAE)
123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200
HifE

{"host":"123.45.67.89","ident" :null, "authuser" :null, "datetime":"27/0ct/2000:09:27:09
-0400", "request":"GET /java/javaResources.html HTTP/1.0", "response":'"200"}

REERX CLI v w
HERBRBEBBREHTRERR

sudo chkconfig aws-kinesis-agent on
REREEXNAMRE

sudo service aws-kinesis-agent status
FIEREER :

sudo service aws-kinesis-agent stop
REMUBEBNREREXNARZEE .

/var/log/aws-kinesis-agent/aws-kinesis-agent.log

BRZRERREREN !
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sudo yum remove aws-kinesis-agent

EREEE
BiEAM Windows B Kinesis (XA B2 ?

=
=8

/

i A A Windows B Kinesis VRN 2B RABEAR Linux FAK Kinesis KIBENAVEE,

A1 Kinesis REEZR2RERN/Z RecordSendExrrors &N ?

EBEEZHMNRKE Kinesis IR, MZE Kinesis Data Streams
fWriteProvisionedThroughputExceededZE D Firehose &ty ThrottledRecords£E,
BYESEPHR O HENTMEE  HRTEERABRRS. WHEFMENR , F2H Kinesis ERSER
BR &) Firehose 8.

BEERERR 2 , FFEE Kinesis REEAREREABHRAEBPMEER, Kinesis REEXERFIER
REHEE , At Kinesis REEXRERVERANER, EEKARERSHERANERS,

ATEREEBE java.lang.0ut0fMemoxryErroxr #HIARIR 2

Kinesis REREXRZEEHANCERITUEEHLBNIEEH, EFEM /usr/bin/start-aws-
kinesis-agent F#Y JAVA_START_HEAP 1 JAVA_MAX_HEAP Y EF B R ERER.

AEREEE IllegalStateException : connection pool shut down i
SRR ?

Kinesis REEXZEEHNERITUREHEBINIHFER, EFREMUR /etc/aws-kinesis/
agent.json W —RRIBENALEREPE I maxConnections M maxSendingThreads,
ELERMUNEARERTAMTHERERN 12 &, IFERAFRREERENFREN , F2H

AgentConfiguration.java,

WM{AEA Kinesis REREN ¥ 5 —E B EETEEE ?
A[LATE /etc/aws-kinesis/log4j.xml #EX A DEBUG Bk B 5.
K IEZ I Kinesis Agent #1T5%E ?

maxBufferSizeBytes i/ , Kinesis REENEEERNERHBS, EWERY , RAEEEH
DR RATIFRE , BB T Kinesis WERFE XK.
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https://docs.aws.amazon.com/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
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BT Kinesis REREXNEXAEENBE?

BEERENLRHNERERBREIEE, FHARSME fileFlow’s filePattern EHE —EERM
o BIRIET copytruncate RXHEMA logrotate BT , tLAEE ‘éﬁiifﬁ’%iﬁio ERSERE
BAERER  SIBVEXNREER., NEEHREEERIHENFMEDN K F2REEEELH,

A SDK E A Amazon % Firehose ¥4 AWS

&) LAME A Amazon i Firehose AP |, #8352 3| Firehose 5 5 F

Java , .NET , Node.js , Python Si4L B GBI EAWS E4F, MREZ Amazon E#l Firehose BIFT
F , B —LERFEREHRTER Amazon EiE Firehose ? IRBIMWBLSMMTEE, MEHMEN , F28
Amazon Web Services B2 IhEE AP,

ELBHFNRAUNEENERR  BERELUAMBETRNGIIMRR , B FTRAEMEBEEREIN
RN RRE.

Amazon EEIPHANE API #EMERE , AR ERMEAZIEH Firehose B
% : PutRecordMl, PutRecordBatch PutRecord( ) —XiBiEH 8ix — (AR |
I PutRecordBatch () B LATE — 1B LAY o 8% 3% 2 (A 5 50 8% .

*rE
- FRE—E AYEZ PutRecord
« Batch B A{EZEE A PutRecordBatch

B8 — B A{EZ PutRecord

HMEE R RFEE Firehose ERBBAALTHEZREIE (<=1000 KB), HM Amazon & ¥} Firehose &%
HRBIBZERE , BEEREA Amazon S3 , HIL BT g EEF MR E DR, EESER—
A Firehose &+ , FEATHIZEREE -

PutRecordRequest putRecordRequest = new PutRecordRequest();
putRecordRequest.setDeliveryStreamName(deliveryStreamName);

String data = line + "\n";

Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);
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https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/firehose/latest/APIReference/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-javascript/
https://aws.amazon.com/sdk-for-python/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-ruby/
https://aws.amazon.com/developers/getting-started/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
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// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);

NEEZRABRE , F2H AWS SDK H B ENEFIRNE., WFEERNEEZENHEEER , B
2/ Firehose AP| {fEX MBI ==,
Batch 8 A{EZ A PutRecordBatch
HMEERRAFE Firehose BREBMEHEE, HMN Amazon EX| Firehose B XNERIEZE
ik, BERB|A Amazon S3 , AL A AR EME L HE SRR BEESERRHIXBA
Firehose &R , BEATHERE :
PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);
// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500
firehoseClient.putRecordBatch(putRecordBatchRequest);
recordList.clear();
ﬂﬂ%ﬁ%ﬁﬁﬁ%wg nﬁ 2 Eﬁ AWS SDK ':F@E E’J%ﬁﬁﬁz“ﬁﬁ%o yu;g—kﬂ]@@nn &E’J*ﬁﬁﬁﬁgﬂ ’ %

28] Firehose AP| fEX2 KM ERE,

£ BFEE A Amazon Ei& Firehose # CloudWatch

CloudWatch RTLAfE A CloudWatch FTBI BB 24 B 56 B4 8% El Firehose, MEFHMEN , F2H
Amazon & ¥} Firehose HET B EF & 25,

CloudWatch ;28 =4S LUBRMEH gzip K NEEE Firehose, MRS ERBEBRENICHESHERSE
Firehose B {91tk , T LA Firehose VR BRAEThRE 2R B B R B MEFC 8% 48, CloudWatch

/A Important

B8l , Firehose T #E#4 CloudWatch A FE5E 2] Amazon OpenSearch R B #y it |
K% Amazon # % {8 A 5= 4 CloudWatch & #t%| —1& Firehose 5289 , ™ H Amazon
OpenSearch [RBEEE — BT EZZEAFSEL4. FABRAR , EUUERE
CloudWatch B39 £ Amazon OpenSearch JRFEHIETEIIBIEES.

Batch B A¥EZfE A PutRecordBatch
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html#FirehoseExample
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
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ECER 1 R B M CloudWatch

tﬂ%iﬁ’?ﬁﬁﬁ Firehose )% CloudWatch icé&#is , 3¢ B 8 E & R BRAE N E BHEIE B Firehose B35 B #Y
, iaff F Firehose ERENE (BEARES IR, ORC) REVREHIGE DS, BHNHEARER Firehose
Hﬁumﬁﬁﬁﬁﬁgr_ﬁﬁzbﬁbo

B LAE A AWS Management Console, AWS Command Line Interface =% AWS SDK B F f# B #& o

® Note

MREEBFRLEBMABBREINRE | BFEAXBRAMN CloudWatch iB#&kFTRIERHET , M=
STV BB EEHA. MREEHARBE CloudWatch 5EE& N E 528/ 7 LB A iR BR4ETh
gt , Bl Firehose VT EBrCeRMENE K, LR BHEINEEEEAM CloudWatch FE&kiE,

ALFEM BB RN EREE CloudWatch

BRI ARBER , BHaLURERAASEE. FAASMEEE , Firehose Bt BB EHER
ﬁ%qﬂLEEFﬁﬁqﬂﬁﬁﬁﬂ BlansEEE,. HEEEE. CloudWatch HESR Rk EbhER | WEFR

AEBWMUANAE. MREEAZEREIRXZ Splunk BB |, BAEBIEGA S FEENINAE | Splunk F #EX]
WER., UTERENSEHERIEBEEN RA@EL.

1: BEBHERRIAEERINERE L

"owner": "111111111111",

"logGroup": "CloudTrail/logs",

"logStream": "111111111111 CloudTrail/logs_us-east-1",
"subscriptionFilters": [

"Destination”

1,

"messageType": "DATA_MESSAGE",

"logEvents": [

{

"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root1\"}"
.

{
"id": "31953106606966983378809025079804211143289615424298221569",

"timestamp": 1432826855000,
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https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
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"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"
1,

{
"id": "31953106606966983378809025079804211143289615424298221570",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root3\"}"

}
]
}

2 R RIBRBERNELSE L

{"eventVersion":"1.03","userIdentity":{"type":"Rootl"}
{"eventVersion":"1.03","userIdentity":{"type":"Root2"}
{"eventVersion":"1.03","userIdentity":{"type":"Root3"}

X M= A R R e

&R LAE R AWS Management Console, AWS Command Line Interface 2% AWS SDK 3REk A f{= A
R

EFNER BER LM ABEBRE AWS Management Console

EEEHENERLAABRBE , A AWS Management Console

1. B A AWS Management Console I FRGEB XA , #8iLA https://console.aws.amazon.com/
kKinesis.

2. HEEMRBEKTIZE Amazon EiE Firehose,
3. EIE TE Firehose &%, o
4. £ NEERMEMN, T

HR

ZH Firehose BRI RKIR, BETIHEH —FERIR :
s BEERA —ZENBEAETREEERAREREZEE AN Firehose B, MEEE Firehose
H Direct PUT &1 AWS . REEXNMBERRRGREEE , FSRAEH,

« Kinesis 87 : BIZIBIE AR EMF A Kinesis ER B HRIEAERKIRM Firehose &3, A
% , WO LAEH Firehose B IR A Kinesis BRI ERBIER , WiSHHEABE, NE
HME | F2BFEHA Kinesis Data Streams B A ZE Firehose
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https://console.aws.amazon.com/kinesis
https://console.aws.amazon.com/kinesis
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-kinesis-streams.html

Amazon & Firehose HBEABER

=]:op:

Firchose &Y B Y, 1BETHIH AP —1 :
+ Amazon S3
* Splunk

5. 7k Firehose BREWT , MABRNERE,

6. (E#EM) EEMEET :

- £ "#BH#ERAE Amazon CloudWatch BRI RIREC S, B , 1BEF "TFARE BRI
- MREEHEBRGERERATSER , HEE FRASEE.

EHEEERBR A EBE AWS Management Console

MRIER Firehose B EH Lambda BERHITHERAE , B LAERA Firehose B #ETH8E2RENK

To ERECH , FWE Lambda REREXTE , BT RYUTHBHERFA LS. Lambda REH &
HEBREELUR - [E 1] =% [B 2] A&, nREmEHEERMEL , BAUEA TSR
EY4X Lambda B &,

1. #EBHK Lambda BB ALLEE. FWEE Lambda HEEEBEABAEHEREER
BB, CEEHB AMBRBRESHTHRER,

2. {EARNER Firehose 1EIE KKK EBEEINRE,

3. BAA Firehose &ifilY CloudWatch 154& (MR AKAH). ERAERER
CloudWatchProcessorLambda _ IncomingCompressedData W& S AIBEREFE AT, EDHE
WEEE Lambda B AFIE @M AESRECHBE K METHEEFE Lambda HE,

4. BBR Lambda ERER K RALTBEECKBERESR.

F = A #EBR%E AWS Management Console

EEFRAERSERLNHERE , FEMA AWS Management Console

1. & A AWS Management Console FHRBGEEI & |, #1EA hitps:/console.aws.amazon.com/
2. TEEfRBEKFIEE Amazon EiF Firehose.

. EELEREN "Firehoses B
4. 7E Firehose R RFMEREE L , BEHERRS|ER.
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https://github.com/aws-samples/aws-kinesis-firehose-resources/tree/main/blueprints/kinesis-firehose-cloudwatch-logs-processor
https://console.aws.amazon.com/kinesis
https://console.aws.amazon.com/kinesis

Amazon & Firehose HEABEE
5. & "EMAEHmEE BRY , EE "HE. .

6. T "#% Amazon CloudWatch BiE#BBRMAENRIRGCE, T4 , Bk "HAR@BEBE, B REBBE TR
ﬁgEJ )

FRBEE

MEEHRBEBREP LRGSR  REBRSREMTE?

R Amazon Data Firehose % B #% , RIS HEREE (UUBEEX) BiX EHE1E Firehose &
REMHIBIEENIEER S3 FRITE. RTRHZHZN , KITNWYHESTSHEBRNABNERALR , ELEY
S EER|E B S3 fFEr B aiMdecompression-failed, 1ECEMEB KB | Firehose 2R /E
BR IR H 4D 8%,

MEERDABREREEEEPHIAER , REBESREMTE?

B Amazon Data Firehose EBHER (FlNEBES ZIMERMERER) ERESBP LR, AR
HFEVBREKR X FEIA R IR Firehose BREV IR ENIER S3 TR, BRTRE 2N, &
ERYI4 S RREMERAR

MRHBRERIEE |, S 0ad A ?

MR AR R AE BRI FIAMRIN , WREERE CloudWatch e 8%48 , Firehose 2485527 S ic &%
F| CloudWatch e 8&iE™H, Lt , Firehose B IEEEXEER AT LLEEM CloudWatch E£, &
A[ LARIR Firehose R HMIEE |, BEMBEETR,

EputiRET K E CloudWatch BSR4 ERBR 2

MREFputs™¥HH CloudWatch 5284 |, BISEE THHERAS -

Put to Firehose failed for AccountId: <accountID>, FirehoseName: <firehosename> because
the request is not originating from allowed source types.

Firehose &t ## BR{E T RE 3% HH R L4548 2

Firehose 22 LS ERHKNWBRBRIEE, LEZEEFEHNBE (1 28 ) , MRt (EMN) , AHEELE
HiDecompressedRecordsk BRE B Ih B kDecompressedBytes MBI RN B E, MEESFHME
# , B2E CloudWatch BB BREERE R,
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FERAZEHE A Amazon & Firehose 4 CloudWatch

AT LAHS B 2 H718 CloudWatch Z2E 4388l |, #& Amazon 5%E B#% CloudWatch E4E)% E Firehose
==h5 8

£ EA# CloudWatch B4 EIXZEIRE Firehose SRR EHFRBIET BE

1. B A AWS Management Console 3Rt CloudWatch E£## & |, #81L 5 https:/
console.aws.amazon.com/cloudwatch/,

2. EEEBVIHAA
EPB1:BUARAR EEL , $¥ [BE] R [F8EE), A%KIEE [Firehose B,
EEBEAM "Firehoses &,

4% ABIE Y CloudWatch S BRI FMEF , HSBI Amazon CloudWatch SEEI AFI.

FEHAE A Amazon &% Firehose 4 AWS loT
IBAILUE BT I8 EEAWS loTRER EASEFEIXZE Firehose &
TR VS S E% EE Firehose BBk

£ AWS loT EZAEFPEVRAR  EEUVRIEENRE —RNSEHET , BEFEDE
B EEIEZE Amazon Kinesis Firehose &ijito

i#$Z Configure action (R E &),

 TERERL P, EERAMN "Firehose &l

£ Separator (7 FRAF5R) BEBD |, BEARTBARLKBN 2 RBEFRF T,

HRIAM AGERE | BERE IAM AeRREREYRAR,

BEMEEE,

N o g~ w0 Dbdhd =

WMFEEIY AWS loT RANFHEEF , FFS6 AWS loT RAHERIE,
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https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/CWE_GettingStarted.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rules-tutorial.html

Amazon &% Firehose HBEABER

Amazon B Firehose I Z M

EL2 AWS BREENELER. BRAAWS BF , BZIENERPONERER K EARERHRL
EHABNFERMITE,

ZE£RAWS BECEAARERNER. HEEEEE BIEtERABRRNEZLNBHRANES

- BT EHE —AWS EEREE AWS EWRFHIT AWS RENWERLEE, AWS EABREMETTLL
ZEFEANRE. FZHARRBRAEECHRANBR LN RRBERM AWS SR EIN—Br, B
T 2B AR Data Firehose W& RETEl , B2 ETEINEBEAWS %,

- ERPHNTEM — ENETEURREFERN AWS R, SH4EHERBRE. HBER , UK
BRZEENERSHMHRERR,

AR A 15 BH IR T #R aN{AI £ 6 A Data Firehose RFEEFR R EMWEFEEE, T EEHRBMAEKE Data
Firehose AR EZLMNZLMMEREBR, SEKBBZWAERH 7 AR B REEZNRE Data
Firehose BiRAY AWS AR,

£

+ Amazon S(iEBS Firehose FHIEIRRE

« £/ Amazon %} Firehose #Z#|FE

« AWS Secrets Manager £ Amazon &% Firehose F1T & 1

« ZEiB Amazon BRI X EXESEE IAM AR

B4 Amazon B3 Firehose

« Amazon E#} Firehose & R ERF

« Amazon & Firehose HRY5EM

« Amazon & Firehose RV E R

« Amazon & Firchose WZ £ REER

Amazon %P Firehose PRI EIRIRE

Amazon 2% Firehose tHEH TLS B Y FMEER TN EBETNE, I , SRERERH
FREBRFEFTPHESR , Amazon Data Firehose Bff A NMBRERRIRMEZEER , AWS Key
Management Service i By 3% & Bl 2B M4,

ERRE =5


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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NREEHBER , BIRTLLIEE A Amazon Data Firehose BB A AR IHER MNZR, EMHHCEEURRA
BERRIR,

(® Note

MREBEZBHDYINED API FEFEZELE AWS 1B FIPS 140-2 e INZELR | BFEA
FIPS i 25, WEHFE FIPS M FIPS InH MW EZMBEN , B2RB T EFEEZLE (FIPS)
140-2 #LE8,

# Kinesis Data Streams 7 A& £ 3R iY {7l BR 25 I 11 27

BERERLEEEELAERBER S | Kinesis Data Streams & %A AWS Key Management
Service (AWS KMS) € MZEZNER , ARBRETHEBER. BEEM Firehose BRMLENE
FEERBEEE R | Kinesis Data Streams 8 EASERER | RBRASEREIEZE Amazon Bl
Firehose, Amazon & ¥} Firehose BERBEELEENEEFRIREFLEETINER., BEXIENE
Wit , MAEERMBENERFFATEER,

WMENMA Kinesis ER B R ARSFIHMNFZFNEEER , 582E (Amazon Kinesis Data Streams
FE ABIE) R E RS IRINE,

/3 Direct PUT St % B SETREY {7 AR 2835 hn 22

WRIEE A AL RHEIE T Firehose B3 PutRecordBatch , PutRecord 2 & 1 R &
5/ AWS loT Amazon CloudWatch A3 CloudWatch $1¢H§ &R, BT LA
H StartDeliveryStreamEncryption & 4E B B A AR 85 3% 10 5% o

'#u

& E{Z 1tk server-side-encryption , 58 &% StopDeliveryStreamEncryptionfE%.,

B A LAFE 2 VL Firehose B EFRUA SSE, EEEEM , FiEEW
I DeliveryStreamEncryptionConfigurationlnputBs & CreateDeliveryStreams,

E CMK BRERFFCUSTOMER_MANAGED_CMK , 318 Amazon Data Firehose RI§HE A&

a KMSNotFoundException, a, a 2 a KMSAccessDeniedException ML #REC
#kKMSInvalidStateException , BIfREEERFRS 24 /NE (REH) , LEREIRE

., KMSDisabledExceptionMNREEFEEBREBHE , RESEKIB AL 2L B REHIE B EEMHF
RHECER , REBEER, Amazon EF Firehose 21 T 5 1E CloudWatch $51E , &0 LA FRIE M
918 AWS KMS BIFARSR

* KMSKeyAccessDenied

# Kinesis Data Streams 17 A& 8 3R 7 AR 25 5% 00 25 79


https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/streams/latest/dev/server-side-encryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeliveryStreamEncryptionConfigurationInput.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
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+ KMSKeyDisabled
+ KMSKeyInvalidState
+ KMSKeyNotFound

MEEMEBENFMAELR , 352 the section called “EF CloudWatch 2 EE48”,

/A Important

EEINFZRH Firehose B , FEFEAETE CMK. Amazon i Firehose T X 1F3EE B
CMK., MEEBHBNELE CMK WFHAEF , F2RREBRASERTHNEAREBIIELE
CMK., AWS Key Management Service

(® Note

EHEERAEFEESE (BF _MANAGED _CMK) B Firehose 537 R A RS2 i 1N
(SSE) B , Firehose RS EFEA LN EBEBREMNZAR., HALNBZARTKRERE
AWS IRFHEENBNER , NIt gHEEHAER AWS RS K AWS CloudTrail E45E 88
—&Bo. LINBARB R Firehose BRBFTEEMN REK. BRI HFBTEE Firehose ARIEEXEHI N
BRBN BN HNA B MEAREER.

£/ Amazon & ¥l Firehose 1 #|17EX

LA & B ER BA an{al 43 ) Amazon & #} Firehose ERNFEAFE. SfRENERASFENMAR FE
RAREXFEER , LUESEBHEIEZE Firehose B, ftfIEHIAR T TR F Amazon E#& Firehose
FEEH Amazon BIEFR R ( Amazon S3 ) 74 , T2 /5 Redshift S£8¥ 5% 52 Fi# OpenSearch
RIS EBHRA IR |, IR R EFEHAEIREZ |, Dynatrace , MongoDB , #TiE% , Splunk S iH#E
BEABWMATENSBF Y. LogicMonitori&# , B EAREEIEE PRI MMFRE Amazon Data
Firehose , SMERERMEIAZIBRTE AWS IRFH B tth, EEMAEELFEHXNEMZ AWS
Identity and Access Management (IAM). INZE IAM WARRIEA , B2BEMTER IAM?,

B &%

- BFENEARERYE Amazon EF Firehose ERH ZEUE

« &F Amazon E& Firehose FHB B FAH Amazon MSK £E&
o fFF Amazon B Firehose Z&¥E IAM B
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https://docs.aws.amazon.com/kms/latest/developerguide/symm-asymm-concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/symm-asymm-concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_Introduction.html
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FMBABER

« &F Amazon i Firehose FiE R AWS Glue #1THIBR X B
« ¥ Amazon & Firehose 55 Amazon S3 HH il

« &¥F Amazon B Firehose 552 Amazon Redshift B Ky ith

+ &F Amazon &l Firehose FEZ & OpenSearch fR# B §9itb

+ &F Amazon E¥ Firehose ZEl VPC #HAY OpenSearch BR# B Ay ith
« &F Amazon EXF! Firehose 7FE/AE OpenSearchfE @ ik 25 B AV it

« &F Amazon & ¥l Firehose 1ZH VPC ##) OpenSearch{a iR 25 B #93tb
« #F Amazon &4& Firehose 55 Splunk B Kyt

« ¥ VPC H 77X Splunk

- SEAERH HTTP inE

« BF Amazon B Firehose FHEIE7 B fy it

- 38R VPC FHETR

« &F Amazon E ¥l Firehose FEX HTTP i 2 B £ 3t

+ #% Amazon MSK iR F 3314

« BIRFER{IZE Amazon S3 HHI

« BWRF X ZE OpenSearchR#E B A it

- ERAEREGIFI

BT AN ERERYE Amazon EF Firehose &R FZEUE

EEZRERAENFE Firehose B , BEABLUALLEHIBNBE, B MEH Action 5

F1ZEV @RI API #R4E , SRIZHL "firehose: *" | SIFEUER THETERE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:UpdateDestination"

1,

"Resource": [

, HER

BTN ERRER Y Amazon E¥ Firehose BRIV FEUE
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"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-
name"

B F Amazon 8#% Firehose s BB FHE Amazon MSK £

MR Firehose BRAYHIRZEFAE Amazon MSK 5 | 751 F BRI £85I LAY BUR..

{
"Version": "2012-10-17",
"Statement": [
{
"Principal": {
"Service": [
"firehose.amazonaws.com"

]

1,
"Effect": "Allow",

"Action": [
"kafka:CreateVpcConnection"

1,

"Resource": "cluster-arn"

}
]
}

fEF Amazon BU% Firehose &g IAM B &

AEEREAR EE Amazon Data Firehose 7EUHE , SAMERRIREI B A thEEL, BRI M3 AFE BV REPR A X
Ko

(@ Note

MREFERAEEEE Firehose Bt , WBERUMAGRIEE , FKXENFEERA AWS
MmEZA®, MREZFHFE Amazon Data Firehose FRABREN IAM A€ | RELBHITELA
& BT EEBER MBI AR , LUME Amazon Data Firehose A LAUEIR, #REBEEK , KA
&M ## ID BIX AWS tRF ID. MNEFBUNMABRACGZEEBRENENR , F2EENAE,
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Amazon &%} Firehose & &t¥} Firehose BREBMRTERMENMESFIER IAM &6, FEE
B TIEEBEMMEIZEE® , ME Amazon E#l Firehose A LLETE,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalIld": "account-id"

WBEREAsts :External IdEHEAR W RERIBRBE AWS tk F# Amazon Data Firehose
SRR REIEMTLE IAM A6, R LERERESEH IAM A2HNFRER , F28 (AM EAEE
B FREERERBRE,

W RIEEEZFE Amazon MSK #& Firehose & RRIR , AIXABRES — @ IAM A€ , AR F Amazon
B ¥l Firehose 7] , LAEIEER Amazon MSK EEMEURRE R, BRECAK T HESEBERM NE
ZAE | LUME Amazon E#l Firehose A LLEIE,

{
"Version": "2012-10-17",
"Statement": [
{
"Principal": {
"Service": [
"firehose.amazonaws.com"

]
},
"Effect": "Allow",
"Action": "sts:AssumeRole"

fo5F Amazon 3% Firehose &1E IAM A& 83
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FMBABER

}

EHEEEMEA®KRE Amazon EXl Firehose FAI LARIEER Amazon MSK EEMEUKRER |, WiE

FULTERA

"Version": "2012-10-17",
"Statement": [{

"Effect":"Allow",

"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"

1,
"Resource": "CLUSTER-ARN"
1,

{
"Effect":"Allow",

"Action": [
"kafka-cluster:DescribeTopic",

"kafka-cluster:DescribeTopicDynamicConfiguration",

"kafka-cluster:ReadData"

15
"Resource": "TOPIC-ARN"

1]

£ F Amazon 3% Firehose SHRE#E PR L AWS Glue #
MR IR Firehose BRFITERMERNE S | Amazon E ¥l Firehose &

TRER N ER
BERBRTWERREE,

AWS GlueBEE %A Amazon E# Firehose IR A ERNFEER AWS Glue , BBELHBERHPFIELUT

2, MFEMASHRE ARN HNEFEAER , F2HEEE AWS Glue &1

IJ?\ AR No

[{
"Effect": "Allow",

"Action": [
"glue:GetTable",
"glue:GetTableVersion",

¥ Amazon E#% Firehose B ERIL AWS Glue ETEIEE N E R

84
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"glue:GetTableVersions"

1,

"Resource": "table-arn"

| A

"Sid": "GetSchemaVersion",

"Effect": "Allow",

"Action": [
"glue:GetSchemaVersion"

]I

"Resource": ["*"]

]

REBEAEZENSEBHEANEZRARBERRS . WFEFMAES A F2EFEBRASE AWS
Glue FFEIRNIERFI{LEERH 1AM &6,

(® Note
BHEl, AWS Glue S &5l (FRI#XR), AR (HMNE) KPR FTRBEBEKAEH) thE
A&, MREBEEFRATAREE (KENE) BEHPR TR ABE KXLNEH) EFH Amazon
Data Firehose , 5§ 447E B B 2 B9 H AWS Glue AWS Glue  —1{EE1E1E# Amazon Data
Firehose 7EUE, ZEEF Firehose 2 BB EFHEE M., AWS Glue IEX Eith AWS
Glue EH BN , 552 B https://docs.aws.amazon.com/general/latest/gr/glue.html

£ F Amazon 3% Firehose 55 Amazon S3 Byt

B8 FE A Amazon S3 B #I#:BF , Amazon Data Firehose i & B R F B8 H S3 fEFETEE , WAL
BIEM MR SEEN AWS KMS €8 TER M, MR 7553528 , Amazon Data Firehose
& A% B RHMEE SRR A BB MY CloudWatch HESBHEF R, B3 Firehose FBifE , BMAEE
IAM &%, Amazon Data Firehose &1F IAM A€ , WEBIEEMFETE. £#8LUK CloudWatch H
SERHA R SR FEUE,

5/ T 5 FEEBUR ZE Amazon B ¥l Firehose ZHUEH S3 EEZETHE M AWS KMS €18, MREKRHES
S3 fEFETEE | 54T s3:PutObjectAcl & Amazon S3 BIEFE, ENERETrEEEETEER
Amazon & ¥} Firehose X {FHI ¥4

"Version": "2012-10-17",
"Statement":

L
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{
"Effect": "Allow",
"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"
]
},
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
},
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
I
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
}
}
I
#F Amazon B Firehose 55/ Amazon S3 B #its 86
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{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}
]
}

FRBUIER A 5 517 Amazon Kinesis Data Streams BR R, 1R BT H Amazon Kinesis Data
Streams fEAERIKIR , T BREMRIAN, MREFEH Amazon MSK #MARKIR , AITERA T AR
BRI -

"Sid".m"",
"Effect":"Allow",
"Action":[
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:cluster/
{{mskClusterName}}/{{clusterUUID}}"
.
{

"Sid"."",

"Effect":"Allow",

#F Amazon B#§ Firehose 35/ Amazon S3 B KJith 87
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"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:topic/
{{mskClusterName}}/{{clusterUUID}}/{{mskTopicName}}"

1,
{
"Sid"."t,
"Effect":"Allow",
"Action":[
"kafka-cluster:DescribeGroup"
1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}:{{mskClusterAccount}}:group/
{{mskClusterName}}/{{clusterUUID}}/*"
}

WMEBEAFEM AWS BB FEUER AWS ERNVFHMER , F2H IAM EREEETNELAENU
#&ET A ERiE AWS AR,

EE THRUOMKRT Amazon EF} Firehose FFEXE AR F 1 Amazon S3 B Vb ERR , 552 Ethe
section called “B1&E F {3 ZE Amazon S3 B Yith”,

£ F Amazon Ei& Firehose 5hfE2 Amazon Redshift B #1th

3
¢
ah
X
1

&R Amazon Amazon Redshift B B B2 F Amazon ¥ Firehose BV FZEUER; |
AR,

3]
- IAM AeEEFEREBE
« VPC 7ZHl Amazon Redshift #iZ2# % &£ = Amazon Redshift Serverless T{EEf#H

IAM A G EFEBUEER

E & A Amazon Redshift B Kb iF , Amazon E#& Firehose #EIREAF BN ERTEIEH S3 &7
. TALLBEMCRASHEENE AWS KMS SBETEIRMNE ., A%  mEEEIR Firehose &R
#% S3 FEFETE B AZIEN Amazon Redshift fiZE #BE = Amazon Redshift #&{q] fkes TEREE. 0
SRR T 8575858 8% , Amazon Data Firehose &% & £HEIA SR EE 2|8 H CloudWatch BHEEEHEM
BB37. Amazon ¥l Firehose € EH Amazon Redshift (F A& B BMNBRBEREFZEMMENEER

#F Amazon B Firehose 3B EE Amazon Redshift B 91t 88
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Amazon Redshift A RS TEEE  WEA IAM BEEEIEENMKIZITE,. €88, Cloudwatch H
SEEMB R, B Firehose Bl , BAEEHE IAM AR,

F A T HIEEE R ZE Amazon E# Firehose FHUER S3 fE1ZEr @A AWS KMS €88, NMRETHEE
S3 fE1ZETEE |, FEFIEs3:PutObjectAcl®E Amazon S3 BIMERE , URFRETEEEETSEFN
Amazon Data Firehose X{STHI ¥4, LB IRE SLFFFEL Amazon Kinesis Data Streams B FRIR .
WRETEA Amazon Kinesis Data Streams #ERERIRIR , IBBRFZFRAER.

{
"Version": "2012-10-17",
"Statement":
[
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

]

},
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
I
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
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}

}

},
{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

},
{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"

]
1,
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}
]
}

WERRAAFEM AWS RIEFEUEN AWS BRIVFHEF , F260 IAM ERAEEETHNELAGU
1§ 5T Al Eikka AWS BRTS.
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VPC fZHY Amazon Redshift i # £ 5, Amazon Redshift Serverless T{E&##H

R EH Amazon Redshift fiZ2 K # & Amazon Redshift Serverless TEEHAMVAEBRILEE R
(VPC) , AIEXEBLE IP it , AJHAMEE. ik, EBEBRE#H Amazon E ¥l Firehose IP i
it , BFEEBEERF Firehose FEUER Amazon Redshift #iZE# 5 50 10 5% Redshift #{m] R8s T4
FHEMYZEUE, Amazon E#l Firehose B ai¢t i@ A EEFEH —18 CIDR Ei# :

« 13.58.135.96/27 BAREERI (BXR)

« 52.70.63.192/27 ERAREERE (#FEmiEP)

« 13.57.135.192/27 BAREBEESB (I0FI#E 21t EP)
+ 52.89.255.224/27 EAREETEI (RER)

« 18.253.138.96/27EAM AWS GovCloud (EEIREP)
« 52.61.204.160/27EAM AWS GovCloud (XEI 7 EP)
+ 35.183.92.128/27 BARMEX (FEh)

© 40.176.98.192/27EARME XTI (4= F)

- 18.162.221.32/27 BAREXKEHE (FE)

« 13.232.67.32/27 BRAREAKESE (ZE)

« 18.60.192.128/27 AR KESE (BEHNE)

« 13.209.1.64/27 BARZEAESE (BH)

« 13.228.64.192/27 BAMREKEE (F0%)

« 13.210.67.224/27 BAREXKESE (ER)

« 108.136.221.64/27 BAREKESE (KNE)

« 13.113.196.224/27 BRAR G AKEE (RR)

« 13.208.177.192/27 BARE XK EE (XBR)

« 52.81.151.32/27 BARTFE (dtFR)

« 161.189.23.64/27 BARFE (FE)

- 16.62.183.32/27 BRAREBUM (FRE1)

« 35.158.127.160/27 BRAREMN CEHERE)

+ 52.19.239.192/27 BRARECN (ZHEHE)

+ 18.130.1.96/27 BRAREBIMN (fA%)

- 35.180.1.96/27 BAREMN (EX)

« 13.53.63.224/27 BAREBN HTEFEE)
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- 15.185.91.0/27 BARH R (EM)

- 18.228.1.128/27 BRAREEM (ERE)

« 15.161.135.128/27 EAREMN CKBE)

e 13.244.121.224/27 BARIEN BIZR)

« 3.28.159.32/27 BARPR FHEBEALE)
« 51.16.102.0/27 BRARUES (BRI X)

+ 16.50.161.128/27 BARBEAKEE (EFEA)

WEE MR EE P #but BV EFAEEER | 528 (Amazon Redshift API1ER) FHZRFHEEFEISE,
& T Amazon E#! Firehose FEIZ 3 OpenSearch iR ¥ B it

& 184/ OpenSearch AR5 B #9385 | Amazon Data Firehose & #1324 248 OpenSearch BR#
BE  WEIREBESME X 4HE0E S3 REFTE. WMRRMA 7R # , Amazon Data Firehose
2 ERMEEERREIZEIBM CloudWatch BEEBHEM SR, Amazon E#} Firehose £/ IAM A&
RIFEVIEER OpenSearchfR#&#1E., S3 RFETE. AWS KMS £# LK CloudWatch BiEEH#AF &
o B Firehose R , LA EEM IAM A,

AT 5B ZE Amazon &l Firehose FEUERY S3 12T, OpenSearchfRFEHBIHF AWS
KMS £, MRETHESE S3 FETE |, ¥ Es3:PutObjectAclE Amazon S3 BIEBE , AR F
AT #EE & T2 F M Amazon Data Firehose RIS ¥4, BLBUERINE fo5FFEL Amazon Kinesis
Data Streams HIBRIR =, MR EFREH Amazon Kinesis Data Streams fEBE R 2R | Al B EREBRR
o

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [

"arn:aws:s3:: :bucket-name",
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"arn:aws:s3:: :bucket-name/*"

]
},
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
1,
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
}
}
1,
{
"Effect": "Allow",
"Action": [
"es:DescribeDomain",
"es:DescribeDomains",
"es:DescribeDomainConfig",
"es:ESHttpPost",
"es:ESHttpPut"
1,

"Resource": [
"arn:aws:es:region:account-id:domain/domain-name",
"arn:aws:es:region:account-id:domain/domain-name/*"

]

1,
{

"Effect": "Allow",
"Action": [

"es:ESHttpGet"
1,

"Resource": [

"arn:aws:es:region:account-id:domain/domain-name/_all/_settings",
"arn:aws:es:region:account-id:domain/domain-name/_cluster/stats",

#F Amazon Bl Firehose FEIA 4 OpenSearch iR B # i
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"arn:aws:

_mapping/type-name",

"arn:aws:

"arn:aws:

"arn:aws:

"arn:aws:

"arn:aws:

"arn:aws:

es:

es:
es:

es

region:

region:
region:
:region:
es:
es:
es:

region:
region:
region:

"Effect": "Allow",

"Action": [
"kinesis
"kinesis
"kinesis
"kinesis

1,

account-id:

account-id:
account-id:

account-id

account-id:
account-id:
account-id:

:DescribeStream",
:GetShardIterator",
:GetRecords",
:ListShards"

domain/domain-name/index-name*/

domain/domain-name/_nodes",
domain/domain-name/_nodes/stats",

:domain/domain-name/_nodes/*/stats",

domain/domain-name/_stats",
domain/domain-name/index-name*/_stats",
domain/domain-name/"

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",

"Action": [

"logs:PutLogEvents"

]I

"Resource":

"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-

stream-name"

L

"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

L

"arn:aws:lambda:region:account-id:function: function-name:function-

]
I
{
"Effect": "Allow",
"Action": [
1,
"Resource":
version"
]
}

#F Amazon Bl Firehose FEIA 4 OpenSearch iR B # i
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WERBAFEM AWS RBFEUER AWS BRIVFHEF , F260H IAM ERAEERMTHNELABL
#EEF A ERiE AWS AR,

ETRUMRF Amazon EF Firehose FEUE MRS OpenSearch IRIEHF LR , 5582 REthe
section called “B 1tk F X {4 E OpenSearchfg# B BV itb”,

&F Amazon E¥} Firehose FHl VPC A #Y OpenSearch BR#S B &Y itb

MREE OpenSearch FRIEMF MK VPC F , FBHEEEZA L —HIFMRMEF AT R F Amazon EX
Firehose, It , BEZE [ Amazon BE Firehose B FEATEF R , LAEHEEESMELR) OpenSearch R
K VPC,

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

1Y Firehose Bi#% , FBUHBELER, MREHMEESLRER , BlIEE OpenSearch R
EXNEHIEH ENI B |, Firehose R E R R E 1L @ EH REBEHEEER,

/A Important
ERIEEFRBBLSEREAZIG VPC B Wt  FBEREMETRETEEHAEEN
AR IP Iit, MREEN FHREKEFPRIETRAMNAA IP it , Firehose BEEFE VPC H A
BEREEZE ST ENI, M EEES SRR KN,

BRI S EH Firehose Bl |, BB E Firehose S ERHEIX T &K OpenSearch FRIGHIE
BERANLTSMEE, B UM OpenSearch Service BiEMEANMERLZ S MBERITEANT M
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i, WREBEETEANRLMEE  FRECAFEE HTTPS REMEE OpenSearch R MBI
ZeMEE, RERE{R OpenSearch FRIEHAE M 72 M EHE R FFIBERTE Firehose BREFIEENZ M
ﬁ%ﬁﬁ’] HTTPS &, MREY Firehose &M OpenSearch R EBFEHHEBEIMN LT £ MEE | B

ZEFHEE ARB AT HTTPS RE. WERLFHEARANFHENR , 552E Amazon VPC X #HH
OpenSearch NELEHEFA,

& F Amazon E¥} Firehose FHl1/AH OpenSearchE {al ik 25 B #Yitb

& & F A OpenSearch (@RS B #Y#EF | Amazon Data Firehose £1%& ¥l 32 {4 E/#&# OpenSearch
FEAREES , YRKFSHESRIE X HEHDE S3 fEFireE. WRMA T #EERCH# , Amazon Data
Firehose th &% & BHE% S8 328X B8 MY CloudWatch B 56EEE M E . Amazon Data Firehose 1§
IAM A & 3RFEUEEHR OpenSearch EfIRFWE. S3 ®FETEE. AWS KMS £# LK CloudWatch
HESEEMBR. B Firehose BREF , BAEEMR IAM A&,

# A T BI1FEU R = Amazon Data Firehose 1ZHUER) S3 f17Er#. OpenSearchE ] R 254815

AWS KMS €88, MRETHE S3 /78 , H#H ¥ s3:PutObjectAclZE Amazon S3 BIEFE

LR F AT BEE & S5 £ 7 H Amazon Data Firehose R{FHI ¥4, BLBUERIRE A5 EEL Amazon

Klne3|s Data Streams BRI, MR ETREEH Amazon Kinesis Data Streams #EBE B R , TR
ZBR=

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [

"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect": "Allow",
"Action": [
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"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
I
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
}
}
I
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
I
{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"
]
},
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,

"Resource": [

#F Amazon B} Firehose FEUAH OpenSearchf& {7 i 25 B A it 97



Amazon &% Firehose HBEABER

"arn:aws:lambda:region:account-id:function: function-name:function-

version"
]
I
{
"Effect": "Allow",
"Action": "aoss:APIAccessAll",
"Resource": "arn:aws:aoss:region:account-id:collection/collection-id"
}
]
}

BT ERBEZI , B8 NER Amazon Data Firehose SR EBEERFIBEDRIER T HSEKHFT

"Rules":[
{

"ResourceType":"index",
"Resource": [
"index/target-collection/target-index"
1)
"Permission":[
"aoss:WriteDocument",
"aoss:UpdateIndex",
"aoss:CreateIndex"

1,
"Principal":[
"arn:aws:sts::account-id:assumed-role/firehose-delivery-role-name/*"

WMERBAFEM AWS RBFEUER AWS BRIVFHEF , F260H IAM ERAEERmTHNELABH
#& T A ERAE AWS AR,
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&F Amazon EX¥} Firehose FHl VPC A HY OpenSearchfE @ ik 23 B Y it

MREH OpenSearch EAREFESMNN VPC #F |, FBRESEM L —EHFTRKNFF AR F Amazon Data
Firehoseo, It4h , MEER T Amazon EF Firehose TR , F8EZEE©FEUEHR OpenSearch F{d
fREEEEH VPC,

» ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

B Firehose B , B7WEELER, MREHBELERR , BIEE OpenSearch R
EXHEHIEH ENI B |, Firehose SERME R L@ EH REBEHEELER,

/A Important

ELREEFRABLUEEREXEIE VPC AW ENE  FREMEFARTERHEEN
ATA IP ik, MREEMN FREPIETRHWTA IP {2t , Firehose FE:(7EFHE VPC 1 A
BREREETHFE ENl, MEBEERSERER KK,

B Y HEH Firehose B |, A LUEE Firehose EASE BHMEIX EEH OpenSearch E[REFES
BEANZESMEE, B LR OpenSearch ERAIRESESFIEANERZEMEHE , EATE
NEEMFEH, IREBEETEANZEMRFE  FRECAFBL HTTPS REMEIXZE OpenSearch
ERMRIFESN LT HEE, I, BHR OpenSearchEMRB[ESN LT U BRERTERTE
Firehose BBREFIEENZ S HEEMN HTTPS RE. WMREE Firehose BFF OpenSearch @ fRF
SEFEAERNZE A  FRERSHEABRARIAFT HTTPS RE. NELZLFERINFMEE
# , F2E Amazon VPC X#H OpenSearch WZ&Z £ &R A,

#F Amazon E#} Firehose 77Hl VPC H# OpenSearch#& Al Bk 83 H £ it 99


https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#SecurityGroupRules
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% F Amazon 3% Firehose 55 Splunk B #93is

B8 Splunk B B | Amazon &l Firehose Si$ & RHEIX B2 Splunk HTTP B4 Uk &S
(HEC) %%, ©thegZERENIEIEEN Amazon S3 HETE | BULLEENERBECHEEAN
AWS KMS £ #8#1T Amazon S3 [RIARESIHINE, MREAA T 8EER5CH# , Firehose B EREAHRE
EBIRMES CloudWatch#& &7, B LAER AWS Lambda & ¥,

MREEH AWS B FHF S , BEETE R Classic Load Balancer = "Application Load
Balancery . b4, MANGERBEAERNI YT /ERE , Bé¥ Classic Load Balancer {£H
Cookie E/Hi , B Application Load Balancer Y E|HAR:fE LR (7 K)o WMFE UM ITUAEENFHE

A , 5528 C lassic Load Balancer 5 Application Load Balancer 2 F #2858 585 B R THEREREZE
Mo

Yu 21 Firehose 7K , EHEEE IAM A, Firechose EF IAM A6 | YEIBIEEREFTE.
€88, CloudWatch SR8 BN E RN FZEE,

FEATSFIBEMA Amazon &#} Firehose FEUEAH S3 RAFETHER. MRETHSE S3 REFATRE
aHTiEs3:PutObjectAcl®E Amazon S3 BIEFE , URFREFITREHSE E T2 FE Amazon Data
Firehose XYY, LB 53R F Amazon E# Firehose FEUELL CloudWatch #4T #5850 8% F
AWS Lambda & ¥lE#, WHBERE AZFEFEE Amazon Kinesis Data Streams BIRIAR ., MMRER
£ Amazon Kinesis Data Streams fEAERIKIR , AIBREBIRR . Amazon &R Firehose T
IAM 553 Splunk. fZEY Splunk B , © & A& HEC &Fic.

"Version": "2012-10-17",
"Statement":
[

{
"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [

"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

£ F Amazon E3% Firehose 55/ Splunk B Kyt 100


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky-sessions.html
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}I
{

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",

"Action": [
"logs:PutlLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

£ F Amazon E3% Firehose 55/ Splunk B Kyt 101
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version"

1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-

MEBBEAHEM AWS RIEEFEEN AWS ERMNFMEN , F28 IAMEREEEHRNETAGLL
WG AT ERAS AWS BRI .

1£ VPC #H17E Splunk

MREH Splunk FENMNTE VPC , BIEXEBFRNE IP it |, AIHABEFER. WA, EiBFREH
Amazon & #} Firehose IP #iiit , #&#F Amazon E#! Firehose FEUEH Splunk FEMER. Amazon
& # Firehose BHIfEA T % CIDR [E#f,

- 18.216.68.160/27, 18.216.170.64/27, 18.216.170.96/27 ERAREBRZ (H3x%H)

« 34.238.188.128/26, 34.238.188.192/26, 34.238.195.0/26 EAREERI (HSFELE
3L #&R)

57.180.0/26 EAKREZEEZS (NF#fE =1L EF)

- 13.
* 34,
- 18.
« 52.
- 18.
- 13.
- 13.
- 13.
- 13.
- 13.
- 51.
« 35,
* 40.

216.
253.

24.32/27, 34.216.24.192/27, 34.216.24.224/27 BARERAIR (REMF)
138.192/265@ A AWS GovCloud (B R Z)

61.204.192/261EAM AWS GovCloud (£El#E&B)

162.
232.
209.
229.
211.

230

221.64/26 BRANEKER (FE)
67.64/26 BRANEKESE (HE8)
71.0/26 BRARDGAESE (BH)
187.128/26 BRAR AR (¥ 103%K)
12.0/26 BRAREARE (FF)

.21.0/27, 13.230.21.32/27 BARDEAEE (RR)

16.102.64/26 EARLES (1Fh#EX)

183.
176.

92.64/26 ERARMEKX (R EF)
98.128/26 AR MEXEEB (= 1F)
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« 18.194.95.192/27, 18.194.95.224/27, 18.195.48.0/27 BRAREMN CEZHERE)
© 34.241.197.32/27, 34.241.197.64/27, 34.241.197.96/27 ERAREN (EEHE)
- 18.130.91.0/26 BAREMN (AZ)

+ 35.180.112.0/26 EAREMN (BI)

+ 13.53.191.0/26 EARBUN (HTEFEE)

« 15.185.91.64/26 BARPR (EH)

- 18.228.1.192/26 HARBEENMN (BRE)

« 15.161.135.192/26 BAREN CKE)

« 13.244.165.128/26 EAMRIEM BER)

« 13.208.217.0/26 EARE KEH (KFR)

« 52.81.151.64/26 BARTPE (1tX)

« 161.189.23.128/26 BRARHFH (BE)

+ 108.136.221.128/26 EAM KR (HNE)

- 3.28.159.64/26 HARAR (A ABE KB

« 51.16.102.64/26 EHARNUES] (FHH#X)

« 16.62.183.64/26 EARBUM (FRER1)

- 18.60.192.192/26 EAREXESE (BEHNE)

« 16.50.161.192/26 HAR D AREE (EBX)

AAEIE R HTTP um &

EBNA HTTP WEREN L HEER | RAERSEN Amazon EE Firehose FIAWS IP {31t £ E
%,

ZE Firehose FTEE ANAESWEER A HTTP = HTTPS iR BM A5 E | FEFrE B il AWS
|P 13 11t &5 B Fr 8 Z i AR 81,

(® Note
BAFT—ERBEEMHBERMAMEBM AWS ER IP {1it, BHETEMEETHN AWS IP
it EE,

FREAEER HTTP w2 103


https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
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£ F Amazon &% Firehose B E ¢ B Witk

ERERENRERBENME |, Firehose BEFAZNERIRS URL SERMEXZEENIRF, ThESH
RERBER REIEEN Amazon BERFREERAEFIR  SEULEEEABSHEN AWS Key
Management Service £$8#1T Amazon S3 fRIRERIRINE . WMRBA TR H | Firehose &R
BIXEREX EEME CloudWatch #8857,

£# 1 Firehose B2 81 , BAHBEE IAM B, Firehose E#F IAM B |, IMBIEERELRT
f8. €887 CloudWatch RSB AN F RV FEE, FATIHFEBERBA Firehose FEUEM S3
FFITEE, MRETHES S3 HEFTE | FBFEs3:PutObjectAclE Amazon FIEREFEREEES
B L URTRETREEEY Firehose REAMNYHNZEEFEE, LBEHLER T Firehose FEUEL
CloudWatch #1T853R508%. WWEBIRINE A FFEEL Amazon Kinesis Data Streams BIRIAR, MREF
£/ Amazon Kinesis Data Streams fERERI KR , AIBRBEKEIR. Firehose A IAM RFHBE
. BRBEER , eFERAEBNEHIRSBUF PrivateLink Vpce ID FTEFAAEFNER T

{
"Version": "2012-10-17",
"Statement":
[
{
"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

iy
{
"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": [
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"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
I
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/prefix*"
}
}
1,
{
"Effect": "Allow",
"Action": [

"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
},
{
"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"
]
}

WERRAAFEM AWS RIEFEUER AWS BRIVFHEF , F260H IAM ERAEEETHNELAGUU
1§ 5T Al Eikka AWS BRTS.

A VPC R ETE
MRBENETHEECHAEERE | Firehose BEMA VPC i B EAHERTISHAARE

MAFREZBLABEBRRERKR. ALk, FFRIE Snowflake #B4&HR BILL /23T AWS BT BAYEEBF PR
FAwsVpceIldsfV A TARNEA, MEFMER , 526 S nowflake ERIEEHIELMEEARA,
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Amazon #{#% Firehose

FMBABER

RBEEFEREERN VPC in 2515
AWS [E

KBRS (%)

KBEIRED (HEE e ERdLER)

VPCE IDs

Vpce-0d96 ik K
VPC-0C343D48f537b
vpce-0b4d7e8e141ba8
VPC-0B75cd681fb507352
Vpce-—F = €63820ec00D8
VPC-0C2CFC51DC2882422
El#EA -06 I 862f019e056
VPC-020 NE KB ZREA
VPC-0B80504a1a783cd70
Vpce-0289b9f0b5259a96
VPC-0D7#118628bd69a12
VPC-02bfb5966cc59b2af
El#EA -09e707674af878bF2
vpce-049b52e96¢cc1a2165
vpce-0bb6c7 b7a8a86bb
1348 -03 b22d599f51e80f3
#248 -01 B 60fc106 3E 1
vpce-0186d20a4b24 5
El#EA -0533906401a36e416

VPC-05111fb13d396710e

i VPC HIETE
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FMBABER

AWS [EiF

VPCE IDs
Vpce-0694613f4fbd6f514

vp-09b21cb25 AERE

&l1E A -06029¢3550e4d2399
VPC-00961862A21b033DA
VPC-01620b9ae33273587
EIYER -078CF4ec226880 Xkt 9
VPC-0D711bf076ce56381
vpce-066b7e13CBFCAGe
VPC-0674541252D9cc26
vpce-03540b88 E1H

El1Ef -0p1828e79ad394b95
VPC-0DC0e6f001fb1a60d
VPC-0D8f82e71a244098a
El¥EA -00e374d9e3f1af5

Vpce-0C1e3d6631
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FMBABER

AWS [EiF

KBS (BRE)

BN CERAR)

BN (ZF)

TAES (RX)

SXKESE (¥ 03%K)

DAEE (BW)

VPCE IDs

R 48 -0f60f72dadcd1e7
Vpce-0c60D21 EB8b1669FD
vpce-01c4e3e29Afbef
VPC-0cc6bf2a88da139
El¥EA -0797e08e169e50662
Vpce-033cbe480381b5c0e
Vpce-fE£ 8f9eb10A5

148 -08ec2f386c809e889
248 -0856d14310857b545
vpce-068dbb7d71c9460fb
148 -0a7a7f0942d4ec9
VPC-06857e59c005a6276
Vpce-04390f4f8b75F2
Vpce-011 fd2b1f0A172FD
EI1EMA -06369e5258144e68a
VPC-0f2363cdb8
VPC-049cd46¢cce7a12d52
vpce-0e8965a1a4bdb8941
EIYEMA -0aa444d9001e1FA1

Vpce-04a49d4dcfd02b884
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AWS [E VPCE IDs
AR (ERE) vpce-048a60a182c52be63

EI¥EA -03 ¢19949787fd1859

¥ F Amazon & ¥l Firehose FEL HTTP iw 2 B #y it

BRI LAE A Amazon B#& Firehose I BUIREIEZI{EM HTTP w2 B M #b, Amazon Data Firehose t
SRZERMEMEIEIEEN Amazon S3 REFETHE , BN REMHEABSHEERN AWS KMS £ifiE
1T Amazon S3 fAlREFIRINZR . WREKA T E#EE55C#k , Amazon Data Firehose &% & BHE Xk 88 22 &%
B|IZH CloudWatch BE6SE . EHATLAER AWS Lambda ERIEH,

3 Firehose Bl |, BAEAEfE IAM B8, Amazon Data Firehose €1&/F IAM &€ |, WEBIEE
FE1FETEE, £88 LUK CloudWatch B S&EAEH 7R ZEUE,

£ A T 5 FEUB K AT Amazon & # Firehose FEUEAE MR IEEN S3 RBEIFE. NRETHSE
S3 fFETEE | BB s3:PutObjectAcl®E Amazon S3 BIMERE | UBEFREFEBHEEETSER
Amazon Data Firehose XTI ¥ #H. LBUER IR F Amazon ¥ Firehose FEUELL CloudWatch i
1TEEEREC M AWS Lambda & #1E#:, ILBERAE AAFFFE Amazon Kinesis Data Streams #YFRIR
Ko WMBETEA Amazon Kinesis Data Streams EBERIHR , AIBKRZFERR

/A Important

Amazon E#% Firehose A~ EA IAM B Z XN E=FRERUHHEEHN HTTP imE B /Y
i, FIEBIRZ |, BXE , MongoDB , #i&% LogicMonitor , JESTSiiB#BE, EEFHSXE
WE=HFRBEMEFMEENIEE HTTP IWmH B Mt , BBEREHER S APl £8
FUA# Amazon Data Firehose i ZZRBENERFMIENEZIEE.

"Version": "2012-10-17",
"Statement":
L

{
"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
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"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

]
I
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
}
}
},
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
},
{

"Effect": "Allow",
"Action": [

"logs:PutLogEvents"
1,
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"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

]
I
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]
}
]
}

WERBAFEM AWS RIBEFEUER AWS BERIVFHEF , F26H IAM ERAEEMTHNELAGU
185 AT EikAe AWS BRTS.

/A Important
B 8] Amazon ¥ Firehose T X Ei$ERMFIXZE| VPC Y HTTP % 3o

#& Amazon MSK &R E 33 ¢

B8 1¢ Firehose 1RF (Hlaitk S B) 1L Firehose &3t , MZKN KRR S —ERFE (AWS tRF A) #
B9 MSK H &R | B4 BERTHIERE,

RE A :

1. 7£ Amazon MSK =& | BEMENES , RBBEEM.
2. EMERET , BEHFEELFABRZ VPC ER,
3. EREMBRET , REREREL,
a. WMRBEMKRFREBR , FQBEE Firehose R EBEAMEA Firehose BIRF S3 1Y,
AWS Management Console & BB/ E 4+ B 5 E E R KL,
b. WMRBHECDHREBR , BETIFAIMEEREEEK

#& Amazon MSK BB1RF 324 111
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"
.
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterV2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-l:arn:cluster/DO-NOT-TOUCH-mskaas-
provisioned-privatelink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20" // ARN of the
cluster
.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"
1,
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*"//topic of the
cluster
.
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::233450236687:r0le/mskaasTestDeliveryRole"
1,
"Action": "kafka-cluster:DescribeGroup",
"Resource": "arn:aws:kafka:us-east-1l:arn:group/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of
the cluster

iy

4. TEAWS EBT A WAWRFEBHEEID,
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5 & "EHE, T, BEELFE Firehose MM PHENE KA Apache Kafka /&, I Firehose &
M2® , ERMELENLLEE,

6. I&EJE Save changes (AFZEF)

RFE B :

1. 1E Firehose £#2AH , BEME MRS B # 1L Firehose &,
2. TEXRIRET , i#EE Amazon Managed Streaming for Apache Kafka.

3. ERRFRET , ¥ Amazon Managed Streaming for Apache Kafka #5 , 7EIRFS A R A
Amazon MSK &£ # ARN,

4. £ "B, T, BELFE Firehose BRI HEENE BIAY Apache Kafka 78, I Firehose &
7)!1;2?& jﬁﬁjﬁ/\\\/ﬁ%%ﬁﬁtiﬁo

5. T [BEiEBREE P, $87F Firehose BRI BERE,

R F B R Firehose By , B4 HAEE IAM A6 (FHFEREIL AWS Management
Console) , ZABERT Firehose BREEHREFTE 2 EIRSE Amazon MSK #E/M "EEL FH
¥,

LU 2H AWS Management Consolef8 ER AR :

"Sid":. "",
"Effect": "Allow",
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:cluster/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of the cluster
.
{
"Sid":. "",
"Effect": "Allow",
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
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iF

"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/mskaas_test_topic" //topic of the
cluster

},

{

"Sidv: ",

"Effect": "Allow",

"Action": [

"kafka-cluster:DescribeGroup"

1,

"Resource": "arn:aws:kafka:us-east-1l:arn:group/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba@9-xxxxxxxxxx-20/*" //topic of the cluster

.

}

ETR, SUUEARECKBRNMCHENERNERSR, NEFEESA
Mg E R,

3
¢

BY ARERCHEIR

ERFERZ{E Amazon S3 BVt

BRI LAERA AWS CLI SR BB EIBE X E APl , E—ERFFFEATRE AWS 1RFEHH Amazon S3 B
M E 3 Firehose . THRFERRERE A BB/ Firechose BRI EREEEIRE B FriE
EH Amazon S3 fE1FEFE &I,

1. (R Firehose 17E Amazon S3 B P ATRESER  EIRF A TEY IAM Af,

(@ Note

ERBEHDIEEN Amazon S3 REFBENEF A BIRFAME. FELEFIUBCEE
HF#7i8 s3:PutObjectAcl Amazon S3 EIEEE , LAMER FIRF B ¥ Amazon Data
Firehose X2 YN TEFEE., BIRFRXNFELFTA. Amazon iR Firehose 7%
AR EHY x-amz-acl " EEEREA "bucket-owner-full-controls o

2. BEAFLNELN IAM BEEFW , FEBIRFTEL S3 REFFBEEK. UTEXRARER
BEBCRESl, MEFHMET  F2REARETEBENEREBXE,

"Version": "2012-10-17",
"Id": "PolicyID",
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"Statement": [

{

"Sid": "StmtID",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::accountA-id:role/iam-role-name"

},

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:: :bucket-name/*"

]

}

3. HRESELSBR1HEINIAM AE | EIRF A T2 11 Firehose &,

EEIR E X+ ZE OpenSearchR#% B Ay

BT LAE R AWS CLI 5 Amazon & ¥l Firehose APl , T EE R EMRFE# OpenSearch AR#E B Ky b #Y
—1{@ AWS IR FE I Firehose &, FIREFBETRNAEIRSE A TEII Firehose &3 , WASHERE
ABERMEIXEEIRFE B FT#EAE R OpenSearch IR B By A £ 41,

1. {#H the section called “#%F Amazon & ¥} Firehose f7HU/A# OpenSearch IR#5 B #3#t:” HpTiR
WTSR , EARFTEL IAM A&,

2. FEAFRELEL—ELSRPEIHN IAM BBEFE , FEWRF B TEI OpenSearch BRIFBUEX |
LR JSON & &4,

{
"Version": "2012-10-17",
"Statement": [

=R 5 2+ E OpenSearch R % B #9ith 115
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{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::Account-A-ID:role/firehose_delivery_role "
},
"Action": "es:ESHttpGet",
"Resource": [
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_all/
_settings",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_cluster/
stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/roletest*/
_mapping/roletest",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes/

stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes/*/
stats",
"arn:aws:es:us-east-1l:Account-B-ID:domain/cross-account-cluster/_stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/roletest*/
_stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/"
]
}
]
}

3. FRBESE1HELNIAM AR , FEIRFS A TEIL Firehose &ifi. B&RE I Firehose B
B, 55 A AWS CLI 5 Amazon &l Firehose API , Y#§EClusterEndpoint B MF 2
FDomainARNM OpenSearch fR#%.

(® Note

HEZEEBTEMRFH OpenSearch BR¥ B #RAY AWS RS 2L Firehose Bt , BAAGEA
AWS CLI 5 Amazon & #} Firehose APIl, & EfEAE AWS Management Console Y&
FEIRFEE o

EIRFE 3+ E OpenSearchfR#% B #9itk 116
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£ AR B IE B 7 EX

BRI LAE IAM R EAERConditiontE (HConditionER) , RIBEBRER/NEMRY
Amazon Data Firehose B{EMFEL. LA T/DETEREA NI EH ¥R EH Amazon E# Firehose fEE#1T
LRVE, MFEMEA Condition TEMNFHMENR , X THEZIRZPAFNANEE T , 5528 |IAM JSON
BERTE : Conditions

CreateDeliveryStream

%R CreateDeliveryStream 4 , BB aws:RequestTag &8, ETHEHIH , MyKey
B2 MyValue 2 BIRTEBHNSBRNEEE, NFEELENR , FSEEEREREE

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"firehose:CreateDeliveryStream",
"firehose:TagDeliveryStream"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :RequestTag/MyKey": "MyValue"
}

]

TagDeliveryStream
%R TagDeliveryStream #4E , 55# A aws:TagKeys RH £, ETHEHF |, MyKey BHER
SWEH,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",

AR FE 117
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"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}

UntagDeliveryStream

%2 UntagDeliveryStream #&1E , FEE A aws:TagKeys RH£#8., ETHEHIF , MyKey BIE
Bamesl,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:UntagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys'": "MyKey"
}
}
}
]
}

ListDeliveryStreams
ListDeliveryStreams EERBEFE R UEBRAERNWFZEUEH,
H{th Amazon 4% Firehose 1&1E

R, . FLAABFTE Amazon Bl Firehose % CreateDeliveryStream
TagDeliveryStreamUntagDeliveryStreamListDeliveryStreams , &

Flaws:RequestTagifr£i8, ETHEHIF , MyKey B2 MyValue D BIRREBHN S|/ TE EE,

ListDeliveryStreams, A , fEffirehose:ResourceTagliEH & BB Firehose B EMER
RAZHFEL
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ETH&EHIH , MyKey B MyValue ZHIRTEBRNSB/MNEEE, LFAEEAREEER
AMyKeyHR/BMyValueREHN E R Firehose Hifil. MEFBRBERERZFFIENFEESA |
A2 IAM EREEETRNERAERZES AWS EREF.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "firehose:DescribeDeliveryStream",
"Resource": "*",
"Condition": {
"StringEquals": {
"firehose:ResourceTag/MyKey": "MyValue"
}
}
}
]
}

AWS Secrets Manager £ Amazon E{#% Firehose H#1T 5 15

Amazon & ¥} Firehose E#E 4 | A2 AWS Secrets Manager I ZNZ £ , YHELEA
BRlEmit, BEEE ST E Firchose EHITREER# Secrets Manager HERZE , LUEEE LRIRFIN S
TER  WEERENERER. E& , ERAEZIERRE AWS Management Console = API 2
B, BB EBEHISURENEET. ERHET —EXLNHCERERLNEE , UEERREMNFER
EIEEE , HINERE BET Lambda BREURE R R B,

MEFMER , 552B AWS Secrets Manager FH & ER,
T BN

MR LA R AN B R FEMAE Secrets Manager A — %G, —HER , flNERAEIBNER
#%. OAuth R HEMWEEH.

HASEE WM , BANBELNIEHERN JSON KNIEEFRBEY , WA THIIR. MRENZFBRIE
BB EH A EFE JSON # =, , Amazon B% Firehose #5858 1228/ B 1Y,

o8 5% Redshift #fi722 % £ M58 &% Redshift A RS TEEBENRERDR

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html#access_tags_control-resources
https://docs.aws.amazon.com/secretsmanager/latest/userguide
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"username": "<username>",
"password": '"<password>"

}

BIRHMEERR

{
"hec_token": ‘'"<hec token>"

}

{
"user": '"<user>",
"private_key": ‘'<private_key>",
"key_passphrase": '"<passphrase>" // optional

}

HTTP i% 3 , Coralogix , #i5% , BiZ , &M  ¥%E , Logz.io , MongoDB EMFEW I B KK

LogicMonitor

{

"api_key": ‘"<apikey>"
}
BN WER

EEEVURE , FFER (AWS Secrets Manager EA{EmM)Y FH "2 AWS Secrets Manager %
B1 PRTERETERE

£ B2

KRB EFEA AWS Secrets Manager RIF S BRIFHZ B IBZEFR B M9 , 6120 Amazon
Redshift , HTTP im& , 1% , B , M# , BBESE , B3, B, 8E , Logz.io , MongoDB E
#iE¥W. LogicMonitor

I&TILATE Firehose BRI | BB AWS EEB XA AEL B MHbERE Secrets Manager B9
BF., MEFMEN A FSE JEEWHERE, RE , BB AL CreateDeliveryStream#]
UpdateDestinationAPI YEZ£3RE%XE Secrets Manager KR .
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Flrehose SLUMBARNRINEE , YEEBNWHNEBOERTPFEHELEREG, ce€ER 10 7EEHE
—RIRER , LU RE AR,

BAILURIBE SRR E B FERFRIRAE Secrets Manager FEEVZIBHIThAE, MREFAEEH
Secrets Manager fEEVZTS , B UK AFERAE BB/ EHR APl 218,

(@ Note

RIS EIEETE Firehose PABELBENER , EEFTEXNEFEIRMN#MRE Secrets Manager
WER, MEFMER , FSEAWS Secrets ManagerEE B H,

BF TFirehose) 1FEVEER LAREEL 1S

£ EE Firehose P HEEUR S AWS Secrets Manager , #8478 0] Firehose 1R FEUR TG L ERER
AR D22 48 B 25 Sl Y A ERE R

£ AWS Secrets Manager FHBERERE , REEHNRBEVLENMNZ LN , 4 ETENE
REIRIE,

- MRFHEEH IAM AEREEFEHEEN AWS 1RFEF | W EATERE AWS Z
&8 (aws/secretsmanager) % , Al Firehose RE%XHI 1AM ﬁ@/\$¥£E%
Hsecretsmanager:GetSecretValuefR,

// secret role policy

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"
}
]
}

mME IAM BERH SR , 5528 AWS Secrets Manager.

- MRFBREFEEACHEBNKRFS  EEAEFEESIR (CMK) ZE , AIZXAEE
Esecretsmanager:GetSecretValueflkms:Decrypt#PR, CMK BEEFZFEAF IAM A&
#kms :DecryptiT,

ERRE =


https://aws.amazon.com/secrets-manager/pricing/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_examples.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"
.
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"
}
]
}

- IRFEBREEEEZVACTREN AWS tRES |, W EFEATERN AWS SEES|ME | AI&ELH
TIERE , BB Secrets Manager A AWS SEE LB NBZRBETAFEIRFE FE.

- MRBBREFETEMIRFPILMER CMK 1% , Bl IAM BEEERT
Hsecretsmanager:GetSecretValuefF A CMK E#kms:Decrypt#ER, FIBEHNERBEM
S—ERFPH CMK BERtEEE AT IAM AEEGXENTA., NFEFHAEF  F2EEBIRFT
8

WRRIEEEHENBEBHNRIR, B LLER AWS Secrets Manager E A IRIBIE ENHERE B B EEH
B, E& , BULASHNREERRBNE, EEPVAREIZITZBNEAK, MEFMAENR , F2
B {AWS Secrets Manager fEA1EFE) H#HY (HEE AWS Secrets Manager Z) o

E1B Amazon ERPFAEETIZEARAEE IAM €

Amazon B ¥} Firehose R —EE£ZERK , AR RERMEATI B M, BEILERE Firehose
EEZECIEBNERERNNER, ZEFHELYR  BX4ELRME IAM 86 , UMEEEITSiRE
Firehose BB EFAI % F Firehose, Firehose &&tH¥t Firehose BRI EMNFIE R EA L IAM A
&,

Flgn | RERIEE RS ERMEIXZE Amazon S3 B Firehose BiRAIZES] , Mk Firehose AR ERA
AWS Lambda ZhEERy TERRIRECEE, - EUERT , B4ARE IAM A6 | LUREE Firehose FHL
S3 FEFFEMIA Lambda HEWEFT , W TR

HEE R 122
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"Version": "2012-10-17",
"Statement": [{
"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": ["lambda:InvokeFunction", "lambda:GetFunctionConfiguration"],
"Resource": "arn:aws:lambda:us-east-1l:<account id>:function:<lambda function
name>:<lambda function version>"
Yo 4
"Sid": "s3Permissions",
"Effect": "Allow",
"Action": ["s3:AbortMultipartUpload", "s3:GetBucketLocation", "s3:GetObject",
"s3:ListBucket", "s3:ListBucketMultipartUploads", "s3:PutObject"],
"Resource": ["arn:aws:s3:::<bucket name>", "arn:aws:s3:::<bucket name>/*"]

]

Firehose T AARERERHELAGN AN, SANRTIEHR —EREHETIEE,

- BEREN IAM AE
« REIEBABIHN IAM AR

BEREN IAM AE

WA LRIBAEN IAM SR ETEE, FHANEE  EFRASIEEN IAM ACEEREN B WFFE
HEEESTEBRMT, MEFMER , 5F82E F£H Amazon EE Firehose 2 HI1FHL

REEELEIUF IAM BE

HE , BHEALUMEH Firehose TRARKEZEIFAE,

E Firehose RREEN IAM Bl  ZACEEHEBITERIE Firechose BRARERFAAEERNME
ERMETEEE,

fign , MRLLBRAAEEIRECEKE AWS LambdaZhde , REEFISERERRRE TENED,

{
"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": [

BEBREN IAM AR 123
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"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "arn:aws:lambda:us-east-1:<account id>:function:
%FIREHOSE_POLICY_TEMPLATE_PLACEHOLDERS%"
}
(® Note

ZHOENEKBEARELRLH , SFIREHOSE_POLICY_TEMPLATE_PLACEHOLDER%E AT 1
TEFEMERNER.,

FRABIYNIRE Firechose BRITERBUSENEFEEER , XEHHMNE IAM &, SEBEAHF
Firehose #&1F IAM &€, UT R —EEEXRIBHN —EH F.

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "firehoseAssume",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
.
"Action": "sts:AssumeRole"
1]
}
/A Important

- BIERE R HEZ (B Firehose RRAEAMENERAEE IAM A6, £/, IAM A& THE
E2EENERIERHER.

- EEEFEAEEN IAM BENERBERFEATENEREREN , BULEYHSH IAM
At  RRBBRRAXNERIFHACHMERBKS . BEEZEAEHIE Firehose &
o, EERURBS FEEFRRERSA IAM AR1EIE,

- TELAESEE ARN FEEFRRBASHNEM IAM A, EREFREAN IAM SEEE
i, FBA4HEE ARN PERAERBACTEN IAM B, LMEFTZETSHHEETEM
2E,

REZLEIFH IAM BE 124
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REZEEY IAM ABH TR

1. 3TFA Firehose £ & , ##t A https://console.aws.amazon.com/firehose/o
2. #E T Firehose &1 -

3. BEENREFENMEMNHM. MEFEFMENR , FF2E &L Firehose Fiito
4. ZEREHNHMRE. NFEFEEH , F2H [REENMRE,

5. 7 [ERERE] T , 8RR RBEL , EZEF [BAUHEH IAM BE],

(® Note

EREREE, %E{Eﬁﬁfﬁﬁﬂ@ , ERELURERE IAM £A®IZIE, Firehose TZEATE
HIEBECHWARETEMEE,

6. BIE "3 Firehose &, o

REEEREE IAMAE
E 12 fREE Firehose BiiBF , Firehose EMEMEHMBENEREREL  URREEBNEREE,

flan | BEERARIMTRAN Lambda B BUIRARE Firehose 57 0 B A E R RS8R RY ThBE
FfexampleLambdaFunction , Z8EHRRAIPEE THBHEEH, AWS Lambda

"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:us-east-1:<account id>:function:examplelLambdaFunction:
$LATEST"

}

/A Important
IRAEEN IAM AEEERBAEMRN. RATEBRLETRANMERERRUNEE

/ \/JJ (]
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Amazon &% Firehose HBEABER

REZERE IAM AL

1. 3TFA Firehose £ & , ##t A https://console.aws.amazon.com/firehose/o
2. 1#1F TFirehose &ifi1 , ARBELETHMMW "Firehose Hifiis BB

3. 1 [#HEE] REIEEAY [ARS[FE BERY , EE [RE.

4. EF IAM BEEIE,

(® Note

BIFTERR T RE—EZFEAE ARN FHEXNBREALEN IAM £, EREEREN
IAM BEIZIER BV EHE ARN FZRAEREARTEN IAM B | UEXEAT
SHEETETMEE,

5. BEERFEE,

EL42 Amazon 2% Firehose

B B2,

;

Amazon &¥} Firehose 5 H Firehose BHRIEMHEEIRINgE, WTHMER |

3
B

Amazon & ¥ Firehose W& REH

= H % E TS Amazon Data Firehose NZ & MAEHR M | MAZE AWS §BEFTEIN—22,
1B LEETE|EFE SOC, PCl, FedRAMP, HIPAA &%,

NERESRSRBERG AWS RSEE , FSHAAREENWAWS B, NE—RER
S8 AWS AR5,

3

B LERATHE=FE&EE AWS Artifact. FEFMER , FBBE AWS Artifact P FEH K.

&£ Data Firehose B SR EEEUAREERNEBRYE, NFANEREBEURBANEENZE
H, MREFEH "EH Firehose, B S HIPAA, PCl 5 FedRAMP £Z%# | AR EEIE R LA
Bh : AWS

- ZEMESHAMREAFER — ELEMBEENREREZE  WRHE LRBUAREMNERER
AREXNEERENSR, AWS

« BB HIPAA ZEMEEHRMBERE — FTARERALTAWAEAZILTE HIPAA FENER
AWS £,
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- AWS EHER — W ITHEBNERESTRERARESNEZENMEL,
« AWS Config— it AWS BRBFFEENERBERESRHERAMER |, TEEAMER.

« AWS Security Hub— Itk AWS RIFIR L E£MENSERE |, HEERER AWS REEFALEMY
EEEENREME,

Amazon E¥& Firehose FHYFE M

AWS £ EREBEERE AWS BN THAERELN. AWS ESRHESEER S HANRHRLATH
B, ELEHERREE. SAXENSERBENMKER. BRTARE , BARTERENER
BANERNE , AT TARSCEHEBRERE  MASRETE. TRAESNTAME. FiEE
MEFREESD , RE-HSZEERPONERERREES,

WEESMARARENERE AWS B , F2EAWS £EERERE.

BT AWS £ REREMZ I , Data Firehose SRS EIAL , S = EA0 R TAERHAES
ER,

Amazon Data Firehose LA E@REFERHIT , WEBHTEHBHERBRREBE T EERE., FTHESATAM
MEMAEBSEEEREE, BEEEE R , Amazon EH B N EE AT #E{R Firehose B RAEHABEM
TEEBEXEMER,

Amazon E¥% Firehose H Y E B %

feA—ESEMS , Amazon FH} Firehose BE| AWS 2HRBBELMRE. A AWS B2 ML
R AWS REEREBORMET  HSHAWS TH%s FEEAEREBL S HOBEHER
AN AWS B, BSERSETAREE AWS FHRBTHERESRE,

IERLAER AWS BE#4MEY API FEIY | EIBEEFE Firehose, EAERLAXIETIESR :

- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEEH TLS 1.3,

- BfeEXEIEFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARE (M0 Java 7 HIEFIRA) KL EZEELER,

ok, BRSACAFIE® ID FE IAM RMEEBNAE TSR REE, IF , ZALUER
AWS Security Token Service (AWS STS) RE4 TR LBEREBHER,
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https://aws.amazon.com/compliance/resources/
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
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® Note

HABELHM HTTPS 555k , Amazon B¥! Firehose A HTTP BRXE , XEXES B HHERN
BEEXENZS TLS BABERA,

VPC i 2 (PrivateLink)

Amazon & ¥} Firehose & VPC i ER X8 () PrivateLink, MEFFMEN , F2H FH Amazon &
1% Firehose AWS PrivateLinko

Amazon Bi% Firehose WEZ 4L RIEERE

Amazon Data Firehose E 8RB NEEECNZ2BERE , REF 222 IEHEERE, UTHREE
5]'%?': BRER  IFREXRTENZELHASTR, EEREEXTRETEARELREENREER , B
ﬂﬁ*ﬁﬁrﬁﬁﬁﬁnﬁﬁiﬂ WTEQVIEE?EI/TO

B EEREFR

RFEFAIE |, B LUATE E ZES HFLE Amazon E B Firehose EIRIIFF A, BEEHEHELERMA
REFATHEE , Atk , BREZEHTEEMENGTT, HBREELRIEZZZEFIENZERARM
EEmMS K EFREERFEHRMEEEEN—IR,

FH IAM A&

SEENAFPREARINSEEAEUWRR ST 8EEE Firehose B3 , T B EM Firehose B4 EE
EERWREBSREEINE WM, BFEK AWS EAEREBEEERERFixERAEZENZ Amazon S3 f#
FirlEd, EERTSEDHRNRPERE K NREINEZA , JASHEKERBRENTE,

Mkt , BEZER IAM BEREBLEENAFREAEANREZEAER , LUFE Firehose &
e FAAGK  ZFAEARMEAEN flNEREEBNBBRFREN) RENHEMER.

WEFMER , F2E (AM ERERERE) FHLTEE

- 1AM B8
- ERNABHR : FAE, BAEIXNERSE

VPC %% (PrivateLink) 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html

Amazon 1% Firehose HEABEE
EMRKEREER RS R INEZE

AJLATE Amazon & #l Firehose B INZBREERMEB PN ER ., MEFHMAEN , F
Amazon & ¥} Firehose FHIERIRE,

Hll-
W
&a
>
3
)
N
o
-}

A CloudTrail REZ#2 API FEAY

Amazon & #% Firehose BEEZRIEE K £ —# AWS CloudTrail , ZARIE AR Amazon &% Firehose
FRAE , AR AWS RGN IRET %,

EAWEMEZA CloudTrail , A L ¥ ET B Amazon Data Firehose £ HMIEER. BHBRHVER IP
ok, REFBROAE, BEBRVEEUREMEFMAER,

MEFMEF , F2 B the section called “fE A A FFaC#% Amazon B Firehose AP H AWS
CloudTrail”,
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Amazon Zi% Firehose E{iRE#

Amazon & ¥} Firehose AI LA FAIEHY Lambda BREIREREANRRER , WASERENER ST E
BHHth, BAILAFEE I Firehose & RFRUA Amazon E¥l Firehose E Rl E i,

ERERRE

B8R Firehose BRI #iEF , Firehose EREEANER., BEFXNNRERNEEN

7 0.2MB M 3MB 2. BRT Splunk MER 25 , FiE B WA FEER Lambda & KX

NMETEZE 1MB, IRZE NER, M TSR, |, BERNEEFERTRE 256 KB, Lambda #&
FHERBRTHVEE TR 0 F 900 ¥ zE. F?T*?ELX9$WFE7EE E’Jiﬂj F85% Lambda #%
FERRETRA0YW., HRER , ARNETFRTERA 30 ¥, EEFABEFEA),

AEA ﬂ?ProcessorParameterﬂLlE’ﬂBufferSizeInMBs%[IIntervalInSecondsKEﬁ

7 CreateDeliveryStream}, UpdateDestinationAPI #ProcessingConfiguration2 &, ## , Firehose
FERARFZUARR , BERPAXNFIEEN Lambda BEE , USEEEFHHIX S NRWA AWS
Lambda » EfENEREH Lambda BIXZE Firehose, A% , Firehose E7EiEZIIEEWN B Wb
ROBEERERR (UAAREERE ) BHEXF BN,

/A Important

HEFFERMEESHE , Lambda B FBEXMEBH AN ERE 6 MB, Eitt , AREEFREH
XWEFEX NS EPIALER 6 MB , BRI FTERRY E FE 1 TSHEI1B 6 MB,

ERERAIREER

RE Lambda BT B LML BT E TS E , B Al Amazon Bl Firehose EERELSE , I
BHEHRBEREIRLY,

¥ 5 Kinesis Data Streams # Direct PUT :

recordld

508% 1D 2 A HAIRI 7 Amazon B# Firehose E3%E Lambda, B X BT SHERHE
ID, RIASCEEHY ID EHEIREHEN 1D EEEMALHT , SR AERER K,
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_ProcessorParameter.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ProcessingConfiguration.html
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result

SR ERIERARAE, TTREME R | Ok (FRSREIAIN),. Dropped (REBEZEIRERK) ,
LAK ProcessingFailed (s xEi), WMREHNMER/OkZDropped , Amazon ERl
Firechose 2 EIRABEKINEE, B8l , Amazon Bi% Firechose 4B ABRKINEE,

EEIRERAS (base64 fRiEE).
AR 2 — 18Rl Lambda #& R H -

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"
}

¥ Amazon MSK
recordld

AR | SE8ER RS2 ¢ Firehose BIAE Lambda, Eifiic&k N BT SHEIMNEE ID. FHA
L8R ID EREREESH ID EEEATA , BERAEREKRE,

result
HEMNERERARRE, TEENEDE | Ok (FE&EH ). Dropped (BRI BEXERELHE) , U

& ProcessingFailed (Re#&# 2EiR), WMRIEHMNMRER/OKkZDropped , Firehose BFR A
RO KINEE, BAl, Firehose 8RABRKINEE,

KafkaRecordValue
EEBER AR (base6s fmiFE).
LTRE—1ERH Lambda & R&@H :

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": '"<Base64 encoded Transformed data>"
}

R WA R =
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Lambda EE

E L EEE /R & A 2 S MEFH AWS Lambda BREUIRE#: Amazon E ¥l Firehose ERI B FRHHESR,

EFEEFEFEAP AN AWS Lambda EE

1. B A AWS Management Console YR AWS Lambda & , #8114 https://
console.aws.amazon.com/lambda/,

2. 1#$E Create function (B E ) , #EEIZE Use a blueprint (EAEE).

3. & TER, Wyt , BE2EEFfirehose L& Amazon & ¥l Firehose Lambda E .,

EEEE

« {&iXZE Amazon Bl Firehose FBRAVEE L # (Node.js, Python)
WEEERER T WMAFEA AWS Lambda BRI Firehose BRI B RHPEREAREHI,
REIEMER : 2016 £ 11 A,

BT : &,

« {E3XZE Firehose KR CloudWatch B&
HEBEEK. MEEEEXZ Firehose Z CloudWatch SC# RIS |
CloudWatch 528%#8 % A Firehose,

- R BFEXH Amazon BiE Firehose Fiic#&E# A JSON ( Node.js )

T
¢
&
H

HE BB RINAA RFC3164 Syslog XM A L& E#: A JSON,
EFEMBE : 2016 F£ 11 A,

BITHRA | &,

EEEFHP A AMER AWS Serverless Application Repository

1.  BI¥E AWS Serverless Application Repository,
2. EEREBEmAEEARI,
3. ¥ Applications (ERER) Wi+ , BEEEF firehose,
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https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/lambda/
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/writing-with-cloudwatch-logs.html
https://aws.amazon.com/serverless/serverlessrepo
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BETUENEREBRNER TEI Lambda B #. F2RFEGEA AWS Lambda,

ENERAMNERESG N

MREH Lambda EKEW A R BARRERAEIZEER Lambda W ARSI K , Amazon & ¥
Firehose AR EER MM =R, MRMEIFKRKID , Amazon EFl Firehose M ERIBZHRWEC 8%, BE
BREEEREREERI, EBALERS UpdateDestination APl 8 ECreateDeliveryStreams}
EREREE, REREENKE , BALUSFAEREEHEE Amazon CloudWatch Bi&. HFEFFH
B, 582 @ F CloudWatch A H5EEE#E Amazon 83 Firehoseo

MRS EME R EIIREE AProcessingFailed , Amazon E#! Firehose Si§iC& 8 AR K NEER
8%, ¥R EBERMNHE , B LA Lambda BNBUEEEES CloudWatch B 563X %] Amazon BiS. M
EHMED |, FSBAWS Lambda BiZE A B3 AWS Lambda® 89 77HL Amazon CloudWatch H %o

MRERERAK |, ARINEBEBHCHESEEET processing-failedERIRHH S3 FEEETE, iC
SR WT -

{
"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": "code",
"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",
"lambdaArn": "arn"

}

attemptsMade

E S MU AHBRENRE

arrivalTimestamp

Amazon Ei& Firehose #U B 3% 50 8% 1Y BF R 6

errorCode

Lambda & HTTP &R,

errorMessage

Lambda EEE#HERAL
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https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
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attemptEndingTimestamp

Amazon B{#% Firehose =1L EE Lambda AR RE,

rawData

Base64 #wmiGsCEERE R,
lambdaArn

Lambda BN E{#Y Amazon Resource Name (ARN),

Lambda 58 A58

Amazon ¥} Firehose XEH % 5 28K Lambda WA, MREH Lambda RBEE 5 o8E £
FTHRETR , BN R T 58855  Firehose FEMAY AWS Lambda BHBZ&FER, XENKERE LR
A5 o,

WE Amazon E¥} Firehose TE 24 L FBEEERRFSH T EEN MBI ERR , 582 Bthe section called
“ERERLBPNEERN

HIRFC i {0

Amazon Data Firehose AJLAMSFRE R ERAECEEE R EH 2 S3 MEETER |, FNSERARNIC&ER
FEWH, BRI LATERE I REH Firehose B RFARREHKIED. BARRREiHEDE , ETEERE
Ao

Lambda 58 A3 B 35 8 i 134
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Amazon B% Firehose FHIEIAE D [E

BRI D DT ERISE R E RPN S8 (B |, customer_idZtransaction_id) FiE2Z
Firehose FH R RER , AR EL L/ ENERRTEIEEH Amazon Simple Storage Service
(Amazon S3) RIEF., EREFEARERK (F110 Amazon FEELHE, Amazon EMR, I 5i#
Amazon Redshift Spectrum FZE Ei) ¥ Amazon S3 FH R RERHITENEE EERA KM 2
#o QuickSightttsh , EEEEAERENEARMIF , AWS Glue AIAEERES BN HRER TR
Amazon S3 2# , MTEEMMVEE, EIRMNHA (ETL) £,

HEERTRAREH RO RHGERE, RIE(LMEE  WHE Amazon S3 LMD REBRE, Tl
AL\ N ER AT EN. M5 {5 Firehose SRTARMBUERHLA HEA Amazon S3, EEHE
Amazon S3 DI B HRERE | BEEHE Amazon S3 REEFEIFEBCHEHTHEERARER | REBFTEER
ERRGHAL AT , ETRERBERABR.

EIBERESE , Firehose EfADERNFETENERNSRBE EERINER , UKESBIGER
AT EERIH Amazon S3 BIEF. ERMA 7 % time-to-insight 7 885 44/, ©IE 7] ARRK B AL
L3R,

&

- DEIRSIH

- ARBIRESEMN Amazon S3 EEFEFE

- REERNBESE

- ERSEREEE S3 BHEFNTYRRAR

- MAIRKABREDE

- BRESEISHRREE

- ERBENBESE

B EIREI8#

ERBRESE , BULREBSIRSIBLIEER , RERSSENETAEENE, FERSIE
AECRBEEEREREREN. i, REFEEREBEF ID NERMMEEFRER , ATLUE
customer_id WERMENIEEA — B2 EIZR5I8 , M country HERBMNIEEAS — B9 EIZ%REI
#, A% CUUEETEEN (FAXENER) REXEEEHES I ERRHEN S3 AETRFTE,

UTREVNDEREIBNIERE
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- BT AR Firehose REBEMXFFHS] , — 18 jo s , AR JSON XM BIRGE &+
REARSENZR. Bl , ZRMHEXEjq 1.60R=-,

« AWS Lambda EE- Itk 5 EERAIEEMN AWS Lambda EEZRIEIAIRE 2 EFFEN IR F R,

/A Important
BABESER K SXAELRETIN-—BRE , USEENER, SAlREAEP—ELZE
REREEEN S ERE#  AEFEEMEDFR5I#,

e AERE T2 0 8K 5|8

EERARIANTREAFRELNDEDE L E  BLRREERFESIIRSIBNENLHSE XA
BEEEN D ERIBREHA—EE,

THENRFISIFERCEERTNAEAANBRBTAEEE, ER, 15 BUREZLL Basebd BN IET
RS, Btufl8E CLI €41,

{
"type": {
"device": "mobile",
"event": "user_clicked_submit_button"
},
"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"
}

fFlan | BT LURIZEARE customer_id 28E event_timestamp S2HEEREITHE, ERXRTESH
BERATERNRHEN S3FER , FASMARSETPH customer_id 8= event_timestamp 2
HE, B LURBERSY , RBEREEN .type.device B device —#., BN EIRED Z|EEE
A ERZESE,

B2 EESBHNERSE 2R , BULESEASEMHAEZEETRN jq BER, TRETTSHE jq &
B HVARST

B8 jq BEN

customer_id .customer_id

2 A AR AT 3L 50 B R 5| 42 136


https://stedolan.github.io/jq/
https://docs.aws.amazon.com/cli/latest/reference/firehose/put-record.html#examples
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B jo B

device type.device

year .event_timestamp]| strftime("%Y")
month .event_timestamp]| strftime("%m")
day .event_timestamp]| strftime("%d")
hour .event_timestamp]| strftime("%H")

EHITRER |, Firehose SRIBEEILHEINER , FRL TN ERRT LS E,
£ AWS Lambda BREE L 0 E R 5|

HRBRESMBNERGCHE , 3 IJSON BIIMEMERKANER | LR UERESH AWS Lambda &
BERECECHBEIEXNRRERE, BENERLE , ERNER s EMENERRL. ERRA
it Lambda BB IEFTThAE , JRIE AEIB Firehose /. B NEHR, IIMNERERRNC , A&
EAMEER Lambda EBREITEIE D E,

LR 2 Python HH) Firehose fEEIE Lambda REH R , RS EELR A S LKy SEFERRE
8% , WREFPIRIN Y ER,

from _ future__ import print_function
import baseb4

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):

print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

# Create return value.
firehose_records_output = {'records': []}

# Create result object.

fEF AWS Lambda BB 225K 5|8 137
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# Go through records and process them

for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.bb64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {3}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('sY"'),
"month": event_timestamp.strftime('%m'),
"date": event_timestamp.strftime('%d’'),
"hour": event_timestamp.strftime('%H'),
"minute": event_timestamp.strftime('sM')

}

# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

LT 2 Go #H) Firehose BB REE Lambda X WEIH] , c2EB W AT BN SEBNGH , I
BN D T £8,

package main

import (
Ilfmt n

fEF AWS Lambda BB 225K 5|8 138
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FMBABER

t

}

func

"encoding/json"
"time"
"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

ype DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)
fmt.Printf("Region: %s\n", evnt.Region)

var response events.DataFirehoseResponse

for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

fEF AWS Lambda BB 225K 5|8
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response.Records = append(response.Records, transformedRecord)

}

return response, nil

}

func main() {
lambda.Start(handleRequest)

BAREIEES ZIRY Amazon S3 fFEEFEFEE

EREMNF R Amazon S3 A B KK Firehose Bl , B4 A E—18 Amazon S3 EFErE , H
i Firehose EXJEHNE R, Amazon S3 EEFEBEFE AN EEFTEE Amazon S3 REETEBHMNE
#o Amazon S3 RIFFTFBEFERELURB &  TELERETFEPHECYHETYE,

BEBBEDE , ENDBERSRIEIEER Amazon S3 FH., MRERBMADEDE , BIA
Firehose 825 TE S3 MEFATRIER EN, ER , NRERERMABESE , RILEEE
Firehose FIE R BERE S3 MEFIFEIRK.

IR A B RERRE D EIMNE {8 Firehose BBRH , S3 REFEBAIRERH R Firehose BRIEEMN 2
DEeMAEBRINEEAFER. BXER L RERGCHES  BUUENTY S3FEHE , XEHMUE
EEN2IRSIBAERNEENAR :

"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:device}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuery:hour}/"

Firehose FIE{THFFIfE LAREN, TERNTEHENER S3 ZFEEEANCHKIBIE-EHR
£, Firehose EE SR BEENEBEAZFT AR S3pIEN. EREEEE S3 WEARIRR
Firehose SRR EERE. it , AHPIFWEHEERNETSI S3YHER -

FARBIEED ZIE Amazon S3 FFITEF Y 140
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s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

HRBESE , BNEE SSHETEFEPFEATIEERNEN : | {namespace:value},
HehinAZE A BAR partitionKeyFromQuery H/=% partitionKeyFromLambda. 0%
BERARBRBIMREIRFERN DB ZRS# , AIXAEEHATERIEEZEEXFTERMN
S3fEEFrEFEE : "partitionKeyFromQuery:keyID", MREFEH AWS Lambda EE
ARRERELDERSE , AIXAREHUATEAEEZEEXFTEKN S3 #FFEFE
{8 : "partitionKeyFromLambda:keyID",

(® Note

oA UEAREETERNRNIEE S3 FRBEIRE , fIIEF _id=! {partitionKeyFrom&
I ID}o

WEFFMENR , 582 EE L Amazon Firehose 87 #l Amazon S3 MMM EFIEBHH "AZHWERN
12 Amazon S3. »

REERNBES E

BB BESEERAZEEERN (fim |, 2 EEH. AFHNEERKE— PutRecord
PutRecordBatch API FEILEYECER) , (B A ALK ERBUEERE, SR UBIBMA SR EMEERY
R 2151838 Firehose i YA ERIE TRRAT MO AS H 70 B AV IB AR,

LEHEMEAETIZISONERY , EXRTEEN I BREILEEN JSON IHAER, MEEAHBTL
EfADelimited , EXRTEHEN T BERIZEEN BT 2 BRARKHT. BT BRAKELER
base-64 fRGEFH. Bl , MREREFATIFEMAET 2 RAFHF#4## | BAAL base-64 fmi
BRIEET  UEHERA, IyMjIw==

@ Note

fREE#E JSON FL&REF |, FEREERMBM AN EN JSON RN E R, JSON WHHLENRTE
D PR AR SR IT S (JSONL) WESTE, JSON ¥M4RMEHI T2 RNE A

LT RIERE AMWEES| : {"a":1}{"a":2} and {"a":1}\n{"a":2}
ERTIERBMAN—@EEF : [{"a":1}, {"a":2}]
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https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
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ERAREERE , ECBADEMED B | Firehose IR , YRBIEEN S ELHMERSE
B, #8318 AP HllF SR AR JSON W# =70 R k.

/A Important
MRENEHCRE  AREEENENE - RIUERER , TREADESE.

/A Important

E &7 Firehose REAEMEMINGER K SEENBERCNEMABREE, EA Firechose &
B TIIEFREE : #RE - BB Lambda EITERER - 5 EISH,

EREREEE S3 KFEBHN T RAR

BRI TEITO R |, R E Amazon S3 YRR 2 BFIBIT O BRI, EHRE
Amazon S3 HEIHfTMHREER. EBEHKRIIEAETRBERE  EURHERH A RASERH
BRERE (LATERERREN  TDREIINER) SEIMEFPREETFBERTT.

1A R FH B R o &

/A Important

HEHFERBIH Firehose Bl , TER A BB E|, BEEZA KRB A BB EIWE
& Firehose BB RERLTR 2 Z,

MEFEAFER I F Firehose HBRKIEIR Firehose BEE XA MANRED BRI IINFALR | 7
2@ Amazon Fire hose . EE5TRA Firehose SR E BN  FHEXER A
W B W ihIERE Amazon S3, —EIHFW SR , A B eI RBEA Amazon S3 A& B K tb#HY Firehose
BRI ZEFHEDE,

RAYER® Firehose R EWBIES IR , B LEBHMERNBRIUERREN D E WM S3 wliE
WEEARE#HBE, —BEH , Firehose ERKRERFTHEWMMTHN S3 BBEFAEER,

EREREEE S3 BT T 2 RAFHR 142


https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3

Amazon & Firehose HBEABER

/A Important
— B &7 Firehose &R LA BB D Z , LM Firehose Fii 5 AZHE 2 E,

BEDIEREE

R Amazon Data Firehose L ZI47T Firehose BRI E R , REEMEUSEN S ESER |, =

Mt SSHEFNEFEENEEN  AIELEREHKEEXELEHPRAEBRES EIM Firehose &

TR EIEER S3 HBRMTFIEIR, SIHERRBEFTRIKIE Firehose EMEEERIEE S3 BN
WP B R ik, EBEEHKIRIFRERBRETHAM. BRTRHE 2 , EENYHESIEREBRNMEEER ,
LA Bh T #R 3 AR IR EEER

MRIEE R Firehose BRAMABENERDE , RILER Firehose BIEE S3 HRMEFTEAIE
o MNRIEARIER Firehose HRBMABELE , AITLEREE S3 iFRHFIBIEN,

EREENEEDE

Amazon Data Firehose 8 EANEREMBEFAREAPERE-—BRBERE , RRBEEEEE
EERNB N, BT SEREMH Firehose BRKRERTEANNEETERF , HEFHERAF Firehose
BRNEFENNDNEEEESR, FFENDNAMB SAREN , BFEERUAY SAEBEN,

R B RBRIR 9 & |, Firehose BREBRENRERT (KPHEE) , ZANEEEREED EIE

ECEk , AR B ELFEHEIEE Amazon S3 RAEFETER. ATREHKEARITWER , Firehose £
EREEF SR B E, Rt , —HECHEM end-to-end IEETRER B EREEF IR REBMN 1.5 %, EGHE
Firehose R E R FTEE,

FERPDEEHBREXINEETEANFERTIEERE, fl, MRBESENEMEVER 3 B2 3
E , MEZHEFEREREEESE 60 VRN, AIFEMSE , EREH 180 BERAPIEIE, MR
Firehose AR D EIEFHWERBEEI BN A2 SRS EEERETERA/ERS , EFTU
BiERl,

RIBEHEERMAUN S3 ZEEHERK S3 FENMEAMER , SBEUFNNIE. EASEERATHNS
FRUFNEEE, EEMEERE S3 FENSERBLCHKBERNNIXEFTE,

—EREFEZINRFEXNDRISLETRER[E , Firehose RERLISEEEERNYH  YEH
BIE B ER Amazon S3 BIiR. BB & , SRR BMERS B RGFNERTE  WikkE
R R BRR o BIRT BIR BB BR
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CE N
— B2 RmEEEs ENBEEEANDRER , Firehose S EETFEBBIEAERERIZEM, —B#E
AsoE[EH EZEERISE Firehose &R 500 {8 LFR , Firehose SR HARLEMSEETIEEN
S3 SR FEFEETE AT/ () activePartitionExceeded, &R LAER Amazon EXIF X ERFIFRE |, FFRA
LBl RE I8 I E B EIEE Firehose £fiHR % 5000 BEAF P EIE, MRELFEFZHEE , BANE
M ¥ % Firehose & , YWHERAFHN D EESBEEM2BE.

EREEADES T


https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
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1£ Firehose FPEE#2 IR A B A EC 8R4 =\,

Amazon B#% Firehose TJ LATEHS BUIBR1Z/ETE Amazon S3 281 |, i A BURRI K¢ JSON Eifn s
Apache ERE & iR IHZ ORC, Parquet #l ORC AEMERER , HBRABEYIE@ERX (0
JSON) EAJHi&ZM , WINREHERE, MREEEHHE JSON AW ARKR |, HlaE5HE 5 RE (CSV)
WAEBXTF , TUEERABSE AWS Lambda Bt 5 JSON, MEFHMEN , F2H ERER,

FE

- RHEEXERER

- 1E#E JSON EFREFFILER
- BEFIMER

- Bl AREER (X28)
o EE AR EER (AP))

- RHEEXERERRE

- FREEXEREf

REEXERER

Amazon E¥} Firehose EELU T =B xR RERICHFERAE -

- ARBEEEW AER JSON WRFIILER — B LEELA TMERFIMLER 2 —  [MipEEE
JSON = OpenX JSON, SerDe SerDe

@ Note

# %@ JSON XHEHtEIE —EiE & , ERAZNE ANIUXZEN JSON HXE
To JSON XHHIESITREBE R E A,

Flan | EREEAR : {("a":1}{"a":2}

ERETERNEA : [{"a":1}, {"a":2}]

s SREWMMEZZERNEBER - FH AWS Glue £ AWS Glue Data Catalogd B i B R, R
# , Amazon B ¥l Firehose E2EZEEBHR , U FEAREBERRBBLNBAER, BATNUE
FRAEBMNEBIERREEE Amazon EHl Firehose Mo T 8. WFEFMENR , FSBAWS Glue B
BABRREPMEA AWS Glue EFE &%,
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https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://github.com/rcongiu/Hive-JSON-Serde
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
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® Note
£ AWS Glue BRI BEHFEVUNEBEREZFTERWAEREE, 58, eBRERKTE

BERBERRAREENEY. NREEAER JSON , RIFHEHEE JSON ERERNER
iR A STRUCT BHE, EEWMMAIFER STRUCT HERE LI JSON , FSELLEH,

- BEBELRAEEERFEHAES (EXRESHIRE ORC ) WERIMLEF-EBALLREMER RN F 5
L8822 — : ORC = #EXKMIR, SerDe SerDe

/A Important

MR AR EL | BIEEH Amazon Ei& Firehose B HiE% & & Amazon OpenSearch
BR#& , SEEBEAL B Splunk, BUAENEHE , Amazon S3 &M — A AR Firehose &Y
ER:0p:

BEN{E R E RS 5082 8% = Amazon Data Firehose Z B4 T 508 , h T AEHRER VKR,

##E JSON ERFFHLERN

SerDefN R&EH# A JSON 2 & THIEXA BB , 5521 OpenX JSON :

* yyyy-MM-dd'T'HH:mm:ss[.S]'Z' , ER/ N EHZAE 9 & - 4
W 2017-02-07T15:13:01.39256Z,

* yyyy-[MIM-[d]d HH:mm:ss[.S] , EHP/ N #ERZTAHE 9 L& - i : 2017-02-07
15:13:01.14,

« Epoch # — #4010 : 1518033528,
« Epoch Z# — |0 : 1518033528123,
« 7% epoch # - 570 : 1518033528.123,

# OpenX JSON SerDe ATLAG AR (. ) BBATEIR (_) . tLAIH JSON £REIRA/NE , BN
DUBRFRS, W5 ﬁBﬁJﬂ:J_FF—EU%E—IJEJﬂ Amazon & ¥} Firehose EAMZBENFHEN , F2H
OpenX, JsonSerDe

MBEIEEEZEMERSES , B5EH OpenX JSON SerDe , BRIEFLEFZIFH BB,
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https://docs.aws.amazon.com/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://github.com/rcongiu/Hive-JSON-Serde
https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html

Amazon &% Firehose HBEABER

MRIEE KX HOERNUANSEBEL , 5568 Apache Hive JSON SerDe, Z#IZEWERFFLE
RN& , BAIEERFEANRBEEBTLHEN , HERERE Joda-Time DateTimeFormat X FHEMEXE
E. WEFFME | 3328585 DateTimeFormat,

BINAIE SR E millis REMEFEBE (epoch BEH), MREERZEILEKN , Amazon EH}
Firehose A& java.sql.Timestamp: :valueOff,

FLiEE 5t JSON SerDe FAFUTHRE :

- MuBBARNTE (.).
« FH A uniontype HIHL,

- HEBERANEEERREEBER JSON AFEMEA , flan , REXR (—M@int) , ™ JSON
={"a":"123"} , BlEE T SerDe i 7 — @5,

BLBEE T SerDe TEASHREN JSON Bt A=/ E, Flwn , EHbAH {"a":{"inner":1}}, Al
{"inner":1} FEHRAFHE,

BEEFILEN

BRENFIEERNBURACHNEEER, E7THEEMERILEFRENEZEER | 5826 ORC
SerDe MEA R, SerDe

HREALHER (T2

RO LAVER M REFH Firehose B , EXEALBAEHEAER, RAERKER

# , Amazon S3 ZM— TR LLA Firehose FBREXER B M, AL , BUARXEEREER Amazon
S3 B, Am , BREFFEEHE LR Snappy B#fi. Amazon EiF Firehose EiEBBER THEAN
Snappy HAER K EE Hadoop B . ERTEAFERA Snappy BENER , L Athena FEHISL
B#l. BB Hadoop #kFERYEREREN , F2 B java. BlockCompressorStream

B E R Firehose R E RGN ER

1. B A AWS Management Console , A% BB Amazon E#} Firehose 12 & , it/ https:/
console.aws.amazon.com/firehose/,

2. BIEZFEHH Firehose B , KB HNW T BEILFI Firehose B, 217 Firehose &

3. 7£ Convert record format (E#i5284&53) KT , #% Record format conversion (52 8&4& = B #2) 5%
E %A Enabled (ERUA).
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https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://console.aws.amazon.com/firehose/
https://console.aws.amazon.com/firehose/

Amazon 1% Firehose HEABEE
4. EELBENWERN. UEMERENFHEF , 52/ Apache Parquet Ml Apache ORC,
5. EIF AWS Glue RIFLUIBEERFRLEHENEEBIER, REESE., ERE. REERERE,

B i A\ FE 8% A& X (API)

MR EFHLE Amazon iR Firehose ## ABIRNE XK JSON HfAEAMIRE ORC , FEE
& DS3 giiEE DS DestinationConfiguration 3 15 7 Al i#DataFormatConversionConfigurationJt
%, DestinationUpdate 1R E$EE DataFormatConversionConfiguration , BI&ER T HIRH :

« £ BufferingHints , SN REAAG SR N E S |, AL ESizeInMBs A/ R 64 W{E, KNEHK
BB ZETERAS, BMAKRRAER 128,

o L ETEHEM DS3 CompressionFormat A DestinationConfigurationsi fEEE{R DS3 HEXE
%, DestinationUpdate UNCOMPRESSEDCompressionFormat BYFEE%{E A UNCOMPRESSED,
I, A LG HR B EEE DestinationConfiguration DS3 FRIEE. FHLREFNEBRMEEL
B, FEERMER Snappy Bfi. Amazon B3 Firehose FEIEEE N T EAR Snappy HAELRE R B
Hadoop #&. EXRTEAEA Snappy BHENGER , A Athena FEMHIELER., HE Hadoop
RFBHYERIELE R |, 552/ java. BlockCompressorStreamiREFFILEERE | B ZREHMER
MR,

ROER R\ BIREERETE

E Amazon Bl Firehose EEZIMRERFHLicsk (Hlan , EERBEERBERTEER) , c8FEH
SERRAERASEE A Amazon S3, MREE AKX , Amazon EF Firehose 8XKRER , FHILHE—F
K33 ft, WREEKLXBMAEEE , Amazon BEFl Firehose A T HIFEBIHIRIEE JSON X4 :

"attemptsMade": long,
"arrivalTimestamp": long,
"lastErrorCode": string,
"lastErrorMessage": string,
"attemptEndingTimestamp": long,
"rawData": string,
"sequenceNumber": string,
"subSequenceNumber": long,
"dataCatalogTable": {
"catalogId": string,
"databaseName": string,
"tableName": string,

WERB ARBIER (AP) e


https://parquet.apache.org/
https://orc.apache.org/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_BufferingHints.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java

Amazon &% Firehose HBEABER

"region": string,
"versionId": string,
"catalogArn": string

}
}

RO B A% T R g A

WFE MR ESLFR N E A& B AWS CloudFormation , 552 BAWS:DataFirehose::
DeliveryStream,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
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{#Fl Amazon Managed Service for Apache Flink

#EiB Amazon Managed Service for Apache Flink , &R LAf§F Java, Scala = SQL REE 2 47 5
mER JH:HE?%T%&‘&f%ﬂ“%um%ﬁ?ﬁﬁ%ﬂ#ﬂl?ﬁz‘tﬁ% D#ATRE RS 4T, SxBIRHERR , IRk
E_LEI] Hﬂ'*ﬁgo

WMFEELE AR Apache Flink B Amazon SERBESHEH , FSEEH : EA Amazon E# Fire
hose,

EARRED , B2E— 18 Apache Flink EARER , XEARERXH Kinesis ERERIEARIR , L
Firehose B AZEWES. FAZEWES , B TR Amazon S3 EFENERAESEH,

FRME 2Bl , 38 SRR E B SO Rk

« JBAM Apache Flink ERERXNZEERBE TH
o SERR B MY SERERM
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https://docs.aws.amazon.com/managed-flink/latest/java/get-started-exercise-fh.html
https://docs.aws.amazon.com/managed-flink/latest/java/getting-started.html#getting-started-components
https://docs.aws.amazon.com/managed-flink/latest/java/getting-started.html#setting-up-prerequisites

Amazon &% Firehose HBEABER

T 2 Amazon 8% Firehose B33 4

ERMEIXE Firehose iR , RS EDHEEELEFN B,

/A Important

MR EE A Kinesis Producer Library (KPL) 2RE A E R Z Kinesis E¥ &R , AITEHRE
REHEEAER Kinesis BRI BRI, NMRBIZEMFEARERBRIES Firehose B
fI3RIR , Amazon Data Firehose B EASCkREE  RAEBBREHKEEZ BN, WRES
Firehose BB RREHBEIRE R , Amazon Bl Firehose LGB MARER K REBBEART
#%. AWS LambdaflEFFMER , 5528 (Amazon Kinesis Data Streams FZ A B15/) &
B 6 Kinesis Producer Library BA% Amazon Kinesis Data Streams £ E &R EE,

&

- BEEREERK

- BREREIEAR

- BEEREELK

- ER%E Amazon S3 M ABHER

« 5% OpenSearchfRIEH F 5| @R
- THE AWS IRF M EEHH RS

- EENEH

- EEAUIRIE "Firehoses Fii

EEREREEAZ T EREEMIFERE (Amazon S3) , Firehose 1R #% Firehose BB FRHVEEHRE | &
EZEEANRLE, EE 6 IRBESHELIHKES Amazon S3 W |, IR{FE Amazon S3, RIETE
% , Firehose B EEF ST Mo RARNER . WRECEEELH 2 BFERATNITO BRI , ATUE
BERA Firehose TR ARER APl SE W IhEERFHTIBIT D RFR.

= TN E BMEIE E Amazon Redshift , Firehose & LA & RIFTIIR I ASEANE R RS Z S3 FEEF
BrE@, SR#% ., Firehose &% H 51 5% Redshift COPY 8y |, #§& 8¢ S3 EFEFEFH A Z Amazon
Redshift fZ2 & # £ 5 Amazon Redshift fE A fR2F T/EE##H. R Amazon E¥} Firehose #$ % E{&
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https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/kinesis-kpl-concepts.html#kinesis-kpl-concepts-aggretation
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Processor.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Processor.html

Amazon & Firehose HBEABER

AEC85E T Amazon S3 Y% |, S Amazon S3 Y ERE|RH Amazon Redshift iR &£
Amazon Redshift &7 R8s TEF . WMFFMEGA , 5528 Amazon Redshift COPY @i % EEHEXN
28,

HREEREIEXZE OpenSearch FR#EH OpenSearch #E @RS , Amazon Data Firehose 1815
Firehose SRR EHEREEFEANGLH. AR , EEE4% OpenSearch fR#& =, OpenSearch &
ARSI AREBER |, 2 ELHRKRSIEEM Ser OpenSearch vice #EHE D OpenSearch EAREFES .
AL EREIE E Amazon E# Firehose 28I , FRHEEZRMNFEHE UTF-8 fmiBit /B ¥ AE1T JSON ¥
. tES , #&E9 OpenSearch Service #& M rest.action.multi.allow_explicit_indexi®I&
MERER true (FARRE) , TeeEASERHRENARRSIRAERERER, NWEFHHENR A F28
Amazon OpenSearch %5 8 A B35+ # OpenSearch B % E HEFEIZEE,

£ EHEE BMEIX E Splunk , Amazon Bl Firehose € 8B EBEXENTHE, MREHNERNEEERRF
B (HlaniTFE ) , BAEBITR A, BEFRE Splunk 52 E A SIMEEE R AR,

HERMEXIZZIBENE= S RIGMHERATEEN HTTP iWnB i | B UEAE S Amazon Lambda
BHEVERY  SEACKBRATSRBREAENESHPHEN, FBHISEABRIBERE HTTP
InREY R = D R HERE  DUE—F TREEINEHEK,

EEREREEAZEETT , Amazon EH Firehose EEAIEEHER —WE , XFEHSEXER API £
¥BERMAS. RIEFER , CRANRHELERABTLERZE Snowflake ERlK, EERETHEA
Y2 #% |, Firehose 2 — 1@ CloudWatch EE , ARAEERIAZESHEER, Firehose B Al fE
SEEME JSON EEEARKERESR , WHTEHIF JSON B, BRZHNBAERNEEZE RN
JSON #i% , WEARKIERE , FEEMENANES S, SIRABEFR.

AR R A R

%@ Firehose BRVILEE HCWERMBEEER, MFFHMEEF , F2H BEEEFRET.

REERMEIAXK
18 Amazon E¥l Firehose B Wit E EC N ER RN RBEE,
Amazon Simple Storage Service (Amazon S3)

ERRMAE S3 REFITER , THgRSEREES LAY, fln , FFIFRUETBEFE , Amazon
Data Firehose &5 IAM A& AR EFIRFTR. BRUERBLUSH, EELER

T , Amazon E#l Firehose i BERRIE 24 /N F , BEEIRFE I B LE, Amazon &I Firehose
HHNSRREEBEREFEA 24 MF, MRBB 24 PEDEERNS , ERBEIEK,
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https://docs.aws.amazon.com/redshift/latest/dg/copy-parameters-data-format.html
https://docs.aws.amazon.com/redshift/latest/dg/copy-parameters-data-format.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options

Amazon & Firehose HBEABER

Amazon Redshift
#H Amazon Redshift B 8 , SBATLAFEE Y Firehose B IE EERFERE (0—7200 ),

K E R R T EEE Amazon Redshift fiZ2 Y # £ Amazon Redshift Serverless TEEH A AT aE & H
LRFERMAMR., #li , BA6EH Firehose BN BSEHRETER., EEHEENEEN TIEEHA ,
REMEHE, TELEBERT , Amazon B Firehose EERENIFBERERNER | WIKIBZIES
E'E?tl:)iﬂ’] Amazon S3 ¥, BBEMHNEASEILE S3 EETE | KA errors/ERRHPNE
ARERER  UEFHEEEH, NIFE— S THRUNMNEAEAZFTEREZERFE COPY R |, #F2
BEAEATEREEERER
Amazon OpenSearch fR#% 1 OpenSearch# R #25

#H OpenSearch BR#&F OpenSearch &/ AREF B kit , B A LATE Firehose B REVHIBEEE
HISEEFE (0—7200 ),

B RHEIE E &1 Ser OpenSearch vice #5 5 OpenSearch E AR EA TSR AZERRE M X
B, flan | &K Firehose B AIAER T IEMER OpenSearch R # &£ 5 OpenSearch &R ARESE
E4AKE, #EEHP M OpenSearch FRIE#E £ OpenSearch Ef[REES. BRUESEUEHE, &
ELMERT , Amazon Data Firehose BEIEENSERBRER , ARKBXBFERSIFER. BB
WX EEEE S3 B AmazonOpenSearchService_failed/&ERI% | UL F B EIE
R

#H OpenSearch flR# , SEXHEHEABLT JSON &K :

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Service)",
"errorMessage": "(error message returned by OpenSearch Service)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"esDocumentId": "(intended OpenSearch Service document ID)",
"esIndexName": "(intended OpenSearch Service index name)",
"esTypeName": "(intended OpenSearch Service type name)",
"rawData": "(base64-encoded document data)"

}

¥ OpenSearch #EfARES , SEXH4H#HE T 5 JSON = :

REEMEE KK 153


https://docs.aws.amazon.com/redshift/latest/dg/loading-data-files-using-manifest.html

Amazon & Firehose HBEABER

"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",
"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
"rawData": "(base64-encoded document data)"

}

Splunk

& Amazon B Firehose #Fi$EIH 2% 3 Splunk B | © &% 1% Splunk HITESE, MEEEGES
RNIEDRIERFDRE B AIXE | Amazon Data Firehose 2R B ERFEREFEHE. ENER
BERBBEHzH  ZBRBHBIESPEERAEE. 2% , DEEEIR Firehose B HR AR fF K
B, XAS EiRfE 0 2B H Amazon S3 7.

)X Amazon ¥l Firehose & BMEXZE Splunk BF , EREVHRERERER A #HSEHRSHE
PORBFETEIES. W EHEF Splunk BEEITERRHALE Eﬂﬁi%ﬁ%ﬁaﬁvlﬁuﬁﬂ , Amazon Data Firehose {4

SEFHRTE  BERNIIERNIEERREA L, MREFRE , Amazon Data Firehose &L
Y SHTHEREERARRE., IREERE  BEXESLEEHTEE , EIKREIEZERH
BoESHE_AL,

3
¢
&n

A EERALS , WM -—NERIVEREE., IFEAENXTEREENERE ,
Splunkﬁﬂxﬁﬁ‘*nﬂo MREHNEFPBAR 0, AEMERXFHERDSBRELESE,

SRERACER BRI T o

"attemptsMade": 0,

"arrivalTimestamp": 1506035354675,

"errorCode": "Splunk.AckTimeout",

"errorMessage": "Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Amazon Data Firehose backs up in
Amazon S3 data for which the acknowledgement timeout expired.",

"attemptEndingTimestamp": 13626284715507,

"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIx0C45Mi4x0DguMjEQIDE3Mi4xNisxLjE2NyAyNTIzMyAXNDMZIE

"EventId": "49577193928114147339600778471082492393164139877200035842.0"
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https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-splunk-errors

Amazon & Firehose HBEABER
}

HTTP um® B /Y3

E Amazon Bl Firehose #ERMEE S HTTP ImE B WVitEs T EESFRBLLENHNEE, 0
RBAER RO KRR EREHABAIZEIE , Amazon Data Firehose R BN ER S EFREIETE
2. BEFEHFENBBZE , IREBTEHEEREFE., 2% , EHEEBIR Firehose #§HR
ABBERIARY , WA BIRE D 2EH Amazon S3 F M.

)X Amazon Data Firehose & RMEA SR HTTP BB Wtis  ERERVRERERER , #fg
E%ﬁﬁ&iﬂllﬁlﬂgﬂﬂn‘f%{%ﬁo RE , CEEFREHTTP RYENBHEERE, BIFEERSER

BH3 , Amazon Data Firehose NEEFEE , EFIWNEIRESZZERNERELA L, IREER
Hv , Amazon Data Firehose EMEERTHERAERARE, MRIERHE , ¥BXEHLER
BITRE , BEIRIEERHEEEESRFEAL.

RBEIEIE , WM -—NWERRNEREE, IFHEERRIVHBREENEEES , F2E

HTTP i Bt E R R EaER
AR OIR T,

{
"attemptsMade":5,
"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",
"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl7b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",
"attemptEndingTimestamp" :1594266081318,
"rawData":"c2FtcGx1IHJhdyBkYXRh",
"subsequenceNumber":0,
"datald":"49607357361271740811418664280693044274821622880012337186.0"

}

EWENH

HREWENH , EEE Firehose £ , AU UEEEEHNERFERRB (0-7200 ¥), E
AEFERBNTERESR 60 B,

B RMFIEE Snowflake ERIROTGE R X ALBRER ML , Hla0 Snowflake B By ERE R IERE.
HE, WEMESE, ERRATEHAREEZHEINERR, fl, R Snowflake B EH JSON
£8 K RATCEBEEANERHEXREERRKT , Firehose MAEEHBREEE, Hk , g
AHERN S3 HBRTFMH JSON EREHEEMAMEBAXKEIERS .
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https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-http-errors
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EEi , IRRXNEAAE, ERNRIENETERMAY , Firehose FTEEXHLKEBBTA S3
RETE. ERSEREEEARNAREREEE  TREBEHAESERNHE, FELER
T, Firehose EEEENFERBAER , ARBBEMARNE S3, KUNEHEEERAWE
BRPEE | BRI LMERARERRETFBIEE,

UTREEEE S3 2B EL &M JSON #,

"attemptsMade": 3,

"arrivalTimestamp": 1594265943615,

"errorCode": "Snowflake.InvalidColumns",

"errorMessage": "Snowpipe Streaming does not support columns of type
AUTOINCREMENT, IDENTITY, GEO, or columns with a default value or collation",

"attemptEndingTimestamp": 1712937865543,

"rawData": "c2FtcGx1lIHJhdyBkYXRh"

% Amazon S3 YIHBEHER

& Firehose & FHEIXE Amazon S3 B, S3 YIS BEERUTEX <evaluated
prefix><suffix> , EFEREF TAE X <Firehose stream name><Firehose stream
version><year><month><day><hour><minute><second><uuid><file extension><Firehose stream
version>% %t 1 B , R Firehose B RMEREEHGI®M 1, BAUEE
Firehose SEiRAHRE (fltn S3 REFFRMNEE. BEIER, BENMNE). ELUFEH Firehose ### &
= UpdateDestinationAP| 13 52 5 It IR 1E

¥t <evaluated prefix> , Firehose KX P MAFEREBFYYYY/MM/dd/HHE . LBIEFREEE
EFEEERE K HPSEELRR () BEEREBEDRILBR. EULUEBEEISEHTREFTM
ZEEXW BT EFRARESULER, MFNMEEBSRTaIBFAMNGEMER , S0 Amazon EERF
EREYWHEN BET 8.

RIBTER , ARBBERNRBRNEFER UTC , BRTALUEHERALEBNEE, i , EEMEH
HABERBBEMIE UTC , BRI LLFE AWS Management Console B APl 2&E%E () CustomTimeZone
P EFEREATMNERR. THEETS Firehose X ¥ S3 i BFAMHEMNEE,

B X

LUF & Firehose X% S3 il BB KEEE.
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
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Africa

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Conakzry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
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Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek

America

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Aruba
America/Asuncion
America/Barbados
America/Belize
America/Bogota
America/Buenos_Aires
America/Caracas
America/Cayenne
America/Cayman
America/Chicago
America/Costa_Rica
America/Cuiaba
America/Curacao
America/Dawson_Creek
America/Denver
America/Dominica
America/Edmonton
America/El_Salvador
America/Fortaleza
America/Godthab
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Indianapolis
America/Jamaica
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America/La_Paz
America/Lima
America/Los_Angeles
America/Managua
America/Manaus
America/Martinique
America/Mazatlan
America/Mexico_City
America/Miquelon
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Noronha
America/Panama
America/Paramaribo
America/Phoenix
America/Port_of_Spain
America/Port-au-Prince
America/Porto_Acre
America/Puerto_Rico
America/Regina
America/Rio_Branco
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Tegucigalpa
America/Thule
America/Tijuana
America/Tortola
America/Vancouver
America/Winnipeg

Antarctica

Antarctica/Casey
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Antarctica/DumontDUrville
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer

Asia

Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqgtau
Asia/Agtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dubai
Asia/Dushanbe
Asia/Hong_Kong
Asia/Irkutsk
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuwait
Asia/Macao
Asia/Magadan
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Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novosibirsk
Asia/Phnom_Penh
Asia/Pyongyang
Asia/Qatar
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi
Asia/Tehran
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan

Atlantic

Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Jan_Mayen
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley
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FMBABER

Australia

Australia/Adelaide
Australia/Brisbane

Australia/Broken_Hill

Australia/Darwin
Australia/Hobart
Australia/Lord_Howe
Australia/Perth
Australia/Sydney

Europe

Europe/Amsterdam
Europe/Andorra
Europe/Athens
Europe/Belgrade
Europe/Berlin
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Helsinki
Europe/Istanbul
Europe/Kaliningrad
Europe/Kiev
Europe/Lisbon
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/0Oslo
Europe/Paris
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara

Amazon S3 ¥ #HBZBER
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Europe/Simferopol
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Vaduz
Europe/Vienna
Europe/Vilnius
Europe/Warsaw
Europe/Zurich

Indian

Indian/Antananarivo
Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion

Pacific

Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti
Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Kiritimati
Pacific/Kosrae
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Pacific/Majuro
Pacific/Marquesas
Pacific/Nauru
Pacific/Niue
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis

BEEBE TR , BRT <file extension>, ERBAERENERKBREERF | Firchose ERIEHERE
Mg RBER ., TR Firehose MM TEEREIRES -

BIRM B @R BEAuAR

BB ER : ORC . BA
BiE . B 9z
B - PR Zip
B . 5 .shappy
B - K%, B . A B2

#t A BUE Firehose TR A API HISEARBNEINE. BREXENAY () BE, BT84
SFEYE T : 0-9a-2! - " (). EIEETAEE 128 HF .
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® Note
ELEEEREIEER K ©8EE Firehose ERAER B BN BERIENAREREE
Bo

% TE OpenSearchfRIEH E 5| 1EIR

#H " OpenSearch %, B , BOUR T RERE —EEUEEAERN RS EIRE
18 : NoRotationOneHour, OneDay, OneWeek, = OneMonth,

RIBEIZZFNEIEIE , Amazon Data Firehose #& UTC ZiEREEEN — 0 M MBIEBEEN R
SlEM, MKt wmRZFERE, T &EfleerESERS|EREE , /R OpenSearch Service F &
CHREIBE , HPEENESIBBEA , myindexM I ERBRAC52016-02-25T13:00:00Z,

RotationPeriod IndexName

NoRotation myindex

OneHour myindex-2016-02-25-13
OneDay myindex-2016-02-25
OneWeek myindex-2016-w08
OneMonth myindex-2016-02

(® Note

iEiB OneWeek i#18 | Data Firehose @ <YEAR>-w<WEEK NUMBER> &\ BB/ 2 &
5| (10 | 2020-w33) , EFBAHEFER UTC BREFTE , WRIBTHEREHIHRTE

- —BHFEHERER
- —FRNE-EREEFESEANE B
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https://docs.aws.amazon.com/firehose/latest/dev/record-format-conversion.html
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TR AWS 1RF M @AY XS

Amazon E¥$} Firehose XE# AWS tRFE [ HTTP in B B EEEE R, Firehose R BIZEMAHE
HiE HTTP in 2o eEB R T RIH AWS 1RF,

Amazon & #} Firehose th X ¥ AWS EiF$ERMEES HTTP in B B ik, BALUEEREREERE
1 Firehose BMEIEE| S — @ AWS [E AWS $HiH) HTTP &, BHEALUE HTTP s URL :REA
IGAREERN B WM, HEERR Firehose BHREEE AWS EF LS HTTP iR 2 B A3ty | fl &% E &
BENRBHERKRSE. EELEERT , EANEREHEASNEIENRFRAP, MEFHEE
7, F2E "HREEE, EE LNERHEH &,

R Ji R 3

Amazon & Firehose £ at-least-once EEZRETEIERF, EELBERT , HlUNER T REF
B IREREREEDZRFKEIB , Amazon Data Firehose RN ER e EHREHLER, EF
AR Amazon E¥ Firehose X EMFTA BEEH,

FENKE "Firehose) &7

AXE Firehose Btk , BRMRETATANENSRHBEEIZ BN, MRLERHR B A b T FHEE
ERER (Bl , FRENVEZRFEHRE)  CURSLELEFERRM , WE BN ER T HREE
#}1T. THIZERRA MM RULERE

/A Important

M‘“EFHTLE/fEF*ﬂ%%E%MLH# E%ﬁ%ﬁ%umeﬁ {ﬁﬁé U?E’J\ﬁﬁaﬁﬁi_ UAmazon
SIHHERRAEIE L MEAKFRRSLEEXI BN, SRLAFENEHRF , RAEKS
REREHRARM 2 , BOBEELENELEES ARV,

T % Firehose H04n] B3 3% 5k B

EREE Firehose B7EF , BIRFFZ B (a0 OpenSearch Splunk 1 HTTP i) , Bt &EE
SIREH  EHPREABERNNER. MEHFE Firehose IMAEBEE X MEEHERNFHE
A, Eﬁ%ﬁﬂﬁﬂg‘ﬁé’iﬂﬂlfﬂo MEBMFARE S3 EEFTRBNFEIER (P AHEOEEXINNER) B
B |, FESEEE Firehose FHUE# Amazon S3 B, E Firehose (a) B XSG ERHEEE H
A=k ok H (b) MEMERBEAED SIRETRUETARINE , cEERMEEFERERRM , B
FERTUEEE BB AfER SSLEAL.
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https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
https://docs.aws.amazon.com/firehose/latest/dev/basic-deliver.html#retry
https://docs.aws.amazon.com/firehose/latest/dev/basic-deliver.html#retry
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-s3

Amazon &% Firehose HBEABER
¥ {Z Firehose &%

£ E 1 Firehose PEERFEE |, 555 Firechose BA S3 BB LAE XM AIEF, 40,
MREEEHEER OpenSearch B1ZH Firehose &3 , ATLUEIBEFER R ITIIRME, WMEFFA
B , 52 R Firehose FEUER T3 OpenSearch BR#E B By,

BBRE)E s3:PutObject My "Effect": "Allow" 37l , WEARHEBEAR , ZFAXNSHE AR
B ARBRH S3 HEFEITEBAENE s3:PutObject EF Effect": "Deny" W, #ETK , B
BB M (a0 | B8R B 4Z OpenSearch #81F) , B ER Firehose EAB Wit ER, BEEFHHE
b B W9 BV EF T |, BEEFFH Amazon Data Firehose & 1ZEh BN ZET, TREMEEE
# |, Firehose 4= LB ETR , MEZR A LAERA Firehose BCloudWatch 512 REIZILIER,

/A Important

E &7 Firehose P EERREER , EFEERARBROVRIER (Bl , 7 Kinesis Data Streams
REAR Katka W EERHEF) Eﬁi?ﬁ%%ﬁﬂ B2 R ERERE LA ERHEIEZE B it
Ak, MRRFEZ "EF@E AL , Bl Firehose RBER 24 N, MBRBKREEER , L&
ERREHRIPzARLFESR , BIEEREERIEX,

Y% 1€ Firehose &

EERESE  FABMBENIER Firehose EEKEREEZENHHER |, SEBAMBNEE
EREZEEREMN, BTR, ERANERAZE SSHEFITENTTEE UM XBHORT. R
R, EFEE s3:PutObject B9 "Effect": "Allow" FF , ¥ AMMELD KB IHY S3 FEET
REVEIE s3:PutObject BBR "Effect”: "Deny" FF®., &% , £/ Firehose K CloudWatch 1§
BETER  UEFERECEZZAMNM, EEMANREHEMER  BSEAEAR Firehose B
Amazon CloudWatch Hi&ES{2IhRE

{2 Firehose 2 167


https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/cloudwatch-metrics.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
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FMBABER

B Amazon B3% Firehose

1

/l_a\

A LA{E FA LA T ThRE BE 322 Amazon (3% Firehose :

ES |

CloudWatch BRI REER

& CloudWatch Fi18#ZE512 Amazon ¥} Firehose

25 CloudWatch Amazon &% Firehose BYIERE

fi£ CloudWatch A B 5&E542 Amazon 4% Firehose

25 Amazon 1% Firehose B CloudWatch B
EE 12 Kinesis (X EEIZ SV IE/EARRE
£ A B 555042 Amazon B Firehose API 8B AWS CloudTrail

CloudWatch B N REER

8 T S E R B EER FIRFA CloudWatch /R (&% 15 7#E) :

DeliveryToS3.DataFreshness
DeliveryToSplunk.DataFreshness
DeliveryToAmazonOpenSearchService.DataFreshness
DeliveryToAmazonOpenSearchServerless.DataFreshness

DeliveryToHttpEndpoint.DataFreshness

A, REBUTERHEREXRIET.

IncomingBytes (Sum per 5 Minutes) / 300 ##if BytesPerSecondLimit BB 7 L,

IncomingRecords (Sum per 5 Minutes) / 300 #if RecordsPerSecondLimit BB %

teo

IncomingPutRequests (Sum per 5 Minutes) / 300 {Zif
PutRequestsPerSecondLimit WE D Lt

EMAEZAEBRITERNS —{EEER ThrottledRecords,

CloudWatch BRI RIEER
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Amazon &% Firehose HBEABER

WEBEANE REA ALARM AREER M EHERRSEMEA | R EZ

a’n'lh'
W%
¥

& CloudWatch F181ZE512 Amazon E ¥ Firehose

/A Important
EHMEBREE NibAIFTE CloudWatch BE ERMAE TR , LUER RHEBITHRA,

Amazon & ¥} Firehose B2 Amazon CloudWatch 1§12E# 4 , FItEaLAKE. Wi 2 47 Firehose &
TREY CloudWatch3g4E, Hlan , AL B IncomingBytesMli§IncomingRecordsiE , LUB MM E
B4 EEHHEEZE| Amazon Data Firehose BIE& %},

Amazon & ¥} Firehose 80 EURE MM CloudWatch I51&, BEE , MR EAER N RBER LY
Z Al EiE—oEREED Tl ERELER, ERREA CloudWatch s BEE—2ERRK
Amazon & ¥} Firehose &#&—X,

% TFirehoses BHRMENEERGEN ., ME Kinesis REEXISENFHMEN , F2H B
Kinesis RIEBFEEEAMEE,

FE

« B8 % &l CloudWatch $54Z

« BERMEE CloudWatch 1542

- BREAEER

+ API JE CloudWatch {RAIERE R

« BEREIR CloudWatch 152
 CloudWatch At BREAER R
o &N E CloudWatch 2E

. RSN (SSE) CloudWatch B
« Amazon &% Firehose FI R~

+ Amazon 83 Firehose £ FI51E

B)AE4 | CloudWatch IEE

MR A RERE DSl , AWS/Firehose B ZEREEETIEE,
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https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html

Amazon #{#% Firehose

FMBABER

BE

ActivePartitionsLimit

PartitionCount

PartitionCountExceeded

JQProcessing.Duration

PerPartitionThroughput

DeliveryToS3.0bjectCount

& BE% CloudWatch &

DU

Firehose B M ERMEXEHRERZA , BREENE
AfoEEHE LR,

By : 5T

EFERENDEERE , HAHER RPN D EIREE
. EfBFTHE 1 Mo EEHE LRH 500 (FARE) <
21,

By FHE

ESERTERETEESEIBE LR, ERBERETERR
HEH 130,

&= JQ Lambda BB H#T JQ EF X ATEEREFE

B,
By 2%

RAFESEEEERENEEE, IERTURERER
BESEENEEE,

B {¥: StandardUnit. BytesSecond
RTAERTE S3 RETRHNMEEHE.
B ¥

AWS/Firehose & ZE B3 T HRBERIEE, MREFFH

BackupToS3.Success, DeliveryToS3.Success, DeliveryToSplunk.Success, DeliveryToAma
= DeliveryToRedshift.Success W¥IHE/PMETE , ¥ FRRERIEKR. Amazon Data

Firechose 8 ERRXVHR , WHERHRIRXNEFREN BN ES S3 REFEZIASOEB

B,
ES |
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FMBABER

P

R+ ZE OpenSearch R#§
XA+ E OpenSearchfE A R 25

P

32 {+ZE OpenSearch IR

/

BE
DeliveryToAmazonOp

enSearchService.Bytes

DeliveryToAmazonOp
enSearchService.Da
taFreshness

DeliveryToAmazonOp
enSearchService.Records

DeliveryToAmazonOp
enSearchService.Success

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

B
FEEHIR A2 5| ZE OpenSearch Service B TTEE B .
B{ : il

Amazon & Firehose i h BRIGCEKHN F s ( EEA
Amazon Z#% Firehose E|3R1E ) . EfTHRIB I FHRIFC 8%
B X {F# OpenSearch R#%.

Bfy:®

FEEHBRA OpenSearch Service fm &% 5| HYEC &2 B

By : FH
IR H R 5| 2 Lk M E B B 2 o sV A,

EEEHEA , 3 ZE Amazon S3 WU TEEBE. RE
EIBAME X AHDE , Amazon E#l Firehose &
B H I IEE,

By FE

Amazon #{#% Firehose P& & BB Fls ( RREA
Em

Amazon #1% Firehose IR ) . FALEFEHEEX
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FMBABER

BE

DeliveryToS3.Records

DeliveryToS3.Success

DeliveryToAmazonOp
enSearchService.Au
thFailure

DeliveryToAmazonOp
enSearchService.De
liveryRejected

32 {+ZE OpenSearchfZ [ IR 25

BE

DeliveryToAmazonOp
enSearchServerless.Bytes

DeliveryToAmazonOp
enSearchServerless
.DataFreshness

iR
HEHRAERNZE S3 FEEFEITE. REELRAMENXMHR
A&/ , Amazon ¥l Firehose T &% H It 15E,

Bfy:®

EEEHEAN , XNZE Amazon S3 WIZ#EHE., REHE
EBAEMEXEBAESDR , Amazon EHl Firehose F &8
HIbEE,

By FE

FiE Amazon S3 Put fn S #E R # #9521 Amazon S3 Put
AN, EREEHH AR ERHEMEXHHA
&2 , Amazon Data Firehose — 2 & %% H b {542,

B BREBENREER. BT OSES BEEBRNMARB .
0 RNKIBBE, 1 KRT-BEIEXK.

RATEBEHR, BE OS/ES ZBEBERNMABR T,
0 RTRBEE, 1 ZRAIXMFKHK

iR
FEEHR A2 5| ZE OpenSearch E @RI TTHEEE
By : {ustiA

Amazon & Firehose i h BRIGCEKHN F s ( EEA
Amazon #% Firehose E|3R1E ) . E{THEiB It FhrRIFC 8%
#EFHEZE OpenSearch @RS,

Bfy:®
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BE iR
DeliveryToAmazonOp FEEMBA , B OpenSearch EfAl REFRHE RS M FEHEE
enSearchServerless BHo
.Records _
B FE
DeliveryToAmazonOp RUmHE LR 2o B NES ER 2 SN ER,
enSearchServerless
.Success
DeliveryToS3.Bytes HEIEEHEA , RNZE Amazon S3 U THEB R, RE
EIBAFE X AHDE , Amazon E#l Firehose &
B LIEE,
B 5T
DeliveryToS3.DataF Amazon ##& Firehose &R & EHI L&A F 5 ( RREA
reshness Amazon &% Firehose ¥R 7E ) . EMLEEFETHEEX

HEHREAE RN ZE S3 fEFEITE. REELRAME XA
A&/ , Amazon ¥l Firehose T &% HIL15E,

B

DeliveryToS3.Records HEIREEHEA , RZE Amazon S3 HWiE#%EB B, REHE
BBFAE XA ERDE , Amazon E#l Firehose F &%
H e R,
B : 5TE

DeliveryToS3.Success Fi8 Amazon S3 Put as S # R 8 B Zh Amazon S3 Put

AN, EREEHH AR ERHEMEXHRA
{E4 , Amazon Data Firehose — &% H IlLi5E&,

DeliveryToAmazonOp SoRBNIREE, B OS/ES BEBXMAGKT,
enSearchServerless

.AuthFailure 0 RFREAEE, 1 RRBEERERN,
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BE DU

DeliveryToAmazonOp RIFIELIERR. B OS/ES HEEBEMABEE,
enSearchServerless . L L

DeliveryRasected 0 RTREME, 1 RELMNAK

Z{+E Amazon Redshift

BEE iR

DeliveryToRedshift.Bytes FEIREHEA , BRZE Amazon Redshift BV TS E .
BBV : FTE

DeliveryToRedshift EIEEHEA , R ZE Amazon Redshift BIEE % EE .

.Records

By : FTH

DeliveryToRedshift Fi8 Amazon Redshift COPY @< HI# F1 7 #9 B 2h
.Success Amazon Redshift COPY &%,
DeliveryToS3.Bytes EIBEHEA , RFZE Amazon S3 W THEE.

By : fuxi

DeliveryToS3.DataF Amazon 2% Firehose P& G BN HN Tl ( 1EEA
reshness Amazon ¥ Firehose F|3R7E ) . EALLLFEHEEX
WEREHBERNE S3 BETH.
B ®
DeliveryToS3.Records EBEHEA , RFZE Amazon S3 WEEH&E B,
B 5TE
DeliveryToS3.Success Fi"E Amazon S3 Put as S # R B Zh Amazon S3 Put
mEEN,
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FMBABER

BE

BackupToS3.Bytes

BackupToS3.DataFreshness

BackupToS3.Records

BackupToS3.Success

RZ{+ZE Amazon S3

DU

EETEHREARN , XNZE Amazon S3 B THEBE
o A E®El Amazon S3 K , ER EEE R Firehose 3
It iEE,

By : 5T

Amazon & Firehose P& & B &I F s ( £ EA
Amazon & Firehose 3R ) . EMLLLFEEHEE
AR EEER I ZE Amazon S3 REEEFEHER. A
{512 £ Amazon S3 K , SEHFEE ¥l Firehose & & It 15
=,

By ®

EIETHEA , XZE Amazon S3 B EEEHEEE,
By A2 Z] Amazon S3 B | i BHE B Firehose &3
sE,

By : 5T

e AR B4R Amazon S3 Put #5548 & #9 5% h
Amazon S3 f&3 Put e 5 # M, BUREHE Amazon S3
B TREBRE R Firehose 22 H LLIEE,

THRPHWIEEZEE Amazon S3 £ Firehose RN EEB NI BR.

B

DeliveryToS3.Bytes

DeliveryToS3.DataF
reshness

iR
EIETHBA , 3XNE Amazon S3 WL THEE .
B i

Amazon #i% Firehose F& & BN &N Tl ( fEEA
Amazon E & Firehose ZI1IR7E ) . FMHLFEHEEX
MEEBERNE S3 HEITE.
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FMBABER

BE

DeliveryToS3.Records

DeliveryToS3.Success

BackupToS3.Bytes

BackupToS3.DataFreshness

BackupToS3.Records

BackupToS3.Success

iR

By :®

EEEHER , RFZE Amazon S3 WEEHKE B,
By : 5™

P8 Amazon S3 Put i S #F Y KX Zh Amazon S3 Put
moER,

EREHBEA , XFE Amazon S3 BRI THEEE
» Amazon Data Firehose & 7ER{ A {17 85 3% L 1B (R
BERRRAE R SRR T BEH1T).

By : #¥

Amazon #i% Firehose Fi& G BN &N Tl ( fEEA
Amazon #% Firehose EIIR7E ) . FALLEFEHEEX
K EC 8B E R4 E Amazon S3 fEfZEr B E{E 0. Amazon
Data Firehose &7 Bt F im0 B 8% i I B (R B ERRRRX
&R REH1T).

By ®

EEEHARN , XNZE Amazon S3 #H{EMMHIGEHEEE.
Amazon Data Firehose B8R A RGO FZHIEEE (RE
£ E SRR E R SR BEE1T)

By : 5T

A ARAE R Amazon S3 Put fi & & /9 5K 2h
Amazon S3 &1 Put a5 5##, Amazon Data Firehose
SEBBREAERHLIEE (REEREBERAEHERES
BEHTT)o
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FMBABER

EHER

B

DeliveryToSnowflake.Bytes

DeliveryToSnowflak
e.DataFreshness

DeliveryToSnowflak
e.DataCommitLatency
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"Records": [
{

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

.

"eventTime":"2016-02-24T718:08:227",

"eventSource":"firehose.amazonaws.com",

"eventName":"CreateDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream",
"redshiftDestinationConfiguration":{
"s3Configuration":{

"compressionFormat":"GZIP",
"prefix":"prefix",
"bucketARN":"arn:aws:s3:::firehose-cloudtrail-test-bucket",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"bufferingHints":{

"sizeInMBs":3,

"intervalInSeconds":900
.
"encryptionConfiguration":{

"kMSEncryptionConfig":{

"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"

iy

"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",

"copyCommand" : {
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"copyOptions":"copyOptions",
"dataTableName":"dataTable"
},

"password":"",

"username":"",

"roleARN":"arn:aws:iam::111122223333:role/Firehose"

.
"responseElements": {
"deliveryStreamARN":"arn:aws:firehose:us-

east-1:111122223333:deliverystream/TestRedshiftStream"

iy
"requestID":"958abf6a-db21-11e5-bb88-91ae9617edf5",

"eventID":"875d2d68-476c-4ad5-bbc6-d02872cfc884",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T18:08:547",
"eventSource":"firehose.amazonaws.com",
"eventName":"DescribeDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
I
"responseElements":null,
"requestID":"aabea5ed-db21-11e5-bb88-91ae9617edf5",
"eventID":"d9b285d8-d690-4d5c-b9fe-dlad5ab03f14",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",
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"userIdentity":{
"type":"IAMUser",
"principallId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"
I
"eventTime":"2016-02-24T18:10:00Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"ListDeliveryStreams",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"limit":10
},
"responseElements":null,
"requestID":"d1lbf7f86-db21-11e5-bb88-91ae9617edf5",
"eventID":"67f63c74-4335-48c0-9004-4ba35ce00128",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T18:10:092",
"eventSource":"firehose.amazonaws.com",
"eventName":"UpdateDestination",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"destinationId":"destinationId-000000000001",
"deliveryStreamName":"TestRedshiftStream",
"currentDeliveryStreamVersionId":"1",
"redshiftDestinationUpdate": {
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west-2.redshift.

iy

"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-
amazonaws.com:5439/dev",
"password":"",
"username":"",
"copyCommand": {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

},

"s3Update": {
"bucketARN":"arn:aws:s3:::firehose-cloudtrail-test-bucket-update",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"compressionFormat":"GZIP",

"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
},
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"
}
I
"prefix":"arn:aws:s3:::firehose-cloudtrail-test-bucket"
}

"responseElements":null,
"requestID":"d549428d-db21-11e5-bb88-91ae9617edf5",
"eventID":"1cbhb21le@b-416a-415d-bbf9-769b152a6585",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principallId":"AKIAIOSFODNN7EXAMPLE",

"arn

":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

iy

"eventTime":"2016-02-24T18:10:127",
"eventSource":"firehose.amazonaws.com",
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"eventName":"DeleteDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
},
"responseElements":null,
"requestID":"d85968c1-db21-11e5-bb88-91ae9617edf5",
"eventID":"dd46bb98-b4e9-42ff-a6af-32d57e636adl",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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"Statement": [
{
"Sid": "Allow-only-specific-PrivateAPIs",
"Principal": "*",
"Action": [
"firehose:ListDeliveryStreams"
1,
"Effect": "Allow",
"Resource": [

i n

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:DescribeDeliveryStream"

1,
"Effect": "Deny",

"Resource": [

"y

}
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BT EHE Lambda HEFEEEHAN IAM &
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2. EEREEERT  BEEAG , AREFEVAG,

3. HEMWUFEERMNEAET , REREREE AWS R,

4. £ Choose the service that will use this role (ZEFEAE AL AR IRKE) T , i#HZF Lambda
(Lambda).

5. 1##E Next: Permissions (F—% : &™),

6. HEHEBES 6 ESMFEAEA AWS LambdaVPCAccessExecutionRole #
AmazonDataFirehoseReadOnlyAccess KR EBUR,
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/A Important
LT RS, SR EHEERERAERRNBE,
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BARKE AWS Lambda & , #81t A& https://console.aws.amazon.com/lambda/,
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EERERBREER.
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£ Permissions (3¥8) T , /EB8 Choose or create an execution role (BIEREMHITAR),
£ Execution role (B{TA ) JBEH , i#IE Use an existing role (FABREAE),

£ Existingrole GREAR) BFEYF , BEELULEBINAR,

BEEVEY,

£ Function code (BRI PR LU TERE,
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import json

import boto3

import os

from botocore.exceptions import ClientError

def lambda_handler(event, context):
REGION = os.environ['AWS_REGION']
client = boto3.client(

'firehose',
REGION
)
print("Calling list_delivery_streams with ListDeliveryStreams allowed
policy.")

delivery_stream_request = client.list_delivery_streams()
print("Successfully returned list_delivery_streams request %s." % (
delivery_stream_request

)

fEF$#E 0 VPC i% 2 ( AWS PrivateLink ) Fi Amazon 3% Firehose # 243


https://console.aws.amazon.com/lambda/

Amazon & Firehose HBEABER

10.
11.

12.
13.
14.
15.

describe_access_denied = False
try:
print("Calling describe_delivery_stream with DescribeDeliveryStream
denied policy.")
delivery_stream_info =
client.describe_delivery_stream(DeliveryStreamName="'test-describe-denied')
except ClientError as e:
error_code = e.response['Error']['Code']
print ("Caught %s." % (error_code))
if error_code == 'AccessDeniedException':
describe_access_denied = True

if not describe_access_denied:
raise
else:
print("Access denied test succeeded.")
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£ Network (#88%) T , BEU LIRH BN FIER VPC , AR BETRRELERY L2 EHEKHE
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A HERHEN BRI, RIINERSETRESRN Firehose BREE |, AR T 5 &
g

Calling describe_delivery_stream.
AccessDeniedException

Access denied test succeeded.
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£ Amazon &% Firehose H{ZZR &M Firehose it

BRI LS BN P EER UEBRNE RN BRETE Amazon BEFl Firehose FE I Firehose &, &
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* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

* Environment: Production

MR EECreateDeliveryStreamBEHIEEZRE , Amazon Data Firehose & ¥t
#Zfirehose:TagDeliveryStreamBEFTHMIRE , UBRBFEAERSTEEELER
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R, WRERZMEIER , BIFEA IAM EREREILF Firehose BRIBEREE KX
By , AccessDeniedExceptionfl TR

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/x
with an explicit deny in an identity-based policy.

THEPREARFFERAEREY Firehose BRAERZBRAIERA

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:CreateDeliveryStream",
"Resource": "*",
}
},
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
}
}
]
}
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IMRERKEL Kinesis BRI E7 |, Firehose EERHAER T HI4EZ : DescribeStream,
M. GetRecords GetShardIterator

R Firehose BiRfEADirectPut , M &EIncomingBytesFE IncomingRecordsEEERR
BEBEARE, MREFEHMNRE PutRecord = PutRecordBatch , FEMESHEESINAMR R ZEH
BMEEERESERNERFRER , UETHBMNZXER, A, MREAFEH PutRecordBatch
APl , FERELANEX B SR E L EFailedPutCountF HI{E , BIfE API IR Tt 2301,

R Firehose BREM Kinesis EREREAERR , FRERFERER
fIncomingBytesMIncomingRecordsEE., k7l , FEWEC ¥ Firehose B
HiDataReadFromKinesisStream.Bytes#lDataReadFromKinesisStream.RecordsE £,
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 Firehose &iiE %M %A CloudWatch 528, CloudWatch 45 AWS loT BMEWBEFEH — &
5 AWS RIE REEHS A B NEHEIXZEHEM Firehose B, AWS EIHFEFIEMN Firehose $ 7
H RGN AR E,

- BEREERY , BEENMRFER — NRRIFERFEINEE , B Firehose FRFEHNEFRFTRRT
i, ERGERRERTIEN  FREFRNREE. BRENHEE ERBTHEER.
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https://docs.aws.amazon.com/streams/latest/dev/kinesis-extended-retention.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html#Firehose-PutRecordBatch-response-FailedPutCount
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« ¥% Firehose IncomingBytes #IncomingRecordsiSZ , MERRE R C R INEIX E &M Firehose
B, MEFHMENR , 5528 F CloudWatch FIEZEE Amazon E#! Firehose,

- WMRBAFEA Lambda ETEREE |, FME AKX EExecuteProcessingSuccessEE |, LU
iE Firehose B ERMAZH Lambda KB, MFEFMEH , F2B £ CloudWatch FAIEEE T
Amazon & ¥} Firehose,

- BMEAXEDeliveryToS3.SuccessiE®E , #E Firehose EERASERMA Amazon S3 FEZET
B, WMF/HMENR , F2B F CloudWatch FIEZELIE Amazon & ¥ Firehose,

- BEMARBAERESE  FRAEENELSESARRNERLH. WEFRENR , F2E &
CloudWatch A B 55 E542 Amazon 4% Firehose,

- MREBEEHFHEINESREE 8 "EF A Amazon S3 R InternalServerError B&E| 7
Firehose, IRESER,; MREHRNMAERE , FHEB S UMBRBE, , |, EVERRA S3 HE—
DEIEMNBERERERS. SAAEL S3 ABRAERNUERLEE, NEFEFAER  BF2HRE
E#RETES - H&{E{L Amazon S3 MEE, WMRERB LM REE , FBHAE Sup AWS port SAEUS i
— S8,

- 5T E Firehose B IEEM Amazon S3 fEZETEMARFEE,

- MREAER Lambda #TERIEER | BE Firehose BARFIEEM Lambda BN AELE,

« FBHETE Firehose BRAIEEN IAM AT LIEE S3 RFETEEM Lambda NS (MR ER A ERIE
), A FBREE IAM ST ZENG S AMCEE R  LIEHEIRGE#, CloudWatch INEFFHH
B, 528 2T Amazon B3 Firehose 5/ Amazon S3 B i,

- BERIEFEAERERINEE | BHER Lambda BRERIE ER KR EEAX/DNEIB 6 MB HEE ., WNEFMA
EEA , 5528 Amazon E#l FirehoseData B,
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SFH#BEAR Amazon Redshift

WMRERRZFRIEH Amazon Redshift #7253 Amazon Redshift Serverless T4EEH R |, FlE

T3IFE,

s

BEREETNELR S3 F#EITFE , BH A Amazon Redshift, MR E R KREEZEN S3 REFEE
E2BWMERE Amazon S3,

« % Firehose DeliveryToRedshift.Success ¥84& , #E Firehose B EFMERI X S3 fERET
B& 48 517 Amazon Redshift i #& £ 53 Amazon Redshift ZEFRES T/EE H, MTEHMEF , 5
28] ff CloudWatch 18§12 B2 Amazon & #l Firehose,

- BEARBAHEREE  BFRAEEDELRESARRNERGL SR, WEFHENR K BFBEE
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/optimizing-performance.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/optimizing-performance.html
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html

Amazon &% Firehose HBEABER

5&E Amazon Redshift STL_CONNECTION_LOG ®#& , EE Firehose & Al LA THE M E#R, &
REAEHZKERESBRGERNRE, WEFMENR , 3328 (Amazon Redshift E ¥ ER & A
EfEm) B STL_CONNECTION LOG,

- MBFRAMEB/REECE |, BIFFEE Amazon Redshift STL_LOAD_ERRORS & 5k LB
& COPY £HMEHA, MEFHMET , F28 (Amazon Redshift ERIERZEAERE) T
STL_LOAD_ERRORS,

o SEHEE Firehose &M Amazon Redshift fHREER B EHEB BN,

- FBMEETE Firehose BRAIEEN IAM A BT LLFEL Amazon Redshift R ERIH S3 FEFETE , XU
RARERERY Lambda BE (MREA 7T ERER), A, BHEE IAM SE ] FEG&FEN
e, MBI, CloudWatch INEFFMEN , FFSE BF Amazon £ Firehose §578
58 Amazon Redshift B #Yit: ,

- HREH Amazon Redshift #iEEH#E £ Amazon Redshift ERIIREE THEEENRERIEER
(VPC) /b , SBHEEHE K 51X Firehose IP it E1TFEL, MEFHFME , FSHB X F Amazon &
¥ Firehose 55852 Amazon Redshift B it o

« E#ESE Amazon Redshift #iZE Y # & 3% Amazon Redshift Serverless T/EE¥4H A 2\ BAE A o

- BERIEFEHAERERIIEE | B Lambda BREME FER KR EEX/NEIB 6 MB HIEE ., WNEFHA
BEA , 528 Amazon B ¥l FirehoseData HEi,

Amazon OpenSearch AR &=

MRER REXEEM OpenSearch FRIEME , FRETHIIEE,

B LA E R E &4 B Amazon S3 EZErE. MEERKREEXZEMN S3 fEFTE |
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« ¥ ¥ Firehose IncomingBytes fIncomingRecordsiSiZ , R ER B MINEEX EEM Firehose
Bif. MEFHMEN , 5B2E £ CloudWatch FE1ZEE#E Amazon B Firehoseo

- MRMAMEA Lambda ETERER |, FME X EExecuteProcessingSuccessEE |, LUk
7 Firehose BEH WAL Lambda ¥, MEFMENR , 52 E £ CloudWatch AigEERE
Amazon & #} Firehose,

- #& Firehose DeliveryToAmazonOpenSearchService.Success & , ¥ Firehose EE&
& ERES|E OpenSearch fRIEHEE, MEFME , 5582E £ CloudWatch FEZEEE Amazon
& $l Firehose,

- BEEARBAERGE  FRASEDREYREEELAKMIIERGICH. MEFMENR ,
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HI‘H

B £

Amazon OpenSearch fR7&# & 252


https://docs.aws.amazon.com/redshift/latest/dg/r_STL_CONNECTION_LOG.html
https://docs.aws.amazon.com/redshift/latest/dg/r_STL_LOAD_ERRORS.html
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html
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- FEFETE Firehose B H) OpenSearch FRIEAHRE E#E B A W

- MRERAFEA Lambda #TERIEL: | 55 E Firehose B IEEMN Lambda RENAEE. It
S\, FBHEE IAM SR FEGSEHENZEER , UREHRLH. CloudWatch MFEFMEA |
#82 FirehoseAccess BB/ A OpenSearch fR# B B b

- FRFETE Firehose FBRHIEER IAM BB A LAFEUER OpenSearch lRIEHE L. S3 B RAFETEH
Lambda & (MMRERAERE®), I , FHEE IAM SEAFEEGESIFENHEER , URE
$833504%, CloudWatch MEFHMEF , 552 FirehoseAccess B#ZEE/\F OpenSearch AR B #Y
i,

. BEREFRAERERIIEE , FBHEE Lambda EEHYEIEMR K E{EX/NEIB 6 MB BYRE ., MFFFH
B , 5528 Amazon E ¥l FirehoseData HEi,

« Amazon BIRBr X Z£ M ih T X 15§ H 73X {JE Amazon OpenSearch R B Kt , KA
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OpenSearch [RIEEEE — BT EZZEAREEH. EFABRER , B LAEEE CloudWatch
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MR ERKREEZIERH Splunk KRIGETE: |, BREFBUTIE,

« WMRIEK Splunk FANMK VPC F |, 33HEE Firehose AILAEEE., MEHMER , 528 FH VPC
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- MREFEH AWS ERTHES , BEEEC R "Classic Load Balancers = "Application Load
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=,

« #EJ Splunk FAMER, Firehose B9 Splunk FitNTHEE Splunk F A& 6. X RWEFRA, WFE
SMMER , 5528 Amazon Kinesis Firehose B Splunk Fft il st 4.
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ft) , FEEAAR M TEREER LA 8 HEC #ERR (ACK).

- HEREFERAN AN HEC fFic.
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-es
https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky-sessions.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/sticky-sessions.html
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http://docs.splunk.com/Documentation/SplunkCloud/7.0.0/Data/UsetheHTTPEventCollector#Enable_and_disable_Event_Collector_tokens
http://docs.splunk.com/Documentation/Splunk/7.0.3/Data/FormateventsforHTTPEventCollector
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- MR EEZE Splunk XMERER HEC BB ARESEEE: , BREEHER. REHLY , RS
& El Amazon S3, MELWER B HIRE Amazon S3 , EHAIRREFR KK,

- HFREEE HEC B LA indexer HERRIhAE, WMHEFMEN , B2 BB indexer BEFZEE.
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+ RetryOptions?E Firehose &FfiDurationInSeconds# Splunk B Kt I8 I T HIE,

- WELM HEC EEARRE,

- ERIEFAEREIRIIEE | B Lambda BNEH B FERREEX/DNEIB 6 MB HRE ., WFFH
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BYRESR true, BE nix FHE , EEBERMM $SPLUNK_HOME/etc/apps/
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https://docs.aws.amazon.com/firehose/latest/dev/data-transformation.html
http://docs.splunk.com/Documentation/AddOns/released/Firehose/RequestFirehose
http://docs.splunk.com/Documentation/AddOns/released/Firehose/ConfigureHECdistributed
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- TERNERMARSE[RINTG, ERLZEONRER.

* Firehose EREBERAXZEREHEWHEIL, FASHIRFEMSERAY URL, MEFHTBEA , F28
EXH

« H52 Firehose B2 EHE R EFHMEREN AWS BiFHE,
- MRBBENMAEE , FHE AWS X%,
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MREBAREEE Snowflake ERIFR , FRETIIEE . ENEEXRMNERSERERBNARY
EREHRAL —EBEEE S3 HARRMENE, UTR-LEERNERER. NFHB[ABNTREEE ,
A2REREREEER.

« $ARMREE : EfE. DefaultRoleMissing : R RE I Firehose BB AREER AR, NRKES
FE. AR , BLFRRECERIACRKEAS 'St AFEENAG,

- $EERMRHES : E0. ExtraColumns : R HRBMABRESPNENE , ALEERBAE
Snowflake, TEIEEREHPTFTEENERT. FIiEZ K SEHBBEESI XNNEN, IREBEER
TFEERERRKRYP , BEEXREHRNIERS  FREWAZSETHERTEBH AR NEEERRE
ZPELENERTEBMERN.

- $EERMRHES : E10. MissingColumns : RAHRBMABREHPRDERT , HERBAZE
Snowflake, FFERECAFIETIAZNERMTEEE.

o SRERUEE : E4¢o Invalidinput : & Firehose EEAG IR A I A £ E R AHBEMAY JSON B,
AR RAERERER. R json ENEHKAIERE , REENNES|F , 515k , BE2FHFE. BEl
Firehose X155 8 JSON IEHEARFZENESR , TX¥F JSON B,

- $HERMAEE : Eft. InvalidValue : IEHHABMABRERTNERBERTEEMEELN., FHEEH
AEFHPIEEN JSON EFE Snowflake BRI REZFTELHNERER,

- $EERMRHES : 18, InvalidTableType : &RIRAXE Firehose ERFPRENERKER., NEXZEN
Rk, ERTHNEREER , 528 Snowpipe SERHEH]) RHIBRE,

(® Note
ERMEMRE , NRERE I Firehose & 2% , Snowflake BEWith ENERRERZHN A CER
B8 ¥ | Firechose TJREBEEL D ENRFETREENTELEE, MREBR L E R EALER ,
S EHEMBRIEFE I Firehose B,
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https://docs.snowflake.com/en/user-guide/admin-account-identifier#format-2-legacy-account-locator-in-a-region
https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-overview#limitations
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- MEREBRBLAAMKS VPC , B Firehose VPC B EEREFBERPHRTE  FRIMEIT TS
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. f{# Atraceroutes 2 M T Etcping’ R ERERERDIEHE. MRAHY , BRELHHERLE -

fian
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=

tcping firehose.us-east-2.amazonaws.com 443

- MRENBPERF[EERATIRTRE , FME Amazon CA (WEEREEN) EENVAEEHES,

Hlan -

curl firehose.us-east-2.amazonaws.com

AAEXER API LEBREFER AP REIREE,

MR LRSI,

REEEHEMRE HTTP w4k

AEERAFE A Amazon E#l Firehose #ERMEIZE| — R HTTP iIn M B WA R SEBHBE MV (21F
BH%, EE. MongoDB, #iE¥). Splunk 5% Sumo B#E) BN E RSB, LogicMonitorf
AEHWME , MEEANBNMISRA HTTP ik, FBHE Firehose BRAIEEMN IAM AT AFEL
S3 EFEZETEE M Lambda RENETEREIR (MR CBAERER), i, FRE IAM AR TEFER
SCEEBHEMGCSRE T , IR EEERC4E. CloudWatch MMEFMENR , F2 B4 Firehose FEUE
HTTP i & B #Y i,
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https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/general/latest/gr/fh.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#using-iam-http
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® Note
AEFPEATEAR TS B : Splunk, OpenSearch fR#. S3 # Redshift,

CloudWatch HE$
s ZUR BB RUA Firehose BICloudWatch ie#kIhEE, REERSE B MVt BF 4 SRR | T2 8MAH

==t
b o

B A 3t 5 SRR

ErrorCode: HitpEndpoint.DestinationException

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",

"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,

"message": "The following response was received from the endpoint destination.
413: {\"requestId\": \"43b8e724-dbac-4510-adb7-ef211c6044b9\", \"timestamp\":
1598556019164, \"errorMessage\": \"Payload too large\"}",

"errorCode": "HttpEndpoint.DestinationException",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

B EFIAMRT R Firehose BEAEL R R Im BHER BRI B H HTTP 53K |, {BRUKEI 200 BRI ER, I

JE 200 B9 2xx EE FEtL 2B 2 H Bt Bl /AR . Amazon Data Firehose 4% CloudWatch #£5% EE’JJﬁ'ﬁ
S E Y [ FE RIS A E TR B FE A S L 8% E H55 . R Amazon Data Firehose & 5c #k B FE R HS
MEMEEMEZECXSHERE | HibisE S ERMHIERL Amazon Data Firehose HTTP RRAJ5E R #EL]
FR. AT REHELHINRRNEEREHBRER

* 400 : RREHE Amazon EHl Firehose RERRMEIAHRABER, FHDEHERD ul, —KRE
., REHE. FIER  UARBNHETRT, F2RERMEHEREN B NS E N,

« 401 : RRIBA Firehose BRFBZENEFR BT EERIEK,
« 403 : RRIE A Firehose %;ﬁ&iﬂ’]ﬁﬂiéﬁﬁ/ﬁﬁﬂ—rﬁﬂ%uza S E U SRR

« 413 : &7~ Amazon Data Firehose X Z IR HNWEREAHERB AR , HBERE, ERSEFRERRE
KE B EBZEAR D,
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https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-Url
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-CommonAttributes
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-CommonAttributes
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-ContentEncoding
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-AccessKey
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointDestinationConfiguration.html#Firehose-Type-HttpEndpointDestinationConfiguration-BufferingHints
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
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« 429 : 8 Amazon EX Firehose A RN EXR S B Wt FrrEREIER, FEiBIE INEHEE
/8B FE K/ (BMHEEBWHREIR) RIGBEEFRE R

e B5xx : RINBWHBEAERIE, Amazon EiE Firehose BRIEIAREE T 1E,

/A Important

EEEH  #RAGLRERNRHIMAER  BRERMTREFIENRERHECERT I
BEREERERMSERR,

EHMHEE

ErrorCode: HttpEndpoint.InvalidResponseFromDestination

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",

"destination": "custom.firehose.endpoint.com...",
"deliveryStreamVersionId": 1,
"message": "The response received from the specified endpoint is invalid.

Contact the owner of the endpoint to resolve the issue. Response for request
2de9e8e9-7296-47b0-beab-9f17b133d847 is not recognized as valid JSON or has unexpected
fields. Raw response received: 200 {\"requestId\": null}",

"errorCode": "HttpEndpoint.InvalidResponseFromDestination",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

Y B FE B A AR S 2R 7R Amazon E#} Firehose W2k B Ui 25 B 1Y ith Y 54 O] FE IEIFEJZ\ZE??AIEIFE
# 1% , B H Amazon Data Firehose 8RN ERBRAXRY , YEEMBEXHENER , EEIBBERE
MWEHSERB AL, BIFEEEIRES 200 , Amazon EHl Firehose ﬂjﬁﬂvTLﬂﬁﬁlﬂgiﬁ%E’J [E] FEAR
ABAM, MREEFEE Amazon Data Firehose AR iR % , FREBEEREUBRERKIIR T,

UTR-EERNENDERE  URBEELHENGE

3
#

« MY JSON SIEFRHM : RAEEEEEMERFSLA JSON , HEF AL,
O ERETARRR.

- J&J8 Requestld : RREIEFEE "requestld IBE | o
« Requestld TH#%F : RREIEFH requestld 3B B A FESEHM requestld ID,
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https://docs.aws.amazon.com/firehose/latest/dev/httpdeliveryrequestresponse.html
https://docs.aws.amazon.com/firehose/latest/dev/httpdeliveryrequestresponse.html
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- RAFEHRE RAEETSSRBECHV. FEBERUSLERET , MTARFH,
- RARBEYEZEE . RTOETETE "WEREE . EAREN/sony EH, SEESNHEMREE

A,

/A Important
EEE1E : Amazon EH Firehose REEAEE RHEIXFIRFE Firehose 553K M [E] FE 37 1& B Uk 2o
NMREBEZBENMEREAE=FRE , FEREFEANERMN Amazon Data Firehose 48
BinE  ZmB e\ AEURETE. Al | BiE=21 Amazon EiE Firehose im 22
https://aws-kinesis-http-intake. https://api.datadoghq.com/

HtE REER
THIIEEERARNER.

. #RER{VEE: HttpEndpoint. RequestTimeout-1§ Rin B FT{E B EEER 3 pEREE, WREZEW
wHHEEE  AIFEMEEENtIRENEERE, NMREFT2ENHNEEE K FHESHEELH[AR
BAUFEBH A HEEREECERRE (D RERET , WP SEBREENER).

. $HER{VES: HttpEndpoint. ResponseToolarge-RREIE A K, EIFELENA 1 MB (SFREEZEH),

. #RER{UEE: HitpEndpoint. ConnectionFailed-R R EEZERREMNIHE RV ER, ENREEHEARENH
Wt EEEF. Amazon Data Firehose A FEUR S, , REWE L E ARKREIRE BERERIH.

. #RFR{UHE: HttpEndpoint. ConnectionReset-i8 REBILER , BinHEEEFRNB R,
« $BERRHE: HttpEndpoint.SSL HandshakeFailure-&R 7R SSL 3 345 £ 3 A 2h B2 5% & #Y i 26 52 o

SEEHEAE MSK As A Source

AEFEHRE A MSK As Source B E R SR S BB

® Note
INFELRHHF AR IE, e S3 RYE-E ,

3
¢
a1
e
B
&
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c
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https://docs.aws.amazon.com/firehose/latest/dev/httpdeliveryrequestresponse.html
https://api.datadoghq.com/
http://aws-kinesis-http-intake.logs.datadoghq.com/
https://api.datadoghq.com/
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Hose #13 k B

WMREAMER MSK As Source Y hose B k¥ , BREUTAR

- REREFEMSK BERBERN "EAT L K&
- MREEECERLEER , AIFRIEE LNALEER SRR

MREEANRLEER , AIFRSEE LN LB FIERR

- MRBEEERLEER , RIFHEEHIB A E Firehose EVABERNEREBE. 5HZ
BY : MSK ik 5 5% A

- BRRFEETNACEAREESTEHENERNTA

« BRIEH VPC T2 REAFEEREEF AREFTERAMNEEE FNEARE

Hose &=
WMRIEH hose EREEMARE  FRELUTRARE

- REREFEMSK BERBERN "EA+ L K&
- MERFRTERESFE. NRTERMBRILEFRAZE , AIELAMBRI ZFHAE Firehose 7o

Hose FERR

=818 BytesPerSecondLimit {87 ZIE W £ B EEREZERIFLE
DataReadFromSource.Backpressured FEERE 1,

- MRKIEFEEF | BytesPerSecondLimit 55+ ZE DataReadFromSource .Bytes EEIWFERIESR
#lo
« & CloudWatch BH&E, BHi#ISE, EREREZNENERIEE |, EIRSE,

BRI HEESER
&R LT 58

* Firehose B RFFEALFNRBERRKAHERTNBEE, ATHRRELEEECHEREE
Kafka RY/CIE BE B IERESC SR LIS RIBIAC |, 3818 Kafka TERREBRELEERES
message.timestamp.type=LogAppendTime,
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https://docs.aws.amazon.com/msk/latest/developerguide/aws-access-mult-vpc.html
https://docs.aws.amazon.com/msk/latest/developerguide/public-access.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#access-to-msk
https://docs.aws.amazon.com/msk/latest/developerguide/mvpc-cross-account-permissions.html
https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#firehose-assume-role
https://docs.aws.amazon.com/msk/latest/developerguide/port-info.html
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MSK & SE 4R &

THREFRPMMEE MSK BEENEIFE N, MEFRERE Amazon MSK B FisfIEEMER |

s
W%

B Amazon Managed Streaming for Apache Kafka BiZ% A £ 155 B BEREE A Amazon MSK,

BRiE B MSK B &RV ER

1.

Al —EERM UNIX B ( RFR AL2 ) Amazon EC2 Bfl, MMREHNEE LERA VPC EE , &
RGN EC2 BITEREMBMN VPC #3117, —BHTEETA , R REBER MEFHE
B , 5528 Amazon EC2 [F &5 M AHZERE,

BT TOST , £A Yum EAEEEREZEK Java, WEFHMEA ,
REEETNZERS.

52 Amazon Corretto 8

sudo yum install java-1.8.0
AT T O BREEAWS A Fifmo

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
unzip awscliv2.zip
sudo ./aws/install

BBETU TS THMEFFRFEFR 2.6* R4,

wget https://archive.apache.org/dist/kafka/2.6.2/kafka_2.12-2.6.2.tgz
tar -xzf kafka_2.12-2.6.2.tgz

BIfE kafka_2.12-2.6.2/1ibs B & , REHIT T IH ST EH Amazon MSK IAM JAR ##

E 38

wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.3/aws-msk-iam-
auth-1.1.3-all.jar

E+RX+ bin client.properties XHRFRAIEX#,

LUS&AE Firehose REFAMI A ARN ElawsRoleArnft , SourceConfigurationdt R REBAL
B, LHFENE AWS FisFAERIEABawsRoleArn, AWS B FiRERAEKERBEEEL
RIEENAE,

[ec2-user@ip-xx-xx-xx-xx bin]$ cat client.properties
security.protocol=SASL_SSL
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https://docs.aws.amazon.com/msk/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html
https://aws.amazon.com/cli/
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sasl.mechanism=AWS_MSK_IAM
sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required
awsRoleArn="<role arn>" awsStsRegion="<region name>";

sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
awsDebugCreds=true

ssl.truststore.location=/usr/lib/jvm/java-1.8.0-
openjdk-1.8.0.342.b07-1.amzn2.0.1.x86_64/jre/lib/security/cacerts
ssl.truststore.password=changeit

8. ETUT Kafka S HIHEE, MRLEHEEEAAN
BHEZERIAAYN , BEALERERBER AR,

3

RN AR B EFARSR. OR

bin/kafka-topics.sh --1list --bootstrap-server <bootstrap servers> --command-config
bin/client.properties

WMRERKY , CEZEFINEUT @I &@E L.

[ec2-user@ip-xx-xx-xx-xx kafka_2.12-2.6.2]1$% bin/kafka-topics.sh --list --bootstrap-
server <bootstrap servers> --command-config bin/client.properties

[xxxx-xx-xx ©05:49:50,877] WARN The configuration 'awsDebugCreds' was supplied but
isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)
[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'ssl.truststore.location' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'sasl.jaas.config' was supplied
but isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration
'sasl.client.callback.handler.class' was supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'ssl.truststore.password' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:50:21,629] WARN [AdminClient clientId=adminclient-1] Connection to
node. ..

__amazon_msk_canary

__consumer_offsets

9. MRLEHTL—EESHRIEEINTMEE , FEEECRAENMEBEFARSE TEREEEEE
FH. EMENE—& , (RAILTHILEM telnet RBELNWEAREF , W TENG S,

sudo yum install telnet

MSK # £ ERE—E 262
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telnet <bootstrap servers><port>

WMRFREY , REF/ITEHNBE L, ERTETUELSE VPC HERE MSK BE , MABE
FrRBRERE IS EAVE R BRI

Connected to ..

10. MRERFKIY , FiwE VPC ZeMEHELNWARA, flm , Bl ER AR EERT5IE
38

Type: All traffic
Port: Port used by the bootstrap server (e.g. 14001)
Source: 0.0.0.0/0

BER AP BRFRM telnet iEER . MREMAELELR , I Firehose BIREAR K |, FHH
WAWS ZEAE,

ERMEEEREE MDA L

BRFEE R HELRERE Firehose BRFNERFAREE, 1ER Firehose BRHTREE R FCHENFH |
& Firehose FEEVE R B B siRYBFRI AL, Firehose IR AT ARERERFHEMNIERE, EEBIEE
B E R EHEEIRE | 552 the section called “/EH CloudWatch 2 EE48”,

MRERHAFMBEHSMEXHNESD , FEEMETRNERFTHERS . —AHHETEENT , 3
— {8 R &+ ¥ =40

MRRBHERMEER | iR Firehose BRRXBIEAFEE. BRIV TEHHBIRIAEAE
B, REREEER .

MRERFHEEETEEN , ERTERARMNER, EEFRAARRHRTIET—EARRMEE
HYo

- BENMEEEIERFR, R Firehose HRASREMBE TRMHER  AIRNIEEER. &
AIBEEE 4 7 Amazon S3 BN B Ktk ( iE AIBEEE 4 7£ OpenSearchfR# , Amazon Redshift 5
Splunk ) , BEZLW BN EZHANBTEREEBARE.

- BWRIE, MR Firehose BEISEERRE A ERMEETEEER, ERENHNIERERE,

« Lambda EHERE, ENEREREREEREERN Firehose BN EREEURE, R JEEMN
it , anbe Lambda BBRINER, Hlin , NREBITHERE 10 , FEAZSEMITEDIERL 10
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
https://aws.amazon.com/contact-us/
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RIGMILITHE, LI, BFEEIEI Lambda REHFCTEE K/ |, LUE CPU BLE v SAMEFEHE I8 N,
ERREEENERM Lambda M. WEERTE Lambda HEBWHBEEN , F2EEE AWS Lambda
HE

- BERRFHIERE RN, MEMMEH Amazon CloudWatch BEEEE1REE RN AEREE
section called “fEFl CloudWatch &k E512",

« MR Firehose BHRME R KRR Kinesis ERIEAR , BIF 2R EHH. BE
ThrottledGetRecords. ThrottledGetShardIterator # ThrottledDescribeStream
BE, NREZEBAEMNINE Kinesis ERER , 2B TIER

« MR ThrottledGetRecords M ThrottledGetShardIterator IEERS , BHREE Mt E
BRERMENEREE,

- MREThrottledDescribeStream , BZE&E#kinesis:listshardsERMIBEFRENA
£KinesisStreamSourceConfiguration,

- BRHMEEIRREEK. EFAEEIE I Firehose EEZEAMN MM ERXNE | EMAESEIEEE
%, FEEBENEFTRTINE, NEFMEN , 552 BBufferingHints,

. "é“i‘iiﬁﬁgé’éiﬂ-ﬁ , %’E?xﬁ%ﬂ%%ﬁﬁlﬁﬁgﬁﬁxﬁﬁ?ﬁo EEERALERSERBE, i, BEir
SERIERRM DR, WEMAFEA Amazon CloudWatch B FEEREERMNMEREN , 52 /the
section called {EFH CIoudWatch FOSRESIR”,

- MR BMHR Splunk , M H DeliveryToSplunk.DataFreshness fR& , 1B
DeliveryToSplunk.Success HERFEE , Splunk BEFREILERP, MRATREMNE , B
Splunk &, =& , FBHEHE Sup AWS port ZBP9 , M ESRIE N Firehose FI2REE Splunk # B
HEHE,

illll

, 82 Bthe

RO S5 A% TV 2 25 B R =7 R 3t AR ok SR

MREHMBETESet BRI DynamoDB & ¥, &EiB Lambda BFHEHE R E Firehose B , RERFERAS
CERIE N A Apache BERES IR , BiEB4EEREHEN. AWS Glue Data Catalog

E AWS Glue J1TERZE X A DynamoDB BREMERIEHE (StringSet, MBinarySet) fmH

5| EENumberSet , M2 AR EEERN B HPHNF X BSET<STRING>SET<BIGINT>,
MSET<BINARY>, BR , & 7 f£ Firehose B BIRFCHEM A Apache EAESHIRIEN , EFE
Apache BEBIBER, RASESEETRENMM Apache Hive ERIER K HRgXLH, EEHERIE
HIiEME , 582 Apache Hive ERHEREFHER B &, BOUUEERB &P set F A array RiE
B4,
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https://docs.aws.amazon.com/lambda/latest/dg/resource-model.html
https://docs.aws.amazon.com/lambda/latest/dg/resource-model.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html#Firehose-CreateDeliveryStream-request-KinesisStreamSourceConfiguration
https://docs.aws.amazon.com/firehose/latest/APIReference/API_BufferingHints.html
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arrayE ER B & 45—EHLZEE AWS Glue BHEEREEset R

1. & A AWS Management Console BRI AWS Glue £3#2& |, #it 5 https:/
console.aws.amazon.com/glue/,

2. EEMIBE#HK Data catalog (BRI H #) ZET , i#IE Tables (BRI %K),

HERKRFBES , RELFECA —JZAENEENERREE. LHEBERERRNFRE
FEMH,

BEFHEAEERA LANRESBERZHE,
£ Data type (BRI EE) i , BEE—E set EREE,
7 Column type (HEHE) THNFES |, $EEK set BER array,

fEArraySchemafifiFarray<binary> , RIEERFINEEERERE Aarray<string>,
=®, array<int>

8. HEEFEM.
9. ERLRASER , BHEHM set BREIRA array HE,
10. 1#1F Save (#EF).

w

N o o B
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https://console.aws.amazon.com/glue/
https://console.aws.amazon.com/glue/
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Amazon % Firehose Bt %8

Amazon E#& Firehose 4t E B LA T ELHE,

« {5 Amazon MSK 4 Firehose EBRHIRIR , =@ Firehose BRI FERELFE AT ER S Z 10
MB /A EEEIEEF10MB BB ASEHEAR/N, BRI UAFEFAEINRERERERENEE, I EEHR
10 MB/# 8V B EENE B A T ER B &

- A Amazon MSK % Firehose S RHRIREF , R EA Lambda , BlF2#& X/ EBRA 6Mb ;
MEFEH AWS Lambda , Bl KFEE#E KA 10Mb, AWS Lambda #EEAGR#% LRA 6 MB
M Amazon E$} Firehose BB &4 6Mb LA LAY EC 8k EIA E 8555 S3 7T, R Lambda B
£ | Firehose i EB AN HERESA 10 MB, 18 Amazon BRI A E# Amazon MSK 1#
WEIARR 10MB BIEEs&E K/ |, Bl Amazon E#} Firehose 24508 X T S3 SHERRFEATEE |
It #% Cloudwatch ¥EERIXEIBMIRS . MFE AWS Lambda BREIFFEME , 553 : hitps:/
docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html,

- A Firehose B L B AERIRE 0 Z/8F |, W LA AR Firehose BRI 500 E/ERA o EIE/TERR
B, EFRAT2EEABRRNEBEEEANERATSEIEEE, N, MIRHESINEASVEE S
EoEE , MEZNEFERETEEES 60 WBREM , MITEImME , BHMEes 180 BEEA+THE
B, ERPEEPRNERE , ko EERTEEREATRE, BALUER Amazon ERFXER
HIFRE |, FRAGULEELENESMEIEE Firehose £RHZEZ 5000 BEAF S EIRE, MREBEEES
PEIE , BOULIEILE S Firehose B , WAERAFHNIEES BB eMzBE.

- B Firehose B LW EREHIGE D ZF  SEERAFTLIIENRRKEEEAEY 1GB,
- SERFENESELERN Firehose EREEEBLUTHZE :

- XERI (S EEILE). ZERD (BXM). ZEED (RHA). BN (BEEE). EAEE (R
) : 5,000 & Firehose &%

« BN CEERE). BN (R, TARES (FiE), ERESE (BEFR). TAEE (BH). EXES
(£E)., AWS GovCloud (XEIFEF)., MEKX (FEB), MEX (FZB) : 2,000 1@ Firehose Eifi

- BUM (BZ). BUM CKEE). BN (HTETHEE)., TAEE (B#). EXEE (KKR). EEM (ER
Z&). 7B (EE). 7E (dtx). FF (BH). AWS GovCloud (EBIHRZE). JEM (BIEH) : 500
& Firehose 2

- BUM (BRERI), BUM (FBEIMST). EREE CBENE), ZXEE (HNE), EXKESE (EEA).
PR (PR EBESAANE). e Fhx), mMEKXEI (FMA), mMEX (PF) : 100 &
Firehose &

- MREBEFEEF , ®WECreateDeliveryStreamEH LimitExceededExceptionffl AR M.
EEEME R , BLEA Service Quotas (MNREH EIHIREHEE). WEBEFEMA Service
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https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.aws.amazon.com/firehose/latest/dev/dynamic-partitioning.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://console.aws.amazon.com/servicequotas/
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Quotas WEFMIER , B2 EFEREFERE A, MREWEFELFEH Service Quotas , & LAEA
Amazon & ¥} Firehose FR#|RE FREEIE M,

« & Direct PUT SR E A E B RIREE | S8 Firehose B & #t¥PutRecord MPutRecordBatchE 3R 124
THHEEHEEE -

- BRXBIRE (WS EALE). XBEIFEEE (REM) MEH (Z/™) : 500,000 E£528/7. 2,000
E7FER/AH 5 MiB/¥.

- KBRS (B H). KBEBESE (MAHEEILEF). AWS GovCloud (XBEIR#). AWS GovCloud
(RXEIRL)., TARE (FE). TARE (£8). TAEE (B@). DAESE Fig). FEdt
R), HE (BE), TAEEH (BEH). TAESE (RR). NEX (FE), MEREE (FHOF). B
M (EGM), ZRREEER), BN (STRFEE). 7R (BM). BN (BERE). FN (BRER) M
BUM (OKBR) : % 100,000 #Ficsk. F# 1,000 XFER , ARE® 1 MB

HEERRSEHE , FBEA Amazon Bl Firehose [RFIFRE., E=ERFESRLHARS. HlM,
MRIERERBRI (EFREILE), XEAET (RYH) LEN (BEH) PHEBEERFERAE 10
MiB/% , AlZ AR EEFEER A = 4,000 EFR/A , A% 1,000,000 EFCi#H/P

/A Important
NREENEFESRUTHINRE  ISESEEEANBNHIRBEE ) , BIRZ MR
HrmeEENEBRBELESZRA. REREAR K FHELNSENATHNRE , MRRE
B, EE-SREERE.

/A Important
AER, BN ERREIREFTRESHAAE, Firechose HEUE B R BIREEIEERIHY
ERREHE  RUSEXHN A DOEBEAZHEILN 5KB (5120 L til). Fit , HR
HENEAER (L) & , IRBEESHNEARE , AIEENKEIEES, Hl, mRE
ABREMFTASMB, RIERER 1,000 FXRHFSEEHEHENERAL | BiXiEIB 5,000
FRLHEMN 5MB ERERREES. MRFMEEF  FSRAWS A E#HH Amazon E¥

Firehose,
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-increase.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://aws.amazon.com/kinesis/data-firehose/pricing/
https://calculator.aws/#/createCalculator
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® Note
#% Kinesis Data Streams ;X EAE R RIFER |, WEFEEA , A Amazon E# Firehose
EIR &I - TIERE.

- 98 Firehose BRERMTHRD 24 NENERCH , SEX B Wi EEMEA BXRIRA DirectPut
i, IMRFRIRZ Kinesis Data Streams (KDS) BB Wit AR |, BIERIBEN KDS HRERBE
o

« 1£ base64 w28 , HIXZE Amazon E ¥l Firehose BIEE&& K/ EBRA 1,000 KiBo

« ¥PutRecordBatchi2EE X BFE R Z T LAE A 500 RECHENEXFW 4 MiB |, UB/NEAXE, HE
BELEEE,

- THREBVESATREIXFAR (EREMLIR

#) : CreateDeliveryStream, DeleteDeliveryStream, DescribeDeliveryStream, ListDel:

- BRERTERTR 60 BE 900 ¥,

o ¥ A% Amazon BiiE Firehose 32 4%] Amazon Redshift , R Z3FA 2\ BIEHRH Amazon Redshift
£,

- Amazon Redshift 1 OpenSearch lRER M EHAISEREEHER 0 ¥ F 7,200 ¥,

- Firehose X EMERRA 15,23 ,51,53,55,56, ARFE 6. f 7.* lx4AHM Amazon
OpenSearch fR# 2.x && 2.1,

- EB M2 Amazon S3. Amazon Redshift 5 OpenSearch RFEEF , Amazon B3 Firehose 1 FF &
B &S 5 XKRTHE Lambda . 7 Splunk , BEBEEASEZER 10 EXRTHE Lambda
Ao

- WA LIERERM CMK RKiN% %iE 500 {8 Firehose &k
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DeleteDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DescribeDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListDeliveryStreams.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_TagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_UntagDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ListTagsForDeliveryStream.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StartDeliveryStreamEncryption.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_StopDeliveryStreamEncryption.html
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ff s — HTTP im R XS SR M EI RS

% 7 & Amazon E#! Firehose BESARThiAS ERI R EIEET HTTP in® , B in MU HEZHERYL
£ A4 E Amazon Data Firehose F5R MBI & N EIXEE, AEIFRE Amazon E#l Firehose IR
BEEZEBFT HTTP W3z HTTP BRI , AR Amazon E ¥l Firehose FRIETEHIMY HTTP
E KR, £ Amazon EF Firehose SREFZFER 28T , HTTP inBE 3 7 ENIFEREEE
Ko Amazon EF Firehose BT EFEBER P EER AR LK,

ES ]
- EERKN
- Pl

EREK
BIEH URL 28
BYERHEIEAE — URL BN —Ir EEETIRE. Amazon BiE Firehose B S FIRELE 3£

MEFE R E https BRI ZE, RESEXTRRABHEER URL R,

(® Note
Bal, HTTP IR ER R EREEE 443,

HTTP 2% - X-Amz-Firehose-Protocol-Version

WEEARERFER/EEERNRAE, BEERE 1.0 RE,
HTTP #&8 — X-Amz-Firehose-Request-Id

LRBEMERTERN GUID , TAMNMAENESERMIREN. MR8 , wmEBFEXCHIL
BENE , SURERI M T RIINER, EHRBERNZRERAZE , X D ®RETE,

HTTP &858 - Content-Type

Content-Type B {EKIER application/json,
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HTTP #88 - Content-Encoding

Firehose BRAILIEREAEEEZEREMEA GZIP BE X 8. BMALBER , RIZEEE
#% , Content-Encoding R {E®REES gzip. WRAKREARME , Bl Content-Encoding BEEZT £
R EE

HTTP #88 - Content-Length

DEEAABHETHER,
HTTP &8 - X-Amz-Firehose-Source-Arn :

Firehose ##Y ARN LL ASCII FHEER KT, ARN fRiGESE , AWS RS ID fR&EHE, Bl
arn:aws:firehose:us-east-1:123456789:deliverystream/testStream,

HTTP #&£88 — X-Amz-Firehose-Access-Key

WIZEHE AP SR EMER., BUUERYRENRNERFEILNEH API 8 (LB AR
EFCHE). Amazon #4& Firehose S Fh B Z A K/ RH A 4096 FEi, Amazon 2#% Firehose
SEHUEMEFABRBILZR, RENSREZERFTERINEZBENESF,

RBTUREERN , WEATREMR K JWT 235 ACCESS_KEY, MR WHEEESHASE (flm ,
FERAEEBNZEE) , AFFEMUNESRELAREERVEN (JSON X CSV) RFEE—FHEER
., MREBABTE N , BB AR base-64 #wiE. Amazon E X Firehose T &1& I F/
RWMBCRENE , WIREEEARNSR,

HTTP #Z% - X-Amz-Firehose-Common-Attributes

ZEREUSRREFRN/ABRFNAECEETENHEBYE (PRER). ELEREGEEY
Firehose BRI EHEREN . RESHULBENERTASES TIEBEIRH JSON ¥4

"$schema": http://json-schema.org/draft-07/schema#

properties:
commonAttributes:
type: object
minProperties: 0
maxProperties: 50
patternProperties:
"AL{1,2563%":
type: string
minLength: @
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maxLength: 1024

EHMT

"commonAttributes": {
"deployment -context": "pre-prod-gamma",

"device-types":

8- KDER

BiEzn , TRADERBEERE , ZAAE 64 MiB,
88 - BRER

FTRAOEEA T JSON EEHR (WL YAML BA) BHE— JSON 304 :

"$schema": http://json-schema.org/draft-07/schemai#

title: FirehoseCustomHttpsEndpointRequest
description: >
The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.
type: integer
records:
description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1

RN
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maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000
bytes; the maximum length of this field is therefore
1365336 chars.
type: string
minLength: @
maxLength: 1365336

required:
- requestId
- records

EHWT

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599
"records": [

{
"data": "aGVsbG8="
3,
{
"data": "aGVsbG8gd29ybGQ="
}

Bl g3
R R HERTA
MBEREFEGETHER , Firehose ABBRIBHRHBEA 500 AT L35 TMORES,

7N
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R REHS

HTTP AREEESAATE 2XX, 4XX F 5XX HEEA.

Amazon B Firehose IR T ER/EER ( 3XX ARERE ) o RASEIFERS 200 1R B INASFEHER
4ZE HTTP/EP, Ei$EIFER 413 (K/NERBH) RAKAXRNR , RERE , MIFESE&IRE
EEHRBRREETE. @M HMRERRATERNER  USRABERENRAETNER
o

RE - ARER

M—EZINARERREAREN/son,
HTTP #Z88 - Content-Encoding

T 8EfE A Content-Encoding, #478¥ I B8 1THE B,
HTTP #88 - Content-Length

MRCAEE T | Bl Content-Length ZZBEXEFTE,
F8 - KDER

ElEE BN NLARPRIER 1 MiB,

"$schema": http://json-schema.org/draft-07/schemai#
title: FirehoseCustomHttpsEndpointResponse

description: >
The response body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string

timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer
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errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
type: string
minLength: 0
maxLength: 8192
required:
- requestId
- timestamp

EHWT :

Failure Case (HTTP Response Code 4xx or 5xx)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": "1578090903599",
"errorMessage": "Unable to deliver records due to unknown error."

}

Success case (HTTP Response Code 200)

{
"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090903599

}

fHERE PRI

EBEHERBERT , Amazon Data Firehose fRIfR25 &0 & £ A5 BIR ENEE LB E HHRHIX G 8%
MR, EXSFEANKREBRIRRE (1¥) BERBEEBA (15%) REVEER , X EAMERBHN AN
(initial-backoff-time * (e E (2) » retry_count)) REVESXZRBESH. BEHEBZREN 2 7ENER
ERR. Hltn , £ N XEFE , REKER =&KX (120,2"n) *FE# (085, 1.15)

EE—EREXPREENSBIRERERE, B2/ AWS Firehose X1 , B IEBIREESR
EREANRINGRRARD. RARARD., REIHNBEI L.

EErBEERESY  EXLENFHLSEN/ZE N AT AEER1E Firehose M EFAEEM
£%, Amazon EHl Firehose REGUREAAREERPEFEAMBENERZRIIE. T ERE—
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B AR HTTP in M AMRBFNEEERMRE N, MREAFNHERERE ( BIR Firehose &t

BB ) <BMAREEFR , AR LURIRSERE B R F R HKEE D HEBREFRHT,

]

CWLog HIRFERHEEHI :

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599,
"records": [
{
"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"
1,
"logEvents": [
{
"id": "0123456789012345678901234567890123456789012345",
"timestamp": 1510109208016,
"message": "log message 1"

"id": "@123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
"message": "log message 2"

gl
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T&REREA Amazon Bl Firehose XHHWEEEE,

g2E

ERERFEIN
B Ryt

Amazon EiF
Firehose &£ AWS
Secrets Manager

B0 T Him A E
A B XEF

EES BRI
— i AT FE (GA) iR
&

Amazon Kinesis
Data Firehose B1E
WA Amazon &
& Firehose

ANINETRERBE
#h(AHFEE)

AT BEEW B
fi# B 45 CloudWatch

DU

Snowflake I EERE KESE ( #HME ) , EXEH
(B ) MEAEE (B ) WEWLRMH, F2E
the section called “sREEZE LK B B ERE",

BIE |, WA LA Secrets Manager &£ i 7 BV 15
I B EITRRE W, /2B the section called “f£
B2 AWS Secrets Manager’,

BRI 7E A AAS B SE M= 48X 2 Dynatrace 1T —
H9 . FSM the section called “SREZEFIBEN B
B ER o
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1=~
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Amazon Kinesis Data Firehose B2 E 18 & A& Amazon
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Firehose ?
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o

i

B EFRRIRERRLMARBEIRE | 557
B #EHY CloudWatch 7818 & RHMFiA E Firehose B
#, 552Bthe section called “/F A CloudWatch 52 8%
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SEAMH
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