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- BERE  HEEEER

HEBRE  AEHTEEBELYEERER AWS FIS
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3. EERIEERER,
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5. ¥R Actions (BiE) , B1T T 5 E4E :
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f.

EIEFIE B,

WMABENETE, HlIn, A stopOneInstance,

SH¥ TENEREEL, | B aw: ec2: FLEEITEMR,

SHYEE , FBFRE AWSFIS BEENMBE,

HR "B,  FESERBEBBHTER  5E 3 28 (PT3M).
BT

6. ¥R Targets (B1E) , BT T HIENE :

o o

a o

f

HEEL—BASBPAEEHEIL AWSFISHEBEE | &E "HE. .
UEEHRMNEBERTAREHB. 610, @A oneRandomInstance,
BMEERERRE aw.ec2: Bf,

YA Target 5% , FBREER D, AR BEMEAREFH 1D,
EERER P , EE THEL . Y TEREE.L WAL

BERT.

7. EEFNHEER, RARIITTIIEE

a
b.
C.
d.

e.

WA BBENET, Hl, WA bothInstances.,

HREFREE |, FHEEF aw: ec2: HITEE.

B Target 5%, FREER ID, AR ZEMERZREHM D,
gt NEE, B, BE T,

BT

8. & "BifF., BERTH , EE "THEBE o BRITTIRME

a.

b.

d.

e.

£ TEBL R, mMABENER. W0, WA stopBothInstances.,
SHE TEMERE, | B aw: ec2: FLHITEERE.

 TEZERRAKL B, BELHENE —EZE (stopOneInstance),
&Y TER.) | BELSHENSE _EEB R (bothInstances),

HR "BR2E,  FEFERDERBHITER  5E 3 28 (PT3M).
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9. ¥R "TREEFEEL ,FEE EFAEAENIAM AR, K RBERBAKBRENLREEFAHRIE
BIEESH IAM B, MBRRBERENEE B wu\HE*ﬁ_M\EE’HnE’cEﬁ%o WMEFMENR B
21 the section called “BB A&7,

10. (BEM) HAER , FRE "HEEER, K ARETCEBEENEERE. SHENEBESERAZELN
EREAX K MAREREAMTHER,

1. ZFRRERENR, BRERETE  F8BA , createRREE "RIZERENR, -

(EEY) EERAERHEAR JSON

B (B RZ5|ER, ATREREREBEFAEILR JSON 6,

{
"description": "Test instance stop and start",
"targets": {
"bothInstances": {
"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "ALL"

},
"oneRandomInstance": {

"resourceType": "aws:ec2:instance",

"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id_1",
"arn:aws:ec2:region:123456789012:instance/instance_id_2"

1,

"selectionMode": "COUNT(1)"

.
"actions": {
"stopBothInstances": {

"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "bothInstances"
},

"startAfter": [

SR BUBREN 10
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"stopOneInstance"
]
},
"stopOneInstance": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"startInstancesAfterDuration": "PT3M"
.
"targets": {
"Instances": "oneRandomInstance"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
"roleArn": "arn:aws:iam::123456789012:ro0le/AllowFISEC2Actions",
"tags": {3}
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ID AITHFHMAEEEH,
2. 1&IE Start experiment (FARER).
3. (ME) ERERPINER , BEE "TANFER, K ARBARBENERE.
4. IEIE Start experiment (RRER), HRMEFRIRRE , W AstartIEEFE "HRER. .
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EH,

2. EETERONE K FREFMWEEERTHRE. NFFHBER , F2RERME.
3. EERMNRES TET. B, FEIT—ESR.

TR4. RBERER

UL REEJREEERANFLNABER.

1. EFPBERREIEERFE PR Amazon EC2 £ A& |, @ik A https:/
console.aws.amazon.com/ec2/, E A ZEEE AWS FIS AP EEEHEEHEE K FEAE
Amazon EC2 AT RIAERE R,

2. HEBBERD  BREHTEE.

3. EF—EDHENRER THEEF, BFS "HITH, (AWSFIS £#2A) K, Hh—@EEHEHTE
RBORESR "HTHL BEA 2L, (Amazon EC2 £#A),

4. =iE%  F—ADENRESEEL "BEXHK. , F-EEENRESEES "HTHL 0 MHE
B EHTRENREAEES "BFI1E,

5. =niE® , F-EBHENRESEFLE 'EXK. , BEESTEENRESEES "8179, B
ERNREGEEA "EXH.

TB5:BR

MRETBRES/UEREIMNAE EC2 MTHEER , AT IEERM.
RiE#TEE

1. 1E https://console.aws.amazon.com/ec2/ FAEX Amazon EC2 £# A&,
2. ESEERP  BEIITER.

3. EHMERIEAITEE  ABIZE Instance state (BITEEAREE)., Terminate instance (#& LT
Ege).

4. HIRWERERE  BHEERIL,
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

AWS HFEE A BRHS EREES

NMRETBFTEEREE | ATLUEEMER,

£/ AWS FIS 24| & MR EERE A

1. FBAWSEmEARKEHSE |, #81ut 5 hitps://console.aws.amazon.com/fis/.
2. EEEERP , EE [ERELX.

3. EmMEREAER , RBRE [B1F) > (MEREREL],

4, ERRRTEETHERE BB |, delete AR EEMBRERIER,

HERE - £/ AWS FIS & 178 % L #11T CPU stress

IET LAE MAWS R E A IR (AWSFIS) SR E AR MM EE CPU stress, EALLHABRER
VEREAR  ZEAER AWS FIS HITELRER SSM X+ , A HEEHTERE L#1T CPU
stress, E#ITMERA CPU ERAXREBRENRAER , HERESEAFLHEAERPILER,

MB/EFMMEFR |, 55288 the section called “TAELERE AWS W ERIE AR H SSM STH7,
ERY

FESE R LAER AWS FIS 11T CPU stress Z 8l , 58 5E5T M T 5 Bk 5k

B IAM A6

3
¢

By ALK MELR , B AWS FIS RREFEHaws : ssm: send-commandE{E, MEFHMEA |
B BAR AWS FIS EEH IAM A&,

E ¥ AWS FIS 1FER

ETEES T LAFEE AWS FIS, MEFFMER , 5528 AWSFIS [FAIZ 5,

i —ERE EC2 BH

- RIBFELEREN SSM XHMER |, £/ Amazon Linux 2 5 Ubuntu BB EC2 #1T1E 8,

- FITREBXER SSM EE, FERRHTERIESH SSM B , FHMEEEEEIES, IR
#HITERTRHA SSM EE |, FHEFR SSM REEXNERE , W HAHTEREFH MG IAM A HE
Amazon ManagedinstanceCore SSM R, EERF D LHEN SSM REREX , FERELNHIT
BEEXEETT G,

Amazon Linux 2

EHIT{EE EHIT CPU stress 13


https://console.aws.amazon.com/fis/
https://console.aws.amazon.com/systems-manager/managed-instances
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yum info amazon-ssm-agent

Ubuntu

apt list amazon-ssm-agent

- BA#TERNFAER, E87 1 7ERNRHER , BEENCE, ENITER  RAR2E (B
1B, [BEAR SR EHERR), [EEF

FSER 1 B IEARRER CloudWatch R

#XE CloudWatch &R , A% CPU fE > $EL‘“?5*E9EL%EH%($JL§5§° TIEFE#ERENITE
BAVERSFERER 50% CPU AR, MFEFMER , F2H FLENE,

BUERUEY CPU EARMERBERAE

£ https://console.aws.amazon.com/ec2/ B Amazon EC2 £1# A&,
ESEERYD , BEERTER.

ENBEHTER L REREE [(BE]. [EERREHPME]. CloudWatch [EE
HRABETREH , FFEARBER Amazon SNS EA,

HRABTRERAE  SEATIERE :

o ~ w0 Dhd =

o BASHEKE : &K
- ERENERER  CPU AR
- A7tE:50
- Hif : 1 Minute
6. HRETHIER A FEE B

SER 2 BUEBREAK

5 AWSFIS XAV ERSA, £EAP , BALUEE THEHITHWE/E : aw: ssm: AWSFIS &
% /-Run CPU FEH,

BAUERERNSR

1. BIRRAWSERIEFARGES A , #itA hitps://console.aws.amazon.com/fis/o

SER 1 BIAFIEREEM CloudWatch BR 14


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/fis/
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2.

3
4.
5

EEEERP , BE [(EREL],
BIERIEERER,

TR, N TEEL P, BASESNERNERE,
¥ Actions (B11F) , #1417 TSI E1E :

a. iggﬁsﬁ-igg'ﬂzo
b. WMABENERE. B0, WA runCpuStress.,

c. &t TEMEER, | EIE aw: SSM: AWSFIS EiEIES/-#1T CPU FELH., EE€ B IS SSM X
#8 ARN #7118 Z X4 ARN,

d. #¥EZE, FREAWSFIS AEEUNEBE.
e. #¥ TEX, BEHN "XH. BB, BATIRE

{"DurationSeconds":"120"}

f. BN "BESB. B THERBL | EE 5 2 (PT5M).

g EERT

¥ Targets (BE) , #1T N HIENE -

a. SEEL—ESHEPIAEEHEIL AWSFISHEE , BE "HE. .

b. UEEHAMNEBMATERERE. 0, @A testInstance,

c. BRBFEFREHRR awec2: Bfl,

d. ¥ Target 5% , FHEEFEER ID , RBRZZFAHEHI 1D,

e. &Y NEE, BX , EE T,

f. BRERT.

B TIREFERL , BEE TEAREN IAM AR, | AREBRBEAHEBFREN BREEPITRE

BIEEIWN IAM B, MRRBERENAG K BEREEAVENGSEIRR. MEFMENR B
2 the section called “E AR,

sHEELEYE | BREESE 1 FE M CloudWatch R,

(EREY) HRER  FRE THEER, K AREEEERENERE. CHENEERSERAELN
ERER  MTAREASEFAANTHER.

10. EERIBRERENR,
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BiE [EH] R5|IER, UTRLEAETEABFAEYH JSON #Hl,

{
"description": "Test CPU stress predefined SSM document",
"targets": {
"testInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": [
"arn:aws:ec2:region:123456789012:instance/instance_id"
1,
"selectionMode": "ALL"
}
.
"actions": {
"runCpuStress": {
"actionId": "aws:ssm:send-command",
"parameters": {
"documentArn": "arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress",
"documentParameters": "{\"DurationSeconds\":\"120\"}",
"duration": "PT5M"
.
"targets": {
"Instances": "testInstance"
}
}
1,
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:awsec2-instance_id-
GreaterThanOrEqualToThreshold-CPUUtilization"
}
1,
"roleArn": "arn:aws:iam::123456789012:r0le/AllowFISSSMActions",
"tags": {3}
}

T3 HRER

THRERERVEIEE SR ERACRERER.

SE 3 BRER
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FRIn BB ER

1. SEZENRAZNERERNFMEESER L, TR, FEEERER , ARZZFERERD
ID BATRREFAAIE S B H.

2. 1#{Z Start experiment (AR ER).
3. (W) ERERTPINER  FiEE "HANFES,., K ARWAZEEENERE.

4. iEIE Start experiment (HIRER), HIRMEFRIRRE , F51&— T start, 1#F Start experiment
(FBER).

SER4 EHEREE
EANRBEEETNEROEE  BENERER , FLAKK
EHEREE

1. BREZERRAERNFEEEERL, BR , FEEER , AREFERN ID UITRERNF
MESEM,

2. EEFERNNRE  FREFHEGEERTHMRE, WEFMENR  F2H

3. EBERMES "9TH.L B, BT T —ESR.

[\ Labs,
ERARRE,

i

TER5 RRERER

BU L EERSTRERIITERN CPU £RAX, B CPU EAREIIRER , SRRER , XHE
IR IR R,

REBRER

1. BE "ELH&ENS B8, Ge2ENZeRBRRERRTERNIBRESROK, ABERRER
RAE. MREREFEFMPER , BFR% Widget IBEHIRIF "KL
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AWS HFEE AR

ERAEER

(» awsec2-i-09bdF23950830e01c-Gre. ;-
100.00
50.00 CPUUtlization == 50 for 1 datapoints within 1 mi...
0
19:00 20:00 21:00

Enlarge

Refresh

View in metrics [4
View in resource health [A
View logs [A

View in alarms [

2. ECPUERRBBIAER , [FLHENF] RSIEBFNILLEBENTECRERE RRTNERRE
EE2FRALARM, # "HAER, BT, BEROKES "BFLEL o REENRE , AIEREHE

BER "ERFLFRAPLL,

& awsecE—i—DdeEESQﬁDSSQEQ1c—GreaterThanOrEq...E

100.00

50.00 CPUUlization == 50 for 1 datapoints within 1 mi...

20:30 2045 21:00 21:15

3. ECPUARREINGEAEUTE  ER2ENREKINERETRTIERRESEEROK,

4. (BREM) RNDIEREHEEERETRR. ESEHM CloudWatch TR AFHE RFMEAR
H , SN EHPERGEEBRENFAEADIRERERE,

SR5: RBERER



AWS HFEE A BRHS EREES

HER 6 : EBR

MRETBFERLEREIYAVRE EC2 BIITER , AIBMKILEE,

HEL TR

1. ¥ https://console.aws.amazon.com/ec?/ BB Amazon EC2 £ &,
2. ESEBERP , BEITHEE

3. EEAREN K RRBEEHIME , KILEH

4. HEARFBRTE , HEELKL,

MRETBFREEREL | ATLUEEMER,
£/ AWS FIS 24| & MR EERE A

1. BIRRAWSERmEFARGGES A , #itA hitps://console.aws.amazon.com/fis/o
2. ESEERT , BEF [EREL,

3. EmMERIEAE , REBIBE [B1E] > (MEBREREL],

4. BRBRRTEETHESRR , FEA , delete AR ZZEMBREBRIER

HEBRE . A FIS AIEL Spot MITEE AR ET AWS

HENHTEECFEATHANEA EC2 BE , BEEEEMLE | discount &iZ 90%. 1ER , Amazon
EC2 L\ EZEEREMERPE RN BERST(EE, £/ Spot B1TEEE , BXAEBE DB
(5, MEHMEF 520 Amazon EC2 FHEIER P B E R 2 TEEE b &,

B SAE FAAWS B E A BR#E (AWSFIS) BRI E AR A Spot MATHEIE P E. FAXRKER
FEEMNFEHA AWS FIS aws:ec2:send-spot-instance-interruptions BIfEFBiE # —1{E Spot
HITERNEREL,

HE , EEMEA Amazon EC2 = ARMBER , 528 Amazon EC2 FREERPH B HER ST
1 B8 P T -

DB R

TSR T LABER AWS FIS T Spot B1TEIEE 2 BT , 55 5C5E B T Bl SR 5k 4o
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/fis/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html

AWS HFEE A BRHS EREES

1.2 IAM A&

B AGYWHMER , #AWS FIS KRTRE#H Taws:ec2:send-spot-instance-
interruptions®BifF, MEFHMET , F2E EARN AWS FIS Bl IAM A,

2. B ¥ AWS FIS MY77EL

EEEETLUER AWS FIS, WMEFMAE ES R AWSFIS [REAI&i4,

%II

3. (EEM) BumERYTEERKR

MREBEFHN Spot MITERANLER , FEAFTERBSRER Spot HITHEE, BRERK
IEHETH Spot #ATER., MREEPERITRARERstop , BHLEAMBRETE Apersistent, &
AHBRED | BOEPEITAREAhibernate , ABKEREFS AR,

aws ec2 run-instances \
--image-id ami-0ab193018FEXAMPLE \
--instance-type "t2.micro" \
--count 1 \
--subnet-id subnet-1234567890abcdef® \
--security-group-ids sg-111222333444aaab \
--instance-market-options file://spot-options. json \
--query Instances[*].Instanceld

LR 2 spot-options.json {&RAVEH|,

{
"MarketType": "spot",
"SpotOptions": {
"SpotInstanceType": "persistent",
"InstanceInterruptionBehavior": "stop"
}
}

EHESHH--query RBIF A FEIETIEEE Spot HAITERNHITER ID. T AEHE@E.

"i-Qabcdef1234567890"

4. N |, LME AWS FIS AT LA B B 2 Spot fI18

DRRM
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https://docs.aws.amazon.com/cli/latest/reference/ec2/run-instances.html

AWS HFEE A BRHS EREES

A "TEVES., ET8ERNEEEERERE#HName=interruptMe T EEE.

aws ec2 create-tags \
--resources i-0Oabcdef1234567890 \
--tags Key=Name,Value=interruptMe

SR BUBRSEL

£/ AWSFIS TEEBVEREL, £HAF , BALUEEEATHEE. LBFSEREENER
T Spot HITER. WREZEERFRBNREEFIE , AWSFIS SRHEEFE T —1E,

B ERERE SR

1. BIRRAWSEREFARFGES A , #itA hitps://console.aws.amazon.com/fis/o
FEEERT |, EiE [EREL),

BEAEERER.

TR, M TEE) P, MASEEANERNERE.

¥ Actions (BVE) , #1117 T 5 EHE -

o bk~ 0N

a. EEFEHE,
b. BWABMEMNEZRE, Bl , WA interruptSpotInstance,
c. ¥ TEMELER, | B aw: ec2:, send-spot-instance-interruptions
d. &HEBEE, FREAWSFIS BEEIMNBE,
e. HRBESH , PERNHERE , BT 2 28 (PT2M),
f. BERT.
6. ¥ Targets (B1E) , 1T T HIENE :

a. $HHEL—EASBHAEEEBHET AWSFISHEE | BE "HE,
b. UEEHAMMNBZBETEREE. B0, ¥ A oneSpotInstance,
c. BIBERBEHR awec2: RIFEBHI,

d. ¥ Target 5% , BREEREZER. GFEIFNSE,

e. HRERER K FREFEER A ARGASBENERE. £REHEE Spot HITEERN
BRERDE , MAHBREMN FRFH AR,

f. HREFRBRR , BIEFEFNFNERER , RREAState. NamerunningFRHEEME.
g. EEEUERXSF , BEF TFRL . #¥ TERHAE. L BAL

S$EB1 BUBEREK 21



https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://console.aws.amazon.com/fis/

AWS HFEE A BRHS

ERAEER

h. EEf#F.

7. BN "TRHBEFEL  FERE TERARAN IAM AR, |, RABRERBAHERERN TORGHFATRE
BEEYW IAM A, NRRERENAS , nﬁﬁEwHEﬁMEE’anﬁﬁﬁ%o WEFHEA , B

2R the section called ‘"B AR,

8. (BEFM) BHRNER A FHEE "WEESR.,  AREEERBIERE. &

BREA K MARERABARAITHER,

9. EERZERER, HEMERETR , BB A , createARIEE "RIBEREMR,

(EEY) EERAERHEAR JSON
B (B RZ5|BER, ATRELRERABEFAAEILR JSON 5,

{
"description": "Test Spot Instance interruptions",
"targets": {
"oneSpotInstance": {
"resourceType": "aws:ec2:spot-instance",
"resourceTags": {
"Name": "interruptMe"
},
"filters": [
{

"path": "State.Name",
"values": [
"running"

}
1,
"selectionMode": "COUNT(1)"
}
},
"actions": {
"interruptSpotInstance": {

"actionId": "aws:ec2:send-spot-instance-interruptions",

"parameters": {
"durationBeforeInterruption": "PT2M"
1,
"targets": {
"SpotInstances": "oneSpotInstance"

}

MENRBRSERELN

SR BUBREA
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}I

"stopConditions": [

{

"source": "none"
}

15
"roleArn": "arn:aws:iam::123456789012:ro0le/AllowFISSpotInterruptionActions",

"tags": {
"Name": "my-template"

}

T2 HRER

EHRERERNAIER  SUUAEACREARER.

PRI ERRE S ER
1. ZEZERRAZNERERVFECEEEE L, B8, FREERENR , AREFFRERN

ID MHTRFMEEEH.
2. iEIZ Start experiment (FAAEER).
3. (M) ERERPINER , BEE "TANFER, K ARBARBENERE.
4. EIE Start experiment (FREER), HIRMEFTRTE , W AstartIEZE "FHHER. .

X}

SR 3 EMERE

BEALUERIAITHERNERE  ERERTH. FLEIABAL,

L)

EHEEEE

1. ZBEZERRAERNFREEER L, B8, FEEFEER , AREFERN ID LITRFEER
RHo,

2. EEFERONRE K FREFMEEERTHRE, NFFHMER , F2RERKE.

3. EERMNMRES NET. B, FEIT—ESR.

STRA4BEFERER

ERLEBNEFER  SRETIER

HR2: FBER 23



AWS #BEE A BR#E ERERER
- B4 Spot BITEBREWIBTERENFEHESR,
- Amazon EC2 #& 1L S fZ 1L 1T ERE B M 20 SE = 8 H Spot #1718 88 - i@ A,
WMo i#E#% , Spot HITEEMREKLEREL,
- B AWS FIS 2L H) Spot 1T ERSRIFELNRE , EXEEFRB AL,

BEESRSHERTDE
1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 #5&,

2. RREEERKRD  EEBNBRBRRSIERIRE PR Spot Requests (Spot 5&3K) M Instances
(BTER).

3. ¥R Spot Requests (Spot F3K) , #EX Spot #11TEREER. EIAMRES fulfilled, BRTK
#, K REFEENT .

« terminate-MREEFE Ainstance-terminated-by-experiment,

«  stop-iREEEEH  marked-for-stop-by-experimentf#instance-stopped-by-
experiment,

4. ¥R Instances (F1TEEE) , EEX Spot MITERE. EIBAMES Running, WE Spot #1TEEE
BrEMEmoiE  RESBFUT -

- stop-IREBEBE A , Stopping#A#&Stopped,
« terminate-REEEE A , Shutting-downA#Terminated,

SE5: BR

MREAHNEREY 7R Spot MTERNFEITA , stopMEFBFEE , AIUBUERERE
TIEEEFE R IE Spot H1TIEEE

HEERABUEER AL IEHITER AWS CLI

1. fERdncancel-spot-instance-requests S HUH Spot #{TIEBEE R,

aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-ksie869j

2. ERRLEESGTRIEED,

aws ec2 terminate-instances --instance-ids i-0Oabcdef1234567890

SE 5 B 24


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/cli/latest/reference/ec2/cancel-spot-instance-requests.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html

AWS HFEE A BRHS EREES

NMRETBFTEEREE | ATLUEEMER,

5/ AWS FIS #2241 & M BR B B & A

1. FBAWSEmEARKEHSE |, #81ut 5 hitps://console.aws.amazon.com/fis/.
2. EBEBEKRP B [(EREL,

3. EmMERIEA , ARIBE [B1F] > (MEREREL],

4, WHRFRRETE  BWA , delete AR BEZEMRERENR.

HERE  REEESH

&R LAE R AWS HBEEABRTS (AWS FIS) RIER ZEEREN. AWSFIS EUTIEHR—ELAH
HEMER , UERERSH -

« All— BB EANBE FRBHNRE. FI8  HWBEANFHEBAINRE  SIEEL FHE%
NEHNRE.

« availability-zone— {EEEHHEM A A RS+ FHEEH VPC ATPRE,

« dynamodb— $E#&# i B I [E@18+ DynamoDB [EiFin Bk R E .

- prefix-list— BT RNIEENERTENRE,

- s3— BB EHETEHH Amazon S3 [EiZin B HIRE,

- vpc— EBREEAFEERT VPC,

FERLEE T EEEIA | ZEAMFEH AWS FIS aws:network:disrupt-connectivity EfEE
BB EZE TP Amazon S3 BYEEF .

£}

- DEFHY

- S 1. EY AWSFIS BRE X

- S 2. ¥& Amazon S3 imZh

- SB 3 FBREHN AWS FIS Bt

- SR 4 BH AWS FIS EREE

- $BB 5 &R Amazon S3 #RE + Ef

- SB5:BR
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https://console.aws.amazon.com/fis/

AWS HFEE A BREE EREERE
DEIRHF

ERHAREL Y CBELEEEHTNAEL AWS IBS | R Amazon EC2 #1417 -
EERBHAL AWS IR

BUAGYXKHMEA , #FAWS FIS KFXE#H Taws :network :disrupt-connectivity&fE,
EH IAM BERETFIEER

« AWSFaultlnjectionSimulatorNetworkAccess— % F Amazon EC2 B F H b X BRI R HY AWS
FIS BRIGFF I , ASITEA/BER BB S e AEBARY AWS FIS Bk,

(® Note

ATHEEER K AUBFREFEH AWS TEENXRE, HREEREEH , RPAEEENAE
REAE A RBIFTFEN RIERERR,

MEBRBNAZEN IAM ACKHFRER , F28 (AM FAEIER) PHER AWS R FISE
B IAM B (AWS CLI) SRE IAM & (XH#A).

HAIEX Amazon EC2 Bl

RAEN M EARERIGAY Amazon EC2 #11TEI#E ., BRI LAERA T 532 R E I EZE| Amazon EC2 #11T{@
BB BERE . £ Amazon EC2 F A& ISR P RKBAEEA Amazon EC2 Linux #1TERE.

FHER 1 B3 AWS FIS EERE K

£/ AWS FI AWS Management Console S B BEE AR, AWSFIS €82 HEE,. BE. FLHE
HHNERACEN. NEFREANMEENFMENR , FSE AWS FIS HERE A,

ERmZE , FRAGEEREFUATRE

- BEFIFEHEETN IAM A6,
« Amazon EC2 #1T{E &,
- BN EER EC2 T EEMN KB,

B ERERN SR

1. BIRK AWS £REARMBRIEFE |, 1A https://console.aws.amazon.com/fis/e
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorNetworkAccess
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted
https://docs.aws.amazon.com/fis/latest/userguide/experiment-templates
https://console.aws.amazon.com/fis/
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EEREBEERP , EIE [EREL.

EERIEERER,

A AR |, HlaAmazon S3 Network Disrupt Connectivitys,
£ TEEL TEE TEEEME

a. ¥R "E#W, , WAdisruptConnectivity,

b. &H¥ TEMEER, |, EE Taw: MR PENERL .

c. HEEESEHZT , KEERBEREAR2 minutes,

d & "#E, T ,EHNs3,

e. EESFHERMN [REF]

£ "TEEL T, AEZSEICEHBREINEE., BEFE.

a. MHFREBRFEZABaws:ec2:subnet,

b. HERFZET , BMERID, RRESLRRE SR EFEEEY Amazon EC2 H1T{EERF
f5E I BY F H8 3%

c. MR} &R, BXA =23,

d. BEFMFE.

7 TIREBEFEEL T EINEEAN IAM A6 | IARHBREENCREEDIIR, MEXBEREN
AR FHEIEHEEVENESTERR. NEFMEN , 35828 the section called “E AR,

(&) EFELFEET |, BTLLERE CloudWatchB MU RG R LB FEILER, MEFMEN
FESE AWS FIS M {Z 1L &4

(BEM) £ "THFEL T, B LLEE Amazon S3 fFFETEE |, SUig A FEEF& CloudWatch HWE
B,

10. EFRRERER Y HERTERKE Acreate, RRZFRIBZERENR,

SER 2 . £& Amazon S3 ik B

HEERIRE Amazon EC2 #1TEBE BE$9E £ % Amazon S3 w2,

1.

2.

Connect B|I&E R IFHE S BRPEILR Amazon EC2 H1TEEE.

WEEREPEEE , 52 B0 Amazon EC2 R E BT RH I EREHITER.

BRENEFHIT AWS B ERAENNLE. BAINUE Amazon EC2 £ AT F 5T RH
1THERE,

$HE8 2 : F%& Amazon S3 iH % 27


https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/fis/latest/userguide/stop-conditions
https://docs.aws.amazon.com/fis/latest/userguide/fis-tutorial-disrupt-connectivity.html#disrupt-connectivity-prerequisites
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting
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hostname
Flan | WRIEEHEE Amazon EC2 #TEBus-west-2 , BEER T HEEH,

[ec2-user@ip-172.16.0.0 ~1$ hostname
ip-172.16.0.0.us-west-2.compute.internal

3. Amazon S3 By AWS [E15. #& AWS ## VR BIEWEE,

ping -c 1 s3.AWS ##.amazonaws.com
HR@t , KRS FIRM ping , EREE 0% HEEX , M TFFHEEHIFTR.

PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.
64 bytes from s3-us-west-2.amazonaws.com (x.x.x.x: icmp_seq=1 ttl=249 time=1.30 ms

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 1.306/1.306/1.306/0.000 ms

$E 3 BHIBERN AWS FIS EE

EARRINEREARFHRER.

1. BB AWS £BEARMKIEFIA |, @15 https://console.aws.amazon.com/fis/o
EERISEERD , BE [ERELX],

BEEEIWEREAR D, ABRHEFMAEAEE,

i#1Z Start experiment (FAAEER).

(HE ) ERFEEEYT , AERFNER.

ERFAEEYT , BE [RHRER.

o o K~ w0 N

HER 4 JEHt AWS FIS BEEERE

BULUEMFTHPERNEE  EXERTR. FIEFKMSIE,

SER 3 BRIEK AWS FIS BB 28


https://console.aws.amazon.com/fis/

AWS HEE AR (EE

1. BEZEREERNFECERER L, MRTR A FREHER K ARBEFERMN D UTHREF
HMESEMH.

2. EEFERONRE K FREFMEEERTHRE. NFFHBER , F2RERKE.

3. EERMEAS "#TH. B, BEBET—ESR.

B 5 : #EEE Amazon S3 #B& A K
EA LUEIBY Amazon S3 HEHTEAIRRFERIEE,

. RIEH Amazon EC2 Bfl® Amazon S3 E&EH AWS EIF,. 1% AWS ## R BEWEE,

ping -c 1 s3.AWS ##.amazonaws.com

HR@ | SEZEED 100% HIBEXRKBH Ping , 20T 5 & HBIFTR.

ping -c 1 s3.us-west-2.amazonaws.com
PING s3.us-west-2.amazonaws.com (x.x.x.x) 56(84) bytes of data.

--- s3.us-west-2.amazonaws.com ping statistics ---
1 packets transmitted, @ received, 100% packet loss, time Oms

FEB5:8
MREFABEEAEREIN Amazon EC2 #1T{EE S AWS FIS &4 , afLUSEBK.
FEBRTEEEC2 #/THEE

1. ¥ https://console.aws.amazon.com/ec2/ BRI Amazon EC2 £ &,
2. EEEERYP  BEMITHEE.

3. EHCAEIITER , ZBEHTEEMRE , AREE [KLEHTEREL
4. HBRWBFFETRE , FEERLL,

£/ AWS FIS 24| & MR ERE A

1. BARBAWS SREARFIEFE | M1t 5 hitps://console.aws.amazon.com/fis/o
2. ESEERP  BE [(EREL]L

SEB 5 : S Amazon S3 B BT 29


https://docs.aws.amazon.com/fis/latest/userguide/experiments.html#experiment-states
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/fis/

AWS HFESE N BRT EAEIEE
3. ENERER , REREEZF (BF] > [MEREREL],
4. EBRBRTEETHERFdelete , WA , AREEMREREAE,

HERE  HIEERER

FFAAWSHE T ARTS (AWSFIS) , EaUEAWSTEEHANTHEIAER, ELERETETESER
EEBELHTH —DZEBENE R L#1T, ELREFEAEEAmMazon EventBridge , A LA EBRZ
A —XMEEHEREEETHE.

FRALKBEEREENE 5 28EH T AWS FIS EEE A/ EventBridge HERE,

5%

- BERHG

- SR 1 BV IAM ABNBER

« SBR 2 : 31 Amazon EventBridgeHFf2 25
- SR3: BBFLNER

- SR 4 B

DB R

EHBBERECH , Y EAEEFERPMRAITH AWS FIS BEEZR. MRECRKRESTHNER
EiAR | GRS TEIA ID MAWS EiE, B8, BB s R I & A the section called “JAIFAE I
FIERRE” , RRIRE AR EERFE

S 1 By IAM ACFEE

EEREYT IAM BEMNBEEE

1. BRI https://console.aws.amazon.com/iam/ B IAM £32 A&,
2. EEfISEBERKT , EEFE[AQ], AREN [EALAE]

3. BIE BIIGEEERR], ARE\ATHREXBEHE , FAmazon EventBridgeHERZes R RIGIB IR A
&,

"Version": "2012-10-17",

ZHEEER 30


https://console.aws.amazon.com/iam/

AWS HFEE A BRHS EREES

"Statement": [

{
"Effect": "Allow",
"Principal": {

"Service": "scheduler.amazonaws.com"

.
"Action": "sts:AssumeRole"

}

]
}
EE—F_ﬁo

4. £ [FEER] T, EE [EBALRA)

5. #IE[JSON], RBFEATHIEER, #Fyour-experiment-template-idBEERA K RIFHLER
PERNENR ID,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/your-experiment-template-id",
"arn:aws:fis:*:*:experiment/*"
]
}
]
}

ST LARR S HERR RS ERMITE A IS EEREMN AWS FIS BB, I , THBEZETFAE AWS FIS
ERHAMNStartExperiment R , BREHHEFEHTESELHNER. Purpose=Schedule

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
1,

$EB 1 B IAM BeMBE 31
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"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"

}

}

BET—% R,
6. igﬁ-lt_i . *ﬁﬁo
7. EMBEAERAET , @8 EHWEREAIFIS_RecurringExperiment , AR%#E [ FEA,

8. £ [HiBMREMR] KT , ##FFIS_RecurringExperiment REIFIEZEHN AR K AR EE
[-F_i]o

9. £ [BH TRENMEIABHABFIS_RecurringExperiment_role , RZRBE BN A

B 2 : B3I Amazon EventBridge B2 85

# 3 Amazon EventBridgeHEf2 25

1. FELATZET B Amazon EventBridge ##l& https:/console.aws.amazon.com/events/o
2. EEREEERF , EEF THE. .

3. FEMEFVEEL AWS FIS BERREAMEBAWS EiFH.
4. BIE[BUHRE), AREATYEE .

- £ THHMIRBM, T, BAFIS_recurring_experiment_tutorial,
- EHREEXT , BEUEHMHRE,

- £ THIREEE, T, BE TR AEREN

- £ THREHEK, T, EIE S5 5

- TEREMRSRIEEET |, RIFRIRA,

- (EEM) ZRESEET  ERENKE,

- BET &,

$E% 2 : 3 Amazon EventBridgeHFf2 85 32


https://console.aws.amazon.com/events/

AWS HFEE A BRHS EREES

5. HE[EIMEBEF T, BE [FiE API], RERE S AWSFIS,

6. EiFE AWSFIS , R&REEStartExperiment.

7. & "BAL T, AT JSON AR, AERMIIEIR ID Fift&Zyour-experiment-template-
idfB, ClientToken2HRESME—REIR, EX#HES , HFIEMAAmazon EventBridgeFAE
EFAFNLETXBRET, NEFMENR , 5526 Amazon EventBridge fEA & ISEFNHIERAE
B,

{
"ClientToken": "<aws.scheduler.execution-id>",
"ExperimentTemplateId": "your-experiment-template-id"
}
igg-l:_*/':o

8. (EEM) E[RE]|T , BUMURE [EX] RA. EXF8T5 (DLQ) M [MNF] ’E. HE , &1
LMR B FEERES

9. HE[#RE T, BN [FEAREABR], RAREBFIS_RecurringExperiment_role,

10. BET—F,

1. ERBEXEIHRERET , SREESFHER  RAERRE (B IHE.

SR3 . RECHNER
HEE AWS FIS BRER RIEHIT

1. FBAWSERERARRES A , i A hitps://console.aws.amazon.com/fis/o
2. EERIEEBRED , EE[ER]
3. BIUHRINER , ZEZSEINENEREEHT,

T4 EFE
£ E{= A& Amazon EventBridgeHEi2 85

1. UL T{ZEITH Amazon EventBridge ##l& https:/console.aws.amazon.com/events/o
2. EERAISEERY , #E THRE. .
3. EBEGREIMNIERESR , AREE [FH).

SR 3 RBEWEER 33


https://docs.aws.amazon.com/scheduler/latest/UserGuide/managing-schedule-context-attributes.html
https://docs.aws.amazon.com/scheduler/latest/UserGuide/managing-schedule-context-attributes.html
https://console.aws.amazon.com/fis/
https://console.aws.amazon.com/events/

AWS R EEE A BB EREES

RYE¥E AWS FIS

EiER & AWS Fault Injection Service (AWS FIS) £ B2 E#ITRISEERE ASEE), AWS FIS &%
% AWS RS EER B EIRHEARENEE, SULUEEENIBEERELR , RAERAXRBTE
B

B 8
- BERBIE
- BESH
TEEE
« AWS FIS BiES &
« B FIS £ Systems Manager SSM X # AWS
- f£H AWS FIS 1R "IE.EC: TIEBIE
- £/ AWS FIS IR :EK: BBk
- EA%H AWS FIS B AWS CLI

B EE B TS
18 AWS FIS B){EERE B T S XAV B -

aws:service-name:action-type

Flan |, THIEESZLE BE Amazon EC2 #1T{EEE :

aws:ec2:stop-instances

MEEENEREE | HBHAWS FIS BESE, HEEAISEE AWS CLI , BS54,

BES

K& AWS FIS BIEERABERENHMBE., SELSHAREMTEE AWS FIS B EABFER.

AWS FIS FHEIMEX B HTERER | ZKaws:ssm:send-commandEEE#EH SSM RER
A SSM X HEEBHTERE LB HEB/MRN, Haws:ssm:send-commandEEZIE—

BRI 34
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fBldocumentArnZ2 & , ZS 8% SSM XM Amazon EREH (ARN ) EAE. BBEMAZTE
AR | MU LS ESENE,

MEBAaws:ssm:send-commandBIEIEES B FMESR , FSR LA Faws:ssm:send-

commandfE.

WMRTEENFE , BUNEBES BRI AERERE (BB A post B1F), REBFERXBERLELBE
BTRAMENRE, REDFEEDFSESEPEENSHRANIT, LIFMADFEBIEREF,
Blan |, aREELLET Amazon EC2 #11TERE , BRMBEEITERK LREFRZITER.

TEIRR
BERELRENEBERLHT. EERE2E  ATUERSDERETLER.

"targets": {
"resource_type": "resource_name"

}

AWS FIS B EEFBE B TSI ERER

« Auto Scaling ##H — Amazon EC2 Auto Scaling & #H

« #§-Amazon S3 1§

-« Bff£ — Amazon EKS £ #

- #% — Amazon ECS #£ 5 Amazon Aurora ER E# %
- BUREHT{EHE — Amazon RDS &iEE

- MFEH LK — Amazon DynamoDB ; FREFZESRNBZNSER
- #18& — Amazon DynamoDB ; €&

- #1T{EEE — Amazon EC2 #i{T{EEE

- EIEEE¥4E — Amazon EKS EiBEEEAE

« E3% — Amazon EKS LW EREHFER

« ReplicationGroups— ElastiCache Redis HJ# & E#4H

- A —IAM A&

« Spotlnstances— Amazon EC2 B EREHI

. THAM — VPC FHBE%

« {£3 — Amazon ECS £

TEERZ 35



AWS HFEE AR

ERAEER

+ TransitGateways— X&ERE

« % — Amazon EBS &

mEEH

ﬂl'ﬂ

2R the section called “Ei 541",

AWS FIS EiE2&

B EZERHRATNEREE AWS FIS , SEBESBHAE IAM

ATARVMARAE R, BB

AWS FIS #%|& 3 AWS Command Line Interface ( AWS CLI ) FHIFIREEG T HEZE AWS FIS

RV ERAE.

WESHMER , FFSH WEE AWS FIS & AWS #FE5E A BRI EE IAM FEBLAEFR -

B

. WEEEABME

- EE5EE

« Amazon CloudWatch 178
» Amazon DynamoDB 4

« Amazon EBS EfE

« Amazon EC2 BiE

+ Amazon ECS B)E

+ Amazon EKS B

+ Amazon ElastiCache 178}
- HEERENVE

« Amazon RDS E{E

« Amazon S3 BjE

+ Systems Manager Bk

WEEABME

AWS FIS XL THEE ARk,

B

+ aws:fis:inject-api-internal-error

BEsE

36


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-actions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/list-actions.html

AWS HFEE A BRHS EREES

 aws:fis:inject-api-throttle-error

» aws:fis:inject-api-unavailable-error

aws:fis:inject-api-internal-error
BAIEREABE IAM A HNGERP,
ERER

e aws:iam:role

B8

duration— B, £ — 9882 12 /M. 7£ AWS FISAPI # |, Z{ER 1SO 8601 X FH, fi
m, PTIMRER—28., /£ AWSFIS E#=AF , BAILUMADE., 28/ DEE,

. service— B AWS APl i B Z=EE, XENEA ec2,
* percentage— & fE R A NI E 2t (1-100),

- operations— #EERERAAMIESE , FRENR PR, WFec2m BT API BIEBE |
Amazon EC2 API & iy Bk,

5
W
&5

AT A

« fis:InjectApilnternalError

aws:fis:inject-api-throttle-error
KEREFREABR IAM AGEENGERF,
BERER

e aws:iam:role

B8

 duration— FBRFRE, —208EF 12 /M. £ AWS FIS API /b |, Z{E R 1SO 8601 1=, 4l
wm, PTIM RKER—9 &, Tj': AWS FIS Xi2Ar/ | Al AR B, DEEEDEE,

 service— B1E AWS API B =/, XENES ec2,

WX ABE 37


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html

AWS HFEE A BRHS EREES

* percentage— & EE AN FEILE 7 (1-100),

- operations— HEERERIAMANIEZE | FRER S R. Fec2mBZHEM API BIEBE |, F2HE

Amazon EC2 API & iy B,

AT A

« fis:InjectApiThrottleError

aws:fis:inject-api-unavailable-error
EEFEANERIABE IAM ABGBHMNERF.
BERER

e aws:iam:role

B

« duration— SERER, R—28F 12 /NF. £ AWS FIS APl /1 | Z{ER 1SO 8601 X FE, Hi
m, PTIM RE—788, £ AWSFIS X#EAEF , BULBMANE, 7EHSNEFE,

. service— B1E AWS AP| i &2 Z=HE. XEMNEA ec2.

* percentage— A$ I FEiE A K FEIUE 2tk (1-100),

- operations— HE SRR ANIEZE | FHIEE SR, NFec2mBZEHM API BMEEFE |
Amazon EC2 API 2EZF Bk,

3
¢
b

G|

 fis:InjectApiUnavailableError

FFHE
AWS FIS XHUTEFRE,
aws:fis:wait

1T AWS FIS &84k,

EEBE 38


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_Operations.html

AWS HFEE A BRHS EREES

8

« duration— BB, *—28EZ 12 /M. 7£ AWS FIS APl & |, 3%{E 2 ISO 8601 XK F =, 4l
m, PTIMRER—28, /£t AWSFIS E#AF , BAILEMADE., 28/ DEE,

S|

o =

ANNY

Amazon CloudWatch 1T &

AWS FIS Z# LT Amazon CloudWatch 1TE),
aws:cloudwatch:assert-alarm-state
REEENBERRETRENEYD —ERENE RIRE,
BERER

. fH
7NN

2%

« alarmArns— 3K ARN |, LUESE R, BRZUUIEERERE.

+ alarmStates— BRAMAE , LUER DR, ATREMNE RAREAOKALARM, FIINSUFFICIENT_DATA,
B

* cloudwatch:DescribeAlarms

Amazon DynamoDB 1E
AWS FIS Z#E LT Amazon DynamoDB fE,

aws:dynamodb:global-table-pause-replication

#% Amazon DynamoDB £ XEEBEFEEARAERNE. BERKBR  KEUTRESREERTRS 5
ik

Amazon CloudWatch 1T&) 39
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T AR & EREM 0= B 42 DynamoDB 23RV REA :

"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX"
"Effect":"Deny",
"Principal":{
"AWS":"arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"
.
"Action": [
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:DescribeTable",
"dynamodb:UpdateTable",
"dynamodb:Scan",
"dynamodb:DescribeTimeToLive",
"dynamodb:UpdateTimeTolLive"
1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable",
"Condition": {
"DatelLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511zZ"

THIERR X 2B REH IN= B 2 DynamoDB £ R EREE :

"Statement": [
{
"Sid": "DoNotModifyFisDynamoDbPauseReplicationEXPXXXXXXXXXXXXXXX"
"Effect":"Deny",
"Principal”:{
"AWS":"arn:aws:iam::123456789012:role/aws-service-role/
replication.dynamodb.amazonaws.com/AWSServiceRoleForDynamoDBReplication"

}I

Amazon DynamoDB {E

40
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"Action": [
"dynamodb:GetRecords",
"dynamodb:DescribeStream",
"dynamodb:GetShardIterator"

1,
"Resource":"arn:aws:dynamodb:us-east-1:123456789012:table/ExampleGlobalTable/

stream/2023-08-31T09:50:24.025",
"Condition": {
"DateLessThan": {
"aws:CurrentTime": "2024-04-10T09:51:41.511z"

NMREBRERRIERRBEMAMMNERRR , ASEERIBREIERRR  YEERERKED
fiEk. BRI, ERRAXNSEARANRAUS , MAEHRENRAURRNETEMEMER. RARE
HERE REREREA P BIRERRRN,

EREE

« aws:dynamodb:global-table

28

« duration— £ AWS FIS API #1 |, fE2 1SO 8601 XK F &, Hl , PTIM R&k—2 . & AWS
FIS XA , BALBMAVE. JERINRE

AT A

dynamodb:PutResourcePolicy

dynamodb:DeleteResourcePolicy
* dynamodb:GetResourcePolicy

* dynamodb:DescribeTable

tag:GetResources

Amazon EBS EifE

AWS FIS Z# T % Amazon EBS Bk,

Amazon EBS EifE 41
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aws:ebs:pause-volume-io

T{ZEZE EBS B{RR[E LM /0 E¥, HEMKREXANRERNTARESE , BXEEREZE Nitro
System EEZEMNEITERE, RERE®EMINE Outpost EHIHITIEE.,

ZEMH Amazon EC2 E#AREIER , 5528 Amazon EC2 FREIERE K Amazon EBS EH#
Bﬁfﬁxu %I o

EREE

* aws:ec2:ebs-volume

8y

duration— 3 ERER], R —FE 12 /. £ AWS FIS API # | 2B 2 I1SO 8601 KW FE, Hi
m, PTIM RE—28 , PT5S REXEH , PToH RERANE/NE. £ AWS FIS EiRAH |, EBA Ll
AVE., 2EHHNFE. NRBERBRE , 60 PT5S , 110 EEEENFERBAEE , EH
RUBICEBRENRE , T EEFRNEBTRETRESR.

S|

e ec2:DescribeVolumes
 ec2:PauseVolumeIO

e tag:GetResources

Amazon EC2 B4k

AWS FIS X #E T %I Amazon EC2 &k,

BF

» aws:ec2:api-insufficient-instance-capacity-error

» aws:ec2:asg-insufficient-instance-capacity-error

* aws:ec2:reboot-instances

aws:ec2:send-spot-instance-interruptions

aws:ec2:stop-instances

* aws:ec2:terminate-instances

Amazon EC2 BjE 42


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-fis.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-fis.html

AWS HFEE A BRHS EREES

AWS FIS th 3 &Ei%EiB AWS Systems Manager SSM RERERETIRER A A B IE, Systems Manager
£/ SSM Xt | ERER EC2 #iTEB LHTHNEE, BALERBCHXHEABRTHEER , A
BAER TR SRR ER SSM X, MFEFMES , 5F2 B the section called “fE£/H SSM X7,

aws:ec2:api-insufficient-instance-capacity-error

SHEEE IAM AERENERFA AInsufficientInstanceCapacityfEiREIE, XENIEXA
Runlinstances CreateCapacityReservation, . Startinstances, CreateFleet FEMl, FXEEZSET
AESFEEREERNER, KBFEFXEEAERER. GhERISHERAE.

EREE

e aws:iam:role

28

« duration— £ AWS FIS API # |, fE2 1SO 8601 XK F &, Hlm , PTIM R&k—2 . & AWS
FIS Ei2&H , LA L@MAVE. JERINRE

* availabilityzoneldentifiers— 23z 2 RV AT A RIEFE., X EEH ID (flW"usel-azl, usel-
az2") MEZHEZ B (Hla"us-east-1a"),

* percentage— & ERANFEILE 7 L (1-100),

AT A

« ec2:InjectApiErrorff# & 5|8 ec2:FisActionIdERES , aws:ec2:api-

insufficient-instance-capacity-error¥fec2:FisTargetArnsiRHSBREALEE
IAM B,

MBBEREH] , FSE €0 FAEEE ec2:InjectApiError,

aws:ec2:asg-insufficient-instance-capacity-error

$H¥ B TAuto Scalingy BHAZHMESR , ST AInsufficientInstanceCapacity$EsiEIfE, It
EEEXEFEAMEIE AR "Auto Scaling, . EEE— S THIATERBTETRHER , F2HE
Amazon EC2 i & 15/,

EREE

« aws:ec2:autoscaling-group

Amazon EC2 EjE 43


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/troubleshooting-launch.html#troubleshooting-launch-capacity

AWS HFEE A BRHS EREES

8

« duration— £ AWS FIS APl #1 , {E= I1SO 8601 #& W F&H, Bl , PTIM R&k—2 8, £ AWS

FIS a8 , BAIWARE, 2@ NFE

- availabilityzoneldentifiers— 25k 7 RN T A EREEE, XEEHE ID (flf1"usel-azl, usel-
az2") MEFHEBRE (flin"us-east-1a"),

- percentage - i, #A$EE 2 B Auto Scaling BERBIERIWE 2t (1-100), FEEZA 100,

S|

« ec2:InjectApiErrorf&H# ec2 : FisActionld iR & Aaws:ec2:asg-insufficient-
instance-capacity-error , ec2:FisTargetArnsif##5%E A B Z Auto Scaling #H.

* autoscaling:DescribeAutoScalingGroups

MBBEREH] , FSE €0 FAGEEE ec2:InjectApiError,

aws:ec2:reboot-instances

£ B & Amazon EC2 #1T{ElBRebootInstances L #1718 5% EC2 API Bk,

EREE

e aws:ec2:instance

S|

 ec2:RebootInstances

* ec2:DescribeInstances

AWS ZEEBR

« AWSFaultlnjectionSimulatorEC2Access

Amazon EC2 EjE

44


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_RebootInstances.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html

AWS HFEE A BRHS EREES

aws:ec2:send-spot-instance-interruptions

F 7 B 42 Spot #1T{EEE, EHETRIRI D & | {FiX Spot 17 1EEE & EiiE A LASEE Spot #ITEEE., +Ef
B 8 H 18 E RV 5 f8 B B BeforelnterruptionZ2 BURE. FEIEEM £ % , Spot MTERLRIBHET
ARIEEEL, BEEHEER , AWS FIS £1EH Spot #iTRBSRIFHEEILREE,

MEEER , BEESTERIENKE EC2 HTHEBENTEHES. WREEERERHE
Beforelnterruption , RIEF FHEZREFENEX 2 BB LIE,

MFEFHMEA , F2H the section called “AIFEFEERHTERTE. HE , EEAFA Amazon EC2
IRABBER , 528 Amazon EC2 R EEREPNEE HER S TEE TE.

EREE

» aws:ec2:spot-instance

B8

- durationBeforelnterruption— B # /T B 2 BIMNEFFRE , £ 2 £ 15 2, 7£ AWS FIS API
B, ZER 1SO 8601 XM FHE, Hlm , PT2M KEKM P #E, £ AWSFIS HEAEH , WA Ll A
DEH,

S|

* ec2:SendSpotInstancelnterruptions

» ec2:DescribelInstances

AWS ZEEBR

» AWSFaultinjectionSimulatorEC2Access

aws:ec2:stop-instances

£ B & Amazon EC2 #{T{E#&StopInstances L #1751 5% EC2 API Bk,

EREE

* aws:ec2:instance

Amazon EC2 BjE 45


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/spot-interruptions.html#spot-instance-termination-notices
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/rebalance-recommendations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/initiate-a-spot-instance-interruption.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEC2Access.html
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AWS HFEE A BRHS EREES

8

- startinstancesAfterDuration - &, BBETERINSSEE , 1 282 12 D, £ AWS
FIS APl & , XfER ISO 8601 #&XMF =R, im0 , PTIM RE—5 . £ AWS FIS TiRAH |, &
A ARE, 2EHIDEE., URITEREEINFN EBS MKE , BABEREAMNINZEE
B KMS £ AWS FIS #IR , EERACHIEE KMS £8EUR,

« completelflnstancesTerminated - &, MR A true , BWR
tistartInstancesAfterDurations true , BIE B & EC2 #ITEIEH FIS UAWEBIERIL LE
BELEHEEE  EBESTE XK, HI0 , Auto Scaling FHETAESEHEEH THRILESLEN
EC2 #{T{EfE , ARBTH I EE, FEFRER false,

AT A

* ec2:StopInstances
« ec2:StartInstances

« ec2:Describelnstances - 2. EEXEMN "lfinstancesB# 1L, , LEBEEREREHNIT
AR ARRE,

« kms:CreateGrant - 2f, ZEEFRBEENFHBEENEITERE , FER/E InstancesAfter

AWS ZEEBR

» AWSFaultlnjectionSimulatorEC2Access

aws:ec2:terminate-instances

£ B & Amazon EC2 #1T{ElB& Terminatelnstances L #1738 5% EC2 API E11E,

EREE

* aws:ec2:instance

B8

o

PAYYN
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_TerminateInstances.html

AWS R EEE A BB EREES

A

e ec2:TerminateInstances

 ec2:DescribelInstances

AWS ZEEBBR

+ AWSFaultinjectionSimulatorEC2Access

Amazon ECS Ej4E

AWS FIS Z# T % Amazon ECS 8k,

BE

* aws:ecs:drain-container-instances

* aws:ecs:stop-task

» aws:.ecs:task-cpu-stress

* aws:ecs:task-io-stress

» aws:ecs:task-kill-process

» aws:ecs:task-network-blackhole-port

* aws:ecs:task-network-latency

* aws:ecs:task-network-packet-loss

aws:ecs:drain-container-instances

#17 Amazon ECS API Bi#EUpdateContainerlnstancesState JA3E 5 B E# & F Ef# Amazon EC2 #
TERBMNEERS L.

ERER

* aws:ecs:cluster

B8

- drainagePercentage— B 7 Lt (1-100).
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AWS HFEE A BRHS EREES

« duration— BB, *—28EZ 12 /M. 7£ AWS FIS APl & |, 3%{E 2 ISO 8601 XK F =, 4l
m, PTIMRER—28, /£t AWSFIS E#AF , BAILEMADE., 28/ DEE,

AT A

 ecs:DescribeClusters
* ecs:UpdateContainerInstancesState
e ecs:ListContainerInstances

e tag:GetResources

AWS ZEEBR

» AWSFaultlnjectionSimulatorECSAccess

aws:ecs:stop-task
#1117 Amazon ECS API B)#EStopTask A {F 1 B R1E#.
BERER

* aws:ecs:task

AT A

» ecs:DescribeTasks
e ecs:ListTasks
* ecs:StopTask

* tag:GetResources

AWS ZEBBUER

» AWSFaultinjectionSimulatorECSAccess
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AWS HFEE A BRHS EREES

aws:ecs:task-cpu-stress

£ B EEH LiE1T CPU stress, RAAWSFIS#1T CPU FE ) SSM X, KA BEHEE AWS
Systems Manager, MFEFMER , F2E £H ECS EK B,

EREH

* aws:ecs:task

28

* duration— stress BIEKEFERE , £ A 1SO 8601 &=,

- percent-iZH, BEEHFHBE DL, £ 0 (EAEHH) 2 100 (mHE). FEFRA 100,

- workers - Ef. EFANBLHREE. BRER O, EEAMBEEIR.

« installDependencies - M., MR KEATrue , Bl Systems Manager 87 SSM KEEXHHER

B L LELENMEMYE (MRERELE), FBREAS True, KIHEEHREstress-ngo.
&

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-io-stress

HEZETHEHIT 1/O stress, FH AWSFIS-#117 100 FEH SSM M4, FHEHBEREE AWS Systems
Manager. MEFMEN , FSE F£H ECS K E1E,

EREE

* aws:ecs:task

B8

« duration— stress BIF A FEEE , A 1SO 8601 &=,
« percent - EM, stress IR HREERRRLECANTHEEAE . FERES 80%.
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AWS HFEE A BRHS EREES

 workers - B, TFEFHE. Worker ZIBEHITHEF. BENLREBHEFEIVEAER, B
E&EEMREEER, ZEFEREER—EXH LEHTRERN /0 BE. FEERA 1.

- installDependencies - #M. MRLEATrue , Bl Systems Manager €7 SSM REEXNVHEBR
BRLEZEVLENHEKME MRERRE), BREAS True, HKFEREF Estress-ngo

AT A

¢ ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-kill-process

EAEkilaltELTERHIEERF. ERABT AWSFIS-RIEEEF SSM X, EEERLY
ApidModeftE Atask. FHSAHRERE AWS Systems Manager, MEFHMER , FSH £H
ECS E&E1E,

EREE

* aws:ecs:task

B8

+ processName— EEILHEFERE,

- signal - A, EHEES—EEEANAR., ATsEMNERSIGTERM ( EHUKREEATLURIZZHE )
MSIGKILL ( FEEZRRE ) » THRXIEA SIGTERM,

- installDependencies — i&MH, RN EATrue , Bl Systems Manager 71 SSM KEERXNKHBR
PR L REMENBKRYE (NREREER), BARES True. KEEIFRZKillall,

AT A

* ssm:SendCommand
 ssm:ListCommands

* ssm:CancelCommand
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Kill-Process/description

AWS HFEE A BRHS EREES

aws:ecs:task-network-blackhole-port

REETEAHENEZENP ASB L RE, FH AWSFIS-#1TH%-2FEZE SS M X,
B EZR NS EpidModeiR EAtask. B HEHERE AWS Systems Manager, &#EE7E T/EE
&EZbridged & EnetworkMode &, MEFMEN , FFS8 FH ECS FEHEE,

EREE

» aws:ecs:task

28

« duration— BRI FFERR , A 1SO 8601 #&x,

. port— EIZEIETE,

« trafficType— RERFEE, FJEEMES ingress M egress,

« protocol - A, BAWHE. TEEWES tcp M udp. FEFRES tcp.

« installDependencies - i# A, MREAHTrue , Bl Systems Manager 7 SSM REEANHBR
BRLZEVLENHEKME (MRERRE), BFREAS True, MM Batddig. Hiptables,

o

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-latency

FAREREIREBFERFENRENCTE , HBBNEEMNEEMNE B, FEAAWSFISETHEELE
ERR SSM X, FHEZSBpidModeiREAtask, EHKSLEHEE AWS Systems Manager.
BEEE TEEZbridged R EnetworkMode B, WMEHMENR , FSH FH ECS EHEE,

EREE

* aws:ecs:task
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AWS HFEE A BRHS EREES

B8

* duration— RIFEKHERRE , 5RA 1SO 8601 # =K.

* interface - EM. MENHEH. HREAR etho,

- delayMilliseconds - iEf., HEE , AZWREN., FAFRESR 200,
- jitterMilliseconds - M., & (AW REN). BES 10,

« sources - 1ZH., KR , LLEE DR, AEEM{ES : IPv4 {Zit, IPv4 CIDR [EHE, BiEEE
F1. DYNAMODB S3 R &5 EDYNAMODBELS3 , EEEBAR BRI EE T [EEi%E, EREA
0.0.0.0/0 , HEEFFH IPv4 REMTT

« installDependencies - A, MR EATrue , Bl Systems Manager 87 SSM KEEXHHER
R L REMENEKY (MREARLE), HERER True, kM Ratddig. jg. Mtc.

S|

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

aws:ecs:task-network-packet-loss

FEARKRCIEREIBRIEXRDMIBEEED., EABITAWSFISHEE I ZEXRKIR SSM X,
EBERLEpidModeiREHtask., EHELEBREE AWS Systems Manager, &#EE7E THEE
&bridgeH ik EnetworkMode &, MBEFHMEN , FSB FH ECS EHEEE,

EREE

» aws:ecs:task

B8

« duration— BIFHIFEREE , A 1ISO 8601 &=,
i interface'igﬁﬁo ﬂ%%ﬁﬁo ﬁ%ﬁﬁkf eth@o
* lossPercent-i#M, HEEXLXNBEDL. FARES 7%,
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description

AWS R EEE A BB EREES

« sources - 1ZM., WFR , LUESED R, RTEENES : IPv4 {uit, IPv4 CIDR E#f, RBEEHE
F1. DYNAMODB S3 R &35 EDYNAMODBERS3 , EEEBARBEESFHNESKE., BREAS
0.0.0.0/0 , HEEFFHE IPv4 REAERF

- installDependencies - #M. MRLEATrue , Bl Systems Manager €7 SSM REEXNNVHEBR
B L RRVENBEKRYE (WREARRER), ARER True, kM Ratddig. jg. HMtc,

AT HE

* ssm:SendCommand
e ssm:ListCommands

* ssm:CancelCommand

Amazon EKS EifE

AWS FIS Z#LLT Amazon EKS #1E.

BF

» aws:eks:inject-kubernetes-custom-resource

« aws:eks:pod-cpu-stress

* aws:eks:pod-delete

» aws:eks:pod-io-stress

* aws:eks:pod-memory-stress

» aws:eks:pod-network-blackhole-port

« aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss

« aws:eks:terminate-nodegroup-instances

aws:eks:inject-kubernetes-custom-resource
HEE—BEZEE L#T ChaosMesh S AFKER. LN ATHEEE L R¥E ChaosMesh HAF.

BUYERSAYEHEERMNEERKaws: eks:cluster , KBS EEHETEAE — Amazon EREZRE
(ARN), WEBIERZEFRAERER. thERI2HEZHE,
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AWS HFEE A BRHS EREES

Z & ChaosMesh , B4 AR EEHEN RS HITREE. £ Amazon EKS IR 1.23 BitR , BRFZETHR
RUSTEE XA, containerd fERRAS 1.24 BAth |, BEEE T AMMIBR,

EREE

* aws:eks:cluster

BH

kubernetesApiVersion— E{HE4F BEI &R APl R4, TJEEMV{EA chaos-mesh.org/
vlalphal | litmuschaos.io/vlalphal,
« kubernetesKind— Kubernetes BFI EREE, ZEBURAR APl ARZA,

« chaos-mesh.org/vlalphal— AJ8EHI{E4A AWSChaos DNSChaos GCPChaos | HTTPChaos
| I0Chaos | JVMChaos | KernelChaos | NetworkChaos | PhysicalMachineChaos |
PodChaos PodHttpChaos | PodIOChaos | PodNetworkChaos | Schedule | StressChaos |
TimeChaos |

« litmuschaos.io/vlalphal— AJ&EMI{E A ChaosEngine,
+ kubernetesNamespace— E1{HE 45 Hian & 2= M,
* kubernetesSpec— LA JSON & X EERH Kubernetes BE] &EiRspeclEER

« maxDuration— BEML BT ERAIAFNRRE™E , # 1 28E% 12 /NF, £ AWSFISAPI # | &
ER I1ISO 8601 AW =FHE, i , PTIM KER—28, £ AWSFIS T=EMF |, Bl AR E,
DEHE N,

o

HBETRFEE AWS Identity and Access Management (IAM) 5F 7, {8 At EEFF ERHERR 2 H
Kubernetes £ RBAC R#EFTIEHl, MFFHMENR , FSRBE H Kubernetes XY RBAC %
., WEARBEEMARNFERET  FBREANERAEEX. FHRAESNESER  FBRESA
TE,

aws:eks:pod-cpu-stress

EHERE 31T CPU stress, MEFMEF , F2E £H EKS HEEN1E,

ERER

» aws:eks:pod
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https://kubernetes.io/docs/concepts/extend-kubernetes/api-extension/custom-resources/
https://kubernetes.io/docs/concepts/overview/working-with-objects/namespaces/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
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https://docs.litmuschaos.io/docs/introduction/what-is-litmus/

AWS HFEE A BRHS EREES

B

« duration— stress BRIV IFERFE , A 1SO 8601 &=
« percent-iEfH, BEAHB L , 0 (EEH) B 100 (WH). FBRA 100,
« workers - Zf, EFAMNBOREE, BAREAO0, CEAMBEDR,

« kubernetesServiceAccount— Kubernetes IRIEIRE ., MESREFAINFEMAEA |, 552 Bthe section
called “5%E Kubernetes IRIEIERE",

- fisPodContainerlmage - {2, FAREILHEEAZS Pod WASFMEGE, ARAEHRERENES®
AWS FIS, WNEFFMER , 5828 the section called “E XA 5 &,

« maxErrorsPercent — iZH, SHRFEALXKR A e AR EET DL, TAFRES O,
- fisPodLabels - iBH, HEiEZE FIS B 2 R BT AEMMH Kubernetes 2.,
« fisPodAnnotations - A, MiINZE FIS FriE i < SHE2 A REREA Kubernetes &,

« fisPodSecurityPolicy - #M. Kubernetes Z2MEFERE| , AR FIS B RARENVHER IR
W, ATREMVE Bprivileged, baselineflrestricted. WENMERFIE R BRER.

S|

» eks:DescribeCluster
e ec2:DescribeSubnets

* tag:GetResources

AWS ZEBBR

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-delete

Bk B @M. WEFMET  F2H £ EKS BB F,

EREE

» aws:eks:pod
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https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS HFEE A BRHS EREES

B

- gracePeriodSeconds - #M, SR EESRILNSERE CARAEN), WREA O, BMEAD
BITEE. MREA I, BMSEABENTERERS,

« kubernetesServiceAccount— Kubernetes FRIEIRE ., MELREHFAINFEMEA |, 552 Bthe section
called “5% & Kubernetes FRIEIRE ",

- fisPodContainerimage - . FAREIHET AR Pod WARMEE., ERAEHRENE
AWS FIS, MEFFME , 552 B the section called “T R A5G,

« maxErrorsPercent - i2f, HEIRF ALK ARELAMWEBEEZER D, FAERES 0,
- fisPodLabels - iZBH, HEiEZE FIS B 2 R BT AEMRMH Kubernetes 2,
- fisPodAnnotations - i, MiINZE FIS FrE M 2 S8R M FIREREA Kubernetes &,

- fisPodSecurityPolicy - M. Kubernetes K& MZRERA , AR FIS MERABFE VI HEERHFH
W, TREME Bprivileged, baselineflrestricted., WEMFERFIE R EBHRER,

o

 eks:DescribeCluster
» ec2:DescribeSubnets

* tag:GetResources

AWS ZEBBUR

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-io-stress

£ B1E8M 11T /O stress, MEFMEN , FSB £ EKS BaEh1E,

BEREE

» aws:eks:pod

B8

« duration— stress AV IFEREE , B A 1SO 8601 %R,
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https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS HFEE A BRHS EREES

- workers - B, TERFEHE, Worker 8RS HITESF. BEANGCERYEFIE AEE, @
B REBNREEER, ZEFHERER—BXH LHTTEN /0 B4E, EERA 1.

- percent - M, stress HIFHERERRARLEFRANTAZEBE L, ARES 80%.

« kubernetesServiceAccount— Kubernetes IRIEIRE ., B L EFAINFEMAEA |, 552 Bthe section
called “s%F Kubernetes FRIEIRF",

- fisPodContainerlmage - 2., FARZEINLHEE AL Pod WERBFMEGIE, ERACEHREENE
AWS FIS, WFBFFMER , 55820 the section called “T XA MG,

« maxErrorsPercent - iZH, SHIVFALXBZHIARELAMNEBEEZER D, FAEREAS 0,
« fisPodLabels - i, EEZE FIS B 2 ERIGAAREREA Kubernetes 8.
« fisPodAnnotations - i, MIMNZE FIS P 2 SEERHFIREREN Kubernetes &,

- fisPodSecurityPolicy - #M . Kubernetes Z2MEFERE| , AR FIS B RARENVHER IR
W, TTREMVE Bprivileged, baselineflrestricted. WENMERFIE R BRER.

AT A

» eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS ZEBBUR

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-memory-stress

HWEERREHMITRCINE stress. MFEFMEF , FF2E £/ EKS BEEF,

EREE

» aws:eks:pod

B8

« duration— stress BRI IEERE , A 1SO 8601 &=
» workers - EFHO gﬁﬁﬁﬂ@@biﬁ;ﬁéo %EEQ% 10
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https://kubernetes.io/docs/concepts/security/pod-security-standards/
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorEKSAccess.html

AWS #FESE A BT EAEEE
 percent-EMH, stress BIFHIBEFANEREERE L. FERESA 80%.

« kubernetesServiceAccount— Kubernetes IRIFIRF . MESEFAINFMER |, 552 Bthe section
called “5% & Kubernetes FRIEIRE ",

- fisPodContainerlmage - 2., ARZEINLHEE AL Pod WERFBMEGIE, ARACEHREENE
AWS FIS, INFBFFMER , 55820 the section called “T XA MR E,

« maxErrorsPercent - iZH, ST ALXBZAIAEELAKMWEBEEZER D, FARREAS 0,
« fisPodLabels - i, EEZE FIS B 2 R HAAREHEA Kubernetes EZ#.,
« fisPodAnnotations - i, MiINZE FIS FrE M 2 $ER M FIREREA Kubernetes &,

- fisPodSecurityPolicy - #M., Kubernetes XM EZEERE| , AR FIS B RAREYNERIHAE
W, TTREMVE Bprivileged, baselinefrestricted. WENMEERFTEFRBEEBRER.

A

 eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS ZEEBR

» AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-blackhole-port

REEETEAHEMEZBNIASRBERE, E5H Kubernetes T2 2% R Al AH
B, privilegedNFEFHMEN , 528 FH EKS BB 1E,

EREH

» aws:eks:pod

8y

« duration— BRI FERE , £RA 1SO 8601 &=,
- protocol - EH. BAWBE. WTEEMNES tcp M udp, FERRES tcpo
« trafficType— REHNEE, FAJEEMNES ingress M egress.
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AWS (BT A BRI EREEE
 port— EEIEBIEE,

« kubernetesServiceAccount— Kubernetes JRIEIRE ., MFE L EFAINFMAEA |
called “5% & Kubernetes FRIEIRF "

- fisPodContainerlmage - {2, FAREILHEE AR Pod WARSFMEGE, ARAEHRENES®
AWS FIS, MNEFHME , 382 E the section called “Z XA EFBRE,

« maxErrorsPercent — iZ2H, #EBRFAKLXKM A ELAMWEEZET D, AREAS O,
« fisPodLabels - iZH, BEZE FIS B 2 SR BT AEMRMAY Kubernetes &,
« fisPodAnnotations - i, MIINZE FIS PR 2 52 HFIREREA Kubernetes &,

52 Rthe section

AT A

» eks:DescribeCluster
 ec2:DescribeSubnets

* tag:GetResources

AWS ZEEBR

« AWSFaultinjectionSimulatorEKSAccess

aws:eks:pod-network-latency

FRABERRIARBFERFRHNRENCIE | AFERNHEEMNEENEE, £ Kubernetes Z%
HEERAMEE. privilegedMFEFHMEN , FSE £/ EKS BEE1E,

R

» aws:eks:pod

B

» duration— BIGEAV AR , £RA ISO 8601 &=,

* interface - EM. MWENHEH., HEREAR etho,

- delayMilliseconds - iEf., HEE , AZWREN., FHAFRESR 200,
- jitterMilliseconds - M., #& (AW REN). BES 10,
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AWS HFEE A BRHS EREES

« sources - 1Z2f. KE , LB DR, ATEEMI{ES : IPv4 {Zit, IPv4 CIDR [EHE, HEiEEE
F1. DYNAMODB S3 R &35 EDYNAMODBERS3 , EEEBARBEESFHNESKE., BREAS
0.0.0.0/0 , HEEFFHE IPv4 REAERF

« kubernetesServiceAccount— Kubernetes IRIEIRE ., MELREHFAINFEMEA |, 552 Bthe section
called “5%E Kubernetes FRIEIRE ",

- fisPodContainerlmage - 2., FARZEINLHEE AL Pod W ERFMEGIE, ARAFEARENER
AWS FIS, WEFFMER , 5828 the section called “E XA E5MRE",

« maxErrorsPercent - i2H, HEIRF ALK ARELAMWEBEEZER D, FAERES 0,
« fisPodLabels - i, EEZE FIS B 2 ERIGAAREREA Kubernetes 8.
« fisPodAnnotations - i, MINZE FIS PR 2 52 HFIREREA Kubernetes &,

AT A

* eks:DescribeCluster
» ec2:DescribeSubnets

* tag:GetResources

AWS ZEEBR

» AWSFaultlnjectionSimulatorEKSAccess

aws:eks:pod-network-packet-loss

FAZCIERBBREELTIMEPBIFED, EE Kubernetes T2 MEEFRIMEE, privilegedil
LA , E2E £ EKS BEEE,

EREE

» aws:eks:pod

BH

« duration— BRI FERE , %A 1SO 8601 &K,
. interface'igﬁﬁo ﬁﬁ%fl\ﬁo ﬁ%ﬁﬁ& eth®o
* lossPercent-i#f., HEEXLXNBEDL. FARES 7%,
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AWS HFEE A BRHS EREES

sources - IZf. RE , L DMR. FEEM{EZS : IPv4 {23k, IPv4 CIDR [EHE, HEiEEE
F1. DYNAMODB S3 R & EDYNAMODBERS3 , EEEAR BRI EE TN EE KL, BAREA
0.0.0.0/0 , HEEFFHE IPv4 REAERF

kubernetesServiceAccount— Kubernetes JRIEIRE ., ME L EF A VFFMAEZA |
called “s%E Kubernetes BRIEERSF",

fisPodContainerimage - 2., FAXREIMHE T ARE Pod WASRMGIE, ERAEFEHEENSEG
AWS FIS, WEFFMER , 5828 the section called “E XA 5MRE",

maxErrorsPercent — iZ2H, #HERFAKLXK A e MWNEBEET DL, TAFRES O,
fisPodLabels - i#F, EZZE FIS B 2 R HAREMEH Kubernetes 1£%,
fisPodAnnotations - iZH. KMIINZE FIS FTEN 2 SR HRAREMBEH Kubernetes 5 #.

a2 Bthe section

S|

eks:DescribeCluster
ec2:DescribeSubnets

tag:GetResources

AWS ZEEBR

AWSFaultlnjectionSimulatorEKSAccess

aws:eks:terminate-nodegroup-instances

£ B ESH B HTerminatelnstances L #14T Amazon EC2 API E1E,

EREE

aws:eks:nodegroup

B8

instanceTerminationPercentage— E#& L 1TER B 2 Lt (1-100),

AT

ec2:DescribeInstances
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AWS HFEE A BRHS EREES

* ec2:TerminatelInstances
* eks:DescribeNodegroup

e tag:GetResources

AWS ZEEBR

» AWSFaultlnjectionSimulatorEKSAccess

Amazon ElastiCache 1TEf
AWS FIS Z# T % ElastiCache B4k,

aws:elasticache:interrupt-cluster-az-power

HEi B Redis ERFEEETRAREPHHNER. EXTEFRABER  EFEERINHEE
HENEASRA/IERHHN. FLHBFEFERER  SRHEEETHEIATNERRRNERRR | &
& B RERFAURENATEERE.

EREE

» aws:elasticache:redis-replicationgroup

28

* duration— B, fe— 28R 12 B £ AWS FIS API 1, 3 {E R I1SO 8601 XMW F &, Hi
m, PTIMREKR—DiE, £ AWSFIS £ A9 , U@ ARE. DEHT/ DK,

AT HE

* elasticache:InterruptClusterAzPower
 elasticache:DescribeReplicationGroups

* tag:GetResources

W BE B 1

AWS FIS X & T 58K EE,
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AWS HFEE A BRHS EREES

B

%

aws:network:disrupt-connectivity

aws:network:route-table-disrupt-cross-region-connectivity

aws:network:transit-gateway-disrupt-cross-region-connectivity

aws:network:disrupt-connectivity

il
&

B

=z

=

@EF%%%E{]* llbéo {Eﬁﬁlﬂ%% ACLo
RERE

aws:ec2:subnet

&

scope— EERBNWRERE, BEEETEMFall , #K ACLHPHIEEEE LRA 20, AJ8EENT

« all—iEEBFAIEEANBBE FRENRE. FFE  WBEAHIFHERASRE 6 SR/ EHTH
ﬁblﬁﬁ@muio

« availability-zone— EEEHH M A EEF FHEEN VPC ATRE, VPC FAILHE B
EH FHEEREE LR A 30 8.

« dynamodb— EB# i B I [E1HH DynamoDB [E1iF ik BRI R E .
« prefix-list— BT RAIEENERBTENRE,

- s3—EE B HTEE P Amazon S3 [EiFim B HARE,

. vpc— IEEREHEAFNELR VPC,

duration— EHBRERS, — 9 8ER) 12 /NEE. £ AWS FISAPI 1 |, ZE R 1SO 8601 XMW=, fi
m, PTIMRKER—248, £ AWSFIS A , Bl ANE,. 2B /N,

prefixListidentifier— MR EE Rprefix-list , IEREFEENBIRNERT. BALUIEESR
., BB ARN, BIRSIRZZAEE 10 ERE.

T

ec2:CreateNetworkAcl— A H FIS=True EEMERE MK ACL,
ec2:CreateNetworkAclEntry— ##i% ACL X BEBUTIAREEBNER = &,

ec2:CreateTags

e EE 63
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« ec2:DeleteNetworkAcl— #3% ACL X BEEFBLUTHAFRNEENER = E,

» ec2:DescribeManagedPrefixLists

* ec2:DescribeNetworkAcls

* ec2:DescribeSubnets

» ec2:DescribeVpcs

* ec2:GetManagedPrefixListEntries

* ec2:ReplaceNetworkAclAssociation

AWS ZEEBR

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:route-table-disrupt-cross-region-connectivity

HEREEEFRBEEENHAEEESNRE. RERMNESEICIEMERRNEHEERKE, BE
AFF FIS BIELERMEK , 81 Amazon VPC BEl#E 2 S routes per route tableZ| 250, Bilt
RERBARFHEHZE,

EREE

* aws:ec2:subnet

B8

- region— ERMENEFHNKE ( HlL0 , eu-west-1) ,

« duration— EMEENEBREERE. £ AWSFISAPI & |, ZER 1SO 8601 &M=, fi
m, PTIMRER—28., /£ AWSFIS =#=AF , BAILUMADE., 28/ DEE,

o

* ec2:AssociateRouteTable

* ec2:CreateManagedPrefixList t
 ec2:CreateNetworkInterface t
* ec2:CreateRoute T

 ec2:CreateRouteTable t

B EE 64


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSFaultInjectionSimulatorNetworkAccess.html
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» ec2:CreateTags t

* ec2:DeleteManagedPrefixList t
 ec2:DeleteNetworkInterface t
 ec2:DeleteRouteTable t

« ec2:DescribeManagedPrefixLists
* ec2:DescribeNetworkInterfaces

* ec2:DescribeRouteTables

* ec2:DescribeSubnets

* ec2:DescribeVpcPeeringConnections
* ec2:DescribeVpcs

* ec2:DisassociateRouteTable

* ec2:GetManagedPrefixListEntries
* ec2:ModifyManagedPrefixList t

* ec2:ModifyVpcEndpoint

 ec2:ReplaceRouteTableAssociation

T EAZEHNEE, managedByFIS=true

AWS ZEBBUER

« AWSFaultinjectionSimulatorNetworkAccess

aws:network:transit-gateway-disrupt-cross-region-connectivity
HERAEEERRENSHA (BNLEEERE) WRE,
BRER

* aws:ec2:transit-gateway

28

« region— ERBEN RV ( HIW0 , eu-west-1) o

« duration— EMEREBHEREEE. £ AWSFISAPI & |, %{E2 1SO 8601 &=, 4l
m, PTIMKKER—28, £ AWSFIS E2=A , Bl ANE, 2B/ NEH,
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S|

* ec2:AssociateTransitGatewayRouteTable

* ec2:DescribeTransitGatewayAttachments

* ec2:DescribeTransitGatewayPeeringAttachments
* ec2:DescribeTransitGateways

* ec2:DisassociateTransitGatewayRouteTable

AWS ZEEBR

+ AWSFaultinjectionSimulatorNetworkAccess

Amazon RDS Bk

AWS FIS X #E LN Amazon RDS &1k,

B

* aws:rds:failover-db-cluster

* aws:rds:reboot-db-instances

aws:rds:failover-db-cluster

£ B & Aurora ER EE &£ #1T Amazon RDS API E4E FailoverDBCluster,

EREE

» aws:rds:cluster

AT A

» rds:FailoverDBCluster

» rds:DescribeDBClusters
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* tag:GetResources

AWS ZEBBUER

« AWSFaultinjectionSimulatorRDSAccess

aws:rds:reboot-db-instances

£ B EE R EHTER E$1T Amazon RDS AP| BMEEFTREN E R EHATERE,

EREE

e aws:rds:db

B8

+ forceFailover - M, MREA true , BETHEBAZMHEEH , RS- ETRAESE S —@
AAEENAEBE, FEREAS false,

o

rds:RebootDBInstance

* rds:DescribeDBInstances

tag:GetResources

AWS ZEBBUER

» AWSFaultinjectionSimulatorRDSAccess

Amazon S3 EjE

AWS FIS XL Amazon S3 B)fE,

B

» aws:s3:bucket-pause-replication
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aws:s3:bucket-pause-replication

FEREEREFRETEIENHEENEE, BENtFEETFETUNRTEN AWS EiF |, th a1
RERFERFEFEBHERNESRN. BEMRKBER  REYHRZTESFEER — /R, LBEEZEAK
EiCEHEEE, EEHE—F TH# Amazon S3EE , 552B Amazon S3 R &EIERM,

EREE

* aws:s3:bucket

B8

 duration— B, R — 20 8EZ 12 /. 7£ AWS FIS APl &1 |, 3%{E £ ISO 8601 BRI FE, 4l
m, PTIMARKER—28, £ AWSFIS £AF , BRI LA, 28/ DEE,

- region— B Wit FEFETREFTEMN AWS &1,
« destinationBuckets - # M., B S3 BEITRAEFRDREE,

- prefixes - B, ERERAUEERP S YL SR EANER S REE. BERFTFENERRA
SEENRERAERVERSR,

AT A

e S3:PutReplicationConfigurationf®{#S3:IsReplicationPauseRequesti&EA True
« S3:GetReplicationConfigurationf®##S3:IsReplicationPauseRequestiXEA True
* S3:PauseReplication
* S3:ListAl1MyBuckets

* tag:GetResources

MEBKES , FSE &6 . FRAEGE aws:s3:bucket-pause-replication,

Systems Manager E{E

AWS FIS & T %| "Systems Manager. B,

BF

e aws:ssm:send-command

» aws:ssm:start-automation-execution
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aws:ssm:send-command

£ B £ EC2 #117{@#SendCommand £ #11T Systems Manager APl &€, % Systems Manager X
# (SSM X #4) &E%& Systems Manager ¥ TER LEHTHNEE. WRFEEA , F2E £AD

aws:ssm:send-command{E.

EREE

e aws:ec2:instance

8y

documentArn— X #H) Amazon EREH (ARN), EEEEF , MRERBIEFR P EZEE P —
BFE SR ER AWS FIS SSM XHHBEMNE , RERETRILBH,

« documentVersion - A, XHHMRE,. RAZ , ISHTERRS,

- documentParameters- B R HH, ZXEEZHNLENTES Y, ZEX2—E JSON HxR , Hi
EFHENE , BERSFHERFHEEAE,

« duration— #FERME, #—28EZ 12 /K. £ AWS FIS API 1, B {ER= 1SO 8601 X FH, fi
W, PTIM RE—78E, £ AWSFIS £ AH , BUlEADE., DEHR/DEFE,

AT A

* ssm:SendCommand
* ssm:ListCommands

* ssm:CancelCommand

AWS ZEEBBER

« AWSFaultlnjectionSimulatorEC2Access

aws:ssm:start-automation-execution

#11T % Systems Manager AP| B)¥EStartAutomation# 1T

EREE

o
PAYYN
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AWS HFEE A BRHS EREES

B

« documentArn— B Bt X Amazon EJREZ T (ARN),
« documentVersion - #H, XHHWRA, MRAEZE  BISHITHERRA.

« documentParameters-B & H M, ZXIEEZIHHSHENAZSEH, ZIENE2—E JSON HR , Hig
EFHENE K EREFNERFZHFEEE,

» maxDuration— BEILHAT A AT NRRERE , £ 1 28ES 12 MK, & AWSFISAPI F , %
{H2 1ISO 8601 AN FHE, i, PTIM RER—28, &£ AWSFIS TEH , BB AVE,
gk 1 ERNEE

AT A

 ssm:GetAutomationExecution
* ssm:StartAutomationExecution

* ssm:StopAutomationExecution

- iam:PassRole - A, MR BB L XHREAE , AAMXE,

AWS ZEEBBER

* AWSFaultinjectionSimulatorSSMAccess

F£H FIS £ Systems Manager SSM X4 AWS

AWS FIS i&Ei& AWS Systems Manager SSM (KEERF FI AWS S BiEZERFTHRE
B, aws:ssm:send-command ] ARE L E REERE A BEMNTALERE Systems Manager SSM X4
(SSM X #4) AR A-RIEFRREMN A AWS XA, AWSFIS

SSM RERKX R AIE Amazon EC2 #1718, RIGFIEFRMRBNERMST (VM) LREMEEN
Amazon Bii8, EFEBSRMEESTUEEELER, REEXFEENRE Systems Manager HE
R, ABRKBERPPEERHTER, ZULLTEEHCH SSM XEREABEREES , X5 HEE
BARBEENEZ—.

B3R

HREE SSM REEAEBERELBTBFENEE , BLARETHER

£ SSM X # 70
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AWS R EEE A BB EREES

- REEXCLREEZEE L, SSMAREERXFERSLREETEL Amazon #EEHE& (AMI) £, A,
BRI AESITER 28 SSM RERX, WEFMEENR , F28BAWS Systems Manager £ & 15
MM FELZE EC2 HITHEEN SSM REREK,

+ Systems Manager B REHENHITERAITEE., BAUUER IAM BTERREERTEIE. O
T EA , FBEAWS Systems Manager fEAEEE T & Systems Manager 37 |IAM #4T{E
BEREERNS IAM BTEBREEEEE EC2 #BiTERE.

{5 A Bhaws:ssm:send-command4E

SSM X #E % Systems Manager EZ E#ITEB L#ITHEIE, Systems Manager @ 2FF L LR
EWX 4 BRI LEIBCH XY, MEEEEILEBECH SSM XHHFHMEER , 528 (AWS
Systems Manager EF3ER) HH (E I Systems Manager X4) . WFE SSM XH —REVFFEHE
# , FBEAWS Systems Manager £A & EEFHIAWS Systems Manager 3L #,

AWS FIS 2 TELERER SSM X, &R LAE AWS Systems Manager E#E &K "X, FHEHR
FEEERER SSM X4 : https://console.aws.amazon.com/systems-manager/documents, &t 8] S fE
AWS FIS XA BREFFAAREN G, NEFHHENA , F2E HARE AWS WEREFRH SSM
Xt

EEE AWSFIS BB ER SSM X |, el LAEAEIE, aws:ssm:send-command it BiEEHEERIE
HITEEHTEE LIEEMN SSM 34,

EEEEREAPEHaws: ssm:send-commandB{ERE | BLBERETEEMNEMSE , 1%

 documentArn - 4 E, SSM X#HH# Amazon EJEE#E (ARN),

» documentParameters-B &8, SSM XHEZHXEMNEZEASE, ZRAR—E JSONEHR , H
RBEFHENE , EREFHTRIAFTHFEEHAE,

« documentVersion - 28, E#H T2 SSM XHHI MR,

A LAE A Systems Manager £ A a5 5 RR SSM XU ER (BREXHENSH),
FERAEH SR SSM XHHEBEN

1. FEEATERM AWS Systems Manager £ &,  https://console.aws.amazon.com/systems-
manager/

2. EEEHEKP , EE Documents (3XH).
3. EBEH , ARIBEFE "HHEEFAL BER.
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AWS R EEE A BB EREES

HEFEAWTIRER SSM X4 HEEE

%ﬂ

fEF SSM R X fo
FAKERE AWS WEREARSR SSM X4
BRI LA TE R ERTERY AWS FIS SSM X HEEERE AR F M aws : ssm: send-command B {EEELE A,

R
* FIS REMWTESLIRE SSM X H AWS EXE T IERRR

* Amazon Linux, Amazon Linux 2, Amazon Linux
* Ubuntu

« RN@t, N\, 9

+ Cent0S 7,8, 9

« AWS FIS R TALRE SSM X#HEHR EC2 HTEE LZIXE. EHMBENZEEREHE (6
WMAERERE A ARRR) LA EEM,

BEHE ECS EBNERPEAEL SSM X4 , AR, the section called “Amazon ECS B
YE"filtn , aws:ecs:task-cpu-stressE) & 5 FAAWSFIS-Run-CPU-Stress XX 4

Documents

* AWSFIS-Run-CPU-Stress

AWSFIS-Run-Disk-Fill

* AWSFIS-Run-1O-Stress

* AWSFIS-Run-Kill-Process

* AWSFIS-Run-Memory-Stress

* AWSFIS-Run-Network-Blackhole-Port

* AWSFIS-Run-Network-Latency

* AWSFIS-Run-Network-Latency-Sources

* AWSFIS-Run-Network-Packet-Loss

* AWSFIS-Run-Network-Packet-Loss-Sources
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AWS HFEE A BRHS EREES

AWSFIS-Run-CPU-Stress

{# A Itk stress-ng T EEH{TE B L3117 CPU stress, #HAAWSFIS#H 1T CPU FEH SSM 3 4,

BEEE (EREER)
aws:ssm:send-command/AWSFIS-Run-CPU-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-CPU-Stress
XHSH

« DurationSeconds - 42, CPU stress BRI IFERGE , UMW BE(fL,
- CPU-EH, EfFHN CPUBHFREEB, EREAO, BFEAME CPUBHIR,
- LoadPercent-1#H. BE CPU 8B LtL , #£ 0 (BER) £ 100 (m#E). FEFEA 100,

« InstallDependencies - 2/, MEEATrue , 8] Systems Manager 7 B EH TR L ZHEXLEHN
MM (R RELE), FBREA True. KIEEHREstress-ng.

AT RAE T AR 25 & R AV Z R B RY R B,

{"DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Disk-Fill

EHTEEBNRUERE CEEUMKRTRE , UERHRCMIER. £/ AWSFIS-#THIERER SSM X
o

MBFAMELBNERCFHRFLMESLE , AWSFIS EEXHKZBICHEITHH SSM XHKRE
R 7B, MRHWRER , ERERAERIERM EEARERXEE , Systems Manager A8E#&E5E
REUCEEX, it , MRETEZTEFILER  FEAUETZES 100% Mo

SR (ERERA)
aws:ssm:send-command/AWSFIS-Run-Disk-Fill
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Disk-Fill
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XHBE

« DurationSeconds - &, MREFRIFENSENRE 6 UWAEN,
« Percent-iEA, MEERARHEERENUER DL, BARES 95%.

- InstallDependencies - A, MREATrue , Bl Systems Manager €7 B Z#1T{ER L 2R MLEN
MR (IR RZE), FERRES True, #KFEREIER RatdMfallocate,

LT R ARG & R AR F RS RA

{"DurationSeconds":"60@", "InstallDependencies":"True"}

AWSFIS-Run-10-Stress
{F Fstress-ng T EEH TEEE E#1T 10 stress, A AWSFIS-#11T 100 fE 1 SSM X4,

BFEE (EREES)

aws:ssm:send-command/AWSFIS-Run-10-Stress

ARN
arn:aws:ssm:region::document/AWSFIS-Run-IO-Stress
NH28

 DurationSeconds - 42, 10 stress BAIFEHIFERE , U BE(fL,

« Workers - B, BE#THERF. BRANLERERFIVEAER, BHEDSEEMIREEDERE
Worker 8B, ZEFERER—EXH LHITTEMN /0 BIF, FAEEB 1.

« Percent-iEZMA, £ 10 stress BIFAHE K BERARLEFANTAZEBE L. FARES 80%,

* InstallDependencies - A, WREATrue , Bl Systems Manager &7 B E#{T{E#R L 2R LEN
MR (IR kZE), FERES True, #KFEEIER Estress-ngo

T RER RS & R AR FR SR

{"Workers":"1", "Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Kill-Process
FREKlaITELHTEBFINIEERERRF, AT AWSFIS-RILEEF SSM X4,
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AWS HFEE A BRHS EREES

BEERE (EREEA)

aws:ssm:send-command/AWSFIS-Run-Kill-Process

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Kill-Process
NH28

» ProcessName - % E, EFIINWEREBEFBHE,

* Signal - EfA, ERES —EEENAKR. TEENERSIGTERM ( EIKEE T LLRZEZRE )
MSIGKILL ( TEEZ B ) . FEEX{EA SIGTERM,

* InstallDependencies — EM., MREATrue , Al Systems Manager 87 B E#{TER L LR SE
FOMBRE (MR R REE), FAERES True, KIEBIR=ZKilall,

LT R LA ZS & R AR Z R B RA

{"ProcessName" :"myapplication", "Signal":"SIGTERM"}

AWSFIS-Run-Memory-Stress

fF Fstress-ng T EEH {TEEE E#$1T5C1ERE stress. A AWSFIS-#1T-5C1E8E- B h SSM X,

BERE (EREESA)
aws:ssm:send-command/AWSFIS-Run-Memory-Stress
ARN

arn:aws:ssm:region::document/AWSFIS-Run-Memory-Stress
X228

 DurationSeconds - %2, 18R stress BIFHNIFERFE , U BE(L
 Workers - igﬁﬁo Eﬁ?ﬂ'ﬁﬁ%@ﬂfﬁﬂ’ﬂﬁ E o %EEQ% 10
« Percent- £ &, FCEEE stress BB EFRANERICREEBRES .

« InstallDependencies - 2/, MEEATrue , 8] Systems Manager 87 B EHT{EE L ZHE XL EHN
MM (IR RELE), FBREA True. KIEEHR Rstress-ng.
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AT RAE T AR 25 & rh i A By 2R B RV R B,

{"Percent":"80", "DurationSeconds":"60", "InstallDependencies":"True"}

AWSFIS-Run-Network-Blackhole-Port

£ Riptables TEZRBA B ENEZ BN AR RBWHRE, FH AWSFIS-HTHEEE-FREEE SSM
Xt

BEEE (EREEA)

aws:ssm:send-command/AWSFIS-Run-Network-Blackhole-Port

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Blackhole-Port
XHSH

* Protocol - &, BABE. AREMNES tcp M udp.

. Port- XE, EEERER,

« TrafficType - i BA, REHH, AsEMWESA ingress M egress. FAFKEA ingress,

« DurationSeconds - # &, #EBMARNFERFE , U R/EN.

- InstallDependencies - A, MREATrue , Bl Systems Manager €7 B Z#1T{ER L ZEMLEN
MR (IR REZE), FERRES True, A Batddig., Miptables.

T REEZRS & R AR FZR SR

{"Protocol":"tcp", "Port":"8@80", "TrafficType":"egress'", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency
EAZRtcTEABEREMNEE, FRAWSFISHITHEEEIEE SSM X,
BEER (ERXEAR)

aws:ssm:send-command/AWSFIS-Run-Network-Latency

ARN
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AWS HFEE A BRHS EREES

arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency

XH2H

* Interface - ‘&2, WENMH, FERES etho,
- DelayMilliseconds - &M, & , AEW REN., FEERES 200,
« DurationSeconds - £ E, #RIEENFENSERNRE 6 UMW AEN,

« InstallDependencies - i%ﬂi MREATrue , Bl Systems Manager €1 B Z#1TEE L Z#NEMN
MM (R REZE), FBREA True, HAKM Aatddig. Fitc,

AT RAE T AR 215 & rh i A By 2R B RV R B,

{"DelayMilliseconds":"200", "Interface":"eth@", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Latency-Sources

FRBERRIAREBFERFRHNRENCIE | BHERNEEMEENBE, £HAWSFISH 1THEMRIE
B3R SSM 344,

BEER (BRE#EAR)
aws:ssm:send-command/AWSFIS-Run-Network-Latency-Sources

ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Latency-Sources
NH28

* Interface - EA, M EH. FARKES etho.

- DelayMilliseconds — i, EE , UEW AEN, FERES 200,

- JitterMilliseconds - M. £ 8 (UAEMW AEN), BEA 10,

« Sources - &, FF , LUESE DB, FREMNES : IPv4 {1itk, IPv4 CIDR EHE, BiEBZRA.
DYNAMODB S3 R & EDYNAMODBERS3 |, iEEE A B vl [EE 1 [ 15 B

* TrafficType - B, REFE, AJHEMES ingress M egress. FEERES ingress.
« DurationSeconds - &, WBIEENFANEERE , UV AEN,
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- InstallDependencies - A, MREATrue , Bl Systems Manager €7 B Z#1T{ER L 2R MLEN
MM (REREZE), FBRES True, MM Hatddig. jg. Ftco

AT BRI ARG & him AN FRFER RO,
{"DelayMilliseconds":"200", "JitterMilliseconds":"15",

"Sources":"S3,www.example.com,72.21.198.67", "Interface":"ethQ",
"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss

ERZRICTERMIBAERMNEWIEED, FRAMITAWSFISHEHSIEX SSM X+,
BFEE (EREEA)

aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss
ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss

Xt

* Interface - M., WENH. FERES eth0,
 LossPercent-iZf, HEEXLXNED L., FERES 7%,
 DurationSeconds - &, HEHTIERBENISERRE , U ABE(NL

« InstallDependencies - i&H., MR EATrue , Systems Manager &7 B Z# 1T L 2 &£ X ER1E
fiktt, FEEREA True, MM Hatddig. Htc.

TR EEZRS & R AR FZ RS R

{"LossPercent":"15", "Interface":"eth®", "DurationSeconds":"60",
"InstallDependencies":"True"}

AWSFIS-Run-Network-Packet-Loss-Sources

FRBERRNRENCIE  KEGEAFNEERARNE. FHABMITAWSFISHREHZIELRIE SS
M X4,

BEEE (EREEA)
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https://console.aws.amazon.com/systems-manager/documents/AWSFIS-Run-Network-Packet-Loss-Sources/description
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aws:ssm:send-command/AWSFIS-Run-Network-Packet-Loss-Sources
ARN
arn:aws:ssm:region::document/AWSFIS-Run-Network-Packet-Loss-Sources

XHBE

d InterfaCe-ii_gFﬁo m%ﬁﬁo ﬁ%ﬁﬁ% eth@o
+ LossPercent- i, HBELXNBE DL, FEREA 7%.

« Sources - &, R , LUEZE DR, AIEEMNES : IPv4 fuik, IPv4 CIDR ER, BEBRA.
DYNAMODB S3 R &+ EDYNAMODBELS3 |, EEiE A B ui &5+ 1 [E i3 % B

* TrafficType - EA., REHEB, AEMNES ingress M egress. FAFKEA ingress,
« DurationSeconds - #E, @EHTEXAEZNWFERE , UV AEN,

« InstallDependencies - i/, MMREATrue , Systems Manager €1F B Z#/TEE E 2 £ L EW I
ik, FERX{EA True, MU Aatddig. jg. Htc.

AT RAE T AR 25 & Fh 8 A BV 2R B RV R B,

{"LossPercent":"15", "Sources":"S3,www.example.com,72.21.198.67", "Interface":"eth@",
"TrafficType":"egress", "DurationSeconds":"6@", "InstallDependencies":"True"}

]

WMEBHRENEN , 5528 () the section called “H1TFESLEEEH AWS FIS SSM X4,
MEHBREEY  FSEEHITEE EE11T CPU stress,

D

RAE R T PR Fr R R S HF AR R

REHHEAR SSM XY R

1. FBELLTLERIR AWS Systems Manager £ &, https://console.aws.amazon.com/systems-

manager/
2. EYVREERT , REHHEE > HITHS,
. E [T ERRE RoIERL  ERRIBRSBHNEIT,
4, EEGSH ID URBAEFHEEAER.
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5. EEHITERA D, wEEED R MR,

5/ AWS FIS 127~ #&:EC: T/EBE
B LAE A aws: EC: K EEASEEER 1A A Amazon ECS E#H,

ELEEMEA SSM REEXMAM BRI RATEHTHEREAN SSM X4, WiEBKH BA S
Amazon ECS F#:ft & SSM ZEHTER, EEFERELEE , BEEFH Amazon ECS FHE
%, g SSM RERXF B AMBAR , WEKHTEKIEMA SSM SEHTHER. EEHT AWS
FIS B E H & RKaws:ecs:task , AWS FIS 4421 AWS FIS ERE A LiEEM B Z Amazon
ECS EH¥ER —HFERAERZEHN SSM SEHTHER FEEZEYT(ERE). ECS_TASK_ARNZ
BEEEEESPHIT SSM XHHEFEE Amazon ECS £18# ARN |, RItt EHITERETERBER,

BF

+ the section called “aws:ecs:task-cpu-stress”

» the section called “aws:ecs:task-io-stress”

+ the section called “aws:ecs:task-kill-process”

+ the section called “aws:ecs:task-network-blackhole-port”

« the section called “aws:ecs:task-network-latency”

* the section called “aws:ecs:task-network-packet-loss”

BR 75l

- THEEFEAR AWS Fargate :
» aws:ecs:task-kill-process
+ aws:ecs:task-network-blackhole-port
» aws:ecs:task-network-latency

» aws:ecs:task-network-packet-loss

o WMRIZEMA ECS Exec , BN BXERT , FTREFEAELEIE,

R

- BT5HRHEE AWSFISERAE :

£/ ECS % E1E 80
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* ssm:SendCommand
* ssm:ListCommands
* ssm:CancelCommand
- ¥ THIFFAIHTI8E Amazon ECS £5 IAM B :

e ssm:CreateActivation

* ssm:AddTagsToResource

« iam:PassRole

FEE , BULUEEREHTEEARN ARN AN EIR, iam:PassRole

« #3 Amazon ECS F##1T IAM A& , I #7i¥ AmazonEC TaskExecution RolePolicy S &
&Ko

- BTIRRFEZCEMARENTER TENRAERTEERAE !

 ssm:DeleteActivation

+ ssm:DeregisterManagedInstance

« #% AmazonSSM ManagedInstance Core ZEHEMEBEMMEIFMARERNTER 2 TENRE
HITERBAR,

. BIRIBEHERTEMANAGED INSTANCE_ROLE _NAMEAREHTHEBACHNERE.
« # SSM REEXAB[HIEE ECS ThEE., nETHEHS ECS TEIMASEEHITHEE,

{
"name": "amazon-ssm-agent",
"image": "public.ecr.aws/amazon-ssm-agent/amazon-ssm-agent:latest",
"cpu": O,
"links": [1,

"portMappings": [],
"essential": false,
"entryPoint": [],
"command": [
"/bin/bash",
"o,
"set -e; yum upgrade -y; yum install jq procps awscli -y; term_handler()
{ echo \"Deleting SSM activation $ACTIVATION_ID\"; if ! aws ssm delete-
activation --activation-id $ACTIVATION_ID --region $ECS_TASK_REGION; then
echo \"SSM activation $ACTIVATION_ID failed to be deleted\" 1>&2; fi;
MANAGED_INSTANCE_ID=$(jq -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration);
echo \"Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID\"; if ! aws
ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region

=R 81
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$ECS_TASK_REGION; then echo \"SSM Managed Instance $MANAGED_INSTANCE_ID

failed to be deregistered\" 1>&2; fi; kill -SIGTERM $SSM_AGENT_PID; }; trap
term_handler SIGTERM SIGINT; if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]1]; then

echo \"Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting\"

1>&2; exit 1; fi; if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/
null; then if [[ -n $ECS_CONTAINER_METADATA_URI_V4 1] ; then echo \"Found ECS
Container Metadata, running activation with metadata\"; TASK_METADATA=$(curl
\"${ECS_CONTAINER_METADATA_URI_V4}/task\"); ECS_TASK_AVAILABILITY_ZONE=$(echo
$TASK_METADATA | jq -e -r '.AvailabilityZone'); ECS_TASK_ARN=$(echo $TASK_METADATA
| jg -e -r '.TaskARN'); ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed
's/.$//'); ECS_TASK_AVAILABILITY_ZONE_REGEX='A~(af|ap|calcn|eu|me|sa|us|us-gov)-
(central|north|(north(east|west))|south|south(east|west)|east|west)-[0-9]{1}[a-z]
{1}$'; if ' [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]1];
then echo \"Error extracting Availability Zone from ECS Container Metadata,
exiting\" 1>8&2; exit 1; fi; ECS_TASK_ARN_REGEX='"arn:(aws|aws-cn|aws-us-gov):ecs:
[a-z0-9-1+:[0-9]1{12}:task/[a-zA-Z0-9_-1+/[a-zA-Z0-9]1+$'; if ! [[ $ECS_TASK_ARN

=~ $ECS_TASK_ARN_REGEX ]]; then echo \"Error extracting Task ARN from ECS
Container Metadata, exiting\" 1>&2; exit 1; fi; CREATE_ACTIVATION_OUTPUT=
$(aws ssm create-activation --iam-role $MANAGED_INSTANCE_ROLE_NAME --
tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true --
region $ECS_TASK_REGION); ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq

-e -r .ActivationCode); ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e

-r .ActivationId); if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id
$ACTIVATION_ID -region $ECS_TASK_REGION; then echo \"Failed to register with AWS
Systems Manager (SSM), exiting\" 1>&2; exit 1; fi; amazon-ssm-agent & SSM_AGENT_PID=
$!; wait $SSM_AGENT_PID; else echo \"ECS Container Metadata not found, exiting\"
1>&2; exit 1; fi; else echo \"SSM agent is already running, exiting\" 1>&2; exit 1;
fi"

1,
"environment": [
{
"name": "MANAGED_INSTANCE_ROLE_NAME",
"value": "SSMManagedInstanceRole"
}
1,

"environmentFiles": [],
"mountPoints": [],
"volumesFrom": [],
"secrets": [],

"dnsServers": [],
"dnsSearchDomains": [],
"extraHosts": [],
"dockerSecurityOptions": [],
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"dockerLabels": {},
"ulimits": [],
"logConfiguration": {3},
"systemControls": []

MEEEAEMNETHRA , 552 Bthe section called “FE T RIS Z RA,

- A, Maws:ecs:task-network-packet-lossEERF aws:ecs:task-network-
blackhole-portaws:ecs:task-network-latency , B AFEHA T EF —@RIEREH
ECS T#EEZHH SSM RERX AR,

o BIF 1 — FIEASEM Linux IHEE,

"linuxParameters": {
"capabilities": {
"add": [
"NET_ADMIN"

iy

« B1E 2 — FIWFTA Linux IhEE,
"privileged": true,

- fFMaws:ecs:task-kill-process, aws:ecs:task-network-blackhole-
port., aws:ecs:task-network-latency#aws:ecs:task-network-packet-lossEfE
B , ECS E¥E&Z 4 HApidModeikEAtasks

BRI SEMRAK

UTR TER) BoFEZRNRNARE , HE2E,

A

#!/usr/bin/env bash

# This is the activation script used to register ECS tasks as Managed Instances in SSM

# The script retrieves information form the ECS task metadata endpoint to add three
tags to the Managed Instance

# - ECS_TASK_AVAILABILITY_ZONE: To allow customers to target Managed Instances / Tasks
in a specific Availability Zone
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# - ECS_TASK_ARN: To allow customers to target Managed Instances / Tasks by using the
Task ARN

# - FAULT_INJECTION_SIDECAR: To make it clear that the tasks were registered as
managed instance for fault injection purposes. Value is always 'true'.

# The script will leave the SSM Agent running in the background

# When the container running this script receives a SIGTERM or SIGINT signal, it will
do the following cleanup:

# - Delete SSM activation

# - Deregister SSM managed instance

set -e # stop execution instantly as a query exits while having a non-zero

yum upgrade -y
yum install jq procps awscli -y

term_handler() {
echo "Deleting SSM activation $ACTIVATION_ID"
if ! aws ssm delete-activation --activation-id $ACTIVATION_ID --region
$ECS_TASK_REGION; then
echo "SSM activation $ACTIVATION_ID failed to be deleted" 1>&2
fi

MANAGED_INSTANCE_ID=$(jg -e -r .ManagedInstanceID /var/lib/amazon/ssm/registration)
echo "Deregistering SSM Managed Instance $MANAGED_INSTANCE_ID"
if ! aws ssm deregister-managed-instance --instance-id $MANAGED_INSTANCE_ID --region
$ECS_TASK_REGION; then

echo "SSM Managed Instance $MANAGED_INSTANCE_ID failed to be deregistered" 1>&2
fi

kill -SIGTERM $SSM_AGENT_PID

}
trap term_handler SIGTERM SIGINT

# check if the required IAM role is provided

if [[ -z $MANAGED_INSTANCE_ROLE_NAME ]] ; then
echo "Environment variable MANAGED_INSTANCE_ROLE_NAME not set, exiting" 1>&2
exit 1

fi

# check if the agent is already running (it will be if ECS Exec is enabled)
if ! ps ax | grep amazon-ssm-agent | grep -v grep > /dev/null; then

# check if ECS Container Metadata is available
if [[ -n $ECS_CONTAINER_METADATA_URI_V4 1] ; then
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# Retrieve info from ECS task metadata endpoint

echo "Found ECS Container Metadata, running activation with metadata"
TASK_METADATA=$(curl "${ECS_CONTAINER_METADATA_URI_V4}/task")
ECS_TASK_AVAILABILITY_ZONE=$(echo $TASK_METADATA | jq -e -r '.AvailabilityZone')
ECS_TASK_ARN=$(echo $TASK_METADATA | jq -e -r '.TaskARN')

ECS_TASK_REGION=$(echo $ECS_TASK_AVAILABILITY_ZONE | sed 's/.$//')

# validate ECS_TASK_AVAILABILITY_ZONE
ECS_TASK_AVAILABILITY_ZONE_REGEX='~(af|ap|calcn|eu|me|saus|us-gov)-(central|north]|
(north(east|west))|south|south(east|west)|east|west)-[0-9]1{1}[a-z]1{1}$"'
if ! [[ $ECS_TASK_AVAILABILITY_ZONE =~ $ECS_TASK_AVAILABILITY_ZONE_REGEX ]] ; then
echo "Error extracting Availability Zone from ECS Container Metadata, exiting"
1>&2
exit 1
fi

# validate ECS_TASK_ARN
ECS_TASK_ARN_REGEX="'"arn: (aws|aws-cn|aws-us-gov):ecs:[a-z0-9-]+:[0-9]{12}:task/[a-
zZA-Z0-9_-1+/[a-zA-Z0-9]+$"
if ! [[ $ECS_TASK_ARN =~ $ECS_TASK_ARN_REGEX ]] ; then
echo "Error extracting Task ARN from ECS Container Metadata, exiting" 1>&2
exit 1
fi

# Create activation tagging with Availability Zone and Task ARN
CREATE_ACTIVATION_OUTPUT=$(aws ssm create-activation \
--iam-role $MANAGED_INSTANCE_ROLE_NAME \
--tags Key=ECS_TASK_AVAILABILITY_ZONE,Value=$ECS_TASK_AVAILABILITY_ZONE
Key=ECS_TASK_ARN, Value=$ECS_TASK_ARN Key=FAULT_INJECTION_SIDECAR,Value=true \
--region $ECS_TASK_REGION)

ACTIVATION_CODE=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationCode)
ACTIVATION_ID=$(echo $CREATE_ACTIVATION_OUTPUT | jq -e -r .ActivationId)

# Register with AWS Systems Manager (SSM)
if ! amazon-ssm-agent -register -code $ACTIVATION_CODE -id $ACTIVATION_ID -region
$ECS_TASK_REGION; then
echo "Failed to register with AWS Systems Manager (SSM), exiting" 1>&2
exit 1
fi

# the agent needs to run in the background, otherwise the trapped signal
# won't execute the attached function until this process finishes
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amazon-ssm-agent &
SSM_AGENT_PID=$!

# need to keep the script alive, otherwise the container will terminate
wait $SSM_AGENT_PID

else
echo "ECS Container Metadata not found, exiting" 1>&2
exit 1
fi
else
echo "SSM agent is already running, exiting" 1>&2
exit 1
fi

A ERREA

LU £the section called “aws:ecs:task-cpu-stress” B {E 1Y S5 5| BERE AN,

{
"description": "Run CPU stress on the target ECS tasks",
"targets": {
"myTasks": {
"resourceType": "aws:ecs:task",

"resourceArns": [
"arn:aws:ecs:us-east-1:111122223333:task/my-

cluster/09821742c0e24250b187dfed8EXAMPLE"
1,

"selectionMode": "ALL"

.
"actions": {
"EcsTask-cpu-stress": {
"actionId": "aws:ecs:task-cpu-stress",
"parameters": {
"duration": "PTIM"
.
"targets": {
"Tasks": "myTasks"

}I

EHIEEREAR
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3]

"stopConditions": [

{
"source": "none",
}
1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {}

5/ AWS FIS £~ :EK: #8 B /E

BT LAER aw: ek: pod BIE , #§EEER4E A Bl EKS EEFHITH Kubernetes MR,
1k

+ the section called “aws:eks:pod-cpu-stress”

+ the section called “aws:eks:pod-delete”

 the section called “aws:eks:pod-io-stress”

 the section called “aws:eks:pod-memory-stress”

the section called “aws:eks:pod-network-blackhole-port

the section called “aws:eks:pod-network-latency”

the section called “aws:eks:pod-network-packet-loss”

PR 751

« FHBETEAR AWS Fargate :
* aws:eks:pod-network-blackhole-port
* aws:eks:pod-network-latency
» aws:eks:pod-network-packet-loss

s THEEFZEbridgef@ES :
+ aws:eks:pod-network-blackhole-port
+ aws:eks:pod-network-latency

» aws:eks:pod-network-packet-loss
- BEEFERAER ARN EREFHLBIERERD aw: ek: pod BEEWEE, BXEFAXENER
SEUKE R B F.

fEF8 EKS W@ a1
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- BEifFaws:eks:pod-network-latencyMFaws:eks:pod-network-packet-lossHE parallel
BT, WHEEHERBENEEZ., REEENnaxErrorsSBEME , BETES 25Ky =
FRB, ARBERER :

« MRmaxErrorsPercents 0 (FARX{E) , BIEMS LK BUIRREBRE R,

« BRI, RBUEME R maxErrorsPercentE, MR AKMAES RELZEERRMH
MmaxErrors , BMESHRREN TRMREE,

« BULREEBEPEANTRAR[NEHEPENELRN, EERMEXiIt Code: 16

- BifETaws:eks:pod-network-blackhole-portEBERLAER AR A B ZEBFEAERBEN Ht
B)E parallel #11TtrafficType. XBES#ATREREBRENFTEE,

- FIS REEE B ERMIERESreadOnlyRootFilesystem: falseBFESIREEERA
AsecurityContextHyARAE, MIRZHULIERE | FTE EKS R EEER X o

=R
« AWSCLI Z#stE#M R, REE AWSCLI BEHEN IAM At  TEESESE, 0F
FHIMERN  BSR LS EH AWS CLI.

- EEREMLERE kubectl, ERFEHEKS B5E5H , UEEIERBEEARN, NFEFHEEA ,
=2 B https://kubernetes.io/docs/tasks/tools/.

- BEZER EKS A& 1.23,

A Kubernetes RIEIRFEU R/ E

BUEEHREACERN IAM €, MEFMENR , 552 [ the section called “BR A",

% E Kubernetes JRIGIR P

5% E Kubernetes IRIEIRE , LAMEHIEE Kubernetes S B ZE R B ZBNITEERR, #a###n#n#n##
myserviceaccount###########EER | EdefaultR H A — EZ %K Kubernetes & Z .

Z2ETELRM Kubernetes RIEIRE

1. RIZ—EBANXH , rbac.yamlEHMUATAR,

kind: ServiceAccount
apiVersion: vl
metadata:

ER 88
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namespace: default
name: myserviceaccount

kind: Role
apiVersion: rbac.authorization.k8s.io/vl
metadata:
namespace: default
name: role-experiments
rules:
- apiGroups: [""]
resources: ["configmaps"]
verbs: [ "get", "create", "patch", "delete"]
- apiGroups: [""]
resources: ["pods"]
verbs: ["create", "list", '"get", "delete", "deletecollection"]
- apiGroups: [""]
resources: ["pods/ephemeralcontainers"]
verbs: ["update"]
- apiGroups: [""]
resources: ["pods/exec"]
verbs: ["create"]
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get"]

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: bind-role-experiments
namespace: default
subjects:
- kind: ServiceAccount
name: myserviceaccount
namespace: default
- apiGroup: rbac.authorization.k8s.io
kind: User
name: fis-experiment
roleRef:
kind: Role
name: role-experiments
apiGroup: rbac.authorization.k8s.io

=

aXE

Kubernetes fRIEIRFE
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2. BITIGS,

kubectl apply -f rbac.yaml

BIENERAQYHES Kubernetes &

AT AR
B,

—

ABEE, IEFMER , 552 B eksctl XHFHH Manage IAM users and roles —

eksctl create iamidentitymapping \
--arn arn:aws:iam::123456789012:role/fis-experiment-role \
--username fis-experiment \
--cluster my-cluster

TRAERE

AWS FIS 2B S B REEETE £ Amazon ECR #1, E£2E ¥R B Amazon ECR M & | &
WA (FE TS URL,

AWS [E1F AR{& URI
EERIP (B E) 051821878176.dkr.ecr.us-east-2.amazonaws.com/aws-
fis-pod:0.1

XERE (HEEEId 731367659002 .dkr.ecr.us-east-1.amazonaws.com/aws-
ZB) fis-pod:0.1

XEFES (MFIGEEE 080694859247 .dkr.ecr.us-west-1.amazonaws.com/aws-
B[4 fis-pod:0.1

EEFEIP (REIR) 864386544765 .dkr.ecr.us-west-2.amazonaws.com/aws-
fis-pod:0.1
IEM (FAER) 056821267933 .dkr.ecr.af-south-1.amazonaws.com/

aws-fis-pod:0.1

DXRESE (BB 246405402639 .dkr.ecr.ap-east-1.amazonaws.com/aws-
fis-pod:0.1
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ERAEER

AWS [EiF

DKREE (£K8)

DAREE (BH)

SIXESE (F70R)

DRESE (BEH)

TAESE (RR)

EX (FEB)

BN CEERAR)

BN ()

B ()

B (CKE)

Europe (Paris)

BN (FRTEE)

Middle East (Bahrain)

AR5 URI

524781661239.dkr.

aws-fis-pod:0.1

526524659354 .dkr.
.com/aws-fis-pod:

316401638346.dkr.
.com/aws-fis-pod:

488104106298 .dkr.
.com/aws-fis-pod:

635234321696 .dkr.
.com/aws-fis-pod:

490658072207 .dkr.

aws-fis-pod:0.1

713827034473 .dkr.

aws-fis-pod:0.1

205866052826 .dkr.

fis-pod:0.1

327424803546 .dkr.

fis-pod:0.1

478809367036 .dkr.

aws-fis-pod:0.1

154605889247 .dkr.

fis-pod:0.1

263175118295.dkr.

aws-fis-pod:0.1

065825543785 .dkr.

aws-fis-pod:0.1

ecr.

ecr.

0.1

ecr
0.1

ecr.

0.1

ecr
0.1

ecr.

ecr

ecr.

ecr

ecr.

ecr

ecr.

ecr

ap-south-1.amazonaws.com/

ap-northeast-2.amazonaws

.ap-southeast-1.amazonaws

ap-southeast-2.amazonaws

.ap-northeast-1.amazonaws

ca-central-1.amazonaws.com/

.eu-central-1.amazonaws.com/

eu-west-1.amazonaws.com/aws-

.eu-west-2.amazonaws. com/aws-

eu-south-1.amazonaws.com/

.eu-west-3.amazonaws.com/aws-

eu-north-1.amazonaws.com/

.me-south-1.amazonaws.com/
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AWS [EiF A& URI
EEM (BRE) 767113787785.dkr.ecr.sa-east-1.amazonaws.com/aws-

fis-pod:0.1

AWS GovCloud (3B 246533647532.dkr.ecr.us-gov-east-1.amazonaws.com/
R EP) aws-fis-pod:0.1

AWS GovCloud (2B 246529956514 .dkr.ecr.us-gov-west-1.amazonaws.com/
FaEB) aws-fis-pod:0.1

A ERREA

LU R £the section called “aws:eks:pod-network-latency” Ei4E#) £5 51 B ER £T 45,

"description": "Add latency and jitter to the network interface for the target EKS
pods",

"targets": {
"myPods": {
"resourceType": "aws:eks:pod",
"parameters": {
"clusterIdentifier": "mycluster",
"namespace": "default",

"selectorType": "labelSelector",
"selectorValue": "mylabel=mytarget"
},
"selectionMode": "COUNT(3)"

.
"actions": {
"EksPod-latency": {
"actionId": "aws:eks:pod-network-latency",
"description": "Add latency",
"parameters": {
"kubernetesServiceAccount": "myserviceaccount",
"duration": "PT5M",
"delayMilliseconds": "200",
"jitterMilliseconds": "10",
"sources": "0.0.0.0/0"
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"targets": {
"Pods": "myPods"
}

}I

"stopConditions": [

{

"source": "none",

1,
"roleArn": "arn:aws:iam::111122223333:ro0le/fis-experiment-role",
"tags": {
"Name": "EksPodNetworkLatency"
}

EA%E AWS FIS E1YE AWS CLI

I&AILAE A AWS Command Line Interface (AWS CLI) #4R AWS FIS X #  B){fERVEEEE Ao
Rk

AWS CLI EIEMETEH &, BEREER  F2H_(EAEEBAWS Command Line
Interface) . HEEMESHBHIETHEZER AWSFIS , F2H (IBAWS CLI 58E) HH fis,

g6 : FIHmABFENEE
B ERSIRBERTIHABRENERE , MTAR.

aws fis list-actions --query "actions[*].[id]" --output text | sort

THRE 5w,

aws:cloudwatch:assert-alarm-state

aws :dynamodb:global-table-pause-replication
aws:ebs:pause-volume-io
aws:ec2:api-insufficient-instance-capacity-error
aws:ec2:asg-insufficient-instance-capacity-error
aws:ec2:reboot-instances
aws:ec2:send-spot-instance-interruptions
aws:ec2:stop-instances
aws:ec2:terminate-instances
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aws:ecs:drain-container-instances

aws:ecs:stop-task
aws:eks:inject-kubernetes-custom-resource
aws:eks:terminate-nodegroup-instances
aws:elasticache:interrupt-cluster-az-power
aws:fis:inject-api-internal-error
aws:fis:inject-api-throttle-error
aws:fis:inject-api-unavailable-error

aws:fis:wait

aws:network:disrupt-connectivity
aws:network:route-table-disrupt-cross-region-connectivity
aws:network:transit-gateway-disrupt-cross-region-connectivity
aws:rds:failover-db-cluster

aws:rds:reboot-db-instances
aws:s3:bucket-pause-replication

aws :ssm:send-command

aws:ssm:start-automation-execution

g6 - MAREERVAERAERA
WMEBEBRBE , BUUER get- action IETREFTEBENFMER , MTFR.

aws fis get-action --id aws:ec2:reboot-instances

T A& 5@,
{
"action": {
"id": "aws:ec2:reboot-instances",
"description": "Reboot the specified EC2 instances.",
"targets": {
"Instances": {
"resourceType": "aws:ec2:instance"
}
1,
"tags": {}
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AWS FIS W EEE R

EREA s EERYEEEEE R LHTN —ERZEHE. ©ESSHLEREHRRVELLRF
. BUBRELRE  SUUCAERYITER,

A T
036 6 P LA T AL SRS R BB AR -
e

BEHMAWS 1THY FIS BifF, BIFATURRIGIEENREIRFHT , BT ABRKANTEE. NFF
WMER , F2HE DS,

Sp:3

BT EBERN AWS BEiR, WFRFMER ,
F LR

3
Vi
b
5

ERRARANRELEZINRSAEN CloudWatch B/R, MREBRINITRBERS LG
AWS FIS gF LB, NFFHMAEF , F2E L6k M4

BERAt
RE AWS FIS FREHERHN IAM B, LETTURREHATER. NFEFMENR ,
=

BEEE

3
¢
a1
)
5
B

ERERNRE, NFFEES , F2R EREE,

IEHIIRF EH AWS FIS AHEVECHE. Hlan , SEERERNVEFERERGEE. WEFAEHA
BY FRHIMELHE.

RAREES

BT RERERAFE X,

T
r

{

"description": "string",
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"targets": {3},

"actions": {3},

"stopConditions": [],

"roleArn": "arn:aws:iam::123456789012:role/AllowFISActions",
"experimentOptions":{},

"tags": {}

B IR H

EEFRABEYERSA AWS Management Console , 2R E B4,

EEFAEVERSEAR AWS CLI, FF2EAWS FIS ERESHIFE L,

AWS FIS VI EiEE

%EE:‘ZEE@%’EZIK , BV AEE—ERSEDERBERBES. WFE AWS FIS RHNALERBER
’ nﬁ e ﬁib'ﬂzo

FREERRBMNT —RBE, EEERA— AWS BEBSSRATHEN FIS Bie , BEATRN
EBS I HITEERA,

B &

. BfEEEE

. BYERSR

. BYYEHD)

B FRRS

LT REMEEFEE.

"actions": {
"action_name": {
"actionId": "aws:service:action-type",
"description": "string",
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"parameters": {

"name": "value"
},
"startAfter": ["action_name", ...],
"targets": {

"resource_type": "target_name"
}

}

ERERBER , BFRHUTIIER .
#H#H

BN A,

actionld

BRI,
description

EEENER,
parameters

ERBESEL
startAfter

HULBIERA C BIAATRNENEE, BRI  BEESEERREREHNT.

targets

EMATEEE.

WEEH |, 552 the section called “B)/EZ 5",

B

NREBETESTARECEBEFESEBNSE , (78R, REEEENEEREBE  TEKEERB
TR, MREEKemptyTargetResolutionMode BEIRIEERE Askip , AIE KRB Z8F | BE

EAUENTER , BARER TRRIB, . Hl, MREEENFEREAR S 2 , AWSFIS B¥EBERAS
DHEETR. A%, CERBT—ESE , EFMEBHETRA L,
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FEREAUREZBDFEFRENKEBRE , tUREENEERNKEARE, fl , SEEENKED
RIEALEE, HREFRENBERE (FlmKEHTER)  SEEENFERERELHRE,

NRBEEDESBPISUHXEE , AIBXEBFEEDFETKENT. TREEREMFLOEEATE
SEREENDFFERBNT —ERFENRE ( RERGERE , MRFAEHMRESTH ) <BEIVE
;EO

eI
AT 2 6B e,
&5

- {£1k EC2 #1T1E B8
- HEF Spot #1T{E

- PEIRERRE

« #1FE EKS THEAE

&1l : =1k EC2 #1T{HEE
HURRRHHHBBBRRRRRHHBRRHH EC2 #i#AM D ER , cSEHRE B EFT(EE,

"actions": {
"stopInstances": {

"actionId": "aws:ec2:stop-instances",

"parameters": {
"startInstancesAfterDuration": "PT2M"

b

"targets": {
"Instances": "targetInstances"

}

&5 : i Spot HITIEEE

THEESEILERE AN BEZRB H R Spot #iTEEEtargetSpotInstances, EEEEFMY
i , REEDE Spot MITEIHE.
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ERAEER

"actions": {

"interruptSpotInstances": {

"actionId": "aws:ec2:send-spot-instance-interruptions",

"parameters": {

"durationBeforeInterruption": "PT2M"

1,
"targets": {

"SpotInstances": "targetSpotInstances"
}

g5 PERRRE

THEFSEER R FEMER MR RS 7R BN

HE,
"actions": {
"disruptAZConnectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"scope": "availability-zone",
"duration": "PT5M"
1,
"targets": {
"Subnets": "targetSubnets"
}

g1 : &1k EKS TERR

THIEEEK L EKS BEPEA®HE BEBBIN 50% EC2 #1T{E 8, targetNodeGroups

"actions": {

"terminateWorkers": {

"actionId": "aws:eks:terminate-nodegroup-instances",
"parameters": {

"instanceTerminationPercentage": "50"
1,
"targets": {

"Nodegroups": "targetNodeGroups"

Ea iR
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3

AWS & BiHE1ERY B 12

EERETERHBH AWS MEEARK (AWS FIS) BTEEN — B ZE AWS BIR, BEALUEE
BAUNHEEN AWS tkRFH | SIfEAZIRFERVURTRENIRS T, 52— SEENTERERSH
HEBR , F2EZIRFER.

FBANERVERSARERE R, SUNEERERTHSERECAEBNEE,

AWS FIS e E ERBAKRKBRIMAEER , REBRABERTNEADE. AWSFISEEATAR
BEMENNERER. NRLIBERIEE , MERKYK,

- BEEBRER
- BRERE
- BRZE

- EEERLA

- EHEE

- HPIENE

B 1R58

LT RBEENEE,

"targets": {
"target_name": {
"resourceType": "resource-type",
"resourceArns": [
"resource-arn"

]I

"resourceTags": {
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AWS #BEE A BR#E
"tag-key": "tag-value"
I
"parameters": {
"parameter-name": "parameter-value"
},
"filters": [
{
"path": "path-string",
"values": ["value-string"]
}
1,
"selectionMode": "value"
}
}
}

ELEREER K FRETIEN
####
BEENER,
resourceType
BREE,
resourceArns

BEEZRM Amazon EREH (ARN)

resourceTags

EREREERNER.

parameters

ERBEBEREIEENSH,

filters

BRI EREERSEBERRERR ERERNEE,

selectionMode

BB BRI ZERE,

WEEH| , 552 the section called “&3 4l B &7,

BERFEE
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EREAE

=18 AWS FIS BifFERE &M E1SER AWS BEIRER AT
ECEEBFNERN  BRE4EARBFEXENERE

ERXEER  ELAREE-—EEREE,

o

o

e

AWS FIS XETIIEFRER .

- aws: B)RE: 215X — Amazon DynamoDB £1g&

- aw: ec2: BEEEREHE — —18 Amazon EC2 B Auto Scaling #8
« #£:ec2: EBS-#8% — — 18 Amazon EBS &%

- 1M : ec2 : Bfl-—1{& Amazon EC2 Ef

- aw:ec2: RIFEH| — — 1@ Amazon EC2 REEHI

- aw: ec2: 7#8 — Amazon VPC F#8

- aw: ec2: EHmEE — —EEHEH

- 4 : EC : ££8-Amazon ECS &£&

- 4 : EC : F#-Amazon ECS 5

- aws: EK: §8f — — 18 Amazon EKS £#&

- aws: EK: Ei##H — Amazon EKS i 2i#H

- aws: EK: POD — —fEE AR5 A if

- AW: BB B HERIE — Redis FEHA ElastiCache
- awiam: A — IAM B

- aws: RDS: #5 — Amazon Aurora BRI E#E

. awds: ERE — — 18 Amazon RDS &R EHTEE
 aws : S3 : #-—1E8 Amazon S3 fF##

A HEEIR
£ AWSFIS AP ERBER , BULUEEEHTEENEEE AWS R (BEERER), HE ,

&R LARR AWS FIS 1RARIGIR AV R4 SRR B B IR BH 4B
EERRNEEER , BULUEETHIER :

- BJR ID — BEERH AWS BiR ID, FTEEIR ID BLARKARERNER.
- ERER — ERERE AWS ERNER.
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- BRENER — AREAREBMCERNKRENE, MFFRER , F2H EREHE,
- BRS2H — ARNAERERGCERNS2E. NFFHMET  F20 ER2H.

ZEBEIN
- BEZEARA/MEEEREEER ID NERER.

- BEEEARAMEBERIEEER ID NEREESR.

- MRBEEERZARBRENERER  AIREBTEFRAREBAFTT. CLEEREERREBNEZR
RENEBHER.

&R e

ERFERERBREEMAD B EERNEHN. AWSFIS ERBEEENEREL K BEHERE
BE AWS ERREHRN AP BEN B, ERREAENCBENERETSEERERT,

BEGERBDUBERENATENERT. BRERE—RIIxE , La¥ok  HREERN "#HE, B
EREPEIBUHNRE. SEATELAERTFNERTRE , BIERRSENERNE L RREE
MT. a0, BEZAEAAvailabilityZone , MFA RavailablityZoneffBBMETE,

"filters": [
{
"path": "component.component.component",
"values": [
"string"
]
}
1,

TXREE API BIEM AWS CLI a5, B LLARIEESEEREENBFERR, AWSFIS RKRE
HITELEME , LERAKIBENE RS, HENNHRPERISEFERFINER, Hlin , KiTKLEH)
FE B DescribelnstancesiRREXH AT RE S HIBERE R A,

ERER AP| Bk AWS CLI 5%
aws:ec2:autoscaling-group DescribeAutoScalingGroups iR B Bh#E A
aws:ec2:ebs-volume DescribeVolumes HRE
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ERAEER

BRER
aws:ec2:instance
aws:ec2:subnet
aws:ec2:transit-gateway
aws:ecs:cluster
aws:ecs:task
aws:eks:cluster
aws:eks:nodegroup

aws:elasticache:redis-repli
cationgroup

aws:iam:role
aws:rds:cluster
aws:rds:db

aws:s3:bucket

T5@EEAREEREERR

- BIEERAME-OR
- BIBEERHE — AND

WMEHH , F

API E)4E

Describelnstances

DescribeSubnets

DescribeTransitf# 8 88

DescribeClusters

DescribeTasks

DescribeClusters

DescribeNodegroup

DescribeReplication&f 48

ListRoles

DescribeDBClusters

DescribeDBInstances

ListBuckets

2 the section called “&3 {5l &5&E”,

BERZH

ERZEERBIERMRG B RER,

TIERERTESH.

AWS CLI i3
HERE B

describe-subnets

R S R 8

describe-clusters

HRER

describe-clusters

R EREE

IIRAE

describe-db-clusters

describe-db-instances

e

HA B RER
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-subnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeTransitGateways.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeClusters.html
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https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_DescribeTasks.html
https://docs.aws.amazon.com/cli/latest/reference/ecs/describe-tasks.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeClusters.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-clusters.html
https://docs.aws.amazon.com/eks/latest/APIReference/API_DescribeNodegroup.html
https://docs.aws.amazon.com/cli/latest/reference/eks/describe-nodegroup.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/APIReference/API_DescribeReplicationGroups.html
https://docs.aws.amazon.com/cli/latest/reference/elasticache/describe-replication-groups.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListRoles.html
https://docs.aws.amazon.com/cli/latest/reference/iam/list-roles.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBClusters.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-clusters.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_DescribeDBInstances.html
https://docs.aws.amazon.com/cli/latest/reference/rds/describe-db-instances.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/cli/latest/reference/s3api/list-buckets.html
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aws:ec2:ebs-volume
- availabilityZoneIdentifier— @& HEMBKEE 2 THREEHNEXT (10 us-east-1a),
aws:ec2:subnet

« availabilityZoneIldentifier— @2 HEFRERK 2 THEBNWERLE (FlI0 us-east-1a) T
AZ B (Bl | usel-az1),

« vpc— BEBEEFMEMN VPC, BEKRFAXZE @ LK VPC,
aws:ecs:task

- cluster— B2 HEEENELE,

- service— @2 BBEIENRE.
aws:eks:pod

« availabilityZonelIdentifier-#HA. @B EREHATAREE, B0 us-east-1d, &
9318 L BB @AY HoSTIP M E F#AKAY CIDR R¥ETREEH 7T A EE,

e clusterIdentifier - ¥ &, BZ EKS #EMN B ARN,
- namespace - &, BEZM@H Kubernetes i3 H& Z A,

- selectorType - X E, ZFZEE, TJHEMES labelSelector, deploymentName
podName,

« selectorValue - &, EEHFE, HWEBRRWEselectorType,
« targetContainerName - EA. BEHAKPERNEERHFEH. ARERESEEERERS
hERNE BB,
aws:rds:cluster
- writerAvailabilityZoneldentifiers-i®f., BEREBECBEASNTHES, "aEH
EA  LERI RN ITAESHEAEEE. all,
aws:rds:db
« availabilityZoneldentifiers - EM. SEECEREYHTEBNTAESE, AENE
& BUERS RN AT AREEBITEEE,. all,
aws:elasticache:redis-replicationgroup

« availabilityZoneIdentifier - #E, @B EEHEZATAREBMNERE (Hln US-
east-1a) = AZ FBITS (B0 , usel-az1).

BEEFERN

ZALZEBEEERRARRECHFNERNEE. AWS FIS XETIRIE !
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o ALL— EFE BELETEE,

« COUNT(n)— ¥ EEEBENBEHTEE , XEBIMN B ZFERHEE, 60 , COUNT (1) 2 HEH
—{EEEA 8 B E,

« PERCENT(n)— ¥isE B DLW B ESITEIME |, EEBIA B ERERGEIE, flan , Bo Lt (25) 2iEE
25 B K 25%.

MRENEREATE , WIEE 50% , AWSFIS €M A, Hlan , REFH I8 H{E Amazon EC2
HTERGAEE  MEHEHIES 50% , AWSFIS € AAMEHRTEE, fEEEELR—RAE
R ED . Flin , MREA&INE Amazon EC2 TEREMEEFIEE 5% , AWS FIS FhEEIZEH,
TIEE,

MREEAMEENEREREEERZMEER , AWSFIS AIZRZEMERNE R,
EREGEAPEZRER  IREEENEERZBHNER , AIERTBI KA.

g6 B &
AT 2468 42,
#51

- EAEERRNEE VPC FHHTERE
- EREESHNER

g6 : 55E VPC FEREERBRNIITER

LR ATEE B B R IEE VPC F EFZERenv=prod#y Amazon EC2 #1T{ERE, ERUEXSIEE AWS
FIS B ZEER T — @B &,

"targets": {
"randomInstance": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
},
"filters": [
{
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"path": "VpcId",
"values": [
"vpc-aabbccl1223344556"
]
}
1,
"selectionMode": "COUNT(1)"
}
}
}

gh  EREESBNIE

I RER B ER EFEERENRBEHN Amazon ECS £, EEUENEIEE AWS FIS FE#HEE

Hep—fEE &,

{
"targets": {
"randomTask": {
"resourceType": "aws:ecs:task",
"parameters": {
"cluster": "myCluster",
"service": "myService"
},
"selectionMode": "COUNT(1)"
}
}
}
£ {5 B3
AT R &I EREES,

g4

- EC2 $1T1EE

g5l . EC2 #1T1ER

ElEpe

107



AWS HFEE A BRHS

ERAEER

ERAETE aw: ec2: HITEREREENVEIERSEENEESR , AWS FIS & H Amazon EC2
describe-instances fiw I & A &5 285 2K B B B &,

Zdescribe-instances@ iR [E JSON & , EHESEEMH R THWEEInstances, U TR0 @
4 HP S840, RASERERSELEHUR JSON BEEBPIEEBMRENEH,

"Reservations":

{

L

"Groups": [1],
"Instances": [

{

iy

"ImageId": "ami-©00111111111111111",
"InstanceIld": "i-@Qaaaaaaaaaaaaaaa",
"InstanceType": "t2.micro",
"KeyName": "virginia-kp",
"LaunchTime": "2020-09-30T11:38:17.000Z",
"Monitoring": {
"State": "disabled"
},
"Placement": {
"AvailabilityZone": "us-east-1la",
"GroupName": "",
"Tenancy": "default"
b
"PrivateDnsName": "ip-10-0-1-240.ec2.internal",
"PrivateIpAddress": "10.0.1.240",
"ProductCodes": [],
"PublicDnsName": "ec2-203-0-113-17.compute-1.amazonaws.com",
"PublicIpAddress": "203.0.113.17",
"State": {
"Code": 16,
"Name": "running"
},
"StateTransitionReason": "",
"SubnetId": "subnet-aabbccll1223344556",
"VpcId": "vpc-00bbbbbbbbbbbbbbbbb",

ElEE
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1,
"OwnerId": "123456789012",
"ReservationId": "r-aaaaaabbbbbl111111"

iy

EEFHERMBRRIBETAEHPNETER , FIEET A RSN B
&AvailabilityZoneM A AERBMENBERE. H :

"filters": [
{
"path": "Placement.AvailabilityZone",
"values": [ "us-east-1la" ]

1,

HEERERMERENRE FHEBTHNITER  FEEFHEBNBMEERESubnet IdM T
ID g AE. film :

"filters": [
{
"path": "SubnetId",
"values": [ "subnet-aabbccl11223344556" ]

1,

EEENERGEEHTERBKENIITER  FEEBMEENaneM T HP —EREEZBER
{& : pendingrunningshutting-down| terminated | stopping || stopped. #l#0 :

"filters": [
{
"path": "State.Name",
"values": [ "running" ]

1,

&) : Amazon RDS #5% (BREES)
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ERAEYE aw: RDS: #5ERENNEEIEEEHEIME , AWS FIS %117 Amazon RDS describe-
db-clusters @I E F &2 23 K53 5 B 12,

It drdescribe-db-clusters T &¢I EBEERNEEEFELELUTIABH JSON BHH, U TEHMBrE@
4 HPAsBa 40, RSERERSELEHR JSON HEEPIEEBMRENEH,

EREREEREABEENESIZBcERNERENEREESR | 7

"AllocatedStorage": 1,
"AvailabilityZones": [
"us-east-2a",
"us-east-2b",

"us-east-2c"

15
"BackupRetentionPeriod": 7,
"DatabaseName": "",

"DBClusterIdentifier": "database-1",
"DBClusterParameterGroup": "default.aurora-postgresqlll",
"DBSubnetGroup": "default-vpc-01234567abcl23456",

"Status": "available",

"EarliestRestorableTime": "2020-11-13T15:08:32.2117",

"Endpoint": "database-1l.cluster-example.us-east-2.rds.amazonaws.com",
"ReaderEndpoint": "database-1l.cluster-ro-example.us-east-2.rds.amazonaws.com",
"MultiAz": false,

"Engine": "aurora-postgresql",

"EngineVersion": "11.7",

h

B EEEaurora-

postgresqlAEnginef{E , 20T SIEHIFTRo

"filters": [

1,

"path": "Engine",
"values": [ "aurora-postgresql" ]

H{I-

EEZEREERNRETRAESTENERENEREESR  FEEBUEBRENE  WT AR,

gl EmiE
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"filters": [
{
"path": "AvailabilityZones",
"values": [ "us-east-2a" ]

1,

AWS FIS 1= Lk 544

AWS HEEEABRTS (AWS FIS) RMEZHIMNEM , REETFEEH LT HHTER. AWS FL1ELHF
R —BEEEREDEERS Amazon CloudWatch BRHRERE L EERAES, MREBRPEE
BIFIERME , AWSFIS EFLLER. SEERECFLNER.

EERVELGY  BrERRAEXIBRBENEBEMRE. BERERERARENUREARNHT
B, RIBERSEMIBERER, fli0, EE, CPUEBHBERRE, BUUFEABREREREL
CloudWatch 7~ , MRENWEAENIREED|EEZIHWENME , TARELER, MEFME
& , 5526 Amazon £ CloudWatch EErRFHIFEH Amazon CloudWatch BT,

BIRFEEIEEREARPIEENFLFRGBENEHE. MEFMER , F2H8 AWS BEZE AR
Y ECEE A PR &

1= L fRAFFES

BYBREARE  BKALLEBRIEESREUN CloudWatch BHRRIEE — B 2 EF L&k

{
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:region:123456789012:alarm:alarm-name"
}
]
}

T HIgE5I1E HEREBAREEF LR,

"stopConditions": [

{
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AWS HFEE A BRHS EREES

"source": "none"
}
]
}
H— T i

MEREIAZEI CloudWatch BRI ASFIHEHFIEZTERSTANBERE | F28H O EFTEE
E#1T CPU stress,

T AWS FIS X EZERER A A2z CloudWatch AIE&ERWFMAET , F2ETIRE :

- EAEEHITERE CloudWatch

+ Amazon ECS }§#% CloudWatch
 fEFESE Amazon RDS 542 CloudWatch
- ERFITHTRERR CloudWatch

EAK AWS FIS B8/ IAM A6

AWS Identity and Access Management (IAM) 2 —f& AWS fR¥ , BEE ST IZFIE AWS &
ROFEER, ZEE64H AWSFIS , B4 AR IAM AR |, BUIRTF AWS FIS FTEER , LUE AWS
FIS AILMAREBHTER, BUUEERIBERBLAFECHERAR, HRE—IRFER K ERACH
IAM IR A BERTHR , THREXEEERELATIEEAEENER. YNSRFER K BERACLHK
BARTHFARACER , THEASREBEERFRT IAM AR, MEFHENR , F2E ZIRFERNE
BRo

BMRBRCERERAEAROERNEEZSMME, BUUEREPIEERSENER ARN SEZERH T
LR AE,

BT B RIRBAEA AWS FIS , ZFIREAWSSEENRE , £ NEEVERAGKIEEEL
FRAl, 8% , ZETNERY BN RBRBEE XA FERSLRAMERER,

B #%

- BEERF

- BE - EBVERAGUMMIAWSEBE

- EE 2 BEVERAGIHEARBIRMG
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/monitoring-cloudwatch-metrics.html

AWS HFE AR
LB R

HEIERB A, FFRLTEAWS CLINME X ENFERA

ERAEER

&% AWS CLI

BBl , FEAREWEE AWS CLI, 3RE AWS CLI B , R SR REEA AWS EAE R, &
EFRPHEMBRERAHERETTER "BiF, . &8, 4 --region BIEHIEESEGS, MNESH
MEA , F2RETENEH AWS CLI Fz&E AWS CL,

BMEERRERER

ERACXNEERAEAWSFIS RBREIZACHEIRER. BXEBANXFEER , fis-role-
trust-policy.jsondtH 8 T 7EEBREL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

BIREBFEH aws:SourceAccount fl aws:SourceArn 4 ERE|8  REBCAZEEREARN
ENRE, RIRFRERNAEE , /R ARN 2ERMN ARN, fli , BEZE T IRFERTIEE
TBHEEFEA,

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:fis:region:account_id:experiment/*"
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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MERRERIRFACHWER (ERZIRFER)

HRZIEFER , BEE A Orchestrator IRFIREBZRFEACRNER., B LUER T FIEE 453t
FIBARBRBER XY , LERBEERFAR® .

{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource":[
"arn:aws:iam::target_account_id:role/role_name"
]
}

BIE1 . BEVERAGTHMZAWSE BER
B AWS FIS fE h —EAWS = & 18 ¢ = Bl Bk Bt .
By EER A G INZAWSE BE

1. HERENERTE AWSFIS BIENZERR, B8, EEEERRBCHARBERXXE, NEH
HEF , 5528 the section called “AWS SEEHE",

2. {EAT% create-role S EBIY AR |, TS EXEEREPEINEFERE,

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

3. {#MA T Flattach-role-policydn 4 3 IAWS 2 B IR HY K HE

aws iam attach-role-policy --role-name my-fis-role --policy-arn fis-policy-arn

Hepfis-policy-arnR FHIEFA—IF :

+ arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEC2Access
+ arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorECSAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorEKSAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultinjectionSimulatorNetworkAccess
« arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorRDSAccess

« arn:aws:iam::aws:policy/service-role/AWSFaultInjectionSimulatorSSMAccess
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AWS HFEE A BREE EREERE
EIE 2 BV ERA G HIEARBERNYT
WRRASEERRNDE  RESLREERFEOER  FEALRE,

= R B BRI R AR BRS¢

-_—

FEA TS create-role MY EY A6 , WHIBBEMSERGEFEINEERE,

aws iam create-role --role-name my-fis-role --assume-role-policy-document
file://fis-role-trust-policy.json

2. BIYBAMXFRR, fis-role-permissions-policy.jsond#i8#RER., BT AE
EHNED  F2RUTRE.

- EHBEABE — RTIRARLRK.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowFISExperimentRoleFaultInjectionActions",

"Effect": "Allow",

"Action": [
"fis:InjectApiInternalError",
"fis:InjectApiThrottleError",
"fis:InjectApiUnavailableError"

1,

"Resource": "arn:*:fis:*:*:experiment/*"

}
]
}

« Amazon EBS B — & T FIBUERB A,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

]I

"Resource": "*"
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},
{

"Effect": "Allow",

"Action": [

"ec2:PauseVolumeIO"

1,

"Resource": "arn:aws:ec2:*:*:volume/*"
}

}

+ Amazon EC2 EjfE — #£AWSFaultinjectionSimulatorEC2Access BRI 1A

+ Amazon ECS &£ — #£AWSFaultinjectionSimulatorECSAccess LR B 14 o

» Amazon EKS 178 — #®#AWSFaultinjectionSimulatorEKSAccessBUER B 1A

« #IEE — ®RAWSFaultinjectionSimulatorNetworkAccess R BIFI 4

+ Amazon RDS ## — #®#AWSFaultinjectionSimulatorRDSAccess R B

+ Systems Manager EjfE — #£AWSFaultinjectionSimulatorSSMAccess R BIFA &
3. R T Flput-role-policy@r = R FTIERE £ — BT BRPEHEREL,

aws iam put-role-policy --role-name my-fis-role --policy-name my-fis-policy --
policy-document file://fis-role-permissions-policy.json

BRI

ERZERERNTERE, KUNEERER I ERFLERRR, REERSEREHLMERE
Ho

LTREEERER L ERNEMBERNEE.

{
"experimentOptions": {
"accountTargeting": "single-account | multi-account",
"emptyTargetResolutionMode": "fail | skip"
}
}

NMREEZVERERFAEECNEREE , AeEASERBENER
LT REERBERFRENERBENE L,
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{
"experimentOptions": {
"actionsMode": "run-all | skip-all"

MREHERBERBRIEEFTMERER , BFrun-all1 AERE.

B s

- REEMN

- BEEEHBTEERN
- BEER

W&k B E{

MREEZEAWS IRE , HhEEEGEERFENMNNER , BILEARE ENERIBERERZZIR
FER. ULl EEEERFAFERNIGAR[IECHTSIRFER. EHIBIIREHEE AWSFIS
ERERNER. BERF2ER AWS 1RF , HP I3 E 6T AWS FIS ERFENER., WFEFH
&, 28 ZIRFER AWS FIS,

BRLMERRFHEBERIELBERERNNVE. LAURKRFHEEEERHEMEE :

- BE—IRF — FERR. ERASHEHITE AWS FIS BEY AWS tRFHHEIR.
- ZIRF — BERTHHEZE AWS tRFFHEIR.

B Rk FERE

EEHTZIRFER  BX4EERZ—RZEEERFRE. BERBRESASERKEE
accountld, roleArn fiREA , HF I SERFEENER, EREAVEZIRFERENIRS ID XER
I]E_EI‘JO

ERREZIRFERERN  BERERSERE —EIEF
EttargetAccountConfigurationsCount , ZFBREERERNAE B ERFEENFTR.

LT 2 BRIk FERINEEE.
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accountId: "123456789012",
roleArn: "arn:aws:iam::123456789012:role/AllowFISActions",
description: "fis-ec2-test"

ELEVEERFHERR  BIREETYER
accountld

BERFRY 12 (L2 AWS 1RF RIS,

roleArn

—& IAM At | RE AWS FIS FFAIBAFE B RIRF R #ITENF.

description

BIEMER,
EERABBINMESEEIRERE , 52 /the section called “EHZIIRFER",
B HERTEE

HEXRERT AFERTRENER , BEE RERARFETERUL,

- KM — ARE. MRREHBNEENER , AEMEKRIEER , KEAfailed,

- skip — MRREHE EERTEMNER , UERGEEET , BSKBEMIEREREENEE,
LB EEFERAME A (5l ARN) EE 2 BEENEE, MEKXFIEAK —EBFERNE
2, AIEES AR | ARREA failed

BRI

BERAR—ERSY , EAULUERABRKEETC, SULEEBERNRES | Blskip-allE#
HERIABRERCHELBERERE, BERHEETRERITIIEE -

- BEREETERERUENVFINENER. RBLERSEHNERERTRERERTE ,
AERTEESHEMBER,. ERIEUK.

- B BEFEED EHRE,

- HRZRFER , KFEAESEERIRFEEEHRE AM A€,
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® Note
tskip-all1EX T AFEREBELRBEEHIT AWS FIS ERVNHEREREEEMN L EZRER,

BFERASBIEZTIIE :

« run-all- ( BER ) ERFSEH B EEREEITE,
- skip-all-BRSHIBYE BEERNFTERE.

ERE-SHBBENIERKERKREDFEREASY , F2RANERITELEERE,

5/ AWS FIS EEEi A

A LAER AWS FIS A G RIRUMNEREREL, BUEBRELR , BUUERCRANITE

T
¥
L)

REA

- BRERHEA

- REBELELEERE
- REAFHHRER

- ENEREAS

- ERERER

- MIBREER A

\

BAuBEREA
BIsAZ BT , AR TEY -

« B IAM B8 |, LURE AWS FIS FRIGHERR , LRREHTEIE, MEFEFHMENR , F2H EAR
AWS FIS BRI IAM A€,

s FEEEMLEALAFE AWS FIS, MEFMENR , 5528 AWS FIS [FRIZ 5,

ERRREA s
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EREFEEYERER

8.

N o g bk~ o Dbdh =

B AWS SRIEARFIEH A |, 81k A hitps://console.aws.amazon.com/fis/o
ESEERD , EE [EREL,

EEAEERER.

(EBEM) HREEIRF | FEEF [ZERF] URESIRFEREL,

¥ TIRFIEEL | BE T

TR, M TEEL P, WMASSHNERTERE,

R "B | BESEANBES. SHSEBE , BE THEDE TR THEE

- E TREL R, BABFENERE,

AFNFRLOREREF . EFH () IER (). BBSAUNFTEHE, TAEHAERK, TEILE
xh  SEBSESBEHELERE N,

- (BEM) ERBD , WABENRH, RELRAE 512 @BF .

- (BREM) BN THKRER.  FENEHELRNERNS —EBE  KBEXEEETBERBZ
BIER. BAl, BMFEEERMREFHT.

- &% TEMEEE, | EIEFE AWSFIS B,

- E TERL P, RELE TERL REPEENER. NREHAEELBFENER , AWS
FISBAKLEYHBEZR,

- HRBESH , BEEBENSH. RABHEAWSFIS BIEERAZ2HE , TR TLER.

- BERT

it TER,  EREBEHLBTHENERER, ELAEEEL—EER D X—EERE
BUAER, BF "RE, URBEL—ESRTHAREEMHN AWSFIS B , SURE "#EH
B, SHESEER , BT THEME:

- EEBYP K BABENEHRE.
RFNFLEBRERF . EFH (1) VER ). BBLAUNFRRE, TAEAZERK, HLEH
p  BEEREEHLARKE -,

- W [EREE] SERRFXENEREE,

« R Target 5% , FEAT FHIEH —THESE !
- EERER D, RRIZETHPEIR ID,

- BIE [(BRER]. [BhEER) M [B2E], ARTREETENEB MRS, MEFHMENA ,
B9 the section called “3% 5| B {ZE& R,

"
e

ByBERELR 120


https://console.aws.amazon.com/fis/

AWS HRESE A BB EAEES

- B NEE, BX  FBRE TFHEL  HYEETEENCERIBEEHTEE , SEE "B
tby  $SHE BRI BEENIEER D LERITEE, KTER , BESEMEBCERBIN EZE LT,
° Egﬁﬁo

0. EEMALBUNEBEEENEE , BE "8E, THRIEE , BIE THE, , AREH Target,
B L st ZEEEE AR B E,

10. (EHRARSIRFER ) ¥R Target IRF/HE | ABEEBEERFHIEA® ARN FoEELR, &
EfFF CSVERLEBEIIRFA® ARN |, BiZE [LEFMEEEIRFNAR ARN] , REBIRE
[EIE CSV =]

1. A "TIRIEEE, |, BEE "FARAN IAM B€, | RBRBAKEBZREN LRFEH D IRZ
BEEIN IAM &6, NMRRERENSG  FEIRHEHEAVENEEIER, NMEFMEN , F
2/ the section called “BEB&A®",

12. (REBM) HRELEEG | FHEELEHIZE Amazon CloudWatch /R, WMEFMEN , EF2HE

AWS FIS By 1= 1L &4

13. (BIFMH) eH¥5csk  BREBMEE, ZEABFEIXE S3 REFTR |, FEE "EEE Amazon
SIFFIR., K ARWARGFETREBNNER. MREMLHEBILZE CloudWatch FE#1E |
FEIRIE TEAE CloudWatch 508&#% M A SC8&BHAE,

14, (BEFMY) BRER  FiEE "FEER.  ARECEBRENEEE. SHENEESERZEW
ERSLE MAREASEAHTHER.

15. BIZAIRERER, HRERRETE , B AcreatediBIF TAIEEERER, .

EEMFH CLI B SHEKN

{# A create-experiment-template %,

&R LATE JSON ERFABREA,

/A --cli-input-json 2#,
aws fis create-experiment-template --cli-input-json fileb://<path-to-json-file>

WMEFHMMER |, 5528 (AWS Command Line Interface EAER) BH < B4 CLI BE&HK >, 0
FEIAEA | FSRIAWS FIS EE &1 4814,

W EREA

BRI R BB R E R A,

BREREA o


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/create-experiment-template.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-skeleton.html

AWS HFEE A BRHS EREES

EREH S RAERER

B AWS €REBARKIES A |, 1A hitps://console.aws.amazon.com/fis/o
EEEHKD , EEZE [EREL],

EERBERSEEANEN , FEN "ERELR D,

£ TFHEER ) BRP , B RKRERNERNE LR,
EERBEBRELANBE , FEE [BF.

CERBEREANEE , FEE "BE. .

EERBERIELANER , FEE [ER].

N o g~ w0 Ddhd =

HEMER CLI mREREA

£ 1B list-experiment-templates TEV S BREBARFE |, W Aget-experiment-template’s SIS B B4
EERERNEN.,

RERELAELBERE

ERmERz , EAUUERBERE  URFENEREREEECREACNANNER. BKrER
ATt N ERTRERERTNERTE , RAERESEEBER. ENNEEK. ECELXEER
By, S2RAREMAEFNESR.

® Note
EXBERBEF AN LRI EHEEHERRNBEN L ERER,

EREFERBERRE

1. BIRK AWS £REARMRIEFS |, 1A https://console.aws.amazon.com/fis/e

2. ESEERP , BE [ERSEL]L

3. EEMRERSANBEE, FHEE "BE.L .

4. EZERTVERGANEBEER , F2E "E4HE. . ELARTERN  HEEZEESEDENS
EERTHEE.

A CLIBEERE
HITTIRBERES. UEECHWERNRAEE,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/get-experiment-template.html
https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/start-experiment.html
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aws fis start-experiment \
--experiment-options actionsMode=skip-all \
--experiment-template-id EXTxxxxxxxxx

feH AR ER
RUBREAS , CAUEALEARBER,

EXFRERK  RASEVETELANRRE  AEAZREATER. Rt , IREERETRHEN
FMERERER , BPEELEIFEHELEETHNER,

EXFRERK , AWSFIS EAREGEYRBERAR, NFFHAEN , F2H LARBEEACE
17 AWS $EERE ABRTS.

FMmERE A SUUERELER. NFFAEF

T
W

B EILEE,

&

ERAEHARBER

1. BARAWS SRIEARAIEEIE |, 1A hitps://console.aws.amazon.com/fis/o
2. EEEBEERKP  BE [ERELL
3. (REM) EEESHBLURBENEE

- #E THEL .
- EE TELHEE,
4. EBEERER A AREZFHRER.
5. (W& ) ERERPIMIER  FEE "TANFER, K ARGAEBENERE
6. IEIF Start experiment (FHREER), HRBERIETE , W AstartiEE "FHHRER.
f5FA CLI BAAEER

R TRIRER. KD,
EEREA

BULEHRAENEREL, ELENERALR ELEFEFSHEAMNEAREEINBTHER,

REARBEBER 123


https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/start-experiment.html

AWS HFEE A BRHS EREES

EREGH S ERERER

1. BB AWS £@EARFRIEF A , BB https://console.aws.amazon.com/fis/o
2. EEEERP  EE [ERELX.

3. EIMERSIAR , REBEE [BF]. EFMERELX],

4, BREEBUEAFHER , RRIBEE [ENERELX].

HEEM CLI EfNEREAL

{# A update-experiment-template %
EBRERENR

BULECHERERANERER , UEBEEGECT. SETUEBEAERAEREN IAM BEE
LA R B R AR 7 EL

EAEH AR EREAR

1. FRBAWS £REARFRIEF A , 85 https://console.aws.amazon.com/fis/o
2. EEEERP EE [EREL,

3. EEEREAR  RREE [(BF. [BEEERK]

4. BHEMEER A6 FEE [FEER]), AREEHIBNE,

EEBRER , FAREREE "BR. .
5. EERTE

EEFH CLI EXREREAK
Eﬁﬁﬁﬁﬁlﬁ Ap TJo
il B B2 B E A

NMRETBFEEREE |, ATLUEEMBR, MEREREAR  EACARBEENYITHERBIER
e, EREEET , EEITRIFL, B2, ERRNERSAELIRTZAN (ER) EETR
Ho

EAEE & MEREREEA

1. BB AWS £@EARRIEF A , BB https://console.aws.amazon.com/fis/o

ERERER 124


https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/update-experiment-template.html
https://console.aws.amazon.com/fis/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/tag-resource.html
https://console.aws.amazon.com/fis/

AWS HFESE AR A% ER
2. ESEBERT , BIF (EREX],

3. EMERER , RREE [BF) > (MEREREE],

4. BERBENCETHELR @ Adeleted B EMBREREAA,

HEMEM CLI MBrEREAR

{# /A delete-experiment-template &%
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fis/delete-experiment-template.html

AWS R EEE A BB EREES

AWS FIS EBe &5 A<

WMRIEFEHR AWS FIS API i@ B TEZVEBEE A |, B LUTE JavaScript WH4ZEC7E (JSON) 2
BEAR, TENESEHERSATHNESENR , 20 O #@AXTH.

EEFAEP—BEHMISEARBIER  FEEMEZE JSON EXR (fltimy-template. json) , &FEE
VEEU##BRRAZBECHE , ARFT TR ERE AT S,

aws fis create-experiment-template --cli-input-json file://my-template.json

iR

- BIEEESREL EC2 HTEE

- FLIEEHEN EC2 #ITEE

- BITHEEEREMN AWS FIS SSM 3 #

- BITHEEERNBBLFMH

- FHREEZIAM AEFHEE EC2 #B1TEE LA API BiE
 Kubernetes & & H {1 B 1815 CPU

BIRENERRF L EC2 #1T{ERE

THEHEERIEE VPC FNEERRFILEEBREFFIENTHHN Amazon EC2 #TER. X
Mo EREFRABEM.

"tags": {
"Name": "StopEC2InstancesWithFilters"
},
"description": "Stop and restart all instances in us-east-1b with the tag env=prod
in the specified VPC",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"env": "prod"
},
"filters": [
{

RIBEHEERE1E EC2 H1T{EEE 126
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ERAEER

"path": "Placement.AvailabilityZone",
"values": ["us-east-1b"]

},
{
"path": "State.Name",
"values": ["running"]
},
{
"path": "VpcId",
"values": [ "vpc-aabbccl11223344556"]
}

1,

"selectionMode": "ALL"

},
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

I
"targets": {
"Instances": "myInstances"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

FILIEEHER EC2 #i1TEE

THEfgFLEAREEEBRN=EHTER. AWSFIS SENERBFLNBEHNTER. SEW

7 ERERREE LB TEE.

FLIEEHEN EC2 #ITMERE

127



AWS R EEE A BB EREES

"tags": {
"Name": "StopEC2InstancesByCount"
},
"description": "Stop and restart three instances with the specified tag",
"targets": {
"myInstances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {

env'": "prod"

iy
"selectionMode": "COUNT(3)"

},
"actions": {
"StopInstances": {
"actionId": "aws:ec2:stop-instances",
"description": "stop the instances",
"parameters": {
"startInstancesAfterDuration": "PT2M"

I
"targets": {
"Instances": "myInstances"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

HITTE IR ER AWS FIS SSM X4

THEHlEERATELRERN AWS FIS SSM X #-#117 CPU B L | EIEEM EC2 #171ERE L3117 60
M CPU #EX A, AWSFISAWSFIS SERERM D iE,

"tags": {
"Name": "CPUStress"

AT KERER AWS FIS SSM X # 128
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},
"description": "Run a CPU fault injection on the specified instance",
"targets": {
"myInstance": {
"resourceType": "aws:ec2:instance",
"resourceArns": ["arn:aws:ec2:us-east-1:111122223333:instance/instance-
id"],
"selectionMode": "ALL"
}
I

"actions": {
"CPUStress": {
"actionId": "aws:ssm:send-command",
"description": "run cpu stress using ssm",
"parameters": {
"duration": "PT2M",

"documentArn": "arn:aws:ssm:us-east-1::document/AWSFIS-Run-CPU-Stress"
"documentParameters": "{\"DurationSeconds\": \"60\",
\"InstallDependencies\": \"True\", \"CPU\": \"O\"}"
I
"targets": {
"Instances": "myInstance"
}
}
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

HITREESZNEBLFM

THIEEHIEER AWS 248 H Systems Manager FTIZ M TERTES , BSBHAEME Amazon
SNS, AEBXEEERKBHNEMEISE SNS EEMER,

"description": "Publish event through SNS",
"stopConditions": [

BOTELAERNEBLFM
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{
"source": '"none"
}
1,
"targets": {
I

"actions": {
"sendToSns": {

"actionId": "aws:ssm:start-automation-execution",
"description": "Publish message to SNS",
"parameters": {

"documentArn": "arn:aws:ssm:us-east-1::document/AWS-

PublishSNSNotification",
"documentParameters": "{\'"Message\": \"Hello, world\", \"TopicArn\":
\"arn:aws:sns:us-east-1:111122223333:topic-name\"}",
"maxDuration": "PTIM"
},
"targets": {
}
}
},

"roleArn": "arn:aws:iam::111122223333:role/role-name"

FEHEE IAM B&EE EC2 #1TEE L/ API Bk

THEGSREEBIEERTHEEEETEDIEEN IAM SE2ETH APl RIYFFIEER 100% APl FE
ny,

(@ Note

MREEEHFE BN Auto Scaling BHEREM EC2 #1TEEE , BB aw.ec2: asg-T B-#1T
ERRAEHEREE , WkAH Auto Scaling BHESETEEE, MEHMET , 2B

¥ H4E TAuto Scaling, BEHAZEMNER | F
AlInsufficientInstanceCapacity$Es2EfE, LBEEEFEHARE AN
TAuto Scaling, ##H. EEE— S THIATERBBIETRHR , 52K Amazon EC2
FEAEER.
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AWS HIEE A B EAEEE
EREE

» aws:ec2:autoscaling-group

e

duration— £ AWS FIS APl 1 | fER I1SO 8601 XMW FHE, fHlm , PTIM KK —
P8, £ AWSFIS F#AF , B UM ARE., PEEZ/NEE,

- availabilityzoneldentifiers— 125k 7 R AT A EEEE, ZEEF ID (fla0"usel-
azl, usel-az2") MEFHBRE (flan"us-east-1a"),

- percentage - M., AR Z B1E Auto Scaling B EREI ERINE 2t (1-100),
FEER A 100,

&

« ec2:InjectApiError{fH4# ec2 : FisActionld EF%E Aaws:ec2:asg-
insufficient-instance-capacity-error , ec2:FisTargetArns{f{F#:%
i& A B & Auto Scaling #.

* autoscaling:DescribeAutoScalingGroups

MBBEREH] , FSE S5 FHKEE ec2:InjectApiError.

{
"tags": {
"Name": "ThrottleEC2APIActions"
b,
"description": "Throttle the specified EC2 API actions on the specified IAM role",
"targets": {
"myRole": {
"resourceType": "aws:iam:role",
"resourceArns": ["arn:aws:iam::111122223333:role/role-name"],
"selectionMode": "ALL"
}
b,

"actions": {
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"ThrottleAPI": {
"actionId": "aws:fis:inject-api-throttle-error",
"description": "Throttle APIs for 5 minutes",
"parameters": {
"service": "ec2",
"operations": "DescribeInstances,DescribeVolumes",
"percentage": "100",
"duration": "PT2M"

},
"targets": {
"Roles": "myRole"
}
}
I
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:alarm-name"
}
1,

"roleArn": "arn:aws:iam::111122223333:role/role-name"

Kubernetes & 5+ #8& #Y B 0 HIEL CPU
T 51l 5450 4 B R S 48 48 ¥ Amazon EKS Kubernetes # £ #8##HY CPU #1T stress IR — 2 8&,

{
"description": "ChaosMesh StressChaos example",
"targets": {
"Cluster-Target-1": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,

"selectionMode": "ALL"

iy
"actions": {
"TestCPUStress": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
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ERAEER

"kubernetesApiVersion": "chaos-mesh.org/vlalphal",
"kubernetesKind": "StressChaos",
"kubernetesNamespace": "default",

"kubernetesSpec": "{\"selector\":{\"namespaces\":[\"default\"],
\"labelSelectors\":{\"run\":\"nginx\"3}},\"mode\":\"all\",\"stressors\": {\"cpu\":

{\"workers\":1,\"load\":50}},\"duration\":\"1m\"}"

},
"targets": {
"Cluster": "Cluster-Target-1"
}
}
I
"stopConditions": [{
"source": '"none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}

T 5 &G54 A A S ¥ Amazon EKS Kubernetes #& & #8RRY CPU # 1T stress Bl — 988,

{
"description": "Litmus CPU Hog",
"targets": {
"MyCluster": {
"resourceType": "aws:eks:cluster",

"resourceArns": [
"arn:aws:eks:arn:aws::111122223333:cluster/cluster-id"
1,

"selectionMode": "ALL"

1,
"actions": {
"MyAction": {

"actionId": "aws:eks:inject-kubernetes-custom-resource",
"parameters": {
"maxDuration": "PT2M",
"kubernetesApiVersion": "litmuschaos.io/vlalphal",
"kubernetesKind": "ChaosEngine",
"kubernetesNamespace": "litmus",

"kubernetesSpec": "{\"engineState\":\"active\",\"appinfo\":
{\"appns\":\"default\",\"applabel\":\"run=nginx\",\"appkind\":\"deployment\"},
\"chaosServiceAccount\":\"litmus-admin\",\"experiments\":[{\"name\" :\"pod-cpu-hog

Kubernetes # & 7 #f i 7Y B 738158 CPU
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\",\"spec\":{\"components\":{\"env\":[{\"name\" :\"TOTAL_CHAOS_DURATION\",\"value\":
\"60\"}, {\"name\" :\"CPU_CORES\",\"value\":\"1\"}, {\"name\" :\""PODS_AFFECTED_PERC\",
\"value\":\"100\"}, {\"name\" :\"CONTAINER_RUNTIME\",\"value\":\"docker\"}, {\"name\":
\"SOCKET_PATH\",\"value\":\"/var/run/docker.sock\"}1},\"probe\":[]1}}]1,\"annotationCheck
\":\"false\"}"

I
"targets": {
"Cluster": "MyCluster"
}
}
},
"stopConditions": [{
"source": "none"
1,
"roleArn": "arn:aws:iam::111122223333:role/role-name",
"tags": {}
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ZIRF B AWS FIS

BBZIRFER  SUNEEESRNZE AWS IRFHERAERX LRENHTERRER R, SR
FEBZEBBIRFPERNHARIREHTSIRFER,

ELBTZIRFERK 22X EERNEBBRIRFEEBHE AWS Health BRRWEEX , B ik
FHERERA, BBZIRFER , B

- ERARHENTREGENER  TEUSERFNEAEX LATERHRERS. AWSFIS

- ERAEARMAFFTNEEN IAM AERERSEEFENEE , ZHSIRFERNBR.

- EhEFEERFE® B AWS Management Console Fi&i& AWS FIS B AWS FIS FREAYIE
(=

o EERFFER AWS EEERFPIEITH APl I AWS FIS CloudTrail.

ZAEA T 15 BY R PR IR AT SR F B AR
£

- ZIRFERNEE

- ZIRFERI EREMLH

- ERZIRFER

ZIRFERNBE
U R51EFEROBEES .
G ECE

Orchestrator IRE X EHRIRS , O£ AWS FIS X AFREMNSTEEE  UREDHK, BHI850R
FHES AWS FIS BERERMNEE.

BRIRFE

BRRF2E5 AWS tkF , HERWHXZE AWS FIS ZikRFERNTE,

]
&b
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SEELIak R
EANEIRS B RIRFREFIIERERTREEBAER— B2 0 B RIRS. BERFEBEZSE

FERMENERERTTER. BAULUEBRERS ID. IAM AGNZEARNA , ABEEZ AWS IRF
EE—ERF.

Z ik F ERE STRRM

EESIRFERPEAFLES , ELAXRBEBIRFER. IAM AEREERI S IRFEREAE
EHEN. BUNEEVHERCHEZLLEN IAM B,

RE
- ZIRFERNER
- ZIRFERNEFLGE (AHE )

ZIRFERNER

ZIRFERER IAM AGEERTHT , L AWS FIS B EIRF PR ERRNEHE. BRSIRFE
B, AR LESHEBERFANIBEBRIRS FRE IAM B, ELX IAM AEEE B ZIRFNIHHRIKRS
2@, Uk iR RF R BN EEEE. AWSFIS

BEIREFN IAM A28 EREITEIFIENT , WEBHIEEERFREABREARET, &
KABRAR[KRFEY IAM A  YEERTEHERFAGWRESIENESTREEMN AWS FISHERR, 1Lt
IAM A H#EEBroleArnRE &K,

FERANTHRACGHELE K F2RACNENHS. £ IAMBEAEERS

ET5EHFF , BRBREEEESIRS AR , {faws:ebs:pause-volume-iot B EIRF B H
HITER,

1. EWRFE B, B EAHTHEMEFTN IAM B, NESEDEFRENER , F28the
section called “EIfE2E”, T 5 HIHE T B ZEIRFREHIT EBS EEMIKE 10 EfFthe section

called “aws:ebs:pause-volume-io” I #EBR .

{
"Version": "2012-10-17",
"Statement": [

{
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ERAEER

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

]I

"Resource": "arn:aws:ec2:region:accountIdB:volume/*"

"Effect": "Allow",
"Action": [
"tag:GetResources"

1,

"Resource": "*"

2. TR, /ERF B FHTIBEMEBKR , SUEMEIRF A NEERR. RIFRF AN IAMAEERE
BRESR 3 PRAUZXEH.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": "AccountIdA"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringlLike":{
"sts:Externalld": "arn:aws:fis:region:accountIdA:experiment/*"
},
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::accountIdA:role/role_name"

#
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}

}

3. ERFE AR, B IAM AR, WEAGEBABFEALESE 2 PEERATEENAR, EEH
EZERFE , SAUREHRAEZERRRBEESEHE, TIHHMBERIKRS A RRIRS B A9#
R, MMREEHMBZIRS , MEHMAS ARN FBE LK. BEBFRIRFREE—EAG

ARN,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [
"arn:aws:iam: :accountIdB:role/role_name"
]
}
]
}

4. #&RF A B9EME IAM B&roleArn REBREAH, THEHIETR IAM BEHAFENEERE | &
HERIRE AWS FIS #EBR , BAMRERIRF A (B FEBRIRF).

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"fis.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}
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BT ERAEEE—XHEZE IAM &6, EEMA CloudFormation StackSets , &4 EE AWS
MREPERENER StackSet R, EHE—F 7H , BB FH AWS CloudFormation StackSets,

ZiRkFERE LR (W )

FLEAR-—EXEREICERAERNRERFLERNES . ERZIKRFERREFLES &
AERBIRFER, SAAEESEBRIRFHRARA , X AERERE Orchestrator #kF A
LERER. A%, B LEA Metric Math 8RB TE B RIRFHNER. AR, SRS ER
AN A BRI = R4

FEE—STHRERFERR , F2HEPHBABEIREYEE. CloudWatch

R ZRFER

BALAER AWS FIS 2B AT TAENEEZIRFERER, BB BAERE ENERZIEE
EA"multi-account"YERMEERFEERSEZEZIRFER, BEUYZIRFEREARE B LEH
CRIHAITEER,

AP

- ZIRFERNBEME

- BEYZIRFEREAR

- EHBERFHERE

- MiBREERFHRE

Z iRk S BRIV REME
ST RERSIRSERIBEEE

- ERRESIRFERNEER  RABZERCEFMEEERFHFEA —BNERERHEEBEEZE, AWS
FIS BERIEHBRITEEEZERFHIES —BEBNER. BESERNTEMEEREPED —EEEE
R, BAEE L , BemptyTargetResolutionModesREBMNEBR K Hskip. BEKRKESEH
EEBiRE. MREBEMER ARN HEER , ISEASESEERE —RIERS.

- ERFERASHIGESREE—IZRAUTAREANERE , BEZIEEAZID, MAE AZ BH. AZ
ID REBRFA ARSI —B —BWENE, EET7HNMISKRIIREFFITHAEEN AZID , E2H
AWS ERE ] A& ID,
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AWS R EEE A BRES ERAEER
BYZRFEREAN

= E AR I{3%EIB AWS Management Console

F2REVERISE,
HEMEACLI BEUBERMELR

1.  3TB8 AWS Command Line Interface

2. EARRFEMERBEREA "multi-account" ( fliimy-template.json ) WHER TRER
71 JSON XHRIZESR , FRLUFESR A1y  RARETUTARERERG S,

aws fis create-experiment-template --cli-input-json file://my-template.json

EREERTROERER, idtERHDES , ERERERD D,

3. HTEVHERFHEREES  BEERFRENEZTERELR, FHIITR 2 HASHNE ,
LX##HH%?E%HLE——experlment—template—ldﬁ , RBRHITTHIES, --description &
BRZE, (S SEEERFESLTER,

i)

aws fis create-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"

4. FITMEBERIRFHEEHT , SIS TE B Rk FHEARNFEER,

aws fis get-target-account-configuration --experiment-template-id EXTxxxxxxxxx --
account-id 111122223333

5. #EMABRIRFHERR  LUNHMTEEERRFEEGS K UEFEEECEVBRIRFERE,

aws fis list-target-account-configurations --experiment-template-id EXTxxxxxxxxx

BB A AT get-ARE AW REZTEDMA BRIRFHERE, XERGRE—ERETF
Bt , targetAccountConfigurationsCountZFERREREIR LFMEBERFEENFTE.

6. HEERER  SULNER "HEER ETITERER,

aws fis start-experiment --experiment-template-id EXTxxxxxxxxx
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E#TE Rk F AR

MREEBESFIRFAE ARN iR , IUEFRANBEFRIRFAR, ELEHRBRIRFARER
ELBEFEXETAERARBEENANITHER.

£ BF A EH B EIRF 4% AWS Management Console

1. BARBRE AWS FIS #4& |, #8115 https://console.aws.amazon.com/fis/o
2. ESMERT , ZEEERER

3. ENEREAR  RREEF (BF). [ERERELX]

4. BHEFRIRFRE , AR2E [ENERITLX],

£/ CLI E57 B Rk SR

HUHHHHHHBRRRRRRRRBRRRRRRR AR ##H - -T0le-arnF]l- -descriptionZ B2 WEN , IRF
a8, ITEEH.

aws fis update-target-account-configuration --experiment-template-id EXTxxxxxxxxx
--account-id 111122223333 --role-arn arn:aws:iam::111122223333:role/role-name --
description "my description"”

i ER B Rk S AR
NREFBZFEBBRIRFRE , TS EMBR, E4RRESIRFERR , EACAXBELANHTHE
RETSZINXE, EREEET  BEIZHIFL.
= E 45 I MR B 220K F 4 A8 AWS Management Console
1. BRE AWS FIS ##4& , #8it A& https://console.aws.amazon.com/fis/.
HEEEE®RP , BE [ERELX],

2.
3. EMEREAN  RRERE [BE. [EF.
4. FE [BERFHERE T , $HHEEMBRNY EZERFAE ARN EE [BER].

£/ CLI MIBR B Rk SRS

HARHABHABH AR HABH AR AR R AR RARHAHHAR R AR A Y
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aws fis update-target-account-configuration --experiment-template-id EXTXXXXXXXXX --
account-id 111122223333
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AWS FIS BB &

ROERTEFAEARAIREAERREREINSESHSREY , SINATEARANEEERTE.,
Bl AWS B MR K YALRE—ERELEEZNEEMNERTE Bl , FLEBHAEEREFEF
30% MIBIITEEE) RV EZENEETE , UBEERENERARENBE,

FE

« {5 AWS FIS £l

- REIEXEPH AWS FIS EHI

« AZ Availability: Power Interruption

» Cross-Region: Connectivity

A AWS FIS =4I

RORBEBERFTEANRIEAERE  UEAEBRELRHT. AWSFISHTHEARMANTE
BRREAETENRS  EERTFESFFAENETNSE  YARTAIRFPNERER,
£}

O ES]

- ERES

- EHZ=A

AR =B

EEEATEAERERM

1. TEBIRK AWS FIS E#2 & https://console.aws.amazon.com/fis/o
2. ETHREERY BEFRE,
. FEMBRERVINMEBEN , FEIMERGIF U EIER,

- EEHEES2ZERN RA] RIFERP , SRR RONEERA. £ 0] UK E TR
MEERE  HTes4ENERERRE IR ERERFBEEANERAERNVEME
. &R, CEVUEEERSRTHNEENRFENEMER  UREARBREKDETE
Y R R R
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- EEHER2FERFH "ABL (Content) HMEH , B UAESERFEINERBARAHS
AR

- EHHESZZERN FAER RoIEBS , BRI MATEERFINFERA. EFED
EERSENBZEFENMEUNFMAES. TEANERLT , BEAVURBERES LE4E
B, URMURERPEINESEM, BE LRI NAEEERNERERNES,

EIEEL

EEFEAEEENERG

1. 7EBARX AWS FIS E#E A https://console.aws.amazon.com/fis/o
2. EUREERY  BEARE,

. EERFBERFINMEREEN , FEINRAFUETRS EIER
4. EEFRARG  FENERSF , AR BEEARGIEBISER,
5. TR EERERREERETMRINIER,

a. RERFIARELAREREEZEABEIEELANS Y, —BLURFETETAEE (BiEHM
ESHREFMBNESE), BiEEALIIgE. EEFEAIEE  FEN "REIRSE Rkt &
BEXHRESH , AREN (AT &

b. RUBRERATERIVEERL A FESH , SLS2HEESABENEEFLRERET. ENSK
TR [RE] Zit, FIEBERNEF , ARENERF LYW (R7F) &

c. MESAHMEEREEFTMIHTAC, BALANEREEEREACGHEETAR,

d. BMEREETIREMN AWS CloudWatch B , AER—RZEBEULFLEGT. E—FTH
AWS FIS HE 1L, MREEARFREBR , AT URREA Amazon CloudWatch Alarps 1 #Y
RMPETRE , BREFERE R,

e. BMEZREKEANERHB CloudWatch A EI Amazon B#E Amazon S3 7 Erig, #—
&7 AWSFIS WERGKH. IREHAEEEENER , AT UERENERER,

6. F TEVEREA, PEN "BUBRESEL,

7. R AWS FIS AW [BREAX) RIAHP |, BN [FRER], £—F T7TH SRIEE AWS RFENE
o

FEE it 52 6

REZERZEFSHER, HARBREREL , ARRTEXBNERER , EEEZEARF
AWS FIS, MREFEXREFIAFECHBBLEFN -2 , AITTUERUTMEREZ—
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AWS #EsE ABRAE EAEEE
1. FERAPNSREAZFEIBRH AWS FIS BEREIA I [E HZ &

2. BRIRIFRARGMPREIFNLSR , &t "R, BEFERIREAREAR , REFBHHM
RO SRR A R ERER,

ZHIFEXEFH AWS FIS =41

ROBRXETEENRIIRAR/ETRNBER TEAER  MBERMHEEINLERERELEFLINXE
BYNLERR, SUUEAELRAAERNERRELER , b UEARESBIREREBRRES
CHER F2REARM).

RBEERRE AWS FIS ROIBXEFHNERRE, EBAILUER AWS FIS T2 EFHZENR
B,

WEFBES , FSREAES

AWS FIS % #&E T 5| Amazon EC2 £fl, ELRFIFEABRBHENITER. BUUEREHCHERIE
RARfIFEENERER, HP—ERFSER SSM X,

« EC2 stress : H{TEIEHE-ZRF L —=ZE EC2 HTERBRRATERBENIZE,

BRlEEP MM ERBNERAR., TEEBAT , RMASFELELES , I EBERBRBERER
REFRBEM  MEBRTH 5 D&,

« EC2 stress : HiBr-IRERUBEE ARG NY EC2 EFAEXNWEE,

EEERGIS , BMAMKEE B el R SN ERERN EC2 MTEE. EEMBRMF , EAILE
A EBMFREREAHYER EC2 T EEBEANEKREREE M , FRIBEAT , SEBLER stress
BER 5 DiE,

« EC2 stress : CPU-1&% CPU 8% EC2 REERTERAMEE,

EERRGIF , R ETIESEF KNS EERN EC2 HTHEE. TERRFIH , BT
B ESEFERER |, Y BE EC2 #1TEEE AR CPU stress #iN& |, kAR AS@E CPU
stress B)E 5 7 &,

« EC2stress : iciBR-IRREGNICEREARY EC2 EAEXNEE,

EERRGIF , BB EETESP RIS EERN EC2 HTHEE. EEERAFIH , BLLE
STHEEMERERER , StHEE EC2 HITERE AW IEER stress TETIE A ECIEE stress , AR
AEEGCERBBRHEES 9E.

« EC2 stress : M8 IEE-RRMIEIEEE Y EC2 HERAEANTE.
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EEMBRGIHF , BMSEHE B el EE+ S M NS ERERL EC2 MTHEE. EEMBRMF , BILE

AEBEREREATERECZHMTER LBAANMEREESE M  BAREATSEALERES S
ﬁJ\EO

AWS FIS X # T % Amazon EKS R, ELRHIEEA Kubernetes ERAENZEREE EKS #iH
HEE, BrAUEAECHNEBRSERRMTIENTERER. NEEHEEFISHEKSHESZE
A, BF2E. £/ EKS BEEE

« EKS stress : Pod il Br-i% 18 il Bk — = Z @B @ 2Rk & EKS BEHENFE,
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- Cross-Region: Connectivity-H SR EREFHE A EEFENEAEIBRRE  LYEEEEFERE
B, #—F 7T #E M Cross-Region: Connectivity.
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ElastiCache A5 B EMNEE B EBS MiRE, KFER , KBKBHRTEEENBE,
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ATAEEEE.
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#AAzImpairmentPowerfEAIceAsg. BRI LA ILIRECAINE Auto Scaling 7 , REEERERF
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T EmmER

EAZERPEHE , AZ PHBBKEELER. REEEERE , BE AWS RETEZEEL o ES
BEEHTDNS , URMZXE AZ PN E M BEFER, TILHE , DNS ER A2 EE &L FEW
IP fz#ik, AZ Availability: Power Interruption@3& aws: network: RENELR , UAEHEZFE AZ BTG
FHRBRAFTEMRIER 2 08, SR ASHEARELHNRMEEN DNS EMEE, £2 pERERD
£, I AZ BEREFERNER TREERESRE DNS,

LEBERHE FREK., KA , EEMUEW R AAzInpairmentPower NEERHTEE
£DisruptSubnet, BAI AL EEFIEE FHK K EEREAFULECHERIRERER.
KIERR , MRRTEERN FHEE , B EE,

AiEBE RDS

EAZERTEHE , SRENTRAEEFTH RDS SiRE2EE. SHETAREPWE— AZRDS
HEEEEELIEH, HREHRASHOEE K EARTRKAEBREERIHFEN AZ, BEZFET
AERHENRESHEELIER. YREMESHEAESE  WREASUASZENTAESES , A
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AESRAEHNATER  AUBEESESTERENEE,

LB ¥ELL ElastiCache #E A BB, KK , TEEIEW A AAzInpairmentPower W IR HEH
fElasticacheImpact, ZBAI S HAZRRARMBIERF LU EERERTFABCSHEBEERIR
WER, KHER , IRRTEERNESE ISR BILEE, FIE, REEIHENAZFEFEA
HHHNBEESTSHRAEREE,
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AZ ERPE® , —BRESR , RERINHTERTESESEDEN EBS #KkE, AZ
Availability: Power Interruption@3&12 T : eb-io : E{E , £ 1 {8 EBS BENEREEEE,

RIBFERE , AEREAEITERKLEARETENHREIEXNABE. LEERNBEHKRE
BAzImpairmentPower BLME® R WIZEAPIPauseVolume, BRI LAZR B MBS H |, AT
EEBERTABCHERBREFER. KHER , IRRTIERNHEKE , AISHBLEF,

B 5l

- WRHIFIEE LGS, EAERRFNERELGERNEIEERERD,
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AT A

LR BUEREES AWS FIS #11TAZ Availability: Power Interruption 251 BBy A B EF 7], 1tk BR Bl 2478 Ff A
ZERAE,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowFISExperimentLoggingActionsCloudwatch",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkAcl",
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",
"Action": "ec2:CreateNetworkAcl",
"Resource": "arn:aws:ec2:*:*:network-acl/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Effect": "Allow",
"Action": [

#

150


https://docs.aws.amazon.com/fis/latest/userguide/getting-started-iam-service-role.html

AWS HFEE A BRHS

ERAEER

"ec2:CreateNetworkAclEntry",
"ec2:DeleteNetworkAcl"

1,

"Resource": [
"arn:aws:ec2:*:*:network-acl/*",
"arn:aws:ec2:*:*:vpc/*"

1,

"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

}

}

"Effect": "Allow",

"Action": "ec2:CreateNetworkAcl",

"Resource": "arn:aws:ec2:*:*:vpc/*"

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeManagedPrefixLists",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkAcls"

1,

"Resource": "*"

"Effect": "Allow",

"Action": "ec2:ReplaceNetworkAclAssociation",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:network-acl/*"

"Effect": "Allow",

"Action": [
"rds:FailoverDBCluster"

1,

"Resource": [
"arn:aws:rds:*:*:cluster:*"

#
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},
{

"Effect": "Allow",

"Action": [
"rds:RebootDBInstance"

1,

"Resource": [
"arn:aws:rds:*:*:db:*"

]

I
{

"Effect": "Allow",

"Action": [
"elasticache:DescribeReplicationGroups",
"elasticache:InterruptClusterAzPower"

1,

"Resource": [
"arn:aws:elasticache:*:*:replicationgroup:*"

]

I
{

"Sid": "TargetResolutionByTags",

"Effect": "Allow",

"Action": [

"tag:GetResources"

1,

"Resource": "*"

I
{
"Effect": "Allow",
"Action": [
"ec2:StartInstances",
"ec2:StopInstances"
1,
"Resource": "arn:aws:ec2:*:*:instance/*"
I
{

"Effect": "Allow",

"Action": [
"ec2:DescribeInstances"

1,

"Resource": "*"

},
{

#
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"Effect": "Allow",
"Action": [
"kms:CreateGrant"
1,
"Resource": [
"arn:aws:kms:*:*:key/*"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
},
"Bool": {
"kms:GrantIsForAWSResource": "true"

"Effect": "Allow",
"Action": [
"ec2:DescribeVolumes"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:PauseVolumeIO"

1,

"Resource": "arn:aws:ec2:*:*:volume/*"

"Sid": "AllowInjectAPI",

"Effect": "Allow",

"Action": [
"ec2:InjectApiErroxr"

1,

"Resource": [

i n

1,
"Condition": {
"ForAnyValue:StringEquals": {
"ec2:FisActionId": [

"aws:ec2:api-insufficient-instance-capacity-error",
"aws:ec2:asg-insufficient-instance-capacity-error"

#
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]
}
}
1,
{
"Sid": "DescribeAsg",
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAutoScalingGroups"
1,
"Resource": [
nakn
]
}
]
}
ESVIAES

THRBEZRAH, B LFEFL JSON |, A AWS Command Line Interface (AWS CLI) (AWS

CLhw "EVERHELX fTEVERELR, NFERMRANEM , FiE

E.
{
"targets": {
"IAM-role": {
"resourceType": "aws:iam:role",

"resourceArns": [],
"selectionMode": "ALL"

},
"EBS-Volumes": {
"resourceType": "aws:ec2:ebs-volume",
"resourceTags": {
"AzImpairmentPower": "ApiPauseVolume"
I

"selectionMode": "COUNT(1)",
"parameters": {

"availabilityZoneIdentifier": "us-east-1a"
},
"filters": [
{
"path": "Attachments.DeleteOnTermination"

’

& FIS FEAFHRHERX
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"values": [

"false"
]
}
]
I
"EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "StopInstances"
},
"filters": [
{
"path": "State.Name",
"values": [
"running"
]
I
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
},
"ASG": {
"resourceType": "aws:ec2:autoscaling-group",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
I
"selectionMode": "ALL"
I
"ASG-EC2-Instances": {
"resourceType": "aws:ec2:instance",
"resourceTags": {
"AzImpairmentPower": "IceAsg"
},
"filters": [
{

"path": "State.Name",
"values": [
"running"

ESUIAES
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]
I
{
"path": "Placement.AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL"
},
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"AzImpairmentPower": "DisruptSubnet"
I
"filters": [
{
"path": "AvailabilityZone",
"values": [
"us-east-1la"
]
}
1,
"selectionMode": "ALL",
"parameters": {3}
},
"RDS-Cluster": {
"resourceType": "aws:rds:cluster",
"resourceTags": {
"AzImpairmentPower": "DisruptRds"
I
"selectionMode": "ALL",
"parameters": {
"writerAvailabilityZoneIdentifiers": "us-east-1a"
}
},
"ElastiCache-Cluster": {
"resourceType": "aws:elasticache:redis-replicationgroup",
"resourceTags": {
"AzImpairmentPower": "DisruptElasticache"
I

"selectionMode": "ALL",
"parameters": {

ESVIAES 156



AWS HFEE A BRHS

ERAEER

"availabilityZoneIdentifier": "us-east-1a"

iy
"actions": {
"Pause-Instance-Launches": {

"actionId": "aws:ec2:api-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",

"duration": "PT30QM",
"percentage": "100"

I
"targets": {
"Roles": "IAM-role"
}
I
"Pause-EBS-I0": {
"actionId": "aws:ebs:pause-volume-io",
"parameters": {
"duration": "PT30QM"
},
"targets": {
"Volumes": "EBS-Volumes"
I
"startAfter": [
"Stop-Instances"”,
"Stop-ASG-Instances"
]
},
"Stop-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30QM"
},
"targets": {
"Instances": "EC2-Instances"
}

1,
"Pause-ASG-Scaling": {
"actionId": "aws:ec2:asg-insufficient-instance-capacity-error",
"parameters": {
"availabilityZoneIdentifiers": "us-east-1a",
"duration": "PT3QM",

ESUIAES
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"percentage": "100"

I
"targets": {
"AutoScalingGroups": "ASG"
}
I
"Stop-ASG-Instances": {
"actionId": "aws:ec2:stop-instances",
"parameters": {
"completeIfInstancesTerminated": "true",
"startInstancesAfterDuration": "PT30M"
I
"targets": {
"Instances": "ASG-EC2-Instances"
}
I

"Pause-network-connectivity": {
"actionId": "aws:network:disrupt-connectivity",
"parameters": {
"duration": "PT2M",

"scope": "all"
I
"targets": {
"Subnets": "Subnet"
}
I
"Failover-RDS": {
"actionId": "aws:rds:failover-db-cluster",
"parameters": {3},
"targets": {
"Clusters": "RDS-Cluster"
}
},
"Pause-ElastiCache": {
"actionId": "aws:elasticache:interrupt-cluster-az-power",
"parameters": {
"duration": "PT30QM"
I
"targets": {
"ReplicationGroups": "ElastiCache-Cluster"
}
}

}I

"stopConditions": [
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{
"source": "aws:cloudwatch:alarm",
"value": ""
}
1,
"roleArn": "",
"tags": {
"Name": "AZ Impairment: Power Interruption"
}

"logConfiguration": {
"logSchemaVersion": 2

1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Affect multiple resource types in a single AZ, targeting by tags
and explicit ARNs, to approximate power interruption in one AZ."

}
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B EEHHERESF A DynamoDB £k, AR , ERBUEGRENEEDisruptDynamoDbR
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LURBURR T AWS FIS #4117 Cross-Region: Connectivity REIBER M L EFF A, WRAXAMRMEER
Ak,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "RouteTableDisruptConnectivityl",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"
}

"Sid": "RouteTableDisruptConnectivity2",
"Effect": "Allow",
"Action": "ec2:CreateRouteTable",
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"Resource": "arn:aws:ec2:*:*:vpc/*"
I
{
"Sid": "RouteTableDisruptConnectivity2l",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateRouteTable",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity3",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity4",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateManagedPrefixList",
"aws:RequestTag/managedByFIS": "true"
}
}
I
{
"Sid": "RouteTableDisruptConnectivity5",
"Effect": "Allow",
"Action": "ec2:DeleteRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*",
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"arn:aws:ec2:*:*:vpc/*"
1,
"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity6",
"Effect": "Allow",
"Action": "ec2:CreateRoute",
"Resource": "arn:aws:ec2:*:*:route-table/*",
"Condition": {

"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity7",
"Effect": "Allow",
"Action": "ec2:CreateNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivity8",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "RouteTableDisruptConnectivity9",
"Effect": "Allow",
"Action": "ec2:DeleteNetworkInterface",

"Resource": "arn:aws:ec2:*:*:network-interface/*",

#
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"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivitylQ@",
"Effect": "Allow",
"Action": "ec2:CreateManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityll",
"Effect": "Allow",
"Action": "ec2:DeleteManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl2",
"Effect": "Allow",
"Action": "ec2:ModifyManagedPrefixList",
"Resource": "arn:aws:ec2:*:*:prefix-list/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"

"Sid": "RouteTableDisruptConnectivityl3",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",

#
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ec2:DescribeVpcs",

"ec2:DescribeVpcPeeringConnections",

ec2:DescribeManagedPrefixLists",

"ec2:DescribeSubnets",

ec2:DescribeRouteTables",
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

"Sid": "RouteTableDisruptConnectivityl4",
"Effect": "Allow",
"Action": "ec2:ReplaceRouteTableAssociation",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

"Sid": "RouteTableDisruptConnectivityl5",
"Effect": "Allow",

"Action": "ec2:GetManagedPrefixListEntries",
"Resource": "arn:aws:ec2:*:*:prefix-list/*"

"Sid": "RouteTableDisruptConnectivityl6",
"Effect": "Allow",
"Action": "ec2:AssociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:route-table/*"

"Sid": "RouteTableDisruptConnectivityl7",
"Effect": "Allow",
"Action": "ec2:DisassociateRouteTable",
"Resource": [
"arn:aws:ec2:*:*:route-table/*"
1,
"Condition": {
"StringEquals": {

"ec2:ResourceTag/managedByFIS": "true"

#
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}
1,
{

"Sid": "RouteTableDisruptConnectivityl8",

"Effect": "Allow",

"Action": "ec2:DisassociateRouteTable",

"Resource": [

"arn:aws:ec2:*:*:subnet/*"

]

1,
{

"Sid": "RouteTableDisruptConnectivityl9",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:route-table/*"

1,

"Condition": {

"StringEquals": {
"ec2:ResourceTag/managedByFIS": "true"
}
}
},
{

"Sid": "RouteTableDisruptConnectivity20",

"Effect": "Allow",

"Action": "ec2:ModifyVpcEndpoint",

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

]

},
{

"Sid": "TransitGatewayDisruptConnectivityl",

"Effect": "Allow",

"Action": [
"ec2:DisassociateTransitGatewayRouteTable",
"ec2:AssociateTransitGatewayRouteTable"

1,

"Resource": [
"arn:aws:ec2:*:*:transit-gateway-route-table/*",
"arn:aws:ec2:*:*:transit-gateway-attachment/*"

]

},
{
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"Sid": "TransitGatewayDisruptConnectivity2",

"Effect": "Allow",

"Action": [
"ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGateways"

]I

"Resource": "*"

"Sid": "S3CrossRegionl",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Sid": "S3CrossRegion2",

"Effect": "Allow",

"Action": [
"tag:GetResources"

]I

"Resource": "*"

"Sid": "S3CrossRegion3",
"Effect": "Allow",
"Action": [
"s3:PauseReplication"
1,
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringlLike": {
"s3:DestinationRegion": "*"

"Sid": "S3CrossRegion4",

"Effect": "Allow",

"Action": [
"s3:GetReplicationConfiguration",
"s3:PutReplicationConfiguration”
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"Resource": "arn:aws:s3:::*",

"Condition": {
"BoolIfExists": {

"s3:isReplicationPauseRequest":

"Sid": "DdbCrossRegionl",

"Effect": "Allow",

"Action": [
"tag:GetResources"

1,

"Resource": "*"

"Sid": "DdbCrossRegion2",

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:DescribeGlobalTable"

1,

"Resource": [
"arn:aws:dynamodb:*:*:table/*",

Iltruell

"arn:aws:dynamodb:*:*:global-table/*"

"Sid": "DdbCrossRegion3",

"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:GetKeyPolicy",
"kms :PutKeyPolicy"

1,

"Resource": "arn:aws:kms:*:*:key/*"

#
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eV AES

THRBERRG, EAILAFEFL JSON |, A AWS Command Line Interface (AWS CLI) (AWS
CLH "BYEREEX, " RTEVERSER, WERMREANEE , FBiES FIS TEEPNRFERX
E.

"targets": {
"Transit-Gateway": {
"resourceType": "aws:ec2:transit-gateway",
"resourceTags": {
"TgwTag": "TgwValue"

},
"selectionMode": "ALL"
},
"Subnet": {
"resourceType": "aws:ec2:subnet",
"resourceTags": {
"SubnetKey": "SubnetValue"
.
"selectionMode": "ALL",
"parameters": {3}
},
"S3-Bucket": {
"resourceType": "aws:s3:bucket",
"resourceTags": {
"S3Impact": "Allowed"
.
"selectionMode": "ALL"
.

"DynamoDB-Global-Table": {
"resourceType": "aws:dynamodb:encrypted-global-table",
"resourceTags": {
"DisruptDynamoDb": "Allowed"
},

"selectionMode": "ALL"

1,
"actions": {
"Disrupt-Transit-Gateway-Connectivity": {
"actionId": "aws:network:transit-gateway-disrupt-cross-region-
connectivity",
"parameters": {
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"duration": "PT3H",

"region": "eu-west-1"
1,
"targets": {

"TransitGateways": "Transit-Gateway"
}

1,
"Disrupt-Subnet-Connectivity": {
"actionId": "aws:network:route-table-disrupt-cross-region-
connectivity",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
I
"targets": {

"Subnets": "Subnet"
}

I
"Pause-S3-Replication": {
"actionId": "aws:s3:bucket-pause-replication",
"parameters": {
"duration": "PT3H",

"region": "eu-west-1"
},
"targets": {

"Buckets": "S3-Bucket"
}

I
"Pause-DynamoDB-Replication": {
"actionId": "aws:dynamodb:encrypted-global-table-pause-
replication",
"parameters": {
"duration": "PT3H"

I
"targets": {
"Tables": "DynamoDB-Global-Table"
}
}
},
"stopConditions": [
{
"source": '"none"
}
1,
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mnn
’

"roleArn":
"logConfiguration": {
"logSchemaVersion": 2
1,
"tags": {
"Name": "Cross-Region: Connectivity"
1,
"experimentOptions": {
"accountTargeting": "single-account",
"emptyTargetResolutionMode": "skip"
1,
"description": "Block application network traffic from experiment Region to
target Region and pause cross-Region replication”

}
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ERHrERR

£/ AWS BB AR (FIS) , B LE AWS THEER LHTHEIAER, ELERETESER
EEBZLBTHW RS EEENEAR LSBT, BE , BT LK FIS Console EBRFFER —IXMET
ERERBTW I, RTHERRZH , FIS BEERM THHOHEREIIEE, FIS IRIEE EventBridge
HERRRRRES  WARREEMIRAI, EventBridge Scheduler 2 ERIRESHEERS , TEERE—PRIE
BEWREEY, BITREEIE.

/A Important

AWS GovCloud (EXBIRZR) M AWS (EXBEIFEEB) FRMUBERBEIESR. AWS Fault Injection
Service GovCloud

ES |

- FEER

- ZHEFIS B

- ERAFEAEMERE

- EMERKER

- ERESHEERARMERERINT

B 2R 2 H

HITABR AWS BETARKEERN IAM &€ | LIEE EventBridge #2883 58 , UK BSEHEE
HEREES B FIS B, B LSERFERIMMELA® | LUIZE EventBridgeBER233 1Y FIS BERMNF
B, THSERRBUMMBILFNAITAER , AR AFF EventBridge BB BRI E R,

A AWS CLI B HIfiEs8 At
EREHBESREN IAM B8 | TERRXREFLTHER,

1. BHET IR AE JSON RB , WiEHFMHEFAARM fis-execution-role.json., LLEFERAA
5T EventBridge HIESR R KR EREXABE,

{
"Version": "2012-10-17",
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"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

2. #& AWS Command Line Interface (AWS CLI) (AWS CLI) AU T @S LB H AR, B
fRFisSchedulerExecutionRole AL ER F LA BN ERE,

aws iam create-role --role-name FisSchedulerExecutionRole --assume-role-policy-
document file://fis-execution-role.json

WMEMR , EHEBRUAT@Y -

"Role": {
"Path": "/",
"RoleName": "FisSchedulerExecutionRole",
"RoleId": "AROAZL22PDN5A6WKRBQNU",
"Arn": "arn:aws:iam::123456789012:role/FisSchedulerExecutionRole",
"CreateDate": "2023-08-24T17:23:05+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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3. EEE A FF EventBridge HERZER W AERMNHIRAl , FER TS JSON M EARMFERES fis-
start-experiment-permissions.json. T%IBUK /AFF EventBridge Scheduler ZE& iR F H
WAFEBEREI A L fis:StartExperimentB{E, MREEK AR H AEFESHENR , 3
B ENARERAERENRMN ID, "arn:aws:fis:*:*:experiment-template/*"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": [
"arn:aws:fis:*:*:experiment-template/*",
"arn:aws:fis:*:*:experiment/*"
]
}
]
}

4. AT TS UL HWERER, B8 FisSchedulerPolicy BB FAINETRE,

aws iam create-policy --policy-name FisSchedulerPolicy --policy-document file://fis-
start-experiment-permissions.json

WRAY , REFITENWE. FEZBE ARN, ZET —ESBRPEAL ARN 48R Ik nE
EMN#TAE,

"Policy": {
"PolicyName": "FisSchedulerPolicy",
"PolicyId": "ANPAZL22PDN5SESVUWXLBD",
"Arn": "arn:aws:iam::123456789012:policy/FisSchedulerPolicy",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": O,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "2023-08-24T17:34:45+00:00",
"UpdateDate": "2023-08-24T17:34:45+00:00"

}
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5. 1T TH s , SRAMNEEZHNEITAR, Bfyour-policy-arnAZEL—ELBHEI
FREIB ARN, FisSchedulerExecutionRoleA#ITHABHNEZBEUL.

aws iam attach-role-policy --policy-arn your-policy-arn --role-name
FisSchedulerExecutionRole

fEattach-role-policy¥F&HEMmSY LERE,

6. B LR HIHIRRBENTER B EEBEN AWS FIS BB, i1 , L TBEEFHRE AWS
FIS BEREIAM fis:StartExperimenti 7l , (ERFIHESBEHNTECELNEER,
Purpose=Schedule

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment/*"
.
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Schedule"
}
}
}
]
}

ZHE FIS B
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&R,
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aws 252 Services ‘ Q Search [Option+S] 2] aN (©) Select a Region ¥

& S3 & Amazon EventBridge @ AWSFIS & CloudFormation @ CloudWatch 1AM @ Ec2 8 Aaws Organizations &% Application Composer

Schedule pattern

Occurrence  Info
You can define an one-time or recurrent schedule.

@ One-time schedule ‘ ’ O Recurring schedule ‘

Date and time
The date and time to invoke the target.

’ YYYY/MM/DD | [ hh:mm ‘ ’ (UTC -04:00) America/New_... ¥ ‘

YYYY/MM/DD Use 24-hour format timestamp (hh:mm) Timezone

Flexible time window
If you choose a flexible time window, Scheduler invokes your schedule within the time window you specify. For example, if you choose 15
minutes, your schedule runs within 15 minutes after the schedule start time.

Select v

Schedule state

Enable schedule
You can choose not to enable the schedule now. You will be able to enable the schedule after it has been created.

@ Enable

RIEATERASRERE, T3 MREERAGERE , MESEYHE S T2HEER,
AWS FIS BERFEERFREM EEventBridge AEREFN RS, B NUSEXHIUBRE S ENSES

EEE,

ERAERESENIE
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. E Rate REXT , BELERITHEEENER S5 5
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o o

)
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ERAWS &R RH

BRI LA T 3 T B REERAWSHEE A BRTE (AWSFIS) BV EEMTE,

AWSFIS #&|& M AWS CLI

FH AWS FIS T AHERATHERNEE. AWS CLIZT LR ER D SESENME | L
kB EESENGER, MEFMENR , 552 [ the section called “BIZIZWEE"

CloudWatch EFHEEME R

£/ CloudWatch FFHEEREHEIRFERFERERNTRE, AWSFIS £HEEHERAWS
RIGELRE, SR EE R, ERNWAERIREHERBEHE R, NEFMAEN B30 ERE
f£ A CloudWatch,

BB A LUEIBE Y E R B E Hi2 7Y CloudWatch B3R , B AWS FIS EERE M = 1HFH,
BERERE  BEREL, NEFHEN , F2E FL6EF. WEBBEEIL CloudWatch BRHYFE4H
& , 52/ Amazon CloudWatch £ EEMP N RIFFRRMEE Y CloudWatch B RARIRE
FEAEIEER, CloudWatch

AWSFIS EBREC %

, 2R ERECHE,

T

%II

MRABRBRCHUTERETHABERERNFMAES. WFEEZE
ERRESESY

Amazon EventBridge AIZZBBEERRESH4REREE., AWSFIS EEERRESEREHE
H, ZUlABREBHNEHEIRE  UEEESHFERAKRERINBEERLEE, flin , EXE
Hi% Amazon SNS FREHWA Lambda BIEl, MTFEFMEN , 552 E EE15E5F H EventBridge,

CloudTrail B

FIAWS CloudTrail A#EEXVE 8 AWS FIS AP FEMYHIEFMEES | WiSeRER BFEERE
Amazon S3 H, CloudTrail BEEiRHHBETHTERCERNVRE APl EITH RN, &AL
FAIELE CloudTrail A0 8% 3R BT B 3T WRLEMP AL, 2R IP (uutFPOUSRIR, BITSFEMAS., BITEHE
MEEEE,

AWSHealth & &R
AWS Health BB EEBEERE RUEURAWSRENREHW T AY, BEXRMHBERE , AWSFIS®

[ AWS Health EXRZEHEXN, SERFAFNERPETSEIZELN , XIRFEEERT
BEENER 6 SEZRFER, EE8ETESHECHENZIRFESR , flilaws:ssm:start-
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automation-executionMlaws:fis:wait , BT ERHEHN, EHEARERNACHESKS
T TEEENER) T, EEH#E—F T AWS Health R , 5528 AWS Health A& ER S
B AWS Health &&R K.

® Note
AWS Health LB A AR HEE .

fE o8 BB EEIAWS FIS £ EIEEE CloudWatch

B A LAfE CloudWatch i Amazon E5E#2AWS FIS EER¥ BEEN L, B LLEERAWS FIS FH1E
To

MEREERRENHEET , B2HREENEER,
EEIIAWS FIS BE

BEIAWS FIS HEE |, FRETAHRENER B REREENEERN "REME, B CloudWatch
ER. REERRE  SUUERZBEREAZNMN EFEMNIEL CloudWatchig K.

MFEAWS FIS X E2 B FEREE 2 A CloudWatch MIBHERNFMER , F2RTIRE :

- EAEEHITER CloudWatch

- T ECS CloudWatch 158
 f5H Amazon RDS $54& CloudWatch
- ERBITHSRERR CloudWatch

AWSFIS HE#E#&

EuEA A AR CloudWatch RRAARARARAARRARRARRARRARRARR FRELE
& , B CloudWatch BElZRF{EXRARIT B B 5789 RIS AR R o

AWSFIS FIEIEZEY FEE|IAWS Service Quotas, BAIURTEE R , EENAERIRBEERZHE
T~o WIZEAFE CloudWatch B RIVEFMERA , 552 B Amazon CloudWatch £ &R,

AWSFIS €7 AWS/ A B =B BHE T IEE,
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BE iR
ResourceCount TBHIRFHREEHITHREERES, ERHEHE
BEMBEBNHEEESR,

LT #ERRE{LAWS FIS BMHRITAERE,

HE iR
Service TEZERN AWS RN EZTE, HAWSH FIS

REER , LEENERFIS,

Type EEHRENEEER, Bal , AWSFIS AEEE
R ME— B W{E AResource,

Resource EEHTHERER, AIsER{EEXperimen
tTemplates EARBREARFE
ActiveExperiments AFER.

Class I HEE R B4 future EH,

£ AWS Amazon E5#2% FIS E5 EventBridge

EERMEREBLE , AWSFIS 2B, ELBATEIB Amazon EventBridge ( BB ASE
B ) £/ CloudWatch EHRt, AWSFIS EURAMNE HAERRHELEH, FEELULFEIR
EventBridge H975 R EiAF,

£/ EventBridge , Al LA ARG IZNERETEMELA RS 4, Bl , BEILAERE AT SNS
FENHABREEZEFHFEAN , RWA Lambda B EFREVE LB/,

WMEFHMME EventBridge , 5528 Amazon EventBridge 1 fi % 57 EventBridge # #) B 1A 58 F
Amazon,

T RERREEREHHE

{

"version": "Q",
"id": "12345678-1234-1234-1234-123456789012",
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"detail-type": "FIS Experiment State Change",

"source": "aws.fis",

"account": "123456789012",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "region",

"resources": [
"arn:aws:fis:region:account_id:experiment/experiment-id"

1,
"detail": {
"experiment-id": "EXPaBCDlefg2HIJkL3",
"experiment-template-id": "EXTalb2c3de5f6g7h",
"new-state": {
"status": "new_value",
"reason": "reason_string"
},
"old-state": {
"status": "old_value",
"reason": "reason_string"
}
}

experiment-id

REERE 2 ERH 1D,

experiment-template-id

BEREANERERN 1D,

new_value

BEROFMRE, TEENT :
« completed

« failed

« initiating

* running

* stopped

+ stopping

old_value

BEERR ek, WREEMT

EZ1R 25865 EventBridge
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* initiating
* pending
* running

+ stopping

AWSFIS W EERsC 8%
oA ERERBAFCERBEESHERETHNFMER,

RrgRBHESECHKEFELEERNERAQAKNNERCHENER., UFEFHER ,
Amazon CloudWatch & (ENEFE. AFE. NEHFET) # Amazon S3 EfE,

7

T
W
&

EAERRE AWS FIS R | TRESEHESEAZ AR ENTECEAE N, MEFMEA ,
Amazon CloudWatch B ERAEREFEHANUTARR :

T
¥
&

« EIXZE 508 CloudWatch &RV EC 8%
« {Ei%%| Amazon S3 WY Bt

OB

DTREERAFZHEANER. BaNEEBERIRAS 2, WHMEdetailsIRARELog_types
Wi Elresolved_targets;RAKEtarget_type., MEFMEN , 552 B the section called “52
SRECERER B,

"id": "EXP123abc456def789",
"log_type": "experiment-start | target-resolution-start | target-resolution-detail
| target-resolution-end | action-start | action-error | action-end | experiment-end",
"event_timestamp": "yyyy-mm-ddThh:mm:ssZ",
"version": "2",
"details": {
"account_id":"123456789012",
"action_end_time": "yyyy-mm-ddThh:mm:ssZ",
"action_id": "String",
"action_name": "String",
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"action_start_time": "yyyy-mm-ddThh:mm:ssZ",
"action_state": {

"status": "pending | initiating | running | completed | cancelled |
stopping | stopped | failed",
"reason": "String"
I
"action_targets": "String to string map",
"error_information": "String",

"experiment_end_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_state": {

"status": "pending | initiating | running | completed | stopping | stopped
| failed",
"reason": "String"
I
"experiment_start_time": "yyyy-mm-ddThh:mm:ssZ",
"experiment_template_id": "String",
"page": Number,
"parameters": "String to string map",
"resolved_targets": [
{
"field": "value"
}
1,

"resolved_targets_count": Number,

"status": "failed | completed",

"target_name": "String",

"target_resolution_end_time": "yyyy-mm-ddThh:mm:ssz",
"target_resolution_start_time": "yyyy-mm-ddThh:mm:ssZ",
"target_type": "String",

"total_pages": Number,

"total_resolved_targets_count": Number

R A {5t
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- Etarget_typeFE , H#Zresolved_targetsFE#t ARN JIREFAEH R
o resolved_targets¥IHMERMUBURARMWEtarget_type , ERBENEREE,

o #Fi®account_idMWfIMaction-errorftarget-resolution-detailE#EH,
MRS 1 REDIEMRA,

FUSRIEREE
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AWS HFEE AR EREERE
RCE% H AVt
AWSFIS X BT S MXE T 5B M -

« Amazon S3 fE1FETEE
« Amazon CloudWatch HE$ B 64

S3 ARRA

REEERETIIME,

bucket-and-optional-prefix/AWSLogs/account-id/fis/region/experiment-
id/YYYY/MM/DD/account-id_awsfislogs_region_experiment-id_YYYYMMDDHHMMZ_hash.log

CHEETEEEH I ESSEXERMFIE.

CloudWatch 52 #1814

HABARBAH Jaws/Tis/ HAHAABHRBHHY

EESETE — o EH R R EXE B &EA,

Hak > Huk o R |

LT R EFEMORENN EC2 11T 1888 L1 1Taws: ec2:reboot-instances B () B 5 &l B 55572 8%
EfaE =3

- BERHS

* target-resolution-start

* target-resolution-detail

 target-resolution-end
- B
- BFEER
- B)FEER

BEBA%
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LT REHNEHIECexperiment-startf,
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "experiment-start",
"event_timestamp": "2023-05-31T18:50:45Z2",
"version": "2",
"details": {
"experiment_template_id": "EXTCDh1M8HHkhxoaQ",
"experiment_start_time": "2023-05-31T18:50:43Z"
}
}
target-resolution-start
UTREHMNEHIZEtarget-resolution-starték,
{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-start",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
"details": {
"target_resolution_start_time": "2023-05-31T18:50:45Z",
"target_name": "EC2InstancesToReboot"
}
}
target-resolution-detail
LT REHMEHISECtarget-resolution-details., MR BEEMTKE , Lkt eaa
€error_informationt#{i,
{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "target-resolution-detail",
"event_timestamp": "2023-05-31T18:50:452",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:45Z2",
"target_name": "EC2InstancesToReboot",
FCEkEC ERET I 189
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"target_type": "aws:ec2:instance",
"account_id": "123456789012",
"resolved_targets_count": 2,
"status": "completed"

target-resolution-end

MEEERTAY , BEtbEBEerror_information#{z, MR Ktotal_pagesH 1, BIEfER
1 EEEEEBR —ZRENKIRE, EEHMtarget-resolution-endid &I SRR ST E

;1=T= o

LA 2 EC2 BifEtarget-resolution-endE##Y & fiFE %o

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:457",
"version": "2",
"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z2",
"target_name": "EC2InstanceToReboot",
"target_type": "aws:ec2:instance",
"resolved_targets": [
{

"arn": "arn:aws:ec2:us-east-1:123456789012:instance/
i-0f7ee2abffc330de5"
}
1,
"page": 1,
"total_pages": 1

LA 2 EKS BifE2 target-resolution-endE## € HI5C 8%,

{
"id": "EXP24YfiucfyVPIpEIn",
"log_type": "target-resolution-end",
"event_timestamp": "2023-05-31T18:50:452",
SOeRECEREI
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"version": "2",

"details": {
"target_resolution_end_time": "2023-05-31T18:50:46Z2",
"target_name": "myPods",

"target_type": "aws:eks:pod",
"resolved_targets": [

{
"pod_name": "example-696fb6498b-sxhw5",
"namespace": "default",
"cluster_arn": "arn:aws:eks:us-east-1:123456789012:cluster/fis-demo-
cluster",
"target_container_name": "example"
}
1,
"page": 1,
"total_pages": 1
}
}
E{ER A

LT REEHMESIEEaction-starték. MREEREXRIETEIENSE | BIEHEEESS

Eparametersi@fi,

{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-start",
"event_timestamp": "2023-05-31T18:50:56Z7",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_start_time": "2023-05-31T18:50:56Z7",
"action_targets": {"Instances":"EC2InstancesToReboot"}
}
}
EifFEEER

LT REHESIRdaction-errortk,. REEBEARBEISEELES, SEHEEBELXKNEE
R 5 & [tk B 1,
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AWS 5 REE A RS
{
"id": "EXPhjAXCGY78HV2a4A",
"log_type": "action-error",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "pause-io",
"action_id": "aws:ebs:pause-volume-io",

"account_id": "123456789012",
"action_state": {
"status": "failed",

"reason":"Unable to start Pause Volume IO. Target volumes must be attached
to an instance type based on the Nitro system. VolumeId(s):

}

BERER
LT REHMEHIEaction-endk,

{
"id": "EXPhjAXCGY78HV2as4A",
"log_type": "action-end",
"event_timestamp": "2023-05-31T18:50:56Z2",
"version": "2",
"details": {
"action_name": "Reboot",
"action_id": "aws:ec2:reboot-instances",
"action_end_time": "2023-05-31T18:50:56Z",
"action_state": {
"status": "completed",
"reason": "Action was completed."
}
}
}
BRER

LT REHNEHIEexperiment -endio

[vol-1234567890abcdef@]:"

SO Sk Ok S5
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"id": "EXPhjAXCGY78HV2a4A",

"log_type": "experiment-end",
"event_timestamp": "2023-05-31T18:50:5772",
"version": "2",

"details": {

"experiment_end_time": "2023-05-31T18:50:577",
"experiment_state": {

"status": "completed",

"reason": "Experiment completed"

RR A B RRAC i%
BERTEARRAGRSG. TENERNERA , CLAEMA B RZENER T RERERA

BER, ERF-RITRER/EALNAREREN BB ETRENERK  RASEEERURE
EN BN HREE  EFEAN 15 BRIKRE.

15 25 & BUH B R &

1. FRBAWSEREARFKEHA |, #3115 hitps://console.aws.amazon.com/fis/,

2. EEEERKP  EE [ERELX,

3. EmMEREAR A RRBEE (BF. [EFNEREL],

4. HREHE K REEMNMERE, EESAFEEE S3 RETFE , HEE "% E Amazon S3 #

FE, K AREBAARETEZIBNERE. NREICHEEEAE CloudWatch SL&E | FHiEE
MEXE CloudWatch FC8&4E | i A C8&EH4H,

5. BREEMERER.

EEMABERGKE , FEM AWS CLI

{ A $§update-experiment-template s 3 38 E iC & AH RE
FRERKCE

MRETEBEEERN B , AITTUZAER A FHE,

HEEAEFREFERERIHE

1. BIRRAWSERmEFARFGES A , #itA https://console.aws.amazon.com/fis/o
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AWS #FESE AT (&SR
2. EBEEKRP , BE [ERELX],

EMEREAR  RRIEE (BF. (ERERELX],

HAB , FEREXZE Amazon S3 FFEE Y &iXZ| CloudWatch B,

BIEENEREMNR,

o bk~ ©

HRFRERCH , FFEM AWS CLI

= == oo

{# A dnupdate-experiment-template s I 15 T 28 H 50 8% 4H &8,

£/ AWS CloudTrail 528 API LY

AWSHFEE A BRTE (AWSFIS) ERRFEEESAWS CloudTrail , A1 FIS hfEAE. ABSHREATERE
BB VESCEEAAWSAWSHR ¥, CloudTrail #2HX AWS FIS BFTE API RFIUf A=, FEER R SIE
KRB FIS £ AMWFAWSIA FIS APl EE£MENXFFW, AWSHEBEIEN , BRI AEE
R {F CloudTrail 24 %] Amazon S3 f&ZErEE , B+E AWS FIS WEH, MRERREEM | BMHAT
DAVE [BHERRHE] P8R CloudTrail AP RIENEH. FRWENER CloudTrail , 7 S
B AWS FIS RHEMER, BHERM IP ik, RHERNAE, REERNEFEUREMFFRE
Fo

EEE—5 T # CloudTrail , 552 EAWS CloudTrail & 58,

£ CloudTrail

CloudTrail #EERIZIRFAWS IRFER A, EEEE AWSFIS RE4LER | EBHEHRSHEL K
P HEMAWSHERF CloudTrail E# —EREHESHF. B, RSN TH AWS 1kRF HEHMSE
o MFFHMER , F2RREEEE CloudTrail LK B4,

B EFEREEAWS IRFNEH (23 AWS FIS WEH) , FBEMIEHRE, BMET CloudTrail #4 B #4E
R{E Amazon S3 7R, RIFFER , ERETRABURRE  RRSERIIME AWS B,
ZEREHHERE AWS D EIEFARBENEHS , X% BFERIMNEEIEERN Amazon S3 f1F
RrRE, A | BT LIREHMAWSERH , LUE— 2 54T CloudTrail Fe &k - ISR B4 & KL HREVAT
B, MEFEER , F2RTIAS .

. BEBHAWSHRE 2B
 CloudTrail ZENRBEES

« EXER Amazon SNS E#I CloudTrail
- RS EEFIZEW CloudTrail 5t 8% 3 # 2 ER 5 U CloudTrail 52&1E
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FTAWSE FIS B9 HEE4EE , CloudTrail MR EEEAWSEERE A RS APl 2, WAKEEERL
HITHEREE , FRBEEZERZBEN APl 2, HliN , tFEHE Amazon EC2 #i1TEEE &
BITHENE |, 5520 Amazon EC2 APl 2Z& %,

B-SSEMHARAEHNSTSELEFBRENETA. FoEATHEEHE TFIEHE !

%:ﬁﬁﬁﬁjﬁﬁﬁ%'%%hﬂjo
B, REERTREAGEBE S ERENTREZEREE.
.:?EEIj:—IE AWS BRIEHR H .

ﬁﬁ&t
%

illl
i
% 3
il A
%

MEFHMER , 5528 CloudTrail FRES D TE,
BEfE AWS FIS EC#%1518 H

EBR—EEE , TESHUBAFENEXEEREIEEN Amazon S3 f#7ET#. CloudTrail FE8#&iE
BE—HEERHEER. SARKRAEARENE-FR , SEE@EFRNEAE , BEN BHNE
B, FRBBEFFELR. CloudTrail BEXHFRLH API SBRANEFHERZRE , RtEMAgUEM
BEIEFETR.

LUR 2P AWS FIS StopExperiment B)YERY &I CloudTrail i28%EH .

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
"accountId": "111122223333",
"userName": "example"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2020-12-03T09:40:427",
"mfaAuthenticated": "false"
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AWS #BEE A BR#E ERERER
}
}
},
"eventTime": "2020-12-03T09:44:20Z2",
"eventSource": "fis.amazonaws.com",
"eventName": "StopExperiment",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.51.100.25",
"userAgent": "Boto3/1.22.9 Python/3.8.13 Linux/5.4.186-113.361.amzn2int
Botocore/1.25.9",
"requestParameters": {
"clientToken": "1234abc5-6def-789g-012h-ijklm34no56p",
"experimentTemplateId": "ABCDE1fgHIJkLmNop",
"tags": {}
},
"responseElements": {
"experiment": {
"actions": {
"exampleActionl": {

"actionId": "aws:ec2:stop-instances",
"duration": "PT10M",
"state": {
"reason": "Initial state",
"status": "pending"
},
"targets": {
"Instances": "exampleTagl"
}
},
"exampleAction2": {
"actionId": "aws:ec2:stop-instances",
"duration": "PT1OM",
"state": {
"reason": "Initial state",
"status": "pending"

I

"targets": {
"Instances": "exampleTag2"

}

}
},

"creationTime": 1605788649.95,
"endTime": 1606988660.846,
"experimentTemplateId": "ABCDE1lfgHIJkLmNop",

.x86_64
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"id": "ABCDE1fgHIJkLmNop",
"roleArn": "arn:aws:iam::111122223333:role/AllowFISActions",
"startTime": 1605788650.109,

"state": {
"reason": "Experiment stopped",
"status": "stopping"
},
"stopConditions": [
{
"source": "aws:cloudwatch:alarm",
"value": "arn:aws:cloudwatch:us-east-1:111122223333:alarm:example"
}
1,
"tags": {3},
"targets": {
"ExampleTagl": {
"resourceTags": {
"Example": "tagl"
},
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
I
"ExampleTag2": {
"resourceTags": {
"Example": "tag2"
I
"resourceType": "aws:ec2:instance",
"selectionMode": "RANDOM(1)"
}
}
}
I

"requestID": "labcd23e-f4gh-567j-k1lm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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AT 2 API B4R %54 CloudTrail 52888 , AWSFIS #EAEE (21F aws:ssm:send-command
AWS FIS BEY — &) WA, userIdentitynERMTEABREACESHERERFEERL
HEER. REAGHNBEBEE T EPuserName, BN BITS, EXP21NT17WZA6dnugz, HIE
fEprincipalIdfEABREAEH ARN I —EB%.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROATZZZ4JPIXUEXAMPLE:EXP21nT17WMzA6dnUgz",

"arn": "arn:aws:sts::111122223333:assumed-role/AllowActions/
EXP21nT17WMzA6dnUgz",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROATZZZ4JPIXUEXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/AllowActions",
"accountId": "111122223333",
"userName": "AllowActions"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-05-30T13:23:1972",
"mfaAuthenticated": "false"

}

},

"invokedBy": "fis.amazonaws.com"
},
"eventTime": "2022-05-30T13:23:192",
"eventSource": '"ssm.amazonaws.com",
"eventName": "ListCommands",
"awsRegion": "us-east-2",
"sourceIPAddress": "fis.amazonaws.com",
"userAgent": "fis.amazonaws.com",

"requestParameters": {

"commandId": "51dab97f-489b-41a8-a8a9-c9854955dc65"
b
"responseElements": null,
"requestID": "23709ced-cl19e-471a-9d95-cf1la@6b50ee6",
"eventID": "145fe5a6-e9d5-45cc-be25-b7923b950c83",
"readOnly": true,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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Resource JSON BETEZTIEEEEABHENYH., MR EE S Resource 5 NotResource
&, REEKEFEHE Amazon Resource Name (ARN) RIEEE R, B U H T ERSEERER
HENME (BAERBHREFT) RIEEM.

HRATXEERBHREFTINEE (Bl L), FEABAF R () RERTIERXNEARAEER,
"Resource": "*"
REL AWSFISAPI BIFXBELZEER, EEXRE—BRAXFEESZHER , FEMAERIE ARN,

"Resource": [
"resourcel",
"resource2"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS HEEE AR # AR
]

HEEE AWSFIS EREREKE ARN HEE | F2RBREEESEDNAWS HRFEABRBERNE
REH, AERFEALUERBLEFEESEERN ARN , FSEAWS HRE ARBERLEF,

AWS FIS By R R iR 3518

X BRI EBRRG SR =

EESWLER AWS JSON BURRIEEH T AFIBLERS., WHER , WEERETBEERET TR
AT BEERANITHESE.

Condition jt# (8 Condition [Ei#R) AIEBRIEEERAN E RN R, Condition TERERAE
B, BUUBUFRAKGTEEFHNREEER (PINERT/DR) , REBBEHHOERGEMNERPHE,

HERERRXFIEESZME Condition THE , RERAEE — Condition TEFPEESERSIE , AWS
EEAELE AND BRAFFT M. WRE/E—RHERSIRIEESEE , FEABBORESR R AWS 5
fhiktt. LENEREHRE , TEREFRXVFFT,

U U EEERGKEARBVESE., flu , BAUREEAEERH IAM ERAEEBRELRK
HENERNFFARTXIAM ERE, NEEZEF , F2H IAM E£AEERETHN AM BEERTE : &
BHER.

AWS X E2EFGSRANBHBEFRG SR, EEEF/ME AWS 2ERGER  F2H (AM £
FiEE) FHAWS 2EFRTRET TR,

HEEE AWSFIS RUHESRFE , F2HRBRESEHN AWS BRI ABRBHHEE SR, #ER
BREME ARG REIRNBENER | 5 /Eﬂ AWS $5ERE A BRI E AV BhE.

ZEMRIE AWS FIS SR FEBINES] |, BB, AWS T A IR B E 2645
SREARFKHH AWS ACL

<& ACL A

FHUEFIEE (ACL) ATEFIBLERE RFKE, FRAENAG) HEFHEEZRNFFT. ACL EER
ERAEBR , BEMAER JSON BERXAEN,
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html#amazonec2-actions-as-permissions

AWS HFEE A BRHS EREES

ABAC E FIS AWS

X & ABAC (BRFRIRR) =

BHEFEUES (ABAC) R—EREXRE , JREBBUERERST T, £F AWS , EEBHBAER,
WA LS ERKM T IAM B8 (FRAESAR) MFZ AWS ER, AERNERMEZRE ABAC W
F—H, BEFER ABAC BER , A ETENERELEERFINE RERMBTEHRE,

ABAC ERKRMRENREFHERED , YRERREERSBHERREMHIHE.

MERBERIZHIER , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 %58 , EEERNFGELESD , RUHEREA.

NMRBHEZESEEREEN LB =ER4 SR  RBEZBBEMS , ER Yes, IRBBEIERLE
REEN SN =EFES® , AEA Partial

WNEE ABAC WIEEHIERN , 520 IAM A EEREPHHER ABAC?, NMEEEFESHRE ABAC B
WHZBRE , FF2HE IAM ﬁﬁl%hﬁﬂh /Y {55 F BB 14 B 72 B3 i) (ABAC),

EERBUG D EBAERNRANES , UARBEZEFNERRHNEERNEN , F2H. €0 . EF4
BRREREREH

B AWS FIS FEHBRRFEAER

X 5B B B R R =3

ECEARREBREEE , ££ AWS ¥ TRER. MEHMER , SFEWLE AWS R HLERFE
ABRIEERAWS RIS £/ , F2HE IAM EREERETH IAM,

MREFEART FAEZBNBBUANEMAEEA , AISRIEE AWS Management Console £ F B
e, fla , B AWS EHATRIMNE—&A (SSO) EEENE , ZEFEEHEVERRE., &
"‘M@Fﬁ%% FERATEES  RARYBRACE  CSHBERIREER. ﬂﬂ%tﬂ?ﬁﬂ@lﬂ’]nﬁﬂiﬁnﬂ i
28 IAM EREERTPNIREAS (F2E).

A LAER AWS CLI 5{ AWS APl FEHERIUBREAER., A% BrLUEREERREAERRE
EHAWS, AWS EERCBHEELRRBEAER , MIECARAENER. WEFAEA  F2E AV
P E M Z 2 RE,

AWS #RE5E A BR & an{T B2 IAM B2 211


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html

AWS HFEE A BRHS EREES

FIS #9 AWS B HR 753 R

X EEFFITERE (FAS) =3

EEEA IAM ERERARETRRTEER AWS , CEERATR., FRELREE , BREEHT
REEE , EMETBRBPRE S —EEE. FAS SE£ATRITIUAER AWS B , YEESER
AWS BR#% [ TiFRRBEEER, AEERBBRIIFTEREE AWS i B REB S sETHIFERE ,
FEHE FAS FBR, BEUBERT , ELEERYTEMEBFNFFAT. WFRE FAS BREHBUREF
WMER , F2H (ERENMITFER .

AWS FIS RIS A &

XERBAE =3

R AE2RBEEN IAM &6 , aIREHTEE, IAM EEETLE IAM REI, 15 M BRIRTS
A, NEFHMEEN , F2H AM EAEREHPNEIAEUEIREFITHE AWS RGBS

FIS By AWS [RIERZ AR

X EBRBEFAG =

BHELEACRERE. AWS BRBREAUBEAREHTHENAC, REEFACSRETREEN
F, AWS 1RF BEBREBRBEFE. IAM EESRUMRE , BEFERERKEFAGNFTT,

MEERMEILREIE AWS FIS RIS ERZARNGEMEE
7E A BR%

AWS BB 5F A PR IS BUER €5 451

AR, FRENACKBEREILRIEHN AWS FIS ERMNER. Mt LR AWS Management
Console, AWS Command Line Interface (AWS CLI) 8 AWS API X#{TT ¥, EERTFERAEHH
FIEERATEMENGT , IAM BEEWEEN IAM BR, A%, EEETLE IAM BRFEEA
& FAEERRIELAE,

=2 T NI RIELEH JSON BRXHEL IAM B2 RBER |, F20 (AM EREERE) FHE
i 1AM B3E,

A, F2E. EARBEEAGEIT AWS #H:R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS HFEE AR

ERAEER

WMFT AWS FIS EZWBIMENERERNFMET 2 FEEEREEN ARN & |
B2EPHNAWS SHEREARBEVEE, EFRMEFREIHE,

B &

- BREEER

- 165 . £ AWSFIS £1# &

- 6l : BIHATA AWS B FIS B)fE

- il RREBEEVERELR

- il FARER

- il ERERREFNERER

- 6l MBREAREERNERSELR

- il . AFEAEREMME ST
. il . SRR ec2:InjectApiError
o il . (AR E4EE aws:s3:bucket-pause-replication

HRREEK

3

SERBER

UED#EB AWS AERNFRUSRERAREBTUAEENRFFEY, FEIESMER FIS EiR. EL5
ERREEREN AWSIRFELER, ECBVSREBS 2 EBXE , FERETIERRERSR

- FRRER AWS XERALBERREERER — EEZRAREAEAENTERENVER , FEAT
REFZSERERARGIERNAWS ZEEFRA, EMATRAEEN AWS IRF. EBEBEBERRBE
RIGERARBIN AWS EFERBR , E—SREEAER, NFEESEHA , F26H IAM ERHEE

PR AWS ZERRSEBBAENAWS ZEBXK.

- ERAREERTT - BRE IAM BERNFFAR , FERTHTERRAENTT. KERLEN , &
UERERERG T AAUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA

MEZHEER , F2H IAM EREERETN IAM PR BERAFF T,

o £/ IAM BUERHF ARG E — SRS FEUE - BR BUSREFTEEBOR | URBIBENERNFE.

flgn |, WA BB BCRRY |, EESAMEH SSL EIAFARR. Bt AFEREHRZEHRED
EREEVE (IIEIB4SE AWS BRFE) £/ AWS CloudFormation, MEFFMEN , HSE 1AM £
EZREEHH IAM JSON BUERTE %14,

A IAM Access Analyzer B# % IAM BUR , ERFT 0] © 2 B 7] IE Bi&1F - IAM Access Analyzer 5
BHBERMBBEBEE |, BERELBERER IAM BUEEFES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHNERS , THELEREZLHERANBE, NEESE
A, B2 IAM EHERETH IAM Access Analyzer BUR B FE o
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsfaultinjectionservice.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html

AWS HFEE A BRHS EREES

- TEEZHEHHEE (MFA) — NMREBNRGIEE IAM EAERBEAE AWS IRFE |, BB MFA
LIEBENNZEM, MEEMW AP| BERFER MFA |, 1§ MFA REFBEENBER, NEE
ZEN , FSHB IAM FHERERPEERE MFA REN APl ZEL

ME AM FREBBHEEET  FSH IAM EAEEFETN AV 22 HEBEY,
g4l : fEA AWS FIS #2548

BHEFW T AWS #HREREARKE ) T4  SLEARERD —AHER. ELERMSARTE AWS IRF
IR AWS MIREEBV L BEALBFITEBRBN S 2 HEEK , AIMREAKRBRNER (£
EQAe) s , TEAREZMARERE,

IETFEEREH AWS CLI 5 AWS API TR UM ERE RFFRETEAER, Rz , RFAFFR
HEMMERNITZ API BRIENBERAT,

THIEHHIRAREGER FIS THEASIHKRBEFT AWS B FIAWS S ERIVER , BERAFFEL., B
FMERELER. TERTRVETUEEREATIEE A AWS B FIS BMEFERN T HERNE
PR o

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "FISReadOnlyActions",
"Effect": "Allow",
"Action": [
"fis:List*",
"fis:Get*"
1,
"Resource": "*"
I
{

"Sid": "AdditionalReadOnlyActions",
"Effect": "Allow",
"Action": [
"ssm:Describe*",
"ssm:Get*",
"ssm:List*",
"ec2:DescribelInstances",
"rds:DescribeDBClusters",
"ecs:DescribeClusters",
"ecs:ListContainerInstances",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"eks:DescribeNodegroup",
"cloudwatch:DescribeAlarms",
"iam:ListRoles"

1,
"Resource": "*"
.
{
"Sid": "PermissionsToCreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}

&5 : ZIHEAA AWS B FIS BiE
T 5 EEIZE5 H A A AWS FIS EER IR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fis:ListActions"
1,
"Resource": "arn:aws:fis:*:*:action/*"
}
]
}

g AREBEEVERER
THBERRE TR BFEREANERaws: ec2: stop-instances.,

"Version": "2012-10-17",
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"Statement": [
{

"Sid": "PolicyExample",

"Effect": "Allow",

"Action": [

"fis:CreateExperimentTemplate"

1,

"Resource": [
"arn:aws:fis:*:*:action/aws:ec2:stop-instances",
"arn:aws:fis:*:*:experiment-template/*"

]

I
{

"Sid": "PolicyPassRoleExample",

"Effect": "Allow",

"Action": [

"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::account-id:role/role-name"

4 - FARER

THERRRTFEREE IAM SENEREANFHRERNER, ©thasF AWS FIS REREREFEMERE
BiEAe, MEFAES  F2R CRARBEEABET AWS FRF A RS

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"fis:StartExperiment"
1,
"Resource": [
"arn:aws:fis:*:*:experiment-template/experiment-template-id",
"arn:aws:fis:*:*:experiment/*"
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ERAEER

},
{
"Sid": "PolicyExampleforServicelinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}

g6l - EREBRZHEIREA

THBRRTFREABEBNEREAYITERNERPurpose=Test, EFRFRAIEFERERER

FEARBEEEBRNERETERNER.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fis:StartExperiment",
"Resource": "arn:aws:fis:*:*:experiment-template/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Purpose": "Test"
}
}
}
]
}

£l - MBREERSEEBNERE AR
DT RERFRBREEEENERERNERPurpose=Test,

"Version": "2012-10-17",
"Statement": [

BrREf)
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ERAEER

a5

{

"Effect": "Allow",

"Action": [
"fis:DeleteExperimentTemplate"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/Purpose": "Test"

 RFHERERRAM B CHEY

WEH G REBMMEIBE , AFF IAM FRERFEZIMBAEAESINABREZIERER, LEL
AEETES EFUBRREKRTANMER AWS CLI 5 AWS API SR BNERYHERR .

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

BrREf)
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iam:ListGroupPolicies",
iam:ListPolicyVersions",

"iam:ListPolicies",
jiam:ListUsers"

]I

"Resource": "*"

5 FRAKREE ec2:InjectApiErrox

THEHHIRAERAec2: FisTargetArnsRH RS KR E B FEERNEE, LEREAFF AWS
FIS BifFaws:ec2:api-insufficient-instance-capacity-errorflaws:ec2:asg-
insufficient-instance-capacity-error,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:api-insufficient-instance-capacity-error",
1,
"ec2:FisTargetArns": [
"arn:aws:iam:*:*:role:role-name"
]
}
}
I
{
"Effect": "Allow",
"Action": "ec2:InjectApiError",
"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {
"ec2:FisActionId": [
"aws:ec2:asg-insufficient-instance-capacity-error"

]I
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"ec2:FisTargetArns": [

"arn:aws:autoscaling:*:*:autoScalingGroup:uuid:autoScalingGroupName/asg-name"

]
}
}
},
{
"Effect": "Allow",
"Action": "autoscaling:DescribeAutoScalingGroups",
"Resource": "*"
}

&5 FRREE aws:s3:bucket-pause-replication

THIE GRS EHAS3: IsReplicationPauseRequestif BRI E R A
#FPutReplicationConfigurationBGetReplicationConfigurationfEfE AWS FIS EifEIR
EdH AWS FIS fEAEF, aws:s3:bucket-pause-replication

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"S3:PauseReplication”
1,
"Resource": "arn:aws:s3:::mybucket",
"Condition": {
"StringEquals": {
"s3:DestinationRegion": "region"
}
}
I
{

"Effect": "Allow",

"Action": [
"S3:PutReplicationConfiguration",
"S3:GetReplicationConfiguration”

1,

"Resource": "arn:aws:s3:::mybucket",
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"Condition": {
"BoolIfExists": {

"s3:IsReplicationPauseRequest": "true"
}
}
I
{
"Effect": "Allow",
"Action": [
"S3:ListBucket"
1,
"Resource": "arn:aws:s3:::*"
},
{
"Effect": "Allow",
"Action": [
"tag:GetResources"
1,
"Resource": "*"
}

FE AR ERE AT AWS 5355 AR

AWS #FE5E A BRISHE A AWS Identity and Access Management (IAM) lRIGER A, RGEZEE
REEEZE AWSFIS W — IAM AEEE, RBELAEHAWSFIS BEER , Y ISHRBEREK
B E A AWS RRIEFTERNFTE R,

R EZAERTUFREAWSFISERS , RAERFTAFOHHIESLENERREBEERNVERNE R
B, AWSFISEEEHRKELFACHER , RIFFZEEE , BFRIRE AWSFIS TJUEFHAE,
EZNHFTIEEEBERMBFTEE , AZFFTBREEZMIMEEA IAM B8,

BRTBRBERZEAGZI , BEMSEEE IAM AR | UEFERECEERSEATIEEABENERNE
PR, MIEFMER , HE%EE BEHAMN AWS FIS B/ IAM &€,

B ASTMEBREREN ER , TRMBRREBEREAE, ERTUREEZ AWS K FIS BR , RAKEX
O BBREFIERVER.

FIS B9 AWS IR EHE A CER

AWS FIS A& A R EL A BAWSServiceRoleForFISHR E I & 5 1) BE R M & FIBIE,

EABBERAE 7T


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWS HFEE A BRHS EREES

BRAWSServiceRoleForFISH B AREEE T HRBREXAE

« fis.amazonaws.com

AWSServiceRoleForFISPR#%E & £ & 8 A Z B BR AmazonFl ServiceRole S BUR ., Itt/ERI A=
AWS FIS EEERNERNERRE, NEFHAEHN A FSHAWS ZEBEXRSEFH AmazonFIS
ServiceRole B,

IBNBERRERT , IAM B (NERE, BESAR) TR, REIMBRBKELAR, EERIDD
I AWSServiceRoleForFISIRIGEE A , B AWS FIS Z#EFE AN IAM B9 X BEERERNHT,
EERTFHLEHT , B TIEREER IAM B9,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "*",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "fis.amazonaws.com"
}
}
}
]
}

MEFEFHMES , F2HE AV ERAEEREPNEBEEA S,

B FIS B AWS RIS EFE AR

BAEEFHEY —EARBELEAR, EEE AWS Management Console, 3 AWS API F 5% AWS
FIS BB AWS CLI, AWSFIS @AREIRBELZAE,

HEMBRLBRBEEAE  CREEBREY , KAUERFHEAEEEFEFELAG, ELRE
FIS BEi AWS |, AWSFIS ERRALERIBRKEEAE,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonFISServiceRolePolicy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonFISServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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fR¥E FIS IR EHZ AR AWS

AWS FIS F A FFEwmEBAWSServiceRoleForFISIRIGERE AR, RAEBREER TS S ERIGERS
A MUGELIEBEIVAGCEEFEAGEHE, AM , BuEH IAM RiFELAHER, MEFME
A, EZEIAMERAEERTNREREEZAE,

Bk FIS B BRIGERE BB AWS

EETBEAFTERBESGACHIIERRE , RAZRERHERZAC. -, ERRIEREDE
BRHREENARERAER. AW, EFDRERRBESACH , ELAXBRER.

® Note

MR AWS FIS RBELERFERERKEEEALAE  RIBRAGEEAM, SERE
4 FESFROERYBRERERE.

ZEEERFIERMN AWS FIS &R AWSServiceRoleForFIS
EREEMREEMNERLEEIHTH, NEMKE  FEILEER, MEFHMET K F2H ELER,
/A IAM FEIRBRREEESE

£ IAM E# &5 AWS API filBRAWSServiceRoleForFISIRIG ER A, AWS CLIINESFMEN |
EZ2E (AM EHERRE) ARG EE A6,

AWS FIS R EFE AN T EESE

AWS FIS XEHFIARHBHENESFERARBEEAC, NFFMEFR , F2EAWS FRF AR
i 366 A BC B o

AWSAWS $EE2F AR Z EREF A

FAWS EENKHMERBUNEENE IR AWS, AWS ZEEN KB EERTSERERARS
RUER , UEETURBREERERIGERE, FENAE,

FARCE , AWS REENERTRIEACHBECARFIREZEERER  RASLEERAIHKMAA
AWS BEFER, RMEZBLERCARIEBNESEEBCRE , MEE—FSBDEF,

FEEBES AWS EBEXBPERNER. R AWS B AWS SEEBFRAPERNVER , AILE
MeRERmERRNNMEEEE (EAE, HFENAR®), AWS EXHBEIH AWS BRI 1 AP
RETHRREBRKE , A TRER AWS ZEERE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/fis.html
https://docs.aws.amazon.com/general/latest/gr/fis.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

AWS HEE A B EAEEE
WMEFHMER , F2H (AM E£RERERE) FH AWS ZEHE,

AWS EIEKES : TR BB FIS ServiceRole Bl

HEAESHNESR ANREEREAE , AWSServiceRoleForFISEL /R 5F AWS FIS BEEERNVEIRNE
FIRE, MEFMENR , B2l FRARKEEAGEIT AWS #538F AR,

AWS ZEEMKEL : AWSFaultinjectionSimulatorEC2Access

EERACTHFERAILBEETRT AWS FIS 551 , U#THERAEAR Amazon EC2 FWAWS FIS EiE
MWER, MEFMENR , 2 the section called “BERAE,

EERBRLFEANER , FS2EAWS ZEEAWSFaultinjectionSimulatorEC2AccessH K i £ th
o

AWS ZERMKEL . AWSFaultinjectionSimulatorECSAccess

EERACGPERALBRART AWS FIS 57, BIETEREAR Amazon EC AWS S #) FIS E)fF
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