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AWS Ground Station #&RARFLIRE , EXERABHRERE , CEIRBENEEERD. EBERE
REFEFYENBEFANEAEE A F2E,

BEBEREEAENER , EXRIFEPHARAL, — BEREEEREN , CREBERBRERNEEE
TEIRER,

MEEBENMER, BT ERBRIEENFFMERN AWS CloudFormation , FF2E T 5304 AWS
Ground Station API£E£, AWS Command Line Interface

« AWS:::GroundStation: Config B TrackingConfig CloudFormation 1%
« Config AWS CLI 2% ( 2B trackingConfig -> (structure)ZB% )
« TrackingConfig AP1&%&

Rix FITHARE

ERBMERRRTTHEREEEENEBBREDEEXRRN TTHEE. SMBARKEENK , REERE
ETHETTHREEHERERNER  SEN®I(L.

BRERTEBRPNRER. CEEHFLHERR, REBHBRNEGERBARER /IP 1%
Xo FENACEALEEBREBRNESHEEE , F20 LER

MREN TITEREARGFERANSES , F2H, KRR TTHFARGHERE

MEBBENMER,. B XRETTELEESITIEEMNFFMEA AWS CloudFormation , FZ2E T 31X
4, AWS Command Line Interface AWS Ground Station API

« AWS:::GroundStation: Config & AntennaDownlinkConfig CloudFormation 1%
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-trackingconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
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« Config AWS CLI 2% ( §82BantennaDownlinkConfig -> (structure)Zf4% )
- AntennaDownlinkConfig API&#

KRR TTHERBRARE

RIFETITHE demod R ER—EEEMATEERNEEEE  BAUUEATRHAITE
ERAN/RNFEBHTITHEEBEA, IREEEBHTELREIUNBEA K FEBEFEH
<aws-groundstation@amazon.com> B& AWS Ground Station BB, RMSHEEZAFEAR
Bl E & RN EBNEHERER,

HRERTEBRPIRER. CEEHFCHERR , YRIEENTHRANMRE. LBHERNE
PG EREBRMBER /P X, AENAEALKERRRBRANESHAEE  F20 LER

MEERENMER, B XRETITERE demod FRIFE EFITIEXAFFMHEFA AWS CloudFormation
52 BT AWS Command Line Interface|3X 4. AWS Ground Station API

« AWS::GroundStation::Config AntennaDownlinkDemodDecodeConfig CloudFormation Bt &
« Config AWS CLI 2% ( §2BlantennaDownlinkDemodDecodeConfig -> (structure)p

%)

« AntennaDownlinkDemodDecodeConfig APIZ#

R LITHERE

BRI EEBHEEARR ETHEREEA LTHREERR. SMBAEFER, BLNERENEFL
MRS TR () (VIEREE B K. EIRPUIFIARE LT EMEMRANMEBRER , 28, RRLTE

HEREERXRBEBERTHNEEGS, THREANEFCEFEERYBERENAERER , WAHZS
BRIENEEEN. %l)lbgﬁtﬁ)‘-%ﬂljﬁﬂﬁﬁsﬂéﬁ’&ﬁﬂﬁﬁﬂ NP X, EENAERALEEBESER
NWELSHMEER , 28 BER

WMEMAER, RERRLTREBTEENFEMER AWS CloudFormation , 55283 T 534
AWS Command Line Interface AWS Ground Station API

- AWS:::GroundStation: Config B AntennaUplinkConfig CloudFormation 1
« Config AWS CLI 22 ( §2BantennaUplinkConfig -> (structure)Zf4y )
« AntennaUplinkConfig AP1&#&

Config 14


https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AntennaDownlinkConfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-antennadownlinkdemoddecodeconfig.html
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Rix LITEFEMRRE

LT REREBARRMAAT LTOE, LTEEOETANBEREIMRBNGS , LHTH
b EMIEH . ER BB S AWS Ground Station R#R ( Bl L1T8EER ) BN ERERKERN. 8
ERBEEDERNRHMOAREE I ARZEERNFRAR, LTHEKEEREITE EARNTT
HERIERN. RREAHMIT LT ERARNKIEGN LITHEEREENSE,

HRERTEBRPIRER. RULBHBRNEREFSTARER 1P BN, ARUNMAERALEERS
BBBANESHMES , F2R &ER

MEEBMALERE, N HTEBREHTHEENEEER AWS CloudFormation , S T 54
£, AWS Command Line Interface AWS Ground Station API

- AWS:::GroundStation: Config B UplinkEchoConfig CloudFormation

« Config AWS CLI £# ( 52 BuplinkEchoConfig -> (structure)Zf% )

- UplinkEchoConfig API& %

ERRAE I R AR

® Note
BRI SRR E A RIS E R E AmazonEC2 , RARIEERHEEE Amazon S3.

A LA Dataflow SGHERE , EEERRHHFETHHESHAERSIGE  CHFEERE
BHERBERE ARG, ERREREEENNESHSEEERRERENEBNES. R
BB AR , 8 AWS Ground Station T &IEEMN TR EXH , Y ERHTEZ AWS hEAKES
BT EL B S A BT U B B B 1R E MY PR BB U B Y R U B A AR Y BB I B AR
B, MREKIESENERRHITE , BE@EREKE ASCHEDULED , BRIGEK _TO_, FAILED
SCHEDULEMNEAREE AT BRI FEMER , S BAWS Ground Station Bi##g AAREE,

ARRRERM R ERNdataflowEndpointName Bt & 15 E & £l i v R BB A O WHE B RUR R i R B4R
PRBMEERRERR , RAEBHE B E RO X im .

#ZdataflowEndpointRegionBMIEE THBRHEEEEWMERE . MREHBFRIHHEERIE
E T B , 38& AWS Ground Station X IEEEBEHFPHWEIR RinH. WRKEEESE , AWS Ground
Station #TE ABE AN MEBRES, MREENERRIHENEEEERANBEERSERE , Bl
ZERANGABEESERNEERBA. BERNEEEGERRNVFMRENR , F2H.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-uplinkechoconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkEchoConfig.html
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F2ERNERMEERNARGARENREN TR G EEENAENRNENERARFNETR.

ARNAEALEESEBBRRANESHMES  F2H ZER

MEEBWAER, BEERRIRHERIITEZNFEEN AWS CloudFormation , 5828 T 53X 4
AWS Command Line Interfacef8, AWS Ground Station API

« AWS:::GroundStation: Config B DataflowEndpointConfig CloudFormation
« Config AWS CLI 2% ( #2BdataflowEndpointConfig -> (structure)Zf4a )
- DataflowEndpointConfig API1&#&

Amazon S3 #8 Config

® Note
Amazon S3 FC#HREE A A S E R TR Amazon S3 , AR E R 3 FZ] Amazon EC2,

HEERRBEBRTHERHHN, LBNERREENRBERFHINEABEREES pcap BRI H.
ARENAEALEESEBIBRANESHMES  F2H &ER

IERLAER S3 RCERAERERIETE Amazon S3 RTFETE  MER TTERERREEANG S BN —EE
EIHZMRETR. UTAREERRELS N RHNFMES

« Amazon S3 FREEH B WAL AL B Eaws-groundstation,

- IAMABXALRE iFfgroundstation.amazonaws. comfREEREFTACHEERE, NFEEH
Bl F2ETEN "EHEERAL —H, AREYHB , HRBERID FFE , BERAMXEFEH
2% (*) ¥ your-config-id WA JUEFEAEEER ID SI2ERETER.

EEBER#H
NFERRUMEHRACFERANFEER , F28 (AMERFM) 1 (EBIAVAEER) .

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-dataflowendpointconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpointConfig.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
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"Principal": {
"Service": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "your-account-id"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:config-region:your-account-id:config/

s3-recording/your-config-id"
}
}
}
]
}

- ZIAMBEIEERARTABHEREHITs3:GetBucketLocationEMEMIAMEE |, WHEEMWNY
H#1Ts3:PutObjectBfE, IR Amazon S3 REFTEERMFITRECR , ARFEFBBREMSEAR
FRZAMAEHTELEE, MEFEHY  BF2ETEN "EHAGEE, —&,

ghlAeRAl

NFEBENAERRMINASRANFEES , F28 (AMERER) 78 (EEIAMER) .

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
1,
"Resource": [
"arn:aws:s3:::your-bucket-name"
]
.

{
"Effect": "Allow",

"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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"s3:PutObject"
1,

"Resource": [
"arn:aws:s3:::your-bucket-name/*"

- A SIERYHHFEFATIEN, BUIEEERNEE K ELESRERALBNWBESRX PN
HHEE S, Hlw , WaEif{satellite_id}/{year}/{month}/{day} & A Y EELEHLUN
B fake_satellite_id/2021/01/10

BARABRMNTLRE : {satellite_id}{config-name}{config-id}| {year} || {month} |
{day} |

E
¢

MERRMMAEA, ¥ S3 FEHREREHTIRENFMEF AWS CloudFormation , FF2 B T 53X #

AWS Ground Station APl, AWS Command Line Interface

« AWS::GroundStation: Config S3 RecordingConfig CloudFormation B

« Config AWS CLI 2% ( 582 B s3RecordingConfig -> (structure)Ifs )

« S3 RecordingConfig AP| 2&Z& %!

ERRE R AE

Dataflow m%%i%"“ﬁéﬁﬂﬁﬁ%kﬁﬁFﬂlﬂi%umﬁﬂ@m@{ﬁ%o ERABERM —EELRAERNRER
HEEN -2, EBRSEERRERMESE—EFHET  CEGTEE—ZRP - EEASBH
EERR 1’5'JZIEI MRBFRFERER D HEZT =BEERRERY  CLAENSEBREEERR
BEinREENE -ERRER AT R =R,

® Tip
HITHBAR  BEBERARHHAZEENEBESR. EEERBEREIRFHPIZTERHE—N., B
AFEARRNEBERHRAEATTRESNRRN S EEE. NREHELEHRRME
BHNEE  EVEREA. SEuURABRENRIGHBANEE K UKSENEEERFEN
ERARREEHE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-groundstation-config-s3recordingconfig.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-config.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_S3RecordingConfig.html
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EENAERMBEEPN —NZHEEREARBRZREME , BEAFEBERVBESARBERRE. &
A UERHITSEBIEA | BELBIRASREETENERRIRIEFE LT,

/A Important
Dataflow i BB A A ERMRHEALTHYARRE | X EEHFEERAELEAMNIIB A, 5 1 LE SHE
FRIERMHEALTHYARBEEM BRI R B IS BB ENFMER , 5528, DataflowEndpointGroups
TERRHEALTHY ARBEH) 57 S HEAR

MEEBWAER, EERRIRMBEASTEZNEFFEE AWS CloudFormation , s 2B T 51X
#, AWS Command Line Interface AWS Ground Station API

\

« AWS::GroundStation: DataflowEndpointGroup CloudFormation &R 38 #l
- ERRERMEESE AWS CLI
- ERREIRMEESE API

ERRIEIRF

BERREBREBANKEREN R, B ERRBREEEAMFERH AWS Ground Station X2
EXSERENRERSEARESNRE. HNEMBEERNHTER  SHSEEIERNRIRHEHE
BN T EERE (Flwn 1P i), MBEAREEXABEER RGBS ERURNMARESERBNE
&, B2E.

Ty EEBREEMEIENHIFE,
AWS Ground Station X ¥ i 2

AWS Ground Station R EBERImHEFEH AWS Ground Station REZ X M A B8 THRK

IFEER, MREBETITER AR 50 MHz B AFHRER , FEA " AWS Ground Station
REEXERRERE . . ZEEEH AWS Ground Station REBREXIKE , BRSEA
#AwsGroundStationAgentEndpoint##{Z EndpointDetails. 3FEHEI AWS Ground Station X
BRANFMER  BF2RTEMAWS Ground Station KEFE R F M.

AwsGroundStationAgentEndpoint@& T%|ER :

* Name-BERRBRHMEHE, EEZBBACALERNRE RS LR BLRERERRIKRMERE £
KB R,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-dataflowendpointgroup.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/create-dataflow-endpoint-group.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
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« EgressAddress-ARERERENEHERWN P MEREEALUL,
« IngressAddress-ARMEE R ARERERNN IP MERHEHE,

Dataflow inH e AR EAENBARBTHREKLER, EL/EE HTELZBNARER. MR
50 EE AR ERMHZE TITER |, R TTHEEER/MIBARERR , FBEH Dataflow HE, BE
BEERNRIGE  BHSEAWEndpointMSecurity Details#fy, EndpointDetails

Endpoint@& T 5IER :

* Name- ﬁﬂulb Ejﬁgﬁ%ﬁo Egiﬁﬂﬁﬁ%ﬁkﬁﬁﬁﬁtﬁﬂuw Ejﬁ% ) ﬁt%ﬁ%fﬁgﬁﬁﬂuw 25 E':FEFH
ORER R RSN

« Address-fEARY IP ik O #bit,

SecurityDetails@ET%|ER :

« roleArn- AWS Ground Station #REEVPC. R E R R E (ENIs) WA K Amazon ER
£% () ARN ELE R AMPENIsRER A BB B RER R A B H

+ securityGrouplds - ZEZEZIEHMARRAEMN LS EE,
« subnetIds- AWS Ground Station HEEM MR M E LS B REEEZHITERN FHEKSEE,

BEANIAMA®roleArn#EEAE fAfFgroundstation.amazonaws . comfRE T BRI ARNEME
RAl, MFELS , F2RETEN "SE6EERA. —&, wHEIHRE , WHERID AFE , HkE
EREAAFEREN (*) K8 your-endpoint-id. ETAERBMNEEN , UERHEERID, L
EREE R EERE R EE R RimBEE,

IAMB &4 BIAMEE AWS Ground Station AFFEXEENIs. MFEEH|  FFSRETEHN "EHAER
E\UJ _Eﬁo

EEBEREH

NFERENAEHRACEERANFAES  F2H (AMERFM) w1 (BEAVEER) .

"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
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{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:dataflow-endpoint-region:your-
account-id:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
& A R Al

NEABENAERRMINARRANFEES , F28 (AMERER) 78 (EEIAMER) .

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:DescribeSecurityGroups"

B RER R R >


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS Ground Station EREER

AWS Ground Station {8

HEEMR AWS Ground Station I ?

G AWS round Station X2 A[ 3 AWS Ground Station &£ it W EHZ (T 1TER) AL EHEE
%8 (DiglF) BRI, AWSHE T LU B 18 & RHEX R IE -

1. ERMEEZEC2HTER-BEREAELHMENEC2HTER., ZEE AWS Ground Station 1
BiEN, IRESERAERNEBEE , KBETVRERKRESE. MEEBEC2RHEENHEEENR ,
BSRBIERAS,

2. BRRNESIHFEFRB-BERKHAE AWS S3 #EFITENTSZE AWS Ground Station, 1
SIERRMNWIHEBENR , FSREKBEAER.

EMEEREEEXHEELET —HAWSER, BZIBZHREFEA CloudFormation REIZAWSE
B, LR EM, ERUNXEY, SEBEAREKEREIXAE EC2S3 , BRERBEEAM
&,

TEEREAKEEREEFE (SDR) RELUZERE , £ AWS Ground Station XiFEEEIEC2#11T
BB DiglF If EXR.

. . - Custamer Recelver

Signal EIP Customer ceiver

g T ? Public
f AWS KMS Key Encrypted P Dedicated Agent CPU Space Egress Address
—_— Forward-Error-Corrected socket
w
ow
Transmit (Tx) ¢

(FEC) AWS G5 Agent
= -

Datafl - AwsGroundStationAgentEndpoint
ansr Tx) o Data ' - -
EI L, e + ——»> UDF " > Listener (e.g. SDR) Dataflow
DiglF Dataflow |-+ 12 Ingress :
s I ; Paort
Range i §
X — Jopt/aws/groundstationsete/
ows-gs-agent-config. json

WMEFMEN |, F2ETEMAWS Ground Station KERERFHEIERE,
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https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
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B 2R (€

ERBeE , BEZAEBRBINELRB S, AWS Ground StationINEFEMME A , FF2E W AWS
Ground Station T4,

LA 2 AWS Identity and Access Management (IAM) I REBCEUARBEEWEIR, SREEENAR
%, BU L EREREERIER,

S —1{@ AWS RFE
MRIZREE AWS IRE |, BERATTERRET —1E,
EEFTMERA AWS tRFE

1. 3TBAnttps://portal.aws.amazon.com/billing/ZE .
2. FEERLETET.

HoEMEFFEBRE , S ESHREE ARIR.

EREME AWS tRF , @ 2YAWS IRFIRERE —@E, REAEFBEEFEIXIRF FHAE AWS
% MER. FRAZLHEEEY K FHREEFIEERGERE  YEEEARERAERAITE
ERFEAEFIENER,

AWS FHBRTKE , EREBRIEMRE FEH. BT LAFER R hitps://aws.amazon.com/ iR
BHWRE , UREEETHNIRE ZBXEEIRE,

BEVEREEFIUERNEAE

HfE , FRE AWS IRF AWS IRFREAE,. MANEYRREEFEAE AWS IAM Identity
Center , EBERERAEA root ERAERANRBE I,

REBEIER AWS tRFRERH

1. iE# Root FAELWM ALK AWS 1RF EF Bt , IIRFEEEF DB A, AWS
Management ConsoleTE T —EH , WA RN ZRE,

MEFAREAEZRANRE , F2HEAWS 2 A FREEETPNUBERAESI T E A,
2. REHW root EAERMZERRE (MFA),

S —1E AWS IRF 23
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https://aws.amazon.com/
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https://console.aws.amazon.com/
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WEETR , B2R (EAEE) TH TIAMA AWS IR root A ERAERMFARKE (12
ﬁz_l o

BYEAEEFRENCERE
1. BAIAME 7B BIH O

WMEBET , FSE AWS IAM Identity Center fEF & ER A EUA AWS IAM Identity Centers
2. EIAMEZBEBIHPOH  BEBRFREREFERE,

EERSEBMFEA IAM Identity Center B 8% A S 2 #BIREN B E2HE , 520 (FRER)
IAM Identity Center B &/ " SAFRERERRE L AAWS IAM Identity Center FE1FEL o

UERERFRENERESTEA

EEFEHEH IAM Identity Center fEAEEAURL , BEEARIIAME 2B P OERAEFEEE
REFE B AER,

WEERAIAMS S RAFOERESANRS , HSEEAEEROEA AWS FHA D48
. AWS A

EREFIEREHMERE
1. 1E IAM Identity Center 7 , BV EREMARKKBERERNREFEINERE,

MEET , FSE (AWS IAM Identity Center £ EIER) FHEILFFAE,
2. MEAEREREHE  ARUBBEERE -ZAFIE,

MEER , FZE (AWS IAM Identity Center £ &I5/) I FTIEEE,

AR AWS 1R B 18 AWS Ground Station #FE

&Ef AWS Ground Station T ZEERMREEFEAENB R TER , RFEEETHBERLAS HK N2 &
B AWS RFE,

1. & A AWS Management Console ¥ BRIAMEIE &,
2. BIUNBE. FRATISR

BIEH AWS IR F #7138 AWS Ground Station R 24


https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam

AWS Ground Station EREER
a. HEEEBKRD , BIZF Policies (BUR) , /AR IERE Create Policy (B BUER).
b. EZJSONEH , SSONFEATIIHD —EERFE. FARKEISONGZNERAREFN.

« ¥ Ground Station EE#PR , 548 "#EL BREA "HEML CWOTFAR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:*"
1,
"Resource": [
Hn
]
}
]
}

- HAMETEMERR , 5575 Action (B11E) 38 groundstation:get*. groundstation:list*
groundstation:describe* , M AR :

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"

1,

"Resource": [

nin

]
}
]
}

- MEZEBZRZFMRIRUFEANZ M | 78 A ction [REAE M YL FEMH /Bool 37
E A aws: true , lFPR : MultiFactorAuthPresent

BEH AWS 1R F#H#8 AWS Ground Station #R 25
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3.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
}
}
}
]
}

EIAMEZER | SEEMR R MBIFTRNERE,

WERBEIAMAEMH RN FMER , F2HE (AMEAER) .

FR1HELR

#EEE A AWS Ground Station B —BZSRNER , SBERKE, RITRE. AERE , URE
SR, EFERFHRE (NDAs ) o

EF ARRESRE

HEMARSRLER—BFHERF , 7% AWS Ground Station TR AHEW "FHEMRRFEER, BR
PIE, THEHHEZRTZEBRE.

1.
2.

RELOEES , LU ENEE R EH A BENERBERSY,

ERBREENEEMA AWS Ground Station , FEEEETFHHE
<aws-groundstation@amazon.com> , EHA G LN EXENEEFRNEERE , IELHN
EEBEE, MENER  HEKRFIRBNEE , FENDEER  URESFTEIFERAWS
Ground Station BFZRAE.

—BIEWFEREIBEZMALE | AWS Ground Station BT EIFERN S EH B RBEEF T,
WTRNEERESRFWIENEMRENERMEMATRE.
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4. EGI#ER  ENEERARR[EATHEERA, AWS Ground Station 7 6 183X B I E T HY &
Ao

(EEM) B FE

FRE , BB EEFEELKTHIEER  UEERRHET. = AWS Ground Station 3 & 7] LA
EER TBSAL BEEE  BEREEARSNEHAEEERZBLUR Norad ID, BREERRSIZRA
FELCHERERRBELRNEERRS. EMEE—% , TUERER,

1ZE2 AWS Ground Station #1 2 AT LABIBER & FAPIEEAWSCLIF Z —RTHK. AWS SDKsAIERG#
EEE AWS Ground Station CLIAER AR EBEE KK (FEE ID 27424) 7. us-west-2

AWS Ground Station CLI

AWS CLI AT LAk B2 2 B & AWS Ground Station, EEH1E AWS CLI 52BN EFHE2 8 , XEBERBL
T AWS CLI %R 1G4 -

N

\

- IR AWSCLI BZ%%, MEFBLTENET AWS CLI , FSBZEAWSCLIMRA 2,

- R AWSCLI EEE. MEEBRENEHA AWS CLI , EFSBEREAWSCLIMA 2,

- BEANEREERENEAERFEERE AWS CLI#ENERS, SEEELRTNRR , THEKAEN
B AWS Ground Station Bi#& A AWS CLI, MNEERARFHERENRRRENFMENR , F2
AR B ERRE,

B

=1
\

IRE| AWS CLI FI #fHEM % |, 55#BI TAWSGround Station CLI #§52% , BME , SUREBTRNIE
T, FEALRKE  BHEMEE AWS CLI S/ , ¥ESH S Hifgroundstation A8 E AWS Ground
Station AEFEANEREKE. WEHE AWS CLI ESRHBNFAEN , F2BAWSCLIEEFWNIESHE
B UTRMHmDHEEE,

aws groundstation <command> <subcommand> [options and parameters]

A EMRSR

B BREENZFRCHEE. ARNETLBEBIRAPIFHEERTK : AWSCLI

aws groundstation list-satellites --region us-west-2
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html

AWS Ground Station EREER

"satellites": [

{
"groundStations": [
"Ohio 1",
"Oregon 1"

1,
"noradSatellitelID": 27424,

"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"

KEEBEELNEE |, i FsatelliteArn. B —BEEZEER K EBERAPIEFE—EESE
ARN , Wt HHFIRFEARNREZ RN, HRAT—ESR , CEZARNFEAZFEEHTREIIE
ﬁﬂ’\]lﬂfﬂiﬁ (TEEREFTERMRN EE) REAXAER, EE@EMNFP , RMEEEHus-west-2. 7
EEEML , ARNASSHRE

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555
£:

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

ATHEZEATETNFEARSRERE  FEARSZSLAE—EARR “Name"FEAZR. I, RARK
FIEANZE AWS CLI , SIS AERARFREH. BRELRBES

{\"Name\" :\"AQUA\"}
BETR , S AAREERAPIREREHE, ELLHIE AWS CLI &1 :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
'{"Name" :"AQUA"}'
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
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SERILIRESZE |, BRATLE AWS Ground Station TEAHEI L AFERARERENERE,

PEWHYPRENER
MREBESEHERRBVER , BT UEAARA“Name” EIARNE X £ E [ ARZRF I tag-

resource , B EZBEFFERATRNE, EXFEHFREEBIERFESFETHERE. —EBRFIBHOT
7R -

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tags
'{"Name" :"NewName"}"'

BEREBIER R & B

A UEAEERE EBREEENAPIZHE., EAPIZEEARNAEERMEESNEEUNRERS
WK, HALE K EBREE Name”, —EHFFHAHEMBAPIEAAWSCLIIN TR :

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tag-keys Name

NHEEREE

BT LEEECHWEEZN  BEUUEREASEN A AHREBREFELR  EEHERHTLHEIRN
TITHEREARE, EFETLUER AWS Ground Station {IELEHE TTHIZEIE,

® Note
BREXLTISEEE, SRAREATLRFRN T TEREBRARE.

AWS Ground Station X E FHIEHE LI T TEEEBES -

* Aqua
« SNPP
« JPSS-1/-20 NOAA

 Terra

NHEBEHE 29


https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html

AWS Ground Station EREER

k%, ALAGHRELEELIENER. AWS Ground Station #E — LT LR TER AWS
CloudFormation €248 | M@ EER B E A RIS, & % E B G E F a4 AWS Ground
Station EFAVEIH] |, FES R

ERELHEURECMHERNBIBEENESZEE , /528 Aqua , JPSS-1/ NOAA -20 FISNPP
MEF .

T2 HEIERREARRK

BRREFERARS LEEEARENELSNERSER,. RENFHEENERARFME  LTEEE
—EyWESE., FSEAREATII TN LTHERUAREENMTRA TTHERER, FRDBAR
REXEEBENRETTERFER,

SEE L ERHEE

EIBERRZNE Amazon S3 , BNEIE A BRI ELER S H R EEERSPH Amazon S3 EFET
B, CHNBBAMBEARIBRORE (pcap ) XHEE , UAFSHBABBRENBHRIRGER
WEARE (SDR) # , S pcap XHHENEXEHBIBUETRE, EXEERKIIBEER
B , pcap BREE 30 WEIXZEZH Amazon S3 HEETE  UMEEFEREEBREAELER. WE#% ,
BUERAECNEREEHEREEER , RAEH Amazon SageMaker 5 Amazon Rekognition & H
EAWSHR# . Amazon S3 HERRXMEEARRKREER NERZER ; B&EHKE Amazon S3 ER L

BEFE.

EUH AWs Cloud

hi

5

Satellite AWS Ground Station 53 Bucket

EEFAMER  BEERYT Amazon S3 fEETE | LMEEERMEIE AWS Ground Station EH
F, B TFT—ESRH  BEEEAT —ESBEHAEIR S3 #%H Config. MEEETmHEAmMazon S3 #&H
ConfightyFR#&l , AR tfAiE ERERAEANWHRES , F2R O .

FER 2 RBENREARE 30


https://aqua.nasa.gov/
https://www.jpss.noaa.gov/mission_and_instruments.html
https://terra.nasa.gov/
https://www.jpss.noaa.gov/mission_and_instruments.html
https://terra.nasa.gov/

AWS Ground Station EREER

[E 5 & RHEE

EBAEERHEEXE AmazonEC2 , B E#E A EREE Amazon EC2 #MTEEZBEETERERH. &
AJEATE Amazon EC2 #I/TER LRI RIEE R , B FERUETRERE.

EFEFARLIRE , BEEREMRTE Amazon EC2 #1TEE , AR EN — 2@ Dataflow im BhEF
o, BEERTEM Amazon EC2 H{TERE K FSEZEC2-RENEE. FEEBVY SN ERRIREEAE |
ma2E. ERRERMNEHE

MREERANRERRIRFERE , A TREREARE,

AWS Ground Station
! Antenna Region i ' Customer VPC
E Customer Receiver

Slgnal 3 > — » Dataflow
[F ' endpoint
application

Satellite AWS Ground Station | Elastic Network Interface

*End to end data connection is established and maintained enly during the scheduled
contact duration.

WMREFERANE AWS Ground Station XIEERNMARE , U TERBAKE,
Customer Destination Region

Anit o
1 RF
Customer Recelver
ﬂ Signal EIP E tomer Receive
* [r Public
AWS KMS Key Encrypted P Dedicated Agent CPU Space Egress Address
Forward-Error-Corrected -

UDP Socket
FEC) H AWS GS Agent DlaiF OHE
Transmit (T) l Dataflow i B Dlgm AwsGroundStationAgentEndpoint
El ransmit{ix} =@ i—————> UDP : » | Listener (e.g. SDR) Dataflow
DiglF Dataflow = ¥ Ingress v
% Port
Range € .
A g i Jfopt/aws/groundstation/ete/
B aws-gs-agent-config. json

E35: fIEEE

FEBHSER  FEREEHINEEIAM, BAKELKE Amazon S3 Eif. EC2ENSES | BigAIR
EREZ B2 EH AWS Ground Station configs.

A5 ERNEE 31



AWS Ground Station EREEmR

ERVNE—EACREEEZERNNNENSRNEH, AL ESRTINEF , EREBTIHS
HEREEE,

« Amazon S3 % Config-#§ BIRX N EEH Amazon S3 FEEM.
- BERURE IR BB BURRI N RIEH Amazon EC2 B,

FERE

FHEFREHEZWEE AWS Ground Station AR EAEE. BSSZEREINEELTE 1. HE L
#Ro

il

- ERHERE-REEEBBETIMAYERREFNEER, EREIHREREFIEN.
« RERTTHEE-REBF NS ERIR,

« RERTATHERERTSAERE -RALAREA M AR IS A0 SHAR BUR

- R LITHERE- EITRUBRIIEHNEE.

« Rig LTEEARE-RHE LTHEERIBUBRNER,

T4 BAABKER

BB E—EXRAMERNEE , SCAENMERFEMAMRS  UAREFEBFANTELR. ELHTR
B, EREE—ERZSEEBER. EBREERRSTRNACKEIFEHNTAT , RERTLUETT
BRREAERF,

ERARHSH , F58EE AWS::GroundStation::MissionProfile CloudFormation Jf 8%

1. WEBELNEBRER. EFELTMMRETHREERRPHAZE. 0, BEHE —E satellite-
wideband-narrowband-nominal-#&Ef1 —1{& , satellite-narrowband-emergency-operations il & &
F-EERNETHBETRESERAE

2. BELNRERE.

3. BELNREIUTHEERRE, SEETUBREBENHBALRMEEZNEZEER.

4. FREEMstreamsKmsKeyHlstreamsKmsRole AR EE&#HIBEPNMBZEHIF. ESANFE AWS
Ground Station REEX ERRE.

5. RELHBIRR. £RAEE LS HARNEE/ZBBRIUTEELRHER.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-missionprofile.html

AWS Ground Station EREEmR

6. [EAREENEBNERREBRFERNEBYE., ERARSIZLSERBASHNIEN 2%
MERB A, WRFMER , F2REASHEE AWS Ground Station 1t,

7. [EEM] ZUERRESNIRERMREB. SXTAREMUGRRESXED BN EBEIR.

BALSEHOERREERE , AEE - ETRNEE.

RED R

RELEREEEEZANFENERNNERRER , B UUZHBZ AL EEBNEEETER.
AWS Ground Station

B AER THIEP —ESXFEERA -

« ¥AWS Ground Station #| &
+ AWS CLUR BiEiEET.
« B9 AWS SDK. ReserveContactAPl,

B R3E{ AWS Ground Station IRERFEMH AR NMEAZEENER , FE2EEBEBEE.

AWS Ground Station #5& — L7858 E R AWS CloudFormation E575 | LA{E 5 82 82 1t B 14 18 A AR 8 o
T 65 {F 75 5% 7E 2 i & 5E 404a AWS Ground Station {E ARV &5l |, 5526,

BREHFHEBEREE  SREAENHERENAIBSEIR AWS Ground Station AABURA R K B 88 5,
T 51IER & 48 3O T 1 Bh IS B AR R o0 AT SR R 9B 1E

« £/ AWS Ground Station Amazon S3 B 32 f B 8Lt BRERE (AR HEABEAY GitHub 7 E aws

aws-groundstation-eos-pipeline lab/)
- FRERCEEHEER AWS
« ERERRIFE A AWS Ground Station : flfiligE

« {#H AWS Ground Station WideBand DiglF #1 Aphinicy Blink B2 BEHE B TTHKEEE
( AR EHIERIEREEE aws-SamplesSDR/ ) GitHub aws-groundstation-wbdigif-snpp
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https://console.aws.amazon.com/groundstation
https://docs.aws.amazon.com/cli/latest/reference/groundstation/reserve-contact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html
https://aws.amazon.com/blogs/publicsector/automated-earth-observation-aws-ground-station-amazon-s3-data-delivery
https://github.com/awslabs/aws-groundstation-eos-pipeline
https://github.com/awslabs/aws-groundstation-eos-pipeline
https://aws.amazon.com/blogs/publicsector/virtualizing-satellite-ground-segment-aws/
https://aws.amazon.com/blogs/publicsector/earth-observation-using-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp

AWS Ground Station

(VAT

AWS Ground Station 12 #8F FH £ ERAWSE R Xt EiSFE RN S Rt M RE. S UREAXE
HAWSH EREEENVNBENFERA AN, EBREERMEEAMENAWSHIEE,

ERAEER

AWS Ground
Station Locations

S AWS #hEE SV ERY [EE

AWS Ground Station £ XX BIEHEILE , ELEMENEER LW IEMRA CHIFHEZENAWSE
A, BAILUEBAWSSDK ListGroundStation Bl EMREUE B EFMAVEELEE. THEME T HE
UBHTEIR K EZEKHEL. F2RABER , ACNEENEREUR SR,

Ground Station Ground Station AWSHE [E & 8 AWSEZ T fim 5t
B8 NE

B+ 5 A0 1 Ba[ s H fn, USA EEPE (RH us-west-2 FEBRNREME
) AWS i [E
Bk 1 Bk R (BHF) me-south-1
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https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListGroundStations.html
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ERAEER

Ground Station

=1
BAEE 1
HiE15

BER=E 1

EZHEE 1
B BN 1

BN 1

A AT 1

EL |
# 03 1

WSS HE

Ground Station
B

BAER, M3k
EE, BAR

BERR, USA

EHEM

B M USA

HERM USA

EEME W, B
ol

REEW
bR

AWSits [ £ 7

I (BE)
TAESE (ER)

KBS (RE
)

BN (ZFER)

KBRS (X
::9)

KBS (BRE
F)

rAEN (BERE)

DAREE (BH)

TRAREE (i
i)

BN (TS
)

AWS Ground Station X EHAWSHE [E

AWS [BE T

af-south-1

ap-southeast-2

us-west-2

eu-west-1

us-east-2

us-west-2

sa-east-1

ap-northeast-2

ap-southeast-1

eu-north-1

{5

FEBRMAEE
AWS i [

FEBRMREE
AWS ih [

AEBRMNEE
AWS i@

A AR X EAWSHE [EiEBAWSSDKE, AWS Ground Station 15 & &% & B MR ELNBILE A
& O] LATE i B AN Bl 58 A AR ST B b [2 B ELEAEAWS Ground Station i 2.

AWS Ground Station 3z #EHIAWSIH: [E
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https://docs.aws.amazon.com/general/latest/gr/gs.html

AWS Ground Station EREEmR
HFERBTHA

AWS Ground Station 2 % i3 &8 A A FTE v B AWS Ground Station BWAWS[E1E, B F# Ground
Station RAEEME MM BRERAR , Har&iE®AB "Digital Twin, HbELEBERE, 0, THEEBEMNE
FERE 1, R—EEFEHEY , 2 THEXEB 11 EEBEHENBREIAR,

AWS Ground Station #u5E =

B 18 AWS Ground Station XiF L EHAMHBABNEAER, EEAREESD (BFERITLFR) &,
ELEESHEEXNENRREAIER, NETREERS

« RRFEN®EMPEE-S , EERURIEERY < ENWRE  SHEIEERSHER (RF) FHR3
PR LS5

- MIREHERTE (RFl) — ESFEBKEEN NIBRFIRFERZE Ground Station KR T1TEAH)
M{EH (H AWS AWS Ground Station X#RE#EH RF AR EH AT EWEERTNEZE),

. EEEE — T8EESFEE AWS Ground Station A Hh ik AR ERAE SIS ERS , HIAR
ERNR I ESEAE,

ELBLESTESREEREmMRE, i, TEXRGSNEMEIZETRESRY , RFIKR TSR
A8, RELZEREVESZITRNREETERH. RIFBERZWZE (NDA) |, B LAER AWS
Ground Station BiEE,

EFERES

BR 7 =I5 B M AWS Ground Station fAMHIEZE 24\ , HRAZECHEERERS , T2 HFEAW
EBE  LUEEREHEREFHEBENA. FH AWS Ground Station EIELFHEH#TEESE , WTLAE AWS
Ground Station FHETEE , UERFE M. case-by-case WMIFEHMMEN , FEBEAE AWS Ground
Station BBk,

MUEIE S A S AR
WAEBEME | LMK (M6 ) HABENTTER (BR) HAEE,

fEF 3 ListContacts /%I H 7] AV BA BRI AF | AWSGround Station AR IR E E I BF L F I ER
EETTHEEEETAWFEREE T REE, TANEREBANTTESEETEHREAER,
ERTURREEHFEVATTERESE T HEITSRERERH,

HFERMKETA 36


https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

AWS Ground Station EREER

BEARREESSENREBZPNRARLITHRE  LTRBESHFISERETRANBIKKE, EW
RERAATANERRBARTTER  BELTEETRR LTHAEEMREZANZKEANEL
o, AT, ETHERERTRISNENAFERBRIN —Ho NS HBNRE, HE LTHEREH
B, BLARBEETRMAN LITHERES,

HITREBELEANBRTISREBNENEENTME , AERRERNVEN LTHIREAES,
ELETRENTTEREBBRACNEST , HIFERBEFERE, £fHGESS , ETHKES
TREAASRTTERHAES , EVRESEH HTHRRELICAZBSESENEER, , B2
#B. EMEMIREFEEEZAN LT, TBBHERBEDSEEBMER,

AWS Ground Station #8335 Th &

AT E{LEREER , 5 AWS Ground Station #ERREHMNBRANEE , REKSERRTEIHE
YR, Mo ERSBRURRENEFEEREVENRRERES., ECREBBAR , SESBENEF
EANKRER, ERACERELEUVENBREERBNEBRETE  EREABEXR,
CHBMBEANERBMERERNSERERE (HNRENKRR ) MEAMTE,

B, FRAMEESXETSIZhEE

(® Note

BRIEZERA , BATRINEFBRTIBUNEABRE. FEEENTURREMANSR
BIRE , RFFRRER S ERERE.

BE LA S8R E SR E & E Polarization Common f|aE
Name (BH
H )
KETAT 7750-8400 MHz RHCP X KEBREHET HEEE
MHz 1THERR RAEPNA
400MHz , B
RETAT 7750-8400 MHz RHCP R EE
MHz BENEFE
= 2285 ==
KT 7750-8400 MHz RHCP B, FHEAE
MHz WHET 1 B RE

167MHz. &

AWS Ground Station #8334 Ih&E 37
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ik kil 58 R & [ A B & [E] Polarization Common fBsE
Name (BH
&%)
RARTAT 7750-8400  MHz RHCP £ CS ABRE
MHz o
KBTT 7750-8400 MHz RHCP
MHz
KBTT 7750-8400 MHz LHCP
MHz
KBTT 7750-8400 MHz LHCP
MHz
KBTT 7750-8400 MHz LHCP
MHz
KBTT 7750-8400 MHz LHCP
MHz
KBTT 7750-8400 MHz LHCP
MHz
KETAT 2200-2290 RZTE 40 RHCP SKERT1T8E —RRBEEMH
MHz A MHz 28 —ERIE
KETAT 2200-2290 RZTE 40 LHCP
MHz A MHz
KETAT 7750-8400 RZTE 40 RHCP X EEREHET —XReEFER
MHz A MHz ITHERR —ERIE
KETAT 7750-8400 RZTE 40 LHCP
MHz A MHz

AWS Ground Station #8334 Ih&E 38
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Be hxgR AR E A S & E Polarization Common fBsE
Name (BH
H)
KiEEITHE 2025 MHz RZTE 40 RHCP SKERETHE —XRRBEFEHR
A MHz 2.8 —ERIE
KiEEITHE 2025 MHz RZTE 40 LHCP EIRP20-53 1§
A MHz &
antenna-u 2025 MHz 2 MHz RHCP E1TELR HEXRBFE LT
plink-echo HE 3% BR 5l
antenna-u 2025 MHz 2 MHz LHCP
plink-echo
antenna-d 7750-8400 5E%HiE 500 RHCP X B AR
ownlink-d MHz MHz FMEAB T T8
emod-decode B’
antenna-d 7750-8400 5E%aiE 500 LHCP
ownlink-d MHz MHz

emod-decode

=R N/A N/A N/A N/A Support E &
B

*RHCP = £ FEfB{ , il LHCP = £ FHE{t, ZEREERELNESER , B28 (HEL) .
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https://en.wikipedia.org/wiki/Circular_polarization

AWS Ground Station ERERER
EREREIE

EF RHEY, RRAXXYBNOIN XFRBIRERS. REBELLE  BNHFERIIRBEE , BZ
A, e T ERMRBRIIN SEBIR M

AWS Ground Station £ f 2 B & ¥} 3K ¥ i i B i o S IR E 26 F , AR TE AWS Ground Station
WMRPIERIES RIBIENENEE., BIBER , NEENEERKRESAEEIR AWS Ground Station 9
ID , BIFEEFRET A EERIZHEERFER, NORAD

ES |

- FRREEESR

- REBFTEEER
- HMEEEEHRER

- EREENENERE
- EEREREEER

AREFEH

BRFRERT ., AWS Ground Station £ %R B Space Track AR A& , ¥ B T FEEHEEAM
1TENRIR LIS LLBRFR AWS Ground Station W Rk, ELEFRHEEE ID HMEBNMITTES
(TLEs), NORADFRETERHW EEHEE 0 WELIEF., Hit , efSBRREERERERE LENEM
FBHNEEEREELBE K LEBVLERKEES 1 IESNEAPIER.

7248 NORAD ID WEERBRSB[MSEKBITEBER EEZ, AWS Ground Stationflzn |, &I BB E A&
E =t Space Track BH#F EEEBNFEENRKKRENORADID, YEEELEEERERE. WEEH
REBTERRNFMEN L BE2H BHEFTEEBER.,

REBTEEER

/A Important
EFBRER "FEAPIE, &

ERRNFEETEEAPINER iR
o <su###HHHHHH#FHH#H#HHE aws-gTroundstation@amazon . com#>
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https://en.wikipedia.org/wiki/Ephemeris
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://www.space-track.org/
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BE

EFAPIAHLEBITERE , U(EHEFEZEMFEA AWS Ground Station , ELETFEEEZRE AZEH),

ENMBETDY (F2H: ). AREFERRMAFUHERREES (OEM ) NETRE () &
NEWEBERR, TLE

LEETNERTURSERRE,. REREAZHDERTHFENEMER , URERBREF, AWS

Ground Station

(® Note

AN EARSEEHE R SRB2MREATEREE | BTLER 00000 BKE
2 B SRBMATLE , TLEROEM A ¥ B BIBE TS M 0 BB SRIEERS A 000 (51
un , 24000A AR 2024 FREIHEH),

NEABNKERNEEATLEs  ASRLTELE, BENEEHNKANESER
OEMs , @2 BOEMEBHE,

OEME B

AWS Ground Station #BIECCSDSIEXEIE TOEMEBFEMHMNEE,, , 15— EEANES, OEMX
HREZEKYNER, TRERT PN EE , LLOEMKE AWS Ground Station EECCSDSE#M A [E
ZERo

=6 Wz CCSDSE=E AWS Ground fBsE
Station EE
25 CCSDS_OEM = = FEME : 2.0
_VERS
COMMENT & &
CLASSIFIC & &
ATION
CREATION _ B =
DATE
ORIGINATOR = P
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https://www.space-track.org/
https://www.space-track.org/
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://public.ccsds.org/Pubs/502x0b3e1.pdf
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AR

Az

MESSAGE_ID
META_START
COMMENT
OBJECT_NAME
OBJECT_ID
CENTER_NAME

REF_FRAME

REF_FRAME
_EPOCH

TIME_SYSTEM
START_TIME

USEABLE_S
TART_TIME

USEABLE_S
TOP_TIME

STOP_TIME

INTERPOLA
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CCSDSFEE
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ERAEER
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7 5

Az

INTERPOLA
TION_DEGR
EES

META_STOP
X

Y

Z

X_DOT
Y_DOT
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ERAEER

BACCSDSEENEZERE AWS Ground Station & :

« CCSDS_OEM _VERS R4 EM2.0,

- REF_FRAME #ZE=2EME2000ZXITRF2000,

- REF_FRAME _ EPOCH 3% % # AWS Ground Station,
« CENTER_NAME @& FEWEarth,

- TIME_SYSTEM 2&4FEHUTC,

« INTERPOLATIONAFI INTERPOLATION _ DEGREES #2224 %H# AWS Ground Station CPE,

BXNOEMEFE RHI KVN

BT REKYNEXWOEMEFN BB HIF JPSS -1 MHEREFE.

CCSDS_OEM_VERS = 2.0
COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE 2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00

2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00

HEXHOEME B RH KVN
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2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

AR EEAERER

Al LAE A B CreateEphemerisEBIER I HETE/&. AWS Ground Station APILLB)/EASERFE R £ 3
FHERRIEE S AREFRBINEN LEEE,

EENREIE  LEERKEEBREAYRMBESIERE , XT/ERESEFEVALIDATINGIE #
EFLERBENHEA, RE—BEBCEBI TERENY K SENABLEDSEARBEEA, HREX
#wDescribeEphemerisi# 2 BARERFE A CloudWatch E4REMH EBMREERE,

EERHGRENERK , F2R  REIAENNETHE

flan - AlE—EELRE T (TLE) BBEREEE AP

9 AWS SDKs , 3t ECLIT LA R L& — /1T T3k (TLE) AWS Ground Station BB FARE R
&, CreateEphemeristt EBARBREENERER SR (FSHARERYE ) . EAE#EMETR
g {aE A Python (Boto3) R#1TILEZE ., AWS SDK

—TLEfAR —EJSONERILWE R , e —EARZEBE—TLEsEUBE —EEBENHN. TLEES
TLEsHHM A BER —EEEES , R ULLACHREE —BEP ( BME—TLEA 2 BR ETLESE KK
R ) . EPITLEENTAR :

# example_tle_set.json
[
{

RE-—EEERER 45
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ERAEER

"tleLinel": "1 25994U 99068A
9997",

"tleLine2":
14.57114995111906",

"validTimeRange": {

"startTime": 12345,
"endTime": 12346
}
},
{
"tleLinel": "1 25994U 99068A
9997",
"tleLine2":

14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

(@ Note

20318.54719794

20318.54719794

.00000075 00000-0 26688-4 0

"2 25994 98.2007 30.6589 0001234 89.2782 18.9934

.00000075 00000-0 26688-4 0

"2 25994 98.2007 30.6589 0001234 89.2782 18.9934

TLEESTLEsHNBHEELATLHE , T ENAE NN EJENI,

—TLEER LLEIB AWS Ground Station boto3 & Fii L& |, IR :

tle_ephemeris_id = ground_station_boto3_client.create_ephemeris( name="Example
Ephemeris", satelliteld="2e925701-9485-4644-b@31-EXAMPLEQL", enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3), priority=2,

ephemeris = {
"tle": {
"tleData": [
{
"tleLinel":
26688-4 @ 9997",
"tleLine2":
14.57114995111906",
"validTimeRange": {

"1 25994U 99068A

20318.54719794

.00000075 ©00000-0

"2 25994 98.2007 30.6589 0001234 89.2782 18.9934

"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7)

Blan : AR —EERE T (TLE) BiBREEE API
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]
}
1)

iEEFAAGIRE ephemerisld — T AR TE future SR ERE, Hla , M TLAER LEFA
ephemerisld R IR A REmH EBFHIARRE -

client.describe_ephemeris(ephemerisId=tle_ephemeris_id['ephemerisId'])

3 B DescribeEphemeris B #E 1Y £ 45i [2 FE 20 T~

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ1",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 16208595120003}}]1"
}
}

[u-}

ZZEwDescribeEphemerisBEHEE A CloudWatch EHREM E FEEBHNRE K RATCHXER
J_éFH*ﬁEﬁ‘%Ifﬁum , TREASHERE A I AR SEFZENABLED R BT AR Ao

IR ELREHITLEsH , FIETLEEA25994H#) NORAD ID A BREMEH ERARSBEAZH,
EEREFRIERN ID 85, NORAD

ghl ESIREFIrELBEEER

BHaLUEBRENHEFZEEBNYESE K EER S3FEIFELEEEESRE, AWS Ground Station
BARECHEEY, FRREERMZENFMERN , 5826 : AWSGround Station & B 5 REE Bl N3
AWS Ground Station

LT 2% S3 ErE LOEMEEBE RN EH

gfl S MEFERLEEZEER 47


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://www.space-track.org/
https://www.space-track.org/
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s3_oem_ephemeris_id = ground_station_client.create_ephemeris( name="2022-10-26

S3 0OEM Upload", satelliteld="fde41049-14f7-413e-bd7b-EXAMPLE@1", enabled=True,

expirationTime=datetime.now(timezone.utc) + timedelta(days=5), priority=2,
ephemeris = {

"oem": {
"s30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem",
}
}

1)

THZ—ERFRBH SRR L ERNOEME B #F A’ DescribeEphemeris 5 4F IR 2 BURH R A1,

{
"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}
}
}

#2H - FRAEFRMUENETEY AWS Ground Station

EBREAEFRENERIRNESFHMFRE AWS Ground Station , F2RERTFREMN KRR

( AR EHHE AWS Ground StationE8 77 {# & aws-Samples/ ) GitHub aws-groundstation-cpe

B8 28 EWER

EFERELR , MMKBANBAERR. EERARRETBEEERANEE. BREHERERE—1
i 8

ip=d

i) . EREFRHENEZEHY AWS Ground Station
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https://github.com/aws-samples/aws-groundstation-cpe
https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://github.com/aws-samples/aws-groundstation-cpe
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BEANEBRRRAGSELIEFNERR , HEHPEBA future, BEIEFEBAXR RELIEF
e, EEM T ABSE~—ListContactsEANEBAER ., MRZEENABLEDEBEEEHEMNELIE
F,AERARORRRETNERR.,

(® Note

AWS Ground Station &t %] {## £ A lREFAENABLEDE FRREN RIS HBERTE
Service Quotas (820 : RBEE). FEEEEIHERER LEEEER , B (F
FiDeleteEphemeris) ZfEA (£H) BEFREUNKEEEIEF/ REEINEEE
¥, UpdateEphemeris

MBEHMABRYEE  ENRKIEEFEENABLEDAREE , Bl AWS Ground Station i HAEZRERR
EAEE (RE SpaceTrack) (MREHEFE), WFEREBWELIERFA O,

M EE S LR ENBMBANSE

FERTEBELE/ER T ] B4R DescribeContact APIZR# 18£S B4 £ aiHEE 2 BH 48 AR UR,

ELEFEBEZHFENHBAKRERGFTENHBERE K MAXRRESERATHERE, MRMXSF
WE, ERERERE, RENWEBRERANTRE, ENRESERRAVFHEZBRBEXR , AREE
FAZWILEIES 2 MRIENMRE. Bt , BAERE T LEHEZNEBRERATANHEB 2% |
BYGH 36 B 5T HERR future BYEAZE A, B2 DescribeContact API, #R 0] LUK B £R future RVIZBR T HI |
ARMRBFZARENE R IZR S ESEBLBREHENEME startTime MendTimeEIREIR
4. visibilityStartTime visibilityEndTime MREIBIZBEUCH I EFPEESR future BIBILS
A, BB &R EEETSHEIB 30 *’)‘o MREUHABB A NS EHMERRE  BUENBBATESELS
M. MEBUEIE ANGFHRER , 5528 : Ground Station FAQs,

EREENEMERE

S EFE MRS B B EEER AWS Ground Station B 2 &2k 7] i%E 18 M0 = B fESR#E
Hl, GetSatelliteListSatellitesiEME S EZ A REERMEEFRANERRN TEE. LEBTHEBEER
FEFURBRREBNBEERERB R TR, AWS Ground Station

HREEBE R ITEsourceMF B, epochiEepoch@RAZHEN HWERTHENFNR , TBRE
TERARTEFHENEIT,
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https://docs.aws.amazon.com/general/latest/gr/gs.html
https://docs.aws.amazon.com/general/latest/gr/gs.html
https://www.space-track.org/
https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://aws.amazon.com/ground-station/faqs/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
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Bi]EFMsource@® , "CUSTOMER_PROVIDED" B & &MU P L EM — BB, ephemerisIdit
ME—R B A EBEEEMERE, DescribeEphemerisilR#E AWS Ground Station EiB B L8]
ZEERERERE , AlgEEEAnane L, CreateEphemeris

EENERERXE  EFZHBAETEH , AWS Ground Station AL RENEER R EERAREHANER

TRER, API

FEHESZEBNE EGetSatelliteEEE I

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-06dbfc2dl14a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 8888888888

HGetSatellite A BT EEMNEEZH

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"
1,
"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"name": "My Ephemeris"

EHATEREBNEEGetSatelliteEE Al
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
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ERAFERERER

ERLEBITERENE  cRERXREAEMARIBNVTEREREM L. AWS Ground Station AWS
Ground Station EFHAIRERA. REBPNEFERUENEERYMHER 2 , TEBXXEHAEREE.
AWS Ground Station tt A% HEBEEFIRENEERDHFENEEA  BMEEXTHEE &

B ANHERER BN,

EREINMRENZENEERE , EEEHITUTREZ—:

- MER (£ DeleteEphemeris) S (£ UpdateEphemeris) Fif 8 B R 2 & F IR 198 EIh AL,
BALUERIEEFIRMENEEERSEEEY, ListEphemerides
- EEFMEREEFRUNEEEEEIM,

BA LUEIB I GetSatellite W HEREA E @ REF B fisourceMEBRE A , REZREEHAERERL

EfEH. SPACE_TRACKEEZH , LEREERERNSEBARGRERNEZEA.
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
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AWS Ground Station EREER
o JZ5
R

AWS Ground Station fiF E"%*ﬂé%ﬁﬁﬁ‘ﬁlﬁﬁ%%uwuﬁ&ﬁ BRREEYIE, SEGHBE

RHEHBHEENEERT. A THRAEEAMS , FFRBantenna-downlinkZ]. s3-recording
Zantenna-downlink & ¥R KR BEAGRE LERNSEMNSFREN AL DY FEE, s3-
recordingRRMBWEAERAEETFTHE SIS FITENEES Y, EENERNREREBENR
%, BBt RF ERERL ERHEIAE S3 RETR.

EENEIBERD , ZALAIRTSHBERUAREENER, UTEHRP\UAREERBFERANEM
AWSHER , AWS Ground Station jfhf {ZRERANESR. FREEATHITASINFMENR , 2
RERBHRARGRHHENEZEHH , FSHConfig.
FHE
« AWS Ground Station EXFEHE
- FABRSEREERE
-RENEE
- VPC-EREMNMAEE
« EC2-FRENEE

AWS Ground Station R EZE E

Fﬁl&%ﬁl%umﬂ’]#%E&%#%HS&RHA%{%WE’J%iﬁo BERANFAENSEENEE LFHBREHS
s ATHERASEENREREMEANEN,
o RIBETIT
- (AE/RA 54MHz) ERIELL VITA-49 FAsEERIP XX,
. (88 greater-than-or-equal-Z 54MHz) ER& L AWS Ground Station 7 2 H3HE R Eix,

+ antenna-downlink-demod-decode

- BRUER/MITNER /1P KABIEIEX.
« R EITHEER

- BRLAL VITA-49 FFHRER /IP KA HSEE,
« antenna-uplink-echo

« BERLLVITA-49 FAsEER /IP KA FHSEIE,

AWS Ground Station & FE AN E 52


https://www.vita.com/Standards
https://www.vita.com/Standards
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AWS Ground Station Jp—
A B REERMEE

AWS Ground Station ¥ [& 18] & FHEE Th 88 7] F A B A4S B B I KIFEX ZF 4 AWS Ground
Station X EHWAWSIEE, Jai%xj‘xi&‘ﬂk’(fﬁ AWSEF P#ERWERLEE | ¥ AWS Ground
Station L B E B ANEMABHERBIB A

£ Amazon S3 fFEFITR P EINERE SR | B AIEMA AWS Ground Station X E M [EiF A BE
HERRZF. AWS Ground Station A EEBERARNAHE.

EC2i%i® AWS Ground Station X ERER &5 [E 15 E REIX E Amazon , AIFEFTEE antenna-to-
destination HfEH., WERETTEH —WEHRE  BFEERHE,

Ik 78 , IE T REFHEC2HEAER RIERMAE EFHEREAZE Amazon, antenna-to-destination

- XERZ (HBZM) BT (us-east-2) EXEIFEER (REM) [EiE (us-west-2)
- XEIFES (REM) EiF (us-west-2) EXEREP (HXZB) Bl (us-east-2)

EECEABRBERRKRSE Amazon EC2 #1T{ERE , X EAELBNESRFELERERE |
B dataflow-endpoint-config#4 2818 EE 4 E FIAWS [E 1T .

TREATEERSEMEENIAER , FHARAXENEARIAT K.

B A RiRE WEEiT
Amazon S3 BRI+ FrE E AB AWS Ground ATEAWS Ground Station tth [E

Station &

AWS Ground Station Amazon  FFEE AE AWS Ground FTAAWS Ground Station #t[&
FHIRIE EC2 Station {7 &

Amazon K& R w2 * EXEIRE (Hx%H) B (us- XEIRE (REM) B (us-
EC2 east-2) west-2)

XEIRE (REM) B (us- EBIRE (% R) BE (us-

west-2) east-2)

* K5I HEY E M antenna-to-destination [EIHFE E4F % Amazon EC2 FEXE&ERE
<aws-groundstation@amazon.com> B2 FIBHELERARR A,

.
i
=

EAEREHERMEE 53


https://docs.aws.amazon.com/general/latest/gr/gs.html
https://docs.aws.amazon.com/general/latest/gr/gs.html
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S3-EXIEMELIE

A AR A Amazon S3 FEME A AWS Ground StationiZW T1THER{E%E., EEE T B S3 2
$RERE | BAAEBESMISE Amazon S3 RFEETBMRESERE ARFEEE AWS Ground Station B9
IAMA &,

Amazon S3 # & Configfk Amazon S3 EFETEE. IAMAE® AWS Ground Station #HREE 7 IR
%, FE2HE.

VPC-EREMEL &

RETEEEED T A EMNEE, VPCERRATHE , F2EMBAWSVPCFERM,

EAXREH | IR T BB Amazon EC2 MBUIE AR IR UM E. VPC AWS Ground Station F X6 EEIF
TN ZEEER- AT S AR L DI EEEWRES, EC2CEMEMFPENRE—EC2iZKES , BB
FREWRSHEDHEE. ERESERENNTERFIVPC , E5 Fvﬂﬁl!ﬁ]ﬁci%ﬁ;’i*ﬁ@ﬂﬁo

S3-EREMELE 54


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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VPCElE B AWS Ground Station £

Region AWS Ground Station

Elastic Metwork Interface

H’ Security |

Elastic IP group
Private subnet
m EC2 instance
AWS Ground Station
Agent

EHNEEESHSRMEB NN KEMIIN AWS Ground Station Agent #11T{E ., AWS Ground Station

RERRXE9,TER  ABEHEEEN AWS KMS £8ImMBENER., BEKREHRSRAWSHERE
B RR KR EE BB Amazon EC2 B IP (EIP), ERIEE B MNA EC2 Amazon EC2 SEM B
SE (ENI) XELNBTER. EHTEC2ER LHITHR , TEH AWS Ground Station Agent Ef# %

VPCELEE AWS Ground Station X2 55


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html

AWS Ground Station EREER

BHER , APITRIEERIEE (FEC) MEREMERNER , AR EBTELAEREFIEEN IP
MEEIE,

THFEESF|HERE AWS Ground Station AEE N EERFHVPCIH—REEESHE,

T UEBA-BEEREEM AWS Ground Station REFAN LTS MEHE, LTS MBEEANE

£ Dataflow B & RIS EMN M EERZEHEANUDPE ARE. AWS Ground Station ## AWS-
managed BIfRSIR , ASEHRERR & AE AWS Ground Station IP ik, T IAER B EE K FF
HMER , FSBAWSE B PrefixListld# #1 B 5B E.

EMAERAE EN)-BEES L RZSBHEBENETREE  ENYSEREBEEEZN LA FRKH,
T % CloudFormation #i4s /R &5 aN A 22 37 AN EIFTIR A BB R,

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc'

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress."

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation

VPCHELEE AWS Ground Station X2 56


https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html

AWS Ground Station EREER

Properties:
AllocationId:
Fn::GetAtt: [ ReceiveInstanceEIP, AllocationId ]
NetworkInterfaceld:
Ref: InstanceNetworkInterface

VPC{E i B R A2 i 26 1

i F Region AWS Ground Station
I:Fitj
Private subnet Private subnet

E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

4 A 4

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

LZHEEENSRERKEERRNERRFRIEAERIHTER, A%, ERGEBEIRS Amazon
EC2 SRS mE (ENI) f8VPCHEE & AWS Ground Stationf8i%, A% , BIRBIBENIF MNEZRH
Amazon EC2 BHIZEEZRMWEC2EHl, A% , CRENENRBEREEARXSRHEFTIEERTE
RIEERN IP FMEEE, TERSRELRENR@ER,

THFEESH T REERRMEERVPCHBREREEZR,

IAMA &-IAM &2 E R — , FEERNEERY. AREBIABIIRFENIYGEEEE
AWS Ground Station Amazon EC2 $M‘T1I EHNIAMA &,

VPCERERRERMETEE 57


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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T4 1- b RS EMMNBIENIAS EREIRS B Amazon EC2 ESIMHEE. CEEAHRERSMEE
2 FUDPR & 7 848 E KV B #%1E L dataflow-endpoint-group.

SEMEREAE (EN) 1-EFESTEMEE 1 BBV ER | ENXESEREE FHEEG.

ZEMFE 2-kEEMBEEE "TENRRH ) PR, hEEUBEEMINZE AWS Ground Station
HRENIREE R RABIIREN LTS HEE,

Ef-NFERIERERINFEET  F2EEAEEGERNEER

T %1 CloudFormation €875 7R €8 4NaI 2 3 AN EFFR By B R 45 48

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
Vpcld: YourVpcIld

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:

GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the

10/8 range."

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

VPCERERRERMETEE 58



AWS Ground Station EREER
EC2-5R EMELIE

FEFHERTEEC2HTER , T ZBREEARNER RiRHEIE VITA VITA -49 Sign/IP RIS -49
HEEHRER /IP RIS EIE, AWS Ground Station RZKBEERTME , BRI NEZEHERBBITEC2
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ERTENES.

ERRMOBEERNES , FSMAVS BB HEN,
REARE R

AWS Ground Station 12 —fiXE 8 , BRERREEC2HTEE,

AWS Ground Station %38

AWS Ground Station XX SZW Sy P48 (DigIF) TTEEER  YRHEZNER , UBAT
5IThae -

« 1% 40 MHz % 400 $EEMHz# T1THEEREE N

- BIER, KB H DigIF ERMEEZMR ENEALHE IP (AWSHEMY IP), AWS
- EABEAUE (FEC ) RN ERER,

- FAEFEEN AWS KMS £#ETNE , BRREJEER S,

MEFHMER , F2BAWS Ground Station {RIEERFHIEE.

ERRimRERRER

AMRTE AWS Ground Station X#R{ZE 1 Amazon EC2 1T {E 88 = RS &% Mz & B e Bt B rE B 2
No AWS Ground Station © 1] AR LT8R T 178

HEERBEIRE (SDR)

—ERRERNERE (SDR) , TARNAR/MEHARANEREFHEEAN AR,

AWS Ground Station Amazon #23E % ( AMIs )

BTRALELERENEBENE B , AWS Ground Station B2t T A LEEBEAMIsH, FHAMIs
BRARBREEREAEIANZEESNERE (SDR) JELHNEATREBIREHB GRS, P

EC2-EMEE 59


https://aws.amazon.com/service-terms
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug

AWS Ground Station EREER

LA7E Amazon EC2 #24#|& & 2@IBEFA Amazon HEESIRGHIE &ML ( AMIs ) » AMISEE AWS

Ground Station XE 225K , TLUEBELH Amazon #2515 ( AMIs ) I R i 5 7E Amazon
EC2 ZHlaH KR,

AWS Ground Station Amazon #23E1& ( AMIs ) 60


https://console.aws.amazon.com/ec2/home?#Images:visibility=private;search=groundstation;sort=imageName
https://console.aws.amazon.com/ec2/home?#Images:visibility=public-images;search=groundstation;sort=imageName
https://console.aws.amazon.com/ec2/home?#Images:visibility=public-images;search=groundstation;sort=imageName

AWS Ground Station EREER

PN

A LAE A AWS Ground Station 12| S B ABEER. BAXRBRUE, BAUARZHMBFHENXE
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Rl PEEBER, FAEEAN IEEE , IR AERESHHBRKINBNEE.
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SRANMEBBIATNEME. B TEDBERNBDESFTINEE
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- B AWS Step Functions R RE#
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» WA Lambda E® , BRIRFHIREE EH BT Amazon EC2 #TEER A REI MF 1L,

- BEBMBAMREENHKEME Amazon SNS £E, ELEFEAREAEHERBIEREFHE T
BHEEA,

MEFFMEN , 5528 Amazon EventBridge B4 F R & B,
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® Note
AWSGround Station B E4XWFIEEHEE "aws.ground 351 EA "RIRL WE,
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Ground Station X EBHE NIREREEH, ERRGHFHESESH , UREKREBEEH, UTH
HRHAESERENFEEN.
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RITENFRER , F2RBEA LS, ERAPEANEAERRBRFEABE - ABINEHS , E
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MREEBEEARBIRNBEASERERBTHERE , ZULUBRERAREBHTHEE, WRE
ERRBERESTFNMEREERN , EEAXMEEEELY, NRREERREELZEMER , (R
1S AR EIERE R contactPrePassDurationSeconds# contactPostPassDurationSeconds, EH&E
EERBRREERNES,

THREHT —EREIEH+.

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-
west-2:123456789012:contact/11111111-1111-1111-1111-111111112111"
1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
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"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-112121-1211112121111211211",
"contactStatus": "PASS"

1,
"account": "123456789012"

7Y O] BE{E 1£ A E Hthe section called “AWS Ground Station B4 AAKEE”, contactStatus

Ground Station BRI AR BEEREEE

NMRABEFAERNRBRMFEARBZVENRTENEE , EUUERE RAULBBHHT
LEE, ERERATUEIEEERREREFHEREBERHTIRANEE, NREBVEEK
FELEHNBEEE  FFEHEAETREcontactPrePassDurationSeconds {9 & 57 i 2 B
#8, contactPostPassDurationSecondsit B4 EEEE R RERHAFEN EE,

AT R 8861,

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb09",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd10f-f2bc-479c-bf7d-55644737fb09",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",

BBEE4REXR 68


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html#groundstation-CreateDataflowEndpointGroup-request-contactPrePassDurationSeconds
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html#groundstation-CreateDataflowEndpointGroup-request-contactPostPassDurationSeconds

AWS Ground Station EREER

"dataflowEndpointGroupState": "PREPASS"

1,
"account": "123456789012"

dataflowEndpointGroupState FJEERVARRE R HE PREPASS, PASS. POSTPASS Hl COMPLETED,

EESEH

Ground Station 2B RESTE

MREREHEEBFEEREKATEE , EUNURERNREBHTIHEE, ETRERNTTIRANEHE
ROREFSEMRE, fly , EUNEEBCETHREFATENE , RECKTHBE. ENABLEDE
BLEANBARKEER LERBEIRME,

AT R &8 6,

{

"id": "7bf73129-1428-4cd3-a780-95db273d1602",

"detail-type": "Ground Station Ephemeris State Change",

"source": "aws.groundstation",

"account": "123456789012",

"time": "2019-12-03T21:29:54Z",

"region": "us-west-2",

"resources": [

"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",

"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-bcccca®05000",

1,

"detail": {

"ephemerisStatus": "ENABLED",

"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",

"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cabd50ec"

}

}

Al REMY IR BBephemerisStatus @
$EENABLEDVALIDATING, . INVALID, ERROR, DISABLED., EXPIRED
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- BEREABHHEM AWS RBERE.

MEFHMER , 52 B CloudTrail userldentity T3,

B AWS Ground Station 52 84E 18 B

iﬁﬁ;’i% BEE  ESHLEFENEREEREIEEMN Amazon S3 #FEr ., CloudTrail FC&#&#E
S—ZEE&KIER, E#ﬁﬁ%ﬁ&ﬁiﬁ)ﬁﬂ’ﬂ —BR , SEEBBERNRE , B/E B MK

,naﬂiﬁiﬁl%h%o CloudTrail BFEMXH TR AHAPIFAANERFRHERRER , AEEMTELUMEMS
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T 5 & HIFE R ~EReserveContactE¥ER CloudTrail EL#ER .

&3] : ReserveContact

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/Alice",
"accountId": "123456789012",

"userName": "Alice"
}
}
},
"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",
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"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
},
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
.
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"
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ERAEER

BE EEHE
SymbolTimingRecove $5l , Config, Satelliteld
ry_Locked

SymbolTimingRecove 7l , Config, Satelliteld

ry_OffsetSymbolRate

AR ER S AWS Ground Station ?

& o] LAfE B T Bl #E E EFE AWS Ground Station E$l.

DU
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fhETRF SRR R
BEAFIRAT R
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B, ERHZE
#BRMUMAZEM
MRERRM 2 E
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BalEm.

B : fFR/

Category e TR R

Channel SEBENEEEZE—. =, | (FH) M Q (EX).

Config R TTHBEREBEE am.

Polarization SEEENEIIELHCP ( ZABEERIE ) X
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SatelliteId FEMRER ID 22 BHEE AARNKE 2 RBRER.
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B8 BE

BEBFERR K FELIEREAESRENTERENEE. TRIERNZE  BEPHNEEE
EHeRE8E 3 IREARNERABYER., KB 3 /NEFNEEE , BN ERIR CloudWatch 15
REABSENEN., IRCEEESVIAEER LRAEE , ERRERIEREN 3 NFAKIER
&H, B HEHREE CloudWatch 15Tz 5. WFEHERI CloudWatch (REMWFFHEF , 752B Amazon
CloudWatch #i2-1EERE.

b5k, BT 60 WAFMEBMEAERSTIELSRUELEAERERNESA  MATERFTEETR. A7
REEEZNER , BREZ 60 VIBERERRESR.

Pass Metrics 2020-03-16 (20:23:00) - 2020-03-16 (20:34:11) Line + | Actions ~ Zhil o)
dBm Bit/Block Error Rate
274 1
13.2 0.5
. /A\ m .
20:23 20:24 20:24 20:25 20:25 20:26 20:26 20:27 20:27 20:28 20:28 20:29 2029 20:30 20:30 20:31 20:31 20:32 20:32 20:33 20:33 20:34 20:34
@ | RHCP Es/NO I LHCP Es/NO QRHCP Es/NO @ QLHCP Es/NO @ One RHCP BitErrorRate @ One RHCP BlockErrorRate @ One LHCP BitErrorRate @ One LHCP BlockErorRate Twa RHCP BitErrorRate

@ Two RHCP BlockErrorRate Two LHCP BitErrorRate Two LHCP BlockErrorRate

All metrics Graphed metrics (12) Graph options Source
All > Groundstation > Channel, Polarization, Satelliteld | Q Search for any metric, dimension or resource id Graph search

MEFETEE AWS Ground Station EEEFHFFMEEA CloudWatch , iEZREREEEF,

£/ TRERRER

1. BB CloudWatch £ &,
2. EEEHEKRP | BEE BE,
3. i%&# GroundStation #p & ZE 8],

All metrics Graphed metrics Graph options Source

Q Search for any metric, dimension or resource id

157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage
26 Metrics 2 Metrics 3 Metrics

4, ENERENEEHE (Hlwn , BE. &L, Satelliteld),
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/graph_metrics.html
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All metrics Graphed metrics Graph options Source

All > GroundStation = Q, Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics

5. Al metrics (FTAHER) R3IFREF| R ZHPRMENFEER. BUUITTINMEE

a. HERERKRIF , BFEAEWERE.

b. FERREEREF A FENHESEEMEABYZNAR, FERNMAEE  FENRKEET
PR BE T SR

c. BEMKRERENE  HEEER ID, R%EEE Add to search (FTIEEEE),
d. BEMKRIEEZENHE 6 HEEREEZEEE , REEE Add to search (I EES),

EEFRAMRREE AWS CLI

1. HIRAWSCLI BRE., MFERBRENEF AWS CLI, F2ELEAWSCLIRZA 2,

2. fERMget-metric-data FAEERR , B UBUARERUEECREBNESE K RRAREHE
LEE, CloudWatch CLI

EMENE—F , BTULT®HS : aws cloudwatch get-metric-data --generate-cli-
skeleton, EMELEBELRUTRAENGEL

{
"MetricDataQueries": [
{
"Id": ",
"MetricStat": {
"Metric": {

"Namespace": "",
"MetricName": ""
"Dimensions": [
{
"Name": "",
"Value": ""

’
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https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-data.html
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]

.

"Period": 0,

"Stat": "",

"Unit": "Seconds"
.
"Expression": "",
"Label": "",

"ReturnData": true,

"Period": 0,

"AccountId": ""

1,

"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",
"ScanBy": "TimestampDescending",
"MaxDatapoints": @,
"LabelOptions": {

"Timezone":

3. #ITHYIERAM CloudWatch BIE#Raws cloudwatch list-metrics,

R BT FE B AWS Ground Station , %A EEZ RO U TIHREMNEY -

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
},
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeeeeeeee"

}

iy
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(® Note
HABRS| CloudWatch , TR B EXEAEESHEIB 2 3 AWS Ground Station , BI&
ZEFHREVHEERKE  UEEEEGEZEHATSHREEIBNHEE, AWS/
GroundStation#lZE CloudWatch FREIMGFMEER , B8 A UHANAIERZR

4, EREELSTR2PEINISONER , USSR 3 FWME[E , KSatelliteldRE
EPolarizationH®MIMSEE, I , BHESEFHStartTime, FEndTimeELARF S IEHYELE
Ao ﬁ“ﬂﬂ .

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
eeeeeeeeeeee"
b
{
"Name": "Polarization",
"Value": "RHCP"
}
]
b
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
b
"Label": "ReceivedPowerExample",
"ReturnData": true
}
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1,
"StartTime": "2024-02-08T00:00:00",

"EndTime": "2024-04-09T00:00:00"

(@ Note

AWS Ground Station 1R1BE1E , 5 1 3l 60 &M —XIEE, MRPeriodBHENR
BFENZGE 6 If2EEEE,

5. aws cloudwatch get-metric-dataffAELHTRPEINERERINIT. UATRMEESH,

aws cloudwatch get-metric-data --cli-input-json file://
<nameOfConfigurationFileCreatedInStep2>.json

EESHEABRETHNIFERRZ —218H%. UTRME AWS Ground Station £ E 1y H 2541,

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

1,

"Messages": []
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h Y Z 4% AWS Ground Station

EL2 AWS BRENELER. BRAAWS BF , BZZIHENERPONFERERE K EARERHRL
SMEBNERMITE, AWSEHBERZLMNTEMMEE , HHEERZL2MER, ELTEMN
DI ERReM, HEEE, FIESINENLZ2M,

5 A BF AWS Ground Station , ZfIR BB EF/ERRKIEEK L ENE end-to-end 1%, AWSAPIsA R
RBUHBASMBNERRE, NESE AWS Z2MNFEAEA , F2EBAWSEZEHEENTARE.

R EA TR T BMAREERN B,

FE

 H9 Identity and Access Management AWS Ground Station
« AWS ZEEMBE AWS Ground Station

« #¥f Ground Station A A RKERZAE

« BEEE R INE AWS Ground Station

- BRHBENERMNZE AWS Ground Station

B Identity and Access Management AWS Ground Station

AWS ldentity and Access Management (IAM) AT BB R EEE R £t H AWS ERFEHE, AWS
RS IAME IR S 125G A LABRRE ( Bé% ) MR ( BHER ) £/8 AWS Ground Station EiR. IAMZE
AWS BR# AT EFEAH

£}

- ntt

- ERS DRI

- ERABRKEEFIE

« 0{a AWS Ground Station £/ IAM

- UE5#EEAERA R A5 AWS Ground Station

« ZREEHEAE AWS Ground Station & % #117ER
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cZhes

REn{aE A AWS Identity and Access Management ( 1AM ) RE , EEEURRIRIE#H T/E AWS
Ground Station,

fRIEERAE — WREMEA AWS Ground Station FRIEETIIE , AIEEEEATIRMUMENEENE
R, ERFEMAESZ AWS Ground Station ZHEERTR TR , BUEEEHMER, THEFINEERR
XA RO EEEREREBNT. HEEEFE AWS Ground Station I EIHIHEE | FFSE S8
PEfE AWS Ground Station & % FEHL

BREEEE — WREA S\ FH AWS Ground Station &R , 18 7] sE#EHE TR/ ZHUE AWS Ground
Station. RE K RIS & EZEEHL AWS Ground Station THEEMERREN T, RE , &
HEMAMEEERRFER , THEBEREKFEAENER. REHEER LNER , UBERHNELES
IAM, ZEERABRMBELNTMMIAMBEFEH AWS Ground Station , 3528 &1 AWS Ground Station
£/ 1AM,

IAMRHEEES — NIRERIAMRKEES , U ERBRNARSRAIRERFIENFHENR
AWS Ground Station, & E#R A1+ H AWS Ground Station #i&BI B R AIZEHIAM , FSE. LA
SRR AERARAIEH AWS Ground Station

e & 2 B

BRBREAWS FHESRBEANAR . BHALUNAMERE &2 REBRIAMARRERF (A
AWS), AWS tIRFERERE

B LA REIR AWS B2 B3I RIRERNFER , UBESE 2R F22E A, AWS IAM Identity
Center IAMB ZEBIH L) FHE. ERRNE—ZARE , UREMN Google = Facebook FRFEE =
BEGoRBANES, ERURBEEsBEAR , ENEEEXEFERAIAMAGRERES G 2E. &
848 AWS FIRIBEEEE  SEREEEAR,

BRIBENFEREER | & LL% A AWS Management Console 5, AWS LA O#L, MEFEZEA
HEEEE AWS |, FF2B (AWS A FHIEE) AWS RE S H & A BN,

WMRIE AWS BIERRFTAAFE , 5 AWS RHEBRBEN (SDK) Mas w3 E (CLI) , AERE
MRFURBREZFSABRBLNER, MREFER AWS TR | AIXFHITHEEER, NFEARS
MAZBTHESERVFMENR , F2RERIAMEIEETHNEE AWS APIZX,

EREERAES SRS L CUEDEERHENNZTLMEN. 0, AWS EREBFERZE
EZERE (MFA) REMEFNZEME, EERAERE , F2BFEHAWS IAM Identity Center Egm
NWZEEZRJ[BMEAZEEZERE (MFA) AWSH ERIAME SR,
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AWS IRF RERE

BB AWSIRE , SR —BEASG HR , RSP TSEEERKIRFHRNMEER AWS R
MER, LESTEA AWSIRFE root A% , IEBFERALARENRSNE FEA U NBRBEEA

REFEW, EIEBRETEURCEAEREREEK. RBLZVREAERE , LEEARSTRER

BEAERTHER. WEFTEL U oot FRES S BEANTEIHEEE #2808 (ERER) $H
(EE root FRHERENIAMIE) .

BE 55

REFEZRERABERE (CRFERREESFIENERE) ARSI EFRMENER , X
REEA RS AERETFE AWS R .

BEEoRIRERECEFEAEEHENFERE, Web B0HEBIIRMHE. Identity Center B , SHER
BB 5 o BRI AR EREETFE AWS IR BEMEAE. AWS Directory Service[d BB & % 77
B AWS 1RE | ifigREAE K mARARMEBERRE,

HREFXEFEREEE , RPEZREMEA AWS IAM Identity Center, T ELTE IAM Identity Center #

BUFEAENEE U ERYRSELE S oBAIRKERN —EAEAENGE , LEEMEER
EX AWS IRF MEAEATER. MEIAME 5 BB P ONMEEER , F2REIAME L F O R4 ?

£ {AWS IAM Identity Center SEF &) F,

IAM {5 FA & F 4

IAMERERERETNE D , B AWSIRF BE-ASTEARANBERR, EURNIERT , HF
BREANERREAEN K MAZEVEARYRRE FINEBNFIRER) NAMERE, T8 , IR
LR EEARFIZTECEAAMENRPER  ERLHMENSR, MFFHAER 720 (EAE
M) T8 "IAMES@REFNREER ) ARETERMEENERAREM.

IAMEHERIEEIAMEREE SN T ORA. SEEURESDEE, SUUEARER-RB/ZEE
RBEEN, HETEREEAEFAEFTNEFESERAR S, flU , BALUBE —E& /N
8, IAMAdmins IR EBZEEEERIAMERIVER.

FRERAGTE. ERERARE—ASIEACIRIME  CACHENREHRIAEETHA
SmiE. EREREXANEDER EACERHENER. STRESES  #28 (AMAFE
B) hWAIRAS (MAEAE ) HIAMER,

IAM& &

IAMBERE AWS tkF PEFREERN M. SELRAIAMFE | ETESEASHEBE. &7
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APERZEA BRI RBEABURL. NERBEAAGHENFRENR K F2H (ERAER) T8
IAM (EAIAMAE) .

IAMEEBRRZENABETIBERTRER

- BEBHFERAEFN — UFEABE I PERSTT , FEIAG , YTAABERT Y. EHESIIH
TEIREHN , ZF-7SHACELBN K UERTHACERNTT. NEBHSACKWMEREENR ,
B2l (ERERE) P (BuE=5F5#BRBEAVENAG) . MREEAIAME 2 &8+
O, IFEEREERE, ATERHS2BIEZTUFERAPANIAME |, IAMIdentity Center EASHERE
A A EEEE. WEEErUENENR , F2E AWS IAM Identity Center A E ISR HYFT AT

=3

ZI<o

- TRIAMEREER — IAM ERERHETUREREBAVMESE | EREEHE TENTEER.

- BIRFEFHN — S AERIAMARRHTRKRFFHEEA (REENER) FRERFFHER.
AEERTEIRFEFIENTIELSRN, BR  BRELRE AWS R , B LUE R ERNINEE
B ((MTAREAAEEARE ), sERRBIRFFIACEIERAERNBRZANEZER A F2
B {IAMERER) IAMF R (BIRHFEFRFED -

- BIRIEEHE — B AWS R FEAEM AWS RIEIhae, Flm , EEREREHBITERER , ZRKE
BEEE Amazon FHTEARBREC2H AV HFHNTE Amazon S3 1, AR AT s F I 0U 3= 48 AV
A, FARKACEMEAREERLACRHTIVESE,

- HEEMITERER (FAS) — ESERAERAIAMERAGBIHATHNEER AWS , BERAEAETSHE
., ERARLERKE  SURSATEEDE , EMETEARBHRE S —EBE. FASEERE
SHEEWUAER AWS R , WHESER AWS BRI [ THEREZHER, FASREERBKWE
FREHM AWS R BREB T RITRNFERE , TEHHFR. ERIERLT , ELAEFY
ITEMEERENFTT. BBRHFASERBNEKFMEE K F2REXFBEHE.

- BBAE — BBEAAVERBBAREGHITEENSE. IAMEESWUREPEM, S IMMER
BHACIAM. WFFHMBEF , F2HE (AMERER) AWS BFHHE L A B EREIRE

- BREREAE — RBERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEERNELENT , AWS IRF BEBRBRBEFRE. IAMEES A LeR (BEERERKER
fA8) R,

« ¥ Amazon L#THIEAER EC2 — B MERIAMBEREEEHTER LEC2HMITHERARER
LA B AWS CLI 3 AWS APIGERIVIRIFEAE R, ELLEEC2EHIPFRMEZRRET. BE
1% AWS BeiERGEC2HTERYRAFIERAEMEER , BRI MEATERNITER
REE. ITERREESSAC , TRATERB LEC2ZHTHNEANMSHREEAEN, NEFME
#, FSREREEETNERIAMA BEFT I REHE Amazon EC2 #{TEE L HTHEIAMARE
o
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BUSONS# TR fte e, MBEAMISONRA X HREBRATHEMES  BSH (AMEMIE
R) thi9EBEE. JSON

EE ST LER AWS JSONKREERIEEH AT AT EAR, B2 , WEEEBE T ERG T
AT EERANITHEEE.

HERBERT , ERENACRBHT. EEZREEAEHMEERNTEFENER , IAMEESTLE
VIAMEH, AR K RRERSTLEIAMRRIHEEAE®  £AETUREELAE,

IAMRRISEEREENER , THREARMITEENTERM, Fl0 , BRREE—EARFF
iam:GetRole BIEMVER. EBZRBIMMERE TLLE AWS Management Console AWS CLI, ZHEX
BSABEN AWS AP,

BoBEER

LG 2 BRI AERNRA R E LM INES 585 (FIMERE, ERIAMERFERAR) BHISONHER
RIS, BEBER AR & 0 E AR RG T WML RMTILEIE, BB NIRIS 5B
AAERNER  F2H (AMERKERE) #1 (BILIAMER) .

BoBERRATE- SO ERARBRAZERR, ARBREEZARINE—FHE, FEAIAR, 2
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HTHITHEME, FXAEEEREBEFEELE. FSHEHETUSERSE, £HE. A, AEBEER
£, AWS IRIE
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ERAEPBRBVAZBRBEFHARBEK, BEEZEAEFRSERNREIAMPBER AWS EH K,

FERFIFE (ACLs)

FEUEFIEE (ACLs) 2HMEEBRE (IRFKE, FHERAR) EAFNERNVER. ACLsER
RUERSERVRRE , #ATFTEHISONBERIHER,

Amazon S3 1 Amazon VPC R X RIEHN RHIACLs, AWS WAFE E#—F5 7 fEACLs , ;526
Amazon BERTFREFMZASEEPHNEFEURHIEE (ACL) B8,

HBUREE

T

AWS XEHMBFAERNFEAEE, EERREHTRERE RBRREER T ENKEAFFT,

- ERFR — BRARE—HEMIIE , BAUUEEPRENS 2B AERN R TREGIAME
B (AMERERAG) NEAER. BUTNREERREFIRR. MEENFIEREENS2EHK
RMEFFARROIRE, 84 Principal MU EEEAENACHEREBRAUATEZIFFAIR
PREE®l, FRIAEEERPHARIEENRSERRA AN, NFEREERARNFEES , F268H (AM
EFER) FRIAMERERALR.

- PRIEIEFIZKEE (SCPs) — SCPs RIEE FEMAME (OU) R ARERAISONKEE AWS
Organizations. AWS Organizations  — AR 7 EMEFEE L HEME AWS tRF B ZE
fR#%. tMRERAMBEBTHRMEINGE , B LUEIREIEHIKEE (SCPs) ERELNEMRAER
F. SCPRREIKEIRFHERNER , IESEIRF AWS t(RFREMAE., WEHEI Organizations
KIS EFASCPs , 552 BAWS Organizations £ H 5™ P H RIGEHIFE A,

- THEMEBE - TERRBERR-BERBX , Sl EBREE N NBEYACHBMEEA
ENERTFEERE , FRSUEE, MELATFRRNFISRERAEIACH ST EBRMITE
FERBERIRE, FFARAUREEREBKR. MEEEBRTHAREENSERA L. NFHF
HMER , FSRIAMERErR Y TEREEREA,

ZREBRER

HEZERRERERIFRE  HEREANAUEEAEMR, EMHBELIER, TERENMAESRS
BERAERE AWS RERBAMER , F2RIAMERERE P FEAFHEEE,
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IAMZ AT LA B2 55 A B Th 8E AWS Ground Station

|AM 44 AWS Ground Station 3 #
o BBEE =
ERBBE e
BRB =
BRER =
BUR IR R RBHE) =
ACLs )
ABAC(K K I ER) =
TR RE =
e i) =
REAE B
RBEEAE B
EERABMBEM AWS IRF 20/ AWS Ground Station B KEB IAMINBERELER |, FSBIAMEEHR

EIEFEIAMAP R ERAWS BRI,
LB 7m#E R AEEFEA AWS Ground Station
TESPHBEK: 2
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groundstation

BEEE-RRAXPEESEEE , FRERD R,

"Action": [
"groundstation:actionl",
"groundstation:action2"

]
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VEEAG  FREVIUARTELAR,
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« f£/ IAM Access Analyzer BB SR RIAME] | SRR Z £ M REMERI PR — IAM Access Analyzer
SRBHMOMBEWERL , UERIEBIAMERZES (JSON) MIAMREMZE, IAMAccess
Analyzer 12 fiti#i8 100 HRRIRENATHER , HELRERLBREERENRE, MEFEE
A, FSERIAMEIAMABIEEFHNEFRS e RAIRE.

- FEZSHEBE (MFA) — NREHNRFIZEFAMAEZESR root FHE AWS 1RF | FBRBUAIESE
AMFARZ 2, ZEREFUAPHEEMFAREZE , FERAPHEMFAGYE., MEFHMAEHR  F2
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MEARFREEEINFAEAIAM , F2HE (AMERERE) IAMFH "Z2MHEEE .
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B4 AWS R F. AWS Ground Station RGBT L HEAKEHFATEBRBN S 2 EBEK , AIHREEX
HRNERE ERENAR) NS , TRAEMNBRNERER,

BAEEARYE AWS CLI SiBTERENEREATRIETIEEER AWS APl, MERAKFFEIRRS
M E BT 2APIEEH B E,

EERARERAENARDITFER AWS Ground Station 384 |, RIS AWS Ground Station
ConsoleAccess@FReadOnly AWS EERRAIMMEER. MFFHMEENR , F20E (EAER)
F R GEEREHESIAMERE)

RFFERAERAMMAECHFTT
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

.
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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FERATHERT G ERE RIS EEAMIFTELIERA AWS Ground Station & EEIREIAM,
e
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o REEFEHIT iam ; PassRole
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EffAmateojacksonAMEBE ERFERA R ERWREEny -example-widget ETRMFFHER , B
RAEE®EMNgroundstation: GetWidget R | &4+ TSI HISHER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
groundstation:GetWidget on resource: my-example-widget

FEURBERT , BAFEH mateojackson EAFEWEHR , AFFEM groundstation: GetWidget B
EZE my-example-widget &R,

MREBEEWGE , FREEN AWS EEE, FHNEEESREBENEKXERE.
REBEEHIT iam : PassRole

MREBUREEERS | SHEBKREREHHIT iam: PassRole B , BHEBELEEH , A ABRER
# AWS Ground Station,

BE AWS B# A ESREACEEGEBRE K MAREBRYFNEBEXALIRBEEAE, NFEH
TR , L ARERACBEEZ BB,

EZANERAIAMEmarymajorERAERA TR EATHNEER , RERETHIEHIER AWS
Ground Station, B2 , BIEERBHEEBBRBACR T, Mary REKACEEEZRBHET
LB

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEERH , AFFM#IT iam: PassRole Bk,
MRBEEHE , BREEN AWS EEE, RHNEEBEEREHENEERE.
FAE AR FFHRLIEIAGS AWS BRF BERB AWS Ground Station &R

EANRY—EAG , RIS R ERERRNSN A BFRENER, BAUSEERHH
EEENEIERAS, WATENERAERNKERFIURSIEE (ACLs) WS , BTNERE
R E B R A B FREHER.
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- BERBNMAREEHTERE AWS 1kRF FNEFEE , F268 (AVEAER) P REFEUER
& AWS 1RF PR EMWIAMERE) o

- BERBNMAKERFIERHMEE=7 AWS RF , 28 (AMERER) FHREEE=S
AWS tRF B8 FHE,

- HEEBEBNMERBS 5 2B RAFIE | B2 EEM SRR AN EREREEHIAME B FE
B (EoBa).

- EERBHHERRFREAACEUERAERNBRCBNER | F20 (ERAIAMEE
M) IAMBH (BIRIEERFED o

AWS ZEEMBE AWS Ground Station

FAWS EENKHIRRBUNEENB IR AWS, AWS ZEEBN KRB EERTZERERARS
RUER , UEETURGEERERIGERE, FEANSE,

FARCE , AWS REENBRTRISEALHNBEEARFIREZEERER  RASLEERAIUMAA
AWS BEFER, RMEZBLEREARIEBNESEEHGE , MEE-SBDFF,

EEEER AWS EEXRBPERNER. MR AWS B AWS SEERFRAPERNER , AIILE
e EmmRANMEZRER (EHE. BENAR®), AWS EXFHREISFHAPHERATHRAR
E AWS BRTE R , &B ATREE R AWS X EIRAYRES

WEFHES , F2RIAMERERPHAWS ZEERE,

AWS S EEMKRE : AWSGroundStationAgentinstancePolicy

A LU AWSGroundStationAgentInstancePolicy R EIK I EEMIAME 238 Bl o
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LB F Amazon EC2 #11T{EE A AWS Ground Station RERRFT , AFHITEESE Ground
Station B#& HiE X FMFWER, HWRRIFPHFEREREIRE Ground Station AR

AT A EFAEE A

HBEREE LT,

+ groundstation— AAFFE R MBITER W Ground Station fKEREX. APIs

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:RegisterAgent",
"groundstation:UpdateAgentStatus",
"groundstation:GetAgentConfiguration"

1,

"Resource": "*"

}
]
}

AWS % E IR R -
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy

YRABEME I AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy EI#REIIAMEEE, Lt
RIf N ZERFEFZ A , 7T AWS Ground Station KFREHTEE, MEFMEF , FSREHARBE
BAR,

RS2 EAEC2HF 22 AWS Ground Station BIPv4{ it R ERR .
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FTAIRFAEEA

BRI EUTHT,

« ec2:DescribeAddresses— /5% AWS Ground Station HE{RIPsHHEABEIPSNFTE RS

« ec2:DescribeNetworkInterfaces— AWS Ground Station ft5FRIGEENEIEC2E 5 +H EI B
NG IEONEER.,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeAddresses",
"ec2:DescribeNetworkInterfaces"

1,

"Resource": "*"

}
]
}

AWS Ground StationAWS S BB E I EHR

#2432 AWS Ground Station Bt RIERKREMELEBELRN AWS SEBREFNFMER, WEF
BULEEmEFENEBER , 5578 " AWS Ground Station X #4528 EE LHRSSHE,

g8y R =}t
AWSGroundStationAg AWS Ground Station T — 2023 F 4 A 12 H

entlnstancePolicy — ¥ B AR , LRRHER G AWS
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AWS Ground Station BA#5E#t AWS Ground Station FAREH —ZFE=-—F=H—H
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¢t¥t Ground Station A RFEZAE

AWS Ground Station 5/ AWS Identity and Access Management (IAM) fR#%E#E A€, RIEEEH
BREBEEEZZE Ground Station A —EFFIAMABER, Ground Station B ERREERE S
&, YIERBEAREFWEAIR AWS BrTEN I EER.

HRAERAFER NS ENER , Rt EZAGAUERRMEZE Ground Station, Ground
Station EEEHRKELACHER , BRIESEESZ , BRI RE Ground Station JULIEEFHAR®, E
ENERSIEEEFENFMNEREFER b mMEXERFRUNELZRNETTEBAMEE,

MEXERBEZAC 2 HMRBNAEAER , F2REANAWS R , IAMIE R ER A S P
SEREERNEHK. EEEAEENRE , URREBRBENREER S B,

Ground Station & MY IRTSERE B R

Ground Station FA&E ANREELZAS
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* groundstation.amazonaws.com

ERRBERAR 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS Ground Station EREER

AN A BERER AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy St &F Ground
Station $IEEMNEIRTHU TRE :
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TE4E, FF "Ground Station, FIREZIPsHHEEBAEIPsFFA
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B ARERR , FREAFFIAVER (FINERE, HERAR) BY., REIMREBEEAE, NF
HAMES  F2RIAMERERPHERBEEASER,

A Ground Station B RIS EZ AR

BAEEFHET —ARKEL AR, EEE AWS CLI = DataflowEndpointGroup & 3 B AWS
API , Ground Station AR Z I REEZEAE,

EEMBREBREEZEAR  CREEBREYL , ZUUERFHEAHEEFEFRIAR, EFRE
B% DataflowEndpointGroup , Ground Station A€ B X ALEIREEE A,

BT LAERIAMERARIESEREEE Amazon EC2 FARMINREEZ AR, £ AWS CLI 5
F AWS API , fffgroundstation.amazonaws.comfRIEEBEL R EF AR, MEFEFHMENR ,
B2EIAMEAERTPNELREEEAC. IRERRERKEEZESE , ERNFEALMERBER N
BREBAZAR,

#®¥ Ground Station BN R ELEAE

Ground Station & F /L 5F & 4w AWSServiceRoleForGroundStationDataflowEndpointGroup AR #5E &
Ak, IAEREERTHEESERKEGAE A MULKRLIEEUACGZREFEAGER, B2, &
ALEAREACNIERIAM, NEFHEF A F2ERAMEAERITNHFERERBEEAE,

MIBR Ground Station AR EEZAE

EETBEAFTERBEGACHIIEDRE , RAZRERHRZAC, - , ERRIEREDE
EREENAREAER.

#2447 %MB% DataflowEndpointGroups ERMRBERABNAS , TEMBREKELAE, 5
AUREBEREREZE S, DataflowEndpointGroups MR R ERF A RS EAGELRFER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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DataflowEndpointGroups , &% 78 % M BRFr & f£ DataflowEndpointGroups AR EZ A ENAR® |, &
REMIBREX AR,

® Note

ERERMERE R , 21 Ground Station BRFIEEERALLAE |, AIMBRATRERE XM, HitlE
NBE  FESHOERIBRERRE,

£ ZMBX Ground Station FrfE B &R AWSServiceRoleForGroundStationDataflowEndpointGroup

DataflowEndpointGroups ZEiBAWSCLIZ: il BRAWSAPI,

HEZERFIMBRBBESHE IAM

FRIAMEE A AWS CLI, =tk AWSServiceRoleForGroundStationDataflowEndpointGroup B #%1&
ARG, AWSAPIEZEFMENR , F2RIAMERAERETHRRESEEAE.

Ground Station RIS EFZ AN EET
Ground Station X EERERBEVAMEEETEARKEEZA®, WEFEFMENR ,
S 2

NOT_AUTHORIZED_TO_CREATE_SLR-EXRREREFARFUNAE
CreateDataflowEndpointGroup API’)f Biam:CreateServiceLinkedRolef#fR, &
Biam:CreateServicelLinkedRole#ERNWEEENBAFBALNIRFELRGEZAR,

E
¢

2R [EH R,

FREE R MNER AWS Ground Station
AWS Ground Station BRERER TRE M |, LIER AWS BEEN IR Z B REBFEHREIE,

« AWSHER I ZE8-2R5215L T AWS Ground Station fEFELZB R BB MMBZEA , AT EREZRBINE
%%ﬂﬂgﬁ%{%o 15\%/%*,@@\ EEHFEAAWSHEN®  WELRREAFERER B2, 7%
EXREMBHERSEEANRRBERNNZN B, NWEFHAEN K FSBAWSEREEREHE
ABEETHHEESB. AWS

HREBERT  BEENNEZRIRBORERRENMIRNEERBENENME. BK  CUNREN
BBRENBEREBEURERERNZEEARER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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AWS Ground Station $iFT BB, BREERAEFMNER , B2 , HREL AWS Ground Station EJR (41
MERM)  ZUNREFREFEEN SR RENRERNIESE, AWS

- EFEEMNEMW- AWS Ground Station XEFEALEY, HENEENHBEFEEER , ety
BB AWS BENMEMEE_BINE, ST EHLENE , HEEATUATER

- BUNBEES|RIK

- BIUM#EBIAMBERMNMER S
- BANEREREE

- BRTRBHREEZER

- HERR

- BYEBAA

« REFEIMAMER

WEHEET, , BN NEERENBA B EETNESEEANS S,

TRWERA AWS Ground Station TEEAFFEESRNEIR

arE AWSHER I & 58 h1E EFBESRME (ER)
RARSTEEEHFNERRIR CRA E/A
® Note

AWS Ground Station £/ AWS B S BEIRARENE , LA BREBEBAZBNER. B
2 N HFRAEFEENSREE AWSKMSENER. IEEBEENFHMEN , F2HAWSE
WEEREEE,

MEFMEF AWS KMS |, F2RBAWSKMSH A EEM.

n{a] AWS Ground Station A #B1€ AWS KMS
AWS Ground Station EEE BT ESEEAEFEEN SR,

ERITEFERAEFEESRNBNERRE  FEAEREEAZTUREKRE AWS Ground Station B &
$&12EE, CreateGrant AWS KMSHEJIZH# AWS KMSA R FHEIRE FKMSZR@H AWS Ground
Station FH R,

n{al AWS Ground Station f# A ##BI€ AWS KMS 102


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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AWS Ground Station EERETREEFEHALNEFEEZMETUTAZMRE -

- {FiXGenerateDataKeyER AWS KMSUELXHEFEBESH/MENER S8,
- BIEREFER AWS KMSUBEMZNBIRZR | SUEEEARNBENEIER.
%‘{

o BEINZFER AWS KMSEAUINZR 2 A0 B0,

BOERBSETHFEE K IBREEEEFZESBNEEE., WREEM , % AWS Ground

Station EZFHHAEFEESRMBENEIMER , EEFENEXENNIEE, flw , MREEEH

FARBEANEB LBRESBIRE , AITEEMEEE AWS Ground Station #& LA REHN EBERIRK
EBRXE. EBEHHEALFAILEDIRRER R,

BURFIZETR

BRILER AWS EEFEABRVHBHNEFZESIW , . AWS KMS APIs
BVHBEFEESR
EESCREERBHABASEETEVHBEFEEAWS SRNI R,

TRPRSEFEFZECRNEFIER, BETFZESRBLAREF —ESREEK , HPEERE
HAUNERATRERACRAANREN, EBVEFZESRE  TUIEESREE, NFFMRER ,
A2RTREERBABRASEETNEERFXEES AWS RN FEUE,

FEREFZESINEE AWS Ground Station JRIEEER , KAESHRBERT LFF T HIAPIES ¢

kms:CreateGrant-SFFEENERITERE, RTFTHEEKMSERIZHIHRIER , ZBHB A
BT EAEFT AWS Ground Station TR, MFEBEARENFRET , F2H AWS £RE
ERFRABEASER,

IEF Amazon ] AWS A {TLLTIR4E -

o M4 X GenerateDataKey NZ N EIRZM W HFMH , RASBZBTEEARMNE,
- FUFEZUERAEREFNNBEERSRBETFIMNHEER,

- HmELERERESBRMEER,

- REBKEEL RS, RetireGrant
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html#terms-grant-operations
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
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ERAEER

kms:DescribeKey-i2HEFEENSMFFMER , AWS Ground Station AMEEER L IRHN S8

BAURE RIS,

LA 28 7] LET I8 MY IAMBUER BRIR =X &5 45 AWS Ground Station

"Statement" : [
{"Sid" : "Allow access to principals authorized to use AWS Ground Station",
"Effect" : "Allow",
"Principal" : {
"TAWS" . Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "groundstation.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
},
{"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
},
{"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:ro0t"
I
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*",
"kms :RevokeGrant"

1,

"Resource" : "*"
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
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}
]

NMEEBRERAFTIEEEENFMEN , F20H AWS SREERKFERARIER,
MERHMRSBFINFHEN , F2E AWS EREERBEFBASER.
EEEFEEN S AWS Ground Station
BALEEEFSESRRMNBTIER

- EF

BUERE , A LUEBRA kmsKeyArn

« kmsKeyArn- AWS KMS & FEE & #1088 35115

AWS Ground Station 11Z + T3
NEAER—EEANSREY  SERNNEEABATRA. AWS KMSHERMERE AR

FER  UAXERCREBNNE. ELENEERNERFIENEARE , FHMBRE AWS KMSE
RENFNER, EERTEN  BXEEFRPIEHEHNEAR.

AWS Ground Station 12 £ T3

AWS Ground Station RIFEMBZNEREATENMBEAR , YABEARINSRZEEERFEN N
ZARR,

EFMZ LT :
ARAMZERERNZBRFHAEINIEEEE ARN

"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"
}

(® Note
TREESESANMEENZREERY.
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
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ERMNE R EITER

EREAEBNEFEESHRRMBANEENHE SOl ERKESENEETEANEAR ,
UEAEFEESBNEAAN. MBARBEHIREAWS CloudTrail 2 Amazon HEEEER
CloudWatch BiH.

ERMNEZERRTEFEEFZECRVFN

ZAI L EERBERNAMBR P EAMEAR conditions RIZFIHBEFEELRNFRN. BwariL
& TR ERMZERBRE

AWS Ground Station EREFRFERAMBRARRFRIEFHHEREFSBEFEFEESBNERN, BF
FRUESERRFAFNRECRAEENNZERS,

LTRETFRENZERNBTCEFZECRFIENSRBERRAAEF, HWBRFRAXNHHEGFER
EREENEARNNZRBHRE,

{"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

I,
"Action": "kms:DescribeKey",
"Resource": "*"

},{"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

.
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"
}
}
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https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
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B R INZR €88 AWS Ground Station

EIE# AWS KMSE F S E €488 AWS Ground Station ERETERAR , B FEHRAWS
CloudTrails} Amazon CloudWatch Logs iB# AWS Ground Station X ZHIFER AWS KMS, T 5| #i
f5l R &t¥ CreateGrant AWS Ground Station FEI4 LA FDescribeKeyEHE FEE SR MENER
TNl 2 KMS#EERIDecrypt. . EncryptfESE AWS CloudTrailZE ., GenerateDataKey

CreateGrant(ER)

EIREH AWS KMSEFEBNSBRMBLZHNEBERE , 5BRKRME AWS Ground Station &
#CreateGrantERUFEEIIRFEFHKMSEE8, AWS AWS Ground Station B HNFEEZER
B AWS KMSEFEESREBABNER, i , BEEMBRERE , G AWS round Station & &%
ZRetireGrant/EXBRITHE,

THEMNEFEHSECEHE CreateGrant B1E :

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@l1",
"accountId": "111122223333",

"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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"eventName": "CreateGrant",

"awsRegion": "us-west-2",
"sourceIPAddress": "111.11.11.11",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {

"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
},
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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DescribeKey(EX)

EI8ER AWS KMSEF BB SRR INZEH ephemeris R |, FFRXRE AWS Ground Station
HixEDescribeKeyX , UBFAERNEW/EEEERENIRFF,

THENEHIEH 58k DescribeKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAAM,
" "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"

arn  :

1,

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

b

"invokedBy": "AWS Internal"
b
"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
.

"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb@fba@SAMPLE",
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ERAEER

"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey(E)

HRER AWS KMSEEEEW SR RMEENEEERE , 55 AWS Ground Station &
iAGenerateDatakKeyEREKMS , UELER S| , WEELARMZERNER SR,

THEHMNEFEHECH GenerateDataKey B1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":

"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",

"aws:s3:arn":

"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

}I

ELin iR % €88 AWS Ground Station
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"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE"

"eventCategory": "Management"
}
Decrypt(ER&)

EXRERA AWS KMSEFEENSRRNBEZNERERK , MR EEEAEENEFEE S| INEAT
REMERERXR , Bl AWS Ground Station A ltDecryptEEASHER, Hlin , MREFIEHR S3 f#
FirELE  UYEAEESBEXREITEPMNE,

THMNEFEHEE Decrypt B1E .

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

ESyRRE N €88 AWS Ground Station 111



AWS Ground Station EREER

"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

.

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fbOfba@SAMPLE",
"eventCategory": "Management"

EHH BN ERMNZ AWS Ground Station

AWS Ground Station BFRER T RENZURZBERBEPNBREE. RBIEEREEHERE B8
A LLEB W E 5 N 7E AWS Ground Station XER{ZEF Amazon EC2 #1TEEE < BT ER{E#,

« AWS Ground Station {38
ﬁ?*#umﬁﬁ%ﬁ

BEERERNNFEHREUTENAFREEEMINER, UTEEHEREESES .
AWS Ground Station RIEBRERX %

AWS Ground Station R ERERXEFAZFEEN AWS KMS €8 RINZHER. £ Amazon EC2 #
1T{E %8 _E31TH AWS Ground Station Y EEEX S BB R B R UIREEZNER,
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BRINZ SR AWS KMS €8 2MissionProfilefE streamsKmsKeyZ2 8 H 2 I BIEEN .
RE £ AWS Ground Station FEEMNFTERRBRZBMINEN S AWS KMS & R AIRE

¥ streamsKmsKey,

ERRmHEREERNENTERELEM () 1B, DTLSEREABRERETHN , TEEHEAN
BLiE,
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sPEB R ERRE

RUNROBERBENARNALEEFES AR FCHNERRE XM, REELENVEAHBIEET
NARBEEBEA  LHBEMEEREENRE.

£

o JPSS-1-NHEREEHE (PBS) -7

- £/ Amazon S3 BRI A ALEREE

- MAERRIGR (BH) WAHEREGE

- FABBRRMNAHEREE (EFENES)

- NHEBEHERA AWS Ground Station K (B#)

JPSS-1- A X EHREHE ( PBS ) -7F4

tEFERMNEEFABRESE. CREMENMABMLES T, AWS Ground Station 324 T 51143 E £
PR EBE B o

MAREBFHEAGR , ZUNFAREEESIFENBEERR , ERLEN, A+ , RME
AWS Ground Station fiif&EH#iR JPSS-1, #ASZE , BRAMNABSEBEERK 1 (JPSS-1) X
B SERESIE (HRD ) FEEEE (DBS ) S{IREMHE (RF) EOEFIXE (ICD ) RERIEEH
Fo B4, EEEEMNE JPSS -1 EENORAD RIS 43013 +HEIH,

JPSS-1 HERM T — A LTHEERN=EEZETTHERBRERE, ME 1-1 1. ICD EEREBERARE
f, AEE-NSER Data (HRD) FTEFARTAHRLRER, 2RI , BB EHEERE
ZHENEERNEER. SNEREMT

- WHERE ( LITHE ) £ 2067.27 MHz F/OMERE 2-128 THASHBIRERR, HEREFALFEEF
HY,

< SERIBRE ( TITHERS ) £ 2247.5 MHz FOMRREE 1-524 THASHBIRER, IERET T LEHE
HY,

« SMDEEE ( FITH#EEE ) /£ 26.7034 GHz H /U E3REE 150-300 K LS RIBERR, HWERER A LFHF
B,

¢ 1£ 7812 MHz F/ O ERMHRDEEE ( FITHEEE ) MEHHE , BIRERA 15 Mbps. ©EHF 30 MHz %
B , I B & right-hand-circular-polarized, E#&#E# JPSS -1 K AWS Ground Station , E= & A LA
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https://www.nesdis.noaa.gov/s3/2022-03/JPSS-1SCHRDtoDBSRFICDRevA-470-REF-00184February9,2015.pdf
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FHHNBARE, LBEARTESERNEEN, SGRIEEN, BRENER ARSI REE
KEF

ERMLEBBENBIRKXER  RAEIST ( LT8R ) | &R ( T/T8EK ) MIHRD ( T1THEEK )
BEMmERER  FTRENZBELRMERAIEE. AWS Ground StationZZSMDEEEFRE , AT OIE
REHTHRARBENEE, MEXRDENFMER , FSHEAWS Ground Station #8358,

(@ Note
HASMDEE T 3#ZA , AWS Ground Station At A S RHIEE R R T,

(® Note

MRS (L£1T) FER (FITER) BEAREFERICD , A HARMER , b EARRA
MERERE,

£/ Amazon S3 ERIR T A HERHREHE

LEEHIAEREERE—JPSS-1- N EBEHE (PBS ) -4 BIF TR DT AER,

EUgEH P  SEBRREVEEMBN A EEENHRDEARE , W H LU future HLIKEE
BB, ERANERMCRETE RGBSR (RF) BHELEXR (1/Q) HA, EXRFHRE Amazon S3 /7

PR BLEAMENEMREREANBRTER. AREENFETS , 526 MathWorks #
2. FEALESI 2% , BT E B Amazon EC2 Spot EB T REE E B I FEIKEEEE KA

WA E

RERTFAPTER 2 | REERREABENAR,

AT B &R S ER #B B A& AWS CloudFormation 1REY T&iR1 25

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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® Note
W% AWS CloudFormation B8R A RRIGFMAEEA |, SBSBHEREE,

BFRMRUE - BFAREE Amazon S3 WNERH| , BHELKEEE —FRAIXARE. BREFELXER
FEREERD , BHBEER— 8 Amazon S3 EFATER,

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS::Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !'Ref AWS::StackId]]]1]11]]

WA BABRINEENSEFMBER , F8E AWS Ground Station AFFEAERE.

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.

GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
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"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:
${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station Bt &

AERRAME IS  AERENAR,

BREE—AREFEBERRELHHBRENERER, ZEFEPREFERREDEBER AT ANEARRE |
BEHRREHN JIPSS 1 EBEME , AEFTEREARME.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"
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BEBARRE  LEEERRE T TEAEBRRREES D , LUK S3 RS RBEREILMN
Amazon S3 17T,

ERAEER

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use

# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config

DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:

Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

AWS Ground Station {E#&5% E 1

FHRRIAMTR 4 EVEBEZNRE

REGEEHE T EBNRE , CTNERCHRBREET. L5ERLRSRNERE,

AWS Ground Station F#%&¢E & 118



AWS Ground Station EREER

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig

LemE—ik

BT ERER , BRETUHERE JPSS -1 EEEA , LEREMT2E AWS Ground Station i E AR
RS EREE,

LT 2 —{E5EH AWS CloudFormation #1ix , PR SERHFRBRNIIEE RS HATNEEESRRE
PR E {4k AWS CloudFormation,

& BH AWS CloudFormation #EiZ&XAquaSnppJlpss-1TerraDigIfS3DataDelivery.yml @&
Amazon S3 f1ZETEE MPERR RS A FEZU VITA -49 55 /IP EZEBE B ATEN AWS Ground
Station &R,

IR Aqua SNPP, JPSS -1/ NOAA -20 H Terra i REAZWIRE | 520, SB 1. BELE

(® Note

BA L EREF LR Amazon S3 EFIFERENEAR, T EZEFEHES M Amazon S3 #F
B8, BFus-west-2EBERBURKREEEHHPE I AWS CloudFormation & ¥ FE[E
=5,

WA, FTHERtBEFERAYAML, B2 , EARUYAMLFMISONERIEMH, EEFHISON , &
ETREAR. jsonkFigal . ymlEZBK A,

EEFATRE AR AWSCLI, FEATIGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .
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BUNERERTREZETIEE , EERAURLARRMN THEA

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

A LA A LA T E 45 E AWS CloudFormation 3#1E F 38 EHR

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

FMAEBERRIRR (FH) WO EREE
WEHIAFEREER —JPSS-1- A HEBEE (PBS) -fit IP RN TAER,

EETHIES , BEERE—EARG-SEEHEIREN P BEER (Diglf) WHRDEBEFAR & EC2 Amazon
WfEMA. SDR

B

AEFRTAFTERE 2 . REERRBARCHNRANR. FELEFIF , BiEE AWS CloudFormation 4R
FREYMBEER: "8, M TER, ER.

® Note
WE AWS CloudFormation S8R A R FFHE R , S BHEREE,

=

ﬁu

HRSBEHIED |, SR TSE, EiB AWS CloudFormation A BB | HiIEEE
=T

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
IREEAIZE — {8 key pair , W iRf Amazon EC2 EC2Key SBH B, FHSHWAEHN Amazon
EC2 #ATERBE L key pair.
b4k, FEE L AWS CloudFormation &K | SEEZRM RN EFHSE AMI ID, FS
BIAWS Ground Station Amazon ¥285El1& ( AMIs ) .

HNSAEREH RENE AWS CloudFormation Z&H) [&EiR] B+,

Resources:
# Resources that you would like to create should be placed within the resource
section.

BERBMEHE-BAREEEC2HUTERBHRS , BRHEEE RS EERE. EETEREELRE
o, BUEFERERRIREERARRENRENERE Amazon EC2 #11TER , YR —HZEER RS
Bl

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep

echo "Configuring dataflow endpoint application streams"
python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2

BARE
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python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup

BARE
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Properties:

GroupDescription: Security Group for AWS Ground Station registration of Dataflow

Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"

BARE
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- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

A BEEEEVEEMNBERMNASR® , L AWS Ground Station EEIRFE F 2 7 elastic network
interface (ENI)o

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
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- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:

- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

BARE
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AWS Ground Station B¢ i&

RERRAMES S  AIERENRR.

HLEE-ARREERFREEAHDRFNEEE, EZFPREFERREDABEM AL KXEARMRE |
BEHRREH JPSS -1 EEME , AT FEFSAHRME.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

REBBEARE  LFEER—ARRTIRELRERARFERD  UR—EEREREE , UABRE

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
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DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station &8 E &

THBRRAMTR 4 BEVEBEZNAR.

REASERETHRVRE , CTAEACARBREET, CHENLRSROARE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJlpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

EemE—it

BT LRER , BREAMULEE PSS -1 EHBA , LUEREMEE AWS Ground Station {1 E ##Y
B2 BUREIE .

T2 —{E5EH AWS CloudFormation #1ix , PR SERBTRBERNIIEE RS HANEEERRE
FAE @& AWS CloudFormation,
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# & M AWS CloudFormation ##xAquaSnpplpssTerraDigIF.yml B BERES BB EZERE T
LR ESEE ( DigIF ) BISRIKERSNPP , JPSS-1/ NOAA -20 MIEHEHE. ©&E Amazon EC2 #
1T EIBE M4Z U R #4 DiglF E#ZE#E AWS CloudFormation ERIFTENE R,

IR Aqua SNPP, JPSS -1/ NOAA -20 H Terra i REAZWIRE | 520, SB1 . GELE

(® Note

A LAFERE P E#R Amazon S3 R REFIEA, UTELEAEEM Amazon S3 f#E
BrEg, 8Fus-west-2EEHRBLURREEEE PRI AWS CloudFormation & 1Y ¥ FE[E
b8

A, FHEREEERAYAML, B2 , SIARLLYAMLFJSONIR R IBH, EEZEHISON , &
ETHEX. jsonkFE . yml BB A,

EEFHATHES AWSCLI , FEATIGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJlpssTerraDigIF.yml .

BUNERERTREZTIIEE , EELAURLABEMN THHA

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml

BA LA LA T E 45 B AWS CloudFormation 3EE P IEEER

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerrabDigIF.yml

HARESR T WLEHAMER ?
ZAquaSnpplpssTerraDigI FERBIEUTHMER :

. (IE#EM) CloudWatch E# 5% AWS Lambda 25 FiE#& A AWS Ground Station B &% #Y
CloudWatch 4B MR E, 3% AWS Lambda ThEEHS RRE) IR B M b2 1L BV BN E B A,

- ((BA) Bii& AEC2BRFE-# A Lambda 2B SNSE A BIAE AFXE Amazon EC2 #1TEIBEERKEN
BIE, EEMREEIE  EVHSELEAR , EBICRAZETNERER.
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« Ground Station Amazon #23E R & Lambda- AR R ZBENE S|P ZE N B4R SR BAMIF R
1H, EREEIRIEEIEDDX 2.6.2 OnlyHDDX 2.6.2 with gqRadio 3.6.0. BEZE HfbhE:EE &5
ThEERVBR 1T | BLRESEEES.

- HMEBERE S 4-EANNLERBEE ( KESNPP |, M Terra ) BEISE B X4,

- EANKBRTITERE-EANAREBEHE (KEM Terra) WRBRTTHEEEEE, SNPP

EEARS  HENENZSHERKREL, EESHFEETLIER M AWS Ground Station 37 B 5218 L4
E-REBFERH, ETEEREECHNE , UMEEFEALER AWS Ground Station BER. B2 , &AL
BEELE  FHAEAREHWERRG,

B SUE T i T AV E R 2

ERRBREFENGE , REAUERN —H2EBINZREHTERBERAE., BRBEFEHE
BRnMERAEFREERIREEZRNHO AWS Ground Station HIZWEIER, EWEIERE , BT
EiB RS H TR 2 E B B 288 L AVEEUDPE 50000 JEEE R, MEEMREER RiREEHE

R EFME R , 55828 AWS::GroundStation::DataflowEndpointEH

EABBRRHNLAEREE (ERNES )
SR HILAGE R B IR A —JPSS-1-A £ EIEAI2 ( PBS ) -Fth R RRN D BER,

EETRUES  AEERBLVEFAENRFEBHRDBARRHENABRANRBEIZEEER
HRHl, MREFTEIFEANASABEZBHERZTEHR (RT-STPS FMIPOPP) REER , EEHI 2 —1E
RIFHEE,
BEAARR

REBRTAFTER 2 REERRBEABENAR, FL#EHIH , BHE AWS CloudFormation £k
TEYMERER: "28., N TER, BR.

(® Note
WEE AWS CloudFormation S8R AR FEMIER , B REAREE,

{aif
g

HRSBEIED , BHRMUTSE, EiB AWS CloudFormation iR AR HBEE | FiSIEE)
&,
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Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
IREEAIZE— {8 key pair , MR Amazon EC2 EC2Key SBH B, FH2H ALK Amazon
EC2 #ATERBE L key pair.
b4k, FEE S AWS CloudFormation &K | BEEZRM RN EFHEE AMI ID, FS
BIAWS Ground Station Amazon ¥285El1& ( AMIs ) .

HANSAEREH RENE AWS CloudFormation Z&H [&iR] B+,

Resources:
# Resources that you would like to create should be placed within the resource
section.

ERBEMRHE-BABRTEEC2HTERNERS , BREFE RS HEERE, EETEREIALRE
B, BXAFERERIGHERARENREMRE Amazon EC2 #ITER , WY —HZEE R Rin R
Bl

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
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Properties:

DisableApiTermination: false
IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UsexrData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1
echo ‘date +'%F %R:%S'" "INFO: Logging Setup" >&2
GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"
echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"
{
"ddx_streams": [
{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false
}
BB 132



AWS Ground Station EREER

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:

Type: AWS::EC2::SecurityGroup

Properties:

BARE
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GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
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CidrBlock: "10.0.0.0/16"

Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"

- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
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- IRef InstanceRole

LEZEHENSER. AENRER , 88 AWS Ground Station £ R F P2 elastic network
interface (ENI)o

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
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Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
"sts:AssumeRole"
Path: "/"
ManagedPolicyArns:

- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy

- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station Bt &

RERFE3I D AEREERERERE.

BEE—RAREFEERFZEFHAEDRENERE, EEFEPREFERREDEBIER AT LINERARMRE ,
EHRREAN JPSS-1 EBFRE , ALFEENFESAERE.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BBEBEERE , BEEESE—{Hantenna-downlink-demod-decodeBit B RXRFEZ D , U R —EBIR
ImHMEERS AEEREFAGENEERIRIE,

(® Note

MEBBIAEREMENEEMENR DemodulationConfigbDecodeConfig ,
FRSHRRISIERE

EBRRETT
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum

used to

# downlink data from your satellite.

JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Downlink Demod Decode Antenna Config"

ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"qpsk": {
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

.

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"

.

"range":{
"value":0.75,
"units":"ksps"

.

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
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"rolloffFactor":0.5

}
}
}
3
DecodeConfig:
UnvalidatedJSON: '{
"edges": [
{
"from":"I-Ingress",
"to":"IQ-Recombiner"
I
{
"from":"Q-Ingress",
"to":"IQ-Recombiner"
I
{
"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"
I
{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"
I
{
"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}
1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

1,

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

1,

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

AWS Ground Station & &
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},

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}

},

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

.

"UncodedFramesEgress": {
"type":"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {E#5% E 1

RERRTR 4 BEVEBERERERERE.

BELCEERTHBNEE , EUNERAEMRBRERMER. SHERAEKSHNERE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.

SnppJpssMissionProfile:
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Type: AWS::GroundStation::MissionProfile

Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:

- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

LemE—ik

BT LRER , BBRETLULHE JPSS -1 EBHBA |, SEREAZE AWS Ground Station i & #k#Y
B EIREE,

LT R — B8 AWS CloudFormation #1x , EHhBEARGHHERNFIEE RS AT BEREFFE
Y E (@& 4R AWS CloudFormation,

& AWS CloudFormation ##xAquaSnppJlpss.yml § 1£ B ARSI B 18 1Z U AquaSNPP , #
JPSS -1/ NOAA -20 FHE&IE, ©8E Amazon EC2 #1T{EREMIEREBIIZ A LA R WA MBEE
FE#B & BIFTER AWS Ground Station &R,

I8 Aqua SNPP, JPSS -1/ NOAA -20 ] Terra A BEABWIRE |, 5208, 81 HELE

® Note

A LLEREF L Amazon S3 EETBREFIEA, UTELEAEEM Amazon S3 f#E
Bri8, B Fus-west-2EHERBURKREERERFEI AWS CloudFormation # &Y ¥ fEE
5,

A, THEREEEAYAML, B2 |, EARLYAMLFJSONE R RH, ZEE/EHISON , &
ETHEX. jsonBFEl . yml BB A,

EEMFATHER AWSCLI , FEATIGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss.yml

BRI LAME R LA T E# E AWS CloudFormation 1 F 5 EHR :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

BAER T MEHMER ?
#ZAquaSnpplpssERBIFUTHMEIR :

- (EFEM) CloudWatch EH B2 AWS Lambda 85-EFE# & A AWS Ground Station B & &iAH
CloudWatch B4 @3 EE. % AWS Lambda IhEEAS R E) IR 204 3t 2 1E BHVIZRE BB,

- (IBA) Bi#& AEC257#-FH Lambda ABSNSHE XA B#& A FRE Amazon EC2 31T & #8 58 58 R
BE, EENREIE  EVHRSELER , ERBUARELERNERE R,

« Ground Station Amazon #25El#&# 3R Lambda- AR IBIZENEFh R EN G U R IZZEZAMI
AOIRIE, BXBE®IFEFEDDX 2.6.2 OnlyHIDDX 2.6.2 with gRadio 3.6.0, MIREEFEH
B 48 DigIF ERHEIEM AWS Ground Station RER , F2H. 2HEBEEFR A AWS Ground
Station K32 (B EEHMEBEHRMIERN T , ELBEKEEER.

- HthEREENH-BEANAHLEREE (KEKSNPP |, M Terra ) MERELE X4,
- BANKBETTRE-BANLNRLEREE (KEM Terra ) WRRTITHEEKEE, SNPP

EEARD  FHFENENSHEREL, EXSHMEETLIER M AWS Ground Station 37 B EZiE L4
E—-EfFEA, BFEEREECWE , UEEFEALEIR AWS Ground Station BfER, B2 , &AL
HEJELE 6 FHAEAREWERRG,

RATLATEAT 3 75 B RV B L 2

ERRBREFHENSE , REANEAN — BBV ERBIHTERERRE., BWEEFHERHY
BRinERERAEFREEERIEYEESEMNED AWS Ground Station LEZWERH., BWSERE , BT
EiBEWESETERE 2B E EES EHEZEUDPE 50000 EEER, NMEEEREESRRIREEE

HEEME R , 5528 AWS::GroundStation::DataflowEndpointE#H

NHEEBEEFR A AWS Ground Station X1 (E#)

LeEBHIAEREER—JPSS-1- N EEEE (PBS ) -5t Bih RN T AER,

NHEBEFHEFA AWS Ground Station R (B#) 142
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EESTRLES , RFERE—ARM-FEEUEEBN P REERE (DiglF) ®WH AWS Ground Station
AN EEHRDEN K EC2 Amazon Y. SDR

(® Note

BERJPSSHRDEARBAENIEET A 30MHz , BRFEERTEREBETTERSRTE , SEHEAE
B 100 MHz SEE M EASE , LAMETE L E 6 AR AWS Ground Station XERE X 2 UK IE R
=,

B

REBRTAFTE 2 REERRBEABENAR, FLgEHIH , BFES AWS CloudFormation 2
PRHEHMER  MEMEG "HE, BERPEARERB.

(® Note
% AWS CloudFormation S8 A B EFMEN , FSREAXREER,

ﬁﬁ'& &M LALTE AWS CloudFormation # 4 Az [EEZE AWS Ground Station 81#% 5l 2k #Y AR 51 2B
o EE R Amazon EC2 TR Z 2B ERRSENEFRGE, WEEHFEAFEEENESE
FE2BVPCHE EE AWS Ground Station {XE,

W

Mappings:
PrefixListId:

us-east-2:

groundstation: pl-087f83ba4f34e3bea
us-west-2:

groundstation: pl-0@cc36273da754ebdc
us-east-1:

groundstation: pl-0e5696d987d033653
eu-central-1:

groundstation: pl-03743f81267c0a85e
sa-east-1:

groundstation: pl-098248765e9effc20
ap-northeast-2:

groundstation: pl-059b3e@b02af70e4d
ap-southeast-1:
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groundstation: pl-0d9b804fe@l14a6a99
ap-southeast-2:

groundstation: pl-08d24302b8c4d2b73
me-south-1:

groundstation: pl-02781422c4c792145
eu-west-1:

groundstation: pl-03fa6b266557b@d4f
eu-north-1:

groundstation: pl-033e44023025215c0
af-south-1:

groundstation: pl-0382d923a9d555425

HRSEID , BRI T S8, &R AWS CloudFormation A B HE | FHGIEEEL
=8

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-

key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

® Note

BEERIZE —1E key pair , IIRH Amazon EC2 EC2Key 2B B, BHZEAEH Amazon
EC2 #1T{EBEZR 3L key pairo

-
]illll
58
R
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Bt4h | FE2 I AWS CloudFormation B | MEERMBERNEESE AMI D,
BIAWS Ground Station Amazon ¥285El1& ( AMIs ) .

3
¥

Herr I ARG S EREB A& AWS CloudFormation 45Ky [EIR] BER .

Resources:
# Resources that you would like to create should be placed within the Resources
section.

RIBRMIBMHE —BAKLE Amazon EC2 HTEIBM RS , BHANELEHEEE —FAP RTER,
BRBLKELSEREXER , EX4AFEHA AWS Ground Station XERERREMERE Amazon EC2 #
TEE , UREY —SZEERRmHFE. B, L858 %VPCA AWS Ground Station KR E
Amazon B8,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"

B 145



AWS Ground Station EREER

RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:
- Key: Name

Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !'Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway

(® Note

%% AWS Ground Station X EERERXXE 2 VPCHEENFFMEN , 552 BAWS Ground Station
KREEAXER-VPC Bk,
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# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverInstance
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:

Type: AWS::EC2::EIPAssociation

Properties:
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AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
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"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

3
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q0 1 48
49' 'ffffffff, fEffffff, FffFfff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp
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# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

BHEEEENRA, SEMNEER , F 82 AWS Ground Station £ MRS & elastic network
interface (ENI)o

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
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ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole
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# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
Type: AWS::KMS: :Key
Properties:

KeyPolicy:
Statement:
- Action:
- kms:CreateAlias

BARE
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- kms:Describe*

- kms:Enable*

- kms:List*

- kms:Put*

- kms:Update*

- kms:Revoke*

- kms:Disable*

- kms:Get*

- kms:Delete*

- kms:ScheduleKeyDeletion

- kms:CancelKeyDeletion

- kms:GenerateDataKey

- kms:TagResource

- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

Resource: "*"
Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:

${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"

Action:

- kms:CreateGrant
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

Resource: "*"
Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":
- sourceArn

BARE
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- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station Bt &

AERRAMEI D  FERENAR,

BEE—EREFEERREEM B BDRIRNEIEER, ZEEFEPREFERREDEBER AT AR EARRE |
BEHRREHE JPSS -1 EEME , AT EENSHARME.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

REBBEFARE  LFEER—ARRTIAELRERARFERD  UR—EEREREE , UBRE

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
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Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812

Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to

downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"

ConfigData:
DataflowEndpointConfig:

DataflowEndpointName: !Join [ "-" , [ !Ref

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {E#5% E 1

FHRRIAMTERE 4 EVEBEZNRS

RHELCRERTHBNEE , EUNEREMRBRRMER. CREAEKSHNER

# The AWS Ground Station Mission Profile that groups the above configurations to

define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:

Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'

ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:

- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

StreamsKmsKey:

KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Azrn

"AWS: :StackName" "Downlink" 71 ]

AWS Ground Station {E# 5% E #&
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StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

LemE—ik

BT LRER , BBETULHE JPSS -1 EBEBA |, SMEREA 2 E AWS Ground Station i & #%#Y
B BIBEE,

T R—EZEH AWS CloudFormation #1x , HHhaEREHERNFIEE RS MHANEREFRHE
FR E (@& 4R AWS CloudFormation,

& M AWS CloudFormation &
#DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml 57 BERIES BB ER
B FLhRESER ( DiglF ) BIRRIKFESNPP , JPSS-1/ NOAA -20 MEFEEHE. ©8E Amazon
EC2 #{T{EEE MM AWS Ground Station RIBFER ZWE L DigIF BEEZEEERFIEN AWS

CloudFormation &g,

IR Aqua SNPP, JPSS -1/ NOAA -20 H Terra i REAZWIRE | 520, SB1: BELE

(® Note

WA LAEREF LR Amazon S3 REFIFERENEAR, T EZEFEHES M Amazon S3 #F
BrE8, B Fus-west-2EHMABURRELETEHEFHE I AWS CloudFormation &1 ¥ FE[E
=5,

WA, FTHERBEFERAYAML, B2 , EARLUYAMLFMISONERIEH, EEFHISON , &
ETREAR. jsonkFigal . ymlEZBK A,

EEFATRE AR AWSCLI, BFEATIGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

RO NERERTREZETIEE , EERAURLAREN THHA

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

SO LA LA T E 45 E AWS CloudFormation 3#E IS EER
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https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

HAERTMLEHMER ?
#&DirectBroadcastSatellitewWbDigIfEc2DataDelivery#EiREFEUATHMER :

- EWERHITIER elastic network interface-(1R =) FEIEEM FRE PRI EMHERNAE
(PublicSubnetld & B12ft), MRBWR[HTERBURLE FHEEGD , ERYUEMN, elastic network
interface A§ERIZINZRHITERRMRINY , EIPIEZE EEINIHFHITER.

- EWBIEHIFEM IP- AWS Ground Station #E#EEEIREM IP, EMINEEEKEEE I elastic
network interface.

o FHIHFP—{EzEM P A5
- BNEHITEBEEM P BEIB- R PublicSubnetld R I EEM IP W TEEHEIR, 8

%= ESubnetld5| A H 78R,
- EWEHIT{EE elastic network interface EZ3EM IP EABH-3EM IP BRI EHTEREEBEENE
HYBAE (EPublicSubnetld G158 E),

- (EFEM) CloudWatch EH B2 AWS Lambda 85-EFE#& A AWS Ground Station B & &iAHY
CloudWatch B4 @M EE., % AWS Lambda IhEEAS R BN IR 204 3t 15 1E BHVIZRE BB,

- (ZA) Amazon B8 AEC258# -/ Lambda A EHE SNSE ARV B 4& AFXE Amazon EC2 #1T{E S
BERANRE, EENREIE  EVHEELER , ERECRAZETNEAER.

- HMEBEE G- EANNHLEBEE (KESNPP |, M Terra ) BESE B X4,

« EANKBETTEE-BEANLALEBEE (KEM Terra) WRETTHEEE, SNPP

EHhEARF FHFENENSHORKELE, EESEERTLIER AWS Ground Station 37 BJE2i8 L&
E—RBER, SrEEREESCHNE , MEEFERLLENR AWS Ground Station BfEH., B2 , &0
B ELE 6 FHABAREWERRSG,

A SUE AT i 5 AV E R 2

ERREREFENSE , REANEAN —B2EINEREHTERMERAE, BREHTERE
F AWS Ground Station {22 & 7% AWS Ground Station BE & EZEZKRER BR. W
TEBREEN IR HEENGFMER , 5528 AWS::GroundStation::DataflowEndpoint& i, NE
AWS Ground Station XIEEXWFHEF , FSB T ER AWS Ground Station RERER ?
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5E B AR

T % 32 44 7 155 Bh 48 5% 2 Bk #7655 F B ] BE 2% 4 A RS RE AWS Ground Station,

&

- BEREIEE Amazon HIBFE A SR B HE#E EC2

-« FAILEDH##& A SR &

- ZREEPERR FAILED _TO SCHEDULE Ef& A

- DataflowEndpointGroups FEMRHEALTHY AR REHY 5% 2 HE 7
- BHEBBERNEEM

- SRHEBARKIERNEBA

HEREIZZE Amazon RIBHEE A SREEHERE EC2

WMRIEEER TR AWS Ground Station Bi#% , BIFZEEERFE Amazon EC2 #{TEE R B EEHIT.
S Dataflow in B EARERNEEHT , YERENRHREAEANERZEERE,

@ Note
DataDefender (DDX) =& B 81 X £ 1 & Rl im B A2 L& 5l AWS Ground Station

DB

THREFEREERERE Amazon EC2 #1TEEE., &ZEEFERE Amazon EC2 #11T71E# AWS Ground
Station , FZE AP,

SER 1 RGN HITEC2EE EERT
1. REEEEECHTREIERABHEAFT LA Amazon H{TEMR. EATHLR

a. TEAWS CloudFormationf& &k s , :ZHEE Amazon EC2 #T{EEAHE,

b. BEERESIER , REREEE ID MPEKIEN Amazon EC2 #1TEE., BREIHNTEBRE
Status (REE) WHEIL,

c. 1£ "EE D, ¥+ , #EF Amazon EC2 #I1TEBEMNER., ESHEREA Amazon EEC2EZ
HAE,

HERMEXE Amazon RIS A R H#HERR EC2 158
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AWS Ground Station EHAEERE
2. 71£ Amazon EC2 BB XA  IFAEM Amazon EC2 #/T{EBEAREEEEE1T,

3. MRENHITEBEEHT , FEET —ELSR. WRENHITERBRIT , FREUATIRED
HTERR :

« IZHUAmazon EC2 #ITEREE , #E "8E. > "HITEERE, > "TRE.

TR BECANESBRERERFNER
mREFEHAWS Ground Station KERNETEREE , BEFHFERE R HBEHE AWS Ground

Station REEX —&, BAl , MREEEMEA DataDefender (DDX) EARER , FREHTthe
section called “SBR 3 : BB ERREEARENIEEHIT

SR 3 AR RERAEXEEHIT

ER TR RE DataDefender FE&E 1T Amazon FHHTEEEC2, MBEHREEZHITEENFFMEENR |
5528 Connect &l Linux #{TERE,

THERFREEAASSHFERFIETHERIESR,

1. ITERBEERDOERY , REBFEREREIEN Amazon EC2 BfISSH, EEEET#MKO 80
LA#E & DataDefender Web I FE 5 H, Ty & a{aERHEIBEREEHESSHE Amazon EC2
BITEEE | MR EIEREIXIhRE,

@® Note
BABFERASESSHKEYENZ 2 RES®]. PHETHEZFEH Amazon EC2 HTEBEF# S

BREUE < HOST >, <> M <>, BASTION HOST

B A Windows

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>

B AR Mac

FR2 MEERANEBRRERAEFHVER 159


https://docs.aws.amazon.com/ground-station/latest/ug/troubleshooting-agent.html
https://docs.aws.amazon.com/ground-station/latest/ug/troubleshooting-agent.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html

AWS Ground Station EREER

ssh -L 8080:1localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i
<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>

2. #iB grepping DataDefender ( ##ZDDX ) MitHiH & A ddx WIEEETHEREREE (LBEA )
EEET. ATRE—EBTHEERFN—ERTHE % EH Grepping REH T,

[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx

Rtlogic 4977 1 10 Octle ? 2-00:22:14 Jopt/rtlogic/ddx/
bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable
HttpsForwarding=true

Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

TR DataDefender IEE#IT , BBk Z=the section called “F B 4 : HRENERREERERER
EERERE  EBET —EPR,

3. PBi%h DataDefender fEA TEHIE RN T,

sudo service rtlogic-ddx start

tN 8 DataDefender EFE RS HHIT , 5ZBZE Mthe section called “SF 88 4 - FESREHNERHTZNE
ARXEReRE R,  BEHTT —ESE,

4. FATIGSRETIER , LEEFELZENRERED B EMEEER DataDefender,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

(® Note

REELERRREAN—EERBAER , 1T Amazon EC2 #1T{EEK Amazon &1 7F
B Amazon S3 R TRLHLER, VPCRLEBZPIRRNELHEME , FHEEC2H,
1T{EEEHY Amazon VPC MZ£EHERTE , LERTH T2 EHEE Amazon S3 BEEL

R DataDefender EHEEA Amazon VPC SRERIE(T , 55##&8the section called “FEE 4 : 7
RN ERAERAEXERERTE ., NMEBENMAEE , 35 ELH Sup AWS port Z5FF |, I EX
ECEEEN MY LRI RS RESREA

HR 3 MRENREREARKXEEST 160
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STER4 .

1.

RN ERREEARERERE

EMERERT , EIBE DataDefender ML 5 F A T Ui RFEUENBEEAEN

TEl

: localhost: 8080, A% Enter #,

EDataDefenderf& &Rtk L , 12 TR EFMAET. -

fEER

TUBERREIER , RREEF Edit Stream (IRESR).

£ Stream Wizard (BRBE) HFEARA |, BT THIEE -

a.

b.

C.

£ [WANE &) EE5H , BWANE & [HRAE] EZIA. LAN

£ NEREE, ST BELRERRBEBFEEENWANERIESFE, HEBERER
55888, %?ﬁigg?_})":o

Stream Wizard

-y = [

WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name  [SWRIRAA: o
Stream Direction [ENE AT ~

WAN Transport 1

Enable Multicast g

o

> o (G

£ Local Endpoint (A< #im25) Bi&H , MAREUEEZBEFEERN Port (BIZFE) S, MERE
IBFERR A 50000, iEREHR AWS Ground Station BRIEWR RN E # 2 % DataDefender 1ZUE R
RO EREIE, RBBET -,
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Stream Wizard

s 5= &

WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Natwork Intarface
Protocol
Enable Multicast g

Local Consumer IRV TR

U 50000

d. WMRECEFEME , FEBHERTHEERIERE Finish (). & BIERILAHE Stream Wizard
(BRBE) WEERBUH,

BE , BLEWHR Amazon EC2 #11T{E &I DataDefender IEFERITMERE , AWK AWS Ground
StationfVE K, MREFEEFIMRE , B4 Sup AWS port ZBFY,

FAILEDE##& A 5% 2

FAILEDE AWS Ground Station E I Z EREEEER |, ERANRKBERREGE RS, THREM
TAREEHFAILEDEBANE RAS , AR EBSEHEEBN TR,

(® Note
AIERMBEAFAILEDBE AARREMEL , T EAREMRBUREE |, il AWS_ FAILED
CANCELLED, AWS_ 5§ FAILED TO SCHEDULE , MERI& AMRENEMEN B F2H
the section called “AWS Ground Station Bi#& AARAE”

BRI iR FFAILEDSE A =41

LT RARSHUENRRHASERNERREFAILEDEBRENE REARGIBE !

FAILEDESt#& A £ 2 162
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- ERRIREKETSEE-—HNZEELREN AWS Ground Station Antenna E2 Dataflow % BhE¥4H
2 BEEBRREARELIB,

o ERRimBEEREE AWS Ground Station #R-EHEARBRE R |, I -2 EERRET
Antenna E2 Dataflow % Bt E¥ 48 < B A ELR .

HRAEMEBBRREHEER  BREEUTRE

o TEEASBERER 28] , FESRIEIRES Amazon EC2 #T{ERE S T ELE,
- BRERNRERNEE L ERPEERBAIIT,

HEERMEIXZE Amazon W BIAE A SRR HERE EC2OUNEE B SEH ISR |
AWS Ground Station FAILED F F i 4% F 2= 451

%
W
&5

— &,

LT RAREFREEXEENREFAILEDER RN E RERRFIFBE !

« AWS Ground Station REBEXNEARBERE-EFE —RZEER K Dataflow ik B EHH & F
EENREBEIABVRRINGMRERELS. AWS Ground Stationtt AR BETE #7 FESZ & 11 E 48 A fE R AR
SRR E,

« AWS Ground Station A2 X IEBRE)- B B Dataflow in B EHE L HFE —RNZEERREERHE
ENREREN , EBBARBRERILERE,

HRMEMT AWS Ground Station RERAERRBAMRS , BREEFTIIER .

- EBERRKEZE | #ISEWEE Amazon EC2 #{TEIER E X RAE.
« 53 Agent EREAERARKNERHESRBALHNIT.

- BREAEREXEARERXF Amazon EC2 #1TEREKREBIEEREN 15 WAEER, Mt ERERE
A B A AF B R B #RARRE AWS Ground Station,

1 ERHEEZE Amazon FERR A SRS EEAE ECCINEE ERNRHBBIR | F2H "1 —&,

PR FAILED TO SCHEDULE E#& A

& AWS Ground Station {8812 & RESCHEDULERES AP R AP A BB |, EHRARIL
FAILED_TO_ iRE&#ER, LA FAILED_TO_SCHEDULE HkﬁEFEEmJE%A‘%&Eﬁi&h{ t H gy
#errorMessageRdli, MEFEMRELANER , F2BDescribeContactAPl,
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LUTRE TSR FAILED_TO_SCHEDULE EBANEREARS , URIGBIFRBEEN TR,

® Note
AIEEE A FAILED _TO_SCHEDULE E##& AREEMER , TEAREMABUREE | Hltn AWS
FAILED CANCELLED. AWS_ =, FAILEDINEB & AARRERIEEMHE T |, 552 R the section
called “AWS Ground Station B#& A ik B8

TR EXRETTREREE R Config PREEMNKE

AR ZHE BB A M5B B )X BB EM MY antenna-downlink-demod-decode i &,

S HIETEM AntennaDownlinkDemodDecode Bt &

- WREH antenna-downlink-demod-decode BLERITEE X , FEERITEI A EREI AR T/
MR,

- MRERHBAMENHEEYR , REZMEANEERNBRIAE , FERET —SRB\UAIRREH

AntennaDownlinkDemodDecode Eti& .

#EIZH AntennaDownlinkDemodDecode it &

AWS Ground Station EZBBUMEBENFHEE. £H Sup AWSport B RS , BiFcontactIdiA
FAILED TO_SCHEDULE #r&E#E R EY =4

— IR R i 5 B

AR R ER SHF AR 5 R E R E VIR
- ERAMENERREEENERAIERBANZHEMBIEA, NFENAREBIEANFHES

2 RBReserveContact,

o MREHENTILIEIFERA FAILED_TO_SCHEDULE #R&E , s5H#4& Support 2BF9 AWS

B

DataflowEndpointGroups FERHEALTHY AR REHY £F B HE %

LTS HENER RSB A TR E L ENHEALTHYMREN RE |, AR ERIMEEE E8E.
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« NO_REGISTERED_AGENT-BABIRMIEC2ES| , AXEHZTIMNRERERF. diE , EXLEBREENH
EHSREENY  WABAFERT. NEBHEEEZEZRANVAWS Ground Station {CEFFMENR |, 55

28 O .

« INVALID_IP_OWNERSHIP-f Bk Dataflow i B , AR EH CreateDataflowEndpointGroup
APIZR{E FAER S {TEI BB AB BRI AV IP frut MIEHHR EME L ERRIm 2B A,
DeleteDataflowEndpointGroup API EC2

 UNVERIFIED_IP_OWNERSHIP-IP {uitisiRER:E BB EMBLE  FIAGEXBITHR.

« NOT_AUTHORIZED_TO_CREATE_SLR-IRFELE VX ENREELZ AR, REREHFRISR &Y
Ground Station A fFAREERZAE

SEHPFEENNET T

EBERZEEHW EEE| AWS Ground Station EEERAZBIBBELSEFE T/EHRTE. ENABLEDIL T
ERETREAREERE, PREERMBTFE K,

EEBARMEBFE , DescribeEphemeris§iR[El —{& EphemerisinvalidReason , BiRft 7T EB KM
BRENERRNEED, BBEEEphemerisinvalidReasonfl T :

Value

METADATA_INVALID

TIME_RANGE_INVALID

TRAJECTORY_INVALID

VALIDATION_ERROR

DU

REMNMRFERET , NEE
ID 3

HREUNER , Bk, &R
o 3 HA B AR

RUEEBER T —EEMAMN
KRB

REEFUETREREER
B AR 8 2R

INVALIDZEDescribeEphemeris R RHIZHMT

SEHBEE

BREEEFEBTREEN
NORAD ID =i H 2% 7

R TEREFEL £ TREL
28 ( BRFREBEBRELDEN
FREE ) , EREBERSA
Bl c® , WEERSEEE
HRFE 2 &

ERREEN IR EEN |, I
HEARE#RNEE.

ERLE

SEHRENNEENT
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{
"creationTime": 1000000000.00,
"enabled": false,
"ephemerisId": "d5a8abac-8a3a-444e-927e-EXAMPLEL",
"name": "Example",
"priority": 2,
"status": "INVALID",
"invalidReason": "METADATA_INVALID",
"suppliedData": {
"tle": {
"sourceS30bject": {
"bucket": "my-s3-bucket",
"key": "myEphemerisKey",
"version": "ephemerisVersion"

iy
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