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B Amazon Inspector HHYE%1E

Amazon Inspector I2HEBEA XN KEF, 2 HENEBENRFIEE, ELIIEAHEIRHHIRES
HERRER, KTEARREERRAEE , YEIFTRABE AWS RIEVFEH,

BRBEAERBEMREERETEANRET  ERAP,. BIIREERE. kAR , SARGISETER
FHRIEIER, FRATNEEERNKRE Amazon Inspector ERIZINEELZ BB , R REESHIE
EHE, BRENWEIREE ZLCERMGIRASEERNIEA P EIIRIBEE ., Amazon Inspector 18382335

HEBKER K EEDKERBENREREACER. EFEFHEMAZKRER,

BB A AE R RIR B IRIE R AWS Security Hub , EERE TR MR AWS REPZ S HAREBNSER
B, WMFEFMER , 528 Amazon Inspector B2 K AWS Security Hub, Amazon ECR £ & HiE
HARMGRIRIEER |, BAILMEA AWS Command Line Interface (AWS CLI) 2 API 3 FTE &R
BIRIEH,

&

- BEEDEERERN

- iBJ& Amazon Inspector 3

 {EFAHIFIFR AHH Amazon Inspector 238

« #% Amazon Inspector [EH SRR
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Amazon Inspector T A RRBMEESHE , ARSI EEARGETRZAEE., SEARGEHISATHE
BAOMBERY. BISIZIRENER , URFIARETHHNERIZENEA., EUILLRE T&#
BRER, SEAEARTHEE , QREXZEFHMESERBAR, U UESERE+TET
EREsR  MEETABEERNRRIER, IENAEAGRRENFMREN  F2BIBE Amazon
Inspector 38 ,

BHRER TR TSRO

« IKBEH —JHELNREFEININRERESH. HIBAPRESEEE  UHBREEEME
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- FITER — FIHRBEPHMIH Amazon EC2 #TIEEE.

- IKABRMREG — FIHBRIZEPHMETIEH Amazon ECR BEM &,

- ARTHE — BREERSHRNFEHE.

 {&k Lambda ¥ — B TREERZHHM Lambda B,

- FFERREE —BEREARENTERRAEFE. ERELUBRFERZEE "HREE, AEKN
HRmEAR, FEltRET , BALUKERS. BRI CEHANZREEETER,

BRI DRBEHREVERESRR SR RBARZREBEREPHR. WFEFHAER ,
#i38 BI04 Amazon Inspector 238,
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iBE Amazon Inspector 1
SRARGETRCERAA SN RENRRIER, THAHRGENRIER BRENRER

BRo A LAER Amazon Inspector IR BB IS KENESR, FEFHELEHESRREBEREEEM
future NEZXIRIEE |, F2RE A I HIE AHIF) Amazon Inspector #3,

£ Amazon Inspector 512 #| & 822188

ESEHREERGAT , EUNEAGENRRSKEARERENRREE, EABETANRKEIE
ARG , FERIEBK.

EMEER R ERRMRER , SRR EGRRERHNHERBEEAR. THEHERGNRREES
RBRREEBEPHR, fln, FEEFREFESIRFEBBMOTERRIEAR , B LLRE AWS IR
ID Bt , WASHE+ VB AWS #R3E ID VEEH,

REEEREERANAAEREAEE  MAMFERGIEEARNBEEREERSKERRE,
EERBRERAERREERER

1. 3T Amazon Inspector &l & https://console.aws.amazon.com/inspector/v2/home.
2. HEEEHEKT , BEREER. ERRGSERERES "EATB. WERIER,

3. FEMFMENZRBRFREL  FENFEHEY], UEEZRARTREAGTERGNEE. T
KRR AP IR AT R R BnR R

4. WEEHEELEEHERBOGRE
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6. EE "ER. , BEGERHFEAZZEINER. SUBOENENESRE A IREENEH M
BRI R

7. (BEM) FERGERICHAANERER  FEGENTESRERT  RARREBRICHEEA.
EE2RETR A EARREPERERAY. BEXCHEMNZRER,

{5 %037 B4 %] Amazon Inspector 17

ERAREAR VRS RGNERREAR, S, BAIET —ERAREHESH D BMBENIERRER
B, AEREEIRNEEENRRERAR,

@ Note
MHEBRNEAREELNBRRBARZE  TSHRAERERTMFE , Wby Amazon
Inspector EARIRIEH,

IR Amazon Inspector EXRFE IR AUNZIRIER , AIRREESRES "%, . BIEFERR,
ENMHRANRREBETFTEEREEEDR,

Amazon Inspector E#FMHINEIR , EREMESEHRK AL Amazon Inspector AJ 58I 28BNV EE,
E Amazon Inspector ERIZI S ENRIRE K SKSKEERES "CEMAL , YBEFEKR 7 X

WHIR R IRE LLEH AWS Security Hub 2 8 # EventBridge 2 Amazon, &R EAEHA
EventBridge # RIS F 2R 18 B UARRE | B BB Security Hub FREENHIBIBER, MEFMAEA ,
B SR MATE AWS Security Hubsr 2 37 B Eh#P 438 8,

FELEVEMASSEESERNERFADN, ZREEVERAIRGELREEENNREER, &
A LABEEETE Amazon Inspector £ AP RFRHNZRER,

® Note
RPN ERFELZEVHERREARR,
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® Note

REBIIIRFE , ™ Amazon Inspector ZRNEEESER YN EBEMHIRA, HBPHKE
TEEEEERPERBRAANREE,

BUMHRA (E£8)

1. $TB3 Amazon Inspector $##|#& https://console.aws.amazon.com/inspector/v2/home.
2. HEEEBKRD  BIE [BEHAL. AR , #IF Createrole (BRI AB),
3. SHESEERl , #BITTIEE -

- ERGRINERTHEERRARUNEGREANBE,
- IEEEREA A ERER,
4. FTRFERGR  FRARANBBARELEL.

5. BE [REEHRA. Amazon Inspector € EERFHMNFIR A |, W ERBRFS RN EMEIRE
Ho

B R E

{k785% , Amazon Inspector A&7 52 Amazon Inspector EFf X E AP B RNNEINRIBIER, T8 ,
B RS ERAFTIFINZIRIER,

BERENERREAR

1. 3TB3 Amazon Inspector &l & https://console.aws.amazon.com/inspector/v2/home.
2. EEBEHKP , ENEREKRA,
3. EERFERAEES  BEURAINER,
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3. ENZEBUANBRRINEE,
4. ETAENEE K AREREE "/F. UEHHAL

il B #0061 35 B

BRI LARMIBRIDFEIR A, I REMBRINEFR A | Amazon Inspector EF IEBRIFSRAUEA BRI Hith
BRAMHNHRREENBERRRIER.

MBRIPFIRAIE  FERAFRENBRRBENHTERARENREGHRBENRES "EAF. . EEK
E T PIBRE R Amazon Inspector #Hl& £, th4L , Amazon Inspector #4ELE 8 3R EventBridge 1k
AEHEME AWS Security Hub 1 Amazon,

il B 420 #5148 A

1. #TB3 Amazon Inspector ###|& https://console.aws.amazon.com/inspector/v2/home.
2. EEEERP  EZEEERA,

3. EEUEEM R BRER ARS8 R E S B,

4. EIE [MER] , ARETENBEREKAMBRR R

£ Amazon Inspector [E H 2R R &5

BR T HE B IR 4 REIE A Amazon 25\ EventBridge AWS Security Hub , & o] LURIZAS BB L RE H
Z| Amazon Simple Storage Service (Amazon S3) 7T , MARRKE, BREEREZ CSV R
JSON R , Hh s L REE s ERETHNRBRBEEFTET. ceERFERBERRHARREEWE
MR, NS EREEE K BERXRFTSIFEERMN Amazon EREME (ARN), BURBEEEMNWH
HAFNEF R, MEBEMNE RSSEFEHA (CVE)ID , URBHRIFEENEREM. RELK Amazon Inspector
CVSS 7 ¥,

RERREEREN , BAEETECEEREPNRIRER ., BIRFERR , Amazon Inspector €8
B8 AWS B REER TERS, RECZMERREENER., NEEEXBEHAMBMERLN Amazon
Inspector EE 8 , EEFEMHABPAEXERFHZREHER,

O LUREM R ERERRATHRE. FHEERS SV SR REARERM BB EENE
B, flw, AR EREEEANRINMERERRER. BEERNMEBERATREER , B EHR
WrE TRE, B#HEEE., MREEEMBERN Amazon Inspector BEEE |, B 7] LA EFHZESE T IR
&, Hh a8 AWS 1RF RSEEENEBEEE — fl , IRENMERES TEASL BRI
ERANEERREE, RE , BUNUERFHEELAREUETIELE,
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(® Note

E & E M CreateFindingsReportAP| EEHHZIRIEE &8 , BRRASFIERATWERRIER,
EEEEREDNCEAMNRZIRER |, BAAIEESUPPRESSEDT CLOSEDEA FindingStatus &
BIRHE,

EREH#IRER |MERF , Amazon Inspector EERABIEEMN AWS Key Management Service (AWS
KMS) £ nZEx  WBENBEHRtISEN S3 FFITE. IERSRLEAREFEEN AWS
Key Management Service (AWS KMS) B & AWS EiFHBENZEE, i, SRBERSERH
Amazon Inspector EA €8, S3 REFEITFBHSLENRETINES , BEFEFIFBNBRA AR
Amazon Inspector A5 ¥4 718 Z /7R 88,

Amazon Inspector TRRENMEZRMFRE , BUTURBEEN S3REETRTHRESE , IBHBREBE
HiiE, & , BULUSHRERBEMEN S3 ARt YRR TFIFrRAERREL 2 RIRE
BEEHFRE,

AFXESE|ERTREAELBREEEHRENERF. AWS Management Console ILiEF BIEHEREE
BFTENER., SREMENER , AERRENMELRS.

@ Note
B—XAREL—EXHRBEARS, WRELBEEETH  FFEHELTK , RARBEHR
B H A& .

7%

- SR1: BELNWER

- B2 . RE SIRETE

- $E 3 : BRE AWS KMS key

- SR4. BREREHBEREBERS
- BEFRIEHSEER

F-XEHRRBEEREG2E , 812 3 JUREEMEN.,. EXEFARERREFAMEM S3 #
FETEE LK AWS KMS key #IBHRE .
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MREBREFETR 1 2 3 2BUEXRFTHFRNEHTREK , FEA Amazon Inspector API
A9 CreateFindingsReport# £,

SR 1 RELNER

# Amazon Inspector EHZIRIBEHE 28l , FRFALEGEHRREERENEZEERAMEZENZ

MEREFTEMNFT, EEREBMEMEFT , BFEH AWS Identity and Access Management (IAM) #: B Fft

InE IAM 58 1AM BUR, REKEELRPNEAETIELAAFHTWEEEEETLER , F
REEHRIRBRA RS

Amazon Inspector
¥ 7 Amazon Inspector , FEHEZER B AT T 5B HE .
* inspector2:ListFindings
* inspector2:CreateFindingsReport
ELBEATREHEIRFNRRBEREN  TEZENELIRRER /ETR,

MREITEURXBRF A RNEL XABEER , RO UERERBEATHT

T5I8)4E : inspector2:GetFindingsReportStatus, MEHRRAIR

Ainspector2:CancelFindingsReport , AR BEUHETHHIEH,
AWS KMS

MW AWS KMS , FHRRERBTHEATHIT N IEE
* kms:GetKeyPolicy
* kms:PutKeyPolicy

iE LB A RSN B 8% £ Amazon Inspector ARIMBZMEN SMBK, AWS KMS key
EE® M Amazon Inspector TR AEHIRE , FRREREUTUEIT TS AWS KMS E1E :

* kms:DescribeKey

e kms:ListAliases

& L B R AT MAAHEEN B RAZHRS AWS KMS keys AR, Ak BTLLREE P @8
RINBHR,

MREITER TN KMS £|RINFHEK , BEEERALFHTkms : CreateKeyEE,

Amazon Simple Storage Service (Amazon S3)

¥ Amazon S3 |, FFEEREBREEAHFHT T IEE -
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* s3:CreateBucket

* s3:DeleteObject

* s3:PutBucketAcl

* s3:PutBucketPolicy

* s3:PutBucketPublicAccessBlock
* s3:PutObject

* s3:PutObjectAcl

BB ER BB Y MERELFEE Amazon Inspector FHIRERN S3 FEFEE, ©MBARERE
[8 35T 18 0 M BR 4 4 o

WRIEITE A Amazon Inspector T A EHIRE |, BHERERSTLUH
f7s3:ListAl1MyBucketsfls3:GetBucketLocationE{E, &L EIE T BEEEMAE RIRS
S REFIRNMEREN. AR BALLEEHP - EEERFFERR.

WREEEHT-RSELBHE  FERENTT—ESBZH [ AWS EEEBREL,
SER 2 : BXIE S3 ffFEhTEE

REIR , ERUNAREREEPFABRRERBREN S3 HEFIE. CUUREACIKRFHNREE
B, LA AR S —ERFEFTEES AWS tRF BERAUERNEEEE, NREEERREREFENE
B, FEEVUEE K ARBEE.

S3 REFIFRMAEE AWS Bl fEEHNRREEERMEE, flan , MREBEZHRI HESEEIL
EB) EiF A Amazon Inspector , W AR BEHZEHWRREEER , AIXEEHR L BNREERI
(S B TEALER) B

AL, FEFEETEABEAE RS Amazon Inspector JEYIHFTIBEHEFTE, AETERPNAEHRERE
BUER , WREEFREEBERNBERNES, MEFENENFFZIRBBERNFMERN , 3528 Amazon
HERERECEAEERTINERARBFITRBEE.

MREBEBERBEFRES —ERFHEAN S3 REFrET , FRFRFTRNATESFEENREIE
MR, ERFESERERN URI, EHBKRE , B4AEBAL URI,
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2. EEBEERT , RE RETE

BECETHRABREREN S3 REFE

BEFF U REIERER

ERFTERRERD , EEEE,

4% T B €8 I BRR AR R B BIRESE

2 L

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "allow-inspector",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"

},
"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:AbortMultipartUpload"
1,
"Resource": "arn:aws:s3:::D0C-EXAMPLE-BUCKET/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

},
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

7. T Amazon S3 R EMREFIRBBREESRT , HIARRKXBRIEES , S EHEEHR.

BEEMERANRE  FREFEZEN. MErRBEERMERM JSON KX, ERTEFEZERLEN 2

BT BITEER , REKREXFEEFRRNUEME. WREEREKHEA/ARE —ERLR
X, BEMRRRXNWAEREMEER, MREECHEAZE—(ERRXIMERERER 2
B, FERRANAFERE M LER.

8. EAEBEARNGREN EREERRAN , Ed .
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o #Hpnnst AR,
e 111122223333 RIENRFHEBITE. AWS IRFE

- ##RIZIE AWS [EiF £ 8 Amazon Inspector , ¥ % 8/t 5F Amazon Inspector [61 2GRN
W&o Bl , us-east-18HEEBERE (S EmILE) EBiF.

(@ Note

MREEEFHRANER T EH Amazon Inspector AWS &1, , BRI EE N EEATE
i EServiceMMUMWE, WWHRAIIEE Amazon Inspector FRFEEHE.

flmn , MREEEFEHABHFR (BH) EiF#EH Amazon Inspectorme -
south-1, @inspector2.me-south-1.amazonaws.comfEBRAR #
Hlinspector2.amazonaws.comft,

AR, SRR ER T EAME IAM £E R SRR

« aws : SourceAccount-EB1E N L FF Amazon Inspector E A BHR A HRE R MBI EFEED,
© A LA Ik Amazon Inspector A E MR F R FREBAMEE. EERMER , RESEEWEIR
Ea LAt ¥ kaws : SourceArnF i EMN E RN BMEFRERE,

EERHMRFHNRSHEEERT , FRSEEINRSNIRS 1D #i8 = ke, Fl

"aws:SourceAccount": [111122223333,444455556666,123456789012]

« aws : SourceArn— LFRHFERBEFMIFREBNE RN RFERHEFZRERBOHB. © UK
AWS R L H M ASERFINEZRERE. Bt BB LE Amazon Inspector £ BEWIRF #1T
HaB/ER , BB EREEFTE. FERMER | B&EM4 5 Amazon Inspector REEY 4
ARBFEEREGK K TEBYGFEERFITE  BEEELRREMRFEIIEMRMEPIEE
(Y [ 45 B

& ZE AL FF Amazon Inspector M H IR FETIEENEIE |, BB EREINRFH Amazon EIR
£ (ARN) B E IER. Hl

"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333 :report/*",
"arn:aws:inspector2:Region: 444455556666 report/*",
"arn:aws:inspector2:Region:123456789012:report/*"
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9. EREEBKRENR 6 FRE REREL

SE8 3 : S AWS KMS key
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BFHERERMN S3 FEEErRALAMEE,

SWUUREZECKRFIMNER KVMS €488 , bR EMIRFHENIES KMS 28, MREEBEF
P KMS €88  FEABUSE K ALBEE, IRCHEEFHEMREEHENRE SR  FIMEX
€88 Amazon ERE M (ARN), EZ# Amazon Inspector BH LR | BEE#@ ALL ARN, E
B MBE KMS £ ENFMET , 53 BAWS Key Management Service B A BIEREHHNEE
&8,

REEFMAMN KMS £882% |, 3588 Amazon Inspector A £8H R, &8l , Amazon Inspector

BEEMBNEHRE, EEHET Amazon Inspector FASIBMNEIR  BEMSBNSBREBER, WE

BRESBFAMERE KMS 28 FEUENFMENR , 52 BAWS Key Management Service B A 818
M AWS KMSH £ #8 BUR,

EEEMERFEA

@ Note
THERFEANREFEELELLAEF Amazon Inspector FAZ 8, WREEREEANE

iR , 752 F Bhttps://docs.aws.amazon.com/kms/latest/developerguide/create-keys.htmlEX G

BYEWHES.

1. EEATEBRMAWS KMS £# &, https://console.aws.amazon.com/kms
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4. EBELERARMNBH{REKN KMS €8, WML EARHBNE (HBNER) 248,

5. HERFAURSIERL  EERE. IREFTIE RE) RENESREFER , BLHEFER YR
ERAUWR].

6. MTHISEHIFRNERTIZIREE

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
1,
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"

3,
"ArnLike": {

"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"
}

}

7. TEAWSKMS F#ZANERMFARRESRP , MR AXBEERER S , BUSEFHFEERER,

B ERANE  FREFREZAN. LBBEMEM JSON KX, ERTEFEEREN 2aT=
ZEMBER , REBRAXFTEERANVEME, MREZFDNFTHARR —ERRER |, 77
ERRFA XN AFEREMEER, IREZCTHEAF —EREXIMBERERERNE , FE
BRID R A FE SR & 0 E5E 5K

8. HEAEARNLRBNEREERRLN 6 Heb .

e 111122223333 RIENREZBITE. AWS IRFE

o ##2IBERFF Amazon Inspector EA W MBREH AWS B B, HIM0 , us-east-18+
HEBERE (HFEmILER) EE.
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® Note

WREEFHRBANER TER Amazon Inspector AWS [E1 , FE[ERAEEN EFHNAE
#BEServiceMUME, Hl , MREERR (BH) BEFEA Amazon Inspector , &

E\fXinspector2.amazonaws.com&inspector2.me-south-1.amazonaws.com.

NMEH— B REETEBRNEFFRRSN |, EF P ConditionBEAMME IAM £E KRG
ok i

+ aws : SourceAccount— EBTE N L FF Amazon Inspector EABHIIRFHITIEENRE. EE
iR | CIREBERS TS B aws : SourceArniR 18 EN E R MBESITIS EMEE,

& Z /LFF Amazon Inspector St E MR FETIEEN B , FESEENRFRIRS ID #18
EWER. Bl :

"aws:SourceAccount": [111122223333,444455556666,123456789012]

o aws : SourceArmn-BLIRH TR AWS BR#E 1L B A BITISEMIRME, EHBATLFS IE Amazon
Inspector EAZNIRFHTHMBIERFA SR, RIFER , © L5 Amazon Inspector EEY]
HARBBEAREHEASBMEZ SIYH , BEEELRERARFEINEREFIEENE
AR,

& Z S5 Amazon Inspector $F ¥ H IR FHITIEERNEIF , FABEBEINNIRFHE ARN =
sefReE. Hign

"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"

aws :SourceAccountfaws: SourceArnff 4 TiE EMIRE TS,

B LR B BRI Amazon Inspector 7EEE R 5 HARE # A/EIE BV EIF AWS KMS, #AEMT
BERERM , BETRBRR P BERE L4

9. EMEWMERERR , FEE [REFRE)]
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BRCVEERYZEERANZENBTRAEERE 2R , BRUURENELHRE T,

BEXRENEHBRRBAERE

#TF Amazon Inspector # %A https://console.aws.amazon.com/inspector/v2/home.
EREERN "HIREE, T, BE "AERRERL .

(CEIEM) £/ "®REH, XK LFNERES , FEEHERG  MEEETSEREPHNRRIE
B, EEFEEREEF , Amazon Inspector EE# &k , METESHERENBREE, HRKXE
HERKITEZERNEE,

N =

(® Note

BRMEBRETIEE GG, WRT AWS EE E&M , #ESTSERES "EAH,
ZAHERBEEENER., MREREEEBLN Amazon Inspector BEEEE |, ESFBERZ+
FIEREIRFHNEREEER,

MRFLETEMERZERREEMNER , EENELRETEZTERREE , MAZ—
RABEEH —ERE

4. EREHESER
5. # "ELRE. BERHT , H#RN "ELEREE,  EBEEHRSHERKSN

- BEEBVTEERM JavaScript WHERSE (json) IBR , FBIEIE [USON],

MPRIEE JSON BIE , ESTESERREENFIEMMN. WFEEEN JSON HMALFE
552289 Amazon Inspector APl 2Z &R AN SR ERER,

- EEREVOEERNIER S RE (csv) EBR , FEEE [CSV].

MREEE CSVEE , AIRERSCSEEARREEN —Ho 8L , KH 45 EREHRE
EEREBMHNEAL. MuaelE: "SRERESE, ., "EE,. "BREM.. "THRE,., TH
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EERKARRIEE Amazon S3 BRREFIER , FB1E S3 URI A K EMIMRHER (/)
MBETEF. A% , Amazon Inspector EESBEFEERETEETE HIJEﬂ 1]
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SROBHEPREINER., WEFHEFR , FSBAWS Key Management Service I # A 818
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flan , R S ERETBEETEENREEEES , AWS B MEFITEAYBEL LFF Amazon
Inspector A& H-#TBERFFITR. A FEIBEFEPEHA , YRR SWBE LFF Amazon
Inspector EFE£#. AWS KMS key

}

fRREERRER  FRERBXRELERE

BERZEMEIHER

MREEHABIURE , 1B Amazon Inspector EREERE , EFWEIHBAL , RPRRK . BEFF
BEEHTHNHRE. AA Amazon Inspector — X REEE—EIIRFEL —PHRE K MERLEHEE

o
BRFRWEER , BUUSHHARSTRHEUE , RARBERFNHRS

IR LAE R E R EIRARMAREE | b GetFindingsReportStatusE ¥ &M B §ij EEEA 2 £ TR E
MR 1D,

MEEE , Bu A ERAEZEENIHRS ID, fAAGetFindingsReportStatus{EX£EUH B 5 E £
{T#CancelFindingsReportE H

£ Amazon B2 ¥ Amazon Inspector B B E EventBridge

Amazon Inspector %5 Amazon BN HZE 4 EventBridgeV%RIEH, HEENRREE URRIRE
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® Note

MREEMRSE R Amazon Inspector ZRAEEES , BR 7 H8ZE4 EventBridge B ZI B VIR
F, Eg8E4RmEEHNIIRS+,

E 1818 EventBridge S+ 82 Amazon Inspector BEERA K , &7 LA B B{L4EH LA B 42 51 FE Amazon
Inspector IR B TR L LRE,

Amazon Inspector @ EH B X FMEEGFNEREHERE, ERXRTENLEAHIT Amazon
Inspector WEEERFERESHRA , TEEFZXEINEH.

Z ERIE EventBridge EH1Z YA R Amazon Inspector RIFE KB A , B4 7E A Amazon Inspector
E3 EventBridge A RIFI B &, LR AILEF EventBridge ¥ Amazon Inspector B4R IRIEH &
EEAFRAGIEENBZE, MEFMER , 5528 Amazon EventBridge £ F & B’ FH Amazon
EventBridge & A,

SHEN

AT 2 EC2 EHEHH Amazon Inspector E4FENEfl, MEHMSHEEERENE4RENHEAE
g1/ , 552 BEventBridge 218,

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "VYES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"

iy
"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",
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"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",
"fixAvailable": "YES",
"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",
"packageVulnerabilityDetails": {
"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",
"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCqg=WeLt57aaZA@mail.gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f0b6d513b259fdab9c9bf4aaa6188d@54c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f@b6d513b259fdab9c9bf4aaa6188d054c2d(6.0-rc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",

"epoch": 0,
"fixedInVersion": "0:5.15.0.1027.31~20.04.16",
"name": "linux-image-aws",

"packageManager": "0S",
"remediation": "apt update && apt install --only-upgrade linux-image-
aws",
"version": "5.15.0.1026.30~20.04.16"
1]
},
"remediation": {
"recommendation": {
"text": "None Provided"

iy
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"resources": [{

"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1"

},
"id": "i-0c2a343f1948d5205",
"partition": "
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

aws",
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1. ELATZETE Amazon EventBridge ##l& https:/console.aws.amazon.com/events/o

4,
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{

REEEHPER KRR, REER [EMRA,
WARAUNBBANREMERNA,
ENMEASEAENNRA  RARENT —F,

i [BHER] BT, 1BE [BFTEX (JSON wE:R).
AL JSON BEEimEERR P

"source": ["aws.inspector2"],

"detail-type":
"detail": {
"severity":

"status": ["

["Inspector2 Finding"],

["HIGH", "CRITICAL"],
ACTIVE"]
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{#Fl Amazon Inspector fEH sBOM

BRI LAE A Amazon Inspector 2 A APl BN ERELE KB EUEE (SBOM), SBOM 2R
EF AR MR RIS RSB T4 EAMREE. Amazon Inspector BIRIRE /Y85 & JRIZ M

SBOM, # Amazon Inspector [EH# sBOM AIi# B G AE B EENERENR , fINEERNEYH
AR AB S AERIRY 55 B

&) A8t ¥ Amazon Inspector BN ERMATE Z X BEREL SBOM, ZAILUEBU T A REAE IR
K AR RESEE I8 AWS IRIBEMY Amazon Inspector B &%,

(@ Note
Amazon Inspector 7 3% & [E H E A 7 Windows EC2 #11T{E#&# SBOM,

Amazon Inspector &=,

Amazon Inspector X #FLAfEIR 1.4 Ml SPDX 2.3 AKX E H SBOM. Amazon Inspector #% SBOM
YER ISON 8 H B #2# 12/ Amazon S3 F#EM.

(® Note

3R B Amazon Inspector #J SPDX X EHEEFEH SPDX 2.3 WRHKEHRA , EeMT 8244
HEFE (CCO) FB. ERAATSUFEREATAFEH 2 EIHEEMH,

R B Amazon Inspector BIfEIRZ 1.4 SBOM # =\ HY R4

{
"bomFormat": "CycloneDX",
"specVersion": "1.4",

"version": 1,
"metadata": {
"timestamp": "2023-06-02T01:17:46Z",
"component": null,
"properties": [
{

"name": "imageId",
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"value":
"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace"
},
{
"name": "architecture",
"value": "arm64"
},
{
"name": "accountId",
"value": "111122223333"
},
{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"
}
]
},
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1le9a®b24161daaa@d535c699"
},
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+debl@u3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deblQu3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
I
{
"type": "application",
"name": "liblz4-1",
"purl": "pkg:dpkg/liblz4-1@1.8.3-1+deblQul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa%a"
},
{
"type": "application",
"name": "mawk",
"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
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"bom-ref": "c2015852a729f97fde924e62al16f78a5"

I
{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+debl@ul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef@0dff8da77901b1085"
},
{
"type": "application",
"name": "ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+deb1l@u3?
arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl0@u3.src.dpkg",
"bom-ref": "cd20cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref": "a74a4862cc654a2520ec56dadc81lcdb3™
.
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}

#£ Amazon Inspector SPDX 2.3 SBOM # = Y R4

{
"name": "409870544328/EC2/i-022fba820db137c64/ami-074ealstc@8effb2d8",
"spdxVersion": "SPDX-2.3",
"creationInfo": {
"created": "2023-06-02T21:19:227",
"creators": [
"Organization: 409870544328",
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EAEESE
"Tool: Amazon Inspector SBOM Generator"
]
},
"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",
"comment": ""

"packages": [{
"name": "elfutils-libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/elfutils-libelf@0.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.xrpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
},
{
"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/libcurl@7.79.1-1.amzn2.0.17?
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referencelLocator": "CVE-2022-32205"
}
1,

"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"
1,

{

"name": "hunspell-en-US",

"versionInfo": "0.20121024-6.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
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"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/hunspell-en-US@Q.20121024-6.amzn2.0.1?
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.0.1.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae0883973d6cea5e7e079d544fe5"
},
{
"name": "grub2-tools-minimal",
"versionInfo": "2.06-2.amzn2.0.6",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2.06-2.amzn2.0.6?
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2.amzn2.0.6.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referenceLocator": "CVE-2021-3981"
}
1,

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"

}I
{

"name": "unixODBC-devel",
"versionInfo": "2.3.1-14.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?
arch=X86_64&epoch=0&upstream=unix0DBC-devel-2.3.1-14.amzn2.src.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021a13fc9f81237d2"
}
1,
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"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c0e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
I
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f84f1903",
"relationshipType": "DESCRIBES"
1,
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"
}
1,
"SPDXID": "SPDXRef-DOCUMENT"

}
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{

"version": "Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",

"source": "aws.inspector2",
"account": "AWS ## ID (string)",
"time": "event timestamp (string)",

"region": "AWS ## (string)",
"resources": [
*IDs or ARNs of the resources involved in the event*
1,
"detail": {
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}
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Amazon EC2 package vulnerability finding

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "VYES",

"exploitabilityDetails": {

"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"
.
"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",

"fixAvailable": "YES",

"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",
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"packageVulnerabilityDetails": {
"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": '"NVD",
"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCqg=WelLt57aaZA@mail .gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f@b6d513b259fdab9c9bf4aaa6188d054c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f0b6d513b259fdab9c9bf4aaab6188d054c2d(6.0-xc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",

"epoch": 0,
"fixedInVersion": "0:5.15.0.1027.31~20.04.16",
"name": "linux-image-aws",

"packageManager": "0S",
"remediation": "apt update && apt install --only-upgrade linux-
image-aws",
"version": "5.15.0.1026.30~20.04.16"
1]
1,
"remediation": {
"recommendation": {

"text": "None Provided"
}
},
"resources": [{
"details": {

"awsEc2Instance": {
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"iamInstanceProfileArn": "arn:aws:iam::111122223333
profile/AmazonSSMRoleForInstancesQuickSetup",

"imageId": "ami-@b7ff1a8d69f1lbb35",

"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],

"ipV6Addresses": [],

"launchedAt": "Jan 19, 2023, 7:53:14 PM",

"platform": "UBUNTU_20_04",

"subnetId": "subnet-8213f2a3",

"type": "t2.micro",

"vpcId": "vpc-ab6650d1"

I
"id": "i-0c2a343f1948d5205",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

Amazon EC2 network reachability finding

"version": "Q",
"id": "d0384f63-1621-1b75-d014-a5e45628ef3e",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T@9:17:57Z",
"region": "us-east-1",
"resources": ["i-0a96278c2206a8e4b"],
"detail": {

"awsAccountId": "111122223333",

:instance-

"description": "On the instance i-0a96278c2206a8e4b, the port range
22-22 is reachable from the InternetGateway igw-72069c@9 from an attached ENI

eni-0976efe678170408f.",
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"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",
"firstObservedAt": "Jan 20, 2023, 9:17:57 AM",
"lastObservedAt": "Jan 20, 2023, 9:17:57 AM",
"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-72069c@9",
"componentType": "AWS::EC2::InternetGateway"

o {
"componentId": "acl-91d74eec",
"componentType": "AWS::EC2::NetworkAcl"
3, {
"componentId": "sg-Qaaed@af450bd0165",
"componentType": "AWS::EC2::SecurityGroup"
o {
"componentId": "eni-0976efe678170408f",
"componentType": "AWS::EC2::NetworkInterface"
3, {
"componentId": "i-0a96278c2206a8e4b",
"componentType": "AWS::EC2::Instance"
1]
},
"openPortRange": {
"begin": 22,
"end": 22
},

"protocol": "TCP"
},
"remediation": {
"recommendation": {

"text": "You can restrict access to your instance by modifying the
Security Groups or ACLs in the network path."
}
},
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b5eea76982371e91",
"ipV4Addresses": ["3.89.90.19", "172.31.93.57"],
"ipV6Addresses": [],
"keyName": "example-inspector-test",
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"launchedAt": "Jan 19, 2023, 7:25:02 PM",
"platform": "AMAZON_LINUX_2",

"subnetId": "subnet-8213f2a3",

"type": "t2.micro",

"vpcId": "vpc-ab6650d1"

},
"id": "i-0a96278c2206a8e4b",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "Port 22 is reachable from an Internet Gateway",
"type": "NETWORK_REACHABILITY",
"updatedAt": "Jan 20, 2023, 9:17:57 AM"

Amazon ECR package vulnerability finding

"version": "Q",

"id": "5b52952e-26df-3a51-6d14-4dbe737e58ec",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T21:59:00Z",

"region": "us-east-1",

"resources": [

"arn:aws:ecr:us-east-1:111122223333:repository/inspector2/

sha256:98f0304b3a3b7c12ce641177a99d1f3be561532473a528fda38d53d519cafb13"

1,
"detail": {
"awsAccountId": "111122223333",
"description": "libcurl would reuse a previously created connection even

when a TLS or SSHrelated option had been changed that should have prohibited
reuse.libcurl keeps previously used connections in a connection pool for
subsequenttransfers to reuse if one of them matches the setup. However, several TLS
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andSSH settings were left out from the configuration match checks, making themmatch
too easily.",
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",
"firstObservedAt": "Jan 19, 2023, 9:59:00 PM",
"fixAvailable": "YES",
"inspectorScore": 7.5,
"inspectorScoreDetails": {
"adjustedCvss": {
"adjustments": [],

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": "NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N",
"version": "3.1"

iy
"lastObservedAt": "Jan 19, 2023, 9:59:00 PM",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 5,
"scoringVector": "AV:N/AC:L/Au:N/C:N/I:P/A:N",

"source": '"NVD",
"version": "2.0"
},
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N",
"source": '"NVD",
"version": "3.1"
}

1,

"referenceUrls": [
"https://hackerone.com/reports/1555796",
"https://security.gentoo.org/glsa/202212-01",
"https://lists.debian.org/debian-1ts-announce/2022/08/

msg@0017.html",
"https://www.debian.org/security/2022/dsa-5197"

iF
"relatedVulnerabilities": [],
"source": "NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2022-27782",
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"vendorCreatedAt": "Jun 2, 2022, 2:15:00 PM",
"vendorSeverity": "HIGH",
"vendorUpdatedAt": "Jan 5, 2023, 5:51:00 PM",
"vulnerabilityId": "CVE-2022-27782",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"fixedInVersion": "0:7.61.1-22.el8_6.3",
"name": "libcurl",
"packageManager": "0S",
"release": "22.el8",
"remediation": "yum update libcurl",
"sourcelLayerHash":
"sha256:38a980f2cc8accf69c23deaeb6743d42a87eb34a54f02396f3fcfd7c2d06e2c5b",
"version": "7.61.1"
},

{
"arch": "X86_64",

"epoch": 0,

"fixedInVersion": "0:7.61.1-22.el8_6.3",

"name": "curl",

"packageManager": "0S",

"release": "22.el8",

"remediation": "yum update curl",

"sourcelLayerHash":
"sha256:38a980f2cc8accf69c23deaeb6743d42a87eb34a54f02396f3fcfd7c2d06e2c5b",

"version": "7.61.1"

iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":

"sha256:98f0304b3a3b7c12ce641177a99d1f3be56f532473a528fda38d53d519catbh13",
"imageTags": [
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"3
1,

"platform": "ORACLE_LINUX_8",
"pushedAt": "Jan 19, 2023, 7:38:39 PM",
"registry": "111122223333",
"repositoryName": "inspector2"

I

"id": "arn:aws:ecr:us-east-1:111122223333:repository/inspector2/
sha256:98f0304b3a3b7cl2ce641177a99d1f3be561532473a528fda38d53d519¢cafb13",

"partition": "

"region": "us-east-1",

"type": "AWS_ECR_CONTAINER_IMAGE"

aws",

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2022-27782 - libcurl, curl",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 9:59:00 PM"

Lambda package vulnerability finding

"version": "Q",

"id": "@40bb590-3al12-353f-ecbl-05e54b0fbea7",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T19:20:252",

"region": "us-east-1",

"resources": [
"arn:aws:lambda:us-east-1:111122223333:function:ExampleFunction:$LATEST"

1,
"detail": {
"awsAccountId": "111122223333",
"description": "Those using Woodstox to parse XML data may be vulnerable to

Denial of Service attacks (DOS) if DTD support is enabled. If the parser is running
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on user supplied input, an attacker may supply content that causes the parser to
crash by stackoverflow. This effect may support a denial of service attack.",

"exploitAvailable": "NO",

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 7:20:25 PM",

"fixAvailable": "YES",

"inspectorScore": 7.5,

"inspectorScoreDetails": {

"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H",
"version": "3.1"

},
"lastObservedAt": "Jan 19, 2023, 7:20:25 PM",

"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",
"version": "3.1"

iF
"referenceUrls": [
"https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=47434"

15
"relatedVulnerabilities": [],
"source": "NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2022-40152",
"vendorCreatedAt": "Sep 16, 2022, 10:15:00 AM",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Nov 25, 2022, 11:15:00 AM",
"vulnerabilityId": "CVE-2022-40152",

"vulnerablePackages": [

{
"epoch": 0,
"filePath": "lib/woodstox-core-6.2.7.jar",
"fixedInVersion": "6.4.0",
"name": "com.fasterxml.woodstox:woodstox-core",

"packageManager": "JAR",
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"remediation": "Update woodstox-core to 6.4.0",
"version": "6.2.7"

iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [
{
"details": {
"awsLambdaFunction":
"architectures": [
"X86_64"
1,

"codeSha256": "+EwrOrht2um4fdVCD73gj
+07HJIAUvUxi8AD@eKHSkc=",

"executionRoleArn": "arn:aws:iam::111122223333:ro0le/

ExampleFunction-ExecutionRole",
"functionName": "Example-function",
"lastModifiedAt": "Nov 7, 2022, 8:29:27 PM",
"packageType": "ZIP",
"runtime": "JAVA_11",
"version": "$LATEST"

}
I
"id": "arn:aws:lambda:us-
east-1:111122223333:function:ExampleFunction:$LATEST",
"partition": "aws",
"region": "us-east-1",
"tags": {
"TargetAlias": "DeploymentStack",
"SoftwareType": "Infrastructure"
I

"type": "AWS_LAMBDA_FUNCTION"

iF
"severity": "HIGH",
"status": "ACTIVE",

"title": "CVE-2022-40152 - com.fasterxml.woodstox:woodstox-core",

"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 7:20:25 PM"
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}

Lambda code vulnerability finding

"version":"Q",
"id":"9df0@lcbl-df24-bc46-5650-085a4087e7aa",
"detail-type":"Inspector2 Finding",
"source":"aws.inspector2",
"account":"111122223333",
"time":"2023-12-07T22:14:457",
"region":"us-east-1",
"resources":[
"arn:aws:lambda:us-east-1:111122223333:function:code-finding:$LATEST"
1,
"detail":{
"awsAccountId":"111122223333",
"codeVulnerabilityDetails": {
"detectorId":"python/lambda-override-reservedevl.Q",
"detectorName":"Override of reserved variable names in a Lambda function",
"detectorTags":[
"availability",
"aws-python-sdk",
"aws-lambda",
"data-integrity",
"maintainability",
"security",
"security-context",

"python"

1,

"filePath":{
"endLine":6,
"fileName":"lambda_function.py",
"filePath":"lambda_function.py",
"startLine":6

1,

"ruleId":"Rule-434311"
.
"description":"Overriding environment variables that are reserved by AWS
Lambda might lead to unexpected behavior or failure of the Lambda function.",
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"findingArn":"arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",

"firstObservedAt":"Aug 8, 2023, 7:33:58 PM",

"lastObservedAt":"Dec 7, 2023, 10:14:45 PM",

"remediation":{

"recommendation":{
"text":"Your code attempts to override an environment variable that is

reserved by the Lambda runtime environment. This can lead to unexpected behavior
and might break the execution of your Lambda function.\n\n[Learn more](https://

docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-
envvars-runtime)"

}
I
"resources":[
{
"details":{
"awsLambdaFunction": {
"architectures":[
"X86_64"
1,
"codeSha256" : "2mtfH+CqgubesG6NYpb2zEqBja5SWN6FfbH4AAYDUF8RE="",
"executionRoleArn":"arn:aws:iam: :193043430472:r0le/service-role/
code-finding-role-7jgg3wan",
"functionName":"code-finding",
"lastModifiedAt":"Dec 7, 2023, 10:12:48 PM",
"packageType":"ZIP",
"runtime":"PYTHON_3_7",
"version":"$LATEST"

}
1,
"id":"arn:aws:lambda:us-east-1:193043430472:function:code-finding:
$LATEST",
"partition":"aws",
"region":"us-east-1",
"type":"AWS_LAMBDA_FUNCTION"
}
1,

"severity":"HIGH",

"status":"ACTIVE",

"title":"Overriding environment variables that are reserved by AWS Lambda
might lead to unexpected behavior.",

"type":"CODE_VULNERABILITY",

"updatedAt":"Dec 7, 2023, 10:14:45 PM"
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(® Note

AHMEREEYHTEAEOE - ZRBEERN JSON FlEHA, ergEOBERRER DE
At , EXERIPNSEERRER.

Amazon Inspector #1%a 17 TR EHRE RO

LT RERDAFEEZ EventBridge Amazon Inspector B4 EHFE B R EHl, & Amazon
Inspector EREEH P —BERNVRIFEE K REEILEH,

TR AT B i R TR EH

« detail-typeMfIEREAInspector2 Scan,

o detail¥FEE—fEfinding-severity-counts¥ , EFFFMRBEABREMLERHRIRE
BEEBCRITICAL , #INHIGH, FIMEDIUM,

ERFFIRE , KERBEEETRANNBRESHERER,

Amazon EC2 instance initial scan

"version": "Q",
"id": "28a46762-6ac8-6cc4-4Ff55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:357",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
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"HIGH": 0,

"MEDIUM": O,

"TOTAL": 0
I
"instance-id": "i-087d63509b8c97098",
"version": "1.0"

Amazon ECR image initial scan

"version": "Q",

"id": "fdaa751a-984c-a709-44f9-9a9da9cd3606",
"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T23:15:187",

"region": "us-east-1",

"resources": [

"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",

"repository-name": "arn:aws:ecr:us-east-1:111122223333:repository/

inspector2",
"finding-severity-counts": {
"CRITICAL": 0,

"HIGH": 0,
"MEDIUM": 0O,
"TOTAL": 0

},

"image-digest":

"sha256:965fbcae990b0467ed5657caceaecl65018ef44a4d2d46c7cdea80a9dffodlea”,

"image-tags": [
"ubuntu22"
1,

"version": "1.0"
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Lambda function initial scan

"version": "Q",
"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-02-23T18:06:03Z",
"region": "us-west-2",
"resources": [
"arn:aws:lambda:us-west-2:111122223333:function:lambda-example: $LATEST"
1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
"TOTAL": ©
},

"version": "1.0"

Amazon Inspector BEEHZRE R

AT RBWEEE 2 Amazon Inspector EventBridge B4 EH4EEIH R &S], BFEIRA Amazon
Inspector B HEHER , MEBELLEH., THRUTERINKEHESH

- detail-typeMIE%EHInspector2 Coverage,
- detail¥PHBE—fBscanStatus¥F , IBHERNFIRIEMRE,
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"version": "Q",
"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:397",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"

1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
},
"scanType": "PACKAGE",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"
}
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#% 58 B Amazon Inspector EES R IHE S EIZHCI/CD BE

& T LA Amazon Inspector BRERMRGFHEZESE CI/CD BEYF , RHREBIRIE LA RS RE
RHEME. Amazon Inspector BRI SFHM|ME A RIEHE B 2SI RENHER AR

Amazon Inspector 25 CI/CD & A Amazon Inspector 258 SBOM 4 X 23 fMEE Amazon Inspector 2%
i API WA R AN A B[REER T EHRE . Amazon Inspector SBOM EA RS HRIZEHABETM
BE HBEYELEE (SBOM) , A% , Amazon Inspector ## APl 21733 SBOM , BV HKE , H
PESERE W E ISR EFEER.

BRI LUIEBE AE R CI/ICD BRAREER Amazon Inspector FVHIER |, WHEHETHELER , HELR
ALENBCH B RRES |, BB 5 Inspector 3R CI/CD B4,

£

- BHEXK

- BiIJES

- E%iE—1E AWS 1R FE LUE A Amazon Inspector CI/CD &£/

« Amazon Inspector 88 SBOM 2% 4 25

- fH Amazon Inspector BHEEVEBE S EE] CI/ICD EEES

« f£ Amazon Inspector Jenkins 4

« f£H Amazon Inspector TeamCity ¥

« Amazon Inspector CycloneDX &5 %= &

AR

Amazon Inspector &% CI/CD AR RIBMEH, BULREENTEZEELNBER K AR
A M Amazon Inspector FHIFBAEETNWEES R, NEBEXRESBSTLARENMREG L
#1717 Amazon Inspector SBOM E4 2R , RAREEEMN SBOM L#1T Amazon Inspector 2517 APl,

LA & Amazon Inspector CI/CD £/ 4@ 18 4 TR BER -

1. IBATLARRE AWS tRFE B AL ¥F12EL Amazon Inspector $#i APl, fIERA , BFSBRE—E AWS
R 5 LAEF Amazon Inspector CI/CD /&Ko

2. A LA B £ &2 Amazon Inspector .
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3. IMBRHEFELE Amazon Inspector SBOM E4 RS M IE, MERE , 2B Amazon Inspector &5
SBOM 485,

4. BT LAE CI/ICD B EH#718 Amazon Inspector B RES R , YR ERE.

5. BERPTHER , AMEXSKENRRMREEMAAA , RREMREK LHIT Amazon Inspector
SBOM E4. 28 , LAEA£CycloneDXHEEH SBOM,

6. LA ERXN S E LR SBOM EiXE Amazon Inspector 131 API %% , Zix BT EESE SBOM
THREFESH.

7. Amazon Inspector & AP| EIFEE E#i A CSV, SBOM JSON Ml HTML XMW RBEHRE . ZBE
‘@& Amazon Inspector 335 YT RIE Y FHAE{E B

X ER CI/ICD fRF =

Amazon Inspector B BIZ#E T3 CI/ICD fBR A R. WEFRAABERRE CI/ICD BEWTERA |
#HEY CI/CD fR A R ABER

"

- BEEiTEG
« TeamCity SN

=HE-2

R Amazon Inspector R B &&EH CI/ICD fERA RRENBER , B UFEA D FERESE SBOM
B2 Amazon Inspector 837 AP WHEREVZ BESWEE] CI/ICD BE., B UFERABTE
& , A Amazon Inspector SBOM FE 4 25iR AV B IE R RH

LLUR 2 BET Amazon Inspector CI/CD B&EEF N AIHELE -
1. A LAERE AWS 1RE A A ¥F17EX Amazon Inspector 123 APl, MNER | FSEKE — @ AWS

¥R 5 LAE A Amazon Inspector CI/CD SR .

2. IBMERHFEMEKE Amazon Inspector SBOM E4 2 —EE, MFRHE , F5ZBAmazon Inspector 28
SBOM #4285,

3. A LAE A Amazon Inspector 8§ SBOM E4£ A E M CycloneDXB MG E LM EH SBOM,
4. BT LAEEER SBOM LA Amazon Inspector #F# APl REAFFEHRE

MERTEHTRANIE TR , 528 # A Amazon Inspector I E B EH SR EET Cl/ICD EEE A,
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— {8 AWS R FE LAfEF Amazon Inspector CI/CD &

BB AWS IRF B2 Amazon Inspector CI/CD &, AWS 1RF HEEH IAM B |, &
£ & 0% F 8% Amazon Inspector &3 API FY1ZEURERR,

SR TSI EBE A TEUGERM AWS tkRF, BUEESFAE , ARRERR CI/ICD B2EH IAM A&
&

(® Note
MRBEEEEM T AWS 1RF , RITTSABERIEE A R#ETCI/ICD BEH IAM B,

F&E

- Fft—1{E AWS IEF

- BYEEFERE
REAKEITCICD BEH IAM A

M —1@ AWS IRF

WMRIERE AWS IRF | BRI TZRRE I —1E.
B REMEA AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. nHLﬂE%iJ:?EI/j_\L‘fTo

HoEMEFFEBRE , Y ESHRERE RIS,

M —ER AWS IRF |, BRIZAWS tIRFREME —E. REAEFEFIEIKRFTHNMEA
AWS ¥ MER, FAZEREER  KEEFIEERGEECRE Y RECRBRERER
17 EEREAEFRENER.

AWS FHBRTKE , ERERIEMIBRE FEH. BT LAFEER & hitps://aws.amazon.com/ I iE 1
BHWRE , UREEETNIIRE ZBYEEIRE,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
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BUEEMGERE

2R FRARENETL AWS tkRF AWS IRFREAE AWS IAM Identity Center, BUAFE M R
EEFERE  ERERTER oot FAEARBE LA,

REEH AWS IRFARFERE

1. B Root EAELE ALK AWS IRF EFB#ibut , BURFHEES S BE A, AWS
Management ConsolefE F —EH , B A B ZE,

WMEEAREAZEZANRSA  F2RAWS BA £RAEEEPNIUREAES I E A,
2. BERLNBREREIRF LRAZEEZRRE (MFA)

mBET , HHM (AM ERAEEE) FHB AWS IEF REAERARE VFA 28 (X24),

BYEEMERE

1. BA IAM Identity Center,

MEIET , FFSE AWS IAM Identity Center £ &5 R I EUA AWS IAM Identity Center,
2. 1 IAM Identity Center F , S EEERR TEEFERAE,

EEMBEEFEA IAM Identity Center B #& A S 7 BAIRRN BERE , F2E (FAKER)
IAM Identity Center B #H 8 " SAFERR{EEREEAAWS IAM Identity Center EFFEL o

LEEENE D HE

EEFE ALK IAM Identity Center EAEEFE , FEEMAEIL IAM Identity Center A EREIAE
BEFE bt E URL,

MBS IAM R R OEAEBANRY , FSEEAAWS BA EEFEFHEA AWS FBALD
B

BREFRHEITCI/CD BEH IAM AG

= E#% Amazon Inspector IFHE S E|EH CI/ICD EEH , BFEEY IAM BEE L AFFEE Amazon
Inspector @ AP| AR IHE B Y RIEE (SBOM), A% , BOULUEZBERMME IAM A& | BHIRS
A AR ER % A B #11T Amazon Inspector ##3§ APl
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html

Amazon Inspector EREER

1. & A AWS Management Console YRR G D R FEVEEE RS |, BiLA https://
console.aws.amazon.com/iam/.

2. HEIAM ERENEEEKP , RIE [BER]  RARBE [BMYBXR].
3. # [RAlfmEERR] + , F#H JSON I RE £ THIBRA

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Allow",
"Action": "inspector-scan:ScanSbom",
"Resource": "*"
}
]
}
4. igﬁ-lt_io

5. i, ARG B InspectorCICDscan-policy , WHIEIRBMFIR , REIBE TEUX
B, . WRAISHNESKERELSRIEINAE,

6. HIAM EERENEEEFKSD , BN [AG], RZZW [BUFAR]
7. HRAEENERER  FEE(BFIGEERA] X ETIIRER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{ACCOUNT_ID}:root"
.
"Action": "sts:AssumeRole",
"Condition": {3}
}
]
}
8. EET_io
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9. E[FEHER + , BEWENEENELNERR , REEE [T —F].

10. #iltn | AAEIEERBInspectorCICDscan-role , WHTIGBFMHE IR , A%iRIEBCreate
Role,

Amazon Inspector 28 SBOM & 4 25

Amazon Inspector 2§ SBOM 425 ( Sbomgen ) E—E_#FI T E , ] ARG ERRGM RS
B (SBOM ) ., SBOM ER# L RE - BB INESE,

SbomgenBBFHENTEEHELHKEHTEENNHRIF, IRKIEFT—AEARR, TEEHR
WMEHEE, REAMEtTEER. AR, LEATERERZEIRS CycloneDX SBOM,

Sbomgend[ %A T ERKZ# CycloneDX SBOM A RREREH L, ©tHAEA Amazon
Inspector CI/CD BEW —HBAEH , XBCSEDHRERENG , MASBSEEN —I2. WFEFME
B , 5528 5 EAmazon Inspector ZE5RIHE S FEMCI/ICD &,

XENERAINMBEBHER

LELEE , Sbomgen AT AME TS RBERNWERTF !

+ Alpine APK

+ Debian / Ubuntu DPKG

* Red Hat RPM

« GoEHEBgo.mod go mod cache

« JavaiEBEH pom.properties

 Node.js@&iBpackage. jsonX##&H node_modules

- C# ‘@&iB Nuget X4 ( .deps.json, csprojPackages.config, & .json )
« PHP ®i@installed. json#l composer.lock
 PythoniEBrequirements.txt, Pipfile.lock, poetry.lockHlegg/wheel i Ray 5
« Rubyi®EiBGemfile.lock.gemspec, REIHRZHEHMN gem i

« RustE#i#EiBCargo.lock# Cargo.toml

SbomgenX E TSI EHN B RMEBERABTERK
- OCI REEABE
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* DockerBlGEEMZA 2 , 204 2

» DockerEEEMA 2 , 2248 1

« Dockerl[& 15& B hix 4~ 1

/A Important

Sbomgen#I R A BRI A/ 5 GB, BREEB 60 & , RELERMNEHEIB 2,000 @ , AlE
B SRR,

Z % Amazon Inspector SBOM #4288 ( ) Sbomgen

SbomgenfEE AR Linux fEERK. MREBEFATRDMABREE | AIXERERSRE
Docker , 50 Podman., ={containerd.

R TESHEMNE  RAEBERAUATREEFRERERFET ERH

4 &% CPU
+ 8 GB RAM

Z % Sbomgen
1. HREARNEHEBNER URL T# Sbomgen zip X4 :
AMD64

https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/

amd64/inspector-sbomgen.zip

ARMG64

https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/
arm64/inspector-sbomgen.zip

2. FERAUTHTHREBETH

unzip inspector-sbomgen.zip

3. REBETRBETIESR:
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https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/amd64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip
https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/arm64/inspector-sbomgen.zip

Amazon Inspector R
* inspector-sbomgen— iERZEAMEITUESE SBOM W HUER.
* README . txt-i& 2 £ F Ky 3X#&Sbomgen,
 LICENSE.txt— WWERI KB RESbomgen,
« licenses— WERRITESMFEANH I BEEHHREEZFSbomgen,
« checksums. txt-ltX#iRH T Sbomgen ZER T H IS FHE,
« sbom. json-i& &Sbomgen Z# I #E# CycloneDX SBOM,
4. (EEM) FATIETRI-EMENEEMRETEMY !

sha256sum < inspector-sbomgen

«  HiEREchecksums. txtiEERN AT HITLEE,
5. FRAUTHSHEUHTERRT ZERH

chmod +x inspector-sbomgen

6. fEASbomgen Tl SHREERILE :
./inspector-sbomgen --version
LEZEEIHLUTIABTNEE

Version: 1.X.X

£ Sbomgen
& 0] A2 A Sbomgen R & 4 A 2R 5K SBOM,

LW LUEREE (PINHIBREBERR  IERTEFHNBE) KRBT SBOM EANER, MFEEL
EARGIREtEARGINES , FRT TSRS

./inspector-sbomgen list-examples
EXBRMEH SBOM Y ERBEERER
FELHEHIH | FBimage: tagA# &M ID B |, BARoutput_path. jsonfSE@HREFEZHEEEEA

./inspector-sbomgen container --image image:tag -o output_path. json
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ERA T AR AZ#iEITERT Sbomgen

BRLIEBRAMA S HRBENRE , RUAZRZPTEENRRESE SBOM, EAILIERSELNREH
rond ; BIBREGER. BREBALE , RBEBFEBASE , EHITSbomgenZz 8l , BHIRESE
ARIREBURMH,

fERIRENR R EETER R (ERR)

1. Sbomgen$ERMFABEEERE (NMRENKREEFLTAH ). YRFZE , FERENBTEH%
HITERFE, il , mRBIEFEEADocker , BIT LA A LA T Dockerlogins w5 A FF M R EST & 14
B

docker login

2. RB, ERINEHAATMRETEMRER , B UEXEMRFPHES[MESbomgen EFEA,
EEFATHES , FBimage: tagAEREN G EBEUL

./inspector-sbomgen container --image image:tag

EREBR G AETRE

- HREERZE 6 CRULHAFEREASE , ¥SbomgenEEER R REBARELRE, EEF
AT5E6 , FBRimage: tagRERBENEXBER , ARyour_username A FIEE BN E
RAERR .

./inspector-sbomgen container --image image:tag --username
your_username

ERFEEBN G RETRE

- EfAkEZE, FEZBEBIRAMERSEERERIEENAHFUEN txt X4, XARXHEX
REefNEBEBRTHE—1T. BEFERATHEF , BEyour_usernameIEREBBEUL ,
Bfpassword. txtBELNFZBEREMNER , ARUERENEBEBENinage : tagft :

INSPECTOR_SBOMGEN_USERNAME=your_username\
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-sbomgen container --image image:tag
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#i 5% H Sbomgen

UTRERFTEZARZRER SBOM #4l, Sbomgen

AR RIE

"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber": "urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,
"metadata": {
"timestamp": "2023-11-17T21:36:38Z",
"tools": [
{
"vendor": "Amazon Web Services, Inc. (AWS)",
"name": "Amazon Inspector SBOM Generator",
"version": "1.0.0",
"hashes": [
{
"alg": "SHA-256",
"content":
"10ab669cfc99774786301a745165b5957¢c92ed9562d19972fbf344d4393b5ebl™
}

}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc0711daefe4076d33a88a69a28c398688090cl1141leff17e50"
.
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84blddabbb386c4asde@bb6lde2f2119"
}

#i % Sbomgen

86



Amazon Inspector EREER

}
.
"components": [
{
"bom-ref": "comp-2",
"type": "library",
"name": "dnf",
"version": "4.18.0",

"purl": "pkg:pypi/dnfe4.18.0",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"
1,
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"
1,
{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"
1,
{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-dnfe@4.18.0-2.fc39?
arch=noarch&distro=39&epoch=0"

}

]

},

{
"bom-ref": "comp-3",
"type": "library",
"name": "libcomps",
"version": "0.1.20",

"purl": "pkg:pypi/libcompse0.1.20",
"properties": [
{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
I
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{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

I

{

"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib64/python3.12/site-packages/libcomps-0.1.20-py3.12.egg-
info/PKG-INFO"

},

{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

},

{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-libcomps@@d.1.20-1.fc39?
arch=x86_64&distro=39&epoch=0"
}
]
}
]
}

£ Amazon Inspector IR EINIEEH BT CI/ICD EEBEE

EMEZEMEA Amazon Inspector CI/CD i , IR EMEER CI/CD TEAA. METANHEN
HIEE | BEZEER CIICD fRA R

BN R Amazon Inspector B &&H CI/ICD R A REMABER , B UFEHAEEERESE SBOM
E LM Amazon Inspector 5171 API IWHESRIEI BCSWEET CI/ICD BE, Bt EABTE
4 , B Amazon Inspector SBOM E A 257 o] B E MR,

BERELEHCHHETESR

-

ERE AWS IRF LL A EF12E Amazon Inspector B3 APl, INERA , H2ERE—E AWS IRF
LAEF Amazon Inspector CI/CD &Ko

ZHFMERE Amazon Inspector SBOM ELE S ZHNIE, MERP | FS
Inspector SBOM 488 () Sbomgen,

3. f£H SBOM EXBALERENBRMBETL SBOM ER, BEFEATHIEHH ,
Kimage:idBERIBNEBEE , sbom_path. json AR &1 SBOM i H K1

N
\)ﬂ

B %% Amazon

HY

I“_“”ﬂh'#
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./inspector-sbomgen container —image image:id -o sbom_path. json

4. ML inspector-scan APl LURIBELRN SBOM SRS ERE, EEFH THEHF , FE
MHY CyclonedX ¥HE SBOM ######### sbom_path. json#REE##BBE AWS B &8 &l
CEEN AP inE | LU A #4#E14X REGION, flAmazon Inspector 74 AP| B9 i B E E 15
MEHNTREE | F2H.

aws inspector-scan scan-sbom --sbom file://sbom_path.json --endpoint
"ENDPOINT" --region REGION

API B B &=

Amazon Inspector # 38 API AT LLE H CycloneDX 1.5 #& N MRBA /RS R Amazon Inspector
JSON, &I LAEMA --output-formatEESEERE,

CycloneDX1.5 &=\ H #Y = 4l

{
"status": "SBOM parsed successfully, 1 vulnerabilities found",
"sbom": {
"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:0077b45b-ffle-4dbb-8950-ded11d8242b1",
"metadata": {
"properties": [

"name": "amazon:inspector:sbom_scanner:critical_vulnerabilities",
"Value": Illll

I,
"name": "amazon:inspector:sbom_scanner:high_vulnerabilities",
"Value": II@II

I,
"name": "amazon:inspector:sbom_scanner:medium_vulnerabilities",
"Value": II@II

I,
"name": "amazon:inspector:sbom_scanner:low_vulnerabilities",
"Value": II@II
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1,
"tools": [
{
"name": "CycloneDX SBOM API",
"vendor": "Amazon Inspector",
"version": "empty:083c9b00:083c9b00:083c9b00"
}
1,
"timestamp": "2023-06-28T14:15:53.760Z"
I
"components": [
{
"bom-ref": "comp-1",
"type": "library",
"name": "log4j-core",
"purl": "pkg:maven/org.apache.logging.log4j/log4j-core@2.12.
"properties": [
{
"name": "amazon:inspector:sbom_scanner:path",
"value": "/home/dev/foo.jar"
}
]
}
1,
"vulnerabilities": [
{
"bom-ref": "vuln-1",

"id": "CVE-2021-44228",
"source": {
"name": "NVD",
"url": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228"
.
"references": [
{
"id": "SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2314720",
"source": {
"name": "SNYK",
"url": "https://security.snyk.io/vuln/SNYK-JAVA-
ORGAPACHELOGGINGLOG4J-2314720"
}
},
{
"id": "GHSA-jfh8-c2jp-5v3q",
"source": {

1||’
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"name": "GITHUB",

"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"

}
}
1,
"ratings": [
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v3-1/"
},
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
.
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v2/"
},
"score": 9.3,
"severity": "critical",
"method": "CVSSv2",
"vector": "AC:M/Au:N/C:C/I:C/A:C"
.
{
"source": {
"name": "EPSS",
"url": "https://www.first.org/epss/"
},
"score": 0.97565,
"severity": "none",
"method": "other",
"vector": "model:v2023.03.01,date:2023-06-27T00:00
.
{

"source": {
"name": "SNYK",

"url": "https://security.snyk.io/vuln/SNYK-JAVA-

ORGAPACHELOGGINGLOG4J-2314720"
iy

"score": 10.0,
"severity": "critical",

:00+0000"
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"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:H"

},
{
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"
.
"score": 10.0,
"severity": "critical",
"method": "CVSSv3l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"cwes": [
400,
20,
502
1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other INDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"advisories": [

{
"url": "https://www.intel.com/content/www/us/en/security-center/advisory/
intel-sa-00646.html"
1,
{
"url": "https://support.apple.com/kb/HT213189"
1,
{
"url": "https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/"
1,
{
"url": "https://logging.apache.org/log4j/2.x/security.html"
1,
{
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"url":

"https://www.debian.org/security/2021/dsa-5020"

"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf"

"https://www.oracle.com/security-alerts/alert-cve-2021-44228 . html"

"https://www.oracle.com/security-alerts/cpujan2022.html"

"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf"

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/M5CSVUNV4AHWZZXGOKNSKEL7RPM7BOKIB/"

iy
{

"url":

}I
{
iy
{

"url":

url":

"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf"

"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf"

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/"

iy
{

"url":

}I
{

"url":

iy
{

"url":

"https://www.oracle.com/security-alerts/cpuapr2022.html"

"https://twitter.com/kurtseifried/status/1469345530182455296"

"https://tools.cisco.com/security/center/content/

CiscoSecurityAdvisory/cisco-sa-apache-log4j-gRuKNEbd"

iy
{

"url":

"https://lists.debian.org/debian-1lts-announce/2021/12/msg@@@07 .html"

"https://www.kb.cert.org/vuls/id/930724"
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iF
"created": "2021-12-10T10:15:00Z",
"updated": "2023-04-03T20:15:00Z2",

"affects": [
{
"ref": "comp-1"
}
1,
"properties": [
{
"name": "amazon:inspector:sbom_scanner:exploit_available",
"value": "true"
},
{
"name": "amazon:inspector:sbom_scanner:exploit_last_seen_in_public",
"value": "2023-03-06T00:00:00Z"
},
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_added",
"value": "2021-12-10T00:00:00Z"
},
{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_due",
"value": "2021-12-24T00:00:00Z"
},
{
"name": "amazon:inspector:sbom_scanner:fixed_version:comp-1",
"value": "2.15.0"
}
]
}
]
}
}
Inspector #& = i H 7=l

{
"status": "SBOM parsed successfully, 1 vulnerability found",
"inspector": {
"messages": [

{
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"name": "foo",
"purl": "pkg:maven/foo@l.0.0", // Will not exist in output if missing in sbom
"info": "Component skipped: no rules found."
}
1,

"vulnerability_count": {
"critical": 1,

"high": 0,
"medium": O,
"low": @
},
"vulnerabilities": [
{
"id": "CVE-2021-44228",
"severity": "critical",
"source": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228",
"related": [

"SNYK-JAVA-ORGAPACHELOGGINGLOG4]-2314720",
"GHSA-jfh8-c2jp-5v3q"

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other JINDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"references": [

"https://www.intel.com/content/www/us/en/security-center/advisory/intel-
sa-00646.html",
"https://support.apple.com/kb/HT213189",
"https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/",
"https://logging.apache.org/log4j/2.x/security.html”,
"https://www.debian.org/security/2021/dsa-5020",
"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf",
"https://www.oracle.com/security-alerts/alert-cve-2021-44228.html",
"https://www.oracle.com/security-alerts/cpujan2022.html",
"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/",
"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf",
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"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf",

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/",

"https://www.oracle.com/security-alerts/cpuapr2022.html",
"https://twitter.com/kurtseifried/status/1469345530182455296",

"https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-

sa-apache-log4j-qRukKNEbd",

"https://lists.debian.org/debian-1lts-announce/2021/12/msg@@@@7.html",

"https://www.kb.cert.org/vuls/id/930724"

1,

"created": "2021-12-10T10:15:00Z",

"updated": "2023-04-03T20:15:00Z",

"properties": {
"cisa_kev_date_added": "2021-12-10T00:00:00Z",
"cisa_kev_date_due": "2021-12-24T00:00:00Z",

"cwes": [
400,
20,
502
1,
"cvss": [
{
"source": '"NVD",
"severity": "critical",

"cvss3_base_score": 10.0,

"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",
"cvss2_base_score": 9.3,

"cvss2_base_vector": "AC:M/Au:N/C:C/I:C/A:C"

"source": "SNYK",
"severity": "critical",
"cvss3_base_score": 10.0,

"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:H"

"source": "GITHUB",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"epss": 0.97565,
"exploit_available": true,
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"exploit_last_seen_in_public": "2023-03-06T00:00:00Z"
1,
"affects": [

{
"installed_version": "pkg:maven/org.apache.logging.log4j/log4j-
core@2.12.1",
"fixed_version": "2.15.0",
"path": "/home/dev/foo.jar"

{#/ Amazon Inspector Jenkins ¥

eJenkins ZA#iE I F A Amazon Inspector SBOM £ 4 88 Z#E M # F1 Amazon Inspector ### API |, £
BERRBELFENRE  SEUUERB2aAENEERR,

Amazon Inspector E—EHBEHEERYE , TRESHUETNEERRE , AR CVE AERNEREE
FIEESEHSHH,

£/ Amazon Inspector Jenkins ZMHEZ , LA LA Amazon Inspector J& A 17 I E &8y Jenkins
EiE,

(® Note
Amazon Inspector SRR AIRESRBEATNBRHBENBREMRBBIAREEHNT.

A LAt Jenkins 35 £ B & & Jenkins i@ B S FTAR AN https://plugins.jenkins.io/amazon-inspector-
image-scanner/.

T 5 ERERBA t{a 5% X Amazon Inspector Jenkins SAMBE .

/A Important
HEER THIZRZE , BHBAK Jenkins FHRE 2.387.3 RBEBFMA , F g7 /AHER.
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THEHBREHER T wAftlenkinsfERIREZE Amazon Inspector /& & i@+

3
¢
&
2l
[t

1. RESHIERR ‘BETEESH K ARBBECTEEMG,
2. EE[THL
3. & "ToA., REIEHHE S Amazon Inspector 1B , AR RENBEN,

(EEM) T 3, 7§ docker 2R MME] Jenkins

(® Note
MR docker MM RIBEREEF , AIERD docker BiF, AEI , FEHBEESER,

T3 FaRBE anfafeJenkinst& R A docker FFEFH 8 Jenkins £,

RESHERR , RETERESH , B, ARRRK.
BELEHRRE  ARBEMERE

HRES , igﬂiﬁﬁﬁﬁ%ﬁéﬁifﬁﬁ%o

HREE , ZE2R (B, 8%  HE  ABTEES ).
BALBHFHEER , RREE [EE].
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MRERERE IAM EHEETERE , BERE AWS BAER. TR, FiBERESR,
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1. RESHERR  EEEEEST , BRE , ARRK.

2. EERSERE , AREEHERE.

3. HREE  EHAWS EAEH,

4. WAZHNFMENR  SFEENEFNR D MUBFIER , REEE [HBE]

SER 5. TEJenkinsll A 7510 CSS X

T 5 R A £ JenkiknsiE TSP #T1E CSS X &,

1. EFHEE Jenkins,
2. REBEREP , BEEE Jenkins, Hi¥., RNEBHH K ARBEESHBEES,

3. BEXFHHRF , HEX
1TSystem.setProperty("hudson.model.DirectoryBrowserSupport.CSP", "") , &
#BIEBE (8171

X B% 6. %" il Amazon Inspector IF#E BB EE

BRI LEERPIHIBEELRREAlenkinsEE N EE , 5 Amazon Inspector Scan #7318 ZERH4E
=

Amazon Inspector IFIHEENBE , EENEHEBEPRN—EBET R

1. E[RE]|EHEL, O THBE [RESR], RREE MEREDSR]. RKEE Amazon

Inspector &,
2. EMERAIZE-sbomgen ZEF RN EHETIEE . BBRFH.
a. (BE1) ZBESHTHEFRANEEES-sbomgen. MREIRBIZBI 5% | BB EEH TH
BEXZRFHER/FN CPU £,

b. (#IE 2) MREREANIBHN Amazon Inspector 8§ SBOM EL B —#uE , HEEFH,
MBBREZW S L | BEAREHBESS-sbomgen 5] FERAK TEE R,

BEBRERZEER , 5528 Amazon Inspector &35 SBOM £ 28 ( 28 ) Amazon Inspector &5
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BWAZWE®R ID. ¥BAUMUREAE, RRIHEFBR. FEABEEFDockermBEH, 0
RESWEHNFEG , BREES tar ERVER, F2ETIEFIEEG D BE

i HWRAEHEIRASE : NAME[: TAG| @DIGEST]

i. ¥R tar X : /path/to/image.tar

BEAWS BEEFEBEEBHEER,

(BEME) WM Docker 33%& , FRIERNDockerfEAEEH, AAEELNBRRBNURLERF
REPR , T8TLERE.

(BEM) BUURETIIZEN AWS BEFE
. (E)ERIAM A6 | FRMUSE ARN (AR awiam:: A&

/) o« AccountNumberRoleName
i. (EEM)HRAWS BAER , FENERR IAM EREETHHEERN D,
i. (EEFEM) HRAWS RERER  FREEEAREEEBETRENREESR.
(BEY) EEBEABREMNBHEE. NIRERFETEEBLEENHE K REEBLEEX
B, MREALT0, AERRESRRATMRE , AEEEHS K.

BEFHT

fF AJenkinsE & R BB Amazon Inspector i #Ti8 EEAEE

BRI LA A Jenkins EE RN EE BB F B#§ Amazon Inspector IR #E#T18 EEMWAEE,

EZEBQEH TH SBOmgen EERER

& E1% Amazon Inspector BB EHE | BEA THEHIEE L, BELEENRERREE
Amazon Inspector 25 SBOM 4 28 T &, Bt SBOMGEN_ #E& Linux 64 = A& IMAGE_PATH EX
REMGENRER (Bl Alpine: latest)., #& IAM_ROLE #####t## 1 #### IAM ##89
ARN ; MR EFEANZIREERE , BILUEHN & 2 Dockerf® B ###BUX IMAGE_PATH, &7 LLE
EMMEENEE , YEEEEAREENE,

pipeline {
agent any
stages {

stage('amazon-inspector-image-scanner') {
steps {
script {
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step([
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder"',
sbomgenSource: 'SBOMGEN_SOURCE', // this can be linuxAmd64 or linuxArm64
archivePath: 'IMAGE_PATH',
awsRegion: 'REGION',
iamRole: 'IAM ROLE',
credentialld: 'Id', // provide empty string if image not in private

repositories
awsCredentialId: ''AWS ID;',
awsProfileName: 'Profile Name',
isThresholdEnabled: false,
countCritical: 0,
countHigh: 0,
countlLow: 10,
countMedium: 5,

1D

ZEFHTH SBOmGen EERER

«  FHE# Amazon Inspector BB EEE | BEA TNYEHIFEE. # SBOMGEN_PATH ####
### 3 #A## Amazon Inspector # SBOM ######## IMAGE_PATH #########E (##
Alpine: latest)## IAM_ROLE ####### 1 #### IAM #4# ARNHARARBHBARARBHHH
IAM_ROLE ######t#t 1 #### IAM ### ARN########## ID ID ### Dockeri&u] LLRIEM
WEAAESBHRE , WIEESEAREMNE.

(® Note

MiESbomgenEESH B & , Y ERHPIRUESHT B KB ( WAEE/ XX/
arm64,/# & 25-sbomgen ) .

pipeline {
agent any
stages {
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stage('amazon-inspector-image-scanner') {
steps {
script {
step([
$class:
'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder’,
sbomgenPath: 'SBOMGEN_PATH',
archivePath: 'IMAGE_PATH',
awsRegion: 'REGION',
iamRole: 'IAM ROLE',
awsCredentialId: ''AWS ID;',
credentialld: 'Id;', // provide empty string if image not in private
repositories
awsProfileName: 'Profile Name',
isThresholdEnabled: false,
countCritical: 0,
countHigh: 0,
countLow: 10,
countMedium: 5,

1D

HER 7. EHIZH Amazon Inspector J&EHE

1. TERERNFER.

2. BEZR&  FRERPERGHBERN. HREER HTML , BAISLREF T HI|ER JSON
SBOM 5 CSV A, AT = HTML $REREH
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( Download SBOM )( Download CSV )

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found. J
Information
Image name Image SHA
file:///Users/naveshal/Downloads/alpine.tar sha256:5977be310: daf7’

Vulnerability by severity

Critical High Medium Low

1 4 2

All vulnerabilities (7)

Vulnerability Id Severity Component

CVE-2022-37434 Critical pkg:apk/alpine/zlib@1.2.12-r1 2arch=x86_ 147
CVE-2022-4450 High ine/openssl@1.1.1g-r0?arch=x86_644di 14.7
CVE-2023-0215 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0286 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0464 High pkg:apk/alpine/openss|@1.1.1q-r0?arch=x86_64&distro=3.14.7
CVE-2022-4304 Medium ine/openss@1.1.1g-r0' _648distro=3.14.7
CVE-2023-0465 Medium pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7

HED

AT RIETEFE A Amazon Inspector 1 # /A2 X I A sE 2B EIHY E R #8582 Jenkins,
R AR sts FIAARREERR

$EER

InstanceProfileCredentialsProvider(): Failed to load credentials or sts
exception.

BEHNHEF

¥Hlaws_access_key_idifaws_secret_access_keyA&H AWS 1RF, &%
Eaws_access_key_idifaws_secret_access_keyfEH~/.aws/credentials,

Inspector-# & &5 3% R R ER
#HER

Exception:com.amazon.inspector. jenkins.amazoninspectorbuildstep.exception.Sbomge
There was an issue running inspector-sbomgen, is /opt/inspector/inspector-
sbomgen the correct path?

BRRTTE -
ETER T YRR R RAEE,

RS0 103



Amazon Inspector EREER

1. fEJenkins B & B EEMNIEERREBRAEE-sbomgen MEFMEA , F2REHE
Inspector &85 SBOM E4 2R,

2. FAUTHTKAIBTERRT ZHERXMH - chmod +x inspector-sbomgens
3. HEFRGHEHERENIenkins B3I | il /opt/folder/arm64/inspector-sbomgen,
4. FEREXEHITIenkins TE,

£ Amazon Inspector TeamCity &4

Amazon Inspector TeamCity 4 fEIRBES & Amazon Inspector SRR EA N E B TeamCity B &,
LA ER R A Amazon Inspector SBOM E 4 288 —#EU#E F Amazon Inspector #### API , TEAEHE
RIFEAFANSRS , BERUUEHB 2o AELBERE, BAURBENENFERHMENEEY ,
BEEEREABBARLNEEHT,

Amazon Inspector 2 —IEH55 M EERT , ¥ AWS UL CVE AEBNIEXRAENEXRFES
HBEHIRIHASEMEE, ME Amazon Inspector CI/ICD BEWHEMET , F2H. AFEEAmazon
Inspector EERFHESEENCI/CD EE

MBEANBDBERGHREE | HSEI Amazon Inspector SRS 3 B = 1 B4 SFIE S 1
30

WA LELL T B EE XA MR TeamCity#F AR : https://plugins.jetbrains.com/plugin/23236-
amazon-inspector-scanner, ¥ , FFHRBARXHEEHFHLSEREEE Amazon Inspector 7k TeamCity#t
B

1. BRE AWS tRF.

- £ AWS 1RF A IAM ABETERE , L AFFFE Amazon Inspector ### APl, MNERA ,
BIERIE — 18 AWS IR FE LUE A Amazon Inspector CI/CD £ .

2. &% Amazon Inspector TeamCity .

2
r

a. REBERRATERE > HHEX,
b. 3% Amazon Inspector #F,
c. TEINHER,
3. %%t Amazon Inspector 8§ SBOM 425,

- TE&H Teamcity fafR2% B 8+ %2 Amazon Inspector SBOM E4 2R Z#EMUE. MERHA ,
2B %% Amazon Inspector SBOM #4285 () Sbomgen.

3
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https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://plugins.jetbrains.com/plugin/23236-amazon-inspector-scanner
https://plugins.jetbrains.com/plugin/23236-amazon-inspector-scanner

Amazon Inspector EREER

4. # Amazon Inspector BB RSB MEEHNIER F,

a.

b.

C.

EREEARL , A TEHERESR | BEE FMEEESE] , REREE [Amazon Inspector ##
#o

IEE T HIFEME B LA E Amazon Inspector IR EEE LB -
- ESRER.
- £ Amazon Inspector 8 SBOM £ KB L E S L2 EHETIEE - BEBRF 5.

- RIBEWRFEN CPU 248 , BB THZFMAH Amazon Inspector 88 SBOM 4 B 8.
. FRERESEERELE TEHMAHE Amazon Inspector 85 SBOM 4 W 25 1Y TR IR 1B,

BRBEZEE , 552/ Amazon Inspector SBOM 4 85 &2 ¥ (£ %) Amazon Inspector
SBOM E#4 25,

« WMALHER D, BNREETTURAE, EnmHF, HEEBEEEDockertn & 1E

fil, MRESFEHOFEG  FRETED tar BRWBRE, BFS2ETHEHEK D BE -
o WRABEIRIFASS : NAME[: TAG|@DIGEST]
o ¥ tar X : /path/to/image.tar

- §HE IAM B K BALESR 1 PREZABH ARN,
- BHAWS EFEEBEARBHEER,
« ( TIE ) B Docker B17ERFE |, FEIAERM Docker BF B MIBERE, REERNASS

REMRIBFRETRE , FHATIRE,

- (IEBEM) BRAWS B , FRALKH AWS FIEH ID M AWS MEER, AEELER

B AWS SRRETRER | TERITIHERE,

- (EZEY) EESABREMNSEHEE, MRERENBEBSEENHE , REEYLER

M. MRELRFOR , AERBRNFRABENM , BEEFEKI.

12 HY Save (ﬁﬁ)o

5. BEEEHK Amazon Inspector J®EH o

a.

b.

SERERNHFAE,

BEGZRE  BRERTERWEEER. EFER HTML B | SaLUBIETEHIHRER JSON
SBOM = CSV A, AT 2 HTML $REHVEEHI -
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https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
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Amazon Inspector

ERAEER

Inspector Vulnerability Report

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found.

Information

Image name

file:///Users/naveshal/Downloads/alpine.tar

Vulnerability by severity

Critical High

1

Al vulnerabilities (7)

Vulnerability Id Severity
CVE-2022-37434 Critical
CVE-2022-4450 High
CVE-2023-0215 High
CVE-2023-0286 High
CVE-2023-0464 High
CVE-2022-4304 Medium
CVE-2023-0465 Medium

ib@1.2.12-r1?arch:

Image SHA

1.1.19-10 h: _64&di 3,

1.1.1g-10"

1.1.1g-r0 h:

_648&distro=3.14.7

1.1.19-10 h: _64&

distro=3.14.7

tro=3.14.7

1.1.1g-10"

1.1.1g-10%arch

86_64&distro=3.14.7

Amazon Inspector CycloneDX #r 8 Z=

Amazon Inspector 28 ER B CycloneDXar B ZEMBHEE R , D FERESE SBOM £

H Amazon Inspector 22173 APl £ XK sBOM —iEFEH, ANECHEFTE REH I8 E A Amazon
Inspector TER 372 CycloneDX sBOM Jt#-H B

E8  ESBMES T,

amazon:inspector:sbom_scannerfmi &=/ &

ST#5|@/EBM. BRCycloneDXHESENES

#Zamazon:inspector:sbom_scannerap & Z B H Amazon Inspector i API £H. EEE T3

B

amazon:inspector:sbom_scann
er:critical_vulnerabilities

amazon:inspector:sbom_scann
er:high_vulnerabilities

amazon:inspector:sbom_scann
er:medium_vulnerabilities

Description

£ SBOM FE# RN BREM BREMBHAEG
;to

£ SBOM RE BN SR E M BB BETR.

£ SBOM R E# AN FEREEEHMBRGT
Ho

Amazon Inspector CycloneDX @5 % %28
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https://github.com/CycloneDX/cyclonedx-property-taxonomy

Amazon Inspector

ERAEER

B
amazon:inspector:sbom_scann

er:low_vulnerabilities

amazon:inspector:sbom_scann
er:info

amazon:inspector:sbom_scann
er:warning

amazon:inspector:sbom_scann
er:fixed_version: component
_bom_ref

amazon:inspector:sbom_scann
er:exploit_available

amazon:inspector:sbom_scann
er:exploit_last_seen_in_public

amazon:inspector:sbom_scann
er:cisa_kev_date_added

amazon:inspector:sbom_scann
er:cisa_kev_date_due

amazon:inspector:sbom_scann
er:path

Description

£ SBOM A B KBRE M SRR R

REEETHNBEAR , fl0: "ERENT
o RAERIEERL -

RERBHEEETHNERRN LT, fim
TEGBH T - RREER. .

I E N BRMREAEE TS ERRE,

BHEESHESEEENMA.

B ERHHEERRELHPRRNEZNA
HYBF

EHILSERFIEE CISA EANEEFATBEE
AV,

B CISA EXINEERIABHE KEHBHE
IERYBFAE

EEXEXEEHEACERNEE,

amazon:inspector:sbom_generatordi & ZE[HE % %8

&amazon:inspector:sbom_generatordn & ZE®EZH Amazon Inspector SBOM £ KM, ©

BEETYBM :

amazon:inspector:sbom_generatori &z 5 & 107



Amazon Inspector

ERAEER

B

amazon:inspector:sbom_gener
ator:os_hostname

amazon:inspector:sbom_gener
ator:kernel_name

amazon:inspector:sbom_gener
ator:kernel_version

amazon:inspector:sbom_gener
ator:cpu_architecture

amazon:inspector:sbom_gener
ator:image_id

amazon:inspector:sbom_gener
ator:layer_diff_id

amazon:inspector:sbom_gener
ator:source_file_scanner

amazon:inspector:sbom_gener

ator:source_package_collector

amazon:inspector:sbom_gener
ator:source_path

amazon:inspector:sbom_gener
ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:go_toolchain

amazon:inspector:sbom_gener
ator:expires_before

Description

BERECRBENERERE,

ERFEZRBENR LB,

BREZRBAIZ O

EEFEZRFEK CPU 248 | fifn x86_64.

REMEEREBRMERE , LEABREK D,

ABRERRREBHMZEE.,

RIGEEHEANERNFES  Hlw: /

var/lib/dpkg/status o

A ERER P ENEH KA BN RAR K ERS.

P EIE E EHEFANEREE,

RIEEEHERSERERFHRKRE,

KTRARESE Go HITIENGoMmESRNIE

AR
SSL BEBM A B,

amazon:inspector:sbom_generatori &z 5 &

108
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B Description

amazon:inspector:sbom_gener SSL BEEMH BHA,
ator:expires_after

amazon:inspector:sbom_gener AME , B SSL BEREEIBH.
ator:is_expired

amazon:inspector:sbom_generatori &z 5 & 109



Amazon Inspector EREER

£/ Amazon Inspector B E){L &R

5% Amazon EC2 NI BB ERERNEEARHEERERED, SEAEREEXN
Amazon EC2 ## W RE BB FAWS BRISIRFREE 2 88 (ATH "HARMBEEMR. ).

Amazon Inspector FFECHWEARHSIZE, Ko ZEERESNEIR , & 1552 =i mAR%
B EERKUHSERTEEIEAR. EEFAERIACEETIENER, & Amazon
Inspector BIEIRAR , ERAIE—ERE, XRBESFERENEBBAFHENR , TiHBEEE
5, BANETEEBRRERTRAE LRERBANGER , XFEA Amazon Inspector API, MNEFHE

A, FSH EE Amazon Inspector Y EE I,

B # , Amazon Inspector EBEBIIREFIERSERNER , YHRZERRELER, Amazon
Inspector R HHEFHNMENNFEEREE., Amazon Inspector U EHITIRE B EEH | flinZ s
WEARIREHER,

B85 — XA Amazon Inspector B , BHIRFEEBFMAAERHEERE, T5EFEE Amazon
Inspector IREMFIHERN IS EFMER, Amazon Inspector ERIBTHUTFENERER  UiEHE
BAETOE, THEEEE Amazon Inspector IRH ML E R, SFHELEREHRFIBENERR , XU
Rt HEEERERERERHE.

&

« Amazon Inspector ¥ 338 R L E

- BEBRMER

- AnSERERBETEE EC2 B4

- £ Amazon R EFIFHE T HHE ECR A&

« Amazon Inspector %1 AWS Lambda Zh&g

- FHREMER

B IR E — REA Amazon Inspector B , BHIIRF B EBEM T 53FHEEE . Amazon EC2 &
#. Amazon ECR &, Lambda fZ2##F#, Lambda BXERFH2ZAK Lambda RERHEE , &
A LARERFRREN E
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https://aws.amazon.com/service-terms/

Amazon Inspector EREER

Amazon Inspector #FHE R B EH

Amazon Inspector R ZRETEANRERE , EIRE AWS REFHFEERER,
Amazon EC2 131

B R A Amazon EC2 ##i8F | Amazon Inspector €1 ##E#) Amazon EC2 #{T{EEE , R HE
E¥RREMNERNRGIRSEMRE , URMEREREEN, Amazon Inspector 2R M EC2 #
TER , KFEERREBNMARER (CVE) MERREEME, Amazon Inspector B A& 1TEE
+Z#H SSM REBRER |, SiEIB Amazon EBS HT{EEREBHITEERHATIEHE. WFE Amazon
EC2 BEHMFMEN K FBESRATEBRRESRFEHRITER EC2 BHl,

Amazon ECR &

B R A Amazon ECR ###8 , Amazon Inspector 8B R ETNMEEARHERSBHREES
BASERENEAERHE, CUUEEBUREREAEETHEANRE BB ESRABHE
BENWREEE, —HRBHEBXL 30 XAMIERBE 90 KARBWATEE S, BIEFERR , Amazon
Inspector EFBERFGE 00 X , LERETREKEE, WFE Amazon ECR BENFHENR , F2
BfEA Amazon BEERIFIH L BB ECR REsl&,

Lambda 331

E S BA Lambda fZZ#FH# 85 | Amazon Inspector 2R R EIEFE Y Lambda BB , YW EIFREA
BHEEMR2EERE. Amazon Inspector EEZFBFH Lambda HEFERFETRIE , Y EEH N
BN ERBEMERY (CVE) REFBHEELHEMNE., WFE Lambda HEIREWFMENR , 7
8B Amazon Inspector #F# AWS Lambda Zh&E.

Lambda %71 + 2 Lambda &iF 1

Lt ARIEAE Lambda iZ2XB 8 Lambda B IEFHEEES. BB Lambda BXEHE

# , Amazon Inspector 2R ZREWRF F Y Lambda HEHE , WiREEARIAEHAGMENERTS
558, Lambda B GRELHE Lambda HEFH BFTEARIERNE , HEEXT EMERE
BANEARKKE, WEEZENA , F2BAmazon Inspector Lambda 1%,

X B 7 R R B

&R LAPERERR A #THY Amazon Inspector IR 38R, MUARHEEEE , Amazon Inspector #53 ENB 15 1F
HEEHEERENERER. WETHRBHEERNBE , 528Amazon Inspector FHEEHEH., AT
RPBARBESERHBERERSREMFERR

Amazon Inspector 17 B E B & 111



Amazon Inspector EREER

« Amazon EC2 ## — E&AWRF A Amazon Inspector Amazon EC2 ####8F , Amazon Inspector
SERBEIRFHAMENEERNHTER , REEHFBNMEREREE, Amazon Inspector SSM
ABEXCREELEMES SS Windows M BN EM ., NFEFMENR , FBFSE FBHEWindowsE
flo BtH\ , Amazon Inspector FERHIIR S PRI T 5] SSM EBH

* InspectorDistributor-do-not-delete

* InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete
* InvokeInspectorLinuxSsmPlugin-do-not-delete

* InvokeInspectorSsmPlugin-do-not-delete.

« Amazon ECR & — E&AWRF A Amazon ECR BRS8M&GRIHEE K RFPIEREEN
Amazon ECR #iHER S FEH Amazon ECR WEXRBHEE A A Amazon Inspector #1T1854
HFH, RERHEEBEZE 30 RAMERERE 90 KAIREMFTE S Amazon ECR BEsM& | UE
EREEEEHRE. A, StEEGHIEANIBEERBE , Amazon ECR EFFHEIFERERES 90
Ko

« Lambda BX#3F# — EEERFE DA Lambda EXBH#HE | 2REEIRFEPIBE 90 RWASR

EHWFTE Lambda HEBREBEFEEEHRE. I , RESELEWIIREF R CloudTrail RIGE#EE
B,

« Lambda BXFH# + Lambda XN EF — B Lambda HEIRHERS —RERE, EEERES
B A Lambda BRIBHFHEE , SREIKRE DB X 90 KAWASREHHWFATE Lambda B REEFER
AME5E R,

B

MRER AWS B+ Amazon Inspector WEREE S , BIFLAfEA Amazon Inspector & 25 2-
enablement-with-cli R REESE , BBHAZEREE P ZERS A EE Amazon Inspector ##
HEA, GitHubB Rl , EEEBFEAHEZIRPIRETRLRER , 387 LA Amazon Inspector ZIRE
BEEEDEARERATTER,

Console
B

1. $TBH Amazon Inspector %A https://console.aws.amazon.com/inspector/v2/home.
2. FRAEAEALAMNERAWS EiF &F , ENECERBDHFHERNES,
3. TEUREEKT |, BE RFEE]

BB FHE 112



https://github.com/aws-samples/inspector2-enablement-with-cli
https://github.com/aws-samples/inspector2-enablement-with-cli
https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector A% ER
4. EMRFEE|REL , ENCERBDRHEENIKRS.
5. EENE A ARBEEFENRFHER,
6. (BR) ELERDABHER AWS BF WEESBHIERELTSR,

API

BATRUE API B2, EFRERYP , RELEZRBFENIIRS D, URESER , AR—ERZ
fEIEC2, ECRLAMBDA, ={LAMBDA_CODELARBEIZBE B HHIRS ID, resourceTypes

A ERRERREEIEER EC2 E

DBE® Amazon EC2 WE B BERESEREEABEEEAERA+, ZEHAEREERN
Amazon EC2 B Th8E B EFAWS IRIGIHFREE 2 8 (A TH "EHAMMEEMR, ).

Amazon Inspector EC2 &t EC2 #ITEBEINPEER , AESUPEERELRLERNE
HIRBETHE |, LELERRER, Amazon Inspector R EHTEE  HHEH R DB EFM
B, MEHEELMEMEECRREERAMNERN , FSB1E Amazon Inspector FEFKEFH,

Amazon Inspector & 24 /NMEFBIT —RBIERFE L MEASHFEHASRBENTEREEBRNE
W73k LU 8SERYT,

RITE

Package S5 M I MERAREEARNERERXNFM G EAIT, BLERESERE Amazon
Inspector AA AR AAEFHE EC2 HTEBKNEKEBEFUETEHRARE, AAEEXR/ERNG X
&K% SSM REEXARKEHREEE , MEARERXGEAER Amazon EBS RREMIFAEREN,

Amazon Inspector fEAMRE G EZBUAREIRFNRBBENRE. NEFMET , BF20 , EEFE
B,

#ERUE Amazon EC2 B , HSMBBRMEL.
REEAERE

REEXNUFRHESEMEARNITER LER SSM RERRFEHNT. HRUREBEXBERNIE
# , Amazon Inspector € H SSM BEMZBEL BB LT ENWNBEN , REVHITER LR

B4 Amazon EC2 Bl 13


https://docs.aws.amazon.com/inspector/v2/APIReference/API_Enable.html
https://aws.amazon.com/service-terms/

Amazon Inspector EREER

EF. RTHEEL£RFEFETHESHRE 2 , Amazon Inspector REBREN IR IFE T LLER A
Linux AEENHTERPHNEARXEXRFRESEHENEHNRE. Amazon Inspector JFERE
Amazon EC2 Linux &4l

T HEFHRE Amazon Inspector #{AFEH SSM RINEBEFELHTRBENEIFHE

1. Amazon Inspector £ RHIWR S R SSM Bl | UEREHHTERBKEER, HRARELHT
BB %A (Windows # Linux) , ELEBEEEBTERE LLEABENNKEER,

2. Amazon Inspector £/ SSM T HEBHENE4HER.

3. Amazon Inspector AR ER , X EHEAENZINH/REERR,

ERHNES
MBHITEEHFS THEHE , Amazon Inspector #FERUREBERXAERN S LRESTEE -

- BITEREEXIENEERR. UEXENEXRREE  F2RENREERERHEZIEMR., the
section called “X 2 Amazon EC2 B H#H N EZ R
« Amazon Inspector EC2 HEiRER T P HRBITEE.

- WITERZ SSM EE. MFERFVNRERERANETR , F2HEKRE SSM KEER,

REEAEBHETA
FAURBERXABEBRNFIE S LR | Amazon Inspector €7 FHIER TRE) EC2 HiTEEAHTTHE
B

BB R EC2 SITIEBE RS,

l‘

MERA EC2 H{T{EEE (Linux M Mac) L 28 #EkBans,

« & Amazon Inspector #F M E RRBMEE (CVE) BERMBEERER |, 3 A CVE EEM EC2
#17{E8 (Linux 1 Mac) #HE8.

BB FBET R | Amazon Inspector @ E# EC2 #i/TERER " LxiBH#E ., M. 1% , B Amazon
Inspector §¥f4 SSM EF K (KFEER S 30 '88) , ARAAFEXTITERNI CVE EFEE
Amazon Inspector EREMEFH R EHTERE L MEEH " LXIBHEL B

BRI LAIRFEERE LM [FTER] RoIEBSUERListCoveragels ™ , ME EC2 HTEE LR
WA AR,

REEXBEHE 114


https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html

Amazon Inspector EREER

®E SSM RERER

£ 7 & Amazon Inspector REFIE A URERXAREBNFEH S5 EER Amazon EC2 H1TE A B8
R, T ERNAR Amazon EC2 RITEEE (SSM) FINZ EH/TEE. SSM REHTEEDS
RZHEWH T SSM REEX , B SSM EFEERHTEBHNER. WRESKFEH SSM REEHTE
B AIREERNEBETEEHMISE,

SSM REEXFAREREEREL Amazon HIRE (AMI) B EC2 H/TEB L., MEFHEE
# , HBBIAWS Systems Manager (A IFERWEIRA SSM REBER, Tl , MEERE , B4
EEFHAD SSM RERR | WIRE SSM HRRERLH AT HR,

THRFRAWMAER IAM #ITEREREER Amazon EC2 H1TEREER
B#tT (AWS Systems Manager FRERE) FEFMEANELE,

i
Fliy
]
i
&
N
=)
gl [
igl!
i}
)
[T

AmazonSSMManagedinstanceCore2 i AT RIBE ERRAMEFANEZREE. LBXER
Amazon Inspector EC2 R EMFIEF T,

® Note

BT LAER SSM TR EWEEIERE | I§FTH EC2 MT{ERRK SSM EE BBt , MEFE
A IAM B TERERER. MEFRER  F2REREHETEE,

A Amazon EC2 #1T{E§8 % E SSM

1. MBENEXRABEEARALZE  FLHE SSMARERRX, MEHMEA , F2EFEH SSM KE
2. fEA AWS CLI R SSM RERXRBEEH T, MEFHMEEN , F2EMmE SSM RERER
AREN B RERER

3. ¥ SSM EEHITHEBEMNER, EAILUBIBET IAM 317 8 88 5% £ 48 0 i& H 5 I 2 4,17 (B B8 2k
BTRERE. RMAEZEMEHIAMazonSSMManagedinstanceCore K , B AL EE EH Amazon
Inspector IRIEFTERN "SSMAREH, . "SSM ERF. M "SSMARESEE, T, MEMEH
15 L RE PR 2 3T 4T 1E B SR E RE M NS T BB B9 36 R |, 5B 2B 5 Systems Manager REHI/THE
R,

4. (IEEM) @ SSM REERANWBEBEH. NEFMENR K F2EEBHEH SSM REEN,

5. (##MH) 5 Systems Manager % E A H Amazon Virtual Private Cloud ¥ (Amazon VPC) %
B, MEFMEF , FSEEL Amazon VPC i Eh.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/managed_instances.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-ssm-agent.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed-instances-default-host-management.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-status-and-restart.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html#instance-profile-add-permissions
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent-automatic-updates.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html

Amazon Inspector EREER

/A Important

Amazon Inspector EERIRF Y Systems Manager B EREEIRESRABE | T REER
BERERXER, InspectorInventoryCollection-do-not-deletefl R K7F

£ , Amazon Inspector & B B) 8] — @7 A Y B3

Amazon Inspector EEEEREREY , InspectorResourceDataSync-do-not-
deletelNRER7FE , MISEBHBRYFUNERRS, MEFHMEN , FSBAWS Systems
Manager £ RIEEFHREFMB SN ERERES . SEKRRKITUHESERHET —ER
ENERERES., NEHMAENR , F20 SSM HEABEFNEREREDL EESE LR
(AWS tkF BEEHE), MRESEZH LR , AIFSERRERERNRES K FSREEERE
AEZ,

AFHEIURN SSM iR

Amazon Inspector EEERIRFE R IEFZ SSM ERFEEHIT Amazon EC2 ##, ERE— XA
Amazon Inspector EC2 i , B THER :

(@ Note

R RE R F BUA Amazon Inspector Amazon EC2 1## BSiBRIZELE SSM B IR Y E1—
f&@ , Amazon Inspector 87 F — A RHERRNFERENELELER,

InspectorInventoryCollection-do-not-delete

iE R —1{@ Systems Manager AREEEE (SSM) BdE# , Amazon Inspector AR ERH
Amazon EC2 #{TEBWEEBRERAENET. NMRENIRFEREARKEERR SSM &
BfInstanceIds* , Amazon Inspector A4 X EAHE , M A _EM B S B,

InspectorResourceDataSync-do-not-delete
ER—EERERREL , Amazon Inspector ARG INEN EFEREERH Amazon EC2 #1T1E

B8 &£ 2| Amazon S3 fE1ZETEFTEA R Amazon Inspector S3 EFErEE, MEFMENR , B
ZBAWS Systems Manager £ AEETHEREFMB N ERERED,

InspectorDistributor-do-not-delete

iE & Amazon Inspector AR F#H Windows #{T{EEEY SSM E3HE, LEIBIEEEM Windows #
1T{E 8 = Z % Amazon Inspector SSM #AHMER ., MREEHFMERTHHERNER , B EHEE
T—ERBREREENTEZER,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html
https://docs.aws.amazon.com/general/latest/gr/ssm.html#limits_ssm
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync#managing-resource-data-syncs
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync#managing-resource-data-syncs
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-inventory-datasync.html

Amazon Inspector EREER

InvokeInspectorSsmPlugin-do-not-delete

i & Amazon Inspector AR FEH Windows #{T{E88KY SSM E3Hs#, LLEIHEE LFF Amazon Inspector
FRAZNBEIXRBFEE , S UAEATREZE Windows HITREBIFEHEN BEIER. MFEFM
B, B2 HEWindowsH 1T EEIRIEN BETHE,

InspectorLinuxDistributor-do-not-delete

ERTEBMESRAMNEE Amazon EC2 Linux SREMRZER SSM FElt, LEABSEEMN Linux #
1T{E88 =% % Amazon Inspector SSM Z#MER .

InvokeInspectorLinuxSsmPlugin-do-not-delete

EETEBRMRERANEE Amazon EC2 Linux SREMER SSM BB, LLEABEAI3E Amazon
Inspector A ABHEXBEIFHE.

(® Note

E &5 A Amazon Inspector T2 ik EC2 R IRERER , FiE SSM BRI 5 BREE
B Linux EMMERLHE

BEAEEXFHE

ELNIRFERESREER (EFEUREEXAEBRNERERENEMH) B , Amazon Inspector 7
ERNBTEB LEAERERXRH L. HREREREXTHE , Amazon Inspector A EBS 1R
BT EBRERRES. CTARKREEX A ARENBTERSRNREHEERREANER
BARFEESELHSH.

(® Note

B Lnux BT EEREERAENEES E#F%EJ%EH—*: sREEX S LEREMETA
MR MREERXARHEIASRAZEEAEP B NWAERBEMEMER, Amazon
Inspector JRE#E Amazon EC2 Linux ﬁ{ﬂl:-__lﬁﬁg%?éﬂﬁﬂﬂ’ﬁﬂl?ﬂlﬁﬁﬂﬁﬂ'ﬂﬂ’ﬁ%ﬁlﬁ
B, ERECARREAREENE L EREAEER S R HITHRE,

T 52 FREA Amazon Inspector H{AFH EBS IRBRINEEFZL HTERBEXNFHE

EARERERE 117



Amazon Inspector EREER

1. Amazon Inspector & ¥HEEZHTEBMNFTEHMIRER L EBS R#E. £H Amazon Inspector
B REBEMEEENIRE S | LB InspectorScanBEREE | LUNRHE—MFHE ID HAE
®E,

2. Amazon Inspector £/ EBS [E# AP| feRBRIEIME R , WFAMELERNREFERE, stEEM
BREWSERELRRER,

3. Amazon Inspector R EE LIRS PRI EBS R,

BRNEDS

MEHITERAFS THEMY , Amazon Inspector #ERAERERI S EFEATER !

- BITEREEXIENFEERR. UEXBENEXERREE  F2RENREEXERHEZEMR. the
section called “X & Amazon EC2 B EE R K"

« Amazon Inspector EC2 BEMREB T S 1EFHE P HERRBTE R,

- FITEEMMESBUnmanaged EC2 instanceStale inventory., ENo inventory,

- HITEBAEBS X&E , YEFTIHEP-—BERIHEER .
* ext3s

* exts4

e xfs

EAEEXRETA

EENIRFHREBRESRBHEEE | Amazon Inspector 8% 24 NRFESHBHETHEE LT —RERE
BB, Amazon Inspector B/NEHERI N IREFHFSERNBTER , HPIIERE SSM RERE
XN ITER , SREECEBEANTA L FEFTER. SSM_UNMANAGED

#E Amazon EC2 HTRERBEZREEXFERFHRHTEBEIRAIREE , Amazon Inspector &
SEN LXBENEAL

BRI LR FEERE LM [FTER] ReIBEBKEMListCoveragels® , ME EC2 HTEER LRI
HREARBNEE,

BERHEEN

BH EC2 H#BIBE N EIRE Amazon Inspector EEWIRF R #1T EC2 RERESEAMELRES ., &
AT AR [—ARERE] THY [EC2 IRIBERE] EHRIRIRFIFEEEN, BIIRS = Amazon Inspector &
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-accessing-snapshot.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html

Amazon Inspector EREER

MNEERSUBERHEN, EGKRHEERXRES Amazon Inspector BREE SR , RitEAA
BHRNAAEKERFREREEN. Amazon Inspector EELUTHHE

REEABFHE — FHFHEERXT , Amazon Inspector ERIBEEHFBHEKEMAFERAURERERS
HERENBERZ, UBREEXRSRBEEIRFFH SSM KEHTHEE , EEGRHEZERIBLCIES
CVE Z#THEHBEENHE. UREERXAEBRNBEHREASKNEITERIEM Amazon Inspector iR
iE =R ERER MY R IR HEE N,

BENFEE — EFEEERF |, Amazon Inspector FRAREERIAMNERBEN A ZNEESREHREYS
. BREBLZEMNHRE SSM REERXMNEK EC2 #1T{EEE , Amazon Inspector €1 ALK ERER
AEBNSE, BN SSM ZENEEBITHEE , Amazon Inspector TS EKMN EBS X EH,
TEECHEREERTZE,

SERHER

1. #TB8 Amazon Inspector & & https://console.aws.amazon.com/inspector/v2/home.
2. FAEEALANERAWS B 2 , ENELE EC2 FHEEXNESE,

3. AREREEERMN [—MRERE] T , EH [EC2 HFH#HRE].

4. HEFEHEEXT | BEURE.

5. RERHEEN K RREBEWN [RFLE]

#% 31 17 {E B8 HEBR £ Amazon Inspector

FAI LR ERTER |, S HEBEBRTE Amazon Inspector Tz k. RFH T HERBITERBEIRA
IEEEHMITNE R, SFRNBTERTSREKE.

& ZEHETEERR EC2 BTER | BERA TSR |CXIITER

* InspectorEc2Exclusion

EHRAEN,

MEFFEEBNFMAEN |, B2EELER Amazon EC2 B,

A, EBEILUG N EY EBS MR EHIREZRERXNBEZI , FEREAEERMEZMEEN
AWS KMS €88, InspectorEc2ExclusioniEHMEN , FLWEL SR
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https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/kms/latest/developerguide/tagging-keys

Amazon Inspector EREER

X ENFERERE

Amazon Inspector #F#HZEBM Mac, REHM Linux EC2 B11TEE K RHEEXRREHFHRE. &
A Linux #1T1EE , Amazon Inspector A BAf# | Amazon Inspector iR E#Z Amazon EC2 Linux E4l.
¥ Mac Ml Windows #1T{EE , AR EEERREH.

NFEABEXEFEERENET , SEBEERERRAUERE SSM REEXANBER TETHEH
B X & Amazon EC2 IH M EXER K,

s
»

Amazon Inspector JRE#ZE Amazon EC2 Linux E4l

Amazon Inspector #EAKHE Amazon EC2 RBiH#EE , IERERE, FEBRARE , Amazon Inspector
AT LA{E 38 Linux # Amazon EC2 #Jl?ﬂlﬁgq:'ﬁﬁﬁ&'ﬁnm‘l'nn = EHNEHRRE.

Amazon Inspector IFHEXNFRAESEMAENENERER, RTEZBEZA , BETWUSRAE BT
BE, MEFMEF , 552E Amazon Inspector REREN BT KE,

o EBEMEEEFEAEIR Amazon Inspector SSM AR INENERHTRERE

B, EEEENSHERLEE Linux BITRERZ , Amazon Inspector 7 EHIR
FInvokeInspectorLinuxSsmPlugin-do-not-deleted BEIEIN %] SSM EBE, ER4ETE
Amazon Inspector BUERERER,

Amazon Inspector & 6 NEFERBTEBKEEFNEARXETUELETRER

% Amazon Inspector T ERERENENRFIESEE , F2EIENERRFEES - Amazon
EC2 /mf'_*ﬁ‘é
® Note

Windows 2 Mac SI1TEEFZXERERE,

BEHEFRARERE

(® Note

HMIE 2023 F 4 A 17 B2 ERRAZEERERNIRS , RERERHE Amazon EC2 FH#
BERA.
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Amazon Inspector EREER

BAI LAt TRFEE ) HE LA Amazon EC2 1B , ZE Amazon Inspector EE AP EEIRFH
REMERTEN. NRABMARERSR  LREER "SME. (REREEEFA). BEUENXES
FRRERAMEE | 55#E A GetEc2DeeplnspectionConfigurationAPl, & , HRZERE |, BEA
BatchGetMemberEc2DeeplnspectionStatusAPl,

WMREIE 2023 F£ 4 A 17 A2 HIBE T Amazon Inspector , BITJLUER 12 & gk
UpdateEc2DeeplnspectionConfigurationAPl B AIRERE., WRE R Amazon Inspector B #H &
WEREES , B LAEA BatchUpdateMemberEc2DeeplnspectionStatusAPl & H RSN K S
REBAT,

& A LLEIR UpdateEc2DeeplnspectionConfigurationAPl ERERE, HBFHNRERFEEZERAR
ERE, MREAEHREZRNRKEESMEA BatchUpdateMemberEc2DeeplnspectionStatusAPI 1%
RARERE.

B9/ Amazon Inspector SSM A2

Amazon Inspector f£H Amazon Inspector SSM ZMHIE KT Linux BITHEBAREMRE, Amazon
Inspector SSM A ER S BHB LT RAELEN Linux ITEEL , AT E %S : /opt/aws/
inspector/binA[#{TEMN BB Rinspectorssmplugin,

(® Note

Amazon Inspector £ R K EERFNEBERN Amazon EC2 #TER P IHBHBER,

"REEEEREDN, B "XREEE, EEPIASZEEHFANEBHNEERK. BN
Amazon EC2 #{TERBIEXRAL EHRKETEENREREH Amazon Inspector X & , FHEH,
TRERERE,

Amazon Inspector 2 T 5I#EEE 8% , LLEE Amazon Inspector SSM R X FTUE U HEITRE
BENESR

» /opt/aws/inspector/var/input

« /opt/aws/inspector/var/output

- ttB#packages. txtFHNREFEREREFZRE 2 HENTERE, MR Amazon Inspector 7£&
MEITER LS XERNZERNEY , MkEREIERIXEHNEENE.,

Amazon Inspector #& /A E XM B F ML /var/log/amazon/inspector B #H.,
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_BatchUpdateMemberEc2DeepInspectionStatus.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html#what-is-a-package-platforms

Amazon Inspector EREER

E & Amazon Inspector SSM # #

MRFEEFMBERinspectorssmpluginiE® , InspectorLinuxDistributor-do-not-
deleteSSM BHEEHE T RFHERFENRENBERN,

MREER Amazon EC2 i , ABEX BEBEFTA Linux EHMEBREE,
Amazon Inspector JREBREH BETHEE

BAI LA Amazon Inspector FRE BETB&E , LMEFEH Linux Amazon EC2 #{TEBEH T RERERIE
TEE, EXHMEBAITHRER | Amazon Inspector 2 # % B #TNWEG R ETPHFTE ¥ B #%.

FIARF&ZAAHEERNIRFESR 5 EBTHKE, MRERABNERRREES , AITNUES 5 @
HEAEZREEBN RS, AP SERF&RZAEHE 10 @#8FTHRE.

BR T ST T AR PRI T HITEERR B , Amazon Inspector E SR HEFTE BT BRI :

« /usr/1lib
 /usr/1ib64

* /usr/local/lib

* /usr/local/lib64

® Note

BETREMNERARBIZRE, Amazon Inspector TR IHHENFEKRKE | SINMRERRK
(NFS) # &= Amazon S3 ERZKHE,

EHFZEE
LTRBFTHRENEXES - /home/usrl/projectol
FHBITRERRETSEIB 256 EFT.

BEHTEESR 5000 BEEHRS , EAEFREREBLRA 156 7. RMNEBEEARE/R
&, BAith Bh 488 52 18 L BR

Linux SITEBARERE 122



Amazon Inspector EREER

HEFEFREBERRER

H

Console

L Amazon Inspector ZE RN BB E S 9 EA , RARRBUTTBRALNBBTIEEITERE,

1. 3T Amazon Inspector ##l#& https://console.aws.amazon.com/inspector/v2/home.
2. EAEEALANEAWS EiF 23 , BEEREERA Lambda BEFHEN EH.

3. REAEEEERWN [—MERE] T , EH [EC2 THEE].
4

HEECIRFHVBRIRET | B [fRIE] UHEERRFNIRE, IRERZREES , BT
LIEAEBR [BRTRE] BT RE (RE] , AEBANFIAIRFE BT EE,

5. EXFAHEPIALNBITRE,
6. EE "RE1F, UREEEN BT, Amazon Inspector #7E F — X RERER I EIELKRE,

API

#11T UpdateEc2DeeplnspectionConfiguration 5. FAMpackagePathsiEEER WA fE
5,

S'ZTEE’J&_tanT %

B Linux S11TEE  BRTHEEZRREHFHNTFEEZI , Amazon Inspector REREETEEEARE
REHESEANBRRER. YN Mac # Windows #11TEE , RSB EEXREES,

MEZECENRFEENEN , B2EAXE Amazon Inspector RERENTEN L

$F Amazon Inspector #F# Windows EC2 B4l

(® Note

2022 £ 8 A 31 B , Amazon Inspector #& KX 7 H Amazon EC2 #iH&E , UBFEHTHH
EC2 #{T{E#Windows.

Amazon Inspector & BEBIFEZEMA S X EMNWindows#H1T{EE , WMt EERET , EH
TEM NEIEBLEHTEBONENR , F2BE Amazon EC2 BHEHNIEERFK.
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https://console.aws.amazon.com/inspector/v2/home
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEc2DeepInspectionConfiguration.html

Amazon Inspector EREER

B4R Linux B1TER TR , Amazon Inspector 8 EHi#1TWindows#E . WindowsH 1T {58 — B
HREERERREHE  AREB 6 PRBE—X. T8 , BEN 6 NKREBREITHAEN., NFEFHHE
A, FSE REWindowsH TEEFEHEN BETHERE. LT 2 Amazon Inspector 1A #EWindows#1T
BB E -

1. BX®) Amazon EC2 ##i#% , Amazon Inspector € & & Windows &R 2 I ##Y SSM 3
B . InspectorDistributor-do-not-deleteInspectorInventoryCollection-do-
not-delete., FMInvokeInspectorSsmPlugin-do-not-delete,

2. InspectorDistributor-do-not-deleteSSM BAB#E A SSM ST4EH AWS -
ConfigureAWSPackageAmazonInspector2-InspectorSsmPluginSSM REBHEH , &
B #1TE B8 £ %% Amazon Inspector SSM AA#iER . WindowsFEFHMEN , FSEER
Amazon Inspector SSM 4 Windows,

3. InvokeInspectorSsmPlugin-do-not-deleteSSM E3E4E EHA%I1T Amazon Inspector
SSM ABER , UKEHTEEE R IWEE Amazon Inspector ZIBIER, #KTER , BRAE 6
PNF—IR. T, BAULER SSM BEBIERE cron BEEA N EREHEARBITHER., WFEFH
MMEA , 528 (AWS Systems Manager FFR1ER) FHISZE : Systems Manager Y Cron &
KREEK,

® Note

Amazon Inspector # E B BIRA ML EFES (OVAL) EXEREFE S3 #EFET
E*inspectorz oval-prod-REGION. It S3 REFIrBBERERFEAN OVAL EE , T
TiEh, BE IEREABAIE Amazon Inspector £33 CVE 1T iR % CVE,

Windows#1T{EEE Y Amazon Inspector &1

ZERHEWindows#1TEEE , Amazon Inspector BRI 1TE RS AT A T HIKH

- HITERERE SSM KEHTEE. NFEREHNTERBETHRENE T , F2RHE SSM KEER,

« BITEREERRRIENWindowstEERFZ—. NEXEFERFENTRFE  BFSEXE
Amazon EC2 B EE R

- #IT{ERE 2R % Amazon Inspector SSM 7\ #ti2. Amazon Inspector BEERRF BB AZEHIT
& 88 %2 Amazon Inspector SSM RN, EBREHNFMEES , FSET —EXE.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html

Amazon Inspector EREER

® Note

MR EBH R BINEABR AR FEUHERN Amazon VPC R #11T , BlWindowsREEE
B E M ERE S EUE S Amazon S3 ik EE . BHE T FEUAERE Amazon S3 Amazon
VPC i % , 528 Amazon ERMEEFAEEETHNELFERH. MREH Amazon
VPC imBBUERR S 7 ¥4\ 5B S3 MEFITRANFE , BB E LFFEE Amazon Inspector
Rt B R FETEE | UUF AWS EiE AR METERMN OVAL E&., LWEEMNZIW
'~ : inspector2-oval-prod-REGION,

B3/ Amazon Inspector SSM #&4F Windows

Amazon Inspector SSM ##iEXFEE Amazon Inspector BRI Windows#11T{EEE, Amazon
Inspector SSM AR ER 2 BB LEEENHTWindows{E# £C:\Program Files\Amazon
\Inspector , MAFITH —HEMNEREWHE AInspectorSsmPlugin.exe,

RIS EU T YR ERRETE Amazon Inspector SSM AHERINENE R -

« C:\ProgramData\Amazon\Inspector\Input
* C:\ProgramData\Amazon\Inspector\Output
* C:\ProgrambData\Amazon\Inspector\Logs

® Note
EREIE R T , Amazon Inspector SSM 4 LUE A [E F B L ARETT.

E & Amazon Inspector SSM i #

MREEZHMBERInspectorSsmPlugin.exef&% , InspectorDistributor-do-not-
deleteSSM BHIEE T AREEMBWindows R EH REHENHER, MREBEMBRLHE Amazon
Inspector SSM /A2, , AJLAfEAmazonInspector2-ConfigureInspectorSsmPluginX# k£
/A "HmRRE B

A, IREZH Amazon EC2 &3 , Amazon Inspector SSM A2 th & B B) T Windows £
BRRETE,
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html#create-gateway-endpoint-s3

Amazon Inspector EREER

® Note
WMRIETESH Amazon Inspector 2 BIfEBR R % SSM K EFE , Amazon Inspector SSM #\
BRAFREBEWIndowsE# L+ | BEFEHEKEREIAZ Amazon Inspector SSM A ER ., 0
EHMER |, 5528 £/ Amazon Inspector,

REWindowsH{TEERF A BFT P2

&I LAE R SSM BInvokeInspectorSsmPlugin-do-not-deleteBBERE cron BEEXHEX
EEX , BFT Windows Amazon EC2 #{TERFEH < BNKE, WEFMENR K BSEERAERTH
2% . Systems Manager B Cron #EREEHE X , HEA FIIER. AWS Systems Manager

RTHERNEEH HIBE , LUERARFKEERSN cron BER |, BWindowsHTEENIFIHBERMNTER
6 /NEEBEA 12 N,

T 55 Z R & E A A Associationld BRI EEBE InvokeInspectorSsmPlugin-do-not-delete,
&1 LA AssociationldiBIBIEIT LT AWS CLI i & R REM

$ aws ssm list-associations --association-filter-list
"key=AssociationName,value=InvokeInspectorSsmPlugin-do-not-delete" --region us-east-1

® Note
Associationld @i [E |, KB AE SCHEEVEE ID ME— ID AWS [EiF, A% , BRI LLEITIE
STREFEAEHTEWindowsEREBITREIENSEESPNREEE,

Example rate expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \
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https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/reference-cron-and-rate-expressions.html

Amazon Inspector EREER

--association-id "YourAssociationId" \
--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "cron(0 0/12 * * ? *)"

£/ Amazon BRERFR I EE ECR A&

Amazon Inspector B #FHE Amazon ECR RV ARG S |, LB BEEE , LUEAL Pack age
TEMEER, MEHHELEEMEECRRBEEEAEMNER , FSB1E Amazon Inspector FE K 1E

,

IR A Amazon ECR TR BB E SRR | 818 Amazon Inspector RE B LN AEEMERE
BIFHRE, ESLUERABHEEE Amazon ECR B ENTEREARFHE , iEREIB Amazon
Inspector IR FFTERIGRBFH,

Amazon Inspector IR BB FHE A ECEE R EBRHEERRENEX R EESEMHETHHIF
HOFE, BULE Amazon ECR 28 L |, $Hr¥EENE -8 , ERGEREA LRI B HRE
ERRMWRIRIER, i, EUUNEHMTEAREARRHZEIER (2FM Amazon) YIRS P 42RES
AWS Security Hub FEZEELLZIRIEER EventBridge. &ALATE Amazon Inspector £ & F R H T
WA IR RIRIER |, #itA https://console.aws.amazon.com/inspector/v2/home, INEHEFEH %
HIEEWEN , F2HEE Amazon Inspector PRI,

WFERA Amazon ECR #HMWIE R , 2R EEEER,
Amazon ECR BIEMNIREITE

ERE— X E ECR BEXKRBREFEREAEFRHEEF , Amazon Inspector 15AIRE 30 RA#IE
HiBE 90 KANIEMMAMASKMEGE, A% , Amazon Inspector R EERIINE S |, WSHBHIRE
REHactive, REHIBE 90 KA (MKTEER) REMLREN ECR EFREFERBAMER HE
£ , Amazon Inspector R EBFEERT G, WFEFHENR , F2H BE ECR EfEEEERE,

HRAEERE , Amazon Inspector B TH1ER TREI B REHFEEHRE -

- BE AN BRREHEE,

- 8E Amazon Inspector EHE R EH#HIE — @ E RRBMEX (CVE) IHERE , 3t H CVE B
AEGAER (EREERH).

MREHEBEFHEBRERTE , ARAELHESERTEREI K,
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https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector EREER

BRI LA RFEE] EE LW [AEEME] REIFEBNFEA ListCoverageAPI , BE L IXMERBMGE
EEEREME”R, Amazon Inspector @ # Amazon ECR #&H " LIXIRHERE, B , LIEET
HIEH

« & Amazon Inspector 28 5T B A 25 MR Y ¥ 5+ 1 B

- B Amazon Inspector EfRHARMGE K RAXEXRBRGHNHERRBNMEX (CVE)EEE
#18E Amazon Inspector BRI,

¥ EN LRGSR

NEFRAXEFERERRNERNR , F2EE Amazon ECR FH B EER R,

Amazon ECR f#ZEH Amazon Inspector IR HE T 5 X E KB ER -

* "application/vnd.docker.distribution.manifest.vl+json"
« "application/vnd.docker.distribution.manifest.vl+prettyjws"
« "application/vnd.oci.image.manifest.v1l+json"

« "application/vnd.docker.distribution.manifest.v2+json"

(® Note
R EREDockerV2ListMediaType HEME S,

% Amazon ECR @7 EfX E R B im

B 8¢t Amazon ECR B 83L& XA Amazon Inspector #Rifif | B LIS T FA B EA IR A AR
E. BENBHEMNSREREHEE S Amazon Inspector IREH BRI, WEFMENR , B2
B Amazon ECR A EIEMPHN&IFE.

BT LA ECR WRIFEBREEEARFBHNRE. EUNAAFTHERESERHZHIARE, &
FHEBEHEARHVNEDENRE, HEERRETERVBEEIXAFETRHE. HREMEZEE , £
TLEBGSEthRRRARRHEE., RIFER  ELE - AHAEBEREE SHRTERTARE
RHEEREE.

RESHERBERERTE

1. 1E https://console.aws.amazon.com/ecr/ BIRL Amazon ECR F# &,
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_ListCoverage.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://console.aws.amazon.com/ecr/

Amazon Inspector EREER
2. EHEALAMERAWS EBE B+  ENEFLERAECREENES,

3. HEUREBERTD , BIF (RABE] , AREE [BH.

4. E[RBRHEEBERT K RICEN[EARAEREHE]. IRTR , FEN EREFEE]

HFERR , 2N "SERKMERTEL B1E , UHMAMERTFENTE Amazon Inspector F1#
HEFE,

5. BUHERIHERHEFEREE  UGHEREERFHSERFEHNFETRE,
WMEREE AR ENFMEN , 528 Amazon ECR A EER P LA ERERE,

S ECR BT RS EIEA

ECR EFR#HIFER B E R RE Amazon Inspector FHBERFEEEHRRBFRENEEARE, &1L
REEGHEEAHNEBGENAPNEFRREFERE, MRF (SEFEEZABHIIIRS) WTERE
HIFEREA 90 X,

G HHE B RS

BR G it 1% B HA B I AR E Amazon Inspector ERFTRIM A M BREHGHIEERTFECREE
PRBNRERE. TIHRBAEAENFHSERRBER

- 14X

* 30X

« AtX

*+ 90 X (FERE)
- 180 X

« EamiE

A SRR GRS S

B IRE A B ERE Amazon Inspector ERRICIRB A iz R FBEEREENRERE., TIE
HAERAENRHREERBMER

- 14 X
« 30 X
« RTX
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning-enhanced.html#image-scanning-enhanced-enabling

Amazon Inspector EREER
« 90 X (FEF%E)
* 180 X

REERENWHEMN H A PRERN HE S , Amazon Inspector EREEZRNEHNRER B,
70 SR BR 15 18 SR AE R E Y HEA FIRE B AR HEA S 3R EN , Amazon Inspector 2F IEEEBZE K.

(® Note

E Amazon Inspector {ZILEEIR G ST GREMREBBTREES , inactivellENIBER
HAexpired. A% , cEEMERBNEGEREEHERER.

REFBERLRENEFFHSEERE. S, MREEEEUXG , FRERENFHEERED. B
i, MIRREEEARR , FEERRNEHRHIGERE,
ERRERNEESIRFREEFHFHEERER , Amazon Inspector 81§ R EE R EMEBFH VPR
BRERF

FRE ECR EM iR B

1. ¥TB3 Amazon Inspector 8l & https://console.aws.amazon.com/inspector/v2/home.

2. HEBRBEHERKT , BE KRBT, AREE [ECR BHERE]

3. HECREHMREL , £ ECREFFHEEFERET  EEERENTGHEEL B HHERFNE
REN A HER AL

4. BERE. RESVERALNHRE.

(® Note

R I A B HIISERER , Amazon Inspector B EERAEHHISBRAMRENRET
EFHWAEXBRES G, ER , IELSEFNHEREAKEFERADEE , MEREEE
FH I:Fl g %@o

Amazon Inspector #### AWS Lambda Ih &g

Amazon Inspector ¥f AWS Lambda HEERY X B AI A Lambda HEMEBRAFE. BN LLRE
i¥{k. Amazon Inspector M EEAM Lambda F#, ELRIHENESHRIRELNHE,
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https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector EREER

Amazon Inspector Lambda #Z%E

iE 2 FERXMY Lambda B#EEE, Lambda {EZERIHEE R Lambda KRB R EE R E AR MK
% BREHEHRE. MEFMER , F2H Lambda #iF#H,

Amazon Inspector Lambda X%

HERHBASRARENETHN EIEARRERE , UREHEXIEHEE . SR LIE Lambda &
EZH |, SERFRAE Lambda BEFEE M Lambda BXNIBIRHE, MEFHMEN , 28 Amazon
Inspector Lambda XH&.

&ER A Lambda ###EF , Amazon Inspector 21 &R S AR I T 5 AWS CloudTrail BRI EREE

a
[==]
]

 cloudtrail:CreateServicelLinkedChannel

e cloudtrail:DeleteServicelLinkedChannel

Amazon Inspector 8 EEELIEIE , W HEHELEEEREN CloudTrail EHUETRE. NEEE
R EFBENFMERNR , FSBEH CLI AR ER CloudTrail BB, AWS

(® Note

Amazon Inspector B MR EHL BB REEFIRSEFH CloudTrail B4 , BBE
CloudTrail Bit—# , FiB , HMBEZBLEILESWEE CloudTrail REEIIRE NS4,

WERMA Lambda RERBENER , BRI REEL,
Lambda BREUR N BHITA

B # , Amazon Inspector R EIIRF FiB %L 90 KA WA EFHAIFTE Lambda RE., £ THHE
MT , Amazon Inspector 84 E) Lambda B EHY 55 R IRHE -

- —H Amazon Inspector ZIRIEEM Lambda EE.

EHE WY Lambda B EEFE X Lambda R K.

EHBRBM Lambda HESHEENEARINEXBHHK LT B ERE,

Amazon Inspector ¥7i8 — @& RRAMEE (CVE) BEEHEBE , Mm% CVE EZA KB

Y

G

S

5 %
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Amazon Inspector € 1E ZEF AR EESE Lambda BB , EEHSH MRS R HEDHERRB L,

B RIRFEEER LMW Lambda BREZR S| EE S £/ ListCoverageAP| K& Lambda MBS
BRENRR —XMERRE. Amazon Inspector €% #7 Lambda BB " LIRIFHERRE. B , M
FET 5S4 -

& Amazon Inspector 5T Lambda B ¥R T H

« & —{8 Lambda B S E#.

- & Amazon Inspector E#F# Lambda KB & , HAXEZXEHEMH CVE EE 273 MNE Amazon
Inspector EiREH,

ENATRERNSHEE

Amazon Inspector X Lambda fZ##F# M Lambda B BREN TEHITHRE NESERHER
TENHITHEEE B2 ENHITHEE | Amazon Inspector Lambda 1ZEFM T ERHITREE -

Amazon Inspector Lambda 2= .

BRTEEZITENITHREZI , Lambda RELEEERS T HEH , F 8RS Amazon Inspector ##
HHER -

- FHEHEIBE 0 XRACKFAARERT,

o INREMIEEZSLATEST,

. ZPREFTERERNBIFEPIER,

(® Note

B 90 RAARWARIEHH Lambda EHEE BB RFHEPHR. WREXFW B EBHERIVE
B, Y Lambda HEERFEHEITEE | Amazon Inspector #EE B R IHZ R

Amazon Inspector Lambda &%t

Amazon Inspector Lambda ZZRBH W B B8 ZE Lambda REBEXBHNENEAEXNEHKE
MR ERREE5EE, Hln , MREM Lambda EHEFERAEEE MR ENpython-jwtEHRZ , Al
Lambda BEREKAZHEBEE —ERREE,
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R Amazon Inspector &R Lambda BMBIEATE I Package #E4k 1+ ERIZIRE , Amazon
Inspector BEELFHNEHREERER,

NERBRERENETR , F2RREFEEEE,

(@ Note

Lambda Z#RFHF A LR IWTARZEE Lambda FITHREERRE DK AWS SDK HH#K
£, Amazon Inspector R &% # £ F B B2 X 15 L 14 B B AR A& SR AV A A1k 1 o

(® Note
{2 Amazon Inspector Lambda #Z %17 # th €15 F Amazon Inspector Lambda iR

& Lambda {Z2Z H P HERRERE

BRI LERHEHE | e MEEBRTE Amazon Inspector Lambda Z2XiB# 2 S\, BT HERIIEER
BOURARS IE ESEFITINE R,

B ZWE Lambda REF M HEER Lambda HB , FFEA T3R5 REBFCHE

- B F : InspectorExclusion
- {8 : LambdaStandardScanning

& Z ¢ Lambda R2EH7 # o HEBRE 2L

1. BIBX Lambda XA , #8115 https://console.aws.amazon.com/lambdal/,

2. EEE#.

3. WREEXRED | BEUEER Amazon Inspector Lambda ZXF P IR R BB B,

4, EERE A AERUXEPREZER.

5. ENEERFR A6 ARBIGTEER.

6. T& "5, WP E AInspectorExclusion , REE TE, #MuP@
ALambdaStandardScanning,

7. EIFEFELTIEER , W% Amazon Inspector Lambda fZ%i3 P HER SR R B

Lambda %5 133


https://console.aws.amazon.com/lambda/

Amazon Inspector EREER

WMFHE Lambda FETERBHIFMET , FFSEHE L ambda B L FEAER.

Amazon Inspector Lambda X5

/A Important

BABREERE Lambda WBEIERTH K , LR BERER EL 5 R 88 S SIBA B RE
ARG BE N EBRER,

Amazon Inspector Lambda X IEFHERIE AWS T2 REET , ## Lambda HEFHNEETEH
BRAERG , HHEXRS Lambda BB RETUEABRNBRHBARE. ERNR, BXEH
mERERNNE, NEERETARENEN , F2REFSEIIEN AT AN,

Lambda ZX#FHFRFLHETERRODMREE (CVE) FiEA AR EHHMENIIEE, BT
£ Lambda ZZF R E Lambda B IFHE,

Amazon Inspector &£ B B # B M #2528 RFTE B Lambda HEEAERRERS , U2 WEN
ERAEAERNBLUZRRE ©2RIBE Amazon CodeGuru S 1ERI MY RSRERIZT | SR BIE R BEM
. MEAREERNFEE , 528 EBICodeGuru BEERE,

R Amazon Inspector 7 H Lambda MEERAERNEX B ERERFE , Amazon Inspector EE

AFHENENRHNELRR KRR ERERCISREEEXBTINRYVE., BREAENENSH

B, UREBRNHRIER, ERNHERIERIIE R AR plug-and-play X2 ZHEBHEXBTHER
BER. RTXRAEEN—BREIBBEESI2H  ERHEELEBZNEXBSE.

/A Important
BARELEZEHEBHEENERATEZRBRMAE Rt RS EZNHEPREE, &
HABRANEABEERREE. £XRACH  FRLRAEABEERSR, EUREFEE
MEEXBEERR  URAERXBAENERRET. F2EAEEMN Al BUK,

FERENBFRE T NRENENTR

CodeGuru R FEMEA Lambda EXER B RANEXNRHREEBNEN B R, KEE , g
FAH CodeGuru BHIHAWS S SBRMBENERE , T8 , BUUFEABECHERFZESRE
iB Amazon Inspector API TN, WEFMEEF , F28 HEBAEEPHNEXNBETHFREMNE
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Lambda X FREE TEE Lambda BRERH —ERE . NFRBDFEHEENET  F2RBEFEEE

2,

it Lambda XS HFHEBEERE

BRI LR E LR | e MHEBRTE Amazon Inspector Lambda B RiER 25k, RIFH P HEBRThAE
BEBRIEEERTHE R,

£ E# Amazon Inspector FHEBR Lambda BEHE , Lambda BXB2RHEERA T 5 R REHRERLHK

s

- BA#=F : InspectorCodeExclusion
 {B : LambdaCodeScanning

& 21t Lambda BB HFH P HRE R

1. & A Lambda E# & , it A https://console.aws.amazon.com/lambda/

B,

MREBEREF | BEUEER Amazon Inspector Lambda B iER G P HERRHN R BB,
BERE  ABRRXETEEER,

ENEEER  ARBIGTEER.

£ TS, WM A InspectorCodeExclusion , REE "E, WS
ALambdaCodeScanning.

7. EIEFLEZER | W% Amazon Inspector Lambda f2 G P HEBR G A B,

o g~ w DN

WMFEE Lambda FHTEEBRIFMAET , FSEE L ambda HMH L FEAETERK.

RS

BT LABERF = FA#THY Amazon Inspector I#EE T, FRBHEBEREE K SEELIFHEEREREELN
FRRERAEE, NMRELEFTHAREER , AISRHETESERWEIR , Amazon Inspector BE4
FHRREE, TERBRBRBEERMNIHE , EUUEFHAZEHLRRER ., WEHMENR , B2
B # Amazon Inspector [E H 2R K5

ERRMERE  ZAWS RS THERERLSETE SRICARERANRBHER. UTREMELR
RS RN B E
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« Amazon EC2 #&##i — E4£{ZH Amazon Inspector 1% EC2 #F#0RF 8 | I8 Amazon Inspector
ERAR LT SSM BRI S 45 M BR

* InspectorDistributor-do-not-delete

* InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete
* InvokeInspectorLinuxSsmPlugin-do-not-delete

« InvokeInspectorSsmPlugin-do-not-delete, Bt4\ , EBLEIBEZEER Amazon
Inspector SSM AHER b @M ATBEWindows E¥F BER, MFEFHMENR , FSHE BEWindows
Bl

- DEHECR B — EEEHAEMAIRFERN Amazon ECR ASM&IRHE | RS M Amazon ECR

RRENSEMEA Amazon Inspector E1TIEEIFIHE E AFH Amazon ECR ETEARRFE#H,

+ Lambda R%FH# — EEFAIRF PR Lambda RERHE | MREXBFE EERMER PIRE
AIE/=RA Lambda BXFFH. Mo\, HEBAKEILA CloudTrail FRFEREIE th SHMER,

FHmE

FREERFNMERBERSFERAXIRFEN Amazon Inspector, AWS EIFMNEFFAER |

£ Amazon Inspector,

3
¢
&n

EEHEZIRFRETRILIERF , BEELL Amazon Inspector ZREBEF D BEABFERE TSR,
Console
FREHE
1. #TB3 Amazon Inspector & & https://console.aws.amazon.com/inspector/v2/home.
FHEEA LANIEI AWS EiF 8 , EREEEHBERNES,
EYRRERT |, EE RFEE]
EERFEBUETIRFEWFHERE,
ERNEEFARRSERFNZEG R,
BHiZ [BF) , ARR [FA] BEEPENCEEANERESR,
(ER) £8E AWS BE ZEFAZFEREENSRIERELIR,

N o o b~ W b
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API

HITEA API X, BEXRYD , RELEFEAFHEBNRS ID, YresourceTypesRHt—=%
f8EC2, ECRLAMBDA, ={£LAMBDA_CODEM#E#,
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EC2 #H{TERHNBRRERZEH O (CIS) fFiE

E 18 BRF A Amazon Inspector EC2 1##i8F |, 21 LLZE Amazon Inspector BT LR B EHEE IR
. Amazon Inspector CIS & # Amazon EC2 HTEBMNIEXRKEENS , LEBFEMRRER
BREBRERZEFLEBEINREEBEBRETRE, CIS ZeMEEKHTSRHEREEHABEE
DUREZEBERBENREME. NEFHEA , F2RMITER CIS EEREF?

Amazon Inspector ERBEAEREHEBPERNHTERBEENTHERE , £8 % Amazon EC2 #i1T
EEE LS TEHEEE., SASEEEHITERE , Amazon Inspector E¥HTEREHIT—RIIRE,
BARENSTIEENRAEERETEHEEN CIS Benchmark 2%, SEREHE—E CISRE
ID MERE , EL ID MIEEEZEZRT AW CIS EEZZER. BIETHE , BULBRER , &
BEYTERSEXRARER, KNS EBBHNHLRE,

Amazon Inspector CIS ### EC2 #TEEBER

EEEHITEE EHITIHEBHEEIEIE | Amazon Inspector EXRHTEETE T SR

%

- HITEBFEERRER CIS RHEXENFERERRRz— NEXEFRERBNZRBE K F2EEN
BRIERM : CIS 7,

- #17{888 =2 Amazon EC2 Systems Manager (SSM) ZE#{TEE. MFFHMENR , F2HEEAR
SSM RERER.,

- HIT{EE 2 Z % Amazon Inspector SSM A ##E3(, Amazon Inspector @ BEA SSM ZE#H1T{E
BRELMNEHEN,

- FITEEES —EHNTEERERE , RT SSM EEBHITEEMEFT , ™ Amazon Inspector
BT 1TRZITEEEM CIS B, ERFIELEHT , 4 Amazoninspector2 FullAccess,
AmazonSSM ManagedInstanceCore 1 Amazoninspector2 fEManagedCispolicy BUR K tIE IAM A&
B, WEXACERATERREREMMBEHNBTEE. NFELMMMEATERREENET ,
228 Amazon EC2 EREERETHNFER IAM A&,

\

%

\

@ Note

EHTERB LT EHEBRIEN , THEE/MA Amazon Inspector SRERE, MEERARE
¥ZE , Amazon Inspector T2#EZ % SSM REREX |, EF2BUAABERNRHTRE
BE, EEKRZBLENIIREFAEEELLTEE - InspectorLinuxDistributor-do-not-
delete,
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TR EE

B RFHIT IR CIS 7 , B MEAHRARMRHET, FEITHRE  FEEVRHE

=&,

BUREHEER  SUNEEAREERTERNERRERY., MREREEHABH Amazon
Inspector ZIREES , AT AERHEHALBHRIEEZ MRS , Amazon Inspector B EEERFHFSIKE
EREEERNHTER, BLEE CIS EEAFKRBIETHE. HRSEEE  CISZE1/H{M2
MERER , HRFTENRHEHTEARETEFSENTRABRN RS HRRHELE,

« B 1 — ERUTEEARBELRENERLZEMRE. BERELREEZRIITTERRBEH
i, ELEBNEERHLRMNEARYE K RMBEEERERZERER,

« B2 — ¢S X2 MREEBEATERNREMRTE, BFEELREFTEETREMMBGA , U
BEBZTENRBREIRE, ELEZNEEREMEER ERERE,

BE 2 HEHIEE 1, EMRIRIESE 2 ik , Amazon Inspector R ZESE 1 HRME 2 REZBHNMEHERE,
ERXRENSEZE , BUNEERUN-AUERENERBT (EEERBRERHT) , E=RMTIEHM
B, BHMRETUEREENREAER, SART AT

® Tip
RS GREEREITREERBERZTI IR BEBAERE,

HERY CIS R

1. £ https://console.aws.amazon.com/inspector/v2/home T B8 Amazon Inspector & &,
SERAEEALANER AWS B 8 , BEUE AWS BiF E#1T CIS HBHMNLE.
REBEERMN EEHE] T , BE[CIS FHi].

BIE (B FRE]

w0 DN

a. BAREEEERE.

b. &¥ Target &R , MALERH 2HTER LcEBNESRNBEE, SRHATLUEE 25
BELSERBINER  YRESESR  EESTUEERETENE,

c. EF-EBRBREEREKFT, SEUNENER 1 HARLFREMER , SURIER 2 MAER
ZEMERE,
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5. HR TargetlRF , EEETEERBEPNIRS, HBTHNBELRFIRETLLER [BXK], AH
WREZEIFHERE, Amazon Inspector ZEREEE AT LUEE "FrERF . USHEHABAROFIER
B, 3ER "EERF) YEEEHEEENKERFS F&. EMNRREE S 7 LA ASELF
JEIRSR ID , AECHIRFEIFEHERE, NEEZEA , F2HE AWS BB+ EE Amazon
Inspector CIS #BIHEESEE,

6. EERHENIRE. BE [—AMEH EEZHELBHERREHT) & [BHEHE] , SL1E
HeafRENSRERERT , E2MERAL,

7. EBE (B UEREBAREHERE,

MR M4mEE CIS IFiHHERE
O LARE RS AR SRR EE SC BT BERE MV 3R 48
WIRRIFEE CIS RigHERE

£ https://console.aws.amazon.com/inspector/v2/home ¥ B Amazon Inspector 2%l 5,
SEAEEALANER AWS B 8 , BEUERI CIS HFHEEREN AWS EF L&,
REEERM EERE] T , BEE[CIS FHi].

BE TN LR RNREEAR,

RiFEEEEBERTENEE | UFARZEEERBNFAESR,

(BEY) BERREBEUASELFHENZE,

2 e

W8 CIS FHRER

Amazon Inspector 8 F X FHBRATREMRHER , WO —WIHHE ID WEREER.
FHERTHRBETRE 0 RATAH., ZAleRARED B EERFENFERER.
BRERENFEHEER

RHRERESREFETBHTHEEENRERDE, HREARE RS RIBEB, KUK BHE
REEN®RE.

MERRBHRHEER

REGRERFHACEENEBEER2E. YRE8EER SRS RI—0HE  HPREXERN
BB, ARHEHRBHER.
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EEMAREER

£ https://console.aws.amazon.com/inspector/v2/home ¥ B Amazon Inspector 2 %15,
SERAEEALANER AWS B & , BRE AWS BE ERGREERNLE.
REBEERM EERE] T , BE[CIS FHi].
#t TH#E D, WP ERNECERGFERWIERE D,
BENARGEEER

B [T R ERARBKRERENEHRER.

o ~ w0 bh =

HRIHNRE , BT [BERARE M [EEB]. [EMB] = (KK PRRN—EHF
LAB R IR E T R B B B AV B IR AR

ZH [ERENER RIEBUABRREKERRBNERER.

ENERUFBFEENER  HPIHEREER, AMIKBHRE,
6. (BEFM) EE—MRPEAEENRENER.

BRI fEAEEI A API TH CIS HHRNER

THiFHEER

1. ¥ https://console.aws.amazon.com/inspector/v2/home ¥J B Amazon Inspector &1 &,
2. FAEEALANERAWS B 2 , ZBRE AWS Bif ERBERHERNUE.

3. REEMERMN BERM T , EH[CIS FiE].

4, 1t "R DL WP ERSERBERNERE D,

5. i## Download (T#), MREREREEES , AITUEETREREEERFHNER,

£ AWS &+ & Amazon Inspector CIS {REH T EE1E

FEAEBASIT CIS K , @ERF M Amazon Inspector ERNEEESE CIS FHAEREE |, I
DAREN AR FEZE R,

EEZMNRAREEERAMAERFE CIS FEARK , IREBREXRIBELBNKERS IDE

B, ERENERNEESRFAM , FUUETBESHENRELLE , IFEETRNIRFEEIRE
HiERRHB RN, RAEBHEERN CIS RIEEERKES ARN , % ARN #4848 ID JIAMEE | EfE

LAT#&5 : arn:aws:inspector2:Region:111122223333:owner/0OrganizationId/cis-
configuration/scanId. #&F ID #=2 Organizations EEIRFH 1D,
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/A Important
LR ERNEEEBHEARN CIS FHAR,

ZMHNAMEERSEUFHABAEESELFRERIRFE  HIRFSRAXRHERE, BERMIRERS
B, efNATUERZRREE,

@ Note
ZEMNRRERSREABE B R 2R HEEREN BRSELF,.

HAERF, BURFIEZEREEEEUNFEMERE , USELFHABEENREERE  AEY
IELHREMIRFFTHER ., EL CIS RIEEER —8 ARN , EHZIRF S R EFEAEXNAT
B# : arn:aws:inspector2:Region:111122223333:0owner/111122223333/cis-
configuration/scanId. &% ID AR EUFHIERS,

EBPHRERFALUABECHIRFEYRHEAR, EMNRREESTUREKEZLNFHAERE
BEEZREIMBREMN. MRKEIRFHRER DRV RREESRELIFRIRXRFEYNIFHEE
&

ZMNAREESTUARREBPEMRRNVFHER , SEREHFENREER. SEIRFITURKR
HiRFHERWEM CIS FHER , BREREESHENER,

Amazon Inspector #48 Amazon S3 Z & M Amazon Inspector
CIS &t

Amazon Inspector PEEXHETT CIS IBIBFTEN EFHBAMBHMFTMES (OVAL) EEER, TRIEH
Amazon Inspector #EEKFTE Amazon S3 f#7iTiE , HPEEE8EXE AWS EFHN BHEBRHEEH
WiEEFER, WEBLE , EAKE VPC FIHEFRR.

(® Note
LA 218 Amazon Inspector #HE# Amazon S3 EEFENGFHERHTISEE, B2 |, &5
RUBESEHURMMANZE AWS EBiF, BELGELFEFITBAREM Amazon S3 fE%¥
HEE DK Amazon S3 EFEFES,
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cis-datasets-prod-arn-5908f6f
cis-datasets-prod-bah-8f88801
cis-datasets-prod-bjs-0f40506
cis-datasets-prod-bom-435al167
cis-datasets-prod-cdg-f3a9c58
cis-datasets-prod-cgk-09ebl2f
cis-datasets-prod-cmh-63030b9
cis-datasets-prod-cpt-02c5c6f
cis-datasets-prod-dub-984936f
cis-datasets-prod-fra-6eb96eb
cis-datasets-prod-gru-de69f99
cis-datasets-prod-hkg-8e30800
cis-datasets-prod-iad-8438411
cis-datasets-prod-icn-f4efflc
cis-datasets-prod-kix-5743b21
cis-datasets-prod-1lhr-8b1fbdo
cis-datasets-prod-mxp-7blbbce
cis-datasets-prod-nrt-464f684
cis-datasets-prod-osu-5bead6f

cis-datasets-prod-pdt-adadfoc

AWS B

BN (Hr RS E)
Middle East (Bahrain)
i (dE5)

DXREE (RE)
Europe (Paris)
BXIESE (HEHNE)
EBEIRE (Rx%1R)
IEM (BRER)

BN (B FER)

BN CERAE)
EM (BRE)
DXEE (BE)
EBIRE (HEF Eazdt )

A B (ETH)
BAEH (KK
BN (%)
BN (K )
TA B (RE)

AWS GovCloud (£EI R &B)

AWS GovCloud (ZEE 7 %f)
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cis-datasets-prod-pdx-acfbd52
cis-datasets-prod-sfo-1515ba8
cis-datasets-prod-sin-309725b
cis-datasets-prod-syd-f349107
cis-datasets-prod-yul-5e@c95e
cis-datasets-prod-zhy-5a8each

cis-datasets-prod-zrh-67e0e3d

AWS [E1F

ZEES (RHME)
ZEEL (NRIFREL )
TAES, (F 3R
TAES (ER)

&KX ()

E (£H)

BN (Bt
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SER AWS IREM Amazon Inspector B & X

B 7 BB EFERE AWS IRIEM Amazon Inspector SHZEIE , Amazon Inspector 2 & EHIRE
EEEEEHEBREIRFEMER 2 Amazon Inspector IRIBMRENFHTERMFMER ., FALET ,
B REERNERERFTERMEAE R, &4 0] LA BRI EIRE1T Amazon Inspector HE £ E
FRADH , WRARBBEERNZRRER, MELREBEMBABZERE Amazon Inspector BEE |
ERg oSBT rrERFINREFTERMEFEHEER.

IR AWS IREM Amazon Inspector & 2 £ E

1. 3TB3 Amazon Inspector &l & https://console.aws.amazon.com/inspector/v2/home.
2. EYRERT , BE IRFEE]
3. EMRFEEEEL , EEFTBETRKEHEEREZ —NESIERK !

- IRFE , ARIRFBHRREEE,

- BTER , AR EEEEMEEEL (Amazon EC2) BITEBMNEEEE.
- fEEE , AR TEEEEME RS EE (Amazon ECR) fFEEMNREEHE,

- BF , AR Amazon ECR AssMEGN B S EHE,

 Lambda , AR%Z&Z Lambda B &,

AHPNTERABERSIEBRRENER , SRENERTEENFHERE,
e

- FHERFBRREEE

- §& Amazon EC2 #{T{ERH KEEE

- §& Amazon ECR TFENEEEE

« §¥{& Amazon ECR RGN B EEE

 F& AWS Lambda Zh &g Y & & & E

AHEIRF B N E S E

MRENRFETREBN -0 , REFTREBZEIREY Amazon Inspector EEEIRFE |, 8l [1kRF] &5l
ERSRHEARGIRFNRFERFEHRENER, EUHREIFERL , BN HERFNAIARES
HRESENERBAREARE, MFFMEER , 526 £4 Amazon Inspector BEI{LE R,
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MR IBHIRF 2B ZE IR Amazon Inspector BEXEEIRE | Bl [(IRF] R EZBEABBAINIRFRE
HEBMARE , XIHABPHIFEIRS. HRSEKRF , FESELIRFE2E2/MA Amazon
Inspector , AR BZIRFRABNERFHER (WMRHA),. FAZERNRAREES , BUUFEALE
SIEBREFEBNEDHMARE. S HENKESRERBIEFARERENERFEHR. 0F
HMER |, 528 BUE Amazon Inspector IRIERERE .

arfd Amazon EC2 #I{TEERN KEEHE

BITERRS|IFERGRRE AWS FRIEFPH Amazon EC2 #{TER. ELBESETIRSIEFERLA
BRER A

- 28 —BETRREDPWIERTER. "RE HESEUBTERBINREEARE,
. 1% — #~ Amazon Inspector EFEMIREF F B EENBHEVAMEHTER.

o RIBH — BERFTE Amazon Inspector REZLHIREPERNBHEAATER. "EE. B2EL
Amazon Inspector RESIEFFERATERBHNER,

EC2 HIITHRBTAESHREFRHERSIZERE LT M—EERE. Amazon Inspector f£H AWS
Systems Manager (SSM) #1 SSM RIERZXREBEZEMNFE EC2 HITERREERE, MR
HITEBREHT SSM REREX, REZE Systems Manager B AWS Identity and Access
Management (IAM) & | :E%/ﬁﬁiil TS X ENEZXRKEHLELE , Amazon Inspector A& % B2
MIFHBITER, MEFMAET , 5520 F3# Amazon EC2 B,

EBEREIERL , [RF] MEE AWS tkF EHEAEHITERA,

EC2 #ITEEER — LMEB SR T ERARBERER , X ARHEENHTEEREEERE
BiFH IR,

EERFE — LERNBSETELRFERWINDOWS , FJEALRMACLINUX, . ZUNKNOWN,

EEp — W= R Amazon Inspector FELETHEE EEAUREEXAERNRBRE S LER
REEXRHE A ZE,

FREHE — HEEE T Amazon Inspector LXREZE RSB FEFHMERE. Amazon Inspector

BITRENERICRN T ARBHEATEBNRES %,

EERRE EC2 ST EBNEMFFMEN , FHEIE EC2 HTEEMPNER, A% , Amazon
Inspector EF R TEBANHATERE IR RBEAMFHES. EERARBRBAWFHFBENR ,
E TEE) MPER. nEFEELFMER , 2B Amazon Inspector K EIFHER,

P
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Amazon Inspector -
B Amazon EC2 #1TEBE AU R RE

HREFEEHEREEIR (Amazon EC2) #{TER , ATREMMREES !

« EB)EEE — Amazon Inspector SiFEE MR EAITERE,

- EC2 #H{TEEE =1L — Amazon Inspector BEEREHAITEE K RABTEEENZILRE, £
MEERHREBASEERFE , BEEBTERKL MRMTERBEFHFME , Amazon Inspector €H
BHREREHTER.

- REFEEER — B Amazon Inspector ERR W TERE K BEREAIFEER. Amazon Inspector #
BERERI BIRIRERE,

- RBERF — Amazon Inspector KA B ERBHTRERBNEUBERAENERT. H1THEELH Amazon
Inspector EAEA AT RE 24X MIBR , HE M TEERE LT,

EEEELERE , 5B AWS Systems Manager R#E{RInspectorInventoryCollection-
do-not-deleteEABi1F7E HRAMIARRER Th, b\ , FB1E A AWS Systems Manager BEEEEE R
RETERNBBERARNBE,

- HWEEA — Amazon Inspector 2FLLIFHETEE, FTEBEEER , SERBEEIE,

- BEEWHBIFH — Amazon Inspector EAEEITEBEHEATHILUETHIRIREE,

« BRI — HITHEE S, Amazon Inspector B Bl EfE BB T EENRERBEENREZEHE
&#,

- BEFHETE — Amazon Inspector FEEWEEIRE 7 RAASTERBENNENTHBEAEXERS.

EEEEIERE , EEHA®E AWS Systems Manager fRFTEHR Amazon Inspector EBBH1Z1E B IEEHL
TZHITER, 5, BEFEH AWS Systems Manager B EEERRIHTERNSEBEARER
B,

- JEZE EC2 #1TEE — Amazon Inspector T EEEHFHEHTER. HTEBTIZERE AWS
Systems Manager,

EEEEWRERE , BLER AWS Systems Manager B E){t AWSSupport-
TroubleshootManagedInstance runbooki2 ), F&E AWS Systems Manager A& B 1TEE
# , Amazon Inspector #% B B) IR FEEE = IR E BT E R,

o FEENEERHK — Amazon Inspector T EER S FHATER. BITEREA Amazon
Inspector T X BMIFERKHEB, WFE Amazon Inspector TEMEXRREBE , F2HZE
Amazon EC2 B IEE R

- EBESWBAEIOER — IRERT EC2 BIEEMNEEMNREE |, BEEREMEENIERAmazon
Inspector JRE#ZE Amazon EC2 Linux B, AREHBERREMREIENRS !
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- HIBREREEHWERH — H1T7{E8 S8 Amazon Inspector REMER 5000 EEHR S,
EERBEHEBTEBETRERE , SUUERFAZERSMHEEBN BT EE,

- BBRERESH ssm EFRE — SSM REREX EELAEERFEEZE Amazon Inspector , B4
EEBTERCEZEISASEBNTEABKENEFERKN SSM EE, NEFHEN , F2E
Amazon EC2 Systems Manager ¥ 25 F #it 28 .

- BiBREREUWERFBIPRE — Amazon Inspector XN ERERF , IAEIRKREREEB 15
DENRAME,

- REREREBEEF — Amazon Inspector SSM N E M REEWENR B TRBHNEHETF. EBE
TREERERENGER B , MRLMRER 6 NFERMAEE , 55FEH Amazon EC2 Systems
Manager S3FE{RFTEH Amazon Inspector BABEZE Y B IF 1T B TEIRE,

MF/ERE EC2 TR MR ENFMER , FSEIFHE Amazon EC2 B,

T4 Amazon ECR {17 EE R & 4 E

REERSIERSERE AWS IRIEHH Amazon ECR f#FE, ELEESETHRSIER ALK
Bl -

- 28 — BERERETFHAEMRER, REMSE L FHRER TR #ERE,

- BRtE — BR Amazon Inspector R EAELNREPERNBENFMERTE. REHSEHE
FREE B RV IR I AR RE
« REXE — HER Amazon Inspector RELRIIREPERNBEHNMEREE, "RE, #EEd

Amazon Inspector REZEMBHBFENRE,

EBERSIFERL , IRF) WS AWS 1kRF EREREEN,

FERRERBEFEESNHEMEFMREN K SRERTEENSE, A% , Amazon Inspector BERFE
HETARMGEE  URSERGHFHEER. FAEHAOEZGER. FGEENRHMRE. ©fF
ECOERERREERTES , AINEEGNBEERREEHE., EERTERIRESHKATERNNX
BER , HEEFBNEBER,

### Amazon ECR FENMREE
$ 7 Amazon Elastic Container Registry (Amazon ECR) 17 E , ATREIAREEES

- OB (EE) — YRFEEE , Amazon Inspector SHBER ILHEETNE SR, MEENIEEBEE
RECRELEERE, Amazon Inspector ETEH#EE FTRGEEITIRE | jf’(ii‘éﬁ‘ﬁﬁi'”ﬂf%*ﬁﬁﬁﬂﬁ

T4 Amazon ECR R ZERREZEE 148


https://docs.aws.amazon.com/general/latest/gr/ssm.html

Amazon Inspector EREER

1 CVE HEHMBEHRTBR, TEREN ECR HIEHFERBA , Amazon Inspector ##EEEZ LR
EE Y BR AR

« BRE (HEARF) — HEOXFTBRKEF | Amazon Inspector S BB HEREEEDNERITRMG, S
FEREIEREIEE  WREAKIARREH,

- ELFE — Amazon Inspector T AFFEIRFEDBEEF N EMBR[RE,

EEEERERE , BERMEEEN AWS Identity and Access Management (IAM) BUR St 8F Amazon
Inspector FEUREFE.

- 2 (F8) — Amazon Inspector TEERRFHBEFEPNTAER[MGK, FHEN Amazon
ECR R EREAELRNF BT,
& EMBAFEA Amazon Inspector BB FEEFRNEE , FEFRENRENEEEAERERHE |
AR EEFEEEREYS  EREEHETRERERZ B,

- BRE) (HEXRF) — HEOEXFTARREF , Amazon Inspector B BB IR ERFEPNERIBEMEG. EFEN
BB EHRE O RERMIERRFRE,

- AEBEEER — B Amazon Inspector ERFHFRER , EHEREFEER. Amazon Inspector #& B
BRI R BRI E T,

MERERFERERENFEENRE Amazon ECR BRI B

aF{di Amazon ECR ARG B ESEE

[M5] ZE| BB RE AWS IRIEFH Amazon ECR REEMG, EEFESE T RSIER LA
RREFAE -

- 28 —BETRREDPWIIERSRBEG, REMERFEREINBHEMRE,

« 1B — B’R Amazon Inspector SR EATERNIREFERNRHNFIERSZNEG., REFERY
EEIL: SR RN

o RIBH — HER Amazon Inspector RELRIREPERNBHNAMERFZREGR. "EE) BEEL

Amazon Inspector RESIEMBHREENERER,

HRAUTEAERER , AREETTREHRE KB R5IER L. REETESHFTERBD
Amazon Inspector 1R FEEFEES , HE Amazon ECR ERZRBISH I BIEZHFEE, & , &£
ZéH ECR EFEHBERBRENRER , MEMAHEEARIZR, MEFMENR , F28 =&
ECR EMRIEFERFE,
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ESARSIEE L, "FTHEERR. HSEERTFASVEGENTRESRR. "RF. WIEEHE AWS
RE BEEREN., EXIREENHEET Amazon Inspector LA EZERREEFEHEHNER, ER
EOERERSESHKPEENNEN., EFRNEAEFHBESEESN , 28 H CVE ETEH
FHEETRE, NFEFHEEA , 528 Amazon ECR BHENFEHETR.

EEREASMEENEMEFMERN |, 5iRi2 ECR RBMEGERRPHNER, A%, Amazon
Inspector EERERTGNFHERUREGHENRRER, ZEMRRHREENFHMENR , B
B TEE, BPES, mEELHMENR , 2B Amazon Inspector 3 EIFAET

##8 Amazon ECR A sl R AV ARRE

B Amazon BB RREHAB[ME , ATRAREES !

- EEESIE (HE) — SERMHHIEEE CVE B |, Amazon Inspector iFEE R GNFIRE &
HIEHTEENTRE., SEEERUHEEGBEF , Amazon ECR EFRHEFANSEREHSEN
EE, CHEREZGNEFRERAESERER Y THENERBHRERERELEFRH,

- BRE) (#EERF) — Amazon Inspector EEBR LT BFEBHRET R, HERBFERNFHER
EERARE U THEN AR RS EREREREAMIERREH,

- AEBEEER — B Amazon Inspector EFRRH ARG , BERERIIEIR. Amazon Inspector #
BB REE RS B RIRERHE

- WEWIRFEHE — Amazon Inspector EASBEHE AT H| LUETH B IRE

- BREKCIBE (GEE) — Amazon Inspector EEREFG. ERAREETNEBEBEFIRHRE
ENHFERER , BEREH. BUUERNERUEBRE,

- RIHEKRCIBE (#HIXEF) — Amazon Inspector EEREE G, EEABEETNEEEBETIRE
EENSERER , FBEREH. BUUHEEERUEBRE,

- BHEERFM (FF) — Amazon Inspector 28T Amazon ECR B, REFRENREFEN

Amazon ECR BB EREAELANFHEHR, EEMBMER Amazon Inspector BENRHE G , 78
BREFEREEFAIEAANGE K ARXEFEEERARS  ERETHEATUEGREEZS.

- FXEMEERHK — Amazon Inspector TEERIFH K. LHEE RS Amazon Inspector 3%
BWEELZRKEAER , REMFEH Amazon Inspector T BRI EEFR,

EE Amazon Inspector XENEERRFE , FS B X E Amazon ECR BHEMNIEERK. WFE
Amazon Inspector T ENRBBREE K F2RXENEREL,

NEFRRERMFENRENFHRENFHEES , FSREH Amazon ECR BEEM &,
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iF{t AWS Lambda ThEERY R E £ E

Lambda Z5|EBEE R AWS IREFH Lambda ERE . LLEEMNMERSE , —EER Lambda Z%
BHENERERESEEFMEEE , 2 —EAR Lambda BRIERE SUUBRBTIHERERI>EHE -

- 2% — BETRREPWATE Lambda ¥, AREMEIE L Lambda B8 B RV AR RE,

- #B# — B~ Amazon Inspector RE BRI Lambda BB, REMEIEHEE Lambda KB/ H
IR HERE,

- T — BER Amazon Inspector RELE AR K Lambda BB, "REE, #WEE L Amazon
Inspector REEFEMIFBHIIBEN R E .,

Lambda R AES HIREIERERSIZER LNWERELE, Lambda RETREBR EREFIBEE
Amazon Inspector BIRE |, SREFZR AISPRIEIBHELERE., MEFAET , F2E 7 AWS
Lambda Zh&E.

EBERSIEEL | [REEHE] ERTEIEE Lambda KB BT, [IRF]) EXRTIE AWS tRF E#E
HEW, ETHIEECHENETH., MEMSELSME Lambda HEH B aiFHERE, ERERET
CEAZRENER, LXBHENHMEETR Amazon Inspector L XAREZERERFEHBHMNER,
ENROERERSESRTEERNEYN. ERNERAEFHESREES , Si2eHH CVE #17
ENMFERETRE, NEFREF , F28 Lambda HERHENERT A

B4 AWS Lambda ZhEERY AR BE

#H Lambda ¥ , ATRERVARREEA -

« EE)EEE — Amazon Inspector FHEER MR Lambda BB, EERESE BT E R ERK
ERHHETVREE  YEEMABHFTNERRBDMES (CVE ) REBENRHEHH.
- IKEBBEER — Amazon Inspector T EFH ILINEE , R AR S RKEBNVFH P HERR,

- BWEKZIBHE — Amazon Inspector REEIRILINEE , RAXINER LAFUSLER2RERKBT
90 R EREB,

- AEBEEER — B Amazon Inspector ERR W XIheERE , BAEATPEEER. Amazon Inspector #% B EfiF
REER W BRIKE TR

- WEVIARBHE — Amazon Inspector EASEHEHE AT H| LUETHBTRE

« FXE — Lambda REEEFR X ENHTREE.

& AWS Lambda ZhEERY R E & E 151



Amazon Inspector EREER

{# A Organizations & Amazon Inspector F I Z @R F

IEALAE A Amazon Inspector REIEEB Organ AWS izations BB ZEIRSE, EEEEZH
Amazon Inspector #&F , #f Organizations EEIRF S ABRNIRFIEE S Amazon Inspector HZE
REBEERSE, ZRNEEESEEHEMBI Amazon Inspector , WESEKER , LRAREWABH
TE®. EEITHIERBIEAKERFHEE, RREEAABNEASHRER , UREUNEERR
wEA A,

(® Note

EEUBRAFFT A XA ZEIRFE A Z @RS Amazon Inspector AWS [E1F , A BAfE
Fl Amazon Inspector BRI REBIETTH. FRFERALNEANESZEE K F2RRES 2-
enablement-with-cli ZE#14 E GitHub

*rE
« THEEEH Amazon Inspector F1HY B E IR F < BRI EHR
« ¥ Amazon Inspector WEREES

T HEEE M Amazon Inspector R EIRF 2 BRI RBEER

EIREZIRFIREFFEA Amazon Inspector B , Amazon Inspector ZiREE IR FE 0] AEEEEE
PSR, WPEERSE Amazon EC2 #l Amazon ECR #HREE R , UREERFHNREMSEE
R, EHEERFUAUEVEAZERERFHSHEMEFRA, MEFHMENR , F2S08 FHIEIERAH
#| Amazon Inspector

EREEEEE

—BRME , EMNRAEEERRECEAZTHIRFE , EERESEATHBINAMEEMIIES. TR
WEESHTURKRNERE S RFFNEMEBKEMNEH. Amazon Inspector ZRHEEEIRF
A BAE1T T 5B E -

- REFMEEEBIRFE K Amazon Inspector AREE | BIERAFER Amazon Inspectors
- MARERBBTAERERFHFERER,

- BREEASNREESEREN  YEREBRMERERFNFHER.

- BYREERERARNEB T FTERSE < ZHREE VMR AL
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- BIEMIFTE K ERA Amazon ECR #&H i,

- BAREESNERRESEE,

- EREDEMEREMSTAIERERSN ECR AHEMREGNFERE. EREEENFEHBERRER
EBBENEIIRF LR ENTARE, HBPHAERFLAZREESMN Amazon ECR BB E
VRESEERE, ZEEZAABRFRETRNENRIEISERE,

« % Amazon EC2 #9 Amazon Inspector REREEELEBIEE , EXBEEARBEBTHIMRE
RkF., EREMREESVTAHABMESFEENEEEITBREZANGER, NEFHRRERERERS]
BENEZEN , F52EAmazon Inspector RERE HETKE,

« BUEFEH Amazon Inspector ERREERFHRERE,

- EHABPEMAKERFH sBOM,

- RIEBPHFIERERFERE Amazon EC2 BHER. MEFHMEN , #2280 EEREES,
« RABBPHARBRFEYNERE CIS Bl , EE8IRFEVNEMiRHHERRRN,

(® Note
MRRERFREES ZERNRAREESKBLIBEIRRFHENFHER,

- RBRBBPAABIRFHN CIS HiEHER,

SERREF

FX B & F AT BA7E Amazon Inspector PR MEEEEIR SHAHBENR , MEKRFHRENBRE RN EE
EEHE, ABANRENRS T LAE Amazon Inspector F#11T T~ 5IB)E :

- A BCHRFBUE Amazon Inspector,

- REHCIRFENERRZHE,

- RIRHIRFRRIBEEFHAER,

- BEECIRFW ECR R EBBENRHISERERE.

-« 7/ EC2 #9 Amazon Inspector REREEELEBTBRE , ELBEEARERBEIKRS, BRTZEIK
EESAEBEENEMETERRIN  EEREELRKE, NERERERBELCNFHEN , F2
B () Amazon Inspector JRERER B 5T K&,

. MIREREEE B Amazon Inspector SREREREN BETHRE,
- [EH EEH IR S AE BB 2 £ ERH sBOM,
- BAHIIRFHREEES,

s
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- RHIRFEMNEE CIS AR,
- REHIRFHERNVEM CIS RHER  SEERAKEZESHENER.

@ Note
BA#% , REZERNEE SRS S EEEA Amazon Inspector,

& E Amazon Inspector WEREIE S

ZEREEENEEEZE
EEETYERZREEEE Amazon Inspector FIREFRWEE :
EMHAMEESHZSTEE 5000 ERE.

18 Amazon Inspector Z RN EEE&A 5,000 ERERFWE R, E2 , FNEABTEES
5,000 ZERFE ., WMREHREIB 5,000 BSERFE , £15%EB Amazon Pers CloudWatch onal Health
Dashboard WZEX , WEEEKEREEERFNE FE4,

EREBEE AR,
T EI#I 2 AWS Organizations , Amazon Inspector 2 —EEHR%E. EXTEXBBEZRNEE
E, WEMEIRE , URBASEE AWS EiZ Z46H Amazon Inspector BI3RIHER,
—EEBREE —EEREES,
BN — @S , BREEE —EZERE Amazon Inspector WEEBE, MBREEKIRFIEEAREEE
BHHNEREES , IRXRFVEARGEMEHMESINEREES,
BERRNEESTEEAGEIIRS/ Amazon Inspector,

MREBRERNEES , IFSERELRSFH Amazon Inspector , MERHEBRELTIEZE
2e,

&Y AWS R84 ERAFBFT A AL,
iE 2 W FEERERE AWS Organizations, MR KA , FSRAABEB P FTEINEE,

EEEREESMENFTA

B BERERFEERUA Amazon Inspector , 38 E Amazon Inspector EERWEE S,
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ERAEER

£ IAM BUR R BF U TRIAR | AR FIELFFA,

"Sid": "PermissionsForInspectorAdmin",

"Effect": "Allow",
"Action": [

"inspector2:EnableDelegatedAdminAccount”,

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
1,

"Resource": "*"

AN EBREEZRK

EnableAWSServiceAccess",
RegisterDelegatedAdministrator",
ListDelegatedAdministrators",
ListAWSServiceAccessForOrganization",
DescribeOrganizationalUnit",
DescribeAccount",
DescribeOrganization"

B AWS EE S

THREFRBNATAR AWS HBIEERREES., THRILIEER , Organizations BEEIIRF MBENZE
REE SRS EHERA Amazon Inspector,

(@ Note

R A "Organizations; EEIRFANLEEZRNEES,

28— XA Amazon Inspector B2tk F W IRIEEZ A (SLR)
AWSServiceRoleForAmazonInspector., % Amazon Inspector #{a{ A RIER A @K FHME
# , FESEFEA Amazon Inspector R ERE AR, IEEBREELZACH—REN , F2H 1AM

EREEETNEARBESRAE,

% E18E Amazon Inspector ENEREES

Console

EERAPEEZRNEES

1.  AWS Management

Console £ 8 AWS Organizations EIEIRFE & A,

EERRNEES
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2. 1 https://console.aws.amazon.com/inspector/v2/home BB Amazon Inspector X2 & , A&

EAALAN AWS B ENRREELEZEHEPEEEESNER,

3. & "EREEE, BREYP , mMALEIEEARMBER AWS IRF 2 Amazon Inspector ZIREES
W+ BIES ID. ARREE [BREE]

4. (BB $HESELSRESE LRSR AWS B,

API
£/ APl EEZ RN EES

£/ Organizations EIEIRF AWS 1RF HFEFRK#1T EnableDelegatedAdminAccountAPI
B, S tmLAER S AWS Command Line Interface T 31 CLI @85 BRELITILIR/E : aws
inspector2 enable-delegated-admin-account --delegated-admin-account-
id 11111111111,

(® Note
BRI ELERS Amazon Inspector ZEREEE 2 IRF KRS ID.

EEEREEE 2% , BRABEMFER AWS Organizations BEEIREREEFRBRERNEEERS,
BE Amazon Inspector R HE K E R

BAREBNEREES , B LS E B AWS Organizations E IR F BB AT K ERA Amazon
EC2 ###i. Amazon ECR B#iim¥E., ELMANERFNFEREE  XIRFEHEERNEESEVE
B , Amazon Inspector @ BEIRA , X ENFEHRPTBER NIRRT, NFEEE AR E WL &R K
RERENENR , 52 FEH Amazon Inspector BEI{LE R,

Amazon Inspector 2% {EE1E , THREBNMAKXERFNER K SEAHFKERFRA
Amazon Inspector, A TIHEP —ERBFBHFEENGERS,

BERBEFEHMAEEIRS
1. BABRRNRKERSIRF,

2. 1 https://console.aws.amazon.com/inspector/v2/home ¥T B8 Amazon Inspector & &, REE

RALAN AWS B EERREELEMBFHAERERFNESE,
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3. HEIIEEERW RE] KT , BE RFEE], RFXRHBSHERE AWS Organizations EE kS8
BB TR R EIRF .

4. BEMRBERNVEESGHR , UERWWEE LHNRAERS, RARBEFEERXEFERZLERNR
HEREE,

® Note

ReZmAER LA RNIRSE. MREESEEEMNKRS , IXAESERR LES
BiE, #ESFEE LETNIRFRHE  FENERE .

5. BB [BMEERF BBRA Inspector] BE , ARERUFHRE LURRE#7 18 2 108 A9 T3 X
8,
(B ) HEERERBIRFNESEERHERELIE,

o

[(BEEBRAFTHERFHNRESR] SRESA/BEBNATE future KERA Amazon Inspector, iE 7] #
Amazon Inspector ZMNEESEEEEENEZTABNTMAHHNE, EXNERFEEIZET 5,000 E
FLERRT | LR E S R BB, MRBRIRFANERERMADZELR 5000 , BIEEBEHRMAKRE.

BEEMHHMEBEERS
1. BARRNRKERESRF.

2. fE https://console.aws.amazon.com/inspector/v2/home BAREX Amazon Inspector T2 & , AREfE

RALAN AWS BiF EERREELEMARHEEXBIRFNESE.,

3. HEIIEEERW RE] KT , BE RFEE], RFXRHBSHERE AWS Organizations EE kS
BB TR R EIRF .

4. HEMWRFEEEEL  ZREERDHFHENSEKERSHZEG R,
5. ZH [RA]
6. 1 "HE. MEERT  ERELMERFRBNVFHEER, GRLIETIRERERRE

- FiEREHE — MBmEREEL,

- EC2 ##3# — B8 Amazon EC2 B {TEEHNFHE.

- ECR A%FEH — ME ECR BMBMNIFHE,

« AWS Lambda R#F# — B(E) Lambda BRI IR
7. (BRER) tSALERDFERNESY  EEELTR,

RREN R Btk FRIRHE 157
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MREH AWS Organizations BE R FE EZ ik Amazon Inspector WEE S |, B LA B S WIRFEBUA
ARE , YREESIIRFNRHEFRER,

BB R ERAE BRI
1. BHEIENIKRE,

2. £ https://console.aws.amazon.com/inspector/v2/home BB Amazon Inspector £#2 & , REME

RAELAN AWS BE BEREEREETRARHNESR,
3. HEIEEERM RE]KRT , BE RFEE]
4, E[RFEE]) EEL , EERERS KIS R,
5. & "HE. MEERT  ERFERMBNFERE, GRLETIRERERRE

- FTEREHE — EmMEREEL,

- EC2 ### — BtE Amazon EC2 HITEBRMIRHE,

- ECR A%HFEH — ME ECR BRMEM T,

« AWS Lambda R%F# — BE Lambda B BRI IFH
6. (ER)ELENBRFRENSEESTERELSR,

£ Amazon Inspector RECHEBE EIRF

THREFRAMMEBUEK SRS, BUEBBMA K ERF LB IA Amazon Inspector IRFE 2
{R B AWS Organizations #8#+ . Amazon Inspector ERNEEETBEARBNEBRELIREHN
Amazon Inspector R, EAIUBEEBRXEBUEREBNIRFHEAKE,

@ Note
BUHBEBIR P Y 25 AR F A Amazon Inspector @3,

Console
FRFEAEBUERERF R
1. BAZRRNWRAREEEIRS,

2. 1 https://console.aws.amazon.com/inspector/v2/home BARL Amazon Inspector £32 A& , R#E

ERALAN AWS EE EEZERREEEIUSRB —ZEXRERFHE.
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Amazon Inspector (EE
3. HEUREERW RE]RT , B RFEE]
4. X WRFEE EEL , EBNERUHRB 2 @RS V&ZEUT 5.
5. 1t [BhF] SheER | BIF [HUEIRREIB
6. (B EEEBECHIRFRBNEERETERELSR.

API
£/ API BUH B B 1R P HY BB
#11T DisassociateMember AP| %, EEXRA | BEEEFCHERBHIRS 1D,

¥ K Amazon Inspector ZERNEE S

M RIBABEIEKEE Amazon Inspector ZREEE , BUUBKREENZREESMA AWS
Organizations EEIRS,

BRERNEEER , TEEAXEF I MBEMK SRS P Amazon Inspector, AR
HRABIURE  YREBHEETHERRAREESEECHFMEENRHERE,

EEBRERNEES

1. AWS Management Console £/ AWS Organizations EIEIRF & A,

2. 1 https://console.aws.amazon.com/inspector/v2/home BB Amazon Inspector £ & , REME

RALAHN AWS BE ENSERIEELEBREREEZSNESE,
3. HEUREERMN RE]RET , EE RFEE]
4. # "EREER, BERY ,EE "BR, A RAREFTENEF,
5. HEEEMEZEREERENESERETERELSR,

#T18 Amazon Inspector E N EE SR , L EAFHSERNEHEFTNEESRFEER, FERFT
FILER  BEBKEREFNEESIRFEI BB,

B K B S T E T S Y B

1. AWS Management Console FAZ R RREEERFE A,

2. 1E https://console.aws.amazon.com/inspector/v2/home BARX Amazon Inspector 12 & |, AREfE

RAELAN AWS EBE ENHEREELECHPRUERFTEREESE VAN ESE.
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Amazon Inspector (EE
3. HEUREERW RE]RT , B RFEE]

ERERN ISR , EBEARP I ENRERE.

& "B, ThEERAPEE THERE, .
ERERKERPHNFTEREESEVEBNSEREHERELIR,

2
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£ Amazon Inspector # E512 F 2 F i A

BRI LA A Amazon Inspector 12 & M API BR{ERTERIEEHIRIEH FH Amazon Inspector W& A
A, MREBRZIRFIREM Amazon Inspector B2 E |, Al ARABERENEK AN ZERKER
FHRAER.

ERFEREEE

BT LA X #2 A FFE Amazon Inspector Y £ 8 5 KA,
FEEARETE R

1. 1E https://console.aws.amazon.com/inspector/v2/home T B Amazon Inspector &l &
2. FAEEALANERAWS BE 2F , ERNEGEERKANESE,
3. ZEEERKT , BEAE.

B TRIRF L BEFS  SREIRBIRFEABR T HE 30 RERNBFTEAAE, £ "HEFTX
R, MTRRES  BIN—EE , AESXRFHNFHBENEABRRAME. FHFEENERD &
EAUERREREREHBIRFARNRBEEA R

NMREREBNEREEES  LEERBTEIEBASERSN -5, WREBE VRS BUHE
Bf , TROSRHEAMGKEETRS -

£ (FHER] R BB+ , EUNEEEN 30 XPEENALNEREREMS (RIFHEER), E
RRARGE TRikF ) EEPREGRANERA,

MREERREBNEBREES | A UEFABTHEERFNERER.
EWRS|IEES | BUUBRETIEMERAMRRKTTERER :
Amazon EC2 &1

Amazon Inspector FAEREAEHEURBEERXNAERNFEENEZEREEXFBEER THEE .

- #ITMEEE (F13) — Amazon Inspector B ARERFERFTE EC2 #TRBHRENTIERE,
FEERBREEEEMRLL 720 /N (BN 30 RNKI/NEERL ) o

« HERFE — ¥ Amazon EC2 ### , i 2 Amazon Amazon Inspector BiRF H&{E EC2 #1T
ERREEHESENRIE 30 RNE/NFEEMN, BN EC2 HITER , HESHENIFRER

ERARATEA =


https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector EREER

Amazon Inspector IFREHITEB IR L REFLHITER  REEBBHEDPHERA L/ DR,
(BEREFREBEELLNIATERRBIRIEBREREF , Amazon Inspector 1R EZE 1T EBAK
EEE , TEERBEERE).

CIS #1TERFEH — stHIRF P HITREBHITH CIS BIHEL,
Amazon ECR &1

RFH — B 30 RABEIRMHEIRFE FREEIVEN,

EfEHE —BE 30 RAKRFHEFRBIBLBWEN, EFIFEIK[E Amazon Inspector 5L EIHF

HiBY ECR B LN EMRE. MREBEH ECR BFEREAFERE , BI'E Amazon

Inspector EFHNE RBHMARRER (CVE) HEZHERER , SEHETEFRE.
Lambda &1

Amazon Inspector fF A £ A BHE Lambda 22 Lambda BRBHEN T HIEE

 Lambda B EE (F151E) — Amazon Inspector &F R E B 22k 5T E Lambda EEIRIEH
FHERESHE., "Fi5. RIERREEEERIL 720 /N (B 30 RAW/NEE ) .

« HERFH — ¥ Lambda B , 'ER Amazon Amazon Inspector A8k F 418 Lambda
HERAARHEHEN RIT 30 RRE/NFEEM, ¥H AWS Lambda ZhEE , BMERERR
Amazon Inspector ZRIREEBHRREFGITE , BERSERMBRIRBHETHRAL, MRBRIE
HEBREVIHAE | BIBKThREM ARG EERE,

T & Amazon Inspector 2{A5TE & R A<

Amazon Inspector IR A ZFEMG KA , MIEBBRRA , H itk o828 AWS Billing 12 & F R R A
E,

s EE T 51ERB Amazon Inspector 11fAI7E "AE, BEEFEXANMHEEBEEE

=

- FARSNMERREFES. SERHEENERRE AWS BEEME , EEESEESNRIER
2B Amazon Inspector B EE

- FFEERARANENE A AZRIZINET,
- THAESERFTRAER,
« FERANRSERFHEE 30 REAMBNBKAE, NRIRFHEAREDR 30 X, Amazon

Inspector §7F 30 XEFRRIKA , MHFGEM B FRENEIRE 30 RNRNARBRANEREEESR
_*7%0

- BEREEENRAZREBTIIEEFE
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https://aws.amazon.com/inspector/pricing/

Amazon Inspector (&SR
- EC2 ### : AR MiE % 30 KA Amazon Inspector JHER EC2 HTERFEHEE,
- ECR B&HFH | RARRIBE 30 XRAMKE AR + ERENRHEXEBNEN,
- Lambda B2 : A RMBIBZE 30 X Amazon Inspector JHE R Lambda BRESFIHIEHE,
« Lambda BRERHE | KARBIB X 30 X Amazon Inspector JHEH Lambda BNE(FHE B

B9/ Amazon Inspector R E & H

B8 A Amazon Inspector IBHHAEK  RASEBDALEMABHEERN 15 XAEAHY. 58
FHENSERINSEENM L 2  EC2 ###. ECR ###. Lambda BB Lambda X E17
#,

(® Note
RBAARTERR CIS #H#.

NREEGSEZRANEFEARERHAR  ARFBHBENRESASEF, NREENBEZRYE
RESABRE , CHEGARESANRBRE
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Amazon Inspector P Z £

EL2 AWS BREENELER. BRAAWS BF , BKALURERDPONMEBRRETEDS  SLERBRES
TmEHRERBBNEABNERMEEN.

ZER AWS B BREAENSE. AFESEREKEERATRNZEMENERTHLZEM

- ERTEME — AWS EEREFHIT AWS RENVEREE AWS Elf, AWS EAKRIRMHAILIZS
FERNRE. ZE7#HEHAMN Amazon Inspector A8 , BSEESRTEIAWS REEBERH
B FTEIAWSH BRTS .

- BiRPHNLREM — ENETEURREERN AWS . SHXEHEHGERZEAE  TEERNHE
ZiE, BRFNERNBRERENER,.

AR5 Bh IR T R NI E A Amazon Inspector B EAHEINETER, Ty EERAUNARE
Amazon Inspector AFEZ & UMNEHRBE, B SEI M EREH AT AWS 5B G EE iR R E
Amazon Inspector &R IR

xR

« Amazon Inspector FH BIR{RE

« Amazon Inspector # Identity and Access Management

B Amazon Inspector

« Amazon Inspector B & R B %

« Amazon Inspector By 5EM

« Amazon Inspector By E 5%
« Amazon Inspector K44 O] fE

Amazon Inspector B Bl {RE

AWS HEEFEZERARMN Amazon Inspector PR ERMRE., MEERARFHR | AWS BEFREHITAT
BEAWS Eif. LEESHRBTHERSKE LFEERARTNEHE, ZHLREKRAEEMER AWS R R
ARERNERTK. NEENBAENGFREN K F2RENBLAEERBES. NEFBEBNERRE
WIEEE , FESHE AWS T2 MEER LM AWS HEHNSEETF GDPR HBEEXE,

RRRE =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon Inspector EREER

ERERREZEN , RPIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access
Management (IAM) fRE AWS IRF B AEBERWXERBBIFERAE, t—R , SEAFHEBRSEER
HERETKRMAENGTT. RMCEZRERATIANREER

- BERFHECAZEEZRNE (MFA).

« f£/ SSL/TLS Bd AWS BRETERA. RMFE TLS 1.2 LEZRFEA TLS 1.3,

- ERARRE API M{EREEEFE#% AWS CloudTrail,

- £ AWS MEBFRFRURHEPWRMERFE RS AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MRHEZBBHSHNER API FEEFEERE AWS B FIPS 140-2 BB HNZ1ELR | FEH FIPS
imE, WEAR FIPS M FIPS IWwEMNEZHEEN , FSRB A EAREEE (FIPS) 140-2 #1#,

BB ERLEU I EREFNE B SREIHBEN , HEEBRIBEABANNF
W, flnBBEHAL. SSRECEMAEERE. API = AWS BEEMHF AWS RF £H Amazon
Inspector HEAMTIERF, AWS CLIGERBRABABANFZRUPBANEAERRAIRARGTER
BT R, MREREMNBAMRL URL , RFQZEBF D ERBEUXMAMB[FERG URL pEE
BEEHA,

ES |
- BRENE

- BTz

£ &b i
R HE 27

Amazon Inspector THER & EH AWS INZERS RLLMTFHRENFREER., Amazon Inspector &
&R, HlanfEA AWS Systems Manager WERERERE. % Amazon ECR UGS ERE
7, UREASBEERKES AWS AWS SIENNZSRELENRZRERRER ()o AWS KMSIEEE
B, EENER AWS HEN SR , U EERRHEERER. B2 , BFLRBUE A EBESE REM
EFRRARBMZBIENZSR, BEFE  F2BAWS BHENEHR,

WMREA Amazon Inspector , EEXKAMBREABTFTRIHEBHAMEER , fINNKENEFENLZE R
HEHE,
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys

Amazon Inspector EREER

MR RE R R R T B A

G E BB ERS Lambda {X#E#FEH# , Amazon Inspector B2 CodeGuru S ERIEIENRBREEE
WE. ERIZISSEE , & CodeGuru HRIZEXBHNERNRBHE , XREFZEXE , EE Amazon
Inspector i@ REFEE AL, #KFEEZ CodeGuru B AWS #EEMN SRR NFZMIAPERT , T8 , &
A LAEZE Amazon Inspector FFA B2 HWEF ZE AWS KMS £i8E TN,

T 5 TERERA Amazon Inspector J1A {8 F EELE K S8 RN ZFE S

1. R M— 1@ AWS KMS %8 Amazon Inspector £ Amazon Inspector UpdateEncryptionKeyAPI,

2. Amazon Inspector B R BIAIREY AWS KMS Z#8 V55, CodeGuru CodeGuru 7 E A
future £,

3. CodeGuru FERE F &1 Amazon Inspector FEEEN £, AWS KMS

4. CodeGuru R IZNZIBRIE —EMZNBIRE AWS KMS BWHEEEF/. ttER S| FARMZERF
FHREXBEHR CodeGuru,

5. 8 Amazon Inspector 2N THIFEARERE , CodeGuru EFARERBAZNBENER SIS
REEAZTRAZERUEERER,

£/ Lambda 2 X S , & CodeGuru AL MR HEBIBN EH SR,
FEHEFEENSRETEXRNZNZR

EEFEAME , BLEEE AFFFE AWS KMS EER B , AR EF Amazon Inspector BYBRIRR |
LR B BIFRHSBEERELEEN CodeGuru #RR.

MRBERE, EHRERIREVMZEEE® | RIXAFEH Amazon Inspector EEEBUER |, HITIAWS
ZEER KR . Amazoninspector2FullAccess, RIEE B THIERIREZTERZREERRERARN
mEZz RN EBEERERENBHFBRNEEERE,

gt KMS |, RRAISEAFFEHITTIIEE

* kms:CreateGrant

* kms:Decrypt

* kms:DescribeKey

* kms:GenerateDataKeyWithoutPlainText
* kms:Encrypt

* kms:RetireGrant
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https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEncryptionKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

Amazon Inspector EREER

ERBENBERPEE RN AWS KMS FFa/# |, S48/ N/ 5F Amazon Inspector BIBRAR S | I fF
CodeGuru GRS ETINE, Mt EATEEREHR !

@ Note
# EEER A& B BB Amazon Inspector Lambda 2B RIEH AWS EiF,

"Sid": "allow CodeGuru Security to request a grant for a AWS KMS key",
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"Encrypt",
"Decrypt",
"RetireGrant",
"DescribeKey"
]
.
"StringEquals": {
"kms:ViaService": [
"codeguru-security.Region.amazonaws.com"

]

}
+
{

"Sid": "allow Amazon Inspector and CodeGuru Security to use your AWS KMS key",
"Effect": "Allow",
"Action": [

"kms:Encrypt",

"kms:Decrypt",

"kms:RetireGrant",

"kms:DescribeKey",

"kms:GenerateDataKeyWithoutPlaintext"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {

"kms:ViaService": [
"inspector2.Region.amazonaws.com",
"codeguru-security.Region.amazonaws.com"

]

}
}
}

(® Note
EEHERANE  FREFEZEN. REMEH JSON KX, ERTFEFTEEMBEXN 2rimiz
BIBER , RGOSR AXTBERUNNEME, WREFSHEDXFBEARE —BERRR ,
AENRREXNEFERRMEER. IRELTHEAFE —EREXIMEREREN 2
B, FERAANAREERINLER,

EAEFEENSRRENE

EEFRAEFSESHRALNIRFREMNS , BB RE Amazon Inspector BEEE |, W EBHFTIRFF
AFEAEFEENSBETEXBMENER, i, CFEEEEZREEMEEHN AWS BiFFEFERAE
AWS KMS i , 2 Z EE SR, SAUEIRFHPEARENEHBEE , IEA AWS EEEXEAT
API EVHBHNEFEEEIR, AWS KMS IFEFHHEF , 528 AWSKMS £RAEEFNELHE
iz AWS KMS €88,

{#F Amazon Inspector AP| 5% E %

EERTEMZR SR  BEUATHESERERETES 595 B AEHIT Amazon Inspector AP
B UpdateEncryptionKey#g4E, £ API ERA | A kmsKeyIdBIEEEE A2 AWS KMS £
ARN, ¥fHscanType#i ACODEFresourceType®i AAWS_LAMBDA_FUNCTION,

IEAI LAME R UpdateEncryptionKeyAP| k42 Amazon Inspector 283 £ F BB E AWS KMS & 83 1710
o
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https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/inspector/v2/APIReference/API_UpdateEncryptionKey.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_GetEncryptionKey.html

Amazon Inspector EREER

® Note

MBEBERENAREEFEHESB8GetEncryptionKeyBER | AlE¥EE
ElResourceNotFoundException#iiisl e , XX AWS BEEHNEWEEARME,

MRGMBRRZBRE R T HBEREIELEHR Amazon Inspector , & Bl CodeGuru EAS & 5 RS
AR RARER | W H Lambda KBREEXBENIRE,

BT LMER AWS B £i#8ResetEncryptionKeyRALEER , INZHEEE Amazon Inspector 2
RIEAW—H 2 P ER .

B =

AWS & AWS AR RIFEEM AWS R < BEHNFTEER.

YA ERFUE | Systems Manager 8RR E S AR EC2 #H/TEEE AWS BSEHEL 24 (TLS) 7
EREEWEEZRNER | LUETHE, 528 Systems Manager Y& RHRE | BEEE SSM a{a i
g hER,

B , BIXZE Security Hub B Amazon ECR #1 AWS Lambda HERIERBEE thEFHZ TLS &R
EWEENR,

Amazon Inspector B9 Identity and Access Management

AWS Identity and Access Management (IAM) AT BB R EEE R L hiRF AWS ERFEHE, AWS
RIS 1AM BB S E| L A T LUEIB & B E (B A) MBE (BEAFT) REA Amazon Inspector &

Bo IAM RETUERN AWS RE  BEEALHE.
£
gl /i

- FRASDEE

- FARKEETFIE

- DEEREFLMER IAM

« Amazon Inspector E R 5 138 BUR R 51
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https://docs.aws.amazon.com/systems-manager/latest/userguide/data-protection.html

Amazon Inspector (&SR
« AWS Amazon Inspector B % & BR

« {8 Amazon Inspector HRIGELE A

« Amazon Inspector & % F 17 H &% &

cZhes

& 53X AWS Identity and Access Management (IAM) € BFf R E , EEURREIE Amazon
Inspector H T AT T4E,

RIEERAE — WREMEA Amazon Inspector RE#HTIE , AIEEESALREMENEAERM

A, BEMEAEZ Amazon Inspector THEER TR TER: , BAIEFEERHNANT T, THRERGFITH
EEARNTUGBEREEEEREBNIT, WREEXE Amazon Inspector EE5H R FEEINAE |

552 B Amazon Inspector & 7 #1717 EUEE &,

REEEE — MREEE LT Amazon Inspector EiR , A gE A TEA Amazon Inspector 77HL
B, BNERERREREEFEEFZEHL Amazon Inspector SHEEMEIR, #E | BX4EBERER
RN IAM BEEE  REFLREEAENTT. SEHKERLNER , TR IAMHNELRHRS, BE
H—5 7 RE N T WMAE IAM B2 Amazon Inspector 2 EFE A |, B2R T EBMESINAER IAM,

IAM EEE — RER IAM EEE | B AE T HRUMREBEKRUERE Amazon Inspector FEUE
WEEMET . SERBETLUE IAM REAK Amazon Inspector &0 B BREF] |, 552, Amazon
Inspector B & 48 B =5

EF & 2 B

BRESRAWS FASSRBFZANAR. BHLEL IAM EHEE 9 HME IAM BEETHE (BA
AWS), AWS IRFRERE

B LAEREIR AWS B2 B3 BI RIRIERNFER , UBESF 2R F2E A, AWS IAM Identity
Center (IAM &2 0 EAE, ERARNE—BEASIRE , UREH Google = Facebook B A& #
HMEBESH2EBBNES, BUBESESBEAR  CNEEELCRESER IAM BENEBESE D,
B AWS AEREFHE , CEBRERTAR.

BRIBENERAEER | B LLE A AWS Management Console 3 AWS ZERA O#8uk, MEEBEEA
RIEEMEA AWS |, 82E (AWS B A EHIERE) AWS RE R 1A= A R,

WMRE AWS UEXERFTHNEE , 5 AWS BEHEERAZEH (SDK) MaswF @ (CLI) , AERE
WRBUMNMBRFREBER, NELFTFHAWS TE | BIXNEBTEEBER, NEFHAEZN S8
THEEBFERWEMEN , F2H IAM FREEREFNEE AWS API 553K,
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
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EREERAMNES P RES L B EERHENANZTEHENRA. I, AWS BEEREHEAZEE
FEE (MFA) REMEFNEZ M, WEFEZEN , 58208 AWS IAM Identity Center £ & 1ER
MWZEEERIN IAM EHABIEEFNE AWSHERASEEZRF (MFA),

AWS IEF RERE

BB AWS tRFE , BER—EEASDIHE , X80 TTBEEFIXIRFFHMEER AWS R
MER, LB DS AWS IRF root EAE , ANEBEAERARELIRFHNE FEBABUHENBRTEA
REH, BARBETEUREAERZEAEER. RELHREAERE , WHARHTARAR
ERAERITHER. UFELEBNTREE , THEURERAEZRANGEY , F2680 AM EHERE
MPHNEEREREBENEL,

BEeD

REFEZRERABERE (CRFERAREESFIENERE) ARSI RFRMENER , S
REEA RS AERETFE AWS R o

BEGoRIRRELEFEAEEHENFEHE, Web BDHEBIRME. Identity Center B % , ER
iR 5 5 #E B SRR IR AR EREETFE AWS IR WEMFEAE. AWS Directory Service[d B & %77
HEF AWS IRFE | i 2BREAC , MAGRRHERERE.

HREFXEREEE , RPEZEEA AWS IAM Identity Center, XTI ELIE IAM Identity Center #
BAUGAENEE  SNERYESENECHBBIRERHN—EERAENFE , WEEMEER
2N AWS 1R MERAEXFFER, WE IAM Identity Center FIAHRIE R , 5528 AWS IAM Identity
Center fER & EM PRI = IAM Identity Center ? .

IAM fi£ i & M A48

IAM EAEREABNE D , E AWS IRF BE-ASHEABRANBET. BRESTRKET

AR K MAREARILKRNEE PINEBNEFREER) N IAM EHE, ERNRBEEARIFE
BARMBEN IAMEAE  ERCHNEFNTR, IFESER , F2H AM EAEEETNAT
ERPBENEARIIERHBRTFMER.

IAM B#ER —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFEER-—XAZ
BERAEEENT, HEATREEABREAEFTNEFEEEARS. flU , BABEE—EEA
IAMAdmins HYEFE , Wi FEREHEERE IAM BRI,

EREREAGTE, ERAEASHRE-ASIEAENEZLEN EACNENREARAEECHA
EHE. EAEHAXKANRYER K CALERHEREE, NFE-—FTH A FSH IAMERE
ERPNEY IAM ERE (MELE) R,

BAESRE =


https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose

Amazon Inspector EREER

IAM B

IAM AERE AWS IRF ANEERETINE D, BELIAM EAE , EFEBFEN ASHEEE,
OB AE | EPEEEE IAM A®, AWS Management Console &8 LUEIBFAY AWS CLI 5
AWS API fE¥ESRFEA BT URL RIBEEAE, NEEAACHNSLESHEENR , #2868 IAM EAE
EEPNEA IAM A,

FREREEN IAM AGETHERHIEEER :

- BMESPEREFN - EEQBMEESERSTT , BEYAG , YAAGBERT. EMESDE
TEIBRES  XE/7HEHACEVYRY K UERTHAGERNGTT. NFEEBHSACHNMEEE
A, F2EIAM EAEEETNAS=FFoRHERYAG, WREFEA IAM Identity Center ,
AIEERTHTE, BEHSIRIETUFMNASR , IAM Identity Center 5 A 85 1AM FH
ACHER, WEARETUENEN , 28 AWS IAM Identity Center fE A BB HFT A&,

o HEFIAMEAENT - IAM EFAERAETLUETE IAM S REFHESEEXREATRNT,

- BIRFEIE - BHLER IAM AR, AFFEIRFFHEA (GENEFEA) FRERFFHNE
R ABRRTEIRFFIENIESN, ER , WRELRE AWS RF , &0 LUK I E M
HNER (MAREAAREARE ). FETHERFFIEACGNEREBRKENEZE  F2H
IAM EAEERFH AM AERZERERBRENEZE,

- BRISHE — B AWS RS FEHAEA AWS BREThEE. Bl EERERBEPETIEWE | ZREK
BE®E Amazon EC2 ##{TEARX W4 EFE Amazon Simple Storage Service (Amazon
S3) ., RBTRESHEATUERNFT., EARKACKEARBESARRAITIMESE,

- BEEMTEREER (FAS) — EEMER IAM ERENABGERHTEER AWS , EERELE
B, ERARELERKE  SUREATEEDE , EMETRRBHRE S —EEBE. FAS S
TERFUAER AWS R , AHEESER AWS RE A THRBEHER, RAERBRIIFTER
H AWS BR#% & REB S RETTRIFARE , T8 FAS R, BRIERAT , E4AERTHT
EMEERFERFFAT, MFRE FAS FREBNBERFMET , F2E (EREFMITFER) .

- REAE - REARRREREREIN IAM A€  AIRREFHITEME, IAM EEET LR IAM RE
i, ERFMERBREAC. MEEZENR , F2H IAMFREERTNELAGURIRITAH
AWS BR#.

- BBEEAE — RS EEABEEREZE. AWS REREIUREIRREITHENAR, REE
RACEERELND , AWSIRF BEBRREFE. IAM BEEE T LRE | BT RS REE
ARG,

« £ Amazon EC2 L#IITHWEARER — G LUEA IAM AEREERE EC2 HITEB LHITHWEARE

AR B AWS CLI 5 AWS APl EERIVERERFE A LR, ERE EC2HTHEEBAREFEENESRIR

#Arx. BEHK AWS AGERE EC2 BT AR REEHFEEAREN  FEIEEZEHTEE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Inspector EREER
MEITERRERE, ST ERREEIESXAE , YATEEC2 HITHEE LHTHWEINESTER
F. MEEZEN , F2B IAMEAERERPWFA IAM & EREZE FEF a4 Amazon EC2 #1T1E
BLrETHERAER.

EETHRREMEH IAM AR IAM E/RE , F2R IAMEAEEETRNEYL IAM A6 (MIFEA
&) R,

EABRREEFEUE

ERLAE AWS BE M RAIAAEMINE AWS & 2@ 5 RERKZH PR FE. RAIR—@EWH
AWS | ERSSEBRINERAEREN  SERHEER, AWS EX2HE (EAE. root EAERAE
TEFEER) RIEERE , FIEELRA. BERPHNFFIDRERD AFTHIEEFBR. KSBEFERE AWS
LA JSON X#H Wy FEF. MFE JSON BRXHERNABTNESHBEEN , F2H IAM £RE
BRI HY JSON BURHE.

EESWLER AWS JSON BURRIEEH T AFIBLERNS. WHER , WEERETBEERET TR
AT EERANITHELEE.

HEREBERT , ERENACKRAEFT. BERTEAEHEMFZERNTIFENT , IAM EEET
LB IAM BR, A%, EEETUE IAM BERHEEAE  FAEERBTELAE.

IAM LR ERZXEENFTH , B EFERAEL EZRBITRE, HlWn , BRELEE—EARFF
iam:GetRole BIEMBIR. EBXKEAIRGEAE AL AWS Management Console AWS CLI, =
AWS API BXE A EM.

BoBEER

SoBRBERET UM NE G2 (flin 1AM E£HAE, FAEHESRAR®) K JSON FIBEXH, EL
BRI 5o EME GG TR ML ERATHLESE, EETHRNARISIERBE | F2E
IAM R EIBEHPRET IAM BUER,

BoBERRUTE-SOERARBRIAZERR, ARBREEZARINE-—FHE, FEAIAR, 2
EEW R R B ILRRE , SRS EMMEIEN AWS 1RF. SEBRTE AWS ZEBRNEFER
RRHE, BETHRNMNEREBREARBKEEE , F20 AM EREERTFNEZE BRI AR
E&%Faﬁig}go

BEREHR

BERBPR2EETERN JSON BERXH, BEREBRNGEE REFR IAM B eEEEERM
Amazon S3 fEFITREBR. EXEEREBRNEBERS  RBEEESETUEACAREFHBEER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline

Amazon Inspector EREER

WEZEER, WRAMMBENER , BEREERIEEN T B 0 AEZERHAITHEEL R E MEFG
THITNEE, EHBEEEREBRTPEEEIE. TSHEETUGERS. £A%. At. BEFERE
H, AWS IR

EREBERVAZBEPHARBEK, EREZENERAEBNBEPMER IAM K AWS ZEK
Ho

FEEFIEE (ACL)

FHUZHEE (ACL) ATZHLEERFEA (RFXRE, ERAENAR) BAEFIHEEBERNFTT. ACL EELl
RERBEBEK , BEMAER JSON BERMXHER.

Amazon S3 #l Amazon VPC 2% & ACL WIRIEEHl. AWS WAFEEHR— T# ACL , F2H
Amazon Simple Storage Service FiZ A Ei5REF W FEUZH)/EE (ACL) #EE,

HttBRER
AWS XEHMBFAERNFEUEE, EERREETRERE RBRREER FENKAFFT,

- AR -FUHERS —FEHERE , IHEREFsEBERERT IAMER (AMEFRERAR)
WRAFA. BAUAERE Enq:—.fﬁﬁﬂo FMEENFITERERN S 2 RBERMEFTRRIR
£, 8% Principal My EEEAEINAENEREBRAFTEZEFFARRRS. FPIEEEK
RYNAREEHSBEREXAN. UEFITHENESHEENR , 528 IAM EAZEEREFH IAM
ERTUEHE,

- BRIGIZHIKME (SCP ) — SCP 2 JSON Xt , AREEREMBEBEN (OU ) WRAER.
AWS Organizations AWS Organizations & —E AR D HEMEFERELER AWS 1RF BN ZE
R, BEAABPHRAEIIRE , B LEIRBIZFIBER (SCP) EREEMHAMEIRS. SCP IR
FIEBRFHERNER , 2FEESE AWS IRFEREAERS . NHEEBN SCPWESHBENR ,
=28 AWS Organizations £ EIERMFH SCP EEHL K.

« TRMEERBER - THRBERBRE-—BEREE , STl EEBREEANATAEYACHBMESER
ENTRTERRE  FR2BEE. MEETFERBRNFITSREAENACHN ST EBERMIE
FEERBURMI RS, FTAAIURAEREER, MEEEBRTNAREEREERXL AN, WFE
ZEH , F2H AM EAEEERN TEREREE,

ZRBREAE

H%%EE&%%EEEE%E‘J??  HERERNF IS EREM, EMHENER, ETHIMNESRZE
BUREHE AWS iERE T Eﬁik A2 (AM EAEER) PHBEREERE,
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Amazon Inspector EREER

DEERESRMMAEA IAM

FEEER IAM B Amazon BESRNFEER 28 , 8L 7 HEL IAM IhaERTEE Amazon Inspector
BEFEA,

& T A4 EL Amazon Inspector A HY IAM ZhEE

IAM Zhgg Amazon Inspector Z#
59 BBER =
ERABR B
BREE =
BERFEEREIR RBEE) =
ACL B
ABAC(BURFHER) B
iRk =
EREFA =
BHAE &
RIS EREHE =

= ERABEM Amazon Inspector M E A A 2] AWS BR#E 8 K28 1AM Thee AWS fRiE |, iE2H
IAM £ E BN 1AM,

Amazon Inspector E A & 14 1Y BUR

XESDEBE

fm
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Inspector EREER

SoBRBERETWLUERET G2 (flin 1AM F£HAE, FAEHESRAR®) K JSON FIBEXH, EL
BRI 5o EME GG TR ML ERATHLESE, EETHRNMAERISIERBE L F2HE
CIAM EREERE) PRET IAM BUR,

£/ IAM 2 EBER | BUEEAFRIEBNBENER , UREMERGE T RAFREBEE. &
BEESSTERRPEEERE  RACESEAZEENERAENAR, METHER JSON BURHRE
RBmAERER  F2E8 (AM EAEER) P8 IAM JSON BERTEZESE,

Amazon Inspector A & 17 B9 BUER R

= Z R4 Amazon Inspector A& 75 BB AEBHNBERE S , 552 8. Amazon Inspector EA 5 17 HY
ERBl

Amazon Inspector XK &R BER
TEUEREBIBUER =

ERBBER KM MEIERMN JSON BEX 4, EREBENREREHIR IAM AEEFEBERR
Amazon S3 EEIFBEBER., EXEEREBERNEREEF , REEEEUUERACAREHEEEER
WIFEVER, HRMMBRMNER , BREEREEN TR IUHZERITHEEUREMERYE
THITHEE, EX4BAEEREBEDIEETE, F2RETLSEIRE, £HE. A, AEERE
H. AWS RIS

HEZMABIRFER , fUEEEHMIRFANAMAERSSN IAM ER | FREREBRNER, &

BERFTREEREBEK , RARENGERRN —F, EXBNERURTER AWS 1kRF |, 2151
REFE IAM EBRES UL ARETRER (FRENAC) BR , TREFNER. HEBKS D HBUR
EEIERRREFT T, T8, WREFEBREAMEERFANERE TR, ERMAIFERIAN
BoREER, nEFMAER , F2H (AM £RERER) ¥ IAM BeHEREARREMNEE,

Amazon Inspector BB KT

X EHRBME =

EEESWLER AWS JSON BERRIEEH AT AFIMMBLERS, thHMEHR , TEEEEFERGET TN
A BEERITHEEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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Amazon Inspector EREER

JSON BURRE Action JUEBRE T AR RAFFHIEBBR PR EME, RRAUBFEEFLREBY
AWS API EREBMHREIN AT, B—EHISGRR | FlaL AR APHRENERFFTEMF, e —
EEXFERRPNZEERFE, ELBENNBERSBKREE.

HREERABERE TUTHBBBENFTT.

EELEE Amazon REREEFE , F2RRKRESEZEE R H Amazon Inspector EZH B,

Amazon Inspector FEYBREMFEHEBMEZBI LR T HIRTER :
inspector2
HEEE-RAAPEESESE , FRERS R
"Action": [
"inspector2:actionl”,

"inspector2:action2"

]

= ZR 1 Amazon Inspector LA & 75 BB AEBHNBEREF , 552 8. Amazon Inspector EA 5 17 HY
KRBl

Amazon Inspector B BUIR & R

XERRER =

EEE A LMER AWS JSON BERRIEEH AT UEIMBLEANR, bR , WIE B E M ERAE T AU
B BEERAITHLER 1,

Resource JSON BHERTEZTEEEZEABENYH. BRARXX4EEE Resource = NotResource
TE, REEEEFEAHE Amazon Resource Name (ARN) RIEEER, B tHXEREERER
HEME (BAERBRFET) REEM.

HRAXEERERFTAINEE (PIF HRME) , FEABRAFER () RRTEEAXBRARABEER.

"Resource": "*"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-actions-as-permissions
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Amazon Inspector EREER

EEEEF Amazon Inspector EREHE K H ARN BE | F2RRERESEZERFH Amazon
Inspector EEMNER. BE T HEALUEAMLEEREREESEEIRN ARN , 5528 Amazon Inspector
EZMNEE,

= ZR 1 Amazon Inspector LA & 75 BB AEBHBEREF , 552 8. Amazon Inspector EA 5 17 HY I
KRBl

Amazon Inspector B BURIE4 2 48

X BB EBR KRG SR =

EESWLER AWS JSON BURRIEEH T AFIBLERNS., WHMER , WEERETBEERET AR
YT BEERAITHELEE

Condition jt# (8 Condition [E#f) AIEZRIEEERAX ERMN R, Condition TEREAE
H. BAIUBYFRAGFRFEE FRREEEN BINERSIR) , REHEBEFNRGEMBRPVE,

BEERRXFIEESZME Condition THE , WEHEE — Condition TEFIEESMEREIE , AWS
EEREE AND BRI, WRERE—RUHRCIBEESEE , FEMABBORESFR AWS 7
hiktr. BAFEMBHRG , TEREREXNFT,

FHAUEEEREREAEBMNEEY., fin , ZANREERAEERE IAM FAEERBERE
HENERNFARTXIAM ERE, NEEZEF , F2H IAM EAEERETHN AM BEERTE : £
BHER.

AWS X E2EFRG ERNBBRERG SR, BEEEMH AWS 2EKFEAER , F2H8 (AM &R
EFiEE) FHAWS 2EFRTFRE TR,

EEEE Amazon BRERRUHSREE K F2REBRERESZERPH Amazon Inspector BV R
Zif, BETHRUUFERARGEESBNEBENER , F2E Amazon Inspector EZHH E{E.

& EZMR Amazon Inspector LA G 28R AEREBERE | , 528, Amazon Inspector EA 5 17 B9
KRBl

Amazon Inspector F Y ACL

X#& ACL

7|
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html#amazoninspector2-actions-as-permissions

Amazon Inspector EREER

TFEUZFIEE (ACL) ATEFIBL TR (RFKE, FRERNAC) HAEFIEERNFFAT. ACL BEHR
ERAPR , BEMTEM JSON BERMXHFER.

ABAC B2 Amazon Inspector

%48 ABAC (B o 0 R 8) 55

B RFEUES (ABAC) B —EREXE , IRIREBMRERA, £F AWS , ELBHBAER.
B EB IR IAM B (ERERAE) NS AWS BiR. AERNERN LRER ABAC HY
E—%, BEEFERT ABAC IR , A EEIRNEREAEE TN ERERATFERE,

ABAC ERRENRETFHEREY Yt ERREELERRKRAH.

EERBERIEFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys k€% , EBERNRGETESD , RHEREA.

MRBHEXESEEREEN M =ERG SR  DEZBBEMS , EA Yes. IRBBEIERLE
REEN =@ k4K , BIEA Partial.

WMFE ABAC HEHHAEH , F2H (AM EREER) PHTER ABAC?, NEEESHRE ABAC
SRNHBRE , F2H (AM E£REER) PHEABMEEFEES (ABAC).

£ AR B A E R B Amazon Inspector

X 5B B B R R =3

ECEARREBREEE , ££ AWS ¥ TRER. MEHMER , SFEWLE AWS R HLERFE
ABRIEERAWS RIS £/ , F2HE IAM EREERETH IAM,

MREFEART FAEZBNBBUANEMAEEA , AISRIEE AWS Management Console £ F B
e, fla , B AWS EHATRIMNE—&A (SSO) EEENE , ZEFEEHEVERRE., &
"‘J«)\@Fﬁ%% FERATEES  RARYBRACE  CSHBERIREER. ﬂﬂ%tﬂ?ﬁﬂ@lﬂ’]nﬁﬂiﬁnﬂ i
28 (IAM FAEER) PNYREAE (EEA).

A LAER AWS CLI 5{ AWS APl FEHERIUBREAER., A% BrLUEREERREAERRE
B AWS, AWS E:%*"Eb‘ﬁ‘%ﬂﬁﬂ# AER K MAREARBENESR, WEFMAER B BF28
IAM R E R 2 BE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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Amazon Inspector EREER

Amazon Inspector B9 IR = B8 35 7]

XEETFETERE (FAS) =3

ERER IAM ERERAREFHITEER AWS , CERRATR. EFARERBKE  SARENT
REEE , EMETRBRBPRE S —EEE. FAS E£ATRITIUMNER AWS B , YEEER
AWS fR# B T REHHER, AEERBKRIFTEEE AWS R tEREE T RESTRAVFERE |
FEBL FAS HBR, HEUBRT , ELAERHTEMBERFEMNFT AT, WFERE FAS FRERBURF
WMEFR AR (EREFHTEER) .

Amazon Inspector HRIE A& &

XERBAE )

REAERRBEEIN IAM AE , AIREHTER, IAM EES TR IAM RE, SRR
A, MEEZEH , F2H AV ERAEEETNELAGUEIRET i AWS R,

/A Warning

BFREACKNEF T A o 7] JAE = T Amazon Inspector B9Zh8E, KRBT Amazon Inspector
RMUIEER  TEEEREAE,

Amazon Inspector HIIRIEERE A

XERBEGAE =

BHEFAGRE—EERE. AWS BRERBAIUBREERAKREVNTHENACR, RBERACERTE
BHH , AWS IRF BEBRERBAE. IAM EEEWURE , EFERERBERZSERFTT,

NMERVREERBEEACHFMER AWS B | F2EEH IAM, EREPSHRER , HHa
ERBEFAGETH Yes, BERER , LeRZABRBHNRBERABXS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Inspector EREER

Amazon Inspector R & 1319 BUK R

K FERR , FRENA®KRERISIEHN Amazon Inspector ERIVER, Mttt EEMEHR AWS
Management Console, AWS Command Line Interface (AWS CLI) 8 AWS AP R#I{TIT{E, BEER
FHEAEHEMEERATEENT , IAM BEEEWIET IAM BK, A%, EEETLUE IAM B
RWEEAG , CRAEERETELAR,

EETHRNMERELES JSON BERXHEL IAM Eo BB , F28 (AM EREERE) FHE
3 1AM BUR,

WNZE Amazon Inspector EEHNEMEMERERWFMEN S RESEEREEH ARN X |
BRI IRESZ B AR Amazon Inspector B EIE, BERFEH S8,

E
s

&
- BREEER
« £ Amazon Inspector & A
- AEAEREMMBE ST
A EFFIE Amazon Inspector &K MHEE1ZE
- AFFEEFEFAE Amazon Inspector EJR

HERREEK

DEHENABEBRNBRERERZEAREIUEENRSPEY, FEMER Amazon Inspector &
R ELBETHRERLNAWSIRFELER, ERBRIRMES D EBERN , FERT I EARE
REE

- FREER AWS XERRABEREERER — FEMGRERREEAENTHEAER  FEAT
REFZSERERARGIERNAWS ZEEFRA, EMATRAEEN AWS IRF. EBEBEBERRE
RIGERARBIN AWS EFERBR , E—SREEAER, NFEESEA , F26H IAM ERHEE
PR AWS ZERRHEBBAENAWS ZEBXK.

- ERAREFFAIRTE - 5RE IAM BRI AR , FERTHTERMENER. SERLEN , &7
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,

- £/ 1AM BURF RS E — S REIFEE - B LUSREFTIEEBER |, URHIEBEMERNEE.
fBlan | AR BEBERGY | EESBEMFER SSL BEFMERE R, St LUERRAERZEE RS
e FEVEE (MNIBIB4SE) EAIE LB E AWS BRFE , #lin AWS CloudFormation, MEEZE , &
28 IAM ERAERREHH IAM JSON BURTTE : &4
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon Inspector EREER

« f£/ IAM Access Analyzer B IAM BUER |, F{RFT I 24 B 7/ IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THEHEELXLEBEANEXR, NFEEZSE
F , FBESE IAM EAEEEFH IAM Access Analyzer BURERFE o

- FESRESOHRE (MFA) — IRENRBGIFE IAM £AERREAE AWS IRF |, FFHE MFA
DEBSENNREM, EEEMM API EEKFER MFA |, 1% MFA REGHEZELNBR, NEE
ZEH , F2H AM A EEFEPHEE MFA REHN API 7EL

WE IAM AREBBNEEER  F20 IAM ERAEEETHN IAM Z2HEEH,

{5 Amazon Inspector 2| &

& E7F7H Amazon Inspector £ 7R , BAERERD —HFF T, EEFFAXARFESEH Amazon
Inspector {3 5E AWS IRF. IR BRI REAVEHFIEBRENE2EBER , IEREEXBERN
ER (FRERAR) NS , TEAMELNERERE,

BAFEREYH AWS CLI T AWS API ETH I ERE AFREEEEER. ke, REAFER
REMMERNITZ AP BENEER AT,

ATHRRERAENAGMATLER Amazon Inspector 34 |, EREEAE Amazon Inspector
ConsoleAccess BReadOnly AWS SEBERM MEER, WEFHMAEF , 7528 (AM EAEE
) PHFIEFTEFERE,

RFFERAERAMMAECHEFT

WESEREMMEIEE , AFF IAM ERERAKRMEMGAEAE SN AREZIERR, EL
BEEEEA LHUERKKSTHRER AWS CLI 5 AWS API ST L BIER R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

ERAEER

Amazon Inspector

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
GetPolicyVersion",

iam:
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
ListGroupPolicies",
ListPolicyVersions",

lam:

lam:

lam:

lam:

ListPolicies",
ListUsers"

]I

"Resource": "*"

SFPTA Amazon Inspector & R Y 1t FE 17 HL

7

W EFIFE R AL FFE FTA Amazon Inspector EREITHEFEABUER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector2:Describe*",
"inspector2:Get*",
"inspector2:BatchGet*",
"inspector2:List*"
1,
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
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"organizations:DescribeAccount",
"organizations:DescribeOrganization"

]I

"Resource": "*"

ARHFTEEFEFTE Amazon Inspector iR

&I B R Ao B SE B ZEVFTE Amazon Inspector EIRHVBUER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "inspector2:*",
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "inspector2.amazonaws.com"
}
}
1,
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"
1,
"Resource": "*"
}
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]

AWS Amazon Inspector B Z & BR

FAWS EENKMEHRBUYNEENE IR AWS, AWS ZEEN KB EERATSERERARS
RUER , UEETURBREERERIGERE, FENAE,

FARCIE , AWS REENBRTRISER/EHNBECARFIRESKEERER , RAELERAHKAR
AWS BF M, RMEBEERERARFEBNEFEEEE , MEE-DRDFFA,

BB ER AWS EBEXBPERNER. R AWS B AWS ZEBFRAPERNVER , AILE
MEKENMRERANAEZREL (EAE. FEANAR®). AWS EXMHNEZH AWS R /Y API
RETRARBAREE , ZRETREN AWS ZEEKE,

WMFRFHMER , F2HE (AM ERAERERE) P AWS ZEBXR,

AWS ZERM KL : Amazoninspector2FullAccess
&A# AmazonInspector2FullAccess BUREEE IAM B2
WHERF AT B FE Amazon Inspector I EIEEF T,

ATARFAEE R
HBREE LT,

 inspector2— RFF5EL5HE Amazon Inspector ZIEE.

« iam— fRFF Amazon Inspector £l %2 IR %5 sz A
& , AmazonInspector2AgentlessServiceRole. EERHEH , Amazon Inspector F BEHITH
B | HIINFEEL Amazon EC2 #1T{EEE M Amazon ECR fZEMARMGHNEREN. 2HE
M VPC #8i% , MUk R A BB IRS . WEFHMER , B8 8 £/ Amazon Inspector # R
BEZAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon Inspector EREER

organizations— AHEESET RHEMBEA Amazon Inspector AWS Organizations. &9 A
Amazon Inspector B ZE1EZEUE 2% AWS Organizations , ZREEERFWRE U EERTE
WipREEBHERREAR,

codeguru-security— AEEHE EFH Amazon Inspector HEEVEARNIEH R , W H
CodeGuru &M EHMNENBEEMERTE, NHFFAER , F2H S HERBEPNESRBE
TREME,

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "inspector2:*",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration",
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": "*"

I
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "inspector2.amazonaws.com
}
}
I
{
"Effect": "Allow",

"Action": [

"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"
}
]
}

AWS ZEEHKEE - Amazoninspector2ReadOnlyAccess
& T4 AmazonInspector2ReadOnlyAccess BUERIEEE IAM &4
R F A Y Amazon Inspector # 1T HEEZELAIEF AT,

AT EFAEE A
BRI ENUTHT,

 inspector2— fFF R &5H™ Amazon Inspector ThEE,

- organizations— AFRAPEMEBLL Amazon Inspector JEEEIE AWS Organizations #Y5£4
&R

« codeguru-security— fAFF# CodeGuru Z& M HMERNBH R, U AHFRRFBEEL
[ CodeGuru Z£ %] F 2 XN BH MR E

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"inspector2:BatchGet*",
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"inspector2:List*",

"inspector2:Describe*",

"inspector2:Get*",

"inspector2:Search*",
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration"

]I

"Resource": "*"
}
]
}

AWS ZEEH K : Amazonlnspector2ManagedCisPolicy

& #% AmazonInspector2ManagedCisPolicy BUERKIINZE IAM BB, LWBEREMMERF
Amazon EC2 #{TRIBFFIMNAE , UBTHTEEHN CIS FBiE. BAUFER IAM BEEEE EC2
HITERE EHTHWREARERUREE AWS CLI 3 AWS AP| BRI REFEAER, ERTE EC2 #1T
BEREAREENESRNEEAR. BEES AWS ARIERIA EC2 HTEBYIREKREAmMEEARES
REVEEZEFHTERNITEREERE. JTEREEETSXAR  XYHAFEEC2 #HTEERL
HITHWREXNESEEEE. NEEZSEA , F2H AM EABEEREFNFA IAM AERRFHAIR
Amazon EC2 #{TEIE L#ITHEAE,

AR
RS U TR,

 inspector2— AFFFEAREIT CIS FHEHNEIE,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"inspector2:StartCisSession",
"inspector2:StopCisSession",
"inspector2:SendCisSessionTelemetry",
"inspector2:SendCisSessionHealth"
1,

"Resource": "*",
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]

AWS ZERMKEE . Amazoninspector2ServiceRolePolicy

IR ERE AmazonInspector2ServiceRolePolicy BURMIINE IAM B8, BRI INE R ERE
A , A& Amazon Inspector K REHTEIME, MBFHMER , FSE £H Amazon Inspector B AR

BEEAE,

AWS ZEBMREE : Amazoninspector2AgentlessServiceRolePolicy

I8 EEHE AmazonInspector2AgentlessServiceRolePolicy BURMIINE IAM B8, b BERH
NZERBEZL A , T Amazon Inspector KFREBHTEE, WMEFEFHMER , F2E £H Amazon

Inspector AR ER A,

Amazon Inspector EF 2 AWS B BE

1R 53 Amazon Inspector AWS SEBUREHMNFMEN , RALKRKFAREMELEE, MEH
BtEEESENBEEE R, 578 Amazon Inspector X FE S 24 BEE LR RSS B E,

-3:d

Amazonlnspector2
ManagedCisPolicy — B

Amazonlnspector2 ServiceRo
lePolicy — 3RAE BRI E#

Amazonlnspector2 Agentless
ServiceRolePolicy — #BUE

EEPUN

Amazon Inspector 718 7 —1&
MNZERSK , B LUEHA
ERTEREEREN —882 |
R AFFHITER LW CIS 17
#,

Amazon Inspector 711 T #HY
57l , fSoFF Amazon Inspector
EEEES LREBEBRE
#o

Amazon Inspector & 718 IRI5
EREABBER , UAKFERE
2N EC2 BITEEE,

B

2024 1 A 23 H

2024 1 A 23 H

2023 £ 11 A 27 H
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ERAEER

gE

Amazonlnspector2
ReadOnlyAccess — BEBE
Y SE

Amazonlnspector2 ServiceRo

lePolicy — R A BRI E#

Amazonlnspector2
ReadOnlyAccess — BB BXK
O

Amazonlnspector2
ReadOnlyAccess — BB BXK
O

Amazonlnspector2 FullAccess

— BABERNER

Amazonlnspector2
ReadOnlyAccess — B EBE
OEE

DU

Amazon Inspector #1187 £
PR, ATERMEECAE RS
TR ER  UERRE
iR,

Amazon Inspector B ¥ i85

Al , 3 Amazon Inspector &1
B Elastic Load Balancing B
BE#HE %025 2 Amazon EC2

TR AR HRE,

Amazon Inspector #7387
FEVRTE , AFFMEERAE
EHEERNEEMEIEE
(SBOM),

Amazon Inspector #1187 &
FFAl, ATEMEECAEEERAE
RS # Lambda 2GR E %
I8 IR EFHEER,

Amazon Inspector #7187 #5F
A, IECAERERFZE
KMS €88 , LAiN% Lambda
EXGREZREEPNER
-39

Amazon Inspector #7187 #HY
A, WREMEREAE A E A
RS Lambda B EFHEAR
REFE A IE B WFHEER.

B

2023 9 H22H

2023 £ 8 A 31 H

2023 6 A 29 H

20236 A 13 H

2023 6 A 13 H

2023 5 A 2H
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ERAEER

gE

Amazonlnspector2 ServiceRo
lePolicy — R A BRI E#

Amazonlinspector2 FullAccess

— BABERIVER

Amazonlnspector2 ServiceRo

lePolicy — 3RE BRI E#

Amazonlnspector2 ServiceRo

lePolicy — 3R E BRI E#T

DU

Amazon Inspector B ¥ i8 &
Al , # Amazon Inspector 1£
ERA Lambda B , £&
AR S I AWS CloudTrai
| RIS EREBE, EfE Amazon
Inspector 25 ] LABS R IRIR 5 R
# CloudTrail =,

Amazon Inspector #1187 £
PR, ATEMEAEE Lambda
EXABEHEREXHRE®
BRI HEER

Amazon Inspector B ¥ 18 3F
Al , 3 Amazon Inspector BE5
HEFE B Amazon EC2 iRER
EMERMNBFTREHEBENR
Bi£E Amazon EC2 R EE
g,

Amazon Inspector B ¥ i85

, & Amazon Inspector £
ﬁ"iEﬂlFH Lambda &8 , £&
KR E 2L AWS CloudTrai
| lRFEREBIE, EfE Amazon
Inspector 25 A] LA EE$ SRR F R
B CloudTrail =,

B

2023%F4H30H

2023 4 H 218

2023 4 A 17 B

2023%F4A30H
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ERAEER

gE

Amazonlnspector2 ServiceRo
lePolicy — R A BRI E#

Amazonlnspector2 ServiceRo

lePolicy — R E BRI E#

Amazonlnspector2 ServiceRo

lePolicy — 3R A BRI E

DU

Amazon Inspector #1187 £
A, 705 Amazon Inspector
F55R1EH AWS Lambda I
BEMHBAR A BN , Xtk
Amazon CodeGuru Z£ #
WK HEEIR. LA, Amazon
Inspector E#TIBEZE IAM K
RHEFA, Amazon Inspector
FERALERFHE Lambda BE
EAEEERABRE

Amazon Inspector T —
E#HEEY , £LEF Amazon
Inspector {48 CloudWatch 8
AWS Lambda B B{HY &% —
RFARABRRER. Amazon
Inspector EEAIESHEN ,
BiRHEENHRERRERR

% 90 RRERERA P ARAERY
Lambda B E,

Amazon Inspector 17T —
EFHEEY , £FF Amazon
Inspector #3RE R AWS
Lambda ZIEEMER , B1F
Ed 43 {8 Th 86 R Bt 1Y 3 {EI B Rk
X, Amazon Inspector Lt
B R Lambda RBREE
ELZLRE.

B

2023 2 A28 H

2023 2 H20H

2022 £11 A 28 H
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ERAEER

gE

Amazonlnspector2 ServiceRo
lePolicy — R EBUERM E#

Amazonlnspector2 A BEH
ServiceRolePolicy & #f

Amazonlnspector2 ServiceRo
lePolicy — BB BUERM E#

Amazonlnspector2
ReadOnlyAccess — TR

Amazonlinspector2 FullAccess

— R

AmazonlnspectorZ ServiceRo
ePolicy — TBUR

Amazon Inspector BRI RERE
'

DU

Amazon Inspector 2R

T — @A EE , AARFF
Amazon Inspector iR SSM
AR 1T. AL, Amazon
Inspector tL #7387 W EIR
#E , 3 Amazon Inspector
M, BHF. MBRNBEE
HAmazonlnspector2 #HE
#) SSM X #4HY SSM B,

Amazon Inspector & E
RNERBERTE , ARFF
Amazon Inspector W H 1t
AWS B E|EFHEREER.

Amazon Inspector B EF £
BV EIREE , #F Amazon
Inspector BESIEE L, MIBRFIE
¥ SSM EaH#,

Amazon Inspector 1T — 1@
FHBEE |, LUARFE Amazon

Inspector ThEERY R B

Amazon Inspector 17T —
IHFTBUR , AR 2

Amazon Inspector T &E,

% Inspector 1T —IEH
B |, AAFF Amazon Inspector
REREBEHMRE P HITER
1E.

Amazon Inspector FAiA B M E
AWS SEBERNEE,

B

2022 £ 8 A 31 H

20228 A12H

20228 A10 H

20221 H21H

202111 A 29 H

2021 £ 11 A 29 H

2021 £ 11 A 29 H
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£ Amazon Inspector BRI EE AR

Amazon Inspector £ & AAWSServiceRoleForAmazonInspector2fy AWS Identity and Access
Management (IAM) RIS EE AR, LRBEZABREREEREZE Amazon Inspector B IAM B, &
=M Amazon Inspector HEEERR , ©BIEEEE Inspector FER KRBT HA AWS R WFTE
.

RIS E 4 A B A BB ER E Amazon Inspector , R BB S FEFIE A EMNFFA. Amazon
Inspector BEEZHREEZL BT , RIFESEEE , BHRE Amazon Inspector AIARBEXA
B, EENFTEEEEBERMBFTEE , BZFTERE LM MEE M IAM BB,

BNBRRERTT , LA IAM B (fInEERAR) B, MESIMBRREELZAR, WEHAE
7, F2EIAM ERAEERETHNEREERAEHT. REERBRREEZACHEBERE , TEEM
BREZAR, EXRTLURELEN Amazon Inspector EIR , ABEE X ZNBEREINERNER,

NEERAERBEFACNEMREET , F2E_(TEK IAM EENAWS ) , SKREES
AERTERARNERY. EEEEEREN (2], UREAXBRBNERBEEEENH.

Amazon Inspector B fRIGERE AR

Amazon Inspector & BAWSServiceRoleForAmazonInspector2 VRIS ERZ A, LRIEE
EABEETinspector2.amazonaws . comfRIEREZ A,

A®KNFFABUER (BAmazonInspector2ServiceRolePolicy %) Al Amazon Inspector 1T
7% -

« {#£/ Amazon Elastic Compute Cloud (Amazon EC2) Bh/E #EE ) 17 1 58 48 B8 B R eV AR BE & R

- £/ AWS Systems Manager ElfE#£ Amazon EC2 #{TEBEMIER , AR BIIBEHEINE=7
EHXNEEER.

. fEA L AWS Systems Manager SendCommand BjfE 7] FE0U B Z#11TE K CIS #iE,

- £/ Amazon B A RFHBIEMINA RGN ERER,

- f£/ AWS Lambda Ej{F#EVEE8 Lambda BNEIRY B A,

. £/ AWS Organizations Ej4E 3% 3zt 48 B8 B A bR 5% o

« £/ CloudWatch EyE#EER £IRFENY Lambda BB MBI E .

- EAIER IAM B)EREEL IAM BURWMEBIER , ELEFAFRESE Lambda BB ER L LR,

« £ CodeGuru Z&MEERH1T Lambda BREFWEXEFI®, Amazon Inspector EH T 5
CodeGuru 2 81E :

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Inspector

ERAEER

EXBEL LM : CreateScan — R TFE I CodeGuru T M RIHIVER,
BERABLZ LM : GetScan — EFH#iH CodeGuru Z£ R PSR ERR,
ERABLELLM : ListFindings — R FHEZEMEE 2 HIRBEEWER. CodeGuru

BRIBELZ LM  DeleteScansByCategory — &% F CodeGuru £ M MIER Amazon Inspector PR
BB ZmHENER,

ERXNB L8 L4  BatchGetFindings — R FHEZEMEE 2 ERRBEH AR ER,

CodeGuru

- fEFIEHE Elastic Load Balancing Bi4E , ¥fB Elastic Load Balancing B & 4H# EC2 #1T{EE
THERR IR

ABRERS T HERER,

"Version":

{

"Statement": [

{

"2012-10-17",

"Sid": "TirosPolicy",
"Effect": "Allow",

"Action": [
"directconnect
"directconnect
"directconnect
"directconnect
"directconnect
"directconnect

:DescribeConnections"”,
:DescribeDirectConnectGatewayAssociations",
:DescribeDirectConnectGatewayAttachments",
:DescribeDirectConnectGateways",
:DescribeVirtualGateways",
:DescribeVirtualInterfaces",

"ec2:DescribeAvailabilityZones",

ec2:DescribeCustomerGateways",

"ec2:DescribeInstances",

ec2:DescribelnternetGateways",

"ec2:DescribeManagedPrefixLists",

ec2:DescribeNatGateways",

"ec2:DescribeNetworkAcls",

ec2:DescribeNetworkInterfaces",

"ec2:DescribePrefixLists",

ec2:DescribeRegions",

"ec2:DescribeRouteTables",

ec2:DescribeSecurityGroups",

"ec2:DescribeSubnets",

ec2:DescribeTransitGatewayAttachments",
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ec2:DescribeTransitGatewayConnects",

"ec2:DescribeTransitGatewayPeeringAttachments",

"ec2:DescribeTransitGatewayRouteTables",

"ec2:DescribeTransitGatewayVpcAttachments",

ec2:DescribeTransitGateways",

"ec2:DescribeVpcEndpointServiceConfigurations",

ec2:DescribeVpcEndpoints",

"ec2:DescribeVpcPeeringConnections",

ec2:DescribeVpcs",

"ec2:DescribeVpnConnections",

ec2:DescribeVpnGateways",
"ec2:GetManagedPrefixListEntries",
"ec2:GetTransitGatewayRouteTablePropagations",
"ec2:SearchTransitGatewayRoutes",
"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeloadBalancerAttributes",
"elasticloadbalancing:DescribelLoadBalancers"”,
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetGroupAttributes"”,
"elasticloadbalancing:DescribeTargetHealth",
"network-firewall:DescribeFirewall",
"network-firewall:DescribeFirewallPolicy",
"network-firewall:DescribeResourcePolicy",
"network-firewall:DescribeRuleGroup",
"network-firewall:ListFirewallPolicies",
"network-firewall:ListFirewalls",
"network-firewall:ListRuleGroups",
"tiros:CreateQuery",
"tiros:GetQueryAnswer"

1,

"Resource": [
T

]

I

{

"Sid": "PackageVulnerabilityScanning",
"Effect": "Allow",

"Action": [

"ecr:BatchGetImage",
"ecr:BatchGetRepositoryScanningConfiguration",
"ecr:DescribeImages",

"ecr:DescribeRegistry",
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ecr:DescribeRepositories"”,

"ecr:GetAuthorizationToken",

ecr:GetDownloadUrlForLayer",

"ecr:GetRegistryScanningConfiguration",

ecr:ListImages",

"ecr:PutRegistryScanningConfiguration",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"ssm:DescribeAssociation",

"ssm:DescribeAssociationExecutions",

"ssm:DescribeInstanceInformation",
"ssm:ListAssociations",
"ssm:ListResourceDataSync"

]I

"Resource":

}I
{

i n

"Sid": "LambdaPackageVulnerabilityScanning",

"Effect":
"Action":

"Allow",

L

"lambda:ListFunctions",
"lambda:GetFunction",
"lambda:GetLayerVersion",
"cloudwatch:GetMetricData"

1,

"Resource'

iy
{

"y

"Sid": "GatherInventory",

"Effect":
"Action":

"Allow",

L

"ssm:CreateAssociation",
"ssm:StartAssociationsOnce",
"ssm:DeleteAssociation",
"ssm:UpdateAssociation"

]I

"Resource'

"arn:aws:

"arn:aws:

arn:aws:

arn:aws:

arn:aws:

1 : [

ec2:
ssm:
ssm:
ssm:
ssm:

:instance/*",
:document/AmazonInspector2-*",
:document/AWS-GatherSoftwareInventory",
:managed-instance/*",

:association/*"
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}I
{

"Sid": "DataSyncCleanup",

"Effect": "Allow",
"Action": [

"ssm:CreateResourceDataSync",
"ssm:DeleteResourceDataSync"

1,

"Resource": [

"arn:aws:ssm:*:*:resource-data-sync/InspectorResourceDataSync-do-not-delete"

]
iy
{

"Sid": "ManagedRules",

"Effect": "Allow",
"Action": [
"events:PutRule",

"events:DeleteRule",
"events:DescribeRule",
"events:ListTargetsByRule",

"events:PutTargets'

1
’

"events:RemoveTargets"

]I

"Resource": [

"arn:aws:events:*:*:rule/DO-NOT-DELETE-AmazonInspector*ManagedRule"

]
}I
{

"Sid": "LambdaCodeVulnerabilityScanning",

"Effect": "Allow",
"Action": [

"codeguru-security:
"codeguru-security:
"codeguru-security:
"codeguru-security:
"codeguru-security:
"codeguru-security:
"codeguru-security:

]I

"Resource": [
]
I
{

CreateScan",

GetAccountConfiguration",

GetFindings",
GetScan",
ListFindings",
BatchGetFindings",
DeleteScansByCategory"
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"Sid": "CodeGuruCodeVulnerabilityScanning",
"Effect": "Allow",
"Action": [

"iam:GetRole",
"iam:GetRolePolicy",
"iam:GetPolicy",
"iam:GetPolicyVersion",
"iam:ListAttachedRolePolicies",

jam:ListPolicies",

iam:ListPolicyVersions",
"iam:ListRolePolicies",
"lambda:ListVersionsByFunction"

]I

"Resource": [
nan
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"codeguru-security.amazonaws.com"

]

}
iy
{

"Sid": "Ec2DeepInspection",
"Effect": "Allow",
"Action": [
"ssm:PutParameter",
"ssm:GetParameters",
"ssm:DeleteParameter"”
1,
"Resource": [
"arn:aws:ssm:*:*:parameter/inspector-aws/service/inspector-linux-application-paths"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowManagementOfServicelinkedChannel",
"Effect": "Allow",
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"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel"

1,

"Resource": [

"arn:aws:cloudtrail:*:*:channel/aws-service-channel/inspector2/*"

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowlListServicelinkedChannels",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

]I

"Resource": [

"gn
1,
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "AllowToRunInvokeCisSpecificDocuments",
"Effect": "Allow",
"Action": [

"ssm:SendCommand",
"ssm:GetCommandInvocation"

]I

"Resource": [

"arn:aws:ssm:*:*:document/AmazonInspector2-InvokeInspectorSsmPluginCIS"

]
},
{

"Sid": "AllowToRunCisCommandsToSpecificResources",
"Effect": "Allow",

"Action": [

"ssm:SendCommand"
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1,
"Resource": [
"arn:aws:ec2:*:*:instance/*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
.

{
"Sid": "AllowToPutCloudwatchMetricData",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": [

g n

1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/Inspector2"

£ Amazon Inspector RIZZ RIS REIZAE

BAEEFHET —EARKEL AR, EEE AWS Management Console, = AWS APl FRAATEE
B BRI AWS CLI , Amazon Inspector & B2 RIS EZ A,

#m¥8 Amazon Inspector KR EZE A E

Amazon Inspector K L FF & fmEEAWSServiceRoleForAmazonInspector2 [RIGEFZEN AR, B
REEFEABEZR A LRIBFAGNER , RAREERTHEESBZAR, AMm , BAFEA IAM
RimEACHER, MEFHES , F2E AM EAEERPNREREEZRAE,

filBX Amazon Inspector By RIS EIZ A &

MREFBEEMEA Amazon Inspector , BRZEMERAWSServiceRoleForAmazonInspector2fR
BEEAR, MERARZH , BX4BELEESHESEA Amazon Inspector B AWS [E1F (& = F

EABBERAE 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon Inspector EREER

ZAt, EFER Amazon Inspector i , EXREAZRKRAR., Hit , WREBXEA Amazon
Inspector , ERAIAERABRENAR, EK , ERUTUBEBEERFEEIDER MRV REAER, A
m, EFEMBREEELARZH , BLELBERER.

EEMMBRUEBREEEAR  2RFEBREY , BUUERFHEAHEEFENELACR, ELMA
Amazon Inspector B , Amazon Inspector @ A B EH B R EE A,

(® Note

MREEHAMBREIRE , Amazon Inspector RIFEEFEAZAE , BIMBRATEE XK, MR
£ERIEN , BEFL E K REBRBREAXRERE.

BRI AR IAM 32 & AWS CLI, 3 AWS API filBRAWSServiceRoleForAmazonInspector2fR
KEEAR, WEFHHEER , #F28 (AM E£AEER) FHRBREEEEAE,

Amazon Inspector FEREBEXFHENREELZARHT

Amazon Inspector BEREEAFHEEFERABANRKEESEA

5, AWSServiceRoleForAmazonInspector2AgentlessitE R HAB#TEE Amazon Inspector
FEERRF P EY Amazon EBS BMERERR | ARRZIRBEFNER. LRBEFAEERE
ffagentless.inspector2.amazonaws.comfREREZAE,

/A Important

I RIS E & A R BRR R AT LE Amazon Inspector 11848 FAZ 8 11043 36 PEBR AV £/ EC2
HITEE EHTEREENFEHE, InspectorEc2Exclusionttdl , E AR INBRHEEEN
KMS €# EB InspectorEc2ExclusionB & , E LR &Bh L Amazon Inspector
WREFERMEZENER. WRFMAENR , F28 S TERBEERTE Amazon Inspector,

ABHFFATEGR (FAmazonInspector2AgentlessServiceRolePolicy£) AI# Amazon
Inspector BITIA TEH :

- {#£/H Amazon Elastic Compute Cloud (Amazon EC2) EiE#EEY EC2 $£11T{ERE ., RiEXEFRIBAVFEE
&R,
- f£H Amazon EC2 2528k , FRAEE M InspectorScanZEBHE R RE,

« {£/H Amazon EC2 MRBREMERURER, FHEBEMInspectorScaniZieRER , REMEREE
ABEEE#MInspectorScanffic 2 Amazon EBS #ik[EHI IR,
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Amazon Inspector EREER
« f Amazon EBS Ei{E®FE A InspectorScanZEHR &8 E LM R BHEIE A

- {FFIZE AWS KMS BEZBIERBRER AWS KMS EFEE SR INZANRE, ERARMZIREN
KMS €88 FZE® I EInspectorEc2ExclusiontZ&EF , Amazon Inspector T2 ZRRE,

AEKRER TIIERER,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "InstanceIdentification",
"Effect": "Allow",
"Action": [
"ec2:DescribeInstances",
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots"
1,
"Resource": "*"
1,
{
"Sid": "GetSnapshotData",
"Effect": "Allow",
"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"
1,
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringLike": {

"aws:ResourceTag/InspectorScan": "*"
}
}
},
{
"Sid": "CreateSnapshotsAnyInstanceOrVolume",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"

]
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},
{
"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",
"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:instance/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/InspectorEc2Exclusion": "true"
}
}
I
{
"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",

"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
I

{
"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:CreateAction": "CreateSnapshots"
},
"Null": {
"aws:TagKeys": "false"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
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"Sid": "DeleteOnlySnapshotsTaggedForScanning",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:ResourceTag/InspectorScan": "*"
}
}
I
{
"Sid": "DenyKmsDecryptForExcludedKeys",
"Effect": "Deny",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/InspectorEc2Exclusion": "true"
}
}
},
{
"Sid": "DecryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
I
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
I
{
"Sid": "DecryptSnapshotBlocksSnapContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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},
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "snap-*"
}
}
},
{
"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",
"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
.
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
}
}
},
{
"Sid": "ListKeyResourceTags",
"Effect": "Allow",
"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"

BVEAEEARENERRERAS®

BAEEFHET —ARKEL AR, EEIE AWS Management Console, 3 AWS APl FRAATEE
BB AWS CLI , Amazon Inspector € &G 2 RIS EZ AR,

mEECEEARENRRESRA®

Amazon Inspector F L FF & #REEAWSServiceRoleForAmazonInspector2AgentlessRIEREH
A, BEYRBEZACZR® K LEIEFACNER  FAREERTREE2RIAACE. AWM, &7
£/ IAM RiGEA MR, MEFMEEHR , F28E IAMEAEEETNEEREEEAE,
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REEAEEARENREEEAE

EETBEARERBESACHIIEDRE  RAZRERERZAC, - , ERRIEREDE
BEREENAREAER.

/A Important

= EMIBRAWSServiceRoleForAmazonInspector2AgentlessAt | BN BEFTEIRME
ﬁﬁ&'ﬁhﬁﬁﬁ’ﬂlﬂ__ﬂﬁqﬂ BREEEXZREAUREENAER, NEFMENR , nﬁ/Bﬂ[TBD
RERBENER]

£/ IAM FEIRREHEEAE

FEH IAM 3= A5 AWS API il AWSServiceRoleForAmazoninspector2Agentless BRI ER A
AWS CLIINEFMENR , F20E (AM EREERE) FHMBRREEEAE,

Amazon Inspector & 7 17 HU5E &

FEATHEFTIRBHEL B AIE E#E A Amazon Inspector H IAM B A[REE BRI E REE,

i

« ZIZEFZEEE Amazon Inspector FEITIRVE

- BREREHT iam : PassRole

« BREAHFERLUINNASFEE AWS RFE 89 Amazon Inspector &R

FIZEFEETE Amazon Inspector R #{TIRE
MREBRFER , SHEREREHITEHE  ENBRLEEN , AFERTHE

THIEHIsEER G Emateojackson IAM EREERAERAETEARE —BERS my-example-widget
BROFEMEENR , BAEER inspector2:GetWidget FFAIRFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector2:GetlWidget on resource: my-example-widget

FEHBERT , BAFEFH mateojackson EAEHWBR , AFFFEA inspector2:GetWidget BERE
B my-example-widget BiR,
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MRIEFEME , BEIEEN AWS RIREES., ENEESRHUENEZRE.

REEEEHIT iam : PassRole

MREWBIREREEHITiam: PassRoleBIFMIERAR , AIMAERENBERUAAF LK AREE

# Amazon Inspector,

BE AWS B# A EEREACEEGERE K MAREVFNEBXACIRBEELE, NFH
TR , ELARERACBEEZ BB,

ERZAMN IAM FEHAEZEmarymajor ER A XA E Amazon Inspector FETENER , R4 T E
filgEER. BER , BB RBREERBEEACKR TN T. Mary RERAGEEEZRBHIFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WEURAEERH , RFFMHIT iam: PassRole Bk,
MREEEWNE , BHEEN AWS RFEEEES., SHNEESREBENEERE,
BEAFBRUNNAGER AWS IRFE B9 Amazon Inspector &R

BRUEY—EAE  BEMIRFHINEREREEBABHNASTFIRENER, EUUIEEE R
EEENHENEXAR, HHXEERERNBERNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFIENE RN,

NMEE-STH , F2RUATAS

- ZETH Amazon Inspector ERF A X EELINRE , F2R LG RRESFWMAFEA IAM,

- BETHITRMEHEFTEEER AWS 1RF WEFEVE | 5528 (AM FREER) FEHEENS
— AWS IEF @ IAM £ 12t FEHERR,

- EETHRINAEEREFIEREHERE=F AWSIRFE , F2H0 IAM FHAEERPHNIREMHEE=F AWS
WRE AN EEE,

- BETRIMEBKHSE S RUEIE  F28 IAM £REEEPRH B FIUERHIGENTETS
TERENEHAE BEED).

- FETHERAAGNERERRETEIRFENCENEZE K F26 IAM E£REERTHN AM A6
BERBEHENER,
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EZ$ Amazon Inspector

ESE R Amazon Inspector FE fth AWS R AR AIFEM, ATAMNRENEEERT 2. AWS
RHE R T BEREE Amazon Inspector, TEEAFHBRRFRE  WHEEERKIRBEBEE !

« Amazon EventBridge @ —EERARBFSHERERYE , TZERRBEEARNERERENER
E#EF R, EventBridge RIEBHCHWERARER. S oftware-as-a fR#§ (SaaS) AR LUK IRIFIR M
BNEFERERTR , I AWS X EREHE B (Hl10 Lambda), ERJERERREERBHHOEH
WEBEHEBORE, WEFMEN , 528 Amazon EventBridge £ & 55,

+ AWS CloudTrail #EUR AR AWS IkRF R AP ILMMEEEE4. CloudTrail R&4& B
BRFEIEIEEMN Amazon S3 FEFETEE. BRI LRBIM LM EH B RMIES AWS, #1TR Y 3R
P fust , AR ILER AR BFR, MEFMER , 5F2E AWS CloudTrail A EEE.

5 A 52 & Amazon Inspector API 8 AWS CloudTrail

Amazon Inspector 2518 RIEE S £ —i#8 AWS CloudTrail , TR IAM FAERA®TH Amazon
Inspector AT EREREY BN ERC 8% I ARTE. AWS BRFE CloudTrail ##% Amazon Inspector YT E API 5
RAEASH, FEEAFI/EFERE Amazon Inspector AL | LUK ¥ Amazon Inspector API
BAENEN, MREEEH , B UMAFER CloudTrail 4% Amazon S3 #7FEFE , 31
Amazon Inspector BVE#., MRERFZEEH , BMATUE [BHERELE] P8R CloudTrailE#
BFRIENEG. FRWENER CloudTrail , 877 ¥ -

« JERM[E Amazon Inspector £ HEIFE R,
« RHFERW IP bk,

« BHERBAR,

- RHBROE[E,

EEH#— 7 # CloudTrail , FZ2EEAWS CloudTrail &M,

Amazon Inspector 1§ & CloudTrail

CloudTrail TEZRIZRIRE AWS tRF BRI, EEFETE Amazon Inspector FE 4R | EHEHEE
HEEE RSBV E A CloudTrail AWS BR#E EH—EEFESHF, BAES  ERXNTHRENE
H AWS IRF, WMEFMER , FSEFEA CloudTrail E4FERECHRITEMH,
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BB AWS IREWEH (238 Amazon Inspector BIE#) , FFE L EH, BH T CloudTrail
# BB E Amazon S3 fEFETE. MKTEER , EREERATDEREHN  REMSEREM
BHAWS B, HEMERLHERE AWS 2EETRMEESNEHSH , X ARFERINIEEEN
Amazon S3 f#ZETEE. AL, BAIBIEREHM , AWS BRHE LAt — 5 547 CloudTrail FR 8k UEME
HERAFEITE., WEFHAER K FSETIEE

- BEEHNEE

« CloudTrail X EHREHEES

« ERTE CloudTrail B9 Amazon SNS &4/
- #Z{EIRFEW CloudTrail BFEX#

- BEWRKREZEREEH CloudTrail 52 #iE

P& Amazon Inspector #EEEH 52 4% CloudTrail. Amazon Inspector A] LA 1T I AT R 4E4REE
#7E Amazon Inspector APl 2Z /1, il , ®ilCreateFindingsReportListCoverage,
MUpdateOrganizationConfigurationE{E&%E CloudTrail S EHEEEE,

B-SEMAREXRNSLSELFRENEA. FoEATHENEHE TFIEHE !

- REEARCERAES IAM FAEREREZER.
- EXEEAACRERERENTRZSMEEABTRREL,
« EZAREEBHS —H AWS RBRBRE,

MEFME , 552 B CloudTrail fF userldentity T3,

% Amazon Inspector BiE#E1E B

Bt —EHEE , IRSHUARENEEERSIEERN Amazon S3 f7FETEE. CloudTrail iL#iE
BE—HEERHEER . SHARKRAEARENE-FR. SHESHFROBE. BEN BHMNE
B, FRBEUSEHEBEHM. CloudTrail BFEXHFTR L API AANEFHEERE , RitefFgll
EAEEIEF B R

Amazon Inspector &7 #{5 5 CloudTrail

Amazon Inspector B # 5K CloudTrail. FTA Amazon Inspector &1 AP| RS RHRBEREHS,
WM EEMERS HFEEIM Amazon Inspector 1## 3 API 24ERVEEE CloudTrail , 5828 Amazon
Inspector &85 APl 2E F#) Amazon Inspector EEFiFH#.

CloudTrail B& 210


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/inspector/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html
https://docs.aws.amazon.com/inspector/v2/APIReference/API_Operations_Inspector_Scan.html

Amazon Inspector

ERAEER

T 5| &5 588 R REScanSbomEYERY CloudTrail 524%3E R

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA123456789EXAMPLE:akua_mansa",
"arn":
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-17T15:22:597",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-10-17T16:02:34Z",
"eventSource": "gamma-inspector-scan.amazonaws.com",
"eventName": "ScanSbom",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync

UrlConnection cfg/retry-mode/legacy",
"requestParameters": {
"sbom": {
"specVersion": "1.5",
"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"

"arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",

http/
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"components": [

{
"name": "packageOne",
"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"

}

1,
"bomFormat": "CycloneDX"
}
},

"responseElements": null,

"requestID": "f@4la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f0@7-bc56-8a31lbebe36fe",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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AWS R BiESI M HEZLZ 2 HRFHINREER,

- f£AAWS Config Bi# A EfER P A HE BIFTHER — It AWS Config RSN ERERERTS
AHEKR., EXENNMERANEE.

« AWS Security Hub— 1& AWS BR#% =Rt T R T & REB L ERE AWS. Security Hub AR £
7H, RSN AWS ERERELNEZREBREFT R EREENREER, NEZIENR
BB | 5526 Security Hub controls references

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS £AER , UELEEE RN
R, UREFERMNERZEENE R,
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BRI AR AWS 2848 API FELY | FEiB K FEL Amazon Inspector, EAEFIRMSEZETHIE

=:

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,
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Amazon Inspector E2E M AWS BRIEE K. &L ARG AT LA Amazon Inspector FRERE K} , A LUHT
ARG RRER, BRETIESEE , E—F 7THIBRBUNMERE AE Amazon Inspector FEELF
A,
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Amazon Elastic Container Registry (Amazon ECR) 22 &H# Docker Bes &%k , W EEEBREN.

HAMPBRETME, Amazon ECR A EEFE AN ABREGEAEESTAMNTREENEESD,
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WFEE Amazon ECR A MR E BB B HEAVMEEF , 528 Amazon ECR EHEEETRE
AR

ERREZSIRFRENES
MELRSIEFEHETHEE | A LUEB Amazon ECR BUARBARBH, T8, —BMA , R

B Amazon Inspector Z RN EEEFATE. NMRER , MgRBEAERRHE, NEEZFHMBENR ,
2/ £ Amazon Inspector,
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Security Hub 2t Z 2 M ARENLERIR , AWS Y iIHBERBL U EXEENREMERBRER
MIRIE, Security Hub &M@ AWS 1RF, RBMEMXENERREREMER. EAUEATER
HONEARS AN ZLBE  URESEELXIEFNZSHBE,

Amazon Inspector E& Security Hub BV EE & /o FF 184§ B IR % Amazon Inspector 2% % Security
Hub. Security Hub #EE Wi L EBEFEMAR LS REN DT,

f£# AWS Security Hub , Z2MEESERARRER, RERIFEE RHHM AWS RIS H
HEEERENZWEEMER, Security Hub ttE— KR Al , ARERNZBEN ELRBBEF
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EEREBMREREH AWS Security Hub

Amazon Inspector & RFNFHH Amazon Inspector WEBAIEZLHFONE—EERFPEE. T8 ,
&) LUTE B2 51 B 3718 — (B SR EF&Z#T Amazon Inspector "aws/inspector/ProductVersion":
"2" WWERIRIEE . FIEMEESRERRT P OMBERIRBEBR Amazon Inspector EERHHRIFIER,

& Amazon Inspector 2 R4l

"SchemaVersion": "2018-10-08",
"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",

"CompanyName": "Amazon",

"Region": "us-east-1",

"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [

"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z7",
"LastObservedAt": "2023-05-04T18:18:43Z",
"CreatedAt": "2023-01-31T20:25:38Z2",
"UpdatedAt": "2023-05-04T18:18:43Z",
"Severity": {

"Label": "HIGH",

"Normalized": 70

I
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c.",
"Remediation": {
"Recommendation": {

"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}
.
"ProductFields": {
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"aws/inspector/FindingStatus": "ACTIVE",

"aws/inspector/inspectorScore": "7.8",

"aws/inspector/resources/1/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instanceld": "i-0f1ed287081bdf0fb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
},
"Resources": [
{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",

"Partition": "aws",
"Region": "us-east-1",
"Tags": {

"Patch Group": "SSM",
"Name": "High-SEv-Test"
},
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"Imageld": "ami-@cff7528ff583bf9a",
"IpV4Addresses": [
""52.87.229.97",
"172.31.57.162"
1,
"KeyName": "ACloudGuru",
"IamInstanceProfileArn": "arn:aws:iam::123456789012:instance-profile/
AmazonSSMRoleForInstancesQuickSetup",
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"

}
}
}
1,
"WorkflowState": "NEW",
"Workflow": {

"Status": "NEW"

iy
"RecordState": "ACTIVE",

1£ AWS Security Hub #2458 5 BB R &85 53R 218



Amazon Inspector

ERAEER

"Vulnerabilities": [

{

"Id": "CVE-2022-34918",
"VulnerablePackages": [

{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "Q",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"FixedInVersion": "0:5.10.130-118.517.amzn2",
"Remediation": "yum update kernel"
}
1,
"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S
"Source": "NVD"
I
{
"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S
"Source": "NVD",
"Adjustments": []
}
1,
"Vendor": {

"Name": "NVD",
"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",
"VendorSeverity": "HIGH",

"VendorCreatedAt": "2022-07-04T21:15:00Z2",
"VendorUpdatedAt": "2022-10-26T17:05:00Z2"

}I

"ReferenceUrls": [

:U/C:H/I:H/A:H",

:U/C:H/I:H/A:H",
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"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®b11219d8e@1b952eachbs",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fr/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"
},
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
]

+
"ProcessedAt": "2023-05-05T20:28:38.8227"
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