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& 215 H Amazon Inspector &8/ , FFMBRIRF PATEEA T PTG ER AWS EiFl, MERFT(L
SEAGFLLABHEER future FFMEHEIIT,

i Bk 5 8 A
£ Assessment Templates (FR&EA) HE , RIZBLEMBROVE R |, R%KZE Delete (MBER). HIE

R TR , FHEE Yes ().

/A Important
EEMBRFT (SRS |, SR AP ATB R EEIT. RBRRE BRERABEMER.

SR (BEY) BEHTGARENER WA Latest 11
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HEB 3 BUBFTHY Amazon Inspector

AT LA AWS Management Console S##9 Amazon Inspector APl XA #THY Amazon Inspectors

ZFRRERFH Amazon Inspector , FEZBEE Amazon Inspector Fi FIERFIAFT.

S B8 3 . BUAFH Amazon Inspector MRS Latest 12


https://docs.aws.amazon.com/inspector/latest/user/getting_started_tutorial.html
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Amazon Inspector #& & A 5

2 E R AE M) 8 R8T 047 Amazon Inspector Classic Classic , AF9

— 8

=JL =

AxX &

T5IREFRAMAE R s MATE A A Amazon 5EMERE Ein (Amazon EC2) #{T{ERE L , FATREL
BEENEANELAERNEESH (BB XARE—R) BIAWS RFFETEBFTHAWS EHE,

1. EBA, BRBULRA https://console.aws.amazon.com/inspector/ B Amazon Inspector #& B2 3 322
Ao AWS Management Console

2. & Welcome (B00) HHE £ , BRELEHTHNGEE., BEFES 2N EAWSRENBRKAERR

AEESEH , MEFTEE Amazon Inspector REHRIBRER, TEFT(EEH N EC2 HITEENE
BIEBRBNERREEFEERED , YEER EC2 HITHE L ZEREREN,

£ 85 K

iE1E Run weekly (recommended) (B:B#11T (#5&)) = Run once (1T —R). —BEBEERTE |
ZREEEBAELELTM. EBME , BRESHTTIIESE .

a.

b.

BYRBERAE,

(® Note

EERANET L BEEPIEERN EC2 #11T{E# , Amazon Inspector £ H iR E E 5| B IR
B EC2 HI{TEEAMZE. Amazon Inspector BT AT LUEAWS 1R iR & &/ IR #E
A EEEUERE L E RAWSServiceRoleForAmazonInspector., TR ERE
ACBNFHEN , F2REARKEEREAEN Amazon Inspector #& B 82 F iR 75:E
ARG,

MREA , FELAWS IRFMESFRIFTE A A EC2 #1TE R £ %% Amazon Inspector &
HAERER,

® Note
I ARIE R &1 RFFHAWS Systems ManagerfTai ) EC2 #1718 %% Amazon
Inspector FEHMREREN, FEFALREE  BHREEME EC2 BT ERBI B IHT
ER8 , AWS tRF BEAWS BEER% SSM REREX , YEFAFRTHSH IAM &

W7 Latest 13
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B, MEFHMEN , FESEEA Systems Manager Run Command £ %1 EC2 #11T
B E2RZREEN,

c. FEELHITEEIFEE R,
d. FERARECRAES  EFEEAFEIEXER.

e. IEAILLUERE Run weekly (BiB#11T , &) = Run once (1T —R) , LUREBEH T —IXFT
&, EREHIT X

3. & THEER, HFEABEA | iBIE "HEXE.L . Amazon Inspector RS B BY 1T IRV FEAE

HEPEER E

DTREFRANMEEESSETME B ENEARPHNISE Amazon EC2 #1T{ERE. RAEHNERES

.

1. 7E£ Welcome (EU0) HE L , i##¥ Advanced setup (EPFEERE)o

2. 1£ Define an assessment target (EZFEEE) EE L , MAFGEEENEE,

3. HRPFE#FTHER K SUURFAERZEGR , UEEAWS tkRFFESFHRE EC2 #IT{EE
MATEEES, NMREGETREZEEZTESWE EC2 HTHEE  BERMEHTEEZIAR , A
FWAREBZEEC2HTEEEHNSRNERE., WEEFL EC2 HTERNFMENR , F2EE
CIEH Amazon EC2 &R,

4. HRZEREEN , IRENBTERBAFRKEESH TS , B LMKTEREIEUS .
WREEETEBEBEPAFTWATE EC2 #1TER L L% Amazon Inspector & AEEZXAWS
Systems Manager, &EFALEIE , FREME EC2 #ITEBHRE IHTHEE , AWS IRF
BAWS BiiE %% SSM REREX , YEFAFHTHTHN IAM B6, UEFHEF K F2EE
F Systems Manager Run Command £ %18 EC2 H1TEE L REREEX. FEFBHRENRE
23, H2B %% Amazon Inspector KEBRER,

5. igg -F_ﬁo

6. 1£ Define an assessment template (EZ&ZFLAEA) BEE L , MAFAHEANERE,

7. &% Rules packages (HRAIEH) , FEEEZCEETMELANRAIEYS,., NERUEHNFHE
A , 5528 Amazon Inspector 3 |E 4R A,

8. &¥f Duration (HAR) , BIFFABITHEI™,

9. (EEM) BN "FMEHERE. | REEBMTEBTOERE.

10. igg -F_ﬁo

HEPEERE MRS Latest 14
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11. £ Review (2@ EE , B UAREEHT M EEREARNREE, MERERERTE , HEIE Create
(B3), MREBHAFHEARZETHEER , AITERIEIE Create (BI) 2R HBH T,

(@ Note
EERBEFTHEEPEEN EC2 #1788 , Amazon Inspector & BEMR T E 5| RIEH
EC2 #1TEIBAMZEEK. Amazon Inspector BRI LUEAWS IRFIBE AR ERZ AL
FEUEHELEIRAWSServiceRoleForAmazonInspector, % Amazon Inspector
BMARDYREEFACHWFIENR  F2RTAREERZAER Amazon Inspector £
H, MEREELFACNFHEN , F2H8 (EAAWS Identity and Access Management
EERE) PHEARKEEZEAE,

12. MREBRBEFHHRE , FETELAEEZLNTHER , AREE Run (B17).
13. EEERFTGHBITNEE , BEZTEANEE BT IKREIE Assessment runs (FEEEITT) , REBEIE
Findings (BB E), MERMBEFEMNFMEN , 552 Amazon Inspector EELEE R,

HEPEERE MRS Latest 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
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Amazon Inspector Classic FY2{ 2R 12

AT B RIEN B M{A7E Red Hat Enterprise Linux 1 Ubuntu #E¥ R £ #11T Amazon Inspector
Classic Inspector Classic sH&#1T-

HERE

- ¥EFRRE . £ RAmazon Inspector Enterprise Linux B Red Enterprise Linux
- HERE . 5 Amazon Inspector 2548 # iR B2 Ubuntu ARF52S

Amazon Inspector Cland Enterprise Linux

ERBRELHEBREFNIERZE , BRELRE Amazon Inspector #& B8 11758 L=,

W RERE M AEEA Amazon Inspector Classic 7 #T1E Red Hat Enterprise Linux 7.5 fE£ X # L
HITZW EC2 BITZ1TA. HHPRMESIER , BE T HUWMEE Amazon Inspector Classic T
hiE. WIEREDIELEMR Amazon EC2 #TER. HTTMEAURATAGBRITEENERR
2EE, MRERFE-XER , BAEBBHEENTREMBIT Amazon Inspector Classic 311t |, 58

S EARF M,

E3:]

- B 1. BRXE Amazon EC2 #1T{EEE LAEA Amazon Inspector Classic

SEB 2 : 18X Amazon EC2 #1T{H &

S 3 BUFHMEEAE , Wi EC2 #{THEE L2 HERERER

SR 4 BANBTHAEAR

TB5: SRUPTAEER

FTERo6:  SERBEZENTEER

HER 1. XE Amazon EC2 #{TEERLAE A Amazon Inspector Classic

ERHERRED | BFEIHT Red Hat Enterprise Linux 7.5 B EC2 $1{T1EEE , ¥ FEARBEXRSIEM
{EInspectorEC2InstancelLinux.

Amazon Inspector Cland Enterprise Linux WRZs Latest 16
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® Note
MBRE EC2 HUTEBNBHAET , BSHEREEE.

B 2 - & Amazon EC2 #17{E 8

ERHBREF , CEEREFREC2 HTHER , SERENEEREBE CVE-2018-1111, MFFF
HEHR , 5520 https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-1111 1 & BB B E
B,

HEEEZEZTHTEE InspectorEC2InstanceLinux HWIER T , BT o& T,

sudo yum install dhclient-12:4.2.5-68.el7

WMFITELRE EC2 MITEBAVIE R , F2ER D ERNHITEEPHAmazon EC2 EAEEE.
FR3EUNEER , X% EC2 TR LZRREREN

Amazon Inspector Classic fERFEE B R , IEE LB EFTHI AWS ER,

BEEVMHER , ¥E EC2 #TERLZRAEREN

1. & AAWS Management Console , A% FTBIEE Amazon Inspector &8 H & https:/
console.aws.amazon.com/inspector/o

2. HEEBEHKTIRE Assessment targets (FE4 B 1E) , R%IRIZ Create (B),

BEIT R SIENME
a. 7 Name (8%8) PR A LT HBENER,

SH¥AREZE | & A MyTargetLinux,

b. BEAREARES , BELBWALTMAERTN EC2 HITEE , FERBASRNEEN
MU ERBEMEER.

EHHBRED , FRBEG —SRPH ANameF 1 WL
MInspectorEC2InstanceLinux® K EEMN,

B BAIE AWS IRF R EEFIEH EC2 HTEEBM AL ER , FHZE All Instances (FTE ¥
1TEES) B HE T B

SER 2 . 180 Amazon EC2 #H1T{EEE W7 Latest 17


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_Resources.html
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c. IEE Save (RF)o

d. E&EIMEEEBN EC2 #1TEEE &% Amazon Inspector Classic Agent, & EE & BEH
FiE EC2 #4TEER E 2R RIEREN , FHIEW Install Agents (RERERER) HEHF .

® Note

&t 7] LLE FHAWS Systems Manager Run Command. & B4 B EF AT
R Lt2ERERER , BUEEARELFTGEENHERER. & , BAUFHE
EC2 #11T{E# %% Amazon Inspector Classic {KIBfE, MEFMENA , F2H
Z 4t Amazon Inspector & B IE,

e. I1EE Save (A7)

® Note
LELEF , Amazon Inspector Classic 1% AAWSServiceRoleForAmazonInspector. Ut
ABERT Amazon Inspector Classic SIBEERMENLERR, MFFMAER , F2E 5
Amazon Inspector & A ZRIEHEIEA G,

SER 4 BN MBMATLEAR
I FHITEA

1.

2
3.
4

HEEEE®KT | 1BIE Assessment templates (FE(EEIAN) , SREIRIZE Create (BIL),

&H¥t Name (B18) , Rl AT MEAN BT, SHEAHEB A MyFirstTemplateLinux,
£ Target name (B 2R ) Sy , BEL I EBZE (MyTargetLinux),

#¥f Rules packages (RAIEH) , FREETE N AEARHEANRNEH,

FEHHEBRES |, 55EF Common Vulnerabilities and Exposures-1.1,
£ Duration (8RR , I8 EASE RN IFERR,

HEHHBRED | F#IF 15 minutes (15 7).
i#1Z Create and run (B X #11T).

SR 4 BUNMBATIEE AR IR Latest 18
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SBS5 . 2RI MAERER

TR EHTEELE —AREEBE | SR EEH Amazon Inspector Classic 751 B B B KB
ELZ2BE, S RERREEYRBERIRBRABELLBE,

ELHHBEBRED  MEEXTAINTER , ENFEHTREHRERARE CVE-2018-1111 EEX—1#K
BREEE,

SRISTAERER

1. EEBEHKD , E#IF Assessment runs (FEEHIT). BFER A MyFirstTemplateLinux B9 5F 1k &7
BITIREREREH Collecting data (REE R, EXRTIMGHMTEEETH , MEEHNENERE
BRIFFMER A EHFWREED .

2. BEFEBTHEETY  ERELIRGHFAGHTEENEESE, FETIAHTERERGER
B, AT, EHHBRES | B URL S ERELEHT,

MyFirstTemplateLinux BIARAEE 52 A& Stopping (EEELL) , EEHELPEREFE S Analyzing
(IEFEZ#T) , &&= Analysis complete (D EMK). EEEMRENEE |, 55:81F Refresh (EFHE
#) B

3. EEEHHKD , BIZ Findings (BBBEE),
WA LLE R EE High (5) BEMMNFHAEER , B4 Instance InspectorEC2InstanceLinux is

vulnerable to CVE-2018-1111 (1171888 InspectorEC2InstanceLinux &8 CVE-2018-1111 BJ%
) o

® Note
MREBREFNHWEEZFE , 55181 Refresh (EFEE) BRo

ERFVAYEELBEFTENFHEEN  BEEHEFELANSTE. BEFENFREATSE
T5IER :

- AERREN ARN

- BEENAEERVTEHTER

- EEUREERNTEEEER

- BEENPRERERNTGELER

- FHMEBITHRRE

SB5: SERASTAEHER W7 Latest 19
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o FHMEBITHERE-

o FHEBATAREE

- DERBHEEFECRANRAEHER

« Amazon Inspector &K IR R IR

- BEEESRR

- BEFEREM

- BEBENER

- BANUERELERSR  UBEREERABHRNEERLEE

SR 6 BERBEELNTEERE

ERHBREF , CCEIGHEER  SEKEENBELLMHE CVE-2018-1111, EIERFH , &7
UALBEEERERELE,

BIEEERTEHWERZ
1. EEZREEN—SIEVHNHITEE InspectorEC2InstanceLinux , ¥HTUTH S -

sudo yum update dhclient-12:4.2.5-68.el7

2. 7 Amazon templates (Amazon £i78) HH , i#1E MyFirstTemplateLinux
(MyFirstTemplateLinux) , #&1E1E Run (31T) £/ L E BB FH AT,

3. BRIBS . SRIUSTAEHERE PWLER | LLEF MyFirstTemplateLinux EIAZREEITAIELE
WER,

HRZE#ER CVE-2018-1111 Z£E , REXTSHEIMHBEAEER,

Amazon Inspector 2R B ZEFRFE-Ubuntu Server

ERERFILHEBREPNIERZE , BRELEE Amazon Inspector & BT 55 ELHE =,

R RE MM A Amazon Inspector 85 Classic 2R 2 #r#11T Ubuntu Server 16.04 LTS %%
R EC2 BITERNITA, TREZERFIER , BLEMBUWAEE Amazon Inspector Classic TR
2o

MRAERE—XER , BRAEEBHEEAREL ST Amazon Inspector Classic 7 , F2EIE
AREE

HER 6 BEBBEZLNTEER IR Latest 20
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e

- S 1. FRE Amazon EC2 #1T{E 88 Bl & A Amazon Inspector {E &8

- FR2:BUFMHAE, WE EC2HTEELZEREREX

- $B 3 BV HITIHEER

- SR4 . BN S HEENEBESE

- ZR5: BESEEEARTEER

HER 1. XE Amazon EC2 #{T{EB LAEL & £ AR Amazon Inspector &8
FXE EC2 #1T{E RS
EEERRED | BT —E#1T Ubuntu Server 16.04 LTS B EC2 #I1TEE K Y FERAZBENE

AlInspectorEC2InstanceUbuntu,

(® Note
MFR EC2 ITRIBMFME , FBREREER,

HBR2: BYMEER , ¥ EC2 HTHER LZRREREX

Amazon Inspector Classic fEAFEL B E , LiEEEFEHH AWS BiR.
BIFMEBENE EC2 HT{ER L RENREBEER

1. B AAWS Management Console , A& FTBIE2 Amazon Inspector #8212 &l & https:/
console.aws.amazon.com/inspector/o

2. MEEEHEIKFPIRE Assessment targets (FEE B 1E) , AREIRIZ Create (BI),
3. 7 Name (87%]) R A EFH B ENER,

SRR , FF8W A MyTargetUbuntu,

4. BRAREAER  ZEZLEMWALTEBEESRN EC2 HTER , FERWASRANBEN Mz
BREEMNEE,

EUHBRED | BELEN—SBHRENHN EC2 H1TEE , S22 AName P S8 H
MInspectorEC2InstanceUbuntu B BB,

SER 1 3% Amazon EC2 #1T{E B LB &AM Amazon Inspector {EEE WK Latest 21
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https://console.aws.amazon.com/inspector/
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4)iEAll instances (FTEETIERR) F 5 , MAFHE B ZES AWS tRF R BEIRVFTE EC2 #1TERE.

EEI EEBH EC2 #1T1EEE %% Amazon Inspector IEHREBER, EEATHEESFES
EC2 #i1TEE L ZERERER , F58H Install Agents (ZEREBRER) L,
(® Note

&INAIE A Systems Manager Run Command & Amazon Inspector KEBRER, BT
EFEERNFELSTER L ZRARERER  SULUEEARE YT B ENHEEESR, &
& | RO L FBH7E EC2 1T £ L% Amazon Inspector Agent, INFEFHME |, HS
B %% Amazon Inspector &K HE,

i#1Z Save (f&1F).

® Note

WEESER— (R BNREERL A BAWSServiceRoleForAmazonInspector , SAiZEE
Amazon Inspector Classic lRFhEIERNER. MFEFMEENR , 528 B Amazon Inspector £&
HARREEEAC,

SER 3 BU A HTIERENR
E I APIT R

1.

mREER Advanced setup (EREERTE) , RFEE L E M Define an assessment template (B2
SHMLEAR) BEE. B8, FFEE R Assessment templates (FHAEIAR) BE , A%IRIE Create (B
7).

¥ Name (BHB) , FWAFTAEANEE, SFHARHE & A MyFirstTemplateUbuntu,
£ Target name (B &R 1) 35 , BEEZ R IULNFTE B E (MyTargetUbuntu),

$H¥} Rules packages (JREIEH) , BERA TR , BELEERTASERREANRIE
.

FEHHEBRES |, 558F Common Vulnerabilities and Exposures-1.1,

£ Duration (38K @) , EEFMAERNFERE.

FEHHEBRED | #IZE 15 minutes (15 2 1),

S 3 B WHITIEER W7 Latest 22
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6. MWMREFEANR Advanced setup (EFEERE) , FHiEE Next (T—F). ELLT Review (BE) B
| , ##Z Create function 2 B %), & HIFFEE Create and run (B IE#1T).

FR4 ENE D TEENRERE

SR LEHTEEE —HBEEE , LR ELH Amazon Inspector Classic 51t B ZFZIRHWE
ELZ2BE, EuURERREEYRBERSRBRABELLBE,

1. BEZF| Assessment Runs (FE4#EI1T) EE. BFER A MyFirstTemplateUbuntu BFEG SR (R1E
RS EBRHIET) HITMERIRES Collecting data (WEE R, EXRRFEBITIEEHETH , M
BEERER ERBFINERIEHKERED T,

2. EBFEBTMHEESTD  ERELIBRAHFAGHTELENBESTE, FEIAHTEXERSER
Faﬂo

MyFirstTemplateUbuntu BV R REE LB E A Stopping (EFEfZLL) , EERE L, EREEL
Analyzing (EEE 2 #7) , &% & Analysis complete (2 EK). EEERENEF  FHEE
Refresh (E#EE) B R,

3. BIEZE Findings FAEH&R) EM.

ERFVEAYEEREEENFHET A FEREMEESELANSTH, BEFENFHEASET
HIIEE :
- WEHRN ARN
- BEXHFAEERNALBTER
- BEXEHFAERERNAKEEER
- BEXEHFAERERNAGKELER
o FHERITRALAEG R
o FHMEBITHERED
o FEEITREE
- RAEHNER  HhIsBEmEEENAR
« Amazon Inspector & IBHR IR
- BEEERE
- BEBEREM
- BEBENER
- BUNERELEBRSR  MEBERELERMEENEELSBE
PW4 ELLHNEENEEAR WA Latest 23
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5 BEZRBCEEANTMLEER

EREFT  BAUREERBRNEEEREN.

1. EBEEZRENHTEEInspectorEC2Instancelbuntu , REHTEHEBEH,

2. 7t Assessment templates (FEf&€54) BH , ##E MyFirstTemplateUbuntu , A #&1E#E Run (¥
17) , SAE R LSBT #TRY B1AT o

3. BREIBRL  ENUSWMEENEETE PSR , LLEF MyFirstTemplateUbuntu 8452 &%
TAREENAERER.

B OEMERACHERERE —IRNETHERER.

SB5 . BEBSEERARTHERE W7 Latest 24
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Amazon Inspector BN Z S

EL2 AWS BRENELER. BRAWS BF , BKALURERDPONEBRRETEDS  SLERBRES
TREHZE M RBBNEBNERMBER,

ZER2 AWS BECEAARNER, AFSEEESEFRRBERNZEENBRTHE MY

- ERMNEEHE — AWS EERERE AWS EERFPHIT AWS REHNERRE, AWS EATIRMTTL
ZEFERANERE. BT HBERM Amazon Inspector FBHE RN ERETE , FSBEAHTEIN AWS R
EE,

- BinReM — SNETECAREERAN AWS R, SftH/4BHEMREZEESE  SFERNEE
., BRTNERNEALEEMNER,

AR BY & T SR AN{AITEE ) Amazon Inspector REIRRFEARRINETER, THEERHA MM
A TE Amazon Inspector &R , LFELENERLUNMERBE., SLSBINMAERH A5 RE
R H{RE Amazon Inspector EHERHN AWS RIS

xR

+ 7E£ Amazon Inspector & EIRIRE

« Amazon Inspector & B |dentity and Access Management
- B2 Amazon Inspector #& B ES 5

+ Amazon Inspector #& Bk F Y B4

+ Amazon Inspector #& 8 iR #Y & 1R B 7%

« Amazon Inspector #8858 1t

» Amazon Inspector & HY E /5%

« Amazon Inspector #& 8 iz 7§V #B B R ROR 2 4

« Amazon Inspector BN ZEHEER

£ Amazon Inspector EEEIRRE

AWS HESFERFER R Amazon Inspector FEEAR P ERHMRE, MLERFHR , AWS EEREH
IR AWS Eif. CEEHEBEETHERSRELREARNESE., SHEREEMER AWS R B
ZLARNERTE. NEENBAENFHET K F2EEMBALAEERERES. WEFREBNER
RENHEBER , FSE AWS T2 HEPEK L AWS HEMNSEEREN GDPR EEHRE,

ERMRE MRS Latest 25
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ERERREZEN , RPIEZREMEA AWS IAM Identity Center 2 AWS Identity and Access
Management (IAM) fRE AWS IRF B AEBERWXERBBIFERAE, t—R , SEAFHEBRSEER
HERETKRMAENGTT. RMCEZRERATIANREER

- BERFHECAZEEZRNE (MFA).

« f£/ SSL/TLS Bd AWS BRETERA. RMFE TLS 1.2 LEZRFEA TLS 1.3,

- ERARRE API M{EREEEFE#% AWS CloudTrail,

- £ AWS MEBFRFRURHEPWRMERFE RS AWS R,

- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MRHEZBBHSHNER API FEEFEERE AWS B FIPS 140-2 BB HNZ1ELR | FEH FIPS
imE, WEAR FIPS M FIPS IWwEMNEZHEEN , FSRB A EAREEE (FIPS) 140-2 #1#,

BB ERLEU I EREFNE B SREIHBEN , HEEBRIBEABANNF
W, flnBBEHAL. SSRECEMAEERE. API = AWS BEEMHF AWS RF £H Amazon
Inspector fEEIRFHM TR, AWS CLIZEZRBH A HRANFZRAUT @ ANTAERBTEAR
FTESRE BF. IRERHNBAMKEN URL , BB ERF D ERITLEZXMIRRFERN URL
HEEREES.

£
- BREESNE
« NEEHTNEFR

FREE RN

Amazon Inspector HEREBEXEFTHHTHEEENENERNSKNILA JSON BER, ELEERS
& near-real-time 18 TLS {&iXZE Amazon Inspector LB kR , FEIBEEHE AWS KMSELTAER per-
assessment-run & | MFELER,

ELEERELZSMEMREEZEAN Amazon Inspector KERAY S3 fEFETE A, Amazon Inspector &8
AR RIS BT AT RE -

- FH S3 mEITEHP MFAENER

- ERRERPBERER

- RIBREMNTARAEEER  UELHESE

RN W7 Latest 26
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nEZEwmPnER

R —EZE R , Amazon Inspector R Z | AWS £IKBRLLNRE, B AWS ZL£RKENU
R AWS REEREBNFMAET  F2EAWS Tirgs PEFHEREEL S MNREMER
RETEN AWS IRIE | F2RREMIEEER AWS FHRBINERBEBRE.

BRI AR AWS B 248 API FELY | 3EIBAEEEFEL Amazon Inspector #& 8RR, FHAEBRSEZET
SR .

- Transport Layer Security (TLS). HMBFE TLS 1.2 WEZFRMFEA TLS 1.3,

- BRTEXREEFAFR(PFS)NWEBEM , i DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARME (W Java 7 MEFIRE) K ZEZEELEN,

o BROACERFREHR ID FE IAM TRMEEBNALAEFHNR/REE., NF , BIEB
AWS Security Token Service (AWS STS) RELX ERRZEBEREEHRK,

Amazon Inspector &L B Y Identity and Access Management

AWS Identity and Access Management (IAM) A B EE S L& 126 AWS EREFEH, AWS R
IAM B IE S35 B A\ LUEE & 98T (BA) MiRE (EEFFT) KEH Amazon Inspector EJR.
BT LMER IAM AWS BRIE |, EEEANE,

£

-t

- ERESRE

- FARKERFIE

- DEERERKUERAMAER IAM

o & 2 . AFFEAEEE Amazon Inspector 2 IRIE H TR S HigE
« Amazon Inspector B BUER &R

+ Amazon Inspector B BUR R4 %8

» Amazon Inspector F#J ACL

« ABAC EZ Amazon Inspector

- FARKEAZERER Amazon Inspector
» Amazon Inspector B9 E5RR#E = B@ 5 n

BEmrhmnzE WA Latest 27


https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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« Amazon Inspector K RIEH &

« Amazon Inspector K RIGEE A E

« Amazon Inspector #& 8 iR E R 5 17 B BUR R
- FARKEEREAERN Amazon Inspector £ 8

- DEBRRERKHET D HBIMFR

cZhes

& A3 AWS Identity and Access Management (IAM)  BFf R E , EEURREE Amazon
Inspector H AT T4E,

RIGFERE — MREFEH Amazon Inspector REHIT T , AIEEESABRHMENEAETRM
T, E&MEAEZL Amazon Inspector TIRERTEHK TIERF , BAIGEEEENNTT. THRIFEETTH
EEARNAGBEREEEEREBNIT, WREHEEE Amazon Inspector RSP R FEEINAE |
RS EERERKSHS S BB FER,

REEEES — MREEE LT Amazon Inspector EiR , B A gE A TEA Amazon Inspector 77HL
E, BNEBRRERSEREEFZEWL Amazon Inspector HAEFE R, EE , BS4EKERER
WwENIAMEES  REECRBEAENT. RRLEELNER , TR IAMHNELXT:. B
H—& 7 HEE T WA IAM B2 Amazon Inspector FEELAEF | 55280 o0 558 A 25 25 48 H jr an{a] 55 F
IAM,

IAM EEBE —MNMREZE IAMBEEE |, BB E 7R EBELLEE Amazon Inspector ZEUE
HEEEF . EERBETLUE IAM F4EHAK Amazon Inspector &0 B BEEIHI , 5528, Amazon
Inspector #& B8R AV E A 5 4 1Y BUER 7=l

EF & 2 B

BRERIEAWS FRASOREBZEANAR, BHEL IAM EFRES D SHER IAM BEETHRE (BA
AWS), AWS IRFREAH

BAILAEREIR AWS B2 BRI RIRIBHANFERE , UBESE 2B 52 2E A, AWS IAM Identity
Center (IAM 250 FHE, EQARNE—EASIRFE , UREH Google = Facebook & A&
HMEBMES G PRBNES, FUBSEI2EAE  CHNEEEXLNCRESER IAM AENBESE D,
B AWS ARBEEFNE , felHERTAR,

BIBENEREER | £ LL% A AWS Management Console 5 AWS ZEIA A%, MEFEEA
WEEF AWS |, 5ESE (AWS & A FRIER) AWS 1RE ) A= A BW,
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WMBRE AWS X ERETHNEE , 55 AWS 2HEERAREHN (SDK) MaswF @ (CLI) , AERK
WRBUMBRFRELBER, MRAFTFEHAWS TE | BIXEHITHEEBER, NEFHREN S EH
THEEBHERNWEMER , F2H IAM FRHERETHESE AWS AP| &R,

EREERAES BRI E  CURBEEZRHENNZLEHENR. fln, AWS BREHEAZEE
RRFT (MFA) REIMEFN L L. WEEZENR , F28 AWS IAM Identity Center fEAEEmR
WZEZZRIMN IAM EAEEEPNE AWSHERAZEEZRE (MFA).

AWS IRF RERE

BRI AWS 1RF , B8R —EEASGIRE , X80 TTBEFIXIRFPHREER AWS R
MER. LEDHEH AWS 1R root £AE , IEBEALRAREMNIRFNEFBHBUANBHTEA
REN. BARBETEURCEAEREARER. RECHREAERR , YEEARNTREHAR
EREATHNER, NFELEBNZRFE , THRFUREHERZEANES , F2HR IAM ERAEE
MPNEEREAEBRENER,

BE 55

REFEZRBERALBERE (CRFERREESFIENERE) ARG BRRHENER , X
REGE A R B B A BRI T F N AWS BRFS o

BEEoHRIERECEFEAEEENFERE, Web B0HEBIIRME. Identity Center B , SHER
BB G 9B R IR AR EREETFE AWS R BEMEHAE. AWS Directory Service[d BB & 7 77
HUEF AWS IRF | i 2RBERAE K MACARMAKRIRE,

UREFRNEEEEE , RAEBREMER AWS IAM Identity Center, A LUIE IAM Identity Center #
BUFAENEGEE A ERYBLSIB S HERREPHN—EEAENTEE , MEEMEER
XX AWS IRFE MEREXFFEH, ME IAM Identity Center BIFFIE A , 552 AWS IAM Identity
Center fEF &8RRI =2 IAM Identity Center ? .
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IAM EFEREABNS S , B AWS IRF BE-ASSHEARANBIENT, ERESTEKET
BEE K MARBEAEURMIBRE PINBBANEFMEER) B9 IAM ERE, BRIRBEEARAITE
BAERMBEN IAMEAE  ERChNENISR, WEEZER  F2H AV EAEEETNAS
ERMBENERARJIENBIREFMEER,

IAM ZHER—EIEE IAM ERAEEENE S, BEEUBESDEE, EUUERARER-RAZS
BEAEEENT, HEATREEAEREAEFTNEFEEERRS, HlU , BAHEE—EEA
IAMAdmins BYEFAE |, S48 FREHEERE IAM BRI,
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ERERACGTEH, FRERGHRE-ASIEAEXRIRE K BACGHNENREEHEMARZEENA
BNfE. EREHBEKANKRYER K EBACERHTRERE. NFE-STH K F2HAMERE
ERPNEY IAM EAE (MEFE) VR,

IAM A&

IAM AERE AWS IRF ABEEREHFINE D, SELIAM ERAE , ETEBEN A S HEEREE,
WA g AaeE | EHREERRE IAM A6, AWS Management Console & 8] LUEIBFEAY AWS CLI
=; AWS APl E¥ S5 FEA BE] URL RigEAE, IEFRACGNAEFHEEN , F2E IAM EAEE
EHRRER IAM A6,

FREREEN IAM AGETHERHIEEER

- MESPEREFN — NEABESSDERGTT , FELAR , YAABGERTT. EBESE HE
TEIREN K ZXE/7HACEVRAY K UERTHAGERNGTT. NFEEHSACHMEEE
A, F2EIAM EAEEETNAS=FFoRHERYAG, WREFEA IAM Identity Center ,
AIEERTHTE, BEHSIRBETUFMNAZR , IAM Identity Center 5 A 85 1AM FH
ACHER, NWEARTUENEN , 528 AWS IAM Identity Center fEA E BB HHFT A&,

- B IAM EREST - IAM ERAERAGTUET IAM A REKHHBEETERATENTT.

- BIRFFEVE : ZAIUER IAM A , AFTEERFHHEA (BENER) FREIRFHNER. A
EEETERFFERENEESR, B2 , BAFLREE AWS R , B LUK EZEM M2 E R
(MTAREAACERRE )., FETHREBIRFFNAGNUERAERNBRZENER , F2H8
IAM R EEETH IAM FHEIRESRFE,

. BIRISTA — A AWS RE AR AWS BB, Bl EEERETETEUE | KIS
BEEE Amazon EC2 H#TEEAR X W4 FTE Amazon Simple Storage Service (Amazon
S3) ., REARESFERAFWUERNTT. FARKEACHERRKERSCRUITIIESE,

- BEFMIEMRE (FAS) — BEZMEH IAM EFRERACERIHTEER AWS , BEHRAE
B, FRARERKER K SUREERTEERE , EMETRREDHES —EEE. FASEFEHR
FEFIAER AWS R , YEEER AWS R O TEREZREHER, REERBRIIZEEEHE
HAWS k¥ tEREBFTRETRMNGERE , T2%E FASHR. EERT , B4 EEEHT
EMEBENTTT., WFERDE FAS BRIENBCRFHEEN , F20 (BRFMITERE) .

- BEAE - REACGRREREIN AM A6 , IRREBTEE, IAM EEETUUE IAM RE
M., ERAMBREEAR, MEFHENR , F2E AM EAEEETHNELACUEIRT IR
AWS BRIEIRTE -

- BRERAE — RBERACRERE. AWS RERBTUBEAKRENTEFN AR, BREE
BAGEBENEENT , AWSIRF EBRBRBEFRE. IAM EES TR | BT REmEREE
EABRE,
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* 7£ Amazon EC2 E#THEREN — EILUER IAM B EXREEE EC2 HITEER LATHERARE
ALK B AWS CLI 3 AWS API FE RV IRIFE A E R, ERTE EC2 HTHERAREFFIERNER
HHHX. BEKAWS BEERE EC2 HTERYRELHMEEARN , FEEREHTHER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LATHEXNSETRE
Ho MFFHMER , F2E AM EREEETHFA IAM B EREFFFAiE Amazon EC2 #{TE
BT ERAER.

WETHRIBEEM IAM AGH IAM EAE |, F26 IAM EAEEFERNEL AM A (IEEA
&) R,

EHBRREEFEUE

SEALGE AWS BRI RIS A EMINE AWS &2 BB RNEFRREFPNFER. FRAR—EWH
AWS |, EE S5 EBBINEFEREBN K SEREER, AWS EXZ2HE (EAE. root EREHAE
THERER) REERE , FHMEELRAl, RPN TRERE AFRIEEFBR. ASHRAUE AWS
LA JSON XMy FEF. MF JSON BERXHERNABTWFMRER , F260 IAM EREE
Y JSON BREIE.

EERE A LMER AWS JSON BURRIEEH AT U EIBLEAR, thpEHR , WEEBE M ERME T T
A BEERAITHESE.

HEREBERT , ERENACKRAT. BERTEAEHEMFZERINTIENT , IAM EEET
BEY IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERBETELAE.

IAM BURERZBMENFTA , BREERTES EZRBTRE, fl0, BRREEF—EAF
iam:GetRole BIEMIBER., EEXRAIMGEAE AL AWS Management Console AWS CLI, =
AWS APl BR8ABEA,

ER e

BoBEBEETMURMEIS S (Hla0 IAM EHAE, FRERMBENAR) Y JSON FATBE X4, EL
BRI B 9 EME GG TR ML ERATHLESE, EETHRNMAERISIERBE | F2E
IAM EFEIERHRIET IAM BUR,

BoBERRUE-SOERARBRHAZERR, ARBREEZARINE—FHE, FEAIAR, %
EEW RIS R B IR , SRS EMMEIEN AWS 1RF. SEBRTE AWS ZEBRNEFER
RSREE, METHRNAEREBREARBKEEE , F20 IAM EREERTFNEZE BRI AR
HEREEE,
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BERBEHR

BERBERREEZIERMN JSON BEX 4, EREBENREEREHIZ IAM ABEFEBERR
Amazon S3 REIFBER., EXEEREBRNEREES , REEEETUFERACHREHEISEER
WIFEVER, HRMMBRMNER , BREEREEN TR IUEZERATHEELUREMERYE
THTHEE, EXEEEREBRPEETE, F2HEETLUGERS, FRE. A, BEFERE
M. AWS RIS

BERBEPBRRVAZBBEFHWARBEK, SEEZENEFRSERNBERPER IAM B AWS ZER
Ho

FHEFFE (ACL)

TFEUEFIEE (ACL) ATEFIBL TR (RFKE, FRERNAC) HAEFIEERNFFAT. ACL BEHR
ERAPR , BEMTEM JSON BERMXHFER.

T
W
&4

Amazon S3 #l Amazon VPC &% & ACL AR &6, AWS WAFINE#E—2 7# ACL ,
Amazon Simple Storage Service Bi& A BIgmP R FEUEHEE (ACL) #i5,

HtBREH
AWS XEEMBFIERNRAEE, SERRBEETRERE RERBERTENKRKAF T,

- FFARR-FUHER-—EERDRE , THERES P HBRERT IAM HE (AM EAERAE)
MBAFFA, BUNABERKREFARR, MEENFTERERNS 2 EBRMEFFAIRRHR
£, 8% Principal P EECRAENACNEREBRATSZINFFARRES. AAEER
RPN AREEHSBERAL. NFFTARRNFAENR  F28 AM EHEERSTH IAM 58
AT AT SRER

- FRIGIEHIKEE (SCP ) — SCP 2 JSON KB , ARIEERAMBMEMBMEN (OU ) HERAER.
AWS Organizations AWS Organizations @ —EAR D EAMEF EBE R ERE AWS IRF BN ZE
R, BEMAEBTHMEIIGE , SR REIEHBE (SCP) ERRIEARAAERS. SCP R
FIKBIIRFHERNWER , IFEEE AWS IRFRFEAEIRS . W% Organizations F SCP KyFE#H
B3 , 5528 AWS Organizations A& EE T SCP EEA R,

- TEREEREE - THEEBRBERRE —BEREE , STl EEBREEANAREVACRBEER
ENETRITERERE  FASHEE. MELETERBRNFTEECLAERACN S S EBENTH
FERBERIRE, FFARAUREEREBK. MEEEBRTHAEEEHNSERA L. NFHF
WMER , F2H IAM EREERPH TERBRBER.
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ZRBREE

H%%EE&%%EEEEH@E‘J?‘K  HERERNF IS EREM, EMHENER, ETHIMNESRZE
BUREARE AWS lER E‘Fﬁﬁﬁi A2 (AM EAEER) PHBERGEEE,

DEBRREREHERMAER 1AM

FEEER IAM B Amazon MBSV EFEER 2B , FB5E 7 HEL IAM IhaE B2 Amazon Inspector
BEER.

IETI LAE R Amazon Inspector &RELRREY 1AM IhEE

IAM Zhgg Amazon Inspector X #
EREN =

ERAEBR )

BREE =

BEREHREIE RBIE) =

ACL &

ABAC(BURF I ER) ik

ES il =

RBAE &

REEEAE g

= ERABERE Amazon Inspector ME A AWS BRI AT # EL K Z & IAM Zh&EE
EEFMPH T IAM EBEEANAWS R,

%u’n'lﬂ
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Amazon Inspector E A & 14 1Y BUR

XESDHEBR =

BoRBRETLLEES S (Fl IAM £/ &, EREFANAR) Y JSON FFATBERN A, EL
BERAEH S 2 EMEFRG TREBEERATHEDF, B2 THUNMELSIREBCR , 2R
(AM EREERE) PRET IAM BER.

FHIAM BDEBER  BUUEEARREENBENER , UREMERGT AFRIELEE, &
EEIEEPEBKRFTREETE  NAESEAZTEENFERAERAR, NE T HEE JSON BERHF fE
AWmERE , 728 (AMFEAEERE) ¥1 IAMJSON BHETESZE,

Amazon Inspector A & 17 89 BUER R

= Z®18 Amazon Inspector LA & 75 #H B AEBHBUERE | , 552 8. Amazon Inspector £ B8R E R
S BB R

Amazon Inspector A& R B

XENERERABER -

BERBBER K MEIERM JSON BEX 4., EREBENREREHIZ IAM ABEFEBERR
Amazon S3 EEIBEX., EXEEREBRNEREES , REEEETUFERACAREHEISEER
WIFEVER, HRMMBRMNER , BREEREEN TR IUEZERITHEEUREMERYE
THITHEE, EX4AEEREBERDEETE, F2RETLUGSEIRE, £HE. A, AEERE
H. AWS RIS

MERRABIRFFIE , ErlEEEEMRFANFAEIRFDR IAM B2 , FAEREBRNEE,
MEBRFEIREEREBER , RARBUGEBEN —¥, EXBNERURTER AWS IRF , 2
FRFH IAM EBRE UL ARETRER (EFRENAC) BR , TEFNER. HEBKS D HK
REZINERRREFT, T8 , MREREBREA/EERKRFTNERRTERN , ERRFIFTEREN
MESBEBE, MFHFMER  F2H IAMEREERTH IAM AN EBEIRFEEFRF.
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EESWLER AWS JSON BRRIEEH T AFIBLERS. AR , WEEBETERET AN
B BERAITHLEE 1,

JSON BURH Action TEHRE T AR AFRIEBBR PR EME, RRAUBFEEFREBE
AWS API EEBHREIN AR, B EHISGRR |, FIENL BHARFE AP RENERFFTEIME, E—
EEXFERRPNSEDE, ELBEHNNBEBIBKEE,

HREERABERE TUTHBBBENFTT.

EELEEH Amazon RER[EEEFE , FSRERKRESE D HE Amazon Inspector #EELMRE F Y EE,

Amazon Inspector PR EMESEEEZ I FERA THEIERN :

inspector
BEEE-RRAXPIREZEERE  FRERI K.

"Action": [
"inspector:actionl",
"inspector:action2"

]

THFIBREREFEHEHNITHAEA Describe Ml List WATERE, ELEXEHE TR Amazon
Inspector ERHIHRENR , Gl EERBREH., TEPHEAFResourceTt (*) RTAKIRF##
BHIFTAE Amazon Inspector IR &R L EFHEITIRME -

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"inspector:Describe*",
"inspector:List*"
1,
"Resource":"*"
}
]
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}

4| 2 . AFERABERE Amazon Inspector 2IRIE B E#THAR AN HI HiR4E

THHFITHRERREEAEHIT ListFindings M DescribeFindings #E., ELRIEERE
B8 Amazon Inspector BIRMWER., TEPHERAFResource (*) RAXIRFHEEWFTE Amazon
Inspector EiR & SLFFHEITERE.

{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"inspector:DescribeFindings",
"inspector:ListFindings"

1,

"Resource":"*"

}
]
}

& EZ MR Amazon Inspector LA G 7RI AEBEBEREH] , 528, Amazon Inspector £ 8 i #) E 7
BB BER =Y

Amazon Inspector K BUIR &R

XEBRER =

EEE A LAER AWS JSON BIRRIEEH AT UERMLEANR, thpiEmR , W{E =B E RS T AU
BT BEEIRAITHLE 4,

Resource JSON BHERTZWEEEZEABENYH. AR X4EEE Resource = NotResource
TE, REEBEEEMFEAHE Amazon Resource Name (ARN) RIEEER, B tH X EREERER
HEME (BAERBRFET) REEM.

HRAIXEBERBERFFAINEE (P05 HRE) , FEABRFER () RERTEEAXERARAEER.

"Resource": "*"
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EEEEF Amazon Inspector EREHE K H ARN BE | F2RRERESEZERFH Amazon
Inspector FLEREZNER, FETHAUFEAMLEEEREESEERRN ARN , 5528 Amazon
Inspector & ELMRE KM BI1E.

= ZR 1 Amazon Inspector LA & 75 BB AEBHBUREH| , 552 8. Amazon Inspector £ B8R E R
B 128 BUER R B

Amazon Inspector ) BUR 4 258

X ERBEEBR R ZR =

EEEWLUER AWS JSON BERRIFEEH T AFIBLERNS., WHMER , WEEBREMEERET TR
B BEERAITHELE 4,

Condition st (5f Condition E#) JEEIEEFRAR ERIHRMYE. Condition TERZEAE
H. BAUBYFRAKRFEE FRREEEN BINERSIR) , REHBERHNRGEMBERPNE,

ERERRXHPIEEZME Condition tE , WEEE — Condition TEFEEZERSIE , AWS
SFEHBE AND BRIEFHEMM, WREAE—RUHRC|IBIEEZEE , BEABEOREZER AWS 7T
fEEG, VDETEFMERYG , T2RERRRNVET,

BT U EEERGEBEAFEECESE, flm , EAUREEREERR IAM EAEBBELE
HENERNFFARTXIAM ERAE, NEFEZEF , F2H IAM £AEERETHN AM BETE : &
BAER.

AWS X ELEFASRANBHBEERG TR, EEEFME AWS 2EKRGER  F2H (AM £
EiEmE) PHAWS £ EKEGERET SR,

EEEF Amazon BERFUSRBE |, FS2EBRKRESEDRH Amazon Inspector £ H IR F £
EiR. BEETHREIVUERKRGS|NBENEIR , 52K Amazon Inspector & H R EHZ N B 1.

= Z R Amazon Inspector LA & 75 BB AEBHBUERE | , 5528, Amazon Inspector £ B8R E R
BB BER R

Amazon Inspector 1y ACL

X#& ACL

7|

BERGRM RS 8 WA Latest 37


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html#amazoninspector-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html#amazoninspector-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html#amazoninspector-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html#amazoninspector-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html#amazoninspector-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html#amazoninspector-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html#amazoninspector-actions-as-permissions

Amazon Inspector Classic EREER

TFEUZFIEE (ACL) ATEFIBL TR (RFKE, FRERNAC) HAEFIEERNFFAT. ACL BEHR
ERAPR , BEMTEM JSON BERMXHFER.

ABAC EZ Amazon Inspector

X & ABAC (BUERHHVEE) R 43

B R FHUES] (ABAC) 2 —EREXRE , IRIBEEBMERERTA, £F AWS , EELBHBRAETER.
B LGS RE IR IAM B (ERERAG) MFFS AWS BiR. KERBNERNLFHRR ABACHY
B—%, BIEFERST ABAC IR , A EEZENEREAEE TN ERERATFERE,

ABAC AR RMENFRIZHHEREE , WRERREELERRRFREHRTBG,

MERBERIZHIEE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 %58 , ZERNEGTESD , RHEREA.

MRBHEXESEEREEN M =ERG SR  DEZBBEMS , EA Yes. IRBBEIERLE
REEN 2R =@ R4 SR , BIEA Partial.

WEE ABAC HEFMIER |, 828 IAM EAEERF N ER ABAC?, NEEFSHRE ABAC S5
M EBERE B2l IAM ERAEEEFNERBMERFEEES] (ABAC),.

{55 FA B B B A B RHEBL Amazon Inspector

S ERRRE =

ELEAREBREREHE , ££ AWS RE TRER. MFEHMER , SFEMEL AWS RIS HiFE=
ABRHEEAWS IR £/ , 5526 IAM EREEETE IAM.

MRLEART EAEEBAGBEUNGEMSEBA | AIHEE AWS Management Console HFIIE
RER. flM, B4 AWS BAATNE—BA (SSO) EEFRKE  BRFEADRYERRE, ¥
EUEREESEAIRA  ARUAASE  LREDRUBRER. NRURBCHEMAET B
SH AV ERERETNUREAS (T4,

A LAER AWS CLI 5{ AWS APl FEHERIUBREAER., R B LUEREERREAERRE
B AWS, AWS EZRLBEELRIEAESR , MECARPIFINEHR, NEFHEHR , F2H8 IAM
FHERMZEERE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
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Amazon Inspector HY¥5 iR % £ R 5T 1]

XEEFFIIERE (FAS) =

EEEA IAM ERAERARETRTEER AWS , CEERATHR., FRELREE , BAEEHT
REEE , EMETBRBPRE S —EEE. FAS SEATRITIUAER AWS B , YESER
AWS IR B TiFRRBEEER, AFERBBRIFTEREE AWS k¥ EREE S BETRIVFERE ,
FEHE FASHER. BEUBERT , ELEERHTEMEBFNFFA. WFRE FAS FFREHBEREF
WMER , FoH (EREMITFER .

Amazon Inspector K RE A
XERKAE B

BB ACRRBEEN IAM BE |, AIREHTEIME. IAM EEST LM IAM REIL, B MRS
A, MEFAES  F2H IAM EREEETNELAGUEIRET 45 AWS R RS

/A Warning

BFREACKNEF T A o 7] JAE = T Amazon Inspector B9Zh8E, KRBT Amazon Inspector
RMUIEER  TEEEREAE,

Amazon Inspector RIS ELE AR
XERKEEAE =

BHREGFACR-—EERE. AWS BREBRZ I URBEAREATEFNACG. BREGACERETE
ZF , AWSIRF EERERBAE. IAM EESTRER , ERRERBERHSCNT,

WMER T SHEE Amazon Inspector IR EE A RNFME

Inspector KL,

A, EZ2EERREELE AR Amazon
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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Amazon Inspector £ B8R B E 1A & 15 89 B R I

#FERR , FRENAR®KERISEIEHN Amazon Inspector ERIVER, Mttt EEMER AWS
Management Console, AWS Command Line Interface (AWS CLI) 8 AWS AP R#{TT{E, BEER
FHEAEHEMEERATEENTT , IAM BEEEWIET IAM BK, A%, EEEALUE IAM B
RWEEAG , CRAEERETELAR,

BETROAERELEF JSON BERXHE2Y IAM 55 RBR |, F20 (AM EAEERE) PHE
M IAM BUGR,

NZE Amazon Inspector EEHNEMEMERERMWHFMEN (BHEESEAESFRERN ARN 1E&R) |
B EESEZDBERARN Amazon Inspector LR BE, ERANGFEH S8,

3
$

e

- BRBEE®

« £ Amazon Inspector & A

- RAAEAEREMMBCHETT

- RFFEREER Amazon Inspector #3818 B F#TIHIRM S HigE

HRREEK

LESEBIBERNBRERERZEARETUELNIREHREY, FESHMER Amazon Inspector &
Ro ELBETASELN AWSIRFELER, EREUARES S HBSKE , FER T EARE
REE

- BIAEA AWS ZSERAWBOREERER — EEHRREFAENIEERNER , FEAT
REFZERFHRGAERNAWS SEEFRH, SHELN AWS IRE. BREEBEBERIBEREME
ARHIN AWS EFEERBER , E—PREFEAER. WEFEZENRA , 528 AM EFAEEREFH
AWS ZEBEREKBEENAWS ZEBUR.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM P BERAFF T,

« R IAM BER PR E4G 1 — S REIFEE - SO LUSKREFIEEBER |, UREIESEMERNEE.
flan | WA LARBBERRG , EEX B SSL BEFTERE R, &t 7T LU R4 3R 1% B2 4 BR 78 B
ERY 1ZELAE (INIEIBISE AWS BRFS) £/ AWS CloudFormation, MEFFMMEF , FF2H IAM £/
ZIEPH IAM JSON BETE : FH.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoninspector.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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« f£/ IAM Access Analyzer B IAM BUER |, F{RFT I 24 B 7/ IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer 12 100 ZEBERERVEANTHER , THBEREZTL2EERANBR., NEEZE
F , FBESE IAM EAEEEFH IAM Access Analyzer BURERFE o

- FEEZRESMHEIT (MFA) — IRENRPIFE IAM EHERBFEHE AWS tkRF |, FFHE MFA
DESEANRZESM, WEEFW AP BRERER MFA |, 1 MFA RS EBEELNBER, NFE
ZEH , F2HE AM £HEEREPHERE MFA REHN API 7L

WE IAM FREERWHEEEEN , F20H IAM EAEERFPHN IAM 22 HIEEK,

i

£/ Amazon Inspector £ 4I|&

& E7FH Amazon Inspector REHF I E | BABHREREBRENTTE, ELFFL4E R Amazon
Inspector 7£ AWS tkF. IR ERBV K REAXEFTERENS2BBE  IEHREEXBERNER
(ERERAR)MS , TRARELNEREE,

BAREEAEY AWS CLI 5 AWS APl #THIUNFEREAHRETEREA#ER, k2 , REAHER
FEMMERIITZ API BENBERTLLT .

ATHRERAEMNARNMATLUEER Amazon Inspector 124 |, 5[ B Amazon Inspector
ConsoleAccess B ReadOnly AWS SEBERM MEIER, WEFHMAEF , 528 (AMEAEE
M) PRIFEURERE,

ARFFERAERAMMAECHEFT

WEHE REBMMEIEE , AFF IAM ERERAKRMEMGAEAESIHNAREZERR, LEL
SBEEEEA LHUEKKSTHRER AWS CLI 5 AWS API ST L BIER R,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

REFFERAEEE Amazon Inspector ZIRIE B L H TR T HigE

THHFIHRRRREEAESIT ListFindings M DescribeFindings ., ELRIEERE
B8 Amazon Inspector RIRMWERA. TEFHEHFResourceT (*) RRXKIRFHEEWFTE Amazon
Inspector EiR# L FFEITIRE,

{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action": [
"inspector:DescribeFindings",
"inspector:ListFindings"

1,

"Resource":"*"

}
]
}
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{5 A R 35 & &£ A A9 Amazon Inspector £882

Amazon Inspector #Z# R £ AWS Identity and Access Management (IAM) fRi5E#E A, RIEEE
AER—EREN IAM B  TWEIZEEEZE Amazon Inspector BH AR, RIEL A BB Amazon
Inspector EHMRFELEER , YT ERBARETWHALAPTE AWS BRI BIFTEFF A,

BR 7S E 4L A v R IR B R ER E Amazon Inspector fEELR , ABBTAEEFEHIESLEMNT

A, Amazon Inspector REIREEZHRKEZACWETT , BRIESZEEE , BRIRE Amazon
Inspector fFEEAMRAIIBEHAR, EENFIIREEHEMFITEE , H?E‘Fﬂﬁ%ﬁiﬂﬁ#bﬂiﬁ
i IAM EEE,

B AELEMBRACHMEEER , TEMBRBREELZAC, EXRTUREZHN Amazon Inspector R ELAR
BR , RARELIENABRETEINERNER.

NMEXERBEFACZEMRBNEEREN , F2ETHEE IAM EENAWS R , IHIKX Service-
linked roles (IR EFE A ) ERMTHETA Yes (B) WK, REEGERNE , URRZRBNR
BEFABX .

Amazon Inspector & H REEZL B EFTA

Amazon Inspector LBk & A& AWSServiceRoleForAmazonlnspector—
ServiceLinkedRoleDescription K RIEEE BT,

Bk AWSServiceRoleForAmazonlnspector K iE#ACEET T RBEREIZAG

* inspector .dMazonaws.com

BENABFITEEK AmazoninspectorServiceRolePolicy 58 Amazon Inspector #8 8 ix ¥ 15 E M &R
SER T HIEE -

« B)fE: arn:aws:iam::*:role/aws-service-role/inspector.amazonaws.com/
AWSServiceRoleForAmazonInspector L# iam:CreateServicelLinkedRole

IRMRRERTA , LASLRT IAM B (Bl 1AM £ E, FHERA6) BY. REIMBRREEESE,
WEFMES , F2HE AM ERAEERPHERBEEEA G,

FEREXEZAR W7 Latest 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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£ Amazon Inspector S BIZREHEAE

BAREEFHEY —EARKELAE, E& CompleteThisCreateActionInThisService 7 AWS
Management Console, 2 AWS API H B AWS CLI , Amazon Inspector #& B hR & & 1228 31 R K5 E &L
At

#mEE Amazon Inspector ZHIRWIRIEEFZE A ED

Amazon Inspector B St 55 8 #mEE AWSServiceRoleForAmazoninspector RIS ERE AR, HAE
ZREERVESSERBELAE , IR LEEVACGCABTFACER, AMm , BAFEH IAM
RimEACHIR, NEFHMAEN , F28 AM EFAEEEPNFEEREELEAC,

i B% Amazon Inspector & HE RN RIEEFZE A E

EETBEARTERBEGACHIIRNRE , RMUZREMEZAC, MR , ERLBREAN
ERTZEIHERDME, A, TFBRHRBEHEFACCE , BLEALBHRER.

(@ Note

MREEHAMPBREIRE , Amazon Inspector FEHRE EEFERAZAE , AIMBRTERAK, &
EREE  FEFHEYERWEREHRE,

EM kR Amazon Inspector & EREH AWSServiceRoleForAmazonInspector

MEREHFEE BEE |, AWS tRF EFFE AWS [E1F ¥RE Amazon Inspector fEEIETH M, WME
SEMEF |, 552E Amazon Inspector EE L B EZ,

£/ IAM FERBRBREEEAE

F/H IAM £ A5 AWS API fll & AWSServiceRoleForAmazoninspector RIS ER A&, AWS CLIA
EHEER , F28 (AM FAEER) PRBRBREEZEAE,

> # Amazon Inspector {E#% IRIEE# A Y [E i

Amazon Inspector BT EEFERERENESFFERARKEZAR, MEFMER ,
AWS [Ei3 Edum B,

D EBERERRKH 5 53 B FFE
FEATHEFTIRBHEL B AIS E#E A Amazon Inspector M IAM B[ RE BRI E REE,

3
¢
a1
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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&

« BZEFEEE Amazon Inspector FHITIRIE

- RZEREHIT iam : PassRole

« BREAFERIUNNAFEE AWS RFE 89 Amazon Inspector &R

FIZREFEETE Amazon Inspector R #TIRE
MRBWEIER , FHEREREANTEE , CHNBERSLEERH , AFFEHTEE,

TH&EHIsEER G Emateojackson IAM EAEERAERAEZEARE —BERE my-example-widget
BRNFFMENR , BAEER inspector:GetWidget FF B4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
inspector:GetWidget on resource: my-example-widget

FEHRBERT , BAFEH mateojackson EAFENBR , LFFEM inspector: GetWidget EETFER
my-example-widget B,

MREBEEWHE , BREEN AWS EEE, FHNEEESREHEENEXERE.
REZEEEHIT iam : PassRole

MRBWEIREREHITiam: PassRoleBIMENEERAR , AIXAERENBRUAF LKA CEER

# Amazon Inspector,

Bl AWS R AR ACBERXEY  TTRRUFNESACIRELAE, NE
TUAEE , BXBRERACEBEZRBHHT,

EZAMN IAM FEAEmarymajor EFHMEMA EEAE Amazon Inspector FETEIERF , 4 T IE
filgEER. BER , BFERERBEERBEEACE TN T. Mary REKAGEEEZRBEHIFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,

MRIEERMB , BRIEEN AWS EER, BNEESRMENBEERRE.
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BAEAFRUNNAGFEE AWS RFE B Amazon Inspector &R

BRLEY—EAE  BEMIRFHNEREREEBABHNASTFIENER, SIS EE R
EEEMHDEZRAR, HUXEERERNBERNFIUERIBE (ACL) MR , SR LUEA FBL R
KRBT AEFRENE RN,

WMFE-FTH L F2EUTRE

« ZE T Amazon Inspector EEF R E X EELINAE , FSE T BB E S LRI ER IAM,

- ZETHRITRAHEMESER AWS IRF WEEUE K E20 IAM FREEETEEEN S —
AWS IR F {8 IAM & F & R FEUER,

- BETHNMEERFIERMGE=7 AWS IRF , F2H IAM EREEEHHNEHEE=S AWS
tRF BER R FEE,

- METHRIOMEBHRSE Z o RUEFIE , F28 IAM £REEEPH S FIUERH G ENTETS
TERENEHAE BESED).

C EETREEESERERAACANSRAERNEELMNER B AV EAEIEETH AV
th B IE S R L

H 55508 Amazon Inspector #Z B ES§%

Amazon Inspector &L IR E R AWS CloudTrail , ZBR#EIRME T T2 Amazon Inspector ZEHH A
E , At AWS RIGFEHIRIERH, CloudTrail AEHF R HE Amazon Inspector EH AR FTE
AP| 0L | ‘@¥ERE Amazon Inspector EHERESRFI | LUKk ¥ Amazon Inspector £ 88 AP| 1R 4E
RIS,

IMEFE Amazon Inspector & ELRRF{E A CloudTrail 28RV FEBIEF |, FESREFE A28 Amazon
Inspector &8 AP| EIJAWS CloudTrail,

BRI AR Amazon E5#2 Amazon Inspector £ EhR CloudWatch , 8 BB AS R 18 E RUIKEL RE AT
& Hif FENBFHYIEE, RIBTARL , Amazon Inspector ZEHEIRE CloudWatch 1£ 5 D EERAZIEEERE
EE,

1% CloudWatch B H Amazon Inspector RRERWEN , AR FEAEHRERFLHAT FE
CloudWatch,

HFsrosxMES 12 MRS Latest 46


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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Amazon Inspector #& B ik A Y E 4

Amazon Inspector fEH RN EHEIER —1E AWS Hf, AWS E—EERY , BENBERINEFRE
BEEHERE,

AWS EEEZENEXBESRAETE AWS Service Health Dashboard .,

Rt EFEIB AWS Health Dashboard , AR ER AR ZERIRE ., ZENSERENMAFERANER
AWS Health Dashboard , 52 <<1EAWS Health Fi$§R) -

Amazon Inspector B R AV & 1R B2 5%

FE=HEZE T Amazon Inspector REIRVZEHRERMYE , MAEZE AWS S8R5 —
7. IELEETEIEIE SOC., PCIl, FedRAMP, HIPAA £%,

MERESHITEEEN AWS BHKBEE , F2EAHRE AWS BBHBEANERT. IF—KRE
A, BEBRAWS R EIAWS,

B LMERATHRE = RIS AWS Artifact, MNFEFMET , F2E T AWS Artifact PR,

£ Amazon Inspector Classic i , ZHRERETERRNERNBRE., ARNESREEURERN
EEMER. AWS R THIEIRAGBNERER

- ZEHESGHRREAFIEE  ELHNBEEAIREBERE  YRHME AWSEHBEUARERERI/ED
ZEERENIR,

« &£ Amazon Web Services F 2218 HIPAA Z&MESEY — AARSRPLAAMAIEHARILIFTE
HIPAA 22K FE AWS AR,

- AWS EHERAWS — k TEENIEMES e B A RSN EENTEH,

- FFAAWS Config BiZ A BI5R TR AIFFEEIR — It AWS Config R ENERERERTE
RIER. EXEARMERANEE,

« AWS Security Hub— It AWS RIEIRELZ SMENSHERE , HEERELR AWS EEFELEM
EEEENREME,

Amazon Inspector #E B8 fysE M

AWS £ EREBEEERE AWS M AEEEIN, AWS EERHEZEEE 5 MR A
EiE , EEEEHBBKIEE, SWEENSEHRENEKER. EBUARED , B RGTERENE

B E W7 Latest 47


https://status.aws.amazon.com/
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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REANERE  ETREES<BEBREBEMASRETEH., TRESNTAYE, FEEINER
N, HBRE-HZEENFONERERREES.

WMFEEENTARENER AWS &FA , F2RAWS £ HEREE.

Amazon Inspector R EESAAMY , UFEABSEATARENEEERTEN. MRELER
BENATAESE , cEEBEEHRAES,

Amazon Inspector B8R EA Amazon S3 AHRERERFHE , BLENERNEESE AN
%, Amazon S3 RMUMANERREREREZER, HEEFHRM 99.999999999% M4 A
., ENERGURBRARNTFRESEAREARSHER BN SEEE,

Amazon Inspector By EL 7 5L HE

ER—BZERK , Amazon Inspector KR ZF AWS 23K ZLHNRE. BB AWS R2RBEU
R AWS FEEBEEBNFMET  F2EAWS Eihts PEFRAEREEL S MNREMER
RETEN AWS IRIE | BSRELREMIHEEE AWS FHNEBHPNERBBRE.

WA LAER AWS B 24K API FELY | 3EIBAIEEFHL Amazon Inspector #& B kR, EAERSBEZET
HIEER :
- Transport Layer Security (TLS), EMFE TLS 1.2 WEZEFEH TLS 1.3,

- BfeEXEIEFAZR(PFS)WEEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), JRARF (M0 Java 7 IEFIRA) KL EZEELER,

ok, BRMACAFRE® ID FE IAM RMEEBENAE TSR REE, IF , ZALUER
AWS Security Token Service (AWS STS) RE4 TR LBEREBHER,

#EE Amazon Inspector EAEMER MR EBERNZ S HNFMENR , 52 Bthe section called “H8 5% #l
Amazon Inspector EE KRR,

Amazon Inspector #& B8 i A 7Y 48 28 RFE 2 4

Amazon Inspector RHEFRUBZARBEANFEAEREE , B URZEMEETHN EC2 #ITHE
BHNEERRIPREELHE, REEXSREREHEER K BRER. WE Amazon Inspector &
BAEBEREXNFMER , F2BAmazon Inspector fEELHE,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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Amazon Inspector BN Z 2 HIEE R

Amazon Inspector f&HIRIBHFZ L 2TheE , TELHBNEFECNRLBERER, EEREE
BE—ER , Y FRERTENZLHATR, EEREERTAETEASELREZNRESER K
WESHEHARABRERNET K MAZEERET

WNE Amazon Inspector RN Z 2 RIEEKE &2 Blthe section called “Amazon Inspector
Classic WZ £ REBEK

ZEREEHR W7 Latest 49
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Amazon Inspector KL EL{XE

Amazon Inspector EH AR R UNE Amazon EC2 HITHEENEZEEH EAMEEHEENERE,
HAEFMBBATHAIEE , BEEXESEBE Amazon EC2 #1T1EE £ %% Amazon Inspector
RARERER , MET2TEETS %,

MEBE—-STHUIMRE, BREE, EFZEREEN. BRCZEREEXREEE , URERE
REBERXM Proxy X8 |, BFSBE Linux EE R L FE A Amazon Inspector fEERIBER M EER
Windows BYiR{EREE _E A Amazon Inspector FE K E,

@ Note
T ERRBEHTFEE Amazon Inspector &R ERE,

/A Important
Amazon Inspector &L EFEX{DEE Amazon EC2 #{TREBHEER T EREEE, ©FER
#ITERPEZRBRFE IMDSv1 = IMDSV2) B958 1 R EE 2 IRIFEETREFEER., F2
BETEBTEERNEAEER , LLE—F T H# EC2 BITEBPEERMFEE Z.

&

» Amazon Inspector & B IB4GRE

« #3F Amazon Inspector EHAREBRER

» Amazon Inspector & IBE

« ERERERIER

 #% Amazon Inspector fEELE] AWS R F B 55 R 12 #l

« Amazon Inspector #&B2/X 32 R i

« % Amazon Inspector & #1/L 32

« 7£ Linux fEE R LFE A Amazon Inspector REHEAERER

o FEER Windows HIRVER#E L H Amazon Inspector & 84X 18

o (GEBIEM) %R Linux EE R H L Amazon Inspector BB RBER ZHIESIBHNEES
o (EIEM) ¥ Windows fEE R # £ Amazon Inspector BRI R BRER ZH IS HBNRE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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Amazon Inspector &L BB 451

BN BEEEEEHISRRHT , FRERHE Amazon Inspector EHREBRER, EXEMN Linux EERH
t  REEXRHUBEFIERTHERAEERNBTREATER. EXEN Windows EERKEL , KB
EXRHENEXREMNRERXRBAER , MEBEEAERRNP I LocalSystem FFAI#11T,

W8] Amazon Inspector fE BB R,

Amazon Inspector £EE X IBELEEE Amazon Inspector R REWFIEERE, EXRTRE
BAXAGIEAEHRAENEIMERER , TREXENER, i, REEX TEEE
#R%Elarsenal.<region>.amazonaws.com , RixE TEER M AH Amazon S3 FE1FET
f8s3.dualstack.<region>.amazonaws.com, ERE#<region>AKIEEIEIT Amazon
Inspector LW EFR AWS EBF, FEEZENA , 52/ AWS IP Address Ranges (AWS IP {11t &
BH),. BERREREEANAEERTRWEEVN A REETTERMZTLEETNEEE | LA
#£ Amazon Inspector Classic 2B ETE ABA,

REEASEHEBZ TLS REHIFEEE Amazon Inspector Classic B , ZEBEEEFHE EC2 #1T
ERACHBEN AWS B2 ETHRE K NEBNRAKRERSE , AFEAHTEBNPEER XHETR
H, RERFR  REEXSEXOHIAFEASBRE  LiEWREEEERENER. &S EFM ,
REEXSBUETGNIER,. EEXIET~AREBIL JSONER , IEAREEARASFHARERES
PRAARENFERESR. REEXRCEEAERSEETEE. BEBTEEET

EFAHE  REESERRARKERER , LMEFEBF TLS REMNBEFEERE Amazon Inspector
R, REEXTEBEERAPREERNRR. REERNKREEHER % , 28ERED
Amazon Inspector EFEIRETRE. RTREEXEENEIERZA , REEXNELRESEHR
RBFTEEEEBNEMGEMER, Bl , RELAREAEEZTREBEIREREREN LHERIER,

Amazon Inspector &R B EH

% Amazon Inspector EHRBREXWEH THEMS | RAR BH B Amazon S3 FTRLEMELSE
5., ERUEEFTALENEKE. ADETFHAEBLETEHATHHRBORESE EC2 HITER
FHRERRIRARE, B KEEERN Amazon BEREIRE | LEREALEA RS
B R,

ARTE-SREREEXNZ2M  AEEXNEEDEM MBI (S3) <HHEFARER TLS EiRH
17, BARFERERE, FEIRABEFRAEN EUERSKERVEE  BERECIERAE
MEARERE, HDENEFRASEFRTEPBANT, MRERNIEMER , EFREFTUERNE
mEM. &R REEXEFEFEXEARRKEENYRE. ENEABEERABTERAERNEE
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https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
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Z Amazon Inspector Btk , MAEFR THEREN -0, EEFBEFEANEARBELRER
DERARBGERER , ARk (AER) EAERKBZEERA,

& B &R amiE

Amazon Inspector BE BN EFTAHTHEEENEBNERSKRLA JSON ER, BELE
EEIE near-real-time i TLS A ZE Amazon Inspector #BH R , £ AREFE A EIFME KMS $TEN £
WNZ, per-assessment-runiE& X H L ih1FFE Amazon S3 FREEF , EREAM Amazon
Inspector &84, Amazon Inspector Classic H#1 8| 5| &7 H S3 #EFErB P mEENER, i
BRPEHSBS K ARBEBERENTGRANEEERNNELRREE, RYE S3 HFHMNERNERR
U EEEB X EFRIEHE ., Amazon FEETAHMAE LEARRERE 2, 30 X% , &
BRI =ZIRIE Amazon Inspector & E R % S3 FEFEEMBHBRKAME. B , Amazon
Inspector FEBLRR IR API = S3 fE77 BT 88 77 UL I 2R I SE A9 3& 581

£ Amazon Inspector B E| AWS 1k F &Y 55 B2 &l

R —EHZ 2R , Amazon Inspector R RAEEFTES K ETMAMN EC2 HITEBR , T EFM
IBH AWS IREMER , LLEHEZER. ©iEIB Amazon Inspector &R MR EHEEIN AR |
FEBRE IAM FEOREITIER, EFEHE K MIERERENEATZHRERE EC2 #ITEEBAE
# Amazon Inspector EHRNEREXEE . FIRIZE Amazon Inspector & B AR FEWH (HIa0FF4E B &,
LS AR ELENRIEIER) /EEH Amazon Inspector RHEFEBNERES , AREEH
Amazon Inspector & HEIR1FEL,

Amazon Inspector #& B IE R 4

3% Amazon Inspector BRI REBREXRHEINE , 52 BAmazon Inspector &R #E R,

Z % Amazon Inspector &8 #4% 12

A LAE A Systems Manager #1Tan B EZE#TER (2 Linux HERHETERE A Windows
B 1TER) =% Amazon Inspector KEAERER, HE , BHEAIUEASE EC2 11788 2 {E B!
ZEREREN. AEDNWEFRUEMES LHVIETR.

S—EEER , SuUNENEZA L "ERVMEER EELN "RENAERENX, KEUSHR , EFHMEE
B IEMFTE Amazon EC2 #{TEE L REZRRAERR,

ES- |
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- £/ Systems Manager Run Command £ %l EC2 #{TEE L ZE£ K EERX
« £ Linux EC2 #i1TER F R HEREREK
 7£ Windows EC2 #1T{E#E L R R REEKX

(® Note
AERMNZEFEBR Amazon Inspector & E R X BN A AWS B,

£ Systems Manager Run Command £ % EC2 #{TEE - 2R ERE
<
BALERARREESHTDDE EC2 #1TEE £ Z%E Amazon Inspector EHRERER, EFHER

ERFE—XEZEHTEE L (ERHEBGSES Linux M Windows AEBHNFITEE) L2E£ERER
o

/A Important
£/ Systems Manager Run Command KB 28 B 51 7~ % & Debian {fEER#K.

/A Important
EEFEAIGEE , BREEEAN EC2 HTREBERE SSM REREN , YEBAFHTTD
B IAM B, EFEFBERT , SSM REEXAE LT Amazon EC2 Windows 1 1T{EEE A
Amazon Linux #{T{E#&., Amazon EC2 Systems Manager EEEANEREHTH EC2 #1T
EEES IAM A K MBTHIHEAEAZTEENAC, NEFHEN , F2ELENFRE
SSM REBEAMERE SSM HWEAZE AR,

FEARMEEEHTHTESME EC2 HTER L2 RAEER

1. FBELLTERIR AWS Systems Manager £ &, https://console.aws.amazon.com/systems-
manager/

2. EBEE®KP , 1 Instances & nodes (FITEBEERZETRE) T , i#EE Run Command (1T T).
3. ##E Run a command (#1T#EH).
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4. HRGBEE |, #IE Amazon AR BAWSAgentE Amazonlnspector-Manage B X1, &304
‘FETE EC2 #1T{EEE £ L% Amazon Inspector EHRABREANIESE,

5. WRER , SALUERATENG AR EC2 HTEE. "EETERRTNAAENTEE LZER
REER , BALUSERAREMFE B ENER,

6. ERAREIESHTHTHNER  EHAKTRARBEFRMAGHRE | RAREE Run (B117).

® Note

B A AT L R B R E {8 EC2 #/TER (M Linux /EREAM Windows &) =K =
B, EHHREEEFERA (FRABTHSTEAER)] kit, NEFHER , F2E EL
A B

£ Linux EC2 #1TEIE L 2 RREREN
HITTHRERF , T Linux HEEHN EC2 #1TER %8 Amazon Inspector EHRAEER,
EEBHEL Linux BEBHN EC2 BiTER LLEREER

1. BAHT Linux EERFER EC2 #1T{ER , BEEEHP R E Amazon Inspector FEHEAIERE
o

® Note

2FE Amazon Inspector AEHIR X T2 EERRAVAEBIEFR , FF2B1E Amazon Inspector
XENEERBNES.

2. EBHMTTIHEP—ERTUTHEREEXRERESTE

+ wget https://inspector-agent.amazonaws.com/linux/latest/install

« curl -O https://inspector-agent.amazonaws.com/linux/latest/install

3. (BA) BERRERXRBRESHAREBERER. WHEFHMENR , S22 (BEM) B Linux B
F#E L Amazon Inspector BRI R EBRERLZEIETENEE,

4, BEZERERENX , FH1T sudo bash install,
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® Note

MRMEERE SELinux IRIFEFREREREN , BIFBEEA Amazon Inspector 188 iR A&
TERHENFBE, EAlinitrc_tMREEXRERFNBEERERESEES , UESR
BAEEERBRbin_t, A SELinux REREBRXNZH , BFEA TG SHbin_tRARE
k# Amazon Inspector EHHAITIE S :

sudo semanage fcontext -a -t bin_t /etc/rc\.d/init\.d/awsagent

sudo semanage fcontext -a -t bin_t /etc/init\.d/awsagent

® Note
EREERANEFTAR , MEEAEHH Amazon S3 THIEERAELEH. MEHEE
#F , 552 Amazon Inspector &R B E #,
MREEPBEBEFREF , FEELZEREEXRHT TGS

sudo bash install -u false

® Note
(BR) ABRARRALZKETH , FHIT rminstall,

v/

5. BRETIADLZERERRALEEHTAENERRTERE
« libcurls (AZERMTE Ubuntu 18.04 L ZH#RERER)

« libcurl3

« libgccl

* libc6

* libstdc++6

* libssl1.0.1

* 1ibssl1.0.2 (#ERAM Debian 9 L ZRRERER)

e libssl1.1(EZE% Ubuntu 20.04 LTS L ZEREEN)

* libpcap0.8

£ Linux EC2 #{TfEE L ZHAEER IR Latest 55
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1£ Windows EC2 #1T{EE L Z & RERER

#FITTIRERF , £ Windows BERER EC2 #1T{EE £ &% Amazon Inspector KHEAEE,
EEE L Windows BERBH EC2 H1TER L ZEREBEER
1. BAHIT Windows {EE R EC2 #1TEE , ARERERERN,

® Note

F Amazon Inspector REHE IR B2 EE R K FMER , 552 B K Amazon Inspector
XENEERFENEE,

2. THEHIUTH exe X :

https://inspector-agent.amazonaws.com/windows/installer/latest/
AWSAgentInstall.exe

3. (BEEEEHER) BGOSR RERARE , oiEETH AWSAgentInstall.exe WREEMNE , A
BT exe BRRZERERER,

(® Note
EREEXNENTAR , B EBH Amazon S3 THAERAELEH. MEFHMEE
A , 5528 Amazon Inspector &R IEE H,
NREERBUEDERERF , FELTERBEXRAT TGS :
AWSAgentinstall.exe AUTOUPDATE=No

£ Linux fE2£ R L EH Amazon Inspector &K EFES

B R, BEK., BEFNEH Amazon Inspector BHRREBRERNITE. BEAHIT Linux EERHEN
Amazon EC2 #1TE# , RAERHMITTIE—FERF. WME Amazon Inspector KR B EXER KV
HHER , BF2EEE Amazon Inspector XEMNEERENE T,

1£ Windows EC2 #i{T{EE L Z#REERX WA Latest 56
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/A Important
Amazon Inspector R BZ N (N4 Amazon EC2 HTEEFEER FTREEEEE, ©EH
HITEEPEERRE IMDSv1 = IMDSV2) #9158 1 IR 2 IRFEHTEEHREER., F5
RHTEETEERNERAEER , WE—F TH#H EC2 BiTERBPEERNFIES *.

® Note
REFF Y a5 H B £ Amazon Inspector fEERR X BIVFTAE AWS [EiFHiEE,

X8
« &5 Amazon Inspector &EEABFE EEHT
+ {21k Amazon Inspector &EE 3

« B Amazon Inspector &EH K HE

+ {8 Amazon Inspector i FI (L IEFE

+ EX%E Amazon Inspector fEHEARERANRERE
« & Amazon Inspector &E I

#EE2 Amazon Inspector &EHEREREN EEHT
- FERINEEARSCRERAHIT , FEAEC2HTERIEHMT TGS
sudo /opt/aws/awsagent/bin/awsagent status

HSEEEENEEATHRERIREREE LSRR ERNBEEA

{Z1E Amazon Inspector #8#14X 32

- HEFARERRX BT TS S

sudo /etc/init.d/awsagent stop

FEER Amazon Inspector fEHERBRER EEHIT W7 Latest 57
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B E) Amazon Inspector #8#4X 12

HEZMBRERR  FHTTIST

sudo /etc/init.d/awsagent start

&% Amazon Inspector B F{LIRFE

£ EC2 #1178 L L E W 1T Amazon Inspector BEREREN 2% , BA U S kagent. cFgEERF
WEEUBEREEXNITA. 7 Linux EERK L |, agent.cfg BRMUM /opt/aws/awsagent/
etc B&#Hh, BRIAERT agent.cfg BERER , BLEBREERNER A BEFRE , BEELEN

2

/A Important
MU REEE AWS Support H385| &2k agent . cfg ER.,

5% E Amazon Inspector AR BEREANRELE

BEA Linux EEXERFKLHRERENXEE Proxy X&E , FEAREENRENEERE , BRBEENER
B8, WEFESEN , 52 H hitps://wiki.archlinux.org/index.php/proxy_settings.

TR TIEFZ— :
EEARERRSEN EC2 #MTER LZRAEER

1. BB A awsagent.env WERWFEFHE /etc/init.d/ B &,
2. KTHERNRE awsagent.env LB EELRIESE

* export https_proxy=hostname:port
* export http_proxy=hostname:port
* export no_proxy=169.254.169.254

® Note

EFAAMN IS BEERERBERETNELPNE, 5 no_proxy BEIEEHITE
BB ERiR B IP ik (169.254.169.254),

B8 Amazon Inspector & B2 W7 Latest 58
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3. BEBEREFTHNSBERLE Amazon Inspector FEHARIBTE Linux EC2 #1TEE L2 £ RERE
XER,

EAMITHRRERNE EC2 MTER LEREREXE

1. BEERE Proxy X& , EC2 #ITEE LHTHRERERALER 1.0.800.1 HEHMEAR, &E
MAREBEEXNBBEMERF , BITEIB 5 Amazon Inspector fEHERERXIEEHNT BF ,
REREEARAEIRES 1.0.800.1 RHEHMmA. MREAMAREEXNEDEREF , Al
ARBIEFEL EC2 #11TER EBERXLRENREE Linux EC2 HT{EE L ZEREEXER,

2. BYER awsagent.env WIER , WRHEFHE /etc/init.d/ B&H,
3. KTHERARE awsagent.env IBEELRESH

« export https_proxy=hostname:port
* export http_proxy=hostname:port
* export no_proxy=169.254.169.254

® Note

EFRENNEHEBREEZERBERLNENPE. & no_proxy BBIEEHITHE
g RIREE IP il (169.254.169.254),

4. ERUTHT , SREEXEEABEFRS !
sudo /etc/init.d/awsagent restart

REEXEBHEREFSRELFEM Proxy BRE.

H1E Amazon Inspector & E
R EREREN
1. BAHT Linux EERFER EC2 #1T{ERE , UBRRELZERERERN,

EE Amazon Inspector & H X IE W7 Latest 59
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® Note

FE Amazon Inspector RRHE IR B2 EE R KN FMER , 5F2 B K Amazon Inspector
X ENEERFENEE,

2. FEMRBRLERERER  BEATHHD—EGS
« £ Amazon Linux. CentOS # Red Hat £ , #11T F5la 5 :

sudo yum remove 'AwsAgent™

« 7 Ubuntu Server £ , BT T 5I&% :

sudo apt-get purge ‘awsagent™

FEER Windows BIIE/ERME LFE A Amazon Inspector #& B4

BRI LARED, fF1EFE2R Amazon Inspector EHAEBRERNNITH. BAHIT Windows EERKW
EC2 #{T{H%E , YHITAZHWEMEF. BIAHE Amazon Inspector EFERFT X BN EE R 25
B , FF2EE Amazon Inspector X EWEE R K ESE

/A Important

B H Amazon Inspector EC2 # TR EE R 2 BB , B Amazon EC2 #{TEE 2 E
WER EEAHTER DEERRIEE IMDSvV1 = IMDSV2) KI5 1 IREEE 2 iREEEE (T
BER, F2EHTEETESHANEAEES , WE—F TH# EC2 HTEEPEERFFE
B

(® Note
ARERMN GBS ETE Amazon Inspector &R B FTBEAWSEF & EER,

£
- BB)TEIE Amazon Inspector EFERAEREN , ERNEERAEBEEHT

« &2k Amazon Inspector B H (X2

TEEM Windows BV RERM LA Amazon Inspector & HIE W7 Latest 60
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 FXZE Amazon Inspector MR EBERAWREXE
« & Amazon Inspector & B

ERENER = 1F Amazon Inspector BHARRERR  SRRARERREAEEY
17
&, FRAmEREAEER

1. EEC2 #1TEBL , Z#ZF [FHR]. [#1T], AEE Asexrvices.msc,

2. MRAREEAKNBT , AEE "HBH AERIHBRERE  ERAERES "EBE. = "H
79, AWS RERARBEM AWS RERAEMEXRKE

3. ABEBRERER , FRBEAEYIE AWS Agent Service (AWS REBREXIRTS) , $£&E1R2 Start
(B &), ZERIEAKINEE , MEREEF A Started (ERXE) = Running (BL1TH).

4, WMERAKRERER , 5BE AWS Agent Service (AWS RERRRE) H—TRELAE , RERE
Stop (£ A). BERBKER , REREFR BRAZRH). TEREER AWS Agent Updater
Service (AWS REEZXEHRE) , AAEERELEEREEN L RERRNWAER{ILINGERNSE
B,

5. ZERENREEARSCLRELHT  BEAEC2HTHEE K ARFEHEEFIRRGDIERT
JTo BI{E C:\Program Files\Amazon Web Services\AWS Agent , REHTT I TS :

AWSAgentStatus.exe

HHTEERBEMEERHTHAEERARE IR\ EHMBAERXNERA

&2 Amazon Inspector B2 F (R FE

£ EC2 #i1T{ARR L RE I #1T Amazon Inspector BERBEN 2% , B LlEHagent. cfgiER
PHERENEERERERNMNITA. £ Windows fEERK L , BERMM C:\ProgramData\Amazon
Web Services\AWS Agent B#&H., ERAMEF agent.cfg BERR , BLAKKEERXEAR B
ENRE  BEEEN

/A Important
MIUEREEE AWS Support 355 &2k agent . cfg IEXR.,

BRE R {F IE Amazon Inspector EHAMRAEREN , IERNEEXNRETEEHT WA Latest 61
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E%XE Amazon Inspector FHNREBEANWRESE

B Windows fE¥ R LEVSRIERENE Proxy X8 |, 5BH WinHTTP RE, EEH netsh
2 FARENERE WinHTTP Proxy , 58288 A Windows Hypertext Transfer Protocol (WINHTTP) #J
Netsh i o

/A Important
Windows E#{TEREXE HTTPS K&,

ERTYEFZ—

EEEFEAREEXARESN EC2 #HT{EE L ZEREEN

1. TELUTH .exe BF : https://dlwkotztpsnttl.cloudfront.net/windows/
installer/latest/AWSAgentInstall.exe

2. BIRSSRETIFETEER PowerShell B8 (FRRAKEEER), BIETEH
AWSAgentInstall.exe MEFE , RARBT TISHS :

\AWSAgentInstall.exe /install USEPROXY=1

ERFATHAERNE EC2 HITER LREREXE

1. BEREREMARESXE , £ EC2 H117{HE L H1TH Amazon Inspector & EBRE R RA 24
Az 1.0.059 EFHEA. ELRAREERXHWEBERRERF , BITEBRE I {F 1L Amazon
Inspector EMMRAEENX , IBRREEXRREEITER , BEREEXREEE S
1.0.0.59 [RBEFEA, MREABAREEANEBENRER , AIXERBREFEL EC2 #1T
EeE EBERZENREE Windows EC2 #1T{EEE F 2R BEXER,

2. FRMEHEIRESS (regedit.exe),

3. BIELATZ 8BS - "HKEY_LOCAL_MACHINE/SOFTWARE/Amazon Web Services/AWS
Agent Updater",

4. TELBHFEIED  BIEA "UseProxy" FIEEXE DWORD(32bit),
5. EUEEMTLKERES 1.

6. £ "HRF. REDE Aservices.msc AWS RERXBRFEM AWS REEXENERNRE , A%
EfREBEEERr. EMEREFRDEMBRER , F11T AWSAgentStatus.exe IBR FSREBH
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% fF 1k Amazon Inspector BHMAERER , IRFAREEXREEEHTHINISER 5). WIANAE
BEANMRE , YBFBREFEAMBKEDN Proxy,

H1E Amazon Inspector &K E
RRLZEREREN

1. B AHIT Windows EXRFKR EC2 #1T{ERE , BEREH P HERRZEE Amazon Inspector &K E
X,

® Note

B/ B Amazon Inspector EHMATZ BNEXRR2FHHENR , FSB & Amazon
Inspector X EWIEERFEME

2. TEEH EC2 #1T{EEE £ , 55511F Control Panel (32#l4&) , Add/Remove Programs (¥718/%BR) 2
o

3. HEEBREERXWFEED | BIZE AWS Agent , REIZIZ Uninstall (FEERZ %),

(EIFM) MR Linux EZERH L Amazon Inspector BB ERERZ
KETHNEER

AREBRABBRARU Linux BEBZEERHEH Amazon Inspector vacy BREBEFIESIHEERMEHN
BEER.

EEREERARTHEAEXK A BRRCRIVNBRHGENG D  IREERAEAEBRHZIRREENR
FEH. NLATREL , BRI S REAHEEZEABHEARZRE,

MBEHTHETESNLSEE | SHENERAM Amazon Inspector tty Invacy REBEREFHNEREEEE R
REH , FOHITRERER, FHABIE AWS Support,

BARU Linux BERE 2 EE R Amazon Inspector vacy (OpenPGP) {221 B iR A TS B 1k,
ER—EHGNUPGR L LU EN Pretty Good Privacy (OpenPGP) EZ KB R IA IS E 1,
GNuPG(tEtFBAGPG) BB H VX ERMBBNTEMME, Amazon EC2 B T BT ARRECE T
&, Amazon EC2 CLI TEMABE&BMEE, WFE PGP M GnuPG (GPG) MEFMER , S http:/
WWW.gNUPg.orge

EE Amazon Inspector & H X IE W7 Latest 63
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F—IRRBRRHERILEGE. TEREXMENLHEER  RELHEBNEEERSABSHENG
&  REKLRSBIIGEEM keyring. B keyring R—HE XN N\HEER, EEELLHER
WEBMZ®%  BURAERBEEAEINNEE,

hY

=
- ZEGPGIE
- REVNEALEZES
- REEHNEES

i

4% GPG T E

MBENEERFER Linux I Unix , BEETEECZE GPGC ITE, BEEAHIERSGEREELNR
R, REGDRTIELHPEA gpg. MR GPG TEEBZ#E , £2EE GPGC W HRRF L. MR GPG
TERRE  BEFIRTFETEZTTNER, ZUURREFEERE GnuPG .

£ UL Debian BE®EH Linux L&% GPG I E

o REWHEIT TGS © apt-get install gnupgo

£ Red Hat &K Linux %% GPG T &

o RREHEEITTIHIS  yum install gnupg.

RENEALNFER

LR T — @SB EEE Amazon Inspector vacy , & H MBS EMN SIBF B EHEMGPG keyringo
ERE FE A Amazon Inspector &\ B &8

1. BITUTHEP-HUEERMNLE GPC EESMMNEIA

« 1% https://d1wkOtztpsntt1.cloudfront.net/linux/latest/inspector.gpg &
c MUTXFEREE® K RERBUFIEA inspector.gpg WERY, BLIELUTFEER

Version: GnuPG v2.0.18 (GNU/Linux)

mQINBFYD1fEBEADFpfNt/mdCtsmfDoga+PfHY9bdXAD68yhp2mONyH3B0z1le/MXI

Z# GPG TE WA Latest 64
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8siNfoRgzDwuWnIaezHwwLWkDw2paRxp1NMQ9qRe8Phq@ewhel rQu95dwDgMcw90
gfOm1likKVHjdVQ9qNH1B20FknPDXxMDRHcrmlJYDKYCX3+MODEHN1K25tIH2KWezXP
FPSU+TkwjLRzSMYH1L8IwjFUIIi78jQS9a31R/c014zuC5f0VghY1SomLI8irfoD
JSa3csVRujSmOAf903beiMR/kNDMpgD0OxgiQTu/Kh39c1608AKe+QKK48kq07hra
hldpzLbfeZEVU6dWMZt1UksG/zKxuzD6d8vXYH7Z+x@9POPFALQCQQMC3WisIKgj
zJEFhXMCCQ3NLC3CeyMq3vP7MbVRBYE7t3d2uDREkZBgIf+mbUYfYPhrzy@qT9Tx
PgwcnUvDZuazxuuPzucZG0J5kbptat3DcUpstjdkMGAId3JawBbps77qRZdA+swr
0903 jbowgmf@y5ZS6KwvZnC6XyTAkXy2io7mSTAIRECrANrzYzfp5v7uD7w8Dk0X
10xrfOm1VufMzAyTu@YQGBWaQKzSB8tCkvFw54PrRuUTcV826XU7SIINzmNQo58uL
bKyLVBSCVabfs@lkECIesq8PTIOXMY{QJ421uATHYYUnFTU2TYrCQEab70QARAQAB
tCdBbWF6b24gSW5zcGVjdGOyIDxpbnNwZWN@Ob3JAYW1lhemOuLmNvbT6JAJgEEWEC
ACIFAlYD1fECGWMGCwkIBwWMCBhUIAgkKCwQWAgMBAh4BAheAAAOJECROCWBYNgQY
8yUP/2GpIl40f3mKBUiSTe@XQLvwiBCHmMY+V9fOuKgDTinxssjEMCnz@vsKeCZF/
L35pwNa/oW@0Ja8D7sCkKG+8LuyMpcPDyqgptLrYPprUWtz2+qLCHgpWsrku7ateF
Xx4hWS@jUVeHPaBzI9VINTHsCx9+nbpWQ5Fk+7VII8hbMDY7NQx6fcse8WT1P/Qr/
HIkKzzqQQaaO0f5t9zc5DKwi+dFmIbRUyaq22xs8C81U0DjHunhjHdZ21cnsgk91S
fviuaum9aR4/uVIYOTVWNjC533+V1czyUt5FaYrrQ50v@dM+biTUXwve3X8Q85Nu
DPNn0/+zxb73z3QCHXnuTbxZTjvv1600i8//uRTnPXjz4wZLwQfibgHmk1++hzND7
wOYAQ2]Js6v5FZQ1LQA0d7q2wuAlpg4MrolXzziDfy/9ea8B+tzyx1mNVRpVZY4L1
DOHyqGQhpkyV3drjjNZ1Eofwbfu7m60DwsgM15ynzhKk1JzwPIFfB3mMc7qLi+gX
MJtEX8KJ/iVUQStHHAG7daL1lbxpWSI3BRuaHsWbBGQ/mcHBgUUOQJyEp5LAdg9Fs
VP55gWtF7pIqifiqlcfgG@Ov+A3NmVbmiGKSZvfrc5KsF/k43rCGgDx1RV6gZvyI
Lf09+3sEI1NrsMib@KRLDeBt3EuDsaBZg0kqjbDhgJUesqiCy

=iEhB

2. EEREWESR gpg WEHMNBSRIFRH , AT IS Amazon Inspector SN E
WEAEZH keyring :

gpg --import inspector.gpg

HTEEREULTHER

gpg: key 58360418: public key "Amazon Inspector <inspector@amazon.com>" imported
gpg: Total number processed: 1
gpg: imported: 1 (RSA: 1)

FARC FERE  ERESRGKERAIT, ERENESP , SIMES 58360418,
3. HTUT@RURRBER , FAZBASRNERK key-value :

gpg --fingerprint key-value

BENEANRESR MRS Latest 65
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tHTEELEULTHER

pub  4096R/58360418 2015-09-24

Key fingerprint = DDA@ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836
0418

uid Amazon Inspector <inspector@amazon.com>

kA LA LS HIFRR |, I8 B ERXEE DDAQ D4C5 1QAE 3C20 6F46 6DCO 2474 0960
5836 0418 E£ME., LEEREMNSWIENELEMBMANSWIEN. SMEZEFT. REM
THEAF , B2 R E%E Amazon Inspector vacy RERRFIETTHE , AE B4 AWS Support,

RESHNERE

HEERREGPGTE, BEMEA Amazon Inspector acy , ARBELAELBUETE , B TUERRE
RERETHNEE,

BRE REETHREE

1. EGTRTAERL, TUTHSUTRZEESTHHREER .
curl -0 https://inspector-agent.amazonaws.com/linux/latest/install.sig

2. HE&fEEinstall.sigB Amazon Inspector vacy FEHEZEHERNWE #%&F , EHTRTIETLH
TUTHTURBREE, WEARERBLEAFTE.

gpg --verify ./install.sig

Bl H R T PR

gpg: Signature made Thu 24 Sep 2015 ©03:19:09 PM UTC using RSA key ID 58360418
gpg: Good signature from "Amazon Inspector <inspector@amazon.com>" [unknown]
gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: DDA@ D4C5 1QAE 3C20 6F46 6DCO 2474 0960 5836 0418

MEHHEEE HEGood signature from "Amazon Inspector
<inspector@amazon.com>" , RREE K INEFE , B LUEES 1T Amazon Inspector vacy
Invacy ZEIETHH.
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WMREHETE BAD signature A7 , FRELRBEERITERF. NREFERILOFE
AAERTEEN THNZEE , RERBHE AWS Support,

LT RETREFIINETNFRER !

- B WFBABBIEAENEBRETRR | REFRRABRZBREEE, EREZEAERERR
BEEE AR Amazon Inspector RENWEB NGBV EE. FEEAHERD  SESaE AWS #HL
EWEBZEH, T8, BELSRMLE TR, EHIBERT , XMW AWS #ik,

* gpg . RERBEEREENER, ERTEBESRAERE FEEENEMA) B "THRIEEE. -

MEHMES , 28 http://www.gnupg.orge

(EZEM) B Windows fEE£ R £ Amazon Inspector BRI X IR
NEZRETHENRE
I FERBARE AN L Windows BERE 2 Amazon Inspector ¥R AN EHERENEBERERF.

EEREEARTHEARRK A BRRCRIVNBRHGENG D  IREEAERETRHMZIBRREENR
FEH. NLATREBL , BRI SHEIHEEZEABHEARIRE,

MBEHTHEEDNSEE | CHENEHAR Amazon Inspector WEBEEEERHER , BIHATR
EER, BUABIE AWS Support,

A7 BE Windows FRRE LA FTHABERXALZRETHH AR
HEEBENENEFREREE :

3

#EH Amazon Services LLC

E8 83 C53A F7 8C /\FRt CBA £ CF5A247 E9B886 FC E9 % 9 54 68 EE 0B 36
FERTEM/E , FATUTEF :

1. ETHM AWSAgentInstall.exe LE—TEBEAHE , RERBERX Properties (B*) RE&E,
2. EE BUEE RSIEEK

3. f "EHBFE, iEIE "TAmazon Web Services ATl , REFBIREFE TEHMEER

4. 1EIE General (—f%) R5|EE (MRERIEE) , REIEIE View Certificate (1R ERH),

5. B [FHER R5IER , ARE BR] THINBESERRE (23] (MR B RER).

(BIBM) BRFE Windows fE¥£ R £ Amazon Inspector HENRBRERALZRIESHENRE W7 Latest 67


http://www.gnupg.org

Amazon Inspector Classic EREER

6. M T#HEFER Thumbprint (FE/) WAL AL , REEIZE Thumbprint (FEf). EEETHHNEESF
BREEEMNE.

- MRTHREPHEMNERLTESEEMEE :
E883 C53AF78C /\FR£t CBA+t CF5A247E9B886 FCEQ % 9 55 68 EE OB 36

BARFRETENREEXNREESTHBRAREN , 7L HRE,
s MRTHFHFMEAREPWVIEMERE LRETRE , FPEIT AWSAgentInstall.exe,

(IZ#EM) B FE Windows 1EE R L Amazon Inspector BRI EBRENZEIECIBENEE WRZs Latest 68
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Amazon Inspector &L HEF{E B 12

A LAE A Amazon Inspector {EEFTHEBNAWSTEE BB ( BWAWSER ) EEEMANBERS
F‘H%o

/A Important

BEl , LB ERESESEXENEEXRE LT EC2 HITHEE, NEXENEERE
MEEN AWS EFIEEBEF , 5520 the section called “XEMEZRFEMIE",

(® Note
MEEEME EC2 HTHEEHNENR , 552 Amazon Elastic Compute Cloud 3 # -

FE

- ERERNEVFMHEE

« Amazon Inspector Classic 5¥1& B #Z R #l
- BYFFHER

- MBERFFEEE

FRCRIRA BV 51 B R

& ZE Y Amazon Inspector Classic WFEEEE , BULAXELETSHEBEEHH EC2 HITERE.
ERREFRAE  FUPEEREXARBINEBENHTEEMEMAWSHER., Amazon
Inspector Classic £ S EBRE B BRZH B ENEITERE,

B8 AWS ERTERBRENRSIB/ER, fl , BULIRERSB/TEA "Name,s |, BEGEA
"MyFirstinstances . RENATERELER 2% , B LUER Amazon Inspector Classic 12
&, BETERTEIENTEER. TEECMHTERTESSEAERSREY.

ELARECCHTEREVERUEZETLERK , ZALUELACH B ERERIEAERAWS
MR/, BALIER AWS BEIZU MR SR, flil AWSEEBDEVRBERZR , AR
EC2 &fl,

BREEERAR UL E R IR Latest 69
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EAILERIE EC2 #ATERE | SERMIED EC2 HITEAR |, SF , BULESE EC2 HITERMN
FEREEEY , B, SEABRELER, KUULUEARRREES K Z—HKERHEIZE
EC2 #1T{EER

WMEFHMES , F2REREESR. WEERK EC2 HITERNFMEN , FBREREER.

Amazon Inspector Classic 54 B 1Z R #l

B/ AWS tRE&RZ A E 50 BEFFH BE. MEFHMENR , 5526 Amazon Inspector £ 8 iR 7R
o

EVFEER

&R LAE A Amazon Inspector Classic E#8 & ¥ 3 574t B &,

BuFHLEERE

1. BIEE AAWS Management Console , R #&TH 52 Amazon Inspector & 812 & & https:/
console.aws.amazon.com/inspector/,

2. HEEMMTIEE Assessment Targets (FEE E1E) , REIRIZE Create (BIL).
. 1E Name (B8) F , WATEEENER,
4. BITTIE—DER -

- BERIPHRE EC2 MITERMAAWSIRS MEE , FERFTA AT EEZEG 5.

(® Note

FRLZER  BAFGEHTUVEENAREERNME LR, NEFHEN  F2H
Amazon Inspector #& B iR %5 R %l

- FEEELRGEEHTEHEETH EC2 HTER , FHREAERYD , W AZRESB/EBAN
SWEE,

5 (BA)BUBERN , FUENTEREERXNEEE K BREEXZRELBEEPWNATE EC2 #i1T
L, EFEALEE , 80 EC2 #THEBXELE SSM KEEXAEH £FF Run Command
W IAM Af, EFERERT , SSM REENELEE Amazon EC2 Windows #1T{E#8 #
Amazon Linux #{T{88, Amazon EC2 Systems Manager EE EC2 #1T{EEMN IAM At | LUE
AHTHTHERAEEEGSHNENAR, MEFMENR , 52[E Installing and Configuring SSM
Agent B8 Configuring Security Roles for System Manager.
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_Resources.html
https://console.aws.amazon.com/inspector/
https://console.aws.amazon.com/inspector/
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
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/A Important

MR EC2 HTER LERHMTHRERER |, FEAILERASRHAERKXRAEN B w18
TER EVREREN,

® Note
HRRENFTEER  BUEE "FRETHTLTERE ) RAEHBEPHNAE EC2
Bfl ERRRE,

® Note

B A LURIRE A Systems Manager Run Command , — XFH SR EERRX T EE ZE
EC2 #1T{E#8 (23E Linux M Windows #{T{E# , WX BFEAHEENGT). WEFHEE
F , ESBEFE A Systems Manager Run Command # Z {8 EC2 #17{E#& £ %% Amazon
Inspector fXEEZER,

6. igj% Save (ﬁﬁ)o

® Note

FU U EREEEERMTEEEER , URESSETHEEDPNATE EC2 HTEE. &
REE EC2 #TER , AR EMETE, FITHEE ID. IP bt , UK (WMEA) REEX
ikEE, RERNMRETEEETIIE : #FE. TRE , ARTH, Amazon Inspector B HH
RIBMREE  BETCEEREEC2 EA LREEREETHR,

il BREPAE B 4R

BEEZMEBRFTFEER , FRTUATERF.
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il BR A B

£ Assessment targets (& B ) HEH , BIFELEMBRNW B E , AERERE Delete (MIBR). HERE

RIRTE , FEE Yes (B).

/A Important
MERET (L B RE | BB RMEEBN AT ARG EAR, FTEH7T. AEERRERERAtBE
—GHRER

BB A LAEA DeleteAssessmentTarget API SR MIBREEAE B 2,

MIBR AL B 2 W7 Latest 72


https://docs.aws.amazon.com/inspector/latest/APIReference/API_DeleteAssessmentTarget.html
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Amazon Inspector &L 8817 B E 4 F 37 8l

& A LAE A Amazon Inspector & BRFTE BT EE (AWS BERES) , REBENZRLBENTR
Ji. Amazon Inspector B EMTHEENITANZLHREENN L2 RAUEMHETHHE, &
Amazon Inspector fEHEIFWARS , RAR T B ERESCHIRETHEHTHRAHITHZERE,

£ Amazon Inspector &8 H | RAISKER, REMIEEBS ATRANRAUEN, WLLENARER
BTN EE, B0 , Amazon Inspector FEBRIEM T XER A , B LLARFTHEARESN, B
B REEAMATARINEF -/ D , UEHERINEERS , IARBKEBENRZERHE,
BAEKRE T MANLF , JEFSEYEHHEARA SRR ESAMAREMEE, HARTREIANESR
ARBREHERSHEEL,

« Amazon Inspector EHRF R AN BRERE
« Amazon Inspector #& B2 {935 Bl =

Amazon Inspector &R R AN BRERE

18 Amazon Inspector LHF AR MNBREMEBHR. EERUURLESI TP —ERUNELERS
—ERANEELIEF, EXEFFAREHEEEBEEER , S8R HE X E FE,

High (). Medium (), Low ({f) =BFHRAKRT Tt B BFHMEE EHEANHEN, TBE, TH
HZENLLEE, ELERINERNERBEERZIG TREARFEREBENREIEE.

Informational (%) FRBARARELHTWE ERLHEBNERFMHEN.
LTRREBEEREMOERENERSN .
- B — SEREMBBEFERIE, Amazon Inspector REIFEBESUZLBERARIBER , XEE

3 BMEE,

« B hEREMREALIEY, Amazon Inspector R ZREE T —E R BEM SRR RTRE |
flgn , ET —XBRIEEFHEE,

- K-EREMEELRIBERS . Amazon Inspector FEH R BB EAS W EAEBISIES future A —IBRE
E%ﬁﬂ’g_%ﬁﬁj\o

- BN — SEREAEEEAHEN. BEEBNERZREE SRR THENR , KIEFALER
RAFLEENZ M,

Amazon Inspector fEHEM PR BN BRERE W7 Latest 73
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Amazon Inspector #8837 Bl =

Amazon Inspector FHE T AEAN T HRAUEHNEEMRASE .
R ET A
- HERRIEAREE

RS -

- ERNREHEE
« Center for Internet Security (CIS) BE¥#&E 151

« Amazon Inspector Classic W& £ REB

A8 BRI AR AE

HRERAEEGHFNRAUS )T EWEIERE  LURE EC2 BT EBMNEZ£55%H. Amazon
Inspector EAXMNAEFER A EELRNARFHTRZELNER.

RRRERRANEMHER AWS A HBARE M E PSRN,

EEFRAUAEENAESHERTET , FHNEREISS T RBERANEB BN FE (2 Application
Load Balancer =% Classic Load Balancer ZHEH#TEE). VPC BEERIEHEEHFEN

VPN MLGERR, ELERAERROUBFAELERETREEETINARKER  fINEEFTENRLH
#. ACL. IGW &%,

LR AIBBA B BIEEE AWS 8% |, AR EC2 MTEBMNMRFI TR EHBRNULE, BN
EUEAMATHERTS , UEFFANERZE2ERE  MEFRERHSNEERT  EHERER
REMXBE , LHEEB VPC HFERMN VPN,

/A Important

FA R BEHTEE Amazon Inspector KRR R AR EC2 #ITEE. T8 ,
ZEREEXTRERESEEMNEFTEEEEENHEBEN. 5F27 Amazon Inspector 82
ARFPXENEERFELRERERER, IRREEXEERBTAIXEBEERFHNHTER
+ B ERED RS EEEXBTER LEE,
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https://aws.amazon.com/security/provable-security/
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MEFHBER , FSBI Amazon Inspector 3 ¥ B R BHRAEH,
73 HT B A R

MEEREN RS TUTERNEERSRRE

« Amazon EC2 #1T{E 5

* Application Load Balancer

* Direct Connect

» Elastic Load Balancer

- EMRRSAE

. HEFRARER FE (IGW)

. W FEUREIEE (ACL)
- AR

- Z2#4H (SG)

- FH

- EBRMBER (VPC)

- EHLERE (VGW)

- VPC ¥ 3

JE #RBE 0 B
WRERAE D RAEREN TERE DSBS  EHERE VPC ARTEREZRH LR

+ Internet - MM REE (‘23 Application Load Balancer # Classic Load Balancer)
+ PeeredVPC - VPC B &R
- VGW - ERFERIE

BEEERR
SHEREREREN RN HSEERENRE , FEUTRANRAERR

* RecognizedPort

* UnrecognizedPortWithListener
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/concepts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/load-balancer-types.html#alb
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/load-balancer-types.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html
https://docs.aws.amazon.com/vpc/latest/userguide/SetUpVPNConnections.html#vpn-create-vpg
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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ERAEER

 NetworkExposure

RecognizedPort

BEARASRENERERTER, WREFEC2HTERLEFEAERX  AIEENRREE D
EEHEREFRERRERATHNERERF. RERAZBRENZEYE  LEENRAEFRSEE AR

BEWR

« RecognizedPortWithListenexr— A[iFEifR 4 E #858 JT -1 2 F M PR WG 1E /N SR B AR B S 4R AV
BE K MBEERERFETEEERE,

* RecognizedPortNoListener— E#&E AliEiR £ E MR T 1L A B RERER , MEE

BE R AERNEERR

* RecognizedPortNoAgent— Al it/ ARG EIR IS EM TH A BERIERE, MRREA

HEEEHTER LREAERN | AEEY

TRAFTHERERTE

AR %%

SMB

NetBIOS

LDAP

i#1B TLS #Y LDAP
A5 B 8% LDAP

ZEIB TLS RVIE A E R B &
LDAP

NFS

Kerberos

RPC

TCP &g
445

137, 139
389

636

3268

3269

111, 2049, 4045, 1110

88, 464, 54
3. 544, 749, 751

111, 135, 530

REEARFEERE LB,

UDP Eizi8
445
137, 138

389

111, 2049, 4045, 1110

88, 464, 749, 750, 751, 752

111, 135, 530
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AR % TCP E#i8 UDP E##i8
WINS 1512, 42 1512, 42
DHCP 67. 68, 546, 547 67. 68, 546, 547
Syslog 601 514
5 EN AR %5 515
Telnet 23 23
FTP 21 21
SSH 22 22
RDP 3389 3389
MongoDB 27017, 27018, 27019,
28017
SQL Server 1433 1434
MySQL 3306
PostgreSQL 5432
Oracle 1521, 1630
Elasticsearch 9300, 9200
HTTP 80 80
HTTPS 443 443

UnrecogizedPortWithListener

AEMRELRARSIENEEE  BEHESERAPNEERF. HRAGERNZRBEEEREREERR
WEF , It REHEBE EC2 #1T{EEE L% % Amazon Inspector KIBRER B |, TREELELERF,
HEENAEEREES Low (IK) BREER.

EEEEER W7 Latest 77



Amazon Inspector Classic EREER

NetworkExposure

HEBENEREE SRR EC2 $TER LA FERZERENREEER, 1Y EC2 #ITER LEMHARK
SENZ2BENSEHES  SLRRBEASHETERN TCP # UDP EERHEELE, EINWH
BERBEE Informational (2E) BEZ K.

® RAVRE N Rk

HEATHNRIGRBRIBFTGEEFTHN EC2HTRARBERESRELERFTHENREE (CVE) b, WET
DRIAREHENRESERKENERNEZE, TEMENTAM, CVE RREALHEINEZ REE
RBERMHTSESE, NMEFHAEF , 528 hitps://cve.mitre.org/,

WMR4EE CVE HIBE Amazon Inspector fEEFIMEFIELENZRIREE F |, BETLUES hitps:/
cve.mitre.org/ LAV CVE KIEBITS (Hl40), CVE-2009-0021i8 SRRt CVE, BREM , K
RERBEEMESXNFMBENR,

¥ "TERBHEAR, (CVE) RAIEH , Amazon Inspector B ¥ FEFTIRHAY CVSS EAES M
ALAS BREMER

Amazon Inspector & & HASE ALAS BERE (R CVSS
RED)

= ER5 BEREE

th <5and >= 2.1 i

1=® <2.1and>=0.8 1=

& <0.8 N/A

HEA ISR R R 15 S5 EC2 MTER RS RBHEUTEBBEHH CVE !

« XBEIRER (#F B iE4LER)
« XBEIRER (1)

- KBRS (N EEF)

- XEIFEE (EEM)

- BN (ZHHR)

EBREAEE W7 Latest 78


https://cve.mitre.org/
https://cve.mitre.org/
https://cve.mitre.org/
https://s3.us-east-1.amazonaws.com/rules-engine.us-east-1/CVEList.txt
https://s3.us-east-2.amazonaws.com/rules-engine.us-east-2/CVEList.txt
https://s3.us-west-1.amazonaws.com/rules-engine.us-west-1/CVEList.txt
https://s3.us-west-2.amazonaws.com/rules-engine.us-west-2/CVEList.txt
https://s3.eu-west-1.amazonaws.com/rules-engine.eu-west-1/CVEList.txt
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- BUM CEE%AE)

- BUM (fR3)

- BUN (BB THE)

« BAEHE (RER)

- DAESE ()

- BAEE (F8)

- TAEH (TR

« AWS GovCloud Fa%f (EH)

« AWS GovCloud XR&B (XH)

CVE RAEIEHETEHEH ; EMEULEERZBECTAHITIIEEN CVE , tBEELFEER,
MEFZHMET , 5528 Amazon Inspector X BEERFENEHKEIEHS,

Center for Internet Security (CIS) E¥ZEi51Z

CIS fégﬁiﬁﬂﬁﬁ%%ﬁﬂﬂﬁﬁii NE  BRAHRBNTEREER  UEBEARBRTLENNEERS
%, AWS 2 CIS Z£E¥E28/\F, B# Amazon Inspector {EHRMW YK , FSEBEBEEN L
#J Amazon Web Services EEO

Amazon Inspector fEH R B AR T 5] CIS REBRAUNEH , UHBEIL T IEXERKNZ £EREE
.

Amazon Linux

* CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 1
* CIS Benchmark for Amazon Linux 2 Benchmark v1.0.0 Level 2
* CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 1
* CIS Benchmark for Amazon Linux Benchmark v2.1.0 Level 2

e CIS Benchmark for Amazon Linux 2014.09-2015.03 v1.1.0 Level 1

CentOS Linux

e CIS Benchmark for CentOS Linux 7 Benchmark v2.2.0 Level 1 Server

Center for Internet Security (CIS) E#2E 51 W7 Latest 79


https://s3.eu-central-1.amazonaws.com/rules-engine.eu-central-1/CVEList.txt
https://s3.eu-west-2.amazonaws.com/rules-engine.eu-west-2/CVEList.txt
https://s3.eu-north-1.amazonaws.com/rules-engine.eu-north-1/CVEList.txt
https://s3.ap-northeast-1.amazonaws.com/rules-engine.ap-northeast-1/CVEList.txt
https://s3.ap-northeast-2.amazonaws.com/rules-engine.ap-northeast-2/CVEList.txt
https://s3.ap-south-1.amazonaws.com/rules-engine.ap-south-1/CVEList.txt
https://s3.ap-southeast-2.amazonaws.com/rules-engine.ap-southeast-2/CVEList.txt
https://s3.us-gov-west-1.amazonaws.com/rules-engine.us-gov-west-1/CVEList.txt
https://s3.us-gov-east-1.amazonaws.com/rules-engine.us-gov-east-1/CVEList.txt
https://benchmarks.cisecurity.org/membership/certified/amazon/
https://benchmarks.cisecurity.org/membership/certified/amazon/
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ERAEER

CIS
CIS
CIS
CIS
CIS
CIS
CIS

Benchmark
Benchmark
Benchmark
Benchmark
Benchmark
Benchmark

Benchmark

for
for
for
for
for
for

for

Red Hat Enterprise Linux

CIS Benchmark
Server

CIS Benchmark
Server

CIS Benchmark
Workstation

CIS Benchmark
Workstation

CIS Benchmark
Server

CIS Benchmark
Server

CIS Benchmark
Workstation

CIS Benchmark
Workstation

Ubuntu

CIS Benchmark
CIS Benchmark

CIS Benchmark
Workstation

for

for

for

for

for

for

for

for

for
for

for

Cent0S
CentOS
Cent0S
Cent0S
CentOS
Cent0S
Cent0S

Linux
Linux
Linux
Linux
Linux
Linux

Linux

O OO 0O 0O N NN

Benchmark
Benchmark
Benchmark
Benchmark
Benchmark
Benchmark

Benchmark

Red

Red

Red

Red

Red

Red

Red

Red

Hat

Hat

Hat

Hat

Hat

Hat

Hat

Hat

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

Enterprise

Ubuntu Linux 18.04
Ubuntu Linux 18.04

Ubuntu Linux 18.04

Linux

Linux

Linux

Linux

Linux

Linux

Linux

Linux

v2.
V2.
v2.
v2.
V2.
v2.
v2.

Level
Level
Level
Level
Level

Level

S & © ©O© N N DN
N N N N © © ©

Level

Benchmark

Benchmark

Benchmark

Benchmark

Benchmark

Benchmark

Benchmark

Benchmark

N PN RN RN

v2.

v2.

v2.

v2.

v2.

v2.

v2.

v2.

LTS Benchmark v1.0.0
LTS Benchmark v1.0.0

LTS Benchmark v1.0.0

Server
Workstation
Workstation
Server
Server
Workstation

Workstation

Level 1

Level 2

Level 1

Level 2

Level 1

Level 2

Level 1

Level 2

Level 1 Server
Level 2 Server

Level 1

Center for Internet Security (CIS) E#2E15E
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e CIS Benchmark for Ubuntu Linux 18.04 LTS Benchmark v1.0.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 16.04 LTS Benchmark v1.1.0 Level 2
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1 Server
e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2 Server

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 1
Workstation

e CIS Benchmark for Ubuntu Linux 14.04 LTS Benchmark v2.0.0 Level 2
Workstation

Windows

 Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 1 Member Server Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 2 Member Server Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 1 Domain Controller Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Level 2 Domain Controller Profile)

* Windows Server 2016 (CIS Benchmark for Microsoft Windows 2016 RTM
(Release 1607), v1.1.0, Next Generation Windows Security Profile)

« Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 1 Domain Controller Profile)

* Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 2 Domain Controller Profile)

* Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 1 Member Server Profile)

Center for Internet Security (CIS) EX8E51& M7 Latest 81
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« Windows Server 2012 R2 (CIS Benchmark for Microsoft Windows 2012 R2,
v2.2.0, Level 2 Member Server Profile)

 Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 1 Member Server Profile)

* Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 2 Member Server Profile)

« Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 1 Domain Controller Profile)

« Windows Server 2012 (CIS Benchmark for Microsoft Windows 2012 non-R2,
v2.0.0, Level 2 Domain Controller Profile)

« Windows Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
v3.0.0, Level 1 Domain Controller Profile)

* Windows Server 2008 R2 (CIS Benchmark for Microsoft Windows 2008 R2,
v3.0.0, Level 1 Member Server Profile)

R Amazon Inspector RHEFFMEHTEENRRPHRSEN CIS BERE , BRI LALE https:/
benchmarks.cisecurity.org/ T B EZE B PDF R\ (FERERM) . BEESEREHIRMEL
CISE#ZEigERE BEM  URBEBREMYSXNFMEET.

MEELHMET , 5528 Amazon Inspector Z Z EEE R KN EFHRAEL,

Amazon Inspector Classic WZ £ HREEW

£/ Amazon Inspector Classic F BI# BB EN R KRB ERENEE.

/A Important

BEl , A LA LA Linux 2% Windows #E (R A AEREN EC2 BT RB T SHEELNTEEEE
o

EMEHTHIR  ASPARANRISELEFAETER R ELHIT Linux EZRFKEN EC2 #11TE
EBHEE, EERATFTEELTE Windows EERFK LEITH EC2 SITEBEAMREBEBE,
MEFHMET , 5528 Amazon Inspector T BEERBENEKENEHS,

ES |
- £A SSHREZEA

Amazon Inspector Classic I Z £ REEH W7 Latest 82
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« X8 SSH A 2
- {2/ SSH HiEE T
- REERERER
- REEBRETR
- REZBEMM

- BA ASLR

- (A DEP

- BRERKEHIH

{#H SSH RE A
IR BB HE SSH HBRXRECREAT MARKEALN EC2 HITHE.
BREH

i
BRERE

BFEERP A —{E EC2 BT EBREA/AFEMAEEB SSH HBREABERREA, ESHEMRA
R AR B B TR AT RE A
R B

BMBRBRERELN EC2 #1TERE , B ILRIRFIEIRB SSH EA, k2 , UIERFEAEEA , B
PDEREA sudo ARRA#ER, HEER SSH BIRFE A |, 51 /etc/ssh/sshd_config 8%
F & PermitRootLogin §% 4 no , AR EFEE sshd,

& & SSH < 2
IR By BT A EC2 BT EMIRER S XIE SSH BRBERE 1.
BE

s
EERE

ZEEBEET W EC2 HITEBRREAXE SSH1 , HFEERAERER RSN E B KRR

B

{ZF SSH R&E A MRS Latest 83
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R &

EPEZBEHKTHBEEDPH EC2 HITEBREAESRE SSH-2 MEHRA, &HZ OpenSSH , &
A[{E /etc/ssh/sshd_config #ERAPEKE Protocol 2 KEZNEHE, MEFMEN , B2E
man sshd_config.

=F SSH ZiEE
IR RABRHE R EC2 BT EBBREAXEER SSH #ITEBRE,
BEN

it
MEEE

ERHME B RP Y EC2 HTERREARZEEIB SSH E1TERRE, EBREZI IR NRBELRE
EEUREFEANERAERN S DRE.

R B
BEMEBEEFERAE EC2 HTERR L3EIB SSH £#THRRE  YRMAXENESRAERN S O R

FH, EEANBERADEDWAFMERINN OT8EMS., WMFEFHMERR , FFIEFS hitps://aws.amazon.com/
articles/1233/, MR EXERBEF , BXVRE/ZE SSH [AREFNAESEN IP 2it,

REEZBRRAR
IR AIE B HER /) EC2 BT ERRBRERAHR,
BEY

Gid:3
P

I&FHE B R EC2 HIT R Z R & KPR 15 RERE

PSS
MREFEANRER  RAERER/TEEEDTAR EC2 BT HEBNERRERAHR, EFE
ERAEEHEERR  UREEBRARBKIINER, TELAREEAEMSELREE , FEH

chage T H. BEAMBRRFERAERERBRAHMR , FWE /etc/login.defs BRHH
PASS_MAX_DAYS ##{i,

{ZF SSH ZiEE & MRS Latest 84
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BREFZBRE TR

LR BB SR EC2 MITERBBRERE TR,

BEMX

Gid:3
s

IEFTE B R H EC2 FTERBRRRE T RMERFE,
R TT B

MREEANZREER , BAEZEATLEEDPAE EC2 HTRBNERRERE TR,
BHFTREZBREARS BHRENNER N R, SR ERA TR ERETEEE
¥, pwquality.confX#: minlen, WMFFHMER , FS M, https://linux.die.net/man/5/
pwquality.conf,

MRpwquality.confELNHTEBLZETAN , BIAEEMinlenBIEE
Fpam_cracklib.sofE#H, MFEFMEH , F2E man pam_cracklib,

FrAttminlenBIRMERR A 14 HE K,

RERIBEMM
I35 B B M 4589 EC2 $A/TEE8 | B DR E IS MM,
BEM
i
GEAE

HEFHE B R EC2 MTER AR ERBEMMEMFIRG, EXRERERAREHENE
B, #RMBEBRAERENCEAEEARESIGFIELERIKRS,
R B

MREFEANREE , RAEREKTLEEDFEN EC2 BIITEBREARR
ER-—TEERENBHEMME. HZER , E pwquality.conf BRHPERHTHE

18 : lcredit, ucredit, dcredit # ocredit., WMFEFHMENA , 552 M https://linux.die.net/
man/5/pwquality.conf,

BEBBRETR MR Latest 85
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MEBELBHAITEE LR ETAM pwquality.conf , BIAI A pam_cracklib.so #&#8

X7 lcredit, ucredit. dcredit M ocredit #1E, WMFEFMENA , FSE man
pam_cracklib,

HhgEZENERES I AIER 1, WWTAR
lcredit <= -1, ucredit <= -1, dcredit<= -1, ocredit <= -1

AL, remember IBEMAERES 12 RE K, MEFHMER , 5528 man pam_unixo

By ASLR

R ABBRYE ST EBEED EC2 MTEBMNIEXERR LA AU = REFE#LE &
(ASLR),

BEMX

i
BREEE

1EFTME B R H EC2 BATERR I RBUA ASLR.
fRR B

RTRETEERRZEM , RAEBREHTUEBEPRE EC2 HITERBNFERERE LRUT

ASLR, echo 2 | sudo tee /proc/sys/kernel/randomize_va_space.

B A DEP

L3R R A B A I BT AL B R R EC2 BT RN EXRRK LR B ERAER BT (DEP),

® Note
£/ ARM RIEESM EC2 BAIFXF R A,

BEM

BtA ASLR WA Latest 86
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BREEE

&L B R RY EC2 $11T{ERE 1 KRR DEP,
R R

BMEREEEBEEPRE EC2 MTEBMEXRM LA DEP. EAREREENVRIIRA
DEP URBENHITEREZZLEHE,
Eﬁfﬁ%\l AN E ﬁnq:—.l-

RS EIS EMENRRERETANRRB K LB , MERARERE (EARKRFEA
EREANERE) FERELBHNBE A,

BEM

| Tt

F‘ﬁmﬁ*“

EEFEBEN—E EC2 BITERITSIBERAETEANRKE &,
R R

RTAEFHEREREM A IEBENAEERERERES |, FREBERHSE EC2 HITEENR
B, ERBERARKRFESEABRNERER A

BRERME &Y WRZK Latest 87
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Amazon Inspector & B8z T {d &5 A M FEAG # 1T

Amazon Inspector fEH R AIEBFEARLKRBIRDHT AWS BiR , HBERRBENEZL[

., Amazon Inspector &R SERIINEEREERNITAER (BH), ELEHTELZLBEN
A, BTHEFZENBERRE , URE AWS REBEANFMEANERENR. ETR , Amazon
Inspector {EBRENNER , WEH—ELZLHRAUEHETLE, &% , Amazon Inspector REHREE
S —ERBRBERFE , LEANSERERENBERLBE,

EERBER , FEIUFML B E (8% L Amazon Inspector {EELIR DT AWS BERES), EE | F
BUMEEA (ARFEMMENER). S EASARREBILHT , EHEREIMEFSELE—A
AERR.
£
« Amazon Inspector #& BT HE R
« Amazon Inspector #& B2 5F (& & 2 fR
o BEVFHEEER
o MERFTALEEZAS
o FHEET
« Amazon Inspector #EHEF(E5E TR %I
- &8 Lambda EEERE B BRI T
« 5 Amazon Inspector & HBAHERE SNS =&

Amazon Inspector #E B (L E R

AHAE AT R/ ABTEEAR , 2FTIEE -

« Amazon Inspector #& 8 ik A REFLAZH A B ENRBES

« FHMEBTHFERE — SULUEFERTNGESERES 3 28T 24 MR, RFAEZRST
EHTHFERERESR 1 /D,

- T35 Amazon Inspector &R EIX B EAEMFTEBTMRENZIRE R WIBE A Amazon SNS £
=

* Amazon Inspector fEE2 Bt (REY) , LA LUERIGERA WA EBARNF AT ELENZRER

Amazon Inspector & HFTHE R W7 Latest 88
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Amazon Inspector BBV FIGHEAR 2 , BRATUGEMEAM AWS ER—KELXE R, 0F
HMEN  BoREEFEES. AFMELAN LESTESEBMCMAYEEEHEELRNLE KK,
i , Amazon Inspector RHERIBMH T KER A | BT LURIET G B ERFLEBWFEEE, BsEE
ERSETRARARNFEMAFTGEERD , SERHEERENREEE , IREBFENRLBE, AFT
AEAN LER T EEAERREEANZSRXRER ERRESHANHTEM.

/A Important
FIREM AR | MERETER.

Amazon Inspector #& 82 51t &5 24 fR

RS AREME AWS RF 2 500 EFFfHE

WMEFHMER , S B Amazon Inspector &2 fR 7% R i

FE RVAESSET RN
R IR LA

1. B#3 AWS Management Console 33T B Amazon Inspector &2 FI & https:/
console.aws.amazon.com/inspector/.

2. HEEEHIRD , BIE Assessment Templates (FEHEIA) , AREIEIE Create (B1).

3. £ Name (88) #F , M AFAHEEINEE,

4. ¥R Targetname (EBEEW) , BEEESsMHFTMEEE,

(® Note

BIUFMEEAR , AU EATAEANER LNEE R ERARSETAEETSENAT
B EC2 #i{TEE., HAEME EC2 HTEE , #F T MEEHAE,. BTEEID. IP
ik, URAREERXARE WRER), RERXRETUEETIE: "HRRIRHF, .
FREEE) M TRHA, . & Amazon Inspector £ H iR EE LY EC2 HITER LREEER

BEAHTE , S8R TARA RE,

B AT LAE A Assessment Templates (& €548) HE LK Preview Target (FAE B 1) 1%

i, RS ECHELSEAPITE 2T EENHER EC2 BT,

Amazon Inspector #& B85 i 852% iR %I W7 Latest 89
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5.
6.
7.

10.

11.

¥ Rules packages (RAIEH) , FEEECESETAEAN —RZERUEH,

7£ Duration (B [E) , IEEFMAE AR IFERRE,

(BIEM) B SNS £ |, FIEELFE Amazon Inspector R EIX GG ETRENZRRE
B HB K SNS 7, Amazon Inspector fEE R AT LUVEIE BRI T FIE4H SNS BA :

- FHMEBITERR

- FHMEBMITERR

- FHMEBITRECEE

- BRBEECEELE

WMEEERTE SNS =EBEMFEMER , 2B A Amazon Inspector BB HIEEE SNS F£7E,

(EM) 7 Tag (FR&E) # , @A Key (£18) M Value (fB) WE. B LUE S EEERHTE DIFE(4EE
Ko

CEEM) SrEMEBERHRBAMNEBM , WA "R5I#, B8 "E, WE. Amazon Inspector FEHR
SR ELBUEEAEFIMEAMEENMERAER, SIS EABMMBRFTAER, WFEE
RIEAMERRFAEBNFMERN , 2B Amazon Inspector K EFH,

(ERA) MREFALSBARZEATIMEBERE , F51EE Set up recurring assessment runs once
every <number_of_days>, starting now (X E{RIRERLE , B <number_of days> X#I1T—IXE&
iFfE) ET R, MEA E TETREERHER (RE).

® Note

A LB S 5285 | Amazon Inspector & HIRE BB AR IEEREN T EETHRER

37 Amazon CloudWatch E4#R A, A% Amazon Inspector KHEIRtbE BB ELE A
IAM B &AWS_InspectorEvents_Invoke_Assessment_Template, LttAG =
CloudWatch ¥t Amazon Inspector f&EHEREIT API FEIY, MFFMER , F2R T
J& & Amazon CloudWatch J&8) ? W FEAUERASERH K CloudWatch 4,

(® Note

& WA LUEB AWS Lambda BIBERE B BIFHE#T. MEFMEES
Lambda B E{ERTE B B FT AT

3
B
=
2

i#1Z Create and run (B3I M#1T7) =% Create (B3),

B FEE A MRS Latest 90
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il BREP A B A

B EZMERFTEER , FATUTERF.

il BR Y Ak BB A

£ Assessment Templates (FEHEZA) BEH , BIELERBRWEZR , REZI1ERE Delete (MBR). HR
BFERRE , FHEE Yes (B).

/A Important
EEMBRFT (L EIART |, R EAEBA AT BT EEIT. BRRE BRERE BEMER.

B LAE DeleteAssessmentTemplate API 3MIBREF (L S AN,

AHEEAT

EEMNFAEAE  BUUFERERERFEHIT. RELSHIFESERSHNHTREASEER , AL
FERMEEIME AR Z IR AWS 17, MEFMER , 5528 Amazon Inspector #&HFT(HEITIRF -

WMREFEA Amazon Inspector R EZRAS |, RIS ARFTAHAEEMBAKRE —XATHOFMGE

K, BBRHITE , B LUEH Assessment runs (FHME#IT) EEREZRHITHEE., FH Run (8
7). Cancel (BUE) 1 Delete (MIBR) iR H. BUESRMBRHIT. BB TAREBTHFEMBENR ,
BIEHITH ARN, BHTFIZBNRAES. CERAZHTHERNBMHESES,

HRAFLE AN ERERT , BUBEA Run (B11T). Cancel (BUE) # Delete (fHIBR) &&=
Assessment templates (FF{&374%) B H X Assessment runs (FEE#1T) HE.

il BR &P A 1T
EEMBIERT , BRTUTER,
MBS

£ Assessment runs (FEE#11T) HE , BIFEZLEMBRVEIT , ARRIEFEIE Delete (MER), HIRFHER
R, 551EE Yes (B)o

I BR A B AR W7 Latest 91
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/A Important
MIERITE | BXFAITRIFR A BEE RMNFTE | S RS = — HIER

IR A[{EH DeleteAssessmentRun APl BRI E 1T,

Amazon Inspector #& BEF (L IE 1T R Fl
128 % A SABEE AWS IEFR I 50,000 JREFEET.
REARNEFHEETES B8N EC2 BH , LM T RBRES EET,

WEFMER , 52 Amazon Inspector £ 28 iR 7 BR i

Ei1B Lambda BBGERE B BIFHE#1T

WMREBBFTEREEMHRE | ATUEA AWS Lambda A E Y Lambda EE , A HEARE
AHEBHIT. WEFMEEF , F2SE Lambda BE

HEfEM AWS Lambda £ A5E B BFHEHT , FEIT FIIER.
& EIEIB Lambda EEERE B BT

1. & A AWS Management Console , AA%EBRBAWS Lambda £i£ A,

2. HEBEHKT , BEE BRI =[], AREE [EIL Lambda EH&(].

3. £ Create function (B EKE) BEHE L , 2 Browse serverless app repository (2% £ 7] iR 23 F& F
BAREE), ARETESWAUPH A inspector,

4. i#EEinspector-scheduled-run&[g.,

5. T [BRB., RENMBB]EEL , EBEEBEHEMN CloudWatch B , AEBHTREBEHM
R, FEARBARUZBAER K RABEFHERER, FEREXNREHTHREER W
815 P EHIB/R—IX. MEFEHFE CloudWatch BHMBLZWFFMER , FSBHTER Amazon
CloudWatch &8 ?

R EGEEY Enable trigger (BUFA B RA) EVAHR , AIRBEITHE , BTHRELAMR, %
BE LT EMHKERETE Schedule expression (HFRERIER) B PEENEHEN, MREEY
BB 5 T iE 12 Enable trigger (A8 ISR |, BU L EBRREZREBABMA L #E,

Amazon Inspector #& BT (HIE TR FI W7 Latest 92
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6.

7.

£ Configure function GREESE) EE L , EE T3 :

« £ Name (B2#) ¥ , WAKENEE,

- (iEA) 1£ Description (#iR) & , & A Al By SR B R B HER,

- HRETHKE K FREMWTER{ENode.js 8.10, AWS Lambda EX#ENode.js 8.10¥1T

B EX BYinspector-scheduled-runZ &,

- BREFEALEREEDRITHNGER, EUEBAFUNRESBEMERIATIR

{EassessmentTemplateArn,

. HWEHEEERXWTERME index.handler X E.

£/ Role (Af) MUK, MEFMEF , 52 E AWS Lambda FFAEE,

EEHTHEHE , BLEE IAM AE |, LL AWS Lambda EBHB#HIT , YAEEBHTHEFZEAS
(‘BFEEMEEER) B A Amazon CloudWatch Logse AWS Lambda SXEIR BBHTHSEA L
A, Bl , BT S5 BERM mELERE 1AM A& .

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"inspector:StartAssessmentRun",
"logs:CreatelogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "*"
}
]
}

REREIRIE | REIRIE Create function (I EHE),

A Amazon Inspector BB AL E SNS F &

Amazon Simple Notification Service (Amazon SNS) & —1& Web fR% , AR ASEIEEIFT RV IR R
REAFim, &R LA Amazon SNS RE&E Amazon Inspector & LAY E %,

% Amazon Inspector & HBHFEE SNS £& W7 Latest 93


https://docs.aws.amazon.com/lambda/latest/dg/intro-permission-model.html#lambda-intro-execution-role

Amazon Inspector Classic EREER

HEERBHRE SNS £&

1. B3I SNS £, B2 HEFRE . E31 Amazon SNS =38, BT | F5ER Access policy
- optional (TFEREK - ) B, REBET NIRERAFTMGE , WEXAREEE

a.

b.

1£ Choose method (E#E %) # , i#$E Basic (BEX),

$HY [ERHEALSEHRMIEE] P, BE[EEEN AWS IRF], RERELEEHEPEY
ETEMNEFHHEARSH ARN :

« US East (Ohio) - arn:aws:iam::646659390643:root

* US East (N. Virginia) - arn:aws:iam::316112463485:root

* US West (N. California) - arn:aws:iam::166987590008:root

* US West (Oregon) - arn:aws:iam::758058086616:root

* Asia Pacific (Mumbai) - arn:aws:iam::162588757376:root

* Asia Pacific (Seoul) - arn:aws:iam::526946625049:root

* Asia Pacific (Sydney) - arn:aws:iam::454640832652:root

* Asia Pacific (Tokyo) - arn:aws:iam::406045910587:root

* Europe (Frankfurt) - arn:aws:iam::537503971621:root

* Europe (Ireland) - arn:aws:iam::357557129151:root

* Europe (London) - arn:aws:iam::146838936955:root

* Europe (Stockholm) - arn:aws:iam::453420244670:root

« AWS GovCloud (US-East)-B# : : 3 : : 206278770380 : aws-us-govig
« AWS GovCloud (US-West)-B% : : 3 : : 850862329162 : aws-us-govik

$HY [ERERLFTRLLEE] , BEF EEERN AWS IRF] , REELERY T BN EHE
ABRFH ARN,

EEREBCRE IAM EAFIEEPATRNIEE BB EPTIRK Inspector K AERENEIF |
BEAT N HIEE -

i. 1#IF Advanced (¥Pg). EREMEI JSON #fREER.

i.  HIETBRY

"Condition": {
"StringEquals": {

EAmaZOn |nspeCtOr$§§£ﬁﬂ_ﬁESNS§?\ﬂ% SourceAccount <your account Id here>’ Hﬁ7$\ Latest 94
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"aws:SourceArn": "arn:aws:inspector:*:*:*"

'h

e. (A& ) BB aws: SourceAccount fl aws W HE ftt & FH SourceArn , FE2 R IAM R EIERE
RS ERE L TXER.

f. BREEEFTTENHEHMEE , RERIZEE Create topic (BUEH),
2. (BEM) FEEBVUMNEMN SNS £ , F2H SNS AR ABREEPHFELEME,
3. ATHREBCRT Inspector #HHA/E KMS ZRIVEERITF , FIRBUT HM SR IRE -

a. BIfE KMS E#ZAFH CMK,
B EimeE.
c. FTETIIRM :

"Condition": {
"StringEquals": {
"aws:SourceAccount": <your account Id here>,
"aws:SourceArn": "arn:aws:sns:*:*:*"

4. REFFEYNETEREVIE. UFFMER , F20 HERE | M5 E Amazon SNS £,

5. FEMARLCHRRTEIRN K BETERMGIEE, WEEZEN , S22 HEHRE  KHASR
# %) Amazon SNS X8

% Amazon Inspector & HBHFEE SNS £& W7 Latest 95
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Amazon Inspector KB 2£ 17

%3815 B & Amazon Inspector &R EFT A BN EEHER BN BEL2EE, RREEBSETR
f£ Amazon Inspector fEHEFEARFEIB APl, AERRTERLBBENFMBRREZBVRARS L,

Amazon Inspector £ R &R % , HAILUBIEA Amazon Inspector & EBF M2 EHAEMRRIREM. E
EEMRRTREBFIER.

UBMREMFAEERESAREERL RN ITERE, fll, BUSHTIGER  HERBENL
2 AENEE  EETRAREREY. BRMNBUMNRAERREE, SV HBAEHTHF
—EHRENEZTR K MREBENESZLBE, 3 F , ZUREERS —EREERERET —
RENGEIRMBEEEFGERR, BAMS , ETERERBE , Y IMAEE , ERY—EE
Status /Urgent ZH5|@#/EMHENBMY Uz BEXEE, WUUFEABMERIEEEHBREBER
2BBENIEE, BHME , ZEKFHREEREN TERXRIE Bob (AT RS TEE) , RITSE
& Assigned Engineer /Bob Z5|#/{EHAMN B REREE,

FHEEFE
EEELER Amazon Inspector LR IVIER EEK T HIERF-
2. 2. ERBUYEREE

1. &% AWS Management Console 3T B Amazon Inspector & B2 H| & https:/
console.aws.amazon.com/inspector/.

2. HITEHER , EEZE Amazon Inspector B TR AFN "RI\EE , HE , URBENRIRE
Ho

& AT LATE Amazon Inspector & EE A TERR, EE LN "EERRER EBRPFEFRR
HEIRIBE,

(® Note
BAHERATMEETY  SEEBRBHELENTERR. TBEEFETRATRE LT
fir, ITTRABREREN TR, EEEREDIERRS I A TEAITH RN AR
B, TRRELETENBEBE.

3. FEMARTCHESENFMEN  HRIEXBESEM Expand (BB NI E, MEBENFMHE
AEETHEE

EREERE MRS Latest 96
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- FHMEEENEE , Eh M ®REE K EC2 HITERE.
- ARELLAEERNFIEEEAERE,
- FHMEBITRBER,
« FHMEBITRRE™,
« FHERITIRE,
- RAEHNER T 2SBRUREERNRAL
- AEBRNERE,
- AEBERNBEM.

- REEBAREFD RE (CVSS) NREBREMFHMES. HTERERAERR HERBHERTE
RAEHPHBRIFTHEE) B CVSS [ER CVSS 2 BIE1E (‘2 CVSS 2.0 A 3.0 ix), WME
CVSS WEHMER , 582/ hitps://www.first.org/cvss/o

- REMBWEEEEHO (CIS) WREREMFHEEY, ET2FRERER (H CIS E¥#2
ZEEEHTHRAESE) N CIS HEER. UF CIS BENFMER , F2H hitps:/

www.cisecurity.org/,
AEREROER,

- BATRNERSR , BUBSERERARAMERNBERLBE,
4. FERBUIEHRERE , BiEE Add/Edit Attributes (FTIB/iREB ).

BRI ERI T EANFEBEERAGAEER , FEEBFNEARREA BB RBERITEH
TAEENMERERER, Su s EECPNRRIEE | £/8 "E8,) 91 "R51E8,
TE ., W, MEFMENR , 5528 Amazon Inspector &8 #5144 &AM EHITo

5. EERPEFRRELARESR , HE2 Findings (FAERER) EEALANB TEE, EHEAFHR
F , #$E Export all columns (EE HFTE#) =X Export visible columns (& 7] &.##).
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F CloudTrail FTWEMEF , &7 0T LLHETXZE Amazon Inspector Classic FIEER., IBHEERE IP #
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FIEREESSEHBRNEEEA,
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« ZERRBFEARE AWS Identity and Access Management (IAM) fEA&EZEAERHEH
- BEZBERE , REAFERATHEACEIBE I FAENERZEZAER
- ZFEREEHS —EH AWS RERESY

MFEFHMENR , 528 CloudTrail userldentity JTE,

T Amazon Inspector FEEL A EEERIER

EMtR—EHERE  EBSHURFBERNERARNSEEIEEN Amazon S3 #7787, CloudTrail B
EEE—3ZEAFERE., —EBE4HATARRIREMNE—FR , XITEFREBE. BEN B HMERE
DR EMERSESEHMBERSENET . CloudTrail BFENLIEMAHE AP I HEEEBHEEF , B
AU IS EIEFHER,

AT €8 fI# R R R R Amazon Inspector & EixAY CloudTrail B#E B CreateResourceGroupit
E:

"eventVersion": "1.03",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::444455556666:user/Alice",
"accountId": "444455556666",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-04-14T17:05:54Z"
},
"sessionIssuer": {
"type": "Role",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::444455556666:user/Alice",
"accountId": "444455556666",

"userName": "Alice"

},
"eventTime": "2016-04-14T17:12:347Z",
"eventSource": "inspector.amazonaws.com",
"eventName": "CreateResourceGroup",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.179",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"resourceGroupTags": [
{
"key": "Name",
"value": "ExampleEC2Instance"

1,
"responseElements": {
"resourceGroupArn": "arn:aws:inspector:us-west-2:444455556666

oclRMp8B"

1,

"requestID": "148256d2-0264-11e6-a9b5-b98a7d3b840f",

"eventID": "e5ea533e-eede-46cc-94f6-0d08e6306Ff0",

"eventType": "AwsApiCall",

"apiVersion": "v20160216",

"recipientAccountId": "444455556666"

:resourcegroup/0-
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Amazon Inspector ecurity Security Hub 2 HAWSZ £ B EEE K\ (ASFF), £ ASFF & | Types
WO IRMEEFEREAE, KA Amazon Inspector BB EFE AL EB LA T ETypes.

- BBRMERRE/IRE/CVE
- BRNEBRE/AWS REREBH/MBIG T RE
c BHAREMET/ATENEERE/CIS THB(LEXE

BEixREBEFELE

Amazon Security Security B B EEER , BESER 2 EXREIEXZE Security Hub,
#E A Security Hub BRFE R

R Security Hub A , Amazon Inspector Hub 2 EREEBERE , EFIWTIBEBE,

B ¥ Security Hub FHVIR ERIESE

H EIREEEEIX E Security Hub # , Amazon Security Hub € 5 37 [ 2855 B LA Ix BR ¥ RS RE S5 BE SR B Y

HMBERER, EAFEHEL Amazon Inspector #E , Security Hub H#9 Amazon Inspector & R E
|

\

\\

o

REDEBRNVABEEFE

Amazon Inspector Security Security Hub € FIAWSZ £ BB FE K (ASFF),

E R E Amazon Inspector Ky 82 Bl 5 5E5E B8 £ 41,

{
"SchemaVersion": "2018-10-08",
"Id": "inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f60cb6d443d8",
"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"GeneratorId": "arn:aws:inspector:us-east-1:316112463485:rulespackage/@-PmNVQTcd",
"AwsAccountId": "111122223333",
"Types": [
"Software and Configuration Checks/AWS Security Best Practices/Network Reachability
- Recognized port reachable from internet"
1,
"CreatedAt": "2020-08-19T17:36:22.169Z",
"UpdatedAt": "2020-11-04T16:36:06.064Z",
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"Severity": {
"Label": "MEDIUM",
"Normalized": 40,
"Original": "6.0"

},

"Confidence": 10,

"Title": "On instance i-0c1@c2c7863d1a356, TCP port 22 which is associated with 'SSH'
is reachable from the internet",

"Description": "On this instance, TCP port 22, which is associated with SSH, is
reachable from the internet. You can install the Inspector agent on this instance
and re-run the assessment to check for any process listening on this port. The
instance i-0c10c2c7863d1a356 is located in VPC vpc-a@c2d7c7 and has an attached ENI
eni-078eac9d6ad9b20dl which uses network ACL acl-154b8273. The port is reachable from
the internet through Security Group sg-@af64c8a5eb3@ca75 and IGW igw-e2@09d785",

"Remediation": {

"Recommendation": {
"Text": "You can edit the Security Group sg-0Qaf64c8a5eb30ca75 to remove access
from the internet on port 22"
}
I
"ProductFields": {
"attributes/VPC": "vpc-a@c2d7c7",
"aws/inspector/id": "Recognized port reachable from internet",
"serviceAttributes/schemaVersion": "1",
"aws/inspector/arn": "arn:aws:inspector:us-east-1:111122223333:target/0-8zhlcWkg/
template/@-rqtRVOuUO/run/0-Ck2F6tY9/finding/0-B458MQWe",
"attributes/ACL": "acl-154b8273",
"serviceAttributes/assessmentRunArn": "arn:aws:inspector:us-
east-1:111122223333:target/0-8zhlcWkg/template/0-rqtRVOud/run/0-Ck2F6tY9",
"attributes/PROTOCOL": "TCP",
"attributes/RULE_TYPE": "RecognizedPortNoAgent",
"aws/inspector/RulesPackageName": "Network Reachability",
"attributes/INSTANCE_ID": "i-0cl1l@c2c7863dla356",
"attributes/PORT_GROUP_NAME": "SSH",
"attributes/IGW": "igw-e209d785",
"serviceAttributes/rulesPackageArn": "arn:aws:inspector:us-
east-1:111122223333:rulespackage/@-PmNVQTcd",
"attributes/SECURITY_GROUP": "sg-Qaf64c8a5eb30ca75",
"attributes/ENI": "eni-078eac9d6ad9b20dl",
"attributes/REACHABILITY_TYPE": "Internet",
"attributes/PORT": "22",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
inspector/us-east-1/111122223333/629ff13fbbb44c872f7bba3e7f79f6@0cb6d443d8",
"aws/securityhub/ProductName": "Inspector",
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"aws/securityhub/CompanyName": "Amazon"
.
"Resources": [
{
"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:193043430472:instance/i-0c10c2c7863d1a356",
"Partition": "aws",
"Region": "us-east-1",
"Tags": {
"Name": "kubectl"
},
"Details": {
"AwsEc2Instance": {
"ImageId": "ami-02354e95b39ca8dec",
"IpV4Addresses": [
"172.31.43.6"
1,
"VpcId": "vpc-a@c2d7c7",
"SubnetId": "subnet-4975b475"
}
}
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
},

"RecordState": "ACTIVE"
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MAF L EEREERE

EEEZIASREEFEMEIXAZE Security Hub , A LAERA Security Hub £ A= AP,

BAERERS WA Latest 127


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html

Amazon Inspector Classic EREER

EZHEANBARERSENBERENRE ERA)TRECARESERBEBENRE (Security
Hub API, AWS CLI)F#IAWS Security HubfE &5/,

= L EXEREEE WA Latest 128


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-console
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api

Amazon Inspector Classic

ERAEER

Amazon Inspector ARN

Amazon Inspector Classic FHE{EEREE M#H A EHEE —EMHEB A — Amazon Resource
Name (ARN),

P

« Amazon Inspector £y ARN

« RAEHHK Amazon Inspector

DKES (BEHE
DAEE (B
DREE (RE

- BN (EEW)
© BOM (R%)

- BN (FETEE)

* AWS GovCloud (US-East)
+ AWS GovCloud (US-West)

Amazon Inspector B ARN

£ Amazon Inspector Classic 7 , T ERAE R,

SR, TR, TERTARIUER, &

L R £ B2 E AH BRI ME — Amazon Resource Name (ARN) , #1 N &R Ro

EREH

BIREHE

ARN #& 3

arn:aws:inspector:
group/ ID

region:account-id :resource

Amazon Inspector #9 ARN

MRS Latest 129



Amazon Inspector Classic

ERAEER

AR
SEEE
FHEEA

S

BEBE

ARN #&=
arn:aws:inspector: region:account-id

arn:aws:inspector:
d :target/ID:template:

region:account-1i
ID

arn:aws:inspector: region:account-id

template/ ID/run/ID

arn:aws:inspector: region:account-id
template/ ID/run/ID/finding/ ID

#H RIE4H Amazon Inspector

TRETFEZZEEES Amazon Inspector HE R BIEHH ARN

ES-]

KEIRER (1)
XEIREAR (HES fEadb#P)
KEIFA AR (hnFI e ZE1EER)

DmAEE

5)
DKXEE (BH)
DXREE (EH)
)
)

(

(

(
B ED (BRENF)

(&

(

(

DAREE (KRR

BN CEE=E

BN (ZEH)

B (FRE)

BN (BTEEREE)

AWS GovCloud (US-East)

AWS GovCloud (US-West)

=k oo

B,

:target/ID

:target/ID/

:target/ID/

FRAIEHH Amazon Inspector

MRS Latest 130



Amazon Inspector Classic

ERAEER

KEIREP (FH)

RAEHERE

Common Vulnerabilities and Exposures

CIS FRRRLLBEEESERER

WRRIEARAE T

KEIREP (#EH ERzdLER)

RAEHERE

Common Vulnerabilities and Exposures

CIS FRRRLLBMEEESERER

ARN

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-InA8Zp85

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-m8r61nnh

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-cE4kTR30

arn:aws:inspector:
us-east-2:64665939
0643 :rulespackage/
0-AxKmMHPX

ARN

arn:aws:inspector:
us-east-1:31611246
3485:rulespackage/
0-gEjTy7T7

arn:aws:inspector:
us-east-1:31611246
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3485:rulespackage/
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ARN
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0008:rulespackage/
0-TKgzoVO0a

arn:aws:inspector:
us-west-1:16698759
0008:rulespackage/
0-xUY8iRgX

arn:aws:inspector:
us-west-1:16698759
0008:rulespackage/
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6616:rulespackage/
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arn:aws:inspector:
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6616:rulespackage/
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ap-southeast-2:454
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ap-southeast-2:454
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