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"accountStatus": "REGISTRATION_SUCCESS",
"creationTime": "2022-07-28T11:31:22.603000-07:00",
"customerAccountId": "©12345678912",
"iamRegistrationResponse": {
"errorMessage": "",
"registrationStatus": "REGISTRATION_SUCCESS",
"roleArn": "arn:aws:iam::012345678912:role/AWSIoTFleetwiseServiceRole"
.
"lastModificationTime": "2022-07-28T11:31:22.854000-07:00",

}

AfRET AR T ESR—&

« REGISTRATION_SUCCESS— 3 AWS &R 2 K IhaE .

« REGISTRATION_PENDING — AWS loT FleetWise [EEREFIMFER. UBERANEER pETEE
5EMo

« REGISTRATION_FAILURE — AWS loT FleetWise x5 AWS &R, EHEZBH.
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BB A AWS loT FleetWise

EiB AWS loT FleetWise , B LAY EE, BIEREHER, FAATHPHNHEREMBAER AWS
loT FleetWise,

EERATH AWS loT |, 2B T 5 ERE FleetWise :
- BEREANERK

- EHEHER

« BY, HENEEER

- BEVAEEERK
- BRTHEHBRENEREFR

£33

BAEERS — {8 AWS 1R T EERIA A AWS loT FleetWise, HIREZEIRE |, F3R 2 E AWS
loT FleetWise,

EARIEA AWS loT FleetWise W21, MFEFMER , FSE AWS loT FleetWise i B EH, &
AILAER R TEE L REES I AWS Management Console 2 FHIEF —{@ &1,

B EE R

BRI AR HRE Edge RERERNRIEAFIRERIEFE AWS loT , FleetWise I T #% 404 58 2% & A 1
AWS loT H:2#&RERE X HKE FleetWise, AEREMA AWS CloudFormation #4R., ©& 51 8&8E
EBEREEXNSZEE. BHREEREREN , REE Amazon EC2 Graviton LB EBHAERERR
B OURELEREMNER, LREHEMRESE  SULARELTRE %, EWMER, BEREA
BE., B, ERNTIEEE — 2HEERT, MEREAFIREBNEFMET , FATTHBEUT
# Edge Agent EREEFRE A BIEM.

THEIREAF RS

1. BEZE AWS loT FleetWise F12 &,
2. ERFEEM [BAKRER AWS loT] FleetWise EEH |, i&1F [{R%K Edge REER].
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https://docs.aws.amazon.com/general/latest/gr/iotfleetwise.html
https://console.aws.amazon.com/iotfleetwise/

AWS IoT FleetWise HBEABER

Internet of Things

Aws IOT FleetWise Get started with AWS loT

FleetWise

U n |-O C k t h e Va |~ U e Of Create a vehicle model to get started with

AWS loT FleetWise. Models standardize

Ve hiCl_e d ata the format of your vehicles.

With AWS IoT FleetWise, you can model vehicles, transform binary data into View models
human-readable values, and control what vehicle data to collect and when

to transfer selected data to the cloud.
‘ [/ Explore Edge Agent

WERTE : FARBEA AWS loT FleetWise (X324

£/ AWS IoT FleetWise BULFEIRFMI AN , REABLERWE, ERVNERBRNENEEE
o RATLARHREREMBE REE, ENUEMEA N RANERERRREE  ShsEERERER
BREREDEEE , BEREEAE,

AR BRERPMMBAEER AWS loT FleetWise, EiSBBMMERTERHER (HEEE ), BESN
BE., ERMMNER.

WE AWS loT BR T4 MBS FMAET FleetWise , B2 BAWSIoT 201 FleetWise &4,

FEETIERE 40 45 DiE

/A Important

BEEBL(F N REBETFEHN AWS loT FleetWise BRER, MEHMER |
AWSAWS loT FleetWise EEEMH FleetWised# loT,
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&

- DERHE

« B 1 B’RE AWS loT KB HBFREEXEE FleetWise
- SR2: BUEHRFHER

- PR3 RIERBREE

HBER (E2AH) 14


https://aws.amazon.com/iot-fleetwise/pricing/

AWS IoT FleetWise HBEABER
- R4 BRERBRFE

- S5 BUEH

- SB6: BUBELEH

- SB7.ER

- BESR

HE R

EETRUAPHERE  CEAFTETIER

« —B AWS tRFE. IR ERE AWS IRFE |, 582 BAWS Account Management 2Z15R AWS tRFE
MEI,

- FEZ AWS B3 8 AWS loT B FleetWise, B &I , ZEEIRIP (#SEEILE) MBN (B =E) X
£ AWS IoT FleetWise o

« Amazon Timestream &R :

« Amazon Timestream BiRE, WMFEFMEFA , F2 B Amazon Timestream FEABEEFHNE
S ERE,

« Amazon Timestream F&IZZ# Amazon Timestream RGRFENEIR, MEFHMEA |
Amazon Timestream FAZ A B M H M E T RIE,

2
W

B

FEE 1 5RE AWS loT Fi2F A IEBREXEEE FleetWise

@ Note
S EBHE CloudFormation B AERNER., BHEUFERARERRERENL
CloudFormation &, MEFHMEN K FSREGERRERFHEZAEIEF,
RERKEHEERAERYT , kS EMEE,

E A FleetWise & AWS loT # Edge Agent X A B EHHEE R 2 BHWEH. c2EWRBERNK
EFRNVER , RPUNMAREREFERKEER,

& EiRIE Edge Agent B 88 |, RBTE—MREARBIT T HIENE -
1. BRUEE CloudFormation 4%,

DRRM 15


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-creating.html
https://docs.aws.amazon.com/timestream/latest/developerguide/console_timestream.html#console_timestream.db.using-console
https://docs.aws.amazon.com/timestream/latest/developerguide/console_timestream.html#console_timestream.db.using-console
https://docs.aws.amazon.com/timestream/latest/developerguide/console_timestream.html#console_timestream.table.using-console
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://us-east-1.console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateUrl=https%3A%2F%2Faws-iot-fleetwise.s3.us-west-2.amazonaws.com%2Flatest%2Fcfn-templates%2Ffwdemo.yml&stackName=fwdemo

AWS IoT FleetWise HBEABER

2. HE[REEBRIUMEB|EEL K YR [MEERE], @A AWS loT FleetWise EFHEBNERE, HER
—EBEEHNEE , Ttk AWS CloudFormation IR YN EREZB LBETR AR,

3. & "BEL T, AEMBMEBENZEEABRRE.

a. ERXNEAUEBEFRERNNSBREMERFTNERBE,

b. loT CoreRegion-Z A LUEIBE# loT CoreRegion Z28RIEEEM Y AWS loT W EE., &
HAFRAERAREIL AWS loT FleetWise B R EiH, MEFHMEN AWS B , F2
Be [ 35 Al (B 13i-Amazon EMIEE Eif,

4. 1 [hEE) BERA |, IBEUS HRLARERR AWS CloudFormation 23 IAM &R,
5. BIE TEUHE, K ARBESEAN 1508 BHBMREETR "TEY _ TR .

6. FEMBDEECEY  FEEFEMEE RoIER , ENBERE , AREK
CREATE_COMPLETE.,

fwdemo ® X

Overview

Stack ID Description
arn:aws:cloudformation:us-east-

1:012345678912:stack/fwdemo/bd04af20-a269-11ed-bf1d-
0a56266679b7 [A

Status Status reason

() CREATE_COMPLETE

/A Important

BEBL(FIREBETFFEHAMN AWS loT FleetWise ERER., MTEHMER |
AWSAWS loT FleetWise E{EEME FleetWiseF # loT,

3
¢
a8
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#using-regions-availability-zones-setup
https://aws.amazon.com/iot-fleetwise/pricing/
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2 BEUEGHER

/A Important

84 ETE 10T FleetWise FEEAEHREVEARBRRER AR AWS HFFHER , ki |
£/ AWS CLI.

s

BRI ERERERREENVERFNEN , SR ERFTEVERPAR < ENER, BEUEHEE

+
B,

thERIERE &K, EREZEREVERNES  TUEEEAUAREREE, FRELER

ARDEEHERREFRERNNEREE. Bl , AWS loT FleetWise lRFEE AWS EiF {EIRFE
TE-EARBH, EENREBEREREENEIBRES — 3.

BUBERHER
1. BARX AWS loT FleetWise £ 4,
2. HEEEBEBEKRD | BIF [EEEE
3. & THEHANE BEEL EE TEVEHEE,
4. £ "—MERA BERP,  MAERAUFNEE , Sl "EHEH 1, , UREREMER, AREET—
¥,
5. REFRBHPEE—ERZEER. ZUUEESEHPRBBERARE , RBFEFIRIFA,
Flan | A LGREERRB O MBRER DWA , MEREEELAFHEENER, BET -5,
6. EELZM dbc XHIRAMERELECH, BET—F,
(® Note
EARYERESD , BULUTHE dbc ERLVETHZER ELE,
7. REWERESIIEEY K ARAREE "T—F, .

a. ER-AAERATIEBUHNER  fluRsmeBliREAH,
b. EBEREE-EERERENERL  EFENEE,
c. Ef-(BEM) WMAENE, IHNLEFERE,

d. BEBR-(GREM) BAGHERENSEME , WVehicle.Engine.Light. % () R "X EHRBTFE
o

e. TERE-(REFM) BARRE.

SER2: BUBERHER 17


samples/EngineSignals.zip

AWS loT FleetWise HEABEE
f.  EREA-(EREM) WABMENREA,

8. BELBWERE, ELEMIFR , FHEE Create (B1), RREETEA , RPALHWERBE RS K
&M,

© Vehicle model created X
You successfully created the vehicle model: demo.

AWS |oT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- @ ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified

J arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)
1:012345678912:signal-
catalog/DefaultSignalCatalog

SR 3 AIBREIRRBE

RIS BERGE T MERELEER, M SNEETEE) AWS loT FleetWise 1S AS BB S
BROEFEAEBRATSTHOAETEE, PFEONRBSEHEREh BRBESEENESF. B
BEOTESEEERBEMEAN CAN = OBD HENEE. BiBSREHRABEEHRIEHEEBER,

EERVMIBRENEE

1. BIRRK AWS IoT FleetWise 24,

EEEBERT | BIE [EWERE

£ TEREN, B4 BEEEANAERIGIEENERIR,
BIEREMEESEE,

w0 DN

HER 3 AIEBEIREE 18
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R4 BERBREE

BERERRREATE

&H

/A Important

RIESEAEA AWS loT FleetWise TR AERIBREAFTEPRERBERRER AR, HRh
EfEA AWS CLI. iiFFMEA , F2E g2 FH8R5E () AWSCLI,

1. RTRBEBMBBRFE A FLEBARBNTERLR, RAREET—F,
2. HENME-HZEMBNEF , FEE CAN_THEZH OBD_NEEE,

- REDE (OBD) MH- IREREEEZBRZEERNNAEE FEHIE T (ECVU) 2EHEITER
MEBEAHE 6 FREBLNAEHER, WEAGERHFZZESHWENRTE (DTC) , A HEHEHEAR
Eﬁﬁ:ﬁ%o

- ZHEISREEMAR (CAN EREE) MH- REVEER ECU cHERBAAXNBEAME , FiF
BUNEEE, ECU TR BEFET, RERBERFARM.
. BAERITEER.

4. BFERFARFTEE[EAE , FROBFEPEE-SEHAR.

5. REEL—ESRIHMENARBERBRAR. EZREBFTER  FLE doc BR, EWE
RPN ESEERBL RRERREREY , EUARIRPBEEXER,

6. EEMEEHMERNE  FHEE NERK H], EATRNERERIEE  FRE (T D).

7. REGHERE , RREE (BY], 1R —{RBH , RPLHFRR[FESRIRE.

SER 5 BUEH

£ AWS IoT A FleetWise , EIi 2 RBR B4 EPHNERBEWMNERKR, MERMEREREFEELN
HRHFSERERNWAREE K MERINSHENSHEREILDN loT . BLESFMEERERE
W55 A E MR

DEARMF

1. BRRACEBVEHARNMBBRNEFE., B FEIEFLENRERST S "ERAY.
a. EERRERIRNREZRSAERF , BB AWS loT FleetWise £ A&,
b. EEEEFKD | 1BIE [EHHER

HR 4 BERRRFE 19
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c. B "HE, BRN "HE, T, EREHNRE.

© Vehicle model created

You successfully created the vehicle model: demo.

AWS |oT FleetWise » Vehicle models » Demo

demo ‘ Duplicate ‘ ‘ Create vehicle ‘ Create decoder manifest

When a decoder manifest is associated with a vehicle model, you can create a vehicle. To use the API to create vehicles with this vehicle model, follow the

instructions in the AWS loT FleetWise Developer Guide. After you create vehicles, you can create campaigns for them.

Summary info

Vehicle model ARN Status Date created
arn:aws:iotfleetwise:us-east- @ ACTIVE February 01, 2023 at 14:40 (UTC-05)

1:012345678912:model-manifest/demo

Signal catalog ARN Description Last modified

J arn:aws:iotfleetwise:us-east- - February 01, 2023 at 14:40 (UTC-05)
1:012345678912:signal-
catalog/DefaultSignalCatalog

1. BRUAWS FleetWise £ &,

EEEERD , BE [ERW]

BE TEVER, .

EEREREBM  FRAEHEE K ARBERIZE (EWER ) MEBREE.
(BEMY) EECTREHEY  FOAREERY 6 AREE "HEEMY.

(BEM) BEAAWS ERMEER , FHEER , RREE FEER]
BET—-F,

EREEHRS , SN LEACHIENERHDERTES. RMNEREEDELEBIUMR
RERE, MRECEHEARBE , ATLERERABE.

9. THLARTBNLBERER K REBBRE [T D

10. ERREMMIERES , U ARTREI BN R, BREMHER , BHEF[#
MERA, REBEE [T —F],

1. BMEEWEAR, TRE  FRE [BUER].

©® N o a M~ w b

SR5: BUER 20



AWS loT FleetWise HEABEE
SEBR6 . BYESEE

£ AWS loT # FleetWise , €$8EB AN ERER I ETHNBIREE  WENER, REEFHIS
ERNERE , ATt Edge Agent ERB8IER |, SREAMAIE RSN WNEER B A RFE A E RN ISR
BERIBEER,

BIITIHEE

1. BA3BK AWS loT FleetWise £ &,

2. EEEERP  BE [BEEEH]

3. i##E Create campaign (BI5EH),

4, BWMALNESITDHEBANTERR,

5, REREETETHINENVERE , EUUFHERERNWERE , IRFEERELE json &
R, L& json EREAFHERERNVERE,

a. FEFHERERNEERE , FEE ERENUEERE.  ARZEERANMEHZFTDNER
WEERERE, SuERU R AERNBEREESUKEBAERNRERE,

b. MEFLEEUNHBAEBRNKESR K SXEEEESTHREEREHNNEERE.,

c. WMREBBRZBUKGABRBNOKERE  AXEEERFIANUBINERENER ., BHRLEAR
ZREEASY, HBEH FMLEERE,

d. (BEY) BREEANESEREY  IBEREAERE 1.

e. (BEY) EEMEERNKES4HZENEZRER,

f. BEREER , FFiRE Edge Agent BB B RE R4, KTEE , AWS loT FleetWise ¥
8 Edge RERX -2 ERFESHRERFEREER, 3E , CREEE - RNREHRGEBFRESE
#, BABE-XER,

g (™) B BREESHRNSREE,

EEETERNRESRBRPUREERNER , FRIIERDPESAFNER,

( Wi ) B BERAERS TS TN EEER. SEATLURINEZEHK,

BET %,

ERLFLERBTHEGERNNRFETEN ., B LHEERERTE Amazon S3 5 Amazon

Timestream &,

© ® N O

a. Amazon S3 — i#E AWS loT FleetWise EB oIy S3 fEFETEE,

b. Amazon Timestream — ZEZRFEREREMREEZE, WAL AWS loT FleetWise #4&
PHEEZE TERESERL B IAM A&,

SB6: BYESTER 21
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10. BET—%,

M. RESHTRDPEEEFEEIETERE,

12. MARGAEMEENBUERBBHEBNE.

13. BELNESRIIBRPUREENNER, ARBET D,

14. REAREEEBNRE  AREE [BUBRSEH]. LHENERLEARBRBEINERL,

TBR7:ER

EERGEEAHEBERERFFERANERE—SRE | FFMBER AWS CloudFormation &M FrEH &3
Ro

MiB& AWS CloudFormation 2

1. BB AWS CloudFormation £ &,

2. R THE, BFEL  BELESBE1PEINHEE,

3. EEMER,

4. FEEEERMBR , BIE Delete (MIER), HBRINEE 15 o 20 R MER,

®REI R

1. B EEBRYRBUESEHRENERER, MEFMAER 20 REEVNGRELERER,

2. AT LA SR BEBEAR I AR SR AWS loT BYFIEE FleetWise, INEE LHMEA , 520 AWSIoT £F 2 HE7
FleetWise,

$B7BR 22


https://console.aws.amazon.com/cloudformation
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5 eiE P

EAR AWS loT FleetWise EX88 Y Edge Agent FEI P Z R I HTH , I EEEREERZEANZE
=BA.

® Note

* AWSIoT FleetWise MERAREM TR ERBRESRES AR TCHERRERMERZNG
[BIRENERRMRE , N HER, EBEERA AWS loT IWENERE L FleetWise
EHBE  LTEERA AWS loT FleetWise RIZHIS R EEHINRE,

- BIBEM AWS loT KENEHEIR FleetWise ERIBEH A GIETIEE W ERMHEITT
&, BEATETEHANERZL IR (HINRLEENRERE ) TUEEENEMER
&%, ZMLESREBHMRAREFRNRE (HINEHERANRS ) KENERE
#o

EBRERANRIER , FUT THIEME

1. FEHPFHARILEBEHAR AWS loT FleetWise B #8H Edge REREN. WEBBWMAIFEA Edge
Agent XBBHVEEMERA , BHIT IYEME , TEEMAR AWS loT B Edge Agent FleetWise B8 B
BABERM,

1. EBEZFE AWSIoT FleetWise £ A&,
2. ERBEEEW B AWS IoT] FleetWise BEF , #{F [#R#3K Edge RERER],

2. BUREAGHRE S , HP S GKAREYERERNAR. MFRFMET , F280 EUERE
#% (AWS CLI) & [EA{S3% B 8% (AWS CLI),

@ Note

o MRIEMHEH AWS loT FleetWise T ABUFE—HEHEG K AA-AFEEFEHEIARE
$%., EXEVE —AEHEGER: | AWSIoT FleetWise E BB ABE VS E &, MEF
B  FESRAEEHAN (BHE ).

« AWSIoT FleetWise B 8l X ESEAWSHRFRIFAE B SKAWS B,

3. HFABREFPNERARERER, WEHMEN , FEREYEHEL,

23


https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/edge-agent-dev-guide.md
https://console.aws.amazon.com/iotfleetwise/home#/

AWS IoT FleetWise HBEABER

® Note
- MREHFEH AWS loT FleetWise IR A BV EHEWA G | B L L& dbc EERIUE A
%, .doc 2EFIESEHMAE (CAN EFiHl) EREXENERER, BYEREREK &
FIEEEBHFIEEARE K. MEFHMEEN K FSBAIBERER (BHA ).

. MBEEH CreateModelManifest API IR{EREIZEHER K BIXAFEH
UpdateModelManifest API IRERBUZERIRTE, MFFMHEN  FSREHEHE
2% (AWS CLI )

« MREFEH AWS IoT FleetWise TIRAE T EHIHAEFE , AWSIoT FleetWise & B B AR
B AR,

4. AIE—ERIHREE. BBREFELRLEL - SHRABRNERERPIEENESEERNERE
B. BIRRENRERGRNNERFARAE., MFEFMES A F2REAEVNEERBREE,

® Note
- WMREFEH CreateDecoderManifest API e ¥ B EIERRENEE , BXLEAFEH
UpdateDecoderManifest API {EEREEN R IBRENEE. WHEFHENR , FBHEE
RS EEE () AWS CLl,

o MBEFEH AWS IoT E FleetWise A8 MRIERSEABE , AWSIoT FleetWise € H Bl
AR BRIGIRENBE,

5. tEWEAEAEER, FHMERERENENERSEAMENGERE, ELELAAWS loT CoreZR
MEEW , TREENEAE R, NFFEER , F2REYL. HENEEER,

6. (RIEM) BUBERRAR—EER , ABRSENEWMEERE R, ERBRERAKEESEE
W, MBFMEEA , FB2RELNEEHER.

7. BMATHEE, FBWHEINEWRNERK, THEBZRM Edge Agent BEBIER | R WMEER,
WEEHAGKERERDER, NFFEER , F2REBTHIHRENERER,

(@ Note

BB R UpdateCampaign API {ES R ETTEEEE) , AWSIoOT I FleetWise BEAGH
DEFEWMRNER, MEFMER , FSEEMTEEH (AWS CLI),

24
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Edge Agent B8 ¢ EH & EREHW EAWS loT CorefF AR B EE$aws/iotfleetwise/
vehicles/vehicleName/signals , #&RHEIEZE AWS loT FleetWise, AWS FleetWise &
%, loT 2EREATBFBRREE Amazon S3 FERETE. BULIERAKERERER , X EA
Amazon QuickSight = Grafana #§ &N ERHR B, NMEFHENR , F2E EENEABLERER,

25
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EER A

AWS loT FleetWise 12t 7 —EEWHEERE LU UFEHACEERPEIERNERRR. %, #
HRE %k, HHENNBIFSFERCARBEEHFHZO T,

use

i 1.n
* .
ehicle Model Decoder Manifest

use 1" Model Manifest)

Ik
use

| 1 '1

* 1.n =0

LEE -
Vehicle

A T 1.I.n

i.n 1.n

bclc!ng to reference
| |
1-|-" 1-|-" belong to
Signal Campaign  -1.n -associated with

|
1..n

Signal Catalog 4y p

associated with
Signal

ERELERARLEERENRETRENNESTE R, FRUNUAREYE 29X, BREIID
2o Bl BRI LIAIE —EERBRERNEREEE , UFRETHE , S FEERREE  BRE
BMEN, MEFEER , F2R EUNEEEHRE %

557 B 8%

EREBRETSERNES, FREFTNERITARYEATEHRENABEANERETRE,
plan , EWMWIEATRNTEREHRE | —WEARGESMEE (CAN 817 ) &, 5 —EK
MR E (OBD ) . BUNEEREFTERE —EERFUBERERNEEE, XBRHETH
RETWBWAIEFHRER, NHEFMER  F2H EUNEEEHE &,

BH@A (RERE )

ERRERRAMER  SUNEATCREEVEHNEX  YERERTEHR BEHER. EH
REEEZSHMEEEENER LT -BNER. EULNATARUBLEHER, MEFAE
7, AR AENEEEHER,
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FRIGERBE

BRRFEUSERRENESACSHNEREE. EWMPHNERZNADHFEHEMRER (=&
HiR ) . EBARIRRREE , AWS loT BESIHE T FIBIRER A N E A RN FleetWise fEo ﬁﬂﬁi
RN FEMEAEHEIEEY, NEFAER  F2H ABRVNEERIFHFEE,

BATLAfE R AWS loT FleetWise £ &5 APl LTI 5 N B ERHETER,

1. BUSEAGHKBES  Hh IS ARETEHRERWAR, WEFMENR ,
8 (AWS CLI) & EA{S3% B 8 (AWS CLI).

ﬁ ﬁ E_L'fnyjﬁb

® Note

- MREHFEH AWS loT FleetWise FEAEBVFE—EEEWERE  AIFEEFBHEIARE
8%, EEEVE—EEHAGER | AWS loT FleetWise SEHEAEE TS HE, WMEF
HMER , B2 AIBERERE (BHA ).

« AWS loT FleetWise H gl X E&E AWS tk FHIFAE B & AWS [EiF,

2. EREHREZPNERAEZEHRE, NFFMES A F2HE EUEHEE,

® Note

o WRIEFEH AWS loT FleetWise =R A HEHELE | BAI L EE dbc BRUEAGA
%, .doc 2EFIESEHMAE (CAN EFiHl) EREXENERER, BYERERZK &
FIEEEBFIEEARE K. MEFHMEEN , B8 AEEHIRE (258 ),

- MREFEH CreateModelManifest API 2 EREIZEWHER  AIXAER
UpdateModelManifest API B ERBEERER, MFFMEA , F2HE EEHE
2% (AWS CLI )

- MBEFEH AWS loT FleetWise EIEEBITEH AL | AWS loT FleetWise € HE A&
FRE)EEERAGE,

3. AIE—EMRRREE. BRREFECSLEL—SPAENERERPREENSEGSRNBERE
o MIBRENFERCRUNEMERAARAD . WEFHEES , F2H ABNEERBEHRBE,

27
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® Note
- WMREEH CreateDecoderManifest API {EE B RIS EAEE , BHEAFEH
UpdateDecoderManifest API {EE R B A IBRENBETE. WEFHER , F2HE E
RS EE () AWS CLl,

o WMRIEFEH AWS IoT x FleetWise A2 EIERSEAFE , AWS loT FleetWise € H
BAGRERIBIRETEE,

CAN ERHFEREXE dbc BRKN, ERLLE doc XHUBAGEHEMNERHHEESTH. FEASEH
Bl .dbc B , BT T 5B,

EEWSE doc BR
1. T # EngineSignals.zips

2. BEZEMETEH EngineSignals.zip ERM B &,
3. MBHEERIASHEFMEFAENgineSignals. dbcAik,

ES- ]

- BYNEERERE &
- RIENEEERHER
- AlRNEIEMIEREE

EIMEBREHRE &

(® Note

LA TEHREETE | # ROS 2 FAEEMRALEFNE HMEAER VSS JSON R, WFEFM
B, A2RABRBEERRARASER,

ERBEBRERENLERNES  AUEEEANRZERER, AWS loT FleetWise X EE T 7|57 5
1% (VSS) , B AEEELRIERERANR. FERAURATEMN—EEE,

E5% B &% 28


samples/EngineSignals.zip
https://raw.githubusercontent.com/aws/aws-iot-fleetwise-edge/main/tools/cloud/ros2-to-nodes.py
https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://covesa.github.io/vehicle_signal_specification/introduction/overview/
https://covesa.github.io/vehicle_signal_specification/introduction/overview/
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B
BUHEAR-—BRTSLENFEES , fHlMRErRNRE B,
i3

DPEREBREBBINER. 2ERERBRESE. i, HVehiclexF—BF5
X Powertrain, #Powertrains X8 —{8F%5 XcombustionEngine, EEE
fEfEAVehicle.Powertrain.combustionEngineiB &,

% combustionEngine¥ ,
RRI 2R
EREBBEREERNEMELEEFENEBRMBIL , flEmRENE(\L , HlaRA
E , RBRERE,
ek

HHRENEREERRENRE , SINEE, MBSRNFEH, EXEFIFHENRETAEHHS
BREUR. Hla , BUNERBBRRRFMER, ERITEHANEAMEAR  BBEBFEVCTNHEE.

BHERGHE

BElfEE (LBARER) AREMISKENER. CABNEEHEITRERE —RFENBIES .
ERBRHENIRA—ERTFERE  ORT-EEMNBBREELSEERNEBER.

ERBANGREEAHERBBREENSIAMAIRRARBEEEFRERTERN., FRTH
RITEEENFAR , SERRAE. B, BBRNRERRENEE., NRBEIZREREEN
{55% ., AWS loT FleetWise FHMFTE RSN EEHERARE , R BEBE HREFIEN. 5
m, MR—EFRSSERNEE. HRSE K EREAE. SENEH. A

(® Note
BERRENEEFRERT , TRREAMEE,

HE B
B BUHARERENEBIRE. BENERERTURFRARHEMESE,

EfEA struct M custom BHERTESEEMRE , RPN SHEERGERBEERLBRABRER. B
EEBUERANERMERGH K MEBRANERTEFEDHI.
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® Note

o WMERIEMER AWS loT FleetWise EIRARIMF—EEHEL:  AFEEFHEIANR B %,
BB FE—EEHAREE | AWS loT FleetWise € BB BEEVFRE %, MEHMAE
7, FSE REEREE (EHE).

o MREFE AWS loT FleetWise R AR EWMALE , ML L& dbc ERUEA
#R. .doc RIEFIEFEHMEE (CAN ERH) EREXENEREN, BEVHFERE A
REEBMEEARE K. NEFAEH  FSE AEEHER (EHE).

« AWS loT FleetWise B Bix#E AWS R F SEEEH TR E 8%,

E{__IIII

AWS loT FleetWise 2T %I API £ | & LA RE L MEB AN B 8%,

« CreateSignalCatalog— M #HIE 5% B #%.

« ImportSignalCatalog— [EA AR LAEIB £ JSON BEREV A E &, SHENLEEMRE VSS B ,
A JSON &K/ 7=

« UpdateSignalCatalog— ZEBE#. BRI EERKEHRENE;RE &,

- DeleteSignalCatalog— fBREE B RIS 5% B #.

- ListSignalCatalogs— #EEXPR B A5 B M EN P EIFE,

- ListSignalCatalogNodes— #ERIE EAS: B kPP (i) HEN D BBE,
+ GetSignalCatalog— #EEVE R3S % B Sk & .

HERE

- BREAE

- BIEHE & (AWS CLI)

- EAGHEEH

- EFEHRE & (AWS CLI)

- MBRE5R B # (AWS CLI)

- ViS5 B 8 &5 (AWS CLI)

REAR

RENBUMEES X , Bt , BREBENZER.
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ImportSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteSignalCatalog.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogs.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogNodes.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetSignalCatalog.html
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FHE

- BREDX

LEEM

- BRERVAIZES BB

- REERERER

[t
X

I
[t
Bl

BEREDX , BEETHER,

« fullyQualifiedName— XMW TEEBRIIMNEEMES XNEHE, £AK () KEM
F9 %, a0 , Vehicle.Chassis.SteeringWheel 2 SteeringWheel X TEEZ B,
Vehicle.Chassis.RiElD XHER,

ZTEEBRZIUIE 150 @BF . BERFT : a—2z. A—Z. 0—9, B () MKE ()

« ((##EM)Description — B XHIEREA,

REKRZUEE 2048 AFT. BRET : a—z. A—Z, 0—9, (BH). _ (KE) M-GEFHK).
« (i#H) deprecationMessage — ERBHIMBR B H R 2 ZHWEREA S,

BRAERZAITE 2048 BFt. BRFX : a—z. A—Z., 09, (B#K). _ (E#R) M-GEFR).
« (BIEM) comment — BRT RAZIHNEER. EBETHAREHRERAIXNEMET , flNoHER
RIS X2 R,

ARRZAIE 2048 fHFT. BHFR : a—z. A—Z. 09, (B#H). _ (EHK) M-(EF*RK).

BLEEM
ERREBY  FEETIIERA,

. dataType— BMMNERERNER U THEFZ—INT8, UINTS, INT16, UINT16, INT32, 18, &, 15
B, WE, 28, &, RS, B, 8UA, 5, kY, fES, fE, &S|, FHE RS, UNIX_ KHE
B M, RARERERASZHERMETEE. fullyQualifiedName UINT32 INT64 UINT64

e fullyQualifiedName— BN ZEZBEBMHNERMN LBENEE, A% () REE@FE
#%. I  Vehicle.Chassis.SteeringWheel.Diameter2BM MW TEZDiameter i,
Vehicle.Chassis.SteeringWheel. 2t EBMHHERE,

BEAR 31
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ZEEZBEZITEE 150 BFT. BRFER : a—z. A—Z, 0—9. (BH) M _ (E#H)-
- (M) Description — BHEMHER,

RPKRZAEE 2048 BF L. BRER : a—z, A—Z., 0—9, (BH). _ (K#E) M-GEFHK).
o (BEM)unit — BHMNBSEN , Fl0 km EKE.
o (BEM)min — BHENSRDE.
o (BEM)max —BHENRKXE,
- (&™) defaultValue — BMEMWTERE,
- ((&#EM) assignedValue — EiREBHENE,
- (M) allowedValues — B TESINEETE,
- (M) deprecationMessage — ERBHHMBR B H R 2 ZHWEREA S,

RRAAERZSAEE 2048 fF L. BRFTT : a—z. A—Z. 09, (B#HK). _ (EHK) M-(EF#HK).
« (BIEM) comment — BRTRB\ZIHNEER. ERTRAREHERBUENEGET , FIMBHENER
RESNAEBENS R,

ABRZAIE 2048 fHFTT. BRFT : a—z. A—Z. 09, (B#HK). _ (EHK) M-(EF*RK).

RER BN BB SR
ERBERARNBDE , FEEUTEA,

. dataType— {ESEMEIBERSRAR T ERZ—INTS, UINTS, INT16, UINT16, INT32, 18, i,
WE, TE, 3R, &, TR, AR, BUE, Y, [, fES, RS, Y, €S, FH M
Hl, UNIX_ BFEEERE _ 5, RAKERBR>ZPERNBEIEHE. fullyQualifiedName UINT32
INT64 UINT64
« fullyQualifiedName— BN TLEREBRERNBEMLERNERE, A () RiEQF
Eok. Bl
4 , Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringStatemf&HandsOffSteer:
S TEEM, Vehicle.Chassis.SteeringWheel .HandsOff. 2@ F LB BT,

TEZBRZTEE 150 BFT. BRET : a—z. A—Z, 09, (BH) M _ (KH)-
« ((B#EM) Description — FAKAIIEIR,

RAKZAILE 2048 BFt. BRFR : a—z. A—Z, 09, (B#HR). _ (K&R) M-(EFH),
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o (BEM)unit — ARWBBREN , Hl0 km HEKE.
o (BEM)min — ARNR/IME,

o (BEM)max — AEMWERKE,

- (M) assignedValue — iR ARNE,

« ((B#EM) allowedValues — FARBZHNEEE,
« (#H) deprecationMessage — EBHHMBR BN D THERAL,

BRASZZATE 2048 fHFT. BERFR : a—z. A—Z, 09, (BH). _ (E#R) F-GEFR).

« (BIEH) comment — BRTRB\ZIHNEER. ERETARREHERRBAURIABHZNEBER |, Hlu
HEXFERHEABRARIABRBDENSE,

ABRZAEE 2048 HFT. BHFT : a—z. A—Z. 09, (B*HK). _ (EHK) M-(EFRK).

RESMERER

BERBERRR K SERAEENERER, RToX2/  ELEBRAERER (LBARE ) A
BHlAK. FEERHZEE (WER ) HENER. BEAREBHIKRE , NREHABBRERE (40
UINT8 ) 5% —fE#5HE ( HINKEE ) . fl , E@WmEM, sIkKR—Es X K EWEREEN. BERT
— @R, MEH, HRSEEAR—EEE,

THEMERFERES RENMAARMNERBREHZFE— JSON EXR,
Example B &R HR

{

"Vehicle": {
"type": "branch"
// Signal tree

3,

"ComplexDataTypes": {
"VehicleDataTypes": {

// complex data type tree

"children": {
"branch": {
"children": {
"Struct": {
"children": {

"Property": {
"type": "property",
"datatype": "Data type",
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"description": "Description",
//
}
I
"description": "Description",
"type": "struct"
}
}
"description": "Description",
"type": "branch"
}
}
}
}
}
@ Note
B LT EUREIE TS |, % ROS 2 AR EB# QAR B &MHAH VSS JSON ER, MFEFHM
B, F2RAERRERRABABRER.
RERFEREETFRERY , TeeEFMEE,
BEES

EREEHF AR (BES) , BEETHES.

« fullyQualifiedName— BITHEBHNTEER, Sl , BIIEBHNTESB AL
s=ComplexDataTypes.VehicleDataTypes.SVMCamera,

TEEBRZAIE 150 HF K. BRFT : a—z. A—Z, 09, (B#HK) M _ (KE#HK).

- (&™) Description — ARKI IR,

RAZKZAEE 2048 FT. ARFT : a—2z. A—Z, 09, (BH). _ (K&R) M-(EFH),

- (iH) deprecationMessage — ERBHHMBR B H R 2 ZHWEREA S,

BAARRLZAEE 2048 FT. ARFR : a—z. A—Z. 09, (BF). _ (KK M-(EFH).
« (IBEM) comment — BRTRAZINNGER, FRTAREHERRAURIABBR[OAEMLER ,

HEXFERHEEBARARIABRBDENSZE,

FMEBEZNEE 2048 AFET. ERET : a—z. A—Z. 09, (BHR). _ (KH) N-E=F

%J}Eu)o
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
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Bl S B

ERHEEFTEME  FEETIEA.

. dataType— SN BURER MERZ LT EHZ—:INT8, UINTS, INT16, UINT16, INT32, 12, ¥,
WEE, MR, 28, &, RS, BEE, 88, Y, B, Y, CFREY, B, €8E , FHEH
2, UNIX_ BRRIBEE _BUE , &% | &% 208 SR, UINT32 INT64 UINT64

« fullyQualifiedName— BITABTHNTEERE, i, BITRENTER B AR
=ComplexDataTypes.VehicleDataTypes.SVMCamera.FPS,
TEEBRZITITE 150 @BF . BERFT : a—z. A—Z, 09, (BH) M _ (K&E)

« (M) Description — FARA IR,

RPRZZAEE 2048 BAFT. BRFET : a—z. A—Z, 0—9. (THK). _ (E) M-GEF).
- (#H) deprecationMessage — EBEH MR B M T2 XHERAR

BRASZZATE 2048 fFT. BERFR : a—z. A—Z, 09, (BH). _ (E#HR) F-GEFR).

© (BIEM) comment — BRT RP\ZIANEER. ERTARREHERRAURIABBNEBER |, Hlu
HEXFERHEEBARARIABBHENSZE,

HMREZNEE 2048 FET. BRET : a—z. A—Z, 09, (B%). _ (E#H) MN-(EFE),

+ (EfEM) dataEncoding — EHABRREA-HENER. BFTBMENERGERLARTIHA —
1B - M RER L,

- (iIA) structFullyQualifiedName — BFIABRMEREE A Struct HF , BFTABNERE
(struct) EIEHEYSEEER B, StructArray

TEEBHRZAIE 150 HF K. BRFT  a—z. A—Z, 09, (B#HK) M _ (KE#HK).

1S5 B 4% (AWS CLI)

BRI LAE A CreateSignalCatalogAPI| fEZEREV E5% B 8%, TER/HIFER AWS CLI

BREMERESK , FHTUATES.

Hiisignal-catalog-configurationBBEEER JSON XHHERE,

aws iotfleetwise create-signal-catalog --cli-input-json file://signal-catalog-
configuration.json
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateSignalCatalog.html

AWS loT FleetWise HEABEE
- UBREERINWAN B KB BEsignal-catalog-nameft,
o (W) Sla#ERHER | LA BIIREBIE 5 B &%

MBNFARES X, B, BARNBBRENFRENR  FS2REREAT.
{
"name": "signal-catalog-name",
"description": "description",
"nodes": [
{
"branch": {
"fullyQualifiedName": "Types"
}
b
{
"struct": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
}
},
{
"struct": {
"fullyQualifiedName": "Types.std_msgs_Header"
}
b
{
"struct": {
"fullyQualifiedName": "Types.builtin_interfaces_Time"
}
},
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.sec",
"dataType": "INT32",
"dataEncoding": "TYPED"
}
b
{
"property": {
"fullyQualifiedName": "Types.builtin_interfaces_Time.nanosec",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}

EII{E5% H & (AWS CLI) 36



AWS IoT FleetWise HBEABER

},
{
"property": {
"fullyQualifiedName": "Types.std_msgs_Header.stamp",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.builtin_interfaces_Time"
}
I
{
"property": {
"fullyQualifiedName": "Types.std_msgs_Header.frame_id",
"dataType": "STRING",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.header",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.std_msgs_Header"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.format",
"dataType": "STRING",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage.data",
"dataType": "UINT8_ARRAY",
"dataEncoding": "BINARY"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle",
"description": "Vehicle"
}
I
{
"branch": {

EII{E5% H & (AWS CLI) 37
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"fullyQualifiedName": "Vehicle.Cameras"

}
},
{
"branch": {
"fullyQualifiedName": "Vehicle.Cameras.Front"
}
I
{
"sensor": {
"fullyQualifiedName": "Vehicle.Cameras.Front.Image",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_CompressedImage"
}
},
{
"struct": {
"fullyQualifiedName": "Types.std_msgs_msg_Float64"
}
I
{
"property": {
"fullyQualifiedName": "Types.std_msgs_msg_Float64.data",
"dataType": "DOUBLE",
"dataEncoding": "TYPED"
}
},
{
"sensor": {
"fullyQualifiedName": "Vehicle.Velocity",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.std_msgs_msg_Float64"
}
I
{
"struct": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.x_offset",

"dataType": "UINT32",
"dataEncoding": "TYPED"
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}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.y_offset",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.height",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
I
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.width",
"dataType": "UINT32",
"dataEncoding": "TYPED"
}
},
{
"property": {
"fullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest.do_rectify",
"dataType": "BOOLEAN",
"dataEncoding": "TYPED"
}
I
{
"branch": {
"fullyQualifiedName": "Vehicle.Perception"
}
},
{
"sensor": {
"fullyQualifiedName": "Vehicle.Perception.Obstacle",
"dataType": "STRUCT",
"structFullyQualifiedName": "Types.sensor_msgs_msg_RegionOfInterest"
}
}

EII{E5% H & (AWS CLI) 39
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3
® Note
BAATRREE R , # ROS 2 ASBMRARAN HXHEEN VSS JSON E=R. MFFHM
B, R2RAERRERRRABEM.
RBERAENEERERT , TEEEMEE.
B AfS5% B 8%

Al LAE R AWS loT FleetWise £ & 3K API B AFSE B 8%,

£
- EASEE S (E124)
. EAE3EH 8 (AWS CLI)

FEARNSRE &% (X2 8)

BaT LAE R AWS loT FleetWise £ & B A5 B 8%,

/A Important
BHRZANE—EERE &, MRECKEFHRAK , CRETIERF aPEAGFRE KN
BIR,
EPNELASE: 0B

1. BB AWS loT FleetWise £ 8&,
2. EEEERYP , EE[ERE .
3. & "EHREHRWME, EEL , EE "EAGKAR%. .
4. EANTEARNER,
EERSIFEEIRBLERER

a. 12 Import from S3 (#£ S3 EA).
b. 2 Browse S3 (BIE S3),

EAE55E B & 40
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https://github.com/aws/aws-iot-fleetwise-edge/blob/main/docs/dev-guide/vision-system-data/vision-system-data-demo.ipynb
https://console.aws.amazon.com/iotfleetwise/
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c. & "EE., Y, WAEERBEIYM , RBETEEY K RARWBEDEEER, RE
TREER, B

HE , W S3URI, BFE#A Amazon BEfFFZRIS URl, MEFMENR |
S3 EAEREREPNEIGHEITEN S Z,

HEREHNERLERER

28 Amazon

\

a. EE TREREA.
b. LEBEHARERE (VSS) KA json ER,
5. HREREH , RREE "EAER.

EAS%% E 8 (AWS CLI)

B LAE A ImportSignalCatalogAPI fE% EEHEBIAE G5 B ##) JSON {ER., BN EEEERA
BRI (VSS) , T EEASASRFEFTE JSON R+, TEHMHFEMH AWS CLI.

EEEAEHRES  FHTUATES.

- LB EEBMWAKE &KBBEsignal-catalog-namefko,
o (FIIE) SUEREVR 24 , DA Bh R BIE 5% B 8%,
« Hf{signal-catalog-configuration-vssBBE VSS REZZIMRM JSON FHEEREZR,

WEMARED =, B, BRAUBNABRNFMENR , F2EREIAR.

aws iotfleetwise import-signal-catalog \
--name signal-catalog-name \
--description description \
--vss file://signal-catalog-configuration-vss.json

JSON A B FRFR{L W BB FEREE, vssIsonbA TR VSS FEXZHNEHHRM R,

{
"Vehicle": {
"type": "branch",
"children": {

"Chassis": {
"type": "branch",
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"description": "All data concerning steering, suspension, wheels, and brakes.
"children": {
"SteeringWheel": {

"type": "branch",

"description": "Steering wheel signals",

"children": {

"Diameter": {

"type": "attribute",

"description": "The diameter of the steering wheel",
"datatype": "float",
"unit": "cm",
"min": 1,
"max": 50
I
"HandsOff": {
"type": "branch",
"children": {
"HandsOffSteeringState": {
"type": "actuator",
"description": "HndsOffStxWhlDtSt. Hands Off Steering State",
"datatype": "boolean"
I
"HandsOffSteeringMode": {
"type": "actuator",
"description": "HndsOffStrWhlDtMd. Hands Off Steering Mode",
"datatype": "int8",
"min": O,
"max": 2
}
}
}
}
},

"Accelerator": {
"type": "branch",

"description": ""
"children": {
"AcceleratorPedalPosition": {
"type": "sensor",
"description": "Throttle_ Position. Accelerator pedal position as percent

Not depressed. 100 = Fully depressed.",
"datatype": "uint8",
Ilunitll: IIO/OII’
"min": Q,

n
’

.0 =

EYNELASES
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}
}
}
}

1,

"Powertrain": {
"type": "branch",
"description": "Powertrain data for battery management, etc."
"children": {

"Transmission": {
"type": "branch",

max": 100.000035

’

"description": "Transmission-specific data, stopping at the drive shafts.",
"children": {
"VehicleOdometer": {
"type": "sensor",
"description": "Vehicle_Odometer",
"datatype": "float",
"unit": "km",
"min": Q,
"max": 67108863.984375
}
}
I

"CombustionEngine": {
"type": "branch",
"description": "Engine-specific data, stopping at the bell housing.",
"children": {
"Engine": {
"type": "branch",
"description": "Engine description",
"children": {
"timing": {
"type": "branch",
"description": "timing description",
"children": {
"run_time": {
"type": "sensor",
"description": "Engine run time",
"datatype": "intl6",
"unit": "ms",
"min": Q,
"max": 10000
I
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"idle_time": {

"type": "sensor",

"description": "Engine idle time",
"datatype": "intl6",

"min": O,

"unit": "ms",

"max": 10000

I
"Axle": {
"type": "branch",
"description": "Axle signals",
"children": {
"TireRRPrs": {
"type": "sensor",
"description": "TireRRPrs. Right rear Tire pressure in kilo-Pascal",
"datatype": "float",
"unit": "kPaG",
"min": Q,
"max": 1020
}
}
}
}
I
"Cameras": {
"type": "branch",

"description": "Branch to aggregate all cameras in the vehicle",
"children": {
"FrontViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Front view camera"
1,

"RearViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
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"description": "Rear view camera"
1,
"LeftSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Left side view camera"
},
"RightSideViewCamera": {
"type": "sensor",
"datatype": "VehicleDataTypes.SVMCamera",
"description": "Right side view camera"
}
}
1,
"ComplexDataTypes": {
"VehicleDataTypes": {
"type": "branch",
"description": "Branch to aggregate all camera related higher order data types",
"children": {
"SVMCamera": {
"type": "struct",
"description": "This data type represents Surround View Monitor (SVM) camera
system in a vehicle",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Make": {
"type": "property",
"description": "Make of the SVM camera",
"datatype": "string",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},

"Description": {

"type": "property",

"description": "Description of the SVM camera",
"datatype": "string",

"comment": "Test comment",

"deprecation": "Test deprecation message"
1,

"FPS": {

"type": "property",
"description": "FPS of the SVM camera",
"datatype": "double",
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"comment": "Test comment",

"deprecation": "Test deprecation message"
},

"Orientation": {

"type": "property",

"description": "Orientation of the SVM camera",
"datatype": "VehicleDataTypes.Orientation",
"comment": "Test comment",
"deprecation": "Test deprecation message"

I

"Range": {
"type": "property",
"description": "Range of the SVM camera",
"datatype": "VehicleDataTypes.Range",
"comment": "Test comment",
"deprecation": "Test deprecation message"

},

"RawData": {
"type": "property",
"description": "Represents binary data of the SVM camera",
"datatype": "uint8[]",
"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"

},

"CapturedFrames": {

"type": "property",

"description": "Represents selected frames captured by the SVM camera",
"datatype": "VehicleDataTypes.Frame[]",

"dataencoding": "typed",

"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
},
"Range": {
"type": "struct",
"description": "Range of a camera in centimeters",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Min": {
"type": "property",
"description": "Minimum range of a camera in centimeters",
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"datatype": "uint32",

"comment": "Test comment",

"deprecation": "Test deprecation message"
I

"Max": {

"type": "property",

"description": "Maximum range of a camera in centimeters",

"datatype": "uint32",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}
},
"Orientation": {
"type": "struct",

"description": "Orientation of a camera",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Front": {
"type": "property",
"description": "Indicates whether the camera is
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Rear": {
"type": "property",
"description": "Indicates whether the camera is
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
},
"Side": {
"type": "property",
"description": "Indicates whether the camera is
vehicle",
"datatype": "boolean",
"comment": "Test comment",
"deprecation": "Test deprecation message"
}
}

oriented to the front of the

oriented to the rear of the

oriented to the side of the
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},

"Frame": {
"type": "struct",
"description": "Represents a camera frame",
"comment": "Test comment",
"deprecation": "Test deprecation message",
"children": {
"Data": {

"type": "property",
"datatype": "string",
"dataencoding": "binary",
"comment": "Test comment",
"deprecation": "Test deprecation message"

}
}

}

}

}
}
}

THIEHSHERE JSON FEHIE VSS HEHRMMEE AR,

"vssJson": "{\"Vehicle\":{\"type\":\"branch\",\"children\":{\"Chassis\":{\"type

\":\"branch\",\"description\":\"All data concerning steering, suspension, wheels,

and brakes.\",\"children\":{\"SteeringWheel\":{\"type\":\"branch\",\"description
\":\"Steering wheel signals\",\"children\":{\"Diameter\":{\"type\":\"attribute\",
\"description\":\"The diameter of the steering wheel\",\"datatype\":\"float\",\"unit
\":\"em\",\"min\":1,\"max\":503},\"HandsOff\": {\"type\":\"branch\",\"children\":
{\"HandsOffSteeringState\": {\"type\":\"actuator\",\"description\":\"HndsOffStrWh1DtSt.
Hands Off Steering State\",\"datatype\":\"boolean\"},\"HandsOffSteeringMode\":
{\"type\":\"actuator\",\"description\":\"HndsOffStxWhlDtMd. Hands Off Steering Mode
\",\"datatype\":\"int8\",\"min\":0,\"max\":2}}}3}},\"Accelerator\": {\"type\":\"branch
\",\"description\":\"\",\"children\":{\"AcceleratorPedalPosition\":{\"type\":\"sensor
\",\"description\":\"Throttle__ Position. Accelerator pedal position as percent. @

= Not depressed. 100 = Fully depressed.\",\"datatype\":\"uint8\",\"unit\":\"%\",
\"min\":0,\"max\":100.0000353}3}3}}},\"Powertrain\":{\"type\":\"branch\",\"description
\":\"Powertrain data for battery management, etc.\",\"children\":{\"Transmission\":
{\"type\":\"branch\",\"description\":\"Transmission-specific data, stopping at the

drive shafts.\",\'"children\":{\"VehicleOdometer\": {\"type\":\"sensor\",\"description
\":\"Vehicle_Odometer\",\"datatype\":\"float\",\"unit\" :\"km\",\"min\":0,\"max
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\":67108863.984375}}},\"CombustionEngine\": {\"type\":\"branch\",\"description\":
\"Engine-specific data, stopping at the bell housing.\",\"children\":{\"Engine\":
{\"type\":\"branch\",\"description\":\"Engine description\",\"children\":{\"timing\":
{\"type\":\"branch\",\"description\":\"timing description\",\"children\":{\"run_time\":
{\"type\":\"sensor\",\"description\":\"Engine run time\",\"datatype\":\"intl6\",\"unit
\":\"ms\",\"min\":0,\"max\":10000},\"idle_time\":{\"type\":\"sensor\",\"description
\":\"Engine idle time\",\"datatype\":\"intl16\",\"min\":0,\"unit\":\"ms\",\"max
\":10000333333333,\"Axle\": {\"type\":\"branch\",\"description\":\"Axle signals\",
\"children\":{\"TireRRPrs\": {\"type\":\"sensor\",\"description\":\"TireRRPrs. Right
rear Tire pressure in kilo-Pascal\",\"datatype\":\"float\",\"unit\":\"kPaG\",\"min
\":0,\"max\":10203}}3}}3}1}"
}

® Note

AL THTRSEETH , & ROS 2 AARBRA LT H KM AH VSS JSON 2. WEFH
& F2RABRBRERRARASER,
BRERREREERERT , TRREAMBE,

TS5 B 8 (AWS CLI)

B LAME A UpdateSignalCatalogAPI e R EMBEEREIRE &%, THEHHIFEERA AWS CLI.

EEEHMRAENERBE , BHITUTES.
Effisignal-catalog-configurationBBEEER JSON XHHBEHE,

aws iotfleetwise update-signal-catalog --cli-input-json file://signal-catalog-
configuration.json

LU EEFHMASE B B BEsignal -catalog-nameft,

WMEFENMARED . B, BABNABRNFMAENR , F2EREIA R

/A Important

BERGEBRTTEN, NMREEFEENHFRBEABEZREN BFIHEE (struct) , FHMIEREX
fEtE It AP TR B I 2 M £ #T VS4B
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateSignalCatalog.html
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EEMBRBITEE  BFEDPMAGZEBHNWTEEZBnodesToRemove, — BB BERMIER , &0
ReRHATMERSIA. SREEBNETMARE (HEHELAEEABERES) L ETEBREH
5% B 8% 2 51 E 3 s MR

{
"name": "signal-catalog-name",
"nodesToAdd": [{
"branch": {
"description": "Front left of vehicle specific data.",
"fullyQualifiedName": "Vehicle.Front.Left"
}
b,
{
"branch": {
"description": "Door-specific data for the front left of vehicle.",
"fullyQualifiedName": "Vehicle.Front.Left.Door"
}
b,
{

"actuator": {
"fullyQualifiedName": "Vehicle.Front.Left.Door.Lock",
"description": "Whether the front left door is locked.",
"dataType": "BOOLEAN"
}
1,
{
"branch": {
"fullyQualifiedName": "Vehicle.Camera"
}
.
{
"struct": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera"
}
1,
{
"property": {
"fullyQualifiedName": "Vehicle.Camera.SVMCamera.IS0",
"dataType": "STRING"
}
}
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]I

"nodesToRemove": ["Vehicle.Chassis.SteeringWheel.HandsOffSteeringState"],
"nodesToUpdate": [{
"attribute": {

"dataType": "FLOAT",

"fullyQualifiedName": "Vehicle.Chassis.SteeringWheel.Diameter",

}

]
}

max": 55

il BR {5 5% B &% (AWS CLI)

A LAE A DeleteSignalCatalogAPI & /EMIBRE 5% B #%. TEMBIFHEA AWS CLI.

/A Important

MIBRFASR B Skl , FREATRAMEANERI, BISREE, EWH. EBRIES

WMFEFMRA , FSRTHERE :

fif Bk 25 8 7 %

B R iR SR B &

M=%

T BR#E B RE ¥ B (AWS CLI)
il B B8 25 S5 B

EE.

HEMEREEBERERB &% , FHITUTIES. signal-catalog-name B A EER ERAVEH B &K1Y

=18

aws iotfleetwise delete-signal-catalog --name signal-catalog-name

@ Note
s TEEEEL,

MIBR{S 5% B & (AWS CLI)

51
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& e 5% B &5 (AWS CLI)

A LAE A ListSignalCatalogsAP| IR{ERERFE 2 A CMBRESK B 8. THEMBIFFER AWS CLI.

EEMNAEARESEREN D BEE , BHT TGS,
aws iotfleetwise list-signal-catalogs

A LAE A ListSignalCatalogNodesAPI ERBBEHRE R B2 EH. TEHHFIFHEH AWS CLI.

& RHEEGEAR B SPAEAR (BH) BENSEBE  FITTIHS.

DIEERENANREB %EWEsignal -catalog-nameft,

aws iotfleetwise list-signal-catalog-nodes --name signal-catalog-name

B LAE A GetSignalCatalogAP| {EEfEEVE 5% B 8% &7, TERIBIFER AWS CLI.

ERHENARGHREBNET , FRIT TGS,

signal-catalog-name A\ G EREIEI T B #2BEUR,

aws iotfleetwise get-signal-catalog --name signal-catalog-name

(® Note
LRERSK -, RAER  BERERNEETRTISLARBREE,

Bl EEFER

BUERERRAZERER  UEDREEVERNEN. ERERSESHEAREENER LHT
—HNEF , QBT NEEREERERNER, FAERERRNENERSERAMENERE. W
FAMER  FSHREY. HENEEER,

SEERHEHE —EREHEN , Eh IS ERERNRE, RETURTHEF —EE :
« ACTIVE— EHEE R RATEEREE,
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogs.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListSignalCatalogNodes.html
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- DRAFT— RETEHENNEE,

/A Important
- MMREFH CreateModelManifest API B2EREIZFE —EEHFHER | BISXELEE—HE
ER B &k, MEFMENR , FSH EIEHRE & (AWS CLI,

- MBEFEH AWS IoT FleetWise X AR I EHH AGE | AWS loT FleetWise & BB AR
BRI,

 MREMEH CreateModelManifest API REREIZEHHER K BIEHER GRS
TEDRAFTHREE,

o BEEMDRAFTERZEMNEREREVER, FA UpdateModelManifest APl #4E#
HRELERR/AMRACTIVERE,

« BEERBENIACTIVEMRENERER,

FE

- BUBERER

- EHEHAH (AWSCLI)

- fhIBREE FH AL B

- BVBEHAFEE (AWS CLI)

BN EHER

AT LAE AWS loT FleetWise A API B EHEFER,

/A Important
BN BEBEEEWHRB%E  RETHEMFEM CreateModelManifest APl R4EXRAIZZEHFHER,

X
- RIIEBEHAL (2FHE)
o BIUEHER (AWS CLI)
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FIEEwA (2F8 )

£ AWS loT = FleetWise &7 , BALUEB THARNET HFHER -

- ERRHNER AWS
- FHEVERER
- EREHERER

ER R AR ER AWS

AWS loT FleetWise 1R{EEEHZE (OBD) Il, J1979 814 |, AIEHBALEBY AL &, ERAFNES
BEE, ZEREN OBD BFEORNEIRIBRFE, NEFHMEN , F20 AENEERBHE
B,

FREAETERHER

1. EEZE AWS loT FleetWise X#4,

2. TEEEBEBERD  BIE [EHER]

3. &£ "HHARE, BEEL , BIE THIGREENELX,

4. EEWREZE (OBD) I,

5. A AWS loT FleetWise IEFE 2 OBD # N EEHE.
6. BEHIE,

FEEVEHER

BRI LUER EE— A Z1E .dbc ERRHIEANR B HKPRIARIEARMR. A .dbc X 2I2HIZRED
#B#& ( CAN iR ) BUREIFRI B

/A Important

BEEEH AWS loT FleetWise 2R ARV EERBERRERT RN ERER, MREH
AWS CLI B SHEiER,
HERRERLEEREERY , JESEMEE,

FHEVERER

1. BEZE AWS IoT FleetWise £ &,
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https://console.aws.amazon.com/iotfleetwise/

AWS loT FleetWise HEABEE
2. EEEERP , BEE [ERIR.
3. & THEHEG EEL ,EE TEVHEHRRE, K ARBITTIEE

ES]

- FBR1 REFH

« SRR 2 HMEHH

- FER3: BAEH

- (BB SR4 . HIEEN
- R4 REANEY

SR REEH
B [—HREF] F , BT THEMF

1. WABERAEKHNERE,
2. (ER) @mAER,
3. igj%-lt_io

HER 2 RIER

® Note

- MREREE—IRMER AWS loT FleetWise , BRItk SBELRIBEEEHEE 2 EEZFER., &
ME—ERRE | AWS IoT FleetWise B BE VA E & , WSHAMIFIEETE —RHED,

o MRIEE AWS loT B#EER FleetWise , AJLAEE R B P RIFEHR I LE .dbc XHUEA
B8 , BERAMMBEHREES,

« BYAEDB—ERARTRELERHER,

EEMBER
1. REEHMBEEHMAEROIARE FPRE-JSZEHAR. EUUELERPEREENER.

i

A
H
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® Note
REEENARS SMBEERIR,

2. igj%-lt_io

HR 3 BAGR

® Note

« MBERMLEE—XER AWS loT FleetWise , BN E FEZE D —{E .dbc FERFREE AFSE.

o WMREH AWS loT B&E FleetWise , AILATRE5R B &R IFEHRI LE doc XHFLEA
B8 , BERAMNBEHRAES,

« BBAREDR—(EARTRELEHER,

EAER

1. BE "BEER.

2. TEYFEART  BESESEEMN dbc BFR, B EEZE dbe BE,
3. AWS loT FleetWise EZI4TR 8 .dbc #& R LAEEEGAR.

i TE5. BRYP , ABEFREETIHEER.
- BB — FRBERE,
EHRBBLARK N, FARBBMNELRERSAEE 150 BFT. BRFT : a—z. A—

Z, 0—9, :(E%}b) Bl _ (Eﬁl’?)o

- BIEEE — SHRNBBERESNERUTHEFZ—
INT8 , UINT8 , INT16 , UINT16 ,INT32, , 35 R, "l , 28 , & K &5, RER ,
B4R | RED  FEE  REBI  AT_BEZ, L, F8E Y|, UNIX BREBEE _ EHIsk
&, UINT32 INT64 UINT64

. SHER _ EHRNER | TR EREESRBEE,

« (BREM) BV — ARNNEBEN , fINLERERE.

i

i
H
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o (BEM) BE — ARMRE, LR JSONPath , A —EF (. ) REE—EFEHR. filw
Vehicle.Engine.Light,

AmEBBMEREHRZAEE 150 FT. BRFTT : a—z. A—Z. 0—9, (BH) M
#%)o

- (BEM) &x/ME — ARNENME,
- (GBEM) Max — AR KAE,
o (EBIEM) RA — FARPHEIR,

(&

RAZZOEE 2048 BAF . BRFT : a—z, A—Z. 0—9., (F). _ (KK FM-GEFIH).
4. EET_ﬁo

(EEM) DR 4 FEEN
&S ALUMA 100 EEYE  2EERE KTFHEREREM.
MABEN SR
1. EFNEBED  SAEEBMEEETIIFRER,
- BE —BHENEE.
EREBLARKE N, ARBBNREKRZAZLE 150 AFT. BYFERT :a—2z. A—Z. 0

—9. (B%) M _ (K#%)

- BEREE-BUNBBEREXARUTHESZ— 1 INT8, UINT8, INT16, UINT16 , INT32 , K
w8, hHE,FH .8, FHNR, BEE 868, 808, Y, AT_[E5, LY, F&H
fE3, UNIX_ EEIBAC _ FESI R A UINT32 INT64 UINT64

o (BRIEM) B — BEONBEN , flI km ERE.

o (BEM) BE — ARMNRE, BLR JSONPath , EA—@F (. ) REE—EFEHR.
Vehicle.Engine.Light.

AREBINLREHRZAEE 150 BFT. ARFR : a—z. A—Z. 09, (BH) M _ (E#KR)
- (EEY) &/ME — BENSNME.
« (B#EMH) Max — BHENEKE,
- (EEN) RY — BHEAER.
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2. igj%-lt_io

SR 4 mEMET

RREWERNELE , REBBE B,

EREHER

AWS 0T FleetWise AJUERBEEFEENEEUARTER, MEERERHEENEREERT
FER,

EREHER

1. HEZE AWS loT FleetWise T4,

2. EEEEET , BEF [EHER
3. REWARBFETERHE K RRERE "BEKH,

EREEHER K FRRBFHEVEMELHEEITERF,

AWS loT ATREEEL4 5 SB[ FleetWise REEBZLBVERENNER, RWEVERERE £
"EHAG, BEL, "THRE WEET "FRHY.L . EEWMERESLFERATR  SEIEHETR
i

B EEHER (AWS CLI)

B LAE A CreateModelManifestAPI #EREIZEHHER (REEE ) . TIHARBFEA AWS CLIFES
il

/A Important

MR EREH AWS loT FleetWise AP 237 5 —EEEWER | AIMHBELXEVIARE &, EEHNSE
EREMMEIEREFNEZER , FF2H O BEI{EHHE & (AWS CLI),

EREVERHER  FHTTIES.

Effivehicle-model -configuration BB EBEHR JSON XHHEHE,

aws iotfleetwise create-model-manifest --cli-input-json file://vehicle-model-
configuration.json

i

A
H
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_CreateModelManifest.html
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s DBEFEBRUMBERIEKZEMWEvehicle-model -namefto

o F##H#HHE Amazon HHAHHHARN######H- ARN.

o (RIEM) la#BMREREA |, LB Bh ISR B R ER BY 5%

MENMRES X, B, BRSANBERDOFMENR  B2HEREAF,

{
"name": "vehicle-model-name",
"signalCatalogArn": "signal-catalog-ARN",
"description": "description",
"nodes": ["Vehicle.Chassis"]

}

FHEEHALE (AWS CLI)

BRI LA A UpdateModelManifestAPI REREMAENEHER (ERBE ), THAFEA AWS
CLIEY#i5,

HREMBEANERES  FHTUATES.

F#update-vehicle-model-configurationBEEEEN JSON XHHNBERE,

aws iotfleetwise update-model-manifest --cli-input-json file://update-vehicle-model -
configuration.json

s DBEEHMNEREBEEZBE vehicle-model -nameft,
o (BEM) EEREEWEL , FEISvehicle-model -status BACTIVE,

/A Important
RBERERRE  CRBEBEEFRR.

© (BRIEBM) LUEFRROAAUCRE |, UikB R B EMmA R

"name": "vehicle-model-name",

FEHEHAE (AWSCLI) 59
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"status": "vehicle-model-status",

"description": "description",

"nodesToAdd": ["Vehicle.Front.Left"],
"nodesToRemove": ["Vehicle.Chassis.SteeringWheel"],

il B B 2 2%

AT LAE R AWS loT FleetWise £ & 3K AP| MIBRETFH %,

/A Important
/A MBRERE WA SRRV B MM R RER B E . WERFMEN , F26 MERER & MR
FRISEREE.

MIREME R (2FE )

EEMPREREGE | 5588 AWS loT FleetWise £ 4,

fib R B o 2 5%

1. BEZE AWS loT FleetWise £ &,

2. HEEBEEKRP , BE [EHILR],

3. & THWAN, EEL , BEBEHEHINR,

4. BREMER.

5. fEMIERvehicle-model-name? #F , W AEMBRMEEREEEE , RRIBE [FERR)

i BREZER B 5% (AWS CLI)

B LAE A DeleteModelManifestAPI R EMIBRIR B ERIER (EREFE ), T AER AWS CLIK
&,

EEMBRERwIL | BFHATTIES,
LU BB E A 55 Z HUnodel -manifest-namefk,

aws iotfleetwise delete-model-manifest --name model-manifest-name
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® Note
ks rEEEGE T,

BB ERAEEEA (AWS CLI)

BRI AR ListModelManifestsAPI 2 ERER B R A S 2R S W MR, TEMVEFA6H AWS CLI.

EEMINFEEREGERNEN D EBE | FHITUTES,
aws iotfleetwise list-model-manifests

B LAEA ListModelManifestNodesAPI #ER BB ERIFESECEMH. FHEHEHFFFER AWS CLL

ERRGEERBERTAERER (HH ) HFENIEIR  FETUTHT.

LG ERENERAEEBEvehicle-model-namefk,

aws iotfleetwise list-model-manifest-nodes /
--name vehicle-model-name

FEHNAEERLRNER , FRITTIES.

REERRNE/REBERERER,

aws iotfleetwise get-model-manifest --name vehicle-model

(® Note
LRERSK -, RAFER  ERERNEENRTS LR ER,

RIENEERIGERBEE

fRISEREE TR AWS loT FleetWise AR ERBIR ( —HEFIRR ) BRAABTRNENERE
B, WERBIRLETERER O, WENENBGRARSEARRERBREAFTENR LTS,

ESEHIHAFEEH (AWS CLI) 61


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListModelManifests.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListModelManifestNodes.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf

AWS IoT FleetWise HBEABER

M

SEEHPEERANGENESE. AWS loT FleetWise XiFL T i,

EHIESEE AR (CAN EREE)
—EhE, PREREIBNMESE FE4EI8 T (ECU ) 2B#TEE, ECU TJLL2 5| R 4IE
T, ZEREJSTARK.

HEZE R (OBD) Il
HE—SHEBENEAHE , AREZ ECU 2ENERERDEER, TRET —LE2XNDHE
WEARLS (DTC) , BERBREHNERE T 1 ERE,

BT B4

HRFPEAEEA—BEEENMKED., EHFNRENEHTERB[AEZRFE (ROS 2) M
IP LY AT E T AR E [0 Fh /T K88 (SOME/IP),

(® Note
AWS loT FleetWise X ERE XA ERH ROS 2 T ERE,

fRTGRRIS R

REKEFARVFARTEN,. ERERPEENBESRBLAERBRSREY ., MREGER
HEQE CAN Bi%#EN |, AIXATE CAN B#iFRER. MRMBHR[FESS OBD MigEn |, Al
METE OBD USSR ER.

MRBHFFEESESERPEMED , ABBHFEL RIS HEBBRER.

BEMSREELAHEEHI R, AWS loT FleetWise £ AN B IER FERBIBEENRER
iR A 2R EWAY BUR.

BEMRBREASENE —EREHN , HhISHBBERERAFTENRE, RETURTIEH—E
& :

« ACTIVE— BRIGE /BB RN TEIME,

« DRAFT— BRIGSEENEERRF.
« VALIDATING— RGBT ERBEHER. EREARELTE—ERERKERARWHEES

o
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« INVALID— BB FEMFB AN , LI A EREBEANRELBE—BARERXKER RN
Bes /58, & LAfER ListDecoderManifests 1 GetDecoderManifest API R 2B 3% sk BRI R & .

/A Important

« WREHFEH AWS loT x FleetWise A B fRIESET

R BRIRREABE.

- MRBERFEH CreateDecoderManifest APl fEE R RIS E T

{RIZTEDRAFTAREE,

« BB EEDRAF TR ISR
UpdateDecoderManifest API B{EASfRTEES

o BESERBERACTIVERZRER SRS 2R

ES]

. BESENENRBEENR

- RIRBRIREREE
- EHBIRREE

( ) AWS CLI

- MIBRAEISERFE
- BEEBIRRBES

ol

& () AWS CLI

AWS loT FleetWise & 5 &

BRREARES

== oo

FEMBEBNERIRAZER, £H

BN AMACTIVERE,

AR TE 8 B T TE A1 AR S 2R BA R

BERRREEEV EREABERERPEENSREHNBBZEOMBERRER.

INRABIBIEFE TS CAN @8i&#E 0 |, RIABEZE CAN #iGssE5, MRS
0O, AIA#BESE OBD H#iER{EM.

ES]
« BREMERNE
« REMBIHRAR

A& OBD #84&
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=n e AL
X EMEEE I E

& ERE CAN BT H , BEETIEA.

« name— CAN M EMNERE.

NHBEBHSLERKE—KN , BTJE& 1—100 E*F T,
- (&™) protocolName — BABEN BT,

BM{E : CAN-FDA CAN
( AT ) protocolVersion— AWS loT FleetWise B #3%%# CAN-FD #1 CAN 2.0,

BME:1.0812.0b

EERE OBD WA ME , BEETYER
« name— OBD M EMNEZE.

NHBBYLERE—K , BA[8E 1—100 E=F T,
- requestMessageld— ERERZHASH ID,

( 7i# ) dtcRequestIntervalSeconds— M EAREWMA R EHENRE (DTC ) KA
R, i, MRIEEWES 120 , Edge REERALBEE 2 »EWE—XFEFH DTC,

( AiE ) hasTransmissionEcu— ERME B EFERFRFIER (TCM ) ,

BEME : truefl false

« (#H) obdStandard — AWS loT FleetWise XK OBD &%, AWS loT FleetWise B I X EZ
HRiBFHERDE (WWH OBD) 1SO15765-4 1Z#E,

( Ai# ) pidRequestIntervalSeconds— #£E#FEk OBD Il PID KY4EE, flmn , MRIEENE
5120, EBREEXERES 2 SEWE IR OBD Il PID,

- (iIZA) useExtendedIds — REEEALPERLEM ID,

BEXME : truefl false

EEREEHTNREBEENE , BFEETHEA.
* name— E#HFBAHEONEE,
THEBLARE—N , B8 1—100 EF 7.
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« protocolName— BEHABERN BB,

EME : ROS_2

AR TE RIS RREA AR

HERE CAN BIGEFR , FEETHEMA,

- factor— ARFIEEERERE,
« isBigEndian— ABMNUTHEIEFRERA KiK., MRECRAE , FITHEENESEREFERE

B e F Azt

* isSigned— BAHREBCHE. NREHE A BHUTUAREHNER.

length— FABWNRE (A TEREN),
messageId— FAE WA,

offset— ARMEEHENRBE. BRBMES , T8 Avalue = raw_value * factor +
offset,

« startBit— ETRAEE—BNTHNLE,

(ZIZMH) name — FEM BT,

HERE OBD f#iR=RAN , FHEE FHEA.

* byteLength— ABHRE (CMLTHEBEN),
- offset— ARSTEGHRENREE., £SBMttA , 58 Bvalue = raw_value * scaling

+ offset,

« pid— AR EEHEFERHEEND BB UEEULLER.
- pidResponseLength— ERABHRE,

« scaling— FARMRIHHENTE.

« serviceMode— HEFHREER ( ZERE ) .

BER

startByte— B RALKIBHE,
(##EM) bitMaskLength — AR FEESMTEE,
(Z#ZEM) bitRightShift — AABENLEE.

RENSBITRAN , FEETIEA.
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- topicName— AEARNEERTE,. CHER ROS2 B, MEABCASWHNFHFMEE
A, 528 StructuredMessages

« structuredMessage— AEAMMNERBILAE ., ©ULAER a primitiveMessageDefinition , EZ
=, structuredMessageDefinition SEEERE structuredMessagelLists.

RIEMRIRERRE

BATLAfER AWS loT FleetWise £ A5 APl A B4 2 T RIS EE,

/A Important

BLEBERERMAN K ARTELAERBREE, SERBRFESCARTHARHEER. W
FEAMER AR ABNEEEHER,

£
. AIERIBEEE (254 )
. AIEMIBEEE () AWS CLI

BIRMIBIEE (1244 )

EALAE AWS loT FleetWise 1= A 2 EEEH A R ABAN BB EAEE,

/A Important

ICEESEER AWS [oT FleetWise X2 A EMRRREHABTEFRERBRFEER AR, MEEH
AWS CLI. RERRENEERERD , TRREFAEE.

BEEVRIRREATE

1. HEZE AWS loT FleetWise £ A,

EEEEHERD , BE [EHER]

BEBERRE,

FEHURHEAE L  EE [(BURBREABE]), REMITTIEBE

w0 N
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ES]

- FBR1 BERIGREE

- SER2: HERRAE

- FBR3: REANEY

TR RERBHRFE

B [—HREF] F , BT THEME

1. WARIGREASENE—BHE,
2. (EA) @ AER,
3. igj%-lt_io

HER 2 R

BERGHREAFELAZLE—ERRNE. ELUSS AR T EERBREFARE,

BB

 [MBRTE] B, AT TSI B,

a. HR TEEIEEE,  FHEE "CAN_NHE. = "OBD_TH. .
b. WA EAIME—ERE,
c. WAME—MRERNEBBTE, BULUER AWS loT EERFE BT FleetWise,
d. EBEFERAERPEEN—ERZEERAERBREREY.
e. BERMMIFTENR , FLE doc R, AWS loT & FleetWise 47 .dbc £ R AEE TGRS
Ao
f. CEEHERHFS A BERSEGSHKBEBEEREREY,
g BEBET—Z,
® Note

- BREASEMEBNELE—E dbc R,

- BRREGEHERPIEENZERRBEBRRARELH,
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 ERFRHOERNEER  REFFELEEREN T E, SAURMBREAREHMEEN
18

S 3 MEAMET

BRRMISHRETUEENER  REBBE (B,

IS5 ( ) AWS CLI

T LAE R CreateDecoderManifestAP| S 4ESRAIZ TGS EE . T5IAEA AWS CLIBEHI,

/A Important
HERIEZBIBI|FE L  FEAAE—BERER, NFFEEF K F2H EVLEHET,

BRRVBIRREIEE  FUT TG

EFidecoder-manifest-configurationB3EBH B/ JSON XHH B,

aws iotfleetwise create-decoder-manifest --cli-input-json file://decoder-manifest-
configuration.json

o B¥fidecoder-manifest-name BRI EERIEZNMRIESRFTENERE,
o R##### Amazon #####ARN ) BREEWHER ARN,
o (BIEEM) Ula#EMREREA |, A BYIGR BIMEISES EAEE,

MEFEMAERED X, BiE, BARNADBINFMAENR , F2REZEMER T EMEEEEF 5.

{
"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [
{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"
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iy
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"

}
1,
"signalDecoders": [
{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": O,
"startBit": 16
},
"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
},
{
"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 40
I
"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
}
]

« B#idecoder-manifest-name BRI EERIEN RGBT EEN B,
« B###n#t Amazon #####ARN ) BREHER ARN,
o (BEM) L#EURRE |, U B MIBREAFE.,

RIEBISRRE
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R (B8R ) PEBUENNEFLARFREGREKNERER (EEBE ) PEEN—. NFNM
BESX., B, BRI RNFRER , RS ERERR N AN RS

"name": "decoder-manifest-name",
"modelManifestArn": "vehicle-model-arn",
"description": "description",
"networkInterfaces": [{
"canInterface": {
"name": "myNetworkInterface",
"protocolName": "CAN",
"protocolVersion": "2.0b"
},
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_INTERFACE"
Yo 4
"type": "VEHICLE_MIDDLEWARE",
"interfaceId": "G1lKzxkdnmV5Hn7wkV3ZL9",
"vehicleMiddleware": {
"name": "R0OS2_test",
"protocolName": "ROS_2"
}
1,
"signalDecoders": [{
"canSignal": {
"name": "Engine_Idle_Time",
"factor": 1,
"isBigEndian": true,
"isSigned": false,
"length": 24,
"messageld": 271343712,
"offset": 0O,
"startBit": 16
.
"fullyQualifiedName": "Vehicle.EngineIdleTime",
"interfaceId": "QglacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"

.
{
"canSignal": {
"name": "Engine_Run_Time",
"factor": 1,
"isBigEndian": true,
RIEMRIGEE
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"isSigned": false,

"length": 24,
"messageld": 271343712,
"offset": 0O,

"startBit": 40
.
"fullyQualifiedName": "Vehicle.EngineRunTime",
"interfaceId": "QqlacaenByOB3sSM39SYm",
"type": "CAN_SIGNAL"
.

"fullyQualifiedName": "Vehicle.CompressedImageTopic",
"type": "MESSAGE_SIGNAL",
"interfaceld": "G1KzxkdnmV5Hn7wkV3ZL9",
"messageSignal": {
"topicName": "CompressedImageTopic:sensor_msgs/msg/CompressedImage",
"structuredMessage": {
"structuredMessageDefinition": [{

"fieldName": "header",

"dataType": {

"structuredMessageDefinition": [{

"fieldName": "stamp",

"dataType": {
"structuredMessageDefinition": [{
"fieldName": "sec",
"dataType": {

"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "INT32"

}
}
}
},
{
"fieldName": "nanosec",
"dataType": {
"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "UINT32"
}
}
}
}

AERBEAE -
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}
I
{
"fieldName": "frame_id",
"dataType": {
"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"

"fieldName": "format",
"dataType": {
"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "STRING"
}

}
}I

{
"fieldName": "data",

"dataType": {
"structuredMessagelistDefinition": {
"name": "listType",
"memberType": {
"primitiveMessageDefinition": {
"ros2PrimitiveMessageDefinition": {
"primitiveType": "UINT8"
}
}
},
"capacity": 0,
"listType": "DYNAMIC_UNBOUNDED_CAPACITY"

RIEBISRRE
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X
}
]
}
(® Note
BULTRHETHANAZTERERRERNERRFE. NFFHAET , F2REAERR
ERBASERM,

RBERREREERERT , TREEAMEBE,

BT RR A E () AWS CLI

B LAE A UpdateDecoderManifestAPl R {ER EFRIGEREE. BAILIHE, BRNEHBEANEN
AR, OB ERBREFSTENRE. THAER AWS CLIFEH,

EEFHMRIGRENEE , BHIT IS,
Bfidecoder-manifest-name BB EEE N ARG EEN B,

aws iotfleetwise update-decoder-manifest /
--name decoder-manifest-name /
--status ACTIVE

/A Important
BORMIRIRBEER , SEEAHEETHRE.

i R % 15 22 B

BRI LAE A AWS loT FleetWise A5 AP| fBRFISSREFABE,

/A Important
HAFSMERERITRFENEBNER,. WFEFRET , F2HE RERER.
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- MIBRMFIFEE (BEHAE)
- MiBRfFISESEE () AWS CLI

MBRERISETEE (12HE )
A LAE A AWS IoT X FleetWise 2 A MR AIESEAFE,
EEMKRBIERETEE

HEZ AWS loT FleetWise £# A&,

EEEEKD |, BIF [HHERE.

BEAEER,

EERERREEED , BE "HRBHREE) 28,

BEBERBRENEE | ARRE MR

EMBRdecoder-manifest-name ? , WA EMERNWRITREAFTERTE , ARIBE [HERR).

o o bk~ w0 b=

i BR AR ASESEE () AWS CLI

BT LAEA DeleteDecoderManifestAP| #4ER M BR R TS ES B8, T HEAYVHIFFEH AWS CLI.

/A Important
MR RSER BB E2n , FAMBRARAER. MFEFMEN , F2E MEER.

= EMBRBIBREFFE , FHT TG

decoder-manifest-name B A EEM RN BIFITEENERE,

aws iotfleetwise delete-decoder-manifest --name decoder-manifest-name

EEEISERFERE () AWS CLI

B LAEA ListDecoderManifestsAP| R {ER B H RIS S E R B W MR, THEHMHIFEH AWS
CLI.
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aws iotfleetwise list-decoder-manifests

A LAME A ListDecoderManifestSignalsAPl R ERR B A RR FEPNRBREHRERCEMN. TH
#BlFfEHA AWS CLI.

ERRCERBREETIERBRER (M) NEENIEIIXR,

”:m'h

ﬂ'U\T ap TJ )

Bfidecoder-manifest-name BIE EERENMBRIBEIETENERE,

aws iotfleetwise list-decoder-manifest-signals /
--name decoder-manifest-name

A LAE R ListDecoderManifestNetworkinterfacesAP| I ERE B BB TETHNEKIENRECEE
o AT #86IER AWS CLI,

EEHNEERRRETRETMEEBEMTACHEN S BBE , FRT T IH T,

Bfidecoder-manifest-name BIE EERENMBRIBEIZETENERE,

aws iotfleetwise list-decoder-manifest-network-interfaces /
--name decoder-manifest-name

O LAfE A GetDecoderManifestAP| & 4E R 8 RGeS B E P REEONBR GBS EHRESEEN.
THEHNAFFER AWS CLI.

EEMNEREBEBSRENFTENENR , FHT TGS,
BAIERERRN N B BB RBIEREE,

aws iotfleetwise get-decoder-manifest --name decoder-manifest

(® Note
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B, hENEEEHR

ERIERENNES, ERSAEREFEINPLENW REFIFRFEEENH, EHgS S EER S
REEZEER, flun , EHYLUSER, SIZREMNARERREEELZEZEER, BREHIESUTE
2

vehicleName
A BIEEH 1D,

EOELENEREBRRANBEASHER (PI) REMBERRBBEE., ERFBEULUEBEM
AWS R ( 2%& Amazon ) 5[ CloudWatch, EHBBETEARMARBRBER,
modelManifestARN

HRHER (EEEE ) B Amazon ERETE (ARN ) , SHEHERNEHERREN, FRHERE

HREENERISREHERERNE —HEHE. ELEREEFKB FPERNIZE,
decoderManifestArn

fRUSERH) ARN B, RIS EFFERMMBEN , AWS loT FleetWise ] AR 4§ R 1A AR E #

(CHEVER) BRAANETENE, BNREFELAEERBREHEBB . AWS loT FleetWise £
MHENEGERFEREBENEE EHE R ZNERN R EEE.

attributes

EMREcsBEETNEBERY, EWMNESHEAEERERNBY., BUUMAEMBMYE |, X
B9 EpEREEE —EHRER RV EHMER, fl, IREE—HEEHNSE , ATUABMH
BEUTE: {"color": "black"}
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BUXAREEBNERERDESR , TREEFTEZ@ERER,

EREmA, BERSENBMNESEN  F20, EmEd
AWS |oT FleetWise 1Rt T %Il API /B2 |, B LAEFHEE/E£ KRBT NEEER,

+ CreateVehicle— 8|2 — BV EL,
 BatchCreateVehicle— I — A= Z BV EH,
- UpdateVehicle— EFBAEFEHH,
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« BatchUpdateVehicle— E# —{E= Z @R EEH,
« DeleteVehicle— MIFRFEEH,

« ListVehicles-BZ=FIEEMBEEN 2 H5%K,

* GetVehicle— BREHEAERNE R,

BERE

- RAtEH

- EEIE

o BIEHE

- EHEH (AWSCLI)
- EFSWE (AWSCLI)
- MEREEER

- BVBEWEH (AWS CLI)

RILER

FEEEHPHITH AWS loT FleetWise BB RGREEXSWEEN I HEHEIER, AWS H loT
FleetWise & , AWS loT Core A EBBAEEXBRBEERB MQTT EXcBENLLER. R
EEEFE—1E AWS loT R, ERILAFEREEY AWS loT #REEH , = FleetWise #& AWS loT
REATNERBESEILY AWS loT #, MEFMENR , F2E B EH (AWS CLI),

AWS |oT Core X EERFEMEE , HEIR2HIZH] AWS loT & FleetWise JRIVFH. E#WH A LER
X.509 BEESEE (BA) , LUER AWS loT FleetWise 1 AWS loT Core BUEEVSI1S1E (E5HR)
RHAITIEERE,

B 7E B
AT LAE S AWS loT Core BURRERFHER,
BRI ER
HEE AWS loT Core RAl , BHAT TG T,

s B BRABEBEREINEFERZE,
o R a##1##0E AWS loT Core FREIRY JSON EEREZE,
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicle.html
https://docs.aws.amazon.com/iot/latest/developerguide/authentication.html
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aws iot create-policy --policy-name policy-name --policy-document file://file-
name . json

EREHIRA B, FBERIATTIIEE

o arERBEESL AWS loT FleetWise EiREY AWS EiH,
o W AWS ######ss AWS B ID.

L& FIDIE AWS loT R EZ N ERE FleetWise, BN BS T BT R, WMEHMEN
EEEE,

T
¥
&5

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:Connect"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:client/
${iot:Connection.Thing.ThingName}"
]
.
{
"Effect": "Allow",

"Action": [
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/checkins",
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/signals"
]
.
{
"Effect": "Allow",

"Action": [
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"iot:Subscribe"
1,
"Resource": [
"arn:aws:iot:region:awsAccount:topicfilter/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:region:awsAccount:topicfilter/$aws/iotfleetwise/
vehicles/${iot:Connection.Thing.ThingName}/decoder_manifests"
]
},

{
"Effect": "Allow",

"Action": [
"iot:Receive"

1,
"Resource": [
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/collection_schemes",
"arn:aws:iot:region:awsAccount:topic/$aws/iotfleetwise/vehicles/
${iot:Connection.Thing.ThingName}/decoder_manifests"

]

RIEE#
AR X.509 BRRSRAHEH,
EREHER

/A Important
BMERECABREEUTNERE.

1. BEE RSAkey pair L& X.509 BF , FHIT T T

- BERBRARERSE PEM THERBNXHNERE,
- BB RARGEEBENGSHEATHXHNERE, Publickey,
o Wraraatr BN T TEEABTHXHNERE, PrivateKey,

REER
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aws iot create-keys-and-certificate \
--set-as-active \
--certificate-pem-outfile cert.pem \
--public-key-outfile public-key.key" \
--private-key-outfile private-key.key"

2. fREHERBEN Amazon EREZE (ARN),
3. EENFAMMERE , BAT TGS,

o Ganntnn###M IR AWS loT Core BB,
o B## arn #a###4NREN ARN,

aws iot attach-policy \
--policy-name policy-name\
--target "certificate-arn"

4. BERBRHINENH  FRT TS

o Brusnnnsst AWS IoT #H###4HEREY 1D,
o W## arn #a###HNREN ARN,

aws iot attach-thing-principal \
--thing-name thing-name \
--principal "certificate-arn"

HEEE

AWS loT FleetWise RE THFENFEH, MRREBZZTEEAN , BULTRIBHEZTE, T8, &
LB LUETTAE () HENFEE, IREHABTEFATIENRMRNETEIEE , TEFEH
ERER,
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DU

Edge Agent BB &
HREEARME
KEREH,

HEFREE R UGE
#2 &85 ( protobuf ) #
AR, WEHME
A, BEBE AWS loT
FleetWise 288 Edge
REEXHEBASRE
o

Edge KEENEEE
SRARBHELE
o

ERERUNGEET
2= (REE ) B
TR, MFEFHEE
A, FSE AWS loT
FleetWise X8 Edge
REEXHEBASE
o

AWS loT FleetWise
SHEHNFERGE
PUNEF R, EWH
HELHBKRERR

o

AWS loT FleetWise
B RIS EERE
—IHE, HREFEE
SRR R E,
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>t

FE NRFRAFEIREXE iR
me /decoder_
manifests

B R

AT LAE A AWS loT FleetWise XA S APl B HH,

/A Important
ERBZE , FREUTRAR :

 BUEBBEERES WA EHERAVRELARACTIVE, MEFMER , F2H8 2EH
EEEHRE,

- BHNERERVARMBISREEAEY , L ERBREENREL AR, ACTIVEWFEFH
&, F2HA A BNEERBREE,

FiE

- BIESEEH (EFHE)

. B EH (AWS CLI)

- RIEZEEH (AWSCLI)

RIEEW (2%5)

WAl LA{E R AWS loT FleetWise £ AN EHH,

/A Important
HBRZE , FREUTAR :

s B AHEEWAN YHERARNRELERACTIVE, NEFMEN , B2 A2
EEREWER,

. BHERIEEEFISESEEEEN | WHRTEES FEMMRENSER, ACTIVEMESFMA
B , 520 A ENEEMIBREE,
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BYUHEH

1. BARX AWS IoT FleetWise 124,
2. EEEBEKD , BIE [EH)
3. HEHBWMEEMEL, BE "BYEHE, LK ARHTTIISE,

FE

- SR EREHEM

- SR2 . REEWMBE

- SER 3 BRAIMMERFE
- SR 4 REME

TR EREHEMN
SR | ET Slan & EER IS 2 S R BE N AR iR 2R B EE AR BA R
1. BWAEWAE-EHE.

/A Important

ERHER—E AWS loT Rfi, MRECEXBBNYHEFE  FEE "HEHE 0T Y
fHE BB, REFMWHRERH, NE , RETEANEREE , AWS loT 5 FleetWise
SEDREWEMI WM.

2. WIIRPBZHEHER (BERBE)

3. fRIIKRAPEBE—(ERRREE, HIRREEEEHEIABEH,

4. (EEY) FEMBE@mEN  HERE THEEE. . MRRBUISR  CLFAEERVERHRNE
B, TRESHBBRITHED,

5. (BEM) FEREBRREHELEN  FHRE THEEER) . COUUERYEHRIEER,

6. EET—%,

STER2  RTEEWERE

ERENERAE AWS loT I , BELAREFTEWINRBNERETE, URIBUSR , B4AE
BYEHRRERE , TREHBBEITHED,

RIZEH (258 ) 83


https://console.aws.amazon.com/iotfleetwise/

AWS loT FleetWise HEABEE
1. #E "THBEEHER. (BHEEHE).
2. igj%-lt_io

HR 3 BRI INERE
#ERAMINEZRE £ —ESRPRENBE.

1. SRR  WARBHNXKERE. EEEVHXRE , FEF [BEIUXK].
2. EET-&,

SR 4 RANEY

WMEERNFRE  RERBE [BIUER].

/A Important

BUBEHE  CLATRABRNER. SHEABRRNLBES|RIERE AWS loT FleetWise
BREAEREAPHER,

BB (AWS CLI)

BUEWRE SO AGFRHEFGSSEMEBRNERRN, SR LA CreateVehicleAPI #/ER 212
B, N3 AFER AWS CLIKNEHI,

/A Important
ERBZA , FREUATREA :
- BAEREERILS  WHERRFHMRELBERACTIVE, MEFMENR , F2H AEAN
EEEHER,

- BB L ARBINREEMEN , WA RRREFENREL AR, ACTIVEWEFH
&, F2H A BNEEBBREE,

EEEVEHE  BHTTIES
X rrnttBEEWMOLER JSON XHHE T,

B EHE (AWS CLI) 84
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AWS IoT FleetWise HBEABER

aws iotfleetwise create-vehicle --cli-input-json file://file-name.json

Example L E

- (J##EM) associationBehavior EAI LR FHIH A —IE :

« CreateIotThing— BIEE#H L , AWS loT FleetWise EE B ALNERAI RS EERH D B8
# AWS loT R,

« ValidateIotThingExists— fEAEREM AWS loT RERAIZEER.

EEEBY AWS loT Y1 , BRT TN T, BWtrannrnntt 2 MENERE,

aws iot create-thing --thing-name thing-name

WMERRIEE , AWS IoT FleetWise EEEI ABHETWE Y AWS loT 4.

/A Important
BREEMAEZEREE T AWS loT Y. MEFMEA , F2E BREHEER.

o BUTRAH AP —HEUS #4444,
« AWS loT ¥ & 18 (B EassociationBehaviorA) ValidateIotThingExists,
- WREES , HlassociationBehaviorBE I K EH ID CreatelotThings

BB ABAI LA 1-100 EFET. BERFET : a—z. A—Z, 0—9, Ik (-). K& () ME®
()

o Wg###a#-ARN BRAEHEGEH ARN (EHEHEE ) .

- AEBRISEEsppppppppptpttttt ARN #####4#4#- ARN,

o (WR) BAUBURIMEMEBY B HEHERE -ERERARNEMER, SN, NREF -
WEBE , ATUABMEELTE : {"fuelType": "electric"}

/A Important
BULAXEBEBNEREREPER  TRSETEZEHER.

{

I =8 (AWS CLI) 85
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FMBABER

"associationBehavior": "associationBehavior",

"vehicleName": "vehicle-name",

"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",

"attributes": {
"key": "value"

RIEZEESH (AWS CLI)

& O LAfE A BatchCreateVehicleAP| ##E— X RIEZWE, T 5| AFEH AWS CLIFVEHI,

BEEVZEER , FUTIIES.

ERERi####3ELHEREN JSON BREHE,

aws iotfleetwise batch-create-vehicle --cli-input-json file://file-name.json

Example L &
{
"vehicles": [

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

},

{
"associationBehavior": "associationBehavior",
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-ARN",
"decoderManifestArn": "decoder-manifest-ARN",
"attributes": {

"key": "value"

}

}

RIZZEESH (AWS CLI)
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}

BRMXIEERZSTEL 10 MER, NFHEHEENEZSENR , FSEEILEEH (AWS CLD,

EFEH (AWS CLI)

&I LAE A UpdateVehicleAPI 2 EREF BB EW. T 5 AFER AWS CLIKYEEHI,

EREHNER , FUTIIES

KRB R## DS ERWRER JSON EREH.

aws iotfleetwise update-vehicle --cli-input-json file://file-name.json

Example B &

- BEHBRREEEFNERN ID,
o (ANE) &a#-##-ARN BB EARBRERFERERNERER (FRBE ) 19 ARN,
o (LB ) a#an#-ARN B DA E N ERI G E RN RIS ERISEMN ARN,
- ((B1EM) attribute-update-mode AEEERBHEEUR
* Merge— EBFEAFEEFNREBMHAMEEY (WRTFEFE) , BFTBEMHESHIREEHLF,
flan | MREHFEETHEM : {"color": "black", "fuelType": "electric"} ,6 B#&

ﬁﬁﬁ?gu%ﬁ%%ﬁiﬁ:{ncolo]:n: ||||, "fuelType": "gaSOline", "model": " ||},
AEHBRNERESTYEM : {"fuelType": "gasoline", "model": "x"}

« Overwrite— UFTBMENRIREEM.,

fFln | MR—WEEFLLTEM : {"color": "black", "fuelType": "electric"}, ¥
BEEAZ{"model": "x"})BUHEHER  AEHERNEHEAZ{"model": "x"}BM,

MRWAPEFERY , AIERLEN,

- (BEM) FENEBUMIFEANEENREEY , S TR Eattributes, HlW , MREEF-HE
558 , AIATLABMIEELTE : {"fuelType": "electric"}

EEMBRBM , attributeUpdateModeiE &R EAMerge,

FEHEH (AWS CLI) 5


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_UpdateVehicle.html
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/A Important
BUSASXEEBNEREEDESR , TRSEFEE@EEIER,

"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"attributeUpdateMode": "attribute-update-mode"

}

EHZ®WE (AWS CLI )

B LAE A BatchUpdateVehicleAPI #F—REHZWMIRBEH, THAFEA AWS CLIFEHI,

EEENMBHE | FHTUTES
BRER# I3 2ZWELIERN JSON EREH,

aws iotfleetwise batch-update-vehicle --cli-input-json file://file-name.json

Example B E
{
"vehicles": [
{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",
"mergeAttributes": true,
"attributes": {
"key": "value"
}
},
{
"vehicleName": "vehicle-name",
"modelManifestArn": "model-manifest-arn",
"decoderManifestArn": "decoder-manifest-arn",

FEHZWE (AWS CLI)
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"mergeAttributes": true,
"attributes": {
"key": "value"
}
}
]
}

BHEXRZZUER 10 HEH, fENGEHSHERENESER , F2H O EMER (AWS
CLI) o

il B =2 4

Al LA{E A AWS loT FleetWise 343 API MIBRES,

/A Important

E#HMERE , AWS loT FleetWise & B E) {EHABMVERMTIHEB T BRZER, MHEFME
A, F2REUNEERSER &k BEBTHEBRENERER. R , ERNATERYHR

MERFE Y HEEEEE AWS loT Core. MFEMERMAFHIMEEIRET , FFSEAWS loT Core BAIA
BIEE TR

MIFREESH ( E# )

AT LAfE A AWS 10T FleetWise T & MIBRESH,

il B B2 8

1. EEZE AWS loT FleetWise 3125,

2. EEEBEBEHKRD , BIEF [EH)

3. £ TH#H, HEL  BELEMROERSENIRE,

4. EIEFEMRR.

5. £ [MBR] Fvehicle-name , I AEWBE , REIZEZE [MER].
fBREEER (AWS CLI)

BRI LAE A DeleteVehicleAPI R /EMIBREH, TEAVHIFHEH AWS CLI.

I Bk = % 89


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html#delete-thing
https://console.aws.amazon.com/iotfleetwise/
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteVehicle.html
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EEMBRER , FUITTIED.

A E### B IR R IEEMBRVERD 1D,

aws iotfleetwise delete-vehicle --vehicle-name vehicle-name

HSE@WMEF (AWS CLI)
BT LAER ListVehiclesAP| REREBRERE R CHMER, THIARMEM AWS CLIBVEES,
CEMNFTEEREEN D EBE  FHTUTES.

aws iotfleetwise list-vehicles
BT LAER GetVehicleAP| RERBREWER . THIRMEM AWS CLIKEES,
ERRERYTHIE , FETUTHT
BB BRALERRNVERA 1D,

aws iotfleetwise get-vehicle --vehicle-name vehicle-name

(® Note
LRERSK -, RAFER , EWMNERAEIS LR ER,

S E#WEF (AWS CLI) 90


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListVehicles.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetVehicle.html
https://web.stanford.edu/class/cs345d-01/rl/eventually-consistent.pdf
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By MEEER

BERAR—ERH, SAFEMERNERRZER, EETUAEAERERRERESWER 8 , BL4EA
ARERREFREYEY, —WERIBRSE#E, SUUEBNFTHED , RHERERKED
LER, URMAKKREER. IFEFAET  F2EEBTHIZHRENERER,

HMERBETESUTES.

fleetld

BAEFEFRY ID,
(i f) description

A 1 By S BB AV ER R
signalCatalogArn

5% B $%#9 Amazon Resource Name (ARN),

AWSIoT FleetWise IRt T 5 API % | B LI ARBYNEERRE,

- CreateFleet— BIE— BT SMHEEHRENER,

« AssociateVehicleFleet— % B & S B BRESH B2 1 — 2.,

« DisassociateVehicleFleet— B H B2 & B2 B3 B A BA B

« UpdateFleet— EFREHEBFNEIR,

+ DeleteFleet— MIBRIBHHHE K.

« ListFleets— MEUFI BB BEEN 7 HFE.

« ListFleetsForVehicle— MEZERAABHATEER ID B2 El&k.
« ListVehiclesInFleet-i@ RERKF AT EEH B EMN 2 B XK.

* GetFleet— VA RAE LN EMA,

£}

- BEUEE (AWSCLI

- MGEEREEERE BB (AWS CLI)
- BUBEHEd 3 DAY EREs (AWS CLI)
- EFMEBK (AWS CLI)
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- MBRBEEFEFEERE (AWS CLI)
- IVBERER (AWS CLI)

B #E (AWS CLI)

EOJLAEFH CreateFleetAP| 2 ERBIZZRERK, LA T#HIER AWS CLI,

/A Important
BB BARARE & , TRREBUMEHEE ., WFFEER , FB2REULERE & (AWS CLI),

EEEVHEBRERE  FRTUTHS,
« ### ID MRABEEREINHEEN D,

EEFAPBLARE-BEF 1-100 ¥ . ARFR : 78 (A-Z2). BF (0-9). 8% (). BIFTH
(-)s JE#R (-). B ()

o (BEMY) U#EARA,

RAPWFLALUEBE 1 £ 2048 fF T
- Hlsignal-catalog-arnfCFASE B & ARN,

aws iotfleetwise create-fleet \
--fleet-id fleet-id \
--description description \
--signal-catalog-arn signal-catalog-arn

i B2 0 SR BB 3k 22 31 A B (AWS CLLI)

BT LAEA AssociateVehicleFleetAP| HR{EAS EE SR EREE X2 7 BARE . LA T & HI6EA AWS CLI,

/A Important

o BEHE BN —ER  FREGERMEEREY B, WEFMAEA
M, HENEEER,

3
¢
dn

i
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- MREAEERERITHZBHEREBEILBIAWSE |, 10T FleetWise & H BN THERHE
BEH,

EERVEREMREAN  FRUTUATH S,

o FAE## ID BHER D,
o FRE#####1HHHRY

aws iotfleetwise associate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-
name

HYUH 22 8 B3 25 PRV BA B (AWS CLUI)

& ] LAE A DisassociateVehicleFleetAP| #{EBUH RSB B AV EA R, LA T & 516 A AWS CLI,

ERAUHEREMBNRE  FHTUTHS.

- BE## ID HHERID,
o REE#####HHH#EY

aws iotfleetwise disassociate-vehicle-fleet --fleet-id fleet-id --vehicle-name vehicle-
name

EHAER (AWS CLI)

&R BAE A UpdateFleetAP| fERREFBENER, AT HHIER AWS CLI,
EEEHMERRRE  FRTUTH S,

o B#n ID BRABREEHR2EEMN ID,
o LUF##ERER A,

RPFHNFTALIE 1 E 2048 fHF TT.

HUHE &SRB AY BB (AWS CLI) 93
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aws iotfleetwise update-fleet --fleet-id fleet-id --description description

i BRIEBF BF BX BF (AWS CLI)

BT LAEA DeleteFleetAP| fEXMIBRESE, LA T & HIER AWS CLI,

/A Important

MIBRER Bl , FREXERRIBHABBNER, MFNAEUEEREMEEABIAIRSA |
BY ", BUHESHELE BXAYEAHE (AWS CLI).

T
s

& EMBRMBERHREHE  FITUATHS.
w4 ID R BEEMBRNVEE ID.

aws iotfleetwise delete-fleet --fleet-id fleet-id

HUSERE (AWS CLI)

BT LABER ListFleetsAP| fE £ RERFEBEEE R T MR, T AMEH AWS CLI BIEEHI,

EEHIFEMBENREERE  BHTUTTS,
aws iotfleetwise list-fleets

B LAE A ListFleetsForVehicleAP| IREXRBERZEHRATBHFTEER ID W0 HEYIR, THAFER
AWS CLI B4,

ERENERMENATAMEN IDBE , FHTUATHT.

FAE#H#BHHBHBIH

aws iotfleetwise list-fleets-for-vehicle \
--vehicle-name vehicle-name

B LAEA ListVehiclesInFleetAPl #ERENEBEKPFIEERFEEN 2 EFE., THAFEH AWS CLI
Ky &5,

I BR A BE B¥ BEEE (AWS CLI) 94
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ERWMARBETIEERNEERSE , BRTU TS,

RE## ID BHERK D,

aws iotfleetwise list-vehicles-in-fleet \
--fleet-id fleet-id

BRI LAE R GetFleetAP| fE£EEMEEEH. THAMEH AWS CLI FEHI,
EEMESEBENPEEN  BIRTUTH S,
BE## ID BHBER ID,

aws iotfleetwise get-fleet \
--fleet-id fleet-id

® Note
WREREK —H. REZ , TRTEULARREHFNEE,

EVSEBEA (AWS CLI) 95
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AWS loT FleetWise B S A B IS
EBTHREBNENERER

RBEFEBRERNERNNBRARE. THFEHIRMH AWS loT Edge Agent FleetWise B85~ , 581
MAIEE, WEERAKEREHTER,

BUNEERTFRIES, EENENEBRZETREB 2R , AWSIoT FleetWise 2 BB HEE F|
BEfHL, BuULZERERNBINERMIER. ERMTHNTHEBEESEH 25 , Edge Agent
DRTEHBREER.

® Note
EEBEEUTRRZE , BERIGEELEE,

s BHEAEEARBEESANERTHIT. WEEBENTHE, ZEFMFEMA Edge Agent EXEE
REEMERR |, BT Y EE,
1. EEZF AWSIoT FleetWise 124,
2. ERFEEM [BAKRER AWS loT] FleetWise EEH |, i&1F [{RXK Edge REER].

o IBMEFREAWS loT Core BB ELRMNER, MEFMEN , FSBIREEER,

BERSRIBIIUTER
signalCatalogArn

R BRI BV (5 5% B 8% Amazon EIRB T (ARN),
(1EH) tags

BLRTARERREEHNTFRES . BULEHARERERGRETEBRBENER , NEHE
R AR

TargetArn

HEEE CEMIMER ARN,

name

BEREREREBR M —BA R,
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collectionScheme

BRI EREGHHERENERIARFREER IR Edge Agent BXB81ER. AWSIoT FleetWise
BRI XFERRENRESRTNERKBNKBRES R,

conditionBasedCollectionScheme

Uit RAERNBEREFABEEEAREBHIZRENER, Edge REEXRBEETSHKRY
RFREE

expression

ARBRIEREMLERNBEERN, fln , MREE
T$variable. ‘'myVehicle.InVehicleTemperature' > 50.0:E&E= , Edge Agent i &
WEKXR 50.0 WREE, NFNMRERTANER , F2REEHEHNEEES,

(##EM) triggerMode ATAR T EF —{EE,

* RISING_EDGE— REHEE —RFEHRMHE , Edge Agent REBIT EREER. Hlu
$variable. ‘myVehicle.AirBagDeployed' == true.

- ALWAYS— Edge REERXHBBEEFESHRGRFREEHR,

(EHA) minimumTriggerIntervalMs

MEENKESH EANRERERE K UEVAREN, NRFARKEEE SO EFLURIEHNIE
RIWEER,

(i#H) conditionLanguageVersion
R EEXFE SR,

timeBasedCollectionScheme

ERERUGHAERNUNERER  FEEUESVAEMNWEMBIER, Edge REEXHBEME
RAHERREWEERER, fln , MREFEERA 120,000 % , Edge Agent BB g8 M2
BEWRE—XREH,

(i#H) compression
EEHEERETEY RO RERE , B LUEE SNAPPY REBAEEHPHER,
KR (OFF) , Edge REBXEBTSBEEHR,

dataDestinationConfigs

BEESIBEEIEHERNE N, BuLLBEKEREFEMRE Amazon S3 5 Amazon

Timestream &,
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S3 BRAFSHANMBNERR RS , TRHEFSANEREEDNRN T HEERRE. BT S3 A
RERBTANS T RBHEMEBENESR.

Timestream B —EEiFiE AMME T EELUEFERNARNBRB2MER, BaLER
Timestream BEFEFIER | Sl TERJRENESLBE,

(i#H) dataExtraDimensions

BAIMA — Az ZEEY , AR ERNEMBEA.

(1#F) description
18 0] LA 8 3R B LAt BY Al Bl B S R BV Y AU

(i#HA) diagnosticsMode
2 EE AR E ARFSEND_ACTIVE_DTCS , RS EBISEAREFNEEZEHREALR (DTC) ,
LAt B B R R IR R, i3, PO097 RR5IZBEFIEE (ECM) EHEERBE RIS 2
(IAT2) I AMER EE BURIBREE .,
fk83% (OFF) , Edge REEXRBISEADEH AR,

(iEH) expiryTime
BULERBESEBNEIRA, RIESEBEIHE | Edge Agent R EF WK IEHEEBPIEERN
B, MREZETHEEIBBEEER , Edge Agent B SFAHMITHETBRKREEHR,
FEER{E : 253402243200(— WA AE+T=ZA=+—A8 , t FFLERRE 00:00:00)

(M) postTriggerCollectionDuration
B LA EE BB INERERFR , LUF Edge Agent MEBEFIUELE 2% |
FREWSEEEHBNER. flun , mRFEUESTHERE XN REXKER
B : $variable. 'myVehicle.Engine.RPM' > 7000.0 , Edge Agent EXEE S BURESIZEN
BoEEEY (RPM) B, BIff RPM RER 7000 —X , thAlsERAFERBEE, EHEBERT , &
Al BEH E Edge Agent EREBEBINEER |, UG BIERAR R
TEERE : 0

(#H) priority

BALUEERBRRTNMeBEBNELIEFER. BERINEHEZBREASNELIEF. NRE
HEHLRBLETHEZD , NEARBELIEFRSHNESER.

TERR{E : 0
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(M) signalsToCollect

W ERMBESRE , fRPREENNFTREE,

/A Important
A AR P IR E AR AERNKRERERNER N P EANER.

name

M ERINERRE , P REERNAZERE,
(iE M) maxSampleCount

WL E R SERECE T |, Edge Agent MBS X B ERiRNEREHIE LR,

(EA) minimumSamplingIntervalMs

MEEMESTRESH2BNRERFERE  UEVAEL. NIRAREELE  LAUNERA LS
BUBERNRRREER.

BXREHE -
(iE M) spoolingMode

MREEEspoolingMode BTO_DISK , RIEEHAKREREEIREF , Edge Agent B8 & E R 1E A1
BEERN, EFEVERE  TEAMNENSEBHEREIE R,

JEE%{E : OFF
(1#FA) startTime

BANTHE TS ERBEFEBRA,
TEER{E : 0

FEBAREATUR T I EH —EE.

« CREATING— AWS IoT FleetWise IEfE EE B RURBIEZEBE RS,

« WAITING_FOR_APPROVAL— BT THH%E , © 2 AWAITING_FOR_APPROVALAREE, EER
HAIT8ES |, S5 UpdateCampaign APl ¥, T8EEENR A , AWSIoT FleetWise & H E)ig
THEEHHBREZEWMNER, NEFHMEN , BF2REEHTEES (AWS CLI,
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« RUNNING — X EEN=5EE.
« SUSPENDED— EBICEF, ZEEHRBESEEEH , BFH UpdateCampaign API fE%,

AWSIoT FleetWise 12t T 5 API 4% | &I LU A RE N M ERITHEE

« CreateCampaign-gIZ—E#HHWES R,

« UpdateCampaign— B IR ENTHEE, BISETEHER , BXAFERI AP EERZAITHE
g,

« DeleteCampaign— BRI BRI 1TEEEED,
« ListCampaigns— HENVFFE{THEZBREN D HIFE
« GetCampaign— HEEBRTHEBHNEA.

s
»
i

- BNITIER
EF1T8EEE (AWS CLI)
- RRESEE
IETIHEEE A (AWS CLI)

BAITHEE
BRI LAE AWS loT =X FleetWise A5 APl BT EBHLUNEERER,

/A Important
EAABBUTRG , THED T REREERF
- BEBAEEXRRBEEENERPHT. NFEERNMARHE. KENMEA Edge Agent B
RYREHBERA , FFHIT T HIEE -
1. BEZE AWSIoT FleetWise £ &,

2. ERFBEEM [FAKRER AWS loT] FleetWise EBEH |, &2 [{R3K Edge REER].
- BEEREAWS loT Core AEIBANER, MHEFHMEEN , FSEBREMLER,

ES- |
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- BUTHESR (E2E)

- BYEEES (AWS CLI)

- REEEBNRBEER

BIATHER (X258
SERIAER AWS 10T FleetWise TRARVTHED , JUER, KESHER L LERTIT R,
BYTHED

1. BEZE AWSIoT FleetWise £ &,
2. EEEEET , EE[EEEH]
3. HEMTHEE EEL , BEF [BUREED], ARTX T EEFNLR,

ES -]

« BB BRETHED

- SR2 ERHEFERM
- SER3: HIEEH

- FR4: BRENEY

« PS5 METHEH

/A Important

\

%

- ERVESER 2 , BLABAERBSENER, NFFMAES  F2E EUNEEEHR
Bk Rk By, HENEEHER.

- BYTHER & , BLARETHED. MFEFMES  F2EIES  HETHEE.

SR RETHER
B [—ERA] T, BT FIERE -

1. BARSEDNERE.
2. (ER) @A,
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"

ax e

EFHEHNERKRERE, EMREEESHABZRENERARFKEE LR Edge Agent

BBIER. £ AWS loT X FleetWise #£AaH , BRI LUEB T A XREERKRERE :

- FHERERBRERA,
- LEERIBBERERKERAL

TR, BES  BETIHEP—E

- EEFHRETERNERENSEYERARENRER , FRE 'ERERRERE. .

FHEEENRERNNER  IEREFTERERNER,

1.

£ TERRESRFREN) BRY  EELERTHEIBEANENBERERE, 2R
BEEFAHBERENERELR , FEE R4 . FEEARERRIREREERESR
HERR | FERE TUREAER. .

ER{EHEHREERNFERE,

® Note

RIBFER , RENESEDEVAME , MERARENERKEE. SERENE
B AEERESE,

WMRBIEE T MR BER BB Scheme |, AIXEEREEEREXNURBIEWENER,
AWSIoT FleetWise f @ EH X REBH BERRFNEBRERLE R, BEXALERERA
ZERBEEARE. HLBERETANLEE.

Flan | mMREIEES$variable. ‘'myVehicle.InVehicleTemperature' > 50.0E%
3 , AWSIoT FleetWise IE XA 50.0 WAEE, NFENMAREXRRIANER , FSHEIEHE
SEEREBEIEE,

BWARARENERERLERNBEERN,
(EEY) BAUEERMEEXNESRE, BRER 1.

(EEM) ZUNEER/NMEEER , tAEMEERNKESHZBNRERERE. i, R
ARCEEE | BB EURENRREREER.,

{EE Edge Agent BB INEE R BRI, AKTFEER , AWSIoT FleetWise EXB8#Y Edge X
BEEX 22 REFREER, 3F , cREEEF XN REFRERVREER , BABE—X
&,
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7. MREEENRBAERNERKRERE , AIXANZEYRENIEE 10,000 = 60,000 ERHY
FEEM. Edge REEARBSHEAPBIREREERNIEE,

8. (EEMY) BW RSB EREREERE.

a. FEEBERHERMEERARYREOMEERE  FEE Snappy.

b. (REH) FEEREERRESHREBRSERNKERE CIZVREN) , BNE
TE Post #5372 F IR IFER

c. (EEN) EEEERGEINELIEFER , BUlEEREEDELIEF. BRIEFE/N
HEREEELHE K ARSEFTRENELIEF.

d. EBE@WMAREREERE , Edge Agent R ALERELABBEEFELR, EMEILERR ,
FEANENEEBERTIER, EEREER Edge AEEXNEFENERBERSER R
FHEAR,

e. (BEM) FERUARNEGEN K FRESHEBUINES ") EREE
- FELEERUERENNRELRE  FEN [RRABKE LE json ], AWSIoT FleetWise & H
BEREUUERRTERNER, LU REMENZMNRE,

HEESENREREFMERARN json BR,

T
*

1. EEEATBHERRERINENR , HEE "EEER, . NEMEERBENFHRER
B CreateCampaignAPI X4,

® Note
AWSIoT FleetWise B8l % & .json EREXEIEE,

2. AWSIoT FleetWise ERBERTIVEF BEHERERKREF R, BB AWS loT A& FleetWise
ENMEE, MAEE , B EHEE,

BERFR

A EEEFUENREREERKREERVAR.

/A Important
AT MM P EEAMRERERN VSR ERNERT N FERANER.
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EEREEREERNAR

1. BRERNTLEHREH,

(@ Note
ERNTEEBEERNXEM ELERNERE. EAF () KRR FER.
1l

i, Vehicle.Chassis.SteeringWheel.HandsOff.HandsOffSteeringState&HandsOf1
BEE TR EM, Vehicle.Chassis.SteeringWheel .HandsOff. 2B E It B35
RYER 18,

2. (BEM) SHEEAEAFTE , WAFUERIKRERER Edge Agent BINE S EEERNER
BAEA LR,

3. (BEEM) BRFPOEEER , FEARMEEREFARESH CENREFERE UIZEVREN).
MRFREERE LU UER LS HIUAREBHERBEEHR,

4, FBEMBHMAR , FEE EEZAR]. BRZALFM 999 @S5,
5. igg -F_io

TER2: ERFEFENME

® Note

RAEETHEDESHBERRERARN , TRSEREREHE Amazon S3,
RBZRRERNEEHEERT , AR EE,

BEELEREESTEMEREERNE Wik, B LUSERHERE#RZE] Amazon S3 5 Amazon

Timestream,
EERNEED , #T THIEE -
T BEHIERE S3 FE[R.
EERERMERERIE S3 HEIrEsF | 351212 Amazon S3, S3 RE—BYHFERE , TS ERMES

Y EREREITED, MEFMAER , 326 Amazon BHEREFREEREREEDNEY, REAN
£/ Amazon S3 fE1FErEE,
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S3 AREMERRMEAA , YRACHERENVEMES , SIMERE. SFPXERFEET. BRE
BEEMO . BRLUER S3 FHEMETIRREN S M. Sl , BN EHRER (ML) &
HEVBBRESHNERE. EANERENSEXNRET 10 D&,

Amazon S3

/A Important

HBE AWS loT FleetWise EEE A S3 RIFEFBHNERE , BFESEREHSE S3, WFE
REFEVENGMEER , F2BER AWS loT 2| ZHU# FleetWise,

£ S3 BRYHERER , #IT T HIENMF -

1. A S3 FERETEE , B EIEAWS loT FleetWise E BRI FE1FETE,

2. (EEM) WATARER SIRETrBIERNERNBTIER.

3. EEHmUERN K SERFREFE SSHETFITRPHEIER,

4. EBEERSCESENE SIRETFTRINERNBES gzip BR. ERLBEER K RAEKTKRH
ERABREZREK.

5. 7 S3 HEREPERNNRIESETEH S3 ¥H URl, ER S3 PRFWL STHH RH.

EFEREWHEREFEHRE "EFER, XEH , BiEE "Amazon Time stream, . &R LAEA
Timestream EFEWMEE , LMERBBRMERN, Hla , BEATLAEER Timestream 3R 3 EH#H A A
RN ER, EANEHERSLULFARNERESRZE "BER,) . MEFMEER , B2ETER

Amazon Timestream ? & Amazon Timestream B A EIEE+,

Amazon Timestream

/A Important

£E AWS loT FleetWise EERER B ARBRNVERE , BT REENERIERER, NF
REFHENFMER , FSRES AWS loT #ZF|7H# FleetWise.

i TRER. RIEREF , BT T IIEE -

1. R TRHER, ERESR  FRTAXNBEPREENEERENER R,
2. R TKER., XEEE  FRTAXNBEPRE 'KESR. RBNBHE,
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EREERNBHEEIRF , BT THEE -

RTHNBEFREE IAM A6,

igg -F_Z'Fo

SER 3 MIEER

FREBEENEBTHEIHNER , FEERFETENTCH. BREREEABREFRHRNNBENT
PN ERREREBERBRER.

 TEREESW, P, BT TIIRME
1. HERED  RIBUIERERE  ARRIRPEEE.

(® Note
SEEMERBEER — R,

2. MAEMBTHIBNELESIERFERE, fln, IREUENTEEBATuelType , Fl
AgasolinefEAHE,

3. FERSHMEHEMN K FEELRIR, CESULUESTIEEREENTREENERERE,
4. HEESKANERSIEERRBZT., ERCEENBTHEHNER,

(® Note
BERRTHRZAETR 100 HE, BESE , BMAERFEEREED.

5. igj% -F_Z'Fo

T4 mBEMET
WREESEENGE 6 RREE [BIESTH)

(® Note
BATHEDR  CRENERLARERHZINER L,
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SRS WEBITHIE
BUTHEDR SR EHNERLXESEHEHBERNEF L,

BERPEITIHEE

1. ERETBHHEBEEL , BESEF,
2. REAYEBDEERBNE  ARBREZITHEIBNERREER,
3. EEHE

MREBRRTEFREEIRSEDNERREES  FE "EEEDRE, AALRE "EEF, . BE
RECERITHIDNERFREER , FRE [BE

BIUREEEE (AWS CLI)

BRI LA A CreateCampaignAPI YE3E M 1T88ES . T35 AFEHA AWS CLI KA,

BIMITHEEE | REENEDIME R T LUFERIE Amazon S3 (S3) 5 Amazon Timestream #, #§2
Timestream SESIRIE, AIEX BEMARSNEBFIERE , SINRFTFEERIREENER,
BESIUESEEEAERTERME. ERTHAYE. ZEENNENYHRET.

/A Important

£E AWS loT FleetWise EAHER B A S3 SlFERNERE , BT eEWMERMER, WF
REFIENFMEF , F2BEH AWS loT 25| 7EH FleetWise,

BIEE

/A Important

<

- EERMTHEB AN  SLABEERE KN ERNER. WEFMAET  F2HEE
BEHRESK. B, hENEEEH X EYNEEEK.

- BYBSEESH®E , BX4AMEH UpdateCampaign APl EERBZAMAEITIHES, MEFZE
A, B2 EFTHEEE (AWS CLI)

MNE

EERVTHED  FHT TSRS,
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KB ###### D EITIHEDRER JSON EREH,

aws iotfleetwise create-campaign --cli-input-json file://file-name.json

YA VA ) =Y I

« signal-catalog-arnF{S5% B /Y Amazon EiRE 1 ( ARN ) B,
LUBEB I ##t##### ARN ###%E arn,

T4 arn XA S3 REIFATEM ARN,

"name": "campaign-name",

"targetArn": "target-arn",

"signalCatalogArn": "signal-catalog-arn",

"collectionScheme": {

"conditionBasedCollectionScheme": {

"conditionLanguageVersion": 1,
"expression": "$variable. Vehicle.DemoBrakePedalPressure® > 7000",
"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"

I
"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"
I
{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"
}
1,
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{
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"s3Config": {
"bucketArn": "bucket-arn",
"dataFormat": "PARQUET",
"prefix": "campaign-name",

"storageCompressionFormat": "GZIP"

WES trptt ittt I NBE S THEE,

« signal-catalog-arnF{S5% B /Y Amazon EiRE 1 ( ARN ) B,

LURBR Lttt ARN #4#F& arn,

EFREBER, XK,
AR ARN B arm,

"name": "campaign-name",
"targetArn": "target-arn",

"signalCatalogArn": "signal-catalog-arn",

"collectionScheme": {
"conditionBasedCollectionScheme": {
"conditionLanguageVersion": 1,

"expression": "$variable. Vehicle.DemoBrakePedalPressure® > 7000",

"minimumTriggerIntervalMs": 1000,
"triggerMode": "ALWAYS"
}
},
"compression": "SNAPPY",
"diagnosticsMode": "OFF",
"postTriggerCollectionDuration": 1000,
"priority": 0,
"signalsToCollect": [

{
"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoEngineTorque"

},

{

# role arn IR AEKHITAERMN ARN , XABEIRE AWS loT FleetWise #IR , LU ERHEESE

B EEEE (AWS CLI)
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"maxSampleCount": 100,
"minimumSamplingIntervalMs": 0,
"name": "Vehicle.DemoBrakePedalPressure"
}
1,
"spoolingMode": "TO_DISK",
"dataDestinationConfigs": [

{

"timestreamConfig": {
"executionRoleArn": "role-arn",
"timestreamTableArn": "table-arn"

}

}

EHIBNEEES

AWSIoT FleetWise f# F@8 RIZ 3 R 5 ML RIREATHN —BrWE., WEEEAMNFMENR ,
EHSBAWS loT EventsBAR AEIETMNEER,

BEASHEZEZBANSBECENERENARA, BREMRKER  EEXSREZARTARNT
BEW, HREBRREN  EEASHSARNTRABERTARENEE I H P —EBHARKRE,

Plan |, MREHEFIESLUTER

{

myVehicle.ADAS.Camera:

type: sensor

datatype: Vehicle.ADAS.CameraStruct

description: "A camera sensor"

myVehicle.ADAS.CameraStruct:

type: struct

description: "An obstacle detection camera output struct"
}

WMREFRETE ROS 2 B ¢

Vehicle.ADAS.CameraStruct.msg:
boolean obstaclesExists
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LT RAAARNEFESE SR

uint8[] image
Obstacle[30] obstacles

Vehicle.ADAS.Obstacle.msg:

float32: probability
uint8 o_type
float32: distance

$variable.
$variable.
$variable.

$variable.
$variable.
$variable.

$variable.
$variable.

$variable.

$variable.

‘myVehicle.
“myVehicle.
‘myVehicle.

‘myVehicle.
“myVehicle.
‘myVehicle.

‘myVehicle.
“myVehicle.
‘myVehicle.

‘myVehicle.

ADAS.
ADAS.
ADAS.

ADAS.
ADAS.
ADAS.

ADAS.
ADAS.
ADAS.

ADAS.

Camera
Camera
Camera

Camera
Camera
Camera

Camera
Camera

Camera

Camera

EF1TEEEE (AWS CLI)

B LAE A UpdateCampaignAPI ¥EEREF R BN THES,. TEHNWSEAAWS CLI,

.obstaclesExists"
.Obstacle[@].probability"
.Obstacle[1].probability"

.Obstacle[29].probability"
.Obstacle[0@].o_type"
.Obstacle[1l].0o_type"

.Obstacle[29].0_type"
.Obstacle[@].distance"
.Obstacle[1].distance’

.Obstacle[29].distance"

- BEGS##IRBEEEFTNES EBERE.
o UTHEAP—IFBENR##
APPROVE— #t ST BN LA 2 5F AWS loT FleetWise #5&H 2p 2 F 55 8§ = B X .

o

RESUME— E#BSUSPENDSEEE), B RSEFNBEINFMEER , EWMSHEEREEIE,
UPDATE— BB EZBMH WA HBEERMEEMHERENREST R,

SUSPEND— E& &8 THEBERERBTMER , TENTHIDINAMAERFEFLEEXE

BEHTEEEE (AWS CLI)
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aws iotfleetwise update-campaign \
--name campaign-name \
--action action

R E &R B

AT LAfE A AWS IoT FleetWise £ &3 AP MIBRITEEE,
MBRE S EE (EHE)

EEMRITIAES , 5 5EH AWS loT FleetWise 24,

EEMBRESED

1. EBEZFE AWSIoT FleetWise £ A&,

2. ESEERP  BE [BEEEH]

3. ETHEH EEL , EBEAERELSEH.

4. IEE MER.

5. #EMiBrkcampaign-name ? , WAEMBRHNES THERE , ARIEE [RFE]

R E S EE (AWS CLI)

] LAE A DeleteCampaignAPI R EMIBRE S 8. AT EFIER AWS CLi,

EEMERITHED , FHAT TSRS,
W a# it BEERBRNER SR,

aws iotfleetwise delete-campaign --name campaign-name

BT8R EEE R (AWS CLI)

BAILAE A ListCampaignsAPI RERBRELS ETHRECMBER, TH AR AWS CLI B4,

EEHNAMATHEINEESRBE , FHT TS,

aws iotfleetwise list-campaigns

112


https://console.aws.amazon.com/iotfleetwise/
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_DeleteCampaign.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_ListCampaigns.html

AWS IoT FleetWise HBEABER

A LAE A GetCampaignAPI RERBZREIHER . TIAERA AWS CLI HEH,

HEHARIEBNTRES , FRTTIeS,
RS #H#RRRAEEEDNNES SRR,

aws iotfleetwise get-campaign --name campaign-name

(® Note
BRERSK—H. RAFESHR , BREEBNERATEIS LA LR,
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RENGARILERER

AWSIoT FleetWise B2 V2 B A BEE R A EM A ERERL{EEH T Amazon Timestream = 58 5B &
B 1R (Amazon S3), EXHAEZ R BER , B AFERAEMAWSIREREE\CNERER,

T W5 7 P R IR B B R

Timestream R — B ZENEEFIERE  SRXUURBEM FEIKEREFYER B, BHWE
PEREEEFEEN "BEFRL XEDH, B LUFER Timestream BEHEWEE , WEESEHER
MR, MEFMER , B2 ER Amazon Timestream ?

H#E Timestream W ERTFEREBE RIS T YN,

WuER BERER R

eventId varchar BERIREEHAER
5.

vehicleName varchar RPN EERINER
1D,

name varchar Edge REEXEHKEH
RWEERHITIEE
BHERE,

time timestamp ERENEE#ER.

measure_name varchar Bk

measure_v bigint EYEINERE,

alue::bigint

measure_v double #EEANERE,
alue: :double

measure_v boolean THERENERE,
alue: :boolean
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IR EFERBRTHNERS R

EEWBEIRERT Timestream & , BAIUEFA L TAWSIRERIBE(L, B2, 2MAEZEENE
5o

« f£M Grafana =k Amazon ZEH Grafana , MBI AR ERMERBERIRPPER . EALUEH
E — Grafana & &XMRAS KB ZEAWSKIR (H120 Amazon CloudWatch FEFRE57R) FH & R 3R
ERHEEI,

- A Amazon T ERIRFHER A EEREIL QuickSight,

£ S3hEEEHEE

Amazon S3 R —EYHFRERE , IFRNRZBEMRENER, EAILE S3 ARSEERARS ,
BlmERHS. BOFMER, FE. EXEAREX. AWS oTEREMNABIRD T, ENERSUYHER
FHE S3 EiFRr@ . MEBEFMEF , FSRTE=E Amazon S3?

B# 3 Amazon S3 WHRRERGEBHEIR TS T IR,

BWuER BriEn iRk

eventId varchar BRI ESEHAIER
L8

vehicleName varchar e EE R E R
ID,

name varchar Edge REEZXEEH
RUEE BV ITEEE
BEHE,

time timestamp ERENRFBEER.

measure_name varchar Bk

measure_v bigint BHBANERE

alue_BIGINT
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W BriEn iR
measure_v double S REEAUNERE

alue_DOUBLE

measure_v boolean THEERNERE,
alue_BOOLEAN

measure_v struct EREANERE.,
alue_STRUCT

S3 M=

AWSIoT S E#HEH FleetWise BT S3 , WA HFEFAY M. &0 LUE R ME— B BBV
URI, IEEHFBFSKRER, S3UWH URI BEXEURRBENERRIFERILERERCRENE
#o

SEERILESR
FFEBIERUFFAEERNARNERE S3F, TAUREERRN , flINEGRRIRE.

FleetWise fEFH5R B Amazon lon ERNAFERHEIEE AWS loT WEEHFE S MBI A H 2K
Em%T S3, SIHRERTEEENR , WiET ZEFHEE.

SEERILER S3 ¥ URI EA T AR

s3://bucket-name/prefix/unstructured-data/random-ID-yyyy-MM-dd-HH-mm-ss-SSS-
vehicleName-signalName-fieldName

o E I E K

ERENERFRE SIHF , YHTHRE, BERNERFASNRESR, YHFENEEREEERN
g,

Emz SSNERGUMGEXTR , EEYHRREETN 10 BN, KTER , AWSIoT &

£ FleetWise #&¥IHFE A S3 281 , A #® UTC Krfyear=YYYY/month=MM/date=DD/
hour=HHHEIEF, LIBERASEEEPEEERE A HPSELRE (/) BLEREPRL—FEE
. REENERISHEERBLERDN S3 WH URL
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RIEBHER S3 ¥ URI A THIEK :

s3://bucket-name/prefix/processed-data/year=YYYY/month=MM/day=DD/hour=HH/
part-0000-random-ID.gz.parquet

FHEMEBRAEEER , % Amazon lon BRKEMNER, &0 LUERRIGERIREREM B ER
BRARRER.

R E R S3 ¥4 URI EA THIHE

s3://bucket-name/prefix/raw-data/vehicle-name/eventID-timestamp.10n

M S3HERNERER
KERERHME@E S3 % , B LEATHAWSIRIEREE, SHAMELREBHER,
{FH Amazon FEERFI D47 E ¥ , LA SageMaker # 1T T FER M2 T (ML) TERE.

MEFHMETN , 528 Amazon SageMaker B A SR T EHE !

- REEH
- FIRHERE IR
- BREH

1£ Amazon Athena F R E #4E B AWS Glue fr BRI HET O, BIBEFER , BEA SSHYHESR
Apache Hive BB 2 E , HP S UEREZEN RS BEHNER KR,

WEFMEER , 552 Amazon Athena FAEIEPN THEE :

« 1£ Athena 2 EI&$
- FAREREAWS GlueZ| Amazon S3 R E R KR
- EEMER Athena B REMSE AWS Glue

EZEEEHN Athena kI S3 fEFETE , £A Amazon QuickSight B ERHZ B,
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® Tip
MBREER S EE , FRESNERBIER JSON X , B4 Amazon QuickSight T #F
Apache BtIE1&=

MEFHMET , 5528 Amazon QuickSight A ERE R T EE :

« XENERFKIR
- BUERKIR
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https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-source.html
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AWS CLIFIAWSEHZEH

AEHRESEE B EAAWSYIBA (1oT) FleetWise API 353K, 1EGRIMEEMAEAAWSYIBER (1oT)
FleetWise {fEE£FE R AR |, FSBAWSHIEH (IoT) FleetWise API &%,

AFERAWSYIEM (1oT) FleetWise RS ERRES , BEAAWSHZENY  HPIETHEED

& Of

- IR EBRIEEEK
- BFEEKR
- REHEIREORE

HRAGSITHRE |, BEAAWSYIEME (1oT) FleetWise EEAWS CLI, &AL EIAWSHIEEME (1oT)
FleetWise , AR EHWEMERE , #Hc5 , WEBESHEEREE L,
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https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/Welcome.html
https://aws.amazon.com/developer/tools/#sdk
https://aws.amazon.com/cli/
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AWSIoT 2t 2 5E## FleetWise

{5 A A B O S8 B HE AR A RN AR R 05 SRR B SR AWS loT KIS RE FleetWise.

T 5 E AT 5 B R SR B HERR AWS loT B9E B RERE FleetWise,

*rE

- FRiGSER S EME

« AWSIoT FleetWise Bi 8 BREH B HFNAEREN

RGeS S ERE

fRISER B E R SR,

P ERIRERISE API A
fEER EH| SRS B AR
UpdateOperationFailure.Conf HENRGRREAFTEEZSEAENER, FB
lictingDecoderUpdate &, REEH X
UpdateOperationFailure.Inte InternalFailure fEAHEEERE ., BERFE
rnalFailure RABENEE,
UpdateOperationFailure.Acti RIS EERNMRACtiveRE , BEEHN . EHE
veDecoderUpdate R EEEMEEERDRAFT , REBH—

Ko
UpdateOperationFailure.Conf AWSIoT FleetWise IE1E E &5 FE H Mt A E7ES
lictingModelUpdate WM ERER (BEEE ), FHE , AREH
_;io

UpdateOperationFailure.Mode HRR R EEMEZHBENER. SEHRAM
1ManifestValidationResponse : FEHERF  WEREERESE I AEREBNE
FailureReason.MODEL_DATA_EN o B & P&,

TRIES_NOT_FOUND

SRR E R
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FMBABER

$RER

UpdateOperationFailure.Mode
1ManifestValidationResponse :
FailureReason.MODEL_NOT_ACTIVE

UpdateOperationFailure.Mode
1ManifestValidationResponse :
FailureReason.MODEL_NOT_FOUND

UpdateOperationFailure.Mode
1ManifestValidationResponse
(FailureReason.MODEL_DATA_E
NTRIES_READ_FAILURE

UpdateOperationFailure.Vali
dationFailure

UpdateOperationFailure.KmsK
eyAccessDenied

UpdateOperationFailure.Deco
derDoesNotExist

% | £ B HE AR

EEMERAL  FHACTIVEERMNRE , A&
Egﬁt_;io

AWSIoT FleetWise &£ 3Kk X 82 % 15 25 75 55 BA B
WAL, BEEHERN Amazon ERA
# (ARN) , REBEH -

ERHEARERY , ERAEGFHKEFZPRTIR
BEHENEREE, REERERDNERSI
BEEBEBNERE &P,

K EMBRRENFENFERPHIERBO AR
AR . BRE BISREE B9 AR AR AR
BNERERFE  EANMERARBETANN
HARREEE , MBI ERRERREMER 2
SREY ST HE,

BAREZ£K AWS Key Management Service
(AWS KMS) &7 #REE., BEEmER
WAEBIFHEER  RAREH X

BBRBES R, FRERRRENRESR
B, REER X

& SIGNAL_DECODER_INCOMPATIBLE_WITH_SIGNAL_CATALOGREHRY Vision REFEERIEELRAL
SEREFIERT , BREERABERWHERBEENR, SULIERRERKREEZEF/IVSTHERRER,

(@ Note

RERMEREERERT , TRESEMEBE,

SRR E R
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FMBABER

PEHRGRFERBRRENRRE
$5ER

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.NO_SIGNAL_IN_CATALOG_F
OR_DECODER_SIGNAL)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_TYPE_IN
COMPATIBLE_WITH_MESSAGE_SIG
NAL_TYPE)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.STRUCT_SIZE_MISMATCH)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe
ason.SIGNAL_DECODER_INCOMPA
TIBLE_WITH_SIGNAL_CATALOG)

InvalidSignalDecoder.withRe
ason(SignalDecoderFailureRe

% | £ B HE AR

AWSIoT FleetWise R EFEAE R B &R IG5
RGP EANREHEEE. BREEBNIRER
RAEGHEKPERES,

HRSRBFEEMBERT , BB RTHREH
BEAREAHENBBEEER. BEFRPER
MR EE R T RERENENRE RERTE,

EREZKTERTERNBUEREBREEATH
B FETHRBNEUERETCE, BBKER
HEREFRPERNERETLLER , URRER
EERBNERBERTER,

AWSIoT 1E155% B $& 7 FleetWise 2|7 —BE
%4 STRUCT WIS , MR B EMRBIFEER
SR structuredMessageDefinition E&. R
BEGENERAMBI[BEFTNFHER structure
dMessageDefinition F Y a.

RIS EE R EANGBNRERARERTE
RAEHREZPNEE. BRRFEPEAN
REFRFBBYLEAERHEFE structFullyQualifi
ed Name, B EZFE—EEBE R, fullyQual
ifiedName

RIRRBERRPEANTEHEC —REERR
FiHE . BRBERTNABTENHHBERR
RmAE

EREFTHNEEEGRERRRITRFTEEN
ERHBPMER, structuredMessagelistfEERFT

SRR E R
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fgaa #E B 5% B HE R
ason.SIGNAL_DECODER_INCOMPA BrEDIBMEE structuredMessagelist® 5 ##
TIBLE_WITH_SIGNAL_CATALOG) B EABTEEMERPNES,

AWSIoT FleetWise BiEEREEH2FEBER

SRS HEAE Edge REHBBE,

B

- B : Edge REEXKBEE LRI,

« FHRE:[$532] [loT:FleetWiseEngine: JE#2]: [ 2 ¥R i A M E]

- BE REAERINEFEREXNEDE (OBD) Il PID MIZE#ER (DTC).

 [RE : AWSIoT FleetWise Bi8f) Edge REEXBERMBUREER , I/ ELEAERRERA,

« MR8 : [$58]] [AwslotConnectivityModule: E1¥] : [EiZFL K , 551 = [BE] [ &
iA]AwslotChannel : (B EBH MQTT E#, ]

B : Edge REEX B ELRE,

Edge RERAKBELIRBE  BUREFITIHER.

Error from reader: * Line 1, Column 1
Syntax error: value, object or array expected.

fRIRFZR - FETE AWS loT FleetWise iR ERREBZNERXFEAE MM JSON X, fila ,
BREEREREZN. IEABERERENFMEENR , FHT T EE , TEH AWSIloT EHAHK Edge
Agent FleetWise BX# B A B,

1. EEZE AWSIoT FleetWise £ &
2. HERBEEH [FIBFER AWS loT] FleetWise EEk® |, i#IE [#R%K Edge REREX],

[ERROR] [SocketCANBusChannel::connect]: [ SocketCan with name xxx is not accessible]
[ERROR] [IoTFleetWiseEngine::connect]: [ Failed to Bind Consumers to Producers ]

BRI ZR | E Edge Agent MR R EHARRE P ERNEBRMTHEYERARBEAR , BRSE L
§H&Ro

AWSIoT FleetWise ¥ iR ERBFZ L ERR 123


https://console.aws.amazon.com/iotfleetwise/
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FMBABER

EEREEETERNESERBNERESTA ,

ip link show

EEREMERAE LR,

FHIT IO S, network-interface-idEBEAER ID B,

sudo ip link set network-interface-id up

[ERROR] [AwsIotConnectivityModule:
[WARN] [AwsIotChannel:

# or

[WARN] [AwsIotChannel:

BRRTT R
T3EE BE IERER

* mgttConnection:

L=

&£,

mqttConnection:

mqttConnection:

mgttConnection:

MEEZRHHFRET

EEEHEE

RIS B
HRE , AREFRB E

persistency:persistencyPath— FAREEBWEEE

&,

. & Edge Agent BXBE ML I MQTT EARAEF

REEAAWS loT Core RIZMEH, F

2] [loT:FleetWiseEngine: 1

. & Edge Agent BB T RIFEMRTFER

:connect]: [Connection failed with error]

:send]: [No alive MQTT Connection.]

:send]: [aws-c-common: AWS_ERROR_FILE_INVALID_PATH]

R

/Ch

ATREE B EILEEER. AWS loT CoreRE
AREZEBFEE Edge Agent BXEE,

:endpointUrl— AWS tRF /Y loT B ixE,

:clientID— #4117 Edge Agent ¥R B8 B EE 838 B S .

:certificateFilename— EHEEE X HHEKE,

:privateKeyFilename— EEERFASE ST HIBE 1R,

S AER  F2EEHER.

F2EERN C++ B AWS loT Device SDKE RREIEE,

B [FEERL S AT E]

=ag

Il_p\

SEIER, RETIEBERSEE
dge Agent Bk B&,

== oo

. BISSREAFENERRBEN AR

R RE:[$535] [loT :FleetWiseEngine: E#2]: [ ¥ Ha1LiF A M)

124


https://github.com/aws/aws-iot-device-sdk-cpp-v2/blob/main/documents/FAQ.md#frequently-asked-questions
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B EEREEXRBTFWEAREZE (OBD) Il PID M2 ETHIER
(DTC)s
BRI -

HRobdInterface:pidRequestIntervalSecondszobdInterface:dtcRequestIntervalSecondss:
ER O, BTResF IR,

MR Edge Agent BB E BB RBFREPHIT , FHEobdInterface:hasTransmissionEcui®
BEAtrue,

R EHER Y BIEMREHIESEEAR (CAN EREE) & 1D,
EobdInterface:useExtendedIdsBiXEAtrue,

22 : AWSIoT FleetWise Bl H) Edge RERANEZRBRIKNEE R , HE
EERERBRERA

FERA R ERFEREER , BWegEIEMEER.

T

i

&R [ QGRS p=5
5% B S Y (B ERERIBLA DR =3 EEAEENEE
ZFR 50,000 TERBRIBAR

50,000 KA EE
#. RMIEREESR
EMEE A , K
EAREHRIEZD
AR

BWENEMBIEEK 256 BMERECESEL

SETEIHE B2 hl , AmER
EERPEIYNES
EEBE  UREE
BEEEBEESZIE
B

fim

ERELEREFRENHK 20 MB MRBHEEE , Edge
N Agent ﬁ%%f?ﬂ:ﬂﬂ%
&R

fim

fE  EEARERXEBTEREREDE (OBD) Il PID M2 ETHER (DTC). 125
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B2 : [$653] [[AwslotConnectivityModule: JE#%] : [E#EL MK , #8588 = [BS
[:: #3iX]AwslotChannel : [RBEEIH MQTT E#, |
fRRA R : Edge Agent MR EREZ iRy , B a2 F R IERR. BIRTASR , Edge Agent 8 E

AWS loT CoreB 0 EEXERNER , ¥EF=0E, MRKXELEFE A Edge Agent RESEBHEFHET
BEERMER,

Fﬁ;r_ %%‘* ESl AwslotConnecthltyModuIe ] EEAR, R 2 ('
BEBK MQTT B8,

of

1[:: #3i%]AwslotChannel : [i% 126
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Ry Z 2™ AWS loT FleetWise

BiRRE AWS BEENELER. (FAAWS BF | A URERPONBARERTER  XEBER
mEHEE M REBHNEBNERMITE,

ZERMEZBENHBEE AWS MR, AFSEREKEERATRNEZEMENERTHLZEM

- BiRMNEEH — AWS EERBETHERRE AWS R AWS B, AWS EAEIRMATTL
Z2FEANERE, B=ARZESTHASNBIRMZLMNERM , B AWS 5R5F1HE . &
ERAERANRUTEENSESE . AWS loT FleetWise , 552 EAWSEHRETEIN S FFTEAWSHR
BEE)

- ERPHREM — BNETEURA AWS BFEANRE, fH4EHHMRREEE  TEERNK
=, BRTNERNEREENER

AN O] 17 Bh SRR R ] EE I BF E A HE ST EE AWS loT FleetWise, BEERER T WA H &
AWS loT FleetWise AR BN Z M ME A BHE, BREEEF MM HAHEM AWS EBREEMNR
ERRTE AWS loT FleetWise BB,

B &

« ERRE AWS loT FleetWise

- #EHIFELAWS IoT FleetWise

» B Identity and Access Management AWS loT FleetWise
- FFEMERTE AWS loT FleetWise

-« EIME7E AWS IoT FleetWise

- EREBZSE AWS loT FleetWise

- FHEENRED I AWS IoT FleetWise

o ZEMHREME AWS loT FleetWise

ERHEE AWS loT FleetWise

PRt AWS HESEEZ BB AR ERHRE AWS loT FleetWise, MAERHATR , AWS B EREZEIT
FIANSXE#RRE AWS Elf, SAREFHRERERLERER LNRETNZGE, ZO4EE
B AWS [ REA. EFBRERBLENFRESR , F2REMELEFAQ, MEBMNERREN
HEREF 728 AWS HEEFERNCDPREENE AWS T2 EERK,

ERRE 27


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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HREBFRBEN , RPBBEETRE AWS tRF RIFWEZEEEIAF AWS IAM Identity Center %
AWS Identity and Access Management (IAM), flt—R K SEFEHEBR B ESRETKETHERR
NEANHET, REEEELREATIHARNREESR

- HEERFERZEZEZRE (MFA),
« EFSSL/TLSEZEE AWS WER., BRMFE TLS 1.2 WHERE TLS 1.3,

- BREAPIFEREEEFHE AWS CloudTrail, MFEAEA CloudTrail BVBF T HEENMIAEEEE A AWS
EH , B2B A CloudTrail 2#i4 AWS CloudTrail A F 18R,

- EF AWS MEBRRAR , UREPHAERFE LS AWS IR,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MRBEFHEREE FIPS 140-3 BBV INEE R AWS BBIET TN ENAPIEAFIPSIHE, NFE
REATAFIPSIMHFHAER , FESRBAEFREFRZE (FIPS) 140-3,

BEMEEBRCEBUIESETFNE B U FRZIBRAET  HERRIAHBANFRL
B, BlIEBRAL. ETEEEMER AWS loT FleetWise S H M AWS IR# £ RZEHIAAPI, AWS
CLI, 2t AWS SDKs, ZEEBHEABAXNFRUPBWANTAERRATRARTESRZEBF. W
RERHBURLIGN AR , BMBANEBETEET L ERETEH , URLURREHZARBNE
Ko

AWS loT FleetWise EEERBEXRNWEMEE LAY ZHEN Edge Agent BEMER , UEHRZERE
REBHE AWS Eif, RERPRENBBEUVESZIRLALIEEENHIBRBAERVNR, EAE
AWS loT FleetWise It 22 Edge RERER , RfEZIBZERBEALETLERELE. EEEM
BHRANERER  URHESZEENBIAEEAN , YRESHENERERNEAXERE,

Frss Lol 40 iy
R HE 227

BB UL SE Y E03B@ 1B AWS loT Core SHEELEMQTTEHE. AWS loT & FleetWise i E|&
B Amazon Timestream ERIE, £ "RKERL F , ENEEE N, £33 AWS RIS EZ2E R T N
WREEUE,

FREIMZE S AWS Key Management Service (AWS KMS) , AEEARMBERNNZSIE, &7
DEEEREFEENSBRMEBIUT ASFENER AWS loT FleetWise, BRI LUEBIAT A
NEE K BEENEEMERR AWS KMS, MHRFHMENR , F2RAHER AWS Key Management
Service? £ AWS Key Management Service Bi% A B35/,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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B inE

B2 STRMFTEER AWS loT BEEEHARSEAEHER L (TLS) BT MBE., NEIE
&3, HSHAWS loT B A BIEME,

IEA AWS loT Core X5 M EFEMTE , LEBZ£HIZH B AWS loT FleetWise ER, B A
LAER X.509 BEENBERE (BA) SAMEFA AWS loT FleetWise A AWS loT Core HUi31%#E (2
EHER) LT EEBENR A, MFEFHMEN , 552 Bthe section called “IZHETH",

BRI

BRENEZEREEENBEFREBERE (ECEANBHE ) AWS loT FleetWise , SAK 7 & M AR 425
ZE ) NFE ( ECERESBRFET AWS i) BT ER A FiminZRREFEE R,

(® Note

AWS loT FleetWise i #&RE 2\ FAPISFEE £ AWS loT FleetWise FE2R , Al iEIB EIHMERKEF
. EAPIsEEEIBH AR BEI X ENTLSELR L F AWS loT FleetWise i@ iiE#ZR. ¥
RAFIRE#E  ELAPIsEAFREHZRER, ARFEELZSRNFEEHRBHRETEY
BkE. AWS loT FleetWise i##FRIBMBERREMNE , UAERELAINBEREM,

MFRARFHMNZMNAFiRNZNEBEET , FRETIIEE,
B s

- BRENE

- SMEE

RREENE
AWS loT IR FleetWise FR/EE AWS Eix M EEES,
TREER AWS Ei

AWS loT FleetWise #BiRFREEHM AWS IR BB T , MEBFERIR. BEMERES AWS
Key Management Service (AWS KMS) , AR EEARNZEEBHENREENNZE S AWS loT
FleetWise, A LLEEFAEFEENSRRNBEEBEENTEEE AWS loT FleetWise, &AL
BBUATAHERAE , EENMEFNHEZEE AWS KMS.

ERLLURE AWS AN SR R FEENERRMBENER.
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https://docs.aws.amazon.com/iot/latest/developerguide/transport-security.html
https://docs.aws.amazon.com/iot/latest/developerguide/authentication.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorization.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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BERRX

BREMBERES AWS KMS AREZER R IMZEBIRAY B ZER,

- AWS BN S8 — FASRINZ €8, AWS loT FleetWise B EERE, BEZELNPEET &
BEEFEF L ZE AWS IRE, Bt BEFREZE EHIRME AWS CloudTrail BiE. SR LAER LR |
EEHENTE,

- EEFEHESE — SRSREELEY. HEREENIIRE S, B TLEHKMSEZE, B
AWS KMS ERER.

AWS BN 8

AWS BEN TR TEREFEENIRFH. EMRKMSERESHN —&2 AWS HENEEZEEA
AWS RF. AWS BR# ATLAGER AWS AR i RELEHNER.

BEERE, EEREA AWS RN  ABEKECEABR. T8 , EFFERNEMDEREE
FARARFREBERMBN R,

WMREFER , AT SREKREER AWS SBENER | BATERY AWS KMS ik F VB,

EFEEESKMSRELEIRFHEY, BENEENER, BUUATEERELKMSEER | Him

« BN MMERMFIRIBRBIAMEK |, BRI #HED
- RRANZERTEM

« BEEMfINZTE R

- HTEER

- RIESIAEMvElA

- HEEEMBRHER

IBIZ A LAE A CloudTrail 1 Amazon CloudWatch BiERIREREER AWS IoT FleetWise EixE AWS
KMS R&E&,

MBELSFEANEEEFEESE  BIXAERT AWS loT FleetWise S ZREELENIRE FHKMSZR i,
AWS IoT FleetWise EREHMBAMESRBEERMNZRER ., B AWS KMS INZ£ig AR NZt &8
FEENR S, MEFHMEF , 528 AWS Key Management Service B3 A B1E/.
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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THHNRBEIREERET AWS RREBUEZEFEESRN loT FleetWise #R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Stmtl1603902045292",
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",
"kms :RevokeGrant"

1,
"Effect": "Allow",
"Resource": "*"
}
]
}
/A Important

ELETERTEEKMSSRFAE , F2EEFRATPNEMREER. AWS IR EA M
# |, loT FleetWise X ¥ B ERIFITIEE AWS MBI (1oT) FleetWise K T SI{EA —18 &
AE:

- KMS£8 2 1= F =M Bk,
o RIEMERERBEHKMSEI®FEAI,

ERAERBEMENERNRERRESR

(® Note
HRERRENEERERT , TRREEMEE,

AR =
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MREBEFEENME AWS KMS EEHN A EI AWS loT FleetWise tkF , WA BB EEARE
REER , BNEREERSAEHERNEEMEE. EMES AWS loT FleetWise AIZMEBRFEHR
PR HMER,

(@ Note
MR AERRERRERNMBRE , BNRIFREFFE TS FERBMEE,

1. fEAGetEncryptionConfigurationAPHRERBEZ S AWS KMS NZEBAH, MEMBRERS |
A EEE— S EE{TEFLEETWISE_DEFAULT_ENCRYPTION,

2. MRMEZREESBKMS_BASED_ENCRYPTION , §5 M PutEncryptionConfigurationAPI#E S i % 8
REERAFLEETWISE _DEFAULT_ENCRYPTION,

aws iotfleetwise put-encryption-configuration --encryption-type
FLEETWISE_DEFAULT_ENCRYPTION
}

3. fEALPutEncryptionConfigurationAPIYEZEAS N2 $8 B & TR A AKMS_BASED_ENCRYPTION,

aws iotfleetwise put-encryption-configuration \
--encryption-type "KMS_BASED_ENCRYPTION"
--kms-key-id kms_key_id

MEMAMZNFMET  BF2EEREE,
SRERE
AWS loT FleetWise Eis &S 1E

BREERT , AWS IoT FleetWise iz AWS ZE £ URBELNER AWS Eix, BRI UEFHEN
BE , UERAEFZESBRME AWS loT FleetWise, ZBAILUBBUTAREIE , EENEFTNER
#® AWS Key Management Service (AWS KMS).

AWS loT FleetWise X E @RS HMNE , W EFEEBSRFBEETE AWS KMS UNHZ T IERNE

ERmE 132


https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_GetEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_PutEncryptionConfiguration.html
https://docs.aws.amazon.com/iot-fleetwise/latest/APIReference/API_PutEncryptionConfiguration.html
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AWS loT BERER FAEFEENSRBFREMBNEMNL
FleetWise &R
E5% B #% description
B #RH8,, allowedValuesdefaultValue, &
ME, RXE
eIk iR | allowedValues , &) , &K
BRI 2R iR | allowedValues , &’ , &K
BHRis; (ER description
EE )
RIS E description
Canlnterface protocolName, protocolVersion
ObdInterface requestMessageld, dtcReques

tinterval #, hasTransmissionEcu
,obdStandard, pidRequestinterval #,
useExtendedlds

CanSignal %%, isBigEndian, isSigned, . &
Emessageld, {®¥. startBit

ObdSignal byteLength, fR ¥ &, PID pidRespon
seLength,, fa i serviceMode,star
tByte, bitMaskLength, bitRightShift

B B
Campaign description

conditionBasedCollectionFt &l #iZ, conditionLanguageVersion,
minimumTriggerinterval Z *,
triggerMode

TimeBasedCollectionScheme periodMs

i=goyiiks 133
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® Note

HaBIRMERERARBINZRERENWZWETINE AWS loT FleetWise, Lt &8 &2 7 3
177 AWS IoT FleetWise 1R 5,

MBEHEET |
BARIKE.

3
5

2R 112 AWS Key Management Service? £ AWS Key Management Service B

BAEAKMS£#® e (X2 8)

EERBEATFZE S AWS loT FleetWise , A EEFHEH AWS loT FleetWise 5%7E
BAEAKMS£#® e (X2 8)

1. BARX AWS loT FleetWise &l & o

2. BEE RE]

3. EMEF , EEFREUFRBREENE .,

4

HEMBRTREE | BEFE [(EEFEHMSR) AWSKMS K58, EXRAUEAFEREAETNER
EREE AWS KMS.

BHEKEFEEN SIS MMZ AR AWS loT FleetWise EiR, EAEERBE %  EmEn
(HREEE ) | MIBEE 6 =l , ERAEE.

5. HEATIHEP—(ERTEFENKMSEIR

- FEFEARANKMSER — WFEPRELENKMSEREIE.
- BEBVFHKMSEIR-2IZF [B1] AWS KMS Z5|#,

® Note

EAGITRE AWS KMS #2414, NEEEEILS|MPIKMSEHMENA , FS/1E AWS Key
Management Service Fi3 A B3/,

6. E# [RfF] LEMENRE
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://console.aws.amazon.com/iotfleetwise/
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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RAEAKMS £ In% (AWS CLI)

& 7] LAfE A% PutEncryptionConfigurationAPHRE R K AWS loT FleetWise tRF . T ERBIFEA
AWS CLI.

EERMANE  FRT TGS,

* Replace (BUfX) KMS key id EEKMSZZE&H ID,

aws iotfleetwise put-encryption-configuration —kms-key-id KMS key id —encryption-type
KMS_BASED_ENCRYPTION

Example response

{
"kmsKeyId": "customer_kms_key_id",
"encryptionStatus": "PENDING",
"encryptionType": "KMS_BASED_ENCRYPTION"
}
KMS £ BR

BIUKMSE#@z% K BELMEETIREARNFTIEELHKMSESBFER |, FeeFEH S8 AWS loT
FleetWise,

"Sid": "Allow FleetWise to encrypt and decrypt data when customer managed KMS key
based encryption is enabled",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
.
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",
"kms :RevokeGrant"

1,

"Resource": "*"
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}

MEARREKMS 8 R Al UEEL (AR FMER AWS IoT FleetWise , F2H (BEL2HF
HJ)> AWS Key Management Service BiZ& A B/,

/A Important
ELKTERNEEKMSERRAE  F28FRAFHNEIAREER. AWS MR ERRAM
% , loT FleetWise fEEZH IR E R TIEZE AWS WEHE (10T) FleetWise & T Fl{E [ — 1B &
AE
« KMS£#8 25 A =k MlBR.
o RIEFBRERBEHKMSEI®RAI,

P 4I72EL AWS loT FleetWise

LA & A% 57 BA a0 ] 42 ) S AU B RV 17 EX AWS |oT FleetWise (B . ERENESESENMAE T
LR IERRE AR AWS loT FleetWise I EEEEHHBERERE R, MWMASEHR T @R
F AWS loT FleetWise FEUZH Amazon S3 (S3) f#FAT#E8 =X Amazon Timestream BRI EM KRG LT
RER,

BEEMAELH B NEA R AWS Identity and Access Management (IAM), MFEGBINFFMHER
IAM , nﬁ /ﬁﬁ_ﬁElAM ? o

B &

« ZHE AWS loT FleetWise 55/ Amazon S3 HYith

« EfE AWS loT FleetWise 55 Amazon Timestream B KJith

= AWS loT FleetWise 55/ Amazon S3 H# b

E&EH Amazon S3 BRIAEF | AWS IoT FleetWise S EWEREX S S3 FFEE | YALHEEFEH
AWS KMS ZHEERRERMZN S8, MEMA T E#HEERC8 , AWS loT FleetWise th &% & BHEE
SEESEIAE LM CloudWatch SR8 EHEME R, BAXRNBRE , BEXHEEBAMAR,

AWS loT FleetWise fFFHEH S3 BEERBETRNHFERITEBEE, NEMERFIFBBERNVFHET |
528 Amazon BEREREFEREIERPER Amazon S3 F A FNIEFETEBEBUER,
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AT FEURBIZREUA AWS loT FleetWise SHRIEH S3 /B, MRBEARIES S3 fFZHE | B
8 s3:PutObjectAcl Z Amazon S3 EBIE/EE., EERTFEHE#HAEEHHEXNYHN TEEFEE
AWS IoT FleetWise, MEFREINMAREBEEETYHERZLNFMENR , 528 Amazon BERFF
REFEREREPNRETBECEEN,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
.
"Action": [
"s3:ListBucket"
1,

"Resource": "arn:aws:s3:::bucket-name"

"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
.
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringEquals": {
"aws:SourceArn": "campaign-arn",
"aws:SourceAccount": "account-id"
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TIERRREANIREFHRAEREEE AWS B,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:ListBucket"
1,

"Resource": "arn:aws:s3:::bucket-name"

"Effect": "Allow",
"Principal": {
"Service": [
"iotfleetwise.amazonaws.com"
]
},
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*",
"Condition": {
"StringLike": {
"aws:SourceArn": "arn:aws:iotfleetwise:region:account-id:campaign/*",
"aws:SourceAccount": "account-id"

MREKMSEIRIEEET S3 FEFITR , AIZEBEZTEUTHR, NESREENWHEEENR , F2H
{5 A A AR 85 U AN B3R B & Bl AWS Key Management ServiceAmazon B E 7% RS B F 5 b Zig
( SSE-KMS ) ,

2 AWS loT FleetWise 55/ Amazon S3 B #yith 138


https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html

AWS IoT FleetWise HBEABER

{

"Version": "2012-10-17",

"Effect": "Allow",

"Principal": {
"Service": "iotfleetwise.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "key-arn"
}
/A Important

BURFIREE  SSEEUERFIURENEE (ACL),, REERHEEEHERN TS
R, If AWS loT FleetWise I EASERMEIA S S3 , SEHEELREH S3 REFIFBACLEHESR,
MEFHMES , 528 Amazon BERFREREIERPWEHAACLsHTA #f# 787 88 #5285l
BTN R,

2 AWS loT FleetWise 55 Amazon Timestream B BYith

ERFEAFERENMEE | AWS loT FleetWise ASEWMERMEXE "IBEERI XK, BLEERIEH
INENAMB &S BEREF AWS IoT FleetWise & RHMEIXE TIFRIEH -

MREFERAETRERIUESIEE , AWS loT FleetWise EBBAENRAIMMEAE,

HREzH , FRELATRE

/A Important
o BABEFEAERBN AWS B RFERERREHNED AWS loT FleetWise, HIRRTIH: AWS
EiE b , B EEEEEREREZIFE,
« AWS IoT # FleetWise FEXE R (#F E b)) MBUMN CEHA=E) A,
- MESZEWEESE , H28 AWS —i&8Z.
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- BAEBERERERNE, NEHERE , 5528 Amazon Timestream B ABEEIHNELER
.

- BUEAEEENRKBRENETEYERNSE, NFEHBRE , 526 Amazon Timestream BB A S
ErEPRNEMLRS,

p

EELAER AWS CLI MEY BEARESRREERANAMEE, FEEEVIAMAE , FHT 54

PN
T o

3

FREFRIEIIAMAE

« Replace (BUfX) TimestreamExecutionRole AR EERIZNB/BNERE,
 Replace (BfX) trust-policy EEBEEEREANISONI &,

aws iam create-role --role-name TimestreamExecutionRole --assume-role-policy-document
file://trust-policy.json

"Version": "2012-10-17",
"Statement": [
{
"Sid": "timestreamTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotfleetwise.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn": [
"arn:aws:iotfleetwise:region:account-id:campaign/campaign-name"
1,
"aws:SourceAccount": [
"account-id"
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BUERHNEREFEA AWS BEREARERA loT FleetWise R, EEEZVHERFRL , FHITT

HlEn 5o

HEEMERERA

« Replace (FifX) AWSIoTFleetwiseAccessTimestreamPermissionsPolicy fERBIEERIEN
RENER,

* Replace (BifX) permissions-policy BB EREREMAISONHIE T,

aws iam create-policy --policy-name AWSIoTFleetwiseAccessTimestreamPermissionsPolicy --
policy-document file://permissions-policy.json

"Version": "2012-10-17",
"Statement": [
{

"Sid": "timestreamIngestion",

"Effect": "Allow",

"Action": [
"timestream:WriteRecords",
"timestream:Select",
"timestream:DescribeTable"

1,

"Resource": "table-arn"

"Sid": "timestreamDescribeEndpoint",

"Effect": "Allow",

"Action": [
"timestream:DescribeEndpoints"

1,

"Resource": "*"

EERRAIMMEBENIAMAER

1. @ ERFATBERN Amazon EREHE (ARN),
2. BEBAMERFAMMEEHAMEE  FHT TGS
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+ Replace (BRfX) permissions-policy-arn EREARNE E—FHERMN,
+ Replace (B1fX) TimestreamExecutionRole fERZRAIENIAMBEN BT,

aws iam attach-role-policy --policy-arn permissions-policy-arn --role-
name TimestreamExecutionRole

WEFMER , B2RNEFNEE AWS (AMERZEIERE) PHEIR.

B Identity and Access Management AWS loT FleetWise

AWS Identity and Access Management (IAM) 2 AWS ¥ A R A EEE LT 2 1R HIFEE AWS
HWER. IAMEESRG#ATURSE (B8 ) MiRE (B#ER ) £A AWS loT FleetWise Eif. IAMEZE
—1{8 AWS B35 SR LR EEA.
FE
ki
- FASSRFE
- EARKEERFIE
« 753 AWS loT FleetWise & IAM
« LB oEEAERARAES AWS loT FleetWise
- BER B AWS loT FleetWise & 7 58 Bl B2 17 ER

c/kes

& anfalE A AWS Identity and Access Management ( IAM ) RE , iEBURAIRIE MHY T4 AWS loT
FleetWise,

RIEBEFE — REFER AWS loT FleetWise R AIATEREN IIE , RECNEEE SR EREMMT
FENREBNER, BEREAEZ AWS loT FleetWise HAEE BEHITEN T4E |, B EEEIE
R, THENFITNEESFRNTHBEaEESREREBNTT. NREELIEFIMFHINEE AWS loT
FleetWise , B2 BMEZE AWS loT FleetWise & % &% Bl E2 17 HL,
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REEEE — MREEE AWS BT loT FleetWise BIR , BT pEHEH TE N ZHUE AWS loT
FleetWise, ERRI T/ , SAFEE BME AWS &Y AR 7% 52 A & FEFFBXY 10T FleetWise ZhaeME IR,
A&, BXARIAMEEERRER , T2 EREFEAENER. RELEELENER , UBERD
EXBSIAM, EERABRBELTWNMFMIAMBE LR AWS loT FleetWise , 582 B 5% AWS loT
FleetWise B2 IAM,

IAMRREEE — NMRZBRIAMRREEES AUt EBRBRIRERNNEEFZIENGFMER
AWS loT FleetWise, ZEmREH] AWS ERLATEFEALL 10T FleetWise B0 BI SRR E R
IAM |, 5828, UB R B AERNFERIZH AWS loT FleetWise

EF & 2 B

BB EEBBEANER AWS FRENSHEE, X ELBRFT (B A AWS) EA AWS RERERA
E , LIAMERE S 2 HBREIAMAE,

BB A AWS FEAZER S 2B RRENZRHABS F2EEl. AWS IAM Identity Center
(IAMB 2RI D) FEAE, BELTMNE—ZEARE , UREH Google = Facebook FRFEER RS &
DERBNES, ERURABEESIEAR , FNEEELATEEAIAMARKREHRS S PEA . EERFR
AWS BiBFEABES , SFHEEREI—EAR,

RIBENFEREER | & L% A AWS Management Console 5, AWS ZERA O#E, MEZE AN
B AWS | BB WEEA AWS tRF K9 AWS B A AFiEE,

WMRIEHE AWS IRIEF N, AWS REUEHKBFRBEH (SDK) Mas T HINE (CLI) , SAE R EREIEEE
BIFmESANEBENER, MRERTFEAAWS ITE | SEXEABCHERER. WEFRARRN S LE
THRBERNFMENR , F2REE AWS APl (AMAFIER) FRIFER.

ERIEERAMNESPRES L , AU EERHEINZEHERA, 0 AWS BREFEAZEE
ERBRTE (MFA) RIBMRENZ 2. ETHREZER , F2ATNZRES HEE AWS IAM Identity
Center BFIEEMFERAZEESMHER (MFA) AWS (f£ IAM R &SR T)

AWS tRF RERE

ERAIE AWS tRF ki , SFER—BHRETEFTIVERNEA 52 BHE AWS R FIRFEFHER,
EESOHBA AWS IRF root EAE , WEBFERALARELRFHNE FE4 Ut MZBEARE
B, BBEBRETEURFEHAERERETK. RELNBEAERE  WEHARBTREEHRFEH
BHITHES. WETELL root FAEED B ANTEIERE K F20H (FAEE) BN (EE
root FAEREHNIAMIE) .
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REFEZRERABCERE (CRFECESFIENERE) EAES 7 EBBRHAENREREREFR
AWS BR#%5 iEi8 6 A B B B iR

BEGosRRELLEFEAEBZNFERE. Web S5 REBIRME. AWS Directory Service, &% #&
Bl B SR FENEAERE AWS R £REBS 2 BAIRFRIZENRE. ABES 5 FEE AWS
RE , B EAR  XEACRUERERE,

HREFXENER , RMEZLZMFEH AWS IAM Identity Center, & ELLTE IAM Identity Center %
VERAENEE S NERYRLSELBCE IR AIREFHN—EAEAENEE  UEELENAES
DEBIFRFER AWS 1RE FMEAREF. MEIAMESEBIFOHNEBER , BF2EIAMEBRIH L2
1T ? £ AWS IAM Identity Center fi F15/.

IAM fi£ i & M A48

EIAMAERENE D AWS IRF ERE-ASTEARANBERR, EURNERT , BMIEEE
MERFEAER  MAZRLEEREZERE GINEBNFRER) NIAMERE, TR , IRENS
EEARMFECAAMENREBFER  ERCRNFHER, NFFAER  F20 (EAKER) &
B TAMESBBREREHR UBRREERARIBNEAZRI,

IAMBHERIECIAMEREEESN S DB, BEZIUBESPEE, EUUERABEAR-—ASZEE
AEETCHT, BETEEEAEFRAESTNEFEBEABRS, Hlln , BA L EHE—EEANWE
# , IAMAdmins Y R EEZBEEEEIAME R R,

FRERACBTR, FRAERSEE- ASRNEARELRNE EACNENREHREMNEECHA
ENB, FAEHEXANRYEE  HACERMUHERER, ETHMESFEER  F28 (AMAFIE
) FRIEZRAE (MARAE ) WIAMEFRE,

IAM& &

IAMEEREN G AWS IRF EEREER. CHELURAIAME | EFREEBEASHBE ., &9
LUE BFIAMIB1E AWS Management Console BBt A, B UEBRAMA —EA® AWS CLI 5
AWS APIRESHBIBFEABERURL. MEETBEAACHTENFEENR , F20 (EAER) 78
IAM {ERIAMAE)

IAMEERBRBNAGETIERTRER :

- BMESPERETEN — UFABS SO ERTT  FEVAR  YABCERTT. EBMSSo#
TEIRER  REFI7EHRACEUEH  YERTHAGERNT. NFHSACHMERERN ,
A2 (ERER) Pl (BYE=F 5785 REHRAMENAR) . MREERIAME 28 5+
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o, AIEERERRE. A TEFS2RI|ETUFEHAIAME |, IAMIdentity Center EASHERE
EHAWAGHER. NWEERERENEN , 552E AWS IAM Identity Center /i P15/,

- TRIAMEREER — IAM ERERFETURERBAVMEE | BREIEHE TENTEER.

- BIRFEFIN — S UERIAMARRFTRIRFFHEEA (REENER) FRERFFHER.
AERRTEIRFFIENEIELSR. BR , H—L AWS IR , LA ERKERRMNIER (M
TREMAABER/NRE ), FEREBIRFENACEIERAERNBRCENEER K F2R

(AMEER&EER) IAMAPR (BIRFERFED .

- BREHE — —L AWS RIE FERAEMPINEE AWS RS, Hlln , ERERKEHBITERER | &
R EEEE Amazon PHIITEARNEC2E 4 FEMTE Amazon S3 A, IR ATEESE A FILE
BT, FRARBACIFEARBEREACRAITIHIESE,

- BEEINI/ERE (FAS) — ERMFEAMCERAIAMER S SHITEER AWS , BHRARE, FAX
LR , B RETEERE , EMEFTRRETRE S —EE1E. FASEREREWL AWS
BR7% , EEFER AWS IR¥ B THERERLEFER. FASREEREKZIEEHEHMATERNGES
R EHEHFER AWS i REBZENER. ERHERT , B4 BEEEHTERBEER N,
BERHFASERENREFMEER  F2EERFHBEE,

- BA® — BBEAAVMERBRBAREATHFENAC, IAMERESTURPEL, SN MER
REHEIAM, WMEFMEER , F2REYACUEERZEIRIE AWS IR (£ IAM EREERP)

- BRERAE — RBERACRERE AWS . BRBUTUNEAGAREHNTIHE. BREE
EAGEHEE AWS IRF YHEKHEES. IAMEESTUME (EREFERBERSE) NE
PR o

« 1£ Amazon E#THWEARR EC2 — B FEAIAMACREBEEHTER LEC2H TR /EMN FE
AEXWEREAER AWS CLI 5 AWS APIFER, BELLEEC2HTERPREFFIESBETEL
EEERAWS EC2HTEENACERTCAMEMEEARNER , U UBREEEHTEEN
BITEBRERE. BTERREESSAE , TEHTEB LEC2CHTHREXNESHRIREAER, W
EHMEN  BoREREEREPNERAMA S IREE Amazon EC2 BT EHITHFE
IAMARER.

ETHRIAFEAAMBEERRAIAME | B2H8 (AFER) ¥/ "IAMBIZIAMBEEE (MmA =2
Fﬁ 2 d o

EABRREEFEUE

BRI LRHIFE AWS BHEY R WGEHMINE AWS SHHER, RARPHYH AWS EES
DEBIRNEFEAEBE K SEEEER. AWS EXZHE (ERE, root HAERAC TR 2
HERE , FHEELRA. BERFHFFADREREB A RIEBF R, KASERBHBRFE AWS AR
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JSONI ., MFEBRBAISONRANHHEBNABTNFMAESR , F28 (AMERER) PRIREEL
%, JSON

ERE A LMER AWS JSONKES , AREEH#HAIUERAERR, tRER  WEEZBETEERGT
A A EE R HAITHLEBIF,

HERBERT , ERENACRAEHT. BEREEAEHMEERNTEFENER , I\MEESTLE
VIAMEH, AR RRERSTLUEIAMRRIHEEAE®  £AETUREELAE,

IAMR RIS EZBENER , THERARMITEENSEEM, Hlm , BREREE—REAK
iam:GetRole BMERMBER., EAXKRIEMVER A T L AWS Management Console , % AWS CLI ,
= AWS API.

ER e

UEn@pAERNRRERTUMMES 2B (FIMERE. ERIAMERENA®) BWISONER
RIS, BEBERARH 5 0 E ARG T ML B RIMTILEIE, B ERMA MRS 5
BAERNER  F2RIAMERREEHHNEIIAMER,

BrBERRUE-S D ERARBRIAZERR, ARBRESEZARINE—FHE, HEHAE,

ZEENRKBEEEIURE  SULSERNENSEERE,. H#EANAE AWS IRF, ZEBXRS
EAWS SEENBRNEFEENRR, EETHRIAESERBRIARRE < BETEE  F2
B (IAMBEAFM) FiY "EXERBMARER < BETERE, .

ERAEBE

NERAERNISONKEZZMMEERNBEX 4., UERAERNBREHIFAMABEEIR

RHM Amazon S3 REFEFBER, EXEERABENERES , REEESTUEAECMREFESE
ERNTFEER. HRMNBENER  BRXEEREEN TR UUEHZERRTHBEAREMER
HTHTNEE, ELEEEREBRPEELR, T2EETUIERS, FAE. A, BRFEH
Z 5 AWS BRTS.

ERAPBRRVAKBREFHARBK. (RTBEEM AWS EUERAERIREEIAMF ZEENE
B

TFHZHEE (ACLs)

FHUZHBE (ACLs) Z£HIMLEEBRE (IRFKE, FHRENAC) EAFMERNER. ACLsEMR
RUERSERNRE , #ATFTEHISONBERIAHFER,

Amazon S3 , AWS WAF#I Amazon VPC X5 R B FACLs, BEEE— 7 HACLs , F2HE
Amazon BERTFREFEZASEEFHNEFEURFIEE (ACL) B8,

B

\
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- THEMEBEX - TERRBERR-BERBX , Sl EBREE N NBEYACSHBMEEA
ENERITFEERE  FRSEEE. MELATFRRNFISRERAEIACHS T EBRMITE
FERBERIRE, FFARAUREEREBK. MAEEEERTHAREEHNSERA AN, NFHF
WMER , F2H (AMERER) PR ITEREEFEAL

ZREBREE

HEZERRERERIFRE  HEREANAUEEREMH. EMHBLIER, B2 MM AWS R
EESRZERNERRREANER , F2R0 (AMERER) FH TRAFH GBS, .

5 3E AWS loT FleetWise B2 1AM

EEBIAMREEZEHE 281 AWS IoT FleetWise , BRfEMFLEIAMIhRE AT B E A AWS loT
FleetWise,

|IAMAE AT AR BL £ FA R 2 B8 AWS loT FleetWise

AWVEER: AWS |oT FleetWise % &
B BBER =
EREBR B
BREE =
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|IAM4 AWS loT FleetWise % &
BRER =

BERE R 8 =

ACLs a

ABAC(K MRV RE) i

FREFTH =

BHEAE &

BREEEAE &

EEBSNAISREXNEE AWS loT FleetWise R Efth AWS FRIEE AR XZHIAMINEE | 52
AWS (IAMfEF &) IAMA BRI

LLE DR B AERAFER AWS loT FleetWise
TEBSBKE . 2

L& 7B R AERNFRRETAMMNES BB (FIMERE, FRIAMERERAE) WISONER
RIS, BEBUR RS & 2 E ARG T ML RTHLEEE, BRRBNTRIUS 5B
AAERNER  F2RIAMEREEHNEILIAMZER,

ERLIAME 2 BBl AR AVREE |, BRI LUEERSEENBENER , AR AFFIIEBBFR K
o BEEEFIERRPEEIR A RASESEAZEENERENAR., BERBITEISONKE
REANRATTE , F20H (ERIAMEERE) FHIAMISONKEB TZS2EZEH.

LB nE R AERFEREEH AWS loT FleetWise

T
W

= EMRREH AWS L loT FleetWise 03B AE#WRA | B, UG okl AERE R R 5

AWS loT FleetWise
LEEAEBINBER AWS loT FleetWise
TESRABE . &

753% AWS loT FleetWise & IAM 148


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS IoT FleetWise HBEABER

LERAEMRNISONKRZEM MEBRNBER M4, NEFRAERNEREHNTHEAMBEEER

M Amazon S3 @A K. EXEEREBRNERE T , RBEEES T ERCPREFEEE
BERNFEER. HRMNBERNER , BREEREEN T8 W UEZERIATHBELREMER
HTHTHNEE, ELAEEREBRFEETE. T2ERETVUGTERS. €A%, A, AEEA
D AWS BR75.

HEMABIRFEER , £AUENERAERNRBEPIEE —BRZ@ERF FHY—ERZERS P
IAMEREATER. MEBRFIREZEREBER K RRBIUGEFEEN —¥, EXSRERERF
I AWS tRF , REERFHFHNIAVEES X AREISRERR (EAENAC) FIERNE
R. HEBRS D EBRERIBEERRENT, T8, IREFERXSAMEEIKRFANEIRRETF
W, ERRAREEANSDEBR. IFFHRES , F20R (AMERERE) IAMTH (BIR5EER
ZHO -

HEBE B AWS IoT FleetWise

XEBREME : =

EEEWLER AWS JSONKE: , AREE#HAUERMTEART, tHRIER , BEERBETERGET
A AT EE R AIT LB F,

JSONKEEAction TR MR T BT AR R A FF R B R EE H F IV EIME. REEBFER EEABHN &8
FEE AWS APIRME, B—E£BISMER |, FlaNR B REAPIRENERERARE, b - EEXEER
BERPNZERE, EL|ANBEBAMKEIE,

BEREEABERR THITHBEB BT,

HEEEEFFE AWS loT FleetWise B , F2REZNEIE AWSIRFEZESZ E X FleetWise HHY
loT,

RV BUR B E AWS loT FEENEZ B FleetWise A T 51 &R :

iotfleetwise
NBEE AR PEESEDE , BRERI R,
"Action": [

"iotfleetwise:actionl",
"iotfleetwise:action2"
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B ERERTT () REEZEEE. flU , EEREFRBER List XFWAMEEE , FEEU
TEE -

3

"Action": "iotfleetwise:List*"

EEMIAEH AWS L loT FleetWise B2 BRI AERNWEER | 553208, UE5HE B AERN R BIE5)
AWS loT FleetWise

HIEEEIR AWS loT FleetWise
TEBEER 2

EEE A LMER AWS JSONKES , AREEH#HAIUERAERR, tRER  WEEZBESTEERGT
A A EE R IT LB F,

ResourceJSONRAI TSI EEEABEN —ERZBYWH. RS EEZE Resource
NotResource JtE, RIEMEREAE Amazon ERER (ARN) IEEER. BuUSHIEREE
FRERANWEME (BAERBHREFT) KIEEM.

HRAXEERERFTAINEE (PIFIHRE) , FEABRAFER () RRTEEXERARAEER.

"Resource": "*"

EEEFBE AWS loT FleetWise ERER K HARNs |, 2R EREEE AWSHRERESZER
FleetWise F#Y loT, HEEBRFE LU HEBEERIEEWESE , FSREZARNWE/E AWS loT
FleetWise o

EERIEEH AWS UL 10T FleetWise B2 AEBHNEREA |
AWS loT FleetWise

N BERIREZE B8 AWS loT FleetWise
TERBEEBXRBFEHEE 2

s

20, A5 R SERAFRISEE)

EEE A LMER AWS JSONKES , AREEH#HAIUERABERR, tRER  WEEBETEERGT
A A EE R IT L BIE,

Condition jt# (8 Condition [E#R) AIEGIEEERAN LR R, Condition TERERAE
B, BUUBRNFEAREEE FHHREEER BINERFIR) , REHBE PN EENBERPHE,
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WREE—EFEAIPEESZ@ConditionstE: , HEEMEConditionTEHEES @SR , AWS EH
BIEANDEERFHEEM. MRE/ERRGREESEE , AWS ERHBEOREF Gk, HAR
BFFEHFRG T ERERRXNFT,

FHALNEEEREREAREVESZY. SN, AEEAVMEREERELERE , 8T TURE
IAMER & FIUERIVER. NEFEET , F2RIAMERERMPHIAMBERTE | S2NER,

AWS X ELEFRG SR/NBBEERE SR, BEEFTEIH AWS 2EKGRIR | F2H
AWS (IAMERTER) VR IRAF AT REBRET .

EEBEFBE AWS IoT FleetWise R4 i& , F2B RG] AWSIRERIESEZER FleetWise FHY
loT. ZEEBBEAUERAFEEZESIBNEIENER , F2EEBETEE AWS loT FleetWise .

EEMIAEH AWS L 10T FleetWise 2B B AERMNWEREER | 55208, LB 5HE B AEEN R BIE5)
AWS loT FleetWise

FHUR&)EE (ACLs) AWS loT FleetWise
¥#EACLs : &

FHUZRHEE (ACLs) £HIMLEEBRE (IRFKE, FRENAC) EAFMERNER. ACLsEM
RUERSERVRE , #ATFITEHISONBERIAFER,

LB ARERNEEES () ABAC B2 AWS loT FleetWise
X ABAC (ER P IER): 25

UEBHEAERIFEUES (ABAC) R—EREXRME , TRIZEBHEERER. In(A) AWS , ELBHERE

AEE, ELUSEBRMMBIAMER (ERESAG) URFZER AWS WER. RLERNERE
M —HABAC, R#& , BT LERFTABACKE , LEE TS RENEBRNSHMERFINER LY

BRI RFHER

ABACHEREMRNRZEHPRAEY , Y AFHRFENEELEERANER.

MERBERILFIEFE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4G %58 , THENGRETESF , RUEBEA.

NRBBHEXESEEREENLF=BRGR  REZBRBMS , EH Yes. NRBBEERELE
REAEN SN =ERFS®R , AEA Partial,

WEBBENFMEERAABAC , FBREMTERABAC? & (IAMEREEM) F. BERGISRESR
KB Z2ERRIEABAC , FF2R (EAERE) Pi (EANBHSERN FEUES] (ABAC) IAM )
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® Note
AWS loT FleetWise X #iam:PassRole , iERCreateCampaignAPIREFTEM,

FEREREEAEZER AWS loT FleetWise
TEEEER 2

—i AWS R SRR RIBESKETEERA. EBEMER | IEWML AWS RE FHBREEE ,
H2E AWS BRI £ (IAMEREIER) IAMPER,

IBFEFERABREEAER (MEEZE A AWS Management Console AR T FEAERBNZBE 2 AH
FAEZE, B0, EEEHE AWS FHENRINE—F A (SSO) B , XEFEEDEURIFRE.
BERUFEREEDPBEAIRE , RARVRACK  t2EBEYREERE. NEEBYRACGHEEE
A, B2RE (AMEREER) B (URIAE (EEE) .

BT LAE R AWS CLI 5 AWS APl, A% , B LIERELRIFEAERRIFZE AWS. AWS BEEREE
EELARBEAER K MAREARATEINESE, NEFHHEEH , FSEIAM,

BB AR A% E B8 #E R AWS loT FleetWise
T EESFRITERE (FAS): 2

BEREACERAIAMESABHTENE AWS , BERARE., SAELREE , U ESHTEED
£, EMETEREFREB S —EEE, FASERAZEMU AWS RFE , £EFER AWS IR | T kR
HIRHER, FASREERKKIEEREHMABENERETSHEER AWS R REZTRNE
R EEHBERT , EXEEEHTEMEBDENTTT. BBIRHEFASERSNEMFEMES , F2RE
BIEEEE.

KRB A AWS loT FleetWise
TEREAR &

BREACRREBREAREMTHENAMEE, IAMEESTURPEY, ERNMERRESE
IAM, MFBFHMEEF  F2RELAHCLUEEREIRG AWS BRI (£ IAM ERAEERET)

/A Warning

SFEREACNERTEEE R E AWS loT FleetWise Theé, RERE THER T 4REE AWS
loT FleetWise 2 7T E&MIVIEEE,
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RIS EZ A B AWS loT FleetWise

XERBERAE B

BHEFAGR-ERBACEE  EFEE AWS B¥. BRBETUMEAGAREATEE. REE
RAGEHRE AWS IRF YHEKH#HE. AMEESTIURE (BELFERBERAE) HER.

NEEBRVREERBERACHNFMENR , F2H AWS H2 SENRBIAM, EREPSHRERE , &
FEEREELEACHTN Yes, BIEFERER , SURERKRBHNREES A XK.

EFAWSHES oT £ IRFERE A € FleetWise

AWSIoT FleetWise Fi% AWS Identity and Access Management (IAM) RIS EE A€, REEEH
B REEERLZE AWS loT FleetWise WHE—IAMB G ERE, REELEAEH AWS loT FEAES ,
FleetWise ‘@& AWS loT EiX1E#EZE Amazon CloudWatch Fff FleetWise EHFFT, MEFME
# , B E FleetWise Al Amazon B2 AWS loT CloudWatch,

RIS EE A G T ER FleetWise BRIEHERTE AWS loT , RBEFEEFHHIESLEN#ERE, AWSIoT
2 FleetWise ERHRBEEFENWER , BRIEZSEEE , BRIRE AWS loT FleetWise AJLABEH
A, CEENFISEEEHEMBEFTHER, WEREFEREEZRMETAEMBAVEE,

BB EMBRIRIGERZBENHEBER , TeAAEMBR, EXRTTLREELN AWS loT FleetWise &
R, RASRELENBRENERNVER,

NMEXERBEEACEMRBNEERER , F2H AWS ERANRE IAM |, W REES ST
SKRER (B WEE. EERAXBRBENRBESSEXXH nﬁﬁﬁﬂﬁﬁﬁﬁ“ﬂﬁ Yes ().

loT WAWSHRISERE B BHERR FleetWise

AWSIoT FleetWise £ Fi & A IR ESL A € AWSServiceRoleForloTFleetWise— B AWS loT
FleetWise FT& out-of-the-box #EPRMAWSEZ EE R A,

BR AWSServiceRoleForloTFleetWise B ACSEE FIREBEIZAR

e IoTFleetWise

BAENAGERER AWSIoTFleetwiseServiceRolePolicy 25 AWS loT FleetWise ¥18 EME R K
T 5l E4E

« Bj4E : cloudwatch:PutMetricData®E&iRL : *
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B ARRERR , FRRAFFIAMER (FINERE. HENAR) B, GEIMRRBEEAR. NF
HAES  FE2RIAMERERPHEREEEASER,

B loT IR EL AT AWS FleetWise

BAZEEFHET —ARKEZ AR, EEE AWS loT FleetWise Ei2 A sFMRYER , AWSCLI,
= AWS APIBF | AWSIoT FleetWise S ARV RIGEL AR, MBFMENR  BS2EETHRE,

£ AWS loT HE I R EZE AR FleetWise (X2 A

BARZEEFHET —FARBEEAE®, EEE AWS loT FleetWise & sTRIEE , AWSCLI,
;K AWS APIBEE | AWSIoT FleetWise € 5182 RIS ERZAE,

#REE loT W PRFEELE AT AWS FleetWise

4B LR AWS IoT FleetWise F#9 AWSServiceRoleForloTFleetWise RIS EE AR, RS EEE
AREESELEINAMREEEAE  NULESELISFEENER, ER2 , B UFAREACHIE
RIAM, MEFHMER , FLEAMEREETNGHERESEEAE,

BRBRBEEAE
BB ALEMAMBRASERANEMER , FEARMREBEHESEAR,

® Note
EHRESRAMRERE W8 AWS IoT FleetWise IEEEALL A |, BIMERTAEE LK, BiLiE
MEE  BESFELIERYBARERREE. BT MU service-linked-role BiB 2 #1 A MR |
AWS CLI , =t AWS API , E2RERIERTPHNIAMERRKEESE,

MBAMBRNREEEAE  REZEESHEY , B LUTE AWS loT FleetWise S¥IEF. AWS
FleetWise A% , loT EBXARLEIRKEZFAC,

LB 7#E B AERNFREAEH AWS loT FleetWise

RIZFERR , FRENACKREEIRISHAER AWS loT FleetWise iR, fffith BEBTERFER
AWS Management Console, AWS Command Line Interface (AWS CLI) , 5, AWS APIl, & E#ZEa
EUFMFEERITEENRER , IA\MBEEWIRIIAMKRE, A% , RRETEETLHEIAMER A8
EAG  FAETUREIELAE,

= ERSEAE L&A R EREILUAME 2B B BEBNISONEKRE | E2EEREET
HIIAMZE 3T IAM K BE o
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FRHERNBENEREEMNFMEER AWS loT FleetWise , LIEBEEREEARNSHER | F2
BB, BRMRFFRSIE AWSKRBRESEZLE FleetWise Y loT,

&

- BRBEE

- fEF AWS loT FleetWise # &

- AEAERGEMEMBECSHET

« 1£ Amazon Timestream H &5 &R

HRREER

UEDBNAERNENESREEZAZRSTLUREN, FEEMER AWS EIRE R loT FleetWise &
Fo ELBETRESAEHEREER AWS IRE, BYRFEEUG 2RI EBERNFRAR  HERFE TS
XER|FNEE

- FRIEER AWS SERRYHAEREERERBE — sERGREEAENTHERIENER  FE
B AWS REFFZEREARFIBRNZERRE, IR THN AWS IRF, EBREEBERE—
SRR AWS HHHENERARFIBENTFERBR., MEFMEF  F28 AWS ZEENE
B AWS (ERAEER) it THRRENIAMER R,

- EARERRER — ECFEARARERRE  INMRBEMTIEMENER, KERLAN ,
BRLERERERG TALBESEERKNNEE , ELBAREERTAT. NFE ﬁBﬁﬁﬁ%EFﬁE
[RIAMBYEHBEF , FER (ERER) IAMBHIAM CREESEER) .

o {EAIAMREE P R IRAEIE — B BRHIFE — SR A RBP4 |, LIRSS BENE RN FE.
flan , BRI BREBRGH |, UEEXEFRABERMBEERSSL, MERKEERERFEFSAK
| &) LAGE R4 R IR ER Y IR IS B E RV IR ERRE AWS BR7E , 70 , AWS CloudFormation, Ml
EEHMER , F2E (AMERER) FHIAMISONFKRE TR - &4,

« f£/ IAM Access Analyzer BB RIAME] | IR Z £ M REMERI R — IAM Access Analyzer
SRBHMOMBEWERL , UERIEBIAMERZES (JSON) MIAMREMZE, IAMAccess
Analyzer 12fiti#i8 100 HRRIRENATHER  HHLRERLBIEEENRE, MEFEE
7, ESERIAMEIAMAEEF N EFERS e RAIRE.

- FEZRERIT (MFA) — MR BEZEEFIAMAER root FRHEMNRG AWS tRFE |, FBRERBMFALL
BEENANZ M, EEEFUAPHEEMFABEE  BEFRRADFEMFARYE ., WEFMENR , 3B
28 (AMEAER) B < FREMFAZHREMAPIZE >,

WEPREEENFHRERAIAM , F2H (AMERER) IAMBPR "Z2MSEEE .
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£/ AWS loT FleetWise 1#&

£ Z1FHLAWS loT FleetWise 12 A® | BAERE —HREER, ELERMLBAATEY B IR
BB AWS &1 10T FleetWise IR AWS 1RE, MIREBEINWUE DB AERNFERALMENZIK
ERERE , IRFA8EEINERAREEZRANER (FHAEIAR) B,

BAREEHHRABITEFNFERAEATRETIEAER AWS CLI 2 AWS APl, MRIRAAHFEFEHFE
M E R BT ZAPIEEH BIE,

EERREAENHRNATTLUGER AWS loT FleetWise #2&|& , B AWS loT FleetWise
ConsoleAccess = ReadOnly AWS HHERMNEE R, WEFHAENR , F28 (EAER) F8
GERERFIEZEIAMERE)

RFFERAERAMMAE ST

WEHIFE RN RE | BEIAVMAERBHNZEEERES BN ARNSEERE, LRAA
EEFEAELLTERLEENER , RUEXERETHNER AWS CLI 2 AWS APL.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

£ Amazon Timestream R E5REE R

fEF BT AWS loT FleetWise , &4 E5F M AWS tRFEIAM, F1 Amazon Timestream ER#EZF AWS loT
FleetWise EF i i EEEUIRRE S| AWS Eig KRG, EFM , BFE

« Amazon Timestream EIEE,
s EIEEM Amazon Timestream BRI EHRE N RK,
. RFFHWIAMAE AWS loT FleetWise #5815 2%1% 2| Amazon Timestream,

WMEFMAES , SEEFNELFER , FSEEITRE,

WEEZ BT AWS loT FleetWise & 95 Bl B2 17 HY
FRATIHERARGBEZE LIS EFEAR BN E REE AWS loT FleetWise FIAM.
|

o REZEHTIRIENZERE AWS loT FleetWise

o REZEREHIT iam : PassRole
o RABBEIUNBMA AWS tRF FHREE AWS loT FleetWise &R

RREHITIRIERNZRE AWS loT FleetWise

R AWS Management Console FFEERZEHTHENRE , FBREXEBBENEEE SR
B, BNEEERALEHREBRENAL,

EfffAmateojacksonAME ERERA TR ERBEEENy Vehicle BRMFMER , B3R
Biotfleetwise:GetVehicleStatustEPRE B MEAE T HEHISEE,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotfleetwise:GetVehicleStatus on resource: myVehicle

FELBERT , Mateo EFREBEEFTHMABER | AFFMER myVehicle BIfEFEER
iotfleetwise:GetVehicleStatus &R,

REZEEEHIT iam : PassRole

MRBIRBREREHTiam: PassRoleBMEMNEIRALE , B4 EAEFHRLA , TeBRE/REER
AWS loT FleetWise,

—& AWS k¥ ATRERERALBEERRE  MIRLFTNRBACIRBELSAR, MFEANT
LER |, BUARE R AREREEXRBNFTT,

ERANERIAMEmarymajor EREA TR EATEHER , IERAE T IR AWS loT
FleetWise, B2 , BIfFFERBEBEBRFACRTHF T, Mary RERKACEEEZBRBHFT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AFFM#IT iam: PassRole Bk,
MREBEERGE , FHEEN AWS BEEE, ZFNEESRHENEZRERE.
BB A AWS tRF FARBIEEY AWS IoT FleetWise EJR

BULRY—EAE  REMKRFINERAEIEEBATNASFIENER, BT UIEEZ R
LEFYHDEXAR. HRIBEUNEFRAERNBEIFIIRGEE (ACLs) WIRF , LR LERE
ERRREASFENENER,

NMEE-STH , F2RUATAS

- ETHEA AWS loT FleetWise BB IIEE , 58285 7E AWS loT FleetWise EE |AM,

o THRNMEMEEERNFE AWS IRFE SBEN , F2E A HMWIAME A & RHEFEE AWS IR
BEIAMAFIERPEEEN,

- BENAEERFRERREE=F AWSIRF , F2RRMHEFIRAWS IRF HIAMAFEEHIEE
=5%AE,
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- EERBHHERRTIEAAGENERAERNBRCBNER | F20 (ERAIAMEE
) IAMBH (BBIRIRERFED o

HEMERSE AWS loT FleetWise

(@ Note
AWS IoT FleetWise FTEEIEER AWS &R 75 =,

ETHES AWS B EREEREELENEER , F2E AWS RE EEREEERN RREE
BRBREBNESHRE. WFE-REFA  FSHAWS 85 E .

WAL TRE=FEKIBE : AWS Artifacte WIEFMEA |

a'r«

SZBTHME AWS Artifact.

BEFRKNSREMT AWS BRI BURREERNBRE, ELANEREE | UREREENE
Bo AWS RE TSR BIERER

- ZEMESHAMEREAFIERE — EENBEEIRERER  YRUMBELERENIER AWS E
HRZ2MMERM.

« 1£ Amazon Web Services F#ETHIPAAZ £ ESHREE — AAKERP L T WA H AWS SLE
MHIPAARFEERNERRER.

® Note
AREE AWS [R#E HIPAARFE &g, MEFMEET , FBHEEHPAARRES Z,

- AWS £ ER — WTEBNIERES TREARENEENE,

- AWSEFEHIER — BREANAEEBARMNELEN, ELERARTREMNREMRE
AWS R WEZEEE (TIEEEBEFREEEFE MR (NIST), N FEXRLEBEEZER
(PCI) FEIBZE(LER () PHEL2ESIES, 1SO

- EAPHRAFTEEIR AWS Config BB ABIERM — AWS Config REFTEENERRBERESFTE

REBER |, ITEERARER,

« AWS Security Hub— i& AWS R# R SR L MRENLERIT AWS, Security Hub EAZ £ 1%

FIRFHEEH AWS BR , URELNERMRENELLNEXRENSEER. UEXENRE

Miz&EEE | 552 Security Hub controls references
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« Amazon GuardDuty-i& AWS fR#& BAIBEMNEE AWS IRFERREPWIRMNESES , Eit
ERTHEH, RENER, GuardDuty AR ERERESHEMER PCIDSS , fINFEHES
RUEBFTERNARERIER,

- AWS Audit Manager— i& AWS BR#§ 1B &IS58 #& AWS £/ 5 X AL S EE R b U KB ST &
RMEREENFK,

FMEE AWS loT FleetWise

Friltt AWS 2 RERE2EE AWS EENTAESE ., BEEiEHZEsHARHNERTAES ,
WLMREE, S@*ENSERFEAREGEEERE. BBTARSE , B GGTREENERARZERM
BERE , ETARScEEBAERENAISRETE, THESNTHYE, REgIMERED , 5
BRE-RZEERPONERERREES,

WERR AWS EEMTAES , FSE AWS £RERELE.

(® Note

BERIEEE AWS loT 7 FleetWise £ Amazon Timestream BiEES, BERXFHHIH
ft AWS AR RS EE, B2 , BALASEA Timestream R E B 2 M E A FSDKREH
B EREFERSZENE WM,

nZE Amazon Timestream HFFMIE R , 5828 Amazon Timestream FAE& A EERFM,

HiEEE R4S AWS loT FleetWise

ERFEERT , AWS loT FleetWise Z EI{RE AWS £IkiBi& %L 2., EEEE AWS T2 R [
AWS REEBRER K B2 AWS Enis, BERTEN AWS FREREBZSMREMENIR
B FSRTeMIEPNERLEE AWS £ERIFNEL,

BEH AWS B RMANZEAPIFEIY AWS loT FleetWise BiB#8i%. R BERSBAXZETIER :

- EREZEM (TLS), BMFEE TLS 1.2 WHE TLS 1.3,

- BEAREREIERE () NBREN , Fl (ST EIE-HESPFS ) SIDHE ( #5E i 4R EdE JE-5
B2 ). ECOHERR R (W Java 7 MEFRA) AL EXZEELEN,

HeA , BRMOACEHAFEEREH ID MEAMEBHEBEBNO R BTSSR/ REE, REEALUFEA AWS
Security Token Service (AWS STS) UE4A BT BRUEEE R,

REREN 160


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/timestream/latest/developerguide/what-is-timestream.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html

AWS IoT FleetWise HBEABER

& O] AR AR AT B BR AV B PP LB LEAPIHEZ | 1B AWS IoT FleetWise B ELUERAEERNEZEURA
HAmge 8RR IP it BEBHNRE, St LlER AWS AREHIRE4E Amazon E#EIAE
E % (AmazonVPC) % e 4% E i B ZELAY 10T FleetWise BIZRVPCs, BB L | EA IR HEMN
HB4&EHE AWS ER B EVPCREH IoT FleetWise &R AWS #8#%.

&
o EIEZ| AWS FleetWise FEiB N EVPCHt B HETT loT

EIZZE| AWS FleetWise EB T HEHVPCH BT loT

RO LB 8 E] AWS fE FleetWise A/ EVPCIm 2 loT (AWS PrivateLink ) FE& M EEFAE
E(VPC)H , MTRBBEREERE., EREANEVPCIHER , VPCE ZEREEA AWS loT
FleetWise T£7E AWS &, SEVPCIRmEHE H —HZM@EERBE N E (ENIs) ®= , EVPCFHER
PEFIE IP it

BEOVPCIREEBEVPCIEZE| AWS FleetWise 28 loT BRAEMEE. NATEE. VPNELES AWS
Direct Connect #1%, BN TEBVPCAEELA IP (IutBEIT 8 AWS loT FleetWise AP,

£/ AWS IoT FleetWise BiB&EMVPC , EAARATHESETERVPCHBIBMER K SN AR
HOEVPCHE R EHY AWS Virtual Private Network (VPN) 2 AWS Direct Connect, %1% Amazon BY48
BEAVPN , 552 Amazon Virtual Private Cloud & ER P HVPNELR, BEIESE AWS Direct
Connect , B2 BI7E 1 2 3 E4F AWS Direct Connect Fi F187,

BRI U EEEINNEVPCEHE AWS £ FleetWise A IoT AWS #2443 AWS Command Line
Interface (AWS CLI) . MEFMENR , FSBEIMTHIFE,

BYNEVPCHEEZE , REAFEMBAFMADNSEMEZTE , A BFAERE AWS loT FleetWise i 2,
R AIEHVPCE R, MNTERZREEBIHE AWS loT FleetWise IR T,

iotfleetwise.Region.amazonaws.com

MREARBMAFADNSERER | Amazon BVPCIRMEDNSIHEHERE , B UFEA T HIEN,

VPCE_ID.iotfleetwise.Region.vpce.amazonaws.com

MEFHMER , FSENEVPClmEh (AWS PrivateLink ) £ Amazon IVPCFE IR,
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A ARG VP Cl B R BE M AN BIVPCIm B , AR FIAMERNFE. B AU T 2R HEREVPCIREET
EAE , LURIRMER RER IR B ity (Hl0 1P i $5E) REF@MANBEFER. WFEFMHER , B
SBR £ F VP Cli R 12 % IR #5 1Y 7 B

B VPCimEhREE AWS IoT FleetWise

BA[ LA A Amazon VPC i BLEIZ BUEE AWS loT LA FleetWise IEE THIER
o AHITHRAAHITEER T

o AT TREH TR ENE

MBEMAET, | 28 Amazon VPC B & ISR Y R VPCHE B2 55 FRIS B R,

Example — VPC iw B KR IEB R B IS EMNFTEHRE AWS tRF
LATFVPCHk B R BRIE R AWS BRF 123456789012 1 % 2 A AR A APIFENY

{
"Statement": [

{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"

b

{
"Action": "*",
"Effect": "Deny",
"Resource": "*",
"Principal": {

"AWS": [
"123456789012"
]

}

}

]
}

Example — E R FFVPCEEUE EIAMEE (£ %) WVPCIm B KL

THIVPCIR B FEE AR ERAETREER 1ijuanin AWS IRF 123456789012, ©EIEBFTAHMt
|IAM == 88 77 B B o
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{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": {
"AWS": [
"arn:aws:iam::123456789012:usex/1ijuan"
]
}
1]
}

Example — VPC in 2 5K B AWS loT FleetWise B){E

AT Rk B R B AV €5 5] AWS IoT FleetWise, E#EF|imEHEF | R SR EE 5 H A9 in 260 FEUE
AWS BERRIAMER &R loT FleetWise B)YE fleetWise £ AWS IRF 123456789012.

"Statement": [
{
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:usexr/fleetWise"
}I

"Resource": "*",

"Effect": "Allow",

"Action": [
"iotfleetwise:ListFleets",
"jotfleetwise:ListCampaigns",
"iotfleetwise:CreateVehicle",

RV ELE R KA 2 4 AWS loT FleetWise

oT RETAEMABLBER , SHEHSRLNDE. EEBESRL  TARKESEHELE, 8
R ER RS . I, ARBEERIRHEED , NERERDENERS , Hit
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HiE LEANZENMEMEANZ2EOZ IR, REEFECRAEFEARINKE. EXRERME
loT 3&fF , BIEEWUEEIR AWS loT FleetWise RRENREI N BE | FHEUFEREZBCH,

FEREER IT ZFIRME 2B HEEME AWS BURE , BRFINEF. MEFMAEF , 728 AWS H£[E
B EEER,

Z2MREMSE AWS loT FleetWise

AWS loT FleetWise 2T Z L2 £ M6 , A ELHRNEEBCHN T HFRAIBEE, UTREER
B—RER ¥ TRRXRTENZLHERAER, ELEEEEXTVETEASELIRELANRESK , Bk
ESHRAERESRHY K MAEEERETR.

EERBLZEM AWS loT F2EZ M HEME AWS loT Core Y AWS loT B &R
SENERTRENETFA

EIAMACHRERSR/DERE  BEZ/DERNELR, REIAMEBEKAActionflResourceBHH*E
BFt, kit , FAREMNERT , EE—HERNEENER, NEKEERNEMFEAIRZEERN
HMBEE , 58 R the section called “BIEREEX",

aa )Rk BURERA

X LB HEBHENEMEASHER (PI) . BMAERBEERUTREERE

- BAOEZERBPERBRENRA,

s TELELZBNIDsHEABBIESR AWS loT FleetWise BB , fItEERTE |, MRS5S | EifER
MERE 8% , REHAMERKIDs BT,

£ AWS CloudTrail Z2&API@EE0 8%

B LR E L8 AWS SR &M S MAEREHIBE BN |, EEMNIRS L FleetWise APIIT
loT FENY, EZWHIESE AWS FEEHIRSE L#1TH loT FleetWise API FEIL | R ZE CloudTrail £ AWS
Management Console, MFEFME , S Bthe section called “CloudTrail B,

ERENRKEREESD

ERE T FRSFERNEERREEN. X509 BREIHAHMGE, KE LNRKERARRIEARKRE
RERNAEN. REFEALSHEERENRE , A2E R TERERE,
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BEENRKERFES 165


https://docs.aws.amazon.com/iot/latest/developerguide/security-best-practices.html#device-clock

AWS IoT FleetWise HBEABER

Bt AWS loT FleetWise

ELy 2 HE3E AWS loT FleetWise FIEMAWSEHR SR ATFEM, TJAMNMENEZERID .
AWSIRH T HIE = T EREEF AWS loT FleetWise, EREERFOER , WEEEREEB B EE

« Amazon & B CloudWatchEs IR EMAWSE R M TAWSH AR, S UKERNERIEE.
BIBTERR, URREER , EEEEISEENRERBANERFEINEE, Hlan , Bl
CloudWatch & Amazon EC2 #11TEEEH CPU FREHEMEE , YW EEEFE BB HHITHE
BB, mEFHMEF , 52 H Amazon CloudWatch &5,

« Amazon CloudWatch BE A ARES R, FMAFE Amazon EC2 #1T{EE M H M 2KIRRY B 5548,
CloudTrail CloudWatch FE#%1E Al ABERRRHEFHNEF , U EFEREEAERBANE. BhariL
REFZERFEESMAMENREEZE, NEFMESA , F2E Amazon CloudWatch B EAEE
.

« AWS CloudTrail #EUR AR AWS tRF#EHH AP RILMMEESEM4, A%, ©SiEFE
BIARBIEER Amazon S3 REIFRTEE. B LAtk i IRLEE A E MR S REAY AWS, 8% HH R ALY 2R
B P Hent | SARIFAIE B RERD, MEFMEH , HSH (AWS CloudTrail fEFA &) https:/
docs.aws.amazon.com/awscloudtrail/latest/userguide/,

FleetWise A Amazon Ef#2 AWS loT CloudWatch

Amazon CloudWatch R R EIZAWSE R R HMBEN —EF RN, AWSIoT FleetWise iGIEREEE
CloudWatch. & 7] LA F§AWS Management ConsoleAWS CLI, =% API &%t AWS loT FleetWise &
A ZEMWIERE CloudWatch, MFEFMER , 2B Amazon CloudWatch A E SR,

/A Important
RN BEHEITIRE , LAE AWS IoT FleetWise A UG IERE % ZE CloudWatch, HIESFHE |
ESREITERE,

AWS/IoTFleetWise MR ZEHEIE FHIEE,
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ERER

ez i
llegalMessageFromEdge WREEHREEILEH AWS loT EINE B BEFFEMW

%= FleetWise FTHL,
By : FTH

R~F: VehicleName
BRERETEN - B

MessageThrottled REHBEEZE AWS loT AR FleetWise # R
#l, ERRAAKRDHEIR B & EiF kiR 5 0 R
R,

B 5T
R ~F: VehicleName
BEMHRETER - A

ModelingError REWHEXEI R AWS loT EUAHEE
FleetWise @& B BIREH A RBB NS,

B{y : 5T®
R ~F: ModelManifestName

BREHEET - BH

DecodingError PREWEEI A AWS loT ZUWHHEE
FleetWise ‘@& 1 ¥ EH M H iR TS 2R B B 1T R
BRI E 55
BBV : FTE

R ~: DecoderName
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FMBABER

THEBER
BE

VehicleNotFound

Campaigninvalid

CampaignNotFound

RIEBER B

B

TimestreamWriteError

DU

REERELH AWS loT UK E B
FleetWise , EFEE AR,

B 5T
R ~F: VehicleName
BEMRETER - A

REHEIXIH AWS loT RO AS
FleetWise , EA{TEEEFHER,

B 5TE
R ~F: CampaignName
BB ER - BH

MREEHRIELEH AWS loT UM E B
FleetWise , EFEREI KR4,

B 5T
R ~F: CampaignName

BREHEET - BH

iR

AWSIoT FleetWise E XA EERHAEHEE A
Amazon Timestream .,

By : 58

R ~F: DatabaseName, TableName
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1eiE

S3 WriteError

S3 ReadError

EFEENAWS KMSE#EZR

B

VB KeyAccessDenied

DU
BREHEET | B

AWSIoT FleetWise EE A& HEMEWMBSATE
BEEF R ( Amazon S3 ) FEE.

B 5T
R~ : BucketName
BEMHRETER - A

AWSIoT FleetWise D BBEEF R
( Amazon S3 ) FEMETHNEHENEHRZER,

B 5
R ~F: BucketName

BREEET | BH

iR

AWSIoT FleetWise XS A SR EEHE AR
ks Amazon S3 f#FETEE |, KAAWS KMS
S FEEIREE,

B : 5T ¥
HE N E Keyld

BRI ET - B

& A E5#2 CloudWatch
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FleetWise £ H Amazon CloudWatch HEEEE#E AWS loT

Amazon CloudWatch Logs BEZERFPEHENEY , YEBREFANEERQSZHER. NRKE
ER, B EFEREHELRSEBISEEEHNEN. WEFHMEN , 28 Amazon CloudWatch H
HEREEE.

£ CloudWatch & & R AWS loT FleetWise i &k

/A Important
£ CloudWatch A &EE AWS loT FleetWise iR B E 28l , BREE TR GEAE :

« IBE A AWS loT R RIEEE#INBE FleetWise, MECENFMEN | 520 2 E AWS loT
FleetWise iC8%,

« AWS loTEXERE ACHKIER

céx

£ CloudWatch £ A& F R &M AWS loT FleetWise

BARX CloudWatch £ &,

EREEKD |, EIF [FO8K) > [FSEE].

BEE BFEEE

i#1ZF Search log group (& H&#8HH). BB ALZHNIRFERN BFEEHHNTESIX,
EERFERUEREMEB SR , YSKEHERANATELEIEERROR,

o & 0N~

BTN ERESHESHRTAAER, flW , BAERUTES !

{ $.logLevel = "ERROR" }

MEEBRRIENRREENMWFHMEN , 5528 Amazon CloudWatch Logs & 5 K EFE 25 7
BEREE.

Example 5288 H

{
"accountId": "123456789012",
"vehicleName": "test-vehicle",
"message": "Unrecognized signal ID",
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"eventType": "MODELING_ERROR",
"logLevel": "ERROR",
"timestamp": 1685743214239,
"campaignName": "test-campaign",

"signalCatalogName": "test-catalog",

"signalld": 10242

RBBHED
S e
B

R EIEERIEERAR

REEDED
FHE
RERTER

DU

REEHRREILH AWS loT ZUHIHE S
FleetWise @ & 2B IRE AR BN E IR,

B EHEE, AmE8 , F%ID, 5
8% {H signalCatalogName , &/ME , &K
{8 , signalValueRange signalValueRange
modelManifestName

REWHEBIXILH AWS loT WK EEEFEN
#% 3 FleetWise FPTHEL,

B EWmEE. THEEAMB. signalCat

alogName

MREEHRIELH AWS loT UK HE B
FleetWise @& L ¥ H MY RIS S BT
BN ER,

B EsEEBHEM. . signalCatalogName
decoderManifestName, (GEA) F3REH. (=
H) S3uri

iR

MEEHRIEILEH AWS loT U E B
FleetWise , EF E#H A,

1£ CloudWatch 32 & HH#1R AWS loT FleetWise 508%
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EHEE

REEEE

mBEN

TREBENEBENEN
SHEE

R _ WAGRR

S3_ BARR

S3_ BEUER

DU
Bt EWEBW, THEHER

REEHRELHE AWS loT UK E B
FleetWise , EFREEI AKX,

Bt EWMEB (R )  BEERIEBE

REWHEIEIH AWS loT R EE
FleetWise , AR BN,

Bt . EWER(T&) K BERIEE

iR

AWSIoT FleetWise E XS EERHIEHEE A
Amazon Timestream .,

Bt A, SEHAMW. timestrea

mDatabaseName timestreamTableName

AWSIoT FleetWise HEZEAHEERERSATS
B EF RIS ( Amazon S3 ) Ef#E#E.

Bt BEEDEE. BRHERE

AWSIoT FleetWise #x it on BB BB 1F /% IR 1%
( Amazon S3 ) FREBTPNERBINH REZIR

Bt BREEDEE. BRHERE

1£ CloudWatch 32 & HH#1R AWS loT FleetWise 508%
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BEFEEMAWS KMS&RSH4ER

E4ER iR

KMS %88 _FhRMIERE AWSIoT FleetWise XS A B ETE AR
ZRE Amazon S3 fEZETE | BAAWS KMS
SRFEUEIRES,

Attributes

FtE CloudWatch ie#EEHETE T EBH :
accountld

88 AWS tRF ID,
eventType

ELXAFNEA4AER, SAEENESRBELXAFGEENESNE. SEAFEERPIBITE
Z eventType HEFEB W{ES

logLevel

EEFEANGHRER. MFEFMEF , FF2EAWS loT Corefi A BB R GCHER.

message

BEARRHKENTEFMAELR,

timestamp

AWSIoT FleetWise R &ERNIC TER KBS,

EEMEBM
CloudWatch Fo#%1E B Al iBEM IS ELEMY , EBEUAReventType :
decoderManifestName

TEERNBIBREFENERE,
BWitEiE

BHRERMENitEME, a0 , Amazon S3 FHEFEEHE,
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PRI

THEBN B,

signalCatalogName

BEEHRNEREHENEE,
A 5% 2k Bl B

SEERASRAY BB,
5

FHEREER 1D MBI,
el

AN E T,
signalTimestampEpochZ £+

SHERAABR Y RF I BIEC
e

REGRAVES
signalValueRange 3 5 Hf

REFRNRAHE,

signalValueRange % &

MERRNS N EE.
S3URI

REEHEERN Amazon B F X4 Amazon S3 M —1ZE AT

timestreamDatabaseName

Timestream EXEMN &AM,

timestreamTableName

Timestream BRI RN AT,
HREH

EWH A,
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E%XTE AWS loT FleetWise &%

BAI LA AWS loT i2 FleetWise & BH{EiX £ 52 CloudWatch #8848, CloudWatch 218 AWS loT
FleetWise BEZREERBERMNALE  BHEUREHETEMY, flW  EVERRARERRIEMEF K
fREAMmELE, BEWEMEMEEERANELN |, MEBRBIMERBE,

B E KRR 8B CloudWatch , FEEASRCE&IEEIXZE, CloudWatch fEFEE AWS loT #EEFEH
KB WRE ARG [EIH 5 E L% EHH FleetWiseo XA AWS loT HHIECEEEF FleetWise |, el 50888
HEE., BUBEREE 2% , AWSIoT 24%524% FleetWise BEZEEC CloudWatch $& 8 P HIEC 8 EE4R

& T LAE CloudWatch 8 & AR H#E AWS loT £ FleetWise RS E R, WFEHEIRECHKEE
M43 CloudWatch SRS ERNFEMER , B2 FE A &EEE

H& R0 8% M ZAVRERR CloudWatch

AERC SR EHEMVAT CloudWatch SR EEATIFIANERERE. MEEEFTNMEEES , F2H AM
ﬁ)ﬂ%?a?ﬂﬂlﬂﬂﬁAWSﬁﬁﬁHR B,

FEIRELLHER , BMu LIS ECARE, RERHKEIE CloudWatch , LA FRERGC &AMV AEEIE A

"Version":"2012-10-17",
"Statement": [
{

"Action": [

"iotfleetwise:PutLoggingOptions",
"jotfleetwise:GetLoggingOptions"
1,

"Resource": [

g n

1,
"Effect":"Allow",

"Sid":"IoTFleetwiselLoggingOptionsAPI"

"Sid":"IoTFleetwiselLoggingCWwL",

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery"
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
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"logs:ListLogDeliveries",
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

]I

"Resource": [
nin

1,
"Effect":"Allow"

EATHABAWSE R TEIMER , SERBH L "Resource"REAER"*". EXRTESEBEX
BOFFBAWSEIRE RFFRITIELBIE,

£ AWS loT FleetWise (£ &) HERERC
A EFERBA f0{AIEE Fl AWS loT = FleetWise 12 & R E5C 4%,
£ AWS loT x FleetWise & R E L%

1. BABXAWSIoT FleetWise £ &,

2. EEMfIEHP , B Settings RXE)o

3. 1 "EREE.L EEW "R&AF. BEY  BERE.
4

5

#EFCCloudWatch #EEH |, ¥ AFCEkEHE.
FEREEE  FRE "EX.

A% | B BECloudWatch 12 A RRIRREE R,

£ AWS loT FleetWise (CLI) 15X E AR &%
AEERBAUMAIAER CLI 5% FleetWise & AWS loT KI5,

A LAE R AP R FER L IRRE MY CLI e RIS E |, 7 AWS APl REITILER . B LA
GetLoggingOptionsAPI ##EREIERIELE , W F A PutLoggingOptionsAP| BR{ERIEHELE

EEMMA CLI ZZE AWS loT K72k FleetWise

1. BEINSIKRFWECSHER , B Aget-logging-optionsiE o
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aws iotfleetwise get-logging-options

2. FERAREH , 5 MAput-logging-optionsig .

aws iotfleetwise put-logging-options --cloud-watch-log-delivery
logType=ERROR,logGroupName=MyLogGroup

Hep
logType

@R EHEREEN CloudWatch REMIER, HEEMARE , BISERTAROFF,

logGroupName
RIS E R EIX EM CloudWatch SBEEHE. TERUA AWS loT W& 8 , FREBR IR
$XBEAH B T8 FleetWise,
ARz % , F2RER AWS CLI 25 #&IER,

FCERAWS Y B BFleetWisefE A API FEILAWS CloudTrail

AWSHI B #FleetWise BB ESAWS CloudTrail , IRHEEHAE. AGSMER BRI B/ERD &M R
FAWSRIEAAWSYI B #8FleetWise, CloudTrail#EEXRIFTE APl FEIUAWS B #BFleetWisefEAE
%, HENTWUIIERBEAWSYIEBiAFleetWisei® ] & M ST FHAWS Y B #BFleetWiseAPI fE¥,
MREENEKR | SR AHEEECIoudTralli 5% S3 FREBNEYS | 2SS HAWSY B
FleetWise, MRETEZEEBMFI R , MARTLUER CloudTrail 32 A& F Y Event history (BHEBHEC
%) RERFTNEH, FRAMKENETCloudTrail , BRILURER BN ERAWS Y BEiEFleetWise |, 12
HEERE IP it |, RHEBERWA , BRHBEROGEAUAREMGEFHEER.

EEH— 7 CloudTrail , 28 AWS CloudTrail & IEFE,

AWS Y Bt #8F leetWise 1 #Y & A CloudTrail

ELRVIRFE , RIKGELN AWS tkRFF A CloudTrail, E7E BN+ EAWSY B BFleetWise ,
ZE B CloudTrail R H M — B BHAWSIRBEHEHEL, SRR, BENTH AWS IRF
MBFHEBEH, MEFMER , F2HELA CloudTrail EHEELHFBREL,
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EENEHNIFETHEAWSIEE | 8RR EHAWSYIBiBFleetWise , B R iR, —EHRERA
CloudTrail#$ B X H R EIEE& S3 7. RIBER , ECEETRAE BRI | BMECH
SEMTMAE AWS BiF, ZEMERHRE AWS FEIEFFAEERBNEHR , W AFERILFEE
IEER Amazon S3 FEFETEE. LA , BRAILGGREHM AWS BRI , L#E—FS 2 FMEE CloudTrail B
ERFTRENEHER. NEFMAER K F2ETIRE :

- BEMNIEXHBIER

« CloudTrail BN REMNES

« FXZE CloudTrail B Amazon SNS &4l
- #ZEEFEW CloudTrail AFER
. #eZ{EWRS U CloudTrail BEEER

PR BEAWSYI B #EFleetWise BN ERC #% CloudTrail 52 % FTEAWS ) B i FleetWise AP 2Z & #l, it ,
¥ CreateCampaign, AssociateVehicleFleet & GetModelManifest B)fEZ HAIFFIUSTE
CloudTrail HF#FERHRELIER,

B-FEHVAREEHSTSELEFRENET. B EATHBIEHE T5IEE !

- ZFERREFEABY IAM EAEBERL.
REZFBRE , EEEATREACHME G 7 ERAENEREZEERE.
ZEREFHRE —1E AWS REEE,

MEFMEF , 552 CloudTrail userldentity 7T,

T RAWSYI B #FleetWise i #£ 1518 H

EBHtR—EHERE  BEESHUAFRERNEXRMNSEEIEEN Amazon S3 REFETHE. CloudTraill BE
EREE—ElZEAFEE. —AE4ATARGFRENE-FR , LI EFREE. FRWAHH
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S EIEFHE,

AT EHIEERE CloudTrail HF$E B &7~ 88 AssociateVehicleFleet 1k :

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::111122223333:assumed-role/Nikkiwolf",
"accountId": "111122223333",

"accessKeyId": "access-key-id",

"userName": "NikkiWolf"

I

"eventTime": "2021-11-30T0@9:56:35Z7",
"eventSource": "iotfleetwise.amazonaws.com",
"eventName": "AssociateVehicleFleet",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.21",
"userAgent": "aws-cli/2.3.2 Python/3.8.8 Darwin/18.7.0 botocore/2.0.0",
"requestParameters": {
"fleetId": "f1234567890",
"vehicleId": "v0213456789"
I
"responseElements": {
I
"requestID": "9f861429-11e3-11e8-9eea-0781b5c@ac21",
"eventID": "17385819-4927-41lee-a6a5-29m10br812v4",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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