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HREEE AWS loT TwinMaker ?

AWS loT TwinMaker Z—I8 AWS loT fR# , Ba LU ARBEER NSRRI EFEENERAE,

AWS loT TwinMaker EAREEBEEH RBAER. BRI XBARNE IR 2 T RE L ET
KRB, BHEEHNERTIR. BEYBIEIR, BUUFAELEEHRNERRERIEE. 2
MEIESRER , URFRECIEE,

HFSLERRBEREMBYMENRFEANERETRR, CHBBRBEEN , LEGRENEER
B, RENITR. B MERTRERBAR,

RinEREERERAENTEERAERN  HEENBUSEERES,

EERN
ERZARBTSLNREER  CAERTUTRIE,

- TERVNERVERE., R, ZANEFHRE,

- KELEE Connect FIFREZL TXERNEER , HINERRBIRBEBERE,
- BIRAEBAFTHEBNEENAIRILAR , MEEFRHERIREK,

- BRGEAETUERBMERE  DIHEBERRR,

AWS loT TwinMaker EiB 2 T 5 Th8E R R RIBELE PR &

- BEREARRARE  EABE D AWS IoT TwinMaker REAREERE , &iE , ZEAMNBENT

>=<o0

HARBERISEBRENTRER , Y AEEETFEMVNENER . AWS loT TwinMaker Bf#1F#E
Kinesis Video Streams F AWS IoT SiteWise WERHRH AR ERESE., Bl AREFEEHMBNE
HERERIT BT ERES,

ABBENEERARREHRE-NE , AREIFRVENER,

« HERMEMZKR . AWS loT TwinMaker ZHI A REBRERTE , ARKE 3D HRAIRER. BTN LE
SEBIE MY 3D/CAD #&E | WHHWREBRETREN , WEIRS gitf X glb 8K, RREASR
EEESRE-SRTRESEEE K BVHERNEABRIRE.

BETUESRPEMBIR. fl , EUUETERRAREAEENNSRUEFRIER. EEKE
BBV S AH BA B
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- FEAER : A Grafana #1 Amazon Z& Grafana AWS loT TwinMaker 2 HEDR, |, BT AMEALE
NBHEXARKREREELIEBRHREARARER,

« B=HIE : Mendix B82&4E, AWS loT TwinMaker BT ¥ loT 2 TBNMERA R, F2H
Mendix WHFEIEREHEEEERRELR |, I AWS loT TwinMakerBa#8 £ H Mendix K2R SHE
AREXBEFA (LCAP) E Kinesis Video Streams AWS loT TwinMakerZ AWS BR#. AWS loT
SiteWise

AR = A AH B &R 0

T EIER A A9 RA A 5 04T AWS loT TwinMaker Bg&7E —#2.

Workspace

Shader Empty Node

Legend

Data Focused
Visualization Focused

(@ Note

B2 P H 25 (*) RT one-to-many BR. BRELEAMNELE , FFSHBAWS loT TwinMaker
i o M B 5
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RS AR 2


https://catalog.workshops.aws/lean-daily-management/en-US
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html

AWS loT TwinMaker EREEmR
TEE

TEERBNSLEARINEERSR, SUUELTIEERARBUHFEVER. . BSREEN
HttERNEBEESES. CEAUFEAZLAR , AREEHBZSLRARFREESNERNB™[,
BEIFEHSEFEFHIFEERN Amazon S3 REFETR. BAUERA IAM SRR TIF
[ 89 7B

THETUERSEA4. KR BRUER. THEL. KR SERERAFER—EIHEER.
KA IR A

AWS loT TwinMaker 28 FH entity-component-based MEBEIREL ZRAEHNW T E, S LR
ERTHEBRBEYERRAFENERT, LERBTHERAER, THNBERER. UEERTHREN
FHHEF  FBREERTHRR.

8

ERRBUERRPAIENBVRT , THITRANE. LaxTUlRERRE. BediErF. 8
BEAHEAMEEBN T, EETARMABHRERNENTAR.

i

Eﬁi AWS loT TwinMaker , B A BERAMIIBFTREES , MESEENER, ERNTHRENE
R 2R E A,

T

HEASSTHETRE L TXHNER. SUUEEEGNAZET. —EAANENEHHES —E

BERNEMBEH,

THETUMAREES , SO EESMEVENER, eMETUESERIIEMRENE 2
RO FIBIRNRE , 12 AWS loT SiteWise MEMEREFIERLER

B4 B 1R BUHRIR M 2 B AYE#ERY JSON XAEE &R AWS loT TwinMaker, o Al AR A2 AT E
PIRIRHEFIIR AWS loT TwinMaker, JTHEEM JSON XHFHIEER Lambda BBIREHIERE
BHEEFE, —ETERTAEEFZ M. THEERBMERORBRREHER.

AWS loT TwinMaker I2HEBERETH , BRI R EEREFTITELTH, BEAUEIBESHE T
#, VEEEREREIMLETEEEEER KR, EL&EFTRE TlmeStreamu% A, IBZEE T
# UREZEZEFE=FERHR (Fln Snowflake) HIEEES,

AWS loT TwinMaker $r8E R FEHARFIBHETHEENRETH -

THE 3


https://en.wikipedia.org/wiki/Entity_component_system

AWS 10T TwinMaker (R
- X, BlanEREFMRIUREE URL W&,

- BEFS, Fla0R 8 ERIRHIR AWS loT SiteWise,

- BR, Gla0R B AERE R SRIRE R E 5 R

- B8, KBEEREZR Kinesis Video Streams B IP B\ {§#,

- AREREHMERRRNBEFT Tl Hlan , BB BFTE SR , i AWS loT TwinMaker B
BEEREENSHRREFIER,

ERIR
BRRRYFHFNRBBENMLE. AWS loT TwinMaker X EMBRE N ERIHKIR :

- BEEESR  UREHESNBERBFLSZE AWS loT TwinMaker,
- KFEFYERESR  TREEREREFIERE , HIa. AWS loT SiteWise

Bt

BHRESEEAGTNE  SeBBAKREF, EGETHANEZERE TP BrESHEER
B AR B E .

AWS loT TwinMaker X E=E B :

« B—{E. non-time-seriesBt — EXBMEERFERSIEERY , WEREREFEE AWS loT
TwinMaker AR EBEN P REE R+,
- BFREFIIEBE — AWS loT TwinMaker fFELBHE 2 FEFIERENS R, ERRATHE.

- BREBE —GLBUERES —BEBITHNZR, Sl , seen_byR—EBEFRTH , ATRESH
FHETEZESHEERBLN S —EE TEE .

U UERAR—NERERNE K BREEERREEABHEE,
HEWR
&) AWS loT TwinMaker S 2R 18 B ERIPRIV =HER RE | RRBE Grafana PRIEE. BEEN

wi= , sm L EAR CAD SiHfth 3D EREH, AR LU UEABREEABRFTERG A NMEEER
#o
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=

BERDHRR , AEZEINERIEMEIFEE ETX AWS loT TwinMaker, H S A LUBIBERERE
FREFEEME gitf ( GL EEaE=X ) R glb 3D HERE L ABBEFEASEEENERRERESES, 5
SHEEER  URTESTHEBE,

BREABMRANEERR. SRH—ENZEEREX,

—EIEETAIEZEER. Sl , TREFUGHRENSEEESE —ES5R.

BIR

BRERER , ELEIRE AWS loT TwinMaker 2 & FBRAHH, —ESRUUETEHFZER,
ERRAITFRAIBSSRNEBERNER=ZHERE, ERTURNRE -RBEHTERN.

ALK ERBEASR , FERK gf N gb BERELBETHREERE , AEEECMFEESR
BREAENE

AWS loT TwinMaker B SAMEAER B RRBHRIE R , SEEN L TXHNEF (FINBRERER) ¥
EESTRHNNIE,

iR BEESRR. XRNZHEENSIE, SMEURZEN , LUSKEBRMESRBEEED. 6
W, B Z AN EAEE AT,

BR  ERRE-EOREE  XTXREAN (BEER ) NBIR, —EARBRIAEE—ExAEEE. &
BREMAZSEREE, y, zZERVENGEE. FREACAEEENEREBASRT D IANRE, &7
UERARBRRESRPRENTRATRENE , HIUNRE,

KR B RERRPFIMASFRAEREYHRAER , REVH ERFRZUEHE

i

BRVE.

SRR ZHRBEEEARERN gitf  .gb BRNBVBLRTE.

(® Note
AWS loT TwinMaker T EAREATEERBREAFEERRTCRERRERVGERENBR
RESBERAENIRE , N2 HBEB,
BB R BUIR AWS loT TwinMaker FEIRIRIEHY 55 A ROIHEST EEREFTfE. AWS loT
TwinMaker TEAEATERERIANERR , MFTLEELRRRERLER,

HEHR 5
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B EH AWS loT TwinMaker

AEHP I ERE R B A AT T BIESR,

- BIUWERERIEE,
- flE—EERYFN—EEGTT.

SHIEEfR -

FEBVENE—FIRENSSR  BFEUT AWS EiR,

« AWS WEFO

« B IAM BRFE A& AWS loT TwinMaker, B&RTEAWS loT TwinMaker £ & RE I AWS loT
TwinMaker T/EER , IFERSEBELE AR,

MRIEBTBIZALEF AWS loT TwinMaker BB I IAM R A6 |, BIXBIEECEINA G,

MEEBUNEBENBRBEHCHNET ,

5’n'h+

SHZR?77,

WwE AM REACNFRES  F2RELACLUSFF I ZEIRIG AWS IRTS.

/A Important

LREAGXEERMMBUER , AR FREBEEME A Amazon S3 fEFETEMER. AWS
loT TwinMaker fEA Lt ABRKREEMEMERE. FEFEZTHACZEEREETREE , A
AWS loT TwinMaker ERETUEEZAR, MRBNWERRERM AWS REESE , FA
IELE ARG AN I ERRER

e

- BEYREETIHEHENRBAES AWS loT TwinMaker
- BUTHRE

- BEYBHE—EER

- RE—EAWS IRF



https://aws.amazon.com/
https://console.aws.amazon.com/iottwinmaker/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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BUREETYIEHWREAE AWS loT TwinMaker

AWS loT TwinMaker EREEARBASRAFAERKREFMEMBEPHER, tLABHKEREE
B8R AWS loT TwinMaker, 2B TEER , XESHACERGE TERE. AXEISEHIRA , RA
WAIRRE E R R AR,

BiRIEE

THRASEENACN ZEEYFEREZ AWS loT TwinMaker, #ILEERBRERGEARIER
HAae,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iottwinmaker.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}

Amazon S3 £ 7]

LTBER AT BN ABKR Amazon S3 REFITEEBINMMERMEA. TEEKERFHIE Amazon S3
F, Bk E TEEHEEZE Amazon S3 577,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",

BUREETHIEBNREAE AWS loT TwinMaker 7
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"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::*!

]
},
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject"
1,

"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

]
}
]
}

® Note

BY I/EER , 557 Amazon S3 EFEFEEH AWS loT TwinMaker B —E#EZR , IEHI#E
FHEFERAZIERE, EEI AWS loT TwinMaker 2 B2l ik T /E[Z M BRZAE R RERR,
AWS loT TwinMaker B HE T/EEMBBEN H Y4, BEETEMBRT/EERMBRELYH,

K EF Al RG4S ERY Amazon S3 fFETEE
£ AWS loT TwinMaker £ A HFET TEER , AfLURE AR AWS loT TwinMaker 237 Amazon S3

AT, EULEAMUT AWS CLI s TR EIARL FRBNES.

aws iottwinmaker get-workspace --workspace-id workspace name

THENGFERTE@G S EHNER,

BRI IERAG S ER Amazon S3 fE1FETEE 8
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arn": "arn:aws:iottwinmaker:region:account Id:workspace/workspace name",
"creationDateTime": "2021-11-30T11:30:00.000000-08:00",

"description": "",

"role": "arn:aws:iam::account Id:role/service role name",
"s3Location": "arn:aws:s3:::bucket name",
"updateDateTime": "2021-11-30T11:30:00.000000-08:00",
"workspaceld": "workspace name"

EEETNERUEREE Amazon S3 RFRTRIERET ] , FFEA R4 #NE,

UTHEAHFENACERNANMERIEE Amazon S3 f#ZEE | LEREASEMN Amazon S3 #EFET
B,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]

.
{

"Effect": "Allow",

"Action": [
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::iottwinmakerbucket/DO_NOT_DELETE_WORKSPACE_*"

]

}
]
}

BRI IERAG S ER Amazon S3 fE1FETEE 9
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W EERR R RERR

MRBHTHEESAARERZSFEH M AWS REES , B4 BELERF S SELRENER, R
BEANE. EESTHEE  SXEATENER. AWS loT SiteWiselIFE THBENFHMEER , 5
209227,

(® Note

MBLE R BT BB AWS IR ED | X BEREA BHIT Lambda HRHAE
B, REHSELN BN RERER. NEHEET , B 222,

T5IEEHIFRIATEE AWS loT SiteWise FEE B,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]

},

{
"Effect": "Allow",
"Action": [

"iotsitewise:DescribeAsset"

1,
"Resource": "asset ARN"
.

{

AEEERNER 10
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ERAEER

"Effect": "Allow",
"Action": [
"iotsitewise:DescribeAssetModel"

1,
"Resource": "asset model ARN"
.
{
"Effect": "Allow",
"Action": [
"s3:DeleteObject"
1,
"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"
]
}

WMREFEH R .amazon.iotsitewise.Connec t TTHFEE AWS loT SiteWise
BR BYAERAFPIETHER,

"Action": [
"iotsitewise:GetPropertyValueHistory",
1)
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"
},

WMREFEHNE .amazon.iotsitewise.Connec t TTHXEHE AWS loT SiteWise
A, BABEEFRAHRIZETHER.,

, MEBFEEREPENEE

, MEFZEXBEERE

AEIEEERNER
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"Action": [
"iotsitewise:BatchPutPropertyValues",
1,
"Resource": [
"AWS IoT SiteWise asset resource ARN"
1,
"Effect": "Allow"

iy

MREERAN BT S THEE | MBI EH Kinesis Video Streams IR, AWS loT
SiteWise T~ %Il € 4| By R 3R B8 an I £ S& MY R Rl && AWS loT SiteWise # Kinesis Video Streams #
PR

"Action": [
"iotsitewise:DescribeAsset",
"iotsitewise:GetAssetPropertyValue"

1,

"Resource": [

"AWS IoT SiteWise asset resource ARN for the Edge Connector for Kinesis Video
Streams"
1,
"Effect": "Allow"
I
{

"Action": [
"iotsitewise:DescribeAssetModel"

1,

"Resource": [

"AWS IoT SiteWise model resource ARN for the Edge Connector for Kinesis Video
Streams"
1,
"Effect": "Allow"
I
{

"Action": [
"kinesisvideo:DescribeStream"

1,

"Resource": [

AEIEEERNER 12
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"Kinesis Video Streams stream ARN"
1,
"Effect": "Allow"

iy

AEERIRIFR < BRIV ER

MREBRUNTHREEAEREADERNRFENEEY , AXERERBHCEABFERHA Lambda
RENER, IFEY THEENKBOFRES , F28E O 22%

THEHRTENREHEMEA Lambda EEAIHERR.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucket*",
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"

]
},
{
"Action": [
"lambda:invokeFunction"
1,
"Resource": [
"Lambda function ARN"
1,
"Effect": "Allow"
.
{

"Effect": "Allow",
"Action": [

SEPERIRIR 2 B AR R 13



AWS loT TwinMaker EREER

"s3:DeleteObject"
1,

"Resource": [
"arn:aws:s3:::*/DO_NOT_DELETE_WORKSPACE_*"

WEEM IAM E2E. H IAMAPI B2 AR SEERBERNEERFRN AWS CLIFHER , F2
BﬂL.Lﬁ@U\HTIELF—J-éIH/E% AWS FR75.

EUUEN TEE IAM A LLER Athena EREREESS

ZEM/FEH AAWS loT TwinMaker thena Fi& & BEEES | BABEEH AWS loT TwinMaker THEE
IAM A, B TIFTHEEENIERE IAM B :

(@ Note

Lt IAM 2= EE AR E AWS Glue fl Amazon S3 —#&21F K Athena RIERER ., BEEEH
HiERRRER Athena , BRAAERTE Athena B 1AM B & | 5528 Athena N E o BIEE
WMEE,

{

"Effect": "Allow",

"Action": [
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetTableMetadata",
"athena:GetWorkGroup",
"athena:StartQueryExecution",
"athena:StopQueryExecution"

1,

"Resource": [

"athena resouces arn"

]

},// Athena permission
{

"Effect": "Allow",

BEREN TERE IAM BELUER Athena EHREES 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/athena-tabular-data-connector.html
https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
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ERAEER

"Action": [
"glue:GetTable",
"glue:GetTables",
"glue:GetDatabase",
"glue:GetDatabases"
1,
"Resource": [
"glue resouces arn"
]
},// This is an example for accessing aws glue
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
"Resource": [
"Amazon S3 data source bucket resources arn"

]
}, // S3 bucket for storing the tabular data.

{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:CreateBucket",
"s3:PutObject",
"s3:PutBucketPublicAccessBlock"

1,

"Resource": [
"S3 query result bucket resources arn"

]
} // Storing the query results

MFERE Athena IAM HHRENFFIHEFR , SEEE Athena P & 5 RBEFHERE,

By TERE

BEEVNEEENE—EIHEE 6 FEATISER,

BUTHEE


https://docs.aws.amazon.com/athena/latest/ug/security-iam-athena.html
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® Note

AXTERPUAEAE—EREIEENTHE, HAEEZBEERNWIIEEE SN TIERE |, 5
E & Github FREETRHIPH RHIERE. AWS loT TwinMaker

1. FEAWS loT TwinMaker A BE L , BELAEEEK+TH "THEE.
TITHE, HEEL , BEEY IR,

£ TBRNIEE, EEL, AIEENER,

(REM) B ITHEENRSA.

ESIERT , BEEY S3 REER., WREFEY Amazon S3 #Fr# , HF AWS loT
TwinMaker FHE TEEHBNEANER. BEALEERHEZEBCHERE,

6. & "HMTAE, T, EE "BERELAHAC, RARTHEERINERT IAM AR,

o & 0N

MRGBIZEHEELHAC , FHEHE AWS loT TwinMaker iz &€ , XA EEEFBEAE
FHEHAMAR AWS IEHHERR , @B B ALRE L —SFIEEZ Amazon S3 EZETEMNER,
NEERBERERGHACHENR , FBE??7,

7. BERVNIFRE, TIEESERE "THE) EENER.

1S @® We recommend you update your 1AM policies

Copy the json and go to 1AM to update your policies. It is recommended to create a new IAM policy called MyFirstWorkspaceSceneViewerPolicy and attach it to an IAM role MyFirstWorkspaceDashboardRole. Learn more [

8. IZE{E THS JSON, ., BEEEEIN IAM BERF B E & E R Grafana BRIV ERENIRS
AWS loT TwinMaker 238 IAM A, AN ZBERF/UTES ; #####DashboardRole , il
TR FRANAEMNNEACHNIER , B2RENACERER (F#A8).

THEfl B EHMEEERRACHNEREL,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,

"Resource": [
"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-case-account-id",

By TEE 16


https://github.com/aws-samples/aws-iot-twinmaker-samples
https://github.com/aws-samples/aws-iot-twinmaker-samples
https://console.aws.amazon.com/iottwinmaker/home
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.htmlroles-managingrole-editing-console.html#roles-modify_permissions-policy
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"arn:aws:s3:::iottwinmaker-workspace-workspace-name-lower-case-account-id/

* 10

]
I
{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:us-east-1l:account-id:workspace/workspace-name",
"arn:aws:iottwinmaker:us-east-1l:account-id:workspace/workspace-name/*"

]

},
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]

s
¢
dn
i
<t

FLREVURREAE —FAERATHEERYERER, WEM@HATHEBENFMRES
B E—EEE

BUENFE—AER

EREVENE—EER , FEATIIR,

1. E[IHEIEEL , BEREZNIKE , ARELERTIEE [ER).
2. H[EREEL, BE RN, RAREE [BYER].

BUANE—EEE 17
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Entities fbr workspace "MyWorkspace" (0)

All entities are displayed by default. You can search, group and expand/collapse to customize your view.

{__'{

Entities (0) Actions /¥ Components (0)

Create entity
Component

Entity Entityld Status

No entities

Mo entities to display

Create entity

3. & "BRUER, RET K WAEBNEHE. LHEEMACookieMixerEE.
4. (BREM) M AERHORA.
5. BRERVER

BERGSTIETESEEENMHEEER. SULEBMATHEERBRAEEH, AWS loT
TwinMaker R T RETTHEHE,

- BY . FE-HBEBMK,

s X RIEERMEBEAN HHIEBEBA URL,

- Bl ERERTEEFIIERRR,

+ SiteWise E#285 : I2HU AWS loT SiteWise EEF EEMNEFEFHIMHE,

+ Kinesis Video Streams Y32 #&E#Z25 AWS loT Greengrass : # K AWS loT Greengrass VS B2 #&
EESRREIRAER ., WEFMEER , FSE AWS loT TwinMakeriiFAE S,

BALUEEERPRELARE K REFELEAAREREESR. SEOUNE (THEE]) EELEY
MO THERRE, NFEYAHEENFAER  F2REEANEY THEE,

BUANE—EEE 18
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ELEHP BB T —EFENXETM4 SRR EREREEF.
1. X (BRI EEL , REER A ARBE FETH.

Entities (1)

CookieMixer Components (0)

Entity Entityld

CookieMixer 01a602c¢5-f172-404-854b-720753aa97c0

2. & "HEML REP  WATANEE. ARLEFIER Cookie

RERER FH®
ffiMixexDescription?® "&#E, W@ A,

BUEHE—EEE



AWS loT TwinMaker EREER

Add component

3

Name

MixerDescription

Type

lypes of components include documents, time-series data, structured data, and unstructure

com.amazon.iottwinmaker.documents

® Edit form Edit JSON

Document editor

Mo docs associated to the entity
Add a doc

¥ Properties

Property Data type is Timeseries  Storage

Add another property

Cancel

3. EE THENH. K RRBAXGBBANEG URL BVE. BBXHH  LALUREFESERE
EEAMNIMET URL BE.

4. EEF [FETHL

BUEHE—EEE
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LRECEBEFBRILENE—ESR. IFNARTHBENFMER  F2REEILNGEE AWS loT

TwinMaker &%=,

X E—1E AWS kP

WMRERE AWS IRF | BRI TZRRE I —1E.
BRI MEA AWS tRF

1. BARX https://portal.aws.amazon.com/billing/signup,

2. FREfEMRLETRET.

HoEMEFFEBRE , Y ESHRERE A RIS,

B —{EE AWS IRF |, SSRIZAWS tRERFERE —E. BREAEEEFIRREFHRNME
AWS fRi§ MER. ZeMREMEIESEEFIERRGHERSE | WEMFA root £/HERHIT
FZ root FRAEFIEN T,

M —1@ AWS IRF

WMRERE AWS IRF | BRI TZRRE I —1E.
B RAEMEA AWS tRF

1. BARK https://portal.aws.amazon.com/billing/signup,

2. FREfEMRLETRET.

HoEMEFFEBRE , Y ESHRERE RIS,

B —{EE AWS IRF |, SSRIZBAWS tRERFERE —E. BREAEEEFIRREEFRNME
AWS fRiE MER. ZeMREMEIESEEFIERRGHERSE | WEMFA root £/HERHIT
FZ root FRAEFIEN T,

AWS FHBRTKE , ERERIEMBE FEH., BT LAFERE hitps://aws.amazon.com/ I iE 1
BHWRE , UREEETNIRE ZFEYEEIRE,

RE—E AWS RS 21
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/

AWS loT TwinMaker EREER
BUVEEEERRNERE

afE , BRE AWS IRFE AWS IRFREAE,. MANEYRREEFEAE AWS IAM Identity
Center , EXREFTEA root EFHERR B EIE,

REEN AWS tREFIRERE

1. iE#F Root EAELWM ALK AWS I1RF EFBHHu , SIRFHEES D EA. AWS
Management ConsolefE T —EH , B AR ZEE.

MEFRAREAEEANGSE B2 AWS EA FAEEEIWLEFERES D E A,
2. EEHLMBEABSIRFLBRASEERZRE (MFA),

MBI , BOW (AM EFEER) FHBAWS IRF REAEHAER MFA 2B (X124).

BYEFEEERNFERSE
1.  BA IAM Identity Center,

MEER , FZE AWS IAM Identity Center S &8RP EA AWS IAM Identity Center,
2. EIAM ESFLH , BEBRFRERTFEAE.

EERSEBMEA IAM Identity Center B 8 A S 2 #BIREN B E2HE | 520 (FRER)
IAM Identity Center B &/ " SAFAERERRELAAWS IAM Identity Center F1FEL o

LEREERRNERESTEA

= ZFEHEH IAM Identity Center A E#E |, B AEIL IAM Identity Center fEF & BEEZE
IREFE 22 URL,

MBS IAM R R OEAEBANRY , FSEEAAWS BA EEFEFHEA AWS FBALD
B

EREFIRELEHMERE
1. % IAM &5 5a08 | BV ERERSKERFINSREMENERSE,

MERT , F2HE (AWS IAM Identity Center ERIEE) FH TEVERE,
2. BERAEETGEE K ARKE S AFIEERERE,

BUEREEERNERE 22


https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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MEETR , F2E (AWS IAM Identity Center A ER) M THEEE,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html

AWS loT TwinMaker EREER

ERMEM THEER

AEENGZ S 5| ERMEE A RET AWS loT TwinMaker THERWENGEE, ©SREBMAEIER
Y | AT LUESEZE CreateComponentTypeAP| £ AWS loT TwinMaker =18 & R T4 B R iR
e,

BHREEBRERREHBENBIRN £ T X,

NETHER

£ AWS loT TwinMaker &7 , EREETIEE , ARELBERPREE [tHEHE] K, f2F3T
TR,

+ BEIEZ AWS loT SiteWise EEMEEER K WSHERAER AN THERN THERNTH
A, AWS loT TwinMaker 21FEERBIER AWS loT SiteWise EERSWFHMERN , FSREEE
[E% AWS loT SiteWise,

« B —EERNERANS  TREREBASRERIIER. AT SEEIBERBRN
HE, ERREZEREARHMRYN , WHTLHS —EAAEEEE , ZEAREEE T BIREMLE
Mlﬁ HEEOEE&O

« X B ERABEFA I XHNREE URL EEHIE,

- EES BEET  FREARERRASRNBEEES , € oT RERIRAZTERN TH.
AWS loT Greengrass Kinesis Video Streams AWS loT Greengrass JTHFRY 2 FEZEE T2 AWS
loT TwinMaker 7ot , M R3PBE loT KEAK FHITALEE AWS loT Greengrass T,

o EEEE  BEBRENIEEDNEHR. AWS loT SiteWise
- B BEEEEHINIISENES,
+ 1858 : ¥ Kinesis Video Streams 12EURSEE| —EEEMMELH. AWS loT TwinMaker

Component types (6)

lovember 12, 2021, 16:25:32 (UTC-8:
lovember 12, 2021, 16:25:34 (UTC-8:
ovember 12, 2021, 16:25:35 (UTC-8:
ovember 12, 2021, 16:25:30 (UTC-8:
ovember 12, 2021, 16:25:38 (UTC-8:

ugust 24, 2022, 12:12:57 (UTC-7:00)
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/tm-sw-asset-sync.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/tm-sw-asset-sync.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/kvs-edge-connector-component.html
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AWS loT TwinMaker Tt R & IhEE

THBEERATHEENZOINEE.

- BMEER : PropertyDefinitionRequest¥I#rE&R 7T — BB , BN ESZRRERPEAXE
M, A UEARABERRKERRINEHEAZB L. ERENFEBLESREEETF AWS loT
TwinMaker, RRERFKRENNEEFIIBHNEMBESRETEINS,

B LA E ¥ PropertyDefinitionRequest N FHEREEMEER, BEFRERNEE L AR
_EI‘JO

« B® : FunctionRequest¥I#EE Lambda B & , R B AT /T E R RIRBIANEANABERR
Ro

BEERAREFENMEREHERBRENEN BN BUABEFRE R MKRBEFRE, G0 AKEH
REARERRERAMER, SEEZSHREAERINIER. eNTEHRESRERRF,

B EEHFunctionRequest N FREREEEE. FRMLAEETIHP-—ERLERNEHE
ﬁi“lo
« dataReader : fEAEDRIBEVEIRN B &
- dataReaderByEntity : /A ZPIRIZENEIRAVEREL,
ERFERAERERNERENER , GetPropertyValueHistoryAPl B E X Bt tHER P BHEHN
BERISEEH, (BREEER componentName + WBMER S CFentityId, )
« dataReaderByComponentType : A EBIRIZENBUIRH R E,

EREREEERNNERFEIEEE , GetPropertyValueHistoryAP| fERE X Bt T4 B P BN
BEREH., (BReEERNEBMEERE LI #HcomponentTypeld, )

« dataWriter : BERE AN BRIFREEHE,
« schemalnitializer : BEZLZV IS THERENERE K S8HUKRILBEENRE.

FRMREARED  FE-BRENBRENSEHEZ—

MEEEFERRENTH (BIEETR) W Lambda REE S| , FFSBAWS loT TwinMaker £ 5] #Y
EREER,
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyDefinitionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_FunctionRequest.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
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ERAEER

® Note

HRETEZESEREMRERTHER , Bt Lambda B4 AEEalarm_key{H. M
RIBRBEERNE , Grafana B EEEBAARE, EEFMEREERMNEGELEN,

- A AHEREREARERKBIEANL., —BAxtEREKS TEE 10 BRXTHEE,

EfextendsFromZE A E T HEE R PEAEENRNEN THEE,

* ISSingleton : RETHBEHEY , HINNUERER , ELEBUETHRISEERPZIN
#$isSingletonBEERES , true MEERTHERREITEEB TH — X,

EyBMES

TRRA a WS BPropertyDefinitionRequest,

B8

isExternalld

isStoredExternally

isTimeSeries

isRequiredInEntity

dataType

defaultValue

DU

THE  EEBMRERAREENSSZBHEER
ME—3% BI%E (5120 AWS loT SiteWise & ID),

LB TERES false,

WME  EEBHEEREREEINE.
LB TRRES false.

wME  EEBUREREFREFIIER,
LB TERER false

WHE; EEBMEERATHRENERTRS
HAERE.

EEBM < EREE (HlmF&E, DataType¥
BR, FEMREEN) BT,

fgDataValue EE B TR EN Y4,

26


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataValue.html
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ERAEER

B8

configuration

B

TRRA a WS EFunctionRequest,

28

implementedBy
requiredProperties

scope

W0 7E R R IR ML M E (R T A R R RV EE 45

safl TR

AEBESTHUMNEETHERERH R,

TR (WE)

DU

—¥& string-to-string & , 1§ E&FEEEEEI/
HERRRNEMER,

DU

$gDataConnectorEBEEN T E R RIRZ
Lambda EX &R ¥4,

HEATHERBNBAASERRRARENBLE

o

HENEE, AWorkspace REIEREZEET
EENEE. AEntityREERSASETH
ZERNEE,

EEZE?7

THEH R ERTE AWS loT TwinMaker TR AFWMKE R THER, e8&functions—EEE

’RdataReaderB&implementedByEH 5K,

{

"componentTypeId": "com.example.alarm.basic:1",

"workspaceId": "MyWorkspace",

BIUEH

27


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataConnector.html

AWS loT TwinMaker

ERAEER

"description": "Abstract alarm component type",

"functions": {
"dataReader": {
"isInherited": false
}
I
"isSingleton": false,
"propertyDefinitions": {
"alarm_key": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
},
"alarm_status": {
"dataType": {
"allowedValues": [
{
"stringValue": "ACTIVE"
},
{
"stringValue": "SNOOZE_DISABLED"
I
{
"stringValue": "ACKNOWLEDGED"
},
{
"stringValue": "NORMAL"
}
1,
"type": "STRING"
},
"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": true

(]

ﬂ-ll’l

4

#H (HE)

28
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componentTypeIdMi{EworkspaceIDRLEMN, WEHEN ITEEcomponentTypeld4ERM
—H. W{Ealarm_key—RME—BAEIE , HBUARKEADBRKEHENERER,. BRNWERLEN X
FEED AWS loT TwinMaker, Bfalarm_statusfBFIERFEENAIPRIES,

&5 5| AWS loT TwinMaker 12 Z &4,
BF R 7R & R

TG REEN THER | ITRASRFRHEIUSETHER (BN R® Cookie IREET) HERIE
B, EETHAERESRN Lambda B,

{
"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"
}
}
}
b
"propertyDefinitions": {
"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalld": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
b
"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true
}
}
}

iy AR R 29
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AWS loT TwinMaker ERERER
HWE (tHRmEBEER)
TH S EgAMRERNEESRRENTHER, EEETHCSH Lambda BRERBREREIR

"componentTypeId": "com.example.cookiefactory.alarm",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry",
"com.amazon.iottwinmaker.alarm.basic"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue": {
"stringValue": "Alarm"
}
}
I

"functions": {

"dataReader": {
"implementedBy": {
"lambda": {

"arn": "lambdaArn"

}

® Note

HRETREEFERAMKERTHER , At Lambda B4 EERalarm_keyH, R
R BEELE , Grafana EEKEBRARE. ERFMAREBERNEHHBLEN.

e A

RE PR EBIRANAME L BERBHERER, SBUUEAELEMRESERNTEBCHRETER

ARIEH —EARE,

BE (EHMREREREA ) 30
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A ERT

THIEHERAB R BERERNTHEE, EA Cookie BEAFRNRERRIAEREEHMIREFIIE

38
{
"componentTypeld": "com.example.cookiefactory.mixer",
"workspacelId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {
"defaultValue" : { "stringValue": "Mixer" }
3,
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true
b
"Temperature": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true
}
}
}

K58

TrEHSEEERESRENTHERE, ER/KENEBENREEEEMKREFIIBE.

"componentTypelId": "com.example.cookiefactory.watertank",
"workspaceId": "MyWorkspace",
"extendsFrom": [
"com.example.timestream-telemetry"
1,
"propertyDefinitions": {
"telemetryType": {

RIBES

31
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"defaultValue" : { "stringValue": "WaterTank" }

.

"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

},

"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

.

"flowRatel": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isStoredExternally": true

},

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isStoredExternally": true

ZEVE

TH&EFHLSBMYE , HES/R#FED AWS loT TwinMaker, HRELERHFERAZIEELF#EEER
B, AFAEEEMREETHEINTEMH. tEftEfFHAERELATIONSHIPRI R RigEEE M
BHRMWER,

e RHEERMS AR L TXMAZRUSE, EUUAERATCRMTEE , HERELERAN
VB, BTN ERE FEALET  LHEBERIRTUSIEERFERZER , HABEIAREEA
AR AL B

"componentTypeld": "com.example.cookiefactory.space",

"workspaceId": "MyWorkspace",

"propertyDefinitions": {
"position": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"rotation": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},

RIBES 32



AWS loT TwinMaker EREER

"bounds": {"dataType": {"nestedType": {"type": "DOUBLE"}, "type": "LIST"}},
"parent_space" : { "dataType": {"type": "RELATIONSHIP"}}
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AWS loT TwinMaker #t)x 3£

£ a metadataTransferJob KRB EwmFEEEH AWS loT TwinMaker EiR. A
metadataTransferJob A & E M Amazon S3 ZE#TH EER/E AWS loT TwinMaker AWS loT
SiteWise M E#H &R,

SERBAE T HI RGP ERA#REERESE

- EIRFZEAEEBEENER , fSINRABIRFEBIIEERS,

- REBEEERE , flABRE L ENRFE AWS loT BE,

- BEEKREEA AWS loT TwinMaker 1 AWS IoT SiteWise,

« RBEBZXR AWS loT TwinMaker BIER (flflrevitHBIMER) KEEAERE.

F&E

- BB SMMEE

« BITAKEEATEHESE

« AWS loT TwinMaker 2 B& $HEX T /M

BB S T =5

AWS loT TwinMaker #t)XEZ£ A T 5B F AT -

- B BERBEIEEMNE AWS loT TwinMaker 4, a0 |, RA#IEZR, Amazon S3 FE1FETEE
FRYREZR |, S AWS loT SiteWise AWS loT TwinMaker T4E[E,

- B : BEREITIE AWS loT TwinMaker B E A #E#EES = Amazon S3 R FZETENEIE,
- RR  BREBRBHERNERVE,

5140 , Amazon S3 fEFETEE2EARIE , T AWS loT TwinMaker T/EE Bl 2 [ H KR .
- B BREKRERBENMEMNE.

f5lan | Amazon S3 FEEIFEEEH B M , ™ AWS loT TwinMaker T/EERI 2 E A B Ay,
« AWS loT SiteWise fIZ : ARE AN E L EIRIPFE AWS loT SiteWise,
« AWS loT TwinMaker f1E : FAREAME L EFRHHE AWS loT TwinMaker,
« AWS loT TwinMaker JEfRER : IRE API FERNER. E8mME , ER I ComponentType.
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« AWS loT TwinMaker FBHRER : PEEREEPERANERERER, 552 —EHE4,
« TR RWEAREHMENREEEE L AWS loT SiteWise & AWS loT TwinMaker &iR,
« metadataTransferJob : ST I Y CreateMetadataTransferJob,

AWS loT TwinMaker metadataTransferJob Th&g

A EERAHIT AWS loT TwinMaker #EXEREEZE B 1TA — {7 metadataTransferJob B2 a.

CHRANAERERERMENFRENRERFEBHER, AWS loT TwinMaker #LIREEZE T3

INEE :

- EREREBIFZEL : AWS loT TwinMaker A E T FHERFERUER ID H—ZRBINFAIEREE

o
I, MBERGERFERR | WERERGHERE Lty ST KRR E R 07 E B E B AT
e

. FERARAER

& EntityComponent B#k# , BREBVY IR i, AERMECRKREE , RRABESELE—E

ValidationException.

EEMSBRERT  CREEUIBRKBUHERBR , BEBEMNREA EntityComponent 4EEF
o

- TEIRMBR
AWS loT TwinMaker EX & FERMER, FERTARTH. BHERER,
MEEMBRTH , ASBRETERBIT.
MREMBRBHEREAGR , BIXER "EE, R " EntityComponent Bk BITILIRIE.

HEMBRTFER , FENMBSBERNER , Y ERTFERNER.

« TRIBRTERBEIR : KETF AWS loT TwinMaker EIBRTEEBER., EEEREIEEHEN
ComponentType,

- E—EERTFRIAEEERERN FERES !
BEEFEMREATRAEEEBEEN ZRERERN TER (HINEBY) E&.

MBREEEDFEH Entityld , RIFEEEER. EntityComponentB 4 s} EE F E A MBI 1D,

AWS loT TwinMaker metadataTransferJob Zh&g
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MBEEHREHER ID A cHhBBES , BIFETE EntityComponent, BHHEERFFERMERN
EntityComponentfi & .

MREBURBREPEAER ID. thEE, BERBAES  AIEIEBEIBRPERAERNA

PaN
Ro

« Externalld 273 Z# AWS loT TwinMaker : Externalld 7] AR EBREBIE R,

AT REEANE HIESE

AEERAWAHTREEAMELERE  URNMAEEBETEHNER, SRUETEACL &5
B ERRA,

AWS loT TwinMaker APl 2Za &8 CreateMetadataTransferJobFE b API E1{ERNE .

B
« metadataTransferJob IR
e |AM EFH]

- BITREEE

« SERRERIE

- EAREBERNE

« AWS loT TwinMaker metadataTransferJob 5l ¥

metadataTransferJob B2

AR T HIERESH | REBHIT metadataTransferJob :
« B3 AWS loT TwinMaker T/E[E, TEETTLAZKVEE A B Z K E 4 KR metadataTransferJob, M
TEBENIEENENR , B208 , BiIITERE,

« 33 Amazon S3 RFETRRENEIR. BREFEM Amazon S3HNEZEE |, 2B ER Amazon
S37?
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|IAM ZF 8]

HITRKERER  BEEETEGHFUTHN IAM BER | LMETE Amazon S3, AWS loT TwinMaker AWS
loT SiteWise, FMAMEEBRE < B3R AWS ER, MEET IAM BERHEFHHER , 2B EL IAM K
Ko

AWS |oT SiteWise 1 Amazon S3 YR ZZRF a0 AWS loT TwinMaker FFI7R :

« AWS loT TwinMaker BUR :

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
1,
"Resource": "*"
.

{
"Effect": "Allow",

"Action": [
"iottwinmaker:GetWorkspace",
"iottwinmaker:CreateEntity",
"iottwinmaker:GetEntity",
"iottwinmaker:UpdateEntity",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:ListEntities",
"iottwinmaker:ListComponentTypes",
"iottwinmaker:ListTagsForResource",
"iottwinmaker:TagResource",
"iottwinmaker:UntagResource"

1,

"Resource": "*"
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]

« AWS loT SiteWise BUR :

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
1,
"Resource": "*"
},

{
"Effect": "Allow",

"Action": [
"jotsitewise:CreateAsset",
"iotsitewise:CreateAssetModel",
"iotsitewise:UpdateAsset",
"iotsitewise:UpdateAssetModel",
"iotsitewise:UpdateAssetProperty",
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels",
"iotsitewise:ListAssetProperties",
"iotsitewise:ListAssetModelProperties",
"iotsitewise:ListAssociatedAssets",
"iotsitewise:DescribeAsset",
"iotsitewise:DescribeAssetModel",
"iotsitewise:DescribeAssetProperty",
"iotsitewise:AssociateAssets",
"iotsitewise:DisassociateAssets",
"iotsitewise:AssociateTimeSeriesToAssetProperty",
"iotsitewise:DisassociateTimeSeriesFromAssetProperty",
"iotsitewise:BatchPutAssetPropertyValue",
"iotsitewise:BatchGetAssetPropertyValue",
"iotsitewise:TagResource",
"iotsitewise:UntagResource",

IAM FFH] 38



AWS loT TwinMaker

ERAEER

"iotsitewise:ListTagsForResource"

1,

"Resource": "*"

« Amazon S3 BUEK :

{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
1,
"Resource": "*"
}
WmE , WA LS Amazon S3 BRI EE R E AEFEE — Amazon S3 fEZiTHE |, FSREUTH
&Ko
Amazon S3 EF A EEBUR
{
"Effect": "Allow",
"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts"
1,
"Resource": [
"arn:aws:s3:::bucket name",
"arn:aws:s3:::bucket name/*"
]
IAM FF 7 39



AWS loT TwinMaker EREER

}

R EFEUE 4] metadataTransferJob

HERFHERAETERN ITAEEE  FHETH IAM BERMEZANFUNAE AWS loT TwinMaker,

® Note
WBERE A FFEUEERE AWS loT TwinMaker A 18+ Amazon S3 89 FE A 1 FE H1E%,

{
"Effect": "Allow",
"Action": [
"iottwinmaker:*DataTransferJob*"
1,
"Resource": "*",
"Condition": {
"StringLikeIfExists": {
"iottwinmaker:sourceType": [
"s3",
"iottwinmaker"
1,
"iottwinmaker:destinationType": [
"iottwinmaker",
ngzn
]
}
}
}

HITKEEZE
AEMBMAHITAEEAFEHEE,
&R Amazon S3 [EAZE| AWS loT TwinMaker

1. EBEEMFRABERERHN AWS loT TwinMaker metadataTransferJob &R, B GG ERER
BRI HZHE Amazon S3 fEFErESD,

MEERRBHSG  F2REEAREERE,
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2. BUYBRFTEIEHMEFTS JSON ER, EXRFTHRSIEEELTENRFENBEN L, BHELIE
Amazon S3 EEFETEBIEEANRIR , fl]?;"l% AWS loT TwinMaker TEEIEE A B B9t

T RERERBAVES :

{
"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{
"type'": "s3",
"s3Configuration": {
"location": "arn:aws:s3:::your-S3-bucket-name/your_import_data.json"
}
1,
"destination": {
"type": "iottwinmaker",
"iotTwinMakerConfiguration": {
"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-worksapce-name"
}
}
}

LR ERBREIBREHANIXME , T-IREEE. HEMRAHFH  FREBHED A

AcreateMetadataTransferJobImport. json.

3. ETLLT CLI sn s LAFiACreateMetadataTransferJob ( ASE A json X 4B BB BIRTES
FRNERE)

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobImport.json

EE® 2 metadataTransferJob W HRBEBEMEZEEENEF.

&R AWS loT TwinMaker Amazon S3 [E X

1. ERAEENEEREL JSON EXER  URELEERHNER. £EM/EAGIF+ , RMAMEM

"metadataTransferJobId": "your-transfer-job-Id",
"sources": [{
"type": "iottwinmaker",
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ERAEER

"iotTwinMakerConfiguration": {

"workspace": "arn:aws:iottwinmaker:us-
east-1:111122223333:workspace/your-workspace-name",
"filters": [{

"filterByEntity": {
"entityId": "parent"

13,

{

"filterByEntity": {
"entityId": "child"

11,
{
"filterByComponentType": {
"componentTypeId": "component.type.minimal"
1}
]
}
1,
"destination": {
"type": "s3",
"s3Configuration": {
"location": "arn:aws:s3:::your-S3-bucket-location"
}
}

filtersfES AZELRIEEEEHNER, EEH P , WMOEFE Tentity,
FcomponentType,

HRAEH TE AWS loT TwinMaker BIEEARIR , ¥4 Amazon S3 EFIFEEEATREER
EERTH B B,

REENBREXARHEXMHE  ERET —SHEAE. HEMBL TP , B RMANE

f@createMetadataTransferJobExport.json,

BITULT CLI oS LAFACreateMetadataTransferJob ( A A json XH B BRBEHETER
FRHNER)

aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://createMetadataTransferJobExport.json

IEEE ] metadataTransferJob AR EFMEERNESF,

BT REMESE
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EEREREMBETENRE , BEATIES

« EEHUHIE, 5 H CancelMetadataTransferJobAP| BifE, & &N A
CancelMetadataTransferJob , APl REZEUE#{TH metadataTransferJob , B{F{AI & E H S EAHN
EREB TSI API FEI L,

- EEMEEEI/EMENR , FFEH GetMetadataTransferJobAPI EE,

HE | B LMERA TS CLI 5™ GetMetadataTransferJob 88 B &% T4E :

aws iottwinmaker get-metadata-transfer-job --job-id ExistingJobId

MR B GetMetadataTransferJob TN1FFER AWS loT TwinMaker EASREH T4 , LW EIE
FEResourceNotFoundException#&ii,.

« ZEIHEBMMNIE, FFEH ListMetadataTransferJobsAPI B4E,

LA Y ListMetadataTransferJobs AWS loT TwinMaker 45 B #Z8 8 M s3 sourceType # CLI
i -

aws iottwinmaker list-metadata-transfer-jobs --destination-type iottwinmaker --
source-type s3

@ Note
BRI LAVEE TsourceType, #l TEWHER | Z2ENE , UFSEAREL TEANRREME
Y 1

TS LE API EEM CLI S EZEH| |, F5Z2BAWS loT TwinMaker metadataTransferJob 4
o

MBEEETEHEBIEMER  B2REREE,
SRR R IE
BUNHITBEI/E2% , B LU GetMetadataTransferJob LA 22 BT 2% 4+ BRI $5E5 -

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your_metadata_transfer_job_id \
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--region us-east-1

— BB THEERNIREECOMPLETED , MTLABRE THEMNE R, GetMetadataTransferJob B[]
ZBHY Y MetadataTransferJobProgress , EFEE TSI :

- KGR RAEERBREFRMNERHEE,

- BHBAFE  RIEBEEENBEBNERHE.
- IR RAEERBEFRINERBE

- BER RIBEREFSRNERBEH.

A, SEEEESELEEMUR ReporTurl TR, NMRENBETFAEEEE-THENHR &
ABAEAL URL THZEENIERERE.

EARRERK
EANERE—ABREAMEEEAT ST, THRURER, A OBHIRT DARTIBIE

template: Importing entities

EABRNTHEERTIIEEER

{
"entities": [
{
"description": "string",
"entityId": "string",
"entityName": "string",
"parentEntityId": "string",
"tags": {
"string": "string"

1,
"components": {

"string": {
"componentTypeId": "string",
"description": "string",
"properties": {

"string": {
"definition": {
"configuration": {
"string": "string"

}I
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"dataType": "DataType",
"defaultValue": "DataValue",

"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
I
"value": "DataValue"
}
},
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"
]
}

template: Importing componentTypes

HREATHEENTHE , FEATIHELRER

"componentTypes": [
{
"componentTypeId": "string",
"componentTypeName": "string",
"description": "string",
"extendsFrom": [
"string"
1,
"functions": {
"string": {
"implementedBy": {
"isNative": "boolean",
"lambda": {

"functionName": "Telemetry-tsDataReader",

EAREBENE
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arn": "Telemetry-tsDataReaderARN"

}
},
"requiredProperties": [
"string"
1,
"scope": "string"
}
},
"isSingleton": "boolean",
"propertyDefinitions": {
"string": {
"configuration": {
"string": "string"
},
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
}
I
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"

}
1,
"tags": {
"string": "string"

template: Importing components

HREATHNIE , FEATIHEAERN
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ERAEER

"entityComponents": [
{
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"description": "string",
"properties": {
"string": {
"definition": {
"configuration": {
"string": "string"
I
"dataType": "DataType",
"defaultValue": "DataValue",
"displayName": "string",
"isExternalId": "boolean",
"isRequiredInEntity": "boolean",
"isStoredExternally": "boolean",
"isTimeSeries": "boolean"
I
"value": "DataValue"
}
},
"propertyGroups": {
"string": {
"groupType": "string",
"propertyNames": [
"string"

AWS loT TwinMaker metadataTransferJob 5]+

ERATHETREEPEE R EE

« CreateMetadataTransferJobAP| Ej{E,

CLI EEm &l

AWS loT TwinMaker metadataTransferJob ¥
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aws iottwinmaker create-metadata-transfer-job --region us-east-1 \
--cli-input-json file://yourTransferFileName. json

s BPEHCHIE , 55 CancelMetadataTransferJobAPI B4k,

CLI #5&4 -

aws iottwinmaker cancel-metadata-transfer-job
--region us-east-1 \
--metadata-transfer-job-id job-to-cancel-id

BFEEF CancelMetadataTransferJob , REEUHIENHREERER TE  MEMNCELIEANE
BETEZREE,

- FEMEBSEI/EMNENR , BFEH GetMetadataTransferJobAPI EE,

CLI #g &4 :

aws iottwinmaker get-metadata-transfer-job \
--metadata-transfer-job-id your metadata_transfer_job_id \
--region us-east-1 \

- EELHERMNIE, FEA ListMetadataTransferJobsAPI BifE,

& LA ListMetadataTransferJobs £ JSON iEREFZELNE R, F2EEH CLIWTIERF :
1. Y CLI A JSON BRI ELEFAERNESS :

{
"sourceType": "s3",
"destinationType": "iottwinmaker",
"filters": [{
"workspaceId": "workspaceforbulkimport"
},
{
"state": "COMPLETED"
1]
}

REFLEHEXHE , BA CLIHTREEEE.
2. fER JSON ERMA TSI CLI s HHIBIR
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ERAEER

aws iottwinmaker list-metadata-transfer-job --region us-east-1 \
--cli-input-json file://ListMetadataTransferJobsExample.json

AWS loT TwinMaker 528 & BlEix T /4

metadataTransferJob B A E#ER | EEAEER LEZ| Amazon S3 fEFEFE R
TwinMaker FREERI BB REABER -

"$schema": "https://json-schema.org/draft/2020-12/schema",
"title": "IoTTwinMaker",

, SBEEALE AWS loT

"description": "Metadata transfer job resource schema for IoTTwinMaker",

"definitions": {
"ExternalId": {
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+"
.
"Description": {
"type": "string",
"minLength": 0,
"maxLength": 512
},
"DescriptionWithDefault": {
"type": "string",
"minLength": 0,
"maxLength": 512,
"default": ""
},
"ComponentTypeName": {
"description": "A friendly name for the component type.",
"type": "string",
"pattern": ".*[M\\u0000-\\u@@1F\\u@@7F]*.*",
"minLength": 1,
"maxLength": 256
.
"ComponentTypeId": {
"description": "The ID of the component type.",
"type": "string",
"pattern": "[a-zA-Z_.\\-0-9:]+",

AWS loT TwinMaker 52 & BHE% T4
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"minLength": 1,
"maxLength": 256
},
"ComponentName": {
"description": "The name of the component.",
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
I
"EntityId": {
"description": "The ID of the entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "[0-9a-f]{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12} | [a-zA-
Z0-9][a-zA-Z_\\-0-9.:]*[a-zA-Z0-9]+"
I
"EntityName": {
"description": "The name of the entity."
"type": "string",
"minLength": 1,
"maxLength": 256,
"pattern": "[a-zA-Z_0-9-.][a-zA-Z_0-9-. ]*[a-zA-Z0-9]+"
},
"ParentEntityId": {
"description": "The ID of the parent entity.",
"type": "string",
"minLength": 1,
"maxLength": 128,
"pattern": "\\$ROOT|~A[0-9a-f]1{8}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]
{12} |*[a-zA-Z0-9][a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"default": "$ROOT"

I

"DisplayName": {
"description": "A friendly name for the property.",
"type": "string",
"pattern": ".*[M\\u0000-\\uQ@1F\\u@@7F]*.*",

"minLength": 0,
"maxLength": 256
},
"Tags": {
"description": "Metadata that you can use to manage the entity / componentType",
"patternProperties": {
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"ACONNPLLIN\P{ZI\\p{N}_. : /=r\\-e]*)$": {
"type": "string",
"minLength": 1,
"maxLength": 256
}
},
"existingJavaType": "java.util.Map<String,String>",
"minProperties": 0,
"maxProperties": 50

I
"Relationship": {
"description": "The type of the relationship.",
"type": "object",
"properties": {
"relationshipType": {
"description": "The type of the relationship.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
},
"targetComponentTypeId": {
"description": "The ID of the target component type associated with this
relationship.",
"$ref": "#/definitions/ComponentTypelId"

}
},
"additionalProperties": false
},
"DataValue": {

"description": "An object that specifies a value for a property.",
"type": "object",
"properties": {
"booleanValue": {
"description": "A Boolean value.",
"type": "boolean"

},
"doubleValue": {
"description": "A double value.",
"type": "number"
},
"expression": {
"description": "An expression that produces the value.",

"type": "string",
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"pattern": "(M\\$\\{Parameters\\.[a-zA-z]+([a-zA-z_0-9]1*)}$)",

"minLength": 1,
"maxLength": 316
I
"integerValue": {
"description": "An integer value.",
"type": "integer"
I
"listValue": {
"description": "A list of multiple values.",
"type": "array",
"minItems": 0O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
I
"default": null
I
"longValue": {
"description": "A long value.",
"type": "integer",
"existingJavaType": "java.lang.Long"
},
"stringValue": {
"description": "A string value.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
I
"mapValue": {
"description": "An object that maps strings to multiple
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/DataValue"
}
I

"additionalProperties": {
"$ref": "#/definitions/DataValue"
}
.

DataValue objects.",
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"relationshipValue": {
"description": "A value that relates a component to another component.",
"type": "object",
"properties": {
"TargetComponentName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
I
"TargetEntityId": {
"type": "string",
"pattern": "[0-9a-f]{8}-[0-9a-f]{4}-[0-9a-f]1{4}-[0-9a-f]1{4}-[0-9a-f]1{12}]
A[a-zA-Z0-9]1[a-zA-Z_\\-0-9.:]1*[a-zA-Z0-9]+",
"minLength": 1,
"maxLength": 128

}
1,
"additionalProperties": false
}
},
"additionalProperties": false
},
"DataType": {

"description": "An object that specifies the data type of a property.",
"type": "object",
"properties": {
"allowedValues": {
"description": "The allowed values for this data type.",
"type": "array",
"minItems": O,
"maxItems": 50,
"uniqueltems": false,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/DataValue"
},
"default": null
},
"nestedType": {
"description": "The nested type in the data type.",
"$ref": "#/definitions/DataType"
},

"relationship": {
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"description": "A relationship that associates a component with another
component.",
"$ref": "#/definitions/Relationship"
1,
"type": {
"description": "The underlying type of the data type.",
"type": "string",
"enum": [
"RELATIONSHIP",
"STRING",
"LONG",
"BOOLEAN",
"INTEGER",
"DOUBLE",
"LIST",
"MAP"
]
1,
"unitOfMeasure": {
"description": "The unit of measure used in this data type.",
"type": "string",
"pattern": ".*",
"minLength": 1,
"maxLength": 256
}
1,
"required": [
"type"
1,
"additionalProperties": false
},
"PropertyDefinition": {
"description": "An object that specifies information about a property.",
"type": "object",
"properties": {
"configuration": {
"description": "An object that specifies information about a property.",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+",
"minLength": 1,
"maxLength": 256
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}I

"existingJavaType": "java.util.Map<String,String>"

},
"dataType": {

"description": "An object that contains information about the data type.",

"$ref": "#/definitions/DataType"

iy
"defaultValue": {

"description": "An object that contains the default value.",
"$ref": "#/definitions/DataValue"

},
"displayName": {

"description": "An object that contains the default value.",
"$ref": "#/definitions/DisplayName"

I
"isExternalId": {

"description": "A Boolean

from an external data store.

"type": "boolean",
"default": null
iy

"isRequiredInEntity":

n
’

{

"description": "A Boolean

required.",
"type": "boolean",
"default": null
iy

"isStoredExternally":

{

"description": "A Boolean

externally.",
"type": "boolean",
"default": null
iy

"isTimeSeries": {

"description": "A Boolean

of time series data.",
"type": "boolean",
"default": null
}
.

"additionalProperties":

iy
"PropertyDefinitions": {
"type": "object",

false
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value

value

value
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that

that

that

specifies

specifies

specifies

specifies

whether

whether

whether

whether

the

the

the

the

property

property

property

property

ID comes

is stored

consists

AWS loT TwinMaker 52 & BHE% T4

55



AWS loT TwinMaker EREER

"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyDefinition"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyDefinition"

}
},
"Property": {
"type": "object",
"properties": {
"definition": {
"description": "The definition of the property",
"$ref": "#/definitions/PropertyDefinition"
I
"value": {
"description": "The value of the property.",
"$ref": "#/definitions/DataValue"
}
},
"additionalProperties": false
},

"Properties": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Property"
}
I
"additionalProperties": {
"$ref": "#/definitions/Property"
}
I
"PropertyName": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
I
"PropertyGroup": {
"description": "An object that specifies information about a property group.",
"type": "object",
"properties": {
"groupType": {
"description": "The type of property group.",
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"type": "string",
"enum": [
"TABULAR"
]
},
"propertyNames": {
"description": "The list of property names in the property group.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/PropertyName"
},
"default": null
}
I
"additionalProperties": false
I
"PropertyGroups": {
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/PropertyGroup"
}
},
"additionalProperties": {
"$ref": "#/definitions/PropertyGroup"
}
},
"Component": {
"type": "object",
"properties": {
"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"

},
"description": {
"$ref": "#/definitions/Description"
.
"properties": {
"description": "An object that maps strings to the properties to set in the

component type. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/Properties"
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},
"propertyGroups": {

"description": "An object that maps strings to the property groups to set in
the entity component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
},
"required": [
"componentTypeId"
1,
"additionalProperties": false
I
"RequiredProperty": {
"type": "string",
"pattern": "[a-zA-Z_\\-0-9]+"
I
"LambdaFunction": {
"type": "object",
"properties": {
"arn": {
"type": "string",
"pattern": "arn:((aws)|(aws-cn)|(aws-us-gov)|(\\${partition})):lambda:(([a-
z0-9-1+) | (\\${region})): ([0-91{12} | (\\${accountId})):function:[/a-zA-Z0-9_-]1+",
"minLength": 1,
"maxLength": 128
}
},
"additionalProperties": false,
"required": [

"arn
]
.

"DataConnector": {
"description": "The data connector.",
"type": "object",
"properties": {
"isNative": {
"description": "A Boolean value that specifies whether the data connector is
native to IoT TwinMaker.",
"type": "boolean"
},
"lambda": {
"description": "The Lambda function associated with this data connector.",
"$ref": "#/definitions/LambdaFunction"
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}
I
"additionalProperties": false
I
"Function": {
"description": "The function of component type.",
"type": "object",
"properties": {
"implementedBy": {
"description": "The data connector.",
"$ref": "#/definitions/DataConnector"
I
"requiredProperties": {
"description": "The required properties of the function.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/RequiredProperty"
I
"default": null
I
"scope": {
"description": "The scope of the function.",
"type": "string",
"enum": [
"ENTITY",
"WORKSPACE"
]
}
},
"additionalProperties": false
},
"Entity": {

"type": "object",
"properties": {
"description": {
"description": "The description of the entity.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"entityId": {
"$ref": "#/definitions/EntityId"
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},
"entityExternalld": {
"description": "The external ID of the entity.",
"$ref": "#/definitions/ExternalId"
},
"entityName": {
"$ref": "#/definitions/EntityName"
.
"parentEntityId": {
"$ref": "#/definitions/ParentEntityId"
},
"tags": {
"$ref": "#/definitions/Tags"
.
"components": {
"description": "A map that sets information about a component.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Component"
}
.

"additionalProperties": {
"$ref": "#/definitions/Component"

}
},
"required": [
"entityId",
"entityName"
1,
"additionalProperties": false
},
"ComponentType": {
"type": "object",
"properties": {
"description": {
"description": "The description of the component type.",
"$ref": "#/definitions/DescriptionWithDefault"
I
"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"
},
"componentTypeExternalld": {
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"description": "The external ID of the component type.",
"$ref": "#/definitions/ExternalId"
},
"componentTypeName": {
"$ref": "#/definitions/ComponentTypeName"
I
"extendsFrom": {
"description": "Specifies the parent component type to extend.",
"type": "array",
"minItems": 1,
"maxItems": 256,
"uniqueltems": true,
"insertionOrder": false,
"items": {
"$ref": "#/definitions/ComponentTypelId"
I
"default": null
I
"functions": {
"description": "a Map of functions in the component type. Each function's key
must be unique to this map.",
"type": "object",
"patternProperties": {
"[a-zA-Z_\\-0-9]+": {
"$ref": "#/definitions/Function”
}
},
"additionalProperties": {
"$ref": "#/definitions/Function”
}
},
"isSingleton": {
"description": "A Boolean value that specifies whether an entity can have
more than one component of this type.",
"type": "boolean",
"default": false
},
"propertyDefinitions": {
"description": "An map of the property definitions in the component type.
Each property definition's key must be unique to this map.",
"$ref": "#/definitions/PropertyDefinitions"
I
"propertyGroups": {
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"description": "An object that maps strings to the property groups to set in
the component type. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
I
"tags": {
"$ref": "#/definitions/Tags"
}
I
"required": [
"componentTypeId"
1,
"additionalProperties": false
},
"EntityComponent": {
"type": "object",
"properties": {
"entityId": {
"$ref": "#/definitions/EntityId"

iy
"componentName": {

"$ref": "#/definitions/ComponentName"
iy

"componentExternalId": {
"description": "The external ID of the component.",
"$ref": "#/definitions/Externalld"

I

"componentTypeld": {
"$ref": "#/definitions/ComponentTypeId"

},
"description": {
"description": "The description of the component.",
"$ref": "#/definitions/Description"
},
"properties": {
"description": "An object that maps strings to the properties to set in the

component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/Properties"
I
"propertyGroups": {
"description": "An object that maps strings to the property groups to set in
the component. Each string in the mapping must be unique to this object.",
"$ref": "#/definitions/PropertyGroups"
}
I
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"required": [
"entityId",
"componentTypeId",
"componentName"

1,

"additionalProperties": false

}
1,

"additionalProperties": false,
"properties": {
"entities": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/Entity"
}
},
"componentTypes": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/ComponentType"
}
.

"entityComponents": {
"type": "array",
"uniqueltems": false,
"items": {
"$ref": "#/definitions/EntityComponent"
.
"default": null

THRLIZE—ES AHF ComponEntType component. type
f : initial

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"tags": {

.intial WAIZ—EREANERNTR

AWS loT TwinMaker 52 & BHE% T4

63



AWS loT TwinMaker EREER

"key": "value"
}
}
1,
"entities": [
{
"entityName": "initial",
"entityId": "initial"
}

UTREMRAERNVES

{
"componentTypes": [
{
"componentTypeId": "component.type.initial",
"description": "updated"
}
1)
"entities": [
{
"entityName": "parent",
"entityId": "parent"
},
{

"entityName": "child",
"entityId": "child",
"components": {
"testComponent": {
"componentTypeId": "component.type.initial",
"properties": {
"testProperty": {
"definition": {
"configuration": {
"alias": "property"
},
"dataType": {

"relationship": {
"relationshipType": "parent",
"targetComponentTypeId": "test"

b
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"type": "STRING",
"unitOfMeasure": "t"

},

"displayName": "displayName"

}
1,
"parentEntityId": "parent"
}
1,
"entityComponents": [
{
"entityId": "initial",
"componentTypeId": "component.type.initial",
"componentName": "entityComponent",
"description": "additionalDescription",
"properties": {
"additionalProperty": {
"definition": {
"configuration": {
"alias": "additionalProperty"
1,
"dataType": {
"type": "STRING"
1,
"displayName": "additionalDisplayName"
1,
"value": {
"stringValue": "test"
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AWS loT TwinMaker & £hE #2858

AWS loT TwinMaker £ LLE#EZRAEBAIRE |, IESTURKENRBCHENEEERS,

AWS loT TwinMakerE EREZFLTZEEE LA 2B BB EIE AWS loT TwinMaker, B8l , AWS

loT TwinMaker X B #5E — 58 1#88 AWS loT SiteWise, MRZERIENBHEERFHEEER AWS
loT SiteWise , AITEEEFHCHERER, NRLEEASBHERFREEEMERERE (B
Timestream, DynamoDB = Snowflake) # , BI4ZEEH AWS loT TwinMaker £ AWS Lambda &
ERENEEMEERESS | AWS loT TwinMaker LB 1 4 BB FE O E 288,

=B
o AWS loT TwinMaker & ¥ E #2588

« AWS loT TwinMaker Athena R & ¥ E 1
« BEE AWS loT TwinMaker B& RS 7 51 & $1E 1288

AWS loT TwinMaker & ¥HE S
HERTFTEFENERERENE , TEAREIENES | YEOFERNER.
EFEBEAANEES, EEXRNEREEE T , B2RTNHEE,

NEEMEREENAHERZABRNHMET , 5538 GetPropertyValueHistoryAP| Eif,

(® Note

RUEEREFRNEENERHEMAREECHEY , ARFERFENEREEE

. startDateTimedendDateTimeFABRRNHFRERE_FEicT , EFBEEXE. &
TREORREAY  RANALAZRFERZARBERLE , ERMEZCHE AP BEEEE
AN —HHstartTimeMendTimeFER,

&
- REBHEARYRERER
« DataReaderByEntity

» DataReaderByComponentType

 DataReader
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« AttributePropertyValueReaderByEntity
« DataWriter
. il

EBER AR EN

LUl ETHERERER LB P ERGERERNBFRES @Eﬁ%ﬁﬂiﬁﬁﬁﬁﬂlm#ﬁmj
B, BRERIAREASEBEATHRES THEYE  MEFTHARTU AP B/EE

EXpropertiesiE,

Schemalnitializer 53R 0

"workspaceId": "string",
"entityId": "string",
"componentName": "string",
"properties": {
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"

}
}
(® Note
EEEBEREOBMNBE 2 —{@PropertyRequest. MEFHMENA , TS
BiPropertyRequest.

Schemalnitializer £fE# 0O

"properties": {
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
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® Note
EEEBEREOBMMNBE 2 —{@PropertyResponse. MEFMEN , F2
B PropertyResponse,
DataReaderByEntity

DataReaderByEntity R &£l FEE#=R , ARINEE — P BHENFEFSIE.
MEARILERESBRNARER, FENBANER , 28 GetPropertyValueHistoryAP| Ei4E,

DataReaderByEntity5& k1% O

"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": {
// A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
.
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",
"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",
"maxResults": int,
"orderByTime": "string"

}

DataReaderByEntity 2 fE$Z 0

"propertyValues": [
{
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"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

DataReaderByComponentType

HENFREMETHER - RBENKEFSIE , FEMHER FHEHIERES DataReaderByEntity.
fign  MREEAHGFEPERKEFIEE K MASEZEAEAXTHREN TG , AIETUEHRE
ERBEEAMETHANELEYE., —EERNEARFIRELCREEIZALHNE RREUNEE
BH SRR,

MEBBEIILEZFIOAREE, ZBENRANENR , 328 GetPropertyValueHistoryAPI 1E,

DataReaderByComponentType &R #0

"startDateTime": long, // In epoch sec, deprecated
"startTime": "string", // IS0-8601 timestamp format
"endDateTime": long, // In epoch sec, deprecated
"endTime": "string", // IS0-8601 timestamp format
"properties": { // A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"
},
"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",
"maxResults": int,
"orderByTime": "string"

DataReaderByComponentType 69


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_EntityPropertyReference.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyResponse.html

AWS loT TwinMaker EREER

}

DataReaderByComponentType & fEZ O

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"entityId": "string",
"componentName": "string",
"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

DataReader

DataReader ;2 7 [5] i B2 32 1 52 5l Y9 & Bl T [E E #55 DataReaderByEntity 25
DataReaderByComponentType.

MEERMLEESNARER, ESENEXNER , F2H GetPropertyValueHistoryAPI BifE,

DataReader 53R #0

EntityId #l componentName 2iBZEMMEHI,

"startDateTime": long, // In epoch sec, deprecated

"startTime": "string", // IS0-8601 timestamp format

"endDateTime": long, // In epoch sec, deprecated

"endTime": "string", // IS0-8601 timestamp format

"properties": { // A map of properties as in the get-entity API response
// property name as key,
// value is of type PropertyRequest
"string": "PropertyRequest"
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}I

"workspaceId": "string",
"selectedProperties": List:"string",
"propertyFilters": List:PropertyFilter,
"entityId": "string",

"componentName": "string",
"componentTypeId": "string",
"interpolation": InterpolationParameters,
"nextToken": "string",

"maxResults": int,

"orderByTime": "string"

DataReader £ &= O

"propertyValues": [
{
"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"values": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}

}
]I

"nextToken": "string"

AttributePropertyValueReaderByEntity

AttributePropertyValueReaderByEntity 2 A] Fi R{FENE — B P F BB EN E R FEHEESE,
NERRALEERNATRE, FENEXNER , FSH GetPropertyValueAPI BifE,

AttributePropertyValueReaderByEntity F55R$#Z 0

"properties": {
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// property name as key,
// value is of type PropertyResponse
"string": "PropertyResponse"

}

"workspaceId": "string",

"entityId": "string",
"componentName": "string",
"selectedProperties": List:"string",

AttributePropertyValueReaderByEntity 1% 0

"propertyValues": {
"string": { // property name as key
"propertyReference": EntityPropertyReference, // The same
as EntityPropertyReference

"propertyValue": DataValue // The same as DataValue

DataWriter

DataWriter 2 —EE B T HERES , TARKEEEFIENSENE—THPHENERERNAE,
MEEBIEZBIVARTRE, EBEZENBRANEN , 528 BatchPutPropertyValuesAPI B1E,

DataWriter 53R # 0

"workspaceId": "string",
"properties": {
// entity id as key
"String": {
// property name as key,
// value is of type PropertyResponse
"string": PropertyResponse
}
1,
"entries": [
{

"entryId": "string",

DataWriter 72


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyResponse.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_EntityPropertyReference.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DataValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_BatchPutPropertyValues.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_PropertyResponse.html

AWS loT TwinMaker

ERAEER

"entityPropertyReference": EntityPropertyReference, // The same
as EntityPropertyReference
"propertyValues": [
{
"timestamp": long, // Epoch sec, deprecated
"time": "string", // IS0-8601 timestamp format
"value": DataValue // The same as DataValue

}
1
}
1
}
DataWriter £ fE#0
{

"errorEntries": [

{

"errors": List:BatchPutPropertyError // The value is a list of
type BatchPutPropertyError

}

il
51 JSON #E41 2 2 fHIE 2 Y I BRI R B A Wl
+ Schemalnitializer:
Tl AT BRSBTS R AR ER.

ER:

"workspaceId": "myWorkspace",
"properties": {
"modelId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,

gl
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"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {
"stringValue": "myModelId"

},
"value": {
"stringValue": "myModelId"
}
},
"tableName": {
"definition": {

"dataType": { "type": "STRING" },

"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false,
"defaultValue": {

"stringValue": "myTableName"
}
3,
"value": {
"stringValue": "myTableName"
}
}
}
}
[EFE :
{

"properties": {
"myPropertyl": {
"definition": {

"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "%"
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1,
"configuration": {
"myPropertylId": "idValue"
I
"isTimeSeries": true
}
1,
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"defaultValue": {
"stringValue": "property2Value"

- BER4ABEHPHEXNBLES

ER:

"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",
"properties": {
"assetId": {
"definition": {

"dataType": { "type": "STRING" },

"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "myAssetId"

}

iy
"tableName": {
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"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

I
"value": {
"stringValue": "myTableName"
}
}
}
}
B FE -
{
"properties": {
"myPropertyl": {
"definition": {
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "%"
b
"configuration": {
"myPropertylId": "idValue"
},
"isTimeSeries": true
}
b
"myProperty2": {
"definition": {
"dataType": { "type": "STRING" },
"isTimeSeries": false
},
"value": {
"stringValue": "property2Value"
}
}
}
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}

« DataReaderByEntity A& DataReader :

ER:
{
"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",

"selectedProperties": [
"Temperature",
"Pressure"
1,
"startTime": "2022-04-07T04:04:427",
"endTime": "2022-04-07TQ4:04:457",
"maxResults": 4,
"orderByTime": "ASCENDING",
"properties": {
"assetId": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false
b
"value": {
"stringValue": "myAssetId"

b
"Temperature": {
"definition": {
"configuration": {
"temperatureId": '"xyzl23"

},
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
},

"isExternalId": false,
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"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

I
"Pressure": {
"definition": {
"configuration": {
"pressureId": "xyz456"

iy
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "MPA"
iy

"isExternalld": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
}

}

}
[E]FE

{

"propertyValues": [

{

"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"

3,

"values": [

{

"time": "2022-04-07T04:04:427",
"value": {
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"doubleValue": 588.168
}
},
{

"time": "2022-04-07T04:04:43Z",

"value": {
"doubleValue": 592.4224

}
1,

"nextToken": "qwertyuiop"

« AttributePropertyValueReaderByEntity:

R
{
"workspaceId": "myWorkspace",
"entityId": "myEntity",
"componentName": "myComponent",

"selectedProperties": [
"manufacturer",
1,
"properties": {
"assetId": {
"definition": {

"dataType": { "type": "STRING" },

"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

b

"value": {

"stringValue": "myAssetId"
}
b

"manufacturer": {
"definition": {
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"dataType": { "type": "STRING" },
"configuration": {
"manufacturerPropId": "MoQl1l"
.
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": true,
"isTimeSeries": false

}
}
}
}
[E]FE :
{
"propertyValues": {
"manufacturer": {
"propertyReference": {
"propertyName": "manufacturer",
"entityId": "myEntity",
"componentName": "myComponent"
3,
"propertyValue": {
"stringValue": "Amazon"
}
}
}
}

« DataWriter:

ER:

"workspaceId": "myWorkspaceId",
"properties": {
"myEntity": {
"Temperature": {
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"definition": {
"configuration": {
"temperatureId": "xyzl23"

1,
"dataType": {
"type": "DOUBLE",
"unitOfMeasure": "DEGC"
1,

"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
1,
"entries": [
{
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"
1,
"propertyValues": [
{
"timestamp": 1626201120,
"value": {
"doubleValue": 95.6958
}
1,
{
"timestamp": 1626201132,
"value": {
"doubleValue": 80.6959
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}

[ FE :

"errorEntries": [

{
"errors": [
{
"errorCode": "409",
"errorMessage": "Conflict value at same timestamp",
"entry": {
"entryId": "myEntity",
"entityPropertyReference": {
"entityId": "myEntity",
"componentName": "myComponent",
"propertyName": "Temperature"
},
"propertyValues": [
"time": "2022-04-07T04:04:42Z",
"value": {
"doubleValue": 95.6958
}

AWS loT TwinMaker Athena Ri&E&E ¥} E

iEiB Athena RGN EREEERS , B AEAREFERAEREHN Athena ERERE AWS loT
TwinMaker, A LAfE Athena BRIV BN ERE K MAZTENLEBEAENERNBEIE, BAUfE
FAFELEIHERERS , WAL BETH Athena iE1Z2R RIZEUR B Athena BRI R E ¥l

AWS loT TwinMaker Athena & RHEZEER
B Athena RRRXEREEE A | BEER T HILREL -
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« BIUTEMN Athena RIE R HABEREBIE Amazon S3 BiR, WMFEMSEA Athena WIEEEF |, 528
Athena X4,

« B3 AWS loT TwinMaker T4E[E. EALFEAWS loT TwinMaker 2 & FE I TEE,

- £ Athena FUfEHEN TERE IAM A, MEFMEN , BF2E EWEN TERE IAM ABLUE
i Athena & #1HE#85,

o B3 AWS loT TwinMakerBEB THRFURNMETEE, MEFMER  BF2ER ELLNE—E
B,

o ZA3& AWS loT TwinMakerf ERiE 2R, MEFMENA , F28 AWS loT TwinMaker & #BHE#E
2o

A Athena BRE#E2S

EEMFEH Athena EHRIERESS |, BABEMEH Athena EESMATHERKEY THh, RESSHEGM
MEBSEFHE T , UEERFER AWS loT TwinMaker,

£ Athena EXIERESE T tHER

SEANERREILEER Athena RIFNERHEREESH AWS loT TwinMaker JTHHEH

1. HEZE AWS loT TwinMaker £ &,

2. HARBABIERHELH TIEE,

3. REMASEIDRERPERE [THER], AREN [(BUHER] UHBRTHEREYEE,
4, E[EITHER]EERL , £ D BUPEAFESEERARMN D,
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Component type information

ID

com.test.athena.connector.example

Description

Example athena connector child component type

Must be less than 2048 characters

Base Type
Choose a pre-defined Component Type or create your own

com.amazon.athena.connector

5. EEF TER, BE, RTHUXBES , BEETA Athena RIEXNERLEESR.
6. &HTIMALEE Athena BER , UBREXHERENERRIE :

+ iB#Z Athena ER KR,

. ##E— {8 Athena BRI E,

- BERKEE,

. J#{E Athena T{EEHE,
7. EMEMAEERNREN Athena BR% , FREKPREZTEHH,

8. EH "AIID, WEW, RE—ESRAEINEMAINE ID BHOW. SE D 2ARKE
Athena EEX A H Y EE AWS loT TwinMaker E &/ ID,
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Athena Data Connector

Athena datasource
Select an Athena datasource

AwsDataCatalog

Athena Database

tabular_test_database

Table Name

tabular_test_data_service_record

Column Names
Select columns to include

V4 Table name Data type

v recordid bigint

assetid string

description string

dateperformed string

performedby string

datevalidated string

validatedby string

comments string

nextservicedate string

servicerecordurl string

External ID Column

assetid

Athena workgroup
Select an Athena workgroup

TestWorkgroup
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9. (BIEM) S AWS EBMEBEELER , LEZTUS Mo EMAR.
10. BE "BEYM4ER ) UEREYTHER,

£/ Athena BRI EESREREY W , IKEMNES

EALLEFRE M EA Athena RIEXNERIEREIRA AWS loT TwinMaker Tt , WA EHINEE
R

® Note

BB EERER Athena RIFEXNEREZB[UABERNRRNRELHEE , FREEAILE
F. ERBRAZRSMR A , F2RTANEFER Athena ERERBREY THEE,

1. HEZE AWS loT TwinMaker £ &,

FRREIEEREVH TEE.

REASEDERPEZFER K ARENEFTETHIBEUFERNER,

BEUHER.

BETR, ZEEFNES. o F, FE "HEE MUPEAERENERARGIEFNERE,
RAtBRETUXDRERD , ENEEL—BEFTFEIN THEE D,

BMATHEN. THER , REZEELH ComponentType B K FH, ER
ComponentType & A Athena ERNEIZEREIMN,

8. & "MEH, EBERY , WA THM athenaComponentExternallD,

Properties

¥ Properties

Property Data type isTimeSeries Storage isRequired Value
False Internal  True A0001

Add another property

9. EE "¥¥xH., UERELTH.

BRECKIEIMER Athena ERNEEBRBATHEENTH , WREMNEEE.
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs-entity.html
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£/ Athena RIENERIEESR JSON 22

T 3B 2 Athena RIBFAERLHERERNTE JSON 2E, FAKEREARY BFTERERSFZNTH
BHENER.

"componentTypeId": "com.amazon.athena.connector",
"description": "Athena connector for syncing tabular data",
"workspaceId":"AmazonOwnedTypesWorkspace",
"propertyGroups": {
"tabularPropertyGroup": {
"groupType": "TABULAR",
"propertyNames": []

1,
"propertyDefinitions": {

"athenaDataSource": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaDatabase": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaTable": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaWorkgroup": {

"dataType": { "type": "STRING" },
"isRequiredInEntity": true

.

"athenaExternalIdColumnName": {
"dataType": { "type": "STRING" },
"isRequiredInEntity": true,
"isExternalId": false

1,

"athenaComponentExternalld": {
"dataType": { "type": "STRING" },
"isStoredExternally": false,
"isRequiredInEntity": true,
"isExternalld": true
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1,
"functions": {
"tabularDataReaderByEntity": {
"implementedBy": {
"isNative": true

}

}

£ Athena B RHE#ESS

BT LATE Grafana FEE/RER Athena RIENERE, MEFMEN , 5528 AWS loT TwinMaker
Grafana BERIRE S

MEEFEA Athena RAEEEFZERNIERIEH | 558E Athena R,
SR HEAR Athena BERLERE
REFERBMAIERE Athena EREEERTLSBIIN S REE,

Athena TE#E{LE :
B Athena BB THHAEE | Athena THEFAXBRTERENE., FSH TIERENERE
R

R 1AM BB

£ AWS loT TwinMakerZ2iZ TR, # Ca tHFHIEEERSHIT API B , TEEAGTEE
4> Athena API ZEUHEPR. GetPropertyValue ZEEE# IAM 571 , F2REVHNEENREAE
AWS loT TwinMaker,

£ Grafana F18 21t Athena RIERER

Grafana /AN ER b o] A RR B LB TE Grafana ERIRER LI REE R AWS loT TwinMaker , H
TEHMINEE , HlNRFERN B ETHEFMENRE | METH Athena #1T API 1L EE Athena B
B, AETERPUWAERE Grafana AR BILAI AR 2R Athena RIEAER,

PERG
EERE Grafana EHREAR B L Athena RIEE R 28T , ELRE T 5 L RIEH
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« BRBEMHEREARIERTIEER

£ Grafana R1#RE L Athena RIEXE

WREFRBMAERE Grafana ER , AR BILH KN ER Athena RIFEHR,

-

© © N o g M b

BARRIEE AWS loT TwinMaker Grafana &R
FEEREREPZER "RE ER
EEHEEPEELNBRR.

B THSMHEE) EF

BIEERE.

EIRE B Athena ERTHERH THEREN TH,
EE Athena B RV B A,

4,

RARHETERESBRENAR,

ERRHEFNEEIEFRERERENRME. ERANUTIEER .

- BB EEMEENERR , UERER,
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Panel Title
crit {componentName=" description {component equipment_type {compo status {componentNam: total {componentName= won {componentName=
Shutdown valve inspec.. VALVE COMPLETED 90563 128355
Damaged cable on SDV  VALVE COMPLETED 90041 128461
BYTN-04-TV-02385 do.. VALVE COMPLETED 85611 128361
Shutdown vlv inspection VALVE COMPLETED YETLN 128531

RYTN-N2-XV-NA517 da VAIVF COMPIFTED 71324 128458

B Query 1 &5 Transform (0

YELFIVpPE LY vaiue
TabularEntity1
Component Name TabularComponent
Property Group tabularPropertyGroup (TABULAR)
Selected Properties won (INTEGER) X status (STRING) X  total (INTEGER) X  crit (INTEGER) X  description (STRING) X  equipment_type (STRING) x

Filter @  crit (INTEGER)

5

W ®
OrderBy @  total (INTEGER)

DESC

W @

B2 AWS loT TwinMaker B F 51 & B E 1285

R ENERBA WM E 2 F P B2 B step-by-stepF 5 & BHEERS, AL | RFIERELLEE Cookie
Factory | A ER BRI ERLEZSES , HPhaE D EE, B8, . BRMNERE
8%, Cookie TKEIHIFRATIEAWS loT TwinMaker €345 GitHub 17 E P EE,

FE

« AWS loT TwinMaker B 75 ERHEESRI S E
- BEFIEREERER

- GAESRFRE 5 & RIS

- WELNERERES

- RGN ERESS

. 2
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« B3 AWS loT TwinMaker &R
. F—$RAE
« AWS loT TwinMakerf#t#z T &g 7= 51 i & Fr S E 228

AWS loT TwinMaker B F 5| & REEZESR N E

ERBREFIIEREZR N , BEREETHTIIE

« BIAWS loT TwinMaker T/E[E,

« EBIAWS loT TwinMaker TTHEEL,
« BIYAWS loT TwinMaker BB,

- (EEM) BEEALEY THER,

- ((EEM) FBEAWS loT TwinMaker EEHEEEEFNE , AKXBBEAFE AWS loT TwinMaker $1iE1%
2o

® Note
MEZTLEENERESRSES , F2RRMI Cookie TRREHIEE

RFEFINEREZESRETR

BE—T  BEEE-RES - EHRZBEERNKENIHEE. SREZILSLEERN AWS loT
TwinMaker B €fzfis , LEETUBEBRESEREFIERRERLEERE,

BERRETRSRBERS K MALERKIGUNEERERE Timestream ERER, BELREHUUZ /NN
FBHNEEBRENELEER. AWS loT TwinMaker 8 8] LA A B R = 51 & 0 B 182 85 SR ST AR Utk T4,
T EEREHER R BEEARFEFYEESSEA
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs-entity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-component-types.htm
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Rows returned (1000+)

Results are paginated. Scroll through the result pages to see more query results,

Q 1 2 3 4 5 6 7 ..100 > &
TelemetryAssetld TelemetryAssetType time measure_value:varchar measure_value::double
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbe5ba01e Mixer 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_20_0568f25f-116c-429c-a974-5ceec065a6ac Mixe RPM 2022-04-19 00:28:00.241000000 - 59.4233207702637
Mixer_22_680b5b8e-1afe-4a77-87ab-834fbeSba0le Mixe RPM 2022-04-19 00:28:00.241000000 - 50.9421195983887
Mixer_24_7ffOb75b-f0fa-43f0-bc89-b96337586d00 Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_25_cf42effc-ba19-48ba-bbc3-d21d2508ce31 Mixe RPM 2022-04-19 00:28:00.241000000 - 59.8453979492188
Mixer_20_0568f25f-116¢-429c-a974-5ceec065a6ac Mixer Temperature 2022-04-19 00:28:00.241000000 - 99.1292877197266
Mixer_24_7ff0b75b-f0fa-43f0-bc89-b96337586d00 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.4532585144043
Mixer_15_0bbS66cd-d6f3-4804-9fe1-7d2abcad82d0 Mixe RPM 2022-04-19 00:28:00.241000000 - 58.397144317627
Mixer_2_d8e76844-e739-4845-a748-a83983279376 Mixer RPM 2022-04-19 00:28:00.241000000 - 60.206958770752
Mixer_6_b66db3d3-c144-47b5-afb9-3a0150c53456 Mixe RPM 2022-04-19 00:28:00.241000000 - 60.206958770752

It & T HREN 2 [ A B RS A Timestream RAEAEAWS loT TwinMaker 4] GitHub {17 &+
0§, BESREERMN cookie THRRHIEES  RERFEELE LEFFEEPRETRNER,

B F 5 EREESRERRE

HRERFTEES , SRTHENTEERESS AWS loT TwinMaker BTN T4 BN Y ES
%, AWS loT TwinMaker #4 B EEE P IEM APl ERS H—EEHZIE AWS Lambda BEHE,

AWS loT TwinMaker £/ Lambda BEREIZERFFHT R B ERIRIRNER , WERELEHNE
R, Lambda HEEAERTFEF N THMTHERBMYRBRIBER.

Lambda ENE RS EEE AP| BRI EE &,

AWS loT TwinMaker EEEFHEEZSSNE , WEAZKS Eﬁﬁi Lambda B B &, FAHERLERESS , &
AT LAfE AWS loT TwinMaker APl EERIRIR , MEBEZETEMNERBEIE, THIEEBAR T Ak
BT EARERRE,

Service-Owned Customer-owned
Connector Request
= properties from queried component type
+ properties from queried component (if specified component)
+ validated parameters from AP|
AP request ~ Connector request query
— » TwinMaker Data Plane APls  — » 3P Connectors ———» Underlying Data
AP response b Connector response query result Source

BB B 7 S ERHE IR RS
THRFERES R E At A FS SRS RN AREE, EXSRNT
1. BYARNBERTAER
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ARG SuUlERETHAANERANE. SERARBUMERTHEE  F2REEA
MBI THEE,

AWS loT TwinMaker fEFER T2 [ES] , AEXSEATHENE—EET. RMIRBEES
EEREEEEAER K YEASTANTHEREREETENER KR,

TH&EflEERES —EBMHN Timestream EATHEH -

{"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

.
"propertyDefinitions": {

"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

.

"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

},

"Temperature": {
"dataType": { "type": "DOUBLE" },
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false
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EFRENEETENT

« ltelemetryIdBHERAIHEERRFNERITE MR8, EREERERALY

HEHMATRFMS , MEEHRIEEREMEBNE. W IREEERFTHE API EEHE
StelemetryIdB#(E , MAFHKENSE D, Y ELXERPITREERA.

 ttlambdaArn{ S A THEEBEY Lambda BEH.
 ltisRequiredInEntityEZERMWHIZE] ID, LWEFELEN , MEERIZBHE , LEH

{LIHE® 1D,

- LU ID WEAFEE A 4EE  MEE "RESR) REPEBIREE. Telemetryld
2. ERATHEEEINTH

FEFEAERMNTHEE | SLRRN — Bt  ASENNEEERTENERNET. T3
TRFHRARMEZTTHNER

a.

b.

BEZ AWS loT TwinMaker £#2 &,

BRI HBREEEPRI cHERENERTITEE.

BEFEREME,

BUNBRIRRRPENREER.

EMECANER 2% , FREME AR [FE T4 B,

Antad , XA "HE, BESE 1 WEASFAEYNAHEE, BYARNELSTHE

A,

3. BN THERMI Lambda E#Z3S

Lambda E#RFEFNERRE , TRFEGAELEEIAREN , TREBFTEERRR, THIE
PlERBRHAITIEER JSON ERE A,

"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",
"selectedProperties": ["Temperature"],
"startTime": "2022-08-25T00:00:007",
"endTime": "2022-08-25T00:00:052",
"maxResults": 3,

"orderByTime": "ASCENDING",
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"properties": {
"telemetryType": {

"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false

I

"value": {
"stringValue": "Mixer"

iy
"telemetryId": {

"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "item_A0Q1"

},
"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE", },
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true
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ERAEER

}
BRNEARER
 J&selectedProperties®—EE , HP S LEETRERBIZMBMHL,

« startDateTime., startTimeEndDateTime. MendTimelB{IIEEERMWIFREEE, ERTE

TIRER BN EALEE.
« EentityIdREERFEHERNERERE,
- EcomponentName 2R ERPEHERZ THNETE,
« {FALtorderByTimef@ M REBERVETIER,

ERENREIFERD  BNFEERERENEERERANESMEBEN —
BRFEIRF. EEFEIIUBMAUTAR

"propertyValues": [
{
"entityPropertyReference": {
"entityId": "MyEntity",

"componentName": "TelemetryData",
"propertyName": "Temperature"
},
"values": [
{
"time": "2022-08-25T00:00:002",
"value": {
"doubleValue": 588.168
}
.
{
"time": "2022-08-25T00:00:01z",
"value": {
"doubleValue": 592.4224
}
.
{

"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 594.9383

RIEE , LEBFRF
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}
1,

"nextToken":

4. BAHEEEHAEEMEBGE

T% JSON SEAXERERMEBEN B M THEE

"componentTypeId": "com.example.timestream-telemetry",
"workspaceId": "MyWorkspace",
"functions": {
"dataReader": {
"implementedBy": {
"lambda": {
"arn": "lambdaArn"

},
"propertyDefinitions": {

"telemetryType": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

},

"telemetryId": {
"dataType": { "type": "STRING" },
"isExternalld": true,
"isStoredExternally": false,
"isTimeSeries": false,
"isRequiredInEntity": true

b

"Temperature": {
"dataType": { "type": "DOUBLE" 3},
"isExternalId": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false
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},

"RPM": {
"dataType": { "type": "DOUBLE" },
"isExternalld": false,
"isTimeSeries": true,
"isStoredExternally": true,
"isRequiredInEntity": false

}

5. E¥ Lambda EiZBFUEREE _EBEM

AWS loT TwinMaker ¥ H AP| XBEE-ERFEHZEBEM , WEBRLFTERE AWS
loT TwinMaker #tiE 25V E —ERselectedProperties,

5| JSON EREETRCBANER , ZEAREEREBENER,

{
"workspaceId": "MyWorkspace",
"entityId": "MyEntity",
"componentName": "TelemetryData",

"selectedProperties": ["Temperature", "RPM"],
"startTime": "2022-08-25T00:00:00Z",
"endTime": "2022-08-25T00:00:05Z",
"maxResults": 3,
"orderByTime": "ASCENDING",
"properties": {
"telemetryType": {
"definition": {
"dataType": { "type": "STRING" },
"isExternalId": false,
"isFinal": false,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": false
.
"value": {
"stringValue": "Mixer"

iy
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"telemetryId": {

"definition": {
"dataType": { "type": "STRING" },
"isExternalId": true,
"isFinal": true,
"isImported": false,
"isInherited": false,
"isRequiredInEntity": true,
"isStoredExternally": false,
"isTimeSeries": false

},

"value": {
"stringValue": "item_A0Q1"

iy
"Temperature": {
"definition": {

"dataType": { "type": "DOUBLE" 3},

"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true

}
},
"RPM": {
"definition": {
"dataType": { "type": "DOUBLE" 3},
"isExternalId": false,
"isFinal": false,
"isImported": true,
"isInherited": false,
"isRequiredInEntity": false,
"isStoredExternally": false,
"isTimeSeries": true
}
}

Efi , BERNCEOEER , MTIEFFR
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{
"propertyValues": [
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "Temperature"

1,

"values": [

{
"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 588.168
}
I
{
"time": "2022-08-25T00:00:0172",
"value": {
"doubleValue": 592.4224
}
I
{
"time": "2022-08-25T00:00:027",
"value": {
"doubleValue": 594.9383
}
}
]
I
{

"entityPropertyReference": {
"entityId": "MyEntity",
"componentName": "TelemetryData",
"propertyName": "RPM"

I

"values": [

{

"time": "2022-08-25T00:00:00Z",
"value": {
"doubleValue": 59
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"time": "2022-08-25T00:00:01Z2",
"value": {
"doubleValue": 60

}
},
{
"time": "2022-08-25T00:00:02Z",
"value": {
"doubleValue": 60
}
}
]
}
1,
"nextToken": "
}
(® Note

REEBRANZEMS , FRAFNEEAANDERARHEBE. ERXRTEATRLEBLE ,
HEANS 100, IRFEPEEHNERNR  CERZAYSEISEBE 100 @EHR
B BHE 500 EERR

\

%

WMEEFEES , FSETNETCEEIFEH GitHub,

& SRRV E LB R

BRE B SRR

Lambda iEZR[BEIFINMRA L. FERFEHE API g | AWS loT TwinMaker R 2% S
Lambda BRREEE B fE, R EZI[EEBE FHHARR , BISEH AR TEE AWS loT TwinMaker
ZEAConnectorFailure , & APl AAF R AE B AEPE T REIE,

BESE

HEIEMAIF |, Timestream BT —EEREFUE , TUBEBA MR RSTE, B , HREM—L
EMEO (HlMSQL) , TRFREANS HRERARN D BE L, F—ES0ERFEHITUE
SQL M EFEESD H.
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https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/timestream-query.html#TimestreamQuery.Client.query
https://github.com/aws-samples/aws-iot-twinmaker-samples-snowflake/blob/main/src/modules/snowflake/data-connector/lambda_connectors/data_reader_by_entity.py

AWS loT TwinMaker EREER

AWS loT TwinMaker JZiB:E #8250 BN EECHERE , ZERSENE , ARBEQ APl A F ik,
ERBEEES —EFERPER , FESE AWS loT TwinMaker 8% , REBHKHEEFE Lambda Ei#
2. RAIEBCB S ERAPHEBRAES.

AR SR E R R

HMABMATUUEEEREEEHERCRTNEE , ERMENBELREH BES A ERE
Lambda E3#Z28 AWS loT TwinMaker,

EZEHETLUAE Lambda E#E2S : AL Lambda £ A A #7815 Lambda E1#88 AWS
CDK,

WEFEBBERE Lambda MEAVFMER , F2BAE Lambda B EIM A RIE AWS CDK FEAE,

ZE

MFEARE Timestream R M HKEMCENRANHY , F2EBESERTHNZ 2N,

WMEFE SQL EAFARE BN , FF5SE AWS loT TwinMaker £84 GitHub 75X EH 8 T 51 Python 5

&,
3 AWS loT TwinMaker &R

E/E Lambda &% , LA LUEIBAWS loT TwinMaker 12 A API B THEE, SBMTH4ZE
AWS loT TwinMaker &R,

® Note

R REFE GitHub £8P ER R~ , A BBHIRMHFTE AWS loT TwinMaker EiR, &R
BWEEAWS loT TwinMaker GitHub Al THERER, —BEAcHERTHER K ME
EEHMTHEANMEEERNEHE,

55 AR R

BMEBRECETESAE , AWS loT TwinMaker MG EE R FEEHHNEES X end-to-end, 7T LA
BB GetPropertyValueHistoryAPI #11T , th A LABSER I FEAWS loT TwinMaker 21 & F#11T,
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https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html
https://docs.aws.amazon.com/timestream/latest/developerguide/security.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/libs/udq_helper_utils/udq_utils/sql_detector.py
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/libs/udq_helper_utils/udq_utils/sql_detector.py
https://console.aws.amazon.com/iottwinmaker/
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/workspaces/cookiefactory/component_types
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://console.aws.amazon.com/iottwinmaker/
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AWS IoT TwinMaker > Workspaces » CookieFactory » Entities » Mixer_22 > MixerComponent

MixerComponent

Component information
Name
MixerComponent

Type
com.example.cookiefactory.mixer

Status

Properties JSON

Test connector Run test

Select the properties from "MixerComponent* and a time range to test for time-series properties.

Timeseries properties (max 10 supported)
) Rpm
(] Temperature

Non-timeseries properties (max 10 supported)
[] Telemetryassetid
(] Telemetryassettype

Status

e

£ AWS loT TwinMaker #2Hl &7 , BEAHFMEER , ARETAET , E¥EFES4PHMERMES
EE, EEEW DA BE A ELREEREFSIBEMERN non-time-series B, BHRAREFSIEMYE ,
B LAERA GetPropertyValueHistoryAPI ] non-time-series B A GetPropertyValueAPl, 40
REW Lambda EER I EZERARES , BUEES B,

Properties JSON

Test connector Run test

Select the properties from "MixerComponent” and a time range to test for time-series properties.

Timeseries properties (max 10 supported)
[J Rpm
¥ Temperature

2022-04-01T00:00:00-07:00 — 2022-04-30T723:59:59-07:00
Non-timeseries properties (max 10 supported)

[] Telemetryassetid
[ Telemetryassettype

Status

Time-series result
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html

AWS loT TwinMaker EREER
TSR

BB IE T LAERE AWS loT TwinMaker Grafana &R AR B2, B LUBIBEEFI GitHub 5
B Y E At E B EEEAWS loT TwinMaker €65l , AEBECPEREFTESENERZEN,

AWS loT TwinMaker®#&z T & 7~ 5l 85 E 7 5B #e5

Cookie T Lambda B EHY TEEXE AT E LEYE GitHub, HARBMATNEEEFELELHE
Ry #BHEE , ERMAENEREEHE ZES 2 L£ME Lambda E#SE AWS loT TwinMaker, &
AJLAfE Lambda 12 & S A A1 Lambda BEE AWS CDK, MEAEIAIE Lambda BREHI A
7 , B2EAE Lambda BEF &85 AWS CDK EAER.

Bt TRAE R RHI

HAGEES  BAERBEAGHAZENAEEE. HR cookie TRRE , HEBENYERAFHEM
ERAE , RtRMAUEEAREPERABERER. Sl , BERBEETHEPER.

{
"componentTypeld": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"RPM": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true
},
"Temperature": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true
}
}
}

f5lan , B TTHATEETE Timestream EREFEFHEE. SQL EREFNHERERLE , ABRRHKDP
WEREN, BEUYZETHAYKHEEEEERE K XTEANERRRELZER A WIEAEET
HEF, EHRERD  SEATHHEE—EtelemetryId i &R E B EER RS TH M — 35|
#, EEtelemetryIdBMEMENE : ZARTHAREREEZRIEATERYE , NEETHEERHF
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/grafana-integration.html
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/tree/main/src/modules/s3
https://github.com/aws-samples/aws-iot-twinmaker-samples/blob/main/src/modules/timestream_telemetry/lambda_function/udq_data_reader.py
https://docs.aws.amazon.com/lambda/latest/dg/testing-functions.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-cdk-testing.html

AWS loT TwinMaker EREER

WE K MEBNREEERFE AP BEFEStelemetryIdBME , IAFHKEME ID, Y EHSE
RrETREER,

MRETHERFIEAENE ID , EEETimeStreamREH R TH. TelemetryId

{
"componentTypeld": "com.example.cookiefactory.mixer"
"propertyDefinitions": {
"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalId": true,
"isStoredExternally": false
},
"RPM": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true
b
"Temperature": {
"dataType": { "type": "DOUBLE" 3},
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true
}
}
}

B  RAEEN THEEREWaterTank , N TEH JSON EHIFTR,

"componentTypeId": "com.example.cookiefactory.watertank",
"propertyDefinitions": {
"flowRatel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true
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},

"flowrate2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalld": false,
"isStoredExternally": true

.

"tankVolumel": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

},

"tankVolume2": {
"dataType": { "type": "DOUBLE" },
"isTimeSeries": true,
"isRequiredInEntity": false,
"isExternalId": false,
"isStoredExternally": true

.

"telemetryId": {
"dataType": { "type": "STRING" },
"isTimeSeries": false,
"isRequiredInEntity": true,
"isExternalId": true,
"isStoredExternally": false

MEECHENTelemetryTypeREHEREEPNEME , AREAEREGDNEZABM, MFELHH ,
ASBAWS loT TwinMaker £ GitHub FHEFEERN THEE, B—EAERRTLART BT

A HitTelemetryTypeBEE , BRI LENERABMY (TelemetryIdMl) TelemetryType £
RKoEE | UHHGFEREHA,

#if5] Lambda

Lambda BiEREEEMERRR , URBRAAEEESHRER  UKEEBESETERRE, EEE
Lambda BV EHIE R E 8 RTE T %) JSON &4+,
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AWS loT TwinMaker
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'workspaceld':
'selectedProperties’:
'startDateTime':
'startTime': '2022-04-01T07
'endDateTime': 1650610799,
'endTime':
'properties': {
'telemetryId': {
'definition’': {

'dataType': { 'type':

'isTimeSeries':

'CookieFactory',
['Temperature'],
1648796400,
:00:00.000Z",

'2022-04-22T06:59:59.000Z",

'STRING' 3,
False,

'isRequiredInEntity': True,

'isExternalId': True,

'isStoredExternally': False,

'isImported': False,

'isFinal': False,

'isInherited': True,
I
'value': {

'stringValue': 'Mixer_22_680b5b8e-lafe-4a77-87ab-834fbe5badle’
}

}
'Temperature': {
'definition': {
'dataType':
'isTimeSeries':

{ '"type':

'DOUBLE" 3},
True,

'isRequiredInEntity': False,

'isExternalld':

False,

'isStoredExternally': True,
'isImported': False,

'isFinal': False,
'isInherited': False
}
}
'RPM': {
'definition': {
'dataType': { 'type': 'DOUBLE' },
'isTimeSeries': True,
'isRequiredInEntity': False,
'isExternalld': False,

'isStoredExternally': True,
'isImported': False,
'isFinal':False,

'isInherited':

False

AWS loT TwinMaker ##5 T &g #EE5
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}
I
'entityId': 'Mixer_22_d133c9d0-472c-48bb-8f14-54f3890bcofe’,
'componentName': 'MixerComponent',

'maxResults': 100,
'orderByTime': 'ASCENDING'

Lambda R EEREHIFECERNWELRAEER ., AWS loT TwinMaker 12t tiF-BHEHMR | &
ZATH IDEEEERILNE, i, EERE4BRERENR (BREARMIRER) YERIT/ERE
FRIE THNE RRE  AIBMHEHMREETHEREMEER,

HREBENER , MaTEMNFER , RAFLEERENKBE OAHKENBEFET -RIBERR
LUR R EIRFET. EHEITURBNAUTAR

SELECT measure_name, time, measure_value::double
FROM {database_name}.{table_name}
WHERE time < from_iso8601_timestamp('{request.start_timel}"')
AND time >= from_iso8601_timestamp('{request.end_timel}"')
AND TelemetryId = '{telemetry_id}'
AND measure_name = '{selected_property}'
ORDER BY time {request.orderByTime}
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2 MimE AWS loT TwinMaker 5=

SREENBFERRBRN=ZETRL,. CARECREBRNVERKNEIESN, BENMESITHER
i, REFIEY, aXBE SRANRERA , UEHUEREREXREBERERARMIRE —H.

RERETHIERE :

- BUE—EBEZH

- LEERZEE AWS loT TwinMaker JRE
. BULHNIES

- BEEEEZEBMAZETT

- BRIEBIREE

- IRELNSES

« 3D EFRAKA

La|
RES

BYUE— SR ZH

BEMREERRARENEBM LM, ELEERH 3D EH, ERRLEERERAK. BRI DAERH
., BEPWTE (FINEHA) UREKERBEE LS AWS loT TwinMaker SR MEE, FHAREES
WEATRLIEE, BARE , YRAESSHNERESE,

KEREAN R , £i8ERZEN AWS loT TwinMaker

SETLAE AWS loT TwinMaker EEBIFE RIGERED. A TESRESRER , RAEBEKER
&iEL , LEERRRREPEM,

B 3D BEAGEEHNEELEEATE, RHENERLMELNAR T 2MREMEE, fln , T

CAD BREFBENFHEEHR,. RMERLLEBEELELNARE , YHIEMNZEFEHE K RE
BESHE®H AWS loT TwinMaker FRAE M. MREZAHHEIH 3D EE AWS loT TwinMaker , Al
FEREVFHEMAEFEREPHET. RTREFCARMGRERRIABNERDBRFRER,

EERMEEELHENMERAD , BERARBFEKRHEBEBELTE , fl DRACO 3D BB HE,

AREMHFEELEHENE, NRMEFFFEEMERE , FEREE PEC BEEXATMAZ
PNG #3, &0 ERARBRKBIHFCERME TR (510 B asis B F U EHE) REMELIIERESR.
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https://google.github.io/draco/
https://www.khronos.org/blog/google-and-binomial-contribute-basis-universal-texture-format-to-khronos-gltf-3d-transmission-open-standard

AWS loT TwinMaker EREER

MEER R EMoE AWS loT TwinMaker

EERSHEMBE AWS loT TwinMaker , FEEE T SIRGMREEE,

* AWS loT TwinMaker IR RYEHURAER. HESRITEANERBEREEME,

- RMBRBEELNFBENGTHZETAFTEIER 100 E/E AWS loT TwinMaker,

- RMEBESESRHLHE 200 B4, BERPHYHEERNE 200 U L AEERESKIBERE
£,

- BMEBSRPAEBE 3D EEMNBAXNTEIB 100 MB, B , B se@EIE SN MEEB R
MR TR , EREURNERNBIERMEH

- KFEER  ZEREBRENR. EUNESSPEMBANCER  UEXEMERAER  NEMH L
BrHRY, RMAEBREESREA—EXR. ERENHFEAXR , TREESSPEREEHR
Y SER .

E—5 T #

£ FIE L EIRE — S B o] A R B HRUBEN HKELE T,

- WA OBJ B @AM S GLTF SAMEE—&FE A AWS loT TwinMaker
- SHHPERNR&E(L 3D RE
- BILESUEBEFH WebGL A

FEEEEZEE AWS loT TwinMaker jRE

BU L EREREREFHMNERTMNERECBNSLEEARNSSFNER, EZ AWS loT
TwinMaker R &R , BEA [ERE] EESEA LEER.

FAFEEEERLIEEZERE
FURBTHSEREH AWS loT TwinMaker TR S EERHEE TERERE,

1. EERSEDRRYN "THFE. T, EWN "ERES .
2. EW[FEER , AREZCELENER.
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https://aws.amazon.com/blogs/iot/how-to-convert-and-compress-obj-models-to-glb-gltf-for-use-with-aws-iot-twinmaker/
https://medium.com/@michael.andrew/6-things-you-havent-optimised-in-your-webvr-content-272d74d541f0
https://www.soft8soft.com/docs/manual/en/introduction/Optimizing-WebGL-performance.html

AWS loT TwinMaker EREER

Resource Library i«

S—

‘ Q. Find resources 1 @
File icon Name i Created v

CookieFactoryWaterTank.glb April 28, 2023 at 14:27:45 (...
CookieFactoryMixer.glb April 28, 2023 at 14:27:44 (...

CookieFactoryLine.glb April 28, 2023 at 14:27:44 (...

=
ki
El
=

CookieFactoryEnvironment.... April 28, 2023 at 14:27:43 (...

= RYBN:

EARS  SRRE—ESR , MELATURERFTER. SAUEAE LBIEREN 3D HE
REMNNBHLRBUEBIBRBEINHRUTHBFER, SRYHFTASEREEZERZE , NEM
REBRM B/ EBIERR.

® Note
BUSSZH , KAKEITHERE,

FRATIEFEPREILES AWS loT TwinMaker,

1. BEMBERER  FEILEENEAEEPERE 58,
2. FRIEIE Create scene (BIER), MESE L BEXEEIFER.

3. T:i_:i% BVESRT  BAFSRNEBNER, IREEEEHSBHEHEEBAE , MTLREIS
=EH, ERERDES S,

4, EEEBRRIYSEN  HLE TEVSE, . WERMDER  YERERLERT
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EE=PFEH 3D EE AWS loT TwinMaker

AWS loT TwinMaker 585 —#HEREZHE , ARLERXRHBTE RN 3D ZH, BRIVEIFAMNK
#*H 3D ZMAMMMHFEE , BT LUER T 5 Widget MiEERE,

* Inspector : i "HRESR RERGENFERBLFNZEERAGNBHENRE,

- BREN  BEREHR-EID =/, EULERPENNERNEERWEM 3D &R,

- SREREAESE  SUUAEALERSESRTEENMEER. THRESAONER,

© MHRR ERRRRTNEEREEBDYH. CELRESRESPINE 3D WHHHDO,

- REAKERE  EA TRBEKEN REBRASSGEAEN BN S L BIREARE, EUNE
BRABNATAKILER.

« MERIEHIR  FEESREN LEE FHEABEARE-TUBLEBRINSOER. EiRE |, F
EREEWHEFRE, EERN nﬁﬁﬁ/aﬁitﬂﬁiﬁiﬁ HEFCHERNBER L ESABEF

o
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Edit{cameralGizmo]

BXEBER LS RRBERRBHRIEFFI LT 6

- B ERSERPRENEE,

- Eff : EMBERTPHRER-RER,

« DOER (+) : ERMREBRIFEUT SIEME - S AR, AT 3D RE, FEEE. FEORMRE
BREBR.

- BFEELN  FRSSAMEEEE "RE, N "T¥BL .

« WIRAE (MER) « 62 L 3240 7T M BRI == HOE B D 4

- MHRETER  ERALZREAAIFE, RENEBER Y.

SEERTZEMAZET

BRI LS EE R IR R A KT INE] AWS loT TwinMaker B2 E T, ELLESHE 3D E8 Ligd
BEENER 6 ESRERRMESESPTNERELIEEE T,

1. FEAWS loT TwinMaker TR 5P EBEFTRNIES,
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AWS loT TwinMaker A% ER
2. EEEREEESD K BEENNEHENET.

3. B+ RARUTHNRBRTRERENRENNER, SEFEMERNAREREETT,

4. HERER{TP  BUNEBEABIFEUTRE

FHER
- MHE#VENRE
- MR
. MBI
- EEENERFH
5. MEMBRFEAERE. EHEEEABTENENMARSHRNET. SHE T T RHHBEEE,
6. REEPEFEEANERE SREIHAERSHBTEARIHENREER.

BRI RiRE

AWS loT TwinMaker ZR2EE—#HTE K Wi MNEENIRZESSSFEENER,

T 5| EEAEHESRINAIE AWS loT TwinMaker 3% = & 5 FH 18 &V R EE Th 8.
- SEYHNEERE
. FIERRE

- IRESEREDNETT

ZRYHNERERE

AWS loT TwinMaker A] ZEBHEENENH LV HFIEES R, EEEENREINIEEEE Tt
BHESSETHEEE, EBEXNERNNE,
1. FEAWS loT TwinMaker =2 A hEEZENE R,

2. B+ RRETHNRREFREREP—EEE, ETREEE X  BEIN + RETWEM
AEN

ERESEN 3d ETRTBEIREN  CEXSEIRERAENBE,
3. ERERESRTRELRETE.
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AWS loT TwinMaker EREER
TEENEE

AWS loT TwinMaker A[BEEEUS S+ 3D BHW FER WK EEBHEERZTHY |, HIINER, X
TRELR A,

3D HEEREAETESTREN , TREEN TEIAEEABAEEAN FEE, flw , KRETLEB
BRI, RENESEES (HI0EE , EENER ) WARLHIBRE 3D REWN FEE,

SR IFHY 3D XA - GLB M GLTF,

1. TEAWS loT TwinMaker = &5hEBZTHRNIES,
2. MRBPEPREEH  FHHLR T+, BEPBRIURIERFIGER,
3. BEHESSEHREDIHMNER —BiZEEE 6 EXSEEETEREMFER,

(® Note
MRERBBRIIEEMFRE , ARTERBEREEEREREMFERE,

4. BHEYRIEHENTRYE K FERTUREEF FRESBLEANREETR.

5, FEMBTHEIEEN PINERBRUE) , SRREFSEENTEERHRM, ERRER[BER
EHMRBETEAEY,
6. BEEMER. XR RUFHMAMEMAZTARE  FERETFERFERKE +

migm RAEE P RE T
AWS loT TwinMaker 8 T RAERFERER LT EROBYE. THRFETTEAREDERY
ERGTHLE .

1. EAWS loT TwinMaker &P EBEEHNIE R,
2. FRUERRE K ARENERF<BIHFTE.
3. EHUTER®R , BT + & ARETHNBEPEMTIHEP—EEHE :

- FETEAEE

« BOA 3D HEH

o IR

. fE B FRE A
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AWS loT TwinMaker A% ER
- HERR
- FREREZER
« FTEERERER

4. RTHXBEFEMHEP—ERRR  BNEAREASR 2 PMEAZNFRERAES R

5. BULEFHFHFFARNEMK TR, HEREN TR , AREREBETREBEMHRX TR,

RREENIE R ERE
AWS loT TwinMaker 5 R B2 T HAR S REE TN EMTRN LER, TREUREREN,

BBE Markdown FiRENESZEE , F2RABRKRERE , EXFEENE I XHE.

® Note
AWS loT TwinMaker FEBNBEREZEM AR HTML,

MEEEREEER

1. FEAWS loT TwinMaker &P EBEHNIF R,
2. WERRETENCERBH TR, NRRENEREFHTER  RETEEENEER.
3. Nk + R, RBBRFRIMERRE,
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AWS loT TwinMaker EREER

Hierarchy Rules Settings EmMTotEy ¥ Inspector

¥ Properties

No node selected.

Add empty node
Annotation

Add 3D model

D« Cameral
Add light

O« Camera2
Add camera from current view

¥ Light Add tag

@ MIXER Add annotation

Add model shader

E® MIXER

Add motion indicator

@® Tag

Scene Statistics
Vertices : 107,892

Triangles : 162,180

4. TEEMRIE Inspector EOH , @ N REFFZFEIH 2. £ Markdown FEEfRE R HFEHBETHX
7o

BEE Markdown HFiRBENEZEE , F2RBEREERE  EXFENELX

Hierarchy Rules Settings (Ut L Inspector

Q Find resot +‘

v Properties

®  Annotation Name

Annotation
o« Cameral

¥ Transform

£« Camera2
Position

# Light X | 1.569 Y 0.000

@ MIXER Rotation
X

EHS® MIXER

@ Tag z / X
@® Tag ~ > ¥ Annotation

Markdown Content
@® Tag

Scene Statistics
Vertices : 107,892

Triangles : 162,180
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AWS loT TwinMaker EREER

5. BHE#H AWS loT TwinMaker B RERBEZERE | FRIE I EREGE), #i8 (BER D],
ARBRENERPERERNNERN [THEB M [BHEEE]. EULEHBEESBLUUSHRBAE
Markdown B8 , W EFEHBETRER,
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Inspector

_|_

|

¥ Properties

Name

Annotation

¥ Transform

Position

X | 1.569

Rotation

X

¥ Annotation

Markdown Content

Add data binding

ERAEER
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Inspector

_|_

A

¥ Properties

Name

Annotation

¥ Transform

Position

X | 1.569

Rotation

X

¥ Annotation

Markdown Content




AWS loT TwinMaker EREER

6. AEBBARKTEBNEE,

MAREZRE 3B AWS loT TwinMakerBBBE EETBPERERSEFINERESE
{8 : ${variable-name}

Bl hBEEELEEEmnixeralarmFBHETRHWES{mixer®alarm},

Camera View v
Inspector

4L
¥ Properties
Name
Annotation
¥ Transform

Position

X | 1.569

Rotation

X

X

> ¥ Annotation

/ \*\(‘\‘r% = Markdown Content

= T ~ P | ### Annotation
( . 1 9 alarm status: ${mixerOalarm}
. Annotation

EN
N —_—
alarm status: ${mixerOalarm} \‘J

b

Binding Name

mixerOalarm

Entity Id
Q_ Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240. X

Component Name

AlarmComponent

Property Name

Scene Statistics
alarm_status

107,

B ERNINERE

BT LA A AWS loT TwinMaker BREIVENE, SEEEHREBMEER L THRERRESSE TIHEE
BNEEER, BEEREREFREEREN,

EEQT:E Markdown EF'%EEEIQE%{EE\ , B /EﬂEﬁ#%an/ Ezlinmfﬂ’.'! E—'jﬂ_j{ﬁo

RS IR i
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AWS IoT TwinMaker

ERAEER

® Note

AR RAEENREEBRNERE  FERISESERPIR, SAUESKRKEP IR
BIE , LE-RARFAERME.

1. FEAWS loT TwinMaker &P EBEHNIF R,

2. AWS loT TwinMaker BEHEZRSSHER , EWUEHFBEEEBEINNFTESR.,

Annotation
o« Cameral
O« Camera2
¥ Light
ES® MIXER
® EQ® MXER

@® Tag

BngE + il | ARBEFEFNRRRIER.

Hierarchy Rules

Camera View v

v Properties

Name

Add empty node MIXER

Add 3D model ¥ Transform

Add light Position

Add camera from current viey X | 3184

Rotation

X  23.085 Y | 0.000 Z -12.823
Add annotation

Scale

Add model shader
X | 1.000

S Constraints
N . Snap to floor
F & >

Add motion indicator

\ & : ¥ Model Reference
> < Model Type

| \ 4 ‘

[ ) 5y

[ ——— S \ Model Path

Shadow Settings
Cast Shadow
Receive Shadow

Unit of Measure

3. EGMIM Tinspectory EARA , BEX "+, (IN5R) kiR , REBEN "HEBE,

BEZRMEER
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AWS loT TwinMaker EREER

Inspector

+

A

Add overlay

Add entity binding

IH:

Default Icon

Entity Id
Q

Component Name

Property Name

Rule Id

Link Target




AWS loT TwinMaker

4. 7TE Markdown FBEH |, B BB EE MERE R XA,

ﬁEﬁ’E Markdown EF:%E%E@E%"E«%\ , EE /Bﬁl?ﬁﬁ"ﬁﬂﬁnm gzlxnn/ E’JEHIEo
5. HEHR AWS loT TwinMaker IR ERBEEEEER , FHEW FMEERREL

Inspector

+

A

P Properties
» Transform

P Tag

¥ Overlay .

Markdown Content RN

Remove overlay

MEREEBANER D, ARENEXRFEIENNERN THEBNBERRE,

BEZRMEER

ERAEER
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6. IETILLEIB AWS loT TwinMaker T3 EFEE:  fEETE RERBEFYERNRHES
B : ${variable-name},

Bl hBEEEEEEnixer0alarmP LAE LB RHWES{mixer0alarm},
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AWS loT TwinMaker EREER

Inspector

+

|

P Properties
» Transform
» Tag

¥ Overlay

Markdown Content

### Overlay
alarm status: ${mixerOalarm}

Binding Name

mixerQalarm

Entity Id

Q, Mixer_0_cd81d9fd-3f74-437a-802b-9747ff240 X

Component Name

AlarmComponent

Property Name
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7. ERMRABEARMY  BURELAN "RE, BEF , YHRE "BE RECTR , LEIXA
BImBEE,

® Note

AR, RAEENREERNRRE BT

I

EEEPAR,

i

BB B R o



AWS loT TwinMaker EREER

Hierarchy Rules

¥ Current View Setting

Toggle visibility

Motion indicator

Tags

Overlay

Annotation

¥ Scene Settings

Environment Preset

¥ Tag Settings

Scale

5.000 B Fixed scaling

Overlay
Visibility settings
® Alwayson

¥ Data Binding Template

sel_entity




AWS loT TwinMaker EREER
/R =N=1
REBENS =

BYSRE , KAUESSPHMEER. tAMREHERE Widget. EAERTHM Widget RE I
BlfuSEER jﬁ?z%ﬁ%ﬁéﬁ‘\ﬁﬁﬁ =PI ThREE,

HRETEES R

HEREEMEEENER  FEATISR,

(® Note

EESSPRMER  SLELSER EER AWS loT TwinMaker EiRE, MEFMENR ,
F2lE LEERESE AWS loT TwinMaker JRE,

1. ESRREREEL , BREMR (+) , ARERE "B D KA,

2. TE[REFREHEER)HEH , i#IZ CookieFactorMixer.glb #ER |, REBIRIZE [Fig). HRIBER
B RK

BRI REBR (+) , RBRE THEINXRS .
4. BESEXREANESEMOMLES R,

¥ | 0.000 Z | 0.000

X | 0.000 ¥ | 0.000 Z | 0.000

Scale

X | 1.000 Y | 1.000 Z | 1.000

v Light

Light Type

Directional
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® Note
EREERABRNRELR. EEREEREREBAL  FERRESEEPRENHA R
B,

AR EERIEE Ul NERMFRIMB SN SR

R A Widget TUAELRESZNRGTEEYHNES, Hln , BB IER Widget , BIBE
ZRNBAEEREES ST Cookie EESsTNEEE,
EEATHRER , SERZERT Widget 318 ZZEN W4,

1. HEEEPRBUCERTE Widget BV, 2 + il , RREE "TREZ®R,

2. BEMEGBRAEE  BEKBTIIETREIL ColorRule , A&7 "# 8] IDL Y14
nspector Etx#1E#E ColorRule,

3. i®H Entityld ComponentName , 3 B PropertyName &8 B R Z @S BE TN B E,
AEEEIHRERA

BRI ERR B LR A ERIEEZEEE Ul Widget (BINEBRERZERHR) REABNERES F
o BUTEHRA  BEGTEYACHRA. THHEFBREBLRA
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ERAEER

— Expression

temperature == 40

Target

lcon

Remove statement

Expression

temperature >= 20

Target

lcon Warning

Remove statement

Expression

temperature < 20

Target

lcon Info

Remove statement

Add new statement

Remove Rule

P sampleTimeSeriesColorRule

Rule Id

WENIE
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FEBERTHEREERE DA BE WAHEENERBERHSRI, flw, ZIH% MR J;J VAV N
R 40, AIREBEHEBNABLERLCERE, £ Grafana BRRPEEFEZR ARRERE
P A B B R SRR AY 5 4 B R E AR

THEFRAIAARKE SEE Ul BRERERNFE.

1. EEXEAEM "HEAL REERT , MAXFHL ColorRule FHETE | ARIBZFE "R AIE
I%HJ o

Hierarchy Settings

» rule_1

> rule_2

MNew Rule Map:

ColorRule

Add New Rule Group

2. RENERARGERFAI, flm , SRR BENBM NEE, BV —@ , HPHRENEIR
20, HRAUBRERNEATIEE  PRE <. KR > PRIFFR <=, KRFFR >=, MFRA
A==, WEFMES A F2EAEFTLZER JEXL FE, )

3. BEERERER. EEERHAER , fl#fcbad3 , FEATEME. NFEHAEMENFEHE
ﬁﬁﬂ e Eﬁ'I’/\JEf_Lo)

REREVER

BERMAZSREBEX, y, zERVENER. EREAERBERESSBAERIA[E. BTUE
RAEBREESSTRENTAIRENE , SIURE,
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® Note
LT DT EEE | TSR ER R SEE,

ERATIHRFEEBRTEESR,

1. ERRETNYH  BE T+ BB, AREE "THEER.

2. WEER, A% A FEEARBALRA , FERRERAE D,

3. HETHXBEEF , iBIE EntityID ComponentName, H, PropertyName
4, FEEAN "ERRE, W, FEE "EM, DataFramelabel,

3D EEREBEN
HSRFEH 3D &

MREEFHA 3D HRFBIRRMEFFRKE , AWS loT TwinMaker R EBE®R R 3D RE T
RMEETME , AITTRe B EAREEIRS 3D PHRh, ANEERA 3D HUEANTANMOIBE LR, FE
BERLURE 3D Tiles RBBEEENERAREM , UNFEHRERRA,

BHRHERER R

MRBHESLUTER , AWS loT TwinMaker B2 3D RE ARG B MEERE , HINHAREE
BNEEUEE :

« R BEHXHXRNPMKR 100MB,

- B CHBEHBETETERBEEER.

- B BEEMETERBREERE=AK , THEKEMFER,

3D EEN

D EEHRARANBRERLMMAE 3D BERMENFERL R, ©ALIE AWS loT TwinMaker 3%
RPUEEA D EE | WREBEKGETFITRNATEEENERPIHA |, U&E{L 3D BB,

3D E/MXEMBLAEN. BT —EEEHRS | 4 3D HHWRA 3D THUEHT. SLANE
V3D BEHBEMAL R | RMRBEEASENRIERIER, BALE Cesium WEESE LS
M Cesium AR IBIEHI 21T RIBIB A BT HEHE
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https://cesium.com/
https://cesium.com/platform/cesium-ion/
https://cesium.com/learn/3d-tiling/tiler-data-formats/#supported-data-formats
https://cesium.com/platform/cesium-ion/pricing/

AWS loT TwinMaker EREER

EZEGALURNINE] AWS loT TwinMaker 352 3D REEE | FiRRIEH L&A RAEITIRE

- BIERB BT

t1{E86 3D £ AWS

EERERA D Tiles & , BIMNHEREER , RES T LEZIZEH AWS loT TwinMaker THEE
Amazon S3 fEFZETHE :

1. RIEY THEMW 3D EEEREFE,

2. SEFEMRBERIHRE,

3. HSE{E 3D ERER R L ETIEESRHN AWS loT TwinMaker T/EEFHRFEEA Amazon S3 f#FET
., 552/ Amazon S3 FAEIEREHPHN LEYH. )

4. WREH 3D Tiles WE S I L& |, EA&7E AWS IoT TwinMaker EREFRERNEFERLY
Amazon S3 ERI KK ETiles3D,

® Note
& AWS loT TwinMaker JREAF X #FE# & 3D ERER,

EH A 3D £/ AWS loT TwinMaker

AWS loT TwinMaker &8 {F{T HEZEH TERE S3 7@ 3D BEER,
BERXEER—E Amazon S3 B# R —fEtileset. jsonMPATEMHEAKESR
(.gltf, .b3dm, .i3dm. .cmpt, .pnts)o Amazon S3 B #&E RS UERHBEREEREHFTiles3D,

BEG D ERERNEELNER , FERTILZR

1. ESRREHREEL , BREMR (+) , ARERE "HE D KA,
2. Xk [REREHEER KREP , REEFEEM 3D BEEREETiles3D , RRIEE [FHE].
3. EEMLE-T A6 BEEREESFRTP,
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https://cesium.com/learn/ion/cesium-ion-archives-and-exports/#create-and-download-an-asset-archive
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html

AWS loT TwinMaker EREER

3D EWHMERE

3D EEENAXELMANFRTREY , EXRTREEENEBEETERR FEEZNIIEE, &4
RA LG Widget #T18 % 3D Tiles |RE | (BB AERAMBE FEERINGE  HEEGH, FB 3D
BNy FELRARNERRE.

BRI IHELRANMASSEEEENAEEE, NREFEFERNE S HENERE | AlE
KEEAEBN GLTF/GLB EERRY EEAMIIS RS, EUBBEENERMNID IE M
Blender 5 Ko

B ER RS

- BHE 1GB W IKER  Hh IS lnBENbR, ERNEE. EEBHATEENBRERE
i, ERENEFTERIIY,

- BRI LREER PN A RMNEMEE , LEH Blender S HEHFIERBH GLTF .,

- BRI BERNE LI ARNTHELRS 3D Tiles RE |, WigH EEF| S3,

o SRAILAAS 3D AWHEE R A GLTF = i A F R 2 (0,0,0) B AWS loT TwinMaker £ &,

« BULBREZERTHMA GLTF NEFHENER FER , SIBREREBMRREEEREKILE,

BREm =R

AWS loT TwinMaker SR BBEERBEH P FRESHTHMBZERBHABENHE, F£HE AWS
loT TwinMaker BAEBVBESES  UEERERHEE, BEENFKER D HS,

FEINEE :

- B 3D SREHUH. RENERBEHSRBENBEEH "BE, 2R,
« MRIGH Grafana HETEARA P ERAMFSIRAR , RITUER 30 WEESRHNER,

HEHEBEER

BRESRATMRE S3 PSR JSON EREMK , ZERTEMASRBMIRENFHRER, SR
EM2EEMLAE JSON XHHETT |, AWEFE S3, MREFELAEEHE , BESREME—RIRE,

PBRESRRHARSEREHRENSR JSON ERAEK , MATARMERBHNBRRENS
REAABETNEERTINH. DESIEERENIEASEEARPEXE, M AWS loT
TwinMaker EEEXFNAAREESLRNER , F2H).

BEER 135


https://www.blender.org/
https://aws.amazon.com/iot-twinmaker/pricing/

AWS loT TwinMaker EREER

BALMRBUTIREATNBRESSBRA/ADRER

,E‘I@

¢

EAWS loT TwinMaker A FEEZTENIE S,

- EEAIERLE , B-T "REL BE.
- BERERESD "HERER, BR.
- B-TERSRZE , RRE—THE

/A Warning
RBRESRERSDEERRTITEEN,

= rarchy Rules Settings - B - = —_— - - — Inspector

¥ Current View Settings - B ~ ¥ Properties

Toggle visibility + - No node selected.

Motion indicator
Tag
Overlay

Annotation

P Scene Settings

P Tag Settings

» Data Binding Template
» 3rd Party Resources

v Convert scene

Convert to entities

Converting your scene to entities enables auto updating,
filtering and querying your scene.

Refresh cycle

Auto update (every 30s)

SEHEAEENET

RTEUSSHENETTH , XETH 1P THEE .

MR EFREGE N IBHRENATEE,

- BREEBHEAEE  ARGAREEIER/ SEEERENBEAEE,
- RFR-EAGRE  ARERARNSBFNRE,
- BESZE-EHEAEE  ARFRSIPEMN 3D REMNREN S3 LE,

ERFHEAEENET 136
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AWS loT TwinMaker ERERER
- BREEOFEIDBEE I REEEECHRRENAHEE,

- EBETRSE-EEAEE  ARNERERE RS NBFHERE.

- MM FTEBESERGFIDER s FEERENTHEE,

- BEE—ERAEE  ARNREERTAINERE,

- BH-EEANEE  ARNERERBEENERRE  FIWH 3D Bt , ERNBEA B,

HRESSHS

HESRETEEEEEERISCENESHERE T2 T, SRASEHH—EREERNESSHEENR
EEMECRNFERBEBAGEBAEAR. RTHWEESSE 2#%E — 18 com.amazon.iottwinmaker.3d.node
AHEMSEERNALS (IDER | BONMIESE),

/A Warning

AAFHMREMESRELT , FRAENSRTRERTERE. NREBEL D HTEMERE
R, AEASRERSREERMENMREREE  AREASKERRERNMERE R

BREERBR 37



AWS loT TwinMaker EREER

£ AWS loT TwinMaker Ul #4212 B EE Web ERRERF

AWS loT TwinMaker & AWS loT IERREFRZE A SRMEEAE Ul 84, EHEL UI B4 K BRAER
ALBEBERMN Web ERRERF , YARBFERAAKA AWS loT TwinMaker IhEE,

AWS loT TwinMaker Ul st 2 Ap AWS loT plication Kit B9 —&B4% , & 2 — BB KRB IS A B iRz
XE, 7JF loT EREXBEZASHEH loT EARMER

AWS loT TwinMaker Ul #8535 -
« AWS loT TwinMaker & :
—EERLEERE Y |, TESHEEER I EE AWS loT TwinMaker ISz ERE T,

WEHMEE , FHSRBAWS loT TwinMaker 3R 34,
- BEWEET

BEMN 3D BERMEMH | BERBereact-three/fiberWEF &4 W (FREHETEITRRE,

WEFMES , F2RESWREE .
 RIAEARER

—ERAEBHREE T |, AIELIEIB AWS loT TwinMaker Kinesis #8728 R R Ao
MBFHMEF , F2RE L BEHRER XS,

ETHEBER AWS loT ERTEGNESZER , FABAWS loT EAEF T ES Github B

ERNAERERRER TEIMEFT Web FEATRE AWS loT FHIEREA , FHRBIE AW loT EAERF Kit
MEHH,

138
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AWS loT TwinMaker EREER

Y1#2 AWS loT TwinMaker EEE

AWS loT TwinMaker BRI E=EEEBEDR : EX, EERSEHRES. EETEEXNREATAREEBIER
X

B BERRUEAEAERNEEENYRARBIANEERN , E8FSET —EREBHMARE
W RUEHEARENTERRNRZLUREARENITERRNR K SRELHHETRO=AER
BHREUEAEAEENITEESN., MRERKERYRIEE ASFETHEN, MEFHAENR
MERAENR , BFSBAWS loT TwinMaker EE

LR FEREA AR EEAWS loT TwinMaker iR EBER

1. BARXAWS loT TwinMaker £ &.,
2. EEQBSEERSD , BW[RE]l. "EE. EERERREK.

3. BEEBREEREAL
4. EW "HE, 5 "HE, EXREENX , WTIEFENERMN R
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AWS loT TwinMaker

ERAEER

Select price mode

Basic O Standard (current price
laskc pricing mode is determine: ITII:IdE]
w the data access calls sent e e | e
during the current hilling cycls R I‘--c'.'u ——
ioes not include Knowlege queries made, and data acces
cal ent during the curme
il
Standard pricing
The Standard pricing moda is determined by the entities sed, queries made, and data acoess calls s

Pricing element

Unified data access calls

Queries

Entities

Pricing unit
per MM
per 10K

per entity/month

5. B [T UEIFTNEEEN,

6. LHRECELEEEEN,

® Note

Tiered burdle

Tiered bundle pricing mode
based on 4 tiers of usage. Each
tier is set by ny
ind a usage threshold hased an

mher of entities,

L dunng the cwrrent 0 .I|I|'_||'.'||l'

Usage threshold
nfa
nfa

nfa

BULREREAEARAERNEEEXRARKEXNEEEX  BRESET — @k
EEHRBEN, AEHAEREENTERNIREUBBERAELENTEENR , &5
ERSHET RN =(EFEABHTREAERAESEENTERN ., WRERERYIERR
B ASFSVAIEN,
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AWS loT TwinMaker Hlz& &

AWS loT TwinMaker & B R =44 AWS loT TwinMaker TEEFSEWMEET , LAEBELLE
ERRNEE, S HEE, tHMHERBTES , LELTER AWS loT TwinMaker EiR 2
ERERNREEF,

THEBERB\UAERA KBS BB R,

e

« AWS loT TwinMaker &8 Bl & 08 =

o M{AFIT AWS loT TwinMaker 5% Bl &= 5

- AARESEES

« faER AWS loT TwinMaker Hl3BlEE Grafana
« AWS loT TwinMaker A% Bl & 2t &R

AWS loT TwinMaker #03&% B & 08 %:
AFERENBE N ENEEBSNFAE.
S35 B an e T4E -

HEBERIZEEEN HEHER A CreateEntitys}, UpdateEntityAP| 2 BB %, BEREEEE

W—EEG EEBNSHREBERBARN AR — @B, AWS loT TwinMaker 13 El & FFLY

ExecuteQueryAPI , IRIZERBIHWEMNERKEMzENEBRETESR. MRECHAESED

PartiQL EF#FES (7% AWS lREFEA) , MENERLLHE LI EHYEREETH, EITHEY

%, BB ERRAREIBEAB L AEZHTEMNBENER.

A EER AT

- ERER  TEERAGHNZENES,

- ¥ TREFHNESEERAESNAEREL PR,

- BB FERMHLEENSEREBHBEENENAERERDHEE. A, FHER
parentEntityld ML ERHEERXNRXR FRARELENABREFLHEH "isChildOf B A BRYE
&, FTEEHEASEMEERE.

- B3 : AWS loT TwinMaker &2 —EERNAEHHN —BERHHREENEYE., BIUER
AWS loT TwinMaker CreateEntity={ UpdateEntityAP| R E & MiREERIH, £5 AWS loT
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https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ExecuteQuery.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateEntity.html

AWS loT TwinMaker EREER

TwinMaker , XAH BRI THTEERBR. BRELZEEZARBNER, BRLARK—EE
T E S —EE T B E .

WA 1T AWS loT TwinMaker HIz%E 2=

£/ AWS loT TwinMaker HIFB& Bl &R <81 , BREEZE TR T FI L EFRMF -

« B3I AWS loT TwinMaker T/EE, EEILATEAWS loT TwinMaker 2 AP EY TEE,
o B3E AWS loT TwinMakerBEEB THRFEUARNAELER, NEFMEN  B20 B8N E—@

i}
2 o

o ZH3E AWS loT TwinMakerfy & $1E 88, MEFHMEN |
250

L)

I'

nlh

28 AWS loT TwinMaker & ¥} E 1=

(@ Note

EEZ[A AWS loT TwinMaker MR E X , B4 BARBABES S BHEESEEER, NEFAE
A, FFSE 3 AWS loT TwinMaker EEER. .

THRFRANMAMRST, 7. RENREEM.
F R E I im SB35
HEEEFNEEERRERS

1. BIRXAWS IoT TwinMaker E# A,

2. FREEEHPERAMRERNTERE.

3. EEAIEEINAERT , BIF [EHRER.

4. THFEESRBHFER. SRETUAEIFENERLBTEH T,

HEYTERALELEER

1. EERmERT , RE RESR ERURMEERESR
2. ERERZETP  BRECFEHYIFEERAITHEM.
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https://console.aws.amazon.com/iottwinmaker/
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HEETNES S  BERESESEBvav_ SHTEENEE K ARFEATIEAGREE A
I feedBERREMELER

SELECT ahu, vav, r FROM EntityGraph
MATCH (vav)<-[r:feed]-(ahu)
WHERE vav.entityName LIKE 'vav_5%'

(® Note

%]E&.nn/ {EFH Pal'tlQLo yuéﬁ'ﬁgﬁﬁtnn/fH’Jﬁnﬂ
ExEMEIR.

ﬂlh

ZBAWS loT TwinMaker #0:%

3. EE "SITEM. UBITEELNFER.

RAERBLENERELE R,
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vav_15 vaw_7
vav_17 vav 5
feéed féed
feed feed
ahu_% ferd vav_19 ahu_1 fopd vav_ 8
feed feed
faed . fead
vav_18 vav_23 vav_ G |
vav_24 | .
wav_16 feled waw_B
fead
ahu_4 feed (“yay 33
fiaed )
i feed
vav_20
wvav_21
vav_12
wav_10
wav_0
feed
faed waw_3%
fieed
ahu_2 feed wav_11 Teed
fewd )
fopd ahii_0 feed w1
wav_13 fopd i
fead
wa_14 av_d

LHBERNREERERSR 2 FHNEH RO,
4. ERNERUESETREREY, BEERUBRBEENINEIER.
5. BHELLEE "EHAL , BLISON 5 CSV A EHEBE R

ERETEHAPABENERRIE, MERTABEZ ENFMEANES
TwinMaker Fl:% Bl 3k &R

":m'h
N

ZBAWS loT

A5 B 3% =

B LAER AWS loT EABRXEH THREES AR EESEEN AWS loT TwinMaker 352 HH
Web ERER, EMELRBSSFEEN 3D HH (RREHWRERRAEN 3D RE) ELXEF. &
EEVRASSET D HREFNERAREN K FAK D HREEEIEEFNE T, EBILHE
AWS loT TwinMaker f@RIE RSP HIRMW D BEBTHEFERCHNBRER. A%, BUUEL
Web ERRER., FRSSIZEMID H#E  FLUBFENFRERCMELMERERR,
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Knowledge Graph

BRI AWS loT AEARF I ES47E AWS loT TwinMaker B2 4 KB T4 Web BRREF
W Rl , 552 B github LAAWS loT TwinMaker =l react EAREFo

AWS loT TwinMaker 35 = B 5c R 154

BIYESRPER AWS loT TwinMaker K EIRY Web BN 281 , LT T 5 5TRKMH

o B3 AWS loT TwinMaker T/E[E, BAILATEAWS loT TwinMaker £#2 A HEII TEE,

o B3 AWS loT TwinMakerBE THRHEUR MR B, MEFMAER  BF20 EUENE—@
B,

o EIEA 3D A AWS loT TwinMaker 5=,

« B AWS loT TwinMakery AWS loT EAREXNEH T, WFE AWS loT TwinMaker ST BV E
A, F2EER AWS loT TwinMaker Ul 4RI B EZE Web FERAREF.

< BIBAEBES S MERRNERSIEN. FSEAWS loT TwinMaker HIEE /O HE=,

&III

® Note

EEMFEH AWS loT TwinMaker HIFEEXRFETMEEIIEE , BABFEAEES P EHESEEE
No WFE AWS loT TwinMaker EEBMFFMENR , 552 B U AWS loT TwinMaker EEE R,
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https://github.com/awslabs/iot-app-kit/blob/3DKG_Demo/examples/react-app/src/components/index.tsx
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EHERPHE 3D HiF

EERUSHANBERSSESH Web ERAERZH , BABSSEPREFEN D ER (A 3D Hidh) BE
ZMBEBNITEEER, i, IREESSEDERIH/RENOELR  MEENEBB Anixer_0,
EHEESSENEARRESSHNEBCERYERER  UELERENNEHE,
EEHITERNBERME

1. A AWS loT TwinMaker =12 &,

2. FARBEMIE 6 ARENETSLEBEN D HHNER,

3. ESSEEEPIRME BDERE), ERRE—REHHE  CSTHRELAAINBERE R,

4

% "RE=R. ERP  BEEERER , ARER "+, Ril. ARBENEERREER. €2
R —ETHXEE , EUNEEFENERGE B ENNESMAERE,

aws1 Services v Resource Groups

@ Feedback (@ English (US)

Rules Settings

Add entity binding
Add overlay

Cell value Mixer1

® Mixer 1
¥ Transform

[l cell value B
Position
Cell value X | 0.000 Y| 0.000 Z| 0.000
Cell value Rotation

Cell val " X| 0.000 Y| 0.000 Z| 0.000
£ell value
[# Cell value ¥ Tag

Default Icon

Info

Entity Id

Q Mixer-1

Component Name

Temperature

Link Target

5. REMBETHADERYD , BENEHRE 3D HEHNER ID, & [THE8 M [REEHE] B
b ENEREN THNBE,

EHRPHE 3D EiE 146
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aws1 Services v Resource Groups ~ *

@ Feedback (@ English (US)

Rules Settings

1 B i

¥ Properties
Name
Name
Cell value Mixer1

Mixer 1
¥ Transform

Bl cell value -
Position
Cell value X| 0.000 Y| 0.000 Z | 0.000
Cell value Rotation

_ X | 0.000 Y| 0.000 Z| 0.000
Cell value

[# Cell value ¥ Tag
Default Icon
Info
Entity Id
Q Mixer-1
Component Name
Temperature
Property Name
Temperature_F

Rule Id

Link Target

¥ Entity Binding

Entity Id
Q

EH "ER DL . "ThHAREL N TEMRE) MuR  BEEE&.
6. HEERRELNAMERENBETESLER

@ Note

AIUESSER LHTHRNEBHERE  ATEEEBNARER  ARERAEARN
BRESERAESNEHRHE T,

BEUMREEAEN

BREER R  FEMAWS loT BARAEHAEXEZEERAEE Widget B Web BAREN , BE
BRESRIRRESOBHEER 2BNER,

FEATHERBRILBECHERER !
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AWS loT TwinMaker ERERER
* & AWS loT TwinMaker i x FEFE A2 github BRI,

& AWS loT TwinMaker RBIE github LR FEFE AR IR K55

- AWS loT AR RXEH AP XH,

« & AWS loT EREF B4R BB RS A4 U,

« AWS loT ERBFEHSRE R SREMH XE,

THREFRE Web BARAPERBTER[ITHNIIEE.

® Note

LIBREE AWS loT TwinMaker R FEFE AWS loT AEFTEAERFE4 ST R/EH
HER,

1. 3TBHR AWS loT TwinMaker iR EFEREFHNISSEESREH. EESHUIWABSEZIB/RIL
PEREB(ED2XKNENES) RREN "#5, #il, R —EEEHEINEE D, RES
SHHWEREEESRET  EENESRSE N ESSEERERD,

Knowledge Graph

2. BEELFAEBERENER  FESRMIER Widget PER—EGHR , ARER "2E, &R,
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Knowledge Graph

| CookieLines
x

COOKIE_LINE_1 | | COOkIE_LINE Equipment

3. & "B, (Clear) #Z/ERR B I B REE EFH LK.

AR AWS loT TwinMaker Hli B 81 Grafana
AEIRA NS EHRESEEARETEE AWS loT TwinMaker Grafana &R IRUAMTHNEREM,
AWS loT TwinMaker £ 3 4w 58 28 2

£ Grafana R {EF AWS loT TwinMaker ZIF B 2 81 , 5L T 5 50 RIGH -

o B3 AWS loT TwinMaker T4EE., BAILAFEAWS loT TwinMaker £ & HF 2N TEE,

+ BLiE AWS loT TwinMaker &E2 Grafana —R2{EH, MERHA , BFZEAWS loT TwinMakerGrafana
WEK .

@ Note
EZEFH AWS loT TwinMaker ZIFEBEx , B4 BFERAEES s EBHESEEBER ., MEFMAE

A, FFSE 03 AWS loT TwinMaker EEER. .
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AWS loT TwinMaker &8 {REEZ1EFR

& ZETE Grafana FEA AWS loT TwinMaker EFiRIEsE , L EHE EEBHEERHN IAM £
B, iottwinmaker:ExecuteQueryZERIEZENITEEERKRAR , W THEHIFTR

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"{s3Arn}",
"{s3Arn}/"

"Effect": "Allow",

"Action": [
"iottwinmaker:Get",
"iottwinmaker:List",
"iottwinmaker:ExecuteQuery"

1,

"Resource": [
"{workspaceArn}",
"{workspaceArn}/*"

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

A B&R Grafana IR 150
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@ Note

AXTE AWS loT TwinMaker Grafana ERIRKIRE , FHLEMRRAE ARN BIUFERAERILE
RAG, MEITERER SN "TTEE) ZENTHRNEEREREN TEE.

WMEFMES , F2E ELERRIAM B,

REZE AWS loT TwinMaker 347 &8 25 [
EZELSABERIZETN Grafana EEEIR

1. BARREH AWS loT TwinMaker Grafana &% 4R,
2. BIUFELRER. NENMEIERNFMLSER 526 Grafana XA HEVE 2 HIHR.
3. REBHRRBED , ZEHAWS loT TwinMaker ZH{FERS,
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https://grafana.com/docs/grafana/latest/dashboards/build-dashboards/create-dashboard/

AWS loT TwinMaker EREER

AWS loT TwinMaker Query Editor

Visualizations

Eﬁ-: } AWS loT TwinMaker Query Editor

4. EBEMEHTEHANERER,
5. (EEY) ERHANMALPITERERNEE.
6. EH "EM. UREEFLREEENAER.
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A EERAEES EL AWS loT TwinMaker T2 & FRENEHRB\E[E L. EFLUHT. BEM

BREERPETHES. NFWARBTEANFRENR , F2H8 O AWS loT TwinMaker ZIFEE &
Ht &R

wm{aE A AWS loT TwinMaker &8 iR #E 25

EHERGU=ZBHRETR , WTEAR : LEFRABERER, JIERET , HAHITHEET.
- BEAHRIL

Visual graph Query results Summary

A

fepd
\

)

feled

@D .. o™

feed feed
4 M

vav_5

A
|

W fe?d
feed
h ‘ s 2 vav_8

fgéd feed
4 X

A

7

feed ,
\ feed

febd

RBYERAGETERTELFE—ARRNEREN. BERBAERAHE  YSERETRS

B 72 P /Y LE []32 o

. RIREUE :

A B&R Grafana IR
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ERAEER

Visual graph Summary

Results returned (25)

Q

{ "arn": "arn:aws:iottwinmaker:us-east-
1:086801877023 :workspace/SmartBuilding/entit
y/ahu_23565bbb-3ec6-3cad-9fce-e9bdcfeae?bl",
1667895668496, "entityId":
"ahu_23565bbb-3ec6-3ca@-9fce-e9b@cfeae?bl"”,
"entityName": "ahu_0", "lastUpdateDate":
1667895669319, "workspaceId":

"SmartBuildin

"components": [ { "componentName":

"creationDate":

"description"

"AhuComponent", "componentTypeId":
"com.example.query.equipment.ahu",
"properties”: [1} ]}

KEXNENEXNSERMEEHNEN., SUUERKPESEERRBIERTE.

JSON g CSV &R EH,
c BITHRE

Visual graph Query results Summary

Status

2022-11-15 11:36:08 UTH

vav

{ "arn": "arn:aws:iottwinmaker:us-east-
1:086801877023 :workspace/SmartBuilding/entit
y/vav_66461816-02ab-355f-afd2-62a2cc92d336",
1667895664133, "entityId":
"vav_66461816-02ab-355f-afd2-62a2cc92d336",
"entityName": "vav_2", "lastUpdateDate":
1667895665269, "workspaceId":
"SmartBuilding", "description":

"creationDate":

wn

"components": [ { "componentName":
"VavComponent", "componentTypeId":
"com.example.query.equipment.vav",
"properties": [ { "propertyName":
"airTerminalUnitCertificates",
"propertyValue": [ "AHRI", "UL" ] }, {
"propertyName" :
"airTerminalUnitBranchCount",
"propertyValue": 2 }, { "propertyName":
"airTerminalUnitDimension", "propertyValue":
{ "width": 15, "length": 30, "height": 15 }
}1313%

Response

Statement

Exportas Vv

{ "relationshipName": "feed",
"sourceEntityId": "ahu_23565bbb-3ec6-3ca@-
9fce-e9b0@cfeae7bl", "targetEntityId":
"vav_66461816-02ab-355f-afd2-62a2cc92d336",
"sourceComponentName": "AhuComponent",
"sourceComponentTypeId":

"com.example.query.equipment.ahu" }

BB

Duration

SELECT ahu, vav, r FROM EntityGraph MATCH
(vav)<-[r:feed]-(ahu) WHERE vav.entityName LIKE
'vav_%'

25 returned

BITRESEREEERRENERNTRER,

AWS loT TwinMaker #13% & & H it & R

AEBRFEAREANRERTRIEHAN PartiQL

PartiQL XX #F&E#

0.833 sec

FENERES , URRERHABEEREREEEAN

HBEH A EIR
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AWS loT TwinMaker EREER
 PartiQL BIFEERHE R X 4
« PartiQL B E#HXE

ERRAERTEXAERAREER, FRALFAREECHERANSZE,
EXEH
- ERBRFENFAER

SELECT entity
FROM EntityGraph MATCH (entity)
WHERE entity.entityName = 'room_0'

hEASENEBATETNAMAEERIOOM_0.

FROMclause: EntityGraph RBEIEEFAMEERKEBRNELES. RHE AWS loT
TwinMaker RIFETHEEFHER DRI MERLES,

MATCHT A : IEERE RN —3o EENER, FERBIFERAT , B (entity) LEESTHEE
BE WHEINEREE, ZFROMFERZEBLAEBMATCHIER.

WHEREclause : EEi®MentityNameF & HIEE —@BREE , HPFMNEHLELEE room_0,

SELECT¥H : EEentity@E , UEREEEEREH,

[E] FE -
{
"columnDescriptions": [
{
"name": "entity",
"type": "NODE"
}
1,
"rows": [
{
"rowData": [
{
"arn": "arn:aws:iottwinmaker:us-east-1: 577476956029: workspace /

SmartBuilding8292022 / entity / room_18f3ef90@ - 7197 - 53 d1 - abab -
db9c9ad02781 ",
"creationDate": 1661811123914,

HBEH A EIR 155


https://partiql.org/gpml/graph_model.html
https://partiql.org/gpml/graph_query.html
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"entityId": "room_18f3ef90-7197-53d1-abab-db9c9ad02781",
"entityName": "room_0",

"lastUpdateDate": 1661811125072,

"workspaceId": "SmartBuilding8292022",

"description": "",
"components": [
{
"componentName": "RoomComponent",
"componentTypeId": "com.example.query.construction.room",
"properties": [
{
"propertyName": "roomFunction",
"propertyValue": "meeting"
.
{
"propertyName": "roomNumber",
"propertyValue": 0
}
]

%columnDescriptions%@ﬁ@ﬁﬁ*ﬁlﬁ'ﬂ’]q:'%ﬁﬁﬂ@l FlanZBABEE, REAEEZNODE,
EXRPREHHCHRE, ZEHNHMETAREDGEE RERARVALUE , AEXRRMEE , flu0
BYRFRF,

SrowsELOSEE, HRARE—BEBTH , FTURE —{BrowDataBEERTWAMEFRR.

® Note
2 SQL TR , BREEEREE , BRI EM PartiQL BRE—EHR (4% JSON ) .

SRSYBTEFMEEEERML , fllentityId, arnFlcomponents, JT#[E#k1H
I (Bl componentTypeId#properties)componentName , LAK BB AR L (5
WMpropertyNameHlpropertyValue) #LLEA JSON FEX,
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- ERIBRFERFERE

SELECT relationship
FROM EntityGraph MATCH (el)-[relationship]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'

It EHIR D EERE BN TEEFRAABARisLocation0f,

FMATCHA : EEECEMESS (ART() ) WENX , GEHHAEME (RFERR-[]1->)
EEVHAERFEANEErelationship.

ZWHERET A : 824 , HHhMERrelationshipName FERHIiBEEFisLocation0f,

FSELECTH : 5 EBEEREE | LERCIZEREE R,

5] fE
{
"columnDescriptions": [{
"name": "relationship",
"type": "EDGE"
1,
"rows": [{
"rowData": [{
"relationshipName": "islLocationOf",
"sourceEntityId": "floor_83faea7a-ea3b-56b7-8e22-562f0cf90c5a",
"targetEntityId": "building_4ec7f9e9-e67e-543f-9d1lb- 235df7e3f6a8",
"sourceComponentName": "FloorComponent",
"sourceComponentTypeId": '"com.example.query.construction.floor"
1]
3,
. //rest of the rows are omitted
]
}

FHHE R columnDescriptions 2 —1{EEDGE,

F{rowDatafR R —EBFEFERMErelationshipName, EHEER FEEMNEHEBLRE
#E, sourceEntityId, sourceComponentNameifsourceComponentTypeldiZ2tERITE
MESRN T4 LEXHEERBENERA, targetEntityIdisEL BRSO MEEE,

- GEREEREARERRNMAEER

SN B H A R 157
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SELECT e2.entityName
FROM EntityGraph MATCH (el)-[r]->(e2)
WHERE relationship.relationshipName = 'islLocationOf'
AND el.entityName = 'room_0'

S

EEEHEEOEERSisLocation0f RN I EERN T Eroom_0EER AR,
FMATCHE : IEECEEAMEHE (el ,e2 ) EFEME (1) HEK,
FWHERER : & ERAB B BAMNMRER B BHENESR,

FSELECTH : BEle2&iZHMWentityNameF £,

(=1 fE

{

"columnDescriptions": [

{

"name": "entityName",
"type'": "VALUE"
}
1,
"rows": [
{

"rowData": [
"floor_0"

EHRAD | FEHentityNameRVALUE—BZERF £,

Eo—EEEfloor_0, .
tbE

MATCHF X ETHE :
- CEEZ'D ELOEE A :

FROM EntityGraph MATCH (a)-[rel]-(b)
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- PUECERRE ‘2’ EEERE D'

FROM EntityGraph MATCH (a)-[]->(b)

BRIZFEZEBRLEEBRSR , AIREHEINRRNEE,
- PLECERRE ‘2’ R ERE ' MERL b IEEEE a'

FROM EntityGraph MATCH (a)-[rel]-(b)

ERRERMELTE : —Ef'a E ', 5—@#% v 2 'a, AAERISTEEREEmE,
- BREREEBMEFNERENtityGraph , LB UBEMETR () 2RIECHERERE
MAREWHERE FBrel.relationshipNameF 15 EiBIEES.

FROM EntityGraph MATCH (a)-[:isLocationOf]-(b)

oSBT AgEEE X DAPCED 2 (EIRA R

FROM EntityGraph MATCH (a)-[rell]->(b)-[rel2]-(c)

o AIEBEEE T LI S E R R AR A

FROM EntityGraph MATCH (a)-[]1->{1,5}(b)

EfEHEELEEE 135 BAETE 'a WEAEXNTE, RHFNEEFAWT :
{m,n}-EmFnEEZH

{m,}mBAEZERE,

ERHHTUNESERER  SINERGIEESERER (BIWEX) BT, ELTLEREUE
HBRE MATCH &A% RREH A,

SELECT e

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE c.componentTypeld = 'com.example.query.construction.room',
AND p.propertyName = 'roomFunction'

AND p.propertyValue = 'meeting'
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AWS loT TwinMaker EREEmR
BRE. A—RBE2EFBREFR. 25 () ARBUERE (JEE) ERERTOTH , RREUE
BETHANEMY. ASAREEEBEEFENREY , LMEEWHERESSELECTFAHREAEM.
hEHRE IS EAMHER ID Wi HmeetingF roomFunctiony value i E BN EER

com.example.query.construction.room

EEFERMUNSEEAR (PINERFHZETH)  FBEAZRECEZATHEG.

SELECT e
FROM EntityGraph MATCH (e), e.components AS cl, e.components AS c2

EIE
« RE—{EETE :

SELECT e
FROM EntityGraph MATCH (e)

o IRE—{Ei8%4 :

SELECT
FROM EntityGraph MATCH (el)-[r]->(e2)

- RE—AZEEE :

SELECT floor.entityName, room.description, p.propertyValue AS roomfunction
FROM EntityGraph MATCH (floor)-[:islLocationOf]-(room),
room.components AS c, c.properties AS p

EASARIBRE LI MUN B, 18R , MARpropertyValuefF AEEHHISI

Zroomfunction , iRE,

- REIBIA :

SELECT floor.entityName AS floorName, luminaire.entityName as luminaireName
FROM EntityGraph MATCH (floor)-[:isLocationOf]-(room)-[:hasPart]-
(lightingZone)-[:feed]-(luminaire)

WHERE floor.entityName = 'floor_0'

AND luminaire.entityName like 'lumin%'

MIVEREAR S RARY  RETRM , WHEEH PR,
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UHR#EE -

- XEWEEIES T AANDNOT, FOR.

- XBWHBEEFA<<=>, =>, =, | M=

- MREEEMEWN LIEEZEORKEY , FEAINERT,

- EEE. THSEEETLEE .

FROM EntityGraph MATCH (e), e.components AS c, c.properties AS p
WHERE e.entityName = 'room_0'

AND c.componentTypeIld = 'com.example.query.construction.room',
AND p.propertyName = 'roomFunction'

AND NOT p.propertyValue = 'meeting'

OR p.propertyValue = 'office'

- EEBconfigurationtt, BunitREEMHTPHEETF , ¥ HCelsius—E,

WHERE p.definition.configuration.unit = 'Celsius'

- RERGBUEREESHENRNE

WHERE p.propertyValue.length = 20.0

- RERGBUEREUSHENR !

WHERE NOT p.propertyValue.length IS MISSING

- REJIRBUERDESHREE

WHERE 10.0 IN p.propertyValue

« EAlower O)RBETTIES KNENLER, KFER , MIELEBBEDS XNE,

WHERE lower(p.propertyValue) = 'meeting'

Ik

g

MREFMEREFROEYE , YETUEEENFREHTENFAER , AIFERMH. sAX
FERES,

WHERE e.entityName LIKE 'S%room%'
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ERAEER

o

. FIZER : SToom%
. BIREER : room
. BEBIER : sToOm

- MREBHWEFE '% , mEFBAARKTFT , LIKEXFERAEERHFTTESCAPE,

o\°

WHERE e.entityName LIKE 'room\%' ESCAPE '\'
TEH :

SELECT DISTINCT c.componentTypeld
FROM EntityGraph MATCH (e), e.components AS c

« DISTINCTREARFESRERERTPHREEEE,

DISTINCTEMEREATXE,
BE

SELECT COUNT(e), COUNT(c.componentTypeld)
FROM EntityGraph MATCH (e), e.components AS c

- BCONTREFEHETHERTHNERE.
o COUNTEREMBUNBEEBNUTZE,
« COUNTDISTINCTMEREH T EREME,

f5la0 , "X COUNT(DISTINCT e.entityId),
BB

ERARCRIETEARIETIIESIRE

SELECT p FROM EntityGraph MATCH p = (a)-[1->{1, 3}(b)

SEAEH R ARSI MR B8 T BB SRS % a 9 1 51 3 Bk,
. EEkES

SELECT p FROM EntityGraph MATCH p = (a)-[]1->(b)<-[]1-(c)

HBEH A EIR

162



AWS loT TwinMaker EREEmR
EREEHCENEE ERN TBEBENEAZEE b,
- EMERH

SELECT p FROM EntityGraph MATCH p = (a)-[]-(b)-[]1-(c)

LB CE MR R TR 1 BHEEIR b i a M co

{
"columnDescriptions": [
{
"name": "path",
"type": "PATH"
}
1,
"rows": [
{
"rowData": [
{
"path": [
{
"entityId": "a",
"entityName": "a"
3,
{
"relationshipName": "a-to-b-relation",
"sourceEntityId": "a",
"targetEntityId": "b"
b
{
"entityId": "b",
"entityName": "b"
}
]
}
]
b
{
"rowData": [
{
"path": [
{
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"entityId": "b",
"entityName": "b"

},

{
"relationshipName": "b-to-c-relation",
"sourceEntityId": "b",
"targetEntityId": "c"

.

{
"entityId": "c",
"entityName": "c"

}

LPATHEHERIFEEBER  ZBIREB b 58 a Ml c cANSEREEXNAEE A
8o

FREIMmE

SELECT e.entityName

FROM EntityGraph MATCH (e)
WHERE e.entityName LIKE 'room_5%'
LIMIT 10

OFFSET 5

LIMITEEEAREHTRERNEREE , YOFFSETEEERBNEREE,
FR#IF] maxResults :

T oIS FIREREHER 500 EFERNER , B8R API U —RASHER 50 BFER. BUNER
ERFBENGRUEN S ERAES | fl , MREREEE Ul FETR 50 BER,

aws iottwinmaker execute-query \

--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50
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« LIMITRRFEXEEHLRBEENERS|, MREFEEFSE AP FUHERNERR , ™
TRHEERFROBR , FEALINIT,

« max-results® ExecuteQuery AP| E){EMVERAZ 8. max-resultsEEAR APl AR A&
tREHNEERBRER

HE#max-resultsHEATHIERERNBE K MASRIELFERNERHE.

TEHNEHAEBREERNT —H, LEHEA ExecuteQuery API IER S 51-100 , HAT—EH
W RHBIEE next-token — EWIFERT , BBA : o "H7kyGmvK376L"

aws iottwinmaker execute-query \

--workspace-id exampleWorkspace \

--query-statement "SELECT e FROM EntityGraph MATCH (e) LIMIT 500"\
--max-results 50

--next-token "H7kyGmvK376L"

« Fnext-tokenBRIEERRNT —H, MEFHMEN , 5528 ExecuteQueryAPI EE,

AWS loT TwinMaker ZIFEIEHE U TRE

PR il & 7 [Tk} EIEE:

EHHITRE 10 ¥ B

BB LR 10 =

HERIOINWNBEABE 20 =
EWUNRAEE 20 =

REEESWRAEE 10 =

(ANDOR, ., NOT)

LIKEEEREXNWRARE 20 =

(BREEAZTMEHFTT)

AEINFAFIEENEEEE 10 =

ER

B AK{E OFFSET 3000 =
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ERAEER

PR &l & 78
BRAME LIMIT

BRI EAE (+) OFFSET
LIMIT

[
3000

3000

fim

i
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EERLSEE AWS loT SiteWise

AWS loT TwinMaker X BEEMNEERENEERSRE (B AWS loT SiteWise ERF). A AWS
loT SiteWise THER K EERSEIMEBIHRAEE AWS loT SiteWise EMEEER | WHFELEREHR
A AWS loT TwinMaker E8. THMTHER, UTEEHEEZSRBPUNMREEERS , URHLEE
AWS |oT SiteWise EMEEEE T LR L ZEM AWS loT TwinMaker TE[E,
=&
- EHEERS AWS loT SiteWise
- HiTNERIEEZRNER
o EREL IR AWS loT SiteWise
7 W7 [E 25 AR RE A §5 B
- MRS T4
- BERSRE

FEHEERS AWS loT SiteWise

REBRAMMFEBMEKE AWS loT SiteWise EEFS . RBEFEANTHFEEE  EBEENE
Fo

/A Important
the section called “BiI MR TEEZEN EZE NMEFEBI IEENERIEEC.HER
HEH , BESE.
&

- FHBIER
« £/ loT SiteWiseDefaultWorkspace

£ B3] TEE

FREERD 28 , FREELTREM.
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B R

fEFBI AWS loT SiteWise , B REE TR TIRE :

o 28 AWS loT TwinMaker T{EE,
s WMEBEDENT —LEENEEET AWS loT SiteWise, IEFMEL , FSEEIEEET,

- MEBEY IAM AR ZABEEFTY AWS loT SiteWise EjfERY BEENE
PR : ListAssetsListAssetModelsDescribeAsset., . FlDescribeAssetModel,

IAM A HBSLEAETTHNEA#R AWS loT
TwinMaker : CreateEntityUpdateEntityDeleteEntity, CreateComponentType. UpdateComp
FDeleteComponentTypes

BAILERA TS IAM AefMALEAGHEL

// trust relationships

{
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"iottwinmaker.amazonaws.com",
"iotsitewise.amazonaws.com"

]
},
"Action": "sts:AssumeRole"
}
]
}

// permissions

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iottwinmaker:*",
"Resource": "*"

},
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{

"Effect": "Allow",

"Action": [
"iotsitewise:Describe*",
"iotsitewise:List*"

1,

"Resource": "*"

}

A TR FRBERFEEE AWS loT SiteWise BEER S,

1. FEAWS loT TwinMaker £#&f |, BEFE "32F, HH.

2. B "EEFRR, BEE.
Settings

Settings for your TwinMaker account

Pricing options Model sources

AWS loT SiteWise connector info Open AWS loT SiteWise [4 ‘ ‘ Connect workspace
Connector status Workspace Last updated
© Disabled

3. BI1E TConnect T/E[E, , #& AWS loT TwinMaker T/EEREZEEE AWS loT SiteWise E.

(® Note

AR EERSEE— AWS loT TwinMaker THBHRER, NREFLETEHNT
EEFETES , WAAFHE—BTEENESERDS —BIEE.

4. ETR, EEFLEEHPEREERSH IERE.
5. i#EiF Add sources (FTERIR). ESHAM FEERER KRR EH,
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AWS laT TwinMaker Warkspaces 'Mur_'ukiQ-Fd-;_'_ur}' Add entity model saurce

Add entity model source

Add an entity model source to your workspace,
Add entity model source

Select a source to connect with your AWS 1oT TwinMaker workspace. With external sources, you can connect the work you have already configured

and import it into this workspace.
AWSE 1aT SiteWise
This will connect your AWS 0T SiteWise data with this worksgace. Descriptive text about what the connector does.

1AM role

Thes male w [ ed for X¥.L

6. #[FESRERNE EEL , BRRKREMMALSETAWS loT SiteWise, EEEEIH IAM B
A IAM &R & RIEL,

7. BBECRRE AWS loT SiteWise ERF, SEZSHEIENN 'TEE, EEEHREE —EABR
Big K BREERSEAMERADRE, SREEHEZSED "EREARE, ERDIHNELS K

N
3
Do

cookieFactory e | view v || Detete

Workspace information [ Edit

MName ARN 53 resource

cookieFactory @ arnawsiottwinmaker-us-east-1:2345workspace roci-workspace-myws-348503018462
Description Date created Execution role

This is a fully functioning cookie factory December 17, 2021, 14:32 (UTC+3:30) executionRole

workspace.

Last modified
February 2, 2022, 13:18 (UTC+3:30)

Entity model sources (1)

Source Status Date last updated

AWS loT SiteWise @ Syneced March 28, 2022, 14:32 (UTC+3:30)
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# loT SiteWiseDefaultWorkspace

B IRBIZBIAAWS loT SiteWiseAWS loT TwinMaker &8 , @837
#IoTSiteWiseDefaultWorkspace BHTEER TEE , M B EIEE[EH AWS loT SiteWise.

B LAEA AWS loT TwinMaker CreateWorkspace API B B AR TE
[EIoTSiteWiseDefaultWorkspace,

DB
HERIEZ A IoTSiteWiseDefaultWorkspace , SERREETERUATIRE -

« B3 AWS loT TwinMaker RIS EE B, MEFMER , F2EEH AWS loT TwinMakerfy AR #%
BiEAG,

- BHIfE https://console.aws.amazon.com/iam/ BIRX IAM 12 &

BREAGHERE  XREZACIERAEERNE

PRiotsitewise:EnableSiteWiseIntegration,

NAERE A FHEACHERAENER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotsitewise:EnableSiteWiseIntegration",
"Resource": "*"
}
]
}

BEIMERITER2ENESR

/A Important

¥ AWS loT SiteWise Zh&E , #1301 CompositionModel , EfEH IR
£IoTSiteWiseDefaultWorkspace, HFIEZ R FERERTHEEMIEFT IEE,
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EAKIoTSiteWiseDefaultWorkspace , BEAEFEERSHW BT TEFEE —LHENER,

- BUFERTIEER , Amazon S3 (VEM IAM BB EEMN,

(® Note
BRI LAE AUpdateWorkspace RiZ# Amazon S3 L EF IAM A,

« IoTSiteWiseDefaultWorkspace R B AIKEIRREL EIWE AWS loT SiteWise JRETER &I AWS
loT TwinMaker.,

- ERRELSERKE AWS loT SiteWise , EffiSyncSourcef§RSITEWISE_MANAGED, &
¥EEntities#ComponentTypes.

« ¥ AWS IloT SiteWise Zh&t , fflCompositionModel M{EE F 12
fIoTSiteWiseDefaultWorkspaces

L ENRFIIoTSiteWiseDefaultWorkspace , EfiR :

o EEMIBRTERR TERE,
- ZEEMRRER , BAEFLMBR AWS loT SiteWise iR , AEMBER+ AWS loT TwinMaker R FEE
o

BEREL HKE AWS loT SiteWise

AEESHE TR EER S AWS loT SiteWise F AWS IoT TwinMaker T4EE,

/A Important
BRI R BN ZZNFEEET TFENAERTERECEEZEEZNEA ,

T
W
=

BETMERIEE
THEREERS , BTEATNARTEERER :
BEE

AWS loT TwinMaker 8@ AT EEEEE R Z T H THEE AWS loT SiteWise.
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- EEEETypeldV THEER T HEP —EER :
- BETIT/EE- iotsitewise.assetmodel:assetModelId
X IT{E[E- assetModelId
- EEREPNSEMERRTHEETHNINE  EEUTHERRZ—
- BHFTI{EE- Property_propertyId
- JEERIIERE- propertyId

R EHEE B AWS loT SiteWise B FABMHEERJisplayNameFH,

- BEEBEFHNSEREHMRERNFMEE  LISTHEnestedTypefZRELATIONSHIPRA THFEH!
b, EESEHEZEAUTHI—BEFENEBHEM

- BRI I{EE- Hierarchy hierarchyId
- FERRIIEE- hierarchyId
'E
AWS loT TwinMaker @R FHBEEEZILFER AWS loT SiteWise.
- BB tHassetIdE AWS loT SiteWise, entityId
- ELERBEEBAMNE—TtHsitewiseBase , HAEFHNEENEERI Y EN THE

H,
s FAEEBHRIU (FINREBHENEEEN) HERMEPHER S AWS loT
TwinMaker,
EFERTEE

THEEBRY  WHEAERAEIEEPRFEAIoTSiteWiseDefaultWorkspace,

AssetModelComponents

AWS loT TwinMaker AAssetModelComponentsH W EEE B B — B T HEE AWS loT
SiteWise,

- EEEHTypeIdW THFEATIHERR : assetModelld

- EEERTHNSEMENECHBERETPNIME K HEEBApropertyld. PHEMHERE
AWS loT SiteWise @77 ABMEEZdisplayNameFHY,

- EEREFNSEREARERNHMEE , LISTHEnestedTypefZRELATIONSHIPRA TH5EH!
P, BEESHEZEBIEANEM. hierarchyld
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AssetModelCompositeModel

AWS loT TwinMaker ZAssetModelCompositeModel FHIZ{EIE B —EFH T HER AWS
loT SiteWise,

- BEEEHTypeldTHEATHIHER : assetModelId_assetModelCompositeModelld

- BEEEAMNSEAMERRcHBEEPNFEE K HEEBBpropertyld. FHEHERTRE
AWS loT SiteWise B FZA B EZRdisplayNameH i,

AssetCompositeModels

AWS loT TwinMaker BAssetCompositeModel FHE{EIEH B FHES T4 AWS loT
SiteWise,

- BEBAfytHassetModelCompositeModelIdf@ AWS IoT SiteWise, componentName

BERAR S
THERRES :

AESHEEMEEER
- EREAERSAEAERE  BHEBRHEBENEETHNEESHIERS,
« AWS [oT SiteWise EXERTERAS, REEEERETBRYEEANEBYHTERL,

- B, REE, B, RENDEERGE BIaXAEE) WELHETERS, REeESEH
BHNFEER , flmplE, AESEVNERER, FLEA—M AWS loT TwinMaker & £HE
%88 API REFIELE, GetPropertyValueHistory

EHEACEIHERBMTHEE AWS loT TwinMaker

BILSEE 2% AWS loT SiteWise , BEZ W THEEMEEDEI AWS loT TwinMaker, F47] 5 37k
BRENEER L BTE R TTR AWS loT SiteWise , 218 SyncJob HERERFAREE |, AWS loT TwinMaker
AELEBFERIIE,

BILSERENEEM AWS loT SiteWise EfE st th 2 HEER AWS loT TwinMaker, A G E K [E
THTHFEECRINER K RELSEERENEBM (HIMNERA) HentityNameEEH,

RERFHEARCUIEEESNERES, SBEEZECEASEERETNERISERTEILFRE
B, A, BELEIRES aHBERERPIERD THEE,
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® Note
MRERMBEREE AWS loT SiteWise SEREL TH | AIGHEER —EMEREMTH,

&R LAE Grafana BRMHPEAELEALSHNER , YK EMMELSRBABTRINER , e —
E—& ST UHdHELERSNERBRHAREES.

@® Note
REEUNERTERTZWNER , ENREFETEE  AEemfREELERBNER
AWS loT TwinMaker, 0 | tIREEARBDTH T HFHBECRIHER K AERBEETZIE
EMH. AWS loT TwinMakerftNFEFFMAE , 5528 AWS loT TwinMaker Ef&,

7 MR iR RE M SRR
AEEREARNAL RS HBIREHE,

/A Important
the section called “BiI MR T EEC AN EE NMEFBE A LTEEMNERIEFECEHER
Eljﬁﬁﬂ nﬁ/ ﬁo
3 THEARRE

BIZEL THENRE , B THEEETIHEP —ERE,

o [EX ITECREATINGIRER RIEEERERRILRXPIHAEZERE AWS loT SiteWise LAZE (&R,

« EZITEINITIALIZINGIREER RFIFIEIRBEIR AWS loT SiteWise #E R E AWS
loT TwinMaker, MMRFEAEFREREEEMNEERTE AT RIEEEERNFET8E
52X AWS loT SiteWise, ZRAILUEBEAWS loT TwinMaker 32 & iy E 2 T =Ml
ListSyncResources API REER BRI EREE.,

« EZITEACTIVERERRAKICTREETR. TERECERME , TURPRSEMIHNER
AWS loT SiteWise,

 [E% THEERRORAMEE 1S H aliREMAREREEEE, WMBIERAE, IAM BERKRETEEHE, MR
EREFERFNIAM A  FHRBEERNRESIE , AREAFTACEIFTNESLS T,
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EXERSHAETEEARRERY , XEEURIEELY "El, BRREREER. EERF

ERSRTEEIASNEREE. AT IHSEBEAASHER , ENRERFEDHE , gk
ARERRORRE, Bt mJLAEMA ListSyncResourcesAP| EUS 8RB EE,

EREERMRFENAMASIHER  FEATIERF.

1. BEBEZEAWS loT TwinMaker 32 & TEE,
2. EH "EfE, EAER AWS loT SiteWise JBEXF I HARIER , UHEREERSHMEERAEH,

WSync Source: AWS loT SiteWise

AWS loT SiteWise source

Overview
Data Source Status Date created
AWS loT SiteWise January 20, 1970 at 02:23:23 (UTC-5:00)

Role Status reason Last modified
syncRole - January 20, 1970 at 02:23:23 (UTC-5:00}

Totalresources  InSync  Error
8

Errors (2)

la

Resource name External Id Status Status reason
-8814-6dc3e5a13612 e8a7fff4-289c-4b28-8814-6dc3e5a13612 {"code™:"SYNC_INITIALIZING_ERROR","message™:"SYNC INITIALIZING ERROR"}

18fd0d54-a268-4558-b40a-34c3f7af9228 {"code™"SYNC_INITIALIZING_ERROR","message™:"SYNC INITIALIZING ERROR"}

3. WMAHMEFENEEMT , FAERFEMEERNERBESE "HR, REP. BTUERL
RIEMEI E [E RIS EERMEERIEER.

A RERVEREREHE ¢

« B AWS loT SiteWise XBEEBENEERM , 18 AWS loT TwinMaker £#£ROOTEHKZEEM , M
AXEMHENRXERT, MREFNRXRERBTAEMBERBHEBMNEE AWS loT SiteWise , EH —1&
BEREAS. BEBEMER , FEAMBREF—EEE , LHERD AWS loT SiteWise Z RIS EE
BEHMREET A,

- MRBELKLBEFE AWS loT SiteWise EE ID #[E ID WERE , AIXBEEEEZFY , BERZMRIRESE
EEAIL,
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il BR [2] 2 T4k

A TSIRFEMRES T,

/A Important

the section called “Bi I MR TEEZ AN EZEE NEEBBAT IEENERIECHER
HER , S,

1. BEZE AWS loT TwinMaker £ &,

FRUEERTRBREYL TN IEE.

£ TEBEREE, T, ZIRERBIK AWS loT SiteWise JREFA1E A B A R,
BEFLESIE, BRE THEER) . BREZNEEUT2MREL T

nal S

Disconnect AWS loT SiteWise sync? X

This will delete all resources including entities, comnponents, and component types,
that have been synced from AWS loT SiteWise.

The sync must be disconnected in order to delete a workspace.

REREL TR , EUUEMEEHATEN TFEHBRXEILRS THF,
MRTEEFREEMARLS THE , AEERBRZTHEE,. MERTEREZ , FEMBRELS THE,

WMEMBRED TEHIBREFEMERR , AP THESRISDELETINGREY BB EH ., MR XL HEMBRE
FAENEMERS  FREVUFHRBREMNECESHER R THEE,
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@® Note
B REMNFTEER AWS loT SiteWise B & MR , REMKREL TEAS,

BEERDRE

/A Important

the section called “BiI MR T EEC AN EZEE NEFBE A LTEEMNERIEFECEHER
Eljﬁﬁﬂ nﬁ/ ﬁo

HRAWS loT SiteWise it 2= R TESRAAWS loT TwinMaker X , ALt BRMEEEMUTEASRENE
B THEB RS AWS loT SiteWises

- TEEHHE 1000 ERS HEE , RATRERFTRESL 1000 EEEKEE AWS loT SiteWise.
- T/FEHH 100,000 BERIHWER , RATREERFREL 100,000 EEE AWS loT SiteWise,
- BEAKRERRS 2000 @FRER. CUURSEEE-—FEE 2000 BFEE

(® Note

GetEntltyAPI RegEEREEREENE 50 BFER , BETLUER GetPropertyValueAPI 2R
PEMBRETFRERNEE,

- BESRL THH 600 EEM AWS loT SiteWise , ARG EERT B 600 EBHNIERBRL

(® Note
ELRHEEANRCRASNER, NREFTEZRMRESERNELRS ,

:"HI-

ARIESE .
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/quotas.html
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AWS loT TwinMakerGrafana #R &K

AWS loT TwinMakerBiBE AR FIE X3 Grafana £, BRI LAE A Grafana 8.2.0 & E#H AR A< B2 15
WENESLEERAERXEE., ZAWS loT TwinMakerif 42 T B EHEER , BRRERA AR ER
B FELRIBNEBIBR.

WMEMMFER Grafana AR EERRERNVFMER  F2ETHEE
3]

« AR Grafana H=E &K CORS &

o ERELW Grafana ;RiE

- BIERIRIAM AE
« EITAWS loT TwinMakertR AB RN BUER

(® Note

BEEE Y Amazon S3 f#EFETHEE CORS (BRRERILA) AR , LLAFF Grafana fEAER
HRtRETREAER, WFET , BF2EARN Grafana HEEFHEH CORS BE,

ﬂI‘H

% AWS loT TwinMaker Grafana MBI XK FMMER , FSEAWS loT TwinMakerf A2 X 304,

W% Grafana AHERBER THWFHEER  BF2ETIAR

« AWS loT TwinMaker& £ 5K R
- BRI

- BEWIFERER

o BABRERER

B Grafana Z2EE25H CORS BLE

AWS loT TwinMakerGrafana /M3 EE CORS (B FRE R M) 4858 |, :E 0/ Grafana FHEN
Mt Amazon S3 FEFIFREAER. NRKEHE CORS iR , L2 ESSRRF[LUE "FA D HR
KB KB, WIERALE , A5 Grafana 15 & % FE Amazon S3 EZETEHHNER,
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https://grafana.com/grafana/plugins/grafana-iot-twinmaker-app/
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ZEF A CORS RELH Amazon S3 RFHE  BHEATILSE :

BEAIAM E#EE IR Amazon S3 £ A&,

£ TEE, BEY  BELAEIEREREREAWS loT TwinMakerEHEES .

BIEFF,

£ TERFERLAL BERP , #E "{wmEL B CORS RS,

£ CORS #HAE{RER X F AP , MARER WAL T 5 JSON CORS :&E , HERUENESE
B Grafana TAEE#15GRAFANA-WORKSPACE-DOMAIN,

o K~ 0N~

® Note
BREEE "AllowedOrigins": JSON TEWHBEREZER *FH.

[
{
"AllowedHeaders": [
nxn
1,
"AllowedMethods": [
"GET",
"PUT",
"POST",
"DELETE",
"HEAD"
1,
"AllowedOrigins": [
"*GRAFANA-WORKSPACE-DOMAIN"
1,
"ExposeHeaders": [
"ETag"
]
}

6. EFEFRFERLTHK CORS EE.

A BIHEE Amazon S3 BFE- M CORS MAIET, , HSRE AR IR LA (CORS).
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https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/cors.html
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R ERH Grafana IRIE

B LAEA Amazon 2% Grafana T2 ZERE , REB 2 EER Grafana IRE, A Amazon
2 & Grafana , A RIBECHWERREIE, RIENERBBURBTE Grafana, & , BB AT LR
EEHCHWERLEBREE Grafana AR

WMFEME Grafana FRIFBHWEEER , FSRTHIEE :

« Amazon Managed Grafana

- BERE®E Grafana

Amazon Managed Grafana

Amazon Et& Grafana 124t 7 —{EAWS loT TwinMakeri&{ , LAME R AT LUIRIEAWS loT TwinMaker&d
Grafana £5., BHR Amazon B Grafana 5B Grafana [AREE , Nt GEFTEE. HEH
EBBEMERBREMEM Grafana BEEERE , MeEEERIRE(. B Amazon FE& Grafana HEZ

E8 |, FE2BM1ERE Amazon £E Grafana ? .

(® Note
Amazon SEE /Y Grafana B Bl X3 Grafana IHHAWS IoT TwinMakerfy 1.3.1 ixA%,

Amazon £ Grafana o R1&4

ZZEAWS loT TwinMakerfE Amazon Z& M Grafana EBRIRPER |, FETR T HIERES -

« EIAWS loT TwinMakerT{E[E, MEBREEL T/EENFFMEN , FSBAFAWS loT
TwinMaker,

(® Note

BERE-REAWSEE FHADEN Amazon ZER Grafana THERER , AWS loT
TwinMakerdt k%, B2 , XBHERLEEMEIEE L, B LAERIR Grafana AWS
loT TwinMaker FE#FIR PR BZIE L. BALE TAWS loT TwinMaker&RI R, HE LiE
BB ERRFERSHER KR,
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs.html
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EBE Amazon ZEM Grafana TEER , RRFEHEYL IAM AEREE Grafana FITEEMET
A, EWA TITEE IAM AE, . ERZEHKAKREE Grafana FTEAWS loT TwinMakerE#H R & 17
BFBIEHERIEE, Amazon ZEH Grafana T EBHEFTEEFTAWS loT TwinMaker , E LR %A
FEREELH T, NEREFBHHRRWFMEN , FSEELERRIAM A6,

BHEREHE Grafana

B LR E B C W EBREBRHIT Grafana, MBEEER - ABFH 1T Grafana WHEBEA |, 52
B Z 2t Grafana, AWS loT TwinMakerffifF Al £ A Grafana & B #&. 1EE Grafana IRIEFRZZEI

NREXWHEBEET , FSEAWS loT TwinMakerfEARER..

EREABEIT Grafana i |, BEZRIHEABERNNIEHZEFEREFERE, NEFHARE
Grafana £ ABERRVIESHEIIERAMIERE , H2BAWS loT TwinMakerEifl#FE, WERE5E
BRERENEHE EFEE Grafana IREM Cloud9 #1 Amazon EC2,

5 AR TE B4 R VBRI B 2R 4R 15 3B ZRERE TwinMaker BHRIR, B URIBTAREEERREREN
DR (ESETAERAEREEENES). ARRRUUREMNEAERACHNKARE. flN , MRS
£ Amazon EC2 £ #1T Grafana , BIFEEE B A ERE T LAFE Amazon EC2 #I1TAE , REZAEHK
RAEZNSNBBRMEE. ETRIEZFHRIB[REEEN IAM Amazon ERETE (ARN), BiIER
wIAM Bt

BAERIRIAM A6

{F AL ThBEAWS loT TwinMaker |, &R LA Grafana & RAR L1241 E R1FH, Grafana BXRREHAE
EZETRNEREESERREN K MERLEERT , AITEEAER, fln , BRIZEETEELRE
BEGENER K MEESREEMEERNER, Grafana BBERRFEERST , HHEETEA
ERA IAM A, AWS loT TwinMakerERIRFEHNEE XA CHERHAWSEFE. MRKREME IAM
A’  Grafana EFEAEAERNEE , WEHE&EELMER. AWS loT TwinMaker

£ B Grafana FEAAWS loT TwinMakeri& Rk , BEEET IAM AL HMEE, BAIUERT
S EE AR 173 Bh IR 2 ST iE L R A,

B IAM B

BN IAM £# A YourWorkspaceIdDashboardPolicyRFEAUEY IAM BUER, LEBERTEEHN TE
[EZHL Amazon S3 #1ZETEEFAWS loT TwinMaker&iR, &t LURES ¥ Amazon Kinesis Video

Streams £ FHAWS loT Greengrassi#fgiZ#zs , EFE Kinesis L BRWEFHTT , URATHEREN

AWS loT SiteWiseEE., BERFSLENEARS , FEETIIHS —ERRER,
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1. RERBRERICK

WMRETIEMER Grafana RFABHERER , FAEA THIEAREIMFRA

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [

"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"
]

.

{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspacelId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

]

},
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]
}

RFeAEREIEEREIL—E Amazon S3 fEFEITE., CESEEERRLEBREN 3D ERNE
So MSceneVieweriR BRI EEHAEE,
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https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/video-player/README.md
https://github.com/grafana/grafana-iot-twinmaker-app/blob/main/src/panels/scene-viewer/README.md

AWS loT TwinMaker EREER

2. RESEREFARRERA

EZE[R 4 Grafana F TRABHES ) HR EWFE , BFHREEA Amazon Kinesis Video Streams
HAWS loT Greengrassi2 i iE#eE v, MEBBAXHERNREXERRNFHEN , 52
B, B AWS loT TwinMakerfB SAIB MR R BE

3. BT HER

MRETEERE D | B LAERFFEREE 0 AR Grafana fR38IENEEEHE . EA#EA Grafana
TEERFEEN AR IERERSPEMEROFS , MEATAEFEEAWS loT SiteWisefd
BE, EAIE future B WEAEIR,

5 T 5 SN M R B

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [

"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"
]

},

{

"Effect": "Allow",

"Action": [

"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceld/*"

]

.
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

},
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{
"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

iy
{
"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

iy
{
"Effect": "Allow",

"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

RIS AR T SRR

- S3RBEFFBNEETIEARASR
THEFFEERMTHEEFIE. AWS loT TwinMaker

« DB FERRBREIIRS PATE Kinesis ¥R BREF

- RBHREBIREFFTBEAWS loT SiteWise & EH B EEEE L 52

- KBERERZENE#@EdgeConnectorForKVSH{Eworkspace IdZEEHAWS loT SiteWise & E
HY I 1t
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BELIERHEHEAWS loT SiteWise BEEFE R85 L E1R5E

£ Grafana FHRAEBKREE , £AFUTUFBHERBGEALEFMRELEEER Kinesis Video
Streams, &R LAEH¥EE Amazon Kinesis £ BRHIVAWS loT Greengrassi# #5:& 13 25 18 B3t B 2 &5
£ #EdgeConnectorForKVSHIE{ATAWS loT SiteWise#& E F AL ThBE

EHEEUURUATIENFZFAs»RNITHEEEEE : . ¢ + = @ _ / -fli0, mMREBEBAWS
loT TwinMaker Z4E[E f£ F§ € Amazon Kinesis Video Streams BIAWS loT Greengrassi##&kiE %25
FHBIBERIAWS loT SiteWiseEE , BITTAMERAERUTERXNVER : WorkspaceA/WorkspaceB/
WorkspaceC, Grafana A#HEX 5@ FIEFHAWS loT TwinMaker TE[E ID K7 0 E & & BHE

B, AWS loT SiteWise

M EZHERTEEERKREFEA

AWS loT TwinMakerGrafana #\# 2 & A BN RF IR M E RFEWERE T AssumeRole FEXRRA
&, EAY , FHEBERADFEHAE AssumeRole SEFEBRE4IA LGBV ESHEREE, NE
BEEREZXFREANFMEN , BFSE T EREER

EREEIFENERIRA® L TUHEENRAKERBER : AWS loT TwinMaker

-~

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:: :bucketName/*",
"arn:aws:s3:::bucketName"

]

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspacelId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"
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]
I
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

},

{
"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
}
}
}

WMREARMT ALLowE ZRRNWFER , AIEFISEEEAWS loT TwinMakerfE# LER. ERBIBR
ATREBRAEHEANRESERER.

(i

BR , B UE— S/ ERNEE, MEHEBEER , B8 EIZAWS loT TwinMakerfi FA3E A2
HR.
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1 Grafana &E&XRIR IAM B&

£ 1AM X2 Aa% , BIA B AW IAM B YourlWorkspaceIdDashboardRole, Fff
hiYourWorkspaceIdDashboardPolicyZE A€,

EEREBERNACNEREREL , B4 EFE Grafana RFREHEFIHERIRA BAssumeRol eI #E
PR, EATYESEAREMEERL :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "ARN of Grafana authentication provider"
b

"Action": "sts:AssumeRole"

%

WFERI Grafana IRERSHREBFREENFMAEN , B2, LKELH Grafana IRiE

\

I AWS loT TwinMakert? S BAE N BUR
LT RAE Grafana AWS loT TwinMaker &4 & # A A 18 S8 HE PR A9 BURAE AR -

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::bucketName/*",
"arn:aws:s3:::bucketName"
]

},
{
"Effect": "Allow",
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ERAEER

"Action": [
"iottwinmaker:Get*",
"iottwinmaker:List*"

1,

"Resource": [
"arn:aws:iottwinmaker:region:accountId:workspace/workspacelId",
"arn:aws:iottwinmaker:region:accountId:workspace/workspaceId/*"

"Effect": "Allow",
"Action": "iottwinmaker:ListWorkspaces",
"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"

EIAWS loT TwinMakeri B MR BE
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}

NEZEFAUNHEET , FSMEET IAM BEE O RARRRUREA,
e ol 3 B R A 7 R0

Grafana R RYREAIB MBS EAR I B Kinesis Video Streams F loT , SiteWise SR 5T 1R
EEE, TERAAKEEFIETZRMWAWS loT TwinMaker TEREBBMNER , FATNITER
BRINAEH IAM BUEEHEEYE,

HER GET #PRIVEEE

BT AR EIR R ME /N Amazon Kinesis Video Streams F1EAWS loT SiteWise B ZENEIE, &1 AL
2R AWS loT TwinMaker WorkSpacelD #Z52AWS loT SiteWisetB#E E , LURAA R A LEFER I
B, F2RENEGLEAATE, BAEAERNERZESIBERERRBRHFHEHAWS IoT SiteWise&E
EW GET 78 , e Al LA AMEREM 5 EREE Kinesis Video Streams.,

RE , BB ERERNEESREMEVFE DD : YourWorkspaceIdDashboardPolicy

"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForkKVS": "*workspaceId*"

}
}

BEEERARS : 988

EEERFRT , e —EXEINREMERHEHZNBEE —EITH. fAMERFE-ItHEE
B, ENESREAR , YERBEEREH L. SERETHNESEEENAEREGE  HTRANREER
Bl ERegERE. SFESEEERHTUAAESAENEEETRE. ER cookie THEBEHTF
BER  ERAEETHFE , ERGHRERTEERERRE.

BRI DURRAE AV BEAE ID HERCHHMEE |, DUESINER B, TiS@RE6IH , B4 ID & BatterRoom
FreezerRoom. ., BakingRoom#{EE B ES/ M &R E 1% Z Kinesis Video Streams , I BB —
EE® , EPEE : # = EdgeConnectorForKVS, {& = BatterRoom., ZETURHA FTHEMFETT
PRBEBEE . - + =@ _ / -

Ef{gRYourWorkspaceIdDashboardPolicy , FEEA U TBRER !
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/dashboard-IAM-role.html#tagging-camera-assets
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{
"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:GetHLSStreamingSessionURL"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForkVS": "*groupingId*"
}
}

"Effect": "Allow",

"Action": [
"iotsitewise:GetAssetPropertyValue",
"iotsitewise:GetInterpolatedAssetPropertyValues"

1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*groupingId*"
}
}
1,

ELEFR N S REI B FRABHRAMAWS loT SiteWise B BRELEFTIMBATNEEER. AENE
ARBIER, groupingIdEEMWIZRF , EAF = RooMid,

FEEAFAAWS loT SiteWise BatchPutAssetPropertyValue # R

RN ER B THRAEMEE . AT LEERIIGEE, EEEAE  SULECRBEE | XiEB
112 Grafana Z##IHR LN "iEH REXER,

ER T YA - BatchPutAssetPropertyValue R , 55 AR -

{

"Effect": "Allow",

"Action": [
"iotsitewise:BatchPutAssetPropertyValue"
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https://docs.aws.amazon.com/iot-twinmaker/latest/guide/dashboard-IAM-role.html#tagging-camera-assets
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1,
"Resource": "*",
"Condition": {
"StringLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
}
}
1,

FEBFERAL RS | # /% TR BatchPutAssetPropertyValue AWS loT SiteWiselE S/ & & T
B, BRI ERRXAVRSERIEERE propertyld , LABRFIZX4FE PropertylD FI R,

"Condition": {
"StringEquals": {
"jotsitewise:propertyId": "propertyId"
}
}

Grafana F#Y T{RFAEKES ) EREFEREIRZEAEBEM (B A) VideoUploadRequest , LARKEN#%
BB BZ A LEZE Kinesis Video Streams, TEIZ &8 PR BB B propertylds AWS loT
SiteWise Ef& YourWorkspaceIdDashboardPolicy , FBERAU T BERERR :

ooy

"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/EdgeConnectorForKVS": "*workspaceId*"
},
"StringEquals": {
"iotsitewise:propertyId": "VideoUploadRequestPropertyId"
}
}

ZIEEIRIAWS loT SiteWise BatchPutAssetPropertyValue #E R 192
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}I

LB AR IS E R EIE S ZLAWS loT SiteWise i EEN S EME, WEFMEENR , BFSHN
AWS loT SiteWisefalf£ A IAM,
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/security_iam_service-with-iam.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/security_iam_service-with-iam.html

AWS loT TwinMaker EREER

#& AWS |oT SiteWise 3R Connect 2l{E& AWS loT
TwinMaker #x Grafana

(@ Note
HHRERLREERE  JEAMBE,

AWS loT TwinMaker BE£9#&ZE AWS loT SiteWise HFE#HRE A AWS loT TwinMaker fA#. EREEE
HETREIRECERRE , MEFEFEERBENBET AWS loT SiteWise ERE#EZR . BUUER
AWS loT TwinMaker Grafana AER S BERMRER B , W Grafana PEREBHRE , MEFY

BT APl Y AWS loT TwinMaker SREZEEEHR A F, AWS loT SiteWise

AWS loT SiteWise Z/R#HEE JIRIF
EBRVERIEHEHEST Grafana ERRZE , FEEECWE T 5 5 RGH -

- FAZE AWS loT SiteWiselRE N EERMK. MFFHMEF , F28 (EAER) 71 (BELEEE
#H) M (BUEE)

« 47K loT Events BRER | URIMASEMMINZE AWS loT SiteWise 8, MEFMHER ,
BIEAIEREPHINES AWS loT EH4HER,

« AWS loT TwinMaker 2 Grafana B4 , B& A LUTE Grafana FFEUER AWS loT TwinMaker &
Ro BEEMBESZEN , F2BAWS loT TwinMakerGrafana & X

3
»

EZ= AWS loT SiteWise ERTH IAM A&

AWS loT TwinMaker £ T/E[E IAM A& REHFELTE Grafana P EREE. AWS loT
TwinMaker TEEAEEZEETHHER , F 828 Grafana A HY AWS loT SiteWise B RE B :

{
"Effect": "Allow",

"Action": [
"iotevents:DescribeAlarmModel",

1,
"Resource": ["{IoTEventsAlarmModelArn}"]

e
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-assets.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/create-asset-models.html
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"Effect": "Allow",
"Action": [
"iotsitewise:BatchPutAssetPropertyValue"

1,

"Resource": ["{IoTSitewiseAssetArn}"]

EEAWS loT TwinMaker 2 & F |, B RERE AWS loT SiteWise EEMNEE, FHNME
flcom.amazon.iotsitewise.alarmEATHERRFIGZEEMN TH , WHBHENEENE R

RE,

Add component

Component information

Name
DustAlarm
Type
Types of components include documents, time-series data, structured data, and unstructured data.

com.amazon.iotsitewise.alarm

Asset Model
Choose an asset model.

ConstructionSpot

Asset
Choose an asset.

Spot1

Alarm Model
Choose an alarm model.

ConstructionSpotDustAlarm

tTENREBEREAZERAZE N EEY RFlcom.amazon.iotsitewise.alarm.

BB TR, AWS loT TwinMaker & B E11¢ AWS IoT SiteWise MEAMEBENE RB4E AWS
loT Events, ZBANERBUERTHEEEX R TFETRENMEEERM E®RT .

FEiB AWS loT TwinMaker AP| ¥ 4T &8 F E 3
BIUEBRTHR , BRI LUEIB AWS loT TwinMaker AP| & TRE, MEUREHMERRE.

UT REABERRENFEREH
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AWS loT TwinMaker EREER

aws iottwinmaker get-property-value-history --cli-input-json \
{

"workspaceId": "{workspaceId}",

"entityId": "{entityId}",

"componentName": "{componentName}",

"selectedProperties": ["alarm_status"],

"startTime": "{startTimeIsoString}",

"endTime": "{endTimeIsoString}"

} 1

LT REAEREFENEHFER.

aws iottwinmaker get-property-value-history --cli-input-json \
{

"workspaceId": "{workspaceId}",

"entityId": "{entityId}",

"componentName": "{componentName}",

"selectedProperties": ["alarm_threshold"],

"startTime": "{startTimeIsoString}",

"endTime": "{endTimeIsoString}"

} 1

LT REMEREFENHEHFER

aws iottwinmaker batch-put-property-values --cli-input-json \

{
"workspaceId": "{workspaceId}",
"entries": [
{

"entityPropertyReference": {
"entityId": "{entityId}",

"componentName": "{componentName}",
"propertyName": "alarm_threshold"
},
"propertyValues": [
{
"value": {
"doubleValue": "{newThreshold}"
.
"time": "{effectiveTimeIsoString}"
}
]
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}

ARE Grafana ERIRERERE

FTEAEFE_ARAZANERIRIAM A€ K ER—EZEAE , EAREEER
fliottwinmaker:BatchPutPropertyValuesZl TwinMaker T/EE arn , 20 R HIFT R,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iottwinmaker:Get*",

"iottwinmaker:List*",
"iottwinmaker:BatchPutPropertyValues"

1,

"Resource": [
"{workspaceArn}",
"{workspaceArn}/*"

]

},
{

"Effect": "Allow",

"Action": "iottwinmaker:ListWorkspaces",

"Resource": "*"

}
]
}

}E |, LALE IAM BB REHREHERRN

"Effect": "Allow",
"Action": [
"iottwinmaker:BatchPutPropertyValues"
1,
"Resource": [
"{workspaceArn}",
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"{workspaceArn}/*"

BBEREEEALCARNERREABCRERA am.

Zeh IAM BAEE , BB ALW Grafana BRIUBTEHTNAER amn, B "EXEBEREEHRNE
AR, BEUAHR , RAEEam PER TEA, AR,

{i} Settings

AWS loT TwinMaker-4

Connection Details

Authentication Provider & AWS SDK Default
Assume Role ARN

External ID

Endpoint

Default Region @ us-east-1

Assume Role ARN

& Specify an |AM role to narrow the permission scope of this datasource. Follow the

documentation here to create policies and a role with minimal permissions for your
TwinMaker workspace

TwinMaker settings

Workspace

& Define write permissions for Alarm Configuration Panel

Assume Role ARN Write

Explore

BEH Grafana ERRRER
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£ Grafana ERETEHR AR

EAATSBREEREETMRATEEERREH LETEE

1. EEMRERTERNIER,

EEHEEPHREHIFR.

EFEATHERER : Get Property Value History by Entityo
ENEMEETNERIEREE,

ENMExE , FENZEABMN THI THEE

HRBM , 55218 : alarm_statusMalarm_threshold.

o g kW N

EixR  BEZEE TR ID &Y ID NERE,

@ Note

HRLRAE  FTeRREABEH, SEZREENRENGRE  UBRECEHRERE
28

7. BEAER EE, N "ERIEF. | EBRERRHE,
8. EFMBRHF[BL IUREEZH, TBNVEEMTEMF

€ Grafana Labs Alarm Config Test / Edit Panel

AWS loT TwinMaker Alarm Conf] tion

Alarm ID
OverheatAlarm

Thresold
10

Notifications

Edit Alarm

Transparent background
[ ]

> Panel links

> Repeat options

~ AWS loT TwinMaker Alarm Configuration
Workspace
GrafanalLabsAlarmTest (GrafanaAlarmTest)
Query Type Get Property Value History by Entity
Entity ReactorCore

Component Name OverheatAlarm

Selected Properties alarm_status (STRING) X alarm_threshold (DOUBLE) x

Filter

9. BB [{RIEFE] R , B URRERETRREERNERERE.
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10. 1BH "@7FEL UREFNERE,
Edit alarm

ERAEER

(® Note

Cancel
LR R aEEE
EHE , KB

22BN AREEELEER, SEEBEERVIMBNKEEE &
BREREABREENRER , TREETKANNE,

fEF Grafana ERVETERATRL
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AWS loT TwinMaker B4 E8E K

Matterport IRt S EMEGEERBHEBHANIRE  WEVSEHIEMWN 3D £ | thF#EA Matterport
e, ELERNBABRRERIEZE. AWS loT TwinMaker ¥ Matterport £/ , o5&

# Matterport Bl A E A RIBEH, AWS loT TwinMaker EiBA§ Matterport B{{v % i ik B2 fig ¥
AWS loT TwinMaker ,U\—IJ«,{'EJEﬁE—iREP*EEthE"’?ﬁ:,L.\E’JﬂLLEH@H‘*%,

= Rules  Settings i~

J ‘ l ‘\ \ \; S 3’ [ /l \i N ?§ ) ’ [‘

ccccccc

mmumfmnmuu l

; 2 Punuzm/ﬁr

W FEfE A Matterport B F¥MAERA , 552 B0 Matterport B3R EA X F1 Matterport EEAWS loT

TwinMaker »

BEexE

YinEE & FORIRH

E £ WD #RIEM Matterport 528

R BB R R ERTE AWS Secrets Manager

AEM B IR 2o ] E A5 = AWS loT TwinMaker

£ Grafana BRIRPEAFHEZE AWS loT TwinMaker

£ Web FERRER & Matterport Z2# AWS loT TwinMaker
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AWS loT TwinMaker EREER
AR

LB ATRIEHMIT T HMESE

+ £ AWS loT TwinMaker FE AR EH R EE Matterport ZE Rz

£ AWS loT TwinMaker Grafana &&RiRF @R EANER, BEEFEH AWS loT TwinMaker
Grafana WEZ{EE. , FERE Grafana BRIRE K UE,

#& Matterport ZE &) B A &9 AWS loT TwinMaker 55,
BEY EA BB EREFTIZEESHERM AWS loT TwinMaker Matterport 1Z%,
B BB RIEHY Matterport Z2 IS AWS loT TwinMaker B =2FHEE  YRHEBFELTHRE.

EEEFES 3 BERSER,

1. EXEIWEEKEN Matterport Foss
2. BEHFRHBREEME AWS Secrets Manager
3. KYMHEEBZTEEASESR AWS loT TwinMaker

BRI LAFEAWS loT TwinMaker =R & FHKBES, EFEAEMN "8BE, HENE=ZFERT , B
Matterport BE , EEAMENTRERZERIE.,
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ERAEER

Services v

Resource Groups v *

AWS loT TwinMaker x AWS loT TwinMaker Settings
Settings
How it works Settings for your AWS loT TwinMaker account
Waorkspaces
Workspace Pricing options Model sources

Component types

3rd party resources

3rd party software integration. You can configure AWS loT TwinMaker to work with 3rd party software. This pages lists which software is available for integration

Entities
Resource library
Scenes

Query editor

How it works

Settings

Step 1. Contact Matterport
What's new [4

In order to integrate your Matterport
Documentation [

FAQ A
Pricing [4

assets into AWS loT TwinMaker you
need to contact matterport directly
to request an integration with AWS
loT TwinMaker. We recommend that
you reach out to your point of
contact, or request a contact here so
that they can provide guidance on
the necessary components for
enabling the integration.

¥ Matterport integration (1) info

Step 2. Record your
Matterport SDK credentials
Record the client id and client secret
for your Private Model Embed (PME)
application and the SDK key from
your Matterport account.

Step 3. Add your
Matterport credentials into
AWS secrets manager.

Add your Matterport credentials as a
secret in the AWS Secrets Manager.
When adding you secret in AWS
Secrets Manager, you will have to
add a tag with key
'‘AWSloTTwinMaker_Matterport’ to
this secret since it's a 3rd party key.

Step 4. Select your
Matterport account in a
scene composer scene,

Add Matterport scans to your scene,
by selecting the connected
Matterport account from within the

scene settings page.

Contact Matterport [2 |

‘ Go to Matterport [4

AWS Secret Manager [4

Go to Workspaces

Connected accounts

Name

Description

ARN

No connections

Copy you Matterport SDK credentials key into AWS Secret Manager.

AWS Secret Manager [4

@ Feedback

@ English (US)

YDiim B & SO IRk

£ &4 Matterport B2 287 , AWS loT TwinMaker s5FEEZHFE T 5 R &4

- BEBELER Matterport 1IRF , ARBEFIEN Matterport Efo. AWS loT TwinMaker
« 88 AWS loT TwinMaker THE[E, WMFFHMENR , FSBFELEA AWS loT TwinMaker,

o B EH AWS loT TwinMaker T#EERA B, ﬂﬂ%ﬁﬁﬁﬁilﬂfﬁﬂéﬂﬁnﬁﬂiﬁéﬂ E2REINE
EHWREAE AWS loT TwinMaker,

BUATABRHEZENITHEEAS !
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7,


https://my.matterport.com/
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs-service-role.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/twinmaker-gs-service-role.html
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{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": [
"AWS Secrets Manager secret ARN"
]
}

o RAAHEE Matterport ABLERNA BN LNERE, Matterport tt EAEESRAERERE R#R
(PME).

WMREEREHE Matterport B FIEHE | FFE AR,

MR ERHE Matterport I ERIE RS | FEEA T 5 FBi4E Matterport WERES

1.

nal N

BARE45BH AWS loT TwinMakerE H,

% TEHMEERMIL &k, BRI RE,

ERELEBXENEER.

EREMITFE , FRIE TITRT, |, BENBEREEE Matterport,

AREEZE , BUUELRBERSEFFFENAE Matterport SDK MABRE A# (PME) 535

EARSIREABENERIRBMEEEM,

=AW EC SR IR R Matterport 3058

& E B Matterport S AWS loT TwinMaker , &% E1R#t AWS Secrets Manager Matterport 533
SEEA T HRERFRELE Matterport SDK 525

1.

2
3
4.
5

BABWYEZERE.
Bl R EMIRFERERH.
ARERHEE , RERZASTREERE,
£ [Eﬁﬁkﬁl ) HE L, 5i1k SDK £BEEEER.
A SDK £REEERR , BEHE SDK IREH,

EEIEO SDK B 204


https://matterport.com/partners/amazon-web-services
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6. HUS Matterport SDK &8 % , A8 I8 E LM Grafana @ RES AWS loT TwinMaker B9 &
i@, MREFEHAHE AWS loT TwinMaker ERERNES |, BELHIEBEMN ETHEE,

7. ETXR, RE TERAERFERKEE,) Hy , BFEZXSEIIHEN PME ERER, L&ETIE
o

« R F w5 %
- AFImER

® Note
HARAFHRERRAGER X, AERMEANERELEELNAFPRER, B4EE
AWS Secrets Manager £ &P HREHN A FWEZE , T BB T Matterport S,

EERBE VL E MR Matterport ERVAZIRER PME i , RREEBEIELRRH. NRKRET
IELEFRRE |, RAHHAE Matterport, & ZEFEKREE , 552 B M atterport F1 AWS loT TwinMakerE##& &

[}

NEFE ZEE Matterport SDK RV E A , 552 Matterport B 75 SDK X4 8 E

A& IR B4 BRR T/ AWS Secrets Manager

= A TR FEER Matterport REREEP. AWS Secrets Manager

(® Note
BEERELWCHEN Matterport REEEFNEFELNAFREE , TREEEET
Matterport &,

& A AWS Secrets Manager £ &,

EEE "2, 5l , AREN "REHNBE, .

R TEE BE EN THUBRRNRE,

£ [FRolR/ERH] BERP , ETIIRSIBERSE , LAEER Matterport FRFMAE :

) w0 bdh =

« <your Matterport credentials>8| & —{E#-E¥ , # : application_keyHfH : .
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ERAEER

* <your Matterport credentials>£|2E —E#-E¥ , 8 : client_id#E :

* <your Matterport credentials>£I2 —{E#-E¥ , # : client_secretHH :

ERE  BEZBHEFEUTISEGMNERE

Key/value pairs info

Key/value Plaintext

application_key matterport_application_key Remove
client_id matterport_oauth_app_client_id Remove
client_secret matterport_oauth_app_client_secret Remove

+ Add row

BHE "HERBEL M THER, WA
i TRER ERPALEERERER.

© N o o0

FIEEERE  WTEHMREEEFM RO BEZ® - AWSIoTTwinMaker_Matterport

HRAMZESE , B LRFaws/secretsmanageriBINTER NZ £
BiE TT—%, ek TERERE. BEH.

BB ABREFME AWS Secrets Manager
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ERAEER

AWS Secrets Manager » Secrets » Store a new secret

Step 1
Choose secret type

Step 2
Configure secret

Step 3

Configure rotation - optional

Step 4
Review

(® Note

Configure secret

Secret name and description info

Secret name
A descriptive name that helps you find your secret later.

‘ AWSloTTwinMaker_MyMatterportConnection-1 ‘

Secret name must contain only alphanumeric characters and the characters /_+=.@-

Description - optional

Access to MYSQL prod database for my AppBeta

Maximum 250 characters.

Tags - optional

Key Value - optional

‘AWSIoTTwinMaker_Matterport ‘ ‘Entervalue ‘ ’ Remove

BABIFIEER, PNE=FWFEZEZE AWS Secrets Manager , BEEZBHI BT

B

EMMCREER, RESRE | STSLUER 8] EET —ES R

9. BE[T—SUHHE [BREHRE) HEH. HERNTHPLIBEMN, NMREZEETRKMEREM R
FERR  FERRE (T—F). IERERBRNFHEER , BF2EESE AWS Secrets Manager

B,

10. £ [WE] EE RSN RIGHEE, EREFNENER A FEE [BEE,

WNE M EEME A AWS Secrets Manager ,

ﬂlh+

2B T %) AWS Secrets Manager X # :

FERAELNEEEE AWS Secrets Manager

{2 AWS Secrets Manager ?

BB ABREFME AWS Secrets Manager
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 JE# AWS Secrets Manager %

RELALAE AWS loT TwinMaker Matterport EEEABR T, m2E T —HHNER , SYUHEE
BB EASZ S AWS loT TwinMaker

Y E R ZE R FE A F S AWS loT TwinMaker

RB 2R EEHAIRZFECEREMN Matterport 1RF |, #§ Matterport IBIBREFIBERNIE S,
2R E A IZM Matterport IR MERE -

h

HEET

1. A AWS loT TwinMaker £ A&,
BUSBREELESFER Matterport ZZEHIIRA AWS loT TwinMaker 55,
E=AE K B8E "RE, ER.

ERRE|N (BOBEER T , K3 EREE], ARWALEEFPELNZREENESE
ST TE AWS Secrets Manager,

0D

Hierarchy Rules Settings

¥ Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

spaces in your TwinMaker scene.

Connection name

BEHNEEBEE AWS loT TwinMaker 208
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® Note

MREBEDIEE "REEZE AR |, FBREEAWS loT TwinMaker £12 & 5% € B H LA B
%A Matterport B Fo

Hierarchy Rules Settings
Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration

Matterport integration enables you to integrate your
Matterport account with AWS loT TwinMaker.

No connections

Connecting your Matterport account lets you view

Matterport spaces in your AWS loT TwinMaker scene

Learn more

5 ¥ETXR, £ Matterport Z@E TR FEHEEZELEETIZSPFE AR Matter port 22/,

BEHNEEBEE AWS loT TwinMaker 209
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connec

ting your Matterport account enables viewing
es in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

6. EEZEE , BOLEA Matterport 128 , RE%E "TEAEE,) RBASAHERA AWS loT
TwinMaker 5 R Z®.,

HEPNEEERE AWS loT TwinMaker
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

es in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to

Twinmaker data.

Mo Tags imported

Import tags

A Matterport EE 2 % , ZERASHENERIRMERNR, BAIUEDFEEHEN Matterport
EE , LL AWS loT TwinMaker 8 R4 R BRIE Matterport IRFE R RFTEE,

BEHNEEBEE AWS loT TwinMaker 211
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Hierarchy Rules Settings

Scene Settings

Environment Preset

¥ 3rd party resources

Matterport integration Info

Connecting your Matterport account enables viewing

spaces in your TwinMaker scene.

Connection name

cookieFactory

Matterport space

Factory1234

Import your Matterport tags so you can bind them to

Twinmaker data.

Last updated March 17, 2023, 14:32)

Update tags

7. BEMKIh AWS loT TwinMaker E2 Matterport B4 |, BIEERH AWS loT TwinMaker B2 EE#ES
FE A B9 Matterport Z2 B FEE, 1’R_Il«>lfgilﬁﬁ1_’cﬂﬁﬁﬂiﬁs BRIELL AWS loT TwinMaker B 5
T,
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WMEFEAE AWS loT TwinMaker FVFFAER , B2 BEELARE AWS loT TwinMaker 5=

1£ Grafana ERIRFPEABIFEAZE AWS loT TwinMaker

# Matterport ZZREIE A AWS loT TwinMaker 355 , BRI IE A Grafana ERMRHPH Matterport Z2
BRiRZEE, WRECKER Grafana #ITE E AWS loT TwinMaker , Bl REFT B Grafana &%
ix , BDE]E A E AR Matterport ZEERIRIEH IS S,

MR B AR AWS loT TwinMaker £ Grafana #1T5%7E , fS8ETHK Grafana ZE&88&EF. AWS loT
TwinMaker E2 Grafana B&F , £EMERIE, BALUFERABREEN Grafana HITERE , Al LUE

B Amazon 28 ® Grafana.

EZRE T | E— T Grafana BIEHRESRER :

« AWS loT TwinMaker Grafana &R iRE Ko
« Amazon B Grafana.
- BEREEM Grafana,

£ Web FERRER A Matterport ZZ# AWS loT TwinMaker

# Matterport ZZREE A AWS loT TwinMaker 35 2% , BRI ERAEAERXEH Web AWS loT ERTE
KK Matterport Z8 B MIR IS5 =

SRATHXMH , E—F THRAAER AWS loT BRAEXEHF

o BEHE—SEMBUWMA AWS loT TwinMaker B EEA AWS loT BRXEMFER |, @28 FEH AWS loT
TwinMaker Ul {84812 B EZ& Web EERREF,

- ETHRERBER AWS loT EREFENEZEE |, BHRBAWS loT EAREFS Github Bl

- MFEMAERARAEXNEMHREF Web AWS loT BARRXMNIETR , FFEME S loT App Kit XHE
Mo
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AWS loT TwinMakerfR A& 4

BOEABFTERMERERT —BAREFNESE, ETLLAAWS loT TwinMaker3R 18 # A8 # A9 57 iE F
SRR, EHPAWS loT TwinMakerB W SBEMEVER  WEAGATHSENRREANPE
BRI HELE R REIAWS loT TwinMakeris =3 Grafana & &K,

AWS loT TwinMakerf] UBIB ME H RIE & F1 e BR M. SR LA Kinesis {25 EE
BEREREERERRAA , LU ERAREFEEEREL  YWiEB MQTT ASHBRALE. FH
WA RENEBREREAER , LUMEEAWS oTIREZEFEH. BEA Kinesis Video Streams E4E
VENERIEEEBZEES | FF2H Kinesis HARMBHEESFIAM. GitHubFEBRIAWS loT
Greengrass TR EEMIE A |, 5528 Kinesis Video Streams 3222 25WAWS loT GreengrassX
#.

B FTEMAWS loT SiteWisetE B I 5% E Kinesis Video Streams Greengrass o2 % , & LAE £
EATHEGLNAARRRERI B EEEAER. AWS loT TwinMakerf& 2 7] LAfE Grafana &
RIRFRERE LNERRRNPEER, MEBBEES Grafana WEZEFHAAWS loT TwinMaker ,
528, AWS loT TwinMakerGrafana #R& R

£ A Kinesis A BRI BFEEIREREH AWS loT

TwinMaker

£/ Kinesis AR BBERESS , B LUSAAFNER BEREIAWS loT TwinMakeriE =PRI EE,
B ERARATHERFATHEIE, EEBRVEESSTEANKRALRYE  BHUTER.

BRI

EAWS loT TwinMakerig =R E IR AMB 428l , BRELR ST T HI LR GH

« 2 Kinesis ARG B BEEEEIFTENAWS loT SiteWiselE B EE, MEAEREEET
AWS loT SiteWise B EMFEMMET , 552 Kinesis R B RAB B EREEE AP,

- FEZEHAWS loT GreengrassE & FEE T Kinesis {RFAR TR BFERESR . WFEILFE Kinesis RAHE
TEBEESTHNFRET  BFSEBBERER

EITAWS loT TwinMakeris = Y18 A T4

SERTHILEE  BENBESREIT Kinesis iRABRTHREBERESS,
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1. FEZEAWS loT TwinMakeriZ&H , AEENERATHNIE R,
2. SRFAME , EERAENEAHNELEMATHANE T , AREE "$iETH. (Add

component),
3. E[MBERM4 ERP , MATHNERE ALY BE] EZF (BE],

4. FEBERUEEIMKAWS loT SiteWiseHEEREBRRFEERE, WERBWEERUTH
3 : EdgeConnectorForkVSCameraModel-0abc , EFRENZRNHFZFZHERELEACHE
EABTE,

5. & T&E, P, BELERDPEREFANAWS loT SiteWise BT MEE. EHIR—E/NED , @
BENERNSRARNAE,

® Note

& ZAEAENRARR , FEE E] BRAFRSEIE MQTT S4LARENR AR SRR,
FHh4  BERBERETRERBET.

6. BERRATMGHEEZER , FEE FETH,

# Kinesis {RFAE R PR AP AL E R FIBE Grafana EXRIR

EAWS loT TwinMakeri5 = ABEBEVRATHE |, BULUE Grafana PR ERFAEIRUAERED
KRR, FREEREAWS loT TwinMaker82 Grafana IEFEE S, MEFHMER , FSE AWS loT
TwinMakerGrafana R & &K o

/A Important

£ E1E Grafana BERIRHPRIEEA |, BABETE Grafana ERIRREEEEEWN IAM FH, &
EERVXENACNER K BSEEIERKRIAM A6,

AR THFZER | BlAJ1E Grafana &R EF Kinesis Video Streams A #EE R,

—

BB AWS loT TwinMaker & & 4R,
BIE TEEER,  RRIBE THEZEAER .
RERIIFD |, BIBAWS loT TwinMakertR S8 B R 2S E AR

EAWS loT TwinMakerfRABHERNERF , B AKERE B KinesisVideoStreamName , JA K
WERAPERFAM Kinesis RIABRE R,

> w0

# Kinesis A RRANRAF P EERFTEE Grafana BRI 215
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® Note
EERPERERBRE Grafana [RAHEHKR , BXEEBRIEERARRTHNER,

5. BAM . EERPEEEHAWS loT SiteWise EERBRERAEKES , B Enti AWS loT
TwinMaker ty , FEZZFETEAWS loT TwinMakersB =PI NER, &% HE) B8, BELR
AAWS loT TwinMakeriz = P EBE I WRAEH

# Kinesis 1231857 R V4R A A AP 48 5 BT 18 £ Grafana R4 216
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5 FHRIEAWS loT TwinMakerZ & &R E

AWS loT TwinMakeri2f Flink B2 E , B A FRAZERNERERNBRNEAZSVERKFERAN
HNEERFEHRE,

A LAE A AWS loT TwinMaker Flink 23X E , 7 7A =27 Apache Flink W EEBREPHEHZREAB
FTE#285 | W1E Apache Flink WS EEBRFEHH Zeppelin EEEAFHIT Flink SQL Ef, FEiEAT
DRABBEHTHEREEREARER, EXESFAAWS loT TwinMakert 4 {R &K TEERBEEE

AWS loT TwinMakerFlink EXEZEETHIER,
DEFHF

1. B2EANIERE K HPISE=NH. sFHEREAWSHRE (AWS IoT SiteWiseH Kinesis Video
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iam:GetRole BMEMBIR., EAXREAIMMERE AL AWS Management Console AWS CLI, =
AWS API RBABE .

BoBEER

o BBRERMME S5 (Fla0 IAM /A&, EREFANAR) /Y JSON FFATBERN A, BL
BERAEH S D EMERG TREBEERATHEDF, B2 THUNMELSGIREBR , 2R
IAM fE &SR FRVETL IAM BUR,

BrBERRUE-S O ERARBRIAZERR, ARBREEZARINE—FHE, FEAIAR, 2
EENERKIBIULRE , B SUEEMMEEH AWS 1RF. SEBRSE AWS ZEBRNEFER
HRHE, BEETHRNMAEREBRRARBKEEE , F20 IAM EREERTFHNEZEBERERNAR
BERERE.

EREBE

ERABBCRZEETERN JSON BER X, EREBERNRE REFIZ IAM AEEEBERM
Amazon S3 EEIFEBR, EXEEREBRNEREHEF , REEEETIUFERACMHREHESEER
WEFEER. HRMNBENER  BREEREENER T UEZERATHWEEAREMEGFRLE
THTHEE, EXLAEEREBRDIEETE, F2RETLGEIRS, £HE. A, AEERE
Ho AWS RIS

EREBERVAZBBEPHNRARBEK, EEEZENERAERIBRPEA IAM B AWS ZEH
Ho

FEEFFE (ACL)

FEUEFEE (ACL) TEFIMERTEA (IRFKE. ERAENAR) AR FIREERNTT. ACL E
REFREBER , BEMFER JSON BRI HER,

Amazon S3 #l Amazon VPC X% # ACL AR EH|l, AWS WAFEEH—F TH# ACL , F2HE

Amazon Simple Storage Service BiZ A EI5EH AN FEUZRHEE (ACL) ##,
HBRBE
AWS X EHEMBEFERNRER, SELBREHETRERE RBIREBEERFENRKRETT,

- FARR-FUHER-EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBAFFA. BUNAERREFAIRR. MEENFITERERNS D EBERMEFT A SRR
o B Principal M FEEERAENACHNEREBRUATSZIFTRRRG. EEEK
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AWS loT TwinMaker EREER

RPNWARIEEHSERRAT. NEFTHEENESHBEN , F2E IAM FAEEETH 1AM
ElTEE,

- PRIFIEFIZHKBE (SCP ) — SCP 2 JSON XRi , ARIEEPEMEBEN (OU ) B KR,
AWS Organizations AWS Organizations & —EAR D HEMEFERELER AWS 1RF BN ZE
R, BEEBAEBTNAEINRE , B LUERBIESBER (SCP) EREMEMHMMAEIRS. SCP R
FINERFHERNER , SEEHE AWS IRFRFEAFIRE, WHEMEBN SCP WEZSHEER ,
722 @ AWS Organizations A EEEHH SCP EESL K,

- TERSERER - THERBBERRE—BERER , Sl EEBREEANARNELACHRBAER
ENTRTERERE  FR2BEE. MEETEREBRNFITSREAEIACHN ST EBERMIE
FEERBURMI RS, FFAHRAIURAEREER, MEEEBRRTNWAREENRSERZ AN, UFE
ZEH , F2H AM EAEEEHN TEREREE,

ZRBREE

HEERRERERIFRE  HERERNAUTEELAEMR. EMHBLIER, BETHNFAEIRZE
BUREBER AWS BERBAER , 2R (AM £REER) PHBERIHMEEE.

n{a e IAM AWS loT TwinMaker ¥ it £ A

EEER IAM BEFEUER 281 AWS loT TwinMaker |, 555 7 f2HBLE IAM ThEE T8 B AWS loT
TwinMaker,

B LU ELE A 1AM ZhEE AWS loT TwinMaker

IAM Zh&E AWS loT TwinMaker 3%
BoBEE =
EREBR &
BERBE =
BRER =
BRIEHZSI =
ACL &
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IAM &g AWS loT TwinMaker 3 #%
ABAC(BUR PRV IRHR) i

R B =

£S5l =

BBAS =

RIEREHE a

EERABMBEM AWS BRI AWS loT TwinMaker B2 X Z & IAM ThaEIEELEE |, SFSBAWS
IAM Identity Center fEF E 5P HVIEE IAM EABAWS R,

L 9B B AEEERl AWS loT TwinMaker

X EHSEEE =

BoBEBERNLLGEZEI G S (Bl IAM EAE, FRERMBENAR) Y JSON FATBE X4, EL
BRI 5 9 EMEGRG TR ML T RATHLESE, EETHRNMEISIERBE | F2E
CIAM EREERE) RPRET IAM BUR,

£/ IAM 2 BEBER |, BUIEEAARIEBNBENER , UREMERG T RAFREEEIME. &
BELESSERRPEETR  RASESEAZEENEAESAR, METHREE JSON BERHE
RBFrE s , F2ER (AM EREEE) T8 IAM JSON BETES £,

LB 5B R AERANFEBIEH AWS loT TwinMaker

ZEEWARLL AWS loT TwinMaker 90 AEBRNRAEF | 5528, UE2HAERLN S
AWS loT TwinMaker

LEREAEMABER AWS loT TwinMaker

XEUERERAYBUR -
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AWS loT TwinMaker EREER

ERBBEREZM MBI ERA JSON BRX . EREBRNEEREFIZ 1AM ABEFEBEN
Amazon S3 REEIFBBR., EXEEREBRNEREHET , REEEEVUFERACREHEISEER
WFEER. HRMNBENER , BREERIEEN EB I LUEZERATHNEEUREMERLE
THINEE, EHBEEERABRTPIEEEE. TSHRETUGERSE. £AL. A, AEFEHRE
Ho AWS BRI

EEMABIRFEN , fUUEEEHMIRFANAMAEIRSS IAM BER | FRAEREBRN TR, &
BERFETREEFREIK , AREYGERRN —F, EXBNERURTER AWS 1kRF |, 2151
REFH IAM EEE UL ARETIRER (FAERAC) BR , TENER. HEBKS I HBER
EERIERRREF T, T8, WREFEBREAMEERFANEIRE T, ERBARTERINN
BoBEEK, NEFMAEA , F2H (AM E£REERE) F/ AV ﬁ@,ﬁﬁiﬁ/ﬁﬁuﬂlﬁﬁﬂiﬁo

K BUERBE AWS IoT TwinMaker

X ERBUREE =

EEEWLUER AWS JSON BERRIEEH T UAFIBLERNR. UHMER , WEERETERGET AN
A BEERANITHESE.

JSON BURRE Action JTEBERE T AMRAFFHRIEBBR PR EF. FAUBFEEFEREBN
AWS API ERXERMHEN BB, B—L£HI5RR , FlUNLBHEFH APHRENERTFTEF, tbE—
EEXFERRPNZEEF, ELBENNBERSBREE.

BEREFEABERR FEHITHBEBEENTT,

EEZEF AWS loT TwinMaker BIEBE |, B2 R RERESE AWS loT TwinMakerf FiE & HY
B,

R KB VEEEIEZ BT AWS loT TwinMaker £ T 581 & :

iottwinmaker
EERE-RAXPIEELEESE , FRERS R

"Action": [
"iottwinmaker:actionl",
"iottwinmaker:action2"

]
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BHERELL AWS loT TwinMaker & 2 B E#EH R A4 L& 5B AR F R 5

AWS loT TwinMaker

a.u»

BB EEERE AWS loT TwinMaker

X EBRER =

EEEWLER AWS JSON BERRIEEH AT AFIMLERS., tWHIHR , WEEREMEHRG T T
B BEERITHEEE.

Resource JSON BERTEZTEEEEABENYH. BRARX X4 EE S Resource = NotResource
TE, REEEEFEAH Amazon Resource Name (ARN) RIEEER, Bt EREERER
HEME (BAERBRFET) REEM.

HRAIXBERBERFFAINEE (P05 HRE) , FEABRFER () RRTEEAXERARAEER.

"Resource": "*"

EEEEF AWS loT TwinMaker ERER K H ARN K58 | FS2BHRBEESE AWS loT
TwinMakerFFTEENE R, FE T HETLAERAMLEIERESEERN ARN |, 5528 AWS loT
TwinMakerE Z 1Y E11E,

EEZRIALL AWS loT TwinMaker B0 BERNRRIEHF | 520, LB 9EB AER R BIE 5
AWS loT TwinMaker

HBUERIRHZE 5|8 AWS loT TwinMaker

X ERBEEBRGG R =

EESWLER AWS JSON BURRIEEH T AFIBLERS., WHRAR , WEERETBEERET TR
B BEIRAITHLE 1,

Condition Jt# (5f Condition E#) AJRBIEEFRARN EMHEYE. Condition TEREAE
B, ALY FERAEEEEFNFEEEER BIMNMERTIR) , REEBEPRESNZRINE.,
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AWS loT TwinMaker EREER

BEERRKXFIEESZME Condition THE , EEE — Condition TEPEESERGIE , AWS
EEREE AND BRI A, WRERE—RURCIBEESEE , FEMABBORESER AWS 7
hiktr. BAFEMBHRG , TEREREXNFFT,

FUAUEEEREREAEBNEEY., fin , ZANREEREERE IAM FAEERBERE
RENERNFARTXIAM ERE, NEEZEF , F2H IAM EAEERTHN AM BERTE : £
BHER.

AWS X E2EFGSRANBBBEFRG TR, BEEF/MA AWS 2EK4ER | F2H (AM £
FiEE) FHAWS 2EFRTRE SR,

HEBE AWS loT TwinMaker {R4R 51858 | F2RAMRBEESE AWS loT TwinMaker® B 54
28, EERMENUEARGRIBHBENER , FSEEEMNEE AWS loT TwinMaker,

EEMWARLL AWS loT TwinMaker 85 AEBNRAEF |, 5588, UGS 5HAAERKNFEAEH
AWS loT TwinMaker

AWS loT TwinMakerd By ZEUZ &I)E E (ACL)
X #E ACL S
FHURSIEE (ACL) TTR4IML T IRFKE., ERENAL) EEREEROZT. ACL ELRA

EREBR , BEMAER JSON BERIXHEN,

BN AERNEEIRE] (ABAC) 2B AWS loT TwinMaker

¥ ABAC (IR HHER) R 43

B RFEUES (ABAC) B —ERERE , IRIREMRERA, £F AWS , ELBUHBAER.
B EB IR IAM B (ERERHE) M AWS BiR. AERNERN LFER ABAC HY
E—%, BEEFERT ABAC X , A EEIRNEREAEE TN ERERATFERE,

ABAC AR RMRENFRZPHEREE , WRERREELEREREHRTBGE,

EERBERIEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 , EBERNIRGETED , RUEREA.
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AWS loT TwinMaker EREER

MRBHEXESEEREEN M =ERG SR ABEZBHEMS , EA Yes, IRBHBEIERLE
REEN =@ k4 iR , RIEA Partial.

WMFT ABAC EHHEH , F2H (AM EREER) PRI ER ABAC?, MEEESHRE ABAC
SERNHERE , F2H (AM E£RERERE) PHEABEEFEUES (ABAC).

EREEEEAEZR AWS loT TwinMaker

S ERRRE =

ELEAREBRBREHE , ££ AWS RE TRER. MFEHMER , SFEMWEL AWS RIS HiEF=
ABRHEEAWS IR £/ , 5526 IAM EREEETE IAM.

NREERART FEAEEBNBBUANNEMEEZZEA , BIEBIEE AWS Management Console {52
. Hlan , B8 AWS EALNTINE—FA (SSO) EE I , ZXEFSEHETERNRE. B
FBUBERAESDBEATES  ARVAACK  CERHEVREERR. NFURAGHFMER B
25 (AM £RAEER) FNTREAS (F2E).

A LAEA AWS CLI 5t AWS APl FEIEVBEREAER., AR, B LIEREEHEREAERRE
HLAWS, AWS BZEZZLHEELRBEEAER K MAREAREINS®, NEFHHEEHR , F2H
IAM RV E B2 2 BH.

K B AR A% =B #EFR AWS loT TwinMaker

X EEHFFITERE (FAS) =

EEEA IAM EFRAERARETRRTEER AWS , CEERATR. FRELREE , BREEHT
REEE , EMEFTBRBPRE S —EEE. FAS E£ATRITIUAER AWS B , YEEER
AWS BB [ TiFRBEEER, AEERBBRIFTEEHE AWS R B REB S sETHIERE ,
FEHE FAS FR, BEUBERT , ELEERHTEMBEBFNFFAT. WFRE FAS FRERBERF
MER , F2HE (EREMITFER .

AWS loT TwinMakerfI [R5 B &

xERBAG

fim
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AWS loT TwinMaker EREER

REACRRBEEN IAM AE , AIMREHTERE, IAM EEE UK IAM REY, SRR
A, IREZEHF , F2H AM ERAEEREHNEL A CLEIRET A AWS R,

/A Warning

SFEREACNERTEEE R E AWS loT TwinMaker Thég, REE AWS loT TwinMaker 124
ol REREAG,

RIS E 4L A AWS loT TwinMaker

X ERBEREAE. )
BHEFAGR-—EERE. AWS BRERBAIUBERKREVNTHENAE, RBERACERTRE
BHH , AWS IRF BEBRERBAE. IAM EEEWURE , EFEREREERZSERETT,

NMERVREERHEEACHFMER , FSEATEL IAMEFENAWS R, EREPSEKERE
HPaeRBEELCHTH Yes, RIERER , DIREKRBHRIBERS S XM

LLEn#ER AERMNEAIEH AWS loT TwinMaker

RIFFER , FRAENACTEMREIRIEHR AWS loT TwinMaker ERHIREMR, bt L FEH AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API R#1TTE, BEEH
FEAEHHAEERITEHENTT , IAM BEERUEY IAM BX, A% , EEETUE IAM K
RNEEAG , EAEEERBTELAE,

EETHMMERELEHS JSON BEEXHET IAM 52 REE , F28 (AM EREER) FHE
3 1AM BUR,

NEERHMERZBENEREENFEMEEN AWS loT TwinMaker , IESEEREEMN ARN 1%
N, ELHERBERESE AWS loT TwinMakerF W BIE, ERMIEHREIE,

e

- BRBEER

- /A8 AWS loT TwinMaker £ &

- AFEAEREMMHBE ST
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AWS loT TwinMaker EREER

HERREEK

LEDBNAERNBRERERZARSLUEY, FEEMERERSEHH AWS loT TwinMaker &
R ELEETRESZEN AWS IRFELER, EREVSHEES D HBERE |, BE8RTHERKE
BEIE

- FREER AWS XERRABOREERER — FEMGRERREEAENTHEAER  FEAT
REFZSERERARFIERNAWS ZEEFRA, EMATRAEEN AWS IRF. EBEBEBERRE
RIGERARBIN AWS EFERBR , E—SREEAER, NFEESEA , F26H IAM ERHEE
PR AWS ZERRSEBBAENAWS ZEBXK.

- ERREFFAIRTE - 5RE IAM BERIFTA K  FERTHTERMENER. SERLEN , &9
UERERERG T AIUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2H IAM EREERETH IAM PR BERAFF,

« £ IAM BER PR EGE— S REFEE - SO LUSHREFIEEBER |, UREIESEMNERNEE.
flan |, B BRBBORIGY |, IEESEMFEA SSL EIEFMERE R, Bt UERRERREYREE
ERY 12 EUAE (INIEIB4SE AWS BRFS) £/ AWS CloudFormation, MEEZEF , FF2H IAM £/
ZIEPH IAM JSON BETE : &4,

£/ IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBEMREBER , BRELBRER IAM BUEREE (JSON) #l IAM &EEH. IAM Access
Analyzer 121 100 ZHEBERBRERVENTHNERS , THEBLEREZLHEERANEE, NEESE
A, B2 IAM EHERRETH IAM Access Analyzer BUR B FE o

- FEZRESHRE (MFA) — IREBHWRPHIEZEE IAM FRAERBREAE AWS IRF |, F5HE MFA
LEBEANZ M, EEEMU API EEIFFER MFA |, 554§ MFA REFEEENBE, NEE
ZEH , B2E IAM FEHAEEREPIERE MFA REHN API FEL,

WNE IAM FEEEBWHEBEN , F20 IAMEAEEESN IAM 22 HEEK,

£/ AWS loT TwinMaker £ &

ZEFH AWS loT TwinMaker 124 |, BN ERERLD —HER, ELERIMBAALTFEIIBFWIREE
B AWS IRFE. AWS loT TwinMaker HI RGBT L HREARAMVEHFTERENE2EBER | AIEREEX
BERNWER (FAEHAR)ME , TEARELINEERE,

IETFBEREH AWS CLI 5 AWS API TR ERE RFFREETEAER, Rz , RFAFFR
HEMMERMITZ API BRIENBER AT,
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AWS loT TwinMaker EREER

EERREAEMAGMAMER AWS loT TwinMaker £2 4 |, FEREEHE AWS loT TwinMaker
ConsoleAccess® ¥ReadOnly AWS EEMZRAIMIMEER., NEFEFMEF , F2E (EAER)
Py GERERRETIE ZAWS IAM Identity CenterfE &)

REFFERAERAMMAE ST

WEHSREBMMBILIBER , AFF IAM ERERGHM MEBMAERE S HNARRZIEBR, LEA
AEETiEs ERURKERTHNMER AWS CLI 5 AWS API TR LB ERI R,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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AWS loT TwinMaker EREER

SHHERE AWS loT TwinMaker & 2 F1FEL
FERTYERATHEEZEFIEEFERF IAM BT 2IBF A AWS loT TwinMaker % R B,
&

. RREFTIRIENZE AWS loT TwinMaker

o REZEFEHIT iam ; PassRole
o RBAHFELUNN A AWS IRE BAFEH AWS loT TwinMaker &R

REBHTIRENEZE AWS loT TwinMaker
MREBRBGEE  SHEREBREANTEE , CNBRSLEBEH , AFEAITEE,

THgEpIsEREEmateojackson IAM ERAEERFEAETERARE —EER ny-example-widget
BRNEEMENR , BAEER iottwinmaker: GetWidget FFAIRFR 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iottwinmaker:GetWidget on resource: my-example-widget

FEHBERT , BDAEFH mateojackson FEAFENERK , AFFEMA iottwinmaker: GetWidget Bk
FEE my-example-widget B

MREBEEWHE |, BHEEN AWS RMEEE, FNEEBEERHEENEBEE.
RKEEFEEHIT iam : PassRole

MBARIRFIEESE  SHEKRERZEHIT iam: PassRole B , FHBELEET , AFLEAGER
# AWS loT TwinMaker,

BE AWS B# A ESREACEEGEBRE K MAREBEYFNEBXACIRBEEAE, NFH
TR , L ARERACBEEZRBNFTT,

£AB marymajor BV IAM EABEER SR EEATE AWS loT TwinMakerP S /TENERF , B4 T 551
R, BER , BEERBRBEBRBEACETNFT. Mary RERKAGEEEZRBHFTF,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EEBBERT , Mary WEER X AES , AFFMEIIT iam: PassRole Bk,

MREEEWHE , BEEEN AWS RREEESR. FNEEERHLENEZRRE.
HIE SRR AN ARS AWS 1RF BFERKY AWS loT TwinMaker &R

ARy —EAe , REMKRFPNEREREEBATHAESFIENE R, EUEEZE LT
EEEVHIREZAR. SFEXEERERNBERSFEURHIEE (ACL) RYBRES |, &7 SUE A BRL R
RRE T AEFEENE RN,

MEE-—STH , F2RUATRE .

- BEEBMRES AWS loT TwinMaker X EELEThAEE , FES B AEL IAM AWS loT TwinMaker & FL 5
Ho

- FEETHOTREHEFTEGER AWS IRF WFEE | 5260 IAM EHAEERTEEENS —
AWS IR & IAM {58 & IR F EVER,

- FEETHIKERTFIERMEE=S AWS IRF , 528 IAM FAEEEPWREHEE=H AWS
RP AN TFEE.

- EETHRIMEBHS B2 RMUEIE B2 IAM FAEEETNSFIEREEENSDETS
SRENERE BEED).

- METHEAACHNEREBRETEIRFFRCHEANEZE , F28 IAM FHEERHH IAM A6
HERABRNER,

A AWS loT TwinMakerty RIS EE A

AWS loT TwinMaker 5 AWS Identity and Access Management (IAM) fRF5E#E A, REEEH
BEEEERE T AWS loT TwinMakerfy i — IAM BB, RS ELEACHTELESE , AWS loT
TwinMaker 33 & REAREFILEAMBAR AWS BT EHNPTE IR

R EL AT EMSR AWS loT TwinMaker EEERMERTE , RABFTLFEFIELENRER, AWS loT
TwinMaker EEHREEZACWER , RIESEEE , DR AWS loT TwinMaker gEfREEH A G,
EENFAELEESEBEMNFTEE , BT TBEREEMMEE A IAM S5,

TR RERBRREEEACGHMERER , FRERBR. SHTURELN AWS loT TwinMaker &
B, BRALEET M BRENERNVER.

NEARZERBEGACNEMRBEN , F2E (TELK IAM EENAWS RTE)  SRBHERS
AERMTETARNERE. BEEEAERNR , URGAXRENBRHER ST,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS loT TwinMaker EREER

RIS E 4L A R AWS loT TwinMaker

AWS loT TwinMaker £ & 58 RIS ELE A AWSServiceRoleForloTTwinMaker— AWS loT
TwinMaker R EFFEILE A AWS RIS , T RXREELSHER.

BR AWSServiceRoleForloTTwinMaker #E&E AR SESE T IREBETZAR®

 iottwinmaker.amazonaws.com

AN A EERER AWSIoTTwinMakerServiceRolePolicy AWS loT TwinMaker o 3 ¥ 5 E M &R 5T
B 5B -

- BfF : all your iotsitewise asset and asset-model resources
M iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes

BAARERNT , UAFENERE, BENACEY. REIMRRFEEEAG, MEFMEF ,
25 AM EAEEERNREE A BT,

s

BIYREELEAE AWS loT TwinMaker

BAEEFHET —BARKELEAE, EEE AWS Management Console, = AWS APl @S &
AWS 0T SiteWise EMEEER (EERS) B AWS CLI , BB%E AWS loT TwinMaker 237 FRISE#%
At

EERMBRLREEERE  2REEFREY , fUUERFHhERABERFENEIAR, B8
AWS loT SiteWise IS EEMEERE (BEERD) B, AWS loT TwinMaker & IR &8 1 REE
ﬁﬁ@'o

B LAER IAM £ AEIEE TloT TwinMaker -ZE &G, FARGINBREEEAE., £ AWS
CLI 5 AWS APl & | iEfiottwinmaker.amazonaws.comfREBBEL R ELELE, MEFHA
B, #2808 (AM FAREER) 0 "TELRKEEAC) . MREMRIKREEEAE , BN
FALERNEFUBREIZAR,

EABBERAE T


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role

AWS loT TwinMaker EREER

{REET 518 B MRS ESL A ® AWS loT TwinMaker

AWS loT TwinMaker & 2 5F#&4mEE AWSServiceRoleForloTTwinMaker RIS EE A, RAESES
BUEESEZRBEELEAE  FULELIEEYACGCAEBFAEEHE. AMm , B FEH IAM RigiE
AR, NEFAET , 2B IAMEAEEETNRERBEEEAE,

MER T %IE B KRS EE A AWS loT TwinMaker

EETBEAFTERBESGACHIIERRE , RAZRERHERZAC. -, ERRIEREDE
BEHREENAREAER. T8 K SLALXBRNEEARBEFACNEMRBELSTFE , FRFH
A E,

® Note

EHRESRAMBRERE R AWS loT TwinMaker RIS EEFERA AR | BIMIRTTAESE KB,
EliEREE  BESH ERTHEXIERRE,

£/ IAM FERBRBRBEESESE

A IAM 3 &5 AWS API filER AWSServiceRoleForloTTwinMaker FRIGE#E A€, AWS CLIZNE
B , B2l (AM FREERE) PR EL A,

X AWS loT TwinMaker RI&E#E A KN [ET

AWS loT TwinMaker X BEFIEREBRBENESFEABRKEEAC. WEFMET  F2HEAWS B
B R

AWS S EEBEE AWS loT TwinMaker

HEMEERE, HENAENER , £/8 AWS SEENRAILLECRERAUAERS, EY IAME
FRXEBREFTERBNEXRAR K MBERRTALHEBRRUEMENTT. FEREFKRER , &
ALAERRME AWS ZEBR, ELBRXKEERERNEARS , WA EEN AWS tRFHER. 0F
AWS ZSEBRNFMER , F2H IAM EAEERHHNAWS ZEHX,

AWS BRFZE#EMER AWS SEENKE, SEEZ2F AWS SEEFRATHNER. RBEES
£ AWS ZEBCRFHIEEMFF AU ER DR, WEENENSRXECERBRNMBS &5 (£
RE., #ANAE), ENMNERBIFRETRE  BBERUESEN AWS XEBR. BRETEH)
AWS ZEENBRBERER , REBRENFTSRREREBTNER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/general/latest/gr/iot-twinmaker.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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A, B AWS X BB ZERKc TERENZIEERA, Hl20 , ReadOnlyFE AWS EERAIS R
A AWS RBMNERNERTFIE, ERBREBIMIIER , SRAFEEMER AWS BIHEH
R, MEEBBEIRNBFENRE , F2H IAM EREREETREREIHHEENAWS ZEBXR,

AWS S EEMKREE . AWSIloTTwinMakerServiceRolePolicy

&L BN AWSIoTTwinMakerServiceRolePolicy | IAM B8, WBREEZIIRKELZAE , Mt
AETE AREWITEE, WEFHENR , F20H REEEASHER AWS loT TwinMaker,

ZENAGERER AWSIoTTwinMakerServiceRolePolicy AWS loT TwinMaker &t 3 ¥ 5 E M &R 5T
B TSI EE -

- B)fE: all your iotsitewise asset and asset-model resources
FH iotsitewise:DescribeAsset, iotsitewise:ListAssets,
iotsitewise:DescribeAssetModel, and iotsitewise:ListAssetModels,
iottwinmaker:GetEntity, iottwinmaker:CreateEntity,
iottwinmaker:UpdateEntity, iottwinmaker:DeleteEntity,
iottwinmaker:ListEntities, iottwinmaker:GetComponentType,
iottwinmaker:CreateComponentType, iottwinmaker:UpdateComponentType,
iottwinmaker:DeleteComponentType, iottwinmaker:ListComponentTypes

"Version": "2012-10-17",
"Statement": [{

"Sid": "SiteWiseAssetReadAccess",
"Effect": "Allow",
"Action": [

"iotsitewise:DescribeAsset"

1,

"Resource": [
"arn:aws:iotsitewise:*:*:asset/*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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ERAEER

}I
{

"Sid": "SiteWiseAssetModelReadAccess",

"Effect": "Allow",

"Action": [
"iotsitewise:DescribeAssetModel"

1,

"Resource": [
"arn:aws:iotsitewise:*:*:asset-model/*"

"Sid": "SiteWiseAssetModelAndAssetlListAccess",
"Effect": "Allow",
"Action": [
"iotsitewise:ListAssets",
"iotsitewise:ListAssetModels"

1,

"Resource": [

g n

"Sid": "TwinMakerAccess",

"Effect": "Allow",

"Action": [
"iottwinmaker:GetEntity",
"iottwinmaker:CreateEntity",
"iottwinmaker:UpdateEntity",
"ijottwinmaker:DeleteEntity",
"iottwinmaker:ListEntities",
"iottwinmaker:GetComponentType",
"iottwinmaker:CreateComponentType",
"iottwinmaker:UpdateComponentType",
"iottwinmaker:DeleteComponentType",
"iottwinmaker:ListComponentTypes"

1,

"Resource": [
"arn:aws:iottwinmaker:*:*:workspace/*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"iottwinmaker:linkedServices": [
"TOTSITEWISE"
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AWS loT TwinMaker EREER

AWS loT TwinMakerAWS S EE RN ELH

BB B RERRERELEELIRN AWS SEERREFFAER. NIFEPRINEELEEREE
RYIREE , BRIt MHELCHER LFTE RSS BE,

g8 iR H &
AWSIloTTwinMakerSer AWS loT TwinMaker #1017 2023 £ 11 A 17 H
viceRolePolicy-18 117 —{E% % & AWSloTTwinMakerSer

B viceRolePolicy Ky & & #&

PREERE |, RZKBE AWS loT
TwinMaker R FFEIEENER
SERRUA T RE -

- B4 : all your
iotsitewise asset
and asset-model
resources _Lt#
iotsitewise:Descri
beAsset, iotsitewi
se:ListAssets,
iotsitewise:Descri
beAssetModel, and
iotsitewise:ListAs
setModels,
iottwinmaker:GetEn
tity, iottwinma
ker:CreateEntity,
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2E iR =g
iottwinmaker:Updat
eEntity, iottwinma
ker:DeleteEntity,
iottwinmaker:ListE
ntities, iottwinma
ker:GetComponentTy
pe, iottwinma
ker:CreateComponen
tType, iottwinma
ker:UpdateComponen
tType, iottwinma
ker:DeleteComponen
tType, iottwinma
ker:ListComponentT
ypes

MEHEET,  BSE B
BB A B R AWS loT

TwinMaker,

FRIRIE MR E FIEHIE AWS X EERMKE 202295 A 11 H
HEE,

AWS loT TwinMaker T VPC ixin 2 ()JAWS PrivateLink

BOLAEEBRAEE (VPC) 1 AWS loT TwinMaker 2. N HE VPC inE < BMEIAEER, NHEIHE
HRHERMHZE AWS PrivateLink , BAI A2 R BRERARFE, WEMAUEE (NAT) #£E. VPN ER
3 AWS [E Connect iEBEH1E R TFAE FE AWS loT TwinMaker APl, VPC FHETEEBFIEELNE
IP {3t BN AT EE AWS loT TwinMaker API @&, &8 VPC F AWS loT TwinMaker T2 &5 Amazon
WiEZ BN HRE,

BENERHTZHETFHEETH NS EELEERTERTR.

MERMETH | FBB Amazon VPC £/ EISEHHN EEEMA TR (AWS PrivateLink).
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https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html

AWS loT TwinMaker EREER

AWS loT TwinMaker VPC i B EZE

EAHEZENE VPC 2281 AWS loT TwinMaker , 55%2:8) Amazon VPC £ B &5/ P M R Ein
2EE 1 FNPR H o

AWS loT TwinMaker X EB#REH VPC I EFFE APl B4k,

- WRERTE API B |, FEATHRE

data.iottwinmaker.region.amazonaws.com

ERFHE AP EREFETFIER :
+ GetProperty{&{E

» GetPropertyValueHistory

» BatchPutPropertyValues
o HREEITE AP BRE , BFEAUAT RS

api.iottwinmaker.region.amazonaws.com

XERNZEGFE AP FREHE

» CreateComponent3< 3!

 CreateEntity
* CreateScene

» CreateWorkspace

+ DeleteComponent3

 DeleteEntity
* DeleteScene

* DeleteWorkspace

+ GetComponent3E &

* GetEntity
* GetScene

» GetWorkspace

+ ListComponent3 &

+ ListComponent3 &
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValue.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetPropertyValueHistory.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_BatchPutPropertyValues.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_CreateWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_DeleteWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_GetWorkspace.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListComponentTypes.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListComponentTypes.html
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» ListEntities
» ListScenes

» ListTagsForResource

» ListWorkspaces

» TagResource

» UntagResource

« UpdateComponent3E &

 UpdateEntity
» UpdateScene

» UpdateWorkspace

A AWS loT TwinMakerZ 3 /& VPC i 24

IEAILAE A Amazon VPC E£##A 5, AWS Command Line Interface ()JAWS CLIZEE AWS loT
TwinMaker FR#E Y VPC infh, MEFHMER , F2H (Amazon VPC EAEERE) FMWELNE

BIAFEATHIRESRTE AWS loT TwinMaker #9 VPC i 3o
- HRNERFEAPIEX , FEATIIREERE
com.amazonaws.region.iottwinmaker.data

- BRREITFE AP RE , BERAUTREERE

com.amazonaws.region.iottwinmaker.api

MRIEBIHIEMATE DNS |, BIFfLAERAXZES AWS loT TwinMaker B9785% DNS ZB@E R H API

E3R | flfliottwinmaker.us-east-1.amazonaws.com.

WEFMESF , F2B (Amazon VPC EREER) HHEIBIT HixFFEURS.

AWS loT TwinMaker PrivateLink £ T 5l [E % # -
* us-east-1

T 5|7 A Eig X #E it ControlPlane BR#S : usel-azlusel-az2, Fusel-az6,

% AWS loT TwinMakerZX. /' VPC % 2 248


https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListEntities.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListScenes.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_ListWorkspaces.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UntagResource.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateComponentType.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateEntity.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateScene.html
https://docs.aws.amazon.com/iot-twinmaker/latest/apireference/API_UpdateWorkspace.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint

AWS loT TwinMaker EREER

T 5 A A EiF X #EIlk DataPlane BR#& : usel-azlusel-az2. Fusel-az4.

* us-west-2

AR A F B33 8B DataPlane BR# : usw2-azlusw2-az2, Fusw2-az3, ControlPlane
* eu-west-1
* eu-central-1
« ap-southeast-1

+ ap-southeast-2

MEAAEBNFHEENR , F2RE AWS R A AR ID- AWS Resource Access Manager,

& AWS loT TwinMaker 1847 HE VPC % E 17 HY

BIYNHEREE , AWS loT TwinMaker 8EE £ IREH4SEN DNS T EHE |, HEHAKREZEHA. AWS
loT TwinMakerfA A DNS BIEFERAMA. WHEFMENR , 52 H Amazon VPC ERAEEEINEA
MEFTEEE.

MRS ABIHIEBATAE DNS |, BIF L AWS IoT TwinMaker #EiB T 5| E & — @& VPC i 2 mH A —{E 2%
H APl E3R,

- BRERTE APIER , BEATIIRR, Sr4MRREN AWS HBIE,

data.iottwinmaker.region.amazonaws.com

o BIAREITHE API 21E | BBERAUT RS, SR AEN AWS #[E,

api.iottwinmaker.region.amazonaws.com

MR/ EEHIFAA DNS |, BIXEHIT T 5T B2 AWS loT TwinMaker &8 i B 7 ER :
« £ APl EXRAFIEE VPC AEwiHE URL,

- WAEKFEEAPI %  BEEATIRE URL, #§ vpc ## ID ######## VPC ## ID ###o

vpc-endpoint-id.data.iottwinmaker.region.vpce.amazonaws.com

o STEIREIEE API B | BEEATIIWE URL, # vpc ## ID #######s VPC ## ID ###o
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones

AWS loT TwinMaker EREER

vpc-endpoint-id.api.iottwinmaker.region.vpce.amazonaws.com

s ERATHMAIEREA, ELFISE APl /EZEEE | AWS CLI 1 AWS SDK &1 R B aimin L&
BX#aEsR, S 2E3 AWS CLI 1 AWS SDK £ #&#EE VPC 2 AWS loT TwinMaker BFE 4
WM URL,

/A Important

IEHETE AWS CLI SRR {ERE#FNE A A AWS Tools for PowerShell, EF&R TR E

EfZAFE DNS , Bi§E:% AWS loT TwinMaker %8 VPC i ZiE A AWS CLI 5 AWS
Tools for PowerShell 7Hl, MREEEFHIEL T E AWS loT TwinMaker #i8 % 2 FE ,
R FAE DNS,

BRAM{ATE SDK HEAETHAIRIEAN AWS FHER , F2R LT SE SDK BIXEH 2
« AWS SDK for C++

+ AWS SDK for Go

» AWS SDK for Go v2

« AWS SDK for Java

« AWS SDK for Java 2.x

« AWS SDK for JavaScript

« AWS SDK for .NET

« AWS SDK for PHP

« AWS SDK for Python (Boto3)

« AWS SDK for Ruby

MFFHMER , F26 (Amazon VPC ERAEERE) HrYEB I HimHFER .

3] VPC imim B R Bl AWS loT TwinMaker

B Sl in BB E =2 %] AWS loT TwinMakerZEUERH VPC imBh, LLBREEETIER !

- AEATEIERVERE.
« AHATEVENR,

3 VPC ik 2R Bl AWS loT TwinMaker 250



https://sdk.amazonaws.com/cpp/api/LATEST/struct_aws_1_1_client_1_1_client_configuration.html#a3579c1a2f2e1c9d54e99c59d27643499
https://docs.aws.amazon.com/sdk-for-go/api/aws/#Config.WithDisableEndpointHostPrefix
https://docs.aws.amazon.com/sdk-for-go/v2/api/aws/#Config
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/ClientConfiguration.html#setDisableHostPrefixInjection-boolean-
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/core/client/config/SdkAdvancedClientOption.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html#hostPrefixEnabled-property
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/Runtime/TClientConfig.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.AwsClient.html#___construct
https://botocore.amazonaws.com/v1/documentation/api/latest/reference/config.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/IoTSiteWise/Client.html#initialize-instance_method
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
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« AHBTBENEIR.

WMEFHMER , 5528 Amazon VPC FRERRETMER VPC s Bhi% 514 IR A K 17
g6 - AR EER VPC B E Bl AWS loT TwinMaker

LT 2R iR BB &E56] AWS loT TwinMaker, EZERiREE | KBEREETHMEER AWS Ik
Fiottwinmakeradmin® IAM fEHZ%IH AWS loT TwinMaker Ei#E12345678901 2y {FENHE,

{
"Statement": [

{
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/role"
.

"Resource": "*",

"Effect":"Allow",

"Action": [
"iottwinmaker:CreateEntity",
"iottwinmaker:GetScene",
"iottwinmaker:ListEntities"

HFEMERSE AWS loT TwinMaker

HEEE AWS % EEBREERSERSRNEER , F2HEAWS B EREAHTE LRI ,
WREFELRBBNESRLR, WFE—WEHA , FSHEAWS REETEAWS,

BRI LAERA TESE = H S AWS Artifact, WEFMEN , B2R TEHPHHEHH AWS
Artifact,

BHEEARNESREEIUR AWS B RERNBRAME, 2ANER B EURBRKEENER,
AWS RH T 5 ER A5 BEREER

- ZEMESGHEMEREAPIIER — EXBBERTREBERE  YREDBEUAZEHNEHE AWS
AERNEERENIER,

« 1£ Amazon Web Services L4 HIPAA Z£MESHEM — AARERPLTNMAFERAELFE
HIPAA EEHE AWS AER.,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
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@® Note
W IEFFE A AWS BRIE BRFE HIPAA B8, MEFHMEN , F2H8 HIPAA ERRESE,

- AWS EREFAWS — W THEFMERES A EARNENEXNAE L.

- AWS EFEHEE — ZEREANAERRLRNETEN. ENERRE T ESELERS (BfEX
Bl B RAZZELMAZEET (NIST), T FEERLFEEZES T (PCl) MEBREZEELBER 1SO) # , &
AWS R BiEESIXHEZZRLRFNRKEER.

- EFAWS Config Fig A S5 TP HVHR AIFHEEIR — b AWS Config RSN ERERZTS
RHER. EXEINMERANEE,

« AWS Security Hub— & AWS BR# =Rt T R L& REBMN L HERE AWS, Security Hub AR %
7 TFEEN AWS ERERELZNEZRERRE TR XEREENREER, NEENR
MR EEE | 5526 Security Hub controls reference,

« Amazon GuardDuty — FEIBEIRIIRIBEHH AWS IREF TSR MBEES , Fik AWS IR ERIEHWT
EEH. AHRNEHNBERE, GuardDuty AJiHBIERERESRMEEMERNARERNSE
3K, 10 PCIDSS & ESHRMEER,

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS £AER , UELEEE RN
FR, UREFERMNERZEENE R,

#E AWS loT TwinMaker

AWS £IRERZEREE AWS EiF MITAERFEIN. AWS B RS EER S HAIEEHN A
B , EXEHERLIE, SHEENSTHARKEE, ZBTHES , B ERENERAER
MERE  EUAEEScEEBAEREMASRETE., THEENTHYE, FEEIFERED ,
HRE-HZEERPONERERERES,

WFE AWS B M A ERENFAER , F2RAWS £ HERER,

BRTY AWS £IKREREEZ I , B AWS loT TwinMaker IRt S EIhaE |, BB X BENERMRERE DT
R FE R,

HiZEEZ 4 AWS loT TwinMaker

EESER , AWS loT TwinMaker 3 Amazon Web Services : £ AWS €M E A EF R
2IRPEB L LIEFRE,
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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