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ftEE 2 Fleet Hub for AWS loT Device Management ?

FIA Fleet Hub for AWS loT Device Management (Fleet Hub) , &8 A[ZB &M Web EARER |, B
KREMBENEFERE, SrgELtEAERARERESANERE , BIE/FIIE AWS IRF, £A
Fleet Hub REBEE RN EBEREETE , AIURENHREXN LT MRBE.

Fleet Hub 2T 5IZh&E,

- JEENRFESIR B AT

REET , BALHENMAEZEETANALR.
« BATIER
(@ Note

ZE A Fleet Hub #RREHFMREER RS | B HLEEREE| AWS loT Core , F% ID &
Y&,

Fleet Hub for AWS loT Device Management BYiE/EH =

RiEEEE T FEH Fleet Hub for AWS loT Device Management , fTE& 78RN ENL LT+ H Web FEATE
X, BEHETMNERSIFEETMERNB. BEH Fleet Hub B H Web EAEXSRERENE D
MBI RAR (a0 Active Directory) #1TE S, EVELANEEEEAHBCNEENREER,

Fleet Hub Web FEFFEZEE AWS loT Core BRI MEBEREITES, ELEESREMEREEEE
MEER W EEEBEPNEEZINIEEREFETE RN D,

Fleet Hub EBERX& A AWSIoTFleetHubFederationAccess SEBHFE, NEELHAE
w2 277

g E A =B -

E“I_ull

- REBAREERBE - EUNEEMETD  PEHERNKERE. REN LIERNRE , REEPE
ERERER,

« REET - BULUREERERENREPEERFBRESNEE, EREIRBERBERRMH
ENELREF  BERUERAE. £ LUUEEFANKESR  ETHREMEHERE,

« TR - BUES-—HSWBERE LWITERESR (BINZEER).
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Fleet Hub EXIZE5|HEER X

SETLAER Fleet Hub R A RMEN R EMEF VIR, EEME Fleet Hub AVBEEI R IR | 8Y
REMBREBZRS , LAEERHIEFE Fleet Hub ERAER,

AR, BERSISEBYAERN AWS loT Core ZEMUMERE|, BB EAMEREIRFEEF]
BB, LAREHNEE Fleet Hub EARXFHEH,

Fleet Hub B REVEES K

Fleet Hub Web BN IEH—EZELZNEREEIE RN EH. THTBRERMEREWMME Fleet
Hub I E TR,

1. BMERANURBER - EE—HEH  EBEATERMURBENRAFEEREEENEE,
2. RERE - RERME , FEIREIERPERM (BI04 E R B EFRANERRE) BERER,
3. REEA - BE—HHRMFA , EEENRERNE RIMER , Fleet Hub S EAELWHF A

Fleet Hub £ HEE T X
A LAE Fleet Hub 124 | R B BT EREL,

A TEEEAR®R |, LA RIE Fleet Hub BEAEXNHHNELEIR/REEK.
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ERAREEES AWS loT KEEEMNEETE

FETSRMEEINAAR AWS loT REEE Web BEABXBUMEEREHPENIESI,

E=:]
- RBRFEH
+ Ed Fleet Hub for AWS loT Device Management E&#) AWS F1 AWS IoT Core BR#%

- BEP

B IR H

AEIFRBAIMMA A AWS loT £EBEIE Web FERERBUNZEHEEPIE,
&
o B IEHE—1{E Fleet Hub FERTER

« B Fleet Hub EAREXMNHE RS
- ¥EFEAEZ Fleet Hub BAER

BB E— 1@ Fleet Hub FEARER
PERG

THBEAESIEE Fleet Hub Web FERRRXAIENER.

- AWSIRF,

. EEHREFBRA AWS IAM Identity Center, (B8 REXALERTE , AWS loT Core ¥4
(https://console.aws.amazon.com/iot/) 1R RIER A, )

BB E — {8 Fleet Hub Web FEAER

THIZRRAIAE AWS loT HEEE Web BABRABEYESEDHE.

1. BIEZE AWS loT Core £# A (https://console.aws.amazon.com/iot/) , fRE 1 £ AIE R IR IZ [#
£, REBEE ERAEXL

R ER 3


https://aws.amazon.com/
https://aws.amazon.com/single-sign-on/
https://console.aws.amazon.com/iot/
https://console.aws.amazon.com/iot/
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2.
3.

£ Applications (FEFAEX) EE L , i#F Create application (B EARER).
£ [XE IAM o0 EEL , SR &R KRBA AWS IAM Identity Center (IAM & % /0y) | FE4K

BEBMAT. AWS HBSEXE FEHBE EFEHHPRER | SSRRUA IAM Identity
Center,
(@ Note
B BTN E DIRMEEELZEE IAM Identity Center, MNEFMENR , FSBTER

IAM Identity Center ? 3f Connect ZERI NI G DR BIRMHE

By Fleet Hub ERAREXNE , BHUEEY IAM 525 FO0NEBHTER (WREERZEH
1T{EEE), B Fleet Hub ARt A EHE IAM B2 F 0 AWS B HEZETE
BMERE, Zw%ﬁmﬁnﬂ ESERA IAM 59508 1AM &9 RO R BETEE,

ZEHHEHFREZBRA T IAM Identity Center,

&E-F_I o

f£ [R51E AWS loT B EE L , MEAERRENTERE AWS loT ZEBEHLEERFHEN. Lt

EEHESEERZZEE AWS loT Core BEEHRHWEME , B AEHPREMEE AWS IoT Core 5
#Rel, BUEALRKERERS, BENFATHEEEN, RFEH, BEERER (BEEWBEH
EH) NEBEERER. ZETUAZREERTE , RTRFZER THHEEITES| AWS loT Core
mEIREINFEEFER,

- MREEMARERS , LEASEFEERSIREER BITRAL

- MREEHARBAYHREIFNER , BLHEMA ST EEER Fleet Hub,

ERTRBERSIRENEENRER , F51EE Next (T —F),

MERRNARAEERSINFHEES , F2HRAEE Fleet Hub BAEXWHE RS,

£ Configure application (Bl & FEAEN) EMEMY Application role (JERRERNA®) BERY , B
WIREACREIRENREAE. BH Fleet Hub Web ERERNSEHMEA Fleet Hub EiREF
BEILKAER, BEEoFEREEMER Web ERERE  EAHACHBNER,

- BERENHAC , ACEBMALUTIIFHEFME : AWSIotFleetHub_random_stringo

B IR E — 18 Fleet Hub FEARR


https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/organization-instances-identity-center.html
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- ERERBANAR  BREHEGUREBSR X4 ER, MEEFEH Fleet Hub Web FEFA
BEXFENER |, 55181F View role details (RIZABHMEN), ESRB—RBRE , BRZR
FE1E AR AR M B T 2 ST Y AR AT T A R Y BRS04

6. 7E Configure application (B EFERER) EHEHAY Application properties (ERREXEBMH) EBERF |, &
AEREANEE, 5F , Sl EmAERERXRHA,

i#1Z Create application (B EHARER).

7. 1£ Applications (FEARER) BEE L , BELEINWERARER | RERIBIE View details (R FME
. MBEEARIHFMEENR,

® Note
BEE—F TR Fleet Hub WEE B &5 REE , B2 HEEF,

EIE Fleet Hub FERREX AV BT 3R 5]

AT AER AWS 10T Core XA BB EE XS] , I AWS CLI T ERKRFZEAERS : AWS
loT &8&& ¥, AWS loT Device Shadow EH, AWS loT EEEZ R FMAWS loT Device Defender &
HER, THZERRAMMMIAE AWS loT Core i? BHErE AWS loT EEEEREARMAZEEDE
WEERS, REAWIRLSE AWS CLI, EEYWHES

/A Important

2022 F£7 A 20 HR AWS loT #EEEEE R 5|E AWS loT Core in B RREEEI AWS loT
Device Defender EREHR M EXNBITRA. AL GAREK , BUERIEEX FREBEREK
S ENCTRE F. NMREBE 2021 F£11 A30 BE 2022 £7 A 19 HEE |, ENfE L IhEE
NAMABEMEME T ERRRSINEnmEE T , RMERCENRERBRLIFRE , LR
EﬁEE’J SRR Liﬁﬁﬁﬁﬁglﬁkzlijtaﬂiﬂsx&ﬁm MENAEFH R ERBERSIBRENFHE
A, ESREEMERE

1. BIEZEZE AWS loT Core ##& (https://console.aws.amazon.com/iot/) , A& E L AIEMRPIRIE [
E]o

B Fleet Hub FEARR XAV HET R 5 5


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/life-cycle-events.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://console.aws.amazon.com/iot/
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2. 1f Settings (FXE€) EE L , BE = Fleet indexing (MR 5|) EE , A%IEIE Manage indexing
(BEERE]),

3. H[EERERS|) EEM [AR] BRT , BE [WHRS]) MEE AWS loT RIHNERKIR, BE
R EA Fleet Hub YY) 3R 5| MY HFELR

4. (#EH) 7 Manage fleet indexing (B2 #E£%5]) EEA Custom fields for aggregation-optional (%
BB - 2A) ERP , RTHELRSIBRGEREASINZERULZA , EURY BFTHAL

ELTHMERSIRENEENRER , FE#F Next (T —£).

MBRRS THEE-LCRESHERRE. NEARNATEMRRINEMET  BoRNER
al,

o

Hi8EHEE Fleet Hub EATRER

AWS loT REEENEETHE Web BERBRAEHMEURTEESEMAEAE. ELAXTBERE
FreRECRERREEARRER., 2TEPNSRRAUAREREFEEENRARER,

BT LLEB AR FERE AWS IAM Identity Center (IAM 550 , RIBENE 2 RFEFEFERE,
B ECHN B D IRHEEESRE IAM Identity Center, MEFMET , F2BMEE IAM Identity
Center ?

1. 1E Applications (FEFATE) BEE L , # Fleet Hub applications (Fleet Hub FEATER) FEFIRIER
B Web FEARER, 5I1EZ View Details (B1FFFHER),

2. HEEAEXFMEAEEL , 1E#E Add user (FTEEAE).

3. 1 Add Fleet Hub users (#7138 Fleet Hub £ &) RE+ , L EMNEMER SRFINEAERNE
%, 1#1E Add selected users (FrigZEMNERE).

4. EEAERAFHEAEREL  BREHFIMEBNNEMEE Fleet Hub EREFTES,

E2 Fleet Hub for AWS loT Device Management BE&1#) AWS
AWS loT Core fR#

REFEER A Fleet Hub for AWS loT Device Management FREYZhAREMN{AIER E fth AWS FRIEEE) , ARAE
Fleet Hub Web FERAERX iR ALIhEE,

T&RIEH Fleet Hub for AWS loT Device Management {# f BB AWS RIS R EBE=ZE AL,

HigFEAEE Fleet Hub FEARES 6
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Thee

BEERANE DRI,

Active Directory.,

g

£/ AWS ZERL. EHFTH
WEIEAEE =S P L DR )
MREVEN,

REREEN—BEERVE
Ro

AWS BR#%

AWS IAM Identity Center (IAM
Identity Center)

AWS loT #E % 5

Amazon CloudWatch
(CloudWatch)

DU

B EEIRF R AWS IAM
Identity Center (IAM Identity
Center) , BN 2 Rk
MEERAE, ZUKECHS
DR EERE IAM Identity
Center,

MBEFHMEA , F2RTER
AWS IAM Identity Center ?
ANETD,

ERHEREIRE , RiEREK
5, EENRRENEERSE
B FTER  REBEREE
HER (RELEWBHEH).
BR T HKFEER , AWS loT #E %R
SIHZEMUMRRSI 25,
BN R KRB BT

MEMERSIMNGEMEENR B
SRME RS,
Fleet Hub BRI E L\

CloudWatch 15 , &AL
AESRUER , BEYEBETRY
RM{E. fltn , BEERNEE
HERREEHER , BT
##3 CloudWatch 8/~ , EXE
Amazon Simple Notification

Service (Amazon SNS) &4,

#NZE CloudWatch B9&

;A , FSEHER Amazon
CloudWatch ? @& a4 AWS
loT Core E& CloudWatch #

BER , UBIERNER

£ Fleet Hub for AWS loT Device Management B B8 AWS 1 AWS loT Core fR7§


https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/
https://docs.aws.amazon.com/singlesignon/latest/userguide/identities.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Fleet Hub for AWS loT Device Management

Fleet Hub for AWS loT Device EEi5r

InEE AWS BR#%

BIE

iR

NFHEER | E2EER
CloudWatch 2RES#2 AWS loT
ZRMIEE,

RERHRB R ET N TREMNFRG R |, B Fleet Hub B &R,

{E= 6N
EH Web RARENERELER,

BEEE AR Web BAREN,

BEZERYT Web EAER,
BREFINREF W BTN,

BR T B
BYEAEAR A URFELE KT REERS

ER—EEREREERAREX.
AERNACEAEENSERR , TR

{"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "iotfleethub.amazo
naws.com"
Y
"Action": "sts:AssumeRole"

}
]
}

WERBWTHRE IAM SERRNFMEN |,
A2REESRACNEEERK,

AR TR G ARIZE Web FERREX B MRS,
BRI C MR EMERE,



https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/edit_trust.html
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B R EHER Fleet Hub for AWS loT Device Management

A Ei‘ZE Fleet Hub for AWS loT Device Management Web FERRE RN ERENEA. MEE Fleet
Hub ERABRXREERAEMEEZHEPNFRENA  F28 EANEEESE AWS loT EEEENEET
&,

e

« AR

- EHMEERG

+ {#F Fleet Hub for AWS loT Device Management A1 BY{E 75 F{E #5 &4

B —
* =7N

- SEEEDEAR

AFT

AEEDEBIAEEA Fleet Hub for AWS loT Device Management Web FE 2R ThAERI SR E o
F&E

- BUSHNE—BER

- BUSHE—BET

- BREBHMET

BUENE—EEH

AEESZELHRARIT —ERBEM Fleet Hub for AWS loT Device Management ZFF B, EH2F
RESEHFEEEEN,

TORIRAF

- BEEHEE (YWH) 2 AWS loT Core HRE BB Fleet Hub FERRER.
. BIREPERER Fleet Hub ERRFEWIRE,

N 10
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BB E — {8 Fleet Hub &3

B IERSE —1E Fleet Hub £
1. BIEZHH Fleet Hub FEARER,

RERMRASENESZENBITBUENFTIERERE. 22BUEFTENBERETEM,

2. EEMERNIZES | 1 Allfields (FTEML) &2 Connected (BE#R). E FTHRIBEZNFE
FiRdE A false,

test app Dashboard US East (N. Virginia) ¥

Dashboard

B Summary = Device list | C | | Create alarm |
Total devices Total connected devices Total alarms monitored Total in alarm
4 Alarm widgets in the dashboard Alarm widgets in the dashboard

don't support filtering. don't support filtering

3. MEHTESE | FHRIE Search (8), BEFEIKELHEZE AWS loT Core WFTEREFE,

NMFEHFEZNERAGNFAET  F2EERTE, YHEREG AR Y HEFEEHE,

BYENE—EER

AEXESZELRARIL —ERBEMN Fleet Hub for AWS loT Device Management B RF B,
o IRIRH

- BEEHE (WH) 2 AWS loT Core 1R EEIBER Fleet Hub FEARER,
. BHABPERMEH Fleet Hub ERARFHIRS,

BYUEBNE—EER
B IBHISE — 1@ Fleet Hub R

1. BIBEZR Fleet Hub FEARER.,

BUBWE-BEER 11


https://docs.aws.amazon.com/iot/latest/developerguide/query-syntax.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-queries.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-thinggroup-queries.html
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2. FEREHERENKERS  FRUEH.,. NFNARIHEETHNET , F2[E the section
called ‘BN BHWE—AEH, BRI RENEH , FHNETESERATERBINFEEE,

3. HEHEREXRIREMEL , 1BIE Create alarm (BIETR).

4. 7f Build aggregation metric G2 REEF) EE L , FHEFEERN Target query (BEE#) 2T
#REHM. 7E Configure fleet metric aggregation (Bt E# B 5= ) E R AIChoose field (i
W) BE L | 382 Connected (BiE#R). It AWS SERNVSELEEESERE AWS loT
Core, Choose field (ZZE# ) BETE AWS SERNUURRKEESTE AWS loT B RS+
BN BTN

5. ERRERARE A EETIHP—ERE,

« LR : BE—E&XRIE,
- AR BEEFREEARE,
- B BENEESRE,
« TR : BE—E&/ERE.
- FHH : BEEVSRE.
6. #NA Choose period (ZEFEHE) , BIEFELNBEPREENRASERE , UBRETR,

REHBEERENEIREN TR :

Configure fleet metric aggregation

Choose field
Choose a searchable field from your device's data.
Connected v
This field is a Boolean field. True will be converted to 1, and false to 0, to help aggregate data

statistically.

Choose aggregation type
Choose how would you like yo
aggregation options.

ur field to be aggregated. Different field types may trigger different
Count v

Choose period

Choose the frequency on which this alarm will be based.

1 minute v

I Next (F—%).
7. 7 Setthreshold (3R ERE) BEEH Trigger the alarm whenever... (B E%R...) ERT | EETS
Hrh—1{EiE1E,
« KR EEAEENENERECEREHETR,
« KR/IER  EREIEENEREASERECEREHE R,

BB E—EETR 12
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10.

11.

12.

- PR ERBEENEEERNEEERELEETR.
« PRIFR  ERBESENEESNIBEREEERBLER.
 Than (kb)) XFHHF  BEEBZRARERBETSRENE,

REMENSEIRERRBRABLMNTAR

Trigger the alarm whenever...

Metric is
Define alarm conditions

Greater [o] Greater/Equal

> threshold >= threshold

Lower/Equal Lower

<= threshold < threshold
Than

Enter a threshold value.

igg Next (—F_ﬂ;)o

£ Notify user (BZIfE A &) EEA Notify — optional (B4 - &) B+ , MAEFEHBEENS
ﬁ HhaesfERTEERERNEAPREFKEBENNERAE. BASFBHIEE (SUE
ohR) , EAWEE,

£ Alarm details (BREFEER) BEF  BABTRHNEE K AREEMHBABTHRE, 1BE
Next (F—%).

R Review (#6) HE L , RS ELHEE LB ANER. #EZ Submit (]BX). LEREFER
Ry BRI

ERERERIRL , BN I ESERNECELNMAERNEN.

Total alarms monitored Total in alarm

Alarms 1
MyDisconnectAlarm violationCountAlarm

11 -

A\ Inalarm @ Insufficient data

disconnectAlarm
0
® oK

BIYENE-—EER 13
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EECEMEVETRHNFRES  FELASEERYIZEE Fleet Hub alarms (Fleet Hub 7R).

Fleet Hub alarms Create alarm
(® Sshow triggered alarms 1
Alarm name Status Latest update
MyDisconnectAlarm A_:“'-_.[c:lm‘l_ November 17, 2021 18:20 (UTC)
disconnectAlarm @OK November 17, 2021 06:15 (UTC)
violationCountAlarm @ Insufficient data November 17, 2021 06:12 (UTC)

BEREFHER
AEESESRERAEHEERENLEHAEAN SR,
SRR

- BEEEE (WH) 2 AWS loT Core HRFERIHA Fleet Hub FEAE,
« IRMBBHERER Fleet Hub ERAREFHNIRE,

KEFAE

& A Fleet Hub Web FEFIFE\ B , BEF R LRAIBEERPH Device groups (EEFH#H). Device
groups (ZEFH) EEIE 7&K Fleet Hub Web BRABERFHMEELEREH, EEEFREFAEN
FHBERA |, 551 Group name (BHHE B W) MILEFISEREERE,

test-0119 test-0119 Device groups US East (N. Virginia) ¥

Dashboards q
Device groups
Device groups L @
I Group name Parent group Group type Query Group description Created at
obs
LightBulbs - VS}Vaf[Vcrgrrggg - - March 11, 2022 18:59 (UTC)
Fleet Hub alarms
MyDynamicThingGroup1 - Dynamic group attributes.wattage:75 - October 17, 2021 22:15 (UTC)
MysStaticThingGroup - ,Sf,t,af!,(,,gf,O,HP, - - March 11, 2022 18:49 (UTC)
MyStaticThingGroup2 LightBulbs Static group = - March 11, 2022 19:01 (UTC)

English (US)

Logout

BERBEFMES 14
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REFHEFMER

Device group details (£ BRHEFHEF) EEISEBrFMERERENET. EERARENFHE

A , A Devices in XXX (XXX FEYEEE) B Device name (EE R B) MILBEFREENEE,

test-0119 Device groups MyDynamicThingGroup1

MyDynamicThingGroup

Group details
Name
MyDynamicThingGroup1

Created on

October 17,2021 22:15 (UTC)

Group type

Dynamic group

Query terms

attributes.wattage:75

| View on dashboard H Run jobs l

Devices in MyDynamicThingGroup1 (2)
Q

Device name

MyLightBulb1

MyLightBulb

Groups in MyDynamicThingGroup1

Group name

KEFHE

illll

Device details (ZEBFHEF) EHTSERIMBEEENER.

® Note

MRENFAFIREEZEE AWS loT BEREYAHEBIRNAFR ID, 8 "¥W4 ., BERR

ERTEEBHAHRRRE,

BERBEFMES
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AN E

E‘_\'III

Details (&) BERIELEKEN THER :

* Device name (REE ) . AREENYHEREE, NFEFHEN , F2RNMNEASEREEEY
EO

PSR RENEERBONEED, SUNEANEEREREERENEER S AR
BEF. MEHEET  BSREUEEL,

« Last connection timestamp (LXREFREFEBE) | £E LIRELRE AWS loT W BB,

- AIHAEEER : 51 Device details (EEFMEF) HE LMBRER AT HAERS.

« Last connection status (LEXEZRAREE) : EEF| AWS loT HERRE, MREWEECELR , AIE
& true, MRAKELR , AfEA false,

- Disconnect reason (FEIEMRREE) : EEPENERNEREE,

BENWER

Reported data (REMNER) ERTEFHEEEHRER., BEX FERNNYHFENER

- Device fields (ZEEML) : LEE AWS loT WERSIFHNESIHNL. MEFHER , FSREEH
B,
« Device shadows (EE& F) : Eﬂ"‘ﬂ’]%ngéﬁﬁﬂﬁﬁ - BEXFULIEREEERNARATREE TN

EnEEF, yu%#%ﬁﬂﬁaﬂ EHSB AWS |oTazF£$; o

- Device groups (5 EFHH) : EEENEERBNEERHE, ZEFETURRIESTFEYHEENS
RYIEE. WEFAERN SRR ENS R HEE,
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%

Jobs (%) ERERTERELHITHMEREE. SATKEHE —EFAEAER , TETEEN
REEH , oEEENHITRBENRA. WEFMEA , F2BEH Fleet Hub for AWS IoT Device
Management W EBAER S ESMER.

Defender 151&

Defender metrics (Defender 154Z) B FE/RELE B piFTIZEE ERIBEAY AWS loT Device Defender 3§
B, ZBulERABERNEEER  $EEECRBEEANREREREB(LER, Ek Fleet Hub B
X EF Defender IE1ZEHR , B Fleet Hub EXE B XA KR EHEPMELE B RIA AWS loT Device
Defender E12, MEELER AR FMEZELEE AWS loT Device Defender IEZHWEF , FSHE
FEE. EEREENEREE.

10T Fleet Hub > Devices > MyLightBulb1
MyLightBulb1

Last connection status

nnnnnnnnnnnnnnnnnnnnnnnnn

Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar2s Mar 29 Mar 29 Mar 29 Mar 29 Mar2s Mar 23 Mar 29 Mar 29 Mar29 Mar 29 Mar2s
---------------------

rrrrrrrrr

Behavior violations (1TA1E#) EREREEB aIFMBREMEBEE. KBZRSIHIAWS loT Device
Defender 5 RIERER., TAERENTUSFEERTE. LAEARBNLREREEEE. B

# Fleet Hub ERREXNMIRITAERER , £H Fleet Hub BB EEE L LRERPERE AWS loT
Device Defender 1T &1&# , WEHEF 5| PERE AWS loT Device Defender i&#, N7 E LR MM
£ AWS loT Device Defender Z £ ERPRET A ERNENA , 582 E AWS loT Device Defender
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https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
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B, MEFEZSMAERE AWS loT Device Defender iR ER , FSEEE Fleet Hub EAREXH
KBRS MNEEYHERE,

B3 M ER R R A

BRI LAEREETEET AWS oT £EEEEH , LEBYNRAEBEEEINERBE, FIE AWS
AENEN., BITHUMRSIBEHRREFNEMBEES T EAETHEGRIZEH, B TLUENL BFTH
i, AMEA AWS loT #EZE 5| EIE#, the section called “EBRMNEMBRS|IWFHEET , F2
BB =5,

ES- |
- BERERIR
- ERASERGELEDN

mIRERR

EEBEAAR AWS loT KEEENWEETE Web ERAEXK , L85 —EERIK , EHETEH
BEEPRENMEERBER,

Summary

Summary (BE) RIESBETIHRETARERBERNRERRE. ESRMUTIER

- REHRHE

- BEPENERNERBE

- BRBEAERINYARENSEREINEERE
- BRMEMEMNYHRENSEFATNEERE
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https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
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https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
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Dashboard
‘ B Summary | i= Device list | G | | Create alarm

Total devices Total connected devices

40 -

Total alarms monitored Total in alarm

2 1

Disconnect reasons

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for

help.

Alarms 1

test-alarming-alarm test-ok-alarm

40 40
A In alarm @OK

Device types

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for

help.

Device groups

There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help.

HEFE

Device list (REFE) RESE R HBBERENRE, RERHBETSEKENTIER.

- RERH

HYIE AR AR R
EIRERRH R B EC

R ETRY R

YR

- RENYHEE

< BEMBBERSIRBPEILN BT ML

il

KB

%

KB

~

KB

i W md o
f

K
=

mf
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® false
® false
® false
® false
® false

waterSensar16 model-1 ground-sensors ® false

waterSensor33 - - ® false

FETHIEEALERCRENCSVER  FHERERELERE "EHBENER. . FER , B8
EesH , EHBFEAETHENEELERNEN  MAETHREEEA LNER,

U UERAEANEGRRY MO EE—ARKRPELERESRTERNEEFTETNEERE, WE
FRERMEREGLUNSHEREEWFHER , 5528 the section called “E I &,

e ENE R R EH

RERERA AWS loT KEEEEANBE D OIMIER |, Y5 EETREABRBELEHTFENS
B

BRERAEN , REFHETREERRBENFERBV LNRERENEE, KALIER AWS-
managed #fz. BEFTHMLAK AWS loT BERS|IFRSI BN EMBEREEEH. NERER
SINFEFHMES , F2REERE.

BETRERTHEEER. BRFEARMETESNRV, EESHALTEE-EHPEAN=
18 & 2 AR 1 BR 1o

T-HRARTAREHRENSR,
BUEH

THSRRAMART ARG,
DB

- BEDNTEZMERME (EY ) B AWS loT Core 1RF K Fleet Hub FERTREFF
- BEREMEA Fleet Hub EARERXMIIRS
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ER R A PV ERREMAE M &% — 18 Fleet Hub &3

1. BIBEZEZH Fleet Hub FEARER.

2. ERRBERRL , WEVEULER (REFE] R5IFER , LUKEEB AWS loT Core IRFHERE (B
) AL

3. EFRBERML , iBE Device list (REFE) R5IRH. RRBREFINTEZEEN BTN
BHBEFE, BFIIBHTEBMEFTE.

4. EEHER K GASEBETEREITNIEET, BEFEIEAZTHEMRNL

5. WEEEMEIER , &2 Filter (BHEHEM).

6. 7E Filter (BFEMRM) BN Field (W) T , BELEZRAREAGTZRE 4GB, £ Operator (IE
BEF)T, BHBE—ERE, 5%, & Value (B) T , BREEANGEHZR GG PHBME,
BERZUHB=EGRRYt. BEFEILFTALEF,

7. WMEHITEN , FREIZ Apply filters (EREHRRY),. RSB TS EBREANMEBEE.

£ Fleet Hub for AWS loT Device Management & {Y{E & F{E 5
i

® Note
EREAYEE I ATREMNE , JEERE,

FRABEEEEEZ AWS loT W—HZEEE , W EH EHTHWRKEE. flnn, BUUER—BF
B, ERHEETHYZREARIIIREN. EFNNE. BIABR  NFHTERYEHRER

B, SETHITHRE Fleet Hub for AWS loT Device Management Web FEFTE X W FE £ B BETE. &4H
BHEEEEE AWS loT TERAPEVFHE R | WEE M Fleet Hub FEREFEAEANBE, &£
21 Fleet Hub ERERH , BEEHITEBNEEREEHE.

EEESEERVATVERARNPRENKESHE. WEEFTELEHAE  FEESEE KT Device
groups (R ERH), ECEEREREABER , EUAERITHAXEETIIMEREERE 2 —.

« Snapshot (1RER) : FEHHIT IR,
- Continuous (iFHE) : EHUXEITZ %R , T SENEEFHENTMEE LHT,

{# A Fleet Hub for AWS loT Device Management FF f9{E 3§ F{E# S5 4 21
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NERVRERARBANHEET,  B2REBEES. DBRERBEIANFEET  FSRIB.
TR

& T 1 Fleet Hub BABEXFHBEMNEMTES , B TIZRBKMEE,

1. ER—@AFHEN—EHZEEERLABE.

i#1Z Run job (FTIE).

£ Job target selection ({E# B #Z=i#18) T , i#$F continuous (F4&) = snapshot (1RER).
BEEEEAR, BFE Job summary (EFERE) THNFRARPLEHTHEEER,
BRI LR AT ERE,

E1Z Run (F1T).

o g~ w N

& ¢ Fleet Hub BARAN TIMERENE R , WEBRETIIR

« BRREMHREFERSIFER,
- KERENFAEFARH,

- REFEEE,

- BEXRBERENFHAEARH,

BENEBER

BAETIEERRER EEATHNER.

- EHFERE  WEEEARMHETUTHAEER. NEEELEE , FEEEERTIERE Jobs (1E
%)

- BERENFMAEAER  HEASETRIKRE LBITHARBEER.

BECHHS —EFEEHAER , TEREBNREEEHN , 2FEENITHEER. LEESELNE
BRE LEBNATRERE, HESETTIBR

- BTHE.

- CHUERIETHE,

- RREITHE.
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- KEWETHE,

- BEIENETHE.

- BHAMTIINETHE,
- EITHHETHE.

- ERRNETHE,

- RENETHE,

WMERCHER |, 35&#1F Cancel (BUH).

~

I

AEIEREA Fleet Hub for AWS loT Device Management B /RINMEE |, W5l BEERTREL ERFIEN
SR,

ERE FleetHub B R, HEEAZEBERNERRTNFAEEE, ZEFTERAEMES , RE
TEEAELMBETNMERE, WEFRHEBERIRNELEHWFEMER , 528 the section called
‘B M ERIE

¥ =~ Amazon CloudWatch (CloudWatch) 51282 AWS loT # B3R 5| RIE E’J—H% W ESER
RE I CloudWatch BR, filtn , BAEY—RIER , HEGHBEPRENTF EEEKMN 50%
B , @& 4 — Bl Amazon Simple Notification Service (Amazon SNS)FAE.,

Fleet Hub /R {F MBI 5| IRIEHY GetStatistics M GetPercentiles ThaE , EHEELER, | &
FENEMBITHERVNERE  ZUBRVERZEEBM 2 THESETRRE,

« &K
- AT
.« A
- TBR
- EE 1018, 5 50 fE. 55 90 f&l , 5 95 {E=F 99 HEE T UBBE

MFEEMBERSIBBHEARBRENNFHEN  F2REEERNEM.

TRIE-ETRAR AWS ZEMNUMNBFTWAL KB RENEH,

4

Sl


https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html#get-statistics
https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html#get-percentiles
https://docs.aws.amazon.com/iot/latest/developerguide/index-aggregate.html
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BRTEERBRUNER 2N | BETEETIIE,

- BEENETRERRETMENEERE (1 28w 5 7 #).
- TIEGF-BAEEAELEERBMUNEENEBER T,

I
SRR AWS FETRE)
SR (AWS FETRE)
BB (AWS S &)

true WEA 1, false BWEA 0,

shadow.reported.batterylevel (#&¥3& 5| fR#& &
BUNEFTEEBNT)

« EX
- RRR/IER
- B
- BR/ER

- BEEENLBEE FEREFERANE,
o BIREERIBRE RIS Amazon SNS AR Z AENEFEHHIHEE,

Aggregation Period (& HiR)

e
e

. B
- B
. A
- TR
. FHH

- B
.
. A
- TR
. FO#

. p10 (B 10 BH B
« p50 (56 50 B E
. P90 (% 90 A
« p95 (56 95 BV E
« p99 (55 99 A&

)
)
)
)
)
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. BREE.

WEE I Fleet Hub B~ |, 582/ the section called “E I R

BAUER

AEESZELHRAR I —E Fleet Hub for AWS loT Device Management B RFFTEN S B, HERRE
HWRFEEE B BB A shadow.reported.batterylevel S E R FRMN BN —EEEMN, LLBFTHN
EHEBENSEHEE, EXNAEREHEELAWS loT BRI REDEITIESH B TR,

RELBBETPRENTHENEEN 1 2ERER 50% , BMELNWERIER Amazon Simple
Notification Service (Amazon SNS) FAEEEZEZABHPIASBE,

3] Fleet Hub &3

1. BIEZE Fleet Hub EARER.

2. BHEEHERENKRELS K FEUEH. NFNURYEEEHNIER , F2H the section
called “(FFAEFEZIFHEVEHN, BRIV REVEN , CNERSERZTEUBETNMEEE,
EHEFEBRIREEL , ##ZF Create alarm (BIETR).
£ Build aggregation metric (B2 RZIEE) EE L , FHERER Target query (B BEEH) 2 THE
T~E#, 7E Configure fleet metric aggregation (FREM B 51ZHE) EERH , 1 Choose field (###
WAL) B, 1EIF shadow.reported.batterylevel, WIBE@TE AWS ZEMN , RENRKEESR
M A AWS loT #E R 5| BRI 8 BT,

5. %% Choose aggregation type (BEREH|A) , FF18IE Average (F13), HBERBEEMEH
W ENEEEREER,

6. %A Choose period (ZIZHIME) , FEiZZE 1 Minute (1 £88), ELNEBRBREEREENE TR
R—oiER REBRETR,

igj% Next (-F_i)o

7. 1£ Setthreshold (XERE) EE K Trigger the alarm whenever... (R E®H...) B+ , &2
Lower/Equal (IER/ZER). EFHENEEERRAZEENER , LEBRER,

8. 1£ Than (kb)) XF R+ |, @A 50,

EIE Next (T —2),

9. 7£ Notify user (BHIfEH &) EEH Notify — optional (Bl - i) B+ , MASFHHEENS
B, HhasfESPEEREAEAPRERKRIBHMNERAE. BASFEAFbuEE (UE
ok, EANEE,

i
<t
4
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10. £ Alarm details (BRFMAER) BERF K MABTRHNER AR BEM M AERNERH, 1BE
Next (T J-F)o

11. 7 Review (#6) EE L , RESELNEE LB ANEA, 12EZ Submit (1K), LHRETER
B R

12. EFERERIRECANEEmMARF , 122 Fleet Hub alarms (Fleet Hub BR), BREEREREIN
B

%E SRR

RERHRB B AT TR ARG R |, B Fleet Hub £/ & MR BRE.

IR R B

BEZRESHBRRGDNENEERNE AR T XE 28 1 AR SE ) 70 {81 22 5 90 =5 A0 B i R 4 Y R

o o

BHRAFETER, AN EEEEMBEREIRBTELER,

BV E R RBEMEAER, BERENFEE ETREA

REEREFRANETRAEENERE, BEENBERRABLEENH,

BEBRRFLERGRFEIERIAL. AN EE SR MRS CRARGERNE
BH,

B "M NERRETSRHBERSIREIZR  EEE AWS loT K, FBREESR A F ik EEE

5lo REYMHEBEENAFR ID. MRENAHF
IR E AWS loT K EARYHEBTRERN
ID, Bl "9, MEERREETSEBRERR
#5l,

SEBHEAR 26



Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

EZ#2 Fleet Hub for AWS loT Device Management

BB Fleet Hub RIGHM AWS RS RMV T FME, ATRAMNAEREFEE. AWS RHTIE
T HRER Fleet Hub , EHIRBEERETEER , WHEEEMRKIREBHRIITE,

« AWS CloudTrail #EU& AWS IRE 2 AR HM API I FEBEESH , WEXRRHEERERE
EH Amazon S3 RFETEE, BRI LA HBFLEE & AR S A AWS, 2% LAY KR IP ik | 2L
KR AR, EFMENR , 528 (AWS CloudTrail FHEIER) .

F&E
« £/ AWS CloudTrail s2# Fleet Hub for AWS loT Device Management AP| Ff 1Y

5 AWS CloudTrail §28% Fleet Hub for AWS loT Device
Management AP| FERY

Fleet Hub for AWS loT Device Management £2 AWS CloudTrail #17%%& . CloudTrail FRIEREE A
%, AEE AWS RIEIE Fleet Hub R ATEREREIERYAC 8%, CloudTrail &% Fleet Hub BIFTE API FEAY
HEASH., MEMNEILIERE Fleet Hub =AM | R ¥ Fleet Hub API {EZEMEX B,

EEENIEBEMR , EO4§ CloudTrail EH4FERNZE Amazon S3 f1ZETE | 2FE Fleet Hub B9E4, Al
FIRAREEBR | fKARTLUER CloudTrail £33 & H# Event history (B4 B S 50 8%) REKRFEH.

BAI LA{E R CloudTrail FRUREERI B AR K ET @ Fleet Hub 2 HMIFER , UARBHEBERW IP ik, A
8., BFEMEMEEFMER.

EEH—F 7 CloudTrail , 28 (AWS CloudTrail fFA &) o

CloudTrail F#Y Fleet Hub &&H

EEENIREE  RHESEELEN AWS IRE B EUA AWS CloudTrail, 4, |, Fleet Hub 234 SEENRS |
RIRBEEAEZEEFHE CloudTrail B4 , WigHM AWS REEHLEZTEHELILHET, Bl
B, BENTH AWS IREFHNRHEH., MEFMENR , F2BEHA CloudTrall E4E P ERERIES
#o

MESE AWS IRFRIEEETEHMNECEE (2S Fleet Hub BIE4) |, BRIV IEMIGCH., BHATEE
CloudTrail #5282 % X+ % Amazon Simple Storage Service (Amazon S3) & ZiriE., BIFEER B

fEF AWS CloudTrail 2% Fleet Hub for AWS loT Device Management API AL 27
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BEFTREEVRERE  RREEMAEMAE AWS B, ZEREFHRE AWS 2 EIEHAA EE
B4, Wik HREERIVIEREERN Amazon S3 fEFETER.

BAEEE M AWS RS |, E—F 2T FEIE CloudTrail B8P ATMENSHER ., MEFHMAET ,
ZRTIRA :

3

- BEMIEXHBIER

» CloudTrail X EHRBMNES
* EXJE CloudTrail #§ Amazon SNS J&Al
- #£ZEEFIEW CloudTrail BFE
- REZERSEW CloudTrail HFE

E 3
E 3

CloudTrail 728 FiH Fleet Hub B, HEFEHMN AWS IoTAPI 2Ed, i | ¥
CreateApplication #l UpdateApplication BjfEZ HAIFIUETE CloudTrail FLEERPEEIE
Ho

B-EEMAHARREHETSELFRENENA. FoERATHEHE THIEE

« ZFEREBFEHBR AWS Identity and Access Management £ & & A & RHEH
- REZERK , RECEATHEACGEHME I EFRAENBRELERE

ig‘!
I
%
fim

EHE—E AWS REIEH

WMEFHMMET , 5528 CloudTrail userldentity T3,

T # Fleet Hub for AWS loT Device Management 5C &% 1& =18 B
EMRR—BHERE  EESHUAFERNEXRMIEEIEEN Amazon S3 RETHE.

CloudTrail B EREE —HZEARKIEE ., —BASEHATMARREBHNE-—FER , XTSFREE.
AR BN, BRBHFET.

CloudTrail BB IEARAE APl IRV HEEERBEF , HiittFgUEMISEIER IR,
Example

T %l CloudTrail f52#%1E B #8 ~EE3 CreateApplication BIEMVE .

{
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/iot/latest/apireference/API_Operations_AWS_IoT_Fleet_Hub.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "principal-id",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/test-user-name",
"accountId": "123456789012",
"accessKeyId": "access-key",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "principal-id",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-04T19:59:53Z"

}
}
I
"eventTime": "2020-12-04T20:02:38Z2",
"eventSource": "iotfleethub.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.22.186.61",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"applicationDescription": "Test application description",
"applicationName": "Test application name",

"clientToken": "c9bc7f45-3737-4ee9-9b0f-5delaabl69b2"
},
"responseElements": {
"applicationUrl": "https://application-id.app.iotfleethub.aws",
"applicationArn": "arn:aws:iotfleethub:us-
east-1:123456789012:application/application-id",
"applicationId": "application-id"
},
"requestID": "5456304e-31c5-4336-9bbe-a375e3728eee",
"eventID": "9ffb5d72-9267-4f4e-88e6-d26051133c8c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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Fleet Hub for AWS loT Device Management iy Z £ 1%

MERZE AWS EREBEIERF. ER AWS BF , EXBZNERTONBERER  BZRBETRE
REEHBEBEFER.

ZEMR AWS Ml cBWHEERE. AESEEERHEERAERNLZEMNERPHNLEM

- BRI EM - AWS A ERFELE AWS Cloud H#11T AWS IRIEHIERE . AWS thiRHER S
R FEANERE. F=ZAREAESEEPAHEANRIRMAZNERNY | ERAWS &8 W—B
o BETHERAMR Fleet Hub MERETE , FSEMAWS SHRFEIE EENKERE

EimN R LM - BNEFEORNEER AWS R, ShLAHHMRZEE K SFEHNER
. BRFNERNERERNER,

AR B IR T R ANMAI4E £ Fleet Hub for AWS loT Device Management BE R ESEEER,
THEBERREWMERE Fleet Hub LUERI RN Z 2 FEREE, B THRUOMAER AWS HAiR
it By & EE R MR RE Fleet Hub EilRo

xR

* Fleet Hub P ERHURE

s WEDFEZEEE Fleet Hub for AWS loT Device Management

+ Fleet Hub for AWS loT Device Management K& iR B 5%
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Rt BAFEMBHKEGL , T ERERBRANFT,

BHU U ERRERGEBEAESVERE, fln, REEIAMEAENERERBIN EE8BE | 8T8
BRTFIAMEAEFIRERNGT, WEFMEEF , 28 IAMEAEERE FHRIAMBEETE . E%U'F
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EAEER PHAWS 2EFEFABTREIE,
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MEEE Fleet Hub RH-REIRNFE , F2R (REERHESE) FM Fleet Hub for AWS loT Device
Managementf &3R5I, BETREAUERFRGEESBNBENER , F2HR ESHNE1E Fleet
Hub for AWS loT Device Management,

WNE#247 Fleet Hub B9 B BEREE I | 332 B 2 BB & Fleet Hub for AWS |oT Device
Management,

Fleet Hub Y ZERIRHIFE ( ACLs )

X#EACLs : &

FHUEFIEE (ACLs ) BHIMLEEE (RFKE. FRAENAR ) EAFN ERNFFT. ACLs
PREREBR , #RCFITERISONBER X HFER,

fE M Fleet Hub 9B B 77 E#E4] ( ABAC )
%18 ABAC ( BUEHIER ) : £

BHRFEUES (ABAC ) R—ERBEMERFUNRERE, & P AWS , ELEBEBEAERR

o BULEBEREREAVER (EAERAE ) VTS AWS BER., FLBRNERR WE—%
ABAC. % , BT LARFTABACHER , MEE T BN EREAEAFTINER LA RBATTF RFHR
o

ABAC BBIARIEMEHNRE Y RN EERRERSEEEHNER.

MERBZERILEFIER , B5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R %518 , THENFRETEF , RUEBREA.

MRBHEZESEEREEN =BG ER  RBEZBBEMS , ER Yes, RBHEIERLE
REEN A =@ k4R , RIESR Partial.

MFE MFMEFABAC , FF2H £AEER PNHER ABAC? . IAM BERBEERE 2TRH
HERIEABAC |, F2H IAM EREER FHOEABEREFEEES (ABAC) .

FREMRFEME Fleet Hub 12 EH
FEBRREE 2

ELEARREBREAR , AL AWS R BAER, MFEFMER , 25 AWS RF 625 BL R
BE , F2H IAM ERAEERE R AWS % B EEEAIAM.

MRE AWS Management Console EAFEAEBBMBBUANERGEEAN | IRTEEEER
AR, Al ESAWS FRALATMNE—FEA (SSO) ER£EFN K, ZEFEEHEIHEEE

Fleet Hub for AWS IoT Device Management Z{a £/ 1AM 42


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsiotfleethubfordevicemanagement.html#awsiotfleethubfordevicemanagement-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device E¥2i5r

#H. BERUERESSEAZRS  ARUAACK  tEEHRVERER. NEURAGHNFMAE
#, B2 IAM ERAEER FRTRIAE (FEE ),

LA LAEA AWS CLI 2 FEIZE I EEEEE AWS APl, A% , SoLlERELEIFEZRFE AWS.
AWS recommends , ZBIREELREEEE K MIREARPENESE. MEFHMAEN  BF20 Pk
&£ BFEIAM,

Fleet Hub VS BRFEEFEAFTF A
TEREATFRIERE (FAS) : 2

ELRERAAMERERARE PITHER AWS , BERBEAETA, ERAELRKEE , SkaH
TRESE  EMEFRRBHRE S —EEE. FAS EANMY NEFTAFT AWS R , TiES F
RiE TR AWS BRHE IREFER. FAS ARERBUNIIFTEREEM AWS IR 5 BIRE B S 6T
MFERE , TEREFR. EUBRT , ELEERHTEMEERFNFTA, MFRBFASHERBBER
AE , F2REEATIRTFEER

Fleet Hub RIS A&
YTERKAR 2

BHEAGRBRERREHTEFREEAVME AR, IAM EES TR REFEM, &M ERRR A
BIAM, NEFAET  F2HE EREER PHELA UK I ZIRIE AWS BT . 1AM

/A Warning

BFREACHFTT AT B Fleet Hub ZhaE, RB7E Fleet Hub IRA4tIESIR , FREMREER
BAG.

Fleet Hub RIS EE A E
YERKEZAE . B

BHREFACRERE NWRBACKEE AWS . BETURBEAKREITEFNAR. BHER
AEgRRELN P AWS 1RF |, YH REEES. IAMEESTURE  EFEERERBEZSEH
AT A
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KFEER , FRENACTEREIRIEN Fleet Hub BIRMFF T, M thEEFEH AWS Management
Console, AWS Command Line Interface ( AWS CLI ) = R#TEH AWS APl, EEZFEAEY
FREERHATEENT , IAMBEESTURIIAMBER, A%, EEETVISIAMBRFEEASR
FERETUREAE,

BE THNAERELEF MR RELIAME D BISONBER , F2H IAM EREER FHET
IAMIBUR .

W% Fleet Hub ERXNEMEN ERERNFHEF , SEARNSBEERERN KX , F2RRBERE
2E Fi PNEE. BRAEHEESI8 Fleet Hub for AWS loT Device Management,

e

- BRBEE®

- £/ Fleet Hub &

- RAAEAEREMMBCHETT

HERREEK

BrBERREHEECRFPNREBASREAUEY., FIEMER Fleet Hub BiR, ELEFAIREEE
IBH AWS IRFEAEA. ERRYSRES 7 HBERE , FEE T EIRERER

- FIEER AWS SEBRRAE BRI RKEERTT - EERBRFITRTENCERAENTEER , FEH
ZAWS BEBR , S ARTHAZSERCEARS, SHTEEH FEH AWS 1RF. ZREERBE
RERRF AWS NEFZEBR , LE—SBIFFT, MFEFMEET  F260 IAM E£RERERE +
B AWS ZFEBEES AWS EH TN ZEBE.

- EARERRHT - EAERAIAMBERREN TR , RERTFHTEBMENGTT. AERILE
By, BALESERERG T TUEREERRINEE  EUBARKEERT. WFEEA IAM
ERAFWFMEN B30 IAM FAEER PHBENFFITIAM,

. fEAIAMBUR PR IRAE R — SIRFIFE : BT LUASERGFTIEZER |, UREHEEMERNFE
Bl BA LR B BER IR RIEEFT AR RBLARER BESSL, MRBEBKE EARKEE , 5
W AWS BR#E |, St T SAE A R4 RIR T HZEUVE AWS CloudFormation, MEFMER , F2H
IAM EREIERE FHIAMISONBE TE 4.

£/ IAM Access Analyzer B = EHIAMBUER , U#ER%Z 2 BEEFT AT - IAM Access Analyzer &5k
THOMBENER | BRREBIAMBRES (JSON) MAMREER. IAM Access Analyzer
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RAEEB 100 EBRBENTRENESR  BHERELLBERANBR., WEFHMENA  F2H
IAM A E 15 RHIAMFE D MTER BUREFE

- RESAES BT (MFA) - MIRBEFE IAMERES BREAENIH AWS 1RF |, FFHRK
MFA UBBSEAN T2, BEEFUAPHREMFARER , FEMFARGHEZEHNBR, 0F
HAEH , 2R IAM EREERE PHERE MFAZRERNAPIEF.

WE FREBBNFEEAIAM , F2H IAM EAEER PN T2 HEEBIAM,

£ Fleet Hub 4

£ E 77 H Fleet Hub for AWS loT Device Management X124 |, BX%BEEE —HAKEKHF T, ELEHT
PHAARFFEGIEHFBRE B Fleet Hub ERMFFHER AWS tRF, MREE VL HEARLNEFTF O E &%
WEDEBE  AIBREGRBENER (FREIAR) MS , TRAMELWNTEREE,

HREH AWS CLI S ETFUNERE , BFREAHREILATT AWS AP, BRI , EAHK
FRSTHAPIEHHTH RGN B,

ATHRRERAENAGMNATLUEN Fleet Hub 24 |, thFEHS Fleet Hub
ConsoleAccessTReadOnly AWS ZEBREZZER., NEFHMEENR K F2HE IAMEHEER
PFIBEFIRERE.

HERERGRMMABE ST

LEEFUREMARI R , AFEAERRERERAMERESSNARNZERR, EBXEEHE
FE EERUBIMFSER 3 AWS CLI IR ERET A XKLL EMERFTR AWS AP,

il

7

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
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R AWS Management Console & FEREREHTEE , AL ABMKERES KRB, ENEES
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(@ Note
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EmateojacksonAMERA B ERFER TR EREEBNy -example-widget ERNFEMENR , BR
BE#iotfleethub:GetWidgetFF B , A T HIEEERE B,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotfleethub:GetWidget on resource: my-example-widget

FELBERT , Mateo EFREBEEFTHMMANBER , AFFMER my-example-widget EEFE
iotfleethub:GetWidget &R,

REEH 1T iam : PassRole

ERIREIEEE | SHAEEESIT iam: PassRole BiE |, BISHBERLEEH , AFTKACEER
Fleet Hub,

BE AWS i A ESREACEEGZRE A MAREBUFNEBEEACIRBEEAER, NFEH
THER B AR ACEEEZRBAIFT .

E& A marymajor IAMBEREEHMEA EIE AL Fleet Hub FEITENMER: , R 4E T HISERE A,
BR , IEBERBEEFEREACKR TN, Mary REKACEEEXRBENTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,
MREFEERE) , BHEEZN AWS EEE, FNEEESRHENEZRE.
BEREE AR AWS IRF /AR AFEFERY Fleet Hub &R

BUNRN—EAE  BEMRFHINEAENEEBATNASFIENER, BT IEEZ R
EEAENHENEXAR, SRXEEREBRIFIRGEE (ACLs ) WERHK , B UERELEBR
REFAEHERNFIE,
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- FETHENMERS P BMERMUEIE , F268 IAM EAEER PN AN SRFNEAERHFE
B (BoHE).

- BETHERACGNEREBRETEIRFFNCENEZR , F2H IAM EAERERE PHEBEIRFE
REFEUAM,
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BZFRBRABGEZEERETED T Fleet Hub WL LR AWS §8tE, HPIHE
SOC. PCl, Fed RAMP, HIPAARIH A,

EETH RS AWS R R EERTENEER , F2BAWS ¥ KE R EARBRELRER
WEaRTE, ME—MEA , F2 8 AWS Compliance Programs .

LA LER TEHE= SRS AWS Artifact, INFEFMEFR , FSBEE 7 THIBE AWS Artifact,

BEMER BISREE AWS B BURRERNBRE, SRANERER , UREREENE
Bo AWS RETHERUMBBIER

SHEAREAFIERE - ELMEEENRERZE  YRHUNUAWS Z2HESRAEHNEER
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« Amazon Web Services FHIPAAZ £ R EHRVERE - AAEERA T AT WAFEH AWS RE
HIPAAS ISV ERRER,

@® Note
W IEFAE AWS R HHIPAAZEEK, NEFMET , F2BEHIPAASKREREKSZE ,

- AWS R ER - WITHEFMAERmES TREARENEENVE.

- AWS EFEHERM - ZEBERANAETHRARNETERE, FEERERABEZEARE (IER
RIBEMBAMATRA () NIST, XN FEXELRLBFEZEE (PCl) MEBREFEEER (1SO) )
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- AWS Config B A BIER P IV R BIFTE E R - AWS Config R &L ERERBRSFEAIP
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BH. ARNEHNWBERSE. GuardDuty TEBRMERLESREBEFERNARERER ,
BB EEREEESHRERDSS , flm PCI,

« AWS Audit Manager - i& AWS BR#§ i B S ER® AWS AE |, UE{LEEERRHN AN , %
REEERMEEEENSR,

Fleet Hub for AWS loT Device Management = Y18 R &

AWS £ EBLEREL AWS EFMuAESAEREE, AWS EERHZEEREMREEHAEEA O
AES  ELEMRELE. BRERNEEHENERLE, BATARS . £THNRHSERENE
RERAENE  EUAEE MA DA BT IR, TABRNTAY, BEH R
D, IRE-FZEERPONERERREES.

WEAWS BEMTTARBHFMER , FSRAWS S HERRE,

AWS Fleet Hub for AWS loT Device Management By S & BUR

EERFUHEEERAE, BENAGE £/ AWS SEBXRLATREBREERZ. EVYIAMEFZ
EHETERBNEXANE , AZNERREREMMMENGTT. EERERBER , BUUEARMN
AWS SEHX., EEBREBEFENFERARS , YATEEWIREHREER AWS , IE AWS ZEH
KWFFHER , 5520 IAM EAEER PHAWS ZEBUE,

AWS RBEHZBMER AWS SEBR, BEEZEE AWS ZEBRPNFT. RBEBESE AWS
ZTERRPHEEMIT I UAENIE, RENENSRECERBRNTEE 2 &R (ERE. &
HNAE), EFNDERMBHBREFTHE , RERATEESER AWS ZEBR, RETSE AWS &
BERHPBERT , AEBERER T SHRER BN,

AL, AWS XEEZE RBVEBHBIZERR. Sl , ReadOnlyAccess AWS ZE BURIR AT
A AWS RBMERVERTFIE, RBBEBFIEER , & AWS B RFENERVMERT T, 0F
ERRBBERNBENRY , F26H IAM E£RERERE PHAWS EHEHBHNZEBK.
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B LUASAWSToTFleetHubFederationAccess R EEE & 4 1AM,

WK R F Fleet Hub for AWS loT Device Management B4 £ i & ¢ Fleet Hub Web FEARER ¥
AWS loT FE M AWS BRI ERENBIERT ERIZT T,

MBHGE D EFME Fleet Hub Web BARXWEMET , B28 222

A AWS A PR ILEBEER,
SR E R
WBESEUTET :

« iot - FEEL AWS loT £ EE R W H THE BN EE,
« iotfleethub : #EHY Fleet Hub FERRER FHEE R,

« cloudwatch - #EY CloudWatch B/ RFIEEER, L AFEIFMBREZES Fleet Hub B REEM
B1E,

e sns : BITERI., BEL, MER., FTEARBUHITERBRE, ELIRELHERE Fleet Hub SNSERE,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:DescribeIndex",

iot:DescribeThingGroup",
"iot:GetBucketsAggregation",

iot:GetCardinality",
"iot:GetIndexingConfiguration",

jot:GetPercentiles",
"iot:GetStatistics",

jot:SearchIndex",
"iot:CreateFleetMetric",

jot:ListFleetMetrics",
"iot:DeleteFleetMetric",

jot:DescribeFleetMetric",
"iot:UpdateFleetMetric",

jot:DescribeCustomMetric",
"iot:ListCustomMetrics",

jot:ListDimensions",
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iot:
"iot:

iot:

iot:

iot
"iot:

iot

iot

iot
"iot:

iot
"jot

iot
"jot

iot:
"jot

iot
"jot

iot

ListMetricValues",
ListThingGroups",
ListThingsInThingGroup",
ListJobTemplates",

:DescribeJobTemplate",

ListJobs",

:Createlob",
:Cancellob",
:DescribeJob",

ListJobExecutionsForJob",

:ListJobExecutionsForThing",
:DescribeJobExecution",
:ListSecurityProfiles",
:DescribeSecurityProfile",

ListActiveViolations",

:GetThingShadow",
:ListNamedShadowsForThing",
:CancelJobExecution",
:DescribeEndpoint",
"iotfleethub:DescribeApplication",

"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",

"sns:

]I

ListTopics"

"Resource": "*"

"Effect":
"Action":

sns:
"sns:

sns:
"sns:

sns:

1,

"Resource":

"Effect":
"Action":

"Allow",

[
CreateTopic",
DeleteTopic",
ListSubscriptionsByTopic",
Subscribe",
Unsubscribe"

"Allow",
L

"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms",

"cloudwatch:DescribeAlarmHistory"

"arn:aws:sns:*:*:iotfleethub*"
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]I

"Resource": "arn:aws:cloudwatch:*:*:iotfleethub*"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotfleethub.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
b,
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:us-east-1:123456789012:*"
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