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3. T "EXEREEHMENAL EHL, BABEERNEENERER.
a. BN "TERSEID, ,BFRAM-—WNWEREEID, B ID 2R K REEEETL,
b. (EBEM) HAER A6 BEE "FEEER, U EZEETEE (#EY ) HEEERE
E. BB HEEENAHEIIEIR AWS loT Analytics.
c. EET—F
4. HE[REFMEEAF)EAL , BEEBEERNAR,
a. HHEREFEFE K ZERESEERETE.
b. HR[RBRELERECREBERNNBFEARE] , #EF [EREH).
C. ig]%-lt_*/':o
5. AWS loT Analytics ERIFH[EXE JSON MEBARERERIEN. HRENERNEEERER | B
#1E JSON S EKitiR, EREIME AWS loT Analytics X EERBRNFMEN , F3H.
EE-F_i’Fo
6. (EEFEM)AWS loT Analytics XEERFREFH BT P EIE , AEERUEHSEENER K
B, MEXENBII2ZENFEHEEN , BF2REI 2 ElE,
igE-F_io
7. WEENIRE K RREE [BELEHREHRE].
8. MFELWHERSERERE "ERERME) EEH L,
BYEE

BYRRNEESRSBEREIENTHE. EFXEREEEVEERTBAFASEEENERTHY
ENEE. NEFEES  FEEEREH,

EAXBERED , CREVEREEERZTENEENEE, B  BULNEERIDREELE

\|é_\
o

AERETIILRRENEE

BYEE

1.

£ https://console.aws.amazon.com/iotanalytics/ B9 ™24 &£ AWS loT Analyticsy [EEH | i#
E TREER .



https://docs.aws.amazon.com/iotanalytics/latest/userguide/pipeline-activities.html#aws-iot-analytics-pipeline-activities
https://console.aws.amazon.com/iotanalytics/
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® Tip
BHT L REEERDIRE TEF. -

2. £ "EE, BEEL, #E TEIRE, .
3. WMAEBEENGFMENR.

a. HEREERIDARKEFED , GAERER.
b. BRIEFEMRR 6 EREHNE AWS loT Analytics B A&t EEAEREE,
c. EEERNGH  tHRERRFCEEASERNENFRE.
d. (ER) HNER A FH-—ZERTER (RERY) MEEER.
e. k[MRAEBMEIEEL K GABMEBNEHE  WFEPEFERNER K ARRE [
B,
f. BEEEEL—ESR,K RAREE [T -F].
g LRETEWMETAERIH. £[2E. ERNGEERSG EEL , B2 [T-F.
4. WEEHEE K RBEE [BUEE]
5. WELHNHERILRE "B EEL.

® Note
BE B AWS loT Analytics BIR , SAE I 7 SA#A4T T SI4EZE -

- BRBEERERIK., REZH loT REASER.
« BEN loT REAS BB EFEERFRES,
- EREEFE. fE BRNEELNER,

BT, A4S I AWS loT Analytics SQL BRIE |, LUREFE loT £ENER R,
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BEVERE

(® Note

EREBEREMNES  TRENARTIEURKEA BB, MRt , AWS loT Analytics
EBHK SQL EHERZTERFRETNERREZLERNE,

CREA—BEE , TSERTLENKREIEHR KT ESERRFETHEINENERESR, &
TEHER  BRVEHE. SRESLARSHEREHEN SOL MAXEER | URBEL
2, R R A EN B HNBEEEEH, £ EAEE Amazon CloudWatch HEEE 4B
BRRE Y EHR,

EEEBVERNE
1. £ https://console.aws.amazon.com/iotanalytics/ B BB E KT | 1BIE [EHE].

2. E[BMEME] EEL , E#F[EY SQLl.
3. H[EEEHEHEEN EEL K EEERENFAER,

a. BABRENERE.

b. HRERRENRR , FREHGENEL CENEENE— D,

c. (BEEM) HNER 6 FEEREPHE-IZEETER REEH).
4. A SQLERAEHERYDESTEE. EREREREFELERER,

a. 1 TEEEH, BT BASAEATAERESHEIEHN SOL EH.

SELECT * FROM my_data_store LIMIT 5

WMEFZE SQL A EEME A AWS loT Analytics , FFZBHH SQL FiEFXAWS loT
Analyticso
b. HALLEE TAIREN., RBEFENBARTER , YEEHRANKETERER.

(® Note

- KREHERED , CNERERETREREZN. EZHERFRELHIT SAL
EHTEEONER , ALETREAEES__dt.



https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/ScheduledEvents.html
https://console.aws.amazon.com/iotanalytics/
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o BYBAENMOHKE SQL ERRFK/ESENK/D , LR REEHT , IS Athena BRI
HITHEHANEE LR, Hitt , BH4EAPMUIE SQL EFRHFASEAIKRDN,

BMEREARPEEEIPFEALINIT G, AEKII2® , BAUBREREF
o

5. (BEM) CARERBHETNERBIENEARE  HoERTREEIRKIAERE, BER
FHEEE , B LR ERBNEE, MFEFMER , 526 EiB Amazon CloudWatch & E) VS IE
EEREA,

LR ETEREERZMEER, & [REEHNENEGE AEL  EEF [T D]
6. (BEFEH) EULUSERLENEHRNTUENBEERE, SUUBREYNREENEL R,

LTS EERNBHEIT , ILE [REEHHE]) RELEE [T—F).

7. AWS loT Analytics 3 IR RHENBWARA | LEFETHMANS AR, RMRE 90
R, TBETUUREREHITREBR. B URFIENEABTHREREHE.
B AR EREREHRERA "ERY, | XREEA THRAEESL . E[RESH EEHA
ﬁ%t , igg [_F_ﬂi]o

8. (BEM) BULREENEERNEERINZREBRM , £20 AWS loT Events,
BIrEEFYBRENHEMM A EEER  HitFE REEHNEAREERL] EELBE [T —
#o

9. BMRALHEE K RREE [BUERE]

10. G ENERRE [(ENE EE L.

A HEBIE AWS loT

MREE—ERERKAIEENRE , XEEEHENREETEANERFRED , BEEF AT
# 10T B ERHEIX T AWS loT Analytics, A LA T HREA AWS loT Analytics ERHEXE :

« 5 AWS loT AEREREN,
« £ AWS loT Analytics BatchPutMessage API #&4E,

ETHLERS | BSH% AWS loT Core TRAFH AWS loT ABREBEXNEELAEER , AWS loT
Analytics LAEFEEULL E R,

BIEHE IR AWS loT 13
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html#amazon-athena-limits
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_BatchPutMessage.html
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® Note
ELREMEVTIEERE , BHIETISEE
- THEEBTES KDE, BAexampleMEXAMPLEEHEEREHFHBUBIRAERE
o
- TEEBTEUSFHE, UHENETESERENEE , ReeHFEH AWS loT,

- BOETERBPESTBNEASINER , RAELEA RS HRERMBEAHN
HEH

« AWS loT Core #EE AWS tRFE; AWS Eig 2 B EEAL,

EEEEFAEER AWS loT

1. BAAWS loT 8,

ERBEEES , ZE AR, RREE MQTT AEA PRl

EMQTT AIFAFwREERL |, #E "&#HEXE,

£ TEEER) P, WARSEERVEERE AN TESRRATNEE, LLEHIMERA update/

environment/dhtl,

5. #¥ THEL AH , WATH JSON AR,

A w0 D

"thingid": "dht1",

"temperature": 26,

"humidity": 29,

"datetime": "2018-01-26T07:06:01"

}
6. (BEM) HHEMAFASRBABEREE , BEFEAERE,
7. #EiF Publish (),

SERTHENAEREBNER, AR, ENEERBHBHEEEINENENFTFHRE,

(@i

mE AWS loT BEHNEE

BAURBUATSRREAERE S HIEEWIHESR,

BEF AWS loT BENERE 14
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EERE AWS loT ABRNERE

1. FEEALLT#I : https://console.aws.amazon.com/iotanalytics/
2. HEIhREEMRTP | BE [HHE), ARBEELLNEYNEERR,

3. HEHEMFMAGEEEEL , O TRBRERSY, , ARFARBETRHNFEEE (1 /K 3h 12h 1d 3d
1w) . REZE—EE Bl 1w) TRE LBHNER,

BRI ERB LN EERERERTDHITRERBM P ipeline MM EFAEE LHIER, EXRHBRE
B, BEAKEREERERN -y , B ETEXEIEMATRERER,

BEERERED

1. EEEERT , BE "KE. K AREEEANEUNERBE,

2. EEENFHMEAERL K mTHEBDE "ER, B, AREEHD —ERESHERE RS (1 DE
3h 12h 1d 3d 1 w) KRB R EREEE.

FHEHAGR

ERERNRRESEHRRNER (CSV ER).

1. ¥£ https://console.aws.amazon.com/iotanalytics/ N ZERIBEE K | #Z [ERE].

2. K [(BHEHEL , BEEAEYNERESRTR,

. EERESEAEEMNEG LA |, BE AT

4. EERTENERECERBE  FEFERETHREREL "EEAYRBERESTH) WA
B, [(ERERD) REIEBRTSETHRRLER K.

5 EERERIEMNGER , FE [EREAR REIEBLENEHEE. "ERAIRTFISEN
fERE CSV R, FFEE [TH].

(® Note

AWS loT Analytics AIAZERERBTEEFERA Jupyter ie B HTML 5. WMFEFH
B, 520 5B LAWS loT Analytics BRI &I A,

FHEARKR 15
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RERENER

BRZEME. 2MANRB(LERNEE,

Amazon Simple Storage Service

BRI L E R ERN B EIXE Amazon S3 FEFEFE |, UEHEREGNER
HES  SIRASBEARIANRBIC I EREE, 528 CreateDatasetfE

¥contentDeliveryRules: :destination: :s3DestinationConfiguration™ B,

AWS loT Events

ALK ERERBERBAEIAE AWS loT Events , EERBAZELERRESIEFREHLE
HEESEREE Y EESHREREREMEE.

EEEEM , B CreateDatasettE 2RI ERIE |, WEMMLHPIEE

AWS loT Events #i AcontentDeliveryRules :: destination ::
iotEventsDestinationConfiguration :: inputName, BEXEIEEAEBroleArnty ,
LA F 1T AWS loT Analytics #PRiotevents:BatchPutMessage, EMMAIRFEIERER
A , # AWS loT Analytics B SEERNEARIEE EMASBEEIEEMN AWS loT Events
Ao filtn , MRENEREZTETIRE,

"what", "who", "dt"

"overflow", "sensor@l", '"2019-09-16 09:04:00.000"
"overflow", "sensor2","2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

A% AWS loT Analytics BEZEZE WM T FERAES,
{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }
{ "what": "overflow", "who": "sensor@2", "dt": "2019-09-16 09:07:00.000" }
LS EEAIZE—1E AWS loT Events 8 AR B ZREBH FE ( —E=XZ1ME , dt ) whatwho , I

BIZ—18 AWS loT Events ISR EE  ZEREASHAINEL A FRKBEBREIRERET

28,

REEHER 16


https://docs.aws.amazon.com/AmazonS3/latest/gsg/GetStartedWithS3.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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Jupyter E5EAK

Jupyter ZRLARERAMNAE S RETRFEBRENS RO MORRERER, EALRARR
WERAEEMNDN , LE loT REER LERAMKIEBLZE , Sl k SERENEREEETHE
Ao

AWS loT Analytics £ Amazon SageMaker £ ABHIFEEH Jupyter EiEAR, HERIZERAE
Bz ai | EAARIZE AWS loT Analytics F1 Amazon 2 B#IE3 % SageMaker :

1. BlEZESageMaker B IWE T ELAHTER

a. EAMET , REBEIZ Create anewrole (BUHFA®R), Bic FHAE ARN,
b. BUERAHITEE.
2. HIfE IAM £ & W18 K SageMaker& & :

F=1]
i

FRAe, cERA —EXERX.

BIE FE AR, AR BRI 1BIE (WA D ). 1BIE [EIEE, A
#GetDatasetContentEE S H P AW MNLLRE, BIEBMBIBER,

c. WMERAMWERY K WASE 6 RBEEFE[EURI.

c o

EERUHFEINACENERENERE AWS IoT Analytics.

1. 3R https://console.aws.amazon.com/iotanalytics/ , REELAIEEE K DIZE [BEAX], &£

[FeEA] BEH L&EE [BIRER]

£ [REEA) HE L, B2 IOTA ZAEA,

3. HE[RELBAXEHL, WAREEANER. £ [ENERERF F , BEENEELENEY
MERE, FENGCESAHTEES | BRELEEFEINIEAHITEE SageMaker,

4. BBEEWEEZR  BEE "BEURER.

5. EERAHEL , ENERAHITHERKEE Amazon E SageMakeriZE & H 5 K.

N

FRCAER

AWS loT Analytics ERAEATE AWS REHNMB[BZEAEMR B , AHBERIKE AWS loT
Analytics SERERREM, BALERELELFERNRABRBHEEEACH , UFSEN loT KE
BRI T AR HEE.

BT LATE AWS loT Analytics £ AP KB T HIECAE A -

ELAER 7


https://jupyter.org/
https://console.aws.amazon.com/sagemaker/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iotanalytics/
SMconsole_link;

AWS loT Analytics EREER

- BB ETXEE — R Poisson IEHMEBE) TR (PEWMA) EREAEREFERALTXESR
=B

- KiFeeEitiRiaHTal — BRAS R , TEMANERMREFIIEE | BRI AKEEE MR E L,

- BERAGIZNFAMLEE — EAZEEREHRE (LSTM ) HEEENEER R AR AER 5|2
I

- BEREREREFMY —ERAKHENERDS DM (PCA) 247, UBAIEREREEFARBINTER
FiD.

- BENTHETELN — ER LSTM Rl mERARMNERE,

- E2ETMERMETR — A LSTM FRI™ R ORISR

ELAER 18
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AWS loT Analytics A F§

AEWEARKE., RF. BEENEHREERNERIETAWS IoT Analytics, LRI E 5
£ AAWS Command Line Interface (AWS CLI), EERBEBNESEFANAWS CLI, F2E (AWS
Command Line InterfacefE A1EF) . MEFEAETAZ CLI a T FMEFAWS loT , FSEAWS
Command Line Interface2Z & FH ioto

/A Important

FA#aws iotanalyticsHEEAWS loT Analyticsf# AR EEIAWS CLI, fEFttaws
ot HEE loT RIEMHMIFHEE , FEAHAWS CLI.

(® Note

iR BREETRNES HE AAWS loT AnalyticsERE (BB, EHE, ERERENE
B)WERBE K RESEHSEEANTAAEZTREFEAINEFTN, BEENBBLEUNE
FHFE , YEREBENEFZH , TEBFENEE,

B RE

BRESRELHFREENFAASEN  ARBEBLENRHEEEE, EANEESREIEE , B
E-FPRBENEBAE—ERE.

aws iotanalytics create-channel --channel-name mychannel

W RIGEEHEEAWS loTERMFAWS loT Analytics , BB LLE I RUAWS loT les Engine R8I , &R
BRXEEREEE, ESEHEEREEREA AWS loT Analytics, FEREABENS —BHERE
FA$8AWS loT AnalyticssBatchPutMessage,

BRI HECEIREE !

aws iotanalytics list-channels

WMEEZEENFEET.

BIRE 19
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/reference/iot/index.html
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aws iotanalytics describe-channel --channel-name mychannel

REENBEASFHEEEN Amazon S3 EEFBRFTHRELEEN —BAREFEEP. AWS
loT Analyticsf£F] channelStorage Z2#REEEEZFHEM—1@ Amazon S3 FEFEriEH., 7
FEARKZE Amazon S3 #FiriE. NMRBBEFKBEASEHRELEEN Amazon S3 f#
ZErEE |, BIXAR FAWS loT Analytics#E R , LK RETE Amazon S3 RFETH L HITELH
fE : s3:GetBucketLocation(BEMFETEME)s3:PutObject (7). s3:GetObject (&
HY), s3:ListBucket (EFEE),

Example

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{
"Sid": "MyStatementSid",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": [
"s3:GetObject",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::my-iot-analytics-bucket",
"arn:aws:s3:::my-iot-analytics-bucket/*"

NREBLEEFEENBERTFZANERRER , KURFEENEEBEER | UK LI

ERESHEERNERED. F2REENEEEEER.

20


https://docs.aws.amazon.com/iotanalytics/latest/userguide/reprocessing.html#aws-iot-analytics-reprocessing

AWS loT Analytics EREEmR
BIUYERRE

EREHEREUNERENRE, CTRBEE TR TRENTEMNEMHE. STNRY
S EANRERRERETREEANEOAS | L TNEAE -GN RERBERFTERAWS 0TH,

aws iotanalytics create-datastore --datastore-name mydatastore
JIREBERYNERRE.

aws iotanalytics list-datastores

NEEZEREFRENFEEN.

aws iotanalytics describe-datastore --datastore-name mydatastore

£ Amazon S3 BIERAWS loT Analytics &R

B EEIBHN EREREALFHIE Amazon S3 FEFEEFAAWS loT AnalyticsS E B EEH
— @, B ERTF Amazon S3 , FEfEAdatastoreStorageAP| 28, FAREABRIEZE Amazon
S3 RAEFETH.

MBBR B EREREFASERELEEN Amazon S3 #ZITES | AIXEREFAWS loT Analytics
AFFIBIE Amazon S3 fEFFETEE L #1T TSI ENE -

* s3:GetBucketLocation

* s3:PutObject

* s3:DeleteObject

NREFERERTFHEMS SQL EHRERENHRIR , FRERHEMN Amazon S3 FEFEFEBEEEAWS
loT Analytics¥i 2 BT B8 WA M A Amazon Athena K ER.

(® Note
BB IEEaws : SourceArn T RN R FERBBERT |, UHBEFEEREBEALZLBEE, E®
BREIZEER , RAFRBEEREFNER, NEERRENEABENFMEN , 52 /8the
section called “TAPH B RIEEEREAN

BUBEHAE 21



AWS loT Analytics

ERAEER

THRRTFELLEFF AT FRTEBERSA

"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "MyStatementSid",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

1,

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1
EXAMPLE-DATASET",

2123456789012 :dataset/DOC-

"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-

EXAMPLE-DATASTORE"

WEFMER , F2E ) BiIRFFEAmazon Athena A EEM.

£ Amazon S3 B&E

22


https://docs.aws.amazon.com/athena/latest/ug/cross-account-permissions.html
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® Note

NMREEHEFEREERNFRENERIER , &0
A

REEENREEEES , UHRTAHE
HHNENBLSHEERERRT T, NFFRER , F2H

28 ) EFREBEEEER.

EREEX
AWS loT Analytics ERFRE E BI X & JSON H Parquet IERERN ., FEFERENZE JSON,

- JSON (JavaScript ¥ E5 %) - A B-EHNEFEI RN XA ERN,
« Apache Parquet-—RBHIXEFZRE BN , ARSRERNERKEZIR.

EfEAWS loT AnalyticsBiF 7 , BRI LAEAFileFormatConfigurationY REFAIZBIRF
fi#o

fileFormatConfiguration
BERBREXNMWBEREF. AWS loT AnalyticsE R ZH[E X JSON 1 Parquet,

FERERENR JSON, BREEE—EEKN, BEUENFRER , fEEIBEERKN,

jsonConfiguration

‘B& JSON HKAREERER,

parquetConfiguration

‘@& Parquet HNHHREE A,

schemaDefinition

EEERHERPTRENET.

columns
EE—RBmZEFHERNHE,
BEFBHRRRZITLE 100 5|, 83HZTLUE 100 EEAREE,

name

WL BE R,

EEREX 23


https://docs.aws.amazon.com/iotanalytics/latest/userguide/reprocessing.html#aws-iot-analytics-reprocessing
https://www.json.org/json-en.html
https://parquet.apache.org/documentation/latest/
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RERS : 1-255 @FF.
type

ERNERE, NFEXEENEANFRENR  F2EREREEPHAWS Gluehl 3
N=E-1=

RERS : 1-131072 E=FF-

AWS loT Analyticsx#Amazon Athena P ERFER HH , BR TDECIMAL(precision,
scale)-precision,

BYEREFHE (BFH5)

THRF&EEHAUMAEIL Parquet BRAREFERFRENERFHE,
RIEZBEBERH

1.

2
3.
4

& Ahttps://console.aws.amazon.com/iotanalytics/o
EEEERT , BEEERENE.

EFENFHREERL , BEEVERERE,
EEEENFREFFERL , WATRBBREFRNERER.

a. EFAREREFREIDT , GAK-—NERNFHRE D, BEEERYREEI D,

b. (WE)HWRER , EERNFTELE—EAXZEETER (B/EY) FEEENFHE. &
BB BAWS loT Analytics.

c. B Next(F—%),
ERERMTRARER L , BEENAEHREBIR.

a. BARREFRER K ZEEERERER.

b. BARRELLEREEEBNERNERE , BIZHMRH,

c. IEE Next(T—%),

EREERRAEEL , ERBURREHENEBIRN,

a. BARDE , EfParquet, BEZEEITERNTHEREE KN,
b. EARHRIR , BIEISON FRAREREBHERTFHE,

c. HARFHET , FHLLISON BB AZRE T HIEH,

BREX 24


https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-common.html
https://docs.aws.amazon.com/athena/latest/ug/data-types.html
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{
"device_id": "0001",
"temperature": 26,
"humidity": 29,
"datetime": "2018-01-26T07:06:01"
}

d. BIFHRERE,

e. MRIFRE Parquet 2% | FREERNEEAY JSON RAICTE., MRERXNTTE , FFEEH
BERESRE.

NMRFERBETESY  FEEFEERT , BAIEE , AREFENEE,

(® Note

BMFEREAT , ZNRBEALE 100 5, MFFHMEA
Analytics FL&E.

I:I‘l|+

289 AWS loT

BUNSEFRAINENEE, NEXEENEENFRES  F2EAEREREYP
HYAWS GlueBiZ A &/,

(® Note
EERMERFRER  REZRERFINERNEE,

EMRBEEY , FEEBRERN
f. 1B Next (T—%),
7. (ERA)AWS loT Analytics X HFEIEFRTIHNEERSE , AETUEREHNERUIESEE,
MEXZENBEIT S ENFRES 2R 03 E,
iZ1E Next (T—%).
8. 1EReview and create (MBEFENL)HE L , WENEE K ARABRBEBVERTHE.

/A Important
BELERVENFHERSEEREFME ID. BEREARENEE,

9. BMELHNFBBREFRESCEIENFTHRERRECENL ) AHLNABELFER,

EEREX 25
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https://docs.aws.amazon.com/glue/latest/dg/aws-glue-api-common.html
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EHE]

AWS [oT Analytics X 8RB , AR EBBFRTESEIR, FRABERS EREBIIEE |
BUNEHCEHNBIR, ERTUUBLIBREAMFHENENE K TRSEE,

U URBEER BB BREEEB AN BEEBIBETD E,

EZHRRE  FEBBRERTRAREIE. BE— B2 EEY B , YiEsBEEBRF/HEES
AWS loT AnalyticsEi&, A% , fne R AWHERE ¥R R&ZELMEE,

BYEBRIFHRE (28
THRF&OSERNMARIY B 28 ENERTFRE,
RIEZBEBTR

1. & A AWS loT Analytics £## A&,

2. EEEERY  EEERENE.

3. EERGEREERL , BEEVERENE.

4. EEEENEFEHEEEL , AAEBIRBEFRENEREE.

a. BEARERFKE DR, GAK-—ENFHRE, SEEAEEMYL D REE I D,

b. (WE#)HRER , EERNFTELE—EARZEETER (B/EY) FEEENFHE. &
o LAE BB B BAWS loT Analytics.

c. 1B Next(TF—%),
5. EREREFEEEERL , EENIERERE.

a. HARGBEREDR A ZERKEERFT.
b. BARRELFLREEEBNERNERE , BIZHERY,
c. 1B Next(T—%),
6. ERTERRIEEL , EXEIBLENFEBNERX,
a. HABREHREERKER2E , BIZEIJSONS EParquet, HIEERE WEEHEAAWS loT
AnalyticsX I XM ER |, FSRERER,

® Note
LEAERVENEHERBE N,
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b. igj% Next (-F_i)o
7. AUBBEFRAZEERSE.

a. HEARTHEERSIE  EZEERA.
b. HBARERSERERYT , EEFBEIEBRNERES.

BEBEANER | REIBIZAWS IoT AnalyticsiBiE , ALLBIRFRKEBS,

c. BERRARESBNY K BEEZFANBIBERETIENERBM. AR BENREES
Bis BHERSEB D EBERINEEHE,

® Note
B L —EREE S S BB EE R FRE,

d BEAREBERHFBERIEBHET K ERXRIZEEENELREHN. EEL—THEENESEER

THIBHEERAD ENEE, FRAUTEEBESSEMH

- DEEEE EEMSTEHERSABMRFBERL I IIEEE,

- BYEBBANHERB-EFERBERT , AWS loT Analytics#$ B 82 2R H B REIBEN B
BEABMHS BHNERR. FEBMEBUBERSTEENER, BALIEWHEREF AR
RECEHKREE.

s A EBUEMHINBBELL__partition_.
- HARBEE 2 EER | AWS loT AnalyticsBIZ LA T EHK K HE8

A_ year, __month, __day. __hour,

+ ORDERING-E##F37 B ELU RS EHNLEE,

BARKEBECEAT , BBLEESBEBETFREANSEHAREERERES BENEN, &7
LUZFEAWS loT AnalyticsFI H RV NRIE , B EERBBRBACENERNRIE, E—F7
# AR AR LEERF.

ERMNTREEBMNEE A BEENEIIE,
e. 1EE Next(T—%),
8. 1EReview and create (MBEFENL)HEE L , WENEE K ABRBEBUVERTHE.
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/A Important

- BEFEBRVERFHRERBEENEFRIE,
- EREBAAIE , 4 EAES —ERBRFAELBBEEENRERNE,

9. BMELHNFBBEFRETETEENFHERRCENL ) AELNABRLFESR,

BiUEB
EEERBEENAILE K BELEKIAEEHAEREREZR , tEEBNEHZEEAS ., EERKEEE
BREERENE , EEE_"ZE.LO EEZNEERSETENREERNEE. RBIAEEELINEREE

BERE, NEEEMERNMEEES K F2REREE,

ik , RMERLELEMNSERAEERIENFRENEE, AR , E#HIREENRAERF
RE2® , SR UG ERMEEEDREELER.

HIT TSR TRELEE,
aws iotanalytics create-pipeline --cli-input-json file://mypipeline.json

Zmypipeline.jsonXHBEUTRAR,

{
"pipelineName": "mypipeline",
"pipelineActivities": [
{
"channel": {
"name": "mychannelactivity",
"channelName": "mychannel",
"next": "mystoreactivity"
}
},
{
"datastore": {
"name": "mystoreactivity",
"datastoreName": "mydatastore"
}
}
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}

BT TR IHREEE,

aws iotanalytics list-pipelines

AT T 5an & RAR AR B B EE R AR

aws iotanalytics describe-pipeline --pipeline-name mypipeline

HEREA AWS loT Analytics

NREE—EEEKERBHIEE ZXEEERENRTFEVEANERERED , BREER AT
ASERFEEZEAWS loT Analytics, EIER , RMIET 7T MEBEEIRA 5 EAWS IoT Analytics, &
A LAEAAAWS loTEREBEXHFEAAWS loT AnalyticsBatchPutMessage APl BREXFA L.

FE

o EAAWS IoTAHAERERER

« FEF BatchPutMessage B/ H

FEAAWS IoTAHAEREER

EEFEHAWS oTAERERN , BEARRGIZBRIAWS oTHRA, RASKEERHEXENBFR
HEEZEAWS loT Analytics, 718 , BAMRAEEREEI—EHE , REMENT,

B IAM AE

EEEAWS loTEM R HEIX EAWS loT Analytics#8i8 , B ERERA, EE % , BXERI IAM
AR UIREZFAER , FTESAREREIEZEAWS loT AnalyticsiBiE,

BT ;TR AG,

aws iam create-role --role-name myAnalyticsRole --assume-role-policy-document file://
arpd.json

arpd. jsontE R E R REZ I T AT o
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

BE  BBRXHEEEAG,

aws iam put-role-policy --role-name myAnalyticsRole --policy-name myAnalyticsPolicy --
policy-document file://pd.json

pd. jsontEREEREZ UM TR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iotanalytics:BatchPutMessage",
"Resource": [
"arn:aws:iotanalytics:us-west-2:your-account-number:channel/mychannel"
]
}
]
}

BIYAWS loT# Al

B KASEEEHENAWS loTHR A,

Kt

aws iot create-topic-rule --rule-name analyticsTestRule --topic-rule-payload file://
rule.json

rule. jsontE R E R REZ I T AT o
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{
"sql": "SELECT * FROM 'iot/test'",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [ {
"iotAnalytics": {
"channelName": "mychannel",
"roleArn": "arn:aws:iam::your-account-number:role/myAnalyticsRole"
}
} ]
}

#% iot/test MK AEKEH ZASHN MQTT &, BEEEBNAGIRAKAREN —HFRINEE
EBAAE,

X MQTT FAEZEAWS loT Analytics

RHRAEEIEE, ERNBEURSERERIENFREZR , FEeRMNEAERRERESRE
AWS [oT AnalyticsERIfFRE , SAHtER, K TREE - , LALERAWS loTEH B #IEHS.

(@ Note
BREFNEEENER (2R ) WFEBABAWS loT Analytics.

- ERGSRHFINER () ; T EEAEMBERF T,

- HEXAARFEFRE—ERELR ()

- FRAIBEEFH (o

- EEERIFRERMEF : "~[A-Za-z_]([A-Za-z0-9]*|[A-Za-z0-9][A-Za-
z0-9_1*)%$. o

- TEEHEIB 255 BF T
* FEDRNDE. BATooMFOOEABARERTHRUBRAEREE,

Flan , EAEAED | {"temp_01": 29} | {"_temp_01": 29} BEXME , B
{"temp-01": 293}, {"01_temp": 29} = {"__temp_01": 29} BAENE,

1. BB AWS loT =& EAINEBEERP , iBEF Test (AIE).
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= Sample period Time range
f&]]} AWS IoT Monitor

One day v Week v

® P

| Monitor
Successful connections
Onboard
Manage
Greengrass
Secure
Defend
Act
Test
Feb 14 Feb 15 Feb 16 Feh 17 Feb 18 Feb 19 Feb 20

#- Successful connections

Messages

2. £ MQTT client (MQTT A Fi%) HE , R Publish (3#5) 2B Specify a topic (JEEXE) JHE @
A iot/test, EAERBERD , AT JSON ARREEE , REWREKE , F@aAc,

{

"message": "Hello from the IoT console"

}

3. i#4Z Publish to topic (M ZEXE),
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WJ%nMnJmWﬂJﬂ%wwuﬂWw

© 0 - This client will not acknowledge to the Device Gateway that _Q?
ﬂﬁa AWS loT messages are received @
1 - This client will acknowledge to the Device Gateway that

messages are received @

MQTT payload display
© Auto-format JISON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)

Publish
Specify a topic and a message to publish with a QoS of 0.

ot/ | [ |

Test

®o
S vs
& sec
£h A
)

ERERMAR , WRABELINEHEEINEREFRE.

(i

FEF BatchPutMessage 2\ /1

EEUH EEIRM S — &5 EAWS loT Analytics2f# fABatchPutMessage APl &%, LA ETEER
FEAWS loTHE , BN EERETENBHRHEXZELNEE, EEREEREHBIBER
BISE R ER IR RESETEAAWS SDK BIZH B4 eE$AFEFAAWS CLIZRFAABatchPutMessage,

1. Bl —fESmessages.jsonE BERAMEEMN XY (EUHRHIPREE—FER ),

[
{ "messageld": "message@l", "payload": "{ \"message\": \"Hello from the CLI
\Il }Il }
]
2. #1T batch-put-message &%

o

FEA BatchPutMessage 2/ HE 33
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aws iotanalytics batch-put-message --channel-name mychannel --messages file://
messages.json --cli-binary-format raw-in-base64-out

WMRREBER , BRI TIE@ L.

"batchPutMessageErrorEntries": []

EREEmnER
A BAEFAWS loT Analytics =R A RESRBENAE T CHEEEIEE R,

1. EAWS IoT AnalyticsEZ AN EAISEE K |, #IFE THEHFH, |, RERIEE "$HE, (C hannel) , A
BBRELAXNBRINEERR,

B Channels -
Analytics @
I QCha""EIS Name Status Created Last updated
Pipelines
my_channel ACTIVE Sep 13,2019 10:47:17 AM_.. Sep 13, 2019 10:47:17 AM...  see

Data stores

Data sets

Notebooks

2. EEEEMEFEEL , @ T#E R Monitoring (E532) B, REERAREREHEE , 525&
EEEP—1HTF'3§'I§¢EE-§ (1h 3h 12h 1d 3d 1w), ZEZEE—RER , ErEEERBEEREA

[ ALHELNEESE
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Channel size

9.5e-7 GB as of Feb 27, 2019 4:00:00 PM -0800.

@&®OP

Tags Edit
No tags

Monitoring

1h 3h 12h 1d 3d 1w \El

IncomingMessages

2.00

1.50

1.00 —_—
0.5

0
17:00 1715 17.30 17.45 18:00 1815 1830 18:45 19:00 19:15 19:30 19:45 20:00

FHRELR SRR —JFHEAFI@@'”‘ EEBHIT. BN EEEFEEFEE LERERHTHER. W
REHMAKEREEAEEN 582 , RIEETR 0 BHTHER.

1. HAWS loT Analytics EZ EMEZRAIEEE KT  BE TEFH, | RRBE "TER,  RAREEL
B R ERE R,

Bl Pipelines -
Analytics @
[° Channels
== Name Created Last updated
I Pipelines
my_pipeline Sep 13, 2019 11:21:01 AM -0700 Sep 13, 2019 11:21:01 AM -0700

Data stores

Data sets

Notebooks

2. EEEHMEFEE L , @ T Z Monitoring (E518) B, SEEFARBRESHER , HEAE
B ch— (AR RISEIEE (1h 3h 12h 1d 3d 1w), LEZEET —KERE  EHECRENEERNS
REBHITHRERNEE,
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Monitoring

Q
ih 3h 12h 1d 3d 1w \El @
®

ActivityExecutionError-DatastoreActivity-my_datastore_33

1.00
0.8
0.6
04
0.2

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 20:45

PipelineConcurrentExecutionCount

1.00

0.2

0.6

0.4

02

0
17:45 18:00 1815 18:30 18:45 19:00 1915 19:30 1945 20:00 20115 20:30 2045

BEVERE

ERBUEBEY SQL ENEHRRENE , RENFRERENER. AWS loT AnalyticsAIAEAE
BURBESTEE, HRAERSETRERNE , BETUFEA SQL EEXRERERNLELRTFEE
BEFHER.

ES -]

- EHEHR

- HEEANBE
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BHER

FEEHEN  FREVERE, ENESSLAREHENTFHEN SQL , ARELEREN B M
BEEEHNEEMHRE. SAUERAELIN Amazon CloudWatch Hii2iE E K HYEE N RE 7 ALEHF

2.

AT TSI T RE I ERREEEELRL R &R

aws iotanalytics create-dataset --cli-input-json file://mydataset.json

mydataset.jsonfERIETIHABHNLE.

{
"datasetName": "mydataset",
"actions": [
{
"actionName":"myaction",
"queryAction": {
"sqlQuery": "select * from mydatastore"
}
}
]
}

BT THGD , UBTERRER L E AR R R E R A,

aws iotanalytics create-dataset-content --dataset-name mydataset
EHASIERTENERNS | BRERT

A EH R

EANBEREU CSVBEARBEARERNERNEARNR, RRSIEB Amazon S3 RHZAER. LU TEH
ERANARERRRETEMME  EETHAES

#1TT %] get-dataset-content &%,

aws iotanalytics get-dataset-content --dataset-name mydataset

MRLHEIBETEEMEE , AI’RBget-dataset-contentfEH "state":
"SUCCEEDED"#EstatusFE&H , I TEMN RAIFT Ko
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{
"timestamp": 1508189965.746,
"entries": [
{
"entryName": "someEntry",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-Amz-"

}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}

dataURI RHIHFERNEES URL, ENERBERE (EE &), BRBENIERE , EERRE
B IR RSB E—EF I get-dataset-content , ARG SEELEHNESEE URL,

BIZEAWS loT Analytics& $}
BESEER , 2 ATIRILAWS loT Analytics BUIBHYIEIE,
AEEE:

» Simple Storage Service (Amazon Simple Storage Service (Amazon S3))
 AWS loT Events

- T 5% QuickSight

o Jupyter EieAR

Simple Storage Service (Amazon Simple Storage Service (Amazon S3))

BT LS E R E RN B EE S| Amazon Simple Storage Service (Amazon S3) &7 Er
B UEERENERHES  IRANBEARINAE(CTIERFER, F2E+TH

McontentDeliveryRules: :destination: :s3DestinationConfigurationfiCreateDataset,

AWS loT Events

BA U ERERBEAB ABEEZAWS loT Events , ELERSENEERIEETNLE ELETHES
8T  LUREEESEHREREREMEE,
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https://docs.aws.amazon.com/AmazonS3/latest/gsg/GetStartedWithS3.html
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EEEEM , BERARBIERE | CreateDataset N EHMALFHEEAWS

loT Events#i AcontentDeliveryRules :: destination ::
iotEventsDestinationConfiguration :: inputName., BN EIEEREHIT Niotevents :
BatchPutMessagei AWS loT Analytics #fRroleArnfiEf, ERMABEYERENAS , #AWS
loT AnalyticsB B EERERAREE EMASBEIEEEENAWS loT Eventsiii A, #lan , tnRER
598

"what", "who", "dt"

"overflow", "sensor@l", "2019-09-16 09:04:00.000"
"overflow", "sensor@2",'"2019-09-16 09:07:00.000"
"underflow", "sensor@l","2019-09-16 11:09:00.000"

REAWS loT Analyticsi X TEERFERIVEEL -

{ "what": "overflow", "who": "sensor@l", "dt": "2019-09-16 09:04:00.000" }

{ "what": "overflow", "who": "sensor@2", "dt": "2019-09-16 09:07:00.000" }

BIEFRERIE—EAWS loT Events#sl AR5 SR EBAY F B ( — @ Z1E , dt ) whatwho ,
jtﬁllii—1AWS loT Eventsi@ RIS R E | ZERFEASEHH E’JL*“EEI)K—?—E%M%?%? FFRREREE

o

(=

52 55 QuickSight

AWS loT Analyticsiz {8250 5B B & K QuickSight. Amazon QuickSight & —EIREHI RIE 5T
R, TAREERBCHRR. HITEBREIT , RREEEINEEIFE, Amazon QuickSight
ABENEREIBTERFERE , XFEABANGERRAS|IZ (SPICE) R EERERNMEE, =HEE
QuickSight f£IE £ [EE 1R it

Jupyter 5L A&

AWS loT AnalyticsJupyter EFE ANt A UEZFERAERE | UHTHERE S MMELRHRE, Jupyter E5L
A2 —{ERRNERT R, B LA http:/jupyter.org/install.htm| , &Y TEHZERLAR, BIHNER
{82 SageMaker Amazon FEE B BB RS RETHMES,

58 555% QuickSight 39
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REZERTNERE

BRI LATE W A A UpdateDatasetAP| BFigE& Rl &EretentionPeriod and
versioningConfigurationt{uMfE , REZEZERENERERNBTRAEEE L CreateDataset R R
BHREARE .

ERAEER

"retentionPeriod": {
"unlimited": "boolean",

"numberO0fDays": "integer"

}I

"versioningConfiguration": {

"unlimited": "boolean",

"maxVersions":

}I

"integer"

EMESENREE—BEM , LTIFXREZRESOMANERNERS , ARRENFERE

retentionPeriod retentionPeriod : retentionPeriod :
[RIEE] R =5, ER=R&,
numberOfDays = numberOfDays =
KRRE X
versioningConfigur RERMMRA N L& REZIMRA N E& RERMMRA N L&
ation : MABIIARA (MNRF  FEIRIIARA (MRF FERDRE (WRF
&) R 90 Xo [E) EFRAARE &) RE X Ko
[RIETE]
versioningConfigur BE 90 RHWAERAE REMREHEERE B#& X XWFTB MR
ation : HERE , BREZ PR, HERE , BEREZ
unlimited =
TRUE , maxV

ersions REXE

REZERAFNERE

40
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versioningConfigur BEIQXEZEBEBY SHEYAREEER BEXXTHBY

ation : ERAEEERE, 2, EacfERs RAKERE,
% Ro
unlimited =
FALSE , max

Versions = Y

NEERFEE

(Y
&Y

BIXFMEEBNER ( 8UE ) WFEABAMAWS loT Analytics :

- REGBREFRMER () ; TAFEAREMERFTT

- REXERAFIFH—EELR ().

« RAITEEFH ()o

- EIERAIRERXMEESD : "~[A-Za-z_]([A-Za-z0-9]1*|[A-Za-z0-9][A-Za-z0-9_1*)$. o
- FBHEIB 255 BF T,

c FEDPKNE. B—BREHEH+FESH foos M "FOO. HFEBRBERBEEEN.

Flan | FEAEAESD | {("temp_01": 29} = {"_temp_01": 29} AEME , 18 {"temp-01":
29}, {"01_temp": 29} = {"__temp_01": 29} BAENE.,

fEFHAWS loT SiteWise &%}

AWS loT SiteWiseR —EZERY , B LUERARER AR ERINE, BE, 2R TESE
ENER, WREREHEEEEIER K REVIEREE, BEFNRENETRER

EEAWS loT SiteWiseEERE  BRulECEEFRAMETEEZEEN | URNMEBENER , K
BEE{CABMNEEZ, ZULEEEEEREUKWEMNMBREEAWSER, MEFMENR L 228 . AWS
loT SiteWisefEFE&EEE.

AWS loT AnalyticsE2 Z&AWS loT SiteWise , MER AT LAEAWS loT SiteWise Bk, ERREHRE
HIAWS loT SiteWiseBUIBRSIZHIRFR , BRBEREMEFHEFHAWS loT SiteWisefEAE 15w,
R FBIKBEIEREAWS loT SiteWiseE ¥ (X A)HEILE R EAWS loT SiteWiseE ¥ (AWS
CLYEEEIAWS loT Analytics IR & I ¥ 8 M T X HIFEST SQL B,

ES- |

AEAEEEL 41
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AWS IoT Analytics AR
« EIVAWS loT AnalyticsE R EEAWS IoT SiteWise&

- FRERERE

« HERE . H AWS loT SiteWise ¥t AWS loT Analytics

I AWS loT Analytics& £ EEAWS loT SiteWise&E #}

EIEFAWS loT AnalyticsERIE R ELAREHERFREFERN SQL FAMKER , URELIEE
HMBMNEEESEANERE. SUUEARLUNESEE CloudWatch HFfE R iEX AIZ ALER &,

(® Note

HBEEBERUARBEAEBNEBES, HELZT AWS loT AnalyticsiBiB#§ SQL EFEA
REBEFRPNBBRIAZBIERSE,

BB TS REARE I EREAWS loT SiteWiseE #},
e

o BIAEREAWS loT SiteWiseEH (X A)

- B EREAWS IoT SiteWiseEH (AWS CLI)

B EREAWS loT SiteWise&E ¥ (X2 A)
FRATHSBRELEREAWS loT AnalyticsiZ & AAWS loT SiteWise& ¥,
BUERE

1. 1& Hhttps://console.aws.amazon.com/iotanalytics/ , FEERIERER | BIZEHE,
2. EEVERSKEEHRL , EEERYT SAL.
3. HEETEHKEHEL , EEENENFEENA,

a. REMEBAERR,
b. BAREREFEHERT , BEARERENAWS loT SiteWise BB FHIE.
c. (THE)HAEZEEYD , K—EXZEETER B/EY) FEEERE

4. fEA SQL REXNEABRILEE 2T HERE,

a. & PEEEMFERT  BACREEMETIRSZLTHEN SQL £,
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5.

9.

SELECT * FROM my_iotsitewise_datastore.asset_metadata LIMIT 5

MEXEM SQL THEEREEAE T , 552 AWS loT Analytics , 552 H) SQL RiEFXAWS loT
Analytics, % , FESHBRE | TH AWS loT SiteWise E¥l AWS loT Analytics , Bf#
DRM R RRN R ER R,

b. ZUWLEZAREMRBECNWARSLER Y EEHREANKRPETRER,

(® Note

H M Amazon Athena [RHIIEEETHERNSZRAEE |, IS SQL BEHRRAESE
BN LECTFEREBET,

(2 ) FRAEERBHEEANHBARBRBRERNTN , RERBURE IR FIEUETRE,
EAFLE , AJEERBSIEE, MEFMEEF , 552K E18 Amazon CloudWatch JEENEVS
HEEEREA.

BERBEERRRREENREEBRRARL  EET R,

(& ) & "REEARAE, H , EUNARFLEMERETURMBIRE, 0 LARERE L NiRE
EREHRE.

@ Note

BRI BEAWS loT SiteWiseBEXEIAWS loT AnalyticsB /N E/NEF, HRMPEZBENS/DED
BERKENER,

BENMERER  AREET R

AWS loT Analyticsi$ RIZZ L IBE A B IMA L FREERBRANTMER. RMAEZFWO X,
BEAMLLEZEREBERRERME, BETVURGABBREABTNFRREE,

BECNERR  EREEHBENGERERL  BET K

(ALE ) BUURHBEERNEERURERSEER , HIANAWS loT Events,

BRENEER  ERERBEAREHRAUEEL  EET R
BREHNERE  RREBEFEVERE.

10. BEENFTRBEERTETEENE(RECEL ) RELNEBELEFEE,
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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B EHHEEAWS IoT SiteWise &% (AWS CLI)

AT FHIRBAWS CLIGSBIAEALHIAWS loT SiteWise EHt

It B BB R A9 R 51 6 FHAWS Command Line Interface(AWS CLI, MEFMESR , FSAWS CLI , 5
Z£AWS Command Line Interfaceff A &5/, % CLI s SHFEMERA , 5F2AWS loT Analytics , 58
2 |otAnalyticsf FJAWS Command Line Interface2% .

BIUBRE
1. BT TS create-datasetin TRELERE

aws iotanalytics create-dataset --cli-input-json file://my_dataset.json

Heh : my_dataset.jsonXHEETHAR,

{
"datasetName": "my_dataset",
"actions": [
{
"actionName":"my_action",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 5"
}
}
]
}

MEXEM SQL THEERIEEAE T , 552 AWS loT Analytics , 552 HH) SQL RiEFXAWS loT
Analytics, % , FESHBRE | TH AWS loT SiteWise EXl AWS loT Analytics , B AT AR
HEBRRN AT ER RO,

2. #ITTHISScreate-dataset-contenti S EIBIETEHAREZBIBENS,

aws iotanalytics create-dataset-content --dataset-name my_dataset
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EFHERERSA

SQL EFNERRENERNERS , FRA CSV BN X . RFEEEB Amazon S3 REZER.
TIHSFREBE RN AREEREDEEMME , RETHEM

X8
- FEEREREBAWS loT Analytics(E# &)
. FRERERBAWS loT Analytics(AWS CLI)

EHERERBAWS loT Analytics(E£12H)
MREHEREIEEMER , AITELZEAWS loT AnalyticsE#2 A,
EEFHUEHAWS loT AnalyticsE Rl EERE R

1. EXEEY  EENEEEL  EELEFINERENERE,
2. HERERERRL  EERATEERTF,
3. EHERERRRT  EZREFEBEERITIERN csv XHNERRH,

FEE R ERARAWS loT Analytics(AWS CLI)
MBEEHERESSEMAER , ATNAEEY THEN SQL EHRER.

It R B R Y 7RI FAAWS Command Line Interface(AWS CLI, MEFMEN , FSBAWS CLI ,
£AWS Command Line Interface# i &5/, MNFE CLI SHWEFMEN , FFSAWS loT Analytics , 38
2 lotAnalyticsF JAWS Command Line Interface2% .

EEFEUEHAWS loT AnalyticsEBHER R (AWS CLI)

1. BT TH&Sget-dataset-contentm T EEEHER,

aws iotanalytics get-dataset-content --dataset-name my_iotsitewise_dataset

2. MRELHNERESEEMER , Alget-dataset-content, EH"state": "SUCCEEDED"H
Wstatustfz , LA R EBHIFT R,

{
"timestamp": 1508189965.746,
"entries": [
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{
"entryName": "my_entry_name",
"dataURI": "https://aws-iot-analytics-datasets-f7253800-859a-472c-aa33-
€23998b31261.s3.amazonaws.com/results/f881f855-c873-49ce-abd9-b50e9611b71f.csv?X-

Amz-"
}
1,
"status": {
"state": "SUCCEEDED",
"reason": "A useful comment."
}
}

3. RHget-dataset-content@&dataURI , ERAHERNEEE URL, THERTERE
(%M8/NBF), FARIdataURIFAR SQL EHAERM URL.

® Note

REBENIERRE  EFRABRHZTREERE—EMFI get-dataset-content , B
ARFLEGEEEETNEEE URL,

HERIE - &/ AWS loT SiteWise E# AWS loT Analytics

AYBREAS REUMERER AWS loT SiteWise E ¥ AWS loT Analytics, ARHBREMFLAF AWS

loT SiteWise REMER , REANBREBRHERHAIIE,

/A Important
EREALRERYNEANERNVE,

£

- BEFL
BANRBER
BERHRR
PATHET
BEENHEREER

HEBRE . BH AWS loT SiteWise E#l
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PDERY
EUHHBHRED , BFEHTTIER :

- BXBEREE—E AWS IREFRERITAER AWS loT SiteWise 1 AWS loT Analytics. IR R EIR
B, BKBEN AWS IRF PR FHIT.

 #4T Windows, macOS, Linux 2 Unix B8 EfE , AREFEL AWS Management Console, 1%
SHME |, 552E AWS Management Console A9,

« AWS loT SiteWise E2 AWS loT SiteWise REMEENER , WRRAKAESGREERNE
Blo BEEIER , BB (AWS loT SiteWise AR HH (EIL AWS loT SiteWise REi)
PSRBT,

- BEBNREEREFEHREHR AWS loT SiteWise REBEEHRIHEER . ERNNAERELE
REEMFEM AWS loT SiteWise B , 5528 (AWS IoT SiteWise fEAER) FM (REIREE

B —

E}E> o

(® Note

BB AWS loT SiteWise # AWS loT SiteWise B @ EE VAV BEREERAET ;
T, FRERSRSTREFEESNNGTISET. B, B LEIL AWS IoT Analytics &}
EWHPEERHTER,

T-5®
WA WS HEH
BMALREER

BHEAHBREPEANER 2 — MBS AWS loT SiteWise EX , IREANBESTHEHZHSHEE
BETRE,

(® Note
BRERABERETEHNERNAETHN =R :

- raw-BEBEEENFRR. REENEE,
+ asset_metadata-@ZESEBEEEEEN —KEA.
« asset_hierarchy_metadata-22 ¥ E BB ZNMEEEN,

HEBRE . BH AWS loT SiteWise E#l 47
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ERAEER

HEELARRESTHIT SQL £

1. FRHIKBEBIIEREAWS loT SiteWiseEF#} (FEE)FHPE I EREAWS loT SiteWiseEH (AWS
CLYKI S BRE I E AWS loT SiteWise £ AWS loT Analytics £,
2. BREGAYBRBEDETERESH , FHIT FIEHE
a. 7& AWS loT Analytics T2 AH [ERE]) EEHL , BEESE L REVHNERESRR,
b. ZERERMERMEL , 1BIE [RE] WFEELN SQL £,
c. FEREHACENRBPIERER , FEE AEEH]
HE , WA LT T Hupdate-datasetd s , LS SQL &5 AWS CLI,
aws iotanalytics update-dataset --cli-input-json file://update-query.json
update-query.json AR :
{
"datasetName": "my_dataset",
"actions": [
{
"actionName": "myDatasetUpdateAction",
"queryAction": {
"sqlQuery": "SELECT * FROM my_iotsitewise_datastore.asset_metadata
LIMIT 3"
}
}
]
}
3. 7£ AWS loT Analytics AR AWS CLI , HEWER T TIER , LUIFER?
¥lasset_metadataRE2EBEKIEA.
SELECT COUNT(*) FROM my_iotsitewise_datastore.asset_metadata
B , B LIBRE B Masset_hierarchy_metadataflrawREFRZEM,
rESR
ERRE

HEBRE . BH AWS loT SiteWise E#l
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ERRR

B & AWS loT SiteWise Rl HBAERTFRER , BRI EFREIER AWS loT Analytics &I
1T SQL E# , AWS loT Analytics ARZBRAEENRAFN. T EHREUNAELITHRIES
ZHBEER,

£/ SQL ERFRERN LR
1. BASEXRETHERBNESRES  flNFRHRERRK,

SELECT * FROM my_iotsitewise_datastore.raw LIMIT 5

2. FSELECT DISTINCTAZEasset_metadataRiEIFHIH AWS loT SiteWise EEM (K—) &
18

SELECT DISTINCT assetname FROM my_iotsitewise_datastore.asset_metadata ORDER BY
assetname

3. EELRERISTE AWS loT SiteWise EEZ2HEMEF , FHEHAWHEREF A,

SELECT assetpropertyname,
assetpropertyunit,
assetpropertydatatype
FROM my_iotsitewise_datastore.asset_metadata
WHERE assetname = 'Demo Turbine Asset 2'

4. fER AWS loT Analytics , &R ABHEEREETMERZSERFNVESR , FlELTEHIFRR.

SELECT * FROM my_iotsitewise_datastore.raw AS raw
JOIN my_iotsitewise_datastore.asset_metadata AS asset_metadata
ON raw.seriesId = asset_metadata.timeseriesId

EERREECBANAMBRARK , FEATIIEFTHNIOINIIRE.

SELECT DISTINCT parent.assetName as "Parent name",
child.assetName AS "Child name"
FROM (
SELECT sourceAssetId AS parent,
targetAssetId AS child
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'

HEBRE . BH AWS loT SiteWise E#l 49
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)

AS relations

JOIN my_iotsitewise_datastore.asset_metadata AS child
ON relations.child = child.assetId

JOIN my_iotsitewise_datastore.asset_metadata AS parent
ON relations.parent = parent.assetId

T-S®
HITHE B
HITHETEN

MEMLRSEIELRT AWS loT SiteWise BHl |, BALETHIESR , AN T XL HEHESHNRERE,
THEHRETH 2 — LA UBERNER.

1T AWS loT SiteWise TREREEHERNHRITES

1. FTUT SQLET , USKEAREEECBENMALENENE (BTBREE 4).

SELECT assetName,
assetPropertyName,
assetPropertyUnit,
max_by(value, timeInSeconds) AS Latest
FROM (
SELECT *,
CASE assetPropertyDataType
WHEN 'DOUBLE' THEN
cast(doubleValue AS varchar)
WHEN 'INTEGER' THEN
cast(integerValue AS varchar)
WHEN 'STRING' THEN
stringValue
WHEN 'BOOLEAN' THEN
cast(booleanValue AS varchar)
ELSE NULL
END AS value
FROM my_iotsitewise_datastore.asset_metadata AS asset_metadata
JOIN my_iotsitewise_datastore.raw AS raw
ON raw.seriesId = asset_metadata.timeSeriesId
WHERE startYear=2021
AND startMonth=7

HEASRTE . F# AWS loT SiteWise EXl 50
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AND startDay=8
AND assetName='Demo Turbine Asset 4'

)
GROUP BY assetName, assetPropertyName, assetPropertyUnit

2. BATREMRNEHRENSE , LB EENRAREEYE , URHEREE,

SELECT child_assets_data_set.parentAssetld,
child_assets_data_set.childAssetlId,
asset_metadata.assetPropertyld,
asset_metadata.assetPropertyName,
asset_metadata.timeSeriesId,
raw_data_set.max_speed

FROM (

SELECT sourceAssetId AS parentAssetlId,
targetAssetId AS childAssetId
FROM my_iotsitewise_datastore.asset_hierarchy_metadata
WHERE associationType = 'CHILD'

)

AS child_assets_data_set

JOIN mls_demo.asset_metadata AS asset_metadata

ON asset_metadata.assetld = child_assets_data_set.childAssetId

JOIN (

SELECT seriesId, MAX(doubleValue) AS max_speed
FROM my_iotsitewise_datastore.raw
GROUP BY seriesId

)

AS raw_data_set

ON raw_data_set.seriesId = asset_metadata.timeseriesid

WHERE assetPropertyName = 'Wind Speed'

ORDER BY max_speed DESC

3. BESKREE (THAWMKMEE 2 WEFEME (BR) WFE9E , BETUT SQLIES. BHXEE
#my_bucket_idABEEM ID,

SELECT AVG(doubleValue) as "Average wind speed"
FROM my_iotsitewise_datastore.raw
WHERE seriesId =
(SELECT timeseriesId
FROM my_iotsitewise_datastore.asset_metadata as asset_metadata
WHERE asset_metadata.assetname = 'Demo Turbine Asset 2'
AND asset_metadata.assetpropertyname = 'Wind Speed')
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T—5R
BEENHEREER

BEENHBREER
TRHBRER  FFEERNEBRELER.

ZEMRER AWS loT SiteWise R &l

N AWS loT SiteWise SIgE — AR B1TMHER. WREFEANTEHERTHK , BUUEMBRRE, BE
FEMBRRE , FEATIIER,

1
2
3.
4

IEBEZE AWS CloudFormation £# 4,

loTSiteWiseDemoAssetsft MR | FE HIRIE,

BEMER, BEEMERMHEERE K ARERINMEERYEZ MR,

ERERREEE IS | & A MIBR,

B ARWEE 15 D ENEERMBR. MR RESEEMER , BFEIOEEL AW Delete (MIBR). 0

RREEEERMER , FEMKE AWS CloudFormation 2 A& F SR BMBRABRNER , R
Eﬁ_;ﬂo

RGN ERBE

EEMBRZEENERITENRE , 31T CLI tivdelete-datastore , MILA T EHIFT R,

aws iotanalytics delete-datastore --datastore-name my_JIotSiteWise_datastore

= EMPBRE AWS loT Analytics $I£

EEMBRERSE , BT CLI ihdelete-dataset , M TSI HIFTR. BFRFEEEBITUIIESE
ZBIMBRERENRE,

aws iotanalytics delete-dataset --dataset-name my_dataset

® Note
HomSTEELERH L.

HEASRTE . F# AWS loT SiteWise EXl 52
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BIEEE

%%ﬁﬁ’ﬁbﬁﬁﬁ%‘ﬁ%ﬂjﬁi_iﬁﬁiﬁﬂﬁﬁﬂlﬁ EE%EEFWI}EEJE’J‘“‘ - —{@ channel SEEF—
& datastore ;E&), B UAFIEHMTEEE , ESERANARERE,

& A LAE FARunPipelineActivityi®{E , MERELRHNESENEE LETEETHNE R, EME
MESEEETH | EMEHEEER. RunPipelineActivity f] &R T M{AERE,

SREEE

EEPNE—@EFHSLERchannelREERE 2 A EKBRNEH,

{
"channel": {
"name": "MyChannelActivity",
"channelName": "mychannel",
"next": "MyLambdaActivity"
}
}

Data Datastore & Ef

datastore SEEEECEEERNNREEMNE K ERZE—REEH.

{
"datastore": {
"name": "MyDatastoreActivity",
"datastoreName": "mydatastore"
}
}

AWS Lambda’E B

A LAfE i lambda BBV S A S BITE MMV RE, Hlo0 , B BERARBIAEE AP 2R BN ERIRE
EAE , R Amazon DynamoDB HBEEZFA L, TiB , EHEABREFEREZ G , BEEFERL
ERTERIEHMASIBRIREAL.

BEES 53
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FTEALLAWS Lambdafs — B AR lambda’E B 4 A E IR E] JSON BRIWEE, MELHH , 575

2 Mthe section called “Lambda B EEH] 17,

|FAWS loT Analytics A FFI4 A Lambda BN , A EFIEREA, B0, #4TT5I CLI v S L E
fexampleFunctionNameff Lambda BNEHIZTE , BUX123456789012EA 8 IAWSHRF ID |, 3
FEHEEWAMBE Lambda MEH EIEH Amazon Resource Name (ARN),

aws lambda add-permission --function-name exampleFunctionName --
action lambda:InvokeFunction --statement-id iotanalytics --principal
iotanalytics.amazonaws.com --source-account 123456789012 --source-arn
arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline

wEEEE T

"Statement”: "{\"Sid\":\"iotanalyticsa\",\"Effect\":\"Allow\",
\"Principal\":{\"Service\":\"iotanalytics.amazonaws.com\"},\"Action\":
\"lambda:InvokeFunction\",\"Resource\":\"arn:aws:lambda:aws-region:aws-
account:function:exampleFunctionName\",\"Condition\":{\"StringEquals\":
{\"AWS:SourceAccount\":\"123456789012\"},\"ArnLike\" : {\"AWS:SourceArn\":
\"arn:aws:iotanalytics:us-east-1:123456789012:pipeline/examplePipeline\"}}}"

}

MEFMER  B2EE FALNERAERIEEAWS LambdaEAWS Lambdafi# A B8R,

Lambda B (&5 1

ELLE IR |, Lambda HEBERBRAEFASPNERFTIEEF. RERMHAENALS , M THEHFIFT
N

"thingid": "00001234abcd",
"temperature": 26,
"humidity": 29,
"location": {
"lat": 52.4332935,
"lon": 13.231694
},
"ip": "192.168.178.54",
"datetime": "2018-02-15T07:06:01"

Lambda B E{&45) 1
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}

W EHRRBEBUTEEESR.

{
"pipeline": {
"activities": [
{
"channel": {
"channelName": "foobar_channel",
"name": "foobar_channel_activity",
"next": "lambda_foobar_activity"
}
.
{
"lambda": {
"lambdaName": "MyAnalyticsLambdaFunction",
"batchSize": 5,
"name": "lambda_foobar_activity",
"next": "foobar_store_activity"
}
.
{
"datastore": {
"datastoreName": "foobar_datastore",
"name": "foobar_store_activity"
}
}
1,
"name": "foobar_pipeline",
"arn": "arn:aws:iotanalytics:eu-west-1:123456789012:pipeline/foobar_pipeline"
}
}

T/ Lambda B ( MyAnalyticsLambdaFunction) #% GMaps URL fliBE AEKEAEN)
MEEAL,

import logging
import sys

# Configure logging
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

Lambda B E{&45) 1 55
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streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)

logger.addHandler(streamHandler)

def c_to_f(c):
return 9.0/5.0 * c + 32

def lambda_handler(event, context):
logger.info("event before processing: {}".format(event))
maps_url = 'N/A'

for e in event:
#e['foo'] = 'addedByLambda'
if 'location' in e:
lat e['location']['lat"']
lon e['location']['lon"']
maps_url = "http://maps.google.com/maps?q={}, {}".format(lat,lon)

if 'temperature' in e:
e[ 'temperature_f'] = c_to_f(e['temperature'])

logger.info("maps_url: {}".format(maps_url))
e[ 'maps_url'] = maps_url

logger.info("event after processing: {}".format(event))

return event

Lambda BRI &5 2

BRANEGREBENFICAS AR , R EERNFREA. E5F_E5E46/+ , Lambda BBIRER
ALK JSON RIBEH , 3% JSON RIAERIEBEME , AR baseb4 wiE (F511L) HFH,
TIRE RHE JSON,

import baseb4
import gzip
import json
import logging
import sys

# Configure logging
logger = logging.getlLogger()

Lambda BN E &5 2 56
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ERAEER

logger.setlLevel(logging.INFO)

streamHandler = logging.StreamHandler(stream=sys.stdout)

formatter = logging.Formatter('%(asctime)s - %(name)s - %(levelname)s - %(message)s')
streamHandler.setFormatter(formatter)

logger.addHandler(streamHandler)

def

def

def

decode_to_bytes(e):
return base64.b64decode(e)

decompress_to_string(binary_data):
return gzip.decompress(binary_data).decode('utf-8')

lambda_handler(event, context):
logger.info("event before processing: {}".format(event))

decompressed_data = []

for e in event:
binary_data = decode_to_bytes(e)
decompressed_string = decompress_to_string(binary_data)
decompressed_data.append(json.loads(decompressed_string))

logger.info("event after processing: {}".format(decompressed_data))

return decompressed_data

AddAttributes E B

addAttributes SEBRIFASFNREBUERFNEBM, E/RETUEFRH 8 EIUESNFEMR,

fBlgn |, WA LAERA addAttributes , BE{CRBREH AR EEHBHER,
A Nl AR
{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ]
}
}

FrAttaddAttributesEBIFERERN T,

AddAttributes SEE)
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ERAEER

{
"addAttributes": {
"name": "MyAddAttributesActivity",
"attributes": {
"device.id": "id",
"device.coord[@]": "lat",
"device.coord[1]": "lon"
},
"next": "MyRemoveAttributesActivity"
}
}

IEBEHEE ID BERER , YiEEcoordE5!
WEREEMAASERR T,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
1,
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

, BREMREARBRAEREEMLatMlon, WER

FREEBMHNATEE. BUREBEEHBER , ATLAEA removeAttributes SEE,

RemoveAttributes JE &)

removeAttributes SEEIRAERBKREBM, Hl , HEAEERE RaddAttributesi&El,

{
"device": {
"id": "device-123",
"coord": [ 47.6, -122.3 ]
.
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}

RemoveAttributes & &b
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ERAEER

EEENZHE  FHESESRBBINMEBEIE  BEAUT S removeAttributesi&E,

{
"removeAttributes": {
"name": "MyRemoveAttributesActivity",
"attributes": [
"device"
1,
"next": "MyDatastoreActivity"
}
}

RN T AR EEBR.

{
"id": "device-123",
"lat": 47.6,
"lon": -122.3
}
SelectAttributes & B
selectAttributes EHEEFARRASHNEEBMREUFALE K MEMSEBHESERE,
LA |, selectAttributes REEAEMNREKTELHEM, Hit , RELHAR :
{
"device": {
"id": "device-123",
"coord": [ 47.6152543, -122.3354883 ],
"temp": 50,
"hum": 40
I,
"light": 90
}
EISES -
{
"selectAttributes": {
"name": "MySelectAttributesActivity",
SelectAttributes & &b 59
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"attributes": [
"device.temp",
"device.hum",
"light"

1,

"next": "MyDatastoreActivity"

ERETIAEREER.

{
"temp": 50,
"hum": 40,
"light": 90
}

El#i , selectAttributes REEERMBEHZRN Y.

EEEE

filter FBERBEBUEEAS . WEBPEANREXNFTERE—ME SQLWHEREF T , E&4E
iR B — 1@ E.

{
"filter": {
"name": "MyFilterActivity",
"filter": "temp > 40 AND hum < 20",
"next": "MyDatastoreActivity"
}
}

DeviceRegistryEnrich 5& &

FrilltdeviceRegistryEnrich/EE) A BEMAWS loTH BEBFFNBHWALSESE, BHME , EA
TH e

"temp": 50,

EREEE) 60
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"hum": 40,
"device" {
"thingName": "my-thing"

deviceRegistryEnrich SEBIM R :

"deviceRegistryEnrich": {
"name": "MyDeviceRegistryEnrichActivity",
"attribute": "metadata",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"

BHASRRERTERGEMEAEN.

{
"temp" : 50,
"hum" : 40,
"device" {
"thingName" : "my-thing"
},
"metadata" : {
"defaultClientId": "my-thing",
"thingTypeName": "my-thing",
"thingArn": "arn:aws:iot:us-east-1:<your-account-number>:thing/my-thing",
"version": 1,
"thingName": "my-thing",
"attributes": {3},
"thingId": "aaabbbccc-dddeeef-gghh-jjkk-11mmnnoopp"
}
}

BHAAEEHERN roleArn MUFEEAE , BXACEEREEN T, Lo ERBEROTH
gHIFr
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iot:DescribeThing"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}

ZABNEEBRRAM TR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
},
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceShadowEnrich & Eb

—{fldeviceShadowEnrich;EENASEFARAWS loTDevice Shadow FRIFZIFAE . 0 , BRERE :

{

"temp": 50,

"hum": 40,

"device": { "thingName": "my-thing" }
}

DeviceShadowEnrich & &) 62
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LAK T 5% deviceShadowEnrich 558 :

{
"deviceShadowEnrich": {
"name": "MyDeviceShadowEnrichActivity",
"attribute": "shadow",
"thingName": "device.thingName",
"roleArn": "arn:aws:iam::<your-account-number>:role:MyEnrichRole",
"next": "MyDatastoreActivity"
}
}
ERE-RAAE , BRERGFWATEH
{
"temp": 50,
"hum": 40,

"device": {
"thingName": "my-thing"
.
"shadow": {
"state": {
"desired": {
"attributeX": valueX,
},
"reported": {
"attributeX": valueX,

1,
"delta": {

"attributeX": valueX,

.
"metadata": {
"desired": {
"attributel": {
"timestamp": timestamp

},
.
"reported": ": {
"attributel": {
"timestamp": timestamp
.
}
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1,
"timestamp": timestamp,
"clientToken": "token",

"version": version

AR ERN roleArn RUFEEAE  BRACFTEREEN T, LAGKEAERELUNUT
Y RERR BRER

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:GetThingShadow"
1,
"Resource": [
"arn:aws:iot:<region>:<account-id>:thing/<thing-name>"
]
}
]
}

ZABNEEBRRAUMTAR

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
b
"Action": [
"sts:AssumeRole"
]
}
]
}

DeviceShadowEnrich & &) 64
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ERAEER

HEEE

math FBEEBASNBUEREZHERENR, REALABORF, BHME , RERAT@AR

=B

BN .

"tempF": 50,

BB T math FBHEER :

{
"math": {
"name": "MyMathActivity",
"math": "(tempF - 32) / 2",
"attribute": "tempC",
"next": "MyDatastoreActivity"
}
}
EENASFTRERNOT :
{
"tempF" : 50,
"tempC": 9
}

BEEBER THNHE
SEABAE math SEB AN TERT :

+ &
i B
* E
/ BR3E
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% B8

&R LAE math SEE)FEAATEE

* abs(Decimal)

» acos(Decimal)

+ asin(Decimal)

» atan(Decimal)

+ atan2(Decimal, Decimal)

* ceil(Decimal)
 cos(Decimal)

+ cosh(Decimal)

» exp(Decimal)

* In(Decimal

* log(Decimal

* mod(Decimal, Decimal)

» power(Decimal, Decimal)

* round(Decimal)

+ sign(Decimal)

+ sin(Decimal)

* sinh(Decimal)

* sqrt(Decimal)

* tan(Decimal

+ tanh(Decimal)

< ER(TES, BH)

abs(Decimal)
BEoEEHFVEBYEE.
#if5l:abs(-5) &M 5,
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ERAEER

5| REmE
Int

Decimal
Boolean

String

Array

¢

Null

RER

acos(Decimal)

R

Int, 5IBHEHE.
Decimal , 5| KB EE
Undefined .

Decimal., ERASIBWELE, MRFHREEL
i BlERA Undefined o

Undefined .
Undefined .
Undefined .

Undefined .

BlEEO#FHRERXE, Decimal 5| R EERAHNBIENEIAZERE,

gifl:acos(0) = 1.5707963267948966

ClE € ic

Int

Decimal

Boolean

String

R

Decimal (FAERE) , s8R OEAXE. &
G EBERAE Undefined o

Decimal (FAERE) , s8R OEAZKE, &
B EEFERA Undefined o

Undefined .

Decimal(EFAERBE) , s8R OEAZKE, W
ReaamzEh  AFERA Undefined . &
B EEFERA Undefined

BEEHEE TR

67



AWS IoT Analytics

ERAEER

C1E ¢ kit
Array

cYkes
Null

RER

asin(Decimal)
LElEBRHFHNRIEZE, Decimal 5| EEANBANSNEIAZERE.

&if5:asin(0) = 0.0

SIEEE

Int

Decimal

Boolean

String

Array

¢
Null

RER

R

Undefined .

Undefined .

Undefined .

Undefined .

R

Decimal (EF#RBE) , 5B REIEXE, &

Bl ERFER A Undefined »

Decimal (EFEBE) , SIBHWREIEXKE, &

EHEEFERA Undefined

Undefined .

Decimal (EFEBE) , SIBHREEXKE, M
REFHEEEE , AIERS Undefined . &

Bl EEERA Undefined o
Undefined .
Undefined .
Undefined .

Undefined .

YEEHEFTNEY
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atan(Decimal)

DOlEEO#FHRIEYE. Decimal 5I B EERHBIENEIAZTERE,

&if5l:atan(0) = 0.0

5lEER mR

Int Decimal (FARERE) , s8R EIEYIE, &
B EBFE R A Undefined

Decimal Decimal (FAERE) , s8N REEYE. &
B EEFERA Undefined

Boolean Undefined .

String Decimal (FAERE) , I8N EIEYIE, W

BraaszEl:  AlFERA Undefined . &
B ESFERA Undefined o

Array Undefined .
i Undefined .
Null Undefined .
RER Undefined .

atan2(Decimal, Decimal)

Ll EER x S ESHMMESI BAERN (x,y) MBNAE, ¥FREAE (E¥VH ,y>0) WAE
ALE , JEREAESEDecimal SIBEERANBAENEIAZTERE,

gifl:atan(1, 0) =1.5707963267948966

5lgEa SR R
Int /Decimal Int /Decimal Decimal(FAERE) , x B

EERN (x,y) HzENAE
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C{E ¢ kil C{E ¢ kil "R
Int /Decimal /String Int /Decimal /String Decimal , ARz BH#Y R @ IE

Y{E, MEFHRELERR B
#RA Undefined .

Hib(E Hib(E Undefined .

ceil(Decimal)

#EIEERY Decimal R ENMERIEHN Int.
il

ceil(1.2)=2

ceil(11.2) =-1

5lEEmA ER
Int Int , 5|&1E,
Decimal Int , ZFFEEERADecimal A /UL

FEABREENINt, MRFREZERE
Decimal , BlfER A Undefined

HitE Undefined .

cos(Decimal)

DEERHFNERZE, Decimal S| BEEANEBISNRIAETERE.,
&iffl:cos(0) = 1

5IBEE R

Int Decimal (EAERE) , SIBMNEARKE. BEEMN
E#FERA Undefined o
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EAEE

M

ClE € ic

Decimal

Boolean

String

Array

ke
Null

RER

cosh(Decimal)

R

Decimal (FAERE) , 5| BMNHZE, BEEH
EZ&ERA Undefined .

Undefined .

Decimal (ERERE) , SIBMNERKE, WRF
REEEE A Decimal , BlIEER A Undefined
o %@E@E;ﬁ%%% Undefined )

Undefined .
Undefined .
Undefined .

Undefined .

BlEEOMHFHNEMERUE, Decimal 5IBEERAHBIENEIAZTERE,

#ifl:cosh(2.3) = 5.037220649268761

SIS

Int

Decimal

Boolean

String

S

Decimal (FAERBE) , S| BN EMmErUE, &
B EBRE R A Undefined

Decimal (EAEREE) , I BNEHERKE, &
B EEFERA Undefined

Undefined .

Decimal (EAEREE) , 5| BN E HERKE,
MBFREEHERE Decimal , BIERA
Undefined . EBEMWEHFERA Undefined

o

BEEHEE TR
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5| REmE RS

Array Undefined .
Y+ Undefined .
Null Undefined .
REE Undefined .

exp(Decimal)
EEes| BB THEHSBH. Decimls| M EEAKHNENBEIAZTERE,
gifl:exp(1) =1

C1E e ki RS

Int Decimal(ERERE) , e 5I1H-
Decimal Decimal(FFHERE) , e » 5|#
String Decimal(EAERE) , e 5IH. W

RStringEE ADecimal , FRW
HuUndefined o

HiE Undefined .

In(Decimal)

EE S| HHNEREE, Decimal S| EEANEISHBRTIAZTERE,
gi:1n(e) = 1

{6 Fidl "R
Int Decimal (EAERBE) , 5|8 B RYEE,
Decimal Decimal(EFHEREE) , 5IBMEALHE
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ERAEER

5l&E|AE
Boolean

String

Array

¢

Null

RER

log(Decimal)

BR
Undefined .

Decimal (FHERE) , 5| N B AL E,
MRFEMEEMRA Decimal , HIERA
Undefined o

Undefined .
Undefined .
Undefined .

Undefined .

BE 5|8 10 ARMEH. Decimal 5| BEERARBAIENELAZTERE,

#ifl:10g(100) =2.0

C1E - €kid

Int

Decimal

Boolean

String

Array

Y ¥

S

Decimal (EHERBE) , 5IB 10 RIERWH
;ﬁo

Decimal (EFERE) , 5IBEL 10 ARNEH
Ho

Undefined .

Decimal ((FAERE) , 518 10 BEE
2, MR String |EEMA Decimal , IS
2R 5 Undefined .

Undefined .

Undefined .

BEEHEE TR
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SlEER BR
Null Undefined .
REE Undefined .

mod(Decimal, Decimal)
EEE B HE—REsI MRENERE, B ERASEREREINEN PREER.

&ifl:mod(8, 3)=3

EEET GEERT Lo

Int Int Int , E-ESBHNE—ES
HEH,

Int /Decimal Int /Decimal Decimal , E_{ASHHE—
ESHEH,

String/Int/Decimal String/Int/Decimal MRRE FRRER

ADecimals , MMEFE—1E5|
BLUEAE @58, aRA
Undefined o

HiuE HiuE Undefined .

power(Decimal, Decimal)
BEEE—E5IBXFHNE =S 8E, Decimal S|IHEEAHBAESNEIAZTERE.,

& fl:power(2, 5)=

5l EER 1 SlEEA 2 Lol
Int /Decimal Int /Decimal Decimal (FARERE) , F£—

18 5| BUR 5 1Y 58 — Bl 5 BE.

HETETHEE TR 74



AWS loT Analytics

ERAEER

5IBRE 1

Int/Decimal /String

HfttE

round(Decimal)

HIEEM Decimal EMRHEMERIEIEMN Int. MR Decimal EEM{E Int & (Hlin , 0.5) FiF |

Decimal E#EMRMHEN,
g4

Round(1.2) =1
Round(1.5) =2
Round(1.7) =2
Round(-1.1) =-1

Round(-1.5) =-2

SlEER
Int
Decimal

String

SIBEE 2

Int/Decimal /String

HttE

S
518

Lo

Decimal (FAERE) ,
E—EsIBRAME=
BE5I8E, FAFEEHS
i ADecimals, MR
£ String S EE R
% Decimal , BlfER A
Undefined

Undefined .

Decimal RE@E M AR KIFIEN Int,

Decimal RE @ M AR HKIEIEN Int,
MR FREEHERE Decimal , BlIERA

Undefined o

YEEHEFTNEY
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5IBEAE R

HiE Undefined .

sign(Decimal)

BOFEHFNAR. EsIBNFRAEER , B 1, EsIBNFRARER , EE -1, R85
0, &m0,

g4
sign(-7) =-1
sign(0)=0
sign(13) =1
5| REmE RS
Int Int , Int ERIRFER.
Decimal Int , Decimal EN .
String Int , Decimal Bk, MEEHRAFTH
fDecimalfBfE , MFskDecimaliRE{E, 4N
R String EEEH A Decimal |, BIERA
Undefined o
HAtb{E Undefined .
sin(Decimal)

LEER#FMIEZE, Decimal 5| HEERRBISHBRAEAZTERE,
gif5:sin(0) = 0.0

5|8ER ER
Int Decimal (FAERE) , sIBHWIEZKE.
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5| REmE RS

Decimal Decimal (FAERE) , 5| IEZLE.

Boolean Undefined .

String Decimal , 5|BWIER{E., MRFHRELERES
Decimal , Bl# R %A Undefined o

Array Undefined .

Object Undefined .

Null Undefined .

Undefined Undefined .

sinh(Decimal)

LM EEE#FANEMIELE, Decimal BEEEAREENREAZTEREE., ERAEBEDN
Decimal {&.

#ifl:sinh(2.3) = 4.936961805545957

C1E ¢ kit RS

Int Decimal (EFERE) , 5|HAVE M IEXE,

Decimal Decimal (FAERBE) , 5| HHIE thiEKLE,

Boolean Undefined .

String Decimal , SIS MIEXE, MRFHELE
#5 Decimal , BIfER A Undefined o

Array Undefined .

Object Undefined .

Null Undefined .

BEEHEE TR
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ERAEER

SlEER BR
Undefined Undefined .

sqrt(Decimal)
BRHFH TSR, Decimal 5| BEERHNBIENEIAZTERE,

g Hl:sqrt(9) =3.0

C1E e ki RS

Int SIBRYF SR,

Decimal S8 FH R,

Boolean Undefined .

String SIMMFEAIR, MRFHEELERAS
Decimal , BI#ER % Undefined

Array Undefined .

Object Undefined .

Null Undefined .

Undefined Undefined .

tan(Decimal)
DIMEBEHFHEYE, Decimal EEEARBNSNERIAZERE,

&if5l:tan(3) =-0.1425465430742778

GlE € tic R

Int Decimal (FAERBE) , sIBHIELE.

YEEHEFTNEY
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ERAEER

SlEER
Decimal
Boolean

String

Array
Object
Null

Undefined

tanh(Decimal)

R
Decimal (FAERE) , sIBHIELE.

Undefined .

Decimal ((EFAERBE) , 5| HMWIEYIE, IRF
REEEMA Decimal |, Bl R A Undefined

o

Undefined .

Undefined .

Undefined .

Undefined .

DOlEEOHFHNEMIEYE. Decimal EEERRNBIENEIAZTERE,

#ifl:tanh(2.3) = 0.9800963962661914

5| BEmE
Int

Decimal
Boolean

String

Array

Object

R

Decimal (EF#RBE) , 5|V IELIE,
Decimal (ER#RBE) , 5B i EYIE.
Undefined .

Decimal (EAERE) , SI8WEHIEYIE,
MRFEELEEA Decimal |, BIERA
Undefined o

Undefined .

Undefined .

BEEHEE TR
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SlEER BR
Null Undefined .
Undefined Undefined .

T8 (TES , BE)

#&5E— @5 BBAE N EIBATEER Decimal B, MREF_ESIHIRE , AIgREAT, MR
SBESIBAR 34, AIERER 34, mRISMEREREE.

&

trunc(2.3, 0)=2
trunc(2.3123, 2)=2.31
trunc(2.888, 2)=2.88

trunc(2.00, 5) =2

S EEA 1 SIEEA 2 "R
Int Int FIRE,
Int /Decimal / String Int /Decimal E—EsIBEBEAE—Es

BFEENRE. £F_@E5¥
¥ Int, SEFRUGREREER
BIEN Int, FRFSBHEIR

ADecimalfE., MRFHREFH
KB, Bl R A Undefined

o

HfttE RER.

RunPipelineActivity

T AEEMAERARuNPipelineActivity AR AR ERTEIN GBS, ELLEHIF , RMAHE=Z
SEE.
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1. Bimaths.jsonfER , HHFEsLERHACERETDNESR.

{
"math": {
"name": "MyMathActivity",
"math": "((temp - 32) * 5.0) / 9.0",
"attribute": "tempC"
}
}

2. B fE=Rpayloads.jsonfER , EP S RAEE T B0 EHIAS,

"{\"humidity\": 52, \"temp\": 68 }",
"{\"humidity\": 52, \"temp\": 32 }"
]

3. FFAYRunPipelineActivitiesft@mHHHITIEE,

aws iotanalytics run-pipeline-activity --pipeline-activity file://maths.json --
payloads file://payloads.json --cli-binary-format raw-in-base64-out

BRWMET
{
"logResult": "",
"payloads": [

"eyJodW1pZGlOeSIGNTISINR1bXA10jY4LCIOZW1wQyI6MiBO",
"eyJodW1lpZGloeSIGNTISINR1bXAi0jMyLCIOZW1wQy I6MHO="

ERPIIHNEE R Basebs miKTFH, ERFTELFHRE , LEBIITIESR,

{"humidity":52,"temp":68,"tempC":20}
{"humidity":52,"temp":32, "tempC":0}
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EXNREBEHS

AWS loT AnalyticsfE e ENREEBEE T, ETHERTP , EWUEFEER .

- BREENBRRAGNVENER K MARRERSE.

- BEEEHETEN , WEKRENWER up-to-date BEEER,
- BELOFEEFREFRERMEE, REERIBBEFRZIIBEANEE,

¥

-

ESBIREEENEERIEESRFAWS loT Analytics , RIZAEETIIER :

|==1¢

StartPipelineReprocessing

BBEERKRENEEEERE.

ChannelMessages
EEEEMEEN—HAZHEBEHS,

MREFEMAchannelMessages¥ , BIFEEIEEstartTimeMendTime,
s3Paths

B EEBREIEE H E M Amazon Simple Storage Service (Amazon S3) ¥4 — B = 2 &
R, BUXAFEAZRNTERRLE,

PR 1R
5l : 00:00:00/1582940490000_1582940520000_123456789012_mychannel_0_2118.0.

B|H . FHEET
PSR E4I3R : 1-100 fEIE B
RERH : 1-1024 {@=F%F.

endTime
ENMEENREERERERE (F2%H).
MRESIEENendTimeBE , BIFBEMchannelMessages¥l#.
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ERAEER

HHE  FERRK

startTime
RENEENRHBASERHRBER (88).
MRBIEENstartTimeZ2 8 , BIREEMAchannelMessagesi#,

HH . KEBR

pipelineName
ERRENMEENEESR,
B FH
RERS : 1-128 BF .

ENREREBEEE (EEA)
AHEN B EFEIE Amazon S3 FEAWS loT AnalyticsEZR A

iR h , FRECLEZEEFRENFEHECRFERTTEEMN Amazon S3 FREH.

& A AWS loT Analytics £ &,

ESEERD , BEEEE.

EELZNBEEREEE.

BEENEEEERBE

EEEENMRERRL , BEESIYHRTENEEHEE,

o K~ w0 Dbd =

FREABEAWS 10T Analytics =2 A 212 E T 515818

- AT ASE-ENEEEETHNIEERERE.

- BE 120 X-EFMEEIRE 120 KA ZEN B

- BX 90 X-EFEEIRE 90 RAZENER,

- BX 30 X-EFMEEIRE 30 RAZENER,

- EREE-ENMEETEERBEERIENER. ZabUERTMREEE.,
6. B ATFRFIEENEHM Amazon S3 obejct K8,

BEERIE , FITTINMER

ENMRBERERE (X12A)

83
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a. BiffAmazon S3 £ A&,

b. #iEHZ Amazon S3 #1{f,

c. WREBMY, EYHEBEHSsd , BRER,
7. EERRENEE,

B EEEIERE S (API)

BB FEAStartPipelineReprocessingAPl , B ELTEE :

o FillttstartTimeMendTimeZ BIEERKRERNWRERR , BEERRHEBMLE. B UEEEA
EEEN 1 N, FrlllltstartTime—RBEW |, BendTime 2 HEMEHY,

- WRENIRSHFABMBEREE , I AEE,

- TREEFTEEALSHRHEERKENIEFREE, RSEABHEE , EFEL—5.

« YREZZTJLAT#E 1000StartPipelineReprocessingAP| X E 24 NS EBEEEHNREHERE
SEEHE B

- ENfMEESNRHRERSEERENNEE,

MEFMEN , 5208 . StartPipelineReprocessingAPI, Z£AWS loT AnalyticsAPI 2%,

HUHREEMRELE

ERCHEEEHNRIEEF , 55FHCancelPipelineReprocessingAP| & EECE EFH R B EEB EE T
FAWS loT AnalyticsE#E &, MRECEEFERE , ITSENEERANEIER, EXERB S —BE
FEREER,

f# FDescribePipelineAP| R EEFTRE M AREE, 7

sEZreprocessingSummariesi@{i,

EEEAEES (API) 84


https://console.aws.amazon.com/s3/
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CancelPipelineReprocessing.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DeletePipeline.html
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BELEN THERE

AWS loT AnalyticsI2 i PEE R 2 TAWS 0T, BELLEBKE loT EXl. BETC. BHE , URE
RAERDTNMEBEIESNE, BUUBTESEZECSHWET 2 WERXTHH Jupyter Notebook HY
B BFEABIBREETEABERS  ALETUEFEIREN DN ITE, BULERLTINEE ,
REPEHRENSAAER  WEHBXZTHELITERE :

R EERR T AN ENE

BREAAREEHESRRTEEHREYIBRER
ACreateDataset(triggers:schedule:expression,. ERlEETHNERERAREVERE
AR, BULUBIBER SQL EHREFEMFNF R (actions:queryAction:sqlQuery,

ERIFEER FENHEER , UERARFTEREARETELREENER, F
Factions:queryAction:filters:deltaTimefl:offsetSeconds ARIEEEZEZEEIR
WL, AREE—EBESE  UERKBERBRELEREAR. 528 Bthe section called “Eifl
6 —EREZERE (CLI) B SQL ERE,

E5—AEREERERIENERS

EF—AERENAREILITHE , BRIERNERBTNELtriggers:dataset:name,
BEHTEN S TEARR

BRCEZECHBEITERSMERER Y ERIZ —EENENARNBERELEARHT,
Wk —3R , ERALERIBEHRMEHFREUNEREATTHNERRMUERRER, BAUEEAR
KNP EBHHE I TERKEITEH, (actions:containerAction)

EE—HERERTRREIERERS
ESF—AERENAREILITHE , BRIERNERBTNWEItriggers:dataset:name,
BEHTEN S TEARER

ARLZECHBETERSTEAER  IEEYS —BAENENRARBRELEARIEIT,
mt—3R , EF AU BRFRERAMHEEEVNENEATPTNERRMERAER. SR ZEAR
NP BEBE D ITERKEITE, (actions:containerAction)
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15 F = 4

7% 2 fn mn E 2R 2 B Bh{b LA OpEx

BRE—ERXREERANERD, RENMBENESH. RASEHRESH  UREEEEHRER
(Bltn | ERBAERE). BEAWS loT Analytics , BRI LB ELD T , RIELIBHMR EREE
ERER  YRIVSKERRENEZFWERESRR. EEESARR 2R  SALEBR AL
BTERGEERREmEEYREEE W,

AR BHEN DT BB

85 15 DHEHE 100 FEEEENERHMTON CEEZE., ERRER KPI W ML), BES 7
BHHSELENRBENRE , LMETRATIHT. HRBEZ , EREEFHEEREAKEN
BH, BEAWS loT Analytics R Al AT 2 BEXETAIZE KPI s , AR EREBIRLHE

future 2T,

HEBRNEEB

AWS loT Analytics T B R EER TEREB B , BUES 15 P EH B EERTFTHREN

MERFBHHIT X, BHAUBBEREEHEANEEFAENERACRAENERIRE BT,
R IXHERER

CEIEEER. ERBEEHNERAWS loT Analytics , ZETMTHANRENE | B LURES T

ERBUEARERER. BENERTUHESIE MxNEE , EhE5—JHIEREHENERER

RN FREREENER. AWS loT AnalyticsBEBRIEZRRE , AHEAERNEBTERT KPI M
FEAEENMREE , HEERRES T TERE.

ERRERSR

AEDEWMAE Docker BN ET., NMREEEFHE=FEEBEN Docker B8 , BX2RA
B EEARAUFERENFEREFAIRATEERRNE, EFERATEAE=FBR2H , BREEEMT
HEBEZE,

UTREHHZRE-—XUTOMRIBENES , REEHENINATERDNS R
1. ¥ Docker £z , EP 2SN ENEARAUREMSENEXER EMAKYE.

FrLAE lotAnalytics Jupyter IEFE THEEIR AR B API , UG BIETRSRLERF. BB TE
HOBYWEG  EEFRYSRESEARRNIESE  UHTHENER 2T RETE. AWS loT

EIEESY) 86
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Analytics TR R ZEB BB RERDRLERARANWAERIR , SAK Docker Ber HERIK B
Byih, (BEZDocker RN/ HEETISRMERARTHEASENFEEN, )

H A28 LB ZE Amazon ECR &4,

BUYERNEFEHREAEKANBTEREEENVAL (ER) (lotanalytics: CreateDatastore)
BIE—EEEHEMRE (iotanalytics: CreateChannel,
BINBEUSBEEEZTEREME (ilotanalytics: CreatePipeline,

B —EREFTN IAM A€ , EEASERZEAWS loT Analytics#iiEiam:
CreateRole.)

7. BMFEASQL EFBEEREALERIRMN loT KAl (iot: CreateTopicRuletR

I topicRulePayload:actions:iotAnalytics, EREHATEEE TEEE MQTT KH
B, cHERBTENIEE, 3E , B bfEAiotanalytics: BatchPutMessagef§iE e
B MRS E AAWSBI B EHAWS CLI,

8. BIYHBEIEMEN SQL ERE (iotanalytics: CreateDataset, fBiflactions:
queryAction:sqlQuery,

o o & W D

BEUEEEEAIASERNTALEGEEY , UHBIRGAS AL 8 EXBTHERIKEN
& #l, (Field Setactions:queryAction:filters:deltaTime:timeExpressionf&aHaliA
BEHERBNEER, MF
Etactions:queryAction:filters:deltaTime:offsetSecondstsE BB ERF T AERVAE
B, )

FIBRFNBERRRHEARRE T ENEZEEA, SEH SQL EREMRERAE LIREY SQL
ERERBIINASRENL, (FXAIE SQL BIREREEN ? RIFHFENFALEGER , (A5 L
RBIMERENRRE, )

9. RIEHAIRE—EREMNE —EBIRE ( CreateDatasetfigitrigger:dataset, HRIWE
RlEE | BAILUEER S EE (BiRRactions:containerAction ) @B EE —SHEIEN
Docker 28 , WiIRMHETENEE. BEFALIEE :

- ERETESIRF & docker BE5HY ARN ( image. )
- ERRABENMEERZHFITNAE ARN , UEHITAEEE (executionRoleArn),
s BITRBREIENERMEE (resourceConfiguration, )

- MBEARBTERBRIBENEEERER (computeTypeEdA[EM{E : ACU_1 [vCPU=4,
memory=16GiB] or ACU_2 [vCPU=8, memory=32GiB],

- ARBTARBENERNTERIEANFAMMEFAD (GB) (volumeSizeInGB,

FERBERSS 87



https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-custom-docker
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-basics.html#use-ecr
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateRole.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateTopicRule.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-batchputmessage
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
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- EEAEFHTHLTXHEANEENE (EXL K BEGEREFNSH )

( variables,

BESHEEHTARNETER, EUELCEATEANEE (B8 RYTHRNESS , L
BESEEIERERARTERM, AT lotAnalytics Jupyter B IIAEE B BB ERRATH
gy WKEEARSILEFN —HoRE , StiERF. ZULEECRINEEIHIEEE
CHETE2H, EHHTERSRZE , RESEHTRAERNERRE—EELEE,

- HF—EA2ARERENER , HENMASeREERAENa A EREAEL—ESRPEY
HEREZM) (datasetContentVersionValue:datasetName,

£/ SQL EMEEE N EKBBE  WEENERARRF —RBEKER , AWS loT AnalyticsE8 2 M HE
ENEEERE  BRENESRREEZEREPHEENENERINIT , EXMENG HILEEEA,

BUNEFLEEERERARN Y ERERFEENT, ECRBLEEENERARENK , AWS loT
AnalyticsEBRFZER T , HEH EXMITUREZEE R DTHAIFFEBIR, LETUBBHIT —RIE
BETREENELEEBBRETIFEOARENSR ). 3EF  BUUARBERFSEZRREEE XDV
HEER , UIRELEEEREEARER,

BUYRNERHEY S —BEREMBRNERER , FEETHRH

- SQL ERER Rl RRENE,
- SQL EXERZAEE 10 ERRERE,

BIUHSQL EREMBNARERER , WESEETHIEEER

Mg E R EREERSRERENIE

FREEE —EfEEEERE

MRELEXEEZHMETRE SQL ERERBNARB[ERE  REBEEM@ER.

M52 Bl <dataset-name>T BEH BT BB E 3L

NMREGEHEES —EARFERNE/BNARR[NERNE | BEBEEMEES.

F<N>E R &£ B & MKEE N <dataset-name>E R &L, |

MRLREREERS —BERRNEREHCHEE 10 EARREREN SQL EREBBNAI[ERE , 7
SREEMEER.

rEZRIEH—(EEEER
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ELERERHIEBREFNENESRREFMBRNENER , REREE/ER.

HEZDocker B A/ L EE
AEFHREEBEH BET Docker GHTHRER , MMAERNE A SN LEHEGH,
ERXER

WARENAE LEHENE N EFEEE JSON BRF , WERMEHITEMN Docker &M HITHE
B LK /opt/ml/input/data/iotanalytics/params. A FAXXHFAREH

{
"Context": {
"OutputUris": {
"html": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.html",
"ipynb": "s3://aws-iot-analytics-dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.ipynb"
}
},
"Variables": {
"source_dataset_name": "mydataset",
"source_dataset_version_id": "xxxx",
"example_var": "hello world!",
"custom_output": "s3://aws-iot-analytics/dataset-xxxxxxx/notebook/results/
iotanalytics-xxxxxxx/output.txt"
}

}

BRTENERENBZBAMA ID 4L , Variables BERIZEE &7 iotanalytics:CreateDataset
WAFREENESE  FL&Esld 88 example_var B8 7{& hello world!. custom_output
SYHPHEMBITREE URI, OutputUris M EBERRTU LLEHBHNERNME , EEBEHA
o, B ipynb 1 htm! & &SR EERE H URI,

BWARH

&M Docker SR RNEIMVRE N AT LAGEENSR B params BENEH, EREEESH : params X | ##
e , diTHexample_var@H,

import json
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with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())

example_var = params["Variables"]["example_var"]

print(example_var)

LE@m

B Docker BUERIEN I FE N th AT RE R i H i K F AL Amazon S3 &, XA A 1 bucket-
owner-full-control " FEUEHEE., FEUFEE®R FAWS loT Analytics¥f - i H 49 BRI 12 51,
EEEG T, HPER T 81— @ LB R Bexample_varZH T %8B E&H Amazon S3 I
Ecustom_outputfEparamsiER,

import boto3
import json
from urllib.parse import urlparse

ACCESS_CONTROL_LIST = "bucket-owner-full-control"

with open("/opt/ml/input/data/iotanalytics/params") as param_file:
params = json.loads(param_file.read())
example_var = params["Variables"]["example_var"]

outputUri = params["Variables"]["custom_output"]
# break the S3 path into a bucket and key

bucket = urlparse(outputUri).netloc

key = urlparse(outputUri).path.lstrip("/")

s3_client = boto3.client("s3")
s3_client.put_object(Bucket=bucket, Key=key, Body=example_var, ACL=ACCESS_CONTROL_LIST)

AT A

BHXARVWE A, — AR TFREER SageMaker BHINARRFILERLE, MHATRRBES —
1@ﬁéo

BULEBSFRHEIE AR, WREEIFHMN SageMaker#1T{E B EAWS loT Analytics
BHE K BULLEZEEHAE—EHNAE  XARRTFHITIENATE IR SageMaker #
TEBANBR[CERE, SE , EUUFHEAELEEREVAR, EEHTIRE , FE
FAmazonSageMakerFullAccessKinBuR |, W HFIGUA TR,

e %0
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecr:BatchDeleteImage",
"ecr:BatchGetImage",
"ecr:CompletelLayerUpload",
"ecr:CreateRepository",
"ecr:DescribeRepositories",
"ecr:GetAuthorizationToken",

"ecr:InitiatelayerUpload",

"ecr:PutImage",

"ecr:UploadLayerPart"

1,
"Resource": "*"
},
{
"Effect": "Allow",

"Action": [
"s3:GetObject"
1,

"Resource'": "arn:aws:s3:::iotanalytics-notebook-containers/*"

BYAFHREVE_FAE , RTUITRB[MFT . BIEEFEMTAWS loT AnalyticsiZ & B E)RIZ
F—EAe, BEZETIRRNEEBRNAR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl”
1,
"Resource": "arn:aws:s3:::aws-*-dataset-*/*"
},
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{

"Effect": "Allow",
"Action": [
"iotanalytics:*"

]I

"Resource": "*"

"Effect": "Allow",

"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchChecklLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelLogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"
1,

"Resource": "*"

FEEBRE/MT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
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"Service": ["sagemaker.amazonaws.com", "iotanalytics.amazonaws.com"]

iy

"Action": "sts:AssumeRole"

£ CreateDataset &8 Java F;IAWS CLI

BUERE., EBERAERE R HENFERERINERqueryAction ( — 18 SQL &7 )
WcontainerAction ( BIfTASRLERRER ). WEXSEIERNENEE, JLUBBRAAF
BiERHIRECreateDatasetContentHRF A EtriggerBIEE, MFEFMEFA , F2H
) CreateDatasetflCreateDatasetContent,

F&E

- BHEf) 1-8122 — 18 SQL BUEE (Java)

- Rl 2-(EFEEBE O (java ) Bl SQL HigE

- P33 —_FRECHIEBREFEYRSERE (ava)

- il 4 — A SQL EREERBREFEIRRERE (ava)
. Bifjl 5 — 331 SQL BRI (CLI)

- Hiffl6 — FAEZEERR (CLI) BY SQL ERE

BriEdl 1-812 — @ SQL BURE (Java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action

action.setActionName("SQLActionl");

action.setQueryAction(new SqlQueryDatasetAction().withSqlQuery("select * from
DataStoreName"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();

actions.add(action);

//Create Trigger

CreateDataset (Java EEAWS CLI)

93
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DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

R ZhEs i

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

il 2-EAEBEE N (java ) £lI2 SQL BURE

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Filter for DeltaTime
QueryFilter deltaTimeFilter = new QueryFilter();
deltaTimeFilter.withDeltaTime(
new DeltaTime()
.withOffsetSeconds(-1 * EstimatedDataDelayInSeconds)
.withTimeExpression("from_unixtime(timestamp)"));

//Create Action

action.setActionName("SQLActionWithDeltaTime");

action.setQueryAction(new SqlQueryDatasetAction()
.withSqlQuery("SELECT * from DataStoreName")
.withFilters(deltaTimeFilter));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);
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//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

B IhEs -

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

03 —ERECHIERREFEYRHRERE (ava)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();
actions.add(action);
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//Create Trigger
DatasetTrigger trigger = new DatasetTrigger();
trigger.setSchedule(new Schedule().withExpression("cron(@ 12 * * ? *)"));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);
request.setTriggers(triggers);

// Add RetentionPeriod to CreateDatasetRequest object
request.setRetentionPeriod(new RetentionPeriod().withNumberOfDays(10));
final CreateDatasetResult result = iot.createDataset(request);

FXZhEs i

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>, RetentionPeriod: {unlimited:
true} or {numberOfDays: 10, unlimited: false}}

g6l 4 — EH SQL EREFRBREFEUSHRERE (java)

CreateDatasetRequest request = new CreateDatasetRequest();
request.setDatasetName(dataSetName);
DatasetAction action = new DatasetAction();

//Create Action
action.setActionName("ContainerActionDataset");
action.setContainerAction(new ContainerDatasetAction()
.withImage(ImageURI)
.withExecutionRoleArn(ExecutionRoleArn)
.withResourceConfiguration(
new ResourceConfiguration()
.withComputeType(new ComputeType().withAcu(l))
.withVolumeSizeInGB(1))
.withVariables(new Variable()
.withName("VariableName")
.withStringValue("VariableValue"));

// Add Action to Actions List
List<DatasetAction> actions = new ArraylList<DatasetAction>();

g6l 4 —ER SQL EREERBRBEFELRRENE (java) 96
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actions.add(action);

//Create Trigger
DatasetTrigger trigger = new DatasetTrigger()
.withDataset(new TriggeringDataset()
.withName(TriggeringSQLDataSetName));

//Add Trigger to Triggers List
List<DatasetTrigger> triggers = new ArraylList<DatasetTrigger>();
triggers.add(trigger);

// Add Triggers and Actions to CreateDatasetRequest object
request.setActions(actions);

request.setTriggers(triggers);

final CreateDatasetResult result = iot.createDataset(request);

R ZhEs i

{DatasetName: <datatsetName>, DatasetArn: <datatsetARN>}

&l 5 — B SQL ERE (CLI)

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --dataset-
name="<dataSetName>" --actions="[{\"actionName\":\"<ActionName>\", \"queryAction\":
{\"sqlQuery\":\"<SQLQuery>\"}3}]1" --retentionPeriod numberOfDays=10

R ZhEs i

"datasetName": "<datasetName>",
"datasetArn": '"<datatsetARN>",
"retentionPeriod": {unlimited: true} or {numberOfDays: 1@, unlimited: false}

gl 6 —ERAZERER (CLI) 2 SQL ERE

ZEAER—RIEAEERN. FEENEENKEBER. EENBRAUEEEABRYERSE

RE , WHB LR HTIUAREZFZERERENTERRTON. BUUEBRERIEZER
BHdeltaTimefEfiltersi—&BD queryAction& BEM (CreateDataset, BE , LEHFLEBIBER
ERFEERERSEREBAEEBIBERR ( triggers:schedule:expression., EAR L | EFEET
DBRERFERBBRAIENESR  ALREL—ARBENNEEPTENEBETEWTEMIR.

gifl 5 — E SQL ERIE (CLI) 97


https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset

AWS loT Analytics EREEmR

EEMEHIF , ZRPEL—EFNERE S 15 7EREFEALRIENER , BEBEIHNERE
AA, BMIEE 3 £ (180 #) deltaTime % , AFFARLEE 3 i | FEEENERERE,
it , MRERNEATEELF 10:30 ZUH , AIFEANER (ZEEERERED) BEREEEN
A EF 10:12 1 10:27 AM Z /8 (B0 L4 10:30-15 948-3 9 88- L 4F 10 B 30 £48-3 58).

aws iotanalytics --endpoint <EndPoint> --region <Region> create-dataset --cli-input-
json file://delta-window.json

XHH L Edelta-window. jsonBELATIEE,

{
"datasetName": "delta_window_example",
"actions": [
{
"actionName": "delta_window_action",
"queryAction": {
"sqlQuery": "SELECT temperature, humidity, timestamp FROM my_datastore",
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from_unixtime(timestamp)"
}
}
]
}
}
1,
"triggers": [
{
"schedule": {
"expression": "cron(@/15 * * * ? *)"
}
}
]
}
R ThEa L
{
"datasetName": "<datasetName>",

"datasetArn": '"<datatsetARN>",

gl 6 — ERAERKEKR (CLI) B SQL BERE 98
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}

AELERR

REFYE WA Jupyter iREAE I Docker RERMMEEEF . MREEREAF=TEENER
K, AR2EAR  LENBRATUEREHNERET TRATESENR, I, EERFEER HTML
A BABRTEAWS loT AnalyticsE# & , E8 R HTML B E RHBENREE N, EERAEWE=
FERARZH , FRELEEHERE.

HATHERE DT TheEdy —BiBERER Jupyter £524, Jupyter Notebook 12t T KW EIERIEZ TR |
ALBITHEEZI N —RIKTT oM. WEFHER , F28 O Eif. (FEE, AMEITXE
REPAREZI JupyterLab, ) BATLAE Jupyter ERRAMEITTTE —ERRT , ZXBRSEERENFI
IREIR EEHIEITAWS loT AnalyticsERERNEZEERFEBEE R, BALBEEFRBSRN DT IE,
DREEEREBSERBEINT2BRER  RAERELENBE |, UHB future EEN D ERA,

MRIEBE I SageMaker 1T FEFAAWS loT AnalyticsiZ#|A7E 2018 £8 A 23 Hz#% , B8=1t
BERNRECEBDALETHIFAIURKAEZ —EARSLHNE S, ®8l , FEREBAREHIHASBRIRE
R ERBEEKAERL SageMaker Bfil, EUTARF , BEK T SageMaker BIITA BT BEKE
BSMR{& EEE] Amazon EC2 , ¥R ERERLIEFH AL,

BMAREBUT HERELNELERHTEEBHEI[ILAWS loT Analytics & &

BERBE N SageMaker #1T{EEEAWS loT AnalyticsiZ#l A , MAREBELL R, FNBTEER
B ERE.

MREEFME SageMaker HITEBENTAAITMARRILZE , BRXEHIE IAM SEFBUR |
BEXAERLREERINGE , MKRER—BATRATT.

1. ZERHELGNETHEKSITEEFZE Amazon ECS |, FEiZEUERH SageMaker #1T{E & LY
SageMaker EH :

Amazon SageMaker X Amazon SageMaker
Dashboard
Notebook
v Notebook instances

Q. Search notebook instances

Lifecycle configurations

v Training Creation time v

Training jobs exampleNotebookinstance ml.t2.medium Jul 03, 2018 21:25 UTC
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2. TIAM &t , &1 SageMaker #1TAE,

Amazon SageMaker X Amazon SageMaker Notebook instances exampleNotebookinstance
Hiashload exampleNotebooklnstance

v Notebook
Notebook instances Notebook instance settings

Lifecycle configurations

v Training Name Notebook instance type
L exampleNotebooklInstance ml.t2.medium
Training jobs
Hyperparameter tuning jobs ARN Storage
arn:aws:sagemaker:us-east- 1| BN n otebook- 5GB EBS
v Inference 3 2
instance/examplenotebookinstance
Models Encryption key

Endpoint configurations Lifecycle configuration

Endpoints -
IAM role ARN

arn:aws:iam:: S role/service-
Status role/AmazonSageMaker-ExecutionRole-20180620T141485 [4
@ Pending

3. i#EIF Attach Policy (E#EBER) , RAEEZIWERE Permissions (FFA)PATEERHEE. 0
FAmazonSageMakerFullAccessRE&E RN , tLEEMINE,

Permissions Trust relationships Access Advisor Revoke sessions

Attach policy Attached policies: 7

AR Amazon S3 THASMERE , YKHLHEEERLYTERL  F—PREN
SageMaker #17 {E 88 HI 4

1. BEARRERA , BEERH,

— Jupyter Quit
Files Running Clusters SageMaker Examples Conda
ﬂ Upload New~ &

2. REBEMEESD  EEM.
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ERAEER

3.

Other:
Text File
Folder

Terminal

ERIEEA , WAUTHSRTERERS , SHBBELE
ERAEKIEEETHEAETRE SageMaker BHl,

" Jupyter

sh-4.2$ |}

cd /tmp

it

WRERIEEN

k=1111]
|
N2
\
ol
il
I
9y
p=)
a
X

aws s3 cp s3://iotanalytics-notebook-containers/iota_notebook_containers.zip /tmp

unzip iota_notebook_containers.zip

cd iota_notebook_containers

chmod u+x install.sh

./install.sh

EEF—MoELNETRIENZELM,

BARSBBUATHFREILNELERAITEENAEZILAWS loT AnalyticsZ &Y
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BN EREERARRLIER A

MBREIY T SageMaker FEBHITEBEAWS loT AnalyticsiZ#I A% 2018 £8 A 23 Hz# , REH
BRERSFLIERINEE, !’Ji_IJ«XJE BEFRBEFIREFIBEREF SageMaker T A, MREBFHZ
RTERER , AAUBBENET "RARMENELRLKTEFNER. PIHEHNK RGNS RENE
REFAWS loT Analyticsi?ﬁ?’ﬁ‘o

B AR {LIRE&

EAEHT  HATHRRC ELEARENTR, BBHE , FBELW Jupyter FLA |, ERARER
LRI FRR A,

1. TEZH Jupyter ZFFEEAH | iBIE New (F18) , ABRR TR EEEZELEENROER, (AWK
AR "R, BE  YARRANEENTAARE R, i, IREREE—EZEN
Python 3.0 3R3% , #1 "conda_python3, , F&&#E "&E3{LA conda_python3, ),

Jupyter Quit
Files Running Clusters SageMaker Examples Conda
Rename  Move n Upload <
_ Notebook:
1|~ B/ == z te
Containerized conda_chainer_p27
3 loTAnalytics Containerized conda_chainer_p36
@ O lost+found Containerized conda_mxnet_p27

Containerized conda_mxnet_p36

=/ Untitled.ipynb Containerized conda_python2 (B
Containerized conda_python3
Containerized conda_pytorch_p27
Containerized conda_pytorch_p36
Containerized conda_tensorflow_p27
Containerized conda_tensorflow_p36
Sparkmagic (PySpark)
Sparkmagic (PySpark3)
Sparkmagic (Spark)
Sparkmagic (SparkR)
conda_chainer_p27
conda_chainer_p36
conda_mxnet_p27
conda_mxnet_p36
conda_python2
conda_python3

2. EEEHECHEMNTHFEIRERERRILcR  FEERSRN,
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File Edit View Insert Cell Kernel Widgets Help

+ <</ @ B 4 ¥ [MRun |l C MW RawNBConvertv &© Containerize

3. BMARBIEZANER., SBETBWAZEARS.

m 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name *

Beer-Tastiness-Calculator

Container Description

Mext

Exit

4. IBELMEZAEWAR Input Variables (AR E) (28). BUEEZEBBHRENELANER
INMALE  EBRHITEH, I NREEZHCHTHNERZAS , IRSEAT@ALE
), HASEWASEREER, St g A A SENBRELEHER,
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1. Mame 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Name Type Description
ounces Double ¥ X
brand String ¥ X
Showing 1 to 2 of 2 variables Previous E Mext
Add Variable
Previous Mext

5. BRERSRELARIINBE EEFIR Amazon ECR fFE.
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Please upload different notebooks to different repositories.

Repository Name Create Search: |Repository Name

Mame =

my-repo
my-repod

my-repod

Showing 1 to 3 of 3 repositories Previous m Mext

Previous MNext

6. EFERHRILHAKRZKBE.

m

LERI AR  BEENEA, FEE A RDABECR , CEEIRHEIUE. RBEARER
BRE—ENE,
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1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Container Name: Beer-Tastiness-Calculator
Container Description:
Upload To: my-repo

Variable Name Type Description
ounces Double
brand String
Showing 1 to 2 of 2 variables Previous E Mext

Exit

7. T—Eﬁﬂ'_\ﬁfgo

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

The containerization process typically completes within 30 minutes.

Creating Image...

Exit

8. MRER/NLEIFABIES , BRI URELARHEERAWS IoT AnalyticsEE A,
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9. BFTRE , ARLBREERFMEFE Amazon ECR L, HIE&EER,

Containerize Notebook

1. Name 2. Input Variables 3. Select AWS ECR Repository 4. Review 5. Monitor Progress

Creating Image... £J

Uploading Image... £4

You can now use this notebook for scheduled analysis of your Data Sets. Be /sl LR EE=T 0

Exit

EH B AR ETOM

AEIEWMAFER Jupyter iBEAREI Docker AR HBEN. REBEEFRHE=FBENER
X, BLR2EAK ENARTUEREZNFEREF TRATEERRENSE, L, EERREEMN HTML
A LABERTEAWS loT AnalyticsE# A , £#8 R HTML WE FIREHBENRBEN . EFERATAE=
FEREAZH , FRELSETEHRES,

BB B BETASE , WEHAAWS loT AnalyticsiR#. Bt , BATLAERIE Docker MG AS H £
£2] Amazon ECR , RAERRESBELLETRSRRIE, XEHRMFER Octave WIEFEHI,

BB RB RS

o REREFRBEM Octave

o EABERLEE Docker HRF

« EBEFAWSHE A Amazon ECR #REAWS loT Analytics7FER
S ER 1 : 8% Docker MR {&

EHHABREFEFTEZFETEER. HEBNAREL
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ERAEER

« Dockerfile— Docker Bt EFMVITEERE.

FROM ubuntu:

# Get requir
RUN apt-get
RUN apt-get
RUN apt-get
RUN apt-get

# Get boto3
RUN pip3 ins
RUN pip3 ins
RUN pip3 ins

# Move scrip
ADD moment m
ADD run-octa

# Start pyth
ENTRYPOINT [

16.04

ed set of software

update

install -y software-properties-common
install -y octave

install -y python3-pip

for S3 and other libraries
tall --upgrade pip

tall boto3

tall urllib3

ts over
oment
ve.py run-octave.py

on script
"python3", "run-octave.py"]

« run-octave.py— ZI# JSON HEAWS loT Analytics , BIfTN\ERSE K AR SRR LEE

Amazon S3,

import boto3
import json
import os
import sys
from urllib.

# Parse the

with open('/opt/ml/input/data/iotanalytics/params') as params_file:

params =

variables =

order = vari
input_s3_buc

parse import urlparse

JSON from IoT Analytics
json.load(params_file)
params['Variables']

ables['order']
ket = variables['inputDataS3BucketName']

input_s3_key = variables['inputDataS3Key']
output_s3_uri = variables['octaveResultS3URI']

local_input_filename = "input.txt"

ERABTRRSR
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local_output_filename = "output.mat"

# Pull input data from S3...
s3 = boto3.resource('s3"')
s3.Bucket(input_s3_bucket).download_file(input_s3_key, local_input_filename)

# Run Octave Script
os.system("octave moment {} {} {3}".format(local_input_filename,
local_output_filename, order))

# # Upload the artifacts to S3
output_s3_url = urlparse(output_s3_uri)
output_s3_bucket = output_s3_url.netloc
output_s3_key = output_s3_url.path[1l:]

s3.0bject(output_s3_bucket, output_s3_key).put(Body=open(local_output_filename,
'rb'), ACL='bucket-owner-full-control')

- moment— —EBEN\AERNAE , ©RE@W A S H X HNEENIEFTERZ.

#!/usr/bin/octave -gf

arg_list = argv ();

input_filename = arg_list{1};
output_filename = arg_list{2};
order = str2num(arg_list{3});

[D,delimiterOut]=importdata(input_filename)
M = moment(D, order)

save(output_filename, 'M')

1. THEEERNAS. fSIZ—@#HEHKAERAEXHRERESR , RiRcAFIZXE &,
2. YT TFHIB T

docker build -t octave-moment .

3. RFEIRTE Docker RETFEH B RIHBRKR, BT T 5o RERE

docker image ls | grep octave-moment
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B 2 . £f& Docker &= Amazon ECR f#1ZE

1. 5% ECR FRIZ —EFfRE,

aws ecr create-repository --repository-name octave-moment

2. BRI B &I BN IRERE,

aws ecr get-login

3. BERWUHIMITE. BHERLUTIR.

docker login -u AWS -p password -e none https://your-aws-account-
id.dkr.ecr..amazonaws.com

4. £/ Amazon ECR RFERBALEIHNRE N LER.

docker tag your-image-id your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-
moment

5. B G #IXE Amazon ECR,

docker push your-aws-account-id.dkr.ecr.region.amazonaws.com/octave-moment

SR 3 SEHIER EEZE Amazon S3 #FETEE
1. FEHUTXHEIXFinput . txt,

0.857549 -0.987565 -0.467288 -0.252233 -2.298007
0.030077 -1.243324 -0.692745 ©0.563276 0.772901
-0.508862 -0.404303 -1.363477 -1.812281 -0.296744
-0.203897 ©0.746533 ©0.048276 0.075284  0.125395
0.829358  1.246402 -1.310275 -2.737117 0.024629
1.206120 ©.895101 1.075549  1.897416  1.383577

2. B3 A AW Amazon S3 f#FETB8octave-sample-data-your-aws-account-ido

3. EEERinput. txtEZERMEIM Amazon S3 ETE, BELRECHEERANMER
Boctave-sample-data-your-aws-account-id@&input.txtE=,

R4 BUBRHFWITAG

ERABTRRSR
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1. B T5EEEREEANERrolel. json,. BMfRyour-aws-account-idBREHAWSIHRF
IDaws -regionSBAWSEH it EAWSE IR

® Note

tEflEE 2 HRTRNERSIE | UBES - MFEFME
s AR AR B REN

A, 5528 the section called “F&

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"'sagemaker.amazonaws.com",
"iotanalytics.amazonaws.com"

b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-aws-account-id"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:your-aws-account-
id:dataset/DOC-EXAMPLE-DATASET"
}
}

—

}

2. B REFEERN A E SageMaker FIAWS IoT Analytics , EAERrolel. jsonETHH,

Ch

aws iam create-role --role-name container-execution-role --assume-role-policy-
document file://rolel.json

3. BUTRHRATEHE R BN Hpolicyl. jsondEfRyour-account-idfEREEIMWRE ID (
THEA/ZE—ME ARNStatement :Resource,

3
B
8
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:PutObject",
"s3:GetObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::*-dataset-*/*",
"arn:aws:s3:::octave-sample-data-your-account-id/*"

"Effect": "Allow",
"Action": [
"iotanalytics:*"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelLogStreams",
"logs:GetLogEvents",
"logs:PutLogEvents"
1,
"Resource": "*"
3,
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListAl1MyBuckets"
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]I

"Resource" : "*"

4. ERE IAM Bi%Rpolicy. jsonf&RIR T &Y 34

aws iam create-policy --policy-name ContainerExecutionPolicy --policy-document
file://policyl. json

5. 1% HREZIAE,

aws iam attach-role-policy --role-name container-execution-role --policy-arn
arn:aws:iam::your-account-id:policy/ContainerExecutionPolicy

SERS  ERARREFEVERE

1. BUATABRTHEIBRA fiecli-input. jsondt BB EHlyour-account-idMregionEHHE
EWE.

{
"datasetName": "octave_dataset",
"actions": [
{
"actionName": "octave",
"containerAction": {
"image": "your-account-id.dkr.ecr.region.amazonaws.com/octave-
moment",
"executionRoleArn": "arn:aws:iam::your-account-id:role/container-

execution-role",
"resourceConfiguration": {
"computeType": "ACU_1",
"volumeSizeInGB": 1

},
"variables": [
{
"name": "octaveResultS3URI",
"outputFileUriValue": {
"fileName": "output.mat"
}
I
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{
"name": "inputDataS3BucketName",
"stringValue": "octave-sample-data-your-account-id"
1,
{
"name": "inputDataS3Key",
"stringValue": "input.txt"
1,
{
"name": "order",
"stringValue": "3"
}

2. FRARRENERNECli-input. jsonZRIRI T R wEE,

aws iotanalytics create-dataset —cli-input-json file://cli-input.json

SEB6: UWABHEARELE

1. BT TS

aws iotanalytics create-dataset-content --dataset-name octave-dataset

SB7 BERE
1. T RYSdR.

aws iotanalytics get-dataset-content --dataset-name octave-dataset --version-id \
$LATEST

2. IBAREEEEFLHEE  ERDatasetContentState2SUCCEEDED,

SR8 ENAELITHNEH
1. ERANAEARBBETUA TR SITHRRRNE L,
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bash> octave

octave> load output.mat

octave> disp(M)

-0.016393 -0.098061 0.380311 -0.564377 -1.318744

ERABTRRSR
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HBILAWS loT Analytics& ¥l

EERBILEMAWS loT Analytics&ER , A LAEAAWS loT AnalyticsE12 A Amazon
QuickSight,

3]
« 1RB{LAWS loT AnalyticsBIREE IR & A
« #28{LAWS loT AnalyticsAmazon QuickSight By & ¥}

HEILAWS loT Analytics iR Ed i 41 &

AWS loT AnalyticsA] AR AR BSEUREMN HTML B ( fFoutput.html ) WRBSHBEARTEH L
FAWS loT AnalyticsZ &, Bl , IMREEE —EEIT Jupyter ZERR AN BRI/ ERE |, WIE Jupyter £
RAREIREL , AEBHNERTREEWN TR,

JUD}’tEI’ spéctmgram Lasd Chackpoint an hour age (sulosaved H
1 ’
B + » a3 0B + + W B C v Coll Toolbar pee
In [1]): from icipy.lo import wawfile

rate, X = wavflle. read( test

In [2]:  import matplotlib.pyplot as plt
fig, (axl, ax2) = plt.subplots(l, 2, figsize=(12, 4))
axd.plotdx); axi.ser_uivle('R gnal’y
axl.specgras(x); ax2.set_title( Spectrogr
plt . show()

BEERURBENENES , CRALET R ANENENEEE.
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Hame Versbon Datg Created

BEEIMETT Jupyter ERANBRERENES , F2HEILEN TERE.

HZILAWS loT AnalyticsAmazon QuickSight B & ¥}

AWS loT Analyticsi2 B #Z 5 B Amazon QuickSight, 2 5% QuickSight 2 — B R IE /Y 7 % 2 #7 IR
%, TAREEREBLCHE. BTHEEREINT , RIREVERNEINEXRE, HEE QuickSight &
ABENERIBTEFEASE  WEBMFEARANGIERANSIZ (SPICE) BEBHMKEL, BHLUR
BIEAWS loT AnalyticsTa 5B B BIRE QuickSight 4| A Y RARRIBEERRMARICER, T
% QuickSight AT7E REAH. ELMH[E,

B A fF A 48 49 55 55 % QuickSight ATRILME |, BAERIZE —EEE B QuickSight 1RF ., FERED
T IR MH QuickSight ZEUERIAWS loT Analytics EERERF BN ER, MBREBCDEEFIRS, |
s QuickSight TFEUERRIAWS loT Analytics®#% , FEREZFEEHE S, QuickSight, 2 MF#E
BR. UdSightQuickSight FERAWSHR |, BIEFMERBER |, HEZEAWS loT AnalyticsIE EE#,
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/general/latest/gr/quicksight.html
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Account name:
Edition: Enterprise

Manage users

Your subscriptions

SPICE capacity

Account settings

Security & permissions

Manage VPC connections

Domains and Embedding

Security & permissions

QuickSight can control access to AWS resources for the entire account in addition to individual users and groups

. QuickSight access to AWS services

- Amazon Redshift . Amazon RDS 1? 1AM * Amazon S3 E AWS loT Analytics

By configuring access to AWS services, QuickSight can access the data in those services. Access by users and
groups can be controlled through the options below.

Add or remove

. Default resource access

(@ Users and groups have access to all connected resources.

QuickSight can allow or deny access to all users and groups by default, when an individual access control is not in
effect for a particular user or group

Change

. Resource access for individual users and groups

Resource access is controlled by assigning IAM policies.

| IAM policy assignments ‘

EBIRFEINITE , RE Amazon WEEE QuickSight BIEFRAHEMEIMMFTHNERE , A
RIBZEAWS IoT AnalyticstE BRIFE. MALZHNERRREER , BEEEEANERE , ARBEEEVE

BRI

w484t ( QuickSight & )
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ERAEER

New AWS IoT Analytics data source

Data source name

radiant_load_test_dataset

Select an AWS loT Analytics data set to import

2 radiantloadtestdataset

®' radiant_load_test_dataset

Cancel

EERRREMYFE , BT Amazon QuickSight R R BV HRER,

Elﬂﬂ Fieldslst a4 @—m—m—memeee—m-om - e ———+ |
Vrualize B3 radiant_load test.. | ) Importing: "
V 9 o 0 rows were imported to SPICE
Filter $# fromiambda 0 rows were skipped
Options
Q H ey
Suggested
Story
Cho lo Idz and le Sight choose the moct appropriate chart
Visual types v
- 8 -
[£]= 4l = i
- li 77 ad HH
| H T B
SRR N U
oA 44 :
AR{L ( QuickSight & ) 119
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BB EENER QuickSight BERIRMBIREMNFMES. | F2 ML E# QuickSight X5,
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https://docs.aws.amazon.com/quicksight/index.html
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ZE0IEHI AWS IoT Analytics BIR

ABBEERENEE, ERE. EREREREE  SLLUEEMEEBCHPEER | UERNE
AEMIGELE R, AERPERI T EMAE M FRR,

ES |

- BE IAM BREAER

- BRRS

BERELXHR

BT RALRE NS R EEN AWS loT Analytics B8 , BIIIKIRE K, HEERIE, HEEH
SHESROERE  ENEREMA , RAGTUREELIIDRNEE , WEBRBENER, SHE
BEGSHAEEN— "RIE, RRELN E, . A0, ETUREHREEE —EEE , B
FEREESERERRRRYEEED, AMRECASESRERRTAANERNERSR. £
A-RNERSHETRCFERNEREN DR, T URBET H0EEE BNHRER,

FHAUERAERRS ENERENRE. ELEEREAZBEE. EHE. ERENERE

B, AWSELUESR D RME (CSV) BRBAELE - OREASTBERE , HP IS REBRRENAEEK
R, BALUERKRKKRERER BluRAFo, BRAEXABIERSE) NER , REESERBFHH
A, MERBEARANDENFHRES , FSREAAWS BilingZ i EHA XA D EER,

AT ZHAM , SBFEHAWS Billing and Cost ManagementE12 & FHZERREES | iR\ ER
£, BB NEEEE, UEHMEENR , F2EAMTHEAESRFEESRAWS Management

Console,

8 fE A AWS CLI 1 AWS loT Analytics APl REAZER, SLEIERE , JETHomTHE
FREERY  SEBRHERE, ERE. ERTFHREREE

* CreateChannel

» CreateDataset

* CreateDatastore

» CreatePipeline

BULHE, ERIMBEIERBNRAER. EATI®HS
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/ARG/latest/userguide/tag-editor.html
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createchannel
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdataset
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createdatastore
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-createpipeline
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« TagResource

» ListTagsForResource

» UntagResource

BURERERERNE , X EUTUBREERBRER, SUUASEBRNERAZOFTS , BEEX
HEBNERA Nul, EEKERAEREAHEENERTEIZER  AHNESEREE, NRE
MIBREIR , thEMBREZXEIRME BBV E R E

B IAM BURERER

BAILAER Condition Jt¥& (884 Condition [E#]) , B2 IAM BRI LA T REA R S B/EE
B, REBRERERZEHEAEER GrH) .

- fffiotanalytics:ResourceTag/<tag-key>: <tag-value>yo RHHIEBLBEEIFEEERMN
ERLNEREEE,

- £/ aws:RequestTag/<tag-key>: <tag-value> BAfE3RH API ERE , ERFEH (RAFFEH)
RHEERR , MBIV EAARFEBNER.

- £H aws:TagKeys: [<tag-key>, ...] BATERH APIERE , ERFER (HFER) FSEER
SWE  UBIUSBHAFEBNER.

(® Note
IAM R BE B R R B E/EEB AR IBLAWS loT AnalyticsBiE , HAaEMHEST N ERN
BRABRLESE, fli, REFHEABRESB/E , TAFAERER K RAELFERPMS
BHEBRENERER (BE, ERE. EREFEREDREIE), DescribeLoggingOptions

MEFHMES , F2E (AM E£REER) PNEAEREHFEHER, ZEEHN IAM JSON BiEZ
FRERD BB IAM 1 JSON BURHFMFE X, HRMEH,

UTHAIRREEAMERS . SLBRRHENERE

1. BERMEIR "env=prod) EH (FSREHI"aws:RequestTag/env" : "prod"HHI1T),

2. MEBUAREMEEREER "env=prod. WER (F2R 6| "iotanalytics:ResourceTag/
env" : "prod"HHITT),

R \AM BRI, >


https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-tagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-listtagsforresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-untagresource
https://docs.aws.amazon.com/iotanalytics/latest/userguide/api.html#cli-iotanalytics-describeloggingoptions
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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{
"Version" : "2012-10-17",
"Statement"
[
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"aws:RequestTag/env" : "prod"
}
}
1,
{
"Effect" : "Deny",
"Action" : "iotanalytics:*",
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"iotanalytics:ResourceTag/env"
}
}
1,
{
"Effect": "Allow",
"Action": [
"iotanalytics:*"
1,
"Resource": "*"
}
]
}

BT URZERBREHRAERED  UEAEENERREEZERERE , WTIHMFR R,

"StringEquals" : {

"iotanalytics:ResourceTag/env"

[Ildevll’

"pIOd"

lltestn]

B IAM BEREARR
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® Note

MREAFFHERBERAERBEBFNER , FELERAREBEAESELRRNEEM
FRERIMFBERNESD. B, EAETREBBHAERRBEFENRE , YAEERNF
HY,

BEHBRH

UTEXRRHERARER :

- BEAERNERI LR : 50

- £WKRE LR : 127 {8 UTF-8 Unicode F T

- ERE LR : 255 {8 UTF-8 Unicode ¥ Jt

- EREREBEEESIXNE.

- EBEBIAETUFER , FACRARBHR/AWSHER, aws: prefixEF aiRERMERE L FEHHE
BEBYE, ELFENER , TEEZIRFERHINERTER,

- MRENELEBEEREZERBNERER , FcSHEURB IS EF EARS. B8 ,
FEANFRR IR UTF-8 RTHNRENFE, ZRMNETF , MEUATHERFT ( +-=._ 1/ @-
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ERAEER

FEY SQL FRIZEFRAWS loT Analytics

BERERHERTHRENERER SQL BEEXMESE. AWS loT Analyticsf£f B Amazon Athena 18

E SQL £ , HBMNEE T

AWS loT Analytics X & ANSI 1Z % SQL B:MF £,

SELECT [ ALL | DISTINCT ] select_expression [, ...]
[ FROM from_item [, ...] 1]

[[ INNER | OUTER ] LEFT | RIGHT | FULL | CROSS JOIN join_item [ ON join_condition ]]

[ WHERE condition ]

HAVING condition ]
UNION [ ALL | DISTINCT ] union_query ]

| e IO e O e I ey N |

LIMIT [ count | ALL ] ]

MEFESEBER , 522 HEFHIAmazon Athena X #E,

\

AWS loT Analytics , Amazon Athena R ELATIEE :

« WITH¥ 4,

« CREATE TABLE AS SELECT BURZ

« INSERT INTO BRiRA=

- EfFEa , BEEETEXECUTERR BUSING,
« CREATE TABLE LIKE

- DESCRIBE INPUT £& DESCRIBE OUTPUT

« EXPLAIN B

- FHEEREE (UDF = UDAF)

- BEER

- BiEEERSR

e
- &R SQL ZhEEAWS loT Analytics
- ¥ SQL EFRMNE R BEEETHREZEAWS loT Analytics

GROUP BY [ ALL | DISTINCT ] grouping_element [, ...

ORDER BY expression [ ASC | DESC ] [ NULLS FIRST | NULLS LAST] [, ...

125


https://docs.aws.amazon.com/athena/latest/ug/select.html#select-parameters
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ERAEER

S EH SQL ThEEAWS loT Analytics

HBRERBBEMBERTFNBIRMER SQL REXEKN,

EH# 0.217,

X ENERER

AWS loT AnalyticsHl Amazon Athena X358 L BURE R,

 primitive_type

TINYINT

SMALLINT

INT

BIGINT

BOOLEAN

DOUBLE

FLOAT

STRING

TIMESTAMP

DECIMAL(precision, scale)

DATE

CHAR ( EARERENBEEREFNEIR )
VARCHAR ( EEEERENTEREFHEIE )

« array_type

ARRAY<data_type>

* map_type

MAP<primitive_type, data_type>

 struct_type

* STRUCT<col_name:data_type[COMMENT col_comment][, ..

1>

EETHEBEAWS loT AnalyticsAE

XEXENXE

126


https://prestodb.io/docs/current/release/release-0.217.html
https://prestodb.io/docs/current/release/release-0.217.html
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® Note
AWS loT Analytics#1 Amazon Athena R FEEIRFR,

X ENEHE

Amazon Athena FIAWS loT Analytics SQL et REREEHIE 0.217. NEEFAMHEEBERE. EEFH
REXNNWER , FS[H Presto MIEHE T , UK Presto XHHILLTEREH,

- BEEET

- B MER T

- RERER

- BERENEHE T

- UTTEE

* Decimal BHRENEH T
- FREEENEHE T

- THURE

- AEKRENENES T
- RAEEXHH

- JSON HEMEEHE T

- URL EH#

- HEEH

- BEEE

- EIHHNEHF

- HENENER T
 Lambda REXMEHH
- Teradata B
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https://prestodb.io/docs/current/release/release-0.217.html
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® Note

AWS loT Analyticsi B Amazon Athena TXE & EZEK (UDF = UDAFs) S EFE
Fo

&% sQL ERNE REBEETHEZ EAWS loT Analytics
AT SEARGBIEZEAWS loT Analytics,
- EEERES|KN , THAEMS —EESI%. FOSLEES|HREE,

Example &34

SELECT '0''Reilly’
- ZESRERYT , FARGIREEUERFENBRFHEEE.

Example 34

SELECT "_myMessageAttribute’ FROM myDataStore

- FRABFEREET , A¥5IREFESBRFNBIBREREE,

Example &34l

SELECT * FROM "myDataStorel23"

- ZESEZEEETH  AES|IRETHEERET, MEFHMEN , F2E T, EEEEFEERESQL
EBERRN,

SRHHMERBEE 128


https://docs.aws.amazon.com/athena/latest/ug/reserved-words.html#list-of-reserved-words-sql-select
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Ry Z 2% AWS loT Analytics

BEL2 AWS BRENELER. 55/ AWS BF , B EERPONMBEBREBTER 2R BEAR
BHZEMEHRBMNEBNFERMITE,

&R AWS BECEAAREBNER. HENSEEEEEHRATRNRZLENBRPHESMY

- ENZLM- AWS EEREE AWS EFEIT AWS RBNERRE. AWS ERAGRMHUIULLME
AWk, E=SERAESEHRANRERZENRRBERM AWS SR EN -0, = EHE
BRARKERETE AWS loT Analytics , F2BRERTEIWAWS RIEEE,

- BinPHNE2H-EHNEEECRREEAN AWS . SH4AHHMERZEAE , SFRERN R
E. BN FERNBRERRER,

AXEKEBETROMAEFERFEALEEEER AWS loT Analytics, T 5 EER A MAERE
AWS loT Analytics AFE&Z e HESHAMBEE, ZERBEFNMERAEMTUAEBEERNRE
AWS loT Analytics EJRH AWS RS,

AWS Identity and Access Management £ AWS loT Analytics

AWS Identity and Access Management (IAM) 21#BIEE & T £ 125 AWS ERFEH AWS iR
%o IAM EXESRFITL A TLERE (BA) NRE (EG#ER) LAEA AWS loT Analytics Eif. |1AM
e—EEERNMIBEAFERAN AWS R,

c/hes

&£ A AWS Identity and Access Management (IAM) WA RXEBMAE , EREURAEEEITH IE
AWS loT Analytics.

FRIEERAE — REEA AWS loT Analytics RE#TIE , AIEEESARREMENZENE
R, EEFERAEZ AWS loT Analytics THEERTTER LIER , B FEEHMER. THEFRNEESR
AR EEEEEFE R EENEFT, BEEXFE AWS loT AnalyticsFFHIEIBETHAE | 5520 R R
AWS loT Analytics & % fM1ZHL,

REEEE — WREEF LT AWS loT Analytics IR , B EEE TR FZEUHE AWS loT
Analytics, REEHIRIEME & EZFZEUHL AWS loT Analytics SHEEME R 2B TE, 12E , B
ARBERRERIGEN IAM EEE  REFEARBEAENGT T, BELEERLNER , THIAMWE
AL, EEHE-SEES N\ FNMAEEFER IAM AWS loT Analytics , 552 B 2152 IAM AWS loT
Analytics B HEL A
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

AWS loT Analytics EREEmR
IAM EEE : IRER IAM EEE K BELERNTREBERUERE AWS loT AnalyticsTFEURERY 5
MER. EEMBR T IAM FEHAR AWS loT Analytics ER B 2 BUERE S |, 5528, AWS loT
Analytics A8 B A E R Y R B 551
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AWS tRF BER#E

BRI AWS tRF , BER—EEAS RS , X80 TTBEEFIXIRFFHMEER AWS R
MER, LB DHES AWS IRF root EAE , ANEBEAERARELIRFHNE FEABUHENBRTEA
REH, BARBETEUREAERZEARER. RELHREAERE , WHARHTARAHAR
ERERITHER. UFELEBNTREE , THRFEURERAEZANGEY , F2680 (AM EAEF
EE) FHEEREAERENER.

IAM f5£ F & F B+ 4E

IAM EAEREABNE D , E AWS IRF BRE-ASHEABRANBET. BREETRKET

AR K MAREARILKRMEE PINEBNEFREER) BV IAM EHE, ERNRBEEARIFE
BARMBEN IAM EAE  ERCHNEFNTR. UFESEA , F2H AM EAEEETNAT
ERPBENEARIIERHBRTFMER.
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IAM #ER —BIEE IAM ERESEN S D, SREUFESHEE, EUNERFEER-—XAZ
BEAEEENT, HEATREEABREAEFTNEFEEEARS, flU , BALBEE—ERA
IAMAdmins HYEFE , Wis FEEHEERE IAM BRI,

ERERAGTEH, FRERGRE-ASIEAEXRIRE K BACGHNENREHEARZEENA
BNE. EREHAXKANKRYER K EBACERHERERE. NFE-—STH A F2H IAMERE
ERPNEY IAM EAE (MEFE) VR,

IAM B

IAM AERE AWS IRF ANEERETINE D, BELIAM EAE , EFEBFEN ASHEEE,
OB AE | EPEEEE IAM A€, AWS Management Console &0 LUEIBFEAY AWS CLI 5
AWS API fE¥ESRFEA BT URL RIBEAE, NEERAACNSLESHEENR , #2868 IAMEAE
EEPHNEA IAM A,

FREREEN IAM AGETHERHIEEER

- BEBSFEAEFN - EENBESEoBRTY , FEVAR  YARACERTT. EREE HE
TR, ZXF-)SHACEUEN  UERTHACERNGTT.,. IEEHRHESACGHERE
A, B2EIAMEAEEEFHNRE=SG7RHEEFEVAR, WREMEA IAM Identity Center ,
AIEERTHTE, BEHSIRBETUFMNAZR , IAM Identity Center 5T A 8B 1AM FH
ACHER. NWEARTUENEN , F2 8 AWS IAM Identity Center fE A E BB HHFT A&,

- i IAM EREFT - IAM EAERNARALUEE IAM SeRE R BRI EEBRA TR,

- BIRFFEE - EUUER IAM A6 , AFTERFHANEA (BENEFEA) FRERFPHNE
Fo ABRRFERFEIENEIESLSRN. BR , HRELREE AWS R , &0 LS 5K B S 25T i
AER (MTREAABEARE ), EETHRBRFFIEACNEREBEEANER , F2H
IAM EREREREFN AV AEREERERABRENEE,

- BRIEHE — B AWS BRI FERAEAM AWS BR#EThaE, Hla , ERERBEPETHEWLE |, ZRKE
BE®E Amazon EC2 ##{TEARX W4 FE Amazon Simple Storage Service (Amazon
S3) H, RBAREEEAFWUERNTT. FARKACSEARKERZAGKRIMITIIESE,

- BEEFMIERE (FAS) — BEZRMEH IAM EFRERACERIHTEER AWS , BEHRAE
B, FRARERKER  SUREERTEERE , EMETRREDHRES —EEE. FASEFEH
FEFAER AWS R , YEEER AWS R O TEREZREHER, REERBREIZEEHE
HAWS k¥ tEREBFTRETRMNGERE , T2%E FASHER. EERT , B4 EEEHT
EMEBENTTT, WFERDE FAS BRIEFNBCRFHEEN , F20 (BREFMITERE) .

- REAE - REACGRREREIN AM A6 , IRREBTEE. IAM EEETLE IAM RE
M., BRANMMBREEAR, MEEZENA , F2E IAM EAEEETHNELACUEIRT IR
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- BREREAE — REERACRERE. AWS RERBTUBEARENTRHENEE, REE
BAGEERNEENT , AWSIRF BEBRBRBEFRE. IAM EESTLUMER | BFaemEREE
EAERE,

* 7 Amazon EC2 E#THEREN — EILUER IAM B EREEE EC2 HITEE LATHERARE
ALK AWS CLI 3 AWS API FE RV IRIFE A E R, ERTE EC2 HTHERAREFFIERNER
HHR. BEKAWS BEERE EC2 HTERYREGHMEEARN , FEEREHTER
METERRERE. BTERREETSXAE , YA TE EC2 HTER LATHEXNSETRE
H, MEEZEA , F2EH IAM EREEETHFA IAM BB REFFFAHE Amazon EC2 #{TE
BT ERAER.

EETHRREMEH IAM AR IAM E/RE , F2R IAMEAEEETRNEYL IAM A6 (MIFEA
&) R,

EABRREEFEUE

AT LIE AWS BENRRIN A EINE AWS 2B ERREFFHNER, RAZ—EYWH
AWS |, ERFHEBIRNEFEBEN K SEZHER. AWS EXZHE (FAE. root FRERAR
THERER) BEERE , FHEELRE, BEFNFTRERSATRIELE R, XZHEAE AWS
LA JSON XX REEEP. WFE JSON BRNHEBNABTNELMHEBEN , 26 IAMFRE
BRI JSON BUE#E,

EESWLER AWS JSON BURRIEEH T AFIBLERS., WHRAER , WEERETBEERET TR
B BEIRAITHLEE 1,

FERIBEAT , ERENARKREHT. EERTEAEEEMEERATIHENT , IAM EEET
DY IAM BR, A&, EEESTUE IAM BXRHBEAE  FAEERBIELAE,

IAM BUERERZXEENFTA , BAmEERAMES EZREITERE, Sl , BREE—HEAST
iam:GetRole BMERBIR ., EBXERBMEAE A LLHE AWS Management Console AWS CLI, %
AWS APl ER8AEEA.

B o BEE

S BEBRERAMME S5 (Gl IAM £/ &, EREFASNAR) B JSON FFA BN A, BL
BERAEH G EMAEFRG TREBEERATHEDF, B2 THUNMELSGIREBR , F2H
IAM A ERErRFRVEIL IAM BUR,

BoBERRUE-SOERARBRAZERR, ARBREEZARINE—FHE, FEAIAR, 2
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HREE, BETHRNAEZEIRRARBKREERE , F2H IAM FREERPHEZEBERNAR
I‘E&%Faﬁig;go

HtBeREE

AWS XEHMBAERNFEAIEE, EERRERTRERT RBRREER TENBKEAFFT,.

« FARR-FFIHER -—EERDRE  IHERES I EBERERT IAM B8 (IAM £AEHABR)
MBAFFA. BUUAERREFIRR. MEENFITERERNS D EBERMEFT SRR
o 8% Principal M FEEERAENACHNEREBRAUATESZIFIRRRH. EEER
RPN AREBHEERXR N, NRFTHENEZHBENR , F260 IAM ERAEERTH IAM
ERFTUHE.

« BRIFIRHIKEE (SCP ) — SCP 2 JSON Khg , AREEPEBIBMEN (OU ) WERAEIR.
AWS Organizations AWS Organizations  — AR D HEMEFER BRI AWS 1RF BN ZE
R, EEBAERTNAEINRE , EULUERBIESBER (SCP) EREMEMSHMAEIRS. SCP R
FINERFHERNER  SESHE AWS IRFRFEAEIRE, WHEMEBN SCP WEZSHEER ,
722 E AWS Organizations fEAEEMEHH SCP EESL K,

- TERSERER - THERBBERRE—BERER , STl EEBREEINARNELACHRBAER
ENTRTERRE  FR2BEE. MELATERERNFITSREAENACN ST EBERMIE
PEERBURMI RS, FFAHRAIURAEREHER, MEEEBRRTNWAREENRSERZ AN, UFE
ZEH , F2H AM EAEEERN TEREREE,

ZRBREAE

REZERRERERIFRE  HERERNAUIEEREMR,. EMHBELIER, BETHENFAEIRZHE
HRERR AWS BERBAFBER , F2H (AM £REER) PHBCRMEEE,

n{aE2 |AM AWS loT Analytics &8 £

EZER IAM EERZHUER 281 AWS loT Analytics , & FEZBEARTRLE |AM IhAE T4 E E A AWS loT
Analytics, &ZERABEE ML AWS loT Analytics & H At AWS RIEIN{AER IAM BB FER |, FSE
IAM R EEREFPRE IAM BEERNAWS R,

REFHE

« AWS loT Analytics A &% B EEH FEH
« AWS loT Analytics &R BR

« EA AWS loT Analytics &K FH#E
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« AWS loT Analytics IAM &

AWS loT Analytics A& 9 AEER R A

A IAM BORBER | BUEEAHFSRIEENEBEMER , LR AFNIEEEENEE. AWS loT
Analytics X EXTEEE, ERMHEGESIR, EET7HEE JSON BRFFERNMERE |, F28
(IAM ER&ERE) BH IAM JSON B TESE,

BE

IAM &5 BRBEERN Action TEEHARBRE AT RIEBN I EDF. FAUBFERTEEEBN AWS
APl ERERHERNEE. ERIETEAELBFERREHTHBERNER.

REEVEEEERT AWS loT Analytics fEFA T 5IBIER : iotanalytics:flin , EERFE

AfERH AWS loT Analytics CreateChannel API fEZ£% 31 AWS loT Analytics SE& IR |

B LA iotanalytics:BatchPuMessage BIfEMAPIR R ., RAIPRARRXN XA
SActionZNotActiont&E., AWS loT Analytics % 7 © B —HEEE , #HIRE 0] LUEE R LR
BITHER

BR2EE-RRAXTIEESZE BF , FRAERDSR , MTAR.

"Action": [
"iotanalytics:actionl",
"iotanalytics:action2"

]

BHALERERET (*) RIEESEEE, M, MERERMER Describe XFHAEENE
SLLTEE -

3
@

"Action": "iotanalytics:Describe*"

EZEEE AWS loT Analytics BIEFE | 552 IAM &R AWS loT AnalyticsF EZ R B,

&R

Resource TEAIIEEBEERNYH. BRRXNHELZE Resource 5 NotResource Jt&, &EA[LL
A ARN RIEEEER , IREABAFTT () REERAEAXNERAZIMEER,

& AWS loT Analytics BIEEREE LT ARN,
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arn:${Partition}:iotanalytics:${Region}:${Account}:dataset/${DatasetName}

WE ARN #HEXNMFFEMERR , 2B Amazon Resource Name (ARN) #1 AWS BR#§dn & 25 &,

Flan | ZEEEMRIRRPIEE Foobar ERIE | FFEALT ARN,

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/Foobar"

NEEEBREFERFHMEHTER , FSERBAFT ().

"Resource": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/*"

FL AWS loT Analytlcs BF (PIOAREYERNEF) BEEREER LT, FELERT , &
HAFEREBRAFT (Mo

"Resource": "*"

F L AWS loT Analytics AP BiES R ZEER., Bl , LBENERENFE X CreatePipelined
B AtEAELAREERBENERNENER, EEEE—RARAXTEEZERER , FEAERS
B8 ARN,

"Resource": [
"resourcel",
"resource2"

]

EESEF AWS loT Analytics EREE K& E ARN H/FE |, FE2H (AM EAEIERE) AWS loT
AnalyticsHFTEEMNER. BETHREVUEABLEESEREESHEERN ARN , FFSE AWS loT
Analytics & 2 1 B) 1E.

R &

Condition st (5 Condition E#) AJEBIEEFRAR ERHEYE. Condition TEREAE
B, Al EBFERAKEEEFNEERER BINMERTIR) , REWBEPHEGNZRINE.,

BEERRXFIEESZME Condition THE , EEE — Condition TEFPEESERSIR , AWS
EEMAELE AND BRIFFTME M. BERE—RHRSIBEESEE , AWS SEMEE OR RIEFTMARK
. HAFEMBERG , T ERERRXBNFFT,
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AL EEERGREARBLESH. fi , BAUREERECREERERBERRE , K7W
ERNFFAIRTRERE. WEFHEES , F268H (AM E£REERE) T8 IAM BETE : BEAE
%O

AWS loT Analytics FHHEMT sevice HEN MR , ECHREIRNEA - L2RFTHR, " EEF/H
B AWS £ERG iR |, F2H (AM EAEER) FHAWS = HRGREER.
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EERELL AWS loT Analytics 9 AEBNRAEH , 528. AWS loT Analytics AR B ERR
J& #5451

AWS loT Analytics &R B E

AWS loT Analytics T EUERAEBRNBER, TERFAHNEREBRREERNEGS , F2BAWS
Lambda BEE A £33/ AWS Lambdad iy (FRAUERAEEBOEEE)

E N AWS loT Analytics ZE K 2

B LA EB K INZE AWS loT Analytics IR , S ERFNEREERS AWS loT Analytics, EE
RIBEREFFE , 5 Hiotanalytics:ResourceTag/{key-name}, aws:RequestTag/
{key-name}™aws: TagKeysEkHRSIRERANFRGETEZPREERENA. BEIEZEC AWS loT
Analytics EiRIVFFMEF , F2EELE AWS loT Analytics iRo

EERRUS BN AERNEFIBER , UREBEZXERLVEBRIGERNTH , F2EEEEER
# AWS loT Analytics 3838,

AWS loT Analytics IAM &
IAM £ 2% AWS 1RF PERRIEFTNER,
£ A ER AR AWS loT Analytics

B ERBMEERATRERE. BT IAM AE , AIRBEEBIRFAG, B LUEBMI AWS Security
Token Service (AWS STS) API #£2 (ffl#IAssumeRoled} GetFederationToken) REVESEREFZ & A
&8,

AWS loT Analytics T EFEAREEAER,
REEGEAE

REABEETHE AWS REEREMBETNER , UMRARETREE, R EESESERELEN
IAM BRE /| WHZRIEFES. IAM BEEBETRE | EFEmEREEE/CNFT,
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AWS loT Analytics T X EBIREEZ AR,
A

R ATRBREARERERELAE. LAGARBREFNEMRBHINER , AAREZKBE. K
BAGFHRELN IAMIRFF , BERZXIRFA#ES. EXTR IAM EEEHUESERAGHFT. £
B, ER AR BOR I IRFHY T EE,

AWS loT Analytics X ERBEAE,
TR EREREREA

BEREABEBRZ2MERE , AT RAUTHFEFTNERTLURH ERESH TN ERIANITX
B, EAWS 1, ERBERATRSESREFNEABE, EEERS (WIUARHE) mFol 5 — @R %
(RPFOUBRES) B , ATRE S RAEBRBERE, ATLURMF LIRS RERESTA , UETERFEGTAINS
AHEMEFHNERRNEF, RTHLEEERR , AWSRENZSETETHEERERFRENE
#, MELRBEEEEB/IRFPERNFEUE,

RMEBHESEFE Haws :SourceArnHlaws : SourceAccountEREB PN BIFEERNE S, ERET
HEPBRAWS loT Analytics B ERIZH S —1HR%., NRERERAEFEEARTERSIE | AITEEBBERR
R FEHaws: SourceAccount EH aws:SourceArn EFWIIRFE |, XEFERAMBEBNKRE ID.

eI R EREBEARENRERNS EZRMEA aws :SourceArn £ KRG ARREI#E  HPIEERW
52# Amazon Resource Name (ARN), MIRFHEERHTE ARN , REUWRZIEETZHER ,
RfEA aws:SourceArn £ERGRNBRRSIR , AFEAERAF T (*) R~ ARN WARAE2 . 5
W arn:aws:iotanalytics::123456789012: %,

£

- EAR Amazon S3K 1

- o F#EFER CloudWatch HF

- ZEEEE AAWS loT Analytics& R

i# R Amazon S37K4H
MBELFERAFEFEEMN Amazon S3 fE1FAWS loT AnalyticsERZERIE (FFHERIH Amazon S3 1z
BTE8) et E R AN BIRE,

flan , BRABAERAEEHEEN Amazon S3 FREEB Brsi##t. FRBEMWERAWS loT
AnalyticsTE B HB I M ER BEus-east-1, MIBET —EXE , LUBRAAWS loT AnalyticsE&E
BRI B ara RN RENRE, R, R ECHNIEF YRR — B SFERNEIE
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. HERR , AWS loT Analytics R B B AR KRZFEH Nikki B Amazon S3 1§ , BIE =ik~
FETTER,

A TEHLIEERER , Nikki AT I8 Eaws : SourceAccountif s aws : SourceArnBUE R 1§ #4144
#o

fEEaws : SourceAccountF - T 5IFEF AT B BURE F{EIEEAWS loT Analytics RB ERERFHEIR
( 123456789012) T LMFERA#### 0

{
"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [
{

"Sid": "ConfusedDeputyPreventionExamplePolicy",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

.

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DO0C-EXAMPLE-BUCKET/*"

1,

"Condition": {

"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
]
}

fEEaws : SourceArniF - & , E = AT LAEAaws : SourceArnf& .
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"Version": "2012-10-17",
"Id": "MyPolicyID",
"Statement": [

{

"Sid": "ConfusedDeputyPreventionExamplePolicy",

"Effect": "Allow",

"Principal": {

"Service": "iotanalytics.amazonaws.com"

1,

"Action": [

"s3:GetBucketLocation",
"s3:GetObject",

"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::D0C-EXAMPLE-BUCKET",
"arn:aws:s3:::DOC-EXAMPLE-BUCKET/*"

1,

"Condition": {

"ArnLike": {
"aws:SourceArn": [
"arn:aws:iotanalytics:us-east-1:123456789012:dataset/DOC-
EXAMPLE-DATASET",
"arn:aws:iotanalytics:us-east-1:123456789012:datastore/DOC-
EXAMPLE-DATASTORE"

o8 5% 78F5 CloudWatch HEE
AT LABS IEEE R B E ARRE CloudWatch ie#%ig. AT ERKEER T WA LB BN RIBRE :

. 2IEFEHFREEIBaws: SourceArn
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« FrBAttaws: SourceAccount EESEIAWSHRFE ID
« Hdsts:AssumeRoleERAWS IoT Analytics

BX123456789012EAEIAWSIRE ID , AR us-east-1E2EMEFHAWS loT Analytics7E T E HI 51
THEPRE,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
.
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:*/*"
.
"StringEquals":{
"aws:SourceAccount":"123456789012"
}

WMERAMERE Amazon WFEMHEF CloudWatch 818 , 552 Ethe section called “Fo#FIEE#E",

EEEE AAWS loT Analytics& R

MRIRFEFAWS loT Analytics ¥ 1R 1T ENMERIFF TTAWS IoT Analytics &R , ERTESEEREEN
BIfE, ATHILERENEIBE , BURFETFHERAWS loT AnalyticsEB LT R ERKEE,
e

« FABSAWS loT AnalyticsZRiE & £z HE

- BRIEEENREAAWS loT AnalyticsE B EER AR ATR AN

A BERBEREREA 140
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FEFFAWS loT AnalyticsZREME R 1ZHE

BER 1AM Af | EHAWSEIRAWS loT Analytics T AR RIEEFEEE, EERILEENARRETER
EHEIRES |, B BB EAWSHRS Faws : SourceAccount T EFAI ARNAWS loT Analytics 1 #Y
&iRaws:SourceArnEMMEZEAGZEERAIN TR,

ETHEFF |, Bi#12345678901 28 BIAWSHRE ID FIARN: AW: #####:aws -
region:123456789012###/####-##E 8 — 18 ARNAWS loT AnalyticsBEHERFERIE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:channel/DOC-
EXAMPLE-CHANNEL"

EEE-STHBENERTHRENEFSE SSREFRE , F2
BCustomerManagedChannelS3StorageflCustomerManagedDatastoreS3StorageffAWS
loT AnalyticsAPI &%,

B RIEEBREAAWS loT AnalyticsERIEER R 1E Al

IAM B &AWS loT AnalyticsfREZAG BRI EBBER R TI4 Amazon S3 HAWS loT EventsAI AR E
REENEIRE. RTHEEENREARBE , FEEAWSIKF Faws : SourceAccount TEFMM
ARNAWS IoT AnalyticsF iy & Raws : SourceArnZ i inZl AN EFEREE TE,

ECET BTN T


https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CustomerManagedChannelS3Storage.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CustomerManagedDatastoreS3Storage.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ConfusedDeputyPreventionExampleTrustPolicyDocument",
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:dataset/DOC-
EXAMPLE-DATASET"
}
}
}
]
}

MEZRTEEREAREERUNGFHAEN , 2B contentDeliveryRulesfEAWS loT AnalyticsAPI
8%,

AWS loT Analytics LAG8 Bl A& E 1 /Y IR Bl 25451

RIRFER  FRAENACGTEREIRIEHR AWS loT Analytics ERHIER, thfitEEFER AWS
Management Console AWS CLI, 2 AWS API #1TTE. IAM EEEXEAEY IAM B3R , BFEA
ENACEREERLITHE API BIENAMET. EEEREL AR ELBREREFETELHF
ANERAEREE,

EETHRAIEAIEL JSON BERXHEHIZR IAM 5 BB |, F2H IAM EHEERFH JSON
F5|EREETBR

AEEHE

- BEBEER

 {FA#E AWS loT Analytics &l &
- ARERESGMEMBESHET
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html#iotanalytics-CreateDataset-request-contentDeliveryRules
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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« FE—18 AWS loT Analytics B A
- RBEBRE AWS loT Analytics SEi&8

HRREER

BOBBREEBEK, MPIREREE AR, FEEMERZEIRSEHH AWS loT Analytics EiRo
ELEETAESREN AWS IRFEEARAL, ERRYSFEES )P ERBER , SEB THELRES
EIE

- FRER AWS ZEBR-EE AWS loT Analytics RIEBIAER |, 5BFFEH AWS SEENBEREMY
ETFENER, SLXEREELNWIREFRMG  YHEEZNER AWS, NFEFHMAEH L F2H
IAM R EERETHN AWS ZSEBRBIRERTT.

- RESIVER-ELEIBFTRAE , EREMTIEMENER. UK/D—EFFURHE K ARKSE
ERFEANGTT. SE—HHREARERNGTT , BRBEHKUMARBEARZS, NEFHEE
#A, BF2E (AM EAEER) PHETSEER.

- SHHBBEERMA MFA-RTRRERE2Y  FAELACRASEERRE (MFA) RFIBRERS
API fE%, MFRFMEA , F2E (AM EAEERE) PNEAWSHERZEEZZHE (MFA),

- EAKBREUESEANZEE-EUTNEER , ERUS O RAEBRM K AL FIERN K
. plm , BALBRBHRERIEEERVEREN A IP UNEHE, SHATUREHREG , REEE
B EREEERN AR , AEERFEA SSL 5 MFA, NEFHMET , F20 (AM FAEE
) 8 IAM JSON BETE : .

fEF$E AWS loT Analytics #l&

EEZFEAWS loT Analytics 25 , BXARERD —HHER, SELERUXEAFESHINBREE
AWS tRS. AWS loT Analytics IR BB NS EBR AERWERER , mZREWREIMLEMENR
REREREE, TEAKBELINEHAREEXRANER (FAEIAR) EE,

HRBERELERMAIER AWS loT Analytics T4 , BRI T AWS SEENRRAMMEE
B, MFEFMER  F2H (AM EAEER) PHFEFTIERE,.

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"iotanalytics:BatchPutMessage",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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ERAEER

"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:
"iotanalytics:

1,

"Resource":

${channelName}",

"Resource":

${datasetName}",

"Resource":

${datastoreName}",

"Resource":

${pipelineName}"
}

CancelPipelineReprocessing",

CreateChannel"”,
CreateDataset",
CreateDatasetContent",
CreateDatastore",
CreatePipeline",
DeleteChannel",
DeleteDataset",
DeleteDatasetContent",
DeleteDatastore",
DeletePipeline",
DescribeChannel",
DescribeDataset",
DescribeDatastore",

DescribeloggingOptions™

DescribePipeline",
GetDatasetContent",
ListChannels",
ListDatasetContents",
ListDatasets",
ListDatastores",
ListPipelines",
ListTagsForResource",
PutLoggingOptions",
RunPipelineActivity",
SampleChannelData",

StartPipelineReprocessing",

TagResource",
UntagResource",
UpdateChannel",
UpdateDataset",
UpdateDatastore",
UpdatePipeline"

"arn:${Partition}:iotanalytics
"arn:${Partition}:iotanalytics
"arn:${Partition}:iotanalytics

"arn:${Partition}:iotanalytics

:${Region}:${Account}:channel/

:${Region}:${Account}:dataset/

:${Region}:${Account}:datastore/

:${Region}:${Account}:pipeline/
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144



AWS loT Analytics EREEmR

}

IETFEEREH AWS CLI 5L AWS API TN ERE RFFRETEAER, Rz , RFAFFR
TEEERMITZ API RIENBERALT

RFFERAERAMMAECHFT

tEfEREMAREYEER , RFF EAERRERIMMAEAESSNAREZERER. KRS
FEEEA LHUBRXRITFNEA AWS CLI 5 AWS API TR BN ERIHERR.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": [
"arn:aws:iam::*:user/${aws:username}"
]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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}

fZE —1E AWS loT Analytics i A

FEgEslF  GREREFRE AWS 1IRF FEUEHE S — @ AWS loT Analytics 5738 1Y #
BR , exampleChannel. BiEF LA FERARM , EF M MEREE.

BFEAlE#Hiotanalytics:ListChannels, iotanalytics:DescribeChannel,
iotanalytics:CreateChannel, iotanalytics:DeleteChannel, and
iotanalytics:UpdateChannelERIZHEFEAE, MEREFEAEFALFEATESAHAERD
Amazon S3 IR EHIZE SR , F2RAEVIETHER - FAEAEEREFRTFTFENEFR.

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListChannelsInConsole",
"Effect":"Allow",
"Action": [
"iotanalytics:ListChannels"

]I

"Resource":"arn:aws:iotanalytics:::*"

"Sid":"ViewSpecificChannelInfo",

"Effect":"Allow",

"Action": [
"iotanalytics:DescribeChannel"

]I

"Resource":"arn:aws:iotanalytics:::exampleChannel"

"Sid":"ManageChannels",

"Effect":"Allow",

"Action": [
"iotanalytics:CreateChannel",
"iotanalytics:DeleteChannel”,
"iotanalytics:DescribeChannel",
"iotanalytics:ListChannels",
"iotanalytics:UpdateChannel”

1,

"Resource":"arn:aws:iotanalytics:::exampleChannel/*"
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https://docs.aws.amazon.com/AmazonS3/latest/dev/walkthrough1.html
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]

RIFEZEZMIE AWS loT Analytics $8i8

BAI AR E 2 EB BERN R FNEYE , RIBEBRIES AWS loT Analytics EREVFE, LLE
Bl REIMMBIBE , LRI channel, i , REEchannelB&HOowner EEXEAENFER
ELBER  TSREER, IBXRUERFEZTEATRILESENSERT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListChannelsInConsole",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "*"
.
{
"Sid": "ViewChannelsIfOwner",
"Effect": "Allow",
"Action": "iotanalytics:ListChannels",
"Resource": "arn:aws:iotanalytics:*:*:channel/*",
"Condition": {
"StringEquals": {"iotanalytics:ResourceTag/Owner": "${aws:username}"}
}
}
]
}

B S R EEREIRF RN FAE, MREANEAErichard-roeEFREK AWS loT
Analytics channel , Blchannel 478/ E&E&KOwner=richard-roe or owner=richard-roe,
A ESRELFIN, FHEEELSHE Owner £FS Owner M owner , AKHGHEBEBTED K
MR, WEEZEF , FSHE IAM ERERERPH JAM JSON BURTTE : f&fF.

SRS HERR AWS loT Analytics & 2 F1ZEX

FERATHERTHBEDE RS EFEARTEZBEENE RBE AWS loT Analytics.

3]
o RREHITIRIENRE AWS loT Analytics
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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o EAREBHIT iam:PassRole B R
o BEAFBEIUNN AT AWS tRF BFKE AWS loT Analytics EJR

B BHITRENIZE AWS loT Analytics

SR AWS Management Console & iFEEBEIEHITEHENIRE | BABEBIKENRREEE SR
B, BNEBEERALRHEFEAEZBNRBNAS,

EfffAmateojacksonEEHFEA TR A RBREREchannel{B)8
Hiotanalytics:ListChannels#ERMWFHFMERR K MERET IS FIFER,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotanalytics: ‘'ListChannels " on resource: °~"my-example-channel’

FERERT , Mateo BEEREEESETMHEEKR , UAFMERAiotanalytics:ListChannel&
ZHlmy -example-channel &R,

EAREBHIT iam:PassRole HIIZHE

WMBFBIRBIEEE | SHNEREBIZEHIT iam: PassRole B , BHNBENLEEN , AL EACGER
#& AWS loT Analytics,

BE AWS B# A EEREACEEGERE K MAREYFNEBXACIRBEELEC, NFH
TR , ELARERACBEEZRBNFT T,

£ 5B marymajor B IAM EREERERA AT AWS loT Analyticsh#ITEIERE | 34 T HISEHIEE
2. BR , HEFERBELFEREACE TN, Mary REKACEEEZRBEWT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

FEEEIERT , Mary WEBERAAEH , RFFMHIT iam: PassRole EifE,
MREFEWY , FHKEN AWS REEE., SNEEESRELNEZERE.
BREAFFRUNANAG AWS tRF BFEH AWS loT Analytics EIR

ETURT— RS , WRIES THERERCAMADHABFREHER. CTLEEEAKB
EEENHISHAS, BRTENDRAERNBRRFIGLHEE ACL) MRS , £TUEME
LSRR A BB ER,
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MEE—FTH , F2EUATRE .

- BEETHRE AWS loT Analytics XEIELINEE , FFSE I AWS loT Analytics fIfEA 1AM,

s BFETHRNMARMHEBEFMEEER AWSIRF NEEE  F28 IAM EREEETEEENS —
AWS IR & IAM {8 & iR F EVER,

s BETHRINAEERTFIERMGE=S AWS IRF |, 528 IAM EHEEEPHREMRE=S AWS
iR P AN FEHE,

- EETHRINMEBRKRE 59 RMUTFIVE , 28 IAM FAEERETRNSFEERERENDETS
DRENEAE BEED).

- FETHREAACNERABRETERFFHCEANEZR 28 IAM £AEEEFHN IAM B
HERABRNWER,

AWS loT Analytics ARV & 8k R EE42

AWS 1R ATE A A REETE AWS loT Analytics WITE, BAREBIELTEUNREHTERTHE,
HOTERFEFHRE, EREE T ADLERER.

BELEETE
BUEATY EECERTERESR AWS loT , WERAEHERRFETER .
« Amazon CloudWatch Logs-E512, ZR&FEUR BAWS CloudTrailsi E 3R RHY B FEER, WFEF

HMEF , 5528 (Amazon CloudWatch FH &) FHIAWS CloudTrailE512 H FE =R,

« AWS CloudTrail HFEEE#2-ERF 2 B A BE#EHE. #% B CloudTrail FFEEEZE Logs A ¥ H 1T Hl
RFEEfE, Ll Java #E CloudWatch HEFREEARRN , URBBEEAFE RN REHETEE
CloudTrail, ZEMBEZEN , F2E (EAER) 8 (AWS CloudTrailf£ A CloudTrail &2 &
&

FHERTE

% AWS loT 5 —EEEM S T2 FHER CloudWatch B RAKENIEE, AWS loT
CloudWatch, FIEMAWSHREE#E A BERRTIREEAWSIRIEAMRAER at-a-glance B, BEEHLE
& AWS loT Analytics LY B8,

+ AWS IoT Analytics A EHER :
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https://docs.aws.amazon.com/iotanalytics/latest/userguide/security.html#security-iam-service-with-iam
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html

AWS IoT Analytics EREES
- Bl
- ¥
- BRE
- TH
« CloudWatch B EEHER :
- BEIEREMRE
- BREERNEX
- RIS EMEARE

Besh , BEABAEA# CloudWatch 1T TSI E1E :

- BY BEBRMRERETENRS

- RRUERENER , WHBBEETHRESE L IRRBS
- BERABLEMAN AWS EREE

- BVEREEBEANREBMENET

A58 Bi#% CloudWatch HEEES

AWS |oT Analytics 3 i F 2 5550 8% CloudWatch, &AL PutLoggingOptionsAP| EERK
FMERE T Ei# CloudWatch AE5C8#%. AWS loT Analytics A& Ei &R B AaffPutLoggingOptions A
AWS Identity and Access Management (IAM) Rz%E FEXA Amazon CloudWatch HEFHEE#AWS loT
Analytics,

WEE CloudWatch BFEMIFEMER , 552 (Amazon CloudWatch Logs fEF&EIER) - MFEAWS
IAM HIE$HBEER , 528 (AWS Identity and Access Managementff i &15/) o

® Note
TERAFAAWS loT Analyticsic #ZhEERT , FEHERIA T ## Lo CloudWatch gs FEEFAl. &8
CloudWatch Logs ZEREPRRHIE A & T A B EIEHIBRIEEA. MFEFMER , F2E Amazon
CloudWatch Logs B & % B 38 FEZ R,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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B 1AM BeU A%

B3 IAM B LA Amazon B HEE528% CloudWatch

1. M AWSIAM AR TFAWS IAM CLI S EBI EEEFEBRRABE (BEEXK) BEF IAM A
8, CreateRoleEEBEEBHXRAZACKHEFTEZ T Amazon CloudWatch 2 EMWHFAIIRTFER
(51420 Amazon)s

aws iam create-role --role-name exampleRoleName --assume-role-policy-document
exampleTrustPolicy.json

ZexampleTrustPolicy.jsonXHEEUTRAR,

(® Note
WEHTELERGARTEE  UBHSEEEREBEALZELBE, #§ 123456789012 MR A&

IBHWAWSIR FEBIBER aws-region , SWIABHAWSE RFTEAWSHE [EER . 20FE ¥4
B , 552 Mthe section called “FARH BB IRIGEBENRE NS

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "iotanalytics.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:iotanalytics:aws-region:123456789012:*"

}
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
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}

AR EEFEIAWS loT AnalyticsPutLoggingOptions@ B , ST LAMER LA ER ARN,
2. {ERAWS IAM PutRolePolicy#$&F AT R (arole policy) MMBEES B 1 FEINAR,

aws iam put-role-policy --role-name exampleRoleName --policy-name
examplePolicyName --policy-document exampleRolePolicy.json

exampleRolePolicy.json ER3E T ¥RZE.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"logs:CreatelLogGroup",
"logs:CreatelLogStream"

1,
"Resource": [
"arn:aws:logs:*:*:*"

]

]
}

3. EAWS IoT Analytics1® Fi#% B 55 8k B4 11 E 52 BB PR CloudWatch |, 5514 52 ik

CloudWatch @5 PutResourcePolicys

(® Note
BETRAEENEIZLMEE , RMEBZELaws :SourceArnEEREKPIEE, E2R

FIFEVER , AAFREBEERFHNER, NFEBEREABMENESENR , 552 Mthe
section called “FEB; 5 RIS BB IEB AN,

aws logs put-resource-policy --policy-in-json
exampleResourcePolicy. json

exampleResourcePolicy.jsoniERBIET Y EREKRE,
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https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html
https://docs.aws.amazon.com/cli/latest/reference/logs/put-resource-policy.html
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{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "iotanalytics.amazonaws.com"

1,
"Action": "logs:PutLogEvents",
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:iotanalytics:us-east-1:123456789012:*/

.

"StringEquals":{
"aws:SourceAccount":"123456789012"

}

RRE N R R 8%

A PutLoggingOptionsHEXEFMBA Amazon CloudWatch HFSEE#AWS loT
Analytics, loggingOptions M roleArn , BABIER —HIFFRI WA E® ARN, &t o] LUfE
F DecribeloggingOptions i H KRB ETCIKIBIERE.

PutLoggingOptions

R EHEHFCAWS loT Analytics#iEH, MREBEFHEMloggingOptionstBUE , BERZEE
—DEFEER. A, NREEFEHRMNEroleArnBUFEEELACNWERER (Hln , EFFEMRE
W), ZEFEZUREER)ETSEN, MEFMEA , F52BPutloggingOptions,

DescribeLoggingOptions

FEERAWS loT Analyticsie 8B IHK B BIERE. WMEFMEN , 528/ DescribeloggingOptions

WmREE., BENKE

AWS loT Analytics#% A T 3842 A Amazon CloudWatch 7 EH :
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_PutLoggingOptions.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_DescribeLoggingOptions.html
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mA =l

AWS/#¥I1oTAnalytics

BE iR

ActionExecution HITHEMERE,
ActionExecutionThrottled A E R B EIR B
ActivityExecutionError HITEERBREENIEREE,
IncomingMessages EAFENAEEE,
PipelineConcurrentExecutionCount EEFHTHERTEBEE,
e iR

ActionType EFEEENBERR
ChannelName EHEEENEES R,
DatasetName FHEEENERESR,
DatastoreName FEEZENERENESERE,
PipelineActivityName FEEENEETHEE,
PipelineActivityType FEEENEETEEE,
PipelineName FEERNEERR,

A58 % CloudWatch ;& Eh 5

AWS loT Analytics;E BV Hi R 3 £ TR ERSESRAF | S BAWS LambdaB S48 #E Amazon
CloudWatch B4, WE4TEFHMNERAL , UREMKREEBEHEH Amazon Simple Storage
Service (Amazon S3) ¥, BAILAERA Amazon S3 €RENEBERBRENEEAS . WEHMAE

£ CloudWatch S4E:4R 154
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AEHEESREEE |, 3828 StartPipelineReprocessingAPl & HEAWS loT Analytics APl BA K
Amazon CloudWatch S#EAEEEHH " E2EEE CloudWatch B4

&t A LARR E 3 Amazon CloudWatch B4 EABASHEEE - S EBEN BE, fla , B BERE
i=ZE Amazon Simple Queue Service (Amazon SQS) 175l , A% FIStartReprocessingMessage
API| Z¥ Amazon S3 Y1 RERENBEEALR , LEERFFEFE Amazon S3 YIEFHBEEFAE. Amazon
CloudWatch SEBI X EZBERNEE , fl0 :

 Amazon Kinesis Streams

AWS Lambda B =

« Amazon Simple Notification Service (Amazon SNS) F &

« Amazon Simple Queue Service (Amazon SQS) {75!

MELENEEBE |, 5528 Amazon EventBridge £ & EE T Amazon EventBridge B1E,

1289 CloudWatch B4 & RMEITA B 2L ENAEEIAWS loT AnalyticsERIWAWSEEF, ME
HHES , BF2E (AWS — &2 E) PRI ANEE,

SHEAWS LambdasE BRI SITREEREEES |, EIX 4 Amazon E CloudWatch vents B @ H = H T 54
No

{
"version": "version-id",
"id": "event-id",
"detail-type": "IoT Analytics Pipeline Failure Notification",
"source": "aws.iotanalytics",
"account": "aws-account",
"time": "timestamp",
"region": "aws-region",

"resources": [
"pipeline-arn"
1,
"detail": {
"event-detail-version": "1.0",
"pipeline-name": "pipeline-name",
"error-code": "LAMBDA_FAILURE",
"message": "error-message",
"channel-messages": {
"s3paths": [
"s3-keys"
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https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_StartPipelineReprocessing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html

AWS loT Analytics EREEmR

]
1,
"activity-name": "lambda-activity-name",
"lambda-function-arn": "lambda-function-arn"
}
}
B -
{
"version": "Q",

"id": "204e672e-efl2-09af-4cfd-de3b53673ec6",

"detail-type": "IoT Analytics Pipeline Failure Notification",

"source": "aws.iotanalytics",

"account": "123456789012",

"time": "2020-10-15T23:47:02Z7",

"region": "ap-southeast-2",

"resources": [

"arn:aws:iotanalytics:ap-southeast-2:123456789012:pipeline/

test_pipeline_failure"

1,

"detail": {
"event-detail-version": "1.0",
"pipeline-name": "test_pipeline_failure",
"error-code": "LAMBDA_FAILURE",
"message": "Temp unavaliable",
"channel-messages": {
"s3paths": [

"test_pipeline_failure/channel/cmr_channel/__dt=2020-10-15
00:00:00/1602805530000_1602805560000_123456789012_cmr_channel_0_257.0.json.gz"
]

},

"activity-name": "LambdaActivity_ 33",

"lambda-function-arn": "arn:aws:lambda:ap-

southeast-2:123456789012: function:lambda_activity"
}

%Ei1B Amazon CloudWatch & EVEX{S 5B & £ & A

FREEHEEETFNERNEVERERARK  B7ERTREERBAERE, EEAFLE , &
AILAEZEAqueryAction (SQL &) RIEEE VU ER EQueryFilterFdeltaTimefmBE. AWS

f# A CloudWatch E4FEER 156


https://docs.aws.amazon.com/iotanalytics/latest/APIReference/API_CreateDataset.html

AWS loT Analytics EREEmR

loT AnalyticsEREEEERBRIENER K MENEREARTERELEE, EEEREMINEER
ZEBAWS loT AnalyticsE E#HiIB = ERF R BIER |, 3EiB Amazon E CloudWatch vents EiX@ %,

IEATLAEAAWS loT AnalyticsE32 A&, APl, AWS Command Line Interface(AWS CLI) 8 AWSSDK
RiIEEERENRIERRA,

FEAWS loT Analytics APl A , LateDataRuleConfiguration¥#4REXERENRHE BHR BIER
E. YR8 CreateDatasetfMUpdateDataset API fE¥4BRIBE 2 DatasetYHH —E 5,

28

IR BERIERE T ILEE R R BIBEAWS IoT Analytics |, SBBHAIEETHENA

ruleConfiguration (LateDataRuleConfiguration)

BEEEERBR R EEETANERE.

deltaTimeSessionWindowConfiguration
BEERRETERERFRCEREANES.

DeltaTime 8 EREREMRE. S LAEA DeltaTime B ERERS , EhES8 L RETU
REFEEREFEHRENER ., MEEHHIDeltaTime , FREEH=ERER (CLI) 21 SQL X

%,

timeoutInMinutes

BRI RIRR. BATLAERA , AWS loT AnalyticsBAtimeoutInMinutes{E A LR EER
RBATUREENEEERBEH ., AWS loT Analytics[E B & — #EE A4 E CloudWatch

vents,
A - BB
BEMEE : 1-60

ruleName
HEEERIR BN BB,

HR . FH

/A Important
ZEiEF1ateDataRules , ERE X AFADel taTime B4,
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RELZEEMBRA (E28)

T 512 F R R AMATEREAWS loT AnalyticsE#2 &2 HERIERNEEBER KA,

EEREILEERIRA
1. & A AWS loT Analytics F# &,

2

EEBESEET , BEENE,

ik [ERRT , BEEERERE
EEBESET , EEFHAEA.

B TEE, AEERT  EE "TRE.
HRREERBRINERREZT |, BT TIRAE

a. & "ERER, RET , EEEZERE,
b. % "wRE., &, GAREBER , AREEFE—(EEAL

c. EREEERTFAF , BARTN, EVTURKERALRVNERE , RTEHRFRER SQL &

B, Hln from_unixtime (##).

MEFENARERSEBBLCREANESENR , F2H (Presto 0.172 X)) B HIMEEEE

MEE T,
d. HRIEEZEREA  FEREERAD.
e. HREZEKE K GAEZH, ANEEA 1-60,

f. BERMEF
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UPDATE DATA SET

Configure data selection filter

When creating a SQL data set, you can specify a deltaTime pre-filter to be applied to the message data to help limit the messages to those which
have arrived since the last time the SQL data set content was created. Learn more

Data selection window

Delta time -

Offset
Specifies possible latency in the arrival of a message

:

Timestamp expression

| from_unixtime(time) |

Late data notification
Enable late data notification to receive CloudWatch events if late data is detected.

-

Delta time
loT Analytics will emit a notification if late data is received within the value below

Minutes

REEEERBRA (CLI)

FEAWS loT Analytics APl A , LateDataRuleConfiguration¥# R EXE B EMNZHE BHR B
Eo. ¥ REMIMEEB ZDatasetWHH —EBCreateDatasetUpdateDataset, EALEA
API AWS CLI, 3 AWSSDK RIEEEERENRIERRA, THAEM AWS CLI BvEEH),

FERVEAEEEEENRANERNE  FRTTIHT, kvt ERRdataset. jsonEBRURN
B BIHY B #%.

f# A CloudWatch E4ESR 159


https://docs.aws.amazon.com/cli/latest/reference/iotanalytics/index.html
https://docs.aws.amazon.com/iotanalytics/latest/APIReference/
https://docs.aws.amazon.com/iot/latest/developerguide/iot-sdks.html

AWS loT Analytics EREEmR

® Note
BRI LAME R UpdateDatasetAP| B IR A ERIE,

aws iotanalytics create-dataset --cli-input-json file://dataset.json

dataset.jsontERETELUTRER :

LB ZE####### demo_ dataset,
#unnnnnrBRBEEERFHRERE,
Rruppppsssssss##B0N SQLIBER | LLEHER.,

MENARERSEBBLREANESENR , F2H (Presto 0.172 XX4) HHY BN EERBNESR
To

F 1-60 2 BRI E fa#,

- AEMBBB R4,
{
"datasetName": "demo_dataset",
"actions": [
{
"actionName": "myDatasetAction",
"queryAction": {
"filters": [
{
"deltaTime": {
"offsetSeconds": -180,
"timeExpression": "from unixtime(time)"
}
}
1,

"sqlQuery": "SELECT * FROM demo_datastore"

}

1,

"retentionPeriod": {
"unlimited": false,
"numberOfDays": 90
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},
"lateDataRules": [
{
"ruleConfiguration": {
"deltaTimeSessionWindowConfiguration": {
"timeoutInMinutes": timeout
}
.
"ruleName": "demo_rule"
}
]
}
7] B UEE B & RHE A

&R LAFE CloudWatch E#HEVR Al | UERMARE R EXAEEERBAAWS loT Analytics.
E CloudWatch B4R EBAE , eERARPERNIEE B RBE,

#3 CloudWatch E437 BI#Y 50 R G4
EEAHEE E CloudWatch vents R Bl 2 BIAWS IoT Analytics , 5117 T SIR4E -

« B4 Events A CloudWatch BWE#, RAIMBE,

- BYMERE CloudWatch B4R AR EZR, RATNUAFZEENEER , fIMLITEE
« Amazon Kinesis Streams
« AWS Lambda BH=
« Amazon Simple Notification Service (Amazon SNS) F &

« Amazon Simple Queue Service (Amazon SQS) 175

& CloudWatch B4 RIFMEEEBEAY B BEX BN ABEILAWS loT AnalyticsEREY "AWSE |
., MEFMET , F2H (AWS —ix2E) hil IRIE %2 ME EE,

WMEFMENR , 2B MR E CloudWatch vents ? £ 52 Ei# CloudWatch SE B s P BAE
AT E# CloudWatch SE&,

HEEE B ANE A
IEEEREANSHER TR,

{
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"version": "Q",
"id": "7f51dfa7-ffef-97a5-c625-abddbac5eadd",

"detail-type": "IoT Analytics Dataset Lifecycle Notification",

"source": "aws.iotanalytics",
"account": "123456789012",
"time": "2020-05-14T02:38:467Z",

"region": "us-east-2",

"resources": ["arn:aws:iotanalytics:us-east-2:123456789012:dataset/demo_dataset"],
"detail": {

"event-detail-version": "1.0",

"dataset-name": "demo_dataset",

"late-data-rule-name": "demo_rule",

"version-ids": ["78244852-8737-4650-aa4d-3071a01338fa"],
"message": null

# CloudWatch S5+ Rl LA I 2 B 6E A0

THRFRAMMEIFA |, LUEEAWS loT Analytics iE5E & ¥1# &1 EiX = Amazon SQS 1751,

#3I E CloudWatch vents #R I

o K~ w0 bhd =

8.
9.

B 8% %55 5 CloudWatch##H & .

EESEEKW Events (BH) T , 11 Rules (3R A,
ERANEEL , EEZE [EIRA.

£ TEARFE TERE TS4EK

7 [BUKBRELESHNBAHER] BERP , BT THIEE :

a. &% "TEREEW. | EIZ loT Analytics

b. HWREHER  FHEIZ loT Analytics ERIELEmBHE,
c. EEF[RBEEREERE ARBABRENENEHE,

£ TEEL T, EE THEEE

#1E SQS 173, REEIT T IIEE

- TP A, BERET,
i#IZ Configure details (FREFMEN).
E[FR2: RERAFHER EEL , mAZBANRHA,

10. ##2 Create rule (B3I R A),
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£ AWS CloudTrail 528 AWS loT Analytics AP| FEAY

AWS IoT AnalyticsE2#&AWS CloudTrail , EERETRREHFERAE. ABHPAWSHRKEFTEREZ B
YERYEEEXAWS loT Analyticso CloudTrail #EEXAWS loT Analytics BE#HI APl FEY | BEREAWS
loT Analytics A LA R KB ¥ API 2 HEFEAWS loT Analytics=NEEFEAL | LA KB API 3 HEVFE
RIEFWN, MRERIER  RULUEE4FERE Amazon S3 fF#FEFE , 23EH CloudTrail &
%, SENEH , BFENEMHAWS loT Analytics, BIfERREEBR , SR TTIE [(BHEBELICHE)
#9 CloudTrail R ABAKHNEY. EHHKENENR CloudTrail , ERATAHERENGER, R
i REVERAWS loT Analytics, IRHEFRWE R, REBRHER, REBRNER, REBROY

EEHE—FTH# CloudTrail , FZREEAWS CloudTrail & EE,

AWS CloudTrail 9 AWS loT Analytics &

CloudTrail ERZBIAWSIRFE R , RRSELWIIRFPRA. I, BkAAAWS loT Analytics , REE
ST ECHEE CloudTrail B |, WiSHMAWSIREEHLHIEH D, BOURE, BSNTH
AWS IRF S EH. WFEFMENR , 528 FEH CloudTrail EHEEEHBRE S,

MEL AWS IRE P EEHEITEHEE (B AWS loT Analytics WEH) , BEUBRE, BREE
CloudTrail #% AFFE R T E Amazon S3 FEFITE. RIBFERE , ELEETRAEIEHCSRE | B
AHEERIMEESE., ZXEMREHHRE AWS DEIEFRERENEHN , WiEAFERISREE
EM Amazon S3 FZETRE. WAL, BREEREHMAWSHRE , L —F 5 M AEE CloudTrail B
PIRENEHESR , LEREBMEEEE, MEFMENR , F20

- BIEHKEE

« CloudTrail X BN RKEES

« ERZEM Amazon SNS @A CloudTrail

- BEWZEESEN CloudTrail AFEERZEWRZEIRFR CloudTrail HFER

AWS IoT Analytics XX & T 5l API EifEFc# 4 CloudTrail B ERPHEH -

« CancelPipelineReprocessing

* CreateChannel

» CreateDataset

* CreateDatasetContent

* CreateDatastore
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* CreatePipeline

DeleteChannel

DeleteDataset

DeleteDatasetContent

DeleteDatastore

DeletePipeline

DescribeChannel

DescribeDataset

DescribeDatastore

DescribeLoggingOptions

DescribePipeline

GetDatasetContent

ListChannels

ListDatasets

ListDatastores

ListPipelines
PutLoggingOptions

RunPipelineActivity

SampleChannelData

StartPipelineReprocessing

UpdateChannel

UpdateDataset

UpdateDatastore

UpdatePipeline

B—S£E4SHFEEHSTSELERBRENEN. FHEATHBEHE THIEE !
. ZEREAFEHBH AWS Identity and Access Management & ZE A ERHEH,
- REBHERE , RAFEATREACEHME I 2 FEFRAENERELRE.

- HZFBEREEHSE—1E AWS RERE.
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WMESHMER , 5528 CloudTrail userldentity JTT#,

T AWS loT Analytics HFE#ERIER

ERE—BHEE , BB UARERNEARINELEEN S3 @ Fir, CloudTrail BFERER
—EHZEEREE, —BAEHAEMARRRENE—FR , XTSHREE. FROBHNERD, F
RNFRSBEFEH. CloudTrail BFFERILIFKAE AP WULERGSHE , Rt S UEEEIRF
HE , Bt g R AR EIEF HER,

LT EHERNERE RCreateChannelEER CloudTrail BEEE,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsChannelTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsChannelTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:43:12Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",

"userName": "AnalyticsRole"
}
}
.
"eventTime": "2018-02-14T23:55:147",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateChannel",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.162.1.0",
"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {
"channelName": "channel_channeltest"
},
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"responseElements": {
"retentionPeriod": {
"unlimited": true

.

"channelName": "channel_channeltest",

"channelArn": "arn:aws:iotanalytics:us-east-1:123456789012:channel/channel_channeltest"
},

"requestID": "7f871429-11e2-11e8-9eee-0781b5c@ac59",
"eventID": "17885899-6977-41be-a6a®-74bb95a78294",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

LT Ef@E RN ER RCreateDatasetEYER CloudTrail HE$1EH,

{
"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDE12345FGHIJ67890B:AnalyticsDatasetTestFunction",
"arn": "arn:aws:sts::123456789012:assumed-role/AnalyticsRole/
AnalyticsDatasetTestFunction",
"accountId": "123456789012",
"accessKeyId": "ABCDE12345FGHIJ67890B",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-02-14T23:41:36Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDE12345FGHIJ67890B",
"arn": "arn:aws:iam::123456789012:role/AnalyticsRole",
"accountId": "123456789012",

"userName": "AnalyticsRole"
}
}
.
"eventTime": "2018-02-14T23:53:397",
"eventSource": "iotanalytics.amazonaws.com",
"eventName": "CreateDataset",
"awsRegion": "us-east-1",

"sourceIPAddress": "198.162.1.0",
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"userAgent": "aws-internal/3 exec-env/AWS_Lambda_java8",
"requestParameters": {

"datasetName": "dataset_datasettest"

I

"responseElements": {

"datasetArn": "arn:aws:iotanalytics:us-east-1:123456789012:dataset/
dataset_datasettest",

"datasetName": "dataset_datasettest"”

},
"requestID": "46ee8dd9-11e2-11e8-979a-6198b668c3f0",
"eventID": "5abe21f6-eela-48ef-afc5-c77211235303",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}
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HERE AWS R REBRISERMER S ENEER , F2EAWS RIS EESAETEHFRFH,
WRFELERBBNESRLR. WFE—REFA , FSEAWS REETEAWS,

BALAERA TEE = S S AWS Artifact, MIEFMEN , B2R TEPHHEHH AWS
Artifact,

BEFERAKNSRETETOR AWS B REMNERMYE, NFANEHREEUAREREENER.
AWS R4 T 5 &R LAt B8 & AR

« ZEMESAMREAMER — SLMEBEENRRAEBEERE  YRUMBUZSHEMSHRE AWS
RERNEERZNIER,

« 1 Amazon Web Services EZ248 HIPAA Z4HEEHEY — AARERPLARNAERELZTS
HIPAA EEHFE AWS AEER.,

® Note
WIEFTE A AWS RFE ERFE HIPAA &, MEFMEN , 5520 HIPAA ERRESE,

- AWS EREFRAWS — Ik THESMIEREES A seiE ARG ERMATE

- AWS EFEHER — ZBERNAERBRARNEEREN, ENEERRE T EZERE (B
BB RAFRESMBZEA (NIST), XN FEXRLZEBFREZEF (PCl) MBERZRELER (1SO)) F , &=
AWS B BiESI U HEER 2 RHNKEER,
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- EFAWS Config B AEERHP IR AFEER — b AWS Config RE ST A ENERERFTS
AHEKR., EXENMERANEE.

« AWS Security Hub— 1& AWS BR#% =Rt T RE T &REB L ERE AWS, Security Hub AR %
7H, RSN AWS ERERELZNEZREBREFT R EREENREER, NEZENR
BB | 5526 Security Hub controls references

« Amazon GuardDuty — ZEIBEERIRIEARH AWS (RE AT SRFMEEEE , #Et AWS R EREHNT
EEH, ARNERNWEBERE., GuardDuty BB ERESEESHRMEER , Sl PCIDSS , mE
BEERMEEBAREN AREBEIER,

- AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS £AER , UELEEE R
R, UREFERMNERBEENE R,

B E1E AWS loT Analytics

AWS £IRERRBEERE AWS SINATRAEEHEYN. AWS BERHZS @S HERRHNERTH
B, WARIEE, SWEENSEREBRBIEAEES. CRATHES , B URETNRFEARE
ANMERE K ETARSCEHEDRERE  MAETE. TRAESNTHLE, FEEINRERED ,
HRE-RZEERPONERERRBES,

WEEHN A RSN AWS MEF , FSEAWS 2 HERZE,

HiE#EZ 2 AWS loT Analytics

EAFEERT , AWS loT Analytics 2 F] AWS £ EKBEZLMNRE, B AWS TLREAR M
AWS REEREEBNEAERNR , F2RAWS EhLts EEFAERERR SN REMCERERETE
N AWS IRIE , FSHREMIEEBE AWS FNEBTHEREBRE.
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