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HREEE AWS loT Events ?

AWS loT Events AI B ER R FRNEEEESARENESEXETE Y ENEE4REREET
fE. AWS loT Events IHBERKRBEE, BF. EAEIXMEM AWS REHN loT BURISRER |, L&
BEESEH , LEESEETH.

B LAERA AWS loT Events £ AWS Cloud P EE MM EHERERAER |, LMESEB AWS loT
Events T A= API FEELEARER,

AWS loT Events Define Detect & Trigger
Helps you monitor your Define conditional logic Detect events and Action
equipment changes in and states to evaluate trigger actions when
operation and trigger alerts incoming telemetry data events are detected
Inputs to respond when events ocour to detect events in

equipment or a process

BRI MIhae
B RE S EIRHOBA

AWS loT Events #ZREFZ loT EERREN@A, HHTIERAUFRE, EEEAER ,
LAR H At AWS loT BRFS , #la0 AWS loT Core #1 AWS loT Analytics. &A]LAfEFREX AP T E
(BatchPutMessageAPI) # AWS loT Events &R &R AHREE,

£ ABERBEREX KB SHNEMEN

AWS loT Events AT LA BIS K R B EME loT BRIFENEARFNZBAANSHEN , AIREZE
RIBENFAZBUBRE. EREA  RABEERSFNERAEFHRHUTEERFE. B2, RF
BETENBARNEAERNEN  TRLAZERERENRE. ETTLUERE AWS loT Events
HRER  FHAEAENEEEFARHPIBELSEH K MAREMNENRR,

RIBEEREE

AWS loT Events ] ZERE1ETE Amazon Simple Notification Service (Amazon SNS), Lambda
AWS loT Core, Amazon SQS 3% Amazon Kinesis Firehose F 83 E)1E, &t AT LAERH AWS

BERTHEE 1
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loT R AISI 2453 AWS Lambda ThEE , LAEFE A EMARE (#1240 Amazon Connect) &R B2
¥ERRE (ERP) EREXRHITEME,

AWS loT Events @A U#MTHEBENRAEZERNAE U REERASHEF,
BBER AR EERNER

AWS loT Events EEZRIERER , S RBHEN. EUTAARERENEKEESR — AR,
BHEEBRRNEEERIZAEXENFIAHNITEER AWS loT Events.

(dEESY
ERNERREE

BREEESRBDENMEESE, NREF—EFEILEE K MEBREEMERARNAS , B
BAVHEHMEBEFEEEE THMER., EERTAGEN. £AK , AWS loT Events A LAt E#
BHENZEERFZYVCER , YEBFEABSEREANERAB2ERUNEE., RE , £8F
FHFAERS K MEBSTHENGRE , RAEBEEEFRNTIHREREMAE. HEHEESH
5, HERARZUEHEEER , MR EEERHEES S HEBWERE,

EETREMBEA

BRLEREABERBEA  LEBILEHNBE. BT HEBANRETREIRE , #EARRBT
BE , BERANERZRE , TUOERBEES. ERENEBARTH T EERSVNHBEERFER
X, AHREERLEBABERHR[E, SUTUEAREERRZMR AWS loT Events , EE IR EIE R
EERER  WERVER, UAEEASBENEREHESRMNAS.

EHEFEBLRE

BU LR EREERHLD , EEERNPOMSEZISENEREER , UpILERELRERER
BAREHE, SEANBASNRERAFZREHBEN K SERIENEECNERHE. B2, X
BETERENEERRBYTHEE , ALR#ENDIME, FHE AWS loT Events , AR EE
™, ERENEZH  BAEESMEEBMAREGARKNVEE, BEBEESRN , BULIEE
BARLENEK  EENEBEETETNREERINBENKRAEBL,
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=G 7E AWS loT Events

MRERE AWS IRF | BRI TZRRE M —1E.
HEAEMAA AWS RS

1. BARK https://portal.aws.amazon.com/billing/signup.

2. FRERFELIERET.

HoEMEFFEBRE |, U ESHREE A RIS,

BT —EE AWS tRFE | SSRIZAWS tRERFEAE—E. REAEEEFEXIRFHPIME
AWS IR FMER, ZeUREMEREEEFIEERGERE , WEMFA root & RHIT
FE root FRAEFIENTIHE,

R ERFERR AWS loT Events

AERPAFE AN KL THEERMEN B EFER AWS loT Events, A LAEH AWS CLI i85 AWS

|dentity and Access Management (IAM) £ A2 A MNABNEREX , WEIMPNERIBTHE
EIhBE AWS loT Eventso

IAM EAEEFREESEBRSEHEFEIN AWS ERFUNGFAEA. NENZEERA AWS loT
Events , B2 BN EIE, ERMIFEHZRSIE AWS loT Events,

HEEHIAM EEREBRYANEEAGNGT , F2H IAM BERE - A IAM SEEZE AWS IkF
Z B E k7 EUE,

(® Note
BRETLLE 1-128 fAF T , a2
c REFNEFR az
- 8%, 09
s HHRFTL-. _H o

RERIRERR AWS loT Events 3


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html
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BFER

AWS loT Events Al RZ B FEAHM AWS RENE1E, EEEREM , B4 AWS loT Events &R
RERLEHTELEENER, XETEHEBE , URREHERHTAIEIELEE . BRA EHIE
Ko REEEFE 1 Man ID BB, MRTEEN , FHLEREBEERATT (M), USREBEFINEE
BR, B LER IAM 32528 E AWS loT Events # B E&& 2 Amazon SNS B RIVER,

AWS loT Events XE T 5| A B FE AR EEENENE -

« setTimerglIZ —{EF 2R,
« resetTimer AERETHES,
« clearTimerflBREHEFER,
« setVariable LB £,

AWS loT Events XE T 5| Al ZEEH AWS BRIEHY BYE -

« iotTopicPublishBAB#ERE MQTT EEMAS.,

-« iotEvents#$&# AWS loT Events fEAB ABEEE,

« iotSiteWise #ERMEEZE AWS loT SiteWiseF W EE B,
« dynamoDB#¥ #HEX E 55 Amazon DynamoDB &k},

 dynamoDBv2i§ & RHEix 2 55 Amazon DynamoDB &Rk,
« firehosef$EIREIXE Amazon BiE Firehose o

« lambda® A —1& AWS Lambda B,

« snsAHEEBHNERNEEER,

« sqs#ERHEEE| Amazon SQS 1751,

Example BUR

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "iot:Publish",

"Resource": "arn:aws:iot:<region>:<account_id>:topic/*"
},

BEHER 4
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{

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Allow",
"iotevents:BatchPutMessage",
"arn:aws:iotevents:<region>:<account_id>:input/*"

"Allow",
"iotsitewise:BatchPutAssetPropertyValue",

"

"Allow",
"dynamodb:PutItem",
"arn:aws:dynamodb:<region>:<account_id>:table/*"

"Allow",
[

"firehose:PutRecord",
"firehose:PutRecordBatch"

]I

"Resource"

"Effect":
"Action":

"Resource":

"Effect":
"Action":

"Resource":

"Effect":
"Action":
"Resource"

: "arn:aws:firehose:<region>:<account_id>:deliverystream/*"

"Allow",
"lambda:InvokeFunction",
"arn:aws:lambda:<region>:<account_id>:function:*"

"Allow",
"sns:Publish",
"arn:aws:sns:<region>:<account_id>:*"

"Allow",
"sqgs:SendMessage",
: "arn:aws:sqs:<region>:<account_id>:*"

BEHER
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EEZNREZR#UURTHE ABBRNSEER , MEERAUSFERPERH, R
LEERBHEREENEAEIER  ERFEAENER TUE L EHEDFE

B RAEXEREZFAEIERENGARBNER. EXRTRTREERZI
iotevents:CreateDetectorModeliotevents:UpdateDetectorModel , & AR EEHY#E
PRiotevents:UpdateInputRouting,

Example

Ty RAIEH B ERiotevents: UpdateInputRoutingo

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "updateRoutingPolicy",
"Effect": "Allow",
"Action": [
"iotevents:UpdateInputRouting"
1,
"Resource": "*"
}
]
}

BAILA " IEE®W A Amazon EREH (ARN) F/EE , MAREAF T * "Resource" , UG R
REIAFEEA. EAURERHEHFEAENIEREYSERNERFERMERA 2B AERNER.

Amazon CloudWatch B A®BE

THRAHEEEARAFMEFEEREEA , 7 AWS loT Events R RIEIE CloudWatch 352815,
y=R=NE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

REWAEHR 6
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"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:PutMetricFilter",
"logs:PutRetentionPolicy",
"logs:GetLogEvents",
"logs:DeleteLogStream"
1,
"Resource": [
"arn:aws:logs:*:*:*"
]
}
]
}
FHEBER :
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole"
}
]
}

EFER IAM FFUBRIMBERE , AAFEAZEEAS , TR, MFEFHEER ,
(IAM £ EER) FHREFHEZAGEERR AWS BRBHER.

"Version": "2012-10-

"Statement": [

{
IlSidll: IIII’

17||’

"Effect": "Allow",

"Action": [

3
B
8

Amazon CloudWatch HiEABBER


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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"iam:GetRole",
"iam:PassRole"

]I

"Resource": "arn:aws:iam::<account-id>:role/Role_To_Pass"

BALAER L TSR ME CloudWatch HEHERERE, & LFF AWS loT Events #& BSEEH B A
CloudWatch i,

aws logs put-resource-policy --policy-name ioteventsLoggingPolicy --policy-
document "{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\":
\"IoTEventsToCloudWatchLogs\", \"Effect\": \"Allow\", \"Principal\": { \"Service\":

[ \"iotevents.amazonaws.com\" ] }, \"Action\":\"logs:PutLogEvents\", \'"Resource\": \"*

\"} 1}

A THNGSRIEBFiLHRE, USRI roleArnkyER A EHK,

aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\": {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

Amazon SNS A BBEE
THRASTHEEMAREF AWS loT Events 3% SNS SAEM AR AFEFEREI,

HEBUX

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}

Amazon SNS fEAA BEER 8
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]
}
EEBCR :
{

"Version": "2012-10-17",
"Statement": [

{

"Sid":. """,
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.

"Action": "sts:AssumeRole"

Amazon SNS A BBR
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BaERA T AWS loT Events &

AEIN B AT PR 4R 4 & Bl 28 A FHBIAWS [oT Events B8R, A LA ASI BN MEMRER IS
B EERENBBRER, E5/ZRASNBIEESERER , BRSREZREEEHBRARE,
RETEEIL Amazon SNS AR , RERIMAEERAERLNER. EBRIBRXEREE=XXBLHEH
WERSRER , REEIREEEARRE , WEIXS —H Amazon SNS FAEMAREZFA L.

EMREERBIRENER=EFY , JUEREFRENERKRIEFBIBRNERA T IEEHRE
By EEHEEHNONK,

rEEHE L, KETUKRIEZETAAERNFARRARREER, BEATUERRFAEARBALR
BHRASFERFIEHEWRARER , SERFEN AWS BEHPEAEM. MREEAENFZER
FREELANMESEILENBARNERTELSERA , YEMERANEMAE ARN,

EEFAE L, EETUKRILETUAERNARRARBERER, ShaEREREEARMA
MENRAUREEREHENRAURER  IEHMERPEREM AWS B, NREEAGRIZRE
B O FREEANMESRIMSENBWASENZIELWA K TEHREANEMEE ARN,

/A AWS loT Events 2#IA8 THRUTREA.

EZBA
EEEREGHNEBENER , S ERMASEREREAN AWS loT Events, E=BIBAEHEE
B A BETISTEREY AWS loT Events, R a] LABRE S X RENIT I BN E

- {# BatchPutMessagei®{E.

« £% AWS loT Core , A& AWS loT EventsS A2 &R ESE /) AWS loT REIS|ZBREAWS loT
Events E){E3R B, B4 ERBBEEZBNE A

« £ AWS loT Analytics , £/ CreateDatasetfE¥E I ERlEcontentDeliveryRules, L&
RASEEEBEEEREARSTH AWS loT Events @i A,

BYALEE—HZEAA K KEFRUERESAEZER. BREEMY  FABEGAEES
B, WEEWAERNAEFASER Ay BLR,
By ERRREE

ERAREERWARRE (RENBENER ) . #HHESENRE  ERFHEABAUBINEES
HE RS (Boolean) B, EMRM[ERMUEEM4E , ©UUEREM AWS BB ESGRER
BBEERNAERNRF, CUUEREMENF  ELEHEEEANBRHRERFHEBEFE , A
RIEFFE IR (BIFMN),



https://console.aws.amazon.com/iotevents/
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchPutMessage.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
https://docs.aws.amazon.com/iotanalytics/latest/userguide/automate.html#aws-iot-analytics-automate-create-dataset
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EXRHES | EEEEX Amazon SNS FAE AR R A S RIS EARERN B 1E,
EREERRERF

NREBERZEREREF  FESE@APEE—BRNY , UBBARKRNBEELEERERF.

2l MkeyfICreateDetectorModel, EMEZBMNM AT keyBB —EFHNE , — @
MR EHEAR  YRIE—EmAlsE. SERIRBIRRBERN—EEM. MORRBFEEELE
REFZFRENEA , BEEHRRERE SRR E MR,

MREERE-REF BAEAZERESFEFEEEEHA) , AITSEER —HNEBkey®
i, EEBBAT , EF—EADER , KEAZ— @R (8 ),

HH B AR A RE R BRI SRR E
BEEFETLESERER B AERBHERERIEE] AWS loT Events BIZRH , AT ELEHE

BHETHMKER{, EAKERES , LEFEH AWS loT T2 A AHE AWS loT EventsB 4 & K&
BFEH AWS loT B RIS ZBEBEAWS loT Events EE1R 8,

BREEMY , FREERBNEA | WEEEH AWS loT TRERELEEABWABFTFENAE AWS

loT Events,

(® Note

AYEEAREFNERIBRMEENES A |, inputdtfEdetector model REIFBERHUERE, &
A BAfE Itk JSON 8451 2R 15 By SR B e B B R A=

ES]

- BERHE

« BV A

- BV ERRER

o BEm ALV SRR IEE

W BARAF
MBLKRE AWS RS | HAIR— .

1. BARK https://portal.aws.amazon.com/billing/signup,
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https://docs.aws.amazon.com/iot/latest/developerguide/iot-rule-actions.html#iotevents-rule
https://portal.aws.amazon.com/billing/signup
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2. FERERLETRET.

HoEMEFFEBRE |, A ESHRERE RIS,

M —ER AWS IRF |, BRIZAWS tIRFREME —E. REAEFEFIIKRFTHNME

AWS R FMER, EEeUREMERSEEFIERERGERE , WEMFA root FHERHIT
ZEE root FREFIENTE,

3. E MM Amazon Simple Notification Service (Amazon SNS) £,

AYERE UREENEDH) REREEIL T ME Amazon SNS &, ELEEHN ARN 8E R

A :arn:aws:sns:us-
east-1:123456789012:underPressureActionflarn:aws:sns:us-
east-1:123456789012:pressureClearedAction, #FELEIMRAEREIA Amazon SNS
FEM ARN, MEFMENR , 528 (Amazon Simple Notification Service B3 A E15F)

BRT B REME Amazon SNS TE 24\ , BEFLEERFEE MQTT AR , HPIELREE
MERE, ERAMRE , B SER AWS loT Core THATHLEREAEIEL MQTT ZEMNA
B UHEFRENSREERAEEEVHTER K URELHTERBRSEEEEZE R, B oJlUE
RAEEARERPEYNBAREY  EHTHRERBEES MQTT TEER,

4. BE— AWS B EX#F AWS loT Events, MEFMER , FS0 AWS —ix2E Py AWS
loT Events, MERA , FSEEH AP AWS Management Console #§ AWS Management
Console,

B8 A

ERREERBRAR K RAEZBCUECSRESEFEENHEFFAREAENER | UHREERZER
B, BREENHUERBEERTENAA

BRI LUBEB AR S ELR EE B A
HERBER , Finput. jsonEENARERRRLEYEATIREANER !

{
"motorid": "Fulton-A32",

"sensorData": {
"pressure": 23,
"temperature": 47



https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/sns/latest/dg/
https://docs.aws.amazon.com/general/latest/gr/rande.html#iotevents_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#iotevents_region
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BELR TEMBAMinput. jsonXfF , EAILAIE — @A, FEAFHHHEF—EEE , UEIE
RRAEAEEERIEARMNRERRZ I BANETR.

£
- EEMBERTEIEEA
- ERRABERPLEEA

EEMmERTEIR=AA

AEERANTEEEEEE/BMERREURREELB A

1. B AZEAWS loT Events #2 A ZH [E I AWS loT Events 1R F] &8,
2. TEE AWS loT Events BAENE LA  ERYRFASEE,

3. HELEMIEBERS , BH (Al

4. EEEELELA  BE[EYBWAL
5

HR®WA , FEATERER InputName , RERREZFE " LEER, . TETNEERIRYP | ZBIE
ERRPESIUEIH AN input. jsoniER,

6. BN "RE@MABME, FENEEANENE K ARBEEY. AUTROT  BRARETED
BANBRRBE. Bh,

ERABREEPREEA

AEERAMAERGERF[ERNBEA , DUERBGERNERSFAR.

1. BARXAWS loT Events A&,

2. 71E AWS loT Events £ AR |, #EF [BAERFER],
3. iE¥E Create new (B ¥EHB),

4. JE4ZE Create input (BIEA),
5

HRAWA , FEATEER InputName , REBBEFE " LEER, . EETRNEEIRS |, ZERE
EBRAPESIUE I AN input. jsontE R,

6. HR "ERE@GABN, K FENECANEBME  RARRERN. EURHS  RARETED
HANBRRBE. B,
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Bi{EAsEEE

EAETEP , BREAREEREUNREE GriRENKRR),

HRBERE  BUNERGAN (BME) BERFEEABAUBIERESH., BAIEHE , ©
ELFRESRBEMBEFE, ELEEHBREREN.

HENRED  BEAUERSN , ELEMH T IERRBSEA TR HBGRERKE | AR (BLEH
BAR/OnEnterOnExitMOnInputEH ) FETRE. REESHNREBETEARK , BFEFTEH

Ttrue.
B {ERIsE R

1. BEALEUF—EERNRRE, EBAE  FETREZHPREFTERERE _1 WE,
2. & [REE] BT, WA [1/%%] B8 OnEnter , RKERE FEEH],

3. T [ OnEnter BH | HE L , M ASHEBNEHHEYE. THEHFIF | enter true RTREBA
REERF IR RN BN B 14,

4. HEEHBET  ZFFEDHF
5. % "E4EES T, HITTIRE

a. EERESE
b. HR "&8, Fx  EE TEREL .
c. HEEHEBT K BAERENBHER,
d. & "&8{E. P, BAE O (F),
6. EERT.
BEEENEE—K , TUERUBNERINEAS4TRE (KE—BE ) . RAEEENRFIE
MRESHITERSREBFEZR , TESEEYNE HIU , TEHNREEED).
7. TE [ARAE] EARAP , EIE RAE] ZEM [X] LURE [{ERISF] BRFBEE,

8. BEEVUFE_EERFME , FE "ERAF KEBeBPIRIE TiRE, K ARBHEREXRFE
=HE, ESEY —EEEANREuUNtitled_state_1,

9. EEEFE-—@AME(EF). RENEALEHR —EEHE,

10. B—TUASTHEEE —BEREERIE_FikE, SRERRE—EREBIE_BARE ERE "X
mEy ) NEER.

11. B "RwE. NRK. EERE4ERTD  BASHEBNSHBRESE,

12. £ ", BHEED , EE THEEBE.
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13. & FEESEHEFE 8L , BZ FEBE.
14. & [BEEF] , EE [REEH].

a. HR "8, EX, BEE TERES
b. & "BHEE., P, K MARENER,
c. HRIBEME K6 FWAME , HlM0: $variable.pressureThresholdBreached + 3
d. EERT.
15. BEUKIZEA _state_1 B —{EAREE,
16. 1E [IREE] B F , WA [RE] B8 , WE [ AK] BE [FESEH)
17. & [#718 OnEnter 4] EE L , MASH4 BB S4RE, BEFTEDE
18. & [REFBF] , 2IZF [EiX SNS AR

a. ¥ SNS £ |, B ALK Amazon SNS =R B 1E ARN,
b. BERE

19. BBEEHIPIIEEH,
a. ¥ Onlnput | BEFBEH K REWALRETIEHER

Event name: Overpressurized
Event condition: $input.PressurelInput.sensorData.pressure > 70
Event actions:
Set variable:
Variable operation: Assign value
Variable name: pressureThresholdBreached
Assign value: 3

b. ¥ Onlnput , ZBEFMEEH , RRWALFEF TIEHERA,

Event name: Pressure Okay
Event condition: $input.Pressurelnput.sensorData.pressure <= 70
Event actions:
Set variable:
Variable operation: Decrement
Variable name: pressureThresholdBreached

c. ¥ OnExit , BEHFIEEH , RBFEHREEIM Amazon SNS FEH ARN M AXFEFAT
EHEA,

B AR ER 15
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20.
21.
22.

23.

24.
25.

26.

27.

Event name: Normal Pressure Restored
Event condition: true
Event actions:
Send SNS message:
Target arn: arn:aws:sns:us-east-1:123456789012:pressureClearedAction

EEESESRE (k) . MENER LSRR —EEH
B—TAURREE -EREERIE —EARE. BEAHRETAEER "Reo&. NER.

BiF TEREE, 1T, ARE "EBEB, BH4ERY  FATIEARA "SHER, W TS4E%
%EJ ﬁiﬁo

{

Event name: BackToNormal
Event trigger logic: $input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 0

}

NEEMAAANBREBENNSinputERNvariableBHRBET , BB HWERETH
METE {50 88 R R U R R A

B [F1R] &, MEBBERT , WRERELLERAR[ERFLIRN ). & "FHR, EFF,
B TEM, ARE @B, "EE, ).

ETR, RERURERUERGA. £6 LA, &EF T84,
[BTEAUBER] EE L, $1T7 T HEME

a. WMARAREREE. RANACERE. LABGRALEIMN.

b. BEASEWH-—RSIBEEIUGAEE. EEEYNFERAELECH TAR, K FREDYNISBE
e, SREMRER AWS loT Eventstt I B HE@A A TAE, .

HA TEHRE, BUusR  FBRELAEEZEHANEGT—EBMEE, SZEEABAR[AE

ZRNBHEVEEERESEEER AT  YEAHNBIXHENSEREHBLERHE -, KNEHIFE

A motorid B4,

i#1Z Save and Publish (fRE X %),
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(@ Note
REERARERLENE—RAUBNBEENZRENEB ES., SIEZRASBELE | SRtE
ABMHEE—(AZR, LRBEATEFABESAFHNITER. WRZMIEFIETR (B
Rt RIREE ) | RIgfE—EfeAREs. MRBLAEKEEIB  RMAEAHER
EERENRE®AURESL.

BRI RERRRERERNHOEIAR (L JSON B ) EFNAIESERRAFER | NAEERN
AIE S —EmRl SRR,

AN REEEHEALLT CLI S T#TIRE, MELE  FEERUREENER  UFERE
- BmRERRERAN SR,

aws iotevents describe-detector-model --detector-model-name motorDetectorModel >
motorDetectorModel. json

EASRIZE — B (motorDetectorModel.json) , HABRBELURAUTAR,

-~

"detectorModel": {
"detectorModelConfiguration": {
"status": "ACTIVE",
"lastUpdateTime": 1552072424.212,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
"detectorModelArn": "arn:aws:iotevents:us-
west-2:123456789012:detectorModel/motorDetectorModel",
"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"
.
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [

{

B AR ER
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"setVariable": {

"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached + 3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70",
"nextState": "Dangerous"
}
1,
"events": []
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "0Q"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "Back to Normal",

"actions": [],

B ERRRER 18
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"condition": "$variable.pressureThresholdBreached <= 1
&& $input.Pressurelnput.sensorData.pressure <= 70",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70"
I
{
"eventName": "Pressure Okay",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached - 1"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
<= 70"
}
]
},
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"actions": [
{

B ERRRER 19
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"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:MyIoTButtonSNSTopic"
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
}
]
I
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:IoTVirtualButtonTopic"
}
}
1,
"condition": "true"
}
]
}
}
1,
"initialStateName": "Normal"

BRBA SIS SR

BHBES AL AWS loT Events (B2 B X ENENE) RBUCERIE R, NEBRBWMMAEE AWS
loT #EAEFEIL AWS loT £E |, ASELAE AEIXZE AWS loT Events HRIZF. &R EER AWS
loT EEEW MQTT AFREXAGFEAS. BEENEERAFAARRERENEE MQTT AWS loT FA
B AWS loT Events & |, &0 LA B it 7 EEUSERIE R,

X A LOR ORI BRI R 20
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P 8 A BURIE R SR

1. BRBCAWS loT Core X &5, EERIEEEHRE "EE, T, EF "B4BA, K AREE SR
EJJJ o

2. BEEALAN BRI
3. H[EVURA EEL, TRTIHER:

1. B 1. BEERAUBM. TR TR
- HAERE, MmAKRBNER , fliiMyIoTEventsRule,

(® Note
AZER 2,

- REAIFRA, EREAN,
- BET -,
2. TR 2. 3/ E SQL BR . FTTA T 5L :
- SQL hx#A, REBEEHEREENEIE,
« SQL Rz, # A SELECT *, topic(2) as motorid FROM 'motors/+/status’',

BET-%,
. SRIMMRABE, &£ "RAUBE, BERP , TR TIIRE:
- BjfE 1. 32E loT Events, €HEBET5IHM :
a. MAERHE, {AEEDREBENRE, MRLEERENEA | FEE TEREE, .

EERMHEA , FEiRE [EI loT Events] @A, TR THIHM :

- MAZM, WA Pressurelnputs

- iR, ERERM,

« F{E—1{E JSON 3 #, L£{E JSON EBRWER, MREBREXHY , AkEELE—EE
RIS B, ZRBEFE

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47

X
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}

- EFEW AR, REVEENEER,
° TagS (%ﬁ)o E%gmﬂlgo

BER

BRE TEVHRA, EETENEE "TWASE) R, BREUERERIAE A
b. Batch 3., EREMMN. WRAFHIASMES , FREULERE,
c. MBHAET. WABRRAE , EEBERA.
d. IAM g6, RFEFRIEENAG, MRKRIIHAR A FRE [BUHABL]

WA TAG, BWARE "BY,

HEMEHMBRA | FRE ERANEE
- HBREE, KERAEA, REMEEE , HEE "HEEREE, [ AREBEEPRIUE
B EIE,
SE BRI
- BET-F,
4. SR 4 BREAWYEY. REEELNEF , RREE B
4. EEASEERHN DAR] T , ZE MQTT APk,
5. F51##E Publish to a topic (R EEXRE), K T HIBN :

- FEEHE, WAARBIBHNER , flllmotors/Fulton-A32/status,
- SHEBMEH., BATIER :

{
"messageld": 100,
"sensorData": {
"pressure": 39
}
}

® Note
messageIdBRBMHMTBHRHSEE,

X A SORI ORI BR AR R 22
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6. ¥ Publish , BRI EEMER , BER "pressure"dWEREAAREGEBBSFERGIEE
W ER{E (f512085) KI{E,

7. iZIE Publish (34f).

FEINERRAITEREESE Amazon SNS AR L EXKE, BEEXBHBEHSRIERE LR
B (A8EHR70) WAL , LEFBEARETEESP,

EWEGF | BHBEEE=ZEABRABEEAREBENALE , TREEMRE TEE, ARE , IUE Amazon
SNS AL , EHERIBEREER. @F "EE, REER | —RIRBRHEEEBRFINASSERERZ
HEA Tk, Mg WEEERZMTH Amazon SNS AR,

BE  LERART —EFENWANSRURZER  FEAUTRE,

- ERHAELLEEESRUBRERG (ER) .

- WEEREPEER step-by-step Il FHIEFEE |, fEH AWS CLI
- BESA4PhREXFEANFRAENR,

- TR XENEE.

- MRELRATEER , FBBAWS loT Events 5E 25 #,

BOXE A LURIEORIER

)Mt
=]
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B REMHSE AWS loT Events

B

£

EBEEEME , LEBEAMWFIZE AWS loT Events.

- B3 AWS loT Events 18823 E B B BUA Amazon CloudWatch 52 8%
« £ AWS loT Events =2 &R TR , EHIR MU EFERESER
o FHER AWS loT Events 15 , LERBHRREBETZEMEMBIBTE L

B2 AWS loT Events 188|258 & B BUAH Amazon CloudWatch 52 8%

Amazon € B8 CloudWatch B2 H) AWS ERFMEIT AWS HWERER . A LLEIBR CloudWatch
L2RIGEEERER. EAEANENEERE, EEMARSEEEE AWS loT Events RISSHERRE | 7]
CloudWatchi# B =B fi# AWS loT Events IETE {1 , AR BEINEEER,

£ ERA CloudWatch

1.

o M w0 D

6.

WMRIEE KRBT , FKBHEENER AWS loT EventsI T BEV EEMMEAN AR |, LUIBHE
B FMEE CloudWatch R8I RERR AWS loT Events,

BT4E AWS loT Events £ &,

EEEERP , BERE,

£ [RRE] EE L, BB [RE.

£ [fREBFCERIRIE] EEM ORI BERYP , 84T T5IEE -

a. HHHERESFR , EN—MERRE.
b. HREMAE 6 FENEAZHARRNAEG , UMTERRENTEDE.
c. (BEM) MREAFMEERTEZRE , BT T EERTE A, BE

i HERE\EERT , BENEERRE,

i. WABERFREREBAN (EA) KeyValue A EERRH N ERIFE RIS EERSF (1T
1E%8).

BEEN.

N RCEHIETH O R E o

BA% AWS loT Events 1238|858 B A Amazon CloudWatch 50 8% 24


https://console.aws.amazon.com/iotevents/

AWS loT Events HEASER
£ AWS loT Events X5 T/ERF , EHRMURBEEBFER

5 AWS loT Events XA , EEETH IFSREEAKBESS S, BR , BHERE "%
i, TEERSERIBSE R FE1ZE AWS loT Events, EE#{ERISSERIE  SRANEBEESSELARE
Bk F R ERBIERS h A,

(® Note

MREARBMER , AITEREXRFR. BOEANSFEECR K RELEEHERE, ER , £
B EEIHER.

FRIEH AWS loT Events BiR , SUBRHRREBE A EEMERY
BEX

WMRERBE AWS loT Events BRE—RER , ZNVEHIE ( 2RERAREE ) T BMER. 5
W, RR—BREETEEKRZETIEELEA T SAERARER, BR , WRREEDEN 30
REBEHE  BATERERBERIRABFER, MREFERKEBRTELR  FEBERAAWS F#FR
%o

1£ AWS loT Events =2 AR TER , EHIRMUREFEREEER 25
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HERE

REFREA WA

- HBHBLURAEESSHEABERFHWRE , YHEERATE —EEHSSHTEE R 2 EE RIS
#MITER.

- FFEEEAAWS CLI.

- BUBANEBREEEMENERNERRER | UERNRESEEZENZEBNRE,

- WEIEWA. ERISEEFAWS loT Events IR #Y BR &I F R #1,

- EERASEEENEEMNRAE  HPaEFE.

B3

« FIAWS loT EventsRESFZZHY loT E£E
- EM step-by-step B F

- {581 35 2 5% BR 51 F1 BR 51

- —EFFSRNAF BETHRBERS

FAAWS loT Events2REE1=IEHY 1oT £ &

& AFAWS loT Events REZEEHEF , WRIBREASHRIITEH ., SEEEMY , FRETIE
RLBRAT

B

BN BEREBRENEBNREFIGERNERAWS loT Events, BRI LAEBEASMBAANEEE

AWS loT Events, A LURIBL&E S A5 E BIEAT AKX

- ffM BatchPutMessagei2fE.

« EFEiotEventsiRAISIZMIFEABE, AWS loT CoreiR BB EE A ER RGN AES
£, AWS loT Events

« ZEFAWS IoT Analytics , £ CreateDatasetfF 2 I ERl & contentDeliveryRules, EL
RASETEHELERERNBTHAWS loT Eventstii A,

« 7EAWS loT Events{& Al H s EonInput - ESE IOTEVentts B4, onExit
transitionEventsHREERBERATERNADBENSHNESA , SULEEERBNH
AFRREBERR,

FAAWS loT EventsZRESIRIRH loT £iE 26
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EENEBRRUEEFNBEELERCH , BLELEEE—SZ@EA. EEEEN , FAEEH
AEERR , WIEEWAERNRNEAASER P BLREM, AWS loT Eventsid JSON BEME R
WERNIBURREFZRENE A, SERASTUERAITIRE , b URE g AES LU RIE
BHNEH,

By ERREE

ERAREEERAURER (REIBENRE ) . SHUESEARE , ETUERTAEARD AR FLE
(foAE) EIE , MERERSEH. GRISEHE  SUNBERE , UEREMBAWSRERE 87T
FRAAEENEEFE, EAUEREMES  ELEAEEEATEERERRBEE , UREFS
R B (BEME).

EAHEG | FEEIX Amazon SNS FAEMAR R E A S RIS EMERRH B E,
EREERERF

MRCEERZBAEEREF , FESEABAPIEE—EEAC , UEIBARRNEELESRE
BF. @E2ETMkeyICreateDetectorModel, ) & — A RMEHERR ( EHEZRNE
AFBHEE—EfFfFNEKkey ) , —ERUFELAE., (SERIIST2RAUB[EENED, ) A
%, FORASEESEREZFRENEA | B2 E A0 28R R 5 E R MR,

MREEEEREEER (EAZERBRFEREEREAA ) , AIFSEEE-—NE
ikeyFR, HEBRBAT A EE—ERAZER K SRZ—ERRR (& ).

HHBEREARE R WA ER

BUEBEH AT LU EEEAM ARRIBERERZEFAWS loT EventsifIZFH , MAZELEHE
HITHMERN b, EAKBRED , B2FEHAAWS loTEEABMAWS loT Events BB EREHFE
BIAWS loT Core#i BI 5| R EZAWS loT EventsEER A, EMEBIE—F , B LUBIB A BB

Ao R, HEEFEHAWS loTESI & RER —E/EAEW ABEFIREEAWS loT Events,

E N KE AR SR AR B rp R E IR LEARRE 2

HZYEENERBREREERPLENRE | FBRRTEETURPLEE, Flan , MREMTEER
FURETT , BRI LUERRBRRTREFERBR  UEEFREFEH, £EE , RE—EDE : H5FF
W UEMEL o BHRABEBFEMEMRE . "REFFEREL WM TREREFERRL o K
mE  BRELASEITENBFER —ERE , XETEFEBFRBEER —EiRE, ERFEASER
M, EWELITR, flun, SRR ERI TS AT BE A LU BRI iR & EE A ERE
B, BEREGKHEEBET "EEIIE, B, FRATIRAE,
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FEREETREEANMRE , FEETOA. WATSREERENMEREMENES. EEEVM
A, FEREIEFEENASTER-HSE G EMERENRL. ERHEFF  SCFE—ER
AREFEBRRRBRLY ("TESLRL ). BHENEREREXTRRTENHES , SEHESHBEE
BrENFR. FEEVMEA , EXFARHNASNEE BREBERRVARL, SEERMAT
BRE ( "HEMGHNER, ) JTERTBUABCRE  EUUERFETERE. SR BRIRE A ET
—EHE (RESLEE2EBRAZONR ? ZRICHEENMRNTY 'ENeRERH, , FOTE
REARGULURTHER ) . BUNMTELHE , Y ESHHEEALS.

BB AL , REMEREN—FEEaA, ZEZENE—ERENEYS , ZIBHSRBWABTHE ,
WAERBEAE ZERE, ER—EBEZEH., (transitionEventsfAMBonInputEHEE
., BWERILE —BMREN@ AR  SHSFTEREE_/RE (WRSBconditionfFE). B
BEEE _EMRER , RESEARE  IELAEEAS., (ZFEAPNonEnterEfh, EEAE-
EiRE , EEEHRIXERS., BFEEFE—AWAZIE, ) EEHMBERENSS  EERERREE—
IS ER I

Htt EBENEHRonExitMonInput, —BEBIBWMALFESHELS , onInput EHHMEHTEENE
B, BEREEREBIMEAFSHRMAR , onExitBEHEHTEENEF,

fREGIB T AR ? BAY , (ROMEEIE—E DIEFFERE ., RE? waER G ASER—E
TERNHE, EE-_BRET , CFE—ABRSADIRIBARRENE —BARE (EE-EARE
MonInput:E#H ), EERRBEEIE—ERE , IRCHFAEEMBEEREHNRERRIE
REBENHT .

EREMRAE., —LRAURREBBRMRREZRMARRENSEEMEHN K M EERTENE
. Bl ERR/ERFIRA=EREREHRE . "IER, RE. "B&R, REN DEEBEL R
&, EREASEH —EKFULEERFEEARR  SEBRIBENBERE. RIFBEBRRFEL
BEBB 15 i , FRGTERAER, NRELZMAEREESR , AMABRSEREERRE,
MRFTERBH , RAURBRIBRAREALHEIER , ARRT /M. RAULMEAREN —AEEMN
EHRTMEENEE. EERL  EREMRERFRAEERBEREER S,

REBNERREFTE—ERARIEEED 2

BRERELTFTESOEATER  FHAC : "LAEBERERHLEHTER? . RREBHESKY
RR. RTR (MRE) ? REEZEZ—LFH (178 ) B ? EUUEE—BAREAENERSR , 5@
ERENERRF[URBERE , REMNSOURBEKNWEMERSR, BR , S4F-BERMAE
LERSR  URERERE (TR, B, BX , BXARE ) URERRNEERE (ZERBRNBRE
BE ). BERAFHERZY  LNFE—ARUFRITEEEERRINRE , WEANEERIBLE

=
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BR A MREEREFMEHRENRRERE , ITESELELEERSBZEIINES , NN EEENT
FE, BEVENABEENEZNENKREER. EEBERLT , CEERAB[VZEES ., S
NENSEERRRENEBLEATERIEEAZKeyFERNFER, WM ATZEEAWS loT Events A
ZESEERNSERTEE  AREEIRATEREER EHEES L EFEHEXEEHTE
B, THERENEESBENS T

RELE  MREF-ERR (—EEEN—EVE ) EER A AFE-ERURESN. MREFFZE
n(E, #E ) BER  AFESERARES.

fIEE Y step-by-step #ilF

L BlH |, HFIEAAWS CLIGE S AL AWS loT Events AP JRE M —E{ERIZF , ZERRSHIZE
MWWEMREBE VR | EERENBBRERAY

ESIZBFAENBHIBBRERER , EESEREBERRE , I {EHE Amazon Simple Notification
Service (Amazon SNS) AL , ABREMABLER. ERIREEE="EBRHBEENREUTE ,
BASIRE EEARELEX S — B Amazon SNS AL |, LIERERCER. RAZTEERABIREN
EE=EEE , LVEREIFRUERERBRSE At EEREBERTREERBAR/ EEEENOKE,

LT REMERARNSEREE,
RIE® A,
EEERENEENERF , ML ERMKENEREA AWS loT Events, K EREASERE

AL E| AWS loT Events, ZAAEER XN REITLLEIE

« £ BatchPutMessagel®{E, b5 ERBE  EEREHEENEFEELNEIB AWS IoT Events
SDK 5AWS CLI.

« TEFAWS loT Core , BiFAWS loT EventsFA EE R EHZZMAWS loT Coreif AI 5| B BEAWS
loT EventsEi{EE A, EEBEBEZRB A, IRECHELEIEFIAUARCKEBEEAS | B
EFA L5 EAWS loT Core, EEF ZEBEEERDVHRIEHNETERE D,

« F£HAWS loT Analytics , £ CreateDataset{E¥3E 7 EHEEAWS loT Events#i
AcontentDeliveryRulestVERIE HFENERASEEHEHER, REEERBHEER
DTN ERIREFIEERER , BFERA LA ZEAWS loT Analytics,

BYRAAER-—HZE@A K REFRUEBSNEZEN. BREEM  FRAEEBAEE—E
B, WiIEEWAEZERETAEER FRITRLEM AL,
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By ERREE

ERAREEL AR EE REIEFHER), #HEESEARE  ERFHEABAUBIERSH
KR4 (Boolean) i@%, HREISHE , CAILBERE , SERAREMAWSRBEME BFTHAEL
EBNEME, BAUEREMES  ELSASEEATEBRHARERFRBEE , UAREFSHREE
(EEMH).

ERZERmEER

MREBEEERZEREHER , YEALZEZRECMPNEERZFERER , FE
BEBMATEE—EFR , ARERBARBNBEREIER. F2ETPHkeyid
fiCreateDetectorModel, EFAIHMELER (EHEENB AR EEF{Ekey) , REENT
ERISFHTER. FNEANSSTERSEEDEREBIELRENBA , BEEHEHSRRENR
MR ABL, EHE[RURESHE—RAUSF (BHl ) K BAEW AkeyFBRPER—E,

ERE-—RENER
MREEEEREEER (IEAZERBRFEREEREZAA ) , AIFTSEEE-—NER
dkeyFB, HEEBIERT , EE—EWAZER , SRIZ—ERARE (B ). Sl , BTaEE

EENSEEEHERERESR , BRE—E HVAC RERNAN SAREEE. it , BEEE
FENREHRFEMMANKRE (BA ) ELEA , SRR EEEHSERBE.

RERRBIRIZERIZEEERE A BB REE

KRR TR B ERRIELI AZIAWS loT EventsRISS M A RIXHENLE S £, B8 A
WERTEASFER R MULURREEERT,

(@ Note

ELEVEANRRERNEFRANEARERR S ERNENRREFTELDENE
B ERBEBFASLETERE (BTEER), nRBRAURERCEN , FHHE , Bae
SRES D URTRERNT R

ES- ]

- AIEBW A UBERIBEIE

- BEVERARERURRESMRE
- BEEEAWARIEIIRAER
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ELPNPREE Balh ¢
BHIRR , BREHEEUAT IR GEAL.

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

B LAMERA L FAWS CLIT SRl —E# A R pressureBiEMmotorid ( EBRBIXHENEE
axlE ) o

aws iotevents create-input --cli-input-json file://pressurelnput.json

Z X trpressurelnput.json@&E LU TAR.

{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]
}
}

ECEVBACHBAR  BEGARENEEREFWEL JSON BERNFANBEHMAS. ST
EREMEF A CLI BIZE A

BMYERRERURTEERE

EREEEALBEREEE , BinputBRIBHREREFTEBNEMNARELT —E. A TREERE
¥, EER—ERARER  ZRAREEUEREDHTNBEEN,

B REAREE : Normal™ H] "Dangerous". SEERISE (BH]) EEILEHSHEA Normal " Ak
B, BEEH key " H—ENBAZER K B UHTEmotoridE,
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MRER[ATEEBUE 70 A LB HEE , BIZE A Dangerous " ARREI{FIEX Amazon SNS &
EMALELS, WREE=FRANBIBEEREEE (PR 70), ERIESIRE "Normal, REE , A&
3% % —Bl Amazon SNS & |, Y4 ZFEMTER,

B EHHE RIS E R B ERE B E L M 1E Amazon SNS £/ , E Amazon &

JREZM (ARN) EEZ R R~A"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"#M"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction",

MEFHMEN , F2E Amazon HEBHREFEZASIERE , EERHER , Amazon BEBEXRE
AP| 2Z sy CreateTopiciRIEX #.

I EHI BB BN E BB EERMN AWS Identity and Access Management (IAM) B, A
8 ARN £ RIS E R EHZ A BERA "ToleArn": "arn:aws:iam::123456789012:role/
IoTEventsRole", KBHHSEBLENER AWS loT EventsZM It A | WHEASERESS
WEEVERRAEH ARN,

BRI AE AL TAWS CLIGr H Rl M ORISR S,

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json
Z X "motorDetectorModel. json"B@EUTRE,

{

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "OQ"
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]
}
]
I
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
}
}
1,
"nextState": "Dangerous"
}
]
}
I
{
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overpressurized",

B ERBRERURREEMRE
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"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "3"
}
}
]
I
{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]
I
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction”
}
}

B ERBRERURREEMRE
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1,

"initialStateName": "Normal"

1,

"key" : "motorid",

"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"
}

7% H B F R A BA B AR 28

BEREERKERT —E@A , AREBRRERENEEINEETR (F2EAER A UBEREY
B). EL—HF , BEITHEEFdetector modeliViBBE 4t i EIfE (FFSBEILERIEE
BUURREBRE),

BB TS, FBRERE ( EARBIPAAWS CLIERENFER ) X HEEARBRBNE A,

@ Note
ESAEMAREENEMRENRRREER , SN RNEHRARRIERERFREVCE XA
BRI (H0 ) FELSENKE. IREEMER[EE  FHHB  AUESRETE
BARTARASBY AT o

EALLTAWS CLIS & #3158 = i H RERN BIRHE R

aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage.json
--cli-binary-format raw-in-baseb4-out

&% "highPressureMessage.json" @& T~ 5HEE,

{
"messages": [

{
"messageld": "00001",
"inputName": "PressurelInput",

HH B E R A BIA BRI RS 35
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"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80,
\"temperature\": 39} }"
}
]
}

BN BEEEEHEEANT I Emessageldh iy, MREFHEEITER , BIAWS loT Events R &M &
EERMEE. AWS loT EventstI REMFERIB X F H #EAEEmessageIDK HALE4AEE |, A€ 28
ZEH,

LB | R —ERASE (Bf ) REGSEHHEMNSBMH"Fulton-A32", ZWARETAIERE
A"Normal"ikRE, BERAABEMBET —EERRENBLE , ARIAEILEIBEZ "Dangerous" ik
BE, mpt—3K , ERIEEEBASEEEH ARN FTEM Amazon SNS %%, arn:aws:sns:us-
east-1:123456789012:underPressureAction

#HITTHAWS CLIG T , MEXEBEEABIRENERNAL,

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
--cli-binary-format raw-in-base64-out

ZX#normalPressureMessage. json@28 A TAR,

{
"messages": [
{
"messageld": "00002",
"inputName": "PressurelInput",
"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60,
\"temperature\": 293} }"
}
]
}

F)kmessageIdER D EAMWBatchPutMessagelsH i |, BE X BESTFRERHH, BEZ
MARAE, ABEE=XRE , BiE "Fulton-A32" WEAIEE (B1TEE) SEEHAEE Amazon
SNS i Ei"arn:aws:sns:us-east-1:123456789012:pressureClearedAction" I & it
A"Normal"#R&E,
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® Note

B LAERA — R #iAZEEEBatchPutMessage, T8 , EXAENREIEF AL T RE. B
BEAS @A) KFEE  F-REx—EALR , XESRFW AP BEFHIIEE,

LU RAE R R R BR R B S BIFT 2 ML Y SNS FA S A ZE A
S TBORERK.

IoT> {
"eventTime" :1558129816420,
"payload":{

"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0f55267",

"detector": {

"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

.

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00001",
"triggerType":"Message"

1,

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":3
.
"timers":{}
}
1,

"eventName":"Pressure Threshold Breached"

=4 TEEBOIRE

IoT> {
"eventTime":1558129925568,
"payload":{
"actionExecutionId":"7e25fd38-2533-303d-899f-c979792al2ch",
"detector":{
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"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

I

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00004",
"triggerType'":"Message"

},

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":0
I
"timers":{}
}
},

"eventName":"Normal Pressure Restored"

MRECEREMETER , HBeIREHBEERE SNS AREEHH,

AEEAHISEEARE (BHEHMIT SNS BIER) ERIZF (BITER) AREAVEBIEN.

& 7] LAfE A & https://docs.aws.amazon.com/iotevents/latest/apireference/AP|_iotevents-

data_DescribeDetector.html#R/EREHE B & B ST IR BN ELUE R,

15238 25 22 5% BR i A1 BR
RUGASHEE  RESETHEE,

WA fE A actionsi@{u
ZactionsFEREHRNIIK, BALEZEYG , ESEYMHERI AT —REEE,

Example

"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"

}

162 R0 85 B 5% PR 5 R PR 151
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}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
}
]

A E A conditiont#{u
EHMER FtransitionEvents , iEcondition 4 EW , ERZEHAW,
MR conditionBNFFE , AIEHEM "condition": true.

FREEEXFTENEREATME, NMRERT R Boolean B , AIfHERfalse BFER
BactionsHEBREEH P nextStatetBEM,

SRENTAK

RIFETERE , WREBHWERESHPREN , EFELELER , ARG EREER H M
EHPNGRE. EHRSBNPHSHGRED , EMEFEAFHEonInput , onEnterHEEFEALL
¥onExit{E,

EMREEREHEPREevaluationMethod BB A E R 1T A, EiREevaluationMethod
RFSERIAL , BEEHMEBE , WUASHNERIEFTHEEMH GG, TR, B
EevaluationMethod BBATCHRFERATH , MEPHWEHSEN K mMBREEFEMESH
Hz® , TERTREPHES,

f£"Dangerous"MET , £HRonInputis
B | "$variable.pressureThresholdBreached"#Eim B IR EEHER 1 ( B
RBEFER 70K ) ., "Pressure Okay"

i

REANE D

{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
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E"$variable.pressureThresholdBreached"3&%| 0 B , BI85 EXE R E B "Normal "k
(B, ERiRBR=EERENB B PRRER 70 K ) . FHY"BackToNormal"%E
#transitionEvents#ZBBIEA/N"$variable.pressureThresholdBreached"RHRER 1
(GE0), XBXREEHREENBRE"$input.Pressurelnput.sensorData.pressure"2%
PREER 70,

"transitionEvents": [

{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"

}
]

BA, MR FEHEALAEHNE , AIMELEBRRRBBERKRE

R E AR "Normal " 58, R4 EEEFH —REERH ARG HW

{8, "$variable.pressureThresholdBreached"#£"Overpressurized"S4 % , S8NE
SERA 3, BFERE , EEMEMRREEBEMTAEAcondition,

ERERT , SXEHEEAonInput AR , EPEENTMEEREE 2R , RconditiongE
EFINEENE K RBEE@ARBE—HonInput, onEnter MM IE Rt 2 MtkonExit, EIM
HEASRHREHFEHEEFMMNEMAERT T EARMERBonEntersonExit F I8 E M HAMR
#,

FEET{E RIS B R R HE B
MREEH, MERMEFEILATR[ER (2B UpdateDetectorModel) , BITERIBRFIEEE M E
BIEE (BTER) 22 F —LIiEE , WHEAFERRERBIEREE, EROERISERERNE
MEAZEZR , CPBEENRE, FHEE , SRANENSEEMEENENSR TSR
BEEWA, THHE , ZUEgRBERI LT ENEEBERNE R,

WARRIZERE

WMARPAFEAEZE  BERERCIBNSRLANUREIHRERE  EREE input BENEES ,
EREEEATSRACIBNE, fl, KENTARIESARER

162 R0 85 B 5% PR 5 R PR 151 40
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{
"motor id": "A32",

"sensorData" {
"motor pressure": 56,
"motor temperature": 39

}
}
EAUTARERB A
{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",

"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure'" },
{ "jsonPath": "“motor id'" }

]
}
}

EiRrRERNT , Bt AFERRGIRS| BAEMLERNE.

$input.PressureInput.sensorData. ‘motor pressure’

— BBl  REZEREBRERS

AT — R4 JSON X BARBIEER , B8 TN JSON, ELEHINTEIEA (TR
TE T BRSEEETRE LS,

a6 B8 A
5 =48

SR eEFEERREHER  RERHINTTIEHE,

- AER—ETRARERNZEHZEARSNRAUREE, SERSHSELERFHTER,
- REFEZRG EEN S ERRSREDRBREE R
- BFEHNBERER.
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o SRR 1 B RE R 18 UM BR ORISR

- EERBMANSAKENRDAITHRE.

- BREEEERSRER

- ERESREH , MRAEM—AERRFBENEESRIERGERE , AIMEIET MR AEA,

- BEERRBNBREIZE,

WAES

EMFERE—ERARERE  RATUACRERNZHEERERENEE. SEEESTUREE
BRERBEEE, RABKESEESH —ENRAETN—ELARKERMKRT , AL RSB L
HZEEPRE. SEERSH—EENFNITERZRS,

2 URMERASEESRMAELS . ERMBIXELE AHE 2 —KAWS loT Events |, #§

ARBMERNZEFNTREEATEEETRENSYE , F'seedTemperatureInput ' ERREREH
AlE—EHFNRARERES K XEFEERMAEZEXESFEANSH, UTEXBANER.

CLI ¥+ :

aws iotevents create-input --cli-input-json file://seedInput.json
X : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [

{ "jsonPath": "areald" },

{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },

{ "jsonPath": "rangeHigh" 3},

{ "jsonPath": "rangelLow" 3},

{ "jsonPath": "anomalousHigh" },

{ "jsonPath": "anomalousLow" },

{ "jsonPath": "sensorCount" },

{ "jsonPath": "noDelay" }
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}

5] FE

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

frmat

« REEER ' 'areald' BN SEE—SIZ—EFNVBAUEEL., F2
B 'areaDetectorModel ' EZHFH 'key 'L,

o PHRETLAHE 'desiredTemperature' EBISBUEMAS AAIE T allowedError ' Z HIHY &
1to

s MBREERBZBRESHNIBE 'rangeHigh' , BlI#RIZSHRE — @R TR B HANEE
s MREMERB[HREERABRE 'rangeLow' , BIRAIEFHRE — @R IE0 7 BB INEE T,

s MBREMERSERENBRESN ' anomalousHigh' KR 'anomalouslow' , BIMBIESEHRER
ENERSEY , E2BBENBEERE.

« 'sensorCount' EHRWAIBREL PV ERFEEREXET.,. RIFEEAEBERNSEREEHR
FEENEERBRTEZEINTORE. Rt , RAUSBFTLRESEERBRENRE , XAET
DRBEEHEFNERRINEE, B2 , MREFAEZFMRE , ARAFDEELINEE-RIAH
REZEE, BMERECELS —EEHNSEEN  EMARERSARAISZSNERRE. EEMEER
HY BRI SRR B RS T M & W ERET .

« 'noDelay'{EAARtruemifalse, MAHSAREFNE A EBRE—ENZRERRE , MREEE
WEBMWEREFEHAEG, WRIRE noDelay' Bfalse , EAINEESERAFSAMMALKS
Z BB ITIER  URREMEREREA#NT. RARMAELIEABBENRRERESE , BitE
HIBEREERP R ERGLEEY &,

A 'temperatureInput ' A EUEIEEE RHEEH 2 ERIZFHTERE.
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CLI ¥+ :

aws iotevents create-input --cli-input-json file://temperaturelnput.json

=X : temperatureInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
EFE :
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data."
}
}
&t

- ROIRABZEDS sensorld' FEAKEFIREZERHIERERSE. CEEHEEEERFZHTE
BEENEAN, 38 , EUUAREBR XM ERS (Hln, EHHEEEFTHNERETEAIH
KB RECKHE (ETHEERRBEOBINEHMARAF[ERNB AR ) ., IRXEFHNEZKE
B ETRE , AliE 'sensorld' JUAEBRBIZEFSNRESHAE,

« A'areald RERAIBEMN ERBAEEENERFHTER, AEMESF areald' ERNEE
ME—RIEMBIBSE S, 5SB " areaDetectorModel ' E&ZHHY ' key ' H{,
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A REES
JIE{E'areaDetectorModel ' fl FE BN,

CLI T :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

=X : areaDetectorModel.json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{

"stateName": "start",

// In the 'start' state we set up the operation parameters of the new detector
instance.

// We get here when the first input message arrives. If that is a
'seedTemperatureInput’

// message, we save the operation parameters, then transition to the 'idle'
state. If

//  the first message is a 'temperaturelnput', we wait here until we get a

// 'seedTemperaturelnput' input to ensure our operation parameters are set.
We can

// also reenter this state using the 'BatchUpdateDetector' API. This enables
us to

// reset the operation parameters without needing to delete the detector
instance.

"onEnter": {

"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
// initialize 'sensorId' to an invalid value (@) until an actual
sensor reading
// arrives
"variableName": "sensorId",
"value": "OQ"
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}
I
{
"setVariable": {
// initialize 'reportedTemperature' to an invalid value (0.1) until
an actual
// sensor reading arrives
"variableName": "reportedTemperature",
"value": "0.1"
}
},
{

"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should
// be set to true.

"variableName": "resetMe",
"value": "false"
}
}
]
}
]
I
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > @",
// When a 'seedTemperaturelnput' message with a valid 'sensorCount' is
received,
// we use it to set the operational parameters for the area to be
monitored.

"actions": [

{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperatureInput.rangeHigh"
}
I
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperatureInput.rangelLow"
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}
I
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
I
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}
},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalousLow"
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperaturelnput.noDelay == true"
}
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}
1,
"nextState": "idle"
.
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperaturelnput.sensorData.temperature > $variable.anomalouslLow)",

// This event is triggered if we have reentered the 'start' state using
the

// 'BatchUpdateDetector' API with 'resetMe' set to true. When we
reenter using

// 'BatchUpdateDetector' we do not automatically continue to the 'idle'
state, but

// wait in 'start' until the next input message arrives. This event
enables us to

// transition to 'idle' on the next valid 'temperaturelInput' message
that arrives.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,
"nextState": "idle"
}
]
I
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering
'idle'.
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
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}I

sns": {

"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"

}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",

// By storing the 'sensorId' and the 'temperature' in variables, we make

them

// available in any messages we send out to report anomalies, spikes,

or just
//  if needed for debugging.
"actions": [
{
"setVariable": {
"variableName": "sensorId",

"value": "$input.temperatureInput.sensorId"

}
iy
{

"setVariable": {
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"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
1,
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",

// This event enables us to change the desired temperature at any time by
sending a

// 'seedTemperatureInput' message. But note that other operational
parameters are not

// read or changed.

"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
I
{
"eventName": "calculateAverage",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",

// If a valid temperature reading arrives, we use it to update the
average temperature.

// For simplicity, we assume our sensors will be sending updates at
about the same rate,

// so we can calculate an approximate average by giving equal weight to
each reading we receive.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}
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}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",

// When an anomalous reading arrives, send an MQTT message, but stay in
the current state.

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",

// When even a single temperature reading arrives that is above the
'rangeHigh', take

//  emergency action to begin cooling, and report a high temperature

spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
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{
"setVariable": {
// This is necessary because we want to set a timer to delay the
shutoff
// of a cooling/heating unit, but we only want to set the timer
when we
// enter that new state initially.
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
I
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",

// When even a single temperature reading arrives that is below the
'rangeLow', take

//  emergency action to begin heating, and report a low-temperature

spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
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}
1,
"nextState": "heating"
I
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the
allowed error factor,

// it is time to start cooling. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
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// When the average temperature is below the desired temperature minus
the allowed error factor,

// it is time to start heating. Note that we calculate the average
temperature here again

// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
3,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
}
]
}
I
{
"stateName": "cooling",

"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
// If the operational parameters specify that there should be a minimum
time that the
// heating and cooling units should be run before being shut off again,
we set
// a timer to ensure the proper operation here.
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"actions": [

{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
},
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// '"timeout()' is used in such mixed conditionals, its value is
lost.
"variableName": "goodToGo",
"value": "false"
}
}
]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to
wait.

"actions": [

{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
I
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
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]
iy

"onInput": {
"events": [

// These are events that occur when an input is received (if the condition

is
//  satisfied), but don't cause a transition to another state.
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperaturelnput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
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"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.anomalousHigh && $input.temperatureInput.sensorData.temperature >
$variable.anomalousLow",

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,

"transitionEvents": [

// Note that some tests of temperature values (for example, the test for an
anomalous value)

// must be placed here in the 'transitionEvents' because they work
together with the tests

// in the other conditions to ensure that we implement the proper
"if..elseif..else" logic.

// But each transition event must have a destination state ('nextState'),
and even if that

// is actually the current state, the "onEnter" events for this state
will be executed again.

// This is the reason for the 'enteringNewState' variable and related.

{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [
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{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.rangeLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{
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"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
3,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
}
1,

"nextState": "idle"

iy
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{
"stateName": "heating",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
I
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
I
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
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]
}
]
I
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperatureInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [
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{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
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"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"

sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"

"setVariable": {
"variableName": "enteringNewState",
"value": "true"

}
]I

"nextState": "cooling"

}I

"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
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]I

"nextState": "heating"

}I

"eventName": "desiredTemperature",

"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
1,

"nextState": "idle"

]I

"initialStateName": "start"
1,
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

5] FE -

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
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"creationTime": 1557523491.168,

"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",

"key": "areald",

"detectorModelName": "areaDetectorModel",

"detectorModelVersion": "1"

BatchUpdateDetectorf5l|

B LAE A tkBatchUpdateDetectorfEEAERIZRBTREBER S AME , BIEFTRBNEHE,
FET5IEH|F |, BatchUpdateDetectorfFESERZEEELNAEFZ BEENWIRESE . LRERS
BEEMR , EFAIRNEH BRI EE B T HITIIRE,

CLI T :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD. json

= : areaDM.BUD. json

{
"detectors": [
{
"messageld": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Area5l",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
},
{
"name": "averageTemperature",
"value": "22"
},
{
"name": "allowedError",

"value": "1.0"

}I
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{
"name": "rangeHigh",
"value": "30.0"

I

{
"name": "rangelLow",
"value": "15.0"

I

{
"name": "anomalousHigh",
"value": "60.0"

I

{
"name": "anomalousLow",
"value": "0.0"

I

{
"name": "sensorCount",
"value": "12"

I

{
"name": "noDelay",
"value": "true"

I

{
"name": "goodToGo",
"value": "true"

I

{
"name": "sensorId",
"value": "OQ"

I

{
"name": "reportedTemperature",
"value": "0.1"

I

{

"name": "resetMe",

// When 'resetMe' is true, our detector model knows that we have reentered
the 'start' state

// to reset operational parameters, and will allow the next valid
temperature sensor

// reading to cause the transition to the 'idle' state.

"value": "true"
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}
1,
"timers": [
]
}
}
]
}
5] FE -
{
"batchUpdateDetectorErrorEntries": []
}
BatchPutMessagef§l ¥
Example 1

FAZBatchPutMessageREZ % — "seedTemperatureInput"HE |, BB B TERE 5 6 M E
BRTAREEERERESE., BERIIWEMEAWS loT EventsEH A EE# "areald"EEHRAIE
FERISRES ., ERFTNENEATERTISSRERER idle" UHKRERBE LRSI MAR S
AMEE , BEEIWNEIFEFHA "seedTemperatureInput"sAE AL,

CLI ¥+ :

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

% : seedExample.json

"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"
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]

}
[E]FE -
{
"BatchPutMessageErrorEntries": []
}
Example
2

fFAZBatchPutMessageREZ % "temperatureInput " H B LR & 44 T 15 4 A1 ES I [E 49 o R BR
YR E B R ES BUIR,

CLI T :

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

¥R : temperatureExample. json

"messages": [
{
"messageId": "00005",
"inputName": "temperatureInput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \'"sensorData\":
{\"temperature\": 23.12} }"
}

"BatchPutMessageErrorEntries": []
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Example 3

EAttBatchPutMessageE¥ &% "seedTemperatureInput"sAE , AEBEEEEBEHFERE
1B,

CLI ¥+ :

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

EXR : seedSetDesiredTemp.json

{
"messages": [
{
"messageId": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
[5] FE -
{
"BatchPutMessageErrorEntries": []
}

4 FE MQTT AR

MREHWRBESREEERELMFER "BatchPutMessage" APl , BER[LAEARER MQTT AFi%
EHERMEIXEZAWS loT CorefABREREXN , BALAEIAWS loT CoreERER A , BEBHERE
#ri& @ E# AAWS loT Events, A T2AWS loT EventsEER BN ESE , ZHRAK MQTT £EF
B8 "areald"M"sensorId" @ AR , ARFASASE "sensorData. temperature"
B " temp"#HL , A L ERHEEEI Z M. AWS loT Events "temperatureInput"

MREHWRBESREEERELMER "BatchPutMessage" APl , BA[LAERARER MQTT A Fi%
BHEREIEZAWS loT CoreABRIERR |, BAILIEIAWS loT Core= BB A |, ISHHEERE
i E# AAWS loT Eventse A T2AWS loT EventsETEHRAMWES , R MQTT =&
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Ef8"areald"M"sensorId"8 AN , ARFASHAE "sensorData. temperature" W+
B " temp" L , WA EREEENEI KM, AWS loT Events "temperatureInput"

CLI S :

aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json

=X : seedSetDesiredTemp.json

"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorld, temp as
sensorData.temperature FROM 'update/temperature/#'",

"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperaturelnput",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/anotheRole"
}
}

1,
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23"

B FE : [#E]
MR ERSEBREAEEEEUTEMEE "update/temperature/Area51/03" "W EEHIHEE,

{ "temp": 24.5 }

EEEREEBHEA , BIFAWS loT EventsRERKHETT T LT "BatchPutMessage" API A —%.

aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json --cli-
binary-format raw-in-base64-out

= : spoofExample. json

EENAE 70



AWS loT Events HBEABER

"messages": [
{
"messageId": "54321",
"inputName": "temperatureInput",
"payload": "{\"sensorId\": \"@3\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 24.5} }"
}

&if5 - 4K Amazon SNS B

LT R"AreaS1"HRIBRMITEBRATESE 2 SNS FABKEH,

Heating system off command> {
"eventTime":1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0as",
"detector":{

"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"

{333}, "eventName" :"resetHeatCool"}

Cooling system off command> {"eventTime":1557520274729,"payload":
{"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192", "detector":
{"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"

{}3}3}, "eventName" :"resetHeatCool"}

#if5] : DescribeDetectorAPI
O LAEfIltDescribeDetectorfEEEEFERIFZERMN B ik, BRENFTEFE.

CLIEES :
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aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

[ fE :

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

.

{
"name": "rangelLow",
"value": "15.0"

.

{
"name": "noDelay",
"value": "false"

.

{
"name": "desiredTemperature",
"value": "20.0"

.

{
"name": "anomalousLow",
"value": "0.0"

.

{
"name": "sensorId",
"value": "\"OQ1\""

.

{
"name": "sensorCount",
"value": "10"

.

{
"name": "rangeHigh",

"value": "30.0"
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},
{
"name": "enteringNewState",
"value": "false"
},
{
"name": "averageTemperature",
"value": "19.572"
},
{
"name": "allowedError",
"value": "0Q.7"
},
{
"name": "anomalousHigh",
"value": "60.0"
},
{
"name": "reportedTemperature",
"value": "15.72"
},
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
I
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"
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AWS loT Coreif Bl 5| Z &5 4l

T 5 AIE AWS loT Core MQTT U EFBMHAREEMERAL . EMRFRAWS loT CoreEY]
REHHRAUBERZINEEERENMBETNAANETERN. EEEMNFF , RMERERNR
PEar & "Area51HeatingUnit"M"Area51CoolingUnit",

CLI T :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule. json

= : ADMShadowCool0ffRule.json

"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}
B FE : [Z=]
CLIEET :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

$ = : ADMShadowCoolOnRule. json

BENA 74



AWS IoT Events

FMBABER

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mqtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}
[E]FE : [Z°]
CLI$ES :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

= : ADMShadowHeatOffRule.json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
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"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"

G FE - [ZF]

CLI S :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

= : ADMShadowHeatOnRule. json

"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqgtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}
B FE : [Z=]
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X ENEF

AWS loT Events AT AEERZIEENSH RNEBREARFRBFE, BUUAERRNERBFEUERAFT R

WERELY , WKEREEEHM AWS BF,

@ Note

ELEAREETEREFR K SAUUEHFEERNEENSHERERN, NEFAE

AWS loT Events X T 5| Al & A TS SR ES B EE -

« setTimergIE—@5TH2R.
« resetTimer AERETHES,
« clearTimerfBREHEFER
« setVariableLE I8,

AWS loT Events X E T 5| Al ZEEH AWS BRI HY ENE -

« iotTopicPublishB B HRE MQTT EEMAS.
 iotEvents#$& ¥ AWS loT Events fEAB ABEEE,

- iotSiteWise HERHEEZE AWS loT SiteWise FHEEB 4.
» dynamoDB#$¥ #H&EiX E 58 Amazon DynamoDB & #}&k,

« dynamoDBv2i$&ERHMEiX E 55 Amazon DynamoDB &Rk,

« firehosef$EIREIXZE Amazon BiF Firehose o

« lambda® A —1& AWS Lambda B,

« snsHAERBHNERNEEER,

* sqsHEERMEEE Amazon SQS 1751,

ERAZEE

AWS loT Events X#E T 5| nfB#EFERAHIEF R ES B EE -

B AREEE
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« setTimerglIZ —{EF 2R,
« resetTimer AERETHES,
« clearTimerflBREHEFER,
« setVariableBA R EE,

BREFTErERENE
Set timer action

MsetTimerBMEM BRI UM ABEVIFEFRENETEES,

More information (2)
BYFHEESEE , BXEBEETISE.
timerName

AR BT,

durationExpression

(EFEY) STRSENSERRE , U REL.

FERBEEANTLERENEIAETRIZTONER, flW , NREEFTIFRHRES 60.99

¥, ANEREEEXNTLERS 60 ¥,

WIESFMEER |, 5529 AWS loT Events API 2Zth§y SetTimerAction.

BRI ERENE

Reset timer action

trresetTimer B)E T B IZASETIEER SR EA BN IFEBREESENFE R,

More information (1)
ERERN  AARETASH,
timexrName

AT R B,

REF AR EE
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AWS loT Events ERET e , T2 EMTGHBFEREEER,

WEFMEER |, 552 AWS IoT Events APl 2Zdh# ResetTimerAction.

SERRET TR BN E

Clear timer action

WBiclearTimerER E A MBRIRBETEFES-

More information (1)
MIBRETEFRRAF |, BEEE T IS E,
timerName

AR BRI R B,

WMEFHMMER , 5528 AWS loT Events APl 2 /i ClearTimerAction,

REESEEE
Set variable action

ttsetVariableBEAIBEAR Y EBEEENEH,

More information (2)
BUEHE K SABEETIBH
variableName

BREHNEE,

value

BRAHTE.

WEFMEER |, 552 AWS IoT Events API 2Zd ) SetVariableAction.

EBRET IR EIE
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B H M AWS BRIEEE
AWS loT Events X T 5 Al ZEFEH AWS BRI H EHE -

« iotTopicPublishBABMHEE MQTT EEMAL.

- iotEvents#$&EH# AWS loT Events F R ABEIAE,

- iotSiteWise H$ERHEEZE AWS loT SiteWise FHEERBMH,
» dynamoDB#$¥ #H&EiX E 5E Amazon DynamoDB & ¥}k,
 dynamoDBv2i$ & #{EixZE 55 Amazon DynamoDB E#l%k,

« firehosef$EIREIXZE Amazon BiF Firehose o

« lambdam8 M —1f8 AWS Lambda B #.

« snsAHEEBANFEREEZER,

* sqsHEERHEEE] Amazon SQS 1751,

/A Important

o IBAERIZHBER AWS B , FEEFEALL AWS loT Events R EFE AR AWS RiE. E
TEEEHMNEE  F28 (Amazon Web Services —fix2£) 58y AWS loT Events i 25 F]
[

- BERRBERMYHA AWS EiRME | X AFEAMEEN " AWS [EE AWS loT Events 4 o 40
RGN AWS [E1F |, 7B AWS BRI e 2 2 4 R,

RIRTEEE , AWS IoT Events ZEH¥FMENELL JSON XN ELEE AR, WIREEREHIEFNE
BiH-EY K SLEM-ENEFERRURELESNBRBRENE4NEES. BEREDEEAR , &
AUAFEARREER. WEFHMEF , 528 AWS loT Events API 2EZ R RIEXN AT ERER,

AWS loT Core

loT topic publish action

Itk AWS [oT Core EBMERI BB BAERERERNZEM MQTT AWS loT AR, NEXEEENE
B | EF2E (Amazon Web Services —fi§2Z) F 8 AWS loT Core i Zt FELFE

AWS loT ABRERASKASLERM AWS loT AFREBEETEAFRREREAFiK, MEF
HMER , F2HEAFAZAAWS loT B35 AWS loTHHASREREN,
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More information (2)
BEREMH MQTT ARK , BLEEETIZH,
mqttTopic
BEWHAEN MQTT £&,
FBANERAEEARERPEVNESHIBAE  ERITHRERBEER MQTT TEAH,
payload

(2 ) REERERASFEBY-BY  SLBEEYEEEMRASENEHNES 1
ESAB% T IRE, SHTNATER. NERMET  HSH AWS loT Events APl &
&

® Note

FEHEEMIINZE AWS loT Events R A M RAIREiot : PublishiEfR, MEFMENR ,
528 BARM AWS loT Events B Identity and Access Management.

MEFMER , 552 AWS loT Events APl 2Z i |otTopicPublishActiono

AWS loT Events
loT Events action

It AWS loT Events BI{E T ZEHEEXRE AWS loT Events BB ABZEE, MEXEERHNBE |
B2 (Amazon Web Services —fig2Z&) i AWS loT Events i 2 A B 58,

AWS loT Events IR EREEEERTRENERNIRESE  WELESHREFEER
B{E, tNEHMEL , FSBTER AWS loT Events ? E£AWS loT Events BIE A BB+,

More information (2)

T}

BB RMEIEE R AWS loT Events , B4 BRE TS,
inputName

BIWERH AWS loT Events B A& 8,
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payload

(R ) RRENEHTEMEBEN-EY  SLBMHEHESERRASBEREFNER , I
BEH@\E TIRE, BEmLIBTAS, MEFMENR , 3528 AWS loT Events API 2&Z&
MR E

(® Note

EEEMINZE AWS loT Events BRI A &K RA#REiotevents: BatchPutMessagefg
R, MEFMEN , FSE BAMN AWS loT Events B Identity and Access
Management,

IMEFHMMER |, 55289 AWS loT Events APl 2Z i) lotEventsAction,

AWS loT SiteWise

loT SiteWise action

AWS loT SiteWise EMEAIZBEEREEZTHHEEB M AWS loT SiteWise, MNEXZEEFWF

E , 7528 (Amazon Web Services —fix8&) F# AWS loT SiteWise in R FEL &,

AWS |oT SiteWise B —EBFEERE , IZEAEEHWE, BEENOMIEREPNER., NEF
HMEH , F2E ( AWS loT SiteWise fEA &) FHITEER AWS loT SiteWise ?

More information (11)

BERMEIEZEPNEEBMERF AWS loT SiteWise , X AEE TS,

/A Important
HEEWER , ELAEREARENEEMLE AWS loT SiteWise,

- WRMFEAE AWS loT Events & , RlX4EiEEpropertyAlias B B EEEME,

- MRFEAH AWS CLI, RIXEEEHEF —fEpropertyAliasmim
Fassetld, propertyIdABAIBEEEME,
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IMEHMAET, | HSH (AWS loT SiteWise EREISR) FHBTLERERRTTERE

propertyAlias

(EEM) EEBMNRIE., BHaEERER,
assetIld

(BEM) EFEEBMNEE ID. BHAUEEREN,
propertyld

(EEM) EEBMN ID, BEaliEERER,
entryld

(M) IR B R ME— BT, ERLERIER ID RIEMERKE  THMEEREE SREHR,
FREASFTHHE—FAE. SETUEERER,

propertyValue

DEEHEMEZFAEANGE.
quality

(BEM) EEBMENmE., H4EA GOOD. BAD % UNCERTAIN, E#aUEERIER.

timestamp

(EEY) 2eRBALETANGS. NRKREELE , AFERASHERE.

timeInSeconds

RFE#RE (AW REN , BN A Unix epoch), BREE TR 1 B 31556889864403199
ZHE. BHBAIEERER,

offsetInNanos

(E#EH) P timeInSecondsERNMMREE. AREENR 0 22 999999999
. BHANEERER,

value

BEEEBMENEE,
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/A Important
BLERE IEEEEBMMN dataType , EETHEF—EEER, NEHAS
A , 552 B AWS loT SiteWise APl 8% Hfy AssetProperty.

booleanValue

(EEM) EEMEERLERTRUERNMMEFALSE, BAEERER. NRERE
A&REX , AIFHEERESTME,

doubleValue

(BN EEMEEAYRER. BHAMEERER. NIREEARER , FHEERE
AERERRE.

integerValue

(EEM) EEMEEARE, fUAMEERENR, MREEAREN , BIFFAERERX
=EH,

stringValue

(EEN) EEBMEATS, SHAUEEREN, MREFEARERN , AIFHEERERX
=T B

(® Note
SEFEEMINZE AWS loT Events BRIS & &1 R 5%
Ediotsitewise:BatchPutAssetPropertyValuef#fR, MEFMENR ,
7 AWS loT Events #J Identity and Access Management,

T
W
&
E

WMEFHMMER , 5528 AWS loT Events APl 2Z il lotSiteWiseAction,
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Amazon DynamoDB
DynamoDB action

Amazon DynamoDB 7] & 46 & $HEE B E) DynamoDB E#l&K., DynamoDB R — & EINEE
ENBEEBPHFMEBH-EEY, WEXENEEBE , F2BE*H Amazon DynamoDB if
FBELEE, Amazon Web Services —fix2:#&

Amazon DynamoDB 2 —HEHZT£ZEM NoSQL ERERK , ATiRMt1RIE B o] FEHI MY e K gy
AERM. MEFHMER , FSB T EE DynamoDB ? £ Amazon DynamoDB % A B85’ H,

More information (10)

I3

116 & BHEEE DynamoDB RIEHN —EERTHE , RAEET IS E.

tableName
EUWE R 2 DynamoDB BRI RN EZ . lttableNameEAEHF S DynamoDB BRI RN ERR
2, Lo ERER,

hashKeyField

HMERNER (LBARADEERSIE). tkhashKeyFieldEAERE DynamoDB RIEH P ER
5l8., BHAUEERER,

hashKeyType

(BEY) HZENERER, MZEEEINELERSTRINGHNUMBER, FEKEA STRING.
BEIEEREN,

hashKeyValue
MZERBIEME, £hashKeyValue AERER, ELBASEIHTREREER. BHAlL
BEERERN,

rangeKeyField
(EA) SIERS|# (MBEAEFRSI#) WEM, trangeKeyFieldEXAARFS DynamoDB &
BHHEFRLIE, BHEalEERER,

rangeKeyType

(REM) SIERSIBNERER, HEBEANESERSTRINGENUMBER, FARES
STRING, &l AEERIER,
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rangeKeyValue
(BH) B R5I#MNE. ErangeKeyValue AERER, ELHASEANTHERHER, &
WA R ERER,

operation

(EEY) EYTNEEEE, SHalEERER, BEEXARTIIHP —EE .
- INSERT - & #H4AHEB A DynamoDB Bl K, ERLARE.
« UPDATE - fER#TE R E % DynamoDB BRI RWIEFIEE,
« DELETE-# DynamoDB ZR&FMERIREIEE,
payloadField

(EEFEMY) ZREEABRL DynamoDB EXHTER, FARB®EA payload, B AJLUIEERIE
No

payload

(& ) RRERERCTEMEEM-EY , SEEMEYEEERRASEREMNNER , X
BE4EE TIRE, BETLIAFTASE, WEFHMEN , 528 AWS loT Events APl &/
By & E

MBEEENASHEREFHE | BIDynamoDBActionE#§3E JSON ERMER —# N EREEE
DynamoDB & #}5%k, DynamoDB £# A €L Base64 X FRETER . payloadField
R payload-field_raw, A LIEERIER,

(® Note

FRTEEMI ANZE AWS loT Events BRI A EHRAI#REEdynamodb : PutItemfEPR, WMFEFHFH
B, 5528 BAR AWS loT Events B Identity and Access Management.

MEFHMEN , F28 API 2EERHH AWS loT Events DynamoDBAction,
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Amazon DynamoDB (v2)

DynamoDBv2 action

Amazon DynamoDB {E T & & £ B A B DynamoDB %k, DynamoDB XK AR EEEIEE
PEMEEE PR —EBEH-EEYH, NEXENEGEE , BF2BE P Amazon DynamoDB i 2
FBELEE, Amazon Web Services —fix2:#&

Amazon DynamoDB 2 —EHZT£ZEM NoSQL ERERK , ATiRM4t1RIE B o] FE MY MEE K& EAg Y
AERM., MEFHMER , FSBE 1 EE DynamoDB ? £ Amazon DynamoDB # A B’ H,

More information (2)

3

=

8 ERMEIEE DynamoDB RIEMN ZEERITR | XHEETHBE

tableName

EWERZ DynamoDB ERRWNERE, B oJUIEERIEN,
payload

(T2 ) RBERERASFEBY-BY  SLBEEYEEEMRASENEHNES B
ESEAB% T IRE, SHTNATER. NEMET  HSH AWS loT Events APl &
&

/A Important
KEBHMAR JSON, FBHAILUEERER,

® Note

FETEEMI ANZE AWS loT Events BRI AR A|IREEdynamodb : PutItemfEfR, WMFEFH
& , 5528 BAR AWS loT Events B Identity and Access Management.

MEHMER , B2 AP 2EZE R PR EE, AWS loT Events
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Amazon &% Firehose

Firehose action

Amazon BRI XN EBET BELEAEEREIXE Firehose X118 H. WEXENEITEFE
B Amazon &%} Firehose imZhFBLEE, Amazon Web Services —fif&#&

T
s
&
B

Amazon &#} Firehose R —HEZERK , IFEEERER RN E Amazon FERFRE
(Amazon B Ef#1FART5). Amazon Redshift, Amazon OpenSearch BR# (BROpenSearch #§)
F Splunk EEH M, MEFHMER , FSBEERE Amazon EF Firehose ? £ Amazon Ei&
Firehose A& A B8R,

More information (3)

Tt

B8 & BHEIA E Firehose B Rk , BUEBET IS E,
deliveryStreamName

EWE B Firehose T BRI B,
separator
(RIZM) B UERZE TS RTERDBEREZE Firehose X R RNELZER ., 2RFEES
AR '\n' (BIFHE). '\t' (Tab), '\r\n' (Windows #1T) =& ', ' (&%%).
payload
(& ) RRERERTEMEEM-BEY , EEBMHEHEEERWASEREMNER , X

BEH@\E TIRE, BT LIBTAS., MEFMENR , 7828 AWS loT Events APl 2&Z&
MR E

(@ Note

R HEEFI ANZE AWS loT Events R A B RAIIREfirehose : PutRecord®#PR, NFEFF
HMEHR , 526 BAR AWS loT Events B Identity and Access Management,

WEFFMER , 5SE AWS loT Events API 2 ffy FirehoseAction,
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AWS Lambda

Lambda action

Lt & AWS Lambda {ET]ZEF I Lambda HE, MEXEEEHNEE , 5528 (Amazon Web
Services —fi%§2#&) HM AWS Lambda i Zh A Bl 58,

AWS Lambda R —EEERK , JELHTEIND K MEZTHENEERRESE. WEFMEHR ,
SR EE AWS Lambda ? #£AWS Lambda BZ ASERETF.

3

More information (2)
B8 Lambda BB , BHXEEET 28,
functionArn

Lambda B4 EFEALHY ARN,
payload

(8 ) R ENEHTEMEEL-EY , SLEMHEYESEERASERESNNER , X
BE4@\E TIRE, BETLIBRTAR., WEFMENR , 3828 AWS loT Events APl &Z
MR

® Note

FEMEEFT ANZE AWS loT Events BRI A W R A#REE1ambda : InvokeFunctionfgEfR.,
EHMENR , 28 BAR AWS loT Events B Identity and Access Management.

WEFMER , 552 AWS loT Events APl 2Z 1 LambdaAction.

Amazon Simple Notification Service

SNS action

Amazon SNS FERMENEREE M Amazon SNS AL, NEXEEIGHIBE
Amazon &5 & H PR 75 1% 2E A 28Amazon Web Services — 2%,

3
®
8a
|
&
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Amazon fHE B AR (Amazon BEBEART) & —& Web R , AIiHAMERALEESEHE

EFRwmESSAFiw. MEFMENR , 28R Amazon SNS ? £ Amazon & 88 A R #% 5
BABEERET,

® Note

Amazon SNS EEEMEET X Amazon SNS FIFO (5% t) 8, ARBRAISIER
T2 EHMRYE , BLbERE Amazon SNS BiER | AR TRER S LUIEEN IBEFE R,

More information (2)
E 8% Amazon SNS AR , BAARE NS E,
targetArn

EWEAE 2 Amazon SNS B Z# ARN,
payload

(T2 ) RBERERASFEBY-BY  SLBEEYEEEMRASENEHNES B
ESEAB% T IRE, SHTNATER. NEMET  HSH AWS loT Events APl &
&

® Note

FATEEM IIZE AWS loT Events BRI B &R R AR Esns : Publish#fR, MEFMEER ,
FE2E AR AWS loT Events #J Identity and Access Management.

WMEFME

iull

2

2B AWS loT Events APl & & ¥l TopicPublishAction #J SNS,

Amazon Simple Queue Service

SQS action

Amazon SQS B {E T EEHE E BE* Z) Amazon SQS 175, MEXZEEITHEE ,
Amazon &5 {7 %Il B 75 i 26 1 Bt BHAmazon Web Services —fix&#&,

Y
W
o
B
=
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Amazon Simple Queue Service (Amazon SQS) ##t%Z 4. MABTANFEE TS , TRERESH
DESBABBREN T, WEFAEF , F2H8 Amazon BETIIRBEEZASEETNIE
= Amazon GET IR >,

® Note

Amazon SQS EEF X Amazon SQS FIFO ( FELE ) TE, HRRAIGIERERS
BA R , Hit7ER E Amazon SQS EiER , AR AIBET 2B EWIEF B R,

More information (3)
1% & FHFixE) Amazon SQS 1751 | K EIEE THSH.
queuelrl

EIWE R 2 Amazon SQS THIEY 81t

useBaseb4

(RIEM) MREIEEE , FBASEHR AWS loT Events #®iE A Base64 XF., TRUETERREA
FALSE,
payload

(W& ) RRERERTEMEBME-BY , ELBMEYHEEERRASEREFNNER
BE4EBRTIRE, SHaLlETAR, MEFMAEA , 52 AWS loT Events API ﬂ%qﬂ

OPES
(® Note
RTEEMIINZE AWS IoT Events R A B RAIREsqs : SendMessageEfR, MFEFHEE
A, FE2E EAM AWS loT Events B Identity and Access Management,

MEFHAEA

:I:I‘H

2B AWS loT Events APl 2& & #lTopicPublishAction #J SNS,

& o] LUEA Amazon SNS 1 AWS loT Core R BIS| Z R #§% AWS Lambda BHE, E&F AT AFER
HAi R (5120 Amazon Connect) , EZER AT ¥ERFAE| (ERP) EARERREKEITE.
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® Note

EEARNENEBE AR ERIHKER , BRI UAEAEM AWS IR , AlE1 Amazon Kinesiso
TREERIE |, WO LASER AN IB DT , REAEHER AWS loT Events 1E A% A 3% B4 58188,

Amazon Simple Queue Service 92


https://docs.aws.amazon.com/kinesis/index.html

AWS loT Events HBEABER

RIEN

AWS loT EventsE 2 MEMERR[EEE |, RETBREEEEN S E, EUUERAEEAREER
{8 , AWS loT EventsEiEEREE 2 BT EER .

=R 3
AR /.

EAEBHX T EAEE. BAWS loT Events BT, HH. SBAZEREA,
XF

. EH
« Decimal (‘N&)
- FH

* Boolean

EAEE ]

—JT
« T (ME) : !
s F(,IL) :~
< BER (FET) -

TR
- BB+
MEREBSNERFRE, FTREBENFHLERES|H () FEXK,
a0 : 'my' + 'string'-> 'mystring'
B i
o ME o+
MEREBNEREF,
« BE -
- 2/

B 93
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BRENERE—ANBAEANERE
Ei o

B (BH)
o HE ;|

g ;13 | 5->13

- &

f5ian - 13 & 5->5

« BT : A

f5lgn - 13 A~ 5->8

.Z;:N

Blgn : ~13-> -14

Boolean
« PR <
« PRJFER : <=
« ER ==
- FFER 1=
« RREER : >=
« KR :>
< F:&&
« WE |1

&SR

® Note

, BREEDB—EEE T BRBEHIA) B+ EME,

ENTREX| | @2RERNBERE , A TFREXHFHRK, false

R MERERSERE AR D E.

BREXE
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BB
MR

timeout("timer-name")

AMEIEENTRSRRtrueBERBE, #§ "FTR##7) MKALERNTHRER XA
sleRiN L5k, EE4EBESD , BAUUERTHER , ARMBHESR. ERIERENE
ZMEHEEES, F2BMIdetectorModelDefinition.states.onInput|onEnter|
onExit.events.actions.setTimer.timerName,

BER—ERENFTRBEATUETRNMRETSIA. EAASRETRRARE 2 , BHLELE
M ATRBRAVARRE

fFlan |, —ErRRISSEREMEAMEE , TemperatureChecked l RecordUpdated, &7E
TemperatureChecked ARREFRZ I T 5HEEER. WA ASKFHRIEX TemperatureChecked M , #R#%
= BETE RecordUpdated AREE T i A 5T EF 25

ATHREAERNE  BREFHFNSEREA 60 Y.

(® Note
timeout()truefZREEERFRHRIMRNE—RRE , falseRKEME,

convert(type, expression)

M ERAEERENEENE, BrENSARStringBoolean, HDecimal, FHTIHEHF
—EARRFIAHATERRTFZFENEER., RETHERRINLERERE :

. HE-> THE

BEIFZ/HFE "true"H " "false",
o TES-> FRFH
- FRHE>NHE
. FRB-> PH

EENFHELARTEMBFHARRT , Bconvert () RIEXRH,

MR convert()REREENE , AITCHBNREAETRENN., KEREENfalseETE
g% actionsHE B FnextStatel S EABEERBENEHMN—IB2,

2 2
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isNull(expression)

MEREXZtruedIRE null, #ig0 , MR AMyInputBIFAE{ "a": null }, BIT%
FEiE R Btrue , BisUndefined($input.MyInput.a)fEBfalse,

isNull($input.MyInput.a)

isUndefined(expression)

TMERTRRANBtrueBRER. Hl0 , MEEAMyInputWBIFAE{ "a": null }, BITHIFF
fEfERATalse , BisNull($input.MyInput.a)ifftBtrue,

isUndefined($input.MyInput.a)

triggerType("type")

HAHET LR "Message"H"Timer", truell FHEHIFF R , FFEFTEHSEESCIBE , AE
T EBE TS 4G

triggerType("Timer")

REW R AHS
triggerType("Message")

currentInput("input")

FhRtrueFRACERIEENBAFEMAGEERNSHHM4E, i, R
ACommand¥&ZIFAE{ "value": "Abort" }, BITHEEER Btrue,

currentInput("Command")

EALEBIRERS EAENMGKRS  RACERIEER A BTNSREREH , MTHESERX
Fﬁ'ﬂ'_\o

currentInput("Command") && $input.Command.value == "Abort"
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FRRERE

startsWith(expressionl, expression2)

FEE—EFREEXRtrueBUEZEFREENFE, Hlan , R AMyInput W ZEIFA
B{ "status": "offline"}, BITBIFERE R Btrue,

startsWith($input.MyInput.status, "off")

MEEEXBLATERFTRE MREF-EFXARTERFEE, INBNERRER. T8
PATIETE R,

endsWith(expressionl, expression2)

FEE—EFREEXRtrueBUE—_BFREEXNER. Hlwn , R AMyInputWZEIFA
B{ "status": "offline" }, BITBIFHERE R Btrue,

endsWith($input.MyInput.status, "line")

MEEEXNBLATERFTRE MREF-EFXARTELFTEE, INBNERRER. T8
PATIETE R,

contains(expressionl, expression2)

FEE—EFREEARtrueREBEE_BAFHEEN, Hl0 , MR AMyInput W EIFA
B{ "status": "offline" }, BITHIFEFERBtrue,

contains($input.MyInput.value, "fli")

MEEEXNBL AT LR FEE IRET-EEXRFEAFEE, AINENERAER. T8
BATEATE,
B BRIREES
bitoxr(expressionl, expression2)

ML EEEE AT OR (T OR EESHEEHNHEM T L#11T), flmn , R\
AMyInput@EIFAE{ "valuel": 13, "value2": 5 }, BIT B EERBL3,

bitor($input.MyInput.valuel, $input.MyInput.value2)

MEEEXRPLAFEHERE, MREA—EREXTHERABRBE , AIRRBNERRRE
£, TEITEMEIR,
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bitand(expressionl, expressionZ2)

AMEEBEE AT AND (2 AND EESHEEMNYEVTHT). Hlu, mRE
AMyInputiREIFAE{ "valuel": 13, "value2": 5 }, BIT%FHEERAS,

bitand($input.MyInput.valuel, $input.MyInput.value2)

MEEFABLATERBRE, MREA-—EREXTTLEAREE , AIZHBNERRRE
£, TEITEMER,

bitxor(expressionl, expression2)

AEBEMEENNMNTRS (CEL XOR EESEBHMNH BT LET). S, MR@
AMyInputWZIFAL{ "valuel": 13, "value2": 5 }, BITHFHERERAS,

bitxor($input.MyInput.valuel, $input.MyInput.value2)

MEEEABLATERBEE, MREA-—EREXTHLEAREE , AIZHBNERRRE
B, TEHTEMER,

bitnot(expression)

SHMEEENEE XMLt NOT (S NOT EESHEREMW THIT). 0 , Ry
AMyInputiBIFAE{ "value": 13 }, BIT5IFERERE-14,

bitnot($input.MyInput.value)

MEEEX LA ELAERE MREA—EREXTHELABZRE , ARRBNERRKRE
. TEITEMEIR,

$input.input-name.path-to-data
input-name 2% MA CreatelnputBMER I HWE A

flan , MREBEAEERinputDefinition.attributes. jsonPathi&
BTemperatureInputEBE A , HIEEETREEHBEE T TAMMLP,



https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateInput.html
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"temperature": 78.5,
"date": "2018-10-03T16:09:09Z"

EESEtemperatureMuMNE , BEA TGS,

$input.Temperaturelnput.temperature

HREERMESINWHEL  BUTAERARSERSINREn], HlW , HEUTE :

{

"temperatures": [
78.4,
77.9,
78.8

1,

"date": "2018-10-03T16:09:09Z"

}

ZE78. 8T LUEALL TS HETEI A,

$input.TemperatureInput.temperatures[2]

Variables
$variable.variable-name

B variable-name 2 {F F CreateDetectorModel BifEE SV 2 5,

Fltn , MBEE—ER&TechnicianIDAZFERAERNE
#detectorDefinition.states.onInputEvents.actions.setVariable.variableName ,

BULERATIGRT2ERIRERBEN (F&) H.

$variable.TechnicianID

R eEfEMsetVariable BIERBRERBNE, EREZAEEXTNEHIERE. BHEZLIUE
RRE. fltn , BEEREEIRENU1L,
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® Note

EEATER (RAUEER) BEX 2BBIEHS2E R [a-2zA-2][a-2zA-20-9_]* , B
BNGE L8 RIS FEE backtick () H. Bl , WHLBBEBRUG R 2B AMyInputii S
BB, _valueXZEHBMAIEEASinput .MyInput. _value s

EHEEXPEASRE , FRETHIEAE :

3

- EREREA-RZEEETHNSEMRAEERR  FRELSENMEERERHMAR.

Flan | ERHEERF | integer 2 B==FARUEETHEE T, BETHRREBRRS
B , $variable.testVariable + 13 H$variable.testVariable A5 FABE S NE,

A BHIREBEE N HEE T, HIt , $variable.testVariable4AS| AR E SR /NE,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- BERFRSEEABEERRENSIEE  BHEARNEIFESIANEIRER,

Bl |, FHltimeout("time-name" ) HBEELNE S| SEMASIBNFEE, MREFEHLL444ENS
Z  AXAFERESIREIAFE,

timeout("timer-name")

(® Note
il convert(type, expression)EHE , MREERA##EWSIA , BI5| A EERS

ZARStringDecimal, ZHBoolean,

AWS loT Events R RAXEEH., T, FENHAMRENEE, TREATHINEREHFBE.

THENEES
BY , FNH
BY ,
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THAENEEY
THS , FHREH

THES , M
FE, ME

BRER

'${expression}"’

ERFEI(IBIBAFEFHR, expressionT LLZEMAWS loT EventsiBE R, ESFEEF,

EHEMS R,

Flan | & EA B SetVariableActionfEREZE B, variableName BlA SensorID, M value Ef

A 10, &AM T A EREA,

EREA

'${'Sensor ' + $variable.SensorID}"'

'Sensor ' + '${$variable.SensorID +

1}

'Sensor 10: ${$variable.SensorID ==
10}

"{\"sensor\":\"${$variable.SensorID
+ 13\"}'

"{\"sensor\":${$variable.SensorID +

133

fmRF R

"Sensor 10"

"Sensor 11"

"Sensor 10: true"

"{\"sensor"\:\"11\"}"

"{\"sensor\":11}"

BEREA
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EHEAAE
EALVBBU T X ER A SRR IR -

- BEEBADEAZTENEZEAWS loT Events=x,
BEREASEEEZE AWS loT Events AP,

BEAXEREEH. EEF. BB 2ENBRHEL,

/A Important
BHEFANLRASEERY, TN, FRIABMME,

BEAWS loT EventsiEE

EZRE T &S |, LAHBYEEREAWS loT EventsiE& 3 -
(=]

13

HRXFE , REALASSESIH. TMHELXERtruedfalse,

'123" # Integer
'123.12" # Decimal
'hello' # String
"true' # Boolean

Bz

HNRSE UL AREEEEIEWMAE,
- THWmASR+EMNEF10.01,

$input.GreenhouselInput.temperature

- THEBEESEFSE | Greenhouse Temperature Tables

$variable.TableName

|
2]
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ERER

HREREAR , BXAFEH ${3 , BEAXAEUESIHERER, BREXTUTEXF., EE
T, HE., 2EMNBEREBARNVES,
« FHEEXNTMEERAFSH, 50.018 in Fahrenheit,

'${$input.Greenhouselnput.temperature * 9 / 5 + 32} in Fahrenheit'

- THEEXNFIEERAFER, {\"sensor_id\":\"Sensor_1\",\"temperature\":
\"50.018\"}.

"{\"sensor_id\":\"${$input.GreenhouseInput.sensors[@].sensor1}\",\"temperature\":

\"${$input.GreenhouselInput.temperature*9/5+323\"}"

FERHE
HRFHEFE  BLAER +. FHREFERALUIENF, BEF. WY, SENBRERPE
PAN

s THEEXNFIMEFERAFR, Greenhouse Temperature Table 2000-01-01,

'Greenhouse Temperature Table ' + $input.GreenhouseInput.date

BEAWS loT EventsiBE
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=By Rk Y
KRS RAUBHENEAGRH,
3"

N

18 22 5 R 42
B

BRIz
- REH
o FIARAIZE A A SRS
. #E HeartBeat
- ISA Bif
- HENHRE

g B EFEER TR REZRHRE (FIRER) :

- BESRN—EERNFER | JLERNEFHZEERES, (KASERISAZ—BERABFESL. )

- SEENFENDBSRAEESEZEFHEINZEARRRZVEEER
- BULBREESEERNTERE REH).

- BULERSERANERSH  AEFBEELSH.

o SET] LARE RS A R 2R T 18 2 I (R R 4 B A [ S BR =R 2R

- BULBARENRNSARENR/IET , MRBEMARZEE,

« HRIRBEBYHEREERRRHFR

« BUNERRIBEREN. IREM—ASRSFHRENEESRIEREERNRER
mARERMEIE , ¥ ERRSREREAEIEE,

EERFERT AT IhEETIEE

« BUYEMHREASREE,
- RIE& A
- BEARRIERRER S,

, Altnask

REERERERE
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- FERGEHEPHREESY  WREBEREREEBNE

- FERERGERSFINBRBREMREE RS

« FREUEE Amazon SNS 1 MQTT FRAE M EE,

WA ER
A A"seedTemperatureInput"REIZ—ERFENBAEFES A Y ERHEESHY,

5/ CLI %% :

aws iotevents create-input --cli-input-json file://seedInput.json

=R : seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangelLow" 3},
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
[E] FE -
{

"inputConfiguration": {
"status": "ACTIVE",
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"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",

"lastUpdateTime": 1557519620.736,

"creationTime": 1557519620.736,

"inputName": "seedTemperatureInput",

"inputDescription": "Temperature seed values."

HEEF | "temperaturelnput"EHESEEEFNESEERI[RIE A,

5/ CLI %% :

aws iotevents create-input --cli-input-json file://temperatureInput.json

= : temperaturelnput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
EFE :
{
"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data."
}
}

BAESR
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BRIES R EE

E"areaDetectorModel"Z& 7 B E#AIZREFIN TESF N, B@"state machine"HITEEHE
HEURERGASSER A REBBEEEREERETEIXZHIAL,

5 CLI %% :

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel.json

=X : areaDetectorModel.json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "start",
"onEnter": {
"events": [
{
"eventName": "prepare",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "OQ"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "0Q.1"
}
I
{
"setVariable": {
"variableName": "resetMe",
"value": "false"
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}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
},
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}

BRIBR AR E %
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},
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalousLow"
}
},
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
},
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperaturelnput.noDelay == true"
}
}
1,
"nextState": "idle"
I
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperaturelnput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalouslLow)",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,

"nextState": "idle"

]
.
"onExit": {
"events": [
{

"eventName": "resetHeatCool",
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"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
3,

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
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"setVariable": {

"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{

BRIBR AR E %
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"iotTopicPublish": {

"mqttTopic": "temperatureSensor/anomaly"
}
}

1,

"nextState": "idle"
},
{

"eventName": "highTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"

}
1,
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
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"iotTopicPublish": {

"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
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}
}

1,

"nextState":
},
{

"eventName":

"condition":

($variable.desiredTemperature - $variable.allowedError))",

"actions": [
{

nsnsn. {

"targetArn":

}
}I
{

"cooling"

"lowTemperatureThreshold",

"(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
}
]
}
I
{
"stateName": "cooling",

"onEnter": {
"events": [

{

"eventName": "delay",

"condition": "!$variable.noDelay && $variable

"actions": [

"arn:aws:sns:us-west-2:123456789012:heatOn"

.enteringNewState",
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"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
I
{
"setVariable": {
"variableName": "goodToGo",
"value": "false"

"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"

"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"

"onInput": {

"events": [

{

BRIBR AR E %
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"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureIlnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"

}
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},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "cooling"
},

BRIBR AR E %
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"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) <=
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($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [

{

"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

}
1,

"nextState": "idle"

"stateName": "heating",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{

BRI TS 119



AWS loT Events HBEABER

"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
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]
1,
{
"eventName": "changeDesired",
"condition": "$input.seedTemperaturelnput.desiredTemperature !=
$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,

"transitionEvents": [
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{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
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},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
1,
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
3,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
}
1,

"nextState": "idle"

BRIBR AR E %
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1,

"initialStateName": "start"
},
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

[E] FE -

"detectorModelConfiguration": {

"status": "ACTIVATING",

"lastUpdateTime": 1557523491.168,

"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",

"creationTime": 1557523491.168,

"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",

"key": "areald",

"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"
}
}
BatchPutMessagef§| ¥

FEHEHIH , A"BatchPutMessage"REIU[ERIBMERAIFHITER , AERVRBRIESH,

A CLI &% :

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

=X : seedExample.json

"messages": [

BatchPutMessagefl ¥
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{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

}

"BatchPutMessageErrorEntries": []

FLEHIH , A"BatchPutMessage"R#E Eig A E —RBAISNRERBCAIEEER,

fEA CLI &% :

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

¥EZXR : temperatureExample. json

"messages": [
{
"messageld": "0Q0005",
"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \'"sensorData\":
{\"temperature\": 23.12} }"

}

"BatchPutMessageErrorEntries": []

BatchPutMessagefl ¥
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L EHIF |, A"BatchPutMessage"REE EBIHAAENEE,

5/ CLI %% :

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out

¥R : seedSetDesiredTemp. json

"messages": [

{
"messageld": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"

"BatchPutMessageErrorEntries": []

AreaS1{EBIZS R ITERRE LR Amazon SNS A EEHI :

Heating system off command> {
"eventTime":1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0as",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType":"Message"
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},
"state":{
"stateName":"start",
"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangeLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

iy

"timers":{}

}
}I

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime" :1557520274729,

"payload":{
"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"

},

"eventTriggerDetails":{
"inputName":"seedTemperatureInput",
"messageld":"00001",
"triggerType":"Message"

.

"state":{

"stateName":"start",
"variables":{

"sensorCount":10,
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"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

},

"timers":{}

}
.

"eventName":"resetHeatCool"

g Bl , HFIEA "DescribeDetector" API EXSERIZR#ITE R B Al REERVHEE E A,

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

G fE :

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

.

{
"name": "rangelLow",
"value": "15.0"

.

{
"name": "noDelay",
"value": "false"
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},

{
"name": "desiredTemperature",
"value": "20.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{
"name": "sensorCount",
"value": "10"

},

{
"name": "rangeHigh",
"value": "30.0"

},

{
"name": "enteringNewState",
"value": "false"

},

{
"name": "averageTemperature",
"value": "19.572"

},

{
"name": "allowedError",
"value": "0Q.7"

},

{
"name": "anomalousHigh",
"value": "60.0"

},

{
"name": "reportedTemperature",
"value": "15.72"

},

{

"name": "goodToGo",
"value": "false"
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}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
.
"keyValue": "Areabl",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector 4l
ELLEHIH | A"BatchUpdateDetector"MEE THEBISHTEENRESE,

5 CLI 7% :

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

= : areaDM.BUD. json

{
"detectors": [
{
"messageId": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Areabl",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
I
{
"name": "averageTemperature",
"value": "22"
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"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangeLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
Ilvaluell. Il@ 0"

"name": "sensorCount",
Ilvaluell. II12II

"name": "noDelay",
"value": "true"

"name": "goodToGo",
"value": "true"

"name": "sensorId",
Ilvaluell. II@II

"name": "reportedTemperature",
"value": "0.1"

"name": "resetMe",
"value": "true"
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}
1,
"timers": [
]
}
}
]
}
[E] FE -
{

An error occurred (InvalidRequestException) when calling the BatchUpdateDetector
operation: Number of variables in the detector exceeds the limit 10

}

AWS loT Core#R Bl 5| 2 i 4

THIRAER AWS loT Events MQTT BHEFH B M BREEMNERAL . HFIRERAWS loT CoreE
YIH E & A DN ZAEE ST A R ARl SR R B4R U Y BB B U RY /R AN BE e

EEMBIF , RACKERNRAR S "AreablHeatingUnit"M"Area51CoolingUnit",

A CLI &% :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

= : ADMShadowCool0ffRule.json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
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"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"

[ FE - [ZE]
/8 CLI &% :

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

$ = : ADMShadowCoolOnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}
B FE : [Z=]
£/ CLI &% :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

$ = : ADMShadowHeatOffRule.json

AWS loT Core#i Bl 5| Z &5 {51
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{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}
[ FE - [ZE]
£/ CLI &% :

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

= : ADMShadowHeatOnRule. json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",

"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
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FEH
BENE

MAZEEMNRFENERAMBMANTEEMHENESR  IBRXEENEAN. SAEERTE—EE
W, BESREAEBINBENALR (WA ). REESFTEWERBIA SRS

- BERREARRER
- BERSHERR

FRAREEEZENILE (B8P ERE""craneId"M"motorId") , BEESTLUERBEENKHERHT
EMEBRNEHERES. FEESHRME , EBEBENEEZZEEMN Amazon SNS £E, RIESTLL
BERASER  LUETS5|IBEENBA,

E B G| FER T AT ThREZhEE

- RIZ , FE, EF, MR (CRUD ) WA,

- RIZ , FE, EH , MiBR (CRUD ) ME4RRISFERNTEMRAN SR8,
- H—EWmARBESESHESR.

- BEABATSRSEER S,

- FMEBRIGHNESBEHEN,

- BEAERGPSIAREEE  WREBEHFREHE.

- BTRIBAEER, RE, BRFTE NREBTER.

- £ SNS BEZ#IActionsExecutor{THHIEIE,

PN
AR T3

#Create Pressure Input
aws iotevents create-input --cli-input-json file://pressurelnput.json
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iotevents
iotevents
iotevents
iotevents

aws
aws
aws
aws

describe-input --input-name Pressurelnput

update-input --cli-input-json file://pressurelnput.json
list-inputs

delete-input --input-name Pressurelnput

#Create Temperature Input

iotevents
iotevents
iotevents
iotevents
iotevents

aws
aws
aws
aws
aws

#Create Motor
aws iotevents
aws iotevents
aws iotevents

create-input --cli-input-json file://temperaturelnput.json
describe-input --input-name TemperaturelInput

update-input --cli-input-json file://temperaturelnput.json
list-inputs

delete-input --input-name TemperatureInput

Event Detector using pressure and temperature input
create-detector-model --cli-input-json file://motorDetectorModel.json
describe-detector-model --detector-model-name motorDetectorModel
update-detector-model --cli-input-json file://

updateMotorDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

#Create Crane
aws iotevents
aws iotevents
aws iotevents

list-detector-models
list-detector-model-versions --detector-model-name motorDetectorModel
delete-detector-model --detector-model-name motorDetectorModel

Event Detector using temperature input

create-detector-model --cli-input-json file://craneDetectorModel. json
describe-detector-model --detector-model-name craneDetectorModel
update-detector-model --cli-input-json file://

updateCraneDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

list-detector-models
list-detector-model-versions --detector-model-name craneDetectorModel
delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds

sed -i "'

"s/100008/100009/g" messages/*

#Replace motorIds
sed -i '' "s/200008/200009/g" messages/*

#Send HighPressure message

aws iotevents-

data batch-put-message --cli-input-json file://messages/

highPressureMessage.json --cli-binary-format raw-in-base64-out

#Send HighTemperature message

aws iotevents-

data batch-put-message --cli-input-json file://messages/

highTemperatureMessage.json --cli-binary-format raw-in-base64-out

=
4

136



AWS loT Events HBEABER

#Send LowPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage.json --cli-binary-format raw-in-base64-out

#Send LowTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json --cli-binary-format raw-in-base64-out

Rz R A

= : craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "Q"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 35",
"actions": [
{

"setVariable": {
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"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
.
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
}
]
.
{
"eventName": "Underheated",
"condition": "$input.Temperaturelnput.temperature < 25",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "0Q"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
.
"key": "craneid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

EFHEENRASEESR, #X : updateCraneDetectorModel. json
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"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'false'"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 30",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
},
{
"eventName": "Crane Threshold Breached",

ERIRRER
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"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}
]
},
{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 10",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
},
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"
}
= : motorDetectorModel. json
{
"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
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"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "OQ"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
I
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012 :MotorSNSTopic"
}
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]
}
]
}
}

1,

"initialStateName": "Running"
1,
"key": "motorid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

EFHEENRAISEESR, #R : updateMotorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "OQ"
}
}
]
}
]
.
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

ERIRRER
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{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
I
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012 :MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"

iy
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

WA

B : pressurelnput.json

{
"inputName": "PressurelInput",
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}
]
}
}
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= : temperatureInput.json

{
"inputName": "Temperaturelnput",
"inputDescription": "this is temperature input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
]
}
}

=

=X : highPressureMessage. json

{
"messages": [
{
"messageId": "1",
"inputName": "PressurelInput",
"payload": "{\"craneid\": \"100009\", \"pressure\":
\"200009\"}"
}
]
}

&% : highTemperatureMessage.json

80, \"motorid\":

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",
"payload": "{\"craneid\": \"100009\", \"temperature\": 40, \"motorid\":
\'"200009\"}"
}
]
}

}EX : lowPressureMessage.json

B\
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"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 20, \"motorid\":
\||200009\|| } n

}

X : lowTemperatureMessage.json

"messages": [
{
"messageId": "2",
"inputName": "TemperaturelInput",

"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":
\||200009\n } 1]

}

A BRI B M E AR RIS 4

A RIER B AR R AWS loT EventsiZHl B RN ERC—. RTENSE , E2EERE.

{
"detectorModelName": "EventDetectionSensorsAndApplications",
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [],
"events": []
I
"stateName": "Device_exception",
"onEnter": {
"events": [
{
"eventName": "Send_mqgtt",
FIARBASENERBNEYS
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"actions": [

{
"iotTopicPublish": {
"mqttTopic": "Device_stolen"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position",
"nextState": "Device_in_use"
}
1,
"events": []
I
"stateName": "Device_idle",
"onEnter": {
"events": [
{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position"
}
}
1,
"condition": "true"
}

FMABABZMERBERSH 146



AWS loT Events HBEABER

]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_exception",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Tracking_UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.device_id",

"nextState": "Device_exception"
}
1,
"events": []
.
"stateName": "Device_in_use",

"onEnter": {
"events": []

.
"onExit": {
"events": []
}
}
1,
"initialStateName": "Device_idle"

[a

4t & HeartBeat

A RIER AR 2 AWS loT EventsiZHl B RHMERC—. RTENSE , E2EELRE.

"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [
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{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}

1,

"events": []
.
"stateName": "Offline",
"onEnter": {

"events": [

{
"eventName": "Send_notification",
"actions": [
{
"sns": {
"targetArn": "sns-topic-arn"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",
"nextState": "Offline"
}
1,
"events": [
{

"eventName": "Reset_timer",
"actions": [

#E HeartBeat 148



AWS IoT Events

FMBABER

{
"resetTimer": {
"timerName": "awake"
}
}
1,
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Create_timer",
"actions": [
{
"setTimer": {
"seconds": 300,
"timerName": "awake"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > Q"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"

ISA Z3R
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"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

.

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

I
{
"eventName": "unshelve",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"normal\"",
"nextState": "Normal"
}
1,
"events": []
},
"stateName": "Shelved",

"onEnter": {
"events": []
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},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

I

{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Normal"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

I

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"
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1,

"events": []
},
"stateName": "RTN_Unacknowledged",
"onEnter": {

"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
.
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"
.
{

"eventName": "remove_from_service",

ISA 3§
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"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",
"nextState": "Out_of_service"
},
{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.lower_threshold"
}
I
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.higher_threshold"
}
}
1,
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "State Save",
"actions": [
{
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"setVariable": {

"variableName": "state",
"value": "\"normal\""
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",
"nextState": "Acknowledged"
1,
{

"eventName": "return_to_normal",

"actions": [],

"condition":
"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold
&& $input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value >=
$variable.lower_threshold)",

"nextState": "RTN_Unacknowledged"

},

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"
I
{

"eventName": "remove_from_service",
"actions": [],
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",
"nextState": "Out_of_service"
1,
{
"eventName": "suppression",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",

"nextState": "Suppressed_by_design"

}
1,
"events": []
I
"stateName": "Unacknowledged",

"onEnter": {
"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"unack\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "unsuppression",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"normal\"",
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"nextState": "Normal"
I
{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

1,

{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"ack\"",
"nextState": "Acknowledged"

1,

{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

}
1,
"events": []
1,
"stateName": "Suppressed_by_design",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "return_to_service",

"actions": [],
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"unack\"",

"nextState": "Unacknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"ack\"",

"nextState": "Acknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"normal\"",

"nextState": "Normal"

}
1,
"events": []
I
"stateName": "Out_of_service",
"onEnter": {
"events": []
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
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"eventName": "re-alarm",
"actions": [],
"condition": "timeout(\"snooze\")",
"nextState": "Unacknowledged"
},
{
"eventName": "return_to_normal",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

1,
"events": []
I
"stateName": "Acknowledged",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{

"setTimer": {
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"seconds": 60,

"timerName": "snooze"
}
}
1,
"condition": "true"
},
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
}
1,
'condition": "true"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
.
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State in accordance to the ISA 18.2.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"

HENRE
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"detectorModelDefinition": {
"states": [

{
"onInput": {
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"transitionEvents": [

{
"eventName": "not_fixed",
"actions": [],
"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"
},
{
"eventName": "reset",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",

"nextState": "Normal"
}
1,
"events": [
{
"eventName": "DND",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"dnd\""
}
]
},
"stateName": "Snooze",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"
}
}

1,
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"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable.threshold",
"nextState": "Alarming"
}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.threshold"
}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
]
},
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Init",
"actions": [
{

"setVariable": {
"variableName": "dnd_active",
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"value": "OQ"
}
}
1,
"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
I
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"acknowledge\"",
"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,
"condition": "timeout(\"unacknowledgeTIme\")"
}
]
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iy
"stateName": "Alarming",
"onEnter": {

"events": [

{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
},
{
"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
}
}
1,
"condition": "$variable.dnd_active != 1"
}
]
I
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
},
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"
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ESREVERN Lambda HER , BRATHER :

- MBEHNERELAEFHHSREABL , BAEHES TAWS Lambdai2 Amazon SES #l Amazon
SNS #EEF£AN IAM A,

EHIBUER

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ses:GetIdentityVerificationAttributes",
"ses:SendEmail",
"ses:VerifyEmailIdentity"

1,

"Resource": "*"

.
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"sns:0ptInPhoneNumber",
"sns:CheckIfPhoneNumberIsOptedOut"
1,
"Resource": "*"
1,
{

"Effect": "Deny",

"Action": [

"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:*"
}
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A BREMEFAAWS CloudFormation#i 4R &8 Lambda EE ., HEAESHEHEY IAM £6 |, &
Lambda B 282 Amazon SES 1 Amazon SNS # &t #E A,

LA EREA a0faIE A AWS Command Line Interface (AWS CLI) 231 CloudFormation # &,
1. ERENRIED  EBfTaws --versionUBEEEZ S REAWS CLI. NFEFHME
{AWS Command Line Interface fEA &) T Z%E AWS CLI,

2. iEfTaws configure listUMEMLEBEAWSEIFAWS CLIFEE T EEXHENFIEAWS
BiR, MEFHMET , F2H ((FHIERY AWS CLIFHAWS Command Line Interface (BtE)

3. & CloudFormation 1R , BAl, . &R

T
W

i

(® Note
NMREBETEERFBEERE , bl LAEHFEAXE AR CloudFormation £78,

4. BEBRBARILL notificationLambda.template.yaml fEZTEAKE,
5 BBEELHRIHEE K RBRBEEZETHnotificationLambda.template.yamlER B .
6. ZEEEI CloudFormation & K FEHT TGS

aws cloudformation create-stack --stack-name notificationLambda-stack --template-
body file://notificationLambda.template.yaml --capabilities CAPABILITY_IAM

B A LAE St CloudFormation #84<LA BT Lambda BREIREHITA,

(® Note

AWS LambdaZE XK EEERRMA. MEKKNRZERHANETEREEFMEEANGER , B47
BETE(T I &S Eﬁzd%:ﬁﬁﬁ?ﬁﬁﬁﬁurﬂm RO LATE R EBREREEASTS (DLQ) ,
LUMEEUR SR IBME#H, MNEFMER , 5528 AWS Lambda A EKEHNIERS Y

Ho

& o] LLFE CloudFormation B EFRB U TEHE, MEFHMENR K F28 (FRER) 71
(AWS CloudFormationfs Fi # &
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3 BHE] Lambda ¥

B LA S Lambda B SIS BUR Y BIBIAWS loT Events,
EE BE] Lambda HEE , EFSTIER,

- 118 A5 Lambda HEHTIEEBEMERAWSE R ERR.
- MBEFEFRIRMEI Lambda BEKEIAWS loT Events , 551544122 Python 3.7 $11TBEER,

T~ Lambda B :

import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses boto3.client('ses"')
sns boto3.client('sns')
def check_value(target):

if target:

return True
return False

# Check whether email is verified. Only verified emails are allowed to send emails to
or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the emails
verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from your
account

def check_phone_number(phone_number):
try:
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result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone
number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO. Exception
thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S')
alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'], nep.get('keyValue',
'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3} {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:

from_adr = email.get('from')

to_adrs = email.get('to', [])

cc_adrs = email.get('cc', [1)

bcc_adrs = email.get('bcc', [1)
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msg = default_msg + '\n' + email.get('additionalMessage', '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email(Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses': cc_adrs,
'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text': {'Data':
msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

MEEMMET, , FBH (AWS Lambda B A BISR) H4HER AWS Lambda ? .

CloudFormation &i4x

£/ T % CloudFormation E24~2 37 88 Lambda K&,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Notification Lambda for Alarm Model'
Resources:
NotificationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
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- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole

Path: "/"
ManagedPolicyAzrns:
- 'arn:aws:iam::aws:policy/AWSLambdaExecute'
Policies:
- PolicyName: "NotificationLambda"
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:

- "ses:GetIdentityVerificationAttributes
- "ses:SendEmail"
- "ses:VerifyEmailIdentity"
Resource: "*"
- Effect: "Allow"
Action:
- "sns:Publish"
- "sns:0ptInPhoneNumber"
- "sns:CheckIfPhoneNumberIsOptedOut"
Resource: "*"
- Effect: "Deny"
Action:
- "sns:Publish"
Resource: "arn:aws:sns:*:*:*"
NotificationLambdaFunction:
Type: AWS::Lambda: :Function
Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
Code:
ZipFile: |
import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
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ses boto3.client('ses"')
sns boto3.client('sns')
def check_value(target):
if target:
return True
return False

# Check whether email is verified. Only verified emails are allowed to send
emails to or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the
emails verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO.
Exception thrown: {3}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):

#3 Lambda EHE 176



AWS loT Events HBEABER

logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')
alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'],
nep.get('keyValue', 'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [])
bcc_adrs = email.get('bcc', []1)
msg = default_msg + '\n' + email.get('additionalMessage',6 '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email (Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses':
cc_adrs, 'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text':
{'Data': msg}}})
logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')

sns_configs = event.get('smsConfigurations', [])

for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
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sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

FEARREMHN Lambda B2 AWS loT Events
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2FEANERSE. F=ZHFREZAEECHRIEBEZSENHREERERM AWS SEFTEN—H9., NE
TEBERN AWS loT Events WERFTE |, B2EERTEEERN AWS RIE,

- ERRTPNESL  BENEEECRAFIEAN AWS R, G4 EHHMREES  S9FEANBR
. SEBNERNBEANEENER,

AXHEHEE T #EER AWS loT Events RHEAREEERMNEREF. T 5 EREH BN AWS
loT Events SREREZINENLZERERBE, LEMBE MR AEBEERMEREAWS
loT Events&IRIAWSAR#5 .
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- AR AWS loT Events B Identity and Access Management

- EEFE AWS loT Events

- FFEMEERE AWS loT Events

« AWS loT Events FHIREHE

« AWS loT Events PRV EM L S

EAR AWS loT Events B Identity and Access Management

AWS Identity and Access Management (IAM) 2 —f& AWS fR¥ , BEE SEAL S HIRHIE AWS &
R IRAR. AV EREGRHETESH 55 RE (EBA) AEM (LAHT) REA AWS loT
Events &R, IAM 2—EEAUREFEHK AWS R,
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- E—STH

« AWS loT Events ¥t IAM BiEHEF X

« AWS loT Events &2 B BRI

- EBREEEREA

« ¥} AWS loT Events § 5 EiFEUE 1T SR EHERR

cZhes

AWS Identity and Access Management (IAM) IER A XN ETFE , FHRETE AWS loT Events HFTH,
TR ITEME,

RIBERE : MREM AWS loT Events BT , ERESRERAFTENBIENGT. BELRT
BMATIEXMAEAAY AWS loT Events SR ER S | LR @FTEHNNT T, THRENNEESRT
B EE SFEREBMNFT T, &HEEEFE AWS loT Events FEYEIEINEE , FSB & AWS loT
Events 5 7 B2 {7 B 1T S S HR AR

BREEES : MREEF N TAK AWS loT Events EIR , A AEE{H AWS loT Events B 5E & 17 EUE
R, VRS 23 ET IR £ F & FEZELAY AWS loT Events THEER B R, EE | BAEKBERIESBE
WIAM BEEE K REFLREEAENTT. RELEELNER , 7TH IAMNWEERES, EEE—
S THRENTEH AWS loT Events £ IAM 8953 , 5528 AWS loT Events &8 IAM BV iEES

Ho

IAM B E : IRER IAM EEE  BREEENMRBEBERLUERE AWS loT Events fZEUERY 540
B, EEMBIETLUE IAM FERAKEH AWS loT Events &0 BBUEK |, 52 AWS loT Events
SR BEREH,

FHE D BRE

BEOBRBEEAEIBREEAAWS HER, BX4ALLAWS IREFRERE, IAMEAES D , ST
IAM £ @37 BB (BAE AWS),

BT LAE FEIR B 2 2R AWS IAM Identity Center I2HHR , S 529 & A AWS, (IAM Identity
Center) Ef#&., BELRMNE—ZASHEENEHN Google 5 Facebook BHE RIS & 2 HIE A,
BLUBME D EAE  CNEEELANCRKRESEA IAM SNBSS D, BAWS BEHEABAET
FHER  feEERETAE,

RIBENFEREER | BT L& A AWS Management Console 5, AWS ZERA Ok, MEFEZEA
ZE AWS HFBEN , F2H (AWS 2 A FAEER) PHIAEALZN AWS IEF,

n 181


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

AWS loT Events HBEABER

MRERUENRFTN T RFE AWS , AWS REHEBEHEN (SDK) M S FHINE (CLI) , AEFEM
BHBIFEBRRRFLAARELNFER, IRETEHA AWS T | BLABTHEFR. WEEH
EBNHERTESFRNFMENR  F2E8 (AM EAEER) PHEE AWS APl FEXR.

ERCERMES RIS L BURHETERHEEANNZESHEN., Fln, AWS BEEREFERAZEE
I (MFA) AIRERFNEZ S, NMEEFZENA , 5528 (AWS IAM Identity Center fEREIER)
NWZEEZZHFM (AM FHEIER) PWEAWS FERAZEEZREF (MFA),

AWS IRF RERE

WMRREY AWS IRF , B8R E—EEASD , TUZREFEIRFHAME AWS ¥ HER. 55
BH AWS IRF REME , FRARMIRFRATEANE FBA L MABEN AT E AL FE, @IES
BABURERAERERREAFER, RECHBREAERRE  LEARAITREHRERENITNE
. MEELEBNTEFE , THFUREAERANES , F2H (AM E£AEER) FHNEE
BEAEBENER.

IAM fi£ i & M A48

IAM £ ERIEAWS IRF AN —E S5 , ERE-ASREARANBET T, EREEThEK
BEREE K MTEHAEURYERE FINEBNFIIR) O IAMEHE, ERURKBECAR
PIREHRERBBEN AM £AE  ERECHVTFNSR., WFEFMENR , F2H (AM £AEE
) https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials # #Y A
FERPBENEARGIENRBRFISR,

IAM ZHER —BIEE IAM BRAEEENE D . BEIUFESIBEA, SEUUEARER-RAZS
BEAEEENT, HEATREEABREAEFTNBEEGEARS, flU , BB —ERA
IAMAdmins HYEFAE , iR FEEHEERE IAM BRI,

EREREAGTE, ERAEAEHRE-ASIEAENEZLEN EACNENREARAZEECHA
EHE. EAEHAXKANRYERE K CARERHERERE. NFE-—STH A F2H (AM EA
EFiEE) FWEL IAM £RE (MIEAD) B FHE,

IAM B

IAM BERE AWS IRF PR —B8 2 , BEEBEN Y. cB8LIAMERE  ETEBENAEM
B3, BALATE AWS Management Console HiEB ] 4 € R EREE IAM A€, &7 LOE B Y

AWS CLI 2 AWS API #&1F , iR A BT URL REVGAR. NEFEAACNEEFMENR , B3R
(AM EREER) PHER IAM B,

FREREEN IAM AGETHERHIEEER :
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- BMESOFEAEEN — UFENBMEEIERSTY , FEVAR  YARAGERTT. EHHESSH
PETEIRER XS/ SHACEVEH  YNESHACERNTY. NEEEBaSAR
HEHEER , B2 (AM EAEIEE) https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create_for-idp.htmIFHBE=F S o HEFEIACE, WREMEA IAM Identity Center ,
BIZERENIE, AEH S BBRITUFRMAZR , IAM Identity Center A4FF AT EE IAM FHY
AEHEREB, WEESRFATSRNEN , F20 (AWS IAM Identity Center fE A E1ERE) HHFTA

=3

ZI<o

- T IAM EREFF T - IAM EAEHA ST LUEE IAM SeRE KW EERRA TR,

- BIRFFEE - B LER IAM AG , RAFFTERFAHNEA (GENEFEA) FRERFHHNE
o AERRTERSFFRENEIESN, B2, SHEELE AWS B , SUMUBRERERIE
B (MEERAABEARE), IFTHREAAGNEREBRRETEIRFEFNCENER  F2H

(IAM ERERERE) 91 IAM SeREREABRNEE,

- BREFE - BL AWS R FEHAEM AWS IR¥E FHIEE. il , BEERE PHETIEWE
ZREBEEEE Amazon EC2 H#I{TEAR R YT Amazon Simple Storage Service
(Amazon S3) 1, IREATEEEFEAFWUERNFTA. FARKACHERREELACKRHITINE
%,

- EREFMITERER (FAS): BEER IAM ERERNARKE AWS RHTEER , RRERERA
TR, ERERAELRKEER  SURENTEDHE, MZBERSETEANRETRE S —E
BfF. FAS EREBRMFFI A AWS R , #BECFER AWS BRI LA TERBHHFER. RE
ERBRIFTEEEM AWS R REFEB S RETRMNFERZE , TERH FAS FR, HEI1E
MT , BBEEBEHTEMEEMENFTA, MFRE FAS BRENBERFREN , F2H (E%
FELTEFEERD

- B AR  REAGERBELEN IAM A6  TRREHTEHE, IAM EEETLRE IAM AE
3., ERAMEBRERE AR, MEFMAER , FSE (AM EREERE) FREIABUEIRTT
#E AWS BR#E BR¥E

- RBEFAE - REERACR —EERED AWS R NERBARER, REATUBERRES
TERENAE, REEEACSERESLN AWS IRF F |, WHZREMEES. IAM EESA L
miR | BETRERERBEFAGNFT,

- 7£ Amazon EC2 L #THEARE - ¢¥7E EC2 #1TER LTI R E AWS CLI F1 AWS API &
ROWEARER , BUUER IAM AERERTREE, ERE EC2 HTERARFEFRNSRANBRL
R, WMFERIKAWS A EC2 HTEBRWIRMUEMMBERARAMER , BB EEFHTHE
BHHTERREE. BTERREETSXRAE , YAWE EC2 HTER LHITHREXDNEERK
BE. WEFEFMER  F2H (AM EREER) PHEAA IAM A& RETFEFA#E Amazon EC2 %
TER EHITHEAER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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WMETHREEER IAM AEXN IAMERAE , F2R8 (AM EREER) PHEM IAM A6 (M3EE
H#E) R,

E AR EEFEUE

B LUBBEY BRI A HMMNE AWS 5 RNEIR , £ AWS HEFIER. BERE AWS Hi— @Y
, EENG o HNEREEBE  EAERET. AWS EEER (ERE, REAEIAGTH
PEER) BB REFMEELEE, BURPWFTH , RERB A IIEBFHER, KE2BERLL JSON X #
FEAFMEE AWS F, 1FE JSON R4 EBNABTNFHAER , F28 (AM EAEER) P
JSON BURHE

EEEWLER AWS JSON BURRIEEH T AFIBLERNS. WHMER , WEERE M BEERET TR
A BEERAITHES/E.

HERERT , ERAENACRKRAFT. EEREEHAEHEMZERATIFENT , IAM EEET
BLE IAM B3R, A%, EEETUE IAM BERHEEAE  FAEERRTELAE.

IAM BUERERZXEMENFTA , BRECERMELERHTRE, Sl , BEBREE—EAFT
iam:GetRole BMERIBER., E{HEXBURRYGE A & E A LAHE AWS Management Console, AWS CLI &
AWS API 8 ABE .

B o BEE

SoBRBERET UM NE 52 (Flin 1AM E£HAE, FAEHESRAR®) K JSON FIBEXH, EL
BRI 5o EME GG T ML ERATHLESE, EETHRNMAERISIERBE | F2E
CIAM EREERE) RPRET IAM BUR,

BoBABRRAE-—STERARBRIZERR. ARBREEEARIE-CERE, HEIAG, X
ERRARBEMYABER , BRLUEELBEERMME AWS tkF AW ZEFEMAE. FHENAR, ZER
RIS AWS EEHENEFEERR, NMERBNAESERRRARBKBEE , F2H IAM &£
AEEMPHNESEBRRNMARBERERE.

HBUREE

AWS XEHMED RHBRER, ELPFREETRERT RRREEREEHHZRAFFT,

- FARR-FFUHER - EERDRE  THERES I EBERERT IAM B8 (AM £AEHAR)
MBAFFA. BUNAERREFIRR. MEENFITERERNS D HBERMEFT I SRR
o 8% Principal M FEEERAENACHNEREBRAUATESZIFIRRRG. EEER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
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RPNHAREEHSE RN, NFFUIHRENESHRBES , F260 (AM EHEERE) 7
IAM BEFF I EE

- FRIEFIBRK (SCP) - SCP & JSON BX , A#§E AWS Organizations F#EB S HBE L (OU) B
R AFFA. AWS Organizations RIE AT AR EMNEHERELXMEENZE AWS IRF ., HE
RAEBTRHTEIEE , LA USRS HIBUER (SCP) EREIF A AEIRE. SCP ERFIR &R
FHEBNWTT , S FEEE AWS (RFIRFERAE. MEHEBN SCPWESHEEN , F2E8 (AWS
Organizations EA&E1EFE) FH SCP EEF X,

- THERBBE - TERBRBEER —BHEEBE , fUAEEARER NI REYACHBEHER
ENTRTEMERE  FRASHEE. MELETFRRNFTEREAENACN S S EEERNTE
FEERBURMIR SR, FTAAILRAEREER, MAEEEBRTWAREEREERTH AN, WEE
ZEH , F2H (AM EREER) hTERERBK.

ZRBRER

HEZERRERERIFRE  HEREANTUISELSEM,. EMHBELER, MTEEE AWS IR
ZEBREBEFNAHERE AN —EFX , F2H IAM ERAEEERVBEREEE,

E—5 T #

WE AWS loT Events B0 MIENEEENFMEN  BEESHUTER

« AWS loT Events &8 IAM BYiE4E 53X
« ¥ AWS loT Events & 9 E2 {7 B 1T 5% B HE R

AWS loT Events &8 IAM BYEHEH

LR IAM REEH AWS loT Events WEEZ AT , /8T T A7 52 AWS loT Events 5B £
B IAM ZhEEE HRLE, EEHIS AWS loT Events FE it AWS RIGIMIFEE IAM SEFAMEFHMAEEN |, 58
S0 1AM FEREERPHIEE IAM EHAK AWS iR,

£

» AWS loT Events &% B BUR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS loT Events HBEABER

AWS loT Events 9 B KE

FH IAM B2 ERBER , BULUIEEAHSEENEENER , UREMEFRGTEAHRIELH
fE. AWS loT Events XIEBEEIME, ERRFEHRSIE, BEE T HEE JSON BERFFERAWME T
%, F2H (AM EREER) P/ IAM JSON BETESE,

BE

IAM &2 BEBEN Action TREHABKRE AFREENBEDFE. BEREFNEBEESNME
BABERY AWS API BR4EME., BERSEMABERR TFTHTHBBHRENFTT,

AWS loT Events VR BMESEBEZHFERALTFE : iotevents:, fl , ZEREXE
AfEFH AWS loT Events CreateInput APl fEZEE Y AWS loT Events#ii ARRER , &AL
Ziotevents:CreatelnputBETEEMPIMNBERD, EEREE AEIB AWS loT Events
BatchPutMessage API {E¥EX & AR , B L#iotevents-data:BatchPutMessage®)
EESEEMPANEERS., BERRRXMKEEE Action 5 NotAction ;tE, AWS loT Events &S
—{E B D BIE |, REIRE T S A b R AT B 7K

FEEE-RAXHEEZEEE , FRERSRE , TR :
"Action": [

"iotevents:actionl",
"iotevents:action2"

BT UERERZT () REEZEBE. Sl , ®EEEFRER Describe XFWNABEME , FE
SUTEME :

"Action": "iotevents:Describe*"

HEEEH AWS loT Events BIEREE , F2B (IAM A EIERE) F AWS loT Events EEZH B 1E,

&R

Resource TEAIEEBEERNYH. BIRRXNAEZE Resource 5 NotResource Jt&, &A[LL
A ARN REEEER , IREABAZETR (*) RiEERERXNEAZMEER.

#AWS loT Events IS ERREREF LT ARN :

arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/${detectorModelName}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-actions-as-permissions
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INZE ARN BXMEFFMER , 5526 Amazon Resource Name (ARN) 1 AWS BR#5dn 4 2= &,

fitn | EEEFRRX P IEEFoobarERIZEE |, FBEA TSI ARN :

"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/Foobar"
EEEEBREERFINAMBATER K FEASHAFRT (M)

"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/*"

BL AWS loT Events B)F (BIIIAREL ERVENMF) BEEREER LHIT. EEEBRT , &
AERBRAFT (M)

"Resource": "*"

% AWS loT Events AP| Bi{EESE AR ZEE R, U , CreateDetectorModel 2&E HIFH R
AN A  RtERAESEREERAMANGNSERNER, ZEAE—RRAXNFPIEEZEER ,
sl FESE 2 P8 ARN,

"Resource": [
"resourcel",
"resource2"

EEEE AWS loT Events ERER K H ARN WEE | F28 (AM EHEERE) 9/ AWS loT
Events EEMNEFR, BB T7THRETUSEABLEESEEESEERN ARN , 5828 AWS loT Events &
=N EE,

R &

Condition jt# (8 Condition [E#f) AIEZRIEEERAN LR R, Condition TERERAE
H. BAUBEFRARFEE FRRERES BINERSIR) , REEBERFNVERGEMBRPHNE,

BEERRXFIEESZME Condition THE , WEHEE — Condition TEFIEEZMEREIR , AWS
EEREE AND BRI A, BERE—RUERCIBEESZEE , AWS SEMELE OR RIFFTMEME
o BEANEHBERGE , TERERBXVFT T,

BHTUEEEEGRERARUERY, SN ATAREEAEEALEREEBERE  BER
GRNFIETHEAE, NBHAEH , FSH (AV EAEEE) F1 AM BETE | SRS
.
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
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AWS loT Events TREEMRBERRFRCI#  EEXBE-LE2BRHERSIBNER. EEEFM
BAWS2EHEH S| , F2H IAM EAEEEPHAWSEHHFEFAT R, |

g4

ZEZMR AWS loT Events B0 B BUEREIf] , 552B AWS loT Events 5 2 BB SR & 4
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AWS loT Events T BERBHEBEK, ;. BERAHEEREEBKRERMNES ,

docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html,

:I:IiH.
W%

2/ https:/

LA AWS loT Events EBAEBRNIT#E

B AR BIEREE] AWS loT Events &R , SR EFBRPEEREIES AWS loT Events, HERIR
EBZFFE , 36/ iotevents:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys fR-ZR5|8 , THRNWEHETEF , REEREA. WFEZE AWS loT Events EIRH
HEF B2 FERLEM AWS loT Events Ef.

EERRERBERES , UBBEXER LNEBRRIEFIER , 528 REEERKTAWS loT
Events##,

AWS loT Events IAM & &
IAM A2 AWS IRF FEEISEFTNER,
BRI BEE AWS loT Events 2 E £ H

BAUREBSEAEREE. BT IAM AL, IRBREBRFAR, BN AWS
Security Token Service (AWS STS) API fE% (5l #1AssumeRole ) EEHR RIFZEEAE
FlGetFederationToken,

AWS loT Events A" X EFEHEEFEAER,
REEEAE

BB EEA AR AWS BEFREMBREINER , MAEZREE. BRHEESCESRRELN
IAM BREr | SWHRBBRBEFIER. IAM EESTURER  EFREERKTESASBHNTT,

AWS loT Events A X EREEL AR,
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https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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BHAE

WIHEE A ERBRREBETREAC, LACTHRREFTEMBREFNER  UKRKKREZTHEE, R
BACEHBEELN IAMIRES  BEHRIRFAEES, EXRIAMBEEBETUEENAGHNTT., F
B, BT AR R I b IR AL #Y ThAE

AWS loT Events X EREAE,

AWS loT Events & 2 BB #HI

BIBTERR , FAENAGTEREISRIEH AWS loT Events ERIVEPR, Mt EMEH AWS
Management Console. AWS CLI 5% AWS API #i17E#%. IAM EEEXERY IAM B3R , BFFEH
ENABCEETERLHBTHE AP RIENAETT. EEEEEVNAKELBRERZFTEELF
AN EAE S EE,

BETRAERELES JSON BERXH2Y IAM S5 RBXK |, E2H (AM EAERERE) PHNE
JSON ZE&] L BT R,

E3:

- BRBEEHR

« {8 AWS loT Events £24A

- AEAEREMMBE ST

» FEL—{EAWS loT Events#i A

- RIBEBRHEAWS loT Eventsiii A

BREER

EoRBEREERA, MM EEREFHNEBASERELEN, FEEMER AWS loT Events
BER, ELEETREDEEN AWS IRF EAXAER, EREBRYREES 2 HBERE | HEB TR
REBEEE

- FHBER AWS SEHBEK - BEWREFRARER AWS loT Events , FEA AWS SEBRREGTFET
AR, ELEBEREHELIRFPRA , WM AWS MBNEH . MFEFMEF , F28 (AM £
R&EER) THIFRKER AWS ZEBRRERAF T,

- BRYREER - ERRYBFTERRE  FRRTHTERMETENA. UKD —HEFTEHE , R
BREFERTHEINNFTT. EL—RABEAARRN , HRBEASMMBRBESARZRE. WFHF
WMEF , F2E (AM EREER) PHRTREER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
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o SHEBURMEZERA MFA — %T}E%;zéﬁ , FREXAFRASEERRFT (MFA) RIFEUBUE
BIRS API fE%, WEFHMER |, 5280 (AM FRAEERE) F7E AWS RAEAZSEERRE
(MFA),

- FABRKRENENEZS - EYBETHEEY , BERE S 7 BEBRATENERNGRY. 4
m, BAILRE R , EERERSLERE—EWAET IP it &E, BB URERYE , REEEN
HEASRAF RS E R RRFRESR , AR ERMEA SSL = MFA, MEFHMER , F2E (AM FEHERE
) #H IAM JSON BUR TE& : &4,

£/ AWS loT Events 14

EEZFH AWS loT Events £#2 & |, BANEREREN —HEFFT, SEFISLARFERIIEARIRE
AWS RF # AWS loT Events ERIVEFHEF. NMREEIHKEAXNEHFTEREN G 2 BBUR |
AEREEZBENER (FHEHAR ) MS , TEARELNEBRERE,

ATERBLERAMEA AWS loT Events A& |, BT AWS ZERREZRIER., MEFH
ﬁﬁﬂ y nﬁ £2 ﬁ |AM ﬁfﬁ%?sﬁqjﬁ'ﬂﬁﬁﬂq%ﬁfgn?—f

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotevents-data:BatchPutMessage",
"iotevents-data:BatchUpdateDetector",
"iotevents:CreateDetectorModel",
"iotevents:CreatelInput",
"iotevents:DeleteDetectorModel",
"iotevents:DeletelInput",
"iotevents-data:DescribeDetector",
"iotevents:DescribeDetectorModel",
"iotevents:DescribeInput",
"iotevents:DescribeloggingOptions",
"iotevents:ListDetectorModelVersions",
"iotevents:ListDetectorModels",
"iotevents-data:ListDetectors",
"iotevents:ListInputs",
"iotevents:ListTagsForResource",
"iotevents:PutLoggingOptions",
"iotevents:TagResource",
"iotevents:UntagResource",
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"iotevents:UpdateDetectorModel",
"iotevents:UpdateInput",
"iotevents:UpdateInputRouting"

1,

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/
${detectorModelName}",

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:input/
${inputName}"

}

HRMEFU AWS CLI X AWS API (9ERE , BTFEAFHKEAREREFHT. Rz , RAERHFE
RS EERMNITZ API RIENBERALT

HERERGRMMIBE ST

tEfEREMAREYEEK , AFF EAERRERIMMAEAESSTNAREZERR. LBXREE
EEEAEL , SIREA AWS CLI X AWS APl ZBEREERNN 5 N TR I EENFFT,

il

7

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": [
"arn:aws:iam::*:user/${aws:usernamel}"

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",

AN
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iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

jam:ListPolicies",
jiam:ListUsers"

]I

"Resource": "*"

FEL—{EAWS loT Events#ii A

FEgEslF | GBREREEHEAWS tREFEEA —{EAWS IoT Events#i A , exampleInput. &8
FEAFHBRM , EHAMERE A

HBERER

iotevents:ListInputs, iotevents:DescribelInput, iotevents:Createlnput, iotevents:D
M iotevents:UpdateInput #T?‘i%ﬁﬁﬁ% WE Amazon EEFFRIE (Amazon S3) B £ )&
TR ZRBERTFEAEFITLEATRAETAS , F2REBHZTHR  CHAEAEBEES
EEIENFE.

{
"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListInputsInConsole",
"Effect":"Allow",
"Action": [

"iotevents:ListInputs"

1,
"Resource":"arn:aws:iotevents:::*"

},

{
"Sid":"ViewSpecificInputInfo",
"Effect":"Allow",
"Action": [

"iotevents:DescribeInput"

1,
"Resource":"arn:aws:iotevents:::exampleInput"

},
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{

"Sid":"ManageInputs",

"Effect":"Allow",

"Action":[
"iotevents:CreatelInput",
"iotevents:DeleteInput",
"iotevents:DescribeInput",
"iotevents:ListInputs",
"iotevents:UpdateInput"

1,

"Resource":"arn:aws:iotevents:::exampleInput/*"

BRIBERBIRAWS loT Events##

BU L E S DB BERRERAEYE , URBESRIEHIZEE AWS loT Events EiR, &5 B RINMER L 1
TR, T8 , REE##EZBOwnerEEXFEAEZRBNER T SRE#ER, HEBEXLE

RTFEZEATRULEFENLERF,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListInputsInConsole",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "*"
I
{
"Sid": "ViewInputsIfOwner",
"Effect": "Allow",
"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}
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BRI LS BUR B ERIERF PR £AE. MRBANFEAErichard-roe EEBRKTAWS loT
Events# A , Bl# A BN EZ&Owner=richard-roesowner=richard-roe., & BItEE#IE
BIFE. HRHZEBE Owner £FS Owner # owner , RARHRSIBEBTES KNE, WEEZE
A, F2E (AM EAEER) FH 1AM JSON BETE @ R

R ERBEEREA

(® Note

« IKAWS loT Events R ERFEEFEAACERYERNMEBERETRBE EE, EEKRET
BEE AL IRFEBITEENBIE,

- WEHETEAREFERBERIBENMTEENSE , WHEAWS loT Events RIEHF R FFEIR
FERNBERTAILUER B,

BEREABEBRZ2MRE , AP REUTHFFTNERTURH EEESRRNERANITXD
B EAWS /| ERRBERTREEZRBFNEABE., EXRERE (WIURE) WS —EARE (1
FPILBRS) B , AIRE S RAEBRBERE. AR URBEREREFT , LETEREERETANAE R
HEMEFHNERRKINEE, BTHEBEERER , AWS RENTEAHERBFAERBHER ,
ELRBERCEEBRIRFPERNEFIE,

EEMRH AWS loT Events BERIEHE —BRENGTT , BAEBREERBEHRFEH
aws:SourceArn Hl aws:SourceAccount £EHFHFARERSI8#. MR aws:SourceArn EFEE
#R5 ID (5140 Simple Storage Service (Amazon S3) #ZiTH ARN) , BXEAFRAEMELEHEGRE
RE|RRBHFFT. MRBREAEMNBELBFRGEANDTEE , B aws:SourceArn EEZEIWRF ID, B
EAERBERBRIRX P EA aws: SourceAccount EM aws:SourceArn EHRMIERSR , XAEHAMHE
EHRS 1D,

MREBEREAFT —BEREERBFEEER , RIFFFEM aws :SourceArn, MREBEFFRXIR
FhEMEREEREEHAMEEER , 588 aws:SourceAccount, B{Haws:SourceArn%ERE
Bists:AssumeRoleimaRtEEBIAVERIBS B SR NE RIEH!,

BFEREREBABERERNSG L , 2FA aws:SourceArn 2 EFHRBT S, UK
ERWTE ARN, MEFTHEERNWTE ARN , RBNREBIEET ZEER , BFEA
aws:SourceArn £EHRHFAR LR  ARFEAEAF T (*) X ARN BRAID. 5
W : arn:aws:iotevents:*:123456789012: %,
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FMBABER

T 5| EHIERBE AT R FEHaws : SourceArnFaws

Events 2R & 2 /51 BRI E,

ES- |

- EHl1: FERYERISEEE

- 012 FRETRER

- 5163 : FREERSTHNER
- 160 4 : EEEE

g6 1 FEURRIZEEER

T5 A& g A REFERE DetectorModel & fo0.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
b
"Action":
"Condition": {
"StringEquals": {
"aws:SourceAccount":
.
"ArnEquals": {
"aws:SourceArn":

"sts:AssumeRole",

G5l 2 FEMERER
LT £ e R AR TSRS,

"account_id"

:SourceAccount £ E &4 HI & BT FZAWS loT

"arn:aws:iotevents:region:account_id:detectorModel/foo"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
1,

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "account_id"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:alarmModel/*"

gfl 3 FRIRERATHER
THEHBRTAREMIEEESTERNAG, KBEHTHERR us-east- 1.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {
"Service": [

"iotevents.amazonaws.com"

]

},

"Action": "sts:AssumeRole",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

iy
"ArnEquals": {
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"aws:SourceArn": "arn:aws:iotevents:us-east-1:account_id:*"

il 4 : SCERIEIF

HRREHARKRENAG , B4R FF oT Events FVBEEFRMHEAL AR, Hit , BXARER
BHENEREBERBAFTT ()

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

1,
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:*"

¥f AWS loT Events & 2 B2 17 B 1T 28 S B

AEEAUTEAKRBEEZENIEELA AWS loT Events f IAM AN E RREE,

N

&
« RAEREHE , 7157 AWS loT Events R #ITEIE
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o BRARXEBHIT iam:PassRole K IZE
« RBEARFHF AWS IRE A AEFEFEK AWS loT Events EJR

RAREZE , 1587 AWS loT Events R #1TENE

# AWS Management Console H AR W AREBHTHENERE |, BLABBENEES G,
FHERERRHELEAEEBNEBNALR,

E mateojackson IAM EFREEHERA TR ARBRREBH#NFEERMER
Hiotevents:ListInputsHERE , 4L T & IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input

FELBERT , Mateo EFREBEEFTHMABER | AFFMER my-example-input BIYEFE
iotevents:ListInput EiR.

EAREBHIT iam:PassRole HIIZHE

MREBUREIEERS | SHEBKRERZEHIT iam: PassRole B , BNBELEEH , AFEKABER
¥ AWS loT Events.

BE AWS B# A EEERAENACERRYE K MEARVHNBEACIRBEELE, NFH
TR , ELARERACBEEZRBNFT T,

£ 5B marymajor B9 IAM EFAEERMEAEE AT AWS loT Events RETEIMERF |, 34 T SIS HI8E
2. BR , HEFERBELFEREACE TN, Mary REKACEEEZRBEWT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBAT , Mary BIBURAAER , SLFFHFIT iam: PassRole BfF,
WMEEAHE , FHEEN AWS EEE, ENEESRHENZARE,
HEERFF AWS IRF B AEFEFKE AWS loT Events EilR

ALY — ARG | MEMIES e ERANERADN A BFRANER. £TLUEEE R
MESEN A IERAS, YT BEREROBERFIEEEE (ACL) IR | AT EA R
BERET A BEREHEROHT,
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MEE—FTH , F2EUATRE .

- ZE T AWS loT Events 2B XEIELINGE , 5528 AWS loT Events &t IAM #EES Ko

- EETHROMTIREHRENE AWS IRF PRt ER , F28 (AM EREER) BB FE
EEHEEMEENE —E AWS IRF F/ IAM FA &,

- METHRIMITEERNEFZEEREGRE=F AWSIRE , 528 (AM FAEEE) PWNSEFEEUER
MIEE=FHEN AWSIRF,

- METHIMMSEBHE S RMEIE  BF28 (AM FAEER) PRSEEVERMHEGENSDIE
TERBENERE BESES).

- EETHREAACNERABRETERFFNZENZR , 20 (AM E£HEER) PH IAM
AERERAEBRNER,

EEf= AWS IoT Events

B RHEE AWS loT Events R& AWS SRS RS, ARAMNRENERS 2. BEZMLAWSHE
RERNAAAEHINERERER  MEERESHAMGERR BHIE, ERHKER AWS loT Events
ZHl, BARMERE , ATIBEREHEE

- ERERRMAE?

- ERPLEER?

- ERELEERAVERBM?
- BEAMEERTE?

- FESMITERER?

- BREBBEREXBEA ?

TSR ESERNBATENSRES TURKE  HUERHBRIEREY AWS loT Events E&X
SEMOE%E, HMER AWS loT Events B , MBS GERER | Mtk FAE5E B AT HO AL RHILL
B, HRESREEINMERERN, ANNERELR,

Blan , REERBIR Amazon EC2 , BITT AE RS 1T{EERAY CPU EA R, ®ilk /0 M@ EMR,
BREINEEFFELNEE  SURFEENREISAITERKEL , UEE CPU AR, ®E
HRR 10, RREMRE,

ES |

- ERTE
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« fE 5 E#&EE#E CloudWatch
« /A AWS CloudTrail 528 AWS loT Events API R0

BejmT B

AWS 124t R FAREEHE AWS lIoT Events WZRETE, SAUSREH b — T ER##E/TEE B
TEZEEFHN A, BEBRESTEEHBLEEETR.

BHEMLEEETE

BAIUEATIBEBLEE T EREEEF AWS loT Events , WA FRIFETER

g

« Amazon CloudWatch H&# — E5#2, FRAFERBAWS CloudTrailsi 3R B FE. MERF
HMEER |, 552 B Amazon CloudWatch R &SP EE AR,

« Amazon E CloudWatch vents — IEELEH WS HE AT —ENZEEEREBHER , LUETEE,
FEEGRREE AW REGGUEEE, EREZELR | F2B 1 5EA CloudWatch FiEM Ry Bl
CloudWatch B4 2 11,

« AWS CloudTrailit#EE — IR 2B A& E. BIRFESIREC CloudTrail $21EXR |, H RS
EEXZE CloudWatch 2#&#E. Ll Java BERBRERERARES  URBRBENEHEEEEEZCER
8%, CloudTrall EEMESEZEN , F2E (FEAERM) FH (AWS CloudTrailf£ A CloudTrail
FCERAE) o

FEERTE

EZ4RAWS loT Eventsiy 5 — B EZE &2 2 F B B4R CloudWatch B AEEMNEH . AWS IoT Events
CloudWatch, FEMAWSEZABERRTREEBAWSERIEAREN at-a-glance B17. BBEHES
AWS loT Events £ B&#E,
« AWS loT Events A SRR :

- ERIZRER

- {ERIE

- WA
 CloudWatch BEEFR :

- BEIBTREAMRE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html

AWS loT Events HBEABER
- BETRHERNWER
- IRIEEAMRRE

o, AT AR #AT CloudWatch LA TR 4E

- BY HEBRMRERLIENRE

- BRESERER , UHBEETHREZEHLRRBES
- BEHERBEMEN AWS ERIEE

- BVRREEEAREBENET

£ FA 58 55 % 5% CloudWatch

E R REIEEAWS loT Events RIZSE R R | BFEEAE IEEMATAWS loT EventsfE , AR EIBE
W {EMEEER, TmE% CloudWatch ES12 27 Amazon Web Services ( AWS ) R MR EEHETAWSH
FERRERF. B7 CloudWatch , BRI UEZEEREFERENERER. EAEANENEERE, FHE
AWS loT Events 18581858 E BEREUH Amazon CloudWatch 5288 & M EA CloudWatch &M EA
AWS loT Events, ZEEA M T RWECEE  SXESHAEEBRRES "EE, | YiRH—5
ZEEERE  ERSERREBIEREB., KeyValue

TH&EHIFERBERAELEMN CloudWatch DEBUG E#Rk 5288 B AWS loT Events.

"timestamp": "2019-03-15T15:56:29.4127",
"level": "DEBUG",

"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",

"messageld": "SensorAggregate_2th846h",
"keyValue": "boiler_1",
"detectorModelName": "BoilerAlarmDetector",
"initialState": "high_temp_alarm",
"initialVariables": {
"high_temp_count": 1,
"high_pressure_count": 1
b
"finalState": "no_alarm",
"finalVariables": {
"high_temp_count": 0,
"high_pressure_count": @

}I
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"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",
"messageType": "CUSTOMER_MESSAGE",
"conditionEvaluationResults": [
{

"result": "True",

"eventName": "alarm_cleared",

"state": "high_temp_alarm",

"lifeCycle": "OnInput",

"hasTransition": true

"result": "Skipped",
"eventName": "alarm_escalated",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true,

"resultDetails": "Skipped due to transition from alarm_cleared event"
.
{

"result": "True",

"eventName": "should_recall_technician",

"state": "no_alarm",

"lifeCycle": "OnEnter",

"hasTransition": true
}

£ AWS CloudTrail 524% AWS loT Events AP| 0y

AWS loT Events&2 (A1 E A EAWS CloudTrail, &R FTEENH BHESE %) MAWSHIRIE R
&AWS loT Events, CloudTrail #8EXAWS loT Eventsf{ &A= 4 FTE APl FEIY | G3ERBEAWS loT
EventsE#E AN |, UK % APl FIFZAWS loT EventsT A FELY

MREENIEBH , SRR ER [ CloudTrail E4 %] Amazon S3 17878 | ZFEAWS loT
Events. IR EREEIER , BIHAT UTE [SHERECHE] PR CloudTrail ERAEPRIENSEH, &£
FAUWRERER CloudTrail , & AT LA B2 HEYESRAWS IoT Events, IBHERM IP fzut, BHERH
A, REERNER , ARHAMFHAER.

EEHE—F 7 CloudTrail , FZ R FEAWS CloudTrail A& 8.
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AWS loT EventsF Y& A CloudTrail

CloudTrail FEZRIZAWSIRE R , BWNIRFERMA. EEEHBEEFHREAWS loT Events , 5B
EHRIREEPHEHMAWSHRT CloudTrail E#4 — R HRESHFR, BRI lmR, EESMTH AWS
WRENRFEN, WEFMERN , F2BEH CloudTrail EHFEREEHERIEE4,

MEE AWS IRE P EEETEHRE (28 AWS loT Events BWEH) |, BERMER, BHEA
CloudTrail #% B 513X {J %] Amazon S3 FZETEE, RIETER K ELETRAEBEURERE K BRSEH
BFrE AWS [EBiF, ZEMERHERE AWS PEIEFFEERENESH , Y HFERIGRBEEN
Amazon S3 fEZETEE, A |, BE LR EEMAWSHRTE |, Ll — 25 547 CloudTrail iR#& P INENS
HERLFEITE., MEFMET , F2H

- BIBHHEIE

 CloudTrail XENRBEES

« 5% Amazon SNS JEHI CloudTrail

« RS EEEEEW CloudTrail B & X301t 2% Bk 524K CloudTrail B & X4

B-EEMHHARRENETSELFRENEA. BoERATHMEHE THIEE

- ZFEREBEECLARN IAM EAERFRL,
RUZFBRE  REERTREAGEBES S EAENTREZEREE.

N

- ZAERBEHRS—IH AWS BRBEL,

MEFHMMET , 52 BICloudTrail # userldentity &, AWS loT EventsBj#E52&% AWS loT
EventsAPl &,

T f# AWS loT Events AiERIEH

BME—EHAE  TESHUBFENTEREEDEIEEN Amazon S3 f#ZErE. AWS CloudTrail
RHEETE—RZERHKEE. EFRKRREEMARGFENE—FR , SFEBEFROERME  BENAE
MEFE , FRBEEF L. CloudTrail BFEXHTRAH API BANEFHERRE , AkEMTEN
A4S EIE 7R o

EEMAWSHR F A B 3652 CloudTrail 8285 , ¥AWS loT EventsEI{EHETHI A Z & AP AR EE
CloudTrail B34 #TIRE , EheMEHEMAWSRESLE —REE A, CloudTrail {Ri%EREH
FMERKPREMBFERINSAFTER,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
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BEBFEEHNSTEELEERCAENENR, BFRHEINFERAEET,»ER , AHBEHETIE
13

EEERBRN IAM EFRAERFREL.
- REZFERE , RECATREACIBMSE I ERENERRZLEBR.
- ZAREREHS—IH AWS BRFRL,

BA LR EE A H B EMIE Amazon S3 TR A | (Bt ALAES Amazon S3 £MmiBER AR
BEEDMEREEE, RIBTHERR , ZHNAFE (A Amazon S3 [@RESHINZ (SSE) M1%,

EEXAGEINEBKRIEA , B LERE CloudTrail BER M B ERR4# Amazon SNS &
4, INB|HMER , 552BE%E CloudTrail B9 Amazon SNS &4,

Bl A LS R B Z{E AWS EIFMZE AWS IREH AWS IoT Events B ER | B EE — Amazon
S3 #E7FETE,

WMEFMENR , F2ERZEEEE CloudTrail Y2 CloudTrail 52815 F1 12 Z (E 1R P 1IN EC 818,

T5|#E 58 R R&DescribeDetectorEER CloudTrail ;28218 H

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht",
"accountId": "123456789012",
"accessKeyId": "access-key-id",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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},

"eventTime": "2019-02-08T19:02:44Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetector",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.0 botocore/1.10.65",

"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"

},

"responseElements": null,

"requestID": "Q0f41283-ea@f-4e85-959f-bee37454627a",

"eventID": "5eb0180d-052b-49d9-a289-0eb8d08d4c27",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

T35 & FFE R R CreateDetectorModel BIYERY CloudTrail 528218 H .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"
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},

"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",
"roleArn": "arn:aws:iam::123456789012:role/events_action_execution_role"
.
"responseElements": null,
"requestID": "cecfbfal-e452-4fa6-b86b-89a89f392b66",
"eventID": "8138d46b-50a3-4af0-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

T5EHIFE R & CreateInput B)YERY CloudTrail i28&E B

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"
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}
.
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "Createlnput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"inputName": "batchputmessagedetectorupdated",
"inputDescription": "batchputmessagedetectorupdated"
.

"responseElements": null,

"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

T 5I&5 5|88 R ~&DeleteDetectorModel Ej4ERY CloudTrail E4&EH .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}
I
"eventTime": "2019-02-07T23:54:117",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
},
"responseElements": null,
"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc@-4c42-904b-f24b764dd808",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

T3 & HIFE R ~EDeleteInputEER CloudTrail EL&IEE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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},

"eventTime": "2019-02-07T23:54:3872",

"eventSource": "iotevents.amazonaws.com",

"eventName": "DeleteInput",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "aws-internal/3",

"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput"
.
"responseElements": null,
"requestID": "ce6d28ac-5baf-423d-a5c3-afd0@9c967e3",
"eventID": "be@ef@ld-1c28-48cd-895e-c3ff3172c08e",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

T 5 & 5|5~ R&DescribeDetectorModel EI¥ERY CloudTrail 58$%1EH

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}
.
"eventTime": "2019-02-07T23:54:20Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
},
"responseElements": null,
"requestID": "18al1l1622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb4",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

T3 & HIFE R ~EDescribeInput B4/ CloudTrail B8 EE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AAKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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}
.
"eventTime": "2019-02-07T23:56:09Z7",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"inputName": "input_createinput"
},

"responseElements": null,

"requestID": "3af641fa-d8af-41c9-ba77-ac9c6260f8b8",
"eventID": "bc4ebcc@-55f7-45cl-b597-ec99aalsc8la”,
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

T3 & HIFE R ~EDescribelLoggingOptionsEEH CloudTrail FEi&IEE

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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},

"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeloggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": null,

"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:iam: :123456789012:role/IotEventsLambda-RoleForIotEvents-

arn":
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
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"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkZEZXR1Y3RvcklvZGVsM19saXN@ZGVOZWNOb3Jtb2R1bHNOZXNOX2V10OWIkZTk1YT",
"maxResults": 3

.

"responseElements": null,

"requestID": "6d70f262-da95-4bb5-94b4-c08369df75bb",

"eventID": "2d@la25c-d5c7-4233-99fe-celb8ec@5516",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THEHIFER REListDetectorModelVersionsE#ER CloudTrail SC#&EH .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
},
"eventTime": "2019-02-07T23:53:337",
"eventSource": "iotevents.amazonaws.com",
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"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"maxResults": 2
.
"responseElements": null,
"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac4see",
"eventID": "fc6281a2-3fac-4ele-98e@-cab560b8b8be",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

T5|&55 88 R REListDetectorsEYERY CloudTrail 528218 H .

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
},
"eventTime": "2019-02-07T23:53:547",
"eventSource": "iotevents.amazonaws.com",
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"eventName": "ListDetectors",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "batchputmessagedetectorinstancecreated",
"stateName": "HIDDEN_DUE_TO_SECURITY_REASONS"

.

"responseElements": null,

"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",

"eventID": "@d2b7e9b-afe6-4aef-afd2-a@®bble9614a9",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

THEHIFERREListInputsB ¥R CloudTrail 528 E 8B,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
},
"eventTime": "2019-02-07T23:53:5772",
"eventSource": "iotevents.amazonaws.com",
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"eventName": "ListInputs",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkhjYW5hcnlfdGVzdF9pbnB1dF9saXN@ZGVOZWNOb3Jtb2R1bHNOZXNOZDU30GZ",
"maxResults": 3

.

"responseElements": null,

"requestID": "dd6762al-1f24-4e63-3986-5ea3938a03da",

"eventID": "c500f6d8-e271-4366-8f20-da4413752469",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventslLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
},
"eventTime": "2019-02-07T23:56:437",
"eventSource": "iotevents.amazonaws.com",
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"eventName": "PutLoggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"loggingOptions": {
"roleArn": "arn:aws:iam::123456789012:r0le/logging__logging_role",
"level": "INFO",
"enabled": false
}
},
"responseElements": null,
"requestID": "df570e50-fbl19-4636-9ec@-e150a94bc52c",
"eventID": "3247f928-26aa-471le-b669-e4a9eb6fbc42c",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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},

"eventTime": "2019-02-07T23:55:517",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"roleArn": "arn:aws:iam::123456789012:ro0le/Events_action_execution_role"
},
"responseElements": null,
"requestID": "add29860-c1c5-4091-9917-d2efl3c356cf",
"eventID": "7baa9al4-6a52-47dc-aea@-3cace@5147c3",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"
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},

"eventTime": "2019-02-07T23:53:00Z",

"eventSource": "iotevents.amazonaws.com",

"eventName": "UpdateInput",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",

"userAgent": "aws-internal/3",

"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {

"inputName": "NoSuchInput",

"inputDescription": "this is a description of an input"
1,
"responseElements": null,
"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df24la-fd53-4fd0-936c-ba309e5dc62d",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

HEMERTE AWS loT Events

HERME AWS % REBRISERMER L RNEER , F2HEAWS i EESASETEHFRFH ,
WEREBREBNERATR, WE—MREA , FB2HEAWS REFEIAWS,

BRI LAERA TEE = H S AWS Artifact, WFFMEN , 2B TEHPHHEHH AWS
Artifact,

BHEEARNESREFEDUR AWS B REERNEBRAE, 2ANEHRBRURBERANEENER,
AWS RH T 5 EIR A5 BEREER

- ZEMESGHEMEREAPIER — EXBBERTREEEE  YREBEAZEHNEHEME AWS
AEZNEERENSE,

« 1£ Amazon Web Services L4 HIPAA Z£MESHEM — AARERPLTNMAFERAELFE
HIPAA EEHE AWS BAER.,

(® Note
WIEFTE A AWS RFE ERRFS HIPAA Big, MEFMEN , B2 HIPAA ERRES R,

- AWS EREFAWS — L THEEMIERES AEEARNENEXNAE L.
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
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- AWS EFEHER — ZBERNAERBRARNEEREN, ENEERARE T EZERE (BEX
BB RFEEMBZEA (NIST), XA FEXRZEFEEZEF (PCl) MBIBREFEE(\LER (1SO) + , £+
AWS fR# BiESI U HEEZ 2 RHNKREER,

- EFAWS Config B AEERHP IR AFEER — b AWS Config RE ST A ENERERZTS
RHMERK, EXEAFERNEE,

« AWS Security Hub— 1& AWS BR#% =Rt T RE T &REBH L ERE AWS. Security Hub AR £
7H, RSN AWS ERERELZNEZREBREFT R EREENREER, NEZIENR
BB | 5526 Security Hub controls references

« Amazon GuardDuty — FEIBEIRIIRIBEHPH AWS IRF A SR MBEES , Fik AWS IR ERIEHWT

EEH, RRENERNEBEERE. GuardDuty GBI ERERESRERBIERNARENE
R, f5l#n PCI DSS & EEHRMUFER.

« AWS Audit Manager— i& AWS BR#§ BBIRERFERZEN AWS £AER , UELEEERE RN
R, UREFERMNEREENE R,

AWS loT Events Ry 1R {E&E

AWS £IkERZ RN AWS EFHEATARFATLEEN, AWSESREZEsHERHNERT
RAES , eMUEEE, SHEENSERERAGEEEER., EBARE , Bt RENE
ARXNERE  RENETAEECHESRERE  MASRETE ., TAERENWATAY, Bifs
HNERED , IRE-RZEERP LN ERERSEES,

Mm% AWS EERTABHOFHMEN , BSH AWS 2HREBFIG,

AWS loT Events P ER LS

EE—TEZERI , AWS loT Events F AWS £iBiBRLZE£MWRE, NMEERE AWS 22 RFUR
AWS MR BERRENFMET , T2 AWS ExLs, PEFTHERSHZSUNREERR
RETEM AWS IRIE | B2ELT M AWS REBERIFWERFHERLERE,

IERIEA AWS B 4MEY API FL | EBEREN. AFR4AEXETSIER :

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BEfeREEEIEFARE (PFS) WEEEMH , #la0 DHE (Ephemeral Diffie-Hellman) = ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), AR (40 Java 7 MEFHRAE) KZEZEELEN,
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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o BRSACRAFEESIE D FEE IAM ETREEBNAEFTIRSIBREE, IE , EUUER
AWS Security Token Service (AWS STS) RELXERZEBEREEHB R,
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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AWS loT Events Fi 58

ARAWS — xS EZIEEIRHIRENTEREAWSEE, AWS loT EventsiRIEEZ BRAA , BRI EEFEDE
ABEAWSED MEFMEN , F2ERAWS —RSEZRBEHMAWS loT Eventsin 2 A BLEE A K
AWSService Quotas,

HRERESHKERE , FE Support FOEREFRIZERG, MEFMENR , 26 (Service
Quotas EAEIER) PHFERESEE,

(® Note

- BARERNAANABRBERFPLARE N,
« BEIEEVEANFERENGACRBEFCMANERE,
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https://docs.aws.amazon.com/general/latest/gr/iot-events.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://console.aws.amazon.com/support/cases%23/create?issueType=service-limit-increase&%20%20%20%20%20%20%20%20%20%20%20%20%20limitType=service-code-iot
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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& =188 AWS loT Events &R

ATEPEEENESRARERNBA , EUNEEMHIEBRNEXKACH TEEIEASMEE
EER, NERPRRL RENAEMEM,

BERELXHR

BEAZRLZUTENSX 2 EHEMN AWS loT Events ER , fIKIBE N, HEERIRE. EELHSE
AZHEREENERRRER. SUUARBREERGERNERRERDISEER,

BEERETLSHEERN—E "R5E, EEEEN "EH, . fiW, EUUSBAER —ARR , U
e B ERERELRANEE., RABBLASEEREABIGFALERN—HEBSR,
ERA-BNERSRETRERLEERNEELENER.

BULRBFTENEANERESNHRER. EARERIENERRAN , UIREATRRREHESE
REVFEL , a0 CAWS loTREASRER) i (HE IAM BEREAZE) Frrt.

ATHEFER , PHERFEIZAWS Management Consolei2ft 7 —&&Eh, H—WARKEILNE
HER, FEZREEZET , 528 (FA) K (EAESRESR) AWS Management Console,

BB AWS CLI A1 AWS loT Events API REAZER., BoUFEATIESHHN "Tags" @ ,
TRV R E RN AR | A EEARR B8 B M A =R

* CreateDetectorModel

» Createlnput

BEULER TS GaTHE, EXBMRIERCHERNRFERER

« TagResource
» ListTagsForResource

« UntagResource

U RESERER/ANE , X ETUBREERBRER, SUNASEBRNERAZEFTS , BEEE
HEBNVERA Nul, EEKERAEREAHAZNERNEIZER  AIMEEEREE, NRE
MIBREIR , thE M BREEXEIRE BBV E R E

AWSEEKEE FIRHE T HMER,
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https://docs.aws.amazon.com/iot/latest/developerguide/tagging-iot-iam.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateDetectorModel.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateInput.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UntagResource.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
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FEERYPRHIEE LR

UTEXRRGERRER

- B-EREZERHY-50

- WMRE LR — UTF-8 iy 127 EEBRF T
- BXERE —UTF-8 1 255 BERBBZET

- EBBHERES KNE,

- BOEGBRBBIEFEM aws: "HEFR , EREEREHAWSER. EFHEEXIMFEELFE
NEREBIE, ELFENER  TEEZERRFINERTBA,

« MREHNFLFEBHRREZERBENERCEAR K FLGHUEREIREERZERARE, B , 2
AMEANTRA A UTF-8 RAMNREXFR, ZHMBF , URATERZET (+-=._:1/@-

BE IAM BERERESR

&R LAEE AR AWS loT Events API E)ERY IAM BURHF |, ERUERASERNERBRGT . EAZH
LERRRFIERETEY, BT ERBLEER.

IETLAMER Condition T3 (%A Condition E#) , S IAM BERFH AT REABT SE
B, RIRBEREREHFEAEEFE F) :

- £ aws:ResourceTag/<tag-key>: <tag-value> AAHHIEBER I EEBEERNER
EE1E,

- M aws:RequestTag/<tag-key>: <tag-value> BATEIRH API 5ERE , EXREH (FAER)
BERR , UBYSBAAFEBNER.

- £ aws:TagKeys: [<tag-key>, ...] B ATEfRH APIBERE , EXER (HXF-EH) FEER
SHRE  HUBIUSBRATEBENER,

(® Note

IAM BERF AR SRINE  RSEAINERBITIELALES A AL AWS loT
Events B/E,

EEARFIE LR 224
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A (ERERE) PHAWS Identity and Access ManagementiZ & 24|17 EVERR B RAFE A EHRN H it
B, &M IAM JSON RS2 EZH2EE IAM F JSON BERM TR, SR L BB
. FREAMEH,

UTHFIRREEAMBEARRAERNRS, JHBERRHNERE

o LG TEIR "env = prod" BE (&P , FSBIIT "aws:RequestTag/env" : "prod"
o FEEUREFEMTEREER "env = prod" WEIR (FEEHIH , FSEMIT "aws:ResourceTag/

env" : "prod").

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel",
"iotevents:CreateAlarmModel",
"iotevents:CreatelInput",
"iotevents:TagResource"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/env": "prod"
}
}
},
{

"Effect": "Deny",

"Action": [
"iotevents:DescribeDetectorModel",
"iotevents:DescribeAlarmModel",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateAlarmModel",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteAlarmModel",
"iotevents:ListDetectorModelVersions",
"iotevents:ListAlarmModelVersions",
"iotevents:UpdateInput",
"iotevents:DescribeInput",
"iotevents:DeletelInput",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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"iotevents:ListTagsForResource",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateInputRouting"
1,
"Resource": "*",
"Condition": {
"StringLike": {

"aws:ResourceTag/env": "prod"
}
}
.
{
"Effect": "Allow",
"Action": [
"iotevents:*"
1,
"Resource": "*"
}

LTS ESRERRERESD  UEAEENERRBEESARRE , W TR,

"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

}

@ Note

MREARFARNEEEAERBERFNER , FELZEBHBEEEAERELERNEEM
FR&EFRR T BERNED. B EAETREBEARBRBEFENRS , YAEERNT

B,

B IAM BEREARR
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AWS loT Events £F #HEfi#

ARERAELEHPHNEFETREIANAR AWS loT Events BB =E,

o ®H AWS loT Events FIEEFfRR A =
o FEIBHIT O ARG EEBE AR RIS

=B AWS loT Events BB AR5 =

ASR T —HUREIMRIER , WS HRARBER TREAEIRTT R AWS loT Events.

§RER
- ERIBEREE VIR

- ERBRERFERNENR
- BEIEE R (TSR
- BYEREEE KRR (HENR{ERT)
« REEFETIERE

< BIRAS

+ InvalidRequestException JHE

« Amazon CloudWatch H§action.setTimer#& &2
+ Amazon CloudWatch & & 552

- EREETHES

o BEBASEEE AWS loT Events

FRIB R A2 TV §E R

EREHAERNFERRHRER,

R

R

at
il

BYERISERNE SEEZETHIRS,
s BEBMAVR AT —EEactiontk,

% B AWS loT Events BEMER T R
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« Bcondition@4FEMtransitionEvents, BEHMOnEnter. OnInputFMOnExitEH =2 AlE
M,

« WRconditionBUARZEH , ARHFEEANFTEERERtrue,

s FREEEXNIAEREATME, RERTRE Boolean H , HItfHERfalse BT EBEH
FnextStatelgEMactionsEE#,

MERHEET, , B2 SRR R TRA,
E M ERERI R BB E

RESDEMNENIMER T RAUR[ER | BNARBB MQTT JHE = SNS BRUEERAF[ELBEGRE
E#o

R B

WMREER, MERINEHEUEAIFER (F2 B UpdateDetectorModel) , BIFEMIBRFTE 12 RIZR#11TE
B ERAFREEE —RIEE. FLHHE , ToRANERNFERNHTERTESREESER
Ao BARESREVIENENRERTERNER. FEEELLIE  RARBEFTREENHHE

s,
B FEE KW (A RAFES)

RFERMGE | FRSRBEEXERDFERERENRE,

PSS

BERISNEHERESINTIEERR—EATHEHE, NRERTR Boolean & , AIHHERAfalseBFR
SR EH PnextStateiEEWactionE#:, MEFMEH , F2EBFRHTEENFEE,

B F g% K B (R ERS)

ERTESEXPHNEEINEEER , BRARTERRDFEISAELR.

R R

MRMBEsetVariableFonInput, = onEnteronExit , BlconditionE B G E B M HA M4
EAER , TEEAHE. Bt SEARKBE , EXEINBREXAL. EUAEBESEIEEE
BEZPRBevaluationMethodBBRERILITA, X EevaluationMethodBESERIAL , 8%
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateDetectorModel.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-conditional-expressions.html

AWS loT Events HBEABER

BRI UEHNERIRFTESEMHHRE. EfREevaluationMethod® BATCH (FARRE) & , B8
5% , MARAREEREEHRG 2RI EHRTES

Hk/l_a\ /iTIEEE
EREHFEABatchPutMessage.
FRRFR

MREER "BatchPutilE ) BZEAEEEZERA , IELIRJASIBANEERIEF. B THRE
A AR —EER , ¥EFSIRBatchPutMessage AT,

EARFE

REFFWSHIA API B ZE|( ' Connection aborted.', error(54, 'Connection reset
by peer'))#EERAL,

fRRT B

HE2 OpenSSL £ TLS 1.1 EFMARE I ER, EEXRAZE Linux Z{THR=X Windows 7 &
EERATHERERERE. F£H macOS AIaEE EH OpenSSL,

InvalidRequestException JHE

InvalidRequestException B E & fUpdateDetectorModel iCreateDetectorModel#l API
i, ®E2T,

RRAR
EMETYIER UGB ARE, MEFMERN , 552/ CreateDetectori® E MUpdateDetectoriE #,

il

EREELTERBFAsecondsMdurationExpressiontEASetTimerActionf 2 &,

- FRELENFHREZERdurationExpression2E¥M, FREEXTUEEHE, 85
($variable.<variable-name>) ¥ AfE ($input.<input-name>.<path-to-datum>).

Amazon CloudWatch Hisaction.setTimersg:2

#R A LAEEE Amazon CloudWatch B 553 EE1 AWS loT Events {EAISSE R & TEE, UTE2EHEE
48 AWS loT Events® R #E5Raction.setTimer,

B EBAZHEENEBEEEE R <timer-name>BE G AEE,
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchPutMessage.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateDetectorModel.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateDetectorModel.html

AWS loT Events HEABEE
A
ERESN TR EERdurationExpressionA BB AT, TAFEAHGERER | Flg
HE,
- BB BAZTHENFEREEEXNTEE R K<timer-name>MR 31622440, & T HIR%ERE
t, FRACHSFEFBREXNSENWEN R 60—31622400 Z [,
A
ARG RSENEFERB/PREER 31622400 ¥, HERNENFAERENEIAIRELNE
.
iR BAZTHENEERBEERXNIMGER N<timer-name>1 60, & 7 IRERM
ﬁ"‘ﬂ’]ﬁ%ﬁhfﬂﬁé“ﬁ@%ﬂ’]ﬁ P 60—31622400 Z &,
RRAR
BARTERNGEFAARIER 60V, FESEBNGERSNEIAIREINER,
o $HER : E<timer-name>EFMEBAZTRENFEREEEN, REEEER  BASBNEIE
WERE  URRESERENEEN@ A,
A
BRENFHAEREXSIATRAENEENG A, FREEXNTUIESE T, ¥
($variable.variable-name) F# AE ($input.input-name. path-to-datum)
o $HER  MERER AN RFE<timer-name>, RELNIFERFERES , ARBHE—

R TT B
2R "SetTimerZF. B1F , MREEET ERNSH , RERBIREFTKER.

3
#

INEHMER , FS2EERE AWS loT Events {88138 E IFE A Amazon CloudWatch 52 8%,

Amazon CloudWatch & §& 5

A LAER E Amazon CloudWatch B 53R EE }"'“ AWS loT Events ERIZSERETEEE, LT EREEE
AEEEPT AWS loT EventsEA M E REERFEYL,

- BHR RMEEFTAENBERESN. FHRESHEE,. BASBNENBEE2RAGNEH NG
AfE. Mo, FHEFAHNA/NNIR 1 KB, BIEAF 2R LR,
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_SetTimerAction.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/best-practices.html#best-practices-cw-logs
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BMAERNEHEE, BASBNENREE, NRBFEARAN 1KB , St EiREtt

“ﬁ B8 3
gllél
=
t'ﬂ]} c,}

Hen - RPEEIMEN IR EE XL EENEKE <action-type>, EAERNEZRARBTRTR

RNBRBEXTUEEFR ('string'), B8 ($variable.variable-name), BWAE
($input.input-name.path-to-datum), FRBE , LRBENFHR, ${2

RS . M EBENME B ### {expression} BN, ERMNEHEE A JSON , ALEBUEIEE AWS
loT Events #5H it AFENEER,
fRIR R

WMRIEENEHER L JSON , 5 AWS loT Events ERERBREAILGEER T AT HE, T
HNERTERTMERET. MRRFRY , BF g LEER,

- BY  BEEHT  ERABEIRBFERNATEENFHERETUE JSON, ERNWEHEEL
JSON,

BRRTT R

MBEEER\ERERSL |, FHER AWS loT Events AILUSBIEE R EEHFTEAER JSON AR
FIENXISON, AWS loT Events BMEE LA AR BEE R FFHABEMH JSON |, hEHTEE, AWS
loT Events

WMEFMES , FSHEFE AWS loT Events 88125 E Z BFEA Amazon CloudWatch 52 #.
ERERTHER

AL ETIEERFHRETHAE<reference>WERER [<inferred-

types>] : <expression>

R R
B ReERA T FEh — R E K EER
- BENFIMLEREEEXNFHWEMEE TTHES.
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- FPXEERGHRENSIBEE,

ESEEEAPEAZRE  FRETSIER :
AEESSENMAENERHMAE.

- ERERER-SZEEETHNSEMA/ER TR ,

Flan | ERHEERF | integer 2 B==FARUEEFTHEE T, BTHRREBRHS
B , $variable.testVariable + 13 H$variable.testVariable A5 FABE S NE,

WA BHIZEEFHNHEE T, EIt , $variable.testVariable 4 A ABREHH/NH,.

‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- ERFERASZEEABERRENSIEE , BHEARREIFESI ANEIRESR,

Bign , THtimeout("time-name" ) HBEBUNE S RMASI BN TR, NREFER#####HENS
%, Al BEREsIREI TS,

timeout("timer-name")

(® Note
i convert(type, expression)EHE , MREERA##EWSIFA , BI5| A GE RS
ZAzeStringDecimal, ZBoolean,

@

WEFHER , FE2HE2E,

LA A EEIEZE AWS loT Events
AL EESAREEE 1 B4

fRIR AR

ZraEgRA TIREAMES R

- MARASAF T EInput attribute Key.
- EHAERPIEEN JSON BEFMEE, Input attribute Key
- BARASBEBEBIEARTMEA , I AWS loT Events 8 AHFTE X,
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® Note
REAM RS REEAY BBt S 84 KB

Example

filan AWS loT Core , AWS loT RAIG KB , YRR TSIFAE Verify the Input Attribute
key.

EEMANEE  FREHWALZSHASEEBHERFTS In AWS loT Events put % , HInput
attribute KeyfuEHFF. MEFMEN , S the section called “7£ 5 fin B 4 5 212 5 A\ BY LA 7
W{aIEZE AWS loT Events iAo

EBEAT 07 R EE B BE AR R RR AR

AWS loT Events A A D AT IR A RIBS R WA RO MER , MEFEH ABBRR AT SRS ER

AWS loT Events#I{TAREIPTIRIY — R 547 , U EEWERIZFEER, ﬁtﬁﬁéé%&ﬁtﬁiﬁﬁﬂﬁfmﬁ
BEVHER , S ERELSERALE , L,L{E"?’r%ﬁﬁz S EERISSERFNBERE, WEEBE
RISRERNDEERERENFARNFHEEN , FSRENSEEE S MEDEET.

BRI LAEAAWS loT EventsE##A&. APl AWS Command Line Interface(AWS CLI) 8 AWSSDK &
BEERSFERI PN EERAR.

(® Note

- BUAFBERAIRR , TRBMERRER,

- BMEBEELEEREFERAGRNSRIER 28 , TREESIRINLENSHE, B8, #7
SRS R T RE R IR TR T,

o &R LAE P RUNNINGAR BEHE 1T 253 10 1820 470

EERBOADNERRRE , F2EDMBABFER (258 ) o MBAEEEE (AWSCLI) .

£

- ERBEERSTEDEER

- DHRASER (E#FHE)

- SRR ER (AWSCLI)
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https://docs.aws.amazon.com/cli/latest/reference/iotevents/index.html
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AWS loT Events HEABEE
BRI ER S TEZEER

HRSEE S TERETIDEES -

« Bk — 2 WERNBEMER. BRBEMSR , 9MERI/=KE .
- EF (INFO) — BEARRESHERAFEEPINEEMN L. ERFENGERBEETTEEIUAIERE
178,
« BE (WARNING) — BEHERERAERAIREREAFEE LB RENRL. BAEREELEE
REPEAGURER A , ERRESY RV ENEE. TR, BARERTREELEAST
.

* Error (ERROR) — SHERER GBS EAREEL P HENMBE, AWS loT Events EEREHABME
RIFERR  SEBHTEES . EUELBEMBER , TRERMERSFEL,

- UBE —BEUARESMERSBHNEISEEPSRBUNER. CEEEIERESRE, BB
EHEE, EHEBMEER (Hlfin state TemperatureCheck in onEnter in event
Init in action setVariable),

- BHE-ONERNVEE, sWEERSRUTER .

 supported-actions— AWS loT Events A EE R RIS EN SHRERE4FWUASE, &
AUESZAEBEUFEAGTREAREEY , IERBEEEZH M AWS R, EXEERERE
H AWS BEFPIEEEE A AWS IR AWS FH8 86 B B Bk,

- service-limits— RIEEEE (ttBARF) RERFHBREERSIIEXNRZR AR NDE AWS
B. BRIZERY , FHSERENEESBERE. BEEVERER , BUUEHRAS[ER
DU B R RERAERIEME R, SUEREMELRRE  MAMERBEREELZEM, NEFHEE
7, B2E EE.

 structure— WAIFER XN EEEMELXENEMY , FlaiREE , WiBE AWS loT Events XIFH#E
B, RRASKEXEESED —@EREN—ERYE , ARFAEANBGARBUARAEESH, &1
BIEM4E , SRNEREERET —ERE , XAUASE, EXEHBAEREN, EBREHMLEA
5|8 T —EMRETBEE A

- expression-syntax— AWS loT Events IRt HEEE I M EHERSFERFIEEBEN S Z,
BUNEEERPEARE, EEF. HY. SBRNBREEX, ZUUERAEEXREERE , X
AWS loT Events El S ERBEEC AIFIAEER, BHEEA XN EERBMIENTE L. WEFHASHA ,
A2 REX,

R {ERIESE BEE X AWS loT Events A LB EZ i EBRREIR,

- data-type— AWS loT Events XIEEH, +iE, FRANHMRERER, R AWS loT Events
ANEEENTAHEEEE EEREEANERNERAS —BEERER | NELENERREE
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® Note
- BEANBRME —XFHRBBIREE AWS IoT Events,

« AWS loT Events A EEMFRIER , BA AWS loT Events LA B EHIR AT AT
=218

- referenced-data— BXALEERERAFEETSRNER , RARTEEAER, Hlan, 0
REBEKEREILZE DynamoDB &k , BXEAERSEZERRBBHEY , TEETEEX ()
$variable.TableName H{EAEE,

- referenced-resource— BAIREARFANE RV ETH, BLAXERER ,
FJeeEATM. i, EREEVEISERRERBENERE, BLALES input
($input.Temperaturelnput) , BEANBEERRAZERNSFER  RET8E
A$input.Temperaturelnput.sensorData.temperature’ R&E;8E,

ASRUTEHUEHRER , YRR ERN DT PRI TRNERS R
BERRERIBRIE B R ER

LPRAEBRERREHEREANFZERNZEHER , YRETERENNASHYE, EHELASNE
BRF SR, AP AR B R B R 8RR

ﬁ#kl
F

SAEEFERA R
» Location

» supported-actions

» service-limits
» structure
* expression-syntax

+ data-type

* referenced-data

» referenced-resource

Location

BEMEELocationEAN D MERSHER T HHERAR
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- BB — SEAESTHRNAMER. ETURER. EEAMBRL,

fRRTTR - MRBIEEMNEE AWS loT Events BRIFXE |, BAEF R ERAR . IEXED
ENEE  F2EENEE.

n

supported-actions

&HHBsupported-actionsEAN DT RESHETHERTAS -

AL BFERPEEEMNEFER . #FER.

BRI R - MREIEEMNEE AWS loT Events BRIFAXE | BAES R EERAR . IFEXED
EHEE  F2EENEE.

« B : DetectorModel EZEHaws-service®E , BERAEBAXEaws-serviceRi,

MARAR  MBSRIEENEESZE AWS loT Events , BELAB N ESEEZFERAZEE , BAkEE
WEILEEERAE, BERERSEREEEREEEFRAN AWS R |, AlREER4EEEE R, &
BUXRAEAERAN AWS BRIE AWS loT Events FiZZHEMW R,

service-limits

EEMEservice-1limitsEAN S MERSHET IIERAR -

o FREHAHHRRAHHRRAHHRRAHHRRAAHRRRAAHRBRRAHARRAHHRIH

B
=
]
=2
5
g
i}
at
ez
iy
L
=
Py

BRT R MRBFAHNATERENAR 1024 LTl , B8
REEAXNNRZ LR 1024 BT,

AR ERIBRERER P AR ER B BB S E R R REEAI RS 44,

fRTT R MREHERF[EFRAEB 20 @ERE , KAWL HEBRAL . WAURKEKES AL
A 20 @ik,

- HE  AtiESRRtR SRt B ELO RRBRATRSFEERBEY R,

FERA R MRFRBNEFERBLINR 60 Y , Bt W IILERAS . RMEBTHIRNSER
BT 60 F 31622400 Wz M. MREERB[NFESHAEEEREN , AIFESEEEANT
EERENBEIASRBITNER,

NS = [k e e e e g L = RS
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BRF R MREHE 10 B LNEME , BRI e S RILERALS. RARKEINEESEHRS
AELE 10 BB,

- AR EEARERERT , SEREAFNERSH- B BBrarss#tt#1t.

BRF R MRREEEIR 20 EEREHN , LTSGR IEEERAS . WURKEPNSEIRE
RZ LA 20 EEBREMF,

- AR BRRERERTFEERELFNSEHRBE BB 7448 REIE4

FRFR - MBAREEHEIB 20 EEH4 |, Bt RBINLERAL, WASEEFNESERERS T
LE 20 BE4.

« SHE : m[LAEREER AABBORASERNNRRBETRECIZERIRE], W AL22t##t i1 -##-###
#HHHERIERE,

¥

AR &

FERF R WREER KW ABBEAE 10 AU LWERISRER , BAEESKRIIL
LAE 23 10 8- [ RV 4R 2545 2 B2 B8 (B A R SR AR 2L AR BA B

structure

EEMBstructure BN D ITE R EHE T IEERAL

« B BETRERESR T —Errssnnsv BN EE, BoREBNERE,
FRRFR : MRIEER APIEXBIUREFREAFER  HAE—HBUPEETWERZEEE , A
ﬂﬁﬁgﬂﬂiﬂﬁtﬁﬂ%&nﬂﬁo A LA EZActionYI VY], B4 EBEEIEEEAEBNYH.

o FAE : ## TransitionEvent#####EH#LHLRLHEY
fBRIFR : R AWS loT Events TREHBEHASEN T —@EMRE |, BT LERAR,
EEEEESET —ERE , YA EENREZE,

« JHE : DetectorModelDefinition & — AR ZARERTE : HLBREBrrrrBEE##,
RFR : MREH—SZEREEAEENERE , EeSWRBILERAE, BREARAISEER

FHESERERHEE-NER, REEBLATE 1-128 @FT. BRFER 1 a-z. A-Z, 09, _(K
#R) M-(EF5K)o

. S8 : EEW initialStateName #########H##LYE ) TEFE,
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RRFR  MRVBREEBIER , B RILERALS. RASFSERREFENG (K3 ) KR
B, BEIWARE, —BWARE  WRISERVAERET —@AiRE. FREVAERERBREEE
SRENEE , BLEWATLTENER,

- AR ERFERERERGTLAZOER—ERA

ARAFR  MREBRERGPEETA , ATESWREILER, EXAEEL —BFRETER — B
Ao &EH|, AWS IoT Events A S5 HEANE R,

- AR RBEEPREVENBFEREPHN —ERTN. SetTimer
BRAR : MRERRFEMAsecondsfMdurationExpressionstiias | AT AE SR BILEEEREA S,

SERELMFEHsecondsHdurationExpressionfE A2 ESetTimerAction, MEFMEN |
528 AWS loT Events APl 2& sy SetTimerg £,

- AR ERFERFNBERLEEN. REMDBEFRML.

W3

BRF R MRERFERDNBEREFERN , ASHNRATEA false. RESTEBENSHH
RtF , AR EFHER true. ESHHMRAFTES true I, RBMFRZE A TR,

- HE  EEEEmABY , BEWRERHTRFSRIIHEE,

FERA R EREUTE—RBRE , ATAEREABENE
- BREFHNEAE,
- ERRISRPHETRERCEH.

EERRIABEERI| ANFERT G5TM nput B , FERGEPETE
¥triggerType(“Message” )EREAIFEI | MR :

KR 2R 8 B Fh SRR Y R GR R4 -
if ($input.HeartBeat.status == “OFFLINE”)
BEBERELRUTAR :

if ( triggexType("MESSAGE") && $input.HeartBeat.status == “OFFLINE”)

He , ftriggerType(“Message” ) BT R B Mt h IRMEMTBBWA 231, BBEAE
BHAN , HtriggerType("Message" ) EBHSTHE S true LR B BIKH WA BN HIE, MEF
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BtriggerTypeERBIFEA A XNMEFME , FBtriggerTypefEAWS loT Events B3 A B15RIHY
Mg, EBRHES

- HR  BERSBARABREEPRRE, RESEIEE SR FEMRE R

BRAR  MRERFERDNEEREREZFE , HEFBAENEAETRNRESTESR
false. MEMRRBAE R P RZE LS ARENEABRNRAFTEA true , UEFTRIVARE T LUE

E,

- AR BN EIHIRGTFER re g B BB

I

MR

=

S8 1

el
Him

BRAR  ATHIEEHNBASRERRGNSNCBEMEABRBEIZNHEEENNRE  FEELE
BAIBERNEG TERBtriggerType("Message" ) EREBMWFAR , MTFR :

BRI R R B A SRR Y R GB IR 4

if (timeout("awake"))

SRR LT 5 RA

if (triggerType("MESSAGE") && timeout("awake"))

Hop | ¥triggerType(“Message” ) REMWFAAR B IRHPIRUANBRE A Z |,
L E AT RS L AR BE P R B FT AR IR1E , MBS L X HEMBRER, NEEBENAEERSEH
FEHRFTIFESEENEFMAET , 52 BAWS loT Events A BERENFERARNES/EER

expression-syntax
EHEHEexpression-syntaxEAN D ITERSYE R THIERAS

« SHE  BINEMEE R 7 (#1#) B, EXNEFEE A JSON , FILLEHEIETE AWS loT
Events #5 it BFZEMEER,

FERAR  MRIEEMNRFHERL JSON , 55 AWS loT Events ERERBRE AL EHENTMER
FH, AENERTERTMERE T, RBEFAKY , BT RILLIFER.

« FAE : SetVariableAction.value%BRRTRR . EEIIME 2414’
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fRRF R ; BaSetVariableActionBAMEAname MEEE Hvalue, valued LR FH, HF
HAME, BRI LUIEENR I value, MEFMEN , 5528 AWS loT Events API &Z
B SetVariable Bk,

« AR RFIEEZH DynamoDB ENMERV M (####) BEEN, EAERNEEZBWARTA,

RRFR B BHPNFIESEEMARTIRADynamoDBAction, BREAR, MEHMENR , 72
B APl 2Z &R F ) AWS loT Events DynamoDBAction,

- AR RFIEEE Y DynamoDBv2 EiERIHTIRRY tableName EBER . £/ EMHFEEZBARTR
Mo

\\)s’b

f#RA R : tableNamein DynamoDBv2Action SHBRFH, BN AFEHANEENtableName,
REXEI T, EEF. HY. SENERELR, WEFHER , F2E AP SZERFNE
YE. AWS loT Events

- AR RAEEKENEEAFTER/BUE JSON, BFEESE JSON AHEE,

ERAR : NWAREREEDynamoDBV2 %A R JSON, R AWS loT Events A LAFFH IR AR X
EXANERHTAE MM JSON, MBFFMENR , F2H API 2EERFHEE. AWS loT Events

- HE  RABEEBNENARTREXNUBR###NEARER, EAERNFEELZBAABTRTIN,.

ARFR  ABRREATUTERRFERE ('#ay) O BE (SBE, ###)  WAE (SWA, ###
#o ####H) , FRHBEEUREE. ${]

- AR BETREMEBEIEZEA,
RAR  MREABERET THEFIEHEH, , BRT7E AWS loT Events TR AFBAATEE |,

AlmT e BIBLERERFAE . WMREEE TBiIAH, , AIMXERE "BiI&AEH, TWARBTEER, W
EMEA |, 3528 AWS IoT Events API ﬁ%qﬂﬂﬁﬁkﬁo

o AREEIINETEEES TFHS2 ) NWEER»yy "THERBBRRA -
FRFR : SRS EREEERNNTIEE RS ERN N 60—31622400 2 EHE, FEEFERETE
EEREMBE A A FIBEHEE,

- ABEEZINMEIERBNI#1s #iH
RAFR : MRETEEMNEERNZEZTLRE , SR ILAL., FRELMANRKRTIANE
FHE, MEFMENR , F2E Tt

« AL : IotSitewiseActionEEZFEM fieldName, BN BAEEERPFEHEEMNEE,

PEER 240


https://docs.aws.amazon.com/iotevents/latest/apireference/API_SetVariableAction.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_DynamoDBAction.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_DynamoDBv2Action.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_DynamoDBv2Action.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_DynamoDBv2Action.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html

AWS loT Events HBEABER

BRF R - 1R AWS loT Events #EE T IEM fieldName , & AIBES U EI Lk &5
iR IotSitewiseActionf#{RF fieldName f&F A LEATHYRE AWS loT Events . MEF
HEF , 5528 AWS loT Events APl 2#|otSiteWiseActionH #Y,

data-type
2Bt data-type EAN D MERSHET HIEHRAL -
o SHE : FTRSESETREBS E RSB st A HHHERR |, EAAERE —ERE,

BRRTTR : IR AWS loT Events BT RBRNIFERBERFTERART , LTS REIER
B, BREdurationExpression A/ IEBRSH T, FTXEAMERNER , flMHMHE.

- AR KRRX AT RERNNIREEER,

FERAE - IR AWS loT Events HEEFHEAME , Bcondition-expressionl e U Bt 5
MR, HMESLERTRUERFALSE, FRELNFGEERNTUEBRAMTMNE. NRERTRE
Boolean {& , BItfH ERFALSEETEMUAEH PnextStatels ENEMEREH#,

o FAE  HEBBBBHHAAAAARBE [HERR] HABBRRRY
BRRAR  BRAR  ARREETHEBABENBRNMEEEABLASEHRANERRE.

AERA T I EF R REE
- ERERER-RZEERTHNSEMREERR  FRELSENMEERERHMMAR.

Flan , ETHEERAH | integer 2 B==FRJUEETHEE T, & THREEHERE
B , $variable.testVariable + 1 H$variable.testVariableX4ZE5| HEH R /NE,

A BEIREEFM+EE T, Wit , $variable.testVariableAZES| BB HHNE,
‘$variable.testVariable + 1 == 2 && $variable.testVariable’
- ERFERASZEABERRENSIEE  BHEARREISESI ANEIRER,

Flan , FHtimeout("time-name" )RBEELUE S| RMASIBNFE, WREFERA11###EM
2Z RV AFERESIEEIAFESE,

timeout("timer-name")
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® Note

¥ convert(type, expression)BE , MREFEH##ENSIA , AI5|ANFTAER
WHIERStringDecimal, T Boolean,

MEFHMES , F2E2E,

o SHE : puppppnt [#uss] #uppsssE AR B HEITREREESS,

BORFR  MEMEMABUIEBRNMEEEXASRRNEEREE , EBURalR
RERMABMERBENRENSIATRAURERPNHEEBIREE,

o RAE : #annn [#u#] wuspaas [#as#] wa##iasssst ' expression'’

g

=

ﬂl:|:= 1%\0 EE

BRAER  MREEXFESTHREEEETTHENEREE , B eeRILERAR. Flw, &
THEERF , EF+FE "BH, . "t N "FR, EREEAT  ETHERTHERE
BHEER T,

true + false

B BEREREEE FHEANEREREZEEN.,
o B st rnnnnnnnsny [#uss] #usssssst#ITREREEER,

ORI R MRMEREABENREESR N & B R EiRRE
BOonInputLifecycleB@0OnExitLifecyclefREEMNMEERIERHS
ZMOnEnterLifecycleEERER SO aES U T LEERALE,
fROnEnterLifecycle ( 2, OnInputLifecyclefOnExitLifecycle ) FMIRIEZER BiAIZE
BENSEMES| AHERNBEREE,

- AR KEEES [#14] BY. EEEHTHEBEIGAAFTRENEEN , HAERRER S JSON #
o
RRAR . MREEENERER R JSON , BELEHEENFT~A String , Bl AWS IoT Events
AR WEIIER., BRTENERR—EBFFHE , MARTBERETF.

- HE  BNBERER (114} PATETRIGAEEITHE. B, ZNEREHEREN (B
Bannin} RELEBITRENTAHE R JSON,

BERFER - R AWS loT Events A ANBEE XA AR HAME , BRSNS ERA
B, FRELHNABREENJUERARY[AME , RATXEHMERER | fI40 tring.
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o JHE : IotSitewiseAction######HHHHHBHHBHHBHHHUHHHHHHHHHHTERN B NEENER

ZAME

FRAFR R for FHEEXERNEREHEEEFT AWS loT Eventsitf
BipropertyValuelotSitewiseActionWERERTE , BN EILLEERAE . BEREEA
SERMHEREXNNAEESNFERAMBENEIRER,

SHE : ##setTimer###sattt [####] ####Integer Hi###H#HHIH

BRAR  MRSESEEENNHEERNEETRE "E8, ;% "Decimaly , BARESWNEILLIERE
AB. HBREdurationExpressionT T NERAE T, TXEEMERER | SlummkENMFSH,

B punnny [H4#] HULHRALBHRRLYE [HE88] BEHHABBHHBRLHY
BRSRITEE  HUHHHRARHBBBHHHRRRRBB BB HRRAARBBHHHTERR DB E R WA E HM o | BIER
WAEERPCE M BIRE R — A,

® Tip
oL EAconvert REFF /BRI EEXNERER, WFEFHMENR ,

T
W
&
E

referenced-data

EEMreferenced-dataEAAN O MERSHETIIEEAR -

AL - ERBEEAVFHIEER STz ARNERER P |, BKETERE,

FORFR  MREBEARFRENGTIFE , TSI EERAS, EEEXNPFERAER , B
BRREERE. B FHERBALCENITESRERE,
B SR RIE R s s nn sttt tttyt | BKETFEERE,

ﬁ%"&?’n"? MREERARRENEH , TaeFWILERAL, TEEAPERABH T , BH4EAE
RESH. I, FRELBALENEHERE,

- AR BERIPENER  EREAEZEN  SEEEXNERZE,

BRAR  XARSEBEERG—EE , TREEEADHHEETHME. EBAERACIREZE
ME , MERTLRREE, i, FRELA A ERNEHEE,
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referenced-resource

€At referenced-resource EAMN D ME RS HET HISEETAS

- FE  EABEAEREENFECHBANSE,
BRAR : MREFEREERARSEREFENTAA , TAESKRILERALS, FREENEERNSE
BEN@A  YHWALENBAZE, NRERE@AA  BEAAE—E@ A,

- AR BERFERERTESEM InputName : ##B T8

RITR  MREARERTSENNBALE  EURSWRIBLHERAR . BREAERNEAS
B, BABBLEAR 1-128 F T, BRFER @ az. A-Z, 0-9, _ (K#R) M-(EFHR).

DHERIESER (#2FHE )
AT B EHRAWS loT Eventsi2 & 2 A RIS &R,

1. B A AWS loT Events £ &,
2. EEBERP , BE [ERSRER]
3. HEEAIRESRT , BEBRERRER
4. EEJREBEEL |, EIEF [RE]
5. EALA  BE BT,
o7 Events x  temperatureDetectorModel i ﬁﬁ

+ Detector model palette

Detector models

Inputs - To build a detector model, drag

Alarm models w = and drop to add states. Draw
connection arrows on the canvas
_@ to add transitions between states.
Settings (O state
ba) () start
c
TemperatureCheck

2 events

LU RAWS loT EventsiZ &l & #1920 i # R R H1,
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temperatureDetectorModel Eedit Rerun analysis ‘ | Create input ‘ Publish
loT Events X P ' v P
+ Detector model palette
Detector models
Inputs - To build a detector model, drag

p—— and drop to add states. Draw

Alarm models @

=] :
@ Start ‘ p . connection arrows on the canvas
. \ g h to add transitions between states.
\ (O  state

Settings
i 5 TemperatureCheck
2 events
c
N
Detector model analysis Learn more [2 v
(1) All & (0) Error /A (0) Warning @ (1) Information

@ Info: data-type
Message: Inferred data types [Integer] for $variable.temperatureChecked

® Note
AWS loT EventsBIR D MTEMERIBERR | BRZH 24 PN REREIR S &R

DATRBIESER ( AWS CLI )
T 55 BERAWS CLIRA M ERESIER,
1. BT THES BB .

aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json

@ Note
A DS RRRREERNERE R,
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Example ¥ RIZS B8R E =

"detectorModelDefinition": {
"states": [

{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":

"isNull($input.TemperatureInput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "IoTEvents/Output"

1,

"transitionEvents": []

I
"onEnter": {
"events": [

{
"eventName": "Init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "OQ"
}
}
]
}
]
},
"onExit": {

"events": []
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FMBABER

}
]I

"initialStateName": "TemperatureCheck"

WMREFEAAWS CLIRZ T RANERRER | FHEZFE T E P —FE R REE

- MBEMHHAWS loT EventsiZ#l A |, BHITUTERE
1. EEEERP | BE [RRERER).
2. ZERRERT , REASEUFER.
. RPEZFEHWARERTH THBAF[ER, BRREERFE JSON H,
4. RRRERIZRER JSON EXR,
5. fRREEH detectorModelDefinitionR., BERTF|EE :
- EETERYE—@EXER ()
« BdetectorModel?T
+ ZdetectorModelConfiguration¥f&
- BEKIHNREE—BXER (3)
6. REFER,
- MREZEFEHAWS CLI, FHIT T HIEE :
1. ERIFEBIT TGS,

T

aws iotevents describe-detector-model --detector-model-name detector-model-name

2. Bfidetector-model -name BRI R EL RN B 1B,

3. #fdetectorModelDefinition ¥ ER B X FiREET.
4. TEZ2 A KFESE ({3) detectorModelDefinitions
5. ERMER JSON &,

Example [E] FE #5451

{
"analysisId": "c1133390-14e3-4204-9a66-31efd92a4fed"

SHRAISER (AWS CLI)
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2. WREHERDHID,
3. A THHTURER D REE,

aws iotevents describe-detector-model-analysis --analysis-id "analysis-id"

@ Note
o nr# MR BIEERN D 1D,

Example B FE &5

"status": "COMPLETE"

AREEAT AR TSI E A —1EME :
* RUNNING— AWS IoT Events EEZHTENBARER, HEFEZUREE—DETRET
o
« COMPLETE— AWS loT Events FERR 2 ATEMY FRBISFHEEL,
* FAILED— AWS loT Events £ 7 TN RBAIZREE, FHREEA.
4. FAITIESUBBERIRERN —S S B2 TER.

(® Note
# o #a# R B IREH M 247 1D

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"

Example [2] FE &5 5]

"analysisResults": [

{

"type": "data-type",
SDHHRAIZEER (AWS CLI) 248
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"level": "INFO",

"message": "Inferred data types [Integer] for
$variable.temperatureChecked",

"locations": []

3,
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'TemperatureInput' that does not exist.",
"locations": [

{
"path": "states[@].onInput.events[0]"

(@ Note
AWS loT EventsBisa 0 #TIGRVRAIBRR AR |, BHRZH 24 /a9 KRB D A4 Ro
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AWS loT Events fi 5

RERSIBEFMNEFTE AP BRE | BIEIFH Web BRBIHBIVRAIFER , EEMEER. AWS loT

Events

AWS loT Events Bj/E

BT LAER AWS loT Events APl S S R#E3, BEL, FEHAMMBRE AMSASFER  URIHEEMR
K, MEEHMEF , 5528 AWS loT EventsAPl 2ZAWS loT Events P X IEM EEME R ER,

{AWS CLI3EAWS CLISZZ) FHAWS loT EventsZEE2IEAT AR EEMIEZENIESAWS loT
Events,

AWS loT Events &%}

O] LAEA AWS loT Events Data APl fn B S8 A BIAEERIR. FEMERSE , URBEAREHRER
BRHAREE, WEFMER , FS B AWS loT EventsAPl 2E K EAWS loT EventsB X B EIER &

BEE,

(¥8AWS CLISZE) FIAWS loT EventsZ ¥} = & BIE T AR EIEAWS loT Events & RIHIAWS CLI

= AL
H Tl o
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FMBABER

M A B SE AT 8%

TR 2020 £ 9 A 17 B 2B HBIAWS loT Events B ASEEAMMMEEEE, NEFRLXHE
MAVFEMER , BRI RSS BE,

3= )

3= )

EB T 20 5% £ E R 1R R 2R
Q:ZF*I__

S (S50

3= )
BRI E

{50 P B R BE 4%

BERE

DU

AWS loT Events IR E1E 02 X ith
E (RE) BEiRMH,

AWS loT EventsIR7E A £
AWS GovCloud (2B FEZF) E
EER,

AWS loT Events3B1E o] LA 3 47
BRI B AR B B A D AT
R, B LA REERE RIS E
R SEEBERR

AWS loT EventsTEHE ( it
R .

EFBES , mERE TR

ERUHBEERERRRR
BF, SULNBRNETR, UE
il R EREEE A,

B #

2021 9 A 30 H

2021 9 A 22 H

2021 2 A 23 H

2020 59 A 30 H

20209 A 22 H

20206 A1 H

TEREREA 2020 £ 9 A 18 HZBIHAWS IoT EventsBZ A BIERETHNEESE,

-3
]

iR

FNTERRBSE,

B

20208 A3 H
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