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TEAHERNEEZENHE CBETEREBIERIR , IRMR human-to-human BEFfFENKIEER
7R, WebRTC RETE— IETF BIAHE , BEEHNEHREL, BilE NAT FiEEE (TURN) ,
LUK FAA BN EAR Y TAEBSER ZZ RN 250 (STUN) |, LUK AR B I peer-to-peer EAREE D K@ E
Big , URATEELREMEIRFREENER S RNBAGHERE

Amazon Kinesis Video Streams S\ £ 2 E el F S B LR WebRTC BE, B LAFEA Amazon
Kinesis Video Streams with WebRTC Z£ Bl R RIEE , REFMESH loT HXEHFFS
WebRTC FREMITHR Web EBHREBEZE , HITERZAZRFAER. DARLZTERE , EFFER
B, MITRIERIEMEE WebRTC HEHNERERERME , IR SFEREAFRSS , U EEARERS
MEEC EZ S RFESR,

# Kinesis Video Streams B2 WebRTC #Ei{EA , &0 LIESFRE L BN BF peer-to-peer IR B8 B RAYIE A
B EETH oT £E, BERAESNTERECANRSAIAAED , LEARSEEAR
fl, EXEARXTUEDRRESFBZNER. EEXTEARFAMSREHREM O, BEEZDER
HBEANBEEETFHLIBEIRESHER , UIERREHIMEEA |, FULE,

WMREEFE—IREA WebRTC HiTHY Kinesis Video Streams A E , RMEZEHETIZE :
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- BARBRARXEKER C WebRTC FHBEH

- AR Web AR Kinesis Video Streams B WebRTC #: #7882 &4 JavaScript
- EAR Android ) WebRTC B EH

- EAM iOS K WebRTC BB EH

- EHFE API

- EXFHE RESTAPI

- E#¥HE Websocket API

|52 320 A %
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https://www.ietf.org/rfc/rfc5245.txt
https://tools.ietf.org/html/rfc5766
https://tools.ietf.org/html/rfc5766
https://www.ietf.org/rfc/rfc5389.txt
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/what-is-kinesis-video.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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£ WebRTC ##if£EX Kinesis Video Streams

B LAE R T 5HEf — A N IE B WebRTC H i A Kinesis Video Streams :
AWS Management Console

AWS Management Console AP

BHAER—EEABIESRNAE , ARSBMERAAWSERIE , ‘@ Kinesis Video Streams £
WebRTC,

AWS SDK

AWS BB EN (SDK) , SEBEARSEEREXRAEBSNTEE (B

|, Java, Python, Ruby, .NET, iOS, Android &%) WEXERGAERNT. AREFRMST
—REHENA , A[EIB WebRTC HiiZ 1L Kinesis Video Streams WRE RN ERETFEE., ME AWS
HREMANHMEN (BFENMATHRELERZELS) , 52/ Amazon Web Services TE,

{5 WebRTC 4t HTTPS API B Kinesis Video Streams

& LAfE A WebRTC f2HX Kinesis Video Streams , t A LUEIBAWSTE R R 5T A R FE A Kinesis
Video Streams &t WebRTC #:4if APl 12HX Kinesis RAE T , BARTTUEEERER L API
ER, MFHMET , 5528 Amazon Kinesis Video Streams APl 2%,
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://aws.amazon.com/tools/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
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* Kinesis Video Streams (WebRTC)

« WebRTC Websocket API

Amazon Kinesis Video Streams

LT 268 WebRTC T8 Amazon Kinesis Video Streams 843 E B & i SE L2

%II

AEERARERNIRR, RE. BHIRK L peer-to-peer BB RIBESHEHETERE, S5 HERERME
FEFRRE F B TR M B ST B peer-to-peer EBARAE N, M E R TIEAMIERET | HlaE
BEESNESES R, U R E R RE A BEAR S 1T BN B 52 57 ] AE 15 A MY MR BR IR IR B 18

SREAEN TUHISHEAFMECBNIFEER  TESFHGEARAREEEM. E , RE
FENRSERERKTERIAREE, EHRBETHEEAERE one-to-few BE | FH— A=
FTEZIZEBR. RBERNEAEXSEXZHHENET , F£H ConnectAsMaster API I &4F
BIESHR. AR, BZ 10 AEARKXTUEERAENWESE , WA ConnectAsViewer APl JRIER
BIZFARAE. KeMEZIETEER  TEARFNEEREARF I UEMBEESEEN
I peer-to-peer BIEFIR 8 B RAVEIREE

FEEREARR Bl , TEIRREAER, ARETH, ERLEFH,. BREES
%), 3REHIEIB Kinesis Video Streams with WebRTC 1T ENAF & [0 3.

x

RENER L EREAFIFENHEHE |, EARREERFRIAENBRIRW R 2 TR,

/A Important
B, —EFRBER R —EEER,
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miRE

EREFRBENH SR , ARARRARBEN THR I E o IREE . BRFEIBEBGEE
MFARAERRREMRRRNERc BEE ., —EFRBEERSTUE 10 EERNVBER.

WebRTC # i =

B ISR ER WebRTC T Kinesis Video Streams B |, &t a] A2 E WebRTC M Fr#E 5 Y 8L
B+ BBV BRI E R API A2 25,

Session Traversal Utilities for NAT (STUN)

—EBABE , ARRZEN Bt | WHIERARPEHE L EREESEEHHNERRE,
Traversal Using Relays around NAT (TURN)

—EfRER , ATH TURN ARREIMER , WEBXAR[EEEF , LUREREE NAT R4,
Session Description Protocol (SDP)
—ERE  HRERNSERAR , AIU@ETE, B8 , BNSRE. 58S  FHSHHEERNRR
SE AT B T SRR L,
SDP =&
HAERXEEN SDP AL , UELE TERRBERRET FIEXTIERR, HAMEEES
&FH.
SDP EI%&

HEEEGEN SDP AR  MERRERBENRR, DFEHESIWESHE. HlN, REES
RETWESZANEASRR.

BB EMRE L (ICE)

AFF Web BIE B S EMEENELR,
ICE {%i#&18

AR EX RS E A REAN T &,

%n
&

STUN. TURN 1 ICE #n{a—i#2:E4E

fRERE AT B MY SEHE , MEHER WebRTC REIMEmFERER (Hlw , REHMREARE
) B ARITEFRG B FFREMFEER?

WebRTC #:fiT#t:= 5
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ATEREBWEARN K ANEREAMLEAEL SDP 25, SDP a2 ANEAEXREY
M TEEERNERER , SEERATEERSR. EREAERRATERES, E22 ICEREEE
B 6 ERUHBHNERARAEHARERE AN IP MEREEY,

ATEE ICERBEEEE K ANERREXZE STUN ARS[REE —ERFER. ARF[EDHHFRN
NF P it MEERER Y, A NWEBAEAKE -—HHEE ICEREREE , #YER , WE ICE RF
H, ANEARK -BxXMIKE ICE R#EE , B 7 MEE SDP,

ETHR ANEAERAMEEZRBELEAEXBANTAEIEE , & SDP FHiXF B WERRE
No WebRTC ZEW KRR EMR BN EHBEAGE. ©ALUER HTTPS #1T , €2 WebSocket=E
M E B AT E

B, BHWEABALEAEL SDP BE, BWERARENER A EL—SERANMARIER | IRE ICE &
BEE, A%, BHNEAEXFEERL SDP HEEEE A WEAREN,

A M B X SDP & , tfISHT—RIINEZRE., EEEERAENSD , ICE BEERAEHS
SDP IR B EERIRE IP/EEHERY | WA STUN BREXZEREY. MRS —EEARERXE
FREfE , Al RERREFERARERY , Ui IPIEEREBEFERABMU ICE REH,

TR IPEEERH FTRERRER  RAR SIS IRECRAE P —ER KN EUES, ZEE
BH&k  SENSREERARX CERE.

MRE-EARARTIEBERRER IPAEEEERY |, BIE[@ TURN AMRERIEL STUN R , B
IS HEREA b, BEMUURENE IP it MEEE  JEATERRERARARINHE , UREE
Eihk, AR, HEXBISFESREREE , WBEBARBER,

Kinesis Video Streams (WebRTC)

Kinesis Video Streams Video Streams WebRTC Streams @& T T :
. BEHEA

BHTETHESETMEEER WebRTC FMTASRBEMN Kinesis RAER. MEFMER |
289 Amazon Kinesis Video Streams APl &%,

B

= AL
* 1l&m

ETSHHGEE WebRTC ERiRE , AHERABEFHEELZ S ERE peer-to-peerE BB ER, AR
THEE Amazon Kinesis Video Signaling REST API #1—#8 Websocket API,

« STUN

Kinesis Video Streams (WebRTC) 6


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Streams.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Operations_Amazon_Kinesis_Video_Signaling_Channels.html
https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/kvswebrtc-websocket-apis.html
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T HERE STUN iRkl , ERARERMVR NAT R ERAE , ELRHUREARAREARE
|P b3k,

- B

ZAAMEE TURN Inf¥ , ERRAERFELIRERE  BiBERAKEDE peer-to-peer.

« Kinesis Video Streams WebRTC BI&E#

BEHRGETUTE , RENEREERENEARFEFRK L , UEEE WebRTC ThEERN FREGH
loT ER1FRESN B IR IKLEIE peer-to-peer IR TR, ELHAREHERZE Android, i0S MR ERRE
XA FE i Kinesis Video Streams B2 WebRTC #4iifIEA5E. E @A STUN HEER S EEMZTE
WebRTC Z2 M 1T B AR IB AT

- BARBAREERN C WebRTC FREH

« BAR Web AR Kinesis Video Streams B2 WebRTC £ iR & E 4 JavaScript
« EHAR Android ) WebRTC BIREH

- AR IOS M WebRTC FREH

WebRTC Websocket API

ES-|

ConnectAsViewer

ConnectAsMaster

SendSdpOffer

» SendSdpAnswer
+ SendlceCandidate

* Disconnect

- FEESASER

ConnectAsViewer

DRReEE T EREREFTIEENARIAE, F10 WebSocketFEZEMBENERTHRERER
GetSignalingEndpoint API MEIYERSH in B, HAERMFASRIEER Amazon Resource Name
(ARN) MAFiR ID EAEHATHESH. FEBNGHMAUHUEEHRNBIZRES 2 RKER. WRFEHEE
RPEENClientIdMHEINIREER , AIFTEZEL, THNEFEBRERTEESR,

WebRTC Websocket API



Kinesis Video Streams

Amazon Kinesis Video Streams WebRTC Bz A 2387

ER

"X-Amz-ChannelARN": "string",
"X-Amz-ClientId": "string"

« X-Amz-ChannelARN - 35588/ ARN,

- A FER

- RERS : RETRAS 1. RELERA 1024,

« 3 : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+

[0-9]+
s WE I F
 X-AMZ-Clientld-%& 5 i i I — R R o
- A T

- RERH : RETRA 1, RELRA 256,
o B A1 (?1)AWS_.*)[a-zA-Z0-9_.-]

® Note
X-Amz-ClientIdABEBRIRAWS .

. RE:2

[ &

200 OK HTTP ARRERH M ZE B W3

7

8

N

* InvalidArgumentException

EENSHBBHRS, FTXENBEEM. NEFAEA

HTTP AREERE : 400

* AccessDeniedException

B AR B R EFEUEERNBEEHATE 2B,

:[a-z]+/[a-zA-Z20-9_.-]+/

s
¢
&n
=
[o]
-
cl

ConnectAsViewer



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/

HTTP #RREHS : 403

* ResourceNotFoundException
SBE N F T

HTTP AREEHS : 404
 ClientLimitExceededException

UASHWRRZEIA API B |, SEBFREHENBRFRMEBEXEN LRI, NEFMENR , 22
B {E A WebRTC 1 Service Quotas B Amazon Kinesis Video StreamsF ) (SERERMNIEREH
# MO . AWS

HTTP ARAEHS : 400

BR /8 R

MBEUASHERRWA API, EREMENREFHEBLZEN LRE , AISERFBRERL
APl, EiRBFELL ClientLimitExceededException EEI§43E5,

R

MRIEECLient IdABENERELEFE , AERPEERGUHFERERN
ERATA

ISR AETH APl R,

b 17 P AY

REFITREN | FRFURSEIERETEER,
ConnectAsMaster

DEEE G D ER BB IEEWASRIEE, 17 WebSocket® 57 E# AJ AR EZZRI#®#
GetSignalingChannelEndpoint API FAAEEM RS, HAERMEFASRIEER Amazon Resource
Name (ARN) EAEHFESE. FENGEETHATHENRERES 2 RER. WRE—EUALHNA
FimATERAFPRERIGSERE , AISFNEREELEIEF. fMINERTEENSEZRENERT
HEH,

ConnectAsMaster 9


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
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s K

"X-Amz-ChannelARN": "string"

« X-Amz-ChannelARN - FA%E48EH ARN,
- | T
- RERS : B )REA 1, RELRA 1024,

« ¥3 : arn:aws:kinesisvideo:[a-z0-9-]+:[0-9]+:[a-z]+/[a-zA-Z0-9_.-]+/
[0-9]+

- HE R
[] &
200 OK HTTP AREEW R ZE B A X
$HER
* InvalidArgumentException

EENSBEBHERG., FXENBEER, NFEFAER  F2EELIN

o
ol

HTTP AREEHS : 400

* AccessDeniedException
RREAREREFIEENBENFL B,

HTTP #RREES : 403

* ResourceNotFoundException
SRE N F T,

HTTP ARREHS : 404

* ClientLimitExceededException

UARSHIRZEILA API B, MEFHFMER , B2 B FEH WebRTC £1i7 Service Quotas B Amazon
Kinesis Video Streams™H#) (SEERERAMIEHEwA) M () . AWS

HTTP AREEHS : 400

ConnectAsMaster 10
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B 5/

MRUAKSHIERILA API, BISEIRFEBREIRL AP, EIRKE
ClientLimitExceededException EREI§&E5,

FR

WMRIEER clientld MFBEFHEER , AGIHEAEMERTPEES,
EARATA

ISR AEH APl FEIY,

3 47 WY

AFALTEY , SRAFUBEETERFEER.

SendSdpOffer

BREBREAGEERHE, TRRGEREFHSACKERZEI® GetSignalingChannelEndpoint
AP| ¥ HUHY WebSocket i 2,

MRAEXERNRWASR , AERBEXGEEHH, A, THEEIEE RecipientClientId,
RIS 2HE RecipientClientId WEIEEE. MREXEFRRIEHE , ARBSEESG
RecipientClientId EER B ERREE. EEREIBENT , RecipientClientId EX4E# A,

AHFETHRHAFREARXKRBEE GEMREASR , ERAAHRARAFREAEAKRBREEGE
HHAFREAEN. IRRERAFPREARAEEASRSREEI RS —ARGREAFRERAESX , A
"AEL BITRER. NRE-ERAFRAEEAEENRTRES , AGUFNREBERLES.

&R K
{
"action": "SDP_OFFER",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"
}

« action - EEMAEER,

SendSdpOffer 11
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- BH : ENUM

- BME : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- RERH : ZIRER 1. RELRA 256,

- BR : [a-zA-Z0-9_.-]+

- NE R
* recipientClientld-Ug 4 & & 1 — 35 B 5%
- | T

- RERH : ZIRER 1. RELRA 256,
- B : [a-zA-Z0-9_.-]+
- BE: R

« messagePayload - base-64 #RIEHAE AR,
- R . FH
- RERS : Z/IRER 1. RELERA 10K,

- BER
« correlationld - FAEHIE—ZBIRF. ERBEEMNSE,
- B FH

- RERH : ZIPREA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+

- R R
=1 FE

MRARBIRKDZEWAL , AFEEREMEE, WREHKERHER , AFRPEE

correlationId, BI&LL STATUS_RESPONSE AR EOERFMEA. MEFMEA ,

FERESASER,
88 ER

* InvalidArgumentException
EENSBEBHERS, TXEIBEER, MEFMER

HTTP AREEHS : 400

 ClientLimitExceededException

3
$

SendSdpOffer
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UARSHERRIA API B, MEFMERR , F2RBFEH WebRTC #1i7 Service Quotas By Amazon
Kinesis Video Streams®#y (SE2EAMIEB ) M O . AWS

HTTP AREEHS : 400

BR 5/ 8%

MRAUASHIERRWA API, BISEIRFEBRERL APl SRS
ClientLimitExceededException EE§E55,

R

It API TRFE,

BEHATA

ERA/FH AP FEIL,

3 47 WY

AFFALATEL, FRFUSEELE—IRER.
SendSdpAnswer

BEEEEGEZERGE., ERFHEREEFHSECRKERZEITE GetSignalingChannelEndpoint
AP| ¥EX#Y WebSocket i B,

MPEEEERRZBADR  AEEESEX G T, i, TEEE RecipientClientId,
RIREZBE RecipientClientId WETIEEE., MREEXEHEEIEHY , ARESEERE
RecipientClientId EEM BHERREE. EERBIBENT , RecipientClientId R4 E# A,

AFEHHAFPREARINSEEEX GEARES , ERAAFREARAFRFREARXSEEEEEE
HHAFPREARER. IRBESEAFPREARNERSEZERGES —ERESAFPRERARER , 8l
"FE. BTZBER. NRA—EARAFIREEAEENATREE , IGUFHNEEEELEE,

==x o

AR ~

"action": "SDP_ANSWER",
"recipientClientId": "string",

SendSdpAnswer 13
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"messagePayload": "string",
"correlationId": "string"

- action - EIXNAREE,
« F|A . ENUM
« BXE : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- RERH : /I RER 1. RELRA 256,
- B : [a-2zA-Z0-9_.-]+

- HE R
- recipientClientld-U 4 & iy i — 52 B 1%
- | FH

- RERH . ZREA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+

s KB &

« messagePayload - base-64 #RIEHAE AR
- JHR . F&
- RERH : Z/IRER 1. RELERA 10K,
« BE &

- correlationld - .S KM —EBIRF.
- JHR . F&

- RERH : ZIPREA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+

« BRE &K
[E] FE

MBAFBRIERINZWAL , AIFSELCEAEE, MRRKERES  BFRPEE
correlationId, BI&LL STATUS_RESPONSE AR EOERFMEA., WEFMEA |
SEAEEZRENSE N

7

g

N

* InvalidArgumentException

3
¥

SendSdpAnswer
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EENSBEBHERE., TXERBEER, NFFAER  F2REENFAL.

HTTP AREEHS : 400

 ClientLimitExceededException

UAXKSHERRIA API BEE, MEFMER , F2BFEH WebRTC 7 Service Quotas AY
Amazon Kinesis Video Streams™® ) (SEEREHAMIEE W) M O . AWS

HTTP ARAEHS : 400

R 5/ 837

MRUAKSHIERILA API, BISEIRFBREIRL AP, EIRKFE L
ClientLimitExceededException {EEI$EER,

R

It APl TR ER.

EFRATA

ERAFH API FREIY,

b 47 P AY

AFFALTHL, SXFLEEE—IRIER,
SendiceCandidate

1% ICE {RZBEE XA B ERMGE., FAREREFHSACKERZESIMR
GetSignalingChannelEndpoint API ZEHIH WebSocket it 2,

MEEZEEBRZMAE , 2 ICE RBEEXGEEHH., i, FTEERE
RecipientClientlId , R ELEE RecipientClientId WIS EE., MREXZEFHATE
Bl ICE {2 EEEXEHIEEN B1ERecipientClientId, RecipientClientIdEEERE R TR
DERE A,

ARFTEHRHAFREARERHS ICE REREXGEMRRSE , ERARFRERAFREARERMS ICE
REREXGTHRAFREARER, IRRERAFREARAERER ICE RBREEGS — AR
HREAFmEARER , Al TRE, FITEFER.

SendlceCandidate 15
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s K
{
"action": "ICE_CANDIDATE",
"recipientClientId": "string",
"messagePayload": "string",
"correlationId": "string"

- action - EIAMNALSER,
- A . ENUM
- B®E : SDP_OFFER, SDP_ANSWER, ICE_CANDIDATE
- RERS  ZIREA 1. RELRA 256,
« R : [a-zA-Z0-9_.-]+

c BB &
* recipientClientld-Ug 4 & &Y I — 3 B 5%
. R . =@

- RERS : I REA 1, RELRA 256,
- R : [a-zA-Z0-9_.-]+
- BB A
« messagePayload - base64 fRBHAERA.
. FEH - =

- RERH : RPIRER 1. REERS 10K,

« HE 2
« correlationld - FA 5/ M — 5% BI 7T -
. ;F'J %$

- RERH : ZIREA 1. RELRA 256,
- B : [a-zA-Z0-9_.-]+
° l\\g . E\

SendlceCandidate
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[ &

MBAFRIERINZWAL , AIFSELCEAEE, MRERHKERESR  BFERPEE
correlationId , BI&LL STATUS_RESPONSE B X EOERFMET . NEFHAET ,
SEAEEZRENSE

7

3
$

8

* InvalidArgumentException
EENSBEBHERG, TXEIBEER, MFHFMAER  F2EELQNAL.

HTTP AREEHS : 400

* ClientLimitExceededException

IARSHIRZEILA API B, MEFHFMER , B2 B FERH WebRTC £l Service Quotas B Amazon
Kinesis Video Streams/#) (SEERERAMIEHE®E) M () . AWS

HTTP ARAEHS : 400

R /8%

MRUAKSHIERILA API, BIGEIRFEBREIRL APl, BIRKFE
ClientLimitExceededException EEI$EER,

%K

It API T RERE,

BHTA

SR AR API LY,

b 47 W AL

REFILATEM, BREWUEER—RREE,
Disconnect

FA S S T SRR BIRRIEAR. WebSocketSRi2 X X IEBIRATI AL, MIE/RBIRARS . IR MACA SRR
RESERBETER , TATRERMECARS. ERNEBERNOER T ERRERNTHER.

Disconnect 17
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BHtEEATEERERM AR  AINESERNFARFEZNE. UTEERNETRAL

- GE  WARRARMKGERER., TRAFRETEELMAEE, PEER Y ELEREIER
EFASRBEE.

- EEERISER AR ARYBCENEREEN  EVRERASRETEHENER, BUSH ICE [
ARERAERE  WHELERENEREEEFRS,

SEEZALIER

FIEEEAERBEASHIERSEEERME (HIan , SDP RN SDP MEFE), A TREHARRE
%o

=4
{
"senderClientId": "string",
"messageType": "string",
"messagePayload": "string",
"statusResponse": {
"correlationId": "string",
"errorType": "string",
"statusCode": "string",
"description": "string"
}
}

« senderClientld-& & A F i #Y M — 5% B 1% o
- J{E . F&
- RERH : RETRAB 1. RELRA 256,
- BR : [a-zA-Z0-9_.-]+
- BE B
- messageType - EHHER,
« FAE : ENUM
- BNE
B . SDP_OFFERSDP_ANSWER, ICE_CANDIDATE. . GO_AWAY. RECONNECT_ICE_SERVER, STATUS
- RERE : RETRA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+

FELAREK 18
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- HE R
. messagePaonad - base64 MR AL AR
BE . FH

- RERH : RETRA 1, RELREA 10K,
« HE &/

« correlationld - AREEFTIEMA SN —R BT, EE2AF KA

ﬁiglﬁ) 1A HEE correlationlds

EA -
- RERH : RETREA 1, RELRA 256,
« R : [a-zA-Z0-9_.-]+

s ME 2
- errorType - $EERAVME— R BI B B,
« A FH

- RERH : RETRA 1. RELRA 256,
« R : [a-zA-Z0-9_.-]+

« ME &K
« statusCode - I FERAEIFEMER HTTP ARRERS,
. ﬁU 7_%

- RERS : RETRA 1, RELRA 256,
- B : [a-zA-Z0-9_.-]+
. RE-F
« description - fRREMREN FHEHER,
- BH . F&
- RERS : RETRA 1. RELRA 1K,
- BWE A

B (fflzn , SDP $£3%. SDP E%& ICE

FELAREK
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£ WebRTC 1T Service Quotas B9 Amazon Kinesis

Video Streams

5/ WebRTC H#l7#Y Kinesis Video Streams BB T 5| RIS HEL 48 :

/A Important

THIRBEIES soft[s], IZBRIXIBERRBRAMR , HE hard [h] (FEEM). (REET R

H & EIME B AR IS B AR 358 1Y [s] & [hlo

(@ Note
TPS KERBUXRZ.

FE

- PFIFHE API BRI EEE

- A5k AP| IRISELEE

« TURN fRI§ &R

« WebRTC #H Service Quotas

EHIFE AP iR FEL R

T3 & Bt R &P B AP B9 RIS ECHE.

API R P AR EC R = AR EC BE BRI
@R . BE [i%:E]
CreateSig 50 TPS [s] us-east-1
nalingCha M us-
nnel west-2 -§
&l = 35 = E R
F 10,000 &

A EABISA A At

&I E AP RIS ELEE

20
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API

DeleteSig
nalingCha
nnel

DescribeM
ediaStora
geConfigu
ration

DescribeS
ignalingC
hannel

GetSignal
ingChanne
IEndpoint

ListSigna
lingChannels

ListTagsF
orResource

TagResource

UntagReso
urce

IR 5 AR S B
55 AR

50 TPS [h]

50 TPS [h]

300 TPS [h]

300 TPS [h]

50 TPS [h]

50 TPS [h]

50 TPS [h]

50 TPS [h]

R 5 PR 5 B
5. BE
S8 ; Fr A
Hhx B
EiE-EEE
HEERS
5,000 {E5EE

N/A

N/A

N/A

N/A

N/A

N/A

N/A

I8 FE AR AR S
[

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

5 TPS [h]

| R T B - e

&I E AP RIS ELEE

21
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API IR P IR A B
55 AR

UpdateMed 10 TPS [h]
iaStorage
Configuration

UpdateSig 50 TPS [h]
nalingCha
nnel

e AP| PR BELEE

TEIRREAEA WebRTC £ TR Kinesis AR RA AR THRIRBEE, MEFMEF ,

IR 5 AR S B
5. BE

N/A

BEERES RN NERE
[

5 TPS [h]

5 TPS [h]

3
¢
dn

Kinesis Video Streams Video StreWebRTC: iEE{EH R,

» ConnectAsMaster

« API-ZEBE 3 TPS ( IEF)

- BESTEENEEERBLR-1(h)

o BERSERERSG-1 N (h)
. HEEHRE-10 288 (h)

- EFAFP®mIEIR B [REFHIGO_AWAYEA B K

» ConnectAsViewer

. API-E{EEE 3 TPS (/B )

- BEBENRRIRERELR-10 (s)

. BB BRI N (h)
. MEEERIG-10 8 (h)

- —BRAFmWEIREFRRIFAGO_AWAYEAE

. FENERR
-« N/A

* GetlceServerConfig

« API-Z{E{ETi8i& 5 TPS ( /M)

+ SendAlexaOffertoMaster

EREE 1 DI (h) WNERBEREL

,ERBEE 1 D (h) NERBEBELL

A5k API BRI B R

22
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« API-B{E{EHIEBIE 5 TPS (B )

+ SendICECandidate
« API-Z{ WebSocket iE#E 20 TPS (/M)
- AREFHK/PERHEI-10K (h)

+ SendSDPAnswer
« API-%1E WebSocket i##2 5 {8 TPS ( /NEF )
« FASEEHK/NRFI-10k (h)

» SendSDPOffer
« API-Z1E WebSocket i##Z 5 {8 TPS ( /NEF )
« FABEBEK/NRHI-10k (h)

TURN BR#5ELEE

TEFREAEA WebRTC HAiTH Kinesis Video Streams £ F 8% F E# NAT (TURN) so 4B 69 iR
EELEE, WMEFMEA , 552 Kinesis Video Streams Video StreWebRTC: iEEEH .

o fUTTIEE-5 K4S (NE)
- RFEEWIEL-5 5 (h)
- PEHE-SEESEES (h)

WebRTC #iEY Service Quotas

T 557 B8 Amazon Kinesis Video Streams WebRTC F iR SR T RIEEE, MEFHMEEA ,
B Amazon Kinesis Video Streams WebRTC i A

3
B

JoinStorageSession

« API:
- SERF-50 TPS ( NEF)
- SEEE-2 TPS (/M)
- BRI{EREERECEE -
o {UTTIRE-1 KIS
- BEFERE NE(h)

TURN FRF5E 28 23
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. MERE-3 58 (h)

WebRTC #iHY Service Quotas 24
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B #A 52 H

Z 875788 A 5E F§ WebRTC # ii#£ Amazon Kinesis Video Streams F #1117 T SIEH :

- REAWSIRF YRIEEES,

« £/ WebRTC £ iiE R BERE I EEEFRARR.

+ {#/ Kinesis Video Streams #4#i WebRTC SDK R EFXFEMMRE | LUBB AR EEHIT peer-
to-peertR FAFZ A HE o

MRS EFE A WebRTC H 1T Kinesis Video Streams B F , RPBHR B ABE. Kinesis Video
Streams Video StreWebRTC: &{EH =

ES-]

- BRE AWS IRFIRIZEES
< BMAASREE

- BRAIFER

RE AWS IR AIREES

% — X B WebRTC £/ Kinesis Video Streams 281 , s8& TR T5I T4 :

ES]

« = —1E AWS 1RF

- EVEEEEERNERE
« BY AWSIRIR SR

M —1{@ AWS IRF
MBEEE AWS IEF | BERU T SBRET — @,
EEEMRE AWS IEF

1. BARK https://portal.aws.amazon.com/billing/signup.
2. FERERLETRET.

RE—E AWS RS 25
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HoEMEFFEBRE |, Y ESHREE ARIR.

EREIME AWSIRE , @ BIJAWS IRERFERE—E. BREAEEEFIEIIRERHIE AWS
B MER, ZEMREMERSEBREIERRGMERE , WEFEH root FHERATEE
root { i & FEVRER Tk,

AWS FHBRTKE , ERERIEHIRE FEH. B LAFER 8 hitps://aws.amazon.com/ I iE 1
BHRE LR R B MRS EBH L ERIRS,

BVEREERRNERE

HEfE , FRE AWS IRF AWS IRFIREAE. MAMBEILRREEFEAE AWS IAM Identity
Center , EXREHRTE4 root FREARBE I,

RELEH AWS IRFIREAE

1. 1##F Root EAE LI ALHN AWS IRF EFBHibit , LIRFHEEES D E A, AWS
Management ConsolefE F —EH , B A B Z,

MEFHABERAERANSRE , F2REAAWS BA FABEEEPNUIBREAEST D E A,
2. EEHLMBEABSIRFLBRASEERZRE (MFA),

MBS, BHE (AM EAEERE) FHBAWS IBF BEREEBEE MFA 28 (X128),

BYEREERRNERE
1. A IAM Identity Center,

WEIR , FHSE AWS IAM Identity Center EF & #5R P RIEUA AWS IAM Identity Centero
2. EIAM EAH0H | BEBFIRERTERE.

EERSEBMEA IAM Identity Center B 8% A S 2 #BIREN B E2HE , 520 (FRER)
IAM Identity Center B & " SATRERERELAAWS IAM Identity Center F1FEL o

LEREERRNERESTEA

= ZFEHEH IAM Identity Center A E#E |, FEEAEIL IAM Identity Center £ & BEEZE
IREFE 22 URL,

BUEREEERNERE 26


https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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MBEHEM IAM SR LEAEBANRY , HLEEMAWS BA ZEERHBA AWS FEAD
L

EREFIEREMERE
1. % IAM 5508 | B ERERSKERFFINSEMENERSE,

MEETR , F2E (AWS IAM Identity Center EH1ERE) T TETREREE,
2. BERAERRGEE , ARKE - S AFIEEIRGEE

MEER , F2E (AWS IAM Identity Center A ER) M THEEE,

B AWSIRIES 2
BEE—E AWS IRE €88 , F85%E18 WebRTC LR 58515 R 1FH Kinesis Video Streams.
EEEYT AWSIRE£® BT THEE :

1. & A AWS Management Console YRR G D R FEVEEE RS |, BiEA https://
console.aws.amazon.com/iam/.

2. HEEEBIIEIE Users (EAE) , ARIEFE Administrator (BEXEE) A&,
3. BARK Security credentials (Z£ B AER) BE , A%REEF Create access key BIFEHER).
4. 508 Access key ID (FERE8 D), iEZ [MHRTFIEB] TH [BR], RAREHERRFIEE,

B ANRAE

BT LAE R Kinesis Video Streams E£3#A&. AWS API (CreateSignalingChannel) (2 AWS CLI A
HRIEIE,

EREZREEUAFRAE

1. & A AWS Management Console 3t F X Amazon Kinesis Video Streams £#& 5,
2. # Signaling channels (FA5%4E8) EE L , i### Create signaling channel (B3 FAHREIE),

3. 7t Create a new signaling channel (2 fTHVFASRSEE) EE L , MAFREEN BB, R 60
WHIFEER T ime-to-live (TTL) ETE,
4. iBZ Create signaling channel (B3 FASREE),

B AWSHRER &8 27


https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://console.aws.amazon.com/kinesisvideo/home/
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5. BEVAMBECR K HHREFMEARE LREFEEN.

B ENRIEEE

Kinesis Video Streams with WebRTC AU THREHS -

- BARBARXEEN C WebRTC BIREH

- BAM Web FEAER K Kinesis Video Streams £ WebRTC # #liBi % E 4 JavaScript
- EAM Android B WebRTC BIREH

- BAMRIOS B WebRTC BB EH

518 SDK I ESH EMEHIF step-by-step IE , AIHBBIEREENETELEAREN. SR LUEA
BLHAETREERE, B, o IAMBARR , LUK Web/Android/iOS FEAERSHHRA R
HENTEMEESZEETERRER, RAOER , EUUBRARNBEBEBNASSIAMEALRE
Android 2 Web FEAREI , HZEM{E Android BRI 2B HER.

BARBRARNEEMN C WebRTC HEEH

T %I step-by-step & RERBMNAEEERA RN EER HE ELEFIFE A WebRTC £:4if SDK T#., BZEH
#1T Kinesis Video Streams.

£ CRBESH A WebRTC £l EH T & Kinesis Video Streams
EZEHBEBRAREE THE WebRTC # 1 SDK B Kinesis Video Streams , i@#{T 55 :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c.git

ffEA C FESH 8 WebRTC H iR EHEE Kinesis Video Streams

/A Important
£ macOS LERELS R , BUABTUFERAG ST IEMEEx code-
select --install R THEREHI , ERBURREFTIHEEH macOS kR
R, R#%&ITH/Library/Developer/CommandLineTools/Packages/
mac0S_SDK_headers_for_mac0S_10.14.pkgi IEBLZERBRFLREGTTIENEE, &
REZEFAAcmake 2 BIHTIIRE—R, MREECKLZETHSTIENERE , IEZEBX
BITLH T,

B EN RIS 28
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AT T HILER

1. ZE CMake :

« £ macOS L , #1T brew install cmake pkg-config srtp

« f£ Ubuntu £ , #1947 sudo apt-get install pkg-config cmake libcap2 libcap-
dev

2. MBLZERRNILTE AWS IRF WERERNRELR,
3. BTUT@S , EETHEMN WebRTC C REEMHFEI build Bk , RERPHIT cmake :

$ mkdir -p amazon-kinesis-video-streams-webrtc-sdk-c/build; cd amazon-kinesis-
video-streams-webrtc-sdk-c/build; cmake ..

4. BE | RERBIBIAIZEE RSB buildE #&H | E{Tmake LAEBE WebRTC C SDK R Hiz{#
# =~

® Note

MRRF R BEgstreamerZ ¥ | kvsWebrtcClientMasterGstSample$ A &EN,
ERRTRAEMN (£ macOS L) , BLAEIEST : brew install gstreamer gst-
plugins-base gst-plugins-good

#1T WebRTC C B EHH 24l
ERERRBFEZ%E , BEE build BHFEHRTHEFEAR

« kvsWebrtcClientMaster-ttEAREFEBE GIEERIAKA H264/0pus 18 ( BEE . /BA/n264
F/ER#K/SampleFrames ) . opusSampleFramestt @EZEANSA (MREZERFEA). £33
BRETRER , SEEARBIONKRINSAT SN PEES .

« kvsWebrtcClientViewer - thFEEARERNEZ W EN 5| & 5| H264/Opus &

« kvsWebrtcClientMasterGstSample - lLEARENHE GStreamer B & {FiA €| H264/Opus &
o

BEPTELEFIPINEM—E , FEAATHER
1. EREKN AWS 1kRF BRRESHNIRE

BRARBRAXEEN C WebRTC HEBEH 29
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export AWS_ACCESS_KEY_ID=YourAccessKey
export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

MRSERGEE AWS BiF , BREBFELEFETHE
export AWS_SESSION_TOKEN=YourSessionToken
MREBEREHT CA BRBRE , KA UFEA T A NEITRE :

export AWS_KVS_CACERT_PATH=.. /certs/cert.pem

(® Note
RIRFAER , SSL CA BRGRER.. [BE/cert.pem , BigMH UL FREESH X4, GitHub

2. BEERFARBENERELRET—RBAHJERAER , UBTEAER. ERAEX2EASEM
WEBREIAREE, H , BEEIT LS myChannel WFASEIEE | I BIIAIEIR I 588 5% &5
H264/Opus ¥4 , BHIT T &GS

./kvsWebrtcClientMaster myChannel

Em oY EARRXIIEN Connection established B , A LEEETT —ELE,

3. B, ANMECEY , BEFNIHH EEBERRRERAREE , B URR LSRR, i,
B LATE Web FEAREXN A RGUENESER, EEEEM , BEATPNLSERB WebRTC SDK
HEM®E , FH WebRTC A EEM Kinesis Video StreamsiE A& A LR #i5EMMEE AWS
RENERNEREERRE T YIE :

- FEE® D

- RBREFIRER

- ARBERRE

- AFis ID (Z#H)

iBE Start viewer (B E#21725) , FAE 5] H264/Opus S4B BNRFIREA B R,

BRARBRAXEEN C WebRTC HEBEH 30
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BEHRE

AR RENEZENESE  WHEHIRERERMN WebRTC B Amazon Kinesis Video Streams.,

EBRAR Web FEERER M Kinesis Video Streams B2 WebRTC i EH
JavaScript

&) LATE H # B JavaScript B AR Web FEFZINAY Kinesis Video Streams 82 WebRTC #if SDK &
H¥PESEBI, GitHub

&

- {£H WebRTC HiiFAEH L% Kinesis Video Streams JavaScript

+ Kinesis Video Streams E& WebRTC JavaScript $:4i7 58 % &4 57 88 XX 4

£/ WebRTC BIFXEMEH Kinesis Video Streams

- fmEEEA WebRTC BRI EEHRY Kinesis Video Streams

£/ WebRTC £ iR EH L Kinesis Video Streams JavaScript

BB LR A E A WebRTC SDK Z# Kinesis Video Streams , JavaScript BURRERB R
ENode. jstEHAERBIERIESHRHIT.

NodedS module

#E1E Node.js A WebRTC #1iTBI % E 4 2 2 Kinesis Video Streams Y18 JavaScript A
26/ npm , Node.js EHEEE,

ZEHBFEEE https://www.npmjs.com/package/ #amazon-kinesis-video-streamsk .

ZEfENode.jsIEBE P REI SDK , FEARHEMZIEEIE B MR/ B #package. json :

BMATIHAR :

npm install amazon-kinesis-video-streams-webrtc

BT LG LAY Node.js B — B A SDK 3 :

// JavaScript

WebRTC #&E# JavaScript 31


https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js
https://www.npmjs.com/
https://www.npmjs.com/package/amazon-kinesis-video-streams-webrtc?activeTab=readme
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const SignalingClient = require('amazon-kinesis-video-streams-
webrtc').SignalingClient;

// TypeScript
import { SignalingClient } from 'amazon-kinesis-video-streams-webrtc';

Browser

BREFZTRE , bREINERETHRPEARBRBEN. BT AWS £/ HTML EEF S
TIREEHAFE SDK Ef

HEERERPHEM SDK , FR TIHESHBARMEEEN HTML BE :

<script src="https://unpkg.com/amazon-kinesis-video-streams-webrtc/dist/kvs-
webrtc.min.js"></script>

ELKERFEREHSAZERR , EALEEE KVSWebRTC (K window.KVSWebRTC) g
ZHEFEREN.

4 window.KVSWebRTC.SignalingClient,

Kinesis Video Streams B2 WebRTC JavaScript 3517 B8 2 = 4 57 B 3044
SDK 738 R GitHub BR AT,

E[ERER EBERY , EEEMERAT ARSI SDK 8 AWS SDK #4 , JavaScript AR E Web &
WA ERREN,

B2 Bexamples#F LB ZREAEANES K SEFTEAGTREEAGC,
£/ WebRTC BIZXE MR Kinesis Video Streams

5/ WebRTC # Kinesis Video Streams t 25t E — @RI BEE , &7 LU KRB L FH AR EE RN E
REREHEE , YAEAEEETHERRERZER,

#83% Kinesis Video Streams I B https://awslabs.github.io/ amazon-kinesis-video-streams-/
examples/index.html, webrtc-sdk-js

AHEEMNERNBUR B examplesikd,
B
- RAEBEERNEEE AWS Management Console
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- RAEEERNEREAEEE

#AR B R X E&#E AWS Management Console

1. BBk T WebRTC #8548 Kinesis Video Streams, BEmE I 5T R T1E :

« AWS EiF, #lf , us-west-2.

- IAM ERERACH AWS FRESRNURER. WRECARY AWS BFE |, B TERERE
BAREZEH,
- BEERNARBEN B,

MREBERIFNESEE , FRE 'EUEE, UEAFTRPRERANERIEHREE.

(® Note

HREmRFNEE  ENERBERBLARE N, EUUAERAFE, BF. KR
(L) MEFR (-) , EFBEEAZE,

- BRREEEESA. AAIWE,
« ICE {RIZA—, BEBSTUN/TURNIZEL RIFTrickle ICERUAIREE,
2. BIE "REEANK. LEREAREE,

AFFHEENEGEN/RERR , MRFE,
3. TERBIRK Kinesis Video Streams &, AWS Management Console

HEE O RENERNESE,
4. EEAEBZIS , BEHAREE,

ER LG ERBENERE. NAFEE , FERAESS.
5. RAKBERRRRER.
6. EFEREBMERLNERIZE, EMA WebRTC RITEFHEER—E. viewer

ERSEE LLEENEREZSETRES AWS Management Console,

AR EEmRNER AR EH
1. BAREE WebRTC H#ilT#Y Kinesis Video Streams FAEFAEER , ¥R THEHR :
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« AWS [EiZ, $lf0 , us-west-2.

- IAM EHEFIACH AWS EREBANNZE SR, WREFEHARI AWS 3BF |, B8 TIERRE

- BEERNFRBENERE.

MREZEEIFNETEE , FEE "BUBE, UMEAFTRFREENERYEREE.

(® Note

HREmRFNEE  ENERBERBLARE N, EUUAERAFE, BF. KR
(L) MEFR (-) , EFBEEAZEK,

- BREBEEEA. AATIWmE,
« ICE®RZA—, BEBSTUN/TURNZEB L RIFTrickle ICERUAIREE,
2. BRERBETHLLEEIESEEEANAsterAt,

AAPEENBEEEN/RE=E , IRFE,

3. BRZE—ARERRCIEER , REFRES WebRTC H1iTH Kinesis Video Streams B E .,
FrER B L ENETHE B EZINE.

4. MTHEBHIEE BMBRER], LEREEAviewerFEBNERBE.

TEZEINE BN Enaster®viewer,

fmEEME A WebRTC BIEREEHR Kinesis Video Streams
EiRiE SODK AR EENETHE , FRBUTHRALETESE.
PHERH

NodeJS 7 16 +

(® Note
B ZEEH https://nodejs.org/en/download TERFWRI I (LTS ) A
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mERAEEE
1. £ WebRTC ¥ 1iTBI & E#4 T & Kinesis Video Streams, JavaScript

FERIHEFRAUTREA -
git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js.git
BEZTET% json BRMNB &%, BERURBEFENRE &P,
FERIEFRAUTRE :
cd amazon-kinesis-video-streams-webrtc-sdk-js
REMTFEE,
AR A BUT npm CLI %
npm install
RUE) Web BRI 2R AR GBRREHEE,
ARG A LT npm CLI @59

npm run develop

EHRBIEESH |, 55/ http:/localhost:3001/,

B fREE P ERRKFEEMexamplesEH,

iE AR Android B9 WebRTC AR E#

T % step-by-step 18 7~ 5% B8 204a] {6 F i A 7 Android B9 WebRTC £:#lf SDK R EHEHHI TH, BE

F# 1T Kinesis Video Streams.,

(® Note

Kinesis Video Streams T BLZ 2R LM IPv6 {Iit, BBRELENLTERIELEZR IPv6 WE
ZIEEMPZ R , 552 https://support.surfshark.com/hc/en-us/articles/360011828279-H ow-
to-disable- & EhRA,

B Android By WebRTC B EH
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https://docs.npmjs.com/cli/v10/commands
https://docs.npmjs.com/cli/v10/commands
http://localhost:3001/
https://support.surfshark.com/hc/en-us/articles/360011828279-How-to-disable-IPv6-on-Android-
https://support.surfshark.com/hc/en-us/articles/360011828279-How-to-disable-IPv6-on-Android-
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TEEAM Android B9 WebRTC AR EH

Z=7 Android P & WebRTC BIREMLH , FHT TGS :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-
android.git

£ Android F2E WebRTC HEEH

ZE1E Android P22 E WebRTC BREH , FRUTSTE :

1.

BAZRE WebRTC #1if SDK F|Z = THEE LK #IRE (IDE) BiBITB{EAEH Tamazon-
kinesis-video-streams-webrtc-sdk-android/build.gradlef#.
MRBE-XHUER , EREEHEP. NRFE , FRBRL. ELFINEEERE , FEE
Install missing SDK package(s) (R SDK EH) , REIBIE Accept (IEF) ITEREE |, LA
ZETMLER SDK £,

#4T Amazon Cognito (FAEKEEMES D KE) FRE. NFFHFMHET R , 5285 Android WebRTC
F & E 5% E Amazon Cognito, EASE4ERE Android WebRTC BB EHFIEN B 2 BREMNIR

BT,
£S89 Android IDE & | BiRX awsconfiguration.json (# src/main/res/raw/). ERE
BRI -

"Version": "1.0",
"CredentialsProvider": {
"CognitoIdentity": {
"Default": {
"PoolId": "REPLACE_ME",
"Region": "REPLACE_ME"

}
}
},
"IdentityManager": {
"Default": {}
1,
"CognitoUserPool": {
"Default": {

"AppClientSecret": "REPLACE_ME",
"AppClientId": "REPLACE_ME",
"PoolId": "REPLACE_ME",
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"Region": "REPLACE_ME"
}
}
}

LA#14T A& Android WebRTC FIEE45%E Amazon Cognito IS ERFTELMNE , B

awsconfiguration.json,

5. TREH Android & B2 EEZE 1T Android IDE WE S, £ Android IDE & |, Z#BHUEZMEE |
REBEB I HIT WebRTC Android IR EH,

WEEREE R Android B FZ#EE A AWSKinesisVideoWebRTCDemoApp WEARER, &
AILAERAERAREN |, BFETE. Web  loT £ER Finz A ENR WebRTC HFFA/MRAER.

#1T Android EHIEAER

AT T HILER

—

B/ Android 8 &, EAFTHY (SE23) HIRAEHR Amazon Cognito 1tk F B
BXAWSKinesisVideoWebRTCDemoApplt & A .

2. 7E# AWSKinesisVideoWebRTCDemoApp , BIEZE "&EEMHE, HH , AREBAUFTNERBER
BERENERBEE,

(® Note

BEl, EAL SDK hsEEfIEARN  BREEPHT—EGSHRE
1B, AWSKinesisVideoWebRTCDemoApp

3. EEM  MREELRERS DERIWEE | FHEEME—M Client Id (AP ID), RBEEZE
RERERSRER , TFERFiK ID. ERBREEN TEHRFER & B RERER.

4. EEFUAWS BEHEREAEFEAFASIRAER , IMEHEHEIE,
5. EEERH peer-to-peer B , FHIT T HE—EIEE -

(® Note

AR ENREREANFERAF KL , HEMRNARBEEE,. AWSHE, BRE
ID MAWSHRF 1D,
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- 7EME Android %12 B 1Teer-to-peer B : TRBEMNEFSH
- ZEMME Android #£E £ , A LIREF TH., BEMEAIT Android WebRTC BB EH.

- EEEXTH—A Android $2fEAWSKinesisVideoWebRTCDemoApp L $TEH ( i## START
MASTER ) BB FTHERE (EFEE ) .

® Note
BEl , EAEENRARTEREE — B3,

- LBEEHRERTESE =8 Android 5%f& £ 3TBI AWSKinesisVideoWebRTCDemoApp , LAEIEE|
FRSRHPHEBNETEE (25 ) (121 STARTVIEWER) ,
EERRE U EHHNFA/RAER,

« EMAR SDK MM ZHRIBETRZ 2Bt Teer-to-peer R

- EREHEEEL | UFHMEXTER, BENHIT BEHARBRANEERN C WebRTC FHEE
#o

« £ Android RE L , A LAREF T#H. EEM#IT Android WebRTC REEH, £t
Android 5% {EAWSKinesisVideoWebRTCDemoApp LAEESERITH , YHBEER[/ES
AT LAE SR A SDK E R Z58/1R B BUR

« 1£ Android {2 Bt 1Teer-to-peer i\ Eia , EA T BIERNPEBELS

« % Android RE t , EF LR FTH., 2EMHIT Android WebRTC BREEH, &
It Android 5% fAWSKinesisVideoWebRTCDemoApp LA & ITH ( i#1E START
MASTER ) AR B FTHESE (ERBE ) .

- LIRSS TEH, BENHIT BAMN Web FEEARERK Kinesis Video Streams E2 WebRTC
H A E 4 JavaScript , MR 25 A1 LA E 2 Android B 26 HY F /AR o

# Android WebRTC B EHEZE Amazon Cognito
PHERH

- EEMEA Android Studio BRE, RENHTEAEINERR. KMBRBREASHINEBERAE,
- EEHIEXTEF , £ Amazon Cognito EAE K,

SEMKER T 3258 E Amazon Cognito FREEEME D EE,
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REFEHERRE

REFEHERRE

1.

2
3.
4

B A Amazon Cognito A WHERZEHE R ER,
EEAEERERE (FAELE].

E[(EREERE) BRPEE [BUEAELE]
FTERATREN

a.

f.

HER 1 REZARR-1E Cognito EAEREEEARBRERT , EEEENRE.

iEHQ-F_Z/Fo
FR2: RELXEMFR-ZINEENERE,

ERT—F,
SR 3 REZMER- ZHEEENEER,

igﬂy—lt_io
SR 4 REHMHEEZREENERE,

i IAM SEeZRHtT  ERRAACHEYHMAR,

igﬂy-lt_io
TR ERENERERF-ZEBEENEER,

EwEREXRFRMAT  RERERA PR,

igﬂy-lt_io
SR6: MALEV-RELENELHFNERIER 6 AREEZE (BUEAELE].

E[(ERAEERE EEL , EREREINER,

BREMAELRE ID AZTHIE , UHBRFEA, EEawsconfiguration.json®EH ,

xCognitoUserPool.Default.PoolId,
BN [EARKES) RSIER , ARFETEEES.
EEARXAFREE) BB , EELZRNEINERAEXAFRRERE,

BHAFR ID X TUHBEREA. E8awsconfiguration. jsonEH ,

(i

(i

Y : Ropl.Defauit AppCliientids

39
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8. HTRAFRZE , WETUMBEMERA. E&awsconfiguration. json®H |, E
x=CognitoUserPool.Default.AppClientSecret,

REFDTERE

REFDTERE

1. & A Amazon Cognito i & W HRZEEH RS EE,
2. EERIEESF  BE [BIEE]

3. BEEBIUSHIM,

4. BESITHRIERE,

B REJRNEREME-THTIZE

o

- EFRAEFR-ERZSRIFR
- BEFEE 7 RFE-EE Amazon Cognito A EEE

ERT—F,
b. TE2: REER-Z [CRIENAG] BRT , TR THIMNL :

- 1AM AB-E [BIFHHN IAM FE]
« IAM ABEB-BABBEL TEUHBRIRER,

BT —%,
c. $ER3:Connect B BEIRMHE-E [EFAEEEFMAER] ERY , TR THIHN :

- EREERE D-ZRECEZYNERERRE,
- BREXRFi ID-ZRE a2 EARAAFE ID,

JE-3:) 0 R 8
d. T4 BREBMN-E [BFoBFEERE MUPBARHE,

ERT—F,
e. SRS BREYRV-RELESEERTHNERS K REEN [BIALFDEE]
5. E[BoRANER] EEL , BREFNSSRBIEE.
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BRESEE ID WA THIERUMBERFER, E&8awsconfiguration.json®H | E
reCredentialsProvider.CognitoIdentity.Default.PoolId,

6. E#H IAM BT,

a. %A AWS Management Console , BRI https://console.aws.amazon.com/iam/ #9 IAM

F2E,
b. HEERAEBESF  EE[AG]
c. SRILENLGELEHEINAEG,

® Note
MEFRE , FEAESI.

d. EEFIAVEREA,

i#1Z Edit (REB).

e. EHUJSON %5|#R%E , WA T5E B ECRA

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cognito-identity:*",
"kinesisvideo:*"
1,
"Resource": [
nxn
]
}
]
}
igHR—F_io

f.  WREARZE , FRW LR RE R TRRRA] 52T,

BHREFEE,

B Android By WebRTC B EH
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EAR IOS B WebRTC BIREH

T 5l step-by-step fE/REREAMAIE iOS F T &, EEFN#IT Kinesis Video Streams WebRTC i
SDK R HHFEE I,

£ i0S F & WebRTC BZEH

HE1EIOS T H WebRTC REBEMH , FHAT TGS :

$ git clone https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-ios.git

1£ i0S FEE WebRTC HAEEH
FRRTISE

1. B A iOS #Y WebRTC #1if SDK F| XCode R ZIRE ( IDE ) £ i0OS FHE M 4T
BKinesisVideoWebRTCDemoApp.xcworkspace ( & : amazon-kinesis-video-streams-
webrtc-sdk-ios /Swift/ AWSKinesisVideoWebRTCDemoApp .xc TEE ) ,

2. MRRF-XFAMER A EXRSHPRE, NRTE , FRBERE.

AR BB THIHE

error: The sandbox is not in sync with the Podfile.lock. Run 'pod install' or
update your CocoaPods installation.

MRERFMIER | FUITTIEE

a. REBMIEEBYRZE amazon-kinesis-video-streams-webrtc-sdk-ios/
Swift , WEBSIPHTUTGS :

pod cache clean --all
pod install

b. RBBMIEBHYIZE amazon-kinesis-video-streams-webrtc-sdk-ios , IfE
MEHFHTUATHS :

$ git checkout Swift/Pods/AWSCore/AWSCore/Service/AWSService.m

C. Build,
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3. 1417 Amazon Cognito (FHAEEEMES D EE) FRE. MEFMELER , F52E A i0S WebRTC B
BEERE Amazon Cognito, ESEEEE iOS WebRTC FREHFIEN & 2 BB IRERR
Eo

4. 7 IDE # , BBk awsconfiguration. json &% (& /Swift/KVSi0SApp). HEREFE LR
T

{
"Version": "1.0",
"CredentialsProvider": {

"CognitoIdentity": {

"Default": {
"PoolId": "REPLACEME",
"Region": "REPLACEME"
}
}
.
"IdentityManager": {
"Default": {3}
},
"CognitoUserPool": {

"Default": {
"AppClientSecret": "REPLACEME",
"AppClientId": "REPLACEME",
"PoolId": "REPLACEME",
"Region": "REPLACEME"

}

}
}

BA#11T A& Android WebRTC BAEE 45 E Amazon Cognito RIS EBFTEAEME , FH

awsconfiguration.json,

5. £ IDE 7 , BBk Constants.swift =X (& /Swift/KVSi0SApp). BREFERWMT :

import Foundation
import AWSCognitoIdentityProvider

let CognitoIdentityUserPoolRegion = AWSRegionType.USWest2
let CognitoIdentityUserPoolId = "REPLACEME"

let CognitoIdentityUserPoolAppClientId = "REPLACEME"

let CognitoIdentityUserPoolAppClientSecret = "REPLACEME"
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let AWSCognitoUserPoolsSignInProviderKey = "UserPool"
let CognitoIdentityPoolID = "REPLACEME"

let AWSKinesisVideoEndpoint = "https://kinesisvideo.us-west-2.amazonaws.com"
let AWSKinesisVideoKey = "kinesisvideo"

let VideoProtocols = ["WSS", "HTTPS"]

let ConnectAsMaster = "connect-as-master"
let ConnectAsViewer = "connect-as-viewer"

let MasterRole = "MASTER"
let ViewerRole = "VIEWER"

let ClientID = "ConsumerViewer"

LA#11T A& Android WebRTC BIEE45%E Amazon Cognito RIS ERFTESMNE , B

Constants.swift,

6. TEREH IOS £LEBDEEZEZHIT XCode B Mac Ef, £ XCode & |, ZBHUEEMNEE , REEE
A # 1T WebRTC iOS HEEH.

WEEREE R i0S #£E FL#ER B AWSKinesisVideoWebRTCDemoApp HIEERRER ., EATLL
EALEARN , BETE. Web M loT ZER Finz B ENEK WebRTC HEA/MRFAE .

#1117 i0S £ HIEAREN

R THIZER
1. EZMIOSHEL , FAFK (BI) RIREM Amazon Cognito 1k 5 5
BXAWSKinesisVideoWebRTCDemoAppItE & A,

2. T1E# AWSKinesisVideoWebRTCDemoApp , BIEZE "BEHRE,, BEH , AREBIUFNWERBEEDR
EEEAENEREE,

(® Note

BHl, fEAL SDK M sEEfIEARN , BREETHT—EESHRE
1B, AWSKinesisVideoWebRTCDemoApp
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3. (BEM) MREELIMIRRS D ERIIMEE , FEEFME— Client Id (AF% ID)e RBEEZE
RERERSHER , TFERAFK ID. ERBREEN TEHRFER S BVBERESR.

4. EBEDAWS EEKREEFXZIAIRAER , IMEBEHIL,
5. ZEEE peer-to-peer B , BHIT T HE—IEEE :

® Note
WM RN REPEANERAFKL , EEMENARBESRE, AWSHIE, WBE
ID FAWSHES D,

- P M{@ iOS %f#z B eer-to-peer KB : ERIBENEE
- EMMEIOS £KE L , FALAEFTEH., BEFMHFIT iIOS WebRTC HEEH,

« LLEEE KX AWSKinesisVideoWebRTCDemoAppE — 1@ i0S & FFARK (1812 START
MASTER) AR BN #TH) TAERS ER (FASRIBIE),

® Note
BEl , E A ENRARTE REE —EEE 3,

- TESE—{E iOS F&X{EAWSKinesisVideoWebRTCDemoApp L AEFR[EXFTH , LAEER LR
TBIRBNESEE (85 ) (1##F STARTVIEWER)

BERGSETUREHHNFA/RAER,
- E#BAR SDK E#F i0S BRiFEF 2 Bt Teer-to-peer H I Ei

- EEYMEB L  UEHEEXTE., BENHT BARBMARXEBN C WebRTC BRE
#

- HIOSHEEBL , FALREFTH., BEMHIT IOS WebRTC FEMH, LURIESEE
L AWSKinesisVideoWebRTCDemoApp7E Lt iOS & EBIRY , W HERR iOS MR T UEE!
#AI SDK EHMZAEAER,

« #%i0S BRiEEAEFRIEM Web BIEREAE BT Z BMeer-to-peer HIEE

- HIOSHKEL , FALREFTHR. BEMHIT IOS WebRTC BIREH, Lt iOS 5%
fEAWSKinesisVideoWebRTCDemoApp L A EE X #TFA ( 1##F START MASTER ) LARE #T
WEFE (FFEE).
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- LUEFHRMBERAR Web ERTEM Kinesis Video Streams 82 WebRTC H i E 4
JavaScript B T& , BENET , WBRFEF JavaScript B = A A LAEE Android EH#H
H IR/ 5E,

% i0S WebRTC BB EHEXE Amazon Cognito

DB R

- RMEZE XCode ARRE , ENETEARFRET. RMAERRFEAZIRAE,
- EEHIEXTEF , £2MH Amazon Cognito EAE K,

SEMKER T 3258 E Amazon Cognito FREEEME D EE,
REFEHEERE
REFEHEERE

1. % A Amazon Cognito 2 AW HEREEHEE EMHE,
2. EERSETEE [(ERELE]

3. HEI[ERELKE) ERTERE [BUCKAELE]

4. FTTRULTEE :

a. FB1.REBZARR- Cognito FAEEERAREREY , EEEEMNRIE,

igﬂy—lt_io
b. FR2: RERLMFER-BIEEMNERE,

igﬂy—lt_io
c. HR3I . BEZMER- ZZFEENEIE,

igﬂy—lt_io
d $R4: REBHEE-ZREENER,

£ IAM A ERENG  ERREACHELHAR,

igﬂy—lt_io
e. SRS ERENEARF-EEEENEE,
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EEAREXRAF RS , REERAF R,

igﬂy-lt_io
f. SR6: MEYEY-RELHAESHPNERIERR 6 AREE (BUCAELRE]L
5. E[FAEEEIEEL , BRERIEINER,

BREAEELERE ID MR TLIE , UHBERER. E&awsconfiguration.json®RH , ]
x=CognitoUserPool.Default.PoolId.

6. EN[EARKES] REIEBH  ARNEEEES.
7. E(EARKXAFKEE ERY , RELRBRINEREXAFRERE,

(T

BRAF ID XETUAHBRFEM, EEawsconfiguration. json®H | &
x=CognitoUserPool.Default.AppClientId,

8. HMTAFRED 6 Y FTUHBEEA. E&awsconfiguration. json®EH | &
=CognitoUserPool.Default.AppClientSecret,

RESPTERE

RESPTERE

1. & A Amazon Cognito T AW RREHER EHE.
2. EERIEEYS | BE[BIKE]

3. BEEBIUSHM,

4. BESIBIIERE,

a. FBR1 . REBINEEFE-THTIIEE :

- FREFER-ENERIER
- BERFE 5 2 FIR-1ZH Amazon Cognito & &E[E

igﬂy-lt_ﬁo

b. $BR2: REER-Z [EBRIFNAG]EBERFD , TR TR :
- 1AM B ZE [EBIHH 1AM At)
- IAM AEEB-WASBAYLZ T UAMBRIRER.
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igﬂy-lt_io
c. SEB3:Connect FHBAIREME-ZE (EAEEEHAERN BEP , TR T IR

- EAEERE D-ERECHEYNERAELRE,
- FRABAAFR D-ZERNEci2YNERAEXAFR ID.

igﬂy-lt_io
d. FR4 REBM-E [FIBREEEE RMUPBASHE,

BIT—F,
e. HR5 BEYRI-RELESEERTHNERSE  REEN [BAFDEE]
5. E[HI/RBREE] EE L  EEFNEIEE,
BRESERE D W THEB UBHEEMER, EEawsconfiguration.json®H | &
x=CredentialsProvider.CognitoIdentity.Default.PoolId,
6. E#IAM BENFFH,

a. & A AWS Management Console , BRI https://console.aws.amazon.com/iam/ #9 IAM

FiEA,

b. HEERASESF  EE[AG]
c. SRILENLGELEEINAEG,

® Note
MEFRE , FEAESI.

d. EEFHINAVEREA,

i#1Z Edit (§REB).
e. JZHLJSON E5|ZH , WA THEBEBRARA :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

BERAR I0S #) WebRTC FBEH
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"Action": [
"cognito-identity:*",
"kinesisvideo:*"

] 7’
"Resource": [
]
}
]
}
igﬂy-lt_io
f.  WRMRER , FEIN LR EATERRA] SN ZE T,
ENRTEE,

WebRTC C SDK WA FmEE

FFHEH WebRTC B Amazon Kinesis Video Streams ZEENEARHZSERBHSHHEK , TEH
., B, REARM, BEEFNERRE, FH C5EE WebRTC # Kinesis Video Streams %
EREAFPIRER  WELERYERELYAHEEABRIXPHRENMEAERL. IENEESAM
K¥ . H5 Kinesis Video Streams BEEHRANBMERNEITEE , ARITEB W3C EXENEKER
MEREFEEABEREEE, FIEE , BIIRE W3C EEEEN FEXEE WebRTC B Kinesis
Video Streams (C).

ES ]
- ABRER
« XEMH WebRTC 3C BXEE

AR

EREETARTHERAEFETRESEFRWMNITA. BRI LR STATUS
signalingClientGetMetrics (SIGNALING_CLIENT_HANDLE,
PSignalingClientMetrics) API EXBIELFAKIEE. ER-R—ERAFEAER :

SIGNALING_CLIENT_HANDLE signalingClientHandle;
SignalingClientMetrics signalingClientMetrics;

STATUS retStatus = signalingClientGetMetrics(signalingClientHandle,
&signalingClientMetrics);
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printf("Signaling client connection duration:
(signalingClientMetrics.signalingClientStats.connectionDuration /

HUNDREDS_OF_NANOS_IN_A_MILLISECOND));

W EZEsignalingClientStats A LATE Stats. h F#HKEl,

BRI XETSIARER

BE

cpApiCallZE5E

dpApiCallitiE

signalingClientUptime

BRI

numberOfMessages 2 &%

numberOfMessages 2 W ZI

DU

FTEESIEE AP FILE
B, FREHBETOR
(EMA) #1758, MHEIRYEEAY
‘S¥E . WMIRSEE, CreaTech
BEMNREEE, getChanne
IEndpoint

FTEER T E AP LAY
B, ERESBEFHER
(EMA) EFTETE . MEBIERHY T
¥ : getlceConfigo

ERTEFRHERFENE
B, SXFEALERE , e
BN ERETREE,

MEERIGER , SRS
REENFERRE. 88,0
WERES, SRESEF
WEEETHETRE , B5
EERREZE , {E signaling
ClientUptime R TEFin¥ R
x5,

ENFENENF, FR;ICE
1REEE , SEMIE,

Ed Send 7@ , tLEE
numberOfMessages & ¥ 4T

%" PRIu64 "
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BE

iceRefreshCount

numberOfErrors

numberOfRuntime$s £2

numberOfReconnects

X EH WebRTC 3C REEE

B8l , £/ WebRTC C SDK BENEREFXIF W3C REEEBN TR, EETAUTEE

. WEEg

iR
MERNERARETEH.
FISTIGNALING_MESSAGE
TYPE REESHAEWEE,

iE 7 58 A BF getlceConfig &
1, W thERR R R
ICE fHREMY — & TTL RE
®, BREKE AN ICE
RER , FTRSEMNEREAT
IREFEE  EEIEREPE
ENERERE—LEERE,

ATEEBR AR B ERESEFiRT
ERNERNBE, BHIE
ICE #7&. BUSASIRE, &
HFAMER, BEARAS

LA #4557 Al B umiE 2 E Web
BARAEE/ WA SREE
YRR,

HREFRBEETRBIRZ
DEATR AT A AVERER, B8
SEREMERKIY. FASE
Wk MM ICE AREE M BEITEE

RERM,

BREFERE K EEHESE
1, ERTHREPRIFER
REMENBRER.
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. Ice Queate: B BERHANMESMMERERANER  UEEHS L METENTR, 3
SERBANARSEIOR, P Ui, AEABROREAED | URBEELIEF, SLBET
WARBHRE.

* Ice Server : EEEREARBERTRXIFNTE ICE RER[NEERFS. EEERATHRIEARNE
AMERBENFARSBRHFEETR, EXLEBERT , IREEANRERY , REELERORE
Mo

« KREY  EEERARTHRESCHEERRNFE/BRENBEURERGEREAE.
- HENBUR
- Bl A RTP : EEERARFHEMBEICER SRR HIER

. i”ltlj RTP : B RER RIEMINE RTP BRWERER. E0MEEEENRIANE@ELL
B, eMt3EEER,

« WA RTP: BEREERREHAREEAERNET,

- BERBERR  EEERTHEIMERERBEEEANEVNASNVTEBE., AL ERE
E ID REER.

IBATLAER STATUS rtcPeerConnectionGetMetrics (PRtcPeerConnection,
PRtcRtpTransceiver, PRtcStats) APIUWEEEE ICE, RTP MEREEMBENIEE, E2—EHA
SERB

RtcStats rtcStats;

rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_LOCAL_CANDIDATE;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection, NULL, &rtcStats);
printf(“Local Candidate address: %s\n”,
rtcStats.rtcStatsObject.locallceCandidateStats.address);

LTRSS @R, BRTEEKESF[MEERTEENERARERN

RtcStats rtcStats;

PRtcRtpTransceiver pVideoRtcRtpTransceiver;
rtcStats.requestedTypeOfStats = RTC_STATS_TYPE_OUTBOUND_RTP;

STATUS retStatus = rtcPeerConnectionGetMetrics (pRtcPeerConnection,
pVideoRtcRtpTransceiver, &rtcStats);

printf(“Number of packets discarded on send: %s\n”,
rtcStats.rtcStatsObject.outboundRtpStreamStats.packetsDiscardedOnSend);

£ LEENG T | NRE =S # to ricPeerConnection GetMetrics ()  NULL , B3R [E %I 5% A 5 —1{&
W E% 2R B B
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Y EE & rtcStatsObject AILAZE Stats.h F3%E| , MAYER RicStats AIAEEE .h FHKE,

&A1 LATE WebRTC C SDK 7R EERYEEHI B 8% F Kinesis 5 &M REBFMEFKE AP VEEHIERE
AT RERVEHIEM 7.

BHl, A WebRTC C SDK BENEREF LT W3C ZEIEE,
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i E
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BE R
URL EFEE MR STUN/Turn fRIARES
Y 48 11t
g F F i {6 P Y B R R TS
BAWE ¢ ICE falfR8§ URI #EELAY
BB E, WRHER
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Bl ICE Ex## TCP/TLS, I
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S B%E UDP M TCP/TLS, #*
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BRMOWEE, BF aUUEARFIIEEMN WebRTC #1if SDK MEi APl REBBENEER |, AR
HEEIEIER,

BEMRARER , BUNAEEAEARARERNLTLBIMIE AWS loT ELZEKEH WebRTC
SDK #Y Amazon Kinesis Video Streams , £ A XM AP| UAIEERE 1 WOVERSER , URE
EiRHEANGFE, —BREE , ZRTLLEBRME easy-to-use API FHUEKIE R, Amazon Kinesis
Video Streams A ZEEIB R ALAESTENRMFEERR , LURIEIBE Amazon Rekognition 47 3 F1 &
&,  REEEXIFAZEKABNEAS TN EARER, SageMaker
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API & /E

AT % API E/EXRERE Amazon Kinesis Video Streams WebRTC #EEX :

» DescribeMappedResourceConfiguration

» DescribeMediaStorageConfiguration

* JoinStorageSession

» UpdateMediaStorageConfiguration

FIZAE A WebRTC H T fRENF /17

Amazon Kinesis Video Streams 2iti%18 WebRTC BN SRR AMZT AT E R ThEE | LUETRE.
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£ WebRTC EiifEREERE L EEEFHHEAEMN

ERMERETLAIZ—EESEE , AWS Management Console 5. AWS CLI

FHEIESEE AWS Management Console
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1. TE" AWS Management Console , BB Kinesis Video Streams F &,
2. EERIEEY  ZE[EFREE]

i#1E Create signaling channel 2 FASRIEE),
3. EEUFMNEFEE ERL , BAGHRBENER.

REBTFEER T ime-to-live (TTL) E5 60 #,
4. 3&¥E Create signaling channel (B3I FAHRIEE).
BAUGHRBER  SREMAEFHENER LNFHESR,

aC T1&@& ARN #Y,

FEHAEMESEE AWS CLI

£ AWSCLI, A :

$ aws kinesisvideo create-signaling-channel --channel-name your-channel-name --region
us-west-2

B BR

EMESETLLAIER , AWS Management Console 5 AWS CLI.

/A Important
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{5 Fi 2 37 3% AWS Management Console

1. £ AWS Management Console , B Kinesis Video Streams £ &5,
2. EERAIEEY  EE[ERIK.

i#1Z Create video stream (B &5 £o
3. HE[BUMEALR EEL , MABEBRRHER,

£ AR RS,
4. 3&FZ Create video stream (BX & F £
5. BUBRE , FWE "HARR EELNFEHEER,

8 FERR ARN,

E A &R AWS CLI

= AWSCLI, A :

$ aws kinesisvideo create-stream --stream-name your-stream-name --region us-west-2 --
data-retention-in-hours 24

AE R RN 17

EH AWS CLI , REHBREFRE.

kg

MREER AWS Management Console RE%E B RA/IFE , FRIELTSRERWE FEIR ARN,
WMREMER AWS CLI REREHRM/BIEE |, FHIT T I EELEEEIR ARNS,
- BEEMEUEE ARN , FFRA

$ aws kinesisvideo describe-signaling-channel --channel-name your-channel-name --
region us-west-2

- HERESER ARN , F@EA

$ aws kinesisvideo describe-stream --stream-name your-stream-name --region us-west-2
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E8HA ARN i | FFREREBRFRE. HE

$ aws kinesisvideo update-media-storage-configuration \
--channel-arn your-arn \
--media-storage-configuration \
StreamARN="your-stream-arn",Status="ENABLED" \

--region us-west-2

/A Important
WMREStorageStatusA , BITE B &4 B peer-to-peer (EEMIAE) ER. HEEEE
BREREEIERER, BS%BEMW JoinStorageSession AP R fi§Z¢ SDP i#4-E% | W&

M F AT TEMRER < BIRVERR

FREVIR B
BEUTRS :

- ERFERE —ME &R
- EHREE  SERAREFRENIKRFRS 100 &

EBE AR EE R

/A Important
Chrome BIER M —ZZFWRIE:R,

1. HESHFIEEPEA WebRTC 1B 8 E4BIRX Amazon Kinesis Video Streams., JavaScript
2. BEZTIER:

- KVS iR, £ "HE, M , BEENHEE,

B30 us-west-2,
« AWS BF

SEAR TSI
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« Access Key ID (ZEl£4& ID)
« Secret Access Key (AR ZE£8)

- TEMEERER., SFEARARBIERKNRBZAER. IREEARYE IAM ZAE
B, AR REEZE. NFFEEF  F2R AV ANGERZEEAER

ETEE, £ "TEEAE) MuTd  BALEIRENFAREERTE, NRFMER K F2H

the section called “EX E E BB FEF".
- BB, BRERXRGEAMNBIEATHE,
« WebRTC BT M 7, 1B [BBHERMREEHFHE.
3. EW "RAEEML

MRESBERE A DescribeMediaStorageConfigurationAP| #8E , 2541 AE X ig 8 B
A JoinStorageSessionAPI LARXE WebRTC #EL T{ERE.

it WebRTC C REEHHEEUE R

fix B F2the section called “BRANRBANEERN C WebRTC HEEH FREHPIERAER.

1. EREH AWS 1RF BIBRELHIRE

export AWS_ACCESS_KEY_ID=YourAccessKey
export AWS_SECRET_ACCESS_KEY=YourSecretKey
export AWS_DEFAULT_REGION=YourAWSRegion

MREFERARE AWS B, FRREHEFESH
export AWS_SESSION_TOKEN=YourSessionToken
2. ETRA:
E - 2N

BEZEbuildBIRAER "1, FAFEZESIB. BHE

./samples/kvsWebrtcClientMaster channel-name 1

MEEERAR
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeMediaStorageConfiguration.html
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BEZEbuildB Rk FE A "audio-video-storage" B E — @5 &, |H .

./samples/kvsWebrtcClientMasterGstSample channel-name audio-video-storage testsrc

IEFH WebRTC £ i@ A

(® Note
ERFRENARBEEXEREAMERE, FH DescribeMediaStorageConfigurationAPI #1T
.

248 Kinesis Video Streams Y i 52

1. BB Amazon Kinesis Video Streams F B #1828,
2. SERTHIHM -

- [BiF, EIE us-west-2,

- AWS FE &8

- AWS ZE£IR

- BRER

o BN, EE [EE]
3. IEH [BARIEK.
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Ze

EL2 AWS BREENELER. BAAWS BF , B ZIHENERPONERER EARERBRL
EHABNFERMITE,

ZE£RAWS BECEAARERBRNER. HEEEEE BIEHERABRRNEZLNBHRANES

- BTSN — AWS B ERETE AWS EEHRHHIT AWS REHEREE, AWS EAZREMTILL
ZEFRANERE. FZHFERAEEHBRIRREZSHNRERLREEMAWS SRTEN -9, W
ET7#BEARM Kinesis Video Streams FERETEl , FF28 SHRFTEIMWAWS RIEEE,

. ERMPLEM — BNESEECRREBEHN AWS RE, BN AR ERSRE. BBER  UR
BRZENZHESHGBREAS,

AT B8 T MR E A B WebRTC 8 Amazon Kinesis Video Streams i |, lfAIE A BN SE
ER, T EERPUMMAER WebRTC 5%E Amazon Kinesis Video Streams , AT & BN L 2 4R
SREE, B2 E nmeEREM B EEIR WebRTC EIREEEF R E Amazon Kinesis Video
Streams 9 AWS AR#%

FHE

+ f#H Kinesis Video StreamsAWS Identity and Access Management
« fF WebRTC #iii#t 1T Amazon Kinesis Video Streams K& 15 B 3%
+ Kinesis Video Streams with WebRTC #9381

- £/ WebRTC HiliEZEBRABRPHNEREELS

- {£/H WebRTC

« WebRTC il inz

f£ A Kinesis Video StreamsAWS Identity and Access Management

AWS Identity and Access Management#& &l Amazon Kinesis Video Streams Kinesis Video StreAWS
ams

WFE IAM NFAEF  F2ETEE !

« AWS Identity and Access Management (IAM)
« AM
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started.html
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« IAM EFEIER

AR

- BEREE

£ A Kinesis Video Streams

Kinesis Video Streams #T1 BB &R &M (ARN)
REEH M IAM 1R FZE Kinesis 5 SRR FEE
£ A Kinesis Video Streams

BURFEX
IAM B AEE RS ERERM JSON 4. SERARMEBO TR :

{

"Statement":[{
"Effect":"effect",
"Action":"action",
"Resource":"arn",
"Condition":{

"condition":{
"key":"value"

PR BB RAM

« Effect (UR) : MR TR Allow 5 Deny, RIFFERR , IAM EAEFRZEEAERM API B1EMVFT
A, AtmERRIEERIER, HEATEEERE. HREKBEETMA.

« Action (B11F) : BifE RERFIHIEEFFATEE AP B11E,

« Resource (BiR) : SEMEXENER. EEERRXNPEEER , BXEAMEMAHE Amazon Resource
Name (ARN),

« Condition (f&k#) : ¥ RBEM, LA © IR SHAT R BUR B 1A 4 Ko

BAUNMEE IAM BERE , Bt FEEMFR IAM BEREA M IAM BURE RS,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
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£ Kinesis Video Streams

£ IAM BURBRAR F |, B0 AREEAE IAM BRI 45 E M API B

#E. Kinesis Video Streams ¥R T5F 5 : kinesisvideo:, fi

W : kinesisvideo:CreateSignalingChannel, kinesisvideo:ListSignalingChannels
M kinesisvideo:DescribeSignalingChannel,

BEEE-RRAXPEEZEEE , FRE®RDSR , TR

"Action": ["kinesisvideo:actionl", "kinesisvideo:action2"]

BT ERERFETIEEZEEE, fl , S ERBHEES "Gety XEWFEEE , T
-

"Action": "kinesisvideo:Get*"

EEIEEFA Kinesis Video Streams E% | i@ ERE% () BRFExX , TR :

"Action": "kinesisvideo:*"

%% Kinesis Video Streams API Bi{EV BB E |, 52 Kinesis Video Streams APl 2EZ & #l,
Kinesis Video Streams H3E FiBE R A # (ARN)

@ IAM BERRARBSEAZEFERHE ARN IEENER,
#H¥ Kinesis Video Streams £ A T % ARN EFRER :

arn:aws:kinesisvideo:region:account-id:channel/channel-name/code

fHln -

"Resource": arn:aws:kinesisvideo::*:111122223333:channel/my-channel/0123456789012

BT L E R EEUEER ARN DescribeSignalingChannel,

RELEH A IAM 1R P ZEY Kinesis 4 &8 R FHUE

B EERFHAM IAM tREHER , FREEA WebRTC HMTEASEIEEE Kinesis Video Streams L
HITEE, BREACRRBEIN IAM A6  ATRESTEHE, IAMBES LUK IAM REIL, K
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_Reference.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeStream.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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MMEREBEEEE, MEFMER , F28 (AM EAEER) PHNEYHEUERTAE AWS R
B

85 A Kinesis Video Streams
T % &5 451 R Bl R 8 20 4AT 3338 WebRTC $83& 12 % Fl & ¥ Kinesis Video Streams B 12HL,
Example 1 : RFFEHAEREMARIHERBE R

It B SR AT R A6 P & S AR AR TR R RA SR SEE L B AT
DescribeSignalingChannel, GetSignalingChannelEndpoint, ListSignalingChannels
M ListTagsForResource #E.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesisvideo:Describe*",
"kinesisvideo:Get*",
"kinesisvideo:List*"
1,
"Resource": "*"
}
]
}

Example 2 : TR EEILANIEE

WEUGR AT B R E BT CreateSignalingChannel &1k,

{
"Statement": [

{
"Effect": "Allow",
"Action": [

"kinesisvideo:CreateSignalingChannel"

1,
"Resource": "*"

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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]

Example 3: AFFEAEER WebRTC ERTEFEFTE Kinesis £ BRMNEEBE HER

IR B AT 2 5 A E R EHE E A E R L #1711 Kinesis Video Streams /%, WBERERANAESES,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:*",
"Resource": "*"
}
]
}

Example 4 : RFHERAERBEARBENSER

LR AR EA B A RBEARBEMEER,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kinesisvideo:DescribeSignalingChannel",
"Resource": "arn:aws:kinesisvideo:us-west-2:123456789012:channel/
channel_name/0123456789012"
}
]
}

£ WebRTC 11T Amazon Kinesis Video Streams 845 1R &
=

EREE AWS % EEBRBEERBERSRNEER , F2EAWS B EREAMTE LRI ,
WRFELRBBNESRLR. WFE—WEFA , FSEAWS REETEAWS,
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https://aws.amazon.com/compliance/services-in-scope/
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BALAEA TESE = S S AWS Artifact, MEFMENR , FS2R TEPHHEHH AWS
Artifact,

BEFERAKNSRETETOR AWS B REMNERMYE, NFANEHREEUARERNEENER.
AWS 1R T 5 ER A 15 B EE AR

- ZEMHESHAMREAPIERE — ELEMEEHNREABEE  YREMBUZEENSRE AWS
RERNEERZNSER,

« 1 Amazon Web Services EZ2 48 HIPAA T4 HEEHEY — AARERPLRNAERELZTS
HIPAA B HFE AWS AER.,

@® Note
W IEFFE A AWS BRIE BRFE HIPAA B8, MEFHMEN , F2H8 HIPAA ERRESE,

« AWS EREFAWS — lt THBEMIERES AEEARNENEXEMPTE L.

- AWS EFEHIEE — ZEREANAERRLIRNETEN. ENERRE T ESELES (BEX
Bl B RAIZELLMAZEET (NIST), T FEXZRLBFEEZES T (PCl) MEBEZEELBER 1SO) # , &
AWS i BiESI X HEELLRFINREER.

- EFAWS Config B AEERmHP IR AFEER — b AWS Config RE A ENERERZTS
AHEKR., EXENNMERANEE.

« AWS Security Hub— & AWS BR#& =Rt T R L& REBMN L HERE AWS, Security Hub AR %
2E, AN AWS ERURESNEZRNEBRENELLEARENTEEYE. UEZENR
A EEE | 5526 Security Hub controls references

« Amazon GuardDuty — EBERIRIEHRH AWS tRE T SEMEETE |, FHik AWS R ERIEHT
EEH., ARNERNEBERSE., GuardDuty BB EREREESHMLEER , fl0 PCIDSS , WmE
BEERMERBARENAREIER,

« AWS Audit Manager— i& AWS BR# BBIRERFERZEN AWS EAER , UELEEERE RN
R, UREFERMNERBEENE R,
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AWS £IRERZEI L AWS B HAAREAFLEEN. AWS EiF EH 295 ERHNER

AAEE , YAERKEERE SWESNSEREBBENBBMEEES., S LEH EERERFTERE
WEAERXNERNE K ETAREEEBAEREMIERETE. TAESN AN, RGO
EREED , IRE—RZTEERDP LN ERERSEES,

BIREEN 77


https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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WFE AWS B B EENFRER , F2RAWSEREMEE,

£/ WebRTC Rl EEEBRARRTNERREBL S

EBZE R , Kinesis Video Streams (B2#EFH WebRTC Ih#E) 2% Amazon RS : ZAWSEE
FHBEARETMRNSRKARRLEFNRE.

BRI LAEFAAWS E &MY API FENLEIB RS FEN Kinesis RREAABE R, A Fim4ZERE Transport Layer
Security (TLS) 1.2 REFH A, BEFEH TLS 1.3 REFIRAK, AF Rt A BT EERMERHEILR
(PFS) MEZTEEM , HlmEREE Diffie-Hellman (DHE) 4% B gh 4R E& B Diffie-Hellman (ECDHE), BEAXR
(W0 Java 7 MIERARAE) KEEXEELERN,

B BERAEFEATFEESIE ID MK IAM TREBRBNAZFTIESIRRKESE, E , EUUEH
AWS Security Token Service (AWS STS) REL EREZEBERESHER,

£ WebRTC

EERZRNEBEECHNEZLBURR , & EMH Amazon Kinesis Video Streams (B3FHE WebRTC Ih
) RN EZ 2. UTREEKA —KER , Y TRRTENZLHBRAR, SEREEKT
ETHASELIREZNREER , HItBEBHAABRESRRY L MAEEERETR.

NEEEREBNZLBERY  FONLERBEINZ L HERY,
BERIEERFE

ELRTFHUE , EAECHEFAESESSEEEB5B15B1E1EE Kinesis Video Streams HFF A, &iE
EHHELEERRMAAHFITHEE , B REZFHTERAENGTT, HREESRNEZZEFR
SlENEZLEARNEEMNS  EFREERENEEEEEN R

filan , #EREEZE Kinesis Video Streams HIRMEA R FEPutMediaGetStreamingEndpoint,
MDescribeStream, AR TEEEEABRXBEEIE (*) IHEMEE (HlI0 GetMedia) HFFH .

MEHMET  ESEIELESERRUREHBEEST 2
R IAM A&

HEENMAFPIREARN X EAEEEUWRE ST EEFE Kinesis 1R EHR. BTEBAWSEAERNE
BEAFRERAERF , NE Amazon S3 FEFER+ ., ELRTFSEHHBNRIEE , NRERZE
A, TEeHEEKERBRENTE,
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-DetectMetricsMessagesBestPract.html
https://www.beyondtrust.com/blog/entry/what-is-least-privilege
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Rz , BEFER IAM ACRALCHNEEENAFREAERAEEERMEEAEZR , MEFE Kinesis
Video Streams., A A®E K BFALEARPEFERENSHMBEIR,

WMFEFHMER , F2E0H (AM EREER) PHUTEE

- IAM Bt
- ERNABER . FHE. BEAEXNER

A CloudTrail REZ1Z API FEAY

Kinesis Video Streams by WebRTC ERE & |, iR —ERMAWS CloudTrail , RIEHFERAE, AEH
£ Kinesis Video Streams in WebRTC AFTEREVS 2 EERIEC &% , AR TE Kinesis Video Streams HHY
08k, AWS

A LARIF P CloudTrail i SE R & F 2R ¥ B [ Kinesis Video Streams % WebRTC RIEER |, AR H
EREIP #ut, AE, BEMEMEFMAENR.

WMEFMER , 72 E the section called “fFf WebRTC #:1if API FEILFE# Kinesis Video Streams
AWS CloudTrail”s

WebRTC 7Nz

IR ¥ IR 2 2 Amazon Kinesis Video Streams & E. WebRTC HIsREI M IhEE |, Kinesis £ BREE
FrE LR EIBITIINEE , SEARMNERIERFR. B Z peer-to-peer BiB Kinesis Video
Streams TURN i EETEEER TR , FTE WebRTC HATNEE# BB EEMBFIHZETE LN
R,

ETHEERALZ2M WebSockets (WSS ) TR , BiFRERABBRBREREL2M (DTLS ) #1T
mE , ERRERAZEEREWHE (SRTP ) ETME,
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B

5 T #tE Amazon Kinesis Video Streams with WebRTC FIAWSHER A R, REZUNE AWS RS
RLEMERER  UEEHESHBERTFRRNETEE, T8 , £EMAKBEE Kinesis Video
Streams with WebRTC 28] , BEAB I EREE , AT EERHHEZ -

- EREREME?

- BERBLEEIR?

- ERELERAVERSM?
- EEAPLEERTERE?

- ERMITERER?

- B4 REREREAE ?

EAREREFASEYEVEREZR , T—FRAREPH Kinesis Video Streams with WebRTC
EEMEEIEE, BEZXETRNEBITRENE S FRMYSE T EE Kinesis Video Streams with
WebRTC ®#t, EREE Kinesis Video Streams with WebRTC B , BB RSN EREREZRE—
RS, EALLLLE B BIH Kinesis Video Streams with WebRTC REEERIEER S E R | iHBHE
BRI EEREENNREREMRR , WEEA R TRER LN E—E,

*rE
« /A WebRTC 1B1ZEE5#E Kinesis Video Streams with WebRTC 3§ CloudWatch
« {F/H WebRTC £t API FEAUE2$% Kinesis Video Streams AWS CloudTrail

£ WebRTC iE#ZEEE#E Kinesis Video Streams with WebRTC 154&
CloudWatch

Al LAE A Amazon E532 Kinesis Video Streams with WebRTCCloudWatch , W& H B Kinesis Video
Streams WERBER  WEBAENRBNBLITAIFNIERE, SERTERNSICHE 15 EBANERE |, UL
BEHEEMELER , WEFEFE Web FERERHRENHITHEE,

Kinesis Video Streams 2t T F3E4E :
3]

- ARER

5 WebRTC ##ZE5#2 Kinesis Video Streams with WebRTC ##&CloudWatch 80
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TURN £

BEER HERE B Description (&)
H Signaling AT HR—DERARBERERNEE
Connecte Channel#& TURN BZi& , 2 "1,

dMinutes i

£ WebRTC #:1it API FEI452$% Kinesis Video Streams AWS
CloudTraill

Amazon Kinesis Video Streams 8 WebRTC #fii# & AWS CloudTrail , ZREREEFERE,. AEH
IR A WebRTC KN ERAE. ABH AWS RBATERENH E)fEic#k. CloudTrail £ WebRTC
F i #EEL Amazon Kinesis Video Streams HIFfE APl I AEH. FEEAFEILEIERE Amazon
Kinesis Video Streams &KW | LUREXTEE Amazon Kinesis Video Streams with WebRTC
AP BR{ER RN, MRERIEH , B LA AEER Amazon S3 REEFETEEE CloudTraill 4 , &
FEE A WebRTC £ #TH9 Amazon Kinesis Video Streams HE#, MRERFREEBH | BMHATLUE
[EHERERLE] PR CloudTral EE AP RIANEN. FRHKENEA CloudTrail , &8 LU B H
WebRTC ¥t Amazon Kinesis Video Streams 2 HHEVFER, RHFERW IP futk, REFRHVALR, &
HEE R EE AR H M EER.

BEE—S T # CloudTrail , FIEAARENBMAE , FBHEAWS CloudTrail A EEM,

Amazon Kinesis Video Streams B WebRTC £ #li#ll CloudTrail

CloudTrail ZE& 812 AWS IRF & , BHIRFEMA. EFEA WebRTC £1iT#Y Amazon Kinesis Video
Streams FEESTENSHTEHN  REHEHRSHRELLHFHEAM AWS IRHE CloudTrail E4—
BEKETERY, EUNUERFHET , BENTHRIANE AWS 4, NFFHEHR K FSEREE
AZE CloudTrail #4FEE8EH.

WME AWS IREFFBERRESEH (BIEEH WebRTC & ii#9 Amazon Kinesis Video Streams HIE4#) |
REVIEH, BHEA CloudTrail # BRI Amazon S3 REFETHE. KFEEE , EREEXEAT
ByUBHE  REMSEREMAN AWS BiF, BHIFEHRE AWS 2 EFFERENES |, 145
AFEEEEIFIEEN Amazon S3 RETHE. A, BB EREM AWS BRIE , BUE—F 24T
CloudTrail FR#PIKNENEHERLHEMTE ., MEFMBETR TSR TIRE

- BEMIEHEIE
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£/ WebRTC £ 1if# Amazon Kinesis Video Streams X #i#§ TSI BIEZ#& AR #EE D CloudTrail®y
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DeleteSignalingChannel
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GetSignalingChannelEndpoint

ListSignalingChannels

ListTagsForResource

TagResource
UntagResource

UpdateSignalingChannel

B—E£S4NAFERNETEELBRENEN. SoEATHBEHETHEE
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o
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3
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EBHR—EERE , TESHUBRFENEXEEREIEER Amazon S3 f#FAT#. CloudTrail 2815
BE—HEERHEER . SHARKRAEEARENE-FR , LEEEFRVENE , BIEN BN
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BEIEFET.
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https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DeleteSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_DescribeSignalingChannel.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListSignalingChannels.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_ListTagsForResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_TagResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UntagResource.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_UpdateSignalingChannel.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_CreateSignalingChannel.html
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"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"EX_PRINCIPAL_ID",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"EXAMPLE_KEY_ID",
"userName":"Alice"
},
"eventTime":"2019-11-19T22:49:04Z2",
"eventSource":"kinesisvideo.amazonaws.com",
"eventName":"CreateSignalingChannel",
"awsRegion":"us-west-2",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-sdk-java/unknown-version Linux/x.xx",
"requestParameters":{
"channelName" :"YourChannelName"
.
"responseElements": {
"channelARN":"arn:aws:kinesisvideo:us-west-2:123456789012:channel/
YourChannelName/1574203743620"
.
"requestID":"df3c99c4-1d97-49da-8569-7de6c92b4856",
"eventID":"bb74bac2-964c-49b0-903a-3501c6bde632"

&i/5] : Amazon Kinesis Video Streams with WebRTC R #ERIEH 84



Kinesis Video Streams Amazon Kinesis Video Streams WebRTC FiZ A 215/

£ WebRTC #1T Amazon Kinesis Video Streams £ 2 HE
i

FERATHEALEEH WebRTC H1ii#9 Amazon Kinesis Video Streams AJREE R F R EHIT R
HEfR

£

+ Service Quotas

- MERIRIE

- BV TERBHREE
- EEETPRE

Service Quotas

S

BREE—EAETEN—ERZERRFERINE-FAREE.
B 2023 2 A, MERSEIRERINEF/ETEE. NERKEBNEGBER , F2REE,

R EK
5/ WebRTC £ 118 Kinesis 47 5 88 7 B9 7 55 18 & AR 76 v B Y — AR ABRR ESR 0T

- HRFEERNIREHESIT HTTPS MM https://*.kinesisvideo.{region}.amazonaws.com
« WebSocket BBl E 4 wss://* . kinesisvideo.{region}.amazonaws.com
« STUNfAIBRESMZH stun:stun.kinesisvideo.{aws-region}.amazonaws.com:443

« TURNfAIBRESMZ A turn:_._.kinesisvideo.{aws-region}.amazonaws.com: 443
turns:_._.kinesisvideo.{aws-region}.amazonaws.com: 443

R RTC —& 0 ¥ 2 2 B4 A BV i 5&PeerConnection ATLAR E M TCP 5 UDP,

REBEARASEAZBRESEAHF RN IP it , UREES ICE IREBEIHK peer-to-peer
EEENEAMERE Y EZER, EERBARAREAEAEEREABLERE., wMAKERE—
¥ BEIRAREE,
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oo 17
R IRIE

MEREBEENFECELZTIEMRSE , WHRH TEEE  ARTIAERNEZEKRE. No
valid ICE candidatefIREPFAXEIAIEERERE 6 HEELEZPRE A REEREN.

BT Y EELA R S P AR AR I RS
o MBREEZBTURNE X IHMER , BHELEATURN,

TURNBAZRIER T , £ C SDK # kA, 7£ JavaScript SDK A , EHISTUN/TURNZRTURN only#E
NAT B,

- BRZRHENERE  SlNbREn  FESHM AR (FRIER).

MREEERE| VPN , FENER.

(@ Note

&M LLZZ B Kinesis Video Streams TURN Al RES/EEHY 403 f@Forbidden IP#ER. fAARES
283 E localhost IP By ICE {&iZE ¥ , #1#0192.168.*510.0.0. *,
ETREGEREL (BEFXE2LE ) ICE 1RBE LB,

BV TR R EE
WebRTC M AT LA B B8R 34 LU R R B T S22 R0 PR -

o P4 HE R
- BAKiAE
- WEZENRE

WebRTC ¥ 1ifift 7 —E4MELR , LNEBIGmMEERE K REHRSHER, ©EREHT %% 0 H
RIEEE ™ peer-to-peer SEEME R T EIBTURN RIS 25 B IR AL,

EREBYEEMENAEHRYS  RESTHR - EANENFAEEYSEMBHREENTE,
&

- @RS (SDP ) BEHNER

MEBRE 86
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- FHME ICEREAELE

- BEMEIREARARE L ERE

o EEJKAHBARYE A

AR (SDP ) RHMER
S HAGE (SDP ) REMBRMBIYEE MK RTC BE.
ETHARM SDOP BENESEL  HSHALH.

 BHRA TER, MELE B TER, BEESESAREENYHE K MELYHESLL WebRTC B
Kinesis Video Streams Y T, B9 E#R,

- BERBHRENRBEES,

RENZRBREETFHERN , BECMTRES ESWEDILA ICE RRIE,

AR C # Kinesis Video Streams WebRTC SDK @& —AfSEMRIEEE , BuLUSHREARHE
SDP, EH N THKIINBHEMNEETERNERIEEERA,

EEstdoutft SDK 5ok SDP , FEsXE T FIIRIFEE . export DEBUG_LOG_SDP=TRUE., #&i¥
AT LAEC 4% SDP R MFEAsdpOfferE#H JavaScriptEREF RN ER, EEEEFIILRE , &2
B GitHub,

MT/EHAER , 552 B the section called “fEF WebRTC $E#ZEE#2 Kinesis Video Streams with
WebRTC #§4ZCloudWatch”,

MRAREE SDP BFR , AIHEAsEE L EST SDP B , RAEHT I X AHENERERR. &
TREEFINELT I ABTNCHE

I/webrtc_video_engine.cc: (line 808): SetSendParameters: {codecs:
[VideoCodec[126:H264]], conference_mode: no, extensions: [], extmap-allow-mixed:
false, max_bandwidth_bps: -1, mid: videol}

E/webrtc_video_engine.cc: (line 745): No video codecs supported.

E/peer_connection.cc: (line 6009): Failed to set remote video description send
parameters for m-section with mid='videol'. (INVALID_PARAMETER)

E/peer_connection.cc: (line 3097): Failed to set remote offer sdp: Failed to set remote
video description send parameters for m-section with mid='videol'.

E/KinesisVideoSdpObserver: onSetFailure(): Error=Failed to set remote offer sdp: Failed
to set remote video description send parameters for m-section with mid='videol'.
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https://www.rfc-editor.org/rfc/rfc4566#section-5
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c#getting-the-sdps
https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-js/blob/983b62f07330e05277fd072f8062fecd8233bce7/examples/master.js#L123
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D/KVSWebRtcActivity: Received SDP offer for client ID: null. Creating answer
E/peer_connection.cc: (line 2373): CreateAnswer: Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid="'videol'..

E/KinesisVideoSdpObserver: onCreateFailure(): Error=Session error code: ERROR_CONTENT.
Session error description: Failed to set remote video description send parameters for
m-section with mid='videol'..

B WE SDP BEHARK , S Ka=rtpmapARENIT , AETERNWFERERR,

a=rtpmap:126 H264/90000

a=rtpmap:111 opus/48000/2

AHh ICE IRZEAELE

ICE {&:ZH A ZEASTUNRRISZRETAANTFimEK. BHRER WebRTC £1iTH Kinesis Video

Streams , fARESSTUNA . stun:stun.kinesisvideo.{aws-region}.amazonaws.com:443

BRTFAASTUNIRE SR UEBEURZAZH , BERFMmERBEFAARBETURNS . tMETHAR , UEEE
SRR E#E peer-to-peer EENERT , BiXREEFTUAERA.

ERBMER TS TERES ICE REE :

« JBFK WebRTC &7 | BERBBHMRKBEREA
« |ceTest. EF.

FREMELE, B8 ASTUNFITURNERIE B S B LAUNERIZ A,

ZE# A WebRTC HUfE Kinesis 2B AR TURNRIIRES E A M ML ERZLE |, B r AR API 4E
¥, GetlceServerConfig

T%| AWS CLI N REE MBS L ERR , WEEEMELIEHRER,

export CHANNEL_ARN="YOUR_CHANNEL_ARN"

aws kinesisvideo get-signaling-channel-endpoint \
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https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_AWSAcuitySignalingService_GetIceServerConfig.html
https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_AWSAcuitySignalingService_GetIceServerConfig.html
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--channel-arn $CHANNEL_ARN \
--single-master-channel-endpoint-configuration Protocols=WSS,HTTPS,Role=MASTER

get-signaling-channel-endpointdy< /Y& H &0 I T Fi R E FE

{
"ResourceEndpointList": [
{
"Protocol": "HTTPS",
"ResourceEndpoint": "https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
by
{
"Protocol": "WSS",
"ResourceEndpoint": "wss://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"
}
]
}

£/ HTTPS ResourceEndpoint {EXRESTURNRIRESFE , M FATR :

export ENDPOINT_URL="https://your-endpoint.kinesisvideo.us-east-1.amazonaws.com"

aws kinesis-video-signaling get-ice-server-config \
--channel-arn $CHANNEL_ARN \
--service TURN \
--client-id my-amazing-client \
--endpoint-url $ENDPOINT_URL

ZEEDESTURNIRISESFMAE S , 235 TCP M UDP Mg B LA KRB MR EN R

® Note

EEFH TTL BEEATELRBNAENIBE AW AEN), 7B ICE WebRTC HAH
lceTest.Info AR{EFHIELEE , LUMEMA Kinesis RARPAZEEREIREEL ICE {RIBIEE,

e TE WP L1 A4 SR EZ M 42

R PLIRZBAMARKDEL THEEEERAED, MRERETERYERNERAERNEF

i, BIAfAEAAERN webrtc AEBE AR FE Google Chrome FH#EE LL1E .o

TRETE MR LE 1002 A 0 A I3 ST i 42 89


https://docs.aws.amazon.com/kinesisvideostreams/latest/dg/API_GetSignalingChannelEndpoint.html
https://webrtc.github.io/samples/src/content/peerconnection/trickle-ice/
https://icetest.info/
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#— BB ERREEFHITH WebRTC Hiilrg

HEO

EE—EiEBE+ED , TBchrome://webrtc-internals/., SA L ENBEFHEFEEHEETHET
MWEENAEER.

LHREINEBERYERNER. flm

» Create Dump
Read stats From: | standardized (promise-based) getStats() AP| ~

Note: computed stats are in []. Experimental stats are marked with an * at the end and do not show up in the getStats result.

GetUserMedia Requests

https://awslabs.github.io/amazon-
Kinesis-vid: brtc-sdk-

ic/avamnlac/inday html [ rid- GN25

https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-js /examples/index.html, { iceServers: [stun:stun.kinesisvideo.ap-northeast-1.amazonaws.com:443, turn:3-113-249-125.t-6618366e.kinesisvideo.ap-
northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:3-113-249-125.t-6618366e.kinesisvideo.ap-northeast-
1l.amazonaws.com:443?transport=tcp, turn:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=udp, turns:18-183-42-89.t1-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:4437
transport=udp, turns:18-183-42-89.t-6618366e.kinesisvideo.ap-northeast-1.amazonaws.com:443?transport=tcp], iceTransportPolicy: all, bundlePolicy: balanced, rtepMuxPolicy: require, iceCandidatePoolSize: 0 }

ICE connection state: new => checking => connected
Connection state: new => connecting => connected
Signaling state: new => have-local-offer => stable
ICE Candidate pair: 6950 <=>

» ICE candidate grid

:35795

Crare Tahlac

ER LR EEYEENER , TR,

¥ Stats graphs for candidate-pair (state=in-progress, id=CPaYGwieso_EsxKSWoY)
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KvsRtcConfiguration,

2024-01-08 19:43:44.433 INFO

HRAZHEREMS , AR
THE  URESZEBFRMERELERNME, EUERARENXSF

iceAgentValidateKvsRtcConfig():

(VAR )

REELRE

ELKAA R AV B B

90


https://awslabs.github.io/amazon-kinesis-video-streams-webrtc-sdk-c/structKvsRtcConfiguration.html
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icelLocalCandidateGatheringTimeout: 10000 ms
iceConnectionCheckTimeout: 12000 ms
iceCandidateNominationTimeout: 12000 ms
iceConnectionCheckPollingInterval: 50 ms

MREHEERENMEARENZTERNHEE  FERARETIIE

« icelocalCandidateGatheringTimeout-iEMMILREFRSE , MREH M ATRENRIZEALERE
w. BEERERFMAETRENGREY , Hit , IREHNBEETE , FEMERFIUAREESHEARSE.

plan , MRERBATEER , YEFEEEAMRIBEZ R (srfix) HEEIRRER , BITTEFEZE M
LREFEFE, HRBEETE  REARERE  BAERFITHFEERLIRERESRB 20 ¥, HMNR
B AT 42 15 55 % B ) SRR SR B T IV IRIZB A B EUERR

® Note
RPEESHEEDPNiceCandidateNominationTimeout, R AR E S BEE AR EL
HIRIE A TIE.

« iceConnectionCheckTimeout-EAEERFE SR P B MLERERE  HPHIRBMBE
ER/CIEEE—REE, EBNLBREEAFEL —EREHHERHRS —BARITRSE.

« iceCandidateNominationTimeout-igiNLREFEFRE | SAREIR B 5 B AN M BEOX (RIE A MV RIZ BT
#,

Bl , RKEE —EXREIRBEFTEAN 15 WNKE , FERKREAEB 15 WNE , X
BEEARAMEXRZENRERH RN, MRRERES/ PR 15 , SDK #REZEHABENIR
B BEEERE T KM,

(® Note
EMEZE LB ARicelocalCandidateGatheringTimeout , AFHELE KRR,

« iceConnectionCheckPollingInterval-lEFRERABERIE 50 EW. EEHESEEERR
EWIEE | DR ICE iRAEMBRERINIAR,

HEEARHRAMERN RS HERERET , MR REEAEBERLEIER, EINERE
BPRBOERAH  BEILERTRSEE,

ELIK AR RY B B 91


https://datatracker.ietf.org/doc/html/rfc8445#section-14.2
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/A Important
BATEREENER

HEREITHRE
BUSREY , THSSRMERERIN , FEN WebRTC HIlEHE , BAELRR RN,

BALLEBE Eexport AWS_KVS_LOG_LEVEL=1AREEH , & SDK BRFMERABRICHE.

(® Note
MREEENBRHERERFIRZLRY , ICE REEXSE@HERMRE0x5200000d,

MERKRERNEMET , FSEGitHub,

export AWS_KVS_LOG_LEVEL=1
./kvsWebrtcClientMasterGstSample TestChannel

ERBIHOULTHER, CELREHED , BN ERNERRE (ICE) RRIER (IP {viutfE
BR) AERRREY,

2023-02-13 05:57:16 DEBUG  iceAgentReadyStateSetup(): Selected pair wlUdVOfE+_/

CuBellpl, local candidate type: srflx. Round trip time 7 ms. Local candidate priority:
1694498815, ice candidate pair priority: 7240977859836116990

2023-02-13 05:57:16 INFO onConnectionStateChange(): New connection state 3

2023-02-13 05:57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE local candidate Stats
requested at 16762678365731494

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate IP
Address: XXX.XXX.XXX.XXX

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
type: srflx

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
port: 38563

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
priority: 1694498815

2023-02-13 05:57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate
transport protocol: udp



https://github.com/awslabs/amazon-kinesis-video-streams-webrtc-sdk-c/blob/master/README.md#setup-desired-log-level
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2023-02-13 05:

57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate

relay protocol: N/A

2023-02-13 05:

57:16 DEBUG logSelectedIceCandidatesInformation(): Local Candidate Ice

server source: stun.kinesisvideo.ap-northeast-1.amazonaws.com

2023-02-13 05
requested at

2023-02-13 05:
Address: XXX.
2023-02-13 05:

type: srflx
2023-02-13 05
port: 45867

2023-02-13 05:
Current State
2023-02-13 05:

:57:16 DEBUG rtcPeerConnectionGetMetrics(): ICE remote candidate Stats

16762678365732111

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate IP
XXX XXX XXX

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

:57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

57:16 VERBOSE signalingClientGetCurrentState(): Signaling Client Get

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

priority: 1685921535

2023-02-13 05:

57:16 DEBUG logSelectedIceCandidatesInformation(): Remote Candidate

transport protocol: udp

ASEEITHAE
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https://docs.aws.amazon.com/kinesisvideostreams-webrtc-dg/latest/devguide/what-is-kvswebrtc.html
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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