aws
AWS KMS 1n#; 55 40& %

AWS Key Management Service

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Key Management Service AWS KMS fnz s s

AWS Key Management Service: AWS KMS 1023 541 & ¥l

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WA EMEENB B RAMEMIE Amazon WERBRYE , BT ITREERFF IR
B, EMEIEHE Amazon BEZEMNHXFEH Amazon WEZMEENE ., FrEEMIE Amazon #
ENEENAHSEHEENME , SLXHEETEEEMN Amazon , B Amazon EEEEBR , =
B Amazon &8,




AWS Key Management Service AWS KMS fnz s s

Table of Contents

51 RO 1
oottt ettt et ettt ettt et ettt eteat et ete et ettt ete et et eteate et et eteateate et eneereateeeeneenearens 2

S = R 3
AWS Key Management Service BT ... ..o 5
T = W N Tk~ 5
Il 2 G- O 5
e e (SR O 1 RN 5
IEHBEIIBIE (B, BB E R B B IR oo 6

i e GO 6
BUTEEEER AWS KMS BIEBBE R ..ottt ans 6

g = 1 OO 6
AWS KIMS KEY BETB ... ooeoooeeeeeeeeee oo oo oo e e s e ee e e e eeeeeeee e 7

B BRI oottt ettt ettt et et e et et te et et e e eteateeteneeneareaeens 9
E B S R I I .. oo e e e aas 9
FABTRINER ..ottt ettt ettt ettt ettt et e ettt et e et et eneereete et eneene e 10
AWS KIMS KEYS ...niieie i i e e ettt et e e e e e e e e e e e e e e e e e e ettt e e eesesaessa e e e e eeeeeeaaaaaaaseeeeeesensnnsnes 13
O O] =Y 1 (=Y (=) 2O 13
N - = SRR 15
LAY IMPOItKEYMALEIIAL ........c.eceeeeeeeeceeeee ettt et e e e eaeeaeereeneeneas 16

S E e R 17

B R B ...ttt 17
B T B BB A B e 17
ek 19
3 = i OO 19
D e et 21

B B e e et e et 21
=gy 1 LR 23
AW S KM S B R .ottt 25
HBIRTIIEARRE oottt ettt et e et te et e e ene e 25
B TR 26

[ e B O 26

B BB ABIREE .ottt e ettt e e et e et 27

B R TR 28

B B I T ot 28




AWS Key Management Service AWS KMS fnz s s

HOM B i B oottt ettt ettt 29

o B B B B 0 oottt ettt ettt et 29

B R T B LB B R .ottt ettt 30

B B B A B B oottt 31
T R R R ..ottt ettt ettt et ettt ee e 31
BB B Bl . ettt 33
B BB oottt ettt ettt e e 33
B ettt 34
BB ettt ettt 35
BB B ettt et 35
S B T A B oottt et ettt 38
........................................................................................................................................................ XXXiX




AWS Key Management Service AWS KMS fnz s s

AWS KMS ZiGiRZFFHEAB N

AWS Key Management Service(AWS KMS) 12t Web RERELNEERGR=SI® , WARER
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E8F, ATHIEEAREE  AWS KMS SR B LATER — L84,

REEBEBEERNWBESE, BF KMS £ —18 Amazon Resource Name (ARN) , EF IS
— BB £ ID. AWS KMS keys E=FE8FH :

- EFEENESHR -FERBRUVYEHEZEFSESRNAGBHEMNEERR, HHELSBBENFT
BEREEECH% A CloudTrail B4,

« AWS ZE TR - AWS SRV WIRH AWS RE SR WEMBHME|WBEEK , REF AWS IkF
FHNER, BEFAIURENEFEIRBEN CloudTrail EHAWS ZE £ , BELEREL BN
FAEE. HHELTRB/HNIAERMECHKA CloudTrail .

« AWS HEEN S8 - ELE2H AWS B |, WHEMFEALETRE AWS BRI 2 BT RSN
B, BEEFELEREITVBHEBBEIAWS HEN 8 FEHIE N CloudTrail,

Bl#&
B KMS SRMEEABNERE ST B, BB THUEFFZ AWS KMS APl RER SR ID TIREE
R,

AT A
BIEE KMS £RMHEBER , AREREWMNFT I, ARBRAFEERNEMER , W5 AWS
RF ESRS|H 1AM B,

=&

—BAATAEHARY IAM B8 S fE A 458 B B R HN 3 (R ML 57 18 = SR IAM BURKF £ KMS 28RV E
RETA], RENARZ —RERLE TBHFTA , LT AWS BRI ATLMMAER KMS iR, &

]
&b
N



AWS Key Management Service AWS KMS fnz s s

RABEEFEFC AP FIUPERT , REUTREFSEEAEHSRARECENBZNERMTIERS T
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£ HSM EEEMMNEER , Z KMS £81RE. AWS KMS A RENERIESE KMS 2iRRE
MEMER. SMATUERUEXF (RiI%) ERESRNNZENSRED, ENSRITURHE
R SIEH BN (ARER LA BNLEED).

EXF

AWS KMS iiin#sat , ARtBATFNEXF , UEREE. MBNFZEESNENELR , HH
BERNEERERFTEMAZ KMS ERNEMET. NMENERTREER KMS RFELEZ
MBEXFH—EERES , BEEAXNIR 4 KB NEREATLUE KMS | TME , LEEMERX
Fo

JIIEAANES

B AWS KMS REEAREB < Lt EFANBREHMRSE ., AWS KMS EARKIBRIFHNNEZERREE
BE/, MBEABRSMWA AWS KMS IMEXFH ERBIMZHN AAD 1, LABREAREAN , F

BEBRLE (INERE) HER, BNRER , UFEEMRBETERNDTRAZRE, NEA
BEPAREHEMGEHREBENENR. LERATHBEERFHTRERLZEEAWS CloudTrail 52 #E
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82 AWS CloudTrail B , EFEE "key name":"satellite uplink key", ttEHNERATRES
AHRA , UWTHRAMFFERIEEN KMS £18,

NEZR

EAFUBET (RSA MWE RIS B, AESWRLLEAELWEN (AT, . MELRT
UAAESRERERAE-LESWEHEENBRNNER, WRABUEERE  LELWAR
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CloudTraill B RRERER=SHBNEAER , 8 AWS RERREHESBOER,

ATERELBE , AWSKMS Rt —HEE "#ig. N AWSKMS EEX£ENBBEHES
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KMS EEXEEFERTR , HhIEARBEHBENIAENLELE®Y . HSM EFEANFE
NELRY  TEIRE HSM RERSHWIMZEELER,
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AWS Key Management Service E

ARERPEEHEHRT AWS Key Management Service W BREEATEREEMEMSEHA, ENAT
AWS KMS HEXRTHK,
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- BlRimEEATE
« AWS KMS key F&E

RIGmEES TR

AWS KMS A AR EN ZRmEREL , BRETARES R —ERENEE EZIEXN BRI S —@
BEE, HHZ2BUENMNE  CRBTPEARERE (€ FIPS &) EE EZFERY KRRV E TR
RREEE,

WAERAFTELE

£ AWS KMS HSM E#1T AWS KMS £ E4 811F. HSM 8B REXBRBFTELS , HEAK
Fi AES-256 9 NIST SP800-90A JREMFEM U TEESR., THEAT EH 384 LT IR E M REMAL
TELR  UEABRANBETER  UWEESXFW NS SEHRATERE D,

HBERBRE (ERMNE)

HSM HERNFEE B WM MNE T EEERER NFFLE AES) , BRA 256 LT Z#MHY Galois 7t
HERET (GCM). ZEMRERHY 2R URF L A S B B

AES-GCM RIEBHMBNMBEE, FRTMBAXFUELENEXF , CESHHNEXFNETES D
RENTMEMER (ZARTFNHERDN AAD) EES I RBRR. SoRIEREGHRBRERRE
FRERRRIR , TENEXFH AAD & RIEH.

BE,AWS 82KERATETE AAD RE , LHRERRENSHBHMEZAR, ELBERTHEAEX
FERTR , FEMBERANFNMBREFMANF AAD cHEETTENENZGERE.

AWS KMS 24t 7 —Ei#E , BETUASE|/MEEAN AWS KMS key , A =2HKFE AWS KMS RE
SEEME, WEANSETLER RSAES-OAEP 8 RSAES-PKCS1-v1_5 RiN% , LAEREEH T
AWS KMS HSM Hiff ¥ £ 812 t{RE. RSA €Y EHE AWSKMS HSM LE4, EANSBMRE
£ AWS KMS HSM Lf#% , X ARKEFHRZE1RIE AES-GCM EFINE,

RiRmEER TR 5


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf
http://csrc.nist.gov/publications/nistpubs/800-38D/SP-800-38D.pdf
http://csrc.nist.gov/publications/nistpubs/800-38D/SP-800-38D.pdf
https://datatracker.ietf.org/doc/html/rfc8017#section-7.1
https://datatracker.ietf.org/doc/html/rfc8017#section-7.2
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AWS KMS X EfEFFEBTRBRFETNRNRUBRTRE, FHBERBFRENHBRBNLE
ERANALETRY , TARNNENRZIRENEERRE  OTAKARWE. WETRETSTR
AWS KMS HIERMBIART. B LA AWS KMS API RELAER AWS KMS A AE 8 , =
ETHAEEH , € AWSKMS AAEERA.

AWS KMS X EWEER A IEH BN,

- RSA-OAEP (FIRRIN%) 82 RSA-PSS #1 RSA-PKCS-#1-v1_5 (AAREBHNHE) - st HTRANZLE
R, XERSAEBERE (AU TAEN) : 2048, 3072 H 4096,

- WEEIMAR (ECC) - ERANEKBMEMTE., & ECC #ifE : NIST P256, P384, SECP 256k1,

FROUTERNEARNRUBHRESRSWBITERNAN S, AWS KMS A SBITERE (KDF) RITE
AWS KMS key TEXINZNESETILELI®, FTE KDF REGEFEMA STEEEXPH KDF (A
HMAC [FIPS197] 88 SHA256 [FIPS180]). 256 fItiT4 &8 AES-GCM BEER , UnHR@sH
EFERNTE,

S EHEERN AWS KMS 3R fEHA

BNEEHRTAREG SN AWS KMS BB CHNBAETE I RE. MERKEREAEHREHRE

N EHEE L (ECDSA) 8%, HA_THEBREFASEZL (CMS) FHRE M EZIEHRE (ECC) EE L

HYE AR X9.62-2005 : €RIRBEEN A E SR ERRZ  BEHRBUBREEE L (ECOSAFFER
#) ECDSA, ERFERBITEFEEZEHRY FIPS PUB 180-4 (85 SHA384) AFIEEN R M=E
JEEE, I8 AR secp384r1 (NIST-P384) B4,

HEMZ

EFZEBRERRPEANELAEBRGHNE, GHNBEAMENZEARBHEESH/RRENA
B, BE  —([A€RERERRANFESR K, 5 —ELREBHRAELE msgKey (ER A TINER
EmMELEMN). EHEFBMBZAL : ciphertext = Encrypt(msgKey, message) XK., REAE SR
FEHARAFESE : encKey = Encrypt(k, msgKey) #E1TINE, &% , A5EMEE (encKey, ciphertext)
HERE-EBIEHMERAS.

WA (TR k) T @B INBN SR ARBZALR  URBRBENAS

AWS KMS T REERELRRMNVFESR , WAL ERNEHMBEEF.

FHBEIRBE (MR, BUBENEERF) 6


https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-108.pdf
http://csrc.nist.gov/publications/fips/fips198-1/FIPS-198-1_final.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
https://datatracker.ietf.org/doc/html/rfc5753/
https://datatracker.ietf.org/doc/html/rfc5753/
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
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BR T 1 AWS KMS BRISREATINEZhEE , AWS MEFEBREFEREAFRANGHMNBEXE, &
ALERELREAERFEENENNARNBZZERNNE R,

AWS KMS key B8

EHLRIEE LA EES® AWS KMS key . KMS £RKEBS|MBINESR , XBAE
AWS fR#Eap & Z= B A A Amazon Resource Name (ARN) #1TEBEZ. ARN BiEEBELN S
WERIAF , £ 1D, KMS IRERIZER EMBAIFEREIR AWS KMS BIIHY, #EWRE , AWS KMS
EREUYME HSM figfp €488 (HBK) , IEKERE KMS £ A8+, HBK 2EMFEPHM HSM LEAE
B, WEHRATAKETEUMNFERR HSM [EH, & , HBK 8% HSM EENER S|/ T
wEH, ELEHN HBK BAELNSBFR/ (EKT).

EKTEEHESEMA. KEENRETE. fim , REREWEEE KMS R ARN, ERRENE
REEIRBREATNER, SUNERFHPEYZE KMS £ , WHE KMS £ EREBE |, R
BAE A EAM AWS BB EIR —H.

EHEE KMS €8BS |, HBK AT U#IR A KMS £ iRA, EEEEER AWS KMS &t KMS
88, AISEIIH HBK , M EE KMS £iREH , /#EA KMS £8MWIEAF HBK, RAESREBEMN
HBK , TARMBANBIB LI ZRENER, BER , REEATNREGHRESHBULUARRETNE
Ao

F
HSM
DomainKey
HBK & HBK,,
CDK, CDK, CDK,
CT, 4 pioe F 1

BATLUEIR AWS KMS 2HHFER |, BUEA KMS € BEZFAEEH , B REMTE KMS 2fFREZ
HSM EXH &R, ELESRBAEFER S8 (CDK), CDK AJAMEEMZEAMEZEF (CT) , X
FLEMERMEZ. £ KMS &R TNENFEYH (BFFRHENERDS HSM EEHN£R) REEER
AWS KMS M IL/E HSM L#1THER,

AWS KMS key F&/E 7


https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
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BN NBRLFRBEZNNRKETEFERE AWS KMS B, EFEBEBE AWS KMS 9 TLS EigE

EiEE. EHEAR AWS RBEAREETHRL,

EREENBESRBESHREETRP,

REER

HSM fi 3 &%

TTEN RSN

EFEXNER

DU

£7 HSM LR P AREE KMS &

iR (HSM B {3 £88) RRARK 256 fiLT
AES-GCM £ 18,

256 T E S8 RSA HEE
RIAESHR , ARREZEFERNE
W, WAREERMETFR. —Emx
Z {8 HSM B &8 h KMS €848
B , A keyld &R7Ro

£ HSM iR PARMEEFE
A&\ 256 LT AES-GCM &
R, WSEMZEN HBK $T4,

BARESZ F M INEE X FHE HSM 2
EREEZNHBENEHBER

£ HSM B0 8| TN |, AiEB
TLS BEERERENERE.

4GB
SHEHR

SEHIR 2 (E2A
1A EE)

BIRMEBER—
R, WIE R R
EMELE

B A 65 Y R IR
AR

TAWS KMS TAEE T B S AEE S BRI REIRSEE KX , UEETRNEENMAREY.,

2t AWS KMS RELERTMEENTES AWS SE18 eSFHDRHE,

AWS KMS key P&E
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AWS KMS 15 Z 4l

FERRFI A LAEBIE % 5 R A AWS Key Management Service, 55— B R&I#N1a7E Amazon Elastic
Block Store (Amazon EBS) Bk [E AWS KMS keys £ AWS KMS #1{TRIRES IR INZ. F_BERAF
mERARENX , RENAERAGEHMNBERABARAS AWS KMS,

X8

- Amazon EBS Rif[E I %

- AEmMNER

Amazon EBS iR [E %7

Amazon EBS 2R ENZINEE. SEMKREERFER AES-256-XTS &, EFEME 256 Tl
BRESE A SULBEEA—ES12 U THBRESE, UWRESBRSELSIIREHH KMS €8T NE,
A7 Amazon EBS A INFHMEKE K CHEEEFEHE | TEEIREFEHHN KMS €8 T ELUEKE

£ (VK)o BT LUER IR Amazon EBS RiE# KMS €88 , LBV ER 8 | WINBRMBZRIE LR
BES®, BHE , Amazon EBS €/ AWS KMS A KMS €8 ZE £ il AWS KMS ZR i E S8,
encrypted VK

GenerateDataKey
(KMS key)

( ™
EC2 Instance
VK - / Decrypt{enc) /

EBS iRk & 1Nz 9

AN

EBS Volume @

KMS Interface



http://csrc.nist.gov/publications/nistpubs/800-38E/nist-sp-800-38E.pdf
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THIHEREESHE A Amazon EBS B ENERETINE

1. Amazon EBS #if AWS KMS TLS T/EFFERENE KMS @ THINRHKFEE SR  WimE i\
HEEPEER —BFH.

2. ## Amazon EBS B ER , SEUMEZNHEESR,

3. 1 AWS KMS i& TLS WY LABZ NZ R E 288, AWS KMS il KMS 218 , WmBEEHH
HSM B HAZER , UBEMZENHEESI®R, AWS KMS A% , &EiB TLS TERBKHKES
BREZITELHITERE Amazon EHIEEEL (Amazon EC2) £#,

4. G ELSBANIMBZENER A 2 Amazon EBS BBEEHNER ., Amazon EBS €R Z N
MR ESE  UWERRECERTNURESBTETRHBFER,

WEEA KMS £ 0% Amazon EBS Bk EHFMER , F2BAWS Key Management Service
B3 A B1EF AWS KMSAHH Amazon B ERFRENAFER , A% Amazon EC2 fEA & IERM
Amazon EC2 fE & #Em+ # Amazon EC2 EBS %,

F i i 22

AWS Encryption SDK @E#EA KMS €B8BTEEHMEBN API 21, NEXBENEBRNHAEFHEE
T, ESEMEE ., BFIHERARER TLUER AWS Encryption SDK R#{TE 3 iEF AWS KMS,

// Instantiate the SDK

final AwsCrypto crypto = new AwsCrypto();

// Set up the KmsMasterKeyProvider backed by the default credentials
final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);
// Do the encryption

final byte[] ciphertext = crypto.encryptData(prov, message);

RAFREARXTUMITUT SR

1. £ KMS R TRHEFERSH/OFER. ARSELNEHNERNSRNER S|P FRA,

2. ¥ AWS Encryption SDK , X FEREMERARMET LS. A& , MXFERSRSNRILER
o ER

3. MBENEREW|MMMENTALESHES RE — B F TS,

R F iR 10


https://docs.aws.amazon.com/kms/latest/developerguide/services-ebs.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
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GenerateDataKey
(KMS key)

»| encrypted key key

KMS Interface

AR OE OB OE OB RO B R R R B EEEEE R EEEmm

— o — — o —

“Hello World!"

encrypted key

encrypted message

ER@BRNEEEREHMBNASETHEER , UG RAENENTE.

final AwsCrypto crypto = new AwsCrypto();

final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);

// Decrypt the data

Envelope encryption of “Hello World!”

final CryptoResult<byte[], KmsMasterKey> res = crypto.decryptData(prov, ciphertext);

// We need to check the KMS key to ensure that the
// assumed key was used
if (!res.getMasterKeyIds().get(0).equals(keyId)) {

throw new IllegalStateException("Wrong key id!");

}
byte[] plaintext = res.getResult();

-EeEeEeEEEEEEESS®®S =S ESSSS =S

1. & AWS Encryption SDK BT EE NZRNEH , LEUEMENER SR | WIRE AWS KMS EXR##

2. ¥ AWS Encryption SDK WRBMME X FERE]W. AWS KMS

3. A& , HAERTRRBEAL , BEBMAXF,

R F iR
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Decrypt{enc) %——I—r P Y P J

KMS Interface

|
|
|
I g
|
|
|
|

KMS Service

o a—

— o — —

“Hello World!"

i- key -l @

O
N

Envelope decryption of “Hello World™

Ve ik 12



AWS Key Management Service AWS KMS fnz s s

{FF AWS KMS keys

AWS KMS key RIEFE2 R —HNZEER L KM (HSM) RO S| (HBK) MBESR, ~TERA
WY KMS £, BEASRME , URWOAMA. F/8. GRANMER KMS £,

® Note

AWS KMS [EFEHMMTERF €8 (CMK) XA AWS KMS key fl KMS £, Bl FE
B, ATBHIEEKREE | AWS KMS SR Z UL AMTEH — L&,

AEHR KMS SRIEEYIMERAVEWBH , W TEAR.

Enabled Key(s)

Key
Generation

CreateKey

Rotation o

_/l\ Schedule

U deletion
' Previous
\Ferslnns

FE

- Y CreateKey
- EASBME
- RANERSES
- MBRER

- WRSH/ME

E0Y CreateKey

AWS KMS key FFFI CreatekKey API FEIY M ELEM,

’0Y CreateKey 13


https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
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LR CreateKey @BEREEM T 5,

{
"Description": "string",
"KeySpec": "string",
"KeyUsage": "string",
"Origin": "string";
"Policy": "string"

}

AREZHA JSON KXW TIIER.
iR

(EA) £RNRA. BRELBREHRUGBEAEERETEARNTERE,
KeySpec

EEEEUMN KMS S#MJA, FRE SYMMETRIC_DEFAULT R HBME KMS £, 12
BHREBMESRMS REM , MERMERMSRKARMS WAL E,

KeyUsage

BEEELBMER, EXES ENCRYPT_DECRYPT. SIGN_VERIFY = GENERATE_VERIFY_MAC,
FAER{EA ENCRYPT_DECRYPT, LSBHRHUBNESBMS AER , MBRMEHMGSRREM
SHIAMKE,

Origin

(EA) EE KMS R8N SWEMRIR, FEFREA AWS_KMS , ERT AWS KMS EELHER
KMS £ S8 &M, HMEMRESSE EXTERNAL , RRFTEAEASBENNESBEMRTEY
M KMS €88 , BXEHETE AWS_CLOUDHSM , EEEZ &2 4] AWS CloudHSM BEmMXENE
AEBERERRIL KMS £i8,

28
(ER) ZBEEISROBEK. MREMEEK , AISEARREBER (T) B 2® , UAFH#ES
AWS KMS FF TRk 1AM ERBE HETEE,

MEFBBRNEFMERN , 528 (AWS Key Management Service % A E3EF) FH AWS KMS
PR SRBER A TERSBBUR,

CreateKey FEREE T E £ ARN HEIFE,

’0Y CreateKey 14


https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html#API_CreateKey_RequestSyntax
https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/custom-key-store-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/custom-key-store-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html#API_CreateKey_ResponseSyntax
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arn:<partition>:kms:<region>:<account-id>:key/<key-id>

WR Origin A AWS_KMS , HEY ARN 2# , 1B ERFBMN TEMR KRR HE AWS KMS HSM #Y
R, UEFEE LT SEE (HSM) fE/H €8 (HBK), HBK 2 256 (U TR &8 , BE KMS £t &8
ID tHE3E ., BEREETE HSM LEXE | W HERFHKEFTEUMXFRNEL HSM 2R 25\, HBK £ H
HIABE 28 DKy TINE, BLMEHN HBK BA MBS BT (EKT). HMA HSM AILIRERAEARE
SWIEFL , EEINEESFERAECHRBNBEE Galois STEEFEN (GCM) FH AES-256, iE
ECREFNNEEXAFRARBR > M FELSRFTRHPEER,

EBERELRTA

EKT = Encrypt(DKg, HBK)

AEH KMS RMEE HBK RAUMBEARREBL N | £ KMS £ ERRENREBER |, U
HBK LV ZTBmZRE. HERNEHRAR T AWS KMS R IHRERBNEEDRER SN,

BRT ARN 24\ | BT LUEBREVSBNAIE  BUEFRAEILNBRBYASZZEE KVMS €82
M REBE. —BERIBEHE KMS ©8MEEER , MO LER BB REMZFREFRES KMS €88, mMEFME
B , 28 (AWS Key Management Service BIZ A 2165) RRIERAEIE,

KMS €8 AsiE SR ZEBMRNEE, AWS KMS SEMNBZRAE KMS €58~ fE B 5§ %
R, i, AWS KMS EREE INFH Amazon Simple Storage Service (Amazon S3) ¥4 &4
& Amazon S3 TR EHBEE., T8 , $XENFE S|/ FEEEURA KMS €8N FEEE, W
EKMS £RBENEF , F2SE (AWS Key Management Service FiZ A E388) RFHAWS KMS #
o BEuEFEES,

FE A & 88+ %

AWS KMS ZH[E A HBK FrfE Al 2 ZiBimEM BIEV S, PR IEL CreateKey , & CreateKey
WHHEOriginEAREFAKEXTERNAL , ST EE# HBK MEEE KMS 18, XEAFEH
ImportKeyMaterial API WEIYFE A ZIRMmEME, BRI AFERALLERZEFHZBREREMRNSBE
VHMAM., MREFEALIIE  BEREEREPHELSRNEEBNMAMISEERE., NFEEAS
WIS RFMEANES , 528 (AWS Key Management Service B AB1E/) FHEAS
|

EAE®|M B 15


https://docs.aws.amazon.com/kms/latest/developerguide/kms-alias.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html
https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys.html
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04 ImportKeyMaterial

ImportKeyMaterial FREEAMSERN HBK ZiFmMEM P, BHHMEMELER 256 M TEHBES
%, CHAFHARIA GetParametersForImport FBERMWERLNE ST WrappingAlgorithm &
EEMEE LHETMNE,

ImportKeyMaterial @ REFEAUTEIE.

{
"EncryptedKeyMaterial": blob,
"ExpirationModel": "string",
"ImportToken": blob,
"KeyId": "string",
"ValidTo": number

EncryptedKeyMaterial
EANEERNENEASRMBEUERZFRIEESKREEEN
GetParametersForImport FRE[E,

ExpirationModel

EELBMHRERBE., EES KEY_MATERIAL_EXPIRES B |, ValidTo 284 ESEIBH
HEl, ELt{EA KEY_MATERIAL_DOES_NOT_EXPIRE B} , 532A 2 ValidTo 28, EXEA
"KEY_MATERIAL_EXPIRES" F "KEY_MATERIAL_DOES_NOT_EXPIRE",

ImportToken

BEAFRNESHREHRLELEBNMER GetParametersForImport FEREME,
Keyld

#5 EREE A £ 3R MR AE B EAY KMS €88, KMS €819 Origin 48R EXTERNAL,

BRI LAMBRMEMEAMBDNEASREMNZHEEN KMS £8f |, BEEEEANRBEE KMS SR
fAHE SR

ValidTo

CER) EANSH®/MAIBHNERE, ESRMBIBHIE , AWS KMS EfiRE&BME , EKMS £
SR ATMH, & ExpirationModel I{EA KEY_MATERIAL_EXPIRES B , W BHBHE, &
B BN,

1Y ImportKeyMaterial 16


https://docs.aws.amazon.com/kms/latest/APIReference/API_GetParametersForImport.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html#API_ImportKeyMaterial_RequestSyntax
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EERRINEF , KMS £ 71 AWS KMS AfEA , EZIEENEIH A AL (WRRBHBMER )
EALEBABIZIEE  EKT 1% AWS KMS 17 E MR,

RBAMERTR

{27 KMS £RTB L SRESBRBRETEA. HUESEEEAFERE KMS SMAEME 2 HBK
B IhAE. ERAEE HBK A1 KMS SMIER. BANEABRANENER  AEZEASH DR
KMS £ £ 8 ARN,

iR

BREFERETLMER ScheduleKeyDeletion APl RZZ HEMIER KMS £ M FrA BB HBK, iE

E—IEARE FEAWEMANERE , £ AWS KMS MIBRSi8E , FEIEEFEE, MR KMS £ , AWS
KMS g FI8 TRt RNESFHE, TSEF0E  eRFRMERAMRE , MEWRESR Pending
Deletion (15MIER). FIEEAZBETERRERENTATBK LXK, ScheduleKeyDeletion HA T3
518,

{
"KeyId": "string",
"PendingWindowInDays": number

}

Keyld

EMIER KMS SR —BBI/F, BEEEXE , FEAE - ID 3 KMS SR/ ARN,
PendingWindowInDays

(2A) SREE , LXBEE, WERBAN, #EA7 30 X, BREA 3 X, SEHPER
% , AWS KMS i KMS €88 M rr A /BEE R HBK,

LA P

REFRETURAEEFZE KMS SRNVEDFERIR, AWS RESR —EZE8FHHT—

Wit KMS £, SEMHK HBK , YR RAMBMMERRNEREN 2 BoIRAR, FIEEREN
HBK R LAEA , BUEBRE AL HBK A MMEZEMNEME L. BN AWS KMS TEFKE KMS &%
TENEAE , REEREN®IE HBK TINEN BN EER HBK %, SAILIEM ReEncrypt
API BATE KMS &R BV#T HBK THEANELRMNFZHHM KMS &8 T EX M E[R 3,

BANERASH 17


https://docs.aws.amazon.com/kms/latest/APIReference/API_Enable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Disable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ScheduleKeyDeletion.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
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NEMANERASRBRNERNR , 28 (AWS Key Management Service BiZ A B355) HH @R
AWS KMS keye

WIS 18


https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
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EFERERF

B KMS €’ , TUARIITERR=RE. SELRA KMS |MMBERE , EXNUHRE
EEMBENF, NEXFELEMELD : RNBHERR (FAXF) B2 , HEREBNNBEEFAH
e BREERETRE  N—ENENEHD . MAXFEHD 2HE HBK #EBIRF (HBKID), tNEXFERIE
BT AT 248 L B B AR AWS KMS TER R A AR Y.

&
- EFMNZRC IR Y4

REAF LA GenerateDataKey API ( f1#E3 APl ) REBRBERENEBEZRREERENRE
HRig, AEBEEML AP RENELRR, WEFMERN , 552 GenerateDataKey B AWS Key
Management ServiceAP| 2Z &R H 1 API,

» GenerateDataKey

» GenerateDataKeyWithoutPlaintext

» GenerateDataKeyPair

» GenerateDataKeyPairWithoutPlaintext

LLF 2 GenerateDataKey #&R&& %,

“EncryptionContext”: {“string” : “string”},
“GrantTokens”: [“string”],

“KeyId”: “string”,

“NumberOfBytes”: “number”

AAREZ A JSON BN TIIEH.

ELXERER 19


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPair.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPairWithoutPlaintext.html
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Keyld
ARMZBER B RPN SI|EINT. HELEREZRNEBMNERE KMS 218,

HWANESH,
NumberOfBytes

BEEELCURHBENEY, HAKESE,

Al & % B KeySpec 5 NumberOfBytes , EFRERI R M,

EncryptionContext

(#F) Name-value (B#-B) ¥ , EP B2 EEFASBNNENRZEFHB®TRINEME
GrantTokens

CER) BTFFRBEE ARBTFREELSIEASBNGTT. IERTARTFFHANFMRE
2/ AWS Key Management Service B8 A BIEEFH AWS KMS # 5 7 Fi 78 B 17 Bz &l

illll
3

ERERTZE , AWS KMS SEUSE KMS £REANIH B aifEA K EKT. E&# EKT ERERMH
BYEE SR MBI B R B EB AWS KMS MBI H HSM 2 B #Y 2 RE TIEHEREER HSM,

HSM #11T T SR 4F :

1. EEBRNEEMS  WKEFREERMHLERD,

2. BEMERRPAER KMS £ 2218 ID B EKT , BUEVBERA# HBK = Decrypt(DK;, EKT),
3. EAFE# nonce N,

4. £ HBK 1 N E4 256 {1t AES-GCM {TERNMEZ 88 K,

5. N Z 4 # ciphertext = Encrypt(K, context, secret),

GenerateDataKey A5#i X F ¥ ZR A BIEE 2 SUEIB AWS KMS £# M HSM 2 B 22 BEER R
&, A% AWS KMS iEiB TLS TERBRSEEEBE, AWSKMS FTERABMIFTREN, NMREEH
BEMBXF, MBRR , URERA KMS £8M0RE , A LEmEREER,

LT RO E,

{
"CiphertextBlob": "blob",

ELXERER 20


https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
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"KeyId": "string",
"Plaintext": "blob"
}

EAEARIHERALS  ERSBNEERBE. NEAFKMERE AWS KMS EX £ (T2
BER oMY WREEK , BILUER AWS Encryption SDKo

ER S| AMRE AR, A, ERSBALER ReEncrypt APl RE |, IRIBTREM KMS £
WM KMS £BEFMEZEREB, MFFMER , FBReEncryptZ B AWS Key Management
ServiceAPl| 2E i,

&

AWS KMS EXRINEERTE KMS £ T MEY 4, BIREEFT , AWS KMS £ HSM LR HHEIEEH &
WRERE. Bt , EHHBETMENEEFWUF WA MENEXFERSA 4 KB, AWS
Encryption SDK AJ AR MEBRANFA L. ERIBHTZE , AWS KMS HE5E KMS £ifHEMN E
BIERA® EKT. EE# EKT ERMNFNNBAREEREFHFEMRMATHAN HSM, ELEEB AWS
KMS E#FFEEH HSM 2B EBRE THERREZ,

HSM €#1T T 5178 E :

1. ## % EKT LAER1S HBK = Decrypt(DK;, EKT),

2. EEFE# nonce N,

3. #£ HBK # N T4 256 Tt AES-GCM fTERNMZE 88 K,
4. INZHFELF ciphertext = Encrypt(K, context, plaintext).

REEEMENFE , YEFSE AWS ERRETNEME ST REANZERIMENF, NRRE
BENEXFNNEZEARES , UREA KMS RVERE  AIEEZEREREN T,

RN X FEMN AWS KMS FIUSEZ NREMRXFMIMNZEAS. AWS KMS A AWS #E R

X4 EHEBNFRETFUETSSRFE , XENBXFHERNTE LB HBKID, HBKID 2 AREE
BEMBRLF, €8 D MEH D BEFMEN EKT,. BREBRBEBEE. TREENETNSES
8 1D MEIBEEE IAM BURHEITRE, Decrypt HEBELURMBEHE,

LA & Decrypt FHRE .

S oY


https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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{
"CiphertextBlob": "blob",
"EncryptionContext": { "string" : "string" }
"GrantTokens": ["string"]
}
LT RBRSH
CiphertextBlob
BREPEERRINEF,
EncryptionContext

(ER) MBEAR, WRERKE Encrypt HEHEEN , IXAEKEEE , SARRERETX

B, MEFHMER , 536 AWS Key Management Service B A BIEBEHHMEAS.

GrantTokens

(BR) RTFHBE , ARETFRENTHEENT,

NEXFEHE EKT SERMEZEARAR , BB ERFEN TEMREEE HSM UETHEE,
HSM €#1T T 518 E :

1. ##% EKT , BUEX/8 HBK = Decrypt(DK;, EKT)e

2. 1e & X FEEBEEE nonce No

3. #£ HBK I N EiE4% 256 {7t AES-GCM FTEMINZ | Ko
4, BRI X F LLER{S plaintext = Decrypt(K, context, ciphertext)o

EENEES DN YFZFEEBLLSN THERERER AWS KMS £# , R&EB EARE
FHERRER,

J’)\TIEE'@HFI/ (]

"KeyId": "string",
"Plaintext": blob

o

wE

22


https://docs.aws.amazon.com/kms/latest/developerguide/encrypt-context.html

AWS Key Management Service

AWS KMS pnz s & %t

MRFUNEARAEERRAEXFNEEY , AIXFARITELN SR ID FEBM,

EHTINE S IEZ Y4

E—E KMS R TNEZENREEFNEXFAEBERNMBGRTKEERNELS —E KMS £,

AN KMS REARB[REFNBZER K MAREBEAFHNSRAXT. EREEREDR , AR

Nz,

LT BB RFEEo

"CiphertextBlob": "blob",
"DestinationEncryptionContext": { "string" : "string" },
"DestinationKeyId": "string",
"GrantTokens": ["string"],

"SourceKeyId": "string",
"SourceEncryptionContext": { "string" : "string"}

}

FEREZHA JSON XMW THER,
CiphertextBlob

EEMMBNERMEXF,

DestinationEncryptionContext

(BR) ENNBENREFEANNZEAR.
DestinationKeyld

RREMMEZEER 2 SRR 1D,

GrantTokens

(BR) BFFHEE , ARETREPITHRENT,
SourceKeyld

(ER) ARBEENZSRVEREIN.

SourceEncryptionContext

(E2A) ARMMBAER CiphertextBlob 2 i EE RN MNBAR,

Eiyikanyika: Yk

23
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ZIBRES T R HRNERNNFRE  EFNBENFZEFEFMBN TR ENHE HBK THREE
TR KMS &R THER HBK, EWSTHERN KMS RMEER , kST F MEBE X FRER
Y HBK B ERFHTMAR HBK,

BT 2 EIEREE,

{
"CiphertextBlob": blob,
"DestinationEncryptionAlgorithm": "string",
"KeyId": "string",
"SourceEncryptionAlgorithm": "string",
"SourceKeyId": "string"

}

MRFUEARKEERRERMAXFTNEE Y , ©A4HEERFE SourceKeyld BRI ZTEHH.

Eiyikanyika: Yk 24
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AWS KMS AR /E

S HA R SMERRY | BE AWS KVMS AE T4 BB ARE HSM,
]

. PEABERE

. RAHBEARS

. ZEESHNERER

. TAMRE

A48 155 M 408 135iR RE
AWS B ATTEERE AWS KMS BENSEESBARE, BB —HATEENER. —ER
A, Uk —EBARIAETRNMETR, RESRKREEBRNEEKEN HSM 2B A, MEHRER
TR R
=%
FA SR Bl B S Y B I B R
&
BRBEXEN HSMBE , 8 ELRHESRNLEHESR.
EEXRE

BRBE., NEXESHR , NMAG (AWSKMS EFXETHRBEIM ) K ARLEBBNEFEE,
HA

HAREBERTTEEE HSM LT THHRBRREE,
mE TR

BRiE@EPEANRESHR HELM) FE.,

TERAMRBEEAR HSM, HSM BEIRE 2 BNBERESREDS S ELNBRFR.

RE M B E 25
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TR

RIMPRIFTE HSM A —EEEER , DK, }, ELTREZBMIREELEXNLA, ELNESE
ARG R LA FE A = BR#E & BV ET HSMo

—HEBEER DK } — e —BERATNEESR  URBECSFANEESR, REEREEsX
Wi, LHER AWS FESREENES - £ 1 80, ERSSRBRYE  MEEATEISERT
MENHEAE KMS RFEEFNEATRBESRTENNE. FERADNBESR T HRINBEMHH
EKT, E5ARKEHBRASS|/RBNRERN , BHRNEH SR IERARER L MEN EKT,

E B HEEF R

FECHRSRERHGZSEECBNRE, EREBFELEMARELREAMERTH, BEHRE
SELABRLHNBEFTR.

=%

P RER Bl t E E RV B LB R
&

BREEKEN HSMBE , SEEBRENHELNE LR,
BT

B, AFRESRURRREBBECEENAGTEE,
A

W E BB EG T HSM BEKE L BT T HERAEE
ENEA S SR

EHNZNESEER. AEcREHLASERENRERNEETNE , SREELFHESR
o

BqE
HSM B4 2B RENERE , LEREHMEMREBHMEHEKE.

EHNREFHEREENERKE , ARRRANERRAE,

sl 26


https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-5/final
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\ Labs
EIR AR RE

MEREREBHMHRFNGTETEE, ELLFUREXPAPIEASRENBTE, BAHT
HSM S &R R , AR ENHBVPH SR, ELTTEUSAGTAERETRRE K HERET
EREBRRETETE (MTBMRR).

BERABLCNREREN HSM B2 —HEBTEENFEBES IR, XFRY  URSREIUNE
WY, BEBFEHEF , AWSKMS EFXETUEYEREEHFE—EHSM LEINAHBAEE. 1]
HEEIEARTELNERNTERGRE, EREBNMARTZRERFHEEEERN HSM K
8,

HSM MA##AER  ceREEZMEAPERNHRAY, ELRAEREAFTFEREECRIEE
ITHRFWAREN DT, EHNEERZERABRFEFZRNCRE TEMRE AP RE.

(1) modify domain -
update domain

“
HSM @ state
L ’
@ new domain token
-
update domain
> HSM (D state
@ update domain
L. o
-
e update domain
s @ state
L iy

LRE F R T g i EiRE, kEFESEELSR

A

1. L BAERN G T EEIEE HSM BUSSEE.

2. RIS EAHNBEERE  YEHAFHNELESFZS. RETEHEHR HSM EHREE |, ERTXE
EXSEBRARN HSM,

3. B mEEEEFRERNMEEFAPAEME HSM |, LR A RE 7 AF R EH k&,

4. BIEFELNBFHFAPH HSM AL BR e S NBEFN. RtalRBERSER  UERESE
RAFE HSM MRBEAR &,

HSM TS EZRILER. kit , EEFENHREFREERGNRE , tMEEHMNEL BT
Fo #BERYARFS EMAK S W A A F AR IR R 0 Bl ERE A AV B @ HSM,

BEF MM ARERER HSM BEEINEET AR, MERENEREEBREBEENRETHN.

BRI AREE 27
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B

#F HSM BHFEME , REREBFMBREAENFIERRD s S8,
PN =i

& HSM IIAF@E , S HE B eBEIREERAFEERE. BENRISAFENERIEN
R, LB IS EITRE,

By

# HSM LR U8, METHRABEAE HSM 0% —BRIZH.
BUBERE

EESFHEABRREECRERHIACGCRETNERREE,
BuRE

ERE P ERNBERE R HSM BEHH HSM.
& SR Al

EHE HSM L BT SRR HER UL,
Lo bRt

RUFNBESH , CHHLBTAEATNELLMN. SRRRENEATLRBEEEALMR
LHBERETERBEENEEALR.
RNEEFAZ =

EiE EERFEN TERE PHRNMERS | MRBBOFRGENER HSM BB HBA G ERE
Y TAERE B AR IS S AWS KMS BE X EHE HSM 2B s TR E.

HEFFDTHRIRATRAMNE-SEEXEDREBUHSM RENEER2RE, ECRITHE
FEER LTSRS HERBRAARENRBEFRETUNITIR KMS ZRNEE. IETEFHE
MHEZEEAMEE AWS ERZREFIRE.

EREM

ATREALBEHA , AWSKMS EAMERNRNSREY FE, F-ERERAEARBYHBEGR
ENREESREVRENER (851 2)F M C(1, 2, ECC DH), lhEE#HEERLEBESERNBB

REEF RS 28


http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf
http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf
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FF. MEBIRSELEWHETRMHE /LR Diffie-Hellman (ECDH) €& , AR EHFHE ECDH HEESR|RHN
WA, WHEEA—EETRTRNMENFEESE (£ ECDH), ERZE®R C(1, 2, ECC DH) H£7
£, WHERRER/ER ECDH,

FE_EESMEISER C(2,2,ECC,DH), EERAEEY , EFNE—EFEXEE 2R HEL, %2
MR|EEFH ECOH €48, EEFEZEAMEFESRAMETF SN , SESHK MM ECDH, E

EE® C(2, 2, ECC, DH) HfT4, EEH EHERETE A ECDH B ECDHE, FiE ECDH £ig#e
£ 4R secp384r1 (NIST-P384) EE4E,

HSM Z£i8 5%

AWS KMS HAZLZ LB A2 HSM, HSM BEEZEERE , mMAREHMERBRIEREBHNERAPERR
H, EHRILEE L SERAXENZRBR=ZSBRMERIE HSM , MEERBFEIEAR®, HSM B
BRZEREMEASERCERMTEED |, I7E HSM BHREREREER , SEEPSEFEEN

HSM APl #2EEZEBER G EBREETHETNERRIEE THEREETRE.
4 A

Command Authgnticated APIs
Host & Domain Management

'Session Authen]?cated APIs
Customer Key Operations

J/

\ HSM

HRFENDT

HHBEND T RHEEEELRS HSM, FHHRATHMEY, BENRIUGMBAERN BT,
LR BNEERE, fl0, %6 Foo EEAE Bar WRMERKE , NWETRE. BUNBRIBUNBLAE
BODSE=EIR. F-IRIEDTEY  F_SIERXGHMECRELETEE  F=S=RT
MET,

ATSIANELEHS  BRRE—HEENSEXELESBNAG (QOS,} , UR—HAHEARL QR =
{Command;, Rule 4} , EFEER AR —EABNHNEE N {Role, N} HRMEMER A
T, mMTEREXEBRIR {(QOS} FH—HEFXEHE , FHHFESARTSIEHNRAZ—, W5
iR | ERBMEFEFEEE S REARER E H v RBEF R TR

BRL  HREBEGHESBNS Sigr = Sign(dO,q, Command), E—ZEBEFEXEELGEEGD Sigy =
Sign(dOp,, Command), #EZEZFNALEEEE HSM #1T. HSM BHITUTRE

HSM Z4£38 57 29


http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar2.pdf
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1. R BEEZE  ceRtP@EREENEZTEN LGSR , URIHTSTLNEE,
2. cERIAEEEERETREWTHRA

ERFEN TERR

LN ERRESEEOATE AWS KMS EHH HSM 2E#1T. ELmTHEEBRESBNELN
ERAURZ2NRRBFTELRAR. oS SEREIMN HSM BN THERERRREE L#T. BRT
FEEEMZ  EETHERREFTERTN, TELTERR BTG T RERRNFZENSE
R, URBERENEETES ., BT HREREL TFEREZEER man-inthe-middle WBERE , T/EH
REKBRE.

LEBABESHE HSM EBRBEM . BHITHERFTN ECOHE WM E. RMMRBEMEE , L H
HSM 5Ef, HSM thEEEHS S|MMBN TR TR (SK) , ARTETFERERNVEL SR
. EHNERFHLERRNE , cRBEBERLAEHNL TEERER.

RETHERINRE , HEES S EFETRY (dHOS;, QHOS)) Ml HSM &5 2B RNEBER.
TCEEAE A2 XZETRRL S A ERB EHEFHFEM HSM 2 BEEAN TERRE
R, EXEMERFHEAEAHBHNANNE , cBRLAISHN TR,

«+— (0, Sigy)

((Qp. ESK, EKT) Sigs) —m

<: Authenticated Session > .
HSM Operator

RFEREEHYERS  CREETFERSBREENIZRA S RBEN HSM K8 < By BURE~R

i

1. REEMEESE ECDH EES8®Y (d4, Q) X FEAH B 5248 Sigl = Sign(d0S,Qq) ETEHE,

2. HSM A BRI BEFZHRERZFCERLAELB LNHEE | WET ECOH TRHESBYE (do, Qo).
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https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38e.pdf
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https://docs.aws.amazon.com/kms/latest/cryptographic-details/basic-concepts.html
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