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ftBE 2 Amazon Managed Blockchain ( AMB ) F5fE Lb45# 2

Amazon Managed Blockchain ( AMB ) shB AERAURS BN AR EREEHE |, BEUUE
F Hyperledger Fabric EREIZFEERBMAIE. RSEHEZPEERALERELS , TEZLFE
EMNERF (ER ) UREAHEREHFNEREIFZSHS AP BE, HREFEREHREENFEHR
R, BT ZENLEERERREPETEE, ZELAPIEETEECEZEZIRNELE
WEE DIRMHARERY A ETREEREEARERN,

AMB Access AZRIREMETRERN EREERNERY - 2HF EREMEIHE AP RENR
EAEREHMNRE. EHEANEREERE , ZUNAIENER QUK EREE A
& Hyperledger Fabric B EREMH LB ER. ER , ERAPINZHFEmR ( Bl AMB Access
Bitcoin ) FH API B#&EMN — AL EMER  HhEREREHNEREEEREFZALE,

LSRR —EEP MU ERERRS , TERURE A NBEE LS (BTC ) FHENZEEE
peer-to-peer X 5., LLAFEMBEEEA , SEME K SHNBELE , BREAFER., HIFERERE—&
RBEN, " EREER , IARZEEBEN A FEURE BT T2 EIR, £/H Amazon Managed
Blockchain ( AMB ) BRI LE4SHE | 0T LU [ 13 0% B35 78 LU 45 HE £/ F Testnet #84&5t |, BB im B
ALBARS , o BRPENEBUALAATELSEROHEEF iR LEMEMN JSON-RPC &R,
£ A& AR 2T Bitcoin HE , B MEIREERARN  MAXREME, HENESTHLSEEH
BERER(TH, ERCEEBELBEES  BUNREERZFIERSMESEEREEIE &
ERAFZFE A AMB Access tEf¥ X BB LSRR HNERER.

ReE— % AMB FHRELLSHER IS ?

WMRER AMB Access LLISHRBIRERE , RAIERELHBUTES

- EE#= : Amazon Managed Blockchain ( AMB ) 55 tb 45

- B A Amazon Managed Blockchain ( AMB ) 55 b4

« Amazon Managed Blockchain ( AMB ) Y Lt 438 {6 F 32555 R LE 43 0

« f£f Amazon Managed Blockchain ( AMB ) 58 b 45% JSON RPC 55 L 45 ¥

BRE—IX AMB HRELLISERFIE ? 1
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EA8EML2 . Amazon Managed Blockchain ( AMB ) &5 B b 4%
G

® Note

RIEMBRBRZABLSEXTAONE S, ELBSBEEFRLME , B3, X5 proof-of-
work , 88 , N RFFLE  B¥ZE, EFEH Amazon Managed Blockchain ( AMB ) 85 tb4F
¥, RMEBRBEFLISKRAR ENZIE LIS,

Amazon Managed Blockchain ( AMB ) Access Bitcoin A& 12 (¥ b 45 %5 2 B 58 A0 & AR 35 25 5h R #E
R, MEFLAHENEETMLSEERRE  SEHE. SUUAEALEERBRE , BEFBLE
WBLg e KBRS R,

AMB R LS BB ETHEEROEFHEN T EDN R ABRESRBLSERE XA TEEY
A, L X2 ME JSON EFZBRE ( JSON-RPC ) M. LA BEALLEM JSON RPC S EREE
BEWLSEHEETERS , WERISEREETRE, £/ JSON-RPC , EA LAEER SR
BARXRS , SREHEEANER Amazon Managed Blockchain RIEHE K 5 1R X B b 45 M 484K

/A Important

CEEFAE  WE K CANEESNLE S, FESERENLEBiItNREEE,
AWS ¥ EH Amazon Managed Blockchain LR LE4S M HiI BN ERFUNTMARIBMTE

=
Bo

{#/ Amazon Managed Blockchain ( AMB ) #3255 18 R #1551
L 458

- XEFLBEEE

AMB B LES B F AT A HBHE -

« X# — BB proof-of-work HEFREN NS ERE | WER BTN LA (BTC) i
RE¥, IPLNXZEEEREE (AICHELERHALX ) , UK E A RERE L,

- AEB-AEBRARAGENER LB ERDNE, Testnet BB LLIFHE (BTC ) 22 BHM ,
WEBELIBEEAEE,

ZEERH 2


https://developer.bitcoin.org/
https://github.com/bitcoinbook/bitcoinbook
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® Note
5532 YN ]

- XENES

BT RILBRIS < ERY [EHE

B & (R [ 15
XBIRER (#EF B S2dLER) IAD us-east-1
DAEE (RR) NRT ap-northeast-1
mAXESE (E8) ICN ap-northeast-2
DA EE (FNEK) SIN ap-southeast-1
B (S EE) DUB eu-west-1
BN () LHR eu-west-2

- PRIGun B

T2 AVB SRS REiRE, EERERKER , EXACAIEEP —EXEEHNIRE.
* mainnet.bitcoin.managedblockchain.Region.amazonaws.com

+ testnet.bitcoin.managedblockchain.Region.amazonaws.com

f5ltn : mainnet.bitcoin.managedblockchain.eu-west-2.amazonaws.com
« FPXERE

AMB FhE LB R XL ( BTC ) #21&,
« BWAMRAK 4 HFBLLHE JSO-RPC A

£ Amazon Managed Blockchain E##3THb45% JSON RPC B , BRI LUBIBFEAE S IRA 4 218
BETEMEREN HTTPS EEETHA. ERXRTRE AWSIRFHEREN IAM ERFEETL
¥ JSON-RPC FENY, ZEEISEEM , WIS AR AWS B2 (FE 28 ID IRZETFTIER),

ZEERH 3


https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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/A Important
s BOECEREYENERENPR#BAFIREE
o BEESEMER IAM BUR 3R PR #1% {8 Bl L 45 % JSON RPC #97FHY
c EXERBRINER
£ sendrawtransaction JSON-RPC 2R E#F LIS EREARENT S,
« AWS CloudTrail i2#& &

A LABLE CloudTrail A5 EMN 4" JSON-RPC, MFEFMER , 528 HELH Amazon
Managed Blockchain ( AMB ) i&if {§ F 55 B Lb B ¥ =4 AWS CloudTrail

ZEERH 4
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i% B Amazon Managed Blockchain ( AMB ) 55 R Lt 4%

I8 — XA Amazon Managed Blockchain ( AMB ) ShfItb4 M2 8 |, SBIRBATHF NI BEAIE
AWS IRF., THEMNWEEFER 7 0{AIRKREHAAMBRS B LLFY,

FRFHENZESE

RERAH AWS E—R | IRBEE—18 AWS 1S,
AL A AWS

EEEM AWS |, 21 AWS tkF E BB ATE ASM AWS R , @3 Amazon Managed
Blockchain ( AMB ) A Lb45% . SR FBEHEMERNRKTE,

MREAE AWS IRF BEREIT—F, MREKLE AWSIRFE |, BEATHREFRET —E,
EEET AWS IRF

1. T Bfhttps://portal.aws.amazon.com/billing/&E
2. FREEMRLIETRET

HoEMEFFEBRE , Y ESHRERE ARIR.

BN — {8 AWS 1RF , — {8 AWS IRFRERECEMY., REMAEZTUFEIRE AWS IR M
IREFNER. FRAZLREER A FHEEFIEERGERE  YEEEARERAERATE
ERFEAEFIENER,

BYVEEEEERENIAMERE

ERIEIAMBEAGS B LAY |, B4 AE — 8 AWS Identity and Access Management (1AM ) &
AFVEXEERRBRENERNER (AFZAE) .

REIAMKR R AT LAEFE 45 JSON-RPC E5%, RPCs?E Amazon Managed Blockchain £ #3TtbJSON
B, B BBEAESRE 4 R BEETSORIOHTTIPSERETHAA. EXRTREGERE
WIAMEZEE AWS RS I LAFE L% JSON-RPC BiE, ZEEHTUIER , AWS RS ERMS
B (FHE%E ID MRBHEZE )

FRFHMEESIR 5


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
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MEMMAERSIIAMEREEFMER , FSEE IAMAWS IRE, MENMASERFERMMNEFERAEN
MEENR , F2REEEAVEAENER. SEERKRN TG , B UFEAKRKERAFR FAVMBE
R b4V RERR | 552 Amazon Managed Blockchain ( AMB ) Access Bitcoin # & 2 B B R &34,

ZHEMBE AWS Command Line Interface

Zzu%"‘ﬁﬂia_ﬁﬂ& , BRERWRA AWS BEFANGHITHRE (CLI) AWS RERIKHNER, WE
&R, B ol T R FTRARE) AWS CLI.

(® Note

ECLIFA , £FE—EFEZR ID MBEFBRR, SUREARKER K MARREAEFR
iR, MBI SHFHER D, ABEFHER , UREHBRMRIPNZ LML, NFHF
MER  F2RBEEARERFEEAWS (IAMERERER) PHER.

ZEFEE AWS Command Line Interface


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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FA¥A6E B Amazon Managed Blockchain ( AMB ) 55 R Lb 45 %

ERARE P step-by-step HEBRREE , TH WA Amazon Managed Blockchain (AMB) 77ELL 45 ¥
REAITER, ELEHFERBEHELLERGE. MREZE AMB Access Bitcoin BT F , FEER

BEH TEREL o, UERECSTERELLRMKELE, WEHMERN , 2B %E Amazon Managed

Blockchain ( AMB ) 35 Eb4E

£

- Bl LEEHNIAMER JSON-RPCs

1£ AMB Access RPC fmEgas - LLiS ¥R ImF2 /5 A (RPC) 585k AWS Management Console
fEAMBES B LL 45 % JSON-Bi8 A awscurl FRIRPCFEK AWS CLI

SELL 4% JSON-7E Node.js FRPCEER

£ FIAMBEA B LE 45 % AWS PrivateLink

B2 5 R LL4F B I IAM SR BS JSON-RPCs

A TSRS EMA Testnet HISONITRPCHIUM AN HIRE | SHEHREE

& Amazon Managed Blockchain ( KEY ) 358 Lb4S ¥ KB EIAMEF 1 09 A B R I%

( AWS_ACCESSKEYAWS_SECRETACCESS_ID f1 _ _AMB ) ., fE#&im AWS CLI g% , BT
T BIE — EIAMR BE LUFH R M B b 45 Wi 2

cat <<EOT > ~/amb-btc-access-policy.json

{
"Version": "2012-10-17",
"Statement": [
{
"Sid" : "AMBBitcoinAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainBitcoinAccess --policy-
document file://$HOME/amb-btc-access-policy.json

EUIAMER B 7
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® Note
BIE R B F IR AT LA R L 4S8 =B F0 Testnet, ZEEFIUSEiRE |, FFA T HActiont
A .
™.

* "managedblockchain:InvokeRpcBitcoinMainnet"

* "managedblockchain:InvokeRpcBitcoinTestnet"

BiFAI%  FEZFERMMEIAMERENAE , UEEE M, £ AWS Management Console , 2
BEIAMMRT , WA FE R flAmazonManagedBlockchainBitcoinAccess ERIAIAMAEF & 1Y
At, MEFHMEEN K BSREIACHERGIAMERE,

%

£ AMB Access RPC #w#Ez5 L L 1S R inTE P A (RPC) 753K
AWS Management Console

—

B E LIRE AR R RHERF W (RPCs) AWS Management Console £ FAAMBEAf, B TiEL
RPCs , A AL LEASHERE L BEBUR , BANRRR S,

Example

TH&EHlE RENATERBERINEN. blockhash getBlock RPCUEE S AR R ABERH
2y, NBEIIHNHEHMRPCHEZ— , RERWAFTENHEER A,

1. FARZEEERETES , MHAhttps:/console.aws.amazon.com/managedblockchain/o

2. BERPCHREESS.

3. T TEERL #HH , BEBITCOIN_MAINNETHE R E SRR

4. BiEgetblocktEARPCH %,
5

B A 00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6edd9A
FTE8H ) Mm% , ARBEZFoEAFMER.

REIEFE Submit (]R3ZX)RPC.

7. BRELEEN "EE, BERPIEER. AR BUNERTENREXZAEE -S54, =
EERARANEHEBETEM.

o

FHEARPCHHI 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://console.aws.amazon.com/managedblockchain/
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EREZER , BF2RAVMBI B LIS HRPCs X 1

EAMBES [ LL 458 JSON-&EiB £ A awscurl FEBIRPCFESR AWS CLI

Example

BBFERZEEMA 4 (SIGv4 ) EREHNEIAMEBIESAHEBER , LUMFELLIE® JSON-RPC FH
AMBEAREI L4585 m BE . awscurl ST TE T LAEBIEHEER KB AWS FH Sigv4 RS, MEFFA
BH , 552/ awscurl . md README,

FERABSENEERFEN A ERLE awscurl, £ macOS L |, B3 #F HomeBrew A A TERARER :

brew install awscurl

MREEERELEE AWS CLI , ERIAMAFBIEMIARFBAWSEHEENRFEFTRE , LA
awscurl, £ awscurl , BiBFA. getblock RPC AR ESHERECERREENIREFNFR
F2H,

THESEFEAparansf R [EREZERZNEMEVEENSEESR , 1€ Bitcoin ERAHEEEHRE
HER, HEFIFERAus-east-1iHE., BUBHBRAZEHNLAFHE JSON-RPC M AWS 1 5k
AEEEMESE (AMB ) XN EIHBELLSEE, A, BaULlEBtestnet EHTH EfimainnetR
¥ Testnet #B#& T T2 XM HF R,

awscurl -X POST -d '{ "jsonrpc": "1.0", "id": "getblockheader-curltest", "method":
"getblockheader", "params":
["0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0"] }' --service
managedblockchain https://mainnet.bitcoin.managedblockchain.us-east-1.amazonaws.com
--region us-east-1 -k

BROUFERARFENFAEEURBRATEENERRFIR, F2HETIEM

{"result":{"hash":"0000000000000000000105bebab2f9dd16234a30950d38ec6ddc24d466e750a0",
"confirmations":2,"height":799243, "version" :664485888, "versionHex":"279b4000",
"merkleroot":"568e79752e1921ecf40@c961435abb41bc5700fe2833ecadc4abfc2f615ddcl1b8"”,
"time":1689684290, "mediantime" :1689681317, "nonce":2091174943,"bits":"17053894",
"difficulty":53911173001054.59,
"chainwork":"00000000000000000000000000000000000000004F375cf72ff64e2404c1589c",

Tx":2135,

"previousblockhash":"00000000000000000002ffetefe@7ae74ec8b92c7696f5e12b5da506f@15babb",

awscurl #94]F RPC 9


https://docs.aws.amazon.com/managed-blockchain/latest/ambbtc-dg/bitcoin-api.html
https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://github.com/okigan/awscurl
https://github.com/okigan/awscurl#readme
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"nextblockhash":"000000000000000000038f05ddcf3f483fdcb74f4be606c022bcb673424fFa4ca"},
"error":null,"id":"curltest"}

RELL 4% JSON-7E Node.js #RPCFEK

&I UEIBEAHTTPSEA B L £ @M Testnet i , WBEBEEM Node.js FHIAEE https 5
JSONTRPCAPIFHARBEREREBNFER , AELALUEAE=FE , flan. AXIOS TEHHIFER
T Al £ — Bl L 4585 JSON-RPC FE5RAMBES i b 45 5 um R

Example
HEHITILES| Node.js IETT , FER T HITREH -

1. BB L X ALTEEHHRAEES (nvm) Al Node.js, BAINEEBRIMEELRFNZERA.

2. FA1Enode --versionTXEREFEANREHEMA 14 LESRER, NMRFE | B LAfE
Anvm install 14%% , REMEANvMm use 14MEREZEMK 14,

3. IRIBEEHAWS_ACCESS_KEY_IDFMAWS_SECRET_ACCESS_KEYX4ES SRS BRI EEE
IRIESEAMB_HTTP_ENDPOINTAESEEHAMBES B L4 8 im B,

EATH S THELBREHRARFK LNFEH, B TIFREHRBERNERRBIAMER FIRS
PHREEE,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

TERFTEVEREE , BERRESE T Ypackage. jsonERMindex. jsiEPHER T ANBIRE
B

aE

"name": "bitcoin-rpc",
"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"

}I

Node.js RPC &4l 10


https://nodejs.org/api/https.html
https://axios-http.com
https://github.com/nvm-sh/nvm
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mnn
’

"author":
"license": "ISC",
"dependencies": {
"@aws-crypto/sha256-js": "74.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "Al.4.0"

index.js

const axios = require('axios');

const SHA256 = require('e@aws-crypto/sha256-js').Sha256

const defaultProvider = require('@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('e@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('eaws-sdk/signature-v4').SignatureV4

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureVa4({

credentials: defaultProvider(),

service: 'managedblockchain',

region: 'us-east-1',

sha256: SHA256,
1)

const rpcRequest = async () => {

// create a remote procedure call (RPC) request object definig the method, input
params
let rpc = {

jsonrpc: "1.0",

id: "1e01",

method: 'getblock',

params: ["00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6edd9"]

//bitcoin endpoint
let bitcoinURL = 'https://mainnet.bitcoin.managedblockchain.us-
east-1.amazonaws.com/";

Node.js RPC &4
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// parse the URL into its component parts (e.g. host, path)
const url = new URL(bitcoinURL);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(rpc),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
1);

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: bitcoinURL, data: req.body})

console.log(response.data)

} catch (error) {
console.error('Something went wrong: ', error)
throw error

rpcRequest();

SE R RHIRIEER Axios [ Bitcoin B IHRPCER | LA B HWEEIA 4 ( Sigvd ) EEEIE
BEERE(THS AWS SDKV3 TE, ZEEHFEAG , HEERSARN B S hHEIRHg K8
TS

npm i
node index.js

EXNEROTAR :

Node.js RPC &4l 12
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{"hash":"00000000c937983704a73af28acdec37b049d214adbda81d7e2a3dd146f6ed@9", "
confirmations":784126,"height":1000, "version":1,"versionHex":"00000001",
"merkleroot":"fe28050b93faeablfa88c4c630f0elf0alc24d0082dd0eldd369e13212128F33",
"time":1232346882,

"mediantime" :1232344831, "nonce":2595206198, "bits":"1dooffff", "difficulty":1,
"chainwork":"000000000000000000000000000000000000000000000000000003e903e9039",
"nTx":1,

"previousblockhash":"0000000008e647742775a230787d66fdf92c46a48c896bfbc85cdc8acc67e87d",
"nextblockhash":"00000000a2887344f8db859e372e7e4bc26b23b9de340f725afbf2edb265b4c6e",
"strippedsize":216,"size":216, "weight":864,
"tx":["fe28050b93faeablfa88c4c630f0elf0alc24d0082dd0el0d369e13212128F33"]},
"error":null,"id":"1001"}

@ Note

t—EE TR R EEFI ERE A R EFEAMBF B L 45 % JSON-BIBEA awscurl FEIRPC
5K AWS CLISIMEN @ A S H B ZETgetblockFY, EETHMAR , AFEN
Bitcoin &M A rpc R JSON-RPC, &R LAAG 3 48 B 1412 18 & i A Bitcoin testnet L
T B L BT ERE

£ FIAMBES 5 Lb 45 % AWS PrivateLink

AWS PrivateLink ;& —& 5 ] A%, —JE)EE’JEZ%TT 1&3_JJJ\EFH TRFTEZVPCEIRE , MEEM
EERBWVPC. BAXERERBMFERAE , NATERE , 203 IP st , AWS E1E Connect iE#Z , = AWS
U4 B A BVPNGEHE | Tfﬁ»ﬂ’]ﬂﬁ?ﬁﬂ%ﬁ‘iﬂﬁﬁ% TE. MEREMN AWS PrivateLink SHEXE AWS
PrivateLink , 5521t =2 AWS PrivateLink?

& A LB A HE 45 USON-AMB 558 HE 43 MERIRPCEE SR AWS PrivateLink @B ERAVPClt B, ¥tk FA
BinHMNERT2EIB MM BB SR lﬁtﬁ’iTMEFﬁ*ﬁﬂE’J Sigv4 B ERFEASERIEEEIED
Bitcoin im Bk, WMEFFMER , FFSEFE AWS BiBfR#E AWS PrivateLink.

HRIRIERT , FEH, Amazon Managed Blockchain AWS BR#§%], MEHMET , 2B
AWS B2 2 ZE S BR# AWS PrivateLink. 24 H BRI & B A T 5l4&com. amazonaws . AWS -
REGION.managedblockchain.bitcoin.NETWORK-TYPEZ :

5140 : com.amazonaws.us-east-1.managedblockchain.bitcoin. testnet,

AMB#A 8 LL 45 ¥ PrivateLink 13


https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/aws-services-privatelink-support.html
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Amazon Managed Blockchain ( AMB ) Y b4 % 52 F 22 45l 55
[ Lb 455

AEERMT AMB FHME L A I 5I&R

e

- By ALY (BTC) 8#8EIEMEWR BTC
s S ERERER

- BB LIS key pair BRAVEE

- RELBSERTD

BT —ELb4F¥ ( BTC ) #£3LURIEAFEW BTC

BTC BRLLBHRBE LN AL NZEY K REBZeRENEZENT D, CEXEBRMMXZEN ,
BHE  EXRNEARZEA. Bt , FZReRARFRELSBHRRLSEEREETRE, &
WERARFIAE —AREMIUMNREABE (UTXOS ) MEREE , IR I HIAFILISHEEK , X
BERABELRZHER.

AR 2 Amazon Managed Blockchain ( AMB ) A8 Lb45% 235 BTC 828X 51 — L H4F% JSON
RPC HY R4 :

» estimatesmartfee

* createmultisig

e createrawtransaction

« sendrawtransaction

MEFEFHMET , FSHE XI5 JSON-#EUK,

SIS ERE L HNEE

B LAE A getchaintxstats JSON-RPC FiES MM ERE FHR B EFBE, 1tk JSON-RPC
AFEHEER , SINBYVFHERZER | BRXFHE , BBE. UEFRE , LUTEERGRIE
REZREERAIRES , U ERABPREERRENELRAER.

By — L% (BTC ) #aBIXMEK BTC 14
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WMFEFMER , FSE IF JSON-EU,

Ea TR (F R L 43 key pair ERHHE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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- RIEEFIHE (SCPs) — SCPs2E HIEEMABINAEMEN (OU ) HRAFFATISONKIEEK AWS
Organizations. AWS Organizations @ —HEHAR D EMNEFEELLERE AWS tRF 2% @
RS, MMREBAMBBTOFMEIE , B LUSIREIESHIBEE (SCPs ) ERAZEMARMAR
F. SCPRREIKERFHFEEMNTT , IIESE AWS tREBFERE, WFE Organizations M BIEF
HHEFSCPs , 552 B AWS Organizations £ &R A RIS IE I BUR,

« THERBRBE - THRERBRRE-EEMBER ST EZEBREEAN T ABRILACHBS A
ENTRTERRE  FR2EEE. MEEATEREBRNFITSREAENAGN ST EBERMIE
PEERBURMI RS, FFAHRAIURAEREHK, MEEEBRRTNAREEHRSERX AN, WFEH
WMER , F2HE IAM EREER P TERERBUR,

ZRBRER

HEZERRERERIFRE  HEREANAUSEREM. EMBLIER, B2 7HMNMTAWS £
BREBRRBHERERTAMFER , F2H AM EAEER PHBRFEESE,

Amazon Managed Blockchain ( AMB ) Access Bitcoin Z0{aJE2 &g (& F
IAM

E&EER IAM B2 AMB Access Bitcoin B ZEUE 2 8] , 555% 7 #RERLEIAMINBE ] E2 AMB Access
Bitcoin ¥ E{FE A,

IAM #& 7] LLEE Amazon Managed Blockchain ( AMB ) Access Bitcoin &8¢ 5 F8 #9 Zh &g

IAM Zh&E AMB 77X Bitcoin 3% %
BoBEE =
ERBEBR &
BRBE =
BRER ‘
BRIEHZS|# A
ACLs B
ABAC (BURFHER ) ED
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IAM Zhgg AMB 77HX Bitcoin X &
M BE &
Ed il &
BEAES a
RBEEA G &

% EH18 AMB Access Bitcoin FE i AWS BRFS N[ EE K Z 8 IAM TheEFEEFE RN S MEmR |
IAM R E1ER T/ AWS FH B IRIEIAM,

3
¢
b

AMB Access Bitcoin # 5 2 BB
TESSEBE: B
B BBERREBTLIERET S5 WIJSONFITBER X4 |, fllAMERE, FRERESAR, ELHK

RS 7 EMERG TRREBPLEFRATHBEDE, EETHRNMETSSBBEK |, F2H IAM
EREEE PHEAEFZERREREFIIAMET A,

BEBEDIAMEEEK S UEEAKRIEENSENER , URAHFRIEBEBENKRYE. BEELES
PHBRPIEETE  NAESEAZTEENERAESAR, EE T HETLIEJSONBER AR
BExE , F2H IAM FHAEREE PHIAMISONBE TESZE,

AMB Access Bitcoin B9 & % B B 5K &5 4

HEE® AMB Access Bitcoin &2 R BUIRMWE | , 7528 Amazon Managed Blockchain ( AMB )
Access Bitcoin 1 & 2 B BUR 1.

AMB Access Bitcoin FHE R HE
TEEREAHEK : &

BERBPR 2B MEBRISONNEERN ., BREBRNEHTFEIAME FEBEM Amazon
S3BETEEXR . EXEEREBRNEET , REEESJUERCMRZEHEFEERNFIE
fRo HRKIMBERNER , BREEREEN TR T UHZERATNEMEUREMERG THTHE
B, BLAEEREBRPEEETE, TRAULISERF, £AE, A6, BSERERN AWS R,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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HEZRMABIRFEN , B8NS —EiRFAFHEBERFIAMERIEEAEREBRTNER, 8
BIRFEREEREBR  AREUEFEBRN—%. EXBNERVATEN B AWS IRFE |, 218

FRFANIAMERS X ARTEIRER (FREIAC ) FRERNAT, HEBK S5 BEEEK
EEIERRREFT T, T8, IREFEPREAMEERFANEIRE T I, ERMTFERINN
BOBEBR, MEFHEESR , F2H IAM E£AEER FHNEBEIRF ERFEEIAM,

AMB Access Bitcoin BB R ENE

XEBREE: B

EEEWLER AWS JSONBUERRIEEH AT A FRAE. tWHER , WEERE M BERE T o AET
EERHAITHLEBIF,

JSON BURH ActionTRERABAILARAFIIELBRPERNBFE. BERBFRRE EHEHEERB
AWS APIREMHREINE R, B LEHIAMRR , FIHLBERTAPHRENERFTTEFE, BE - LEXF
ERXRPHNZEBE, ELENNBERSBKREE.

HREERABERE TUTHBBEENFTT.

52E §§ AMB Access Bitcoin BIEFE , F2 R RKRESE P8 Amazon Managed Blockchain
( AMB ) Access Bitcoin EZH B1E.

AMB Access Bitcoin FHYBUREMFHEBIME 2 BIER T5IFH

managedblockchain:

NFEEE-RAXPEESBEEF  FRERDSR.

Eﬂnl

"Action": [
"managedblockchain::actionl",
"managedblockchain: :action2"

]

BT UERERZT () REEZEBE. Sl , ®EEEFRER InvokeRpcBitcoin XFMAA
B, FEEUTHHE:

"Action": "managedblockchain::InvokeRpcBitcoin*"
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HEE® AMB Access Bitcoin &2 R BRI E | , 7528 Amazon Managed Blockchain ( AMB )
Access Bitcoin B & 2 B BUER €61,

AMB Access Bitcoin R E IR
YTEBXRER: &

EESWLER AWS JSONBUERRIEEH AIAFRAE. tWHER , WEERE M BERE T T AHT
EERAITHLEBIE,

Resource JSON BETEZSREEBHEERANYH., BRIRNXABEZE Resource H NotResource Jt
%, BEEBEMEAE Amazon Resource Name ( ARN ) IEEER. SR EBEEERER
HENME (BAERBHKEFT) RIEEM.

HRAIXEERBERFFAINEE (PS5 HRE) , FEABRAFER () RRTEEXERARAEER.

"Resource": "*"

EEEF AMB Access Bitcoin ERER R H HFEARNs , FSHRKEEESE B Amazon
Managed Blockchain ( AMB ) Access Bitcoin EENER. EE TR EUUERABEBEIEESEE
JRARNRY |, 55288 Amazon Managed Blockchain EZHE)/E ( AMB ) Access Bitcoin o

HEMA AMB Access Bitcoin & BRI 6] , 2B Amazon Managed Blockchain ( AMB )
Access Bitcoin B & 2 B BUER 61,

AMB Access Bitcoin FIBUR IR £ 58
TERBEENBREHEE &

EESWLER AWS JSONBUERRIEEH AT AFRRE . WHER , WEERE M BERE T o AH4T
FEER#T UL BIE

Condition jt# (8 Condition E#R) AIRGIEEERAXE MR, Condition TERERAE
B, BUUBNFERARETEE FNREEER FINERTIR) , REEHWBE PN HEREMERPHE,

HEERRXFIEESZME Condition THE , WEHEE — Condition TEFIEESMEREIE , AWS
EEMAELE AND BRIFFT M. WREA/E—RUHERSIREESEE , SEMAEBEORRE AWS F¥E
Rt BANFEMARGE , T ERERRXBFFT,
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A EEERGREARBELESZE. fln , AFEIAMEREEREIAMERE 2 BERRCE |
FRERTFEAEFNERNFT, MFEFAES  F2H IAM EREER PHIAMBIERTE ¢ ﬁ‘%l%ﬂ
B,

AWS RS R4 RSB RBFERFREIR, EEEFMHE AWS £EIRHREI#  F2H 1AM
EAEER PHAWS 2EFEFATREIE,

= EEFH AMB Access Bitcoin R 4858 , FSHRKERESE B Amazon Managed
Blockchain ( AMB ) Access Bitcoin BV £i. BEETHREZTUFERARGSBNBENER , #2
B8 Amazon Managed Blockchain EZ M EIYE ( AMB ) Access Bitcoin

= ER1E AMB Access Bitcoin 7 B BER 6| , 55288 Amazon Managed Blockchain ( AMB )
Access Bitcoin #Y 5 7 B B SR €35

ACLs 7£ AMB Access Bitcoin
*HEACLs : &

FHUEFIEE (ACLs ) BHIMLEEE (IRFKE. FAENAR ) EAFN ERNFFT. ACLs
PREREBER , #RCFITERISONBERXHFER,

ABAC {8 AMB Access Bitcoin
Y8 ABAC ( IERHFHEE ) 1 &

BHAEEES (ABAC) R—ERBEBMERTTNRERE, £ 7 AWS , ELBHBAERR

o WAL EREREIAVER (ERAEIARG ) VFE AWS BER, RLBEBNERR NE—F
ABAC, Rt , A LAERFTABACEUR , AEE TN EBREHERFNCER LN ERANTE TR
.

ABAC ABTRIREKENIRE , YAPREEBRERSEERNENR.

MERBEBRIEFIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys fRZRE|8 , THRNWEETEF , REEBREA.

NMRBHEXESEEREEN M =ERG SR  ABEZBBEMS , EA Yes. IRBHEIERLE
REEN =@ k4R , RIEA Partial.

28 IAM EREERE PHNEAABACEEESR . BEMRIERE 2
25 IAM EREER PRERABEREFERS (ABAC) .

W WEHMEEFABAC
SRV B REABAC ,

=5
aB

=5

aB
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& #ig AMB Access Bitcoin & F B iS5 B3
TEBRER B

ERERRENEREEAR , AL AWS BH BEER. MFHMER , B AWS BRI £ GHL iR
BR  F2H AM ERERER 7 AWS R & FEHEEHIAM,

mMRE AWS Management Console fEAEAEBBMBBUANEMLEEEZA |, IRTEEEER
REEERE, i, EEAWS FRALATMNE—FEA (SSO) EEEFN R, IEFEEHEIHEEER
B ERUFERAZEEPEATES , RV RACE C2EHEIHEEHER., NEYRAGHNEMAE
A, B2 IAM EAEERE PHREAEVREIAVMAE (E2E).

AT LAEA AWS CLI 3 FEZE I EEREE AWS APl, A% , BoLFERAELEFIERZRFE AWS.
AWS recommends , BZBHEELHRIFEE K MAREARPEIRESE, WEFMHENR 28 P0G
BFZ 2 RFEIAM,

AMB Access Bitcoin Fy = RIS = B o]
TEEATFIRIERE (FAS) i &

ERFEAAMERERARE PHTHER AWS , FERBAETA. CAXLRKR , ST
TRESE  EMETBRBTERE S —EEHE. FAS £RAFW WETAFFA AWS R , XESFHF

R TR AWS BR¥E IREFER. FAS ARERBWNEIFEREEM AWS IR 5 BIRE B 65T
RYGEREF , T EBREFR, EUBERT , ELAEFIATEMEBFENFTA. MFERBFASHERIVBUER
HAMES  F2REEEFRIFRER .

AMB Access Bitcoin BRI A&
YEREAE . B

BHEACRBRERREHTRFREEAVME AR, IAM EES TR REFEM, & MM ERER A
BIAM, MFEFMES , F2HE EREERE PHNEYABLUEFTFAIZEIRIG AWS BRI . 1AM

/A Warning

ESFRE AN 1 steh EAMBZE Bitcoin ThaE, R A7 AMB Access Bitcoin 124t 5|
B, TEEMREREAG,

AMB Access Bitcoin RIS EE A G
YERKEZAR . B
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BHEEACRERGE NREACEE AWS . BB TUREARENTHENAR. REER
AESRREEN F AWSIRFE |, XM REES, IAM EESALURE , ETERERBEZAEHN
AT A

NEEBVREERBEZHCHNFMER , F2HEAWS EA BRBIAM, EREFSHEY , HPa
ERBEEACHMPHN Yes, RERER , IREZBRBNRBEEAB XM,

Amazon Managed Blockchain ( AMB ) Access Bitcoin B & 4 F BUR & 4

RIRTERR , FRAENAGKEEILRIEH AMB Access Bitcoin BRHIFF AT, i EEERA AWS
Management Console, AWS Command Line Interface ( AWS CLI ) = R#{TEH AWS APl, EE
BRIEREHMEERYTEENTT , IAMEEESTWUEINIAMBEE, A% , EEEAUEIAMBUER
VEEAG  FREVIURIAR,

EE T HRMMERIELEHIBUR X REBIIAME 2 BISONEEE |, FSH IAM EAEER FHEL
IAMBE (EEE ).

FEHRE AMB Access Bitcoin E& 2 B)MFMEREEWFHER , SEARNSEEEREAEN £,
ESERBEESE FH Amazon Managed Blockchain ( AMB ) Access Bitcoin B EiYE, &R %
HEi8.

T

- BRBEER

- f5F AMB Access Bitcoin £## &
- AFEAEREMMHBECHET
- FEULREEER

HRREEH

BOBEBREREZARBALUERFHPEY, FHIHMER AMB Access Bitcoin BiR. ELEETAE
EREMN AWS IRFELER, EXBRUNRES D HBKK |, FERETHEAREREHE

- FIBER AWS SEBRRYERREERITT - eERBRATRTENCEAENTELSE  FEA
AWS ZSEBXR , AR THSEREARS, eMITELN F6£8 AWS kRF., BfEZREER
BEREARS AWS WEFXEBR , WE—DRDH . WEFHEF , F2H IAM EAEE
B PE AWS ZEBURE AWS ZEBUR.
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- ERAREHERTT - EREAIAMBERREN K , REaRFHTEBAMENT. ARRILE
By, UL ERERERG T IUAHRBEEREDNEE  ELBARKERITA, MFEA IAM
ERFINFEER , F28 IAM EAEER PHBERNFFAIIAM,

o ERIAMBUR PR RE — SIREIFE : B HRGFMIEEBE |, REHBENE RN EZE.
i, WA LREBREGRIEEFERRBLACER EIESSL, MREBBRE ERAKRKEE , 4
0 AWS BR¥% , S8t R BAE A R4 SRR T EFEUE AWS CloudFormation, MEFHMER , F2H
IAM A EER PHIAMISONEER TE @ R,

« f£/ IAM Access Analyzer B ERIIAMBUR | SAFERZ £ B IIREFT AT — IAM Access Analyzer &5
THHMBENER | BEREBIAMBUIRTES (JSON) FAMREER. IAM Access Analyzer
RAEEIB 100 ABERENIRENES  HBEREX2EEANER, NEHEET #2328
IAM fEF & 155 FHIEA IAM Access Analyzer BR 58 BUR o

- FESEEXFSHFTF (MFA) - MREBEFEIAMEAER REABENWRE AWS IRE |, B
MFA LIEBENN LS %, EEEFUAPIREMFARER | BEMFARGFIEEENBER, NE
HHER , E2E IAM EREERE PHEA Z2APIFEMFA,

WE FREBBNFEEAIAM , F2H IAM EAEER TN T2 HEEBIAM,

£ AMB Access Bitcoin 12 4&

# E17H Amazon Managed Blockchain ( AMB ) Access Bitcoin £ & , SBS4EHE —ERKEFT,
B LT O] 4B RFFETI H AR & AMB Access Bitcoin ERIEHHAET AWS tRF, MRELEIHE

EXRLEFITEBENSIHEBEK , AIHREARBERNER (EAENAR)MS , TEAREEN
FEHIE R,

YWREY AWS CLI S BT FUNERE  BFEEANRELRART AWS APl AR , EAH
B HAPIE BT R R E .

ATHRERERAENAGMATLUER AMB Access Bitcoin 324 , 554 AMB Access Bitcoin
ConsoleAccessHReadOnly AWS ZEBREEZER., WEFHMENR , F2B AMEAEER
RIS A E

AFFEREREMMAE ST

LEPUREBIARIEE , AFEAEAVMVBRREREHERESFINARNZERR. LERESHE
FEE EERUBIESMER 3 AWS CLI IEXERET A TR UL EBMERNFTR AWS AP,

{
"Version": "2012-10-17",
"Statement": [
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FMBABER

{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jiam:ListUsers"

]I

"Resource": "*"

TR H LE 45 W iR

® Note

A7 7ZH Bitcoin WA B imEmainnet® testnet JSON-RPC FELY | B FEEE
B AMB Access Bitcoin B EIAMFF AR EAEBRFE ( AWS_ACCESS_KEY_ID H
AWS_SECRET_ACCESS_KEY )

Example IAM fZEUFF & Bitcoin Networks BB

LEBI R FI& AWS IRF 7FEUFTE Bitcoin #RIAMBIERA &

5 7 B BRE
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAllBitcoinNetworks",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoin*"
1,
"Resource": "*"
}
]
}

Example IAM f£EY Bitcoin Testnet #85& i B

& G &2 F & AWS 1RF 1FHL Bitcoin testnet R IAMNERE.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessBitcoinTestnet",
"Effect": "Allow",
"Action": [
"managedblockchain:InvokeRpcBitcoinTestnet"
1,
"Resource": "*"
}
]
}

¥ Amazon Managed Blockchain ( AMB ) Access Bitcoin & 20 f1ZEU#1T
B EEA

EA TS EARGBEZ B MS EE A AMB Access Bitcoin F B I a518 2 # % R EREIAM,

F&E

- REEHETE AMB Access Bitcoin FETEIE
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o REEHIT iam : PassRole
« BEBEAR LUAWAE AWS IRE FEFH AMB Access Bitcoin EJR

R EEE AMB Access Bitcoin FE{TENE
MREBNBIEEE  SHERERENTEHE , ENBERSLEEH , AEFEHTEE,

EmateojacksonAMERA B ERFERA T HEEREEBNy -example-widget ERMNFEMER , BR
B E®managedblockchain: :GetWidgetFF Al b , &84 T HIEHFREH,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain: :GetWidget on resource: my-example-widget

EWBERT , HBEH mateojackson FHENHEK , AHFER
managedblockchain: :GetWidget BMEZER my-example-widget EiRo

MBEREEWHB , SBHEEN AWS EEE, FHNEEEREENEERE.
RERES 1T iam : PassRole

MRBIRBEEEE , RBEEHTiam: PassRoleBEE , BINBEEFMEMBER | TR A CEERR
AMB Access Bitcoin,

BE AWS B A ERRERACERGREYR K MAREUFNNERACIBRKELAR. NFEH
TR L AR ACEEEZRBIFT .

BB marymajor IAMBI £ & E S X8 A7E AMB Access Bitcoin REI{TEIMER , @8 4E T3
faEREifl, BR , BB RBEKEEREACR TN T, Mary RERKACEEEZZBRENETT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEEH , RAFFMHIT iam: PassRole Bk,
MREBEEWHE , BB EN AWS EEE, ZNEBEESRMHEENESEE,
RAEAELRET DU AE AWS 1RF FEFHA AMB Access Bitcoin &R

BUNRN—EAE  BEMRFTNERAENEEBATNAEFIENER, BT UEEZ R
LEEAVHIREZAR. YRIXBEREBRIFIIZHEE (ACLs ) WRHE , BUERELHE
RERT AEBHERNFEUE.

BB =
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mEEE

« EE T AMB Access Bitcoin BB X EiE LIk

—H T FBRUATRE

Ea:»

552/ Amazon Managed Blockchain ( AMB )

Access Bitcoin A E2 FEHELAER 1AM,

- BETHNMEAWS IRF EEEEN BEREREEIE , F2R IAM EAEER PHELZ AWS

- BETHORERNFIRBREMIGE=S AWS IRF |

&RF BEN S —BERPAAMER ERHFIE,

A2 EREER PNREAFIERE=

73 AWS 1RF BB, IAM

- BETHNAEBS S HMESREFIE  F2H IAM ERAERERE PN AN ERENERERHEFR

B (B9BE ).

- FETHEAACNERERRETEIRFFICENER  F28 IAM £AEER PHNEIRFE

RIFEUAM,
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H&&5c# Amazon Managed Blockchain ( AMB ) J&i8 £ F 35
& L 45 B = 4 AWS CloudTrail

® Note
Amazon Managed Blockchain ( AMB ) ShR LSRR EBEH,

Amazon Managed Blockchain E2fRIEZE S — & AWS CloudTrail , IR AT 12443 & [E 5 &
&, ABR AWS IRIEFTEREMEN T8, CloudTrail HEATEERHET A AMB Access b4 ¥ iR
HERBBRTESHNAER,

MBEREBEITCITEUERFMEERNYTESHNERREER |, &7 LUEW AMB Access Bitcoin 1HES
CloudTrail E4HFEEEZR Amazon S3 REETE. FRHKENEE CloudTrail , B LUEERSM
H R — 1@ AMB Access Bitcoin in B2 HFER , KRR BH IP it , fHBEROEGEUAR 4 H A

1% /BN 0
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EESNEH , %A FEEAREIEEN Amazon S3 F1ZETE. A, BULIREHM AWS R
D#E—F oMt &ER , ¥ CloudTrail BEFEPRENSHERKIRITE., NWEFHER , FBET

FRAE :

A CloudTrail ZRERER 4 JSON-RPC
B ERREE
» CloudTrail X EHREEES
% Amazon SNS J& Al CloudTrail
ﬁtgﬂﬁlln__uiﬁ?%l& CloudTrail H &3 ¥4 3f & Z Btk F #UR CloudTrail B34

AMB &5 [ tE45 #5452 CloudTrail 39


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

AMB ZHY Bitcoin HBEABER

BB D H 2 CloudTrail 54 |, &AL B2 A AMB Access ¥ iR B AR,
B—¥FEHRHFERTLTSELERERENEN. FoEATHEBEY B TEE -

- ERRERABREAEZEAERIER AWS Identity and Access Management (IAM) £ & & A ERHE
o

- EXEEAACREREERENTRLZSMEEABTRREL,
RESHEAM AWS RERE.

3

WMEFHMER , 552 CloudTrail f£ userldentity ST,

T AMB 5B LE 451 B 5530 B

HRENFTESEMH , ERRE—BARE  IRSHUAFENEAEBEREEN S3 RFTE. 5@
CloudTrail FESFEHETE —NZELHER , ELLHBEARRKEEMARFENE-—ER, ELEHEBR
HEBFRDENFRET  SEDENBPNERE , URE[HEEBFERZH,

® Note

CloudTrail B XX 4PN BIREMHTE AMB Access tHi5H API SEAMNEFHERER , kT
MRS UEMEEIEFET.

F CloudTrail 2R iRER b 45 % JSON-RPC

BRI LAE A CloudTrail RIEHEEIRF PR A ZE MW AMB Access th4F#iumBh | SARFER 7 WL
JSON-RPC #EBEREH, RIFTERR , EREBIEHE K T2REENEH., EFL&EHIE AVB
Access Bitcoin i B A A CloudTrail Bi5E4 , BXEREE TN ERRERER PN RER
., Amazon Managed Blockchain X #E#H AWS Management Console, AWS SDK 1 AWS CLI.
MEFHMEA , F2H (FEAER) PHEHERENSELRHES. AWS CloudTrail

EETEMAPRHEEREY  BEEIEBREMFEAZput-event-selectorstE#, fEH#E--advanced-
event-selectorsEIEEAWS: :ManagedBlockchain: :NetworkERER | LUMEMRKRTHEERE
%, LLHIETSE LA AMB Access Bitcoin im 3o

Example 20k FFiE AMB Access L5 BiiE RN BIREEH AFKE

AT RAERBEMMAEAZKput-event-selector siRERFEH ISR F AT AMB Access Bitcoin i
BEER |, LT B us-east-1#1Emy-bitcoin-trail Y ERER,

T % AMB B L4 B EEXXHHRE 40
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aws cloudtrail put-event-selectors \

--region us-east-1 \
--trail-name my-bitcoin-trail \
--advanced-event-selectors '[{
"Name": "Test",
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::ManagedBlockchain::Network"] } 13}1'

AR ®R LUt S3 RE TR PERE LESMPIEE I EBRAERBER.

THFERBERFIWEZEARE CloudTrail RIEHFC#&IEE CloudTrail, B UBERSmEH—F
AMB Access Bitcoin i 2ii2 H T Lb4%%5 JSON-RPC 385k , SR EH IP itk | IRHB RN UKR
HiuHMFAGE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA554U062RJI7KSB7FAX:777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/777777777777",
"accountId": "111122223333"

I

"eventTime": "2023-04-12T19:00:227",
"eventSource": "managedblockchain.amazonaws.com",
"eventName": "getblock",

"awsRegion": "us-east-1",

"sourceIPAddress": "111.222.333.444",
"userAgent": "python-requests/2.28.1",
"errorCode": "-",
"errorMessage": "-",
"requestParameters": {

"jsonrpc": "2.0",

"method": "getblock",

"params": [],

"id": 1
I
"responseElements": null,
"requestID": "DRznHHEjIAMFSzA=",
"eventID": "baeb232d-2c6b-46cd-992c-0e4033aace86",
"readOnly": true,
"resources": [{
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"type": "AWS::ManagedBlockchain::Network",
"ARN": "arn:aws:managedblockchain:::networks/n-bitcoin-mainnet"
11,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",
"eventCategory": "Data"
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