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£ AWSCLI & |, (M create-container %

aws mediastore create-container --container-name ExampleContainer --region us-

west-2
DT Eflg@nEmE -
{

"Container": {
"AccesslLoggingEnabled": false,
"CreationTime": 1563557265.0,
"Name": "ExampleContainer",
"Status": "CREATING",
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer"
}
}
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- T AWSCLI # , i describe-container &%

aws mediastore describe-container --container-name ExampleContainer --region us-

west-2

LT HIERERE :

"Container": {
"CreationTime": 1563558086.0,
"AccesslLoggingEnabled": false,
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer",
"Status": "ACTIVE",
"Name": "ExampleContainer",
"Endpoint": "https://aaabbbcccdddee.data.mediastore.us-
west-2.amazonaws.com"
}
}
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"Containers": [
{
"CreationTime": 1505317931.0,
"Endpoint": "https://aaabbbcccdddee.data.mediastore.us-
west-2.amazonaws.com",
"Status": "ACTIVE",
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExamplelLiveDemo",
"AccesslLoggingEnabled": false,
"Name": "ExamplelLiveDemo"
},
{
"CreationTime": 1506528818.0,

west-2.amazonaws.com",

"Status": "ACTIVE",

"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer",

"AccesslLoggingEnabled": false,

"Name": "ExampleContainer"
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% , WIREHREIGELYHRERIRHMER,

ES |

- BRBRBCE
- WMEBABFEE
- SIHIBEBEE

MRBRBE
ST AEAE R AT AWS CLI SARIRAE b i &R T 2 0 B

HEMAR|BR (E28)

1. BRMediaStoreE 2 & https://console.aws.amazon.com/mediastore/o

2. 1f Containers (A2f) EH L , BEASFERE,

REEFHEFEEMEEILE . BRI Container policy (R&HR) EERH,

NEEHE 14


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore

ERAEER

EERRAF[BE (AWS CLI)

- FEAWSCLIH , A get-container-policy ¥ :

aws mediastore get-container-policy --container-name ExampleliveDemo --region us-

west-2
LT Eplf#REmE :
{
"Policy": {

"Version": "2012-10-17",
"Statement": [

{

"Sid": "PublicReadOverHttps",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:root",

1,

"Action": [
"mediastore:GetObject",
"mediastore:DescribeObject",

1,

"Resource": "arn:aws:mediastore:us-
west-2:111122223333:container/ExamplelLiveDemo/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"

R BB A AR R

B AREERAREERPNET , W B RAHERBEROTERER, FHBREERS 5 7EH

24N
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AWS T % MediaStore EREER

ERmMEARREBR (££8)

1. BARMediaStore £12 & https://console.aws.amazon.com/mediastore/o
2. 7 Containers (8%) EH L , BEERSRER.

3. 1#E{F Edit Policy ({REHXK). WERPNMMRETRFFAIRES , 552 Ethe section called “i 4l
BEEBE,

4. ETEHERE K RREE Save (7)o

HEEREAB|/BUR (AWS CLI)
1. BYER 6 MERSERBHBK :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadOverHttps",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal": "*",
"Resource": "arn:aws:mediastore:us-
west-2:111122223333:container/ExamplelLiveDemo/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"

2. TEAWSCLI # , A put-container-policy @% :

aws mediastore put-container-policy --container-name ExampleliveDemo --
policy file://ExampleContainerPolicy.json --region us-west-2

o sREEEE,

RERSRBE 16


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER
OIS BFEE
THEF REH T REAERAMEBNBRER,
F&E
- SHIRBFECK : EHRR
o EHIREFECR : BB HTTPS KA 8 BEEUFE
- EIBIREIHCR : BB HTTP 5 HTTPS WA G EEZE
- FHIRI|ECK . BIIRFEREFE - A HTTP
o EHIARB[ECR ; FEIB HTTPS MBS IR F EEFE
. EPIRB[BEK . AEHNEBEIRSEBIRFR
. EIfARBREE . ACHNBIIRFTEFEE
- EHIBERECR  RETFEEE IP it
EHIARRBUR : R
BIERZEE , AWS JTtEMediaStore'® B B 0 T FIl 4k & IR M E BV BUR -
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "MediaStoreFullAccess",
"Action": [ "mediastore:*" ],
"Principal":{
"AWS" : "arn:aws:iam::<aws_account_number>:root"},
"Effect": "Allow",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
"Condition": {
"Bool": { "aws:SecureTransport": "true" }
}
}
]
}

BRERERERY , AEEFTTERY, T8 , BAREEBE , RMRBRBHHNERESEZAR
RERRVERT -3, AlERSR L,

PR BBE



AWS T % MediaStore EREER

BTG PIE M AR AR BR AT H A REITATE MediaStore REFH. BREREUEFNEEMLE
ReF , ERRAAER HTTPS EATERF,

I RIFBK | BB HTTPS WA B EEEFER

WEFIER AFFEAEER HTTPS @B RERYH. EBEAFEMNAEBZELH SSL/TLS E
METERNER : BEBSINEAEURERFAE (RBEANERAE). KREAXNEBA
PublicReadOverHttps, EAFFETAYH (MEFRRIEEREN * FTiEE) 1T GetObject M
DescribeObject BTN, BEXSEETLENEELERY , tHREBLAMLH HTTPS ETRE !

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadOverHttps",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal": "*",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"
}
}
}
]
}

BB ABEBUEE ; 3EIB HTTP s HTTPS W/ ABEEFE

L EEHIBER AR EE MG (WERREERN * FTiEE) #17T GetObject M DescribeObject #&
EFRL. EBRAFEAANETERER  SEMEREZEBSISNERAEURERERE CREANSE
A#E) :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadOverHttpOrHttps",
"Effect": "Allow",

BBIRERHE 18



AWS T % MediaStore EREER

"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],

"Principal": "*",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
nhame>/*",

"Condition": {
"Bool": { "aws:SecureTransport": ["true", "false"] }
}
}
]
}

GRS EREE | BESMEEE - R HTTP

LS B ER AR ER FER HTTP FBREIM 4. EAFERBIRFFIEARTRS DNEREE
T FE. MHET—EEEFEM SSL/TLS BRN MRS LFAE

{
"Version" : "2012-10-17",
"Statement" : [ {
"Sid" : "CrossAccountReadOverHttpOrHttps",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::<other acct number>:root"
.
"Action" : [ "mediastore:GetObject", "mediastore:DescribeObject" ],
"Resource" : "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
"Condition" : {
"Bool" : {
"aws:SecureTransport" : [ "true", "false" ]
}
}
11
}

FHI A ESEK | BB HTTPS R EEIR P EEUIZE

I ETBIBER L FF I ENGetObject MDescribeObjectif e (MERBEERMN * FTIEE) HITIRE (W0
BERBEERN * FTiEE) #1TIR4E <other acct number>, BE S EHFIMEHEMSERYE , bFE
B HTTPS #1T4/E -

BBIRERHE 19



AWS T % MediaStore EREER

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CrossAccountReadOverHttps",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal":{
"AWS": "arn:aws:iam::<other acct number>:root"},
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
hame>/*",
"Condition": {
"Bool": {
"aws:SecureTransport": "true"
}
}
}

EHIARBR[EER | ABRYIEIRF FIFE

LS BIBER AFFEHMEM B <BEE RS> ARG (NMERREERN * FTEE) #1T GetObject
# DescribeObject #FFH. ERFF <HMIRIR> WIEMFEMEETIEFR (MRZRFEREME <
AEEWE> EENAB).

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CrossAccountRoleRead",
"Effect": "Allow",
"Action": ["mediastore:GetObject", "mediastore:DescribeObject"],
"Principal":{
"AWS": "arn:aws:iam::<other acct number>:role/<role name>"},
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
name>/*",
}
]
}

BBIRERHE 20



AWS T % MediaStore EREER

SEHR|/BEK - ABKNEIRF TEEFN

L g BB R AR IR S FRURERIRE AR EMYH  REERERER HTTP BARR, E#ARF
HEREEEACNIRFETERSFR , EiB HTTP 5 HTTPS XKMIER, TEMMER W4

- F—ERRR R CrossAccountRolePostOverHttps, & RFFEEMYHHTT PutObject B4E
BE , YAHFEEZRFNEAFEAELETHER (MREXIRFERE <ACEE> MEENAR),
BREEEHFREHEXERYE , ERMRBHSEMFEMA HTTPS ETHRE (IRHE PutObject FEUER:
BXEIDE AR,

BmE  HEEEREFIENET AZTLEER PutObject , B REEERB HTTPS # 1T,

« E-ERRRZE CrossAccountFullAccessExceptPost, & AFEERYIEETRT
PutObject AW FIBIRIETE. EAFEEZRFNEMAEAEETILER (NMRZRFERET
<ABEE> MEENAR), LFIUREREREERER HTTPS ETRE.

BE2  FNEEBIRFEZEENIREE AT LIETT DeleteObject. GetObject E&FH ({8
PutObject BRH\) , MB T LLEIR HTTP 5 HTTPS #1T b FHL

MERER PutObject MEZERANHERR , AIRAXNTEER (RAEREE PutObject , &8
A BKARFBATERRTE HTTPS),

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CrossAccountRolePostOverHttps",
"Effect": "Allow",
"Action": "mediastore:PutObject",
"Principal":{
"AWS": "arn:aws:iam::<other acct number>:role/<role name>"},
"Resource'": "arn:aws:mediastore:<region>:<owner acct number>:container/<container
nhame>/*",

"Condition": {
"Bool": {
"aws:SecureTransport": "true"

"Sid": "CrossAccountFullAccessExceptPost",

EPHIABFBUER 21



AWS T % MediaStore EREER

"Effect": "Allow",

"NotAction": "mediastore:PutObject",
"Principal":{
"AWS": "arn:aws:iam::<other acct number>:role/<role name>"},

"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/<container

name>/*"
}
]

}

SIHIRRREUR | REIFEUSE IP ibit

L S BIBUR AR FENAT A AWS ElementalMediaStoreiREE B E RSB PRI HEITIRE. T8 , EXR
AR E MR PR IEER 1P #b ik S5E

HERIR I P RS EE B L5F 2 Internet Protocol Version 4 (IPv4) IP #3it#Y 198.51.100.* #5E , B8
—@Bis . —hN

Condition E#R# A IpAddress E& NotIpAddress &4 AN aws:Sourcelp &4  HARE
AWS B8, aws:sourcelp IPv4 BEFEMAZEE CIDR XL, MEFMEN , FSHE 1 IPib
HHEHFIBE 71 IAM FERAEEEHR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AccessBySpecificIPAddress",
"Effect": "Allow",
"Action": [
"mediastore:GetObject",
"mediastore:DescribeObject"

1,
"Principal": "*",
"Resource": "arn:aws:mediastore:<region>:<owner acct number>:container/

<container name>/*",
"Condition": {
"IpAddress": {
"aws:SourceIp": [
"198.51.100.0/24"
]

},
"NotIpAddress": {
"aws:Sourcelp": "198.51.100.188/32"

EPHIABFBUER 22


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Conditions_IPAddress

AWS T % MediaStore EREER

AWS Elemental FRYEERKIFEE R D= (CORS) Bk MediaStore

BREERDE (CORS) BEE—BHX , EEAE—BREFENAFK Web ERRE |, Bt RN EHAE
FNEREE, B AWS tEFH CORS XiFMediaStore , & A LAfEEFIMediaStore , W HEEH# /L
&R EMediaStoreV & A .

® Note

MRBIFEFATERECloudFrontER EHR CORS XN BT OEAS , FHMEE AWS
TLE K 2 BiMediaStore ( BIEREBEFITAURE CORS WEER ) .

ZAEIR M CORS WHIE ., RIEEEHBMMAEER AWS Elemental RE{fH CORSMediaStore#Z#l4A |
= LARIE 5 . FAMediaStoreREST API f1 AWS 4B T ES,

FE

- CORS FARMIEE

- # CORS BURFIBE R
- 1R CORS BU%

- #®% CORS Bi¥

- Bk CORS Bi¥

- ¥} CORS BEHITHED
- %5l CORS Bi%

CORS fEFRAIFE
AT BfERA CORS M H A :

« AR 1 BREEEDE AWS Elemental FHIENE R FAMediaStore B 25 & # ALiveVideo, £
FERAERBERR (W http://livevideo.mediastore.ap-southeast-2.amazonaws.com)
HAERAFERE www. example. com, ZREEMEMAJavaScriptiRFAEMEE , BBRERENTR

CORS % 23


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/live-streaming.html#video-streaming-mediastore
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/live-streaming.html#video-streaming-mediastore

AWSJTT % MediaStore EREEmR
REFERELASRMEA. GETHPUTER., BIERBEEM 1LJavaScript , BRI UERSRE LRE
CORS B3R , ARt B A IE L 2R Hwww . example . com,

« FR2: BEREBLEFRERH 1 PHEREKRREMediaStoreB 25 , EFEAF KRBT MRERNER,
BAEEE CORS MEUAFEAEAF T (*) KRR , BEMRERNEREEFIZEA.

7% CORS BURMIEER R

R EI PR A G S SRR E R 0 = (CORS) #HAEFTI®E AWS ElementalMediaStore A 25, CORS A FFE
AR —ERENAF iR Web EARR , THUERRRESZFNERES,

BERERRUAFTERFTER |, 51§ CORS BERHMEERR. CORS HREEZ LKA, ELER
IR B EPR ARF AT F AR R, SENREIENERE HTTP 5%) , UREMBREREEN.

B8 CORS BURMBERRN , AHEE (EERFFIEINNEE) REEM.

HEHE CORS B3R (X#R)

—

B BiMediaStore I % & https://console.aws.amazon.com/mediastore/o

2. 1E Containers (B25) HE L , BELEAHEYT CORS HEZBRENERE,

BERFHEFAEEEEIER,

3. 7t Container CORS policy (A28 CORS BUR) BB H , i#E Create CORS policy (1 CORS H
K)o

4. ik JSON #{XIBEABUIR , REBEEF Save (RF).

=B CORS B (AWS CLI)

1. BMER, EREER CORS BX :

[
{

"AllowedHeaders": [
nin

]I

"AllowedMethods": [
"GET",
"HEAD"

1,
"AllowedOrigins": [

#7118 CORS B % 24


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

"

1,
"MaxAgeSeconds": 3000

}
]

2. FEAWSCLI A, M put-cors-policy o

aws mediastore put-cors-policy --container-name ExampleContainer --cors-policy
file://corsPolicy.json --region us-west-2

o sREEEE,

1% CORS B3R

BERFEERDE (CORS) BEER—EAFN , REAE—EEENAFR Web BAER , SRETERE
PRERED,

HEERE CORS BX (X2 A)

1. BIRMediaStore£12 & https://console.aws.amazon.com/mediastore/o

2. £ Containers (A8%) HE L , BELEMIAHE CORS R AN EH,

ARFMEFEAEPBER LI |, % CORS BURE R Container CORS policy (88 CORS B)
EEH,

£ TR CORS K (AWS CLI)
- FEAWSCLI A , £/ get-cors-policy ¥ :

aws mediastore get-cors-policy --container-name ExampleContainer --region us-west-2

LTI RERE :

"CorsPolicy": [
{
"AllowedMethods": [
"GET",

%1 CORS B 25


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

"HEAD"
1,
""MaxAgeSeconds": 3000,
"AllowedOrigins": [

"y

1,
"AllowedHeaders": [
]
}
]
}
fm¥E CORS BUK

BRFERDE (CORS) 8ER—EAN , RRAE—ERBAFiR Web BAERX , SRR EHE
PREREB,

&= EfmiE CORS BUK (X#£A)

1. BRMediaStoreE 2 & https://console.aws.amazon.com/mediastore/,

2. 7t Containers (A28) EH L , BELEREH CORS R Z2ABNER,

AEEFHEAEEMEEIER,

3. 7 Container CORS policy (B8 CORS BUR) [BEkH , i#iZ Edit CORS policy (#®¥E CORS I
K)o

4. HBERETEE , RRIERE Save (RF)o

= E4mEE CORS B (AWS CLI)

1. BMER, WERSEREN CORS BUX :

[
{

"AllowedHeaders": [
nmin

]I

"AllowedMethods": [
"GET",
"HEAD"

{m¥8 CORS B% 26


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

1,
"AllowedOrigins": [
"https://www.example.com"
1,
"MaxAgeSeconds": 3000
}
]

2. FEAWSCLI A, M put-cors-policy o

aws mediastore put-cors-policy --container-name ExampleContainer --cors-policy
file://corsPolicy2.json --region us-west-2

R wREERE,

il kR CORS BUX

BERFEERDE (CORS) BEER—EAFN , REAE—EEENAFR Web BAER , SRETERE
FHNERER. RERMER CORS BREBRERFRERF,

HEMER CORS BX (X2 A)

1. BIRMediaStore£12 & https://console.aws.amazon.com/mediastore/o

2. 1£ Containers (B85 HE L , BEZLEMPRHE CORS R ABNERE,

Ao EFA B EBER R,

3. 1£ Container CORS policy (8§ CORS BUR) [EEH , i#1E Delete CORS policy (ftiEk CORS K
K)o

4. JEIZF Continue (#818) 2R , ARIEFE Save (RE1F)o

ZEM B CORS BUE (AWS CLI)

« FEAWSCLI A |, £/ delete-cors-policy ¥ :

aws mediastore delete-cors-policy --container-name ExampleContainer --region us-
west-2

s RAEEDE,

Bk CORS B 27


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

¥f CORS BIEEITHIED

MREEFINESR CORS RN ARRBIFRBITA , FEBTILR  HEEETREL S,

1. HESRE#8 CORS HEMIMERSE.

WMEIER , 552 E the section called “#:48 CORS B&%",

2. FEALSEENTIE (P, BIERNEBASETER) , HNTENERVNLE, #EMMNERRN
CORS HEEL AR —ELHENERPERHN CORS KA, MTFAAR :

a.

BEREREHF Origin &5,

WMRRDIZE , AWS ElementalMediaStore FE#FERRABERIFHER , t FEELEFE
1A CORS [EIERE,

BEERPH Origin EBEELEEE AllowedOrigins BWEH —{# CORSRule TELYH
iEESH

Origin EREEHMEE, FTHIEEREE , BLARS AllowedOrigins FHY
CORSRule, filtn , &A% CORSRule FREARFRIR http://www.example.com , BIER
FE https://www.example.com & http://www.example.com:80 KR , LTS
fRRER AR RIR,

BERERFH Method (EHATERER , BIR Access-Control-Request-Method FIEE
B 755%) 2+4E AllowedMethods K E F —1E CORSRule T,

EREMER  MREREE Access-Control-Request-Headers 2 , AIFERE
#2 CORSRule ¥ AllowedHeaders ZHEFAWFEE , BB E 7T Access-Control-
Request-Headers IEH,

#if5] CORS B

T oA REEERFERDE (CORS) BiX,

ES]

- Zi{) CORS BUR : FiE#15 & ] #Y FMENfF EX

- 6] CORS BUX : 3 EME o iy B EUF X

bad 3713
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AWS T % MediaStore EREER

g1/ CORS BUR : Fi A #8E & W Y R EVF X

THIBER A S EBE N B E R AWS ElementalMediaStore 888, ERDEFIE R H RIBHEEN
HTTP 2% LK MERB A EEEREREBMAEEMN HTTP GET M HTTP HEAD ER, R ERE 7
AREGE 3,000 % , BEE—HEFNER,

[
{
"AllowedHeaders": [
nak
1,
"AllowedMethods": [
"GET",
"HEAD"
1,
"AllowedOrigins": [
e
1,
"MaxAgeSeconds": 3000
}
]

g6 CORS BUR : 45 EME 5 ATy EEVFE

THBERAFNBERhttps: //www. example. com#EH AWS T3 3R N BMediaStore &F 25,
ERTEFERE https://www.example.com B HTTP 28 , MBERE R SEERE https://

www.example.com B9 HTTP GET #l HTTP HEAD ExR, R %&#ERTERIREGE 3,000 ¥z
% BEXE-AHNER.

[
{

"AllowedHeaders": [
nmin

]I

"AllowedMethods": [
"GET",
"HEAD"

1,
"AllowedOrigins": [
"https://www.example.com"

1,
"MaxAgeSeconds": 3000

g4 CORS B3R 29



AWS T % MediaStore EREER

}
]

AWS JTE Y44 B Hi BiZR MediaStore

HREERSR  SUNBRYYHEGBHEE , EBERAUEENAHERRTETRNER, EWHESR
IIEENFE LRE | AWS TEMediaStore S MR . BT UARBRTBEEZN WA E R TEX
o

B A LIS RE MediaStore EYHEIE—ERFBHR , EXYABBHITEFEIHE (A) RFRA R,
EHE AREEBSRPNYYE  HEENHEINEXSNERTEEFER S RPN YETE, NE
SHHMER |, 528 MediaStore EE,

Wit BHERREES AR  EERAERTFERNRAENHN LGB, (CEEEYH LS
BREREEBDME). BAURAG—ENHEBHERERIRSR BTN ESENGHESD
BERTHERS 10 BARA. NFESHBER  F2E UL BHEEN TH.

ES |

- AR BRI T

- BYHE R BHBERHIEE R
- BEYHERBHRBGE

- BV ERIBHBGR

o« MIBRYH 4 e iBHBUGR

- SEHYHERIBHBGR

W4 e B A BUR Y T

MBI BREEENHE AWS TEFRENEFRMediaStore B 27, WA EmBHBRE—H%
BERAUER , ELRASRENHNERBER. RATEAT—EAERR, SEERRJERBRR

BUNLR G —ENHERERBERERIRSE  ASAYAEHBEHABRRTESRS 10 BRA, K8
ERS YA o B H BRI E B B 4

W) A a1 S R R R A9 AR B
EANRY =ERAER
- ERMEY

W e B HIBUR 30


https://aws.amazon.com/mediastore/pricing/

AWS T % MediaStore EREER
o MIBRY 4
- HipiAHEHR

FRER

TR ERRNERENHELYRNBH, EERAREEEANREBREMRNEIRRNY
#to MediaStore ZRZHE 20 S ENKRE , F e BREAZRESR

TR MEERNVR S TAR

{
"definition": {
"path": [ {"wildcard": "Football/index*.m3u8"} 1,
"seconds_since_create": [
{"numeric": [">", 120]}
]
},
"action": "EXPIRE"
},

TRMEENRIB =B

« path: —#& A/ wildcard, ZAIAFEALIT S RESEMBRNIH. EATUER —HZE
EAFR, UEH () ®RT. BEEAFARKRZEIZ/FZ VEMAHES, FlE0, "path":
[ {"wildcard": "Football/index*.m3u8"} 1, &M% Football ERRFHFE
index* .m3u8 #3 (Hl4N index.m3u8. index1.m3us8 H index123456.m3u8) MFTEER., E—#
A2 LEE 10 @ BKE,

« seconds_since_create : —:i%A numeric., BAEENN 1-300 W 2B E, BB LUIAEE
BEFREAKRR (>) IARFER (>=).

« action: —5%A EXPIRE,
HETRMERRR WHeE4YREH) , EYHBHER R4 BRELEE,
(® Note

list-items BIERF ST ST HEFEHERRARBRFNH. A , ARRFEERAIMmBERH
HERAFGE HCloudWatchE4 , EE MBI &,

Y e B HBUR Y T 31



AWS T % MediaStore EREER

i B 40 44

RBRMHRAESEYHREAELERNBEYN. EERNERBANRBRTNRENHS , IEEMEEL
REZB EMEERER, MediaStore REEFE 20 7 ENRKE T REAFTHNEEE , BYHRZ IS
E 24 N BB BERERBR FIBRR.

b B 40 4+ B9 R B AR U BB a0 R AR

{
"definition": {
"path": [ { "prefix": "FolderName/" } 1,
"days_since_create": [
{"numeric": [">" , 5]}
]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [ { "wildcard": "Football/*.ts" } 1,
"days_since_create": [
{"numeric": [">" , 5]}
]
1,
"action": "EXPIRE"
}

BRI AR AIB = A5 -

« path : §%% prefix s wildcard, ZFAZMEERAFESHEA prefix M wildcard. MRE
EIRFERAME , BINES prefix B —{ERAl , ¥ A wildcard B 3 — @R Al , a0 LR FIFT
o

« prefix - MREREMPRIIEERRAWFTEYNHY , TUEEERA prefix. WRSEEZEH
("path": [ { "prefix": "" } ],), EERREREENASAEANENFIENH. B
—RAIRZALAEE 10 B prefix &,

« wildcard - MIRERERBEREBR/ABRBEMBRSED G , BITHEERERA wildcard,
ZAUERA—SZEEATFT , UEK () ®kT. SEAEAFAAXRZTEIZ/BENTAES.
fFlzn | "path": [ {"wildcard": "Football/*.ts"} 1, BAM Football ERRFFE
* ts BRAMWFTEER (Bl filename.ts, filenamel.ts , AR filename123456.ts), E—RAIHZ
ALLEE 10 8 wildcard B&E,
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AWS T % MediaStore EREER

« days_since_create : —fE5&A numeric., BAEENMA 1-36,500 K2 EMWE, BT LUEE
BEFREAKRR (>) RARFER (>=).
« action : —f&f% A EXPIRE,

EAMBRYHRE MHSELRANBE) , EV4HBHEMBRY G B TEEELTEERE, T8, R
YIHBE | IREHwEVEIEE, flwn , MREFEHBBRAIEE 10 days_since_create , EYHIEER|
%10 X% , WWIRFMT e E It YA E | BI6E i R MBRE Y 4

EanBHER

S EERRNSEYHRATIE—EEEHRBEITERN (A) EEBAFR UAXEG. 7
BE A RBEEBAFRTINYYH  HEGNEIWERSNEREEERFRSRTNOYHETE, NEH
MEF , 528 MediaStore E{E,

—BYHBBI ARFRLIR  ERELZSEBERERERIR,

AmERERAEARBRPNENS , IFEEMERLRAZA EHEERR, MediaStore &
ZHFRE20 7ENBESREAFTNBER  BYHRSTREE 24 NENKE T RERER[PBER,

A BB R AN BB AT -

{
"definition": {
"path": [
{"prefix": "AwardsShow/"}
1,
"days_since_create": [
{"numeric": [">=" , 30]}
]
1,
"action": "ARCHIVE"
}

4 BB A = E25 -

« path: 54 prefix ® wildcard. BFAEMBERAPESHER prefix M wildcard, WRE
EREAME  BXER prefix B —EHREA , ¥ A wildcard BEYEBEY S — @R AL
- prefix - MRBHFLEHBEENRANFMEYHEEE A RBEBLIR , BULUSRERA
prefix. MBBHAZTH ("path": [ { "prefix": "" } 1,), HEEHRERFEEEETE
BPEMAUBNFEYNHY. E—HRAZZTEEE 10 @ prefix &,
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https://aws.amazon.com/mediastore/pricing/

AWS T % MediaStore EREER

« wildcard - MIRZRFLERBERZEBN (R) BREE , BEEWHBDE ARFRAIR , &
AR A wildcard, BAUEA—RZEBEAFTT , UER () XT. BEERAFR
REEARZEFETNEMBES. H0, "path": [ {"wildcard": "Football/*.ts"} 1,
EAR Football ERRARE *.ts BRAMAERER (HI0 filename.ts. filenamel.ts , SR
filename123456.ts), E—HRBAIHKZ AL EE 10 {8 wildcard B&&,

- days_since_create : —f25&4A "numeric": [">=" , 30].
« action : —f&&%A ARCHIVE,

g5

Hlan | B4 LiveEvents RS EMEFERI K : Football, Baseball, Basketball M
AwardsShow, ¥Eik#E LiveEvents ER KM YIH £ BEIBRATBEM TR ;

"rules": [
{
"definition": {

"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}

1,

"days_since_create": [
{"numeric": [">" , 28]}

]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [ { "prefix": "AwardsShow/" } 1,
"days_since_create": [
{"numeric": [">=" , 15]}
]
I
"action": "EXPIRE"
I
{

"definition": {
Ilpathll: [ { Ilprefixll: mnn } ]’
"days_since_create": [
{"numeric": [">" , 40]}
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AWS T % MediaStore

ERAEER

]
I
"action": "EXPIRE"
I
{
"definition": {
"path": [ { "wildcard": "Football/*.ts" } 1,
"days_since_create": [
{"numeric": [">" , 20]}
]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [
{"wildcard": "Football/index*.m3u8"}
1,
"seconds_since_create": [
{"numeric": [">" , 151}
]
I
"action": "EXPIRE"
I
{

"definition": {
"path": [
{"prefix": "Program/"}
iF

"days_since_create": [
{"numeric": [">=" , 30]}

iy
"action": "ARCHIVE"

FRBREEENATER :

o E—IFBF AR AWS JTEMediaStore RMIBRF M ELiveEvents/Football1 & 3k
FMLiveEvents/BaseballX# xRz #% , ©fi#iE 28 X,

Y e B HBUR Y T
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AWS T % MediaStore EREER

- FERBISERLRIEE LiveEvents/AwardsShow BRI R P Z MY EB A 15 RULE# |
7% ELIBR

- FEERAUSETRERBE LiveEvents BEFEANEFHNYHFEBIB 40 K& , SHM
BR. EERABERAREREE LiveEvents BRHPEFHRAYHYE , URERFNNEFERKPE—IE
FHE

- EMERASGRBE Football ERKRPHFEER *.ts WYHEB 20 K& , SHMER.

« BRFHRAIERIREMBERFootbal IEEE X BRAMNE R Rindex* . m3u8z# , ffHEIB 15
#. MediaStorefi§iEL X RERET 16 &M EREL X4,

- FAERUSERRETYHEFEHER 30 X% , % Program ERRFNN4BEZ A FEiFERA

£

MENGEDBRBENES G , FSH WO DBRIE,
Y BHBURIE E RS

MHERBRBRTREEEERNHERERRS A, LEREBHEY , EEBHBEH
% , AWS JT&MediaStore R EMIBRYI#F, LWIRBHZEFE 20 7ENKE , FEBHBRERAES
o

NEABENIRBLEGERERNER , F2R UHEaBHBEN T,

® Note

ERMBRYHRE PMHEELRANEH) , EYHBHERMRY 4GB T E LT

B, FiB , REYM4HBE , REGCEIEEE, flin, mMREMBHRAUEE 10
days_since_create , E¥HHESRIE 10 X& , WIRFRASEH L4 WE | BEIGE R KM
BRIP4,

B L BHBCR (F28)

1.  BRIMediaStore =12 & https://console.aws.amazon.com/mediastore/o

2. 1£ Containers (B8 HE L , EELEAHEBEUMHEGBHBRCARNERE,

AEEFHEAEEMEEILR,
3. 7 Object lifecycle policy (M4 wBEIEER) B , iEIF Create object lifecycle policy (B Y]
HE AR BUR).
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https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

4. K JSON X\ ABUR , A& R Save (7).

WA EamBRIBGR (AWS CLI)
1. BUER , MERSERWAEmBHEBCR

{
"rules": [
{
"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
1,
"days_since_create": [
{"numeric": [">" , 28]}
]
},
"action": "EXPIRE"
},
{
"definition": {
"path": [
{"wildcard": "AwardsShow/index*.m3u8"}
1,
"seconds_since_create": [
{"numeric": [">" , 8]}
]
.
"action": "EXPIRE"
}
]
}

2. TEAWSCLI A, A put-lifecycle-policy % :

aws mediastore put-lifecycle-policy --container-name LiveEvents --lifecycle-
policy file://LiveEventsLifecyclePolicy.json --region us-west-2

e TREEDE, EREESKEERRERERR.
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AWS T % MediaStore EREER

BARY £ o B HABCE

M E B ERREEENHERBETERENKE,

BEMHEwBHBER (F28)

1. PBARMediaStore 12 & https://console.aws.amazon.com/mediastore/o

2. £ Containers (B8%) HE L , BELERAENGESTBHRBRZBASENEHE,

REAEFMEFAREER LR |, YL BHEEERE Object lifecycle policy (¥4 aniBHIBR)
EERH.

EFWHEWBHBER (AWS CLI)

- T AWSCLI# , M get-lifecycle-policy W% :

aws mediastore get-lifecycle-policy --container-name LiveEvents --region us-west-2

DT gEfEREDE :
{
"LifecyclePolicy": "{
"rules": [
{

"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
1,
"days_since_create": [
{"numeric": [">" , 28]}
]
1,
"action": "EXPIRE"

}
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https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

fREE Y] £ o B HABCR

LEERERANYHEMBHBR. 718 , BTNEB LENRBRREERENHBR. LEEHS
FE 20 7ENKRE , TREEFTNEREAERSR.

mEY L BHBER (F28)

1. PBARMediaStore£12 & https://console.aws.amazon.com/mediastore/o

2. 7t Containers (g8 HH L , BEELEFEEMHLEGEHBR2AS=NERE,

Ao AT B EFER LR,

3. 1£ Object lifecycle policy (¥4 aniBHIBUR) EEX S , i#IF Edit object lifecycle policy (#mEE¥14F
4 B EBUR),

4. HBRETEE , RREE Save (7)o

R e BHIBUGR (AWS CLI)
1. BUER, WMERSEREFNMAHEmBHBER

{
"rules": [
{
"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
{"prefix": "Basketball/"}
1,
"days_since_create": [
{"numeric": [">" , 28]}
]
.
"action": "EXPIRE"
}
]
}

2. TEAWSCLI A, A put-lifecycle-policy % :
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https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

aws mediastore put-lifecycle-policy --container-name LiveEvents --lifecycle-
policy file://LiveEvents2LifecyclePolicy --region us-west-2

e RAERE, KWRFEKEERREZERS R ERRER,

i B 40 4 4 o B B BRER
MG ERBERER  LBESSBE 20 2ENHBY , THEETEASEE,
MR 4 B EIBR (E128)

1. BIRMediaStore£12 & https://console.aws.amazon.com/mediastore/o

2. 7t Containers (A88) EH L , EELERMBRENMGLESEHRRR AN ERE,

Rl EF EmPER LR,

3. 7 Object lifecycle policy (¥1#£amiBHIBUR) BERH |, 1EIZ Delete lifecycle policy (MR &E a8

BE).
4. EFE Continue (#78) RHEET , AR IEE Save (RF)o
I BR ¥ 44 £ e B HABUR (AWS CL)

£ AWS CLI /| i/ delete-lifecycle-policy &% :

aws mediastore delete-lifecycle-policy --container-name LiveEvents --region us-
west-2

Lt BRBEEREE.

S50 14 AR B BUR
TSGR BB,

S

- GBI BBBEE . E%@ﬁw #

- WO E BB  EEXAB

- B EBBBEE . Eﬁ:T%ﬁWMﬁW%HE

B

MIBR4 £ e B H R
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https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

- EfYHERBEHEE ZERA
- EfYHERBHEE  BERES

SHMAE I BBUR | ARV ENBHY
LT B EEE MediaStore MIBRAF& T SIPTE R4 HI 4

- MHEREBRRENBRTEITREN.
« YIH1FHAE Football EHRIRH,
- M EREIES m3u8,

- MK EERHFPER 20 Y.

{
"rules": [
{
"definition": {
"path": [
{"wildcard": "Football/*.m3u8"}
1,
"seconds_since_create": [
{"numeric": [ ">", 20 1}
]
},
"action": "EXPIRE"
}
]
}

A EmBBUR - EERNIBHY
LT RSB E MediaStore MIBRAFE T SIPRE R 4944

o Y EMIE Program BRI R
- MHEBRIER ts
- MHEERBPEBS X

{
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AWS T % MediaStore

ERAEER

"rules": [

{
"definition": {
"path": [

{"wildcard": "Program/*.ts"}

15

"days_since_create": [
{"numeric": [ ">", 5 1}

]

},
"action": "EXPIRE"

SEHMEmBYBR  BRETEFRNFIELR

T BREHEE MediaStore ¥ #H 7 EHIEIB 30 X% , BUHBBHIFTEFR (A) REFESR, &7

BE A RBREERARPHNGF , ERFNFEINERSNEFREREREFRARFHUFTE.

days_since_create MU 4ZEF&A "numeric":

{
"rules": [
{
"definition": {
"path": [
{"prefix": "Football/"},
{"prefix": "Baseball/"}
1,
"days_since_create": [
{"numeric": [">=" , 30]}
]
},
"action": "ARCHIVE"
}
]
}

EHMEwmBRBER  ZERA

LLTHBEEEE MediaStore #1117 NS4 -

Il>=ll ,3®]°

EHIY B EBUR
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AWS T % MediaStore EREER

. EMHEBEE 30 K% | B AwardsShow BRI SRR KM A BB IR S (IA) G785

=

- MEREITER A m3u8 Y HFMIE Football ERIFKAEIB 20 WEIWH.
« MBREFMIAE April ERRAPEIB 10 REV#.
- MBREIEER ts , EFME Program ERRFEIE 5 RN H.

"rules": [

"definition": {
"path": [
{"prefix": "AwardsShow/"}
1,
"days_since_create": [
{"numeric": [ ">=", 30 ]}

]
},
"action": "ARCHIVE"
},
{
"definition": {
"path": [
{"wildcard": "Football/*.m3u8"}
1,
"seconds_since_create": [
{"numeric": [ ">", 20 1}
]
.
"action": "EXPIRE"
.
{
"definition": {
"path": [
{"prefix": "April"}
1,
"days_since_create": [
{"numeric": [ ">", 10 1}
]
},
"action": "EXPIRE"
},

EHIY B EBUR
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AWS T % MediaStore

ERAEER

{
"definition": {
"path": [
{"wildcard": "Program/*.ts"}
1,
"days_since_create": [
{"numeric": [ ">", 5 ]}
]
},
"action": "EXPIRE"
}

/M EmBHBER  RERER

T4 e BHIBR S48 E MediaStore Y FTBEIR RN 1 REMBRBBFANAMBNGE (BFEE
RN T ERR), MRRBEEREERRZBRE TEAYWH , MediaStoreSEBUIRAER 1 RE&EM

BRI, WIRBHRSEE 20 7ENKE , TS FTBRRERERS.

{
"rules": [
{
"definition": {
"path": [
{"wildcaxrd": "*"}
1,
"days_since_create": [
{"numeric": [ ">=", 1 1}
]
},
"action": "EXPIRE"
}
]
}

AWS Elemental Y 151ZE BIZK MediaStore

HRESEAEE , B BB EEEE , LA AWS Elemental ##1EZE &% MediaStore ZIT 5

i# CloudWatch, TR EERZ 20 2 ERSEN., WESE MediaStore EEHRA , FS

BIMediaStore E &£,

BEBE

44



AWS T % MediaStore EREER

EREBRREETIER -

- ERBRERRASEFERERNRE.
- REFINECHEEBRENRR , AEMHBERBAER. IRBERIESRAY , ASERIBLEATE
THIRIE :

- —EMHEE  ERECEERETNYGH. ERTURREIEREE , ET6EER 900 #F
o ARFREHE 1 a-z. A-Z, 0-9, _(K#R). = (FiR). : (BHF). . (WWK). - (EFR). ~ (KE
). [ (EERHR) M (B5R). TEIBRAFT ().

- REFESRYHHENDHEHERE. 2B TRER 30 fBFT. ARFERR a-z. A-Z, 0-9H _
(JR#R)o

MENHFESZEHRA , CloudWatch ERT~BSEMFRINER R, flin , WR—ENGRFE
WM& Brulel AND #93RBlrule2 , Bl CloudWatch B RELFRANMEER L, F—EEF
ObjectGroupName=rulel HW#E , F_f@E%E ObjectGroupName=rule2 H#E.,

*RE

- FTEEEBRER

- BEEEBRX

- WREEEBX

- IEEBREH

M RERBUR

BEBREE1E AWS Elemental MediaStore &% #5 2 F B IEZEM R Bl CloudWatch, MFEIEIZEK
RWEH |, BB IEEBEEH,

FIBIERECR (F#£8)

1. BRE MediaStore & , #81t & https://console.aws.amazon.com/mediastore/,

2. 1E Containers (B85) HH L , BELEAENEEEZEBRCREBNER,

AR EFEEMERI LR,
3. 1E Metric policy (812 BK) EEH , i#1ZF Create metric policy (B IEZEBX).
4. K JSON HRIFABER , AERIEIE Save (FF)o
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https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

BREREBR

BRIERA R A AWS CLI RigRA RN EREEEK.

WIS IR (2124)

1. BABXE MediaStore & , #8it A https://console.aws.amazon.com/mediastore/o

2. 7 Containers (A8%) EH L , BEERSR=ER.

REFHEFEEERLE. BREERE Metric policy (FERHEIR) BT,

mEEIEREBER

BEZEBIRZEE AWS Elemental MediaStore Ei%#4 I BB I5ZER R A CloudWatch, EEimEER
ERNEEZEBRR  FHEREEREZE 20 7ETEEN. MEEEBERNES , FSEEZBEEEH,
MEREEHE (EES8)

1. BARBXE MediaStore & , #8it % https://console.aws.amazon.com/mediastore/o

2. 7 Containers (A8%) EH L , BEERSR=ER.

3. 1E Metric policy (612 BUR) BB , i##Z Edit metric policy ({REEIEREBUR),

4. HTHEHERE K ARERE Save (RF).

EEBRES

T oI HI R T E6E A RFIFTEBNERBR.
ES |

- EEBCRES  REERES

- EEBRES  BEEBRES

- BEBRES  FRERNBREERES

- EEBRED  FREAFINREERER

- EEBRES  ERERBANNREERER
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https://console.aws.amazon.com/mediastore/
https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

EEBEREN . RRERIER

L EHIBER$E H AWS Elemental MediaStore B 1E A28 B RS 182X CloudWatch S, fi
m , 533 RequestCount i , LiIEESTEHARRFREMN Put BFREB. HE , BALUEHER
EA DISABLED,

HRLWRRFRERA , Fit MediaStore TEEBREEREZEE. HlM , BEFIH LB R[ANE
EERREHD Put FRBE.

"ContainerLevelMetrics": "ENABLED"

EERXREM  REBRER

& HI B R HE H AWS Elemental N MediaStore FE1E B 83 B UG5 EIX CloudWatch 23 Ei#&, It
4\, MediaStore FEZ A MBI EER KPHIYHEIXIEIE : baseball/saturday # football/
saturday. MediaStore FEREVIEZEMT :

- ¥fbaseball/saturday& R R ERE CloudWatch #E
A0bjectGroupName=baseballGroup,

« football/saturday ERIRHNFEREGH#E ObjectGroupName=footballGroup,

"ContainerLevelMetrics": "DISABLED",
"MetricPolicyRules": [
{
"ObjectGroup": "baseball/saturday",
"ObjectGroupName": "baseballGroup"
.
{
"ObjectGroup": "football/saturday",
"ObjectGroupName": "footballGroup"
}

ERBRE 7



AWS T % MediaStore EREER

EERRES - RBRERNBEEREER

Lt #8415  AWS Elemental MediaStore FEZTE AR B RS 5 2 &% CloudWatch ZE 35 Bk,
It , MediaStore EZEEMEREERRFYHMNEE : baseball/saturdayFMfootball/
saturday. MediaStore SEREVISEZMT :

- ¥tbaseball/saturdayER KA ERH CloudWatch #E
AObjectGroupName=baseballGroup,

- ¥ffootball/saturday& R KM EREHE CloudWatch #
EObjectGroupName=footballGroup,

"ContainerLevelMetrics": "ENABLED",
"MetricPolicyRules": [
{
"ObjectGroup": "baseball/saturday",
"ObjectGroupName": "baseballGroup"
.
{
"ObjectGroup": "football/saturday",
"ObjectGroupName": "footballGroup"

}
]

EERX#ES  FRERAFTHNREERER

L& HI B SR HE H AWS Elemental MediaStore FEXTE B eaB RS IEZE /X CloudWatch 2R 5, it
4\ | iE MediaStore JEZIBRBYHHNERZBEEIYHNEE, ERAFAXRRYHGIUREERSEPH
FE K MEECHPAUAEEEREE , RETL .n3u8 BIEREREANT,

"ContainerLevelMetrics": "ENABLED",
"MetricPolicyRules": [
{
"ObjectGroup": "*.m3u8",
"ObjectGroupName": "index"
}
]
}
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AWS T3 MediaStore ERERER
EEBCRES - EAEEHAANBREERER

L EEHIBURTE H AWS Elemental MediaStore FERZTE B 88 B RS I5REIX CloudWatch I Fi#.
s, MediaStore FEZEEMEERKWEE : sports/football/saturdayfsports/
football,

sports/football/saturday® 3 MediaStore EXRHWEE EHFHK CloudWatch
#EObjectGroupName=footballGroupl, HRREETE sports/football
ERRHPWYHFSEMMERA , Eik CloudWatch R RELYHHWEE

¥12 . —{@EH ObjectGroupName=footballGroup2 W#E , F-HEEH
ObjectGroupName=footballGroupl IR,

"ContainerLevelMetrics": "ENABLED",
"MetricPolicyRules": [
{
"ObjectGroup": "sports/football/saturday",
"ObjectGroupName": "footballGroupl"
3,
{
"ObjectGroup": "sports/football",
"ObjectGroupName": "footballGroup2"
}
]
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AWS T % MediaStore EREER

AWS Elemental 89 & ¥l 3 MediaStore

ERRERRANE TR, SERAEMNKRES AR  HAXEEEY FENRRE D BERZRTNESR
RHE. BALNEYRS 10 EBRNERK (TEREEHREH).

ERRTRA | ETURBEE L ENHREE  TRRENK, T8 , BHRTRBEBNEHHE
Hike

FEBVHELEEZERNKR  BEEERNXRNER, MRERKDLKLERE , AWS ElementalMediaStore
SRV FREERRFP, MRERRFFE , IRBEELILERRK  BEYHFERERED,

fFltn |, REREE —EHR Amovies , RE LE—EHR Anlaw. tsFEAEEpremium/canada. AWS
ElementalMediaStore A% ¥4 F I 1E premium BRI KK K canada FERIKH, MREMEERRK
MAEE , RERSERFEL premium BERKF canada FERK , REKEBHYHZERIE canada
FERRD, MRERBIEE movies BEF (RERRK) , RENEEEYHERERSEF.

AWS ElementalMediaStore B A MIBRE R RPN & E — B4R , SEEBRBRZERR, REDLEH
BREMEXERR BN ZERR, flin , BEREE—EBTLESEMAER. &5 premium HWERK |, B
Hp@E—EE5H canada W FER K, canada FERRITE—EEA mlaw.ts HER, RE
MIER#ER mlaw. ts , BIRESEEMBER premium # canada EXIK, ttESMEBRBEEBERRER
R, RELFSMEREHEER.

£

- ERREBAL
- BYERR

- MBRERIK

BERREERA

RANRRBEES  BROTHER .

- EBARBEUTER : ABTE (A2). MNBEE (az2). BT (0-9). A% (). EFH (). EFH
() BOREE (-). FEAR (). SR (=) FIFH ().

- WEBEOMEE—EFIT. EXHRAER (Wfolderl//folder3/ ) FRFFo

- BBEDKRNE, flH, BER—EEBRNERNRPAUEES myFolder WERKRIURE R
myfolder WEHRIKR K RAELEBEE M,
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AWS T % MediaStore EREER

- WEBEHRXRERINENRRALARKE -, i, BAUEMEFRENERE (myfolder
movies/myfolder) & &N —EHA A sports/myfolder HWERIRK,

- EBAUUEAERXAFMEE,

- FAIEEBVERREMAETH®E

BIUYBERK
EALE LIDRRTRRNE, EEEUA LIEENR , BEERNRNSE, NRENREEE

£ , AWS ElementalMediaStore B Y FHREERKH, MEERKTERE , BIRESEIHER
R, BB ERERS,

WEFMEER |, 5520 the section called “ L EYH",

il BR & 4 3k

REEENRRZNE , B TURBRERRK ; BEEMBRSFUHNERR,

AWS ElementalMediaStore E & MR ER kAN KRE—EYHE , SEBHMBRZER K, REDEH
PREMEXERKRLLENZERRK, il , BEREE—BTEEMAER, B4 premium HERRK | 8
Hp@E&—EHE5H canada W FERK, canada FERRIE—EREA mlaw.ts HER, IRE
MIBRIEZR mlaw. ts , IR SEEFMER premium M canada ERK, LLEBMEBREIEEERARER
R, RELTESMERENBES

MEFFHMET , F2EMERD
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AWS T % MediaStore EREER

AWS Elemental B9 ¥+ MediaStore

AWS ElementalMediaStore EEBAEH R, B4 LEEZRBRBETHNER R,

£ MediaStore # , A LA HE. THNMBRWHE

 FE-BYHFBERRDERK, EEHEIYHEFTE., BHNBEEXERBEIYH  RETHE
S LY L {EZE MediaStore,

« TH - B HH# MediaStore BRI E MU E, ETEHR MediaStore BERMH,

» MIBR — #¢ MediaStore T2 BRI, LR SMERIMBRY M | & WU E YL MBHEBGE , KA
BrEENFERBRMRESRPNDH+.

MediaStore #EZ FREERER,
F&E

- FEYH®

- BREYHHEE

- WBEVMHNFEER

- TEHYH®

- RIBRYH

L&Y

B LEERESE , ARBRFNERR, EEBYH LEZTERR K FEEERARNVEEE, W
RERKERLKIFE , AWS ElementalMediaStore# M FHRIEERIKH, MMRERKRFEFE , AIRKE
SEIHERKX  BEYGHTFREED, IFEERKRNFMER , 52 BAWS Elemental F Y E £ 5E
MediaStore,

&I LAfE A MediaStore 32 A5, AWS CLI 3k &4,

MediaStore X EYHM ERER  EVEBSEYHRATE LEHREHPNMAETERBIEE, EEMFE
FRtIhee | BN EETTRAMERA streaming, BALEMEH APl EEYIHEE | FREWZER
B, MREBLZEEZRIIEELIZETE , MediaStore EHERTEFRE standard HAYWHH EE7 B,

BEETRAMENY4 DT EEIR 25 MB |, SR EETAMNYHKR/NREIA 10 MB,

e 52


https://docs.aws.amazon.com/mediastore/latest/apireference/API_objstore_PutObject.html

AWS T % MediaStore EREER

® Note

MHEREZBRETEFTE. BF. 9% (). K& (). BRER (~). EFHE (). F5E (=) M
B ().

HELEMMF (E72E)

1. PBARMediaStore 12 & https://console.aws.amazon.com/mediastore/o
£ Containers (A2R) EH L , BERBNEH, AENFHEFERBER LR,
212 Upload object (L EWIH),

£ Target path (B &) A, MAERKREER, a0 : premium/canada. MREFTIEEMN
BRAFEMERNREFREFE , RESEBEIZXERK,

£ Object (¥114) EB R , i#E1ZE Browse (BIE),
6. EEEFEENERK K ARBBE—EWHRLE
7. 1#31E Open (FARY) , AREE Upload (L),

> w0 D

o

(® Note
MRZBHRNERCEFERENNERR , BBEEKREERDAL LENESR,

=E - EYH (AWS CLI)

£ AWS CLI # , £/ put-object &, EBHAUITE TIEMSE : content-
type. cache-control (RFFFEMEZEFIVHHNIREITAR) UK path (BYMHERERSENEREE
Bh3),

(® Note
HEYHE , MELRE content-type. cache-control = patho

aws mediastore-data put-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --body README.md --path /
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https://console.aws.amazon.com/mediastore/

AWS T % MediaStore

ERAEER

folder_name/README.md --cache-control "max-age=6, public" --content-type binary/

octet-stream --region us-west-2

LT HfI#ERERE :

"ContentSHA256" :

"74b5fdb517f423ed750ef214c44adfe2be36e37d861eafe9c842cbelbf387a9d",

"StorageClass": "TEMPORAL",

"ETag": "af3e4731af032167a106015d1f2fe934e68b32ed1aa297a9e325f5c64979277b"

WARMHFNBE

BT LAER AWS TEMediaStoreE A RN FRER SRR LEREERRFHNIRE (MHENER
K)o TERRFHEENRTRIUENRZFERRFHNIEE, ERBFTRESLENRHFERK

IEE AT LAE A AWS CLI SRR R IR RV R BRI KBE,
EERARERRTNYHBE (F28)

1. BRAMediaStoreE 2 & https://console.aws.amazon.com/mediastore/,

2. 7 Containers (A88) HE L , BEEELMERGEZERNRNBRNER,

3. WREBEEREEZEENRNER,

AEFERMBEIHE YR TREFREXERRFHNERRRD G,

EERAREERRTNYMHBE (E#£8)

1. BRAMediaStoreE 2 & https://console.aws.amazon.com/mediastore/,

2. 7t Containers (A88) HE L , BEELMERGEZERNRNBRNER,

AEFEERBEIHE YRR EFREXRRTNERRE Y+,

EERGRESRTHNYHRERKFEE (AWS CLI)

EAWSCLI A |, Ef list-items @85

BIREE
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https://console.aws.amazon.com/mediastore/
https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

aws mediastore-data list-items --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --region us-west-2

AT g6l R ERE -
{
"Items": [
{

"ContentType": "image/jpeg",
"LastModified": 1563571859.379,

"Name": "filename.jpg",
"Type": "OBJECT",
"ETag":

"543ab2labcdla234abl23456ala2bl12345abl2abcl2al234abcla2bcl2345a12",
"ContentLength": 3784

3,
{
"Type": "FOLDER",
"Name": "ExamplelLiveDemo"
}
]
}
® Note

¥ seconds_since_create RAIRHNYH LRSI ESTE list-items EER,

EERAREERRFHYHRENRKBE (AWS CLI)
« TEAWSCLIH, A list-items 8% , YEFRNERISHEENERRER -

aws mediastore-data list-items --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path /folder_name --
region us-west-2

LT €@ RERE :

BIREE 55



AWS T % MediaStore EREER

"Items": [

{
"Type": "FOLDER",
"Name": "folder_1"

"LastModified": 1563571940.861,

"ContentLength": 2307346,

"Name": "filel234.jpg",

"ETag":
"111ala22222alala222abc333a444444b55ab1111ab2222222222ab333333a2b",

"ContentType": "image/jpeg",

"Type": "OBJECT"

(@ Note
¥ seconds_since_create RAIRRFNYMHTIEEZEE list-items EER,

WAV E A

LEBIETE , AWS TEMediaStoreEF R —LFMEEF , HlAEk B, ABFKRE. ETag (ERE
B) MABERE, s27THRIAERAYHENHEER  F2E8MediaStoref2 HTTP RREVEI BB,

EEZRAMHNFRER (E£8)

1. BRMediaStoreE 2 & https://console.aws.amazon.com/mediastore/,

2. 7E Containers (R8f) EE L , BEEEEMERGZYHNERSRENEHE,
3. NMREBEMBENYHREREERKP  FREZRFEERNKRER K BEINEFIEMHERL,
4, EEYHEHNER.

AMEFAREMRBEIHR YR RN MEEER,

EERGYHNFHEER (AWS CLI)

- TEAWSCLI®# , £/ describe-object &% :

BEMHRRES 56


https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

aws mediastore-data describe-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path /folder_name/
filel234.jpg --region us-west-2

LT IR RERE :

"ContentType": "image/jpeg",

"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",

"ContentLength": "2307346",

"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeestdd89ff7f555555555555da6d3"

TEHF

R

Ch

ALERAEERARTEHY4. EATER AWS CLI RTH—E¥#4 , IRETIDHFN -0,

HE NEYMH (FEE)

1. BIRMediaStoreE£12 & https://console.aws.amazon.com/mediastore/o

2. 1£ Containers (A8 HE L , EEELMETHZYHNBENERE,

3. MRLRETHNYHREEBAERRY  FREZZEENRERE , EXEFIZPHA/L,
4. BEYHNER,

5. 7 Object details (¥I#F##EF) EE L , i#{Z Download (T &),

EETHYH (AWS CLI)

£ AWS CLI # , £/ get-object % :

aws mediastore-data get-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path=/folder_name/
README .md README.md --region us-west-2

UTspIERERE :

"ContentLength": "2307346",

T 57
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AWS T % MediaStore EREER

"ContentType": "image/jpeg",

"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",

"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeestdd89ff7f555555555555da6d3",
"StatusCode": 200

HE NEYHER—EB2 (AWS CLI)

- FEAWSCLI # , £/ get-object &% , ¥ EEHE,

aws mediastore-data get-object --endpoint https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path /folder_name/
README .md --range="bytes=0-100" README2.md --region us-west-2

AT gl R EEE -

"StatusCode": 206,

"ContentRange": "bytes 0-100/2307346",

"ContentLength": "101",

"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",

"ContentType": "image/jpeg",

"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeeestdd89ff7f555555555555da6d3"

il B 40 4%

AWS ElementalMediaStorei2 it 7 B2 MR WA T EIRE :

- MBRERI. BEINER.
- BEAHEA-RMBRAF[ANFTENG. RALEFER AP I | AU IRE—i API A,

- FEYHESEHEE , MEEYHEIREFEHRMERY 4. BEFEINEM.

il B 40

BRI LAMER EZE AT AWS CLI RERIMBRM 4, E , SR EYHERBREE  EUHETR
FPNEEFZRHREBRBRYG  EZERUAMBRKBRANAE Y4+

I B 44 58



AWS T % MediaStore EREER

® Note

B IS BRE R IR Y — Y4B | AWS ElementalMediaStore ® B B il Bk it 2 8 58 LA R (AT £
ZERRLEBHNZERK, i, BEBREE—EBTFEEMER. 5 premium WERK | B
HPBE—EEAH canada WFERRK, canada TERKXBZE—EEE mlaw.ts HER,
MR EMERER mlaw. ts , BIFREERERFMER premium M canada ERRK,

ETMBRAE (THEE)

1. PBIRMediaStore£12 & https://console.aws.amazon.com/mediastore/o

£ Containers (A85) EH L , BEEREEMBRZUMHNERZERE,
MREEEMBRHYERERBER RS , FREZZENRER , EFEFIZMGA L,
EEYGERAEAINEE,

i#1Z Delete ().

o M w0 b

= EMBRYWH (AWS CLI)

£ AWS CLI # , £ delete-object i H,

g4 -

aws mediastore-data --region us-west-2 delete-object --endpoint=https://
aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com --path=/folder_name/
README . md

e HREELEE,

=3
B

o

LEZERER  URRREFERRANAEYNG. RE , S EYHLEREREE , EUHRE
FEBRREFENREBMERYA , &G LUE R MR 4o

Het
I}

2)
E(A\)Y

H

B oX
| =

>
~

/

1
Aer (EEA)

it
He
%

1. BRAMediaStoreE 2 & https://console.aws.amazon.com/mediastore/,
2. 1£ Containers (B8 HEH L , AR ESTHNRBBRIERE,

BERER 59


https://console.aws.amazon.com/mediastore/
https://console.aws.amazon.com/mediastore/

AWS T3 MediaStore EREEmR
3. iEIF Empty container (FZ=& ). EHEEFRAS,
4., ENFHUDP@ARSEBURRLEZTEZENERS  RAREEZRQ,
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AWS T % MediaStore EREER

AWSITEZ 4L MediaStore

BEimEE AWS BRENELR. FHAWS BF | B LURERPONBEBEETER K SLEREBR
AT REHZEHERBBNEABNERMEEN.

ZERMEZBENHBEE AWS MR, AFSEREKEERATRNEZEENERTHLZEM

- TiRNL LY — AWS EEREETHERIRE AWS TS AWS Ei%. AWS BAGERMHATUL
2FERANEKRE. F=ZFEZESTEHIRNBIRMAZTEHENENRM , EA AWS 5558 . BE
B E AR AWS Elemental 894 #7558 MediaStore , 5528 AWS SR TEISSE AN RS -

- ERFHREM — BHNEFTEURN AWS BERANRYE, CHULAHHEGREEE  SFERHH
ZiE, BRFNERNBRERENER,.

A3 A4 A 15 By R BR AR A E E AR E A LB EEERE MediaStore, T 5| ERE R B WA E MediaStore
LRER2MESHAMEE. CEXSSBMMEAHEM AWS HBEE =M RE MediaStore EIRHI AR
%o

FHE

« AWSTTE PR ERRE MediaStore

- AWSJ TEH] Identity and Access Management MediaStore

- BEEAMEIE AWS Elemental MediaStore

- AWSTEHERMEFE MediaStore

« AWSTEH E]H MediaStore

- AWSTEHERR LS MediaStore

- FERBEREEEREA

AWS T EZ A E B {RE MediaStore

FrEAtE AWS HESTEEBEAR AWS Elemental R ERRE MediaStore, MMAREEFHR , AWS
EERBETHENSIREBEE AWS Eik, SESTHSHIETHERER INABHZS
B, ZtuMEEE AWS R REAN. NEERERNRBAENGFRERN  F2RENBALEFAQ,
MEBUNERMREWMERER , F2H AWS HESEEENGDPRERE X E AWS Z£EEE,

ERRE 51


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS T % MediaStore EREER

HREBFRBEN , RPBBEETRE AWS tRF RIFWEZEEEIAF AWS IAM Identity Center %
AWS Identity and Access Management (IAM), flt—R K SEFEHEBR B ESRETKETHERR
NEANHET, REEEELREATIHARNREESR

- HEERFERZEZEZRE (MFA),
« EFSSL/TLSEZEE AWS WER., BRMFE TLS 1.2 WHERE TLS 1.3,

« FREAPIFEREEEFCEE AWS CloudTrail, HEAER CloudTrail EBFETHIENAFEEEEF AWS
B , B2 B CloudTrail 24 AWS CloudTrail A FER.

- EF AWS MEBRRAR , UREPHAERFE LS AWS IR,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MRBEFHEREE FIPS 140-3 BBV INEE R AWS BBIET TN ENAPIEAFIPSIHE, NFE
REATAFIPSIMHFHAER , FESRBAEFREFRZE (FIPS) 140-3,

BB ESLEUIEREFNETBH L SREIHBET , REEBIBEABANFER
fud | PlmEBWIAL, ESTFEELFEA MediaStore HEAL TR AWS BRI ARG AAPI, AWS
CLI, 2t AWS SDKs, ZEEBHEABAXNFRUPBWANTAERRATRARTESRZEBF. W
RERHBURLIGN AR , BMBANEBETEET L ERETEH , URLURREHZARBNE
Ko

ERmeE

MediaStore I #E RIZ%E AES -256 EE B BERF[ANYH, RMEZRLBBUTHXNEH
MediaStore R{R & &M B -

s BURBRAEHZABF[AIMEERRNYHNFEER, MFEFHMEN , 552 Bthe section
called “BeRHEER",

- BYBRFERHLA (CORS) BUR , EREZE i RFHE RIFFEUER MediaStore BiR. £

CORS , BALLAHFRA —ERENAFiK Web ERAERRBETRBEINERES, MEFHME
# , 72 Rthe section called “CORS B¥%,

AWSJTEH Identity and Access Management MediaStore

ERmE 62


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

AWS T % MediaStore EREER

AWS Identity and Access Management (IAM) 2 —1{& AWS R#% BB RFEE & R iR HFE AWS
NWER., IAMERESZGIRER SIBRE (B8 ) NRE ( FER ) £A MediaStore &R, IAMZ—1{E
AWS % B AER | EBFENEA,

&

/i

- FRASTBE

- FABGREEFIVE

- AWSJTE 31 MediaStore fAIEF IAM

- ERSHNER S5 RK RS AWS MediaStore
- AWSJT 3 MediaStore % 5! 82 17 B &% H k7

cZhes

& A AWS Identity and Access Management ( IAM ) 86/ FE , EREUAREEHETHNT
YE MediaStore.

REFERE — MEEEA MediaStore [REETITE , BITEESAFRIBEMAENIENER, B7
FFE % MediaStore ThHRER TR TER , LUt EEHMER, THRENFTNERS A THENED
EEEEREEMNET., NREEFETES MediaStore , 552 BAWSTE MediaStore 33 BB 17
EY5E B HE R

REEEE — MREEEF /T MediaStore BIR , B 8EEH TE M FHUE MediaStore, RELEH
IR Al & FERX IZ EU R LE MediaStore IAERIER2EMN IE, A& , BMLERIAMERERRRHER ,
THEFREEAEZNER. REGER LNED , UBRENERBSIAM, EERABRBFSE LT NM
IAM#Z 2 i F§ MediaStore , 52 BIAWS T & 20 MediaStore A IAM,

IAMRKEEEE — NRERIAVRKEES S EBANARERIREEFIENZEAEA
MediaStore, & ZE#EJE R {FEH MediaStore I BI R R BIEHIIAM , 52, ERAEHNEREH
B 8% =] AWS MediaStore

£ & 2B

BB REEANAER AWS FRIEN S HERE, X ERLBHRFT (B A AWS) EA AWS tRERERA
E  LWIAMERE G2 HBEIAMAE,

BRI LB A AWS FRER S 2 BB RFIRENZBRABS F 2R El. AWS IAM Identity Center
(IAMB BRI EAE, BLATMNE—ZEARE , LREM Google = Facebook FRFEE S &

W 63



AWS T % MediaStore EREER

DHEBINES, EEUREBESSEAE , ENEEEENEEAIAVAGRERS S SEE . EEFW
AWS BBEABS K SBRERET-EAE.

RIBENFEREER | EA L% A AWS Management Console 5, AWS ZERA O#E, MEZE AN
HHEFA AWS | B2 IAEAEH AWS 1RF FH AWS 2 A AFfERE.

MRIEHE AWS wIEF N, AWS RUEHKBFRBEH (SDK) Mas T FINE (CLI) , SAUE R EEIEEE
BIHmESNEBENER, MRRTFEAAWS ITE | EXEABCHERR. WEFRARBRN S EE
THEBERNFHMERNR , F2REZF AWS APl (IAMA FIER) FEIFER.

EREERAMNESPRES L, BT ERHEBINZEHERA, il AWS BEREFEASEE
BT (MFA) RIEBMREN L. ETHREZER , F2ATNZRES HEE AWS IAM Identity
Center HFEEMERAZEES HEF (MFA) AWS (f£ IAM R &R T)

AWS tRF BRERE

ERAIE—E AWS 1RFE , fgit—BEETEFIERNEAS 2K AWS BRI MikFHHE

o EfES MR AWS IRF root A E |, WEBEASARBILIRFNEFEHABUFNEBTEA

REN. BARBETEURCEAEREAREH. REEHREAERR  LERARYITREER

REAEHTNES. UFFTEL root EFAES S B ANTEIHERE | F2H (ERAKEM) $1
(FBE root EAERFENIAMIAE)

Bee D

BREFELIRERAEFRE (SREEEEEFIENSERSE) FAEG /R BIRMAE N EBERF
AWS R &BiB i A iR R

BMEBsRREBLECAEBSENERE. Web BB ME. AWS Directory Service, & 75
Bl OB SR ERNEMERE AWS R FHER S 2 EBIRRIRHNZEE, RES 5 FHE AWS
RE , IR EAE  YEAGRERERR

HREFXENER , RPEZREFEH AWS IAM Identity Center, & T LATE IAM Identity Center %2
MEAENEE , R ERYERSEEELRECE 2 BEARRPH — AR ENREE , UEEEWFT
BEEDBAIREFRER AWS 1RFE MERAREF. MEIAME2EBFONEBENR , F2BIAME R+
O RATE ? £ AWS IAM Identity Center Fi B85/,

IAM £ & F B+ 4

EIAMAERENE D AWS IRF ERE-ASFEARANBERR, EURNERT , BAIEEE
MBEEEAER K MAZEBRVEERPRE HIUBHNEFRTR) NIAMERE, 1B , IRENE

ERIDBE 64


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html

AWS T % MediaStore EREER

EEARGFTECAAMENRFRR  ERLHNREFNER. NFHRER , F20 (ERAKER) +
B TAMESSmREFIRER, UREEERFEENEAREN,

IAMBHERIECIAMEREEEN S OB, BEZUBESPEE, EUUERABEAR-—TASZEE
AEETEHT, BETEEEAEFRAESNTNEFEBEABRS. Hlln , BAEHE—ERANWE
# , IAMAdmins YR EEZ B EEEIAME R R,

ERERACGTEH, FRERGRE-ASIEAEXRIRE K BACGHNENREHEARZEENA
BNE. EREHEKANKRYER K EBACERHERERE. ETHESZER A F2H (AMAFE
M) PREIZAE (MTEAS ) NIAMERE.

IAM& &

IAMEBRZHN G AWS IRF EEREER. CEURAIAME | BFESEA SR, SlE
R ERIAMA & AWS Management Console BB A€, BULUEBHAMA —EAE AWS CLI 5
AWS APIRESEIBEA BERURL, MEEBERAACHTENFEENR , F260 (EHER) T8

IAM (ERIAMAE) .

IAMEERBRBNAGETIBRTRER :

- BEBSFEAEFN — UFEOBESEPERSTT , FEIAG , TAACBGERITT. EHSEIHE
TEIEER RS/ LHEACEVENE YR THAGERNT T, NEHSACHMEREN ,
B2 (EAER) P (BUE=F S8 FEHAVENAR) . MREEHRIAME 25+
O, IEEREERE. ATEFSBIEZTUFERPAIAME |, IAMIdentity Center EASHERE
R A CHER, WEEEEREENEF , 5528 AWS IAM Identity Center A F 18R,

- FRIAMERERER — IAM EFAERACTUBREREBAMAE , EREESISEIENTREER,

- BIRFFER — S FERIAMAC AT TERFPHEBA (ZEENER) FEERFPHER.
AEERFERFEIENETEAR, B2, % AWS R , BULUERIREZM MEIER (M
TREAAGERRE )., EEERBEIRFENACHEIUERAERNERCEANEZER , F2H

C(QAMBERTER) IAMFE (BIRFEREFED .

- BRI — — AWS RIS ERAEMTAITHEE AWS RIS, N, EEERBPEBITEERN , &
R B EEE Amazon PR TEAREREC2H YW HFMTE Amazon S3 ., R TJeE2 AW E
BT, FARKACRFERRKERAGRIITIIEE,

- BEFIMITEMRE (FAS) — ERERERIAMES A EHTEER AWS , BREARK. £AX
LR , SRS UTEBARE  EMETRREPHRE S —BEEF. FASERERBIFIM AWS
R , FEFER AWS BR# @ THERBIEEFER. FASREERBRIFTEREMATBNGES
T EREFER AWS i HBZANER, ERERAT , ELAETYTEMEEFEIFF .
BERHFASFE R REFEEE  F2RERTBERE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

AWS T % MediaStore EREER

- BBAE — BBEAAVERBBAREGHTEENSE., IAMEESWUREPEM, E3MMER
BRFEABIAM, MFEFMER , F2RELAGUEERERIG AWS R (£ IAM EREERET)

- BRERAE — REERACRERE AWS . BRETUNEAGAREHTEE. REE
HAGEETELN AWS IRF YHEKES. IAMEESALURE (BELRERBEESE)
HYHERR o

« ¥ Amazon L#THIEAER EC2 — B MEAIAMB EREEEHTER LEC2HMITERIFAIE
AR EREAER AWS CLI X AWS APIFER, ELLEEC2HTERPREFFIE/ETEL
BEEKAWS EC2HTERNAGYRTCAHREMBERARIAMER , BB EREHTERA
HITERRER. FTEBREELTSAE  IRYTEEB LEC2ZHTHEANEGERFEAER, W
waMER  F2REAERETNEAIAME BT AT REHE Amazon EC2 #HTEE EHITHIE
IAMARER,

ETHRRACERAAMARERRAIAMFE , F2R (AFER) 71 "IAMEIZIAMA G EE (AR
Fﬁﬁ ! d o

EABRREEFEUE

BN LA R HI1EEL AWS BHEMN RN A HKME AWS BHRER. RAIZFHYH AWS EEEE
DEARE RN K SERHEER, AWS EXSHE (FAE. root FAEHAGIERR) B
HERE , FMHELRA, BRPWFTRERBATIIERHER. ASEXRBHEFE AWS EA
JSONX #, MEFRRISONRBI X HEBMABTHFEMEER , 528 (AMERER) PHEEE
&, JSON

ERE A LMER AWS JSONKES , AREEH#HAIUERAERR, tRER  WEEZBETEERGT
A A EE R IT L BIF,

HEREBERT , ERENACREFT. EEREEAEHMRERNTEENER , I\MEESLE
VIAMEH, A% K RREBRSTLEIAMRAHEEAE  £AETUREELAE,

IAMIRR|EESZEENER , TRERARMITEENSZAM, Hlm , BREREE—RBAF
iam:GetRole BMEMV R, EBXKREEH & A LAHE AWS Management Console , 8 AWS CLI ,
5 AWS API.

B oBHE

L& 5B R AERNFRRETAMMNES 2 BB (FIHERE, FRIAMERERAE) WISONER
RIS, BEBUR RS & 2 EARBRNG T ML RBTHLEEE, BEERABNTRIS 5B
BAERNEKR  F280 (AMERER) $H (BILIAMER) .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS T % MediaStore EREER

BOBEBRATE-SOERARBRIAZERR, ARBRESEZARINE—FEHE, FEIEE,

TEENKBERUXRE  SUSENNIENSEERE, FANAE AWSIRF, ZERXRT
EAWS SEENHENEFEENER, EETHRINAEZERBIARRE < BETEE K F2
B (AMBER F) FHY "EXERBMARER 2 BETERE, .

BEREHR

LERAEMRNISONKE ZIEM MEBRNBER M, NEFRAERNBEREHNTEAMBEEER

M Amazon S3 EFEEX., EXEERERRNBRES , BREEESTUERACHREGEEE
BERNFEER. HRMNBERNER , BREEREEN T8 W UERERATHBEAREMER
HTHTNEE, ELAEEREBRIEETE, T2HEETVUGERS. €A%, A, AEER
E AWS BR75.

ERAEPRBRVAKREFHABRBEK. (RTREEM AWS EUERAERIREBIAMAP ZEENE
B

TFHZ 7B E (ACLs)

TFEUZHIEE (ACLs) 2HPLEESRE (IRFKE, FRERAE) EAFNERNVER. ACLsELL
RUERAEBRVEE , AT ERISONBERIFER.

Amazon S3 , AWS WAF#HI Amazon VPC X MR Bl FACLs, BEEE—F T HACLs , 7
Amazon BERTFREFZABIEETHNEFEEURHIEE (ACL) B8,

HtBeREE
AWS X RHMBAERNREAEE, SERRBETRERE RBRREER FENGKKFFT,

&

B

- ERAR — BRARE—HEMIIE , BUUERPREUNS DB AERNFR TREGIAME
B (AMERERA ) NEAER. EUTNAERREHFIRR. MEENFITERERNS 2EYK
RMEFFARRHIRE, % Principal MUFEEEAERNACHNEREBRATEZIFFAR
RIRH . FTREEBRTHNAREENRSERX AN, NEFBERARNFMAES  F2EH (AM
EFAER) PRIAMERER AR,

« FRIFIEFIKREE ( SCPs ) — SCPs RIEEHABUEME (OU ) M AERAIISONKEE AWS
Organizations. AWS Organizations  — AR S ENEPERZERBE AWS 1RF B EXEEE.,
MRERABEEBPNAEYEE , AT SUEIRBEFIKEE (SCPs) ERZENEMHFTEIRSE. SCP
PREIKERFPFERNWER , @ESE AWS IRFRBRFERE, WFEER Organizations HYFFHIHEFA
SCPs , &2 AR #5475 | E Bl AWS Organizations Fl F5R.

- THERBBE - TERBRBER —BEEEX , Sl EEBREE N AR ACKBEER
ENETRTHEERE  FRASEEER. MELETFEMERNFTEREAENACHN ST EBEERNTE
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AWS T % MediaStore EREER

PEERBURMI RS, FFAHRAIURAEREHK, AMEEEBRRTNAREEHRSERX AN, WFEHF
WMER , F2H (AMERER) PR TEREEFEAL

ZRBREE

HEERRERERIF
EES R ZEFRRAEEE

AWS 5T & 0 MediaStore {al{#/H 1AM

EZEBIAMRE R FZHUE 2 81 MediaStore , 58 5L IAMIhBE AT #E B £ MediaStore,

R, HERTEANGTAISEREM,. EMBELIER, =EEMEMNMTAWS R
REAENRFER , F2H8 (AMERER) P "FERIFHMEEE, .

IAMAE 7] LLEEAWS T & — &2 £ FA 19 Zh BE MediaStore

IAM4EE MediaStore 3z #F
55 BHE 2
HRABE =
BRBE =
BRER =
BRI R 8 (RIRE) =
ACLs a
ABAC (58 o 9 2 1]) %)
B 5 B =
Ed il 2
BEAES =
RBEEAG &

EE B A LA MediaStore REMMN F B IRRE AWS RIGE AR KZSEHIAMINEE |, F28 AWS (IAM
FEREER) IAMPEANRE.
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AWS T % MediaStore EREER

LB 9B AEERN FE Bl MediaStore

XESOBEBEK: B

UE DR AERNRERETIUMMES DA (FIMERE, ERIAMERFARA®) WISONER
RS, BEBRTES S 5 E[AERG TR BLEERATHLEBF, BEERBUNAEMLE 5 H
BAERNKE  F28H (AMERERM) P (BIIAMER) .

ERAIAME 2@ B A ERE K |, A EEARIEBNEENER , AR AFFHIEBE K
o EEEEFIERRPEEIR K RAESEAZEENERENAR, BEBEBITEISONKE
RERNFAETE  F2H (ERIAMEER) PHIAMISONEKE TEZSEZER.

LB 53R AERAN R B 5) MediaStore

& EMALL MediaStore 0 AEBNRAES |, 5208, ERSHNERS KRR RG] AWS
MediaStore

LLERAERIBUER MediaStore

3

XEUNERAERNEE : B

LERABEMRNISONKE ZIEM MEBRNBER M4, NEFRAERNBREAHTEAMBEEER

M Amazon S3 REFEEX. AXEERERRNBRES , BREEESTUERACAHREGEEE
BERNFEER. HRMNBERNER , BREEREEN T8 W UERERATHBEAREMER
HTHTNEE, ELAEEREBRIEETE, T2HEETVUGTERF, €A%, A, AEER
E AWS BR75.

HEMABIRFEFERN , £AUENERAERNRBEPIEE —BHS@ERF FHY—ERZERS P
IAMEREATER. MEBRFIREEREBER K RRBUGEFEGN —¥, EXSRERERF
I AWS tRF , ZEERFHFHIAMVEES X AREISRERR (EAENAC) FIERNE
[R. HEBRS D EBRERIBERRRENT, T8, IREFERXSAMEERIKRFANEIRRETF
W, ERRAREENANSDEBER. NHEFREF , F20R (AMERERE) IAMTH (BIRIEER
ZHO -

(® Note

MediaStore th X ERRRA K ELBREEMLEEIDRERR (RF. £HE. AGNEEME
RE) TUHARHTEE. NEFHER , FB2REEHBE
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AWS T % MediaStore EREER

K R B 4E MediaStore
TEEEHE: 2

EESWLER AWS JSONSKE: , AREE#HAUERMAERT, tRIER , BEERBETERET
A AT R E R T IR B

JSONZKEAction MR T AT AR R A RIEE R P FER BE. REBFRREEHNERE
FE AWS APIRME, B—LEHINER | HlaR BIEEAPIRENERERVEF, A - EERFE
BERPNZEREFE, ELBANBFERAMKEIF,

BREERBERR TFUTHBBBENFTT.

£ EEEF MediaStore EXEE |, S BRETZESE MediaStoreF HH AWS Elemental E&E/EZ,

F Y SR B ENETE ED 4 2 B MediaStore £/ T3 a1ER :

mediastore
FEEE-RAXHEEZHEEE , FAERS R,
"Action": [
"mediastore:actionl",

"mediastore:action2"

]

EEMARLL MediaStore 0 AERNW RIS  F2B. ERFHHNERSHEREE RG] AWS
MediaStore

KR &R MediaStore
TEBERER: 2

ERE A LMER AWS JSONKES , AREEH#HAIUERABERR, tRER  BEZEBESTEERGT
A AT BEEIRB TR B,

ResourceJSONREITZEIEEEEAIMEN —HZEYH. RIRRXNXEEZE Resource I
NotResource ;tH, RIEMEZE2EAHE Amazon EREHE (ARN) IEEER. B SrHXBEEE
FRERENEE BAERBRFT) HKiEEM.
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HRAZRERBERFTINEME (PIFIHRE) , FEABAFER () RRTRAXBRARAEER.

"Resource": "*"

ZEEFE MediaStore ERAER HEFEARNs |, F2 B REZESE MediaStoreF HH AWS Elemental
EENER, EERBEULSHHSEEREEARNMLE/E , F2EAAWSTEEENEE
MediaStore,

MediaStore R EREBT L TRZAARN :

arn:${Partition}:mediastore:${Region}:${Account}:container/${containerName}

MEEBNE XM ETARNs |, 5528 Amazon EREE T (ARNs) M AWS RIEH A 2=/,

Bl BEERRKXFIEEAwardsShowR s |, SFEA T SARN :

"Resource": "arn:aws:mediastore:us-east-1:111122223333:container/AwardsShow"

B BUR R4+ 3R 5| 88 MediaStore
TERBEEBXREHEE 2

EESWLER AWS JSONKE: , AREE#HAUERTEARAT, tRIER , BEERETERET
A AT EE R AIT L BIF,

Condition jt# (8 Condition [Ei#R) AIEGIEEERAX LR R, Condition TERERAE
B, BUUBRNFEAREEE FHRGEER BINERFIR) , REHBE PN EENBERPHE,

MREE—EFEIPEESZMEConditiontdkE , HEEMEConditionTEFEES [ , AWS EH
BEANDIRIEFIEEM. WRELKEBRGREESEE , AWS ERAEBOREFE R MRS, LA
BFEGRE , TEREFRXVFFT,

AL EEEREREAAZVEEY, fl  REEIAMERERBERERE , S LlEE
IAMEREEZRERNVER, WFFMAER , 520 (AMERERE) PHIAMBE TER | BE5FE
%O

%

AWS X E£ERH ERABBBIERMH IR, BEEF LI AWS 2HKMHFREIE , F2HE
AWS (IAMERTER) RV EBIRA TR EBET .
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AWS T % MediaStore EREER

HEEEF MediaStore R4 REIRBBFE | F2RRKIRESE MediaStore AWSElemental i
fREZ= B8, %E%‘ﬁﬂ"‘—ﬂ«/{ﬁﬁﬁﬂ%#?ﬁﬁlfﬂﬂ’ﬁbﬂzﬁﬁﬁ ;528 AWSElemental E&MENE
MediaStore,

ZEZMARLL MediaStore 0 AERNWFERIES | F2B, ERSHHNER S HEREE RG] AWS
MediaStore

ACLs7E MediaStore
F3#ACLs : &

FEUEFIEE (ACLs) 2HMEEBRE (IRFKE, FHERNAR) ERFNERNER. ACLsEL
RUERAERVRE , BATFTERISONBERAHER,

ABACEE MediaStore
¥ # ABAC (REEHRIER): o

UEBHEAERFEUES (ABAC) R—EREXRE , TRIZBMEERER, In(A) AWS , ELBMHRE

AEE. ELUSEBRMMBIAMER (EFREHAG) URFZER AWS WER. RERNERE
KI5 —FABAC. R& , BT LRFTABACKE , LEEFSRENEREMMNELTINER LAE

BT RS,

ABACTERERRMNRFEFREEY , YHAPYRRERSFSEENER.

MERBERILHIZE , FEFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 &5 , TERNVEETESD , REEREA.

NMRBHEXESEEREEN LB =ERG SR ABEZBBEMS , EA Yes, IRBBEIBERLE
REEN =@ k4 iR , RIEA Partial.

WMEBEBHFMERABAC , F2RMTERABAC? & (IAMEAEER) ¥, RERGISRESR
KB Z2EREABAC , FF2H (ERERE) PH (EANBMAERENFEUES] (ABAC) IAM )

£ A iR iE 2 A &% MediaStore
TEREEER . =2

—t AWS BRI ERRHERRRHTRER. HHEMBES  QEMLE AWS R EAKREER
ESE AWS RE £ (AMEEEERE) IAMBEA,
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AWS T % MediaStore EREER

BEEFERARIEEAER (MREEA AWS Management Console AR T FHE B BMNZE 2/
5% Bl , EEFHE AWS FAEBNRMNE—&A (SSO) B , ZEFEEDHEIREEAE
¥, BREUERES P EATES , REVRACE CEHBBRYRRES. IEERYRAGHE
HEF , F2E (AMEREER) 1 (URIAE (EEE)

B LERAFHEEREEEE AWS CLI 5 AWS APl, R#%& , o LMEHELEREE AL RKEFEH
AWS. AWS BZEZZLHEELRIBEEAER K MAREARNAFINESE, NEHMEEH K FSHEIAM,

1 5 IR 7 E BB #E R MediaStore
YEEFEFERI/ERE (FAS) : 2

ERERERAAMESAGHTENE AWS , EHAL/REK. EAXERER SR TEESD
£, EMETERBHREE S —EE1E. FASERAEZEFW AWS R , BEFR AWS RFK [ TR
BB R, FASREERBUIFERHMAEBNFERKETERHHFR AWS BH HEBZTHHE
Ho EWRBAT , ELAERTUTEMEBFENFTT. ARRHFASHERFNRBEFMES K F2HRE
BB ERE,

MediaStore KR A&

xERBA® &

BHEAGRBRBREAREMTHENAMEE, IAMEERESTURPENL, ERNMERRESE
IAM, MFEFHMAEF , F2EELACEEREIREG AWS R (£ IAM EREEREF)

/A Warning

BT REL R TAEE B MediaStore ThaE, RAE T MediaStore 1R415 5| = iR EE RIS
A,

BR 5 E 4% A 8 MediaStore
YTERKEZAR . &

BHRELFAGRE-—ERBACEE  EEE AWS BH. BRBETUMEAGAREATIE. REE
RACEETRELN AWS IRF YHEK#ES. AMEESTUME (BELFEREERAR) HE
PR o

NEEBVREERBERACHNFMENR , F2H AWS B2 SENRBIAM, EREPSERERE , &
FEERBEEACRTHN Yes, BERER , UREKBRBENREER BB,
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AWS T % MediaStore EREER

HER B HHER S 48 KL ~F AWS MediaStore

K%, FAENACKEREYSHIEN MediaStore B RIVER . 1 th EEBITERER AWS
Management Console, AWS Command Line Interface (AWS CLI) , 5t AWS APl, ZEZEFREY
FREERHATEENER , IAMEEESTUEIIAMER, RE , REEEETLUSIAMERERFIEEA
&, FRETURTELAR,

& SRR AR G0 RIS L 8 I SR R SCAF SRR ST BUAM S 2 B A B JSONEKRE |, SR EAIER T
Y IAMEE ST IAM ZE B

NEEEAMER 2 BEREERERNFMEN MediaStore , BIEFARNSERERWKN , FSER
KRS E MediaStored AWS Elemental FEIE, BERFGMGRSIE,

e

- BRBEEK

. 5 MediaStore 24

- AEAERGEMMBECSHET

HRREER

UESEAAERNBEREREZEAREBALUEY. FIIMERERSE DK MediaStore EiR, EL
BERREEBEEREAR AWS IRE, BUSGEUSEAERNEFELR  FEBETHELFE
=

. BIAMEA AWS SEEALHESERRERLE — 2TEAERERAENTESRNER B
A AWS EERH L% REARMREN SERER, HMALTANAWS EF. RARHCIBES
itk — S HOEAER AWS SHEENERRABENESEERE, NEXEER  BFSWAWS
SEBWEMRAWS (EAEEE) P TABMENAMERER,

. ERBEREEEE — S0 RARERRE  AMRBENT TERENEE, SERLEN
FANEBERERE T TS EERERNEE  SeBEAREREST, NEENEAERR
RIAMMEEHAER | 28 (EREE) AMHHIAM (EREER) .

o {FAIAMEKRE R IREE— S REFE — S E R P EEE | UIRSIYESENERNFE.
flan , BRI AREBRGE , UEEXEFRABERMBEERSSL, MRRKEERERFIEFAK
| &t ] LAGE R R IR ER Y IR IS B E RV IR BB AWS BRE , fl70 , AWS CloudFormation, Ml
EEHMEEA , F2E (AMERER) FHIAMISONEKRE TR - K.

£/ IAM Access Analyzer B EENRIAMA| , UKL 2 MR ER — IAM Access Analyzer
ERJIFONRENER , LEFRIERAMEREAFES (JSON) MIAMEREMZE. IAMAccess
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AWS T % MediaStore EREER

Analyzer 12818 100 EBRRAIMENM TN ES  HHERELZLATEEENFER, MEFMEE
nﬂ y nﬁ/ﬁ'AMﬁ'AMFﬁ;E@EPEIJﬁHy *ﬁ%ﬁﬁﬁ]%ﬁna‘o
- EEZEFEZRRT (MFA) — MR BN RGZEZEMFEIAMAEL root FHE AWS IRF | %ﬁmwau

BEREANZ 2N, FEEFUAPHERMFARERE , FERAPHTEMFARAE . MEFAER
28 (AMERTER) T < FREMFAZRERAPIFEL >,

MFEARFREEENFAEAIAM , F2EH (AMERERE) IAMFH "Z2MHEEE .

£ MediaStore ¥ &

HEFW AWS TE MediaStore 248 , (REER —HERERENER, ELERLARFESHMN
EE B MediaStore ERMNFMER AWS 1RF, MREBVHNUS BB AERNRAULFIFN &
RERERS  IRHAEINANAREAXRANER ERENHG) B

BAREHFERABITEFNEAE R RETESER AWS CLI 5L AWS APl, #its , RFFFE
FEMMERNITZAPHEEN B,

EEMRREABENA N AFERE MediaStore 24 |, 55EIRFF 0 MediaStore ConsoleAccessE
ReadOnly AWS HERMNERREL, WMEFMEN , B2 (EAER) iy GEEREZIAMEE
B&)

RFFERAERAMMAECSHEFT

e B MARYRA  BEAMAERERMNEECERAES BN ARMNZERRA, RS
EETELS LR EENER , IARERXRF I LR AWS CLI 5 AWS API.

%II

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

AWS Tt % MediaStore 3% 5l B2 17 BV 5k S HE 7

5 T~ 5 E A O 5 Bh & B2 T M AS 1E 5E F MBS ] BE = IE BV MediaStore & B REREIAM,

£

- REREHITRIENIIRE MediaStore

« BRREEEHIT iam : PassRole

- BEERIUANWA AWS 1RF BB MediaStore &R

RR2EHITRENEE MediaStore
MREBWRERS  SHERERESTEHE , EHOBERSEER , R EHTEHE,

EfffAmateojacksonAME ERFEAERARBIREBny -example-widget ERMEFFHER , B

REE®EMmediastore: GetWidge t BEREF | SE A T 5 HI5E 35,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
mediastore:GetWidget on resource: my-example-widget
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FEHRBERT , BAEH mateojackson EAENBR , AFFEMA mediastore: GetWidget BIERE
B my-example-widget BiR.

MREBEEWGE , FREEN AWS EEE, FHNEEESRHEENEXERE.
REBEEHIT iam : PassRole

MBBKEAREZESHITiam: PassRoleBMEMNEERAAL | BIMNBEEHENFRRAUARHFEKAREE
# MediaStore,

—& AWS ¥ TREKERALBEERRE  MIRLFTNREEACIBRBELAR, MEANT
ER |, BUARERACEREEXRBNFTT,

EZANERAIAMEZEnarymajorERFERAETRAHTHINEER K RERETHIEHEER
MediaStore, B2 , BIEBERBBEFREACE TN, Mary RESACEEEZRENTT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURAEEH , AT iam: PassRole Bk,
MRIGEERE) , BEEEHN AWS BEEE, FNEEERHENEERE.
REEBUABA AWS 1RF 55K E MediaStore ER

gAY —EAe , REMKRFPNEREREEBATHAESFIENE R, EUEEZE LT
EEEVHREZAR. SRXENERSERNBRIEFIUZFIEE (ACLs) VR , LA LIERMIE
ERRREASFNEERAER.

WMFE-FTH L F2EUTRE

- EEBRMERS MediaStore XIEIELINEE , FSBAWSTTE M MediaStore {AIEA 1AM,

- THRNARMAEEERNFEE AWS IRF Z8EN |, F2RAHMIAMER EREFEHE AWS IR
F #EIAMAFERERHEEN,

- BRENAKERTFIERMEE=S AWSIRF , F2RREMHFEUER AWS IRF HIAMAFIEEH
ME=HHE.

- EEBRBOMER S HBRRMUEFEEVE , F2E8 (EAER) PHREENIREFEHRAMENFE
E (BoBa).

- FERBRHEBIRFEFEEAACENERAERNBECENEZER |, F28 (ERIAMEE
) IAMAH (BiRFEERFED .
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B EEIE AWS Elemental MediaStore

AEFIRH DR EMELIR A Z BB B AWS Elemental MediaStore HRZ 2 HM ., MFEDECEMEIRAEE
& A MediaStore , s 32 BIAWS Elemental FHI EE3= FZE 2 MediaStore,

BB nEY  TRAMMNEENEEZEEKES AWS Elemental MediaStore F1EH AWS R
R, BEZMENFIEIR D WEEREIE AWS #RER | LUEERESHMERTUEERE AR,
AWS R EE T B RE IR IR MediaStore BRI [ fEBIE S 4,

Amazon CloudWatch %

A AR CloudWatch B RREFIEEHEANE—SE., MRIEEHBIEERE , BIg[E Amazon
SNS F s AWS Auto Scaling BUREXEH, CloudWatch BBASWAEE K RATCMERIEE
RRg, VERRECEBELHBFTAEENRERE , TFWUEE, WEFMEEHN  FSEEHER
CloudWatch,

AWS CloudTrail B3

CloudTrail RItEAE,. ANERAEMERZBENGEHE AWS IRER AWS Elemental
MediaStore, fEFAUEREA CloudTrail , 0] LAY ETR HHY ER MediaStore, IRHERM IP X
., REERNWAS, REERNER , ARHMFMAEH. WFEFHEER , F28£EH CloudTralil
FC8% APl Y,

AWS Trusted Advisor

Trusted Advisor RIFARBE T+ EAFMBINREER AWS BF, Trusted Advisor REZRHAWSIR
B L AREGEEMSRREHER  UH4ES. ASRETAENMEE , SRR I Z2tRE. £
B AWS ZEFE A LAFEREE "Trusted Advisory BE., BERESCEIEFRNEFATURIASE
Trusted Advisor #2,

WMEFMER , F2E AWS Trusted Advisor.

AWSTTE NS R MR MediaStore

ETHRES AWS B EREEZREBLENEER , F2H AWS BE EERTEHERN RAREE
BREBNSHE. WFE-MREFA , FSHEAWS S5:HE o

O LAERATERSE =5 IME AWS Artifact, IIEFHMER , F2E THEESE AWS Artifact.
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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BEERAKNSRET AWS BRI BURREERNBRE, BELANERER , UREREENE
Bo AWS RETFIERIAMBIEEER

- ZEMESHAMREAMIEE — ELNEEMIREEEE U RHETBEERENSB AWS &
BRZEMNERM,

 7£ Amazon Web Services F#{THIPAAZ £ B EREE — AERERB LR WMAIFEH AWS LLE
MJHIPAARFEERNWERRER.

@ Note
FREE AWS BR# HIPAARTE B, MEFEFMET , F2REHPAARREZEZER,

- AWS ERER — W THEBNIEMESUREEARENEENAEL,

- AWS EFEHIEE — ERERANAEERBRARNEIER, SLEREE T2 HNRENRE
AWS R SWEZELEE (BREEEABERELEEFE AR (NIST), I FEXLLELEZES
(PCI) MEIFRZE(BR () PHELZEEHIES], I1SO

- AR AFEEIR AWS Config B AB1ER — AWS Config REFFEENEREERSRS
REPER |, TEEAFER,

« AWS Security Hub— &8 AWS BR# R ELZ S HAREN S EMIR AWS, Security Hub fERZ £
EHEIRFEEN AWS ER , UREENERUERERERENEXEENTEERE. UEZENR
A EEE | 5526 Security Hub controls references

« Amazon GuardDuty-i& AWS fR#& RAIBEMNEE AWS IRFERREPWIRMNEZSES , Eit
ERT/EERE. BBNER, GuardDuty AJHBIZRESESHRMEER PCIDSS , flIFEHBES
FURBPIERPHARERIER,

« AWS Audit Manager— E18 AWS FR#§ B2 #5ER &% AWS FRA X TE{L R EER B IAREST
ERMERBEN X,

AWSITTEZ W& MediaStore

FRULE AWS £ REBZBRES AWS Bl NTAES. AWS B E4SAEEsBARENT
AEE  ELENEREEE SHEENSERENERER. SETAES , U URHRREY
ERARANENE  ETAESZHADEEBENTERETE. TAERNTRM, BEEITNR
RELH , OBE RS EERFONERERZIEES,

WFEBR AWS EiE MATRAESE , FF28 AWS £ RE/# R,
BRT AWS £IREM L4 MediaStore MU ZEURE , HYIEENEREREDNELFR,
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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AWS TTE W E B R LS MediaStore

EA—BFEE R , AWSElemental MediaStore Z ZI|{R3E AWS 2Kk L2, MEMHEAERN AWS
ZERBAMM AWS REEHERE | F2 AWS Eini s, TERFENAWS FRAERRELZ SN
BRIEMENIRE K F2RLTEMIAEPHNERZE AWS EEEFHES,

BER AWS B2 4MFRIAPIFEAL LLE MediaStore BHEKFZE, FHEHRMSEAXETIEE

- BlEL2M (TLS), HRMFJE TLS 1.2 AR TLS 1.3,

- EARERAIARE () WBREN , Sl ( EEREIE-HESPFS ) SIDHE ( #5E i #R%E TE JE- 5
W2 ). ECOHERARS (M Java 7 MEFMRAF)KZEEELEN,

A, BROACERFEREH ID NEAMERBHEBEBNORBEERERREE, NFEFAUFER AWS
Security Token Service (AWS STS) UEA BRERZ LRIV UEBE R,

b E R EEREA

BEREABEBRZ2MBEE , AP REUTHFEFTNERTURH ESESH TN ERANITXE
o In(A) AWS |, BRBER S SR ENEIBE, EEERS (FIURE) Wwils —ERE (K
WEOLARTS) By , AIREE B A BRER . TIURGF BB RERAEFT , AEFTERERFTIN AR
HEMEFNERRINEE, BTHLEEERR , AWS RENTEAMHYEEBER FERFFEIR
FHUER BRI £ RAEAN B RBHER,

RPEBREEREBPMEHaws : SourceArnHaws : SourceAccount BT RN R ZE 5|8 | LR
AWS Elemental #%E b R # MediaStore IR ERVER, MREBEE LT —EAERERREFH
FEREAES | RIFEGERA aws:SourceArn, MREEE RHFXIRE PN ERERRISFEHAEE |, 35

£ aws:SourceAccounto.

B LR BN EIRENRER S ERFEHaws : SourceArne B R# £ T B ETEARN
WER, MRETHEEFRARNNTERS , AELEEELEER , FHe-HRAN5
PTMERABAZFT (*) Waws :SourceArn2 AR FHRSIBEERF T () ARN, 4l
Wl : arn:aws:servicename:*:123456789012: *,

MR aws:SourceArnfEREEMRE ID (H1#0 Amazon S3 #1ZETE)ARN |, L AR EH £ EEER
BERMRRHIFFT

B {Eaws : SourceArnA 7B = E &M [EI1F FR 5 & MediaStore 4 CloudWatch C#kAVERE,
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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ERAEER

T 5| HFERINAE R FEHaws : SourceArnHaws : SourceAccount 1 E 4

MediaStore i %8 &8 &I &,

{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "servicename.amazonaws.com"
3,
"Action": "servicename:ActionName",
"Resource": [
"arn:aws:servicename:: :ResourceName/*"
1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:servicename:*:123456789012:*"
3,
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
}
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AWS Elemental FHYEf#= F#Z 5 MediaStore

EER R #EE AWS Elemental R EMMAWSHE R SR 2 oM, IFEMH. TFE M MediaStore FIMBEMNE
EIBE, AWSIEM 5B T B LIEEE MediaStore, TERASEIRMMEER | I B BB RIS E :

« AWS CloudTrail #EEUE AWS tRF 8 HRA KRB HEN AP FIUMMEESH Y EXCHERZEE
E MY Simple Storage Service (Amazon S3) @ 1FETEE. ] LAk H BRLE 5 A & MR B WA AWS,
B RIR IP it | ARFFINEERRE. WEFMER , FSE AWS CloudTrail FAEE
Mo

- Amazon €818 CloudWatchES 2 EWAWSE R , URBAWSE EHTHEAREN. BoLUKRER
EBHHERE, BUBTERIR , URREET , AR EESEEIREENRERBANERENE E, I
wm, BRI LAEA CloudWatch Bt CPU A& H b Amazon EC2 #TERER Y EFERH
BRI EFOBITER. WEFMEF , F28 Amazon CloudWatch £ &E1EFE.

« Amazon E CloudWatch vents Al {EA RREBHER , URBPAWSERZEWE S, AWSHRE—
IREEE LYW NSS4 BHRE E CloudWatch vents , BEERHERERE — o ERERMWERM,
CloudWatch Events M BB EHREEE K RALTUEELEHRER  MEEERESEH
BEREHEMAWSIRE ARG B BLEIMENR A, MEFHFMENR , 28 Amazon E CloudWatch vents
FEAEER.

« Amazon CloudWatch Logs Al & Amazon EC2 #1T{EEESE, R EFEURE Amazon EC2 #
1T{EB& CloudTrail , AR EHMHIFEMN Bi5EZR, CloudWatch B TEEIE AGERPNEN , &
EIRERMERBEHNEZ, CEAUEBAFERATEEEMAMNREZE. URFAENRA , F28
Amazon CloudWatch Logs f# f &/,

BT L ABREN X MediaStore #H#EERIEEN T SEZEMIELEEZNSRNE, EBE
LEREHNERE, ESNEHEER, S EARREESE AWS EBXEAMN AWS BIR, BIAFT
B AWS ERMWAENIRERE  UREERRESBLEHHEIRER,

&

- fFFH524 AWS Elemental MediaStore APl FEALAWS CloudTrail

« MediaStore f Fi 5z #5482 AWS Elemental CloudWatch

« 52 AWS Elemental MediaStore &R
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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£ FA524% AWS Elemental MediaStore APl FEILAWS CloudTrail

AWS Elemental MediaStore B8 &AWS CloudTrail , EEREAEREHRERAE. AEHPAWSHE
P EREN 2 ENERY FC 8% MediaStore, CloudTrail ##EX MediaStore £E4FH) APl FIU T & | BFERE
MediaStore £ &R | LA 3B ¥ MediaStore APl 2 HHERBRW, MREEEHRER , AT
# CloudTrail E4FER I ZE Amazon S3 EFETHE |, TIEMEH MediaStore, BIFERRFRERE ,
AT LLIEIR CloudTrail E#& Y Event history (EHE ) BRIAKT B4, B LR KEN
BHK CloudTrail ¥ BT iR A FHIEER MediaStore, IBHFERM IP ik, REBROBER, RHEBS
MEERE , UREMESHMER.

EEE—F 7 CloudTrail , @IEMMEREF T , 5828 (AWS CloudTrailfF & IER) o

=
« AWS F# 7t E MediaStore& & CloudTrail
- Ziffl : AWS Elemental MediaStore Hi5#E1E H

AWS F 8 T %E MediaStore & A CloudTrail

CloudTrail B8 E2EAWSIRFE , RREELNIRFHBA. AWS Elemental BEXBENSHED
B MediaStore , RAESHZTELEEZEH |, WiSHMAWSHRFE CloudTrailZE#528% 2] E vent
history (B# B L LK) BRI LURE, BEMTH AWS IRENEHMEHN. WEHMBEA K F2HEER
CloudTrail EHEREEHBIAEM.

MEZ AWS IRE P EEEITEHHEE (BS MediaStore WEH) , BEILER, BHESR
CloudTrail #% AFFERRTE Amazon S3 fE7FETHE. RIBFER  ECEEIRAERURER , BREE
REIFE AWS B, ZEMEHRKE AWS DEIEFFAERBNEHN , W AFERIFEEREE
M Amazon S3 EFETEE. LA, "‘—IJ«X_“""HMAWSHW% L — S5 R EE CloudTrail HEEH
FIRENSHER. WEFAENR A FSETIEE

- BIUERHBIE
» CloudTrail X EHREEES
X EH Amazon SNS &4 CloudTrail
R’ ZEEFEW CloudTrail BFER , UARRKEZEIRF W CloudTrail HFFER

AWS Elemental MediaStore X #E4% T JI#R/E5C 8 A CloudTrail BFEEREH -

* CreateContainer
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_CreateContainer.html
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* DeleteContainer

 DeleteContainerPolicy

* DeleteCorsPolicy

* DescribeContainer

 GetContainerPolicy

* GetCorsPolicy

e ListContainers

 PutContainerPolicy

* PutCorsPolicy

B-SSEMAREE NS ELFRENEA. FoEATHEEHE T5IEE !

- ZERREFEABFEREIEAERERE
- RUBERE  REFATHEACEBAG P HERAENHERLZEBE
- ZEKREREHS—TE AWS RFEEH

WEFMENR , 5526 CloudTrall FAEE D TE,

&35 : AWS Elemental MediaStore Hi51&1E H

EMtR—EHRE  EEEHUAFRERNEARNGELRIEEN Amazon S3 FEFETE. CloudTrail B
ERIE—EIZEAFEE. —ES4HATARRRENE—FR , XTEFRBE. FRHBHMN
R, FRSBEEEMA. CloudTrail BFERIIEMK AT API FFILEMR KAV HEBIER , HtTEU
S EIEREHR,

AT & 5IEERAY CloudTrail B3 E B € /R&CreateContaineri®fE :

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "ABCDEFGHIJKL123456789",
"arn": "arn:aws:iam::111122223333:user/testUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DeleteContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_API_DeleteCorsPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_DescribeContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_GetCorsPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_ListContainers.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutContainerPolicy.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_PutCorsPolicy.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"userName": "testUser",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-09T12:55:42Z"

}

},

"invokedBy": "signin.amazonaws.com"
},
"eventTime": "2018-07-09T12:56:547",
"eventSource": "mediastore.amazonaws.com",
"eventName": "CreateContainer",
"awsRegion": "ap-northeast-1",
"sourceIPAddress": "54.239.119.16",
"userAgent": "signin.amazonaws.com",

"requestParameters": {
"containerName": "TestContainer"
.
"responseElements": {
"container": {
"status": "CREATING",
"creationTime": "Jul 9, 2018 12:56:54 PM",
"name": " TestContainer ",
"aRN": "arn:aws:mediastore:ap-northeast-1:111122223333:container/

TestContainer"
}
I

"requestID":
"MNCTGH4HRQJ27GRMBVDPIVHEP4L02BN6MUVHBCPSHOAWNSOKSXC024B2UEOBBNDSDONRXTMFK3TOJ4G7AHWMEST ",

"eventID": "7085b140-fb2c-409b-a329-f567912d704c",
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"

MediaStore f# /A in B EE# AWS Elemental CloudWatch

& LA MediaStore /8 AWS Elemental B3 AWS Elemental CloudWatch , iE S UWE R B E R I H#E
ZERERIEK TEER, CloudWatch ##ETERMRE 156 @A , WELFINEBEEN , LEEE Web
FERARASBRBENEITHE. CHAUREEERERENER , EREELREREXBANHKIE
B, INEFHMET , 28 Amazon CloudWatch FH &R,

AWSIRE T FIEE#: T B LB R MediaStore, ERAESEIRRFOER |, I B BB REREEE
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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« Amazon CloudWatch Logs Tl & #E AWS Elemental EAWSREH ER, EHEERAFE
& MediaStore, &R LAE A CloudWatch Logs REEZEFEA AFE RN ERAREAMNRE. Hlw ,
CloudWatch BT LLEBHMEARRN AP RENEREE  TEEREBBLEENRERE
HIR, CloudWatch Logs Eff AN HFERETER , IUATEEEEREXG, flw , &9
DESIRERRERCHEEDINISEEE T (B0 "ValidationException 7) , RETER EBRAEH
HPutObjectER# B, KREECEESHWFHRER , CloudWatch Logs BEKERBEHRELIEENTE
CloudWatch 1%, BFERSEBENFERNE,

« Amazon E CloudWatch vents 2t iR EAWSREERN RHKEH , 20 MediaStore ¥, AWSHR
B—REEE LD ABEHBEANRE E CloudWatch vents , BERREREE — 9o BHERNEEH,
BT LR ERFT |, U EH (HliDeleteObjecti®ER) , WG ELRAKBAZT —NZHEEEHE
HEMR. CloudWatch EHERESERFEEER|, kI , E CloudWatch vents & Bl fEiE LI EE
FUWHRFEEHTEERE , SBEXFAESREERE, BAIEE, HTEENEIVREEN.

CloudWatch B

EHRHSAE RSN YHFTERIBHEFMNGSE. ERERENGFZERAEAIMEEER |, 4
MEZ2MERERZ. BHUAERZEATHBECHEFE | ¥E1E MediaStore t1RE8E, CloudWatch 52
S DEMT -

- BEBERRAZTMHERREFEN—RIIBFSH.

- BFBEERAEZHERE. ERNEIEHREN BFEREE, EAERF LA FIGC#E
MediaStore 2 Z B FH 8B/ aws/mediastore/MyContainerName, &I LLEZ AR
B YEERASAFENSER,. TUBR—EBFFHENBFRRBEL I EEHE,

ok <ok

RIFFERR , BRESERMREAKETSBHN. BURRESEBFHANREBR , H#IFERBAR
B, 3EE 1 XRE 10 FENREBE,

X EFF A CloudWatch

£ FIAWS Identity and Access Management (IAM) 237 A1 AWS Elemental MediaStore 77 HR 3z 5%
A CloudWatch, A EHITELLER , FREABIIRE 2 CloudWatch 528k, CloudWatch B
B ISR P RV IE A,

ZE A 5F MediaStore 1FEY CloudWatch

1. BIfEALUE https://console.aws.amazon.com/iam/ BARL IAM #2854,
2. EIAM EEANEBEEKD | BIZ Policies (BUR) , #EI124Z Create Policy (B BUR),
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https://console.aws.amazon.com/iam/
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3. BEE JSON BE , ¥R THBRE L

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"logs:DescribelLogGroups",
"logs:CreatelLogGroup"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"logs:CreatelLogStream",
"logs:DescribelogStreams",
"logs:PutLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/mediastore/*"

}
]
}

Lt R B AT 4% MediaStore AAWSHR F AT [E S P E R AR E RS FHENTHERR.
4. JE#2 Review policy (MBIBE),

£ Review policy (BREIEUR) HE L , ¥ Name (B18) , WA
MediaStoreAccessLogsPolicy , A& iEF Create policy (BiZBK).

£ IAM TERANEBEEZKG | 212 Roles (Af) , AREBIRIZE Create role (BIAAR),
#1F Another AWS account (5 —18 AWS 1RF) A&EE,

¥ Account ID (IEF ID) , B AZH AWS 1§ D,

i#1Z Next: Permissions (F—2% : ).

10. EESHHH , B A MediaStoreAccessLogsPolicy,

1. BEFTHESHZEG R , ARIEE Next: Tags (T—F : EE),

12. #E Next: Review (T —% : RE) REEHEAE.

13. & Role name (A& %) , WA MediaStoreAccessLogs , A& i%IZE Create role (I A
B)o

o

© © N ©
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ERAEER

14.
15.
16.
17.

ERRBAES , BREZRZRINARERE (MediaStoreAccesslogs),
EAEKN Summary (BE) HE L |, 312 Trust relationships (S1ERIR) &,
i##2 Edit trust relationship (fRESEEIR).

FEBEX T |, BEFEAREER MediaStore BRI, CEZMTAIR :

"Principal": {
"Service": "mediastore.amazonaws.com"

}I

BEBRREEREZMTAR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "mediastore.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {3}
}
]
}

18. iEE Update Trust Policy (EFEEBUR).

BB 2R P ENRC 8%

RIEFERL , AWS Elemental MediaStore T W EEFI A, BERERR LRAAFIG & A

B , Amazon 8 EREXBR R T YHHIEFEH 553X MediaStore 4% Amazon CloudWatch, EL4F
WA FEAYHARRFERNE Y HFr A ERIZMEFMNCE, EEATRETSERER, EXRPE
EMER , URERNEEREMNBH,

CloudWatch B
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/A Important

# MediaStore Bz LRAIAFINEEITEELBNER, T8 , WRHFRIGENEM B FHE
HEELE—RETEA. (BUERRERELBFE, ) AWS T24E AFEEENER EER
B BERBAREFRARSEZ -KRERERENER,

= ERAFIGH (AWS CLI)

£ AWS CLI & | [ start-access-logging &% :

aws mediastore start-access-logging --container-name LiveEvents --region us-west-2

I:llj T /ﬁﬁ%@ﬁo

FRBSRNFER &

ERERAASE LNFIEEHEE | AWS Elemental MediaStore €2 1L E B S EIX B BB
CloudWatch, ZHTFSRHEEFELFR AR AEL B HEEE,

= EXEC 8% (AWS CLI)

« FEAWSCLI# , £/ stop-access-logging ¥ :

aws mediastore stop-access-logging --container-name LiveEvents --region us-west-2

s REERE,

AWS Elemental Y = EGC 8% 52 Bt HEAE MediaStore

E AWS Elemental MediaStore ZHY B 55k H IR 7 52 5% BF CloudWatch , 582 B T RUBEBER
RFMEERTR

(® Note
SEE SR AWS CloudTrail B3% |, LGB HEZ EIRR T,

CloudWatch H&& 89



AWS T 3% MediaStore

ERAEER

e N

Bl CloudTrail &c#k 2 /A , BLETR
2{F4a CloudTrail B4,

B E1RK DescribeContainer

API| 583K , {BEIFERE R Accesslog
gingEnabled S%EH{E False,
WA BREERERARETRIY
DescribelogGroup ., Createlog
Group ., DescribelLogStream

5 CreateLogStream MMz
MediaStoreAccesslLogs £ K
{£13] CloudTrail =

£ CloudTrail & £ , £=253
EdMediaStoreAccesslLogs At
BN FEUEEEERNSE4. It CloudTrai
| EHATRETE T 5I1T

"eventSource": "logs.ama
zonaws.com",

"errorCode": "AccessDe
nied",
"errorMessage": "User:

arn:aws:sts::11112
2223333:assumed-role/
MediaStoreAccesslogs/
MediaStoreAccesslLogsS
ession is not authorize

d to perform: logs:Desc
ribelLogGroups on resource:
arn:aws:logs:us-west-2:1111

BREARER ...

IAM B FRESHE
BH, FFUSEER
R IER,

IAM B FESHHE
BHE, FFUSEER
R IER,

R LRERMATE
AC#%o

IAM B f88 AWS
Elemental B9 1EERESF A]
MediaStore,

FER ...

i
E'III,I
(@

BYERERER. FTUA
BERRNAG, F28
the section called “E&X E&F 7]
CloudWatch”,

BYERERERE. FTUA
BERRNAG, F28
the section called “EX E&F 7]
CloudWatch”,

ARV EFRER. 26
the section called “Bx A FEEC

%
Iy o

& 1AM B e E A B EE
WEFAIFMEERE., F2HE
the section called “E&E&F °J
CloudWatch”,
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AWS T % MediaStore EREER

E BTN EIEATRER .. ERIEEM
22223333:1o0g-group: :log-
stream:"

BRAERIBAR-—RNZEREREN  ERIRFAIGRERSE 1 CloudWatch Ei2& L | ¥

E B, EEESEERFHH BIRHRE —RE BRI 8%&E
55848 CloudWatc #2189 CloudWatch Ei¥E, R
h B, B2 E HE | BERE B,
Amazon CloudWatch
HiEEREERETPH
B BEAE.
BEES|—EE A CloudWatch , B3 EHIRSE AJ8E BEESHSERFEY
BHEEFINFTEREE, HEEEEREE CloudWatch 325 , 553K
R F SRR [R5

% CloudWatch B¢
#. 2B Amazon
CloudWatch B &£
A& fEmPutLogEve
nts FHEHE,

FEH R

FHUAFERH—R5IA JSON X1 HESFCSRATERK , Hh&EBREEAR—EFER. HEPH
U IEFAIEERMAR. UT2ESME RSN EH B

"Path": "/FootballMatch/West",

"Requester": "arn:aws:iam::111122223333:user/maria-garcia",
"AWSAccountId": "111122223333",

"RequestID":
'aaaAAA111bbbBBB222cccCCC333dddDDD444eeeEEESS5FffFFF66699gGGG777hhhHHH88811i111999773333",
"ContainerName": "LiveEvents",

"TotalTime": 147,

"BytesReceived": 1572864,

"BytesSent": 184,

"ReceivedTime": "2018-12-13T12:22:06.245Z",

"Operation": "PutObject",
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=service-code-cloudwatch-logs
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=service-code-cloudwatch-logs
https://console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=service-code-cloudwatch-logs
https://console.aws.amazon.com/support/home#/case/create%3FissueType=service-limit-increase%26limitType=service-code-cloudwatch-logs

AWS T % MediaStore EREER

"ErrorCode": null,

"Source": "192.0.2.3",
"HTTPStatus": 200,
"TurnAroundTime': 7,

"ExpiresAt": "2018-12-13T12:22:36Z"

"Path": "/FootballMatch/West",

"Requester": "arn:aws:iam::111122223333:user/maria-garcia",
"AWSAccountId": "111122223333",

"RequestID":
"dddDDD444eeeEEESS55FffFFF666999GGG777hhhHHH88811iI11199977jJ11J000cccCCC333bbbBBB222aaaAAA",
"ContainerName": "LiveEvents",

"TotalTime": 3,

"BytesReceived": 641354,

"BytesSent": 163,

"ReceivedTime": "2018-12-13T12:22:51.779Z",

"Operation": "PutObject",

"ErrorCode": "ValidationException",

"Source": "198.51.100.15",

"HTTPStatus": 400,

"TurnAroundTime": 1,

"ExpiresAt": null

T5;5EER0H A FERC s M1 -
AWSAccountld

RRBHFBRZRFH AWS 1RF 1D,

BytesReceived

MediaStore {7l B 28 T W BIFE K A X BV T AE 2
BytesSent

MediaStore fal lR2BFFTEEFERAN AN THE,. HEBFEHEEZRRSEEERTEN Content -
Length FBEEME,

ContainerName

WERIFBRNBRERE.
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AWS T % MediaStore EREER

ErrorCode

#8 MediaStore 2fUHE (flfInternalServerError), MRREHBRZE , AIEHET - Ft., B
EARREIS A 200 (R EARERNEMRBMAPFREERFEER) , NAUEERRERE,

ExpiresAt

VIR B B BRI R, LhERUAERER B[N LB R ltransient data rule R FTEX ER EIHI X
HARER, HER 1S0-8601 BHIRME , BEERBREFBRZEIENRRFE, WREWBHEREL
REEAZEYHNERMERRA IR EEEAZFB|NEWBEHEFEL , BB ESNull,
LEEEE AR T R E : PutObjectGetObject, DescribeObject. FIDeleteObject,

HTTPStatus

EERBF HTTP ARRERS,
ByE
EHITHIIRE , Bl PutObject 5 ListItems,
BB
BRETHER , LERAVHNERNE, IRRETSEARKCSE , AIgdR - F.

ReceivedTime

WEIFE R B, WER I1S0-8601 HHIRME , BE2REREFRZ M RRRFE,

ERE
FA AR 55 SR AR B £ & Amazon Resource Name (ARN), &R EFZENFER , E@AES
5 anonymous, MRESFFTRF|THRERKEK , BB ATEERAFPIER, HRNEEE
3K , ErrorCode AJREEHBIIREREE,

RequestID

Bl AWS Elemental B4R F & , 2B AWS Elemental MediaStore o] —: Bl S EE K,
R
SR E WV BR FEAB PR AT EE o 1 S 1T AU Y AWS FRIZIRIEESEA . MBEFENRE[IRESE XS
IR HEESRAVEEES R R EE | LEEERA Null,
TotalTime
REARSAETENBERFEBNZEDE (ms), ERRRBWEEHERNWEEEERE , STEEEE

BEHER —EVTENEE, RAFRAEETHAESSRRIIESE NIt ERAKRSKZ/E
RAEATIER RIS,
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AWS T % MediaStore EREER

TurnAroundTime

RIZBEERFT MediaStore RBNZEV . HERRKIEERNKRNV TENKERLE  5TER
[l 35 HH 55 — AV T AR Y B

B 4B 31 649 B A B PR R
RREEEFEE - BRERRENR

RHRARRENEE  E-—REEARISERTEINBFERN, i, EEmARRCHE , EET
RY—/NEFRRHZFER , TRRALEERE TR, FLATE, MRKEFERAEEE B HWECHE , RiKTEE
BREXST—ANMFNBEFT , BLATE, EMEABAT , INRERKREBSLEN , BEFRIEM
ﬁ_iﬁﬂzo

AARER B AR REMEE

T HRRHEERKEFEERN. CEHERERERN AFCHRPREEERNET[NZEHFER. KSR
B AR BENEHEBNBNEARMY , BRAULERM,

YA RBEFNCHENTAEEEFEAERIEF. BEERNARCHE , TRETEREEERCERRA
IR, REFTRZTEIERN. FHRAZHENERRERTHIBIRENESTRE. HRBFEF
sEOERE , BFHERFETRNRAEFRNTELCE.

HEEFIGHKIIENREME , £ AWS AOBLREHAEHRSE (AWS Management Console E#Y
REMKAAERRE) P, TS —RNZEREREESRNEFRAFPHNFEGER,

FHREEANENRGEZE

AR , ROTREEHEMN , RERFRAFHER, LABAZINEFMASHNERS , TeEE
TR T BN EMARAL.

CloudWatch ;& &)
Amazon E CloudWatch vents A Z&E B EI{LAWSHRT , S BB EERAREH (HINEAMNBERE

HRHNE8). BUiERBEHENRAY , RETEEZNES , URESHFSRARMESDHTND
=

CloudWatch SEE) 94


https://console.aws.amazon.com/

AWS T % MediaStore

ERAEER

/A Important

AWSHRE —RBETE L RS S HBEH 3 FZE E CloudWatch vents , BB RSHEE —

ERIEE.

3

BRELEZAFIREBB[PERE , CloudWatch IR EEEBREMESH

1. the section called “YI{FARREES T =4
2. the section called “BESRES T4

METRELEHRIMEEEER , 5528 Amazon CloudWatch,

BBV ENEIT -

N AWS Lambda B

« PR Amazon EC2 #{TH T

- #EHEEZE Amazon Kinesis Data Streams
« BXE) AWS Step Functions R EEH#EES

+ B0 Amazon SNS EEHAWS SMS{T3l

T %2 AWS Elemental MediaStore fEf CloudWatch 489280 €41 -

ERESEMEFE Lambda ¥
o EYHHEMIBREFE A Amazon SNS ¥R

WMEFHMMER , 3528 Amazon E CloudWatch vents fE A& 6.

T
« AWS Elemental MediaStore ¥){firEEERF =4
« AWS Elemental MediaStore BEEitEER T EH

AWS Elemental MediaStore ¥4 iREESEE 4

MHRNIRECRER (EYWH4E LESMERE) , SERMALEN,

D

CloudWatch & &)
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https://docs.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/

AWS T % MediaStore EREER

® Note
HRAEREERRIMBHNYHTEEBEAREH CloudWatchE#,

MESTRLEHMWHEBER , 5528 Amazon CloudWatch,

Y B E

"version": "1",
"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "MediaStore Object State Change",
"source": "aws.mediastore",
"account": "111122223333",
"time": "2017-02-22T18:43:4872",
"region": "us-east-1",
"resources": [
"arn:aws:mediastore:us-east-1:111122223333:MondayMornings/Episodel/
Introduction.avi"
1))
"detail": {
"ContainerName": '"Movies",
"Operation": "UPDATE",
"Path":"TVShow/Episodel/Pilot.avi",
"ObjectSize":123456,
"URL": "https://a832plgeaznlp9.files.mediastore-us-west-2.com/Movies/
MondayMornings/Episodel/Introduction.avi”

}

Wi EBER

"version": "1",

"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "MediaStore Object State Change",
"source": "aws.mediastore",

"account": "111122223333",

"time": "2017-02-22T18:43:487",

"region": "us-east-1",

"resources": [
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https://docs.aws.amazon.com/cloudwatch/

AWS T % MediaStore EREER

"arn:aws:mediastore:us-east-1:111122223333:Movies/MondayMornings/Episodel/
Introduction.avi"

1,
"detail": {
"ContainerName": "Movies",
"Operation": "REMOVE",
"Path":"Movies/MondayMornings/Episodel/Introduction.avi",
"URL": "https://a832plqeaznlp9.files.mediastore-us-west-2.com/Movies/
MondayMornings/Episodel/Introduction.avi"

}

AWS Elemental MediaStore REERESFEHH

ABNWRECE TR (ERSCOHIEIMBRE) , SERMUEN, WEFTELESHNMEEER ,
Amazon CloudWatch,

s
¢
&

REFEENT
{
"version": "1",

"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",

"detail-type": "MediaStore Container State Change",

"source": "aws.mediastore",

"account": "111122223333",

"time": "2017-02-22T18:43:487",

"region": "us-east-1",

"resources": [
"arn:aws:mediastore:us-east-1:111122223333:container/Movies"

1,
"detail": {
"ContainerName": "Movies",
"Operation": "CREATE"
"Endpoint": "https://a832plgeaznlp9.mediastore-us-west-2.amazonaws.com"
}
}
BRBEOBR
{
"version": "1",

"id": "6a7e8feb-b491-4cf7-a9f1-bf3703467718",
"detail-type": "MediaStore Container State Change",
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AWS T % MediaStore EREER

"source": "aws.mediastore",

"account": "111122223333",

"time": "2017-02-22T18:43:487",

"region": "us-east-1",

"resources": [
"arn:aws:mediastore:us-east-1:111122223333:container/Movies"

iF

"detail": {
"ContainerName": "Movies",
"Operation": "REMOVE"

}

}

MediaStore f# 52 §i# CloudWatch 15 ES#2= AWS Elemental

&1 LA MediaStore {8 AWS Elemental B3 AWS Elemental CloudWatch , iE W E R B E R I H#
ZERREREER. CloudWatchREHMTERERE 15 @A , LELENELER , LEEFE
Web ERARAHBRBENEITHEE. CHALUREEERERENER , EREELREREXEAND
EEEE, MEFMER , 52 B Amazon CloudWatch &5,

¥/ AWS Elemental MediaStore , AR EEXIEREI S ERERE EBytesDownloadedIi &
EEFBHKBEC.

£ CloudWatch £ & WiEIEE
BEEARBRETEEMIE  BRETEZEHARTENHERS D E,

1. #E AAWS Management Consoled: B CloudWatch E£# & |, #it A hitps:/
console.aws.amazon.com/cloudwatch/,

2. EEEBEKD , BEIEF Metrics (1),
3. & "FAERIERR, T, i#1E AWS/MediaStore i & ZE[E,

4. BREEREEENEEHE, FIW0 , £ Request metrics by container URBEEEEE
BBEZTRBREENER.

EEEA AWS CLI RIBEIEE
« EGTRIT, #RATIGT

aws cloudwatch list-metrics --namespace "AWS/MediaStore"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/

AWS T % MediaStore

ERAEER

AWS Elemental MediaStore &

T %% AWS Elemental MediaStore &% i B #E1#54#& CloudWatch,

(® Note

EERRIEE  BXNESIEEHEHIEERE , MediaStore F BEHEIEZEIAZE Amazon
CloudWatch,

58 ik

RequestCo #H¥ MediaStore RERI2HI HTTP EREAE | LURMERR
unt (Put, Get, Delete., Describe,. List) 2f&.

B 5E
BHHE

- ARt ®
- MHEARRE
- EXEH

BUWKRETER : B
4xxErrorC k3 A HTTP ERZ B MediaStore &2 4xx $538,
ount

B ETE

BNMHE

- ARt H
- MHERBEERE
- EXEH

BRI EF - BH

CloudWatch $84&
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AWS T % MediaStore EREER

BE BN
S5xxErrorC kB H A HTTP ERE B MediaStore S E 34 5xx $855,
ount

B : 5t
BRHEE

- ARt H
- MHEAERE
- EXEH

BRHOEETES | B

BytesUplo &% MediaStore RESIRHZERAT LENNTHEEE , BRESER.

aded _
By : funi

BRHEE

- ARt ®
- MHEREERE

AU ER . T (BEBRNVULTER). BN (SEHBEANCTER).
EHIFTH. &/ME (HER P0.0), &AE (HHER p100) , EATH p0.0 E2
p99.9 M B B v &
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AWS T3 MediaStore EREER

EE iR
BytesDown #¥t MediaStore RERIRHZBE R THN L THEYME , BEREITER.
loaded

B {y : {utiH

BERHE

- DEEEB

- MIHEEETS

AU ER . T (BEBRNVULTHER). BN (BEHBECTER).
EHIFTH. B&/ME (HER P0.0), &AE (HHER p100) , EATH p0.0 E2
p99.9 WEH V&

TotalTime MR AR ENBERAEBNEVH. WERK MediaStore IEEERM
REFE  SHEIEREE &R A TANERE, RAFRSEETR
BEESERIEELE Rt ESRtMRasAERETILENE,

By E®
BRHEE -
- ReReH

- MHEREERE
- EXEH

BERONRETES : 159, KME (HER P0.0), JAE (HER p100), FEM@IT
1 p0.0 B2 p100 BB 71L&

CloudWatch $84& 101



AWS T3 MediaStore EREER

BE BN
Turnaroun BRIEBIZERFT MediaStore L EMNZEW E . LERE MediaStore WEBERHY
dTime BREMTHENEERE , FTEDEEEE S — A TN,

B ER
BNMHE

- RBEEH
. MIHEEERE
o EREH
BEMHHETER - Fi5, &/ME HHBER P0.0), &RAE (HER p100), F[H
A p0.0 B p100 W B 21L&
ThrottleC LB HA HTTP 5 RE & MediaStore B #&iBRH,
ount
B ETE
BERHE -

- ARt ®
- MHEREERE
- EXEH

BREVRETES : B

Z =2 AWS Elemental MediaStore &R

EBRE—ERITEBMER , UREERIAH AWS EkiG AWS ElR, SESERAEMETS

- EHBE (B , CostCenter, Environment = Project). BEBEBEZES K NE,

- ZAWNY , BAERE (HIW0 111122223333 5 Production), ZHREREEAR L ZEEANEREF
F, BEREMER , ERESEI KNDE,
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AWS T % MediaStore EREER

BB B AT T RAE

- BBIFBBEN AWS BIR, 2 AWS REXEEER , FitE LI R B R E R &R RMERE
HEE K UEHEREMEN, Fli , &0 LS E M ZEBR IS RGISIREAWS Elemental MediaLive
# A B9 AWS Elemental MediaStore ##.

- BHHERY AWS AN, &7 AWS Billing and Cost Management &R LA ELERK. AWS &
FERAEBRSBENEE  YRUEBAREIBHREHRE. WEFMEN , F28 (AWS Biling &
AEERE) PHERANEDEER.

UT&EZMHERI AWS Elemental BE M ¥4 E | MediaStore,
AWS Elemental ZEHE R MediaStore

AWS Elemental MediaStore XEZELF M T HIER :

. ##

NEFMENEEEBNFAER  F2EEEER.

AWS Elemental MediaStore T3 AWS Identity and Access Management (IAM) IR A EEH
FEURFIThEE,

BERo&NERED

T O E a5 & F A E6IE AR B E AWS Elemental MediaStore EIRERAEFEE :

- BEERNLRA 50 BEER.

- HRE—EER, SEEBRSBLARE - K ESEAERESBREE —AE.

- BAEBRSIBRES 128 il UTF-8 LXK Unicode F 7T,

- RRAEREREA 256 {8 UTF-8 =AY Unicode F 7T,

- RFNFRLSEATA UTF-8 XRTNEXFE, 8F. Z8 , BEUTERFT . +=Q@_/-(EF
#%)o Amazon EC2 R AFEMF .

- EERHEETFEINNE. BAREEYK K FARAEABEBENER ¥ —FWEMEEREEPEHE
ZRME, BN, SREEMMA Costcenter, costcenter IZEE CostCenter , WEt¥AMEEREH
HEWES, BRIHHEUNEBRBEAT -V NERE,

- REBBEIULER aws: FEH , EREE AWS . BT TREIMRELFENERSRIE, Bt
FENER  T2EE8AEREHANERITER,
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html

AWS T % MediaStore EREER

ERER

BEBRHERLEMN Key M Value BHHERK, LA IEAAWS CLIZK MediaStore API R#TE, #REDN
MBRELBHMNE, WECAEBRNMEEENR , 52/ AWS Elemental MediaStore AP ZZH LT
ZH

* CreateContainer

ListTagsForResource

- BEIR

« TagResource
« UntagResource

BEER 104


https://docs.aws.amazon.com/mediastore/latest/apireference/API_CreateContainer.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_ListTagsForResource.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_Tag.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_UntagResource.html

AWS T % MediaStore EREER

EARBERF#E (CDN)

BRI LAER S HEERA RS (CDN) CloudFront 3RIZ 12 1K 7E AWS Elemental F I RE
MediaStore, CDON RREUEH ERBNEIKD MfARE. EEAEERRHENABEK , CON SHE
REAZEEESEEENEGH, URENABTERZEHPIRE , CON BELHRUZAET, IRE
MRA BB TEXEE , CON 2REN IR (FlaNEHN A MediaStore 25) HEZRAR |, WG H MG
ERE,

A

—
AW Cloud =
edge location | =
e — b
U edge locati
—— O]
L [
AWS Elem ental CDN such as Amazocn edge location
\ Media Store CloudFront

=
o AEFInE#E CloudFront 35RB#&HY AWS Elemental MediaStore & 2%
« AWS Elemental B2 HTTP {REX MediaStore Y E &)

AFFEE B CloudFront 52 #Y AWS Elemental MediaStore & 25

Bl LAE AL % CloudFront &IR1ZIE AWS Elemental 88 AT EH IR MediaStore, &
LUTHHEP—FESE

- FRFEKRFEUES (OAC)-(EE) MREAWS EiFZEMN OAC IhEE , FBEEAIL#EE CloudFront,
« A Secrets-TIREBAWS EiF A EH OAC IhEE |, 5E A Ii#EE CloudFront,

£ A IR A 7 HE S (OAC)

A LAE A Amazon RYRIRFEURS (OAC) Thee , EBREM T £ CloudFront 2R{R € AWS
Elemental 2k MediaStore IR Z £, &7 LLEH¥ MediaStoreZ2RJEHY CloudFront ERERHAWS

SLEF CloudFront ZEUEH B85 105


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests

AWS T % MediaStore EREER

FEEMA 4 (SIGv4) , WEREMEE&ER CloudFront FEZXEBESKR, &0 LUE CloudFront iB ¥ 2
A. API, SDK = CLI f7HW#Y OAC Zhee , mMEFEREZEHEINER,

WMERBMER OAC IhEERFFMIE A MediaStore , 5828 Amazon CloudFront FA 2% A E 15 P Y PR Hl
¥ MediaStore FRAYTFEL,

EFA A Secrets

MRBAWS BT ZE Amazon B OAC IhEE CloudFront , & A LUS B MY inE) AWS Elemental
MediaStore &28 , AR FEIER N E S REPFR CloudFront,

(® Note

MREAWS EFHZE OAC Thee , RFEZLEALINEE. TIREFFEELRFRE MediaStore
I fiF CloudFront A ARG , LAPRFIY MediaStore RS EE, EEER/REZTSMME ,
WFEBHAEEEECHHBZE., BB MediaStore A OAC , EAILUIERER SIGv4 % B
CloudFront B3R |, Wi HEZEZE MediaStore & LY , EEFAMNBIRER, ER T IRER
EREEBARZHBEREFER , # MediaStore M F R E AR EESE I CloudFront &
B K EiE,

JLFF&A CloudFront &M AR (BHE )

-_—

FETE LA L E BN MediaStore =32 &, https://console.aws.amazon.com/mediastore/

£ Containers (A2) EH L , BERHFEHE,

A

R HEF EmRER LR,
3. ERHRBERERT A MMNRTFHERIFEHERESERIE Amazon BIBIER CloudFront,

Example

T 55 R B ELUAER HTTPS T LAFHBEFRMNESIRE , FEELER, RATA
#FFGetObjectEAiEB HTTPS [ F]""%ﬁﬂii’mﬁ&%*ﬂ’gﬁﬁﬁ%E@DescrlbeObject s M, T
HEFIRAERRBELNIERE  RAREBEERER HTTPS ERE4E B O S ERHN Referer
EEEE | o FF CloudFront FEX MediaStore ¥115-

{
"Version": "2012-10-17",
"Statement": [
{
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https://docs.aws.amazon.com/AmazonS3/latest/API/sig-v4-authenticating-requests
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-mediastore
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-mediastore
https://console.aws.amazon.com/mediastore/

AWS T % MediaStore EREER

"Sid": "CloudFrontRead",

"Effect": "Allow",

"Principal": "*",

"Action": [
"mediastore:GetObject",
"mediastore:DescribeObject"

1,

"Resource": "arn:aws:mediastore:<region>:<owner acct

number>:container/<container name>/*",

"Condition": {

"StringEquals": {

"aws:Referer": "<secretValue>"
},
"Bool": {

"aws:SecureTransport": "true"
}

}
}
1}

4. 7£ Container CORS policy (A2% CORS HX) BEH , EERAFTFEEFREMRNWBER,

@ Note
REEGEERCAEFIREREBRERR , CORS BES AVE,

5 FRETHIFMAER
- EERBBRNER RS, BT LT Containers (B8%) EEM Info () BERPHKIEEEA.
£ CloudFront , ERlin BB ARRBEARE.

- BERYGZ2BBTHNERREE, £9 CloudFront , EBAREKRE, FI= , EREEH
Eo. MEEBRRBEEWFMEN , 5528 Amazon CloudFront B3 A E15/,

6. 71E£ CloudFront , B3 % E A2t AWS Elemental RA R B MediaStore, RS EELREBE
SRR ENEA,

ks

A& E BIK INE MediaStore ez 2% , B AERTE CloudFront BESEFRHBERMGER HTTPS Ei§ , ¥
B E B ERRIBENEIERE,

# CloudFront EEREFER HTTPS ERFEEN AR , HP T2 Revirer 28 (X2 A) NWEIBE

1. BIBXZE CloudFront #5&,
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/distribution-web-values-specify.html#DownloadDistValuesOriginPath
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/live-streaming.html#video-streaming-mediastore

AWS T % MediaStore EREER
2. & "ERE, EEL , EFEWN MediaStore KR,

B REE

ESHEEFA M EERE HTTPS,

£ THBAIIEER) BERY , EE THEEE, .

HR TEB/, EE T8EE,  HME , FfEM<secretValue> B ERB[BR P E AR F
o

7. EE (R LRBEHE,

o g kW

AWS Elemental B2 HTTP REX MediaStorefy & &)

AWS Elemental A] MediaStore FZH¥# , UEB BT EEZRNBR I (CDN) EfEBE R MR
BUE ¥4 CloudFront, & —f%{FH & CDN T EEY 4R MediaStore , IRIE S E L LY 4R
BT B HTTP B8, HTTP 1.1 RREVYTAMIZEET £ RFC2616 F 13 B EE), ELEBEIRE :

- ETag (R BE]) -EREBEER MediaStore EIAE BRI — B BIRF. FEE%ER CON MRE
BESRSEHLERMBRIIHNERSIE. MediaStore LEE , SBBETagABBEYHEE—
B. SBaliEENFHAER , SHETH ETag B,

 Last-Modified(F A B7]) — LEBENERRMEXYWHH BHAMERE., MediaStore L&Y IFE
BEELE,

« Cache-Control (7 BH:]) — LWEEMNESEFYWHE CON EFCEECEEHE , BRI
RERE. E&FERA CLI S AP #¥4 L EZ] MediaStore Beshy , B UM I EER E AT AE.
TE—EANERERE HTTP/1.1 X MSARE, MREE LEYHRRERENRE , BIEERHSR
F MediaStore & [E SLIEHE,

REZFIRER RNERARFREERII4VFERRD, Sl , RRENBRAETFEEREREE
miBARE R, AL max-age 52/ 10, RRAMHEXMRIMAF 10 %, HE , RREFKET
EEERENRERIARE. BULUEERYHR max-age FRESH 31536000 KRR 1 FHRE.

RN EESK
BIRHHEER MediaStore

MediaStore 8FH RN ER (FEHEREHE (M1 RFC7232 HFFR)If-Modified-Since MIf-None-
MatchJEFHERNEEZTLHERE, EZKE , E MediaStore WEIEMHIGetObjectFEREF , BIfE
EFHEREEZER , REKREKERZER,
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¥ CDN HYRHEER

RFRHEARZEH CDN MediaStore AJ LUEBERE REBEFRHAF X ER304 Not Modified , 0
RFC7232 % 4.1 BiFiiR, ERXRTRMRETEEEHRTENYHARE , RABRECREFSHREES
:0EZ/keN

CDN (AR E HTTP/1.1 AN EHMARE) @8 ELRRERRRIRISETE M ETag M Cache-
Control ZH, EE# & CDN & MediaStore RIAARSBUNBEEHEYHFNETRER  BES
ELEYH EEERERTELEYHHCache-ControlZ 8 MediaStore,
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ERAEER

fE A I BRFE AWS SDK

AWS B#FE T EE (SDKs ) ATARNZRITHRERS. SEHMSDKEM T —BAPIREEREIM L
&, ERZASTUEERBUEMERNESRRERER.

SDKX #

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

BAR Kotlin B AWS SDK

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AR Rust B AWS SDK

E AR SAP ABAP B9 AWS SDK

BRAR Swift B AWS SDK

® " AtEEA

RASHI

AWS SDK for C++ 12 =2, & & fi

AWS CLI 2 X 55 4

AWS SDK for Go I\ IS &1 5l

AWS SDK for Java T2 =\ 55 & {3l

AWS SDK for JavaScript 2 =, & i i

E AR Kotlin B AWS SDK 2 IS &i 5l

AWS SDK for .NET 2 #5 £ 4l

AWS SDK for PHP 2= i £ 4l

PowerShell 2\ iG&i4| T &

AWS SDK for Python (Boto3) 23\ f& £i 4l

AWS SDK for Ruby &= i £i I

AR Rust B AWS SDK 2 i &5 451

B AR SAP ABAP #J AWS SDK 2=\ 15 & 44l

B AR Swift B AWS SDK & = #E &1 45l

BAERMENART ? BEATEERSVREHERQSEGRFERHEHM.
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FERNERIEE MediaStore 5] AWS SDKs

T 52X 5553 88 an4a MediaStore & HifE/H AWS BB TEE (SDK) .

Actions RAEBEANEABHEK , LEERBPHT, HABFSERNMAFUMER RERE , BE
AUEHEMABARGPERERETTNEE.

BRI TTRESIR AWS SDKFREASREMMRTE RS , FSEEMALLEREE AWS SDK, AFTBHIER
BAAFIN EFA LR BESDKIRFEFHEE .

X HE A
+ MediaStore £ A E ARl AWS SDKs
« MediaStore £ K &1 AWS SDKs

+ ¥CreateContainerft £l AWS SDK= CLI
+ ¥DeleteContainerfi £ AWS SDK= CLI
« #DeleteObjectfii £ AWS SDKs, CLI
« ¥ DescribeContainerfit £ AWS SDKS, CLI
« ¥ GetObjectfii £/ AWS SDKS CLI
« ¥ListContainersBi £/ AWS SDKE, CLI
« #PutObjectF £ AWS SDKg CLI

MediaStore i Fi Y E AR5 AWS SDKs
THREXSEHIRANAERANER AWS Elemental MediaStore EifX A& AWS SDKs.

#1451
« MediaStore £ i K &1 AWS SDKs
+ ¥CreateContainerft £l AWS SDK= CLI
+ ¥DeleteContainerfi £ AWS SDKZ CLI
* $DeleteObject® £ AWS SDK CLI
« ¥DescribeContainerfit £ AWS SDKS, CLI
« $EGetObjectEL £ AWS SDKE CLI
+ ¥ListContainersBi £/ AWS SDKE, CLI
« FEPutObject®L £/ AWS SDKE CLI
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MediaStore £ A B B AWS SDKs

T 5172 =X 35 &6 5 R &8 a0 Rl 55 F 14T {8 B MediaStore B AWS SDKs, BEZHIE TS —EER
GitHub , BRI AEE R FFREMATREABHE R,

THEHETEHREFEANEE, MEZTRBE | 528 AWS Elemental MediaStore APIZZ,

kY]]

« ¥ECreateContainerft fEFf AWS SDK= CLI

« ¥DeleteContainerfi £l AWS SDK= CLI
 #&DeleteObjectBitffE /| AWS SDK=; CLI

« $¥DescribeContainerfit £ AWS SDKs, CLI
« ¥ GetObjectfii £/ AWS SDKE, CLI

+ ¥ListContainersfii A AWS SDKE, CLI

« ¥PutObjectF £ AWS SDKH, CLI

faCreateContainerfi £ AWS SDKE CLI
THRA B G REBMAEMACreateContainer,
CLI
AWS CLI
EEEVRSH
T3lcreate-container &R MM ZAER

aws mediastore create-container --container-name ExampleContainer

B

"Container": {
"AccesslLoggingEnabled": false,
"CreationTime": 1563557265,
"Name": "ExampleContainer",
"Status": "CREATING",
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"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer"

}

MEFMEF , FZEE AWS JTE MediaStore A F IR,
- BAPIBBFHMMEA , 5528 CreateContainer ( AWS CLI 522,

Java
SDKH A TN 2.x
@ Note
BEEZERN GitHub, SRTENES , WBRAFMNMREMNEIT AWS KIEREIFRH
B,

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.model.CreateContainerRequest;
import software.amazon.awssdk.services.mediastore.model.CreateContainerResponse;
import software.amazon.awssdk.services.mediastore.model.MediaStoreException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class CreateContainer {
public static long sleepTime = 10;

public static void main(String[] args) {
final String usage = non

Usage: <containerName>
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Where:
containerName - The name of the container to create.

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String containerName = args[0];

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

createMediaContainer(mediaStoreClient, containerName);
mediaStoreClient.close();

public static void createMediaContainer(MediaStoreClient mediaStoreClient,
String containerName) {
try {
CreateContainerRequest containerRequest =
CreateContainerRequest.builder()
.containerName(containerName)
.build();

CreateContainerResponse containerResponse =
mediaStoreClient.createContainer(containerRequest);
String status = containerResponse.container().status().toString();
while (!status.equalsIgnoreCase("Active")) {
status = DescribeContainer.checkContainer(mediaStoreClient,
containerName);
System.out.println("Status - " + status);
Thread.sleep(sleepTime * 1000);

System.out.println("The container ARN value is " +
containerResponse.container().arn());
System.out.println("Finished ");

} catch (MediaStoreException | InterruptedException e) {
System.err.println(e.getMessage());
System.exit(1l);
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- BEAPIBBEEMEA , 5528 CreateContainer ( AWS SDK for Java 2.x API1&#,

BRI TTRESIR AWS SDKFREASEMAMRTE =M , FSREMALLEREE AWS SDK, AFTBHIER
BAAFIN EA LUK BESDKIRFEFHEE .

¥DeleteContainerfi £ AWS SDKE CLI
THENGEH GG REWMEMADeleteContainer,
CLI
AWS CLI
= EMBRE R

T3ldelete-containerEHlEMBREEN TR, ARERRREEMYM4E |, BF T
= 2R MER.

aws mediastore delete-container \
--container-name=ExampleLiveDemo

AR e -

WMEHMER , F2BERBRPHEEE AWS TE MediaStore A F .
- BEAPIBBFHAEF , 5520 DeleteContainer ( AWS CLI i§58%,

Java

SDK¥ R TR 2.x

(® Note

BETLEM GitHub, BREBNEH , LERNARENAST AWS KBTI
.
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import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.model.CreateContainerRequest;
import software.amazon.awssdk.services.mediastore.model.CreateContainerResponse;
import software.amazon.awssdk.services.mediastore.model.MediaStoreException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class CreateContainer {
public static long sleepTime = 10;

public static void main(String[] args) {
final String usage = """

Usage: <containerName>

Where:
containerName - The name of the container to create.

mn .,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1);

String containerName = args[0];

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

createMediaContainer(mediaStoreClient, containerName);
mediaStoreClient.close();

e
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public static void createMediaContainer(MediaStoreClient mediaStoreClient,
String containerName) {
try {
CreateContainerRequest containerRequest =
CreateContainerRequest.builder()
.containerName(containerName)
.build();

CreateContainerResponse containerResponse =
mediaStoreClient.createContainer(containerRequest);
String status = containerResponse.container().status().toString();
while (!status.equalsIgnoreCase("Active")) {
status = DescribeContainer.checkContainer(mediaStoreClient,
containerName);
System.out.println("Status - " + status);
Thread.sleep(sleepTime * 1000);

System.out.println("The container ARN value is " +
containerResponse.container().arn());
System.out.println("Finished ");

} catch (MediaStoreException | InterruptedException e) {

System.err.println(e.getMessage());
System.exit(1);

- BAPIBBEHMERA , 5528 DeleteContainer ( AWS SDK for Java 2.x API& &,

BRI TESIR AWS SDKEREABEREMAR RS , F2HEEA RS AWS SDK, AFBEHEEH
EAAFIRYE AR B SDKMRAYFFHEE A

¥DeleteObjectfl A AWS SDKE CLI

TH RN GG e REMNMAFEADeleteObject,
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Java

SDK¥ A TURE 2.x

® Note

BEEZEBERN GitHub, SHREBNEH , W MMEREMBIT AWS K15 =6 177
EO

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.services.mediastore.model.DescribeContainerRequest;

import
software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;

import software.amazon.awssdk.services.mediastoredata.MediaStoreDataClient;

import software.amazon.awssdk.services.mediastoredata.model.DeleteObjectRequest;

import
software.amazon.awssdk.services.mediastoredata.model.MediaStoreDataException;

import java.net.URI;

import java.net.URISyntaxException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public class DeleteObject {
public static void main(String[] args) throws URISyntaxException {
final String usage = """

Usage: <completePath> <containerName>

Where:
completePath - The path (including the container) of the item
to delete.
containerName - The name of the container.

mon,
’

e
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if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String completePath = args[0];

String containerName = args[1l];

Region region = Region.US_EAST_1;

URI uri = new URI(getEndpoint(containerName));

MediaStoreDataClient mediaStoreData = MediaStoreDataClient.builder()
.endpointOverride(uri)
.region(region)
.build();

deleteMediaObject(mediaStoreData, completePath);
mediaStoreData.close();

public static void deleteMediaObject(MediaStoreDataClient mediaStoreData,
String completePath) {
try {
DeleteObjectRequest deleteObjectRequest =
DeleteObjectRequest.builder()
.path(completePath)
.build();

mediaStoreData.deleteObject(deleteObjectRequest);

} catch (MediaStoreDataException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

private static String getEndpoint(String containerName) {
Region region = Region.US_EAST_1;
MediaStoreClient mediaStoreClient = MediaStoreClient.buildexr()
.region(region)
.build();

DescribeContainerRequest containerRequest =
DescribeContainerRequest.buildexr()
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.containerName(containerName)
.build();

DescribeContainerResponse response =
mediaStoreClient.describeContainer(containerRequest);

mediaStoreClient.close();

return response.container().endpoint();

- BAPIBFH#IE A , 5528 DeleteObject ( AWS SDK for Java 2.x APIZZ,

BRI TESIR AWS SDKEE A BEREMARRE , F2HEEA RS AWS SDK, AFBEHEEH
B3 AFIRYE A LA R B SDKMRAYRF M E A

#&DescribeContainerf#H AWS SDK=;, CLI
THREXFEFFReEMMEHADescribeContainer,
CLlI

AWS CLI
EERGASRNFHEER

T%ldescribe-containerE B RIEERESNFFHE~N,

aws mediastore describe-container \
--container-name ExampleContainer

B

"Container": {
"CreationTime": 1563558086,
"AccesslLoggingEnabled": false,
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer",
"Status": "ACTIVE",
"Name": "ExampleContainer",
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"Endpoint": "https://aaabbbcccdddee.data.mediastore.us-
west-2.amazonaws.com"

}

MEFHMES , F2RRGE T B RNFHERA AWS TE MediaStore A F1ER.
- BAPIBIFHE , 5528 DescribeContainer ( AWS CLI I 5£Z,

Java
SDKH A TN 2.x
@ Note
BEEZERN GitHub, SRTENES , WBRAFMNMREMNEIT AWS KIEREIFRH
B,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.services.mediastore.model.DescribeContainerRequest;

import
software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;

import software.amazon.awssdk.services.mediastore.model.MediaStoreException;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/

public class DescribeContainer {

public static void main(String[] args) {
final String usage = non

Usage: <containerName>
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Where:
containerName - The name of the container to describe.

[TRTRIEN
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String containerName = args[0];

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

System.out.println("Status is " + checkContainer(mediaStoreClient,
containerName));
mediaStoreClient.close();

public static String checkContainer(MediaStoreClient mediaStoreClient, String

containerName) {
try {
DescribeContainerRequest describeContainerRequest =
DescribeContainerRequest.builder()
.containerName(containerName)
.build();

DescribeContainerResponse containerResponse =
mediaStoreClient.describeContainer(describeContainerRequest);

System.out.println("The container name is " +
containerResponse.container().name());

System.out.println("The container ARN is " +
containerResponse.container().arn());

return containerResponse.container().status().toString();

} catch (MediaStoreException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

e
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- BAPIEFFME , 552/ DescribeContainer ( AWS SDK for Java 2.x APIZ&#,

BRI TTRESIR AWS SDKFEEASRMAMRTERA , FSREEMALLEREE AWS SDK, AFTBHLITER
BAAFIN EFA LR BESDKIRFFHIE .

¥ GetObjectfil£H AWS SDK= CLI
TR EHsl e REmAEAGetObject,
CLI
AWS CLI
TR S
TZlget-object EHEMIE T REILEHHE,

aws mediastore-data get-object \
--endpoint https://aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com \
--path=/foldex_name/README.md README.md

B
{
"ContentLength": "2307346",
"ContentType": "image/jpeg",
"LastModified": "Fri, 19 Jul 2019 21:32:20 GMT",
"ETag": "2aa333bbcc8d8d22d777e999c88d4aa%eeeeestdd89ff7f555555555555da6d3",
"StatusCode": 200
}
THIFDWHENTR

T3lget-objectEAERITWH THEREEN R,

aws mediastore-data get-object \
--endpoint https://aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com \
--path /folder_name/README.md \
--range="bytes=0-100" README2.md

EhE 123


https://docs.aws.amazon.com/goto/SdkForJavaV2/2017-09-01/DescribeContainer

AWS T % MediaStore

ERES

=[]

B

"StatusCode": 206,
"ContentRange": "bytes 0-100/2307346",
"ContentLength": "101",

"LastModified":

"Fri,

19 Jul 2019 21:32:20 GMT",

"ContentType": "image/jpeg",

"ETag":

"2aa333bbcc8d8d22d777e999c88d4aa%eeeee4tdd89ff7f555555555555da6d3"

MEFHMET , F2ETH AWS TE MediaStore A FiERE.
. BAPIBISHEE T, , BH GetObject (AWS CLI 48,

Java

SDK¥ AT

E 2.X

® Note
EEEZER GitHub, SRR , WHRAR M FREMIIT AWS KIS HI 7

EO

import
import
import
import
import

software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.

core.ResponselnputStream;

regions.Region;
services.mediastore.MediaStoreClient;
services.mediastore.model.DescribeContainerRequest;

software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;
import software.amazon.awssdk.services.mediastoredata.MediaStoreDataClient;
import software.amazon.awssdk.services.mediastoredata.model.GetObjectRequest;
import software.amazon.awssdk.services.mediastoredata.model.GetObjectResponse;

import

software.amazon.awssdk.services.mediastoredata.model.MediaStoreDataException;

import
import
import
import
import
import

java.io.File;
java.io.FileOutputStream;
java.io.IOException;

java.io.OutputStream;

java.net.

URI;

java.net.URISyntaxException;

e

124


https://docs.aws.amazon.com/mediastore/latest/ug/objects-download.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/mediastore/get-object.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/mediastore#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/mediastore#code-examples

AWS T % MediaStore EREER

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public class GetObject {

public static void main(String[] args) throws URISyntaxException {
final String usage = """

Usage: <completePath> <containerName> <savePath>

Where:
completePath - The path of the object in the container (for
example, Videos5/sampleVideo.mp4).
containerName - The name of the container.
savePath - The path on the local drive where the file is
saved, including the file name (for example, C:/AWS/myvid.mp4).

[TRTRIEN
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

String completePath = args[Q];
String containerName = args[1];
String savePath = args[2];

Region region = Region.US_EAST_1;

URI uri = new URI(getEndpoint(containerName));

MediaStoreDataClient mediaStoreData = MediaStoreDataClient.builder()
.endpointOverride(uri)
.region(region)
.build();

getMediaObject(mediaStoreData, completePath, savePath);
mediaStoreData.close();
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public static void getMediaObject(MediaStoreDataClient mediaStoreData,
completePath, String savePath) {

try {
GetObjectRequest objectRequest = GetObjectRequest.builder()
.path(completePath)
.build();

// Write out the data to a file.

ResponselInputStream<GetObjectResponse> data =
mediaStoreData.getObject(objectRequest);

byte[] buffer = new byte[data.available()];

data.read(buffer);

File targetFile = new File(savePath);

OutputStream outStream = new FileOutputStream(targetFile);
outStream.write(buffer);

System.out.println("The data was written to " + savePath);

} catch (MediaStoreDataException | IOException e) {
System.err.println(e.getMessage());
System.exit(1l);

private static String getEndpoint(String containerName) {
Region region = Region.US_EAST_1;
MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

DescribeContainerRequest containerRequest =
DescribeContainerRequest.builder()
.containerName(containerName)
.build();

DescribeContainerResponse response =

mediaStoreClient.describeContainer(containerRequest);
return response.container().endpoint();

- BAPIEFHHEF , 5558 GetObject ( AWS SDK for Java 2.x APIBZ,

String

e
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BRI TESIR AWS SDKEE A BEREMARRE , F2HEEA RS AWS SDK, AFBEHEEH

AN ERALL KR BESDKRIFFMEA
¥ListContainersfii{E A AWS SDK=;, CLI
THREAGEH S REWNMFEHALIistContainers,

CLI
AWS CLI
EERGRB[EE
T5llist-containersEi @@ REEIIRFHBBMNMERRFE,
aws mediastore list-containers
B
{
"Containers": [
{
"CreationTime": 1505317931,
"Endpoint": "https://aaabbbcccdddee.data.mediastore.us-
west-2.amazonaws.com",
"Status": "ACTIVE",
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExamplelLiveDemo",
"AccesslLoggingEnabled": false,
"Name": "ExamplelLiveDemo"
b
{
"CreationTime": 1506528818,
"Endpoint": "https://fffggghhhiiijj.data.mediastore.us-
west-2.amazonaws.com",
"Status": "ACTIVE",
"ARN": "arn:aws:mediastore:us-west-2:111122223333:container/
ExampleContainer",
"AccesslLoggingEnabled": false,
"Name": "ExampleContainer"
}
]
}
Bk
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WMEFHMES , FSERE TN B REE AWS stk MediaStore A F1ER.
- BAPIBIFHMEA , 5528 ListContainers ( AWS CLI 58 %#,

Java
SDK¥ A TUEE 2.x
@ Note
EEESER GitHub, SRTEMNEHF , WEMNARENIIT AWS RIETEIFREE
E,

import software.amazon.awssdk.auth.credentials.ProfileCredentialsProvider;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.services.mediastore.model.Container;

import software.amazon.awssdk.services.mediastore.model.ListContainersResponse;
import software.amazon.awssdk.services.mediastore.model.MediaStoreException;
import java.util.list;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class ListContainers {

public static void main(String[] args) {

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.builder()
.region(region)
.build();

listAllContainers(mediaStoreClient);
mediaStoreClient.close();

e
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}

public static void listAllContainers(MediaStoreClient mediaStoreClient) {
try {
ListContainersResponse containersResponse =
mediaStoreClient.listContainers();
List<Container> containers = containersResponse.containers();
for (Container container : containers) {
System.out.println("Container name is " + container.name());

}

} catch (MediaStoreException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

- BAPIEBEEMEF , 552/ ListContainers ( AWS SDK for Java 2.x APIZ&#,

BN TEY R AWS SDKEIE A BIEMAMRE R |, 2B EAERE AWS SDK, AFXBHLEIEE
A PINE AU K ESDKIRIFEME Ao

#¥PutObjectflFH AWS SDK= CLI
THEXGEHG S REMFAEAPutObject,

CLI
AWS CLI
tENHENT R
T5lput-objectEHIEMYH LEEEENRSR. BUUEERYHRTFERSRTHNERRE
&, MRERKREEE , AWS TESYH MediaStore EEER KD, MRERKREE ,
REEEUZERRKR K AREUHEREFEERKH,
aws mediastore-data put-object \
--endpoint https://aaabbbcccdddee.data.mediastore.us-west-2.amazonaws.com \
--body README.md \
--path /folder_name/README.md \
--cache-control "max-age=6, public" \
B {E
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--content-type binary/octet-stream

B

"ContentSHA256":
"74b5fdb517f423ed750ef21l4ctbadfe2be36e37d861leate9c842cbelbf387a9d",

"StorageClass": "TEMPORAL",

"ETag": "af3e4731af032167a106015d1f2fe934e68b32ed1aa297a9e325f5c64979277b"

MEFHMESR , FSEPHLEYH AWS TR MediaStore A F1ER.
- BAPIBBFME , 52/ PutObject (AWS CLI EH2 %,

Java
SDKH AT 2.x
@ Note
BEEZERN GitHub, SHRTENES , WBRAFMNMREMNEIT AWS KIEREIFRH
.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.mediastore.MediaStoreClient;

import software.amazon.awssdk.services.mediastoredata.MediaStoreDataClient;

import software.amazon.awssdk.core.sync.RequestBody;

import software.amazon.awssdk.services.mediastoredata.model.PutObjectRequest;

import
software.amazon.awssdk.services.mediastoredata.model.MediaStoreDataException;

import software.amazon.awssdk.services.mediastoredata.model.PutObjectResponse;

import software.amazon.awssdk.services.mediastore.model.DescribeContainerRequest;

import
software.amazon.awssdk.services.mediastore.model.DescribeContainerResponse;

import java.io.File;

import java.net.URI;

import java.net.URISyntaxException;

/**

* Before running this Java V2 code example, set up your development

e
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* environment, including your credentials.

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html

*/
public class PutObject {
public static void main(String[] args) throws URISyntaxException {
final String USAGE = """

To run this example, supply the name of a container, a file
location to use, and path in the container\s

Ex: <containerName> <filePath> <completePath>

man,
’

if (args.length < 3) {
System.out.println(USAGE);
System.exit(1l);

String containerName = args[0];
String filePath = args[1];
String completePath = args[2];

Region region = Region.US_EAST_1;

URI uri = new URI(getEndpoint(containerName));

MediaStoreDataClient mediaStoreData = MediaStoreDataClient.builder()
.endpointOverride(uri)
.region(region)
.build();

putMediaObject(mediaStoreData, filePath, completePath);
mediaStoreData.close();

public static void putMediaObject(MediaStoreDataClient mediaStoreData, String
filePath, String completePath) {
try {
File myFile = new File(filePath);
RequestBody requestBody = RequestBody.fromFile(myFile);

PutObjectRequest objectRequest = PutObjectRequest.builder()
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.path(completePath)
.contentType("video/mp4")
.build();

PutObjectResponse response = mediaStoreData.putObject(objectRequest,
requestBody);

System.out.println("The saved object is " +
response.storageClass().toString());

} catch (MediaStoreDataException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

public static String getEndpoint(String containerName) {

Region region = Region.US_EAST_1;

MediaStoreClient mediaStoreClient = MediaStoreClient.buildexr()
.region(region)
.build();

DescribeContainerRequest containerRequest =
DescribeContainerRequest.buildexr ()
.containerName(containerName)
.build();

DescribeContainerResponse response =

mediaStoreClient.describeContainer(containerRequest);
return response.container().endpoint();

- BAPIEFHHEF , 5528 PutObject ( AWS SDK for Java 2.x APIZ &,

BRI TTRESIR AWS SDKFREASREMAMRTE RS , FSREMALEE AWS SDK, AFBHIER
BAAFIN EA LR BESDKIRFEFHIE .
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