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6. MEBHPMIETR , ZiHEEH Windows F Linux fal R85 A TN EESR E RN E E [HIRIRA B # Linux
Al RS UETERIKE,

REAWSH &

EERTEAWSHHRE, FHBcollector setupffHicollector setup --aws-

configurationsigs,

1. BMAYHERREREHRE IAMFA. . BHE, SUNERIFRAEUFTIKESRKREELRE

2.

BRAWSMigrationHubStrategyCollectoriZ BN T BRETEERBEKREZRFEHENA
=

WAZNFEZRNEBZRAWSEELEURFIRUNESR2FEAENIRE , BRPNIRERES
FAENAE,

WA TEE, , B0, us-west-2, ft "REEEZE) FAN "EE, PEEFESELEERVE,
MEELEBNFE , F2RERERRMTEAWS — RSB E,

WAYHRRERESRHEEEE LEEBEPERERYE ? HE. EEEAERAWSKERMHE
BN XF.

AWSEL & 12


https://docs.aws.amazon.com/general/latest/gr/migrationhubstrategy.html
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5. BAYHRESWERMENCHK LEEBENERBERY ?BE, BFPHNEEAEBAWSAK
REEEN I,

THSEFIRERETNNAR , SFEAWSEE,

Have you setup IAM permissions in you AWS account as per the user guide? [Y/N]: Y
Choose one of the following options for providing user credentials:

1. Long term AWS credentials

2. Temporary AWS credentials

Enter your options [1-2]: 2

AWS session token:

AWS access key ID [None]:

AWS secret access Key [None]:

AWS region name [us-west-2]:

AWS configurations are saved successfully

Upload collector related metrics to migration hub strategy service? By default
collector will upload metrics. [Y/N]: Y

Upload collector related logs to migration hub strategy service? By default collector
will upload logs. [Y/N]: Y

Application data collector configurations are saved successfully

Start registering application data collector

Application data collector is registered successfully.

R 7E vCenter {HRE

EERTE vCenter 05 |, BEFFAcollector setupfEfmcollector setup --vcenter-

configurations®% :

1. BMAYHREZEBZEMEA VMware vCenter SR EHTERRIE , MBREEFEAH VMware
vCenter 32 EEITERTE.

® Note
£/ VMware vCenter F2 B HITERFER , TEEHEMRRIF L% VMware TE,

B ATIFEAMBU LR vCenter IP Ui E#BH, A% MABRFBNHBEERAR VMware
#J vCenter,

vCenter Bt & 13



Migration Hub SEB& 2% ERERER

2. BAYHRREREEH VMware vCenter EEREMIIEE | IRARAEEE Windows RS
2o

AR ARFENEBHRRE,

® Note

WMREE Windows =i REFBRER - B &8s , BLERERERBRABassi\ts
#E A CLI #RHtRum IR HRER, flin , REMEE BB E exampledomain , TRRY
FREEBEEES  ABECLFRANCERAERBALZMRAE XREEES,

3. BAYHREMEA VMware EHEF /O A Linux EITREKREE , WRFRBEE Linux R,

AW AR BRMNZRBEEAR Linux XK.

4. BWAYEHRELERFEA NTLM A vCenter A ZPH Al IREF 5 EFarg 15 ? MER Linux B SSH/EEM
ERREE  MREEAEAS vCenter A EPRY R PIRES X E IR I Al RET LS o

5. HAZBREEMEA vCenter ZEEIRFAE AR Windows FERIRE |, W AYIRTE vCenter S4
EREEH Windows #EESH) & 9 5 BAEE A vCenter Windows #8858 E & 4 AR MM 5 9 H A
B, AIRTRE. B , BRANEAERE,

MRMREERYRE , LA TEE.

a. BAYHREHEEE Windows IRE|EAXREHE , WERATURREEZ MR it 17 /R =R
HEW? BE,
b. BWAIRTRALHNRREE , MREEEE SSH HOBE,

MREBRFMER SSH B , X AKELENSMTRERS Linux [MRSR. WRFHRER
ASHE Linux ARSF L RESREBRE.

THEHIBERFIERNAR , 8% VMware vCenter fAREREEHITE R

Your Linux remote server configurations are saved successfully.

collector setup —vcenter-configurations

Start setting up vCenter configurations for remote execution

Note: Authenticating using VMware vCenter credentials requires VMware tools to be
installed on the target servers

Would you like to authenticate using VMware vCenter credentials? [Y/N]: y

vCenter Bt & 14
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NOTE: Your vSphere user must have Guest Operations privileges enabled.

Host Url for VMware vCenter: domain-name

Username for VMware vCenter: username

Password for VMware vCenter: password

Reenter password for VMware vCenter: password

Successfully stored vCenter credentials...

Do you have Windows machines managed by VMware vCenter? [Y/N]: vy

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for Windows (Domain\User): username

Password for Windows: password

Reenter password for Windows: password

Successfully stored windows credentials...

You can verify your setup for vCenter windows machines is correct with "collector diag-
check"

Do you have Linux machines managed by VMWare vCenter? [Y/N]: y

Username for Linux: username

Password for Linux: password

Reenter password for Linux: password

Successfully stored linux credentials...

You can verify your setup for vCenter linux machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using NTLM for
windows and SSH/Cert based for Linux? [Y/N]: y

Setting up target server for remote execution:

Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: vy

Would you like to use the same Windows credentials used during vCenter setup? [Y/N]: y

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

You can verify your setup for remote windows machines is correct with "collector diag-
check"

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: vy

vCenter Bt & 15
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Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

Would you like to use the same Linux credentials used during vCenter setup? [Y/N]: vy
Generating SSH key on this machine...

Successfully generated SSH key pair

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/

id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

You can verify your setup for remote linux machines is correct with "collector diag-
check

AR TE 1= vy fa] AR 2R 4B 8

EERERIFMARSERE | BEFEMAcollector setupigfscollector setup --remote-
server-configurations®® :

1. BWAYHRELEMSEA NLTM B3E vCenter BIEN [IRESZEIHIG 7 BE , MR RAER
Windows AR#E25.

R AR ANEBEAR WinRM,

® Note

MRER Windows ZinfElRBFEBREA T B % , BXAKERERBE A Brast\it
#{E A CLI £4LE R MMRSHAER, Al , MREENAEEEER exampledomain , MEH
FHESREEES  EECLI HEANFERAESRAESIREE RREEE,

WAYEREEE Windows IRBERBE AR EHE , WESRUTURKREESZIN A FRRESZSE
52 ERE, RERRSIEEMFEBEP /opt/amazon/application-data-collector/
remote-auth/windows/certs,

A EEN FAREEFREERE Windows fIfRsE. WHFFMER , FSEE Windows fIREE
FERERIE AR ERE.
2. WAYHRECFEAZERERB/FET Linux FEBE , MEREEE Linux RIS,
WANATEALKNZRERE 6 NREEEREEN SSH ZBN B HRE.

w
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INREEZGH SSH BafE |, AN EREENSBFREERT Linux ARES. MEFMEN , F2
BI7E Linux fAfRES LR E S8R,

4. WA2RTRAGKHEERE  MREEREUBIZAERNRE.

WEREBEERENMEEESR , F2HEE Linux AR EERESFEEBE.

THEFRERERAR , 2Rk ARFREENEGIER.

Setting up target server for remote execution
Would you like to setup credentials for servers not managed by vCenter using NLTM for
Windows [Y/N]: y

NOTE: For the best experience, we recommend that you create a new Active Directory user
in the Domain Admins group.

Username for WinRM (Domain\User): username

Password for WinRM: password

Reenter password for WinRM: password

Are you okay with collector accepting and locally storing server certificates on your
behalf during first interaction with windows servers? These certificates will be used
by collector for secure communication with windows servers [Y/N]: Y

Successfully stored windows server credentials...

Please note that all windows server certificates are stored in directory /opt/amazon/
application-data-collector/remote-auth/windows/certs

Please note the IP address of the collector and run the script specified in the user
documentation on all the windows servers in your inventory

Would you like to setup credentials for servers not managed by vCenter using SSH/Cert
based for Linux? [Y/N]: Y

Choose one of the following options for remote authentication:

1. SSH based authentication

2. Certificate based authentication

Enter your options [1-2]: 1

User name for remote server: username

Generating SSH key on this machine...

SSH key pair path: /opt/amazon/application-data-collector/remote-auth/linux/keys/

id_rsa_assessment

Please add the public key "id_rsa_assessment.pub" to the "$HOME/.ssh/authorized_keys"
file in your remote machines.

Your Linux remote server configurations are saved successfully.

15 b 1] AR AR AR A 17
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AR TE MR AN 22 4B 7

BERERAIEGERE  BEMFMcollector setupigfsicollector setup --version-
control-configurations@® :

1. WAYHERERERKTE D ? BE,
2. WAATRASHNERRE , MRFEEE Git RIEF[imE,

WAEERBEARTGIT RERiHE
3. WMA2RATWALNEERDE , MRARBEE GitHub X MRS,

BATE https:/HI - %¥im2E , MTFFIR : GIT fRIEESI%E: © git-enterprise-endpoint
4. BARE Git#a#FEANFE B ##4,

5. HAYHEHRRIREREEXE Windows #2529 #rHYE csharp EfREE ? BE , MRAREHH C
# RS,

(® Note

EESY NET BEOMBHEBERERN NET FHE , BXERMEH NET BHETG
T EHBHEBIEEREMN Windows #85, MNEFMEN , BSBWEKMER NET B HER
EENET EAEERNBEEE,

6. HALESEEFERALEK EBEAEM Windows SBEE ? BE, ﬁlYﬁD%FﬁﬁA C# RO
B Windows #25fF FER Z BIIR VR B MBI BIBEAREN — 8% - -remote-server-

configurations=#&--vcenter-configurations,

BMANMBEEG AR , AIRT "B,
7. BEFEAVMWARE RE#ERE, BA158T A Windows &4 R EBEET I A —EEE,
8. WAREERLAY IP it

THEPIRTRIETINAR , SRERFZHEENEFIEE

Set up for source code analysis [Y/N]: vy

Choose one of the following options for version control type:
1. GIT

2. GIT Enterprise

3. Azure DevOps - Git

MRAS 2 B E 18


https://docs.aws.amazon.com/portingassistant/latest/userguide/porting-assistant-getting-started.html
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Enter your options [1-3]: 3

Your server endpoint: dev.azure.com (http://dev.azure.com/)

Your DevOps Organization name: <Your organization name>

Personal access token [None]:

Your version control credentials are saved successfully.

Do you have any csharp repositories that should be analyzed on a windows machine? [Y/
N]: vy

Would you like to reuse existing windows credentials on this machine? [Y/N]: vy
Choose one of the following options for windows credentials:

1. VMWare vCenter Windows Machine

2. Standard Windows Machine

Enter your options [1-2]:

1

Windows machine IP Address: <Your windows machine IP address>

Using VMWare vCenter Windows Machine credentials

Successfully stored windows server credentials...

EfpEimtR &M Linux @R[ ETERRE

(@ Note
WMRIEHEM vCenter BERERMEZEBARIENKRES  ITFERTRIR,

RERKARESEEESR  WREEEMFEHcollector setup command=collector setup --
remote-server-configurationsig S , BLAEMERMARSE  UEXRBREZEARIERK
SHRUUREL AR MEESR,

(® Note

BB RBETERELA IP Uit FEARS. SENTERBERILAEE (VPC ) REREHN
E—FRAAWSMERRHIT , FE2RLEFEERNEERFERM,

& REFER Linux AR , F2RERERARS.

£ EX(HRE Windows RIARES , 5 52RI1E Windows fAIfRES L 5% E iR % {7 AR 85 4H A€,

ERERARERETERKE 19


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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£ (E R iR IRES
£ Linux AR LR E SR MRS

MRBERERGFRIFEEERIES Linux 3%E SSH ©8RRFH , AIXNEHRT ISR , ERKSS
LERESBAEE  LUE Strategy Recommendations FEFARE R ERIINESS T AREE #,

B ETE Linux AR LR ESRERE
1. BEREABBERNLREED EEERI[PRT X4

/i#$Z/5 55 %/application-data-collector iR T2 B 78/ SE 1%/ 2348 .

2. SERNLEBHINEI$HOME/ . ssh/authorized_keysFIE R EMN 4, MRERETAN
BE 6 HEHAtouchHEVvinES,

3. BEERRMARSFLNETERNREGERERISSHRED, MRE777 , EXAEIE, ERUE
HchmodBRHIERN TR,

£ Linux AR LR E R R EFE

MREHEREERABRFEERRIES Linux REBRERE , AIKAHTTISR , TRHARBES
FEREXERKERKREER.

MREER/EARXARRERE T BIRREEN (CA) , RMEREEALERE,
BRI Linux ARSR LREREFRRE

1. EREARMAEERARSZNERAEERE,
2. BBERNLFERERT CA

BARETIHNEKRIIBESRN L FAEE
1212/ 55 % /application-data-collector/iR T2 5 &/ $4 1%/ %3 88 /id_rsa_F¥1&.pub

L ABRSBMAFIBEEN CA, THELERRE.
3. BE—EFRIPELENBEERIINERPHTINVE :

/%2 /55 55 i#/application-data-collector/ = 12 B 3% /S8 1%/ 22 58

HENEBLARRHEETERE.
4. EXRESBRIRUBEERBE,

EfpEimf R UETERIKRE 20
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# Windows fa] R 8% L 5% E 1= i Al ARk BR #EL 58

0 SR IEAE WU ER 2R AR E HH AR E IR U A IR 2R AB RE BB 4F RE Windows , BIXE#MAT T 3SR | F sE RS
BBBEER,

©® HEEBMEES PowerShell EERRIR LATHRA , FRBALIZFR,

Z AR PowerShell BRI A H AANERB S Z. ERARKRE NT BEREESR
(NTLM ) , 3tE&&  AllowUnencrypted "WSMan 135 false , AR RFTAIZMNEEESERE
SNFWRE. FAMKIEMAMA , New-SelfSignedCertificateEx.psl , E®EI
BREFENEE.

EEHE HTTP EBEXMN WSMan #TERBESHEREM HTTPS BEEX —EBRKR. A
%, CEEYHN HTTPS E#EREN. ©thEA TCP EHZIE 5086 B @ A X EHRA, E&
#%—ELBH , WinRM RIS EHEE

iEiB Windows 2008 fAl RS L MR imE R R EE RN E
1. FRATENGSREERZ PowerShell R B RTEET L.

$PSVersionTable

2. R PowerShell IRATR 5.1, RRBBUTHRATHELZER WMF SALZENREHEREES
2 51 EWEXEF,

3. E—EHFNFEALTHS PowerShell O , AR PowerShell 5.1 E &4,

$PSVersionTable

o
nl‘.H.

ERET—HESR , RPWMEIE Windows 2012 R EFMRA LR EIRERREE RIS,

& EiEIB Windows 2012 FIE#MRAHY 7] Bk 25 £ BV IR ImE AR E E RN E
1. FRUTHEUTHRLEIESTE

HTTPS : //application-data-collector-release.s3.us-FaEB-2. T8 . COM /M A/HB UL E& Ep.ps1

2. THEE&EFMNew-SelfSignedCertificateEx.ps1#EAT URL HA&MIARMBEBE TR E —
X FHWinRMSetup.psl:

EfpEimf R UETERIKRE 21


https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/wmf/setup/install-configure?view=powershell-7.1
https://docs.microsoft.com/en-us/powershell/scripting/windows-powershell/wmf/setup/install-configure?view=powershell-7.1
https://application-data-collector-release.s3.us-west-2.amazonaws.com/scripts/WinRMSetup.ps1
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https://github.com/Azure/azure-libraries-for-net/BLOB /£ /8 A/ & /3 -
SelfSignedCertificateEx.ps1

3. ERKEKRE , FET FEM PowerShell FrE FEAREFRIEES /YA

.\WinRMSetup.psl

@ Note
&R Windows &% ] IR 88 £ R IEMEERE Windows IRIHEE (WinRM) , ERRZAREWESR
PR, WRBLEEBEN , BLARDSE LT SIALE M EREE X R RS EH BN BRE
[iE1E/58 8 /application-data-collector/iR im 5k B /4R &/ & /ads -server-id. CER
MERBER 6 BEHFERNUEERFES.

BN RESRNARSE EREETERE
EATYwT , BEREHKERNARRC ERREERRE.
collector diag-check

o T EHENARFARET - EZEHRE , Y EAMNBERREHE A,

ELEPERESH-aEX T , RS EIMN W i DiagnosticCheckResult.txt# & 52 5 & I & =
collector diag-check -a

B DH EEZAMREE P vtz E—RARRNARFEEHTIHRE,
T 5 S5 B R BX h B TE RV Al HH o

Gk

Provide your test server IP address: IP address

Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded

BREEMBRENERE 22


https://github.com/Azure/azure-libraries-for-net/blob/master/Samples/Asset/New-SelfSignedCertificateEx.ps1
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Start checking permissions...

Permission Check succeeded

Start checking 0S version...

0S version check succeeded

Start checking Linux Bash installation...

Linux Bash installation check succeeded

All diagnostic checks complete successfully.

This server is correctly set up and ready for data collection.

& fal B 25

Windows PowerShell Version Check succeeded
Provide your test server IP address: IP address
Start checking connectivity & credentials...
Connectivity and Credential Checks succeeded
Start checking permissions...
Permission Check succeeded
Start checking 0S version...
0S version check succeeded
Start checking Windows architecture type...
Windows Architecture Type Check succeeded
All diagnostic checks complete successfully.
This server is correctly set up and ready for data collection.

T3 € 58 R E SRR i 7] AR 25 53R T E MR AT R AV SR R AR

Unable to authenticate the server credentials with IP address ${IPAddress}.
Ensure that your credentials are accurate and the server is configured correctly.
Use the following command to reset incorrect credentials.

collector setup —remote-server-configurations

BREEMBRENERE 23
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HEBR 5 : 5 Migration Hub 12 AR EZRRINGES
AEFEREA LI E A Migration Hub =R AP HREKER , LUEISE —AXBEERE.
RERE

1. FERAEBEIMWAWSIREZ AGREREEZE , AWS Management ConsolefA & BRX Migration Hub
12 E |, UL A hitps://console.aws.amazon.com/migrationhub/,

2. 7E [Migration Hub] XA BIBE &P |, 1BIE K
£ [Migration Hub S RREIER] HME L | 1#EF [EVEEE]

MBAFE A Migration Hub EEWIEFS PR IBHERAE (SLR) , HEE A, 0% SLR
WA BSRHHERRBEARLELAG,

5. FREEHRNKR

a. H[REEHFREF EHEL , ELARTIERFEZFZD A FAKRF[RR

. KEEJERAEAERNESR — LULEARKKERWES , BBHEI VMware
vCenter PREEC ERMABNMEEER ., EALEER  EFFERTHMHRE,

i. FEEA —0REREBUSIAFARSFZNEAEANMEEER , B EARKESRE
AR, EAFARRZ JSON ER , BAUEEPEE VM W AE~R.

ii. P& Ap@@ plication Discovery Service — & ] LA {E A FE AR N IRR RIS WE BB
B EAEXNMAMRESNER £ Migration Hub AW [TE] ERT , BB [IREK
TE) THZEEEPHETERE, Hlan, B LUERE Ap plication Discovery Service &
BREAWESR. AWSREREEXSEA (8 CSV ER),
b. TfR:F. XRESRBELEERRFEEEPNRE | JIHAETANREKRSS.
c. E[EEMNEAERNERKER KT , SS)HACKRENEAENERNKRES. WRHEA
REMMERUWERS , U THERRES , RRETHE. UFEFHEF A FBRIE
1. TEXRESWER R TR 2 . ABFEREBWES.

(® Note
EENBRBER  CLAZIRE—ARAEIXERNKRERS  IBTEAERNEY
EA, MRCHBEEFKEREHFNEATHEEAEXERESR , ELUERER
BEAERNEASR, SR RERNEEGERNNRR,

S5 MBER 24


https://console.aws.amazon.com/migrationhub/

Migration Hub 5223 (&S
d. MRLEWR "FHEA, FE "EAFHEEFAL TBEE THEEA,
e. & "EAZHE., B 6 BAEANEHR.
f. HR S3REFEFE URI, FIAE LEFIMEA JSON 2R S3 FFEE URL,

/A Important
S3 RFIrEEBMAA UM E BB ¥Emigrationhub-strategy.

g. igg -F_ﬁo
6. BERHF

a. & "EERERE., EEL, RELHNEZEEVNBERIRE, REEZFRBEEENR
HEE  EERBERARCERARXNERENRERE, SUURRBEELRERE.
b. EE T—%,
7. BREIRER.

a. REZERENERRFENBERERE.
b. WMR—YIER 6 FHEE [FABRERD ], ELEEEM Microsoft IS F Java EARX#ITMHE
RESBEEMBMITREIRE , URERAERN - ®#MERN D,

(® Note

“HENSHTNRETESEREEESP, 2MTKE , EEFIRBFERBRNE
&, WREHD RIS,

HER 5 HUISER 25
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KRR

RER\MAREBEERESFARFNEAEANRBEZBENRALER.

£

- BARBESTHRBES
- KBEBEAEATHE
- REEEBRMARRER

- REBRRY

WA RBEERITNREESR

REFREAMMAEERA AWS Migration Hub 12 & R R E B RRIB B ERKER

B EMAREES

1.

FEREEILN AWS IREEARERIEZ , AWS Management Console ## BB Migration
Hub £ & , #81LA https://console.aws.amazon.com/migrationhub/,

£ [Migration Hub] 2= ABIBE K+ | B2 K] , ARIEE [EF)

£ TEZR) EEL  SULUBRARELERESHRERS  UKFHENEE "R, RBER. &
A AREEBRNBRRICTENENH , URARSENEAES THNRER,

REXAREERESTFRINCHBERE  KEEMIE. SREMREARTEERRNTFH
At PEREMREARRES  EEREEREXAXREFEEE. WFEFE "Ry KEHEF ,
A2RAWS REESIFARRPHBEFE-7 Rs,

MRENERPOLORELE  ARECEMRERTE , RAEZBEEHMOMENER, EEEH
DMERUEEHER A FEE "EFNIONER .

HEEFOMEFTRE , ENEBERGERUTRSES LaINERNTER,

EETHISEBNEREER , FEE [EHER
i [BARA M) RIFEHBL , EUlRABEESTRARA THNES, NFFRER ,
2R XRESRAEATHE

£ [(fAR2R] REIFEHBL , EURBABEERASTARSZNESR. NWFEFAEF
BEARSRES.

s

T
0

B
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https://console.aws.amazon.com/migrationhub/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-retiring-applications/apg-gloss.html#apg.migration.terms

Migration Hub SEB& 2% ERERER

6. % "RIFRE, BERL , BALRESETEENRERESR S . USES. NFEHRRERT
RENEHF  F2REBESRRT

FHREZEAERATHE

AHREMAEA Migration Hub TR A FHRMERE | FRRN S FEMEX T4 HBEENREE,
*H

- EEMBEGEAEAEATY

. EMEBRAES T

. EMREENES K

. HMEE IS

EREERTERERRENTH

ZEERBA Il 5 A Migration Hub 32 & Y Migration Hub REEE BB MR ERE MR KL K
BE,

£

- mREREATHE

- REERAEA TN RBEXE DN
- REEAEATHHERED T

BEEAEXNTHE
AEFREA MR Migration Hub FEAFHREESR , REAEAES TN BERIEERSR.
BAERERN THMERFMER

1. FERERIN AWS IRFEZ ARERIES , AWS Management Console A% BB Migration
Hub £1#24& , #8it A https://console.aws.amazon.com/migrationhub/,

2. £ [Migration Hub] =R ABIBE K P , BIF [RKIK] , RRBE [EE]
3. £ "EZE, HEL , EE "EAExH. BER.

a. E[EABATAREIRT  REEARFSEMESTHTZEIERARATHRENG
.

ERERXTHE 27
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b. & "EBAEARMA. T, SUMRATAERE. THEENBE 'R, KBER. SHalig
BABREENY  URARARFERESHTITHZIERARATANBENRMAILIRE. W
FEHE "Ry KBNEF , F2EAWS REESIFARRPHBEFE-7 Rs,

4. EFERGRARATHNFAET K FEDEAEATH K RAREESEREFEEN.

5. EERAEBRARMAFMETARE UnHEBEAEENER) £, SR REREXTHNE
B, BHTLRRACHINRER, REAREERESTRINCHBERE , KEELSE.

6. BREXRMBEAER K URGEAEATANBERR, SAULERNTRNER K RARBERER
FREREZNVRE,

7. BREBGNEREATHERENE , 88 RF] AN [(EREHRRE] R5IER. FHFERRAE
ENEHS  F2RREEAEA AN REREX GO, NEFHEEREEENENR , F2EKRE
ERAEATHNERED .

REERARX THNRBEXNB DT
ZAEFEREA LI 5E A Migration Hub =R AP RBKEBR KB EEAR TN RBREXT 2.
SEEARN THNRBENE ST

1. 7& [Migration Hub] ZEZ A BIBE &P | BE K], REFE [EHE)
2. & "EZR, EEL  #E "EARX Y. ER.

3. #H[EARXTH] THWRHBER , BETHER A java, dotnetframework = 1IS FWERRER T
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ERAERITHER. UFELEBNTREBE , THEUREREZANGEY , F20 (AMERE
EE) FHEEREAERENER.
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BB G 9B R IR AN ERE T FE AWS R BEMFEHAE. AWS Directory Service[d BB & 7 77
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BIZEEHERIBEN IAMFEAE K BRERRENSR. WEFAEA A F2E (AM FEAEE
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HiEm) PR IAM EHE (MEAE) AR,

IAM A&

IAM AERE AWS IRF ABEEREHFINE D, SELIAM ERAE , ETEBEN A S HEEREE,
B g AeE TR EERE IAM A6, AWS Management Console & A LUEIBFEAY AWS CLI 5
AWS API ¥ FEA BT URL RigEAE. NIEFEERAACNFEFHENR , F28 (AM £REE
E) PER IAM B,

FREREEN IAM AGETHERHIEEER

- eSS FEREFN -BEQBESE2ERST , FRYAR  YAABGERN., EHESHE
TEYHRER , XFI-7SHEACEVER , YERTHAGERNTT., NEHSACGHHEEEN ,
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- EEIAM FEREFT - IAM FAES AR AUET IAM AGRERHBFETERAT BN,

- BIRFFE : ZAUERA IAM AG , AFTEERFAHEA (BENER) FREKRFHNER. A€
ERFERFEIENETIELSR. B2 , HRELRE AWS R , B LUS KRS E B &R
(MTAREAACERRE )., FETHEBIRFFIRENEREBRXENEZR , F20 (AM FA
HEE) ¥ IAM AEEEREABENEE,

- BIREEE — BY AWS R SEAHEM AWS R#EIhee, flwn , EEREREPETEWYE , ZRKE
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FETHREEER IAM AEXN IAMEAE  F2R (AM EREER) PREY IAM A6 (M3EE
H#E) R,

EHBRREEFEUE

SEALGE AWS BRI RIS A EMINE AWS &2 BB RNEFRREFPNFER. FRAR—EWH
AWS |, EE S5 EBBINEFEREBN K SEREER, AWS EXZ2HE (EAE. root EREHAE
THERER) REERE , FHMEELRAl, RPN TRERE AFRIEEFBR. ASHRAUE AWS
LA JSON XMy FEF. MF JSON BRXHERNABTWHERER , F28 (AM E£RAEE
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EERE A LMER AWS JSON BURRIEEH AT UERBLEAR, thHIR , WEEBEMFERE T T
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{Amazon Simple Storage Service B A SEmM) FHFEUERHIEE (ACL) BiE,

HtBREH
AWS XEEMBFIERNRAEE, SERRBEETRERE RERBERTENKRKAF T,

« FFASRR  FFARIRR—EEME IR IHERES S RBRER T IAM B (IAM EREDAR)
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HAES , F2E (AM EREER) P ITERBRBER.
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IAM Zhag R EERE
SOBEBE =
ERERE a
BRE1E =
BRER &
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EREEXRMEBRDIEFE A FERABRBRESEER DI Migration Hub FKEREFEFTE &K B F,
REEZIPHNEIBDFESEDFIER THIEIE

migrationhub-strategy

ERHEE-RAXPIEESEEE , FRERD

an|

o

"Action": [
"migrationhub-strategy:actionl",
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fhiktt. LEANEREHRE , TEREFRXWETFT,

BT EREERGSFERRENESE, Al , EULREFRAEFEHRE AM FAEZBERE ,
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ALAEARME AWS ZEBR, BEBRREEERNERARS , XA EEN AWS IRFHPEH. NFE
AWS SEBENHEMET , F28 IAM EHEREETHNAWS SEBX,
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AWS BRBEHEBNER AWS SEENRE, SREEE AWS SEERATWHER. REEKSH
HtERMEER AWS EENEE , UAXEF D, EEENERSXECERBRNE S 55
(ERE. HENAG), ENDERBIFERETHE , REKETEEN AWS ZEEMNRK, RE
e AWS REENHRBHBRER , REBRERTSRELRENER.
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B ME A AWS lRENERNEEZEE, SREREBIEER K SAFNEXENERKT AWS 8K
EER, NEEBBABKRANEENRE , 28 IAM FHAEEREPEBREEBENAWS SEHR,

AWS ZERMKEE . AWSMigrationHubStrategyConsoleFullAccess

& A#E AWSMigrationHubStrategyConsoleFullAccess BUREEE IAM B2
EAWSMigrationHubStrategyConsoleFullAccessBIEEBIREFHAEHRBEZRBEN TR
fZHU# AWS Management Console.

ATAIRFHERA

B RIEUTHA,

« discovery— BFHEAEFEE K UEBSEARXRERBETINRERE,
c iam— AFAFEAEEURBELAR  ERERARKERN L ERY.

- migrationhub-strategy— REFE A EHRIEEZRN TEFIVER,

« S3— AFEAEERVNBERBERATEAN S3 RFETE,

« secretsmanager— AFFEAEEZBEEE DI HZEBFEER.

EERBRLREAER , FSEAWS ZEEAWSMigrationHubStrategyConsoleFullAccessH 5K i £ #Z
BTN,

AWS ZEEHREE : AWSMigrationHubStrategyCollector
&BA#E AWSMigrationHubStrategyCollector BUREREEI IAM &%,
SEE e

BRI E AT,
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REIRAE | AR E S E{R Strategy Recommendations FT{# 2 S3 17 Er B Y 4 B HAA A,

« secretsmanager— AFFEAEFI "RIEEZE) FTEAZ Secrets Manager FHZ1#5,
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o

AWS X EB RN R BBEN

BREHNILREFRERELBELR , RBEZN AWS RERUEFFMES. IFEEELEESE
ENBEE S , AR TREERBXERRCHE, EE LN RSS HE,
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FHMIEE LE, ListBucke
t EFEPutMetric
Data TPutLogData #1, A
AFF TRBER, WESRKA
B B AR ARy v B o

AWSMigrationHubStrategyCollector - 88 StRAIEEAPutMetric 2024%F2H5 H
WEREBE Data MB)PutLogData 4

B, ELBERREEA
EXEREXN EERFEFA
ERREN HEHMEHREH
%, AR ZFRaws :Resou
rceAccount FAfE BB
Amazon fHERZFREF AWS
Secrets Manager BERIEF
A, aws:PrincipalAccou
nt

AWSMigrationHubStrategyCollector - 88 StBUER 2 T % Amazon 2023 £ 9 A 15 H
MBEABE S3 API E1TEH —
CreateBucket PutEncryp

tionConfiguration
PutBucketPublicAcc
essBlock . PutBucket
Policy . PutBucket
Versioning .
FMPutLifecycleConfig
uration o

AWSMigrationHubStrategyCollector- &  WRBIEHEREATFINIR 2023 F 3 A8 H
MRABRX mEXIHA R,
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33 iR =p:
AWSMigrationHubStrategyConsoleFullAc ~ HRAIEEH A =ME AWS 2022 £ 11 A 10
cess - BRTRABBHE Application Discovery =|

Service APl — DescribeC
onfigurations
DescribeTags .
FMListConfigurations

o

AWSMigrationHubStrategyCollector - 88 StERAI&LAUpdateCol 2022%9A7H
MREBX lectorConfiguratio

n EMEEH. LBIESRETR

SEESMVARRE | BUERREEL

AWSMigrationHubStrategyConsoleFullAc ~ AWSMigrationHubStr 2021 £ 10 A 25
cess— FTBURTE # H iF 1R (it ategyConsoleFullAc H

cess REMFAEEIR "R

BE RBNTEEFIHE AWS

Management Console,

AWSMigrationHubStrategyCollector— AWSMigrationHubStr 2021 £ 10 A 25
R T H#E R ategyCollector REMFH H
EH R ER RGN FEE |

DX B R MRz S3 ®FERT
BHNEBEREATIE, ©ER
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B , EK BFNEELE
| AWS |, UREBEEAER
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EHE,
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AWSMigrationHubStrategyServiceRolePo
licy— ST BREEAE H#t tH R 4R 41t

REESRREHRESE

AWSMigrationHubStr
ategyServiceRolePo
licy RBEZNAEFRRE
#¥ AWS Migration Hub
AWS Application Discovery
Service W FHL, LLBERER
F 1 Amazon FEEREFRKE
(Amazon S3) R F R HHIFT
Al

REBFMBERE AWS 2
EEREHNEE,

Migration Hub SRE&EZY & 758 5l 8L R B £5 451

KB  FRENACREEUSBURBERERNER, MMAEEEFER AWS Management
Console, AWS Command Line Interface (AWS CLI) 2 AWS API R#{TIE, EERFHERAEHHE
FIEERATEENTT | IAM BEEESTLEN IAM BE, RE , SEETLE IAM BERFIEEA

&, EREERRETELAE.

EE T RNAERIELEF JSON BERSHEEY IAM § 9B EER

M 1AM BUR,

B

2021 £ 10 A 25
H

2021 £ 10 A 25
H

F2H (AM EREER) PHE

NEXRBEBITERZBENEREENFEES  SESEEREEN ARN KX | F2RBRKER
2EHRMEAR Migration Hub REEEZBNWENE. ERMEHESIE,

FE

- BRSEE®

- FAXKESTIERS

- AFEAEREMME ST
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UE BRI AERNBREREEAERTTUELNIRFFREY, FRHMBRRBEZER, ELE
ERREEREN AWS IRFELER., ECEVIREBS P EBXE , FERETIERRERSER

- BISAREA AWS BERRIEARERRER — SENKRBREAENIEARNER  HEAT
BENSE LEARARRNAWS SEBER, SHTRESN AWS RS BRESBEREE
REEREMN AWS BEERIE  E—SRECARR. NBEHAET  F20 (AM FAEE
RE) ) AWS SERERTAERNAWS SERE.

- ERREERET : BE IAM BERIFT IR |, BERTHTEBMENT. KAERILER , &7
UESERERG T TUEREERRINEE K SELBARKEKIFITT. WHEEA IAM ERFFT
MEFMAES  F2E (AM EREERE) P IAM RV BERAMFF .

. £ 1AM BUE R I RAEE — SIREIFEGE - BT LUSREITEEHE | LR BENERNEZN.
Bl | EALBBBERY , ISEXEERA SSL EREFTAER, £t LU R4 RBEY RS B
fERTEENE (AIEIRISE) RIS LB E AWS BRHS , $I20 AWS CloudFormation. MESHAER , 55
28 (IAM EAEERE) P IAM JSON BUETE : &4

- £/ IAM Access Analyzer B& 3 IAM BUE |, BERFF AT 24 B W IE #iE4E - IAM Access Analyzer &
BHBEMNRBBER , BRELBFKEMR IAM BERES (JSON) # IAM HEEH. 1AM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THBEHEELTLEEANEE, NEFEE
A, B2 (AM EAEER) PEY IAM Access Analyzer BUERERFE

- FEZARSOBE (MFA) — IREHNRGIFE IAM EREHREAE AWS IRF |, FEBIR MFA
DESENANREM, BEEETFU AP BERTER MFA |, 51 MFA RSB EENBER, MFFH
HER , F2E (AM EAEER) PHERE MFA REN API FEL,

WFE IAM R REBBWERER , F26H IAM EREEERTH AM Z2KREEH,
ERRBERERES

EEFH "Migration Hub REERZE T4 , BLBHRERD —HER, ELEBEXAAHFEYIEH
MBRREEE AWS IRFE. MREBIHKREAMEFTEREN I IRECK , AIHREEXBERNER
(FAERAR ) MS , TEARELINEREE,

IETFEEREH AWS CLI 5L AWS API TN ERE RFFRETEAER, Rz , RFAFFR
HEMMERINITZ API RIENBERAT,

EERREAENACNUEARBERERS , FRRKIEEKERConsoleAccessHReadOnly
AWS ZEERNRAIMMEZER, WEFMER , F2HE (AM £REFER) PHFEFTREAE.
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ARFFERERAMMAE ST

e flE RE MR EE |, 05 IAM EAERGH M MERES SN ARRZEBRER, WHRE
BEEXEE LHURARETHRER AWS CLI 3 AWS API TR LB ER R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

FHL— {8 Amazon S3 f#FErEE

FEUEHIF |, BEERE IAM FEHAEF AWS IRF BUE A — 18 Amazon S3 #FEF A FEUE
BRexamplebucket, B HFLEAFERENE., EMANMERY 4.
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BRT®RFEAE s3:PutObject, s3:GetObject B2 s3:DeleteObject A 24 , BERthERF
s3:ListAl1MyBuckets, s3:GetBucketlLocation B s3:ListBucket & d, EEXRFIEAE
EWEENGTT, EEE s3:PutObjectAcl B2 s3:GetObjectAcl BMEFREE AT ER, BIT
B EYIH, WERECEAEERLFATEAIEERNEGFNZLSHER , F2RETHREH . FH
£ & BUR R HIE RN FEUE,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListBucketsInConsole",
"Effect":"Allow",
"Action": [
"s3:ListAl1MyBuckets"
1,
"Resource":"arn:aws:s3:::*"
},
{
"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource":"arn:aws:s3:::examplebucket"
b
{
"Sid":"ManageBucketContents",
"Effect":"Allow",
"Action":[
"s3:PutObject",
"s3:PutObjectAcl",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"
1,
"Resource":"arn:aws:s3:::examplebucket/*"
}
]
}
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SR EEHEAR Migration Hub SRBE 22 3835 Bl B2 17 HY

£ T3 EF A5 By &R B WS IEfE AR ERN IAM R Re 2B E REE,

e

- BREEXRREBTHTBHIENER

BREREHIT iam : PassRole
BEEZRBRNEFIRESR

BRAGEES  BEAFHMATRERES
BRFERUNNAEE AWS IRF RIENEHRERER

BRAERBEZTHATHFENER

R AWS Management Console &FEFEERZEHTHENRE , AIBLABRIKENERB USRI
B, ZHNEESRRMUEAEAEEBNEBNAL,

AT i 5I$EERE7E mateojackson IAM R EEHERA T REMIRERE mny-example-widget EiR
WEFMER , (BAIREE® migrationhub-strategy:GetWidget FFAIRFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
migrationhub-strategy:GetWidget on resource: my-example-widget

EWERT , Mateo SR REBEEMMABE , RFFMEA my-example-widget EEFER
migrationhub-strategy:GetWidget &R

REZEEEHIT iam : PassRole

MRBWBRERES Tiam: PassRoleBMEMN TR , BULEBEFHRLR , TR B AREER
RERER,

B AWS B ARLCHRARCEEAHEY  MALRIFAWEBACIRHERAE, 1B
TR , CAAREEACEEERBEHHH T,

ER /N IAM EAEmarymajorERERAERAHTREERPHDFR , SRETIHPIER, B
=, BFFERBEBEFREACRTHFT, Mary REXKACEREEZBRBHFTA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EEBBERT , Mary WEER X AES , AFFMEIIT iam: PassRole Bk,

MREFEHRE , FHEEN AWS RREES. CNEESREENZIARRE.
BEERRBNERSE

HEEEY IAM ERAEEMERE , EUUEKRELENFNER ID. B2 , BEEIBABRRENLE
FHER, FREXRTRBER  SL4ABRUFTNFHERY.

FHLE8I M@ : 7S ID (5120 AKIAIOSFODNN7EXAMPLE) MARZEL £ 58 (450
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEFERAERZBNHE A S4E—EBERAE
H£48 ID MARFMSR/RBELENER, RNEENERAESBARE—K , REBEENER

/A Important

AARENENERERGSE =7 K EERBHSHRENEEFEHE D, BBREKM , B8
EREAKAGEER AWS 1R

BYFRERYE , S8RIRET , BEREEFNER D ILEFIERRTEL2UE. REF

NERASELBICHRRER —X, BREXRTAEFNER  S4ASTNFRSRINEIER
B IAM &, ERZTUEAMETNER, SECAMEFNER  S4ALEMBRET —EER
B, IRBEUFNERY, sERARA , F2H AV £AEER) FHEEFNER,

BREAMEES , AENHMAFTRREES

BEAMEMATIRRKES  SL4ARTEFINAERREAENEL IAM B (ERERAB).
P EAZERNBERFIR AWS, A% , BLEKFEAMMEER  UEERKERTREHE
R,

EFRUEIRBER  F2R (AM EREER) PHEMENE —E IAM ZiREH &R EE,
BEZRUANABRT AWS 1RF RN RBEZER

BRLEY—EAE  BEHMIRFHINERERNEEBABHAESTFEENER, S UEEE R
EEEVHIREZAR. SFEXEERERNBERSFEURHIEE (ACL) RYBRES , {87 SUE A BRL R
RERTFAEFREE RN,

WMFE-FTH K F2EUTRE

- FEEMRBEERREXIREL AR
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- BETHRIMIRHEFMHEEEIR AWS IRF WFEE | 5268 (AM EAERER) P05 —EEHE
B AWS IRF B 1AM £ E iR U FEHER.

- BETRINMEERFIERMEE=F AWS IRF , F268 IAM EREEmPHNREHRE=S AWS
tRF BER R FEE,

- BETHRNERBS 5o RUFIE  F20 (AM EAEER) PHEFEERHEEENGE
THEIRENERE BESE D).

- FETHERAAGNEREBRETEIRFENCEANEER , F2R8 (AM EAEER) $8 1AM
AEREREBRRNEER,

R ERFEARBEEAS

Migration Hub SRB&E & H AWS Identity and Access Management (IAM) fRi§E#E A G, RIEEL
AEREREZERRERNE— IAM A2EE, REKEAACHRKERELER , YT ERKER
RIEFWE AR AWS AT ERNFTE R,

BHEFACTREEERBRERKESR  RACTEEFHNELENER, RKEJSERHR
BEGEACHER , RFESHAER , FARERRESZUURBEEAR, ERNFT I SEEEBERNGET
AR, 3 B R AT BUR N AR E BRI E A IAM BB

NEFEEMIERBELACZRAWS BHVEEEF , F2EEE IAM FHANER  YERKELAE
WPSKEARNERYE. BEEEAERNR  UeRZARBNEBERAGXHS,

REEZIVRBEFACER

FRERFABANRBEEZLAE , AWSServiceRoleForMigrationHubStrategy 3t /i H 82
AWSMigrationHubStrategyServiceRolePolicylAM B M EaHE — 12/t AWS Migration Hub 1 AWS
Application Discovery ServiceH) 77U, LBERIER F7E Amazon BIEREZRE (Amazon S3) FEK
HEWF,

AWSServiceRoleForMigrationHubStrategy RI5:EH A BEFE T IREABEAE -

* migrationhub-strategy.amazonaws.com

AERRRAATFREERTHKT 5IEE,
AWS Application Discovery Service EifE

discovery:ListConfigurations

ERRBERAR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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discovery:DescribeConfigurations
AWS Migration Hub EjE

mgh: GetHomeRegion
Amazon S3 EjfE

s3:GetBucketAcl
s3:GetBucketLocation
s3:GetObject
s3:ListAllMyBuckets
s3:ListBucket
s3:PutObject

s3:PutObjectAcl

EZERBUILEAER | 52BAWS ZEEAWSMigrationHubStrategyServiceRolePolicy By K i £ &
EEPH,

HERAMNFRNEHCE  FSEAWS XEERKA R ZZER,

BAARERNT , IAM ER (NERE. BERAR) T TEY., REIMBRRBEESE, WEFA
&, F2H (AM EAEER) PHRBEES B,

BYRBEZNRBEEAS

FAREEFHEI —ARKELAG, EXRREEAFT Migration Hub EERHWIRFHEIRKEEAE
(SLR) B AWS Management Console , KB EZRGRALEIRBEZHAE,

HEMBRLBRBEZAS  cREEBARY , KAUERFHPEANREFEFEYAR., BEAF
B 7LFF Migration Hub EEMWIRF P E Y RBEFE AR (SLR) i , KBEBREBRALERL RBKERA
1=

mEREEZNRBEEERAS

REEEBT A B RE\AWSServiceRoleForMigrationHubStrategy (RS B A, RBESESET
EESERKEELAE  MUEREIEEVACCAEBFEACGER, T8 , ZUMFERRKERTE
&, CLI = API fREABKNRHA,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSMigrationHubStrategyServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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MBR R EE 2RV R ERE AT
5/ 1AM F BB ERAE

F/ IAM A3 AWS API filBk AWSServiceRoleForMigrationHubStrategy [RIGE#E A B, AWS
CLImMEFMEN , F2E (AM FAEER) PHRBREEEEAE,

il Bk AWSServiceRoleForMigrationHubStrategySLR £ MR RBRERE , BTG EMHITHEH

JE (BEEEBRNIE), EEHTERTME. WRMGEERT , BIE IAM EEAHPMBR SLR 8%
B, R SLR MBRAE , BULUEMEERIEEREEAMBRIEE. MIREERXBE 2 , BF
TEFEAMARNEIR.

REEZERFELGAGHIRED
FMEBXBERURBHAEESFEARBEEAG, IBHEER  FBHAWS EFEK.

Migration Hub BB R T E VPC im¥ (AWS PrivateLink)

& A LATE VPC EE Migration Hub BURIEZRC MENAEER , FE2ERHE VPC nH, RHERER
A AWS PrivateLink ¥, #&BIAWS PrivateLink , B AR E AN FEBERER AP 21 , BF
BB EE, NAT &, VPN E#ZSAWS Direct ConnectiE#R, & VPC FEHIFE
ENE IP thut |, BIREEEBURIER AP R{EE . Amazon #8EKHE VPC RBREZBCENREHSHE
Amazon ¥R EE A,

BENEREBEHEFEEPN S EEERBENERT.
MEFHMEF , F2E ", /ME VPC %2 (AWS PrivateLink) F#9Amazon VPC User Guide.
RELIEZE VPC Rl EE =18

EERESRE VPC I BhaT |, 555520k 5 H s 268 14 F1 R # FIAWS PrivateLink fit 28 B9 Amazon VPC
User Guide,.

HRBBEERREEN VPC WILHEME AP| Biff. ZEEEAMBERKER , BL4RE VPC iR,
RBRERERERENNE VPC mFh

s
¢
&1

B LAEA Amazon VPC E 1 & HAWS Command Line Interface(AWS CLI, EFFHAE |
Amazon VPC ERAEERPWEL N Ei% S,

ERATIRBEEBELBREZRN VPC ink
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-limits-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
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e com.amazonaws.region.migrationhub-strategy

WMREHZIRMEATE DNS , KA LUEAHEESNTER DNS B O BEREZR R API ER. i

w, e LA Amigrationhub-strategy.us-east-1.amazonaws . com,
MEFHMEA , F28 (Amazon VPC FAEIERE) FH FEB I HisHFEURS.
ABERERERERET VPC inBBUR

BRI IR M BURE B2 H FIBCR NV FEUERMN VPC inkh, WEEREEE THIER !

. AHATBENETLA,
. AHTHEE,
. ARSTIEE BN ER.

MESHEER , H2H (Amazon VPC EREIER) RIEMA VPC 85I 160 751,

g6 - BREBBEN VPC inBEE

LT REBREBNmIBRAES, EEFREE , LBRSHEMBERLNMABERA , BFIE
B TEURES ., BFENEFIER,

{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"migrationhub-strategy:ListContacts"”,
1,
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentStrategies.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetApplicationComponentDetails.html
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https://docs.aws.amazon.com/migrationhub-strategy/latest/APIReference/API_GetPortfolioPreferences.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "777777777777",
"arn": "arn:aws:sts::111122223333:assumed-role/myUserName/...",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "777777777777",
"arn": "arn:aws:iam::111122223333:role/myUserName",
"accountId": "111122223333",
"userName": "myUserName"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-09-20T01:07:16Z",
"mfaAuthenticated": "false"

},
"eventTime": "2021-09-20T01:07:437",
"eventSource": "migrationhub-strategy.amazonaws.com",
"eventName": "GetServerDetails",
"awsRegion": "us-west-2",
"sourceIPAddress": "",
"userAgent": "",
"requestParameters": {
"serverId": "ads-server-006"
I
"responseElements": null,
"requestID": "@7D681279BD94AED",
"eventID": "cdc4b7ed-el71-4cef-975a-ad829d4123e8",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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